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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• QFX Series standalone switches

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page cxxiii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page cxxiii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at
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https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/
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Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

QFX5100 Switch Overview

• QFX5100 Switch Overview on page 3
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CHAPTER 1

QFX5100 Switch Overview

• QFX5100 Switch Hardware Overview on page 3

QFX5100 Switch Hardware Overview

The QFX5100 line of switches is Juniper Network’s second generation of top-of-rack

switch solutions for data centers and campus distribution or aggregation environments.

The QFX5100 portfolio consists of high-performance fixed-configuration switches that

add higher port densities, additional scalability, and improved latency to the QFX Series.

This topic covers:

• QFX5100 Hardware on page 3

• System Software on page 5

QFX5100 Hardware

QFX5100 switches offer two compact 1 U product SKUs and a 2 U product SKU that

provide wire-speed packet performance, very low latency, and rich set of Layer 2 and

Layer 3 features. In addition to a high-throughput Packet Forwarding Engine, the

performance of the control plane running on all the QFX5100 product SKUs is enhanced

by the 1.5 Ghz dual core Intel CPUwith 8 GB of memory and 32 GB of solid-state drive

(SSD) storage.

The QFX5100 line of switches include both 10GE and 40GE fixed-configurations:

• QFX5100-48S

As shown in Figure 1 on page 4, the QFX5100-48S is a 10-Gigabit Ethernet Enhanced

Small Form-Factor Pluggable (SFP+) top-of-rack switch with 48 SFP+ ports and 6

Quad SFP+ (QSFP+) ports. Each SFP+ port can operate as a native 10 Gbps port or

as a 1 Gbps port; each QSFP+ port can operate at native 40 Gbps speed or as 4

independent 10 Gbps port speeds. The 6 QSFP+ ports can be used as either access

ports or as uplinks. The QFX5100-48S provides full duplex throughput of 1.44 Tbps.

TheQFX5100-48S has a 1 U form factor and comes standardwith redundant fans and

redundant power supplies. Themodel can be ordered with either ports-to-FRUs or

FRUs-to-ports airflow and with AC or DC power supplies.

3Copyright © 2014, Juniper Networks, Inc.



Figure 1: QFX5100-48S Switch

• QFX5100-24Q

As shown in Figure 2 on page 4, the QFX5100-24Q is a 40-Gigabit Ethernet QSFP+

switch with 24 high-density QSFP+ ports. Each QSFP+ port can operate as a native

40 Gbps port or as 4 independent 10 Gbps ports. The QFX5100-24Q has a 1U form

factor and comes standard with redundant fans and redundant power supplies. The

model can be orderedwith either ports-to-FRUs or FRUs-to-ports airflow andwith AC

or DC power supplies.

The QFX5100-24Q has twomodule bays for the optional expansion module,

QFX-EM-4Q, which can add a total of 8 additional QSFP+ ports to the chassis. When

fully populatedwith QFX-EM-4Q ExpansionModules, the QFX5100-24Q is equivalent

to 128 interfaces (96 + 16 + 16). Of these total ports, 104 logical ports are available for

10G port channelization. All ports on the QFX5100-24Q and QFX-EM-4Q can be

configured as either access ports or as uplinks. TheQFX5100-24Q provides full duplex

throughput of 2.56 Tbps.

Figure 2: QFX5100-24Q Switch

As shown in Figure 3 on page 4, the QFX-EM-4Q is an expansion module for the

QFX5100-24Q.Themoduleprovides4additionalQSFP+ports that canbehot-inserted

or hot-removed from the switch.

Figure 3: QFX-EM-4Q ExpansionModule

• QFX5100-96S

As shown in Figure 4 on page 5, the QFX5100-96S is a is a 10-Gigabit Ethernet

Enhanced Small Form-Factor Pluggable (SFP+) top-of-rack switch with 96 SFP+

ports and 8 Quad SFP+ (QSFP+) ports. Each SFP+ port can operate as a native 10

Gbps port or as a 1 Gbps port; each QSFP+ port can operate at native 40 Gbps speed
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or as 4 independent 10 Gbps port speeds. The 8 QSFP+ ports can be used as either

accessportsorasuplinks. TheQFX5100-96Shasa2Uformfactorandcomesstandard

with redundant fans and redundant power supplies. Themodel can be ordered with

either ports-to-FRUs or FRUs-to-ports airflow and with AC or DC power supplies.

Figure 4: QFX5100-96S Switch

SystemSoftware

QFX Series devices use the Junos operating system (OS), which provides Layer 2 and

Layer 3 switching, routing, and security services. Junos OS is installed on a QFX5100

switch’s 8-gigabyte (GB) internal flash drive. The same Junos OS code base that runs

on QFX5100 switches also runs on all Juniper Networks EX Series switches, and J Series,

M Series, MX Series, and T Series routers.

For more information about which features are supported on QFX Series devices, see

QFX Series Software Features Overview.

Youmanage the switch using the Junos OS command-line interface (CLI), accessible

through the console and out-of-bandmanagement ports on the device.

Related
Documentation

• QFX5100 Switch Models
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PART 2

Software Feature Support

• Software Feature Support for the QFX Series on page 9
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CHAPTER 2

Software Feature Support for the QFX
Series

• QFX5100 Software Features Overview on page 9

QFX5100 Software Features Overview

This topic lists the Juniper Networks QFX Series software features supported on the

QFX5100 switch and the Junos operating system (Junos OS) release in which they were

introduced.

• Table 3 on page 10—Administration Features

• Table 4 on page 10—Class-of-Service (CoS) Features

• Table 5 on page 10—High Availability and Resiliency Features

• Table 6 on page 11—Interface Features

• Table 7 on page 11—IP Address Management Features

• Table 8 on page 11—Layer 2 Network Protocol Features

• Table 9 on page 12—Layer 3 Protocol Features

• Table 10 on page 13—Multicast Protocol Features

• Table 11 on page 13—Multiprotocol Label Switching (MPLS) Features

• Table 12 on page 13—Network Management and Monitoring Features

• Table 13 on page 14—Port Security Features

• Table 14 on page 14—Security

• Table 15 on page 15—Storage and Fibre Channel Features

• Table 16 on page 15—SystemManagement Features

NOTE: The command-line interface (CLI) on the QFX Series might display
configuration statements that are not supported. However, configuring an
unsupported statement on a device has no effect on the operation of the
device.
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Table 3: Administration Features

QFX5100Feature

Junos OS 13.2X51-D10System logging (syslog) over IPv4

Junos OS 13.2X51-D10Licensing

Table 4: CoS Features

QFX5100Feature

Junos OS 13.2X51-D10Class of service (CoS)—Class-based queuing with prioritization

Junos OS 13.2X51-D10CoS—Multidestination

Junos OS 13.2X51-D10CoS support on link aggregation groups (LAGs)

Junos OS 13.2X51-D10Enhanced transmission selection (ETS)

Junos OS 13.2X51-D10CoS rewrite rules

Junos OS 13.2X51-D10Queue shaping

Junos OS 13.2X51-D10Priority-based flow control (PFC)

Junos OS 13.2X51-D10Re-marking of bridged packets

Junos OS 13.2X51-D10Weighted random early detection (WRED) tail-drop profiles

Junos OS 13.2X51-D10802.3X Ethernet PAUSE autonegotiation enhancements

Junos OS 13.2X51-D10Layer 3 ingress packet classification and egress rewrite rule class-of-service features

Junos OS 13.2X51-D10Software buffer configurability

Table 5: High Availability and Resiliency Features

QFX5100Feature

Junos OS 13.2X51-D10Graceful protocol restart for BGP

Junos OS 13.2X51-D10Graceful protocol restart for OSPF

Junos OS 13.2X51-D10Link aggregation groups (LAGs)

Junos OS 13.2X51-D10Support for 32 members in a link aggregation group (LAG)

Junos OS 13.2X51-D10Multichassis link aggregation

Junos OS 13.2X51-D10Virtual Router Redundancy Protocol (VRRP)
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Table 5: High Availability and Resiliency Features (continued)

QFX5100Feature

Junos OS 13.2X51-D15In-Service Software Upgrade (ISSU)

Junos OS 13.2X51-D15Zero Touch Provisioning (ZTP)

Table 6: Interface Features

QFX5100Feature

Junos OS 13.2X51-D15Auto-channelization

Junos OS 13.2X51-D10Interface ranges

Junos OS 13.2X51-D10Interface channelization

Junos OS 13.2X51-D10VLAN-tagged Layer 3 logical interfaces

Junos OS 13.2X51-D10Digital optical monitoring (DOM)

Junos OS 13.2X51-D10IPv4 over generic routing encapsulation (GRE) tunnels— encapsulation support

Table 7: IP Address Management Features

QFX5100Feature

Junos OS 13.2X51-D10Static addresses

Junos OS 13.2X51-D10IPv4 support for telnet

Junos OS 13.2X51-D10IPv6 support for neighbor discovery, router advertisements, stateless autoconfiguration, SSH,
Telnet, ping, traceroute, path MTU, static routing, dynamic routing (BGP, IS-ISv6, OSPFv3),
MLDv1 and v2, graceful restart, virtual routers, SNMP, CoS, VRRPv3, Radius, TACACS+, AAA,
NTP, and syslog

Table 8: Layer 2 Network Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10802.1Q VLAN tagging

Junos OS 13.2X51-D10BPDU protection for spanning-tree protocols

Junos OS 13.2X51-D10Jumbo frames on routed VLAN interfaces (RVIs)

Junos OS 13.2X51-D10Link Layer Discovery Protocol (LLDP)

Junos OS 13.2X51-D10Loop protection for spanning-tree protocols

11Copyright © 2014, Juniper Networks, Inc.

Chapter 2: Software Feature Support for the QFX Series



Table 8: Layer 2 Network Protocol Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10Root protection for spanning-tree protocols

Junos OS 13.2X51-D10Spanning tree:

• Spanning Tree Protocol (STP)

• Rapid Spanning Tree Protocol (RSTP)

• Multiple Spanning Tree Protocol (MSTP)

• VLAN Spanning Tree Protocol (VSTP)

• RSTP and VSTP concurrent configuration

Junos OS 13.2X51-D10VLAN ranges

Junos OS 13.2X51-D10Proxy ARP

Junos OS 13.2X51-D10Redundant trunk groups

Junos OS 13.2X51-D10Unified forwarding table

Table 9: Layer 3 Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10Bidirectional Forwarding Detection (BFD)

Junos OS 13.2X51-D10Border Gateway Protocol (BGP)

Junos OS 13.2X51-D10BGP for IPv6

Junos OS 13.2X51-D15BGPmonitoring protocol (BMP) v 3

Junos OS 13.2X51-D15BGP support for advertising multiple paths to IPv6 addresses

Junos OS 13.2X51-D10Intermediate System-to-Intermediate System (IS-IS)

Junos OS 13.2X51-D10IS-ISv6

Junos OS 13.2X51-D10Open Shortest Path First (OSPF) v2

Junos OS 13.2X51-D10OSPFv3

Junos OS 13.2X51-D10Per-packet load balancing (ECMP)

Junos OS 13.2X51-D1564 ECMP paths

Junos OS 13.2X51-D10Routing Information Protocol versions 1 and 2 (RIPv1 and RIPv2)

Junos OS 13.2X51-D10Routed VLAN interfaces (RVIs)
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Table 9: Layer 3 Protocol Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10Static routes

Junos OS 13.2X51-D10Virtual router routing instances for unicast protocols

Junos OS 13.2X51-D10Virtual router routing instances for multicast protocols

Table 10: Multicast Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10IGMPv1 and v2

Junos OS 13.2X51-D10IGMPv3

Junos OS 13.2X51-D10IGMPv1 and v2 snooping

Junos OS 13.2X51-D10IGMP querier

Junos OS 13.2X51-D10IGMP filtering

Junos OS 13.2X51-D10Multicast Listener Discovery (MLD) Protocol , v1 and v2

Junos OS 13.2X51-D10Protocol Independent Multicast sparse mode (PIM SM)

Junos OS 13.2X51-D10Protocol Independent Multicast source-specific multicast (PIM SSM)

Junos OS 13.2X51-D10Bidirectional Forwarding Detection (BFD) for PIM

Table 11: MPLS Features

QFX5100Feature

Junos OS 13.2X51-D10Multiprotocol Label Switching (MPLS)

Junos OS 13.2X51-D15MPLS statistics

Junos OS 13.2X51-D15MPLS auto bandwidth

Table 12: Network Management andMonitoring Features

QFX5100Feature

Junos OS 13.2X51-D10Local port mirroring

Junos OS 13.2X51-D10Remote port mirroring

Junos OS 13.2X51-D10RMON
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Table 12: Network Management andMonitoring Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10sFlowmonitoring technology

Junos OS 13.2X51-D10Simple Network Management Protocol version 1 (SNMPv1) and SNMPv2, and SNMPv3.

Junos OS 13.2X51-D10Uplink failure detection

Junos OS 13.2X51-D10Junos OS automation script support

Junos OS 13.2X51-D15Automation enhancements for QFX5100 switches

Junos OS 13.2X51-D10Network analytics (traffic and queue statistics)

Junos OS 13.2X51-D15Network analytics enhancements with CLI changes

Table 13: Port Security Features

QFX5100Feature

Junos OS 13.2X51-D10Automatic recovery for port error disable conditions

Junos OS 13.2X51-D10MAC limiting

Junos OS 13.2X51-D10MACmove limiting

Junos OS 13.2X51-D10Persistent MAC learning (sticky MAC)

Junos OS 13.2X51-D10Static ARP support

Junos OS 13.2X51-D10Storm control (broadcast, unicast, andmulticast)

Junos OS 13.2X51-D10DHCP snooping

Junos OS 13.2X51-D10Dynamic ARP inspection (DAI)

Junos OS 13.2X51-D10Unicast reverse-path forwarding (RPF)

Junos OS 13.2X51-D10Unknown Layer 2 unicast forwarding

Table 14: Security

QFX5100Feature

Junos OS 13.2X51-D10Firewall filters and rate limiting

Junos OS 13.2X51-D15Enhanced firewall filter classification of CPU generated packets

Junos OS 13.2X51-D10Policing
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Table 14: Security (continued)

QFX5100Feature

Junos OS 13.2X51-D15Policer action for MPLS firewall filters

Junos OS 13.2X51-D10Filter-based forwarding

(For a list of supported firewall filter match conditions and actions, see “Firewall Filter

Match Conditions and Actions” on page 4419.)

Table 15: Storage and Fibre Channel Features

QFX5100Feature

Junos OS 13.2X51-D10Data center bridging technologies: priority-based flow control (PFC), enhanced transmission
selection (ETS), and Data Center Bridging Capability Exchange protocol (DCBX) including
IEEE DCBX and DCBX version 1.01

Junos OS 13.2X51-D10Fibre Channel over Ethernet (FCoE)

Junos OS 13.2X51-D10FCoE Initialization Protocol (FIP)

Junos OS 13.2X51-D10FCoE transit switch (FIP snooping)

Junos OS 13.2X51-D102500 FIP snooping sessions

Junos OS 13.2X51-D10DCBX application protocol TLV exchange

Junos OS 13.2X51-D10VN_Port toVN_Port FIP snooping to enable configuring virtual links betweenVN_Portswithout
sending traffic through an FCoE forwarder (FCF)

Not SupportedFibre Channel fabrics (FCoE to Fibre Channel gateway, Fibre Channel interfaces)

Not supportedGraceful restart for FCoE-FC gateway

Not supportedFibreChannel loadbalancing,maximumsession limit, disabling fabricWWNverificationcheck

Not SupportedFCoE OxID hash control

Table 16: SystemManagement Features

QFX5100Feature

Junos OS 13.2X51-D10Configuration rollback

Junos OS 13.2X51-D10Online insertion and removal (OIR)

Junos OS 13.2X51-D10VMM

Junos OS 13.2X51-D15Guest virtual machine (VM)
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PART 3

Junos OS Basics

• Overview on page 19

• Installation on page 97

• Configuration on page 129

• Administration on page 307

• Troubleshooting on page 1115
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CHAPTER 3

Overview

• Software Overview on page 19

• User Interfaces on page 54

• Licenses on page 84

Software Overview

• QFX5100 Software Features Overview on page 19

• Configuration File Terms on page 26

• Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS

Configuration Statements on page 27

• In-Service Software Upgrade (ISSU) System Requirements on page 27

• Junos OS Commit Model for Router or Switch Configuration on page 29

• Junos OS Package Names on page 30

• NTP Time Server and Time Services Overview on page 31

• Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 32

• Understanding Autoinstallation of Configuration Files on page 33

• Understanding DHCP Services for Switches on page 36

• Understanding In-Service Software Upgrade (ISSU) on page 40

• Understanding Nonstop Software Upgrade on QFX Series Switches on page 41

• Understanding Software Infrastructure and Processes on page 44

• Understanding System Snapshot on QFX Series Switches on page 46

• Understanding Zero Touch Provisioning on page 47

QFX5100 Software Features Overview

This topic lists the Juniper Networks QFX Series software features supported on the

QFX5100 switch and the Junos operating system (Junos OS) release in which they were

introduced.

• Table 3 on page 10—Administration Features

• Table 4 on page 10—Class-of-Service (CoS) Features
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• Table 5 on page 10—High Availability and Resiliency Features

• Table 6 on page 11—Interface Features

• Table 7 on page 11—IP Address Management Features

• Table 8 on page 11—Layer 2 Network Protocol Features

• Table 9 on page 12—Layer 3 Protocol Features

• Table 10 on page 13—Multicast Protocol Features

• Table 11 on page 13—Multiprotocol Label Switching (MPLS) Features

• Table 12 on page 13—Network Management and Monitoring Features

• Table 13 on page 14—Port Security Features

• Table 14 on page 14—Security

• Table 15 on page 15—Storage and Fibre Channel Features

• Table 16 on page 15—SystemManagement Features

NOTE: The command-line interface (CLI) on the QFX Series might display
configuration statements that are not supported. However, configuring an
unsupported statement on a device has no effect on the operation of the
device.

Table 17: Administration Features

QFX5100Feature

Junos OS 13.2X51-D10System logging (syslog) over IPv4

Junos OS 13.2X51-D10Licensing

Table 18: CoS Features

QFX5100Feature

Junos OS 13.2X51-D10Class of service (CoS)—Class-based queuing with prioritization

Junos OS 13.2X51-D10CoS—Multidestination

Junos OS 13.2X51-D10CoS support on link aggregation groups (LAGs)

Junos OS 13.2X51-D10Enhanced transmission selection (ETS)

Junos OS 13.2X51-D10CoS rewrite rules

Junos OS 13.2X51-D10Queue shaping

Junos OS 13.2X51-D10Priority-based flow control (PFC)
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Table 18: CoS Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10Re-marking of bridged packets

Junos OS 13.2X51-D10Weighted random early detection (WRED) tail-drop profiles

Junos OS 13.2X51-D10802.3X Ethernet PAUSE autonegotiation enhancements

Junos OS 13.2X51-D10Layer 3 ingress packet classification and egress rewrite rule class-of-service features

Junos OS 13.2X51-D10Software buffer configurability

Table 19: High Availability and Resiliency Features

QFX5100Feature

Junos OS 13.2X51-D10Graceful protocol restart for BGP

Junos OS 13.2X51-D10Graceful protocol restart for OSPF

Junos OS 13.2X51-D10Link aggregation groups (LAGs)

Junos OS 13.2X51-D10Support for 32 members in a link aggregation group (LAG)

Junos OS 13.2X51-D10Multichassis link aggregation

Junos OS 13.2X51-D10Virtual Router Redundancy Protocol (VRRP)

Junos OS 13.2X51-D15In-Service Software Upgrade (ISSU)

Junos OS 13.2X51-D15Zero Touch Provisioning (ZTP)

Table 20: Interface Features

QFX5100Feature

Junos OS 13.2X51-D15Auto-channelization

Junos OS 13.2X51-D10Interface ranges

Junos OS 13.2X51-D10Interface channelization

Junos OS 13.2X51-D10VLAN-tagged Layer 3 logical interfaces

Junos OS 13.2X51-D10Digital optical monitoring (DOM)

Junos OS 13.2X51-D10IPv4 over generic routing encapsulation (GRE) tunnels— encapsulation support
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Table 21: IP Address Management Features

QFX5100Feature

Junos OS 13.2X51-D10Static addresses

Junos OS 13.2X51-D10IPv4 support for telnet

Junos OS 13.2X51-D10IPv6 support for neighbor discovery, router advertisements, stateless autoconfiguration, SSH,
Telnet, ping, traceroute, path MTU, static routing, dynamic routing (BGP, IS-ISv6, OSPFv3),
MLDv1 and v2, graceful restart, virtual routers, SNMP, CoS, VRRPv3, Radius, TACACS+, AAA,
NTP, and syslog

Table 22: Layer 2 Network Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10802.1Q VLAN tagging

Junos OS 13.2X51-D10BPDU protection for spanning-tree protocols

Junos OS 13.2X51-D10Jumbo frames on routed VLAN interfaces (RVIs)

Junos OS 13.2X51-D10Link Layer Discovery Protocol (LLDP)

Junos OS 13.2X51-D10Loop protection for spanning-tree protocols

Junos OS 13.2X51-D10Root protection for spanning-tree protocols

Junos OS 13.2X51-D10Spanning tree:

• Spanning Tree Protocol (STP)

• Rapid Spanning Tree Protocol (RSTP)

• Multiple Spanning Tree Protocol (MSTP)

• VLAN Spanning Tree Protocol (VSTP)

• RSTP and VSTP concurrent configuration

Junos OS 13.2X51-D10VLAN ranges

Junos OS 13.2X51-D10Proxy ARP

Junos OS 13.2X51-D10Redundant trunk groups

Junos OS 13.2X51-D10Unified forwarding table

Table 23: Layer 3 Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10Bidirectional Forwarding Detection (BFD)

Junos OS 13.2X51-D10Border Gateway Protocol (BGP)
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Table 23: Layer 3 Protocol Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10BGP for IPv6

Junos OS 13.2X51-D15BGPmonitoring protocol (BMP) v 3

Junos OS 13.2X51-D15BGP support for advertising multiple paths to IPv6 addresses

Junos OS 13.2X51-D10Intermediate System-to-Intermediate System (IS-IS)

Junos OS 13.2X51-D10IS-ISv6

Junos OS 13.2X51-D10Open Shortest Path First (OSPF) v2

Junos OS 13.2X51-D10OSPFv3

Junos OS 13.2X51-D10Per-packet load balancing (ECMP)

Junos OS 13.2X51-D1564 ECMP paths

Junos OS 13.2X51-D10Routing Information Protocol versions 1 and 2 (RIPv1 and RIPv2)

Junos OS 13.2X51-D10Routed VLAN interfaces (RVIs)

Junos OS 13.2X51-D10Static routes

Junos OS 13.2X51-D10Virtual router routing instances for unicast protocols

Junos OS 13.2X51-D10Virtual router routing instances for multicast protocols

Table 24: Multicast Protocol Features

QFX5100Feature

Junos OS 13.2X51-D10IGMPv1 and v2

Junos OS 13.2X51-D10IGMPv3

Junos OS 13.2X51-D10IGMPv1 and v2 snooping

Junos OS 13.2X51-D10IGMP querier

Junos OS 13.2X51-D10IGMP filtering

Junos OS 13.2X51-D10Multicast Listener Discovery (MLD) Protocol , v1 and v2

Junos OS 13.2X51-D10Protocol Independent Multicast sparse mode (PIM SM)

Junos OS 13.2X51-D10Protocol Independent Multicast source-specific multicast (PIM SSM)
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Table 24: Multicast Protocol Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10Bidirectional Forwarding Detection (BFD) for PIM

Table 25: MPLS Features

QFX5100Feature

Junos OS 13.2X51-D10Multiprotocol Label Switching (MPLS)

Junos OS 13.2X51-D15MPLS statistics

Junos OS 13.2X51-D15MPLS auto bandwidth

Table 26: Network Management andMonitoring Features

QFX5100Feature

Junos OS 13.2X51-D10Local port mirroring

Junos OS 13.2X51-D10Remote port mirroring

Junos OS 13.2X51-D10RMON

Junos OS 13.2X51-D10sFlowmonitoring technology

Junos OS 13.2X51-D10Simple Network Management Protocol version 1 (SNMPv1) and SNMPv2, and SNMPv3.

Junos OS 13.2X51-D10Uplink failure detection

Junos OS 13.2X51-D10Junos OS automation script support

Junos OS 13.2X51-D15Automation enhancements for QFX5100 switches

Junos OS 13.2X51-D10Network analytics (traffic and queue statistics)

Junos OS 13.2X51-D15Network analytics enhancements with CLI changes

Table 27: Port Security Features

QFX5100Feature

Junos OS 13.2X51-D10Automatic recovery for port error disable conditions

Junos OS 13.2X51-D10MAC limiting

Junos OS 13.2X51-D10MACmove limiting

Junos OS 13.2X51-D10Persistent MAC learning (sticky MAC)

Copyright © 2014, Juniper Networks, Inc.24

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 27: Port Security Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10Static ARP support

Junos OS 13.2X51-D10Storm control (broadcast, unicast, andmulticast)

Junos OS 13.2X51-D10DHCP snooping

Junos OS 13.2X51-D10Dynamic ARP inspection (DAI)

Junos OS 13.2X51-D10Unicast reverse-path forwarding (RPF)

Junos OS 13.2X51-D10Unknown Layer 2 unicast forwarding

Table 28: Security

QFX5100Feature

Junos OS 13.2X51-D10Firewall filters and rate limiting

Junos OS 13.2X51-D15Enhanced firewall filter classification of CPU generated packets

Junos OS 13.2X51-D10Policing

Junos OS 13.2X51-D15Policer action for MPLS firewall filters

Junos OS 13.2X51-D10Filter-based forwarding

(For a list of supported firewall filter match conditions and actions, see “Firewall Filter

Match Conditions and Actions” on page 4419.)

Table 29: Storage and Fibre Channel Features

QFX5100Feature

Junos OS 13.2X51-D10Data center bridging technologies: priority-based flow control (PFC), enhanced transmission
selection (ETS), and Data Center Bridging Capability Exchange protocol (DCBX) including
IEEE DCBX and DCBX version 1.01

Junos OS 13.2X51-D10Fibre Channel over Ethernet (FCoE)

Junos OS 13.2X51-D10FCoE Initialization Protocol (FIP)

Junos OS 13.2X51-D10FCoE transit switch (FIP snooping)

Junos OS 13.2X51-D102500 FIP snooping sessions

Junos OS 13.2X51-D10DCBX application protocol TLV exchange
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Table 29: Storage and Fibre Channel Features (continued)

QFX5100Feature

Junos OS 13.2X51-D10VN_Port toVN_Port FIP snooping to enable configuring virtual links betweenVN_Portswithout
sending traffic through an FCoE forwarder (FCF)

Not SupportedFibre Channel fabrics (FCoE to Fibre Channel gateway, Fibre Channel interfaces)

Not supportedGraceful restart for FCoE-FC gateway

Not supportedFibreChannel loadbalancing,maximumsession limit, disabling fabricWWNverificationcheck

Not SupportedFCoE OxID hash control

Table 30: SystemManagement Features

QFX5100Feature

Junos OS 13.2X51-D10Configuration rollback

Junos OS 13.2X51-D10Online insertion and removal (OIR)

Junos OS 13.2X51-D10VMM

Junos OS 13.2X51-D15Guest virtual machine (VM)

Related
Documentation

Configuration File Terms

Table 31 on page 26 lists the various configuration file terms used for the QFX Series and

their definitions.

Table 31: Configuration File Terms

DefinitionTerm

Current committed configuration of a switch.active configuration

Working copy of the configuration that allows users to make configurational changes
without causing any operational changes until this copy is committed.

candidate configuration

Group of configuration statements that can be inherited by the rest of the configuration.configuration group

Check configuration for proper syntax, activate andmark as the current configuration file
running on the switching platform.

commit a configuration
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Table 31: Configuration File Terms (continued)

DefinitionTerm

Junos OS configuration consists of a hierarchy of statements. There are two types of
statements: container statements, which contain other statements, and leaf statements,
which do not contain other statements. All the container and leaf statements together
form the configuration hierarchy.

configuration hierarchy

Default configuration contains the initial values set for each configuration parameter
when a switch is shipped.

default configuration

Well-known configuration that recovers a switch from a configuration that denies
management access. You set a current committed configuration to be the rescue
configuration through the CLI.

rescue configuration

Return to a previously committed configuration.roll back a configuration

Related
Documentation

Loading a Previous Configuration File on page 1136•

• Reverting to the Rescue Configuration on page 165

• Understanding Configuration Files on page 1126

Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS Configuration
Statements

Manystatements in the JunosOSconfiguration includeanoption to specify an IPaddress

or route prefix. This option is represented in one of the following ways:

• network/prefix-length—Network portion of the IP address, followed by a slash and the

destination prefix length (previously called the subnet mask). For example, 10.0.0.1/8.

• network—IP address. For example, 10.0.0.2.

• destination-prefix/prefix-length—Route prefix, followed by a slash and the destination

prefix length. For example, 192.168.1.10/32.

You enter all IP addresses in classlessmode. You can enter the IP addresswith orwithout

aprefix length, in standarddottednotation (for example, 1.2.3.4), or hexadecimal notation

as a 32-bit number in network-byte order (for example, 0x01020304). If you omit any

octets, they are assumed to be zero. Specify the prefix length as a decimal number from

1 through 32.

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57•

In-Service Software Upgrade (ISSU) SystemRequirements

To perform an in-service software upgrade (ISSU), your device must be running Junos

OS Release 13.2X51-D15 or later.
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NOTE: ISSU does not support extension application packages developed
with the Junos SDK.

• In-Service Software Upgrade (ISSU) Protocol and Process Support on page 28

In-Service Software Upgrade (ISSU) Protocol and Process Support

Table 32 on page 28 lists the protocols and processes that are supported during an ISSU.

Protocols that are not supportedmight cause packet loss.

Table 32: ISSU Protocol Support

Junos OS ReleaseProtocol

Junos OS 13.2X51-D15 and aboveGraceful Routing Engine switchover (GRES)

Junos OS 13.2X51-D15 and aboveInternet Group Management Protocol (IGMP)

Junos OS 13.2X51-D15 and aboveLayer 2 MAC routes

Junos OS 13.2X51-D15 and aboveLayer 3 unicast andmulticast routes

Junos OS 13.2X51-D15 and aboveLayer 2 multicast routes

Junos OS 13.2X51-D15 and aboveLink Aggregation Control Protocol (LACP)

NOTE: Configure LACP before you issue an ISSU.

The LACP periodic fastmode is not supported. Instead,
configure the periodic slowmode. If you configure the
periodic fastmode, the configuration can be committed
without any commit or system log error messages, but
youmight experience a larger than expected amount of
traffic drops. Traffic drops occur because the LACP links
go down during an ISSU.

Link changes are processed after an ISSU is complete.

Junos OS 13.2X51-D15 and aboveMulticast Listener Discovery (MLD) snooping

Junos OS 13.2X51-D15 and aboveSpanning tree protocols:

• Multiple Spanning Tree Protocol (MSTP)

• Rapid Spanning Tree Protocol (RSTP)

• Spanning Tree Protocol (STP)

• VLAN Spanning Tree Protocol (VSTP)

Related
Documentation

Understanding In-Service Software Upgrade (ISSU) on page 40•

• Performing an In-Service Software Upgrade (ISSU) on page 106
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Junos OS Commit Model for Router or Switch Configuration

The router or switch configuration is saved using a commit model—a candidate

configuration is modified as desired and then committed to the system.When a

configuration is committed, the router or switch checks theconfiguration for syntaxerrors,

and if no errors are found, the configuration is saved as juniper.conf.gz and activated. The

formerly active configuration file is saved as the first rollback configuration file

(juniper.conf.1.gz), and any other rollback configuration files are incremented by 1. For

example, juniper.conf.1.gz is incremented to juniper.conf.2.gz,making it the second rollback

configuration file. The router or switch canhaveamaximumof49 rollback configurations

(numbered 1 through 49) saved on the system.

On the router or switch, the active configuration file and the first three rollback files

(juniper.conf.gz.1, juniper.conf.gz.2, juniper.conf.gz.3 ) are located in the /config directory.

If the file rescue.conf.gz is savedon the system, this file should alsobe saved in the /config

directory. The factory default files are located in the /etc/config directory.

There are twomechanisms used to propagate the configurations between Routing

Engines within a router or switch:

• Synchronization—Propagates a configuration from one Routing Engine to a second

Routing Engine within the same router or switch chassis.

NOTE: The QFX3500 switch has only one Routing Engine.

To synchronize configurations, use the commit synchronizeCLI command. If one of the

Routing Engines is locked, the synchronization fails. If synchronization fails because of

a locked configuration file, you can use the commit synchronize force command. This

command overrides the lock and synchronizes the configuration files.

• Distribution—Propagates a configuration across the routing plane on amultichassis

router or switch.Distributionoccursautomatically. There is nouser commandavailable

to control the distribution process. If a configuration is locked during a distribution of

a configuration, the locked configuration does not receive the distributed configuration

file, so the synchronization fails. You need to clear the lock before the configuration

and resynchronize the routing planes.

NOTE: When you use the commit synchronize force CLI command on a

multichassis platform, the forced synchronizationof the configuration files
does not affect the distribution of the configuration file across the routing
plane. If a configuration file is locked on a router or switch remote from the
router or switchwhere the commandwas issued, the synchronization fails
on the remote router or switch. You need to clear the lock and reissue the
synchronization command.

Related
Documentation

Configuring JunosOS for theFirst TimeonaRouter orSwitchwithaSingleRoutingEngine•
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• commit on page 319

Junos OS Package Names

You upgrade the Juniper Networks Junos OS on the QFX Series by copying a software

package to your switch or another system on your local network and then installing the

new software package on the switch.

A software package name is in the following format:

NOTE: A signed domestic package is used as an example only. Other types
of software packagesmight be available in future releases.

package-name-m.nZx.y-domestic-signed.tgz

where:

• package-name is the name of the package—for example, jinstall-qfx.

• m.n is the software release, withm representing the major release number and n

representing the minor release number—for example, 11.1.

• Z indicates the type of software release, where R indicates released software and B

indicates beta-level software.

• x.y represents themaintenance software release, with x representing themaintenance

software releasenumberandy representing themaintenancesoftwarespinnumber—for

example, 1.5.

A sample switch software package name is:

jinstall-qfx-11.1R1.5-domestic-signed.tgz

Related
Documentation

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121•

• Upgrading Software on a QFabric System

• Software Installation Overview on page 109
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NTP Time Server and Time Services Overview

When configuring the Network Time Protocol (NTP), you can specify which system on

the network is the authoritative time source, or time server, and how time is synchronized

between systemson thenetwork. Todo this, you configure the router or switch tooperate

in one of the following modes:

• Client mode—In this mode, the local router or switch can be synchronized with the

remote system, but the remote systemcan never be synchronizedwith the local router

or switch.

• Symmetric activemode—In thismode, the local router or switchand the remotesystem

can synchronize with each other. You use this mode in a network in which either the

local router or switch or the remote systemmight be a better source of time.

NOTE: Symmetric activemode can be initiated by either the local or the
remote system. Only one system needs to be configured to do so. This
means that the local system can synchronize with any system that offers
symmetric activemode without any configuration whatsoever. However,
we strongly encourage you to configure authentication to ensure that the
local system synchronizes only with known time servers.

• Broadcast mode—In this mode, the local router or switch sends periodic broadcast

messages to a client population at the specified broadcast or multicast address.

Normally, you include this statement only when the local router or switch is operating

as a transmitter.

• Server mode—In this mode, the local router or switch operates as an NTP server.

NOTE: In NTP server mode, the Junos OS supports authentication as
follows:

• If the NTP request from the client comes with an authentication key
(such as a key ID andmessage digest sent with the packet), the request
is processed and answered based on the authentication keymatch.

• If theNTP request fromtheclient comeswithoutanyauthentication key,
the request is processed and answered without authentication.

Related
Documentation

Configuring the NTP Time Server and Time Services on page 143•

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177
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Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later Release)

Before you upgrade to Junos OS Release 11.3, youmust deactivate the CoS configuration

if the CoS configuration includes any of the following features:

• excess-rate option

• strict-high or high priority queues

• Any of the Junos OS Release 11.1 or 11.2 default multidestination forwarding classes

CAUTION: If yourCoSconfigurationcontainsanyof the features listedabove
andyouattempt toupgrade fromJunosOSRelease 11.1 or 11.2 toa later version
without first editing the configuration, the Junos OSmight not restart.

Junos OS Release 11.3 and later for QFX Series no longer supports the excess-rate

statement, the strict priority option, or the default multidestination forwarding classes

used in Junos OS Release 11.1 and 11.2. In addition, Junos OS Release 11.3 introduces new

restrictions on how to configure and use strict-high priority queues.

This topicdoesnotdescribehowtoperformthesoftwareupgradeprocedure. It describes

how to deactivate your CoS configuration, edit your CoS configuration, and reactivate

your CoS configuration at the appropriate times.

Use the following procedure to upgrade safely from JunosOSRelease 11.1 or 11.2 to a later

release:

1. Deactivate the CoS configuration before you upgrade the software:

user@switch# deactivate class-of-service

2. Follow the upgrade procedure to Junos OS Release 11.3 or later software.

3. Make the following changes to the CoS configuration while the CoS configuration is

still deactivated:

• Remove the excess-rate statement from the CoS configuration if you have used it

at the [edit class-of-service schedulers] or [edit class-of-service

traffic-control-profiles] hierarchy level.

• Remove the strict-highand strictpriority queueconfigurations if youhaveused them

at the [edit class-of-service schedulers] hierarchy level.

• Remove the default multidestination forwarding classes (mcast-be,mcast-af,

mcast-ef, andmcast-nc) if you have used them at the [edit class-of-service

schedulers], [edit class-of-service rewrite-rules], [edit class-of-service classifiers],

[editclass-of-servicescheduler-maps], or [editclass-of-serviceforwarding-class-sets]

hierarchy level. Alternatively, you can change themapping of the multidestination

traffic to use the new default multidestination forwarding class (mcast).

4. If desired, configure strict-high priority queues in accordance with the Junos OS

Release 11.3 or later configuration rules, andmapmultidestination traffic to thedefault

multidestination forwarding class (mcast).
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5. Activate the CoS configuration:

user@switch# activate class-of-service

6. Commit the CoS configuration:

user@switch# commit

NOTE: If you configured the transmit-rate option for any queues under the

[edit class-of-service schedulers] hierarchy level, if the rate is configured as

an exact rate in Mbps, we recommend that you reconfigure the transmit-rate

option as a percentage. This is because the scheduler converts exact rates
to percentages, and when the exact rate is below 1 Gbps, some granularity
maybe lost in the conversion. You canavoid this potential issueby specifying
the transmit-rate option as a percentage.

Related
Documentation

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121•

• Understanding CoS Classifiers on page 5334

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Traffic Control Profiles on page 5381

• Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291

• Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 and

QFX3600 Switches) or to Junos OS Release 13.1 (QFabric Systems) on page 5293

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

Understanding Autoinstallation of Configuration Files

Autoinstallation is the automatic configuration of a device over the network from a

preexisting configuration file that youcreateandstoreonaconfiguration server—typically

a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to configure

new devices automatically and to deploy multiple devices from a central location in the

network.

You enable autoinstallation so that the switches in your network implement

autoinstallation when they are powered on. To configure autoinstallation, you specify a

configurationserver, anautoinstallation interface, andaprotocol for IPaddressacquisition.

This topic describes:

• Typical Uses for Autoinstallation on page 34

• Autoinstallation Configuration Files and IP Addresses on page 34

• Typical Autoinstallation Process on a New Switch on page 34
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Typical Uses for Autoinstallation

Typical uses for autoinstallation of the software include:

• To deploy and update multiple devices from a central location in the network.

• To update a device—Autoinstallation occurs when a device that has beenmanually

configured for autoinstallation is powered on.

Autoinstallation Configuration Files and IP Addresses

For the autoinstallation process to work, youmust store one or more host-specific or

default configuration files on a configuration server in the network and have a service

available—typicallyDynamicHostConfigurationProtocol (DHCP)—toassignan IPaddress

to the switch.

You can set up the following configuration files for autoinstallation on the switch:

• network.conf—Default configuration file for autoinstallation, in which you specify IP

addresses and associated hostnames for devices on the network.

• switch.conf—Default configuration file forautoinstallationwithaminimumconfiguration

sufficient for you to telnet to the device and configure it manually.

• hostname.conf—Host-specific configuration file for autoinstallation on a device that

contains all the configuration information necessary for the switch. In the filename,

hostname is replaced with the hostname assigned to the switch.

If the server with the autoinstallation configuration file is not on the same LAN segment

as the new device, or if a specific device is required by the network, youmust configure

an intermediatedevicedirectly attached to thenewswitch, throughwhich thenewswitch

can send TFTP, Boot Protocol (BOOTP), and Domain Name System (DNS) requests. In

this case, you specify the IP address of the intermediate device as the location to receive

TFTP requests for autoinstallation.

Typical Autoinstallation Process on a NewSwitch

When the switch configured for autoinstallation is powered on, it performs the following

autoinstallation tasks:

1. The switch sends out DHCP or BOOTP requests on each connected interface

simultaneously to obtain an IP address.

If a DHCP server responds to these requests, it provides the switch with some or all

of the following information:

• An IP address and subnet mask for the autoinstallation interface.

• The location of the (typically) TFTP server, Hypertext Transfer Protocol (HTTP)

server, or FTP server on which the configuration file is stored.

• The name of the configuration file to be requested from the TFTP server.

• The IP address or hostname of the TFTP server.
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If the DHCP server provides the server’s hostname, a DNS server must be available

on the network to resolve the name to an IP address.

• The IP address of an intermediate device if the configuration server is on a different

LAN segment from the switch.

2. After the switch acquires an IP address, the autoinstallation process on the switch

attempts to download a configuration file in the following ways:

a. If the DHCP server specifies the host-specific configuration file hostname.conf, the

switch uses that filename in the TFTP server request. The autoinstallation process

on the new switch makes three unicast TFTP requests for hostname.conf. If these

attempts fail, the switch broadcasts three requests to any available TFTP server

for the file.

b. If the switch does not locate a hostname.conf file, the autoinstallation process

sends threeunicastTFTP requests for anetwork.conf file that contains the switch’s

hostname-to-IP-address mapping information. If these attempts fail, the switch

broadcasts three requests to any available TFTP server for the file.

c. If the switch fails to find a network.conf file that contains a hostname entry for the

switch, the autoinstallation process sends out a DNS request and attempts to

resolve the switch's IP address to a hostname.

d. If the switch determines its hostname, it sends a TFTP request for the

hostname.conf file.

e. If the switch is unable tomap its IP address to a hostname, it sends TFTP requests

for the default configuration file switch.conf. The TFTP request procedure is the

same as for the network.conf file.

3. After the switch locates a configuration file on a TFTP server, the autoinstallation

process downloads the file, installs the file on the switch, and commits the

configuration.

Related
Documentation

Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 130•

• Connecting and Configuring an EX Series Switch (CLI Procedure)

• Connecting and Configuring an EX Series Switch (J-Web Procedure)

• Configuration Files Terms
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Understanding DHCP Services for Switches

A Dynamic Host Configuration Protocol (DHCP) server on a Juniper Networks EX Series

EthernetSwitch canprovidemany valuableTCP/IPnetwork services. For example, DHCP

can dynamically allocate the four required IP parameters to each computer on the LAN:

IPaddress, networkmask, routeror switchaddress, andnameserveraddress.Additionally,

DHCP on the switch can automatically upgrade software on client systems.

This topic describes:

• DHCP Client/Server Model on page 36

• Using DHCP on page 36

• DHCP Relay Servers and DHCP Servers on page 37

• Legacy DHCP and Extended DHCP for Server Versions on page 37

• Configuring DHCP on a Switch on page 38

• How DHCPWorks on page 38

DHCP Client/Server Model

DHCP IP address allocation works on a client/server model in which the server, in this

case a switch, assigns the client reusable IP information from an address pool. A DHCP

clientmight receive offermessages frommultiple DHCP servers and can accept any one

of the offers; however, the client usually accepts the first offer it receives. See

Figure 5 on page 36.

Figure 5: DHCP Client/Server Model

Using DHCP

DHCP automates network-parameter assignment to network devices. Even in small

networks, DHCP is useful because it makes it easy to add newmachines to the network.

DHCP access service minimizes the overhead required to add clients to the network by

providingacentralized, server-basedsetup,whichmeans that youdonothave tomanually
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create andmaintain IP address assignments for clients. In addition, when you use DHCP

tomanage a pool of IP addresses among hosts, you reduce the number of IP addresses

needed on the network. DHCP does this by leasing an IP address to a host for a limited

periodof time, allowing theDHCPserver to sharea limitednumberof IPaddresses.DHCP

also provides a central database of devices that are connected to the network and

eliminates duplicate resource assignments. In addition to IP addresses for clients, DHCP

provides other configuration information, particularly the IP addresses of local caching

Domain Name System (DNS) resolvers, network boot servers, or other service hosts.

Another valuable DHCP feature is automatic software download for installation of

software packages on switches. DHCP clients configured for automatic software

download receivemessages as part of the DHCPmessage exchange process—when the

softwarepackagename in theDHCPservermessage isdifferent fromthatof the software

package that booted the DHCP client switch, the new software is downloaded and

installed. See “Upgrading Software Using Automatic Software Download” on page 127.

DHCP Relay Servers and DHCP Servers

You can configure a switch either as a DHCP server or as a DHCP relay server, but not

both. Whereas a DHCP server replies to a client with an IP address, a DHCP relay server

relays DHCPmessages to and from the configured DHCP server, even if the client and

server are on different IP networks.

Configure a switch to be a DHCP relay agent if you have locally attached hosts and a

remoteDHCPserver. For directionsonconfiguringaDHCP relay server, seeDHCP/BOOTP

Relay for Switches Overview.

Legacy DHCP and Extended DHCP for Server Versions

Two versions of both DHCP server and DHCP relay agent are available on EX Series

switches and on the QFX Series. The original legacy DHCP server and legacy DHCP relay

agent can be used in the same network as the extended DHCP servers and extended

DHCP relay agent—extendedDHCP is also referred to as virtual router (VR) aware DHCP.

You cannot configure legacy DHCP and extended DHCP versions on the same switch.

Because the newer extended DHCP server version has more features, we recommend

that you configure the extended DHCP server if it is supported by the switch. See EX

Series Switch Software FeaturesOverview for a list of switches that support the extended

DHCP server.

The extended DHCP server version has the following added features:

• Graceful Routing Engine switchover (GRES), which provides mirroring support for

clients. For details, see High Availability Features for EX Series Switches Overview.

• Virtual routing and forwarding (VRF), which allowsmultiple instances of a routing

table to simultaneously coexist on the same switch. For details, see Understanding

Virtual Routing Instances on EX Series Switches .
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NOTE: Legacy DHCP supports the circuit ID and the remote ID fields for the
relay agent option (option 82). Extended DHCP for the relay agent option
supports only circuit ID. See EX Series Switch Software Features Overview for
a list of switches that support extended DHCP (VR-aware DHCP).

Legacy DHCP and extended DHCP servers can be configured at the hierarchy levels

shown in Table 33 on page 38:

Table 33: Legacy DHCP and Extended DHCP Server Hierarchy Levels

HierarchyDHCP Service

edit system services dhcp-local-serverExtended DHCP server

edit access address-assignment poolExtended DHCP address pool

edit system services dhcpLegacy DHCP server

edit forwarding-options helpers bootpLegacy DHCP relay

edit forwarding-options dhcp-relayExtended DHCP relay

edit system services dhcp poolLegacy DHCP address pool

DHCP clients on a switch are always configured at the hierarchy level [edit interfaces

interface-name family dhcp].

Configuring DHCP on a Switch

ADHCP configuration consists of two parts: the configuration for a DHCP server and the

configuration for DHCP clients. The DHCP server configuration is simple if you accept

the default configurations.

When you configure a legacyDHCPserver, youonly need todefine theDHCPserver name

and the interface on the switch. You can use the default configuration for the rest of the

settings. When you configure an extended DHCP server, you need to only define a DHCP

pool, indicate IPaddresses for thepool, andcreatea server group.Youcanuse thedefault

configuration for the rest of the settings.

For directions for configuring either a legacy DHCP server or an extended DHCP server,

see “Configuring a DHCP Server on Switches (CLI Procedure)” on page 133.

To configure a DHCP client, set the client’s DHCP interface address in the [edit interfaces

interface-name unit 0 family inet dhcp] hierarchy. For directions for configuring a DHCP

client on a switch, see “Configuring a DHCP Client (CLI Procedure)” on page 132.

HowDHCPWorks

DHCPconsistsofa four-step transferprocessbeginningwithabroadcastDHCPdiscovery

message from the client. As the second step, the client receives a DHCP offer message
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from the server. Thismessage includes the IP address andmask, and someother specific

parameters. The client then sends a DHCP request message to accept the IP address

and other parameters that it received from the server in the previous step. The DHCP

server sends a DHCP responsemessage and removes the now-allocated address from

the DHCP address pool. See Figure 6 on page 39.

Figure 6: DHCP Four-Step Transfer

NOTE: Because the DHCP discovery message from the client is a broadcast
messageandbecausebroadcastmessages cross other segments onlywhen
they are explicitly routed, youmight have to configure a DHCP relay agent
on the switch interface so that all DHCPdiscoverymessages from the clients
are forwarded to one DHCP server.

Related
Documentation

Configuring a DHCP Client (CLI Procedure) on page 132•

• Configuring a DHCP Server on Switches (CLI Procedure) on page 133

• Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

• Configuring a DHCP SIP Server (CLI Procedure)

• Upgrading Software Using Automatic Software Download on page 127

• Monitoring DHCP Services
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Understanding In-Service Software Upgrade (ISSU)

An in-service software upgrade (ISSU) enables you to upgrade between two different

Junos OS releases with minimal disruption on the control plane and with minimal

disruption of traffic. During an ISSU, the Junos OS runs in two separate virtual machines

(VMs)—one VM is in the master role acting as the master Routing Engine, and the other

VM is in the backup role acting as the backup Routing Engine. The Junos OS is upgraded

on the backup VM. After a successful software upgrade, the backup VM then becomes

themaster VM, and the original master VM is no longer needed and is shut down.

NOTE: ISSU is supported in Junos OS Release 13.2X51-D15 and later.

ISSU provides the following benefits:

• Eliminates network downtime during software image upgrades

• Reduces operating costs, while delivering higher service levels

• Allows fast implementation of new features

• In-Service Software Upgrade Process on page 40

In-Service Software Upgrade Process

When you request an ISSU on a standalone QFX5100 switch:

1. Themanagementprocess(mgd)verifies thatnon-stop routing(NSR),gracefulRouting

Engine switchover (GRES), and non-stop bridging (NSB) are enabled.

2. The switch downloads and validates the software package.

3. The ISSU state machine spawns the backup Routing Engine (RE) with the newer

software.

4. The ISSU state machine checks to see if the backup RE has synchronized all of the

data with the master RE.

5. The ISSU state machine moves the devices (for example, forwarding ASIC, FPGA,

management port and serial console) from themaster RE to the backup RE.

6. Themastership is switched between the REs, so the backup RE becomes themaster

RE.

7. The old master RE is shut down.

Related
Documentation

In-Service Software Upgrade (ISSU) System Requirements on page 27•

• Performing an In-Service Software Upgrade (ISSU) on page 106

Copyright © 2014, Juniper Networks, Inc.40

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Understanding Nonstop Software Upgrade on QFX Series Switches

Nonstop software upgrade (NSSU) enables you to upgrade the software running on all

member switches in aQFXSeries Virtual Chassiswithminimal network traffic disruption

during the upgrade.

NSSU is supported on both QFX3500 and QFX3600 Virtual Chassis platforms.

Performing an NSSU provides these benefits:

• No disruption to the control plane—NSSU uses graceful Routing Engine switchover

(GRES) to ensure no disruption to the control plane. During the upgrade process,

interface, kernel, and routing protocol information is preserved.

• Minimal disruption to network traffic—An NSSUminimizes network traffic disruption

by:

• Upgrading line cards one at a time permits traffic to continue to flow through the

line cards that are not being upgraded.

• Upgrading member switches one at a time enables the master and backup to

maintain their master and backup roles (althoughmastership will change) without

disruption to traffic.

To achieve minimal disruption to traffic, you must configure link aggregation groups

(LAGs) such that themember links of each LAG reside on different line cards or Virtual

Chassis members. When onemember link of a LAG is down, the remaining links are

up, and traffic continues to flow through the LAG.

NOTE: Because NSSU upgrades the software on each line card or on each
VirtualChassismemberoneata time,anupgradeusingNSSUcantake longer
than an upgrade using the request system software add command.

This topic covers:

• Requirements for Performing an NSSU on page 41

• How an NSSUWorks on page 42

• NSSU Limitations on page 43

• NSSU and Junos OS Release Support on page 43

• Overview of NSSU Configuration and Operation on page 43

Requirements for Performing an NSSU

The following requirements apply to Virtual Chassis:

• All Virtual Chassis members and all Routing Engines must be running the same Junos

OS release.

• Graceful Routing Engine switchover (GRES)must be enabled.
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• For minimal traffic disruption, youmust define link aggregation groups (LAGs) such

that the member links reside on different Virtual Chassis members or on different line

cards.

The following are requirements for Virtual Chassis members:

• TheVirtual Chassismembersmust be connected in a ring topology so that nomember

is isolated as a result of another member being rebooted. This topology prevents the

Virtual Chassis from splitting during an NSSU.

• The Virtual Chassis master and backupmust be adjacent to each other in the ring

topology. Adjacency permits the master and backup to always be in sync, even when

the switches in linecard roles are rebooting.

• TheVirtual Chassismust be preprovisioned so that the linecard role has been explicitly

assigned to member switches acting in a linecard role. During an NSSU, the Virtual

Chassis members must maintain their roles—themaster and backupmust maintain

their master and backup roles (althoughmastership will change), and the remaining

switches must maintain their linecard roles.

• A two-member Virtual Chassis must have no-split-detection configured so that the

Virtual Chassis does not split when an NSSU upgrades amember.

How an NSSUWorks

This section describes what happenswhen you request an NSSU on these switches and

Virtual Chassis:

• QFX3500 and QFX3600 Virtual Chassis on page 42

QFX3500 and QFX3600 Virtual Chassis

When you request an NSSU on an a QFX3500 or QFX3600 Virtual Chassis:

1. The Virtual Chassis master verifies that:

• The backup is online and running the same software version.

• Graceful Routing Engine switchover (GRES) is enabled.

• The Virtual Chassis has a preprovisioned configuration.

2. Themaster installs the new software image on the backup and reboots it.

3. Themaster resynchronizes the backup.

4. Themaster installs the new software image onmember switches that are in the

linecard role and reboots them, one at a time. Themaster waits for eachmember to

become online and active before starting the software upgrade on the next member.

5. When all members that are in the linecard role have been upgraded, the master

performs a graceful Routing Engine switchover, and the upgraded backup becomes

themaster.

6. The software on the original master is upgraded and the original master is

automatically rebooted. After the originalmaster has rejoined the Virtual Chassis, you

can optionally return control to it by requesting a graceful Routing Engine switchover.
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NSSU Limitations

You cannot use an NSSU to downgrade the software—that is, to install an earlier version

of the software than is currently running on the switch. To install an earlier software

version, use the request system software add command.

You cannot roll back to the previous software version after you performan upgrade using

NSSU. If youneed to rollback to theprevious software version, you cando soby rebooting

from the alternate root partition if you have not already copied the new software version

into the alternate root partition.

NSSU and Junos OS Release Support

A Virtual Chassis must be running a Junos OS release that supports NSSU before you

can perform an NSSU. If a Virtual Chassis is running a software version that does not

support NSSU, use the request system software add command.

Table 34onpage43 lists theQFXSeries switches andVirtual Chassis that support NSSU

and the Junos OS release at which they began supporting it.

Table 34: Platform and Release Support for NSSU

Junos OS ReleasePlatform

13.2X50-D15 or laterQFX3500 Virtual Chassis

13.2X50-D15 or laterQFX3600 Virtual Chassis

Overview of NSSU Configuration and Operation

Youmust ensure that the configuration of the switch or Virtual Chassis meets the

requirements described in “Requirements for Performing an NSSU” on page 41. NSSU

requires no additional configuration.

You perform an NSSU by executing the request system software nonstop-upgrade

command.Fordetailed instructionsonhowtoperformanNSSU, see the topics inRelated

Documentation.

Related
Documentation

Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop

Software Upgrade on page 125

•

• Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)

on page 1746
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Understanding Software Infrastructure and Processes

TheQFXSeriesproducts run the JuniperNetworks JunosOS. JunosOS includesprocesses

for Internet Protocol (IP) routing and for managing interfaces, networks, and the switch.

Junos OS runs on the Routing Engine. The Routing Engine kernel coordinates

communication among the Junos OS processes and provides a link to the Packet

Forwarding Engine.

Using the Junos OS command-line interface (CLI), you configure switching features and

set the properties of network interfaces. After activating a software configuration, use

either the JunosSpaceorCLI user interface tomonitor,manageoperations, anddiagnose

protocol and network connectivity problems.

• Routing Engine and Packet Forwarding Engine on page 44

• Junos OS Processes on page 44

Routing Engine and Packet Forwarding Engine

A switch has two primary software processing components:

• Packet Forwarding Engine—Processes packets; applies filters, routing policies, and

other features; and forwards packets to the next hop along the route to their final

destination.

• Routing Engine—Provides three main functions:

• Creates the packet forwarding switch , which provides route lookup, filtering, and

switching on incoming data packets, and then directs outbound packets to the

appropriate interface for transmission to the network.

• Maintains the routing tables used by the switch and controls the routing protocols

that run on the switch.

• Provides control andmonitoring functions for the switch, including controllingpower

andmonitoring system status.

Junos OS Processes

JunosOSrunningon theRoutingEngineandPacketForwardingEngineconsistsofmultiple

processes that are responsible for individual functions.

Theseparationof functionsprovidesoperational stability, becauseeachprocessaccesses

itsownprotectedmemory space. Inaddition, becauseeachprocess isa separate software

package, you can selectively upgrade all or part of the Junos OS for added flexibility.

Table 35 on page 45 describes the primary Junos OS processes.
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Table 35: Junos OS Processes

DescriptionNameProcess

Detects hardware on the system that is used to configure network interfaces.

Monitors the physical status of hardware components and field-replaceable units
(FRUs),detectingwhenenvironmentsensors suchas temperaturesensorsare triggered.

Relays signals and interrupts—for example, when devices are taken offline, so that the
system can close sessions and shut down gracefully.

chassisdChassis process

Resolves hostnames into addresses.named-serviceDNS Server process

Enables a DHCP server to allocate network IP addresses and deliver configuration
settings to client hosts without user intervention.

dhcp-serviceDynamic Host
Configuration
Protocol (DHCP)
process

Handles Layer 2 switching functionality such as MAC address learning, Spanning Tree
Protocol, and access port security.

Manages Ethernet switching interfaces, VLANs, and VLAN interfaces.

eswdEthernet switching
process

Manages the firewall configurationandhelpsacceptor reject packets that are transiting
an interface on a switch.

firewallFirewallmanagement
process

Defines how routing protocols operate on the partition. The overall performance of the
partition is largely determined by the effectiveness of the forwarding process.

pfemForwarding process

Configures andmonitors network interfaces by defining physical characteristics such
as link encapsulation, hold times, and keepalive timers.

dcdInterface process

Provides bidirectional exchange of management information between two ATM
interfaces across a physical connection.

ilmiIntegrated Local
Management
Interface (ILMI)
process

Establishes andmaintains LMP control channels.link-managementLink Management
Protocol (LMP)
process

Provides communication between the other processes and an interface to the
configuration database.

Populates the configuration databasewith configuration information and retrieves the
information when queried by other processes to ensure that the system operates as
configured.

Interactswith the other processeswhen commands are issued through one of the user
interfaces on the partition.

If a process terminates or fails to startwhen called, themanagement process attempts
to restart it a limited number of times to prevent thrashing and logs any failure
information for further investigation.

mgdManagementprocess
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Table 35: Junos OS Processes (continued)

DescriptionNameProcess

Makes Layer 2 devices, such as VLAN switches, aware of Layer 3 information, such as
the media access control (MAC) addresses of members of a multicast group.

multicast-snoopingMulticast snooping
process

Protects Neighbor Discovery Protocol (NDP)messages.sendSecure Neighbor
Discovery (SEND)
Protocol process

Enables the monitoring of network devices from a central location and provides the
switch’s SNMPmaster agent.

snmpSimple Network
Management
Protocol (SNMP)
process

Enables theOperations,Administration, andMaintenanceofLayer 2 tunnelednetworks.
Layer 2 protocol tunneling (L2PT) allows service providers to send Layer 2 protocol
data units (PDUs) across the provider’s cloud and deliver them to Juniper Networks
EX Series Ethernet Switches that are not part of the local broadcast domain.

tunnel-oamdTunnel OAM process

EnableshostsonaLANtomakeuseof redundant routingplatformson thatLANwithout
requiring more than the static configuration of a single default route on the hosts.

vrrpVirtual Router
RedundancyProtocol
(VRRP) process

Related
Documentation

Junos OS Baseline Network Operations Guide•

• Junos OS Administration Library for Routing Devices

Understanding SystemSnapshot on QFX Series Switches

NOTE: OnQFX3500 and QFX3600 switches running Enhanced Layer 2
Software, all of the directories that reside in the “/” partition are read only.

You can create copies of the software running on a QFX Series switch using the system

snapshot feature. The system snapshot feature takes a “snapshot” of the files currently

used to run the switch—the complete contents of the /config and /var directories, which

include the running JunosOS, theactiveconfiguration, and the rescueconfiguration—and

copies all of these files into an alternate (internal, meaning internal flash, or an external,

meaning USB flash) memory source. You can then use this snapshot to boot the switch

at the next boot up or as a backup boot option.

You can only use snapshots to move files to external memory if the switch was booted

from internalmemory, or tomove files to internalmemory if the switchwas booted from

external memory. You cannot create a snapshot in the memory source that booted the

switch even if the snapshot is being created on a different partition in the samememory

source.

Snapshots are particularly useful for moving files onto USB flash drives. You cannot use

the copy command or any other file-moving technique to move files from an internal

memory source to USBmemory on the switch.
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System snapshots on the QFX Series switch have the following limitations:

• You cannot use snapshots tomove files to any destination outside of the switch other

than an installed external USB flash drive.

• Snapshot commands are always executed on a local switch.

Related
Documentation

Creating a Snapshot and Using It to Boot a QFX Series Switch on page 154•

Understanding Zero Touch Provisioning

• Understanding Zero Touch Provisioning on page 47

• Zero Touch Provisioning Process on page 49

• Zero Touch Provisioning Restart Process Triggers on page 52

Understanding Zero Touch Provisioning

NOTE: ToseewhichplatformssupportZeroTouchProvisioning, in abrowser,
go to Feature Explorer. In the Explore Features section of the Feature Explorer

page, selectAll Features. In the FeaturesGroupedbyFeatureFamilybox, select

Zero Touch Provisioning. You can also type the name of the feature in the
Search for Features edit box. In previous Junos OS releases on EX Series

switches, Zero Touch Provisioning was called EZ Touchless Provisioning.

Zero Touch Provisioning allows you to provision new Juniper Networks switches in your

network automatically, without manual intervention. When you physically connect a

switch to the network and boot it with a default factory configuration, it attempts to

upgrade the Junos OS software automatically and autoinstall a configuration file from

the network.

Theswitchuses information that youconfigureonaDynamicHostConfigurationProtocol

(DHCP) server to locate the necessary software image and configuration files on the

network. If the DHCP server does not respond or provide the software image and

configuration files, the switch boots with the preinstalled software and default factory

configuration.Onswitches runningEnhancedLayer 2Software, JunosExtendedDynamic

Host Configuration Protocol (JDHCP) is used instead of legacy DHCP. JDHCP supports

the same functionality as DHCP, and all configuration options remain the same. JDHCP

is an enhanced version of legacy DHCP software.

NOTE: For detailed information regarding theDHCPandDHCPoptions, refer
to RFC2131 (http://www.ietf.org/rfc/rfc2131.txt ) and RFC2132
(www.ietf.org/rfc/rfc2132.txt).Also, thisdocument refers to InternetSystems
Consortium (ISC) DHCP version 4.2. For more information regarding this
version, refer to http://www.isc.org/software/dhcp/documentation.
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The Zero Touch Provisioning process will either upgrade or downgrade the Junos OS

version. During a downgrade:

• On an EX Series switch, If you downgrade to a software version earlier than Junos OS

Release 12.2, in which Zero Touch Provisioning is not supported, the configuration file

autoinstall phase of the Zero Touch Provisioning process does not happen.

• On an EX Series switch, to downgrade to a software version that does not support

resilient dual-root partitions (Junos OS Release 10.4R2 or earlier), you must perform

somemanual work on the switch. For more information, see Understanding Resilient

Dual-Root Partitions on Switches.

NOTE: OnQFX3500 and QFX3600 switches running the original CLI, you
cannot use ZTP to upgrade from Junos OS Release 12.2 and later to Junos
OS Release 13.2X51-D15.
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Zero Touch Provisioning Process
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When you boot a switch with the default factory configuration, the following process

happens:

1. If DHCP option 43, suboption 00 (the name of the software image file on the FTP,

HTTP, or TFTP server) is configured, the switch compares the version of the provided

software image to the version of the software installed on the switch.

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

2. If DHCP option 43, suboption 02 (a symbolic link to the software image file on the

FTP,HTTP, or TFTP server), the switch compares the version of theprovided software

image to the version of the software installed on the switch.

• If the Junos OS versions are different, the switch downloads the software image

from the FTP, HTTP, or TFTP server, installs the Junos OS, and reboots using the

default factory configuration.

• If the software versions are the same, the switch does not upgrade the software.

3. If DHCP option 43, suboption 01 (the name of the configuration file on the FTP, TFTP,

or HTTP server) is configured:

If DHCP option 43 suboption 01 is not specified, the switch uses the default factory

configuration.

If both DHCP option 43 suboption 01 and suboption 2 are specified, suboption 01 is

processedbefore suboption02. The JunosOS is upgraded, and then the configuration

file is applied.

4. If DHCP option 43, suboption 03 (the transfermode setting) is configured, the switch

accesses the FTP,HTTP, or TFTPserver using the specified transfermode setting—for

example, FTP.

If DHCP option 43, suboption 03, is not configured, TFTP becomes the transfermode

automatically.

5. If DHCP option 43, suboption 04 (the name of the software image file on the FTP,

HTTP, or TFTP server) is configured, the switch compares the version of the provided

software image to the version of the software installed on the switch.

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

6. If DHCP option 150 or option 66 is specified, the IP address of the FTP, HTTP, or TFTP

server is configured.
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NOTE: Youmust configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 is ignored. Also, make sure you specify an IP address, not a hostname,
because name resolution is not supported.

7. (Optional) If DHCP option 7 is specified, you can configure one or more system log

(syslog) servers.
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8. (Optional) If DHCP option 42 is specified, you can configure one ormore NTP servers.

9. (Optional) IfDHCPoption 12 is specified, youcanconfigure thehostnameof theswitch.

Zero Touch Provisioning Restart Process Triggers
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ZTP restarts when any of the following events occur:

• Request for configuration file or image file fails.

• Configuration file is incorrect, and commit fails.

• No configuration file and no image file is available.

• Image file is corrupted, and installation fails.

• No file server information is available.

• DHCP client does not have valid ZTP parameters configured.

• When none of the DHCP client interfaces goes to a bound state.

• ZTP transaction fails after six attempts to fetch configuration file or image file.

When any of these events occur, ZTP resets the DHCP client state machine on all of the

DHCP client-configured interfaces (management and network) and then restarts the

state machine. Restarting the state machine enables the DHCP client to get the latest

DHCP server-configured parameters.

Before ZTP restarts, approximately 15 to 30 secondsmust elapse to allow enough time

to build a list of bound and unbound DHCP client interfaces.

The list of bound and unbound DHCP client interfaces can contain:

• No entries.

• Multiple DHCP client interfaces.

Priority is given to the DHCP client interfaces that have received all ZTP parameters

(software image file, configuration file, and file server information) from the DHCP

server.

After the lists of bound and unbound client interfaces are created, and a DHCP client

gets selected for ZTP activity, then any existing default route is deleted, and the DHCP

client interface thatwas selected adds a newdefault route. In order to add a newdefault

route, only one ZTP instance can be active.

After ZTP restarts, the DHCP client attempts fetching files from the DHCP server for up

to six times, with ten to fifteen seconds elapsing between attempts. Every attempt,

whether successful or not, is logged and can be seen on the console.

If there is a failure, or the number of attempts exceeds the limit, ZTP stops. ZTP then

clears the DHCP client bindings and restarts state machine on the DHCP-configured

interfaces.

The ZTP restart process continues until there is either a successful software upgrade, or

an operator manually commits a user configuration and deletes the ZTP configuration.

Related
Documentation

Configuring Zero Touch Provisioning on page 98•

• Monitoring Zero Touch Provisioning on page 310
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User Interfaces

• CLI User Interface Overview on page 54

• Configuring CLI Tips on page 56

• Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57

• Getting Started with Enhanced Layer 2 Software on page 58

• Junos OS Operational Mode Commands That Combine Other Commands on page 72

• Overview of Junos OS CLI Operational Mode Commands on page 73

• Overview of Navigating the CLI on page 75

• Understanding the Brief, Detail, Extensive, and Terse Options of Junos OSOperational

Commands on page 77

• Understanding Junos OS CLI Configuration Mode on page 78

CLI User Interface Overview

• CLI Overview on page 54

• CLI Key Features on page 54

• CLI CommandModes on page 55

CLI Overview

The command-line interface (CLI) is the software interface you use to access, monitor,

configure, troubleshoot, andmanage a device running Junos OS. You can access the CLI

either from the console or through a network connection. The CLI is a Juniper

Networks-specific command shell that runs on top of a FreeBSD UNIX-based operating

system kernel.

The CLI provides a variety of UNIX utilities, such as Emacs-style keyboard sequences,

which allows you to perform the following actions:

• Move around on a command line and scroll through recently executed commands.

• Match regular expressions to locateand replacevaluesand identifiers inaconfiguration.

• Filter command output.

• Log file entries.

• Store and archive device files on a UNIX-based file system.

You can exit the CLI environment and create a UNIX C shell or Bourne shell to navigate

the file system, manage processes, and perform other tasks.

CLI Key Features

TheCLI commandsandstatements followahierarchicalorganizationandhaveconsistent

syntax. The CLI provides the following features for ease of use:

• Consistentcommandnames—Commandsthatprovide thesametypeof functionhave

the same name, regardless of the portion of the software onwhich they are operating.
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For example, all show commands display software information and statistics, and all

clear commands erase various types of system information.

• Lists and short descriptions of available commands—Information about available

commands is provided at each level of the CLI command hierarchy. If you type a

question mark (?) at any level, you see a list of the available commands along with a

short description of each command. This means that if you already are familiar with

the Junos OS, you can usemany of the CLI commands without referring to the

documentation.

• Command completion—Command completion for command names (keywords) and

for command options is available at each level of the hierarchy. To complete a

command or option that you have partially typed, press Tab or the Spacebar. If the

partially typed letters begin a string that uniquely identifies a command, the complete

command name appears. Otherwise, a beep indicates that you have entered an

ambiguous command, and the possible completions are displayed. Completion also

applies to other strings, such as filenames, interface names, usernames, and

configuration statements.

CLI CommandModes

The CLI has twomodes, operational mode and configuration mode.

• Operationalmode—Thismode displays the current status of the device. In operational

mode, you enter commands to monitor and troubleshoot Junos OS and devices and

network connectivity. Operational mode is indicated by the > prompt—for example,

user@switch> clear

• Configuration mode—A Junos OS device configuration is stored as a hierarchy of

statements. In configurationmode, youcandefineall propertiesof the JuniperNetworks

Junos OS, including interfaces, VLANs, Virtual Chassis information, user access, and

several system hardware properties. To enter configuration mode, enter the configure

command. Configuration mode is indicated by the # prompt and includes the current

location in the configuration hierarchy—for example:

[edit interfaces ge-0/0/12]
user@switch#

In configurationmode, youareactually viewingandchanging thecandidateconfiguration

file. The candidate configuration allows you to make configuration changes without

causing operational changes to the current operating configuration, called the active

configuration.When you commit the changes you added to the candidate configuration,

the system updates the active configuration. Candidate configurations enable you to

alter your configuration without causing potential damage to your current network

operations.

To activate your configuration changes, enter the commit command.

When you commit the candidate configuration, you can require an explicit confirmation

for the commit to become permanent by using the commit confirmed command. This is

useful for verifying that a configuration change works correctly and does not prevent

management access to the switch. After you issue the commit confirmed command, you

55Copyright © 2014, Juniper Networks, Inc.

Chapter 3: Overview



must issue another commit command within the defined period of time (10minutes by

default), or the system reverts to the previous configuration.

You can also activate your configuration changes and exit configuration mode with a

single command, commitand-quit. This command succeeds only if there are nomistakes

or syntax errors in the configuration.

To return to operational mode, go to the top of the configuration hierarchy and then

quit—for example:

[edit interfaces ge-0/0/12]
user@switch# top
[edit]
user@switch# exit

When youmonitor and configure a device running Junos OS, youmay need to switch

between operational mode and configuration mode. When you change to configuration

mode, the commandpromptalso changes. Theoperationalmodeprompt is a right angle

bracket (>) and the configuration mode prompt is a pound sign (#).

When you log in to the switch and type the cli command, you are automatically in

operational mode. To switch to configuration mode, type the configure command or the

edit command.

The CLI prompt changes from user@switch> to user@switch#, and a banner appears to

indicate the hierarchy level.

To return to operationalmode aswell as commit your changes, enter commandand-quit.

To return to operational mode without committing any of your changes, enter exit.

To display the output of an operational mode command, such as show, while in

configuration mode, issue the run configuration mode command and then specify the

operational mode command.

Related
Documentation

Configuring CLI Tips on page 56•

• Overview of Navigating the CLI on page 75

• CLI User Guide

• Other Tools to Configure and Monitor Devices Running Junos OS on page 313

Configuring CLI Tips

The Junos OS CLI provides the option of configuring CLI tips for the user. By default, the

tip command is not enabled when a user logs in.

• Toenable tips, include the login-tip statementat the [edit systemloginclassclass-name]

hierarchy level:

[edit system login class class-name]
login-tip;
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Adding this statement enables the tip command for the class specified, provided the

user logs in using the CLI.

Related
Documentation

CLI User Interface Overview on page 54•

• Defining Junos OS Login Classes

• login-tip on page 255

Format for Specifying Filenames and URLs in Junos OS CLI Commands

In some command-line interface (CLI) commands and configuration

statements—including file copy, file archive, load, save, set system login user username

authentication load-key-file, and requestsystemsoftwareadd—youcan includea filename.

On a routing matrix, you can include chassis information (for example, lcc0, lcc0-re0, or

lcc0-re1) as part of the filename.

A routing matrix is a multichassis architecture composed of either one TXMatrix router

and from one to four T640 routers connected to the TXMatrix router, or one TXMatrix

Plus router and from one to four T1600 routers connected to the TXMatrix Plus router.

From the perspective of the user interface, the routing matrix appears as a single router.

On a routing matrix composed of the TXMatrix router and T640 routers, the TXMatrix

router controls all the T640 routers. On a routing matrix composed of a TXMatrix Plus

router and T1600 routers, the TXMatrix Plus router controls all the T1600 routers.

You can specify a filename or URL in one of the following ways:

• filename—File in the user’s current directory on the local CompactFlash card (not

applicable on the QFX Series). You can use wildcards to specify multiple source files

or a single destination file. Wildcards are not supported in Hypertext Transfer Protocol

(HTTP) or FTP.

NOTE: Wildcards are supported only by the file (compare | copy | delete |

list | rename | show) commands. When you issue the file show command

with a wildcard, it must resolve to one filename.

• path/filename—File on the local flash disk.

• /var/filename or /var/path/filename—File on the local hard disk. You can also specify

a file on a local Routing Engine for a specific T640 router or a T1600 router in a routing

matrix:

user@host> file delete lcc0-re0:/var/tmp/junk

• a:filename or a:path/filename—File on the local removable media. The default path is

/ (the root-level directory). The removable media can be in MS-DOS or UNIX (UFS)

format.

• hostname:/path/filename, hostname:filename, hostname:path/filename, or

“scp://hostname/path/filename”—File on an scp/ssh client. This form is not available

in theworldwide version of the JunosOS. The default path is the user’s home directory

on the remote system. You can also specify hostname as username@hostname.
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• ftp://hostname/path/filename—File on an FTP server. You can also specify hostname

as username@hostname or username:password@hostname. The default path is the

user’s home directory. To specify an absolute path, the path must start with%2F; for

example, ftp://hostname/%2Fpath/filename. To have the system prompt you for the

password, specify prompt in place of the password. If a password is required and you

do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net/filename
file copy ftp.hostname.net: Not logged in.

user@host> file copy ftp://username:prompt@ftp.hostname.net/filename
Password for username@ftp.hostname.net:

• re0:/path/filename or re1:/path/filename—File on a local Routing Engine. You can also

specify a file on a local Routing Engine for a specific T640 router or a T1600 router in

a routing matrix:

user@host> show log lcc0-re1:chassisd

NOTE: You cannot specify a URL for a file on a Hypertext Transfer Protocol
(HTTP) server, because HTTP URLs are not writable.

Related
Documentation

Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS

Configuration Statements on page 27

•

• Default Directories for Junos OS File Storage on the Router or Switch

Getting Started with Enhanced Layer 2 Software

• Understanding Enhanced Layer 2 Software Support on page 58

• Using the ELS Translator Tool on page 59

• Configuring a VLAN on page 60

• Configuring the Native VLAN Identifier on page 61

• Configuring Layer 2 Interfaces on page 61

• Configuring Layer 3 Interfaces on page 61

• Configuring an IRB Interface on page 62

• Configuring an Aggregated Ethernet Interface and Configuring LACP on That

Interface on page 62

• Enhanced Layer 2 CLI Configuration Statement and Command Changes on page 63

Understanding Enhanced Layer 2 Software Support

Enhanced Layer 2 software (ELS) is automatically supported if your device is running a

Junos OS release that supports it. You do not need to take any action to enable ELS, and

you cannot disable ELS.

ELS is available on the following EX Series switches and QFX Series devices.
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Table 36: ELS Support

Initial ELS ReleaseDevice

13.2X50-D10EX4300 switches

12.3R2EX9200 switches

13.2X50-D15QFX3500 switches

13.2X50-D15QFX3600 switches

13.2X51-D10QFX5100 switches

ELS is supported on the EX4300andEX9200 switches for all JunosOS releases, starting

with the initial releases shown in Table 36 on page 59.

ELS support was introduced on QFX3500 and QFX3600 switches in Junos OS Release

13.2X50-D15. ELS isonly supportedon thesoftwarepackage that supportsVirtualChassis

(the jinstall-qfx-3-* software package) for QFX3500 and QFX3600 switches.

For QFX5100 switches, ELS support was introduced in Junos OS Release 13.2X51-D10

and is supported on the jinstall-qfx-5-* software package.

NOTE: ELS is not supported on software packages that can be installed in a
QFabric system.

Using the ELS Translator Tool

The ELS Translator is a web-based tool that converts Junos OS Layer 2 configurations

to Enhanced Layer 2 Software (ELS) configurations. This conversion tool supports all

Juniper Networks EX Series, MX Series, andQFX Series platformswith ELS installed. The

ELS Translator is hosted on Juniper Networks Customer Support website for EX Series

switches, MX Series Universal Edge routers, and QFX Series switches and is available to

registered users, internal users, partners, and premium service contract customers. You

need to login using your Juniper Networks user name and password to access the ELS

Translator tool.

Click to access the ELS translator tool.
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If you are upgrading from a version of Junos OS that does not support ELS to a version

of JunosOS that supports ELS,we recommend updating your configurationwith the ELS

Translator Tool using the following procedure:

1. Log onto your device using the console port.

NOTE: Only perform this procedure from the console port. You will lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Copy your entire existing configuration into another file. Save the file to a remote

location. See “Saving a Configuration to a File” on page 1141.

3. Retain the portion of your existing configuration related to management network

connectivity (such as [edit system]). Delete all other top-level configuration hierarchy

levels (such as [edit interfaces], [edit protocols], and [edit vlans]). Issue a commit

operation to remove the deleted configuration hierarchy levels.

4. Perform the software upgrade. Reboot your device to complete the upgrade. See

“Software Installation Overview” on page 109

NOTE: Maintain your console port connection during the reboot.

5. Click to access the ELS translator tool in a web browser. Follow the instructions on

the page to update your configuration.

6. Return to your console port connection. When the switch has rebooted to complete

the software upgrade, copy the configuration from the ELS Translator Tool onto your

switch. See “Uploading a Configuration File” on page 1145.

7. Commit the new configuration.

NOTE: It is possibleascriptmightnot translatecorrectly, so reviewtranslated
scripts carefully before loading the converted configuration on your switch
or other device.

Configuring a VLAN

You can configure one or more VLANs to perform Layer 2 bridging. The Layer 2 bridging

functions include integrated routing and bridging (IRB) for support for Layer 2 bridging

and Layer 3 IP routing on the same interface. EX Series and QFX Series switches can

function as Layer 2 switches, each with multiple bridging, or broadcast, domains that

participate in the same Layer 2 network. You can also configure Layer 3 routing support

for a VLAN.

To configure a VLAN:

1. Create the VLAN by setting the unique VLAN name and configuring the VLAN ID:
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[edit]
user@host# set vlans vlan-name vlan-id vlan-id-number

2. Assign at least one interface to the VLAN:

[edit]
user@host# set interface interface-name familyethernet-switchingvlanmembersvlan-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged

Ethernet frames with 802.1Q VLAN tags. Typically, trunk ports, which connect switches

toeachother, acceptuntaggedcontrol packetsbutdonotacceptuntaggeddatapackets.

You can enable a trunk port to accept untagged data packets by configuring a native

VLAN ID on the interface on which you want the untagged data packets to be received.

To configure the native VLAN ID:

1. On the interface on which you want untagged data packets to be received, set the

interface mode to trunk, which specifies that the interface is in multiple VLANs and

canmultiplex traffic between different VLANs.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

2. Configure the native VLAN ID:

[edit interfaces]
user@host# set interface-name native-vlan-id number

3. Assign the interface to the native VLAN ID:

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching vlan
members native-vlan-id-number

Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly

configure some settings on the switch's network interfaces.

ToconfigureaGigabit Ethernet interfaceor 10-Gigabit Ethernet interface for trunk interface

mode:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

To configure a Gigabit Ethernet interface or 10-Gigabit Ethernet interface for access

interface mode:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode access

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, youmust assign an IP address to the interface. You

assignanaddress toan interfaceby specifying theaddresswhenconfiguring theprotocol

family. For the inet or inet6 family, configure the interface IP address.
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You can configure interfaceswith a 32-bit IP version 4 (IPv4) address andoptionallywith

a destination prefix, sometimes called a subnetmask. An IPv4 address utilizes a 4-octet

dotteddecimal address syntax (for example, 192.16.1.1). An IPv4addresswith destination

prefix utilizesa4-octetdotteddecimal address syntaxwithadestinationprefix appended

(for example, 192.16.1.1/30).

To specify an IP address for the logical unit using IPv4:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inetaddress ip-address

You represent IP version 6 (IPv6) addresses in hexadecimal notation using a

colon-separated list of 16-bit values. You assign a 128-bit IPv6 address to an interface.

To specify an IP address for the logical unit using IPv6:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inet6address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3

IP routing on the same interface. IRB enables you to route packets to another routed

interfaceor to anotherVLAN that hasaLayer 3protocol configured. IRBsallow thedevice

to recognize packets that are being sent to local addresses so that they are bridged

(switched) whenever possible and are routed only when necessary. Whenever packets

canbeswitched insteadof routed, several layersofprocessingareeliminated.An interface

named irb functions as a logical router on which you can configure a Layer 3 logical

interface for VLAN. For redundancy, you can combine an IRB interface with

implementations of the Virtual Router Redundancy Protocol (VRRP) in both bridging

and virtual private LAN service (VPLS) environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id

2. Create an IRB logical interface:

[edit]
user@host# set interface irb unit logical-unit-number family inet address ip-address

3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vlan-name l3-interface irb.logical-unit-number

Configuring an Aggregated Ethernet Interface and Configuring LACP on That
Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or

link aggregation group (LAG). TheMACclient can treat this virtual link as if itwere a single

link to increase bandwidth, provide graceful degradation as failure occurs, and increase

availability.
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To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@host# set aggregated-devices ethernet device-count number

2. Specify the name of the link aggregation group interface:

[edit interfaces]
user@host# set interfaces aex

3. Specify the minimum number of links for the aggregated Ethernet interface (aex),

that is, the defined bundle, to be labeled “up”:

[edit interfaces]
user@host# set aex aggregated-ether-optionsminimum-links number

4. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex aggregated-ether-options link-speed link-speed

5. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@host# set interface-name ether-options 802.3ad aex
user@host# set interface-name ether-options 802.3ad aex

6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex unit 0 family inet address ip-address

For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation

Control Protocol (LACP). LACP bundles several physical interfaces to form one logical

interface. You can configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links

exchange protocol data units (PDUs), containing information about the state of the link.

You can configure Ethernet links to actively transmit PDUs, or you can configure the links

to passively transmit them, sending out LACP PDUs only when they receive them from

another link. One side of the link must be configured as active for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active

2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval

Enhanced Layer 2 CLI Configuration Statement and Command Changes

The enhanced Layer 2 Command Line Interface (CLI) feature is introduced in Junos OS

Release 12.3R2. The enhanced Layer 2 CLI feature changes the CLI for some Layer 2

features on EX Series switches. This enhanced CLI will be used to configure Layer 2

features on future EX Series hardware platforms, and also to configure Layer 2 features

on other Juniper Networks products.
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The following tables provide a list of existing commands that were moved to new

hierarchies or changed on EXSeries switches as part of this CLI enhancement effort. The

table is provided as a high-level reference only. For detailed information about these

commands, use the links to the configuration statements provided in the table or see

the technical documentation.

Table 37: Enhanced Layer 2 CLI Changes

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

forwarding-options {
analyzer {
name {
...

}
}

}

ethernet-switching-options {
analyzer {
name {
...

}
}

}

Hierarchy renamed.switch-options {
...
authentication-whitelist {
...

}
}

ethernet-switching-options {
authentication-whitelist {
...

}
}

Statement moved to
different hierarchy.

protocols {
layer2-control {
bpdu-block {
...

}
}

}

ethernet-switching-options {
bpdu-block {
...

}
}

Statement replacedwith
new statement and
moved to different
hierarchy.

interfaces interface-name {
ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

interfaces interface-name {
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

ethernet-switching-options {
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);
...

}
}

Hierarchy renamed.switch-options {
interfaces interface-name {
no-mac-learning;
...

}
}

ethernet-switching-options {
interfaces interface-name {
no-mac-learning;
...

}
}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements deleted.—ethernet-switching-options {
mac-notification {
notification-interval seconds;
...

}
}

Statement replacedwith
new statement and
moved to different
hierarchy.

protocols {
l2-learning {
global-mac-table-aging-time seconds;
...

}
}

ethernet-switching-options {
mac-table-aging-time seconds;
...

}

Statement moved to
different hierarchy.

protocols {
layer2-control {
nonstop-bridging {
}

}
}

ethernet-switching-options {
nonstop-bridging;

}

Statement replacedwith
a new statement.

interfaces interface-name family
ethernet-switching {
recovery-timeout seconds;

}

ethernet-switching-options {
port-error-disable {
disable-timeout timeout;
...

}
}

Hierarchy renamed.switch-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

NOTE: The statement
examine-dhcp does not
exist in the changed
hierarchy. Instead, DHCP
snooping is enabled
automatically when
other DHCP security
features are enabled on
a VLAN. See Configuring
Port Security (CLI
Procedure) for additional
information.

vlans vlan-name forwarding-options{
dhcp-security {
arp-inspection;
group group-name {
interfaceiinterface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option-82;
trusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
routing-instance-name;

}
use-interface-description (device |
logical);

use-vlan-id;
}
remote-id {
host-name;
use-interface-description (device |
logical);

use-string string;
}
vendor-id {
use-string string;

}
}

}

ethernet-switching-options {
secure-access-port {
interface (all | interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip ip-address {
macmac-address;
vlan vlan-name;

}
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection );
dhcp-option82 {
disable;
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (hostname | mac | none);
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp);
}
(ip-source-guard |no-ip-source-guard);

}
}

Statement moved to
different hierarchy.

system [
processes [
dhcp-service
dhcp-snooping-file local_pathname |
remote_URL;
write-interval interval;

}
}

ethernet-switching-options {
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}

Statement moved to
different hierarchy.

vlans vlan-name switch-options {
mac-move-limit

}

ethernet-switching-options {
secure-access-port vlan (all | vlan-name{
mac-move-limit

}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statement replacedwith
new statement and
moved to different
hierarchy.

vlans {
vlan-name {
switch-options {
interface interface-name {
static-macmac-address;
...

}
}

}
}

ethernet-switching-options {
static {
vlan vlan-id {
macmac-address next-hop
interface-name;

...
}

}
}

Storm control
configuration is done in
two steps. The first step
is to create a storm
control profile at the
[edit forwarding-options]
hierarchy,andthesecond
step is to bind the profile
to a logical interface at
the [edit interfaces]
hierarchy. See Example:
ConfiguringStormControl
to Prevent Network
Outages on EX Series
Switches for additional
information.

forwarding-options {
storm-control-profiles profile-name {
(...)
}

}

interfaces interface-name unit number family
ethernet-switching {
storm-control storm-control-profile;

}

ethernet-switching-options {
storm-control {
(...)
}

}

Statements removed.—ethernet-switching-options {
traceoptions {
file filename<filesnumber><no-stamp>
<replace><size size><world-readable
| no-world-readable>;

flag flag <disable>;
...

}
}

Hierarchy renamed.switch-options {
unknown-unicast-forwarding {
(...)
}

}

ethernet-switching-options {
unknown-unicast-forwarding {
(...)
}

}

Hierarchy renamed.switch-options {
voip {
interface (all | [interface-name |
access-ports]) {
forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;
...

}
}

}

ethernet-switching-options {
voip {
interface (all | [interface-name |
access-ports]) {
forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;
...

}
}

}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

interfaces interface-name {
link-modemode;
speed speed)

}

interfaces interface-name {
ether-options {
link-modemode;
speed (auto-negotiation | speed)

}
}

Statement moved to
different hierarchy.

interfaces interface-name {
native-vlan-id vlan-id

}

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
native-vlan-id vlan-id

}
}

}

Statement replacedwith
a new statement.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
interface-modemode

}
}

}

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
port-modemode

}
}

}

Statement replacedwith
a new statement.

interfaces irbinterfaces vlan

Copyright © 2014, Juniper Networks, Inc.68

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

IGMP snooping is
configured on a VLAN.

protocols {
igmp-snooping {
vlan vlan-name {
immediate-leave;
interface interface-name {
group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {
groupmulticast-ip-address {
source <>

}
}

}
}
l2-querier {
source-address ip-address;

}
proxy {
source-address ip-address;

}
query-interval number;
query-last-member-interval number;
query-response-interval number;
robust-count number;
traceoptions {
file filename <files number>
<no-stamp> <replace>
<sizemaximum-file-size>
<world-readable |
no-world-readable>;

flag flag <flag-modifier>;
}

}
}

}

protocols {
igmp-snooping {
traceoptions {
file filename <files number>
<no-stamp> <replace>
<sizemaximum-file-size>
<world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
vlan (all | vlan-identifier) {
disable;
data-forwarding {
receiver {
install;
source-vlans vlan-name;

}
source {
groups ip-address;

}
}
immediate-leave;
interface (all | interface-name) {
multicast-router-interface;
static {
groupmulticast-ip-address;

}
}
proxy {
source-address ip-address;

}
robust-count number;

}
}

}

Statements replaced
withnewstatementsand
moved to different
hierarchy

interface interface-name {
encapsulation extended-vlan-bridge;
flexible-vlan-tagging;
native-vlan-id number;
unit logical-unit-number {
input-vlan-map action;
output-vlan-map action;
vlan-id number;
vlan-id-list [vlan-id vlan-id–vlan-id];

}
}

vlans {
vlan-name {
dot1q-tunneling {
customer-vlans (id | native | range);
layer2-protocol-tunneling all |
protocol-name {
drop-threshold number;
shutdown-threshold number;
...

}
}

}
}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

vlans {
vlan-name {
forwarding-options {
filter{
input filter-name
output filter-name;
...

}
}

}
}

vlans {
vlan-name {
filter{
input filter-name
output filter-name;
...

}
}

}

Statements removed.
Youcanassign interfaces
to aVLANusing the [edit
interfaces
interface-name unit
logical-unit-number
family
ethernet-switching vlan
members vlan-name]
hierarchy.

—vlans {
vlan-name {
interface interface-name {
egress;
ingress;
mapping (native (push | swap) | policy
| tag (push | swap));

pvlan-trunk;
...

}
}

}

Statement removed.—vlans {
vlan-name {
isolation-id id-number;
...

}
}

Syntax changed.vlans {
vlan-name {
l3-interface irb.logical-interface-number;
...

}
}

vlans {
vlan-name {
l3-interfacevlan.logical-interface-number;
...

}
}

Statement removed.
Ingress traffic is
automatically tracked.

—vlans {
vlan-name {
l3-interface-ingress-counting
layer-3-interface-name;
...

}
}
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchies and
renamed.

vlans {
vlan-name {
switch-options {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

vlans {
vlan-name {
switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

}

vlans {
vlan-name {
mac-limit limit action action;
...

}
}

Statement moved to
different hierarchy and
renamed.

protocols {
l2-learning {
global-mac-table-aging-time seconds;
...

}
}

vlans {
vlan-name {
mac-table-aging-time seconds;
...

}
}

Statement removed.—vlans {
vlan-name {
no-local-switching;
...

}
}

Statement moved to
different hierarchy.

vlans {
vlan-name {
switch-options {
no-mac-learning limit
...

}
}

}

vlans {
vlan-name {
no-mac-learning;
...

}
}

Statement removed.—vlans {
vlan-name {
primary-vlan vlan-name;
...

}
}

71Copyright © 2014, Juniper Networks, Inc.

Chapter 3: Overview



Table 37: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statement removed.—vlans {
vlan-name {
vlan-prune;
...

}
}

Statement replacedwith
new statement.

vlans {
vlan-name {
vlan-id-list [vlan-id-numbers];
...

}
}

vlans {
vlan-name {
vlan-range vlan-id-low-vlan-id-high;
...

}
}

Junos OSOperational Mode Commands That Combine Other Commands

In some cases, some Junos OS operational commands are created from a combination

of other operational commands. These commands canbe useful shortcuts for collecting

information about the device, as shown in Figure 7 on page 72.

Figure 7: Commands That Combine Other Commands

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands on page 73•

• Understanding the Brief, Detail, Extensive, and Terse Options of Junos OSOperational

Commands on page 77
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Overview of Junos OS CLI Operational Mode Commands

This topic provides an overview of Junos OS CLI operational mode commands and

contains the following sections:

• CLI Command Categories on page 73

• Commonly Used Operational Mode Commands on page 74

CLI Command Categories

When you log in to a device running Junos OS and the CLI starts, there are several broad

groups of CLI commands:

• Commands for controlling the CLI environment—Some set commands in the set

hierarchy configure the CLI display screen. For information about these commands,

see Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies.

• Commands for monitoring and troubleshooting—The following commands display

information and statistics about the software and test network connectivity. Detailed

command descriptions are provided in the Junos OS Interfaces Command Reference.

• clear—Clear statistics and protocol database information.

• mtrace—Tracemtrace packets from source to receiver.

• monitor—Perform real-time debugging of various software components, including

the routing protocols and interfaces.

• ping—Determine the reachability of a remote network host.

• show—Display the current configuration and information about interfaces, routing

protocols, routing tables, routing policy filters, system alarms, and the chassis.

• test—Test the configurationandapplicationof policy filters andautonomous system

(AS) path regular expressions.

• traceroute—Trace the route to a remote network host.

• Commands for connecting toothernetwork systems—The sshcommandopensSecure

Shell connections, and the telnet command opens telnet sessions to other hosts on

the network. For information about these commands, see the CLI Explorer.

• Commands for copying files—The copy command copies files from one location on

the router or switch to another, from the router or switch to a remote system, or from

a remote system to the router or switch. For information about these commands, see

the CLI Explorer.

• Commands for restarting software processes—The commands in the restart hierarchy

restart the various Junos OS processes, including the routing protocol, interface, and

SNMP. For information about these commands, see the CLI Explorer.

• Acommand—request—forperformingsystem-leveloperations, includingstoppingand

rebooting the router or switch and loading Junos OS images. For information about

this command, see the CLI Explorer.
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• A command—start—to exit the CLI and start a UNIX shell. For information about this

command, see the CLI Explorer.

• A command—configure—for entering configuration mode, which provides a series of

commands that configure JunosOS, including the routingprotocols, interfaces, network

management, anduseraccess. For informationabout theCLI configurationcommands,

see “Understanding Junos OS CLI Configuration Mode” on page 78.

• A command—quit—to exit the CLI. For information about this command, see the CLI

Explorer.

• Formore information about the CLI operationalmode commands, see theCLI Explorer

and the CLI Explorer.

Commonly Used Operational Mode Commands

Table38onpage74 lists someoperational commandsyoumay finduseful formonitoring

router or switch operation. For a complete description of operational commands, see

the Junos OS command references.

NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, MPLS,
and RSVP protocols.

Table 38: Commonly Used Operational Mode Commands

CommandDescriptionItems to Check

show versionVersions of software running on the router or switchSoftware version

monitorContents of the log filesLog files

show logLog files and their contents and recent user logins

pingHost reachability and network connectivityRemote systems

tracerouteRoute to a network system

show configurationCurrent system configurationConfiguration

file listList of files and directories on the router or switchManipulate files

file showContents of a file

show interfacesDetailed information about interfacesInterface information
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Table 38: Commonly Used Operational Mode Commands (continued)

CommandDescriptionItems to Check

show chassis alarmsChassis alarm statusChassis

show chassis craft-interfaceInformation currently on craft display

show chassis environmentRouter or switch environment information

show chassis hardwareHardware inventory

show routeInformation about entries in the routing tablesRouting table information

show route forwarding-tableInformation about data in the kernel’s forwarding tableForwarding table
information

show isis adjacencyAdjacent routers or switchesIS-IS

show ospf neighborDisplay standard information about OSPF neighborsOSPF

show bgp neighborDisplay information about BGP neighborsBGP

showmpls interfaceStatus of interfaces on which MPLS is runningMPLS

showmpls lspConfigured LSPs on the router or switch, as well as all ingress,
transit, and egress LSPs

show route label-switched-pathRoutes that form a label-switched path

show rsvp interfaceStatus of interfaces on which RSVP is runningRSVP

show rsvp sessionCurrently active RSVP sessions

show rsvp statisticsRSVP packet and error counters

Related
Documentation

Junos OS Operational Mode Commands That Combine Other Commands on page 72•

• Understanding the Brief, Detail, Extensive, and Terse Options of Junos OSOperational

Commands on page 77

Overview of Navigating the CLI

This topic describes how to navigate the CLI.

• CLI Command Hierarchy on page 76

• CLI Configuration Statements on page 76

• Moving Among Hierarchy Levels on page 76
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CLI Command Hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function

are grouped together under the same level of the hierarchy. For example, all commands

that display information about the system and the system software are grouped under

the showsystemcommand, andall commands thatdisplay informationabout the routing

table are grouped under the show route command. Figure 8 on page 76 illustrates a

portion of the show command hierarchy.

Figure 8: CLI Command Hierarchy

To execute a command, you enter the full command name, starting at the top level of

the hierarchy. For example, to display a brief view of your Ethernet switching options for

your interfaces, use the command show ethernet-switching-options interfaces.

CLI Configuration Statements

Theconfigurationstatementhierarchyhas two typesof statements:container statements,

which are statements that contain other statements, and leaf statements, which do not

contain other statements. All of the container and leaf statements together form the

configuration hierarchy.

The protocols statement is a top-level statement at the trunk of the configuration tree.

The ospf, area, and interface statements are all subordinate container statements of a

higher statement (they are branches of the hierarchy tree), and the hello-interval

statement is a leaf on the tree.

Moving Among Hierarchy Levels

You can use the CLI commands to navigate the levels of the configuration statement

hierarchy:

• edit—Moves to an existing configuration statement hierarchy or creates a hierarchy

andmoves to that level.

• exit—Moves up the hierarchy to the previous level where you were working. This

command is, in effect, the opposite of the edit command. Alternatively, you can use

the quit command. The exit and quit commands are interchangeable.

• up—Moves up the hierarchy one level at a time.

• top—Moves directly to the top level of the hierarchy.

Related
Documentation

CLI User Interface Overview on page 54•

• CLI User Guide
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Understanding the Brief, Detail, Extensive, and Terse Options of Junos OSOperational
Commands

The Junos OS operational mode commands can include brief, detail, extensive, or terse

options. You can use these options to control the amount of information you want to

view.

1. Use the ? prompt to list options available for the command. For example:

user@host> show interfaces fe-1/1/1 ?
Possible completions:
<[Enter]>            Execute this command
  brief              Display brief output
  descriptions       Display interface description strings
  detail             Display detailed output
  extensive          Display extensive output
  media              Display media information
  snmp-index         SNMP index of interface
  statistics         Display statistics and detailed output
  terse              Display terse output
  |                  Pipe through a command

2. Choose the option you wish to use with the command. (See Figure 9 on page 77.)

Figure 9: CommandOutput Options

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands on page 73•

• Controlling the Scope of an Operational Mode Command
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Understanding Junos OS CLI ConfigurationMode

You can configure all properties of Junos OS, including interfaces, general routing

information, routing protocols, and user access, as well as several system hardware

properties.

As described in Understanding the Junos OS CLI Modes, Commands, and Statement

Hierarchies, a router configuration is stored as a hierarchy of statements. In configuration

mode, you create the specific hierarchy of configuration statements that you want to

use. When you have finished entering the configuration statements, you commit them,

which activates the configuration on the router.

You can create the hierarchy interactively or you can create an ASCII text file that is

loaded onto the router or switch and then committed.

This topic covers:

• Configuration Mode Commands on page 79

• Configuration Statements and Identifiers on page 80

• Configuration Statement Hierarchy on page 82
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ConfigurationMode Commands

Table39onpage79summarizeseachCLI configurationmodecommand.Thecommands

are organized alphabetically.

Table 39: Summary of ConfigurationMode Commands

DescriptionCommand

Remove the inactive: tag from a statement, effectively reading the
statementor identifier to theconfiguration.Statementsor identifiers
thathavebeenactivated takeeffectwhenyounext issue the commit
command.

activate

Add comments to a configuration. You can add comments only at
the current hierarchy level.

annotate

Commit the set of changes to the database and cause the changes
to take operational effect.

commit

Make a copy of an existing statement in the configuration.copy

Add the inactive: tag to a statement, effectively commenting out
the statement or identifier from the configuration. Statements or
identifiersmarked as inactive do not take effect when you issue the
commit command.

deactivate

Delete a statement or identifier. All subordinate statements and
identifiers containedwithin thespecified statementpatharedeleted
with it.

delete

Move inside the specified statementhierarchy. If the statementdoes
not exist, it is created.

edit

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit fromconfigurationmode.
The quit and exit commands are synonyms.

exit

Manage configurations that are contributed by SDK application
packages. Either display or delete user-defined configuration
contributedby thenamedSDKapplicationpackage.Aconfiguration
defined in any native Junos OS package is never deleted by the
extension command.

extension

Display help about available configuration statements.help

Insert an identifier into an existing hierarchy.insert

Loadaconfiguration fromanASCII configuration fileor fromterminal
input. Your current location in the configuration hierarchy is ignored
when the load operation occurs.

load
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Table 39: Summary of ConfigurationMode Commands (continued)

DescriptionCommand

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit fromconfigurationmode.
The quit and exit commands are synonyms.

quit

Rename an existing configuration statement or identifier.rename

Replace identifiers or values in a configuration.replace

Return to apreviously committed configuration. The software saves
the last 10committedconfigurations, including the rollbacknumber,
date, time,andnameof theuserwho issued thecommit configuration
command.

rollback

Run a top-level CLI command without exiting from configuration
mode.

run

Save the configuration to an ASCII file. The contents of the current
level of the statement hierarchy (and below) are saved, along with
the statement hierarchy containing it. This allows a section of the
configuration to be saved, while fully specifying the statement
hierarchy.

save

Create a statement hierarchy and set identifier values. This is similar
to edit except that your current level in the hierarchy does not
change.

set

Display the current configuration.show

Display the users currently editing the configuration.status

Return to the top level of configuration commandmode, which is
indicated by the [edit] banner.

top

Move up one level in the statement hierarchy.up

Update a private database.update

Delete a statement or identifier. All subordinate statements and
identifiers containedwithin thespecified statementpatharedeleted
with it. You can use regular expressions to specify a pattern. Based
on this pattern, you search for items that contain these patterns
and delete them.

wildcard

Configuration Statements and Identifiers

You can configure router or switch properties by including the corresponding statements

in the configuration. Typically, a statement consists of a keyword, which is fixed text, and,

optionally, an identifier. An identifier is an identifying name that you can define, such as
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the name of an interface or a username, which enables you and the CLI to differentiate

among a collection of statements.

Table 40 on page 81 describes top-level CLI configuration mode statements.

NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, LDP,
MPLS, and RSVP protocols.

Table 40: ConfigurationMode Top-Level Statements

DescriptionStatement

Configure the Challenge Handshake Authentication Protocol (CHAP). For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

access

Configure accounting statistics data collection for interfaces and firewall
filters. For informationabout the statements in this hierarchy, see theNetwork
Management Administration Guide for Routing Devices.

accounting-options

Configure properties of the router chassis, including conditions that activate
alarms and SONET/SDH framing and concatenation properties. For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

chassis

Configureclass-of-serviceparameters. For informationabout thestatements
in this hierarchy, see the Junos OS Class of Service Library for Routing Devices.

class-of-service

Define filters that select packets based on their contents. For information
about the statements in this hierarchy, see the Routing Policy Feature Guide
for Routing Devices.

firewall

Define forwarding options, including traffic sampling options. For information
about the statements in this hierarchy, see the Junos OS Network Interfaces
Library for Routing Devices.

forwarding-options

Configure configuration groups. For information about statements in this
hierarchy, see the Junos OS Administration Library for Routing Devices.

groups

Configure interface information, such as encapsulation, interfaces, virtual
channel identifiers (VCIs), and data-link connection identifiers (DLCIs). For
information about the statements in this hierarchy, see the Junos OSNetwork
Interfaces Library for Routing Devices.

interfaces

Define routingpolicies,whichallowyou to filter and set properties in incoming
and outgoing routes. For information about the statements in this hierarchy,
see the Routing Policy Feature Guide for Routing Devices.

policy-options

Configure routing protocols, including BGP, IS-IS, LDP, MPLS, OSPF, RIP, and
RSVP. For informationabout the statements in this hierarchy, see thechapters
that discuss how to configure the individual routing protocols in the Junos OS
Routing Protocols Library for Routing Devices and the Junos OSMPLS
Applications Library for Routing Devices.

protocols
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Table 40: ConfigurationMode Top-Level Statements (continued)

DescriptionStatement

Configure multiple routing instances. For information about the statements
in this hierarchy, see the JunosOSRoutingProtocols Library for RoutingDevices.

routing-instances

Configure protocol-independent routing options, such as static routes,
autonomous system numbers, confederation members, and global tracing
(debugging) operations to log. For information about the statements in this
hierarchy, see the Junos OS Routing Protocols Library for Routing Devices.

routing-options

Configure IP Security (IPsec) services. For information about the statements
in this hierarchy see the Junos OS Administration Library for Routing Devices.

security

Configure SNMP community strings, interfaces, traps, and notifications. For
information about the statements in this hierarchy, see the Network
Management Administration Guide for Routing Devices.

snmp

Configure systemwide properties, including the hostname, domain name,
Domain Name System (DNS) server, user logins and permissions, mappings
betweenhostnamesandaddresses, and softwareprocesses. For information
about the statements in this hierarchy, see the JunosOSAdministration Library
for Routing Devices.

system

For specific information on configuration statements, see the Junos OS configuration

guides.

Configuration Statement Hierarchy

The Junos OS configuration consists of a hierarchy of statements. There are two types

of statements:container statements,whichare statements that containother statements,

and leaf statements, which do not contain other statements (see Figure 10 on page 82).

All of the container and leaf statements together form the configuration hierarchy.

Figure 10: ConfigurationMode Hierarchy of Statements

Copyright © 2014, Juniper Networks, Inc.82

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Each statement at the top level of the configuration hierarchy resides at the trunk (or

root level) of a hierarchy tree. The top-level statements are container statements,

containing other statements that form the tree branches. The leaf statements are the

leaves of the hierarchy tree. An individual hierarchy of statements, which starts at the

trunk of the hierarchy tree, is called a statement path. Figure 10 on page 82 illustrates the

hierarchy tree, showing a statement path for the portion of the protocol configuration

hierarchy that configures the hello interval on an interface in an OSPF area.

The protocols statement is a top-level statement at the trunk of the configuration tree.

The ospf, area, and interface statements are all subordinate container statements of a

higher statement (they are branches of the hierarchy tree); and the hello-interval

statement is a leaf on the tree which in this case contains a data value: the length of the

hello interval, in seconds.

The CLI represents the statement path shown in Figure 10 on page 82

as [edit protocols ospf area area-number interface interface-name] and displays the

configuration as follows:

protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
interface so-0/0/1 {
hello-interval 5;

}
}

}
}

The CLI indents each level in the hierarchy to indicate each statement’s relative position

in the hierarchy and generally sets off each level with braces, using an open brace at the

beginning of each hierarchy level and a closing brace at the end. If the statement at a

hierarchy level is empty, the braces are not printed.

Each leaf statement ends with a semicolon. If the hierarchy does not extend as far as a

leaf statement, the last statement in the hierarchy ends with a semicolon.

The configuration hierarchy can also contain “oneliners” at the last level in the hierarchy.

Oneliners remove one level of braces in the syntax and display the container statement,

its identifiers, the child or leaf statement and its attributes all on one line. For example,

in the following sample configuration hierarchy, the line level 1 metric 10 is a oneliner

because the level container statement with identifier 1, its child statementmetric, and

its corresponding attribute 10 all appear on a single line in the hierarchy:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;

}
}

}
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Likewise, in the followingexample,dynamic-profiledynamic-profile-nameaggregate-clients;

is a oneliner because the dynamic-profile statement, its identifier dynamic-profile-name,

and leaf statement aggregate-clients all appear on one line when you run the show

command in the configuration mode:

[edit forwarding-options]
user@host# show
dhcp-relay {
dynamic-profile dynamic-profile-name aggregate-clients;

}

Related
Documentation

Entering and Exiting the Junos OS CLI Configuration Mode•

Licenses

• Junos OS Feature Licenses on page 84

• Software Features That Require Licenses on the QFX Series on page 85

• Junos OS Feature License Keys on page 86

• Generating the License Keys for a Standalone QFX Series Device on page 89

• Adding New Licenses (CLI Procedure) on page 91

• Deleting a License (CLI Procedure) on page 92

• Saving License Keys on page 93

• Verifying Junos OS License Installation on page 94

Junos OS Feature Licenses

Some Junos OS software features require a license to activate the feature. To enable a

licensed feature, you need to purchase, install, manage, and verify a license key that

corresponds to each licensed feature. To conform to Junos OS feature licensing

requirements, youmust purchase one license per feature per device. The presence of the

appropriate software license key on your device determines whether you are eligible to

configure and use the licensed feature.

Tospeeddeploymentof licensed features, JunosOSsoftware implementsanhonor-based

licensing structure and provides youwith a 30-day grace period to use a licensed feature

without a license key installed. The grace period begins when you configure the feature

and your device uses the licensed feature for the first time, but not necessarily when you

install the license. After the grace period expires, the system generates system log

messages saying that the feature requires a license. To clear the error message and use

the licensed feature properly, youmust install and verify the required license.

For information about how topurchase software licenses, contact your Juniper Networks

sales representative.

Related
Documentation

License Enforcement•

• Junos OS Feature License Keys on page 86

• Software Feature Licenses
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• Verifying Junos OS License Installation on page 94

Software Features That Require Licenses on the QFX Series

The following Junos OS features require an Advanced Feature License (AFL) on QFX

Series devices:

NOTE: If you try to configure a feature that is not licensed, you will receive
syslogmessages saying that you are using a feature that is licensable and
that you do not possess a license for the feature. If you try to commit
configuration changes for a feature that is not licensed, you will receive a
commit warning saying that you have exceeded the allowed license limit for
the feature.

• Border Gateway Protocol (BGP)

• Intermediate System-to-Intermediate System (IS-IS)

• Multiprotocol Label Switching (MPLS)

• Fibre Channel support

Table 41 on page 85 lists the licenses you can purchase for each QFX Series software

feature.

For informationabouthowtopurchaseasoftware license, contact your JuniperNetworks

sales representative.

Table 41: Junos OS Feature Licenses andModel Numbers for QFX Series Devices

Model Number
Number of Licenses
RequiredSupported DevicesLicensed Software Feature

QFX-JSL-EDGE-ADV1One per switchQFX3500, QFX3600,
QFX5100-48S, and
QFX5100-48T switches.

QFX Series advanced feature
license for Border Gateway
Protocol (BGP), Intermediate
System-to-IntermediateSystem
(IS-IS), andMulti-protocol Label
Switching (MPLS)

QFX5100-HDNSE-LICOne per switchQFX5100-24Q and
QFX5100-96S switches.

QFX Series advanced feature
license for Border Gateway
Protocol (BGP), Intermediate
System-to-IntermediateSystem
(IS-IS), andMulti-protocol Label
Switching (MPLS)

QFX-JSL-DRCTR-ADV1One per Node device in a
network Node group

QFX3100 Director deviceQFX Series advanced feature
license for Border Gateway
Protocol (BGP)
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Table 41: Junos OS Feature Licenses andModel Numbers for QFX Series Devices (continued)

Model Number
Number of Licenses
RequiredSupported DevicesLicensed Software Feature

QFX-JSL-EDGE-FCOne per switch on which
fibre channel ports are
configured

QFX3500 switchQFX Series advanced feature
license for Fibre Channel

QFX-JSL-DRCTR-FCOne per QFX3500 Node
device on which fibre
channel ports are
configured

QFX3100 Director deviceQFX Series advanced feature
license for Fibre Channel

QFX-JSL-DRCTR-FC-C16One for up to 16
QFX3500 Node devices
on which fibre channel
ports are configured

QFX3100 Director deviceQFX Series advanced feature
license for Fibre Channel -
Capacity 16

QFX3000-JSL-EDGE-FABOne per deviceQFX3500 and QFX3600
device

QFX Series feature license for
enabling fabric mode

QFX3008-JSL-DRCTR-FABOne per QFX3000-G
QFabric system

QFX3100 Director deviceQFX Series feature license for
base software for QFX3000-G
QFabric system

QFX3000M-JSL-DRCTR-FABOne per QFX3000-M
QFabric system

QFX3100 Director deviceQFX Series feature license for
base software for QFX3000-M
QFabric system

Related
Documentation

Junos OS Feature Licenses on page 84•

• Junos OS Feature License Keys on page 86

• Generating the License Keys for a Standalone QFX Series Device on page 89

• Generating the License Keys for a QFabric System

• Adding New Licenses (CLI Procedure) on page 91

• Deleting a License (CLI Procedure) on page 92

• Saving License Keys on page 93

• Verifying Junos OS License Installation on page 94

Junos OS Feature License Keys

Some Junos OS software features require a license to be activated. To enable each

licensed feature, youmust purchase, install, manage, and verify a license key that

corresponds to the licensed feature.

Release-Tied License Keys and Upgrade Licenses onMX Series Routers

The JunosOS licensing infrastructure currently associatesa license featurewithattributes

such as date, platform, and validity. In addition to these attributes, for MX Series routers
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running Junos OS Release 12.2 and later, a licensed feature can be associated with a

release number at the time of generating the license key. This type of release-tied license

key is used to validate a particular licensed featurewhile attempting a software upgrade.

The upgrade process aborts if the release number in the license key is earlier than the

Junos OS release number to which the system is being upgraded.

Additionally, an upgrade license key can be generated for a release-tied licensed feature.

An upgrade license key is used for carrying forward a capacity license to the upgrade

release. Although an upgrade license might be an acceptable license on the current

release, it does not add to the existing capacity limit. The capacity added in the upgrade

license key is valid for the upgrade software release only.

The releasenumber embedded in the license key indicates themaximumreleasenumber

up to which Junos OS can be upgraded.

As an example, assume that your system is running Junos OS Release 12.2 and is using

the scale-subscriber licensed featurewitha later release-tiedupgrade licensekey installed.

If you request a software upgrade to the later release of Junos OS, the software upgrade

operation fails and the following error message is displayed:

mgd: error: No valid upgrade license found for feature 'scale-subscriber'.
Aborting Software upgrade.
Validation failed

In this example, to successfully upgrade to the later release of Junos OS, the release

number included in the upgrade license key should be greater than or equal to the later

release number. Also, you can perform software upgrades up to the previous release

without any additional license keys to retain the existing scale limit.

NOTE:

When you install a release-tied license, the following apply:

• Youcanpurchaseanupgradecapacity licenseonly if abasecapacity license
for the same scale-tier has already been generated or purchased.

• You cannot install an upgrade license if the capacity does not match any
of the existing base capacity licenses on the system.

• The license installation failswhenyou install a lower releasenumber license
key on a higher software release number.

• A release-tied license can be installed on a Junos OS release number that
is lower than or equal to the release number included in the license key.
For example, a 12.2 license key is valid on Junos OS Release 12.1.

• An upgrade license is valid only on the target release number specified in
the license key, but can be installed on an earlier Junos OS release. For
example, a 4 K scale-tier upgrade license for Junos OSRelease 12.2 can be
installed on an earlier release, and the installed count of licenses remains
unaltered.

• Release-tied licenses of the previous release are not deleted on upgrading
Junos OS to a newer release version.
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Licensable Ports onMX5, MX10, andMX40 Routers

Startingwith JunosOSRelease 12.2, licensekeysareavailable toenhance theport capacity

on MX5, MX10, and MX40 routers up to the port capacity of an MX80 router. The MX5,

MX10, and MX40 routers are derived from themodular MX80 chassis with similar slot

and port assignments, and provide all functionality available on an MX80 router, but at

a lower capacity. Restricting port capacity is achieved bymaking a set of MIC slots and

ports licensable. MICs without a license are locked, and are unlocked or made usable by

installing appropriate upgrade licenses.

The base capacity of a router is identified by the Ideeprom assembly ID (I2C ID), which

defines the board type. However, the Junos OS licensing infrastructure allows the use of

restricted ports without a license for a grace period of 30 days. After the grace period

expires, the router reverts back to the base capacity if no upgrade license is purchased

and installed for the locked ports. The I2C ID along with an upgrade license determine

the final capacity of an MX5, MX10, or MX40 router.

The MX5, MX10, MX40, and MX80 routers support the following types of MICs:

• A built-in 10-Gigabit Ethernet MIC with four 10-Gigabit Ethernet ports

• Two front-pluggable MICs

A feature ID is assigned to every license upgrade for enhancing port capacity.

Table 42 on page 88 displays the chassis types and their associated port capacity, I2C

ID, base capacity, feature ID, feature name, and the final capacity after a license upgrade.

Table 42: Upgrade Licenses for Enhancing Port Capacity

Upgrade Capacity

Feature ID
and
Feature
NameBase CapacityI2C ID

Port
Capacity

Chassis
Type

Slot 1 and 2

• 1/MIC0

• 1/MIC1

f1—MX5 to
MX10
upgrade

Slot 1

• 1/MIC0

0x55620GMX5

Slot 2 and first 2 ports on Slot 0

• 1/MIC1

• First 2 ports on 0/MIC0

f2—MX10 to
MX40
upgrade

Slot 1 and 2

• 1/MIC0

• 1/MIC1

0x55540GMX10

Slot 2 and all ports on Slot 0

• 1/MIC1

• All 4 ports on 0/MIC0

f3—MX40
to MX80
upgrade

Slot 1, SLot 2 and first 2
ports on Slot 0

• 1/MIC0

• 1/MIC1

• First 2 ports on 0/MIC0

0x55460GMX40
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When installing anupgrade license for enhancingport capacity onMX5,MX10andMX40

routers, consider the following:

• To upgrade an MX5 router to MX80 router capacity, licenses for all three features (f1,

f2, f3) must be installed. All three features can be provided in a single license key.

• To upgrade an MX10 router to MX40 router capacity, installing a license key with f2

feature is sufficient.

• Non-applicable feature IDs in a license key reject the upgrade license. For example:

• An f1 feature ID on an MX10 upgrade license key rejects the license.

• Feature IDs f1 and f2 on an MX40 upgrade license key reject the entire license.

Related
Documentation

Junos OS Feature Licenses on page 84•

• License Enforcement

• Software Feature Licenses

• Verifying Junos OS License Installation on page 94

Generating the License Keys for a Standalone QFX Series Device

When you purchase a Junos OS software feature license for a QFX Series device, you

receive an e-mail containing an authorization code for the feature license from Juniper

Networks. You can use the authorization code to generate a unique license key (a

combination of the authorization code and the device’s serial number) for the device,

and then add the license key on the device.

Before generating the license keys for a device:

• Purchase the required licenses for the device. See “Software Features That Require

Licenses on the QFX Series” on page 85.

• Note down the authorization code in the e-mail you received from Juniper Networks

when you purchased the license.

• Determine the serial number of the device. For instructions, see Locating the Serial

Number on a QFX3500 Device or Component.
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To generate the license keys for a device:

1. In a browser, log in to the Juniper Networks License Management System at

https://www.juniper.net/lcrs/license.do.

The Manage Product Licenses page appears.

NOTE: To access the licensing site, youmust have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

2. On theGenerate Licenses tab, selectQFXSeriesProduct from the drop-down list, and

click Go.

The Generate Licenses - QFX Series Product page appears.

3. Select theQFX Series Product Device option button, and click Continue.

The Generate Licenses - QFX Series Product Devices page appears.

4. In the Device Serial Number field, enter the serial number for the device.

5. In theAuthorizationCode field, enter the authorization code in the e-mail you received

from Juniper Networks when you purchased the license.

6. (Optional) If you want to enter another authorization code for the same device, click

Enter More Authorization Codes to display a new authorization code field. Enter the

authorization code in this field.

7. Click Confirm.

The Confirm License Information page appears, displaying a summary of the

information you submitted to the License Management System.

8. Review the information toensureeverything is correct and thenclickGenerateLicense.

The Generate Licenses - QFX Series Product Devices page appears, displaying a

summary of your license keys, including a link that displays the details of your new

license keys.

9. Select the file format in which you want to obtain your new license keys.

10. Select the delivery method you want to use to obtain your new license keys.

To download the license keys:

• Select the Download to this computer option button, and clickOK.

To e-mail the license keys:

• Select the Send e-mail to e-mail ID option button, and clickOK.

Related
Documentation

Software Features That Require Licenses on the QFX Series on page 85•

• Adding New Licenses (CLI Procedure) on page 91
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• Locating the Serial Number on a QFX3500 Device or Component

Adding New Licenses (CLI Procedure)

Before adding new licenses, complete the following tasks:

• Purchase the required licenses.

• Establish basic network connectivity with the router or switch. For instructions on

establishing basic connectivity, see the Getting Started Guide orQuick Start Guide for

your device.

NOTE: OnQFabric systems, install your licenses in the default partition of
the QFabric system and not on the individual components (Node devices
and Interconnect devices).

To add a new license key to the device using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:

• To add a license key from a file or URL, enter the following command, specifying

the filename or the URL where the key is located:

user@host> request system license add filename | url

• To add a license key from the terminal, enter the following command:

user@host> request system license add terminal

2. When prompted, enter the license key, separating multiple license keys with a blank

line.

If the license key you enter is invalid, an error appears in theCLI outputwhen youpress

Ctrl+d to exit license entry mode.

3. Go on to “Verifying Junos OS License Installation” on page 94.

On routers that have Graceful Routing Engine switchover (GRES) enabled, after

successfully adding the new license on themaster Routing Engine, the license keys are

automatically synchronizedon thebackupRoutingEngineaswell.However, in caseGRES

is not enabled, the new license is added on each Routing Engine separately. This ensures

that the license key is enabled on the backup Routing Engine during changeover of

mastership between the Routing Engines.

To add a new license key to a router with dual Routing Engines without GRES:

1. After adding thenew licensekeyon themasterRoutingEngine, use the requestchassis

routing-enginemaster switch command to have the backup Routing Engine become

themaster Routing Engine.

2. Log in to the active Routing Engine and add the new license key, repeating the same

process.
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NOTE: Addinga licensekey to the routeror switchmightbedelayed if akernel
resynchronizationoperation is inprogressat that time.The followingmessage
is displayed on the CLI when the license-adding operation is about to be
delayed:
Akernel re-syncoperation is inprogress.Licenseupdatemaytakeseveralminutes

to complete.

Related
Documentation

Deleting a License (CLI Procedure) on page 92•

• Junos OS Feature Licenses on page 84

• Verifying Junos OS License Installation on page 94

• request system license add on page 379

Deleting a License (CLI Procedure)

Before deleting a license, establish basic network connectivity with the router or switch.

For instructions on establishing basic connectivity, see theGetting StartedGuide orQuick

Start Guide for your router or switch.

You have the options to delete a single license, delete all licenses, or delete a list of

licenses enclosed in brackets.

1. Display the licenses available to be deleted.

user@host> request system license delete license-identifier-list ?
Possible completions:
  E00468XXX4           License key identifier
  JUNOS10XXX1          License key identifier
  JUNOS10XXX2          License key identifier
  JUNOS10XXX3          License key identifier
  JUNOS10XXX4          License key identifier
  [                    Open a set of values

2. To delete a license key or keys from a device using the CLI operational mode, select

one of the following methods:

• Delete a single license by specifying the license ID. Using this option, you can delete

only one license at a time.

user@host> request system license delete license-identifier

• Delete all license keys from the current device.

user@host> request system license delete all

• Delete multiple license keys from the current device. Specify the license identifier

for each key and enclose the list of identifiers in brackets.

user@host> request system license delete license-identifier-list [JUNOS10XXX1
JUNOS10XXX3 JUNOS10XXX4 ...]

Delete license(s) ?
 [yes,no] (no) yes
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3. Go on to “Verifying Junos OS License Installation” on page 94.

NOTE: Deleting a license key from the router or switchmight be delayed if a
kernel resynchronization operation is in progress at that time. The following
message isdisplayedon theCLIwhen the license-deletingoperation is about
to be delayed:
Akernel re-syncoperation is inprogress.Licenseupdatemaytakeseveralminutes

to complete.

Related
Documentation

Adding New Licenses (CLI Procedure) on page 91•

• Saving License Keys on page 93

• Junos OS Feature Licenses on page 84

• Verifying Junos OS License Installation on page 94

• request system license delete on page 380

Saving License Keys

Before saving a license, establish basic network connectivity with the router or switch.

For instructions on establishing basic connectivity, see theGetting StartedGuide orQuick

Start Guide for your router or switch.

To save the licenses installed on a device to a file using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:

• To save the installed license keys to a file or URL, enter the following command:

user@host> request system license save filename | url

For example, the followingcommandsaves the installed license keys toa file named

license.config:

• To save a license key from the terminal, enter the following command:

user@host> request system license save ftp://user@host/license.config

2. Go on to “Verifying Junos OS License Installation” on page 94.

Related
Documentation

Adding New Licenses (CLI Procedure) on page 91•

• Deleting a License (CLI Procedure) on page 92

• Junos OS Feature Licenses on page 84

• Verifying Junos OS License Installation on page 94
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Verifying Junos OS License Installation

To verify Junos OS license management, perform the following tasks:

• Displaying Installed Licenses on page 94

• Displaying License Usage on page 95

Displaying Installed Licenses

Purpose Verify that the expected licenses are installed and active on the router or switch.

Action From the CLI, enter the show system license command.

Sample Output

user@host> show system license
License usage: 
                   Licenses     Licenses    Licenses    Expiry
  Feature name         used    installed      needed 
  subscriber-acct         0            1           0    permanent
  subscriber-auth         0            1           0    permanent
  subscriber-addr         0            1           0    permanent
  subscriber-vlan         0            1           0    permanent
  subscriber-ip           0            1           0    permanent
  scale-subscriber        0         1000           0    permanent
  scale-l2tp              0         1000           0    permanent
  scale-mobile-ip         0         1000           0    permanent

Licenses installed: 
  License identifier: E000185416
  License version: 2
  Features:
    subscriber-acct  - Per Subscriber Radius Accounting
      permanent
    subscriber-auth  - Per Subscriber Radius Authentication
      permanent
    subscriber-addr  - Address Pool Assignment
      permanent
    subscriber-vlan  - Dynamic Auto-sensed Vlan
      permanent
    subscriber-ip    - Dynamic and Static IP
      permanent

Meaning The output shows a list of the license usage and a list of the licenses installed on the

router or switch. Verify the following information:

• Each license is present. Licenses are listed in ascending alphanumeric order by license

ID.

• The state of each license is permanent.

NOTE: A state of invalid indicates that the license key is not a valid license

key. Either it was entered incorrectly or it is not valid for the specific device.
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• The feature for each license is the expected feature. The features enabled are listed

by license. An all-inclusive license has all features listed.

• All configured features have the required licenses installed. The Licenses needed

columnmust show that no licenses are required.

Displaying License Usage

Purpose Verify that the licenses fully cover the feature configuration on the router or switch.

Action From the CLI, enter the show system license usage command.

Sample Output

user@host> show system license usage
            Licenses     Licenses    Licenses    Expiry
  Feature name         used    installed      needed 
  subscriber-addr         1            0           1    29 days
  scale-subscriber        0         1000           0    permanent
  scale-l2tp              0         1000           0    permanent
  scale-mobile-ip         0         1000           0    permanent

Meaning The output shows any licenses installed on the router or switch and how they are used.

Verify the following information:

• Any configured licenses appear in the output. The output lists features in ascending

alphabetical orderby licensename.Thenumberof licensesappears in the third column.

Verify that you have installed the appropriate number of licenses.

• The number of licenses usedmatches the number of configured features. If a licensed

feature is configured, the feature is considered used. The sample output shows that

the subscriber address pooling feature is configured.

• A license is installed on the router or switch for each configured feature. For every

feature configured that does not have a license, one license is needed.

For example, the sampleoutput shows that thesubscriber address feature is configured

but that the license for the feature has not yet been installed. The license must be

installed within the remaining grace period to be in compliance.
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CHAPTER 4

Installation

• Software Installation on page 97

Software Installation

• Configuring Zero Touch Provisioning on page 98

• Junos OS Package Names on page 102

• Performing a Recovery Installation on a QFX Series Device on page 103

• Performing a Recovery Installation on a QFX5100 Switch on page 105

• Performing an In-Service Software Upgrade (ISSU) on page 106

• Recovering from a Failed Software Installation on page 108

• Software Installation Overview on page 109

• Upgrading Jloader Software on QFX Series Devices on page 110

• Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121

• Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop

Software Upgrade on page 125

• Upgrading Software Using Automatic Software Download on page 127
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Configuring Zero Touch Provisioning

NOTE: To see which platforms support Zero Touch Provisioning (ZTP), in a
browser, go to Feature Explorer. In the Explore Features section of the Feature

Explorer page, select All Features. In the Features Grouped by Feature Family

box, selectZeroTouchProvisioning.Youcanalso type thenameof the feature
in theSearch for Features edit box. In previous JunosOS releases on EXSeries

switches, Zero Touch Provisioning was called EZ Touchless Provisioning.

Zero Touch Provisioning allows you to provision new switches in your network

automatically, without manual intervention. When you physically connect a switch to

the network and boot it with a default configuration, it attempts to upgrade the Junos

OS software automatically and autoinstall a configuration file from the network.

Theswitchuses information that youconfigureonaDynamicHostConfigurationProtocol

(DHCP) server to locate the necessary software image and configuration files on the

network. If the DHCP server does not respond or provide the software image and

configuration files, the switch continues using the preinstalled Junos OS software and

default factory configuration. On switches running Enhanced Layer 2 Software, Junos

ExtendedDynamicHost ConfigurationProtocol (JDHCP) is used instead of legacyDHCP.

JDHCP supports the same functionality as DHCP, and all configuration options remain

the same. JDHCP is an enhanced version of legacy DHCP software.

NOTE: If the ZTP configuration is enabled, the switch broadcasts DHCP
DISCOVER packets on its interfaces. If the DHCP server on the network
respondswith DHCP vendor options setwith the necessary values to initiate
ZTP, then ZTP proceeds. To disable broadcasting the DHCP DISCOVER
packets without performing the ZTP process, manually delete the
auto-image-upgrade statement located at the [edit chassis] hierarchy. If ZTP

completeswithouterrors, theauto-image-upgradestatement isautomatically

deleted.

Before you begin:

• Ensure that the switch has access to the following network resources:

• A DHCP server to lease IP addresses and information on software images and

configuration files on the network.

Refer to your DHCP server documentation for configuration instructions.

• The File Transfer Protocol (anonymous FTP), Hypertext Transfer Protocol (HTTP),

Trivial File Transfer Protocol (TFTP) server on which the software image and

configuration files are stored

NOTE: Although TFTP is supported, we recommend that you use FTP
or HTTP instead, because these transport protocols aremore reliable.
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• A Domain Name System (DNS) server to perform reverse DNS lookup

• (Optional) An NTP server to perform time synchronization on the network

• (Optional) A system log (syslog) server to manage system logmessages and alerts

• Locate and record the MAC address printed on the switch chassis.

CAUTION: Werecommendthatyoudonotcommitauserconfigurationwhile
the switch is performing ZTP activity—for example, updating the software
image or applying a configuration file.

Perform the following steps to configure ZTP:

1. Boot the switch.

The switch continues to use the preinstalled Junos OS software and default factory

configuration.

2. Issue the request system zeroize command on the switch.

3. Download the software image file and the configuration file to the FTP, HTTP, TFTP,

server that the switch will download these files from.

You can download either one or both of these files.

4. Configure the DHCP server to provide the necessary information to the switch.

Configure IP address assignment.

You can configure dynamic or static IP address assignment for the switch's

managementaddress.Todetermine theswitch’smanagementMACaddress for static

IP address mapping, add 1 to the last byte of the switch's MAC address, which you

noted before you began this procedure.

5. Define the format of the vendor-specific information for DHCP option 43 in the

dhcpd.conf file.

Here is an example of an ISC DHCP 4.2 server dhcpd.conf file:

option space NEW_OP; option;
option NEW_OP.config-file-name code 1 = text;
option NEW_OP.image-file-type code 2 = text;
option NEW_OP.transfer-mode code 3 = text;
option NEW_OP.alt-image-file-name code 4= text;
option NEW_OP-encapsulation code 43 = encapsulate NEW_OP;

6. Configure the following DHCP option 43 suboptions:

• Suboption 00: The name of the software image file to install

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.
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option NEW_OP.image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

• Suboption 01: The name of the configuration file to install

option NEW_OP.config-file-name "/dist/config/jn-switch35.config";

• Suboption 02: The symbolic link to the software image file to install

option NEW_OP.image-file-type "symlink";

NOTE: If you do not specify suboption 2, the Zero Touch Provisioning
process handles the software image as a filename, not a symbolic link.

• Suboption 03: The transfer mode that the switch uses to access the

TFTP/FTP/HTTP server

option NEW_OP.transfer-mode "ftp";

NOTE: If suboption 03 is not configured, TFTP becomes the transfer
mode by default.

• Suboption 04: The name of the software image file to install

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.

NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

option NEW_OP.alt-image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

7.

NOTE: Youmust configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 is ignored. Also, make sure you specify an IP address, not a hostname,
because name resolution is not supported.

ConfigureDHCPoption 150 to specify the IP address of the FTP,HTTP, or TFTP server.

option option-150 code 150 "10.100.31.71";

8. Configure DHCP option 66 to specify the IP address of the FTP, HTTP, or TFTP server.

option tftp-server-name "10.100.31.71";

9. (Optional)ConfigureDHCPoption7 to specifyoneormoresystem log (syslog) servers.

option log-servers 10.100.31.72;
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10. (Optional) Configure DHCP option 42 to specify one or more NTP servers.

option ntp-servers 10.100.31.73;

11. (Optional) Configure DHCP option 12 to specify the hostname of the switch.

option hostname "jn-switch35";

The following sample configuration shows the DHCP options you just configured:

host jn-switch35 {
hardware ethernet ac:4b:c8:29:5d:02;
fixed-address 10.100.31.36;
option tftp-server-name "10.100.31.71";
option host-name "jn-switch35";
option log-servers 10.100.31.72;
option ntp-servers 10.100.31.73;
option NEW_OP.image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

option NEW_OP.transfer-mode "ftp";
option NEW_OP.config-file-name "/dist/config/jn-switch35.config";

}

Based on the DHCP options you just configured, the following statements are

appended to the Junos OS configuration file (for example, jn-switch35.config):

system {
host-name jn-switch35;
syslog {
host 10.100.31.72 {
any any;

}
}
ntp {
server 10.100.31.73;

}
}

12. Connect the switch to the network that includes the DHCP server and the FTP, HTTP,

or TFTP server.

13. Boot the switch with the default configuration.

14. Monitor the ZTP process by looking at the following log files.

NOTE: When SLAX (live operating system based on Linux) scripts are
issued, the op-script.log and event-script.log files are produced.

• /var/log/dhcp_logfile

• /var/log/image_load_log

• /var/log/op-script.log

• /var/log/event-script.log
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You can also monitor the ZTP process by looking at error messages and issuing

operational commands. See “Monitoring Zero Touch Provisioning” on page 310 for

more information.

Related
Documentation

Understanding Zero Touch Provisioning on page 47•

• NTP Time Server and Time Services Overview on page 31

• Op Script Overview

• Monitoring Zero Touch Provisioning on page 310

• Understanding DHCP Services for Switches on page 36

• Reverting to the Default Factory Configuration by Using the request system zeroize

Command on page 164

Junos OS Package Names

You upgrade the Juniper Networks Junos OS on the QFX Series by copying a software

package to your switch or another system on your local network and then installing the

new software package on the switch.

A software package name is in the following format:

NOTE: A signed domestic package is used as an example only. Other types
of software packagesmight be available in future releases.

package-name-m.nZx.y-domestic-signed.tgz

where:

• package-name is the name of the package—for example, jinstall-qfx.

• m.n is the software release, withm representing the major release number and n

representing the minor release number—for example, 11.1.

• Z indicates the type of software release, where R indicates released software and B

indicates beta-level software.

• x.y represents themaintenance software release, with x representing themaintenance

software releasenumberandy representing themaintenancesoftwarespinnumber—for

example, 1.5.

A sample switch software package name is:

jinstall-qfx-11.1R1.5-domestic-signed.tgz

Related
Documentation

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121•

• Upgrading Software on a QFabric System

• Software Installation Overview on page 109
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Performing a Recovery Installation on a QFX Series Device

If Junos OS on your device is damaged in some way that prevents the software from

loading correctly, you may need to perform a recovery installation using an emergency

boot device (for example, a USB flash drive) to restore the default factory installation.

Once you have recovered the software, you need to restore the device configuration. You

can either create a new configuration as you did when the device was shipped from the

factory, or if you saved the previous configuration, you can simply restore that file to the

device.

If at all possible, you should try to perform the following steps before you perform the

recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See

“Creating an Emergency Boot Device for a QFX Series Device” on page 153 for

information on how to create an emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the device to a

remote system, such as a server, or to an emergency boot device. For extra safety,

you can also copy the backup configurations (the files named /config/juniper.conf.n,

where n is a number from 0 through 9) to a remote system or to an emergency boot

device.

WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.

To reinstall Junos OS:

1. Insert the emergency boot device into the QFX Series device.

2. Reboot the QFX Series device.

NOTE: Do not power off the device if it is already on.

[edit system]
user@device> request system reboot

If you do not have access to the CLI, power cycle the QFX Series device.

The emergency boot device (external USB installmedia) is detected. At this time, you

can load the JunosOS fromtheemergencybootdeviceonto the internal flash storage.

3. The software prompts you with the following options:

External USB install media detected.
You can load Junos from this media onto an internal drive.
Press 'y' to proceed, 'f' to format and install, or 'n' to abort.
Do you wish to continue ([y]/f/n)? f
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4. Type f to format the internal flash storage and install the Junos OS on the emergency
boot device onto the internal flash storage.

If you do no want to format the internal flash storage, type y.

The following messages are displayed:

Installing packages from external USB drive da1
Packages will be installed to da0, media size: 8G

Processing format options 
Fri September  4 01:18:44 UTC 2012

-- IMPORTANT INFORMATION --
Installer has detected settings to format system boot media.
This operation will erase all data from your system.

Formatting installation disk .. this will take a while, please wait
Disabling platform watchdog - threshold 12 mins

Determining installation slice 
Fri September  4 01:27:07 UTC 2012

5. The device copies the software from the emergency boot device, occasionally

displaying status messages. Copying the software can take up to 12 minutes.

When thedevice is finishedcopying thesoftware, youarepresentedwith the following

prompt:

*** Fri September  4 01:19:00 UTC 2012***
Installation successful..
Please select one of the following options:
Reboot to installed Junos after removing install media (default) ... 1
Reboot to installed Junos by disabling install media ............... 2
Exit to installer debug shell ...................................... 3
Install Junos to alternate slice ................................... 4
Your choice: 4
NOTE: System installer will now install Junos to alternate slice
Do not power off or remove the external installer media or
interrupt the installation mechanism.

6. Select4 to install JunosOS to the alternate slice of the partition, and then press Enter.

7. Remove the emergency boot devicewhenprompted and then press Enter. The device

then reboots from the internal flash storage onwhich the software was just installed.

When the reboot is complete, the device displays the login prompt.

8. Create a new configuration as you did when the device was shipped from the factory,

or restore the previously saved configuration file to the device.

Related
Documentation

Creating an Emergency Boot Device for a QFX Series Device on page 153•
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Performing a Recovery Installation on a QFX5100 Switch

If Junos OS on your switch is damaged in some way that prevents the software from

loading correctly, you may need to perform a recovery installation using an emergency

boot device (for example, a USB flash drive) to restore the default factory installation.

Once you have recovered the software, you need to restore the device configuration. You

can either create a new configuration as you did when the device was shipped from the

factory, or if you saved the previous configuration, you can simply restore that file to the

switch.

If at all possible, you should try to perform the following steps before you perform the

recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See

“Creating an Emergency Boot Device for a QFX Series Device” on page 153 for

information on how to create an emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the switch to a

remote system, such as a server, or to an emergency boot device. For extra safety,

you can also copy the backup configurations (the files named /config/juniper.conf.n,

where n is a number from 0 through 9) to a remote system or to an emergency boot

device.

WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.

To reinstall Junos OS:

1. Insert the emergency boot device into the QFX Series device.

2. Power cycle the QFX Series device.

The emergency boot device (external USB installmedia) is detected. At this time, you

can load the JunosOS fromtheemergencybootdeviceonto the internal flash storage.

3. The software prompts you with the following options:

Junos Snapshot Installer - (c) Juniper Networks 2013        
Reboot
Install Junos Snapshot 
[13.2-20131115_x_132_x51_vjunos.0Boot to host shell [debug]

4. Select Install Junos to format the internal flash storage and install the Junos OS on
the emergency boot device onto the internal flash storage.

5. The switch copies the software from the emergency boot device, occasionally

displaying status messages. Copying the software can take up to 12 minutes.

When thesoftware is finishedbeingcopied fromtheemergencydevice to theQFX5100

switch, the QFX5100 switch the reboots from the internal flash storage on which the
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software was just installed. When the reboot is complete, the switch displays the

Junos OS login prompt:

root@switch#

6. Create a new configuration as you did when the switch was shipped from the factory,

or restore the previously saved configuration file to the switch.

7. Remove the emergency boot device.

Related
Documentation

Creating an Emergency Boot Device for a QFX Series Device on page 153•

Performing an In-Service Software Upgrade (ISSU)

You can use an in-service software upgrade to upgrade the software running on the

switch with minimal traffic disruption during the upgrade.

NOTE: ISSU is supported in Junos OS Release 13.2X51-D15 and later.

This topic covers:

1. Preparing the Switch for Software Installation on page 106

2. Upgrading the Software Using ISSU on page 107

Preparing the Switch for Software Installation

Before you begin software installation using ISSU:

• Ensure thatnonstopactive routing (NSR), nonstopbridging (NSB), andgracefulRouting

Engine switchover (GRES) are enabled. NSB and GRES enable NSB-supported Layer

2 protocols to synchronize protocol information between themaster and backup

Routing Engines.

To verify that nonstop active routing is enabled:

NOTE: If nonstop active routing is enabled, then graceful Routing Engine
switchover is enabled.

user@switch> show task replication
        Stateful Replication: Enabled
        RE mode: Master

If nonstopactive routing isnotenabled (StatefulReplication isDisabled), seeConfiguring

Nonstop Active Routingfor information on how to enable it.

• Enable nonstop bridging (NSB). See Configuring Nonstop Bridging for information on

how to enable it.

• (Optional) Back up the system software—Junos OS, the active configuration, and log

files—on the switch to an external storage device with the request system snapshot

command.
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Upgrading the Software Using ISSU

This procedure describes how to upgrade the software running on a standalone switch:

To upgrade the switch using ISSU:

1. Download the software package by following the procedure in the Downloading

SoftwareFileswithaBrowser section in “UpgradingSoftwareonQFX3500,QFX3600,

and QFX5100 Switches” on page 121.

2. Copy the software package or packages to the switch. We recommend that you copy

the file to the /var/tmp directory.

3. Log in to the console connection. Using a console connection allows you to monitor

the progress of the upgrade.

4. Start the ISSU:

• On the switch, enter:

user@switch> request system software in-service-upgrade
/var/tmp/package-name.tgz

where package-name.tgz is, for example, jinstall-132_x51_vjunos.domestic.tgz.

NOTE: During the upgrade, you will not be able to access the Junos OS
CLI.

Theswitchdisplays statusmessages similar to the followingmessagesas theupgrade

executes:

jinstall-132_x51_vjunos.domestic.tgz reboot 
ISSU: Validating Image
Prepare for ISSU
spawn the backup VM
ISSU: Preparing Backup RE
Backup upgrade done
ISSU: Backup RE Prepare Done
waiting for backup RE switchover ready
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: FPC Warm Booting
ISSU: FPC Warm Booted
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
send ISSU done to chassisd on backup VM
Chassis ISSU Completed
ISSU: IDLE
mgd_package_issu: Initiate em0 device handoff
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NOTE: An ISSUmight stop instead of abort if the FPC is at thewarmboot
stage. Also, any links that go down and upwill not be detected during a
warm boot of the Packet Forwarding Engine (PFE).

NOTE: If the ISSU process stops, you can look at the log files to diagnose
the problem. The log files are located at /var/log/vjunos-log.tgz.

5. Log in after the reboot of the switch completes. To verify that the software has been

upgraded, enter the following command:

user@switch> show version

6. To ensure that the resilient dual-root partitions feature operates correctly, copy the

new Junos OS image into the alternate root partitions of all of the switch:

user@switch> request system snapshot slice alternate

Resilient dual-rootpartitionsallow the switch toboot transparently fromthealternate

root partition if the system fails to boot from the primary root partition.

Related
Documentation

Understanding In-Service Software Upgrade (ISSU) on page 40•

• request system software in-service-upgrade on page 406

Recovering from a Failed Software Installation

Problem If the Junos OS appears to have been installed but the CLI does not work, or if the switch

has no software installed, you can use this recovery installation procedure to install the

Junos OS.

Solution If a Junos OS image already exists on the switch, you can either install the new Junos OS

package ina separatepartition, inwhichcaseboth JunosOS images remainon the switch,

or you can remove the existing Junos OS image before you start the new installation

process.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted

with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

3. Enter the following command:

loader> install [– –format] [– –external] source
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where:

• format—Enables you toerase the installationmediabefore installing the installation

package. If you do not include this option, the system installs the new Junos OS in

a different partition from that of the most recently installed Junos OS.

• external—Installs the installation package onto external media (a USB stick, for

example).

• source—Represents the name and location of the Junos OS package, either on a

server on the network or as a file on an external media, as shown in the following

two examples:

• Network address of the server and the path on the server; for example,

tftp://192.17.1.28/junos/jinstall-qfx-11.1R1.5-domestic-signed.tgz

• Junos OS package on a USB device (commonly stored in the root drive as the

only file), for example, file:///jinstall-qfx-11.1R1.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Software Installation Overview

A QFX Series product is delivered with the Junos OS preinstalled. As new features and

software fixes become available, you can upgrade your software to use them.

When you power on the switch, it starts (boots) using the installed software.

You upgrade the Junos OS on a switch by copying a software package to a switch or

other system on your local network and then using the CLI to install the new software

on the switch. You then reboot the switch, which boots from the upgraded software.

After a successful upgrade, you should back up the new current configuration to a

secondary device.

During a successful upgrade, the installation package removes all files from the /var/tmp

directory of the switch and completely reinstalls the existing software. It retains

configuration files, and similar information, such as secure shell and host keys, from the

previous version. The previous software package is preserved in a separate disk partition,

and you canmanually revert to it if necessary. If the software installation fails for any

reason, such as loss of power during the installation process, the system returns to the

originally active installation when you reboot.

If you encounter any difficulties during software installation or an upgrade, you can use

the recovery installation procedure to install the Junos OS on the switch.

Related
Documentation

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121•

• Upgrading Software on a QFabric System

• Recovering from a Failed Software Installation on page 108

• Performing a Nonstop Software Upgrade on the QFabric System

• Performing aQFabric SystemRecovery Installation on theDirectorGrouponpage6471
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• Performing a Recovery Installation on a QFX Series Device on page 103

Upgrading Jloader Software on QFX Series Devices

Jloader software contains a boot loader (Uboot), which is used to bring up QFX Series

devices and load the JunosOS from the flashmemory of these devices. You can upgrade

Jloader software on QFX3500 switches, QFX3500 and QFX3600 Node devices, and

QFX3600-I and QFX3008-I Interconnect devices.

NOTE: Before you upgrade the Jloader software, see Table 43 on page 110,
Table 44 on page 110, and Table 45 on page 111 to make sure that you are
upgrading to the right version of Jloader software for the Junos OS software
release runningonyourQFX3500switches, orNodedevicesand Interconnect
devices in your QFabric system.

See Table 46 on page 111 to see which Uboot software versions are available and the

filenames of the Jloader software packages.

Table 43: Junos OS and Jloader Software Compatibility Matrix for the QFX3500 Switch and
QFX3500Node Device

Junos OS Software Version 1.1.81.1.51.1.41.1.2

Supported and
recommended

Not supportedSupportedSupported11.3R1 and later (QFX3500 switch)

Supported and
recommended

Not supportedSupportedSupported11.3X30.6 and later (QFX3500Node
device)

Supported and
recommended

Not supportedSupportedSupported12.1X49-D1 and later (QFX3500
switch)

Supported and
recommended

Not supportedSupportedSupported12.2X50-D1 and later (QFX3500
switch and QFX3500 Node device)

NOTE: An en dashmeans that the item is not applicable.

Table 44: JunosOSand Jloader SoftwareCompatibilityMatrix for theQFX3008-I Interconnect
Device

Junos OS Software Version 1.1.81.1.51.1.41.1.2

Supported and
recommended

Not supportedSupportedSupported11.3X30.9 and later (QFX3008-I
Interconnect device)
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Table 44: JunosOSand Jloader SoftwareCompatibilityMatrix for theQFX3008-I Interconnect
Device (continued)

Junos OS Software Version 1.1.81.1.51.1.41.1.2

Supported and
recommended

Not supportedSupportedSupported11.3X30.6 and later (QFX3008-I
Interconnect device)

Supported and
recommended

Not supportedSupportedSupported12.2X50-D10.3 and later (QFX3008-I
Interconnect device)

NOTE: An en dashmeans that the item is not applicable.

Table 45: JunosOSand Jloader Software CompatibilityMatrix for theQFX3600-I Interconnect
Device and QFX3600Node Device

Junos OS Software Version 1.1.81.1.51.1.41.1.2

Supported and recommendedSupported--12.2X50-D10.3 and later (QFX3600-I
InterconnectDeviceandQFX3600NodeDevice)

Supported and recommendedSupported--12.2X50-D20 and later (QFX3600 switch)

Table 46: Uboot Software Release and Jloader Software Compatibility Matrix

Jloader Software Package NameUboot Software Release Number

jloader-qfx-11.3X30.9-signed.tgz1.1.2

jloader-qfx-11.3I20120127_0733_dc-builder-signed.tgz1.1.4 (11.3R3 and 11.3R2 releases only. Not supported on
11.3R1)

jloader-qfx-12.1-20120125_pr.0-signed.tgz1.1.4 (12.1R1 release and later)

jloader-qfx-12.2X50.D10.3-signed.tgz1.1.5 (12.2X50-D10.3 and later)

jloader-qfx-13.3-20130831_pr_branch_qfd.0.tgz1.1.8 (13.1X50-D15.1 and later)

Jloader Software Version 1.1.4 Guidelines

Jloader Release 1.1.4 is compatible with Junos OS Release 11.3R3 and 11.3R2, and Junos

OS Release 12.1R1 and later. Jloader Release 1.1.4 is not compatible with Junos OS

Release 11.3R1. The Jloader software package names are different for versions 1.1.4 (Junos

OS 11.3R3 and 11.3R2) and 1.1.4 (Junos OS 12.2R1 release and later), but the binaries are

the same. Because the binaries are the same, you can upgrade or downgrade to any

Junos OS release.
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• If you have Junos OS Release 11.3 installed and want to upgrade the Jloader software

from version 1.1.2 to version 1.1.4, you need to upgrade using the

jloader-qfx-11.3I20120127_0733_dc-builder-signed.tgz software package.

• If you have JunosOSRelease 11.3R2 installed andwant to upgrade to JunosOSRelease

12.1, you do not need to upgrade the Jloader Release and can continue to use Jloader

Release 1.1.2.

• If you have Junos OS Release 12.1 installed and want to upgrade the Jloader software

from version 1.1.2 to version 1.1.4, you need to upgrade using the

jloader-qfx-12.1-20120125_pr.0-signed.tgz software package.

• If you upgrade to Junos OS Release 12.1, you can upgrade to Jloader Release 1.1.4 using

the jloader-qfx-12.1-20120125_pr.0-signed.tgz software package.

Upgrading Jloader Software on a QFX3500 Switch

The Jloader software for a QFX3500 switch resides in two flash memory banks. At any

time, one bank acts as the primary bank, and the QFX3500 switch boots from it. The

other bank is the backup bank—if the QFX3500 switch cannot boot from the primary

bank, it boots from the backup bank. When you upgrade the Jloader software, the

upgraded software is installed in the backup bank, which then becomes the newprimary

bank. Thus the primary and backup banks alternate each time you upgrade the Jloader

software, with the primary bank containing the most recently installed version of the

software, and the backup bank containing the previous version. To upgrade the Jloader

softwareonaQFX3500switch, youmustperformtheupgrade twice: once for eachbank.

Each upgrade requires that you to reboot the QFX3500 switch.

NOTE: If you are running JunosOSRelease 11.3R1 or JunosOSRelease 11.3R2,
youmust use the no-validate option when you issue the request system

software add command to upgrade the Jloader software. Otherwise, the

installation will fail and you receive a configuration error. The no-validate

option is not required for Junos OS Release 11.3R3 and later.

NOTE: After youupgrade the Jloader softwareon the first bank, the software
package is deleted after you reboot. Make sure that you have either
downloaded the Jloader softwarepackage to either a remote site or in a local
directory on the switch, such as the /var/tmp directory on the QFX3500

device.

1. In a browser, go to http://www.juniper.net/support/downloads/junos.html .

The Junos Platforms Download Software page appears.

2. In theQFXSeries section of the Junos PlatformsDownload Software download page,

select the QFX Series platform software you want to download.

3. Select the number of the software version that you want to download in the Release:

pull-down window to the right of the tabs on the Download Software page.
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4. Select the Software tab and then select the install package you want to download

in the Install Package section.

5. In the pop-up Alert box, click the link to the Product Support Notification (PSN)

document.

6. Enter your name and password and press Enter.

7. Read the End User License Agreement, click the I agree radio button, and then click

Proceed.

8. Open or save the jloader-qfx-version-signed.tgz file either to a local system or to a

remote location. If you are saving the installation package to a remote system, make

sure that you can access it using HTTP, TFTP, FTP, or scp.

9. Log in to the QFX3500 switch and enter the shell. We recommend using a console

connection.

10. Determine the version of the Jloader software package installed on the switch.

For example:

root@switch% ls
gres-tp krt_gencfg_filter.txt
jloader-qfx-11.3-20110510.0-signed.tgz

11. Determine the version of the Uboot software that is running in the bank:

For example:

root@switch% kenv | grep boot.version
boot.version="1.0.7"

12. Enter the CLI and install the Jloader software package.

• To install a Jloader software package that is located in the /var/tmp directory, issue

the request system software add /var/tmp/jloader-qfx-version.tgz no-validate
command:

For example:

user@switch> request system software add
/var/tmp/jloader-qfx-11.3-20110510.0-signed.tgz no-validate

You see the following messages during the installation:

Verified jloader-qfx-11.3-20110510.0.tgz signed by PackageProduction_11_3_0
Adding jloader-qfx...
Installation in progress, please wait...
Mounted jloader-qfx package on /dev/md8...
Verified manifest signed by PackageProduction_11_3_0
Verified jloader-qfx-11.3-20110510.0 signed by PackageProduction_11_3_0
Registering jloader-qfx as unsupported

Installation finished successfully.
Please reboot to activate the package
Saving package file in /var/sw/pkg/jloader-qfx-11.3-20110510.0-signed.tgz 
...
Saving state for rollback ...

juniper@qfx3500> 

• To install a Jloader software package located on a remote server using FTP, issue

the request system software add
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/ftp://hostname/pathname/jloader-qfx-version-signed.tgz no-validate
command.

For example:

user@switch> request system software add
/ftp://hostname/pathname/jloader-qfx-11.3-20110510.0-signed.tgz no-validate

• To install a Jloader software package located on a remote server using HTTP, issue

the request system software add /http://hostname/pathname/jloader-qfx-
version-signed.tgz no-validate command.

For example:

user@switch> request system software add
/http://hostname/pathname/jloader-qfx-11.3-20110510.0-signed.tgz no-validate

13. When prompted, reboot the Control Board by issuing the request system reboot
command.

For example:

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes

14. Enter the shell and verify that the version of the Uboot software in the primary bank

is the version you just installed.

For example:

root@switch% kenv | grep boot.version
boot.version="1.1.1"

15. To install the Jloader software package on the current backup bank, repeat Step 10

through Step 14.
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Upgrading Jloader Software on a QFabric System

This procedure explains how to upgrade the Jloader software on your Node devices and

Interconnect devices. The example shows how to upgrade the Jloader Release 1.1.1 to

1.1.2 on a Node device with the serial number BBAK1186.

NOTE: Before you upgrade the Jloader software, make sure you have the
serial numbersof theNodedevices, Interconnectdevices, andControlBoards
in the Interconnect devices you want to upgrade.

1. Issue theshowchassishardwarenode-device?command toviewtheserial numbers
of the Node devices.

For example:

user@qfabric> show chassis hardware node-device ?
  <node-device>        Node device identifier
  BBAK1186             Node device
  BBAK3149             Node device
  BBAK3177             Node device
  BBAK8063             Node device
  BBAK8799             Node device
  P2443-C              Node device
  P2515-C              Node device
  P3708-C              Node device
  P3885-C              Node device
  P3916-C              Node device
  node0                Node device
  node1                Node device
  node2                Node device
  node3                Node device
  node4                Node device
  node5                Node device
  node6                Node device
  node7                Node device
  node8                Node device

An example of a Node device serial number is BBAK1186.

2. Issue the showchassis hardware interconnect-device ? command to view the serial

numbers of the Interconnect devices.

For example:

user@qfabric> show chassis hardware interconnect-device ?
Possible completions:
  interconnect-device  Interconnect device identifier
  IC-F1052             Interconnect device
  IC-F3947             Interconnect device

The Interconnect device serial numbers are IC-F1052 and IC-F3947.

3. Issue the show chassis hardware interconnect-device name command to view the

serial numbers of the Control Boards in the Interconnect device.

For example:

user@qfabric> show chassis hardware interconnect-device IC-F3947
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Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis          REV 10                F3947             QFXC08-3008
Midplane         REV 10   750-035835   F3947-C           QFX Midplane
CB 0             REV 14   750-035855   ZJ9432            QFX Chassis Control 
Board
  Routing Engine 0        BUILTIN      BUILTIN           QFX Routing Engine
CB 1             REV 14   750-035855   ZJ9404            QFX Chassis Control 
Board

The Control Board serial numbers are ZJ9432 and ZJ9404.

4. Issue the show chassis firmware node-device name command to see which version
of Uboot software you have installed on your Node device.

For example:

user@qfabric> show chassis firmware node-device BBAK1186

Part                     Type       Version
node4                    U-Boot     1.1.6 (May 10 2011 - 04:52:59) 1.1.1     

                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1 

The Uboot software version is 1.1.1. The loader software version appears after the

timestamp for U-Boot 1.1.6.

5. Issue the show chassis firmware interconnect-device name command to see which
version of Uboot software you have installed on the Routing Engines located on the

Control Boards of the Interconnect device.

For example:

user@qfabric> show chassis firmware interconnect-device IC-F3947

Part                     Type       Version
Routing Engine 0         U-Boot     U-Boot 1.1.6 (Jan 27 2012 - 03:24:34) 1.1.4

                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1 

Routing Engine 1         U-Boot     U-Boot 1.1.6 (Jan 27 2012 - 03:24:34) 1.1.4

                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1 

The Uboot software version is 1.1.4. The loader software version appears after the

timestamp for U-Boot 1.1.6.

6. In a browser, go to http://www.juniper.net/support/downloads/junos.html .

The Junos Platforms Download Software page appears.

7. In theQFXSeries section of the Junos PlatformsDownload Software download page,

select the QFX Series platform software you want to download.

8. Select the number of the software version that you want to download in the Release:

pull-down window to the right of the tabs on the Download Software page.

9. Select the Software tab and then select the install package you want to download in

the Install Package section.
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10. In the pop-up Alert box, click the link to the Product Support Notification (PSN)

document.

11. Enter your username and password, and press Enter.

12. Read the End User License Agreement, click the I agree radio button, and then click

Proceed.

13. Open or save the jloader-qfx-version-signed.tgz file either to a local system or to a

remote location. If you are saving the installation package to a remote system, make

sure that you can access it using HTTP, TFTP, FTP, or scp.

14. Retrieve the software from the location in which you downloaded it. To do this, issue

the request system software download /path/package-name command.

For example:

user@qfabric> request system software download
ftp://server/files/jloader-qfx-11.3X30.9-signed.tgz

15. Log in to the Director device as root and enter the shell to verify that you have

downloaded the Jloader software package. We recommend using a console

connection. The software package is copied fromwhere you downloaded it and is

placed locally on the QFabric system in the /pbdata/packages directory.

For example:

[root@dg0] # pwd
/pbdata/packages

[root@dg0] # ls
jloader-qfx-11.3X30.9-signed.tgz

16. Before you copyover the Jloader softwarepackage to theNodedevice or Interconnect

device, determine the directory thatmatches the serial number of the Node device or

Interconnect device that you want to upgrade. View the remote logs and the Node

device and Interconnect device serial numbers by issuing the ls /pdbata/export/rlogs
command at the command line of the Director device before you copy the software

package over to the device.

NOTE: The /pbdata/export/rlogs/node-device-serial-ID and

/pbdata/export/rlogs/interconnect-device-serial-ID directories on the

Director device are NFSmounted as the /tftpboot/logfiles directories on

the Node device and Interconnect device. These directories are created
for all Node devices and Interconnect devices in a QFabric system. The
Jloader files are stored in the /tftpboot/logfiles directories for each Node

device and Interconnect device.

For example:

[root@dg0 tmp] # ls /pdbata/export/rlogs
02de4930-828b-11e1-a319-00e081c57938  c9898afe-828b-11e1-956c-00e081c57938
04103b2a-29d5-e011-bf8a-0e6bdf3aa1e6  eeba4aac-828b-11e1-85e2-00e081c57938
1e2739e0-828b-11e1-bf74-00e081c57938  F1052
8d8a978c-828b-11e1-a833-00e081c57938  F3947
ad55b89e-828b-11e1-b70e-00e081c57938  P2443-C
BBAK1186                              P2515-C
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BBAK3149                              P3708-C
BBAK3177                              P3885-C
BBAK8063                              P3916-C
BBAK8799

BBAK1186 is the serial number of the Node device that needs to be upgraded.

17. Copy the Jloader software package from the /var/tmp directory to the

/pbdata/export/rlogs/BBAK1186 directory.

For example:

[root@dg0 tmp] # cp jloader-qfx-11.3X30.9-signed.tgz /pbdata/export/rlogs/BBAK1186

18. Confirm that the Jloader software package you copied over is in the

/pbdata/export/rlogs/BBAK1186 directory.

For example:

[root@dg0 tmp] # ls /pbdata/export/rlogs/BBAK1186
jloader-qfx-11.3X30.9-signed.tgz

19. Issue the /root/dns.dump command to find out the internal IP addresses of theNode
device or Interconnect device.

[root@dg0 tmp] # /root/dns.dump
; <<>> DiG 9.3.6-P1-RedHat-9.3.6-4.P1.el5 <<>> -t axfr pkg.dcbg.juniper.net 
@169.254.0.1
;; global options:  printcmd
pkg.dcbg.juniper.net.   600     IN      SOA     ns.pkg.dcbg.juniper.net. 
mail.pkg.dcbg.juniper.net. 152 3600 600 7200 3600
pkg.dcbg.juniper.net.   600     IN      NS      ns.pkg.dcbg.juniper.net.
pkg.dcbg.juniper.net.   600     IN      A       169.254.0.1
pkg.dcbg.juniper.net.   600     IN      MX      1 mail.pkg.dcbg.juniper.net.
dcfnode---DCF-ROOT.pkg.dcbg.juniper.net. 45 IN A 169.254.192.17
dcfnode---DRE-0.pkg.dcbg.juniper.net. 45 IN A   169.254.3.3
dcfnode-8d8a978c-828b-11e1-a833-00e081c57938.pkg.dcbg.juniper.net. 45 IN A 
169.254.128.19
dcfnode-ad55b89e-828b-11e1-b70e-00e081c57938.pkg.dcbg.juniper.net. 45 IN A 
169.254.128.20
dcfnode-BBAK1186.pkg.dcbg.juniper.net. 45 IN A  169.254.128.14

The internal IP address for BBAK1186 is 169.254.128.14.

20.Upgrade the Jloader software on the Node device or Interconnect device.

Before you can upgrade the Jloader software, you need to use SSH to log in to the

Node device or Interconnect device and verify that the software is in the

/tftpboot/logfiles directory.

a. Use SSH to log in to the Node device or Interconnect device.

For example:

[root@dg0 tmp] # ssh 160.254.128.14
root@169.254.128.14's password: 
--- JUNOS 11.3X30.10 built 2012-03-11 22:55:43 UTC
At least one package installed on this device has limited support.
Run 'file show /etc/notices/unsupported.txt' for details.
root@sng3% 

b. Verify that the Jloader software package is in the tftpboot/logfiles directory of the

Node device or Interconnect device.
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For example:

root@sng3% ls /tftpboot/logfiles
.index                                  jloader-qfx-11.3X30.9-signed.tgz

c. Copy the Jloader software package from the /tftpboot/logfiles directory to the

/var/tmp directory of the Node device or Interconnect device.

For example:

root@sng3% cp /tftpboot/logfiles/jloader-qfx-11.3X30.9-signed.tgz /var/tmp

d. Verify that the Jloader software package is in the /var/tmp directory of the Node

device or Interconnect device.

For example:

root@sng3% ls /var/tmp
.snap                                   jloader-qfx-11.3X30.9-signed.tgz  
      tmp
gres-tp                                 krt_gencfg_filter.txt             
      vc-autoupgrade
if-rtsdb                                rtsdb

e. Enter CLI mode and issue the request system software add
/var/tmp/jloader-qfx-version-signed.tgz command.

For example:

root@sng3% cli
root@sng3> request system software add /var/tmp/jloader-qfx-11.3X30.9-signed.tgz
Validating on fpc0
Checking compatibility with configuration
Initializing...
Using jbase-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jbase-11.3X30.10 signed by PackageProduction_11_3_0
Using /var/tmp/jloader-qfx-11.3X30.9-signed.tgz
Verified jloader-qfx-11.3X30.9.tgz signed by PackageProduction_11_3_0
Using jloader-qfx-11.3X30.9.tgz
Checking jloader-qfx requirements on /
Verified manifest signed by PackageProduction_11_3_0
Verified jloader-qfx-11.3X30.9 signed by PackageProduction_11_3_0
Using jkernel-qfx-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jkernel-qfx-11.3X30.10 signed by PackageProduction_11_3_0
Using jroute-qfx-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jroute-qfx-11.3X30.10 signed by PackageProduction_11_3_0
Using jcrypto-qfx-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jcrypto-qfx-11.3X30.10 signed by PackageProduction_11_3_0
Using jweb-qfx-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jweb-qfx-11.3X30.10 signed by PackageProduction_11_3_0
Using jswitch-qfx-11.3X30.10
Verified manifest signed by PackageProduction_11_3_0
Verified jswitch-qfx-11.3X30.10 signed by PackageProduction_11_3_0
Hardware Database regeneration succeeded
Validating against /config/juniper.conf.gz
mgd: commit complete
Validation succeeded
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Done with validate on all chassis

fpc0:
Verified jloader-qfx-11.3X30.9.tgz signed by PackageProduction_11_3_0
Adding jloader-qfx...
Installation in progress, please wait...
Mounted jloader-qfx package on /dev/md10...
Verified manifest signed by PackageProduction_11_3_0
Verified jloader-qfx-11.3X30.9 signed by PackageProduction_11_3_0
#######################################
################################################################################################################################################################################################
Installation finished successfully.
Please reboot to activate the package
Saving package file in /var/sw/pkg/jloader-qfx-11.3X30.9-signed.tgz ...
Saving state for rollback ...

Upgrade has completed successfully.  
Reboot is now required.  

f. Reboot both the Node device and Interconnect device twice, because they each

contain two partitions.

For example:

root@sng3> request system reboot
Reboot the system ? [yes,no] (no) yes
Shutdown NOW!
[pid 37663]

root@sng3>                                                                

*** FINAL System shutdown message from root@sng3 ***                      

System going down IMMEDIATELY 

g. Verify that theUboot software on theNodedevice or Interconnect device has been

upgraded to the new Uboot software by logging in to the QFabric CLI and issuing

either the show chassis firmware node-device name command or the show
chassis firmware interconnect-device name command.

For example:

user@qfabric> show chassis firmware node-device BBAK1186
Part                     Type       Version
node4                    U-Boot     1.1.6 (Nov 19 2011 - 11:42:07) 1.1.2  

                         loader     FreeBSD/MIPS U-Boot bootstrap loader 
0.1   

The Uboot software version is now 1.1.2. The loader software version appears after

the timestamp for U-Boot 1.1.6.
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Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches

To upgrade Junos OS, you need to install the appropriate upgrade package on the QFX

Series. Upgrading involves these tasks:

1. Downloading Software Files with a Browser on page 121

2. Accessing Software Downloaded to a Remote Location on page 122

3. Connecting to the Console Port on page 122

4. Backing Up the Current Configuration Files on page 122

5. Installing a Standard Software Package on page 122

6. Upgrading to an ELS-Based Software Package on page 123

Downloading Software Files with a Browser

To download the software package from the Juniper Networks Support website, go to

http://www.juniper.net/support/ .

NOTE: To access the download site, youmust have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

1. Using aWeb browser, navigate to the http://www.juniper.net/support .

2. Click Download Software.

3. In the Switching box, click Junos OS Platforms.

4. In theQFX Series section, click the name of the platform for which you want to

download software.

5. Click the Software tab and select the release number from the Release drop-down
list.

6. In the Install Package section of the Software tab, select the Install Package for the
release.

A login screen appears.

7. Enter your name and password and press Enter.

8. Read the End User License Agreement, click the I agree radio button, and then click

Proceed.

9. Save the jinstall-qfx-<version>-domestic-signed.tgz file on your computer.

10. Open or save the installation package either to the local system in the var/tmp
directory or to a remote location. If you are saving the installation package to a remote

system, make sure that you can access it using HTTP, TFTP, FTP, or scp.
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Accessing Software Downloaded to a Remote Location

Toaccess the installationpackage if youdownloaded it toa remote location (for example,

any system other than the switch):

1. From the command line, make sure you are in the /var/tmp directory of the switch.

2. Start the shell interface:

user@switch> start shell

3. Initiate an FTP, TFTP, or scp session.

In this example, FTP is used.

>ftp

4. Use FTP to access the remote location where the installation package resides.

ftp ftp://<hostname>/<pathname>/<package-name-m.mZx-distribution>.tgz.

where <package-name-m.mZx-distribution>.tgz is

jinstall-qfx-11.1R1.5-domestic-signed.tgz

5. When prompted, enter your username and password.

6. Use the get command to transfer the installation package from the remote location

to your /var/tmp directory on your switch.

get <package-name-m.mZx-distribution>.tgz

7. Close the FTP session:

bye

Connecting to the Console Port

We recommend that you connect to the console port while installing the installation

package so you can respond to any required user input and detect any errors that may

occur.

Backing Up the Current Configuration Files

Before you install the new installation package, we strongly recommend that you back

up your current configuration files because the upgradeprocess removes all of the stored

files on the switch.

To back up your current configuration files, enter the save command:

user@switch> save filename

Executing this command saves a copy of your configuration files to a remote location

such as an external USB device.

Installing a Standard Software Package

NOTE: Beforeyou install thesoftware,backupanycritical files in/var/home.
Formore information regardinghowtobackupcritical files, contactCustomer
Support at http://www.juniper.net/support.
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NOTE: If you are upgrading from a standard software package to an
ELS-based package, see theUpgrading to an ELS-Based Software Package
section.

Install the software in one of two ways:

If the installation package resides locally on the switch, execute the request system
software add validate <pathname><source> reboot command.

For example:

user@switch> request system software add validate
/var/tmp/jinstall-qfx-11.1R1.5-domestic-signed.tgz reboot

If the Install Package resides remotely, execute the requestsystemsoftwareaddvalidate
<pathname><source> reboot command.

For example:

user@switch# request system software add validate
ftp://ftpserver/directory/jinstall-qfx-11.1R1.5-domestic-signed.tgz reboot

After the reboot has finished, verify that the new version of software has been properly

installed by executing the show version command.

user@switch> show version

Upgrading to an ELS-Based Software Package

Toupgrade your switch fromaversionof JunosOS that doesnot support EnhancedLayer

2 Software (ELS) to a version of JunosOS that supports ELS,we recommendperforming

the following procedure.

NOTE: Because this procedure can cause service outages, we recommend
that you avoid performing this procedure on switches carrying traffic in a
production network.

1. Log in to your device using the console port.

NOTE: Only perform this procedure from the console port. You can lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Set your device to standalonemode by issuing the request chassis device-mode

standalone command. Do not reboot your system at this time.

NOTE: This step is only required for newdevices shipped from the factory
or QFabric systemNode devices that you plan to redeploy in a QFX Series
Virtual Chassis.
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3. Choose whether you wish to reuse your previous configuration or not.

• To reuse your previous configuration as part of the software upgrade, youmust

convert the configuration from the original style JunosOSCLI to the ELS CLI format

using the following steps:

NOTE: We recommend this procedure for customers currently using a
QFX3500 or QFX3600 switch as a standalone device.

a. Copy your entire existing configuration into a text file. Save the file to a remote

location or USB drive.

b. Retain theportionof your existing configuration related tomanagementnetwork

connectivity (such as [edit system] andmanagement interfaces). Delete all

other configuration elements (such as the [edit protocols] and [edit vlans]

hierarchy levels, non-management interfaces, and so on). Issue a commit

operation to remove the deleted configuration.

c. Perform the software upgrade with the validate option and reboot your device

to complete the upgrade by issuing the request system software add validate

reboot command. Maintain your console port connection during the reboot.

d. Using aweb browser, navigate to the ELSTranslator Tool. Follow the instructions

on the page to convert your saved configuration file to the new ELS CLI format.

e. Return to your console port connection. When the switch has rebooted to

complete the software upgrade, copy the configuration from the ELS Translator

Tool and load it in to your switch.

f. Issue a commit operation to activate the translated configuration.

• To delete your current configuration and upgrade the software, follow these steps:

NOTE: Werecommendthisprocedure forcustomerswithnewQFX3500
or QFX3600 devices shipped from the factory or QFabric systemNode
devices that will be redeployed in a QFX Series Virtual Chassis.

a. Perform a software upgrade with the no-validate option by issuing the request

system software add no-validate command.

b. Delete the configuration and set the device to factory defaults by issuing the

request system zeroize command. The device automatically reboots and reverts

to a factory default configuration.

c. Configure your device using the ELS CLI format.

Related
Documentation

Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 32

•

• Software Installation Overview on page 109

• Recovering from a Failed Software Installation on page 108
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• Upgrading Jloader Software on QFX Series Devices on page 110

• request system software add on page 392

• Installation and Upgrade Guide

Upgrading Software on QFX3500 andQFX3600 Virtual Chassis Using Nonstop Software
Upgrade

You can use nonstop software upgrade (NSSU) to upgrade the software running on all

member switches with minimal traffic disruption during the upgrade.

NSSU is supported on the following Virtual Chassis platforms:

• QFX3500 Virtual Chassis

• QFX3600 Virtual Chassis

This topic covers:

• Preparing the Switch for Software Installation on page 125

• Upgrading the Software Using NSSU on page 126

Preparing the Switch for Software Installation

Before you begin software installation using NSSU:

• Ensure that the Virtual Chassis is configured correctly to support NSSU. Verify that:

• The Virtual Chassis members are connected in a ring topology. A ring topology

prevents the Virtual Chassis from splitting during an NSSU.

• TheVirtualChassismaster andbackupareadjacent toeachother in the ring topology.

Adjacency permits the master and backup to always be in sync, even when the

switches in linecard roles are rebooting.

• The Virtual Chassis is preprovisioned so that the linecard role has been explicitly

assigned tomember switches acting in the linecard role. During anNSSU, the Virtual

Chassismembersmustmaintain their roles—themaster and backupmustmaintain

their master and backup roles (althoughmastership will change), and the other

member switches must maintain their linecard roles.

• A two-member Virtual Chassis has no-split-detection configured so that the Virtual

Chassis does not split when an NSSU upgrades amember.

• Verify that the members are running the same version of the software:

user@switch> show version

If the Virtual Chassis members are not running the same version of the software, use

the requestsystemsoftwareaddcommand toupgrade thesoftwareon the inconsistent

members.
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• Ensure that graceful Routing Engine switchover (GRES) is enabled.

• (Optional) Back up the system software—Junos OS, the active configuration, and log

files—on eachmember to an external storage devicewith the request systemsnapshot

command.

Upgrading the Software Using NSSU

This procedure describes how to upgrade the software running on all Virtual Chassis

members using NSSU.When the upgrade completes, all members are running the new

version of the software. Because a graceful Routing Engine switchover occurs during the

upgrade, the original Virtual Chassis backup is the newmaster.

To upgrade all members using NSSU:

1. Download the software package by following the procedure in the Downloading

SoftwareFileswithaBrowser section in “UpgradingSoftwareonQFX3500,QFX3600,

and QFX5100 Switches” on page 121.

2. Copy the software package or packages to the Virtual Chassis. We recommend that

you copy the file to the /var/tmp directory on themaster.

3. Log in to the Virtual Chassis using the console connection or the virtual management

Ethernet (VME) interface. Using a console connection allows you to monitor the

progress of the master switch reboot.

4. Start the NSSU:

• On a QFX3500 or QFX3600 Virtual Chassis, enter:

user@switch> request system software nonstop-upgrade
/var/tmp/package-name.tgz

where package-name.tgz is, for example,

jinstall-qfx-3-13.2X50-D15.3-domestic-signed.tgz.

The switchdisplays statusmessages similar to the followingmessagesas theupgrade

executes:

Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing Backup RE
Installing image on other FPC's along with the backup

Checking pending install on fpc1
Pushing bundle to fpc1
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc1

Checking pending install on fpc2
Pushing bundle to fpc2
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc2

Rebooting fpc1
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ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online
  FPC 1          Online
  FPC 2          Online (ISSU)
Going to install image on master
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
relinquish mastership
ISSU: IDLE

*** FINAL System shutdown message from user@switch ***

System going down IMMEDIATELY

Shutdown NOW!
[pid 9336]

5. Log in after the reboot of the original master switch completes. To verify that the

software on all Routing Engines in the Virtual Chassis members has been upgraded,

enter the following command:

user@switch> show version

6. To ensure that the resilient dual-root partitions feature operates correctly, copy the

new Junos OS image into the alternate root partitions of all members:

user@switch> request system snapshot slice alternate all-members

Resilient dual-rootpartitionsallow the switch toboot transparently fromthealternate

root partition if the system fails to boot from the primary root partition.

Related
Documentation

Understanding Nonstop Software Upgrade on QFX Series Switches on page 41•

• Understanding Resilient Dual-Root Partitions on Switches

Upgrading Software Using Automatic Software Download

The automatic software download feature uses the DHCPmessage exchange process

to download and install software packages. You configure the automatic software

download feature on switches acting as DHCP clients. Youmust enable automatic

software download on the switch before the software upgrade can occur.

You configure a path to a software package file on the DHCP server. The server

communicates the path to the software package file through DHCP server messages.
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If you enable automatic software download, the DHCP client switch compares the

softwarepackagename in theDHCPservermessage to thenameof thesoftwarepackage

that booted the switch. If the software packages are different, the DHCP client switch

downloads and installs the software package specified in the DHCP server message.

Before you upgrade software using automatic software download, ensure that you have

configured DHCP services for the switch, including configuring a path to a boot server

andaboot file. See “ConfiguringaDHCPServeronSwitches (CLIProcedure)”onpage 133

for information about using the CLI to configure DHCP services and settings. See

Configuring DHCP Services (J-Web Procedure) for information about using the J-Web

interface to configure DHCP services and settings.

To enable automatic software download on an EXSeries switch acting as a DHCP client:

[edit chassis]
user@switch# set auto-image-upgrade

After automatic software download is enabled on your DHCP client switch and after

DHCP services are enabled on your network, an automatic software download can occur

at any time as part of the DHCPmessage exchange process.

If an automatic software download occurs, you see the followingmessage on the switch:

Auto-image upgrade started
On successful installation systemwill reboot automatically

The switch reboots automatically to complete the upgrade.

Related
Documentation

• Verifying That Automatic Software Download Is Working Correctly on page 315

• Understanding Software Installation on EX Series Switches

• Understanding DHCP Services for Switches on page 36
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CHAPTER 5

Configuration

• Initial Configuration on page 129

• Configuration Examples on page 172

• Configuration Statements on page 178

Initial Configuration

• Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 130

• Configuring a DHCP Client (CLI Procedure) on page 132

• Configuring a DHCP Server on Switches (CLI Procedure) on page 133

• Configuring a DNSNameServer for Resolving a Hostname into Addresses on page 135

• Configuring the Domain Name for the Router or Switch on page 136

• Configuring the Domains to SearchWhen a Router or Switch Is Included in Multiple

Domains on page 136

• Configuring the Hostname of the Router or Switch on page 137

• Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different

Interface Types on page 138

• Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or

Switch on page 138

• Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in

Ping Responses on page 139

• Configuring the Junos OS to Display a System Login Announcement on page 139

• Configuring the Junos OS to Display a System Login Message on page 140

• Configuring the Junos OS to Extend the Default Port Address Range on page 141

• Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine

Messages on page 141

• Configuring the Junos OS to Select a Fixed Source Address for Locally Generated

TCP/IP Packets on page 141

• Configuring NTP Authentication Keys on page 142

• Configuring the NTP Time Server and Time Services on page 143

• Specifying the Physical Location of the Switch on page 145
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• Configuring the Root Password on page 146

• Configuring the Router or Switch to Listen for Broadcast Messages Using

NTP on page 148

• Configuring theRouterorSwitch toListen forMulticastMessagesUsingNTPonpage 148

• Configuring System Alarms to Appear Automatically Upon Login on page 149

• Configuring Time-Based User Access on page 149

• Configuring the Timeout Value for Idle Login Sessions on page 150

• Configuring a QFX3500 Device as a Standalone Switch on page 151

• Creating an Emergency Boot Device for a QFX Series Device on page 153

• Creating a Snapshot and Using It to Boot a QFX Series Switch on page 154

• Creating a Snapshot and Using It to Boot a QFX5100 Switch on page 156

• Including the Year or Millisecond in Timestamps on page 157

• Mapping the Hostname of the Switch to IP Addresses on page 158

• Methods for Configuring Junos OS on page 159

• Modifying the Default Time Zone for a Router or Switch Running JunosOS on page 162

• Rebooting and Halting a QFX Series Product on page 162

• Reverting to the Default Factory Configuration on page 163

• Reverting to the Default Factory Configuration by Using the request system zeroize

Command on page 164

• Reverting to the Rescue Configuration on page 165

• Saving Core Files Generated by Junos OS Processes on page 165

• Setting a Custom Time Zone on Routers or Switches Running Junos OS on page 165

• Setting the Date and Time on page 167

• Specifying Access Privileges for Junos OS Operational Mode Commands on page 168

• Synchronizing and Coordinating Time Distribution Using NTP on page 170

• Viewing Core Files from Junos OS Processes on page 171

Configuring Autoinstallation of Configuration Files (CLI Procedure)

Autoinstallation is the automatic configuration of a device over the network from a

pre-existingconfiguration file that youcreateandstoreonaconfiguration server—typically

aTrivial FileTransferProtocol (TFTP)server. Youcanuseautoinstallation toautomatically

deploy multiple devices from a central location in the network.

To specify autoinstallation to run when you power on a switch already installed in your

network, you can enable it by specifying one or more interfaces, protocols, and

configuration servers to be used for autoinstallation.

Before you explicitly enable and configure autoinstallation on the switch, perform these

tasks as needed for your network’s configuration:

Copyright © 2014, Juniper Networks, Inc.130

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• Have a service available—typically Dynamic Host Configuration Protocol (DHCP)—to

assign an IP address to the switch

• Configure a DHCP server on your network tomeet your network requirements. You can

configure a switch to operate as aDHCP server. Formore information, see “Configuring

a DHCP Server on Switches (CLI Procedure)” on page 133.

• Create one of the following configuration files, and store it on a TFTP server (or HTTP

server or FTP server) in the network:

• A host-specific file with the name hostname.conf for each switch undergoing

autoinstallation. Replace hostname with the name of a switch. The hostname.conf

file typically contains all the configuration information necessary for the switchwith

this hostname.

• A default configuration file named switch.confwith the minimum configuration

necessary to enable you to telnet into the new switch for further configuration.

• Physically attach the switch to the network using a Gigabit Ethernet port.

• If you configure the DHCP server to provide only the TFTP server hostname, add an IP

address-to-hostnamemapping entry for the TFTP server to the DNS database file on

the Domain Name System (DNS) server in the network.

• If the switch is not on the same network segment as the DHCP server (or other device

providing IP address resolution), configure an existing device as an intermediate device

to receive TFTP and DNS requests and forward them to the TFTP server and the DNS

server. Youmust configure the LAN or serial interface on the intermediate device with

the IP addresses of the hosts providing TFTP and DNS services. Connect this interface

to the switch.

• If you are using hostname.conf files for autoinstallation, youmust also complete the

following tasks:

• Configure theDHCPserver to provide a hostname.conf filename to each switch. Each

switch uses its hostname.conf filename to request a configuration file from the TFTP

server. Copy the necessary hostname.conf configuration files to the TFTP server.

• Create a default configuration file named network.conf, and copy it to the TFTP

server. This file contains IP-address-to-hostnamemapping entries. If the DHCP

server does not send a hostname.conf filename to a new switch, the switch uses

network.conf to resolve its hostname based on its IP address.

Alternatively, youcanadd the IP-address-to-hostnamemappingentry for the switch

to a DNS database file.

The switch uses the hostname to request a hostname.conf file from the TFTP server.

To configure autoinstallation:

1. Specify the URL address of one or more servers fromwhich to obtain configuration

files.

[edit system]
user@switch# set autoinstallation configuration-servers tftp://tftpconfig.sp.com
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NOTE: You can also use an FTP address, for example,
ftp://user:password@sftpconfig.sp.com.

2. Configure one ormore Ethernet interfaces to perform autoinstallation and one or two

procurement protocols for each interface. The switch uses the protocols to send a

request for an IP address for the interface:

[edit system]
user@switch# set autoinstallation interfaces ge-0/0/0 bootp

Related
Documentation

Verifying Autoinstallation Status on page 314•

• Understanding Autoinstallation of Configuration Files on page 33

• Understanding DHCP Services for Switches on page 36

Configuring a DHCP Client (CLI Procedure)

ADynamicHostConfigurationProtocol (DHCP)servercanprovidemanyvaluableTCP/IP

network services. DHCP can dynamically allocate IP parameters, such as an IP address,

to clients, and it can also deliver software upgrades to clients.

DHCP configuration consists of two components, configuration of DHCP clients and

configuration of a DHCP server. Client configuration determines how clients send a

message requesting an IP address, whereas a DHCP server configuration enables the

server to send an IP address configuration back to the client. This topic describes

configuring a DHCP client. For directions for configuring a DHCP server, see “Configuring

a DHCP Server on Switches (CLI Procedure)” on page 133.

You can change DHCP client configurations from the switch, using client identifiers to

indicate which clients you want to configure.

To configure a DHCP client, you configure an interface to belong to the DHCP family and

specify additional attributes, as desired:

[edit]
user@switch# set interfaces interface-name unit number family inet dhcp
configuration-statement

Theoptions that you canconfigure are listed inTable47onpage 132. Replace the variable

configuration-statementwith one or more of the statements listed in this table. If you do

not explicitly configure these options, the switch uses default values for them.

Table 47: DHCP Client Settings

DescriptionConfiguration Statement

Unique client ID—By default this consists of the hardware type (01 for Ethernet)
and the MAC address (a.b.c.d). For this example, the value would be 01abcd.

client-identifier

Ttime in seconds that a client holds the lease for an IP address assigned by a DHCP
server. If a client does not request a specific lease time, then the server sends the
default lease time. The default lease time on a Junos OS DHCP server is 1 day.

lease-time
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Table 47: DHCP Client Settings (continued)

DescriptionConfiguration Statement

Number of times the client attempts to retransmit a DHCP packet.retransmission-attempt

Time between transmission attempts.retransmission-interval

IP address of the server that the client queries for an IP address.server-address

TCP/IP settings learned from an external DHCP server to the DHCP server running
on the switch are propagated.

update-server

Vendor class ID (CPU's manufacturer ID string) for the DHCP client.vendor-option

Related
Documentation

Configuring a DHCP Server on Switches (CLI Procedure) on page 133•

• Understanding DHCP Services for Switches on page 36

Configuring a DHCP Server on Switches (CLI Procedure)

A Dynamic Host Configuration Protocol (DHCP) server can provide two valuable TCP/IP

network services. DHCP can dynamically allocate IP parameters, such as an IP address,

to clients and it can also deliver software upgrades to clients.

DHCP configuration consists of two components, optional reconfiguration of default

settings on DHCP clients and configuration of a DHCP server. This topic covers

configuration of the DHCP server. For directions for reconfiguring a DHCP client, see

“Configuring a DHCP Client (CLI Procedure)” on page 132.

Youcanconfigureeitherof twoversionsofaDHCPserveronaswitch—either theextended

server version or the legacy server version. We recommend that you use the extended

server configuration unless you need to keep your DHCP server configuration

backward-compatible with the legacy server version.

This topic includes the following tasks:

1. Configuring an Extended DHCP Server on a Switch on page 133

2. Configuring a Legacy DHCP Server on a Switch (CLI Procedure) on page 134

Configuring an Extended DHCP Server on a Switch

To configure an extended DHCP server, you must configure a DHCP pool, indicate IP

addresses for the pool, and create a server group. Additional configurations are optional.

Do not assign addresses that are already in use in the network to address pools. The

extended DHCP server does not check whether addresses are already in use before

assigning them to clients.

1. Create an address pool for DHCP IP addresses:

[edit]
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user@switch# set access address-pool address-pool

2. Configure addresses for DHCP dynamic assignment:

[edit access address-assignment]
user@switch# set pool address-pool-name

3. Create a server group on the switch, providing a group name and an interface for

DHCP:

[edit system services dhcp-local-server]
user@switch# set group group-name interface interface-name

4. Optionally, process the information protocol data units (PDUs):

[edit system services dhcp-local-server]
user@switch# set overrides process-inform

5. Optionally, redefine the order of attribute matching for pool selection:

[edit system services dhcp-local-server]
user@switch# set pool-match-order ip-address-first

6. Optionally, enable dynamic reconfiguration triggered by the DHCP extended server

of all DHCP clients or only the DHCP clients serviced by the specified group of

interfaces:

[edit system services dhcp-local-server]
user@switch# set reconfigure

[edit system services dhcp-local-server group group-name]
user@switch# set reconfigure

Configuring a Legacy DHCP Server on a Switch (CLI Procedure)

Toconfigure a legacyDHCPserver, youmust configure apool of IPaddresses for dynamic

assignment. You only need to supply a series of network addresses. Additional

configurations are optional.

1. Configure a pool of IP addresses for dynamic assignment:

[edit system services dhcp]
user@switch# set pool (Legacy DHCP) network-range

NOTE: Step 2 through step 15 assign global values at the [edit system
services dhcp] hierarchy level. You can also assign the same values to a
specific pool using those same commands at the [edit system services
dhcp pool network-range] hierarchy level.

2. Optionally, change the domain search list used to resolve hostnames:

[edit system services dhcp]
user@switch# set domain-search [ domain-list ]

3. Optionally, change the domain name server (DNS) name that the DHCP server

advertises to clients:

[edit system services dhcp]
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user@switch# set name-server address

4. Optionally, change the DHCP options:

[edit system services dhcp]
user@switch# set option id-number

5. Optionally, change the devices advertised to clients:

[edit system services dhcp]
user@switch# set router address

6. Optionally, change the SIP server:

[edit system services dhcp]
user@switch# set sip-server addresses-or-names

For more information, see Configuring a DHCP SIP Server (CLI Procedure).

7. Optionally, change the DHCP client’s hardware address:

[edit system services dhcp]
user@switch# set static-bindingmac-address

8. Optionally, change the NetBIOs name server:

[edit system services dhcp]
user@switch# set wins-server address

Related
Documentation

Configuring a DHCP Client (CLI Procedure) on page 132•

• Configuring a DHCP SIP Server (CLI Procedure)

• Understanding DHCP Services for Switches on page 36

Configuring a DNSName Server for Resolving a Hostname into Addresses

To have the router or switch resolve hostnames into addresses, youmust configure one

or more Domain Name System (DNS) name servers by including the name-server

statement at the [edit system] hierarchy level:

[edit system]
name-server {
address;

}

The following example shows how to configure two DNS name servers:

[edit]
user@switch# set system name-server 192.168.1.253
[edit]
user@switch# set system name-server 192.168.1.254
[edit]
user@switch# show
system {
name server {
192.168.1.253;
192.168.1.254;

}
}
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Related
Documentation

name-server on page 263•

Configuring the Domain Name for the Router or Switch

For each router or switch, you should configure the name of the domain in which the

routeror switch is located.This is thedefaultdomainnamethat isappended tohostnames

that are not fully qualified.

To configure the domain name, include the domain-name statement at the [edit system]

hierarchy level:

[edit system]
domain-name domain-name;

The following example shows how to configure the domain name:

[edit]
user@host# set system domain-name company.net
[edit]
user@host# show
system {
domain-name company.net;

}

Related
Documentation

domain-name•

• domain-name on page 246

• Example: Configuring the Domain Name for the Router or Switch on page 174

Configuring the Domains to SearchWhen a Router or Switch Is Included in Multiple Domains

If your router or switch is included in several different domains, you can configure those

domain names to be searched.

Toconfiguremore thanonedomain tobesearched, include thedomain-search statement

at the [edit system] hierarchy level:

[edit system]
domain-search [ domain-list ];

Thedomain list can contain up to six domain names,with a total of up to 256 characters.

The following example shows how to configure two domains to be searched:

[edit system]
domain-search [ domainone.net domainonealternate.com ]

Related
Documentation

Example: Configuring the Domain Name for the Router or Switch on page 174•

• Reaching a Domain Name System Server

Configuring a DNSNameServer for Resolving a Hostname into Addresses on page 135
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Configuring the Hostname of the Router or Switch

The hostname of the device provides its identification formany purposes. JunosOS uses

the configured hostnameas part of the commandprompt, to prepend log files and other

accounting information, as well as in other places where knowing the device identity is

useful. We recommend that the hostname be descriptive andmemorable.

Optionally, instead of configuring the hostname at the [edit system] hierarchy level, you

can use a configuration group, as shown in this procedure. This is a recommended best

practice for configuring the hostname, especially if the device has dual Routing Engines.

This procedure uses groups called re0 and re1 as an example.

To set the hostname:

1. Include the host-name statement in the configuration.

The name value must be less than 256 characters.

[edit groups group-name system]
host-name hostname;

For example:

[edit groups re0 system]
root@# set host-name san-jose-router

[edit groups re1 system]
root@# set host-name san-jose-router1

2. If you used one or more configuration groups, apply the configuration groups,

substituting the appropriate group names.

For example:

[edit]
user@host# set apply-groups [re0 re1]

3. Commit the changes.

[edit]
root@# commit

The hostname subsequently appears in the device CLI prompt.

san-jose-router@#

Related
Documentation

Understanding Hostnames•

• Example: Configuring the Name of the Router, IP Address, and System ID

• Example: Configuring the Name of the Switch, IP Address, and System ID on page 174

• Mapping the Hostname of the Switch to IP Addresses on page 158
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Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different Interface
Types

For the different types of PICs, you can configure which conditions trigger alarms and

whether they trigger a red or yellow alarm. Red alarm conditions light the RED ALARM

LED and trigger an audible alarm if one is connected. Yellow alarm conditions light the

YELLOWALARM LED and trigger an audible alarm if one is connected.

NOTE: By default, any failure condition on the integrated-services interface
(Adaptive Services PIC) triggers a red alarm.

To configure conditions that trigger alarms and that can occur on any interface of the

specified type, include the alarm statement at the [edit chassis] hierarchy level.

[edit chassis]
alarm {
interface-type {
alarm-name (red | yellow | ignore);

}
}

alarm-name is the name of an alarm.

Related
Documentation

System-Wide Alarms and Alarms for Each Interface Type•

• Chassis Conditions That Trigger Alarms

• Silencing External Devices Connected to Alarm Relay Contacts

Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or Switch

By default, the router or switch sends protocol redirectmessages. To disable the sending

of redirect messages by the router or switch, include the no-redirects statement at the

[edit system] hierarchy level:

[edit system]
no-redirects;

To reenable the sending of redirect messages on the router or switch, delete the

no-redirects statement from the configuration.

To disable the sending of redirect messages on a per-interface basis, include the

no-redirects statement at the [edit interfaces interface-name unit logical-unit-number

family family] hierarchy level.

Related
Documentation

Configuring the Junos OS to Ignore ICMP Source Quench Messages•

• Configuring the Junos OS to Select a Fixed Source Address for Locally Generated

TCP/IP Packets on page 141

• Junos OS Network Interfaces Library for Routing Devices
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Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses

When you issue the ping command with the record-route option, the Routing Engine

displays the path of the ICMP echo request packets and timestamps in the ICMP echo

responses by default.

You can configure the Routing Engine to disable the setting of the record-route option in

the IP header of the ping request packets. Disabling the record-route option prevents the

Routing Engine from recording and displaying the path of the ICMPecho request packets

in the response.

• Toconfigure theRoutingEngine todisable thesettingof the record routeoption, include

the no-ping-record-route statement at the [edit system] hierarchy level:

[edit system]
no-ping-record-route;

• To disable the reporting of timestamps in the ICMP echo responses, include the

no-ping-time-stamp option at the [edit system] hierarchy level:

[edit system]
no-ping-time-stamp;

By configuring theno-ping-record-routeandno-ping-timestampoptions, you canprevent

unauthorized persons from discovering information about the provider edge (PE) router

or switch and its loopback address.

Related
Documentation

Configuring the Junos OS to Disable the Routing Engine Response to Multicast Ping

Packets

•

Configuring the Junos OS to Display a System Login Announcement

By default, no login announcement is displayed. To configure a system login

announcement, include theannouncement statementat the [edit systemlogin]hierarchy

level:

[edit system login]
announcement text;

If the announcement text contains any spaces, enclose the text in quotation marks.

A system login announcement appears after the user logs in. A system loginmessage

appears before the user logs in.

TIP: Youcanusethesamespecial charactersdescribedto formatyoursystem
login announcement.

Related
Documentation

Defining Junos OS Login Classes•

• Configuring the Junos OS to Display a System Login Message
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Configuring the Junos OS to Display a System Login Message

By default, no login message is displayed on the router or switch. To configure a system

login message, include themessage statement at the [edit system login] hierarchy level:

[edit system login]
message text;

If the message text contains any spaces, enclose it in quotation marks.

You can format the message using the following special characters:

• \n—New line

• \t—Horizontal tab

• \'—Single quotation mark

• \"—Double quotation mark

• \\—Backslash

The following is a sample login message configuration:

[edit]
system {
    login {
        message "\n\n\n\tUNAUTHORIZED USE OF THIS SYSTEM\n         
                 \tIS STRICTLY PROHIBITED!\n\n\tPlease contact 
                 \'company-noc@company.com\' to gain\naccess 
                 to this equipment if you need authorization.\n\n\n";
        }
    }
}

The preceding login message configuration example produces a login message similar

to the following:

server% telnet router1
Trying 1.1.1.1...
Connected to router1.
Escape character is '^]'.

          UNAUTHORIZED USE OF THIS SYSTEM
          IS STRICTLY PROHIBITED!

          Please contact 'company-noc@company.com' to gain
          access to this equipment if you need authorization.

router1 (ttyp0)

login:

A system login message appears before the user logs in. A system login announcement

appears after the user logs in.
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Related
Documentation

Defining Junos OS Login Classes•

• message on page 257

Configuring the Junos OS to Extend the Default Port Address Range

By default, the upper range of a port address is 5000. You can increase the range from

which the port number can be selected to decrease the probability that someone can

determine your port number.

• To configure the Junos OS to extend the default port address range, include the

source-port statement at the [edit system internet-options] hierarchy level:

[edit system internet-options]
source-port upper-limit upper-limit;

upper-limitupper-limit is the upper limit of a source port address and can be a value from

5000 through 65,355.

Related
Documentation

Configuring the Junos OS to Disable TCP RFC 1323 Extensions•

• Configuring the Junos OS ARP Learning and Aging Options for Mapping IPv4 Network

Addresses to MAC Addresses

• source-port on page 283

Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing EngineMessages

To limit the rateatwhich ICMPv4messagescanbegeneratedand receivedby theRouting

Engine, include the icmpv4-rate-limit statement at the [edit system internet-options]

hierarchy level:

icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;

The bucket size is the number of seconds in the rate-limiting bucket. The packet rate is

the rate-limiting packets earned per second. Specify a bucket-size from 0 through

4294967295 seconds. The default value is 5 seconds. Specify a packet-rate from 0

through 4,294,967,295. The default value is 1000.

Related
Documentation

icmpv4-rate-limit on page 249•

Configuring the Junos OS to Select a Fixed Source Address for Locally Generated TCP/IP
Packets

By default, the source address included in locally generated Transmission Control

Protocol/IP (TCP/IP) packets, such as FTP traffic, and in User DatagramProtocol (UDP)

and IP packets, such as Network Time Protocol (NTP) requests, is chosen as the local

address for the interface on which the traffic is transmitted. This means that the local

address chosen for packets to a particular destinationmight change from connection to

connection based on the interface that the routing protocol has chosen to reach the

destination when the connection is established. If multiple equal-cost next hops are

present for a destination, locally generated packets use the lo0 address as a source.
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• To configure the software to select a fixed address to use as the source for locally

generated IP packets, include the default-address-selection statement at the

[edit system] hierarchy level:

[edit system]
default-address-selection;

If you include the default-address-selection statement in the configuration, the JunosOS

chooses the system default address as the source formost locally generated IP packets.

The default address is usually an address configured on the lo0 loopback interface. For

example, if you specified that SSH and telnet use a particular address, but you also have

default-address selection configured, the system default address is used.

Related
Documentation

Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or

Switch on page 138

•

• default-address-selection on page 241

Configuring NTP Authentication Keys

Time synchronization can be authenticated to ensure that the switch obtains its time

services only from known sources. By default, network time synchronization is

unauthenticated. The switch will synchronize to whatever system appears to have the

most accurate time. We strongly encourage you to configure authentication of network

time services.

To authenticate other time servers, include the trusted-key statement at the [edit system

ntp] hierarchy level. Only time servers that transmit network time packets containing

one of the specified key numbers are eligible to be synchronized. Additionally, the key

needs tomatch the value configured for that key number. Other systems can synchronize

to the local switch without being authenticated.

[edit system ntp]
trusted-key [ key-numbers ];

Each key can be any 32-bit unsigned integer except 0. Include the key option in the peer,

server, or broadcast statements to transmit the specified authentication key when

transmitting packets. The key is necessary if the remote system has authentication

enabled so that it can synchronize to the local system.

To define the authentication keys, include the authentication-key statement at the [edit

system ntp] hierarchy level:

[edit system ntp]
authentication-key key-number type type value password;

number is the key number, type is the authentication type (only Message Digest 5 [MD5]

is supported), and password is the password for this key. The key number, type, and

passwordmust match on all systems using that particular key for authentication.

Related
Documentation

NTP Time Server and Time Services Overview on page 31•

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177
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• trusted-key on page 305

• authentication-key

Configuring the NTP Time Server and Time Services

When you use NTP, configure the router or switch to operate in one of the following

modes:

• Client mode

• Symmetric active mode

• Broadcast mode

• Server mode

The following topics describe how to configure these modes of operation:

1. Configuring the Router or Switch to Operate in Client Mode on page 143

2. Configuring the Router or Switch to Operate in Symmetric Active Mode on page 144

3. Configuring the Router or Switch to Operate in Broadcast Mode on page 144

4. Configuring the Router or Switch to Operate in Server Mode on page 144

Configuring the Router or Switch to Operate in Client Mode

To configure the local router or switch to operate in client mode, include the server

statement and other optional statements at the [edit system ntp] hierarchy level:

[edit system ntp]
server address <key key-number> <version value> <prefer>;
authentication-key key-number type type value password;
boot-server address;
trusted-key [ key-numbers ];

Specify the address of the systemacting as the time server. Youmust specify an address,

not a hostname.

To include an authentication key in all messages sent to the time server, include the key

option. The key corresponds to the key number you specify in the authentication-key

statement, as described in .

By default, the router or switch sends NTP version 4 packets to the time server. To set

the NTP version level to 1, 2, or 3, include the version option.

If youconfiguremore thanone timeserver, youcanmarkoneserver preferredby including

the prefer option.

The following example shows how to configure the router or switch to operate in client

mode:

[edit system ntp]
authentication-key 1 typemd5 value "$9$EgfcrvX7VY4ZEcwgoHjkP5Q3CuREyv87";
boot-server 10.1.1.1;
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server 10.1.1.1 key 1 prefer;
trusted-key 1;

Configuring the Router or Switch to Operate in Symmetric Active Mode

To configure the local router or switch to operate in symmetric active mode, include the

peer statement at the [edit system ntp] hierarchy level:

[edit system ntp]
peer address <key key-number> <version value> <prefer>;

Specify the address of the remote system. Youmust specify an address, not a hostname.

To include an authentication key in all messages sent to the remote system, include the

key option. The key corresponds to the key number you specify in the authentication-key

statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To

set the NTP version level to 1, 2 or 3, include the version option.

If you configure more than one remote system, you canmark one system preferred by

including the prefer option:

peer address <key key-number> <version value> prefer;

Configuring the Router or Switch to Operate in Broadcast Mode

Toconfigure the local router or switch tooperate inbroadcastmode, include thebroadcast

statement at the [edit system ntp] hierarchy level:

[edit system ntp]
broadcast address <key key-number> <version value> <ttl value>;

Specify the broadcast address on one of the local networks or a multicast address

assigned to NTP. Youmust specify an address, not a hostname. If the multicast address

is used, it must be 224.0.1.1.

To include an authentication key in all messages sent to the remote system, include the

key option. The key corresponds to the key number you specify in the authentication-key

statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To

set the NTP version level to 1, 2, or 3, include the version option.

Configuring the Router or Switch to Operate in Server Mode

In servermode, the router or switch acts as anNTP server for clientswhen the clients are

configured appropriately. The only prerequisite for “ server mode” is that the router or

switch must be receiving time from another NTP peer or server. No other configuration

is necessary on the router or switch.

To configure the local router or switch to operate as an NTP server, include the following

statements at the [edit system ntp] hierarchy level:

[edit system ntp]
authentication-key key-number type type value password;
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server address <key key-number> <version value> <prefer>;
trusted-key [ key-numbers ];

Specify the address of the systemacting as the time server. Youmust specify an address,

not a hostname.

To include an authentication key in all messages sent to the time server, include the key

option. The key corresponds to the key number you specify in the authentication-key

statement.

By default, the router or switch sends NTP version 4 packets to the time server. To set

the NTP version level to 1,or 2, or 3, include the version option.

If youconfiguremore thanone timeserver, youcanmarkoneserver preferredby including

the prefer option.

The following example shows how to configure the router or switch to operate in server

mode:

[edit system ntp]
authentication-key 1 typemd5 value "$9$txERuBEreWx-wtuLNdboaUjH.T3AtOESe";
server 172.17.27.46 prefer;
trusted-key 1;

Related
Documentation

NTP Time Server and Time Services Overview on page 31•

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Specifying the Physical Location of the Switch

Tospecify thephysical locationof the switch, specify the followingoptions for the location

statement at the [edit system] hierarchy level:

• altitude feet—Number of feet above sea level.

• building name—Name of the building, 1 to 28 characters in length. If the string contains

spaces, enclose it in quotation marks (" ").

• country-code code—Two-letter country code.

• floor number—Floor in the building.

• hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

• lata service-area—Long-distance service area.

• latitude degrees—Latitude in degree format.

• longitude degrees—Longitude in degree format.

• npa-nxx number—First six digits of the phone number (area code and exchange).

• postal-code postal-code—Postal code.

• rack number—Rack number.

• vcoord vertical-coordinate—Bellcore Vertical Coordinate.
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The following example shows how to specify the physical location of the switch:

[edit system]
location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Related
Documentation

Example: Configuring the Name of the Switch, IP Address, and System ID on page 174•

Configuring the Root Password

The JunosOS is preinstalledon the router or switch.When the router or switch is powered

on, it is ready to be configured. Initially, you log in as the user “root” with no password.

NOTE: If you configure a blank password using the encrypted-password

statement at the [edit system root-authentication] hierarchy level for root

authentication, you can commit a configuration, but you are not able to log
in as superuser and gain root level access to the router or switch.

After you log in, you should configure the root (superuser) password by including the

root-authentication statement at the [edit system] hierarchy level and configuring one

of the password options:

[edit system]
root-authentication {
(encrypted-password "password"| plain-text-password);
load-key-fileURL filename;
ssh-dsa “public-key” <from hostname>;
ssh-ecdsa “public-key” <from hostname>;
ssh-rsa “public-key” <from hostname>;

}

If you configure the plain-text-password option, you are prompted to enter and confirm

the password:

[edit system]
user@host# set root-authentication plain-text-password
New password: type password here
Retype new password: retype password here

The default requirements for plain-text passwords are:
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• The passwordmust be between 6 and 128 characters long

• You can includemost character classes in a password (uppercase letters, lowercase

letters, numbers,punctuationmarks, andother special characters).Control characters

are not recommended.

• Valid passwords must contain at least one change of case or character class.

You can use the load-key-file URL filename statement to load an SSH key file that was

previously generated using ssh-keygen. TheURL filename is the path to the file’s location

and name. When using this option, the contents of the key file are copied into the

configuration immediatelyafter entering the load-key-fileURL statement. This command

loads RSA (SSH version 1 and SSH version 2) and DSA (SSH version 2) public keys.

Optionally, youcanuse the ssh-dsa, ssh-ecdsa, or ssh-rsa statements todirectly configure

SSH RSA, DSA, or ECDSA keys to authenticate root logins. You can configure more than

one public key for SSH authentication of root logins as well as for user accounts. When

a user logs in as root, the public keys are referenced to determine whether the private

key matches any of them.

To view the SSH keys entries, use the configurationmode show command. For example:

[edit system]
user@host# set root-authentication load-key-file my-host:.ssh/id_dsa.pub
.file.19692 | 0 KB | 0.3 kB/s | ETA: 00:00:00 | 100%
[edit system]
user@host# show
root-authentication {
ssh-rsa "1024 35 9727638204084251055468226757249864241630322
20740496252839038203869014158453496417001961060835872296
15634757491827360336127644187426594689320773910834481012
68312595772262546166799927831612350043866091586628382248
97467326056611921489539813965561563786211940327687806538
16960202749164163735913269396344008443 boojum@juniper.net"; #
SECRET-DATA

}

Junos-FIPS software has special password requirements. FIPS passwords must be

between 10 and 20 characters in length. Passwords must use at least three of the five

defined character sets (uppercase letters, lowercase letters, digits, punctuation marks,

andother special characters). If Junos-FIPS is installedon the router or switch, youcannot

configure passwords unless they meet this standard. If you use the encrypted-password

option, then a null-password (empty) is not permitted.

You cannot configure a blank password for encrypted-password using blank quotation

marks (" "). Youmust configure a password whose number of characters range from 1

through 128 characters and enclose the password in quotation marks.

Related
Documentation

Configuring the Root Password•

• Example: Configuring a Plain-Text Password for Root Logins on page 1264

• Example: Configuring SSH Authentication for Root Logins on page 1266

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172
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• Recovering the Root Password

Configuring the Router or Switch to Listen for Broadcast Messages Using NTP

When you are using NTP, you can configure the local router or switch to listen for

broadcast messages on the local network to discover other servers on the same subnet

by including the broadcast-client statement at the [edit system ntp] hierarchy level:

[edit system ntp]
broadcast-client;

When the router or switch detects a broadcast message for the first time, it measures

the nominal network delay using a brief client-server exchange with the remote server.

It thenentersbroadcast clientmode, inwhich it listens for, andsynchronizes to, succeeding

broadcast messages.

To avoid accidental or malicious disruption in this mode, both the local and remote

systemsmust use authentication and the same trusted key and key identifier.

Related
Documentation

Configuring theRouterorSwitch toListen forMulticastMessagesUsingNTPonpage 148•

• Configuring the NTP Time Server and Time Services on page 143

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Configuring the Router or Switch to Listen for Multicast Messages Using NTP

WhenyouareusingNTP, youcanconfigure the local router or switch to listen formulticast

messages on the local network to discover other servers on the same subnet by including

themulticast-client statement at the [edit system ntp] hierarchy level:

[edit system ntp]
multicast-client <address>;

When the router or switch receives a multicast message for the first time, it measures

the nominal network delay using a brief client-server exchange with the remote server.

It thenentersmulticast clientmode, inwhich it listens for, and synchronizes to, succeeding

multicast messages.

Youcanspecifyoneormore IPaddresses. (Youmust specifyanaddress, notahostname.)

If you do, the router or switch joins those multicast groups. If you do not specify any

addresses, the software uses 224.0.1.1.

To avoid accidental or malicious disruption in this mode, both the local and remote

systemsmust use authentication and the same trusted key and key identifier.

Related
Documentation

Configuring the Router or Switch to Listen for Broadcast Messages Using NTP on

page 148

•

• Configuring the NTP Time Server and Time Services on page 143

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177
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Configuring SystemAlarms to Appear Automatically Upon Login

You can configure Juniper Networks routers and switches to run the show system alarms

command whenever a user with the login class admin logs in to the router or switch. To

do so, include the login-alarms statement at the [edit system login class admin] hierarchy

level.

[edit system login class admin]
login-alarms;

For more information on the show system alarms command, see the CLI Explorer.

Related
Documentation

System Alarms on J Series Routers•

• show system alarms on page 872

Configuring Time-Based User Access

The Junos OS enables you to configure time-based restrictions for user access to log in

to a device. This is useful for restricting the time and duration of user logins for all users

belonging to a login class. You can specify the days of the week when users can log in,

the access start time, and the access end time.

• To configure user access on specific days of the week, without any restrictions on the

duration of login, include the allowed-days statement only.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week ];

}

• To configure user access on all the days of theweek for a specific duration, include the

access-start and access-end statements only.

[edit system]
login {
class class-name {
access-startHH:MM;
access-endHH:MM;

}
}

• To configure user access on specific days of the week for a specified duration, include

the allowed-days, access-start, and access-end statements.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week ];
access-startHH:MM;
access-endHH:MM;

}
}
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Specify the start time and end time in HH:MM (24-hour) format, where HH represents

the hours andMM represents the minutes.

NOTE: Access start time and end time that spans across 12:00 AM on a
specified day results in the user having access until the next day, even if the
access day is not explicitly configured. For instance, the following
configuration results in the user having access until 6:00AMonTuesday and
Thursday, although the allowed-days statement specifies access only on

Monday andWednesday:

[edit system]
login {
class operator-night-shift {
allowed-days [ monday wednesday ];
access-start 2000;
access-end 0600;

}
}

Related
Documentation

Examples: Configuring Time-Based User Access•

• Defining Junos OS Login Classes

• access-end

• access-start

• allowed-days

• access-end on page 220

• access-start on page 221

• allowed-days on page 224

Configuring the Timeout Value for Idle Login Sessions

An idle login session is one in which the CLI operational mode prompt is displayed but

there is no input from the keyboard. By default, a login session remains established until

a user logs out of the router or switch, even if that session is idle. To close idle sessions

automatically, youmustconfigurea time limit for each loginclass. If a sessionestablished

byauser in that class remains idle for the configured time limit, the session automatically

closes.

To define the timeout value for idle login sessions, include the idle-timeout statement at

the [edit system login class class-name] hierarchy level:

[edit system login class class-name]
idle-timeoutminutes;

Specify thenumberofminutes that a sessioncanbe idlebefore it is automatically closed.

Copyright © 2014, Juniper Networks, Inc.150

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



If you have configured a timeout value, theCLI displaysmessages similar to the following

when timing out an idle user. It starts displaying thesemessages 5minutes before timing

out the user.

user@host# Session will be closed in 5minutes if there is no activity.
Warning: session will be closed in 1 minute if there is no activity
Warning: session will be closed in 10 seconds if there is no activity
Idle timeout exceeded: closing session

If you configure a timeout value, the session closes after the specified time has elapsed,

unless the user is running telnet or monitoring interfaces using themonitor interface or

monitor traffic command.

Related
Documentation

Defining Junos OS Login Classes•

• idle-timeout

• idle-timeout on page 250

Configuring a QFX3500 Device as a Standalone Switch

If you are using theQFX3500device as a standalone switch, youmust perform the initial

configuration of the QFX3500 device through the console port using the command-line

interface (CLI). If you are using the QFX3500 as a Node device in a QFX3000 QFabric

system, you instead perform the initial setup of a QFabric system on aQFX3100 Director

device (see Performing the QFabric System Initial Setup on a QFX3100 Director Group).

Before you begin connecting and configuring a QFX3500 device, set the following

parameter values on the console server or PC:

• Baud Rate—9600

• Flow Control—None

• Data—8

• Parity—None

• Stop Bits—1

• DCD State—Disregard

To connect and configure the device from the console:

1. Connect the console port to a laptop or PC using the supplied RJ-45 cable and RJ-45

to DB-9 adapter. The console (CON) port is located on the front panel of the device.

2. Log in as root. There is no password. If the software booted before you connected to
the console port, you might need to press the Enter key for the prompt to appear.

login: root

3. Start the CLI.

root@% cli

4. Enter configuration mode.

root> configure
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5. Add a password to the root administration user account.

[edit]
root@# set system root-authentication plain-text-password
New password: password
Retype new password: password

6. (Optional) Configure the name of the device. If the name includes spaces, enclose

the name in quotation marks (“ ”).

[edit]
root@# set system host-name host-name

7. Configure the default gateway.

[edit]
root@# set routing-options static route default next-hop address

8. Configure the IP address and prefix length for the device management interface.

[edit]
root@# set interfacesme0 unit 0 family inet address address/prefix-length

CAUTION: Configuring the twomanagement Ethernet interfaces within
the same subnet is not supported.

NOTE: Themanagement ports are on the front panel of the QFX3500
device. They are labeled C0 and C1 on the front panel. In the CLI they are
referred to asme0 andme1.

9. (Optional) Configure the static routes to remote prefixes with access to the

management port.

[edit]
root@# set routing-options static route remote-prefix next-hop destination-ip retain
no-readvertise

10. Enable telnet service.

[edit]
root@# set system services telnet

NOTE: When Telnet is enabled, you cannot log in to a QFX3500 device
through Telnet using root credentials. Root login is allowed only for SSH
access.

11. Commit the configuration to activate it on the device.

[edit]
root@# commit

Related
Documentation

Installing and Connecting a QFX3500 Device•

• QFX3000-G QFabric System Installation Overview

• Understanding QFX3000-G QFabric System Hardware Configurations
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Creating an Emergency Boot Device for a QFX Series Device

If Junos OS on the QFX Series is damaged in some way that prevents the software from

loading properly, you can use an emergency boot device to repartition the primary disk

and load a fresh installation of Junos OS. Use the following procedure to create an

emergency boot device.

Before you begin, you need to download the installation media image for your device

and Junos OS release from http://www.juniper.net/customers/support/ .

NOTE: In the following procedure, we assume that you are creating the
emergency boot device on aQFXdevice. You can create the emergency boot
device on another Juniper Networks switch or router, or any PCor laptop that
supports Linux. The steps you take to create the emergency boot device vary,
depending on the device.

To create an emergency boot device from a QFX device:

1. Use FTP to copy the installation media image into the /var/tmp directory on the QFX

device.

2. Insert a USB device into the USB port.

3. From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%

4. Switch to the root account using the su command:

% su
Password: password

NOTE: Thepassword is the rootpassword for theQFXdevice. If you logged
in to the device as root, you do not need to perform this step.

5. Enter the following command on the QFX3500, QFX3600, and QFX3600-I devices:

root@device% dd if=/var/tmp/filename of=/dev/da1 bs=16k

The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/install-media-qfx3500.junos_11.1 of=/dev/da1 bs=16k
11006+1 records in
11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

6. Enter the following command on the QFX5100 device:

root@device% dd if=/var/tmp/filename of=/dev/da0 bs=1048576

The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/jinstall-vjunos-usb-13.2.img of=/dev/da0 bs=1048576
11006+1 records in
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11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

7. Log out of the shell:

root@device% exit
% exit
user@device>

Related
Documentation

USB Port Specifications for the QFX Series•

• Performing a Recovery Installation on a QFX Series Device on page 103

• Performing aQFabric SystemRecovery Installation on theDirectorGrouponpage6471

• Performing a Recovery Installation on a QFX5100 Switch on page 105

Creating a Snapshot and Using It to Boot a QFX Series Switch

The system snapshot feature takes a “snapshot” of the files currently used to run the

QFX Series switch—the complete contents of the /config and /var directories, which

include the running Juniper Networks Junos OS, the active configuration, and the rescue

configuration—and copies all of these files into an alternate (internal, meaning internal

flash, or an external, meaning USB flash) memory source. You can then use these

snapshots to boot the switch at the next bootup or as a backup boot option.

This topic includes the following tasks:

• Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch on page 154

• Creating a Snapshot on an Internal Flash Drive and Using it to Boot the

Switch on page 155

• Creating a Snapshot on the Alternate Slice of the Boot Media on page 155

Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch

A snapshot can be created on USB flash memory after a switch is booted using files

stored in internal memory.

Ensure that you have the following tools and parts available before creating a snapshot

on a USB Flash drive:

• A USB flash drive that meets the QFX Series switch USB port specifications. See USB

Port Specifications for the QFX Series.

To create a snapshot on USB flash memory and use it to boot the switch:

1. Place the snapshot into USB flash memory:

user@switch> request system snapshot partition

NOTE: This example uses the partition option. If you have already created

a partition for the snapshot, you don’t need to use the partition option.
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2. (Optional) Perform this step if you want to boot the switch now using the snapshot

stored on the external USB flash drive. If you created the snapshot as a backup, do

not perform this step.

• To reboot the switch using the most recently created snapshot:

user@switch> request system reboot

• To reboot the switch using a snapshot in a specific partition on the USB flash drive:

user@switch> request system reboot slice 1

Creating a Snapshot on an Internal Flash Drive and Using it to Boot the Switch

A snapshot can be created on internalmemory after a switch is booted using files stored

in external memory.

To create a snapshot in internal memory and use it to boot the switch:

1. Place the snapshot files in internal memory:

user@switch> request system snapshot partition

NOTE: This example uses the partition option. If you have already created

a partition for the snapshot, you don’t need to use the partition option.

2. (Optional) Perform this step if you want to boot the switch now using the newly

created snapshot. If you created the snapshot as a backup, do not perform this step.

• To reboot the switch using the most recently created snapshot:

user@switch> request system reboot

• To reboot the switch using a snapshot in a specific partition in internal memory:

user@switch> request system reboot slice 1

Creating a Snapshot on the Alternate Slice of the Boot Media

The alternate slice of the boot media contains a backup software image that the switch

can boot from if it is unable to boot from the primary slice. When you upgrade software,

the new software image gets copied only to the primary slice of the boot media.

To create a snapshot of the currently booted software image on the backup slice of the

boot media:

user@switch> request system reboot slice alternate

After the system boots up, you will see the following message before the login prompt:

WARNING: THIS DEVICE HAS BOOTED FROMTHE BACKUP JUNOS IMAGE

It is possible that the primary copy of JUNOS failed to boot up properly, and so this device

has booted up from the backup copy.

Please re-install JUNOS to recover the primary copy in case it has been corrupted.
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The systemwill generate analarm indicating that the switchhasbooted fromthebackup

slice.

Related
Documentation

Verifying That a System Snapshot Was Created on a QFX Series Switch•

• Understanding System Snapshot on QFX Series Switches on page 46

Creating a Snapshot and Using It to Boot a QFX5100 Switch

The system snapshot feature takes a “snapshot” of the files currently used to run the

QFX Series switch—the complete contents of the /config directories, which include the

running JuniperNetworks JunosOS, theactive configuration, and the rescueconfiguration,

as well as the host OS—and copies all of these files into an external USB flash drive. You

can use the snapshot to boot the switch at the next bootup or as a backup boot option.

This topic includes the following tasks:

• Creating a Snapshot on an External USB Flash Drive and Using It to Boot the

Switch on page 156

Creating a Snapshot on an External USB Flash Drive and Using It to Boot the
Switch

A snapshot can be created on an external USB flash drive after a switch is booted using

files stored in internal memory.

Ensure that you have the following tools and parts available before creating a snapshot

on an external USB flash drive:

• An external USB flash drive thatmeets the QFX Series switch USB port specifications.

See USB Port Specifications for the QFX Series.

To create a snapshot on the external USB flash drive and use it to boot the switch:

1. Insert the external USB flash drive.

2. Issue the request system snapshot command.

user@switch> request system snapshot

3. (Optional) Perform this step if you want to boot the switch now using the snapshot

stored on the external USB flash drive. If you created the snapshot as a backup, do

not perform this step.

• Insert the external USB flash drive.

• Power cycle the device.

The external USB flash drive is detected.

• The software prompts you with the following options:

Junos Snapshot Installer - (c) Juniper Networks 2013        
Reboot
Install Junos Snapshot [13.2-20131115_x_132_x51_vjunos.0 
Boot to host shell [debug]
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• Select Install Junos Snapshot to install the snapshot located on the external USB
flash drive to the switch.

The switch copies the software from the external USB flash drive, occasionally

displaying status messages. When the software is finished being copied from the

external USB flash drive to the QFX5100 switch, the QFX5100 switch then reboots

from the internal flash storage on which the software was just installed. When the

reboot is complete, the switch displays the Junos OS login prompt:

root@switch#

Related
Documentation

Verifying That a System Snapshot Was Created on a QFX Series Switch•

• Understanding System Snapshot on QFX Series Switches on page 46

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system logmessage specifies

the month, date, hour, minute, and second when themessage was logged, as in the

following example:

Aug 21 12:36:30

To include the year, the millisecond, or both in the timestamp, include the time-format

statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

However, the timestamp for traceoptionmessages is specified inmillisecondsbydefault,

and is independent of the [edit system syslog time-format] statement.

Themodified timestamp is used inmessages directed to each destination configured by

a file, console, or user statement at the [edit system syslog] hierarchy level, but not to

destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the

millisecond (401) and the year (2006):

Aug 21 12:36:30.401 2006

NOTE: Messages logged in structured-data format include the year and
millisecond by default. If you include the structured-data statement at the
[edit system syslog file filename] hierarchy level along with the time-format

statement, the time-format statement is ignored andmessages are logged

in structured-data format.

For information about the structured-data statement, see Logging Messages

in Structured-Data Format. For information about the contents of a
structured-datamessage, see the JunosOSSystemLogMessages Reference.
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Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Examples: Configuring System Logging

Mapping the Hostname of the Switch to IP Addresses

Tomap a hostname of a switch to one or more IP addresses, include the inet statement

at the [edit system static-host-mapping hostname] hierarchy level:

[edit system]
static-host-mapping {
hostname {
inet [ addresses ];
alias [ aliases ];

}
}

hostname is thenamespecifiedby thehost-name statementat the [editsystem]hierarchy

level.

For each host, you can specify one or more aliases.

Related
Documentation

Configuring Basic Router or Switch Properties•

• Configuring the Domain Name for the Router or Switch on page 136

• Example: Configuring the Name of the Router, IP Address, and System ID

• static-host-mapping on page 285
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Methods for Configuring Junos OS

You can use any of the methods shown in Table 48 on page 159 to configure Junos OS:

Table 48: Methods for Configuring Junos OS

DescriptionMethod

Create the configuration for the device using the CLI. You can enter
commands fromasingle command line, andscroll through recently
executed commands.

Command-line interface
(CLI)

LoadanASCII file containingaconfiguration that youcreatedearlier,
either on this system or on another system. You can then activate
and run the configuration file, or you can edit it using the CLI and
then activate it.

ASCII file

Use the J-Webgraphical user interface (GUI) toconfigure thedevice.
J-Webenables you tomonitor, configure, troubleshoot, andmanage
the router on a client by means of aWeb browser. The J-Web GUI
is preinstalled on J Series Services Routers and is an optional
software package that can be installed on M Series and T Series
routers. J-Web is not available for the QFX Series.

J-Web graphical user
interface (GUI)

Use Junos XML protocol Perl client modules to develop custom
applications for configuring information on devices that run Junos
OS. Client applications use the Junos XMLmanagement protocol
to request and change configuration information on Juniper
Networks J Series, M Series, and T Series routers. The Junos XML
management protocol is customized for Junos OS, and operations
in the API are equivalent to those in the Junos OS CLI.

Junos XMLmanagement
protocol (API)

Use NETCONF Perl client modules to develop custom applications
for configuring information on devices that run Junos OS. Client
applications use the NETCONF XMLmanagement protocol to
request and change configuration information on Juniper Networks
J Series, M Series, and T Series routers. The NETCONF XML
management protocol includes features that accommodate the
configuration data models of multiple vendors.

NETCONF application
programming interface
(API)

Create scripts that run at commit time to enforce custom
configuration rules. Commit scripts are written in Extensible
Stylesheet Language Transformations (XSLT). Commit scripts are
not available for the QFX Series.

Configuration commit
scripts

The following sections contain complete descriptions of the methods you can use to

configure Junos OS:

• Junos OS Command-Line Interface (CLI) on page 160

• ASCII File on page 160

• J-Web Package on page 160

• Junos XMLManagement Protocol Software on page 161
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• NETCONF XMLManagement Protocol Software on page 161

• Configuration Commit Scripts on page 161

Junos OS Command-Line Interface (CLI)

The JunosOSCLI is a straightforwardcommand interface.YouuseEmacs-style keyboard

sequences tomove around on a command line and scroll through a buffer that contains

recently executed commands. You type commands on a single line, and the commands

are executed when you press the Enter key. The CLI also provides command help and

command completion. For more information about the CLI, see the CLI User Guide and

CLI Explorer.

ASCII File

You can load an ASCII file containing a configuration that you created earlier, either on

this system or another system. You can then activate and run the configuration file as is,

or you can edit it using the CLI and then activate it.

J-Web Package

As an alternative to entering CLI commands, the Junos OS supports the J-Web graphical

user interface (GUI). The J-Web user interface enables you to monitor, configure,

troubleshoot, andmanage the router on a client by means of aWeb browser with

HypertextTransferProtocol (HTTP)orHTTPoverSecureSocketsLayer (HTTPS)enabled.

The J-Web user interface is preinstalled on J Series Services Routers. It is provided as an

optional, licensed software package (jweb package) on M Series and T Series routers.

The jweb package is not included in jinstall and jbundle software bundles. It must be

installed separately. To install the package on M Series and T Series routers, follow the

procedure described in the Installation and Upgrade Guide.

J-Websupportsweak(56-bit)encryptionbydefault. Thisenables international customers

to install J-Web and use HTTPS connections for J-Web access. Domestic customers can

also install the jcrypto strong encryption package. This package automatically overrides

theweak encryption. Formore information about the J-WebGUI, see the J-Web Interface

User Guide.

NOTE: Because the J-Web package is bundled separately from other
packages, it is possible tohaveaversionmismatchbetween J-Webandother
Junos OS packages you have installed.

To check for a versionmismatch, use the show system alarms CLI command.

If the version number does not match exactly, a system alarm appears. For
example, if you install the7.4R1.2 jroutepackageand the7.4R1.1 jwebpackage,
an alarm is activated. For more information on the show system alarms

command, see the CLI Explorer.

Copyright © 2014, Juniper Networks, Inc.160

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://www.juniper.net/techpubs/content-applications/cli-explorer/junos/
http://www.juniper.net/techpubs/content-applications/cli-explorer/junos/


Junos XMLManagement Protocol Software

The Junos XMLmanagement protocol is an Extensible Markup Language (XML)

application that client applications use to request and change configuration information

on Juniper Networks J Series, M Series, MX Series, and T Series routers. This API is

customized for Junos OS, and operations in the API are equivalent to Junos OS CLI

configurationmode commands. The Junos XMLmanagement protocol includes a set of

Perlmodules that enable client applications to communicatewith a Junos XML protocol

server on the router. The Perl modules are used to develop custom applications for

configuring andmonitoring Junos OS.

Foracompletedescriptionofhowtouse JunosXMLandJunosXMLmanagementprotocol

software, see the Junos XML Management Protocol Developer Guide.

NETCONF XMLManagement Protocol Software

The NETCONF XMLmanagement protocol is an Extensible Markup Language (XML)

application that client applications can use to request and change configuration

information on Juniper Networks J Series, M Series, MX Series, and T Series routers. This

API is customized for JunosOS,and includes features thataccommodate theconfiguration

data models of multiple vendors. The NETCONF XMLmanagement protocol includes a

set of Perl modules that enable client applications to communicate with a NETCONF

server on the router. The Perl modules are used to develop custom applications for

configuring andmonitoring Junos OS.

For a complete description of how to use Junos XML and NETCONF XMLmanagement

protocol software, see the NETCONF XMLManagement Protocol Developer Guide.

Configuration Commit Scripts

You can create and use scripts that run at commit time to enforce custom configuration

rules. If a configuration breaks the custom rules, the script can generate actions that the

Junos OS performs. These actions include:

• Generating custom error messages

• Generating customwarning messages

• Generating custom system logmessages

• Making changes to the configuration

Configuration commit scripts also enable you to createmacros, which expand simplified

custom aliases for frequently used configuration statements into standard Junos

configuration statements. Commit scripts are written in Extensible Stylesheet Language

Transformations (XSLT). For more information, see the Junos OS Automation Library.

Related
Documentation

Junos OS Configuration from External Devices•
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Modifying the Default Time Zone for a Router or Switch Running Junos OS

The default local time zone on the router or switch is UTC (Coordinated Universal Time,

formerly known as Greenwich Mean Time, or GMT).

• Tomodify the local time zone, include the time-zone statement at the [edit system]

hierarchy level:

[edit system]
time-zone (GMT hour-offset | time-zone);

You can use theGMT hour-offset option to set the time zone relative to UTC (GMT) time.

By default, hour-offset is 0. You can configure this to be a value from –14 to +12.

You can also specify the time-zone value as a string such as PDT (Pacific Daylight Time)

or WET (Western European Time), or specify the continent andmajor city.

NOTE: Junos OS complies with the POSIX time-zone standard, which is
counter-intuitive to the way time zones are generally indicated relative to
UTC.AtimezoneaheadofUTC(eastof theGreenwichmeridian) iscommonly
indicated as GMT +n; for example, the Central European Time (CET) zone is
indicated as GMT +1. However, this is not true for POSIX time zone
designations. POSIX indicates CET as GMT-1. If you include the set system

time-zoneGMT+1 statement for a router in the CET zone, your router timewill

be set to one hour behind GMT, or two hours behind the actual CET time. For
this reason, youmight find it easier touse thePOSIX time-zonestrings,which
you can list by entering set system time-zone ?.

For the time zone change to take effect for all processes running on the router or switch,

youmust reboot the router or switch.

The followingexampleshowshowtochange thecurrent timezone toAmerica/New_York:

[edit]
user@host# set system time-zone America/New_York
[edit]
user@host# show
system {
time-zone America/New_York;

}

Related
Documentation

NTP Time Server and Time Services Overview on page 31•

• Setting a Custom Time Zone on Routers or Switches Running Junos OS on page 165

Rebooting and Halting a QFX Series Product

To reboot the switch, issue the request system reboot command.

user@switch> request system reboot ?
Possible completions:
  <[Enter]>            Execute this command
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  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
  message              Message to display to all users
  |                    Pipe through a command

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes
Rebooting switch

Similarly, to halt the switch, issue the request system halt command.

CAUTION: Before entering this command, youmust have access to the
switch’s console port in order to bring up the Routing Engine.

user@switch> request system halt ?
Possible completions:
  <[Enter]>            Execute this command
  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
  message              Message to display to all users
  |                    Pipe through a command

NOTE: Whenyou issuethiscommandonan individualcomponent inaQFabric
system, youwill receive awarning that says “Hardware-basedmembers will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use themember option. You cannot issue this command from the

QFabric CLI.

Issuing the request system halt command on the switch halts the Routing Engine. To

reboot a Routing Engine that has been halted, youmust connect through the console.

Related
Documentation

clear system reboot on page 329•

• request system reboot on page 387

• request system halt on page 373

• request system power-off on page 383

• Connecting a QFX Series Device to a Management Console

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.

This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.
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The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

Related
Documentation

Understanding Configuration Files on page 1126•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165

Reverting to the Default Factory Configuration by Using the request system zeroize Command

The requestsystemzeroizecommand isastandard JunosOSoperationalmodecommand

that removesall configuration informationand resetsall key values. Theoperationunlinks

all user-created data files, including customized configuration and log files, from their

directories. The switch then reboots and reverts to the factory-default configuration.

To completely erase user-created data so that it is unrecoverable, use the request system

zeroizemedia command.

CAUTION: Before issuing request system zeroize, use the request system

snapshot command to back up the files currently used to run the switch to a

secondary device.

To revert to the factory-default configuration by using the request system zeroize

command:

1. user@switch> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (yes)

2. Type yes to remove configuration and log files and revert to the factory default
configuration.

3. Complete the initial configurationof the switch. Seeor “ConfiguringaQFX3500Device

as a Standalone Switch” on page 151

Related
Documentation

request system zeroize on page 445•
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Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

aQFXSeries product and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Related
Documentation

Setting or Deleting the Rescue Configuration on page 1145•

• Reverting to the Default Factory Configuration on page 163

• Configuration File Terms on page 26

Saving Core Files Generated by Junos OS Processes

Bydefault,whenan internal JunosOSprocessgeneratesacore file, the file andassociated

context information are saved for debugging purposes in a compressed tar file named

/var/tmp/process-name.core.core-number.tgz. The contextual information includes the

configuration and system logmessage files.

• To disable the saving of core files and associated context information:

[edit system]
no-saved-core-context;

• To save the core files only:

[edit system]
saved-core-files number;

Where number is the number of core files to save and can be a value from 1 through 10.

• To save the core files along with the contextual information:

[edit system]
saved-core-context;

Related
Documentation

Viewing Core Files from Junos OS Processes on page 171•

Setting a Custom Time Zone on Routers or Switches Running Junos OS

You canupdate the time zonedatabase information on routers or switches running Junos

OS.This featuresimplifies timezonemanagement indevices running JunosOSbyallowing
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for future unforeseen time zone database adjustments. You can configure your router or

switch touseacustomtimezonedatabase file that youcreate tomeet your requirements

by editing an existing time zone database file.

Tasks for setting a custom time zone are:

1. Importing and Installing Time Zone Files on page 166

2. Configuring a Custom Time Zone on page 167

Importing and Installing Time Zone Files

To import and install time zone files, follow these steps:

1. Download the time zone files archive and untar them to a temporary directory such

as /var/tmp:

#mkdir -p /var/tmp/tz && cd /var/tmp/tz && rm *
#wget 'ftp://ftp.iana.org/tz/tzdata-latest.tar.gz'
# tar xvzf tzdata*.gz
africa
antarctica
asia
australasia
europe
northamerica
southamerica
pacificnew
etcetera
factory
backward
systemv
solar87
solar88
solar89
iso3166.tab
zone.tab
leapseconds
yearistype.sh

NOTE: If needed, you can edit the above untarred files to create ormodify
time zones.

2. Select the names of time zone files to compile and feed them to the following script.

For example, to generate northamerica and asia tz files:

# /usr/libexec/ui/compile-tz northamerica asia

3. Enable the use of the generated tz files using the CLI:

[edit]
# set system use-imported-time-zones
[edit]
# set system time-zone ?

This should show the newly generated tz files in /var/db/zoneinfo/.
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4. Set the time zone and commit the configuration:

[edit]
# set system time-zone <your-time-zone>
# commit

5. Verify that the time zone change has taken effect:

[edit]
# run show system uptime

Configuring a Custom Time Zone

To use a custom time zone, follow these steps:

1. Download a time zones archive (from a known or designated source) to the router or

switch.Compile the timezonearchiveusing the zic timezonecompiler,whichgenerates

tz files.

2. Using the CLI, configure the router or switch to enable the use of the generated tz files

as follows:

[edit]
user@host# set system use-imported-time-zones

3. Display the imported time zones (saved in the directory /var/db/zoneinfo/):

[edit]
user@host# set system time-zone ?

If you do not configure the router to use imported time zones, the Junos OS default

time zones are shown (saved in the directory /usr/share/zoneinfo/).

Related
Documentation

Modifying the Default Time Zone for a Router or Switch Running Junos OS•

• NTP Overview

• NTP Time Server and Time Services Overview on page 31

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

• use-imported-time-zones

Setting the Date and Time

1. Enter operational mode in the CLI.

2. Enter the following command:

user@switch> set date YYYYMMDDHHMM.ss source-address

For example, the following command sets the date and time.

user@switch# set date 201102151010.55

3. To set the date and time from an NTP server, enter the following command:

user@switch# set date ntp servers
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For example, the following command sets the date and time from an NTP server:

user@switch# set date ntp 200.40.40.1

4. To set the date and time frommore than one NTP server, enter the same command:

user@switch# set date ntp servers

For example, the following command sets thedate and time frommore thanoneNTP

server:

user@switch# set date ntp 200.40.40.1 200.40.40.2

Related
Documentation

set date•

Specifying Access Privileges for Junos OSOperational Mode Commands

You can specify extended regular expressions by using the allow-commands and

deny-commands statements to define a user’s access privileges to individual operational

mode commands. Doing so takes precedence over a login class permissions bit set for

a user. You can include one deny-commands and one allow-commands statement in

each login class.

Toexplicitlyprovideuseofan individualoperationalmodecommandthatwouldotherwise

be denied, include the allow-commands statement at the [edit system login

class class-name] hierarchy level:

[edit system login class class-name]
allow-commands "regular-expression”;

To explicitly deny access to an individual operational mode command that would

otherwise be supported, include thedeny-commands statement at the [edit system login

class class-name] hierarchy level:

[edit system login class class-name]
deny-commands "regular-expression”;

If the regular expression contains any spaces, operators, or wildcard characters, enclose

the expression in quotation marks. Regular expressions are not case-sensitive.

allow-commands "show interfaces";

NOTE: Modifiers are not supportedwithin the regular expression string to be
matched. If a modifier is used, then nothing is matched.

For example, the deny command set protocols does not match anything,
whereas protocolsmatches protocols.

Explicitly providing access to operational mode commands using the allow-commands

statementadds to the regularpermissionssetusing thepermissions statement. Likewise,

explicitly denying access to operational mode commands using the deny-commands

statement removespermissions for thespecifiedcommands fromthedefaultpermissions

provided by the permissions statement.

Copyright © 2014, Juniper Networks, Inc.168

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



For example, if a login class has thepermission viewand the allow-commands statement

includes the request system software add command, the specified login class user can

install software, in addition to the permissions specified by the view permissions flag.

Likewise, if a login class has the permission all and the deny-commands statement

includes the request system software add command, the specified login class user can

perform all operations allowed by the all permissions flag, except installing software

using the request system software add command.

If you allow and deny the same commands, the allow-commands permissions take

precedenceover thepermissionsspecifiedbydeny-commands. For example, if you include

allow-commands "request system software add" and deny-commands "request system

software add", the login class user is allowed to install software using the request system

software add command.

If you specify a regular expression for allow-commands and deny-commandswith two

different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commandswith the

commit-synchronize command and a regular expression for deny-commandswith the

commitcommand, users assigned to sucha login classwouldbeable to issue the commit

synchronizecommand,butnot thecommitcommand.This isbecausecommit-synchronize

is the longest match between commit and commit-synchronize, and it is specified for

allow-commands.

Likewise, if you specify a regular expression for allow-commandswith the commit

command and a regular expression for deny-commandswith the commit-synchronize

command, users assigned to such a login class would be able to issue the commit

command,butnot thecommit-synchronizecommand.This isbecausecommit-synchronize

is the longest match between commit and commit-synchronize, and it is specified for

deny-commands.

Anchorsare requiredwhenspecifying complex regular expressionswithallow-commands

ordeny-commands statements. For example,when specifyingmultiple commandsusing

the pipe (|) symbol for allow-commands, the following syntax is incorrect:

allow-commands = "(monitor.*)|(ping.*)|(show.*)|(exit)" . Instead, youmust specify the

expression using the following syntax:allow-commands= "(^monitor) | (^ping) | (^show)

| (^exit)"OR allow-commands ="^(monitor | ping | show | exit)"

Related
Documentation

Example:ConfiguringAccessPrivileges forOperationalModeCommandsonpage 1263•

• Regular Expressions forAllowingandDenying JunosOSOperationalModeCommands

on page 1220

• allow-commands

• deny-commands
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Synchronizing and Coordinating Time Distribution Using NTP

Using NTP to synchronize and coordinate time distribution in a large network involves

these tasks:

1. Configuring NTP on page 170

2. Configuring the NTP Boot Server on page 170

3. Specifying a Source Address for an NTP Server on page 170

Configuring NTP

• ToconfigureNTPon the router or switch, include thentp statementat the [edit system]

hierarchy level:

[edit system]
ntp {
authentication-key number type type value password;
boot-server (address | hostname);
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
server address <key key-number> <version value> <prefer>;
source-address source-address;
trusted-key [ key-numbers ];

}

Configuring the NTP Boot Server

When you boot the router or switch, it issues an ntpdate request, which polls a network

server to determine the local date and time. Youneed to configure a server that the router

or switch uses to determine the time when the router or switch boots. Otherwise, NTP

will not be able to synchronize to a time server if the server’s time appears to be very far

off of the local router’s or switch’s time.

• Toconfigure theNTPboot server, include theboot-server statementat the [edit system

ntp] hierarchy level:

[edit system ntp]
boot-server (address | hostname);

Specify either the IP address or the hostname of the network server.

Specifying a Source Address for an NTP Server

For IP version4 (IPv4), youcanspecify that if theNTPserver configuredat the [edit system

ntp] hierarchy level is contacted on one of the loopback interface addresses, the reply

always uses a specific source address. This is useful for controllingwhich source address

NTP uses to access your networkwhen it is either responding to or sending anNTP client

request from your network.
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To configure the specific source address that the reply will always use, and the source

address that requests initiated by NTP server will use, include the source-address

statement at the [edit system ntp] hierarchy level:

[edit system ntp]
source-address source-address;

source-address is a valid IP address configured on one of the router or switch interfaces.

NOTE: If a firewall filter is applied on the loopback interface, ensure that the
source address specified for theNTP server at the [edit systemntp]hierarchy

level is explicitly included as one of thematch criteria in the firewall filter.
This enables the Junos OS to accept traffic on the loopback interface from
the specified source address.

The following example shows a firewall filter with the source address
10.0.10.100 specified in the from statement included at the [edit firewall filter

firewall-filter-name] hierarchy:

[edit firewall filter Loopback-Interface-Firewall-Filter]
term Allow-NTP {
from {
source-address {
172.17.27.46/32; // IP address of the NTP server
10.0.10.100/32; // Source address specified for the NTP server
}

then accept;
}

}

If no source address is configured for the NTP server, include the primary
address of the loopback interface in the firewall filter.

Related
Documentation

NTP Time Server and Time Services Overview on page 31•

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Viewing Core Files from Junos OS Processes

When an internal Junos process generates a core file, the output found at /var/crash/

and /var/tmp/ can now be viewed. This provides a quick method of finding core issues

across large networks.

Use the CLI command show system core-dumps to view core files.

root@host> show system core-dumps
-rw-------  1 root  wheel  268369920 Jun 18 17:59 /var/crash/vmcore.0
-rw-rw----  1 root  field    3371008 Jun 18 17:53 /var/tmp/rpd.core.0
-rw-r--r--  1 root  wheel   27775914 Jun 18 17:59 /var/crash/kernel.0
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Related
Documentation

Saving Core Files from Junos OS Processes•

• Saving Core Files Generated by Junos OS Processes on page 165

Configuration Examples

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172

• Example: Configuring the Domain Name for the Router or Switch on page 174

• Example: Configuring the Name of the Switch, IP Address, and System ID on page 174

• Example: Configuring NTP on page 174

• Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Example: Changing the Requirements for Junos OS Plain-Text Passwords

This example shows how to set various maximum andminimum requirements for

plain-text passwords to increase password strength.

• Requirements on page 172

• Overview on page 172

• Configuration on page 172

Requirements

This example requires a device running Junos 12.2 or greater. Theminimum-length and

maximum-length password requirements statements are available in earlier releases,

however, youmust have Junos OS Release 12.2 or greater to configure

minimum-lower-cases,minimum-numerics,minimum-punctuations, or

minimum-upper-cases.

Overview

You can use a variety of requirements to strengthen plain-text passwords for greater

security. Junos OS provides a number of possible configurations at the [edit system login

password] hierarchy level that allow you to require users to create plain-text passwords

that conform to a particular set of requirements that may include such things as length,

number of changes, type of characters, numbers, or letter case.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set system login passwordminimum-length 12

set system login passwordmaximum-length 22

set system login passwordminimum-numerics 1
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set system login passwordminimum-upper-cases 1

set system login passwordminimum-lower-cases 1

set system login passwordminimum-punctuations 1

Configuring Requirements for Plain-Text Passwords

Step-by-Step
Procedure

This example configurespassword requirements that require theuser to creat apassword

that has aminimum length of 12 characters, a maximum length of 22 characters, and

that includes at least one lower-case letter, at least one upper-case letter, at least one

punctuation character, and at least one numeric character.

1. Navigate to configuration mode in the [system login password] hierarchy level.

user@host> edit
[edit]
user@host# edit system login password

2. Set a minimum length requirement of 12 characters and amaximum length

requirement of 22 characters for user passwords.

[edit system login password]
user@host# set minimum-length 12
[edit system login password]
user@host# set maximum-length 22

3. Require users to set a password that has at least one lower-case letter and at least

one upper-case letter.

[edit system login password]
user@host# set minimum-lower-cases 1
[edit system login password]
user@host# set minimum-upper-cases 1

4. Require users to set a password that has at least one punctuation-class character

and at least one number.

[edit system login password]
user@host# set minimum-punctuations 1
[edit system login password]
user@host# set minimum-numerics 1

Results

From configurationmode, confirm your configuration by entering the show command at

theedit system loginpasswordhierarchy level. if theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

[edit system login password]
user@host# show
minimum-length 12;
maximum-length 22;
minimum-numerics 1;
minimum-upper-cases 1;
minimum-lower-cases 1;
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Related
Documentation

Special Requirements for Junos OS Plain-Text Passwords on page 1221•

• password (Login)

Example: Configuring the Domain Name for the Router or Switch

The following example shows how to configure the router or switch domain name:

[edit]
user@host# set system domain-name company.net
[edit]
user@host# show
system {
domain-name company.net;

}

Related
Documentation

domain-name on page 246•

• Configuring the Domain Name for the Router or Switch on page 136

Example: Configuring the Name of the Switch, IP Address, and System ID

The following example shows how to configure the switch name, map the name to an

IP address and alias, and configure a system identifier:

[edit]
user@switcht# set system host-nameswitch-sj1
[edit]
user@switch# set system static-host-mapping switch-sj1 inet 192.168.1.77
[edit]
user@switcht# set system static-host-mapping switch-sj1 alias sj1
[edit]
user@switch# set system static-host-mapping switch-sj1 sysid 1921.6800.1077
[edit]
user@switcht# show
system {
host-name switch-sj1;
static-host-mapping {
switch-sj1 {
inet 192.168.1.77;
alias sj1;
sysid 1921.6800.1077;

}
}

}

Related
Documentation

Configuring Basic Router or Switch Properties•

Example: Configuring NTP

The Network Time Protocol (NTP) provides the mechanisms to synchronize time and

coordinate timedistribution ina large, diversenetwork.NTPusesa returnable-timedesign

in which a distributed subnet of time servers operating in a self-organizing, hierarchical
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primary-secondary configuration synchronizes local clocks within the subnet and to

national time standards by means of wire or radio. The servers also can redistribute

reference time using local routing algorithms and time daemons.

This example shows how to configure NTP:

• Requirements on page 175

• Overview on page 175

• Configuration on page 175

• Verification on page 176

Requirements

This example uses the following software and hardware components:

• Junos OS Release 11.1 or later

• A switch connected to a network on which an NTP boot server and NTP server reside

Overview

Debugging and troubleshooting are much easier when the timestamps in the log files of

all switches are synchronized, because events that span a network can be correlated

with synchronous entries in multiple logs. We recommend using the Network Time

Protocol (NTP) to synchronize the system clocks of your switch and other network

equipment.

In this example, an administrator wants to synchronize the time in a switch to a single

time source. We recommend using authentication to make sure that the NTP peer is

trusted. The boot-server statement identifies the server fromwhich the initial time of day

and date are obtained when the router or switch boots. The server statement identifies

theNTP server used for periodic time synchronization. The authentication-key statement

specifies that an HMAC-Message Digest 5 (MD5) scheme is used to hash the key value

for authentication, which prevents the switch from synchronizing with an attacker’s host

that is posing as the time server.

Configuration

To configure NTP:

CLI Quick
Configuration

Toquickly configureNTP, copy the following commandsandpaste them into the switch’s

terminal window:

[edit system]
set ntp boot-server 10.1.4.1
set ntp server 10.1.4.2
set ntp authentication-key 2 typemd5 value "$9$aH1j8"

Step-by-Step
Procedure

To configure NTP :

Specify the boot server:1.

[edit system]
user@switch# set ntp boot-server 10.1.4.1

2. Specify the NTP server:
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[edit system]
user@switch# set ntp server 10.1.4.2

3. Specify the key number, authentication type (MD5), and key for authentication:

[edit system]
user@switch# set ntp authentication-key 2 typemd5 value "$9$aH1j8"

Results Check the results:

[edit system]
user@switch# show
ntp {
boot-server 10.1.4.1;
authentication-key 2 typemd5 value "$9$aH1j8"; ## SECRET-DATA
server 10.1.4.2;

}

Verification

To confirm that the configuration is correct, perform these tasks:

• Checking the Time on page 176

• Displaying the NTP Peers on page 176

• Displaying the NTP Status on page 177

Checking the Time

Purpose Check the time that has been set on the switch.

Action Enter the show system uptime operational mode command to display the time.

user@switch> show system uptime
fpc0:
--------------------------------------------------------------------------
Current time: 2009-06-12 12:49:03 PDT
System booted: 2009-05-15 06:24:43 PDT (4w0d 06:24 ago)
Protocols started: 2009-05-15 06:27:08 PDT (4w0d 06:21 ago)
Last configured: 2009-05-27 14:57:03 PDT (2w1d 21:52 ago) by admin1
12:49PM  up 28 days,  6:24, 1 user, load averages: 0.05, 0.06, 0.01

Meaning The output shows that the current date and time are June 12, 2009 and 12:49:03 PDT.

The switch booted 4 weeks, 6 hours, and 24minutes ago, and its protocols were started

approximately 3minutes before it booted. The switchwas last configured by user admin1

on May 27, 2009, and there is currently one user logged in to the switch.

The output also shows that the load average is 0.05 seconds for the last minute, 0.06

seconds for the last 5 minutes, and 0.01 seconds for the last 15 minutes.

Displaying the NTP Peers

Purpose Verify that the time has been obtained from an NTP server.
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Action Enter the show ntp associations operational mode command to display the NTP server

from switch obtained its time.

user@switch> show ntp associations
     remote           refid      st t when poll reach   delay   offset  jitter
==============================================================================
*ntp5.domain1.ne .GPS.            1 u  414 1024  377    3.435    4.002   0.765

Meaning The asterisk (*) in front of the NTP server name, or peer, indicates that the time is

synchronized and obtained from this server. The delay, offset, and jitter are displayed in

milliseconds.

Displaying the NTP Status

Purpose View the configuration of the NTP server and the status of the system.

Action Enter the show ntp status operational mode command to view the status of the NTP.

user@switch> show ntp status
status=0644 leap_none, sync_ntp, 4 events, event_peer/strat_chg,
version="ntpd 4.2.0-a Mon Apr 13 19:09:05 UTC 2009 (1)",
processor="powerpc", system="JUNOS9.5R1.8", leap=00, stratum=2,
precision=-18, rootdelay=2.805, rootdispersion=42.018, peer=48172,
refid=172.17.28.5,
reftime=cddd397a.60e6d7bf  Fri, Jun 12 2009 13:30:50.378, poll=10,
clock=cddd3b1b.ec5a2bb4  Fri, Jun 12 2009 13:37:47.923, state=4,
offset=3.706, frequency=-23.018, jitter=1.818, stability=0.303

Meaning The output shows status information about the switch and the NTP.

Related
Documentation

NTP Time Server and Time Services Overview on page 31•

• ntp on page 268

• Configuring the NTP Time Server and Time Services on page 143

• CLI Explorer

• Junos OS Baseline Network Operations Guide

Example:ConfiguringNTPasaSingleTimeSource forRouterandSwitchClockSynchronization

Debugging and troubleshooting are much easier when the timestamps in the log files of

all the routers or switches are synchronized, because events that span the network can

be correlated with synchronous entries in multiple logs. We strongly recommend using

the Network Time Protocol (NTP) to synchronize the system clocks of routers, switches,

and other network equipment.

By default, NTP operates in an entirely unauthenticatedmanner. If a malicious attempt

to influence the accuracy of a router or switch’s clock succeeds, it could have negative

effects on system logging, make troubleshooting and intrusion detection more difficult,

and impede other management functions.

The following sampleconfiguration synchronizesall the routersor switches in thenetwork

to a single time source. We recommend using authentication to make sure that the NTP
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peer is trusted. Theboot-server statement identifies the server fromwhich the initial time

of day and date is obtained when the router boots. The server statement identifies the

NTP server used for periodic time synchronization. The authentication-key statement

specifies that an HMAC-Message Digest 5 (MD5) scheme should be used to hash the

key value for authentication, which prevents the router or switch from synchronizingwith

an attacker’s host posing as the time server.

[edit]
system {
ntp {
authentication-key 2 typemd5 value "$9$aH1j8gqQ1gjyjgjhgjgiiiii"; # SECRET-DATA
boot-server 10.1.4.1;
server 10.1.4.2;

}
}

Related
Documentation

NTP Overview•

• NTP Time Server and Time Services Overview on page 31

• authentication-key

• boot-server on page 232

• server on page 280

• show ntp associations on page 849

• show ntp status on page 851

Configuration Statements

• QFX Series CLI Hierarchy on page 181

• access-end on page 220

• access-start on page 221

• accounting on page 222

• accounting-port on page 223

• allow-commands on page 223

• allow-configuration on page 224

• allowed-days on page 224

• allow-transients on page 225

• announcement on page 225

• archival on page 226

• arp (System) on page 227

• authentication (Login) on page 228

• authentication-key on page 229

• authentication-order on page 230

• auxiliary on page 231
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• boot-server (NTP) on page 232

• broadcast on page 233

• broadcast-client on page 234

• change-type on page 234

• checksum on page 235

• class (Defining Login Classes) on page 236

• class (Assigning a Class to an Individual User) on page 237

• commit on page 238

• compress-configuration-files (System) on page 239

• console (Physical Port) on page 240

• default-address-selection on page 241

• deny-commands on page 242

• deny-configuration on page 243

• destination (Accounting) on page 244

• destination-override on page 245

• direct-access on page 245

• domain-name on page 246

• domain-search on page 246

• explicit-priority on page 247

• events on page 248

• format on page 248

• host-name on page 249

• icmpv4-rate-limit on page 249

• idle-timeout on page 250

• internet-options on page 250

• l2-learning on page 251

• load-key-file on page 252

• location on page 253

• login on page 254

• login-alarms on page 255

• login-tip on page 255

• max-configurations-on-flash on page 256

• maximum-length on page 256

• message on page 257

• minimum-changes on page 257

• minimum-length on page 258

• minimum-lower-cases on page 259
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• minimum-numerics on page 260

• minimum-punctuations on page 261

• minimum-upper-cases on page 262

• multicast-client on page 262

• name-server on page 263

• no-multicast-echo on page 264

• no-ping-record-route on page 265

• no-ping-time-stamp on page 265

• no-redirects (IPv4 Traffic) on page 266

• no-split-detection on page 267

• ntp on page 268

• optional on page 268

• password (Login) on page 269

• peer on page 270

• permissions on page 271

• port (TACACS+ Server) on page 271

• ports on page 272

• radius (System) on page 273

• refresh (Commit Scripts) on page 274

• refresh-from (Commit Scripts) on page 274

• retry on page 275

• retry-options on page 276

• root-authentication on page 277

• saved-core-context on page 278

• saved-core-files on page 278

• secret on page 279

• server (TACACS+ Accounting) on page 279

• server (NTP) on page 280

• server (RADIUS Accounting) on page 281

• single-connection on page 281

• source (Commit Scripts) on page 282

• source-address (NTP, RADIUS, System Logging, or TACACS+) on page 282

• source-port (Port Addresses) on page 283

• ssh-dsa on page 283

• ssh-rsa on page 284

• static-host-mapping on page 285

• structured-data on page 286
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• syslog (System) on page 287

• system on page 289

• tacplus on page 294

• tacplus-server on page 295

• timeout on page 296

• time-format on page 297

• time-zone on page 298

• traceoptions (Commit Scripts) on page 300

• traceoptions (Layer 2 Learning) on page 302

• tracing on page 304

• trusted-key on page 305

• uid on page 305

• use-imported-time-zones on page 306

• user (Access) on page 306

QFX Series CLI Hierarchy

This topic contains the full command-line interface (CLI) statement hierarchy for the

QFX Series.

• [edit access] Hierarchy on page 181

• [edit accounting-options] Hierarchy on page 182

• [edit chassis] Hierarchy on page 183

• [edit class-of-service] Hierarchy on page 185

• [edit ethernet-switching-options] Hierarchy on page 187

• [edit fabric] Hierarchy on page 189

• [edit fc-fabrics] Hierarchy on page 190

• [edit fc-options] Hierarchy on page 191

• [edit firewall] Hierarchy on page 191

• [edit groups] Hierarchy on page 192

• [edit interfaces] Hierarchy on page 192

• [edit policy-options] Hierarchy on page 198

• [edit protocols] Hierarchy on page 198

• [edit security] Hierarchy on page 211

• [edit snmp] Hierarchy on page 211

• [edit system] Hierarchy on page 215

• [edit vlans] Hierarchy on page 220

[edit access] Hierarchy

access {
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address-assignment
pool pool-name
address-poolpool-name
profile profile-name {
accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
(authentication-order (ldap radius | none);
order (radius | none);

}
radius {
accounting-server [server-addresses];
authentication-server [server-addresses];

}
}

}

[edit accounting-options] Hierarchy

accounting-options {
class-usage-profile profile-name {
destination-classes {
destination-class-name;

}
file filename;
intervalminutes;
source-classes {
source-class-name;

}
}
file filename {
archive-sites {
site-name;

}
files number;
nonpersistent;
size bytes;
start-time time;
transfer-intervalminutes;

}
filter-profile profile-name {
counters {
counter-name;

}
file filename;
intervalminutes;

}
interface-profile profile-name {
fields {
input-bytes;
input-errors;
input-multicast;
input-packets;
input-unicast;
output-bytes;
output-errors;
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output-multicast;
output-packets;
output-unicast;
rpf-check-bytes;
rpf-check-packets;
rpf-check6-bytes;
rpf-check6-packets;
unsupported-protocol;

}
file filename;
intervalminutes;

}
mib-profile profile-name {
file filename;
intervalminutes;
object-names {
mib-object-name;

}
operation (get | get-next | walk);

}
policy-decision-statistics-profile profile-name {
application-aware-access-list-fields {
address;
application;
application-group;
input-bytes;
input-interface;
input-packets;
mask;
output-bytes;
output-packets;
subscriber-name;
timestamp;
vrf-name;

}
file filename;

}
routing-engine-profile profile-name {
fields {
field-name;

}
file filename;
intervalminutes;

}
}

[edit chassis] Hierarchy

interconnect-device {
alarm {
interface-type {
link-down (red | yellow | ignore);

}
}
container-devices {
device-count number;
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}
craft-lockout {
alarm {
interface-type {
link-down (red | yellow | ignore);

}
}
container-devices {
device-count number;

}
fpc slot {
power (on | off);

}
routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);

}
}

}
fpc slot {
power (on | off);

}
routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);

}
}

}
chassis {
routing-engine {
redundancy {
failover {
on-disk-failure {
disk-failure-action (halt | reboot);
}
on-loss-of-keepalives;

}
graceful-switchover;

}
aggregated-devices {
ethernet {
device-count number;

}
alarm {
interface-type {
alarm-name (red | yellow | ignore);

}
}

}
forwarding-options profile-name {
num-65-127-prefix value

}
fpc slot {
auto-speed-detection disable
pic pic-number{
port port-number{
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tunnel-port port-number tunnel-services;
channel-speed speed;

}
port-range port-range-low port-range-high {
channel-speed speed;

}
}

}
maximum-ecmp next-hops;

}

[edit class-of-service] Hierarchy

class-of-service {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}
}
code-point-aliases {
(dscp| dscp-ipv6 | ieee-802.1) {
alias-name bits;

}
}
congestion-notification-profile profile-name {
input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}
output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}
}
drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-level high-value drop-probability 0 drop-probability
high-value;

}
}

}
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forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}
forwarding-class class-name {
scheduler scheduler-name;

}
forwarding-class-sets forwarding-class-set-name {
class class-name;

}
forwarding-classes {
class {
class-name {
queue-num queue-number <no-loss>;

}
}

}
host-outbound-traffic{
forwarding-class class-name;
dscp-code-point code-point;

}
interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class lossless-forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1) (classifier-name | default);

}
}

}
}
multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;

}
}
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (rewrite-name | default);
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forwarding-class class-name {
loss-priority priority code-point (alias | bits);

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low | medium-high | high) protocol protocol
drop-profile drop-profile-name;

priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage);

}
}
shared-buffer {
egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent

}
}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent

}
}

}
system-defaults {
classifiers exp classifier-name;

}
traffic-control-profiles profile-name {
guaranteed-rate(rate| percent percentage);
scheduler-mapmap-name;
shaping-rate (rate| percent percentage);

}
}

[edit ethernet-switching-options] Hierarchy

ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);
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}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
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forwarding-class (for DHCP Snooping or DAI Packets) class-name;
}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

[edit fabric] Hierarchy

fabric
aliases {
director-device director-device-name {
assigned-director-device-name;

}
interconnect-device interconnect-device-name {
assigned-interconnect-device-name;

}
node-device node-device-name {
assigned-node-device-name;

}
}
resources {
node-group node-group-name {
node-device node-device-name;
network-domain;

}
}
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}

[edit fc-fabrics] Hierarchy

fc-fabrics {
fc-fabric-name {
description
fabric-id fc-fabric-id;
fabric-type proxy;
interface {
interface-name {
max-login-sessionsmax-login-sessions;

}
interface-name {
max-login-sessionsmax-login-sessions;

}
<...>;
max-login-sessionsmax-login-sessions;

}
vlan.interface-name;

}
fc2 {
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

}
}
max-login-sessionsmax-login-sessions;
protocols {
fip {
fcoe-trusted;
fc-map fc-map-value;
fka-adv-periodmilliseconds;
interface {
interface-name {
fka-adv-periodmilliseconds;
priority priority;

}
}
max-sessions-per-enodemax-sessions-per-enode;
priority priority;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}
proxy {
auto-load-rebalance
load-balance-algorithm (simple | enode-based | flogi-based);
no-fabric-wwn-verify;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
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flag flag <flag-modifier> <disable>;
}

}
}

}

[edit fc-options] Hierarchy

fc-options
max-login-sessions-per-nodemax-login-sessions-per-node;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

[edit firewall] Hierarchy

firewall {
family family-name {
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}
policer policer-name {
filter-specific;
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}
three-color-policer policer-name {
action {
loss-priority high then discard;

}
single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-information-rate bps;
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committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}
}

}

[edit groups] Hierarchy

groups {
group-name {
configuration-data;

}
global {
configuration-data

}
if-config {
configuration-data

}
re1 {
configuration-data

}
}

[edit interfaces] Hierarchy

interfaces {
aex {
disable;
aggregated-ether-options {
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
lacpmode {
admin-key key;
periodic interval;
system-idmac-address;

}
link-speed speed;
loopback;
no-loopback;
minimum-links number;

}
mc-ae {
chassis-id chassis-id;
mc-ae-idmc-ae-id;
mode (active-active);
status-control (active | standby);

}
description text;
gratuitous-arp-reply | no-gratuitous-arp-reply)
hold-time downmilliseconds upmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
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traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
interface-range interface-range-name {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;

}
}
(auto-negotiation| no-auto-negotiation);
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
link-modemode;
speed (auto-negotiation | speed);

}
hold-timemilliseconds downmilliseconds;
member interface-name;
member-range starting-interface-name to ending-interface-name;
mtu bytes;
unit logical-unit-number {
disable;
description text;
family family-name {...}
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(traps | no traps);
vlan-id vlan-id-number;

}
}
lo0 {
disable;
description text;
hold-timemilliseconds downmilliseconds;
traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);

}
}
mex {
disable;
description text;
hold-timemilliseconds downmilliseconds;
(gratuitous-arp-reply | no-gratuitous-arp-reply);
no-gratuitous-arp-request;
traceoptions;
traps;
unit logical-unit-number {
disable;

description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;
}
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}
traps;
vlan-id vlan-id-number;
}

vlan-tagging;
vlan {
disable;
description text;
(gratuitous-arp-reply| no-gratuitous-arp-reply);
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
description text;
disable;
family {
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);

}
}
fc-0/0/port {
fibrechannel-options {
bb-sc-n;
(loopback | no-loopback);
speed (auto-negotiation | 2g | 4g | 8g);

}
unit logical-unit-number {
disable;
description text;
family {
fibre-channel {
port-mode np-port;

}
(traps | no traps);

}
ge-0/0/port {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;
primary;

}
}
(auto-negotiation | no-auto-negotiation);
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configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
link-modemode;
loopback;
no-loopback;
speed (auto-negotiation | speed);

}
gratuitous-arp-reply| no-gratuitous-arp-reply);
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
description text;
disable;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
vrrp-group group-id {
(accept-data | no-accept-data);
advertise-interval seconds;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
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bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;
route prefix/prefix-length routing-instance instance-name priority-cost priority;
}

}
virtual-address [ addresses ];

}
xe-0/0/port {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;
(primary | backup);

}
}
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
loopback;
no-loopback;

}
(gratuitous-arp-reply| no-gratuitous-arp-reply
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
fibre-channel {
port-mode (f-port | np-port);

}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
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primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
}

[edit policy-options] Hierarchy

policy-options
application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

[edit protocols] Hierarchy

protocols {
bgp {
disable;
accept-remote-nexthop;
advertise-external <conditional>;
advertise-inactive;
(advertise-peer-as | no-advertise-peer-as);
authentication-algorithm (aes-128-cmac-96 | hmac-sha-1-96 | md5);
authentication-key key;
authentication-key-chain key-chain;
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
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detection-time {
thresholdmilliseconds;

}
hold-down-intervalmilliseconds;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
cluster cluster-identifier;
damping;
description text-description;
export [ policy-names ];
family family-name {
... the family subhierarchies appear after the main [edit protocols bgp] hierarchy ...

}
graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}
group group-name {
... the group subhierarchy appears after the main [edit protocols bgp] hierarchy ...

}
hold-time seconds;
import [ policy-names ];
include-mp-next-hop;
keep (all | none);
local-address address;
local-as autonomous-system <loops number> < alias> <private>;
local-preference local-preference;
log-updown;
metric-out (metric | igp (delay-med-update | offset) | minimum-igp offset);
mtu-discovery;
multihop {
no-nexthop-change;
ttl ttl-value;

}
no-aggregator-id;
no-client-reflect;
out-delay seconds;
outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
inet;
inet6;

}
}

}
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passive;
path-selection {
always-compare-med;
as-path-ignore;
cisco-non-deterministic;
external-router-id;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}
peer-as autonomous-system;
preference preference;
remove-private;
tcp-mss segment-size;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}

}
dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}
iccp {
authentication-key string;
local-ip-addr local-ip-addr;
peer ip-address{
authentication-key string;
backup-liveness-detection {
backup-peer-ip ip-address;

}
liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
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multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (Liveness Detection) (1 | automatic);

}
local-ip-addr ipv4-address;
session-establishment-hold-time seconds;

}
session-establishment-hold-time seconds;
traceoptions {
file <filename> <files number> <match regular-expression> <microsecond-stamp>
<size size> <world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}
}
igmp-snooping {
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>
<match regex>;

flag flag (detail | disable | receive | send);
}
vlan vlan-name {
disable;
}
interface interface-name {
group-limit limit;
multicast-router-interface;
static {
group ip-address;

}
}
robust-count number;

}
}
isis {
disable;
export [ policy-names ];
ignore-attached-bit;
interface interface-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
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no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
checksum;
csnp-interval (seconds | disable);
disable;
hello-padding (adaptive | loose | strict);
level (1 | 2) {
disable;
hello-authentication-key key;
hello-authentication-type authentication;
hello-interval seconds;
hold-time seconds;
ipv4-multicast-metric number;
metricmetric;
passive;
priority number;

}
lsp-intervalmilliseconds;
mesh-group (value | blocked);
no-ipv4-multicast;
no-unicast-topology;
passive;
point-to-point;

}
level (1 | 2) {
disable;
authentication-key key;
authentication-type authentication;
external-preference preference;
no-csnp-authentication;
no-hello-authentication;
no-psnp-authentication;
preference preference;
prefix-export-limit number;
wide-metrics-only;

}
loose-authentication-check;
lsp-lifetime seconds;
max-areas number;
no-adjacency-holddown;
no-authentication-check;
no-ipv4-routing;
overload {
advertise-high-metrics;
timeout seconds;

}
reference-bandwidth reference-bandwidth;
rib-group {
inet group-name;

}
topologies {
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ipv4-multicast;
}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
disable;
family inet {
shortcuts {
multicast-rpf-routes:

}
}

}
}
lldp {
disable;
advertisement-interval seconds;
hold-multiplier number;
interface (LLDP) (all | interface-name) {
disable;

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>
<match regex>;

flag flag (detail | disable | receive | send);
}

}
mstp {
disable;
bpdu-timeout-action;
bridge-priority priority;
configuration-name (MSTP) name;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
block;
alarm;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
max-hops hops;
mstimsti-id {
vlan (vlan-id | vlan-name);
interface interface-name {
disable;
cost cost;
edge;
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modemode;
priority priority;

}
}
revision-level revision-level;
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
ospf {
disable;
area area-id {
area-range ip-prefix</prefix-length> <exact> <override-metricmetric> <restrict>;
context-identifier identifier
interface interface-name {
disable;
authentication {
md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
bandwidth-based-metrics {
bandwidth valuemetric number;

}
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
full-neighbors-only;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
dead-interval seconds;
dynamic-neighbors;
flood-reduction;
hello-interval seconds;
interface-type (nbma | p2mp | p2p);
metricmetric;
neighbor address <eligible>;
no-eligible-backup;
no-interface-state-traps;
no-neighbor-down-notification;
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passive {
traffic-engineering {
remote-node-id address;

}
}
poll-interval seconds;
priority number;
retransmit-interval seconds;
secondary;
te-metricmetric;
topology (name | default | ipv4-multicast) {
disable;
bandwidth-based-metrics {
bandwidth value;
metric number;

}
metricmetric;

}
transit-delay seconds;

}
network-summary-export [ policy-names ];
network-summary-import [ policy-names ];
nssa {
area-range ip-prefix</prefix-length><exact><override-metricmetric><restrict>;
default-lsa {
default-metricmetric;
metric-type type;
type-7;

}
(summaries | no-summaries);

}
stub <default-metricmetric> <summaries | no-summaries>;
virtual-link neighbor-id router-id transit-area area-id {
disable;
authentication {
md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
dead-interval seconds;
demand-circuit;
flood-reduction;
hello-interval seconds;
ipsec-sa sa-name;
no-neighbor-down-notification;
retransmit-interval seconds;
topology (name | default | ipv4-multicast) {
disable;
metricmetric;

}
transit-delay seconds;

}
}
database-protection {
ignore-count number;
ignore-time seconds;
maximum-lsa number;

205Copyright © 2014, Juniper Networks, Inc.

Chapter 5: Configuration



reset-time seconds;
warning-only;
warning-threshold percent;

}
export [ policy-names ];
external-preference preference;
graceful-restart {
disable;
helper-disable <both | restart-signaling | standard>;
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}
import [ policy-names ];
no-nssa-abr;
no-rfc-1583;
overload <timeout seconds>;
preference preference;
prefix-export-limit number;
reference-bandwidth reference-bandwidth;
rib-group group-name;
topology (default | ipv4-multicast | name) {
overload;
prefix-export-limit number;
topology-id number;

}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
advertise-unnumbered-interfaces;
credibiliity-protocol-preference;
ignore-lsp-metrics;
multicast-rpf-routes;
no-topology;
shortcuts <lsp-metric-into-summary>;

}
}
pim {
disable;
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
family (inet | inet6) {
disable;

}
graceful-restart {
disable;
restart-duration seconds;

}
import [ policy-names ];
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interface interface-name {
accept-remote-source;
disable;
family (inet | inet6) {
disable;

}
hello-interval seconds;
mode (dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance;
join-prune-timeout;
nonstop-routing;
override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group group-name;
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-import [ policy-names ];
bootstrap-export [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
local {
family (inet | inet6) {
address address;
anycast-pim {
disable;
rp-set {
address address <forward-msdp-sa>;

}
local-address address;

}
group-ranges {
destination-ip-prefix</prefix-length>;
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}
hold-time seconds;
priority number;

}
}
rp-register-policy [ policy-names ];
spt-threshold {
infinity [ policy-names ];

}
static {
address address {
group-ranges {
version version;
destination-ip-prefix</prefix-length>;
}

}
}

}
rpf-selection {
group group-address{
source source-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-devices [ mt-fpc/pic/port ];

}
rip {
authentication-key password;
authentication-type type;
(check-zero | no-check-zero);
group group-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
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minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
export [ policy-names ];
import [ policy-names ];
metric-outmetric;
neighbor neighbor-name {
any-sender;
authentication-key password;
authentication-type type;
bfd-liveness-detection {
... same statements as at the [edit protocols rip group group-name
bfd-liveness-detection] hierarchy level ...

}
(check-zero | no-check-zero);
import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
route-timeout seconds;
send (broadcast | multicast | none | version-1);
update-interval seconds;

}
preference preference;
route-timeout seconds;
update-interval seconds;

}
holddown seconds;
import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
rib-group group-name;
route-timeout seconds;
send (broadcast | multicast | none | version-1);
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
update-interval seconds;

}
rstp {
disable;
bpdu-block-on-edge;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
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disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
}
traceoptions {
file filename <files number > <size size> <no-stamp> <world-readable |
no-world-readable>;

flag flag;
}

}
stp {
disable;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;

}
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

uplink-failure-detection {
group group-name {
link-to-monitor interface-name;
link-to-disable interface-name;

}
}
vstp {
bpdu-block-on-edge;
disable (Spanning Trees);
force-version (Spanning Trees) stp;
vlan (Spanning Trees) vlan-id {
bridge-priority (Spanning Trees) priority;
forward-delay (Spanning Trees) seconds;
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hello-time (Spanning Trees) seconds;
interface (Spanning Trees) (all | interface-name) {
bpdu-timeout-action (Spanning Trees) {
block (Spanning Trees);
log (Spanning Trees);

}
cost (Spanning Trees) cost;
disable (Spanning Trees);
edge (Spanning Trees);
mode (Spanning Trees)mode;
no-root-port (Spanning Trees);
priority (Spanning Trees) priority;

}
max-age (Spanning Trees) seconds;
traceoptions (Spanning Trees) {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
}

}

[edit security] Hierarchy

security {
certificates
pki
ssh-known-hosts
traceoptions

}

[edit snmp] Hierarchy

snmp {
client-list client-list-name {
ip-addresses;

}
community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
logical-system logical-system-name {
routing-instance routing-instance-name {
clients {
addresses;
}

}
}
routing-instance routing-instance-name {
clients {
addresses;
}

}
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view view-name;
}
contact contact;
description description;
filter-duplicates;
filter-interfaces;
health-monitor {
falling-threshold integer;
interval seconds;
rising-threshold integer;

}
interface [ interface-names ];
location location;
name name;
nonvolatile {
commit-delay seconds;

}
rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
variable oid-variable;

}
event index {
community community-name;
description description;
type type;

}
history history-index {
bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regular-expression>;

flag flag;
}
trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance routing-instance-name;
targets {
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address;
}
version (all | v1 | v2);

}
trap-options {
agent-address outgoing-interface;
source-address address;

}
v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system logical-system;
port port-number;
retry-count number;
routing-instance routing-instance-name;
tag-list tag-list;
target-parameters target-parameters-name;
timeout seconds;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}
usm {
local-engine {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;
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}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}
}
remote-engine engine-id {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}
view view-name {
oid object-identifier (include | exclude);
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}
}

[edit system] Hierarchy

system {
accounting {
events [ login change-log interactive-commands ];
destination {
radius {
server {
server-address {
accounting-port port-number;
retry number;
secret password;
source-address address;
timeout seconds;

}
}

}
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}

}
archival {
configuration {
archive-sites {
ftp://<username>:<password>@<host>:<port>/<url-path>;
ftp://<username>:<password>@<host>:<port>/<url-path>;

}
transfer-interval interval;
transfer-on-commit;

}
}
arp {
aging-timerminutes;
interfaces;

}
authentication-order [ authentication-methods ];
(compress-configuration-files | no-compress-configuration-files);
default-address-selection;
domain-name domain-name;
domain-search [ domain-list ];
host-name hostname;
internet-options {
icmpv4-rate-limitbucket-size bucket-size packet-rate packet-rate;
source-port upper-limit <upper-limit>;

}
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location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}
login {
announcementtext;
class class-name {
access-end;
access-start;
allow-configuration “regular-expression”;
allowed-days “regular-expression”;
deny-commands “regular-expression”;
deny-configuration “regular-expression”;
idle-timeoutminutes;
login-tip;
permissions [ permissions ];

}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | sha1 | des);
maximum-length length;
minimum-changes number;
minimum-length length;

}
retry-options {
backoff-factor seconds;
backoff-threshold number;
minimum-time seconds;
tries-before-disconnect number;

}
user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-fileURL;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-rsa "public-key";
ssh-dsa "public-key";

}
uid uid-value;
class class-name;
full-name complete-name;

}
}
name-server {
address;
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}
no-multicast-echo;
no-redirects;
no-ping-record-route;
no-ping-time-stamp;
ntp {
authentication-key number type type value password;
serveraddress <key key-number> <version value> <prefer>;

}
ports {
auxiliary {
disable;
insecure;
type terminal-type;

}
console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;

}
}
radius-server server-address {
accounting-port port-number;
port number;
retry number;
secret password;
source-address source-address;
timeout seconds;
}

}
radius-options {
password-protocolmschap-v2;
}
attributes {
nas-ip-address ip-address;

root-authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;

}
(saved-core-context | no-saved-core-context);
saved-core-files saved-core-files;
services {
finger {
connection-limit limit;
rate-limit limit;

}
flow-tap-dtcp {
ssh {
connection-limit limit;
rate-limit limit;

}
}
ftp {
connection-limit limit;

217Copyright © 2014, Juniper Networks, Inc.

Chapter 5: Configuration



rate-limit limit;
}
service-deployment {
servers server-address {
port port-number;

}
source-address source-address;

}
ssh {
root-login (allow | deny | deny-password);
protocol-version [v1 v2];
connection-limit limit;
rate-limit limit;

}
telnet {
connection-limit limit;
rate-limit limit;

}
web-management {
http {
interfaces [ interface-names ];
port port;

}
https {
interfaces [ interface-names ];
local-certificate name;
port port;

}
session {
idle-timeout [ minutes ];
session-limit [ session-limit ];

}
}
xnm-clear-text {
connection-limit limit;
rate-limit limit;

}
xnm-ssl {
connection-limit limit;
local-certificate name;
rate-limit limit;

}
}
static-host-mapping {
hostname {
alias [ alias ];
inet [ address ];
sysid system-identifier;

}
}
syslog {
archive {
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
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(world-readable | no-world-readable);
}
console {
facility severity;

}
file filename {
archive {
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
explicit-priority;
facility severity;
match "regular-expression";
structured-data {
brief;

}
}
host (hostname | other-routing-engine | scc-master) {
explicit-priority;
facility-override facility;
facility severity;
log-prefix string;
match "regular-expression";

}
source-address source-address;
time-format (millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";

}
}
tacplus-options {
service-name service-name;
(no-cmd-attribute-value | exclude-cmd-attribute);

}
tacplus-server server-address {
port
secret password;
single-connection;
source-address source-address;
timeout seconds;

}
time-zone (GMThour-offset | time-zone);
}
tracing {
destination-override {
syslog host;
}

}
use-imported-time-zones;

}
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[edit vlans] Hierarchy

vlans {
vlan-name {
description text-description;
dot1q-tunneling {
customer-vlans (id | range);

}
filter input filter-name;
filter output filter-name;
interface interface-name {
isolated;
mapping (policy | tag push | native push);
promiscuous;

}
isolation-vlan-id;
l3-interface vlan.logical-interface-number;
mac-limit number;
mac-table-aging-time seconds;
no-local-switching;
no-mac-learning;
primary-vlan vlan-name;
pvlan extend-secondary-vlan-id vlan-id;
vlan-id number;
vlan-range vlan-id-low-vlan-id-high;

}
}

access-end

Syntax access-endHH:MM;

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the end time for login access.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Time-Based User Access on page 149
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access-start

Syntax access-startHH:MM;

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the start time for login access.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Time-Based User Access on page 149
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accounting

Syntax accounting {
destination {
radius {
server {
server-address {
accounting-port port-number;
secret password;
source-address address;
retry number;
timeout seconds;

}
}

}
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure audit of TACACS+ or RADIUS authentication events, configuration changes,

and interactive commands.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Accounting

• Configuring TACACS+ System Accounting on page 1248
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accounting-port

Syntax accounting-port port-number;

Hierarchy Level [edit system accounting destination radius server server-address],
[edit system radius server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the accounting port number on which to contact the RADIUS server.

Options number—Port number on which to contact the RADIUS server.

Default: 1813

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Accounting

allow-commands

Syntax allow-commands "regular-expression";

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the operational mode commands that members of a login class can use.

Default If youomit this statementand thedeny-commands statement, users can issueonly those

commands for which they have access privileges through the permissions statement.

Options regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.

If the regular expression contains any spaces, operators, or wildcard characters,

enclose it in quotation marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying Access Privileges for Junos OS Operational Mode Commands on page 168

• deny-commands on page 242

• user on page 306
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allow-configuration

Syntax allow-configuration "regular-expression";

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Explicitly allow configuration access to the specified levels in the hierarchy even if the

permissions set with the permissions statement do not grant such access by default.

Default If you omit this statement and the deny-configuration statement, users can edit only

thosecommands forwhich theyhaveaccessprivileges throughthepermissionsstatement.

Options regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.

If the regular expression contains any spaces, operators, or wildcard characters,

enclose it in quotation marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• SpecifyingAccessPrivileges for JunosOSConfigurationModeHierarchiesonpage 1253

• RegularExpressions forAllowingandDenying JunosOSConfigurationModeHierarchies

on page 1219

• deny-configuration on page 243

• user on page 306

allowed-days

Syntax allowed-days [ days-of-the-week ];

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the days of the week when users can log in.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Time-Based User Access on page 149
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allow-transients

Syntax allow-transients;

Hierarchy Level [edit systems scripts commit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, enable transient configuration changes to be committed.

Default Transient changes are disabled by default. If you do not include the allow-transients

statement, and an enabled script generates transient changes, the command-line

interface (CLI) generates an error message and the commit operation fails.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Generating a Persistent or Transient Change

• Creating a Macro to Read the Custom Syntax and Generate Related Configuration

Statements

announcement

Syntax announcement text;

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a system login announcement. This announcement appears after a user logs

in.

Options text—Text of the announcement. If the text contains any spaces, enclose it in quotation

marks.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration

Related
Documentation

• Configuring the Junos OS to Display a System Login Announcement

• Configuring the Junos OS to Display a System Login Message on page 140

• message on page 257
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archival

Syntax archival {
configuration {
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
transfer-interval interval;
transfer-on-commit;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure copying of the currently active configuration to an archive site. An archive site

can be a file, or an FTP or SCP location.

NOTE: Theedit systemarchivalhierarchy is not availableonQFabric systems.

Options The remaining statements are explained separately.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147
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arp (System)

Syntax arp {
aging-timerminutes;
gratuitous-arp-delayseconds;
gratuitous-arp-on-ifup;
interfaces {
interface-name {
aging-timerminutes;

}
}
passive-learning;
purging;

}

For EX-Series switches:

arp {
aging-timerminutes;

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify ARP options. You can enable backup VRRP routers to learn ARP requests for

VRRP-IP to VRRP-MAC address translation. You can also set the time interval between

ARP updates.

For EX-Series switches, set only the time interval between ARP updates.

Options aging-timer—Time interval inminutes between ARP updates. In environmentswhere the

numberofARPentries toupdate ishigh (for example, on routersonly,metroEthernet

environments), increasing the time between updates can improve system

performance.

passive-learning (QFX-Series only)—Configure switches to learn the ARPmappings

(IP-to-MAC address) for hosts sending the requests.

Default: 20minutes

Range: 1 to 240minutes

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Configuring the Junos OS ARP Learning and Aging Options for Mapping IPv4 Network

Addresses to MAC Addresses

•

• Junos OS Network Interfaces Library for Routing Devices
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• Formore information about ARP updates, see the JunosOSSystemBasics Configuration

Guide .

authentication (Login)

Syntax authentication {
encrypted-password password;
load-key-fileURL;
plain-text-password password;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-dsa "public-key";
ssh-rsa "public-key";

}

Hierarchy Level [edit system login user username]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Authenticationmethods thatauser canuse to log in to the switch.Youcanassignmultiple

authentication methods to a single user.

Options encrypted-password "password"—Message Digest 5 (MD5) or other encrypted

authentication. Specify the MD5 or other password. You can specify only one

encrypted password for each user.

You cannot configure a blank password for encrypted-password using blank quotation

marks (" "). Youmust configure a password of 1 through 128 characters and enclose

the password in quotation marks.

load-key-file—Load RSA (SSH version 1 and SSH version 2) and DSA (SSH version 2)

public keys from a file. The file is a URL containing one or more SSH keys.

plain-text-password—Plain-text password. The command-line interface (CLI) prompts

you for the password and then encrypts it.

remote-debug-permission (QFabric systems only)—QFabric component authentication.

Specifies permission levels for users to access individual components in a QFabric

system.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the SSH public key. You can

specify one or more public keys for each user.

ssh-rsa "public-key"—SSH version 1 and SSH version 2 authentication. Specify the SSH

public key. You can specify one or more public keys for each user.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts on page 1226

• root-authentication on page 277

Copyright © 2014, Juniper Networks, Inc.228

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html


authentication-key

Syntax authentication-key key-number type type value password;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Network Time Protocol (NTP) authentication keys so that the router or switch

can send authenticated packets. If you configure the router or switch to operate in

authenticatedmode, youmust configure a key.

Both the keys and the authentication scheme (MD5)must be identical between a set of

peers sharing the same key number.

Options key-number—An integer in the range of 1 to 65533.

type type—Authentication type. It can only bemd5.

value password—Key itself, consisting of 1 through 8 ASCII characters. If the key contains

spaces, enclose it in quotation marks.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring NTP Authentication Keys (QFabric System)

• NTP Time Server and Time Services Overview (QFabric System)
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authentication-order

Syntax authentication-order [ authentication-methods ];

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the order in which the software tries different user authentication methods

when attempting to authenticate a user. For each login attempt, the software tries the

authenticationmethods in order, starting with the first one, until the passwordmatches.

Default If you donot include the authentication-order statement, users are verified basedon their

configured passwords.

Options authentication-methods—Oneormoreauthenticationmethods, listed in theorder inwhich

they should be tried. Themethod can be one or more of the following:

• password—Use thepasswordconfigured for theuserwith theauthentication statement

at the [edit system login user] hierarchy level.

• radius—Use RADIUS authentication services.

• tacplus—Use TACACS+ authentication services.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS Authentication Order for RADIUS, TACACS+, and Local

Password Authentication on page 1228

• authentication on page 228
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auxiliary

Syntax auxiliary {
disable;
insecure;
type terminal-type;

}

Hierarchy Level [edit system ports]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the characteristics of the auxiliary port.

Default The auxiliary port is disabled.

Options disable—Disable the port.

insecure—Disable superuser access or root logins to establish a terminal connection.

type terminal-type—Type of terminal that is connected to the port.

Range: ansi, vt100, small-xterm, xterm

Default: The terminal type is unknown, and the user is prompted for the terminal type.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Console and Auxiliary Port Properties on page 6101
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boot-server (NTP)

Syntax boot-server (address | hostname);

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the server that NTP queries when the router or switch boots to determine the

local date and time.

When you boot the router or switch, it issues an ntpdate request, which polls a network

server to determine the local date and time. Youneed to configure a server that the router

or switch uses to determine the time when the router or switch boots. Otherwise, NTP

cannot synchronize to a time server if the server time significantly differs from the local

router’s or switch’s time. You can configure either an IP address or a hostname for the

boot server. If you configure a hostname instead of an IP address, the ntpdate request

resolves the hostname to an IP address when the router or switch boots up.

Options • address—IP address of an NTP boot server.

• hostname—Hostname of an NTP boot server.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Synchronizing and Coordinating Time Distribution Using NTP on page 170
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broadcast

Syntax broadcast address <key key-number> <version value> <ttl value>;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the local router or switch tooperate inbroadcastmodewith the remote system

at the specified address to send periodic broadcast messages to a client population.

Normally, you include this statement only when the local router or switch is operating as

a transmitter.

Options address—Broadcastaddressononeof the local networksoramulticastaddressassigned

to NTP. Youmust specify an address, not a hostname. If the multicast address is

used, it must be 224.0.1.1.

key key-number—(Optional) All packets sent to the address include authentication fields

that are encrypted using the specified key number (any unsigned 32-bit integer).

ttl value—(Optional) Time-to-live (TTL) value to use.

Range: 1 through 255

Default: 1

versionvalue—(Optional)Specify theversionnumber tobeused inoutgoingNTPpackets.

Range: 1 through 4

Default: 4

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the NTP Time Server and Time Services on page 143
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broadcast-client

Syntax broadcast-client;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the local router or switch to listen for broadcastmessageson the local network

to discover other servers on the same subnet.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Router or Switch to Listen for Broadcast Messages Using NTP on

page 148

change-type

Syntax change-type (character-sets | set-transitions);

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set requirements for using character sets in plain-text passwords. When you combine

this statementwith theminimum-changesstatement, youcancheck for the total number

of character sets included in the password or for the total number of character-set

changes in the password. Newly created passwords must meet these requirements.

Options Specify one of the following:

• character-sets—Numberof character sets in thepassword.Valid character sets include

uppercase letters, lowercase letters, numbers, punctuation, and other special

characters.

• set-transitions—Number of transitions between character sets.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• minimum-changes on page 257
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checksum

Syntax checksum (md5 | sha-256 | sha1) hash;

Hierarchy Level [edit event-options event-script filefilename],
[edit system scripts commit file filename],

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos commit scripts and op scripts, specify theMD5, SHA-1, or SHA-256 checksum

hash. When it executes a local event or commit script, the Junos OS verifies the

authenticity of the script by using the configured checksum hash.

Options md5 hash—MD5 checksum of this script.

sha-256 hash—SHA-256 checksum of this script.

sha1 hash—SHA-1 checksum of this script.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Configuring Checksum Hashes for a Commit Script

• Configuring Checksum Hashes for an Event Script

• Configuring Checksum Hashes for an Op Script

• file checksummd5 on page 336

• file checksum sha-256 on page 338

• file checksum sha1 on page 337
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class (Defining Login Classes)

Syntax class class-name {
access-end;
access-start;
allow-commands "regular-expression";
allow-configuration "regular-expression";
deny-commands "regular-expression";
deny-configuration "regular-expression";
idle-timeoutminutes;
login-tip;
permissions [ permissions ];

}

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a login class.

Options class-name—A name you choose for the login class.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Defining Junos OS Login Classes on page 1250

• user on page 306
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class (Assigning a Class to an Individual User)

Syntax class class-name {
operator;
read-only;
super-user;
unauthorized;

}

Hierarchy Level [edit system login user username]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a user’s login class. Youmust configure one class for each user.

Options class-name—One of the classes defined at the [edit system login class] hierarchy level.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts on page 1226
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commit

Syntax commit {
allow-transients;
direct-access;
file filename {
checksum (md5 | sha-256 | sha1) hash;
optional;
refresh;
refresh-from url;
sourceurl;

}
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit system scripts]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, configure the commit-time scripting mechanism.

Options The statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.
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compress-configuration-files (System)

Syntax (compress-configuration-files | no-compress-configuration-files);

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Compress thecurrentoperational configuration file. The file is stored in the file juniper.conf,

in the /config file system,alongwith the last threecommittedversionsof theconfiguration.

However, with large networks, the current configuration file might exceed the available

space in the /config file system. Compressing the current configuration file allows the

file to fit in the file system, typically reducing the size of the file by 90percent. The current

configuration file is compressed on the second commit of the configuration after the first

commit is made to include the compress-configuration-files statement.

NOTE: We recommend that you enable compression of the configuration
files tominimize the amount of disk space that they require.

Default The current operational configuration file is uncompressed.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Compressing the Current Configuration File on page 1131
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console (Physical Port)

Syntax console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;

}

Hierarchy Level [edit system ports]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the characteristics of the console port.

Default The console port is enabled and its speed is 9600 baud.

Options disable—Disable console login connections.

insecure—Disable root login connections to the console and auxiliary ports. Configuring

theconsoleportas insecurealsopreventssuperusersandanyonewithauser identifier

(UID) of 0 from establishing terminal connections in multiuser mode. This option

can be used to prevent a user from attempting password recovery by booting into

single-user mode, if the user does not know the root password.

log-out-on-disconnect—Log out the session when the data carrier on the console port is

lost.

type terminal-type—Typeof terminal that is connected to theport:ansi,vt100, small-xterm,

or xterm.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Console and Auxiliary Port Properties on page 6101
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default-address-selection

Syntax default-address-selection;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Use the loopback interface, lo0, as the source address for all locally generated IP packets

when the packet is sent through a routed interface, but not when the packet is sent

through a local interface such as fxp0. The lo0 interface is the interface to the switch’s

Routing Engine.

Default The default address is used as the source address for all locally generated IP packets on

outgoing interfaces thatareunnumbered. If anoutgoing interface is numbered, thedefault

address is chosen using the following sequence:

• The primary address on the loopback interface lo0 that is not 127.0.0.1 is used.

• The primary address for the primary interface or the preferred address (if configured)

for the primary interface is used.

By default, the primary address on an interface is selected as the numerically lowest

local address configured on the interface.

An interface’s primary address is used by default as the local address for broadcast

andmulticastpackets sourced locally andsentout through the interface.An interface’s

preferred address is the default local address used for packets sourced by the local

switch to destinations on the subnet. By default, the numerically lowest local address

configured for the interface is chosen as the preferred address on the subnet.

To configure a different primary address or preferred address, include the primary or

preferred statementat the [edit interfaces interface-nameunit logical-unit-number family

family address address] or [edit logical-systems logical-system-name interfaces

interface-name unit logical-unit-number family family address address] hierarchy levels.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Select a Fixed Source Address for Locally Generated

TCP/IP Packets on page 141

• Junos OS Network Interfaces Library for Routing Devices
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deny-commands

Syntax deny-commands "regular-expression";

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the operational mode commands that the user is denied permission to issue

even though the permissions set with the permissions statement would allow their use.

Default If you omit this statement and the allow-commands statement, users can issue only

thosecommands forwhich theyhaveaccessprivileges throughthepermissionsstatement.

Options regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.

If the regular expression contains any spaces, operators, or wildcard characters,

enclose it in quotation marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying Access Privileges for Junos OS Operational Mode Commands on page 168

• allow-commands on page 223

• user on page 306
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deny-configuration

Syntax deny-configuration "regular-expression";

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Explicitly deny configuration access to the specified levels in the hierarchy even if the

permissions set with the permissions statement grant such access by default.

Default If you omit this statement and the allow-configuration statement, users can edit those

levels in the configuration hierarchy for which they have access privileges through the

permissions statement.

Options regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.

If the regular expression contains any spaces, operators, or wildcard characters,

enclose it in quotation marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying Access Privileges Using allow/deny-configuration Statements

• allow-configuration on page 224

• user on page 306

243Copyright © 2014, Juniper Networks, Inc.

Chapter 5: Configuration



destination (Accounting)

Syntax destination {
radius {
server {
server-address {
accounting-port port-number;
secret password;
source-address address;
retry number;
timeout seconds;

}
}

}
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}

Hierarchy Level [edit system accounting]

Release Information Statement introduced before Junos OS Release 7.4.

radius statement added in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the authentication server.

Options The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS System Accounting on page 1231

• Configuring TACACS+ System Accounting
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destination-override

Syntax destination-override {
syslog host ip-address;

}

Hierarchy Level [edit system tracing]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Override thesystem-wideconfigurationof theswitchat the [edit systemtracing]hierarchy

level. This statement has no effect if system tracing is not configured.

Options syslog—System process log files to send to the remote tracing host.

• syslog—System process log files to send to the remote tracing host.

• host ip-address—IP address to which to send tracing information.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Tracing and Logging Operations on page 5979

• tracing on page 304

direct-access

Syntax direct-access;

Hierarchy Level [edit system scripts commit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify that commit scripts read input configurations directly from the database when

inspecting these scripts for errors.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• commit

• scripts on page 6171

• How Commit ScriptsWork on page 5984

• Controlling the Execution of Commit Scripts on page 6105
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domain-name

Syntax domain-name domain-name;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the name of the domain in which the switch is located. This is the default

domain name that is appended to hostnames that are not fully qualified.

Options domain-name—Name of the domain.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Domain Name for the Router or Switch on page 136

• Example: Configuring the Domain Name for the Router or Switch on page 174

domain-search

Syntax domain-search domain-list;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a list of domains to be searched.

Options domain-list—List of domain names to search. The list can contain up to6domain names,

with a total of up to 256 characters.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Domains to SearchWhen a Router or Switch Is Included in Multiple

Domains on page 136
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explicit-priority

Syntax explicit-priority {
archive <files number> <size size <start-timetime> <transfer-interval
interval><world-readable | no-world-readable>;

archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
structured-data {
brief;
}

}

Hierarchy Level [edit system syslog file filename],
[edit system syslog host]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Record the priority (facility and severity level) in each standard-format system log

message directed to a file or remote destination.

When the structured-data statement is also included at the [edit system syslog

file filename] hierarchy level, this statement is ignored for the file.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Including Priority Information in System Log Messages on page 6132
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events

Syntax events [ events ];

Hierarchy Level [edit system accounting]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the types of events to track and log.

Options events—Event types; can be one or more of the following:

• change-log—Audit configuration changes.

• interactive-commands—Audit interactive commands (any command-line input).

• login—Audit logins.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ System Accounting on page 1248

format

Syntax format (des | md5 | sha1);

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the authentication algorithm for plain-text passwords.

Default For Junos OS, the default encryption format ismd5. For Junos OS-FIPS software, the

default encryption format is sha1.

Options The hash algorithm that authenticates the password can be one of three algorithms:

• des—Has a block size of 8 bytes; its key size is 48 bits long.

• md5—Produces a 128-bit digest.

• sha1—Produces a 160-bit digest.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221
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host-name

Syntax host-name hostname;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the hostname of the switch.

Options hostname—Name of the switch.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Hostname of the Router or Switch on page 137

icmpv4-rate-limit

Syntax icmpv4-rate-limit {
bucket-size seconds;
packet-rate pps;

}

Hierarchy Level [edit system internet-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure rate-limiting parameters for ICMPv4messages sent.

Options bucket-size seconds—Number of seconds in the rate-limiting bucket.

Range: 0 through 4294967295 seconds

Default: 5

packet-rate pps—Rate-limiting packets earned per second.

Range: 0 through 4294967295 pps

Default: 1000

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• ping

• Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages

• Configuring the Junos OS ICMPv6 Rate Limit for ICMPv6 Routing Engine Messages
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idle-timeout

Syntax idle-timeoutminutes;

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For a login class, configure the maximum time that a session can be idle before the user

is logged off the switch. The session times out after remaining at the CLI operational

mode prompt for the specified time.

Default If you omit this statement, a user is never forced off the systemafter extended idle times.

Options minutes—Maximum idle time.

Range: 0 through 4294967295minutes

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Timeout Value for Idle Login Sessions on page 150

internet-options

Syntax internet-options {
icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;
source-port upper-limit upper-limit;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure system IP options to protect against certain types of denial-of-service (DoS)

attacks.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages on

page 141

• Configuring the Junos OS to Extend the Default Port Address Range on page 141
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l2-learning

Syntax l2-learning {
global-mac-limit limit;
global-mac-statistics;
global-mac-table-aging-time seconds;
global-no-mac-learning;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 8.4.

Description (MX Series routers, and EX Series switches, and QFX Series switches only) Configure

Layer 2 address learning and forwarding properties globally.

The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Learning and Forwarding Overview
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load-key-file

Syntax load-key-fileURL filename;

Hierarchy Level [edit system root-authentication],
[edit system login user username authentication]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: ECDSA is not supported on the QFabric system.

Load RSA (SSH version 1 and SSH version 2) and DSA or ECDSA (SSH version 2) public

keys from a previously-generated named file at a specified URL location or local path.

The file contains one or more SSH keys that are copied into the configuration when the

command is issued.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Root Password on page 146

• Configuring the Root Password on page 1236

• Configuring Junos OS User Accounts

• Configuring Junos OS User Accounts on page 1226
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location

Syntax location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the system location.

Options altitude feet—Number of feet above sea level.

building name—Name of the building. The name of the building can be 1 to 28 characters

in length. If the string contains spaces, enclose it in quotation marks (" ").

country-code code—Two-letter country code.

floor number—Floor in the building.

hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

lata service-area—Long-distance service area.

latitude degrees—Latitude in degree format.

longitude degrees—Longitude in degree format.

npa-nxx number—First six digits of the phone number (area code and exchange).

postal-code postal-code—Postal code.

rack number—Rack number.

vcoord vertical-coordinate—Bellcore Vertical Coordinate.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Physical Location of the Switch on page 145
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login

Syntax login {
announcementtext;
class class-name {
access-end "regular-expression";
access-start "regular-expression";
allow-commands "regular-expression";
allow-configuration "regular-expression";
deny-commands "regular-expression";
deny-configuration "regular-expression";
idle-timeoutminutes;
login-tip;
permissions [ permissions ];

}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | sha1 | des);
maximum-length length;
minimum-changes number;
minimum-length length;

}
retry-options {
backoff-factor seconds;
backoff-threshold number;
minimum-time seconds;
tries-before-disconnect number;

}
user username {
authentication authentication;
(encrypted-password "password" | plain-text-password);
load-key-fileURL;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-dsa "public-key";
ssh-rsa "public-key";

}
class class-name;
full-name complete-name;
uid uid-value;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure user access to the switch.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Defining Junos OS Login Classes on page 1250

login-alarms

Syntax login-alarms;

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Show system alarms automatically when an admin user logs in to the router or switch.

Options class-name—Login class name.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring System Alarms to Appear Automatically Upon Login on page 149

login-tip

Syntax login-tip;

Hierarchy Level [edit system login class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable CLI tips at login.

Default Disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring CLI Tips on page 56
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max-configurations-on-flash

Syntax max-configurations-on-flash number;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the number of configurations stored on the internal fixedmedia storage (for

example, USB device).

Options number—The number of configurations stored on the CompactFlash card.

Range: 0 through 49. Themost recently saved configuration is number 0, and the oldest
saved configuration is number 49.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Saving a Configuration to a File on page 1141

• Setting or Deleting the Rescue Configuration on page 1145

• Uploading a Configuration File on page 1145

• Uploading a Configuration File

maximum-length

Syntax maximum-length length;

Hierarchy Level [edit system login passwords]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the maximum number of characters allowed in plain-text passwords. Newly

created passwords must meet this requirement.

Default For JunosOS-FIPSsoftware, themaximumnumberof characters forplain-textpasswords

is 20. For Junos OS, nomaximum is set.

Options length—Maximum number of characters the password can include.

Range: 1 to 64 characters

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• minimum-length on page 258
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message

Syntax message text;

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a system login message. This message appears before a user logs in.

Options text—Text of the message.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration

Related
Documentation

• Configuring the Junos OS to Display a System Login Message on page 140

• announcement on page 225

minimum-changes

Syntax minimum-changes number;

Hierarchy Level [edit system login passwords]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the minimum number of character sets (or character set changes) required in

plain-text passwords. Newly created passwords must meet this requirement.

This statement is used in combination with the change-type statement. If the change

type is character-sets, then the number of character sets included in the password is

checked against the specified minimum. If the change type is set-transitions, then the

number of character set changes in the password is checked against the specified

minimum.

Default For JunosOS, theminimumnumberofchanges is 1. For Junos-FIPSsoftware, theminimum

number of changes is 3.

Options number—Minimum number of character sets (or character set changes) required for the

password.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• change-type on page 234
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minimum-length

Syntax minimum-length length;

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the minimum number of characters required in plain-text passwords. Newly

created passwords must meet this requirement.

Default For Junos OS, the minimum number of characters for plain-text passwords is six. For

Junos-FIPS software, the minimum number of characters for plain-text passwords is 10.

Options length—Minimum number of characters the passwordmust include.

Range: 6 to 20 characters

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• maximum-length on page 256
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minimum-lower-cases

Syntax minimum-lower-cases number;

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify the minimum number of lower-case letters required in plain-text passwords.

Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for

plain-text passwords, such asminimum-length,minimum-punctuations,

minimum-upper-cases, and so on.

Using several passwordminimum requirement options will cause theminimum-length

tobe reset if the total sumof the requiredminimumsexceeds theminimum-length setting.

Options number—Theminimum number of lower-case letters required for the password.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172

• password (Login)
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minimum-numerics

Syntax minimum-numerics number;

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify theminimumnumberofnumericclasscharacters required inplain-textpasswords.

Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for

plain-text passwords, such asminimum-length,minimum-punctuations,

minimum-lower-cases, and so on.

Using several passwordminimum requirement options will cause theminimum-length

tobe reset if the total sumof the requiredminimumsexceeds theminimum-length setting.

Options number—Theminimum number of numeric class characters required for the password.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172

• password (Login)
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minimum-punctuations

Syntax minimum-punctuations number;

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify the minimum number of punctuation class characters required in plain-text

passwords. Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for

plain-text passwords, such asminimum-length,minimum-upper-cases,

minimum-lower-cases, and so on.

Using several passwordminimum requirement options will cause theminimum-length

tobe reset if the total sumof the requiredminimumsexceeds theminimum-length setting.

Options number—Theminimumnumberofpunctuationclasscharacters required for thepassword.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172

• password (Login)
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minimum-upper-cases

Syntax minimum-upper-cases number;

Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify the minimum number of upper-case letters required in plain-text passwords.

Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for

plain-text passwords, such asminimum-length,minimum-punctuations,

minimum-lower-cases, and so on.

Using several passwordminimum requirement options will cause theminimum-length

tobe reset if the total sumof the requiredminimumsexceeds theminimum-length setting.

Options number—Theminimum number of upper-case letters required for the password.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

• Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172

• password (Login)

multicast-client

Syntax multicast-client <address>;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Network Time Protocol (NTP), configure the local router or switch to listen for

multicast messages on the local network to discover other servers on the same subnet.

Options address—(Optional) One or more IP addresses. If you specify addresses, the router or

switch joins those multicast groups.

Default: 224.0.1.1.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring theRouterorSwitch toListen forMulticastMessagesUsingNTPonpage 148
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name-server

Syntax name-server {
address;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure one or more Domain Name System (DNS) name servers.

Options address—Addressof thenameserver. Toconfiguremultiplenameservers, includemultiple

address options.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DNSNameServer for Resolving a Hostname into Addresses on page 135
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no-multicast-echo

Syntax no-multicast-echo {
arp {
aging-timerminutes;
gratuitous-arp-delayseconds;
gratuitious-arp-on-ifup;
interfaces {
interface-name {
aging-timerminutes;

}
}
passive-learning;
purging;
}
host-name hostname;
location{
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;
}

}
license {
autoupdateURL;
}
renew before-expiration (number | interval number)

}
}

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable the Routing Engine from responding to ICMP echo requests sent to multicast

group addresses.

Default The Routing Engine responds to ICMP echo requests sent to multicast group addresses.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the Junos OS to Disable the Routing Engine Response to Multicast Ping

Packets

no-ping-record-route

Syntax no-ping-record-route;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Junos OS to disable the reporting of the IP address in ping responses.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in

Ping Responses on page 139

no-ping-time-stamp

Syntax no-ping-time-stamp;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Junos OS to disable the recording of timestamps in ping responses.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in

Ping Responses on page 139
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no-redirects (IPv4 Traffic)

Syntax no-redirects;

Hierarchy Level [edit system],
[edit interfaces interface-name unit logical-unit-number family family]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Stop protocol redirect messages for IPv4 traffic from being sent on the entire switch or

on an interface on the router or switch.

To disable the sending of protocol redirect messages for the entire router or switch,

include the no-redirects statement at the [edit system] hierarchy level.

To disable the sending of protocol redirect messages on a specific interface, include the

no-redirects statement at the [edit interfaces interface-name unit logical-unit-number

family family] hierarchy level.

Default The router or switch sends redirect messages.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or

Switch on page 138

• Understanding the Protocol Redirect Mechanism on EX Series Switches

• Configuring Junos OS to Disable Sending Protocol Redirect Messages on EX Series

Switches (CLI Procedure)

• Junos OS Network Interfaces Library for Routing Devices
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no-split-detection

Syntax no-split-detection;

Hierarchy Level [edit virtual-chassis]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Disable the split andmerge feature in a Virtual Chassis or VCF configuration.

We recommend using this statement to disable the split andmerge feature when

configuring a two-member Virtual Chassis. Enabling this statement on a two-member

Virtual Chassis ensures that both switches remain in the correct Virtual Chassis roles in

the event of a Virtual Chassis split.

Default The split andmerge feature is enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Assigning the Virtual Chassis ID to Determine Precedence During an EX4200

Virtual Chassis Merge

• Disabling Split and Merge in a Virtual Chassis (CLI Procedure)

• Assigning the Virtual Chassis ID to Determine Precedence During a Virtual Chassis Merge

(CLI Procedure)

• Understanding Split and Merge in a Virtual Chassis
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ntp

Syntax ntp {
authentication-key number type type value password;
boot-server address;
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
server address <key key-number> <version value> <prefer>;
source-address source-address;
trusted-key [ key-numbers ];

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Network Time Protocol (NTP) on the switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Synchronizing and Coordinating Time Distribution Using NTP on page 170

optional

Syntax optional;

Hierarchy Level [edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, allow a commit operation to succeed even if the script

specified in the file statement is missing from the /var/db/scripts/commit directory on

the router.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Controlling Execution of Commit Scripts During Commit Operations
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password (Login)

Syntax password {
change-type (set-transitions | character-set);
format (md5 | sha1 | des);
maximum-length length;
minimum-changes number;
minimum-length length;

}

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure special requirements such as character length and encryption format for

plain-text passwords. Newly created passwords must meet these requirements.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Special Requirements for Junos OS Plain-Text Passwords on page 1221
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peer

Syntax peer address <key key-number> <version value> <prefer>;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For NTP, configure the local router or switch to operate in symmetric active mode with

the remote system at the specified address. In this mode, the local router or switch and

the remote system can synchronize with each other. This configuration is useful in a

network in which either the local router or switch or the remote systemmight be a better

source of time.

Options address—Address of the remote system. Youmust specify an address, not a hostname.

key key-number—(Optional) All packets sent to the address include authentication fields

that are encrypted using the specified key number.

Range: Any unsigned 32-bit integer

prefer—(Optional) Mark the remote system as the preferred host, which means that if

all other factors are equal, this remote system is chosen for synchronization among

a set of correctly operating systems.

version value—(Optional) Specify the NTP version number to be used in outgoing NTP

packets.

Range: 1 through 4

Default: 4

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the NTP Time Server and Time Services on page 143

Copyright © 2014, Juniper Networks, Inc.270

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



permissions

Syntax permissions {
storage;
storage-control;

}

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the login access privileges to be provided on the switch.

Options permissions—Privilege type.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Access Privilege Levels on page 1226

• Table 103 on page 1207

• user on page 306

port (TACACS+ Server)

Syntax port port-number;

Hierarchy Level [edit system accounting destination tacplus server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the port number on which to contact the TACACS+ server.

Options number—Port number on which to contact the TACACS+ server.

Default: 49

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ System Accounting on page 1248
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ports

Syntax ports {
auxiliary {
disable;
insecure;
type terminal-type;

}
console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the properties of the console and auxiliary ports. The ports are located on the

craft interface.

See the switch hardware documentation for port locations.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Console and Auxiliary Port Properties on page 6101

Copyright © 2014, Juniper Networks, Inc.272

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



radius (System)

Syntax radius {
server {
server-address {
accounting-port port-number;
secret password;
source-address address;
retry number;
timeout seconds;

}
}

}

Hierarchy Level [edit system accounting destination]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the RADIUS accounting server.

Options server-address—Address of the RADIUS accounting server.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS System Accounting on page 1231
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refresh (Commit Scripts)

Syntax refresh;

Hierarchy Level [edit system scripts commit],
[edit system scripts file filename]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, overwrite the local copy of all enabled commit scripts or

a single enabled script located in the /var/db/scripts/commit directory with the copy

located at the source URL, as specified in the source statement at the same hierarchy

level.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• refresh-from on page 274

• source on page 282

refresh-from (Commit Scripts)

Syntax refresh-from url;

Hierarchy Level [edit system scripts commit],
[edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, overwrite the local copy of all enabled commit scripts or

a single enabled script located in the /var/db/scripts/commit directory with the copy

located at a URL other than the URL specified in the source statement.

Options url—The source specified as a Hypertext Transfer Protocol (HTTP) URL, FTP URL, or

secure copy (scp)-style remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• refresh on page 274

• source on page 282
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retry

Syntax retry number;

Hierarchy Level [edit system radius server server-address],
[edit system accounting destination radius server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Numberof times the router or switch is allowed to try to contactaRADIUSauthentication

or accounting server.

Options number—Number of retries allowed for contacting a RADIUS server.

Range: 1 through 10

Default: 3

NOTE: The [edit system accounting] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication on page 1233

• Configuring RADIUS Accounting

• timeout on page 296
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retry-options

Syntax retry-options {
backoff-threshold number;
backoff-factor seconds;
maximum-time seconds;
minimum-time seconds;
tries-before-disconnect number;

}

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Maximum number of times a user can attempt to enter a password while logging in

through SSH or Telnet before being disconnected.

Options backoff-threshold number—Threshold for the number of failed login attempts before the

user experiences a delay when attempting to reenter a password. Use the

backoff-factor option to specify the length of delay, in seconds.

Range: 1 through 3

Default: 2

backoff-factor seconds—Length of delay after each failed login attempt. The length of

delay increases by this value for each subsequent login attempt after the value

specified in the backoff-threshold option.

Range: 5 through 10

Default: 5

maximum-time seconds—Maximum length of time that the connection remains open for

the user to enter a username and password to log in. If the user remains idle and

does not enter a username and passwordwithin the configuredmaximum-time, the

connection is closed.

Range: 20 through 300

Default: 120

minimum-timeseconds—Minimumlengthof time that theconnection remainsopenwhile

the user is attempting to enter a password to log in.

Range: 20 through 60

Default: 20

tries-before-disconnectnumber—Maximumnumber of timesauser is allowed toattempt

to enter a password to log in through SSH or Telnet.

Range: 1 through 10

Default: 10

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Limiting theNumber ofUser LoginAttempts for SSHandTelnetSessionsonpage 1250

root-authentication

Syntax root-authentication {
(encrypted-password "password" | load-key-passwordURL | plain-text-password);
ssh-dsa "public-key";
ssh-rsa "public-key";

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the authentication methods for the root-level user, whose username is root.

Options encrypted-password "password"—Specify the MD5 or other encrypted authentication

password. You can specify only one encrypted password.

You cannot configure a blank password for the encrypted-password option using blank

quotation marks (" "). Youmust configure a password of 1 through 128 characters

and enclose the password in quotation marks.

plain-text-password—Plain-text password. The CLI prompts you for the password and

then encrypts it. The CLI displays the encrypted version, and the software places the

encrypted version in its user database. You can specify only oneplain-text password.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the DSA (SSH version 2)

public key. You can specify one or more public keys.

ssh-rsa "public-key"—SSH version 1 authentication. Specify the RSA (SSH version 1 and

SSH version 2) public key. You can specify one or more public keys.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Root Password on page 1236

• authentication on page 228
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saved-core-context

Syntax (saved-core-context | no-saved-core-context);

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure whether the switch saves core files generated by internal Junos OS processes,

along with contextual information (system log files and a copy of the current

configuration):

• saved-core-context—The switch saves each core file and its associated context in a

compressed tar file named /var/tmp/process-name.core.core-number.tgz.

• no-saved-core-context—The switch does not save core files and their

associated context.

Default The switch saves core files.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Saving Core Files from Junos OS Processes

• saved-core-files on page 278

saved-core-files

Syntax saved-core-files number;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Save core files generated by internal Junos OS processes, but not the associated

contextual information (configuration and system log files).

Options number—Maximum number of core files to save.

Range: 1 through 10

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Saving Core Files from Junos OS Processes

• saved-core-context on page 278
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secret

Syntax secret password;

Hierarchy Level [edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address],
[edit system radius-server server-address],
[edit system tacplus-server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure thepassword to usewith theRADIUSor TACACS+server. The secret password

used by the local switch must match that used by the server.

Options password—Password to use; can include spaces included in quotation marks.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Accounting

• Configuring RADIUS Authentication on page 1233

• Configuring TACACS+ Authentication on page 1245

• Configuring TACACS+ System Accounting on page 1248

server (TACACS+ Accounting)

Syntax server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

Hierarchy Level [edit system accounting destination tacplus]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure TACACS+ logging.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ System Accounting on page 1248
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server (NTP)

Syntax server address <key key-number> <version value> <prefer>;

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For NTP, configure the switch to operate in client mode with the remote system at the

specified server address. In this mode, the local switch can be synchronized with the

remote system, but the remote system can never be synchronized with the local switch.

Options address—Address of the remote system. Youmust specify an address, not a hostname.

key key-number—(Optional) Use the specified key number to encrypt authentication

fields in all packets sent to the specified address.

Range: Any unsigned 32-bit integer

prefer—(Optional) Mark the remote system as preferred host, which means that if all

other things are equal, this remote system is chosen for synchronization among a

set of correctly operating systems.

versionvalue—(Optional)Specify theversionnumber tobeused inoutgoingNTPpackets.

Range: 1 through 4

Default: 4

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ntp
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server (RADIUS Accounting)

Syntax server {
server-address {
accounting-port port-number;
retry number
secret password;
source-address address;
timeout seconds;

}
}

Hierarchy Level [edit system accounting destination radius]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure RADIUS logging.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS System Accounting on page 1231

single-connection

Syntax single-connection;

Hierarchy Level [edit system accounting destination tacplus server server-address],
[edit system tacplus server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Optimize attempts to connect to a TACACS+ server. The software maintains one open

TCP connection to the server for multiple requests rather than opening a connection for

each connection attempt.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ Authentication on page 1245

• Configuring TACACS+ System Accounting on page 1248
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source (Commit Scripts)

Syntax source url;

Hierarchy Level [edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series .

Description For Junos OS commit scripts, specify the location of the source file for an enabled script

located in the /var/db/scripts/commit directory. When you include the refresh statement

at the same hierarchy level and commit the configuration, the local copy is overwritten

by the version stored at the specified URL.

Options url—Thesource specifiedasanHTTPURL, FTPURL, or scp-style remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

source-address (NTP, RADIUS, System Logging, or TACACS+)

Syntax source-address source-address;

Hierarchy Level [edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address],
[edit system ntp],
[edit system radius-server server-address],
[edit system syslog],
[edit system tacplus-server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a source address for each configured TACACS+ server, RADIUS server, NTP

server, or the source address to record in system logmessages that are directed to a

remote machine.

Options source-address—Valid IP address configured on one of the switch interfaces. For system

logging, the address is recorded as the message source in messages sent to the

remotemachinesspecified inallhosthostname statementsat the [editsystemsyslog]

hierarchy level.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication on page 1233

• Synchronizing and Coordinating Time Distribution Using NTP on page 170

• Specifying an Alternative Source Address for System Log Messages
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source-port (Port Addresses)

Syntax source-port upper-limit <upper-limit>;

Hierarchy Level [edit system internet-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the range of port addresses.

Options upper-limit upper-limit—(Optional) The range of port addresses and can be a value from

5000 through 65,355.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Extend the Default Port Address Range on page 141

ssh-dsa

Syntax ssh-dsa "public-key";

Hierarchy Level [edit system root-authentication]
[edit system login user authentication]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the DSA (SSH version 2) public key. You can specify one or more public keys.

Options ssh-dsa "public-key"—SSH version 2 authentication.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Root Password on page 146

• authentication on page 228

• root-authentication
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ssh-rsa

Syntax ssh-dsa "public-key";

Hierarchy Level [edit system root-authentication]
[edit system login user authentication]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the RSA (SSH version 1) public key. You can specify one or more public keys.

Options ssh-rsa "public-key"—SSH version 1 authentication. Specify the RSA (SSH version 1 and

SSH version 2) public key. You can specify one or more public keys.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Root Password on page 1236

• authentication on page 228

• root-authentication
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static-host-mapping

Syntax static-host-mapping {
hostname {
alias [ alias ];
inet [ address ];
sysid system-identifier;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Mapa hostname to one ormore IP addresses and aliases, and configure an International

Organization for Standardization (ISO) system identifier (system ID).

Options alias alias—Alias for the hostname.

hostname—Fully qualified hostname.

inet address—IP address. You can specify one or more IP addresses for the host.

sysid system-identifier—ISO system identifier (system ID). This is the 6-byte portion of

the Intermediate System-to-Intermediate System (IS-IS) network service access

point (NSAP). We recommend that you use the host’s IP address represented in

binary-coded decimal (BCD) format. For example, the IP address 208.197.169.18 is

2081.9716.9018 in BCD.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Hostname of the Router or Switch on page 137
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structured-data

Syntax structured-data {
brief;

}

Hierarchy Level [edit system syslog file filename]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Write system logmessages to the log file in structured-data format, which complieswith

Internet draft draft-ietf-syslog-protocol-23, The syslog Protocol

(http://tools.ietf.org/html/draft-ietf-syslog-protocol-23).

NOTE: When this statement is included, other statements that specify the
format for messages written to the file are ignored (the explicit-priority

statement at the [edit system syslog file filename] hierarchy level and the

time-format statement at the [edit system syslog] hierarchy level).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Logging Messages in Structured-Data Format

• explicit-priority on page 247

• time-format on page 297
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syslog (System)

Syntax syslog {
archive {
(binary-data| no-binary-data);
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
console {
facility severity;

}
file filename {
facility severity;
explicit-priority;
match "regular-expression";
archive {
(binary-data| no-binary-data);
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
structured-data {
brief;

}
}
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {
brief;

}
port port number;

}
log-rotate-frequency frequency;
server server name;
source-address source-address;
time-format(millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";

}
}

Hierarchy Level [edit logical-systems logical-system-name system],
[edit system]
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Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Support at the [edit logical-systems logical-system-name system] hierarchy level

introduced in Junos OS Release 11.4.

Description Configure the types of system logmessages to send to files, to a remote destination, to

user terminals, or to the system console.

The remaining statements are explained separately.

Options archive—Define parameters for archiving log messages.

console—Send logmessages of a specified class and severity to the console.

file—Send logmessages to a named file.

host—Remote location to be notified of specific log messages.

log-rotate-frequency—Configure the interval for checking logfile size and archiving

messages.

server—Name of the system log server in the inet.0 routing instance.

source-address—Include a specified address as the source address for log messages.

time-format—Additional information to include in the system log time stamp.

user—Notify a specific user of the log event.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Junos OS System Log Configuration Overview

• Junos OS System Log Messages Reference

• Overview of Single-Chassis System Logging Configuration on page 6069
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system

Syntax system {
accounting {
events [ login change-log interactive-commands ];
destination {
radius {
server {
server-address {
accounting-port port-number;
retry number;
secret password;
source-address address;
timeout seconds;

}
}

}
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}

}
archival {
configuration {
archive-sites {
ftp://<username>:<password>@<host>:<port>/<url-path>;
ftp://<username>:<password>@<host>:<port>/<url-path>;

}
transfer-interval interval;
transfer-on-commit;

}
}
arp {
aging-timerminutes;
interfaces;

}
authentication-order [ authentication-methods ];
(compress-configuration-files | no-compress-configuration-files);
default-address-selection;
domain-name domain-name;
domain-search [ domain-list ];
host-name hostname;
internet-options {
icmpv4-rate-limitbucket-size bucket-size packet-rate packet-rate;
source-port upper-limit <upper-limit>;

}
location {
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altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}
login {
announcementtext;
class class-name {
access-end;
access-start;
allow-configuration “regular-expression”;
allowed-days “regular-expression”;
deny-commands “regular-expression”;
deny-configuration “regular-expression”;
idle-timeoutminutes;
login-tip;
permissions [ permissions ];

}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | sha1 | des);
maximum-length length;
minimum-changes number;
minimum-length length;

}
retry-options {
backoff-factor seconds;
backoff-threshold number;
minimum-time seconds;
tries-before-disconnect number;

}
user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-fileURL;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-rsa "public-key";
ssh-dsa "public-key";

}
uid uid-value;
class class-name;
full-name complete-name;

}
}
name-server {
address;

}
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no-multicast-echo;
no-redirects;
no-ping-record-route;
no-ping-time-stamp;
ntp {
authentication-key number type type value password;
serveraddress <key key-number> <version value> <prefer>;

}
ports {
auxiliary {
disable;
insecure;
type terminal-type;

}
console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;

}
}
radius-server server-address {
accounting-port port-number;
port number;
retry number;
secret password;
source-address source-address;
timeout seconds;
}

}
radius-options {
password-protocolmschap-v2;
}
attributes {
nas-ip-address ip-address;

root-authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;

}
(saved-core-context | no-saved-core-context);
saved-core-files saved-core-files;
services {
finger {
connection-limit limit;
rate-limit limit;

}
flow-tap-dtcp {
ssh {
connection-limit limit;
rate-limit limit;

}
}
ftp {
connection-limit limit;
rate-limit limit;
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}
service-deployment {
servers server-address {
port port-number;

}
source-address source-address;

}
ssh {
root-login (allow | deny | deny-password);
protocol-version [v1 v2];
connection-limit limit;
rate-limit limit;

}
telnet {
connection-limit limit;
rate-limit limit;

}
web-management {
http {
interfaces [ interface-names ];
port port;

}
https {
interfaces [ interface-names ];
local-certificate name;
port port;

}
session {
idle-timeout [ minutes ];
session-limit [ session-limit ];

}
}
xnm-clear-text {
connection-limit limit;
rate-limit limit;

}
xnm-ssl {
connection-limit limit;
local-certificate name;
rate-limit limit;

}
}
static-host-mapping {
hostname {
alias [ alias ];
inet [ address ];
sysid system-identifier;

}
}
syslog {
archive {
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);
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}
console {
facility severity;

}
file filename {
archive {
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
explicit-priority;
facility severity;
match "regular-expression";
structured-data {
brief;

}
}
host (hostname | other-routing-engine | scc-master) {
explicit-priority;
facility-override facility;
facility severity;
log-prefix string;
match "regular-expression";

}
source-address source-address;
time-format (millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";

}
}
tacplus-options {
service-name service-name;
(no-cmd-attribute-value | exclude-cmd-attribute);

}
tacplus-server server-address {
port
secret password;
single-connection;
source-address source-address;
timeout seconds;

}
time-zone (GMThour-offset | time-zone);
}
tracing {
destination-override {
syslog host;
}

}
use-imported-time-zones;

}

Hierarchy Level [edit]
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Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure systemmanagement properties.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

tacplus

Syntax tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}

Hierarchy Level [edit system accounting destination]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure TACACS+.

Options server-address—Address of the TACACS+ authentication server.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ System Accounting on page 1248
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tacplus-server

Syntax tacplus-server server-address {
port
secret password;
single-connection;
source-address source-address;
timeout seconds;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the TACACS+ server.

Options server-address—Address of the TACACS+ authentication server.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ Authentication on page 1245
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timeout

Syntax timeout seconds;

Hierarchy Level [edit system radius-server server-address],
[edit system tacplus-server server-address],
[edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the length of time that the local router or switch waits to receive a response

from a RADIUS or TACACS+ server.

Options seconds—Length of time to wait.

Range: 1 through 90 seconds

Default: 3 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Accounting

• Configuring TACACS+ System Accounting on page 1248

• retry on page 275

Copyright © 2014, Juniper Networks, Inc.296

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



time-format

Syntax time-format (year | millisecond | year millisecond);

Hierarchy Level [edit system syslog]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Include the year, the millisecond, or both, in the timestamp on every standard-format

system logmessage. The additional information is included for messages directed to

eachdestinationconfiguredbya file, console, oruser statementat the [edit systemsyslog]

hierarchy level, but not to destinations configured by a host statement.

Default The timestamp specifies the month, date, hour, minute, and second when themessage

was logged—for example, Aug 21 12:36:30.

NOTE: When the structured-data statement is included at the [edit system

syslog file filename] hierarchy level, this statement is ignored for the file.

Options millisecond—Include themillisecond in the timestamp.

year—Include the year in the timestamp.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Including the Year or Millisecond in Timestamps on page 157

• structured-data on page 286
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time-zone

Syntax time-zone (GMT hour-offset | time-zone);

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the local timezone. Tohave the timezonechange takeeffect for all processes running

on the switch, youmust reboot the switch.

Default UTC

Options GMT hour-offset—Set the time zone relative to UTC time.

Range: –14 through +12

Default: 0

time-zone—Specify the time zone as UTC, which is the default time zone, or as a string

such as PDT (Pacific Daylight Time), or use one of the following continents and

major cities:

Africa/Abidjan, Africa/Accra, Africa/Addis_Ababa, Africa/Algiers, Africa/Asmera,
Africa/Bamako, Africa/Bangui, Africa/Banjul, Africa/Bissau, Africa/Blantyre,
Africa/Brazzaville, Africa/Bujumbura, Africa/Cairo, Africa/Casablanca, Africa/Ceuta,
Africa/Conakry, Africa/Dakar, Africa/Dar_es_Salaam, Africa/Djibouti, Africa/Douala,
Africa/El_Aaiun,Africa/Freetown,Africa/Gaborone,Africa/Harare,Africa/Johannesburg,
Africa/Kampala, Africa/Khartoum, Africa/Kigali, Africa/Kinshasa, Africa/Lagos,
Africa/Libreville, Africa/Lome, Africa/Luanda, Africa/Lubumbashi, Africa/Lusaka,
Africa/Malabo, Africa/Maputo, Africa/Maseru, Africa/Mbabane, Africa/Mogadishu,
Africa/Monrovia, Africa/Nairobi, Africa/Ndjamena, Africa/Niamey, Africa/Nouakchott,
Africa/Ouagadougou, Africa/Porto-Novo, Africa/Sao_Tome, Africa/Timbuktu,
Africa/Tripoli, Africa/Tunis, Africa/Windhoek

America/Adak, America/Anchorage, America/Anguilla, America/Antigua, America/Aruba,
America/Asuncion,America/Barbados,America/Belize,America/Bogota,America/Boise,
America/Buenos_Aires, America/Caracas, America/Catamarca, America/Cayenne,
America/Cayman, America/Chicago, America/Cordoba, America/Costa_Rica,
America/Cuiaba, America/Curacao, America/Dawson, America/Dawson_Creek,
America/Denver, America/Detroit, America/Dominica, America/Edmonton,
America/El_Salvador, America/Ensenada, America/Fortaleza, America/Glace_Bay,
America/Godthab, America/Goose_Bay, America/Grand_Turk, America/Grenada,
America/Guadeloupe, America/Guatemala, America/Guayaquil, America/Guyana,
America/Halifax, America/Havana, America/Indiana/Knox, America/Indiana/Marengo,
America/Indiana/Vevay, America/Indianapolis, America/Inuvik, America/Iqaluit,
America/Jamaica, America/Jujuy, America/Juneau, America/La_Paz, America/Lima,
America/Los_Angeles, America/Louisville, America/Maceio, America/Managua,
America/Manaus, America/Martinique, America/Mazatlan, America/Mendoza,
America/Menominee, America/Mexico_City, America/Miquelon, America/Montevideo,
America/Montreal, America/Montserrat, America/Nassau, America/New_York,
America/Nipigon, America/Nome, America/Noronha, America/Panama,
America/Pangnirtung,America/Paramaribo,America/Phoenix,America/Port-au-Prince,
America/Port_of_Spain,America/Porto_Acre,America/Puerto_Rico,America/Rainy_River,
America/Rankin_Inlet, America/Regina, America/Rosario, America/Santiago,
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America/Santo_Domingo, America/Sao_Paulo, America/Scoresbysund,
America/Shiprock, America/St_Johns, America/St_Kitts, America/St_Lucia,
America/St_Thomas,America/St_Vincent,America/Swift_Current,America/Tegucigalpa,
America/Thule, America/Thunder_Bay, America/Tijuana, America/Tortola,
America/Vancouver, America/Whitehorse, America/Winnipeg, America/Yakutat,
America/Yellowknife

Antarctica/Casey,Antarctica/DumontDUrville,Antarctica/Mawson,Antarctica/McMurdo,
Antarctica/Palmer, Antarctica/South_Pole

Arctic/Longyearbyen
Asia/Aden, Asia/Alma-Ata, Asia/Amman, Asia/Anadyr, Asia/Aqtau, Asia/Aqtobe,
Asia/Ashkhabad, Asia/Baghdad, Asia/Bahrain, Asia/Baku, Asia/Bangkok, Asia/Beirut,
Asia/Bishkek, Asia/Brunei, Asia/Calcutta, Asia/Chungking, Asia/Colombo, Asia/Dacca,
Asia/Damascus,Asia/Dubai,Asia/Dushanbe,Asia/Gaza,Asia/Harbin,Asia/Hong_Kong,
Asia/Irkutsk, Asia/Ishigaki, Asia/Jakarta, Asia/Jayapura, Asia/Jerusalem, Asia/Kabul,
Asia/Kamchatka, Asia/Karachi, Asia/Kashgar, Asia/Katmandu, Asia/Krasnoyarsk,
Asia/Kuala_Lumpur,Asia/Kuching,Asia/Kuwait,Asia/Macao,Asia/Magadan,Asia/Manila,
Asia/Muscat, Asia/Nicosia, Asia/Novosibirsk, Asia/Omsk, Asia/Phnom_Penh,
Asia/Pyongyang, Asia/Qatar, Asia/Rangoon, Asia/Riyadh, Asia/Saigon, Asia/Seoul,
Asia/Shanghai, Asia/Singapore, Asia/Taipei, Asia/Tashkent, Asia/Tbilisi, Asia/Tehran,
Asia/Thimbu, Asia/Tokyo, Asia/Ujung_Pandang, Asia/Ulan_Bator, Asia/Urumqi,
Asia/Vientiane, Asia/Vladivostok, Asia/Yakutsk, Asia/Yekaterinburg, Asia/Yerevan

Atlantic/Azores,Atlantic/Bermuda,Atlantic/Canary,Atlantic/Cape_Verde,Atlantic/Faeroe,
Atlantic/Jan_Mayen, Atlantic/Madeira, Atlantic/Reykjavik, Atlantic/South_Georgia,
Atlantic/St_Helena, Atlantic/Stanley

Australia/Adelaide, Australia/Brisbane, Australia/Broken_Hill, Australia/Darwin,
Australia/Hobart, Australia/Lindeman, Australia/Lord_Howe, Australia/Melbourne,
Australia/Perth, Australia/Sydney

Europe/Amsterdam, Europe/Andorra, Europe/Athens, Europe/Belfast, Europe/Belgrade,
Europe/Berlin,Europe/Bratislava,Europe/Brussels,Europe/Bucharest,Europe/Budapest,
Europe/Chisinau,Europe/Copenhagen,Europe/Dublin,Europe/Gibraltar,Europe/Helsinki,
Europe/Istanbul, Europe/Kaliningrad, Europe/Kiev, Europe/Lisbon, Europe/Ljubljana,
Europe/London, Europe/Luxembourg, Europe/Madrid, Europe/Malta, Europe/Minsk,
Europe/Monaco, Europe/Moscow, Europe/Oslo, Europe/Paris, Europe/Prague,
Europe/Riga, Europe/Rome, Europe/Samara, Europe/San_Marino, Europe/Sarajevo,
Europe/Simferopol, Europe/Skopje, Europe/Sofia, Europe/Stockholm, Europe/Tallinn,
Europe/Tirane, Europe/Vaduz, Europe/Vatican, Europe/Vienna, Europe/Vilnius,
Europe/Warsaw, Europe/Zagreb, Europe/Zurich

Indian/Antananarivo, Indian/Chagos, Indian/Christmas, Indian/Cocos, Indian/Comoro,
Indian/Kerguelen, Indian/Mahe, Indian/Maldives, Indian/Mauritius, Indian/Mayotte,
Indian/Reunion

Pacific/Apia, Pacific/Auckland, Pacific/Chatham, Pacific/Easter, Pacific/Efate,
Pacific/Enderbury, Pacific/Fakaofo, Pacific/Fiji, Pacific/Funafuti, Pacific/Galapagos,
Pacific/Gambier,Pacific/Guadalcanal,Pacific/Guam,Pacific/Honolulu,Pacific/Johnston,
Pacific/Kiritimati, Pacific/Kosrae, Pacific/Kwajalein, Pacific/Majuro, Pacific/Marquesas,
Pacific/Midway, Pacific/Nauru, Pacific/Niue, Pacific/Norfolk, Pacific/Noumea,
Pacific/Pago_Pago,Pacific/Palau,Pacific/Pitcairn,Pacific/Ponape,Pacific/Port_Moresby,
Pacific/Rarotonga, Pacific/Saipan, Pacific/Tahiti, Pacific/Tarawa, Pacific/Tongatapu,
Pacific/Truk, Pacific/Wake, Pacific/Wallis, Pacific/Yap

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Modifying the Default Time Zone for a Router or Switch Running JunosOS on page 162
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traceoptions (Commit Scripts)

Syntax traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}

Hierarchy Level [edit system scripts commit],

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define tracing operations for commit or op scripts.

Default If you do not include this statement, no script-specific tracing operations are performed.

Options filename—Name of the file to receive the output of the tracing operation. All files are

placed in the directory /var/log. By default, commit script process tracing output is

placed in the file cscript.log and op script process tracing is placed in the file

op-script.log. If you include the file statement, youmust specify a filename. To retain

the default, you can specify cscript.log or op-script.log as the filename.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed and compressed to trace-file.0.gz.

When trace-file again reaches its maximum size, trace-file.0.gz is renamed

trace-file.1.gz and trace-file is renamed and compressed to trace-file.0.gz. This

renaming scheme continues until the maximum number of trace files is reached.

Then the oldest trace file is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option and a filename.

Range: 2 through 1000

Default: 10 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements. You can include the following flags:

• all—Log all operations

• events—Log important events

• input—Log script input data

• offline—Generate data for offline development

• output—Log script output data

• rpc—Log script RPCs

• xslt—Log the XSLT library

no-world-readable—Restrict file access to owner. This is the default.
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size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

and compressed to trace-file.0.gz. When trace-file again reaches its maximum size,

trace-file.0.gz is renamed trace-file.1.gz and trace-file is renamed and compressed to

trace-file.0.gz. This renaming scheme continues until themaximumnumber of trace

files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option and a filename.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through 1 GB

Default: 128 KB

world-readable—Enable unrestricted file access.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Tracing Commit Script Processing
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traceoptions (Layer 2 Learning)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag (detail | disable | receive | send);
in-memory-debug;
level;
no-remote-trace;

}

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Define tracing operations for Layer 2 learning.

Default The traceoptions feature is disabled by default.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

You can specify the following options:

• no-world-readable—(Optional) Restrict file access to the user who created the file.

• size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes

(MB), or gigabytes (GB).When a trace file named trace-file reaches its maximum size,

it is renamed trace-file.0, then trace-file.1, and so on, until the maximum number of

trace files is reached. Then theoldest trace file is overwritten. If you specify amaximum

number of files, you also must specify a maximum file size with the files option. Use

xk to specify KB, xm to specify MB, or xg to specify gigabytes.

• world-readable—(Optional) Enable unrestricted file access.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—All tracing operations.

• bmac-next-hop—Trace backbone MAC next hop operations.

• bridge-bmac-next-hop—Trace backbone MAC next hop bridge operations.

• bridging-interface—Trace interface bridge operations.

• bridging-domain—Trace bridging domain operations.

• configuration—Trace configuration operations.

• flood-next-hop—Trace flood next hop operations.

• initialization—Trace initialization operations.

• interface-device—Trace interface device operations.

• interface-family—Trace interface family operations.
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• interface-logical—Trace logical interface operations.

• ipc—Trace inter-process communications operations.

• irb—Trace integrated routing and bridging operations.

• isid—Trace i-tagged service ID operations.

• kack—Trace kernel-acknowledgment.

• learning-domain—Trace learning domain operations.

• logical-system—Trace logical system operations.

• mac-learning—Trace MAC address learning.

• mc-ae—Tracemultichassis aggregated Ethernet interface operations.

• redundant-trunk-group—Trace redundant trunk group operations.

• routing-instance—Trace routing instance operations.

• routing-socket—Trace routing socket operations.

• storm-control—Trace storm control operations.

• unknown-unicast-forwarding—Trace unknown unicast forwarding events.

• vpls-ping—Trace Virtual Private VLAN Service (VPLS) ping operations.

in-memory-debug—Enable trace parameters in the memory.

level—Specify level of debugging output.

no-remote-trace—Disable remote tracing.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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tracing

Syntax tracing {
destination-override syslog host ip-address;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the switch to enable remote tracing to a specified host IP address.

NOTE: The tracing statement is not supported on the QFX3000QFabric

system.

The following processes are supported:

• chassisd—Chassis-control process

• eventd—Event-processing process

• cosd—Class-of-service process

If you enabled remote tracing but wish to disable it for specific processes on the switch,

use the no-remote-trace statement at the [edit system process-name traceoptions]

hierarchy level.

Default Remote tracing is disabled by default.

Options destination-overridesysloghost ip-address—Overrides theglobal configuration for system

tracing and has no effect if the tracing statement is not configured.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Tracing and Logging Operations on page 5979

• destination-override on page 245
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trusted-key

Syntax trusted-key [ key-numbers ];

Hierarchy Level [edit system ntp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For NTP, configure the keys to use when you configure the switch to synchronize its time

with other systems on the network.

Options key-numbers—One or more key numbers. Each key can be any 32-bit unsigned integer

except 0.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring NTP Authentication Keys on page 142

• authentication-key

• server on page 280

uid

Syntax uid uid-value;

Hierarchy Level [edit system login user]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a user identifier for a login account.

Options uid-value—Number associated with the login account. This value must be unique on the

router or switch.

Range: 100 through 64000

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts on page 1226
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use-imported-time-zones

Syntax use-imported-time-zones;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a custom time zone from a locally generated time zone database.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Setting a Custom Time Zone on Routers or Switches Running Junos OS on page 165

user (Access)

Syntax user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-fileURL;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-dsa "public-key" <from hostname>;
ssh-rsa "public-key" <from hostname>;

}
class class-name;
full-name "complete-name";
uid uid-value;

}

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure access permission for individual users.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts on page 1226

• class on page 236
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CHAPTER 6

Administration

• Routine Monitoring on page 307

• Operational Commands on page 316

RoutineMonitoring

• Monitoring System Process Information on page 307

• Monitoring System Properties on page 308

• Monitoring Interface Status and Traffic on page 309

• Monitoring Zero Touch Provisioning on page 310

• Other Tools to Configure and Monitor Devices Running Junos OS on page 313

• Verifying a Unified In-Service Software Upgrade (ISSU) on page 314

• Verifying Autoinstallation Status on page 314

• Verifying That Automatic Software Download Is Working Correctly on page 315

Monitoring SystemProcess Information

Purpose View the processes running on the QFX Series.

Action To view the software processes running on the QFX Series:

[edit system]

user@switch> show system processes

Meaning Table 49 on page 307 summarizes the output fields in the system process information

display.

The display includes the total CPU load and total memory utilization.

Table 49: Summary of SystemProcess Information Output Fields

ValuesField

Identifier of the process.PID

Owner of the process.Name
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Table 49: Summary of SystemProcess Information Output Fields (continued)

ValuesField

Current state of the process.State

Percentage of the CPU that is being used by the process.CPU Load

Amount of memory that is being used by the process.Memory Utilization

Time of day when the process started.Start Time

Related
Documentation

Monitoring System Properties on page 308•

• show system uptime on page 1025

Monitoring SystemProperties

Purpose View system properties such as the name and IP address of a QFX Series product and

resource usage.

Action Tomonitor system properties in the CLI, enter the following commands:

• show system uptime

• show system users

• show system storage

Meaning Table 50 on page 308 summarizes key output fields in the system properties display.

Table 50: Summary of Key SystemProperties Output Fields

Additional InformationValuesField

General Information

Serial number for a QFX Series product.Serial Number

Export software is for use outside the USA and
Canada.

Version of Junos OS active on the switch, including
whether the software is for domestic or export use.

Junos OS Version

Name of the QFX Series product.Hostname

IP address of the QFX Series product.IP Address

Loopback address.Loopback
Address

Address of the domain name server.Domain Name
Server
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Table 50: Summary of Key SystemProperties Output Fields (continued)

Additional InformationValuesField

Time zone on the QFX Series product.Time Zone

Time

Current systemtime, inCoordinatedUniversalTime
(UTC).

Current Time

Date and time when the QFX Series product was
last booted and how long it has been running.

System Booted
Time

Date and timewhen theprotocolswere last started
and how long they have been running.

Protocol Started
Time

Date and time when a configuration was last
committed. This field also shows the name of the
user who issued the last commit command.

Last Configured
Time

CPU load average for 1, 5, and 15 minutes.Load Average

StorageMedia

Usage details of internal flash memory.Internal Flash
Memory

Usage details of external USB flash memory.External Flash
Memory

Logged in Users Details

Username of any user logged in to the switch.User

Terminal through which the user is logged in.Terminal

Systemfromwhich theuserhas logged in.Ahyphen
indicates that the user is logged in through the
console.

From

This is the user@switch field in show system users
command output.

Time when the user logged in.Login Time

How long the user has been idle.Idle Time

Related
Documentation

Monitoring System Process Information on page 307•

• show system processes on page 941

Monitoring Interface Status and Traffic

Purpose View interface status to monitor interface bandwidth utilization and traffic statistics on

the QFX Series product.
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Action To view interface status for all the interfaces, enter show interfaces xe.•

• To view status and statistics for a specific interface, enter show interfaces xe

interface-name.

• To view status and traffic statistics for all interfaces, enter either show interfaces xe

detail or show interfaces xe extensive.

Meaning For details about output from the CLI commands, see show interfaces xe.

Monitoring Zero Touch Provisioning

You can use the console and operational commands tomonitor Zero TouchProvisioning.

1. Using the Console to Monitor Zero Touch Provisioning on page 310

2. Using System Log Alerts to Monitor Zero Touch Provisioning on page 311

3. Using Error Messages to Monitor Zero Touch Provisioning on page 311

4. Using System Log Files to Monitor Zero Touch Provisioning on page 311

5. Using the show dhcp client binding Command on page 312

6. Using the show dhcp client statistics Command on page 312

Using the Console toMonitor Zero Touch Provisioning

The following Zero Touch Provisioning (ZTP) activities are displayed on the console

during the ZTP process:

• Starting and ending times of ZTP process.

• Lists of bound and unbound DHCP client interfaces.

• DHCP options that DHCP servers send to DHCP clients.

• Logs indicating which interfaces are used for ZTP.

• ZTP parameters that DHCP clients obtain from DHCP servers.

• File names of configuration and image files, names of file servers, protocols used to

fetch files, and times when DHCP servers fetch configuration and image files.

• Failure states caused by files not being on servers, or unreachable servers, and time

outs.

• Number of attemptsmade, andnumber of attempts remaining, for retry in current ZTP

cycle.

• Completion of file transfers.

• Installation, reboot, and state of ZTP process.

• Internal state errors and termination of ZTP process.

• Logs for when default routes were added or deleted.
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Using System Log Alerts toMonitor Zero Touch Provisioning

Purpose In this example, the system log alert alerts you that the auto-image upgrade will start.

Action Use the following system log alert to monitor the auto-image upgrade process.

“ALERT:Auto-image upgrade will start. This can terminate config CLI session(s). 
Modified configuration will be lost. To stop Auto-image, in CLI do the
following: 'edit; delete chassis auto-image-upgrade; commit'.”

“Checking whether image upgrade is already invoked”

Meaning This system log alert indicates that the auto-image upgrade will start, and provides

information on how to stop the auto-image upgrade process.

Using Error Messages toMonitor Zero Touch Provisioning

Purpose Error messages provide information on which DHCP options are not configured.

Action Use the information in the following error message to find out which DHCP options are

not configured.

“DHCP Log Server Option”
“DHCP Host Name Option”
“DHCP NTP Server Option”

Meaning Theerrormessage indicates that theDHCP log server, hostname, andNTPserver options

are not configured.

Using System Log Files toMonitor Zero Touch Provisioning

Purpose System log files provide information on the state of the auto-upgrade process, lists of

bound and unbound DHCP client interfaces, IP addresses of file servers, names and

locations of imageand configuration files, and successful and failed attempts at fetching

configuration and image files.

Action Use the information in the following system log files tomonitor theauto-upgradeprocess.

Auto Image Upgrade: Start fetching config-file file from server 1.1.1.1 through 
irb using ftp

Auto Image Upgrade: Tried [2] attempts to fetch config-file file from server 
1.1.1.1 through irb. Summary: "Retrieving /config-file
:: Failed to open file.". To retry [4] times.

Auto Image Upgrade: Tried [4] attempts to fetch config-file file from server 
1.1.1.1 through irb. Summary: "Retrieving /config-fileconfig-file
:: Failed to open file.". To retry [2] times.

Auto Image Upgrade: Tried [6] attempts to fetch config-file file from server 
1.1.1.1 through irb. Summary: "Retrieving /config-file
:: Failed to open file.". To retry [0] times.
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Auto Image Upgrade: All [6] attempts to fetch config-file file from server 1.1.1.1
 through irb FAILED. Start retry again in few minutes.

Meaning These system log files indicate that there were six failed attempts to fetch the

configuration file from the file server, the IP address of the file server, the DHCP client

interface name, and the number of times the retry process occurred.

Using the show dhcp client binding Command

Purpose Issue the showdhcp client binding command to display DHCP client binding information

Action Issue the showdhcpclientbinding command todisplay the IPaddressof theDHCPclient,

the hardware address of the DHCP client, number of seconds in which the DHCP client’s

IP address lease expires, state of the DHCP client IP address in the binding table, and the

name of the interface that has active client bindings.

show dhcp client binding

user@switch# show dhcp client binding
IP address        Hardware address   Expires     State      Interface
0.0.0.0           00:22:83:2a:db:dc  0           SELECTING  irb.0
6.6.6.13          00:22:83:2a:db:dd  49201       BOUND      vme.0
0.0.0.0           00:22:83:2a:db:df  0           SELECTING  xe-0/0/0.0
0.0.0.0           00:22:83:2a:db:e0  0           SELECTING  xe-0/0/1.0

Meaning The output of this command shows that there is one client interface that is bound, and

that there are three interfaces that are receiving DHCP offers from the DHCP server.

Using the show dhcp client statistics Command

Purpose Issue the show dhcp client statistics command to display DHCP client statistics.

Action Issue the show dhcp client statistics command to display DHCP client statistics, such as

the number of packets dropped, and the number DHCP and BOOTPmessages sent and

received.

show dhcp client statistics

user@switch# show dhcp client statistics
Packets dropped:
    Total                      14
    Send error                 14
Messages received:
    BOOTREPLY                  5
    DHCPOFFER                  1
    DHCPACK                    4
    DHCPNAK                    0
    DHCPFORCERENEW             0
Messages sent:
    BOOTREQUEST                6751
    DHCPDECLINE                0
    DHCPDISCOVER               6747
    DHCPREQUEST                4
    DHCPINFORM                 0
    DHCPRELEASE                0
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    DHCPRENEW                  0
    DHCPREBIND                 0

Meaning The output of this command displays howmany packets were dropped with errors, the

number of BOOTREPLYandDHCPOFFERmessages thatwere received, and the number

of BOOTREQUEST and DHCPREQUESTmessages that were sent.

Related
Documentation

Understanding Zero Touch Provisioning on page 47•

• Configuring Zero Touch Provisioning on page 98

Other Tools to Configure andMonitor Devices Running Junos OS

Apart fromthecommand-line interface, JunosOSalsosupports the followingapplications,

scripts, and utilities that enable you to configure andmonitor devices running Junos OS:

• Junos XMLManagement Protocol Application Programming Interface

(API)—Application programmers can use the Junos XMLManagement Protocol API

to monitor and configure Juniper Networks QFX Series products. Juniper Networks

providesaPerlmodulewith theAPI tohelpyoumorequicklyandeasilydevelopcustom

Perl scripts for configuring andmonitoring the QFX Series.

• NETCONF Application Programming Interface (API)—Application programmers can

also use the NETCONF API to monitor and configure Juniper Networks QFX Series

products.

• Junos OS commit scripts—You can define scripts to enforce custom configuration

tasks, enforce consistency, prevent commonmistakes, andmore. Every time you

commit a new candidate configuration, the active commit scripts are called to inspect

the new candidate configuration. If a configuration violates your custom rules, the

script can instruct the Junos OS to perform various actions, includingmaking changes

to the configuration and generating custom, warning, and system logmessages.

• Junos OS Op scripts—You can add your own commands to the operation-mode CLI.

You can use these scripts to automate troubleshooting of known network problems

and correct them.

• Junos OS event scripts—You can use event scripts to diagnose and fix issues, monitor

the overall status of the system, and examine errors periodically. Event scripts are

similar to op scripts except that certain events on the switch will trigger these scripts.

• Junos Space—The Junos Space application design allowsmultiple users concurrent

access to its user interface. It also includes applications for network infrastructure

automation.

Related
Documentation

CLI User Interface Overview on page 54•

• QFX Series Software Features Overview

• NETCONF XMLManagement Protocol Developer Guide

• Understanding Device and Network Management Features on page 5975
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Verifying a Unified In-Service Software Upgrade (ISSU)

Purpose Verify the status of FPCsand their correspondingPICs after themost recent unified ISSU.

Action Issue the show chassis in-service-upgrade command on themaster Routing Engine:

user@host> show chassis in-service-upgrade
  Item           Status                  Reason
  FPC 0          Online               
  FPC 1          Online               
  FPC 2          Online               
    PIC 0        Online               
    PIC 1        Online               
  FPC 3          Offline                 Offlined by CLI command
  FPC 4          Online               
    PIC 1        Online               
  FPC 5          Online               
    PIC 0        Online               
  FPC 6          Online               
    PIC 3        Online               
  FPC 7          Online               

Meaning See show chassis in-service-upgrade for more information.

Related
Documentation

Performing a Unified ISSU•

• Troubleshooting Unified ISSU Problems

• Understanding In-Service Software Upgrade (ISSU) on page 40

• Performing an In-Service Software Upgrade (ISSU) on page 106

• Managing and Tracing BFD Sessions During Unified ISSU Procedures

Verifying Autoinstallation Status

Purpose Display the status of the autoinstallation feature.

Action From the CLI, enter the show system autoinstallation status command.

Sample Output

user@switch> show system autoinstallation status
Autoinstallation status:
Master state: Active
Last committed file: None
Configuration server of last committed file: 10.25.100.1
Interface:
  Name: ge-0/0/0
  State: Configuration Acquisition
  Acquired:
    Address: 192.168.124.75
    Hostname: host-ge-000
    Hostname source: DNS
    Configuration filename: switch-ge-000.conf
    Configuration filename server: 10.25.100.3
  Address acquisition:
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    Protocol: DHCP Client
    Acquired address: None
    Protocol: RARP Client
    Acquired address: None
Interface:
  Name: ge-0/0/1
  State: None
  Address acquisition:
    Protocol: DHCP Client
    Acquired address: None
    Protocol: RARP Client
    Acquired address: None

Meaning The output shows the settings configured for autoinstallation. Verify that the values

displayed are correct for the switch when it is deployed on the network.

Related
Documentation

Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 130•

Verifying That Automatic Software Download IsWorking Correctly

Purpose Verify that the automatic software download feature is working correctly.

Action Use the show system services dhcp client interface-name command to verify that the

automatic software download feature has been used to install a software package.

user@switch> show system services dhcp client ge-0/0/1.0
 Logical Interface Name       ge-0/0/1.0      
  Hardware address        00:0a:12:00:12:12      
  Client Status           bound      
  Vendor Identifier       ether      
  Server Address          10.1.1.1      
  Address obtained        10.1.1.89       
  Lease Obtained at       2009-08-20 18:13:04 PST
  Lease Expires at        2009-08-22 18:13:04 PST 

DHCP Options :                      
  Name: name-server, Value: [ 10.209.194.131, 2.2.2.2, 3.3.3.3 ]           
  Name: server-identifier, Value: 10.1.1.1           
  Name: router, Value: [ 10.1.1.80 ]            
  Name: boot-image, 
  Value: jinstall-ex-4200-9.6R1.5-domestic-signed.tgz
  Name: boot-image-location,
  Value: 10.1.1.25:/bootfiles/

Meaning The output from this command shows the name and location of the software package

under DHCP options when automatic software download was last used to install a

software package. The sample output in DHCP options shows that the last DHCP server

message to arrive on the DHCP client had a boot server address of 192.168.1.165 and a

boot file named jinstall-ex-4200-9.6R1.5-domestic-signed.tgz. If automatic software

download was enabled on this client switch during the last DHCPmessage exchange,

these values were used by the switch to upgrade the software.
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Related
Documentation

Upgrading Software Using Automatic Software Download on page 127•

• Understanding DHCP Services for Switches on page 36

Operational Commands

• commit

• clear log

• clear chassis display message

• clear system commit

• clear system reboot

• file

• file archive

• file checksummd5

• file checksum sha1

• file checksum sha-256

• file compare

• file delete

• file list

• file rename

• file show

• load

• ping

• request chassis beacon

• request chassis fpc

• request chassis pic

• request chassis routing-engine master

• request message

• request system configuration rescue delete

• request system configuration rescue save

• request system halt

• request system license add

• request system license delete

• request system license save

• request system logout

• request system power-off

• request system reboot

• request system snapshot
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• request system software add

• request system software delete

• request system software download

• request system software in-service-upgrade

• request system software nonstop-upgrade

• request system software rollback

• request system software validate

• request system storage cleanup

• request system zeroize

• restart

• rollback

• save

• show app-engine info

• show chassis alarms

• show chassis beacon

• show chassis environment

• show chassis environment fpc

• show chassis environment pem

• show chassis environment routing-engine

• show chassis fan

• show chassis firmware

• show chassis fpc

• show chassis hardware

• show chassis in-service-upgrade

• show chassis lcd

• show chassis led

• show chassis location

• show chassis mac-addresses

• show chassis pic

• show chassis routing-engine

• show chassis zones

• show cli

• show cli authorization

• show cli directory

• show cli history

• show host

• show interfaces diagnostics optics
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• show log

• show ntp associations

• show ntp status

• show subscribers

• show system alarms

• show system audit

• show system boot-messages

• show system buffers

• show system certificate

• show system commit

• show system configuration archival

• show system configuration rescue

• show system connections

• show system core-dumps

• show system directory-usage

• show system license

• show system processes

• show system reboot

• show system resource-cleanup processes

• show system rollback

• show system services service-deployment

• show system software

• show system statistics

• show system storage

• show system uptime

• show system users

• show system virtual-memory

• show version

• start shell

• test configuration

• traceroute

• traceroute monitor
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commit

Syntax commit <<at <"string">> <and-quit> <check> <comment <"comment-string">>
<confirmed> <display detail> <fast-synchronize> <minutes>
<synchronize <force> <scripts>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option fast-synchronize added in Junos OS Release 12.2.

Option synchronize scripts introduced in Junos OS Release 13.2.

Description Commit the set of changes to the database and cause the changes to take operational

effect.

Options at <"string">—(Optional) Save software configuration changes and activate the

configuration at a future time, or upon reboot.

string is rebootor the future time to activate the configuration changes. Enclose the string

value (including reboot) in quotation marks (“ ”). You can specify time in two formats:

• Atimevalue in the formhh:mm[:ss] (hours,minutes, andoptionally seconds)—Commit

the configuration at the specified time, whichmust be in the future but before 11:59:59

PM on the day the commit at configuration command is issued. Use 24-hour time for

the hh value; for example, 04:30:00 is 4:30:00 AM, and 20:00 is 8:00 PM. The time is

interpreted with respect to the clock and time zone settings on the router.

• A date and time value in the form yyyy-mm-dd hh:mm[:ss] (year, month, date, hours,

minutes, and, optionally, seconds)—Commit the configurationat the specifieddayand

time, whichmust be after the commit at command is issued. Use 24-hour time for the

hh value. For example, 2003-08-21 12:30:00 is 12:30 PM on August 21, 2003. The time

is interpreted with respect to the clock and time zone settings on the router.

For example, commit at “18:00:00". For date and time, include both values in the same

set of quotation marks. For example, commit at "2005-03-10 14:00:00".

Acommit check isperformedwhenyou issue thecommitatconfigurationmodecommand.

If the result of the check is successful, then the current user is logged out of configuration

mode, and the configuration data is left in a read-only state. No other commit can be

performed until the scheduled commit is completed.
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NOTE: If Junos OS fails before the configuration changes become active, all
configuration changes are lost.

You cannot enter the commit at configuration commandwhen there is a

pending reboot.

You cannot enter the request system reboot command once you schedule a

commit operation for a specific time in the future.

You cannot commit a configuration when a scheduled commit is pending.
For information about how to use the clear command to cancel a scheduled

configuration, see the CLI Explorer.

and-quit—(Optional) Commit the configuration and, if the configuration contains no

errors and the commit succeeds, exit from configuration mode.

check—(Optional) Verify the syntax of the configuration, but do not activate it.

comment<"comment-string">—(Optional)Addacomment thatdescribes thecommitted

configuration. The comment can be as long as 512 bytes andmust be typed on a single

line. You cannot include a comment with the commit check command. Enclose

comment-string inquotationmarks (" "). For example,commitcomment"Includeschanges

recommended by SW Lab".

confirmed <minutes>—(Optional) Require that the commit be confirmed within the

specified amount of time. To confirm a commit, enter either a commit or commit check

command. If the commit is not confirmed within the time limit, the configuration rolls

back automatically to the precommit configuration and a broadcast message is sent to

all logged-in users. To showwhen a rollback is scheduled, enter the showsystemcommit

command. The allowed range is 1 through 65,535minutes, and the default is 10minutes.

In Junos OS Release 11.4 and later, you can also use the commit confirmed command in

the [edit private] configuration mode.

display detail—(Optional) Monitors the commit process.

NOTE: In Junos OS Release 10.4 and later, if the number of commit details
or messages exceeds a page when used with the | display detail pipe option,

themore pagination option on the screen is no longer available. Instead, the

messages roll uponthescreenbydefault, just likeusing thecommitcommand

with the | nomore pipe option.

fast-synchronize—(Optional)Configure the commits to run inparallel onboth themaster

and backup Routing Engines to reduce the time taken for commit synchronization.
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NOTE: The fast-synchronizestatement isnotsupportedonQFXSeriesdevices

when used in a Virtual Chassis.

synchronize <force> <scripts>—(Optional) If your router has two Routing Engines, you

canmanually direct one Routing Engine to synchronize its configuration with the other

by issuing the commit synchronize command. The Routing Engine on which you execute

this command (request Routing Engine) copies and loads its candidate configuration to

the other (responding Routing Engine). Both Routing Engines then perform a syntax

check on the candidate configuration file being committed. If no errors are found, the

configuration is activated and becomes the current operational configuration on both

Routing Engines. The commit synchronize command does not work if the responding

Routing Engine has uncommitted configuration changes. However, you can enforce

commit synchronizationon theRoutingEnginesbyusing the forceoption.Whenyou issue

the commit synchronize command with the force option from one Routing Engine, the

configuration sessions on the other Routing Engine are terminated and its configuration

synchronized with that on the Routing Engine fromwhich you issued the command.

When you issue the commit synchronize command with the scripts option, the device

synchronizes all commit, event, lib, and op scripts from the requesting Routing Engine to

the responding Routing Engine and also commits and synchronizes the configuration. If

the commit check operation fails for the requesting Routing Engine, the process stops,

and the scripts are not copied to the responding Routing Engine. If the commit check or

commitoperation fails for the respondingRoutingEngine, thescriptsare still synchronized,

since the synchronization occurs prior to the commit check operation on the responding

Routing Engine.

If the load-scripts-from-flash statement is configured for the requesting Routing Engine,

the device synchronizes the scripts from flashmemory on the requesting Routing Engine

to flash memory on the responding Routing Engine. Otherwise, the device synchronizes

the scripts from the hard disk on the requesting Routing Engine to the hard disk on the

responding Routing Engine. The device synchronizes all scripts regardless of whether

theyareenabled in theconfigurationorhavebeenupdatedsince the last synchronization.

NOTE: When you issue the commit synchronize command, youmust use the

apply-groupsre0and re1commands.For informationabouthowtousegroups,

see Disabling Inheritance of a Junos OS Configuration Group.

The responding Routing Enginemust use Junos OS Release 5.0 or later.

Required Privilege
Level

configure—To enter configuration mode.
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NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS

Related
Documentation

Verifying a Junos Configuration, Committing a Junos OS Configuration•

• Scheduling a Junos Commit Operation

• Deactivating and Reactivating Statements and Identifiers in a Junos Configuration

• Monitoring the Junos Commit Process

• Adding a Comment to Describe the Committed Configuration

Sample Output

commit | display detail

user@host> commit | display detail
--------------
2011-08-24 01:08:08.00691 PDT: begin creating snapshots
2011-08-24 01:08:09.00210 PDT: end creating snapshots
2011-08-24 01:08:09.00211 PDT: begin preparing metadata
2011-08-24 01:08:09.00228 PDT: end preparing metadata
2011-08-24 01:08:09.00229 PDT: begin computing dcf root changes
2011-08-24 01:08:09.00236 PDT: end computing dcf root changes
2011-08-24 01:08:09.00244 PDT: begin computing additions
2011-08-24 01:08:09.00251 PDT: end computing additions
2011-08-24 01:08:09.00251 PDT: begin local object validation
2011-08-24 01:08:09.00251 PDT: end local object validation
2011-08-24 01:08:09.00252 PDT: begin update instances
2011-08-24 01:08:09.00252 PDT: end update instances
2011-08-24 01:08:09.00252 PDT: begin adjust metadata
2011-08-24 01:08:09.00252 PDT: end adjust metadata
2011-08-24 01:08:09.00253 PDT: begin validate metadata
2011-08-24 01:08:09.00253 PDT: end validate metadata
2011-08-24 01:08:09.00253 PDT: begin adjust allocations
2011-08-24 01:08:09.00254 PDT: end adjust allocations
2011-08-24 01:08:09.00254 PDT: begin adjust dependencies
2011-08-24 01:08:09.00254 PDT: end adjust dependencies
2011-08-24 01:08:09.00255 PDT: begin instance validation
2011-08-24 01:08:09.00255 PDT: end instance validation
2011-08-24 01:08:09.00255 PDT: begin opening all sessions eagerly
2011-08-24 01:08:09.00277 PDT: begin request #1 [login]
2011-08-24 01:08:09.00278 PDT: end request #1 [login]
2011-08-24 01:08:09.00325 PDT: begin processing globals
2011-08-24 01:08:09.00330 PDT: begin waiting for stamp check 
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(qfabric-default---node0)
2011-08-24 01:08:09.00334 PDT: end reply #1 [login]
2011-08-24 01:08:09.00351 PDT: end reply #1 [login]
2011-08-24 01:08:09.00451 PDT: begin request #2 [open]
2011-08-24 01:08:09.00451 PDT: end request #2 [open]
2011-08-24 01:08:09.00451 PDT: begin request #3 [get commit history]
2011-08-24 01:08:09.00452 PDT: end request #3 [get commit history]
2011-08-24 01:08:09.00452 PDT: begin request #4 [load]
2011-08-24 01:08:09.00453 PDT: end request #4 [load]
2011-08-24 01:08:09.00453 PDT: begin request #5 [load]
2011-08-24 01:08:09.00454 PDT: begin reply #2 [open]
2011-08-24 01:08:09.00456 PDT: end reply #2 [open]
2011-08-24 01:08:09.00457 PDT: begin reply #3 [get commit history]
2011-08-24 01:08:09.00475 PDT: end reply #3 [get commit history]
2011-08-24 01:08:09.00476 PDT: begin reply #4 [load]
2011-08-24 01:08:09.00499 PDT: begin reply #5 [load]
2011-08-24 01:08:09.00501 PDT: end waiting for stamp check 
(qfabric-default---node0)
2011-08-24 01:08:09.00501 PDT: begin waiting for open (qfabric-default---node0)
2011-08-24 01:08:09.00502 PDT: end waiting for open (qfabric-default---node0)
2011-08-24 01:08:09.00504 PDT: end processing globals
2011-08-24 01:08:09.00617 PDT: end request #5 [load]
2011-08-24 01:08:09.00617 PDT: begin request #6 [check]
2011-08-24 01:08:09.00617 PDT: end request #6 [check]
2011-08-24 01:08:09.00619 PDT: end reply #5 [load]
2011-08-24 01:08:09.00619 PDT: begin reply #6 [check]
2011-08-24 01:08:09.00730 PDT: end session
2011-08-24 01:08:09.00752 PDT: end request #5 [load]
2011-08-24 01:08:09.00754 PDT: begin request #6 [check]
2011-08-24 01:08:09.00755 PDT: end request #6 [check]
2011-08-24 01:08:09.00881 PDT: end request #5 [load]
2011-08-24 01:08:09.00961 PDT: begin commit to devices
2011-08-24 01:08:10.00668 PDT: begin request #8 [get commit history]
2011-08-24 01:08:10.00669 PDT: end request #8 [get commit history]
2011-08-24 01:08:10.00721 PDT: end session
2011-08-24 01:08:10.00727 PDT: end commit to devices
2011-08-24 01:08:10.00733 PDT: begin committing metadata
2011-08-24 01:08:10.00772 PDT: end committing metadata
2011-08-24 01:08:10.00772 PDT: begin calling commit callbacks
2011-08-24 01:08:10.00773 PDT: end calling commit callbacks
commit complete
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clear log

Syntax clear log filename
<all>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Remove contents of a log file.

Options filename—Name of the specific log file to delete.

all—(Optional) Delete the specified log file and all archived versions of it.

Required Privilege
Level

clear

Related
Documentation

show log on page 846•

List of Sample Output clear log on page 324

Output Fields See file list for an explanation of output fields.

Sample Output

clear log

The following sample commands list log file information, clear the contents of a log file,

and then display the updated log file information:

user@host> file list lcc0-re0:/var/log/sampled detail
lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel      26450 Jun 23 18:47 /var/log/sampled
total 1

user@host> clear log lcc0-re0:sampled
lcc0-re0:
--------------------------------------------------------------------------

user@host> file list lcc0-re0:/var/log/sampled detail
lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel         57 Sep 15 03:44 /var/log/sampled
total 1
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clear chassis displaymessage

Syntax clear chassis displaymessage

Syntax (TXMatrix
Router)

clear chassis displaymessage
<lcc number | scc>

Syntax(TXMatrixPlus
Router)

clear chassis displaymessage
<lcc number | sfc number>

Syntax (QFabric
Systems)

clear chassis displaymessage
<node-device name | interconnect-device name>

Release Information Command introduced in Junos OS Release 7.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option for the TXMatrix Plus routers introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description (M40e, M160,M320, T Series routers, EX Series, andQFabric systems only) Clear or stop

a textmessage on the craft interface display, which is on the front of the router or switch

or on the LCD panel display on the router or switch. The craft interface alternates the

display of text messages with standard craft interface messages, switching between

messagesevery2 seconds.Bydefault, onboth the router and theswitch, the textmessage

is displayed for 5 minutes. The craft interface display has four 20-character lines. The

LCD panel display has two 16-character lines, and text messages appear only on the

second line.

Options none—Clear or stop a text message on the craft interface display.

interconnect-device name—(QFabric systems only) (Optional) On a QFabric system,

clear or stop a text message on the LCD panel display on the specified Interconnect

device.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.
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node-device name—(QFabric systems only) (Optional) On a QFabric system, clear or

stopa textmessageon the LCDpanel display on the specifiedNodedevice in aNode

group.

scc—(TXMatrix routersonly) (Optional)Clearor stopa textmessageon thecraft interface

on the TXMatrix router (switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Clear or stop a text message on

the craft interface on the TXMatrix Plus router (or switch-fabric chassis). Replace

numberwith 0.

Required Privilege
Level

clear

Related
Documentation

Configuring the LCD Panel on EX Series Switches (CLI Procedure)•

• set chassis display message

• show chassis craft-interface

List of Sample Output clear chassis displaymessage on page 326

Output Fields See show chassis craft-interface for an explanation of output fields.

Sample Output

clear chassis displaymessage

The following example displays and then clears the text message on the craft interface

display:

user@host> show chassis craft-interface
Red alarm:     LED off, relay off
Yellow alarm:  LED off, relay off
Host OK LED:   On
Host fail LED: Off
FPCs     0  1  2  3  4  5  6  7
-------------------------------
Green  ..  *..  *  *.
Red    ........
LCD screen:
     +--------------------+
     |NOC contact Dusty   |
     |(888) 526-1234      |
     +--------------------+

user@host> clear chassis displaymessage

user@host> show chassis craft-interface
Red alarm:     LED off, relay off
Yellow alarm:  LED off, relay off
Host OK LED:   On
Host fail LED: Off
FPCs     0  1  2  3  4  5  6  7
-------------------------------
Green  ..  *..  *  *.
Red    ........
LCD screen:
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     +--------------------+
     |host                |
     |Up: 0+17:05:47      |
     |                    |
     |Temperature OK      |
     +--------------------+
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clear system commit

Syntax clear system commit

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear any pending commit operation.

Options This command has no options.

Required Privilege
Level

maintenance (or the actual user who scheduled the commit)

Related
Documentation

show system commit on page 898•

List of Sample Output clear system commit on page 328
clear system commit (None Pending) on page 328
clear system commit (User Does Not Have Required Privilege Level) on page 328

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear system commit

user@host> clear system commit
Pending commit cleared.

clear system commit (None Pending)

user@host> clear system commit
No commit scheduled.

clear system commit (User Does Not Have Required Privilege Level)

user@host> clear system commit
error: Permission denied
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clear system reboot

Syntax clear system reboot
<both-routing-engines>

Syntax (EX Series
Switches)

clear system reboot
<all-members>
<both-routing-engines>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

clear system reboot
<both-routing-engines>
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

clear system reboot
<both-routing-engines>
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (QFX Series) clear system reboot
<infrastructure name>
<interconnect-device name>
<node-group name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear any pending system software reboots or halts. When issued on a TXMatrix router

without any options, the default behavior clears all pending system software reboots or

halts on all T640 routers connected to the TXMatrix router. When issued on a TXMatrix

Plus router without any options, the default behavior clears all pending system software

reboots or halts on all T1600 or T4000 routers connected to the TXMatrix Plus router.

Options none—Clear all pending system software reboots or halts.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Clear all halt

or reboot requests for all the Routing Engines in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, clear all halt or reboot requests for all T640 routers (or line-card chassis)

connected to the TXMatrix router. On a TXMatrix Plus router, clear all halt or reboot

requests on the l connected T1600 or T4000 LCCs.

all-members—(EX4200 switches only) (Optional) Clear all halt or reboot requests on

all members of the Virtual Chassis configuration.

both-routing-engines—(Systemswithmultiple Routing Engines) (Optional) Clear all halt

or reboot requestsonbothRoutingEngines.OnaTXMatrix router, clearbothRouting

Engines on all chassis connected to the TXMatrix router. Likewise, on a TXMatrix
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Plus router, clear both Routing Engines on all chassis connected to the TXMatrix

Plus router.

infrastructure name—(QFabric systems) (Optional) Clear all halt or reboot requests on

the fabric control Routing Engines or fabric manager Routing Engines.

interconnect-devicename—(QFabric systems) (Optional)Clear all halt or reboot requests

on the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, clear all halt or reboot requests for a specific T640 router that is

connected to the TXMatrix router. On a TXMatrix Plus router, clear all halt or reboot

requests for a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches only) (Optional) Clear all halt or reboot requests on the local

Virtual Chassis member.

membermember-id—(EX4200switchesonly) (Optional)Clearall halt or reboot requests

on the specified member of the Virtual Chassis configuration. Replacemember-id

with a value from 0 through 9.

node-group name—(QFabric systems) (Optional) Clear all halt or reboot requests on the

Node group.

scc—(TXMatrix routersonly) (Optional)Clearall halt or reboot requests for theTXMatrix

router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Clear all halt or reboot requests for

the TXMatrix Plus router. Replace numberwith 0.

Required Privilege
Level

maintenance

Related
Documentation

request system reboot•

• request system reboot on page 387

• Rebooting and Halting a QFX Series Product on page 162

• Routing Matrix with a TXMatrix Plus Router Solutions Page
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List of Sample Output clear system reboot on page 332
clear system reboot (TXMatrix Router) on page 332
clear system reboot (QFX Series) on page 332

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear system reboot

user@host> clear system reboot
reboot requested by root at Sat Dec 12 19:37:34 1998
[process id 17855]
Terminating...

clear system reboot (TXMatrix Router)

user@host> clear system reboot
scc-re0:
--------------------------------------------------------------------------
No shutdown/reboot scheduled.
lcc0-re0:
--------------------------------------------------------------------------
No shutdown/reboot scheduled.
lcc2-re0:
--------------------------------------------------------------------------
No shutdown/reboot scheduled.

clear system reboot (QFX Series)

user@switch> clear system reboot node-group node1
No shutdown/reboot scheduled.
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file

Syntax file <archive |checksum |compare | copy | delete | list | rename | show | source address
|archive>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Archive files from the device, copy files to and from the router or switch, calculate the

file checksum, compare files, delete a file from the device, list files on the device, rename

a file, show file contents, or show the local address to initiate a connection.

Options archive (Optional)—Archive, and optionally compress, one or multiple local system files

as a single file, locally or at a remote location.

checksum (Optional)—Calculate the Message Digest 5 (MD5) checksum of a file.

compare (Optional)—Compare two local files and describe the differences between

them in default, context, or unified output styles.

copy (Optional)—Copy files from one place to another on the local switch or between

the local switch and a remote system.

delete (Optional)—Delete a file on the local switch.

list (Optional)—Display a list of files on the local switch.

rename (Optional)—Rename a file on the local switch.

show (Optional)—Display the contents of a file.

source address (Optional)—Specify the source address of the local file.

Required Privilege
Level

maintenance

Related
Documentation

Viewing Files and Directories on a Device Running Junos OS•

• CLI Explorer
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file archive

Syntax file archive destination destination source source
<compress>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Archive, and optionally compress, one ormultiple local system files as a single file, locally

or at a remote location.

Options destination destination—Destination of the archived file or files. Specify the destination

as a URL or filename. The Junos OS adds one of the following suffixes if the

destination filename does not already have it:

• For archived files—The suffix .tar

• For archived and compressed files—The suffix .tgz

source source—Source of the original file or files. Specify the source as aURL or filename.

compress—(Optional) Compress the archived file with the GNU zip (gzip) compression

utility. The compressed files have the suffix .tgz.

Required Privilege
Level

maintenance

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57•

List of Sample Output file archive (Multiple Files) on page 334
file archive (Single File) on page 334
file archive (with Compression) on page 335

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file archive (Multiple Files)

The following sample command archives all message files in the local directory

/var/log/messages as the single filemessages-archive.tar.

user@host> file archive source /var/log/messages* destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading / from absolute path names in the archive.

user@host>

file archive (Single File)

The following sample command archives onemessage file in the local directory

/var/log/messages as the single filemessages-archive.tar.
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user@host> file archive source /var/log/messages destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading / from absolute path names in the archive.
user@host

file archive (with Compression)

The following sample command archives and compresses all message files in the local

directory /var/log/messages as the single filemessages-archive.tgz.

user@host> file archive compress source /var/log/messages* destination
/var/log/messages-archive.tgz
/usr/bin/tar: Removing leading / from absolute path names in the archive.
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file checksummd5

Syntax file checksummd5 <pathname> filename

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Message Digest 5 (MD5) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the MD5 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksum sha-256 on page 338

• file checksum sha1 on page 337

• op

List of Sample Output file checksummd5 on page 336

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksummd5

user@host> file checksummd5 jbundle-5.3R2.4-export-signed.tgz
MD5 (jbundle-5.3R2.4-export-signed.tgz) = 2a3b69e43f9bd4893729cc16f505a0f5
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file checksum sha1

Syntax file checksum sha1 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Secure Hash Algorithm (SHA-1) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-1 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksummd5 on page 336

• file checksum sha-256 on page 338

• op

List of Sample Output file checksum sha1 on page 337

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha1

user@host> file checksum sha1 /var/db/scripts/opscript.slax

SHA1 (/var/db/scripts/commitscript.slax) = ba9e47120c7ce55cff29afd73eacd370e162c676
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file checksum sha-256

Syntax file checksum sha-256 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Secure Hash Algorithm 2 family (SHA-256) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-256 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksummd5 on page 336

• file checksum sha1 on page 337

• op

List of Sample Output file checksum sha-256 on page 338

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha-256

user@host> file checksum sha-256 /var/db/scripts/commitscript.slax

SHA256 (/var/db/scripts/commitscript.slax) = 
94c2b061fb55399e15babd2529453815601a602b5c98e5c12ed929c9d343dd71
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file compare

Syntax file compare (files filename filename)
<context | unified>
<ignore-white-space>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Compare two local files and describe the differences between them in default, context,

or unified output styles:

• Default—In the first line of output, cmeans lines were changed between the two files,

dmeans lines were deleted between the two files, and a means lines were added

between the two files. The numbers preceding this alphabetical marker represent the

first file, and the lines after the alphabetical marker represent the second file. A left

angle bracket (<) in front of output lines refers to the first file. A right angle bracket (>)

in front of output lines refers to the second file.

• Context—The display is divided into two parts. The first part is the first file; the second

part is thesecond file.Output linesprecededbyanexclamationpoint (!)havechanged.

Additions are marked with a plus sign (+), and deletions are marked with a

minus sign (-).

• Unified—The display is preceded by the line number from the first and the second file

(xx,xxx,x). Before the line number, additions to the file aremarkedwith a plus sign (+),

and deletions to the file are marked with aminus sign (-). The body of the output

contains the affected lines. Changes are viewed as additions plus deletions.

Options files filename—Names of two local files to compare.

context—(Optional) Display output in context format.

ignore-white-space—(Optional) Ignore changes in the amount of white space.

unified—(Optional) Display output in unified format.

Required Privilege
Level

none

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57•

• Viewing Core Files from Junos OS Processes on page 171

List of Sample Output file compare files on page 340
file compare files context on page 340
file compare files unified on page 340
file compare files unified ignore-white-space on page 340

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

file compare files

user@host> file compare files /tmp/one /tmp/two
100c100
<             full-name "File 1";
---
>             full-name "File 2";
102c102
<             class foo; # 'foo' is not defined
---
>             class super-user;

file compare files context

user@host> file compare files /tmp/one /tmp/two context
*** /tmp/one    Wed Dec  3 17:12:50 2003
--- /tmp/two    Wed Dec  3 09:13:14 2003
***************
*** 97,104 ****
              }
          }
          user bill {
!             full-name "Bill Smith";
!             class foo; # 'foo' is not defined
              authentication {
                  encrypted-password SECRET;
              }
--- 97,105 ----
              }
          }
          user bill {
!             full-name "Bill Smith";
!             uid 1089;
!             class super-user;
              authentication {
                  encrypted-password SECRET;
              }     

file compare files unified

user@host> file compare files /tmp/one /tmp/two unified
--- /tmp/one    Wed Dec  3 17:12:50 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -97,8 +97,9 @@
             }
         }
         user bill {
-            full-name "Bill Smith";
-            class foo; # 'foo' is not defined
+            full-name "Bill Smith";
+            uid 1089;
+            class super-user;
             authentication {
                 encrypted-passwordSECRET;
             }

file compare files unified ignore-white-space

user@host> file compare files /tmp/one /tmp/two unified ignore-white-space
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--- /tmp/one    Wed Dec  3 09:13:10 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -99,7 +99,7 @@
         user bill {
             full-name "Bill Smith";
             uid 1089;
-            class foo; # 'foo' is not defined
+            class super-user;
             authentication {
                  encrypted-password <SECRET>; # SECRET-DATA
             }
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file delete

Syntax file delete filename
<purge>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Delete a file on the local router or switch.

Options filename—Name of the file to delete. For a routing matrix, include chassis information in

the filename if the file to be deleted is not local to the Routing Engine fromwhich

the command is issued.

purge—(Optional) Overwrite regular files before deleting them.

Required Privilege
Level

maintenance

List of Sample Output file delete on page 342
file delete (RoutingMatrix) on page 342

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file delete

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file delete /var/tmp/snmpd.core
user@host> file list /var/tmp
dcd.core
rpd.core

file delete (RoutingMatrix)

user@host> file list lcc0-re0:/var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file delete lcc0-re0:/var/tmp/snmpd.core
user@host> file list /var/tmp
dcd.core
rpd.core
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file list

Syntax file list
<detail | recursive>
<filename>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display a list of files on the local router or switch.

Options none—Display a list of all files for the current directory.

detail | recursive—(Optional) Display detailed output or descend recursively through the

directory hierarchy, respectively.

filename—(Optional)Displaya list of files. For a routingmatrix, the filenamemust include

the chassis information.

Additional Information The default directory is the home directory of the user logged in to the router or switch.

To view available directories, enter a space and then a backslash (/) after the file list

command. To view files within a specific directory, include a backslash followed by the

directory and, optionally, subdirectory name after the file list command.

Required Privilege
Level

maintenance

List of Sample Output file list on page 343
file list (RoutingMatrix) on page 343

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file list

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

file list (RoutingMatrix)

user@host> file list lcc0-re0:var/tmp
lcc0-re0:
--------------------------------------------------------------------------
/var/tmp/:
.gdbinit
.pccardd
Test/
chassisd*
chassisd.nathan*
check_time*
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cores/
diagTestPrep*
diagtest*
diagtest.regress*
do_switchovers*
dump_test*
err.manoj.log
esw_clearstats*
esw_counter*
esw_debug*
esw_debug_ge*
esw_filt_test*
esw_filter_tnp_addr*
esw_getstats*
esw_phy*
esw_stats*
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file rename

Syntax file rename source destination

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Rename a file on the local router or switch.

Options destination—New name for the file.

source—Original name of the file. For a routing matrix, the filenamemust include the

chassis information.

Required Privilege
Level

maintenance

List of Sample Output file rename on page 345
file rename (RoutingMatrix) on page 345

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file rename

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file rename /var/tmp/dcd.core /var/tmp/dcd.core.990413
user@host> file list /var/tmp
dcd.core.990413
rpd.core
snmpd.core

file rename (RoutingMatrix)

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list lcc0-re1:/var/tmp
lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd               
syslogd.core-tarball.0.tgz
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user@host> file rename lcc0-re0:/var/tmp/snmpd /var/tmp/snmpd.rr
user@host> file list lcc0-re1:/var/tmp
lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd.rr 
syslogd.core-tarball.0.tgz
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file show

Syntax file show filename
<encoding (base64 | raw)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of a file.

Options filename—Name of a file. For a routing matrix, the filenamemust include the chassis

information.

encoding(base64 | raw)—(Optional) Encode file contentswithbase64encodingor show

raw text.

Required Privilege
Level

maintenance

List of Sample Output file show on page 347
file show (RoutingMatrix) on page 347

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file show

user@host> file show /var/log/messages
Apr 13 21:00:08 romney /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:00:40 romney /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:02:48 romney last message repeated 4 times
Apr 13 21:07:04 romney last message repeated 8 times
Apr 13 21:07:13 romney /kernel: so-1/1/0: Clearing SONET alarm(s) RDI-P
Apr 13 21:07:29 romney /kernel: so-1/1/0: Asserting SONET alarm(s) RDI-P
...

file show (RoutingMatrix)

user@host> file show lcc0-re0:/var/tmp/.gdbinit
lcc0-re0:
--------------------------------------------------------------------------
####################################################################
# Settings
####################################################################

set print pretty

####################################################################
# Basic stuff
####################################################################

define msgbuf
        printf "%s", msgbufp->msg_ptr
end
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# hex dump of a block of memory
# usage: dump address length
define dump
   p $arg0, $arg1
   set $ch = $arg0
   set $j = 0
   set $n = $arg1
   while ($j < $n)
        #printf "%x %x ",&$ch[$j],$ch[$j]
        printf "%x ",$ch[$j]
        set $j = $j + 1
        if (!($j % 16))
                printf "\n"
        end
   end
end
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load

Syntax load (factory-default | merge | override | patch | replace | set | update)
load (filename | terminal) <relative>

QFX Series load (dhcp-snooping filename)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Load a configuration from an ASCII configuration file, from terminal input, or from the

factory default. Your current location in the configuration hierarchy is ignored when the

load operation occurs.

Options dhcp-snooping—(QFX Series switches) Loads DHCP snooping entries.

factory-default—Loads the factory configuration. The factory configuration contains the

manufacturer’s suggested configuration settings. The factory configuration is the router

or switch’s first configuration and is loaded when the router or switch is first installed

and powered on.

On J Series Services Routers, pressing and holding down the Config button on the router

for 15 seconds causes the factory configuration to be loaded and committed. However,

this operationdeletesall other configurationson the router; using the loadfactory-default

command does not.

filename—Name of the file to load. For information about specifying the filename, see

Viewing Files and Directories on a Device Running Junos OS.

merge—Combine theconfiguration that is currently shown in theCLIwith theconfiguration.

override—Discard the entire configuration that is currently shown in the CLI and load the

entire configuration. Marks every object as changed.

patch—Change part of the configuration andmark only those parts as changed.

replace—Look for a replace tag in filename, delete the existing statement of the same

name, and replace it with the configuration.

set—Merge a set of commands with an existing configuration. This option executes the

configuration instructions line by line as they are stored in a file or from a terminal. The

instructions can contain any configuration mode command, such as set, edit, exit, and

top.

relative—(Optional) Use themerge or replace optionwithout specifying the full hierarchy

level.

terminal—Use the text you type at the terminal as input to the configuration. Type Ctrl+d

to end terminal input.

update—Discard the entire configuration that is currently shown in the CLI, and load the

entire configuration. Marks changed objects only.
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NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS .

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Loading a Configuration from a File on page 1133•
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ping

Syntax ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet | inet6>
<interface source-interface>
<interval seconds>
<logical-system logical-system-name>
<loose-source value>
<mac-addressmac-address>
<no-resolve>
<pattern string>
<rapid>
<record-route>
<routing-instance routing-instance-name>
<size bytes>
<source source-address>
<strict >
<strict-source value.>
<tos type-of-service>
<ttl value>
<verbose>
<vpls instance-name>
<wait seconds>

Syntax (QFX Series) ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet>
<interface source-interface>
<interval seconds>
<logical-system logical-system-name>
<loose-source value>
<mac-addressmac-address>
<no-resolve>
<pattern string>
<rapid>
<record-route>
<routing-instance routing-instance-name>
<size bytes>
<source source-address>
<strict>
< strict-source value>
<tos type-of-service>
<ttl value>
<verbose>
<wait seconds>

Release Information Command introduced before Junos OS Release 7.4.
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Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Check host reachability and network connectivity. The ping command sends Internet

Control Message Protocol (ICMP) ECHO_REQUESTmessages to elicit ICMP

ECHO_RESPONSEmessages from the specified host. Press Ctrl+c to interrupt a ping

command.

Options host—IP address or hostname of the remote system to ping.

bypass-routing—(Optional) Bypass the normal routing tables and send ping requests

directly toa systemonanattachednetwork. If the system isnotonadirectly attached

network, an error is returned. Use this option to ping a local system through an

interface that has no route through it.

count requests—(Optional) Number of ping requests to send. The range of values is 1

through 2,000,000,000. The default value is an unlimited number of requests.

detail—(Optional) Include in theoutput the interfaceonwhich theping replywas received.

do-not-fragment—(Optional) Set the do-not-fragment (DF) flag in the IP header of the

ping packets. For IPv6 packets, this option disables fragmentation.

NOTE: In JunosOSRelease 11.1 and later,when issuing thepingcommand

for an IPv6 route with the do-not-fragment option, themaximum ping

packet size is calculated by subtracting 48 bytes (40 bytes for the IPV6
header and 8 bytes for the ICMPheader) from theMTU. Therefore, if the
ping packet size (including the 48-byte header) is greater than theMTU,
the ping operationmight fail.

inet—(Optional) Ping Packet Forwarding Engine IPv4 routes.

inet6—(Optional) Ping Packet Forwarding Engine IPv6 routes.

interface source-interface—(Optional) Interface to use to send the ping requests.

interval seconds—(Optional) How often to send ping requests. The range of values, in

seconds, is 1 through infinity. The default value is 1.

logical-system logical-system-name—(Optional) Name of logical system fromwhich to

send the ping requests.

Alternatively, enter the set cli logical-system logical-system-name command and

then run the ping command. To return to the main router or switch, enter the clear

cli logical-system command.

loose-source value—(Optional) Intermediate loose source route entry (IPv4). Open a set

of values.
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mac-addressmac-address—(Optional) Ping the physical or hardware address of the

remote system you are trying to reach.

no-resolve—(Optional) Do not attempt to determine the hostname that corresponds to

the IP address.

patternstring—(Optional)Specify ahexadecimal fill pattern to include in thepingpacket.

rapid—(Optional)Sendping requests rapidly. The results are reported ina singlemessage,

not in individual messages for each ping request. By default, five ping requests are

sent before the results are reported. To change the number of requests, include the

count option.

record-route—(Optional) Record and report the packet’s path (IPv4).

routing-instance routing-instance-name—(Optional) Nameof the routing instance for the

ping attempt.

size bytes—(Optional) Size of ping request packets. The range of values, in bytes, is 0

through 65,468. The default value is 56, which is effectively 64 bytes because 8

bytes of ICMP header data are added to the packet.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

strict—(Optional) Use the strict source route option (IPv4).

strict-source value—(Optional) Intermediate strict source route entry (IPv4). Open a set

of values.

tos type-of-service—(Optional) Set the type-of-service (ToS) field in the IP header of the

ping packets. The range of values is 0 through 255.

If the device configuration includes the dscp-code-point value statement at the [edit

class-of-service host-outbound-traffic] hierarchy level, the configured DSCP value

overrides the value specified in this command option. In this case, the ToS field of

ICMP echo request packets sent on behalf of this command carries the DSCP value

specified in the dscp-code-point configuration statement instead of the value you

specify in this command option.

ttl value—(Optional) Time-to-live (TTL) value to include in the ping request (IPv6). The

range of values is 0 through 255.

verbose—(Optional) Display detailed output.

vpls instance-name—(Optional) Ping the instance to which this VPLS belongs.

wait seconds—(Optional) Maximumwait time, in seconds, after the final packet is sent.

If this option is not specified, the default delay is 10 seconds. If this option is used

without the count option, a default count of 5 packets is used.
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Required Privilege
Level

network

Related
Documentation

Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages•

List of Sample Output ping hostname on page 354
ping hostname rapid on page 354
ping hostname size count on page 354

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo replywas receivedwith anerror code. Thesepackets are not counted in the received

packets count. They are accounted for separately.

Sample Output

ping hostname

user@host> ping skye
PING skye.net (192.168.169.254): 56 data bytes
64 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.028 ms
64 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=1.053 ms
64 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.025 ms
64 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.098 ms
64 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=1.032 ms
64 bytes from 192.168.169.254: icmp_seq=5 ttl=253 time=1.044 ms
^C [abort]

ping hostname rapid

user@host> ping skye rapid
PING skye.net (192.168.169.254): 56 data bytes
!!!!!
--- skye.net ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.956/0.974/1.025/0.026 ms

ping hostname size count

user@host> ping skye size 200 count 5
PING skye.net (192.168.169.254): 200 data bytes
208 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.759 ms
208 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=2.075 ms
208 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.843 ms
208 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.803 ms
208 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=17.898 ms

--- skye.net ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.759/5.075/17.898 ms
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request chassis beacon

Syntax (QFX Series) request chassis beacon
<all (off | on)>
<fpc slot-number (off | on)>
<interconnect-device name (cb slot-number | fpc slot-number | (off | on)>
<node-device name (off | on)>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description (QFX Series only) Enable or disable the beacon LED on a QFX Series device.

Options all—Turn the beacon LED either on or off on all QFabric system Interconnect and Node

devices.

cb slot-number—Turn the beacon LED either on or off on the Control Board of the

QFX3008-I Interconnect device.

fpc slot-number—Turn the beacon LED either on or off on the Flexible PIC Concentrator

on the standalone QFX3500 switch or the Interconnect device.

interconnect-device name—Turn the beacon LED either on or off on the Interconnect

device.

node-device name—Turn the beacon LED either on or off on the Node device.

off—Turn the beacon LED off.

on—Turn the beacon LED on.

Required Privilege
Level

maintenance

Related
Documentation

show chassis beacon on page 478•

List of Sample Output request chassis beacon fpc 0 on (QFX Series) on page 355
request chassis beacon node-device (QFabric System) on page 355
request chassis beacon on interconnect-device fpc (QFabric System) on page 356

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request chassis beacon fpc 0 on (QFX Series)

user@switch> request chassis beacon fpc 0 on

Beacon set to ON

request chassis beacon node-device (QFabric System)

user@switch> request chassis beacon node-device node1 on
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node1                 ON

request chassis beacon on interconnect-device fpc (QFabric System)

user@switch> request chassis beacon on interconnect-device fpc 2

FPC 2                ON
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request chassis fpc

Syntax request chassis fpc (offline | online | restart) slot slot-number

Syntax (TXMatrix and
TXMatrix Plus

Routers)

request chassis fpc (offline | online | restart) slot slot-number
<lcc number>

Syntax (MX Series
Routers)

request chassis fpc (offline | online | restart) slot slot-number
<all-members>
<local>
<membermember-id>

Syntax (MX2020 3D
Universal Edge

Routers)

request chassis fpc (offline | online | restart) slot slot-number

Syntax (MX2010 3D
Universal Edge

Routers)

request chassis fpc (offline | online | restart) slot slot-number

Syntax (QFabric
System)

request chassis fpc
<interconnect-device name slot slot-number (offline | online)>
<(offline | online) interconnect-device name slot slot-number>
<slot slot-number interconnect-device name (offline | online)>

Syntax (PTX Series
Packet Transport

Routers)

request chassis fpc (offline | online | restart) slot slot-number

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS 11.3 for QFX Series.

Command introduced in Junos OS 12.1x48 for PTX Series Packet Transport Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Description (M20, M40, M40e, M120, M160, M320, MX Series, and T Series routers, QFabric systems,

EXSeries switches, andPTXSeries Packet Transport Routers only) Control the operation

of the Flexible PIC Concentrator (FPC). For information about themeaning of “FPCs” on

the switches, see EX Series Switches Hardware and CLI Terminology Mapping.

Options offline—Take the FPC offline.

online—Bring the FPC online.

interconnect-device name—(QFabric systems only) Bring the Flexible Port Concentrator

(FPC) on the QFX3008-I Interconnect device either offline or online:
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• (QFabric System) On a QFabric system, specify the name of the QFX3008-I

Interconnect device containing the Flexible Port Concentrator (FPC) you want to

bring either offline or online.

restart—Restart the FPC.

slot slot-number—FPC slot number:

• M20 router—0 through 3.

• M120 router—0 through 5.

• MX240 router—0 through 2. On the MX240 router, slot-number corresponds to

theDensePortConcentrator (DPC)slotnumber. If anMPC is installed, slot-number

corresponds to the MPC slot number.

• MX480 router—0 through 5. On the MX480 router, slot-number corresponds to

theDensePortConcentrator (DPC)slotnumber. If anMPC is installed, slot-number

corresponds to the MPC slot number.

• MX960 router—0 through 11. On the MX960 router, slot-number corresponds to

theDensePortConcentrator (DPC)slotnumber. If anMPC is installed, slot-number

corresponds to the MPC slot number.

• MX2020 router—0 through 19.

• MX2010 router—0 through 9.

• TXMatrix and TXMatrix Plus routers only—On the TXMatrix router, if you specify

the number of the T640 router by using the lcc number option (the recommended

method), replace slot-numberwith a value from 0 through 7. Otherwise, replace

slot-numberwith a value from 0 through 31.

Likewise, on a TXMatrix Plus router, if you specify the number of the T1600 or

T4000 routerbyusing the lccnumberoption (the recommendedmethod), replace

slot-numberwith a value from 0 through 7. Otherwise, replace slot-numberwith a

value from 0 through 31. In case of TX Matrix Plus router with 3D SIBs, replace

slot-numberwithavalue from0 through63. For example, the followingcommands

have the same result:

user@host> request chassis fpc lcc 1 slot 1 offline
user@host> request chassis fpc slot 9 offline

• Other routers—0 through 7.

• QFabric System—Replace slot-numberwith a value from 0 through 2.

• EX Series switches:

• EX4200 switches in a Virtual Chassis configuration—Replace slot-numberwith

a value from 0 through 9.

• EX6210 switches—Replace slot-numberwith a value from 0 through 9.
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NOTE: These commands are not supported for slots 4 and 5 when
a Switch Fabric and Routing Engine (SRE)module is installed in
those slots. These commands are supported for slots 4 and 5 only
if a line card is installed in them.

• EX8208 switches—Replace slot-numberwith a value from 0 through 7.

• EX8216 switches—Replace slot-numberwith a value from 0 through 15.

• PTX5000 Packet Transport Router—Replace slot-numberwith a value from 0

through 7.

all-members—(MXSeries routers only) (Optional) Change FPC status of all members of

the Virtual Chassis configuration.

local—(MXSeries routers only) (Optional)ChangeFPCstatus of the local Virtual Chassis

member.

membermember-id—(MX Series routers only) (Optional) Change FPC status of the

specified member of the Virtual Chassis configuration. Replacemember-idwith a

value of 0 or 1.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

Required Privilege
Level

maintenance

Related
Documentation

show chassis fpc on page 597•

• show chassis fpc-feb-connectivity

• show chassis fabric fpcs

• Configuring the Junos OS to Make a Flexible PIC Concentrator Stay Offline

• Configuring the Junos OS to Resynchronize FPC Sequence Numbers with Active FPCs

when an FPC Comes Online
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• MX960 Flexible PIC Concentrator Description

List of Sample Output request chassis fpc on page 360
requestchassis fpc(MXSeriesRouterswithMediaServicesBlade[MSB])onpage360
request chassis fpc (MX2020 Router) on page 360
request chassis fpc (MX2010 Router) on page 360

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request chassis fpc

user@host> request chassis fpc online slot 0
FPC 0 already online

request chassis fpc (MX Series Routers with Media Services Blade [MSB])

user@host> request chassis fpc slot 0
Possible completions:
  offline              Take FPC offline
  online               Bring FPC online
  restart              Restart FPC

request chassis fpc (MX2020 Router)

user@host >request chassis fpc online slot 2
FPC 2 already online

request chassis fpc (MX2010 Router)

user@host >request chassis fpc offline slot 5
Offline initiated, use "show chassis fpc" to verify
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request chassis pic

Syntax request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number

Syntax (ACX4000
Series Routers)

request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number

Syntax (TXMatrix and
TXMatrix Plus

Routers)

request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number
<lcc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.3 for ACX4000 Routers.

Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Control the operation of the PIC.

NOTE: The request chassis pic (offline | online) fpc-slot slot number pic-slot

slot-numbercommand isnot supported for built-inPICsonMXSeries routers.

To view a list of built-in PICs on the router or switch chassis, use the show

chassis hardware command.

NOTE: T1600 routers and TXMatrix Plus routers with 100-Gigabit Ethernet
PICs require two adjacent PIC slots, 0 and 1, for each PIC. Therefore, only
online and offline command options to PIC slot 0 are allowed. Use of the

online and offline command options for PIC slot 1 with the described router

and PIC combination is not allowed.

NOTE: In T Series routers, when the PIC state is set from offline to online or

vice-versa before the processing is complete for the previous command, you
are provided feedback on the status of your request. The following sample
messages are displayed if you try to set a PIC offline or online:

user@switch> request chassis pic fpc-slot 1 pic-slot 0 online
fpc 1 pic 0 online initiated, use "show chassis fpc pic-status" to verify

user@switch> request chassis pic fpc-slot 1 pic-slot 0 online
FPC 1 PIC 0 already transitioning to online

WhenthesamePIC is set toadifferent statewhile the transition is inprogress,
you are provided feedback on the status of your request.

user@switch> request chassis pic fpc-slot 1 pic-slot 0 offline
FPC 1, PIC 0 already transitioning to online.  Please retry later.
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Options offline—Take the PIC offline.

online—Bring the PIC online.

fpc-slot slot-number—Flexible PIC Concentrator (FPC) slot number. Replace slot-number

with a value appropriate for your router or switch:

• ACX4000 routers—1 or 2.

• EX Series switches:

• EX3200 switches and EX4200 standalone switches—0.

• EX4200 switches in a Virtual Chassis configuration—0 through 9 (switch’s

member ID).

• EX8208 switches—0 through 7 (line card).

• EX8216 switches—0 through 15 (line card).

• M5, M7i, M10, and M10i routers—0 or 1.

• M20 routers—0 through 3.

• M40 and M40e routers—0 through 7.

• M120 routers—0 through 5.

• M160 routers—0 through 7.

• M320 routers—0 through 7.

• MX 5, MX10, and MX40 routers—0 or 1.

• MX80 routers—0 or 1.

• MX240 routers—0 through 2

• MX480 routers—0 through 5

• MX2020 routers—0 through 19.

• MX2010 routers—0 through 9.

• MX960 routers—0 through 11.

• PTX5000 routers—0 or 1.

• T Series routers—0 through 7.

• TXMatrix and TXMatrix Plus routers only—On a TXMatrix router, if you specify

the number of the T640 router by using the lcc number option (the recommended

method), replace slot-numberwith a value from 0 through 7. Otherwise, replace

slot-numberwith a value from 0 through 31.

Likewise, on a TXMatrix Plus router, if you specify the number of the T1600 or

T4000routerbyusing the lccnumberoption (the recommendedmethod), replace

slot-numberwith a value from 0 through 7. Otherwise, for the FPC slot number,

replace slot-numberwith a value from 0 through 31. On a TXMatrix Plus router

with 3DSIBs to assign the FPC slot number, replace slot-numberwith a value from

0 through 63. For example, the following commands have the same result:
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user@host> request chassis pic fpc-slot 1 lcc 1 pic-slot 0 offline
user@host> request chassis pic fpc-slot 9 pic-slot 0 offline

• QFX5100 standalone switches—0.

pic-slot slot-number—PIC slot number.

• EX3200andEX4200switches—0forbuilt-innetwork interfacesand 1 for interfaces

on uplink modules.

• EX8208 and EX8216 switches—0.

• MSeries routers—0, 1, 2, or 3

• MX960 router—slot-number corresponds to the slot number of the Packet

Forwarding Engine.

• PTX5000 routers—0 or 1.

• T320 router—0 or 1.

• T640 router—0, 1, 2, or 3.

• T1600 router —0, 1, 2, or 3.

• T4000 router—0, 1, 2, or 3.

• QFX5100 standalone switches—0, 1, or 2. PIC 0 is used for all interfaces that are

not configured on expansion modules, and PIC 1 and PIC 2 are used for interfaces

configured on expansion modules.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

Required Privilege
Level

maintenance

Related
Documentation

show chassis hardware on page 628•

• show chassis pic on page 790

• Configuring the PIC Type

List of Sample Output request chassis pic on page 364
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Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request chassis pic

user@host> request chassis pic pic-slot 0 online fpc-slot 0
FPC 0, PIC 0 is already online
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request chassis routing-enginemaster

Syntax request chassis routing-enginemaster (acquire | release | switch)
<force>
<no-confirm>

Syntax (TXMatrix
Routers)

request chassis routing-enginemaster (acquire | release | switch) (lcc number |
scc | all-chassis)

<force>
<no-confirm>

Syntax(TXMatrixPlus
Routers)

request chassis routing-enginemaster (acquire | release | switch) (lcc number |
sfc | all-chassis | all-lcc)

<force>
<no-confirm>

Syntax (MX Series
Routers)

request chassis routing-enginemaster (acquire | release | switch)
<all-members>
<force>
<local>
<membermember-id>
<no-confirm>

Syntax (MX104 3D
Universal Edge

Routers)

request chassis routing-enginemaster (acquire | release | switch )
<no-confirm>

Syntax (MX2010 and
MX2020 3DUniversal

Edge Routers)

request chassis routing-enginemaster (acquire | release | switch <check>)
<no-confirm>

Syntax (QFX Series) request chassis routing-enginemaster (release | switch)
<check>
<interconnect-device name>
<node-group name>
<no-confirm>

Release Information Command introduced before Junos OS Release 7.4.

all-chassis option added in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.3 for QFX Series.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description For routers or switches with multiple Routing Engines, control which Routing Engine is

the master.

CAUTION: (Routingmatrix based on the TXMatrix or TXMatrix Plus routers
only)Within the routingmatrix, we recommend that all Routing Engines run
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the same Junos OS Release. If you run different releases on the Routing
Engines and a change inmastership occurs on any backup Routing Engine in
the routingmatrix, one or all routers (in a routingmatrix based on the TX
Matrix router or in a routingmatrix based on a TXMatrix Plus router) might
become logically disconnected from the TXMatrix router and cause data
loss. For more information, see the TXMatrix Router Hardware Guide or the

Junos OS High Availability Library for Routing Devices.

NOTE: Successive graceful Routing Engine switchover events must be a
minimumof 240 seconds (4minutes) apart after bothRouting Engines have
come up.

If the routeror switchdisplaysawarningmessagesimilar to “StandbyRouting
Engine is not ready for graceful switchover. Packet Forwarding Engines that
are not ready for graceful switchover might be reset,” do not attempt
switchover. If you choose to proceed with switchover, only the Packet
Forwarding Engines that were not ready for graceful switchover are reset.
Noneof the FlexiblePIC concentrators (FPCs) should spontaneously restart.
We recommend that you wait until the warning no longer appears and then
proceed with the switchover.

You will receive an error message stating “Command aborted. Not ready for
mastership switch, try after n seconds” when this command is re-entered
before 240 seconds have elapsed on EX Series switches.

NOTE: OnaQFabric system, to avoid traffic loss on the networkNode group,
switchmastership of the routing engine to the backup routing engine, and
then reboot.

Options acquire—Attempt to become themaster Routing Engine.

release—Request that the other Routing Engine become themaster.

switch—Toggle mastership between Routing Engines.

The acquire, release, and switch options have the following suboptions:

all-chassis—(TXMatrix and TXMatrix Plus routers only) On a routing matrix composed

of a TXMatrix router and the attached T640 routers, switch mastership on all the

Routing Engines in the routing matrix. Likewise, on a routing matrix composed of a

TXMatrix Plus router and the attached T1600 or T4000 routers, switchmastership

on all the Routing Engines in the routing matrix.
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all-lcc—(TXMatrix Plus routers only) Request to acquire mastership for all line-card

chassis (LCC).

all-members—(MX Series routers only) (Optional) Control Routing Engine mastership

on the Routing Engines in all member routers of the Virtual Chassis configuration.

check—(QFabric systems, MX240, MX480, MX960, MX2010, andMX2020 routers only)

(Optional) Available only with the switch option. Check graceful switchover status

of the standbyRouting Engine before togglingmastership betweenRouting Engines.

interconnect-device name—(QFabric systems only) (Optional) Control Routing Engine

mastership on the Routing Engines on an Interconnect device.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Control Routing Engine mastership on the

Routing Engines in the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Control Routing Engine

mastership on the Routing Engines of the specified member in the Virtual Chassis

Configuration. Replacemember-idwith a value of 0 or 1.

no-confirm—(Optional) Do not request confirmation for the switch.

node-groupname—(QFabric systemsonly) (Optional)ControlRoutingEnginemastership

on the Routing Engines on a Node group.

scc—(TXMatrix routers only) TX Matrix (switch-card chassis).

sfc—(TXMatrix Plus routers only) TX Matrix Plus router (or switch-fabric chassis).

force—(Optional) Available only with the acquire option. Force the change to a new

master Routing Engine.

NOTE: The force option is not supported on the MX104 router.
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Additional Information Because both Routing Engines are always running, the transition from one to the other

as the master Routing Engine is immediate. However, the changeover interrupts

communication to the System and Switch Board (SSB). The SSB takes several seconds

to reinitialize the Flexible PICConcentrators (FPCs) and restart thePICs. Interior gateway

protocol (IGP)andBGPconvergence timesdependon thespecific networkenvironment.

By default, the Routing Engine in slot 0 (RE0) is the master and the Routing Engine in

slot 1 (RE1) is the backup. To change the default master Routing Engine, include the

routing-engine statement at the [edit chassis redundancy] hierarchy level in the

configuration. For more information, see the Junos OS Administration Library for Routing

Devices

To have the backup Routing Engine become themaster Routing Engine, use the request

chassis routing-enginemaster switch command. If you use this command to change the

master and then restart the chassis software for any reason, the master reverts to the

default setting.

NOTE: Although the configurations on the two Routing Engines do not have
to be the same and are not automatically synchronized, we recommend
making both configurations the same.

Required Privilege
Level

maintenance

Related
Documentation

show chassis routing-engine on page 804•

• Configuring Routing Engine Redundancy

• Switching the Global Master and Backup Roles in a Virtual Chassis Configuration

List of Sample Output request chassis routing-enginemaster acquire on page 368
request chassis routing-enginemaster switch on page 368

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request chassis routing-enginemaster acquire

user@host> request chassis routing-enginemaster acquire

warning: Traffic will be interrupted while the PFE is re-initialized

warning: The other routing engine's file system could be corrupted

Reset other routing engine and become master ? [yes,no] (no) 

request chassis routing-enginemaster switch

user@host> request chassis routing-enginemaster switch

warning: Traffic will be interrupted while the PFE is re-initialized
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Toggle mastership between Routing Engines ? [yes,no] (no) yes 

Resolving mastership...
Complete. The other Routing Engine becomes the master.

Switch mastership back to the local Routing Engine:

user@host> request chassis routing-enginemaster switch

warning: Traffic will be interrupted while the PFE is re-initialized
Toggle mastership between routing engines ? [yes,no] (no) yes 

Resolving mastership...
Complete. The local routing engine becomes the master.
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requestmessage

Syntax request message all message "text"
request messagemessage "text" (terminal terminal-name | user user-name)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display amessage on the screens of all users who are logged in to the router or switch

or on specific screens.

Options all—Display amessage on the terminal of all users who are currently logged in.

message "text"—Message to display.

terminal terminal-name—Name of the terminal on which to display the message.

user user-name—Name of the user to whom to direct the message.

Required Privilege
Level

maintenance

List of Sample Output requestmessagemessage on page 370

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

requestmessagemessage

user@host> requestmessagemessage "Maintenancewindow in 10minutes" user maria
Message from user@host on ttyp0 at 20:27 ...
Maintenance window in 10 minutes
EOF
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request system configuration rescue delete

Syntax request system configuration rescue delete

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Delete an existing rescue configuration.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system configuration rescue save on page 372•

• request system software rollback on page 428

• show system commit on page 898

List of Sample Output request system configuration rescue delete on page 371

Output Fields This command produces no output.

Sample Output

request system configuration rescue delete

user@host> request system configuration rescue delete
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request system configuration rescue save

Syntax request system configuration rescue save

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Save themost recently committed configuration as the rescue configuration so that you

can return to it at any time by using the rollback command.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system software delete on page 400•

• request system software rollback on page 428

• show system commit on page 898

List of Sample Output request system configuration rescue save on page 372

Output Fields This command produces no output.

Sample Output

request system configuration rescue save

user@host> request system configuration rescue save
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request system halt

Syntax request system halt
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<inminutes>
<media (compact-flash | disk | removable-compact-flash | usb)>
<message "text">

Syntax (EX Series
Switches)

request system halt
<all-members>
<at time>
<backup-routing-engine>
<both-routing-engines>
<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>
<slice slice>

Syntax (PTX Series) request system halt
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<inminutes>
<media (compact-flash | disk)>
<message "text">

Syntax (TXMatrix
Router)

request system halt
<all-lcc | lcc number | scc>
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<inminutes>
<media (compact-flash | disk)>
<message "text">

Syntax(TXMatrixPlus
Router)

request system halt
<all-chassis | all-lcc | lcc number | sfc number>
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<inminutes>
<media (compact-flash | disk)>
<message "text">
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Syntax (MX Series
Router)

request system halt
<all-members>
<at time>
<backup-routing-engine>
<both-routing-engines>
<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>

Syntax (QFX Series) request system halt
<all-members>
<at time>
<both-routing-engines>
<director-device director-device-id>
<inminutes>
<local>
<media >
<membermember-id>
<message "text">
<other-routing-engine>
<slice slice>

Release Information Command introduced before Junos OS Release 7.4.

other-routing-engine option introduced in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

director-device option introduced for QFabric systems in Junos OS Release 12.2.

backup-routing-engine option introduced in Junos OS Release 13.1.

Description Stop the router or switch software.

NOTE: Whenyou issuethiscommandonan individualcomponent inaQFabric
system, youwill receive awarning that says “Hardware-basedmembers will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member of a Node group, use themember option from the Node group CLI.

You cannot issue this command from the QFabric CLI.

When you issue this command on a QFX5100 switch, you are not prompted
to reboot. Youmust power cycle the switch to reboot.

Options none—Stop the router or switch software immediately.

all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)Halt all chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, halt all T640 routers (or line-card chassis) connected to the TXMatrix router.
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On a TXMatrix Plus router, halt all T1600 or T4000 routers connected to the TX

Matrix Plus router.

all-members—(EX4200switchesandMXSeries routersonly) (Optional)Haltallmembers

of the Virtual Chassis configuration.

at time—(Optional) Time atwhich to stop the software, specified in one of the following

ways:

• now—Stop the software immediately. This is the default.

• +minutes—Number of minutes from now to stop the software.

• yymmddhhmm—Absolute time at which to stop the software, specified as year,

month, day, hour, andminute.

• hh:mm—Absolute time on the current day at which to stop the software.

backup-routing-engine—(Optional)Halt thebackupRoutingEngine. This commandhalts

the backup Routing Engine, regardless fromwhich Routing Engine the command is

executed. For example, if you issue the command from themaster Routing Engine,

the backup Routing Engine is halted. If you issue the command from the backup

Routing Engine, the backup Routing Engine is halted.

both-routing-engines—(Optional) Halt both Routing Engines at the same time.

director-devicedirector-device-id—(QFabric systems only) Halt a specific Director device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, halt a specific T640 router that is connected to the TXMatrix router.

On a TXMatrix Plus router, halt a specific router that is connected to the TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Halt the local Virtual

Chassis member.

inminutes—(Optional) Number of minutes from now to stop the software. This option

is an alias for the at +minutes option.

375Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



media (compact-flash | disk | removable-compact-flash | usb)—(Optional) Bootmedium

for the next boot. (The options removable-compact-flash and usb pertain to J Series

routers only.)

media (external | internal)—(EX Series and QFX Series switches and MX Series routers

only) (Optional) Halt the boot media:

• external—Halt the external mass storage device.

• internal—Halt the internal flash device.

membermember-id—(EX4200 switches andMXSeries routers only) (Optional) Halt the

specifiedmemberof theVirtualChassis configuration. ForEX4200switches, replace

member-idwith a value from 0 through 9. For an MX Series Virtual Chassis, replace

member-idwith a value of 0 or 1.

message "text"—(Optional) Message to display to all system users before stopping the

software.

other-routing-engine—(Optional)Halt theotherRoutingEngine fromwhich thecommand

is issued. For example, if you issue the command from themaster Routing Engine,

the backup Routing Engine is halted. Similarly, if you issue the command from the

backup Routing Engine, the master Routing Engine is halted.

scc—(TXMatrix routersonly) (Optional)Halt theTXMatrix router (or switch-cardchassis).

sfc number—(TXMatrix Plus routers only) (Optional) Halt the TXMatrix Plus router (or

switch-fabric chassis). Replace numberwith 0.

slice slice—(EX Series and QFX Series switches only) (Optional) Halt a partition on the

boot media. This option has the following suboptions:

• 1—Halt partition 1.

• 2—Halt partition 2.

• alternate—Reboot from the alternate partition.

Additional Information On the M7i router, the request system halt command does not immediately power down

the Packet Forwarding Engine. The power-down process can take as long as 5minutes.

On a TXMatrix router and TXMatrix Plus router if you issue the request system halt

command on themaster Routing Engine, all the master Routing Engines connected to

the routing matrix are halted. If you issue this command on the backup Routing Engine,

all the backup Routing Engines connected to the routing matrix are halted.

NOTE: If you have a router or switchwith two Routing Engines and youwant
to shut the power off to the router or switch or remove a Routing Engine, you
must first halt the backupRouting Engine (if it has been upgraded), and then
halt themaster Routing Engine. To halt a Routing Engine, issue the request

system halt command. You can also halt both Routing Engines at the same

time by issuing the request system halt both-routing-engines command.
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Required Privilege
Level

maintenance

Related
Documentation

clear system reboot on page 329•

• request system power-off on page 383

• Rebooting and Halting a QFX Series Product on page 162

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output request system halt on page 378
request system halt (In 2 Hours) on page 378
request system halt (Immediately) on page 378
request system halt (At 1:20 AM) on page 378

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

request system halt

user@host> request system halt
Halt the system ? [yes,no] (no) yes

*** FINAL System shutdown message from root@section2 ***
System going down IMMEDIATELY
Terminated
...
syncing disks... 11 8 done
The operating system has halted.
Please press any key to reboot.

request system halt (In 2 Hours)

The following example, which assumes that the time is 5 PM (1700), illustrates three

different ways to request that the system stop 2 hours from now:

user@host> request system halt at +120
user@host> request system halt in 120
user@host> request system halt at 19:00

request system halt (Immediately)

user@host> request system halt at now

request system halt (At 1:20 AM)

To stop the system at 1:20 AM, enter the following command. Because 1:20 AM is the

next day, youmust specify the absolute time.

user@host> request system halt at yymmdd120
request system halt at 120
Halt the system at 120? [yes,no] (no) yes
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request system license add

Syntax request system license add (filename | terminal)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Add a license key.

Options filename—License key from a file or URL. Specify the filename or the URL where the key

is located.

terminal—License key from the terminal.

Required Privilege
Level

maintenance

Related
Documentation

Adding New Licenses (CLI Procedure) on page 91•

List of Sample Output request system license add on page 379

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system license add

user@host> request system license add terminal
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request system license delete

Syntax request system license delete ( license-identifier | license-identifier-list [ licenseid001
licenseid002 licenseid003 ]| all )

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option license-identifier-list introduced in Junos OS Release 13.1.

Description Delete a license key. You can choose to delete one license at a time, all licenses at once,

or a list of license identifiers enclosed in brackets.

Options license-identifier—Text string that uniquely identifies a license key.

license-identifier-list [ licenseid001 licenseid002 licenseid003....]—Deletemultiple license

identifiers as a list enclosed in brackets.

all—Delete all licenses on the device.

Required Privilege
Level

maintenance

Related
Documentation

Deleting a License (CLI Procedure) on page 92•

Copyright © 2014, Juniper Networks, Inc.380

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



request system license save

Syntax request system license save (filename | terminal)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Save installed license keys to a file or URL.

Options filename—License key from a file or URL. Specify the filename or the URL where the key

is located.

terminal—License key from the terminal.

Required Privilege
Level

maintenance

Related
Documentation

Saving License Keys on page 93•

List of Sample Output request system license save on page 381

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system license save

user@host> request system license save ftp://user@host/license.conf
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request system logout

Syntax request system logout (pid pid | terminal terminal | user username)
<all>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Log out users from the router or switch and the configuration database. If a user held the

configure exclusive lock, this command clears the exclusive lock.

Options all—(Optional) Log out all sessions owned by a particular PID, terminal session, or user.

(On a TXMatrix or TX Matrix Plus router, this command is broadcast to all chassis.)

pid pid—Log out the user session using the specified management process identifier

(PID). The PID typemust bemanagement process.

terminal terminal—Log out the user for the specified terminal session.

user username—Log out the specified user.

Required Privilege
Level

configure

Related
Documentation

Junos OS Administration Library for Routing Devices•

List of Sample Output request system logout on page 382

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system logout

user@host> request system logout user tammy all
Connection closed by foreign host.
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request system power-off

Syntax request system power-off
<both-routing-engines>
<other-routing-engine>
<at time>
<inminutes>
<media (compact-flash | disk | removable-compact-flash | usb)>
<message "text">

Syntax (EX Series
Switches)

request system power-off
<all-members>
<at time>
<both-routing-engines>
<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>
<slice slice>

Syntax (TXMatrix
Router)

request system power-off
<all-chassis | all-lcc | lcc number | scc>
<both-routing-engines>
<other-routing-engine>
<at time>
<inminutes>
<media (compact-flash | disk)>
<message "text">

Syntax(TXMatrixPlus
Router)

request system power-off
<all-chassis | all-lcc | lcc number | sfc number>
<both-routing-engines>
<other-routing-engine>
<at time>
<inminutes>
<media (compact-flash | disk)>
<message "text">

Syntax (MX Series
Router)

request system power-off
<all-members>
<at time>
<both-routing-engines>
<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>

Syntax (QFX Series) request system power-off
<at time>
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<inminutes>
<media (external | internal)>
<message "text">
<slice slice>

Release Information Command introduced in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Power off the software.

NOTE: Whenyou issuethiscommandonan individualcomponent inaQFabric
system, youwill receive awarning that says “Hardware-basedmembers will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use themember option. You cannot issue this command from the

QFabric CLI.

Options none—Power off the router or switch software immediately.

all-chassis—(Optional) (TX Matrix and TXMatrix Plus router only) Power off all Routing

Engines in the chassis.

all-lcc—(Optional) (TX Matrix and TXMatrix Plus router only) On a TXMatrix router,

power off all T640 routers (or line-card chassis) connected to the TXMatrix router.

On a TXMatrix Plus router, power off all T1600 routers (or line-card chassis)

connected to the TXMatrix Plus router.

all-members—(EX4200 switches and MX Series routers only) (Optional) Power off all

members of the Virtual Chassis configuration.

at time—(Optional) Time at which to power off the software, specified in one of the

following ways:

• now—Power off the software immediately. This is the default.

• +minutes—Number of minutes from now to power off the software.

• yymmddhhmm—Absolute time at which to power off the software, specified as

year, month, day, hour, andminute.

• hh:mm—Absolute time on the current day at which to power off the software.

both-routing-engines—(Optional) Power off both Routing Engines at the same time.

inminutes—(Optional) Number of minutes from now to power off the software. This

option is an alias for the at +minutes option.

lcc number—(Optional) (TXMatrix and TXMatrix Plus router only) On a TXMatrix router,

power off a T640 router that is connected to the TXMatrix router. On a TXMatrix

Plus router, power off a specific router that is connected to the TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Power off the local

Virtual Chassis member.

media (compact-flash | disk | removable-compact-flash | usb)—(Optional) Bootmedium

for the next boot. (The options removable-compact-flash and usb pertain to the J

Series routers only.)

media (external | internal)—(EX Series and QFX Series switches and MX Series routers

only) (Optional) Power off the boot media:

• external—Power off the external mass storage device.

• internal—Power off the internal flash device.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Power

off the specifiedmember of the Virtual Chassis configuration. For EX4200 switches,

replacemember-idwith a value from 0 through 9. For an MX Series Virtual Chassis,

replacemember-idwith a value of 0 or 1.

message "text"—(Optional) Message to display to all system users before powering off

the software.

other-routing-engine—(Optional) Power off the other Routing Engine fromwhich the

command is issued. For example, if you issue the command from themaster Routing

Engine, the backup Routing Engine is halted. Similarly, if you issue the command

from the backup Routing Engine, the master Routing Engine is halted.

scc—(Optional) (TXMatrix router only) Power off only themaster Routing Engine or the

backup Routing Engine on the TXMatrix router (or switch-card chassis). If you issue

the command from themaster Routing Engine, the master SCC is powered off. If

you issue thecommandfromthebackupRoutingEngine, thebackupSCC ispowered

off.

sfc number—(Optional) (TX Matrix Plus router only) Power off only the master Routing

Engine or the backup Routing Engine on the TXMatrix Plus router (or switch-fabric

chassis). If you issue the command from themaster Routing Engine, themaster SFC

ispoweredoff. If you issue thecommand fromthebackupRoutingEngine, thebackup

SFC is powered off. Replace numberwith zero.
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slice slice—(EX Series and QFX Series switches only) (Optional) Power off a partition on

the boot media. This option has the following suboptions:

• 1—Power off partition 1.

• 2—Power off partition 2.

• alternate—Reboot from the alternate partition.

Additional Information On a routing matrix composed of a TXMatrix router and T640 routers, if you issue the

request system power-off command on the TXMatrix master Routing Engine, all the

master Routing Engines connected to the routingmatrix are powered off. If you issue this

command on the backup Routing Engine, all the backup Routing Engines connected to

the routing matrix are powered off.

Likewise, on a routing matrix composed of a TXMatrix Plus router and T1600 routers, if

you issue the request system power-off command on the TXMatrix Plus master Routing

Engine, all the master Routing Engines connected to the routing matrix are powered off.

If you issue this command on the backupRouting Engine, all the backupRouting Engines

connected to the routing matrix are powered off.

If you issue the requestsystempower-offboth-routing-enginescommandon theTXMatrix

or TX Matrix Plus router, all the Routing Engines on the routing matrix are powered off.

Required Privilege
Level

maintenance

List of Sample Output request system power-off on page 386

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system power-off

user@host> request system power-off message “This router will be powered off in 30minutes.
Please save your data and log out immediately.”
warning: This command will not halt the other routing-engine.
If planning to switch off power, use the both-routing-engines option.
Power Off the system ? [yes,no] (no) yes 

*** FINAL System shutdown message from remote@nutmeg ***                     
System going down IMMEDIATELY                                                  

This router will be powered off in 30 minutes. Please save your data and log out
immediately.                                                                 

Shutdown NOW!
[pid 5177]
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request system reboot

Syntax (QFX Series) request system reboot
<all <graceful>>
<at time>
<director-device name>
<director-group <graceful>>
<fabric <graceful>>
<inminutes>
<media >
<message “text”>
<node-group name>
<slice (1 | 2 | alternate)>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Reboot the Junos OS.

NOTE: OnaQFabric system, to avoid traffic loss on the networkNode group,
switchmastership of the Routing Engine to the backup Routing Engine, and
then reboot.

Reboot requests are recorded in the system log files, which you can view with the show

logmessagescommand.Youcanviewtheprocessnameswith the showsystemprocesses

command.

Options none—Reboots the software immediately.

all—(QFabric systemsonly) (Optional)Reboots the softwareon theDirector group, fabric

control Routing Engines, fabric manager Routing Engines, Interconnect devices, and

network and server Node groups.

at time—(Optional)Timeatwhich to reboot the software, specified inoneof the following

ways:

• +minutes—Number of minutes from now to reboot the software.

• hh:mm—Absolute timeon thecurrentdayatwhich to reboot thesoftware, specified

in 24-hour time.

• now—Stop or reboot the software immediately. This is the default.

• yymmddhhmm—Absolute time at which to reboot the software, specified as year,

month, day, hour, andminute.

director-device name—(QFabric systems only) (Optional) Reboots the software on the

Director device and the default partition (QFabric CLI).

director-group—(QFabric systems only) (Optional) Reboots the software on theDirector

group and the default partition (QFabric CLI).
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fabric—(QFabric systems only) (Optional) Reboots the fabric control Routing Engines

and the Interconnect devices.

graceful—(QFabric systems only) (Optional) Allows the QFabric component to reboot

withminimal impact to network traffic. This option is only available for the all, fabric,

and director-group options.

inminutes—(Optional) Number ofminutes fromnow to reboot the software. This option

is an alias for the at +minutes option.

media (external | internal)—(Optional) Boot medium for the next boot. The external

option reboots the switch using a software package stored on an external boot

source, such as a USB flash drive. The internal option reboots the switch using a

software package stored in an internal memory source.

message “text”—(Optional) Message to display to all system users before rebooting the

software.

node-group name—(QFabric systems only) (Optional) Reboots the software on a server

Node group or a network Node group.

routing-engine—(Optional) Reboot the Routing Engine.

slice (1 | 2 |alternate)—(Optional)Reboot using the specifiedpartitionon thebootmedia.

This option has the following suboptions:

NOTE: The sliceoption isnotsupportedontheQFX5100switch,because

there is no alternate slice when Junos OS boots as a Virtual Machine
(VM). To switch toprevious versionof JunosOS, issue the request system

software rollback command.

• 1—Reboot from partition 1.

• 2—Reboot from partition 2.

• alternate—Reboot from the alternate partition, which is the partition that did not

boot the switch at the last bootup.

Required Privilege
Level

maintenance

Related
Documentation

clear system reboot on page 329•

• Rebooting and Halting a QFX Series Product on page 162

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

request system reboot

user@switch> request system reboot
Reboot the system ? [yes,no] (no)

request system reboot (At 2300)

user@switch> request system reboot at 2300message ?Maintenance time!?
Reboot the system ? [yes,no] (no) yes

shutdown: [pid 186]
*** System shutdown message from root@berry.network.net ***
System going down at 23:00

request system reboot (In 2 Hours)

The following example, which assumes that the time is 5 PM (1700), illustrates three

different ways to request the system to reboot in 2 hours:

user@switch> request system reboot at +120
user@switch> request system reboot in 120
user@switch> request system reboot at 19:00

request system reboot (Immediately)

user@switch> request system reboot at now

request system reboot (At 1:20 AM)

To reboot the system at 1:20 AM, enter the following command. Because 1:20 AM is the

next day, youmust specify the absolute time.

user@switch> request system reboot at 06060120
request system reboot at 120
Reboot the system at 120? [yes,no] (no) yes

request system reboot director-device

user@switch> request system reboot director-device Node1
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no) 

request system reboot director-group

user@switch> request system reboot director-group
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no) 

request system reboot director-group graceful

user@switch> request system reboot director-group graceful
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no) 
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request system snapshot

Syntax request system snapshot
<config-partition>
<media>
<partition>
<root-partition>
slice alternate

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Copy thecurrently running JunosOSandconfiguration toalternatemedia. This command

takes a snapshot of the contents of the / (root), and /var partitions on themedia used

to boot the switch and then copies the snapshot to alternate media. If the switch was

booted from internal flashmemory, the snapshot is copied toanexternalUSB flashdrive.

If the switch was booted from an external USB flash drive, the snapshot is copied to

internal flash memory.

Options none—Createasnapshoton thealternatemedia—that is, theexternalmedia if youbooted

the switch using software stored on internal media or internal media if you booted

the switch using software stored on external media.

config-partition—(Optional) Create a snapshot of the configuration partition only and

store it onto the default /altconfig on the hard disk device or an /altconfig on a USB

device.

media type—(Optional) Specify the boot device the software is copied to:

• compact-flash—Copy software to the primary compact flash drive.

• external—Copy software to an external mass storage device, such as a USB flash

drive. If a USB drive is not connected, the switch displays an error message.

• internal—Copy software to an internal flash drive.

• removable-compact-flash—Copy software to the removable compact flash drive.

partition—(Optional) Partition the destination media before copying over the snapshot.

root-partition—(Optional) Create a snapshot of the root partition only and store it onto

the default /altroot on the hard disk device or an /altroot on a USB device.

slice alternate—(Optional) Take a snapshot of the active root partition and copy it to the

alternate slice on the boot media.

Required Privilege
Level

view

Related
Documentation

show system snapshot•

• Creating a Snapshot and Using It to Boot a QFX Series Switch on page 154

• Verifying That a System Snapshot Was Created on a QFX Series Switch
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List of Sample Output request system snapshot partition on page 391

Sample Output

request system snapshot partition

user@switch> request system snapshot partition
Clearing current label...
Partitioning external media (da1) ...
Verifying compatibility of destination media partitions...
Running newfs (334MB) on external media  / partition ...
Running newfs (404MB) on external media  /config partition ...
Running newfs (222MB) on external media  /var partition ...
Copying '/dev/da0s2a' to '/dev/da1s1a' .. (this may take a few minutes)
Copying '/dev/da0s3e' to '/dev/da1s3e' .. (this may take a few minutes)
Copying '/dev/da0s2f' to '/dev/da1s1f' .. (this may take a few minutes)
The following filesystems were archived: / /config /var
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request system software add

Syntax request system software add package-name
<best-effort-load>
<delay-restart>
<force>
<no-copy>
<no-validate>
<re0 | re1>
<reboot>
<set [package-name package-name]>
<unlink>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Syntax (EX Series
Switches)

request system software add package-name
<best-effort-load>
<delay-restart>
<force>
<no-copy>
<no-validate>
<re0 | re1>
<reboot>
<set [package-name package-name]>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Syntax (TXMatrix
Router)

request system software add package-name
<best-effort-load>
<delay-restart>
<force>
<lcc number | scc>
<no-copy>
<no-validate>
<re0 | re1>
<reboot>
<set [package-name package-name]>
<unlink>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Syntax(TXMatrixPlus
Router)

request system software add package-name
<best-effort-load>
<delay-restart>
<force>
<lcc number | sfc number>
<no-copy>
<no-validate>
<re0 | re1>
<reboot>
<set [package-name package-name]>
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<unlink>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Syntax (MX Series
Router)

request system software add package-name
<best-effort-load>
<delay-restart>
<force>
<membermember-id>
<no-copy>
<no-validate>
<re0 | re1>
<reboot>
<set [package-name package-name]>
<unlink>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Syntax (QFX Series) request system software add package-name
<best-effort-load>
<component all>
<delay-restart>
<force>
<no-copy>
<no-validate>
<partition>
<reboot>
<unlink>
<upgrade-with-config>
<upgrade-with-config-format format>
<validate>

Release Information Command introduced before Junos OS Release 7.4.

best-effort-load and unlink options added in Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

set [package-name package-name] option added in Junos OS Release 11.1 for EX Series

switches.

set [package-name package-name] option added in Junos OS Release 12.2 for M Series,

MX Series, T Series routers, and Branch SRX Series Services Gateways.

NOTE: On EX Series switches, the set [package-name package-name] option

allows you to install only two software packages on amixed EX4200 and
EX4500 Virtual Chassis, whereas, on M Series, MX Series, T Series routers,
and Branch SRX Series Services Gateways, the set [package-name

package-name] option allows you to install multiple software packages and

software add-on packages at the same time.
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upgrade-with-config and upgrade-with-config-format format options added in Junos OS

Release 12.3 for M Series routers, MX Series routers, T Series routers, EX Series Ethernet

switches, and QFX Series devices.

Description NOTE: We recommend that you always download the software image to
/var/tmp only. On EX Series and QFX Series switches, youmust use the

/var/tmp directory. Other directories are not supported.

Install a software package or bundle on the router or switch.

Options package-name—Location fromwhich the software package or bundle is to be installed.

For example:

• /var/tmp/package-name—For a software package or bundle that is being installed

from a local directory on the router or switch.

• protocol://hostname/pathname/package-name—Forasoftwarepackageorbundle

that is to be downloaded and installed from a remote location. Replace protocol

with one of the following:

• ftp—File Transfer Protocol.

Use ftp://hostname/pathname/package-name. To specify authentication

credentials, use

ftp://<username>:<password>@hostname/pathname/package-name. To have

the system prompt you for the password, specify prompt in place of the

password. If a password is required, and you do not specify the password or

prompt, an error message is displayed.

• http—Hypertext Transfer Protocol.

Use http://hostname/pathname/package-name. To specify authentication

credentials, use

http://<username>:<password>@hostname/pathname/package-name. If a

password is required and you omit it, you are prompted for it.

• scp—Secure copy (available only for Canada and U.S. version).

Use scp://hostname/pathname/package-name. To specify authentication

credentials, use

scp://<username>:<password>@hostname/pathname/package-name.

Copyright © 2014, Juniper Networks, Inc.394

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



NOTE:

• The pathname in the protocol is the relative path to the user’s home

directory on the remote system and not the root directory.

• Do not use the scp protocol in the request system software add

command to downloadand install a software package or bundle from
a remote location. The previous statement does not apply to the
QFabric switch. The software upgrade is handled by theMGD process
which does not support scp.
Use the file copy command to copy the software package or bundle

from the remote location to the /var/tmp directory on the hard disk:

file copy scp://source/package-name /var/tmp

Then install the software package or bundle using the request system

software add command:

request system software add /var/tmp/package-name

• On a J Series Services Router, when you install the software from a
remote location, the package is removed at the earliest opportunity in
order tomake room for the installation to be completed. If you copy
the software to a local directory on the router and then install the new
package, use the unlink option to achieve the same effect and allow

the installation to be completed.

best-effort-load—(Optional) Activate a partial load and treat parsing errors as warnings

instead of errors.

component all—(QFabric systems only) (Optional) Install software package on all of the

QFabric components.

delay-restart—(Optional) Install a softwarepackageorbundle, butdonot restart software

processes.

force—(Optional) Force theadditionof thesoftwarepackageorbundle (ignorewarnings).

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) In a routing

matrix basedon theTXMatrix router, install a softwarepackageor bundle onaT640

router that is connected to the TXMatrix router. In a routing matrix based on the TX

Matrix Plus router, install a software package or bundle on a router that is connected

to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.
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• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

membermember-id—(MX Series routers only) (Optional) Install a software package on

the specified Virtual Chassis member. Replacemember-idwith a value of 0 or 1.

partition—(QFX3500switchesonly) (Optional) Formatand repartition themediabefore

installation.

scc—(TXMatrix routersonly) (Optional) Install a softwarepackageorbundleonaRouting

Engine on a TXMatrix router (or switch-card chassis).

sfcnumber—(TXMatrixPlus routers only) (Optional) Install a softwarepackageorbundle

on a Routing Engine on a TXMatrix Plus router. Replace number with 0.

no-copy—(Optional) Install a software package or bundle, but do not save copies of the

package or bundle files.

no-validate—(Optional) When loading a software package or bundle with a different

release, suppress the default behavior of the validate option.

re0 | re1—(Optional) On routers or switches that support dual or redundant Routing

Engines, load a software package or bundle on the Routing Engine in slot 0 (re0) or

the Routing Engine in slot 1 (re1).

reboot—(Optional) After adding the software package or bundle, reboot the system. On

a QFabric switch, the software installation is not complete until you reboot the

component for which you have installed the software.

set [package-name package-name]—(Mixed EX4200 and EX4500 Virtual Chassis only)

(Optional) Install two software packages—apackage for an EX4200 switch and the

same releaseof thepackage for anEX4500switch—toupgradeallmember switches

in a mixed EX4200 and EX4500 Virtual Chassis.

set [package-name package-name]—(M Series, MX Series, T Series routers, and Branch

SRX Series Services Gateways only) (Optional) Install multiple software packages

and software add-on packages at the same time.

unlink—(Optional) On J Series Services Routers, this option ensures that the software

package is removed at the earliest opportunity in order to make room for the

installation to be completed. On M Series, T Series, and MX Series routers, use the

unlink option to remove the software package from this directory after a successful

upgrade is completed.

upgrade-with-config—(Optional) Install one or more configuration files.

upgrade-with-config-format format—(Optional) Specify the configuration file fomat, text

or xml. The default format is text.
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NOTE: Theupgrade-with-configandupgrade-with-config-formatoptions

are only available locally on the router or switch. In a routingmatrix, the
configuration is applied only to the local router and is not propagated to
other routers.

The options are validated during the validation process and applied to
the router or switch during the upgrade process. If the upgrade process
is successful, the options are removed from the configuration. If the
upgrade process fails, the configuration file is renamedwith the .failed
suffix.

validate—(Optional) Validate the software package or bundle against the current

configuration as a prerequisite to adding the software package or bundle. This is the

default behavior when the software package or bundle being added is a different

release.

NOTE: The validate option only works on systems that do not have

graceful-switchover (GRES) enabled. To use the validate option on a

systemwithGRES,eitherdisableGRESfor thedurationof the installation,
or install using thecommand requestsystemsoftware in-service-upgrade,

which requires nonstop active routing (NSR) to be enabled when using
GRES.

Additional Information Before upgrading the software on the router or switch, when you have a known stable

system, issue the request system snapshot command to back up the software, including

the configuration, to the /altroot and /altconfig file systems. After you have upgraded

the software on the router or switch and are satisfied that the new package or bundle is

successfully installed and running, issue the request system snapshot command again

to back up the new software to the /altroot and /altconfig file systems.

NOTE: The request system snapshot command is currently not supported on

the QFabric system. Also, you cannot add or install multiple packages on a
QFabric system.

After you run the request system snapshot command, you cannot return to the previous

version of the software, because the running and backup copies of the software are

identical.

If you are upgrading more than one package at the same time, delete the operating

system package, jkernel, last. Add the operating system package, jkernel, first and the

routing software package, jroute, last. If you are upgrading all packages at once, delete

and add them in the following order:
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user@host> request system software add /var/tmp/jbase
user@host> request system software add /var/tmp/jkernel
user@host> request system software add /var/tmp/jpfe
user@host> request system software add /var/tmp/jdocs
user@host> request system software add /var/tmp/jroute
user@host> request system software add /var/tmp/jcrypto

By default, when you issue the request system software add package-name command on

a TXMatrix master Routing Engine, all the T640master Routing Engines that are

connected to it are upgraded to the same version of software. If you issue the same

commandon theTXMatrix backupRoutingEngine, all theT640backupRoutingEngines

that are connected to it are upgraded to the same version of software.

Likewise, when you issue the request system software add package-name command on

a TXMatrix Plusmaster Routing Engine, all the T1600 or T4000master Routing Engines

that are connected to it are upgraded to the same version of software. If you issue the

same command on the TXMatrix Plus backup Routing Engine, all the T1600 or T4000

backup Routing Engines that are connected to it are upgraded to the same version of

software.

Required Privilege
Level

maintenance

Related
Documentation

request system software delete on page 400•

• request system software rollback on page 428

• request system storage cleanup on page 435

• Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121

• Upgrading Software on a QFabric System

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output request system software add validate on page 398
requestsystemsoftwareadd(MixedEX4200andEX4500VirtualChassis)onpage399
request system software add component all (QFabric Systems) on page 399

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system software add validate

user@host> requestsystemsoftwareaddvalidate/var/tmp/ jinstall-7.2R1.7-domestic-signed.tgz
Checking compatibility with configuration
Initializing...
Using jbase-7.1R2.2
Using /var/tmp/jinstall-7.2R1.7-domestic-signed.tgz
Verified jinstall-7.2R1.7-domestic.tgz signed by PackageProduction_7_2_0
Using /var/validate/tmp/jinstall-signed/jinstall-7.2R1.7-domestic.tgz
Using /var/validate/tmp/jinstall/jbundle-7.2R1.7-domestic.tgz
Checking jbundle requirements on /
Using /var/validate/tmp/jbundle/jbase-7.2R1.7.tgz
Using /var/validate/tmp/jbundle/jkernel-7.2R1.7.tgz
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Using /var/validate/tmp/jbundle/jcrypto-7.2R1.7.tgz
Using /var/validate/tmp/jbundle/jpfe-7.2R1.7.tgz
Using /var/validate/tmp/jbundle/jdocs-7.2R1.7.tgz
Using /var/validate/tmp/jbundle/jroute-7.2R1.7.tgz
Validating against /config/juniper.conf.gz
mgd: commit complete
Validation succeeded
Validating against /config/rescue.conf.gz
mgd: commit complete
Validation succeeded
Installing package '/var/tmp/jinstall-7.2R1.7-domestic-signed.tgz' ...
Verified jinstall-7.2R1.7-domestic.tgz signed by PackageProduction_7_2_0
Adding jinstall...

WARNING:     This package will load JUNOS 7.2R1.7 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-7.2R1.7-domestic-signed.tgz ...
Saving state for rollback ...

Sample Output

request system software add (Mixed EX4200 and EX4500 Virtual Chassis)

user@switch> request system software add set
[/var/tmp/jinstall-ex-4200-11.1R1.1-domestic-signed.tgz
/var/tmp/jinstall-ex-4500-11.1R1.1-domestic-signed.tgz]
...

request system software add component all (QFabric Systems)

user@switch> requestsystemsoftwareadd/pbdata/packages/jinstall-qfabric-12.2X50-D1.3.rpm
component all
...
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request system software delete

Syntax request system software delete software-package
<force>
<reboot>
<set [package-name package-name]>

Syntax (TXMatrix
Router)

request system software delete software-package
<force>
<lcc number | scc>
<reboot>
<set [package-name package-name]>

Syntax(TXMatrixPlus
Router)

request system software delete software-package
<force>
<lcc number | sfc number>
<reboot>
<set [package-name package-name]>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option sfc introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option set [package-name package-name] added in Junos OS Release 12.2 for M Series,

MX Series, T Series routers, and Branch SRX Services Gateways.

Option reboot introduced in Junos OS Release 12.3.

Description Remove a software package or bundle from the router or switch.

CAUTION: Before removing a software package or bundle, make sure that
youhavealreadyplaced thenewsoftwarepackageor bundle that you intend
to load onto the router or switch.

Options software-package—Software package or bundle name. You can delete any or all of the

following software bundles or packages:

• jbase—(Optional) Junos base software suite

• jcrypto—(Optional, in domestic version only) Junos security software

• jdocs—(Optional) Junos online documentation file

• jkernel—(Optional) Junos kernel software suite

• jpfe—(Optional) Junos Packet Forwarding Engine support

• jroute—(Optional) Junos routing software suite

• junos—(Optional) Junos base software
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NOTE: OnEXSeries switches, some of the package names are different
than those listed. To see the list of packages that you can delete on an
EX Series switch, enter the command show system software.

force—(Optional) Ignore warnings and force removal of the software.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, remove an extension or upgrade package from a specific T640 router

(line-card chassis) that is connected to the TXMatrix router. On a TXMatrix Plus

router, remove an extension or upgrade package from a specific router that is

connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

reboot—As of Junos OS 12.3 and greater, automatically reboot upon completing the

request system software delete command.

scc—(TXMatrix routers only) (Optional) Remove an extension or upgrade package from

the TXMatrix router (or switch-card chassis).

set [package-name package-name]—(M Series, MX Series, T Series routers, and Branch

SRX Series Services Gateways only) (Optional) Install multiple software packages

or software add-on packages at the same time.

sfc number—(TXMatrix Plus routers only) (Optional) Remove an extension or upgrade

package from the TXMatrix Plus router. Replace number with 0.

Additional Information Before upgrading the software on the router or switch, when you have a known stable

system, issue the request system snapshot command to back up the software, including

the configuration, to the /altroot and /altconfig file systems (on routers) or the /, /altroot,

/config, /var, and /var/tmp file systems (on switches). After you have upgraded the

software on the router or switch andare satisfied that the newpackages are successfully

installed and running, issue the request system snapshot command again to back up the

new software to the /altroot and /altconfig file systems (on routers) or the /, /altroot,

/config, /var, and /var/tmp file systems (on switches). After you run the request system

snapshot command, you cannot return to the previous version of the software, because

the running and backup copies of the software are identical.
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Required Privilege
Level

maintenance

Related
Documentation

request system software add on page 392•

• request system software rollback on page 428

• request system software validate on page 432

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output request system software delete jdocs on page 402

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system software delete jdocs

The following example displays the systemsoftware packagesbefore andafter the jdocs

package is deleted through the request system software delete command:

user@host> show system software
Information for jbase:

Comment:
JUNOS Base OS Software Suite [7.2R1.7]

Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [7.2R1.7]

Information for jdocs:

Comment:
JUNOS Online Documentation [7.2R1.7]

Information for jkernel:

Comment:
JUNOS Kernel Software Suite [7.2R1.7]

...

user@host> request system software delete jdocs
Removing package 'jdocs' ...

user@host> show system software
Information for jbase:

Comment:
JUNOS Base OS Software Suite [7.2R1.7]
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Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [7.2R1.7]

Information for jkernel:

Comment:
JUNOS Kernel Software Suite [7.2R1.7]

...
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request system software download

Syntax (QFabric
System)

request system software download path package-name

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Download a software package from a location on the Director device, mounted external

USB flash drive, remote FTP or SCP location, or other location.

Options path—Location where the software package is located. For example:

• /pbdata/packages/package-name—For a software package that is being installed

from a local directory on the switch.

• protocol://hostname/pathname/package-name—Forasoftwarepackageorbundle

that is to be downloaded and installed from a remote location. Replace protocol

with one of the following:

• ftp—File Transfer Protocol.

Use ftp://hostname/pathname/package-name. To specify authentication

credentials, use

ftp://<username>:<password>@hostname/pathname/package-name. To have

the system prompt you for the password, specify prompt in place of the

password. If a password is required, and you do not specify the password or

prompt, an error message is displayed.

• scp—Secure copy (available only for Canada and U.S. version).

Use scp://hostname/pathname/package-name. To specify authentication

credentials, use

scp://<username>:<password>@hostname/pathname/package-name.

Required Privilege
Level

maintenance

Related
Documentation

request system software add on page 392•

• request system software delete on page 400

• request system software rollback on page 428

• request system storage cleanup on page 435

• Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121

• Upgrading Software on a QFabric System

List of Sample Output request system software download on page 405

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

request system software download

user@switch> request system software download
ftp://ftp.install-directory/jinstall-qfabric-11.3X30.6.rpm
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current
                                 Dload  Upload   Total   Spent    Left  Speed
100  186M  100  186M    0     0  18.4M      0  0:00:10  0:00:10 --:--:-- 18.6M
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request system software in-service-upgrade

Syntax request system software in-service-upgrade package-name
<no-old-master-upgrade>
<reboot>

Syntax request system software in-service-upgrade package-nameSyntax (QFX5100
Switches)

Release Information Command introduced in Junos OS Release 9.0.

Command introduced in Junos OS Release 12.3R2, 13.1R2, and 13.2R1 for TX Matrix Plus

routers.

Command introduced in Junos OS Release 13.2 for PTX5000 routers.

Command introduced in Junos OS Release 13.2 X51-D15 for the QFX Series.

Description Perform a unified in-service software upgrade (ISSU). A unified ISSU enables you to

upgrade from one Junos OS Release to another with no disruption on the control plane

and with minimal disruption of traffic. In addition, graceful Routing Engine switchover

(GRES) and nonstop active routing (NSR)must be enabled. On QFX5100 switches,

nonstop bridging (NSB)must be enabled if you are using the Layer 2 Control Protocol

process (l2cpd) to transmit Layer 2 spanning tree protocols in a Layer 2 bridge

environment.

Options package-name—Location fromwhich the software package or bundle is to be installed.

For example:

• /var/tmp/package-name—For a softwarepackageor bundle that is being installed

from a local directory on the router.

• protocol://hostname/pathname/package-name—Forasoftwarepackageorbundle

that is to be downloaded and installed from a remote location. Replace protocol

with one of the following:

• ftp—File Transfer Protocol

• http—Hypertext Transfer Protocol

• scp—Secure copy (available only for Canada and U.S. version)

no-old-master-upgrade—(Optional)When theno-old-master-upgradeoption is included,

after the backup Routing Engine is rebooted with the new software package and a

switchover occurs to make it the newmaster Routing Engine, the former master

(newbackup) Routing Enginewill not be upgraded to the new software. In this case,

youmustmanually upgrade the formermaster (new backup) Routing Engine. If you

do not include the no-old-master-upgrade option, the systemwill automatically

upgrade the former master Routing Engine.

reboot—(Optional)When the rebootoption is included, the formermaster (newbackup)

Routing Engine is automatically rebooted after being upgraded to the new software.

When the rebootoption is not included, youmustmanually reboot the formermaster

(new backup) Routing Engine using the request system reboot command.
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Additional Information The following conditions apply to unified ISSUs:

• Unified ISSU is not supported on every platform. For a list of supported platforms, see

Unified ISSU System Requirements.

• Unsupported PICs are restarted during a unified ISSU on certain routing devices. For

information about supportedPICs, see the JunosOSHighAvailability Library for Routing

Devices.

• Unsupportedprotocolswill experiencepacket lossduringaunified ISSU.For information

about supportedprotocols, see the JunosOSHighAvailability Library forRoutingDevices.

• During a unified ISSU, you cannot bring any PICs online or offline on certain routing

devices.

For more information, see the Junos OS High Availability Library for Routing Devices.

Required Privilege
Level

view

Related
Documentation

request system software abort•

• show chassis in-service-upgrade on page 754

• Unified ISSU Concepts

• Performing a Unified ISSU

List of Sample Output request system software-in-service upgrade reboot on page 407
requestsystemsoftware-in-serviceupgradereboot(TXMatrixPlusRouter)onpage409
request system software-in-service upgrade (QFX5100 Switch) on page 417

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system software-in-service upgrade reboot

{master}

user@host> request system software in-service-upgrade
/var/tmp/jinstall-9.0-20080114.2-domestic-signed.tgz reboot
ISSU: Validating Image
PIC 0/3 will be offlined (In-Service-Upgrade not supported)
Do you want to continue with these actions being taken ? [yes,no] (no) yes 

ISSU: Preparing Backup RE
Pushing bundle to re1
Checking compatibility with configuration
Initializing...
Using jbase-9.0-20080114.2
Verified manifest signed by PackageProduction_9_0_0
Using /var/tmp/jinstall-9.0-20080114.2-domestic-signed.tgz
Verified jinstall-9.0-20080114.2-domestic.tgz signed by PackageProduction_9_0_0
Using jinstall-9.0-20080114.2-domestic.tgz
Using jbundle-9.0-20080114.2-domestic.tgz
Checking jbundle requirements on /
Using jbase-9.0-20080114.2.tgz
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Verified manifest signed by PackageProduction_9_0_0
Using jkernel-9.0-20080114.2.tgz
Verified manifest signed by PackageProduction_9_0_0
Using jcrypto-9.0-20080114.2.tgz
Verified manifest signed by PackageProduction_9_0_0
Using jpfe-9.0-20080114.2.tgz
Using jdocs-9.0-20080114.2.tgz
Verified manifest signed by PackageProduction_9_0_0
Using jroute-9.0-20080114.2.tgz
Verified manifest signed by PackageProduction_9_0_0
Hardware Database regeneration succeeded
Validating against /config/juniper.conf.gz
mgd: commit complete
Validation succeeded
Installing package '/var/tmp/jinstall-9.0-20080114.2-domestic-signed.tgz' ...
Verified jinstall-9.0-20080114.2-domestic.tgz signed by PackageProduction_9_0_0
Adding jinstall...
Verified manifest signed by PackageProduction_9_0_0

WARNING:     This package will load JUNOS 9.0-20080114.2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-9.0-20080114.2-domestic-signed.tgz 
...
Saving state for rollback ...
Backup upgrade done
Rebooting Backup RE

Rebooting re1
ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU started
ISSU: Backup RE Prepare Done
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
  FPC 1          Online (ISSU)        
  FPC 2          Online (ISSU)        
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  FPC 6          Online (ISSU)        
  FPC 7          Online (ISSU)        
Resolving mastership...
Complete. The other routing engine becomes the master.
ISSU: RE switchover Done
ISSU: Upgrading Old Master RE
Installing package '/var/tmp/paKEuy' ...
Verified jinstall-9.0-20080114.2-domestic.tgz signed by PackageProduction_9_0_0
Adding jinstall...
Verified manifest signed by PackageProduction_9_0_0

WARNING:     This package will load JUNOS 9.0-20080114.2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-9.0-20080114.2-domestic-signed.tgz 
...
cp: /var/tmp/paKEuy is a directory (not copied).
Saving state for rollback ...
ISSU: Old Master Upgrade Done
ISSU: IDLE
Shutdown NOW!
Reboot consistency check bypassed - jinstall 9.0-20080114.2 will complete 
installation upon reboot
[pid 30227]

*** FINAL System shutdown message from root@host ***

System going down IMMEDIATELY

Connection to host closed.

request system software-in-service upgrade reboot (TXMatrix Plus Router)

{master}

user@host> request system software in-service-upgrade
/var/tmp/jinstall-12.3R2-domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
PIC 8/1 will be offlined (In-Service-Upgrade not supported)
PIC 19/2 will be offlined (In-Service-Upgrade not supported)
PIC 15/3 will be offlined (In-Service-Upgrade not supported)
Do you want to continue with these actions being taken ? [yes,no] (no) yes    

Checking compatibility with configuration
Initializing...

409Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



Using jbase-12.3R2
Verified manifest signed by PackageProduction_12_3_0
Using /var/tmp/jinstall-12.3R2-domestic-signed.tgz
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Using jinstall-12.3R2-domestic.tgz
Using jbundle-12.3R2-domestic.tgz
Checking jbundle requirements on /
Using jbase-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jbase-12.3R2 signed by PackageProduction_12_3_0
Using /var/validate/chroot/tmp/jbundle/jboot-12.3R2.tgz
Using jcrypto-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jcrypto-12.3R2 signed by PackageProduction_12_3_0
Using jdocs-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jdocs-12.3R2 signed by PackageProduction_12_3_0
Using jkernel-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jkernel-12.3R2 signed by PackageProduction_12_3_0
Using jpfe-12.3R2.tgz
WARNING: jpfe-12.3R2.tgz: not a signed package
WARNING: jpfe-common-12.3R2.tgz: not a signed package
Verified jpfe-common-12.3R2 signed by PackageProduction_12_3_0
WARNING: jpfe-T-12.3R2.tgz: not a signed package
Verified jpfe-T-12.3R2 signed by PackageProduction_12_3_0
Using jplatform-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jplatform-12.3R2 signed by PackageProduction_12_3_0
Using jroute-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jroute-12.3R2 signed by PackageProduction_12_3_0
Using jruntime-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jruntime-12.3R2 signed by PackageProduction_12_3_0
Using jservices-12.3R2.tgz
Using jservices-crypto-12.3R2.tgz
Hardware Database regeneration succeeded
Validating against /config/juniper.conf.gz
mgd: commit complete
Validation succeeded
ISSU: Preparing LCC Backup REs
Pushing bundle to lcc0-re1
Pushing bundle to lcc1-re1
Pushing bundle to lcc2-re1              
Pushing bundle to lcc3-re1
Pushing bundle to sfc0-re1
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
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NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.
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Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
ISSU: Preparing SFC Backup RE
NOTICE: Validating configuration against jinstall-12.3R2-domestic-signed.tgz.
NOTICE: Use the 'no-validate' option to skip this if desired.
Checking compatibility with configuration
Initializing...
Using jbase-12.3R2
Verified manifest signed by PackageProduction_12_3_0
Using /var/tmp/jinstall-12.3R2-domestic-signed.tgz
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Using jinstall-12.3R2-domestic.tgz
Using jbundle-12.3R2-domestic.tgz
Checking jbundle requirements on /
Using jbase-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jbase-12.3R2 signed by PackageProduction_12_3_0
Using /var/validate/chroot/tmp/jbundle/jboot-12.3R2.tgz
Using jcrypto-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jcrypto-12.3R2 signed by PackageProduction_12_3_0
Using jdocs-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jdocs-12.3R2 signed by PackageProduction_12_3_0
Using jkernel-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jkernel-12.3R2 signed by PackageProduction_12_3_0
Using jpfe-12.3R2.tgz
WARNING: jpfe-12.3R2.tgz: not a signed package
WARNING: jpfe-common-12.3R2.tgz: not a signed package
Verified jpfe-common-12.3R2 signed by PackageProduction_12_3_0
WARNING: jpfe-T-12.3R2.tgz: not a signed package
Verified jpfe-T-12.3R2 signed by PackageProduction_12_3_0
Using jplatform-12.3R2.tgz
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Verified manifest signed by PackageProduction_12_3_0
Verified jplatform-12.3R2 signed by PackageProduction_12_3_0
Using jroute-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jroute-12.3R2 signed by PackageProduction_12_3_0
Using jruntime-12.3R2.tgz
Verified manifest signed by PackageProduction_12_3_0
Verified jruntime-12.3R2 signed by PackageProduction_12_3_0
Using jservices-12.3R2.tgz
Using jservices-crypto-12.3R2.tgz
Hardware Database regeneration succeeded
Validating against /config/juniper.conf.gz
mgd: commit complete
Validation succeeded
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
SFC Backup upgrade done
Rebooting SFC Backup RE

Rebooting sfc0-re1
ISSU: SFC Backup RE Prepare Done
Waiting for SFC Backup RE reboot

Rebooting lcc0-re1
Rebooting LCC [lcc0-re1]

Rebooting lcc1-re1
Rebooting LCC [lcc1-re1]

Rebooting lcc2-re1
Rebooting LCC [lcc2-re1]

Rebooting lcc3-re1
Rebooting LCC [lcc3-re1]
LCC Backup REs have rebooted
Waiting for LCC Backup REs come back online
ISSU: LCC Backup REs Prepare Done
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GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
lcc0-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 1          Online (ISSU)        
    PIC 0        Online (ISSU)        
  FPC 2          Online (ISSU)        
  FPC 3          Online (ISSU)        
    PIC 1        Online (ISSU)        
  FPC 4          Online (ISSU)        
  FPC 6          Online (ISSU)        
  FPC 7          Online (ISSU)        

lcc1-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
    PIC 3        Online (ISSU)        
  FPC 1          Online (ISSU)        
  FPC 2          Online (ISSU)        
  FPC 4          Online (ISSU)        
  FPC 6          Online (ISSU)        
  FPC 7          Online (ISSU)        

lcc2-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
  FPC 2          Online (ISSU)        
  FPC 3          Online (ISSU)        
    PIC 0        Online (ISSU)        
  FPC 4          Online (ISSU)        
  FPC 6          Online (ISSU)        
  FPC 7          Online (ISSU)        
    PIC 1        Online (ISSU)        

lcc3-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
    PIC 0        Online (ISSU)        
  FPC 1          Online (ISSU)        
  FPC 2          Online (ISSU)        
  FPC 3          Online (ISSU)        
    PIC 2        Online (ISSU)        
  FPC 4          Online (ISSU)        
  FPC 5          Online (ISSU)        
  FPC 6          Online (ISSU)        
  FPC 7          Online (ISSU)        
    PIC 1        Online (ISSU)        

lcc0-re0:
--------------------------------------------------------------------------
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Resolving mastership...
Complete. The other routing engine becomes the master.

lcc1-re0:
--------------------------------------------------------------------------
Resolving mastership...
Complete. The other routing engine becomes the master.

lcc2-re0:
--------------------------------------------------------------------------
Resolving mastership...
Complete. The other routing engine becomes the master.

lcc3-re0:
--------------------------------------------------------------------------
Resolving mastership...
Complete. The other routing engine becomes the master.
Resolving mastership...
Complete. The other routing engine becomes the master.
ISSU: RE switchover Done
ISSU: Upgrading SFC Old Master RE

lcc0-re0:
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...

lcc1-re0:
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
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WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...

lcc2-re0:
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...

lcc3-re0:
Installing package '/var/tmp/jinstall-12.3R2-domestic-signed.tgz' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
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/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed.tgz ...
Saving state for rollback ...
Installing package '/var/tmp/paBWTg' ...
Verified jinstall-12.3R2-domestic.tgz signed by PackageProduction_12_3_0
Adding jinstall...
Verified manifest signed by PackageProduction_12_3_0

WARNING:     This package will load JUNOS 12.3R2 software.
WARNING:     It will save JUNOS configuration files, and SSH keys
WARNING:     (if configured), but erase all other files and information
WARNING:     stored on this machine.  It will attempt to preserve dumps
WARNING:     and log files, but this can not be guaranteed.  This is the
WARNING:     pre-installation stage and all the software is loaded when
WARNING:     you reboot the system.

Saving the config files ...
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Installing the bootstrap installer ...

WARNING:     A REBOOT IS REQUIRED TO LOAD THIS SOFTWARE CORRECTLY. Use the
WARNING:     'request system reboot' command when software installation is
WARNING:     complete. To abort the installation, do not reboot your system,
WARNING:     instead use the 'request system software delete jinstall'
WARNING:     command as soon as this operation completes.

Saving package file in /var/sw/pkg/jinstall-12.3R2-domestic-signed ...
cp: /var/tmp/paBWTg is a directory (not copied).
Saving state for rollback ...
ISSU: SFC Old Master Upgrade Done
ISSU: IDLE

request system software-in-service upgrade (QFX5100 Switch)

{master}

user@switch> request system software in-service-upgrade
/var/tmp/jinstall-qfx-132_x51_vjunos.0-domestic.tgz
ISSU: Validating Image
Prepare for ISSU
spawn the backup VM
ISSU: Preparing Backup RE
Backup upgrade done
ISSU: Backup RE Prepare Done
waiting for backup RE switchover ready
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: FPC Warm Booting
ISSU: FPC Warm Booted
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ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
send ISSU done to chassisd on backup VM
Chassis ISSU Completed
ISSU: IDLE
mgd_package_opus_issu: Initiate em0 device handoff
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request system software nonstop-upgrade

Syntax request system software nonstop-upgrade (package-name | set [package-name
package-name])

<no-copy>
<no-old-master-upgrade>
<reboot >
<unlink>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Option set [package-name package-name] added in Junos OS Release 12.1 for EX Series

switches.

Command introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Performanonstopsoftwareupgrade(NSSU)onaswitchwith redundantRoutingEngines

oronaVirtualChassis. Thebehavior of this commanddependsonwhich switchorVirtual

Chassis it is executed on:

• Whenyouexecute thiscommandonanEX3300,EX4200,EX4300,EX4500,orEX4550

Virtual Chassis or QFX3500 and QFX3600 Virtual Chassis, or a mixed Virtual Chassis

composed of any combination of EX4200, EX4500, and EX4550 switches, all Virtual

Chassis members are upgraded. The original Virtual Chassis backup becomes the

master. The original master is automatically upgraded and rebooted and rejoins the

Virtual Chassis as the backup after the upgrade completes.

• When you execute this command on an EX6200 or EX8200 switch, both the backup

andmaster Routing Engines are upgraded, with the original backup Routing Engine

becoming the newmaster at the end of the upgrade.

The original master Routing Engine is automatically rebooted on an EX6200 switch.

TheoriginalmasterRoutingEngine isnotautomatically rebootedonanEX8200switch

unless you specify the reboot option.

• Whenyouexecute this commandonanEX8200VirtualChassis, allmasterandbackup

Routing Engines are upgraded in the Virtual Chassis, including the external Routing

Engines. Theoriginal backupRoutingEnginesbecomethenewmasterRoutingEngines.

TheoriginalmasterRoutingEnginesarenotautomatically rebooted, unless youspecify

the reboot option.

This command has the following requirements:

• All Virtual Chassis members and all Routing Engines must be running the same Junos

OS release.

• Graceful Routing Engine switchover (GRES)must be enabled.

• Nonstop active routing (NSR)must be enabled.
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NOTE: Although nonstop bridging (NSB) does not have to be enabled for
you to use this command, we recommend that you enable NSB. Enabling
NSBensures that all NSB-supported Layer 2 protocols operate seamlessly
during the Routing Engine switchover that is part of the NSSU. See
Configuring Nonstop Bridging on EX Series Switches (CLI Procedure).

NOTE: Nonstop active routing (NSR) and nonstop bridging (NSB) are not
supported on QFX3500 and QFX3600 Virtual Chassis.

• The commandmust be executed from themaster Routing Engine on a standalone

switch or from themaster on a Virtual Chassis.

• For minimal traffic disruption, youmust define link aggregation groups (LAGs) such

that the member links reside on different Virtual Chassis members (for EX3300,

EX4200, EX4300, EX4500, EX4550, QFX3500 and QFX3600 Virtual Chassis, and

mixed Virtual Chassis) or on different line cards (for EX6200 and EX8200 switches,

and for EX8200 Virtual Chassis).

• For EX3300, EX4200, EX4300, EX4500, EX4550, QFX3500 and QFX3600 Virtual

Chassis, andmixed Virtual Chassis:

• The Virtual Chassis members must be connected in a ring topology. A ring topology

prevents the Virtual Chassis from splitting during an NSSU.

• The Virtual Chassis master and backupmust be adjacent to each other in the ring

topology. Adjacency permits themaster andbackup to always be in sync, evenwhen

the switches in linecard roles are rebooting.

• TheVirtualChassismustbepreprovisionedso that the linecard rolehasbeenexplicitly

assigned to member switches acting in a linecard role. During an NSSU, the Virtual

Chassismembersmustmaintain their roles—themaster and backupmustmaintain

their Routing Engine roles (althoughmastership will change), and the remaining

switches must maintain their linecard roles.

• A two-member Virtual Chassis must have no-split-detection configured so that the

Virtual Chassis does not split when an NSSU upgrades amember.

Options package-name—Location fromwhich the software package or bundle is to be installed.

For example:

• /var/tmp/package-name—For a software package or bundle that is being installed

from a local directory on the switch.

• protocol://hostname/pathname/package-name—Forasoftwarepackageorbundle

that is to be downloaded and installed from a remote location. Replace protocol

with one of the following:

• ftp—File Transfer Protocol.

Copyright © 2014, Juniper Networks, Inc.420

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Use ftp://hostname/pathname/package-name. To specify authentication

credentials, use

ftp://<username>:<password>@hostname/pathname/package-name. To have

the system prompt you for the password, specify prompt in place of the

password. If a password is required, and you do not specify the password or

prompt, an error message is displayed.

• http—Hypertext Transfer Protocol.

Use http://hostname/pathname/package-name. To specify authentication

credentials, use

http://<username>:<password>@hostname/pathname/package-name. If a

password is required and you omit it, you are prompted for it.

• scp—Secure copy (available only for Canada and U.S. version).

Use scp://hostname/pathname/package-name. To specify authentication

credentials, use

scp://<username>:<password>@hostname/pathname/package-name.

NOTE: Thepathname in theprotocol is the relativepath to theuser home

directory on the remote system and not the root directory.

set[package-namepackage-name]—(MixedVirtualChassisonly)Locationsof theEX4200

and the EX4500 installation packages. These packagesmust be for the same Junos

OS release. See the description of the package-name option for information about

how to specify the location of the installation packages.

no-copy—(Optional) Install a software package or bundle, but do not save copies of

package or bundle files.

no-old-master-upgrade—(Optional) (EX8200switchesonly)Upgrade thebackupRouting

Engineonly.After theupgradecompletes, theoriginalmasterRoutingEnginebecomes

the backup Routing Engine and continues running the previous software version.

reboot—(Optional) (EX8200switchesandEX8200VirtualChassisonly)Whenthe reboot

option is included, the original master (new backup) Routing Engines are

automatically rebooted after being upgraded to the new software.When the reboot

option is not included, youmust manually reboot the original master (new backup)

Routing Engines using the request system reboot command.

NOTE: If youdonot use the rebootoptiononanEX8200Virtual Chassis,

youmust establishaconnection to theconsoleport on theSwitchFabric
and Routing Engine (SRE)module or Routing Engine (RE)module to
perform themanual reboot of the backup Routing Engines.

unlink—(Optional)Remove thesoftwarepackageafterasuccessfulupgrade iscompleted.
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Required Privilege
Level

maintenance

Related
Documentation

show chassis nonstop-upgrade•

• Upgrading Software on an EX3300 Virtual Chassis, EX4200 Virtual Chassis, EX4300

Virtual Chassis, EX4500Virtual Chassis, EX4550Virtual Chassis, orMixedVirtual Chassis

Using Nonstop Software Upgrade (CLI Procedure)

• Upgrading Software on an EX6200 or EX8200 Standalone Switch Using Nonstop

Software Upgrade (CLI Procedure)

• Upgrading Software on an EX8200 Virtual Chassis Using Nonstop Software Upgrade

(CLI Procedure)

• Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop

Software Upgrade on page 125

List of Sample Output request system software nonstop-upgrade (EX4200 Virtual Chassis) on page 422
request system software nonstop-upgrade (EX6200 Switch) on page 424
request system software nonstop-upgrade reboot (EX8200 Switch) on page 424
request system software nonstop-upgrade no-old-master-upgrade (EX8200
Switch) on page 425
requestsystemsoftwarenonstop-upgradereboot(EX8200VirtualChassis)onpage426

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system software nonstop-upgrade (EX4200 Virtual Chassis)

user@switch> request system software nonstop-upgrade
/var/tmp/jinstall-ex-4200–12.1R5.5–domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing Backup RE
Installing image on other FPC's along with the backup

Checking pending install on fpc1
Pushing bundle to fpc1
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc1

Checking pending install on fpc2
Pushing bundle to fpc2
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc2

Checking pending install on fpc3
Pushing bundle to fpc3
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc3

Checking pending install on fpc4
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Pushing bundle to fpc4
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc4

Checking pending install on fpc5
Pushing bundle to fpc5
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc5

Checking pending install on fpc6
Pushing bundle to fpc6
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc6

Checking pending install on fpc7
Pushing bundle to fpc7
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Completed install on fpc7
Backup upgrade done
Rebooting Backup RE

Rebooting fpc1
ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online
  FPC 1          Online
  FPC 2          Online (ISSU)
  FPC 3          Online (ISSU)
  FPC 4          Online (ISSU)
  FPC 5          Online (ISSU)
  FPC 6          Online (ISSU)
  FPC 7          Online (ISSU)
Going to install image on master
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
relinquish mastership
ISSU: IDLE

*** FINAL System shutdown message from root@switch ***

System going down IMMEDIATELY

Shutdown NOW!
[pid 9336]
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request system software nonstop-upgrade (EX6200 Switch)

{master}
user@switch> request system software nonstop-upgrade
/var/tmp/jinstall-ex-6200–12.2R5.5–domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing Backup RE
Pushing bundle to re0
NOTICE: Validating configuration against 
jinstall-ex-6200–12.2R5.5–domestic-signed.tgz.
NOTICE: Use the 'no-validate' option to skip this if desired.
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Backup upgrade done
Rebooting Backup RE

Rebooting re0
ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)
  FPC 1          Online (ISSU)
  FPC 2          Online (ISSU)
  FPC 3          Online (ISSU)
  FPC 4          Online
  FPC 5          Online
  FPC 6          Online (ISSU)
  FPC 7          Online (ISSU)
  FPC 8          Online (ISSU)
  FPC 9          Online (ISSU)
Going to install image on master
NOTICE: Validating configuration against 
jinstall-ex-6200–12.2R5.5–domestic-signed.tgz.
NOTICE: Use the 'no-validate' option to skip this if desired.
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
relinquish mastership
ISSU: IDLE
Trying to relinquish mastership before rebooting...
Resolving mastership...
Complete. The other routing engine becomes the master.

*** FINAL System shutdown message from user@switch ***

System going down IMMEDIATELY

request system software nonstop-upgrade reboot (EX8200 Switch)

{master}
user@switch> request system software nonstop-upgrade reboot
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/var/tmp/jinstall-ex-8200–10.4R1.5–domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing Backup RE
Pushing bundle to re1
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Backup upgrade done
Rebooting Backup RE

Rebooting re1
ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)
  FPC 2          Offline                 Offlined by CLI command
  FPC 3          Online (ISSU)
Resolving mastership...
Complete. The other routing engine becomes the master.
ISSU: RE switchover Done
ISSU: Upgrading Old Master RE
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
ISSU: Old Master Upgrade Done
ISSU: IDLE
Shutdown NOW!
[pid 2635]

*** FINAL System shutdown message from user@switch *** 
System going down IMMEDIATELY          

request system software nonstop-upgrade no-old-master-upgrade (EX8200 Switch)

{master}
user@switch> request system software nonstop-upgrade no-old-master-upgrade
/var/tmp/jinstall-ex-8200–10.4R1.5–domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing Backup RE
Pushing bundle to re1
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Backup upgrade done
Rebooting Backup RE

Rebooting re1
ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot
GRES operational
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
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ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)               
  FPC 1          Online (ISSU)               
  FPC 2          Online (ISSU)                 
  FPC 3          Offline                 Offlined by CLI command 
  FPC 4          Online (ISSU)                  
  FPC 5          Online (ISSU)               
  FPC 6          Online (ISSU)               
  FPC 7          Online (ISSU) 
Resolving mastership...
Complete. The other routing engine becomes the master.
ISSU: RE switchover Done
Skipping Old Master Upgrade
ISSU: IDLE

request system software nonstop-upgrade reboot (EX8200 Virtual Chassis)

{master:9}
user@external-routing-engine> request system software nonstop-upgrade reboot
/var/tmp/jinstall-ex-xre200-11.1-20101130.0-domestic-signed.tgz
Chassis ISSU Check Done
ISSU: Validating Image
ISSU: Preparing LCC Backup REs
ISSU: Preparing Backup RE
Pushing bundle /var/tmp/jinstall-ex-xre200-11.1-20101130.0-domestic-signed.tgz 
to member8
--------------------------------------------------------------------------
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
VC Backup upgrade done
Rebooting VC Backup RE

Rebooting member8
ISSU: Backup RE Prepare Done
Waiting for VC Backup RE reboot
Pushing bundle to member0-backup
Pushing bundle to member1-backup
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately

Rebooting member0-backup
Rebooting LCC [member0-backup]

Rebooting member1-backup
Rebooting LCC [member1-backup]
ISSU: LCC Backup REs Prepare Done
GRES operational
Initiating Chassis Nonstop-Software-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
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ISSU: Ready for Switchover
Checking Nonstop-Upgrade status
member0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)               
  FPC 1          Online (ISSU)               
  FPC 2          Online (ISSU)               
  FPC 5          Online (ISSU)               

member1:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)               
  FPC 1          Offline                 Offlined due to config             
  FPC 2          Online (ISSU)               
  FPC 3          Online (ISSU)               
  FPC 4          Online (ISSU)               
  FPC 5          Online (ISSU)               
  FPC 7          Online (ISSU)               

member0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)              
  FPC 1          Online (ISSU)               
  FPC 2          Online (ISSU)               
  FPC 5          Online (ISSU)               

member1:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online (ISSU)               
  FPC 1          Offline                 Offlined due to config             
  FPC 2          Online (ISSU)               
  FPC 3          Online (ISSU)              
  FPC 4          Online (ISSU)               
  FPC 5          Online (ISSU)              
  FPC 7          Online (ISSU)              
ISSU: Upgrading Old Master RE
Pushing bundle /var/tmp/incoming-package-8200.tgz to member0-master
Pushing bundle /var/tmp/incoming-package-8200.tgz to member1-master

ISSU: RE switchover Done
WARNING: A reboot is required to install the software
WARNING:     Use the 'request system reboot' command immediately
Rebooting ...
shutdown: [pid 2188]
Shutdown NOW!
ISSU: Old Master Upgrade Done
ISSU: IDLE
Shutdown NOW! 

*** FINAL System shutdown message from root@ ***                             
System going down IMMEDIATELY                       
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request system software rollback

Syntax request system software rollback

Syntax (EX Series
Switches)

request system software rollback
<all-members>
<local>
<membermember-id>
<reboot>

Syntax (TXMatrix
Router)

request system software rollback
<lcc number | scc>
<reboot>

Syntax(TXMatrixPlus
Router)

request system software rollback
<lcc number | sfc number>
<reboot>

Syntax (MX Series
Router)

request system software rollback
<all-members>
<local>
<membermember-id>
<reboot>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option sfc introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command behavior changed in Junos OS Release 12.1.

Option reboot introduced in Junos OS Release 12.3.

Description For all versions of Junos OS up to and including Junos OS 11.4, revert to the software that

was loaded at the last successful request system software add command.

As of Junos OS 12.1 and greater, revert to the last known good state before the most

recent request system software (add | delete) command. For example, using rollback in

Junos OS 12.1 after using request system software add restores the system to a known

good state prior to using the add command. Similarly, using rollback in JunosOS 12.1 after

using request system software delete restores the system to a known good state prior to

using the delete command.

A software rollback fails if any required package (or a jbundle package containing the

required package) cannot be found in /var/sw/pkg.

Additional Information

• OnM Series and T Series routers, if request system software add <jinstall> rebootwas

used for the previous installation, then request system software rollback has o effect.

In this case, use jinstall to reinstall the required package.

Copyright © 2014, Juniper Networks, Inc.428

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• OnM Series and T Series routers, if request system software add <sdk1>was used for

the previous installation, then request system software rollback removes the last

installed SDK package (sdk1 in this example).

• On SRX Series devices with dual root systems, when request system software rollback

is run, the system switches to the alternate root. Each root can have a different version

of Junos OS. Rollback takes each root back to the previously installed image.

Options all-members—(EX4200 switches andMXSeries routers only) (Optional) Attempt to roll

back to the previous set of packages on all members of the Virtual Chassis

configuration.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, attempt to roll back to the previous set of packages on a T640 router

connected to the TXMatrix router. On a TXMatrix Plus router, attempt to roll back

to the previous set of packages on a connected router connected to the TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Attempt to roll back

to the previous set of packages on the local Virtual Chassis member.

membermember-id—(EX4200 switches andMXSeries routers only) (Optional) Attempt

to roll back to the previous set of packages on the specified member of the Virtual

Chassis configuration. For EX4200 switches, replacemember-idwith a value from

0 through 9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0

or 1.

none—For all versions of Junos OS up to and including Junos OS 11.4, revert to the set of

software as of the last successful request system software add. As of Junos OS 12.1

and greater, revert to the last known good state before the most recent request

system software (add | delete) command.

reboot—As of Junos OS 12.3 and greater, automatically reboot upon completing the

request system software rollback command.

scc—(TXMatrix routers only) (Optional) Attempt to roll back to the previous set of

packages on the TXMatrix router (or switch-card chassis).
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sfcnumber—(TXMatrix Plus routers only) (Optional) Attempt to roll back to the previous

set of packages on the TXMatrix Plus router. Replace number with 0.

Required Privilege
Level

maintenance

Related
Documentation

request system software abort•

• request system software add on page 392

• request system software delete on page 400

• request system software validate on page 432

• request system configuration rescue delete on page 371

• request system configuration rescue save on page 372

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output request system software rollback on page 431

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

request system software rollback

user@host> request system software rollback
Verified SHA1 checksum of ./jbase-7.2R1.7.tgz
Verified SHA1 checksum of ./jdocs-7.2R1.7.tgz
Verified SHA1 checksum of ./jroute-7.2R1.7.tgz
Installing package './jbase-7.2R1.7.tgz' ...
Available space: 35495 require: 7335
Installing package './jdocs-7.2R1.7.tgz' ...
Available space: 35339 require: 3497
Installing package './jroute-7.2R1.7.tgz' ...
Available space: 35238 require: 6976
NOTICE: uncommitted changes have been saved in 
/var/db/config/juniper.conf.pre-install
Reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...
Restarting aprobed ...
Restarting apsd ...
Restarting cosd ...
Restarting fsad ...
Restarting fud ...
Restarting gcdrd ...
Restarting ilmid ...
Restarting irsd ...
Restarting l2tpd ...
Restarting mib2d ...
Restarting nasd ...
Restarting pppoed ...
Restarting rdd ...
Restarting rmopd ...
Restarting rtspd ...
Restarting sampled ...
Restarting serviced ...
Restarting snmpd ...
Restarting spd ...
Restarting vrrpd ...

WARNING: cli has been replaced by an updated version:
CLI release 7.2R1.7 built by builder on 2005-04-22 02:03:44 UTC
Restart cli using the new version ? [yes,no] (yes) yes 

Restarting cli ...
user@host 
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request system software validate

Syntax request system software validate package-name
<set [package-name package-name]>
<upgrade-with-config>
<upgrade-with-config-format format>

Syntax (TXMatrix
Router)

request system software validate package-name
<lcc number | scc>
<set [package-name package-name]>
<upgrade-with-config>
<upgrade-with-config-format format>

Syntax(TXMatrixPlus
Router)

request system software validate package-name
<lcc number | sfc number>
<set [package-name package-name]>
<upgrade-with-config>
<upgrade-with-config-format format>

Syntax (MX Series
Router)

request system software validate package-name
<membermember-id>
<set [package-name package-name]>
<upgrade-with-config>
<upgrade-with-config-format format>

Release Information Command introduced before Junos OS Release 7.4.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

set [package-name package-name] option added in Junos OS Release 12.2 for M Series,

MX Series, T Series routers, and Branch SRX Series Services Gateways.

upgrade-with-config and upgrade-with-config-format format options added in Junos OS

Release 12.3 for M Series routers, MX Series routers, and T Series routers.

Description Validate candidate software against the current configuration of the router.

Options lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, validate the software bundle or package on a specific T640 router (or

line-card chassis) that is connected to the TXMatrix router. On a TXMatrix Plus

router, validate the softwarebundleor package for a specific router that is connected

to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.
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• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

membermember-id—(MX Series routers only) (Optional) Validate the software bundle

or package on the specifiedmember of the Virtual Chassis configuration. For an MX

Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

package-name—Name of the software bundle or package to test.

scc—(TXMatrix routers only) (Optional) Validate the software bundle or package for

the TXMatrix router (or switch-card chassis).

set [package-name package-name]—(M Series, MX Series, T Series routers, and Branch

SRX Series Services Gateways only) (Optional) Install multiple software packages

or software add-on packages at the same time.

sfc number—(TXMatrix Plus routers only) (Optional) Validate the software bundle or

package for the TXMatrix Plus router.

upgrade-with-config—(Optional) Install one or more configuration files.

upgrade-with-config-format format—(Optional) Specify the configuration file fomat, text

or xml. The default format is text.

NOTE: Theupgrade-with-configandupgrade-with-config-formatoptions

are only available locally on the router or switch. In a routingmatrix, the
configuration is applied only to the local router and is not propagated to
other routers.

The options are validated during the validation process and applied to
the router or switch during the upgrade process. If the upgrade process
is successful, the options are removed from the configuration. If the
upgrade process fails, the configuration file is renamedwith the .failed
suffix.

Additional Information Bydefault,when you issue the request systemsoftwarevalidate commandonaTXMatrix

master Routing Engine, all the T640master Routing Engines that are connected to it are

validated. If you issue the same command on the TXMatrix backup Routing Engine, all

the T640 backup Routing Engines that are connected to it are upgraded to the same

version of software.

Likewise, if you issue the request system software validate command on a TXMatrix Plus

master Routing Engine, all the T1600 or T4000master Routing Engines that are

connected to it are validated. If you issue the samecommandonaTXMatrix Plus backup

Routing Engine, all the T1600 or T4000 backup Routing Engines that are connected to

it are upgraded to the same version of software.
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Required Privilege
Level

maintenance

Related
Documentation

request system software abort•

• request system software add on page 392

• request system software delete on page 400

• request system software rollback on page 428

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output request system software validate (Successful Case) on page 434
request system software validate (Failure Case) on page 434

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system software validate (Successful Case)

user@host> request system software validate /var/sw/pkg/jbundle-5.3I20020124_0520_sjg.tgz
Checking compatibility with configuration
Initializing...
Using /packages/jbase-5.3I20020122_1901_sjg
Using /var/sw/pkg/jbundle-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jbase-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jkernel-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jcrypto-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jpfe-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jdocs-5.3I20020124_0520_sjg.tgz
Using /var/chroot/var/tmp/jbundle/jroute-5.3I20020124_0520_sjg.tgz
Validating against /config/juniper.conf.gz
mgd: commit complete

WARNING: cli has been replaced by an updated version:
CLI release 5.3I0 built by sjg on 2002-01-24 05:23:53 UTC
Restart cli using the new version ? [yes,no] (yes)

request system software validate (Failure Case)

user@host> request system software validate 6.3/
Pushing bundle to lcc0-re0
error: Failed to transfer package to lcc0-re0

user@host> request system software validate test
Pushing bundle to lcc0-re0
Pushing bundle to lcc2-re0

lcc0-re0:
gzip: stdin: not in gzip format
tar: child returned status 1
ERROR: Not a valid package: /var/tmp/test
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request system storage cleanup

Syntax request system storage cleanup <dry-run>

Syntax (EX Series
Switches)

request system storage cleanup
<all-members>
<dry-run>
<local>
<membermember-id>

Syntax (MX Series
Router)

request system storage cleanup
<all-members>
<dry-run>
<local>
<membermember-id>

Syntax (QFX Series) request system storage cleanup
<component (serial number |UUID | all)>
<director-group name>
<dry-run>
<infrastructure name>
<interconnect-device name>
<name-tag name-tag>
<node-group name>
<prune>
<qfabric (component name) | dry-run | name-tag | repository)>
<repository (core | log)>

Release Information Command introduced in Junos OS Release 7.4.

dry-run option introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Free storage space on the router or switch by rotating log files and proposing a list of files

for deletion. User input is required for file deletion. On a QFabric system, you can delete

debug files located on individual devices or on the entire QFabric system.

Options all-members—(EX4200 switches and MX Series routers only) (Optional) Delete files on

the Virtual Chassis master Routing Engine only.

NOTE: To delete files on the other members of the Virtual Chassis
configuration, log in to each backup Routing Engine and delete the files
using the request system storage cleanup local command.

component (UUID | serial number | all)—(QFabric systems only) (Optional) Delete files

located on individual QFabric system devices or on the entire QFabric system.

director-group name—(QFabric systems only) (Optional) Delete files on the Director

group.
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dry-run—(Optional) List files proposed for deletion (without deleting them).

infrastructure name—(QFabric systems only) (Optional) Delete files on the fabric control

Routing Engine and fabric manager Routing Engine.

interconnect-device name—(QFabric systems only) Optional) Delete files on the

Interconnect device.

local—(EX4200 switches andMXSeries routers only) (Optional) Delete files on the local

Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Delete

files on the specified member of the Virtual Chassis configuration. For EX4200

switches, replacemember-idwith a value from0 through 9. For anMX Series Virtual

Chassis, replacemember-idwith a value of 0 or 1.

name-tag name-tag—(QFabric systems only) (Optional) Delete debug files that match

a specific regular expression.

node-group name—(QFabric systems only) (Optional) Delete files on the Node group.

prune—(QFabric systems only) (Optional) Delete debug files located in either the core

or log debug repositories of a QFabric system device.

qfabric component name—(QFabric systems only) (Optional) Delete debug files located

in the debug repositories of a QFabric system device.

repository (core | log)—(QFabric systems only) (Optional) Specify the repository on the

QFabric system device for which you want to delete debug files.

Additional Information If logging is configured and being used, the dry-run option rotates the log files. In that

case, the output displays the message “Currently rotating log files, please wait.” If no

logging is currently under way, the output displays only a list of files to delete.

Required Privilege
Level

maintenance

List of Sample Output request system storage cleanup dry-run on page 437
request system storage cleanup on page 438
request system storage cleanup director-group (QFabric Systems) on page 438
request system storage cleanup infrastructure device-name (QFabric
Systems) on page 440
request system storage cleanup interconnect-device device-name (QFabric
Systems) on page 441
requestsystemstoragecleanupnode-groupgroup-name(QFabricSystems)onpage442
request system storage cleanup qfabric component device-name (QFabric
Systems) on page 443
request system storage cleanup qfabric component device-name repository core
(QFabric Systems) on page 443
requestsystemstoragecleanupqfabriccomponentall (QFabricSystems)onpage443
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Output Fields Table 51 on page 437 describes the output fields for the request system storage cleanup

command. Output fields are listed in the approximate order in which they appear.

Table 51: request system storage cleanup Output Fields

Field DescriptionField Name

Shows list of files available for deletion.List of files to delete:

Size of the core-dump file.Size

Last core-dump file modification date and time.Date

Name of the core-dump file.Name

Shows list of directories available for deletion.Directory to delete:

Repository where core-dump files and log files are stored. The
core-dump files are located in the core repository, and the log files
are located in the log repository. The default Repository scope is
shared since both the core and log repositories are shared by all of
the QFabric system devices.

Repository scope:

Name of the top-level repository location.Repository head:

Name of the repository: core or log.Repository name:

Shows location of files available for deletion.Creating list of debug
artifacts to be removed
under:

Shows list of files available for deletion.List of debug artifacts to be
removed under:

Sample Output

request system storage cleanup dry-run

user@host> request system storage cleanup dry-run
Currently rotating log files, please wait.
This operation can take up to a minute.

List of files to delete:

         Size Date         Name
  11.4K Mar  8 15:00 /var/log/messages.1.gz
  7245B Feb  5 15:00 /var/log/messages.3.gz
  11.8K Feb 22 13:00 /var/log/messages.2.gz
  3926B Mar 16 13:57 /var/log/messages.0.gz
  3962B Feb 22 12:47 /var/log/sampled.1.gz
  4146B Mar  8 12:20 /var/log/sampled.0.gz
  4708B Dec 21 11:39 /var/log/sampled.2.gz
  7068B Jan 16 18:00 /var/log/messages.4.gz
  13.7K Dec 27 22:00 /var/log/messages.5.gz
   890B Feb 22 17:22 /var/tmp/sampled.pkts
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  65.8M Oct 26 09:10 /var/sw/pkg/jinstall-7.4R1.7-export-signed.tgz
  63.1M Oct 26 09:13 /var/sw/pkg/jbundle-7.4R1.7.tgz

request system storage cleanup

user@host> request system storage cleanup
Currently rotating log files, please wait.
This operation can take up to a minute.

List of files to delete:

         Size Date         Name
  11.4K Mar  8 15:00 /var/log/messages.1.gz
  7245B Feb  5 15:00 /var/log/messages.3.gz
  11.8K Feb 22 13:00 /var/log/messages.2.gz
  3926B Mar 16 13:57 /var/log/messages.0.gz
  11.6K Mar  8 15:00 /var/log/messages.5.gz
  7254B Feb  5 15:00 /var/log/messages.6.gz
  12.9K Feb 22 13:00 /var/log/messages.8.gz
  3726B Mar 16 13:57 /var/log/messages.7.gz
  3962B Feb 22 12:47 /var/log/sampled.1.gz
  4146B Mar  8 12:20 /var/log/sampled.0.gz
  4708B Dec 21 11:39 /var/log/sampled.2.gz
  7068B Jan 16 18:00 /var/log/messages.4.gz
  13.7K Dec 27 22:00 /var/log/messages.5.gz
   890B Feb 22 17:22 /var/tmp/sampled.pkts
  65.8M Oct 26 09:10 /var/sw/pkg/jinstall-7.4R1.7-export-signed.tgz
  63.1M Oct 26 09:13 /var/sw/pkg/jbundle-7.4R1.7.tgz

Delete these files ? [yes,no] (yes)

request system storage cleanup director-group (QFabric Systems)

user@switch> request system storage cleanup director-group
List of files to delete:

         Size Date         Name
4.0K   2011-11-07 05:16:29  /tmp/2064.sfcauth
4.0K   2011-11-07 05:07:34  /tmp/30804.sfcauth
4.0K   2011-11-07 04:13:41  /tmp/26792.sfcauth
4.0K   2011-11-07 04:13:39  /tmp/26432.sfcauth
0      2011-11-07 07:45:40  /tmp/cluster_cleanup.log
1.3M   2011-11-07 07:39:11  /tmp/cn_monitor.20111107-052401.log
4.0K   2011-11-07 07:36:29  /tmp/clustat.28019.log
4.0K   2011-11-07 07:36:29  /tmp/clustat_x.28019.log
9.6M   2011-11-07 05:30:24  /tmp/sfc.2.log
4.0K   2011-11-07 05:28:11  /tmp/mgd-init.1320672491.log
248K   2011-11-07 05:19:24  /tmp/cn_monitor.20111107-045111.log
4.0K   2011-11-07 05:17:18  /tmp/clustat.3401.log
4.0K   2011-11-07 05:17:18  /tmp/clustat_x.3401.log
8.0K   2011-11-07 04:58:25  /tmp/mgd-init.1320670633.log
0      2011-11-07 04:54:01  /tmp/mysql_db_install_5.1.37.log
4.0K   2011-11-07 04:52:08  /tmp/cn_send.log
0      2011-11-07 04:52:00  /tmp/init_eth0.log
4.0K   2011-11-07 04:49:35  /tmp/install_interfaces.sh.log
4.0K   2011-11-07 04:48:15  /tmp/bootstrap.sh.log
160K   2011-11-07 04:47:43  /tmp/bootstrap_cleanup.log
38M    2011-11-07 04:42:42  /tmp/cn_monitor.20111104-110308.log
4.0K   2011-11-07 04:38:47  /tmp/clustat.30913.log
4.0K   2011-11-07 04:38:47  /tmp/clustat_x.30913.log
4.0K   2011-11-07 04:38:03  /tmp/dcf_upgrade.sh.remove.log
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4.0K   2011-11-07 04:38:03  /tmp/peer_update.log
4.0K   2011-11-07 04:38:02  /tmp/dcf_upgrade.log
4.0K   2011-11-07 04:38:02  /tmp/perl_mark_upgrade.log
8.0K   2011-11-07 04:13:42  /tmp/install_dcf_rpm.log
4.0K   2011-11-07 04:13:06  /tmp/00_cleanup.sh.1320667986.log
0      2011-11-07 04:13:06  /tmp/ccif_patch_4410_4450.sh.1320667986.log
4.0K   2011-11-07 04:13:06  /tmp/dcf-tools.sh.1320667986.log
0      2011-11-07 04:13:06  /tmp/initial.sh.1320667986.log
0      2011-11-07 04:13:06  /tmp/inventory.sh.1320667986.log
4.0K   2011-11-07 04:13:06  /tmp/qf-db.sh.1320667986.log
4.0K   2011-11-07 04:13:06  /tmp/sfc.sh.1320667986.log
8.0K   2011-11-07 04:13:05  /tmp/jinstall-qfabric.log
8.0K   2011-11-04 11:10:24  /tmp/mgd-init.1320430192.log
4.0K   2011-11-04 11:07:03  /tmp/mysql_dcf_db_install.log
8.0K   2011-11-04 10:55:07  /tmp/ccif_patch_4410_4450.sh.1320429307.log
8.0K   2011-11-04 10:55:07  /tmp/initial.sh.1320429307.log
4.0K   2011-11-04 10:55:07  /tmp/inventory.sh.1320429307.log
8.0K   2011-11-04 10:55:07  /tmp/sfc.sh.1320429307.log
4.0K   2011-11-04 10:54:09  /tmp/ks-script-Ax0tz5.log
4.0K   2011-11-07 04:13:06  /tmp//sfc.sh.1320667986.log
8.0K   2011-11-04 10:55:07  /tmp//sfc.sh.1320429307.log

Directory to delete:
45M    2011-11-08 10:57:43  /tmp/sfc-captures

List of files to delete:

         Size Date         Name
4.0K   2011-11-08 05:47:47  /tmp/5713.sfcauth
4.0K   2011-11-08 05:14:32  /tmp/14494.sfcauth
4.0K   2011-11-08 05:11:47  /tmp/9978.sfcauth
4.0K   2011-11-08 05:09:37  /tmp/6128.sfcauth
4.0K   2011-11-08 05:04:28  /tmp/29703.sfcauth
4.0K   2011-11-07 11:59:10  /tmp/7811.sfcauth
4.0K   2011-11-07 11:36:08  /tmp/32415.sfcauth
4.0K   2011-11-07 11:30:30  /tmp/22406.sfcauth
4.0K   2011-11-07 11:24:37  /tmp/12131.sfcauth
4.0K   2011-11-07 10:48:42  /tmp/12687.sfcauth
4.0K   2011-11-07 09:27:20  /tmp/31082.sfcauth
4.0K   2011-11-07 07:33:58  /tmp/14633.sfcauth
4.0K   2011-11-07 05:08:25  /tmp/15447.sfcauth
4.0K   2011-11-07 04:12:29  /tmp/26874.sfcauth
4.0K   2011-11-07 04:12:27  /tmp/26713.sfcauth
4.0K   2011-11-07 03:49:17  /tmp/17691.sfcauth
4.0K   2011-11-05 01:32:23  /tmp/5716.sfcauth
4.0K   2011-11-07 08:00:17  /tmp/sfcsnmpd.log
4.0K   2011-11-07 07:57:50  /tmp/cluster_cleanup.log
824K   2011-11-07 07:38:37  /tmp/cn_monitor.20111107-053643.log
4.0K   2011-11-07 07:36:30  /tmp/clustat.18399.log
4.0K   2011-11-07 07:36:30  /tmp/clustat_x.18399.log
4.0K   2011-11-07 07:35:47  /tmp/command_lock.log
4.0K   2011-11-07 05:39:54  /tmp/mgd-init.1320673194.log
92K    2011-11-07 05:19:25  /tmp/cn_monitor.20111107-050412.log
4.0K   2011-11-07 05:17:20  /tmp/clustat.30115.log
4.0K   2011-11-07 05:17:20  /tmp/clustat_x.30115.log
8.0K   2011-11-07 05:08:07  /tmp/mgd-init.1320671241.log
4.0K   2011-11-07 05:04:57  /tmp/cn_send.log
0      2011-11-07 05:04:52  /tmp/init_eth0.log
4.0K   2011-11-07 05:02:38  /tmp/install_interfaces.sh.log
4.0K   2011-11-07 05:01:19  /tmp/bootstrap.sh.log
160K   2011-11-07 05:00:47  /tmp/bootstrap_cleanup.log
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28M    2011-11-07 04:42:27  /tmp/cn_monitor.20111104-112954.log
4.0K   2011-11-07 04:38:49  /tmp/clustat.6780.log
4.0K   2011-11-07 04:38:49  /tmp/clustat_x.6780.log
4.0K   2011-11-07 04:38:05  /tmp/issue_event.log
4.0K   2011-11-07 04:38:05  /tmp/peer_upgrade_reboot.log
12K    2011-11-07 04:38:05  /tmp/primary_update.log
4.0K   2011-11-07 04:38:04  /tmp/dcf_upgrade.sh.remove.log
4.0K   2011-11-07 04:38:04  /tmp/peer_rexec_upgrade.log
4.0K   2011-11-07 04:13:42  /tmp/peer_install_dcf_rpm.log
4.0K   2011-11-07 04:11:57  /tmp/dcf-tools.sh.1320667917.log
0      2011-11-07 04:11:57  /tmp/initial.sh.1320667917.log
0      2011-11-07 04:11:57  /tmp/inventory.sh.1320667917.log
4.0K   2011-11-07 04:11:57  /tmp/qf-db.sh.1320667917.log
4.0K   2011-11-07 04:11:57  /tmp/sfc.sh.1320667917.log
4.0K   2011-11-07 04:11:56  /tmp/00_cleanup.sh.1320667916.log
0      2011-11-07 04:11:56  /tmp/ccif_patch_4410_4450.sh.1320667916.log
8.0K   2011-11-07 04:11:56  /tmp/jinstall-qfabric.log
4.0K   2011-11-07 04:11:33  /tmp/dcf_upgrade.log
8.0K   2011-11-04 11:53:12  /tmp/mgd-init.1320432782.log
8.0K   2011-11-04 11:06:17  /tmp/ccif_patch_4410_4450.sh.1320429977.log
8.0K   2011-11-04 11:06:17  /tmp/initial.sh.1320429977.log
4.0K   2011-11-04 11:06:17  /tmp/inventory.sh.1320429977.log
8.0K   2011-11-04 11:06:17  /tmp/sfc.sh.1320429977.log
4.0K   2011-11-04 11:05:19  /tmp/ks-script-_tnWeb.log
4.0K   2011-11-07 04:11:57  /tmp//sfc.sh.1320667917.log
8.0K   2011-11-04 11:06:17  /tmp//sfc.sh.1320429977.log

Directory to delete:
49M    2011-11-08 10:45:20  /tmp/sfc-captures

request system storage cleanup infrastructure device-name (QFabric Systems)

user@switch> request system storage cleanup infrastructure FC-0
re0:
--------------------------------------------------------------------------

List of files to delete:

         Size Date         Name
   139B Nov  8 19:03 /var/log/default-log-messages.0.gz
  5602B Nov  8 19:03 /var/log/messages.0.gz
  28.4K Nov  8 10:15 /var/log/messages.1.gz
  35.2K Nov  7 13:45 /var/log/messages.2.gz
   207B Nov  7 16:02 /var/log/wtmp.0.gz
    27B Nov  7 12:14 /var/log/wtmp.1.gz
 184.4M Nov  7 12:16 
/var/sw/pkg/jinstall-dc-re-11.3I20111104_1216_dc-builder-domestic-signed.tgz
 124.0K Nov  7 15:59 /var/tmp/gres-tp/env.dat
     0B Nov  7 12:57 /var/tmp/gres-tp/lock
   155B Nov  7 16:02 /var/tmp/krt_gencfg_filter.txt
     0B Nov  7 12:35 /var/tmp/last_ccif_update
  1217B Nov  7 12:15 /var/tmp/loader.conf.preinstall
 184.4M Nov  6 07:11 /var/tmp/mchassis-install.tgz
  10.8M Nov  7 12:16 
/var/tmp/preinstall/bootstrap-install-11.3I20111104_1216_dc-builder.tar
  57.4K Nov  7 12:16 /var/tmp/preinstall/configs-11.3I20111104_1216_dc-builder.tgz

   259B Nov  7 12:16 /var/tmp/preinstall/install.conf
 734.3K Nov  4 13:46 
/var/tmp/preinstall/jboot-dc-re-11.3I20111104_1216_dc-builder.tgz
 177.8M Nov  7 12:16 
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/var/tmp/preinstall/jbundle-dc-re-11.3I20111104_1216_dc-builder-domestic.tgz
   124B Nov  7 12:15 /var/tmp/preinstall/metatags
  1217B Nov  7 12:16 /var/tmp/preinstall_boot_loader.conf
     0B Nov  7 16:02 /var/tmp/rtsdb/if-rtsdb

request system storage cleanup interconnect-device device-name (QFabric Systems)

user@switch> request system storage cleanup interconnect IC-WS001
re1:
--------------------------------------------------------------------------

List of files to delete:

         Size Date         Name
    11B Nov  7 15:55 /var/jail/tmp/alarmd.ts
   128B Nov  8 19:06 /var/log/default-log-messages.0.gz
  9965B Nov  8 19:06 /var/log/messages.0.gz
  15.8K Nov  8 12:30 /var/log/messages.1.gz
  15.8K Nov  8 11:00 /var/log/messages.2.gz
  15.7K Nov  8 07:30 /var/log/messages.3.gz
  15.8K Nov  8 04:00 /var/log/messages.4.gz
  15.7K Nov  8 00:30 /var/log/messages.5.gz
  18.7K Nov  7 21:00 /var/log/messages.6.gz
  17.6K Nov  7 19:00 /var/log/messages.7.gz
  58.3K Nov  7 16:00 /var/log/messages.8.gz
  20.3K Nov  7 15:15 /var/log/messages.9.gz
    90B Nov  7 15:41 /var/log/wtmp.0.gz
    57B Nov  7 12:41 /var/log/wtmp.1.gz
 124.0K Nov  7 15:42 /var/tmp/gres-tp/env.dat
     0B Nov  7 12:40 /var/tmp/gres-tp/lock
     0B Nov  7 12:41 /var/tmp/if-rtsdb/env.lck
  12.0K Nov  7 15:41 /var/tmp/if-rtsdb/env.mem
 132.0K Nov  7 15:55 /var/tmp/if-rtsdb/shm_usr1.mem
2688.0K Nov  7 15:41 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Nov  7 15:41 /var/tmp/if-rtsdb/trace.mem
   730B Nov  7 19:57 /var/tmp/juniper.conf+.gz
   155B Nov  7 15:53 /var/tmp/krt_gencfg_filter.txt
     0B Nov  7 15:41 /var/tmp/rtsdb/if-rtsdb

re0:
--------------------------------------------------------------------------

List of files to delete:

         Size Date         Name
    11B Nov  7 15:55 /var/jail/tmp/alarmd.ts
   121B Nov  8 19:06 /var/log/default-log-messages.0.gz
  16.7K Nov  8 19:06 /var/log/messages.0.gz
  22.2K Nov  8 17:45 /var/log/messages.1.gz
  18.4K Nov  8 17:00 /var/log/messages.2.gz
  21.6K Nov  8 16:00 /var/log/messages.3.gz
  17.9K Nov  8 14:30 /var/log/messages.4.gz
  19.4K Nov  8 13:30 /var/log/messages.5.gz
  18.2K Nov  8 12:30 /var/log/messages.6.gz
  20.4K Nov  8 11:30 /var/log/messages.7.gz
  21.4K Nov  8 10:15 /var/log/messages.8.gz
  21.0K Nov  8 09:00 /var/log/messages.9.gz
  19.9K Nov  8 08:13 /var/log/snmp-traps.0.gz
   203B Nov  8 15:36 /var/log/wtmp.0.gz
    57B Nov  7 12:41 /var/log/wtmp.1.gz
 124.0K Nov  7 15:42 /var/tmp/gres-tp/env.dat

441Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



     0B Nov  7 12:40 /var/tmp/gres-tp/lock
     0B Nov  7 12:41 /var/tmp/if-rtsdb/env.lck
  12.0K Nov  7 15:41 /var/tmp/if-rtsdb/env.mem
 132.0K Nov  7 15:55 /var/tmp/if-rtsdb/shm_usr1.mem
2688.0K Nov  7 15:41 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Nov  7 15:41 /var/tmp/if-rtsdb/trace.mem
   727B Nov  7 15:54 /var/tmp/juniper.conf+.gz
   155B Nov  7 15:55 /var/tmp/krt_gencfg_filter.txt
     0B Nov  7 15:41 /var/tmp/rtsdb/if-rtsdb

request system storage cleanup node-group group-name (QFabric Systems)

user@switch> request system storage cleanup node-group NW-NG-0
BBAK0372:
--------------------------------------------------------------------------

List of files to delete:

         Size Date         Name
   126B Nov  8 19:07 /var/log/default-log-messages.0.gz
   179B Nov  7 13:32 /var/log/install.0.gz
  22.9K Nov  8 19:07 /var/log/messages.0.gz
  26.5K Nov  8 17:30 /var/log/messages.1.gz
  20.5K Nov  8 13:15 /var/log/messages.2.gz
  33.2K Nov  7 17:45 /var/log/messages.3.gz
  35.5K Nov  7 15:45 /var/log/messages.4.gz
   339B Nov  8 17:10 /var/log/wtmp.0.gz
    58B Nov  7 12:40 /var/log/wtmp.1.gz
 124.0K Nov  8 17:08 /var/tmp/gres-tp/env.dat
     0B Nov  7 12:39 /var/tmp/gres-tp/lock
     0B Nov  7 12:59 /var/tmp/if-rtsdb/env.lck
  12.0K Nov  8 17:09 /var/tmp/if-rtsdb/env.mem
2688.0K Nov  8 17:09 /var/tmp/if-rtsdb/shm_usr1.mem
 132.0K Nov  8 17:09 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Nov  8 17:09 /var/tmp/if-rtsdb/trace.mem
  1082B Nov  8 17:09 /var/tmp/juniper.conf+.gz
   155B Nov  7 17:39 /var/tmp/krt_gencfg_filter.txt
     0B Nov  8 17:09 /var/tmp/rtsdb/if-rtsdb

EE3093:
--------------------------------------------------------------------------

List of files to delete:

         Size Date         Name
    11B Nov  8 17:33 /var/jail/tmp/alarmd.ts
   119B Nov  8 19:08 /var/log/default-log-messages.0.gz
   180B Nov  7 17:41 /var/log/install.0.gz
   178B Nov  7 13:32 /var/log/install.1.gz
  2739B Nov  8 19:08 /var/log/messages.0.gz
  29.8K Nov  8 18:45 /var/log/messages.1.gz
  31.8K Nov  8 17:15 /var/log/messages.2.gz
  20.6K Nov  8 16:00 /var/log/messages.3.gz
  15.4K Nov  8 10:15 /var/log/messages.4.gz
  15.4K Nov  8 02:15 /var/log/messages.5.gz
  25.5K Nov  7 20:45 /var/log/messages.6.gz
  48.0K Nov  7 17:45 /var/log/messages.7.gz
  32.8K Nov  7 13:45 /var/log/messages.8.gz
   684B Nov  8 17:02 /var/log/wtmp.0.gz
    58B Nov  7 12:40 /var/log/wtmp.1.gz
 124.0K Nov  7 17:34 /var/tmp/gres-tp/env.dat
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     0B Nov  7 12:40 /var/tmp/gres-tp/lock
     0B Nov  7 12:59 /var/tmp/if-rtsdb/env.lck
  12.0K Nov  7 17:39 /var/tmp/if-rtsdb/env.mem
2688.0K Nov  7 17:39 /var/tmp/if-rtsdb/shm_usr1.mem
 132.0K Nov  7 17:40 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Nov  7 17:39 /var/tmp/if-rtsdb/trace.mem
   155B Nov  7 17:40 /var/tmp/krt_gencfg_filter.txt
     0B Nov  7 17:39 /var/tmp/rtsdb/if-rtsdb

request system storage cleanup qfabric component device-name (QFabric Systems)

user@switch> request system storage cleanup qfabric component A0001/YA0197
Repository type: regular
Repository head: /pbstorage
Creating list of debug artifacts to be removed under: 
/pbstorage/rdumps/A0001/YA0197
Removing debug artifacts ... (press control C to abort)
Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.0.0.05162011123308.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.1.0.05162011123614.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.2.0.05162011123920.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/livekcore.05132011163930.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/tnetd.core.0.1057.05162011124500.gz ... 
done
Removing /pbstorage/rdumps/A0001/YA0197/vmcore.05132011120528.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/vmcore.kz ... done
Creating list of debug artifacts to be removed under: /pbstorage/rlogs/A0001/YA0197
Removing debug artifacts ... (press control C to abort)
Removing /pbstorage/rlogs/A0001/YA0197/kdumpinfo.05132011120528 ... done
Removing /pbstorage/rlogs/A0001/YA0197/kernel.tarball.0.1039.05122011234415.tgz 
... done
Removing /pbstorage/rlogs/A0001/YA0197/kernel.tarball.1.1039.05132011175544.tgz 
... done
Removing /pbstorage/rlogs/A0001/YA0197/tnetd.tarball.0.1057.05162011175453.tgz 
... done

request system storage cleanup qfabric component device-name repository core (QFabric Systems)

user@switch> request system storage cleanup qfabric component EE3093 repository core
Repository scope: shared
Repository head: /pbdata/export
Repository name: core
Creating list of debug artifacts to be removed under: /pbdata/export/rdumps/EE3093
NOTE: core repository under /pbdata/export/rdumps/EE3093 empty

request system storage cleanup qfabric component all (QFabric Systems)

user@switch> request system storage cleanup qfabric component all
Repository scope: shared
Repository head: /pbdata/export
Creating list of debug artifacts to be removed under: /pbdata/export/rdumps
NOTE: core repository under /pbdata/export/rdumps/all empty
Creating list of debug artifacts to be removed under: /pbdata/export/rlogs
List of debug artifacts to clean up ... (press control C to abort)
/pbdata/export/rlogs/73747cd8-0710-11e1-b6a4-00e081c5297e/install-11072011125819.log
/pbdata/export/rlogs/77116f18-0710-11e1-a2a0-00e081c5297e/install-11072011125819.log
/pbdata/export/rlogs/BBAK0372/install-11072011121538.log
/pbdata/export/rlogs/BBAK0394/install-11072011121532.log
/pbdata/export/rlogs/EE3093/install-11072011121536.log
/pbdata/export/rlogs/WS001/YN5999/install-11072011121644.log
/pbdata/export/rlogs/WS001/YW3803/install-11072011122429.log
/pbdata/export/rlogs/cd78871a-0710-11e1-878e-00e081c5297e/install-11072011125932.log
/pbdata/export/rlogs/d0afda1e-0710-11e1-a1d0-00e081c5297e/install-11072011125930.log
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/pbdata/export/rlogs/d0afda1e-0710-11e1-a1d0-00e081c5297e/install-11072011133211.log
/pbdata/export/rlogs/d0afda1e-0710-11e1-a1d0-00e081c5297e/install-11072011155302.log
/pbdata/export/rlogs/d31ab7a6-0710-11e1-ad1b-00e081c5297e/install-11072011125931.log
/pbdata/export/rlogs/d4d0f254-0710-11e1-90c3-00e081c5297e/install-11072011125932.log
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request system zeroize

Syntax request system zeroize
<media>

Release Information Command introduced before Junos OS Release 9.0.

Command introduced in Junos OS Release 11.2 for EX Series switches.

Optionmedia added in Junos OS Release 11.4 for EX Series switches.

Command introduced in Junos OS Release 12.2 for MX Series devices.

Command introduced in Junos OS Release 12.3 for the QFX Series.

Description NOTE: Themedia option is not available on the QFX Series.

Remove all configuration information on the Routing Engines and reset all key values. If

the device has dual Routing Engines, the command is broadcast to all Routing Engines

on the device. The command removes all data files, including customized configuration

and log files, by unlinking the files from their directories. The command removes all

user-created files fromthesystem includingall plain-textpasswords, secrets, andprivate

keys forSSH, local encryption, local authentication, IPsec,RADIUS,TACACS+,andSNMP.

This command reboots the device and sets it to the factory default configuration. After

the reboot, you cannot access the device through themanagement Ethernet interface.

Log in through the console as root and start the Junos OS command-line interface (CLI)

by typing cli at the prompt.

To completely erase user-created data so that it is unrecoverable, use themedia option.

Options media—(Optional) In addition to removingall configurationand log files, themediaoption

causesmemoryandthemedia tobescrubbed, removingall tracesofanyuser-created

files. Every storage device attached to the system is scrubbed, including disks, flash

drives, removable USBs, and the like. The duration of the scrubbing process is

dependent on the size of the media being erased. As a result, the request system

zeroizemedia operation can take considerably more time than the request system

zeroize operation. However, the critical security parameters are all removed at the

beginning of the process.

Required Privilege
Level

maintenance

Related
Documentation

request system snapshot•

• request system snapshot on page 390

• Reverting to the Default Factory Configuration for the EX Series Switch

• Reverting to the Rescue Configuration for the EX Series Switch

• Reverting to the Default Factory Configuration on page 163
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• Reverting to the Rescue Configuration on page 165

• Reverting to the Default Factory Configuration by Using the request system zeroize

Command on page 164

List of Sample Output request system zeroize on page 446
request system zeroizemedia on page 447

Sample Output

request system zeroize

user@host> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (no) yes

0 1 1 0 0 0 done

syncing disks... All buffers synced.
Uptime: 5d19h20m26s
recorded reboot as normal shutdown
Rebooting...

U-Boot 1.1.6 (Mar 11 2011 - 04:39:06)

Board: EX4200-24T 2.11
EPLD:  Version 6.0 (0x85)
DRAM:  Initializing (1024 MB)
FLASH: 8 MB

Firmware Version: --- 01.00.00 ---
USB:   scanning bus for devices... 2 USB Device(s) found
       scanning bus for storage devices... 1 Storage Device(s) found

ELF file is 32 bit
Consoles: U-Boot console

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.4
(user@juniper.net, Fri Mar 11 03:03:36 UTC 2011)
Memory: 1024MB
bootsequencing is enabled
bootsuccess is set
new boot device = disk0s1:
Loading /boot/defaults/loader.conf
/kernel data=0x915c84+0xa1260 syms=[0x4+0x7cbd0+0x4+0xb1c19]

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [/kernel]...
Kernel entry at 0x800000e0 ...
GDB: no debug ports present
KDB: debugger backends: ddb
KDB: current backend: ddb
Copyright (c) 1996-2011, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
JUNOS 11.1R1.8 #0: 2011-03-09 20:14:25 UTC
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user@juniper.net:/volume/build/junos/11.1/release/11.1R1.8/obj-powerpc/bsd/kernels/
  JUNIPER-EX/kernel
Timecounter "decrementer" frequency 50000000 Hz quality 0
cpu0: Freescale e500v2 core revision 2.2
cpu0: HID0 80004080
...

request system zeroizemedia

user@host> request system zeroizemedia
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (no) yes 

warning: ipsec-key-management subsystem not running - not needed by configuration.
warning: zeroizing fpc0

{master:0}
root> Waiting (max 60 seconds) for system process `vnlru' to stop...done
. . .
Syncing disks, vnodes remaining...2 4 2 4 3 2 1 1 0 0 0 done

syncing disks... All buffers synced.
Uptime: 14m50s
recorded reboot as normal shutdown
Rebooting...

U-Boot 1.1.6 (Apr 21 2011 - 13:58:42)

Board: EX4200-48PX 1.1
EPLD:  Version 8.0 (0x82)
DRAM:  Initializing (512 MB)
FLASH: 8 MB
NAND:  No NAND device found!!!
0 MiB

Firmware Version: --- 01.00.00 ---
USB:   scanning bus for devices... 2 USB Device(s) found
       scanning bus for storage devices... 1 Storage Device(s) found

ELF file is 32 bit
Consoles: U-Boot console  

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.2
(vtseng@svl-junos-pool27.juniper.net, Fri Feb 26 17:48:51 PST 2010)
Memory: 512MB
Loading /boot/defaults/loader.conf 
/kernel data=0x9abfdc+0xb06e4 syms=[0x4+0x83b30+0x4+0xbd7c6]

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [/kernel] in 1 second... Booting [/kernel]...               
Kernel entry at 0x800000e0 ...
GDB: no debug ports present
KDB: debugger backends: ddb
KDB: current backend: ddb
Copyright (c) 1996-2011, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
 The Regents of the University of California. All rights reserved.
JUNOS 11.4R1.2 #0: 2011-10-27 18:05:39 UTC
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    user@juniper.net:/volume/build/junos/11.4/release/11.4R1.2/obj-powerpc/
bsd/kernels/JUNIPER-EX/kernel
can't re-use a leaf (all_slot_serialid)!
Timecounter "decrementer" frequency 50000000 Hz quality 0
cpu0: Freescale e500v2 core revision 2.2
cpu0: HID0 80004080<EMCP,TBEN,EN_MAS7_UPDATE>
real memory  = 511705088 (488 MB)
avail memory = 500260864 (477 MB)
ETHERNET SOCKET BRIDGE initialising
Initializing EXSERIES platform properties ...
. . .
Automatic reboot in progress...
Media check on da0 on ex platforms
** /dev/da0s2a
FILE SYSTEM CLEAN; SKIPPING CHECKS
clean, 20055 free (31 frags, 2503 blocks, 0.0% fragmentation)
zeroizing /dev/da0s1a ...
. . .
zeroizing /dev/da0s3d ...
. . .
zeroizing /dev/da0s3e ...
. . .
zeroizing /dev/da0s4d ...
. . .
zeroizing /dev/da0s4e ...
. . .

syncing disks... All buffers synced.
Uptime: 3m40s
Rebooting...

U-Boot 1.1.6 (Apr 21 2011 - 13:58:42)

Board: EX4200-48PX 1.1
EPLD:  Version 8.0 (0x82)
DRAM:  Initializing (512 MB)
FLASH: 8 MB
NAND:  No NAND device found!!!
0 MiB

Firmware Version: --- 01.00.00 ---
USB:   scanning bus for devices... 2 USB Device(s) found
       scanning bus for storage devices... 1 Storage Device(s) found

ELF file is 32 bit
Consoles: U-Boot console  

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.2
(vtseng@svl-junos-pool27.juniper.net, Fri Feb 26 17:48:51 PST 2010)
Memory: 512MB
Loading /boot/defaults/loader.conf 
/kernel data=0x9abfdc+0xb06e4 syms=[0x4+0x83b30+0x4+0xbd7c6]

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [/kernel] in 1 second... Booting [/kernel]...               
Kernel entry at 0x800000e0 ...
GDB: no debug ports present
KDB: debugger backends: ddb
KDB: current backend: ddb
Copyright (c) 1996-2011, Juniper Networks, Inc.
All rights reserved.
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Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
 The Regents of the University of California. All rights reserved.
JUNOS 11.4R1.2 #0: 2011-10-27 18:05:39 UTC
    user@juniper.net:/volume/build/junos/11.4/release/11.4R1.2/obj-powerpc/
bsd/kernels/JUNIPER-EX/kernel
can't re-use a leaf (all_slot_serialid)!
Timecounter "decrementer" frequency 50000000 Hz quality 0
cpu0: Freescale e500v2 core revision 2.2
cpu0: HID0 80004080 <EMCP,TBEN,EN_MAS7_UPDATE>
real memory  = 511705088 (488 MB)
avail memory = 500260864 (477 MB)
ETHERNET SOCKET BRIDGE initialising
Initializing EXSERIES platform properties ...
. . .
Automatic reboot in progress...
Media check on da0 on ex platforms
** /dev/da0s1a
FILE SYSTEM CLEAN; SKIPPING CHECKS
clean, 20064 free (48 frags, 2502 blocks, 0.1% fragmentation)
zeroizing /dev/da0s2a ...
. . .
Creating initial configuration...mgd: error: Cannot open configuration file: 
/config/juniper.conf
mgd: warning: activating factory configuration
mgd: commit complete
mgd: ----------------------------------------------------------
mgd: Please login as 'root'. No password is required.
mgd: To start Initial Setup, type 'ezsetup' at the JUNOS prompt.
mgd: To start JUNOS CLI, type 'cli' at the JUNOS prompt.
mgd: ----------------------------------------------------------
Setting initial options:  debugger_on_panic=NO debugger_on_break=NO.
Starting optional daemons: .
Doing initial network setup:
. . .

Amnesiac (ttyu0)
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restart

Syntax restart
<adaptive-services |ancpd-service | application-identification |audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication|datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | iccp-service |idp-policy | immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning | l2cpd-service
| l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process |mobile-ip |mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service |pgcp-service | pgm |
pic-services-logging | pki-service |ppp | ppp-service |pppoe |
protected-system-domain-service | redundancy-interface-process | remote-operations |
root-system-domain-service | routing <logical-system logical-system-name> | sampling
| sbc-configuration-process | sdk-service |service-deployment | services | services pgcp
gateway gateway-name | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd |usb-control|
vrrp |web-management>

<gracefully | immediately | soft>

Syntax (ACX Series
Routers)

restart
<adaptive-services |audit-process | auto-configuration | autoinstallation |chassis-control |
class-of-service |clksyncd-service |database-replication| dhcp-service | diameter-service
| disk-monitoring | dynamic-flow-capture | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | immediately |interface-control |
ipsec-key-management | l2-learning | lacp |link-management |mib-process | mobile-ip |
mountd-service |mpls-traceroute |mspd | named-service | nfsd-service | pgm | pki-service
|ppp | pppoe | redundancy-interface-process | remote-operations | routing | sampling |
sdk-service |secure-neighbor-discovery | service-deployment | services | snmp |soft
|statistics-service|subscriber-management |subscriber-management-helper | tunnel-oamd
| vrrp>

Syntax (EX Series
Switches)

restart
<autoinstallation | chassis-control | class-of-service | database-replication | dhcp |
dhcp-service | diameter-service | dot1x-protocol | ethernet-link-fault-management |
ethernet-switching | event-processing | firewall | general-authentication-service |
interface-control | kernel-replication | l2-learning | lacp | license-service | link-management
| lldpd-service | mib-process | mountd-service | multicast-snooping | pgm |
redundancy-interface-process | remote-operations | routing | secure-neighbor-discovery
| service-deployment | sflow-service | snmp | vrrp | web-management>

Syntax (Routing
Matrix)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | event-processing | firewall | interface-control
| ipsec-key-management | kernel-replication | l2-learning | l2tp-service | lacp |
link-management | mib-process | pgm | pic-services-logging | ppp | pppoe |
redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp>

<all | all-lcc | lcc number>
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<gracefully | immediately | soft>

Syntax (J Series
Routing Platform)

restart
<adaptive-services |audit-process | chassis-control | class-of-service |dhcp |dialer-services
| dlsw | event-processing | firewall | interface-control | ipsec-key-management |
isdn-signaling | l2-learning | l2tp-service | mib-process | network-access-service | pgm |
ppp |pppoe | remote-operations | routing<logical-system logical-system-name> | sampling
| service-deployment | snmp | usb-control | web-management>

<gracefully | immediately | soft>

Syntax (TXMatrix
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management |mib-process |pgm|pic-services-logging
|ppp |pppoe | redundancy-interface-process | remote-operations | routing<logical-system
logical-system-name> | sampling | service-deployment | snmp| statistics-service>

<all-chassis | all-lcc | lcc number | scc>
<gracefully | immediately | soft>

Syntax(TXMatrixPlus
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management | mib-process | pgm |
pic-services-logging | ppp | pppoe | redundancy-interface-process | remote-operations |
routing <logical-system logical-system-name> | sampling | service-deployment | snmp|
statistics-service>

<all-chassis | all-lcc | all-sfc | lcc number | sfc number>
<gracefully | immediately | soft>

Syntax (MX Series
Routers)

restart
<adaptive-services | ancpd-service |application-identification|audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication| datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully |iccp-service |idp-policy |immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning |l2cpd-service
|l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process |mobile-ip |mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service | pgcp-service | pgm |
pic-services-logging | pki-service |ppp | ppp-service |pppoe |
protected-system-domain-service | redundancy-interface-process | remote-operations
|root-system-domain-service | routing |routing <logical-system logical-system-name> |
sampling | sbc-configuration-process | sdk-service |service-deployment |services | services
pgcp gateway gateway-name |snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | usb-control|
vrrp |web-management>

<all-members>
<gracefully | immediately | soft>
<local>
<membermember-id>
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Syntax (J Series
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp | dhcp-service
| dialer-services | diameter-service | dlsw | event-processing | firewall | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
network-access-service | pgm | ppp | pppoe | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series routers.

Options added:

• dynamic-flow-capture in Junos OS Release 7.4.

• dlsw in Junos OS Release 7.5.

• event-processing in Junos OS Release 7.5.

• ppp in Junos OS Release 7.5.

• l2ald in Junos OS Release 8.0.

• link-management in Release 8.0.

• pgcp-service in Junos OS Release 8.4.

• sbc-configuration-process in Junos OS Release 9.5.

• services pgcp gateway in Junos OS Release 9.6.

• sfc and all-sfc for the TXMatrix Router in Junos OS Release 9.6.

Description Restart a Junos OS process.

CAUTION: Never restart a software process unless instructed to do so by a
customer support engineer. A restartmight cause the router or switch todrop
calls and interrupt transmission, resulting in possible loss of data.

Options none—Same as gracefully.
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adaptive-services—(Optional) Restart the configuration management process that

manages the configuration for stateful firewall, Network Address Translation (NAT),

intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive

Services PIC.

all-chassis—(TXMatrix and TXMatrix Plus routers only) (Optional) Restart the software

process on all chassis.

all-lcc—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix router,

restart the software process on all T640 routers connected to the TXMatrix router.

For a TXMatrix Plus router, restart the software process on all T1600 routers

connected to the TXMatrix Plus router.

all-members—(MX Series routers only) (Optional) Restart the software process for all

members of the Virtual Chassis configuration.

all-sfc—(TXMatrix Plus routers only) (Optional) For a TXMatrix Plus router, restart the

software processes for the TXMatrix Plus router (or switch-fabric chassis).

ancpd-service—(Optional) Restart the Access Node Control Protocol (ANCP) process,

which works with a special Internet GroupManagement Protocol (IGMP) session to

collect outgoing interface mapping events in a scalable manner.

application-identification—(Optional) Restart the process that identifies an application

using intrusion detection and prevention (IDP) to allow or deny traffic based on

applications running on standard or nonstandard ports.

audit-process—(Optional)Restart theRADIUSaccountingprocess thatgathers statistical

data that can be used for general networkmonitoring, analyzing, and tracking usage

patterns, for billing a user based on the amount of time or type of services accessed.

auto-configuration—(Optional) Restart the Interface Auto-Configuration process.

autoinstallation—(EX Series switches only) (Optional) Restart the autoinstallation

process.

captive-portal-content-delivery—(Optional)Restart theHTTPredirectservicebyspecifying

the location towhicha subscriber's initialWebbrowser session is redirected, enabling

initial provisioning and service selection for the subscriber.

ce-l2tp-service—(M10, M10i, M7i, and MX Series routers only) (Optional) Restart the

Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP

tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.

chassis-control—(Optional) Restart the chassis management process.

class-of-service—(Optional) Restart the class-of-service (CoS) process, which controls

the router's or switch’s CoS configuration.

clksyncd-service—(Optional) Restart the external clock synchronization process, which

uses synchronous Ethernet (SyncE).
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database-replication—(EXSeries switchesandMXSeries routersonly) (Optional)Restart

the database replication process.

datapath-trace-service—(Optional) Restart the packet path tracing process.

dhcp—(J Series routers and EX Series switches only) (Optional) Restart the software

process for a Dynamic Host Configuration Protocol (DHCP) server. A DHCP server

allocates network IP addresses and delivers configuration settings to client hosts

without user intervention.

dhcp-service—(Optional) Restart the Dynamic Host Configuration Protocol process.

dialer-services—(J Series routers and EX Series switches only) (Optional) Restart the

ISDN dial-out process.

diameter-service—(Optional) Restart the diameter process.

disk-monitoring—(Optional)Restart diskmonitoring,which checks thehealthof thehard

disk drive on the Routing Engine.

dlsw—(J Series routers and QFX Series only) (Optional) Restart the data link switching

(DLSw) service.

dot1x-protocol—(EX Series switches only) (Optional) Restart the port-based network

access control process.

dynamic-flow-capture—(Optional) Restart the dynamic flow capture (DFC) process,

which controls DFC configurations on Monitoring Services III PICs.

ecc-error-logging—(Optional) Restart the error checking and correction (ECC) process,

which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—(Optional) Restart the process that provides

IEEE 802.1ag Operation, Administration, andManagement (OAM) connectivity fault

management (CFM) database information for CFMmaintenance association end

points (MEPs) in a CFM session.

ethernet-link-fault-management—(EX Series switches and MX Series routers only)

(Optional) Restart the process that provides theOAM link faultmanagement (LFM)

information for Ethernet interfaces.

ethernet-switching—(EXSeries switches only) (Optional) Restart the Ethernet switching

process.

event-processing—(Optional) Restart the event process (eventd).

fibre-channel—(QFX Series only) (Optional) Restart the Fibre Channel process.

firewall—(Optional) Restart the firewall management process, which manages the

firewall configuration and enables accepting or rejecting packets that are transiting

an interface on a router or switch.
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general-authentication-service—(EX Series switches and MX Series routers only)

(Optional) Restart the general authentication process.

gracefully—(Optional) Restart the software process.

iccp-service—(Optional) Restart the Inter-Chassis Communication Protocol (ICCP)

process.

idp-policy—(Optional) Restart the intrusion detection and prevention (IDP) protocol

process.

immediately—(Optional) Immediately restart the software process.

interface-control—(Optional) Restart the interface process, which controls the router's

or switch’s physical interface devices and logical interfaces.

ipsec-key-management—(Optional) Restart the IPsec key management process.

isdn-signaling—(J Series routers and QFX Series only) (Optional) Restart the ISDN

signaling process, which initiates ISDN connections.

kernel-replication—(Optional) Restart the kernel replication process, which replicates

the state of the backup Routing Engine when graceful Routing Engine switchover

(GRES) is configured.

l2-learning—(Optional) Restart the Layer 2 address flooding and learning process.

l2cpd-service—(Optional) Restart the Layer 2 Control Protocol process, which enables

features such as Layer 2 protocol tunneling and nonstop bridging.

l2tp-service—(M10,M10i, M7i, andMXSeries routers only) (Optional) Restart the Layer 2

Tunneling Protocol (L2TP) process, which sets up client services for establishing

Point-to-Point Protocol (PPP) tunnels across a network and negotiating Multilink

PPP if it is implemented.

l2tp-universal-edge—(MXSeries routersonly) (Optional)Restart theL2TPprocess,which

establishes L2TP tunnels and PPP sessions through L2TP tunnels.

lacp—(Optional) Restart the Link Aggregation Control Protocol (LACP) process. LACP

providesastandardizedmeans for exchanging informationbetweenpartner systems

on a link to allow their link aggregation control instances to reach agreement on the

identity of the LAG to which the link belongs, and then to move the link to that LAG,

and to enable the transmission and reception processes for the link to function in

an orderly manner.

lccnumber—(TXMatrix andTXMatrixPlus routersonly) (Optional) ForaTXMatrix router,

restart the software process for a specific T640 router that is connected to the TX

Matrix router. For a TXMatrix Plus router, restart the software process for a specific

router that is connected to the TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

license-service—(EX Series switches only) (Optional) Restart the feature license

management process.

link-management— (TXMatrix and TXMatrix Plus routers and EX Series switches only)

(Optional)Restart theLinkManagementProtocol (LMP)process,whichestablishes

andmaintains LMP control channels.

lldpd-service—(EX Series switches only) (Optional) Restart the Link Layer Discovery

Protocol (LLDP) process.

local—(MX Series routers only) (Optional) Restart the software process for the local

Virtual Chassis member.

local-policy-decision-function— (Optional) Restart the process for the Local Policy

Decision Function, which regulates collection of statistics related to applications

and application groups and tracking of information about dynamic subscribers and

static interfaces.

mac-validation—(Optional) Restart theMediaAccessControl (MAC) validationprocess,

whichconfiguresMACaddress validation for subscriber interfaces createdondemux

interfaces in dynamic profiles on MX Series routers.

membermember-id—(MX Series routers only) (Optional) Restart the software process

for a specific member of the Virtual Chassis configuration. Replacemember-idwith

a value of 0 or 1.

mib-process—(Optional) Restart the Management Information Base (MIB) version II

process, which provides the router's MIB II agent.

mobile-ip—(Optional) Restart the Mobile IP process, which configures Junos OSMobile

IP features.

mountd-service—(EXSeries switches andMXSeries routers only) (Optional) Restart the

service for NFSmount requests.

mpls-traceroute—(Optional) Restart the MPLS Periodic Traceroute process.

mspd—(Optional) Restart the Multiservice process.
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multicast-snooping—(EXSeries switches andMXSeries routers only) (Optional) Restart

themulticast snoopingprocess,whichmakesLayer2devices, suchasVLANswitches,

aware of Layer 3 information, such as the media access control (MAC) addresses

of members of a multicast group.

named-service—(Optional) Restart the DNS Server process, which is used by a router or

a switch to resolve hostnames into addresses.

network-access-service—(J Series routers and QFX Series only) (Optional) Restart the

network access process, which provides the router's Challenge Handshake

Authentication Protocol (CHAP) authentication service.

nfsd-service—(Optional)Restart theRemoteNFSServerprocess,whichprovides remote

file access for applications that need NFS-based transport.

packet-triggered-subscribers—(Optional) Restart the packet-triggered subscribers and

policy control (PTSP) process, which allows the application of policies to dynamic

subscribers that are controlled by a subscriber termination device.

peer-selection-service—(Optional) Restart the Peer Selection Service process.

pgcp-service—(Optional) Restart the pgcpd service process running on the Routing

Engine. This optiondoesnot restart pgcpdprocesses runningonmobile stationPICs.

To restart pgcpd processes running onmobile station PICs, use the services pgcp

gateway option.

pgm—(Optional) Restart the process that implements the Pragmatic General Multicast

(PGM) protocol for assisting in the reliable delivery of multicast packets.

pic-services-logging—(Optional) Restart the logging process for some PICs. With this

process, also known as fsad (the file system access daemon), PICs send special

logging information to the Routing Engine for archiving on the hard disk.

pki-service—(Optional) Restart the PKI Service process.

ppp—(Optional) Restart the Point-to-Point Protocol (PPP) process, which is the

encapsulationprotocol process for transporting IP traffic acrosspoint-to-point links.

ppp-service—(Optional) Restart the Universal Edge PPP process, which is the

encapsulation protocol process for transporting IP traffic across Universal Edge

routers.

pppoe—(Optional) Restart the Point-to-Point Protocol over Ethernet (PPPoE) process,

which combines PPP that typically runs over broadband connections with the

Ethernet link-layer protocol that allows users to connect to a network of hosts over

a bridge or access concentrator.

protected-system-domain-service—(Optional) Restart the Protected System Domain

(PSD) process.

redundancy-interface-process—(Optional) Restart the ASP redundancy process.
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remote-operations—(Optional) Restart the remote operations process, which provides

the ping and traceroute MIBs.

root-system-domain-service—(Optional)Restart theRootSystemDomain (RSD)service.

routing—(ACXSeries routers, QFXSeries, EXSeries switches, andMXSeries routers only)

(Optional) Restart the routing protocol process.

routing <logical-system logical-system-name>—(Optional) Restart the routing protocol

process, which controls the routing protocols that run on the router or switch and

maintains the routing tables. Optionally, restart the routing protocol process for the

specified logical system only.

sampling—(Optional) Restart the sampling process, which performs packet sampling

based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—(Optional)Restart thesessionbordercontroller (SBC)process

of the border signaling gateway (BSG).

scc—(TXMatrix routers only) (Optional) Restart the software process on the TXMatrix

router (or switch-card chassis).

sdk-service—(Optional) Restart the SDK Service process, which runs on the Routing

Engine and is responsible for communications between the SDK application and

Junos OS. Although the SDK Service process is present on the router, it is turned off

by default.

secure-neighbor-discovery—(QFXSeries, EXSeries switches, andMXSeries routers only)

(Optional) Restart the secure Neighbor Discovery Protocol (NDP) process, which

provides support for protecting NDPmessages.

sfc number—(TXMatrix Plus routers only) (Optional) Restart the software process on

the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.

service-deployment—(Optional) Restart the service deployment process, which enables

Junos OS to work with the Session and Resource Control (SRC) software.

services—(Optional) Restart a service.

servicespgcpgatewaygateway-name—(Optional)Restart thepgcpdprocess for a specific

border gateway function (BGF) running on an MS-PIC. This option does not restart

the pgcpd process running on the Routing Engine. To restart the pgcpd process on

the Routing Engine, use the pgcp-service option.

sflow-service—(EX Series switches only) (Optional) Restart the flow sampling (sFlow

technology) process.

snmp—(Optional) Restart the SNMP process, which enables the monitoring of network

devices from a central location and provides the router's or switch’s SNMPmaster

agent.
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soft—(Optional) Reread and reactivate the configuration without completely restarting

the software processes. For example, BGP peers stay up and the routing table stays

constant. Omitting this option results in a graceful restart of the software process.

static-subscribers—(Optional) Restart the static subscribers process, which associates

subscribers with statically configured interfaces and provides dynamic service

activation and activation for these subscribers.

statistics-service—(Optional) Restart the process that manages the Packet Forwarding

Engine statistics.

subscriber-management—(Optional) Restart the Subscriber Management process.

subscriber-management-helper—(Optional)Restart theSubscriberManagementHelper

process.

tunnel-oamd—(Optional)Restart theTunnelOAMprocess,whichenables theOperations,

Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol

tunneling (L2PT) allows service providers to sendLayer 2PDUsacross theprovider’s

cloud and deliver them to Juniper Networks EX Series Ethernet Switches that are

not part of the local broadcast domain.

usb-control—(J Series routers and MX Series routers only) (Optional) Restart the USB

control process.

vrrp—(ACX Series routers, EX Series switches, and MX Series routers only) (Optional)

Restart the Virtual Router Redundancy Protocol (VRRP) process, which enables

hosts on a LAN tomake use of redundant routing platforms on that LANwithout

requiring more than the static configuration of a single default route on the hosts.

web-management—(J Series routers, QFX Series, EX Series switches, and MX Series

routers only) (Optional) Restart theWebmanagement process.

Required Privilege
Level

reset

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands on page 73•

List of Sample Output restart interfaces on page 459

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

restart interfaces

user@host> restart interfaces
interfaces process terminated
interfaces process restarted
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rollback

Syntax rollback <number | rescue>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Return toapreviously committedconfiguration.Thesoftwaresaves the last50committed

configurations, including the rollback number, date, time, and name of the user who

issued the commit configuration command.

The currently operational JunosOS configuration is stored in the file juniper.conf, and the

last three committed configurations are stored in the files juniper.conf.1, juniper.conf.2,

and juniper.conf.3. These four files are located in the directory /config, which is on the

router’s flash drive. The remaining 46 previous committed configurations, the files

juniper.conf.4 through juniper.conf.49, are stored in the directory /var/db/config, which

is on the router’s hard disk.

During rollback, the configuration you specify is loaded from the associated file. Only

objects in the rollback configuration that differ from the previously loaded configuration

are marked as changed (equivalent to load update).

Options none (Optional)—Return to the most recently saved configuration.

number—(Optional) Configuration to return to. The range of values is from 0 through 49.

The most recently saved configuration is number 0, and the oldest saved configuration

is number 49. The default is 0.

rescue—(Optional) Return to the rescue configuration.

Required Privilege
Level

rollback—To roll back to configurations other than the onemost recently committed.

Related
Documentation

Returning to a Previously Committed Junos OS Configuration on page 1137•

• Creating and Returning to a Rescue Configuration on page 1132
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save

Syntax save filename

QFX Series save (dhcp-snooping filename)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Save the configuration to anASCII file. The contents of the current level of the statement

hierarchy (and below) are saved, along with the statement hierarchy containing it. This

allows a section of the configuration to be saved, while fully specifying the statement

hierarchy.

When saving a file to a remote system, the software uses the scp/ssh protocol.

Options filename—Nameof the saved file. Youcanspecify a filename inoneof the followingways:

• filename—File in the user’s home directory (the current directory) on the local flash

drive.

• path/filename—File on the local flash drive.

• /var/filename or /var/path/filename—File on the local hard disk.

• a:filenameora:path/filename—Fileon the local drive. Thedefault path is / (the root-level

directory). The removable media can be in MS-DOS or UNIX (UFS) format.

• hostname:/path/filename, hostname:filename, hostname:path/filename, or scp://

hostname/path/filename—File on an scp/ssh client. This form is not available in the

worldwide version of Junos OS. The default path is the user’s home directory on the

remote system. You can also specify hostname as username@hostname.

• ftp://hostname/path/filename—File on an FTP server. You can also specify hostname

as username@hostname or username:password@hostname. The default path is the

user’s home directory. To specify an absolute path, the path must start with the string

%2F; for example, ftp://hostname/%2Fpath/filename. To have the systemprompt you

for the password, specify prompt in place of the password. If a password is required,

and you do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net//filename
file copy ftp.hostname.net: Not logged in.
user@host> file copy ftp://username:prompt@ftphostname.net//filename

Password for username@ftp.hostname.net:

• http://hostname/path/filename—File on a Hypertext Transfer Protocol (HTTP) server.

You can also specify hostname as username@hostname or

username:password@hostname. If a password is required and you omit it, you are

prompted for it.

• re0:/path/filename or re1:/path/filename—File on a local Routing Engine.
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Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Deactivating and Reactivating Statements and Identifiers in a Junos Configuration•
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show app-engine info

Syntax show app-engine info
<compute-cluster compute-cluster-name>
<compute-cluster compute-cluster-name compute-node compute-node-name>

Release Information Command introduced Junos OS Release 12.3.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Show the basic information of a compute node.

Options compute-cluster-name—(Optional) Name of the compute cluster.

compute-node-name—(Optional)Nameof thecomputenode.Specifyingacompute-node

alonewill not return any result. Always specify the compute-cluster with a compute

node.

Additional Information In the operational mode of the CLI when you type ? for a name, for example a
compute-node name, you would expect to get a list of available compute nodes plus

the option to type in a name not listed. This is the auto-complete feature in the CLI.

However, in JunosV App Engine, , if you specify compute cluster and compute node in

the operational command, the auto-complete works only if the compute cluster is put

before the compute node.

For commands with an optional compute-cluster compute-cluster-name option, if that

option is omitted, the command will be executed on all compute nodes of all compute

clusters. For commands with an optional compute-node compute-node-name option, if

that option is omitted, the command will be executed on all compute nodes of the

specified compute cluster.

Required Privilege
Level

view

Related
Documentation

show app-engine status•

• show app-engine resource-usage

• show app-engine processes compute-cluster compute-node

List of Sample Output show app-engine info on page 464
show app-engine info compute-cluster compute-node on page 464
show app-engine info (Command failed) on page 464
show app-engine info (QFX5100 Switch) on page 465

Output Fields For a description of the output fields, see Table 52 on page 464. Output fields are listed

in the approximate order in which they appear.
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Table 52: show app-engine info Output Fields

Field DescriptionField Name

Name of the compute cluster.Compute cluster

Name of the compute node.Compute node

Model name of the compute node.Model

Kernel releaseof theLinuxwhich thecomputenode is running.Kernel release

Themachine architecture of the compute node.Machine

Themanagement IP address of the compute node.Management IP

Sample Output

show app-engine info

In the followingexample, notice therearemultiplecomputeclustersandmultiplecompute

nodes shown because there was no compute cluster or compute node specified in the

command.

user@host> show app-engine info
Compute cluster: cluster1
  Compute node      Model          Kernel release    Machine   Management IP
  cn2               VXE1001        2.6.18-238.el5    x86_64    192.168.1.29/24  

Compute cluster: new-cluster
  Compute node      Model          Kernel release    Machine   Management IP
  new-node          --- Offline ---                            10.1.1.1/24      

show app-engine info compute-cluster compute-node

The output when the optional compute-cluster and compute-node options are used is

the same (bothonline andoffline) as for the showapp-engine info commandexcept that

basic information is displayed for only the compute node specified in the command.

user@host> show app-engine info compute-cluster cluster1 compute-node cn2
Compute cluster: cluster1
  Compute node      Model          Kernel release    Machine   Management IP
  cn2               VXE1001        2.6.18-238.el5    x86_64    192.168.1.29/24  

user@host> show app-engine info compute-cluster new-cluster compute-node new-node
Compute cluster: new-cluster
  Compute node      Model          Kernel release    Machine   Management IP
  new-node          --- Offline ---                            10.1.1.1/24      

show app-engine info (Command failed)

user@host> show app-engine info compute-cluster new-cluster compute-node new-node
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Compute cluster: new-cluster
  Compute node      Model          Kernel release    Machine   Management IP
  new-node          --- Error getting information ---          10.1.1.1/24  

show app-engine info (QFX5100 Switch)

user@switch> show app-engine info
Compute cluster: default-cluster
  Compute node      Model          Kernel release    Machine   Management IP
  default-node      QFX            2.6.32-279.22.1.el6.x86_64x86_64 192.168.1.1/24
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show chassis alarms

Syntax show chassis alarms

Syntax (TXMatrix
Routers)

show chassis alarms
<lcc number | scc>

Syntax(TXMatrixPlus
Routers)

show chassis alarms
<lcc number | sfc number>

Syntax (MX Series
Routers)

show chassis alarms
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010, andMX2020

show chassis alarms

3D Universal Edge
Routers)

Syntax (QFX Series) show chassis alarms
<interconnect-device name>
<node-device name>

Syntax (PTX Series
Packet Transport

Routers)

show chassis alarms

Syntax (ACX Series
Universal Access

Routers)

show chassis alarms

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option for the TXMatrix Plus router introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display information about the conditions that have been configured to trigger alarms.

Options none—Display information about the conditions that have been configured to trigger

alarms.

all-members—(MX Series routers only) (Optional) Display information about alarm

conditions for all the member routers of the Virtual Chassis configuration.
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interconnect-devicename—(QFabric systemsonly) (Optional)Display informationabout

alarm conditions for the Interconnect device.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display information about alarm conditions

for the local Virtual Chassis member.

membermember-id—(MXSeries routersonly) (Optional)Display informationaboutalarm

conditions for the specified member of the Virtual Chassis configuration. Replace

member-id variable with a value of 0 or 1.

node-device name—(QFabric systems only) (Optional) Display information about alarm

conditions for the Node device.

scc—(TXMatrix router only) (Optional) Show information about the TXMatrix router

(switch-card chassis).

sfc number—(TXMatrix Plus router only) (Optional) Show information about the

respective TXMatrix Plus router, which is the switch-fabric chassis. Replace number

variable with 0.

Additional Information You cannot clear the alarms for chassis components. Instead, youmust remedy the

cause of the alarm. When a chassis alarm LED is lit, it indicates that you are running the

router or switch in a manner that we do not recommend.

On routers, you canmanually silence external devices connected to the alarm relay

contacts by pressing the alarm cutoff button, located on the craft interface. Silencing

the device does not remove the alarmmessages from the display (if present on the

router) or extinguish the alarm LEDs. In addition, new alarms that occur after you silence

an external device reactivate the external device.

In Junos OS release 11.1 and later, alarms for fans also show the slot number of the fans

in the CLI output.

In Junos OS Release 11.2 and later, the command output on EX8200 switches shows the

detailed location (Plane/FPC/PFE) for link errors in the chassis.
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In Junos OS Release 10.2 and later, an alarm is shown on T Series routers for a standby

sonic clock generator (SCG) that is offline or absent.

Youmay often see the following error messages, in which only the error code is shown

and no other information is provided:

Apr 1208:04:10 send: red alarm set, device FPC6, reason FPC6Major Errors - Error code:
257
Apr 12 08:04:19 send: red alarm set, device FPC 1, reason FPC 1 Major Errors - Error code:
559

TounderstandwhatCM_ALARMerror codesmean, youneed to first identify the structure

of the CM Alarm codes. A CM_ALARM code has the following structure:

Error type:Bits:

Major (1)1-31

Minor (0)0

According to the table above, the LSB (bit 0) identifies the Error Type (major alarm, if
the bit is set andminor alarm if the bit is unset). The rest of the bits (1 - 31) identify the

actual error code.

Take an example of the following error code, which was logged on a T1600:

Apr 12 08:04:10 send: red alarm set, device FPC 1, reason FPC 1 Major Errors - Error code:
559

First, you have to convert 559 to binary; that is 1000101111. The LSB in this case is 1, which
means that this is a major alarm. After removing the LSB, you are left with 100010111,
which is equal to 279 in decimal. This is the actual error code, its meaning can be found

from the following list:

CodeChip Type: L Chip

1CMALARM_LCHIP_LOUT_DESRD_PARITY_ERR

2CMALARM_LCHIP_LOUT_DESRD_UNINIT_ERR

3CMALARM_LCHIP_LOUT_DESRD_ILLEGALLINK_ERR

4CMALARM_LCHIP_LOUT_DESRD_ILLEGALSIZE_ERR

5CMALARM_LCHIP_LOUT_HDRF_TOERR_ERR

6CMALARM_LCHIP_LOUT_HDRF_PARITY_ERR

7CMALARM_LCHIP_LOUT_HDRF_UCERR_ERR

8CMALARM_LCHIP_LOUT_NLIF_CRCDROP_ERR
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9CMALARM_LCHIP_LOUT_NLIF_CRCERR_ERR

10CMALARM_LCHIP_UCODE_TIMEOUT_ERR

11CMALARM_LCHIP_LIN_SRCTL_ACCT_DROP_ERR

12CMALARM_LCHIP_LIN_SRCTL_ACCT_ADDR_SIZE_ERR

13CMALARM_LCHIP_SRAM_PARITY_ERR

14CMALARM_LCHIP_UCODE_OVFLW_ERR

15CMALARM_LCHIP_LOUT_HDRF_MTU_ERR

CodeChip Type: M Chip

128CMALARM_MCHIP_ECC_UNCORRECT_ERR

CodeChip Type: N Chip

256CMALARM_NCHIP_RDDMA_JBUS_TIMEOUT_ERR

257CMALARM_NCHIP_RDDMA_FIFO_OVFLW_ERR

258CMALARM_NCHIP_RDDMA_FIFO_UNFLW_ERR

259CMALARM_NCHIP_RDDMA_SIZE_ERR

260CMALARM_NCHIP_RDDMA_JBUS_CRC_ERR

261CMALARM_NCHIP_WRDMA_PKTR_ERR

262CMALARM_NCHIP_WRDMA_PKT_CRC_ERR

263CMALARM_NCHIP_WRDMA_JBUS_TIMEOUT_ERR

264CMALARM_NCHIP_WRDMA_FIFO_OVFLW_ERR

265CMALARM_NCHIP_WRDMA_FIFO_UNFLW_ERR

266CMALARM_NCHIP_WRDMA_PKT_LEN_ERR

267CMALARM_NCHIP_WRDMA_JBUS_CRC_ERR

268CMALARM_NCHIP_PKTR_DMA_AGE_ERR

269CMALARM_NCHIP_PKTR_ICELLSIG_ERR

270CMALARM_NCHIP_PKTR_FTTL_ERR
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271CMALARM_NCHIP_RODR_OFFSET_OVFLW_ERR

272CMALARM_NCHIP_PKTR_TMO_CELL_ERR

273CMALARM_NCHIP_PKTR_TMO_OUTRANGE_ERR

274CMALARM_NCHIP_PKTR_MD_REQUEST_Q_OVFLW_ERR

275CMALARM_NCHIP_PKTR_DMA_BUFFER_OVFLW_ERR

276CMALARM_NCHIP_PKTR_GRT_OVFLW_ERR

277CMALARM_NCHIP_FRQ_ERR

278CMALARM_NCHIP_RODR_IN_Q_OVFLW_ERR

279CMALARM_NCHIP_DBUF_CRC_ERR

CodeChip Type: R Chip

512CMALARM_RCHIP_SRAM_PARITY_ERR

CodeChip Type: R Chip

601CMALARM_ICHIP_WO_DESRD_ID_ERR

602CMALARM_ICHIP_WO_DESRD_DATA_ERR

603CMALARM_ICHIP_WO_DESRD_OFLOW_ERR

604CMALARM_ICHIP_WO_HDRF_UCERR_ERR

605CMALARM_ICHIP_WO_HDRF_MTUERR_ERR

606CMALARM_ICHIP_WO_HDRF_PARITY_ERR

607CMALARM_ICHIP_WO_HDRF_TOERR_ERR

608CMALARM_ICHIP_WO_IP_CRC_ERR

609CMALARM_ICHIP_WO_IP_INTER_ERR

625CMALARM_ICHIP_WI_WAN_TIMEOUT_ERR

626CMALARM_ICHIP_WI_FAB_TIMEOUT_ERR

630CMALARM_ICHIP_RLDRAM_BIST_ERR

631CMALARM_ICHIP_SDRAM_BIST_ERR
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632CMALARM_ICHIP_RLDRAM_PARITY_ERR

633CMALARM_ICHIP_SDRAM_UNCORRECT_ERR

634CMALARM_ICHIP_SDRAM_CORRECT_ERR

635CMALARM_ICHIP_FUSE_DONE_ERR

According to the table above, the 279 error code corresponds to
CMALARM_NCHIP_DBUF_CRC_ERR; this means that new CRC errors were seen on the

NCHIP of this particular FPC, which is FPC as per the logs.

If you do notwant to convert decimal to binary and vice versa, youmay use the following

shortcut:

For major alarms, the Actual Error Code = (Error Code - 1)/2, where Error Code is the
code that you get in the log message. For example, if you get the following log:

Apr 12 08:04:10 send: red alarm set, device FPC 6, reason FPC 6Major Errors - Error
code: 257

Actual Error Code= (257-1)/2= 128. Similarly, forminor alarms, Actual Error Code= (Error

Code)/2

Required Privilege
Level

view

Related
Documentation

Configuring an Alarm Entry and Its Attributes•

• Chassis Conditions That Trigger Alarms

List of Sample Output show chassis alarms (Alarms Active) on page 472
show chassis alarms (No Alarms Active) on page 472
show chassis alarms (Fan Tray) on page 472
show chassis alarms (MX104 Router) on page 472
show chassis alarms (MX2010 Router) on page 472
show chassis alarms (MX2020 Router) on page 473
show chassis alarms (T4000 Router) on page 473
show chassis alarms (Unreachable Destinations Present on a T Series
Router) on page 473
show chassis alarms (FPCOffline Due to Unreachable Destinations on a T Series
Router) on page 473
show chassis alarms (SCG Absent on a T Series Router) on page 474
show chassis alarms (Alarms Active on a TXMatrix Router) on page 474
show chassis alarms (TXMatrix Plus router with 3D SIBs) on page 474
showchassisalarms(AlarmsonaT4000RouterAfter theenhanced-modeStatement
is Enabled) on page 475
show chassis alarms (Backup Routing Engine) on page 475
show chassis alarms (Alarms Active on the QFX Series) on page 475
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showchassisalarmsnode-device (AlarmsActiveon theQFabricSystem)onpage475
show chassis alarms (Alarms Active on the QFabric System) on page 476
show chassis alarms (Alarms Active on an EX8200 Switch) on page 476
show chassis alarms (Alarms Active on a PTX5000 Packet Transport
Router) on page 476
show chassis alarms (Alarms Active on an ACX2000Universal Access
Router) on page 477

Output Fields Table53onpage472 lists theoutput fields for theshowchassisalarmscommand.Output

fields are listed in the approximate order in which they appear.

Table 53: show chassis alarms Output Fields

Field DescriptionField Name

Date and time the alarmwas first recorded.Alarm time

Severity class for this alarm:Minor orMajor.Class

Information about the alarm.Description

Sample Output

show chassis alarms (Alarms Active)

user@host> show chassis alarms
3 alarms are currently active
Alarm time               Class  Description
2000-02-07 10:12:22 UTC Major fxp0: ethernet link down 
2000-02-07 10:11:54 UTC Minor YELLOW ALARM - PEM 1 Removed 
2000-02-07 10:11:03 UTC Minor YELLOW ALARM - Lower Fan Tray Removed

show chassis alarms (No Alarms Active)

user@host> show chassis alarms
No alarms are currently active

show chassis alarms (Fan Tray)

user@host> show chassis alarms
4 alarms currently active
Alarm time               Class  Description
2010-11-11 20:27:38 UTC  Major  Side Fan Tray 7 Failure
2010-11-11 20:27:13 UTC  Minor  Side Fan Tray 7 Overspeed
2010-11-11 20:27:13 UTC  Major  Side Fan Tray 5 Failure
2010-11-11 20:27:13 UTC  Major  Side Fan Tray 0 Failure

show chassis alarms (MX104 Router)

user@host >show chassis alarms
1 alarms currently active
Alarm time               Class  Description
2013-06-05 14:43:31 IST  Minor  Backup RE Active

show chassis alarms (MX2010 Router)

user@host> show chassis alarms
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7 alarms currently active
Alarm time               Class  Description
2012-08-07 00:46:06 PDT  Major  Fan Tray 2 Failure
2012-08-06 18:24:36 PDT  Minor  Redundant feed missing for PSM 6
2012-08-06 07:41:04 PDT  Minor  Redundant feed missing for PSM 8
2012-08-04 02:42:06 PDT  Minor  Redundant feed missing for PSM 5
2012-08-03 21:14:24 PDT  Minor  Loss of communication with Backup RE
2012-08-03 12:26:03 PDT  Minor  Redundant feed missing for PSM 4
2012-08-03 10:40:18 PDT  Minor  Redundant feed missing for PSM 7

show chassis alarms (MX2020 Router)

user@host> show chassis alarms
1 alarms currently active
Alarm time Class Description
2012-10-03 12:14:59 PDT Minor Plane 0 not online

show chassis alarms (T4000 Router)

user@host> show chassis alarms
9 alarms currently active
Alarm time               Class  Description
2007-06-02 01:41:10 UTC  Minor  RE 0 Not Supported
2007-06-02 01:41:10 UTC  Minor  CB 0 Not Supported
2007-06-02 01:41:10 UTC  Minor  Mixed Master and Backup RE types
2007-05-30 19:37:33 UTC  Major  SPMB 1 not online
2007-05-30 19:37:29 UTC  Minor  Front Bottom Fan Tray Absent
2007-05-30 19:37:13 UTC  Major  PEM 1 Input Failure
2007-05-30 19:37:13 UTC  Major  PEM 0 Not OK
2007-05-30 19:37:03 UTC  Major  PEM 0 Improper for Platform
2007-05-30 19:37:03 UTC  Minor  Backup RE Active

show chassis alarms (Unreachable Destinations Present on a T Series Router)

user@host> show chassis alarms
10 alarms currently active
Alarm time               Class  Description
2011-08-30 18:43:53 PDT  Major  FPC 7 has unreachable destinations
2011-08-30 18:43:53 PDT  Major  FPC 5 has unreachable destinations
2011-08-30 18:43:52 PDT  Major  FPC 3 has unreachable destinations
2011-08-30 18:43:52 PDT  Major  FPC 2 has unreachable destinations
2011-08-30 18:43:52 PDT  Minor  SIB 0 Not Online
2011-08-30 18:43:33 PDT  Minor  SIB 4 Not Online
2011-08-30 18:43:28 PDT  Minor  SIB 3 Not Online
2011-08-30 18:43:05 PDT  Minor  SIB 2 Not Online
2011-08-30 18:43:28 PDT  Minor  SIB 1 Not Online
2011-08-30 18:43:05 PDT  Major  PEM 1 Not Ok

show chassis alarms (FPCOffline Due to Unreachable Destinations on a T Series Router)

user@host> show chassis alarms
10 alarms currently active
Alarm time               Class  Description
2011-08-30 18:43:53 PDT  Major  FPC 7 offline due to unreachable destinations
2011-08-30 18:43:53 PDT  Major  FPC 5 offline due to unreachable destinations
2011-08-30 18:43:52 PDT  Major  FPC 3 offline due to unreachable destinations
2011-08-30 18:43:52 PDT  Major  FPC 2 offline due to unreachable destinations
2011-08-30 18:43:52 PDT  Minor  SIB 0 Not Online
2011-08-30 18:43:33 PDT  Minor  SIB 4 Not Online
2011-08-30 18:43:28 PDT  Minor  SIB 3 Not Online
2011-08-30 18:43:05 PDT  Minor  SIB 2 Not Online
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2011-08-30 18:43:28 PDT  Minor  SIB 1 Not Online
2011-08-30 18:43:05 PDT  Major  PEM 1 Not Ok

show chassis alarms (SCG Absent on a T Series Router)

user@host> show chassis alarms
4 alarms currently active
Alarm time               Class  Description
2011-01-23 21:42:46 PST  Major  SCG 0 NO EXT CLK MEAS-BKUP SCG ABS

show chassis alarms (Alarms Active on a TXMatrix Router)

user@host> show chassis alarms
scc-re0:
--------------------------------------------------------------------------
8 alarms currently active
Alarm time               Class  Description
2004-08-05 18:43:53 PDT  Minor  LCC 0 Minor Errors
2004-08-05 18:43:53 PDT  Minor  SIB 3 Not Online
2004-08-05 18:43:52 PDT  Major  SIB 2 Absent
2004-08-05 18:43:52 PDT  Major  SIB 1 Absent
2004-08-05 18:43:52 PDT  Major  SIB 0 Absent
2004-08-05 18:43:33 PDT  Major  LCC 2 Major Errors
2004-08-05 18:43:28 PDT  Major  LCC 0 Major Errors
2004-08-05 18:43:05 PDT  Minor  LCC 2 Minor Errors
lcc0-re0:
--------------------------------------------------------------------------
5 alarms currently active
Alarm time               Class  Description
2004-08-05 18:43:53 PDT  Minor  SIB 3 Not Online
2004-08-05 18:43:49 PDT  Major  SIB 2 Absent
2004-08-05 18:43:49 PDT  Major  SIB 1 Absent
2004-08-05 18:43:49 PDT  Major  SIB 0 Absent
2004-08-05 18:43:28 PDT  Major  PEM 0 Not OK
lcc2-re0:
--------------------------------------------------------------------------
5 alarms currently active
Alarm time               Class  Description
2004-08-05 18:43:35 PDT  Minor  SIB 3 Not Online
2004-08-05 18:43:33 PDT  Major  SIB 2 Absent
2004-08-05 18:43:33 PDT  Major  SIB 1 Absent
2004-08-05 18:43:33 PDT  Major  SIB 0 Absent
2004-08-05 18:43:05 PDT  Minor  PEM 1 Absent

show chassis alarms (TXMatrix Plus router with 3D SIBs)

user@host> show chassis alarms
sfc0-re0:
--------------------------------------------------------------------------
Alarm time               Class  Description
2012-07-19 10:07:32 UTC  Minor  SIB F13 0 Temperature Warm
2012-07-19 10:07:07 UTC  Minor  SIB F2S 0/6 Temperature Warm
2012-07-19 10:07:07 UTC  Minor  SIB F2S 0/4 Temperature Warm
2012-07-19 10:07:07 UTC  Minor  SIB F2S 0/2 Temperature Warm
2012-07-19 10:07:07 UTC  Minor  SIB F2S 0/0 Temperature Warm
2012-07-19 10:07:07 UTC  Minor  SIB F13 6 Temperature Warm
2012-07-19 10:06:42 UTC  Minor  SIB F2S 2/6 Temperature Warm
2012-07-19 10:06:42 UTC  Minor  SIB F2S 2/4 Temperature Warm
2012-07-19 10:06:42 UTC  Minor  SIB F2S 2/2 Temperature Warm
2012-07-19 10:06:42 UTC  Minor  SIB F2S 2/0 Temperature Warm
2012-07-19 10:06:42 UTC  Minor  SIB F13 3 Temperature Warm
2012-07-19 10:06:17 UTC  Minor  Temperature Warm
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2012-07-19 10:06:17 UTC  Minor  SIB F2S 1/6 Temperature Warm
2012-07-19 10:06:17 UTC  Minor  SIB F2S 1/4 Temperature Warm
2012-07-19 10:06:17 UTC  Minor  SIB F2S 1/2 Temperature Warm
2012-07-19 10:06:17 UTC  Minor  SIB F2S 1/0 Temperature Warm
lcc0-re0:
--------------------------------------------------------------------------
Alarm time               Class  Description
2012-07-19 10:04:13 UTC  Minor  Temperature Warm
2012-07-19 10:04:13 UTC  Minor  SIB 2 Temperature Warm
2012-07-19 10:04:13 UTC  Minor  SIB 1 Temperature Warm
2012-07-19 10:04:13 UTC  Minor  SIB 0 Temperature Warm

lcc2-re0:
--------------------------------------------------------------------------
Alarm time               Class  Description
2012-07-19 10:04:18 UTC  Minor  Temperature Warm
2012-07-19 10:04:18 UTC  Minor  SIB 2 Temperature Warm
2012-07-19 10:04:18 UTC  Minor  SIB 1 Temperature Warm
2012-07-19 10:04:18 UTC  Minor  SIB 0 Temperature Warm

show chassis alarms (Alarms on a T4000 Router After the enhanced-mode Statement is Enabled)

To enable improved virtual private LAN service (VPLS) MAC address learning on T4000

routers, youmust include the enhanced-mode statement at the [edit chassis

network-services] hierarchy level and reboot the router. When router reboots, only the

T4000 Type 5 FPCs are required to be present on the router. If there are any other FPCs

(apart from T4000 Type 5 FPCs) on the T4000 router, such FPCs become offline, and

FPCmisconfiguration alarms are generated. The show chassis alarm command output

displays FPCmisconfiguration (FPC fpc-slotmisconfig) as the reason for the generation

of the alarms.

user@host> show chassis alarms
2 alarms currently active
  Alarm time               Class  Description
  2011-10-22 10:10:47 PDT  Major  FPC 1 misconfig 
  2011-10-22 10:10:46 PDT  Major  FPC 0 misconfig  

show chassis alarms (Backup Routing Engine)

user@host> show chassis alarms
2 alarms are currently active
Alarm time               Class  Description
2005-04-07 10:12:22 PDT  Minor  Host 1 Boot from alternate media
2005-04-07 10:11:54 PDT  Major  Host 1 compact-flash missing in Boot List

show chassis alarms (Alarms Active on the QFX Series)

user@switch> show chassis alarms
1 alarms currently active
Alarm time               Class  Description
2012-03-05 2:10:24 UTC  Major  FPC 0 PEM 0 Airflow not matching Chassis Airflow

show chassis alarms node-device (Alarms Active on the QFabric System)

user@switch> show chassis alarms node-device ED3691
node-device ED3694
3 alarms currently active
Alarm time               Class  Description
2011-08-24 16:04:15 UTC  Major  ED3694:fte-0/1/2: Link down
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2011-08-24 16:04:14 UTC  Major  ED3694:fte-0/1/0: Link down
2011-08-24 14:21:14 UTC  Major  ED3694 PEM 0 is not supported/powered

show chassis alarms (Alarms Active on the QFabric System)

user@switch> show chassis alarms
IC-A0001:
--------------------------------------------------------------------------
1 alarms currently active
Alarm time               Class  Description
2011-08-24 16:04:15 UTC  Minor  Backup RE Active

ED3694:
--------------------------------------------------------------------------
3 alarms currently active
Alarm time               Class  Description
2011-08-24 16:04:15 UTC  Major  ED3694:fte-0/1/2: Link down
2011-08-24 16:04:14 UTC  Major  ED3694:fte-0/1/0: Link down
2011-08-24 14:21:14 UTC  Major  ED3694 PEM 0 is not supported/powered

SNG-0:
--------------------------------------------------------------------------

NW-NG-0:
--------------------------------------------------------------------------
1 alarms currently active
Alarm time               Class  Description
2011-08-24 15:49:27 UTC  Major  ED3691 PEM 0 is not supported/powered

show chassis alarms (Alarms Active on an EX8200 Switch)

user@switch> show chassis alarms

6 alarms currently active
Alarm time               Class  Description
2010-12-02 19:15:22 UTC  Major  Fan Tray Failure
2010-12-02 19:15:22 UTC  Major  Fan Tray Failure
2010-12-02 19:15:14 UTC  Minor  Check CB 0 Fabric Chip 1 on Plane/FPC/PFE: 1/5/0,
 1/5/1, 1/5/2, 1/5/3, 1/7/0, 1/7/1, 1/7/2, 1/7/3, 2/5/0, 2/5/1, ...
2010-12-02 19:15:14 UTC  Minor  Check CB 0 Fabric Chip 0 on Plane/FPC/PFE: 1/5/0,
 1/5/1, 1/5/2, 1/5/3, 1/7/0, 1/7/1, 1/7/2, 1/7/3, 2/5/0, 2/5/1, ...
2010-12-02 19:14:18 UTC  Major  PSU 1 Output Failure
2010-12-02 19:14:18 UTC  Minor  Loss of communication with Backup RE

show chassis alarms (Alarms Active on a PTX5000 Packet Transport Router)

user@switch> show chassis alarms

23 alarms currently active
Alarm time               Class  Description
2011-07-12 16:22:05 PDT  Minor  No Redundant Power for Rear Chassis
2011-07-12 16:22:05 PDT  Major  PDU 0 PSM 1 Not OK
2011-07-12 16:21:57 PDT  Minor  No Redundant Power for Fan 0-2
2011-07-12 16:21:57 PDT  Major  PDU 0 PSM 0 Not OK
2011-07-12 15:56:06 PDT  Major  PDU 1 PSM 2 Not OK
2011-07-12 15:56:06 PDT  Minor  No Redundant Power for FPC 0-7
2011-07-12 15:56:06 PDT  Major  PDU 0 PSM 3 Not OK
2011-07-12 15:28:20 PDT  Major  PDU 0 PSM 2 Not OK
2011-07-12 15:19:14 PDT  Minor  Backup RE Active
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show chassis alarms (Alarms Active on an ACX2000Universal Access Router)

user@host> show chassis alarms
7 alarms currently active
Alarm time               Class  Description
2012-05-22 11:19:09 UTC  Major  xe-0/3/1: Link down
2012-05-22 11:19:09 UTC  Major  xe-0/3/0: Link down
2012-05-22 11:19:09 UTC  Major  ge-0/1/7: Link down
2012-05-22 11:19:09 UTC  Major  ge-0/1/6: Link down
2012-05-22 11:19:09 UTC  Major  ge-0/1/3: Link down
2012-05-22 11:19:09 UTC  Major  ge-0/1/2: Link down
2012-05-22 11:19:09 UTC  Major  ge-0/1/1: Link down
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show chassis beacon

show chassis beacon
(QFX Series)

show chassis beacon
<cb slot-number>
<fpc slot-number>
<interconnect-device name (cb slot-number | fpc slot-number)>
<node-device name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the beacon LED status on a QFX3500 standalone switch, Node device, and an

Interconnect device. You can also display the beacon LED status of the Control Boards

and Flexible PIC Concentrators on the Interconnect device.

Options cb slot-number— (QFabric systems only) (Optional) Display the status of the beacon

LEDs for the Control Board on the Interconnect device.

fpc slot-number— (QFabric systems only) (Optional) Display the status of the beacon

LEDs for the Flexible PIC Concentrator (FPC) on the Interconnect device. (QFX3500

switches only) (Optional) Display the status of the beacon LEDs for the Flexible PIC

Concentrator on the standalone switch.

interconnect-device name— (QFabric systems only) (Optional) Display the status of the

beacon LEDs for the Interconnect device.

node-device name— (QFabric systems only) (Optional) Display the status of the beacon

LEDs for the Node device.

Required Privilege
Level

view

Related
Documentation

request chassis beacon on page 355•

List of Sample Output show chassis beacon (QFX Series) on page 479
show chassis beacon interconnect-device (QFabric System) on page 479
show chassis beacon interconnect-device fpc (QFabric System) on page 479
show chassis beacon node-device (QFabric System) on page 479
show chassis beacon node-device fpc (QFabric System) on page 479

Output Fields Table54onpage478 lists theoutput fields for the showchassisbeaconcommand.Output

fields are listed in the approximate order in which they appear.

Table 54: show chassis led Output Fields

Field DescriptionField Name

FPC slot number of the device whose content is being displayed. On QFX3500
standalone switches, the number is always 0.

Slot
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Table 54: show chassis led Output Fields (continued)

Field DescriptionField Name

Status of the beacon state:

• Off—The beacon isOFF.

• On—The beacon isON.

Beacon State

Sample Output

show chassis beacon (QFX Series)

user@switch> show chassis beacon
Slot            Beacon State
   FPC     0           OFF

show chassis beacon interconnect-device (QFabric System)

user@switch> show chassis beacon interconnect-device interconnect1
Chassis              OFF
CB 0                 OFF
CB 1                 OFF
FC 0 FPC 0           OFF
FC 1 FPC 1           OFF
RC 0 FPC 8           OFF
RC 1 FPC 9           OFF

show chassis beacon interconnect-device fpc (QFabric System)

user@switch> show chassis beacon interconnect-device interconnect1 fpc 0
FPC 0                ON

show chassis beacon node-device (QFabric System)

user@switch> show chassis beacon node-device node1
node1               ON

show chassis beacon node-device fpc (QFabric System)

user@switch> show chassis beacon node-device node1 fpc 0
FPC 0              ON
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show chassis environment

Syntax show chassis environment

Syntax (T320, T640,
T1600, and T4000

Routers)

show chassis environment
<cb cb-slot-number>
<fpc fpc-slot-number>
<fpm>
<pem pem-slot-number>
<routing-engine re-slot-number>
<scg scg-slot-number>
<sib sib-slot-number>

Syntax (TXMatrix
Routers)

show chassis environment
<lcc number | scc>

Syntax(TXMatrixPlus
Routers)

show chassis environment
<cb cb-slot-number>
<cip cip-slot-number>
<fpc fpc-slot-number>
<fpm>
<lcc number>
<pem pem-slot-number>
<routing-engine re-slot-number>
<scg scg-slot-number>
< sfc number>
<sib sib-slot-number>

Syntax (MX Series
Routers)

show chassis environment
<all-members>
<local>
<membermember-id>

Syntax (MX104 3D
Universal Edge

Routers)

show chassis environment
<cb>
<pem pem-slot-number>
<routing-engine re-slot-number>

Syntax (MX2010 and
MX2020 3DUniversal

Edge Routers)

show chassis environment
<adc adc-slot-number>
<cb cb-slot-number>
<fpc fpc-slot-number>
<fpm>
<monitored>
<psm psm-slot-number>
<routing-engine re-slot-number>
<sfb sfb-slot-number>

Syntax (EX8200
Switches)

show chassis environment
<all-members>
<cb cb-slot-number>
<fpc fpc-slot-number>
<local>
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<membermember-id>
<psu psu-slot-number>
<routing-engine re-slot-number>

Syntax (EX Series
Switches except

EX8200)

show chassis environment
<all-members>
<fpc fpc-slot-number>
<local>
<membermember-id>
<power-supply-unit>
<routing-engine>

Syntax (QFX Series) show chassis environment
<cb slot-number <interconnect-device name>>
<fpc slot-number <interconnect-device name>>
<interconnect-device name <slot-number>
<node-device name>
<pem slot-number (interconnect-device name slot-number) | (node-device name)>
<routing-engine name <interconnect-device name slot-number>>

Syntax (PTX Series
Packet Transport

Routers)

show chassis environment
<cb cb-slot-number>
<ccg ccg-slot-number >
<fpc fpc-slot-number>
<fpm>
<monitored>
<pdu pdu-slot-number>
<routing-engine re-slot-number>
<sib sib-slot-number>

Syntax (ACX Series
Universal Access

Routers)

show chassis environment
<cb cb-slot-number>
<pem pem-slot-number>
<routing-engine re-slot-number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

monitored option added in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.1 for T4000 Core Routers.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

pem option introduced in Junos OS Release 12.3 for ACX4000 Universal Access Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display environmental information about the router or switch chassis, including the

temperature and information about the fans, power supplies, and Routing Engine.
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In addition, on ACX4000 routers, display temperature information about the different

channels of aModular Interface Card (MIC). The number of channels displayed depends

on the type of MIC installed.

Options none—Display environmental information about the router or switch chassis. On a TX

Matrix router, display environmental information about the TXMatrix router and its

attachedT640 routers.OnaTXMatrixPlus router, displayenvironmental information

about the TXMatrix Plus router and its attached routers.

all-members—(MXSeries routersandEXSeries switchesonly) (Optional)Display chassis

environmental information for all the members of the Virtual Chassis configuration.

adc adc-slot-number—(MX2020 and MX2010 routers only) (Optional) Display chassis

environmental information for the adapter cards. For MX2020 routers, replace

adc-slot-numberwith a value from 0 through 19. For MX2010 routers, replace

adc-slot-numberwith a value from 0 through 9.

cb cb-slot-number—(ACX Series Universal Access Routers, EX Series switches, M120,

M320, and M40e routers, MX Series routers, MX2020 routers, MX2010 routers, PTX

Series Packet Transport Routers, QFX Series, and T Series routers, and TXMatrix

Plus routers only) (Optional) Display chassis environmental information for the

Control Board. On devices other than EX Series switches, replace cb-slotwith 0 or

1. For the EX Series switches, see EX Series Switches Hardware and CLI Terminology

Mapping for information on CB slot numbering.

cip cip-slot-number—(TXMatrix Plus routers only) (Optional) Display chassis

environmental information for the Connection Interface Panel (CIP). Replace the

cip-slot-number variable with a value of 0 or 1.

cb interconnect-device name—(QFabric systems only) (Optional) Display chassis

environmental information for the Control Board on an Interconnect device.

ccg ccg-slot-number—(PTX Series only) (Optional) Display chassis environmental

information for the Centralized Clock Generator. Replace cb-slotwith a value of 0

or 1.

fpc fpc-slot—(EX Series switches, M120, M320, and M40e routers, MX Series routers,

MX2010 routers, MX2020 routers, PTX Series Packet Transport Routers, QFX Series,

QFX3500 switches, QFabric systems, T Series routers, and TXMatrix Plus routers)

(Optional) Display chassis environmental information for a specified Flexible PIC

Concentrator. For MX2010 routers, replace fpc-slotwith a value from 0 through 9.

ForMX2020 routers, replace fpc-slotwith a value from0 through 19. For information

about FPC numbering, see show chassis environment fpc. On a QFabric system,
display chassis environmental information for a specified Flexible PIC Concentrator

on an Interconnect device. On an EX Series switch, display chassis environmental

information fora specifiedFlexiblePICConcentrator; seeEXSeriesSwitchesHardware

andCLI TerminologyMapping for information on FPCnumbering. On aTXMatrix Plus

router with 3D SIBs replace fpc-slotwith a value from 0 through 63.
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fpm—(M120, M320, and M40e routers, MX2010 routers, MX2020 routers, PTX Series,

Packet Transport Routers, T Series routers, and TXMatrix Plus routers only)

(Optional) Display chassis environmental information for the craft interface (FPM).

interconnect-device name—(QFabric systems only) (Optional) Display chassis

environmental information for the Interconnect device.

monitored—(MX2020 routers andPTXSeries Packet Transport Routers only) (Optional)

Display chassis environmental information for monitored temperatures only.

Temperatures that are not included in temperature alarm computations are not

displayed.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Line-card

chassis number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers and EX Series switches) (Optional) Display chassis

environmental information for the local Virtual Chassis member.

membermember-id—(MXSeries routers and EXSeries switches only) (Optional) Display

chassis environmental information for the specified member of the Virtual Chassis

configuration. OnMX Series routers, replacemember-id variable with a value of 0 or

1. For EX Series switches, seemember for member ID values.

node-device name—(QFabric systems only) (Optional) Display chassis environmental

information for the Node device.

pdu pdu-slot-number—(PTX Series only) (Optional) Display chassis environmental

information for the specified power distribution unit.

pem—(QFX3500 switches and QFabric systems only) (Optional) Display chassis

environmental information for thePowerEntryModuleon the specified Interconnect

device or Node device.

pem pem-slot-number—(ACX Series Universal Access Routers, M120, M320, and M40e

routers, MX Series routers, MX104 routers, QFX Series, and T Series routers only)

(Optional) Display chassis environmental information for the Power Entry Module

on the specified Power Entry Module. For information about the options, see show
chassis environment pem.
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psm psm-slot-number—(MX2020 and MX2010 routers only) (Optional) Display chassis

environmental information for thepower supplymodule. ForMX2020 routers, replace

psm-slot-numberwith a value from 0 through 17. For MX2010 routers, replace

psm-slot-numberwith a value from 0 through 8.

psupsu-slot-number—(EXSeries switchesonly) (Optional)Displaychassis environmental

information for a specified power supply. See EX Series Switches Hardware and CLI

Terminology Mapping for detailed information.

routing-engine—(QFX3500 switches and QFabric systems only) (Optional) Display

chassis environmental information for the Routing Engine on the specified

Interconnect device.

routing-engine re-slot-number—(Optional) Display chassis environmental information

for the specifiedRoutingEngine. For informationabout theoptions, see showchassis
environment routing-engine.

scg—(TSeries routers only) (Optional) Display chassis environmental information about

the SONET Clock Generator.

scc—(TXMatrix routers only) (Optional) Display chassis environmental information

about the TXMatrix router (switch-card chassis).

sfb sfb-slot-number—(MX2020 and MX2010 routers only) (Optional) Display chassis

environmental information for the power supply module. Replace sfb-slot-number

with a value from 0 through 7.

sfc number—(TXMatrix Plus routers only) (Optional) Display chassis environmental

information about the respective TXMatrix Plus router ( switch-fabric chassis).

Replace number variable with 0.

sib sib-slot-number—(M320 routers, PTX Series Packet Transport Routers, and T Series

routers only) (Optional) Display chassis environmental information about the

specified switch interfaceboard. For informationabout theoptions, see showchassis

environment sib.

Required Privilege
Level

view

Related
Documentation

show chassis environment adc•

• show chassis environment cb

• show chassis environment ccg

• show chassis environment cip

• show chassis environment fpc on page 534

• show chassis environment fpm

• show chassis environment lcc

• show chassis environment mcs
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• show chassis environment monitored

• show chassis environment pcg

• show chassis environment pdu

• show chassis environment pem on page 559

• show chassis environment psm

• show chassis environment psu

• show chassis environment routing-engine on page 568

• show chassis environment scg

• show chassis environment sfb

• show chassis environment sib

• show chassis environment sfc

List of Sample Output show chassis environment (J2300 Router) on page 487
show chassis environment (J4300 or J6300 Router) on page 487
show chassis environment (M5 Router) on page 488
show chassis environment (M7i Router) on page 488
show chassis environment (M10 Router) on page 488
show chassis environment (M10i Router) on page 488
show chassis environment (M20 Router) on page 489
show chassis environment (M40 Router) on page 489
show chassis environment (M40e Router) on page 490
show chassis environment (M120 Router) on page 490
show chassis environment (M160 Router) on page 491
show chassis environment (M320 Router) on page 492
show chassis environment (MX104 Router) on page 493
show chassis environment (MX240 Router) on page 493
show chassis environment (MX240 Router with EnhancedMX SCB) on page 494
show chassis environment (MX480 Router) on page 495
show chassis environment (MX480 Router with EnhancedMX SCB) on page 496
show chassis environment (MX960 Router) on page 497
show chassis environment (MX960 Router with EnhancedMX SCB) on page 497
show chassis environment (MX2020 Router) on page 500
show chassis environment (MX2010 Router) on page 510
show chassis environment (T320 Router) on page 515
show chassis environment (T640 Router) on page 516
show chassis environment (T4000 Router) on page 516
show chassis environment (TXMatrix Router) on page 518
show chassis environment (T1600 Router) on page 520
show chassis environment (TXMatrix Plus Router) on page 521
show chassis environment (TXMatrix Plus router with 3D SIBs) on page 523
show chassis environment (EX4200 Standalone Switch) on page 526
show chassis environment (EX8216 Switch) on page 526
show chassis environment (QFX Series) on page 527
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show chassis environment interconnect-device (QFabric System) on page 527
show chassis environment node-device (QFabric System) on page 529
show chassis environment pem node-device (QFabric System) on page 529
show chassis environment (PTX5000 Packet Transport Router) on page 529
show chassis environment (ACX2000Universal Access Router) on page 532
show chassis environment (ACX4000Universal Access Router) on page 532

Output Fields Table 55 on page 486 lists the output fields for the showchassis environment command.

Output fields are listed in the approximate order in which they appear.

Table 55: show chassis environment Output Fields

Field DescriptionField Name

Information about the category or class of chassis component:

• Power: Power information:

• (M5, M10, M20, andM40 routers and EX Series switches only) Power supply status:OK, Testing,
(during initial power-on), Failed, or Absent.

• (M7i, M10i, M40e, M120, M160, M320, and T Series routers and EX Series switches only) Power
Entry Modules status:OK, Testing, (during initial power-on), Check, Failed, or Absent.

• (PTX Series only) Power information is reported in PDU or PSM combinations. The status is:OK,
Testing, (during initial power-on), Check, Failed, or Absent.

• Temp: Temperature of air flowing through the chassis in degrees Celsius (C) and Fahrenheit (F).

• On PTX Series Packet Transport Routers and MX2010 and MX2020 Routers, multiple cooling
zones are supported. FRU temperatures in each zone are coordinated with the fan speed of fan
trays in those zones.

• EX2200 switches have a side-to-rear cooling system. The Local Intake temperature is measured
by the sensor on the right side of the chassis, and the Remote Intake temperature is measured
by the sensor on the left side of the chassis.

• Pic: On ACX4000 Routers, multiple temperature channels on a MIC. The status is:OK and the
Measurement is in degrees Celsius (C) and Fahrenheit (F).

• Fan: Fan status:OK, Testing (during initial power-on), Failed, or Absent.

On PTX Series Packet Transport Routers and MX2010 andMX2020 Routers, multiple fan trays are
supported. Fan status is reported in Fan Tray or Fan combinations.Measurement indicates actual
fan RPM (PTX and MX2010 and MX2020 Routers only).

• Misc: Information about other components of the chassis.

• On some routers, this field indicates the status of one or more additional components.

• OntheM40e,M160, andM320 router,Misc includesCIP (Connector InterfacePanel).OK indicates
that the CIP is present. Absent indicates that the CIP is not present.

• On T Series routers,Misc includes CIP and SPMB (Switch Processor Mezzanine Board).OK
indicates that the CIP or SPMB is present. Absent indicates that the CIP or SPMB is not present.

• On PTX Series Packet Transport Routers,Misc includes the SPMB (Switch Processor Mezzanine
Board).TheSPMB is locatedon thecontrolboards.OK indicates that thecontrol board ispresent.
Absent indicates that the control board is not present.

Class
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Table 55: show chassis environment Output Fields (continued)

Field DescriptionField Name

(MX2010andMX2020Routers) Informationabout thechassis component:RoutingEngines,Controls
Boards (CBs), Switch Fabric Boards (SFBs), PICs, Flexible PIC Concentrators (FPCs), and Adapter
Cards (ADCs).

(MX104 Routers) Information about the chassis components: Routing Engines, Control Board (CB),
Power Entry Module (PEM), and Compact Forwarding Engine Board (AFEB).

(QFabric Systems) Information about the chassis component: Control Boards, Routing Engines,
FlexiblePICConcentrators (FPCs), andPowerEntryModules (PEMs),NodeDevices, and Interconnect
Devices.

(QFX Series) Information about the chassis component: Flexible PIC Concentrators (FPCs), and
Power Entry Modules (PEMs).

Item

(MX104, MX2010, and MX2020 Routers) Status of the specified chassis component. For example, if
the Class is Fan, the fan status can be:

• OK: The fans are operational.

• Testing: The fans are being tested during initial power-on.

• Failed: The fans have failed or the fans are not spinning.

• Absent: The fan tray is not installed.

If the Class is Power, the power supply status can be:

• OK: The power component is operational.

• Testing: The power component is being tested during initial power-on.

• Check: There is insufficient power---that is, fewer than theminimum required feeds are connected.

• Failed: The inputs leads have failed.

• Absent: The power component is not installed.

Status

(MX104, MX2010, and MX2020 Routers) Dependant on the Class. For example, if the Class is Temp,
indicates the temperature in degree Celsius and degrees Fahrenheit. If the Class is Fan, indicates
actual fan RPM.

Measurement

Sample Output

show chassis environment (J2300 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Temp  Routing Engine         OK         40 degrees C / 104 degrees F
Fan   Fan                    OK 

show chassis environment (J4300 or J6300 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Temp  Routing Engine         OK         41 degrees C / 105 degrees F
Fan   Fan 0                  OK
      Fan 1                  OK
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show chassis environment (M5 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply A         OK        
      Power Supply B         Absent    
Temp  FPC 0                  OK         30 degrees C / 86 degrees F
      FEB                    OK         33 degrees C / 91 degrees F
      PS Intake              OK         27 degrees C / 80 degrees F
      PS Exhaust             OK         27 degrees C / 80 degrees F
      Routing Engine         OK         34 degrees C / 93 degrees F
Fans  Left Fan 1             OK         Spinning at normal speed    
      Left Fan 2             OK         Spinning at normal speed    
      Left Fan 3             OK         Spinning at normal speed    
      Left Fan 4             OK         Spinning at normal speed    
Misc  Craft Interface        OK 

show chassis environment (M7i Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply 0         OK        
      Power Supply 1         Absent    
Temp  Intake                 OK         22 degrees C / 71 degrees F
      FPC 0                  OK         23 degrees C / 73 degrees F
      Power Supplies         OK         23 degrees C / 73 degrees F
      CFEB Intake            OK         24 degrees C / 75 degrees F
      CFEB Exhaust           OK         29 degrees C / 84 degrees F
      Routing Engine         OK         26 degrees C / 78 degrees F
Fans  Fan 1                  OK         Spinning at normal speed
      Fan 2                  OK         Spinning at normal speed
      Fan 3                  OK         Spinning at normal speed
      Fan 4                  OK         Spinning at normal speed

show chassis environment (M10 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply A         OK        
      Power Supply B         Failed    
Temp  FPC 0                  OK         36 degrees C / 96 degrees F
      FPC 1                  OK         35 degrees C / 95 degrees F
      FEB                    OK         34 degrees C / 93 degrees F
      PS Intake              OK         31 degrees C / 87 degrees F
      PS Exhaust             OK         34 degrees C / 93 degrees F
      Routing Engine         OK         35 degrees C / 95 degrees F
Fans  Left Fan 1             OK         Spinning at normal speed
      Left Fan 2             OK         Spinning at normal speed
      Left Fan 3             OK         Spinning at normal speed
      Left Fan 4             OK         Spinning at normal speed
Misc  Craft Interface        OK 

show chassis environment (M10i Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply 0         OK        
      Power Supply 1         OK        
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      Power Supply 2         Absent    
      Power Supply 3         Absent    
Temp  Intake                 OK         26 degrees C / 78 degrees F
      FPC 0                  OK         27 degrees C / 80 degrees F
      FPC 1                  OK         28 degrees C / 82 degrees F
      Lower Power Supplies   OK         29 degrees C / 84 degrees F
      Upper Power Supplies   OK         28 degrees C / 82 degrees F
      CFEB Intake            OK         27 degrees C / 80 degrees F
      CFEB Exhaust           OK         36 degrees C / 96 degrees F
      Routing Engine 0       OK         31 degrees C / 87 degrees F
      Routing Engine 1       OK         27 degrees C / 80 degrees F
Fans  Fan Tray 0 Fan 1       OK         Spinning at normal speed
      Fan Tray 0 Fan 2       OK         Spinning at normal speed
      Fan Tray 0 Fan 3       OK         Spinning at normal speed
      Fan Tray 0 Fan 4       OK         Spinning at normal speed
      Fan Tray 0 Fan 5       OK         Spinning at normal speed
      Fan Tray 0 Fan 6       OK         Spinning at normal speed
      Fan Tray 0 Fan 7       OK         Spinning at normal speed
      Fan Tray 0 Fan 8       OK         Spinning at normal speed
      Fan Tray 1 Fan 1       Absent    
      Fan Tray 1 Fan 2       Absent    
      Fan Tray 1 Fan 3       Absent    
      Fan Tray 1 Fan 4       Absent    
      Fan Tray 1 Fan 5       Absent    
      Fan Tray 1 Fan 6       Absent    
      Fan Tray 1 Fan 7       Absent    
      Fan Tray 1 Fan 8       Absent 

show chassis environment (M20 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply A         OK        
      Power Supply B         Absent    
Temp  FPC 0                  OK         28 degrees C / 82 degrees F
      FPC 1                  OK         27 degrees C / 80 degrees F
      Power Supply A         OK         22 degrees C / 71 degrees F
      Power Supply B         Absent    
      SSB 0                  OK         30 degrees C / 86 degrees F
      Backplane              OK         22 degrees C / 71 degrees F
      Routing Engine 0       OK         26 degrees C / 78 degrees F
      Routing Engine 1       Testing   
Fans  Rear Fan               OK         Spinning at normal speed
      Front Upper Fan        OK         Spinning at normal speed
      Front Middle Fan       OK         Spinning at normal speed
      Front Bottom Fan       OK         Spinning at normal speed
Misc  Craft Interface        OK 

show chassis environment (M40 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power Power Supply A         OK        
      Power Supply B         Absent    
Temp  FPC 3                  OK         24 degrees C / 75 degrees F
      FPC 6                  OK         26 degrees C / 78 degrees F
      SCB                    OK         26 degrees C / 78 degrees F
      Backplane @ A1         OK         28 degrees C / 82 degrees F
      Backplane @ A2         OK         23 degrees C / 73 degrees F
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      Routing Engine         OK         26 degrees C / 78 degrees F
Fans  Top Impeller           OK         Spinning at normal speed
      Bottom impeller        OK         Spinning at normal speed
      Rear Left Fan          OK         Spinning at normal speed
      Rear Center Fan        OK         Spinning at normal speed
      Rear Right Fan         OK         Spinning at normal speed
Misc  Craft Interface        OK 

show chassis environment (M40e Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power PEM 0                  OK        
      PEM 1                  Absent    
Temp  PCG 0                  OK         44 degrees C / 111 degrees F
      PCG 1                  OK         47 degrees C / 116 degrees F
      Routing Engine 0       OK         40 degrees C / 104 degrees F
      Routing Engine 1       OK         37 degrees C / 98 degrees F
      MCS 0                  OK         45 degrees C / 113 degrees F
      MCS 1                  OK         42 degrees C / 107 degrees F
      SFM 0 SPP              OK         40 degrees C / 104 degrees F
      SFM 0 SPR              OK         44 degrees C / 111 degrees F
      SFM 1 SPP              OK         43 degrees C / 109 degrees F
      SFM 1 SPR              OK         45 degrees C / 113 degrees F
      FPC 0                  OK         38 degrees C / 100 degrees F
      FPC 1                  OK         40 degrees C / 104 degrees F
      FPC 2                  OK         38 degrees C / 100 degrees F
      FPC 4                  OK         34 degrees C / 93 degrees F
      FPC 5                  OK         43 degrees C / 109 degrees F
      FPC 6                  OK         41 degrees C / 105 degrees F
      FPC 7                  OK         43 degrees C / 109 degrees F
      FPM CMB                OK         28 degrees C / 82 degrees F
      FPM Display            OK         28 degrees C / 82 degrees F
Fans  Rear Bottom Blower     OK         Spinning at normal speed
      Rear Top Blower        OK         Spinning at normal speed
      Front Top Blower       OK         Spinning at normal speed
      Fan Tray Rear Left     OK         Spinning at normal speed
      Fan Tray Rear Right    OK         Spinning at normal speed
      Fan Tray Front Left    OK         Spinning at normal speed
      Fan Tray Front Right   OK         Spinning at normal speed
Misc  CIP                    OK 

show chassis environment (M120 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK        
      PEM 1                          OK        
      Routing Engine 0               OK         43 degrees C / 109 degrees F
      Routing Engine 1               OK         44 degrees C / 111 degrees F
      CB 0 Intake                    OK         33 degrees C / 91 degrees F
      CB 0 Exhaust A                 OK         36 degrees C / 96 degrees F
      CB 0 Exhaust B                 OK         35 degrees C / 95 degrees F
      CB 1 Intake                    OK         34 degrees C / 93 degrees F
      CB 1 Exhaust A                 OK         38 degrees C / 100 degrees F
      CB 1 Exhaust B                 OK         35 degrees C / 95 degrees F
      FEB 3 Intake                   OK         35 degrees C / 95 degrees F
      FEB 3 Exhaust A                OK         37 degrees C / 98 degrees F
      FEB 3 Exhaust B                OK         39 degrees C / 102 degrees F
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      FEB 4 Intake                   OK         33 degrees C / 91 degrees F
      FEB 4 Exhaust A                OK         39 degrees C / 102 degrees F
      FEB 4 Exhaust B                OK         36 degrees C / 96 degrees F
      FPC 2 Exhaust A                OK         32 degrees C / 89 degrees F
      FPC 2 Exhaust B                OK         31 degrees C / 87 degrees F
      FPC 3 Exhaust A                OK         32 degrees C / 89 degrees F
      FPC 3 Exhaust B                OK         33 degrees C / 91 degrees F
      FPC 4 Exhaust A                OK         32 degrees C / 89 degrees F
      FPC 4 Exhaust B                OK         30 degrees C / 86 degrees F
Fans  Front Top Tray Fan 1           OK         Spinning at normal speed
      Front Top Tray Fan 2           OK         Spinning at normal speed
      Front Top Tray Fan 3           OK         Spinning at normal speed
      Front Top Tray Fan 4           OK         Spinning at normal speed
      Front Top Tray Fan 5           OK         Spinning at normal speed
      Front Top Tray Fan 6           OK         Spinning at normal speed
      Front Top Tray Fan 7           OK         Spinning at normal speed
      Front Top Tray Fan 8           OK         Spinning at normal speed
      Front Bottom Tray Fan 1        OK         Spinning at normal speed
      Front Bottom Tray Fan 2        OK         Spinning at normal speed
      Front Bottom Tray Fan 3        OK         Spinning at normal speed
      Front Bottom Tray Fan 4        OK         Spinning at normal speed
      Front Bottom Tray Fan 5        OK         Spinning at normal speed
      Front Bottom Tray Fan 6        OK         Spinning at normal speed
      Front Bottom Tray Fan 7        OK         Spinning at normal speed
      Front Bottom Tray Fan 8        OK         Spinning at normal speed
      Rear Top Tray Fan 1            OK         Spinning at normal speed
      Rear Top Tray Fan 2            OK         Spinning at normal speed
      Rear Top Tray Fan 3            OK         Spinning at normal speed
      Rear Top Tray Fan 4            OK         Spinning at normal speed
      Rear Top Tray Fan 5            OK         Spinning at normal speed
      Rear Top Tray Fan 6            OK         Spinning at normal speed
      Rear Top Tray Fan 7            OK         Spinning at normal speed
      Rear Top Tray Fan 8            OK         Spinning at normal speed
      Rear Bottom Tray Fan 1         OK         Spinning at normal speed
      Rear Bottom Tray Fan 2         OK         Spinning at normal speed
      Rear Bottom Tray Fan 3         OK         Spinning at normal speed
      Rear Bottom Tray Fan 4         OK         Spinning at normal speed
      Rear Bottom Tray Fan 5         OK         Spinning at normal speed
      Rear Bottom Tray Fan 6         OK         Spinning at normal speed
      Rear Bottom Tray Fan 7         OK         Spinning at normal speed
      Rear Bottom Tray Fan 8         OK         Spinning at normal speed

show chassis environment (M160 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power PEM 0                  OK           PEM 1                  Absent    
Temp  PCG 0                  OK         45 degrees C / 113 degrees F
      PCG 1                  Absent    
      Routing Engine 0       OK         35 degrees C / 95 degrees F
      Routing Engine 1       Absent    
      MCS 0                  OK         50 degrees C / 122 degrees F
      SFM 0 SPP              OK         47 degrees C / 116 degrees F
      SFM 0 SPR              OK         49 degrees C / 120 degrees F
      SFM 1 SPP              OK         50 degrees C / 122 degrees F
      SFM 1 SPR              OK         50 degrees C / 122 degrees F
      SFM 2 SPP              OK         51 degrees C / 123 degrees F
      SFM 2 SPR              OK         52 degrees C / 125 degrees F
      SFM 3 SPP              OK         52 degrees C / 125 degrees F
      SFM 3 SPR              OK         48 degrees C / 118 degrees F
      FPC 0                  OK         45 degrees C / 113 degrees F
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      FPC 6                  OK         43 degrees C / 109 degrees F
      FPM CMB                OK         31 degrees C / 87 degrees F
      FPM Display            OK         33 degrees C / 91 degrees F
Fans  Rear Bottom Blower     OK         Spinning at normal speed
      Rear Top Blower        OK         Spinning at normal speed
      Front Top Blower       OK         Spinning at normal speed
      Fan Tray Rear Left     OK         Spinning at normal speed
      Fan Tray Rear Right    OK         Spinning at normal speed
      Fan Tray Front Left    OK         Spinning at normal speed
      Fan Tray Front Right   OK         Spinning at normal speed
Misc  CIP                    OK 

show chassis environment (M320 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Temp  PEM 0                  Absent    
      PEM 1                  Absent    
      PEM 2                  OK        
      PEM 3                  OK        
      Routing Engine 0       OK         33 degrees C / 91 degrees F
      Routing Engine 1       OK         32 degrees C / 89 degrees F
      CB 0                   OK         36 degrees C / 96 degrees F
      CB 1                   OK         36 degrees C / 96 degrees F
      SIB 0                  OK         38 degrees C / 100 degrees F
      SIB 1                  OK         29 degrees C / 84 degrees F
      SIB 2                  OK         38 degrees C / 100 degrees F
      SIB 3                  OK         41 degrees C / 105 degrees F
      FPC 0 Intake           OK         28 degrees C / 82 degrees F
      FPC 0 Exhaust          OK         40 degrees C / 104 degrees F
      FPC 1 Intake           OK         29 degrees C / 84 degrees F
      FPC 1 Exhaust          OK         39 degrees C / 102 degrees F
      FPC 2 Intake           OK         28 degrees C / 82 degrees F
      FPC 2 Exhaust          OK         38 degrees C / 100 degrees F
      FPC 3 Intake           OK         28 degrees C / 82 degrees F
      FPC 3 Exhaust          OK         39 degrees C / 102 degrees F
      FPC 6 Intake           OK         27 degrees C / 80 degrees F
      FPC 6 Exhaust          OK         39 degrees C / 102 degrees F
      FPC 7 Intake           OK         27 degrees C / 80 degrees F
      FPC 7 Exhaust          OK         42 degrees C / 107 degrees F
      FPM GBUS               OK         30 degrees C / 86 degrees F
Fan   Top Left Front fan     OK         Spinning at normal speed
      Top Right Rear fan     OK         Spinning at normal speed
      Top Right Front fan    OK         Spinning at normal speed
      Top Left Rear fan      OK         Spinning at normal speed
      Bottom Left Front fan  OK         Spinning at normal speed
      Bottom Right Rear fan  OK         Spinning at normal speed
      Bottom Right Front fan OK         Spinning at normal speed
      Bottom Left Rear fan   OK         Spinning at normal speed
      Rear Fan 1 (TOP)       OK         Spinning at normal speed
      Rear Fan 2             OK         Spinning at normal speed
      Rear Fan 3             OK         Spinning at normal speed
      Rear Fan 4             OK         Spinning at normal speed
      Rear Fan 5             OK         Spinning at normal speed
      Rear Fan 6             OK         Spinning at normal speed
      Rear Fan 7 (Bottom)    OK         Spinning at normal speed
Misc  CIP                    OK 
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show chassis environment (MX104 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         34 degrees C / 93 degrees F
      PEM 1                          Absent    
      ABB 0 Intake                   OK         33 degrees C / 91 degrees F
      ABB 0 Exhaust A                OK         42 degrees C / 107 degrees F
      ABB 0 Exhaust B                OK         43 degrees C / 109 degrees F
      ABB 1 Intake                   Absent    
      ABB 1 Exhaust A                Absent    
      ABB 1 Exhaust B                Absent    
      Routing Engine 0               OK         34 degrees C / 93 degrees F
      Routing Engine 0 CPU           OK         46 degrees C / 114 degrees F
      Routing Engine 1               Absent    
      Routing Engine 1 CPU           Absent    
      AFEB 0 AFEB Processor          OK         33 degrees C / 91 degrees F
Fans  Fan 1                          OK         Spinning at normal speed
      Fan 2                          OK         Spinning at normal speed
      Fan 3                          OK         Spinning at normal speed
      Fan 4                          OK         Spinning at normal speed
      Fan 5                          OK         Spinning at normal speed

show chassis environment (MX240 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         40 degrees C / 104 degrees F
      PEM 1                          OK         45 degrees C / 113 degrees F
      PEM 2                          Absent    
      PEM 3                          Absent    
      Routing Engine 0               OK         39 degrees C / 102 degrees F
      Routing Engine 1               OK         37 degrees C / 98 degrees F
      CB 0 Intake                    OK         36 degrees C / 96 degrees F
      CB 0 Exhaust A                 OK         34 degrees C / 93 degrees F
      CB 0 Exhaust B                 OK         38 degrees C / 100 degrees F
      CB 0 ACBC                      OK         37 degrees C / 98 degrees F
      CB 0 SF A                      OK         49 degrees C / 120 degrees F
      CB 0 SF B                      OK         41 degrees C / 105 degrees F
      CB 1 Intake                    OK         37 degrees C / 98 degrees F
      CB 1 Exhaust A                 OK         34 degrees C / 93 degrees F
      CB 1 Exhaust B                 OK         39 degrees C / 102 degrees F
      CB 1 ACBC                      OK         38 degrees C / 100 degrees F
      CB 1 SF A                      OK         47 degrees C / 116 degrees F
      CB 1 SF B                      OK         41 degrees C / 105 degrees F
      FPC 1 Intake                   OK         33 degrees C / 91 degrees F
      FPC 1 Exhaust A                OK         38 degrees C / 100 degrees F
      FPC 1 Exhaust B                OK         53 degrees C / 127 degrees F
      FPC 1 I3 0 TSensor             OK         50 degrees C / 122 degrees F
      FPC 1 I3 0 Chip                OK         53 degrees C / 127 degrees F
      FPC 1 I3 1 TSensor             OK         49 degrees C / 120 degrees F
      FPC 1 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 1 I3 2 TSensor             OK         47 degrees C / 116 degrees F
      FPC 1 I3 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 1 I3 3 TSensor             OK         44 degrees C / 111 degrees F
      FPC 1 I3 3 Chip                OK         46 degrees C / 114 degrees F
      FPC 1 IA 0 TSensor             OK         45 degrees C / 113 degrees F
      FPC 1 IA 0 Chip                OK         44 degrees C / 111 degrees F
      FPC 1 IA 1 TSensor             OK         44 degrees C / 111 degrees F
      FPC 1 IA 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 Intake                   OK         32 degrees C / 89 degrees F
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      FPC 2 Exhaust A                OK         40 degrees C / 104 degrees F
      FPC 2 Exhaust B                OK         52 degrees C / 125 degrees F
      FPC 2 I3 0 TSensor             OK         52 degrees C / 125 degrees F
      FPC 2 I3 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 2 I3 1 TSensor             OK         52 degrees C / 125 degrees F
      FPC 2 I3 1 Chip                OK         55 degrees C / 131 degrees F
      FPC 2 I3 2 TSensor             OK         49 degrees C / 120 degrees F
      FPC 2 I3 2 Chip                OK         52 degrees C / 125 degrees F
      FPC 2 I3 3 TSensor             OK         44 degrees C / 111 degrees F
      FPC 2 I3 3 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 IA 0 TSensor             OK         50 degrees C / 122 degrees F
      FPC 2 IA 0 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 IA 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 2 IA 1 Chip                OK         53 degrees C / 127 degrees F
Fans  Front Fan                      OK         Spinning at normal speed
      Middle Fan                     OK         Spinning at normal speed
      Rear Fan                       OK         Spinning at normal speed

show chassis environment (MX240 Router with EnhancedMX SCB)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         40 degrees C / 104 degrees F
      PEM 1                          OK         45 degrees C / 113 degrees F
      PEM 2                          Absent    
      PEM 3                          Absent    
      Routing Engine 0               OK         39 degrees C / 102 degrees F
      Routing Engine 1               OK         37 degrees C / 98 degrees F
      CB 0 Intake                    OK         36 degrees C / 96 degrees F
      CB 0 Exhaust A                 OK         34 degrees C / 93 degrees F
      CB 0 Exhaust B                 OK         38 degrees C / 100 degrees F
      CB 0 ACBC                      OK         37 degrees C / 98 degrees F
      CB 0 XF A                      OK         49 degrees C / 120 degrees F
      CB 0 XF B                      OK         41 degrees C / 105 degrees F
      CB 1 Intake                    OK         37 degrees C / 98 degrees F
      CB 1 Exhaust A                 OK         34 degrees C / 93 degrees F
      CB 1 Exhaust B                 OK         39 degrees C / 102 degrees F
      CB 1 ACBC                      OK         38 degrees C / 100 degrees F
      CB 1 XF A                      OK         47 degrees C / 116 degrees F
      CB 1 XF B                      OK         41 degrees C / 105 degrees F
      FPC 1 Intake                   OK         33 degrees C / 91 degrees F
      FPC 1 Exhaust A                OK         38 degrees C / 100 degrees F
      FPC 1 Exhaust B                OK         53 degrees C / 127 degrees F
      FPC 1 I3 0 TSensor             OK         50 degrees C / 122 degrees F
      FPC 1 I3 0 Chip                OK         53 degrees C / 127 degrees F
      FPC 1 I3 1 TSensor             OK         49 degrees C / 120 degrees F
      FPC 1 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 1 I3 2 TSensor             OK         47 degrees C / 116 degrees F
      FPC 1 I3 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 1 I3 3 TSensor             OK         44 degrees C / 111 degrees F
      FPC 1 I3 3 Chip                OK         46 degrees C / 114 degrees F
      FPC 1 IA 0 TSensor             OK         45 degrees C / 113 degrees F
      FPC 1 IA 0 Chip                OK         44 degrees C / 111 degrees F
      FPC 1 IA 1 TSensor             OK         44 degrees C / 111 degrees F
      FPC 1 IA 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 Intake                   OK         32 degrees C / 89 degrees F
      FPC 2 Exhaust A                OK         40 degrees C / 104 degrees F
      FPC 2 Exhaust B                OK         52 degrees C / 125 degrees F
      FPC 2 I3 0 TSensor             OK         52 degrees C / 125 degrees F
      FPC 2 I3 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 2 I3 1 TSensor             OK         52 degrees C / 125 degrees F
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      FPC 2 I3 1 Chip                OK         55 degrees C / 131 degrees F
      FPC 2 I3 2 TSensor             OK         49 degrees C / 120 degrees F
      FPC 2 I3 2 Chip                OK         52 degrees C / 125 degrees F
      FPC 2 I3 3 TSensor             OK         44 degrees C / 111 degrees F
      FPC 2 I3 3 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 IA 0 TSensor             OK         50 degrees C / 122 degrees F
      FPC 2 IA 0 Chip                OK         48 degrees C / 118 degrees F
      FPC 2 IA 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 2 IA 1 Chip                OK         53 degrees C / 127 degrees F
Fans  Front Fan                      OK         Spinning at normal speed
      Middle Fan                     OK         Spinning at normal speed
      Rear Fan                       OK         Spinning at normal speed

show chassis environment (MX480 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         35 degrees C / 95 degrees F
      PEM 1                          OK         40 degrees C / 104 degrees F
      PEM 2                          Absent    
      PEM 3                          Absent    
      Routing Engine 0               OK         44 degrees C / 111 degrees F
      Routing Engine 1               OK         45 degrees C / 113 degrees F
      CB 0 Intake                    OK         36 degrees C / 96 degrees F
      CB 0 Exhaust A                 OK         38 degrees C / 100 degrees F
      CB 0 Exhaust B                 OK         39 degrees C / 102 degrees F
      CB 0 ACBC                      OK         37 degrees C / 98 degrees F
      CB 0 SF A                      OK         51 degrees C / 123 degrees F
      CB 0 SF B                      OK         44 degrees C / 111 degrees F
      CB 1 Intake                    OK         36 degrees C / 96 degrees F
      CB 1 Exhaust A                 OK         39 degrees C / 102 degrees F
      CB 1 Exhaust B                 OK         40 degrees C / 104 degrees F
      CB 1 ACBC                      OK         37 degrees C / 98 degrees F
      CB 1 SF A                      OK         50 degrees C / 122 degrees F
      CB 1 SF B                      OK         43 degrees C / 109 degrees F
      FPC 0 Intake                   OK         36 degrees C / 96 degrees F
      FPC 0 Exhaust A                OK         39 degrees C / 102 degrees F
      FPC 0 Exhaust B                OK         51 degrees C / 123 degrees F
      FPC 0 I3 0 TSensor             OK         49 degrees C / 120 degrees F
      FPC 0 I3 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 0 I3 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 0 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 0 I3 2 TSensor             OK         46 degrees C / 114 degrees F
      FPC 0 I3 2 Chip                OK         48 degrees C / 118 degrees F
      FPC 0 I3 3 TSensor             OK         42 degrees C / 107 degrees F
      FPC 0 I3 3 Chip                OK         45 degrees C / 113 degrees F
      FPC 0 IA 0 TSensor             OK         45 degrees C / 113 degrees F
      FPC 0 IA 0 Chip                OK         45 degrees C / 113 degrees F
      FPC 0 IA 1 TSensor             OK         44 degrees C / 111 degrees F
      FPC 0 IA 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 1 Intake                   OK         37 degrees C / 98 degrees F
      FPC 1 Exhaust A                OK         41 degrees C / 105 degrees F
      FPC 1 Exhaust B                OK         52 degrees C / 125 degrees F
      FPC 1 I3 0 TSensor             OK         51 degrees C / 123 degrees F
      FPC 1 I3 0 Chip                OK         57 degrees C / 134 degrees F
      FPC 1 I3 1 TSensor             OK         48 degrees C / 118 degrees F
      FPC 1 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 1 I3 2 TSensor             OK         46 degrees C / 114 degrees F
      FPC 1 I3 2 Chip                OK         50 degrees C / 122 degrees F
      FPC 1 I3 3 TSensor             OK         42 degrees C / 107 degrees F
      FPC 1 I3 3 Chip                OK         46 degrees C / 114 degrees F
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      FPC 1 IA 0 TSensor             OK         49 degrees C / 120 degrees F
      FPC 1 IA 0 Chip                OK         48 degrees C / 118 degrees F
      FPC 1 IA 1 TSensor             OK         46 degrees C / 114 degrees F
      FPC 1 IA 1 Chip                OK         50 degrees C / 122 degrees F
Fans  Top Rear Fan                   OK         Spinning at normal speed
      Bottom Rear Fan                OK         Spinning at normal speed
      Top Middle Fan                 OK         Spinning at normal speed
      Bottom Middle Fan              OK         Spinning at normal speed
      Top Front Fan                  OK         Spinning at normal speed
      Bottom Front Fan               OK         Spinning at normal speed

show chassis environment (MX480 Router with EnhancedMX SCB)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         35 degrees C / 95 degrees F
      PEM 1                          OK         40 degrees C / 104 degrees F
      PEM 2                          Absent    
      PEM 3                          Absent    
      Routing Engine 0               OK         44 degrees C / 111 degrees F
      Routing Engine 1               OK         45 degrees C / 113 degrees F
      CB 0 Intake                    OK         36 degrees C / 96 degrees F
      CB 0 Exhaust A                 OK         38 degrees C / 100 degrees F
      CB 0 Exhaust B                 OK         39 degrees C / 102 degrees F
      CB 0 ACBC                      OK         37 degrees C / 98 degrees F
      CB 0 XF A                      OK         51 degrees C / 123 degrees F
      CB 0 XF B                      OK         44 degrees C / 111 degrees F
      CB 1 Intake                    OK         36 degrees C / 96 degrees F
      CB 1 Exhaust A                 OK         39 degrees C / 102 degrees F
      CB 1 Exhaust B                 OK         40 degrees C / 104 degrees F
      CB 1 ACBC                      OK         37 degrees C / 98 degrees F
      CB 1 XF A                      OK         50 degrees C / 122 degrees F
      CB 1 XF B                      OK         43 degrees C / 109 degrees F
      FPC 0 Intake                   OK         36 degrees C / 96 degrees F
      FPC 0 Exhaust A                OK         39 degrees C / 102 degrees F
      FPC 0 Exhaust B                OK         51 degrees C / 123 degrees F
      FPC 0 I3 0 TSensor             OK         49 degrees C / 120 degrees F
      FPC 0 I3 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 0 I3 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 0 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 0 I3 2 TSensor             OK         46 degrees C / 114 degrees F
      FPC 0 I3 2 Chip                OK         48 degrees C / 118 degrees F
      FPC 0 I3 3 TSensor             OK         42 degrees C / 107 degrees F
      FPC 0 I3 3 Chip                OK         45 degrees C / 113 degrees F
      FPC 0 IA 0 TSensor             OK         45 degrees C / 113 degrees F
      FPC 0 IA 0 Chip                OK         45 degrees C / 113 degrees F
      FPC 0 IA 1 TSensor             OK         44 degrees C / 111 degrees F
      FPC 0 IA 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 1 Intake                   OK         37 degrees C / 98 degrees F
      FPC 1 Exhaust A                OK         41 degrees C / 105 degrees F
      FPC 1 Exhaust B                OK         52 degrees C / 125 degrees F
      FPC 1 I3 0 TSensor             OK         51 degrees C / 123 degrees F
      FPC 1 I3 0 Chip                OK         57 degrees C / 134 degrees F
      FPC 1 I3 1 TSensor             OK         48 degrees C / 118 degrees F
      FPC 1 I3 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 1 I3 2 TSensor             OK         46 degrees C / 114 degrees F
      FPC 1 I3 2 Chip                OK         50 degrees C / 122 degrees F
      FPC 1 I3 3 TSensor             OK         42 degrees C / 107 degrees F
      FPC 1 I3 3 Chip                OK         46 degrees C / 114 degrees F
      FPC 1 IA 0 TSensor             OK         49 degrees C / 120 degrees F
      FPC 1 IA 0 Chip                OK         48 degrees C / 118 degrees F

Copyright © 2014, Juniper Networks, Inc.496

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



      FPC 1 IA 1 TSensor             OK         46 degrees C / 114 degrees F
      FPC 1 IA 1 Chip                OK         50 degrees C / 122 degrees F
Fans  Top Rear Fan                   OK         Spinning at normal speed
      Bottom Rear Fan                OK         Spinning at normal speed
      Top Middle Fan                 OK         Spinning at normal speed
      Bottom Middle Fan              OK         Spinning at normal speed
      Top Front Fan                  OK         Spinning at normal speed
      Bottom Front Fan               OK         Spinning at normal speed

show chassis environment (MX960 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          Absent    
      PEM 1                          Absent    
      PEM 2                          Check     
      PEM 3                          OK         35 degrees C / 95 degrees F
      Routing Engine 0               OK         37 degrees C / 98 degrees F
      Routing Engine 1               Absent    
      CB 0 Intake                    OK         24 degrees C / 75 degrees F
      CB 0 Exhaust A                 OK         30 degrees C / 86 degrees F
      CB 0 Exhaust B                 OK         27 degrees C / 80 degrees F
      CB 1 Intake                    Absent    
      CB 1 Exhaust A                 Absent    
      CB 1 Exhaust B                 Absent    
      CB 1 ACBC                      Absent    
      CB 1 SF A                      Absent    
      CB 1 SF B                      Absent    
      CB 2 Intake                    Absent    
      CB 2 Exhaust A                 Absent    
      CB 2 Exhaust B                 Absent    
      CB 2 ACBC                      Absent    
      CB 2 SF A                      Absent    
      CB 2 SF B                      Absent    
      FPC 4 Intake                   OK         24 degrees C / 75 degrees F
      FPC 4 Exhaust A                OK         36 degrees C / 96 degrees F
      FPC 4 Exhaust B                OK         38 degrees C / 100 degrees F
      FPC 7 Intake                   OK         24 degrees C / 75 degrees F
      FPC 7 Exhaust A                OK         36 degrees C / 96 degrees F
      FPC 7 Exhaust B                OK         42 degrees C / 107 degrees F
Fans  Top Fan Tray Temp              Failed    
      Top Tray Fan 1                 OK         Spinning at normal speed
      Top Tray Fan 2                 OK         Spinning at normal speed
      Top Tray Fan 3                 OK         Spinning at normal speed
      Top Tray Fan 4                 OK         Spinning at normal speed
      Top Tray Fan 5                 OK         Spinning at normal speed
      Top Tray Fan 6                 OK         Spinning at normal speed
      Bottom Fan Tray Temp           Failed    
      Bottom Tray Fan 1              OK         Spinning at normal speed
      Bottom Tray Fan 2              OK         Spinning at normal speed
      Bottom Tray Fan 3              OK         Spinning at normal speed
      Bottom Tray Fan 4              OK         Spinning at normal speed
      Bottom Tray Fan 5              OK         Spinning at normal speed
      Bottom Tray Fan 6              OK         Spinning at normal speed

show chassis environment (MX960 Router with EnhancedMX SCB)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          Absent    
      PEM 1                          OK         50 degrees C / 122 degrees F
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      PEM 2                          OK         50 degrees C / 122 degrees F
      PEM 3                          OK         50 degrees C / 122 degrees F
      Routing Engine 0               OK         42 degrees C / 107 degrees F
      Routing Engine 0 CPU           OK         51 degrees C / 123 degrees F
      Routing Engine 1               OK         39 degrees C / 102 degrees F
      Routing Engine 1 CPU           OK         44 degrees C / 111 degrees F
      CB 0 Intake                    OK         35 degrees C / 95 degrees F
      CB 0 Exhaust A                 OK         36 degrees C / 96 degrees F
      CB 0 Exhaust B                 OK         43 degrees C / 109 degrees F
      CB 0 ACBC                      OK         38 degrees C / 100 degrees F
      CB 0 XF A                      OK         53 degrees C / 127 degrees F
      CB 0 XF B                      OK         47 degrees C / 116 degrees F
      CB 1 Intake                    OK         35 degrees C / 95 degrees F
      CB 1 Exhaust A                 OK         35 degrees C / 95 degrees F
      CB 1 Exhaust B                 OK         41 degrees C / 105 degrees F
      CB 1 ACBC                      OK         38 degrees C / 100 degrees F
      CB 1 XF A                      OK         52 degrees C / 125 degrees F
      CB 1 XF B                      OK         47 degrees C / 116 degrees F
      CB 2 Intake                    OK         32 degrees C / 89 degrees F
      CB 2 Exhaust A                 OK         30 degrees C / 86 degrees F
      CB 2 Exhaust B                 OK         35 degrees C / 95 degrees F
      CB 2 ACBC                      OK         33 degrees C / 91 degrees F
      CB 2 XF A                      OK         51 degrees C / 123 degrees F
      CB 2 XF B                      OK         50 degrees C / 122 degrees F
      FPC 0 Intake                   OK         35 degrees C / 95 degrees F
      FPC 0 Exhaust A                OK         39 degrees C / 102 degrees F
      FPC 0 Exhaust B                OK         50 degrees C / 122 degrees F
      FPC 0 I3 0 TSensor             OK         50 degrees C / 122 degrees F
      FPC 0 I3 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 0 I3 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 0 I3 1 Chip                OK         50 degrees C / 122 degrees F
      FPC 0 I3 2 TSensor             OK         45 degrees C / 113 degrees F
      FPC 0 I3 2 Chip                OK         48 degrees C / 118 degrees F
      FPC 0 I3 3 TSensor             OK         41 degrees C / 105 degrees F
      FPC 0 I3 3 Chip                OK         44 degrees C / 111 degrees F
      FPC 0 IA 0 TSensor             OK         45 degrees C / 113 degrees F
      FPC 0 IA 0 Chip                OK         45 degrees C / 113 degrees F
      FPC 0 IA 1 TSensor             OK         44 degrees C / 111 degrees F
      FPC 0 IA 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 1 Intake                   OK         36 degrees C / 96 degrees F
      FPC 1 Exhaust A                OK         47 degrees C / 116 degrees F
      FPC 1 Exhaust B                OK         43 degrees C / 109 degrees F
      FPC 1 LU 0 TCAM TSensor        OK         53 degrees C / 127 degrees F
      FPC 1 LU 0 TCAM Chip           OK         57 degrees C / 134 degrees F
      FPC 1 LU 0 TSensor             OK         53 degrees C / 127 degrees F
      FPC 1 LU 0 Chip                OK         60 degrees C / 140 degrees F
      FPC 1 MQ 0 TSensor             OK         53 degrees C / 127 degrees F
      FPC 1 MQ 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 1 LU 1 TCAM TSensor        OK         51 degrees C / 123 degrees F
      FPC 1 LU 1 TCAM Chip           OK         52 degrees C / 125 degrees F
      FPC 1 LU 1 TSensor             OK         51 degrees C / 123 degrees F
      FPC 1 LU 1 Chip                OK         53 degrees C / 127 degrees F
      FPC 1 MQ 1 TSensor             OK         51 degrees C / 123 degrees F
      FPC 1 MQ 1 Chip                OK         58 degrees C / 136 degrees F
      FPC 2 Intake                   OK         35 degrees C / 95 degrees F
      FPC 2 Exhaust A                OK         39 degrees C / 102 degrees F
      FPC 2 Exhaust B                OK         54 degrees C / 129 degrees F
      FPC 2 I3 0 TSensor             OK         52 degrees C / 125 degrees F
      FPC 2 I3 0 Chip                OK         59 degrees C / 138 degrees F
      FPC 2 I3 1 TSensor             OK         48 degrees C / 118 degrees F
      FPC 2 I3 1 Chip                OK         52 degrees C / 125 degrees F
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      FPC 2 I3 2 TSensor             OK         47 degrees C / 116 degrees F
      FPC 2 I3 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 2 I3 3 TSensor             OK         41 degrees C / 105 degrees F
      FPC 2 I3 3 Chip                OK         44 degrees C / 111 degrees F
      FPC 2 IA 0 TSensor             OK         47 degrees C / 116 degrees F
      FPC 2 IA 0 Chip                OK         46 degrees C / 114 degrees F
      FPC 2 IA 1 TSensor             OK         45 degrees C / 113 degrees F
      FPC 2 IA 1 Chip                OK         49 degrees C / 120 degrees F
      FPC 3 Intake                   OK         34 degrees C / 93 degrees F
      FPC 3 Exhaust A                OK         34 degrees C / 93 degrees F
      FPC 3 Exhaust B                OK         47 degrees C / 116 degrees F
      FPC 3 I3 0 TSensor             OK         48 degrees C / 118 degrees F
      FPC 3 I3 0 Chip                OK         52 degrees C / 125 degrees F
      FPC 3 I3 1 TSensor             OK         46 degrees C / 114 degrees F
      FPC 3 I3 1 Chip                OK         48 degrees C / 118 degrees F
      FPC 3 IA 0 TSensor             OK         41 degrees C / 105 degrees F
      FPC 3 IA 0 Chip                OK         40 degrees C / 104 degrees F
      FPC 5 Intake                   OK         42 degrees C / 107 degrees F
      FPC 5 Exhaust A                OK         42 degrees C / 107 degrees F
      FPC 5 Exhaust B                OK         53 degrees C / 127 degrees F
      FPC 5 LU 0 TSensor             OK         53 degrees C / 127 degrees F
      FPC 5 LU 0 Chip                OK         54 degrees C / 129 degrees F
      FPC 5 LU 1 TSensor             OK         53 degrees C / 127 degrees F
      FPC 5 LU 1 Chip                OK         61 degrees C / 141 degrees F
      FPC 5 LU 2 TSensor             OK         53 degrees C / 127 degrees F
      FPC 5 LU 2 Chip                OK         51 degrees C / 123 degrees F
      FPC 5 LU 3 TSensor             OK         53 degrees C / 127 degrees F
      FPC 5 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 5 MQ 0 TSensor             OK         47 degrees C / 116 degrees F
      FPC 5 MQ 0 Chip                OK         52 degrees C / 125 degrees F
      FPC 5 MQ 1 TSensor             OK         47 degrees C / 116 degrees F
      FPC 5 MQ 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 5 MQ 2 TSensor             OK         47 degrees C / 116 degrees F
      FPC 5 MQ 2 Chip                OK         46 degrees C / 114 degrees F
      FPC 5 MQ 3 TSensor             OK         47 degrees C / 116 degrees F
      FPC 5 MQ 3 Chip                OK         45 degrees C / 113 degrees F
      FPC 7 Intake                   OK         36 degrees C / 96 degrees F
      FPC 7 Exhaust A                OK         35 degrees C / 95 degrees F
      FPC 7 Exhaust B                OK         33 degrees C / 91 degrees F
      FPC 7 QX 0 TSensor             OK         42 degrees C / 107 degrees F
      FPC 7 QX 0 Chip                OK         47 degrees C / 116 degrees F
      FPC 7 LU 0 TCAM TSensor        OK         42 degrees C / 107 degrees F
      FPC 7 LU 0 TCAM Chip           OK         44 degrees C / 111 degrees F
      FPC 7 LU 0 TSensor             OK         42 degrees C / 107 degrees F
      FPC 7 LU 0 Chip                OK         46 degrees C / 114 degrees F
      FPC 7 MQ 0 TSensor             OK         42 degrees C / 107 degrees F
      FPC 7 MQ 0 Chip                OK         45 degrees C / 113 degrees F
      FPC 8 Intake                   OK         33 degrees C / 91 degrees F
      FPC 8 Exhaust A                OK         33 degrees C / 91 degrees F
      FPC 8 Exhaust B                OK         36 degrees C / 96 degrees F
      FPC 8 I3 0 TSensor             OK         38 degrees C / 100 degrees F
      FPC 8 I3 0 Chip                OK         43 degrees C / 109 degrees F
      FPC 8 BDS 0 TSensor            OK         37 degrees C / 98 degrees F
      FPC 8 BDS 0 Chip               OK         36 degrees C / 96 degrees F
      FPC 8 IA 0 TSensor             OK         37 degrees C / 98 degrees F
      FPC 8 IA 0 Chip                OK         37 degrees C / 98 degrees F
      FPC 10 Intake                  OK         38 degrees C / 100 degrees F
      FPC 10 Exhaust A               OK         36 degrees C / 96 degrees F
      FPC 10 Exhaust B               OK         41 degrees C / 105 degrees F
      FPC 10 I3 0 TSensor            OK         40 degrees C / 104 degrees F
      FPC 10 I3 0 Chip               OK         42 degrees C / 107 degrees F
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      FPC 10 I3 1 TSensor            OK         40 degrees C / 104 degrees F
      FPC 10 I3 1 Chip               OK         44 degrees C / 111 degrees F
      FPC 10 I3 2 TSensor            OK         42 degrees C / 107 degrees F
      FPC 10 I3 2 Chip               OK         43 degrees C / 109 degrees F
      FPC 10 I3 3 TSensor            OK         39 degrees C / 102 degrees F
      FPC 10 I3 3 Chip               OK         44 degrees C / 111 degrees F
      FPC 10 IA 0 TSensor            OK         36 degrees C / 96 degrees F
      FPC 10 IA 0 Chip               OK         36 degrees C / 96 degrees F
      FPC 10 IA 1 TSensor            OK         43 degrees C / 109 degrees F
      FPC 10 IA 1 Chip               OK         42 degrees C / 107 degrees F
Fans  Top Fan Tray Temp              OK         37 degrees C / 98 degrees F
      Top Tray Fan 1                 OK         Spinning at normal speed
      Top Tray Fan 2                 OK         Spinning at normal speed
      Top Tray Fan 3                 OK         Spinning at normal speed
      Top Tray Fan 4                 OK         Spinning at normal speed
      Top Tray Fan 5                 OK         Spinning at normal speed
      Top Tray Fan 6                 OK         Spinning at normal speed
      Bottom Fan Tray Temp           OK         28 degrees C / 82 degrees F
      Bottom Tray Fan 1              OK         Spinning at normal speed
      Bottom Tray Fan 2              OK         Spinning at normal speed
      Bottom Tray Fan 3              OK         Spinning at normal speed
      Bottom Tray Fan 4              OK         Spinning at normal speed
      Bottom Tray Fan 5              OK         Spinning at normal speed
      Bottom Tray Fan 6              OK         Spinning at normal speed

show chassis environment (MX2020 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PSM 0                          Absent    
      PSM 1                          Absent    
      PSM 2                          OK         41 degrees C / 105 degrees F
      PSM 3                          OK         39 degrees C / 102 degrees F
      PSM 4                          OK         39 degrees C / 102 degrees F
      PSM 5                          OK         38 degrees C / 100 degrees F
      PSM 6                          OK         38 degrees C / 100 degrees F
      PSM 7                          OK         38 degrees C / 100 degrees F
      PSM 8                          OK         37 degrees C / 98 degrees F
      PSM 9                          Absent    
      PSM 10                         Absent    
      PSM 11                         OK         47 degrees C / 116 degrees F
      PSM 12                         OK         45 degrees C / 113 degrees F
      PSM 13                         OK         44 degrees C / 111 degrees F
      PSM 14                         OK         44 degrees C / 111 degrees F
      PSM 15                         OK         43 degrees C / 109 degrees F
      PSM 16                         OK         42 degrees C / 107 degrees F
      PSM 17                         OK         41 degrees C / 105 degrees F
      PDM 0                          OK        
      PDM 1                          Absent    
      PDM 2                          Absent    
      PDM 3                          OK        
      CB 0 IntakeA-Zone0             OK         45 degrees C / 113 degrees F
      CB 0 IntakeB-Zone1             OK         34 degrees C / 93 degrees F
      CB 0 IntakeC-Zone0             OK         48 degrees C / 118 degrees F
      CB 0 ExhaustA-Zone0            OK         45 degrees C / 113 degrees F
      CB 0 ExhaustB-Zone1            OK         37 degrees C / 98 degrees F
      CB 0 TCBC-Zone0                OK         41 degrees C / 105 degrees F
      CB 1 IntakeA-Zone0             OK         46 degrees C / 114 degrees F
      CB 1 IntakeB-Zone1             OK         42 degrees C / 107 degrees F
      CB 1 IntakeC-Zone0             OK         49 degrees C / 120 degrees F
      CB 1 ExhaustA-Zone0            OK         46 degrees C / 114 degrees F
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      CB 1 ExhaustB-Zone1            OK         41 degrees C / 105 degrees F
      CB 1 TCBC-Zone0                OK         46 degrees C / 114 degrees F
      SPMB 0 Intake                  OK         33 degrees C / 91 degrees F
      SPMB 1 Intake                  OK         42 degrees C / 107 degrees F
      Routing Engine 0               OK         35 degrees C / 95 degrees F
      Routing Engine 0 CPU           OK         34 degrees C / 93 degrees F
      Routing Engine 1               OK         44 degrees C / 111 degrees F
      Routing Engine 1 CPU           OK         42 degrees C / 107 degrees F
      SFB 0 Intake-Zone0             OK         55 degrees C / 131 degrees F
      SFB 0 Exhaust-Zone1            OK         48 degrees C / 118 degrees F
      SFB 0 IntakeA-Zone0            OK         50 degrees C / 122 degrees F
      SFB 0 IntakeB-Zone1            OK         40 degrees C / 104 degrees F
      SFB 0 Exhaust-Zone0            OK         52 degrees C / 125 degrees F
      SFB 0 SFB-XF2-Zone1            OK         61 degrees C / 141 degrees F
      SFB 0 SFB-XF1-Zone0            OK         69 degrees C / 156 degrees F
      SFB 0 SFB-XF0-Zone0            OK         68 degrees C / 154 degrees F
      SFB 1 Intake-Zone0             OK         56 degrees C / 132 degrees F
      SFB 1 Exhaust-Zone1            OK         47 degrees C / 116 degrees F
      SFB 1 IntakeA-Zone0            OK         51 degrees C / 123 degrees F
      SFB 1 IntakeB-Zone1            OK         40 degrees C / 104 degrees F
      SFB 1 Exhaust-Zone0            OK         51 degrees C / 123 degrees F
      SFB 1 SFB-XF2-Zone1            OK         62 degrees C / 143 degrees F
      SFB 1 SFB-XF1-Zone0            OK         67 degrees C / 152 degrees F
      SFB 1 SFB-XF0-Zone0            OK         69 degrees C / 156 degrees F
      SFB 2 Intake-Zone0             OK         56 degrees C / 132 degrees F
      SFB 2 Exhaust-Zone1            OK         47 degrees C / 116 degrees F
      SFB 2 IntakeA-Zone0            OK         51 degrees C / 123 degrees F
      SFB 2 IntakeB-Zone1            OK         40 degrees C / 104 degrees F
      SFB 2 Exhaust-Zone0            OK         53 degrees C / 127 degrees F
      SFB 2 SFB-XF2-Zone1            OK         65 degrees C / 149 degrees F
      SFB 2 SFB-XF1-Zone0            OK         69 degrees C / 156 degrees F
      SFB 2 SFB-XF0-Zone0            OK         70 degrees C / 158 degrees F
      SFB 3 Intake-Zone0             OK         57 degrees C / 134 degrees F
      SFB 3 Exhaust-Zone1            OK         48 degrees C / 118 degrees F
      SFB 3 IntakeA-Zone0            OK         52 degrees C / 125 degrees F
      SFB 3 IntakeB-Zone1            OK         41 degrees C / 105 degrees F
      SFB 3 Exhaust-Zone0            OK         53 degrees C / 127 degrees F
      SFB 3 SFB-XF2-Zone1            OK         66 degrees C / 150 degrees F
      SFB 3 SFB-XF1-Zone0            OK         69 degrees C / 156 degrees F
      SFB 3 SFB-XF0-Zone0            OK         71 degrees C / 159 degrees F
      SFB 4 Intake-Zone0             OK         58 degrees C / 136 degrees F
      SFB 4 Exhaust-Zone1            OK         49 degrees C / 120 degrees F
      SFB 4 IntakeA-Zone0            OK         54 degrees C / 129 degrees F
      SFB 4 IntakeB-Zone1            OK         42 degrees C / 107 degrees F
      SFB 4 Exhaust-Zone0            OK         53 degrees C / 127 degrees F
      SFB 4 SFB-XF2-Zone1            OK         64 degrees C / 147 degrees F
      SFB 4 SFB-XF1-Zone0            OK         68 degrees C / 154 degrees F
      SFB 4 SFB-XF0-Zone0            OK         71 degrees C / 159 degrees F
      SFB 5 Intake-Zone0             OK         58 degrees C / 136 degrees F
      SFB 5 Exhaust-Zone1            OK         50 degrees C / 122 degrees F
      SFB 5 IntakeA-Zone0            OK         53 degrees C / 127 degrees F
      SFB 5 IntakeB-Zone1            OK         43 degrees C / 109 degrees F
      SFB 5 Exhaust-Zone0            OK         54 degrees C / 129 degrees F
      SFB 5 SFB-XF2-Zone1            OK         66 degrees C / 150 degrees F
      SFB 5 SFB-XF1-Zone0            OK         69 degrees C / 156 degrees F
      SFB 5 SFB-XF0-Zone0            OK         74 degrees C / 165 degrees F
      SFB 6 Intake-Zone0             OK         58 degrees C / 136 degrees F
      SFB 6 Exhaust-Zone1            OK         49 degrees C / 120 degrees F
      SFB 6 IntakeA-Zone0            OK         53 degrees C / 127 degrees F
      SFB 6 IntakeB-Zone1            OK         43 degrees C / 109 degrees F
      SFB 6 Exhaust-Zone0            OK         53 degrees C / 127 degrees F
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      SFB 6 SFB-XF2-Zone1            OK         65 degrees C / 149 degrees F
      SFB 6 SFB-XF1-Zone0            OK         68 degrees C / 154 degrees F
      SFB 6 SFB-XF0-Zone0            OK         72 degrees C / 161 degrees F
      SFB 7 Intake-Zone0             OK         57 degrees C / 134 degrees F
      SFB 7 Exhaust-Zone1            OK         50 degrees C / 122 degrees F
      SFB 7 IntakeA-Zone0            OK         53 degrees C / 127 degrees F
      SFB 7 IntakeB-Zone1            OK         43 degrees C / 109 degrees F
      SFB 7 Exhaust-Zone0            OK         54 degrees C / 129 degrees F
      SFB 7 SFB-XF2-Zone1            OK         68 degrees C / 154 degrees F
      SFB 7 SFB-XF1-Zone0            OK         69 degrees C / 156 degrees F
      SFB 7 SFB-XF0-Zone0            OK         73 degrees C / 163 degrees F
      FPC 0 Intake                   OK         41 degrees C / 105 degrees F
      FPC 0 Exhaust A                OK         48 degrees C / 118 degrees F
      FPC 0 Exhaust B                OK         62 degrees C / 143 degrees F
      FPC 0 LU 0 TSen                OK         59 degrees C / 138 degrees F
      FPC 0 LU 0 Chip                OK         62 degrees C / 143 degrees F
      FPC 0 LU 1 TSen                OK         59 degrees C / 138 degrees F
      FPC 0 LU 1 Chip                OK         64 degrees C / 147 degrees F
      FPC 0 LU 2 TSen                OK         59 degrees C / 138 degrees F
      FPC 0 LU 2 Chip                OK         53 degrees C / 127 degrees F
      FPC 0 LU 3 TSen                OK         59 degrees C / 138 degrees F
      FPC 0 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 0 MQ 0 TSen                OK         47 degrees C / 116 degrees F
      FPC 0 MQ 0 Chip                OK         49 degrees C / 120 degrees F
      FPC 0 MQ 1 TSen                OK         47 degrees C / 116 degrees F
      FPC 0 MQ 1 Chip                OK         51 degrees C / 123 degrees F
      FPC 0 MQ 2 TSen                OK         47 degrees C / 116 degrees F
      FPC 0 MQ 2 Chip                OK         44 degrees C / 111 degrees F
      FPC 0 MQ 3 TSen                OK         47 degrees C / 116 degrees F
      FPC 0 MQ 3 Chip                OK         45 degrees C / 113 degrees F
      FPC 1 Intake                   OK         40 degrees C / 104 degrees F
      FPC 1 Exhaust A                OK         49 degrees C / 120 degrees F
      FPC 1 Exhaust B                OK         58 degrees C / 136 degrees F
      FPC 1 LU 0 TSen                OK         55 degrees C / 131 degrees F
      FPC 1 LU 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 1 LU 1 TSen                OK         55 degrees C / 131 degrees F
      FPC 1 LU 1 Chip                OK         58 degrees C / 136 degrees F
      FPC 1 LU 2 TSen                OK         55 degrees C / 131 degrees F
      FPC 1 LU 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 1 LU 3 TSen                OK         55 degrees C / 131 degrees F
      FPC 1 LU 3 Chip                OK         51 degrees C / 123 degrees F
      FPC 1 MQ 0 TSen                OK         47 degrees C / 116 degrees F
      FPC 1 MQ 0 Chip                OK         48 degrees C / 118 degrees F
      FPC 1 MQ 1 TSen                OK         47 degrees C / 116 degrees F
      FPC 1 MQ 1 Chip                OK         50 degrees C / 122 degrees F
      FPC 1 MQ 2 TSen                OK         47 degrees C / 116 degrees F
      FPC 1 MQ 2 Chip                OK         44 degrees C / 111 degrees F
      FPC 1 MQ 3 TSen                OK         47 degrees C / 116 degrees F
      FPC 1 MQ 3 Chip                OK         44 degrees C / 111 degrees F
      FPC 2 Intake                   OK         39 degrees C / 102 degrees F
      FPC 2 Exhaust A                OK         49 degrees C / 120 degrees F
      FPC 2 Exhaust B                OK         61 degrees C / 141 degrees F
      FPC 2 LU 0 TSen                OK         58 degrees C / 136 degrees F
      FPC 2 LU 0 Chip                OK         60 degrees C / 140 degrees F
      FPC 2 LU 1 TSen                OK         58 degrees C / 136 degrees F
      FPC 2 LU 1 Chip                OK         65 degrees C / 149 degrees F
      FPC 2 LU 2 TSen                OK         58 degrees C / 136 degrees F
      FPC 2 LU 2 Chip                OK         51 degrees C / 123 degrees F
      FPC 2 LU 3 TSen                OK         58 degrees C / 136 degrees F
      FPC 2 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 2 MQ 0 TSen                OK         47 degrees C / 116 degrees F
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      FPC 2 MQ 0 Chip                OK         50 degrees C / 122 degrees F
      FPC 2 MQ 1 TSen                OK         47 degrees C / 116 degrees F
      FPC 2 MQ 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 2 MQ 2 TSen                OK         47 degrees C / 116 degrees F
      FPC 2 MQ 2 Chip                OK         45 degrees C / 113 degrees F
      FPC 2 MQ 3 TSen                OK         47 degrees C / 116 degrees F
      FPC 2 MQ 3 Chip                OK         46 degrees C / 114 degrees F
      FPC 3 Intake                   OK         40 degrees C / 104 degrees F
      FPC 3 Exhaust A                OK         49 degrees C / 120 degrees F
      FPC 3 Exhaust B                OK         61 degrees C / 141 degrees F
      FPC 3 LU 0 TSen                OK         58 degrees C / 136 degrees F
      FPC 3 LU 0 Chip                OK         61 degrees C / 141 degrees F
      FPC 3 LU 1 TSen                OK         58 degrees C / 136 degrees F
      FPC 3 LU 1 Chip                OK         62 degrees C / 143 degrees F
      FPC 3 LU 2 TSen                OK         58 degrees C / 136 degrees F
      FPC 3 LU 2 Chip                OK         51 degrees C / 123 degrees F
      FPC 3 LU 3 TSen                OK         58 degrees C / 136 degrees F
      FPC 3 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 3 MQ 0 TSen                OK         48 degrees C / 118 degrees F
      FPC 3 MQ 0 Chip                OK         50 degrees C / 122 degrees F
      FPC 3 MQ 1 TSen                OK         48 degrees C / 118 degrees F
      FPC 3 MQ 1 Chip                OK         54 degrees C / 129 degrees F
      FPC 3 MQ 2 TSen                OK         48 degrees C / 118 degrees F
      FPC 3 MQ 2 Chip                OK         45 degrees C / 113 degrees F
      FPC 3 MQ 3 TSen                OK         48 degrees C / 118 degrees F
      FPC 3 MQ 3 Chip                OK         48 degrees C / 118 degrees F
      FPC 4 Intake                   OK         40 degrees C / 104 degrees F
      FPC 4 Exhaust A                OK         49 degrees C / 120 degrees F
      FPC 4 Exhaust B                OK         62 degrees C / 143 degrees F
      FPC 4 LU 0 TSen                OK         59 degrees C / 138 degrees F
      FPC 4 LU 0 Chip                OK         62 degrees C / 143 degrees F
      FPC 4 LU 1 TSen                OK         59 degrees C / 138 degrees F
      FPC 4 LU 1 Chip                OK         65 degrees C / 149 degrees F
      FPC 4 LU 2 TSen                OK         59 degrees C / 138 degrees F
      FPC 4 LU 2 Chip                OK         51 degrees C / 123 degrees F
      FPC 4 LU 3 TSen                OK         59 degrees C / 138 degrees F
      FPC 4 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 4 MQ 0 TSen                OK         48 degrees C / 118 degrees F
      FPC 4 MQ 0 Chip                OK         52 degrees C / 125 degrees F
      FPC 4 MQ 1 TSen                OK         48 degrees C / 118 degrees F
      FPC 4 MQ 1 Chip                OK         53 degrees C / 127 degrees F
      FPC 4 MQ 2 TSen                OK         48 degrees C / 118 degrees F
      FPC 4 MQ 2 Chip                OK         46 degrees C / 114 degrees F
      FPC 4 MQ 3 TSen                OK         48 degrees C / 118 degrees F
      FPC 4 MQ 3 Chip                OK         47 degrees C / 116 degrees F
      FPC 5 Intake                   OK         41 degrees C / 105 degrees F
      FPC 5 Exhaust A                OK         50 degrees C / 122 degrees F
      FPC 5 Exhaust B                OK         63 degrees C / 145 degrees F
      FPC 5 LU 0 TSen                OK         60 degrees C / 140 degrees F
      FPC 5 LU 0 Chip                OK         63 degrees C / 145 degrees F
      FPC 5 LU 1 TSen                OK         60 degrees C / 140 degrees F
      FPC 5 LU 1 Chip                OK         66 degrees C / 150 degrees F
      FPC 5 LU 2 TSen                OK         60 degrees C / 140 degrees F
      FPC 5 LU 2 Chip                OK         56 degrees C / 132 degrees F
      FPC 5 LU 3 TSen                OK         60 degrees C / 140 degrees F
      FPC 5 LU 3 Chip                OK         54 degrees C / 129 degrees F
      FPC 5 MQ 0 TSen                OK         49 degrees C / 120 degrees F
      FPC 5 MQ 0 Chip                OK         52 degrees C / 125 degrees F
      FPC 5 MQ 1 TSen                OK         49 degrees C / 120 degrees F
      FPC 5 MQ 1 Chip                OK         53 degrees C / 127 degrees F
      FPC 5 MQ 2 TSen                OK         49 degrees C / 120 degrees F
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      FPC 5 MQ 2 Chip                OK         48 degrees C / 118 degrees F
      FPC 5 MQ 3 TSen                OK         49 degrees C / 120 degrees F
      FPC 5 MQ 3 Chip                OK         47 degrees C / 116 degrees F
      FPC 6 Intake                   OK         42 degrees C / 107 degrees F
      FPC 6 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 6 Exhaust B                OK         63 degrees C / 145 degrees F
      FPC 6 LU 0 TSen                OK         61 degrees C / 141 degrees F
      FPC 6 LU 0 Chip                OK         64 degrees C / 147 degrees F
      FPC 6 LU 1 TSen                OK         61 degrees C / 141 degrees F
      FPC 6 LU 1 Chip                OK         66 degrees C / 150 degrees F
      FPC 6 LU 2 TSen                OK         61 degrees C / 141 degrees F
      FPC 6 LU 2 Chip                OK         56 degrees C / 132 degrees F
      FPC 6 LU 3 TSen                OK         61 degrees C / 141 degrees F
      FPC 6 LU 3 Chip                OK         56 degrees C / 132 degrees F
      FPC 6 MQ 0 TSen                OK         50 degrees C / 122 degrees F
      FPC 6 MQ 0 Chip                OK         56 degrees C / 132 degrees F
      FPC 6 MQ 1 TSen                OK         50 degrees C / 122 degrees F
      FPC 6 MQ 1 Chip                OK         59 degrees C / 138 degrees F
      FPC 6 MQ 2 TSen                OK         50 degrees C / 122 degrees F
      FPC 6 MQ 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 6 MQ 3 TSen                OK         50 degrees C / 122 degrees F
      FPC 6 MQ 3 Chip                OK         49 degrees C / 120 degrees F
      FPC 7 Intake                   OK         41 degrees C / 105 degrees F
      FPC 7 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 7 Exhaust B                OK         63 degrees C / 145 degrees F
      FPC 7 LU 0 TSen                OK         60 degrees C / 140 degrees F
      FPC 7 LU 0 Chip                OK         61 degrees C / 141 degrees F
      FPC 7 LU 1 TSen                OK         60 degrees C / 140 degrees F
      FPC 7 LU 1 Chip                OK         65 degrees C / 149 degrees F
      FPC 7 LU 2 TSen                OK         60 degrees C / 140 degrees F
      FPC 7 LU 2 Chip                OK         54 degrees C / 129 degrees F
      FPC 7 LU 3 TSen                OK         60 degrees C / 140 degrees F
      FPC 7 LU 3 Chip                OK         53 degrees C / 127 degrees F
      FPC 7 MQ 0 TSen                OK         50 degrees C / 122 degrees F
      FPC 7 MQ 0 Chip                OK         53 degrees C / 127 degrees F
      FPC 7 MQ 1 TSen                OK         50 degrees C / 122 degrees F
      FPC 7 MQ 1 Chip                OK         54 degrees C / 129 degrees F
      FPC 7 MQ 2 TSen                OK         50 degrees C / 122 degrees F
      FPC 7 MQ 2 Chip                OK         47 degrees C / 116 degrees F
      FPC 7 MQ 3 TSen                OK         50 degrees C / 122 degrees F
      FPC 7 MQ 3 Chip                OK         47 degrees C / 116 degrees F
      FPC 8 Intake                   OK         41 degrees C / 105 degrees F
      FPC 8 Exhaust A                OK         50 degrees C / 122 degrees F
      FPC 8 Exhaust B                OK         62 degrees C / 143 degrees F
      FPC 8 LU 0 TSen                OK         59 degrees C / 138 degrees F
      FPC 8 LU 0 Chip                OK         62 degrees C / 143 degrees F
      FPC 8 LU 1 TSen                OK         59 degrees C / 138 degrees F
      FPC 8 LU 1 Chip                OK         64 degrees C / 147 degrees F
      FPC 8 LU 2 TSen                OK         59 degrees C / 138 degrees F
      FPC 8 LU 2 Chip                OK         55 degrees C / 131 degrees F
      FPC 8 LU 3 TSen                OK         59 degrees C / 138 degrees F
      FPC 8 LU 3 Chip                OK         54 degrees C / 129 degrees F
      FPC 8 MQ 0 TSen                OK         49 degrees C / 120 degrees F
      FPC 8 MQ 0 Chip                OK         51 degrees C / 123 degrees F
      FPC 8 MQ 1 TSen                OK         49 degrees C / 120 degrees F
      FPC 8 MQ 1 Chip                OK         52 degrees C / 125 degrees F
      FPC 8 MQ 2 TSen                OK         49 degrees C / 120 degrees F
      FPC 8 MQ 2 Chip                OK         46 degrees C / 114 degrees F
      FPC 8 MQ 3 TSen                OK         49 degrees C / 120 degrees F
      FPC 8 MQ 3 Chip                OK         47 degrees C / 116 degrees F
      FPC 9 Intake                   OK         42 degrees C / 107 degrees F
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      FPC 9 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 9 Exhaust B                OK         63 degrees C / 145 degrees F
      FPC 9 LU 0 TSen                OK         60 degrees C / 140 degrees F
      FPC 9 LU 0 Chip                OK         65 degrees C / 149 degrees F
      FPC 9 LU 1 TSen                OK         60 degrees C / 140 degrees F
      FPC 9 LU 1 Chip                OK         67 degrees C / 152 degrees F
      FPC 9 LU 2 TSen                OK         60 degrees C / 140 degrees F
      FPC 9 LU 2 Chip                OK         54 degrees C / 129 degrees F
      FPC 9 LU 3 TSen                OK         60 degrees C / 140 degrees F
      FPC 9 LU 3 Chip                OK         54 degrees C / 129 degrees F
      FPC 9 MQ 0 TSen                OK         51 degrees C / 123 degrees F
      FPC 9 MQ 0 Chip                OK         55 degrees C / 131 degrees F
      FPC 9 MQ 1 TSen                OK         51 degrees C / 123 degrees F
      FPC 9 MQ 1 Chip                OK         59 degrees C / 138 degrees F
      FPC 9 MQ 2 TSen                OK         51 degrees C / 123 degrees F
      FPC 9 MQ 2 Chip                OK         49 degrees C / 120 degrees F
      FPC 9 MQ 3 TSen                OK         51 degrees C / 123 degrees F
      FPC 9 MQ 3 Chip                OK         49 degrees C / 120 degrees F
      FPC 10 Intake                  OK         44 degrees C / 111 degrees F
      FPC 10 Exhaust A               OK         49 degrees C / 120 degrees F
      FPC 10 Exhaust B               OK         55 degrees C / 131 degrees F
      FPC 10 LU 0 TSen               OK         54 degrees C / 129 degrees F
      FPC 10 LU 0 Chip               OK         55 degrees C / 131 degrees F
      FPC 10 LU 1 TSen               OK         54 degrees C / 129 degrees F
      FPC 10 LU 1 Chip               OK         59 degrees C / 138 degrees F
      FPC 10 LU 2 TSen               OK         54 degrees C / 129 degrees F
      FPC 10 LU 2 Chip               OK         52 degrees C / 125 degrees F
      FPC 10 LU 3 TSen               OK         54 degrees C / 129 degrees F
      FPC 10 LU 3 Chip               OK         51 degrees C / 123 degrees F
      FPC 10 MQ 0 TSen               OK         48 degrees C / 118 degrees F
      FPC 10 MQ 0 Chip               OK         49 degrees C / 120 degrees F
      FPC 10 MQ 1 TSen               OK         48 degrees C / 118 degrees F
      FPC 10 MQ 1 Chip               OK         52 degrees C / 125 degrees F
      FPC 10 MQ 2 TSen               OK         48 degrees C / 118 degrees F
      FPC 10 MQ 2 Chip               OK         47 degrees C / 116 degrees F
      FPC 10 MQ 3 TSen               OK         48 degrees C / 118 degrees F
      FPC 10 MQ 3 Chip               OK         47 degrees C / 116 degrees F
      FPC 11 Intake                  OK         30 degrees C / 86 degrees F
      FPC 11 Exhaust A               OK         35 degrees C / 95 degrees F
      FPC 11 Exhaust B               OK         30 degrees C / 86 degrees F
      FPC 11 LU 0 TSen               OK         57 degrees C / 134 degrees F
      FPC 11 LU 0 Chip               OK         58 degrees C / 136 degrees F
      FPC 11 LU 1 TSen               OK         57 degrees C / 134 degrees F
      FPC 11 LU 1 Chip               OK         62 degrees C / 143 degrees F
      FPC 11 LU 2 TSen               OK         57 degrees C / 134 degrees F
      FPC 11 LU 2 Chip               OK         53 degrees C / 127 degrees F
      FPC 11 LU 3 TSen               OK         57 degrees C / 134 degrees F
      FPC 11 LU 3 Chip               OK         54 degrees C / 129 degrees F
      FPC 11 MQ 0 TSen               OK         52 degrees C / 125 degrees F
      FPC 11 MQ 0 Chip               OK         52 degrees C / 125 degrees F
      FPC 11 MQ 1 TSen               OK         52 degrees C / 125 degrees F
      FPC 11 MQ 1 Chip               OK         57 degrees C / 134 degrees F
      FPC 11 MQ 2 TSen               OK         52 degrees C / 125 degrees F
      FPC 11 MQ 2 Chip               OK         48 degrees C / 118 degrees F
      FPC 11 MQ 3 TSen               OK         52 degrees C / 125 degrees F
      FPC 11 MQ 3 Chip               OK         52 degrees C / 125 degrees F
      FPC 12 Intake                  OK         40 degrees C / 104 degrees F
      FPC 12 Exhaust A               OK         47 degrees C / 116 degrees F
      FPC 12 Exhaust B               OK         52 degrees C / 125 degrees F
      FPC 12 LU 0 TSen               OK         51 degrees C / 123 degrees F
      FPC 12 LU 0 Chip               OK         52 degrees C / 125 degrees F
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      FPC 12 LU 1 TSen               OK         51 degrees C / 123 degrees F
      FPC 12 LU 1 Chip               OK         55 degrees C / 131 degrees F
      FPC 12 LU 2 TSen               OK         51 degrees C / 123 degrees F
      FPC 12 LU 2 Chip               OK         47 degrees C / 116 degrees F
      FPC 12 LU 3 TSen               OK         51 degrees C / 123 degrees F
      FPC 12 LU 3 Chip               OK         50 degrees C / 122 degrees F
      FPC 12 MQ 0 TSen               OK         46 degrees C / 114 degrees F
      FPC 12 MQ 0 Chip               OK         46 degrees C / 114 degrees F
      FPC 12 MQ 1 TSen               OK         46 degrees C / 114 degrees F
      FPC 12 MQ 1 Chip               OK         50 degrees C / 122 degrees F
      FPC 12 MQ 2 TSen               OK         46 degrees C / 114 degrees F
      FPC 12 MQ 2 Chip               OK         44 degrees C / 111 degrees F
      FPC 12 MQ 3 TSen               OK         46 degrees C / 114 degrees F
      FPC 12 MQ 3 Chip               OK         46 degrees C / 114 degrees F
      FPC 13 Intake                  OK         40 degrees C / 104 degrees F
      FPC 13 Exhaust A               OK         48 degrees C / 118 degrees F
      FPC 13 Exhaust B               OK         52 degrees C / 125 degrees F
      FPC 13 LU 0 TSen               OK         51 degrees C / 123 degrees F
      FPC 13 LU 0 Chip               OK         52 degrees C / 125 degrees F
      FPC 13 LU 1 TSen               OK         51 degrees C / 123 degrees F
      FPC 13 LU 1 Chip               OK         55 degrees C / 131 degrees F
      FPC 13 LU 2 TSen               OK         51 degrees C / 123 degrees F
      FPC 13 LU 2 Chip               OK         48 degrees C / 118 degrees F
      FPC 13 LU 3 TSen               OK         51 degrees C / 123 degrees F
      FPC 13 LU 3 Chip               OK         48 degrees C / 118 degrees F
      FPC 13 MQ 0 TSen               OK         46 degrees C / 114 degrees F
      FPC 13 MQ 0 Chip               OK         46 degrees C / 114 degrees F
      FPC 13 MQ 1 TSen               OK         46 degrees C / 114 degrees F
      FPC 13 MQ 1 Chip               OK         50 degrees C / 122 degrees F
      FPC 13 MQ 2 TSen               OK         46 degrees C / 114 degrees F
      FPC 13 MQ 2 Chip               OK         44 degrees C / 111 degrees F
      FPC 13 MQ 3 TSen               OK         46 degrees C / 114 degrees F
      FPC 13 MQ 3 Chip               OK         46 degrees C / 114 degrees F
      FPC 14 Intake                  OK         40 degrees C / 104 degrees F
      FPC 14 Exhaust A               OK         50 degrees C / 122 degrees F
      FPC 14 Exhaust B               OK         51 degrees C / 123 degrees F
      FPC 14 LU 0 TSen               OK         50 degrees C / 122 degrees F
      FPC 14 LU 0 Chip               OK         50 degrees C / 122 degrees F
      FPC 14 LU 1 TSen               OK         50 degrees C / 122 degrees F
      FPC 14 LU 1 Chip               OK         54 degrees C / 129 degrees F
      FPC 14 LU 2 TSen               OK         50 degrees C / 122 degrees F
      FPC 14 LU 2 Chip               OK         47 degrees C / 116 degrees F
      FPC 14 LU 3 TSen               OK         50 degrees C / 122 degrees F
      FPC 14 LU 3 Chip               OK         49 degrees C / 120 degrees F
      FPC 14 MQ 0 TSen               OK         47 degrees C / 116 degrees F
      FPC 14 MQ 0 Chip               OK         46 degrees C / 114 degrees F
      FPC 14 MQ 1 TSen               OK         47 degrees C / 116 degrees F
      FPC 14 MQ 1 Chip               OK         51 degrees C / 123 degrees F
      FPC 14 MQ 2 TSen               OK         47 degrees C / 116 degrees F
      FPC 14 MQ 2 Chip               OK         45 degrees C / 113 degrees F
      FPC 14 MQ 3 TSen               OK         47 degrees C / 116 degrees F
      FPC 14 MQ 3 Chip               OK         48 degrees C / 118 degrees F
      FPC 15 Intake                  OK         44 degrees C / 111 degrees F
      FPC 15 Exhaust A               OK         49 degrees C / 120 degrees F
      FPC 15 Exhaust B               OK         60 degrees C / 140 degrees F
      FPC 15 LU 0 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 LU 0 Chip               OK         56 degrees C / 132 degrees F
      FPC 15 LU 1 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 LU 1 Chip               OK         50 degrees C / 122 degrees F
      FPC 15 LU 2 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 LU 2 Chip               OK         58 degrees C / 136 degrees F
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      FPC 15 LU 3 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 LU 3 Chip               OK         63 degrees C / 145 degrees F
      FPC 15 XM 0 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 XM 0 Chip               OK         56 degrees C / 132 degrees F
      FPC 15 XF 0 TSen               OK         50 degrees C / 122 degrees F
      FPC 15 XF 0 Chip               OK         68 degrees C / 154 degrees F
      FPC 15 PLX Switch TSen         OK         50 degrees C / 122 degrees F
      FPC 15 PLX Switch Chip         OK         56 degrees C / 132 degrees F
      FPC 16 Intake                  OK         42 degrees C / 107 degrees F
      FPC 16 Exhaust A               OK         51 degrees C / 123 degrees F
      FPC 16 Exhaust B               OK         53 degrees C / 127 degrees F
      FPC 16 LU 0 TSen               OK         51 degrees C / 123 degrees F
      FPC 16 LU 0 Chip               OK         52 degrees C / 125 degrees F
      FPC 16 LU 1 TSen               OK         51 degrees C / 123 degrees F
      FPC 16 LU 1 Chip               OK         55 degrees C / 131 degrees F
      FPC 16 LU 2 TSen               OK         51 degrees C / 123 degrees F
      FPC 16 LU 2 Chip               OK         48 degrees C / 118 degrees F
      FPC 16 LU 3 TSen               OK         51 degrees C / 123 degrees F
      FPC 16 LU 3 Chip               OK         49 degrees C / 120 degrees F
      FPC 16 MQ 0 TSen               OK         49 degrees C / 120 degrees F
      FPC 16 MQ 0 Chip               OK         48 degrees C / 118 degrees F
      FPC 16 MQ 1 TSen               OK         49 degrees C / 120 degrees F
      FPC 16 MQ 1 Chip               OK         53 degrees C / 127 degrees F
      FPC 16 MQ 2 TSen               OK         49 degrees C / 120 degrees F
      FPC 16 MQ 2 Chip               OK         46 degrees C / 114 degrees F
      FPC 16 MQ 3 TSen               OK         49 degrees C / 120 degrees F
      FPC 16 MQ 3 Chip               OK         49 degrees C / 120 degrees F
      FPC 17 Intake                  OK         43 degrees C / 109 degrees F
      FPC 17 Exhaust A               OK         51 degrees C / 123 degrees F
      FPC 17 Exhaust B               OK         55 degrees C / 131 degrees F
      FPC 17 LU 0 TSen               OK         54 degrees C / 129 degrees F
      FPC 17 LU 0 Chip               OK         57 degrees C / 134 degrees F
      FPC 17 LU 1 TSen               OK         54 degrees C / 129 degrees F
      FPC 17 LU 1 Chip               OK         60 degrees C / 140 degrees F
      FPC 17 LU 2 TSen               OK         54 degrees C / 129 degrees F
      FPC 17 LU 2 Chip               OK         53 degrees C / 127 degrees F
      FPC 17 LU 3 TSen               OK         54 degrees C / 129 degrees F
      FPC 17 LU 3 Chip               OK         53 degrees C / 127 degrees F
      FPC 17 MQ 0 TSen               OK         49 degrees C / 120 degrees F
      FPC 17 MQ 0 Chip               OK         50 degrees C / 122 degrees F
      FPC 17 MQ 1 TSen               OK         49 degrees C / 120 degrees F
      FPC 17 MQ 1 Chip               OK         54 degrees C / 129 degrees F
      FPC 17 MQ 2 TSen               OK         49 degrees C / 120 degrees F
      FPC 17 MQ 2 Chip               OK         47 degrees C / 116 degrees F
      FPC 17 MQ 3 TSen               OK         49 degrees C / 120 degrees F
      FPC 17 MQ 3 Chip               OK         51 degrees C / 123 degrees F
      FPC 18 Intake                  OK         44 degrees C / 111 degrees F
      FPC 18 Exhaust A               OK         53 degrees C / 127 degrees F
      FPC 18 Exhaust B               OK         57 degrees C / 134 degrees F
      FPC 18 LU 0 TSen               OK         56 degrees C / 132 degrees F
      FPC 18 LU 0 Chip               OK         57 degrees C / 134 degrees F
      FPC 18 LU 1 TSen               OK         56 degrees C / 132 degrees F
      FPC 18 LU 1 Chip               OK         62 degrees C / 143 degrees F
      FPC 18 LU 2 TSen               OK         56 degrees C / 132 degrees F
      FPC 18 LU 2 Chip               OK         53 degrees C / 127 degrees F
      FPC 18 LU 3 TSen               OK         56 degrees C / 132 degrees F
      FPC 18 LU 3 Chip               OK         55 degrees C / 131 degrees F
      FPC 18 MQ 0 TSen               OK         51 degrees C / 123 degrees F
      FPC 18 MQ 0 Chip               OK         54 degrees C / 129 degrees F
      FPC 18 MQ 1 TSen               OK         51 degrees C / 123 degrees F
      FPC 18 MQ 1 Chip               OK         58 degrees C / 136 degrees F
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      FPC 18 MQ 2 TSen               OK         51 degrees C / 123 degrees F
      FPC 18 MQ 2 Chip               OK         50 degrees C / 122 degrees F
      FPC 18 MQ 3 TSen               OK         51 degrees C / 123 degrees F
      FPC 18 MQ 3 Chip               OK         53 degrees C / 127 degrees F
      FPC 19 Intake                  OK         48 degrees C / 118 degrees F
      FPC 19 Exhaust A               OK         56 degrees C / 132 degrees F
      FPC 19 Exhaust B               OK         64 degrees C / 147 degrees F
      FPC 19 LU 0 TSen               OK         63 degrees C / 145 degrees F
      FPC 19 LU 0 Chip               OK         64 degrees C / 147 degrees F
      FPC 19 LU 1 TSen               OK         63 degrees C / 145 degrees F
      FPC 19 LU 1 Chip               OK         70 degrees C / 158 degrees F
      FPC 19 LU 2 TSen               OK         63 degrees C / 145 degrees F
      FPC 19 LU 2 Chip               OK         61 degrees C / 141 degrees F
      FPC 19 LU 3 TSen               OK         63 degrees C / 145 degrees F
      FPC 19 LU 3 Chip               OK         62 degrees C / 143 degrees F
      FPC 19 MQ 0 TSen               OK         56 degrees C / 132 degrees F
      FPC 19 MQ 0 Chip               OK         60 degrees C / 140 degrees F
      FPC 19 MQ 1 TSen               OK         56 degrees C / 132 degrees F
      FPC 19 MQ 1 Chip               OK         62 degrees C / 143 degrees F
      FPC 19 MQ 2 TSen               OK         56 degrees C / 132 degrees F
      FPC 19 MQ 2 Chip               OK         56 degrees C / 132 degrees F
      FPC 19 MQ 3 TSen               OK         56 degrees C / 132 degrees F
      FPC 19 MQ 3 Chip               OK         57 degrees C / 134 degrees F
      ADC 0 Intake                   OK         40 degrees C / 104 degrees F
      ADC 0 Exhaust                  OK         52 degrees C / 125 degrees F
      ADC 0 ADC-XF1                  OK         59 degrees C / 138 degrees F
      ADC 0 ADC-XF0                  OK         66 degrees C / 150 degrees F
      ADC 1 Intake                   OK         38 degrees C / 100 degrees F
      ADC 1 Exhaust                  OK         50 degrees C / 122 degrees F
      ADC 1 ADC-XF1                  OK         59 degrees C / 138 degrees F
      ADC 1 ADC-XF0                  OK         63 degrees C / 145 degrees F
      ADC 2 Intake                   OK         37 degrees C / 98 degrees F
      ADC 2 Exhaust                  OK         52 degrees C / 125 degrees F
      ADC 2 ADC-XF1                  OK         53 degrees C / 127 degrees F
      ADC 2 ADC-XF0                  OK         61 degrees C / 141 degrees F
      ADC 3 Intake                   OK         40 degrees C / 104 degrees F
      ADC 3 Exhaust                  OK         51 degrees C / 123 degrees F
      ADC 3 ADC-XF1                  OK         61 degrees C / 141 degrees F
      ADC 3 ADC-XF0                  OK         64 degrees C / 147 degrees F
      ADC 4 Intake                   OK         39 degrees C / 102 degrees F
      ADC 4 Exhaust                  OK         51 degrees C / 123 degrees F
      ADC 4 ADC-XF1                  OK         60 degrees C / 140 degrees F
      ADC 4 ADC-XF0                  OK         63 degrees C / 145 degrees F
      ADC 5 Intake                   OK         38 degrees C / 100 degrees F
      ADC 5 Exhaust                  OK         54 degrees C / 129 degrees F
      ADC 5 ADC-XF1                  OK         56 degrees C / 132 degrees F
      ADC 5 ADC-XF0                  OK         67 degrees C / 152 degrees F
      ADC 6 Intake                   OK         39 degrees C / 102 degrees F
      ADC 6 Exhaust                  OK         52 degrees C / 125 degrees F
      ADC 6 ADC-XF1                  OK         59 degrees C / 138 degrees F
      ADC 6 ADC-XF0                  OK         66 degrees C / 150 degrees F
      ADC 7 Intake                   OK         39 degrees C / 102 degrees F
      ADC 7 Exhaust                  OK         54 degrees C / 129 degrees F
      ADC 7 ADC-XF1                  OK         62 degrees C / 143 degrees F
      ADC 7 ADC-XF0                  OK         70 degrees C / 158 degrees F
      ADC 8 Intake                   OK         39 degrees C / 102 degrees F
      ADC 8 Exhaust                  OK         52 degrees C / 125 degrees F
      ADC 8 ADC-XF1                  OK         61 degrees C / 141 degrees F
      ADC 8 ADC-XF0                  OK         65 degrees C / 149 degrees F
      ADC 9 Intake                   OK         41 degrees C / 105 degrees F
      ADC 9 Exhaust                  OK         51 degrees C / 123 degrees F
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      ADC 9 ADC-XF1                  OK         63 degrees C / 145 degrees F
      ADC 9 ADC-XF0                  OK         63 degrees C / 145 degrees F
      ADC 10 Intake                  OK         48 degrees C / 118 degrees F
      ADC 10 Exhaust                 OK         53 degrees C / 127 degrees F
      ADC 10 ADC-XF1                 OK         67 degrees C / 152 degrees F
      ADC 10 ADC-XF0                 OK         66 degrees C / 150 degrees F
      ADC 12 Intake                  OK         49 degrees C / 120 degrees F
      ADC 12 Exhaust                 OK         54 degrees C / 129 degrees F
      ADC 12 ADC-XF1                 OK         67 degrees C / 152 degrees F
      ADC 12 ADC-XF0                 OK         67 degrees C / 152 degrees F
      ADC 13 Intake                  OK         49 degrees C / 120 degrees F
      ADC 13 Exhaust                 OK         57 degrees C / 134 degrees F
      ADC 13 ADC-XF1                 OK         66 degrees C / 150 degrees F
      ADC 13 ADC-XF0                 OK         69 degrees C / 156 degrees F
      ADC 14 Intake                  OK         51 degrees C / 123 degrees F
      ADC 14 Exhaust                 OK         59 degrees C / 138 degrees F
      ADC 14 ADC-XF1                 OK         69 degrees C / 156 degrees F
      ADC 14 ADC-XF0                 OK         74 degrees C / 165 degrees F
      ADC 15 Intake                  OK         50 degrees C / 122 degrees F
      ADC 15 Exhaust                 OK         59 degrees C / 138 degrees F
      ADC 15 ADC-XF1                 OK         68 degrees C / 154 degrees F
      ADC 15 ADC-XF0                 OK         69 degrees C / 156 degrees F
      ADC 16 Intake                  OK         52 degrees C / 125 degrees F
      ADC 16 Exhaust                 OK         58 degrees C / 136 degrees F
      ADC 16 ADC-XF1                 OK         68 degrees C / 154 degrees F
      ADC 16 ADC-XF0                 OK         70 degrees C / 158 degrees F
      ADC 17 Intake                  OK         52 degrees C / 125 degrees F
      ADC 17 Exhaust                 OK         59 degrees C / 138 degrees F
      ADC 17 ADC-XF1                 OK         69 degrees C / 156 degrees F
      ADC 17 ADC-XF0                 OK         71 degrees C / 159 degrees F
      ADC 18 Intake                  OK         53 degrees C / 127 degrees F
      ADC 18 Exhaust                 OK         59 degrees C / 138 degrees F
      ADC 18 ADC-XF1                 OK         68 degrees C / 154 degrees F
      ADC 18 ADC-XF0                 OK         73 degrees C / 163 degrees F
      ADC 19 Intake                  OK         50 degrees C / 122 degrees F
      ADC 19 Exhaust                 OK         59 degrees C / 138 degrees F
      ADC 19 ADC-XF1                 OK         68 degrees C / 154 degrees F
      ADC 19 ADC-XF0                 OK         72 degrees C / 161 degrees F
Fans  Fan Tray 0 Fan 1               OK         7440 RPM
      Fan Tray 0 Fan 2               OK         7200 RPM
      Fan Tray 0 Fan 3               OK         6960 RPM
      Fan Tray 0 Fan 4               OK         7200 RPM
      Fan Tray 0 Fan 5               OK         7080 RPM
      Fan Tray 0 Fan 6               OK         6840 RPM
      Fan Tray 1 Fan 1               OK         6840 RPM
      Fan Tray 1 Fan 2               OK         6960 RPM
      Fan Tray 1 Fan 3               OK         6960 RPM
      Fan Tray 1 Fan 4               OK         7080 RPM
      Fan Tray 1 Fan 5               OK         6960 RPM
      Fan Tray 1 Fan 6               OK         6960 RPM
      Fan Tray 2 Fan 1               OK         8640 RPM
      Fan Tray 2 Fan 2               OK         8640 RPM
      Fan Tray 2 Fan 3               OK         8760 RPM
      Fan Tray 2 Fan 4               OK         8760 RPM
      Fan Tray 2 Fan 5               OK         8640 RPM
      Fan Tray 2 Fan 6               OK         8640 RPM
      Fan Tray 3 Fan 1               OK         8520 RPM
      Fan Tray 3 Fan 2               OK         8520 RPM
      Fan Tray 3 Fan 3               OK         8640 RPM
      Fan Tray 3 Fan 4               OK         8640 RPM
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      Fan Tray 3 Fan 5               OK         8520 RPM
      Fan Tray 3 Fan 6               OK         8520 RPM

show chassis environment (MX2010 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PSM 0                          OK         7 degrees C / 44 degrees F
      PSM 1                          OK         7 degrees C / 44 degrees F
      PSM 2                          OK         7 degrees C / 44 degrees F
      PSM 3                          OK         6 degrees C / 42 degrees F
      PSM 4                          OK         6 degrees C / 42 degrees F
      PSM 5                          OK         6 degrees C / 42 degrees F
      PSM 6                          OK         6 degrees C / 42 degrees F
      PSM 7                          OK         7 degrees C / 44 degrees F
      PSM 8                          OK         7 degrees C / 44 degrees F
      PDM 0                          OK        
      PDM 1                          Absent    
      CB 0 IntakeA-Zone0             OK         14 degrees C / 57 degrees F
      CB 0 IntakeB-Zone1             OK         7 degrees C / 44 degrees F
      CB 0 IntakeC-Zone0             OK         22 degrees C / 71 degrees F
      CB 0 ExhaustA-Zone0            OK         14 degrees C / 57 degrees F
      CB 0 ExhaustB-Zone1            OK         9 degrees C / 48 degrees F
      CB 0 TCBC-Zone0                OK         11 degrees C / 51 degrees F
      CB 1 IntakeA-Zone0             OK         9 degrees C / 48 degrees F
      CB 1 IntakeB-Zone1             OK         5 degrees C / 41 degrees F
      CB 1 IntakeC-Zone0             OK         20 degrees C / 68 degrees F
      CB 1 ExhaustA-Zone0            OK         12 degrees C / 53 degrees F
      CB 1 ExhaustB-Zone1            OK         7 degrees C / 44 degrees F
      CB 1 TCBC-Zone0                OK         10 degrees C / 50 degrees F
      SPMB 0 Intake                  OK         5 degrees C / 41 degrees F
      SPMB 1 Intake                  OK         4 degrees C / 39 degrees F
      Routing Engine 0               OK         9 degrees C / 48 degrees F
      Routing Engine 0 CPU           OK         9 degrees C / 48 degrees F
      Routing Engine 1               OK         6 degrees C / 42 degrees F
      Routing Engine 1 CPU           OK         6 degrees C / 42 degrees F
      SFB 0 Intake-Zone0             OK         26 degrees C / 78 degrees F
      SFB 0 Exhaust-Zone1            OK         17 degrees C / 62 degrees F
      SFB 0 IntakeA-Zone0            OK         16 degrees C / 60 degrees F
      SFB 0 IntakeB-Zone1            OK         11 degrees C / 51 degrees F
      SFB 0 Exhaust-Zone0            OK         18 degrees C / 64 degrees F
      SFB 0 SFB-XF2-Zone1            OK         25 degrees C / 77 degrees F
      SFB 0 SFB-XF1-Zone0            OK         23 degrees C / 73 degrees F
      SFB 0 SFB-XF0-Zone0            OK         33 degrees C / 91 degrees F
      SFB 1 Intake-Zone0             OK         27 degrees C / 80 degrees F
      SFB 1 Exhaust-Zone1            OK         15 degrees C / 59 degrees F
      SFB 1 IntakeA-Zone0            OK         20 degrees C / 68 degrees F
      SFB 1 IntakeB-Zone1            OK         10 degrees C / 50 degrees F
      SFB 1 Exhaust-Zone0            OK         19 degrees C / 66 degrees F
      SFB 1 SFB-XF2-Zone1            OK         26 degrees C / 78 degrees F
      SFB 1 SFB-XF1-Zone0            OK         27 degrees C / 80 degrees F
      SFB 1 SFB-XF0-Zone0            OK         32 degrees C / 89 degrees F
      SFB 2 Intake-Zone0             OK         21 degrees C / 69 degrees F
      SFB 2 Exhaust-Zone1            OK         13 degrees C / 55 degrees F
      SFB 2 IntakeA-Zone0            OK         18 degrees C / 64 degrees F
      SFB 2 IntakeB-Zone1            OK         9 degrees C / 48 degrees F
      SFB 2 Exhaust-Zone0            OK         16 degrees C / 60 degrees F
      SFB 2 SFB-XF2-Zone1            OK         24 degrees C / 75 degrees F
      SFB 2 SFB-XF1-Zone0            OK         21 degrees C / 69 degrees F
      SFB 2 SFB-XF0-Zone0            OK         26 degrees C / 78 degrees F
      SFB 4 Intake-Zone0             OK         28 degrees C / 82 degrees F
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      SFB 4 Exhaust-Zone1            OK         16 degrees C / 60 degrees F
SFB 4 IntakeA-Zone0            OK         18 degrees C / 64 degrees F
      SFB 4 IntakeB-Zone1            OK         11 degrees C / 51 degrees F
      SFB 4 Exhaust-Zone0            OK         19 degrees C / 66 degrees F
      SFB 4 SFB-XF2-Zone1            OK         27 degrees C / 80 degrees F
      SFB 4 SFB-XF1-Zone0            OK         27 degrees C / 80 degrees F
      SFB 4 SFB-XF0-Zone0            OK         32 degrees C / 89 degrees F
      SFB 5 Intake-Zone0             OK         22 degrees C / 71 degrees F
      SFB 5 Exhaust-Zone1            OK         14 degrees C / 57 degrees F
      SFB 5 IntakeA-Zone0            OK         18 degrees C / 64 degrees F
      SFB 5 IntakeB-Zone1            OK         10 degrees C / 50 degrees F
      SFB 5 Exhaust-Zone0            OK         17 degrees C / 62 degrees F
      SFB 5 SFB-XF2-Zone1            OK         22 degrees C / 71 degrees F
      SFB 5 SFB-XF1-Zone0            OK         29 degrees C / 84 degrees F
      SFB 5 SFB-XF0-Zone0            OK         27 degrees C / 80 degrees F
      SFB 6 Intake-Zone0             OK         27 degrees C / 80 degrees F
      SFB 6 Exhaust-Zone1            OK         13 degrees C / 55 degrees F
      SFB 6 IntakeA-Zone0            OK         19 degrees C / 66 degrees F
      SFB 6 IntakeB-Zone1            OK         10 degrees C / 50 degrees F
      SFB 6 Exhaust-Zone0            OK         20 degrees C / 68 degrees F
      SFB 6 SFB-XF2-Zone1            OK         24 degrees C / 75 degrees F
      SFB 6 SFB-XF1-Zone0            OK         32 degrees C / 89 degrees F
      SFB 6 SFB-XF0-Zone0            OK         33 degrees C / 91 degrees F
      SFB 7 Intake-Zone0             OK         25 degrees C / 77 degrees F
      SFB 7 Exhaust-Zone1            OK         13 degrees C / 55 degrees F
      SFB 7 IntakeA-Zone0            OK         14 degrees C / 57 degrees F
      SFB 7 IntakeB-Zone1            OK         8 degrees C / 46 degrees F
      SFB 7 Exhaust-Zone0            OK         17 degrees C / 62 degrees F
      SFB 7 SFB-XF2-Zone1            OK         21 degrees C / 69 degrees F
      SFB 7 SFB-XF1-Zone0            OK         21 degrees C / 69 degrees F
      SFB 7 SFB-XF0-Zone0            OK         33 degrees C / 91 degrees F
      FPC 0 Intake                   OK         13 degrees C / 55 degrees F
      FPC 0 Exhaust A                OK         13 degrees C / 55 degrees F
      FPC 0 Exhaust B                OK         14 degrees C / 57 degrees F
      FPC 0 LU 0 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 LU 0 Chip                OK         25 degrees C / 77 degrees F
      FPC 0 LU 1 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 LU 1 Chip                OK         27 degrees C / 80 degrees F
      FPC 0 LU 2 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 LU 2 Chip                OK         19 degrees C / 66 degrees F
      FPC 0 LU 3 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 LU 3 Chip                OK         23 degrees C / 73 degrees F
      FPC 0 XM 0 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 XM 0 Chip                OK         33 degrees C / 91 degrees F
      FPC 0 XM 1 TSen                OK         28 degrees C / 82 degrees F
      FPC 0 XM 1 Chip                OK         26 degrees C / 78 degrees F
      FPC 0 PLX Switch TSen          OK         28 degrees C / 82 degrees F
      FPC 0 PLX Switch Chip          OK         26 degrees C / 78 degrees F
      FPC 1 Intake                   OK         10 degrees C / 50 degrees F
      FPC 1 Exhaust A                OK         24 degrees C / 75 degrees F
      FPC 1 Exhaust B                OK         28 degrees C / 82 degrees F
      FPC 1 LU 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 LU 0 Chip                OK         31 degrees C / 87 degrees F
      FPC 1 LU 1 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 LU 1 Chip                OK         21 degrees C / 69 degrees F
      FPC 1 LU 2 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 LU 2 Chip                OK         25 degrees C / 77 degrees F
      FPC 1 LU 3 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 LU 3 Chip                OK         33 degrees C / 91 degrees F
      FPC 1 XM 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 XM 0 Chip                OK         30 degrees C / 86 degrees F
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      FPC 1 XF 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 1 XF 0 Chip                OK         37 degrees C / 98 degrees F
      FPC 1 PLX Switch TSen          OK         22 degrees C / 71 degrees F
FPC 1 PLX Switch Chip          OK         22 degrees C / 71 degrees F
      FPC 2 Intake                   OK         9 degrees C / 48 degrees F
      FPC 2 Exhaust A                OK         10 degrees C / 50 degrees F
      FPC 2 Exhaust B                OK         10 degrees C / 50 degrees F
      FPC 2 LU 0 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 LU 0 Chip                OK         25 degrees C / 77 degrees F
      FPC 2 LU 1 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 LU 1 Chip                OK         26 degrees C / 78 degrees F
      FPC 2 LU 2 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 LU 2 Chip                OK         17 degrees C / 62 degrees F
      FPC 2 LU 3 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 LU 3 Chip                OK         22 degrees C / 71 degrees F
      FPC 2 XM 0 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 XM 0 Chip                OK         34 degrees C / 93 degrees F
      FPC 2 XM 1 TSen                OK         26 degrees C / 78 degrees F
      FPC 2 XM 1 Chip                OK         26 degrees C / 78 degrees F
      FPC 2 PLX Switch TSen          OK         26 degrees C / 78 degrees F
      FPC 2 PLX Switch Chip          OK         20 degrees C / 68 degrees F
      FPC 3 Intake                   OK         12 degrees C / 53 degrees F
      FPC 3 Exhaust A                OK         16 degrees C / 60 degrees F
      FPC 3 Exhaust B                OK         26 degrees C / 78 degrees F
      FPC 3 LU 0 TSen                OK         23 degrees C / 73 degrees F
      FPC 3 LU 0 Chip                OK         26 degrees C / 78 degrees F
      FPC 3 LU 1 TSen                OK         23 degrees C / 73 degrees F
      FPC 3 LU 1 Chip                OK         27 degrees C / 80 degrees F
      FPC 3 LU 2 TSen                OK         23 degrees C / 73 degrees F
      FPC 3 LU 2 Chip                OK         22 degrees C / 71 degrees F
      FPC 3 LU 3 TSen                OK         23 degrees C / 73 degrees F
      FPC 3 LU 3 Chip                OK         21 degrees C / 69 degrees F
      FPC 3 MQ 0 TSen                OK         15 degrees C / 59 degrees F
      FPC 3 MQ 0 Chip                OK         18 degrees C / 64 degrees F
      FPC 3 MQ 1 TSen                OK         15 degrees C / 59 degrees F
      FPC 3 MQ 1 Chip                OK         20 degrees C / 68 degrees F
      FPC 3 MQ 2 TSen                OK         15 degrees C / 59 degrees F
      FPC 3 MQ 2 Chip                OK         17 degrees C / 62 degrees F
      FPC 3 MQ 3 TSen                OK         15 degrees C / 59 degrees F
      FPC 3 MQ 3 Chip                OK         16 degrees C / 60 degrees F
      FPC 4 Intake                   OK         11 degrees C / 51 degrees F
      FPC 4 Exhaust A                OK         22 degrees C / 71 degrees F
      FPC 4 Exhaust B                OK         28 degrees C / 82 degrees F
      FPC 4 LU 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 LU 0 Chip                OK         33 degrees C / 91 degrees F
      FPC 4 LU 1 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 LU 1 Chip                OK         21 degrees C / 69 degrees F
      FPC 4 LU 2 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 LU 2 Chip                OK         26 degrees C / 78 degrees F
      FPC 4 LU 3 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 LU 3 Chip                OK         33 degrees C / 91 degrees F
      FPC 4 XM 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 XM 0 Chip                OK         30 degrees C / 86 degrees F
      FPC 4 XF 0 TSen                OK         22 degrees C / 71 degrees F
      FPC 4 XF 0 Chip                OK         37 degrees C / 98 degrees F
      FPC 4 PLX Switch TSen          OK         22 degrees C / 71 degrees F
      FPC 4 PLX Switch Chip          OK         23 degrees C / 73 degrees F
      FPC 5 Intake                   OK         12 degrees C / 53 degrees F
      FPC 5 Exhaust A                OK         12 degrees C / 53 degrees F
 FPC 5 Exhaust B                OK         12 degrees C / 53 degrees F
      FPC 5 LU 0 TSen                OK         27 degrees C / 80 degrees F
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      FPC 5 LU 0 Chip                OK         28 degrees C / 82 degrees F
      FPC 5 LU 1 TSen                OK         27 degrees C / 80 degrees F
      FPC 5 LU 1 Chip                OK         27 degrees C / 80 degrees F
      FPC 5 LU 2 TSen                OK         27 degrees C / 80 degrees F
      FPC 5 LU 2 Chip                OK         19 degrees C / 66 degrees F
      FPC 5 LU 3 TSen                OK         27 degrees C / 80 degrees F
      FPC 5 LU 3 Chip                OK         22 degrees C / 71 degrees F
      FPC 5 XM 0 TSen                OK         27 degrees C / 80 degrees F
      FPC 5 XM 0 Chip                OK         36 degrees C / 96 degrees F
      FPC 5 XM 1 TSen                OK         27 degrees C / 80 degrees F
      FPC 5 XM 1 Chip                OK         26 degrees C / 78 degrees F
      FPC 5 PLX Switch TSen          OK         27 degrees C / 80 degrees F
      FPC 5 PLX Switch Chip          OK         24 degrees C / 75 degrees F
      FPC 6 Intake                   OK         12 degrees C / 53 degrees F
      FPC 6 Exhaust A                OK         17 degrees C / 62 degrees F
      FPC 6 Exhaust B                OK         28 degrees C / 82 degrees F
      FPC 6 LU 0 TSen                OK         24 degrees C / 75 degrees F
      FPC 6 LU 0 Chip                OK         29 degrees C / 84 degrees F
      FPC 6 LU 1 TSen                OK         24 degrees C / 75 degrees F
      FPC 6 LU 1 Chip                OK         30 degrees C / 86 degrees F
      FPC 6 LU 2 TSen                OK         24 degrees C / 75 degrees F
      FPC 6 LU 2 Chip                OK         24 degrees C / 75 degrees F
      FPC 6 LU 3 TSen                OK         24 degrees C / 75 degrees F
      FPC 6 LU 3 Chip                OK         22 degrees C / 71 degrees F
      FPC 6 MQ 0 TSen                OK         16 degrees C / 60 degrees F
      FPC 6 MQ 0 Chip                OK         19 degrees C / 66 degrees F
      FPC 6 MQ 1 TSen                OK         16 degrees C / 60 degrees F
      FPC 6 MQ 1 Chip                OK         20 degrees C / 68 degrees F
      FPC 6 MQ 2 TSen                OK         16 degrees C / 60 degrees F
      FPC 6 MQ 2 Chip                OK         17 degrees C / 62 degrees F
      FPC 6 MQ 3 TSen                OK         16 degrees C / 60 degrees F
      FPC 6 MQ 3 Chip                OK         16 degrees C / 60 degrees F
      FPC 7 Intake                   OK         10 degrees C / 50 degrees F
      FPC 7 Exhaust A                OK         10 degrees C / 50 degrees F
      FPC 7 Exhaust B                OK         11 degrees C / 51 degrees F
      FPC 7 LU 0 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 LU 0 Chip                OK         26 degrees C / 78 degrees F
      FPC 7 LU 1 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 LU 1 Chip                OK         29 degrees C / 84 degrees F
      FPC 7 LU 2 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 LU 2 Chip                OK         19 degrees C / 66 degrees F
      FPC 7 LU 3 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 LU 3 Chip                OK         24 degrees C / 75 degrees F
      FPC 7 XM 0 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 XM 0 Chip                OK         34 degrees C / 93 degrees F
      FPC 7 XM 1 TSen                OK         26 degrees C / 78 degrees F
      FPC 7 XM 1 Chip                OK         32 degrees C / 89 degrees F
      FPC 7 PLX Switch TSen          OK         26 degrees C / 78 degrees F
      FPC 7 PLX Switch Chip          OK         22 degrees C / 71 degrees F
      FPC 8 Intake                   OK         10 degrees C / 50 degrees F
      FPC 8 Exhaust A                OK         22 degrees C / 71 degrees F
      FPC 8 Exhaust B                OK         28 degrees C / 82 degrees F
      FPC 8 LU 0 TSen                OK         20 degrees C / 68 degrees F
      FPC 8 LU 0 Chip                OK         33 degrees C / 91 degrees F
 FPC 8 LU 1 TSen                OK         20 degrees C / 68 degrees F
      FPC 8 LU 1 Chip                OK         23 degrees C / 73 degrees F
      FPC 8 LU 2 TSen                OK         20 degrees C / 68 degrees F
      FPC 8 LU 2 Chip                OK         26 degrees C / 78 degrees F
      FPC 8 LU 3 TSen                OK         20 degrees C / 68 degrees F
      FPC 8 LU 3 Chip                OK         33 degrees C / 91 degrees F
      FPC 8 XM 0 TSen                OK         20 degrees C / 68 degrees F
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      FPC 8 XM 0 Chip                OK         29 degrees C / 84 degrees F
      FPC 8 XF 0 TSen                OK         20 degrees C / 68 degrees F
      FPC 8 XF 0 Chip                OK         38 degrees C / 100 degrees F
      FPC 8 PLX Switch TSen          OK         20 degrees C / 68 degrees F
      FPC 8 PLX Switch Chip          OK         24 degrees C / 75 degrees F
      FPC 9 Intake                   OK         11 degrees C / 51 degrees F
      FPC 9 Exhaust A                OK         11 degrees C / 51 degrees F
      FPC 9 Exhaust B                OK         11 degrees C / 51 degrees F
      FPC 9 LU 0 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 LU 0 Chip                OK         24 degrees C / 75 degrees F
      FPC 9 LU 1 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 LU 1 Chip                OK         26 degrees C / 78 degrees F
      FPC 9 LU 2 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 LU 2 Chip                OK         16 degrees C / 60 degrees F
      FPC 9 LU 3 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 LU 3 Chip                OK         21 degrees C / 69 degrees F
      FPC 9 XM 0 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 XM 0 Chip                OK         32 degrees C / 89 degrees F
      FPC 9 XM 1 TSen                OK         25 degrees C / 77 degrees F
      FPC 9 XM 1 Chip                OK         25 degrees C / 77 degrees F
      FPC 9 PLX Switch TSen          OK         25 degrees C / 77 degrees F
      FPC 9 PLX Switch Chip          OK         21 degrees C / 69 degrees F
      ADC 0 Intake                   OK         12 degrees C / 53 degrees F
      ADC 0 Exhaust                  OK         20 degrees C / 68 degrees F
      ADC 0 ADC-XF1                  OK         26 degrees C / 78 degrees F
      ADC 0 ADC-XF0                  OK         32 degrees C / 89 degrees F
      ADC 1 Intake                   OK         11 degrees C / 51 degrees F
      ADC 1 Exhaust                  OK         21 degrees C / 69 degrees F
      ADC 1 ADC-XF1                  OK         24 degrees C / 75 degrees F
      ADC 1 ADC-XF0                  OK         31 degrees C / 87 degrees F
      ADC 2 Intake                   OK         14 degrees C / 57 degrees F
      ADC 2 Exhaust                  OK         21 degrees C / 69 degrees F
      ADC 2 ADC-XF1                  OK         28 degrees C / 82 degrees F
      ADC 2 ADC-XF0                  OK         34 degrees C / 93 degrees F
      ADC 3 Intake                   OK         13 degrees C / 55 degrees F
      ADC 3 Exhaust                  OK         19 degrees C / 66 degrees F
      ADC 3 ADC-XF1                  OK         24 degrees C / 75 degrees F
      ADC 3 ADC-XF0                  OK         31 degrees C / 87 degrees F
      ADC 4 Intake                   OK         9 degrees C / 48 degrees F
      ADC 4 Exhaust                  OK         22 degrees C / 71 degrees F
      ADC 4 ADC-XF1                  OK         28 degrees C / 82 degrees F
      ADC 4 ADC-XF0                  OK         35 degrees C / 95 degrees F
      ADC 5 Intake                   OK         12 degrees C / 53 degrees F
      ADC 5 Exhaust                  OK         22 degrees C / 71 degrees F
      ADC 5 ADC-XF1                  OK         28 degrees C / 82 degrees F
      ADC 5 ADC-XF0                  OK         34 degrees C / 93 degrees F
      ADC 6 Intake                   OK         11 degrees C / 51 degrees F
      ADC 6 Exhaust                  OK         21 degrees C / 69 degrees F
      ADC 6 ADC-XF1                  OK         26 degrees C / 78 degrees F
 ADC 6 ADC-XF0                  OK         35 degrees C / 95 degrees F
      ADC 7 Intake                   OK         14 degrees C / 57 degrees F
      ADC 7 Exhaust                  OK         22 degrees C / 71 degrees F
      ADC 7 ADC-XF1                  OK         26 degrees C / 78 degrees F
      ADC 7 ADC-XF0                  OK         34 degrees C / 93 degrees F
      ADC 8 Intake                   OK         14 degrees C / 57 degrees F
      ADC 8 Exhaust                  OK         21 degrees C / 69 degrees F
      ADC 8 ADC-XF1                  OK         24 degrees C / 75 degrees F
      ADC 8 ADC-XF0                  OK         31 degrees C / 87 degrees F
      ADC 9 Intake                   OK         10 degrees C / 50 degrees F
      ADC 9 Exhaust                  OK         22 degrees C / 71 degrees F
      ADC 9 ADC-XF1                  OK         28 degrees C / 82 degrees F
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      ADC 9 ADC-XF0                  OK         36 degrees C / 96 degrees F
Fans  Fan Tray 0 Fan 1               OK         3480 RPM
      Fan Tray 0 Fan 2               OK         3480 RPM
      Fan Tray 0 Fan 3               OK         3480 RPM
      Fan Tray 0 Fan 4               OK         3360 RPM
      Fan Tray 0 Fan 5               OK         3360 RPM
      Fan Tray 0 Fan 6               OK         3480 RPM
      Fan Tray 1 Fan 1               OK         3360 RPM
      Fan Tray 1 Fan 2               OK         3360 RPM
      Fan Tray 1 Fan 3               OK         3360 RPM
      Fan Tray 1 Fan 4               OK         3480 RPM
      Fan Tray 1 Fan 5               OK         3480 RPM
      Fan Tray 1 Fan 6               OK         3480 RPM
      Fan Tray 2 Fan 1               OK         3360 RPM
      Fan Tray 2 Fan 2               OK         3360 RPM
      Fan Tray 2 Fan 3               OK         3480 RPM
      Fan Tray 2 Fan 4               OK         3480 RPM
      Fan Tray 2 Fan 5               OK         3360 RPM
      Fan Tray 2 Fan 6               OK         3480 RPM
      Fan Tray 3 Fan 1               OK         3360 RPM
      Fan Tray 3 Fan 2               OK         3360 RPM
      Fan Tray 3 Fan 3               OK         3480 RPM
      Fan Tray 3 Fan 4               OK         3480 RPM
      Fan Tray 3 Fan 5               OK         3480 RPM
      Fan Tray 3 Fan 6               OK         3360 RPM

show chassis environment (T320 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Power PEM 0                  OK        
      PEM 1                  Absent    
Temp  SCG 0                  OK         28 degrees C / 82 degrees F
      SCG 1                  OK         28 degrees C / 82 degrees F
      Routing Engine 0       OK         31 degrees C / 87 degrees F
      Routing Engine 1       OK         30 degrees C / 86 degrees F
      CB 0                   OK         32 degrees C / 89 degrees F
      CB 1                   OK         32 degrees C / 89 degrees F
      SIB 0                  OK         33 degrees C / 91 degrees F
      SIB 1                  OK         33 degrees C / 91 degrees F
      SIB 2                  OK         34 degrees C / 93 degrees F
      FPC 0 Top              OK         38 degrees C / 100 degrees F
      FPC 0 Bottom           OK         32 degrees C / 89 degrees F
      FPC 1 Top              OK         38 degrees C / 100 degrees F
      FPC 1 Bottom           OK         33 degrees C / 91 degrees F
      FPC 2 Top              OK         36 degrees C / 96 degrees F
      FPC 2 Bottom           OK         31 degrees C / 87 degrees F
      FPM GBUS               OK         26 degrees C / 78 degrees F
      FPM Display            OK         29 degrees C / 84 degrees F
Fans  Top Left Front fan     OK         Spinning at normal speed
      Top Left Middle fan    OK         Spinning at normal speed
      Top Left Rear fan      OK         Spinning at normal speed
      Top Right Front fan    OK         Spinning at normal speed
      Top Right Middle fan   OK         Spinning at normal speed
      Top Right Rear fan     OK         Spinning at normal speed
      Bottom Left Front fan  OK         Spinning at normal speed
      Bottom Left Middle fan OK         Spinning at normal speed
      Bottom Left Rear fan   OK         Spinning at normal speed
      Bottom Right Front fan OK         Spinning at normal speed
      Bottom Right Middle fan OK        Spinning at normal speed
      Bottom Right Rear fan  OK         Spinning at normal speed
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      Rear Tray Top fan      OK         Spinning at normal speed
      Rear Tray Second fan   OK         Spinning at normal speed
      Rear Tray Middle fan   OK         Spinning at normal speed
      Rear Tray Fourth fan   OK         Spinning at normal speed
      Rear Tray Bottom fan   OK         Spinning at normal speed
Misc  CIP                    OK        
      SPMB 0                 OK        
      SPMB 1                 OK 

show chassis environment (T640 Router)

user@host> show chassis environment
Class Item                   Status     Measurement
Temp  PEM 0                  Absent    
      PEM 1                  OK         22 degrees C / 71 degrees F
      SCG 0                  OK         30 degrees C / 86 degrees F
      SCG 1                  OK         30 degrees C / 86 degrees F
      Routing Engine 0       Present   
      Routing Engine 1       OK         27 degrees C / 80 degrees F
      CB 0                   Present   
      CB 1                   OK         33 degrees C / 91 degrees F
      SIB 0                  Absent    
      SIB 1                  Absent    
      SIB 2                  Absent    
      SIB 3                  Absent    
      SIB 4                  Absent    
      FPC 4 Top              Testing   
      FPC 4 Bottom           Testing   
      FPC 5 Top              Testing   
      FPC 5 Bottom           Testing   
      FPC 6 Top              Testing   
      FPC 6 Bottom           Testing   
      FPM GBUS               OK         23 degrees C / 73 degrees F
      FPM Display            Absent    
Fans  Top Left Front fan     OK         Spinning at normal speed
      Top Left Middle fan    OK         Spinning at normal speed
      Top Left Rear fan      OK         Spinning at normal speed
      Top Right Front fan    OK         Spinning at normal speed
      Top Right Middle fan   OK         Spinning at normal speed
      Top Right Rear fan     OK         Spinning at normal speed
      Bottom Left Front fan  OK         Spinning at normal speed
      Bottom Left Middle fan OK         Spinning at normal speed
      Bottom Left Rear fan   OK         Spinning at normal speed
      Bottom Right Front fan OK         Spinning at normal speed
      Bottom Right Middle fan OK        Spinning at normal speed
      Bottom Right Rear fan  OK         Spinning at normal speed
      Fourth Blower from top OK         Spinning at normal speed
      Bottom Blower          OK         Spinning at normal speed
      Middle Blower          OK         Spinning at normal speed
      Top Blower             OK         Spinning at normal speed
      Second Blower from top OK         Spinning at normal speed
Misc  CIP                    OK        
      SPMB 0                 OK        
      SPMB 1                 OK 

show chassis environment (T4000 Router)

user@host> show chassis environment
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Class Item                           Status     Measurement
Temp  PEM 0                          OK         33 degrees C / 91 degrees F
      PEM 1                          Absent    
      SCG 0                          OK         33 degrees C / 91 degrees F
      SCG 1                          OK         33 degrees C / 91 degrees F
      Routing Engine 0               OK         33 degrees C / 91 degrees F
      Routing Engine 0 CPU           OK         50 degrees C / 122 degrees F
      Routing Engine 1               OK         32 degrees C / 89 degrees F
      Routing Engine 1 CPU           OK         46 degrees C / 114 degrees F
      CB 0                           OK         32 degrees C / 89 degrees F
      CB 1                           OK         33 degrees C / 91 degrees F
      SIB 0                          OK         42 degrees C / 107 degrees F
      SIB 1                          OK         42 degrees C / 107 degrees F
      SIB 2                          OK         42 degrees C / 107 degrees F
      SIB 3                          OK         43 degrees C / 109 degrees F
      SIB 4                          OK         45 degrees C / 113 degrees F
      FPC 0 Fan Intake               OK         34 degrees C / 93 degrees F
      FPC 0 Fan Exhaust              OK         48 degrees C / 118 degrees F
      FPC 0 PMB                      OK         47 degrees C / 116 degrees F
      FPC 0 LMB0                     OK         50 degrees C / 122 degrees F
      FPC 0 LMB1                     OK         41 degrees C / 105 degrees F
      FPC 0 LMB2                     OK         35 degrees C / 95 degrees F
      FPC 0 PFE1 LU2                 OK         46 degrees C / 114 degrees F
      FPC 0 PFE1 LU0                 OK         41 degrees C / 105 degrees F
      FPC 0 PFE0 LU0                 OK         57 degrees C / 134 degrees F
      FPC 0 XF1                      OK         46 degrees C / 114 degrees F
      FPC 0 XF0                      OK         52 degrees C / 125 degrees F
      FPC 0 XM1                      OK         41 degrees C / 105 degrees F
      FPC 0 XM0                      OK         50 degrees C / 122 degrees F
      FPC 0 PFE0 LU1                 OK         56 degrees C / 132 degrees F
      FPC 0 PFE0 LU2                 OK         45 degrees C / 113 degrees F
      FPC 0 PFE1 LU1                 OK         37 degrees C / 98 degrees F
      FPC 3 Fan Intake               OK         36 degrees C / 96 degrees F
      FPC 3 Fan Exhaust              OK         51 degrees C / 123 degrees F
      FPC 3 PMB                      OK         43 degrees C / 109 degrees F
      FPC 3 LMB0                     OK         57 degrees C / 134 degrees F
      FPC 3 LMB1                     OK         54 degrees C / 129 degrees F
      FPC 3 LMB2                     OK         38 degrees C / 100 degrees F
      FPC 3 PFE1 LU2                 OK         63 degrees C / 145 degrees F
      FPC 3 PFE1 LU0                 OK         45 degrees C / 113 degrees F
      FPC 3 PFE0 LU0                 OK         69 degrees C / 156 degrees F
      FPC 3 XF1                      OK         62 degrees C / 143 degrees F
      FPC 3 XF0                      OK         63 degrees C / 145 degrees F
      FPC 3 XM1                      OK         43 degrees C / 109 degrees F
      FPC 3 XM0                      OK         67 degrees C / 152 degrees F
      FPC 3 PFE0 LU1                 OK         63 degrees C / 145 degrees F
      FPC 3 PFE0 LU2                 OK         66 degrees C / 150 degrees F
      FPC 3 PFE1 LU1                 OK         41 degrees C / 105 degrees F
      FPC 5 Top                      OK         39 degrees C / 102 degrees F
      FPC 5 Bottom                   OK         38 degrees C / 100 degrees F
      FPC 6 Fan Intake               OK         33 degrees C / 91 degrees F
      FPC 6 Fan Exhaust              OK         49 degrees C / 120 degrees F
      FPC 6 PMB                      OK         40 degrees C / 104 degrees F
      FPC 6 LMB0                     OK         60 degrees C / 140 degrees F
      FPC 6 LMB1                     OK         58 degrees C / 136 degrees F
      FPC 6 LMB2                     OK         40 degrees C / 104 degrees F
      FPC 6 PFE1 LU2                 OK         69 degrees C / 156 degrees F
      FPC 6 PFE1 LU0                 OK         45 degrees C / 113 degrees F
      FPC 6 PFE0 LU0                 OK         71 degrees C / 159 degrees F
      FPC 6 XF1                      OK         58 degrees C / 136 degrees F
      FPC 6 XF0                      OK         65 degrees C / 149 degrees F
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      FPC 6 XM1                      OK         39 degrees C / 102 degrees F
      FPC 6 XM0                      OK         66 degrees C / 150 degrees F
      FPC 6 PFE0 LU1                 OK         69 degrees C / 156 degrees F
      FPC 6 PFE0 LU2                 OK         69 degrees C / 156 degrees F
      FPC 6 PFE1 LU1                 OK         42 degrees C / 107 degrees F
      FPM GBUS                       OK         24 degrees C / 75 degrees F
      FPM Display                    OK         27 degrees C / 80 degrees F
Fans  Top Left Front fan             OK         Spinning at high speed
      Top Left Middle fan            OK         Spinning at high speed
      Top Left Rear fan              OK         Spinning at high speed
      Top Right Front fan            OK         Spinning at high speed
      Top Right Middle fan           OK         Spinning at high speed
      Top Right Rear fan             OK         Spinning at high speed
      Bottom Left Front fan          OK         Spinning at high speed
      Bottom Left Middle fan         OK         Spinning at high speed
      Bottom Left Rear fan           OK         Spinning at high speed
      Bottom Right Front fan         OK         Spinning at high speed
      Bottom Right Middle fan        OK         Spinning at high speed
      Bottom Right Rear fan          OK         Spinning at high speed
      Rear Tray Top fan              OK         Spinning at high speed
      Rear Tray Second fan           OK         Spinning at high speed
      Rear Tray Third fan            OK         Spinning at high speed
      Rear Tray Fourth fan           OK         Spinning at high speed
      Rear Tray Fifth fan            OK         Spinning at high speed
      Rear Tray Sixth fan            OK         Spinning at high speed
      Rear Tray Seventh fan          OK         Spinning at high speed
      Rear Tray Bottom fan           OK         Spinning at high speed
Misc  CIP                            OK        
      SPMB 0                         OK        
      SPMB 1                         OK        

show chassis environment (TXMatrix Router)

user@host> show chassis environment
scc-re0:
--------------------------------------------------------------------------
Class Item                   Status     Measurement
Temp  PEM 0                  Absent    
      PEM 1                  OK         29 degrees C / 84 degrees F
      Routing Engine 0       OK         34 degrees C / 93 degrees F
      Routing Engine 1       OK         34 degrees C / 93 degrees F
      CB 0                   OK         32 degrees C / 89 degrees F
      CB 1                   OK         32 degrees C / 89 degrees F
      SIB 0                  OK         44 degrees C / 111 degrees F
      SIB 0 (B)              OK         44 degrees C / 111 degrees F
      FPM GBUS               OK         27 degrees C / 80 degrees F
      FPM Display            OK         32 degrees C / 89 degrees F
Fans  Top Left Front fan     OK         Spinning at normal speed
      Top Left Middle fan    OK         Spinning at normal speed
      Top Left Rear fan      OK         Spinning at normal speed
      Top Right Front fan    OK         Spinning at normal speed
      Top Right Middle fan   OK         Spinning at normal speed
      Top Right Rear fan     OK         Spinning at normal speed
      Bottom Left Front fan  OK         Spinning at normal speed
      Bottom Left Middle fan OK         Spinning at normal speed
      Bottom Left Rear fan   OK         Spinning at normal speed
      Bottom Right Front fan OK         Spinning at normal speed
      Bottom Right Middle fan OK        Spinning at normal speed
      Bottom Right Rear fan  OK         Spinning at normal speed
      Rear Tray Top fan      OK         Spinning at normal speed
      Rear Tray Second fan   OK         Spinning at normal speed
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      Rear Tray Third fan    OK         Spinning at normal speed
      Rear Tray Fourth fan   OK         Spinning at normal speed
      Rear Tray Fifth fan    OK         Spinning at normal speed
      Rear Tray Sixth fan    OK         Spinning at normal speed
      Rear Tray Seventh fan  OK         Spinning at normal speed
      Rear Tray Bottom fan   OK         Spinning at normal speed
Misc  CIP 0                  OK        
      CIP 1                  OK        
      SPMB 0                 OK        
      SPMB 1                 OK        

lcc0-re0:
--------------------------------------------------------------------------
Class Item                   Status     Measurement
Temp  PEM 0                  OK         29 degrees C / 84 degrees F
      PEM 1                  Absent    
      SCG 0                  OK         35 degrees C / 95 degrees F
      SCG 1                  Absent    
      Routing Engine 0       OK         39 degrees C / 102 degrees F
      Routing Engine 1       OK         36 degrees C / 96 degrees F
      CB 0                   OK         32 degrees C / 89 degrees F
      CB 1                   OK         32 degrees C / 89 degrees F
      SIB 0                  OK         40 degrees C / 104 degrees F
      SIB 0 (B)              OK         51 degrees C / 123 degrees F
      FPC 0 Top              OK         45 degrees C / 113 degrees F
      FPC 0 Bottom           OK         31 degrees C / 87 degrees F
      FPC 1 Top              OK         34 degrees C / 93 degrees F
      FPC 1 Bottom           OK         31 degrees C / 87 degrees F
      FPM GBUS               OK         30 degrees C / 86 degrees F
      FPM Display            OK         34 degrees C / 93 degrees F
Fans  Top Left Front fan     OK         Spinning at normal speed
      Top Left Middle fan    OK         Spinning at normal speed
      Top Left Rear fan      OK         Spinning at normal speed
      Top Right Front fan    OK         Spinning at normal speed
      Top Right Middle fan   OK         Spinning at normal speed
      Top Right Rear fan     OK         Spinning at normal speed
      Bottom Left Front fan  OK         Spinning at normal speed
      Bottom Left Middle fan OK         Spinning at normal speed
      Bottom Left Rear fan   OK         Spinning at normal speed
      Bottom Right Front fan OK         Spinning at normal speed
      Bottom Right Middle fan OK        Spinning at normal speed
      Bottom Right Rear fan  OK         Spinning at normal speed
      Rear Tray Top fan      OK         Spinning at normal speed
      Rear Tray Second fan   OK         Spinning at normal speed
      Rear Tray Third fan    OK         Spinning at normal speed
      Rear Tray Fourth fan   OK         Spinning at normal speed
      Rear Tray Fifth fan    OK         Spinning at normal speed
      Rear Tray Sixth fan    OK         Spinning at normal speed
      Rear Tray Seventh fan  OK         Spinning at normal speed
      Rear Tray Bottom fan   OK         Spinning at normal speed
Misc  CIP                    OK        
      SPMB 0                 OK        
      SPMB 1                 OK        

lcc2-re0:
--------------------------------------------------------------------------
Class Item                   Status     Measurement
Temp  PEM 0                  OK         29 degrees C / 84 degrees F
      PEM 1                  Absent    
      SCG 0                  OK         32 degrees C / 89 degrees F
      SCG 1                  Absent    
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      Routing Engine 0       OK         31 degrees C / 87 degrees F
      Routing Engine 1       OK         32 degrees C / 89 degrees F
      CB 0                   OK         30 degrees C / 86 degrees F
      SIB 0                  OK         38 degrees C / 100 degrees F
      SIB 0 (B)              OK         49 degrees C / 120 degrees F
      FPC 0 Top              OK         45 degrees C / 113 degrees F
      FPC 0 Bottom           OK         33 degrees C / 91 degrees F
      FPC 1 Top              OK         37 degrees C / 98 degrees F
      FPC 1 Bottom           OK         33 degrees C / 91 degrees F
      FPM GBUS               OK         30 degrees C / 86 degrees F
      FPM Display            OK         34 degrees C / 93 degrees F
Fans  Top Left Front fan     OK         Spinning at normal speed
      Top Left Middle fan    OK         Spinning at normal speed
...

show chassis environment (T1600 Router)

user@host> show chassis environment
Class Item                           Status     Measurement
Temp  PEM 0                          OK         27 degrees C / 80 degrees F
      PEM 1                          Absent    
      SCG 0                          OK         31 degrees C / 87 degrees F
      SCG 1                          OK         35 degrees C / 95 degrees F
      Routing Engine 0               OK         30 degrees C / 86 degrees F
      Routing Engine 1               OK         30 degrees C / 86 degrees F
      CB 0                           OK         31 degrees C / 87 degrees F
      CB 1                           OK         31 degrees C / 87 degrees F
      SIB 0                          OK         41 degrees C / 105 degrees F
      SIB 0 (B)                      OK         34 degrees C / 93 degrees F
      SIB 1                          OK         0 degrees C / 32 degrees F
      SIB 1 (B)                      OK         0 degrees C / 32 degrees F
      SIB 2                          OK         0 degrees C / 32 degrees F
      SIB 2 (B)                      OK         0 degrees C / 32 degrees F
      SIB 3                          OK         0 degrees C / 32 degrees F
      SIB 3 (B)                      OK         0 degrees C / 32 degrees F
      SIB 4                          OK         0 degrees C / 32 degrees F
      SIB 4 (B)                      OK         0 degrees C / 32 degrees F
      FPC 0 Top                      OK         49 degrees C / 120 degrees F
      FPC 0 Bottom                   OK         50 degrees C / 122 degrees F
      FPC 1 Top                      OK         48 degrees C / 118 degrees F
      FPC 1 Bottom                   OK         49 degrees C / 120 degrees F
      FPM GBUS                       OK         27 degrees C / 80 degrees F
      FPM Display                    OK         30 degrees C / 86 degrees F
Fans  Top Left Front fan             OK         Spinning at normal speed
      Top Left Middle fan            OK         Spinning at normal speed
      Top Left Rear fan              OK         Spinning at normal speed
      Top Right Front fan            OK         Spinning at normal speed
      Top Right Middle fan           OK         Spinning at normal speed
      Top Right Rear fan             OK         Spinning at normal speed
      Bottom Left Front fan          OK         Spinning at normal speed
      Bottom Left Middle fan         OK         Spinning at normal speed
      Bottom Left Rear fan           OK         Spinning at normal speed
      Bottom Right Front fan         OK         Spinning at normal speed
      Bottom Right Middle fan        OK         Spinning at normal speed
      Bottom Right Rear fan          OK         Spinning at normal speed
      Rear Tray Top fan              OK         Spinning at normal speed
      Rear Tray Second fan           OK         Spinning at normal speed
      Rear Tray Third fan            OK         Spinning at normal speed
      Rear Tray Fourth fan           OK         Spinning at normal speed
      Rear Tray Fifth fan            OK         Spinning at normal speed
      Rear Tray Sixth fan            OK         Spinning at normal speed
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      Rear Tray Seventh fan          OK         Spinning at normal speed
      Rear Tray Bottom fan           OK         Spinning at normal speed
Misc  CIP                            OK        
      SPMB 0                         OK        
      SPMB 1                         OK        

show chassis environment (TXMatrix Plus Router)

user@host> show chassis environment
sfc0-re0:
--------------------------------------------------------------------------
Class Item                           Status     Measurement
Temp  PEM 0                          OK         28 degrees C / 82 degrees F
      PEM 1                          Absent    
      Routing Engine 0               OK         27 degrees C / 80 degrees F
      Routing Engine 1               OK         29 degrees C / 84 degrees F
      CB 0 Intake                    OK         26 degrees C / 78 degrees F
      CB 0 Exhaust A                 OK         25 degrees C / 77 degrees F
      CB 0 Exhaust B                 OK         25 degrees C / 77 degrees F
      CB 1 Intake                    OK         26 degrees C / 78 degrees F
      CB 1 Exhaust A                 OK         26 degrees C / 78 degrees F
      CB 1 Exhaust B                 OK         26 degrees C / 78 degrees F
      SIB F13 0                      OK         47 degrees C / 116 degrees F
      SIB F13 0 (B)                  OK         48 degrees C / 118 degrees F
      SIB F13 1                      OK         38 degrees C / 100 degrees F
      SIB F13 1 (B)                  OK         37 degrees C / 98 degrees F
      SIB F2S 0/0                    OK         27 degrees C / 80 degrees F
      SIB F2S 0/2                    OK         28 degrees C / 82 degrees F
      SIB F2S 0/4                    OK         27 degrees C / 80 degrees F
      SIB F2S 0/6                    OK         28 degrees C / 82 degrees F
      SIB F2S 1/0                    OK         26 degrees C / 78 degrees F
      SIB F2S 1/2                    OK         26 degrees C / 78 degrees F
      SIB F2S 1/4                    OK         26 degrees C / 78 degrees F
      SIB F2S 1/6                    OK         26 degrees C / 78 degrees F
      SIB F2S 2/0                    OK         25 degrees C / 77 degrees F
      SIB F2S 2/2                    OK         25 degrees C / 77 degrees F
      SIB F2S 2/4                    OK         23 degrees C / 73 degrees F
      CIP 0 Intake                   OK         23 degrees C / 73 degrees F
      CIP 0 Exhaust A                OK         24 degrees C / 75 degrees F
      CIP 0 Exhaust B                OK         24 degrees C / 75 degrees F
      CIP 1 Intake                   OK         24 degrees C / 75 degrees F
      CIP 1 Exhaust A                OK         25 degrees C / 77 degrees F
      CIP 1 Exhaust B                OK         25 degrees C / 77 degrees F
Fans  Fan Tray 0 Fan 1               OK         Spinning at normal speed
      Fan Tray 0 Fan 2               OK         Spinning at normal speed
      Fan Tray 0 Fan 3               OK         Spinning at normal speed
      Fan Tray 0 Fan 4               OK         Spinning at normal speed
      Fan Tray 0 Fan 5               OK         Spinning at normal speed
      Fan Tray 0 Fan 6               OK         Spinning at normal speed
      Fan Tray 1 Fan 1               OK         Spinning at normal speed
      Fan Tray 1 Fan 2               OK         Spinning at normal speed
      Fan Tray 1 Fan 3               OK         Spinning at normal speed
      Fan Tray 1 Fan 4               OK         Spinning at normal speed
      Fan Tray 1 Fan 5               OK         Spinning at normal speed
      Fan Tray 1 Fan 6               OK         Spinning at normal speed
      Fan Tray 2 Fan 1               OK         Spinning at normal speed
      Fan Tray 2 Fan 2               OK         Spinning at normal speed
      Fan Tray 2 Fan 3               OK         Spinning at normal speed
      Fan Tray 2 Fan 4               OK         Spinning at normal speed
      Fan Tray 2 Fan 5               OK         Spinning at normal speed
      Fan Tray 2 Fan 6               OK         Spinning at normal speed
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      Fan Tray 2 Fan 7               OK         Spinning at normal speed
      Fan Tray 2 Fan 8               OK         Spinning at normal speed
      Fan Tray 2 Fan 9               OK         Spinning at normal speed
      Fan Tray 3 Fan 1               OK         Spinning at normal speed
      Fan Tray 3 Fan 2               OK         Spinning at normal speed
      Fan Tray 3 Fan 3               OK         Spinning at normal speed
      Fan Tray 3 Fan 4               OK         Spinning at normal speed
      Fan Tray 3 Fan 5               OK         Spinning at normal speed
      Fan Tray 3 Fan 6               OK         Spinning at normal speed
      Fan Tray 3 Fan 7               OK         Spinning at normal speed
      Fan Tray 3 Fan 8               OK         Spinning at normal speed
      Fan Tray 3 Fan 9               OK         Spinning at normal speed
      Fan Tray 4 Fan 1               OK         Spinning at normal speed
      Fan Tray 4 Fan 2               OK         Spinning at normal speed
      Fan Tray 4 Fan 3               OK         Spinning at normal speed
      Fan Tray 4 Fan 4               OK         Spinning at normal speed
      Fan Tray 4 Fan 5               OK         Spinning at normal speed
      Fan Tray 4 Fan 6               OK         Spinning at normal speed
      Fan Tray 4 Fan 7               OK         Spinning at normal speed
      Fan Tray 4 Fan 8               OK         Spinning at normal speed
      Fan Tray 4 Fan 9               OK         Spinning at normal speed
      Fan Tray 5 Fan 1               OK         Spinning at normal speed
      Fan Tray 5 Fan 2               OK         Spinning at normal speed
      Fan Tray 5 Fan 3               OK         Spinning at normal speed
      Fan Tray 5 Fan 4               OK         Spinning at normal speed
      Fan Tray 5 Fan 5               OK         Spinning at normal speed
      Fan Tray 5 Fan 6               OK         Spinning at normal speed
      Fan Tray 5 Fan 7               OK         Spinning at normal speed
      Fan Tray 5 Fan 8               OK         Spinning at normal speed
      Fan Tray 5 Fan 9               OK         Spinning at normal speed
Misc  SPMB 0                         OK        
      SPMB 1                         OK        

lcc0-re0:
--------------------------------------------------------------------------
Class Item                           Status     Measurement
Temp  PEM 0                          OK         27 degrees C / 80 degrees F
      PEM 1                          Absent    
      SCG 0                          OK         31 degrees C / 87 degrees F
      SCG 1                          OK         35 degrees C / 95 degrees F
      Routing Engine 0               OK         30 degrees C / 86 degrees F
      Routing Engine 1               OK         30 degrees C / 86 degrees F
      CB 0                           OK         31 degrees C / 87 degrees F
      CB 1                           OK         31 degrees C / 87 degrees F
      SIB 0                          OK         41 degrees C / 105 degrees F
      SIB 0 (B)                      OK         34 degrees C / 93 degrees F
      SIB 1                          OK         0 degrees C / 32 degrees F
      SIB 1 (B)                      OK         0 degrees C / 32 degrees F
      SIB 2                          OK         0 degrees C / 32 degrees F
      SIB 2 (B)                      OK         0 degrees C / 32 degrees F
      SIB 3                          OK         0 degrees C / 32 degrees F
      SIB 3 (B)                      OK         0 degrees C / 32 degrees F
      SIB 4                          OK         0 degrees C / 32 degrees F
      SIB 4 (B)                      OK         0 degrees C / 32 degrees F
      FPC 0 Top                      OK         49 degrees C / 120 degrees F
      FPC 0 Bottom                   OK         50 degrees C / 122 degrees F
      FPC 1 Top                      OK         48 degrees C / 118 degrees F
      FPC 1 Bottom                   OK         49 degrees C / 120 degrees F
      FPM GBUS                       OK         27 degrees C / 80 degrees F
      FPM Display                    OK         30 degrees C / 86 degrees F
Fans  Top Left Front fan             OK         Spinning at normal speed
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      Top Left Middle fan            OK         Spinning at normal speed
      Top Left Rear fan              OK         Spinning at normal speed
      Top Right Front fan            OK         Spinning at normal speed
      Top Right Middle fan           OK         Spinning at normal speed
      Top Right Rear fan             OK         Spinning at normal speed
      Bottom Left Front fan          OK         Spinning at normal speed
      Bottom Left Middle fan         OK         Spinning at normal speed
      Bottom Left Rear fan           OK         Spinning at normal speed
      Bottom Right Front fan         OK         Spinning at normal speed
      Bottom Right Middle fan        OK         Spinning at normal speed
      Bottom Right Rear fan          OK         Spinning at normal speed
      Rear Tray Top fan              OK         Spinning at normal speed
      Rear Tray Second fan           OK         Spinning at normal speed
      Rear Tray Third fan            OK         Spinning at normal speed
      Rear Tray Fourth fan           OK         Spinning at normal speed
      Rear Tray Fifth fan            OK         Spinning at normal speed
      Rear Tray Sixth fan            OK         Spinning at normal speed
      Rear Tray Seventh fan          OK         Spinning at normal speed
      Rear Tray Bottom fan           OK         Spinning at normal speed
Misc  CIP                            OK        
      SPMB 0                         OK        
      SPMB 1                         OK 

show chassis environment (TXMatrix Plus router with 3D SIBs)

user@host> show chassis environment
sfc0-re0:
--------------------------------------------------------------------------
Class Item                           Status     Measurement
Temp  PEM 0                          Check      30 degrees C / 86 degrees F
      PEM 1                          OK         33 degrees C / 91 degrees F
      Routing Engine 0               OK         28 degrees C / 82 degrees F
      Routing Engine 0 CPU           OK         42 degrees C / 107 degrees F
      Routing Engine 1               OK         29 degrees C / 84 degrees F
      Routing Engine 1 CPU           OK         44 degrees C / 111 degrees F
      CB 0 Intake                    OK         30 degrees C / 86 degrees F
      CB 0 Exhaust A                 OK         28 degrees C / 82 degrees F
      CB 0 Exhaust B                 OK         30 degrees C / 86 degrees F
      CB 1 Intake                    OK         31 degrees C / 87 degrees F
      CB 1 Exhaust A                 OK         27 degrees C / 80 degrees F
      CB 1 Exhaust B                 OK         31 degrees C / 87 degrees F
      SIB F13 0 Board                OK         44 degrees C / 111 degrees F
      SIB F13 0 XF Junction          OK         62 degrees C / 143 degrees F
      SIB F13 3 Board                OK         45 degrees C / 113 degrees F
      SIB F13 3 XF Junction          OK         60 degrees C / 140 degrees F
      SIB F13 6 Board                OK         47 degrees C / 116 degrees F
      SIB F13 6 XF Junction          OK         62 degrees C / 143 degrees F
      SIB F2S 0/0 Board              OK         32 degrees C / 89 degrees F
      SIB F2S 0/0 XF Junction        OK         42 degrees C / 107 degrees F
      SIB F2S 0/2 Board              OK         31 degrees C / 87 degrees F
      SIB F2S 0/2 XF Junction        OK         41 degrees C / 105 degrees F
      SIB F2S 0/4 Board              OK         31 degrees C / 87 degrees F
      SIB F2S 0/4 XF Junction        OK         42 degrees C / 107 degrees F
      SIB F2S 0/6 Board              OK         31 degrees C / 87 degrees F
      SIB F2S 0/6 XF Junction        OK         41 degrees C / 105 degrees F
      SIB F2S 1/0 Board              OK         31 degrees C / 87 degrees F
      SIB F2S 1/0 XF Junction        OK         41 degrees C / 105 degrees F
      SIB F2S 1/2 Board              OK         29 degrees C / 84 degrees F
      SIB F2S 1/2 XF Junction        OK         39 degrees C / 102 degrees F
      SIB F2S 1/4 Board              OK         29 degrees C / 84 degrees F
      SIB F2S 1/4 XF Junction        OK         35 degrees C / 95 degrees F
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      SIB F2S 1/6 Board              OK         30 degrees C / 86 degrees F
      SIB F2S 1/6 XF Junction        OK         41 degrees C / 105 degrees F
      SIB F2S 2/0 Board              OK         30 degrees C / 86 degrees F
      SIB F2S 2/0 XF Junction        OK         42 degrees C / 107 degrees F
      SIB F2S 2/2 Board              OK         28 degrees C / 82 degrees F
      SIB F2S 2/2 XF Junction        OK         39 degrees C / 102 degrees F
      SIB F2S 2/4 Board              OK         29 degrees C / 84 degrees F
      SIB F2S 2/4 XF Junction        OK         42 degrees C / 107 degrees F
      SIB F2S 2/6 Board              OK         29 degrees C / 84 degrees F
      SIB F2S 2/6 XF Junction        OK         41 degrees C / 105 degrees F
      CIP 0 Intake                   OK         25 degrees C / 77 degrees F
      CIP 0 Exhaust A                OK         26 degrees C / 78 degrees F
      CIP 0 Exhaust B                OK         26 degrees C / 78 degrees F
      CIP 1 Intake                   OK         26 degrees C / 78 degrees F
      CIP 1 Exhaust A                OK         27 degrees C / 80 degrees F
      CIP 1 Exhaust B                OK         27 degrees C / 80 degrees F
Fans  Fan Tray 0 Fan 1               OK         Spinning at normal speed
      Fan Tray 0 Fan 2               OK         Spinning at normal speed
      Fan Tray 0 Fan 3               OK         Spinning at normal speed
      Fan Tray 0 Fan 4               OK         Spinning at normal speed
      Fan Tray 0 Fan 5               OK         Spinning at normal speed
      Fan Tray 0 Fan 6               OK         Spinning at normal speed
      Fan Tray 1 Fan 1               OK         Spinning at normal speed
      Fan Tray 1 Fan 2               OK         Spinning at normal speed
      Fan Tray 1 Fan 3               OK         Spinning at normal speed
      Fan Tray 1 Fan 4               OK         Spinning at normal speed
      Fan Tray 1 Fan 5               OK         Spinning at normal speed
      Fan Tray 1 Fan 6               OK         Spinning at normal speed
      Fan Tray 2 Fan 1               OK         Spinning at normal speed
      Fan Tray 2 Fan 2               OK         Spinning at normal speed
      Fan Tray 2 Fan 3               OK         Spinning at normal speed
      Fan Tray 2 Fan 4               OK         Spinning at normal speed
      Fan Tray 2 Fan 5               OK         Spinning at normal speed
      Fan Tray 2 Fan 6               OK         Spinning at normal speed
      Fan Tray 2 Fan 7               OK         Spinning at normal speed
      Fan Tray 2 Fan 8               OK         Spinning at normal speed
      Fan Tray 2 Fan 9               OK         Spinning at normal speed
      Fan Tray 3 Fan 1               OK         Spinning at normal speed
      Fan Tray 3 Fan 2               OK         Spinning at normal speed
      Fan Tray 3 Fan 3               OK         Spinning at normal speed
      Fan Tray 3 Fan 4               OK         Spinning at normal speed
      Fan Tray 3 Fan 5               OK         Spinning at normal speed
      Fan Tray 3 Fan 6               OK         Spinning at normal speed
      Fan Tray 3 Fan 7               OK         Spinning at normal speed
      Fan Tray 3 Fan 8               OK         Spinning at normal speed
      Fan Tray 3 Fan 9               OK         Spinning at normal speed
      Fan Tray 4 Fan 1               OK         Spinning at normal speed
      Fan Tray 4 Fan 2               OK         Spinning at normal speed
      Fan Tray 4 Fan 3               OK         Spinning at normal speed
      Fan Tray 4 Fan 4               OK         Spinning at normal speed
      Fan Tray 4 Fan 5               OK         Spinning at normal speed
      Fan Tray 4 Fan 6               OK         Spinning at normal speed
      Fan Tray 4 Fan 7               OK         Spinning at normal speed
      Fan Tray 4 Fan 8               OK         Spinning at normal speed
      Fan Tray 4 Fan 9               OK         Spinning at normal speed
      Fan Tray 5 Fan 1               OK         Spinning at normal speed
      Fan Tray 5 Fan 2               OK         Spinning at normal speed
      Fan Tray 5 Fan 3               OK         Spinning at normal speed
      Fan Tray 5 Fan 4               OK         Spinning at normal speed
      Fan Tray 5 Fan 5               OK         Spinning at normal speed
      Fan Tray 5 Fan 6               OK         Spinning at normal speed
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      Fan Tray 5 Fan 7               OK         Spinning at normal speed
      Fan Tray 5 Fan 8               OK         Spinning at normal speed
      Fan Tray 5 Fan 9               Check
Misc  SPMB 0                         OK
      SPMB 1                         OK

lcc0-re0:
--------------------------------------------------------------------------
Class Item                           Status     Measurement
Temp  PEM 0                          OK         29 degrees C / 84 degrees F
      PEM 1                          Check      29 degrees C / 84 degrees F
      SCG 0                          OK         32 degrees C / 89 degrees F
      SCG 1                          OK         33 degrees C / 91 degrees F
      Routing Engine 0               OK         32 degrees C / 89 degrees F
      Routing Engine 0 CPU           OK         51 degrees C / 123 degrees F
      Routing Engine 1               OK         32 degrees C / 89 degrees F
      Routing Engine 1 CPU           OK         49 degrees C / 120 degrees F
      CB 0                           OK         34 degrees C / 93 degrees F
      CB 1                           OK         34 degrees C / 93 degrees F
      SIB 0                          OK         39 degrees C / 102 degrees F
      SIB 0 (B)                      Absent
      SIB 1                          OK         39 degrees C / 102 degrees F
      SIB 1 (B)                      Absent
      SIB 2                          OK         39 degrees C / 102 degrees F
      SIB 2 (B)                      Absent
      FPC 4 Top                      OK         43 degrees C / 109 degrees F
      FPC 4 Bottom                   OK         43 degrees C / 109 degrees F
      FPC 7 Fan Intake               OK         35 degrees C / 95 degrees F
      FPC 7 Fan Exhaust              OK         50 degrees C / 122 degrees F
      FPC 7 PMB                      OK         50 degrees C / 122 degrees F
      FPC 7 LMB0                     OK         55 degrees C / 131 degrees F
      FPC 7 LMB1                     OK         49 degrees C / 120 degrees F
      FPC 7 LMB2                     OK         39 degrees C / 102 degrees F
      FPC 7 PFE1 LU2                 OK         55 degrees C / 131 degrees F
      FPC 7 PFE1 LU0                 OK         45 degrees C / 113 degrees F
      FPC 7 PFE0 LU0                 OK         62 degrees C / 143 degrees F
      FPC 7 XF1                      OK         52 degrees C / 125 degrees F
      FPC 7 XF0                      OK         61 degrees C / 141 degrees F
      FPC 7 XM1                      OK         39 degrees C / 102 degrees F
      FPC 7 XM0                      OK         56 degrees C / 132 degrees F
      FPC 7 PFE0 LU1                 OK         60 degrees C / 140 degrees F
      FPC 7 PFE0 LU2                 OK         55 degrees C / 131 degrees F
      FPC 7 PFE1 LU1                 OK         41 degrees C / 105 degrees F
      FPM GBUS                       OK         24 degrees C / 75 degrees F
      FPM Display                    OK         28 degrees C / 82 degrees F
Fans  Top Left Front fan             OK         Spinning at normal speed
      Top Left Middle fan            OK         Spinning at normal speed
      Top Left Rear fan              OK         Spinning at normal speed
      Top Right Front fan            OK         Spinning at normal speed
      Top Right Middle fan           OK         Spinning at normal speed
      Top Right Rear fan             OK         Spinning at normal speed
      Bottom Left Front fan          OK         Spinning at normal speed
      Bottom Left Middle fan         OK         Spinning at normal speed
      Bottom Left Rear fan           OK         Spinning at normal speed
      Bottom Right Front fan         OK         Spinning at normal speed
      Bottom Right Middle fan        OK         Spinning at normal speed
      Bottom Right Rear fan          OK         Spinning at normal speed
      Rear Tray fan 1 (Top)          OK         Spinning at normal speed
      Rear Tray fan 2                OK         Spinning at normal speed
      Rear Tray fan 3                OK         Spinning at normal speed
      Rear Tray fan 4                OK         Spinning at normal speed
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      Rear Tray fan 5                OK         Spinning at normal speed
      Rear Tray fan 6                OK         Spinning at normal speed
      Rear Tray fan 7                OK         Spinning at normal speed
      Rear Tray fan 8                OK         Spinning at normal speed
      Rear Tray fan 9                OK         Spinning at normal speed
      Rear Tray fan 10               OK         Spinning at normal speed
      Rear Tray fan 11               OK         Spinning at normal speed
      Rear Tray fan 12               OK         Spinning at normal speed
      Rear Tray fan 13               OK         Spinning at normal speed
      Rear Tray fan 14               OK         Spinning at normal speed
      Rear Tray fan 15               OK         Spinning at normal speed
      Rear Tray fan 16 (Bottom)      OK         Spinning at normal speed
Misc  CIP                            OK
      SPMB 0                         OK
      SPMB 1                         OK

show chassis environment (EX4200 Standalone Switch)

user@switch> show chassis environment
Class Item                           Status     Measurement
Power FPC 0 Power Supply 0           OK
      FPC 0 Power Supply 1           Absent
Temp  FPC 0 CPU                      OK         41 degrees C / 105 degrees F
      FPC 0 EX-PFE1                  OK         42 degrees C / 107 degrees F
      FPC 0 EX-PFE2                  OK         46 degrees C / 114 degrees F
      FPC 0 GEPHY Front Left         OK         25 degrees C / 77 degrees F
      FPC 0 GEPHY Front Right        OK         27 degrees C / 80 degrees F
      FPC 0 Uplink Conn              OK         29 degrees C / 84 degrees F
Fans  FPC 0 Fan 1                    OK         Spinning at normal speed
      FPC 0 Fan 2                    OK         Spinning at normal speed
      FPC 0 Fan 3                    OK         Spinning at normal speed

show chassis environment (EX8216 Switch)

user@switch> show chassis environment
Class Item                           Status     Measurement
Power PSU 0                          OK        
      PSU 1                          OK        
      PSU 2                          OK        
      PSU 3                          Check     
      PSU 4                          Absent    
      PSU 5                          Absent    
Temp  CB 0 Intake                    OK         23 degrees C / 73 degrees F
      CB 0 Exhaust                   OK         26 degrees C / 78 degrees F
      CB 1 Intake                    OK         22 degrees C / 71 degrees F
      CB 1 Exhaust                   OK         25 degrees C / 77 degrees F
      FPC 4 Intake                   OK         49 degrees C / 120 degrees F
      FPC 4 Exhaust                  OK         59 degrees C / 138 degrees F
      SIB 5 Intake                   OK         25 degrees C / 77 degrees F
      SIB 5 Exhaust                  OK         35 degrees C / 95 degrees F
      SIB 6 Intake                   OK         25 degrees C / 77 degrees F
      SIB 6 Exhaust                  OK         38 degrees C / 100 degrees F
Fans  Top Fan 1                      OK         Spinning at normal speed
      Top Fan 2                      OK         Spinning at normal speed
      Top Fan 3                      OK         Spinning at normal speed
      Top Fan 4                      OK         Spinning at normal speed
      Top Fan 5                      OK         Spinning at normal speed
      Top Fan 6                      OK         Spinning at normal speed
      Top Fan 7                      OK         Spinning at normal speed
      Top Fan 8                      OK         Spinning at normal speed
      Top Fan 9                      OK         Spinning at normal speed
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      Bottom Fan 1                   OK         Spinning at normal speed
      Bottom Fan 2                   OK         Spinning at normal speed
      Bottom Fan 3                   OK         Spinning at normal speed
      Bottom Fan 4                   OK         Spinning at normal speed
      Bottom Fan 5                   OK         Spinning at normal speed
      Bottom Fan 6                   OK         Spinning at normal speed
      Bottom Fan 7                   OK         Spinning at normal speed
      Bottom Fan 8                   OK         Spinning at normal speed
      Bottom Fan 9                   OK         Spinning at normal speed

show chassis environment (QFX Series)

user@switch> show chassis environment
Class Item                           Status     Measurement
Power FPC 0 Power Supply 0           OK        
      FPC 0 Power Supply 1           OK        
Temp  FPC 0 Sensor TopLeft I         OK         26 degrees C / 78 degrees F
      FPC 0 Sensor TopRight I        OK         24 degrees C / 75 degrees F
      FPC 0 Sensor TopLeft E         OK         30 degrees C / 86 degrees F
      FPC 0 Sensor TopRight E        OK         30 degrees C / 86 degrees F
      FPC 0 Sensor TopMiddle I       OK         30 degrees C / 86 degrees F
      FPC 0 Sensor TopMiddle E       OK         38 degrees C / 100 degrees F
      FPC 0 Sensor Bottom I          OK         34 degrees C / 93 degrees F
      FPC 0 Sensor Bottom E          OK         38 degrees C / 100 degrees F
      FPC 0 Sensor Die Temp          OK         38 degrees C / 100 degrees F
      FPC 0 Sensor Mgmnt Brd I       OK         24 degrees C / 75 degrees F
      FPC 0 Sensor Switch I          OK         28 degrees C / 82 degrees F
Fans  FPC 0 Fan 1 (left)             Failed    
      FPC 0 Fan 2 (right)            OK         Spinning at normal speed
      FPC 0 Fan 3 (middle)           OK         Spinning at normal speed

show chassis environment interconnect-device (QFabric System)

user@switch> show chassis environment interconnect-device IC-A0004
Class Item                           Status     Measurement
      CB 0                          
      CB 0 L Intake                  OK         30 degrees C / 86 degrees F
      CB 0 R Intake                  OK         31 degrees C / 87 degrees F
      CB 0 L Exhaust                 OK         32 degrees C / 89 degrees F
      CB 0 R Exhaust                 OK         33 degrees C / 91 degrees F
      Routing Engine 0 CPU temp      OK         51 degrees C / 123 degrees F
      CB 1                          
      CB 1 L Intake                  OK         27 degrees C / 80 degrees F
      CB 1 R Intake                  OK         29 degrees C / 84 degrees F
      CB 1 L Exhaust                 OK         31 degrees C / 87 degrees F
      CB 1 R Exhaust                 OK         32 degrees C / 89 degrees F
      Routing Engine 1 CPU temp      OK         40 degrees C / 104 degrees F
      FC 0 FPC 0                    
      FPC 0 L Intake                 OK         25 degrees C / 77 degrees F
      FPC 0 R Intake                 OK         28 degrees C / 82 degrees F
      FPC 0 L Exhaust                OK         28 degrees C / 82 degrees F
      FPC 0 R Exhaust                OK         29 degrees C / 84 degrees F
      FC 7 FPC 7                    
      FPC 7 L Intake                 OK         25 degrees C / 77 degrees F
      FPC 7 R Intake                 OK         26 degrees C / 78 degrees F
      FPC 7 L Exhaust                OK         28 degrees C / 82 degrees F
      FPC 7 R Exhaust                OK         29 degrees C / 84 degrees F
      RC 0 FPC 8                        
      FPC 8 L Intake                 OK         25 degrees C / 77 degrees F
      FPC 8 R Intake                 OK         26 degrees C / 78 degrees F
      FPC 8 L Exhaust                OK         32 degrees C / 89 degrees F
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      FPC 8 R Exhaust                OK         30 degrees C / 86 degrees F
      RC 7 FPC 15                   
      FPC 15 L Intake                OK         24 degrees C / 75 degrees F
      FPC 15 R Intake                OK         25 degrees C / 77 degrees F
      FPC 15 L Exhaust               OK         33 degrees C / 91 degrees F
      FPC 15 R Exhaust               OK         31 degrees C / 87 degrees F
Fans  TFT 0 Fan 0                    OK         Spinning at normal speed
Fans  TFT 0 Fan 1                    OK         Spinning at normal speed
Fans  TFT 0 Fan 2                    OK         Spinning at normal speed
Fans  TFT 0 Fan 3                    OK         Spinning at normal speed
Fans  TFT 0 Fan 4                    OK         Spinning at normal speed
Fans  TFT 0 Fan 5                    OK         Spinning at normal speed
Fans  BFT 1 Fan 0                    OK         Spinning at normal speed
Fans  BFT 1 Fan 1                    OK         Spinning at normal speed
Fans  BFT 1 Fan 2                    OK         Spinning at normal speed
Fans  BFT 1 Fan 3                    Check     
Fans  BFT 1 Fan 4                    OK         Spinning at normal speed
Fans  BFT 1 Fan 5                    OK         Spinning at normal speed
Fans  SFT 0 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 0 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 0 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 0 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 0 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 0 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 0 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 0 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 1 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 1 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 1 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 1 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 1 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 1 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 1 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 1 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 2 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 2 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 2 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 2 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 2 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 2 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 2 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 2 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 3 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 3 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 3 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 3 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 3 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 3 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 3 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 3 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 4 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 4 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 4 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 4 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 4 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 4 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 4 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 4 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 5 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 5 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 5 Fan 1 Rotor 0            OK         Spinning at normal speed
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Fans  SFT 5 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 5 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 5 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 5 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 5 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 6 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 6 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 6 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 6 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 6 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 6 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 6 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 6 Fan 3 Rotor 1            OK         Spinning at normal speed
Fans  SFT 7 Fan 0 Rotor 0            OK         Spinning at normal speed
Fans  SFT 7 Fan 0 Rotor 1            OK         Spinning at normal speed
Fans  SFT 7 Fan 1 Rotor 0            OK         Spinning at normal speed
Fans  SFT 7 Fan 1 Rotor 1            OK         Spinning at normal speed
Fans  SFT 7 Fan 2 Rotor 0            OK         Spinning at normal speed
Fans  SFT 7 Fan 2 Rotor 1            OK         Spinning at normal speed
Fans  SFT 7 Fan 3 Rotor 0            OK         Spinning at normal speed
Fans  SFT 7 Fan 3 Rotor 1            OK         Spinning at normal speed
Power PEM 0                          OK         30 degrees C / 86 degrees F
Power PEM 1                          OK         30 degrees C / 86 degrees F
Power PEM 2                          OK         30 degrees C / 86 degrees F
Power PEM 3                          Absent    
Power PEM 4                          Absent    
Power PEM 5                          Absent

show chassis environment node-device (QFabric System)

user@switch> show chassis environment node-device node1
Class Item                           Status     Measurement
Power node1 Power Supply 0            Absent    
      node1 Power Supply 1            Absent    
Fans  node1 Fan Tray 0                Testing   
      node1 Fan Tray 1                Testing   
      node1 Fan Tray 2                Testing   

show chassis environment pem node-device (QFabric System)

user@switch> show chassis environment pem node-device node1
FPC 0 PEM 0 status:
  State                      Check
  Airflow                    Front to Back
  Temperature                OK
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          12        10            120      18
FPC 0 PEM 1 status:
  State                      Online
  Airflow                    Back to Front
  Temperature                OK
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          11        10           110      17

show chassis environment (PTX5000 Packet Transport Router)

user@switch> show chassis environment
Class Item                           Status     Measurement
Temp  PDU 0                          OK
      PDU 0 PSM 0                    OK         36 degrees C / 96 degrees F

529Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



      PDU 0 PSM 1                    OK         38 degrees C / 100 degrees F
      PDU 0 PSM 2                    OK         38 degrees C / 100 degrees F
      PDU 0 PSM 3                    OK         37 degrees C / 98 degrees F
      PDU 1                          Absent
      CCG 0                          OK         44 degrees C / 111 degrees F
      CCG 1                          OK         44 degrees C / 111 degrees F
      Routing Engine 0               OK         62 degrees C / 143 degrees F
      Routing Engine 0 CPU           OK         75 degrees C / 167 degrees F
      Routing Engine 1               OK         51 degrees C / 123 degrees F
      Routing Engine 1 CPU           OK         64 degrees C / 147 degrees F
      CB 0 Intake                    OK         38 degrees C / 100 degrees F
      CB 0 Exhaust A                 OK         46 degrees C / 114 degrees F
      CB 0 Exhaust B                 OK         42 degrees C / 107 degrees F
      CB 1 Intake                    OK         35 degrees C / 95 degrees F
      CB 1 Exhaust A                 OK         39 degrees C / 102 degrees F
      CB 1 Exhaust B                 OK         36 degrees C / 96 degrees F
      SIB 0 Exhaust                  OK         47 degrees C / 116 degrees F
      SIB 0 Junction                 OK         45 degrees C / 113 degrees F
      SIB 1 Exhaust                  OK         44 degrees C / 111 degrees F
      SIB 1 Junction                 OK         43 degrees C / 109 degrees F
      SIB 2 Exhaust                  OK         47 degrees C / 116 degrees F
      SIB 2 Junction                 OK         42 degrees C / 107 degrees F
      SIB 3 Exhaust                  OK         43 degrees C / 109 degrees F
      SIB 3 Junction                 OK         43 degrees C / 109 degrees F
      SIB 4 Exhaust                  OK         47 degrees C / 116 degrees F
      SIB 4 Junction                 OK         42 degrees C / 107 degrees F
      SIB 5 Exhaust                  OK         42 degrees C / 107 degrees F
      SIB 5 Junction                 OK         40 degrees C / 104 degrees F
      SIB 6 Exhaust                  OK         46 degrees C / 114 degrees F
      SIB 6 Junction                 OK         42 degrees C / 107 degrees F
      SIB 7 Exhaust                  OK         43 degrees C / 109 degrees F
      SIB 7 Junction                 OK         39 degrees C / 102 degrees F
      SIB 8 Exhaust                  OK         44 degrees C / 111 degrees F
      SIB 8 Junction                 OK         41 degrees C / 105 degrees F
      FPC 0 PMB                      OK         35 degrees C / 95 degrees F
      FPC 0 Intake                   OK         33 degrees C / 91 degrees F
      FPC 0 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 0 Exhaust B                OK         43 degrees C / 109 degrees F
      FPC 0 TL0                      OK         48 degrees C / 118 degrees F
      FPC 0 TQ0                      OK         53 degrees C / 127 degrees F
      FPC 0 TL1                      OK         56 degrees C / 132 degrees F
      FPC 0 TQ1                      OK         58 degrees C / 136 degrees F
      FPC 0 TL2                      OK         55 degrees C / 131 degrees F
      FPC 0 TQ2                      OK         56 degrees C / 132 degrees F
      FPC 0 TL3                      OK         59 degrees C / 138 degrees F
      FPC 0 TQ3                      OK         59 degrees C / 138 degrees F
      FPC 2 PMB                      OK         35 degrees C / 95 degrees F
      FPC 2 Intake                   OK         34 degrees C / 93 degrees F
      FPC 2 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 2 Exhaust B                OK         52 degrees C / 125 degrees F
      FPC 2 TL0                      OK         53 degrees C / 127 degrees F
      FPC 2 TQ0                      OK         53 degrees C / 127 degrees F
      FPC 2 TL1                      OK         57 degrees C / 134 degrees F
      FPC 2 TQ1                      OK         58 degrees C / 136 degrees F
      FPC 2 TL2                      OK         54 degrees C / 129 degrees F
      FPC 2 TQ2                      OK         59 degrees C / 138 degrees F
      FPC 2 TL3                      OK         60 degrees C / 140 degrees F
      FPC 2 TQ3                      OK         64 degrees C / 147 degrees F
      PIC 2/0 Ambient                OK         49 degrees C / 120 degrees F
      FPC 3 PMB                      OK         34 degrees C / 93 degrees F
      FPC 3 Intake                   OK         35 degrees C / 95 degrees F
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      FPC 3 Exhaust A                OK         54 degrees C / 129 degrees F
      FPC 3 Exhaust B                OK         49 degrees C / 120 degrees F
      FPC 3 TL0                      OK         49 degrees C / 120 degrees F
      FPC 3 TQ0                      OK         55 degrees C / 131 degrees F
      FPC 3 TL1                      OK         56 degrees C / 132 degrees F
      FPC 3 TQ1                      OK         58 degrees C / 136 degrees F
      FPC 3 TL2                      OK         56 degrees C / 132 degrees F
      FPC 3 TQ2                      OK         59 degrees C / 138 degrees F
      FPC 3 TL3                      OK         62 degrees C / 143 degrees F
      FPC 3 TQ3                      OK         63 degrees C / 145 degrees F
      PIC 3/1                        Absent
      FPC 5 PMB                      OK         35 degrees C / 95 degrees F
      FPC 5 Intake                   OK         34 degrees C / 93 degrees F
      FPC 5 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 5 Exhaust B                OK         53 degrees C / 127 degrees F
      FPC 5 TL0                      OK         54 degrees C / 129 degrees F
      FPC 5 TQ0                      OK         52 degrees C / 125 degrees F
      FPC 5 TL1                      OK         61 degrees C / 141 degrees F
      FPC 5 TQ1                      OK         60 degrees C / 140 degrees F
      FPC 5 TL2                      OK         55 degrees C / 131 degrees F
      FPC 5 TQ2                      OK         55 degrees C / 131 degrees F
      FPC 5 TL3                      OK         59 degrees C / 138 degrees F
      FPC 5 TQ3                      OK         58 degrees C / 136 degrees F
      PIC 5/0 Ambient                OK         51 degrees C / 123 degrees F
      PIC 5/1 Ambient                OK         34 degrees C / 93 degrees F
      PIC 5/1 cfp-5/1/0              OK         34 degrees C / 93 degrees F
      PIC 5/1 cfp-5/1/1              OK         36 degrees C / 96 degrees F
      FPC 6 PMB                      OK         36 degrees C / 96 degrees F
      FPC 6 Intake                   OK         33 degrees C / 91 degrees F
      FPC 6 Exhaust A                OK         51 degrees C / 123 degrees F
      FPC 6 Exhaust B                OK         39 degrees C / 102 degrees F
      FPC 6 TL0                      OK         44 degrees C / 111 degrees F
      FPC 6 TQ0                      OK         54 degrees C / 129 degrees F
      FPC 6 TL1                      OK         59 degrees C / 138 degrees F
      FPC 6 TQ1                      OK         58 degrees C / 136 degrees F
      FPC 6 TL2                      OK         60 degrees C / 140 degrees F
      FPC 6 TQ2                      OK         57 degrees C / 134 degrees F
      FPC 6 TL3                      OK         65 degrees C / 149 degrees F
      FPC 6 TQ3                      OK         60 degrees C / 140 degrees F
      FPC 7 PMB                      OK         35 degrees C / 95 degrees F
      FPC 7 Intake                   OK         33 degrees C / 91 degrees F
      FPC 7 Exhaust A                OK         53 degrees C / 127 degrees F
      FPC 7 Exhaust B                OK         40 degrees C / 104 degrees F
      FPC 7 TL0                      OK         46 degrees C / 114 degrees F
      FPC 7 TQ0                      OK         58 degrees C / 136 degrees F
      FPC 7 TL1                      OK         53 degrees C / 127 degrees F
      FPC 7 TQ1                      OK         59 degrees C / 138 degrees F
      FPC 7 TL2                      OK         56 degrees C / 132 degrees F
      FPC 7 TQ2                      OK         61 degrees C / 141 degrees F
      FPC 7 TL3                      OK         63 degrees C / 145 degrees F
      FPC 7 TQ3                      OK         63 degrees C / 145 degrees F
      FPM I2CS                       OK         37 degrees C / 98 degrees F
Fans  Fan Tray 0 Fan 1               OK         3042 RPM
      Fan Tray 0 Fan 2               OK         3042 RPM
      Fan Tray 0 Fan 3               OK         3000 RPM
      Fan Tray 0 Fan 4               OK         3042 RPM
      Fan Tray 0 Fan 5               OK         3000 RPM
      Fan Tray 0 Fan 6               OK         3042 RPM
      Fan Tray 0 Fan 7               OK         3085 RPM
      Fan Tray 0 Fan 8               OK         3042 RPM
      Fan Tray 0 Fan 9               OK         3042 RPM
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      Fan Tray 0 Fan 10              OK         3085 RPM
      Fan Tray 0 Fan 11              OK         3085 RPM
      Fan Tray 0 Fan 12              OK         3128 RPM
      Fan Tray 0 Fan 13              OK         3128 RPM
      Fan Tray 0 Fan 14              OK         3042 RPM
      Fan Tray 1 Fan 1               OK         2299 RPM
      Fan Tray 1 Fan 2               OK         2399 RPM
      Fan Tray 1 Fan 3               OK         2299 RPM
      Fan Tray 1 Fan 4               OK         2266 RPM
      Fan Tray 1 Fan 5               OK         2266 RPM
      Fan Tray 1 Fan 6               OK         2366 RPM
      Fan Tray 2 Fan 1               OK         2199 RPM
      Fan Tray 2 Fan 2               OK         2133 RPM
      Fan Tray 2 Fan 3               OK         2366 RPM
      Fan Tray 2 Fan 4               OK         2233 RPM
      Fan Tray 2 Fan 5               OK         2399 RPM
      Fan Tray 2 Fan 6               OK         2233 RPM
Misc  SPMB 0 Intake                  OK         50 degrees C / 122 degrees F
      SPMB 1 Intake                  OK         40 degrees C / 104 degrees F

show chassis environment (ACX2000Universal Access Router)

user@host> show chassis environment
Class Item                           Status     Measurement
      PCB Left                       OK         44 degrees C / 111 degrees F
      SFP+ Xcvr                      OK         50 degrees C / 122 degrees F
      FEB                            OK         70 degrees C / 158 degrees F
      PCB Up                         OK         63 degrees C / 145 degrees F
      PCB Mid                        OK         66 degrees C / 150 degrees F
      Telecom Mod                    OK         65 degrees C / 149 degrees F
      Routing Engine                 OK         54 degrees C / 129 degrees F
      Heater off                    

show chassis environment (ACX4000Universal Access Router)

On the ACX4000 router, the MIC output of the show chassis environment command

varies depending on the number of temperature channels present in the installed MIC.

user@host> show chassis environment

Class Item                           Status     Measurement
Temp  PEM 0                          OK         33 degrees C / 91 degrees F
      PEM 1                          Absent
      PCB Bottom                     OK         30 degrees C / 86 degrees F
      PCB Middle                     OK         34 degrees C / 93 degrees F
      BCM56445                       OK         33 degrees C / 91 degrees F
      SFP+ Xcvr                      OK         32 degrees C / 89 degrees F
      Fan tray inlet                 OK         39 degrees C / 102 degrees F
      Exhaust                        OK         30 degrees C / 86 degrees F
      Routing Engine                 OK         32 degrees C / 89 degrees F
      Heater off
Pic   PIC 0/0 Channel 0              OK         28 degrees C / 82 degrees F
      PIC 0/0 Channel 1              OK         29 degrees C / 84 degrees F
      PIC 0/0 Channel 2              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 3              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 4              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 5              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 6              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 7              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 8              OK         0 degrees C / 32 degrees F
      PIC 0/0 Channel 9              OK         0 degrees C / 32 degrees F
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      PIC 1/0 Channel 0              OK         33 degrees C / 91 degrees F
      PIC 1/0 Channel 1              OK         31 degrees C / 87 degrees F
      PIC 1/0 Channel 2              OK         30 degrees C / 86 degrees F
      PIC 1/0 Channel 3              OK         0 degrees C / 32 degrees F
      PIC 1/0 Channel 4              OK         0 degrees C / 32 degrees F
      PIC 1/0 Channel 5              OK         0 degrees C / 32 degrees F
      PIC 1/0 Channel 6              OK         0 degrees C / 32 degrees F
      PIC 1/0 Channel 7              OK         0 degrees C / 32 degrees F
      PIC 1/0 Channel 8              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 0              OK         31 degrees C / 87 degrees F
      PIC 1/1 Channel 1              OK         29 degrees C / 84 degrees F
      PIC 1/1 Channel 2              OK         28 degrees C / 82 degrees F
      PIC 1/1 Channel 3              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 4              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 5              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 6              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 7              OK         0 degrees C / 32 degrees F
      PIC 1/1 Channel 8              OK         0 degrees C / 32 degrees F
Fans  Fan 1                          OK         Spinning at normal speed
      Fan 2                          OK         Spinning at normal speed

533Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



show chassis environment fpc

Syntax show chassis environment fpc
<slot>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show chassis environment fpc
<lcc number>
<slot>

Syntax (MX Series
Routers)

show chassis environment fpc
<slot>
<all-members>
<local>
<membermember-id>

Syntax (MX2010 3D
Universal Edge

Routers)

show chassis environment fpc
<slot>

Syntax (MX2020 3D
Universal Edge

Routers)

show chassis environment fpc
<slot>

Syntax (QFX Series) show chassis environment fpc
<fpc-slot>
interconnect-device name

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.1 for T4000 Core Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Description (M40e, M120, M160, M320, MX Series, T Series routers, EX Series, QFX Series, and PTX

Series routers only) Display environmental information about Flexible PIC Concentrators

(FPCs).

Options none—Display environmental information about all FPCs. On a TXMatrix router, display

environmental information about all FPCs on the TXMatrix router and its attached

T640 routers. On a TXMatrix Plus router, display environmental information about

all FPCs on the TXMatrix Plus router and its attached routers.

all-members—(MX Series routers only) (Optional) Display environmental information

for the FPCs in all the members of the Virtual Chassis configuration.

interconnect-device name—(QFabric systems only) (Optional) Display chassis

environmental information for the Interconnect device.
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lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display environmental information for the

FPCs in the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display environmental

information for theFPCs in the specifiedmemberof theVirtualChassis configuration.

Replacemember-idwith a value of 0 or 1.

slot or fpc-slot—(Optional) Display environmental information about an individual FPC:

• (TX Matrix and TXMatrix Plus routers only) On a TXMatrix router, if you specify

the number of the T640 router by using only the lcc number option (the

recommendedmethod), replace slotwith a value from 0 through 7. Similarly, on

a TXMatrix Plus router, if you specify the number of the router by using only the

lcc number option (the recommendedmethod), replace slot with a value from 0

through 7. Otherwise, replace slotwith a value from0 through 31. For example, the

following commands have the same result:

user@host> show chassis environment fpc 1 lcc 1
user@host> show chassis environment fpc 9

• M120 router—Replace slotwith a value from 0 through 5.

• MX240 router—Replace slotwith a value from 0 through 2.

• MX480 router—Replace slotwith a value from 0 through 5.

• MX960 router—Replace slotwith a value from 0 through 11.

• MX2010 router—Replace slotwith a value from 0 through 9.

• MX2020 router—Replace slotwith a value from 0 through 19.

• Other routers—Replace slotwith a value from 0 through 7.

• EX Series switches:

• EX3200 switches and EX4200 standalone switches—Replace slotwith 0.

• EX4200 switches in a Virtual Chassis configuration—Replace slotwith a value

from 0 through 9 (switch’s member ID).
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• EX6210 switches–Replace slotwith a value from 0 through 3 (line card only),

4or5 (linecardorSwitchFabric andRotuingEngine (SRE)module), or6 through

9 (line card only).

• EX8208 switches—Replace slotwith a value from 0 through 7 (line card).

• EX8216 switches—Replace slotwith a value from 0 through 15 (line card).

• QFX3500 switches —Replace fpc-slotwith 0 through 15.

• PTX5000 Packet Transport Router—Replace fpc-slotwith 0 through 7.

Required Privilege
Level

view

Related
Documentation

request chassis fpc on page 357•

• show chassis fpc on page 597

• show chassis fpc-feb-connectivity

• Configuring the Junos OS to Resynchronize FPC Sequence Numbers with Active FPCs

when an FPC Comes Online

• MX960 Flexible PIC Concentrator Description

List of Sample Output show chassis environment fpc (M120 Router) on page 538
show chassis environment fpc (M160 Router) on page 539
show chassis environment fpc (M320 Router) on page 539
show chassis environment fpc (MX2020 Router) on page 540
show chassis environment fpc (MX2010 Router) on page 543
show chassis environment fpc (MX240 Router) on page 545
show chassis environment fpc (MX480 Router) on page 546
show chassis environment fpc (MX960 Router) on page 547
show chassis environment fpc (MX480 Router with 100-Gigabit Ethernet
CFP) on page 548
show chassis environment fpc (MX240, MX480, MX960with Application Services
Modular Line Card on page 549
show chassis environment fpc (T320, T640, and T1600 Routers) on page 549
show chassis environment fpc (T4000 Router) on page 550
show chassis environment fpc lcc (TXMatrix Router) on page 555
show chassis environment fpc lcc (TXMatrix Plus Router) on page 556
show chassis environment fpc (QFX Series) on page 556
show chassis environment fpc interconnect-device (QFabric Systems) on page 557
show chassis environment fpc 0 (PTX5000 Packet Transport Router) on page 557
show chassis environment FPC 1 (MX Routers with Media Services Blade
[MSB]) on page 558

Output Fields Table56onpage537 lists theoutput fields for theshowchassisenvironmentfpccommand.

Output fields are listed in the approximate order in which they appear.
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Table 56: show chassis environment fpc Output Fields

Field DescriptionField Name

Status of the FPC:

• Unknown—FPC is not detected by the router.

• Empty—No FPC is present.

• Present—FPC is detected by the chassis daemon but is either not supported by the current version
of the Junos OS, or the FPC is coming up but not yet online.

• Ready—FPC is in intermediate or transition state.

• Announce online—Intermediate state duringwhich the FPC is coming up but not yet online, and the
chassis manager acknowledges the chassisd FPC online initiative.

• Online—FPC is online and running.

• Offline—FPC is powered down.

• Diagnostics—FPC is set to operate in diagnostics mode.

State

(M40e and M160 routers and QFX Series only) Temperature of the air flowing past the FPC.Temperature

(PTX Series only) Temperature of the air flowing past the PMB (bottom of the FPC).PMB Temperature

(M320 routers,MX2010 routers,MX2020 routers, andPTXSeries only) Temperature of the air flowing
into the chassis.

Temperature Intake

(T Series routers only) Temperature of the air flowing past the top of the FPC.Temperature Top

(M120 andM320 routers, MX2010 routers, MX2020 routers, and PTX Series only) Temperature of the
air flowing out of the chassis.

The PTX Series Packet Transport Routers, and the MX2010 and MX2020 routers include exhaust
temperatures for multiple zones (Exhaust A and Exhaust B).

Temperature Exhaust

(T Series routers only) Temperature of the air flowing past the bottom of the FPC.Temperature Bottom

(PTX Series only) Temperature of the air flowing past the specified TL area of the packet forwarding
engine (PFE) on the FPC.

TL n Temperature

(PTX Series only) Temperature of the air flowing past the specified TQ area of the packet forwarding
engine (PFE) on the FPC.

TQ n Temperature

(T640 router only) Temperature of the air flowing past the type 3 FPC.Temperature MMBO

(M320 and T Series routers only) Temperature of the air flowing past the type 1, type 2, and type 3
FPC.

Temperature MMB1

Information about the voltage supplied to the FPC. The left column displays the required power, in
volts. The right column displays the measured power, in millivolts.

Power

Revision level of the chassis management bus device (M Series router) or bus (T Series routers).CMBRevision or BUS
revision
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Sample Output

show chassis environment fpc (M120 Router)

user@host> show chassis environment fpc
FPC 2 status:
  State                      Online
  Temperature Exhaust A      32 degrees C / 89 degrees F             
  Temperature Exhaust B      31 degrees C / 87 degrees F             
  Power A-Board              
    1.2 V                     1202 mV
    1.5 V                     1508 mV
    1.8 V                     1798 mV
    2.5 V                     2507 mV
    3.3 V                     3351 mV
    5.0 V                     4995 mV
    3.3 V bias                3296 mV
    1.2 V Rocket IO           1205 mV
    1.5 V Rocket IO           1501 mV
  I2C Slave Revision         12
FPC 3 status:
  State                      Online
  Temperature Exhaust A      31 degrees C / 87 degrees F             
  Temperature Exhaust B      33 degrees C / 91 degrees F             
  Power A-Board              
    1.2 V                     1211 mV
    1.5 V                     1501 mV
    1.8 V                     1798 mV
    2.5 V                     2471 mV
    3.3 V                     3293 mV
    5.0 V                     4930 mV
    3.3 V bias                3296 mV
    1.2 V Rocket IO           1205 mV
    1.5 V Rocket IO           1501 mV
  Power B-Board              
    1.2 V                     1214 mV
    1.5 V                     1501 mV
    2.5 V                     2471 mV
    3.3 V                     3300 mV
    5.0 V                     4943 mV
    3.3 V bias                3296 mV
    1.2 V Rocket IO           1205 mV
    1.5 V Rocket IO           1501 mV
  I2C Slave Revision         12
FPC 4 status:
  State                      Online
  Temperature Exhaust A      32 degrees C / 89 degrees F             
  Temperature Exhaust B      30 degrees C / 86 degrees F             
  Power A-Board              
    1.2 V                     1195 mV
    1.5 V                     1504 mV
    1.8 V                     1801 mV
    2.5 V                     2504 mV
    3.3 V                     3293 mV
    5.0 V                     4917 mV
    3.3 V bias                3296 mV
    1.2 V Rocket IO           1202 mV
    1.5 V Rocket IO           1492 mV
  I2C Slave Revision         12
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show chassis environment fpc (M160 Router)

user@host> show chassis environment fpc
FPC 0 status:
  State                       Online
  Temperature              42 degrees C / 107 degrees F
  Power:
    1.5 V                1500 mV
    2.5 V                2509 mV
    3.3 V                3308 mV
    5.0 V                4991 mV
    5.0 V bias           4952 mV
    8.0 V bias           8307 mV
  CMB Revision             12
FPC 1 status:
  State                       Online
  Temperature              45 degrees C / 113 degrees F
  Power:
    1.5 V                1498 mV
    2.5 V                2501 mV
    3.3 V                3319 mV
    5.0 V                5020 mV
    5.0 V bias           5025 mV
    8.0 V bias           8307 mV
  CMB Revision             12

show chassis environment fpc (M320 Router)

user@host> show chassis environment fpc
FPC 0 status:
  State                           Online
  Temperature Intake           27 degrees C / 80 degrees F
  Temperature Exhaust          38 degrees C / 100 degrees F
  Temperature MMB1             31 degrees C / 87 degrees F
  Power:
    1.5 V                    1487 mV
    1.5 V *                  1494 mV
    1.8 V                    1821 mV
    2.5 V                    2533 mV
    3.3 V                    3323 mV
    5.0 V                    5028 mV
    3.3 V bias               3296 mV
    5.0 V bias               4984 mV
  CMB Revision                 16
FPC 1 status:
  State                           Online
  Temperature Intake           27 degrees C / 80 degrees F
  Temperature Exhaust          37 degrees C / 98 degrees F
  Temperature MMB1             32 degrees C / 89 degrees F
  Power:
    1.5 V                    1504 mV
    1.5 V *                  1499 mV
    1.8 V                    1820 mV
    2.5 V                    2529 mV
    3.3 V                    3328 mV
    5.0 V                    5013 mV
    3.3 V bias               3294 mV
    5.0 V bias               4984 mV
  CMB Revision                 16
FPC 2 status:
  State                           Online
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  Temperature Intake           28 degrees C / 82 degrees F
  Temperature Exhaust          38 degrees C / 100 degrees F
  Temperature MMB1             32 degrees C / 89 degrees F
  Power:
    1.5 V                    1498 mV
    1.5 V *                  1487 mV
    1.8 V                    1816 mV
    2.5 V                    2531 mV
    3.3 V                    3324 mV
    5.0 V                    5025 mV
    3.3 V bias               3277 mV
    5.0 V bias               5013 mV
  CMB Revision                 17
FPC 3 status:
... 

show chassis environment fpc (MX2020 Router)

user@host> show chassis environment fpc
FPC 0 status:
  State                      Online
  Temperature Intake         41 degrees C / 105 degrees F            
  Temperature Exhaust A      48 degrees C / 118 degrees F            
  Temperature Exhaust B      60 degrees C / 140 degrees F            
  Temperature LU 0 TSen      56 degrees C / 132 degrees F            
  Temperature LU 0 Chip      59 degrees C / 138 degrees F            
  Temperature LU 1 TSen      56 degrees C / 132 degrees F            
  Temperature LU 1 Chip      61 degrees C / 141 degrees F            
  Temperature LU 2 TSen      56 degrees C / 132 degrees F            
  Temperature LU 2 Chip      52 degrees C / 125 degrees F            
  Temperature LU 3 TSen      56 degrees C / 132 degrees F            
  Temperature LU 3 Chip      52 degrees C / 125 degrees F            
  Temperature MQ 0 TSen      49 degrees C / 120 degrees F            
  Temperature MQ 0 Chip      49 degrees C / 120 degrees F            
  Temperature MQ 1 TSen      49 degrees C / 120 degrees F            
  Temperature MQ 1 Chip      52 degrees C / 125 degrees F            
  Temperature MQ 2 TSen      49 degrees C / 120 degrees F            
  Temperature MQ 2 Chip      45 degrees C / 113 degrees F            
  Temperature MQ 3 TSen      49 degrees C / 120 degrees F            
  Temperature MQ 3 Chip      46 degrees C / 114 degrees F            
  Power                      
    AS-BIAS3V3-zl2105         3299 mV
    AS-VDD1V8-zl2006          1807 mV
    AS-VDD2V5-zl2006          2512 mV
    AS-AVDD1V0-zl2004          997 mV
    AS-PCIE_1V0-zl2004         996 mV
    AS-VDD3V3-zl2004          3294 mV
    AS-VDD_1V5A-zl2004        1501 mV
    AS-VDD_1V5B-zl2004        1498 mV
    AS-LU0_1V0-zl2004          998 mV
    AS-LU1_1V0-zl2004         1002 mV
    AS-MQ0_1V0-zl2004          999 mV
    AS-MQ1_1V0-zl2004          994 mV
    AS-LU2_1V0-zl2004         1000 mV
    AS-LU3_1V0-zl2004          998 mV
    AS-MQ2_1V0-zl2004         1002 mV
    AS-MQ3_1V0-zl2004          999 mV
    AS-PMB_1V1-zl2006         1096 mV
  I2C Slave Revision         68
FPC 1 status:
  State                      Online
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  Temperature Intake         39 degrees C / 102 degrees F            
  Temperature Exhaust A      48 degrees C / 118 degrees F            
  Temperature Exhaust B      55 degrees C / 131 degrees F            
  Temperature LU 0 TSen      52 degrees C / 125 degrees F            
  Temperature LU 0 Chip      54 degrees C / 129 degrees F            
  Temperature LU 1 TSen      52 degrees C / 125 degrees F            
  Temperature LU 1 Chip      56 degrees C / 132 degrees F            
  Temperature LU 2 TSen      52 degrees C / 125 degrees F            
  Temperature LU 2 Chip      49 degrees C / 120 degrees F            
  Temperature LU 3 TSen      52 degrees C / 125 degrees F            
  Temperature LU 3 Chip      50 degrees C / 122 degrees F            
  Temperature MQ 0 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 0 Chip      48 degrees C / 118 degrees F            
  Temperature MQ 1 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 1 Chip      51 degrees C / 123 degrees F            
  Temperature MQ 2 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 2 Chip      45 degrees C / 113 degrees F            
  Temperature MQ 3 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 3 Chip      45 degrees C / 113 degrees F            
  Power                      
    AS-BIAS3V3-zl2105         3291 mV
    AS-VDD1V8-zl2006          1786 mV
    AS-VDD2V5-zl2006          2496 mV
    AS-AVDD1V0-zl2004         1000 mV
    AS-PCIE_1V0-zl2004        1000 mV
    AS-VDD3V3-zl2004          3294 mV
    AS-VDD_1V5A-zl2004        1500 mV
    AS-VDD_1V5B-zl2004        1498 mV
    AS-LU0_1V0-zl2004         1003 mV
    AS-LU1_1V0-zl2004         1000 mV
    AS-MQ0_1V0-zl2004         1000 mV
    AS-MQ1_1V0-zl2004          995 mV
    AS-LU2_1V0-zl2004         1002 mV
    AS-LU3_1V0-zl2004          997 mV
    AS-MQ2_1V0-zl2004         1000 mV
    AS-MQ3_1V0-zl2004          998 mV
    AS-PMB_1V1-zl2006         1096 mV
  I2C Slave Revision         68
FPC 2 status:
  State                      Online
  Temperature Intake         39 degrees C / 102 degrees F            
  Temperature Exhaust A      48 degrees C / 118 degrees F            
  Temperature Exhaust B      58 degrees C / 136 degrees F            
  Temperature LU 0 TSen      55 degrees C / 131 degrees F            
  Temperature LU 0 Chip      57 degrees C / 134 degrees F            
  Temperature LU 1 TSen      55 degrees C / 131 degrees F            
  Temperature LU 1 Chip      63 degrees C / 145 degrees F            
  Temperature LU 2 TSen      55 degrees C / 131 degrees F            
  Temperature LU 2 Chip      51 degrees C / 123 degrees F            
  Temperature LU 3 TSen      55 degrees C / 131 degrees F            
  Temperature LU 3 Chip      52 degrees C / 125 degrees F            
  Temperature MQ 0 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 0 Chip      50 degrees C / 122 degrees F            
  Temperature MQ 1 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 1 Chip      52 degrees C / 125 degrees F            
  Temperature MQ 2 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 2 Chip      47 degrees C / 116 degrees F            
  Temperature MQ 3 TSen      48 degrees C / 118 degrees F            
  Temperature MQ 3 Chip      47 degrees C / 116 degrees F            
  Power                      
    AS-BIAS3V3-zl2105         3299 mV
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    AS-VDD1V8-zl2006          1805 mV
    AS-VDD2V5-zl2006          2510 mV
    AS-AVDD1V0-zl2004          999 mV
    AS-PCIE_1V0-zl2004         998 mV
    AS-VDD3V3-zl2004          3296 mV
    AS-VDD_1V5A-zl2004        1492 mV   
    AS-VDD_1V5B-zl2004        1497 mV
    AS-LU0_1V0-zl2004          997 mV
    AS-LU1_1V0-zl2004         1000 mV
    AS-MQ0_1V0-zl2004          998 mV
    AS-MQ1_1V0-zl2004         1001 mV
    AS-LU2_1V0-zl2004          996 mV
    AS-LU3_1V0-zl2004          995 mV
    AS-MQ2_1V0-zl2004          998 mV
    AS-MQ3_1V0-zl2004          997 mV
    AS-PMB_1V1-zl2006         1100 mV
  I2C Slave Revision         68
FPC 3 status:
  State                      Online
  Temperature Intake         41 degrees C / 105 degrees F            
  Temperature Exhaust A      48 degrees C / 118 degrees F            
  Temperature Exhaust B      58 degrees C / 136 degrees F            
  Temperature LU 0 TSen      56 degrees C / 132 degrees F            
  Temperature LU 0 Chip      59 degrees C / 138 degrees F            
  Temperature LU 1 TSen      56 degrees C / 132 degrees F            
  Temperature LU 1 Chip      61 degrees C / 141 degrees F            
  Temperature LU 2 TSen      56 degrees C / 132 degrees F            
  Temperature LU 2 Chip      51 degrees C / 123 degrees F            
  Temperature LU 3 TSen      56 degrees C / 132 degrees F            
  Temperature LU 3 Chip      53 degrees C / 127 degrees F            
  Temperature MQ 0 TSen      50 degrees C / 122 degrees F            
  Temperature MQ 0 Chip      51 degrees C / 123 degrees F            
  Temperature MQ 1 TSen      50 degrees C / 122 degrees F            
  Temperature MQ 1 Chip      55 degrees C / 131 degrees F            
  Temperature MQ 2 TSen      50 degrees C / 122 degrees F            
  Temperature MQ 2 Chip      47 degrees C / 116 degrees F            
  Temperature MQ 3 TSen      50 degrees C / 122 degrees F            
  Temperature MQ 3 Chip      50 degrees C / 122 degrees F            
  Power                      
    AS-BIAS3V3-zl2105         3305 mV
    AS-VDD1V8-zl2006          1810 mV
    AS-VDD2V5-zl2006          2508 mV
    AS-AVDD1V0-zl2004          999 mV
    AS-PCIE_1V0-zl2004        1001 mV
    AS-VDD3V3-zl2004          3294 mV
    AS-VDD_1V5A-zl2004        1500 mV
    AS-VDD_1V5B-zl2004        1498 mV
    AS-LU0_1V0-zl2004          998 mV
    AS-LU1_1V0-zl2004          998 mV
    AS-MQ0_1V0-zl2004          999 mV
    AS-MQ1_1V0-zl2004          998 mV
    AS-LU2_1V0-zl2004         1000 mV
    AS-LU3_1V0-zl2004         1001 mV
    AS-MQ2_1V0-zl2004          996 mV
    AS-MQ3_1V0-zl2004          998 mV
    AS-PMB_1V1-zl2006         1098 mV
  I2C Slave Revision         68
FPC 4 status:
... 
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show chassis environment fpc (MX2010 Router)

user@host> show chassis environment fpc
FPC 0 status:
  State                      Online
  Temperature Intake         36 degrees C / 96 degrees F             
  Temperature Exhaust A      42 degrees C / 107 degrees F            
  Temperature Exhaust B      51 degrees C / 123 degrees F            
  Temperature LU 0 TSen      49 degrees C / 120 degrees F            
  Temperature LU 0 Chip      50 degrees C / 122 degrees F            
  Temperature LU 1 TSen      49 degrees C / 120 degrees F            
  Temperature LU 1 Chip      54 degrees C / 129 degrees F            
  Temperature LU 2 TSen      49 degrees C / 120 degrees F            
  Temperature LU 2 Chip      45 degrees C / 113 degrees F            
  Temperature LU 3 TSen      49 degrees C / 120 degrees F            
  Temperature LU 3 Chip      46 degrees C / 114 degrees F            
  Temperature MQ 0 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 0 Chip      41 degrees C / 105 degrees F            
  Temperature MQ 1 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 1 Chip      44 degrees C / 111 degrees F            
  Temperature MQ 2 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 2 Chip      38 degrees C / 100 degrees F            
  Temperature MQ 3 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 3 Chip      41 degrees C / 105 degrees F            
  Power                      
    AS-BIAS3V3-zl2105         3300 mV
    AS-VDD1V8-zl2006          1805 mV
    AS-VDD2V5-zl2006          2505 mV
    AS-AVDD1V0-zl2004          998 mV
    AS-PCIE_1V0-zl2004         999 mV
    AS-VDD3V3-zl2004          3303 mV
    AS-VDD_1V5A-zl2004        1497 mV
    AS-VDD_1V5B-zl2004        1497 mV
    AS-LU0_1V0-zl2004          998 mV
    AS-LU1_1V0-zl2004         1003 mV
    AS-MQ0_1V0-zl2004          998 mV
    AS-MQ1_1V0-zl2004          998 mV
    AS-LU2_1V0-zl2004          997 mV
    AS-LU3_1V0-zl2004         1001 mV
    AS-MQ2_1V0-zl2004          996 mV
    AS-MQ3_1V0-zl2004          994 mV
    AS-PMB_1V1-zl2006         1097 mV
  I2C Slave Revision         68
FPC 1 status:
  State                      Online
  Temperature Intake         34 degrees C / 93 degrees F             
  Temperature Exhaust A      46 degrees C / 114 degrees F            
  Temperature Exhaust B      54 degrees C / 129 degrees F            
  Temperature LU 0 TSen      45 degrees C / 113 degrees F            
  Temperature LU 0 Chip      55 degrees C / 131 degrees F            
  Temperature LU 1 TSen      45 degrees C / 113 degrees F            
  Temperature LU 1 Chip      44 degrees C / 111 degrees F            
  Temperature LU 2 TSen      45 degrees C / 113 degrees F            
  Temperature LU 2 Chip      50 degrees C / 122 degrees F            
  Temperature LU 3 TSen      45 degrees C / 113 degrees F            
  Temperature LU 3 Chip      58 degrees C / 136 degrees F            
  Temperature XM 0 TSen      45 degrees C / 113 degrees F            
  Temperature XM 0 Chip      51 degrees C / 123 degrees F            
  Temperature XF 0 TSen      45 degrees C / 113 degrees F            
  Temperature XF 0 Chip      63 degrees C / 145 degrees F            
  Temperature PLX Switch TSen45 degrees C / 113 degrees F            
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  Temperature PLX Switch Chip47 degrees C / 116 degrees F            
  Power                                 
    MPC-BIAS3V3-zl2105        3300 mV   
    MPC-VDD3V3-zl6100         3294 mV   
    MPC-VDD2V5-zl6100         2505 mV   
    MPC-VDD1V8-zl2004         1796 mV   
    MPC-AVDD1V0-zl2004         991 mV   
    MPC-VDD1V2-zl6100         1196 mV   
    MPC-VDD1V5A-zl2004        1491 mV   
    MPC-VDD1V5B-zl2004        1492 mV   
    MPC-XF_0V9-zl2004          996 mV   
    MPC-PCIE_1V0-zl6100       1003 mV   
    MPC-LU0_1V0-zl2004         996 mV   
    MPC-LU1_1V0-zl2004         996 mV   
    MPC-LU2_1V0-zl2004         998 mV   
    MPC-LU3_1V0-zl2004         994 mV   
    MPC-12VA-BMR453          12031 mV   
    MPC-12VB-BMR453          12003 mV   
    MPC-PMB_1V1-zl2006        1104 mV   
    MPC-PMB_1V2-zl2106        1194 mV   
    MPC-XM_0V9-vt273m          911 mV   
  I2C Slave Revision         110        
FPC 8 status:                           
  State                      Online     
  Temperature Intake         32 degrees C / 89 degrees F             
  Temperature Exhaust A      44 degrees C / 111 degrees F            
  Temperature Exhaust B      37 degrees C / 98 degrees F             
  Temperature LU 0 TCAM TSen 41 degrees C / 105 degrees F            
  Temperature LU 0 TCAM Chip 49 degrees C / 120 degrees F            
  Temperature LU 0 TSen      41 degrees C / 105 degrees F            
  Temperature LU 0 Chip      52 degrees C / 125 degrees F            
  Temperature MQ 0 TSen      41 degrees C / 105 degrees F            
  Temperature MQ 0 Chip      47 degrees C / 116 degrees F            
  Temperature LU 1 TCAM TSen 39 degrees C / 102 degrees F            
  Temperature LU 1 TCAM Chip 42 degrees C / 107 degrees F            
  Temperature LU 1 TSen      39 degrees C / 102 degrees F            
  Temperature LU 1 Chip      46 degrees C / 114 degrees F            
  Temperature MQ 1 TSen      39 degrees C / 102 degrees F            
  Temperature MQ 1 Chip      45 degrees C / 113 degrees F            
  Power                                 
    MPC-BIAS3V3-zl2105        3296 mV   
    MPC-VDD3V3-zl2006         3298 mV   
    MPC-VDD2V5-zl2006         2505 mV   
    MPC-TCAM_1V0-zl2004        997 mV   
    MPC-AVDD1V0-zl2006        1007 mV   
    MPC-VDD1V8-zl2006         1803 mV   
    MPC-PCIE_1V0-zl2006       1004 mV   
    MPC-LU0_1V0-zl2004        1000 mV   
    MPC-MQ0_1V0-zl2004         999 mV   
    MPC-VDD_1V5-zl2004        1498 mV   
    MPC-PMB_1V1-zl2006        1102 mV   
    MPC-9VA-BMR453            9009 mV   
    MPC-9VB-BMR453            8960 mV   
    MPC-PMB_1V2-zl2105        1202 mV   
    MPC-LU1_1V0-zl2004        1005 mV   
    MPC-MQ1_1V0-zl2004        1000 mV   
  I2C Slave Revision         70         
FPC 9 status:                           
  State                      Online     
  Temperature Intake         34 degrees C / 93 degrees F             
  Temperature Exhaust A      41 degrees C / 105 degrees F            
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  Temperature Exhaust B      54 degrees C / 129 degrees F            
  Temperature LU 0 TSen      51 degrees C / 123 degrees F            
  Temperature LU 0 Chip      52 degrees C / 125 degrees F            
  Temperature LU 1 TSen      51 degrees C / 123 degrees F            
  Temperature LU 1 Chip      55 degrees C / 131 degrees F            
  Temperature LU 2 TSen      51 degrees C / 123 degrees F            
  Temperature LU 2 Chip      47 degrees C / 116 degrees F            
  Temperature LU 3 TSen      51 degrees C / 123 degrees F            
  Temperature LU 3 Chip      47 degrees C / 116 degrees F            
  Temperature MQ 0 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 0 Chip      42 degrees C / 107 degrees F            
  Temperature MQ 1 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 1 Chip      44 degrees C / 111 degrees F            
  Temperature MQ 2 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 2 Chip      38 degrees C / 100 degrees F            
  Temperature MQ 3 TSen      40 degrees C / 104 degrees F            
  Temperature MQ 3 Chip      40 degrees C / 104 degrees F            
  Power                                 
    AS-BIAS3V3-zl2105         3302 mV   
    AS-VDD1V8-zl2006          1808 mV   
    AS-VDD2V5-zl2006          2513 mV   
    AS-AVDD1V0-zl2004          997 mV   
    AS-PCIE_1V0-zl2004         999 mV   
    AS-VDD3V3-zl2004          3294 mV   
    AS-VDD_1V5A-zl2004        1503 mV   
    AS-VDD_1V5B-zl2004        1502 mV   
    AS-LU0_1V0-zl2004          996 mV   
    AS-LU1_1V0-zl2004          999 mV   
    AS-MQ0_1V0-zl2004          997 mV   
    AS-MQ1_1V0-zl2004          999 mV   
    AS-LU2_1V0-zl2004          997 mV   
    AS-LU3_1V0-zl2004          998 mV   
    AS-MQ2_1V0-zl2004         1000 mV   
    AS-MQ3_1V0-zl2004         1000 mV   
    AS-PMB_1V1-zl2006         1102 mV   
  I2C Slave Revision         68    

show chassis environment fpc (MX240 Router)

user@host> show chassis environment fpc
FPC 1 status:
  State                      Online
  Temperature Intake         34 degrees C / 93 degrees F             
  Temperature Exhaust A      39 degrees C / 102 degrees F            
  Temperature Exhaust B      53 degrees C / 127 degrees F            
  Temperature I3 0 TSensor   51 degrees C / 123 degrees F            
  Temperature I3 0 Chip      54 degrees C / 129 degrees F            
  Temperature I3 1 TSensor   50 degrees C / 122 degrees F            
  Temperature I3 1 Chip      53 degrees C / 127 degrees F            
  Temperature I3 2 TSensor   48 degrees C / 118 degrees F            
  Temperature I3 2 Chip      51 degrees C / 123 degrees F            
  Temperature I3 3 TSensor   45 degrees C / 113 degrees F            
  Temperature I3 3 Chip      48 degrees C / 118 degrees F            
  Temperature IA 0 TSensor   45 degrees C / 113 degrees F            
  Temperature IA 0 Chip      45 degrees C / 113 degrees F            
  Temperature IA 1 TSensor   45 degrees C / 113 degrees F            
  Temperature IA 1 Chip      49 degrees C / 120 degrees F            
  Power                      
    1.5 V                     1492 mV
    2.5 V                     2507 mV
    3.3 V                     3306 mV
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    1.8 V PFE 0               1801 mV
    1.8 V PFE 1               1804 mV
    1.8 V PFE 2               1798 mV
    1.8 V PFE 3               1798 mV
    1.2 V PFE 0               1169 mV
    1.2 V PFE 1               1189 mV
    1.2 V PFE 2               1182 mV
    1.2 V PFE 3               1176 mV
  I2C Slave Revision         42
FPC 2 status:
  State                      Online
  Temperature Intake         33 degrees C / 91 degrees F             
  Temperature Exhaust A      41 degrees C / 105 degrees F            
  Temperature Exhaust B      53 degrees C / 127 degrees F            
  Temperature I3 0 TSensor   53 degrees C / 127 degrees F            
  Temperature I3 0 Chip      58 degrees C / 136 degrees F            
  Temperature I3 1 TSensor   52 degrees C / 125 degrees F            
  Temperature I3 1 Chip      56 degrees C / 132 degrees F            
  Temperature I3 2 TSensor   50 degrees C / 122 degrees F            
  Temperature I3 2 Chip      52 degrees C / 125 degrees F            
  Temperature I3 3 TSensor   46 degrees C / 114 degrees F            
  Temperature I3 3 Chip      49 degrees C / 120 degrees F            
  Temperature IA 0 TSensor   51 degrees C / 123 degrees F            
  Temperature IA 0 Chip      49 degrees C / 120 degrees F            
  Temperature IA 1 TSensor   48 degrees C / 118 degrees F            
  Temperature IA 1 Chip      53 degrees C / 127 degrees F            
  Power                      
    1.5 V                     1492 mV
    2.5 V                     2445 mV
    3.3 V                     3293 mV
    1.8 V PFE 0               1827 mV
    1.8 V PFE 1               1775 mV
    1.8 V PFE 2               1788 mV
    1.8 V PFE 3               1798 mV
    1.2 V PFE 0               1250 mV
    1.2 V PFE 1               1234 mV
    1.2 V PFE 2               1231 mV
    1.2 V PFE 3               1192 mV
  I2C Slave Revision         42

show chassis environment fpc (MX480 Router)

user@host> show chassis environment fpc
FPC 1 status:
  State                      Online
  Temperature Intake         36 degrees C / 96 degrees F             
  Temperature Exhaust A      41 degrees C / 105 degrees F            
  Temperature Exhaust B      55 degrees C / 131 degrees F            
  Temperature I3 0 TSensor   55 degrees C / 131 degrees F            
  Temperature I3 0 Chip      57 degrees C / 134 degrees F            
  Temperature I3 1 TSensor   53 degrees C / 127 degrees F            
  Temperature I3 1 Chip      53 degrees C / 127 degrees F            
  Temperature I3 2 TSensor   52 degrees C / 125 degrees F            
  Temperature I3 2 Chip      49 degrees C / 120 degrees F            
  Temperature I3 3 TSensor   47 degrees C / 116 degrees F            
  Temperature I3 3 Chip      47 degrees C / 116 degrees F            
  Temperature IA 0 TSensor   54 degrees C / 129 degrees F            
  Temperature IA 0 Chip      58 degrees C / 136 degrees F            
  Temperature IA 1 TSensor   48 degrees C / 118 degrees F            
  Temperature IA 1 Chip      53 degrees C / 127 degrees F            
  Power                      
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    1.5 V                     1479 mV
    2.5 V                     2542 mV
    3.3 V                     3319 mV
    1.8 V PFE 0               1811 mV
    1.8 V PFE 1               1804 mV
    1.8 V PFE 2               1804 mV
    1.8 V PFE 3               1814 mV
    1.2 V PFE 0               1192 mV
    1.2 V PFE 1               1202 mV
    1.2 V PFE 2               1205 mV
    1.2 V PFE 3               1189 mV
  I2C Slave Revision         40

show chassis environment fpc (MX960 Router)

user@host> show chassis environment fpc
FPC 5 status:
  State                      Online
  Temperature Intake         27 degrees C / 80 degrees F             
  Temperature Exhaust A      34 degrees C / 93 degrees F             
  Temperature Exhaust B      40 degrees C / 104 degrees F            
  Temperature I3 0 TSensor   39 degrees C / 102 degrees F            
  Temperature I3 0 Chip      41 degrees C / 105 degrees F            
  Temperature I3 1 TSensor   38 degrees C / 100 degrees F            
  Temperature I3 1 Chip      37 degrees C / 98 degrees F             
  Temperature I3 2 TSensor   37 degrees C / 98 degrees F             
  Temperature I3 2 Chip      34 degrees C / 93 degrees F             
  Temperature I3 3 TSensor   32 degrees C / 89 degrees F             
  Temperature I3 3 Chip      33 degrees C / 91 degrees F             
  Temperature IA 0 TSensor   39 degrees C / 102 degrees F            
  Temperature IA 0 Chip      44 degrees C / 111 degrees F            
  Temperature IA 1 TSensor   36 degrees C / 96 degrees F             
  Temperature IA 1 Chip      44 degrees C / 111 degrees F            
  Power                      
    1.5 V                     1479 mV
    2.5 V                     2523 mV
    3.3 V                     3254 mV
    1.8 V PFE 0               1798 mV
    1.8 V PFE 1               1798 mV
    1.8 V PFE 2               1807 mV
    1.8 V PFE 3               1791 mV
    1.2 V PFE 0               1173 mV
    1.2 V PFE 1               1179 mV
    1.2 V PFE 2               1179 mV
    1.2 V PFE 3               1185 mV
  I2C Slave Revision         6
FPC 6 status:
  State                      Online
  Temperature Intake         25 degrees C / 77 degrees F             
  Temperature Exhaust A      38 degrees C / 100 degrees F            
  Temperature Exhaust B      38 degrees C / 100 degrees F            
  Temperature I3 0 TSensor   40 degrees C / 104 degrees F            
  Temperature I3 0 Chip      40 degrees C / 104 degrees F            
  Temperature I3 1 TSensor   40 degrees C / 104 degrees F            
  Temperature I3 1 Chip      38 degrees C / 100 degrees F            
  Temperature I3 2 TSensor   37 degrees C / 98 degrees F             
  Temperature I3 2 Chip      32 degrees C / 89 degrees F             
  Temperature I3 3 TSensor   34 degrees C / 93 degrees F             
  Temperature I3 3 Chip      33 degrees C / 91 degrees F             
  Temperature IA 0 TSensor   45 degrees C / 113 degrees F            
  Temperature IA 0 Chip      47 degrees C / 116 degrees F            
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  Temperature IA 1 TSensor   37 degrees C / 98 degrees F             
  Temperature IA 1 Chip      42 degrees C / 107 degrees F            
  Power                      
    1.5 V                     1485 mV
    2.5 V                     2510 mV
    3.3 V                     3332 mV
    1.8 V PFE 0               1801 mV
    1.8 V PFE 1               1814 mV
    1.8 V PFE 2               1804 mV
    1.8 V PFE 3               1820 mV
    1.2 V PFE 0               1192 mV
    1.2 V PFE 1               1189 mV
    1.2 V PFE 2               1202 mV
    1.2 V PFE 3               1156 mV
  I2C Slave Revision         40

show chassis environment fpc (MX480 Router with 100-Gigabit Ethernet CFP)

user@host> show chassis environment fpc
FPC 0 status:
  State                      Online
  Temperature Intake         32 degrees C / 89 degrees F             
  Temperature Exhaust A      39 degrees C / 102 degrees F            
  Temperature Exhaust B      37 degrees C / 98 degrees F             
  Temperature QX 0 TSen      44 degrees C / 111 degrees F            
  Temperature QX 0 Chip      48 degrees C / 118 degrees F            
  Temperature LU 0 TCAM TSen 44 degrees C / 111 degrees F            
  Temperature LU 0 TCAM Chip 47 degrees C / 116 degrees F            
  Temperature LU 0 TSen      44 degrees C / 111 degrees F            
  Temperature LU 0 Chip      48 degrees C / 118 degrees F            
  Temperature MQ 0 TSen      44 degrees C / 111 degrees F            
  Temperature MQ 0 Chip      47 degrees C / 116 degrees F 
  Power                      
    MPC-BIAS3V3-zl2105        3297 mV
    MPC-VDD3V3-zl2105         3306 mV
    MPC-VDD2V5-zl2105         2498 mV
    MPC-TCAM_1V0-zl2004        999 mV
    MPC-AVDD1V0-zl2006         999 mV
    MPC-VDD1V8-zl2006         1796 mV
    MPC-PCIE_1V0-zl2006       1002 mV
    MPC-LU0_1V0-zl2004         997 mV
    MPC-MQ0_1V0-zl2004         995 mV
    MPC-VDD_1V5-zl2004        1496 mV
    MPC-PMB_1V1-zl2006        1094 mV
    MPC-9VA-BMR453            9054 mV
    MPC-9VB-BMR453            9037 mV
    MPC-PMB_1V2-zl2106        1191 mV
    MPC-QXM0_1V0-zl2006       1000 mV
  I2C Slave Revision         66
FPC 1 status:
  State                      Online
  Temperature Intake         35 degrees C / 95 degrees F             
  Temperature Exhaust A      50 degrees C / 122 degrees F            
  Temperature Exhaust B      56 degrees C / 132 degrees F            
  Temperature LU 0 TSen      46 degrees C / 114 degrees F            
  Temperature LU 0 Chip      59 degrees C / 138 degrees F            
  Temperature LU 1 TSen      46 degrees C / 114 degrees F            
  Temperature LU 1 Chip      45 degrees C / 113 degrees F            
  Temperature LU 2 TSen      46 degrees C / 114 degrees F            
  Temperature LU 2 Chip      60 degrees C / 140 degrees F            
  Temperature LU 3 TSen      46 degrees C / 114 degrees F            
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  Temperature LU 3 Chip      71 degrees C / 159 degrees F            
  Temperature XM 0 TSen      46 degrees C / 114 degrees F            
  Temperature XM 0 Chip      -18 degrees C / 0 degrees F             
  Temperature XF 0 TSen      46 degrees C / 114 degrees F            
  Temperature XF 0 Chip      76 degrees C / 168 degrees F            
  Power                      
    MPC-BIAS3V3-zl2105        3292 mV
    MPC-VDD3V3-zl6100         3303 mV
    MPC-VDD2V5-zl6100         2501 mV
    MPC-VDD1V8-zl2004         1801 mV
    MPC-AVDD1V0-zl2006         996 mV
    MPC-VDD1V2-zl6100         1199 mV
    MPC-VDD1V5A-zl2004        1493 mV
    MPC-VDD1V5B-zl2004        1498 mV
    MPC-XF_0V9-zl2006          996 mV
    MPC-PCIE_1V0-zl6100       1000 mV
    MPC-LU0_1V0-zl2004         994 mV
    MPC-LU1_1V0-zl2004         994 mV
    MPC-LU2_1V0-zl2004         992 mV
    MPC-LU3_1V0-zl2004         993 mV
    MPC-12VA-BMR453          12003 mV
    MPC-12VB-BMR453          12043 mV
    MPC-PMB_1V1-zl2006        1091 mV
    MPC-PMB_1V2-zl2106        1196 mV
    MPC-XM_0V9-vt273m          899 mV
  I2C Slave Revision         106

show chassis environment fpc (MX240, MX480, MX960with Application Services Modular Line Card

user@host>show chassis environment fpc 1
FPC 1 status:
  State                      Online
  Temperature Intake         36 degrees C / 96 degrees F
  Temperature Exhaust A      39 degrees C / 102 degrees F
  Temperature LU TSen        52 degrees C / 125 degrees F
  Temperature LU Chip        54 degrees C / 129 degrees F
  Temperature XM TSen        52 degrees C / 125 degrees F
  Temperature XM Chip        60 degrees C / 140 degrees F
  Temperature PCIe TSen      52 degrees C / 125 degrees F
  Temperature PCIe Chip      69 degrees C / 156 degrees F
  Power
    MPC-BIAS3V3-zl2106        3302 mV
    MPC-VDD3V3-zl6100         3325 mV
    MPC-AVDD1V0-zl6100        1007 mV
    MPC-PCIE_1V0-zl6100        904 mV
    MPC-LU0_1V0-zl2004         996 mV
    MPC-VDD_1V5-zl2004        1498 mV
    MPC-12VA-BMR453          11733 mV
    MPC-12VB-BMR453          11728 mV
    MPC-XM_0V9-vt273m          900 mV
  I2C Slave Revision         81

show chassis environment fpc (T320, T640, and T1600 Routers)

user@host> show chassis environment fpc
FPC 0 status:
  State                           Online
  Temperature Top              42 degrees C / 107 degrees F
  Temperature Bottom           36 degrees C / 96 degrees F
  Temperature MMB1             39 degrees C / 102 degrees F
  Power:
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    1.8 V                    1959 mV
    2.5 V                    2495 mV
    3.3 V                    3344 mV
    5.0 V                    5047 mV
    1.8 V bias               1787 mV
    3.3 V bias               3291 mV
    5.0 V bias               4998 mV
    8.0 V bias               7343 mV
  BUS Revision                 40
FPC 1 status:
  State                           Online
  Temperature Top              42 degrees C / 107 degrees F
  Temperature Bottom           39 degrees C / 102 degrees F
  Temperature MMB1             40 degrees C / 104 degrees F
  Power:
    1.8 V                    1956 mV
    2.5 V                    2498 mV
    3.3 V                    3340 mV
    5.0 V                    5023 mV
    1.8 V bias               1782 mV
    3.3 V bias               3277 mV
    5.0 V bias               4989 mV
    8.0 V bias               7289 mV
  BUS Revision                 40
FPC 2 status:
  State                           Online
  Temperature Top              43 degrees C / 109 degrees F
  Temperature Bottom           39 degrees C / 102 degrees F
  Temperature MMB1             41 degrees C / 105 degrees F
  Power:
    1.8 V                    1963 mV
    2.5 V                    2503 mV
    3.3 V                    3340 mV
    5.0 V                    5042 mV
    1.8 V bias               1797 mV
    3.3 V bias               3311 mV
    5.0 V bias               5013 mV
    8.0 V bias               7221 mV
  BUS Revision                 40

show chassis environment fpc (T4000 Router)

user@host> show chassis environment fpc
FPC 0 status:
  State                      Online
  Fan Intake                 34 degrees C / 93 degrees F             
  Fan Exhaust                48 degrees C / 118 degrees F            
  PMB                        47 degrees C / 116 degrees F            
  LMB0                       50 degrees C / 122 degrees F            
  LMB1                       41 degrees C / 105 degrees F            
  LMB2                       35 degrees C / 95 degrees F             
  PFE1 LU2                   46 degrees C / 114 degrees F            
  PFE1 LU0                   41 degrees C / 105 degrees F            
  PFE0 LU0                   57 degrees C / 134 degrees F            
  XF1                        47 degrees C / 116 degrees F            
  XF0                        52 degrees C / 125 degrees F            
  XM1                        41 degrees C / 105 degrees F            
  XM0                        50 degrees C / 122 degrees F            
  PFE0 LU1                   56 degrees C / 132 degrees F            
  PFE0 LU2                   45 degrees C / 113 degrees F            
  PFE1 LU1                   37 degrees C / 98 degrees F             
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  Power 1                    
    1.0 V                      991 mV
    1.2 V bias                1195 mV
    1.8 V                     1788 mV
    2.5 V                     2483 mV
    3.3 V                     3289 mV
    3.3 V bias                3299 mV
    12.0 V A                 10608 mV
    12.0 V B                 10637 mV
  Power 2                    
    0.9 V                      881 mV
    0.9 V PFE0                 916 mV
    0.9 V PFE1                 903 mV
    1.0 V PFE0                1012 mV
    1.0 V PFE1                1002 mV
    1.1 V                     1095 mV
    1.5 V_0                   1494 mV
    1.5 V_1                   1479 mV
  Power 3                    
    1.0 V PFE0                1000 mV
    1.0 V PFE1                1002 mV
    1.0 V PFE0 *               995 mV
    1.0 V PFE1 *               995 mV
    1.8 V PFE 0               1788 mV
    1.8 V PFE 1               1789 mV
    2.5 V                     2482 mV
    12.0 V                   11614 mV
  Power 4                    
    1.0 V PFE0 LU0            1003 mV
    1.0 V PFE1 LU0            1003 mV   
    1.0 V PFE1 LU2            1004 mV
    1.0 V PFE0 LU0 *           995 mV
    1.0 V PFE1 LU0 *           998 mV
    1.0 V PFE1 LU2 *           996 mV
    12.0 V                   11643 mV
    12.0 V C                 11711 mV
  Power (Base/PMB/MMB)       
    LMB0 VDD2V5               2488 mV
    LMB0 VDD1V8               1788 mV
    LMB0 VDD1V5               1496 mV
    LMB0 PFE0 LU0 AVDD1V0     1002 mV
    LMB0 PFE0 LU0 VDD1V0      1000 mV
    LMB0 VDD12V0             10752 mV
    LMB1 VDD2V5               2472 mV
    LMB1 VDD1V8               1792 mV
    LMB1 VDD1V5               1480 mV
    LMB1 PFE0 LU2 AVDD1V0      994 mV
    LMB1 PFE0 LU2 VDD1V0      1002 mV
    LMB1 VDD12V0             10800 mV
    LMB2 VDD2V5               2472 mV
    LMB2 VDD1V8               1792 mV
    LMB2 VDD1V5               1486 mV
    LMB2 PFE1 LU1 AVDD1V0      996 mV
    LMB2 PFE1 LU1 VDD1V0       998 mV
    LMB2 VDD12V0             10704 mV
    PMB 1.05v                 1049 mV
    PMB 1.5v                  1500 mV
    PMB 2.5v                  2500 mV
    PMB 3.3v                  3299 mV
  Bus Revision               113
FPC 3 status:
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  State                      Online
  Fan Intake                 37 degrees C / 98 degrees F             
  Fan Exhaust                51 degrees C / 123 degrees F            
  PMB                        43 degrees C / 109 degrees F            
  LMB0                       57 degrees C / 134 degrees F            
  LMB1                       54 degrees C / 129 degrees F            
  LMB2                       38 degrees C / 100 degrees F            
  PFE1 LU2                   63 degrees C / 145 degrees F            
  PFE1 LU0                   45 degrees C / 113 degrees F            
  PFE0 LU0                   69 degrees C / 156 degrees F            
  XF1                        62 degrees C / 143 degrees F            
  XF0                        63 degrees C / 145 degrees F            
  XM1                        43 degrees C / 109 degrees F            
  XM0                        67 degrees C / 152 degrees F            
  PFE0 LU1                   63 degrees C / 145 degrees F            
  PFE0 LU2                   66 degrees C / 150 degrees F            
  PFE1 LU1                   41 degrees C / 105 degrees F            
  Power 1                    
    1.0 V                     1002 mV
    1.2 V bias                1201 mV
    1.8 V                     1785 mV
    2.5 V                     2485 mV
    3.3 V                     3288 mV
    3.3 V bias                3285 mV
    12.0 V A                 10412 mV
    12.0 V B                 10515 mV
  Power 2                    
    0.9 V                      882 mV
    0.9 V PFE0                 920 mV
    0.9 V PFE1                 905 mV
    1.0 V PFE0                1015 mV
    1.0 V PFE1                1001 mV
    1.1 V                     1094 mV
    1.5 V_0                   1495 mV
    1.5 V_1                   1478 mV
  Power 3                    
    0.92 V PFE1                998 mV
    1.0 V PFE0                 997 mV
    1.0 V PFE0 *               992 mV
    1.0 V PFE1 *               991 mV
    1.8 V PFE 0               1780 mV
    1.8 V PFE 1               1797 mV
    2.5 V                     2492 mV
    12.0 V                   11604 mV
  Power 4                    
    1.0 V PFE0 LU0            1003 mV
    1.0 V PFE1 LU0            1004 mV
    1.0 V PFE1 LU2            1003 mV
    1.0 V PFE0 LU0 *          1000 mV
    1.0 V PFE1 LU0 *          1001 mV
    1.0 V PFE1 LU2 *          1003 mV
    12.0 V                   11653 mV
    12.0 V C                 11672 mV
  Power (Base/PMB/MMB)       
    LMB0 VDD2V5               2512 mV
    LMB0 VDD1V8               1790 mV
    LMB0 VDD1V5               1500 mV
    LMB0 PFE0 LU0 AVDD1V0     1004 mV
    LMB0 PFE0 LU0 VDD1V0      1002 mV
    LMB0 VDD12V0             10608 mV
    LMB1 VDD2V5               2472 mV
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    LMB1 VDD1V8               1788 mV
    LMB1 VDD1V5               1480 mV   
    LMB1 PFE0 LU2 AVDD1V0     1000 mV
    LMB1 PFE0 LU2 VDD1V0      1004 mV
    LMB1 VDD12V0             10672 mV
    LMB2 VDD2V5               2488 mV
    LMB2 VDD1V8               1798 mV
    LMB2 VDD1V5               1494 mV
    LMB2 PFE1 LU1 AVDD1V0     1000 mV
    LMB2 PFE1 LU1 VDD1V0      1004 mV
    LMB2 VDD12V0             10528 mV
    PMB 1.05v                 1050 mV
    PMB 1.5v                  1500 mV
    PMB 2.5v                  2499 mV
    PMB 3.3v                  3299 mV
  Bus Revision               113
FPC 5 status:
  State                      Online
  Temperature Top            39 degrees C / 102 degrees F            
  Temperature Bottom         38 degrees C / 100 degrees F            
  Power                      
    1.8 V                     1804 mV
    1.8 V bias                1802 mV
    3.3 V                     3294 mV
    3.3 V bias                3277 mV
    5.0 V bias                5008 mV
    5.0 V TOP                 5067 mV
    8.0 V bias                6642 mV
  Power (Base/PMB/MMB)       
    1.2 V                     1202 mV
    1.5 V                     1504 mV
    5.0 V BOT                 5079 mV
    12.0 V TOP Base          11848 mV
    12.0 V BOT Base          11780 mV
    1.1 V PMB                 1111 mV
    1.2 V PMB                 1189 mV
    1.5 V PMB                 1494 mV
    1.8 V PMB                 1819 mV
    2.5 V PMB                 2503 mV
    3.3 V PMB                 3294 mV
    5.0 V PMB                 5035 mV
    12.0  V PMB              11788 mV
    0.75 MMB TOP               766 mV
    1.5 V MMB TOP             1484 mV
    1.8 V MMB TOP             1772 mV
    2.5 V MMB TOP             2485 mV
    1.2 V MMB TOP             1137 mV
    5.0 V MMB TOP             4946 mV
    12.0 V MMB TOP           11772 mV   
    3.3 V MMB TOP             3289 mV
    0.75 MMB BOT               759 mV
    1.5 V MMB BOT             1482 mV
    1.8 V MMB BOT             1792 mV
    2.5 V MMB BOT             2490 mV
    1.2 V MMB BOT             1145 mV
    5.0 V MMB BOT             4922 mV
    12.0 V MMB BOT           11625 mV
    3.3 V MMB BOT             3282 mV
    APS 00                    2495 mV
    APS 01                    3308 mV
    APS 02                    3301 mV
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    5.0 V PIC 0               4967 mV
    APS 10                    2512 mV
    APS 11                    3316 mV
    APS 12                    3304 mV
    5.0 V PIC 1               5081 mV
  Bus Revision               49
FPC 6 status:
  State                      Online
  Fan Intake                 34 degrees C / 93 degrees F             
  Fan Exhaust                49 degrees C / 120 degrees F            
  PMB                        40 degrees C / 104 degrees F            
  LMB0                       60 degrees C / 140 degrees F            
  LMB1                       58 degrees C / 136 degrees F            
  LMB2                       40 degrees C / 104 degrees F            
  PFE1 LU2                   69 degrees C / 156 degrees F            
  PFE1 LU0                   45 degrees C / 113 degrees F            
  PFE0 LU0                   71 degrees C / 159 degrees F            
  XF1                        58 degrees C / 136 degrees F            
  XF0                        65 degrees C / 149 degrees F            
  XM1                        40 degrees C / 104 degrees F            
  XM0                        66 degrees C / 150 degrees F            
  PFE0 LU1                   69 degrees C / 156 degrees F            
  PFE0 LU2                   68 degrees C / 154 degrees F            
  PFE1 LU1                   42 degrees C / 107 degrees F            
  Power 1                    
    1.0 V                      998 mV
    1.2 V bias                1191 mV
    1.8 V                     1781 mV
    2.5 V                     2487 mV
    3.3 V                     3302 mV
    3.3 V bias                3300 mV
    12.0 V A                 10388 mV
    12.0 V B                 10388 mV
  Power 2                    
    0.9 V                      902 mV   
    0.9 V PFE0                 921 mV
    0.9 V PFE1                 907 mV
    1.0 V PFE0                 996 mV
    1.0 V PFE1                 974 mV
    1.1 V                     1095 mV
    1.5 V_0                   1495 mV
    1.5 V_1                   1478 mV
  Power 3                    
    1.0 V PFE0                 997 mV
    1.0 V PFE1                 998 mV
    1.0 V PFE0 *               993 mV
    1.0 V PFE1 *               991 mV
    1.8 V PFE 0               1796 mV
    1.8 V PFE 1               1789 mV
    2.5 V                     2465 mV
    12.0 V                   11609 mV
  Power 4                    
    1.0 V PFE0 LU0            1003 mV
    1.0 V PFE1 LU0            1006 mV
    1.0 V PFE1 LU2            1002 mV
    1.0 V PFE0 LU0 *          1000 mV
    1.0 V PFE1 LU0 *           998 mV
    1.0 V PFE1 LU2 *           998 mV
    12.0 V                   11638 mV
    12.0 V C                 11702 mV
  Power (Base/PMB/MMB)       
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    LMB0 VDD2V5               2484 mV
    LMB0 VDD1V8               1780 mV
    LMB0 VDD1V5               1496 mV
    LMB0 PFE0 LU0 AVDD1V0      998 mV
    LMB0 PFE0 LU0 VDD1V0      1004 mV
    LMB0 VDD12V0             10528 mV
    LMB1 VDD2V5               2472 mV
    LMB1 VDD1V8               1776 mV
    LMB1 VDD1V5               1474 mV
    LMB1 PFE0 LU2 AVDD1V0      994 mV
    LMB1 PFE0 LU2 VDD1V0      1004 mV
    LMB1 VDD12V0             10544 mV
    LMB2 VDD2V5               2476 mV
    LMB2 VDD1V8               1790 mV
    LMB2 VDD1V5               1492 mV
    LMB2 PFE1 LU1 AVDD1V0      996 mV
    LMB2 PFE1 LU1 VDD1V0      1010 mV
    LMB2 VDD12V0             10528 mV
    PMB 1.05v                 1050 mV
    PMB 1.5v                  1499 mV
    PMB 2.5v                  2500 mV   
    PMB 3.3v                  3300 mV
  Bus Revision               80

show chassis environment fpc lcc (TXMatrix Router)

user@host> show chassis environment fpc lcc 0
lcc0-re0:
--------------------------------------------------------------------------
FPC 1 status:
  State                           Online
  Temperature Top              30 degrees C / 86 degrees F
  Temperature Bottom           25 degrees C / 77 degrees F
  Temperature MMB0                Absent
  Temperature MMB1             27 degrees C / 80 degrees F
  Power:
    1.8 V                    1813 mV
    2.5 V                    2504 mV
    3.3 V                    3338 mV
    5.0 V                    5037 mV
    1.8 V bias               1797 mV
    3.3 V bias               3301 mV
    5.0 V bias               5013 mV
    8.0 V bias               7345 mV
  BUS Revision                 40
FPC 2 status:
  State                           Online
  Temperature Top              37 degrees C / 98 degrees F
  Temperature Bottom           26 degrees C / 78 degrees F
  Temperature MMB0             32 degrees C / 89 degrees F
  Temperature MMB1             27 degrees C / 80 degrees F
  Power:
    1.8 V                    1791 mV
    2.5 V                    2517 mV
    3.3 V                    3308 mV
    5.0 V                    5052 mV
    1.8 V bias               1797 mV
    3.3 V bias               3289 mV
    5.0 V bias               4991 mV
    8.0 V bias               7477 mV
  BUS Revision                 40

555Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



show chassis environment fpc lcc (TXMatrix Plus Router)

user@host> show chassis environment fpc lcc 0
lcc0-re0:
--------------------------------------------------------------------------
FPC 1 status:
  State                      Online
  Temperature Top            46 degrees C / 114 degrees F            
  Temperature Bottom         47 degrees C / 116 degrees F            
  Power                      
    1.8 V                     1788 mV
    1.8 V bias                1787 mV
    3.3 V                     3321 mV
    3.3 V bias                3306 mV
    5.0 V bias                5018 mV
    5.0 V TOP                 5037 mV
    8.0 V bias                7223 mV
  Power (Base/PMB/MMB)       
    1.2 V                     1205 mV
    1.5 V                     1503 mV
    5.0 V BOT                 5084 mV
    12.0 V TOP Base          11775 mV
    12.0 V BOT Base          11794 mV
    1.1 V PMB                 1108 mV
    1.2 V PMB                 1196 mV
    1.5 V PMB                 1499 mV
    1.8 V PMB                 1811 mV
    2.5 V PMB                 2515 mV
    3.3 V PMB                 3318 mV
    5.0 V PMB                 5030 mV
    12.0  V PMB              11832 mV
    0.75 MMB TOP               752 mV
    1.5 V MMB TOP             1489 mV
    1.8 V MMB TOP             1782 mV
    2.5 V MMB TOP             2498 mV
    1.2 V MMB TOP             1155 mV
    5.0 V MMB TOP             4902 mV
    12.0 V MMB TOP           11721 mV
    3.3 V MMB TOP             3316 mV
    0.75 MMB BOT               754 mV
    1.5 V MMB BOT             1482 mV
    1.8 V MMB BOT             1758 mV
    2.5 V MMB BOT             2488 mV
    1.2 V MMB BOT             1157 mV
    5.0 V MMB BOT             4962 mV
    12.0 V MMB BOT           11691 mV
    3.3 V MMB BOT             3308 mV
    APS 00                    1484 mV
    APS 01                    2503 mV
    APS 02                    3313 mV
    5.0 V PIC 0               5025 mV
    APS 10                    1501 mV
    APS 11                    2466 mV
    APS 12                    3311 mV
    5.0 V PIC 1               5081 mV
  Bus Revision               49

show chassis environment fpc (QFX Series)

user@switch> show chassis environment fpc 0
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FPC 0 status:
  State                      Online
  Temperature                42 degrees C / 107 degrees F 

show chassis environment fpc interconnect-device (QFabric Systems)

user@switch> show chassis environment fpc interconnect-device interconnect1 0
FC 0 FPC 0 status:
  State                      Online
  Left Intake Temperature    24 degrees C / 75 degrees F
  Right Intake Temperature   24 degrees C / 75 degrees F
  Left Exhaust Temperature   27 degrees C / 80 degrees F
  Right Exhaust Temperature  27 degrees C / 80 degrees F
  Power
    BIAS 3V3                  3330 mV
    VDD 3V3                   3300 mV
    VDD 2V5                   2502 mV
    VDD 1V5                   1496 mV
    VDD 1V2                   1194 mV
    VDD 1V0                   1000 mV
    SW0 VDD  1V0              1020 mV
    SW0 CVDD 1V025            1032 mV
    SW1 VDD  1V0              1022 mV
    SW1 CVDD 1V025            1030 mV
    VDD 12V0 DIV3_33          3414 mV

show chassis environment fpc 0 (PTX5000 Packet Transport Router)

user@switch> show chassis environment fpc 0
FPC 0 status:
  State                      Online
  PMB Temperature            35 degrees C / 95 degrees F
  Intake Temperature         33 degrees C / 91 degrees F
  Exhaust A Temperature      51 degrees C / 123 degrees F
  Exhaust B Temperature      43 degrees C / 109 degrees F
  TL0 Temperature            48 degrees C / 118 degrees F
  TQ0 Temperature            53 degrees C / 127 degrees F
  TL1 Temperature            56 degrees C / 132 degrees F
  TQ1 Temperature            58 degrees C / 136 degrees F
  TL2 Temperature            55 degrees C / 131 degrees F
  TQ2 Temperature            57 degrees C / 134 degrees F
  TL3 Temperature            59 degrees C / 138 degrees F
  TQ3 Temperature            59 degrees C / 138 degrees F
  Power
    PMB   1.05v               1049 mV
    PMB   1.5v                1500 mV
    PMB   2.5v                2500 mV
    PMB   3.3v                3299 mV
    PFE0  1.5v                1500 mV
    PFE0  1.0v                 999 mV
    TQ0   0.9v                 900 mV
    TL0   0.9v                 900 mV
    PFE1  1.5v                1499 mV
    PFE1  1.0v                 999 mV
    TQ1   0.9v                 899 mV
    TL1   0.9v                 900 mV
    PFE2  1.5v                1500 mV
    PFE2  1.0v                1000 mV
    TQ2   0.9v                 900 mV
    TL2   0.9v                 900 mV
    PFE3  1.5v                1499 mV
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    PFE3  1.0v                1000 mV
    TQ3   0.9v                 900 mV
    TL3   0.9v                 900 mV
    Bias  3.3v                3327 mV
    FPC   3.3v                3300 mV
    FPC   2.5v                2500 mV
    SAM   0.9v                 900 mV
    A    12.0v                2014 mV
    B    12.0v                2030 mV

show chassis environment FPC 1 (MX Routers with Media Services Blade [MSB])

user@switch> show chassis environment fpc 1
FPC 1 status:
  State                      Online
  Temperature Intake         36 degrees C / 96 degrees F
  Temperature Exhaust A      39 degrees C / 102 degrees F
  Temperature LU TSen        52 degrees C / 125 degrees F
  Temperature LU Chip        54 degrees C / 129 degrees F
  Temperature XM TSen        52 degrees C / 125 degrees F
  Temperature XM Chip        60 degrees C / 140 degrees F
  Temperature PCIe TSen      52 degrees C / 125 degrees F
  Temperature PCIe Chip      69 degrees C / 156 degrees F
  Power
    MPC-BIAS3V3-zl2106        3302 mV
    MPC-VDD3V3-zl6100         3325 mV
    MPC-AVDD1V0-zl6100        1007 mV
    MPC-PCIE_1V0-zl6100        904 mV
    MPC-LU0_1V0-zl2004         996 mV
    MPC-VDD_1V5-zl2004        1498 mV
    MPC-12VA-BMR453          11733 mV
    MPC-12VB-BMR453          11728 mV
    MPC-XM_0V9-vt273m          900 mV
  I2C Slave Revision         81
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show chassis environment pem

Syntax show chassis environment pem
<slot>

Syntax (ACX4000
Router)

show chassis environment pem

Syntax (TXMatrix
Routers)

show chassis environment pem
<lcc number | scc>
<slot>

Syntax(TXMatrixPlus
Routers)

show chassis environment pem
<lcc number | sfc number>
<slot>

Syntax (MX Series
Router)

show chassis environment pem
<slot>
<all-members>
<local>
<membermember-id>

Syntax (MX104 3D
Universal Edge

Routers)

show chassis environment pem
<slot>

Syntax (QFX Series) show chassis environment pem
<slot (interconnect-device name slot ) | (node-device name)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS 11.3 for the QFX Series.

Command introduced in Junos OS 12.3R2 for EX Series.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display Power Entry Module (PEM) environmental status information.

NOTE: Thenewhigh-capacity(4100W)enhancedDCPEMonMX960routers
includes a new design that can condition the input voltage. This results in
the output voltage differing from the input voltage. The earlier generation of
DC PEMs coupled the input power directly to the output, therebymaking it
safe to assume that the output voltage was equal to the input voltage.

Options none—Display environmental information about both PEMs. For the TXMatrix router,

display environmental information about the PEMs, the TXMatrix router, and its

attached T640 routers. For the TXMatrix Plus router, display environmental

information about the PEMs, the TXMatrix Plus router, and its attached routers.

all-members—(MX Series routers only) (Optional) Display environmental information

about the PEMs in all the member routers of the Virtual Chassis configuration.
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interconnect-device name—(QFabric systems only) (Optional) Display chassis

environmental information about the PEMs in the Interconnect device.

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display environmental information about the

PEM in the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display environmental

information about the PEM in the specified member of the Virtual Chassis

configuration. Replacemember-idwith a value of 0 or 1.

node-device name—(QFabric systems only) (Optional) Display chassis environmental

information about the PEMs in the Node device.

scc—(TXMatrix routers only) (Optional) Display environmental information about the

PEM in the TXMatrix router (switch-card chassis).

sfc—(TXMatrix Plus routers only) (Optional) Display environmental information about

the PEM in the TXMatrix Plus router (or switch-fabric chassis).

slot—(Optional) Display environmental information about an individual PEM. Replace

slotwith 0 or 1.

Required Privilege
Level

view

Related
Documentation

show chassis hardware on page 628•

List of Sample Output show chassis environment pem (M40e Router) on page 562
show chassis environment pem (M120 Router) on page 562
show chassis environment pem (M160 Router) on page 562
show chassis environment pem (M320 Router) on page 562
show chassis environment pem (MX104 Router) on page 563
show chassis environment pem (MX240 Router) on page 563
show chassis environment pem (MX480 Router) on page 563
show chassis environment pem (MX960 Router) on page 563
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show chassis environment pem (T320 Router) on page 564
show chassis environment pem (T640 Router) on page 564
show chassis environment pem (T4000 Router) on page 564
show chassis environment pem (T640/T1600/T4000 RoutersWith Six-Input DC
Power Supply) on page 564
show chassis environment pem lcc (TXMatrix RoutingMatrix) on page 565
show chassis environment pem scc (TXMatrix RoutingMatrix) on page 565
show chassis environment pem sfc (TXMatrix Plus RoutingMatrix) on page 565
show chassis environment pem lcc (TXMatrix Plus RoutingMatrix) on page 566
show chassis environment pem node-device (QFabric System on page 566
show chassis environment pem (QFX Series) on page 567
show chassis environment pem interconnect-device (QFabric System) on page 567

Output Fields Table 57 on page 561 lists the output fields for the show chassis environment pem

command. Output fields are listed in the approximate order in which they appear.

Table 57: show chassis environment pemOutput Fields

Field DescriptionField Name

Number of the PEM slot.PEM slot status

Status of the PEM.State

Temperature of the air flowing past the PEM.Temperature

Status of the AC input for the specified componentAC Input

Status of the AC output for the specified component.ACOutput

Status of the DC input for the specified component.DC input

Status of the DC output for the specified component.DC output

(Not available onM40eorM160 routers) Information about the load on supply, in percentage of rated
current being used.

Load

(M120, M160, M320, T640, T1600, TX Matrix, and TXMatrix Plus routers only) Information about
voltage supplied to the PEM.

(MX104 routers only) Information about voltage supplied by the PEM to the system.

Voltage

(T640, T1600, TX Matrix, and TXMatrix Plus routers only) Information about the PEM current.Current

(T640, T1600, TX Matrix, and TXMatrix Plus routers only) Information about the PEM power.Power

(T640, T1600, TX Matrix, and TXMatrix Plus routers only) SONET Clock Generator/Control
Board/Switch Interface Board.

SCG/CB/SIB

(T640, T1600, and T4000 routers with six-input DC power supply only) Information about the DC
output to the fan.

FAN
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Sample Output

show chassis environment pem (M40e Router)

user@host> show chassis environment pem
PEM 0 status:
  State                           Online
  Temperature                     OK
  AC input                        OK
  DC output                       OK

show chassis environment pem (M120 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                      Online
  Temperature                OK                                      
  DC Input:                  OK
  DC Output:                 OK
  Load                       Less than 20 percent
  Voltage:
    48.0 V input             52864 mV
    48.0 V fan supply        41655 mV
    3.3 V                     3399 mV
PEM 1 status:
  State                      Online
  Temperature                OK                                      
  DC Input:                  OK
  DC Output:                 OK
  Load                       Less than 20 percent
  Voltage:
    48.0 V input             54537 mV
    48.0 V fan supply        42910 mV
    3.3 V                     3506 mV

show chassis environment pem (M160 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                           Online
  Temperature                     OK
  DC input                        OK
  DC output                       OK
  Load                            Less than 20 percent
  Voltage:
    48.0 V input             54833 mV
    48.0 V fan supply        50549 mV
    8.0 V bias               8239 mV
    5.0 V bias               5006 mV

show chassis environment pem (M320 Router)

user@host> show chassis environment pem
PEM 2 status:
  State                           Online
  Temperature                     OK
  DC input                        OK
  Load                            Less than 40 percent
    48.0 V input            51853 mV
    48.0 V fan supply       48877 mV
    8.0 V bias               8449 mV
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    5.0 V bias               4998 mV
PEM 3 status:
  State                           Online
  Temperature                     OK
  DC input                        OK
  Load                            Less than 40 percent
    48.0 V input            51717 mV
    48.0 V fan supply       49076 mV
    8.0 V bias               8442 mV
    5.0 V bias               4998 mV

show chassis environment pem (MX104 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                      Online
  Temperature                OK                                      
  DC Output:                 OK
  Voltage:
    12.0 V output            12281 mV
    3.3 V output              3353 mV
PEM 1 status:
  State                      Empty

show chassis environment pem (MX240 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                      Online
  Temperature                 OK                                     
  DC Output:                  OK
PEM 1 status:
  State                      Online
  Temperature                 OK                                     
  DC Output:                  OK

show chassis environment pem (MX480 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                      Online
  Temperature                 OK                                     
  DC Input:                   OK
  DC Output:                  OK
  Voltage:
PEM 1 status:
  State                      Online
  Temperature                 OK                                     
  DC Input:                   OK
  DC Output:                  OK
  Voltage:

show chassis environment pem (MX960 Router)

user@host> show chassis environment pem
PEM 2 status:
  State                      Present
PEM 3 status:
  State                      Online
  Temperature                 OK                                     
  DC Output:                  OK
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show chassis environment pem (T320 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                           Online
  Temperature                     OK
  DC input:                       OK

show chassis environment pem (T640 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                           Online
  Temperature                  22 degrees C / 71 degrees F
  AC input: OK
  DC output:            Voltage   Current       Power    Load
       FPC 0              56875       606          34       4
       FPC 1              57016       525          29       3
       FPC 2                  0         0           0       0
       FPC 3                  0         0           0       0
       FPC 4                  0         0           0       0
       FPC 5                  0         0           0       0
       FPC 6              57158      1581          90      12
       FPC 7                  0         0           0       0
  SCG/CB/SIB              56750      1125          63       5

show chassis environment pem (T4000 Router)

user@host> show chassis environment pem
PEM 0 status:
  State                      Online
  Temperature                33 degrees C / 91 degrees F             
  DC Input:                  OK
                      Voltage(V)  Current(A)  Power(W)  Load(%)
      INPUT 0           54.625       9.812      535       22    
      INPUT 1           54.625      10.250      559       23    
      INPUT 2           55.125       0.125        6        0    
      INPUT 3           54.500      10.062      548       22    
      INPUT 4           54.750       9.375      513       21    
      INPUT 5           54.750      10.187      557       23    
  DC Output           Voltage(V)  Current(A)  Power(W)  Load(%)
      FPC 0             55.750      10.125      564       37    
      FPC 1             51.625       0.000        0        0    
      FPC 2             52.000       0.000        0        0    
      FPC 3             55.062      10.437      574       38    
      FPC 4             52.125       0.000        0        0    
      FPC 5             55.000       9.375      515       34    
      FPC 6             55.187       9.687      534       35    
      FPC 7             51.437       0.000        0        0    
      SCG/CB/SIB        55.375      15.750      872       35    
      FAN               54.562      14.750      804       42    

show chassis environment pem (T640/T1600/T4000 RoutersWith Six-Input DC Power Supply)

user@host> show chassis environment pem
PEM 1 status:
  State                      Online
  Temperature                36 degrees C / 96 degrees F
  DC Input:                  OK
                      Voltage(V)  Current(A)  Power(W)  Load(%)
      INPUT 0            0.000       0.000        0        0
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      INPUT 1           54.875       3.812      209       27
      INPUT 2           55.375       3.937      218       29
      INPUT 3           54.625       3.750      204       27
      INPUT 4           55.125       3.375      186       24
      INPUT 5           55.125       3.375      186       24
  DC Output           Voltage(V)  Current(A)  Power(W)  Load(%)
      FPC 0             52.312       0.000        0        0
      FPC 1             52.687       0.000        0        0
      FPC 2             52.812       0.000        0        0
      FPC 3             55.812       7.062      394       52
      FPC 4             52.625       0.000        0        0
      FPC 5             52.625       0.000        0        0
      FPC 6             52.750       0.000        0        0
      FPC 7             52.750       0.000        0        0
      SCG/CB/SIB        55.937      11.937      667       55
      FAN               55.812       4.937      275       36

show chassis environment pem lcc (TXMatrix RoutingMatrix)

user@host> show chassis environment pem0 lcc 0
lcc0-re0:
--------------------------------------------------------------------------
PEM 0 status:
  State                           Present
  Temperature                  27 degrees C / 80 degrees F
  DC input:                       Check
  DC output:            Voltage   Current       Power    Load
       FPC 0                  0         0           0       0
       FPC 1                  0         0           0       0
       FPC 2                  0         0           0       0
       FPC 3                  0         0           0       0
       FPC 4                  0         0           0       0
       FPC 5                  0         0           0       0
       FPC 6                  0         0           0       0
       FPC 7                  0         0           0       0
  SCG/CB/SIB                  0         0           0       0

show chassis environment pem scc (TXMatrix RoutingMatrix)

user@host> show chassis environment pem scc
scc-re0:
--------------------------------------------------------------------------
PEM 1 status:
  State                           Online
  Temperature                  24 degrees C / 75 degrees F
  DC input:                       OK
  DC output:            Voltage   Current       Power    Load
       SIB 0                  0         0           0       0
       SIB 1                  0         0           0       0
       SIB 2                  0         0           0       0
       SIB 3              56550         0           0       0
       SIB 4              55958      6912         386      51

show chassis environment pem sfc (TXMatrix Plus RoutingMatrix)

user@host> show chassis environment pem sfc 0
sfc0-re0:
--------------------------------------------------------------------------
PEM 0 status:
  State                      Online
  Temperature                35 degrees C / 95 degrees F             
  DC Input:                   OK
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  DC Output             Voltage   Current       Power    Load
      Channel 0           53820     14140         761      59     
      Channel 1           53550     12720         681      53     
      Channel 2           53840     12930         696      54     
      Channel 3           53690     14990         804      63     
      Channel 4           53620     15070         808      63     
      Channel 5           53900     14820         798      62     
      Channel 6           54120     5020          271      21     

show chassis environment pem lcc (TXMatrix Plus RoutingMatrix)

user@host> show chassis environment lcc 0

lcc0-re1:
--------------------------------------------------------------------------
PEM 0 status:
  State                      Online
  Temperature                38 degrees C / 100 degrees F            
  DC Input:                  OK
  DC Output             Voltage   Current       Power    Load
      FPC 0               0         0             0        0      
      FPC 1               0         0             0        0      
      FPC 2               0         0             0        0      
      FPC 3               0         0             0        0      
      FPC 4               56408     7575          427      56     
      FPC 5               0         0             0        0      
      FPC 6               56266     7956          447      59     
      FPC 7               56283     6100          343      45     
      SCG/CB/SIB          55916     8950          500      41     
PEM 1 status:
  State                      Present
  Temperature                35 degrees C / 95 degrees F             
  DC Input:                  Check
  DC Output             Voltage   Current       Power    Load
      FPC 0               0         0             0        0      
      FPC 1               0         0             0        0      
      FPC 2               0         0             0        0      
      FPC 3               0         0             0        0      
      FPC 4               0         0             0        0      
      FPC 5               0         0             0        0      
      FPC 6               0         0             0        0      
      FPC 7               0         0             0        0      
      SCG/CB/SIB          0         0             0        0      

show chassis environment pem node-device (QFabric System

user@switch> show chassis environment pem node-device node1
FPC 0 PEM 0 status:
  State                      Check
  Airflow                    Front to Back
  Temperature                OK
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          12        10            120      18
FPC 0 PEM 1 status:
  State                      Online
  Airflow                    Back to Front
  Temperature                OK
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          11        10           110      17
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show chassis environment pem (QFX Series)

user@switch> show chassis environment pem
FPC 0 PEM 1 status:
  State                      Online
  Airflow                    Front to Back                           
  Temperature                OK                                      
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          12        17            204      31  

show chassis environment pem interconnect-device (QFabric System)

user@switch> show chassis environment pem interconnect-device IC1 1
IC1 PEM 1 status:
  State                      Online
  Airflow                    Front to Back                           
  Temperature                OK                                      
  AC Input:                  OK
  DC Output           Voltage(V) Current(A)  Power(W)  Load(%)
                          12        18            216      33     
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show chassis environment routing-engine

Syntax show chassis environment routing-engine
<slot>

Syntax (TXMatrix
Routers)

show chassis environment routing-engine
<lcc number | scc>
<slot>

Syntax(TXMatrixPlus
Routers)

show chassis environment routing-engine
<lcc number | sfc number>
<slot>

Syntax (MX104,
MX2010, andMX2020

show chassis environment routing-engine
<slot>

3D Universal Edge
Routers)

Syntax (MX Series
Routers)

show chassis environment routing-engine
<slot>
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show chassis environment routing-engine
interconnect-device name

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.1 for the T4000 Core Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display Routing Engine environmental status information.

Options none—Display environmental information about all Routing Engines. For a TXMatrix

router, display environmental informationaboutall RoutingEngineson theTXMatrix

router and its attached T640 routers. For a TXMatrix Plus router, display

environmental information about all Routing Engines on the TXMatrix Plus router

and its attached routers.

all-members—(MX Series routers only) (Optional) Display environmental information

about theRouting Engines in allmember routers in theVirtual Chassis configuration.

interconnect-device name—(QFabric systems only) (Optional) Display environmental

information about the Routing Engines for the Interconnect device.
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lcc number——(TXMatrix router and TXMatrix Plus router only) (Optional) Line-card

chassis number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display environmental information about the

Routing Engines in the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display environmental

informationabout theRoutingEngines in thespecifiedmember in theVirtualChassis

configuration. Replacemember-idwith the value of 0 or 1.

scc—(TXMatrix router only) (Optional) Display environmental information about the

Routing Engine in the TXMatrix router (switch-card chassis).

sfc—(TXMatrix Plus router only) (Optional) Display environmental information about

the Routing Engine in the TXMatrix Plus router (or switch-fabric chassis).

slot—(Optional) Display environmental information about an individual Routing Engine.

OnM10i, M20,M40e,M120,M160,M320,MXSeries,MX104 routers,MX2010 routers,

MX2020 routers, and T Series routers, replace slotwith 0 or 1. On M5, M7i, M10, and

M40 routers and on the J Series router, replace slotwith 0. On EX3200 and EX4200

standalone switches, replace slotwith 0. On EX4200 switches in a Virtual Chassis

configuration and on EX8208 and EX8216 switches, replace slotwith 0 or 1. On the

QFX3500 switch, there is only one Routing Engine, so you do not need to specify the

slot number. On PTX Series Packet Transport Routers, replace slotwith 0 or 1

Required Privilege
Level

view

Related
Documentation

request chassis routing-enginemaster on page 365•

• show chassis routing-engine on page 804

List of Sample Output show chassis environment routing-engine (Nonredundant) on page 570
show chassis environment routing-engine (Redundant) on page 570
show chassis environment routing-engine (MX104 Router) on page 570
show chassis environment routing-engine (MX2010 Router) on page 571
show chassis environment routing-engine (MX2020 Router) on page 571
show chassis environment routing-engine (TXMatrix Plus Router) on page 571
show chassis environment routing-engine (T4000 Core Router) on page 571
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show chassis environment routing-engine (QFX Series) on page 571
show chassis environment routing-engine interconnect-device (QFabric
System) on page 572
show chassis environment routing-engine (PTX5000 Packet Transport
Router) on page 572

Output Fields Table58onpage570 lists theoutput fields for theshowchassisenvironmentrouting-engine

command. Output fields are listed in the approximate order in which they appear.

Table 58: show chassis environment routing-engine Output Fields

Field DescriptionField Name

Number of the Routing Engine slot: 0 or 1.Routing engine slot status

Status of the Routing Engine:

• OnlineMaster—Routing Engine is online, operating as Master.

• Online Standby—Routing Engine is online, operating as Standby.

• Offline—Routing Engine is offline.

State

Temperature of the air flowing past the Routing Engine.Temperature

(PTX Series and T4000 Core Routers only) Temperature of the air
flowing past the Routing Engine CPU.

CPU Temperature

Sample Output

show chassis environment routing-engine (Nonredundant)

user@host> show chassis environment routing-engine
Routing Engine 0 status:
  State                           Online Master
  Temperature                  27 degrees C / 80 degrees 

show chassis environment routing-engine (Redundant)

user@host> show chassis environment routing-engine
Route Engine 0 status:
  State:                      Online Master
  Temperature:              26 degrees C / 78 degrees F
Route Engine 1 status:
  State:                      Online Standby
  Temperature:              26 degrees C / 78 degrees F

show chassis environment routing-engine (MX104 Router)

user@ host >show chassis environment routing-engine
Routing Engine 0 status:
  State                      Online Master
  Temperature                34 degrees C / 93 degrees F             
  CPU Temperature            43 degrees C / 109 degrees F            
Routing Engine 1 status:
  State                      Online Standby
  Temperature                33 degrees C / 91 degrees F             
  CPU Temperature            39 degrees C / 102 degrees F
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show chassis environment routing-engine (MX2010 Router)

user@host> show chassis environment routing-engine
Routing Engine 0 status:
  State                      Online Master
  Temperature                37 degrees C / 98 degrees F             
  CPU Temperature            37 degrees C / 98 degrees F             
Routing Engine 1 status:
  State                      Online Standby
  Temperature                35 degrees C / 95 degrees F             
  CPU Temperature            34 degrees C / 93 degrees F 

show chassis environment routing-engine (MX2020 Router)

user@host> show chassis environment routing-engine
Routing Engine 0 status:
  State                      Online Master
  Temperature                35 degrees C / 95 degrees F             
  CPU Temperature            34 degrees C / 93 degrees F             
Routing Engine 1 status:
  State                      Online Standby
  Temperature                44 degrees C / 111 degrees F            
  CPU Temperature            43 degrees C / 109 degrees F         

show chassis environment routing-engine (TXMatrix Plus Router)

user@host> show chassis environment routing-engine
sfc0-re0:
--------------------------------------------------------------------------
Routing Engine 0 status:
  State                      Online Master
  Temperature                26 degrees C / 78 degrees F             
Routing Engine 1 status:
  State                      Online Standby
  Temperature                28 degrees C / 82 degrees F             

lcc0-re0:
--------------------------------------------------------------------------
Routing Engine 0 status:
  State                      Online Master
  Temperature                30 degrees C / 86 degrees F             
Routing Engine 1 status:
  State                      Online Standby
  Temperature                29 degrees C / 84 degrees F    

show chassis environment routing-engine (T4000 Core Router)

user@host> show chassis environment routing-engine
Routing Engine 0 status:
  State                      Online Master
  Temperature                33 degrees C / 91 degrees F             
  CPU Temperature            50 degrees C / 122 degrees F            
Routing Engine 1 status:
  State                      Online Standby
  Temperature                33 degrees C / 91 degrees F             
  CPU Temperature            46 degrees C / 114 degrees F            

show chassis environment routing-engine (QFX Series)

user@switch> show chassis environment routing-engine
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Routing Engine 0 status:
  State                      Online Master
  Temperature                42 degrees C / 107 degrees F           

show chassis environment routing-engine interconnect-device (QFabric System)

user@switch> show chassis environment routing-engine interconnect-device interconnect1
routing-engine interconnect-device interconnect1
Routing Engine 0 status:
  State                      Online Standby
  Temperature                52 degrees C / 125 degrees F
Routing Engine 1 status:
  State                      Online Master
  Temperature                57 degrees C / 134 degrees F

show chassis environment routing-engine (PTX5000 Packet Transport Router)

user@switch> show chassis environment routing-engine
Routing Engine 0 status:
  State                      Online Master
  Temperature                55 degrees C / 131 degrees F
  CPU Temperature            66 degrees C / 150 degrees F
Routing Engine 1 status:
  State                      Online Standby
  Temperature                52 degrees C / 125 degrees F
  CPU Temperature            64 degrees C / 147 degrees F
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show chassis fan

Syntax show chassis fan

Syntax (ACX4000
Series Router)

show chassis fan

Syntax (MX Series
Router)

show chassis fan
<all-members>
<local>
<membermember-id>

Syntax (T Series
Routers)

show chassis fan

Syntax (MX104,
MX2010, andMX2020

show chassis fan

3D Universal Edge
Router)

Syntax (QFabric
Systems)

show chassis fan
<interconnect-device name>

Syntax (TXMatrix
Router)

show chassis fan
<lcc number | scc>

Syntax(TXMatrixPlus
Router)

show chassis fan
<lcc number | sfc number>

Release Information Command introduced in JunosOSRelease 10.0 onMXSeries 3DUniversal Edge Routers,

M120 routers, and M320 routers, T320 routers, T640 routers, T1600 routers, TX Matrix

Routers, and TXMatrix Plus routers.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 11.4 for EX Series switches.

Command introduced in Junos OS Release 12.3 for PTX5000 Packet Transport Routers.

Command introduced in Junos OS Release 12.1 for T4000 routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for ACX Series Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description (T Series routers, TX Matrix routers, TX Matrix Plus routers, M120 routers, M320 routers,

MX104 routers, MX2010 routers, MX2020 routers, MX Series 3D Universal Edge Routers,

QFX3008-I Interconnect devices, EX Series switches, and PTX Series Packet Transport

Routers only) Show information about the fan tray and fans.

Options all-members—(MXSeries routers only) (Optional)Display information about the fan tray

and fans for all members of the Virtual Chassis configuration.

local—(MX Series routers only) (Optional) Display information about the fan tray and

fans for the local Virtual Chassis member.
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membermember-id—(MX Series routers only) (Optional) Display information about the

fan tray and fans for the specified member of the Virtual Chassis configuration. For

an MX Series Virtual Chassis, replacemember-id variable with a value 0 or 1.

interconnect-device name—(QFX3000-G QFabric systems only) (Optional) Display

information about the fan tray and fans for the specified QFX3008-I Interconnect

device.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display information about the fan tray and fans for the specified T640 router

(line-cardchassis) that is connected toaTXMatrix router.OnaTXMatrixPlus router,

display information about the fan tray and fans for the specified router (line-card

chassis) that is connected to a TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

scc—(TXMatrix routers only) (Optional) Display information about the fan tray and fans

for the TXMatrix router (switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display information about the fan

tray and fans for the TXMatrix Plus router (switch-fabric chassis). Replace number

variable with 0.

Required Privilege
Level

view

List of Sample Output show chassis fan on page 575
show chassis fan (QFabric Systems) on page 576
show chassis fan (EX Series Switches) on page 577
show chassis fan (T320 Router) on page 577
show chassis fan (T640 Router) on page 578
show chassis fan (T1600 Router) on page 578
show chassis fan (T4000 Core Router) on page 579
show chassis fan (TXMatrix Router) on page 579
show chassis fan (TXMatrix Plus Router) on page 580
show chassis fan (TXMatrix Plus Router with 3D SIBs) on page 581
show chassis fan (PTX5000 Packet Transport Router) on page 583
show chassis fan (MX104 Router) on page 584
show chassis fan (MX2010 Router) on page 584
show chassis fan (MX2020 Router) on page 584
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show chassis fan (ACX4000 Router) on page 585
show chassis fan (QFX5100 Switch) on page 585

Output Fields Table 59 on page 575 lists the output fields for the show chassis fan command. Output

fields are listed in the approximate order in which they appear.

Table 59: show chassis fan Output Fields

Field DescriptionField Name

Fan item identifier.Item

Status of the fan:

• OK—Fan is running properly and within the normal range.

• Check—Fan is in Check state because of some fault or alarm
condition.

Status

(T Series routers, TX Matrix routers, TX Matrix Plus routers, MX
Series 3D Universal Edge Routers, QFX3108 Interconnect devices,
and EX Series switches only) Fan speed in revolutions per minute
(RPM).

RPM

(MX2010 routers,MX2020 routers, andPTXSeriesPacketTransport
Routers only) Percentage of the fan speed being used.

% RPM

(T Series routers, TX Matrix routers, TX Matrix Plus routers, MX
Series 3D Universal Edge Routers, QFX3108 Interconnect devices,
and EX Series switches only) Fan speed status based on different
chassis cooling requirements:

• Spinning at high speed

• Spinning at intermediate speed

• Spinning at normal speed

• Spinning at low speed (except EX Series switches)

(MX2010 routers,MX2020 routers, andPTXSeriesPacketTransport
Routers only) Fan speed in revolutions per minute (RPM) for each
fan in the fan tray.

Measurement

Sample Output

show chassis fan

user@host> show chassis fan

      Item                      Status   RPM     Measurement
      Top Tray Fan 1            OK       3790    Spinning at normal speed 
      Top Tray Fan 2            OK       3769    Spinning at normal speed 
      Top Tray Fan 3            OK       3769    Spinning at normal speed 
      Top Tray Fan 4            OK       3790    Spinning at normal speed 
      Top Tray Fan 5            OK       3790    Spinning at normal speed 
      Top Tray Fan 6            OK       3769    Spinning at normal speed 
      Top Tray Fan 7            OK       3790    Spinning at normal speed 
      Top Tray Fan 8            OK       3769    Spinning at normal speed 
      Top Tray Fan 9            OK       3769    Spinning at normal speed 
      Top Tray Fan 10           OK       3790    Spinning at normal speed 
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      Top Tray Fan 11           OK       3790    Spinning at normal speed 
      Top Tray Fan 12           OK       3769    Spinning at normal speed 
      Bottom Tray Fan 1         OK       2880    Spinning at normal speed 
      Bottom Tray Fan 2         OK       2912    Spinning at normal speed 
      Bottom Tray Fan 3         OK       2928    Spinning at normal speed 
      Bottom Tray Fan 4         OK       2896    Spinning at normal speed 
      Bottom Tray Fan 5         OK       2896    Spinning at normal speed 
      Bottom Tray Fan 6         OK       2928    Spinning at normal speed 

show chassis fan (QFabric Systems)

user@host> show chassis fan interconnect-device interconnect1

      Item                      Status   RPM     Measurement
      TFT 0 Fan 0               OK       2849    Spinning at normal speed 
      TFT 0 Fan 1               OK       2821    Spinning at normal speed 
      TFT 0 Fan 2               OK       2735    Spinning at normal speed 
      TFT 0 Fan 3               OK       2815    Spinning at normal speed 
      TFT 0 Fan 4               OK       2828    Spinning at normal speed 
      TFT 0 Fan 5               OK       2863    Spinning at normal speed 
      BFT 1 Fan 0               OK       2941    Spinning at normal speed 
      BFT 1 Fan 1               OK       3008    Spinning at normal speed 
      BFT 1 Fan 2               OK       3073    Spinning at normal speed 
      BFT 1 Fan 3               OK       2925    Spinning at normal speed 
      BFT 1 Fan 4               OK       2863    Spinning at normal speed 
      BFT 1 Fan 5               OK       2933    Spinning at normal speed 
      SFT 0 Fan 0 Rotor 0       OK       15472   Spinning at normal speed 
      SFT 0 Fan 0 Rotor 1       OK       14477   Spinning at normal speed 
      SFT 0 Fan 1 Rotor 0       OK       15561   Spinning at normal speed 
      SFT 0 Fan 1 Rotor 1       OK       14210   Spinning at normal speed 
      SFT 0 Fan 2 Rotor 0       OK       16167   Spinning at normal speed 
      SFT 0 Fan 2 Rotor 1       OK       14248   Spinning at normal speed 
      SFT 0 Fan 3 Rotor 0       OK       16463   Spinning at normal speed 
      SFT 0 Fan 3 Rotor 1       OK       14099   Spinning at normal speed 
      SFT 1 Fan 0 Rotor 0       OK       15083   Spinning at normal speed 
      SFT 1 Fan 0 Rotor 1       OK       13533   Spinning at normal speed 
      SFT 1 Fan 1 Rotor 0       OK       16071   Spinning at normal speed 
      SFT 1 Fan 1 Rotor 1       OK       14400   Spinning at normal speed 
      SFT 1 Fan 2 Rotor 0       OK       15517   Spinning at normal speed 
      SFT 1 Fan 2 Rotor 1       OK       14210   Spinning at normal speed 
      SFT 1 Fan 3 Rotor 0       OK       16413   Spinning at normal speed 
      SFT 1 Fan 3 Rotor 1       OK       14400   Spinning at normal speed 
      SFT 2 Fan 0 Rotor 0       OK       15297   Spinning at normal speed 
      SFT 2 Fan 0 Rotor 1       OK       14634   Spinning at normal speed 
      SFT 2 Fan 1 Rotor 0       OK       15561   Spinning at normal speed 
      SFT 2 Fan 1 Rotor 1       OK       14285   Spinning at normal speed 
      SFT 2 Fan 2 Rotor 0       OK       15835   Spinning at normal speed 
      SFT 2 Fan 2 Rotor 1       OK       14400   Spinning at normal speed 
      SFT 2 Fan 3 Rotor 0       OK       15789   Spinning at normal speed 
      SFT 2 Fan 3 Rotor 1       OK       14323   Spinning at normal speed 
      SFT 3 Fan 0 Rotor 0       OK       16314   Spinning at normal speed 
      SFT 3 Fan 0 Rotor 1       OK       14876   Spinning at normal speed 
      SFT 3 Fan 1 Rotor 0       OK       15835   Spinning at normal speed 
      SFT 3 Fan 1 Rotor 1       OK       14323   Spinning at normal speed 
      SFT 3 Fan 2 Rotor 0       OK       16265   Spinning at normal speed 
      SFT 3 Fan 2 Rotor 1       OK       14594   Spinning at normal speed 
      SFT 3 Fan 3 Rotor 0       OK       16071   Spinning at normal speed 
      SFT 3 Fan 3 Rotor 1       OK       14323   Spinning at normal speed 
      SFT 4 Fan 0 Rotor 0       OK       15652   Spinning at normal speed 
      SFT 4 Fan 0 Rotor 1       OK       14438   Spinning at normal speed 
      SFT 4 Fan 1 Rotor 0       OK       16167   Spinning at normal speed 
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      SFT 4 Fan 1 Rotor 1       OK       14555   Spinning at normal speed 
      SFT 4 Fan 2 Rotor 0       OK       16023   Spinning at normal speed 
      SFT 4 Fan 2 Rotor 1       OK       14361   Spinning at normal speed 
      SFT 4 Fan 3 Rotor 0       OK       16216   Spinning at normal speed 
      SFT 4 Fan 3 Rotor 1       OK       14438   Spinning at normal speed 
      SFT 5 Fan 0 Rotor 0       OK       15297   Spinning at normal speed 
      SFT 5 Fan 0 Rotor 1       OK       14173   Spinning at normal speed 
      SFT 5 Fan 1 Rotor 0       OK       15472   Spinning at normal speed 
      SFT 5 Fan 1 Rotor 1       OK       13846   Spinning at normal speed 
      SFT 5 Fan 2 Rotor 0       OK       15340   Spinning at normal speed 
      SFT 5 Fan 2 Rotor 1       OK       13917   Spinning at normal speed 
      SFT 5 Fan 3 Rotor 0       OK       15835   Spinning at normal speed 
      SFT 5 Fan 3 Rotor 1       OK       13917   Spinning at normal speed 
      SFT 6 Fan 0 Rotor 0       OK       15743   Spinning at normal speed 
      SFT 6 Fan 0 Rotor 1       OK       14594   Spinning at normal speed 
      SFT 6 Fan 1 Rotor 0       OK       16167   Spinning at normal speed 
      SFT 6 Fan 1 Rotor 1       OK       14634   Spinning at normal speed 
      SFT 6 Fan 2 Rotor 0       OK       16167   Spinning at normal speed 
      SFT 6 Fan 2 Rotor 1       OK       14516   Spinning at normal speed 
      SFT 6 Fan 3 Rotor 0       OK       16666   Spinning at normal speed 
      SFT 6 Fan 3 Rotor 1       OK       14438   Spinning at normal speed 
      SFT 7 Fan 0 Rotor 0       OK       15517   Spinning at normal speed 
      SFT 7 Fan 0 Rotor 1       OK       14438   Spinning at normal speed 
      SFT 7 Fan 1 Rotor 0       OK       15517   Spinning at normal speed 
      SFT 7 Fan 1 Rotor 1       OK       14361   Spinning at normal speed 
      SFT 7 Fan 2 Rotor 0       OK       16167   Spinning at normal speed 
      SFT 7 Fan 2 Rotor 1       OK       14555   Spinning at normal speed 
      SFT 7 Fan 3 Rotor 0       OK       15697   Spinning at normal speed 
      SFT 7 Fan 3 Rotor 1       OK       14361   Spinning at normal speed 

show chassis fan (EX Series Switches)

user@host> show chassis fan

      Item                      Status   RPM     Measurement
      Fan 1                     OK       3477    Spinning at normal speed
      Fan 2                     OK       3477    Spinning at normal speed
      Fan 3                     OK       3479    Spinning at normal speed
      Fan 4                     OK       3508    Spinning at normal speed
      Fan 5                     OK       3517    Spinning at normal speed
      Fan 6                     OK       3531    Spinning at normal speed
      Fan 7                     OK       3439    Spinning at normal speed
      Fan 8                     OK       3424    Spinning at normal speed
      Fan 9                     OK       3413    Spinning at normal speed
      Fan 10                    OK       3439    Spinning at normal speed
      Fan 11                    OK       3446    Spinning at normal speed
      Fan 12                    OK       3432    Spinning at normal speed

show chassis fan (T320 Router)

user@host> show chassis fan

           Item                Status    RPM     Measurement
      Top Left Front fan        OK       2850    Spinning at normal speed 
      Top Left Middle fan       OK       2820    Spinning at normal speed 
      Top Left Rear fan         OK       2970    Spinning at normal speed 
      Top Right Front fan       OK       2790    Spinning at normal speed 
      Top Right Middle fan      OK       2640    Spinning at normal speed 
      Top Right Rear fan        OK       2790    Spinning at normal speed 
      Bottom Left Front fan     OK       2520    Spinning at normal speed 
      Bottom Left Middle fan    OK       2610    Spinning at normal speed 
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      Bottom Left Rear fan      OK       2550    Spinning at normal speed 
      Bottom Right Front fan    OK       2610    Spinning at normal speed 
      Bottom Right Middle fan   OK       2880    Spinning at normal speed 
      Bottom Right Rear fan     OK       2790    Spinning at normal speed 
      Rear Tray Top fan         OK       2130    Spinning at normal speed 
      Rear Tray Second fan      OK       2190    Spinning at normal speed 
      Rear Tray Middle fan      OK       2250    Spinning at normal speed 
      Rear Tray Fourth fan      OK       2220    Spinning at normal speed 
      Rear Tray Bottom fan      OK       2280    Spinning at normal speed   

show chassis fan (T640 Router)

user@host> show chassis fan

         Item                  Status    RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed 
      Top Left Middle fan       OK       3420    Spinning at normal speed 
      Top Left Rear fan         OK       3420    Spinning at normal speed 
      Top Right Front fan       OK       3420    Spinning at normal speed 
      Top Right Middle fan      OK       3420    Spinning at normal speed 
      Top Right Rear fan        OK       3450    Spinning at normal speed 
      Bottom Left Front fan     OK       3390    Spinning at normal speed 
      Bottom Left Middle fan    OK       3420    Spinning at normal speed 
      Bottom Left Rear fan      OK       3390    Spinning at normal speed 
      Bottom Right Front fan    OK       3390    Spinning at normal speed 
      Bottom Right Middle fan   OK       3390    Spinning at normal speed 
      Bottom Right Rear fan     OK       3390    Spinning at normal speed 
      Rear Tray Top fan         OK       5220    Spinning at normal speed 
      Rear Tray Second fan      OK       5220    Spinning at normal speed 
      Rear Tray Third fan       OK       5220    Spinning at normal speed 
      Rear Tray Fourth fan      OK       5220    Spinning at normal speed 
      Rear Tray Fifth fan       OK       5220    Spinning at normal speed 
      Rear Tray Sixth fan       OK       5220    Spinning at normal speed 
      Rear Tray Seventh fan     OK       5220    Spinning at normal speed 
      Rear Tray Bottom fan      OK       5220    Spinning at normal speed   

show chassis fan (T1600 Router)

user@host> show chassis fan

        Item                   Status    RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed 
      Top Left Middle fan       OK       3420    Spinning at normal speed 
      Top Left Rear fan         OK       3450    Spinning at normal speed 
      Top Right Front fan       OK       3420    Spinning at normal speed 
      Top Right Middle fan      OK       3420    Spinning at normal speed 
      Top Right Rear fan        OK       3390    Spinning at normal speed 
      Bottom Left Front fan     OK       3420    Spinning at normal speed 
      Bottom Left Middle fan    OK       3420    Spinning at normal speed 
      Bottom Left Rear fan      OK       3390    Spinning at normal speed 
      Bottom Right Front fan    OK       3390    Spinning at normal speed 
      Bottom Right Middle fan   OK       3420    Spinning at normal speed 
      Bottom Right Rear fan     OK       3390    Spinning at normal speed 
      Rear Tray Top fan         OK       5190    Spinning at normal speed 
      Rear Tray Second fan      OK       5190    Spinning at normal speed 
      Rear Tray Third fan       OK       5190    Spinning at normal speed 
      Rear Tray Fourth fan      OK       5190    Spinning at normal speed 
      Rear Tray Fifth fan       OK       5190    Spinning at normal speed 
      Rear Tray Sixth fan       OK       5190    Spinning at normal speed 
      Rear Tray Seventh fan     OK       5190    Spinning at normal speed 
      Rear Tray Bottom fan      OK       5190    Spinning at normal speed
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show chassis fan (T4000 Core Router)

user@host> show chassis fan

      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       5190    Spinning at high speed   
      Top Left Middle fan       OK       5220    Spinning at high speed   
      Top Left Rear fan         OK       5190    Spinning at high speed   
      Top Right Front fan       OK       5160    Spinning at high speed   
      Top Right Middle fan      OK       5190    Spinning at high speed   
      Top Right Rear fan        OK       5160    Spinning at high speed   
      Bottom Left Front fan     OK       6030    Spinning at high speed   
      Bottom Left Middle fan    OK       6090    Spinning at high speed   
      Bottom Left Rear fan      OK       6090    Spinning at high speed   
      Bottom Right Front fan    OK       6030    Spinning at high speed   
      Bottom Right Middle fan   OK       6060    Spinning at high speed   
      Bottom Right Rear fan     OK       6060    Spinning at high speed   
      Rear Tray Top fan         OK       10000   Spinning at high speed   
      Rear Tray Second fan      OK       10000   Spinning at high speed   
      Rear Tray Third fan       OK       10000   Spinning at high speed   
      Rear Tray Fourth fan      OK       10000   Spinning at high speed   
      Rear Tray Fifth fan       OK       10000   Spinning at high speed   
      Rear Tray Sixth fan       OK       10000   Spinning at high speed   
      Rear Tray Seventh fan     OK       10000   Spinning at high speed   
      Rear Tray Bottom fan      OK       10000   Spinning at high speed   

show chassis fan (TXMatrix Router)

user@host> show chassis fan
scc-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed
      Top Left Middle fan       OK       3390    Spinning at normal speed
      Top Left Rear fan         OK       3420    Spinning at normal speed
      Top Right Front fan       OK       3390    Spinning at normal speed
      Top Right Middle fan      OK       3420    Spinning at normal speed
      Top Right Rear fan        OK       3390    Spinning at normal speed
      Bottom Left Front fan     OK       3420    Spinning at normal speed
      Bottom Left Middle fan    OK       3450    Spinning at normal speed
      Bottom Left Rear fan      OK       3420    Spinning at normal speed
      Bottom Right Front fan    OK       3420    Spinning at normal speed
      Bottom Right Middle fan   OK       3420    Spinning at normal speed
      Bottom Right Rear fan     OK       3420    Spinning at normal speed
      Rear Tray Top fan         OK       3420    Spinning at normal speed
      Rear Tray Second fan      OK       5190    Spinning at normal speed
      Rear Tray Third fan       OK       5190    Spinning at normal speed
      Rear Tray Fourth fan      OK       5190    Spinning at normal speed
      Rear Tray Fifth fan       OK       3420    Spinning at normal speed
      Rear Tray Sixth fan       OK       3420    Spinning at normal speed
      Rear Tray Seventh fan     OK       3420    Spinning at normal speed
      Rear Tray Bottom fan      OK       3420    Spinning at normal speed

lcc2-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed
      Top Left Middle fan       OK       3420    Spinning at normal speed
      Top Left Rear fan         OK       3450    Spinning at normal speed
      Top Right Front fan       OK       3420    Spinning at normal speed
      Top Right Middle fan      OK       3450    Spinning at normal speed
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      Top Right Rear fan        OK       3360    Spinning at normal speed
      Bottom Left Front fan     OK       3420    Spinning at normal speed
      Bottom Left Middle fan    OK       3480    Spinning at normal speed
      Bottom Left Rear fan      OK       3420    Spinning at normal speed
      Bottom Right Front fan    OK       3420    Spinning at normal speed
      Bottom Right Middle fan   OK       3390    Spinning at normal speed
      Bottom Right Rear fan     OK       3420    Spinning at normal speed
      Rear Tray Top fan         OK       3420    Spinning at normal speed
      Rear Tray Second fan      OK       3420    Spinning at normal speed
      Rear Tray Third fan       OK       3420    Spinning at normal speed
      Rear Tray Fourth fan      OK       3420    Spinning at normal speed
      Rear Tray Fifth fan       OK       3420    Spinning at normal speed
      Rear Tray Sixth fan       OK       3420    Spinning at normal speed
      Rear Tray Seventh fan     OK       3420    Spinning at normal speed
      Rear Tray Bottom fan      OK       3420    Spinning at normal speed

show chassis fan (TXMatrix Plus Router)

user@host> show chassis fan
  sfc0-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Fan Tray 0 Fan 1          OK       4350    Spinning at normal speed
      Fan Tray 0 Fan 2          OK       4380    Spinning at normal speed
      Fan Tray 0 Fan 3          OK       4410    Spinning at normal speed
      Fan Tray 0 Fan 4          OK       4380    Spinning at normal speed
      Fan Tray 0 Fan 5          OK       4350    Spinning at normal speed
      Fan Tray 0 Fan 6          OK       4380    Spinning at normal speed
      Fan Tray 1 Fan 1          OK       4410    Spinning at normal speed
      Fan Tray 1 Fan 2          OK       4380    Spinning at normal speed
      Fan Tray 1 Fan 3          OK       4410    Spinning at normal speed
      Fan Tray 1 Fan 4          OK       4380    Spinning at normal speed
      Fan Tray 1 Fan 5          OK       4410    Spinning at normal speed
      Fan Tray 1 Fan 6          OK       4410    Spinning at normal speed
      Fan Tray 2 Fan 1          OK       4380    Spinning at normal speed
      Fan Tray 2 Fan 2          OK       4380    Spinning at normal speed
      Fan Tray 2 Fan 3          OK       4380    Spinning at normal speed
      Fan Tray 2 Fan 4          OK       4410    Spinning at normal speed
      Fan Tray 2 Fan 5          OK       4380    Spinning at normal speed
      Fan Tray 2 Fan 6          OK       4410    Spinning at normal speed
      Fan Tray 2 Fan 7          OK       4410    Spinning at normal speed
      Fan Tray 2 Fan 8          OK       4380    Spinning at normal speed
      Fan Tray 2 Fan 9          OK       4380    Spinning at normal speed
      Fan Tray 3 Fan 1          OK       4350    Spinning at normal speed
      Fan Tray 3 Fan 2          OK       4380    Spinning at normal speed
      Fan Tray 3 Fan 3          OK       4410    Spinning at normal speed
      Fan Tray 3 Fan 4          OK       4440    Spinning at normal speed
      Fan Tray 3 Fan 5          OK       4380    Spinning at normal speed
      Fan Tray 3 Fan 6          OK       4410    Spinning at normal speed
      Fan Tray 3 Fan 7          OK       4410    Spinning at normal speed
      Fan Tray 3 Fan 8          OK       4380    Spinning at normal speed
      Fan Tray 3 Fan 9          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 1          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 2          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 3          OK       4380    Spinning at normal speed
      Fan Tray 4 Fan 4          OK       4380    Spinning at normal speed
      Fan Tray 4 Fan 5          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 6          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 7          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 8          OK       4410    Spinning at normal speed
      Fan Tray 4 Fan 9          OK       4410    Spinning at normal speed
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      Fan Tray 5 Fan 1          OK       4350    Spinning at normal speed
      Fan Tray 5 Fan 2          OK       4380    Spinning at normal speed
      Fan Tray 5 Fan 3          OK       4380    Spinning at normal speed
      Fan Tray 5 Fan 4          OK       4350    Spinning at normal speed
      Fan Tray 5 Fan 5          OK       4380    Spinning at normal speed
      Fan Tray 5 Fan 6          OK       4410    Spinning at normal speed
      Fan Tray 5 Fan 7          OK       4410    Spinning at normal speed
      Fan Tray 5 Fan 8          OK       4380    Spinning at normal speed
      Fan Tray 5 Fan 9          OK       4410    Spinning at normal speed

lcc0-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed
      Top Left Middle fan       OK       3420    Spinning at normal speed
      Top Left Rear fan         OK       3420    Spinning at normal speed
      Top Right Front fan       OK       3450    Spinning at normal speed
      Top Right Middle fan      OK       3420    Spinning at normal speed
      Top Right Rear fan        OK       3420    Spinning at normal speed
      Bottom Left Front fan     OK       3420    Spinning at normal speed
      Bottom Left Middle fan    OK       3420    Spinning at normal speed
      Bottom Left Rear fan      OK       3390    Spinning at normal speed
      Bottom Right Front fan    OK       3420    Spinning at normal speed
      Bottom Right Middle fan   OK       3390    Spinning at normal speed
      Bottom Right Rear fan     OK       3390    Spinning at normal speed
      Rear Tray Top fan         OK       7050    Spinning at normal speed
      Rear Tray Second fan      OK       7050    Spinning at normal speed
      Rear Tray Third fan       OK       7050    Spinning at normal speed
      Rear Tray Fourth fan      OK       7050    Spinning at normal speed
      Rear Tray Fifth fan       OK       7050    Spinning at normal speed
      Rear Tray Sixth fan       OK       7050    Spinning at normal speed
      Rear Tray Seventh fan     OK       7050    Spinning at normal speed
      Rear Tray Bottom fan      OK       7050    Spinning at normal speed

show chassis fan (TXMatrix Plus Router with 3D SIBs)

user@host> show chassis fan
sfc0-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Fan Tray 0 Fan 1          OK       4830    Spinning at normal speed 
      Fan Tray 0 Fan 2          OK       4860    Spinning at normal speed 
      Fan Tray 0 Fan 3          OK       4830    Spinning at normal speed 
      Fan Tray 0 Fan 4          OK       4800    Spinning at normal speed 
      Fan Tray 0 Fan 5          OK       4830    Spinning at normal speed 
      Fan Tray 0 Fan 6          OK       4770    Spinning at normal speed 
      Fan Tray 1 Fan 1          OK       4800    Spinning at normal speed 
      Fan Tray 1 Fan 2          OK       4770    Spinning at normal speed 
      Fan Tray 1 Fan 3          OK       4800    Spinning at normal speed 
      Fan Tray 1 Fan 4          OK       4770    Spinning at normal speed 
      Fan Tray 1 Fan 5          OK       4770    Spinning at normal speed 
      Fan Tray 1 Fan 6          OK       4800    Spinning at normal speed 
      Fan Tray 2 Fan 1          OK       4800    Spinning at normal speed 
      Fan Tray 2 Fan 2          OK       4800    Spinning at normal speed 
      Fan Tray 2 Fan 3          OK       4830    Spinning at normal speed 
      Fan Tray 2 Fan 4          OK       4830    Spinning at normal speed 
      Fan Tray 2 Fan 5          OK       4830    Spinning at normal speed 
      Fan Tray 2 Fan 6          OK       4830    Spinning at normal speed 
      Fan Tray 2 Fan 7          OK       4800    Spinning at normal speed 
      Fan Tray 2 Fan 8          OK       4830    Spinning at normal speed 
      Fan Tray 2 Fan 9          OK       4800    Spinning at normal speed 
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      Fan Tray 3 Fan 1          OK       4860    Spinning at normal speed 
      Fan Tray 3 Fan 2          OK       4860    Spinning at normal speed 
      Fan Tray 3 Fan 3          OK       4800    Spinning at normal speed 
      Fan Tray 3 Fan 4          OK       4830    Spinning at normal speed 
      Fan Tray 3 Fan 5          OK       4830    Spinning at normal speed 
      Fan Tray 3 Fan 6          OK       4830    Spinning at normal speed 
      Fan Tray 3 Fan 7          OK       4830    Spinning at normal speed 
      Fan Tray 3 Fan 8          OK       4800    Spinning at normal speed 
      Fan Tray 3 Fan 9          OK       4800    Spinning at normal speed 
      Fan Tray 4 Fan 1          OK       4830    Spinning at normal speed 
      Fan Tray 4 Fan 2          OK       4830    Spinning at normal speed 
      Fan Tray 4 Fan 3          OK       4830    Spinning at normal speed 
      Fan Tray 4 Fan 4          OK       4830    Spinning at normal speed 
      Fan Tray 4 Fan 5          OK       4830    Spinning at normal speed 
      Fan Tray 4 Fan 6          OK       4860    Spinning at normal speed 
      Fan Tray 4 Fan 7          OK       4800    Spinning at normal speed 
      Fan Tray 4 Fan 8          OK       4860    Spinning at normal speed 
      Fan Tray 4 Fan 9          OK       4770    Spinning at normal speed 
      Fan Tray 5 Fan 1          OK       4830    Spinning at normal speed 
      Fan Tray 5 Fan 2          OK       4830    Spinning at normal speed 
      Fan Tray 5 Fan 3          OK       4830    Spinning at normal speed 
      Fan Tray 5 Fan 4          OK       4800    Spinning at normal speed 
      Fan Tray 5 Fan 5          OK       4800    Spinning at normal speed 
      Fan Tray 5 Fan 6          OK       4800    Spinning at normal speed 
      Fan Tray 5 Fan 7          OK       4830    Spinning at normal speed 
      Fan Tray 5 Fan 8          OK       4830    Spinning at normal speed 
      Fan Tray 5 Fan 9          Check    2010   

lcc0-re0:
--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed 
      Top Left Middle fan       OK       3390    Spinning at normal speed 
      Top Left Rear fan         OK       3390    Spinning at normal speed 
      Top Right Front fan       OK       3420    Spinning at normal speed 
      Top Right Middle fan      OK       3420    Spinning at normal speed 
      Top Right Rear fan        OK       3450    Spinning at normal speed 
      Bottom Left Front fan     OK       3420    Spinning at normal speed 
      Bottom Left Middle fan    OK       3390    Spinning at normal speed 
      Bottom Left Rear fan      OK       3420    Spinning at normal speed 
      Bottom Right Front fan    OK       3420    Spinning at normal speed 
      Bottom Right Middle fan   OK       3390    Spinning at normal speed 
      Bottom Right Rear fan     OK       3420    Spinning at normal speed 
      Rear Tray fan 1 (Top)     OK       7740    Spinning at normal speed 
      Rear Tray fan 2           OK       7740    Spinning at normal speed 
      Rear Tray fan 3           OK       7740    Spinning at normal speed 
      Rear Tray fan 4           OK       7740    Spinning at normal speed 
      Rear Tray fan 5           OK       7740    Spinning at normal speed 
      Rear Tray fan 6           OK       7740    Spinning at normal speed 
      Rear Tray fan 7           OK       7740    Spinning at normal speed 
      Rear Tray fan 8           OK       7740    Spinning at normal speed 
      Rear Tray fan 9           OK       7740    Spinning at normal speed 
      Rear Tray fan 10          OK       7740    Spinning at normal speed 
      Rear Tray fan 11          OK       7740    Spinning at normal speed 
      Rear Tray fan 12          OK       7740    Spinning at normal speed 
      Rear Tray fan 13          OK       7740    Spinning at normal speed 
      Rear Tray fan 14          OK       7740    Spinning at normal speed 
      Rear Tray fan 15          OK       7740    Spinning at normal speed 
      Rear Tray fan 16 (Bottom) OK       7740    Spinning at normal speed 

lcc2-re0:                               
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--------------------------------------------------------------------------
      Item                      Status   RPM     Measurement
      Top Left Front fan        OK       3420    Spinning at normal speed 
      Top Left Middle fan       OK       3390    Spinning at normal speed 
      Top Left Rear fan         OK       3420    Spinning at normal speed 
      Top Right Front fan       OK       3420    Spinning at normal speed 
      Top Right Middle fan      OK       3420    Spinning at normal speed 
      Top Right Rear fan        OK       3450    Spinning at normal speed 
      Bottom Left Front fan     OK       3420    Spinning at normal speed 
      Bottom Left Middle fan    OK       3390    Spinning at normal speed 
      Bottom Left Rear fan      OK       3420    Spinning at normal speed 
      Bottom Right Front fan    OK       3420    Spinning at normal speed 
      Bottom Right Middle fan   OK       3390    Spinning at normal speed 
      Bottom Right Rear fan     OK       3420    Spinning at normal speed 
      Rear Tray fan 1 (Top)     OK       7740    Spinning at normal speed 
      Rear Tray fan 2           OK       7740    Spinning at normal speed 
      Rear Tray fan 3           OK       7740    Spinning at normal speed 
      Rear Tray fan 4           OK       7740    Spinning at normal speed 
      Rear Tray fan 5           OK       7740    Spinning at normal speed 
      Rear Tray fan 6           OK       7740    Spinning at normal speed 
      Rear Tray fan 7           OK       7740    Spinning at normal speed 
      Rear Tray fan 8           OK       7740    Spinning at normal speed 
      Rear Tray fan 9           OK       7740    Spinning at normal speed 
      Rear Tray fan 10          OK       7740    Spinning at normal speed 
      Rear Tray fan 11          OK       7740    Spinning at normal speed 
      Rear Tray fan 12          OK       7740    Spinning at normal speed 
      Rear Tray fan 13          OK       7740    Spinning at normal speed 
      Rear Tray fan 14          OK       7740    Spinning at normal speed 
      Rear Tray fan 15          OK       7740    Spinning at normal speed 
      Rear Tray fan 16 (Bottom) OK       7740    Spinning at normal speed 

show chassis fan (PTX5000 Packet Transport Router)

user@host> show chassis fan
user@host> show chassis fan 
      Item                      Status   % RPM     Measurement
      Fan Tray 0 Fan 1          OK       29%       2700 RPM
      Fan Tray 0 Fan 2          OK       29%       2700 RPM
      Fan Tray 0 Fan 3          OK       29%       2742 RPM
      Fan Tray 0 Fan 4          OK       29%       2700 RPM
      Fan Tray 0 Fan 5          OK       30%       2828 RPM
      Fan Tray 0 Fan 6          OK       30%       2828 RPM
      Fan Tray 0 Fan 7          OK       29%       2700 RPM
      Fan Tray 0 Fan 8          OK       30%       2785 RPM
      Fan Tray 0 Fan 9          OK       30%       2828 RPM
      Fan Tray 0 Fan 10         OK       30%       2828 RPM
      Fan Tray 0 Fan 11         OK       30%       2785 RPM
      Fan Tray 0 Fan 12         OK       30%       2828 RPM
      Fan Tray 0 Fan 13         OK       31%       2871 RPM
      Fan Tray 0 Fan 14         OK       30%       2828 RPM
      Fan Tray 1 Fan 1          OK       42%       3033 RPM
      Fan Tray 1 Fan 2          OK       42%       3066 RPM
      Fan Tray 1 Fan 3          OK       43%       3099 RPM
      Fan Tray 1 Fan 4          OK       43%       3166 RPM
      Fan Tray 1 Fan 5          OK       45%       3266 RPM
      Fan Tray 1 Fan 6          OK       43%       3133 RPM
      Fan Tray 2 Fan 1          OK       29%       2099 RPM
      Fan Tray 2 Fan 2          OK       30%       2199 RPM
      Fan Tray 2 Fan 3          OK       30%       2166 RPM
      Fan Tray 2 Fan 4          OK       33%       2399 RPM
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      Fan Tray 2 Fan 5          OK       29%       2133 RPM
      Fan Tray 2 Fan 6          OK       32%       2366 RPM

show chassis fan (MX104 Router)

user@host > show chassis fan
Item                      Status   RPM     Measurement
      Fan 1                     OK       5640    Spinning at normal speed 
      Fan 2                     OK       5640    Spinning at normal speed 
      Fan 3                     OK       5760    Spinning at normal speed 
      Fan 4                     OK       5640    Spinning at normal speed 
      Fan 5                     OK       5640    Spinning at normal speed

show chassis fan (MX2010 Router)

user@host > show chassis fan
Item                      Status   % RPM     Measurement
      Fan Tray 0 Fan 1          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 2          OK       38%       3480 RPM                 
      Fan Tray 0 Fan 3          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 4          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 5          OK       38%       3480 RPM                 
      Fan Tray 0 Fan 6          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 1          OK       38%       3480 RPM                 
      Fan Tray 1 Fan 2          OK       40%       3600 RPM                 
      Fan Tray 1 Fan 3          OK       38%       3480 RPM                 
      Fan Tray 1 Fan 4          OK       38%       3480 RPM                 
      Fan Tray 1 Fan 5          OK       38%       3480 RPM                 
      Fan Tray 1 Fan 6          OK       38%       3480 RPM                 
      Fan Tray 2 Fan 1          OK       38%       3480 RPM                 
      Fan Tray 2 Fan 2          OK       41%       3720 RPM                 
      Fan Tray 2 Fan 3          OK       38%       3480 RPM                 
      Fan Tray 2 Fan 4          OK       38%       3480 RPM                 
      Fan Tray 2 Fan 5          OK       38%       3480 RPM                 
      Fan Tray 2 Fan 6          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 1          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 2          OK       40%       3600 RPM                 
      Fan Tray 3 Fan 3          OK       40%       3600 RPM                 
      Fan Tray 3 Fan 4          OK       40%       3600 RPM                 
      Fan Tray 3 Fan 5          OK       40%       3600 RPM                 
      Fan Tray 3 Fan 6          OK       38%       3480 RPM    

show chassis fan (MX2020 Router)

user@host > show chassis fan
      Item                      Status   % RPM     Measurement
      Fan Tray 0 Fan 1          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 2          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 3          OK       36%       3240 RPM                 
      Fan Tray 0 Fan 4          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 5          OK       37%       3360 RPM                 
      Fan Tray 0 Fan 6          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 1          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 2          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 3          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 4          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 5          OK       37%       3360 RPM                 
      Fan Tray 1 Fan 6          OK       36%       3240 RPM                 
      Fan Tray 2 Fan 1          OK       37%       3360 RPM                 
      Fan Tray 2 Fan 2          OK       37%       3360 RPM                 
      Fan Tray 2 Fan 3          OK       37%       3360 RPM                 
      Fan Tray 2 Fan 4          OK       37%       3360 RPM                 

Copyright © 2014, Juniper Networks, Inc.584

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



      Fan Tray 2 Fan 5          OK       37%       3360 RPM                 
      Fan Tray 2 Fan 6          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 1          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 2          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 3          OK       38%       3480 RPM                 
      Fan Tray 3 Fan 4          OK       37%       3360 RPM                 
      Fan Tray 3 Fan 5          OK       37%       3360 RPM                 
      Fan Tray 3 Fan 6          OK       37%       3360 RPM                 

show chassis fan (ACX4000 Router)

user@host > show chassis fan
      Item                      Status   RPM     Measurement
      Fan 1                     OK       4140    Spinning at normal speed
      Fan 2                     OK       4200    Spinning at normal speed

show chassis fan (QFX5100 Switch)

user@switch > show chassis fan
Item                      Status   RPM     Measurement
FPC 0 Tray 0 Fan 0        OK       6428    Spinning at normal speed
FPC 0 Tray 0 Fan 1        OK       5515    Spinning at normal speed
FPC 0 Tray 1 Fan 0        OK       6360    Spinning at normal speed
FPC 0 Tray 1 Fan 1        OK       5532    Spinning at normal speed
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show chassis firmware

Syntax show chassis firmware

Syntax (TXMatrix
Routers)

show chassis firmware
<lcc number | scc>

Syntax(TXMatrixPlus
Routers)

show chassis firmware
<lcc number | sfc number>

Syntax (MX Series
Routers)

show chassis firmware
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010, andMX2020

show chassis firmware

3D Universal Edge
Routers)

Syntax (QFX Series) show chassis firmware
interconnect-device name
node-device name

Syntax (ACX Series
Universal Access

Routers)

show chassis firmware

Syntax (EX Series
Switches)

show chassis firmware
<detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.4 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced for EX8200 switches in Junos OS Release 10.2 for EX Series

switches.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for ACX4000 Universal Access Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description On routers and switches, display the version levels of the firmware running on theSystem

Control Board (SCB), Switching and Forwarding Module (SFM), System and Switch

Board (SSB), Forwarding Engine Board (FEB), Flexible PIC Concentrators (FPCs), and

Routing Engines. On a TXMatrix Plus router, display the version levels of the firmware

running on the FPCs and the Switch Processor Mezzanine Board (SPMBs).

On EX2200, EX3200, and EX4200 switches, and the QFX Series, display the version

levels of the firmware running on the switch. On an EX8208 switch, display the version
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levels of the firmware running on the Switch Fabric and Routing Engine (SRE) modules

and on the line cards (shown as FPCs). On an EX8216 switch, display the version levels

of the firmware runningon theRoutingEngine (RE)modulesandon the line cards (shown

as FPCs).

Options none—Display the version levels of the firmware running. For an EX4200 switch that is

amember of aVirtual Chassis, display version levels for allmembers. For a TXMatrix

router, display version levels for the firmware on the TXMatrix router and on all the

T640 routers connected to the TXMatrix router. For a TXMatrix Plus router, display

version levels for the firmware on the TXMatrix Plus router and on all the routers

connected to the TXMatrix Plus router.

all-members—(MX Series routers only) (Optional) Display the version levels of the

firmware running for all members of the Virtual Chassis configuration.

interconnect-device name—(QFabric systems) (Optional) Display the version levels of

the firmware running on the Interconnect device.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display version levels for the firmware on a specified T640 router (line-card chassis)

that is connected to the TXMatrix router. On a TXMatrix Plus router, display the

version levels for the firmware on a specified router (line-card chassis) that is

connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display the version levels of the firmware

running for the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display the version levels of

the firmware running for the specified member of the Virtual Chassis configuration.

Replacemember-idwith a value of 0 or 1.

node-device—(QFabric systemsonly) (Optional)Display theversion levelsof the firmware

running on the Node device.

scc—(TXMatrix router only) (Optional) Display version levels for the firmware on the TX

Matrix router (switch-card chassis).

sfcnumber—(TXMatrixPlus router only) (Optional)Display version levels for the firmware

on the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.
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detail—(EX3200,EX3300,EX4200,andEX4500standaloneandVirtualChassismember

switchesonly) (Optional)Display version levels of the firmware runningon the switch

for its programmable hardware components.

Required Privilege
Level

view

Related
Documentation

Upgrading the HSM Firmware•

List of Sample Output show chassis firmware (M10 Router) on page 589
show chassis firmware (M20 Router) on page 589
show chassis firmware (M40 Router) on page 589
show chassis firmware (M120 Router) on page 590
show chassis firmware (M160 Router) on page 590
show chassis firmware (MX104 Router) on page 590
show chassis firmware (MX240 Router) on page 590
show chassis firmware (MX480 Router) on page 590
show chassis firmware (MX960 Router) on page 590
show chassis firmware (MX2010 Router) on page 591
show chassis firmware (MX2020 Router) on page 591
show chassis firmware (MX240, MX480, MX960 Router with Application Services
Modular Line Card) on page 592
show chassis firmware (EX4200 Switch) on page 592
show chassis firmware (EX8200 Switch) on page 592
show chassis firmware lcc (TXMatrix Router) on page 593
show chassis firmware scc (TXMatrix Router) on page 593
show chassis firmware (TXMatrix Plus Router) on page 593
show chassis firmware lcc (TXMatrix Plus Router) on page 594
show chassis firmware sfc (TXMatrix Plus Router) on page 595
show chassis firmware (QFX Series) on page 595
show chassis firmware interconnect-device (QFabric System) on page 595
show chassis firmware (ACX2000Universal Access Router) on page 595
show chassis firmware detail (EX3300 Switch) on page 595
show chassis firmware (MX Routers with Media Services Blade [MSB]) on page 596

Output Fields Table 60 on page 588 lists the output fields for the show chassis firmware command.

Output fields are listed in the approximate order in which they appear.

Table 60: show chassis firmware Output Fields

Field DescriptionField Name

(MX Series, MX2010, and MX2020 routers) Chassis part name.Part

(MX Series, MX2010, and MX2020 routers) Type of firmware: On
routers: ROM orO/S.On switches: uboot or loader.

Type

(MX Series, MX2010, and MX2020 routers) Version of firmware
running on the chassis part.

Version
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Table 60: show chassis firmware Output Fields (continued)

Field DescriptionField Name

(detail option only) Number of FPC.
For a standalone switch, the value is 0.
For a Virtual Chassis configuration, value in the range of 0-9; refers
to the member ID assigned to the switch.

FPC

(MX104 routers) Version of the compact Forwarding Engine Board.AFEB

(detail option only) Version of the SYSPLD.Boot

(detail option only) Version of the PoE firmware.PoE

(detail option only) Version of the PFE used in the switch.PFE-<number>

(detail option only) Version of the physical layer device (PHY) used
in the switch.

PHY-

(detail option only) Microcode of the physical layer devices (PHY)
used in the switch.

microcode

(detail option only) Version of the u-boot used in the switch.uboot

(detail option only) Version of the loader used in the switch.loader

Sample Output

show chassis firmware (M10 Router)

user@host> show chassis firmware
Part                     Type       Version
Forwarding engine board  ROM        Juniper ROM Monitor Version 4.1b2
                         O/S        Version 4.1I1 by tlim on 2000-04-24 11:27

show chassis firmware (M20 Router)

user@host> show chassis firmware
Part                     Type       Version
System switch board      ROM        Juniper ROM Monitor Version 3.4b26
                         O/S        Version 3.4I16 by smackie on 2000-02-29 2
FPC 1                    ROM        Juniper ROM Monitor Version 3.0b1
                         O/S        Version 3.4I4 by smackie on 2000-02-25 21
FPC 2                    ROM        Juniper ROM Monitor Version 3.0b1
                         O/S        Version 3.4I4 by smackie on 2000-02-25 21

show chassis firmware (M40 Router)

user@host> show chassis firmware
Part                     Type       Version
System control board     ROM        Juniper ROM Monitor Version 2.0i126Copyri
                         O/S        Version 2.0i1 by root on Thu Jul 23 00:51
FPC 5                    ROM        Juniper ROM Monitor Version 2.0i49Copyrig
                         O/S        Version 2.0i1 by root on Thu Jul 23 00:59
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show chassis firmware (M120 Router)

user@host> show chassis firmware
FPC 2                    ROM        Juniper ROM Monitor Version 8.0b29         
                         O/S        Version 8.2B1 by builder on 2006-10-18 16:2
FPC 3                    ROM        Juniper ROM Monitor Version 8.0b29         
                         O/S        Version 8.2B1 by builder on 2006-10-18 16:2
FPC 4                    ROM        Juniper ROM Monitor Version 8.0b29         
                         O/S        Version 8.2B1 by builder on 2006-10-18 16:2
FEB 3                    ROM        Juniper ROM Monitor Version 8.0b29         
                         O/S        Version 8.2B1 by builder on 2006-10-18 16:1
FEB 4                    ROM        Juniper ROM Monitor Version 8.0b29         
                         O/S        Version 8.2B1 by builder on 2006-10-18 16:1

show chassis firmware (M160 Router)

user@host> show chassis firmware
Part                     Type       Version
SFM 0                    ROM        Juniper ROM Monitor Version 4.0b2
                         O/S        Version 4.0I1 by tlim on 2000-02-29 11:50
SFM 1                    ROM        Juniper ROM Monitor Version 4.0b2
                         O/S        Version 4.0I1 by tlim on 2000-02-29 11:50
FPC 0                    ROM        Juniper ROM Monitor Version 4.0b2
                         O/S        Version 4.0I1 by tlim on 2000-02-29 11:56
FPC 1                    ROM        Juniper ROM Monitor Version 4.0b2
                         O/S        Version 4.0I1 by tlim on 2000-02-29 11:56
FPC 2                    ROM        Juniper ROM Monitor Version 4.0b3
                         O/S        Version 4.0I1 by tlim on 2000-02-29 11:56

show chassis firmware (MX104 Router)

user@host > show chassis firmware
Part                     Type       Version
FPC 0                    ROM        Juniper ROM Monitor Version 13.1b24       
                         O/S        Version 13.2-20130514.1 by builder on 2013-
FPC 1                    ROM        Juniper ROM Monitor Version 13.1b24       
                         O/S        Version 13.2-20130514.1 by builder on 2013-
FPC 2                    ROM        Juniper ROM Monitor Version 13.1b24       
                         O/S        Version 13.2-20130514.1 by builder on 2013-
AFEB                     ROM        Juniper ROM Monitor Version 13.1b24       
                         O/S        Version 13.2-20130514.1 by builder on 2013-

show chassis firmware (MX240 Router)

user@host> show chassis firmware
Part                     Type       Version
FPC 1                    ROM        Juniper ROM Monitor Version 8.3b1          
                         O/S        Version 9.0-20080103.0 by builder on 2008-0
FPC 2                    ROM        Juniper ROM Monitor Version 8.3b1          
                         O/S        Version 9.0-20080103.0 by builder on 2008-0

show chassis firmware (MX480 Router)

user@host> show chassis firmware
Part                     Type       Version
FPC 1                    ROM        Juniper ROM Monitor Version 8.3b1          
                         O/S        Version 9.0-20070916.3 by builder on 2007-0

show chassis firmware (MX960 Router)

user@host> show chassis firmware
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Part                     Type       Version
FPC 4                    ROM        Juniper ROM Monitor Version 8.0b8          
                         O/S        Version 8.2I59 by artem on 2006-10-31 19:22
FPC 7                    ROM        Juniper ROM Monitor Version 8.2b1          
                         O/S        Version 8.2-20061026.1 by builder on 2006-1

show chassis firmware (MX2010 Router)

user@host> show chassis firmware
Part                     Type       Version
FPC 0                    ROM        Juniper ROM Monitor Version 12.3b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 1                    ROM        Juniper ROM Monitor Version 10.1b3
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 2                    ROM        Juniper ROM Monitor Version 10.1b3
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 3                    ROM        Juniper ROM Monitor Version 10.1b3
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 4                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 5                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 6                    ROM        Juniper ROM Monitor Version 10.4b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 7                    ROM        Juniper ROM Monitor Version 10.1b3
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 8                    ROM        Juniper ROM Monitor Version 10.4b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-
FPC 9                    ROM        Juniper ROM Monitor Version 10.4b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-
SPMB 0                   ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-
SPMB 1                   ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.3-20121220.0 by builder on 2012-

show chassis firmware (MX2020 Router)

user@host> show chassis firmware
Part                     Type       Version
FPC 0                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 1                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 2                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 3                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 4                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 5                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 6                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 7                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 8                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 9                    ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 10                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
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FPC 11                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 12                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 13                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 14                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 15                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 16                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 17                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 18                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
FPC 19                   ROM        Juniper ROM Monitor Version 10.0b39
                         O/S        Version 12.3-20130415.0 by builder on 2013-
SPMB 0                   ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.3-20130415.0 by builder on 2013-
SPMB 1                   ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.3-20130415.0 by builder on 2013-

show chassis firmware (MX240, MX480, MX960 Router with Application Services Modular Line Card)

user@host> show chassis firmware

Part                     Type       Version
FPC 1                    ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.2I21 by manish on 2012-06-19 17:

show chassis firmware (EX4200 Switch)

user@switch> show chassis firmware

Part                   Type       Version
FPC 0                  uboot      U-Boot 1.1.6 (Feb  6 2008 - 11:27:42)
                       loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.1
FPC 1                  uboot      U-Boot 1.1.6 (Feb  6 2008 - 11:27:42)
                       loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.1
FPC 2                  uboot      U-Boot 1.1.6 (Feb  6 2008 - 11:27:42)
                       loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.1

show chassis firmware (EX8200 Switch)

user@switch> show chassis firmware

Part                     Type       Version
FPC 0                    U-Boot     U-Boot 1.1.6 (Mar 25 2009 - 06:13:12) 2.4.0
                         loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.2
FPC 3                    U-Boot     U-Boot 1.1.6 (Dec  4 2009 - 13:17:34) 3.1.0
                         loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.2
FPC 5                    U-Boot     U-Boot 1.1.6 (Mar 25 2009 - 06:13:12) 2.4.0
                         loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.2
FPC 7                    U-Boot     U-Boot 1.1.6 (Feb  6 2009 - 05:31:46) 2.4.0
                         loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.2
Routing Engine 0         U-Boot     U-Boot 1.1.6 (Mar 25 2009 - 06:13:12) 2.4.0
                                    FreeBSD/PowerPC U-Boot bootstrap loader 2.2
                         loader                                                
Routing Engine 1         U-Boot     U-Boot 1.1.6 (Mar 25 2009 - 06:13:12) 2.4.0
                         loader     FreeBSD/PowerPC U-Boot bootstrap loader 2.2
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show chassis firmware lcc (TXMatrix Router)

user@host> show chassis firmware lcc 0
lcc0-re0:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 1                    ROM        Juniper ROM Monitor Version 6.4b18         
                         O/S        Version 7.0-20040804.0 by builder on 2004-0
FPC 2                    ROM        Juniper ROM Monitor Version 6.4b20         
                         O/S        Version 7.0-20040804.0 by builder on 2004-0
SPMB 0                   ROM        Juniper ROM Monitor Version 6.4b18         
                         O/S        Version 7.0-20040804.0 by builder on 2004-0

show chassis firmware scc (TXMatrix Router)

user@host> show chassis firmware scc
scc-re0:
--------------------------------------------------------------------------
Part                     Type       Version
SPMB 0                   ROM        Juniper ROM Monitor Version 6.4b18         
                         O/S        Version 7.0-20040804.0 by builder on 2004-0

show chassis firmware (TXMatrix Plus Router)

user@host> show chassis firmware
sfc0-re0:
--------------------------------------------------------------------------
Part                     Type       Version
Global FPC 4            
Global FPC 6            
Global FPC 7            
Global FPC 12           
Global FPC 14           
Global FPC 15           
Global FPC 20           
Global FPC 21           
Global FPC 22           
Global FPC 23           
Global FPC 24           
Global FPC 25           
Global FPC 26           
Global FPC 28           
Global FPC 29           
Global FPC 31           
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

lcc0-re1:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 4                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 6                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 7                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
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                         O/S        Version 9.6-20090507.0 by builder on 2009-0

lcc1-re1:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 4                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 6                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 7                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

lcc2-re1:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 4                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 5                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 6                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 7                    ROM        Juniper ROM Monitor Version 7.5b4          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

lcc3-re1:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 0                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 1                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 2                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 4                    ROM        Juniper ROM Monitor Version 7.5b4          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 5                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 7                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

show chassis firmware lcc (TXMatrix Plus Router)

user@host> show chassis firmware lcc 0
lcc0-re1:
--------------------------------------------------------------------------
Part                     Type       Version
FPC 4                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 6                    ROM        Juniper ROM Monitor Version 9.0b2          
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                         O/S        Version 9.6-20090507.0 by builder on 2009-0
FPC 7                    ROM        Juniper ROM Monitor Version 9.0b2          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

show chassis firmware sfc (TXMatrix Plus Router)

user@host> show chassis firmware sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Part                     Type       Version
Global FPC 4            
Global FPC 6            
Global FPC 7            
Global FPC 12           
Global FPC 14           
Global FPC 15           
Global FPC 20           
Global FPC 21           
Global FPC 22           
Global FPC 23           
Global FPC 24           
Global FPC 25           
Global FPC 26           
Global FPC 28           
Global FPC 29           
Global FPC 31           
SPMB 0                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0
SPMB 1                   ROM        Juniper ROM Monitor Version 9.5b1          
                         O/S        Version 9.6-20090507.0 by builder on 2009-0

show chassis firmware (QFX Series)

user@switch> show chassis firmware
Part                     Type       Version
FPC 0                   
Routing Engine 0         U-Boot     U-Boot 1.1.6 (Sep 15 2010 - 02:11:11) 1.0.5
                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1   

show chassis firmware interconnect-device (QFabric System)

user@switch> show chassis firmware interconnect-device interconnect1
Part                     Type       Version
Routing Engine 0         U-Boot     U-Boot 1.1.6 (May 10 2011 - 04:52:59) 1.1.1
                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1
Routing Engine 1         U-Boot     U-Boot 1.1.6 (May 10 2011 - 04:52:59) 1.1.1
                         loader     FreeBSD/MIPS U-Boot bootstrap loader 0.1

show chassis firmware (ACX2000Universal Access Router)

user@switch> show chassis firmware
Part                     Type       Version
FPC                      O/S        Version 12.2I13 by jisjoy on 2012-05-29 06:
FEB                      O/S        Version 12.2I13 by jisjoy on 2012-05-29 06:

show chassis firmware detail (EX3300 Switch)

user@switch> show chassis firmware detail
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FPC 0                    
   Boot SYSPLD             3
   PoE firmware            4.1.6
   PFE-0                   3
   PFE-1                   3
   PHY                    
      microcode            0x514
   Boot Firmware          
      uboot                U-Boot 1.1.6 (Aug 21 2011 - 01:45:26)   1.0.0
      loader               FreeBSD/arm U-Boot loader 1.0

show chassis firmware (MX Routers with Media Services Blade [MSB])

user@switch> show chassis firmware
Part                     Type       Version
FPC 1                    ROM        Juniper ROM Monitor Version 12.1b1
                         O/S        Version 12.2I21 by manish on 2012-06-19 17:
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show chassis fpc

Syntax show chassis fpc
<detail <slot>> | <pic-status <slot>>

Syntax (EX Series
Switches)

show chassis fpc
<detail <fpc-slot>> | <pic-status <fpc-slot>>
<fpc-slot>

Syntax (T4000
Routers)

show chassis fpc
<detail <fpc-slot>>
<pic-status <fpc-slot>>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show chassis fpc
<detail <fpc-slot>> | <pic-status <fpc-slot>>
<slot>

Syntax (MX Series
Routers and EX Series

switches)

show chassis fpc
<detail <slot>> | <pic-status <slot>>
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010, andMX2020

show chassis fpc
<slot> detail | <detail <slot>> | <pic-status <slot>>
<fpc-slot>3D Universal Edge

Routers)

Syntax (QFX Series) show chassis fpc
<detail>
<interconnect-device name <fpc-slot fpc-slot>>
<node-device name>

Syntax (PTX Series
Packet Transport

Routers)

show chassis fpc
<detail <fpc-slot>> | <pic-status <fpc-slot>>
<fpc-slot>

Syntax (ACX Series
Universal Access

Routers)

show chassis fpc
<detail <fpc-slot>> | <pic-status <fpc-slot>>
<fpc-slot>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.
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Description Display status information about the installed Flexible PIC Concentrators (FPCs)and

PICs.

Options none—Display status information for all FPCs. On a TXMatrix router, display status

information for all FPCs on the attached T640 routers in the routingmatrix. On a TX

Matrix Plus router, display status information for all FPCs on the attached routers in

the routing matrix.

NOTE: InEX8200switches, linecards initializePacketForwardingEngine
during startup. If an error occurs during hardware initialization, the FPCs
with bad hardware parts power down after transferring the debug
information to the Routing Engine. The Routing Enginemarks the FPC
offline, logs the error in system logmessages (/var/log/messages), and
generates an alarm to inform the user.

See the following sample output:

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    
Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap   
  Buffer
  0  Empty
  1  Empty
  2  Empty
  3  Empty
  4  Empty
  5  Offline         ---Hard FPC error---
  6  Empty
  7  Online            26      4          0       1024        0   
      32

The following sample output shows the alarm raised for the failed FPCs.

user@host > show chassis alarms
4 alarms currently active
Alarm time               Class  Description
2011-03-24 00:52:51 UTC  Major  FPC 5 Hard errors
2011-03-24 00:52:31 UTC  Major  Fan Tray Failure
2011-03-24 00:52:31 UTC  Major  Fan Tray Failure
2011-03-24 00:51:26 UTC  Minor  Loss of communication with Backup 
RE

Copyright © 2014, Juniper Networks, Inc.598

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



NOTE: On T4000 routers, when you include the enhanced-mode

statementat the [editchassisnetwork-services]hierarchy leveland reboot

the system, only the T4000 Type 5 FPCs present on the router become
online while the remaining FPCs are offline, and FPCmisconfiguration
alarmsare generated. The showchassis alarm commandoutput displays

FPCmisconfiguration (FPC fpc-slotmisconfig) as the reason for the

generation the alarms.

The following sample output shows the FPC status after the
enhanced-modestatement isconfiguredontheT4000router.TheT4000

Type 5 FPC present in slot 5 becomes online while the remaining FPCs
are offline.

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    
Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap   
  Buffer
  0  offline         ---FPC misconfiguration---
  1  offline         ---FPC misconfiguration---
  2  offline         ---FPC misconfiguration---
  3  Empty
  4  Empty
  5  Online            66      50          0       2816       29  
    27

The following sample output shows FPCmisconfiguration alarms.

user@host > show chassis alarms
3 alarms currently active
Alarm time               Class  Description
2011-03-24 00:52:51 PST  Major  FPC 1 misconfig
2011-03-24 00:52:31 PST  Major  FPC 2 misconfig
2011-03-24 00:52:31 PST  Major  FPC 3 misconfig

detail—(Optional) Display detailed status information for all FPCs or for the FPC in the

specified slot (see fpc-slot or slot).

all-members—(MXSeries routers and EXSeries switches only) (Optional) Display status

information for all FPCs on all members of the Virtual Chassis configuration.

interconnect-devicename—(QFabric systemsonly) (Optional)Display status information

for all FPCs on the Interconnect device.

fpc-slot—(Optional) FPC slot number:

• (TX Matrix and TXMatrix Plus router only—On a TXMatrix router, if you specify

the number of the T640 router (line-card chassis) by using the lcc number option

(the recommendedmethod), replace fpc-slot with a value from 0 through 7.

Otherwise, replace fpc-slotwith a value from0 through31. Likewise, onaTXMatrix

Plus router, if you specify the number of the specified router (line-card chassis)
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by using the lcc number option (the recommendedmethod), replace fpc-slot with

a value from 0 through 7. Otherwise, replace fpc-slotwith a value from 0 through

31. For example, the following commands have the same result:

user@host> show chassis fpc detail 1 lcc 1
user@host> show chassis fpc detail 9

• M120 router—Replace fpc-slotwith a value from 0 through 5.

• MX80 router—Replace fpc-slotwith a value from 0 through 1.

• MX104 router—Replace fpc-slotwith a value from 0 through 2.

• MX240 router—Replace fpc-slotwith a value from 0 through 2.

• MX480 router—Replace fpc-slotwith a value from 0 through 5.

• MX-960 router—Replace fpc-slotwith a value from 0 through 11.

• MX2010 router—Replace fpc-slot-numberwith a value from 0 through 9.

• MX2020 router—Replace fpc-slot-numberwith a value from 0 through 19.

• Other routers—Replace fpc-slotwith a value from 0 through 7.

• EX Series switches:

• EX3200 switches and EX4200 standalone switches—Replace fpc-slotwith 0.

• EX4200 switches in a Virtual Chassis configuration—Replace fpc-slotwith a

value from 0 through 9.

• EX6210 switches—Replace fpc-slotwith a value from 0 through 9.

• EX8208 switches—Replace fpc-slotwith a value from 0 through 7.

• EX8216 switches—Replace fpc-slotwith a value from 0 through 15.

• QFX Series:

• QFX3500 switches—Replace fpc-slotwith 0.

• QFabric systems—Replace fpc-slotwith0 through31on the Interconnectdevice.

• PTX Series Packet Transport Routers:

• PTX5000PacketTransportRouter—Replace fpc-slotwithavalue from0 through

7.

• ACX Series Universal Access Routers:

• ACX1000 and ACX2000 Universal Access Routers—Replace fpc-slotwith 0.

local—(MX Series routers and EX Series switches only) (Optional) Display status

information for all FPCs on the local Virtual Chassis member.

membermember-id—(MXSeries routers and EXSeries switches only) (Optional) Display

status information for all FPCs on the specified member of the Virtual Chassis

configuration. Replacemember-idwith a value of 0 or 1.
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node-device name—(QFabric systems only) (Optional) Display status information for

each Node device. Each Node device is equivalent to an FPC.

pic-status—(Optional)Display status information for all PICsor for thePIC in the specified

slot (see fpc-slot).

NOTE: On T1600 routers, Type 4 FPCs with ASICs based on the SL2.0
chipsetdonot support the 10-Gigabit EthernetLAN/WANPICwithSFP+
(10x10GE[LAN/WAN]SFPP). If you issue the showchassis fpccommand

with the pic-status option, the CLI displays the string “Not Supported”

for 10x10GE(LAN/WAN)SFPPPICs installedonsuchFPCs.The following
is a sample output:

user@host> show chassis fpc pic-status                          
Slot 0   Online       E2-FPC Type 1
  PIC 0  Online       1x G/E SFP, 1000 BASE
  PIC 1  Online       Adaptive Services-II
  PIC 2  Online       1x G/E IQ, 1000 BASE
  PIC 3  Online       1x G/E IQ, 1000 BASE
Slot 1   Online       FPC Type 3-ES
  PIC 0  Present      UNUSED- Not Supported
Slot 2   Online       FPC Type 4-ES
  PIC 0  Offline      4x OC-192 SONET XFP
  PIC 1  Present      10x10GE(LAN/WAN) SFPP- Not Supported        
<<<<<<
Slot 4   Offline      FPC Type 1-ES
Slot 5   Offline      FPC Type 2-ES
Slot 6   Online       E2-FPC Type 3
  PIC 0  Online       1x OC-192 SONET XFP
  PIC 1  Online       4x OC-48 SONET
  PIC 2  Online       4x OC-48 SONET
  PIC 3  Online       MultiServices 500
Slot 7   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
  PIC 1  Online       4x 10GE (LAN/WAN) XFP

In addition, an entry is logged in the system logmessages
(/var/log/messages) that the PIC is not supported. The following is a
samplemessage logged in the system log:

Apr  5 08:47:36  router1 chassisd[2770]: CHASSISD_UNSUPPORTED_PIC:
 PIC 1 in FPC 2 (type 763, version 257) is not supported

If you see this issue, contact Juniper Networks Technical Assistance
Center (JTAC) for a possible fix. For more information about this issue
and a possible solution, see PSN-2010-03-696.
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NOTE: When there is a double-bit ECC error in a network processor’s
memory, theChannelizedOC3/STM1(Multi-Rate)Circuit EmulationMIC
with SFP or Channelized E1/T1 Circuit Emulation MIC is switched to the
offline state.

user@host> show chassis fpc pic-status
Slot 1   Online       MPC Type 2 3D Q
PIC 0  Offline      1xCOC12/4xCOC3 CH-CE- ECC error detected

lccnumber—(TXMatrix routerandTXMatrixPlus routeronly) (Optional) Line-cardchassis

number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

Required Privilege
Level

view

Related
Documentation

request chassis fpc on page 357•

• show chassis fpc-feb-connectivity

• show chassis fabric fpcs

• Configuring the Junos OS to Resynchronize FPC Sequence Numbers with Active FPCs

when an FPC Comes Online

• MX960 Flexible PIC Concentrator Description

• ACX2000 and ACX2100 Routers Hardware and CLI Terminology Mapping

• enhanced-mode

List of Sample Output show chassis fpc (EX6210 Switch) on page 606
show chassis fpc (M10 Router) on page 606
show chassis fpc (M20 Router) on page 606
show chassis fpc detail (M Series Routers) on page 606
show chassis fpc detail (MX80 Router) on page 607
show chassis fpc (MX104 Router) on page 607
show chassis fpc detail (MX104 Router) on page 607
show chassis fpc pic-status (MX104 Router) on page 608
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show chassis fpc (MX240 Router) on page 608
show chassis fpc (EX Series Switch) on page 608
show chassis fpc (MX480 Router) on page 608
show chassis fpc (MX480 Router with 100-Gigabit Ethernet CFP) on page 608
showchassisfpcpic-status(MX480Routerwith100-GigabitEthernetCFP)onpage608
show chassis fpc pic-status (EX Series Switch) on page 609
show chassis fpc (MX480 Router with MPC4E) on page 609
show chassis fpc detail (MX480 Router with MPC4E) on page 609
show chassis fpc (MX480 Router with MPC4E) on page 610
show chassis fpc detail (MX480 Router with MPC4E) on page 610
show chassis fpc (MX960 Router) on page 610
showchassis fpc(MX240,MX480,MX960RouterswithApplicationServicesModular
Line Card on page 611
show chassis fpc (MX240, MX480, MX960with Application Services Modular Line
Card on page 611
show chassis fpc (MX2010 Routers) on page 611
show chassis fpc (MX2020 Routers) on page 611
show chassis fpc (MX2020 Router with MPC4E) on page 612
show chassis fpc detail (MX2020 Router with MPC4E) on page 612
show chassis fpc detail (MX Series Routers) on page 613
show chassis fpc detail (EX Series Switches) on page 613
show chassis fpc (Hardware Not Supported) on page 613
show chassis fpc detail (Hardware Not Supported) on page 614
show chassis fpc pic-status on page 614
show chassis fpc pic-status (M Series Routers) on page 614
show chassis fpc pic-status (M120 Router) on page 615
show chassis fpc pic-status (MX240, MX480, andMX960 Routers with Application
Services Modular Line Card) on page 615
show chassis fpc lcc (TXMatrix Router) on page 615
show chassis fpc pic-status (TXMatrix Router) on page 615
show chassis fpc pic-status lcc (TXMatrix Router) on page 616
show chassis fpc (TXMatrix Plus Router) on page 616
show chassis fpc lcc (TXMatrix Plus Router) on page 617
show chassis fpc detail (TXMatrix Plus Router) on page 617
show chassis fpc pic-status (TXMatrix Plus Router) on page 619
show chassis fpc (T1600 Router) on page 620
show chassis fpc detail (T1600 Router) on page 620
show chassis fpc <fpc-slot> (EX Series Switch) on page 621
show chassis fpc slot (T1600 Router) on page 621
show chassis fpc pic-status (T1600 Router) on page 621
show chassis fpc (T4000 Router) on page 622
show chassis fpc detail (T4000 Router) on page 622
show chassis fpc pic-status (T4000 Router) on page 623
show chassis fpc (QFX Series) on page 623
show chassis fpc detail (QFX3500 Switches) on page 623
show chassis fpc pic-status (QFX3500 Switches) on page 623
show chassis fpc interconnect-device (QFabric System) on page 623
show chassis fpc interconnect-device (QFabric System) on page 624
show chassis fpc interconnect-device detail (QFabric System) on page 624
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show chassis fpc pic-status interconnect-device (QFabric System) on page 624
show chassis fpc pic-status node-device (QFabric System) on page 625
show chassis fpc (PTX5000 Packet Transport Router) on page 625
show chassis fpc detail (PTX5000 Packet Transport Router) on page 625
show chassis fpc pic-status (PTX5000 Packet Transport Router) on page 626
show chassis fpc (ACX2000Universal Access Router) on page 626
show chassis fpc 0 (ACX2000Universal Access Router) on page 626
show chassis fpc detail (ACX2000Universal Access Router) on page 626
show chassis fpc pic-status (ACX2000Universal Access Router) on page 627
show chassis FPC 1 (MX Routers with Media Services Blade [MSB]) on page 627
showchassis FPC 1detail (MXRouterswithMediaServicesBlade [MSB])onpage627

Output Fields Table 61 on page 604 lists the output fields for the show chassis fpc command. Output

fields are listed in the approximate order in which they appear.

Table 61: show chassis fpc Output Fields

Level of OutputField DescriptionField Name

all levelsSlot number and state. The state can be one of the following conditions:

• Dead—Held in reset because of errors.

• Diag—Slot is being ignored while the FPC is running diagnostics.

• Dormant—Held in reset.

• Empty—No FPC is present.

• Offline—(PTX Series Packet Transport Routers only) One of the following
two states is displayed:

• FPC offlined due to unreachable destinations

• FPCOfflined due to degraded FPC action

• Online—FPC is online and running.

• Present—FPC is detected by the chassis daemon but either is not supported
by the current version of JunosOS or is inserted in thewrong slot. The output
also states either Hardware Not Supported or Hardware Not In Right Slot. The
FPC is coming up but not yet online.

• Probed—Probe is complete; awaiting restart of thePacket ForwardingEngine.

• Probe-wait—Waiting to be probed.

Slot or Slot State

all levelsSlot number.Logical slot

all levels

all levels

Temperature of the air passing by the FPC, in degrees Celsius or in both Celsius
and Fahrenheit.

Temp (C) or
Temperature
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Table 61: show chassis fpc Output Fields (continued)

Level of OutputField DescriptionField Name

detailOn PTX Series Packet Transport Routers, temperature details are provided in
degrees Celsius and Fahrenheit. Output includes:

• Temperature (PMB)—Temperature of the air passing by the Processor
Mezzanine Board (PMB) at the bottom of the FPC.

• Temperature (Intake)—Temperature of the air flowing into the chassis.

• Temperature (Exhaust)—Exhaust temperatures for multiple zones (Exhaust
A and Exhaust B).

• Temperature (TLn)-–Temperature of the specified Lookup ASIC (TL) of the
packet forwarding engine on the FPC.

• Temperature (TQn)-–Temperature of the specified Queuing and Memory
Interface ASIC (TQ) of the packet forwarding engine on the FPC.

Temperature (PTX
Series)

all levelsTotal percentage of CPU being used by the FPC's processor.Total CPU
Utilization (%)

none specifiedOf the total CPU being used by the FPC's processor, the percentage being used
for interrupts.

Interrupt CPU
Utilization (%)

none specifiedTotal DRAM, in megabytes, available to the FPC's processor.Memory DRAM
(MB)

none specifiedPercentageofheapspace(dynamicmemory)beingusedby theFPC'sprocessor.
If this number exceeds 80 percent, theremay be a software problem (memory
leak).

NOTE: On MX Series routers and EX Series switches in a broadband edge
environment, heap utilization levels higher than 70 percent can affect unified
ISSU, router stability, or scaling capability.

Heap Utilization
(%)

none specifiedPercentage of buffer space being used by the FPC's processor for buffering
internal messages.

Buffer Utilization
(%)

detailAmount of DRAM available to the FPC's CPU.Total CPUDRAM

detailAmount of reduced latency dynamic random access memory (RLDRAM)
available to the FPC CPU.

Total RLDRAM

detailAmount of double data rate dynamic random access memory (DDR DRAM)
available to the FPC CPU.

Total DDR DRAM

detailAmount of static RAM (SRAM) used by the FPC's CPU.Total SRAM

detailTotal amount of memory used for storing packets and notifications.Total SDRAM

detailI/O Manager version number, manufacturer, and part number.I/OManager ASICs
information

detailTime when the Routing Engine detected that the FPC was running.Start time
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Table 61: show chassis fpc Output Fields (continued)

Level of OutputField DescriptionField Name

detailHow long the Routing Engine has been connected to the FPC and, therefore,
how long the FPC has been up and running.

Uptime

none specified(pic-status output only) Type of PIC.PIC type

Sample Output

show chassis fpc (EX6210 Switch)

user@switch> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty
  1  Online             7      5          0       1024        0         32
  2  Empty
  3  Empty
  4  Online            25     17          2       2048        0         30
  5  Online            25      3          0       2048        0         24
  6  Online             6      5          0       1024        0         32
  7  Empty
  8  Empty
  9  Online             8      7          0       1024        0         32

show chassis fpc (M10 Router)

user@host> show chassis fpc
FPC status:
               Temp
Slot State      (C)
  0  Online      27
  1  Online      28

show chassis fpc (M20 Router)

user@host> show chassis fpc
FPC status:
               Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State      (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty        0      0          0         0         0          0
  1  Online      38      0          0         8         0          4
  2  Online      35      0          0         8         0          3
  3  Empty        0      0          0         0         0          0

show chassis fpc detail (M Series Routers)

user@host> show chassis fpc detail 1
Slot 1 information:
  State                               Online
  Temperature                      48 degrees C
  Total CPU DRAM                   32 MB
  Total SRAM                        4 MB
  Total SDRAM                     256 MB
  I/O Manager ASICs information       Version 2.0, Foundry IBM, Part number 0
  I/O Manager ASICs information       Version 2.0, Foundry IBM, Part number 0
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  Start time                          2000-02-08 02:18:49 UTC
  Uptime                              14 hours, 41 minutes, 41 seconds

show chassis fpc detail (MX80 Router)

user@host> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Temperature                      47 degrees C / 116 degrees F
  Total CPU DRAM                 1024 MB
  Total SRAM                      331 MB
  Total SDRAM                    1280 MB
  Start time                          2010-02-08 12:25:33 PST
  Uptime                              2 hours, 13 minutes, 19 seconds
Slot 1 information:
  State                               Online    
  Temperature                      47 degrees C / 116 degrees F
  Total CPU DRAM                 1024 MB
  Total SRAM                      331 MB
  Total SDRAM                    1280 MB
  Start time                          2010-02-08 12:25:33 PST
  Uptime                              2 hours, 13 minutes, 19 seconds

show chassis fpc (MX104 Router)

user@host> show chassis fpc
Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            32     15          5       2048       22         13
  1  Online            32     15          5       2048       22         13
  2  Online            32     15          5       2048       22         13

show chassis fpc detail (MX104 Router)

user@host> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Temperature                      32 (C)
  Total CPU DRAM                 2048 MB
  Total SRAM                      403 MB
  Total SDRAM                    1316 MB
  Start time                          2013-05-23 14:39:18 IST
  Uptime                              1 hour, 20 minutes, 22 seconds
Slot 1 information:
  State                               Online    
  Temperature                      32 (C)
  Total CPU DRAM                 2048 MB
  Total SRAM                      403 MB
  Total SDRAM                    1316 MB
  Start time                          2013-05-23 14:39:18 IST
  Uptime                              1 hour, 20 minutes, 22 seconds
Slot 2 information:
  State                               Online    
  Temperature                      32 (C)
  Total CPU DRAM                 2048 MB
  Total SRAM                      403 MB
  Total SDRAM                    1316 MB
  Start time                          2013-05-23 14:39:18 IST
  Uptime                              1 hour, 20 minutes, 22 seconds
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show chassis fpc pic-status (MX104 Router)

user@host> show chassis fpc pic-status
Slot 0   Online      
Slot 1   Online      
  PIC 0  Online       10x 1GE(LAN) -E  SFP
  PIC 1  Online       10x 1GE(LAN) -E  SFP
Slot 2   Online      
  PIC 0  Online       4x 10GE(LAN) SFP+

show chassis fpc (MX240 Router)

user@host> show chassis fpc
               Temp    CPU Utilization (%)     Memory       Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Online            34      6          0       1024       18         30
  2  Online            33      9          0       1024       24         30

show chassis fpc (EX Series Switch)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty
  1  Online            41     13          0       2048       19         14
  2  Online            42     12          0       2048       19         14

show chassis fpc (MX480 Router)

user@host> show chassis fpc
              Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Online            36      9          0       1024       17         57
  2  Empty           
  3  Empty           
  4  Empty           
  5  Empty           

show chassis fpc (MX480 Router with 100-Gigabit Ethernet CFP)

user@host> show chassis fpc
        Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State     (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
 0  Online      33   4      0              2048      10       13
 1  Online      36   7      0              2048      16       13
 2  Online      29   6      0              1024      27       29  
 3  Online      33   0      0                 0       0        0
 4  Online      36   7      0              2048      19       13 
 5  Online      34  31      11             2048      14       13

show chassis fpc pic-status (MX480 Router with 100-Gigabit Ethernet CFP)

user@host> show chassis fpc pic-status
Slot 1   Online       MPC Type 3
  PIC 2  Online       1X100GE CFP
 Slot 2  Online       DPCE 40x 1GE R EQ
  PIC 0  Online       10x 1GE(LAN) EQ
  PIC 1  Online       10x 1GE(LAN) EQ
  PIC 2  Online       10x 1GE(LAN) EQ
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  PIC 3  Online       10x 1GE(LAN) EQ
 Slot 3  Online       MPC Type 3
  PIC 0  Online       1X100GE CFP
  PIC 2  Online       1X100GE CFP
 Slot 4  Online       MPC Type 3
  PIC 0  Online       1X100GE CFP
  PIC 2  Online       1X100GE CFP
 Slot 5  Online       MPC Type 2 3D EQ
  PIC 0  Online       2x 10GE  XFP
  PIC 1  Online       2x 10GE  XFP
  PIC 2  Online       10x 1GE(LAN) SFP
  PIC 3  Online       10x 1GE(LAN) SFP

show chassis fpc pic-status (EX Series Switch)

user@host> show chassis fpc pic-status
Slot 1   Online       EX9200 32x10G SFP
  PIC 0  Online       8X10GE SFPP
  PIC 1  Online       8X10GE SFPP
  PIC 2  Online       8X10GE SFPP
  PIC 3  Online       8X10GE SFPP
Slot 2   Online       EX9200 32x10G SFP
  PIC 0  Online       8X10GE SFPP
  PIC 1  Online       8X10GE SFPP
  PIC 2  Online       8X10GE SFPP
  PIC 3  Online       8X10GE SFPP

show chassis fpc (MX480 Router with MPC4E)

user@host> show chassis fpc
       Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Empty           
  2  Online            38      7          0       2048       19         14
  3  Online            39      8          0       2048       18         14
  4  Online            39      7          0       2048       17         14
  5  Empty           

show chassis fpc detail (MX480 Router with MPC4E)

user@host> show chassis fpc detail
Slot 2 information:
  State                                 Online    
  Temperature                        38
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-02-18 05:06:57 PST
  Uptime:                               17 hours, 41 minutes, 9 seconds
  Max Power Consumption             610 Watts
Slot 3 information:
  State                                 Online    
  Temperature                        38
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-02-18 05:07:00 PST
  Uptime:                               17 hours, 41 minutes, 6 seconds
  Max Power Consumption             610 Watts
Slot 4 information:
  State                                 Diagnostics
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  Temperature                        37
  Total CPU DRAM                      0 MB
  Total RLDRAM                        0 MB
  Total DDR DRAM                      0 MB
  Max Power Consumption             520 Watts

show chassis fpc (MX480 Router with MPC4E)

user@host> show chassis fpc
               Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Empty           
  2  Online            38      7          0       2048       19         14
  3  Online            39      8          0       2048       18         14
  4  Online            39      7          0       2048       17         14
  5  Empty           

show chassis fpc detail (MX480 Router with MPC4E)

user@host> show chassis fpc detail
Slot 2 information:
  State                                 Online    
  Temperature                        38
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-02-18 05:06:57 PST
  Uptime:                               17 hours, 41 minutes, 9 seconds
  Max Power Consumption             610 Watts
Slot 3 information:
  State                                 Online    
  Temperature                        38
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-02-18 05:07:00 PST
  Uptime:                               17 hours, 41 minutes, 6 seconds
  Max Power Consumption             610 Watts
Slot 4 information:
  State                                 Diagnostics
  Temperature                        37
  Total CPU DRAM                      0 MB
  Total RLDRAM                        0 MB
  Total DDR DRAM                      0 MB
  Max Power Consumption             520 Watts

show chassis fpc (MX960 Router)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State      (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
 0  Empty           
 1  Empty           
 2  Empty           
 3  Online       25     19          0       1024       15         57
 4  Empty           
 5  Online       26     27          0       1024       15         57
 6  Empty           
 7  Empty           
 8  Empty           
 9  Empty           
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 10  Empty           
 11  Empty       

show chassis fpc (MX240, MX480, MX960 Routers with Application Services Modular Line Card

user@host> show chassis fpc 1
    Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  1  Online            34      5          0       3072        5         13

show chassis fpc (MX240, MX480, MX960with Application Services Modular Line Card

user@host> show chassis fpc 1 detail
Slot 1 information:
  State                                 Online
  Temperature                        34
  Total CPU DRAM                   3072 MB
  Total RLDRAM                      259 MB
  Total DDR DRAM                   4864 MB
  Start time:                           2012-06-19 10:51:43 PDT
  Uptime:                               16 minutes, 48 seconds
  Max Power Consumption             550 Watts

show chassis fpc (MX2010 Routers)

user@host> show chassis fpc
     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            34      9          0       2048       18         13
  1  Online            32      9          0       2048       15         13
  2  Empty           
  3  Empty           
  4  Empty           
  5  Empty           
  6  Empty           
  7  Empty           
  8  Online            31     13          0       2048       11         13
  9  Online            33     10          0       2048       18         13

show chassis fpc (MX2020 Routers)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            10     12          0       2048       18         13
  1  Online             8      9          0       2048       18         13
  2  Online             7      9          0       2048       18         13
  3  Online             8     10          0       2048       18         13
  4  Online             9     10          0       2048       18         13
  5  Online             8      9          0       2048       18         13
  6  Online             8     10          0       2048       18         13
  7  Online             9      9          0       2048       18         13
  8  Online             9     10          0       2048       18         13
  9  Online            10      9          0       2048       18         13
 10  Online            16      8          0       2048       18         13
 11  Online            11     10          0       2048       18         13
 12  Online            10     10          0       2048       18         13
 13  Online            11      9          0       2048       18         13
 14  Online            12     10          0       2048       18         13
 15  Online            13      9          0       2048       18         13
 16  Online            13      9          0       2048       18         13
 17  Online            12      9          0       2048       18         13
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 18  Online            12      8          0       2048       18         13
 19  Online            14     10          0       2048       18         13

show chassis fpc (MX2020 Router with MPC4E)

user@host> show chassis fpc
     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            33     12          2       2048       11         13
  1  Empty           
  2  Empty           
  3  Empty           
  4  Empty           
  5  Empty           
  6  Empty           
  7  Empty           
  8  Empty           
  9  Online            31     10          0       2048       11         13
 10  Online            32      7          0       2048       14         13
 11  Empty           
 12  Empty           
 13  Empty           
 14  Online            28     12          0       2048       15         14
 15  Empty           
 16  Empty           
 17  Empty           
 18  Empty           
 19  Online            38      8          0       2048       18         13

show chassis fpc detail (MX2020 Router with MPC4E)

user@host> show chassis fpc detail
Slot 0 information:
  State                                 Online    
  Temperature                        34
  Total CPU DRAM                   2048 MB
  Total RLDRAM                      806 MB
  Total DDR DRAM                   2632 MB
  Start time:                           2013-02-17 08:17:35 PST
  Uptime:                               1 day, 14 hours, 50 minutes, 39 seconds
  Max Power Consumption             368 Watts
Slot 9 information:
  State                                 Online    
  Temperature                        32
  Total CPU DRAM                   2048 MB
  Total RLDRAM                      806 MB
  Total DDR DRAM                   2632 MB
  Start time:                           2013-02-17 08:17:43 PST
  Uptime:                               1 day, 14 hours, 50 minutes, 31 seconds
  Max Power Consumption             368 Watts
Slot 10 information:
  State                                 Online    
  Temperature                        37
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   6656 MB
  Start time:                           2013-02-17 08:17:54 PST
  Uptime:                               1 day, 14 hours, 50 minutes, 20 seconds
  Max Power Consumption             520 Watts
Slot 14 information:
  State                                 Online    
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  Temperature                        32
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-02-17 08:18:01 PST
  Uptime:                               1 day, 14 hours, 50 minutes, 13 seconds
  Max Power Consumption             610 Watts
Slot 19 information:
  State                                 Online    
  Temperature                        38
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1324 MB
  Total DDR DRAM                   5120 MB
  Start time:                           2013-02-17 08:18:08 PST
  Uptime:                               1 day, 14 hours, 50 minutes, 6 seconds
  Max Power Consumption             440 Watts

show chassis fpc detail (MX Series Routers)

user@host> show chassis fpc detail 2
Slot 0 information:
  State                                 Online    
  Temperature                        36 degrees C / 96 degrees F
  Total CPU DRAM                   1024 MB
  Total RLDRAM                      256 MB
  Total DDR DRAM                   4096 MB
  Start time:                           2009-08-11 21:20:30 PDT
  Uptime:                               2 hours, 8 minutes, 50 seconds
  Max Power Consumption             335 Watts

show chassis fpc detail (EX Series Switches)

user@host> show chassis fpc detail 2
Slot 1 information:
  State                                 Online
  Temperature                        41
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-04-02 00:04:52 PDT
  Uptime:                               7 days, 9 hours, 47 minutes, 46 seconds
  Max Power Consumption             610 Watts
Slot 2 information:
  State                                 Online
  Temperature                        41
  Total CPU DRAM                   2048 MB
  Total RLDRAM                     1036 MB
  Total DDR DRAM                   11264 MB
  Start time:                           2013-04-02 00:04:56 PDT
  Uptime:                               7 days, 9 hours, 47 minutes, 42 seconds
  Max Power Consumption             610 Watts

show chassis fpc (Hardware Not Supported)

user@host> show chassis fpc
show chassis fpc    
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
 Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online          -------------------- CPU less FPC --------------------
  1  Present         ------ Hardware Not In Right Slot ------
  2  Online                    0          0         0         0          0
  3  Present         ------ Hardware Not Supported ------
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  4  Empty           
  5  Empty           
  6  Online                    0          0         0         0          0

show chassis fpc detail (Hardware Not Supported)

user@host> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Total CPU DRAM                      ---- CPU less FPC ----
  Start time                          2006-07-07 03:21:00 UTC
  Uptime                              27 minutes, 51 seconds
 Slot 1 information:
  State                               Present   
  Reason                              --- Hardware Not In Right Slot ---
 Slot 2 information:
  State                               Online    
  Total CPU DRAM                   32 MB
  Start time                          2006-07-07 03:20:59 UTC
  Uptime                              27 minutes, 52 seconds
 Slot 3 information:
  State                               Present   
  Reason                              --- Hardware Not Supported ---
  Total CPU DRAM                    0 MB
 Slot 6 information:
  State                               Online    
  Total CPU DRAM                   32 MB
  Start time                          2006-07-07 03:21:01 UTC
  Uptime                              27 minutes, 50 seconds

show chassis fpc pic-status

user@host> show chassis fpc pic-status
Slot 0 Online
  PIC 1    1x OC-12 ATM, MM
  PIC 2    1x OC-12 ATM, MM
  PIC 3    1x OC-12 ATM, MM
Slot 1 Online
  PIC 0    1x OC-48 SONET, SMIR
Slot 2 Online
  PIC 0    1x OC-192 SONET, SMSR

show chassis fpc pic-status (M Series Routers)

user@host> show chassis fpc pic-status
Slot 1   Online       FPC Type 1
  PIC 0  Present      2x OC-3 ATM, MM- Hardware Error
  PIC 1  Online       4x OC-3 SONET, SMIR
Slot 2   Online       E-FPC Type 2
  PIC 0  Online       4x G/E, 1000 BASE-SX
  PIC 1  Online       2x G/E SFP, 1000 BASE
  PIC 3  Online       1x Tunnel
Slot 3   Online       E-FPC Type 1
  PIC 0  Online       1x G/E IQ, 1000 BASE
  PIC 2  Online       1x G/E SFP, 1000 BASE
Slot 4   Online       E-FPC Type 2
  PIC 0  Online       4x G/E SFP, 1000 BASE
  PIC 1  Online       4x G/E SFP, 1000 BASE
  PIC 2  Online       4x G/E SFP, 1000 BASE
  PIC 3  Online       4x G/E SFP, 1000 BASE
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Slot 5   Online       FPC Type 2
... 

show chassis fpc pic-status (M120 Router)

user@host> show chassis fpc pic-status
Slot 1   Online       M120 CFPC 10GE
  PIC 0  Online       1x 10GE(LAN/WAN) XFP
Slot 3   Online       M120 FPC Type 2 (proto)
  PIC 0  Online       2x G/E IQ, 1000 BASE
  PIC 1  Online       4x OC-3 SONET, SMIR
  PIC 2  Online       2x G/E IQ, 1000 BASE
  PIC 3  Online       8x 1GE(LAN), IQ2
Slot 4   Online       M120 FPC Type 3 (proto)
  PIC 0  Online       10x 1GE(LAN), 1000 BASE
Slot 5   Online       M120 FPC Type 1 (proto)
  PIC 0  Present      1x G/E, 1000 BASE-LX- Not Supported
  PIC 1  Online       1x CHOC3 IQ SONET, SMLR
  PIC 2  Online       4x CHDS3 IQ
  PIC 3  Online       1x G/E SFP, 1000 BASE

showchassis fpcpic-status(MX240,MX480,andMX960RouterswithApplicationServicesModularLineCard)

In the following output Slot 1 and Slot 5 are the Application Services Modular Carrier
Cards (ASMCC), PIC 0 is the Application Services Modular Storage Card (ASMSC), and
PIC 2 is the Application Services Modular Processing Card (ASMXC).

user@host>show chassis fpc pic-status
Slot 2   Online       MPC Type 1 3D Q
  Slot 1   Online       AS-MCC
  PIC 0  Online       AS-MSC
  PIC 2  Online       AS-MXC
Slot 4   Offline      MPC 3D 16x 10GE
Slot 5   Offline      AS-MCC

show chassis fpc lcc (TXMatrix Router)

user@host> show chassis fpc lcc 0
lcc0-re0:
--------------------------------------------------------------------------
                     Temp  CPU       Utilization (%)  Memory    Utilization (%)
Slot State      (C)  Total  Interrupt     DRAM (MB)       Heap   Buffer
  0  Empty           
  1  Online      27      2          0       256         8         44
  2  Online      27      3          0        256        15         44
  3  Empty           
  4  Empty           
  5  Empty           
  6  Empty           
  7  Empty 

show chassis fpc pic-status (TXMatrix Router)

user@host> show chassis fpc pic-status
lcc0-re0:
--------------------------------------------------------------------------
Slot 0   Online       FPC Type 3
  PIC 0  Online       1x OC-192 SM SR1
  PIC 1  Online       1x OC-192 SM SR2
  PIC 2  Online       1x OC-192 SM SR1
  PIC 3  Online       1x Tunnel
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Slot 1   Online       FPC Type 2
  PIC 0  Online       1x OC-48 SONET, SMSR
  PIC 1  Online       1x OC-48 SONET, SMSR

lcc1-re0:
--------------------------------------------------------------------------

lcc2-re0:
--------------------------------------------------------------------------
Slot 1   Online       FPC Type 3
  PIC 0  Online       1x OC-192 SM SR1
Slot 5   Online       FPC Type 2
  PIC 0  Online       1x OC-48 SONET, SMSR
  PIC 1  Online       2x G/E, 1000 BASE-LX
  PIC 2  Online       2x G/E, 1000 BASE-LX
  PIC 3  Online       1x OC-48 SONET, SMSR

lcc3-re0:
--------------------------------------------------------------------------

show chassis fpc pic-status lcc (TXMatrix Router)

user@host> show chassis fpc pic-status lcc 0
lcc0-re0:
--------------------------------------------------------------------------
Slot 0   Online       FPC Type 3
  PIC 0  Online       1x OC-192 SM SR2
Slot 1   Online       FPC Type 2
  PIC 0  Online       2x OC-12 ATM2 IQ, MM
  PIC 1  Online       1x OC-48 SONET, SMSR
  PIC 2  Online       1x OC-48 SONET, SMSR
  PIC 3  Online       4x G/E, 1000 BASE-SX

show chassis fpc (TXMatrix Plus Router)

user@host> show chassis fpc
lcc0-re0:
--------------------------------------------------------------------------
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Online            38      4          0       2048        3         24
  2  Online            43      8          0       2048        6         24
  3  Empty           
  4  Online            43      6          0       2048        6         24
  5  Empty           
  6  Online            42     13          0       2048        6         24
  7  Online            45      7          0       2048        3         24

lcc2-re0:
--------------------------------------------------------------------------
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            42     10          0       2048        6         24
  1  Empty           
  2  Online            42     11          0       2048        6         24
  3  Online            40      5          0       2048        3         24
  4  Online            33     26          0       1024        8         49
  5  Empty           
  6  Online            43      8          0       2048        6         24
  7  Online            46      6          0       2048        3         24
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lcc3-re0:
--------------------------------------------------------------------------
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Empty           
  2  Online            39     30          0       2048        7         24
  3  Empty           
  4  Online            41      8          0       2048        6         24
  5  Online            41     12          0       2048        6         24
  6  Online            40      8          0       2048        6         24
  7  Online            42      4          0       2048        3         24

show chassis fpc lcc (TXMatrix Plus Router)

user@host> show chassis fpc lcc 0
lcc0-re0:
--------------------------------------------------------------------------
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Online            38      4          0       2048        3         24
  2  Online            43      8          0       2048        6         24
  3  Empty           
  4  Online            43      6          0       2048        6         24
  5  Empty           
  6  Online            42     14          0       2048        6         24
  7  Online            45      6          0       2048        3         24

show chassis fpc detail (TXMatrix Plus Router)

user@host> show chassis fpc details

lcc0-re0:
--------------------------------------------------------------------------
Slot 1 information:
  State                               Online    
  Temperature                      38 degrees C / 100 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:06:22 PDT
  Uptime                              1 hour, 32 minutes, 51 seconds
Slot 2 information:
  State                               Online    
  Temperature                      43 degrees C / 109 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:37 PDT
  Uptime                              1 hour, 32 minutes, 36 seconds
Slot 4 information:
  State                               Online    
  Temperature                      43 degrees C / 109 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:40 PDT
  Uptime                              1 hour, 32 minutes, 33 seconds
Slot 6 information:
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  State                               Online    
  Temperature                      42 degrees C / 107 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:42 PDT
  Uptime                              1 hour, 32 minutes, 31 seconds
Slot 7 information:
  State                               Online    
  Temperature                      45 degrees C / 113 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:06:43 PDT
  Uptime                              1 hour, 32 minutes, 30 seconds

lcc2-re0:
--------------------------------------------------------------------------
Slot 0 information:
  State                               Online    
  Temperature                      42 degrees C / 107 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:35 PDT
  Uptime                              1 hour, 32 minutes, 38 seconds
Slot 2 information:
  State                               Online    
  Temperature                      42 degrees C / 107 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:37 PDT
  Uptime                              1 hour, 32 minutes, 36 seconds
Slot 3 information:
  State                               Online    
  Temperature                      40 degrees C / 104 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:06:28 PDT
  Uptime                              1 hour, 32 minutes, 45 seconds
Slot 4 information:
  State                               Online    
  Temperature                      33 degrees C / 91 degrees F
  Total CPU DRAM                 1024 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:08:03 PDT
  Uptime                              1 hour, 31 minutes, 10 seconds
Slot 6 information:
  State                               Online    
  Temperature                      43 degrees C / 109 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:06:44 PDT
  Uptime                              1 hour, 32 minutes, 29 seconds
Slot 7 information:
  State                               Online    
  Temperature                      46 degrees C / 114 degrees F
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  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:06:46 PDT
  Uptime                              1 hour, 32 minutes, 27 seconds

lcc3-re0:
--------------------------------------------------------------------------
Slot 2 information:
  State                               Online    
  Temperature                      38 degrees C / 100 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:17:31 PDT
  Uptime                              1 hour, 21 minutes, 42 seconds
Slot 4 information:
  State                               Online    
  Temperature                      41 degrees C / 105 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:17:34 PDT
  Uptime                              1 hour, 21 minutes, 39 seconds
Slot 5 information:
  State                               Online    
  Temperature                      41 degrees C / 105 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:17:36 PDT
  Uptime                              1 hour, 21 minutes, 37 seconds
Slot 6 information:
  State                               Online    
  Temperature                      40 degrees C / 104 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 20:17:39 PDT
  Uptime                              1 hour, 21 minutes, 34 seconds
Slot 7 information:
  State                               Online    
  Temperature                      42 degrees C / 107 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 20:17:41 PDT
  Uptime                              1 hour, 21 minutes, 32 seconds

show chassis fpc pic-status (TXMatrix Plus Router)

user@host> show chassis fpc pic-status

lcc0-re0:
--------------------------------------------------------------------------
Slot 1   Online       FPC Type 2-ES
  PIC 0  Online       8x 1GE(LAN), IQ2
Slot 2   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
Slot 4   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
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Slot 6   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
  PIC 1  Online       4x 10GE (LAN/WAN) XFP
Slot 7   Online       FPC Type 3-ES
  PIC 0  Online       10x 1GE(LAN), 1000 BASE
  PIC 2  Online       1x OC-192 SM SR2
  PIC 3  Online       10x 1GE(LAN), 1000 BASE

lcc2-re0:
--------------------------------------------------------------------------
Slot 0   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
Slot 2   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
  PIC 1  Online       4x 10GE (LAN/WAN) XFP
Slot 3   Online       FPC Type 2-ES
  PIC 0  Online       8x 1GE(LAN), IQ2
Slot 4   Online       FPC Type 4
  PIC 0  Online       10x10GE(LAN/WAN) SFPP
Slot 6   Online       FPC Type 4-ES
  PIC 0  Online       4x OC-192 SONET XFP
Slot 7   Online       FPC Type 3-ES
  PIC 0  Online       10x 1GE(LAN), 1000 BASE
  PIC 1  Offline      1x 10GE(LAN/WAN) IQ2E
  PIC 2  Online       1x OC-192 SM SR2
  PIC 3  Online       1x Tunnel

lcc3-re0:
--------------------------------------------------------------------------
Slot 2   Online       FPC Type 4-ES
  PIC 0  Online       10x10GE(LAN/WAN) SFPP
Slot 4   Online       FPC Type 4-ES
  PIC 0  Online       4x OC-192 SONET XFP
Slot 5   Online       FPC Type 4-ES
  PIC 0  Online       4x OC-192 SONET XFP
  PIC 1  Online       4x 10GE (LAN/WAN) XFP
Slot 6   Online       FPC Type 4-ES
  PIC 1  Online       4x 10GE (LAN/WAN) XFP
Slot 7   Online       FPC Type 3-ES
  PIC 0  Online       10x 1GE(LAN), 1000 BASE
  PIC 1  Online       8x 1GE(TYPE3), IQ2E
  PIC 2  Online       4x OC-48 SONET

show chassis fpc (T1600 Router)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty           
  1  Empty           
  2  Online            49      3          0       2048        3         24
  3  Online            46      6          0       2048        6         24
  4  Empty           
  5  Online            46      5          0       2048        3         24
  6  Empty           
  7  Online            44      8          0       1024        7         49

show chassis fpc detail (T1600 Router)

user@host> show chassis fpc detail
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show chassis fpc detail 
Slot 2 information:
  State                               Online    
  Temperature                      49 degrees C / 120 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 21:12:52 PDT
  Uptime                              32 minutes, 9 seconds
Slot 3 information:
  State                               Online    
  Temperature                      47 degrees C / 116 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2010-10-04 21:13:06 PDT
  Uptime                              31 minutes, 55 seconds
Slot 5 information:
  State                               Online    
  Temperature                      46 degrees C / 114 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 21:12:56 PDT
  Uptime                              32 minutes, 5 seconds
Slot 7 information:
  State                               Online    
  Temperature                      44 degrees C / 111 degrees F
  Total CPU DRAM                 1024 MB
  Total SRAM                       64 MB
  Total SDRAM                    1280 MB
  Start time                          2010-10-04 21:14:34 PDT
  Uptime                              30 minutes, 27 seconds

show chassis fpc <fpc-slot> (EX Series Switch)

user@host> show chassis fpc 2

                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  2  Online            40     12          0       2048       19         14

show chassis fpc slot (T1600 Router)

user@host> show chassis fpc slot 2

                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  2  Online            49      3          0       2048        3         24

show chassis fpc pic-status (T1600 Router)

user@host> show chassis fpc pic-status

Slot 2   Online       FPC Type 1-ES
  PIC 0  Online       Load Type 1
  PIC 1  Online       4x 1GE(LAN), IQ2E
  PIC 3  Online       1x OC-12-3 SFP
Slot 3   Online       FPC Type 4-ES
  PIC 0  Online       4x 10GE (LAN/WAN) XFP
  PIC 1  Online       4x OC-192 SONET XFP
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Slot 5   Online       FPC Type 2-ES
  PIC 0  Online       Load Type 2
  PIC 1  Online       8x 1GE(LAN), IQ2E
  PIC 2  Online       8x 1GE(LAN), IQ2E
  PIC 3  Online       1x OC-48-12-3 SFP
Slot 7   Online       FPC Type 4
  PIC 0  Online       4x 10GE (LAN/WAN) XFP

show chassis fpc (T4000 Router)

user@host> show chassis fpc

regress@stymphalian# run show chassis fpc 
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            48     15          0       2816       21         27
  1  Empty           
  2  Empty           
  3  Online            51     15          0       2816       21         27
  4  Empty           
  5  Online            39      8          0       2048        6         23
  6  Online            49     15          0       2816       21         27
  7  Empty           

show chassis fpc detail (T4000 Router)

user@host> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Temperature                      48 degrees C / 118 degrees F
  Total CPU DRAM                 2816 MB
  Total SRAM                     1554 MB
  Total SDRAM                    10752 MB
  Start time                          2012-02-09 22:56:25 PST
  Uptime                              2 hours, 40 minutes, 52 seconds
Slot 3 information:
  State                               Online    
  Temperature                      51 degrees C / 123 degrees F
  Total CPU DRAM                 2816 MB
  Total SRAM                     1554 MB
  Total SDRAM                    10752 MB
  Start time                          2012-02-09 22:56:22 PST
  Uptime                              2 hours, 40 minutes, 55 seconds
Slot 5 information:
  State                               Online    
  Temperature                      39 degrees C / 102 degrees F
  Total CPU DRAM                 2048 MB
  Total SRAM                      128 MB
  Total SDRAM                    2560 MB
  Start time                          2012-02-09 22:51:27 PST
  Uptime                              2 hours, 45 minutes, 50 seconds
Slot 6 information:
  State                               Online    
  Temperature                      49 degrees C / 120 degrees F
  Total CPU DRAM                 2816 MB
  Total SRAM                     1554 MB
  Total SDRAM                    10752 MB
  Start time                          2012-02-09 22:56:29 PST
  Uptime                              2 hours, 40 minutes, 48 seconds
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show chassis fpc pic-status (T4000 Router)

user@host> show chassis fpc pic-status
Slot 0   Online       FPC Type 5-3D
  PIC 0  Online       12x10GE (LAN/WAN) SFPP
  PIC 1  Online       12x10GE (LAN/WAN) SFPP
Slot 3   Online       FPC Type 5-3D
  PIC 0  Online       1x100GE
  PIC 1  Online       12x10GE (LAN/WAN) SFPP
Slot 5   Online       FPC Type 4-ES
  PIC 0  Online       100GE
  PIC 1  Online       100GE CFP
Slot 6   Online       FPC Type 5-3D
  PIC 0  Online       12x10GE (LAN/WAN) SFPP
  PIC 1  Online       12x10GE (LAN/WAN) SFPP

show chassis fpc (QFX Series)

user@switch> show chassis fpc
Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
0  Online            26      2          0       2820        0         49

show chassis fpc detail (QFX3500 Switches)

user@switch> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Temperature                      28 degrees C / 82 degrees F
  Total CPU DRAM                 2820 MB
  Total SRAM                        0 MB
  Total SDRAM                       0 MB
  Start time                          2010-09-20 01:34:13 PDT
  Uptime                              3 days, 3 hours, 31 minutes, 48 seconds

show chassis fpc pic-status (QFX3500 Switches)

user@switch> show chassis fpc pic-status
Slot 0   Online       QFX 48x10G 4x40G Switch
  PIC 0  Online       48x 10G-SFP+
  PIC 1  Online       15x 10G-SFP+

show chassis fpc interconnect-device (QFabric System)

user@switch> show chassis fpc interconnect-device interconnect1
FPC status:
                     Temp
Slot State            (C)
  0  Online             0
  1  Online             0
  2  Online             0
  3  Online             0
  4  Online             0
  5  Online             0
  6  Online             0
  7  Online             0
  8  Online             0
  9  Online             0
 10  Online             0
 11  Online             0
 12  Online             0
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 13  Online             0
 14  Online             0
 15  Online             0

show chassis fpc interconnect-device (QFabric System)

user@switch> show chassis fpc interconnect-device interconnect1 3
FPC status:
                     Temp
Slot State            (C)
  3  Online             0

show chassis fpc interconnect-device detail (QFabric System)

user@switch> show chassis fpc interconnect-device interconnect1 3 detail
Slot 3 information:
  State                               Online    
  Temperature                      0 degrees C / 32 degrees F
  Start time                          2011-08-18 10:45:04 PDT
  Uptime                              1 minute, 49 seconds

show chassis fpc pic-status interconnect-device (QFabric System)

user@switch> show chassis fpc pic-status interconnect-device interconnect1
Slot 0   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 1   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
 PIC 1  Online       16x 40G-GE
Slot 2   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 3   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 4   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 5   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 6   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 7   Online       QFX 16-port QSFP+ Front Card
  PIC 0  Online       16x 40G-QSFP+
  PIC 1  Online       16x 40G-GE
Slot 8   Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 9   Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 10  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 11  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 12  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 13  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
Slot 14  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE
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Slot 15  Online       QFX Fabric Rear Card
  PIC 0  Online       16x 40G-GE

show chassis fpc pic-status node-device (QFabric System)

user@switch> show chassis fpc pic-status node-device node1
Slot node1 Online      QFX 48x10G 4x40G Switch
  PIC 0  Online       48x 10G-SFP+
  PIC 1  Online       4x 40G-QSFP+

show chassis fpc (PTX5000 Packet Transport Router)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Empty
  1  Empty
  2  Online            50      6          0       2816        5         27
  3  Empty
  4  Empty
  5  Online            48      9          0       2816        5         27
  6  Empty
  7  Online            49      8          0       2816        5         27

show chassis fpc detail (PTX5000 Packet Transport Router)

user@host> show chassis fpc detail
Slot 2 information:
  State                               Online
  Temperature                      35 degrees C / 95 degrees F (PMB)
  Temperature                      35 degrees C / 95 degrees F (Intake)
  Temperature                      50 degrees C / 122 degrees F (Exhaust A)
  Temperature                      54 degrees C / 129 degrees F (Exhaust B)
  Temperature                      54 degrees C / 129 degrees F (TL0)
  Temperature                      52 degrees C / 125 degrees F (TQ0)
  Temperature                      61 degrees C / 141 degrees F (TL1)
  Temperature                      58 degrees C / 136 degrees F (TQ1)
  Temperature                      57 degrees C / 134 degrees F (TL2)
  Temperature                      58 degrees C / 136 degrees F (TQ2)
  Temperature                      62 degrees C / 143 degrees F (TL3)
  Temperature                      61 degrees C / 141 degrees F (TQ3)
  Total CPU DRAM                 2816 MB
  Total SRAM                        0 MB
  Total SDRAM                       0 MB
  Start time                          2012-01-12 12:05:42 PST
  Uptime                              3 hours, 14 minutes, 7 seconds
Slot 5 information:
  State                               Online
  Temperature                      35 degrees C / 95 degrees F (PMB)
  Temperature                      34 degrees C / 93 degrees F (Intake)
  Temperature                      48 degrees C / 118 degrees F (Exhaust A)
  Temperature                      53 degrees C / 127 degrees F (Exhaust B)
  Temperature                      54 degrees C / 129 degrees F (TL0)
  Temperature                      52 degrees C / 125 degrees F (TQ0)
  Temperature                      69 degrees C / 156 degrees F (TL1)
  Temperature                      56 degrees C / 132 degrees F (TQ1)
  Temperature                      54 degrees C / 129 degrees F (TL2)
  Temperature                      56 degrees C / 132 degrees F (TQ2)
  Temperature                      59 degrees C / 138 degrees F (TL3)
  Temperature                      60 degrees C / 140 degrees F (TQ3)
  Total CPU DRAM                 2816 MB
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  Total SRAM                        0 MB
  Total SDRAM                       0 MB
  Start time                          2012-01-12 12:05:43 PST
  Uptime                              3 hours, 14 minutes, 6 seconds
Slot 7 information:
  State                               Online
  Temperature                      35 degrees C / 95 degrees F (PMB)
  Temperature                      33 degrees C / 91 degrees F (Intake)
  Temperature                      50 degrees C / 122 degrees F (Exhaust A)
  Temperature                      55 degrees C / 131 degrees F (Exhaust B)
  Temperature                      56 degrees C / 132 degrees F (TL0)
  Temperature                      56 degrees C / 132 degrees F (TQ0)
  Temperature                      61 degrees C / 141 degrees F (TL1)
  Temperature                      57 degrees C / 134 degrees F (TQ1)
  Temperature                      55 degrees C / 131 degrees F (TL2)
  Temperature                      59 degrees C / 138 degrees F (TQ2)
  Temperature                      62 degrees C / 143 degrees F (TL3)
  Temperature                      62 degrees C / 143 degrees F (TQ3)
  Total CPU DRAM                 2816 MB
  Total SRAM                        0 MB
  Total SDRAM                       0 MB
  Start time                          2012-01-12 12:05:44 PST
  Uptime                              3 hours, 14 minutes, 5 seconds

show chassis fpc pic-status (PTX5000 Packet Transport Router)

user@host> show chassis fpc pic-status
Slot 2   Online       FPC
  PIC 0  Online       24x 10GE(LAN) SFP+
  PIC 1  Online       24x 10GE(LAN) SFP+
Slot 5   Online       FPC
  PIC 0  Online       24x 10GE(LAN) SFP+
  PIC 1  Online       2x 40GE CFP
Slot 7   Online       FPC
  PIC 0  Online       24x 10GE(LAN) SFP+
  PIC 1  Online       2x 40GE CFP

show chassis fpc (ACX2000Universal Access Router)

user@host> show chassis fpc
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            61     17          6       512        21         37

show chassis fpc 0 (ACX2000Universal Access Router)

user@host> show chassis fpc 0
                     Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  0  Online            61     17          6       512        21         37

show chassis fpc detail (ACX2000Universal Access Router)

user@host> show chassis fpc detail
Slot 0 information:
  State                               Online    
  Temperature                      61 degrees C / 141 degrees F
  Total CPU DRAM                  512 MB
  Start time                          2012-05-29 02:52:06 PDT
  Uptime                              27 minutes, 17 seconds
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show chassis fpc pic-status (ACX2000Universal Access Router)

user@host> show chassis fpc pic-status
Slot 0   Online      
  PIC 0  Online       16x CHE1T1, RJ48
  PIC 1  Online       8x 1GE(LAN) RJ45
  PIC 2  Online       2x 1GE(LAN) SFP
  PIC 3  Online       2x 10GE(LAN) SFP+

show chassis FPC 1 (MX Routers with Media Services Blade [MSB])

user@switch> show chassis fpc 1
                  Temp  CPU Utilization (%)   Memory    Utilization (%)
Slot State            (C)  Total  Interrupt      DRAM (MB) Heap     Buffer
  1  Online            34      5          0       3072        5         13

show chassis FPC 1 detail (MX Routers with Media Services Blade [MSB])

user@switch> show chassis fpc 1 detail
Slot 1 information:
  State                                 Online
  Temperature                        34
  Total CPU DRAM                   3072 MB
  Total RLDRAM                      259 MB
  Total DDR DRAM                   4864 MB
  Start time:                           2012-06-19 10:51:43 PDT
  Uptime:                               16 minutes, 48 seconds
  Max Power Consumption             550 Watts
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show chassis hardware

Syntax show chassis hardware
<detail | extensive>
<clei-models>
<models>

Syntax (EX Series) show chassis hardware
<clei-models>
<detail | extensive>
<models>

Syntax (T4000
Router)

show chassis hardware
<clei-models>
<detail | extensive>
<models>

Syntax (TXMatrix
Router)

show chassis hardware
<clei-models>
<detail | extensive>
<models>
<lcc number | scc>

Syntax(TXMatrixPlus
Router)

show chassis hardware
<clei-models>
<detail | extensive>
<models>
<lcc number | sfc number>

Syntax (MX Series
Routers)

show chassis hardware
<detail | extensive>
<clei-models>
<models>
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010, andMX2020

show chassis hardware
<clei-models>
<detail | extensive>3D Universal Edge

Routers) <models>

Syntax (QFX Series) show chassis hardware
<detail | extensive>
<clei-models>
<interconnect-device name>
<node-device name>
<models>

Syntax (PTX Series
Packet Transport

Routers)

show chassis hardware
<detail | extensive>
<clei-models>
<models>
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Syntax (ACX Series
Universal Access

Routers)

show chassis hardware
<detail | extensive>
<clei-models>
<models>

Release Information Command introduced before Junos OS Release 7.4.

models option introduced in Junos OS Release 8.2.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display a list of all Flexible PIC Concentrators (FPCs) and PICs installed in the router or

switch chassis, including the hardware version level and serial number.

In the EX Series switch command output, FPC refers to the following:

• On EX2200 switches, EX3200 switches, EX4200 standalone switches, and EX4500

switches—Refers to the switch; FPC number is always 0.

• On EX4200 switches in a Virtual Chassis configuration—Refers to the member of a

Virtual Chassis; FPC number equals the member ID, from 0 through 9.

• On EX8208 and EX8216 switches—Refers to a line card; FPC number equals the slot

number for the line card.

On QFX3500 and QFX5100 standalone switches, both the FPC and FPC number are

always 0.

On Type 5 FPC on T4000 routers, there are no top temperature sensor or bottom

temperature sensor parameters. Instead, fan intake temperature sensor and fan exhaust

temperature sensors parameters are displayed.

Options none—Display information about hardware. For a TXMatrix router, display information

about theTXMatrix router and its attachedT640 routers. For aTXMatrixPlus router,

display information about the TXMatrix Plus router and its attached routers.

clei-models—(Optional)DisplayCommonLanguageEquipment Identifier (CLEI)barcode

andmodel number for orderable field-replaceable units (FRUs).

detail—(Optional) Include RAM and disk information in output.

extensive—(Optional) Display ID EEPROM information.

all-members—(MXSeries routersonly) (Optional)Displayhardware-specific information

for all the members of the Virtual Chassis configuration.
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interconnect-devicename—(QFabric systemsonly) (Optional)Displayhardware-specific

information for the Interconnect device.

lccnumber—(TXMatrix routers andTXMatrix Plus router only) (Optional)OnaTXMatrix

router, display hardware information for a specified T640 router (line-card chassis)

that is connected to theTXMatrix router.OnaTXMatrixPlus router, displayhardware

information for a specified router (line-card chassis) that is connected to the

TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MXSeries routers only) (Optional) Display hardware-specific information for the

local Virtual Chassis members.

membermember-id—(MX Series routers and EX Series switches) (Optional) Display

hardware-specific information for the specified member of the Virtual Chassis

configuration. Replacemember-id variable with a value 0 or 1.

models—(Optional) Display model numbers and part numbers for orderable FRUs and,

for components that use ID EEPROM format v2, the CLEI code.

node-device name—(QFabric systems only) (Optional) Display hardware-specific

information for the Node device.

scc—(TXMatrix router only) (Optional) Display hardware information for the TXMatrix

router (switch-card chassis).

sfc number—(TXMatrix Plus router only) (Optional) Display hardware information for

the TXMatrix Plus router (switch-fabric chassis). Replace number variable with 0.

Additional Information The show chassis hardware detail command now displays DIMM information for the

following Routing Engines:

Table 62: Routing Engines Displaying DIMM Information

RoutersRouting Engines

MX240, MX480, and MX960 routersRE-S-1800x2 and RE-S-1800x4

M120 and M320 routersRE-A-1800x2
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Required Privilege
Level

view

Related
Documentation

show chassis power•

List of Sample Output show chassis hardware (EX8216 Switch) on page 636
show chassis hardware clei-models (EX8216 Switch) on page 637
show chassis hardware clei-models (T1600 Router) on page 638
show chassis hardware detail (EX4200 Switch) on page 639
show chassis hardwaremodels (EX4500 Switch) on page 639
show chassis hardware (J6350 Router) on page 639
show chassis hardware (J6300 Router) on page 639
show chassis hardware (M7i Router) on page 640
show chassis hardware (M10 Router) on page 640
show chassis hardwaremodels (M10 Router) on page 641
show chassis hardware (M20 Router) on page 641
show chassis hardwaremodels (M20 Router) on page 642
show chassis hardware (M40 Router) on page 642
show chassis hardware (M40e Router) on page 643
show chassis hardware (M120 Router) on page 643
show chassis hardware detail (M120 Router) on page 644
show chassis hardwaremodels (M120 Router) on page 645
show chassis hardware (M160 Router) on page 646
show chassis hardwaremodels (M160 Router) on page 646
show chassis hardware detail (M160 Router) on page 647
show chassis hardware (M320 Router) on page 648
show chassis hardwaremodels (M320 Router) on page 649
show chassis hardware (MX5 Router) on page 650
show chassis hardware (MX10 Router) on page 650
show chassis hardware (MX40 Router) on page 651
show chassis hardware (FixedMX80 Router) on page 651
show chassis hardware (Modular MX80 Router) on page 652
show chassis hardware (MX104 Router) on page 652
show chassis hardware detail (MX104 Router) on page 653
show chassis hardware extensive (MX104 Router) on page 653
show chassis hardwaremodels (MX104 Router) on page 657
show chassis hardware clei-models (MX104 Router) on page 657
show chassis hardware (MX240 Router) on page 657
show chassis hardware detail (MX 240 Router with Routing Engine Displaying DIMM
information) on page 658
show chassis hardware (MX240 Router with EnhancedMX SCB) on page 658
show chassis hardware (MX480 Router) on page 659
show chassis hardware (MX480 Router with EnhancedMX SCB) on page 659
show chassis hardware (MX960 Router) on page 660
show chassis hardware (MX960 Router with Bidirectional Optics) on page 660
show chassis hardware (MX960 Router with EnhancedMX SCB) on page 661
showchassis hardwaremodels (MX960RouterwithEnhancedMXSCB)onpage663
show chassis hardware detail (MX960 Router) on page 664
show chassis hardware (MX2010 Router) on page 664
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show chassis hardware detail (MX2010 Router) on page 666
show chassis hardware extensive (MX2010 Router) on page 671
show chassis hardwaremodels (MX2010 Router) on page 676
show chassis hardware clei-models (MX2010 Routers) on page 677
show chassis hardware (MX2020 Router) on page 678
show chassis hardware detail (MX2020 Router) on page 686
show chassis hardwaremodels (MX2020 Router) on page 695
show chassis hardware clei-models (MX2020 Router) on page 696
show chassis hardware (MX Series routers with ATMMIC) on page 698
show chassis hardware (MX240, MX480, MX960 routers with Application Services
Modular Line Card) on page 698
show chassis hardware extensive (MX240, MX480, MX960 routers with Application
Services Modular Line Card) on page 699
show chassis hardware (MX480 Router with MPC4E) on page 700
show chassis hardware (MX2020 Router with MPC4E) on page 700
show chassis hardware (T320 Router) on page 702
show chassis hardware (T640 Router) on page 703
show chassis hardwaremodels (T640 Router) on page 704
show chassis hardware extensive (T640 Router) on page 705
show chassis hardware (T4000 Router) on page 705
show chassis hardware (T4000 Router with 16 GB line card chassis (LCC) Routing
Engine) on page 707
show chassis hardware (T4000 Router with LSR FPC) on page 708
show chassis hardware clei-models (T4000 Router) on page 708
show chassis hardware detail (T4000 Router) on page 709
show chassis hardwaremodels (T4000 Router) on page 711
show chassis hardware lcc (TXMatrix Router) on page 711
show chassis hardware scc (TXMatrix Router) on page 712
show chassis hardware (T1600 Router) on page 712
show chassis hardware (TXMatrix Plus Router) on page 715
show chassis hardware sfc (TXMatrix Plus Router) on page 719
show chassis hardware extensive (TXMatrix Plus Router) on page 721
show chassis hardware clei-models (TXMatrix Plus Router) on page 722
show chassis hardware detail (TXMatrix Plus Router) on page 724
show chassis hardwaremodels (TXMatrix Plus Router) on page 726
show chassis hardware (TXMatrix Plus router with 3D SIBs) on page 729
show chassis hardware clei-models (TXMatrix Plus router with 3D SIBs) on page 732
show chassis hardware detail (TXMatrix Plus router with 3D SIBs) on page 736
show chassis hardware lcc (TXMatrix Plus router with 3D SIBs) on page 739
show chassis hardware sfc (TXMatrix Plus router with 3D SIBs) on page 740
showchassishardware(16-Port 10-GigabitEthernetMPCwithSFP+Optics[MXSeries
Routers]) on page 742
show chassis hardware (MPC3E [MX Series Routers]) on page 742
show chassis hardware (QFX3500 Switches) on page 743
show chassis hardware detail (QFX3500 Switches) on page 744
show chassis hardwaremodels (QFX3500 Switches) on page 745
show chassis hardware clei-models (QFX3500 Switches) on page 745
show chassis hardware clei-models (QFX5100 Switches) on page 745
show chassis hardware interconnect-device (QFabric Systems) on page 746
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show chassis hardware node-device (QFabric Systems) on page 746
show chassis hardware (PTX5000 Packet Transport Router) on page 746
showchassis hardwareclei-models (PTX5000PacketTransportRouter) onpage747
show chassis hardware detail (PTX5000 Packet Transport Router) on page 748
show chassis hardwaremodels (PTX5000 Packet Transport Router) on page 749
show chassis hardware extensive (PTX5000 Packet Transport Router) on page 750
show chassis hardware (MX Routers with Media Services Blade [MSB]) on page 751
show chassis hardware extensive (MX Routers with Media Services Blade
[MSB]) on page 751
show chassis hardware (QFX3500 Switch running Enhanced Layer 2
Software) on page 752
show chassis hardware (QFX5100 Switch running Enhanced Layer 2
Software) on page 753

Output Fields Table 63 on page 634 lists the output fields for the show chassis hardware command.

Output fields are listed in the approximate order in which they appear.
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Table 63: show chassis hardware Output Fields

Level of OutputField DescriptionField Name

All levelsChassis component:

• (EX Series switches)—Information about the chassis, Routing Engine (SRE
andRouting Enginemodules in EX8200 switches), power supplies, fan trays,
and LCD panel. Also displays information about Flexible PIC Concentrators
(FPCs) and associated Physical Interface Cards (PICs). Information about
the backplane, midplane, and SIBs (SFmodules) is displayed for EX8200
switches. See EX Series Switches Hardware and CLI Terminology Mapping.

• (MXSeries routersandEXSeriesswitches)—Informationabout thebackplane,
Routing Engine, Power Entry Modules (PEMs), and fan trays. Also displays
informationaboutFlexiblePICConcentrators (FPCs)andassociatedPhysical
Interface Cards (PICs), Modular Port Concentrators (MPCs) and associated
Modular Interface Cards (MICs), or Dense Port Concentrators (DPCs). MX80
routers have a single Routing Engine and a built-in Packet Forwarding Engine
that attaches directly to MICs. The Packet Forwarding Engine has two
“pseudo” FPCs (FPC 0 and FPC1). MX80 routers also have a Forwarding
Engine Board (FEB). MX104 routers have a built-in Packet forwarding Engine
and a Forwarding Engine Board (FEB). The Packet Forwarding Engine of the
MX104 router has three “pseudo” FPCs (FPC0, FPC1, and FPC2).

• (M Series routers, except for the M320 router)—Information about the
backplane;powersupplies; fan trays;RoutingEngine;maxicab(theconnection
between the Routing Engine and the backplane, for the M40 router only);
SCB, SSB, SFM, or FEB; MCS and PCG (for the M160 router only); each FPC
and PIC; and each fan, blower, and impeller.

• (M120,M320, andTSeries routers)—Informationabout thebackplane, power
supplies, fan trays, midplane, FPM (craft interface), CIP, PEM, SCG, CB, FPC,
PIC, SFP, SPMB, and SIB.

• (QFX Series)—Information about the chassis, Pseudo CB, Routing Engine,
power supplies, fan trays, Interconnect devices, and Node devices. Also
displays informationaboutFlexiblePICConcentrators (FPCs)andassociated
Physical Interface Cards (PICs).

• (PTXSeries)—Informationabout thechassis,midplane, craft interface (FPM),
power distribution units (PDUs) and Power Supply Modules (PSMs),
CentralizedClockGenerators (CCGs), RoutingEngines, Control Boards (CBs)
andSwitchProcessorMezzanineBoards (SPMBs), FlexiblePICConcentrators
(FPCs), PICs, Switch Interface Boards (SIBs), and fan trays (vertical and
horizontal).

• (MX2010 and MX2020 routers)—Information about the chassis, midplane,
craft interface(FPM),powermidplane(PMP),PowerSupplyModules (PSMs),
Power Distribution Modules (PDMs), Routing Engines, Control Boards (CBs)
and Switch Processor Mezzanine Boards (SPMBs), Switch Fabric Boards
(SFBs), Flexible PIC Concentrators (FPCs), PICs, adapter cards (ADCs) and
fan trays.

Item

All levelsRevision level of the chassis component.Version

All levelsPart number of the chassis component.Part number

All levelsSerial number of the chassis component. The serial number of the backplane
is also the serial number of the router chassis. Use this serial number when you
need to contact Juniper Networks Customer Support about the router or switch
chassis.

Serial number
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Table 63: show chassis hardware Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(extensivekeywordonly) Identificationnumber thatdescribes theFRUhardware.Assb ID or
Assembly ID

extensive(extensive keyword only) Version number of the FRU hardware.Assembly Version

extensive(extensive keyword only) Flags.Assembly Flags

none specified(clei-models, extensive, andmodels keyword only) Model number of the FRU
hardware component.

FRUmodel number

none specified(clei-models and extensive keyword only) Common Language Equipment
Identifier code. This value is displayed only for hardware components that use
ID EEPROM format v2. This value is not displayed for components that use ID
EEPROM format v1.

CLEI code

extensiveID EEPROM version used by the hardware component: 0x00 (version 0), 0x01
(version 1), or 0x02 (version 2).

EEPROMVersion

All levelsBrief description of the hardware item:Description

• Type of power supply.

• Type of PIC. If the PIC type is not supported on the current software release,
the output states Hardware Not Supported.

• Type of FPC: FPC Type 1, FPC Type 2, FPC Type 3, FPC Type 4 , or FPC
TypeOC192.

On EX Series switches, a brief description of the FPC.

On the J Series routers, the FPC type corresponds to the Physical Interface
Module (PIM). The following list shows the PIM abbreviation in the output
and the corresponding PIM name.

• 2x FE—Either two built-in Fast Ethernet interfaces (fixed PIM) or dual-port
Fast Ethernet PIM

• 4x FE—4-port Fast Ethernet ePIM

• 1x GE Copper—Copper Gigabit Ethernet ePIM (one 10-Mbps, 100-Mbps, or
1000-Mbps port)

• 1x GE SFP—SFP Gigabit Ethernet ePIM (one fiber port)

• 4x GE Base PIC—Four built-in Gigabit Ethernet ports on a J4350 or J6350
chassis (fixed PIM)

• 2x Serial—Dual-port serial PIM

• 2x T1—Dual-port T1 PIM

• 2x E1—Dual-port E1 PIM

• 2x CT1E1—Dual-port channelized T1/E1 PIM

• 1x T3—T3 PIM (one port)

• 1x E3—E3 PIM (one port)

• 4x BRI S/T—4-port ISDN BRI S/T PIM

• 4x BRI U—4-port ISDN BRI U PIM

• 1x ADSL Annex A—ADSL 2/2+ Annex A PIM (one port, for POTS)

• 1x ADSL Annex B—ADSL 2/2+ Annex B PIM (one port, for ISDN)
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Table 63: show chassis hardware Output Fields (continued)

Level of OutputField DescriptionField Name

• 2xSHDSL(ATM)—GSHDSLPIM(2-port two-wiremoduleor 1-port four-wire
module)

• 1x TGM550—TGM550 Telephony Gateway Module (Avaya VoIP gateway
module with one console port, two analog LINE ports, and two analog
TRUNK ports)

• 1x DS1 TIM510—TIM510 E1/T1 Telephony Interface Module (Avaya VoIP
media module with one E1 or T1 trunk termination port and ISDN PRI
backup)

• 4xFXS,4xFX0,TIM514—TIM514AnalogTelephony InterfaceModule (Avaya
VoIPmedia module with four analog LINE ports and four analog TRUNK
ports)

• 4xBRITIM521—TIM521BRITelephony InterfaceModule (AvayaVoIPmedia
module with four ISDN BRI ports)

• Crypto Accelerator Module—For enhanced performance of cryptographic
algorithms used in IP Security (IPsec) services

• MPCM16x 10GE—16-port 10-GigabitModulePort Concentrator that supports
SFP+ optical transceivers. (Not on EX Series switches.)

• For hosts, the Routing Engine type.

• For small form-factor pluggable transceiver (SFP)modules, the typeof fiber:
LX, SX, LH, or T.

• LCD description for EX Series switches (except EX2200 switches).

• MPC2—1-port MPC2 that supports two separate slots for MICs.

• MPC3E—1-port MPC3E that supports two separate slots for MICs
(MIC-3D-1X100GE-CFP and MIC-3D-20GE-SFP) on MX960, MX480, and
MX240 routers. The MPC3Emaps one MIC to one PIC (1 MIC, 1 PIC), which
differs from themapping of legacy MPCs.

• 100GBASE-LR4, pluggable CFP optics

• Supports the Enhanced MX Switch Control Board with fabric redundancy
and existing SCBs without fabric redundancy.

• Interoperates with existing MX Series line cards, including Flexible Port
Concentrators (FPC), Dense Port Concentrators (DPCs), and Modular Port
Concentrators (MPCs).

• MPC4E—Fixed configuration MPC4E that is available in two flavors:
MPC4E-3D-32XGE-SFPPandMPC4E-3D-2CGE-8XGEonMX2020,MX960,
MX480, and MX240 routers.

• LCD description for MX Series routers

Sample Output

show chassis hardware (EX8216 Switch)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis          REV 06                CY0109220035      EX8216
Midplane         REV 06   710-016845   BA0909120112      EX8216-MP
CB 0             REV 22   710-020771   AX0109197723      EX8216-RE320
CB 1             REV 22   710-020771   AX0109197726      EX8216-RE320
  Routing Engine 1        BUILTIN      BUILTIN           RE-EX8216
FPC 3            REV 19   710-020683   BC0109083125      EX8200-48F
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  CPU            REV 13   710-020598   BF0109144549      EX8200-CPU
FPC 4            REV 17   710-020683   BC0108500127      EX8200-48F
  CPU            REV 10   710-020598   BF0108460510      EX8200-CPU
  PIC 0                   BUILTIN      BUILTIN           48x 100 Base-QFX/1000 
Base-X
    Xcvr 1       REV 01   740-011613   PE70V89           SFP-SX
    Xcvr 11      REV 01   740-011613   PE70YCE           SFP-SX
    Xcvr 12      REV 01   740-011613   PE70VSH           SFP-SX
    Xcvr 13      REV 01   740-011613   E08C02063         SFP-SX
    Xcvr 14      REV 01   740-011613   PE70VKU           SFP-SX
    Xcvr 15      REV 01   740-011613   E08E03372         SFP-SX
    Xcvr 21      REV 01   740-011613   PE70VAD           SFP-SX
    Xcvr 22      REV 01   740-011613   E08E01228         SFP-SX
    Xcvr 23      REV 01   740-011613   PE70VSL           SFP-SX
    Xcvr 24      REV 01   740-011613   E08E03409         SFP-SX
    Xcvr 25      REV 01   740-011613   PE70VL4           SFP-SX
    Xcvr 26      REV 01   740-011613   PDQ4L2Z           SFP-SX
    Xcvr 27      REV 01   740-011613   PE70WFK           SFP-SX
    Xcvr 28      REV 01   740-011782   PBD2B5U           SFP-SX
    Xcvr 29      REV 01   740-011613   PE70UQX           SFP-SX
    Xcvr 30      REV 01   740-011613   PE70VL5           SFP-SX
    Xcvr 31      REV 01   740-011613   PE70V0F           SFP-SX
    Xcvr 32      REV 01   740-011613   E08C02052         SFP-SX
    Xcvr 33      REV 01   740-011613   E08C02197         SFP-SX
    Xcvr 34      REV 01   740-011613   PE70V0L           SFP-SX
    Xcvr 35      REV 01   740-011613   E08E03390         SFP-SX
    Xcvr 36      REV 01   740-011613   PDQ4VL9           SFP-SX
    Xcvr 37      REV 01   740-011613   E08E03370         SFP-SX
    Xcvr 38      REV 01   740-011613   E08E03362         SFP-SX
    Xcvr 39      REV 01   740-011613   E08C02065         SFP-SX
    Xcvr 40      REV 01   740-011613   E08E03405         SFP-SX
    Xcvr 41      REV 01   740-011613   E08E03411         SFP-SX
    Xcvr 43      REV 01   740-011613   E08C02171         SFP-SX
    Xcvr 45      REV 01   740-011613   E08E03410         SFP-SX
FPC 13           REV 16   710-016837   BB0109051344      EX8200-8XS
  CPU
SIB 0            REV 10   710-021613   AY0109166244      EX8216-SF320
SIB 1            REV 10   710-021613   AY0109166357      EX8216-SF320
SIB 2            REV 10   710-021613   AY0109166362      EX8216-SF320
SIB 3            REV 10   710-021613   AY0109166338      EX8216-SF320
SIB 4            REV 10   710-021613   AY0109166350      EX8216-SF320
SIB 5            REV 10   710-021613   AY0109166365      EX8216-SF320
SIB 6            REV 10   710-021613   AY0109166361      EX8216-SF320
SIB 7            REV 10   710-021613   AY0109166399      EX8216-SF320
PSU 0            REV 17   740-021466   BG0709170003      EX8200-AC2K
PSU 1            REV 17   740-021466   BG0709170004      EX8200-AC2K
PSU 2            REV 17   740-021466   BG0709170020      EX8200-AC2K
PSU 3            REV 17   740-021466   BG0709170017      EX8200-AC2K
PSU 4            REV 17   740-021466   BG0709170008      EX8200-AC2K
PSU 5            REV 17   740-021466   BG0709170018      EX8200-AC2K
Top Fan Tray
  FTC 0          REV 4    760-022620   CX1209140212      EX8216-FT
  FTC 1          REV 4    760-022620   CX1209140212      EX8216-FT
Bottom Fan Tray
  FTC 0          REV 4    760-022620   CX1209140211      EX8216-FT
  FTC 1          REV 4    760-022620   CX1209140211      EX8216-FT
LCD 0            REV 04   710-025742   CE0109186919      EX8200 LCD

show chassis hardware clei-models (EX8216 Switch)

user@host> show chassis hardware clei-models
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Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 08   710-016845
PSU 0            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
PSU 1            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
PSU 2            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
PSU 3            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
PSU 4            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
PSU 5            REV 05   740-023002   COUPAEAEAA        EX8200-PWR-AC3KR
Top Fan Tray
Bottom Fan Tray

show chassis hardware clei-models (T1600 Router)

user@host> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 03   710-005608                     CHAS-BP-T640-S
FPM Display      REV 05   710-002897                     CRAFT-T640-S
CIP              REV 06   710-002895                     CIP-L-T640-S
PEM 0            Rev 07   740-017906   IPUPAC7KTA        PWR-T1600-3-80-DC-S
PEM 1            Rev 18   740-002595                     PWR-T-DC-S
SCG 0            REV 15   710-003423                     SCG-T-S
Routing Engine 0 REV 08   740-014082                     RE-A-2000-4096-S
Routing Engine 1 REV 07   740-014082                     RE-A-2000-4096-S
CB 0             REV 05   710-007655                     CB-T-S
CB 1             REV 03   710-017707                     CB-T-S
FPC 0            REV 07   710-013558                     T640-FPC2-E2
  PIC 0          REV 01   750-010618                     PB-4GE-SFP
  PIC 1          REV 06   750-001900                     PB-1OC48-SON-SMSR
  PIC 2          REV 14   750-001901                     PB-4OC12-SON-SMIR
  PIC 3          REV 07   750-001900                     PB-1OC48-SON-SMSR
FPC 1            REV 06   710-013553                     T640-FPC1-E2
  PIC 0          REV 08   750-001072                     P-1GE-SX
  PIC 1          REV 10   750-012266                     PB-4GE-TYPE1-SFP-IQ2
  PIC 2          REV 22   750-005634                     PB-1CHOC12SMIR-QPP
FPC 2           
  PIC 0          REV 16   750-007141                     PC-10GE-SFP
  PIC 1          REV 06   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 2          REV 05   750-004695                     PC-TUNNEL
  PIC 3          REV 17   750-009553                     PC-4OC48-SON-SFP
FPC 3            REV 01   710-010154                     T640-FPC3-E
  PIC 0          REV 07   750-012793                     PC-1XGE-TYPE3-XFP-IQ2
  PIC 1          REV 25   750-007141                     PC-10GE-SFP
  PIC 2          REV 17   750-009553                     PC-4OC48-SON-SFP
  PIC 3          REV 32   750-003700                     PC-1OC192-SON-VSR
FPC 4            REV 16   710-013037                     T1600-FPC4-ES
 PIC 1           REV 06   750-034781                     PD-1CE-CFP 
FPC 5            REV 02   710-013037                     T1600-FPC4-ES
  PIC 0          REV 16   750-012518                     PD-4OC192-SON-XFP
  PIC 1          REV 01   750-010850                     PD-1OC768-SON-SR
FPC 6            REV 14   710-013037                     T1600-FPC4-ES
  PIC 0          REV 11   750-017405                     PD-4XGE-XFP
  PIC 1          REV 13   750-017405                     PD-4XGE-XFP
FPC 7            REV 09   710-007529                     T640-FPC3
  PIC 0          REV 10   750-012793                     PC-1XGE-TYPE3-XFP-IQ2
  PIC 1          REV 01   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 2          REV 01   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 3          REV 15   750-009450                     PC-1OC192-SON-SR2
SIB 0            REV 07   710-013074                     SIB-I-T1600-S
SIB 1            REV 07   710-013074                     SIB-I-T1600-S
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SIB 2            REV 07   710-013074                     SIB-I-T1600-S
SIB 3            REV 07   710-013074                     SIB-I-T1600-S
SIB 4            REV 07   710-013074                     SIB-I-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FAN-REAR-TX-T640-S

show chassis hardware detail (EX4200 Switch)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                BM0208327733      EX4200-24T
Routing Engine 0 REV 11   750-021256   BM0208327733      EX4200-24T, 8 POE
Routing Engine 0                       BM0208327733      EX4200-24T, 8 POE
FPC 0            REV 11   750-021256   BM0208327733      EX4200-24T, 8 POE
  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           24x 10/100/1000 Base-T
  PIC 1          REV 03B  711-021270   AR0208162285      4x GE SFP
  BRD            REV 08   711-021264   AK0208328289      EX4200-24T, 8 POE
Power Supply 0   REV 03   740-020957   AT0508346354      PS 320W AC
Fan Tray                                                 Fan Tray

show chassis hardwaremodels (EX4500 Switch)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Routing Engine 0 REV 01   750-035700   GG0210271867      EX4500-40F-FB-C
FPC 0            REV 01   750-035700   GG0210271867      EX4500-40F-FB-C
  PIC 0                   BUILTIN      BUILTIN           EX4500-40F-FB-C
Power Supply 1   REV 01   740-029654   H884FS00JC09      EX4500-PWR1-AC-FB

show chassis hardware (J6350 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1090E07ADB      JSR6350
Midplane         REV 03   710-014593   NP1265
System IO        REV 01   710-016210   NN9950            JX350 System IO
Crypto Module                                            Crypto Acceleration
Routing Engine   REV 08   710-015273   NM6509            RE-J6350-3400
   ad0     248 MB  256MB CKS            00102006C24A00000039 Compact
Flash
FPC 0                                                    FPC
   PIC 0                                                  4x GE Base PIC
FPC 1            REV 06   750-010355   AI07030023        FPC
   PIC 0                                                  2x T1
FPC 3            REV 06   750-011148   AJ06520151        FPC
   PIC 0                                                  2x E1
FPC 6            REV 06   750-013492   NC4170            FPC
   PIC 0                                                  4x FE
Power Supply 0

show chassis hardware (J6300 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN000164AB        J6300
Midplane         REV 02.04 710-010001  CORE99570        
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System IO        REV 02.00 710-010003  CORE100848        System IO board
Routing Engine   RevX2.6  750-010006   IWGS40735390      RE-J.3
FPC 0                                                    FPC
  PIC 0                                                  2x FE
FPC 1            RevX2.0  750-011380   N3960005          FPC
  PIC 0                                                  1xADSL pic Annex A
FPC 2            RevX2.0  750-011380   N3960002          FPC
  PIC 0                                                  1xADSL pic Annex B
FPC 3            REV 03   750-010354   N0780028          FPC
  PIC 0                                                  1x T3

show chassis hardware (M7i Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                31959             M7i
Midplane         REV 02   710-008761   CA0209            M7i Midplane
Power Supply 0   Rev 04   740-008537   PD10272           AC Power Supply
Routing Engine   REV 01   740-008846   1000396803        RE-5.0
CFEB             REV 02   750-009492   CA0166            Internet Processor IIv1
FPC 0                                                    E-FPC
  PIC 0          REV 04   750-003163   HJ6416            1x G/E, 1000 BASE-SX
  PIC 1          REV 04   750-003163   HJ6423            1x G/E, 1000 BASE-SX
  PIC 2          REV 04   750-003163   HJ6421            1x G/E, 1000 BASE-SX
  PIC 3          REV 02   750-003163   HJ0425            1x G/E, 1000 BASE-SX
FPC 1                                                    E-FPC
  PIC 2          REV 01   750-009487   HM2275            ASP - Integrated  
  PIC 3          REV 01   750-009098   CA0142            2x F/E, 100 BASE-TX

Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                B1157             M7i
Midplane         REV 05   710-008761   DM0840            M7i Midplane
Power Supply 0   Rev 08   740-008537   TE53755           AC Power Supply
Routing Engine   REV 07   740-011202   1000736567        RE-850
CFEB             REV 09   750-010463   DK6952            Internet Processor II
FPC 0                                                    E-FPC
  PIC 0          REV 12   750-012838   DL7993            4x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-011614   PD94TDJ           SFP-LX10
    Xcvr 1       REV 01   740-011615   PAD5EER           UNSUPPORTED
    Xcvr 2       REV 01   740-011614   PD94THU           SFP-LX10
    Xcvr 3                NON-JNPR     PDC2E7A           SFP-LX10
  PIC 1          REV 03   750-023116   JT0203            4x CHSTM1 SDH CE SFP
    Xcvr 0       REV 01   740-012434   AGT063832PS       SFP-SR
    Xcvr 1       REV 01   740-012434   AGT063832LY       SFP-SR
    Xcvr 3       REV 01   740-016064   C06J19018         SFP-LR
  PIC 2          REV 15   750-014895   DM5757            MultiServices 100
  PIC 3          REV 01   750-025390   JW9448            12x T1/E1 CE
FPC 1                                                    E-FPC
  PIC 2                   BUILTIN      BUILTIN           1x Tunnel
  PIC 3          REV 09   750-009099   DM0899            1x G/E, 1000 BASE
    Xcvr 0       REV 01   740-012434   AGT07150HGJ       UNSUPPORTED
Fan Tray                                                 Rear Fan Tray

show chassis hardware (M10 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                1122              M10
Midplane         REV 1.1  710-001950   S/N AC6626
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Power supply A   Rev 01   740-002497   S/N LC36095       AC
Power supply B   Rev 01   740-002497   S/N LC36100       AC
Display          REV 1.2  710-001995   S/N AC6656
Host                                   18000005dfb3fb01  teknor
FEB              REV 01   710-001948   S/N AC6632        Internet Processor II
FPC 0
  PIC 0          REV 08   750-001072   S/N AB2485        1x G/E, 1000 BASE-SX
  PIC 1          REV 01   750-000613   S/N AA1048        1x OC-12 SONET, SMIR
FPC 1
Fan Tray 0                                               FANTRAY-M10I-S
Fan Tray 1                                               FANTRAY-M10I-S

show chassis hardwaremodels (M10 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 04   710-008920                     CHAS-MP-M10i-S
Power Supply 0   Rev 06   740-008537                     PWR-M10i-M7i-AC-S
Power Supply 1   Rev 06   740-008537                     PWR-M10i-M7i-AC-S
HCM 0            REV 03   710-010580                     HCM-M10i-S
HCM 1            REV 03   710-010580                     HCM-M10i-S
Routing Engine 0 REV 09   740-009459                     RE-400-256-S
CFEB 0           REV 05   750-010465                     FEB-M10i-M7i-S
FPC 0           
  PIC 0          REV 10   750-002971                     PE-4OC3-SON-MM
  PIC 1          REV 11   750-002992                     PE-4FE-TX
  PIC 2          REV 03   750-002977                     PE-2OC3-ATM-MM
  PIC 3          REV 08   750-005724                     PE-2OC3-ATM2-MM
FPC 1           
  PIC 2          REV 12   750-008425                     PE-AS
  PIC 3          REV 13   750-005636                     PE-4CHDS3-QPP
Fan Tray 0                                               FANTRAY-M10I-S
Fan Tray 1                                               FANTRAY-M10I-S

show chassis hardware (M20 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                20033             M20
Backplane        REV 07   710-001517   S/N AA7940
Power supply B   Rev 01   740-001465   S/N 000001        AC
Display          REV 02   710-001519   S/N AA9704
Host 0                                 98000004f8f27501  teknor
SSB slot 0       REV 01   710-001951   S/N AD5905        Internet Processor II
  SSRAM bank 0   REV 01   710-001385   S00480            2 MB
  SSRAM bank 1   REV 01   710-001385   S00490            2 MB
  SSRAM bank 2   REV 01   710-001385   S001:?            2 MB
  SSRAM bank 3   REV 01   710-001385   S00483            2 MB
SSB slot 1       N/A      N/A          N/A               Backup
FPC 1            REV 01   710-001292   S/N AB7528
  SSRAM          REV 01   710-000077   S/N 304209        1 MB
  SDRAM bank 0   REV 01   710-000099   S/N 000603        64 MB
  SDRAM bank 1   REV 01   710-000099   S/N 000414        64 MB
  PIC 0          REV 03   750-000612   S/N AB8433        2x OC-3 ATM, MM
  PIC 1          REV 01   750-000616   S/N AA1168        1x OC-12 ATM, MM
  PIC 2          REV 01   750-000613   S/N AA1008        1x OC-12 SONET, SMIR
  PIC 3          REV 01   750-002501   S/N AD5810        4x E3
FPC 2            REV 01   710-001292   S/N AC0119
  SSRAM          REV 01   710-000077   S/N 503241        1 MB
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  SDRAM bank 0   REV 01   710-000099   S/N 306835        64 MB
  SDRAM bank 1   REV 01   710-000099   S/N 306832        64 MB 
Fan Tray 0                                               Front Upper Fan Tray
Fan Tray 1                                               Front Middle Fan Tray
Fan Tray 2                                               Front Bottom Fan Tray
Fan Tray 3                                               Rear Fan Tray

show chassis hardwaremodels (M20 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Backplane        REV 03   710-002334                     CHAS-MP-M20-S
Power Supply A   REV 06   740-001465                     PWR-M20-AC-S
Display          REV 04   710-001519                     CRAFT-M20-S
Routing Engine 0 REV 06   740-003239                     RE-333-768-S
Routing Engine 1 REV 06   740-003239                     RE-333-768-S
SSB 0            REV 02   710-001951                     SSB-E-M20
SSB 1            N/A      N/A         
FPC 0            REV 03   710-003308                     FPC-E
  PIC 0          REV 08   750-002303                     P-4FE-TX
  PIC 1          REV 07   750-004745                     P-2MCDS3
  PIC 2          REV 03   750-002965                     PE-4CHDS3
FPC 1            REV 03   710-003308                     FPC-E
  PIC 0          REV 03   750-002914                     P-2OC3-ATM-MM
Fan Tray 0                                               FANTRAY-F-M20-S
Fan Tray 1                                               FANTRAY-F-M20-S
Fan Tray 2                                               FANTRAY-F-M20-S
Fan Tray 3                                               FANTRAY-R-M20-S

show chassis hardware (M40 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Backplane        REV 02   710-000073   S/N AA0053
Power supply A   Rev 2    740-000235   S/N 000042        DC
Maxicab          REV X1   710-000229   S/N AAO139
Minicab          REV X1   710-000482   S/N AA0201
Display          REV 06   710-000150   S/N AA0905
Host                                                     cpv5000  
SCB              REV X1   710-000075   S/N AA0158        Internet Processor I
  SSRAM bank 0   REV 02   710-000077   S/N AA2267        1 MB
  SSRAM bank 1   REV 02   710-000077   S/N AA2270        1 MB
  SSRAM bank 2   REV 02   710-000077   S/N AA2269        1 MB
  SSRAM bank 3   REV 02   710-000077   S/N AA2268        1 MB
FPC 0            REV 01   710-000175   S/N AA0048
  SSRAM          REV 01   710-000077   S/N AA2333        1 MB
  SDRAM bank 0   REV 01   710-000099   S/N AA2332        64 MB
  SDRAM bank 1   REV X1   710-000099   S/N AA2337        64 MB
  PIC 0          REV 04   750-000613   S/N aa0343        1x OC-12 SONET, SMIR
  PIC 1          REV 04   750-000613   S/N AA0379        1x OC-12 SONET, SMIR
  PIC 2          REV 04   750-000613   S/N AA0377        1x OC-12 SONET, SMIR
  PIC 3          REV 04   750-000613   S/N AA0378        1x Tunnel
FPC 2            REV 01   710-000175   S/N AA0042
  SSRAM          REV 02   710-000077   S/N AA2288        1 MB
  SDRAM bank 0   REV 01   710-000099   S/N AA2331        64 MB
  SDRAM bank 1   REV 01   710-000099   S/N AA2330        64 MB
  PIC 0          REV X1   750-000603   S/N AA0143        4x OC-3 SONET, SMIR
  PIC 1          REV X1   750-000615   S/N AA0149        4x OC-3 SONET, MM
  PIC 2          REV X1   750-000611   S/N AA0148        4x OC-3 SONET, MM
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  PIC 3          REV 04   750-000613   S/N AA0330        1x OC-12 SONET, SMIR
FPC 4            REV 01   710-000175   S/N AA0050
  SSRAM          REV 01   710-000077   S/N AA2327        1 MB
  SDRAM bank 0   REV 01   710-000099   S/N AA2329        64 MB
  SDRAM bank 1   REV 01   710-000099   S/N AA2328        64 MB
  PIC 0          REV 04   750-000613   S/N AA0320        1x OC-12 SONET, SMIR
  PIC 2          REV 05   750-000616   S/N AA1341        1x OC-12 ATM, MM
  PIC 3          REV 08   750-001072   S/N AB2462        1x G/E, 1000 BASE-SX
FPC 5            REV 10   710-000175   S/N AA7663
  SSRAM          REV 01   710-000077   S/N 501590        1 MB
  SDRAM bank 0   REV 01   710-000099   S/N 300949        64 MB
  SDRAM bank 1   REV 01   710-000099   S/N 300868        64 MB
  PIC 1          REV 01   750-001323   S/N AB1670        1x Tunnel

show chassis hardware (M40e Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  m40e
Midplane         REV 01   710-005071   AX3671           
FPM CMB          REV 03   710-001642   AR9074           
FPM Display      REV 03   710-001647   AR7331           
CIP              REV 04   710-002649   BB4449           
PEM 0            Rev 01   740-003787   MC12364           Power Entry Module
PEM 1            Rev 01   740-003787   MC12383           Power Entry Module
PCG 0            REV 07   710-001568   AG1332           
PCG 1            REV 07   710-001568   AR3789           
Host 0                                 3e000007c8176601  Present
MCS 0            REV 11   710-001226   AN5813           
SFM 0 SPP        REV 07   710-001228   AG4676           
SFM 0 SPR        REV 05   710-002189   AE4735            Internet Processor II
SFM 1 SPP        REV 07   710-001228   AP1347           
SFM 1 SPR        REV 05   710-002189   BE0063            Internet Processor II
FPC 0            REV 01   710-011725   BE0669            M40e-EP-FPC Type 1
  CPU            REV 01   710-004600   BD9504             
  PIC 0          REV 03   750-003737   AY3991            4x G/E, 1000 BASE-SX
FPC 1            REV 01   710-005197   BD9842            M40e-FPC Type 2
  CPU            REV 01   710-004600   BB4869           
  PIC 0          REV 07   750-001900   AR8278            1x OC-48 SONET, SMSR
FPC 2            REV 02   710-005197   BD9824            M40e-FPC Type 2
  CPU            REV 01   710-004600   BD9531           
  PIC 0          REV 03   750-003737   AY3986            4x G/E, 1000 BASE-SX
FPC 4            REV 02   710-005078   BE0664            M40e-FPC Type 1
  CPU            REV 01   710-004600   BD9559           
  PIC 0          REV 03   750-001894   AG7963            1x G/E, 1000 BASE-SX
  PIC 2          REV 01   750-002575   AF2472            4x OC-3 SONET, SMIR
FPC 6            REV 02   710-005078   BE0652            M40e-FPC Type 1
  CPU            REV 01   710-004600   BD9607           
  PIC 0          REV 02   750-002911   AN2286            4x F/E, 100 BASE-TX
  PIC 2          REV 01   750-002577   AP6345            4x OC-3 SONET, MM

show chassis hardware (M120 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN000054AC        M120
Midplane         REV 01   710-013667   RB4170            M120 Midplane
FPM Board        REV 02   710-011407   CJ9186            M120 FPM Board
FPM Display      REV 02   710-011405   CJ9173            M120 FPM Display
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FPM CIP          REV 02   710-011410   CJ9221            M120 FPM CIP
PEM 0            Rev 05   740-011936   RM28320           AC Power Entry Module
PEM 1            Rev 05   740-011936   RM28321           AC Power Entry Module
Routing Engine 0 REV 03   740-014080   1000642883        RE-A-1000
CB 0             REV 03   710-011403   CM8346            M120 Control Board
CB 1             REV 06   710-011403   CP6728            M120 Control Board
FPC 1            REV 02   710-015908   CP6925            M120 CFPC 10GE
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN) XFP
    Xcvr 0       REV 01   740-014279   62E204N00007      XFP-10G-LR
FPC 3            REV 03   710-011393   CJ9234            M120 FPC Type 2
  PIC 0          REV 16   750-008155   NB5229            2x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011613   P9F15JB           SFP-SX
    Xcvr 1       REV 01   740-007326   P4Q0R9G           SFP-SX
  PIC 1          REV 09   750-007745   CG4360            4x OC-3 SONET, SMIR
  PIC 2          REV 16   750-008155   ND7787            2x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011613   P9F12AS           SFP-SX
    Xcvr 1       REV 01   740-011613   P9F1ALU           SFP-SX
  PIC 3          REV 07   750-011800   JW1284            8x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-011613   P9F1AM6           SFP-SX
    Xcvr 6       REV 01   740-011613   P9F16NN           SFP-SX
    Xcvr 7       REV 01   740-011782   P8C29Y7           SFP-SX
  Board B        REV 02   710-011395   CN3754            M120 FPC Mezz 
FPC 4            REV 02   710-011398   CP6741            M120 FPC Type 3 
  PIC 0          REV 16   750-007141   NB2855            10x 1GE(LAN), 1000 BASE

    Xcvr 0       REV 01   740-011782   P922A1F           SFP-SX
    Xcvr 1       REV 01   740-011782   P922A16           SFP-SX
    Xcvr 2       REV 01   740-011782   P922A0U           SFP-SX
    Xcvr 3       REV 01   740-011782   P9229UZ           SFP-SX
    Xcvr 4       REV 01   740-009029   P11JXWP           SFP-LX
    Xcvr 6       REV 01   740-011613   P9F1ALW           SFP-SX
FPC 5            REV 01   710-011388   CJ9088            M120 FPC Type 1
  PIC 0          *** Hardware Not Supported ***
  PIC 1          REV 05   750-012052   NB0410            1x CHOC3 IQ SONET, SMLR

  PIC 2          REV 01   750-013167   CM3824            4x CHDS3 IQ
  PIC 3          REV 01   750-010240   CB5366            1x G/E SFP, 1000 BASE
  Board B        REV 01   710-011390   CJ9103            M120 FPC Mezz Board
FEB 3            REV 04   710-011663   CP6673            M120 FEB 
FEB 4            REV 04   710-011663   CJ9368            M120 FEB 
FEB 5            REV 04   710-011663   CJ9386            M120 FEB
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Top Fan Tray
Fan Tray 3                                               Rear Bottom Fan Tray

show chassis hardware detail (M120 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN000054AC        M120
Midplane         REV 01   710-013667   RB4170            M120 Midplane
FPM Board        REV 02   710-011407   CJ9186            M120 FPM Board
FPM Display      REV 02   710-011405   CJ9173            M120 FPM Display
FPM CIP          REV 02   710-011410   CJ9221            M120 FPM CIP
PEM 0            Rev 05   740-011936   RM28320           AC Power Entry Module
PEM 1            Rev 05   740-011936   RM28321           AC Power Entry Module
Routing Engine 0 REV 03   740-014080   1000642883        RE-A-1000
  ad0     248 MB  SILICONSYSTEMS INC 256M 126CT505S0763SC00110 Compact Flash
  ad2   38154 MB  HTE541040G9SA00      MPBBT0X2HS2E3M    Hard Disk
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CB 0             REV 03   710-011403   CM8346            M120 Control Board
CB 1             REV 06   710-011403   CP6728            M120 Control Board
FPC 1            REV 02   710-015908   CP6925            M120 CFPC 10GE
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN) XFP
    Xcvr 0       REV 01   740-014279   62E204N00007      XFP-10G-LR
FPC 3            REV 03   710-011393   CJ9234            M120 FPC Type 2
  PIC 0          REV 16   750-008155   NB5229            2x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011613   P9F15JB           SFP-SX
    Xcvr 1       REV 01   740-007326   P4Q0R9G           SFP-SX
  PIC 1          REV 09   750-007745   CG4360            4x OC-3 SONET, SMIR
  PIC 2          REV 16   750-008155   ND7787            2x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011613   P9F12AS           SFP-SX
    Xcvr 1       REV 01   740-011613   P9F1ALU           SFP-SX
  PIC 3          REV 07   750-011800   JW1284            8x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-011613   P9F1AM6           SFP-SX
    Xcvr 6       REV 01   740-011613   P9F16NN           SFP-SX
    Xcvr 7       REV 01   740-011782   P8C29Y7           SFP-SX
  Board B        REV 02   710-011395   CN3754            M120 FPC Mezz
FPC 4            REV 02   710-011398   CP6741            M120 FPC Type 3
  PIC 0          REV 16   750-007141   NB2855            10x 1GE(LAN), 1000 BASE

    Xcvr 0       REV 01   740-011782   P922A1F           SFP-SX
    Xcvr 1       REV 01   740-011782   P922A16           SFP-SX
    Xcvr 2       REV 01   740-011782   P922A0U           SFP-SX
    Xcvr 3       REV 01   740-011782   P9229UZ           SFP-SX
    Xcvr 4       REV 01   740-009029   P11JXWP           SFP-LX
    Xcvr 6       REV 01   740-011613   P9F1ALW           SFP-SX
FPC 5            REV 01   710-011388   CJ9088            M120 FPC Type 1
  PIC 0          *** Hardware Not Supported ***
  PIC 1          REV 05   750-012052   NB0410            1x CHOC3 IQ SONET, SMLR

  PIC 2          REV 01   750-013167   CM3824            4x CHDS3 IQ
  PIC 3          REV 01   750-010240   CB5366            1x G/E SFP, 1000 BASE
  Board B        REV 01   710-011390   CJ9103            M120 FPC Mezz Board
FEB 3            REV 04   710-011663   CP6673            M120 FEB
FEB 4            REV 04   710-011663   CJ9368            M120 FEB
FEB 5            REV 04   710-011663   CJ9386            M120 FEB
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Top Fan Tray
Fan Tray 3                                               Rear Bottom Fan Tray

show chassis hardwaremodels (M120 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 01   710-013667  
FPM CIP          REV 02   710-011410                     CRAFT-M120-S
PEM 0            Rev 05   740-011936                     PWR-M120-AC-S
PEM 1            Rev 05   740-011936                     PWR-M120-AC-S
Routing Engine 0 REV 03   740-014080                     RE-A-1000-2048-S
CB 0             REV 03   710-011403                     CB-M120-S
CB 1             REV 06   710-011403                     CB-M120-S
FPC 1            REV 02   710-015908                     M120-cFPC-1XGE-XFP
FPC 3           
  PIC 0          REV 16   750-008155                     PB-2GE-SFP-QPP
  PIC 1          REV 09   750-007745                     PC-4OC3-SON-SMIR
  PIC 2          REV 16   750-008155                     PB-2GE-SFP-QPP
  PIC 3          REV 07   750-011800                     PB-8GE-TYPE2-SFP-IQ2
FPC 4           
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  PIC 0          REV 16   750-007141                     PC-10GE-SFP
FPC 5           
  PIC 1          REV 05   750-012052                     PB-1CHOC3-SMIR-QPP
  PIC 2          REV 01   750-013167                     PE-4CHDS3-QPP
  PIC 3          REV 01   750-010240                     PB-1GE-SFP
Fan Tray 0                                               FFANTRAY-M120-S
Fan Tray 1                                               FFANTRAY-M120-S
Fan Tray 2                                               RFANTRAY-M120-S
Fan Tray 3                                               RFANTRAY-M120-S

show chassis hardware (M160 Router)

user@host> show chassis hardware
Item             Version  Part number  Serial number     Description
Chassis                                101               M160
Midplane         REV 02   710-001245   S/N AB4107
FPM CMB          REV 01   710-001642   S/N AA2911
FPM Display      REV 01   710-001647   S/N AA2999
CIP              REV 02   710-001593   S/N AA9563
PEM 0            Rev 01   740-001243   S/N KJ35769       DC
PEM 1            Rev 01   740-001243   S/N KJ35765       DC
PCG 0            REV 01   710-001568   S/N AA9794
PCG 1            REV 01   710-001568   S/N AA9804
Host 1                                 da000004f8d57001  teknor
MCS 1            REV 03   710-001226   S/N AA9777
SFM 0 SPP        REV 04   710-001228   S/N AA2975
SFM 0 SPR        REV 02   710-001224   S/N AA9838        Internet Processor I
SFM 1 SPP        REV 04   710-001228   S/N AA2860
SFM 1 SPR        REV 01   710-001224   S/N AB0139        Internet Processor I
FPC 0            REV 03   710-001255   S/N AA9806        FPC Type 1
  CPU            REV 02   710-001217   S/N AA9590
  PIC 1          REV 05   750-000616   S/N AA1527        1x OC-12 ATM, MM
  PIC 2          REV 05   750-000616   S/N AA1535        1x OC-12 ATM, MM
  PIC 3          REV 01   750-000616   S/N AA1519        1x OC-12 ATM, MM
FPC 1            REV 02   710-001611   S/N AA9523        FPC Type 2
  CPU            REV 02   710-001217   S/N AA9571
  PIC 0          REV 03   750-001900   S/N AA9626        1x STM-16 SDH, SMIR
  PIC 1          REV 01   710-002381   S/N AD3633        2x G/E, 1000 BASE-SX
FPC 2                                                    FPC Type OC192
  CPU            REV 03   710-001217   S/N AB3329
  PIC 0          REV 01                                  1x OC-192 SM SR-2 
Fan Tray 0                                               Rear Bottom Blower
Fan Tray 1                                               Rear Top Blower
Fan Tray 2                                               Front Top Blower
Fan Tray 3                                               Front Fan Tray

show chassis hardwaremodels (M160 Router)

user@host> show chassis hardwaremodels
 Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 03   710-009120                     CHAS-BP-M320-S
FPM Display      REV 02   710-009351                     CRAFT-M320-S
CIP              REV 03   710-005926                     CIP-M320-S
PEM 2            Rev X4   740-009148                     PWR-M-DC-S
PEM 3            Rev X4   740-009148                     PWR-M-DC-S
Routing Engine 0 REV 02   740-008883                     RE-1600-2048-S
Routing Engine 1 REV 02   740-008883                     RE-1600-2048-S
FPC 0            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 01   750-001323                     P-TUNNEL
  PIC 1          REV 02   750-002987                     PE-1OC12-SON-SMIR
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  PIC 2          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 04   750-001896                     PB-1OC12-SON-SMIR
FPC 1            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 04   750-001894                     PB-1GE-SX
  PIC 1          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 03   750-001894                     PB-1GE-SX
FPC 2            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 1          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 2          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 3          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 1          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 2          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 3          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
FPC 3               
  PIC 0          REV 03   750-001895                     PB-1OC12-SON-MM
  PIC 1          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 04   750-003141                     PB-1GE-SX-B
FPC 4            REV 02   710-010419                     M320-FPC1
FPC 5            REV 02   710-010419                     M320-FPC1
FPC 6            REV 02   710-010419                     M320-FPC1
FPC 7           
  PIC 0          REV 15   750-001901                     PB-4OC12-SON-SMIR
  PIC 1          REV 06   750-001900                     PB-1OC48-SON-SMSR
  PIC 2          REV 07   750-001900                     PB-1OC48-SON-SMSR
  PIC 3          REV 05   750-003737                     PB-4GE-SX
SIB 0            REV 03   710-009184                     SIB-M-S
SIB 1            REV 03   710-009184                     SIB-M-S
SIB 2            REV 03   710-009184                     SIB-M-S
SIB 3            REV 03   710-009184                     SIB-M-S
Fan Tray 0                                               FFANTRAY-M320-S
Fan Tray 1                                               FFANTRAY-M320-S
Fan Tray 2                                               RFANTRAY-M320-S

show chassis hardware detail (M160 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                101               M160
Midplane         REV 02   710-001245   S/N AB4107
FPM CMB          REV 01   710-001642   S/N AA2911
FPM Display      REV 01   710-001647   S/N AA2999
CIP              REV 02   710-001593   S/N AA9563
PEM 0            Rev 01   740-001243   S/N KJ35769       DC
PEM 1            Rev 01   740-001243   S/N KJ35765       DC
PCG 0            REV 01   710-001568   S/N AA9794
PCG 1            REV 01   710-001568   S/N AA9804
Host 1                                 da000004f8d57001  teknor
MCS 1            REV 03   710-001226   S/N AA9777
SFM 0 SPP        REV 04   710-001228   S/N AA2975
SFM 0 SPR        REV 02   710-001224   S/N AA9838        Internet Processor I
  SSRAM bank 0   REV 01   710-000077   S/N 306456        1 MB
  SSRAM bank 1   REV 01   710-000077   S/N 306474        1 MB
  SSRAM bank 2   REV 01   710-000077   S/N 306388        1 MB
  SSRAM bank 3   REV 01   710-000077   S/N 306392        1 MB
SFM 1 SPP        REV 04   710-001228   S/N AA2860
SFM 1 SPR        REV 01   710-001224   S/N AB0139        Internet Processor I
  SSRAM bank 0   REV 01   710-000077   S/N 302917        1 MB
  SSRAM bank 1   REV 01   710-000077   S/N 302662        1 MB
  SSRAM bank 2   REV 01   710-000077   S/N 302593        1 MB
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  SSRAM bank 3   REV 01   710-000077   S/N 100160        1 MB
FPC 0            REV 03   710-001255   S/N AA9806        FPC Type 1
  CPU            REV 02   710-001217   S/N AA9590
  SSRAM          REV 01   710-000077   S/N 302836        1 MB
  SDRAM 0        REV 01   710-001196   S00141            32 MB
  SDRAM 1        REV 01   710-001196   S0010;            32 MB
  SSRAM          REV 01   710-000077   S/N 302633        1 MB
  SDRAM 0        REV 01   710-001196   S00143            32 MB
  SDRAM 1        REV 01   710-001196   S00115            32 MB
  SSRAM          REV 01   710-000077   S/N 302952        1 MB
  SDRAM 0        REV 01   710-001196   S00135            32 MB
  SDRAM 1        REV 01   710-001196   S001=3            32 MB
  SSRAM          REV 01   710-000077   S/N 302892        1 MB
  SDRAM 0        REV 01   710-001196   S000?6            32 MB
  SDRAM 1        REV 01   710-001196   S001=5            32 MB
  PIC 1          REV 05   750-000616   S/N AA1527        1x OC-12 ATM, MM
  PIC 2          REV 05   750-000616   S/N AA1535        1x OC-12 ATM, MM
  PIC 3          REV 01   750-000616   S/N AA1519        1x OC-12 ATM, MM
FPC 1            REV 02   710-001611   S/N AA9523        FPC Type 2
  CPU            REV 02   710-001217   S/N AA9571
  SSRAM          REV 01   710-000077   S/N 306340        1 MB
  SDRAM 0        REV 01   710-001196   S00012            32 MB
  SDRAM 1        REV 01   710-001196   S0001?            32 MB
  SSRAM          REV 01   710-000077   S/N 306454        1 MB
  SDRAM 0        REV 01   710-001196   S00028            32 MB
  SDRAM 1        REV 01   710-001196   S0002?            32 MB
  SSRAM          REV 01   710-000077   S/N 306492        1 MB
  SDRAM 0        REV 01   710-001196   S00015            32 MB
  SDRAM 1        REV 01   710-001196   S00031            32 MB
  SSRAM          REV 01   710-000077   S/N 306363        1 MB
  SDRAM 0        REV 01   710-001196   S00013            32 MB
  SDRAM 1        REV 01   710-001196   S00032            32 MB
  PIC 0          REV 03   750-001900   S/N AA9626        1x STM-16 SDH, SMIR
  PIC 1          REV 01   710-002381   S/N AD3633        2x G/E, 1000 BASE-SX
FPC 2                                                    FPC Type OC192
... SSRAM          REV 01   710-000077   S/N 306466        1 MB

show chassis hardware (M320 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                67245             M320
Midplane         REV 05   710-009120   RB1202            M320 Midplane
FPM GBUS         REV 04   710-005928   HZ5697            M320 Board
FPM Display      REV 05   710-009351   HR1464            M320 FPM Display
CIP              REV 04   710-005926   HT8672            M320 CIP
PEM 0            Rev 05   740-009148   QK34208           DC Power Entry Module
PEM 1            Rev 05   740-009148   QK34262           DC Power Entry Module
PEM 2            Rev 05   740-009148   QF10449           DC Power Entry Module
PEM 3            Rev 05   740-009148   QJ18257           DC Power Entry Module
Routing Engine 0 REV 06   740-008883   P11123901185      RE-4.0
CB 0             REV 07   710-009115   JB2382            M320 Control Board
FPC 0            REV 02   710-005017   CD9926            M320 FPC Type 2
  CPU            REV 01   710-011659   CJ6940            M320 PCA SCPU
  PIC 0          REV 07   750-001900   AT1594            1x OC-48 SONET, SMSR
  PIC 1          REV 03   750-001850   HS2746            1x Tunnel
  PIC 2          REV 05   750-010618   JE7117            4x G/E SFP, 1000 BASE
  PIC 3          REV 06   750-001900   HE6083            1x OC-48 SONET, SMSR
FPC 2            REV 02   710-005017   CH0319            M320 FPC Type 1
  CPU            REV 01   710-011659   CJ6942            M320 PCA SCPU
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  PIC 0          REV 05   750-003034   BD8705            4x OC-3 SONET, SMIR
FPC 5            REV 02   710-005017   CD9938            M320 FPC Type 2
  CPU               
FPC 7            REV 02   710-005017   CD9934            M320 FPC Type 2
  CPU           
SIB 0            REV 09   710-009184   JA6540            M320 SIB
SIB 1            REV 09   710-009184   HV9511            M320 SIB
SIB 2            REV 09   710-009184   HW2057            M320 SIB
SIB 3            REV 09   710-009184   JA6687            M320 SIB
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray

show chassis hardwaremodels (M320 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 03   710-009120                     CHAS-BP-M320-S
FPM Display      REV 02   710-009351                     CRAFT-M320-S
CIP              REV 03   710-005926                     CIP-M320-S
PEM 2            Rev X4   740-009148                     PWR-M-DC-S
PEM 3            Rev X4   740-009148                     PWR-M-DC-S
Routing Engine 0 REV 02   740-008883                     RE-1600-2048-S
Routing Engine 1 REV 02   740-008883                     RE-1600-2048-S
FPC 0            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 01   750-001323                     P-TUNNEL
  PIC 1          REV 02   750-002987                     PE-1OC12-SON-SMIR
  PIC 2          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 04   750-001896                     PB-1OC12-SON-SMIR
FPC 1            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 04   750-001894                     PB-1GE-SX
  PIC 1          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 03   750-001894                     PB-1GE-SX
FPC 2            REV 02   710-010419                     M320-FPC1
  PIC 0          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 1          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 2          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 3          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 1          REV 10   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 2          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 3          REV 07   750-005634                     PB-1CHOC12SMIR-QPP
FPC 3               
  PIC 0          REV 03   750-001895                     PB-1OC12-SON-MM
  PIC 1          REV 04   750-001894                     PB-1GE-SX
  PIC 3          REV 04   750-003141                     PB-1GE-SX-B
FPC 4            REV 02   710-010419                     M320-FPC1
FPC 5            REV 02   710-010419                     M320-FPC1
FPC 6            REV 02   710-010419                     M320-FPC1
FPC 7           
  PIC 0          REV 15   750-001901                     PB-4OC12-SON-SMIR
  PIC 1          REV 06   750-001900                     PB-1OC48-SON-SMSR
  PIC 2          REV 07   750-001900                     PB-1OC48-SON-SMSR
  PIC 3          REV 05   750-003737                     PB-4GE-SX
SIB 0            REV 03   710-009184                     SIB-M-S
SIB 1            REV 03   710-009184                     SIB-M-S
SIB 2            REV 03   710-009184                     SIB-M-S
SIB 3            REV 03   710-009184                     SIB-M-S
Fan Tray 0                                               FFANTRAY-M320-S
Fan Tray 1                                               FFANTRAY-M320-S
Fan Tray 2                                               RFANTRAY-M320-S

649Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



show chassis hardware (MX5 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                E1368             MX5-T
Midplane         REV 01   711-038215   YF5288            MX5-T
PEM 0            Rev 04   740-028288   VA01215           AC Power Entry Module
PEM 1            Rev 04   740-028288   VA01218           AC Power Entry Module
Routing Engine            BUILTIN      BUILTIN           Routing Engine
TFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
  QXM 0          REV 05   711-028408   ZA9136            MPC QXM
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           4x 10GE XFP
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 24   750-028392   YX9820            3D 20x 1GE(LAN) SFP
    PIC 0                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-031851   AM1045SUAQ3       SFP-SX
      Xcvr 1     REV 01   740-031851   AM1045SUAPA       SFP-SX
      Xcvr 2     REV 01   740-031851   AM1045SUAN7       SFP-SX
      Xcvr 3     REV 01   740-031851   AM1045SU91Q       SFP-SX
      Xcvr 4     REV 01   740-031851   AM1045SUDDR       SFP-SX
      Xcvr 9     REV 01   740-011613   AM0848SB6A1       SFP-SX
    PIC 1                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-031851   AM1045SUAN0       SFP-SX
      Xcvr 1     REV 01   740-011613   AS0812S0719       SFP-SX
      Xcvr 2     REV 01   740-011613   AM0821SA121       SFP-SX
      Xcvr 3     REV 01   740-011613   PF21K21           SFP-SX
      Xcvr 4     REV 01   740-011613   AM0848SB69Z       SFP-SX
      Xcvr 5     REV 01   740-011782   P9P0XV3           SFP-SX
      Xcvr 6     REV 01   740-011613   AM0812S8WJN       SFP-SX
      Xcvr 7     REV 01   740-011613   PAM3G9Q           SFP-SX
      Xcvr 8     REV 01   740-011613   AM0848SB4A6       SFP-SX
      Xcvr 9     REV 01   740-011782   P9M0U37           SFP-SX
  MIC 1          REV 20   750-028380   ZG2657            3D 2x 10GE XFP
    PIC 2                 BUILTIN      BUILTIN           1x 10GE XFP
    PIC 3                 BUILTIN      BUILTIN           1x 10GE XFP
Fan Tray                                                 Fan Tray

show chassis hardware (MX10 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                E1372             MX10-T
Midplane         REV 01   711-038211   YF5285            MX10-T
PEM 0            Rev 04   740-028288   VB01678           AC Power Entry Module
Routing Engine            BUILTIN      BUILTIN           Routing Engine
TFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
  QXM 0          REV 05   711-028408   ZA9053            MPC QXM
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           4x 10GE XFP
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 24   750-028392   YX9436            3D 20x 1GE(LAN) SFP
    PIC 0                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-031851   AM1107SUFQW       SFP-SX
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    PIC 1                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
Fan Tray                                                 Fan Tray

show chassis hardware (MX40 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                E1367             MX40-T
Midplane         REV 01   711-038211   YF5284            MX40-T
PEM 0            Rev 04   740-028288   VB01680           AC Power Entry Module
PEM 1            Rev 04   740-028288   VB01700           AC Power Entry Module
Routing Engine            BUILTIN      BUILTIN           Routing Engine
TFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
  QXM 0          REV 05   711-028408   ZA9048            MPC QXM
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           4x 10GE XFP
      Xcvr 0     REV 01   740-014279   M7067UPP          XFP-10G-LR
      Xcvr 1              NON-JNPR     K9J02UN           XFP-10G-LR
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 24   750-028392   YX3504            3D 20x 1GE(LAN) SFP
    PIC 0                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-011613   AM0812S8WTE       SFP-SX
      Xcvr 1     REV 01   740-011613   PFA6KV2           SFP-SX
      Xcvr 2     REV 01   740-031851   AM1045SUDDM       SFP-SX
      Xcvr 3     REV 01   740-011613   PD63C7M           SFP-SX
      Xcvr 4     REV 01   740-011613   PD63DJY           SFP-SX
      Xcvr 5     REV 02   740-011613   AA0950STLL9       SFP-SX
      Xcvr 6     REV 01   740-011782   PAR1YHC           SFP-SX
      Xcvr 7     REV 01   740-011782   P9P0XXL           SFP-SX
      Xcvr 8     REV 01   740-011613   PD63D95           SFP-SX
      Xcvr 9     REV 01   740-031851   AM1045SU9B8       SFP-SX
    PIC 1                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-011613   PF21L3Z           SFP-SX
      Xcvr 1     REV 01   740-031851   AM1045SU7M9       SFP-SX
      Xcvr 2     REV 01   740-031851   AM1045SUAPT       SFP-SX
      Xcvr 3     REV 01   740-011613   PFF2BZH           SFP-SX
      Xcvr 4     REV 01   740-031851   AM1045SUDDN       SFP-SX
      Xcvr 5     REV 01   740-031851   AM1039S00ZR       SFP-SX
      Xcvr 6     REV 01   740-031851   AM1045SUD6Y       SFP-SX
      Xcvr 8     REV 01   740-011613   PFM1QBS           SFP-SX
      Xcvr 9     REV 01   740-011613   PFF2E25           SFP-SX
  MIC 1          REV 01   750-021130   KG4391            3D 2x 10GE XFP
    PIC 2                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 01   740-011571   C645XJ04G         XFP-10G-SR
    PIC 3                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0              NON-JNPR     CA49BK0AE         XFP-10G-SR
Fan Tray                                                 Fan Tray

show chassis hardware (FixedMX80 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  MX80-48T
Midplane         REV 01   711-031603   KF9250            MX80-48T
Routing Engine            BUILTIN      BUILTIN           Routing Engine
FEB 0                     BUILTIN      BUILTIN           Forwarding Engine Board
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
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  MIC 0                   BUILTIN      BUILTIN           4x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           4x 10GE XFP
      Xcvr 0              NON-JNPR     M6439D41          XFP-10G-LR
      Xcvr 1     REV 01   740-014279   6XE931N00202      XFP-10G-LR
      Xcvr 2     REV 01   740-014289   C715XU05F         XFP-10G-SR
      Xcvr 3     REV 01   740-014289   C650XU0EP         XFP-10G-SR
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 01   711-029399   JR6981            12x 1GE(LAN) RJ45
    PIC 0                 BUILTIN      BUILTIN           12x 1GE(LAN) RJ45
    PIC 1                 BUILTIN      BUILTIN           12x 1GE(LAN) RJ45
  MIC 1          REV 01   BUILTIN      BUILTIN           12x 1GE(LAN) RJ45
    PIC 2                 BUILTIN      BUILTIN           12x 1GE(LAN) RJ45
    PIC 3                 BUILTIN      BUILTIN           12x 1GE(LAN) RJ45
Fan Tray                                                 Fan Tray

show chassis hardware (Modular MX80 Router)

user@host> show chassis hardware

Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  MX80
Midplane         REV 02   711-031594   JR7084            MX80
PEM 0            Rev 01   740-028288   000018            AC Power Entry Module
Routing Engine            BUILTIN      BUILTIN           Routing Engine
FEB 0                     BUILTIN      BUILTIN           Forwarding Engine Board

  QXM 0          REV 05   711-028408   JR7041            MPC QXM
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           4x 10GE XFP
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 02   750-028380   JR6598            3D 2x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 01   740-014289   T07M86365         XFP-10G-SR
    PIC 1                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 01   740-014289   T07M71094         XFP-10G-SR
  MIC 1          REV 02   750-028380   JG8548            3D 2x 10GE XFP
    PIC 2                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 02   740-014289   T08L86302         XFP-10G-SR
    PIC 3                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 02   740-014289   C810XU0BA         XFP-10G-SR
Fan Tray                                                 Fan Tray

show chassis hardware (MX104 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                G3503             MX104
Midplane         REV 28   750-044219   CAAX5741          MX104
PEM 0            REV 03   740-045933   1H072500016       AC Power Entry Module
PEM 1            REV 03   740-045932   1H073050017       DC Power Entry Module
Routing Engine 0 REV 20   750-044228   CAAY7935          RE-MX-104
Routing Engine 1 REV 13   750-044228   CAAM6380          RE-MX-104
AFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 15   750-036132   CAAF7948          2xOC12/8xOC3 CC-CE
    PIC 0                 BUILTIN      BUILTIN           2xOC12/8xOC3 CC-CE
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      Xcvr 0     REV 01   740-011615   PCQ0U2J           SFP-IR
      Xcvr 1     REV 01   740-016068   PJL7A6G           SFP-SR
      Xcvr 2     REV 01   740-016068   PJL7A5J           SFP-SR
      Xcvr 3     REV 01   740-016065   PJN5HPZ           SFP-SR
      Xcvr 4     REV 01   740-029122   PKB38TL           SFP-LR
      Xcvr 5     REV 01   740-011787   P6A107G           SFP-LR
      Xcvr 6     REV 01   740-029122   PKB38TR           SFP-LR
      Xcvr 7     REV 01   740-011787   PBK0NK3           SFP-LR
  MIC 1         
FPC 2                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    PIC 0                 BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      Xcvr 0     REV 01   740-031980   B10F00465         SFP+-10G-SR
      Xcvr 1     REV 01   740-031980   B10F00461         SFP+-10G-SR
      Xcvr 2     REV 01   740-031980   B10G01545         SFP+-10G-SR
      Xcvr 3     REV 01   740-031980   B10G01385         SFP+-10G-SR
Fan Tray 0       REV 02   711-049570   CAAX6538          Fan Tray

show chassis hardware detail (MX104 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                G3503             MX104
Midplane         REV 28   750-044219   CAAX5741          MX104
PEM 0            REV 03   740-045933   1H072500016       AC Power Entry Module
PEM 1            REV 03   740-045932   1H073050017       DC Power Entry Module
Routing Engine 0 REV 20   750-044228   CAAY7935          RE-MX-104
  da0    7836 MB  ATP IG eUSB SSD                        Nand Flash 0
  usb0 (addr 1)  EHCI root hub 0       Freescale         uhub0
  usb0 (addr 2)  USB2513Bi  9491       SMSC              uhub1
  usb0 (addr 3)  ATP IG eUSB SSD 44801 ATP Electronics   umass0
Routing Engine 1 REV 13   750-044228   CAAM6380          RE-MX-104
  da0    7836 MB  ATP IG eUSB SSD                        Nand Flash 0
AFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 15   750-036132   CAAF7948          2xOC12/8xOC3 CC-CE
    PIC 0                 BUILTIN      BUILTIN           2xOC12/8xOC3 CC-CE
      Xcvr 0     REV 01   740-011615   PCQ0U2J           SFP-IR
      Xcvr 1     REV 01   740-016068   PJL7A6G           SFP-SR
      Xcvr 2     REV 01   740-016068   PJL7A5J           SFP-SR
      Xcvr 3     REV 01   740-016065   PJN5HPZ           SFP-SR
      Xcvr 4     REV 01   740-029122   PKB38TL           SFP-LR
      Xcvr 5     REV 01   740-011787   P6A107G           SFP-LR
      Xcvr 6     REV 01   740-029122   PKB38TR           SFP-LR
      Xcvr 7     REV 01   740-011787   PBK0NK3           SFP-LR
  MIC 1         
FPC 2                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    PIC 0                 BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      Xcvr 0     REV 01   740-031980   B10F00465         SFP+-10G-SR
      Xcvr 1     REV 01   740-031980   B10F00461         SFP+-10G-SR
      Xcvr 2     REV 01   740-031980   B10G01545         SFP+-10G-SR
      Xcvr 3     REV 01   740-031980   B10G01385         SFP+-10G-SR
Fan Tray 0       REV 02   711-049570   CAAX6538          Fan Tray

show chassis hardware extensive (MX104 Router)

user@host> show chassis hardware extensive
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Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                G3503             MX104
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
                                 S/N:               G3503
 Assembly ID:  0x0560            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 ID: MX104                      
 Board Information Record:
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 05 60 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x20: 47 33 35 30 33 00 00 00 00 00 00 00 00 00 00 00
  Address 0x30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x70: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Midplane         REV 28   750-044219   CAAX5741          MX104
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-044219        S/N:               S/N CAAX5741
 Assembly ID:  0x0560            Assembly Version:  01.28
 Date:         03-27-2013        Assembly Flags:    0x00
 Version:      REV 28            CLEI Code:         PROTOXCLEI
 ID: MX104                       FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:
  Address 0x00: ad 01 08 00 b0 a8 6e a7 f8 00 ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 05 60 01 1c 52 45 56 20 32 38 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 34 32 31 39 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 58 35 37 34 31 00 1b 03 07
  Address 0x30: dd ff ff ff ad 01 08 00 b0 a8 6e a7 f8 00 ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 47 33 35 30 33 00 00 00 00 00 00 00
PEM 0            REV 03   740-045933   1H072500016       AC Power Entry Module
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-045933        S/N:               1H072500016
 Assembly ID:  0x0475            Assembly Version:  00.03
 Date:         12-14-2012        Assembly Flags:    0x00
 Version:      REV 03            CLEI Code:         IPUPAJ9KAA
 ID: AC Power Entry Module       FRU Model Number:  PWR-AMX1100-AC-S
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff 02 02 00 ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 04 75 00 03 52 45 56 20 30 33 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 35 39 33 33 00 00
  Address 0x20: 31 48 30 37 32 35 30 30 30 31 36 00 00 0e 0c 07
  Address 0x30: dc 30 43 ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: 02 02 00 ff 01 49 50 55 50 41 4a 39 4b 41 41 50
  Address 0x50: 57 52 2d 41 4d 58 31 31 30 30 2d 41 43 2d 53 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 70 ff ff ff ff ff ff ff ff ff ff ff ff
PEM 1            REV 03   740-045932   1H073050017       DC Power Entry Module
Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-045932        S/N:               1H073050017
 Assembly ID:  0x0476            Assembly Version:  00.03
 Date:         01-30-2013        Assembly Flags:    0x00
 Version:      REV 03            CLEI Code:         IPUPAJ8KAA
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 ID: DC Power Entry Module       FRU Model Number:  PWR-AMX1100-DC-S
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff 02 02 00 ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 04 76 00 03 52 45 56 20 30 33 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 35 39 33 32 00 00
  Address 0x20: 31 48 30 37 33 30 35 30 30 31 37 00 00 1e 01 07
  Address 0x30: dd 30 44 ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: 02 02 00 ff 01 49 50 55 50 41 4a 38 4b 41 41 50
  Address 0x50: 57 52 2d 41 4d 58 31 31 30 30 2d 44 43 2d 53 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 72 ff ff ff ff ff ff ff ff ff ff ff ff
Routing Engine 0 REV 20   750-044228   CAAY7935          RE-MX-104
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-044228        S/N:               S/N CAAY7935
 Assembly ID:  0x0b81            Assembly Version:  01.20
 Date:         03-18-2013        Assembly Flags:    0x00
 Version:      REV 20            CLEI Code:         PROTOXCLEI
 ID: RE-MX-104                   FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:              
  Address 0x00: ad 01 00 08 b0 a8 6e a6 fc 10 ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 fe 0b 81 01 14 52 45 56 20 32 30 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 34 32 32 38 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 59 37 39 33 35 00 12 03 07
  Address 0x30: dd ff ff ff ad 01 00 08 b0 a8 6e a6 fc 10 ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 ff ff ff ff ff ff ff ff ff ff ff ff
  da0    7836 MB  ATP IG eUSB SSD                        Nand Flash 0
  usb0 (addr 1)  EHCI root hub 0       Freescale         uhub0
  usb0 (addr 2)  USB2513Bi  9491       SMSC              uhub1
  usb0 (addr 3)  ATP IG eUSB SSD 44801 ATP Electronics   umass0
Routing Engine 1 REV 13   750-044228   CAAM6380          RE-MX-104
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-044228        S/N:               S/N CAAM6380
 Assembly ID:  0x0b81            Assembly Version:  01.13
 Date:         09-17-2012        Assembly Flags:    0x00
 Version:      REV 13            CLEI Code:         PROTOXCLEI
 ID: RE-MX-104                   FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:              
  Address 0x00: ad 01 00 08 64 87 88 27 08 18 ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 fe 0b 81 01 0d 52 45 56 20 31 33 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 34 32 32 38 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 4d 36 33 38 30 00 11 09 07
  Address 0x30: dc ff ff ff ad 01 00 08 64 87 88 27 08 18 ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
Address 0x70: ff ff ff c2 ff ff ff ff ff ff ff ff ff ff ff ff
  da0    7836 MB  ATP IG eUSB SSD                        Nand Flash 0
AFEB 0                    BUILTIN      BUILTIN           Forwarding Engine 
Processor
FPC 0                     BUILTIN      BUILTIN           MPC BUILTIN
FPC 1                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0          REV 15   750-036132   CAAF7948          2xOC12/8xOC3 CC-CE
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-036132        S/N:               S/N CAAF7948
 Assembly ID:  0x0a1a            Assembly Version:  01.15
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 Date:         07-03-2012        Assembly Flags:    0x00
 Version:      REV 15            CLEI Code:         IP9IAM2DAA
 ID: 2xOC12/8xOC3 CC-CE          FRU Model Number:  MIC-3D-8OC3-2OC12-ATM
 Board Information Record:              
  Address 0x00: 12 01 05 03 05 ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0a 1a 01 0f 52 45 56 20 31 35 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 36 31 33 32 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 46 37 39 34 38 00 03 07 07
  Address 0x30: dc ff ff ff 12 01 05 03 05 ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 49 50 39 49 41 4d 32 44 41 41 4d
  Address 0x50: 49 43 2d 33 44 2d 38 4f 43 33 2d 32 4f 43 31 32
  Address 0x60: 2d 41 54 4d 00 00 41 00 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff e3 c0 02 a3 9c 00 00 00 00 0a 60 00 00
    PIC 0                 BUILTIN      BUILTIN           2xOC12/8xOC3 CC-CE
      Xcvr 0     REV 01   740-011615   PCQ0U2J           SFP-IR
      Xcvr 1     REV 01   740-016068   PJL7A6G           SFP-SR
      Xcvr 2     REV 01   740-016068   PJL7A5J           SFP-SR
      Xcvr 3     REV 01   740-016065   PJN5HPZ           SFP-SR
      Xcvr 4     REV 01   740-029122   PKB38TL           SFP-LR
      Xcvr 5     REV 01   740-011787   P6A107G           SFP-LR
      Xcvr 6     REV 01   740-029122   PKB38TR           SFP-LR
      Xcvr 7     REV 01   740-011787   PBK0NK3           SFP-LR
  MIC 1                                 
FPC 2                     BUILTIN      BUILTIN           MPC BUILTIN
  MIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
 Jedec Code:   0x0000            EEPROM Version:    0x00
 P/N:          BUILTIN           S/N:               BUILTIN
 Assembly ID:  0x0a60            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 ID: 4x 10GE(LAN) SFP+                  
 Board Information Record:              
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:                          
  Address 0x00: 00 00 00 00 0a 60 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 42 55 49 4c 54 49 4e 00 4d 58 43 00
  Address 0x20: 42 55 49 4c 54 49 4e 00 4d 58 43 00 00 00 00 00
  Address 0x30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x70: 00 00 00 00 c0 02 a5 04 7f b0 02 ff 0a 1a 01 0f
    PIC 0                 BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      Xcvr 0     REV 01   740-031980   B10F00465         SFP+-10G-SR
      Xcvr 1     REV 01   740-031980   B10F00461         SFP+-10G-SR
      Xcvr 2     REV 01   740-031980   B10G01545         SFP+-10G-SR
      Xcvr 3     REV 01   740-031980   B10G01385         SFP+-10G-SR
Fan Tray 0       REV 02   711-049570   CAAX6538          Fan Tray
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          711-049570        S/N:               S/N CAAX6538
 Assembly ID:  0x0b82            Assembly Version:  01.02
 Date:         03-01-2013        Assembly Flags:    0x00
 Version:      REV 02            CLEI Code:         PROTOXCLEI
 ID: Fan Tray                    FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 82 01 02 52 45 56 20 30 32 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 34 39 35 37 30 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 58 36 35 33 38 00 01 03 07
  Address 0x30: dd ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
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  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 ff ff ff ff ff ff ff ff ff ff ff ff

show chassis hardwaremodels (MX104 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 20   750-044219   CAAS5849          PROTO-ASSEMBLY
PEM 0            REV 01   740-045932   1H072400065      
Routing Engine 0 REV 16   750-044228   CAAR5915          PROTO-ASSEMBLY
AFEB 0                    BUILTIN      BUILTIN          
FPC 0                     BUILTIN      BUILTIN          
FPC 1                     BUILTIN      BUILTIN          
  MIC 0          REV 01   750-046905   CAAK7103          MIC-3D-20GE-SFP-EH
FPC 2                     BUILTIN      BUILTIN          
Fan Tray         REV 02   711-049570   CAAX6538          PROTO-ASSEMBLY

show chassis hardware clei-models (MX104 Router)

user@host> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 20   750-044219   PROTOXCLEI        PROTO-ASSEMBLY
PEM 0            REV 01   740-045932  
Routing Engine 0 REV 16   750-044228   PROTOXCLEI        PROTO-ASSEMBLY
AFEB 0                    BUILTIN     
FPC 0                     BUILTIN     
FPC 1                     BUILTIN     
  MIC 0          REV 01   750-046905   PROTOXCLEI        MIC-3D-20GE-SFP-EH
FPC 2                     BUILTIN     
Fan Tray        REV 02   711-049570   CAAX6538          PROTO-ASSEMBLY

show chassis hardware (MX240 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN10C7F7EAFC      MX240
Midplane         REV 01   710-021041   TR1502            MX240 Backplane
FPM Board        REV 01   710-017254   KD4017            Front Panel Display
PEM 0            Rev 02   740-017330   000332            PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 02   740-017330   000226            PS 1.2-1.7kW; 100-240V 
AC in
Routing Engine 0 REV 06   740-013063   1000703522        RE-S-2000
Routing Engine 1 REV 06   740-015113   1000687625        RE-S-1300
CB 0             REV 07   710-013385   KC9057            MX SCB
CB 1             REV 05   710-013385   JY4760            MX SCB
FPC 1            REV 01   750-021679   KC7340            DPCE 40x 1GE R
  CPU            REV 06   710-013713   KD4078            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011613   P9F18ME           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN)
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN)
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN)
FPC 2            REV 04   710-016669   JS4529            DPCE 40x 1GE R EQ
  CPU            REV 06   710-013713   KB3969            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3Y79           SFP-SX
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    Xcvr 1       REV 01   740-011613   PBG3XU8           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3YG6           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3XUG           SFP-SX
    Xcvr 4       REV 01   740-011613   PBG3XTJ           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3ZUM           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3Y5H           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3UZT           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3US1           SFP-SX
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3YG7           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3XZ9           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3XTY           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3UZG           SFP-SX
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3Y8W           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3YVX           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3YB3           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG43VQ           SFP-SX
Fan Tray 0       REV 01   710-021113   JS4642            MX240 Fan Tray

show chassis hardware detail (MX 240 Router with Routing Engine Displaying DIMM information)

user@host> show chassis hardware detail

Item             Version  Part number  Serial number     Description
Chassis                                JN11279B4AFC      MX240 Backplane
Midplane         REV 07   760-021404   TS2474            MX240 Backplane
FPM Board        REV 03   760-021392   XC2643            Front Panel Display
PEM 0            Rev 03   740-017343   QCS0908A068       DC Power Entry Module
Routing Engine 0 REV 01   740-031117   AARCHOO           RE-S-1800x4
  ad0    3764 MB  STEC M2+ CF 9.0.2    STIM2Q3209239145303 Removable Compact Flash

  ad1   28626 MB  WDC SSD-F0030S-5000  C933Z036237215548S00 Compact Flash
  usb0 (addr 1)  EHCI root hub 0       Intel             uhub0
  usb0 (addr 2)  product 0x0020 32     vendor 0x8087     uhub1
  DIMM 0         VL31B5263E-F8S DIE REV-0 PCB REV-0      MFR ID-ce80
  DIMM 1         VL31B5263E-F8S DIE REV-0 PCB REV-0      MFR ID-ce80
  DIMM 2         VL31B5263E-F8S DIE REV-0 PCB REV-0      MFR ID-ce80
  DIMM 3         SL31B5263E-F8S DIE REV-0 PCB REV-0      MFR ID-ce80
CB 0             REV 03   710-021523   XD7225            MX SCB
Fan Tray 0       REV 01   710-021113   WZ4986            MX240 Fan Tray

show chassis hardware (MX240 Router with EnhancedMX SCB)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN10C7F7EAFC      MX240
Midplane         REV 01   710-021041   TR1502            MX240 Backplane
FPM Board        REV 01   710-017254   KD4017            Front Panel Display
PEM 0            Rev 02   740-017330   000332            PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 02   740-017330   000226            PS 1.2-1.7kW; 100-240V 
AC in
Routing Engine 0 REV 06   740-013063   1000703522        RE-S-2000
Routing Engine 1 REV 06   740-015113   1000687625        RE-S-1300
CB 0             REV 02   710-031391   YE8494            Enhanced MX SCB
CB 1             REV 05   710-031391   YOP5764           Enhanced MX SCB
FPC 1            REV 01   750-021679   KC7340            DPCE 40x 1GE R
  CPU            REV 06   710-013713   KD4078            DPC PMB
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  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011613   P9F18ME           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN)
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN)
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN)
FPC 2            REV 04   710-016669   JS4529            DPCE 40x 1GE R EQ
  CPU            REV 06   710-013713   KB3969            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3Y79           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3XU8           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3YG6           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3XUG           SFP-SX
    Xcvr 4       REV 01   740-011613   PBG3XTJ           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3ZUM           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3Y5H           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3UZT           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3US1           SFP-SX
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3YG7           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3XZ9           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3XTY           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG3UZG           SFP-SX
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
    Xcvr 0       REV 01   740-011613   PBG3Y8W           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3YVX           SFP-SX
    Xcvr 2       REV 01   740-011613   PBG3YB3           SFP-SX
    Xcvr 3       REV 01   740-011613   PBG43VQ           SFP-SX
Fan Tray 0       REV 01   710-021113   JS4642            MX240 Fan Tray

show chassis hardware (MX480 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN10C7F7FAFB      MX480
Midplane         REV 04   710-017414   TR2071            MX480 Midplane
FPM Board        REV 02   710-017254   KB8459            Front Panel Display
PEM 0            Rev 02   740-017330   QCS07519029       PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 02   740-017330   QCS07519041       PS 1.2-1.7kW; 100-240V 
AC in
PEM 2            Rev 02   740-017330   QCS07519097       PS 1.2-1.7kW; 100-240V 
AC in
Routing Engine 0 REV 07   740-013063   1000733381        RE-S-2000
Routing Engine 1 REV 07   740-013063   1000733540        RE-S-2000
CB 0             REV 07   710-013385   KA8022            MX SCB
CB 1             REV 07   710-013385   KA8303            MX SCB
FPC 0            REV 09   750-020452   KA8660            DPCE 40x 1GE X EQ
  CPU            REV 06   710-013713   KA8185            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
Fan Tray                                                 Left Fan Tray

show chassis hardware (MX480 Router with EnhancedMX SCB)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
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Chassis                                JN10C7F7FAFB      MX480
Midplane         REV 04   710-017414   TR2071            MX480 Midplane
FPM Board        REV 02   710-017254   KB8459            Front Panel Display
PEM 0            Rev 02   740-017330   QCS07519029       PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 02   740-017330   QCS07519041       PS 1.2-1.7kW; 100-240V 
AC in
PEM 2            Rev 02   740-017330   QCS07519097       PS 1.2-1.7kW; 100-240V 
AC in
Routing Engine 0 REV 07   740-013063   1000733381        RE-S-2000
Routing Engine 1 REV 07   740-013063   1000733540        RE-S-2000
CB 0             REV 07   710-013385   KA8022            Enhanced MX SCB
CB 1             REV 07   710-013385   KA8303            Enhanced MX SCB
FPC 0            REV 09   750-020452   KA8660            DPCE 40x 1GE X EQ
  CPU            REV 06   710-013713   KA8185            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN) EQ
Fan Tray                                                 Left Fan Tray

show chassis hardware (MX960 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  MX960
Midplane         REV 01   710-013698   AA6082            MX960 Midplane
PIM              Rev 01   740-013110   000008            Power Inlet Module
PEM 2           
PEM 3            Rev 01   740-013682   000038            PS 1.7kW; 200-240VAC in
Routing Engine 0 REV 00   740-015113   1000617944        RE-S-1300
CB 0             REV 05   710-013725   JK6947            MX960 Test SCB
FPC 4            REV 01   710-013305   JM7617            MX960 Test DPC
  CPU           
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
  PIC 1                   BUILTIN      BUILTIN           10x 1GE
FPC 7            REV 01   710-013305   JL9634            MX960 Test DPC
  CPU           
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
    Xcvr 0                NON-JNPR     MYBG65I82C        XFP-10G-SR
  PIC 1                   BUILTIN      BUILTIN           10x 1GE
    Xcvr 1       REV 01   740-011782   P7N0368           SFP-SX
    Xcvr 4       REV 01   740-011782   P8J1W27           SFP-SX
    Xcvr 6       REV 01   740-011782   P8J1VSD           SFP-SX
    Xcvr 9       REV 01   740-011782   P8J1W25           SFP-SX
Fan Tray 0      
Fan Tray 1      

show chassis hardware (MX960 Router with Bidirectional Optics)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN10BA5B9AFA      MX960
Midplane         REV 03   710-013698   TR0234            MX960 Backplane
FPM Board        REV 03   710-014974   JA0878            Front Panel Display
PDM              Rev 03   740-013110   QCS11135028       Power Distribution Module
PEM 0            Rev 03   740-013682   QCS11154036       PS 1.7kW; 200-240VAC in
PEM 1            Rev 03   740-013682   QCS11154010       PS 1.7kW; 200-240VAC in
PEM 2            Rev 03   740-013682   QCS11154022       PS 1.7kW; 200-240VAC in
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Routing Engine 0 REV 06   740-013063   1000691458        RE-S-2000
CB 0             REV 07   710-013385   KA2190            MX SCB
CB 1             REV 07   710-013385   KA0837            MX SCB
FPC 3            REV 02   750-018122   KB3890            DPCE 40x 1GE R
  CPU           
FPC 4            REV 01   750-018122   KB3889            DPCE 40x 1GE R
  CPU            REV 06   710-013713   KB3976            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 1       REV 01   740-020426   4910549           SFP-1000BASE-BX40-D
    Xcvr 2       REV 01   740-020426   4910551           SFP-1000BASE-BX40-D
    Xcvr 5       REV 01   740-021340   77E245N00006      SFP-1000BASE-BX10-U
    Xcvr 6       REV 01   740-020425   4882821           SFP-1000BASE-BX40-U
    Xcvr 8       REV 01   740-020425   4882820           SFP-1000BASE-BX40-U
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-020465   77E555N00894      SFP-1000BASE-BX10-D
    Xcvr 1       REV 01   740-020465   75E467X00818      SFP-1000BASE-BX10-D
    Xcvr 2       REV 01   740-020465   75E467X00573      SFP-1000BASE-BX10-D
    Xcvr 3       REV 01   740-020465   4888227           SFP-1000BASE-BX10-D
    Xcvr 4       REV 01   740-020465   4888241           SFP-1000BASE-BX10-D
    Xcvr 5       REV 01   740-021340   77E245N00005      SFP-1000BASE-BX10-U
    Xcvr 6       REV 01   740-021340   76E245X00487      SFP-1000BASE-BX10-U
    Xcvr 7       REV 01   740-021341   5255889           SFP-1000BASE-BX10-U
    Xcvr 8       REV 01   740-021341   5255887           SFP-1000BASE-BX10-U
    Xcvr 9       REV 01   740-021340   77E245N00004      SFP-1000BASE-BX10-U
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-020424   5007582           SFP-1000BASE-BX10-D
    Xcvr 1       REV 01   740-020424   4888187           SFP-1000BASE-BX10-D
    Xcvr 2       REV 01   740-020424   4656500           SFP-1000BASE-BX10-D
    Xcvr 5       REV 01   740-021341   5255886           SFP-1000BASE-BX10-U
    Xcvr 7       REV 01   740-021340   77E245N00003      SFP-1000BASE-BX10-U
    Xcvr 8       REV 01   740-021341   5255888           SFP-1000BASE-BX10-U
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-017726   74S184H30341      SFP-EX
    Xcvr 1       REV 01   740-017726   4814061           SFP-EX
    Xcvr 5       REV 01   740-017726   6ZS184H31108      SFP-EX
    Xcvr 9       REV 01   740-021340   76E245X00486      SFP-1000BASE-BX10-U
Fan Tray 0      
Fan Tray 1       REV 03   740-014971   TP0850            Fan Tray

show chassis hardware (MX960 Router with EnhancedMX SCB)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1096805AFA      MX960
Midplane         REV 03   710-013698   TR0183            MX960 Backplane
Fan Extender     REV 02   710-018051   JY5227            Extended Cable Manager
FPM Board        REV 03   710-014974   JZ6876            Front Panel Display
PDM              Rev 03   740-013110   QCS11035023       Power Distribution Module
PEM 1            Rev 03   740-013682   QCS1109400L       PS 1.7kW; 200-240VAC in
PEM 2            Rev 03   740-013682   QCS11094015       PS 1.7kW; 200-240VAC in
PEM 3            Rev 03   740-013682   QCS11094012       PS 1.7kW; 200-240VAC in
Routing Engine 0 REV 06   740-013063   1000687969        RE-S-2000
Routing Engine 1 REV 06   740-013063   1000687955        RE-S-2000
CB 0             REV 11   750-031391   YZ6072            Enhanced MX SCB
CB 1             REV 11   750-031391   YZ6068            Enhanced MX SCB
CB 2             REV 11   750-031391   YZ6081            Enhanced MX SCB
FPC 0            REV 01   750-018122   KA5576            DPCE 40x 1GE R
  CPU            REV 06   710-013713   KB3961            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011613   P9F18GF           SFP-SX
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    Xcvr 2       REV 01   740-011782   P9M0TL9           SFP-SX
    Xcvr 7       REV 01   740-011782   P9P0XXH           SFP-SX
    Xcvr 9       REV 01   740-011782   P9M0TN1           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011613   PAJ4UHC           SFP-SX
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011613   PFF2CD0           SFP-SX
    Xcvr 1       REV 01   740-011613   PBG3ZUT           SFP-SX
    Xcvr 2       REV 01   740-011613   PFF2DDV           SFP-SX
    Xcvr 5       REV 01   740-011613   P8E2SST           SFP-SX
    Xcvr 9       REV 01   740-011782   PB8329N           SFP-SX
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-026192   1U0201084503342   SFP-100BASE-BX10-U
    Xcvr 1       REV 01   740-026193   1U1201084503313   SFP-100BASE-BX10-D
    Xcvr 2       REV 01   740-011613   PAJ4Y5B           SFP-SX
    Xcvr 6       REV 01   740-011782   P9M0U3M           SFP-SX
    Xcvr 7       REV 01   740-011782   P9M0TLA           SFP-SX
FPC 1            REV 16   750-031089   YL0719            MPC Type 2 3D
  CPU            REV 06   711-030884   YL1463            MPC PMB 2G 
  MIC 0          REV 07   750-028387   JR6500            3D 4x 10GE  XFP
    PIC 0                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0     REV 01   740-014279   733019A00154      XFP-10G-LR
      Xcvr 1     REV 02   740-014289   T09F55034         XFP-10G-SR
    PIC 1                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0     REV 01   740-014279   913019B00791      XFP-10G-LR
      Xcvr 1     REV 01   740-014289   98S803A90384      XFP-10G-SR
  MIC 1          REV 24   750-028387   YJ3950            3D 4x 10GE  XFP
    PIC 2                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0     REV 02   740-014279   T10B36134         XFP-10G-LR
      Xcvr 1     REV 01   740-014289   T07M86354         XFP-10G-SR
    PIC 3                 BUILTIN      BUILTIN           2x 10GE  XFP
FPC 2            REV 08   710-014219   JY9654            DPCE 4x 10GE R
  CPU            REV 06   710-013713   JZ6549            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
  PIC 1                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
  PIC 2                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
    Xcvr 0       REV 03   740-011571   C931BK028         XFP-10G-SR
  PIC 3                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
FPC 3            REV 10   750-024199   XJ6692            MX FPC Type 3
  CPU            REV 03   710-022351   XF5182            DPC PMB
  PIC 0          REV 17   750-009553   RJ2945            4x OC-48 SONET
    Xcvr 1       REV 01   740-011785   PCP3YLL           SFP-SR
    Xcvr 3       REV 01   740-011785   PDS0MRY           SFP-SR
  PIC 1          REV 32   750-003700   DP2113            1x OC-192 12xMM VSR
FPC 5            REV 25   750-028467   YM8256            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   YL3029            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 1       REV 01   740-031980   AHN0X1Z           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
FPC 7            REV 02   750-031092   JR6658            MPC Type 1 3D Q
  CPU            REV 01   711-030884   JZ9038            MPC PMB 2G 
  MIC 0          REV 08   750-028392   JZ8737            3D 20x 1GE(LAN) SFP
    PIC 0                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-011782   PBE2C6Y           SFP-SX
      Xcvr 2              NON-JNPR     U8105N8           SFP-SX
      Xcvr 4     REV 01   740-011613   PFM18EF           SFP-SX
      Xcvr 7     REV 01   740-011613   PFF2AM8           SFP-SX
      Xcvr 8     REV 01   740-011613   PFF2CT6           SFP-SX
    PIC 1                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
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      Xcvr 0     REV 01   740-011782   PB82VHH           SFP-SX
      Xcvr 1     REV 01   740-011613   PFF2CSW           SFP-SX
      Xcvr 9     REV 01   740-011613   PFF2BY0           SFP-SX
  QXM 0          REV 04   711-028408   JR6372            MPC QXM
FPC 8            REV 05   750-024387   JW9754            MX FPC Type 2
  CPU            REV 03   710-022351   KF1651            DPC PMB
  PIC 0          REV 08   750-014730   DM3664            4x OC-3 1x OC-12 SFP
    Xcvr 0       REV 01   740-016065   81S290N00077      SFP-SR
    Xcvr 1                NON-JNPR     2191844           SFP-SR
    Xcvr 2       REV 01   740-011618   PD81EE5           SFP-IR
  PIC 1          REV 08   750-014637   DM3671            4x OC-12-3 SFP
    Xcvr 0       REV 01   740-011785   PCK3UNK           SFP-SR
    Xcvr 3       REV 01   740-011785   PDS0MPZ           SFP-SR
FPC 10           REV 04   710-013699   JY4654            DPCE 40x 1GE R
  CPU            REV 05   710-013713   JS9717            DPC PMB
  PIC 0                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 5       REV 01   740-011782   PAR1L72           SFP-SX
    Xcvr 6       REV 01   740-011782   P8N1YQ4           SFP-SX
  PIC 1                   BUILTIN      BUILTIN           10x 1GE(LAN)
  PIC 2                   BUILTIN      BUILTIN           10x 1GE(LAN)
    Xcvr 0       REV 01   740-011782   P8Q2AVL           SFP-SX
    Xcvr 5       REV 01   740-011782   PAR1L7B           SFP-SX
    Xcvr 6       REV 01   740-011782   PAR1L2J           SFP-SX
    Xcvr 8       REV 01   740-011782   P8N1YMY           SFP-SX
  PIC 3                   BUILTIN      BUILTIN           10x 1GE(LAN)
Fan Tray 0       REV 03   740-014971   TP0567            Fan Tray
Fan Tray 1       REV 03   740-014971   TP0702            Fan Tray

show chassis hardwaremodels (MX960 Router with EnhancedMX SCB)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 03   710-013698   TR0183            CHAS-BP-MX960-S
Fan Extender     REV 02   710-018051   JY5227            ECM-MX960
FPM Board        REV 03   710-014974   JZ6876            CRAFT-MX960-S
Routing Engine 0 REV 06   740-013063   1000687969        RE-S-2000-4096-S
Routing Engine 1 REV 06   740-013063   1000687955        RE-S-2000-4096-S
CB 0             REV 11   750-031391   YZ6072            SCBE-MX-S
CB 1             REV 11   750-031391   YZ6068            SCBE-MX-S
CB 2             REV 11   750-031391   YZ6081            SCBE-MX-S
FPC 0            REV 01   750-018122   KA5576            DPCE-R-40GE-SFP
FPC 1            REV 16   750-031089   YL0719            MX-MPC2-3D
  MIC 0          REV 07   750-028387   JR6500            MIC-3D-4XGE-XFP
  MIC 1          REV 24   750-028387   YJ3950            MIC-3D-4XGE-XFP
FPC 2            REV 08   710-014219   JY9654            DPC-R-4XGE-XFP
FPC 3            REV 10   750-024199   XJ6692            MX-FPC3
  PIC 0          REV 17   750-009553   RJ2945            PC-4OC48-SON-SFP
  PIC 1          REV 32   750-003700   DP2113            PC-1OC192-SON-VSR
FPC 5            REV 25   750-028467   YM8256            MPC-3D-16XGE-SFPP
FPC 7            REV 02   750-031092   JR6658            MX-MPC1-3D-Q
  MIC 0          REV 08   750-028392   JZ8737            MIC-3D-20GE-SFP
FPC 8            REV 05   750-024387   JW9754            MX-FPC2
  PIC 0          REV 08   750-014730   DM3664            PB-4OC3-1OC12-SON2-SFP
  PIC 1          REV 08   750-014637   DM3671            PB-4OC3-4OC12-SON-SFP
FPC 10           REV 04   710-013699   JY4654            DPC-R-40GE-SFP
Fan Tray 0       REV 03   740-014971   TP0567            FFANTRAY-MX960-S
Fan Tray 1       REV 03   740-014971   TP0702            FFANTRAY-MX960-S
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show chassis hardware detail (MX960 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  MX960
Midplane         REV 01   710-013698   AA6082            MX960 Midplane
PIM              Rev 01   740-013110   000008            Power Inlet Module
PEM 2           
PEM 3            Rev 01   740-013682   000038            PS 1.7kW; 200-240VAC in
Routing Engine 0 REV 00   740-015113   1000617944        RE-S-1300
  ad0     245 MB  SanDisk SDCFB-256    111419E1805T1141  Compact Flash
  ad2   38154 MB  FUJITSU MHT2040BH    NR0WT5925N77      Hard Disk
CB 0             REV 05   710-013725   JK6947            MX960 Test SCB
FPC 4            REV 01   710-013305   JM7617            MX960 Test DPC
  CPU           
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
  PIC 1                   BUILTIN      BUILTIN           10x 1GE
FPC 7            REV 01   710-013305   JL9634            MX960 Test DPC
  CPU           
  PIC 0                   BUILTIN      BUILTIN           1x 10GE(LAN/WAN)
    Xcvr 0                NON-JNPR     MYBG65I82C        XFP-10G-SR
  PIC 1                   BUILTIN      BUILTIN           10x 1GE
    Xcvr 1       REV 01   740-011782   P7N0368           SFP-SX
    Xcvr 4       REV 01   740-011782   P8J1W27           SFP-SX
    Xcvr 6       REV 01   740-011782   P8J1VSD           SFP-SX
    Xcvr 9       REV 01   740-011782   P8J1W25           SFP-SX
Fan Tray 0      
Fan Tray 1      

show chassis hardware (MX2010 Router)

user@host > show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E3217AFK      MX2010
Midplane         REV 01   750-044636   ABAB8506          Lower Backplane
Midplane 1       REV 01   711-044557   ZY8296            Upper Backplane
PMP              REV 03   711-032426   ACAJ1388          Power Midplane
FPM Board        REV 06   711-032349   ZX8744            Front Panel Display
PSM 4            REV 0C   740-033727   VK00254           DC 52V Power Supply 
Module
PSM 5            REV 0B   740-033727   VG00015           DC 52V Power Supply 
Module
PSM 6            REV 0B   740-033727   VH00097           DC 52V Power Supply 
Module
PSM 7            REV 0C   740-033727   VJ00151           DC 52V Power Supply 
Module
PSM 8            REV 0C   740-033727   VJ00149           DC 52V Power Supply 
Module
PDM 0            REV 0B   740-038109   WA00008           DC Power Dist Module
PDM 1            REV 0B   740-038109   WA00014           DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009094134        RE-S-1800x4
Routing Engine 1 REV 02   740-041821   9009094141        RE-S-1800x4
CB 0             REV 08   750-040257   CAAB3491          Control Board
CB 1             REV 08   750-040257   CAAB3489          Control Board
SPMB 0           REV 02   711-041855   CAAA6135          PMB Board
SPMB 1           REV 02   711-041855   CAAA6137          PMB Board
SFB 0            REV 06   711-032385   ZV1828            Switch Fabric Board
SFB 1            REV 07   711-032385   ZZ2568            Switch Fabric Board
SFB 2            REV 07   711-032385   ZZ2563            Switch Fabric Board
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SFB 3            REV 07   711-032385   ZZ2564            Switch Fabric Board
SFB 4            REV 07   711-032385   ZZ2580            Switch Fabric Board
SFB 5            REV 07   711-032385   ZZ2579            Switch Fabric Board
SFB 6            REV 07   711-032385   CAAB4882          Switch Fabric Board
SFB 7            REV 07   711-032385   CAAB4898          Switch Fabric Board
FPC 0            REV 33   750-028467   CAAB1919          MPC 3D 16x 10GE
  CPU            REV 11   711-029089   CAAB7174          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH02RE           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMH038C           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH0390           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMG0SUA           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH0579           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMG0SGP           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH04SV           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH04X3           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH0135           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMH02NC           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH02XB           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH02PN           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH057Y           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMG0JHE           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH02HT           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH04V4           SFP+-10G-SR
FPC 1            REV 21   750-033205   ZG5027            MPC Type 3
  CPU            REV 04   711-035209   YT4780            HMPC PMB 2G 
  MIC 0          REV 03   750-033307   ZV6299            10X10GE SFPP
    PIC 0                 BUILTIN      BUILTIN           10X10GE SFPP
      Xcvr 0     REV 01   740-031980   083363A00410      SFP+-10G-SR
      Xcvr 1     REV 01   740-031980   083363A00334      SFP+-10G-SR
      Xcvr 2     REV 01   740-031980   113363A00125      SFP+-10G-SR
      Xcvr 3     REV 01   740-031980   083363A00953      SFP+-10G-SR
      Xcvr 4     REV 01   740-031980   AHR013D           SFP+-10G-SR
      Xcvr 5     REV 01   740-031980   AJ40JUR           SFP+-10G-SR
      Xcvr 6     REV 01   740-031980   AJ40JKL           SFP+-10G-SR
      Xcvr 7     REV 01   740-031980   AJ30ECK           SFP+-10G-SR
      Xcvr 8     REV 01   740-021308   19T511100864      SFP+-10G-SR
      Xcvr 9     REV 01   740-021308   19T511100868      SFP+-10G-SR
  MIC 1          REV 03   750-033307   ZV6268            10X10GE SFPP
    PIC 2                 BUILTIN      BUILTIN           10X10GE SFPP
      Xcvr 0     REV 01   740-031980   AJC0JML           SFP+-10G-SR
      Xcvr 1     REV 01   740-031980   AJ403PC           SFP+-10G-SR
      Xcvr 2     REV 01   740-031980   AJ10N25           SFP+-10G-SR
      Xcvr 3     REV 01   740-031980   AJ40JF4           SFP+-10G-SR
      Xcvr 4     REV 01   740-031980   AJ40JSJ           SFP+-10G-SR
      Xcvr 5     REV 01   740-031980   AJ403V7           SFP+-10G-SR
      Xcvr 6     REV 01   740-031980   AJ40JN3           SFP+-10G-SR
      Xcvr 7     REV 01   740-031980   AJ40JSU           SFP+-10G-SR
      Xcvr 8     REV 01   740-021308   19T511100468      SFP+-10G-SR
      Xcvr 9     REV 01   740-021308   19T511101363      SFP+-10G-SR
FPC 8            REV 22   750-031089   ZT9746            MPC Type 2 3D
  CPU            REV 06   711-030884   ZS1271            MPC PMB 2G 
  MIC 0          REV 26   750-028392   ABBS1150          3D 20x 1GE(LAN) SFP
    PIC 0                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-031851   PLG023C           SFP-SX
      Xcvr 1     REV 01   740-031851   PLG09C6           SFP-SX
      Xcvr 2     REV 02   740-011613   AM0950SF9L7       SFP-SX
      Xcvr 3     REV 02   740-011613   AM1001SFN1H       SFP-SX
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      Xcvr 4     REV 02   740-011613   AM1001SFM9D       SFP-SX
      Xcvr 5     REV 02   740-011613   AM1001SFLTJ       SFP-SX
      Xcvr 6     REV 01   740-031851   AC1108S03L9       SFP-SX
      Xcvr 7     REV 01   740-031851   AC1102S00NC       SFP-SX
      Xcvr 8     REV 01   740-031851   AC1102S00MX       SFP-SX
      Xcvr 9     REV 01   740-031851   AC1102S0085       SFP-SX
    PIC 1                 BUILTIN      BUILTIN           10x 1GE(LAN) SFP
      Xcvr 0     REV 01   740-031851   AC1102S00KU       SFP-SX
      Xcvr 1     REV 01   740-031851   AC1102S00NG       SFP-SX
      Xcvr 2     REV 01   740-031851   AC1102S00K3       SFP-SX
      Xcvr 3     REV 01   740-031851   AC1102S008R       SFP-SX
      Xcvr 4     REV 01   740-031851   AM1107SUFVJ       SFP-SX
      Xcvr 5     REV 01   740-031851   AC1108S03LG       SFP-SX
  MIC 1          REV 26   750-028387   ABBR9582          3D 4x 10GE  XFP
    PIC 2                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0              NON-JNPR     T10A91703         XFP-10G-SR
      Xcvr 1              NON-JNPR     T09L42604         XFP-10G-SR
    PIC 3                 BUILTIN      BUILTIN           2x 10GE  XFP
FPC 9            REV 11   750-036284   ZL3591            MPC 3D 16x 10GE EM
  CPU            REV 10   711-029089   ZL0513            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   1YT517101825      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   1YT517101821      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   1YT517101682      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   ALQ13R6           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   1YT517101828      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   1YT517101716      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   1YT517101732      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   ALP0TR1           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   1YT517101741      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   1YT517101829      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   1YT517101669      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   ALQ14E3           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   1YT517101826      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   1YT517101817      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   1YT517101735      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   ALQ159A           SFP+-10G-SR
ADC 0            REV 05   750-043596   CAAC2073          Adapter Card
ADC 1            REV 01   750-043596   ZV4117            Adapter Card
ADC 8            REV 01   750-043596   ZV4107            Adapter Card
ADC 9            REV 02   750-043596   ZW1555            Adapter Card
Fan Tray 0       REV 2A   760-046960   ACAY0015          172mm FanTray - 6 Fans
Fan Tray 1       REV 2A   760-046960   ACAY0019          172mm FanTray - 6 Fans
Fan Tray 2       REV 2A   760-046960   ACAY0020          172mm FanTray - 6 Fans
Fan Tray 3       REV 2A   760-046960   ACAY0021          172mm FanTray - 6 Fans

show chassis hardware detail (MX2010 Router)

user@host > show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E233DAFK      MX2010
Midplane         REV 26   750-044636   ABAB9357          Lower Backplane
Midplane 1       REV 01   711-044557   ABAB8643          Upper Backplane
PMP              REV 04   711-032426   ACAJ1677          Power Midplane
FPM Board        REV 08   760-044634   ABBV9726          Front Panel Display
PSM 0            REV 01   740-045050   1E02224000P       DC 52V Power Supply 
Module
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PSM 1            REV 01   740-045050   1E02224000M       DC 52V Power Supply 
Module
PSM 2            REV 01   740-045050   1E022240010       DC 52V Power Supply 
Module
PSM 3            REV 01   740-045050   1E02224000G       DC 52V Power Supply 
Module
PSM 4            REV 01   740-045050   1E022240013       DC 52V Power Supply 
Module
PSM 5            REV 01   740-045050   1E022240007       DC 52V Power Supply 
Module
PSM 6            REV 01   740-045050   1E02224001C       DC 52V Power Supply 
Module
PSM 7            REV 01   740-045050   1E02224001D       DC 52V Power Supply 
Module
PSM 8            REV 01   740-045050   1E02224001B       DC 52V Power Supply 
Module
PDM 0            REV 01   740-045234   1E262250067       DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009099704        RE-S-1800x4
  ad0    3831 MB  UGB30SFA4000T1       SFA4000T1 00000651 Compact Flash
  ad1   30533 MB  UGB94BPH32H0S1-KCI   11000019592       Disk 1 
  usb0 (addr 1)  EHCI root hub 0       Intel             uhub0
  usb0 (addr 2)  product 0x0020 32     vendor 0x8087     uhub1
  DIMM 0         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 1         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 2         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 3         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
Routing Engine 1 REV 02   740-041821   9009099706        RE-S-1800x4
  ad0    3998 MB  Virtium - TuffDrive VCF P1T0200262860208 114 Compact Flash
  ad1   30533 MB  UGB94ARF32H0S3-KC    UNIGEN-499551-000404 Disk 1 
CB 0             REV 13   750-040257   CAAF8436          Control Board
CB 1             REV 13   750-040257   CAAF8434          Control Board
SPMB 0           REV 02   711-041855   ABBV3825          PMB Board
SPMB 1           REV 02   711-041855   ABBV3833          PMB Board
SFB 0            REV 05   711-044466   ABBX5682          Switch Fabric Board
SFB 1            REV 05   711-044466   ABBX5676          Switch Fabric Board
SFB 2            REV 05   711-044466   ABBX5665          Switch Fabric Board
SFB 3            REV 05   711-044466   ABBX5699          Switch Fabric Board
SFB 4            REV 05   711-044466   ABBX5603          Switch Fabric Board
SFB 5            REV 05   711-044466   ABBX5587          Switch Fabric Board
SFB 6            REV 05   711-044466   ABBX5607          Switch Fabric Board
SFB 7            REV 05   711-044466   ABBX5669          Switch Fabric Board
FPC 0            REV 09   750-037355   CAAF0924          MPC Type 4-2
  CPU            REV 08   711-035209   CAAB9842          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-021308   19T511101656      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AMA04RU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00558      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B10M00202         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           1X100GE CFP
    Xcvr 0                NON-JNPR     X12J00328         CFP-100G-SR10
  PIC 2                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA088W           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B10L04211         SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   19T511101602      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B10L04151         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           1X100GE CFP
Xcvr 0                NON-JNPR     X12J00332         CFP-100G-SR10
FPC 1            REV 18   750-033205   ZE0128            MPC Type 3
  CPU            REV 06   711-035209   ZG5431            HMPC PMB 2G 
  MIC 0          REV 15   750-033199   ZP6435            1X100GE CFP
    PIC 0                 BUILTIN      BUILTIN           1X100GE CFP
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      Xcvr 0     REV 01   740-032210   J11E46118         CFP-100G-LR4
  MIC 1          REV 15   750-033199   ZP6442            1X100GE CFP
    PIC 2                 BUILTIN      BUILTIN           1X100GE CFP
      Xcvr 0     REV 01   740-032210   UMN03T4           CFP-100G-LR4
FPC 2            REV 16   750-037358   CAAL1001          MPC Type 4-1
  CPU            REV 08   711-035209   CAAK7927          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   193363A00589      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00028      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00376      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00016      SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   193363A00499      SFP+-10G-SR
    Xcvr 5       REV 01   740-021308   973152A00039      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11E01239         SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   973152A00058      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   B10M00075         SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00014      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AMA0638           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00063      SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AMA0629           SFP+-10G-SR
    Xcvr 5       REV 01   740-021308   973152A00053      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00344      SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   973152A00046      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA062M           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00080      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00580      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00064      SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   093363A01494      SFP+-10G-SR
    Xcvr 5       REV 01   740-021308   973152A00020      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   123363A00047      SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   973152A00072      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-021308   03DZ06A01033      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00022      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   03DZ06A01026      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00013      SFP+-10G-SR
    Xcvr 4       REV 01   740-021308   03DZ06A01028      SFP+-10G-SR
    Xcvr 5       REV 01   740-021308   973152A00079      SFP+-10G-SR
    Xcvr 6       REV 01   740-021308   03DZ06A01018      SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   973152A00025      SFP+-10G-SR
FPC 3            REV 33   750-028467   CAAF5400          MPC 3D 16x 10GE
  CPU            REV 11   711-029089   CAAH7626          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   973152A00066      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00021      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   973152A00062      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00027      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   973152A00065      SFP+-10G-SR
 Xcvr 1       REV 01   740-021308   973152A00069      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   973152A00026      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00003      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   973152A00035      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   973152A00004      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   973152A00049      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00055      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   973152A00010      SFP+-10G-SR
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    Xcvr 1       REV 01   740-021308   973152A00001      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   973152A00073      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   973152A00012      SFP+-10G-SR
FPC 4            REV 21   750-033205   ZG5028            MPC Type 3
  CPU            REV 05   711-035209   YX3911            HMPC PMB 2G 
  MIC 0          REV 03   750-036233   ZL2036            2X40GE QSFP
    PIC 0                 BUILTIN      BUILTIN           2X40GE QSFP
      Xcvr 0     REV 01   740-032986   QB220708          QSFP+-40G-SR4
      Xcvr 1     REV 01   740-032986   QB220735          QSFP+-40G-SR4
  MIC 1          REV 03   750-036233   ZL2028            2X40GE QSFP
    PIC 2                 BUILTIN      BUILTIN           2X40GE QSFP
      Xcvr 0     REV 01   740-032986   QB220727          QSFP+-40G-SR4
      Xcvr 1     REV 01   740-032986   QB220715          QSFP+-40G-SR4
FPC 5            REV 11   750-037358   CAAE2196          MPC Type 4-1
  CPU            REV 08   711-035209   CAAD9074          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA062S           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AMA062P           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AMA052R           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AMA0632           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   193363A00564      SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   193363A00229      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00363      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   193363A00278      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA04CC           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AD0927A001W       SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AMA04N2           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AMA062U           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   193363A00491      SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   183363A01511      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00565      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   193363A00405      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA07QX           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AMA06MS           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00318      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   193363A00402      SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   193363A00174      SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   193363A00388      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00377      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   193363A00234      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA062T           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   193363A00550      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00364      SFP+-10G-SR
Xcvr 3       REV 01   740-031980   AMA0630           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   193363A00509      SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   193363A00459      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   113363A00191      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   193363A00352      SFP+-10G-SR
FPC 6            REV 33   750-028467   CAAF5552          MPC 3D 16x 10GE
  CPU            REV 11   711-029089   CAAH7601          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AD0927A0036       SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AD0927A003M       SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AD0927A003G       SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AD0927A0031       SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   193363A00331      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   193363A00325      SFP+-10G-SR
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    Xcvr 2       REV 01   740-031980   193363A00417      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A02509      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   T09K75140         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11A04356         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01952         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01914         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   T09K75157         SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   T09K75194         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01926         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01936         SFP+-10G-SR
FPC 7            REV 16   750-037358   CAAL1012          MPC Type 4-1
  CPU            REV 08   711-035209   CAAJ3851          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   AMA04NK           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11F00260         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11E02192         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AMA04CP           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AJ40JKK           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11F00238         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B10M00275         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   193363A00211      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   B11D05577         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11G00586         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AMA08B7           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AMA04Q0           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B11D05840         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11E00467         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11E00029         SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   19T511101712      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-031980   193363A00568      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B10M00166         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B10M00212         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11D05823         SFP+-10G-SR
    Xcvr 4       REV 01   740-021308   03DZ06A01005      SFP+-10G-SR
    Xcvr 5       REV 01   740-021308   03DZ06A01003      SFP+-10G-SR
    Xcvr 6       REV 01   740-021308   03DZ06A01009      SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   03DZ06A01004      SFP+-10G-SR
PIC 3                   BUILTIN      BUILTIN           8X10GE SFPP
    Xcvr 0       REV 01   740-021308   03DZ06A01017      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   03DZ06A01016      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   03DZ06A01024      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   03DZ06A01008      SFP+-10G-SR
    Xcvr 4       REV 01   740-030658   AD0946A02UH       SFP+-10G-USR
    Xcvr 5       REV 01   740-021308   T09J67913         SFP+-10G-SR
    Xcvr 6       REV 01   740-021308   AD0837ES09G       SFP+-10G-SR
    Xcvr 7       REV 01   740-021308   03DZ06A01015      SFP+-10G-SR
FPC 8            REV 03   750-045372   CAAD3111          MPC Type 3
  CPU            REV 08   711-035209   CAAD8033          HMPC PMB 2G 
  MIC 0          REV 03   750-036233   ZL2032            2X40GE QSFP
    PIC 0                 BUILTIN      BUILTIN           2X40GE QSFP
      Xcvr 0     REV 01   740-032986   QB230273          QSFP+-40G-SR4
      Xcvr 1     REV 01   740-032986   QB230254          QSFP+-40G-SR4
  MIC 1          REV 03   750-036233   ZL2021            2X40GE QSFP
    PIC 2                 BUILTIN      BUILTIN           2X40GE QSFP
      Xcvr 0     REV 01   740-032986   QB390962          QSFP+-40G-SR4
      Xcvr 1     REV 01   740-032986   QB390960          QSFP+-40G-SR4
FPC 9            REV 09   750-037355   CAAF1531          MPC Type 4-2
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  CPU            REV 08   711-035209   CAAB9927          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-031980   193363A00525      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   193363A00504      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00368      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AJ40JSS           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           1X100GE CFP
  PIC 2                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-031980   123363A00042      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B10M00023         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJ802EM           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11E02348         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           1X100GE CFP
ADC 0            REV 13   750-043596   ABBX5532          Adapter Card
ADC 1            REV 13   750-043596   ABBX5550          Adapter Card
ADC 2            REV 13   750-043596   ABBX5571          Adapter Card
ADC 3            REV 13   750-043596   ABBX5568          Adapter Card
ADC 4            REV 13   750-043596   ABBX5556          Adapter Card
ADC 5            REV 13   750-043596   ABBX5553          Adapter Card
ADC 6            REV 13   750-043596   ABBX5541          Adapter Card
ADC 7            REV 13   750-043596   ABBX5578          Adapter Card
ADC 8            REV 13   750-043596   ABBX5560          Adapter Card
ADC 9            REV 07   750-043596   ABBV7188          Adapter Card
Fan Tray 0       REV 03   760-046960   ACAY0127          172mm FanTray - 6 Fans
Fan Tray 1       REV 2A   760-046960   ACAY0068          172mm FanTray - 6 Fans
Fan Tray 2       REV 2A   760-046960   ACAY0072          172mm FanTray - 6 Fans
Fan Tray 3       REV 2A   760-046960   ACAY0070          172mm FanTray - 6 Fans

show chassis hardware extensive (MX2010 Router)

user@host > show chassis hardware extensive
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E233DAFK      MX2010
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
                                 S/N:               JN11E233DAFK
 Assembly ID:  0x0557            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 ID: MX2010                     
 Board Information Record:
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 05 57 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x20: 4a 4e 31 31 45 32 33 33 44 41 46 4b 00 00 00 00
  Address 0x30: 00 00 00 ff 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x70: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Midplane         REV 26   750-044636   ABAB9357          Lower Backplane
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-044636        S/N:               S/N ABAB9357
 Assembly ID:  0x0b66            Assembly Version:  01.26
 Date:         08-28-2012        Assembly Flags:    0x00
 Version:      REV 26            CLEI Code:         PROTOXCLEI
 ID: Lower Backplane             FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:
  Address 0x00: ad 01 08 00 2c 21 72 70 a0 00 ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0b 66 01 1a 52 45 56 20 32 36 00 00
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  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 34 36 33 36 00 00
  Address 0x20: 53 2f 4e 20 41 42 41 42 39 33 35 37 00 1c 08 07
  Address 0x30: dc ff ff ff ad 01 08 00 2c 21 72 70 a0 00 ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 ff ff ff ff ff ff ff ff ff ff ff ff
Midplane 1       REV 01   711-044557   ABAB8643          Upper Backplane
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          711-044557        S/N:               S/N ABAB8643
 Assembly ID:  0x0b65            Assembly Version:  01.01
 Date:         07-27-2012        Assembly Flags:    0x00
 Version:      REV 01
 ID: Upper Backplane            
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 0b 65 01 01 52 45 56 20 30 31 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 34 34 35 35 37 00 00
  Address 0x20: 53 2f 4e 20 41 42 41 42 38 36 34 33 00 1b 07 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
PMP              REV 04   711-032426   ACAJ1677          Power Midplane
Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          711-032426        S/N:               S/N ACAJ1677
 Assembly ID:  0x045d            Assembly Version:  01.04
 Date:         07-20-2012        Assembly Flags:    0x00
 Version:      REV 04                   
 ID: Power Midplane                     
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 01 ff 04 5d 01 04 52 45 56 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 33 32 34 32 36 00 00
  Address 0x20: 53 2f 4e 20 41 43 41 4a 31 36 37 37 00 14 07 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
FPM Board        REV 08   760-044634   ABBV9726          Front Panel Display
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          760-044634        S/N:               S/N ABBV9726
 Assembly ID:  0x0b64            Assembly Version:  01.08
 Date:         09-10-2012        Assembly Flags:    0x00
 Version:      REV 08            CLEI Code:         IPMYA4EJRA
 ID: Front Panel Display         FRU Model Number:  MX2010-CRAFT-S
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 64 01 08 52 45 56 20 30 38 00 00
  Address 0x10: 00 00 00 00 37 36 30 2d 30 34 34 36 33 34 00 00
  Address 0x20: 53 2f 4e 20 41 42 42 56 39 37 32 36 00 0a 09 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 49 50 4d 59 41 34 45 4a 52 41 4d
  Address 0x50: 58 32 30 31 30 2d 43 52 41 46 54 2d 53 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 00 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 93 ff ff ff ff ff ff ff ff ff ff ff ff
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PSM 0            REV 01   740-045050   1E02224000P       DC 52V Power Supply 
Module
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-045050        S/N:               1E02224000P
 Assembly ID:  0x0478            Assembly Version:  01.01
 Date:         12-06-2012        Assembly Flags:    0x00
 Version:      REV 01            CLEI Code:         XXXXXXXXXX
 ID: DC 52V Power Supply Module  FRU Model Number:  MX2000-PSM-HC-DC-S-A
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 04 78 01 01 52 45 56 20 30 31 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 35 30 35 30 00 00
  Address 0x20: 31 45 30 32 32 32 34 30 30 30 50 00 00 06 0c 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 58 58 58 58 58 58 58 58 58 58 4d
  Address 0x50: 58 32 30 30 30 2d 50 53 4d 2d 48 43 2d 44 43 2d
  Address 0x60: 53 2d 41 00 00 00 31 30 31 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 4a 00 00 00 00 00 00 00 00 00 00 00 00
PSM 1            REV 01   740-045050   1E02224000M       DC 52V Power Supply 
Module
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-045050        S/N:               1E02224000M
Assembly ID:  0x0478            Assembly Version:  01.01
 Date:         12-06-2012        Assembly Flags:    0x00
 Version:      REV 01            CLEI Code:         XXXXXXXXXX
 ID: DC 52V Power Supply Module  FRU Model Number:  MX2000-PSM-HC-DC-S-A
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 04 78 01 01 52 45 56 20 30 31 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 35 30 35 30 00 00
  Address 0x20: 31 45 30 32 32 32 34 30 30 30 4d 00 00 06 0c 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 58 58 58 58 58 58 58 58 58 58 4d
  Address 0x50: 58 32 30 30 30 2d 50 53 4d 2d 48 43 2d 44 43 2d
  Address 0x60: 53 2d 41 00 00 00 31 30 31 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 4a 00 00 00 00 00 00 00 00 00 00 00 00
...
PDM 0            REV 01   740-045234   1E262250067       DC Power Dist Module
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-045234        S/N:               1E262250067
 Assembly ID:  0x047b            Assembly Version:  01.01
 Date:         06-28-2012        Assembly Flags:    0x00
 Version:      REV 01            CLEI Code:         IPUPAJSKAA
 ID: DC Power Dist Module        FRU Model Number:  MX2000-PDM-DC-S-A
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 04 7b 01 01 52 45 56 20 30 31 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 35 32 33 34 00 00
  Address 0x20: 31 45 32 36 32 32 35 30 30 36 37 00 00 1c 06 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 49 50 55 50 41 4a 53 4b 41 41 4d
  Address 0x50: 58 32 30 30 30 2d 50 44 4d 2d 44 43 2d 53 2d 41
  Address 0x60: 00 00 00 00 00 00 31 30 31 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 89 00 00 00 00 00 00 00 00 00 00 00 00
Routing Engine 0 REV 02   740-041821   9009099704        RE-S-1800x4
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-041821        S/N:               9009099704
 Assembly ID:  0x09c0            Assembly Version:  01.02
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 Date:         03-15-2012        Assembly Flags:    0x00
 Version:      REV 02                   
 ID: RE-S-1800x4                 FRU Model Number:  RE-S-1800X4-16G-S
 Board Information Record:              
  Address 0x00: 54 32 30 32 37 44 41 2d 34 34 47 42 23 41 23 00
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 09 c0 01 02 52 45 56 20 30 32 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 31 38 32 31 00 00
  Address 0x20: 39 30 30 39 30 39 39 37 30 34 00 00 00 0f 03 07
  Address 0x30: dc ff ff ff 54 32 30 32 37 44 41 2d 34 34 47 42
  Address 0x40: 23 41 23 00 01 00 00 00 00 00 00 00 00 00 00 52
  Address 0x50: 45 2d 53 2d 31 38 30 30 58 34 2d 31 36 47 2d 53
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 8c ff ff ff ff ff ff ff ff ff ff ff ff
  ad0    3831 MB  UGB30SFA4000T1       SFA4000T1 00000651 Compact Flash
  ad1   30533 MB  UGB94BPH32H0S1-KCI   11000019592       Disk 1 
  usb0 (addr 1)  EHCI root hub 0       Intel             uhub0
  usb0 (addr 2)  product 0x0020 32     vendor 0x8087     uhub1
  DIMM 0         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 1         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 2         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 3         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
Routing Engine 1 REV 02   740-041821   9009099706        RE-S-1800x4
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-041821        S/N:               9009099706
 Assembly ID:  0x09c0            Assembly Version:  01.02
 Date:         02-23-2012        Assembly Flags:    0x00
 Version:      REV 02                   
 ID: RE-S-1800x4                 FRU Model Number:  RE-S-1800X4-16G-S
 Board Information Record:              
  Address 0x00: 54 32 30 32 37 44 41 2d 34 34 47 42 23 41 23 00
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 09 c0 01 02 52 45 56 20 30 32 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 34 31 38 32 31 00 00
 Address 0x20: 39 30 30 39 30 39 39 37 30 36 00 00 00 17 02 07
  Address 0x30: dc ff ff ff 54 32 30 32 37 44 41 2d 34 34 47 42
  Address 0x40: 23 41 23 00 01 00 00 00 00 00 00 00 00 00 00 52
  Address 0x50: 45 2d 53 2d 31 38 30 30 58 34 2d 31 36 47 2d 53
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 8c ff ff ff ff ff ff ff ff ff ff ff ff
  ad0    3998 MB  Virtium - TuffDrive VCF P1T0200262860208 114 Compact Flash
  ad1   30533 MB  UGB94ARF32H0S3-KC    UNIGEN-499551-000404 Disk 1 
CB 0             REV 13   750-040257   CAAF8436          Control Board
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-040257        S/N:               S/N CAAF8436
 Assembly ID:  0x0b26            Assembly Version:  01.13
 Date:         08-29-2012        Assembly Flags:    0x00
 Version:      REV 13            CLEI Code:         PROTOXCLEI
 ID: Control Board               FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 26 01 0d 52 45 56 20 31 33 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 30 32 35 37 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 46 38 34 33 36 00 1d 08 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 ff ff ff ff ff ff ff ff ff ff ff ff
...
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SPMB 0           REV 02   711-041855   ABBV3825          PMB Board
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          711-041855        S/N:               S/N ABBV3825
 Assembly ID:  0x0b29            Assembly Version:  01.02
 Date:         08-14-2012        Assembly Flags:    0x00
 Version:      REV 02                   
 ID: PMB Board                          
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 01 ff 0b 29 01 02 52 45 56 20 30 32 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 34 31 38 35 35 00 00
  Address 0x20: 53 2f 4e 20 41 42 42 56 33 38 32 35 00 0e 08 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00
...
SFB 0            REV 05   711-044466   ABBX5682          Switch Fabric Board
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          711-044466        S/N:               S/N ABBX5682
 Assembly ID:  0x0b25            Assembly Version:  01.05
 Date:         09-07-2012        Assembly Flags:    0x00
 Version:      REV 05            CLEI Code:         PROTOXCLEI
 ID: Switch Fabric Board         FRU Model Number:  PROTO-ASSEMBLY
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 25 01 05 52 45 56 20 30 35 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 34 34 34 36 36 00 00
  Address 0x20: 53 2f 4e 20 41 42 42 58 35 36 38 32 00 07 09 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 50
  Address 0x50: 52 4f 54 4f 2d 41 53 53 45 4d 42 4c 59 00 00 00
  Address 0x60: 00 00 00 00 00 00 41 30 30 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c2 00 00 00 01 00 00 00 00 00 00 48 00
...
FPC 0            REV 09   750-037355   CAAF0924          MPC Type 4-2
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-037355        S/N:               S/N CAAF0924
 Assembly ID:  0x0b4e            Assembly Version:  01.09
 Date:         05-21-2012        Assembly Flags:    0x00
 Version:      REV 09            CLEI Code:         PROTOXCLEI
 ID: MPC Type 4-2                FRU Model Number:  MPC4E-2CGE-8XGE
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 4e 01 09 52 45 56 20 30 39 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 33 35 35 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 46 30 39 32 34 00 15 05 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 4d
  Address 0x50: 50 43 34 45 2d 32 43 47 45 2d 38 58 47 45 00 00
  Address 0x60: 00 00 00 00 00 00 30 39 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff c6 ff ff ff ff ff ff ff ff ff ff ff ff
  CPU            REV 08   711-035209   CAAB9842          HMPC PMB 2G 
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          711-035209        S/N:               S/N CAAB9842
 Assembly ID:  0x0b04            Assembly Version:  01.08
 Date:         05-17-2012        Assembly Flags:    0x00
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 Version:      REV 08                   
 ID: HMPC PMB 2G                        
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 01 ff 0b 04 01 08 52 45 56 20 30 38 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 33 35 32 30 39 00 00
  Address 0x20: 53 2f 4e 20 43 41 41 42 39 38 34 32 00 11 05 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00
  PIC 0                   BUILTIN      BUILTIN           4x10GE SFPP
 Jedec Code:   0x0000            EEPROM Version:    0x00
 P/N:          BUILTIN           S/N:               BUILTIN
 Assembly ID:  0x0a53            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 ID: 4x10GE SFPP                        
 Board Information Record:              
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:                          
  Address 0x00: 00 00 00 00 0a 53 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 42 55 49 4c 54 49 4e 00 4d 58 43 00
  Address 0x20: 42 55 49 4c 54 49 4e 00 4d 58 43 00 00 00 00 00
  Address 0x30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Address 0x70: 00 00 00 00 c0 02 ae 64 00 00 00 00 0a 52 00 00
    Xcvr 0       REV 01   740-021308   19T511101656      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AMA04RU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   193363A00558      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B10M00202         SFP+-10G-SR
...
ADC 0            REV 13   750-043596   ABBX5532          Adapter Card
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-043596        S/N:               S/N ABBX5532
 Assembly ID:  0x0b3d            Assembly Version:  01.13
 Date:         09-12-2012        Assembly Flags:    0x00
 Version:      REV 13            CLEI Code:         IPUCBA8CAA
 ID: Adapter Card                FRU Model Number:  MX2000-LC-ADAPTER
 Board Information Record:              
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:                          
  Address 0x00: 7f b0 02 ff 0b 3d 01 0d 52 45 56 20 31 33 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 34 33 35 39 36 00 00
  Address 0x20: 53 2f 4e 20 41 42 42 58 35 35 33 32 00 0c 09 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 49 50 55 43 42 41 38 43 41 41 4d
  Address 0x50: 58 32 30 30 30 2d 4c 43 2d 41 44 41 50 54 45 52
  Address 0x60: 00 00 00 00 00 00 41 00 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 3a 00 00 00 00 00 00 00 00 00 00 00 00
...

show chassis hardwaremodels (MX2010 Router)

user@host > show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
FPM Board        REV 06   711-032349   ZX8744            711-032349
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PSM 4            REV 0C   740-033727   VK00254           00000000000000000000000
PSM 5            REV 0B   740-033727   VG00015           00000000000000000000000
PSM 6            REV 0B   740-033727   VH00097           00000000000000000000000
PSM 7            REV 0C   740-033727   VJ00151           00000000000000000000000
PSM 8            REV 0C   740-033727   VJ00149           00000000000000000000000
PDM 0            REV 0B   740-038109   WA00008          
PDM 1            REV 0B   740-038109   WA00014          
Routing Engine 0 REV 02   740-041821   9009094134        RE-S-1800X4-16G-S
Routing Engine 1 REV 02   740-041821   9009094141        RE-S-1800X4-16G-S
CB 0             REV 08   750-040257   CAAB3491          750-040257
CB 1             REV 08   750-040257   CAAB3489          750-040257
SFB 0            REV 06   711-032385   ZV1828            711-032385
SFB 1            REV 07   711-032385   ZZ2568            711-032385
SFB 2            REV 07   711-032385   ZZ2563            711-032385
SFB 3            REV 07   711-032385   ZZ2564            711-032385
SFB 4            REV 07   711-032385   ZZ2580            711-032385
SFB 5            REV 07   711-032385   ZZ2579            711-0323856
SFB 6            REV 07   711-032385   CAAB4882          711-044170
SFB 7            REV 07   711-032385   CAAB4898          711-044170
FPC 0            REV 33   750-028467   CAAB1919          MPC-3D-16XGE-SFPP
FPC 1            REV 21   750-033205   ZG5027            MX-MPC3-3D
  MIC 0          REV 03   750-033307   ZV6299            MIC3-3D-10XGE-SFPP
  MIC 1          REV 03   750-033307   ZV6268            MIC3-3D-10XGE-SFPP
FPC 8            REV 22   750-031089   ZT9746            MX-MPC2-3D
  MIC 0          REV 26   750-028392   ABBS1150          MIC-3D-20GE-SFP
  MIC 1          REV 26   750-028387   ABBR9582          MIC-3D-4XGE-XFP
FPC 9            REV 11   750-036284   ZL3591            MPCE-3D-16XGE-SFPP
ADC 0            REV 05   750-043596   CAAC2073          750-043596
ADC 1            REV 01   750-043596   ZV4117            750-043596
ADC 8            REV 01   750-043596   ZV4107            750-043596
ADC 9            REV 02   750-043596   ZW1555            750-043596
Fan Tray 0       REV 2A   760-046960   ACAY0015         
Fan Tray 1       REV 2A   760-046960   ACAY0019         
Fan Tray 2       REV 2A   760-046960   ACAY0020         
Fan Tray 3       REV 2A   760-046960   ACAY0021   

show chassis hardware clei-models (MX2010 Routers)

user@host > show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
FPM Board        REV 06   711-032349   PROTOXCLEI        711-032349
PSM 4            REV 0C   740-033727   0000000000        00000000000000000000000
PSM 5            REV 0B   740-033727   0000000000        00000000000000000000000
PSM 6            REV 0B   740-033727   0000000000        00000000000000000000000
PSM 7            REV 0C   740-033727   0000000000        00000000000000000000000
PSM 8            REV 0C   740-033727   0000000000        00000000000000000000000
PDM 0            REV 0B   740-038109  
PDM 1            REV 0B   740-038109  
Routing Engine 0 REV 02   740-041821                     RE-S-1800X4-16G-S
Routing Engine 1 REV 02   740-041821                     RE-S-1800X4-16G-S
CB 0             REV 08   750-040257   PROTOXCLEI        750-040257
CB 1             REV 08   750-040257   PROTOXCLEI        750-040257
SFB 0            REV 06   711-032385   PROTOXCLEI        711-032385
SFB 1            REV 07   711-032385   PROTOXCLEI        711-032385
SFB 2            REV 07   711-032385   PROTOXCLEI        711-032385
SFB 3            REV 07   711-032385   PROTOXCLEI        711-032385
SFB 4            REV 07   711-032385   PROTOXCLEI        711-032385
SFB 5            REV 07   711-032385   PROTOXCLEI        711-0323856
SFB 6            REV 07   711-032385   PROTOXCLEI        711-044170
SFB 7            REV 07   711-032385   PROTOXCLEI        711-044170
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FPC 0            REV 33   750-028467                     MPC-3D-16XGE-SFPP
FPC 1            REV 21   750-033205                     MX-MPC3-3D
  MIC 0          REV 03   750-033307   PROTOXCLEI        MIC3-3D-10XGE-SFPP
  MIC 1          REV 03   750-033307   PROTOXCLEI        MIC3-3D-10XGE-SFPP
FPC 8            REV 22   750-031089   COUIBAYBAA        MX-MPC2-3D
  MIC 0          REV 26   750-028392   COUIA15BAA        MIC-3D-20GE-SFP
  MIC 1          REV 26   750-028387   COUIA16BAA        MIC-3D-4XGE-XFP
FPC 9            REV 11   750-036284   CMUIACGBAA        MPCE-3D-16XGE-SFPP
ADC 0            REV 05   750-043596   PROTOXCLEI        750-043596
ADC 1            REV 01   750-043596   PROTOXCLEI        750-043596
ADC 8            REV 01   750-043596   PROTOXCLEI        750-043596
ADC 9            REV 02   750-043596   PROTOXCLEI        750-043596
Fan Tray 0       REV 2A   760-046960  
Fan Tray 1       REV 2A   760-046960  
Fan Tray 2       REV 2A   760-046960  
Fan Tray 3       REV 2A   760-046960  

show chassis hardware (MX2020 Router)

user@host > show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E2227AFJ      MX2020
Midplane         REV 27   750-040240   ABAB9384          Lower Power Midplane
Midplane 1       REV 04   711-032386   ABAB9386          Upper Backplane
PMP 1            REV 05   711-032428   ACAJ1579          Upper Power Midplane
PMP 0            REV 04   711-032426   ACAJ1524          Lower Power Midplane
FPM Board        REV 06   760-040242   ABBT8837          Front Panel Display
PSM 0            REV 01   740-045050   1E022240056       DC 52V Power Supply 
Module
PSM 1            REV 01   740-045050   1E022240054       DC 52V Power Supply 
Module
PSM 2            REV 01   740-045050   1E02224005H       DC 52V Power Supply 
Module
PSM 3            REV 01   740-045050   1E022240053       DC 52V Power Supply 
Module
PSM 4            REV 01   740-045050   1E02224004K       DC 52V Power Supply 
Module
PSM 7            REV 01   740-045050   1E02224006W       DC 52V Power Supply 
Module
PSM 8            REV 01   740-045050   1E022240062       DC 52V Power Supply 
Module
PSM 9            REV 01   740-045050   1E02224005B       DC 52V Power Supply 
Module
PSM 10           REV 01   740-045050   1E02224005A       DC 52V Power Supply 
Module
PSM 11           REV 01   740-045050   1E022240052       DC 52V Power Supply 
Module
PSM 12           REV 01   740-045050   1E022240051       DC 52V Power Supply 
Module
PSM 13           REV 01   740-045050   1E022240058       DC 52V Power Supply 
Module
PSM 14           REV 01   740-045050   1E02224004L       DC 52V Power Supply 
Module
PSM 15           REV 01   740-045050   1E02224005M       DC 52V Power Supply 
Module
PSM 16           REV 01   740-045050   1E02224006S       DC 52V Power Supply 
Module
PSM 17           REV 01   740-045050   1E02224005Z       DC 52V Power Supply 
Module
PDM 0            REV 01   740-045234   1E012150033       DC Power Dist Module
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PDM 1            REV 01   740-045234   1E012150027       DC Power Dist Module
PDM 2            REV 01   740-045234   1E012150028       DC Power Dist Module
PDM 3            REV 01   740-045234   1E012150045       DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009089704        RE-S-1800x4
Routing Engine 1 REV 02   740-041821   9009094138        RE-S-1800x4
CB 0             REV 14   750-040257   CAAF8430          Control Board
CB 1             REV 08   750-040257   CAAB3482          Control Board
SPMB 0           REV 01   711-041855   ZS2290            PMB Board
SPMB 1           REV 02   711-041855   CAAA6141          PMB Board
SFB 0            REV 03   711-044466   ABBV6789          Switch Fabric Board
SFB 1            REV 05   711-044466   ABBX5666          Switch Fabric Board
SFB 2            REV 05   711-044466   ABBX5678          Switch Fabric Board
SFB 3            REV 05   711-044466   ABBX5687          Switch Fabric Board
SFB 4            REV 05   711-044466   ABBX5609          Switch Fabric Board
SFB 5            REV 05   711-044466   ABBX5675          Switch Fabric Board
SFB 6            REV 03   711-044466   ABBV6805          Switch Fabric Board
SFB 7            REV 05   711-044466   ABBX5701          Switch Fabric Board
FPC 0            REV 30   750-028467   ABBN0284          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0507          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00990         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E04357         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01327         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E04375         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02760         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02904         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E03963         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00756         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04418         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01077         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01128         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01253         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E01140         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01626         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01075         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01177         SFP+-10G-USR
FPC 1            REV 30   750-028467   ABBN0208          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1084          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04745         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01570         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E04388         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01439         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04739         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01869         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01675         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01901         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01346         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01288         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01824         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E04312         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02811         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E03847         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01495         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01265         SFP+-10G-USR
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FPC 2            REV 30   750-028467   ZM5111            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ZP6607            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LJA           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MFZ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKL           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KF4           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80FBJ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MM2           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LJV           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NXV           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N1H           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLS           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FL5           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL9           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NG2           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80KDU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80MG1           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80MM0           SFP+-10G-SR
FPC 3            REV 30   750-028467   ABBN0302          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0495          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01581         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01176         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01251         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02752         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00786         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01020         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01023         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02819         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02812         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11D04437         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01279         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01333         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00978         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01018         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01784         SFP+-10G-USR
    Xcvr 3       REV 01   740-031980   AK80NKP           SFP+-10G-SR
FPC 4            REV 30   750-028467   ABBN0308          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1095          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04305         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01147         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01195         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01743         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01892         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02880         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00725         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01057         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02816         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11C04501         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E02764         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00789         SFP+-10G-USR
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  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01250         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02847         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00787         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E03803         SFP+-10G-USR
FPC 5            REV 30   750-028467   ABBN0316          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1082          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00523         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01848         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01865         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00540         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00422         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00428         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K00423         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01855         SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K01847         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00526         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K00529         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00525         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00425         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00530         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01851         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00528         SFP+-10G-SR
FPC 6            REV 32   750-028467   ABBN6832          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6534          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MB4           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FQ6           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N1F           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLQ           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80KDR           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FGJ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N5G           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KD8           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LET           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80N1X           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NRF           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL2           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N3D           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MRB           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LEQ           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LER           SFP+-10G-SR
FPC 7            REV 32   750-028467   ABBN6811          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7288          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NK8           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80LJG           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LBU           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N21           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEU           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLM           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NL6           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LES           SFP+-10G-SR
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  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEN           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80ME0           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LMG           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80MM1           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MG7           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80KF9           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NRQ           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLE           SFP+-10G-SR
FPC 8            REV 23   750-028467   YN2977            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   YP1856            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00875      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00851      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00772      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00882      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00735      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00169      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00726      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00077      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00168      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00676      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00732      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00091      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00725      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00642      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00871      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00853      SFP+-10G-SR
FPC 9            REV 32   750-028467   ABBN6798          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6556          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   9ZDZ06A00055      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00239      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AD0915E003K       SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AD0915E003A       SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MRC           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NL5           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKN           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N3U           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N1T           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJ808DJ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NG4           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80FND           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80FKQ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLT           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKR           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LKM           SFP+-10G-SR
FPC 10           REV 32   750-028467   ABBN6813          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6542          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NA3           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLF           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80MRH           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KE4           SFP+-10G-SR
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  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   973152A00030      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80L9H           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80ME8           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLR           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NG1           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MCA           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LFC           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LEM           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N9X           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80LAC           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LF2           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N8T           SFP+-10G-SR
FPC 11           REV 30   750-028467   ABBN0281          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0526          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01326         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E03973         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00950         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00674         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00775         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E04461         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01074         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02821         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04501         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E00757         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01623         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01022         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04359         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02751         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E02736         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01178         SFP+-10G-USR
FPC 12           REV 32   750-028467   ABBN6796          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7259          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K01856         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01853         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01863         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02863      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02668      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02881      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01671      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02627      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02725      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02692      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02730      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03081      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02736      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02568      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02747      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02579      SFP+-10G-SR
FPC 13           REV 30   750-028467   ABBN0270          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ0966          AMPC PMB
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  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NL1           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NXW           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KD2           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80FMD           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NKQ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MGH           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N38           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL7           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEL           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NKD           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KCY           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LHK           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80M5J           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MBE           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NLG           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LFH           SFP+-10G-SR
FPC 14           REV 32   750-028467   ABBN6790          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6515          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LZM           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MCC           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KCM           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KE0           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021310   C10F99155         SFP+-10G-LRM
    Xcvr 1       REV 01   740-021310   C10F99049         SFP+-10G-LRM
    Xcvr 2       REV 01   740-021310   C10F99128         SFP+-10G-LRM
    Xcvr 3       REV 01   740-021310   C10F99169         SFP+-10G-LRM
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LF3           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02597      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A03060      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03057      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEX           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FEU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FNM           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AJQ0Q5G           SFP+-10G-SR
FPC 15           REV 32   750-028467   ABBN6791          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7289          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00424         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01849         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01862         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01852         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00427         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00430         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01854         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00426         SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00429         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01864         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01850         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00522         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E01144         SFP+-10G-USR
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    Xcvr 1       REV 01   740-030658   B11E00985         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00796         SFP+-10G-USR
    Xcvr 3       REV 01   740-031980   B11K01866         SFP+-10G-SR
FPC 16           REV 30   750-028467   ABBM4592          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0465          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01435         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01052         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01328         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01254         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02738         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02881         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01624         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00889         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02883         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E00681         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E04306         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02813         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01801         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02753         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01156         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E04324         SFP+-10G-USR
FPC 17           REV 32   750-028467   ABBN6810          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7237          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02638      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02082      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01674      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03058      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A03048      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02729      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02566      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02567      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02878      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02739      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01959      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02660      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02731      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02588      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02673      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02654      SFP+-10G-SR
FPC 18           REV 30   750-028467   ABBM4739          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0487          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02569      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02886      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A03082      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   133363A00297      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02726      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A03050      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02884      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03076      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02581      SFP+-10G-SR
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    Xcvr 1       REV 01   740-031980   163363A02873      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02582      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03083      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031981   UL70BU6           SFP+-10G-LR
    Xcvr 1       REV 01   740-031981   UL50QC6           SFP+-10G-LR
    Xcvr 2       REV 01   740-031981   UL708N6           SFP+-10G-LR
    Xcvr 3       REV 01   740-031981   UL603KK           SFP+-10G-LR
FPC 19           REV 32   750-028467   ABBN6827          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6508          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A01688      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A01724      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01773      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02593      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A03061      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A03056      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02669      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03070      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02572      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02697      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02585      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03052      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02591      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02649      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02577      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02698      SFP+-10G-SR
ADC 0            REV 13   750-043596   ABBX5561          Adapter Card
ADC 1            REV 13   750-043596   ABBX5546          Adapter Card
ADC 2            REV 13   750-043596   ABBX5535          Adapter Card
ADC 3            REV 13   750-043596   ABBX5552          Adapter Card
ADC 4            REV 13   750-043596   ABBX5581          Adapter Card
ADC 5            REV 13   750-043596   ABBX5545          Adapter Card
ADC 6            REV 13   750-043596   ABBX5554          Adapter Card
ADC 7            REV 07   750-043596   ABBV7194          Adapter Card
ADC 8            REV 07   750-043596   ABBV7251          Adapter Card
ADC 9            REV 07   750-043596   ABBV7202          Adapter Card
ADC 10           REV 13   750-043596   ABBX5538          Adapter Card
ADC 11           REV 13   750-043596   ABBX5566          Adapter Card
ADC 12           REV 13   750-043596   ABBX5542          Adapter Card
ADC 13           REV 13   750-043596   ABBX5539          Adapter Card
ADC 14           REV 13   750-043596   ABBX5555          Adapter Card
ADC 15           REV 13   750-043596   ABBX5557          Adapter Card
ADC 16           REV 13   750-043596   ABBX5536          Adapter Card
ADC 17           REV 13   750-043596   ABBX5559          Adapter Card
ADC 18           REV 13   750-043596   ABBX5537          Adapter Card
ADC 19           REV 11   750-043596   ABBW5685          Adapter Card
Fan Tray 0       REV 2A   760-046960   ACAY0030          172mm FanTray - 6 Fans
Fan Tray 1       REV 2A   760-046960   ACAY0039          172mm FanTray - 6 Fans
Fan Tray 2       REV 2A   760-046960   ACAY0033          172mm FanTray - 6 Fans
Fan Tray 3       REV 2A   760-046960   ACAY0062          172mm FanTray - 6 Fans

show chassis hardware detail (MX2020 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E2227AFJ      MX2020
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Midplane         REV 27   750-040240   ABAB9384          Lower Power Midplane
Midplane 1       REV 04   711-032386   ABAB9386          Upper Backplane
PMP 1            REV 05   711-032428   ACAJ1821          Upper Power Midplane
PMP 0            REV 04   711-032426   ACAJ1524          Lower Power Midplane
FPM Board        REV 06   760-040242   ABBT8837          Front Panel Display
PSM 0            REV 01   740-045050   1E02224006G       DC 52V Power Supply 
Module
PSM 1            REV 01   740-045050   1E022240053       DC 52V Power Supply 
Module
PSM 2            REV 01   740-045050   1E02224004K       DC 52V Power Supply 
Module
PSM 3            REV 01   740-045050   1E022240056       DC 52V Power Supply 
Module
PSM 4            REV 01   740-045050   1E022240054       DC 52V Power Supply 
Module
PSM 5            REV 01   740-045050   1E02224005H       DC 52V Power Supply 
Module
PSM 6            REV 01   740-045050   1E02224006S       DC 52V Power Supply 
Module
PSM 7            REV 01   740-045050   1E02224005M       DC 52V Power Supply 
Module
PSM 8            REV 01   740-045050   1E022240062       DC 52V Power Supply 
Module
PSM 9            REV 03   740-045050   1EDB2350095       DC 52V Power Supply 
Module
PSM 10           REV 03   740-045050   1EDB235009L       DC 52V Power Supply 
Module
PSM 11           REV 03   740-045050   1EDB2350092       DC 52V Power Supply 
Module
PSM 12           REV 03   740-045050   1EDB23500AT       DC 52V Power Supply 
Module
PSM 13           REV 03   740-045050   1EDB2350094       DC 52V Power Supply 
Module
PSM 15           REV 03   740-045050   1EDB235008X       DC 52V Power Supply 
Module
PDM 0            REV 01   740-045234   1E012150033       DC Power Dist Module
PDM 1            REV 01   740-045234   1E012150027       DC Power Dist Module
PDM 2            REV 01   740-045234   1E262250072       DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009094138        RE-S-1800x4
  ad0    3998 MB  Virtium - TuffDisk VCF3 20110825A021D0000064 Compact Flash
  ad1   30533 MB  UGB94ARF32H0S3-KC    UNIGEN-499551-000347 Disk 1 
  usb0 (addr 1)  EHCI root hub 0       Intel             uhub0
  usb0 (addr 2)  product 0x0020 32     vendor 0x8087     uhub1
  DIMM 0         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 1         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 2         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
  DIMM 3         SGU04G72H1BD2SA-BB DIE REV-52 PCB REV-54 MFR ID-ce80
Routing Engine 1 REV 02   740-041821   9009089709        RE-S-1800x4
  ad0    3831 MB  UGB30SFA4000T1       SFA4000T1 00000113 Compact Flash
  ad1   30533 MB  UGB94ARF32H0S3-KC    UNIGEN-478612-001044 Disk 1 
CB 0             REV 08   750-040257   CAAB3482          Control Board
CB 1             REV 04   750-040257   ZT2864            Control Board
SPMB 0           REV 02   711-041855   CAAA6141          PMB Board
SPMB 1           REV 01   711-041855   ZS2275            PMB Board
SFB 0            REV 05   711-044466   ABBT2161          Switch Fabric Board
SFB 1            REV 05   711-044466   ABBT2159          Switch Fabric Board
SFB 2            REV 05   711-044466   ABBX3718          Switch Fabric Board
SFB 3            REV 05   711-044466   ABBT2152          Switch Fabric Board
SFB 4            REV 05   711-044466   ABBT2160          Switch Fabric Board
SFB 5            REV 05   711-044466   ABBT2145          Switch Fabric Board
SFB 6            REV 05   711-044466   ABBT2150          Switch Fabric Board
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SFB 7            REV 05   711-044466   ABBT2163          Switch Fabric Board
FPC 0            REV 30   750-028467   ABBN0284          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0507          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00990         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E04357         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01327         SFP+-10G-USR
Xcvr 3       REV 01   740-030658   B11E04375         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02760         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02904         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E03963         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00756         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04418         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01077         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01128         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01253         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E01140         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01626         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01075         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01177         SFP+-10G-USR
FPC 1            REV 30   750-028467   ABBN0308          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1095          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04305         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01147         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01195         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01743         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01892         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02880         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00725         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01057         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02816         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11C04501         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E02764         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00789         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01250         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02847         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00787         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E03803         SFP+-10G-USR
FPC 2            REV 30   750-028467   ABBN0316          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1082          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00523         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01848         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01865         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00540         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00422         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00428         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K00423         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01855         SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K01847         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00526         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K00529         SFP+-10G-SR
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    Xcvr 3       REV 01   740-031980   B11K00525         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
Xcvr 0       REV 01   740-031980   B11K00425         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00530         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01851         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00528         SFP+-10G-SR
FPC 3            REV 32   750-028467   ABBN6832          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6534          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MB4           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FQ6           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N1F           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLQ           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80KDR           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FGJ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N5G           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KD8           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LET           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80N1X           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NRF           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL2           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N3D           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MRB           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LEQ           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LER           SFP+-10G-SR
FPC 4            REV 32   750-028467   ABBN6811          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7288          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NK8           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80LJG           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LBU           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N21           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEU           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLM           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NL6           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LES           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEN           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80ME0           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LMG           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80MM1           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MG7           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80KF9           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NRQ           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLE           SFP+-10G-SR
FPC 5            REV 32   750-028467   ABBN6791          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7289          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00424         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01849         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01862         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K01852         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP
Xcvr 0       REV 01   740-031980   B11K00427         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K00430         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01854         SFP+-10G-SR
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    Xcvr 3       REV 01   740-031980   B11K00426         SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K00429         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01864         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01850         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11K00522         SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E01144         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E00985         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00796         SFP+-10G-USR
    Xcvr 3       REV 01   740-031980   B11K01866         SFP+-10G-SR
FPC 6            REV 30   750-028467   ABBM4592          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0465          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01435         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01052         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01328         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01254         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02738         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02881         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01624         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00889         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02883         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E00681         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E04306         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02813         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01801         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02753         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01156         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E04324         SFP+-10G-USR
FPC 7            REV 32   750-028467   ABBN6810          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7237          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A03058      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02082      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01674      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02638      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A03048      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02729      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02566      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02567      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02878      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02739      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01959      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02660      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02731      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02588      SFP+-10G-SR
 Xcvr 2       REV 01   740-031980   163363A02673      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02654      SFP+-10G-SR
FPC 8            REV 30   750-028467   ABBM4739          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0487          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02569      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02886      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A03082      SFP+-10G-SR
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    Xcvr 3       REV 01   740-031980   133363A00297      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02726      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A03050      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02884      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03076      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02581      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02873      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02582      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03083      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031981   UL70BU6           SFP+-10G-LR
    Xcvr 1       REV 01   740-031981   UL50QC6           SFP+-10G-LR
    Xcvr 2       REV 01   740-031981   UL708N6           SFP+-10G-LR
    Xcvr 3       REV 01   740-031981   UL603KK           SFP+-10G-LR
FPC 9            REV 32   750-028467   ABBN6827          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6508          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A01688      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A01724      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01773      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02593      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A03061      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A03056      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02669      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03070      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02572      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02697      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02585      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03052      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02591      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02649      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02577      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02698      SFP+-10G-SR
FPC 10           REV 30   750-028467   ABBN0302          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0495          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01581         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01176         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01251         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02752         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00786         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01020         SFP+-10G-USR
 Xcvr 2       REV 01   740-030658   B11E01023         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02819         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E02812         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11D04437         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01279         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01333         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00978         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E01018         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01784         SFP+-10G-USR
    Xcvr 3       REV 01   740-031980   AK80NKP           SFP+-10G-SR
FPC 11           REV 32   750-028467   ABBN6790          MPC 3D 16x 10GE
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  CPU            REV 10   711-029089   ABBK6515          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LZM           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MCC           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KCM           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KE0           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021310   C10F99155         SFP+-10G-LRM
    Xcvr 1       REV 01   740-021310   C10F99049         SFP+-10G-LRM
    Xcvr 2       REV 01   740-021310   C10F99128         SFP+-10G-LRM
    Xcvr 3       REV 01   740-021310   C10F99169         SFP+-10G-LRM
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LF3           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02597      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A03060      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03057      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEX           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80FEU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FNM           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AJQ0Q5G           SFP+-10G-SR
FPC 12           REV 30   750-028467   ZM5111            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ZP6607            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LJA           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MFZ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKL           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KF4           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80FBJ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MM2           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LJV           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NXV           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N1H           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLS           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FL5           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL9           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NG2           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80KDU           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80MG1           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80MM0           SFP+-10G-SR
FPC 13           REV 30   750-028467   ABBN0208          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ1084          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04745         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01570         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E04388         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01439         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04739         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01869         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01675         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01901         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01346         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11F01288         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01824         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E04312         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
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    Xcvr 0       REV 01   740-030658   B11E02811         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E03847         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01495         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11F01265         SFP+-10G-USR
FPC 14           REV 23   750-028467   YN2977            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   YP1856            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00875      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00851      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00772      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00882      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00735      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00169      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00726      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00077      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00168      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00676      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00732      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00091      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   183363A00725      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00642      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   183363A00871      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   183363A00853      SFP+-10G-SR
FPC 15           REV 32   750-028467   ABBN6798          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6556          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   9ZDZ06A00055      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   183363A00239      SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AD0915E003K       SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AD0915E003A       SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80MRC           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NL5           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKN           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N3U           SFP+-10G-SR
 PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N1T           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJ808DJ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NG4           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80FND           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80FKQ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLT           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NKR           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LKM           SFP+-10G-SR
FPC 16           REV 30   750-028467   ABBN0270          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBJ0966          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NL1           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NXW           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KD2           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80FMD           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NKQ           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MGH           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80N38           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NL7           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
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    Xcvr 0       REV 01   740-031980   AK80M5J           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NKD           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80KCY           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LHK           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LEL           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MBE           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80NLG           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LFH           SFP+-10G-SR
FPC 17           REV 32   750-028467   ABBN6796          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN7259          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   B11K01856         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11K01853         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11K01863         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02863      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02668      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02881      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A01671      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02627      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02725      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02692      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02730      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A03081      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   163363A02736      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   163363A02568      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   163363A02747      SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   163363A02579      SFP+-10G-SR
FPC 18           REV 30   750-028467   ABBN0281          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBN0526          AMPC PMB
PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11F01326         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E03973         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E00950         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E00674         SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E00775         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E04461         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E01074         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E02821         SFP+-10G-USR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04501         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E00757         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11F01623         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01022         SFP+-10G-USR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-030658   B11E04359         SFP+-10G-USR
    Xcvr 1       REV 01   740-030658   B11E02751         SFP+-10G-USR
    Xcvr 2       REV 01   740-030658   B11E02736         SFP+-10G-USR
    Xcvr 3       REV 01   740-030658   B11E01178         SFP+-10G-USR
FPC 19           REV 32   750-028467   ABBN6813          MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ABBK6542          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NA3           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80NLF           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80MRH           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80KE4           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
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    Xcvr 0       REV 01   740-021308   973152A00030      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80L9H           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80ME8           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80NLR           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80NG1           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80MCA           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LFC           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80LEM           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80N9X           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AK80LAC           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80LF2           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AK80N8T           SFP+-10G-SR
ADC 0            REV 13   750-043596   ABBX5561          Adapter Card
ADC 1            REV 13   750-043596   ABBX5546          Adapter Card
ADC 2            REV 13   750-043596   ABBX5535          Adapter Card
ADC 3            REV 13   750-043596   ABBX5552          Adapter Card
ADC 4            REV 13   750-043596   ABBX5581          Adapter Card
ADC 5            REV 13   750-043596   ABBX5545          Adapter Card
ADC 6            REV 13   750-043596   ABBX5554          Adapter Card
ADC 7            REV 07   750-043596   ABBV7194          Adapter Card
ADC 8            REV 07   750-043596   ABBV7251          Adapter Card
ADC 9            REV 07   750-043596   ABBV7202          Adapter Card
ADC 10           REV 13   750-043596   ABBX5579          Adapter Card
ADC 11           REV 13   750-043596   ABBX5548          Adapter Card
ADC 12           REV 13   750-043596   ABBX5575          Adapter Card
ADC 13           REV 13   750-043596   ABBX5539          Adapter Card
ADC 14           REV 13   750-043596   ABBX5555          Adapter Card
ADC 15           REV 13   750-043596   ABBX5557          Adapter Card
ADC 16           REV 13   750-043596   ABBX5536          Adapter Card
ADC 17           REV 13   750-043596   ABBX5559          Adapter Card
ADC 18           REV 13   750-043596   ABBX5537          Adapter Card
ADC 19           REV 11   750-043596   ABBW5685          Adapter Card
Fan Tray 0       REV 04   760-046960   ACAY0090          172mm FanTray - 6 Fans
Fan Tray 1       REV 04   760-046960   ACAY0088          172mm FanTray - 6 Fans
Fan Tray 2       REV 04   760-046960   ACAY0089          172mm FanTray - 6 Fans
Fan Tray 3       REV 04   760-046960   ACAY0108          172mm FanTray - 6 Fans

show chassis hardwaremodels (MX2020 Router)

user@host > show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 27   750-040240   ABAB9384          750-040240
FPM Board        REV 06   760-040242   ABBT8837          760-040242
PSM 0            REV 01   740-045050   1E02224006G       MX2000-PSM-HC-DC-S-A
PSM 1            REV 01   740-045050   1E022240053       MX2000-PSM-HC-DC-S-A
PSM 2            REV 01   740-045050   1E02224004K       MX2000-PSM-HC-DC-S-A
PSM 3            REV 01   740-045050   1E022240056       MX2000-PSM-HC-DC-S-A
PSM 4            REV 01   740-045050   1E022240054       MX2000-PSM-HC-DC-S-A
PSM 5            REV 01   740-045050   1E02224005H       MX2000-PSM-HC-DC-S-A
PSM 6            REV 01   740-045050   1E02224006S       MX2000-PSM-HC-DC-S-A
PSM 7            REV 01   740-045050   1E02224005M       MX2000-PSM-HC-DC-S-A
PSM 8            REV 01   740-045050   1E022240062       MX2000-PSM-HC-DC-S-A
PSM 9            REV 03   740-045050   1EDB2350095       MX2000-PSM-DC-S-A
PSM 10           REV 03   740-045050   1EDB235009L       MX2000-PSM-DC-S-A
PSM 11           REV 03   740-045050   1EDB2350092       MX2000-PSM-DC-S-A
PSM 12           REV 03   740-045050   1EDB23500AT       MX2000-PSM-DC-S-A
PSM 13           REV 03   740-045050   1EDB2350094       MX2000-PSM-DC-S-A
PSM 15           REV 03   740-045050   1EDB235008X       MX2000-PSM-DC-S-A
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PDM 0            REV 01   740-045234   1E012150033      
PDM 1            REV 01   740-045234   1E012150027      
PDM 2            REV 01   740-045234   1E262250072       MX2000-PDM-DC-S-A
Routing Engine 0 REV 02   740-041821   9009094138        RE-S-1800X4-16G-S
Routing Engine 1 REV 02   740-041821   9009089709        RE-S-1800X4-16G-S
CB 0             REV 08   750-040257   CAAB3482          750-040257
CB 1             REV 04   750-040257   ZT2864            750-040257
SFB 0            REV 05   711-044466   ABBT2161          MX2000-SFB-S
SFB 1            REV 05   711-044466   ABBT2159          MX2000-SFB-S
SFB 2            REV 05   711-044466   ABBX3718          MX2000-SFB-S
SFB 4            REV 05   711-044466   ABBT2160          MX2000-SFB-S
SFB 5            REV 05   711-044466   ABBT2145          MX2000-SFB-S
SFB 7            REV 05   711-044466   ABBT2163          MX2000-SFB-S
FPC 0            REV 30   750-028467   ABBN0284          MPC-3D-16XGE-SFPP
FPC 1            REV 30   750-028467   ABBN0308          MPC-3D-16XGE-SFPP
FPC 2            REV 30   750-028467   ABBN0316          MPC-3D-16XGE-SFPP
FPC 3            REV 32   750-028467   ABBN6832          MPC-3D-16XGE-SFPP
FPC 4            REV 32   750-028467   ABBN6811          MPC-3D-16XGE-SFPP
FPC 5            REV 32   750-028467   ABBN6791          MPC-3D-16XGE-SFPP
FPC 6            REV 30   750-028467   ABBM4592          MPC-3D-16XGE-SFPP
FPC 7            REV 32   750-028467   ABBN6810          MPC-3D-16XGE-SFPP
FPC 8            REV 30   750-028467   ABBM4739          MPC-3D-16XGE-SFPP
FPC 9            REV 32   750-028467   ABBN6827          MPC-3D-16XGE-SFPP
FPC 10           REV 30   750-028467   ABBN0302          MPC-3D-16XGE-SFPP
FPC 11           REV 32   750-028467   ABBN6790          MPC-3D-16XGE-SFPP
FPC 12           REV 30   750-028467   ZM5111            MPC-3D-16XGE-SFPP
FPC 13           REV 30   750-028467   ABBN0208          MPC-3D-16XGE-SFPP
FPC 14           REV 23   750-028467   YN2977            MPC-3D-16XGE-SFPP
FPC 15           REV 32   750-028467   ABBN6798          MPC-3D-16XGE-SFPP
FPC 16           REV 30   750-028467   ABBN0270          MPC-3D-16XGE-SFPP
FPC 17           REV 32   750-028467   ABBN6796          MPC-3D-16XGE-SFPP
FPC 18           REV 30   750-028467   ABBN0281          MPC-3D-16XGE-SFPP
FPC 19           REV 32   750-028467   ABBN6813          MPC-3D-16XGE-SFPP
ADC 0            REV 13   750-043596   ABBX5561          PROTO-ASSEMBLY
ADC 1            REV 13   750-043596   ABBX5546          PROTO-ASSEMBLY
ADC 2            REV 13   750-043596   ABBX5535          MX2000-LC-ADAPTER
ADC 3            REV 13   750-043596   ABBX5552          MX2000-LC-ADAPTER
ADC 4            REV 13   750-043596   ABBX5581          MX2000-LC-ADAPTER
ADC 5            REV 13   750-043596   ABBX5545          PROTO-ASSEMBLY
ADC 6            REV 13   750-043596   ABBX5554          PROTO-ASSEMBLY
ADC 7            REV 07   750-043596   ABBV7194          MX2000-LC-ADAPTER
ADC 8            REV 07   750-043596   ABBV7251          MX2000-LC-ADAPTER
ADC 9            REV 07   750-043596   ABBV7202          MX2000-LC-ADAPTER
ADC 10           REV 13   750-043596   ABBX5579          MX2000-LC-ADAPTER
ADC 12           REV 13   750-043596   ABBX5575          MX2000-LC-ADAPTER
ADC 13           REV 13   750-043596   ABBX5539          PROTO-ASSEMBLY
ADC 14           REV 13   750-043596   ABBX5555          PROTO-ASSEMBLY
ADC 15           REV 13   750-043596   ABBX5557          MX2000-LC-ADAPTER
ADC 16           REV 13   750-043596   ABBX5536          PROTO-ASSEMBLY
ADC 17           REV 13   750-043596   ABBX5559          PROTO-ASSEMBLY
ADC 18           REV 13   750-043596   ABBX5537          PROTO-ASSEMBLY
ADC 19           REV 11   750-043596   ABBW5685          PROTO-ASSEMBLY
Fan Tray 0       REV 04   760-046960   ACAY0090          
Fan Tray 1       REV 04   760-046960   ACAY0088          
Fan Tray 2       REV 04   760-046960   ACAY0089          
Fan Tray 3       REV 04   760-046960   ACAY0108          

show chassis hardware clei-models (MX2020 Router)

user@ host > show chassis hardware clei-models
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Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 27   750-040240   PROTOXCLEI        750-040240
FPM Board        REV 06   760-040242   PROTOXCLEI        760-040242
PSM 0            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 1            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 2            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 3            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 4            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 5            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 6            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 7            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 8            REV 01   740-045050   IPUPAJMKAA        MX2000-PSM-HC-DC-S-A
PSM 9            REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PSM 10           REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PSM 11           REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PSM 12           REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PSM 13           REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PSM 15           REV 03   740-045050   IPUPAJMKAA        MX2000-PSM-DC-S-A
PDM 0            REV 01   740-045234  
PDM 1            REV 01   740-045234  
PDM 2            REV 01   740-045234   IPUPAJSKAA        MX2000-PDM-DC-S-A
Routing Engine 0 REV 02   740-041821                     RE-S-1800X4-16G-S
Routing Engine 1 REV 02   740-041821                     RE-S-1800X4-16G-S
CB 0             REV 08   750-040257   PROTOXCLEI        750-040257
CB 1             REV 04   750-040257   PROTOXCLEI        750-040257
SFB 0            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
SFB 1            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
SFB 2            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
SFB 4            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
SFB 5            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
SFB 7            REV 05   711-044466   IPUCBA6CAA        MX2000-SFB-S
FPC 0            REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 1            REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 2            REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 3            REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 4            REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 5            REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 6            REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 7            REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 8            REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 9            REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 10           REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 11           REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 12           REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 13           REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 14           REV 23   750-028467                     MPC-3D-16XGE-SFPP
FPC 15           REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 16           REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 17           REV 32   750-028467                     MPC-3D-16XGE-SFPP
FPC 18           REV 30   750-028467                     MPC-3D-16XGE-SFPP
FPC 19           REV 32   750-028467                     MPC-3D-16XGE-SFPP
ADC 0            REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 1            REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 2            REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 3            REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 4            REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 5            REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 6            REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 7            REV 07   750-043596   PROTOXCLEI        MX2000-LC-ADAPTER
ADC 8            REV 07   750-043596   PROTOXCLEI        MX2000-LC-ADAPTER

697Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



ADC 9            REV 07   750-043596   PROTOXCLEI        MX2000-LC-ADAPTER
ADC 10           REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 12           REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 13           REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 14           REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 15           REV 13   750-043596   IPUCBA8CAA        MX2000-LC-ADAPTER
ADC 16           REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 17           REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 18           REV 13   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
ADC 19           REV 11   750-043596   PROTOXCLEI        PROTO-ASSEMBLY
Fan Tray 0       REV 04   760-046960   
Fan Tray 1       REV 04   760-046960   
Fan Tray 2       REV 04   760-046960   
Fan Tray 3       REV 04   760-046960   

show chassis hardware (MX Series routers with ATMMIC)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN115736EAFC      MX240
Midplane         REV 07   760-021404   ABAA5038          MX240 Backplane
FPM Board        REV 03   760-021392   ABBA2758          Front Panel Display
PEM 0            Rev 01   740-022697   QCS0937C07K       PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 01   740-022697   QCS0939C04X       PS 1.2-1.7kW; 100-240V 
AC in
PEM 2            Rev 01   740-022697   QCS0937C06B       PS 1.2-1.7kW; 100-240V 
AC in
PEM 3            Rev 01   740-022697   QCS0937C07U       PS 1.2-1.7kW; 100-240V 
AC in
Routing Engine 0 REV 12   740-013063   9009042291        RE-S-2000
Routing Engine 1 REV 12   740-013063   9009042266        RE-S-2000
CB 0             REV 06   710-021523   ABBC1435          MX SCB
CB 1             REV 06   710-021523   ABBC1497          MX SCB
FPC 2     REV 14   750-031088   YH8446            MPC Type 2 3D Q
  CPU            REV 06   711-030884   YH9612            MPC PMB 2G 
  MIC 0         
  MIC 1          REV 10   750-036132   ZP7062            2xOC12/8xOC3 CC-CE
    PIC 2                 BUILTIN      BUILTIN           2xOC12/8xOC3 CC-CE     

  Xcvr 0              NON-JNPR     23393-00492       UNKNOWN
      Xcvr 1              NON-JNPR     23393-00500       UNKNOWN
      Xcvr 2              NON-JNPR     23393-00912       UNKNOWN
      Xcvr 3     REV 01   740-015638   22216-00575       Load SFP
      Xcvr 4     REV 01   740-015638   24145-00110       Load SFP
      Xcvr 5     REV 01   740-015638   24145-00016       Load SFP
      Xcvr 6     REV 01   740-015638   24145-00175       Load SFP
      Xcvr 7              NON-JNPR     23393-00627       UNKNOWN
  QXM 0          REV 05   711-028408   YF4681            MPC QXM
  QXM 1          REV 05   711-028408   YF4817            MPC QXM
Fan Tray 0       REV 01   710-021113   XL3645            MX240 Fan Tray

show chassis hardware (MX240, MX480, MX960 routers with Application Services Modular Line Card)

user@host>show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11D969BAFA      MX960
Midplane         REV 03   710-013698   ACAA2362          MX960 Backplane
FPM Board        REV 03   710-014974   ZR0639            Front Panel Display
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PDM              Rev 03   740-013110   QCS152250SX       Power Distribution Module
PEM 0            Rev 10   740-013683   QCS1512718W       DC Power Entry Module
PEM 1            Rev 10   740-013683   QCS1512702Y       DC Power Entry Module
Routing Engine 0 REV 15   740-013063   9012024667        RE-S-2000
Routing Engine 1 REV 15   740-013063   9012024649        RE-S-2000
CB 0             REV 14   750-031391   ZJ7749            Enhanced MX SCB
CB 1             REV 14   750-031391   ZJ7750            Enhanced MX SCB
CB 2             REV 14   750-031391   ZY9233            Enhanced MX SCB
FPC 0            REV 17   750-031089   YR7434            MPC Type 2 3D
  CPU
FPC 1            REV 11   750-037207   ZW9727            AS-MCC
  CPU            REV 04   711-038173   ZW4817            AS-MCC-PMB
  MIC 0          REV 01   750-037214   ZH3764            AS-MSC
    PIC 0                 BUILTIN      BUILTIN           AS-MSC
  MIC 1          REV 01   711-028408   JZ9200            AS-MXC
    PIC 2                 BUILTIN      BUILTIN           AS-MXC
FPC 4            REV 30   750-028467   ABBN0232          MPC 3D 16x 10GE
  CPU
FPC 5            REV 04   750-037207   ZK9074            AS-MCC
  CPU
Fan Tray 0       REV 05   740-014971   VT5683            Fan Tray
Fan Tray 1       REV 05   740-014971   VT5684            Fan Tray

show chassis hardware extensive (MX240, MX480, MX960 routers with Application Services Modular Line
Card)

user@host> show chassis hardware extensive

ID: AS-MCC                      FRU Model Number:  750-037207
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff  I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0b 37 01 0b 52 45 56 20 31 31 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 32 30 37 00 00
  Address 0x20: 53 2f 4e 20 5a 57 39 37 32 37 00 00 00 11 02 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 37
  Address 0x50: 35 30 2d 30 33 37 32 30 37 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 31 31 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 5e ff ff ff ff ff ff ff ff ff ff ff ff
  CPU            REV 04   711-038173   ZW4817            AS-MCC-PMB
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          711-038173        S/N:               S/N ZW4817
 Assembly ID:  0x0b38            Assembly Version:  01.04
 Date:         12-30-2011        Assembly Flags:    0x00
 Version:      REV 04
 ID: AS-MCC-PMB
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff  I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0b 38 01 04 52 45 56 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 33 38 31 37 33 00 00
  Address 0x20: 53 2f 4e 20 5a 57 34 38 31 37 00 00 00 1e 0c 07
  Address 0x30: db ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 50 52 4f 54 4f 58 43 4c 45 49 37
  Address 0x50: 31 31 2d 30 33 38 31 37 33 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 30 34 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 60 00 00 00 00 00 00 00 00 00 00 00 00
  MIC 0          REV 01   750-037214   ZH3764            AS-MSC
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-037214        S/N:               S/N ZH3764
 Assembly ID:  0x0a44            Assembly Version:  01.01
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 Date:         07-04-2011        Assembly Flags:    0x00
 Version:      REV 01
 ID: AS-MSC
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff  I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0a 44 01 01 52 45 56 20 30 31 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 32 31 34 00 00
  Address 0x20: 53 2f 4e 20 5a 48 33 37 36 34 00 00 00 04 07 07
  Address 0x30: db ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff f6 c0 03 e1 bc 00 00 00 00 00 00 00 00
    PIC 0                 BUILTIN      BUILTIN           AS-MSC
FPC 4            REV 30   750-028467   ABBN0232          MPC 3D 16x 10GE
 Jedec Code:   0x7fb0            EEPROM Version:    0x01

show chassis hardware (MX480 Router with MPC4E)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN10FF57BAFB      MX480
Midplane         REV 05   750-047849   Good              MX480 Midplane
FPM Board        REV 02   710-017254   KG2066            Front Panel Display
PEM 0            Rev 03   740-017330   QCS081590BJ       PS 1.2-1.7kW; 100-240V 
AC in
PEM 1            Rev 03   740-017330   QCS0815908Z       PS 1.2-1.7kW; 100-240V 
AC in
PEM 2            Rev 03   740-029970   QCS1001U001       PS 1.4-2.52kW; 90-264V 
AC in
Routing Engine 0 REV 05   740-031116   9009089502        RE-S-1800x4
Routing Engine 1 REV 05   740-031116   9009089624        RE-S-1800x4
CB 0             REV 02   750-031391   YE8506            Enhanced MX SCB
CB 1             REV 14   750-031391   ZK8265            Enhanced MX SCB
FPC 2            REV 05   750-037358   ZT0638            MPC4E 3D 32XGE
  CPU            REV 07   711-035209   ZK3187            HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           8X10GE SFPP
  PIC 1                   BUILTIN      BUILTIN           8X10GE SFPP
  PIC 2                   BUILTIN      BUILTIN           8X10GE SFPP
  PIC 3                   BUILTIN      BUILTIN           8X10GE SFPP
FPC 3            REV 06   750-037355   CAAB1144          MPC4E 3D 2CGE+8XGE
  CPU            REV 08   711-035209   CAAB1278          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-031980   B11E01439         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11D05809         SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           1X100GE CFP
    Xcvr 0                NON-JNPR     D5418             UNKNOWN
  PIC 2                   BUILTIN      BUILTIN           4x10GE SFPP
  PIC 3                   BUILTIN      BUILTIN           1X100GE CFP
    Xcvr 0                NON-JNPR     X12J00362         CFP-100G-SR10
FPC 4            REV 12.3.10 750-033205 YR9445           MPCE Type 3 3D
  CPU           
Fan Tray                                                 Enhanced Left Fan Tray

show chassis hardware (MX2020 Router with MPC4E)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E188CAFJ      MX2020
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Midplane         REV 04   711-032387   ABAC7474          Lower Backplane
Midplane 1       REV 04   711-032386   ABAC7408          Upper Backplane
PMP 1            REV 03   711-032428   ACAJ1137          Upper Power Midplane
PMP 0            REV 03   711-032426   ACAJ1016          Lower Power Midplane
FPM Board        REV 06   760-040242   ABBT8832          Front Panel Display
PSM 3            REV 0C   740-033727   VK00255           DC 52V Power Supply 
Module
PSM 4            REV 0C   740-033727   VJ00148           DC 52V Power Supply 
Module
PSM 5            REV 0C   740-033727   VK00207           DC 52V Power Supply 
Module
PSM 6            REV 0C   740-033727   VK00319           DC 52V Power Supply 
Module
PSM 7            REV 0C   740-033727   VK00264           DC 52V Power Supply 
Module
PSM 8            REV 0B   740-033727   VG00025           DC 52V Power Supply 
Module
PSM 13           REV 0C   740-033727   VK00274           DC 52V Power Supply 
Module
PSM 14           REV 0C   740-033727   VJ00167           DC 52V Power Supply 
Module
PSM 15           REV 0C   740-033727   VK00299           DC 52V Power Supply 
Module
PSM 16           REV 0C   740-033727   VK00213           DC 52V Power Supply 
Module
PSM 17           REV 0C   740-033727   VK00253           DC 52V Power Supply 
Module
PDM 0            REV 0B   740-038109   VJ00040           DC Power Dist Module
PDM 2            REV 0B   740-038109   VJ00025           DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009089735        RE-S-1800x4
Routing Engine 1 REV 02   740-041821   9009089731        RE-S-1800x4
CB 0             REV 04   750-040257   ZT2846            Control Board
CB 1             REV 04   750-040257   ZT2877            Control Board
SPMB 0           REV 01   711-041855   ZS2282            PMB Board
SPMB 1           REV 01   711-041855   ZS2261            PMB Board
SFB 0            REV 07   711-032385   ZZ2582            Switch Fabric Board
SFB 1            REV 04   711-032385   ZV4229            Switch Fabric Board
SFB 2            REV 07   711-032385   CAAB4902          Switch Fabric Board
SFB 3            REV 07   711-032385   CAAB4891          Switch Fabric Board
SFB 4            REV 07   711-032385   CAAB4883          Switch Fabric Board
SFB 5            REV 07   711-032385   CAAB4889          Switch Fabric Board
SFB 6            REV 06   711-032385   ZV1818            Switch Fabric Board
SFB 7            REV 07   711-032385   CAAB4897          Switch Fabric Board
FPC 0            REV 34   750-031090   ZT9799            MPC Type 2 3D EQ
  CPU            REV 06   711-030884   ZS1122            MPC PMB 2G 
  MIC 0          REV 11   750-033535   CAAD7674          MIC-3D-1OC192-XFP
    PIC 0                 BUILTIN      BUILTIN           MIC-3D-1OC192-XFP
      Xcvr 0     REV 01   740-014279   753019A00404      XFP-OC192-SR
  MIC 1          REV 14   750-031967   ZM6103            MIC-3D-8OC3OC12-4OC48
    PIC 2                 BUILTIN      BUILTIN           MIC-3D-8OC3OC12-4OC48
      Xcvr 0     REV 01   740-011615   PEF1AZP           SFP-IR
      Xcvr 1     REV 01   740-011615   PEF1AZN           SFP-IR
      Xcvr 2     REV 01   740-021308   ANA0N8S           SFP+-10G-SR
  QXM 0          REV 06   711-028408   ZT9339            MPC QXM
  QXM 1          REV 06   711-028408   ZT9237            MPC QXM
FPC 9            REV 34   750-031090   ZT9770            MPC Type 2 3D EQ
  CPU            REV 06   711-030884   ZS1302            MPC PMB 2G 
  MIC 0          REV 24   750-028387   YJ3950            3D 4x 10GE  XFP
    PIC 0                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0              NON-JNPR     T09M52516         XFP-10G-SR
      Xcvr 1              NON-JNPR     CA49BK095         XFP-10G-SR
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    PIC 1                 BUILTIN      BUILTIN           2x 10GE  XFP
      Xcvr 0     REV 02   740-014289   C834XU01T         XFP-10G-SR
      Xcvr 1              NON-JNPR     T09M52515         XFP-10G-SR
  MIC 1          REV 11   750-033535   CAAD7681          MIC-3D-1OC192-XFP
    PIC 2                 BUILTIN      BUILTIN           MIC-3D-1OC192-XFP
      Xcvr 0     REV 01   740-014279   KBQ02BE           XFP-OC192-SR
  QXM 0          REV 06   711-028408   ZT9151            MPC QXM
  QXM 1          REV 06   711-028408   ZT9116            MPC QXM
FPC 10           REV 27   750-033205   ZL6215            MPCE Type 3 3D
  CPU            REV 07   711-035209   ZK9038            HMPC PMB 2G 
  MIC 0          REV 18   750-028380   YG6885            3D 2x 10GE XFP
    PIC 0                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 01   740-014289   C706XU0AG         XFP-10G-SR
    PIC 1                 BUILTIN      BUILTIN           1x 10GE XFP
      Xcvr 0     REV 02   740-014289   T08L84366         XFP-10G-SR
FPC 14           REV 09   750-037355   CAAF1534          MPC4E 3D 2CGE+8XGE
  CPU            REV 08   711-035209   CAAB9879          HMPC PMB 2G 
  PIC 0                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-021308   21T511100436      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AHP0GPM           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   123363A00032      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   19T511100477      SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           1X100GE CFP
    Xcvr 0                NON-JNPR     X12J00260         CFP-100G-SR10
  PIC 2                   BUILTIN      BUILTIN           4x10GE SFPP
    Xcvr 0       REV 01   740-021308   21T511104086      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   21T511104627      SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   21T511104644      SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           1X100GE CFP
FPC 19           REV 32   750-028467   ZR2008            MPC 3D 16x 10GE
  CPU            REV 10   711-029089   ZT6933            AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   19T511100291      SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMH02VE           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   23T511102128      SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMS15PP           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   123363A00716      SFP+-10G-SR
ADC 0            REV 05   750-043596   CAAC2072          Adapter Card
ADC 9            REV 01   750-043596   ZV4111            Adapter Card
ADC 10           REV 05   750-043596   CAAC2058          Adapter Card
ADC 14           REV 02   750-043596   ZW1561            Adapter Card
ADC 19           REV 01   750-043596   ZV4127            Adapter Card
Fan Tray 0       REV 03   760-046960   ACAY0124          172mm FanTray - 6 Fans
Fan Tray 1       REV 2A   760-046960   ACAY0022          172mm FanTray - 6 Fans
Fan Tray 2       REV 2A   760-046960   ACAY0023          172mm FanTray - 6 Fans
Fan Tray 3       REV 2A   760-046960   ACAY0025          172mm FanTray - 6 Fans

show chassis hardware (T320 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                19093             T320
Midplane         REV 04   710-004339   BC1436            T320 Backplane
FPM GBUS         REV 03   710-004461   BC1407            T320 FPM Board
FPM Display      REV 04   710-002897   BE0763            FPM Display
CIP              REV 05   710-002895   BB2311            T Series CIP
PEM 0            Rev 01   740-004359   NB12546           Power Entry Module
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SCG 0            REV 06   710-004455   AY4522            T320 Sonet 
Clock Gen.
Routing Engine 0                                         unknown
CB 0             REV 13   710-002728   BC1577            T Series 
Control Board
CB 1             REV 13   710-002728   BC1595            T Series 
Control Board
FPC 1            REV 09   710-007531   HS1572            FPC Type 2
   CPU            REV 15   710-001726   HR8763            FPC CPU
   PIC 0          REV 01   750-010618   CB5579            4x G/E SFP, 
1000 BASE
     SFP 0        REV 01   740-007326   P5809Z1           SFP-SX
     SFP 1        REV 01   740-007326   P4Q10XU           SFP-SX
     SFP 2                 NON-JNPR     RA45020031        SFP-SX
     SFP 3                 NON-JNPR     RA45020032        SFP-SX
   PIC 1          REV 01   750-010618   CD9587            4x G/E SFP, 
1000 BASE
     SFP 0                 NON-JNPR     P5A08QZ           SFP-T
     SFP 1        REV 01   740-007326   P4Q133K           SFP-SX
     SFP 2        REV 01   740-007326   P5809YY           SFP-SX
     SFP 3        REV 01   740-007327   4C81704           SFP-LX
   MMB 1          REV 03   710-005555   HR9401            MMB-288mbit
   PPB 0          REV 04   710-003758   HR2886            PPB Type 2
FPC 2            REV 07   710-005860   HP2392            FPC Type 1
   CPU            REV 14   710-001726   HP7797            FPC CPU
   PIC 0          REV 02   750-007643   HM0853            1x G/E QPP, 
1000 BASE
     SFP 0        REV 01   740-007326   P11E9JJ           SFP-SX
   MMB 1          REV 02   710-005555   HN2379            MMB-288mbit
   PPB 0          REV 04   710-003758   HP8092            PPB Type 2
FPC 3            REV 07   710-005860   HP2393            FPC Type 1
   CPU            REV 14   710-001726   HP0968            FPC CPU
   PIC 0          REV 01   750-010240   CB5363            1x G/E SFP, 
1000 BASE
     SFP 0        REV 01   740-007326   P4R0PNH           SFP-SX
   PIC 1          REV 03   750-003034   HD2832            4x OC-3 SONET, 
SMIR
   MMB 1          REV 02   710-005555   HN6307            MMB-288mbit
   PPB 0          REV 04   710-003758   HP5051            PPB Type 2
FPC 4            REV 01   710-010845   JD3872            FPC Type 4
   CPU            REV 02   710-011481   JB6042            FPC CPU
 5            REV 01   710-005802   BC1566            FPC Type 2
   CPU            REV 09   710-001726   AY4922            FPC CPU
   PIC 0          REV 02   750-008155   BE2114            2x G/E QPP, 
1000 BASE
     SFP 0        REV 01   740-007326   P4R0PMQ           SFP-SX
     SFP 1        REV 01   740-007326   P4R0PN9           SFP-SX
   PIC 1          REV 01   750-008155   BE2116            2x G/E QPP, 
1000 BASE
     SFP 0        REV 01   740-007326   P4R0PNZ           SFP-SX
     SFP 1                 NON-JNPR     2908              SFP-T
   MMB 1          REV 01   710-005555   AZ2246            MMB-288mbit
   PPB 0          REV 03   710-003758   AY4839            PPB Type 2
FPC 7            REV 01   710-005803   AZ2123            FPC Type 3
...

show chassis hardware (T640 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
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Chassis                                19182             T640
Midplane         REV 04   710-002726   AX5608            T640 Backplane
FPM GBUS         REV 02   710-002901   HE3064            T640 FPM Board
FPM Display      REV 02   710-002897   HE7864            FPM Display
CIP              REV 05   710-002895   HA5024            T Series CIP
PEM 0            Rev 02   740-029522   VH26235           AC PEM 10kW US
PEM 1            Rev 02   740-029522   VH26230           AC PEM 10kW US
SCG 0            REV 03   710-003423   HA4508            T640 Sonet Clock Gen.
Routing Engine 0 REV 02   740-005022   210865700483      RE-3.0 (RE-600)
CB 0             REV 01   710-002728   HD3044            T Series Control Board
FPC 2            REV 04   710-001721   HD5572            FPC Type 3
  CPU            REV 06   710-001726   HA4712            FPC CPU
  PIC 1          REV 03   750-009567   HV2331            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-009898   USC202R103        XENPAK-SR 
  PIC 2          REV 03   750-009567   HV2332            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-011268   USC202R112        XENPAK-ZR 
  PIC 3          REV 03   750-009567   HX4416            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-012056   434TC004          XENPAK-CX4
  PIC 4          REV 03   750-009567   HX4420            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-012058   434TC124          XENPAK-LX4 
FPC 5            REV 01   710-013553   JE4839            E2-FPC Type 1
  CPU            REV 01   710-013569   JW9163            FPC CPU
  PIC 0          REV 01   750-009567   HX4419            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-009898   USC202RT05        XENPAK-LR
  PIC 1          REV 03   750-009567   HN7426            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-009550   03L90051          XENPAK-ER 
  PIC 2          REV 03   750-009467   HT7423            1x 10GE(LAN),XENPAK
    SFP 0                 NON-JNPR                       UNKNOW0N
  PIC 3          REV 04   750-005100   AY4850            1x 10GE(LAN),DWDM
FPC 4            REV 01   710-010845   JD3872            FPC Type 4
  CPU            REV 02   710-011481   JB6042            FPC CPU
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray

show chassis hardwaremodels (T640 Router)

user@host> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 04   710-002726                     CHAS-BP-T640-S
FPM Display      REV 02   710-002897                     CRAFT-T640-S
CIP              REV 05   710-002895                     CIP-L-T640-S
PEM 0            Rev 01   740-002595                     PWR-T-DC-S
SCG 0            REV 04   710-003423                     SCG-T-S
SCG 1            REV 04   710-003423                     SCG-T-S
Routing Engine 0 REV 01   740-005022                     RE-600-2048-S
Routing Engine 1 REV 07   740-005022                     RE-600-2048-S
CB 0             REV 06   710-002726                     CHAS-BP-T640-S
CB 1             REV 06   710-002728                     CB-L-T-S
FPC 5            REV 05   710-007527                     T640-FPC2
  PIC 0          REV 05   750-002510                     PB-2GE-SX
  PIC 1          REV 05   750-001901                     PB-4OC12-SON-SMIR
FPC 6            REV 03   710-001721                     T640-FPC3
  PIC 1          REV 01   750-009553                     PC-4OC48-SON-SFP
SIB 4            REV 02   750-005486                     SIB-I-T640-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FAN-REAR-TX-T640-S
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show chassis hardware extensive (T640 Router)

user@host> show chassis hardware extensive
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  T640
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:        ...........       S/N:             ...........
 Assembly ID:  0x0507            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 Version:    ...........
 ID: Gibson LCC Chassis
 Board Information Record:
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 05 07 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x20: ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00
  Address 0x30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Midplane         REV 04   710-002726   AX5633           
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          710-002726.       S/N:               S/N AX5633.
 Assembly ID:  0x0127            Assembly Version:  01.04
 Date:         06-27-2001        Assembly Flags:    0x00
 Version:      REV 04.....
 ID: Gibson Backplane
 Board Information Record:
  Address 0x00: ad 01 08 00 00 90 69 0e f8 00 ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 01 27 01 04 52 45 56 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 31 30 2d 30 30 32 37 32 36 00 00
  Address 0x20: 53 2f 4e 20 41 58 35 36 33 33 00 00 00 1b 06 07
  Address 0x30: d1 ff ff ff ad 01 08 00 00 90 69 0e f8 00 ff ff
  Address 0x40: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
FPM GBUS         REV 02   710-002901   HE3245           
 ...
FPM Display      REV 02   710-002897   HA4873           
 ...
CIP              REV 05   710-002895   HA4729           
...
PEM 1            RevX02   740-002595   MD21815           Power Entry Module
 ...
SCG 0            REV 04   710-003423   HF6023           
 ...
SCG 1            REV 04   710-003423   HF6061           
 ...
Routing Engine 0 REV 01   740-005022   210865700292      RE-3.0
...
CB 0             REV 06   710-002728   HE3614           
...
FPC 1            REV 01   710-002385   HE3009            FPC Type 1
...              REV 06   710-001726   HC0010  

show chassis hardware (T4000 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1172F25AHA      T4000
Midplane         REV 01   710-027486   RC8355            T-series Backplane
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FPM GBUS         REV 13   710-002901   BBAE0927          T640 FPM Board
FPM Display      REV 01   710-021387   EF6764            T1600 FPM Display
CIP              REV 06   710-002895   BBAD9210          T-series CIP
PEM 0            REV 01   740-036442   VA00016           Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAD7248          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAE3874          T640 Sonet Clock Gen.
Routing Engine 0 REV 05   740-026941   P737F-002248      RE-DUO-1800
Routing Engine 1 REV 06   740-026941   P737F-002653      RE-DUO-1800
CB 0             REV 09   710-022597   ED0295            LCC Control Board
CB 1             REV 09   710-022597   EA6050            LCC Control Board
FPC 0            REV 26   750-032819   EK1173            FPC Type 5-3D
  CPU            REV 12   711-030686   EJ8584            SNG PMB
  PIC 0          REV 07   750-034624   EF6837            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   123363A01145      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   123363A01147      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01P3           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B10M03256         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AJJ01M2           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   123363A01137      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01PN           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   AJJ01NW           SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   123363A01139      SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJJ01KE           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   123363A01336      SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B10M01325         SFP+-10G-SR
  PIC 1          REV 07   750-034624   EF6800            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   AJJ01SA           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJJ01QZ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJH0217           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AJJ01TE           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AJJ01KV           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   AJJ01MU           SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01R0           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   AJJ01TC           SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AJJ0364           SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJD0GV3           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B10M03343         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AJJ01QJ           SFP+-10G-SR
  LMB 0          REV 05   711-034381   EJ8490            Type-0 LMB
  LMB 1          REV 04   711-035774   EJ8517            Type-1 LMB
  LMB 2          REV 05   711-034381   EJ8489            Type-0 LMB
FPC 3            REV 07   750-032819   EG3637            FPC Type 5-3D
  CPU            REV 09   711-030686   EG0150            SNG PMB
  PIC 0          REV 08   750-035293   EF3657            1x100GE
    Xcvr 0       REV 01   740-032210   C22CQNJ           CFP-100G-LR4
  PIC 1          REV 10   750-034624   BBAN4098          12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   B11J04902         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11J04891         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01MX           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11J04183         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B11J04894         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J04184         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11J04897         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11J04899         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AJJ01TV           SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   B11J04057         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   AJJ01M4           SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B11J04905         SFP+-10G-SR
  LMB 0          REV 04   711-034381   EG1524            Type-0 LMB
  LMB 1          REV 03   711-035774   EG0345            Type-1 LMB
  LMB 2          REV 04   711-034381   EG1522            Type-0 LMB
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FPC 5            REV 03   710-033871   BBAJ0768          FPC Type 4-ES
  CPU            REV 11   710-016744   BBAH9342          ST-PMB2
  PIC 0          REV 09   750-029262   EE6789            100GE
  PIC 1          REV 03   750-034781   EE6655            100GE CFP
    Xcvr 0       REV 01   740-032210   J11A22334         CFP-100G-LR4
  BRIDGE 0       REV 03   711-029995   EE6572            100GE Bridge Board
  MMB 0          REV 07   710-025563   BBAJ4657          ST-MMB2
  MMB 1          REV 07   710-025563   BBAJ3073          ST-MMB2
FPC 6            REV 05   750-010153   EF4936            FPC Type 5-3D
  CPU            REV 06   711-030686   EF4189            SNG PMB
  PIC 0          REV 10   750-034624   BBAN4109          12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   B11J04895         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11J04898         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11J04021         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11J04903         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B11J04311         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J04059         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11J04016         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11J04017         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   B11J04887         SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   B11J04297         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B11J04893         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B11J04022         SFP+-10G-SR
  PIC 1          REV 02   750-034624   EE3711            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   AJH033X           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJJ01N0           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01SV           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AJJ032L           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B10M01593         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   AJD0FF1           SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01NU           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   123363A01305      SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   B10M00361         SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJJ01M7           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   AJJ032X           SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AJJ01PG           SFP+-10G-SR
  LMB 0          REV 04   711-034381   EF3838            Type-0 LMB
  LMB 1          REV 03   711-035774   EF3821            Type-1 LMB
  LMB 2          REV 04   711-034381   EF3834            Type-0 LMB
SPMB 0           REV 05   710-023321   ED1990            LCC Switch CPU
SPMB 1           REV 05   710-023321   EA2768            LCC Switch CPU
SIB 0            REV 02   711-036340   EF8802            SIB-HC-3D
SIB 1            REV 07   711-036340   EG2286            SIB-HC-3D
SIB 2            REV 07   711-036340   EG2252            SIB-HC-3D
SIB 3            REV 02   711-036340   EF1358            SIB-HC-3D
SIB 4            REV 02   711-036340   EF8806            SIB-HC-3D
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray 
-- Rev 2
Fan Tray 2                                               Rear Fan Tray -- Rev 3

show chassis hardware (T4000 Router with 16 GB line card chassis (LCC) Routing Engine)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11BDF2CAHA      T1600
Midplane         REV 01   710-027486   ACAJ0774          T640 Backplane
FPM GBUS         REV 13   710-002901   BBAL6812          T640 FPM Board
FPM Display      REV 04   710-021387   BBAP2679          T1600 FPM Display
CIP              REV 06   710-002895   BBAP4758          T-series CIP
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PEM 0            Rev 03   740-026384   XF86421           Power Entry Module 3x80
PEM 1            Rev 03   740-026384   XF86429           Power Entry Module 3x80
SCG 0            REV 18   710-003423   BBAP1896          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAN8659          T640 Sonet Clock Gen.
Routing Engine 0 REV 01   740-042243   737F-002238       RE-DUO-1800-16G
Routing Engine 1 REV 01   740-042243   737F-002403       RE-DUO-1800-16G
CB 1             REV 11   710-022597   EK4526            LCC Control Board
CB 1             REV 11   710-022597   EK4527            LCC Control Board
FPC 0            REV 05   710-033871   EK5644            FPC Type 4-ES
  CPU            REV 11   710-016744   EK3428            ST-PMB2
  PIC 0          REV 20   750-017405   EJ3041            4x 10GE (LAN/WAN) XFP
  PIC 1          REV 17   750-026962   EH7536            10x10GE(LAN/WAN) SFPP
  MMB 0          REV 07   710-025563   EK6039            ST-MMB2
  MMB 1          REV 07   710-025563   EK6086            ST-MMB2
FPC 1            REV 05   710-033871   EK6583            FPC Type 4-ES
  CPU            REV 11   710-016744   EK3401            ST-PMB2
  PIC 0          REV 17   750-026962   EJ8948            10x10GE(LAN/WAN) SFPP
  MMB 0          REV 07   710-025563   EK6202            ST-MMB2
  MMB 1          REV 07   710-025563   EK6112            ST-MMB2
SPMB 1           REV 05   710-023321   EK4900            LCC Switch CPU
SIB 0            REV 11   710-013074   EK5958            SIB-I8-SF
SIB 1            REV 11   710-013074   EK4606            SIB-I8-SF
SIB 2            REV 11   710-013074   EK5971            SIB-I8-SF
SIB 3            REV 11   710-013074   EK4609            SIB-I8-SF
SIB 4            REV 11   710-013074   EK4602            SIB-I8-SF
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 2

show chassis hardware (T4000 Router with LSR FPC)

user@switch> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1173A24AHA      T4000
FPC 3            REV      750-048373   AN7797            FPC Type 5-LSR 
  CPU            REV 10   711-030686   AN6649            SNG PMB
  PIC 0          REV 07   750-034624   EF6830            12x10GE (LAN/WAN) SFPP

show chassis hardware clei-models (T4000 Router)

user@host> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 01   710-027486   IPMJ700DRD        CHAS-BP-T1600-S
FPM Display      REV 01   710-021387                     CRAFT-T1600-S
CIP              REV 06   710-002895                     CIP-L-T640-S
PEM 0            REV 01   740-036442   IPUPAG6KAA        PWR-T-6-60-DC
SCG 0            REV 18   710-003423                     SCG-T-S
SCG 1            REV 18   710-003423                     SCG-T-S
Routing Engine 0 REV 05   740-026941                     RE-DUO-C1800-8G-S
Routing Engine 1 REV 06   740-026941                     RE-DUO-C1800-8G-S
CB 0             REV 09   710-022597                     CB-LCC-S
CB 1             REV 09   710-022597                     CB-LCC-S
FPC 3           
  PIC 0          REV 08   750-035293   XXXXXXXXBB        PF-1CGE-CFP
  PIC 1          REV 10   750-034624   XXXXXXXXCC        PF-12XGE-SFPP
FPC 5            REV 03   710-033871   IPUCAMBCTD        T1600-FPC4-ES
  PIC 1          REV 03   750-034781   IPUIBKLMAA        PD-1CE-CFP-FPC4
FPC 6           
  PIC 0          REV 10   750-034624   XXXXXXXXCC        PF-12XGE-SFPP
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Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T4000-S
Fan Tray 2                                               FANTRAY-TXP-R-S

show chassis hardware detail (T4000 Router)

user@host> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1172F25AHA      T4000
Midplane         REV 01   710-027486   RC8355            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAE0927          T640 FPM Board
FPM Display      REV 01   710-021387   EF6764            T1600 FPM Display
CIP              REV 06   710-002895   BBAD9210          T-series CIP
PEM 0            REV 01   740-036442   VA00016           Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAD7248          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAE3874          T640 Sonet Clock Gen.
Routing Engine 0 REV 05   740-026941   P737F-002248      RE-DUO-1800
  ad0    3823 MB  SMART CF             2009121602A661576157 Compact Flash
  ad1   59690 MB  STEC MACH-8 SSD      STM000103FDB      Disk 1 
Routing Engine 1 REV 06   740-026941   P737F-002653      RE-DUO-1800
  ad0    3823 MB  SMART CF             201011150153F52CF52C Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 2010110900150A880A88 Disk 1 
CB 0             REV 09   710-022597   ED0295            LCC Control Board
CB 1             REV 09   710-022597   EA6050            LCC Control Board
FPC 0            REV 26   750-032819   EK1173            FPC Type 5-3D
  CPU            REV 12   711-030686   EJ8584            SNG PMB
  PIC 0          REV 07   750-034624   EF6837            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   123363A01145      SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   123363A01147      SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01P3           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B10M03256         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AJJ01M2           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   123363A01137      SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01PN           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   AJJ01NW           SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   123363A01139      SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJJ01KE           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   123363A01336      SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B10M01325         SFP+-10G-SR
  PIC 1          REV 07   750-034624   EF6800            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   AJJ01SA           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJJ01QZ           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJH0217           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AJJ01TE           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   AJJ01KV           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   AJJ01MU           SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01R0           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   AJJ01TC           SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AJJ0364           SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJD0GV3           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B10M03343         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AJJ01QJ           SFP+-10G-SR
  LMB 0          REV 05   711-034381   EJ8490            Type-0 LMB
  LMB 1          REV 04   711-035774   EJ8517            Type-1 LMB
  LMB 2          REV 05   711-034381   EJ8489            Type-0 LMB
FPC 3            REV 07   750-032819   EG3637            FPC Type 5-3D
  CPU            REV 09   711-030686   EG0150            SNG PMB
  PIC 0          REV 08   750-035293   EF3657            1x100GE
    Xcvr 0       REV 01   740-032210   C22CQNJ           CFP-100G-LR4
  PIC 1          REV 10   750-034624   BBAN4098          12x10GE (LAN/WAN) SFPP
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    Xcvr 0       REV 01   740-031980   B11J04902         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11J04891         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01MX           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11J04183         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B11J04894         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J04184         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11J04897         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11J04899         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AJJ01TV           SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   B11J04057         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   AJJ01M4           SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B11J04905         SFP+-10G-SR
  LMB 0          REV 04   711-034381   EG1524            Type-0 LMB
  LMB 1          REV 03   711-035774   EG0345            Type-1 LMB
  LMB 2          REV 04   711-034381   EG1522            Type-0 LMB
FPC 5            REV 03   710-033871   BBAJ0768          FPC Type 4-ES
  CPU            REV 11   710-016744   BBAH9342          ST-PMB2
  PIC 0          REV 09   750-029262   EE6789            100GE
  PIC 1          REV 03   750-034781   EE6655            100GE CFP
    Xcvr 0       REV 01   740-032210   J11A22334         CFP-100G-LR4
  BRIDGE 0       REV 03   711-029995   EE6572            100GE Bridge Board
  MMB 0          REV 07   710-025563   BBAJ4657          ST-MMB2
  MMB 1          REV 07   710-025563   BBAJ3073          ST-MMB2
FPC 6            REV 05   750-010153   EF4936            FPC Type 5-3D
  CPU            REV 06   711-030686   EF4189            SNG PMB
  PIC 0          REV 10   750-034624   BBAN4109          12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   B11J04895         SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11J04898         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   B11J04021         SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   B11J04903         SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B11J04311         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J04059         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11J04016         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11J04017         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   B11J04887         SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   B11J04297         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B11J04893         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   B11J04022         SFP+-10G-SR
  PIC 1          REV 02   750-034624   EE3711            12x10GE (LAN/WAN) SFPP
    Xcvr 0       REV 01   740-031980   AJH033X           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   AJJ01N0           SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AJJ01SV           SFP+-10G-SR
    Xcvr 3       REV 01   740-031980   AJJ032L           SFP+-10G-SR
    Xcvr 4       REV 01   740-031980   B10M01593         SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   AJD0FF1           SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   AJJ01NU           SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   123363A01305      SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   B10M00361         SFP+-10G-SR
    Xcvr 9       REV 01   740-031980   AJJ01M7           SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   AJJ032X           SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AJJ01PG           SFP+-10G-SR
  LMB 0          REV 04   711-034381   EF3838            Type-0 LMB
  LMB 1          REV 03   711-035774   EF3821            Type-1 LMB
  LMB 2          REV 04   711-034381   EF3834            Type-0 LMB
SPMB 0           REV 05   710-023321   ED1990            LCC Switch CPU
SPMB 1           REV 05   710-023321   EA2768            LCC Switch CPU
SIB 0            REV 02   711-036340   EF8802            SIB-HC-3D
SIB 1            REV 07   711-036340   EG2286            SIB-HC-3D
SIB 2            REV 07   711-036340   EG2252            SIB-HC-3D
SIB 3            REV 02   711-036340   EF1358            SIB-HC-3D
SIB 4            REV 02   711-036340   EF8806            SIB-HC-3D
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Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray 
-- Rev 2
Fan Tray 2                                               Rear Fan Tray -- Rev 3

show chassis hardwaremodels (T4000 Router)

user@host> show chassis hardwaremodels

Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 01   710-027486   RC8355            CHAS-BP-T1600-S
FPM Display      REV 01   710-021387   EF6764            CRAFT-T1600-S
CIP              REV 06   710-002895   BBAD9210          CIP-L-T640-S
PEM 0            REV 01   740-036442   VA00016           PWR-T-6-60-DC
SCG 0            REV 18   710-003423   BBAD7248          SCG-T-S
SCG 1            REV 18   710-003423   BBAE3874          SCG-T-S
Routing Engine 0 REV 05   740-026941   P737F-002248      RE-DUO-C1800-8G-S
Routing Engine 1 REV 06   740-026941   P737F-002653      RE-DUO-C1800-8G-S
CB 0             REV 09   710-022597   ED0295            CB-LCC-S
CB 1             REV 09   710-022597   EA6050            CB-LCC-S
FPC 3           
  PIC 0          REV 08   750-035293   EF3657            PF-1CGE-CFP
  PIC 1          REV 10   750-034624   BBAN4098          PF-12XGE-SFPP
FPC 5            REV 03   710-033871   BBAJ0768          T1600-FPC4-ES
  PIC 1          REV 03   750-034781   EE6655            PD-1CE-CFP-FPC4
FPC 6           
  PIC 0          REV 10   750-034624   BBAN4109          PF-12XGE-SFPP
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T4000-S
Fan Tray 2                                               FAN-REAR-TXP-LCC

show chassis hardware lcc (TXMatrix Router)

user@host> show chassis hardware lcc 0
lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                65751             T640
Midplane         REV 03   710-005608   RA1408            T640 Backplane
FPM GBUS         REV 09   710-002901   RA2784            T640 FPM Board
FPM Display      REV 05   710-002897   RA2825            FPM Display
CIP              REV 06   710-002895   HT0684            T Series CIP
PEM 0            Rev 11   740-002595   PM18483           Power Entry Module
PEM 1            Rev 11   740-002595   qb13984           Power Entry Module
SCG 0            REV 11   710-003423   HT0022            T640 Sonet Clock Gen.
Routing Engine 0 REV 13   740-005022   210865700363      RE-3.0 (RE-600)
CB 0             REV 03   710-007655   HW1195            Control Board (CB-T)
FPC 1            REV 05   710-007527   HM3245            FPC Type 2
  CPU            REV 14   710-001726   HM1084            FPC CPU
  PIC 0          REV 02   750-007218   AZ1112            2x OC-12 ATM2 IQ, SMIR
  PIC 1          REV 02   750-007745   HG3462            4x OC-3 SONET, SMIR
  PIC 2          REV 14   750-001901   BA5390            4x OC-12 SONET, SMIR
  PIC 3          REV 09   750-008155   HS3012            2x G/E IQ, 1000 BASE
    SFP 0                 NON-JNPR     P1186TY           SFP-S
    SFP 1        REV 01   740-007326   P11WLTF           SFP-SX
  MMB 1          REV 02   710-005555   HL7514            MMB-288mbit
  PPB 0          REV 04   710-003758   HM4405            PPB Type 2
  PPB 1          REV 04   710-003758   AV1960            PPB Type 2
FPC 2            REV 08   710-010154   HZ3578            E-FPC Type 3
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  CPU            REV 05   710-010169   HZ3219            FPC CPU-Enhanced
  PIC 0          REV 02   750-009567   HX2882            1x 10GE(LAN),XENPAK
    SFP 0        REV 01   740-009898   USC202U709        XENPAK-LR
  PIC 1          REV 03   750-003336   HJ9954            4x OC-48 SONET, SMSR
  PIC 2          REV 01   750-004535   HC0235            1x OC-192 SM SR1
  PIC 3          REV 07   750-007141   HX1699            10x 1GE(LAN), 1000 BASE

    SFP 0        REV 01   740-007326   2441042           SFP-SX
    SFP 1        REV 01   740-007326   2441027           SFP-SX
  MMB 0          REV 03   710-010171   HV2365            MMB-5M3-288mbit
  MMB 1          REV 03   710-010171   HZ3888            MMB-5M3-288mbit
SPMB 0           REV 09   710-003229   HW5245            T Series Switch CPU
SIB 3            REV 07   710-005781   HR5927            SIB-L8-F16
  B Board        REV 06   710-005782   HR5971            SIB-L8-F16 (B)
SIB 4            REV 07   710-005781   HR5903            SIB-L8-F16
  B Board        REV 06   710-005782   HZ5275            SIB-L8-F16 (B)

show chassis hardware scc (TXMatrix Router)

user@host> show chassis hardware scc
scc-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  TX Matrix
Midplane         REV 04   710-004396   RB0014            SCC Midplane
FPM GBUS         REV 04   710-004617   HW9141            SCC FPM Board
FPM Display      REV 04   710-004619   HS5950            SCC FPM
CIP 0            REV 01   710-010218   HV9151            SCC CIP
CIP 1            REV 01   710-010218   HV9152            SCC CIP
PEM 1            Rev 11   740-002595   QB13977           Power Entry Module
Routing Engine 0 REV 05   740-008883   P11123900153      RE-4.0 (RE-1600)
CB 0             REV 01   710-011709   HR5964            Control Board (CB-TX)
SPMB 0           REV 09   710-003229   HW5293            T Series Switch CPU
SIB 3           
SIB 4            REV 01   710-005839   HW1177            SIB-S8-F16
  B Board        REV 01   710-005840   HW1202            SIB-S8-F16 (B)

show chassis hardware (T1600 Router)

user@host> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                B2703             T1600
Midplane         REV 03   710-005608   RC4137            T640 Backplane
FPM GBUS         REV 10   710-002901   DT7062            T640 FPM Board
FPM Display      REV 05   710-002897   DS3067            FPM Display
CIP              REV 06   710-002895   DT3386            T-series CIP
PEM 0            Rev 07   740-017906   UA26344           Power Entry Module 3x80
PEM 1            Rev 18   740-002595   UF38441           Power Entry Module
SCG 0            REV 15   710-003423   DV0941            T640 Sonet Clock Gen.
Routing Engine 0 REV 08   740-014082   9009014502        RE-A-2000
Routing Engine 1 REV 07   740-014082   9009009591        RE-A-2000
CB 0             REV 05   710-007655   JA9360            Control Board (CB-T)
CB 1             REV 03   710-017707   DT3251            Control Board (CB-T)
FPC 0            REV 07   710-013558   DR4253            E2-FPC Type 2
  CPU            REV 05   710-013563   DS3902            FPC CPU-Enhanced
  PIC 0          REV 01   750-010618   CB5446            4x G/E SFP, 1000 BASE
    Xcvr 0       REV 01   740-011613   P9F11CW           SFP-SX
    Xcvr 1       REV 01   740-011613   P9F15C2           SFP-SX
    Xcvr 2       REV 01   740-011782   PB94K0L           SFP-SX
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  PIC 1          REV 06   750-001900   HB6399            1x OC-48 SONET, SMSR
  PIC 2          REV 14   750-001901   AP1092            4x OC-12 SONET, SMIR
  PIC 3          REV 07   750-001900   AR8275            1x OC-48 SONET, SMSR
  MMB 1          REV 07   710-010171   DS1524            MMB-5M3-288mbit
FPC 1            REV 06   710-013553   DL9067            E2-FPC Type 1
  CPU            REV 04   710-013563   DM1685            FPC CPU-Enhanced
  PIC 0          REV 08   750-001072   AB1688            1x G/E, 1000 BASE-SX
  PIC 1          REV 10   750-012266   JX5519            4x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-011613   AM0812S8UK6       SFP-SX
    Xcvr 2       REV 01   740-011613   AM0812S8UK1       SFP-SX
    Xcvr 3       REV 01   740-011782   P8N1YHG           SFP-SX
  PIC 2          REV 22   750-005634   DP0083            1x CHOC12 IQ SONET, SMIR

  MMB 1          REV 07   710-008923   DN1862            MMB 3M 288-bit
FPC 2            REV 01   710-005548   HJ9899            FPC Type 3
  CPU            REV 06   710-001726   HC0586            FPC CPU
  PIC 0          REV 16   750-007141   NC9660            10x 1GE(LAN), 1000 BASE

    Xcvr 0       REV 01   740-011613   AM0812S8XAR       SFP-SX
    Xcvr 1       REV 01   740-011782   P920E7B           SFP-SX
    Xcvr 2       REV 01   740-011613   AM0812S8XAU       SFP-SX
    Xcvr 4       REV 01   740-011613   AM0812S8XAK       SFP-SX
    Xcvr 5       REV 01   740-011613   AM0812S8XAA       SFP-SX
    Xcvr 6       REV 01   740-011613   PAJ4NKY           SFP-SX
    Xcvr 7       REV 01   740-011613   AM0812S8UJW       SFP-SX
    Xcvr 8       REV 01   740-011782   PB81X89           SFP-SX
    Xcvr 9       REV 01   740-011613   AM0812S8UJX       SFP-SX
  PIC 1          REV 06   750-015217   DK3280            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011782   P8P0A3T           SFP-SX
    Xcvr 1       REV 01   740-013111   5090002           SFP-T
    Xcvr 2       REV 01   740-011613   AM0814S93BQ       SFP-SX
    Xcvr 4                NON-JNPR     PDE0FAN           SFP-SX
    Xcvr 5       REV 01   740-011782   P8Q20XY           SFP-SX
    Xcvr 6       REV 01   740-011613   AM0812S8UJV       SFP-SX
    Xcvr 7       REV 01   740-011613   AM0812S8UP7       SFP-SX
  PIC 2          REV 05   750-004695   HT4383            1x Tunnel
  PIC 3          REV 17   750-009553   RL0204            4x OC-48 SONET
    Xcvr 0       REV 01   740-011785   PDS3T23           SFP-SR
    Xcvr 1       REV 01   740-011785   P6Q0F3E           SFP-SR
  MMB 0          REV 03   710-004047   HD5843            MMB-288mbit
  MMB 1          REV 03   710-004047   HE3208            MMB-288mbit
  PPB 0          REV 02   710-002845   HA4524            PPB Type 3
  PPB 1          REV 02   710-002845   HA4766            PPB Type 3
FPC 3            REV 01   710-010154   HR0863            E-FPC Type 3
  CPU            REV 01   710-010169   HN3422            FPC CPU-Enhanced
  PIC 0          REV 07   750-012793   WF5096            1x 10GE(LAN/WAN) IQ2
    Xcvr 0                NON-JNPR     M64294TP          XFP-10G-LR
  PIC 1          REV 25   750-007141   DV2127            10x 1GE(LAN), 1000 BASE

    Xcvr 0       REV 01   740-011613   PFA6LTJ           SFP-SX
    Xcvr 1       REV 01   740-011782   P9P0XV4           SFP-SX
    Xcvr 2       REV 01   740-011782   P9M0TNX           SFP-SX
    Xcvr 4       REV 01   740-011782   P9B0TTP           SFP-SX
    Xcvr 5                NON-JNPR     PBS4LED           SFP-SX
  PIC 2          REV 17   750-009553   RL0212            4x OC-48 SONET
    Xcvr 0       REV 01   740-011785   PDS3T8G           SFP-SR
  PIC 3          REV 32   750-003700   DL1279            1x OC-192 12xMM VSR
  MMB 0          REV 01   710-010171   HR0821            MMB-288mbit
  MMB 1          REV 01   710-010171   HR0818            MMB-288mbit
FPC 4            REV 16   710-013037   EB4919            FPC Type 4-ES
  CPU            REV 09   710-016744   BBAA4382          ST-PMB2
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  PIC 0          REV 03   711-029996   EB1569            100GE
  PIC 1          REV 05   711-029999   EB9983            100GE CFP
    Xcvr 0       REV 0    740-032210   J10G80746         CFP-100G-LR4
  BRIDGE 0       REV 02   711-029995   EB2235            100GE Bridge Board
  MMB 0          REV 04   710-025563   BBAA7112          ST-MMB2
  MMB 1          REV 04   710-025563   BBAA7149          ST-MMB2
FPC 5            REV 02   710-013037   DE3407            FPC Type 4-ES
  CPU            REV 04   710-016744   DA2124            ST-PMB2
  PIC 0          REV 16   750-012518   DF2554            4x OC-192 SONET XFP
    Xcvr 0       REV 01   740-014279   AA0745N1FX8       XFP-OC192-SR
    Xcvr 1       REV 01   740-014279   AA0748N1HN5       XFP-OC192-SR
    Xcvr 2       REV 01   740-014279   AA0748N1HT6       XFP-OC192-SR
    Xcvr 3       REV 01   740-014279   AA0744N1EC9       XFP-OC192-SR
  PIC 1          REV 01   750-010850   JA0329            1x OC-768 SONET SR
  MMB 0          REV 04   710-016036   DE9577            ST-MMB2
  MMB 1          REV 04   710-016036   DK4060            ST-MMB2
FPC 6            REV 14   710-013037   DV1431            FPC Type 4-ES
  CPU            REV 09   710-016744   DT9020            ST-PMB2
  PIC 0          REV 11   750-017405   DM6261            4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 01   740-014289   C701XU05Q         XFP-10G-SR
    Xcvr 1       REV 01   740-014279   AA0748N1HPT       XFP-10G-LR
    Xcvr 2       REV 01   740-014289   T08E19189         XFP-10G-SR
    Xcvr 3       REV 01   740-014289   C715XU058         XFP-10G-SR
  PIC 1          REV 13   750-017405   DP8772            4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 02   740-011571   C850XJ037         XFP-10G-SR
    Xcvr 1       REV 02   740-014289   C839XU0L9         XFP-10G-SR
    Xcvr 2       REV 02   740-014289   C834XU05A         XFP-10G-SR
    Xcvr 3       REV 02   740-014289   C810XU0CE         XFP-10G-SR
  MMB 0          REV 01   710-025563   DT8454            ST-MMB2
  MMB 1          REV 01   710-025563   DT8366            ST-MMB2
FPC 7            REV 09   710-007529   HZ7624            FPC Type 3
  CPU            REV 15   710-001726   HZ1413            FPC CPU
  PIC 0          REV 10   750-012793   DM5627            1x 10GE(LAN/WAN) IQ2
    Xcvr 0       REV 02   740-011571   C831XJ062         XFP-10G-SR
  PIC 1          REV 01   750-015217   JT6762            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011782   P8Q25JU           SFP-SX
    Xcvr 1       REV 01   740-011782   P9B0U0K           SFP-SX
  PIC 2          REV 01   750-015217   JS4268            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011613   AM0812S8XBZ       SFP-SX
    Xcvr 1       REV 01   740-011613   AM0812S8XAP       SFP-SX
    Xcvr 2       REV 01   740-011613   AM0812S8XBY       SFP-SX
    Xcvr 3       REV 01   740-011613   AM0812S8XBX       SFP-SX
    Xcvr 4       REV 01   740-011613   P9F1652           SFP-SX
    Xcvr 5       REV 01   740-011782   P8Q21YC           SFP-SX
    Xcvr 6       REV 01   740-011782   P8Q27HQ           SFP-SX
    Xcvr 7       REV 01   740-011613   P8E2SSU           SFP-SX
  PIC 3          REV 15   750-009450   NB6790            1x OC-192 SM SR2
  MMB 0          REV 03   710-005555   HZ3450            MMB-288mbit
  MMB 1          REV 03   710-005555   HZ3415            MMB-288mbit
  PPB 0          REV 04   710-002845   HP0887            PPB Type 3
  PPB 1          REV 04   710-002845   HW5255            PPB Type 3
SPMB 0           REV 10   710-003229   HX3699            T-series Switch CPU
SPMB 1           REV 12   710-003229   DT3091            T-series Switch CPU
SIB 0            REV 07   710-013074   DS4747            SIB-I8-SF
SIB 1            REV 07   710-013074   DS4942            SIB-I8-SF
SIB 2            REV 07   710-013074   DS4965            SIB-I8-SF
SIB 3            REV 07   710-013074   DS4990            SIB-I8-SF
SIB 4            REV 07   710-013074   DS4944            SIB-I8-SF
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 2
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show chassis hardware (TXMatrix Plus Router)

user@host> show chassis hardware
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN113186EAHB      TXP
Midplane         REV 05   710-022574   TS3822            SFC Midplane
FPM Display      REV 03   710-024027   DW4701            TXP FPM Display
CIP 0            REV 05   710-023792   DW7998            TXP CIP
CIP 1            REV 05   710-023792   DW7999            TXP CIP
PEM 0            Rev 04   740-027463   UM26367           Power Entry Module
PEM 1            Rev 04   740-027463   UM26346           Power Entry Module
Routing Engine 0 REV 06   740-026942   737A-1081         RE-DUO-2600
Routing Engine 1 REV 06   740-026942   737A-1043         RE-DUO-2600
CB 0             REV 05   710-022606   DW4435            SFC Control Board
CB 1             REV 09   710-022606   DW6100            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 04   750-024564   DW5764            F13 SIB
  B Board        REV 03   710-023431   DW9053            F13 SIB Mezz
SIB F13 3        REV 04   750-024564   DW5785            F13 SIB
  B Board        REV 03   710-023431   DW9030            F13 SIB Mezz
SIB F13 6       
SIB F13 8        REV 04   750-024564   DW5752            F13 SIB
  B Board        REV 03   710-023431   DW9051            F13 SIB Mezz
SIB F13 11       REV 04   750-024564   DW5782            F13 SIB
  B Board        REV 03   710-023431   DW9058            F13 SIB Mezz
SIB F13 12       REV 03   750-024564   DT9466            F13 SIB
  B Board        REV 02   710-023431   DT6556            F13 SIB Mezz
SIB F2S 0/0      REV 05   710-022603   DW7898            F2S SIB
  B Board        REV 05   710-023787   DW7625            F2S SIB Mezz
SIB F2S 0/2      REV 05   710-022603   DW7811            F2S SIB
  B Board        REV 05   710-023787   DW7550            F2S SIB Mezz
SIB F2S 0/4      REV 04   710-022603   DW4873            F2S SIB
  B Board        REV 05   710-023787   DW8509            F2S SIB Mezz
SIB F2S 0/6      REV 04   710-022603   DW4867            F2S SIB
  B Board        REV 05   710-023787   DW8472            F2S SIB Mezz
SIB F2S 1/0      REV 04   710-022603   DW4871            F2S SIB
  B Board        REV 05   710-023787   DW8497            F2S SIB Mezz
SIB F2S 1/2      REV 05   710-022603   DW7868            F2S SIB
  B Board        REV 05   710-023787   DW7551            F2S SIB Mezz
SIB F2S 1/4      REV 04   710-022603   DW4854            F2S SIB
  B Board        REV 05   710-023787   DW8496            F2S SIB Mezz
SIB F2S 1/6      REV 05   710-022603   DW7889            F2S SIB
  B Board        REV 05   710-023787   DW7496            F2S SIB Mezz
SIB F2S 2/0      REV 04   710-022603   DW4852            F2S SIB
  B Board        REV 05   710-023787   DW8498            F2S SIB Mezz
SIB F2S 2/2      REV 04   710-022603   DW4845            F2S SIB
  B Board        REV 05   710-023787   DW8457            F2S SIB Mezz
SIB F2S 2/4      REV 05   710-022603   DW7802            F2S SIB
  B Board        REV 05   710-023787   DW7562            F2S SIB Mezz
SIB F2S 2/6      REV 04   710-022603   DW4822            F2S SIB
  B Board        REV 05   710-023787   DW8467            F2S SIB Mezz
SIB F2S 3/0      REV 05   710-022603   DW7815            F2S SIB
  B Board        REV 05   710-023787   DW7518            F2S SIB Mezz
SIB F2S 3/2      REV 03   710-022603   DV0068            F2S SIB
  B Board        REV 03   710-023787   DT9974            F2S SIB Mezz
SIB F2S 3/4      REV 05   710-022603   DW7874            F2S SIB
  B Board        REV 05   710-023787   DW7601            F2S SIB Mezz
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SIB F2S 3/6      REV 03   710-022603   DV0033            F2S SIB
  B Board        REV 03   710-023787   DT9969            F2S SIB Mezz
SIB F2S 4/0      REV 03   710-022603   DV0043            F2S SIB
  B Board        REV 03   710-023787   DT9948            F2S SIB Mezz
SIB F2S 4/2      REV 05   710-022603   DW5446            F2S SIB
  B Board        REV 05   710-023787   DW7611            F2S SIB Mezz
SIB F2S 4/4      REV 04   710-022603   DW4826            F2S SIB
  B Board        REV 05   710-023787   DW8458            F2S SIB Mezz
SIB F2S 4/6      REV 03   710-022603   DV0026            F2S SIB
  B Board        REV 03   710-023787   DT9963            F2S SIB Mezz
Fan Tray 0       REV 02   760-024497   DR8290            Front Fan Tray
Fan Tray 1       REV 02   760-024497   DR8293            Front Fan Tray
Fan Tray 2       REV 05   760-024502   DR8280            Rear Fan Tray
Fan Tray 3      
Fan Tray 4       REV 05   760-024502   DR8276            Rear Fan Tray
Fan Tray 5       REV 02   760-024502   DP5643            Rear Fan Tray

lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11036F8AHA      T1600
Midplane         REV 03   710-017247   RC3799            T-series Backplane
FPM GBUS         REV 10   710-002901   DP7009            T640 FPM Board
FPM Display      REV 01   710-021387   DN7026            T1600 FPM Display
CIP              REV 06   710-002895   DP6024            T-series CIP
PEM 1            Rev 02   740-023211   WA50019           Power Entry Module 4x60A
SCG 0            REV 15   710-003423   DR6757            T640 Sonet Clock Gen.
SCG 1            REV 15   710-003423   DS2225            T640 Sonet Clock Gen.
Routing Engine 0 REV 01   740-026941   737F-1040         RE-DUO-1800
Routing Engine 1 REV 01   740-026941   737F-1016         RE-DUO-1800
CB 0             REV 06   710-022597   DX4011            LCC Control Board
CB 1             REV 06   710-022597   DX4017            LCC Control Board
FPC 1            REV 07   710-013035   DN5847            FPC Type 3-ES
  CPU            REV 08   710-016744   DP2570            ST-PMB2
  PIC 0          REV 05   750-015217   DB0418            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011782   P8Q27ZG           SFP-SX
    Xcvr 1                NON-JNPR     PDA1U0D           SFP-SX
    Xcvr 2       REV 01   740-011613   P9F1ALW           SFP-SX
    Xcvr 3       REV 01   740-011782   PBA403V           SFP-SX
    Xcvr 4                NON-JNPR     PDE09DP           SFP-SX
    Xcvr 5       REV 01   740-011782   PCH2P4K           SFP-SX
    Xcvr 6       REV 01   740-011782   PB94K0F           SFP-SX
    Xcvr 7       REV 01   740-011782   PBA2R2A           SFP-SX
  PIC 1          REV 03   750-004424   HJ4020            1x 10GE(LAN),DWDM
  PIC 2          REV 01   750-003336   HG6073            4x OC-48 SONET, SMSR
  MMB 0          REV 04   710-016036   DP3401            ST-MMB2
FPC 3            REV 12   710-013037   DR1169            FPC Type 4-ES
  CPU            REV 08   710-016744   DP9429            ST-PMB2
  PIC 0          REV 02   750-010850   JA0332            1x OC-768 SONET SR
  MMB 0          REV 04   710-016036   DR0628            ST-MMB2
  MMB 1          REV 04   710-016036   DR0592            ST-MMB2
FPC 4            REV 05   710-021534   DR7350            FPC Type 1-ES
  CPU            REV 08   710-016744   DP8096            ST-PMB2
  PIC 0          REV 04   750-014627   DP9171            4x OC-3 1x OC-12 SFP
    Xcvr 0       REV 02   740-011615   PDE2RVR           SFP-SR
  PIC 1          REV 22   750-005634   DS5815            1x CHOC12 IQ SONET, SMIR

  PIC 2          REV 09   750-002911   CF4539            4x F/E, 100 BASE-TX
  PIC 3          REV 08   750-021652   DR2827            1x CHOC12 IQE SONET
    Xcvr 0                NON-JNPR     8                 UNKNOWN
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  MMB 0          REV 04   710-016036   DR0809            ST-MMB2
FPC 5            REV 07   710-007529   HS5608            FPC Type 3
  CPU            REV 15   710-001726   HX4351            FPC CPU
  PIC 0          REV 14   750-009567   WJ8961            1x 10GE(LAN),XENPAK
    Xcvr 0       REV 01   740-013170   J05K05961         XENPAK-LR
  PIC 1          REV 16   750-007141   JJ8146            10x 1GE(LAN), 1000 BASE

    Xcvr 1       REV 01   740-011613   P9F117T           SFP-SX
    Xcvr 2       REV 01   740-011782   PBA2VCL           SFP-SX
    Xcvr 3       REV 01   740-011782   PB83DRB           SFP-SX
    Xcvr 4       REV 01   740-011613   AM0812S8UP8       SFP-SX
  PIC 2          REV 12   750-009567   WF3566            1x 10GE(LAN),XENPAK
    Xcvr 0       REV 02   740-013170   T07C94489         XENPAK-LR
  MMB 0          REV 03   710-005555   HZ1907            MMB-288mbit
  MMB 1          REV 03   710-005555   HW5283            MMB-288mbit
  PPB 0          REV 04   710-002845   HZ7717            PPB Type 3
  PPB 1          REV 04   710-002845   HS0110            PPB Type 3
FPC 6            REV 07   710-013035   DP7486            FPC Type 3-ES
  CPU            REV 08   710-016744   DP2545            ST-PMB2
  PIC 0          REV 09   750-009567   NE6323            1x 10GE(LAN),XENPAK
    Xcvr 0       REV 02   740-013170   T09C71959         XENPAK-LR
  PIC 1          REV 06   750-015217   DN4775            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011782   P7E0T6M           SFP-SX
    Xcvr 1       REV 01   740-011613   AM0812S8XAY       SFP-SX
    Xcvr 2       REV 01   740-011782   P7E0T6J           SFP-SX
    Xcvr 3       REV 01   740-011782   PCH2P7D           SFP-SX
    Xcvr 4       REV 01   740-011782   P9B0QYT           SFP-SX
    Xcvr 5       REV 01   740-011613   AM0812S8WQJ       SFP-SX
    Xcvr 6       REV 02   740-013111   9301220           SFP-T
    Xcvr 7       REV 01   740-011782   P9B0TZ5           SFP-SX
  PIC 2          REV 06   750-015217   DM6747            8x 1GE(TYPE3), IQ2
    Xcvr 0       REV 01   740-011613   PAP0ZB2           SFP-SX
    Xcvr 1       REV 01   740-013111   70191002          SFP-T
    Xcvr 6       REV 01   740-011782   PBA29H8           SFP-SX
    Xcvr 7       REV 01   740-011613   AM0812S8WQG       SFP-SX
  MMB 0          REV 04   710-016036   DP3238            ST-MMB2
FPC 7            REV 03   710-021540   DV3154            FPC Type 2-ES
  CPU            REV 09   710-016744   DT9053            ST-PMB2
  PIC 0          REV 13   750-001901   HB4225            4x OC-12 SONET, SMIR
  PIC 1          REV 05   750-001900   AD3644            1x OC-48 SONET, SMSR
  PIC 2          REV 10   750-008155   HV0335            2x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011782   PCH2UKF           SFP-SX
    Xcvr 1       REV 01   740-011782   PCH2V19           SFP-SX
  PIC 3          REV 03   750-014638   JS9493            1x OC-48-12-3 SFP
    Xcvr 0       REV 01   740-011785   P6Q0ENK           SFP-SR
  MMB 0          REV 05   710-016036   DP3323            ST-MMB2
SPMB 0           REV 04   710-023321   DX3004            LCC Switch CPU
SPMB 1           REV 04   710-023321   DX3009            LCC Switch CPU
SIB 0            REV 07   710-022594   DW4195            LCC SIB
  B Board        REV 07   710-023185   DW3930            LCC SIB Mezz
SIB 1            REV 07   710-022594   DW4179            LCC SIB
  B Board        REV 07   710-023185   DW3919            LCC SIB Mezz
SIB 2           
SIB 3            REV 06   710-022594   DT8251            LCC SIB
  B Board        REV 06   710-023185   DT5792            LCC SIB Mezz
SIB 4            REV 08   710-022594   DW8014            LCC SIB
  B Board        REV 07   710-023185   DW3917            LCC SIB Mezz
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 3

717Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



lcc1-re0:
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  Serial number     Description
Chassis                                JN1102270AHA      T1600
Midplane         REV 04   710-017247   RC5358            T-series Backplane
FPM GBUS         REV 10   710-002901   DS3443            T640 FPM Board
FPM Display      REV 01   710-021387   DS6411            T1600 FPM Display
CIP              REV 06   710-002895   DS4235            T-series CIP
PEM 0            Rev 02   740-023211   VM82438           Power Entry Module 4x60A
SCG 0            REV 15   710-003423   DS6649            T640 Sonet Clock Gen.
SCG 1            REV 15   710-003423   DR6775            T640 Sonet Clock Gen.
Routing Engine 0 REV 01   740-026941   737F-1083         RE-DUO-1800
Routing Engine 1 REV 01   740-026941   737F-1104         RE-DUO-1800
CB 0             REV 06   710-022597   DW8542            LCC Control Board
CB 1             REV 06   710-022597   DW8530            LCC Control Board
FPC 0            REV 02   710-010845   JE2392            FPC Type 4
  CPU            REV 02   710-011481   JF6820            FPC CPU-Enhanced
  PIC 0          REV 11   750-017405   DP7259            4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 01   740-014279   AA0741N1C8T       XFP-10G-LR
    Xcvr 1       REV 01   740-014279   AA0746N1GAM       XFP-10G-LR
    Xcvr 2       REV 01   740-014279   AA0747N1H0B       XFP-10G-LR
    Xcvr 3       REV 01   740-014279   AA0748N1HZ5       XFP-10G-LR
  MMB 0          REV 03   710-010842   HY7601            ST-MMB
FPC 1            REV 16   710-013037   BBAA7398          FPC Type 4-ES
  CPU            REV 09   710-016744   BBAA2329          ST-PMB2
  PIC 0          REV 03   711-029996   EB1575            100GE
  PIC 1          REV 06   750-034781   EB9980            100GE CFP
  MMB 0          REV 04   710-025563   BBAA5325          ST-MMB2
  MMB 1          REV 04   710-025563   BBAA5444          ST-MMB2
FPC 2            REV 16   710-013037   BBAA7185          FPC Type 4-ES
  CPU            REV 09   710-016744   BBAA3522          ST-PMB2
  PIC 0          REV 03   711-029996   EB1557            100GE
  PIC 1          REV 05   750-034781   EB4660            100GE CFP
    Xcvr 0       REV 0    740-032210   J10F73666         CFP-100G-LR4
  BRIDGE 0       REV 02   711-029995   EB2237            100GE Bridge Board
  MMB 0          REV 04   710-025563   BBAA5347          ST-MMB2
  MMB 1          REV 04   710-025563   BBAA5401          ST-MMB2
FPC 3            REV 10   710-021534   DZ0941            FPC Type 1-ES
  CPU            REV 09   710-016744   DY6364            ST-PMB2
  PIC 0          REV 13   750-012266   DK9192            4x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-011613   AM0812S8WVD       SFP-SX
    Xcvr 1                NON-JNPR     PDD63Q4           SFP-SX
    Xcvr 2                NON-JNPR     PDE4G54           SFP-SX
    Xcvr 3                NON-JNPR     PD40MAG           SFP-SX
  PIC 1          REV 01   750-007641   HJ2003            1x G/E IQ, 1000 BASE
    Xcvr 0       REV 01   740-011613   AM0812S8WVG       SFP-SX
  PIC 3          REV 17   750-007444   JB6873            1x CHSTM1 IQ SDH, SMIR
  MMB 0          REV 04   710-025563   DZ0281            ST-MMB2
FPC 4            REV 06   710-013035   DK0614            FPC Type 3-ES
  CPU            REV 07   710-016744   DK1616            ST-PMB2
  PIC 0          REV 22   750-007141   DM1870            10x 1GE(LAN), 1000 BASE

    Xcvr 0       REV 01   740-011782   PCL3UKW           SFP-SX
    Xcvr 1       REV 01   740-011782   P7E0T73           SFP-SX
    Xcvr 2       REV 01   740-007326   P4T0WLR           SFP-SX
    Xcvr 3       REV 01   740-011782   PAR1LRL           SFP-SX
    Xcvr 4       REV 01   740-011782   P9M0U3Z           SFP-SX
    Xcvr 5       REV 01   740-011782   P9M0U0C           SFP-SX
    Xcvr 6       REV 01   740-011782   P9M0TLG           SFP-SX
    Xcvr 7       REV 01   740-011782   P9M0U0F           SFP-SX
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    Xcvr 8       REV 01   740-011613   PFA6LAP           SFP-SX
    Xcvr 9       REV 01   740-011782   PCH2P0U           SFP-SX
  PIC 1          REV 16   750-009450   CV2565            1x OC-192 SM SR2
  PIC 2          REV 05   750-004424   HH3057            1x 10GE(LAN),10GBASE-LR

  PIC 3          REV 12   750-013423   DP0403            MultiServices 500
  MMB 0          REV 04   710-016036   DK1988            ST-MMB2
FPC 5            REV 07   710-013560   DR0004            E2-FPC Type 3
  CPU            REV 05   710-013563   DR0089            FPC CPU-Enhanced
  PIC 0          REV 11   750-012793   DR6107            1x 10GE(LAN/WAN) IQ2
    Xcvr 0       REV 01   740-014289   C743XU074         XFP-10G-SR
  PIC 1          REV 01   750-004695   HD5980            1x Tunnel
  PIC 2          REV 32   750-003700   DL3770            1x OC-192 12xMM VSR
  PIC 3          REV 12   750-009553   WB8901            4x OC-48 SONET
    Xcvr 0       REV 01   740-011785   P9D1GTQ           SFP-SR
    Xcvr 1       REV 01   740-011785   PDS0MMB           SFP-SR
    Xcvr 3       REV 01   740-011785   PDE1KXP           SFP-SR
  MMB 0          REV 07   710-010171   DP7374            MMB-5M3-288mbit
  MMB 1          REV 07   710-010171   DP7404            MMB-5M3-288mbit
FPC 6            REV 07   710-013035   DM0994            FPC Type 3-ES
  CPU            REV 07   710-016744   DM3651            ST-PMB2
  PIC 0          REV 07   750-015217   DN4743            8x 1GE(TYPE3), IQ2
    Xcvr 3       REV 01   740-011613   AM0812S8XB0       SFP-SX
    Xcvr 4       REV 01   740-011782   PB829RB           SFP-SX
    Xcvr 5       REV 01   740-011782   P8J1SYX           SFP-SX
  PIC 1          REV 03   750-003336   HJ9954            4x OC-48 SONET, SMSR
  PIC 3          REV 02   750-012793   JM7665            1x 10GE(LAN/WAN) IQ2
  MMB 0          REV 04   710-016036   DN6913            ST-MMB2
FPC 7            REV 08   710-010845   JM3958            FPC Type 4
  CPU            REV 04   710-011481   JK3669            FPC CPU-Enhanced
  PIC 0          REV 11   750-017405   DP8837            4x 10GE (LAN/WAN) XFP
    Xcvr 1       REV 01   740-014279   753019A00277      XFP-10G-LR
    Xcvr 2       REV 02   740-011571   C850XJ00P         XFP-10G-SR
    Xcvr 3       REV 01   740-014279   AA0813N1RTG       XFP-10G-LR
  MMB 0          REV 04   710-010842   JN1971            ST-MMB
SPMB 0           REV 04   710-023321   DW3629            LCC Switch CPU
SPMB 1           REV 04   710-023321   DW3621            LCC Switch CPU
SIB 0            REV 07   710-022594   DW4200            LCC SIB
  B Board        REV 07   710-023185   DW3932            LCC SIB Mezz
SIB 1            REV 07   710-022594   DW4193            LCC SIB
  B Board        REV 07   710-023185   DW3904            LCC SIB Mezz
SIB 2           
SIB 3            REV 07   710-022594   DW4210            LCC SIB
  B Board        REV 06   710-023185   DT5780            LCC SIB Mezz
SIB 4            REV 08   710-022594   DW8019            LCC SIB
  B Board        REV 06   710-023185   DT5795            LCC SIB Mezz
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 3

show chassis hardware sfc (TXMatrix Plus Router)

user@host> show chassis hardware sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN112F007AHB      TXP
Midplane         REV 05   710-022574   TS4027            SFC Midplane
FPM Display      REV 03   710-024027   DX0282            TXP FPM Display
CIP 0            REV 04   710-023792   DW4889            TXP CIP
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CIP 1            REV 04   710-023792   DW4887            TXP CIP
PEM 0            Rev 07   740-027463   UM26368           Power Entry Module
Routing Engine 0 REV 01   740-026942   737A-1064         SFC RE
Routing Engine 1 REV 01   740-026942   737A-1082         SFC RE
CB 0             REV 09   710-022606   DW6099            SFC Control Board
CB 1             REV 09   710-022606   DW6096            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 04   710-022600   DX0841            F13 SIB
  B Board        REV 03   710-023431   DX0966            F13 SIB Mezz
SIB F13 1        REV 04   750-024564   DW5776            F13 SIB
  B Board        REV 03   710-023431   DW9028            F13 SIB
SIB F13 3        REV 04   750-024564   DW5762            F13 SIB
  B Board        REV 03   710-023431   DW9059            F13 SIB
SIB F13 4        REV 04   750-024564   DW5797            F13 SIB
  B Board        REV 03   710-023431   DW9041            F13 SIB
SIB F13 6        REV 04   750-024564   DW5770            F13 SIB
  B Board        REV 03   710-023431   DW9079            F13 SIB Mezz
SIB F13 7        REV 04   750-024564   DW5758            F13 SIB
  B Board        REV 03   710-023431   DW9047            F13 SIB
SIB F13 8        REV 04   750-024564   DW5761            F13 SIB
  B Board        REV 03   710-023431   DW9043            F13 SIB Mezz
SIB F13 9        REV 04   750-024564   DW5754            F13 SIB
  B Board        REV 03   710-023431   DW9078            F13 SIB Mezz
SIB F13 11       REV 04   710-022600   DX0826            F13 SIB
  B Board        REV 03   710-023431   DX0967            F13 SIB Mezz
SIB F13 12       REV 04   750-024564   DW5794            F13 SIB
  B Board        REV 03   710-023431   DW9044            F13 SIB Mezz
SIB F2S 0/0      REV 05   710-022603   DW7897            F2S SIB
  B Board        REV 05   710-023787   DW7657            NEO PMB
SIB F2S 0/2      REV 05   710-022603   DW7833            F2S SIB
  B Board        REV 05   710-023787   DW7526            NEO PMB
SIB F2S 0/4      REV 05   710-022603   DW7875            F2S SIB
  B Board        REV 05   710-023787   DW7588            NEO PMB
SIB F2S 0/6      REV 05   710-022603   DW7860            F2S SIB
  B Board        REV 05   710-023787   DW7589            NEO PMB
SIB F2S 1/0      REV 04   710-022603   DW4820            F2S SIB
  B Board        REV 05   710-023787   DW8510            NEO PMB
SIB F2S 1/2      REV 05   710-022603   DW7849            F2S SIB
  B Board        REV 05   710-023787   DW7525            NEO PMB
SIB F2S 1/4      REV 05   710-022603   DW7927            F2S SIB
  B Board        REV 05   710-023787   DW7556            F2S SIB Mezz
SIB F2S 1/6      REV 05   710-022603   DW7866            F2S SIB
  B Board        REV 05   710-023787   DW7651            NEO PMB
SIB F2S 2/0      REV 05   710-022603   DW7880            F2S SIB
  B Board        REV 05   710-023787   DW7523            NEO PMB
SIB F2S 2/2      REV 05   710-022603   DW7895            F2S SIB
  B Board        REV 05   710-023787   DW7591            NEO PMB
SIB F2S 2/4      REV 05   710-022603   DW7907            F2S SIB
  B Board        REV 05   710-023787   DW7590            NEO PMB
SIB F2S 2/6      REV 05   710-022603   DW7785            F2S SIB
  B Board        REV 05   710-023787   DW7524            NEO PMB
SIB F2S 3/0      REV 05   710-022603   DW7782            F2S SIB
  B Board        REV 05   710-023787   DW7634            NEO PMB
SIB F2S 3/2      REV 05   710-022603   DW7793            F2S SIB
  B Board        REV 05   710-023787   DW7548            NEO PMB
SIB F2S 3/4      REV 05   710-022603   DW7779            F2S SIB
  B Board        REV 05   710-023787   DW7587            NEO PMB
SIB F2S 3/6      REV 05   710-022603   DW7930            F2S SIB
  B Board        REV 05   710-023787   DW7505            NEO PMB
SIB F2S 4/0      REV 05   710-022603   DW7867            F2S SIB
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  B Board        REV 05   710-023787   DW7656            NEO PMB
SIB F2S 4/2      REV 05   710-022603   DW7917            F2S SIB
  B Board        REV 05   710-023787   DW7640            NEO PMB
SIB F2S 4/4      REV 05   710-022603   DW7929            F2S SIB
  B Board        REV 05   710-023787   DW7643            NEO PMB
SIB F2S 4/6      REV 05   710-022603   DW7870            F2S SIB
  B Board        REV 05   710-023787   DW7635            NEO PMB
Fan Tray 0       REV 06   760-024497   DV7831            Front Fan Tray
Fan Tray 1       REV 06   760-024497   DV9614            Front Fan Tray
Fan Tray 2       REV 06   760-024502   DV9618            Rear Fan Tray
Fan Tray 3       REV 06   760-024502   DV9616            Rear Fan Tray
Fan Tray 4       REV 06   760-024502   DV7807            Rear Fan Tray
Fan Tray 5       REV 06   760-024502   DV7828            Rear Fan Tray

show chassis hardware extensive (TXMatrix Plus Router)

user@host> show chassis hardware extensive
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN112F007AHB      TXP
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
                                 S/N:               JN112F007AHB
 Assembly ID:  0x052c            Assembly Version:  00.00
 Date:         00-00-0000        Assembly Flags:    0x00
 ID: TXP                        
 Board Information Record:
  Address 0x00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 05 2c 00 00 00 00 00 00 00 00 00 00
  Address 0x10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x20: 4a 4e 31 31 32 46 30 30 37 41 48 42 00 00 00 00
  Address 0x30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x40: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x50: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x70: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Midplane         REV 05   710-022574   TS4027            SFC Midplane
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          710-022574        S/N:               S/N TS4027
 Assembly ID:  0x0962            Assembly Version:  01.05
 Date:         03-23-2009        Assembly Flags:    0x00
 Version:      REV 05
 ID: SFC Midplane               
 Board Information Record:
  Address 0x00: ad 01 ff ff 00 1d b5 14 00 00 ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 09 62 01 05 52 45 56 20 30 35 00 00
  Address 0x10: 00 00 00 00 37 31 30 2d 30 32 32 35 37 34 00 00
  Address 0x20: 53 2f 4e 20 54 53 34 30 32 37 00 00 00 17 03 07
  Address 0x30: d9 ff ff ff ad 01 ff ff 00 1d b5 14 00 00 ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
FPM Display      REV 03   710-024027   DX0282            TXP FPM Display
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          710-024027        S/N:               S/N DX0282
 Assembly ID:  0x096c            Assembly Version:  01.03
 Date:         02-10-2009        Assembly Flags:    0x00
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 Version:      REV 03
 ID: TXP FPM Display             FRU Model Number:  CRAFT-TXP
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 09 6c 01 03 52 45 56 20 30 33 00 00
  Address 0x10: 00 00 00 00 37 31 30 2d 30 32 34 30 32 37 00 00
  Address 0x20: 53 2f 4e 20 44 58 30 32 38 32 00 00 00 0a 02 07
  Address 0x30: d9 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 00 00 00 00 00 00 00 00 00 00 43
  Address 0x50: 52 41 46 54 2d 54 58 50 00 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
CIP 0            REV 04   710-023792   DW4889            TXP CIP
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          710-023792        S/N:               S/N DW4889
 Assembly ID:  0x0969            Assembly Version:  01.04
 Date:         01-26-2009        Assembly Flags:    0x00
 Version:      REV 04
 ID: TXP CIP                     FRU Model Number:  CIP-TXP
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff

show chassis hardware clei-models (TXMatrix Plus Router)

user@host> show chassis hardware clei-models
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 05   710-022574                     CHAS-BP-TXP-S
FPM Display      REV 03   710-024027                     CRAFT-TXP-S
CIP 0            REV 05   710-023792                     CIP-TXP-S
CIP 1            REV 05   710-023792                     CIP-TXP-S
PEM 0            Rev 04   740-027463   IPUPAFGKTA        PWR-TXP-7-60-DC
PEM 1            Rev 04   740-027463   IPUPAFGKTA        PWR-TXP-7-60-DC
Routing Engine 0 REV 06   740-026942                     RE-DUO-C2600-16G-S
Routing Engine 1 REV 06   740-026942                     RE-DUO-C2600-16G-S
CB 0             REV 05   710-022606                     CB-TXP-S
CB 1             REV 09   710-022606                     CB-TXP-S
SIB F13 0        REV 04   750-024564                     SIB-TXP-F13
SIB F13 3        REV 04   750-024564                     SIB-TXP-F13
SIB F13 8        REV 04   750-024564                     SIB-TXP-F13
SIB F13 11       REV 04   750-024564                     SIB-TXP-F13
SIB F13 12       REV 03   750-024564                     SIB-TXP-F13
SIB F2S 0/0      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 0/2      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 0/4      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 0/6      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 1/0      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 1/2      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 1/4      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 1/6      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 2/0      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 2/2      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 2/4      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 2/6      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 3/0      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 3/2      REV 03   710-022603                     SIB-TXP-F2S-S
SIB F2S 3/4      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 3/6      REV 03   710-022603                     SIB-TXP-F2S-S
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SIB F2S 4/0      REV 03   710-022603                     SIB-TXP-F2S-S
SIB F2S 4/2      REV 05   710-022603                     SIB-TXP-F2S-S
SIB F2S 4/4      REV 04   710-022603                     SIB-TXP-F2S-S
SIB F2S 4/6      REV 03   710-022603                     SIB-TXP-F2S-S
Fan Tray 0       REV 02   760-024497                     FANTRAY-TXP-H-S
Fan Tray 1       REV 02   760-024497                     FANTRAY-TXP-H-S
Fan Tray 2       REV 05   760-024502                     FANTRAY-TXP-V-S
Fan Tray 3      
Fan Tray 4       REV 05   760-024502                     FANTRAY-TXP-V-S
Fan Tray 5       REV 02   760-024502                     FANTRAY-TXP-V-S

lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 03   710-017247                     CHAS-BP-T1600-S
FPM Display      REV 01   710-021387                     CRAFT-T1600-S
CIP              REV 06   710-002895                     CIP-L-T640-S
PEM 1            Rev 02   740-023211   IPUPAC8KTA        PWR-T1600-4-60-DC-S
SCG 0            REV 15   710-003423                     SCG-T-S
SCG 1            REV 15   710-003423                     SCG-T-S
Routing Engine 0 REV 01   740-026941                     RE-DUO-C1800-8G-S
Routing Engine 1 REV 01   740-026941                     RE-DUO-C1800-8G-S
CB 0             REV 06   710-022597                     CB-LCC-S
CB 1             REV 06   710-022597                     CB-LCC-S
FPC 1            REV 07   710-013035                     T640-FPC3-ES
  PIC 0          REV 05   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 1          REV 03   750-004424                     PC-1XGE-LR
  PIC 2          REV 01   750-003336                     PC-4OC48-SON-SMSR
FPC 3            REV 12   710-013037                     T1600-FPC4-ES
  PIC 0          REV 02   750-010850                     PD-1OC768-SON-SR
FPC 4            REV 05   710-021534                     T640-FPC1-ES
  PIC 0          REV 04   750-014627                     PB-4OC3-1OC12-SON-SFP
  PIC 1          REV 22   750-005634                     PB-1CHOC12SMIR-QPP
  PIC 2          REV 09   750-002911                     PB-4FE-TX
  PIC 3          REV 08   750-021652                     PB-1CHOC12-STM4-IQE-SFP
FPC 5            REV 07   710-007529                     T640-FPC3
  PIC 0          REV 14   750-009567                     PC-1XGE-XENPAK
  PIC 1          REV 16   750-007141                     PC-10GE-SFP
  PIC 2          REV 12   750-009567                     PC-1XGE-XENPAK
FPC 6            REV 07   710-013035                     T640-FPC3-ES
  PIC 0          REV 09   750-009567                     PC-1XGE-XENPAK
  PIC 1          REV 06   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 2          REV 06   750-015217                     PC-8GE-TYPE3-SFP-IQ2
FPC 7            REV 03   710-021540                     T640-FPC2-ES
  PIC 0          REV 13   750-001901                     PB-4OC12-SON-SMIR
  PIC 1          REV 05   750-001900                     PB-1OC48-SON-SMSR
  PIC 2          REV 10   750-008155                     PB-2GE-SFP-QPP
  PIC 3          REV 03   750-014638                     PB-1OC48-SON-B-SFP
SIB 0            REV 07   710-022594                     SIB-TXP-T1600-S
SIB 1            REV 07   710-022594                     SIB-TXP-T1600-S
SIB 3            REV 06   710-022594                     SIB-TXP-T1600-S
SIB 4            REV 08   710-022594                     SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

lcc1-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
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Midplane         REV 04   710-017247                     CHAS-BP-T1600-S
FPM Display      REV 01   710-021387                     CRAFT-T1600-S
CIP              REV 06   710-002895                     CIP-L-T640-S
PEM 0            Rev 02   740-023211   IPUPAC8KTA        PWR-T1600-4-60-DC-S
SCG 0            REV 15   710-003423                     SCG-T-S
SCG 1            REV 15   710-003423                     SCG-T-S
Routing Engine 0 REV 01   740-026941                     RE-DUO-C1800-8G-S
Routing Engine 1 REV 01   740-026941                     RE-DUO-C1800-8G-S
CB 0             REV 06   710-022597                     CB-LCC-S
CB 1             REV 06   710-022597                     CB-LCC-S
FPC 0            REV 02   710-010845                     T640-FPC4-ES
  PIC 0          REV 11   750-017405                     PD-4XGE-XFP
FPC 1            REV 16   710-013037                     T1600-FPC4-ES
  PIC 1          REV 06   750-034781                     PD-1CE-CFP
FPC 2            REV 16   710-013037                     T1600-FPC4-ES
  PIC 1          REV 05   750-034781                     PD-1CE-CFP
FPC 3            REV 10   710-021534                     T640-FPC1-ES
  PIC 0          REV 13   750-012266                     PB-4GE-TYPE1-SFP-IQ2
  PIC 1          REV 01   750-007641                     PE-1GE-SFP-QPP
  PIC 3          REV 17   750-007444                     PB-1CHSTM1-SMIR-QPP
FPC 4            REV 06   710-013035                     T640-FPC3-ES
  PIC 0          REV 22   750-007141                     PC-10GE-SFP
  PIC 1          REV 16   750-009450                     PC-1OC192-SON-SR2
  PIC 2          REV 05   750-004424                     PC-1XGE-LR
  PIC 3          REV 12   750-013423                     PC-MS-500-3
FPC 5            REV 07   710-013560                     T640-FPC3-E2
  PIC 0          REV 11   750-012793                     PC-1XGE-TYPE3-XFP-IQ2
  PIC 1          REV 01   750-004695                     PC-TUNNEL
  PIC 2          REV 32   750-003700                     PC-1OC192-SON-VSR
  PIC 3          REV 12   750-009553                     PC-4OC48-SON-SFP
FPC 6            REV 07   710-013035                     T640-FPC3-ES
  PIC 0          REV 07   750-015217                     PC-8GE-TYPE3-SFP-IQ2
  PIC 1          REV 03   750-003336                     PC-4OC48-SON-SMSR
  PIC 3          REV 02   750-012793                     PC-1XGE-TYPE3-XFP-IQ2
FPC 7            REV 08   710-010845                     T640-FPC4-ES
  PIC 0          REV 11   750-017405                     PD-4XGE-XFP
SIB 0            REV 07   710-022594                     SIB-TXP-T1600-S
SIB 1            REV 07   710-022594                     SIB-TXP-T1600-S
SIB 3            REV 07   710-022594                     SIB-TXP-T1600-S
SIB 4            REV 08   710-022594                     SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

show chassis hardware detail (TXMatrix Plus Router)

user@host> show chassis hardware detail
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN111B023AHB      TXP
Midplane         REV 01   710-022574   TR7990            SFC Midplane
FPM Display      REV 03   710-024027   DW4699            TXP FPM Display
CIP 0            REV 01   710-023792   DR1437            TXP CIP
CIP 1            REV 02   710-023792   DS4564            TXP CIP
PEM 0            Rev 07   740-027463   UM26360           Power Entry Module
Routing Engine 0 REV 01   740-026942   737A-1024         SFC RE
  ad0    3887 MB  SMART CF             200811050193CEB1CEB1 Compact Flash
  ad1   30533 MB  SAMSUNG MCBQE32G8MPP-0V SY814A0762     Disk 1 
Routing Engine 1 REV 01   740-026942   737A-1024         SFC RE
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  ad0    3887 MB  SMART CF             20081105004C19A019A0 Compact Flash
  ad1   30533 MB  SAMSUNG MCBQE32G8MPP-0V SY814A0794     Disk 1 
CB 0             REV 03   710-022606   DR7134            SFC Control Board
CB 1             REV 01   710-022606   DP8890            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 03   750-024564   DT9478            F13 SIB
  B Board        REV 02   710-023431   DT6554            F13 SIB
SIB F13 1        REV 03   750-024564   DT9454            F13 SIB
  B Board        REV 02   710-023431   DT6551            F13 SIB
SIB F2S 0/0      REV 02   710-022603   DT2838            F2S SIB
  B Board        REV 02   710-023787   DT1725            NEO PMB
SIB F2S 0/2      REV 02   710-022603   DT2824            F2S SIB
  B Board        REV 02   710-023787   DT1706            NEO PMB
SIB F2S 0/4      REV 02   710-022603   DT2822            F2S SIB
  B Board        REV 02   710-023787   DT1696            NEO PMB
SIB F2S 0/6      REV 02   710-022603   DT2823            F2S SIB
  B Board        REV 02   710-023787   DT1717            NEO PMB
SIB F2S 1/0      REV 03   710-022603   DV0059            F2S SIB
  B Board        REV 03   710-023787   DT9942            NEO PMB
SIB F2S 1/2      REV 02   710-022603   DT2826            F2S SIB
  B Board        REV 02   710-023787   DT1713            NEO PMB
SIB F2S 1/4      REV 03   710-022603   DV0092            F2S SIB
  B Board        REV 03   710-023787   DV0000            NEO PMB
SIB F2S 1/6      REV 03   710-022603   DV0079            F2S SIB
  B Board        REV 03   710-023787   DT9972            NEO PMB
SIB F2S 2/0      REV 03   710-022603   DV0100            F2S SIB
  B Board        REV 03   710-023787   DT9925            NEO PMB
SIB F2S 2/2      REV 03   710-022603   DV0050            F2S SIB
  B Board        REV 03   710-023787   DV0005            NEO PMB
SIB F2S 2/4      REV 03   710-022603   DV0097            F2S SIB
  B Board        REV 03   710-023787   DT9936            NEO PMB
Fan Tray 0       REV 02   760-024497   DR8286            Front Fan Tray
Fan Tray 1       REV 06   760-024497   DV9624            Front Fan Tray
Fan Tray 2       REV 02   760-024502   DR8259            Rear Fan Tray
Fan Tray 3       REV 02   760-024502   DR8270            Rear Fan Tray
Fan Tray 4       REV 02   760-024502   DR8284            Rear Fan Tray
Fan Tray 5       REV 06   760-024502   DV7813            Rear Fan Tray

lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1101F27AHA      T1600
Midplane         REV 04   710-017247   RC5317            T Series Backplane
FPM GBUS         REV 10   710-002901   DS8197            T640 FPM Board
FPM Display      REV 01   710-021387   DS6433            T1600 FPM Display
CIP              REV 06   710-002895   DS1493            T Series CIP
PEM 0            Rev 08   740-017906   UD26601           Power Entry Module 3x80
SCG 0            REV 15   710-003423   DP5847            T640 Sonet Clock Gen.
SCG 1            REV 15   710-003423   DR0924            T640 Sonet Clock Gen.
Routing Engine 0 REV 01   740-026942   737F-1024         LCC RE
  ad0    3887 MB  SMART CF             2008110502B63E513E51 Compact Flash
  ad1   30533 MB  SAMSUNG MCBQE32G8MPP-0V SY814A1208     Disk 1 
Routing Engine 1 REV 01   740-026942   737F-1024         LCC RE
  ad0    3887 MB  SMART CF             2008110500F9A8A8A8A8 Compact Flash
  ad1   30533 MB  SAMSUNG MCBQE32G8MPP-0V SY814A1076     Disk 1 
CB 0             REV 05   710-022597   DV4264            LCC Control Board
CB 1             REV 03   710-022597   DP8558            LCC Control Board
FPC 0            REV 14   710-013037   DS9967            FPC Type 4-ES
  CPU            REV 08   710-016744   DS3989            ST-PMB2
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  PIC 0          REV 12   750-013198   DL7506            1x Tunnel
  PIC 1          REV 12   750-013198   DL7505            1x Tunnel
  MMB 0          REV 01   710-025563   DS8524            ST-MMB2
  MMB 1          REV 01   710-025563   DS8373            ST-MMB2
FPC 1            REV 14   710-013037   DT0027            FPC Type 4-ES
  CPU            REV 09   710-016744   DS7684            ST-PMB2
  PIC 0          REV 12   750-013198   DL7512            1x Tunnel
  PIC 1          REV 12   750-013198   DL7498            1x Tunnel
  MMB 0          REV 01   710-025563   DS8494            ST-MMB2
  MMB 1          REV 01   710-025563   DS8436            ST-MMB2
SPMB 0           REV 04   710-023321   DV3867            LCC Switch CPU
SPMB 1           REV 02   710-023321   DP0238            LCC Switch CPU
SIB 0            REV 06   710-022594   DT8268            LCC SIB
  B Board        REV 06   710-023185   DT5791            LCC SIB Mezz
SIB 1            REV 06   710-022594   DT8261            LCC SIB
  B Board        REV 06   710-023185   DT5769            LCC SIB Mezz
SIB 2            REV 04   710-022594   DS2315            LCC SIB
  B Board        REV 06   710-023185   DT5788            LCC SIB Mezz
SIB 3            REV 06   710-022594   DT8253            LCC SIB
  B Board        REV 06   710-023185   DT5811            LCC SIB Mezz
SIB 4            REV 06   710-022594   DT8248            LCC SIB
  B Board        REV 06   710-023185   DT5812            LCC SIB Mezz
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray

show chassis hardwaremodels (TXMatrix Plus Router)

user@host> show chassis hardwaremodels
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
FPM Display      REV 03   710-024027   DX0282            CRAFT-TXP
CIP 0            REV 04   710-023792   DW4889            CIP-TXP
CIP 1            REV 04   710-023792   DW4887            CIP-TXP
PEM 0            Rev 07   740-027463   UM26368           ÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿ
Routing Engine 0 REV 01   740-026942   737A-1064         RE-TXP-SFC-DUO-2600-16G
Routing Engine 1 REV 01   740-026942   737A-1082         RE-TXP-SFC-DUO-2600-16G
CB 0             REV 09   710-022606   DW6099            CB-TXP
CB 1             REV 09   710-022606   DW6096            CB-TXP
SIB F13 1        REV 04   750-024564   DW5776            SIB-TXP-F13
SIB F13 3        REV 04   750-024564   DW5762            SIB-TXP-F13
SIB F13 4        REV 04   750-024564   DW5797            SIB-TXP-F13
SIB F13 6        REV 04   750-024564   DW5770            SIB-TXP-F13
SIB F13 7        REV 04   750-024564   DW5758            SIB-TXP-F13
SIB F13 8        REV 04   750-024564   DW5761            SIB-TXP-F13
SIB F13 9        REV 04   750-024564   DW5754            SIB-TXP-F13
SIB F13 12       REV 04   750-024564   DW5794            SIB-TXP-F13
SIB F2S 0/0      REV 05   710-022603   DW7897           
SIB F2S 0/2      REV 05   710-022603   DW7833           
SIB F2S 0/4      REV 05   710-022603   DW7875           
SIB F2S 0/6      REV 05   710-022603   DW7860           
SIB F2S 1/0      REV 04   710-022603   DW4820           
SIB F2S 1/2      REV 05   710-022603   DW7849           
SIB F2S 1/4      REV 05   710-022603   DW7927            SIB-TXP-F2S
SIB F2S 1/6      REV 05   710-022603   DW7866           
SIB F2S 2/0      REV 05   710-022603   DW7880           
SIB F2S 2/2      REV 05   710-022603   DW7895           
SIB F2S 2/4      REV 05   710-022603   DW7907           
SIB F2S 2/6      REV 05   710-022603   DW7785           
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SIB F2S 3/0      REV 05   710-022603   DW7782           
SIB F2S 3/2      REV 05   710-022603   DW7793           
SIB F2S 3/4      REV 05   710-022603   DW7779           
SIB F2S 3/6      REV 05   710-022603   DW7930           
SIB F2S 4/0      REV 05   710-022603   DW7867           
SIB F2S 4/2      REV 05   710-022603   DW7917           
SIB F2S 4/4      REV 05   710-022603   DW7929           
SIB F2S 4/6      REV 05   710-022603   DW7870           
Fan Tray 0       REV 06   760-024497   DV7831            FANTRAY-TXP-F
Fan Tray 1       REV 06   760-024497   DV9614            FANTRAY-TXP-F
Fan Tray 2       REV 06   760-024502   DV9618            FANTRAY-TXP-R
Fan Tray 3       REV 06   760-024502   DV9616            FANTRAY-TXP-R
Fan Tray 4       REV 06   760-024502   DV7807            FANTRAY-TXP-R
Fan Tray 5       REV 06   760-024502   DV7828            FANTRAY-TXP-R

lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 03   710-017247   RC3765            CHAS-BP-T1600-S
FPM Display      REV 01   710-021387   DN5441            CRAFT-T1600-S
CIP              REV 06   710-002895   DP6021            CIP-L-T640-S
PEM 0            Rev 07   740-017906   UA26384           PWR-T1600-3-80-DC-S
PEM 1            Rev 07   740-017906   UA26296           PWR-T1600-3-80-DC-S
SCG 0            REV 15   710-003423   DR0875            SCG-T-S
CB 0             REV 06   710-022597   DW8534            CB-LCC
CB 1             REV 06   710-022597   DW8527            CB-LCC
FPC 4            REV 12   710-013037   DJ8717            T1600-FPC4-ES
  PIC 0          REV 11   750-017405   DP8795            PD-4XGE-XFP
  PIC 1          REV 11   750-017405   DP8794            PD-4XGE-XFP
FPC 6            REV 14   710-013037   DS5335            T1600-FPC4-ES
  PIC 0          REV 13   750-017405   DS7634            PD-4XGE-XFP
  PIC 1          REV 13   750-017405   DS7637            PD-4XGE-XFP
FPC 7            REV 07   710-013035   DM0990            T1600-FPC3-ES
  PIC 0          REV 16   750-007141   JJ8067            PC-10GE-SFP
  PIC 1          REV 08   750-015749   WE9598            PC-1OC192-SON-XFP
  PIC 2          REV 10   750-009450   HX6466            PC-1OC192-SON-SR2
SIB 0            REV 08   710-022594   DW8033            SIB-TXP-T1600-S
SIB 1            REV 08   710-022594   DW8044            SIB-TXP-T1600-S
SIB 2            REV 08   710-022594   DW8020            SIB-TXP-T1600-S
SIB 3            REV 08   710-022594   DW8063            SIB-TXP-T1600-S
SIB 4            REV 08   710-022594   DW8064            SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

lcc1-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 04   710-017247   RC5361            CHAS-BP-T1600-S
FPM Display      REV 01   710-021387   DS6430            CRAFT-T1600-S
CIP              REV 06   710-002895   DS4239            CIP-L-T640-S
PEM 0            Rev 08   740-017906   UD26649           PWR-T1600-3-80-DC-S
SCG 0            REV 15   710-003423   DP5820            SCG-T-S
CB 0             REV 06   710-022597   DW8523            CB-LCC
CB 1             REV 06   710-022597   DW8528            CB-LCC
FPC 4            REV 12   710-013037   DP8509            T1600-FPC4-ES
  PIC 0          REV 11   750-017405   DP8808            PD-4XGE-XFP
  PIC 1          REV 11   750-017405   DP7263            PD-4XGE-XFP
FPC 6            REV 14   710-013037   DS9961            T1600-FPC4-ES
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  PIC 0          REV 13   750-017405   DS5532            PD-4XGE-XFP
  PIC 1          REV 13   750-017405   DS7639            PD-4XGE-XFP
FPC 7            REV 03   710-013035   DF5564            T1600-FPC3-ES
  PIC 0          REV 16   750-007141   JJ8063            PC-10GE-SFP
SIB 0            REV 08   710-022594   DW8035            SIB-TXP-T1600-S
SIB 1            REV 10   710-022594   DX7672            SIB-TXP-T1600-S
SIB 2            REV 08   710-022594   DW8060            SIB-TXP-T1600-S
SIB 3            REV 08   710-022594   DW8072            SIB-TXP-T1600-S
SIB 4            REV 08   710-022594   DW8043            SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

lcc2-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 03   710-017247   RC3956            CHAS-BP-T1600-S
FPM Display      REV 01   710-021387   DN7030            CRAFT-T1600-S
CIP              REV 06   710-002895   DM3962            CIP-L-T640-S
PEM 0            Rev 08   740-017906   UD26519           PWR-T1600-3-80-DC-S
PEM 1            Rev 07   740-017906   UC26601           PWR-T1600-3-80-DC-S
SCG 0            REV 15   710-003423   DP0277            SCG-T-S
CB 0             REV 06   710-022597   DW8524            CB-LCC
CB 1             REV 06   710-022597   DW8536            CB-LCC
FPC 4            REV 12   710-013037   DR1194            T1600-FPC4-ES
  PIC 0          REV 11   750-017405   DP8811            PD-4XGE-XFP
  PIC 1          REV 11   750-017405   DP8823            PD-4XGE-XFP
FPC 5            REV 12   710-013037   DR1184            T1600-FPC4-ES
  PIC 1          REV 11   750-017405   DP4744            PD-4XGE-XFP
FPC 6            REV 12   710-013037   DN8622            T1600-FPC4-ES
  PIC 0          REV 14   750-012518   JY9924            PD-4OC192-SON-XFP
  PIC 1          REV 11   750-017405   DP8776            PD-4XGE-XFP
FPC 7            REV 04   710-013560   JR3968            T640-FPC3-E2
  PIC 0          REV 16   750-007141   NC9330            PC-10GE-SFP
SIB 0            REV 07   710-022594   DW4217            SIB-TXP-T1600-S
SIB 1            REV 07   710-022594   DW4213            SIB-TXP-T1600-S
SIB 2            REV 07   710-022594   DW4189            SIB-TXP-T1600-S
SIB 3            REV 07   710-022594   DW4173            SIB-TXP-T1600-S
SIB 4            REV 07   710-022594   DW4201            SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

lcc3-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Midplane         REV 04   710-017247   RC5319            CHAS-BP-T1600-S
FPM Display      REV 01   710-021387   DS6402            CRAFT-T1600-S
CIP              REV 06   710-002895   DR9973            CIP-L-T640-S
PEM 0            Rev 07   740-017906   UC26496           PWR-T1600-3-80-DC-S
PEM 1            Rev 07   740-017906   UC26599           PWR-T1600-3-80-DC-S
SCG 0            REV 15   710-003423   DP5831            SCG-T-S
CB 0             REV 06   710-022597   DW8533            CB-LCC
CB 1             REV 06   710-022597   DW8538            CB-LCC
FPC 0            REV 14   710-013037   DS5345            T1600-FPC4-ES
  PIC 0          REV 13   750-017405   DS7641            PD-4XGE-XFP
  PIC 1          REV 13   750-017405   DS5479            PD-4XGE-XFP
FPC 1            REV 14   710-013037   DS7338            T1600-FPC4-ES
  PIC 0          REV 13   750-017405   DS7631            PD-4XGE-XFP
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  PIC 1          REV 13   750-017405   DS7632            PD-4XGE-XFP
FPC 2            REV 14   710-013037   DS9962            T1600-FPC4-ES
  PIC 0          REV 13   750-017405   DS7581            PD-4XGE-XFP
  PIC 1          REV 13   750-017405   DS7627            PD-4XGE-XFP
FPC 4            REV 10   710-010845   JZ6573            T640-FPC4-ES
  PIC 0          REV 14   750-012518   JT5124            PD-4OC192-SON-XFP
FPC 5            REV 14   710-013037   DT0016            T1600-FPC4-ES
  PIC 0          REV 14   750-012518   JY9918            PD-4OC192-SON-XFP
FPC 7            REV 07   710-013035   DM0967            T1600-FPC3-ES
  PIC 0          REV 16   750-007141   JJ8059            PC-10GE-SFP
  PIC 1          REV 13   750-004695   DM5712            PC-TUNNEL
SIB 0            REV 07   710-022594   DW4174            SIB-TXP-T1600-S
SIB 1            REV 07   710-022594   DW4207            SIB-TXP-T1600-S
SIB 2            REV 06   710-022594   DT8231            SIB-TXP-T1600-S
SIB 3            REV 07   710-022594   DW4175            SIB-TXP-T1600-S
SIB 4            REV 07   710-022594   DW4209            SIB-TXP-T1600-S
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP-R-S

show chassis hardware (TXMatrix Plus router with 3D SIBs)

user@host> show chassis hardware
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11CAAA4AHB      TXP
Midplane         REV 05   710-022574   ABAC4696          SFC Midplane
FPM Display      REV 09   710-024027   EH3138            TXP FPM Display
CIP 0            REV 12   710-023792   EF6349            TXP CIP
CIP 1            REV 12   710-023792   EG5294            TXP CIP
PEM 0            Rev 06   740-027463   XH04595           Power Entry Module
PEM 1            Rev 06   740-027463   XH04592           Power Entry Module
Routing Engine 0 REV 07   740-026942   P737A-002541      RE-DUO-2600
Routing Engine 1 REV 07   740-026942   P737A-002602      RE-DUO-2600
CB 0             REV 15   710-022606   EH4376            SFC Control Board
CB 1             REV 15   710-022606   EH4379            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 10   750-035002   EM9305            F13 SIB 3D
  B Board        REV 06   711-035082   EM9667            F13 SIB 3D Mezz
  P Board        REV 05   711-043544   EM9708            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB34FB00S         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01H         CXP Module
  Xcvr 4         REV 01   740-047547   XB34FB02W         CXP Module
  Xcvr 6         REV 01   740-047547   XB34FB01T         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB00W         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01S         CXP Module
  Xcvr 12        REV 01   740-047547   XB34FB03H         CXP Module
  Xcvr 14        REV 01   740-047547   XB34FB023         CXP Module
SIB F13 3        REV 01   710-035001   EJ2612            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3815            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2678            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB04C         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB00Z         CXP Module
  Xcvr 4         REV 01   740-047547   XB47FB036         CXP Module
  Xcvr 6         REV 01   740-047547   XB47FB029         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02N         CXP Module
  Xcvr 10        REV 01   740-047547   XB42FB0CS         CXP Module
  Xcvr 12        REV 01   740-047547   XB47FB01X         CXP Module
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  Xcvr 14        REV 01   740-047547   XB48FB02F         CXP Module
SIB F13 6        REV 05   750-035002   EK2675            F13 SIB 3D
  B Board        REV 03   711-035082   EK2612            F13 SIB 3D Mezz
  P Board        REV 04   711-043544   EK1179            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB01T         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB02M         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB031         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB04P         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02T         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01V         CXP Module
  Xcvr 12        REV 01   740-047547   XB48FB02C         CXP Module
  Xcvr 14                 NON-JNPR                       No Module
SIB F13 12       REV 01   710-035001   EJ2631            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3808            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2676            F13 SIB 3D Power
SIB F2S 0/0      REV 01   711-034977   EH9829            F2S SIB 3D
  B Board        REV 01   711-034979   EH9927            F2S SIB 3D Mezz
SIB F2S 0/2      REV 01   711-034977   EH9791            F2S SIB 3D
  B Board        REV 01   711-034979   EH9852            F2S SIB 3D Mezz
SIB F2S 0/4      REV 01   711-034977   EH9803            F2S SIB 3D
  B Board        REV 01   711-034979   EH9915            F2S SIB 3D Mezz
SIB F2S 0/6      REV 01   711-034977   EH9763            F2S SIB 3D
  B Board        REV 01   711-034979   EH9880            F2S SIB 3D Mezz
SIB F2S 1/0      REV 01   711-034977   EH9757            F2S SIB 3D
  B Board        REV 01   711-034979   EH9889            F2S SIB 3D Mezz
SIB F2S 1/2      REV 01   711-034977   EH9815            F2S SIB 3D
  B Board        REV 01   711-034979   EH9890            F2S SIB 3D Mezz
SIB F2S 1/4      REV 08   750-034978   EN1954            F2S SIB 3D
  B Board        REV 02   711-034979   EN1436            F2S SIB 3D Mezz
SIB F2S 1/6      REV 01   711-034977   EJ7054            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8238            F2S SIB 3D Mezz
SIB F2S 2/0      REV 01   711-034977   EH9830            F2S SIB 3D
  B Board        REV 01   711-034979   EH9844            F2S SIB 3D Mezz
SIB F2S 2/2      REV 01   711-034977   EH9818            F2S SIB 3D
  B Board        REV 01   711-034979   EH9888            F2S SIB 3D Mezz
SIB F2S 2/4      REV 01   711-034977   EH9795            F2S SIB 3D
  B Board        REV 01   711-034979   EH9869            F2S SIB 3D Mezz
SIB F2S 2/6      REV 01   711-034977   EJ7026            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8273            F2S SIB 3D Mezz
SIB F2S 3/0      REV 01   711-034977   EH9811            F2S SIB 3D
  B Board        REV 01   711-034979   EH9892            F2S SIB 3D Mezz
SIB F2S 3/2      REV 01   711-034977   EH9812            F2S SIB 3D
  B Board        REV 01   711-034979   EH9877            F2S SIB 3D Mezz
SIB F2S 3/4      REV 08   750-034978   EN1947            F2S SIB 3D
  B Board        REV 02   711-034979   EN1471            F2S SIB 3D Mezz
Fan Tray 0       REV 10   760-024497   EH3313            Front Fan Tray
Fan Tray 1       REV 10   760-024497   EH3290            Front Fan Tray
Fan Tray 2       REV 10   760-024502   EH3292            Rear Fan Tray
Fan Tray 3       REV 10   760-024502   EH3287            Rear Fan Tray
Fan Tray 4       REV 10   760-024502   EH3286            Rear Fan Tray
Fan Tray 5       REV 10   760-024502   EH3285            Rear Fan Tray

lcc0-re0:                               
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  Serial number     Description
Chassis                                JN11B23FEAHA      T1600
Midplane         REV 01   710-027486   RC9787            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAG5132          T640 FPM Board
FPM Display      REV 04   710-021387   BBAL9612          T1600 FPM Display
CIP              REV 06   710-002895   BBAN0605          T-series CIP
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PEM 0            REV 05   740-036442   1G022060143       Power Entry Module 6x60
PEM 1            REV 05   740-036442   1G022060011       Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAL7318          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAL7255          T640 Sonet Clock Gen.
Routing Engine 0 REV 07   740-026941   P737F-002933      RE-DUO-1800
Routing Engine 1 REV 06   740-026941   P737F-002749      RE-DUO-1800
CB 0             REV 11   710-022597   EH3611            LCC Control Board
CB 1             REV 11   710-022597   EH4798            LCC Control Board
FPC 5            REV 17   710-013037   BBAC5333          FPC Type 4-ES
  CPU            REV 10   710-016744   BBAB7619          ST-PMB2
  PIC 0          REV 18   750-017405   BBAE3420          4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 03   740-014289   T10C90659         XFP-10G-SR
  MMB 0          REV 05   710-025563   BBAB9538          ST-MMB2
  MMB 1          REV 05   710-025563   BBAB9502          ST-MMB2
FPC 7            REV 01   750-045173   BBAV0032          FPC Type 5-3D
  CPU                                   
SPMB 0           REV 05   710-023321   EG9434            LCC Switch CPU
SPMB 1           REV 05   710-023321   EH3878            LCC Switch CPU
SIB 0            REV 01   750-041657   EH7997            LCC SIB 3D
  B Board        REV 01   711-042424   EH7674            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB014         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB05A         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB052         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB01B         CXP Module
SIB 1            REV 01   750-041657   EH8023            LCC SIB 3D
  B Board        REV 01   711-042424   EH7659            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05J         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01E         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB01J         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB02S         CXP Module
SIB 2            REV 03   750-041657   EJ6554            LCC SIB 3D
  B Board        REV 02   711-042424   EJ5756            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB34FB01Z         CXP Module
  Xcvr 2         REV 01   740-047547   XB34FB013         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB04Z         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB05N         CXP Module
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 4

lcc2-re0:                               
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  Serial number     Description
Chassis                                JN11B3975AHA      T1600
Midplane         REV 01   710-027486   RC9826            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAG5124          T640 FPM Board
FPM Display      REV 03   710-021387   BBAJ1112          T1600 FPM Display
CIP              REV 06   710-002895   BBAL3744          T-series CIP
PEM 0            REV 05   740-036442   1G022060081       Power Entry Module 6x60
PEM 1            REV 05   740-036442   1G022060188       Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAH8775          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAL7272          T640 Sonet Clock Gen.
Routing Engine 0 REV 07   740-026941   P737F-002992      RE-DUO-1800
Routing Engine 1 REV 07   740-026941   P737F-002938      RE-DUO-1800
CB 0             REV 11   710-022597   EH4805            LCC Control Board
CB 1             REV 11   710-022597   EH4786            LCC Control Board
FPC 1            REV 01   710-033873   BBAH0320          FPC Type 3-ES
  CPU            REV 11   710-016744   BBAF3281          ST-PMB2
  MMB 0          REV 06   710-025563   BBAF5061          ST-MMB2
FPC 5            REV 04   710-033871   BBAM5070          FPC Type 4-ES
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  CPU            REV 11   710-016744   BBAM6653          ST-PMB2
  PIC 1          REV 20   750-017405   BBAM1296          4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 03   740-014289   T10B42981         XFP-10G-SR
  MMB 0          REV 07   710-025563   BBAN2631          ST-MMB2
  MMB 1          REV 07   710-025563   BBAN2538          ST-MMB2
SPMB 0           REV 05   710-023321   EH3903            LCC Switch CPU
SPMB 1           REV 05   710-023321   EH3902            LCC Switch CPU
SIB 0            REV 01   750-041657   EH8019            LCC SIB 3D
  B Board        REV 01   711-042424   EH7680            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB04F         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB04S         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB04B         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB043         CXP Module
SIB 1            REV 01   750-041657   EH8012            LCC SIB 3D
  B Board        REV 01   711-042424   EH7658            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05E         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01Z         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB018         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB054         CXP Module
SIB 2            REV 01   750-041657   EH7993            LCC SIB 3D
  B Board        REV 01   711-042424   EH7678            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05C         CXP Module
  Xcvr 2         REV 01   740-047547   XB47FB00N         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB05U         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB05L         CXP Module
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 4

show chassis hardware clei-models (TXMatrix Plus router with 3D SIBs)

user@host> show chassis hardware clei-models
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 05   710-022574                     CHAS-BP-TXP-S
FPM Display      REV 09   710-024027                     CRAFT-TXP-S
CIP 0            REV 12   710-023792                     CIP-TXP-S
CIP 1            REV 12   710-023792                     CIP-TXP-S
PEM 0            Rev 06   740-027463   IPUPAFGKTA        PWR-TXP-7-60-DC-S
Routing Engine 0 REV 07   740-026942                     RE-DUO-C2600-16G-S
Routing Engine 1 REV 07   740-026942                     RE-DUO-C2600-16G-S
CB 0             REV 13   710-022606                     CB-TXP-S
CB 1             REV 14   710-022606                     CB-TXP-S
SIB F13 0        REV 10   750-035002   PROTOXCLEI        SIB-TXP-3D-F13-S
  Xcvr 0         REV 01   740-048813  
  Xcvr 1         REV 01   740-048813  
  Xcvr 2         REV 01   740-048813  
  Xcvr 3         REV 01   740-048813  
  Xcvr 4         REV 01   740-048813  
  Xcvr 5         REV 01   740-048813  
  Xcvr 6         REV 01   740-048813  
  Xcvr 7         REV 01   740-048813  
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 1        REV 10   750-035002   PROTOXCLEI        SIB-TXP-3D-F13-S
  Xcvr 0         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 1         REV 01   740-047547                     CXP-TXP-3D
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  Xcvr 2         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 3         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 4         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 0         REV 01   740-048813  
  Xcvr 1         REV 01   740-048813  
  Xcvr 2         REV 01   740-048813  
  Xcvr 3         REV 01   740-048813  
  Xcvr 4         REV 01   740-048813  
  Xcvr 5         REV 01   740-048813  
  Xcvr 6         REV 01   740-048813  
  Xcvr 7         REV 01   740-048813  
  Xcvr 8         REV 01   740-048813  
  Xcvr 10        REV 01   740-048813  
  Xcvr 12        REV 01   740-048813  
  Xcvr 14        REV 01   740-048813  
  Xcvr 0         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 1         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 2         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 3         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 4         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 6        REV 16   750-035002   PROTOXCLEI        SIB-TXP-3D-F13
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
  Xcvr 7         REV 01   740-048813    
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 7        REV 10   750-035002   PROTOXCLEI        SIB-TXP-3D-F13-S
  Xcvr 0         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 1         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 2         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 3         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 4         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 0         REV 01   740-048813    
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  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 9        REV 16   750-035002   PROTOXCLEI        SIB-TXP-3D-F13
  Xcvr 0         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 1         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 2         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 3         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 4         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 11       REV 10   750-035002   PROTOXCLEI        750-035002
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-048813    
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F13 12       REV 16   750-035002   PROTOXCLEI        SIB-TXP-3D-F13
  Xcvr 0         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 1         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 2         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 3         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 4         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 5         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 6         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 7         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 8         REV 01   740-047547                     CXP-TXP-3D
  Xcvr 10        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 12        REV 01   740-047547                     CXP-TXP-3D
  Xcvr 14        REV 01   740-047547                     CXP-TXP-3D
SIB F2S 0/0      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 0/2      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 0/4      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 0/6      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 1/0      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 1/2      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 1/4      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 1/6      REV 08   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 2/0      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 2/2      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 2/4      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 2/6      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
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SIB F2S 3/0      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 3/2      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 3/4      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 3/6      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 4/0      REV 07   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 4/2      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 4/4      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
SIB F2S 4/6      REV 06   750-034978   PROTOXCLEI        SIB-TXP-3D-F2S
Fan Tray 0       REV 10   760-024497                     FANTRAY-TXP-H-S
Fan Tray 1       REV 10   760-024497                     FANTRAY-TXP-H-S
Fan Tray 2       REV 10   760-024502                     FANTRAY-TXP-V-S
Fan Tray 3       REV 10   760-024502                     FANTRAY-TXP-V-S
Fan Tray 4       REV 10   760-024502                     FANTRAY-TXP-V-S
Fan Tray 5       REV 10   760-024502                     FANTRAY-TXP-V-S

lcc0-re0:                               
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  CLEI code         FRU model number
Midplane         REV 01   710-027486   IPMJ700DRD        CHAS-BP-T1600-S
FPM Display      REV 04   710-021387                     CRAFT-T1600-S
CIP              REV 06   710-002895                     CIP-L-T640-S
PEM 0            REV 05   740-036442   IPUPAG6KAA        PWR-T-6-60-DC-S
PEM 1            REV 05   740-036442   IPUPAG6KAA        PWR-T-6-60-DC-S
SCG 0            REV 18   710-003423                     SCG-T-S
SCG 1            REV 18   710-003423                     SCG-T-S
Routing Engine 0 REV 10   740-026941                     RE-DUO-C1800-8G-S
Routing Engine 1 REV 07   740-026941                     RE-DUO-C1800-8G-S
CB 0             REV 11   710-022597                     CB-LCC-S
CB 1             REV 11   710-022597                     CB-LCC-S
FPC 0            REV 01   750-045173   IP9IAL4DAB        T4000-FPC5-3D
  PIC 0          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
  PIC 1          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
FPC 3            REV 01   750-045173   IP9IAL4DAB        T4000-FPC5-3D
  PIC 0          REV 13   750-033423   XXXXXXXXDD        PF-12-24XGE-SFPP
FPC 4            REV 02   750-045173   IP9IAL4DAC        T4000-FPC5-3D
  PIC 0          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
  PIC 1          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
FPC 5            REV 01   750-045173   IP9IAL4DAB        T4000-FPC5-3D
  PIC 0          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
  PIC 1          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
FPC 6            REV 01   750-045173   IP9IAL4DAB        T4000-FPC5-3D
  PIC 0          REV 17   750-034624   IP9IAL2DAA        PF-12XGE-SFPP
  PIC 1          REV 10   750-035293   IP9IAL3DAA        PF-1CGE-CFP
SIB 0            REV 06   750-041657   PROTOXCLEI        SIB-TXP-3D-LCC
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
  Xcvr 7         REV 01   740-048813    
SIB 1            REV 06   750-041657   PROTOXCLEI        SIB-TXP-3D-LCC
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
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  Xcvr 7         REV 01   740-048813    
SIB 2            REV 06   750-041657   PROTOXCLEI        SIB-TXP-3D-LCC
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
  Xcvr 7         REV 01   740-048813    
SIB 3            REV 07   750-041657   PROTOXCLEI        SIB-TXP-3D-LLC
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
  Xcvr 7         REV 01   740-048813    
SIB 4            REV 06   750-041657   PROTOXCLEI        SIB-TXP-3D-LCC
  Xcvr 0         REV 01   740-048813    
  Xcvr 1         REV 01   740-048813    
  Xcvr 2         REV 01   740-048813    
  Xcvr 3         REV 01   740-048813    
  Xcvr 4         REV 01   740-048813    
  Xcvr 5         REV 01   740-048813    
  Xcvr 6         REV 01   740-048813    
  Xcvr 7         REV 01   740-048813    
Fan Tray 0                                               FANTRAY-T-S
Fan Tray 1                                               FANTRAY-T-S
Fan Tray 2                                               FANTRAY-TXP3D-LCC-R-S
[Output Truncated]

show chassis hardware detail (TXMatrix Plus router with 3D SIBs)

user@host> show chassis hardware detail
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11CAAA4AHB      TXP
Midplane         REV 05   710-022574   ABAC4696          SFC Midplane
FPM Display      REV 09   710-024027   EH3138            TXP FPM Display
CIP 0            REV 12   710-023792   EF6349            TXP CIP
CIP 1            REV 12   710-023792   EG5294            TXP CIP
PEM 0            Rev 06   740-027463   XH04595           Power Entry Module
PEM 1            Rev 06   740-027463   XH04592           Power Entry Module
Routing Engine 0 REV 07   740-026942   P737A-002541      RE-DUO-2600
  ad0    3823 MB  SMART CF             2011030400062C132C13 Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 201105100009A452A452 Disk 1 
Routing Engine 1 REV 07   740-026942   P737A-002602      RE-DUO-2600
  ad0    3823 MB  SMART CF             20110508085EE471E471 Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 201110210089DF39DF39 Disk 1 
CB 0             REV 15   710-022606   EH4376            SFC Control Board
CB 1             REV 15   710-022606   EH4379            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 10   750-035002   EM9305            F13 SIB 3D
  B Board        REV 06   711-035082   EM9667            F13 SIB 3D Mezz
  P Board        REV 05   711-043544   EM9708            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB34FB00S         CXP Module
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  Xcvr 2         REV 01   740-047547   XB48FB01H         CXP Module
  Xcvr 4         REV 01   740-047547   XB34FB02W         CXP Module
  Xcvr 6         REV 01   740-047547   XB34FB01T         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB00W         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01S         CXP Module
  Xcvr 12        REV 01   740-047547   XB34FB03H         CXP Module
  Xcvr 14        REV 01   740-047547   XB34FB023         CXP Module
SIB F13 3        REV 01   710-035001   EJ2612            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3815            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2678            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB04C         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB00Z         CXP Module
  Xcvr 4         REV 01   740-047547   XB47FB036         CXP Module
  Xcvr 6         REV 01   740-047547   XB47FB029         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02N         CXP Module
  Xcvr 10        REV 01   740-047547   XB42FB0CS         CXP Module
  Xcvr 12        REV 01   740-047547   XB47FB01X         CXP Module
  Xcvr 14        REV 01   740-047547   XB48FB02F         CXP Module
SIB F13 6        REV 05   750-035002   EK2675            F13 SIB 3D
  B Board        REV 03   711-035082   EK2612            F13 SIB 3D Mezz
  P Board        REV 04   711-043544   EK1179            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB01T         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB02M         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB031         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB04P         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02T         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01V         CXP Module
  Xcvr 12        REV 01   740-047547   XB48FB02C         CXP Module
  Xcvr 14                 NON-JNPR                       No Module
SIB F13 12       REV 01   710-035001   EJ2631            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3808            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2676            F13 SIB 3D Power
SIB F2S 0/0      REV 01   711-034977   EH9829            F2S SIB 3D
  B Board        REV 01   711-034979   EH9927            F2S SIB 3D Mezz
SIB F2S 0/2      REV 01   711-034977   EH9791            F2S SIB 3D
  B Board        REV 01   711-034979   EH9852            F2S SIB 3D Mezz
SIB F2S 0/4      REV 01   711-034977   EH9803            F2S SIB 3D
  B Board        REV 01   711-034979   EH9915            F2S SIB 3D Mezz
SIB F2S 0/6      REV 01   711-034977   EH9763            F2S SIB 3D
  B Board        REV 01   711-034979   EH9880            F2S SIB 3D Mezz
SIB F2S 1/0      REV 01   711-034977   EH9757            F2S SIB 3D
  B Board        REV 01   711-034979   EH9889            F2S SIB 3D Mezz
SIB F2S 1/2      REV 01   711-034977   EH9815            F2S SIB 3D
  B Board        REV 01   711-034979   EH9890            F2S SIB 3D Mezz
SIB F2S 1/4      REV 08   750-034978   EN1954            F2S SIB 3D
  B Board        REV 02   711-034979   EN1436            F2S SIB 3D Mezz
SIB F2S 1/6      REV 01   711-034977   EJ7054            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8238            F2S SIB 3D Mezz
SIB F2S 2/0      REV 01   711-034977   EH9830            F2S SIB 3D
  B Board        REV 01   711-034979   EH9844            F2S SIB 3D Mezz
SIB F2S 2/2      REV 01   711-034977   EH9818            F2S SIB 3D
  B Board        REV 01   711-034979   EH9888            F2S SIB 3D Mezz
SIB F2S 2/4      REV 01   711-034977   EH9795            F2S SIB 3D
  B Board        REV 01   711-034979   EH9869            F2S SIB 3D Mezz
SIB F2S 2/6      REV 01   711-034977   EJ7026            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8273            F2S SIB 3D Mezz
SIB F2S 3/0      REV 01   711-034977   EH9811            F2S SIB 3D
  B Board        REV 01   711-034979   EH9892            F2S SIB 3D Mezz
SIB F2S 3/2      REV 01   711-034977   EH9812            F2S SIB 3D
  B Board        REV 01   711-034979   EH9877            F2S SIB 3D Mezz
SIB F2S 3/4      REV 08   750-034978   EN1947            F2S SIB 3D
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  B Board        REV 02   711-034979   EN1471            F2S SIB 3D Mezz
Fan Tray 0       REV 10   760-024497   EH3313            Front Fan Tray
Fan Tray 1       REV 10   760-024497   EH3290            Front Fan Tray
Fan Tray 2       REV 10   760-024502   EH3292            Rear Fan Tray
Fan Tray 3       REV 10   760-024502   EH3287            Rear Fan Tray
Fan Tray 4       REV 10   760-024502   EH3286            Rear Fan Tray
Fan Tray 5       REV 10   760-024502   EH3285            Rear Fan Tray

lcc0-re0:                               
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  Serial number     Description
Chassis                                JN11B23FEAHA      T1600
Midplane         REV 01   710-027486   RC9787            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAG5132          T640 FPM Board
FPM Display      REV 04   710-021387   BBAL9612          T1600 FPM Display
CIP              REV 06   710-002895   BBAN0605          T-series CIP
PEM 0            REV 05   740-036442   1G022060143       Power Entry Module 6x60
PEM 1            REV 05   740-036442   1G022060011       Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAL7318          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAL7255          T640 Sonet Clock Gen.
Routing Engine 0 REV 07   740-026941   P737F-002933      RE-DUO-1800
  ad0    3823 MB  SMART CF             201103030490604E604E Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 20110729028B11D411D4 Disk 1 
Routing Engine 1 REV 06   740-026941   P737F-002749      RE-DUO-1800
  ad0    3823 MB  SMART CF             2011010504EB99649964 Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 201102140058934A934A Disk 1 
CB 0             REV 11   710-022597   EH3611            LCC Control Board
CB 1             REV 11   710-022597   EH4798            LCC Control Board
FPC 5            REV 17   710-013037   BBAC5333          FPC Type 4-ES
  CPU            REV 10   710-016744   BBAB7619          ST-PMB2
  PIC 0          REV 18   750-017405   BBAE3420          4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 03   740-014289   T10C90659         XFP-10G-SR
  MMB 0          REV 05   710-025563   BBAB9538          ST-MMB2
  MMB 1          REV 05   710-025563   BBAB9502          ST-MMB2
FPC 7            REV 01   750-045173   BBAV0032          FPC Type 5-3D
  CPU                                   
SPMB 0           REV 05   710-023321   EG9434            LCC Switch CPU
SPMB 1           REV 05   710-023321   EH3878            LCC Switch CPU
SIB 0            REV 01   750-041657   EH7997            LCC SIB 3D
  B Board        REV 01   711-042424   EH7674            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB014         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB05A         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB052         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB01B         CXP Module
SIB 1            REV 01   750-041657   EH8023            LCC SIB 3D
  B Board        REV 01   711-042424   EH7659            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05J         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01E         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB01J         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB02S         CXP Module
SIB 2            REV 03   750-041657   EJ6554            LCC SIB 3D
  B Board        REV 02   711-042424   EJ5756            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB34FB01Z         CXP Module
  Xcvr 2         REV 01   740-047547   XB34FB013         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB04Z         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB05N         CXP Module
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 4
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lcc2-re0:                               
--------------------------------------------------------------------------
Hardware inventory:                     
Item             Version  Part number  Serial number     Description
Chassis                                JN11B3975AHA      T1600
Midplane         REV 01   710-027486   RC9826            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAG5124          T640 FPM Board
FPM Display      REV 03   710-021387   BBAJ1112          T1600 FPM Display
CIP              REV 06   710-002895   BBAL3744          T-series CIP
PEM 0            REV 05   740-036442   1G022060081       Power Entry Module 6x60
PEM 1            REV 05   740-036442   1G022060188       Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAH8775          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAL7272          T640 Sonet Clock Gen.
Routing Engine 0 REV 07   740-026941   P737F-002992      RE-DUO-1800
  ad0    3823 MB  SMART CF             201103030356329E329E Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 2011051000488D8B8D8B Disk 1 
Routing Engine 1 REV 07   740-026941   P737F-002938      RE-DUO-1800
  ad0    3823 MB  SMART CF             20110304000F02680268 Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 201105300A70F325F325 Disk 1 
CB 0             REV 11   710-022597   EH4805            LCC Control Board
CB 1             REV 11   710-022597   EH4786            LCC Control Board
FPC 1            REV 01   710-033873   BBAH0320          FPC Type 3-ES
  CPU            REV 11   710-016744   BBAF3281          ST-PMB2
  MMB 0          REV 06   710-025563   BBAF5061          ST-MMB2
FPC 5            REV 04   710-033871   BBAM5070          FPC Type 4-ES
  CPU            REV 11   710-016744   BBAM6653          ST-PMB2
  PIC 1          REV 20   750-017405   BBAM1296          4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 03   740-014289   T10B42981         XFP-10G-SR
  MMB 0          REV 07   710-025563   BBAN2631          ST-MMB2
  MMB 1          REV 07   710-025563   BBAN2538          ST-MMB2
SPMB 0           REV 05   710-023321   EH3903            LCC Switch CPU
SPMB 1           REV 05   710-023321   EH3902            LCC Switch CPU
SIB 0            REV 01   750-041657   EH8019            LCC SIB 3D
  B Board        REV 01   711-042424   EH7680            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB04F         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB04S         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB04B         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB043         CXP Module
SIB 1            REV 01   750-041657   EH8012            LCC SIB 3D
  B Board        REV 01   711-042424   EH7658            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05E         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01Z         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB018         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB054         CXP Module
SIB 2            REV 01   750-041657   EH7993            LCC SIB 3D
  B Board        REV 01   711-042424   EH7678            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05C         CXP Module
  Xcvr 2         REV 01   740-047547   XB47FB00N         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB05U         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB05L         CXP Module
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 4

show chassis hardware lcc (TXMatrix Plus router with 3D SIBs)

user@host> show chassis hardware lcc 0
lcc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
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Chassis                                JN11B23FEAHA      T1600
Midplane         REV 01   710-027486   RC9787            T-series Backplane
FPM GBUS         REV 13   710-002901   BBAG5132          T640 FPM Board
FPM Display      REV 04   710-021387   BBAL9612          T1600 FPM Display
CIP              REV 06   710-002895   BBAN0605          T-series CIP
PEM 0            REV 05   740-036442   1G022060143       Power Entry Module 6x60
PEM 1            REV 05   740-036442   1G022060011       Power Entry Module 6x60
SCG 0            REV 18   710-003423   BBAL7318          T640 Sonet Clock Gen.
SCG 1            REV 18   710-003423   BBAL7255          T640 Sonet Clock Gen.
Routing Engine 0 REV 07   740-026941   P737F-002933      RE-DUO-1800
Routing Engine 1 REV 06   740-026941   P737F-002749      RE-DUO-1800
CB 0             REV 11   710-022597   EH3611            LCC Control Board
CB 1             REV 11   710-022597   EH4798            LCC Control Board
FPC 5            REV 17   710-013037   BBAC5333          FPC Type 4-ES
  CPU            REV 10   710-016744   BBAB7619          ST-PMB2
  PIC 0          REV 18   750-017405   BBAE3420          4x 10GE (LAN/WAN) XFP
    Xcvr 0       REV 03   740-014289   T10C90659         XFP-10G-SR
  MMB 0          REV 05   710-025563   BBAB9538          ST-MMB2
  MMB 1          REV 05   710-025563   BBAB9502          ST-MMB2
FPC 7            REV 01   750-045173   BBAV0032          FPC Type 5-3D
  CPU           
SPMB 0           REV 05   710-023321   EG9434            LCC Switch CPU
SPMB 1           REV 05   710-023321   EH3878            LCC Switch CPU
SIB 0            REV 01   750-041657   EH7997            LCC SIB 3D
  B Board        REV 01   711-042424   EH7674            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB014         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB05A         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB052         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB01B         CXP Module
SIB 1            REV 01   750-041657   EH8023            LCC SIB 3D
  B Board        REV 01   711-042424   EH7659            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB48FB05J         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01E         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB01J         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB02S         CXP Module
SIB 2            REV 03   750-041657   EJ6554            LCC SIB 3D
  B Board        REV 02   711-042424   EJ5756            LCC SIB 3D Mezz
  Xcvr 0         REV 01   740-047547   XB34FB01Z         CXP Module
  Xcvr 2         REV 01   740-047547   XB34FB013         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB04Z         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB05N         CXP Module
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray
Fan Tray 2                                               Rear Fan Tray -- Rev 4

show chassis hardware sfc (TXMatrix Plus router with 3D SIBs)

user@host> show chassis hardware sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11CAAA4AHB      TXP
Midplane         REV 05   710-022574   ABAC4696          SFC Midplane
FPM Display      REV 09   710-024027   EH3138            TXP FPM Display
CIP 0            REV 12   710-023792   EF6349            TXP CIP
CIP 1            REV 12   710-023792   EG5294            TXP CIP
PEM 0            Rev 06   740-027463   XH04595           Power Entry Module
PEM 1            Rev 06   740-027463   XH04592           Power Entry Module
Routing Engine 0 REV 07   740-026942   P737A-002541      RE-DUO-2600
Routing Engine 1 REV 07   740-026942   P737A-002602      RE-DUO-2600
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CB 0             REV 15   710-022606   EH4376            SFC Control Board
CB 1             REV 15   710-022606   EH4379            SFC Control Board
SPMB 0                    BUILTIN                        SFC Switch CPU
SPMB 1                    BUILTIN                        SFC Switch CPU
SIB F13 0        REV 10   750-035002   EM9305            F13 SIB 3D
  B Board        REV 06   711-035082   EM9667            F13 SIB 3D Mezz
  P Board        REV 05   711-043544   EM9708            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB34FB00S         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB01H         CXP Module
  Xcvr 4         REV 01   740-047547   XB34FB02W         CXP Module
  Xcvr 6         REV 01   740-047547   XB34FB01T         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB00W         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01S         CXP Module
  Xcvr 12        REV 01   740-047547   XB34FB03H         CXP Module
  Xcvr 14        REV 01   740-047547   XB34FB023         CXP Module
SIB F13 3        REV 01   710-035001   EJ2612            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3815            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2678            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB04C         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB00Z         CXP Module
  Xcvr 4         REV 01   740-047547   XB47FB036         CXP Module
  Xcvr 6         REV 01   740-047547   XB47FB029         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02N         CXP Module
  Xcvr 10        REV 01   740-047547   XB42FB0CS         CXP Module
  Xcvr 12        REV 01   740-047547   XB47FB01X         CXP Module
  Xcvr 14        REV 01   740-047547   XB48FB02F         CXP Module
SIB F13 6        REV 05   750-035002   EK2675            F13 SIB 3D
  B Board        REV 03   711-035082   EK2612            F13 SIB 3D Mezz
  P Board        REV 04   711-043544   EK1179            F13 SIB 3D Power
  Xcvr 0         REV 01   740-047547   XB48FB01T         CXP Module
  Xcvr 2         REV 01   740-047547   XB48FB02M         CXP Module
  Xcvr 4         REV 01   740-047547   XB48FB031         CXP Module
  Xcvr 6         REV 01   740-047547   XB48FB04P         CXP Module
  Xcvr 8         REV 01   740-047547   XB48FB02T         CXP Module
  Xcvr 10        REV 01   740-047547   XB34FB01V         CXP Module
  Xcvr 12        REV 01   740-047547   XB48FB02C         CXP Module
  Xcvr 14                 NON-JNPR                       No Module
SIB F13 12       REV 01   710-035001   EJ2631            F13 SIB 3D
  B Board        REV 01   711-035082   EJ3808            F13 SIB 3D Mezz
  P Board        REV 01   711-043544   EJ2676            F13 SIB 3D Power
SIB F2S 0/0      REV 01   711-034977   EH9829            F2S SIB 3D
  B Board        REV 01   711-034979   EH9927            F2S SIB 3D Mezz
SIB F2S 0/2      REV 01   711-034977   EH9791            F2S SIB 3D
  B Board        REV 01   711-034979   EH9852            F2S SIB 3D Mezz
SIB F2S 0/4      REV 01   711-034977   EH9803            F2S SIB 3D
  B Board        REV 01   711-034979   EH9915            F2S SIB 3D Mezz
SIB F2S 0/6      REV 01   711-034977   EH9763            F2S SIB 3D
  B Board        REV 01   711-034979   EH9880            F2S SIB 3D Mezz
SIB F2S 1/0      REV 01   711-034977   EH9757            F2S SIB 3D
  B Board        REV 01   711-034979   EH9889            F2S SIB 3D Mezz
SIB F2S 1/2      REV 01   711-034977   EH9815            F2S SIB 3D
  B Board        REV 01   711-034979   EH9890            F2S SIB 3D Mezz
SIB F2S 1/4      REV 08   750-034978   EN1954            F2S SIB 3D
  B Board        REV 02   711-034979   EN1436            F2S SIB 3D Mezz
SIB F2S 1/6      REV 01   711-034977   EJ7054            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8238            F2S SIB 3D Mezz
SIB F2S 2/0      REV 01   711-034977   EH9830            F2S SIB 3D
  B Board        REV 01   711-034979   EH9844            F2S SIB 3D Mezz
SIB F2S 2/2      REV 01   711-034977   EH9818            F2S SIB 3D
  B Board        REV 01   711-034979   EH9888            F2S SIB 3D Mezz
SIB F2S 2/4      REV 01   711-034977   EH9795            F2S SIB 3D
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  B Board        REV 01   711-034979   EH9869            F2S SIB 3D Mezz
SIB F2S 2/6      REV 01   711-034977   EJ7026            F2S SIB 3D
  B Board        REV 01   711-034979   EJ8273            F2S SIB 3D Mezz
SIB F2S 3/0      REV 01   711-034977   EH9811            F2S SIB 3D
  B Board        REV 01   711-034979   EH9892            F2S SIB 3D Mezz
SIB F2S 3/2      REV 01   711-034977   EH9812            F2S SIB 3D
  B Board        REV 01   711-034979   EH9877            F2S SIB 3D Mezz
SIB F2S 3/4      REV 08   750-034978   EN1947            F2S SIB 3D
  B Board        REV 02   711-034979   EN1471            F2S SIB 3D Mezz
Fan Tray 0       REV 10   760-024497   EH3313            Front Fan Tray
Fan Tray 1       REV 10   760-024497   EH3290            Front Fan Tray
Fan Tray 2       REV 10   760-024502   EH3292            Rear Fan Tray
Fan Tray 3       REV 10   760-024502   EH3287            Rear Fan Tray
Fan Tray 4       REV 10   760-024502   EH3286            Rear Fan Tray
Fan Tray 5       REV 10   760-024502   EH3285            Rear Fan Tray

show chassis hardware (16-Port 10-Gigabit Ethernet MPCwith SFP+Optics [MX Series Routers])

user@host> show chassis hardware
Hardware inventory:
    Item             Version  Part number  Serial number     Description
    Chassis                                JN112D865AFA      MX960
    Midplane         REV 03   710-013698   TS3339            MX960 Backplane
    FPM Board        REV 03   710-014974   WW6267            Front Panel Display

    PDM              Rev 03   740-013110   QCS12485026       Power Distribution 
Module
    PEM 0            Rev 04   740-013682   QCS12434086       PS 1.7kW; 200-240VAC
 in
    PEM 1            Rev 04   740-013682   QCS1243408Z       PS 1.7kW; 200-240VAC
 in
    PEM 2            Rev 04   740-013682   QCS1243407X       PS 1.7kW; 200-240VAC
 in
    Routing Engine 0 REV 07   740-015113   9009009677        RE-S-1300
    Routing Engine 1 REV 07   740-015113   9009011510        RE-S-1300
    CB 0             REV 03   710-021523   XF0394            MX SCB
    CB 1             REV 03   710-021523   XF0550            MX SCB
    CB 2             REV 03   710-021523   XD7455            MX SCB
    FPC 4            REV 02   750-028467   JR6127            MPC M 16x 10GE
      CPU            REV 02   711-029089   JX0129            AS PMB
      PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
      PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Fan Tray 0       REV 05   740-014971   TP9990            Fan Tray
    Fan Tray 1       REV 05   740-014971   VS1709            Fan Tray

show chassis hardware (MPC3E [MX Series Routers])

user@host> show chassis hardware
Hardware inventory:
   Item             Version  Part number   Serial number     Description
   Chassis                                 JN1101AFEAFB      MX480
   Midplane         REV 05   710-017414    TR4444            MX480 Midplane
   FPM Board        REV 02   710-017254    KG6056            Front Panel Display

   PEM 0            Rev 03   740-017330    QCS082090FC       PS 1.2-1.7kW; 100-240V

   PEM 1            Rev 03   740-017330    QCS082090FD       PS 1.2-1.7kW; 100-240V

   Routing Engine 0 REV 07   740-013063    9009004124        RE-S-2000
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   Routing Engine 1 REV 07   740-013063    9009005569        RE-S-2000
   CB 0             REV 07   710-021523    XZ3587            MX SCB
   CB 1             REV 03   710-021523    KH8306            MX SCB
   FPC 1            REV 04.1.07 750-033205 P1240             MPC Type 3
    CPU             REV 01   711-035209    YL0504            HMPC PMB 2G 
    MIC 1           REV 10   750-033199    YX4495            1X100GE CFP
     PIC 2                   BUILTIN       BUILTIN           1X100GE CFP
      Xcvr 0        REV 01   740-032210    C22CQNE           CFP-100G-LR4
   FPC 2            REV 26   750-016670    KH0045            DPCE 40x 1GE R EQ
    CPU             REV 07   710-013713    KF5448            DPC PMB
    PIC 0                    BUILTIN       BUILTIN           10x 1GE(LAN) EQ
     Xcvr 0         REV 01   740-011613    PF21JHU           SFP-SX
    PIC 1                    BUILTIN       BUILTIN           10x 1GE(LAN) EQ
     Xcvr 9         REV 01   740-011613    AM0813S8ZL6       SFP-SX
    PIC 2                    BUILTIN       BUILTIN           10x 1GE(LAN) EQ
     Xcvr 0         REV 02   740-011613    PGL2KYF           SFP-SX
     Xcvr 2         REV 01   740-011613    AM0806S8N4P       SFP-SX
    PIC 3                    BUILTIN       BUILTIN           10x 1GE(LAN) EQ
     Xcvr 5         REV 01   740-011613    AM0815S967N       SFP-SX
     Xcvr 7         REV 01   740-011613    AM0806S8N1X       SFP-SX
     Xcvr 8         REV 01   740-011613    AM0815S967J       SFP-SX
     Xcvr 9         REV 01   740-011613    AM0815S967M       SFP-SX
   FPC 3            REV 12.2.09 750-033205 YR9443            MPC Type 3
    CPU             REV 03   711-035209    YL6931            HMPC PMB 2G 
    MIC 0           REV 05   750-033199    YR3269            1X100GE CFP
     PIC 0                   BUILTIN       BUILTIN           1X100GE CFP
      Xcvr 0        REV 01   740-032210    ULH0KG3           CFP-100G-LR4
    MIC 1           REV 02   750-033199    YG3245            1X100GE CFP
     PIC 2                   BUILTIN       BUILTIN           1X100GE CFP
      Xcvr 0        REV 01   740-032210    ULH0KGF           CFP-100G-LR4
  FPC 4             REV 12.3.09 750-033205 YR9437            MPC Type 3
   CPU              REV 03   711-035209    YT5857            HMPC PMB 2G 
   MIC 0            REV 05   750-033199    YR3295            1X100GE CFP
    PIC 0                    BUILTIN       BUILTIN           1X100GE CFP
     Xcvr 0                  NON-JNPR      X12000187         CFP-100G-SR10
   MIC 1            REV 10   750-033199    YX4518            1X100GE CFP
    PIC 2                    BUILTIN       BUILTIN           1X100GE CFP
     Xcvr 0        REV 01    740-035329    X12J00008         CFP-100G-SR10
  FPC 5            REV 06    750-024884    JW9769            MPC Type 2 3D EQ
  CPU              REV 02    711-028401    JR6158            MPC PMB 2G Proto
  MIC 0            REV 05    750-028387    JR6197            3D 4x 10GE  XFP
   PIC 0                     BUILTIN       BUILTIN           2x 10GE  XFP
    Xcvr 0         REV 01    740-014289    T07M71112         XFP-10G-SR
    Xcvr 1         REV 02    740-014289    T08L85610         XFP-10G-SR
    PIC 1                    BUILTIN       BUILTIN           2x 10GE  XFP
  MIC 1            REV 22    750-028392    YM0053            3D 20x 1GE(LAN) SFP

   PIC 2                     BUILTIN       BUILTIN           10x 1GE(LAN) SFP
    Xcvr 0         REV 01    740-011613    AM0703S005B       SFP-SX
    Xcvr 1         REV 01    740-011613    E07L01352         SFP-SX
   PIC 3                     BUILTIN       BUILTIN           10x 1GE(LAN) SFP
    Xcvr 5         REV 01    740-013111    6500217           SFP-T
    Xcvr 9         REV 02    740-013111    8499527           SFP-T
  Fan Tray                                                   Left Fan Tray

The PIC number for MIC 1 always starts from 2 (even if the first MIC is a 1X100GE CFP or

a legacy MIC).

show chassis hardware (QFX3500 Switches)

user@switch> show chassis hardware
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Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                                  QFX3500
Routing Engine 0          BUILTIN      BUILTIN           QFX Routing Engine
FPC 0            REV 04   750-044071   BBAR3902          QFX3500-48S4Q-AFI
  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           48x 10G-SFP+
  PIC 1                   BUILTIN      BUILTIN           15x 10G-SFP+
  MGMT BRD       REV 02   750-044063   BBAR0398          QFX3500-MGMT-SFP-AFO
    Xcvr 0       REV 01   740-011614   AC0946S0BD1       SFP-LX10
    Xcvr 1       REV 02   740-013111   A281922           SFP-T
Power Supply 0   Rev 04   740-032091   UI00677           JPSU-650W-AC-AFI
Power Supply 1   REV 00   740-041741   VJ00162           JPSU-650W-AC-AFO
Fan Tray 0                                               QFX Fan Tray, Back to 
Front Airlfow
Fan Tray 1                                               QFX Fan Tray, Back to 
Front Airlfow
Fan Tray 2                                               QFX Fan Tray, Back to 
Front Airlfow

show chassis hardware detail (QFX3500 Switches)

user@switch> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN000TEST5        QFX3500
Routing Engine 0          BUILTIN      BUILTIN           QFX Routing Engine
FPC 0            REV 05   750-036931   EE0823            QFX3500-48S4Q-AFI

  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           48x 10G-SFP+
    Xcvr 0       REV 01   740-030589   S99E270079        SFP+-10G-LPBK
    Xcvr 1       REV 01   740-030589   S9AK450099        SFP+-10G-LPBK
    Xcvr 2       REV 01   740-030589   S99E270078        SFP+-10G-LPBK
    Xcvr 3       REV 01   740-030589   S9AK450098        SFP+-10G-LPBK
    Xcvr 4       REV 01   740-030589   S99E270075        SFP+-10G-LPBK
    Xcvr 5       REV 01   740-030589   S9AK450093        SFP+-10G-LPBK
    Xcvr 6       REV 01   740-030589   S9AK450097        SFP+-10G-LPBK
    Xcvr 7       REV 01   740-030589   S9AK450095        SFP+-10G-LPBK
    Xcvr 8       REV 01   740-030589   S99E270072        SFP+-10G-LPBK
    Xcvr 9       REV 01   740-030589   S99E270073        SFP+-10G-LPBK
    Xcvr 10      REV 01   740-030589   S99E270080        SFP+-10G-LPBK
    Xcvr 11      REV 01   740-030589   S9AK450169        SFP+-10G-LPBK
    Xcvr 12      REV 01   740-030589   S99E270076        SFP+-10G-LPBK
    Xcvr 13      REV 01   740-030589   S9AK450167        SFP+-10G-LPBK
    Xcvr 14      REV 01   740-030589   S9AK450170        SFP+-10G-LPBK
    Xcvr 15      REV 01   740-030589   S9AK450166        SFP+-10G-LPBK
    Xcvr 16      REV 01   740-030589   S9AK450092        SFP+-10G-LPBK
    Xcvr 17      REV 01   740-030589   S9AK450163        SFP+-10G-LPBK
    Xcvr 18      REV 01   740-030589   S9AK450094        SFP+-10G-LPBK
    Xcvr 19      REV 01   740-030589   S9AK450100        SFP+-10G-LPBK
    Xcvr 20      REV 01   740-030589   S9AK450168        SFP+-10G-LPBK
    Xcvr 21      REV 01   740-030589   S9AK450165        SFP+-10G-LPBK
    Xcvr 22      REV 01   740-030589   S9AK450073        SFP+-10G-LPBK
    Xcvr 23      REV 01   740-030589   S9AK450164        SFP+-10G-LPBK
    Xcvr 24      REV 01   740-030589   S9AK450074        SFP+-10G-LPBK
    Xcvr 25      REV 01   740-030589   SA62270195        SFP+-10G-LPBK
    Xcvr 26      REV 01   740-030589   S9AK450078        SFP+-10G-LPBK
    Xcvr 27      REV 01   740-030589   S9AK450024        SFP+-10G-LPBK
    Xcvr 28      REV 01   740-030589   S9AK450027        SFP+-10G-LPBK

Copyright © 2014, Juniper Networks, Inc.744

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



    Xcvr 29      REV 01   740-030589   S9AK450080        SFP+-10G-LPBK
    Xcvr 30      REV 01   740-030589   S9AK450030        SFP+-10G-LPBK
    Xcvr 31      REV 01   740-030589   S9AK450025        SFP+-10G-LPBK
    Xcvr 32      REV 01   740-030589   S9AK450023        SFP+-10G-LPBK
    Xcvr 33      REV 01   740-030589   S9AK450075        SFP+-10G-LPBK
    Xcvr 34      REV 01   740-030589   S9AK450161        SFP+-10G-LPBK
    Xcvr 35      REV 01   740-030589   S9AK450071        SFP+-10G-LPBK
    Xcvr 36      REV 01   740-030589   S9AK450072        SFP+-10G-LPBK
    Xcvr 37      REV 01   740-030589   S9AK450022        SFP+-10G-LPBK
    Xcvr 38      REV 01   740-030589   S9AK450021        SFP+-10G-LPBK
    Xcvr 39      REV 01   740-030589   S9AK450175        SFP+-10G-LPBK
    Xcvr 40      REV 01   740-030589   S9AK450162        SFP+-10G-LPBK
    Xcvr 41      REV 01   740-030589   S99E270074        SFP+-10G-LPBK
    Xcvr 42      REV 01   740-030589   S9AK450174        SFP+-10G-LPBK
    Xcvr 43      REV 01   740-030589   S9AK450077        SFP+-10G-LPBK
    Xcvr 44      REV 01   740-030589   S9AK450076        SFP+-10G-LPBK
    Xcvr 45      REV 01   740-030589   S9AK450026        SFP+-10G-LPBK
    Xcvr 46      REV 01   740-030589   S9AK450079        SFP+-10G-LPBK
    Xcvr 47      REV 01   740-030589   S9AK450029        SFP+-10G-LPBK
  PIC 1                   BUILTIN      BUILTIN           15x 10G-SFP+
    Xcvr 1       REV 01   740-032986   QA170087          QSFP+-40G-SR4
    Xcvr 4       REV 01   740-032986   QA360442          QSFP+-40G-SR4
    Xcvr 8       REV 01   740-032986   QA170091          QSFP+-40G-SR4
    Xcvr 12      REV 01   740-032986   QA170042          QSFP+-40G-SR4
MGMT BRD       REV 08   750-036946   EE0731            QFX3500-MB
Power Supply 0   Rev 04   740-032091   UI00690           QFX PS 650W AC
Power Supply 1   Rev 04   740-032091   UI00679           QFX PS 650W AC
Fan Tray 0                                               QFX Fan Tray
Fan Tray 1                                               QFX Fan Tray

show chassis hardwaremodels (QFX3500 Switches)

user@switch> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
Routing Engine 0          BUILTIN      BUILTIN          
FPC 0            REV 02   711-032234   EC4074           
Power Supply 0   PSMI 2C  11-d65800    --   

show chassis hardware clei-models (QFX3500 Switches)

user@switch> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Routing Engine 0          BUILTIN     
FPC 0            REV 02   711-032234  
Power Supply 0   PSMI 2C  11-d65800   

show chassis hardware clei-models (QFX5100 Switches)

user@switch> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
Routing Engine 0          BUILTIN      DUMMY_CLEI
FPC 0            REV 01   611-053010   DUMMY_CLEI
  PIC 0                   BUILTIN      DUMMY_CLEI
Power Supply 0   REV 03   740-053352   DUMMY_CLEI        JPSU-850W-AC-AFO
Power Supply 1   REV 03   740-053352   DUMMY_CLEI        JPSU-850W-AC-AFO
Fan Tray 0                                               QFX5100-96S-FANAF0
Fan Tray 1                                               QFX5100-96S-FANAF0
Fan Tray 2                                               QFX5100-96S-FANAF0
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show chassis hardware interconnect-device (QFabric Systems)

user@switch> show chassis hardware interconnect-device interconnect1
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis          REV 07                                  QFX_olive
Midplane         REV 07   750-021261   BH0208188289      QFX Midplane
CB 0             REV 07   750-021261   BH0208188289      QFXIC08-CB4S

show chassis hardware node-device (QFabric Systems)

user@switch> show chassis hardware node-device node1
Routing Engine 0   BUILTIN      BUILTIN           QFX Routing Engine
node1            REV 05   711-032234   ED3694            QFX3500-48S4Q-AFI

  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           48x 10G-SFP+
    Xcvr 8       REV 01   740-030658   AD0946A028B       SFP+-10G-USR
...

show chassis hardware (PTX5000 Packet Transport Router)

user@switch> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11D1FD7AJA      PTX5000
Midplane         REV 03   711-031896   ABAC5589          Midplane-8S
FPM              REV 08   760-030647   EG1679            Front Panel Display
PDU 0            Rev 05   740-032019   ZE00006           DC Power Dist Unit
  PSM 0          Rev 05   740-032022   ZJ00018           DC 12V Power Supply
  PSM 1          Rev 04   740-032022   ZC00052           DC 12V Power Supply
  PSM 2          Rev 04   740-032022   ZD00051           DC 12V Power Supply
  PSM 3          Rev 05   740-032022   ZJ00060           DC 12V Power Supply
CCG 0            REV 04   750-030653   EG3703            Clock Generator
CCG 1            REV 04   750-030653   EG3698            Clock Generator
Routing Engine 0 REV 05   740-026942   P737A-002231      RE-DUO-2600
Routing Engine 1 REV 06   740-026942   P737A-002438      RE-DUO-2600
CB 0             REV 08   750-030625   EG5519            Control Board
CB 1             REV 08   750-030625   EG5516            Control Board
FPC 0            REV 18   750-036844   EJ3080            FPC
  CPU            REV 12   711-030686   EJ3260            SNG PMB
FPC 2            REV 13   750-036844   EG5065            FPC
  CPU            REV 09   711-030686   EG4082            SNG PMB
  PIC 0          REV 14   750-031913   EG5127            24x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   143363A00240      SFP+-10G-SR
    Xcvr 1       REV 01   740-031981   UK90PZ1           SFP+-10G-LR
    Xcvr 2       REV 01   740-031980   AD1141A04XH       SFP+-10G-SR
    Xcvr 3       REV 01   740-031981   UK90Q46           SFP+-10G-LR
    Xcvr 4       REV 01   740-031980   AD1141A04X4       SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11H02560         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11C01589         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AD1141A04XF       SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   123363A01094      SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AK80LKF           SFP+-10G-SR
    Xcvr 12      REV 01   740-031980   183363A01528      SFP+-10G-SR
    Xcvr 14      REV 01   740-031980   193363A01079      SFP+-10G-SR
    Xcvr 15      REV 01   740-031980   AK80MC8           SFP+-10G-SR
    Xcvr 16      REV 01   740-031980   AJC0BHC           SFP+-10G-SR
    Xcvr 19      REV 01   740-021309   J08D26856         SFP+-10G-LR
    Xcvr 21      REV 01   740-031980   AK80KCT           SFP+-10G-SR
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    Xcvr 22      REV 01   740-031981   UK90PZL           SFP+-10G-LR
    Xcvr 23      REV 01   740-031980   AK80N1V           SFP+-10G-SR
FPC 3            REV 13   750-036844   EG5074            FPC
  CPU            REV 09   711-030686   EG4064            SNG PMB
  PIC 1          REV 10   750-031903   EG0325            SNG Load
FPC 5            REV 06   750-036844   EH3198            FPC
  CPU
  PIC 0          REV 14   750-031913   EG5134            24x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LBH           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11B03724         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FMH           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J00818         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00743      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11B06125         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B11H02529         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AK80LFB           SFP+-10G-SR
    Xcvr 12      REV 01   740-031980   193363A01061      SFP+-10G-SR
    Xcvr 15      REV 01   740-031980   B11J00687         SFP+-10G-SR
    Xcvr 16      REV 01   740-031980   193363A00738      SFP+-10G-SR
    Xcvr 18      REV 01   740-031980   AK80MQX           SFP+-10G-SR
    Xcvr 19      REV 01   740-021309   J08C17257         SFP+-10G-LR
    Xcvr 22      REV 01   740-031980   B11J00730         SFP+-10G-SR
    Xcvr 23      REV 01   740-031980   AK80KEE           SFP+-10G-SR
  PIC 1          REV 08   750-036710   EG3105            2x 40GE CFP
    Xcvr 0       REV 01   740-034554   B260HLT           CFP-40G-LR4
    Xcvr 1       REV 01   740-034554   B11C02847         CFP-40G-LR4
FPC 6            REV 18   750-036844   EJ4391            FPC
  CPU            REV 12   711-030686   EJ3257            SNG PMB
FPC 7            REV 18   750-036844   EJ4382            FPC
  CPU            REV 12   711-030686   EJ3238            SNG PMB
SPMB 0           REV 10   711-030686   EG5418            SNG PMB
SPMB 1           REV 09   711-030686   EG5373            SNG PMB
SIB 0            REV 07   750-030631   EG4858            SIB-I-8S
SIB 1            REV 07   750-030631   EG4872            SIB-I-8S
SIB 2            REV 07   750-030631   EG4866            SIB-I-8S
SIB 3            REV 07   750-030631   EG6011            SIB-I-8S
SIB 4            REV 07   750-030631   EG4907            SIB-I-8S
SIB 5            REV 07   750-030631   EG4879            SIB-I-8S
SIB 6            REV 07   750-030631   EG4864            SIB-I-8S
SIB 7            REV 07   750-030631   EG4899            SIB-I-8S
SIB 8            REV 07   750-030631   EG4880            SIB-I-8S
Fan Tray 0       REV 04   760-032784   EG1496            Vertical Fan Tray
Fan Tray 1       REV 04   760-030642   EG1335            Horizontal Fan Tray
Fan Tray 2       REV 02   760-030642   ED4952            Horizontal Fan Tray

show chassis hardware clei-models (PTX5000 Packet Transport Router)

user@switch> show chassis hardware clei-models
Hardware inventory:
Item             Version  Part number  CLEI code         FRU model number
FPM              REV 08   760-030647   PROTOXCLEI        CRAFT-PTX5000-S
PDU 0            Rev 05   740-032019   IPUPAHLKAA        PWR-SAN-PDU-DC
  PSM 0          Rev 05   740-032022   IPUPAHNKAA        PSM-PTX-DC-120-S
  PSM 1          Rev 04   740-032022   032022XXXX        PWR-SAN-12-DC
  PSM 2          Rev 04   740-032022   032022XXXX        PWR-SAN-12-DC
  PSM 3          Rev 05   740-032022   IPUPAHNKAA        PSM-PTX-DC-120-S
CCG 0            REV 04   750-030653   PROTOXCLEI        CCG-PTX-S
CCG 1            REV 04   750-030653   PROTOXCLEI        CCG-PTX-S
Routing Engine 0 REV 05   740-026942                     RE-DUO-C2600-16G-S
Routing Engine 1 REV 06   740-026942                     RE-DUO-C2600-16G-S
CB 0             REV 08   750-030625   PROTOXCLEI        CB-PTX-S
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CB 1             REV 08   750-030625   PROTOXCLEI        CB-PTX-S
FPC 0            REV 18   750-036844   PROTOXCLEI        FPC-PTX-P1-A
FPC 2            REV 13   750-036844   PROTOXCLEI        FPC-PTX-P1-A
  PIC 0          REV 14   750-031913   PROTOXCLEI        P1-PTX-24-10GE-SFPP
FPC 3            REV 13   750-036844   PROTOXCLEI        FPC-PTX-P1-A
FPC 5
  PIC 0          REV 14   750-031913   PROTOXCLEI        P1-PTX-24-10GE-SFPP
FPC 6            REV 18   750-036844   PROTOXCLEI        FPC-PTX-P1-A
FPC 7            REV 18   750-036844   PROTOXCLEI        FPC-PTX-P1-A
SIB 0            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 1            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 2            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 3            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 4            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 5            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 6            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 7            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
SIB 8            REV 07   750-030631   PROTOXCLEI        SIB-I-PTX5008
Fan Tray 1       REV 04   760-030642   PROTOXCLEI        FAN-PTX-H-S

show chassis hardware detail (PTX5000 Packet Transport Router)

user@switch> show chassis hardware detail
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11D1FD7AJA      PTX5000
Midplane         REV 03   711-031896   ABAC5589          Midplane-8S
FPM              REV 08   760-030647   EG1679            Front Panel Display
PDU 0            Rev 05   740-032019   ZE00006           DC Power Dist Unit
  PSM 0          Rev 05   740-032022   ZJ00018           DC 12V Power Supply
  PSM 1          Rev 04   740-032022   ZC00052           DC 12V Power Supply
  PSM 2          Rev 04   740-032022   ZD00051           DC 12V Power Supply
  PSM 3          Rev 05   740-032022   ZJ00060           DC 12V Power Supply
CCG 0            REV 04   750-030653   EG3703            Clock Generator
CCG 1            REV 04   750-030653   EG3698            Clock Generator
Routing Engine 0 REV 05   740-026942   P737A-002231      RE-DUO-2600
  ad0    3823 MB  SMART CF             201006190039C02DC02D Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 2011042300CF4C6B4C6B Disk 1
Routing Engine 1 REV 06   740-026942   P737A-002438      RE-DUO-2600
  ad0    3823 MB  SMART CF             20100619053455F055F0 Compact Flash
  ad1   62720 MB  SMART Lite SATA Drive 20110423000AE8E7E8E7 Disk 1
CB 0             REV 08   750-030625   EG5519            Control Board
CB 1             REV 08   750-030625   EG5516            Control Board
FPC 0            REV 18   750-036844   EJ3080            FPC
  CPU            REV 12   711-030686   EJ3260            SNG PMB
FPC 2            REV 13   750-036844   EG5065            FPC
  CPU            REV 09   711-030686   EG4082            SNG PMB
  PIC 0          REV 14   750-031913   EG5127            24x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   143363A00240      SFP+-10G-SR
    Xcvr 1       REV 01   740-031981   UK90PZ1           SFP+-10G-LR
    Xcvr 2       REV 01   740-031980   AD1141A04XH       SFP+-10G-SR
    Xcvr 3       REV 01   740-031981   UK90Q46           SFP+-10G-LR
    Xcvr 4       REV 01   740-031980   AD1141A04X4       SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   B11H02560         SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11C01589         SFP+-10G-SR
    Xcvr 8       REV 01   740-031980   AD1141A04XF       SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   123363A01094      SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AK80LKF           SFP+-10G-SR
    Xcvr 12      REV 01   740-031980   183363A01528      SFP+-10G-SR
    Xcvr 14      REV 01   740-031980   193363A01079      SFP+-10G-SR
    Xcvr 15      REV 01   740-031980   AK80MC8           SFP+-10G-SR
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    Xcvr 16      REV 01   740-031980   AJC0BHC           SFP+-10G-SR
    Xcvr 19      REV 01   740-021309   J08D26856         SFP+-10G-LR
    Xcvr 21      REV 01   740-031980   AK80KCT           SFP+-10G-SR
    Xcvr 22      REV 01   740-031981   UK90PZL           SFP+-10G-LR
    Xcvr 23      REV 01   740-031980   AK80N1V           SFP+-10G-SR
FPC 3            REV 13   750-036844   EG5074            FPC
  CPU            REV 09   711-030686   EG4064            SNG PMB
  PIC 1          REV 10   750-031903   EG0325            SNG Load
FPC 5            REV 06   750-036844   EH3198            FPC
  CPU
  PIC 0          REV 14   750-031913   EG5134            24x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-031980   AK80LBH           SFP+-10G-SR
    Xcvr 1       REV 01   740-031980   B11B03724         SFP+-10G-SR
    Xcvr 2       REV 01   740-031980   AK80FMH           SFP+-10G-SR
    Xcvr 5       REV 01   740-031980   B11J00818         SFP+-10G-SR
    Xcvr 6       REV 01   740-031980   193363A00743      SFP+-10G-SR
    Xcvr 7       REV 01   740-031980   B11B06125         SFP+-10G-SR
    Xcvr 10      REV 01   740-031980   B11H02529         SFP+-10G-SR
    Xcvr 11      REV 01   740-031980   AK80LFB           SFP+-10G-SR
    Xcvr 12      REV 01   740-031980   193363A01061      SFP+-10G-SR
    Xcvr 15      REV 01   740-031980   B11J00687         SFP+-10G-SR
    Xcvr 16      REV 01   740-031980   193363A00738      SFP+-10G-SR
    Xcvr 18      REV 01   740-031980   AK80MQX           SFP+-10G-SR
    Xcvr 19      REV 01   740-021309   J08C17257         SFP+-10G-LR
    Xcvr 22      REV 01   740-031980   B11J00730         SFP+-10G-SR
    Xcvr 23      REV 01   740-031980   AK80KEE           SFP+-10G-SR
  PIC 1          REV 08   750-036710   EG3105            2x 40GE CFP
    Xcvr 0       REV 01   740-034554   B260HLT           CFP-40G-LR4
    Xcvr 1       REV 01   740-034554   B11C02847         CFP-40G-LR4
FPC 6            REV 18   750-036844   EJ4391            FPC
  CPU            REV 12   711-030686   EJ3257            SNG PMB
FPC 7            REV 18   750-036844   EJ4382            FPC
  CPU            REV 12   711-030686   EJ3238            SNG PMB
SPMB 0           REV 10   711-030686   EG5418            SNG PMB
SPMB 1           REV 09   711-030686   EG5373            SNG PMB
SIB 0            REV 07   750-030631   EG4858            SIB-I-8S
SIB 1            REV 07   750-030631   EG4872            SIB-I-8S
SIB 2            REV 07   750-030631   EG4866            SIB-I-8S
SIB 3            REV 07   750-030631   EG6011            SIB-I-8S
SIB 4            REV 07   750-030631   EG4907            SIB-I-8S
SIB 5            REV 07   750-030631   EG4879            SIB-I-8S
SIB 6            REV 07   750-030631   EG4864            SIB-I-8S
SIB 7            REV 07   750-030631   EG4899            SIB-I-8S
SIB 8            REV 07   750-030631   EG4880            SIB-I-8S
Fan Tray 0       REV 04   760-032784   EG1496            Vertical Fan Tray
Fan Tray 1       REV 04   760-030642   EG1335            Horizontal Fan Tray
Fan Tray 2       REV 02   760-030642   ED4952            Horizontal Fan Tray

show chassis hardwaremodels (PTX5000 Packet Transport Router)

user@switch> show chassis hardwaremodels
Hardware inventory:
Item             Version  Part number  Serial number     FRU model number
FPM              REV 08   760-030647   EG1679            CRAFT-PTX5000-S
PDU 0            Rev 05   740-032019   ZE00006           PWR-SAN-PDU-DC
  PSM 0          Rev 05   740-032022   ZJ00018           PSM-PTX-DC-120-S
  PSM 1          Rev 04   740-032022   ZC00052           PWR-SAN-12-DC
  PSM 2          Rev 04   740-032022   ZD00051           PWR-SAN-12-DC
  PSM 3          Rev 05   740-032022   ZJ00060           PSM-PTX-DC-120-S
CCG 0            REV 04   750-030653   EG3703            CCG-PTX-S
CCG 1            REV 04   750-030653   EG3698            CCG-PTX-S
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Routing Engine 0 REV 05   740-026942   P737A-002231      RE-DUO-C2600-16G-S
Routing Engine 1 REV 06   740-026942   P737A-002438      RE-DUO-C2600-16G-S
CB 0             REV 08   750-030625   EG5519            CB-PTX-S
CB 1             REV 08   750-030625   EG5516            CB-PTX-S
FPC 0            REV 18   750-036844   EJ3080            FPC-PTX-P1-A
FPC 2            REV 13   750-036844   EG5065            FPC-PTX-P1-A
  PIC 0          REV 14   750-031913   EG5127            P1-PTX-24-10GE-SFPP
FPC 3            REV 13   750-036844   EG5074            FPC-PTX-P1-A
FPC 5
  PIC 0          REV 14   750-031913   EG5134            P1-PTX-24-10GE-SFPP
FPC 6            REV 18   750-036844   EJ4391            FPC-PTX-P1-A
FPC 7            REV 18   750-036844   EJ4382            FPC-PTX-P1-A
SIB 0            REV 07   750-030631   EG4858            SIB-I-PTX5008
SIB 1            REV 07   750-030631   EG4872            SIB-I-PTX5008
SIB 2            REV 07   750-030631   EG4866            SIB-I-PTX5008
SIB 3            REV 07   750-030631   EG6011            SIB-I-PTX5008
SIB 4            REV 07   750-030631   EG4907            SIB-I-PTX5008
SIB 5            REV 07   750-030631   EG4879            SIB-I-PTX5008
SIB 6            REV 07   750-030631   EG4864            SIB-I-PTX5008
SIB 7            REV 07   750-030631   EG4899            SIB-I-PTX5008
SIB 8            REV 07   750-030631   EG4880            SIB-I-PTX5008
Fan Tray 1       REV 04   760-030642   EG1335            FAN-PTX-H-S

show chassis hardware extensive (PTX5000 Packet Transport Router)

user@switch> show chassis hardware extensive
Hardware inventory:
Item             Version  Part number  Serial number     Description
...............
PDU 0            Rev 04   740-032019   UE0003            DC Power Dist Unit
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-032019        S/N:               S/N UE0003
 Assembly ID:  0x043d            Assembly Version:  04.00
 Date:         11-29-2010        Assembly Flags:    0x00
 Version:      Rev 04            CLEI Code:         032022XXXX
 ID: DC Power Dist Unit          FRU Model Number:  PWR-SAN-PDU-DC
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 04 3d 04 00 52 65 76 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 33 32 30 31 39 00 00
  Address 0x20: 53 2f 4e 20 55 45 30 30 30 33 00 00 00 1d 0b 07
  Address 0x30: da ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 30 33 32 30 32 32 58 58 58 58 50
  Address 0x50: 57 52 2d 53 41 4e 2d 50 44 55 2d 44 43 00 00 00
  Address 0x60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
  Address 0x70: 00 00 00 a3 ff ff ff ff ff ff ff ff ff ff ff ff
  PSM 0          Rev 04   740-032022   YG00065           DC 12V Power Supply 
Module
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          740-032022        S/N:               S/N YG00065
 Assembly ID:  0x0440            Assembly Version:  04.00
 Date:         07-30-2010        Assembly Flags:    0x00
 Version:      Rev 04            CLEI Code:         032022XXXX
 ID: DC 12V Power Supply Module  FRU Model Number:  PWR-SAN-12-DC          
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 04 40 04 00 52 65 76 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 34 30 2d 30 33 32 30 32 32 00 00
  Address 0x20: 53 2f 4e 20 59 47 30 30 30 36 35 00 00 1e 07 07
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  Address 0x30: da ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 30 33 32 30 32 32 58 58 58 58 50
  Address 0x50: 57 52 2d 53 41 4e 2d 31 32 2d 44 43 20 20 20 20
  Address 0x60: 20 20 20 20 20 20 01 00 ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 0c ff ff ff ff ff ff ff ff ff ff ff ff

show chassis hardware (MX Routers with Media Services Blade [MSB])

user@switch> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN1100FB1AFB      MX480
Midplane         REV 05   710-017414   TR3310            MX480 Midplane
FPM Board        REV 02   710-017254   KG1872            Front Panel Display
PEM 2            Rev 02   740-017343   QCS0812A00N       DC Power Entry Module
PEM 3            Rev 02   740-017343   QCS0812A00U       DC Power Entry Module
Routing Engine 0 REV 07   740-015113   1000740938        RE-S-1300
CB 0             REV 03   710-021523   KF4630            MX SCB
FPC 1            REV 11   750-037207   ZW9726            AS-MCC
  CPU            REV 04   711-038173   ZW4819            AS-MCC PMB
  MIC 0          REV 06   750-037214   ZW3574            AS-MSC
    PIC 0                 BUILTIN      BUILTIN           AS-MSC
  MIC 1          REV 00   750-037211                     AS-MXC
    PIC 2                 BUILTIN      BUILTIN           AS-MXC

show chassis hardware extensive (MX Routers with Media Services Blade [MSB])

user@switch> show chassis hardware extensive
FPC 1            REV 11   750-037207   ZW9726            AS-MCC
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-037207        S/N:               S/N ZW9726
 Assembly ID:  0x0b37            Assembly Version:  01.11
 Date:         02-17-2012        Assembly Flags:    0x00
 Version:      REV 11            CLEI Code:         PROTOXCLEI
 ID: AS-MCC          FRU Model Number:  750-037207
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0b 37 01 0b 52 45 56 20 31 31 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 32 30 37 00 00
  Address 0x20: 53 2f 4e 20 5a 57 39 37 32 36 00 00 00 11 02 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 37
  Address 0x50: 35 30 2d 30 33 37 32 30 37 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 31 31 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 5e ff ff ff ff ff ff ff ff ff ff ff ff
  CPU            REV 04   711-038173   ZW4819            AS-MCC-PMB
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          711-038173        S/N:               S/N ZW4819
 Assembly ID:  0x0b38            Assembly Version:  01.04
 Date:         12-30-2011        Assembly Flags:    0x00
 Version:      REV 04
 ID: AS-MCC PMB
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0b 38 01 04 52 45 56 20 30 34 00 00
  Address 0x10: 00 00 00 00 37 31 31 2d 30 33 38 31 37 33 00 00
  Address 0x20: 53 2f 4e 20 5a 57 34 38 31 39 00 00 00 1e 0c 07
  Address 0x30: db ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
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  Address 0x40: ff ff ff ff 00 50 52 4f 54 4f 58 43 4c 45 49 37
  Address 0x50: 31 31 2d 30 33 38 31 37 33 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 30 34 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 60 00 00 00 00 00 00 00 00 00 00 00 00
  MIC 0          REV 06   750-037214   ZW3574            AS-MSC
 Jedec Code:   0x7fb0            EEPROM Version:    0x02
 P/N:          750-037214        S/N:               S/N ZW3574
 Assembly ID:  0x0a44            Assembly Version:  01.06
 Date:         02-19-2012        Assembly Flags:    0x00
 Version:      REV 06            CLEI Code:         PROTOXCLEI
 ID: AS-MSC          FRU Model Number:  750-037214
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 02 ff 0a 44 01 06 52 45 56 20 30 36 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 32 31 34 00 00
  Address 0x20: 53 2f 4e 20 5a 57 33 35 37 34 00 00 00 13 02 07
  Address 0x30: dc ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 01 50 52 4f 54 4f 58 43 4c 45 49 37
  Address 0x50: 35 30 2d 30 33 37 32 31 34 00 00 00 00 00 00 00
  Address 0x60: 00 00 00 00 00 00 30 36 00 ff ff ff ff ff ff ff
  Address 0x70: ff ff ff 60 c0 03 e5 f4 00 00 00 00 00 00 00 00
    PIC 0                 BUILTIN      BUILTIN           AS-MSC
  MIC 1          REV 00   750-037211                     AS-MXC
 Jedec Code:   0x7fb0            EEPROM Version:    0x01
 P/N:          750-037211
 Assembly ID:  0x0a43            Assembly Version:  01.00
 Date:         255-255-65535     Assembly Flags:    0x00
 Version:      REV 00
 ID: AS-MXC
 Board Information Record:
  Address 0x00: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
 I2C Hex Data:
  Address 0x00: 7f b0 01 ff 0a 43 01 00 52 45 56 20 30 30 00 00
  Address 0x10: 00 00 00 00 37 35 30 2d 30 33 37 32 31 31 00 00
  Address 0x20: 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff
  Address 0x30: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x40: ff ff ff ff 00 ff ff ff ff ff ff ff ff ff ff ff
  Address 0x50: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x60: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
  Address 0x70: ff ff ff ff c0 02 e6 6c 7f b0 02 ff 0a 44 01 06
    PIC 2                 BUILTIN      BUILTIN           AS-MXC

show chassis hardware (QFX3500 Switch running Enhanced Layer 2 Software)

user@switch> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                P3566             QFX3500
Pseudo CB 0     
Routing Engine 0          BUILTIN      BUILTIN           QFX Routing Engine
FPC 0            REV 16   750-036931   P3566-C           QFX3500-48S4Q
  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           48x 10G-SFP+
    Xcvr 12      REV 01   740-030658   AD1125A0438       SFP+-10G-USR
    Xcvr 13      REV 01   740-030658   AD1125A02GN       SFP+-10G-USR
  PIC 1                   BUILTIN      BUILTIN           4x 40G-QSFP+
  PIC 2         
  MGMT BRD       REV 10   750-036946   BBAW0328          QFX3500-MGMT-RJ45-AFI
Power Supply 0   Rev 05   740-032091   WA13035           JPSU-650W-AC-AFI
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Power Supply 1  
Fan Tray 0                                               QFX3500 Fan Tray, Front
 to Back Airflow
Fan Tray 1                                               QFX3500 Fan Tray, Front
 to Back Airflow
Fan Tray 2                                               QFX3500 Fan Tray, Front
 to Back Airflow

show chassis hardware (QFX5100 Switch running Enhanced Layer 2 Software)

user@switch> show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                TB3113280048      QFX5100-24Q-2P
Pseudo CB 0     
Routing Engine 0          BUILTIN      BUILTIN           QFX Routing Engine
FPC 0            REV 02   650-049942   TB3113280048      QFX5100-24Q-2P
  CPU                     BUILTIN      BUILTIN           FPC CPU
  PIC 0                   BUILTIN      BUILTIN           24x 40G-QSFP
    Xcvr 8       REV 01   740-032986   QA470143          QSFP+-40G-SR4
    Xcvr 14      REV 01   740-032986   QB500525          QSFP+-40G-SR4
  PIC 1          REV 02   611-049555   RR3113310169      QFX-EM-4Q
    Xcvr 0       REV 01   740-032986   QC440904          QSFP+-40G-SR4
    Xcvr 1       REV 01   740-032986   QB240154          QSFP+-40G-SR4
    Xcvr 2       REV 01   740-035085   018110105         QSFP+-40G-LPBK
  PIC 2          REV 02   611-049555   RR3113310209      QFX-EM-4Q
    Xcvr 0       REV 01   740-032986   QB190270          QSFP+-40G-SR4
    Xcvr 1       REV 01   740-035085   018110063         QSFP+-40G-LPBK
    Xcvr 2       REV 01   740-032986   QB210034          QSFP+-40G-SR4
Power Supply 0   REV 03   740-041741   1GA23110973       JPSU-650W-AC-AFO
Power Supply 1   REV 03   740-041741   1GA23090878       JPSU-650W-AC-AFO
Fan Tray 0                                               QFX5100 Fan Tray 0, Front
 to Back Airflow - AFO
Fan Tray 1                                               QFX5100 Fan Tray 1, Front
 to Back Airflow - AFO
Fan Tray 2                                               QFX5100 Fan Tray 2, Front
 to Back Airflow - AFO
Fan Tray 3                                               QFX5100 Fan Tray 3, Front
 to Back Airflow - AFO
Fan Tray 4                                               QFX5100 Fan Tray 4, Front
 to Back Airflow - AFO
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show chassis in-service-upgrade

Syntax show chassis in-service-upgrade

Release Information Command introduced in Junos OS Release 9.0.

Command introduced in Junos OS Release 12.3R2, 13.1R2, and 13.2R1 for TX Matrix Plus

routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for PTX5000 routers.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display the status of Flexible PIC Concentrators (FPCs) and their corresponding PICs

after the most recent unified in-service software upgrade (ISSU). This commandmust

be issued on themaster Routing Engine.

NOTE: Only Intelligent Queuing (IQ) PICs are displayed by this command
output. Unified ISSU status for other PIC types is controlled internally by the
FPC.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

request system software abort•

• request system software in-service-upgrade on page 406

• Unified ISSU Concepts

• Performing a Unified ISSU

• Understanding In-Service Software Upgrade (ISSU) on page 40

• Performing an In-Service Software Upgrade (ISSU) on page 106

List of Sample Output show chassis in-service-upgrade on page 755
show chassis in-service-upgrade (MX2010 Router) on page 755
show chassis in-service-upgrade (MX2020 Router) on page 755
show chassis in-service-upgrade (TXMatrix Plus Router) on page 756
show chassis in-service-upgrade (QFX5100 Switch) on page 757

Output Fields Table 64 on page 755 lists the output fields for the show chassis in-service-upgrade

command. Output fields are listed in the approximate order in which they appear.

Copyright © 2014, Juniper Networks, Inc.754

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 64: show chassis in-service-upgrade Output Fields

Field DescriptionField Name

Flexible PIC Concentrator (FPC) slot number.Item

FPC and corresponding PIC state. State can be either of the follwing:

• Online—FPC is online and running.

• Offline—FPC is powered down.

Status

Reason for the state (if offline).Reason

Sample Output

show chassis in-service-upgrade

user@host> show chassis in-service-upgrade
  Item           Status                  Reason
  FPC 0          Online               
  FPC 1          Online               
  FPC 2          Online               
    PIC 0        Online               
    PIC 1        Online               
  FPC 3          Offline                 Offlined by CLI command                

  FPC 4          Online               
    PIC 1        Online               
  FPC 5          Online               
    PIC 0        Online               
  FPC 6          Online               
    PIC 3        Online               
  FPC 7          Online               

show chassis in-service-upgrade (MX2010 Router)

user@host> show chassis in-service-upgrade
Item           Status                  Reason
  FPC 0          Online               
  FPC 1          Online               
  FPC 8          Online               
  FPC 9          Online               

show chassis in-service-upgrade (MX2020 Router)

user@host> show chassis in-service-upgrade
  Item           Status                  Reason
  FPC 0          Online               
  FPC 1          Online               
  FPC 2          Online               
  FPC 3          Online               
  FPC 4          Online               
  FPC 5          Online               
  FPC 6          Online               
  FPC 7          Online               
  FPC 8          Online               
  FPC 9          Online               
  FPC 10         Online               
  FPC 11         Online               
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  FPC 12         Online               
  FPC 13         Online               
  FPC 14         Online               
  FPC 15         Online               
  FPC 16         Online               
  FPC 17         Online               
  FPC 18         Online               
  FPC 19         Online   

show chassis in-service-upgrade (TXMatrix Plus Router)

user@host> show chassis in-service-upgrade
lcc0-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 1          Online               
    PIC 0        Online               
  FPC 2          Online               
  FPC 3          Online               
    PIC 1        Online               
  FPC 4          Online               
  FPC 6          Online               
  FPC 7          Online               

lcc1-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online               
    PIC 3        Online               
  FPC 1          Online               
  FPC 2          Online               
  FPC 4          Online               
  FPC 6          Online               
  FPC 7          Online               

lcc2-re0:                               
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online               
  FPC 2          Online               
  FPC 3          Online               
    PIC 0        Online               
  FPC 4          Online               
  FPC 6          Online               
  FPC 7          Online               
    PIC 1        Online               

lcc3-re0:
--------------------------------------------------------------------------
  Item           Status                  Reason
  FPC 0          Online               
    PIC 0        Online               
  FPC 1          Online               
  FPC 2          Online               
  FPC 3          Online               
    PIC 2        Online               
  FPC 4          Online               
  FPC 5          Online               
  FPC 6          Online                 
  FPC 7          Online               
    PIC 1        Online               
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show chassis in-service-upgrade (QFX5100 Switch)

user@switch> show chassis in-service-upgrade
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
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show chassis lcd

show chassis lcd (EX
Series)

show chassis lcd
<fpc-slot fpc-slot-number>
<menu <(all-members | local | membermember-id)>>

show chassis lcd (QFX
Series and QFabric

Systems)

show chassis lcd
<fpc-slot fpc-slot-number>
<interconnect-device device-id>
<node-device device-id>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

menu option introduced in Junos OS Release 10.2 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 13.1 for QFabric systems.

Description Display the information that appears on the LCD panel of EX3200, EX3300, EX4200,

EX4500, EX6200, and EX8200 switches, XRE200 External Routing Engines, QFX Series

standaloneswitches, and InterconnectdevicesandNodedeviceswithinaQFabric system.

Display the status of the currently selected port parameter of the Status LED for each

network port on the device.

Options none—Display the information that appears on the LCDpanel (for any EXSeriesmember

switch in a Virtual Chassis or for XRE200 External Routing Engines, display the

information for all Virtual Chassis members). Display the status of the currently

selected port parameter of the Status LED for each network port.

fpc-slot <fpc-slot-number>—(Optional) Display the information as follows:

• (EX3200, EX3300, EX4200, andEX4500 switches, or theQFXSeries) Display the

information that appears on the LCD panel for either an FPC slot with no

fpc-slot-number value specified or for the FPC slot specified by fpc-slot 0. fpc-slot

refers to the switch itself and 0 is the only valid value for fpc-slot-number. Output

for these options is the same as for the none option.

Also display the status of the currently selected port parameter of the Status LED

for each network port.

• (EXSeriesVirtualChassismember switchesorXRE200ExternalRoutingEngines)

If no fpc-slot-number value is specified, display the information that appears on

the LCD panel for all members of the Virtual Chassis. Output for this option is the

same as for the none option. If the fpc-slot-number value is specified (it equals the

member-id value), display the information for the specified member.

Also display the status of the currently selected port parameter of the Status LED

for each network port.

• (EX6200 or EX8200 switches)—Display the information that appears on the LCD

panel for the line card in the line-card slot specified by the fpc-slot-number value.

Also display the status of the currently selected port parameter of the Status LED

for each network port.
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interconnect-devicedevice-id—(QFabric systemsonly) (Optional)Display the frontpanel

contents and LED status of all the ports on the Interconnect device.

menu—(Optional) Display the names of themenus andmenu options that are currently

enabled on the LCD panel.

menu all-members—(EX Series Virtual Chassis member switches or XRE200 External

RoutingEngines) (Optional)Display thenamesof themenusandmenuoptions that

are currently enabled on the LCD panel for all Virtual Chassis members.

menu local—(EX Series Virtual Chassis member switches or XRE200 External Routing

Engines) (Optional) Display the names of the menus andmenu options that are

currently enabled on the LCD panel for the Virtual Chassis member fromwhich you

issued the command.

menumembermember-id—(EX Series Virtual Chassis member switches or XRE200

External Routing Engines) (Optional) Display the names of the menus andmenu

options that are currently enabled on the LCD panel for the specified Virtual Chassis

member.

node-devicedevice-id—(QFabric systemsonly) (Optional)Display the frontpanel contents

and LED status of all the ports on the Node device.

Required Privilege
Level

view

Related
Documentation

LCD Panel in EX3200 Switches•

• LCD Panel in EX4200 Switches

• LCD Panel in EX4500 Switches

• LCD Panel in an EX8200 Switch

• LCD Panel in an XRE200 External Routing Engine

• Configuring the LCD Panel on EX Series Switches (CLI Procedure)

• set chassis display message

List of Sample Output show chassis lcd (Two-Member EX4200 Virtual Chassis) on page 760
show chassis lcd fpc-slot 1 (EX4200 Virtual Chassis) on page 762
show chassis lcd (EX8200 Switch) on page 762
show chassis lcd fpc-slot 2 (EX8200 Switch) on page 764
show chassis lcdmenu (EX4200 Switch) on page 764
show chassis lcdmenu (EX8200 Switch) on page 764
show chassis lcd (QFX3500 Switches) on page 765
show chassis lcd (XRE200 External Routing Engine in EX8200 Virtual
Chassis) on page 765
show chassis lcd interconnect-device (QFabric Systems) on page 768
show chassis lcd node-device (QFabric Systems) on page 770

Output Fields Table 65 on page 760 lists the output fields for the show chassis lcd command. Output

fields are listed in the approximate order in which they appear.
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Table 65: show chassis lcd Output Fields

Field DescriptionField Name

Member ID of the device whose content is being displayed.membernumber (XRE200 External
Routing Engine)

FPC slot number of the switch whose content is being displayed. The number is always 0, except
for EX4200 switches in a Virtual Chassis, where it is the member ID value.

On EX6200 switches, EX8200 switches, and XRE200 External Routing Engines, no slot number
is displayed.

On XRE200 External Routing Engines, this field appears under themember number field for each
member device in the EX8200 Virtual Chassis.

Front panel contents for slot

Front panel contents (EX6200,
EX8200 switch, XRE200 External
Routing Engine, and QFX Series)

The first line displays the hostname (for Virtual Chassis members, displays the member ID, the
current role, and hostname; for EX8200 switches, displays RE and the hostname). The second
line displays the currently selected port parameter of the Status LED and the alarms counter. The
Status LED port parameters are:

• ADM—Administrative

• SPD—Speed

• DPX—Duplex

• POE—Power over Ethernet (EX3200 and EX4200 switches only)

LCD screen

Current state of the Alarms, System, and Master LEDs (chassis status LEDs).LEDs status

Names of the interfaces on the switch.Interface

State of the currently selected port parameter of the Status LED for the interface. The Status
LED port parameters are:

NOTE: The XRE200 External Routing Engine always displays the NA parameter. The QFX Series
products do not have any of the port parameters listed below.

• ADM—Administrative

• SPD—Speed

• DPX—Duplex

• NA—Not applicable.

• POE—Power over Ethernet

LED (ADM/SPD/DPX/POE)

OnstandaloneEXSeriesandQFXSeries switches, always0. OnEXSeriesVirtualChassismember
switches, member ID of the Virtual Chassis member whose LCDmenu is displayed.

fpcx

Sample Output

show chassis lcd (Two-Member EX4200 Virtual Chassis)

user@switch> show chassis lcd
Front panel contents for slot: 0
---------------------------------
LCD screen:
    00:BK switch1
    LED:SPD ALARM 00
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LEDs status:
    Alarms LED: Off
    System LED: Green
    Master LED: Off
Interface       LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-0/0/0        Off
ge-0/0/1        Off
ge-0/0/2        Off
ge-0/0/3        Off
ge-0/0/4        Off
ge-0/0/5        Off
ge-0/0/6        Off
ge-0/0/7        Off
ge-0/0/8        Off
ge-0/0/9        Off
ge-0/0/10       Off
ge-0/0/11       Off
ge-0/0/12       Off
ge-0/0/13       Off
ge-0/0/14       Off
ge-0/0/15       Off
ge-0/0/16       Off
ge-0/0/17       Off
ge-0/0/18       Off
ge-0/0/19       Off
ge-0/0/20       Off
ge-0/0/21       Off
ge-0/0/22       Off
ge-0/0/23       Off
Front panel contents for slot: 1
---------------------------------
LCD screen:
    01:RE switch2
    LED:SPD ALARM 01
LEDs status:
    Alarms LED: Yellow
    System LED: Green
    Master LED: Green
Interface       LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-1/0/0        Off
ge-1/0/1        Off
ge-1/0/2        Off
ge-1/0/3        Off
ge-1/0/4        Off
ge-1/0/5        Off
ge-1/0/6        Off
ge-1/0/7        Off
ge-1/0/8        Off
ge-1/0/9        Off
ge-1/0/10       Off
ge-1/0/11       Off
ge-1/0/12       Off
ge-1/0/13       Off
ge-1/0/14       Off
ge-1/0/15       Off
ge-1/0/16       Off
ge-1/0/17       Off
ge-1/0/18       Off
ge-1/0/19       Off
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ge-1/0/20       Off
ge-1/0/21       Off
ge-1/0/22       Off
ge-1/0/23       Off

The output for the show chassis lcd fpc-slot command is the same as the output for the

show chassis lcd command.

show chassis lcd fpc-slot 1 (EX4200 Virtual Chassis)

user@switch> show chassis lcd fpc-slot 1
Front panel contents for slot: 1
---------------------------------
LCD screen:
    01:RE switch2
    LED:SPD ALARM 01
LEDs status:
    Alarms LED: Yellow
    System LED: Green
    Master LED: Green
Interface       LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-1/0/0        Off
ge-1/0/1        Off
ge-1/0/2        Off
ge-1/0/3        Off
ge-1/0/4        Off
ge-1/0/5        Off
ge-1/0/6        Off
ge-1/0/7        Off
ge-1/0/8        Off
ge-1/0/9        Off
ge-1/0/10       Off
ge-1/0/11       Off
ge-1/0/12       Off
ge-1/0/13       Off
ge-1/0/14       Off
ge-1/0/15       Off
ge-1/0/16       Off
ge-1/0/17       Off
ge-1/0/18       Off
ge-1/0/19       Off
ge-1/0/20       Off
ge-1/0/21       Off
ge-1/0/22       Off
ge-1/0/23       Off

show chassis lcd (EX8200 Switch)

user@switch> show chassis lcd
Front panel contents:
---------------------
LCD screen:
    RE st-8200-r
    LED:ADM ALARM 01
LEDs status:
    Alarms LED: Yellow
    System LED: Yellow
    Master LED: Green
Interface       LED(ADM/SPD/DPX)
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------------------------------------------
ge-0/0/0        Off
ge-0/0/1        Off
ge-0/0/2        Off
ge-0/0/3        Off
ge-0/0/4        Off
ge-0/0/5        Off
ge-0/0/6        Off
ge-0/0/7        Off
ge-0/0/8        Off
ge-0/0/9        Off
ge-0/0/10       Off
ge-0/0/11       Off
ge-0/0/12       Off
ge-0/0/13       Off
ge-0/0/14       Off
ge-0/0/15       Off
ge-0/0/16       Off
ge-0/0/17       Off
ge-0/0/18       Off
ge-0/0/19       Off
ge-0/0/20       Off
ge-0/0/21       Off
ge-0/0/22       Off
ge-0/0/23       Off
ge-0/0/24       Off
ge-0/0/25       Off
ge-0/0/26       Off
ge-0/0/27       Off
ge-0/0/28       Off
ge-0/0/29       Off
ge-0/0/30       Off
ge-0/0/31       Off
ge-0/0/32       Off
ge-0/0/33       Off
ge-0/0/34       Off
ge-0/0/35       Off
ge-0/0/36       Off
ge-0/0/37       Off
ge-0/0/38       Off
ge-0/0/39       Off
ge-0/0/40       Off
ge-0/0/41       Off
ge-0/0/42       Off
ge-0/0/43       Off
ge-0/0/44       Off
ge-0/0/45       Off
ge-0/0/46       Off
ge-0/0/47       Off
xe-2/0/0        Off
xe-2/0/1        Off
xe-2/0/2        Off
xe-2/0/3        Off
xe-2/0/4        Off
xe-2/0/5        Off
xe-2/0/6        Off
xe-2/0/7        Off
xe-3/0/0        Off
xe-3/0/1        Off
xe-3/0/2        Off
xe-3/0/3        Off
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xe-3/0/4        Off
xe-3/0/5        Off
xe-3/0/6        Off
xe-3/0/7        Off
xe-5/0/0        Off
xe-5/0/1        Off
xe-5/0/2        Off
xe-5/0/3        Off
xe-5/0/4        Off
xe-5/0/5        Off
xe-5/0/6        On
xe-5/0/7        On
xe-7/0/5        Off

show chassis lcd fpc-slot 2 (EX8200 Switch)

show chassis lcd fpc-slot 2

Interface       LED(ADM/SPD/DPX)
------------------------------------------
xe-2/0/0        Off
xe-2/0/1        Off
xe-2/0/2        Off
xe-2/0/3        Off
xe-2/0/4        Off
xe-2/0/5        Off
xe-2/0/6        Off
xe-2/0/7        Off

show chassis lcdmenu (EX4200 Switch)

user@switch> show chassis lcdmenu
fpc0:
--------------------------------------------------------------------------
status-menu
status-menu vcp-status
status-menu power-status
status-menu environ-menu
status-menu show-version
maintenance-menu
maintenance-menu halt-menu
maintenance-menu system-reboot
maintenance-menu rescue-config
maintenance-menu vc-uplink-config
maintenance-menu factory-default

On an EX4200 switch in a Virtual Chassis, the output for the show chassis lcdmenu

all-memberscommand is thesameas theoutput for theshowchassis lcdmenucommand.

show chassis lcdmenu (EX8200 Switch)

user@switch> show chassis lcdmenu
status-menu
status-menu sf-status1-menu
status-menu sf-status2-menu
status-menu psu-status1-menu
status-menu psu-status2-menu
status-menu environ-menu
status-menu show-version
maintenance-menu
maintenance-menu halt-menu
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maintenance-menu system-reboot
maintenance-menu rescue-config
maintenance-menu factory-default

show chassis lcd (QFX3500 Switches)

user@switch> show chassis lcd
Front panel contents for slot: 0
---------------------------------
LCD screen:
00:RE switch
ALARM 01
LEDs status:
Status/Beacon LED: Yellow Blinking
Interface STATUS LED ACTIVITY LED
-------------------------------------------
fte-0/1/0 Off Off

show chassis lcd (XRE200 External Routing Engine in EX8200 Virtual Chassis)

user@external-routing-engine> show chassis lcd
member0:
--------------------------------------------------------------------------
Front panel contents:
---------------------
LCD screen:
    RE ex8200-member0
    LED:ADM ALARM 04
LEDs status:
    Alarms LED: Red
    System LED: Yellow
    Master LED: Green

member1:
--------------------------------------------------------------------------

member8:
--------------------------------------------------------------------------
Front panel contents:
---------------------
LCD screen:
    BACKUP

member9:
--------------------------------------------------------------------------
Front panel contents:
---------------------
LCD screen:
    09:RE xre200-member9
    LED: NA ALARM 01
Interface       LED(ADM/SPD/DPX/POE)
------------------------------------------
ge-0/0/0        On
ge-0/0/1        On
ge-0/0/2        On
ge-0/0/3        On
ge-0/0/4        Off
ge-0/0/5        Off
ge-0/0/6        Off
ge-0/0/7        Off
ge-0/0/8        Off
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ge-0/0/9        Off
ge-0/0/10       On
ge-0/0/11       Off
ge-0/0/12       Off
ge-0/0/13       Off
ge-0/0/14       Off
ge-0/0/15       Off
ge-0/0/16       Off
ge-0/0/17       Off
ge-0/0/18       Off
ge-0/0/19       Off
ge-0/0/20       Off
ge-0/0/21       Off
ge-0/0/22       Off
ge-0/0/23       Off
ge-0/0/24       Off
ge-0/0/25       Off
ge-0/0/26       Off
ge-0/0/27       Off
ge-0/0/28       Off
ge-0/0/29       Off
ge-0/0/30       Off
ge-0/0/31       Off
ge-0/0/32       Off
ge-0/0/33       Off
ge-0/0/34       Off
ge-0/0/35       Off
ge-0/0/36       Off
ge-0/0/37       Off
ge-0/0/38       Off
ge-0/0/39       Off
ge-0/0/40       On
ge-0/0/41       On
ge-0/0/42       On
ge-0/0/43       On
ge-0/0/44       On
ge-0/0/45       On
ge-0/0/46       On
ge-0/0/47       On
ge-16/0/0       On
ge-16/0/1       Off
ge-16/0/2       On
ge-16/0/3       Off
ge-16/0/4       On
ge-16/0/5       Off
ge-16/0/6       On
ge-16/0/7       Off
ge-16/0/8       Off
ge-16/0/9       Off
ge-16/0/10      Off
ge-16/0/11      Off
ge-16/0/12      Off
ge-16/0/13      On
ge-16/0/14      Off
ge-16/0/15      On
ge-16/0/16      Off
ge-16/0/17      On
ge-16/0/18      On
ge-16/0/19      On
ge-16/0/20      On
ge-16/0/21      Off
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ge-16/0/22      On
ge-16/0/23      Off
ge-16/0/24      Off
ge-16/0/25      Off
ge-16/0/26      On
ge-16/0/27      Off
ge-16/0/28      Off
ge-16/0/29      Off
ge-16/0/30      On
ge-16/0/31      Off
ge-16/0/32      On
ge-16/0/33      On
ge-16/0/34      On
ge-16/0/35      Off
ge-16/0/36      On
ge-16/0/37      Off
ge-16/0/38      Off
ge-16/0/39      Off
ge-16/0/40      Off
ge-16/0/41      Off
ge-16/0/42      On
ge-16/0/43      Off
ge-16/0/44      Off
ge-16/0/45      Off
ge-16/0/46      Off
ge-16/0/47      Off
xe-19/0/0       Off
xe-19/0/1       On
xe-19/0/2       On
xe-19/0/3       On
xe-19/0/4       On
xe-19/0/5       On
ge-22/0/0       Off
ge-22/0/1       Off
ge-22/0/2       On
ge-22/0/3       Off
ge-22/0/4       On
ge-22/0/5       On
ge-22/0/6       On
ge-22/0/7       On
ge-22/0/8       Off
ge-22/0/9       Off
ge-22/0/10      Off
ge-22/0/11      Off
ge-22/0/12      Off
ge-22/0/13      Off
ge-22/0/14      Off
ge-22/0/15      Off
ge-22/0/16      On
ge-22/0/17      Off
ge-22/0/18      On
ge-22/0/19      Off
ge-22/0/20      On
ge-22/0/21      Off
ge-22/0/22      On
ge-22/0/23      Off
ge-22/0/24      On
ge-22/0/25      Off
ge-22/0/26      Off
ge-22/0/27      Off
ge-22/0/28      Off
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ge-22/0/29      Off
ge-22/0/30      Off
ge-22/0/31      Off
ge-22/0/32      On
ge-22/0/33      Off
ge-22/0/34      On
ge-22/0/35      Off
ge-22/0/36      Off
ge-22/0/37      Off
ge-22/0/38      Off
ge-22/0/39      Off
ge-22/0/40      Off
ge-22/0/41      Off
ge-22/0/42      Off
ge-22/0/43      Off
ge-22/0/44      Off
ge-22/0/45      Off
ge-22/0/46      Off
ge-22/0/47      Off

show chassis lcd interconnect-device (QFabric Systems)

show chassis lcd interconnect-device IC-F1012
                Front Panel Module Information
                ---------------------------------
                LCD screen:
                IC-F1012        3 Alarms active 
LEDs status:
    Status LED: Green  
    Power LED : Green  
    Major Alarm LED: off    
    Minor Alarm LED: Yellow 
    Fan 0 LED : Green  
    Fan 1 LED : Green  
    Fan 2 LED : Green  
    Fan 3 LED : Green  
    Fan 4 LED : Green  
    Fan 5 LED : Green  
    Fan 6 LED : Green  
    Fan 7 LED : Green  
    Fan 8 LED : Green  
    Fan 9 LED : Green  
    PEM 0 LED : Green  
    PEM 1 LED : Green  
    PEM 2 LED : Green  
    PEM 3 LED : off    
    PEM 4 LED : off    
    PEM 5 LED : off    

                LED info for: CB - 0
                ---------------------------------
LEDs status:
    Status LED: Green  
    Mastership LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F1012:pme0 :         Green           N/A
IC-F1012:pme1 :         Green           N/A
IC-F1012:pme2 :         off             N/A
IC-F1012:pme3 :         off             N/A
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                LED info for: CB - 1
                ---------------------------------
LEDs status:
    Status LED: Green  
    Mastership LED: Amber  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F1012:pme0 :         Green           N/A
IC-F1012:pme1 :         Green           N/A
IC-F1012:pme2 :         off             N/A
IC-F1012:pme3 :         off             N/A

                LED info for: FC 0 FPC - 0
                ---------------------------------
LEDs status:
    Status LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F1012:fte-0/0/0      Green           N/A
IC-F1012:fte-0/0/1      Green           N/A
IC-F1012:fte-0/0/2      Green           N/A
IC-F1012:fte-0/0/3      Green           N/A
IC-F1012:fte-0/0/4      Green           N/A

                LED info for: FC 1 FPC - 1
                ---------------------------------
LEDs status:
    Status LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F1012:fte-1/0/0      Green           N/A
IC-F1012:fte-1/0/1      Green           N/A
IC-F1012:fte-1/0/2      Green           N/A
IC-F1012:fte-1/0/3      Green           N/A
IC-F1012:fte-1/0/4      Green           N/A

                LED info for: RC 0 FPC - 8
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 1 FPC - 9
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 2 FPC - 10
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 3 FPC - 11
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 4 FPC - 12
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                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 5 FPC - 13
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 6 FPC - 14
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 7 FPC - 15
                ---------------------------------
LEDs status:
    Status LED: Green

show chassis lcd node-device (QFabric Systems)

show chassis lcd node-device P3774-C
                Front panel contents for: P3774-C
                -----------------------------------
                LCD screen:
                P3774-C          
LEDs status:
    Status/Beacon LED: Yellow Blinking

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
P3774-C:xe-0/0/6        Green           Green
P3774-C:xe-0/0/7        Green           Green
P3774-C:ge-0/0/10       Green           Green
P3774-C:ge-0/0/11       Green           Green Blinking
P3774-C:ge-0/0/12       Green           Off
P3774-C:ge-0/0/13       Green           Green Blinking
P3774-C:ge-0/0/20       Green           Green
P3774-C:ge-0/0/21       Green           Green
P3774-C:ge-0/0/22       Green           Green Blinking
P3774-C:ge-0/0/23       Green           Off
P3774-C:ge-0/0/30       Green           Green
P3774-C:ge-0/0/31       Green           Green
P3774-C:ge-0/0/32       Green           Green Blinking
P3774-C:ge-0/0/33       Green           Green Blinking
P3774-C:fte-0/1/0       Green           Green
P3774-C:fte-0/1/1       Green           Green Blinking
P3774-C:fte-0/1/2       Green           Green Blinking
P3774-C:fte-0/1/3       Green           Green
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show chassis led

show chassis led (EX
Series)

show chassis led
<fpc-slot <fpc-slot-number>>

show chassis led (QFX
Series)

show chassis led
<fpc-slot <fpc-slot-number>>
interconnect-device name
node-device name

Release Information Command introduced in Junos OS Release 10.1 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the statusandcolors of the chassis LEDson the front panel of the switch. Amajor

alarm (red) indicates a critical error condition that requires immediate action. A minor

alarm (yellow) indicates a noncritical condition that requiresmonitoring ormaintenance.

A minor alarm that is left uncheckedmight cause interruption in service or performance

degradation.

Options none—Display the status of the chassis status LEDs (for EX4200 switches configured as

a Virtual Chassis, display the information for all Virtual Chassis members).

fpc-slot<fpc-slot-number>—(Optional) (NotonEX2200switches)Display the information

as follows:

• (EX3200, standalone EX4200, standalone QFX3500, and EX4500 switches)

Display the status of the chassis status LEDs for either an FPC slot with no

fpc-slot-number value specified or for the FPC slot specified by fpc-slot 0. fpc-slot

refers to the switch itself and 0 is the only valid value for fpc-slot-number. Output

for these options is the same as for the none option.

• (EX4200 switches in a Virtual Chassis with two or more members) If no

fpc-slot-number value is specified, display the status of the chassis status LEDs

for all members of the Virtual Chassis. Output for this option is the same as for

the none option. If the fpc-slot-number value is specified (it equals themember-id

value), display the status of the chassis status LEDs for the specified member.

• (EX8200switches)—Display the statusof the chassis status LEDs for the line card

in the line-card slot specified by the fpc-slot-number value.

interconnect-device name—

— (QFabric systems only) (Optional) Display the status of the chassis and interface

status LEDs for the Interconnect device.

node-device name— (QFabric systems only) (Optional) Display the status of the chassis

and interface status LEDs for the Node device.

Required Privilege
Level

view
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Related
Documentation

Chassis Status LEDs in EX2200 Switches•

• Chassis Status LEDs in EX3200 Switches

• Chassis Status LEDs in EX4200 Switches

• Chassis Status LEDs in EX4500 Switches

• Chassis Status LEDs in an EX8200 Switch

• Chassis Status LEDs on a QFX3500 Device

• Chassis Status LEDs in the QFX3600 and QFX3600-I Device

• Management Port LEDs on a QFX3500 Device

• Management Port LEDs in the QFX3600 and QFX3600-I Device

• Chassis Status LEDs on a QFX3008-I Interconnect Device

• Control Board LEDs on a QFX3008-I Interconnect Device

List of Sample Output show chassis led (EX2200 Switch) on page 775
show chassis led on page 776
show chassis led fpc-slot 0 on page 776
show chassis led (EX Series) on page 777
show chassis led node-device (QFabric SystemNode Device) on page 778
show chassis led interconnect-device (QFabric System - QFX3600-I Interconnect
Device) on page 778
show chassis led interconnect-device (QFabric System - QFX3008-I Interconnect
Device) on page 779

Output Fields Table 54 on page 478 lists the output fields for the show chassis led command. Output

fields are listed in the approximate order in which they appear.

Table 66: show chassis led Output Fields

Field DescriptionField Name

FPC slot number of the device whose content is being displayed. The number
is always 0, except for EX4200 switches in a Virtual Chassis, where it is the
member ID value.

On EX8200 switches, no slot number is displayed.

On QFabric systemNode devices, the name of the Node device whose content
is being displayed.

Front panel contents for slot

Front panel contents (EX8200 Switches)

FrontPanelModule Information (QFabricsystem
QFX3008-I Interconnect device)

Front panel contents for (QFabric systemNode
devices and QFX3600-I Interconnect devices)

(EX Series switches only) Displays status of the ALM LED:

• Off—No alarm has been configured.

• Green—No alarm has been triggered.

• Red—Major alarm.

• Yellow—Minor alarm

Alarms LED
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Table 66: show chassis led Output Fields (continued)

Field DescriptionField Name

(EX Series switches only) Displays status of the SYS LED:

• Off—Switch is powered off.

• Green—Switch is operating normally.

• Yellow—Switch is booting.

System LED

Displays status of the MST LED (on EX3200, EX4200, and EX8200 switches):

• Green—On an EX4200 Virtual Chassis switch, indicates the switch is the
master in the Virtual Chassis configuration. On other switches, indicates that
the Routing Engine is operational.

• Off

• On an EX4200 Virtual Chassis switch, indicates that this switch is not the
master in the Virtual Chassis configuration.

• On EX3200, standalone EX4200, and EX8200 switches, indicates that
the Routing Engine is not operational.

Master LED:

(EX Series switches only) On an EX2200 switch only, displays the currently
selected port parameter of the Status LED:

• ADM—Administrative

• SPD—Speed

• DPX—Duplex

• POE—Power over Ethernet

Mode LED:

(QFX Series only) Displays the system status as indicated by the Status LED
on the chassis. For more information, see:

• Chassis Status LEDs on a QFX3500 Device

• Chassis Status LEDs in the QFX3600 and QFX3600-I Device

Status/Beacon LED

(QFX Series only) Displays the link status and speed of a management port.
For more information, see:

• Management Port LEDs on a QFX3500 Device

• Management Port LEDs in the QFX3600 and QFX3600-I Device

LINK/SPEED LED

(QFX Series only) Displays the activity status of a management port. For more
information, see:

• Management Port LEDs on a QFX3500 Device

• Management Port LEDs in the QFX3600 and QFX3600-I Device

ACTIVITY LED

(QFX Series only) Displays the link status of an interface as indicated by the ST
LED. For more information, see:

• Control Board LEDs on a QFX3008-I Interconnect Device

• Access Port and Uplink Port LEDs on a QFX3500 Device

• Access Port and Uplink Port LEDs on a QFX3600 or QFX3600-I Device

STATUS LED

773Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



Table 66: show chassis led Output Fields (continued)

Field DescriptionField Name

(QFX Series only) Displays link activity or faults on an interface as indicated by
the LA LED. For more information, see:

• Access Port and Uplink Port LEDs on a QFX3500 Device

• Access Port and Uplink Port LEDs on a QFX3600 or QFX3600-I Device

LINK/ACTIVITY LED

(QFX3008-I Interconnect device only)

• Displays the system status as indicated by the STATUS LED on the front
panel of the chassis. For more information, see Chassis Status LEDs on a
QFX3008-I Interconnect Device.

• Displays the status of a Control Board as indicated by the STATUS LED on
the Control Board. For more information, see Control Board LEDs on a
QFX3008-I Interconnect Device.

Status LED

(QFX3008-I Interconnect device only) Displays the status of system power on
the device. For more information, see Chassis Status LEDs on a QFX3008-I
Interconnect Device.

Power LED

(QFX3008-I Interconnectdeviceonly)Displayswhether acritical error condition
that requires immediate action exists on the device. For more information, see
Chassis Status LEDs on a QFX3008-I Interconnect Device.

Major Alarm LED

(QFX3008-I Interconnect device only) Displayswhether a noncritical condition
that requires monitoring or maintenance exists on the device. For more
information, see Chassis Status LEDs on a QFX3008-I Interconnect Device.

Minor Alarm LED

(QFX3008-I Interconnect device only) Displays the status of fan trays on the
device. For more information, see Chassis Status LEDs on a QFX3008-I
Interconnect Device.

Fan 0 LED

Fan 1 LED

Fan 2 LED

Fan 3 LED

Fan 4 LED

Fan 5 LED

Fan 6 LED

Fan 7 LED

Fan 8 LED

(QFX3008-I Interconnect device only) Displays the status of power supplies
on the device. For more information, see Chassis Status LEDs on a QFX3008-I
Interconnect Device.

PEM0 LED

PEM 1 LED

PEM 2 LED

PEM 3 LED

PEM4 LED
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Table 66: show chassis led Output Fields (continued)

Field DescriptionField Name

(QFX3008-I Interconnectdeviceonly)Displays theLED information foraControl
Board.

LED info for

(QFX3008-I Interconnect device only) Displays status of the MASTER LED on
a Control Board. For more information, see Control Board LEDs on a QFX3008-I
Interconnect Device.

Mastership LED

Names of the interfaces on the device.Interface

(EX Series switches only) State of the currently selected port parameter of the
Status LED for the interface. The Status LED port parameters are:

NOTE: EX4500 and EX8200 switches do not have the POE port parameter.

• ADM—Administrative

• SPD—Speed

• DPX—Duplex

• POE—Power over Ethernet

LED (ADM/SPD/DPX/POE)

Sample Output

show chassis led (EX2200 Switch)

user@switch> show chassis led
Front panel contents for slot: 0
---------------------------------
LEDs status:
    Alarms LED: Amber  
    System LED: Green  
    Mode LED  : Duplex 
Interface    LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-0/0/0        Off                  
ge-0/0/1        Full Duplex          
ge-0/0/2        Full Duplex          
ge-0/0/3        Off                  
ge-0/0/4        Off                  
ge-0/0/5        Full Duplex          
ge-0/0/6        Full Duplex          
ge-0/0/7        Full Duplex          
ge-0/0/8        Full Duplex          
ge-0/0/9        Full Duplex          
ge-0/0/10       Full Duplex          
ge-0/0/11       Full Duplex          
ge-0/0/12       Full Duplex          
ge-0/0/13       Full Duplex          
ge-0/0/14       Full Duplex          
ge-0/0/15       Full Duplex             
ge-0/0/16       Full Duplex          
ge-0/0/17       Full Duplex          
ge-0/0/18       Full Duplex          
ge-0/0/19       Full Duplex          
ge-0/0/20       Full Duplex          
ge-0/0/21       Full Duplex          
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ge-0/0/22       Off                  
ge-0/0/23       Off                  
ge-0/0/24       Full Duplex          
ge-0/0/25       Full Duplex          
ge-0/0/26       Off                  
ge-0/0/27       Off                  
ge-0/0/28       Full Duplex          
ge-0/0/29       Full Duplex       

show chassis led

user@switch> show chassis led

Front panel contents for slot: 0
---------------------------------
LEDs status:
    Alarms LED: Off
    System LED: Green
    Master LED: Green
Interface       LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-0/0/0        Off                  
ge-0/0/1        Full Duplex          
ge-0/0/2        Full Duplex          
ge-0/0/3        Off                  
ge-0/0/4        Off                  
ge-0/0/5        Full Duplex          
ge-0/0/6        Full Duplex          
ge-0/0/7        Full Duplex          
ge-0/0/8        Full Duplex          
ge-0/0/9        Full Duplex          
ge-0/0/10       Full Duplex          
ge-0/0/11       Full Duplex          
ge-0/0/12       Full Duplex          
ge-0/0/13       Full Duplex          
ge-0/0/14       Full Duplex          
ge-0/0/15       Full Duplex             
ge-0/0/16       Full Duplex          
ge-0/0/17       Full Duplex          
ge-0/0/18       Full Duplex          
ge-0/0/19       Full Duplex          
ge-0/0/20       Full Duplex          
ge-0/0/21       Full Duplex          
ge-0/0/22       Off                  
ge-0/0/23       Off                  
ge-0/0/24       Full Duplex          
ge-0/0/25       Full Duplex          
ge-0/0/26       Off                  
ge-0/0/27       Off                  
ge-0/0/28       Full Duplex          
ge-0/0/29       Full Duplex        

show chassis led fpc-slot 0

user@switch> show chassis led fpc-slot 0
Front panel contents for slot: 0
---------------------------------
LEDs status:
    Alarms LED: Red
    System LED: Green
    Master LED: Green
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Interface       LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-0/0/0        Off
ge-0/0/1        Off
ge-0/0/2        Off
ge-0/0/3        Off
ge-0/0/4        Off
ge-0/0/5        Off
ge-0/0/6        Off
ge-0/0/7        Off
ge-0/0/8        Off
ge-0/0/9        Off
ge-0/0/10       Off
ge-0/0/11       Off
ge-0/0/12       Off
ge-0/0/13       Off
ge-0/0/14       Off
ge-0/0/15       Off
ge-0/0/16       Off
ge-0/0/17       Off
ge-0/0/18       Off
ge-0/0/19       Off
ge-0/0/20       Off
ge-0/0/21       Off
ge-0/0/22       Off
ge-0/0/23       Off

show chassis led (EX Series)

user@switch> show chassis led
Front panel contents for slot: 0
---------------------------------
LEDs status:
Alarms LED: Amber
Status LED: Green
Mode LED : Duplex
Interface LED(ADM/SPD/DPX/POE)
-------------------------------------
ge-0/0/0 Off
ge-0/0/1 Full Duplex
ge-0/0/2 Full Duplex
ge-0/0/3 Off
ge-0/0/4 Off
ge-0/0/5 Full Duplex
ge-0/0/6 Full Duplex
ge-0/0/7 Full Duplex
ge-0/0/8 Full Duplex
ge-0/0/9 Full Duplex
ge-0/0/10 Full Duplex
ge-0/0/11 Full Duplex
ge-0/0/12 Full Duplex
ge-0/0/13 Full Duplex
ge-0/0/14 Full Duplex
ge-0/0/15 Full Duplex
ge-0/0/16 Full Duplex
ge-0/0/17 Full Duplex
ge-0/0/18 Full Duplex
ge-0/0/19 Full Duplex
ge-0/0/20 Full Duplex
ge-0/0/21 Full Duplex
ge-0/0/22 Off
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ge-0/0/23 Off
ge-0/0/24 Full Duplex
ge-0/0/25 Full Duplex
ge-0/0/26 Off
ge-0/0/27 Off
ge-0/0/28 Full Duplex
ge-0/0/29 Full Duplex

show chassis led node-device (QFabric SystemNode Device)

user@switch> show chassis led node-device node1
 Front panel contents for: node1
LEDs status:
    Status/Beacon LED: Yellow Blinking

Interface              LINK/SPEED LED      ACTIVITY LED
--------------------------------------------------------
node1:me5              Green               N/A
node1:me6              Green               N/A

Interface              STATUS LED      LINK/ACTIVITY LED
----------------------------------------------------
node1:xe-0/0/8         Green           Green
node1:ge-0/0/10        Green           Green
node1:ge-0/0/12        Green           Green
node1:ge-0/0/24        Green           Green
node1:ge-0/0/25        Green           Green
node1:ge-0/0/26        Green           Green
node1:ge-0/0/27        Green           Green
node1:ge-0/0/28        Green           Green
node1:ge-0/0/29        Green           Green
node1:ge-0/0/30        Green           Green
node1:ge-0/0/31        Green           Green
node1:ge-0/0/32        Green           Green
node1:ge-0/0/33        Green           Green
node1:ge-0/0/34        Green           Green
node1:ge-0/0/35        Green           Green
node1:ge-0/0/36        Green           Green
node1:ge-0/0/37        Green           Green
node1:ge-0/0/38        Green           Green
node1:ge-0/0/39        Green           Green
node1:fte-0/1/0        Green           Green Blinking
node1:fte-0/1/2        Green           Green Blinking

show chassis led interconnect-device (QFabric System - QFX3600-I Interconnect Device)

user@switch> show chassis led interconnect-device IC-EG0712
                Front panel contents for: FPC 0
                -----------------------------------
LEDs status:
    Status/Beacon LED: Yellow Blinking

Interface               LINK/SPEED LED      ACTIVITY LED
--------------------------------------------------------
IC-EG0712:me5           Green               N/A
IC-EG0712:me6           Green               N/A

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-EG0712:fte-0/1/0     Green           Green
IC-EG0712:fte-0/1/1     Green           Green Blinking
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IC-EG0712:fte-0/1/2     Green           Green
IC-EG0712:fte-0/1/3     Green           Green Blinking
IC-EG0712:fte-0/1/4     Green           Green
IC-EG0712:fte-0/1/5     Green           Green Blinking
IC-EG0712:fte-0/1/6     Green           Green
IC-EG0712:fte-0/1/7     Green           Green
IC-EG0712:fte-0/1/8     Green           Green Blinking
IC-EG0712:fte-0/1/9     Green           Green Blinking
IC-EG0712:fte-0/1/10    Green           Green Blinking

show chassis led interconnect-device (QFabric System - QFX3008-I Interconnect Device)

user@switch> show chassis led interconnect-device IC-EG0712
                Front Panel Module Information
                ---------------------------------
LEDs status:
    Status LED: Green  
    Power LED : Yellow Blinking
    Major Alarm LED: Red    
    Minor Alarm LED: Yellow 
    Fan 0 LED : Green  
    Fan 1 LED : Green  
    Fan 2 LED : Green  
    Fan 3 LED : Green  
    Fan 4 LED : Green  
    Fan 5 LED : Green  
    Fan 6 LED : Green  
    Fan 7 LED : Green  
    Fan 8 LED : Green  
    Fan 9 LED : Green  
    PEM 0 LED : Green  
    PEM 1 LED : Green  
    PEM 2 LED : Green  
    PEM 3 LED : off    
    PEM 4 LED : Yellow Blinking
    PEM 5 LED : off    

                LED info for: CB - 0
                ---------------------------------
LEDs status:
    Status LED: Green  
    Mastership LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F4899:pme0 :         Green           N/A
IC-F4899:pme1 :         off             N/A
IC-F4899:pme2 :         off             N/A
IC-F4899:pme3 :         off             N/A

                LED info for: CB - 1
                ---------------------------------
LEDs status:
    Status LED: Green                   
    Mastership LED: Amber  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F4899:pme0 :         Green           N/A
IC-F4899:pme1 :         off             N/A
IC-F4899:pme2 :         off             N/A
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IC-F4899:pme3 :         off             N/A

                LED info for: FC 0 FPC - 0
                ---------------------------------
LEDs status:
    Status LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F4899:fte-0/0/0      Green           N/A
IC-F4899:fte-0/0/1      Green           N/A
IC-F4899:fte-0/0/2      Green           N/A
IC-F4899:fte-0/0/3      Green           N/A
IC-F4899:fte-0/0/4      Green           N/A
IC-F4899:fte-0/0/5      Green           N/A
IC-F4899:fte-0/0/6      Green           N/A
IC-F4899:fte-0/0/7      Green           N/A
IC-F4899:fte-0/0/8      Green           N/A
IC-F4899:fte-0/0/9      Green           N/A
IC-F4899:fte-0/0/10     Green           N/A
IC-F4899:fte-0/0/11     Green           N/A
IC-F4899:fte-0/0/12     Green           N/A
IC-F4899:fte-0/0/13     Green           N/A
IC-F4899:fte-0/0/14     Green           N/A
IC-F4899:fte-0/0/15     Green           N/A

                LED info for: FC 1 FPC - 1
                ---------------------------------
LEDs status:
    Status LED: Green  

Interface               STATUS LED      LINK/ACTIVITY LED
---------------------------------------------------------
IC-F4899:fte-1/0/0      Green           N/A
IC-F4899:fte-1/0/1      Green           N/A

                LED info for: RC 2 FPC - 10
                ---------------------------------
LEDs status:
    Status LED: Green  

                LED info for: RC 3 FPC - 11
                ---------------------------------
LEDs status:
    Status LED: Green  
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show chassis location

Syntax show chassis location

Syntax (TXMatrix
Router)

show chassis location
<fpc | interface (by-name name | by-slot fpc number lcc number) | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show chassis location
<fpc | interface (by-name name | by-slot fpc number lcc number) | lcc number | sfc number>

Syntax (MX Series
Router)

show chassis location
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show chassis location
<interconnect-device name>
<node-device name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the physical location of the chassis. This command can only be used on the

master Routing Engine.

Options none—Display all information about the physical location of the chassis. On a TXMatrix

router, display all information about the physical location of the TXMatrix router

and its attached T640 routers. On a TXMatrix Plus router, display all information

about the physical location of the TXMatrix Plus router and its attached routers.

all-members—(MX Series routers only) (Optional) Display the physical location of the

chassis for all the member routers in the Virtual Chassis configuration.

fpc—(TXMatrix router and TXMatrix Plus router only) (Optional) Display the physical

location of all Flexible PIC Concentrators (FPCs).

interconnect-device name—(QFabric systems only) (Optional) Display the physical

location of the Interconnect device.

interface by-name name—(TXMatrix and TXMatrix Plus routers only) (Optional) Display

the physical location of a specified interface name.On aTXMatrix router, this option

displays the FPC number and T640 router (line-card chassis) number associated

with the specified interface. On a TXMatrix Plus router, this option displays the FPC

numberand router (line-cardchassis)numberassociatedwith thespecified interface.

interface by-slot fpc number lcc number—(TXMatrix and TXMatrix Plus router only)

(Optional) On a TXMatrix router, display the global FPC number of an interface by

specifying its local FPC number and T640 router (line-card chassis) number. On a
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TXMatrix Plus router, display the global FPC number of an interface by specifying

its local FPC number and router (line-card chassis) number.

• Theglobal FPCnumber is theFPCslotnumberwhenall theFPCslots in the routing

matrix are considered: 0 through 31. On TXMatrix Plus router with 3D SIBs, the

value is0 through63. The local FPCnumber is the FPC slot number on a particular

T640 router.

• For fpc, replace numberwith a value from 0 through 7.

• For lcc, replace numberwith a value from 0 through 7.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display the physical location of a specified T640 router (line-card chassis) that is

connected to a TXMatrix router. On a TXMatrix Plus router , display the physical

location of a specified router (line-card chassis) that is connected to a TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display the physical location of the chassis

for the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display the physical location

of the chassis for the specifiedmember of theVirtual Chassis configuration. Replace

member-idwith a value of 0 or 1.

node-device name—(QFabric systems only) (Optional) Display the physical location of

the Node device.

scc—(TXMatrix routers only) (Optional) Display the physical location of the TXMatrix

router (switch-card chassis).

sfc—(TXMatrix Plus routers only) (Optional) Display the physical location of the TX

Matrix Plus router (or switch-fabric chassis).

Required Privilege
Level

view

List of Sample Output show chassis location on page 783
show chassis location fpc (TXMatrix Router) on page 783
show chassis location interface by-slot (TXMatrix Router) on page 783
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show chassis location fpc (TXMatrix Plus Router) on page 784
show chassis location interface by-slot (TXMatrix Plus Router) on page 784
show chassis location (QFX3500 Switches) on page 784
show chassis location (QFabric Systems) on page 784

Output Fields Table67onpage783 lists theoutput fields for the showchassis locationcommand.Output

fields are listed in the approximate order in which they appear.

Table 67: show chassis location Output Fields

Field DescriptionField Name

Country code information.country-code

Postal code information.postal-code

Building information.Building

Floor information.Floor

Global FPC number. The FPC slot number, when all FPC slots in the
routing matrix are considered. The range of values is 0 through 31.
On TXMatrix Plus router with 3D SIBs the value is 0 through 63.

Global FPC

Line-card chassis number. On a TXMatrix router, the number of a
particular T640 router connected to the TXMatrix router. On a TX
Matrix Plus router, the number of a particular router connected to
the TXMatrix Plus router.

LCC

Local FPC number. On a TXMatrix router, the FPC slot number on a
particular T640 router. On a TXMatrix Plus router, the FPC slot
number on a particular router.

Local FPC

Sample Output

show chassis location

user@host> show chassis location
country-code: US
postal-code: 94404
Building: Building 2, Floor: 2

show chassis location fpc (TXMatrix Router)

user@host> show chassis location fpc
Global FPC    LCC     Local FPC
    17          2         1
    21          2         5

show chassis location interface by-slot (TXMatrix Router)

user@host> show chassis location interface by-slot fpc 1 lcc 1
Global FPC: 9
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show chassis location fpc (TXMatrix Plus Router)

user@host> show chassis location fpc
Global FPC    LCC     Local FPC
     0          0         0
     1          0         1

show chassis location interface by-slot (TXMatrix Plus Router)

user@host> show chassis location interface by-slot fpc 2 lcc 1
Global FPC: 10

show chassis location (QFX3500 Switches)

user@switch> show chassis location
country-code: US
postal-code: 94404
Building: Building 2, Floor: 2

show chassis location (QFabric Systems)

user@switch> show chassis location interconnect-device interconnect1
country-code: US
postal-code: 94404
Building: Building 2, Floor: 2
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show chassis mac-addresses

Syntax show chassis mac-addresses

Syntax (TXMatrix
Router)

show chassis mac-addresses
<lcc number | scc>

Syntax(TXMatrixPlus
Router)

show chassis mac-addresses
<lcc number | sfc number>

Syntax (MX Series
Router)

show chassis mac-addresses
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010, andMX2020

show chassis mac-addresses

3D Universal Edge
Routers)

Syntax (QFX Series) show chassis mac-addresses
<interconnect-device name>
<node-group name>

Syntax (ACX Series
Universal Access

Routers)

show chassis mac-addresses

Release Information Command introduced before JUNOS Release 7.4.

Command introduced in JUNOS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in JUNOS Release 9.6.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display the media access control (MAC) addresses for the router, switch chassis, or

switch.

Options none—(TXMatrix, TXMatrixPlus routers, and theQFXSeries)Display theMACaddresses

for the router chassis or switch. On a TXMatrix router, displayMAC addresses on the

TXMatrix router and its attached T640 routers. On a TXMatrix Plus router, display

MAC addresses on the TXMatrix Plus router and its attached routers.

all-members—(MXSeries routers only) (Optional) Display theMAC addresses for all the

member routers of the Virtual Chassis configuration.

interconnect-devicename—(QFabric systemsonly) (Optional)Display theMACaddresses

for the Interconnect device.
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lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display MAC addresses for a specified T640 router (line-card chassis) that is

connected to the TXMatrix Plus router. On a TXMatrix Plus router, display MAC

addresses for a specified router (line-card chassis) that is connected to theTXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MXSeries routers only) (Optional)Display theMACaddresses for the localVirtual

Chassis member.

membermember-id—(MXSeries routers only) (Optional) Display theMAC addresses for

the specified member of the Virtual Chassis configuration. Replacemember-idwith

a value of 0 or 1.

node-group name—(QFabric systems only) (Optional) Display the MAC addresses for

the specified Node group.

scc—(TXMatrix routers only) (Optional) DisplayMAC addresses for the TXMatrix router

(switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display MAC addresses for the TX

Matrix Plus router (or switch-fabric chassis).

Required Privilege
Level

view

Related
Documentation

ACX2000 and ACX2100 Routers Hardware and CLI Terminology Mapping•

List of Sample Output show chassis mac-addresses on page 787
show chassis mac-addresses (MX104 Router) on page 787
show chassis mac-addresses (MX2010 Router) on page 787
show chassis mac-addresses (MX2020 Router) on page 787
show chassis mac-addresses (TXMatrix Router) on page 788
show chassis mac-addresses (TXMatrix Plus Router) on page 788
show chassis mac-addresses (QFX3500 Switches) on page 789
show chassis mac-addresses interconnect-device (QFabric Systems) on page 789
show chassis mac-addresses node-group (QFabric Systems) on page 789
show chassis mac-addresses (ACX2000Universal Access Router) on page 789
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Output Fields Table68onpage787 lists theoutput fields for theshowchassismac-addresses command.

Output fields are listed in the approximate order in which they appear.

Table 68: show chassis mac-addresses Output Fields

Field DescriptionField Name

MAC address information

Base address of the MAC addresses allocated to this router or
switch.

Public base address

Number of allocated public addresses.Public count

Base address of the private MAC addresses allocated to this router
or switch.

Private base address

Number of allocated private addresses.Private count

Sample Output

show chassis mac-addresses

user@host> show chassis mac-addresses
MAC address information 
  Public base address   0:90:69:0:4:0
  Public count       1008
  Private base address   0:90:69:0:7:f0
  Private count       16

show chassis mac-addresses (MX104 Router)

user@host > show chassis mac-addresses
MAC address information:
  Public base address     b0:a8:6e:a1:e8:58
  Public count            2032
  Private base address    b0:a8:6e:a1:f0:48
  Private count           16

show chassis mac-addresses (MX2010 Router)

user@host> show chassis mac-addresses
MAC address information:
  Public base address     64:87:88:04:50:00
  Public count            1984
  Private base address    64:87:88:04:57:c0
  Private count           64

show chassis mac-addresses (MX2020 Router)

user@host> show chassis mac-addresses
MAC address information:
  Public base address     2c:21:72:70:20:00
  Public count            4032
  Private base address    2c:21:72:70:2f:c0
  Private count           64
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show chassis mac-addresses (TXMatrix Router)

user@host> show chassis mac-addresses
scc-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:05:85:9e:cc:00
  Public count            8064
  Private base address    00:05:85:9e:eb:80
  Private count           128
lcc0-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:05:85:68:98:00
  Public count            2032
  Private base address    00:05:85:68:9f:f0
  Private count           16
lcc2-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:05:85:68:78:00
  Public count            2032
  Private base address    00:05:85:68:7f:f0
  Private count           16

show chassis mac-addresses (TXMatrix Plus Router)

user@host> show chassis mac-addresses
sfc0-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:1d:b5:14:00:00
  Public count            65023
  Private base address    00:1d:b5:14:fd:ff
  Private count           512

lcc0-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:1f:12:7a:84:00
  Public count            2032
  Private base address    00:1f:12:7a:8b:f0
  Private count           16

lcc1-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:22:83:42:48:00
  Public count            2032
  Private base address    00:22:83:42:4f:f0
  Private count           16

lcc2-re0:
--------------------------------------------------------------------------
MAC address information:
  Public base address     00:1f:12:c3:58:00
  Public count            2032
  Private base address    00:1f:12:c3:5f:f0
  Private count           16

lcc3-re0:
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--------------------------------------------------------------------------
MAC address information:
  Public base address     00:21:59:ef:b8:00
  Public count            2032
  Private base address    00:21:59:ef:bf:f0
  Private count           16

show chassis mac-addresses (QFX3500 Switches)

user@switch> show chassis mac-addresses
MAC address information:
Public base address 02:00:08:00:00:00
Public count 512
Private base address 02:00:00:00:00:00
Private count 64

show chassis mac-addresses interconnect-device (QFabric Systems)

user@switch> show chassis mac-addresses interconnect-device interconnect1
MAC address information:
  Public base address     00:1f:12:30:9c:c0
  Public count            58
  Private base address    00:1f:12:30:9c:fa
  Private count           6

show chassis mac-addresses node-group (QFabric Systems)

user@switch> show chassis mac-addresses node-group NW-NG-0
MAC address information:
------------------------
RE:
  FC MAC base    00:11:00:00:00:00
  FC MAC count   2
  VLAN MAC       00:11:00:00:00:09
EC6007
  Base address   00:00:01:76:00:00
  Count          64
EC6008
  Base address   00:22:83:22:52:ae
  Count          260

show chassis mac-addresses (ACX2000Universal Access Router)

user@switch> show chassis mac-addresses
MAC address information:
  Public base address     84:18:88:c0:2b:00
  Public count            112
  Private base address    84:18:88:c0:2b:70
  Private count           16
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show chassis pic

Syntax show chassis pic fpc-slot slot-number pic-slot slot-number

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show chassis pic fpc-slot slot-number pic-slot slot-number
<lcc number>

Syntax (MX Series
Routers)

show chassis pic fpc-slot slot-number pic-slot slot-number
<all-members>
<local>
<membermember-id>

Syntax (MX104,
MX2010 andMX2020

show chassis pic fpc-slot slot-number pic-slot slot-number

3D Universal Edge
Routers)

Syntax (PTX Series
Packet Transport

Router)

show chassis pic transport fpc-slot slot-number pic-slot slot-number

Syntax (QFX Series) show chassis pic
<interconnect-device name (fpc-slot slot-number | pic-slot slot-number)>
<node-device name pic-slot slot-number>

Syntax (ACX Series
Universal Access

Routers)

show chassis pic fpc-slot slot-number pic-slot slot-number

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Command introduced in Junos OS Release 13.2 for PTX Series Packet Transport Routers.

Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.

Description Display status information about the PIC installed in the specified Flexible PIC

Concentrator (FPC) and PIC slot.

Options fpc-slot slot-number—Display information about the PIC in this particular FPC slot:

• On a TXMatrix router, if you specify the number of the T640 router by using the

lcc number option (the recommendedmethod), replace slot-numberwith a value

from 0 through 7. Otherwise, replace slot-numberwith a value from 0 through 31.

Likewise, on a TXMatrix Plus router, if you specify the number of the T1600 router

by using the lcc number option (the recommendedmethod), replace slot-number

with a value from 0 through 7. Otherwise, replace slot-numberwith a value from

0 through 31. For example, the following commands have the same result:
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user@host> show chassis pic fpc-slot 1 lcc 1 pic-slot 1
user@host> show chassis pic fpc-slot 9 pic-slot 1

• M120 routers only—Replace slot-numberwith a value from 0 through 5.

• MX80 routers only—Replace slot-numberwith a value from 0 through 1.

• MX104 routers only—Replace slot-numberwith a value from 0 through 2.

• MX240 routers only—Replace slot-numberwith a value from 0 through 2.

• MX480 routers only—Replace slot-numberwith a value from 0 through 5.

• MX960 routers only—Replace slot-numberwith a value from 0 through 11.

• MX2010 routers only—Replace slot-numberwith a value from 0 through 9.

• MX2020 routers only—Replace slot-numberwith a value from 0 through 19.

• Other routers—Replace slot-numberwith a value from 0 through 7.

• EX Series switches:

• EX3200 switches andEX4200 standalone switches—Replace slot-numberwith

0.

• EX4200 switches in a Virtual Chassis configuration—Replace slot-numberwith

a value from 0 through 9 (switch’s member ID).

• EX8208 switches—Replace slot-numberwith a value from 0 through 7 (line

card).

• EX8216 switches—Replace slot-numberwith a value from 0 through 15 (line

card).

• QFX Series:

• QFX3500 and QFX5100 standalone switches—Replace slot-numberwith 0. In

the command output, FPC refers to a line card. The FPC number equals the slot

number for the line card.

• QFabric systems—Replace slot-numberwith any number between 0 and 15. In

the command output, FPC refers to a line card. The FPC number equals the slot

number for the line card.

all-members—(MX Series routers and EX Series switches only) (Optional) Display PIC

information for all member routers in the Virtual Chassis configuration.

interconnect-device name—(QFabric systems only) (Optional) Display PIC information

for a specified Interconnect device.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display PIC information for a specified T640 router (line-card chassis) that is

connected to theTXMatrix router.OnaTXMatrixPlus router, displayPIC information

for a specified router (line-card chassis) that is connected to the TXMatrix Plus

router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MXSeries routersandEXSeries switchesonly) (Optional)DisplayPIC information

for the local Virtual Chassis member.

membermember-id—(MXSeries routers and EXSeries switches only) (Optional) Display

PIC information for thespecifiedmemberof theVirtualChassis configuration.Replace

member-idwith a value of 0 or 1.

node-device name—(QFabric systems only) (Optional) Display PIC information for a

specified Node device.

pic-slot slot-number—Display information about the PIC in this particular PIC slot. For

routers, replace slot-numberwith a value from0 through 3. For EX3200 and EX4200

switches, replace slot-numberwith0 forbuilt-innetwork interfacesand 1 for interfaces

on uplink modules. For EX8208 and EX8216 switches, replace slot-numberwith 0.

For the QFX3500 standalone switch and the QFabric system, replace slot-number

with 0 or 1.

transport—Display PIC information for optical transport network.

Required Privilege
Level

view

Related
Documentation

request chassis pic on page 361•

• show chassis hardware on page 628

• Configuring the PIC Type

• 100-Gigabit Ethernet Type 4 PIC with CFP Overview

List of Sample Output show chassis pic fpc-slot pic-slot on page 795
show chassis pic fpc-slot pic-slot (PIC Offline) on page 795
show chassis pic fpc-slot pic-slot (FPCOffline) on page 796
show chassis pic fpc-slot pic-slot (FPC Not Present) on page 796
show chassis pic fpc-slot pic-slot (PIC Not Present) on page 796
show chassis pic fpc-slot pic-slot (M120 Router) on page 796
show chassis pic fpc-slot pic-slot (MX104 Router) on page 796
show chassis pic fpc-slot pic-slot (MX960 Router Bidirectional Optics) on page 796
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show chassis pic fpc-slot pic-slot (MX480 Router with 100-Gigabit Ethernet
MIC) on page 797
show chassis pic fpc-slot pic-slot (MX240,MX480,MX960Routers with Application
Services Modular Line Card) on page 797
show chassis pic fpc-slot pic-slot (MX480 Router with MPC4E) on page 797
show chassis pic fpc-slot pic-slot (MX2010 Router) on page 798
show chassis pic fpc-slot pic-slot (MX2020 Router) on page 798
show chassis pic fpc-slot pic-slot (MX2020 Routers with MPC4E) on page 798
show chassis pic fpc-slot pic-slot (T1600 Router with 100-Gigabit Ethernet
PIC) on page 798
show chassis pic fpc-slot pic-slot lcc (TXMatrix Router) on page 799
show chassis pic fpc-slot pic-slot lcc (TXMatrix Plus Router) on page 799
show chassis pic fpc-slot pic-slot (Next-Generation SONET/SDH SFP) on page 799
show chassis pic fpc-slot pic-slot (12-Port T1/E1) on page 800
show chassis pic fpc-slot pic-slot (4x CHOC3 SONET CE SFP) on page 800
show chassis pic fpc-slot pic-slot (SONET/SDHOC3/STM1 [Multi-Rate] MICwith
SFP) on page 800
show chassis pic fpc-slot pic-slot (8-port Channelized SONET/SDHOC3/STM1
[Multi-Rate] MICwith SFP) on page 800
show chassis pic fpc-slot pic-slot (4-port Channelized SONET/SDHOC3/STM1
[Multi-Rate] MICwith SFP) on page 801
show chassis pic fpc-slot pic-slot (1-port OC192/STM64MICwith XFP) on page 801
show chassis pic fpc-slot 1 pic-slot 2 (8-port DS3/E3MIC) on page 801
show chassis pic fpc-slot pic-slot (OTN) on page 801
show chassis pic fpc-slot pic-slot (QFX3500 Switch) on page 802
show chassis pic fpc-slot pic-slot (QFX5100 Standalone Switch) on page 802
showchassispic interconnect-device fpc-slotpic-slot (QFabricSystems)onpage802
show chassis pic node-device fpc-slot pic-slot (QFabric System) on page 802
show chassis pic fpc-slot pic-slot (ACX2000Universal Access Router) on page 803
show chassis pic fpc-slot pic-slot (MX Routers with Media Services Blade
[MSB]) on page 803
show chassis pic FPC slot PIC slot (MX Routers with Media Services Blade
[MSB]) on page 803
show chassis pic transport fpc-slot pic-slot (PTX Series Packet Transport
Routers) on page 803

Output Fields Table 69 on page 793 lists the output fields for the show chassis pic command. Output

fields are listed in the approximate order in which they appear.

Table 69: show chassis pic Output Fields

Field DescriptionField Name

PIC type.

NOTE: On the 1-port OC192/STM64MICs with the SDH framing
mode, the type is displayed asMIC-3D-1STM64-XFP and with the
SONETframingmode, the type isdisplayedasMIC-3D-1OC192-XFP.
By default, the 1-port OC192/STM64MICs displays the type as
MIC-3D-1OC192-XFP.

Type
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Table 69: show chassis pic Output Fields (continued)

Field DescriptionField Name

(MX Series routers) Indicates whether functionality to count the
Layer 2 overhead bytes in the interface statistics at the PIC level is
enabled or disabled.

Account Layer2 Overhead

Type of ASIC on the PIC.ASIC type

Status of the PIC. State is displayed only when a PIC is in the slot.

• Online—PIC is online and running.

• Offline—PIC is powered down.

State

PIC hardware version.PIC version

How long the PIC has been online.Uptime

(Multiservices PICs only) Services package supported: Layer-2 or
Layer-3.

Package

Port number for the PIC.Port Number

Type of cable connected to the port: LH, LX, or SX.Cable Type

Port-level information for the PIC.

• Port—Port number

• Cable type—Type of optical transceiver installed.

• Fiber type—Type of fiber. SM is single-mode.

• Xcvr vendor—Transceiver vendor name.

• Xcvr vendor part number—Transceiver vendor part number.

• Wavelength—Wavelength of the transmitted signal. Uplinks and
downlinks are always 1550 nm. There is a separate fiber for each
direction

PIC Port Information
(MX480Router 100-Gigabit
Ethernet CFP)

Port-level information for the PIC.

• Port—Port number

• Cable type—Type of small form-factor pluggable (SFP) optical
transceiver installed. Uplink interfaces display -U. Down link
interfaces display -D.

• Fiber type—Type of fiber. SM is single-mode.

• Xcvr vendor—Transceiver vendor name.

• Xcvr vendor part number—Transceiver vendor part number.

• BX10-10-km bidirectional optics.

• BX40-40-km bidirectional optics.

• SFP-LX-40-km SFP optics.

• Wavelength—Wavelength of the transmitted signal. Uplinks are
always 1310 nm. Downlinks are either 1490 nm or 1550 nm.

PIC Port Information
(MX960 Router
Bidirectional Optics )
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Table 69: show chassis pic Output Fields (continued)

Field DescriptionField Name

Port-level information for the next-generation SONET/SDH SFP
PIC.

• Port—Port number.

• Cable type—Type of small form-factor pluggable (SFP) optical
transceiver installed.

• Fiber type—Type of fiber: SM (single-mode) orMM (multimode).

• Xcvr vendor—Transceiver vendor name.

• Xcvr vendor part number—Transceiver vendor part number.

• Wavelength—Wavelength of the transmitted signal.
Next-generation SONET/SDH SFPs use 1310 nm.

PIC Port Information
(Next-Generation
SONET/SDH SFP)

Port-level information for the PIC.

• Port—Port number

• Cable type—Type of optical transceiver installed.

• Fiber type—Type of fiber. SM is single-mode.

• Xcvr vendor—Transceiver vendor name.

• Xcvr vendor part number—Transceiver vendor part number.

• Wavelength—Wavelength of the transmitted signal.

• Xcvr Firmware—Firmware version of the transceiver.

Picport information(MX104
router)

Rate-selectabilty status for the MIC: Enabled or Disabled.Multirate Mode

Indicates whether channelization is enabled or disabled on the
DS3/E3 MIC.

Channelization

Sample Output

show chassis pic fpc-slot pic-slot

user@host> show chassis pic fpc-slot 2 pic-slot 0
PIC fpc slot 2 pic slot 0 information:
  Type                             10x 1GE(LAN), 1000 BASE
  ASIC type                        H chip
  State                            Online    
  PIC version                      1.1
  Uptime                           1 day, 50 minutes, 58 seconds
PIC Port Information:
  Port         Cable           Xcvr               Xcvr Vendor
  Number       Type            Vendor Name        Part Number
  0            GIGE 1000EX     FINISAR CORP.      FTRJ8519P1BNL-J3
  1            GIGE 1000EX     FINISAR CORP.      FTRJ-8519-7D-JUN

show chassis pic fpc-slot pic-slot (PIC Offline)

user@host> show chassis pic fpc-slot 1 pic-slot 0
PIC fpc slot 1 pic slot 0 information:
  State                            Offline   

795Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



show chassis pic fpc-slot pic-slot (FPCOffline)

user@host> show chassis pic fpc-slot 1 pic-slot 0
FPC 1 is not online

show chassis pic fpc-slot pic-slot (FPC Not Present)

user@host> show chassis pic fpc-slot 4 pic-slot 0
FPC slot 4 is empty

show chassis pic fpc-slot pic-slot (PIC Not Present)

user@host> show chassis pic fpc-slot 5 pic-slot 2
FPC 5, PIC 2 is empty

show chassis pic fpc-slot pic-slot (M120 Router)

user@host> show chassis pic fpc-slot 3 pic-slot 0
PC slot 3, PIC slot 0 information:
  Type                             2x G/E IQ, 1000 BASE
  ASIC type                        IQ GE 2 VLAN-TAG FPGA
  State                            Online    
  PIC version                 1.16
  Uptime                        3 hours, 3 minutes

PIC Port Information:
  Port        Cable             Xcvr               Xcvr Vendor
  Number      Type              Vendor Name        Part Number
  0           GIGE 1000SX       FINISAR CORP.      FTRJ8519P1BNL-J3  
  1           GIGE 1000SX       FINISAR CORP.      FTRJ-8519-7D-JUN  

show chassis pic fpc-slot pic-slot (MX104 Router)

user@host> show chassis pic fpc-slot 1 pic-slot 1
FPC slot 1, PIC slot 1 information:
  Type                             10x 1GE(LAN) -E  SFP
  State                            Online    
  PIC version                  1.1
  Uptime                         1 hour, 30 minutes, 59 seconds

PIC port information:
                         Fiber                    Xcvr vendor       Wave-    Xcvr

  Port Cable type        type  Xcvr vendor        part number       length   
Firmware
  3    GIGE 1000T        n/a   Methode Elec.      SP7041-M1-JN      n/a      0.0

  6    GIGE 1000LX10     SM    FINISAR CORP.      FTLF1318P2BTL-J1  1310 nm  0.0

  8    GIGE 1000T        n/a   Methode Elec.      SP7041-M1-JN      n/a      0.0

  9    GIGE 1000T        n/a   Methode Elec.      SP7041-M1-JN      n/a      0.0

show chassis pic fpc-slot pic-slot (MX960 Router Bidirectional Optics)

user@host> show chassis pic fpc-slot 4 pic-slot 1
FPC slot 4, PIC slot 1 information:
  Type                           10x 1GE(LAN)
  Account Layer2 Overhead        Enabled
  State                          Online    
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  PIC version                    0.0
  Uptime                         18 days, 5 hours, 41 minutes, 54 seconds

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     SFP-1000BASE-BX10-D SM  SumitomoElectric   SBP6H44-J3-BW-49  1490 nm 
  1     SFP-1000BASE-BX10-D SM  SumitomoElectric   SBP6H44-J3-BW-49  1490 nm 
  2     SFP-1000BASE-BX10-D SM  SumitomoElectric   SBP6H44-J3-BW-49  1490 nm 
  3     SFP-1000BASE-BX10-D SM  OCP                TRXBG1LXDBVM2-JW  1490 nm 
  4     SFP-1000BASE-BX10-D SM  OCP                TRXBG1LXDBVM2-JW  1490 nm 
  5     SFP-1000BASE-BX10-U SM  SumitomoElectric   SBP6H44-J3-BW-31  1310 nm 
  6     SFP-1000BASE-BX10-U SM  SumitomoElectric   SBP6H44-J3-BW-31  1310 nm 
  7     SFP-1000BASE-BX10-U SM  OCP                TRXBG1LXDBBMH-J1  1310 nm 
  8     SFP-1000BASE-BX10-U SM  OCP                TRXBG1LXDBBMH-J1  1310 nm 
  9     SFP-1000BASE-BX10-U SM  SumitomoElectric   SBP6H44-J3-BW-31  1310 nm 

show chassis pic fpc-slot pic-slot (MX480 Router with 100-Gigabit Ethernet MIC)

user@host> show chassis pic fpc-slot 1 pic-slot 2
FPC slot 1, PIC slot 2 information:
  Type                        1X100GE CFP
  State                       Online    
  PIC version                 2.10
  Uptime                      4 minutes, 48 seconds

PIC port information:
        Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     100GBASE LR4      SM    FINISAR CORP.      FTLC1181RDNS-J3   1310 nm 

        Xcvr vendor
        firmware version
        1.8   

show chassis pic fpc-slot pic-slot (MX240, MX480, MX960 Routers with Application Services Modular Line
Card)

user@host> show chassis pic fpc-slot 1 pic-slot 2
FPC slot 1, PIC slot 2 information:
  Type                             AS-MXC
  State                            Online
  PIC version                  1.0
  Uptime                         11 hours, 18 minutes, 3 seconds

show chassis pic fpc-slot pic-slot (MX480 Router with MPC4E)

user@host> show chassis pic fpc-slot 3 pic-slot 0
FPC slot 3, PIC slot 0 information:
  Type                             4x10GE SFPP
  State                            Online    
  PIC version                  0.0
  Uptime                         41 seconds

PIC port information:
                         Fiber                    Xcvr vendor       Wave-    Xcvr

  Port Cable type        type  Xcvr vendor        part number       length   
Firmware
  0    10GBASE SR        MM    OPNEXT, INC.       TRS2001EM-0014    850 nm   0.0
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  1    10GBASE SR        MM    OPNEXT, INC.       TRS2001EM-0014    850 nm   0.0

show chassis pic fpc-slot pic-slot (MX2010 Router)

user@host> show chassis pic fpc-slot 9 pic-slot 3
FPC slot 9, PIC slot 3 information:
  Type                             1X100GE CFP
  Account Layer2 Overhead          Enabled
  State                            Online    
  PIC version                      0.0
  Uptime                           14 hours, 51 seconds

show chassis pic fpc-slot pic-slot (MX2020 Router)

user@host> show chassis pic fpc-slot 19 pic-slot 3
FPC slot 19, PIC slot 3 information:
  Type                             4x 10GE(LAN) SFP+
  Account Layer2 Overhead          Enabled
  State                            Online    
  PIC version                  0.0
  Uptime                         1 day, 11 hours, 26 minutes, 36 seconds

PIC port information:
                         Fiber                    Xcvr vendor       Wave-    Xcvr

  Port Cable type        type  Xcvr vendor        part number       length   
Firmware
  0    10GBASE SR        MM    SumitomoElectric   SPP5200SR-J6-M    850 nm   0.0

  1    10GBASE SR        MM    SumitomoElectric   SPP5200SR-J6-M    850 nm   0.0

  2    10GBASE SR        MM    SumitomoElectric   SPP5200SR-J6-M    850 nm   0.0

  3    10GBASE SR        MM    SumitomoElectric   SPP5200SR-J6-M    850 nm   0.0

show chassis pic fpc-slot pic-slot (MX2020 Routers with MPC4E)

user@host> show chassis pic fpc-slot 14 pic-slot 0
FPC slot 14, PIC slot 2 information:
  Type                             4x10GE SFPP
  State                            Online    
  PIC version                  0.0
  Uptime                         1 day, 14 hours, 49 minutes, 9 seconds

PIC port information:
                         Fiber                    Xcvr vendor       Wave-    Xcvr

  Port Cable type        type  Xcvr vendor        part number       length   
Firmware
  0    10GBASE SR        MM    SumitomoElectric   SPP5100SR-J3      850 nm   0.0

  1    10GBASE SR        MM    SumitomoElectric   SPP5100SR-J3      850 nm   0.0

  3    10GBASE SR        MM    SumitomoElectric   SPP5100SR-J3      850 nm   0.0

show chassis pic fpc-slot pic-slot (T1600 Router with 100-Gigabit Ethernet PIC)

user@host> run show chassis pic fpc-slot 3 pic-slot 1
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FPC slot 3, PIC slot 1 information:
  Type                             100GE SLOT1
  ASIC type                        Brooklyn 100GE FPGA
  State                            Online    
  PIC version                  1.3
  Uptime                         10 minutes, 44 seconds

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     100GBASE LR4      SM    Opnext Inc.        TRC5E20ENFSF000F  1310 nm 

show chassis pic fpc-slot pic-slot lcc (TXMatrix Router)

user@host> show chassis pic fpc-slot 1 pic-slot 1 lcc 0
lcc0-re0:
--------------------------------------------------------------------------
PIC fpc slot 1 pic slot 1 information:
  Type                             4x OC-3 SONET, SMIR
  ASIC type                        D chip
  State                            Online    
  PIC version                  1.2
  Uptime                        5 days, 2 hours, 12 minutes, 8 seconds

show chassis pic fpc-slot pic-slot lcc (TXMatrix Plus Router)

user@host> show chassis pic pic-slot 0 fpc-slot 8
lcc0-re0:
--------------------------------------------------------------------------
FPC slot 8, PIC slot 0 information:
  Type                             1x 10GE(LAN/WAN)
  State                            Online    
  Uptime                         2 hours, 46 minutes, 23 seconds

PIC port information:
                          Fiber                   
  Port  Cable type        type  Xcvr vendor         part number       Wavelength

  0     10GBASE ZR        SM    Opnext Inc.         TRF7061BN-LF150   1550 nm 
  0     10GBASE ZR        SM    FINISAR CORP.       FTRX-1811-3-J2    1550 nm 

show chassis pic fpc-slot pic-slot (Next-Generation SONET/SDH SFP)

user@host> show chassis pic fpc-slot 4 pic-slot 0
FPC slot 4, PIC slot 0 information:
   Type                             4x OC-3 1x OC-12 SFP
   ASIC type                        D FPGA
   State                            Online
   PIC version                  1.3
   Uptime                        1 day, 50 minutes, 4 seconds

 PIC port information:
                           Fiber                    Xcvr vendor
   Port  Cable type        type  Xcvr vendor        part number       Wavelength

   0     OC48 short reach  SM    FINISAR CORP.      FTRJ1321P1BTL-J2  1310 nm
   1     OC3 short reach   MM    OCP                TRPA03MM3BAS-JE   1310 nm
   2     OC3 short reach   MM    OCP                TRXA03MM3BAS-JW   1310 nm
   3     OC12 inter reach  SM    FINISAR CORP.      FTLF1322P1BTR     1310 nm
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show chassis pic fpc-slot pic-slot (12-Port T1/E1)

user@host> show chassis pic fpc-slot 0 pic-slot 3
FPC slot 0, PIC slot 3 information:
  Type                             12x T1/E1 CE
  State                            Online    
  PIC version                  1.1
  CPU load average               1 percent
  Interrupt load average         0 percent
  Total DRAM size              128 MB
  Memory buffer utilization    100 percent
  Memory heap utilization        4 percent
  Uptime                         1 day, 22 hours, 28 minutes, 12 seconds
  Internal Clock Synchronization   Normal

show chassis pic fpc-slot pic-slot (4x CHOC3 SONET CE SFP)

user@host> show chassis pic fpc-slot 0 pic-slot 1
FPC slot 0, PIC slot 1 information:
  Type                             4x CHOC3 SONET CE SFP
  State                            Online    
  PIC version                  1.3
  CPU load average               1 percent
  Interrupt load average         0 percent
  Total DRAM size              128 MB
  Memory buffer utilization     99 percent
  Memory heap utilization        4 percent
  Uptime                         1 day, 22 hours, 55 minutes, 37 seconds
  Internal Clock Synchronization   Normal

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     OC3 short reach   MM    AVAGO              HFBR-57E0P-JU2    n/a     
  1     OC3 short reach   MM    AVAGO              HFBR-57E0P-JU2    n/a     
  3     OC3 long reach    SM    OPNEXT INC         TRF5456AVLB314    1310 nm

show chassis pic fpc-slot pic-slot (SONET/SDHOC3/STM1 [Multi-Rate] MICwith SFP)

user@host> show chassis pic fpc-slot 0 pic-slot 0
FPC slot 0, PIC slot 0 information:
  Type                             MIC-3D-8OC3OC12-4OC48
  State                            Online    
  PIC version                  1.8
  Uptime                         3 days, 22 hours, 3 minutes, 50 seconds

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  1     OC12 inter reach   SM   FINISAR CORP       FTRJ1322P1BTR-J3  1310 nm 
  7     OC12 inter reach   SM   FINISAR CORP       FTRJ1322P1BTR-J3  1310 nm
Multirate Mode                     Enabled

show chassis pic fpc-slot pic-slot (8-port Channelized SONET/SDHOC3/STM1 [Multi-Rate] MICwith SFP)

user@host> show chassis pic fpc-slot 3 pic-slot 0
FPC slot 3, PIC slot 0 information:
  Type                             MIC-3D-8CHOC3-4CHOC12
  State                            Online    
  PIC version                     1.9
  Uptime                            1 hour, 21 minutes, 24 seconds
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PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  1     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  2     OC12 inter reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J2  1310 nm 
  4     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  5     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  6     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  7     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 

show chassis pic fpc-slot pic-slot (4-port Channelized SONET/SDHOC3/STM1 [Multi-Rate] MICwith SFP)

user@host> show chassis pic fpc-slot 5 pic-slot 0
FPC slot 5, PIC slot 0 information:
  Type                         MIC-3D-4CHOC3-2CHOC12
  State                        Online    
  PIC version                  1.9
  Uptime                       1 hour, 21 minutes

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  1     OC12 inter reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  2     OC12 inter reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 
  3     OC12 short reach  SM    FINISAR CORP.      FTRJ1322P1BTR-J3  1310 nm 

show chassis pic fpc-slot pic-slot (1-port OC192/STM64MICwith XFP)

user@host> show chassis pic fpc-slot 1 pic-slot 0
FPC slot 1, PIC slot 0 information:
  Type                             MIC-3D-1OC192-XFP
  State                            Online    
  PIC version                      1.2
  Uptime                           1 day, 11 hours, 4 minutes, 6 seconds

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     OC192 short reach n/a   FINISAR CORP.      FTLX1412M3BCL-J3  1310 nm 

show chassis pic fpc-slot 1 pic-slot 2 (8-port DS3/E3MIC)

user@host> show chassis pic fpc-slot 1 pic-slot 2
FPC slot 1, PIC slot 2 information:
  Type                             MIC-3D-8DS3-E3
  State                            Online    
  PIC version                      1.10
  Uptime                           4 days, 1 hour, 29 minutes, 19 seconds
  Channelization Mode              Disabled

show chassis pic fpc-slot pic-slot (OTN)

user@host> show chassis pic fpc-slot 5 pic-slot 0
PIC fpc slot 5 pic slot 0 information:
     Type                             1x10GE(LAN),OTN
     ASIC type                        H chip
     State                            Online
     PIC version                   1.0
     Uptime                        5 minutes, 50 seconds
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show chassis pic fpc-slot pic-slot (QFX3500 Switch)

user@switch> show chassis pic fpc-slot 0 pic-slot 0
FPC slot 0, PIC slot 0 information:
Type 48x 10G-SFP+ Builtin
State Online
Uptime 3 days, 3 hours, 5 minutes, 20 seconds

show chassis pic fpc-slot pic-slot (QFX5100 Standalone Switch)

user@switch> show chassis pic fpc-slot 0 pic-slot 0
FPC slot 0, PIC slot 0 information:
  Type                             Unknown Builtin
  State                            Online    
  Uptime                         1 day, 17 hours, 5 minutes, 9 seconds

show chassis pic interconnect-device fpc-slot pic-slot (QFabric Systems)

user@switch> show chassis pic interconnect-device interconnect1 fpc-slot 9 pic-slot 0
FPC slot 9, PIC slot 0 information:
  Type                             16x 40G-GEBuiltin
  State                            Online    
  Uptime                         2 hours, 47 minutes, 40 seconds

show chassis pic node-device fpc-slot pic-slot (QFabric System)

user@switch> show chassis pic node-device node1 pic-slot 0
FPC slot node1, PIC slot 0 information:
  Type                             48x 10G-SFP+Builtin
  State                            Online    
  Uptime                         2 hours, 52 minutes, 37 seconds

PIC port information:
                          Fiber                    Xcvr vendor
  Port  Cable type        type  Xcvr vendor        part number       Wavelength
  0     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  1     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  2     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  3     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  4     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  5     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  6     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  7     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  8     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  9     10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  10    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  11    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  12    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  13    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  14    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  15    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  16    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  17    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  18    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  19    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  20    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  21    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  22    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  23    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  24    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  25    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
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  26    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  27    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  28    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  29    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  30    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  31    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  32    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  33    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  34    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  35    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  36    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  37    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  38    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  39    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  40    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  41    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  42    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  43    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  44    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  45    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  46    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  
  47    10GBASE SR        MM    SumitomoElectric   SPP5101SR-J3      850 nm  

show chassis pic fpc-slot pic-slot (ACX2000Universal Access Router)

user@host> show chassis pic fpc-slot 0 pic-slot 1
FPC slot 0, PIC slot 1 information:
  Type                             8x 1GE(LAN) RJ45 Builtin
  State                            Online    
  Uptime                         6 days, 2 hours, 51 minutes, 11 seconds

show chassis pic fpc-slot pic-slot (MX Routers with Media Services Blade [MSB])

user@switch> show chassis pic fpc-slot 1 pic-slot 0
FPC slot 1, PIC slot 0 information:
  Type                             AS-MSC
  State                            Online
  PIC version                  1.6
  Uptime                         11 hours, 17 minutes, 56 seconds

show chassis pic FPC slot PIC slot (MX Routers with Media Services Blade [MSB])

user@switch> show chassis pic fpc-slot 1 pic-slot 2
Type                             AS-MXC
  State                            Online
  PIC version                  1.0
  Uptime                         11 hours, 18 minutes, 3 seconds

show chassis pic transport fpc-slot pic-slot (PTX Series Packet Transport Routers)

user@host> show chassis pic transport fpc-slot 2 pic-slot 0
Administrative State:      In Service
Operational    State:      Normal 
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show chassis routing-engine

Syntax show chassis routing-engine
<bios | slot>

Syntax (EX Series
Switches)

show chassis routing-engine
<slot>

Syntax (T Series
routers)

show chassis routing-engine
<bios | slot>

Syntax (TXMatrix
Routers)

show chassis routing-engine
<bios | slot>
<lcc number | scc>

Syntax(TXMatrixPlus
Routers)

show chassis routing-engine
<bios | slot>
<lcc number | sfc number>

Syntax (QFX Series) show chassis routing-engine
<interconnect-device name>
<node-device name>

Syntax (MX Series
Routers)

show chassis routing-engine
<bios | slot>
<all-members>
<local>
<membermember-id>

Syntax (MX2010 3D
Universal Edge

Routers)

show chassis routing-engine
<bios | slot>

Syntax (MX2020 3D
Universal Edge

Routers)

show chassis routing-engine
<bios | slot>

Syntax (ACX Series
Universal Access

Routers)

show chassis routing-engine

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release in 9.6.

Command introduced in Junos OS Release 11.1 for QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Description Display the status of the Routing Engine.
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Options none—Display information about one or more Routing Engines. On a TXMatrix router,

display informationaboutall RoutingEngineson theTXMatrix router and itsattached

T640 routers. On a TXMatrix Plus router, display information about all Routing

Engines on the TXMatrix Plus router and its attached routers.

all-members—(MX Series routers only) (Optional) Display Routing Engine information

for all members of the Virtual Chassis configuration.

bios—(Optional) Display the (BIOS) firmware version.

interconnect-device number—(QFabric systems only) (Optional) Display Routing Engine

information for a specified Interconnect device.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display Routing Engine information for a specified T640 router (line-card chassis)

that is connected to the TXMatrix router. On a TXMatrix Plus router, display Routing

Engine information for a specified router (line-card chassis) that is connected to the

TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display Routing Engine information for the

local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display Routing Engine

information for the specifiedmember of theVirtual Chassis configuration. For anMX

Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-device number—(QFabric systems only) (Optional) Display Routing Engine

information for a specified Node device.

scc—(TXMatrix routers only) (Optional) Display Routing Engine information for the TX

Matrix router (switch-card chassis).

sfcnumber—(TXMatrix Plus routers only) (Optional) Display Routing Engine information

for the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.

slot—(Systems with multiple Routing Engines) (Optional) Display information for an

individual Routing Engine. Replace slotwith 0 or 1. For QFX3500 switches, there is

only one Routing Engine, so you do not need to specify the slot number.
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Required Privilege
Level

view

Related
Documentation

request chassis routing-enginemaster on page 365•

• Configuring Routing Engine Redundancy

• Switching the Global Master and Backup Roles in a Virtual Chassis Configuration

List of Sample Output show chassis routing-engine (M5 Router) on page 808
show chassis routing-engine (M10 Router) on page 809
show chassis routing-engine (M20 Router) on page 809
show chassis routing-engine (M40 Router) on page 810
show chassis routing-engine (M120 Router) on page 810
show chassis routing-engine (M160 Router) on page 811
show chassis routing-engine (MX240 Router) on page 811
show chassis routing-engine (MX480 Router) on page 812
show chassis routing-engine (MX960 Router) on page 812
show chassis routing-engine (MX2010 Router) on page 813
show chassis routing-engine (MX2020 Router) on page 813
show chassis routing-engine (T320 router) on page 814
show chassis routing-engine (T640 router) on page 815
show chassis routing-engine (T1600 router) on page 816
show chassis routing-engine (T4000 router) on page 816
show chassis routing-engine (TXMatrix Router) on page 817
show chassis routing-engine lcc (TXMatrix Router) on page 818
show chassis routing-engine bios (TXMatrix Router) on page 819
show chassis routing-engine (TXMatrix Plus Router) on page 819
show chassis routing-engine lcc (TXMatrix Plus Router) on page 820
show chassis routing-engine bios (TXMatrix Plus Router) on page 821
show chassis routing-engine (QFX Series) on page 821
show chassis routing engine interconnect-device (QFabric systems) on page 822
show chassis routing-engine (PTX Series Packet Transport Switch) on page 822
show chassis routing-engine (ACX2000Universal Access Router) on page 823
show chassis routing-engine (ACX1000Universal Access Router) on page 823

Output Fields Table70onpage806 lists theoutput fields for the showchassis routing-engine command.

Output fields are listed in the approximate order in which they appear.

Table 70: show chassis routing-engine Output Fields

Field DescriptionField Name

(Systems with single andmultiple Routing Engines) Slot number.Slot

(Systems with multiple Routing Engines) Current state of the Routing Engine:Master, Backup, or
Disabled.

Current state

(Systems with multiple Routing Engines) Election priority for the Routing Engine:Master or Backup.Election priority

Temperature of the air flowing past the Routing Engine.Temperature
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Table 70: show chassis routing-engine Output Fields (continued)

Field DescriptionField Name

Temperature of the CPU.CPU Temperature

Total DRAM available to the Routing Engine's processor.

Starting with Junos OS Release 12.3R1, the DRAM field displays both available memory and installed
memory.

DRAM

Percentage of Routing Engine memory being used.Memory utilization

Information about the Routing Engine's CPU utilization:

• User—Percentage of CPU time being used by user processes.

• Background—Percentage of CPU time being used by background processes.

• Kernel—Percentage of CPU time being used by kernel processes.

• Interrupt—Percentage of CPU time being used by interrupts.

• Idle—Percentage of CPU time that is idle.

CPU utilization

Routing Engine model number.Model

(Systems with multiple Routing Engines) Identification number of the Routing Engine in this slot.Serial ID

Time at which the Routing Engine started running.Start time

How long the Routing Engine has been running.Uptime

BIOS version being run by the Routing Engine.Routing Engine BIOS
Version
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Table 70: show chassis routing-engine Output Fields (continued)

Field DescriptionField Name

Reason for last reboot, including:

• power cycle/failure—Halt of the Routing Engine using the halt command, powering down using the
power button on the chassis or any othermethod (such as removal of the control board or Routing
Engine), and then powering back the Routing Engine. A halt of the operating system also occurs if
you enter the request system halt command. You can enter this command to halt the system
operations on the chassis or specific Routing Engines. To restart the software, press any key on the
keyboard.

• watchdog—Reboot due to a hardware watchdog. A watchdog is a hardware monitoring process
that examines the health and performance of the router to enable the device to recover from
failures. A watchdog checks for problems at certain intervals, and reboots the routing engine if a
problem is encountered.

• reset-button reset—(Not available on the JSeries router or EXSeries switch)Reboot due topressing
of the reset button on the Routing Engine.

• power-buttonhardpoweroff—Rebootdue topressingof thepowerbuttonon thechassis.Apowering
down of the software also occurs if you enter the request system power-off command. You can
enter this command to power down the chassis or specific Routing Engines; you can then restart
the software.

• misc hardware reason—Reboot due to miscellaneous hardware reasons.

• thermal shutdown—Reboot due to the router or switch reaching a critical temperature at which
point it is unsafe to continue operations.

• hard disk failure—Reboot due to a hard disk or solid-state drive (SSD) failure.

• reset from debugger—Reboot due to reset from the debugger.

• chassis control reset—Restart the chassis process that manages PICs, FPCs, and other hardware
components. The chassis controlmodule that runs theRouting Engine performsmanagement and
monitoring functions,and itprovidesasingleaccesspoint foroperationalandmaintenance functions.
A reset of the chassis management process occurs when you enter the restart chassis-control
command.

• bios auto recovery reset—Reboot due to a BIOS auto-recovery reset.

• could not be determined—Reboot due to an undetermined reason.

• Router rebootedafteranormalshutdown—Rebootdue toanormal shutdown.This reason isdisplayed
if the Routing Engine is powered down by pushing and holding the online/offline button on the
Routing Engine faceplate for 30 seconds, and then powered back. A reboot of the software also
occurs if you enter the request system reboot command. You can enter this command to reboot
the chassis or specific Routing Engines.

Last reboot reason

Routing Engine load averages for the last 1, 5, and 15 minutes.Load averages

Sample Output

show chassis routing-engine (M5 Router)

user@host> show chassis routing-engine
Routing Engine status:
    Temperature                 25 degrees C / 77 degrees F
    DRAM                       768 MB
    Memory utilization          21 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
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      Idle                     100 percent
    Model                          RE-2.0
    Serial ID                      31000007349bf701
    Start time                     2003-12-04 09:42:17 PST
    Uptime                         26 days, 1 hour, 12 minutes, 27 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.01       0.00

show chassis routing-engine (M10 Router)

user@host> show chassis routing-engine
Routing Engine status:
    Temperature                 25 degrees C / 77 degrees F
    DRAM                       768 MB
    Memory utilization          21 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-2.0
    Serial ID                      31000007349bf701
    Start time                     2003-12-04 09:42:17 PST
    Uptime                         26 days, 1 hour, 12 minutes, 27 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.01       0.00

show chassis routing-engine (M20 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 29 degrees C / 84 degrees F
    DRAM                       768 MB
    Memory utilization          20 percent
    CPU utilization:
      User                       1 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      97 percent
    Model                          RE-2.0
    Serial ID                      58000007348d9a01
    Start time                     2003-12-30 07:05:47 PST
    Uptime                        3 hours, 41 minutes, 14 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.02       0.00
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 29 degrees C / 84 degrees F
    DRAM                       768 MB
    Memory utilization           0 percent
    CPU utilization:
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      User                       0 percent
      Background                 0 percent
      Kernel                     1 percent
      Interrupt                  0 percent
      Idle                      99 percent
    Model                          RE-2.0
    Serial ID                      d800000734745701
    Start time                     2003-06-17 16:37:33 PDT
    Uptime                        195 days, 18 hours, 47 minutes, 9 seconds
    Last reboot reason             Router rebooted after a normal shutdown

show chassis routing-engine (M40 Router)

user@host> show chassis routing-engine
Routing Engine status:
    Temperature                 25 degrees C / 77 degrees F
    DRAM                       768 MB
    Memory utilization          21 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-2.0
    Serial ID                      31000007349bf701
    Start time                     2003-12-04 09:42:17 PST
    Uptime                         26 days, 1 hour, 12 minutes, 27 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.01       0.00

show chassis routing-engine (M120 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 46 degrees C / 114 degrees F
    CPU temperature             44 degrees C / 111 degrees F
    DRAM                      2048 MB
    Memory utilization          18 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     5 percent
      Interrupt                  0 percent
      Idle                      95 percent
    Model                          RE-A-1000
    Serial ID                      1000621154
    Start time                     2006-10-31 17:10:05 PST
    Uptime                         14 minutes, 31 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.02       0.07       0.07
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 45 degrees C / 113 degrees F
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    CPU temperature             42 degrees C / 107 degrees F
    DRAM                      2048 MB
    Memory utilization          15 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-A-1000
    Serial ID                      1000621151
    Start time                     2006-10-31 17:10:04 PST
    Uptime                         14 minutes, 30 seconds
    Last reboot reason             Router rebooted after a normal shutdown

show chassis routing-engine (M160 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 43 degrees C / 109 degrees F
    DRAM                      2048 MB
    Memory utilization          11 percent
    CPU utilization:
      User                       1 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      97 percent
    Model                          RE-3.0
    Serial ID                      210865700403
    Start time                     2003-12-23 12:25:55 PST
    Uptime                        6 days, 22 hours, 33 minutes, 24 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.24       0.13       0.04
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 40 degrees C / 104 degrees F
    DRAM                      2048 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-3.0
    Serial ID                      210865700332
    Start time                     2003-12-23 12:25:55 PST
    Uptime                        6 days, 22 hours, 33 minutes, 21 seconds
    Last reboot reason             Router rebooted after a normal shutdown

show chassis routing-engine (MX240 Router)

user@host> show chassis routing-engine
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Routing Engine status:
  Slot 0:
    Current state                  Backup
    Election priority              Master (default)
    Temperature                 40 degrees C / 104 degrees F
    CPU temperature             47 degrees C / 116 degrees F
    DRAM                      3584 MB
    Memory utilization           7 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-S-2000
    Serial ID                      1000703522
    Start time                     2007-12-19 10:35:40 PST
    Uptime                         16 days, 3 hours, 15 minutes, 23 seconds
    Last reboot reason             Router rebooted after a normal shutdown

show chassis routing-engine (MX480 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 41 degrees C / 105 degrees F
    CPU temperature             38 degrees C / 100 degrees F
    DRAM                      2048 MB
    Memory utilization          13 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-S-1300
    Serial ID                      1000697044
    Start time                     2008-01-04 06:46:08 PST
    Uptime                         8 hours, 17 minutes, 16 seconds
    Last reboot reason             Router rebooted after a normal shutdown

show chassis routing-engine (MX960 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 37 degrees C / 98 degrees F
    CPU temperature             37 degrees C / 98 degrees F
    DRAM                      2048 MB
    Memory utilization          18 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     4 percent
      Interrupt                  0 percent
      Idle                      96 percent
    Model                          RE-S-1300
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    Serial ID                      1000617944
    Start time                     2006-10-26 12:37:13 PDT
    Uptime                         6 days, 4 hours, 59 minutes, 40 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.16       0.08       0.02

show chassis routing-engine (MX2010 Router)

user@host> show chassis routing-engine

Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 3 degrees C / 37 degrees F
    CPU temperature             3 degrees C / 37 degrees F
    DRAM                      17152 MB
    Memory utilization          13 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     4 percent
      Interrupt                  2 percent
      Idle                      95 percent
    Model                          RE-S-1800x4
    Serial ID                      9009099704
    Start time                     2012-10-02 14:33:32 PDT
    Uptime                         14 hours, 39 minutes, 39 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.06       0.05       0.01
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 1 degrees C / 33 degrees F
    CPU temperature             2 degrees C / 35 degrees F
    DRAM                      17152 MB
    Memory utilization          11 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-S-1800x4
    Serial ID                      9009099706
    Start time                     2012-10-02 10:36:06 PDT
    Uptime                         18 hours, 36 minutes, 57 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.01       0.00       0.00

show chassis routing-engine (MX2020 Router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
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    Temperature                 6 degrees C / 42 degrees F
    CPU temperature             6 degrees C / 42 degrees F
    DRAM                      17152 MB
    Memory utilization          14 percent
    CPU utilization:
      User                       1 percent
      Background                 0 percent
      Kernel                     7 percent
      Interrupt                  2 percent
      Idle                      91 percent
    Model                          RE-S-1800x4
    Serial ID                      9009089704
    Start time                     2012-10-02 11:05:24 PDT
    Uptime                         2 days, 15 hours, 49 minutes, 13 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.10       0.05       0.01
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 7 degrees C / 44 degrees F
    CPU temperature             5 degrees C / 41 degrees F
    DRAM                      17152 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                      99 percent
    Model                          RE-S-1800x4
    Serial ID                      9009094138
    Start time                     2012-10-02 11:09:57 PDT
    Uptime                         2 days, 15 hours, 44 minutes, 27 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00

show chassis routing-engine (T320 router)

user@host> show chassis routing-engine
Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 51 degrees C / 123 degrees F
    CPU temperature             55 degrees C / 131 degrees F
    DRAM                      3584 MB
    Memory utilization          11 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      97 percent
    Model                          RE-A-2000
    Serial ID                      9009010618
    Start time                     2012-10-10 01:24:05 PDT
    Uptime                         5 days, 10 hours, 49 minutes, 23 seconds
    Last reboot reason             0x1:power cycle/failure 
    Load averages:                 1 minute   5 minute  15 minute
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                                       0.00       0.05       0.04
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 45 degrees C / 113 degrees F
    CPU temperature             48 degrees C / 118 degrees F
    DRAM                      3584 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-A-2000
    Serial ID                      9009003642
    Start time                     2012-10-10 01:24:04 PDT
    Uptime                         5 days, 10 hours, 49 minutes, 28 seconds
    Last reboot reason             0x1:power cycle/failure 

show chassis routing-engine (T640 router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 50 degrees C / 122 degrees F
    CPU temperature             58 degrees C / 136 degrees F
    DRAM                      3584 MB
    Memory utilization          14 percent
    CPU utilization:
      User                       1 percent
      Background                 0 percent
      Kernel                     4 percent
      Interrupt                  1 percent
      Idle                      95 percent
    Model                          RE-A-2000
    Serial ID                      1000686556
    Start time                     2012-10-10 01:24:02 PDT
    Uptime                         5 days, 10 hours, 50 minutes, 27 seconds
    Last reboot reason             0x1:power cycle/failure 
    Load averages:                 1 minute   5 minute  15 minute
                                       1.24       0.33       0.12
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 44 degrees C / 111 degrees F
    CPU temperature             49 degrees C / 120 degrees F
    DRAM                      3584 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  1 percent
      Idle                      99 percent
    Model                          RE-A-2000
    Serial ID                      1000702739
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    Start time                     2012-10-10 01:24:02 PDT
    Uptime                         5 days, 10 hours, 50 minutes, 26 seconds
    Last reboot reason             0x1:power cycle/failure 

show chassis routing-engine (T1600 router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 48 degrees C / 118 degrees F
    CPU temperature             58 degrees C / 136 degrees F
    DRAM                      3584 MB
    Memory utilization          13 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     3 percent
      Interrupt                  1 percent
      Idle                      96 percent
    Model                          RE-A-2000
    Serial ID                      1000704521
    Start time                     2012-10-10 01:23:41 PDT
    Uptime                         5 days, 10 hours, 46 minutes, 56 seconds
    Last reboot reason             0x1:power cycle/failure 
    Load averages:                 1 minute   5 minute  15 minute
                                       0.05       0.03       0.01
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 44 degrees C / 111 degrees F
    CPU temperature             48 degrees C / 118 degrees F
    DRAM                      3584 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-A-2000
    Serial ID                      9009006579
    Start time                     2012-10-10 01:23:42 PDT
    Uptime                         5 days, 10 hours, 46 minutes, 54 seconds
    Last reboot reason             0x1:power cycle/failure 

show chassis routing-engine (T4000 router)

user@host> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 33 degrees C / 91 degrees F
    CPU temperature             50 degrees C / 122 degrees F
    DRAM                      8960 MB
    Memory utilization          18 percent
    CPU utilization:
      User                       0 percent
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      Background                 0 percent
      Kernel                     4 percent
      Interrupt                  1 percent
      Idle                      95 percent
    Model                          RE-DUO-1800
    Serial ID                      P737F-002248
    Start time                     2012-02-09 22:49:53 PST
    Uptime                         2 hours, 21 minutes, 35 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.04       0.00
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 32 degrees C / 89 degrees F
    CPU temperature             46 degrees C / 114 degrees F
    DRAM                      8960 MB
    Memory utilization          24 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                      99 percent
    Model                          RE-DUO-1800
    Serial ID                      P737F-002653
    Start time                     2012-02-08 20:12:51 PST
    Uptime                         1 day, 4 hours, 58 minutes, 28 seconds
    Last reboot reason             Router rebooted after a normal shutdown.

show chassis routing-engine (TXMatrix Router)

user@host> show chassis routing-engine
scc-re0:
--------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 34 degrees C / 93 degrees F
    CPU temperature             33 degrees C / 91 degrees F
    DRAM                      2048 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-4.0
    Serial ID                      P11123900153
    Start time                     2004-08-05 18:42:05 PDT
    Uptime                        9 days, 22 hours, 49 minutes, 50 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.08       0.07

lcc0-re0:
--------------------------------------------------------------------------
Routing Engine status:
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  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 33 degrees C / 91 degrees F
    CPU temperature             30 degrees C / 86 degrees F
    DRAM                      2048 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     1 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-3.0
    Serial ID                      210865700363
    Start time                     2004-08-05 18:42:05 PDT
    Uptime                        9 days, 22 hours, 48 minutes, 20 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.02       0.00

lcc2-re0:
--------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 34 degrees C / 93 degrees F
    CPU temperature             35 degrees C / 95 degrees F
    DRAM                      2048 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-4.0
    Serial ID                      P11123900126
    Start time                     2004-08-05 18:42:05 PDT
    Uptime                        9 days, 22 hours, 49 minutes, 4 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.01       0.01       0.0

show chassis routing-engine lcc (TXMatrix Router)

user@host> show chassis routing-engine 0 lcc 0
lcc0-re0:
--------------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 33 degrees C / 91 degrees F
    CPU temperature             30 degrees C / 86 degrees F
    DRAM                      2048 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
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      Kernel                     1 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-3.0
    Serial ID                      210865700363
    Start time                     2004-08-05 18:42:05 PDT
    Uptime                        7 days, 22 hours, 49 minutes, 6 seconds
    Last reboot reason             Router rebooted after a normal shutdown
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00

show chassis routing-engine bios (TXMatrix Router)

user@host> show chassis routing-engine bios
scc-re0:
--------------------------------------------------------------------------
Routing Engine BIOS Version: V1.0.0
lcc0-re0:
--------------------------------------------------------------------------
Routing Engine BIOS Version: V1.0.17
lcc2-re0:
--------------------------------------------------------------------------
Routing Engine BIOS Version: V1.0.0

show chassis routing-engine (TXMatrix Plus Router)

user@host> show chassis routing-engine
sfc0-re0:
--------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 27 degrees C / 80 degrees F
    CPU temperature             42 degrees C / 107 degrees F
    DRAM                      3327 MB
    Memory utilization          12 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-TXP-SFC
    Serial ID                      737A-1024
    Start time                     2009-05-11 17:39:49 PDT
    Uptime                         3 hours, 45 minutes, 25 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 29 degrees C / 84 degrees F
    CPU temperature             43 degrees C / 109 degrees F
    DRAM                      3327 MB
    Memory utilization          11 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
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      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-TXP-SFC
    Serial ID                      737A-1024
    Start time                     2009-05-11 17:08:54 PDT
    Uptime                         4 hours, 16 minutes, 52 seconds
    Last reboot reason             0x1:power cycle/failure 

lcc0-re0:
--------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 30 degrees C / 86 degrees F
    CPU temperature             43 degrees C / 109 degrees F
    DRAM                      3327 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-TXP-LCC
    Serial ID                      737F-1024
    Start time                     2009-05-11 17:40:32 PDT
    Uptime                         3 hours, 44 minutes, 51 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 30 degrees C / 86 degrees F
    CPU temperature             43 degrees C / 109 degrees F
    DRAM                      3327 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-TXP-LCC
    Serial ID                      737F-1024
    Start time                     2009-05-06 17:31:32 PDT
    Uptime                         5 days, 3 hours, 54 minutes, 19 seconds
    Last reboot reason             Router rebooted after a normal shutdown.

show chassis routing-engine lcc (TXMatrix Plus Router)

user@host> show chassis routing-engine 0 lcc 0
lcc0-re0:
--------------------------------------------------------------------------
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
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    Temperature                 30 degrees C / 86 degrees F
    CPU temperature             43 degrees C / 109 degrees F
    DRAM                      3327 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     2 percent
      Interrupt                  0 percent
      Idle                      98 percent
    Model                          RE-TXP-LCC
    Serial ID                      737F-1024
    Start time                     2009-05-11 17:40:32 PDT
    Uptime                         3 hours, 45 minutes, 26 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 30 degrees C / 86 degrees F
    CPU temperature             43 degrees C / 109 degrees F
    DRAM                      3327 MB
    Memory utilization           9 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                     100 percent
    Model                          RE-TXP-LCC
    Serial ID                      737F-1024
    Start time                     2009-05-06 17:31:32 PDT
    Uptime                         5 days, 3 hours, 54 minutes, 59 seconds
    Last reboot reason             Router rebooted after a normal shutdown.

show chassis routing-engine bios (TXMatrix Plus Router)

user@host> show chassis routing-engine bios
sfc0-re0:
--------------------------------------------------------------------------
    Routing Engine BIOS Version: V0.0.Z

lcc0-re0:
--------------------------------------------------------------------------
    Routing Engine BIOS Version: V0.0.N

show chassis routing-engine (QFX Series)

user@switch> show chassis routing-engine
Routing Engine status:
Slot 0:
Current state Master
Election priority Master (default)
DRAM 2820 MB
Memory utilization 49 percent
CPU utilization:
User 1 percent
Background 0 percent
Kernel 1 percent

821Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



Interrupt 0 percent
Idle 97 percent
Model QFX3500-48S4Q
Serial ID S/N ED3709
Uptime 3 days, 4 hours, 29 minutes, 42 seconds
Last reboot reason 0x200:chassis control reset
Load averages: 1 minute 5 minute 15 minute
0.37 0.26 0.19

show chassis routing engine interconnect-device (QFabric systems)

user@switch> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 48 degrees C / 118 degrees F
    DRAM                      3312 MB
    Memory utilization          63 percent
    CPU utilization:
      User                      14 percent
      Background                 0 percent
      Kernel                     5 percent
      Interrupt                  0 percent
      Idle                      81 percent
    Model                          RE-QFXC08-CB4S
    Serial ID                      BUILTIN
    Start time                     2011-07-06 13:26:15 UTC
    Uptime                         11 hours, 24 minutes, 57 seconds
    Last reboot reason             0x4:reset-button reset
    Load averages:                 1 minute   5 minute  15 minute
                                       2.62       2.31       2.28
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 39 degrees C / 102 degrees F
    DRAM                      3312 MB
    Memory utilization          59 percent
    CPU utilization:
      User                       9 percent
      Background                 0 percent
      Kernel                     1 percent
      Interrupt                  0 percent
      Idle                      91 percent
    Model                          RE-QFXC08-CB4S
    Serial ID                      BUILTIN
    Start time                     2011-07-06 13:24:58 UTC
    Uptime                         11 hours, 26 minutes, 18 seconds
    Last reboot reason             0x4:reset-button reset

show chassis routing-engine (PTX Series Packet Transport Switch)

user@switch> show chassis routing-engine
Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 60 degrees C / 140 degrees F
    CPU temperature             76 degrees C / 168 degrees F
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    DRAM                      17152 MB
    Memory utilization          11 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     4 percent
      Interrupt                  0 percent
      Idle                      95 percent
    Model                          RE-DUO-2600
    Serial ID                      P737A-002231
    Start time                     2011-12-21 16:54:37 PST
    Uptime                         25 minutes, 44 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.01       0.02       0.06
Routing Engine status:
  Slot 1:
    Current state                  Backup
    Election priority              Backup (default)
    Temperature                 50 degrees C / 122 degrees F
    CPU temperature             64 degrees C / 147 degrees F
    DRAM                      17152 MB
    Memory utilization          10 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  0 percent
      Idle                      99 percent
    Model                          RE-DUO-2600
    Serial ID                      P737A-002438
    Start time                     2011-12-21 16:52:26 PST
    Uptime                         27 minutes, 49 seconds
    Last reboot reason             Router rebooted after a normal shutdown.

show chassis routing-engine (ACX2000Universal Access Router)

user@host> show chassis routing-engine
Routing Engine status:
    Temperature                 53 degrees C / 127 degrees F
    DRAM                      1536 MB
    Memory utilization          25 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     0 percent
      Interrupt                  1 percent
      Idle                      99 percent
    Model                          RE-ACX-2000
    Start time                     2012-05-09 00:57:07 PDT
    Uptime                         5 days, 3 hours, 16 minutes, 15 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.03       0.05

show chassis routing-engine (ACX1000Universal Access Router)

user@host> show chassis routing-engine
Routing Engine status:
    Temperature                 36 degrees C / 96 degrees F
    DRAM                       768 MB
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    Memory utilization          50 percent
    CPU utilization:
      User                       3 percent
      Background                 0 percent
      Kernel                     6 percent
      Interrupt                  0 percent
      Idle                      91 percent
    Model                          RE-ACX-1000
    Start time                     2012-05-10 07:12:23 PDT
    Uptime                         4 days, 10 hours, 46 minutes, 53 seconds
    Last reboot reason             Router rebooted after a normal shutdown.
    Load averages:                 1 minute   5 minute  15 minute
                                       0.00       0.00       0.00
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show chassis zones

Syntax show chassis zones
<detail>

Syntax (QFX Series) show chassis zones
<detail>
<interconnect-device name>

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.

Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.

Description (QFabric systems only) Display the status of the two cooling system zones on the

Interconnect device. Zone 1 consists of eight (0 – 7) front cards, which are cooled by two

fan trays. Zone 2 consists of two control boards and eight rear cards, which are cooled

by eight (0 – 7) fan trays. On MX2010 and MX2020 routers, display the status of the

cooling system zones of the chassis. Zone 0 consists of the Control Board, ten (0–9)

FPCs, and their respectivePICs, SwitchFabricBoards, andAdapterCards. Zone 1 consists

of the Routing Engine, Control Board, and Switch Processor Mezzanine Boards.

Options detail—(MX2010 and MX2020 routers only) (Optional) Display detailed status of the

cooling system zones.

detail device-name— (QFabric systems only) (Optional) Display detailed status of the

two cooling systems on the Interconnect device.

interconnect-device name— (QFabric systems only) (Optional) Display the status of the

cooling zones on the Interconnect device.

Required Privilege
Level

view

Related
Documentation

request chassis beacon on page 355•

• show chassis fan on page 573

• show chassis temperature-thresholds

List of Sample Output show chassis zones interconnect-device (QFabric System) on page 826
show chassis zones (MX2010 Router) on page 826
show chassis zones detail (MX2010 Router) on page 827
show chassis zones (MX2020 Router) on page 828
show chassis zones detail (MX2020 Router) on page 828
show chassis beacon interconnect-device (QFabric System) on page 829
show chassis beacon interconnect-device fpc (QFabric System) on page 829
show chassis beacon node-device (QFabric System) on page 830
show chassis beacon node-device fpc (QFabric System) on page 830

Output Fields Table 54onpage478 lists theoutput fields for the showchassis zones command.Output

fields are listed in the approximate order in which they appear.
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Table 71: show chassis zones Output Fields

Field DescriptionField Name

FPC slot number of the device whose content is being displayed. On QFX3500
standalone switches, the number is always 0.

Slot

Status of the beacon state:

• Off—The beacon isOFF.

• On—The beacon isON.

Beacon State

show chassis zones command output fields for MX2020 and MX2010 routers:

Field replacable unit (FRU).Driving FRU

Temperature of the specified FRU in degrees Celsius and degrees Fahrenheit.Temperature

Condition of the specified FRU. Condition can beHIGHTEMP,WARMTEMP,OK,
andOffline.

Condition

Number of fans or fan trays missing.Num FansMissing

Number of fans or fan trays that have failed.Num Fans Failed

Fan duty cycle value.Fan Duty Cycle

show chassis zones detail command output fields for MX2020 and MX2010 routers:

Chassis component:

• Informationabout thechassis, RoutingEngines,ControlBoards (CBs), Switch
Fabric Boards (SFBs), PICs, Flexible PIC Concentrators (FPCs), and Adapter
Cards (ADCs).

Item

Fan tray speed utilization in percentage.Measurement

Status of the specified item. Status can beOK, Absent, orOffline.Status

Sample Output

show chassis zones interconnect-device (QFabric System)

user@switch> show chassis zones interconnect-device interconnect1
Slot            Beacon State
   FPC     0           OFF

show chassis zones (MX2010 Router)

user@host> show chassis zones
ZONE 0 Status
    Driving FRU                 FPC 6 
    Temperature                 81 degrees C / 177 degrees F
    Condition                   HIGH TEMP
    Num Fans Missing            0

Copyright © 2014, Juniper Networks, Inc.826

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



    Num Fans Failed             0
    Fan Duty Cycle              30

ZONE 1 Status
    Driving FRU                 SFB 0 Exhaust-Zone1
    Temperature                 71 degrees C / 159 degrees F
    Condition                   WARM TEMP
    Num Fans Missing            0
    Num Fans Failed             0
    Fan Duty Cycle              30

show chassis zones detail (MX2010 Router)

user@host > show chassis zones
ZONE 0 Status
Item                   Status                Measurement
CB 0                   WARM TEMP            
CB 1                   WARM TEMP            
FPC 0                  HIGH TEMP            
FPC 1                  HIGH TEMP            
FPC 2                  WARM TEMP            
FPC 3                  HIGH TEMP            
FPC 4                  HIGH TEMP            
FPC 5                  HIGH TEMP            
FPC 6                  HIGH TEMP            
FPC 7                  HIGH TEMP            
FPC 8                  HIGH TEMP            
FPC 9                  HIGH TEMP            
ADC 0                  WARM TEMP            
ADC 1                  WARM TEMP            
ADC 2                  WARM TEMP            
ADC 3                  WARM TEMP            
ADC 4                  WARM TEMP            
ADC 5                  WARM TEMP            
ADC 6                  WARM TEMP            
ADC 7                  WARM TEMP            
ADC 8                  WARM TEMP            
ADC 9                  WARM TEMP            
SFB 0                  WARM TEMP            
SFB 1                  WARM TEMP            
SFB 2                  WARM TEMP            
SFB 3                  Offline              
SFB 4                  HIGH TEMP            
SFB 5                  WARM TEMP            
SFB 6                  HIGH TEMP            
SFB 7                  WARM TEMP            
Fan Tray 0             OK                    Spinning at 98% fan tray speed
Fan Tray 1             OK                    Spinning at 98% fan tray speed

ZONE 1 Status
Item                   Status                Measurement
CB 0                   WARM TEMP            
CB 1                   WARM TEMP            
Routing Engine 0       OK                   
Routing Engine 1       OK                   
SFB 0                  WARM TEMP            
SFB 1                  WARM TEMP            
SFB 2                  WARM TEMP            
SFB 3                  Offline              
SFB 4                  HIGH TEMP            
SFB 5                  WARM TEMP            
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SFB 6                  HIGH TEMP            
SFB 7                  WARM TEMP            
SPMB 0                 OK                   
SPMB 1                 OK                   
Fan Tray 2             OK                    Spinning at 64% fan tray speed
Fan Tray 3             OK                    Spinning at 64% fan tray speed

show chassis zones (MX2020 Router)

user@host> show chassis zones
ZONE 0 Status
    Driving FRU                 FPC 0 
    Temperature                 31 degrees C / 87 degrees F
    Condition                   OK
    Num Fans Missing            0
    Num Fans Failed             0
    Fan Duty Cycle              30

ZONE 1 Status
    Driving FRU                 FPC 19 
    Temperature                 32 degrees C / 89 degrees F
    Condition                   OK
    Num Fans Missing            0
    Num Fans Failed             0
    Fan Duty Cycle              30

show chassis zones detail (MX2020 Router)

user@host> show chassis zones detail
ZONE 0 Status
Item                   Status                Measurement
CB 0                   OK                   
CB 1                   OK                   
FPC 0                  OK                   
FPC 1                  OK                   
FPC 2                  OK                   
FPC 3                  OK                   
FPC 4                  OK                   
FPC 5                  OK                   
FPC 6                  OK                   
FPC 7                  OK                   
FPC 8                  OK                   
FPC 9                  OK                   
ADC 0                  OK                   
ADC 1                  OK                   
ADC 2                  OK                   
ADC 3                  OK                   
ADC 4                  OK                   
ADC 5                  OK                   
ADC 6                  OK                   
ADC 7                  OK                   
ADC 8                  OK                   
ADC 9                  OK                   
SFB 0                  OK                   
SFB 1                  OK                   
SFB 2                  OK                   
SFB 3                  OK                   
SFB 4                  OK                   
SFB 5                  OK                   
SFB 6                  OK                   
SFB 7                  OK                   
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Fan Tray 0             OK                    Spinning at 38% fan tray speed
Fan Tray 1             OK                    Spinning at 37% fan tray speed

ZONE 1 Status
Item                   Status                Measurement
CB 0                   OK                   
CB 1                   OK                   
Routing Engine 0       OK                   
Routing Engine 1       OK                   
FPC 10                 OK                   
FPC 11                 OK                   
FPC 12                 OK                   
FPC 13                 OK                   
FPC 14                 OK                   
FPC 15                 OK                   
FPC 16                 OK                   
FPC 17                 OK                   
FPC 18                 OK                   
FPC 19                 OK                   
ADC 10                 OK                   
ADC 11                 OK                   
ADC 12                 OK                   
ADC 13                 OK                   
ADC 14                 OK                   
ADC 15                 OK                   
ADC 16                 OK                   
ADC 17                 OK                   
ADC 18                 OK                   
ADC 19                 OK                   
SFB 0                  OK                   
SFB 1                  OK                   
SFB 2                  OK                   
SFB 3                  OK                   
SFB 4                  OK                   
SFB 5                  OK                   
SFB 6                  OK                   
SFB 7                  OK                   
SPMB 0                 OK                   
SPMB 1                 OK                   
Fan Tray 2             OK                    Spinning at 38% fan tray speed
Fan Tray 3             OK                    Spinning at 38% fan tray speed

show chassis beacon interconnect-device (QFabric System)

user@switch> show chassis beacon interconnect-device interconnect1
Chassis              OFF
CB 0                 OFF
CB 1                 OFF
FC 0 FPC 0           OFF
FC 1 FPC 1           OFF
RC 0 FPC 8           OFF
RC 1 FPC 9           OFF

show chassis beacon interconnect-device fpc (QFabric System)

user@switch> show chassis beacon interconnect-device interconnect1 fpc 0
FPC 0                ON
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show chassis beacon node-device (QFabric System)

user@switch> show chassis beacon node-device node1
node1               ON

show chassis beacon node-device fpc (QFabric System)

user@switch> show chassis beacon node-device node1 fpc 0
FPC 0              ON

Copyright © 2014, Juniper Networks, Inc.830

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show cli

Syntax show cli

Syntax (QFX Series) show cli
<authorization>
<directory>
<history count>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display configured CLI settings.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show cli on page 832

Output Fields Table 72 on page 831 lists the output fields for the show cli command. Output fields are

listed in the approximate order in which they appear.

Table 72: show cli Output Fields

Field DescriptionField Name

Capability to complete a partial command entry when you type a space or a tab: on or off.CLI complete-on-space

Maximum time that an individual session can be idle before the user is logged out from the router or
switch. When this feature is enabled, the number of minutes is displayed. Otherwise, the state is
disabled.

CLI idle-timeout

CLI is set to prompt you to restart the router or switch after upgrading the software: on or off.CLI restart-on-upgrade

Number of lines of text that the terminal screen displays.CLI screen-length

Number of characters in a line on the terminal screen.CLI screen-width

Terminal type.CLI terminal

Mode: enhanced.CLI is operating in

Date and time format for the timestamp. If the timestamp is not set, the state is disabled.CLI timestamp

Pathname of the working directory.CLI working directory
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Sample Output

show cli

user@host> show cli
CLI complete-on-space set to on
CLI idle-timeout disabled
CLI restart-on-upgrade set to on
CLI screen-length set to 47
CLI screen-width set to 132
CLI terminal is 'vt100'
CLI is operating in enhanced mode
CLI timestamp disabled
CLI working directory is '/var/home/regress'
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show cli authorization

Syntax show cli authorization

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the permissions for the current user.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show cli authorization on page 835

Output Fields Table 73onpage833 lists theoutput fields for the showcli authorizationcommand. In the

table, all possible permissions are displayed and output fields are listed in alphabetical

order.

Table 73: show cli authorization Output Fields

Field DescriptionField Name

Can view access configuration information.access

Canmodify access configuration.access-control

Can view user account information.admin

Canmodify user account information.admin-control

Can clear learned network information.clear

Can enter configuration mode.configure

Canmodify any configuration.control

Can edit configuration files.edit

Reserved for field (debugging) support.field

Can view firewall configuration information.firewall

Canmodify firewall configuration information.firewall-control

Can read from and write to removable media.floppy

Can view flow-tap configuration information.flow-tap
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Table 73: show cli authorization Output Fields (continued)

Field DescriptionField Name

Can configure flow-tap configuration information.flow-tap-control

Can configure Profiler data.idp-profiler-operation

Can view interface configuration information.interface

Canmodify interface configuration information.interface-control

Can perform systemmaintenance.maintenance

Can access the network by entering the ping, ssh, telnet,
and traceroute commands.

network

Can view Packet Gateway Control Protocol session
mirroring configuration.

pgcp-session-mirroring

Canmodify Packet Gateway Control Protocol session
mirroring configuration all-control.

pgcp-session-mirroring-control

Can reset or restart interfaces and system processes.reset

Can roll back to previous configurations.rollback

Can view routing configuration information.routing

Canmodify routing configuration information.routing-control

Can view passwords and authentication keys in the
configuration.

secret

Canmodify passwords and authentication keys in the
configuration.

secret-control

Can view security configuration information.security

Canmodify security configuration information.security-control

Can start a local shell.shell

Can view SNMP configuration information.snmp

Canmodify SNMP configuration information.snmp-control

Can view system configuration information.system

Canmodify system configuration information.system-control

Can view trace file settings information.trace
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Table 73: show cli authorization Output Fields (continued)

Field DescriptionField Name

Canmodify trace file settings information.trace-control

Can view current values and statistics.view

Can view all configuration information (not including
secrets).

view-configuration

Sample Output

show cli authorization

user@host> show cli authorization
Current user: 'remote' login: 'user' class ''
Permissions:
    admin       -- Can view user accounts
    admin-control-- Can modify user accounts
    clear       -- Can clear learned network information
    configure   -- Can enter configuration mode
    control     -- Can modify any configuration
    edit        -- Can edit full files
    field       -- Special for field (debug) support
    floppy      -- Can read and write from the floppy
    interface   -- Can view interface configuration
    interface-control-- Can modify interface configuration
    network     -- Can access the network
    reset       -- Can reset/restart interfaces and daemons
    routing     -- Can view routing configuration
    routing-control-- Can modify routing configuration
    shell       -- Can start a local shell
    snmp        -- Can view SNMP configuration
    snmp-control-- Can modify SNMP configuration
    system      -- Can view system configuration
    system-control-- Can modify system configuration
    trace       -- Can view trace file settings
    trace-control-- Can modify trace file settings
    view        -- Can view current values and statistics
    maintenance -- Can become the super-user
    firewall    -- Can view firewall configuration
    firewall-control-- Can modify firewall configuration
    secret      -- Can view secret configuration
    secret-control-- Can modify secret configuration
    rollback    -- Can rollback to previous configurations
    security    -- Can view security configuration
    security-control-- Can modify security configuration
    access      -- Can view access configuration
    access-control-- Can modify access configuration
    view-configuration-- Can view all configuration (not including secrets)
    flow-tap    -- Can view flow-tap configuration
    flow-tap-control-- Can configure flow-tap service
Individual command authorization:
    Allow regular expression: none
    Deny regular expression: none
    Allow configuration regular expression: none
    Deny configuration regular expression: none

835Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



Copyright © 2014, Juniper Networks, Inc.836

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show cli directory

Syntax show cli directory

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the current working directory.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show cli directory on page 837

Output Fields Table 74 on page 837 lists the output fields for the show cli directory command. Output

fields are listed in the approximate order in which they appear.

Table 74: show cli directory Output Fields

Field DescriptionField Name

Pathname of the current working directory.Current directory

Sample Output

show cli directory

user@host> show cli directory
Current directory: /var/home/regress
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show cli history

Syntax show cli history
<count>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display a list of previous CLI commands.

Options none—Display all previous CLI commands.

count—(Optional) Maximum number of commands to display.

Required Privilege
Level

view

List of Sample Output show cli history on page 838

Output Fields Table 75 on page 838 lists the output fields for the show cli history command. Output

fields are listed in the approximate order in which they appear.

Table 75: show cli history Output Fields

Field DescriptionField Name

Time at which the command was entered.timestamp

Command that was entered.command-syntax

Sample Output

show cli history

user@host> show cli history
  11:14:14 -- show arp 
  11:22:10 -- show cli authorization 
  11:27:12 -- show cli history 
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show host

Syntax show host hostname

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Domain Name System (DNS) hostname information.

Options hostname—Hostname or address.

Additional Information The show host command displays the raw data received from the DNS server.

Required Privilege
Level

view

List of Sample Output show host on page 839

Sample Output

show host

user@host> show host snark
snark.boojum.net has address 192.168.1.254

user@host> show host 192.168.1.254
Name: snark.boojum.net 
Address: 192.168.1.254
Aliases:
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show interfaces diagnostics optics

Syntax show interfaces diagnostics optics interface-name

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Displaydiagnosticsdataandalarms forGigabit Ethernet, 10-Gibabit Ethernet, andQSFP+

optical transceivers installed in a QFX Series product. The information provided by this

command is known as digital optical monitoring (DOM) information.

Thresholds that trigger a high alarm, low alarm, high warning, or low warning are set by

the transponder vendors. Generally, a high alarm or low alarm indicates that the optics

module is not operating properly. This information can be used to diagnose why a

transceiver is not working.

Options interface-name—Name of the interface associated with the port in which the transceiver

is installed.

Required Privilege
Level

view

Related
Documentation

Monitoring Interface Status and Traffic on page 309•

• Installing a Transceiver in a QFX Series Device

• Removing a Transceiver from a QFX Series Device

• Junos OS Network Interfaces Library for Routing Devices

List of Sample Output show interfaces diagnostics optics xe-0/0/1 (SFP+ Transceiver) on page 844
show interfaces diagnostics optics node1:xe-0/0/1 (SFP+ Transceiver) on page 845

Output Fields lists the output fields for the show interfaces diagnostics optics command. Output fields

are listed in the approximate order in which they appear.

Table 76: show interfaces diagnostics optics Output Fields

Field DescriptionField Name

Displays the name of the physical interface.Physical interface

Displays the magnitude of the laser bias power setting current, in
milliamperes. The laser bias provides direct modulation of laser diodes
andmodulates currents.

Laser bias current

Displays the laser outputpower, inmilliwatts (mW)anddecibels referred
to 1.0 mW (dBm).

Laser output power

Displays the temperature, in Celsius and Fahrenheit.Module temperature

Displays the voltage, in volts.Module voltage

(Not available for XFP transceivers)
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Table 76: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the laser receivedoptical power, inmilliwatts (mW)anddecibels
referred to 1.0 mW (dBm).

Laser rx power

(Not available for SFP and SFP+ transceivers)

Displays the receiver signal average optical power, in milliwatts (mW)
and decibels referred to 1.0 mW (dBm).

Receiver signal average optical power

(Not available for XFP transceivers)

Displays whether the laser bias power setting high alarm isOn orOff.Laser bias current high alarm

Displays whether the laser bias power setting low alarm isOn orOff.Laser bias current low alarm

Displays whether the laser bias power setting high warning isOn orOff.Laser bias current high warning

Displays whether the laser bias power setting lowwarning isOn orOff.Laser bias current lowwarning

Displays whether the laser output power high alarm isOn orOff.Laser output power high alarm

Displays whether the laser output power low alarm isOn orOff.Laser output power low alarm

Displays whether the laser output power high warning isOn orOff.Laser output power high warning

Displays whether the laser output power lowwarning isOn orOff.Laser output power lowwarning

Displays whether the module temperature high alarm isOn orOff.Module temperature high alarm

Displays whether the module temperature low alarm isOn orOff.Module temperature low alarm

Displays whether the module temperature high warning isOn orOff.Module temperature high warning

Displays whether the module temperature lowwarning isOn orOff.Module temperature lowwarning

Displays whether the module voltage high alarm isOn orOff.Module voltage high alarm

(Not available for XFP transceivers)

Displays whether the module voltage low alarm isOn orOff.Module voltage low alarm

(Not available for XFP transceivers)

Displays whether the module voltage high warning isOn orOff.Module voltage high warning

(Not available for XFP transceivers)

Displays whether the module voltage lowwarning isOn orOff.Module voltage lowwarning

(Not available for XFP transceivers)

Displays whether the receive laser power high alarm isOn orOff.Laser rx power high alarm
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Table 76: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays whether the receive laser power low alarm isOn orOff.Laser rx power low alarm

Displays whether the receive laser power high warning isOn orOff.Laser rx power high warning

Displays whether the receive laser power lowwarning isOn orOff.Laser rx power lowwarning

Displays the vendor-specified threshold for the laser bias current high
alarm.

Laser bias current high alarm threshold

Displays whether the module not ready alarm isOn orOff. When the
output isOn, the module has an operational fault.

Module not ready alarm

(Not available for SFP and SFP+ transceivers)

Displays whether the module power down alarm isOn orOff. When the
output isOn, the module is in a limited power mode, low for normal
operation.

Module power down alarm

(Not available for SFP and SFP+ transceivers)

Any condition leading to invalid data on the transmit path. Displays
whether the Tx data not ready alarm isOn orOff.

Tx data not ready alarm

(Not available for SFP and SFP+ transceivers)

Any condition leading to invalid data on the transmit path. Displays
whether the Tx not ready alarm isOn orOff.

Tx not ready alarm

(Not available for SFP and SFP+ transceivers)

Laser fault condition. Displays whether the Tx laser fault alarm isOn or
Off.

Tx laser fault alarm

(Not available for SFP and SFP+ transceivers)

Transmit clock and data recovery (CDR) loss of lock. Loss of lock on the
transmit side of the CDR. Displayswhether the Tx CDR loss of lock alarm
isOn orOff.

Tx CDR loss of lock alarm

(Not available for SFP and SFP+ transceivers)

Anycondition leading to invaliddataon the receivepath.Displayswhether
the Rx not ready alarm isOn orOff.

Rx not ready alarm

(Not available for SFP and SFP+ transceivers)

Receive loss of signal alarm.When on, indicates insufficient optical input
power to the module. Displays whether the Rx loss of signal alarm isOn
orOff.

Rx loss of signal alarm

(Not available for SFP and SFP+ transceivers)

Receive CDR loss of lock. Loss of lock on the receive side of the CDR.
Displays whether the Rx CDR loss of lock alarm isOn orOff.

Rx CDR loss of lock alarm

(Not available for SFP and SFP+ transceivers)

Displays the vendor-specified threshold for the laser bias current low
alarm.

Laser bias current low alarm threshold

Displays the vendor-specified threshold for the laser bias current high
warning.

Laser bias current high warning threshold
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Table 76: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the vendor-specified threshold for the laser bias current low
warning.

Laser bias current lowwarning threshold

Displays the vendor-specified threshold for the laser output power high
alarm.

Laser output power high alarm threshold

Displays the vendor-specified threshold for the laser output power low
alarm.

Laser output power low alarm threshold

Displays the vendor-specified threshold for the laser output power high
warning.

Laser output power high warning threshold

Displays the vendor-specified threshold for the laser output power low
warning.

Laser output power lowwarning threshold

Displays thevendor-specified threshold for themodule temperaturehigh
alarm.

Module temperature high alarm threshold

Displays the vendor-specified threshold for themodule temperature low
alarm.

Module temperature low alarm threshold

Displays thevendor-specified threshold for themodule temperaturehigh
warning.

Module temperature high warning threshold

Displays the vendor-specified threshold for themodule temperature low
warning.

Module temperature lowwarning threshold

Displays the vendor-specified threshold for the module voltage high
alarm.

Module voltage high alarm threshold

(Not available for XFP transceivers)

Displays thevendor-specified threshold for themodulevoltage lowalarm.Module voltage low alarm threshold

(Not available for XFP transceivers)

Displays the vendor-specified threshold for the module voltage high
warning.

Module voltage high warning threshold

(Not available for XFP transceivers)

Displays the vendor-specified threshold for the module voltage low
warning.

Module voltage lowwarning threshold

(Not available for XFP transceivers)

Displays thevendor-specified threshold for the laserRxpowerhighalarm.Laser rx power high alarm threshold

Displays the vendor-specified threshold for the laserRxpower lowalarm.Laser rx power low alarm threshold

Displays the vendor-specified threshold for the laser Rx power high
warning.

Laser rx power high warning threshold
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Table 76: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the vendor-specified threshold for the laser Rx power low
warning.

Laser rx power lowwarning threshold

Sample Output

show interfaces diagnostics optics xe-0/0/1 (SFP+ Transceiver)

user@host> show interfaces diagnostics optics xe-0/0/1
Physical interface: xe-0/0/1
    Laser bias current                        :  4.968 mA
    Laser output power                        :  0.4940 mW / -3.06 dBm
    Module temperature                        :  27 degrees C / 81 degrees F
    Module voltage                            :  3.2310 V
    Receiver signal average optical power     :  0.0000
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Laser bias current high alarm threshold   :  10.500 mA
    Laser bias current low alarm threshold    :  2.000 mA
    Laser bias current high warning threshold :  9.000 mA
    Laser bias current low warning threshold  :  2.500 mA
    Laser output power high alarm threshold   :  1.4120 mW / 1.50 dBm
    Laser output power low alarm threshold    :  0.0740 mW / -11.31 dBm
    Laser output power high warning threshold :  0.7070 mW / -1.51 dBm
    Laser output power low warning threshold  :  0.1860 mW / -7.30 dBm
    Module temperature high alarm threshold   :  75 degrees C / 167 degrees F
    Module temperature low alarm threshold    :  -5 degrees C / 23 degrees F
    Module temperature high warning threshold :  70 degrees C / 158 degrees F
    Module temperature low warning threshold  :  0 degrees C / 32 degrees F
    Module voltage high alarm threshold       :  3.630 V
    Module voltage low alarm threshold        :  2.970 V
    Module voltage high warning threshold     :  3.465 V
    Module voltage low warning threshold      :  3.135 V
    Laser rx power high alarm threshold       :  1.5849 mW / 2.00 dBm
    Laser rx power low alarm threshold        :  0.0407 mW / -13.90 dBm
    Laser rx power high warning threshold     :  0.7943 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.1023 mW / -9.90 dBm
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show interfaces diagnostics optics node1:xe-0/0/1 (SFP+ Transceiver)

user@host> show interfaces diagnostics optics node1:xe-0/0/1
Physical interface: node1:xe-0/0/1
    Laser bias current                        :  4.968 mA
    Laser output power                        :  0.4940 mW / -3.06 dBm
    Module temperature                        :  27 degrees C / 81 degrees F
    Module voltage                            :  3.2310 V
    Receiver signal average optical power     :  0.0000
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Laser bias current high alarm threshold   :  10.500 mA
    Laser bias current low alarm threshold    :  2.000 mA
    Laser bias current high warning threshold :  9.000 mA
    Laser bias current low warning threshold  :  2.500 mA
    Laser output power high alarm threshold   :  1.4120 mW / 1.50 dBm
    Laser output power low alarm threshold    :  0.0740 mW / -11.31 dBm
    Laser output power high warning threshold :  0.7070 mW / -1.51 dBm
    Laser output power low warning threshold  :  0.1860 mW / -7.30 dBm
    Module temperature high alarm threshold   :  75 degrees C / 167 degrees F
    Module temperature low alarm threshold    :  -5 degrees C / 23 degrees F
    Module temperature high warning threshold :  70 degrees C / 158 degrees F
    Module temperature low warning threshold  :  0 degrees C / 32 degrees F
    Module voltage high alarm threshold       :  3.630 V
    Module voltage low alarm threshold        :  2.970 V
    Module voltage high warning threshold     :  3.465 V
    Module voltage low warning threshold      :  3.135 V
    Laser rx power high alarm threshold       :  1.5849 mW / 2.00 dBm
    Laser rx power low alarm threshold        :  0.0407 mW / -13.90 dBm
    Laser rx power high warning threshold     :  0.7943 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.1023 mW / -9.90 dBm
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show log

Syntax show log
<filename | user <username>>

Syntax (QFabric
System)

show log filename
<device-type (device-id | device-alias)>

Syntax (TXMatrix
Routers)

show log
<all-lcc | lcc number | scc>
<filename | user <username>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option device-type (device-id | device-alias) is introduced in Junos OS Release 13.1 for

the QFX Series.

Description List log files, display log file contents, or display information about userswhohave logged

in to the router or switch.

Options none—List all log files.

<all-lcc | lccnumber | scc>—(TXMatrix routersonly)(Optional)Display logging information

about all T640 routers (or line-card chassis) or a specific T640 router (replace

numberwith a value from 0 through 3) connected to a TXMatrix router. Or, display

logging information about the TXMatrix router (or switch-card chassis).

device-type—(QFabric system only) (Optional) Display logmessages for only one of the

following device types:

• director-device—Display logs for Director devices.

• infrastructure-device—Display logs for the logical components of the QFabric

system infrastructure, including the diagnostic Routing Engine, fabric control

Routing Engine, fabric manager Routing Engine, and the default network Node

group and its backup (NW-NG-0 and NW-NG-0-backup).

• interconnect-device—Display logs for Interconnect devices.

• node-device—Display logs for Node devices.

NOTE: If you specify the device-type optional parameter, youmust also

specify either the device-id or device-alias optional parameter.

(device-id | device-alias)—If a device type is specified, display logs for a device of that

type. Specify either the device ID or the device alias (if configured).
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filename—(Optional) Display the log messages in the specified log file. For the routing

matrix, the filenamemust include the chassis information.

NOTE: The filename parameter is mandatory for the QFabric system. If
you did not configure a syslog filename, specify the default filename of
messages.

user<username>—(Optional)Display logging information about userswhohave recently

logged in to the router or switch. If you include username, display logging information

about the specified user.

Required Privilege
Level

trace

List of Sample Output show log on page 847
show log filename on page 847
show log filename (QFabric System) on page 848
show log user on page 848

Sample Output

show log

user@host> show log
total 57518
-rw-r--r--  1 root  bin      211663 Oct  1 19:44 dcd
-rw-r--r--  1 root  bin      999947 Oct  1 19:41 dcd.0
-rw-r--r--  1 root  bin      999994 Oct  1 17:48 dcd.1
-rw-r--r--  1 root  bin      238815 Oct  1 19:44 rpd
-rw-r--r--  1 root  bin     1049098 Oct  1 18:00 rpd.0
-rw-r--r--  1 root  bin     1061095 Oct  1 12:13 rpd.1
-rw-r--r--  1 root  bin     1052026 Oct  1 06:08 rpd.2
-rw-r--r--  1 root  bin     1056309 Sep 30 18:21 rpd.3
-rw-r--r--  1 root  bin     1056371 Sep 30 14:36 rpd.4
-rw-r--r--  1 root  bin     1056301 Sep 30 10:50 rpd.5
-rw-r--r--  1 root  bin     1056350 Sep 30 07:04 rpd.6
-rw-r--r--  1 root  bin     1048876 Sep 30 03:21 rpd.7
-rw-rw-r--  1 root  bin       19656 Oct  1 19:37 wtmp

show log filename

user@host> show log rpd
Oct  1 18:00:18 trace_on: Tracing to ?/var/log/rpd? started
Oct  1 18:00:18 EVENT <MTU> ds-5/2/0.0 index 24 <Broadcast PointToPoint Multicast
Oct  1 18:00:18
Oct  1 18:00:19 KRT recv len 56 V9 seq 148 op add Type route/if af 2 addr 
13.13.13.21 nhop type local nhop 13.13.13.21
Oct  1 18:00:19 KRT recv len 56 V9 seq 149 op add Type route/if af 2 addr 
13.13.13.22 nhop type unicast nhop 13.13.13.22
Oct  1 18:00:19 KRT recv len 48 V9 seq 150 op add Type ifaddr index 24 devindex 
43
Oct  1 18:00:19 KRT recv len 144 V9 seq 151 op chnge Type ifdev devindex 44
Oct  1 18:00:19 KRT recv len 144 V9 seq 152 op chnge Type ifdev devindex 45
Oct  1 18:00:19 KRT recv len 144 V9 seq 153 op chnge Type ifdev devindex 46
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Oct  1 18:00:19 KRT recv len 1272 V9 seq 154 op chnge Type ifdev devindex 47
...

show log filename (QFabric System)

user@qfabric> show logmessages
Mar 28 18:00:06 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:06 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 2159)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 2191)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 242726)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 242757)
Mar 28 18:00:16 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:16 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:27 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:27 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:55 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:55 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:01:10 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:01:10 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:02:37 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:02:37 ED1491
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 33809)

show log user

user@host> show log user
darius   mg2546                    Thu Oct  1 19:37   still logged in
darius   mg2529                    Thu Oct  1 19:08 - 19:36  (00:28)
darius   mg2518                    Thu Oct  1 18:53 - 18:58  (00:04)
root     mg1575                    Wed Sep 30 18:39 - 18:41  (00:02)
root     ttyp2    jun.site.per    Wed Sep 30 18:39 - 18:41  (00:02)
alex     ttyp1    192.168.1.2      Wed Sep 30 01:03 - 01:22  (00:19)
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show ntp associations

Syntax show ntp associations
<no-resolve>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Network Time Protocol (NTP) peers and their state.

Options none—Display NTP peers and their state.

no-resolve—(Optional) Suppress symbolic addressing.

Required Privilege
Level

view

Related
Documentation

show ntp status on page 851•

List of Sample Output show ntp associations on page 850

Output Fields Table 77onpage849describes theoutput fields for the showntpassociationscommand.

Output fields are listed in the approximate order in which they appear.

Table 77: show ntp associations Output Fields

Field DescriptionField Name

Address or name of the remote NTP peer.remote

Reference identifier of the remote peer. If the reference identifier is not known, this field shows a value
of 0.0.0.0.

refid

Stratum of the remote peer.st

Type of peer: b (broadcast), l (local),m (multicast), or u (unicast).t

When the last packet from the peer was received.when

Polling interval, in seconds.poll

Reachability register, in octal.reach

Current estimated delay of the peer, in milliseconds.delay

Current estimated offset of the peer, in milliseconds.offset

Current estimated dispersion of the peer, in milliseconds.disp
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Table 77: show ntp associations Output Fields (continued)

Field DescriptionField Name

Peer name and status of the peer in the clock selection process:

• space—Discarded because of a high stratum value or failed sanity checks.

• x—Designated "falseticker" by the intersection algorithm.

• .—Culled from the end of the candidate list.

• –—Discarded by the clustering algorithm.

• +—Included in the final selection set.

• #—Selected for synchronization, but the distance exceeds the maximum.

• *—Selected for synchronization.

• o—Selected for synchronization, but the packets-per-second (pps) signal is in use.

peer-name

Sample Output

show ntp associations

user@host> show ntp associations
     remote           refid      st t when poll reach   delay   offset    disp
==============================================================================
*wolfe-gw.junipe tick.ucla.edu    2 u   43   64  377     1.86    0.319    0.08
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show ntp status

Syntax show ntp status
<no-resolve>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the values of internal variables returned by Network Time Protocol (NTP) peers.

Options none—Display the values of internal variables returned by NTP peers.

no-resolve—(Optional) Suppress symbolic addressing.

Required Privilege
Level

view

Related
Documentation

show ntp associations on page 849•

List of Sample Output show ntp status on page 852

Output Fields Table78onpage851describes theoutput fields for the showntpstatuscommand.Output

fields are listed in the approximate order in which they appear.

Table 78: show ntp status Output Fields

Field DescriptionField Name

System status word, a code representing the status items listed.status

Indicates a normal synchronized state with no leap seconds imminent. Other options could be
leap_add_sec, leap_del_sec, or leap_alarm, indicating a leap second will be added, deleted, or a leap
second requirement is upcoming.

leap_none

Indicates the current synchronization source, in this case, an NTP server. Other options include
sync_alarm and sync_unspec, both indicating that the router has not been synched.

sync_ntp

Indicates the number of events that have occurred since that last code change. An event is often the
receipt of an NTP polling message.

x events

Describes the most recent event, in this case, the stratum of the peer server changed.event_peer/strat_chg

A detailed description of the version of NTP being used.version

Indicates the current hardware platform and version of the processor.processor

Detailed description of the name and version of the operating system in use.system

The number of leap seconds in use.leap
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Table 78: show ntp status Output Fields (continued)

Field DescriptionField Name

Thestratumof thepeer server. Anythinggreater than 1 is a secondary reference source, and thenumber
roughly represents thenumberofhopsaway fromthestratum1server.. Stratum1 is aprimary reference,
such as an atomic clock.

stratum

The precision of the peer clock, how precisely the frequency and time can bemaintained with this
particular timekeeping system.

precision

The total roundtrip delay to the primary reference source, in seconds.rootdelay

Themaximum error relative to the primary reference source, in seconds.rootdispersion

An identification number of the peer in use.peer

Reference identifier of the remote peer. If the reference identifier is not known, this field shows a value
of 0.0.0.0.

refid

The local time, in timestamp format, when the local clock was last updated. If the local clock has
never been synchronized, the value is zero.

reftime

The NTP broadcast message polling interval, in seconds.poll

The current time on the local router clock.clock

The current mode of NTP operation, where 1 is symmetric active, 2 is symmetric passive, 3 is client, 4
is server, and 5 is broadcast.

state

Current estimated offset of the peer, in milliseconds. Indicates the time difference between the
reference clock and the local clock.

offset

The frequency of the clock.frequency

Indicates the magnitude of jitter, in milliseconds, between several time queries.jitter

Ameasure of howwell this clock canmaintain a constant frequency.stability

Sample Output

show ntp status

user@host> show ntp status
assID=0 status=0544 leap_none, sync_local_proto, 4 events, event_peer/strat_chg,
version="ntpd 4.2.2p1@1.1570-o Tue May 19 13:57:55 UTC 2009 (1)",
processor="x86_64", system="Linux/2.6.18-164.el5", leap=00, stratum=4,
precision=-10, rootdelay=0.000, rootdispersion=11.974, peer=59475,
refid=LOCAL(0),
reftime=d495c32c.0e71eaf2  Mon, Jan  7 2013 13:57:00.056, poll=10,
clock=d495c32c.cebd43bd  Mon, Jan  7 2013 13:57:00.807, state=4,
offset=0.000, frequency=0.000, jitter=0.977, noise=0.977,
stability=0.000, tai=0
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show subscribers

Syntax show subscribers
<detail | extensive | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier-substring>
<client-type client-type>
<count>
<interface interface>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 9.3 for EX Series switches.

client-type,mac-address, subscriber-state, and extensive options introduced in JunosOS

Release 10.2.

count option usage with other options introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Optionsaci-interface-set-nameandagent-circuit-identifier introduced in JunosOSRelease

12.2.

The physical-interface and user-name options introduced in Junos OS Release 12.3.

Options vci and vpi introduced in Junos OS Release 12.3R3 and supported in later 12.3Rx

releases.

Options vciand vpi supported in JunosOSRelease 13.2 and later releases. (Not supported

in Junos OS Release 13.1.)

Description Display information for active subscribers.

Options detail | extensive | terse—(Optional) Display the specified level of output.

aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use the

specified agent circuit identifier (ACI) interface set. Use the ACI interface set name

generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual ACI

value found in the DHCP or PPPoE control packets.

address—(Optional)Display subscriberswhose IPaddressmatches thespecifiedaddress.

Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.168.17.1). If you specify the IP address as a prefix with a netmask (for example,

192.168.17.1/32), the router displays a message that the IP address is invalid, and

rejects the command.
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agent-circuit-identifier-substring—(Optional) Display all dynamic subscriber sessions

whose ACI value matches the specified substring.

client-type—(Optional) Display subscribers whose client typematches the specified

client type (DHCP, L2TP, PPP, PPPOE, VLAN, or static).

count—(Optional) Display the count of total subscribers and active subscribers for any

specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id—(Optional)Displayaspecific subscriber sessionwhosesession idmatches thespecified

subscriber ID. You can display subscriber IDs by using the showsubscribers extensive

or the show subscribers interface extensive commands.

interface—(Optional)Display subscriberswhose interfacematches thespecified interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified

MAC address.

physical-interface-name—(M120, M320, and MX Series routers only) (Optional) Display

subscribers whose physical interface matches the specified physical interface.

profile-name—(Optional)Displaysubscriberswhosedynamicprofilematches thespecified

profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the

specified routing instance.

subscriber-state—(Optional) Display subscribers whose subscriber state matches the

specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).

user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers

whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the

specified stacked VLAN ID.
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NOTE: Due todisplay limitations, logical systemand routing instanceoutput
values are truncated when necessary.

Required Privilege
Level

view

Related
Documentation

show subscribers summary•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

List of Sample Output show subscribers (IPv4) on page 860
show subscribers (IPv6) on page 860
show subscribers (IPv4 and IPv6 Dual Stack) on page 860
show subscribers (LNS onMX Series Routers) on page 861
show subscribers (L2TP Switched Tunnels) on page 861
show subscribers client-type dhcp detail on page 861
show subscribers count on page 861
show subscribers address detail (IPv6) on page 861
show subscribers detail (IPv4) on page 862
show subscribers detail (IPv6) on page 862
show subscribers detail (IPv6 Static Demux Interface) on page 863
show subscribers detail (L2TP LNS Subscribers onMX Series Routers) on page 863
show subscribers detail (L2TP Switched Tunnels) on page 863
show subscribers detail (Tunneled Subscriber) on page 864
show subscribers detail (IPv4 and IPv6 Dual Stack) on page 864
show subscribers detail (ACI Interface Set Session) on page 865
showsubscribersdetail (PPPoESubscriberSessionwithACI InterfaceSet)onpage865
show subscribers extensive on page 865
show subscribers extensive (RPF Check Fail Filter) on page 866
showsubscribersextensive(L2TPLNSSubscribersonMXSeriesRouters)onpage866
show subscribers extensive (IPv4 and IPv6 Dual Stack) on page 866
show subscribers extensive (Effective Shaping-Rate) on page 867
showsubscribersaci-interface-set-namedetail (SubscriberSessionsUsingSpecified
ACI Interface Set) on page 868
show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified
ACI Substring) on page 868
show subscribers interface extensive on page 869
show subscribers logical-system terse on page 869
show subscribers physical-interface count on page 870
show subscribers routing-instance inst1 count on page 870
show subscribers stacked-vlan-id detail on page 870
show subscribers stacked-vlan-id vlan-id detail (Combined Output) on page 870
show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a
Specific Interface) on page 870
show subscribers user-name detail on page 870
show subscribers vlan-id on page 871
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show subscribers vlan-id detail on page 871
showsubscribersvpivciextensive(PPPoE-over-ATMSubscriberSession)onpage871

Output Fields Table 79 on page 857 lists the output fields for the show subscribers command. Output

fields are listed in the approximate order in which they appear.

Table 79: show subscribers Output Fields

Field DescriptionField Name

Interface associated with the subscriber. The router or switch displays subscribers whose interface
matches or begins with the specified interface.

The * character indicates a continuation of addresses for the same session.

Interface

Subscriber IP address or VLAN ID associated with the subscriber in the form tpid.vlan-id

No IPaddressorVLAN ID isassigned toanL2TPtunnel-switchedsession. For thesesubscriber sessions
the value is Tunnel-switched.

IP Address/VLAN ID

Name of subscriber.User Name

Logical system and routing instance associated with the subscriber.LS:RI

Subscriber client type (DHCP, L2TP, PPP, PPPoE, STATIC-INTERFACE, VLAN).Type

Subscriber IPv4 address.IP Address

Subscriber IP netmask.IP Netmask

IP address of primary DNS server.Primary DNS Address

IP address of secondary DNS server.SecondaryDNSAddress

IP address of primaryWINS server.PrimaryWINS Address

IP address of secondaryWINS server.SecondaryWINS
Address

Subscriber IPv6 address, or multiple addresses.IPv6 Address

Subscriber IPv6 prefix. If you are using DHCPv6 prefix delegation, this is the delegated prefix.IPv6 Prefix

IPv6 prefix obtained through ND/RA.IPv6 User Prefix

Subscriber IPv6 address pool. The IPv6 address pool is used to allocate IPv6 prefixes to the DHCPv6
clients.

IPv6 Address Pool

Length of the network portion of the IPv6 address.IPv6 Network Prefix
Length

Length of the subscriber IPv6 prefix.IPv6 Prefix Length
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Table 79: show subscribers Output Fields (continued)

Field DescriptionField Name

Logical system associated with the subscriber.Logical System

Routing instance associated with the subscriber.Routing Instance

Whether the subscriber interface is Static or Dynamic.Interface Type

Internally generated name of the dynamic ACI interface set used by the subscriber session.Interface Set

Interface type of the ACI interface set: Dynamic. This is the only ACI interface set type currently
supported.

Interface Set Type

Identifier of the dynamic ACI interface set entry in the session database.InterfaceSetSession ID

Name of the underlying interface for the subscriber session.Underlying Interface

Dynamic profile used for the subscriber.Dynamic Profile Name

Version number of the dynamic profile used for the subscriber.DynamicProfileVersion

MAC address associated with the subscriber.MACAddress

Current state of the subscriber session (Init, Configured, Active, Terminating, Tunneled).State

Current state of the L2TP session, Tunneled or Tunnel-switched. When the value is Tunnel-switched,
two entries are displayed for the subscriber; the first entry is at the LNS interface on the LTS and the
second entry is at the LAC interface on the LTS.

L2TP State

Name of the L2TP tunnel switch profile that initiates tunnel switching.Tunnel switch Profile
Name

IP address of the local gateway (LAC).Local IP Address

IP address of the remote peer (LNS).Remote IP Address

VLAN ID associated with the subscriber in the form tpid.vlan-id.VLAN Id

Stacked VLAN ID associated with the subscriber in the form tpid.vlan-id.Stacked VLAN Id

RADIUS accounting ID associated with the subscriber.RADIUS Accounting ID

Option 82 agent circuit ID associatedwith the subscriber. The ID is displayed as an ASCII string unless
the value has nonprintable characters, in which case it is displayed in hexadecimal format.

Agent Circuit ID

Option82agent remote IDassociatedwith the subscriber. The ID is displayedasanASCII string unless
the value has nonprintable characters, in which case it is displayed in hexadecimal format.

Agent Remote ID

IP address used by the DHCP relay agent.DHCP Relay IP Address
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Table 79: show subscribers Output Fields (continued)

Field DescriptionField Name

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual path identifier (VPI) on the
subscriber’s physical interface.

ATMVPI

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual circuit identifier (VCI) for
each VPI configured on the subscriber interface.

ATMVCI

Date and time at which the subscriber logged in.Login Time

Actual downstream traffic shaping rate for the subscriber, in kilobits per second.Effective shaping-rate

Name of the filter applied by the dynamic profile to IPv4 packets that fail the RPF check.IPv4rpf-checkFailFilter
Name

Name of the filter applied by the dynamic profile to IPv6 packets that fail the RPF check.IPv6rpf-checkFailFilter
Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options, as defined in RFC 2132.

DHCPOptions

ID number for a subscriber service session.Session ID

ForDHCPv6subscribersonaPPPoEnetwork, displays thesession IDof theunderlyingPPPoE interface.Underlying Session ID

Number of service sessions (that is, a service activated using RADIUS CoA) associated with the
subscribers.

Service Sessions

Service session profile name.Service Session Name

Numberof secondsofaccessprovided to thesubscriberbefore thesession isautomatically terminated.Session Timeout
(seconds)

Number of seconds subscriber can be idle before the session is automatically terminated.Idle Timeout (seconds)

Name of the pool used for DHCPv6 prefix delegation.IPv6DelegatedAddress
Pool

Length of the prefix configured for the IPv6 delegated address pool.IPv6DelegatedNetwork
Prefix Length

Address assigned by the Framed-Ipv6-Prefix AAA attribute.IPv6 Interface Address

Interface ID assigned by the Framed-Interface-Id AAA attribute.IPv6 Framed Interface
Id

Name assigned to the Ascend-Data-Filter (ADF) interface IPv4 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Input Filter
Name
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Table 79: show subscribers Output Fields (continued)

Field DescriptionField Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv4output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Output Filter
Name

Name assigned to the Ascend-Data-Filter (ADF) interface IPv6 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv6output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Output Filter
Name

Name assigned to the IPv4 input filter (client or service session).IPv4 Input Filter Name

Name assigned to the IPv4 output filter (client or service session).IPv4OutputFilterName

Name assigned to the IPv6 input filter (client or service session).IPv6 Input Filter Name

Name assigned to the IPv6 output filter (client or service session).IPv6OutputFilterName

Name assigned to the logical interface input filter (client or service session).IFL Input Filter Name

Name assigned to the logical interface output filter (client or service session).IFL Output Filter Name

Sample Output

show subscribers (IPv4)

user@host> show subscribers
Interface               IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824     100                                    default:default
demux0.1073741824       100.0.0.10           WHOLESALER-CLIENT default:default
demux0.1073741825       101.0.0.3            RETAILER1-CLIENT  test1:retailer1
demux0.1073741826       102.0.0.3            RETAILER2-CLIENT  test1:retailer2

show subscribers (IPv6)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name           LS:RI
ge-1/0/0.0         2001::c0:0:0:0/74    WHOLESALER-CLIENT   default:default
     *             2002::1/128          subscriber-25       default:default

show subscribers (IPv4 and IPv6 Dual Stack)

user@host> show subscribers
Interface           IP Address/VLAN ID         User Name                      
LS:RI
demux0.1073741834   0x8100.1002 0x8100.1                                 
default:default
demux0.1073741835   0x8100.1001 0x8100.1                                 
default:default
pp0.1073741836      61.1.1.1                 dualstackuser1@ISP1.com     
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default:ASP-1
*                   2041:1:1::/48
*                   2061:1:1:1::/64
pp0.1073741837      23.1.1.3                 dualstackuser2@ISP1.com     
default:ASP-1
*                   2001:1:2:5::/64

show subscribers (LNS onMX Series Routers)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name         LS:RI
si-4/0/0.1         192.168.4.1          xyz@example.com   default:default

show subscribers (L2TP Switched Tunnels)

user@host> show subscribers
Interface           IP Address/VLAN ID    User Name              LS:RI
si-2/1/0.1073741842 Tunnel-switched       ap@lts.com        default:default     

si-2/1/0.1073741843 Tunnel-switched       ap@lts.com        default:default     

show subscribers client-type dhcp detail

user@host> show subscribers client-type dhcp detail
Type: DHCP
IP Address: 100.20.9.7
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:10:95:00:00:98
State: Active
Radius Accounting ID: jnpr :2304
Login Time: 2009-08-25 14:43:52 PDT

Type: DHCP
IP Address: 100.20.10.7
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744383
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:10:94:00:01:f3
State: Active
Radius Accounting ID: jnpr :2560
Login Time: 2009-08-25 14:43:56 PDT

show subscribers count

user@host> show subscribers count
Total Subscribers: 188, Active Subscribers: 188

show subscribers address detail (IPv6)

user@host> show subscribers address 100.16.12.137 detail
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Type: PPPoE
User Name: pppoeTerV6User1Svc
IP Address: 100.16.12.137
IP Netmask: 255.0.0.0
IPv6 User Prefix: 1016:0:0:c88::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073745151
Interface type: Dynamic
Underlying Interface: demux0.8201
Dynamic Profile Name: pppoe-client-profile
MAC Address: 00:0d:02:01:00:01
Session Timeout (seconds): 31622400
Idle Timeout (seconds): 86400
State: Active
Radius Accounting ID: jnpr demux0.8201:6544
Session ID: 6544
Agent Circuit ID: ifl3720
Agent Remote ID: ifl3720
Login Time: 2012-05-21 13:37:27 PDT
Service Sessions: 1

show subscribers detail (IPv4)

user@host> show subscribers detail
Type: DHCP
IP Address: 100.20.9.7
IP Netmask: 255.255.0.0
Primary DNS Address: 192.168.17.1
Secondary DNS Address: 192.168.17.2
Primary WINS Address: 192.168.22.1
Secondary WINS Address: 192.168.22.2
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:10:95:00:00:98
State: Active
Radius Accounting ID: jnpr :2304
Session Timeout (seconds): 3600
Idle Timeout (seconds): 600
Login Time: 2009-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
Service Sessions: 2

show subscribers detail (IPv6)

user@host> show subscribers detail
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2002:db2:ffff:1::/64
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:51:ff:ff:00:03
State: Active
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Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (IPv6 Static Demux Interface)

user@host> show subscribers detail
Type: STATIC-INTERFACE
User Name: demux0.1@jnpr.net
IPv6 Prefix: 1:2:3:4:5:6:7:aa/128
Logical System: default
Routing Instance: default
Interface: demux0.1
Interface type: Static
Dynamic Profile Name: junos-default-profile
State: Active
Radius Accounting ID: 185
Login Time: 2010-05-18 14:33:56 EDT

show subscribers detail (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers detail
Type: L2TP
User Name: user1@jnpr.net
IP Address: 10.1.32.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST

show subscribers detail (L2TP Switched Tunnels)

user@host> show subscribers detail
Type: L2TP
User Name: ap@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741842
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 10.50.1.1
Remote IP Address: 192.168.20.3
Radius Accounting ID: 21
Session ID: 21
Login Time: 2013-01-18 03:01:11 PST

Type: L2TP
User Name: ap@example.com
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Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741843
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 10.30.1.1
Remote IP Address: 172.20.1.10
Session ID: 22
Login Time: 2013-01-18 03:01:14 PST

show subscribers detail (Tunneled Subscriber)

user@host> show subscribers detail
Type: PPPoE
User Name: user1@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1
State: Active, Tunneled
Radius Accounting ID: 512

show subscribers detail (IPv4 and IPv6 Dual Stack)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@ISP1.com
IP Address: 61.1.1.1
IPv6 Prefix: 2041:1:1::/48
IPv6 User Prefix: 2061:1:1:1::/64
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:64:03:01:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST

Type: DHCP
IPv6 Prefix: 2041:1:1::/48
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
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MAC Address: 00:00:64:03:01:02
State: Active
Radius Accounting ID: jnpr :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (ACI Interface Set Session)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0
Interface Set: aci-1001-ge-1/0/0.2800
Interface Set Session ID: 0
Underlying Interface: ge-1/0/0.2800
Dynamic Profile Name: aci-vlan-set-profile-2
Dynamic Profile Version: 1
State: Active
Session ID: 1
Agent Circuit ID: aci-ppp-dhcp-20
Login Time: 2012-05-26 01:54:08 PDT

show subscribers detail (PPPoE Subscriber Session with ACI Interface Set)

user@host> show subscribers detail
Type: PPPoE
User Name: ppphint2
IP Address: 10.10.1.5
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Interface Set: aci-1001-demux0.1073741824
Interface Set Type: Dynamic
Interface Set Session ID: 2
Underlying Interface: demux0.1073741824
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:64:39:01:02
State: Active
Radius Accounting ID: 3
Session ID: 3
Agent Circuit ID: aci-ppp-dhcp-dvlan-50
Login Time: 2012-03-07 13:46:53 PST

show subscribers extensive

user@host> show subscribers extensive
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2002:db2:ffff:1::/64
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
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MAC Address: 00:51:ff:ff:00:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Address Pool: pd_pool
IPv6 Network Prefix Length: 48

show subscribers extensive (RPF Check Fail Filter)

user@host> show subscribers extensive
...
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
  IPv4 rpf-check Fail Filter Name: rpf-allow-dhcp
  IPv6 rpf-check Fail Filter Name: rpf-allow-dhcpv6
...

show subscribers extensive (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers extensive
Type: L2TP
User Name: user1@jnpr.net
IP Address: 10.1.32.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST
IPv4 Input Filter Name: classify-si-5/2/0.1073749824-in
IPv4 Output Filter Name: classify-si-5/2/0.1073749824-out

show subscribers extensive (IPv4 and IPv6 Dual Stack)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
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VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@ISP1.com
IP Address: 61.1.1.1
IPv6 Prefix: 2041:1:1::/48
IPv6 User Prefix: 2061:1:1:1::/64
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:64:03:01:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2061:1:1:1::1/64
IPv6 Framed Interface Id: 1:1:2:2
IPv4 Input Filter Name: FILTER-IN-pp0.1073741825-in
IPv4 Output Filter Name: FILTER-OUT-pp0.1073741825-out
IPv6 Input Filter Name: FILTER-IN6-pp0.1073741825-in
IPv6 Output Filter Name: FILTER-OUT6-pp0.1073741825-out

Type: DHCP
IPv6 Prefix: 2041:1:1::/48
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:64:03:01:02
State: Active
Radius Accounting ID: jnpr :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Network Prefix Length: 48

show subscribers extensive (Effective Shaping-Rate)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
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Effective shaping-rate: 31000000k
...

show subscribers aci-interface-set-name detail (Subscriber Sessions Using Specified ACI Interface Set)

user@host> show subscribers aci-interface-set-name aci-1003-ge-1/0/0.4001 detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 10.10.1.7
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:65:26:01:02
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified ACI Substring)

user@host> show subscribers agent-circuit-identifier aci-ppp-vlan detail
Type: VLAN 
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 10.10.1.7
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
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Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:65:26:01:02
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers interface extensive

user@host> show subscribers interface demux0.1073741826 extensive
Type: VLAN
User Name: test1@test.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:6e:56:01:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: test1@test.com
IP Address: 172.16.200.6
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Static
MAC Address: 00:00:6e:56:01:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out

show subscribers logical-system terse

user@host> show subscribers logical-system test1 terse
Interface           IP Address/VLAN ID   User Name         LS:RI
demux0.1073741825     101.0.0.3            RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     102.0.0.3            RETAILER2-CLIENT  test1:retailer2
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show subscribers physical-interface count

user@host> show subscribers physical-interface ge-1/0/0 count
Total subscribers: 3998, Active Subscribers: 3998

show subscribers routing-instance inst1 count

user@host> show subscribers routing-instance inst1 count
Total Subscribers: 188, Active Subscribers: 183

show subscribers stacked-vlan-id detail

user@host> show subscribers stacked-vlan-id 101 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id detail (Combined Output)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a Specific Interface)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 interface ge-1/2/0.* detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers user-name detail

user@host> show subscribers user-name larry1 detail
Type: DHCP
User Name: larry1
IP Address: 100.0.0.37
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.1
Interface type: Static
Dynamic Profile Name: foo
MAC Address: 00:10:94:00:00:01
State: Active
Radius Accounting ID: 1
Session ID: 1
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Login Time: 2011-11-07 08:25:59 PST
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 01 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
37 2d 30 2d 30 37 05 01 06 0f 21 2c

show subscribers vlan-id

user@host> show subscribers vlan-id 100
Interface           IP Address                              User Name
ge-1/0/0.1073741824
ge-1/2/0.1073741825

show subscribers vlan-id detail

user@host> show subscribers vlan-id 100 detail
Type: VLAN
Interface: ge-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

Type: VLAN
Interface: ge-1/2/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

show subscribers vpi vci extensive (PPPoE-over-ATMSubscriber Session)

user@host> show subscribers vpi 40 vci 50 extensive
Type: PPPoE
User Name: testuser
IP Address: 100.0.0.2
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: pp0.0
Interface type: Static
MAC Address: 00:00:65:23:01:02
State: Active
Radius Accounting ID: 2
Session ID: 2
ATM VPI: 40
ATM VCI: 50
Login Time: 2012-12-03 07:49:26 PST
IP Address Pool: pool_1
IPv6 Framed Interface Id: 200:65ff:fe23:102
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show system alarms

Syntax show system alarms

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display active system alarms.

Options This command has no options.

Additional Information System alarms are preset. They include a configuration alarm that appears when no

rescue configuration alarm is set and a license alarm that appears when a software

feature is configured and no valid license is configured for the feature. For more

information about system alarms, see the Junos OS Administration Library for Routing

Devices.

In Junos OS release 11.1 and later, alarms for fans also show the slot number of the fans

in the CLI output.

Starting with Junos OS Release 13.2, you can view degraded fabric alarms on a routing

matrix based on TXMatrix Plus router with 3D SIBs. The alarm indicates that the source

FPC is runningwithadegraded fabric condition.Thisalarm isanearlywarningofapossible

fabric black-hole condition.When the degraded fabric alarm is raised on the source FPC,

you can take remedial action to avoid a fabric black-hole condition. The degraded fabric

alarm is raised on the source FPC if both the following conditions are met:

• The active Packet Forwarding Engine destinations are reachable on one or no active

switching planes.

• At least one of the inactive switching planes has a fault that causes the destination

Packet Forwarding Engine to become unreachable.

Required Privilege
Level

admin

List of Sample Output show system alarms on page 872
show system alarms (Fan Tray) on page 873
show system alarms (QFX Series) on page 873
show system alarms (TXMatrix Plus router with 3D SIBs) on page 873

Sample Output

show system alarms

user@host> show system alarms
2 alarms currently active
Alarm time                    Class     Description
2005-02-24 17:29:34 UTC       Minor     IPsec VPN tunneling usage requires a 
license
2005-02-24 17:29:34 UTC       Minor     Rescue configuration is not sent
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show system alarms (Fan Tray)

user@host> show system alarms
4 alarms currently active
Alarm time               Class  Description
2010-11-11 20:27:38 UTC  Major  Side Fan Tray 7 Failure
2010-11-11 20:27:13 UTC  Minor  Side Fan Tray 7 Overspeed
2010-11-11 20:27:13 UTC  Major  Side Fan Tray 5 Failure
2010-11-11 20:27:13 UTC  Major  Side Fan Tray 0 Failure

show system alarms (QFX Series)

user@switches> show system alarms
2 alarms currently active
Alarm time Class Description
2005-02-24 17:29:34 UTC Minor Rescue configuration is not sent

show system alarms (TXMatrix Plus router with 3D SIBs)

user@router> show system alarms

sfc0-re0:
--------------------------------------------------------------------------
2 alarms currently active
Alarm time               Class  Description
2013-05-08 18:13:58 UTC  Major  LCC 0 Major Errors
2013-05-08 17:48:46 UTC  Major  LCC 7 Major Errors

lcc0-re1:
--------------------------------------------------------------------------
1 alarm currently active
Alarm time               Class  Description
2013-05-08 18:19:24 UTC  Major  FPC 1 degraded fabric condition detected

lcc7-re0:
--------------------------------------------------------------------------
1 alarm currently active
Alarm time               Class  Description
2013-05-08 18:19:24 UTC  Major  FPC 7 degraded fabric condition detected
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show system audit

Syntax show system audit
<root-only>

Syntax (EX Series
Switch andMX Series

Router)

show system audit
<all-members>
<local>
<membermember-id>
<root-only>

Syntax (TXMatrix
Router)

show system audit
<all-lcc | lcc number | scc>
<root-only>

Syntax(TXMatrixPlus
Router)

show system audit
<all-chassis | all-lcc | lcc number | sfc number>
<root-only>

Syntax (QFX Series) show system audit
<infrastructure name | interconnect-device name | node-group name | root-only>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the state and checksum values for file systems.

Options none—Display the state and checksum values for all file systems.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Display file

systemMD5 hash and permissions information for all of the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display file systemMD5hashandpermissions information for all T640 routers

connected to the TXMatrix router. On a TXMatrix Plus router, display file system

MD5 hash and permissions information for all T1600 or T4000 routers connected

to the TXMatrix Plus router.

all-members—(EX4200 switch, QFX Series, and MX Series routers only) (Optional)

Display file systemMD5 hash and permissions information on all members of the

Virtual Chassis configuration.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display file systemMD5hash andpermissions information for a specific T640 router

that is connected to the TXMatrix router. On a TXMatrix Plus router, display file

systemMD5hashandpermissions information for a specific router that is connected

to the TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

infrastructure name—(QFabric systems only) (Optional) Display file systemMD5 hash

and permissions information for a fabric control Routing Engine or a fabric control

Routing Engine.

interconnect-device name—(QFabric systems only) (Optional) Display file systemMD5

hash and permissions information for the Interconnect device.

local—(EX4200 switch, QFX Series, and MX Series routers only) (Optional) Display file

systemMD5hash andpermissions information on the local Virtual Chassismember.

membermember-id—(EX4200switch,QFXSeries, andMXSeries routersonly) (Optional)

Display file systemMD5hash andpermissions information on the specifiedmember

of the Virtual Chassis configuration. For EX4200 switches, replacemember-idwith

a value from 0 through 9. For an MX Series Virtual Chassis, replacemember-idwith

a value of 0 or 1.

node-group name—(QFabric systems only) (Optional) Display file systemMD5 hash and

permissions information for the Node group

root-only—(Optional) Check only the root (/) file system. On a QFabric system, you can

check the root (/) file system on the infrastructure (fabric manager Routing Engine

and fabric control Routing Engine), Interconnect device, or Node group.

scc—(TXMatrix routers only) (Optional) Display file systemMD5 hash and permissions

information for the TXMatrix router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display file systemMD5 hash and

permissions information for the TXMatrix Plus router (or switch-fabric chassis).

Replace numberwith 0.

Additional Information To redirect the output to a file, issue the following command:

ssh device-name 'show system audit root-only' > output-file

If you save the output of the show system audit root-only command to a file, you can

compare it to subsequent output from the command todeterminewhether anything has

changed.
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Bydefault,whenyou issue the showsystemauditcommandon themasterRoutingEngine

of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all the

master Routing Engines of the LCCs connected to it in the routingmatrix. Likewise, if you

issue the same command on the backup Routing Engine of a TXMatrix or a TXMatrix

Plus router, the command is broadcast to all backup Routing Engines of the LCCs that

are connected to it in the routing matrix.

Required Privilege
Level

admin

List of Sample Output show system audit root-only on page 876
show system audit lcc (TXMatrix Router) on page 876
show system audit lcc (TXMatrix Plus Router) on page 878
show system audit root-only (QFX3500 Switch) on page 880

Sample Output

show system audit root-only

user@host> show system audit root-only
#          user: root
#       machine: my-host
#          tree: /
date: Fri Feb 11 21:21:46 2000

# .
/set type=file uid=0 gid=0 mode=0755 nlink=1
.               type=dir nlink=23 size=1024 time=950252640.0
  .cshrc      uid=3 gid=7 mode=0644 size=177 time=939182975.0 \
                md5digest=f414e06fea6bd646244b98e13d6e6226
  .kernel.jkernel.backup \
                mode=0744 size=1934552 time=944688902.0 \
                md5digest=2c343cf0bd9fea8f04f78604feed7aa4
  .profile    uid=3 gid=7 mode=0644 nlink=2 size=173 time=939182975.0 \
                md5digest=55a1e3c6c67789c9d3a1cce1ea39f670
    COPYRIGHT   uid=3 gid=7 mode=0444 size=3425 time=939182975.0 \
                md5digest=7df8bc77dcee71382ea73eb0ec6a9243
    boot.config mode=0644 size=3 time=945902618.0 \
                md5digest=93d722493ed38477338a1405d7dcbb40
    boot.help   uid=3 gid=7 mode=0444 size=411 time=939182876.0 \
                md5digest=9b7126385734bcae753f4179ab59d8e5
    compat      type=link mode=0777 size=11 time=915149058.0 \
                link=/usr/compat 
    kernel      mode=0444 size=1947607 time=950230892.0 \
                md5digest=1a2a8aff2fec678a918ba0d6bf063980
    kernel.avr  uid=1112 size=1947642 time=950252597.0 \
                md5digest=82e1637682d58ec28964dfee7fccb62e
    kernel.config \
                mode=0644 size=0 time=915149058.0 \
                md5digest=d41d8cd98f00b204e9800998ecf8427e
    sys         type=link mode=0777 size=11 time=915149029.0 \
                link=usr/src/sys

show system audit lcc (TXMatrix Router)

user@host> show system audit lcc 2
lcc2-re0:
--------------------------------------------------------------------------
#          user: root
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#       machine: rodin-lcc2
#          tree: /
#          date: Mon Sep 13 11:55:33 2004

# .
/set type=file uid=0 gid=0 mode=0555 nlink=1 flags=none
.               type=dir nlink=20 size=512 time=1094982121.0
    COPYRIGHT   mode=0644 size=4735 time=986012708.0 \
                md5digest=78396df1404ad742e6eb1be28f0cd63b
    kernel      type=link mode=0700 size=17 time=1090266262.0 \
                link=/packages/jkernel

# ./altconfig
altconfig       type=dir nlink=2 size=512 time=1089801320.0
# ./altconfig
..

# ./altroot
altroot         type=dir nlink=2 size=512 time=1089801320.0
# ./altroot         
..

# ./b
b               type=dir mode=0755 nlink=2 size=512 time=1093961429.0
# ./b
..

# ./bin
/set type=file uid=0 gid=0 mode=0700 nlink=1 flags=none
bin             type=dir mode=0755 nlink=2 size=512 time=1089843059.0
    [           type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/test
    cat         type=link size=27 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/cat
    chmod       type=link size=29 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/chmod
    cp          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/cp
    csh         type=link size=27 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/csh
    date        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/date
    dd          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/dd
    df          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/df
    echo        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/echo
    ed          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/ed
    expr        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/expr
    hostname    type=link size=32 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/hostname
    kill        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/kill
    ln          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/ln
    ls          type=link size=26 time=1090266270.0 \
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                link=/packages/mnt/jbase/bin/ls
    mkdir       type=link size=29 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/mkdir
    mv          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/mv
    ps          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/ps
    pwd         type=link size=27 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/pwd
    rcp         type=link size=27 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/rcp
    red         type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/ed
    rm          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/rm
    rmdir       type=link size=29 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/rmdir
    sh          type=link size=26 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/sh
    sleep       type=link size=29 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/sleep
    stty        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/stty
    sync        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/sync
    tcsh        type=link size=27 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/csh
    test        type=link size=28 time=1090266270.0 \
                link=/packages/mnt/jbase/bin/test
# ./bin
..

# ./boot
/set type=file uid=0 gid=0 mode=0444 nlink=1 flags=none
boot            type=dir mode=0555 nlink=3 size=512 time=1095069935.0
    boot0       size=512 time=1094978286.0 \
                md5digest=6f780822dd4ae482a20462b66e542cca
    boot1       mode=0555 size=512 time=1094978294.0 \
                md5digest=8d112b09df342cd0b60fdb9bdcde8e07
    boot2       mode=0555 size=7680 time=1094978294.0 \
                md5digest=28eb58c4068c6b85717e1484f9e028e4
    cdboot      mode=0555 size=165888 time=1094978298.0 \
                md5digest=1474c6b800dfc82ba552d7c36116d07d
    kgzldr.o    size=5996 time=1094982121.0 \
                md5digest=c53dc948eb07e2ea4eb0413e4c4634a3
    loader      mode=0555 size=163840 time=1094978298.0 \
                md5digest=82d9dc2d31033476bfb61bb7264c4fed
    loader.4th  size=9237 time=986013631.0 \
                md5digest=43144391465ad50267d31e0a320be1de
...

show system audit lcc (TXMatrix Plus Router)

user@host> show system audit all-chassis

sfc0-re0:
--------------------------------------------------------------------------
#          user: root
#       machine: finalfive
#          tree: /
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#          date: Mon May 18 00:13:16 2009

# .
/set type=file uid=0 gid=0 mode=0755 nlink=1 flags=none
.               type=dir nlink=23 size=512 time=1242347096.0
    COPYRIGHT   mode=0644 size=6196 time=1168587741.0 \
                md5digest=bbad415e1c29bbedd9b383537100412c
    kernel      type=link size=17 time=1242347011.0 link=/packages/jkernel
    staging     type=link mode=0777 size=8 time=1242346935.0 link=/var/tmp

# ./.snap
.snap           type=dir mode=0775 nlink=2 size=512 time=1242346922.0
# ./.snap
..

# ./altconfig
altconfig       type=dir mode=0500 nlink=2 size=512 time=1242319843.0
# ./altconfig
..

# ./altroot
altroot         type=dir mode=0500 nlink=2 size=512 time=1242319843.0
# ./altroot
..

# ./bin
bin             type=dir nlink=2 size=512 time=1242346944.0
    \133        type=link size=28 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/test
    cat         type=link size=27 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/cat
    chflags     type=link size=31 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/chflags
    chmod       type=link size=29 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/chmod
    cp          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/cp
    csh         type=link size=27 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/csh
    date        type=link size=28 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/date
    dd          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/dd
    df          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/df
    echo        type=link size=28 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/echo
    ed          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/ed
    expr        type=link size=28 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/expr
    hostname    type=link size=32 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/hostname
    kill        type=link size=28 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/kill
    ln          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/ln
    ls          type=link size=26 time=1242346941.0 \
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                link=/packages/mnt/jbase/bin/ls
    mkdir       type=link size=29 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/mkdir
    mv          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/mv
    pax         type=link size=27 time=1242346944.0 \
                link=/packages/mnt/jbase/bin/pax
    ps          type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/ps
    pwd         type=link size=27 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/pwd
    rcp         type=link size=27 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/rcp
    red         type=link size=26 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/ed
    rm          type=link size=26 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/rm
    rmdir       type=link size=29 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/rmdir
    sh          type=link size=26 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/sh
    sleep       type=link size=29 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/sleep
    stty        type=link size=28 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/stty
    sync        type=link size=28 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/sync
    tcsh        type=link size=27 time=1242346941.0 \
                link=/packages/mnt/jbase/bin/csh
    test        type=link size=28 time=1242346942.0 \
                link=/packages/mnt/jbase/bin/test
# ./bin
...

show system audit root-only (QFX3500 Switch)

user@switch> show system audit root-only
#          user: root
#       machine: my-host
#          tree: /
date: Fri Feb 11 21:21:46 2000

# .
/set type=file uid=0 gid=0 mode=0755 nlink=1
.               type=dir nlink=23 size=1024 time=950252640.0
  .cshrc      uid=3 gid=7 mode=0644 size=177 time=939182975.0 \
                md5digest=f414e06fea6bd646244b98e13d6e6226
  .kernel.jkernel.backup \
                mode=0744 size=1934552 time=944688902.0 \
                md5digest=2c343cf0bd9fea8f04f78604feed7aa4
  .profile    uid=3 gid=7 mode=0644 nlink=2 size=173 time=939182975.0 \
                md5digest=55a1e3c6c67789c9d3a1cce1ea39f670
    COPYRIGHT   uid=3 gid=7 mode=0444 size=3425 time=939182975.0 \
                md5digest=7df8bc77dcee71382ea73eb0ec6a9243
    boot.config mode=0644 size=3 time=945902618.0 \
                md5digest=93d722493ed38477338a1405d7dcbb40
    boot.help   uid=3 gid=7 mode=0444 size=411 time=939182876.0 \
                md5digest=9b7126385734bcae753f4179ab59d8e5
    compat      type=link mode=0777 size=11 time=915149058.0 \
                link=/usr/compat 
    kernel      mode=0444 size=1947607 time=950230892.0 \
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                md5digest=1a2a8aff2fec678a918ba0d6bf063980
    kernel.avr  uid=1112 size=1947642 time=950252597.0 \
                md5digest=82e1637682d58ec28964dfee7fccb62e
    kernel.config \
                mode=0644 size=0 time=915149058.0 \
                md5digest=d41d8cd98f00b204e9800998ecf8427e
    sys         type=link mode=0777 size=11 time=915149029.0 \
                link=usr/src/sys
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show system boot-messages

Syntax show system boot-messages

Syntax (EX Series
Switches)

show system boot-messages
<all-members>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system boot-messages
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system boot-messages
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (MX Series
Router)

show system boot-messages
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system boot-messages
infrastructure name | interconnect-device name | node-group name

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display initial messages generated by the system kernel upon startup. Thesemessages

are the contents of /var/run/dmesg.boot.

Options none—Display all boot timemessages.

all-chassis—(TXMatrix routers andTXMatrix Plus routers only) (Optional) Display boot

timemessages for all of the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display boot timemessages for all T640 routers connected to a TXMatrix

router. On a TXMatrix Plus router, display boot timemessages for all connected

T1600 or T4000 LCCs.

all-members—(EX4200 switches and MX Series routers only) (Optional) Display boot

timemessages on all members of the Virtual Chassis configuration.

infrastructure name—(QFabric systems only) (Optional) Display boot timemessages on

the fabric control Routing Engine or fabric manager Routing engines.

interconnect-devicename—(QFabricsystemsonly) (Optional)Displayboot timemessages

on the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display boot timemessages for a specific T640 router connected to
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a TXMatrix router. On a TXMatrix Plus router, display boot timemessages for a

specific router connected to a TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Display boot time

messages on the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

boot timemessages on the specified member of the Virtual Chassis configuration.

For EX4200 switches, replacemember-idwith a value from 0 through 9. For an MX

Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-group name—(QFabric systems only) (Optional) Display boot timemessages on

the Node group.

scc—(TXMatrix routers only) (Optional) Display boot timemessages for the TXMatrix

router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display boot timemessages for

the TXMatrix Plus router. Replace numberwith 0.

Additional Information By default, when you issue the show system boot-messages command on themaster

RoutingEngineofaTXMatrix router or aTXMatrixPlus router, thecommand isbroadcast

to all the master Routing Engines of the LCCs connected to it in the routing matrix.

Likewise, if you issue the same command on the backup Routing Engine of a TXMatrix

or a TXMatrix Plus router, the command is broadcast to all backup Routing Engines of

the LCCs that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system boot-messages (TXMatrix Router) on page 884
show system boot-messages lcc (TXMatrix Router) on page 885
show system boot-messages (TXMatrix Plus Router) on page 886
show system boot-messages (QFX3500 Switch) on page 886
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Sample Output

show system boot-messages (TXMatrix Router)

user@host> show system boot-messages
Copyright (c) 1992-1998 FreeBSD Inc.
Copyright (c) 1996-2000 Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
        The Regents of the University of California.  All rights reserved.

JUNOS 4.1-20000216-Zf8469 #0: 2000-02-16 12:57:28 UTC
    tlim@single.juniper.net:/p/build/20000216-0905/4.1/release_kernel/sys/compil
e/GENERIC
CPU: Pentium Pro (332.55-MHz 686-class CPU)
  Origin = "GenuineIntel"  Id = 0x66a  Stepping=10
  Features=0x183f9ff<FPU,VME,DE,PSE,TSC,MSR,PAE,MCE,CX8,SEP,MTRR,PGE,MCA,CMOV,<b
16>,<b17>,MMX,<b24>>
Teknor CPU Card Recognized
real memory  = 805306368 (786432K bytes)
avail memory = 786280448 (767852K bytes)
Probing for devices on PCI bus 0:
chip0 <generic PCI bridge (vendor=8086 device=7192 subclass=0)> rev 3 class 6000
0 on pci0:0:0
chip1 <Intel 82371AB PCI-ISA bridge> rev 1 class 60100 on pci0:7:0
chip2 <Intel 82371AB IDE interface> rev 1 class 10180 on pci0:7:1
chip3 <Intel 82371AB USB interface> rev 1 class c0300 int d irq 11 on pci0:7:2
smb0 <Intel 82371AB SMB controller> rev 1 class 68000 on pci0:7:3
pcic0 <TI PCI-1131 PCI-CardBus Bridge> rev 1 class 60700 int a irq 15 on pci0:13
:0
TI1131 PCI Config Reg: [pci only][FUNC0 pci int]
pcic1 <TI PCI-1131 PCI-CardBus Bridge> rev 1 class 60700 int b irq 12 on pci0:13
:1
TI1131 PCI Config Reg: [pci only][FUNC1 pci int]
fxp0 <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irq 12 on

 pci0:16:0
chip4 <generic PCI bridge (vendor=1011 device=0022 subclass=4)> rev 4 class 6040
0 on pci0:17:0
fxp1 <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irq 10 on

 pci0:19:0
Probing for devices on PCI bus 1:
mcs0 <Miscellaneous Control Subsystem> rev 12 class ff0000 int a irq 12 on pci1:
13:0
fxp2 <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irq 10 on

 pci1:14:0
Probing for devices on the ISA bus:
sc0 at 0x60-0x6f irq 1 on motherboard
sc0: EGA color <16 virtual consoles, flags=0x0>
ed0 not found at 0x300
ed1 not found at 0x280
ed2 not found at 0x340
psm0 not found at 0x60
sio0 at 0x3f8-0x3ff irq 4 flags 0x20010 on isa
sio0: type 16550A, console
sio1 at 0x3e8-0x3ef irq 5 flags 0x20000 on isa
sio1: type 16550A
sio2 at 0x2f8-0x2ff irq 3 flags 0x20000 on isa
sio2: type 16550A
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pcic0 at 0x3e0-0x3e1 on isa
PC-Card ctlr(0) TI PCI-1131 [CardBus bridge mode] (5 mem & 2 I/O windows)
pcic0: slot 0 controller I/O address 0x3e0
npx0 flags 0x1 on motherboard
npx0: INT 16 interface
fdc0: direction bit not set
fdc0: cmd 3 failed at out byte 1 of 3
fdc0 not found at 0x3f0
wdc0 at 0x1f0-0x1f7 irq 14 on isa
wdc0: unit 0 (wd0): <SunDisk SQFXB-80>, single-sector-i/o
wd0: 76MB (156672 sectors), 612 cyls, 8 heads, 32 S/T, 512 B/S
wdc0: unit 1 (wd1): <IBM-DCXA-210000>
wd1: 8063MB (16514064 sectors), 16383 cyls, 16 heads, 63 S/T, 512 B/S
wdc1 not found at 0x170
wdc2 not found at 0x180
ep0 not found at 0x300
fxp0: Ethernet address 00:a0:a5:12:05:5a
fxp1: Ethernet address 00:a0:a5:12:05:59
fxp2: Ethernet address 02:00:00:00:00:01
swapon: adding /dev/wd1s1b as swap device
Automatic reboot in progress...
/dev/rwd0s1a: clean, 16599 free (95 frags, 2063 blocks, 0.1% fragmentation)
/dev/rwd0s1e: clean, 9233 free (9 frags, 1153 blocks, 0.1% fragmentation)
/dev/rwd0s1a: clean, 16599 free (95 frags, 2063 blocks, 0.1% fragmentation)
/dev/rwd1s1f: clean, 4301055 free (335 frags, 537590 blocks, 0.0% fragmentation)

show system boot-messages lcc (TXMatrix Router)

user@host> show system boot-messages lcc 2
lcc2-re0:
--------------------------------------------------------------------------
Copyright (c) 1996-2001, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2001 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
JUNOS 7.0-20040912.0 #0: 2004-09-12 09:16:32 UTC

builder@benten.juniper.net:/build/benten-b/7.0/20040912.0/obj-i386/sys/compile/JUNIPER
Timecounter "i8254"  frequency 1193182 Hz
Timecounter "TSC"  frequency 601368936 Hz
CPU: Pentium III/Pentium III Xeon/Celeron (601.37-MHz 686-class CPU)
  Origin = "GenuineIntel"  Id = 0x68a  Stepping = 10

Features=0x387f9ff<FPU,VME,DE,PSE,TSC,MSR,PAE,MCE,CX8,SEP,MTRR,PGE,MCA,CMOV,PAT,PSE36,PN,MMX,FXSR,SSE>
real memory  = 2147467264 (2097136K bytes)
sio0: gdb debugging port
avail memory = 2084040704 (2035196K bytes)
Preloaded elf kernel "kernel" at 0xc06d9000.
DEVFS: ready for devices
Pentium Pro MTRR support enabled
md0: Malloc disk
DRAM Data Integrity Mode: ECC Mode with h/w scrubbing
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <ServerWorks NB6635 3.0LE host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcic-pci0: <TI PCI-1410 PCI-CardBus Bridge> irq 15 at device 1.0 on pci0
pcic-pci0: TI12XX PCI Config Reg: [pwr save][pci only]
fxp0: <Intel Embedded 10/100 Ethernet> port 0x1000-0x103f mem 
0xfb800000-0xfb81ffff,0xfb820000-0xfb820fff irq 9 at device 3.0 on pci0
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fxp1: <Intel Embedded 10/100 Ethernet> port 0x1040-0x107f mem 
0xfb840000-0xfb85ffff,0xfb821000-0xfb821fff irq 11 at device 4.0 on pci0
...

show system boot-messages (TXMatrix Plus Router)

user@host> show system boot-messages
sfc0-re0:
--------------------------------------------------------------------------
Copyright (c) 1996-2009, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
JUNOS 9.6B3.3 #0: 2009-06-17 19:52:08 UTC

builder@lanath.juniper.net:/volume/build/junos/9.6/release/9.6B3.3/obj-i386/bsd/sys/compile/JUNIPER
MPTable:  Timecounter "i8254" frequency 1193182 Hz quality 0 CPU: Intel(R) Xeon(R)
 CPU           L5238  @ 2.66GHz (2660.01-MHz 686-class CPU)   Origin = 
"GenuineIntel"  Id = 0x1067a  Stepping = 10   Features=0xbfebfbff
...
lcc1-re0:
--------------------------------------------------------------------------
Copyright (c) 1996-2009, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
JUNOS 9.6-20090617.0 #0: 2009-06-17 04:15:14 UTC

builder@lanath.juniper.net:/volume/build/junos/9.6/production/20090617.0/obj-i386/bsd/sys/compile/JUNIPER
Timecounter "i8254" frequency 1193182 Hz quality 0
CPU: Intel(R) Xeon(R) CPU                  @ 1.86GHz (1862.01-MHz 686-class CPU)

  Origin = "GenuineIntel"  Id = 0x1067a  Stepping = 10
  Features=0xbfebfbff
...

show system boot-messages (QFX3500 Switch)

user@switch> show sytem boot-messages
getmemsize: msgbufp[size=32768] = 0x81d07fe4

System physical memory distribution:
-------------------------------------------------------------------------------
Total physical memory: 4160749568 (3968 MB)
Physical memory used: 3472883712 (3312 MB)
Physical memory allocated to kernel: 2130706432 (2032 MB)
Physical memory allocated to user BTLB: 1342177280 (1280 MB)
-------------------------------------------------------------------------------

Copyright (c) 1996-2010, Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
JUNOS 11.1I #0: 2010-09-17 19:18:07 UTC

ssiano@svl-junos-pool125.juniper.net:/c/ssiano/DEV_QFX_SI_BRANCH/03/20100917.399988/
obj-xlr/bsd/sys/compile/JUNIPER-DCTOR
WARNING: debug.mpsafenet forced to 0 as ipsec requires Giant
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JUNOS 11.1I #0: 2010-09-17 19:18:07 UTC

ssiano@svl-junos-pool125.juniper.net:/c/ssiano/DEV_QFX_SI_BRANCH/03/20100917.399988/
obj-xlr/bsd/sys/compile/JUNIPER-DCTOR
real memory  = 3472883712 (3312MB)
avail memory = 1708171264 (1629MB)
cpuid: 0, btlb_cpumap:0xfffffff8
FreeBSD/SMP: Multiprocessor System Detected: 12 CPUs
ETHERNET SOCKET BRIDGE initialising
Initializing QFX platform properties ..
cpu0 on motherboard
: RMI's XLR CPU Rev. 0.3 with no FPU implemented
        L1 Cache: I size 32kb(32 line), D size 32kb(32 line), eight way.
        L2 Cache: Size 1024kb, eight way
pic_lbus0: <XLR Local Bus>
pic_lbus0: <XLR Local Bus> on motherboard
Enter qfx control ethernet probe addr:0xc5eeec00
gmac4: <XLR GMAC GE Ethernet> on pic_lbus0
me0: Ethernet address 00:1d:b5:f7:68:40 
Enter qfx control ethernet probe addr:0xc5eeeb40
gmac5: <XLR GMAC GE Ethernet> on pic_lbus0
me1: Ethernet address 00:1d:b5:f7:68:41 
Enter qfx control ethernet probe addr:0xc5eeea80
gmac6: <XLR GMAC GE Ethernet> on pic_lbus0
me1: Ethernet address 00:1d:b5:f7:68:42 
sio0 on pic_lbus0                       
Entering sioattach                      
sio0: type 16550A, console              
xls_setup_intr: skip irq 3, xlr regs are set up somewhere else.
gblmem0 on pic_lbus0                    
ehci0: <RMI XLS USB 2.0 controller> on pic_lbus0
ehci_bus_attach: allocated resource.  tag=1, base=bef24000
xls_ehci_init: endian hardware swapping NOT enabled.
usb0: EHCI version 1.0                  
usb0 on ehci0                           
usb0: USB revision 2.0                  
uhub0: vendor 0x0000 EHCI root hub, class 9/0, rev 2.00/1.00, addr 1
uhub0: 2 ports with 2 removable, self powered
umass0: USB USBFlashDrive, rev 2.00/11.00, addr 2
pcib0: PCIe link 0 up                   
pcib0: PCIe link 2 up                   
pcib0: PCIe link 3 up                   
pcib0: <XLS PCI Host Controller> on pic_lbus0
pci0: <PCI bus> on pcib0                
pcib1: <PCI-PCI bridge> at device 0.0 on pci0
pci1: <PCI bus> on pcib1                
pci1: <network, ethernet> at device 0.0 (no driver attached)
pcib2: <PCI-PCI bridge> at device 1.0 on pci0
pcib3: <PCI-PCI bridge> at device 2.0 on pci0
pci2: <PCI bus> on pcib3                
pci2: <network, ethernet> at device 0.0 (no driver attached)
pcib4: <PCI-PCI bridge> at device 3.0 on pci0
pci3: <PCI bus> on pcib4                
pci3: <network, ethernet> at device 0.0 (no driver attached)
cfi device address space at 0xbc000000  
cfi0: <AMD/Fujitsu - 8MB> on pic_lbus0  
cfi device address space at 0xbc000000  
i2c0: <I2C bus controller> on pic_lbus0 
i2c1: <I2C bus controller> on pic_lbus0 
qfx_fmn0 on pic_lbus0                    
pool offset 1503776768                  
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xlr_lbus0: <XLR Local Bus Controller> on motherboard
qfx_bcpld_probe[124]                     
qfx_bcpld_probe[138]: dev_type=0x0       
qfx_bcpld_probe[124]                     
qfx_bcpld0: QFX BCPLD probe success      
qfx_bcpld0qfx_bcpld_attach[174]           
qfx_bcpld_attach[207] : bus_space_tag=0x0, bus_space_handle=0xbd900000
qfx_bcpld_probe[124]                     
qfx_bcpld1: QFX BCPLD probe success      
qfx_bcpld1qfx_bcpld_attach[174]           
tor_bcpld_slave_attach[1245] : bus_space_tag=0x0, bus_space_handle=0xbda00000
Initializing product: 96 ..             
bmeb: bmeb_lib_init done 0xc60a5000, addr 0x809c99a0
bme0:Virtual BME driver initializing    
Timecounter "mips" frequency 1200000000 Hz quality 0
Timecounter "xlr_pic_timer" frequency 66666666 Hz quality 1
Timecounters tick every 1.000 msec      
Loading the NETPFE fc module            
IPsec: Initialized Security Association Processing.
SMP: AP CPU #3 Launched!                
SMP: AP CPU #1 Launched!                
SMP: AP CPU #2 Launched!                
SMP: AP CPU #4 Launched!                
SMP: AP CPU #5 Launched!                
SMP: AP CPU #7 Launched!                
SMP: AP CPU #6 Launched!                
SMP: AP CPU #11 Launched!               
SMP: AP CPU #10 Launched!               
SMP: AP CPU #9 Launched!                
SMP: AP CPU #8 Launched!                
da0 at umass-sim0 bus 0 target 0 lun 0  
da0: <USB USBFlashDrive 1100> Removable Direct Access SCSI-0 device
da0: 40.000MB/s transfers               
da0: 3920MB (8028160 512 byte sectors: 255H 63S/T 499C)
Trying to mount root from ufs:/dev/da0s1a
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show system buffers

Syntax show system buffers

Syntax (EX Series) show system buffers
<all-members>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system buffers
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system buffers
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (MX Series
Router)

show system buffers
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system buffers
<infrastructurename | interconnect-devicename | node-groupname | root-only(infrastructure
name | interconnect-device name | node-group name)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about the buffer pool that the Routing Engine uses for local traffic.

Local traffic is the routingandmanagement traffic that is exchangedbetween theRouting

Engineand thePacketForwardingEnginewithin the router or switch, aswell as the routing

andmanagement traffic from IP (that is, fromOSPF, BGP, SNMP, ping operations, and

so on).

Options none—Show all buffer statistics.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, show buffer statistics for all T640 routers connected to the TXMatrix router.

On a TXMatrix Plus router, show buffer statistics for all routers connected to the TX

Matrix Plus router.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Show buffer

statistics for all of the chassis.

all-members—(EX4200 switches and MX Series routers only) (Optional) Show buffer

statistics for all members of the Virtual Chassis configuration.

infrastructurename—(QFabric systemsonly) (Optional)Showbuffer statistics for a fabric

control Routing Engine or a fabric control Routing Engine.
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interconnect-device name—(QFabric systems only) (Optional) Show buffer statistics for

the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, show buffer statistics for a specific T640 router (or line-card chassis)

that is connected to the TXMatrix router. On a TXMatrix Plus router, show buffer

statistics for a specific router (line-card chassis) that is connected to the TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Show buffer statistics

for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Show

buffer statistics for the specified member of the Virtual Chassis configuration. For

EX4200switches, replacemember-idwithavalue from0through9. For anMXSeries

Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-groupname—(QFabric systemsonly) (Optional)Showbuffer statistics for theNode

group

sfc—(TXMatrix Plus routers only) (Optional) Show buffer statistics for the TXMatrix

Plus router. Replace numberwith 0.

Additional Information By default, when you issue the show system buffers command on themaster Routing

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.

A special type ofmemory buffer called a cluster is 2 KB in size. Formore information, see

The Design and Implementation of the 4.4BSD Operation System by McKusic, Bostic,

Karels, and Quarterman.

Required Privilege
Level

view
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Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system buffers on page 892
show system buffers scc (TXMatrix Router) on page 893
show system buffers sfc (TXMatrix Plus Router) on page 893
show system buffers all-chassis (TXMatrix Plus Router) on page 893
show system buffers node-group (QFabric System) on page 894

Output Fields Table 80 on page 892 describes the output fields for the showsystembuffers command.

Output fields are listed in the approximate order in which they appear.
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Table 80: show system buffers Output Fields

Field DescriptionField Name

Memory buffers (mbufs) are 128-byte buffers that are used for various purposes inside the kernel.
Eachmemory buffer has a type, and the output itemizes the amount allocated for each type. Types
with nomemory buffers allocated are not displayed.

mbufs in use

Number of memory buffers currently holding packet headersmbufs allocated to
packet headers

Number of memory buffers currently holding the state for sockets.mbufs allocated to
control blocks

Number of memory buffers currently holding socket send data.mbufsallocatedtosend
data

Number of memory buffers currently holding Packet Forwarding Engine refill data.mbufs allocated to pfe
refill data

Number of memory buffers currently holding fxp data.mbufs allocated to fxp
data

Number of memory buffers currently holding addresses for sockets.mbufs allocated to
socket names and
addresses

Allocation statistics for memory buffer clusters.mbuf clusters in use

Total amount of memory in use by the networking and interprocess communication (IPC) code.allocated to network

Number of times amemory allocation request within the IPC and networking code failed.requests for memory
denied

Number of times amemory allocation request within the IPC and networking code was postponed.requests for memory
delayed

Numberof timesamemoryallocation requestwithin the IPCandnetworkingcode triggeredamemory
reclamation attempt.

calls to protocol drain
routines

Sample Output

show system buffers

user@host> show system buffers
397/893/1290 mbufs in use (current/cache/total)
395/331/726/30000 mbuf clusters in use (current/cache/total/max)
384/256 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
889K/885K/1774K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/5/1024 sfbufs in use (current/peak/max)
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0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

show system buffers scc (TXMatrix Router)

user@host> show system buffers scc
213 mbufs in use:
        11 mbufs allocated to packet headers
        26 mbufs allocated to socket names and addresses
        2 mbufs allocated to socket options
        17 mbufs allocated to socket send data
        2 mbufs allocated to pfe data
        155 mbufs allocated to fxp data (rx)
        511 mbufs allocated to <mbuf type 86>
        256 mbufs allocated to <mbuf type 92>
924/1162 mbuf clusters in use
2788 Kbytes allocated to network (75% in use)
0 requests for memory denied
0 requests for memory delayed
0 calls to protocol drain routines

show system buffers sfc (TXMatrix Plus Router)

user@host> show system buffers sfc 0

sfc0-re0:
--------------------------------------------------------------------------
4363/2807/7170 mbufs in use (current/cache/total)
4358/1968/6326/30000 mbuf clusters in use (current/cache/total/max)
256/128 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
9806K/4637K/14444K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/10/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

show system buffers all-chassis (TXMatrix Plus Router)

user@host> show system buffers all-chassis

sfc0-re0:
--------------------------------------------------------------------------
4363/2807/7170 mbufs in use (current/cache/total)
4358/1968/6326/30000 mbuf clusters in use (current/cache/total/max)
256/128 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
9806K/4637K/14444K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/10/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed

893Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

lcc0-re0:
--------------------------------------------------------------------------
772/2558/3330 mbufs in use (current/cache/total)
772/598/1370/30000 mbuf clusters in use (current/cache/total/max)
768/512 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
1737K/1835K/3572K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/4/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

lcc1-re0:
--------------------------------------------------------------------------
773/2437/3210 mbufs in use (current/cache/total)
773/453/1226/30000 mbuf clusters in use (current/cache/total/max)
768/384 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
1739K/1515K/3254K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/7/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

lcc2-re0:
--------------------------------------------------------------------------
816/2514/3330 mbufs in use (current/cache/total)
816/554/1370/30000 mbuf clusters in use (current/cache/total/max)
768/512 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
1836K/1736K/3572K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/4/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile

show system buffers node-group (QFabric System)

user@switch> show system buffers node-group node1
node-group node1:
--------------------------------------------------------------------------
2/2698/2700 mbufs in use (current/cache/total)
2/1520/1522/30000 mbuf clusters in use (current/cache/total/max)
0/1280 mbuf+clusters out of packet secondary zone in use (current/cache)
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0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
4K/3714K/3719K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/6/6656 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

re0:
--------------------------------------------------------------------------
516/639/1155 mbufs in use (current/cache/total)
515/147/662/30000 mbuf clusters in use (current/cache/total/max)
512/128 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
1159K/453K/1612K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/4/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines

re1:
--------------------------------------------------------------------------
519/771/1290 mbufs in use (current/cache/total)
518/176/694/30000 mbuf clusters in use (current/cache/total/max)
512/128 mbuf+clusters out of packet secondary zone in use (current/cache)
0/0/0/0 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/0 9k jumbo clusters in use (current/cache/total/max)
0/0/0/0 16k jumbo clusters in use (current/cache/total/max)
1165K/544K/1710K bytes allocated to network (current/cache/total)
0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)
0/0/0 requests for jumbo clusters denied (4k/9k/16k)
0/4/1024 sfbufs in use (current/peak/max)
0 requests for sfbufs denied
0 requests for sfbufs delayed
0 requests for I/O initiated by sendfile
0 calls to protocol drain routines
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show system certificate

Syntax show system certificate
<certificate-id>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interfaceonMSeries, TSeries routers, andQFXSeries switchesonly)Display

installed certificates signed by the Juniper Networks certificate authority.

Options none—Displayall installedcertificates signedby the JuniperNetworks certificateauthority.

certificate-id—(Optional) Display the details of a particular certificate.

Required Privilege
Level

maintenance

List of Sample Output show system certificate on page 897
show system certificate (QFX Series) on page 897

Output Fields Table 81 on page 896 lists the output fields for the show system certificate command.

Output fields are listed in the approximate order in which they appear.

Table 81: show system certificate Output Fields

Field DescriptionField Name

Unique identifier associated with a certificate. The certificate
identifier is the common name of the subject.

Certificate identifier

Informationabout thecertificate issuer and thedistinguishedname
(DN) of the issuer, respectively:

• Organization—Name of the owner’s organization.

• Organizational unit—Name of the owner's department.

• Country—Two-character country code in which the owner's
system is located.

• State—State in theUSA inwhich theowner is using thecertificate.

• Locality—City in which the owner’s system is located.

• Common name—Name of the owner of the certificate.

• E-mail address—E-mail address of the owner of the certificate.

Issuer

Subject

When a certificate is valid.Validity

Encryption algorithm applied to the installed certificate.Signature algorithm

Encryption algorithm applied to the public key.Public key algorithm
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Sample Output

show system certificate

user@host> show system certificate
Certificate identifier: Dallas-v3
  Issuer: 
Organization: Juniper Networks, Organizational unit: Juniper CA, 
Country:  US, State: CA, Locality: Sunnyvale, Common name: Dallas CA, 
E-mail address:ca@juniper.net
  Subject: 
  Organization: Juniper Networks, Organizational unit: Juniper CA, 
Country: US, State: CA, Locality: Sunnyvale, Common name: Dallas-v3, 
E-mail address:ca@juniper.net
Validity:
 Not before: Mar 13 03:23:25 2004 GMT
  Not after: Mar 24 03:23:25 2014 GMT
Signature algorithm: sha1WithRSAEncryption
Public key algorithm: dsaEncryption

show system certificate (QFX Series)

user@host> show system certificate
Certificate identifier: Dallas-v3
  Issuer: 
Organization: Juniper Networks, Organizational unit: Juniper CA, 
Country:  US, State: CA, Locality: Sunnyvale, Common name: Dallas CA, 
E-mail address:ca@juniper.net
  Subject: 
  Organization: Juniper Networks, Organizational unit: Juniper CA, 
Country: US, State: CA, Locality: Sunnyvale, Common name: Dallas-v3, 
E-mail address:ca@juniper.net
Validity:
 Not before: Mar 13 03:23:25 2004 GMT
  Not after: Mar 24 03:23:25 2014 GMT
Signature algorithm: sha1WithRSAEncryption
Public key algorithm: dsaEncryption
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show system commit

Syntax show system commit

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the system commit history and any pending commit operation.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear system commit on page 328•

List of Sample Output show system commit on page 899
show system commit (At a Particular Time) on page 899
show system commit (At the Next Reboot) on page 899
show system commit (Rollback Pending) on page 899
show system commit (QFX Series) on page 899

Output Fields Table82onpage898describes the output fields for the showsystemcommit command.

Output fields are listed in the approximate order in which they appear.

Table 82: show system commit Output Fields

Field DescriptionField Name

Displays the last 50 commit operations listed, most recent to first. The identifier Junos XML protocol
designates a configuration created for recovery using the request system configuration rescue save
command.

Junos XML protocol

Date and time of the commit operation.Junos XML protocol

User who executed the commit operation.Junos XML protocol

Method used to execute the commit operation:

• Junos XML protocol—CLI interactive user performed the commit operation.

• Junos XML protocol—Junos XML protocol client performed the commit operation.

• synchronize—The commit synchronize command was performed on the other Routing Engine.

• snmp—An SNMP set request caused the commit operation.

• button—Abuttonon the router or switchwaspressed to commit a rescue configuration for recovery.

• autoinstall—A configuration obtained through autoinstallation was committed.

• other—When there is no login name associated with the session, the values for user and client
default to root and other. For example, during a reboot after package installation, mgd commits
the configuration as a system commit, and there is no login associated with the commit.

Junos XML protocol
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Sample Output

show system commit

user@host> show system commit
0   2003-07-28 19:14:04 PDT by root via other
1   2003-07-25 22:01:36 PDT by regress via cli
2   2003-07-25 22:01:32 PDT by regress via cli
3   2003-07-25 21:30:13 PDT by root via button
4   2003-07-25 13:46:48 PDT by regress via cli
5   2003-07-25 05:33:21 PDT by root via autoinstall
...
rescue  2002-05-10 15:32:03 PDT by root via other

show system commit (At a Particular Time)

user@host> show system commit
commit requested by root via cli at Tue May  7 15:59:00 2002 

show system commit (At the Next Reboot)

user@host> show system commit
commit requested by root via cli at reboot

show system commit (Rollback Pending)

user@host> show system commit
0 2005-01-05 15:00:37 PST by root via cli commit confirmed, rollback in 3mins 

show system commit (QFX Series)

user@switch> show system commit
0   2011-11-25 19:17:49 PST by root via cli
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show system configuration archival

Syntax show system configuration archival

Release Information Introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display directory and number of files queued for archival transfer.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

List of Sample Output show system configuration archival on page 900

Sample Output

show system configuration archival

user@host> show system configuration archival

/var/transfer/config/:
total 8
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show system configuration rescue

Syntax show system configuration rescue

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display a rescue configuration, if one exists.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

show system configuration archival on page 900•

List of Sample Output show system configuration rescue on page 901

Sample Output

show system configuration rescue

user@switch> show system configuration rescue
version "7.3"; groups {
    global {
        system {
            host-name router1;
            domain-name customer.net;
            domain-search [ customer.net ];
            backup-router 192.168.124.254;
            name-server {
                172.17.28.11;
                172.17.28.101;
                172.17.28.100;
                172.17.28.10;
            }
            login {
                user regress {
                    uid 928;
                    class ;
                    shell csh;
                    authentication {
                        encrypted-password "$1$kPU..$w.4FGRAGanJ8U4Yq6sbj7."; ##
 SECRET-DATA
                    }
                }
            }
            services {
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                ftp;
                rlogin;
                rsh;
                telnet;
            }
        }
    }
....
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show system connections

Syntax show system connections
<extensive>
<all-chassis | all-lcc | lcc number | scc>
<inet | inet6>
<show-routing-instances>

Syntax (EX Series) show system connections
<extensive>
<all-members>
<inet | inet6>
<local>
<membermember-id>
<show-routing-instances>

Syntax (TXMatrix
Router)

show system connections
<extensive>
<all-chassis | all-lcc | lcc number | scc>
<inet | inet6>
<show-routing-instances>

Syntax(TXMatrixPlus
Router)

show system connections
<extensive>
<all-chassis | all-lcc | lcc number | sfc number>
<inet | inet6>
<show-routing-instances>

Syntax (MX Series
Router)

show system connections
<extensive>
<all-members>
<inet | inet6>
<local>
<membermember-id>
<show-routing-instances>

Syntax (QFX Series) show system connections
<extensive>
<inet>
<infrastructure name>
<interconnect-device name>
<node-group name>
<show-routing-instances>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display informationabout theactive IPsocketson theRoutingEngine.Use this command

to verify which servers are active on a system and what connections are currently in

progress.
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Options none—Display information about all active IP sockets on the Routing Engine.

extensive—(Optional) Display exhaustive system process information, which, for TCP

connections, includes the TCP control block. This option is useful for debugging TCP

connections.

all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)Display system

connection activity for all the routers in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display system connection activity for all T640 routers connected to the TX

Matrix router. On a TXMatrix Plus router, display system connection activity for all

connected T1600 or T4000 LCCs

all-members—(EX4200 switches andMXSeries routers only) (Optional) Display system

connection activity for all members of the Virtual Chassis configuration.

inet | inet6—(Optional) Display IPv4 connections or IPv6 connections, respectively.

infrastructure name—(QFabric systems only) (Optional) Display system connection

activity for the fabric control Routing Engines or fabric manager Routing Engines.

interconnect-devicename—(QFabric systemsonly) (Optional)Display systemconnection

activity for the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display system connection activity for a specific T640 router that is

connected to the TXMatrix router. On a TXMatrix Plus router, display system

connectionactivity for a specific router that is connected to theTXMatrixPlus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Display system

connection activity for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

system connection activity for the specified member of the Virtual Chassis

configuration. For EX4200 switches, replacemember-idwith a value from0 through

9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-groupname—(QFabric systemsonly) (Optional)Display systemconnectionactivity

for the Node group.
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scc—(TXMatrix routers only) (Optional) Display system connection activity for the

TXMatrix router (or switch-card chassis).

sfc—(TXMatrix routers only) (Optional) Display system connection activity for the

TXMatrix Plus router.

show-routing-instances—(Optional) Display routing instances.

Additional Information Bydefault,whenyou issue the showsystemconnectionscommandon themasterRouting

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system connections on page 906
show system connections extensive on page 906
show system connections lcc (TXMatrix Router) on page 907
show system connections show-routing-instances on page 908
show system connections (TXMatrix Plus Router) on page 909
show system connections sfc (TXMatrix Plus Router) on page 912
showsystemconnectionsshow-routing-instances(TXMatrixPlusRouter)onpage914
show system connections (QFX3500 Switch) on page 919

Output Fields Table 83 on page 905 describes the output fields for the show system connections

command. Output fields are listed in the approximate order in which they appear.

Table 83: show system connections Output Fields

Field DescriptionField Name

Protocol of the socket: IP, TCP, or UDP for IPv4 or IPv6.Proto

Number of input packets received by the protocol and waiting to
be processed by the application.

Recv-Q

Number of output packets sent by the application and waiting to
be processed by the protocol.

Send-Q

Local address and port of the socket, separated by a period. An
asterisk (*) indicates that theboundaddress is thewildcardaddress.
Server sockets typicallyhave thewildcardaddressandawell-known
port bound to them.

Local Address

Foreign address and port of the socket, separated by a period. An
asterisk (*) indicates that the address or port is a wildcard.

Foreign Address
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Table 83: show system connections Output Fields (continued)

Field DescriptionField Name

(Displayed only when the show-routing-instance option is used.)
Routing instances associatedwith active IP sockets on the Routing
Engine.

Routing Instance

For TCP, the protocol state of the socket.(state)

Sample Output

show system connections

user@host> show system connections
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address          Foreign Address        (state)
tcp        0      2  192.168.4.16.513       208.197.169.254.894    ESTABLISHED
tcp        0      0  192.168.4.16.513       208.197.169.195.945    ESTABLISHED
tcp        0      0  *.23                   *.*                    LISTEN
tcp        0      0  *.22                   *.*                    LISTEN
tcp        0      0  *.513                  *.*                    LISTEN
tcp00 *.514      *.*                    LISTEN
tcp 0 0*.21      *.*                    LISTEN
tcp00 *.79     *.*                    LISTEN
tcp 00 *.1023     *.*                    LISTEN
tcp 00 *.111     *.*                    LISTEN
udp00192.168.4.16.1634     208.197.169.249.2049
udp00192.168.4.16.1627     208.197.169.254.2049
udp00192.168.4.16.1371     208.197.169.195.2049
udp00*.*      *.*
udp00*.9999     *.*
udp00 *.161     *.*
udp00192.168.4.16.1039     192.168.4.16.1023
udp00192.168.4.16.1038     192.168.4.16.1023
udp 00 192.168.4.16.1037     192.168.4.16.1023
udp00192.168.4.16.1036     192.168.4.16.1023
udp00*.1022     *.*
udp00*.1023     *.*
udp00*.111     *.*
udp00*.*      *.*

show system connections extensive

user@host> show system connections extensive

Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      6  192.168.187.15.23                             
172.27.133.138.3013                           ESTABLISHED
   sndsbcc:          6 sndsbmbcnt:        256  sndsbmbmax:     272000
sndsblowat:       2048 sndsbhiwat:      34000
   rcvsbcc:          0 rcvsbmbcnt:          0  rcvsbmbmax:     533120
rcvsblowat:          1 rcvsbhiwat:      66640
   proc id:          0  proc name:
       iss: 2566994072      sndup: 2566994491
    snduna: 2566994491     sndnxt: 2566994494      sndwnd:      64094
    sndmax: 2566994494    sndcwnd:       6589 sndssthresh:       2720
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       irs:  236981199      rcvup:  236981325
    rcvnxt:  236981327     rcvadv:  237046862      rcvwnd:      66640
       rtt:  140058623       srtt:      15519        rttv:        908
    rxtcur:       1200   rxtshift:          0       rtseq: 2566994491
    rttmin:       1000  mss:       1360
     flags: SACK_PERMIT [0x2000200]
tcp4       0      0  10.255.165.93.179                             
10.255.165.203.65141                          ESTABLISHED
   sndsbcc:          0 sndsbmbcnt:          0  sndsbmbmax:     131072
sndsblowat:       2048 sndsbhiwat:      16384
   rcvsbcc:          0 rcvsbmbcnt:          0  rcvsbmbmax:     131072
rcvsblowat:          1 rcvsbhiwat:      16384
   proc id:          0  proc name:
       iss: 2555961065      sndup: 2555995917
    snduna: 2555995917     sndnxt: 2555995917      sndwnd:      16384
    sndmax: 2555995917    sndcwnd:       1000 sndssthresh: 1073725440
       irs: 2123825753      rcvup: 2123860681
    rcvnxt: 2123860681     rcvadv: 2123877065      rcvwnd:      16384
       rtt:          0       srtt:       3309        rttv:         72
    rxtcur:       1200   rxtshift:          0       rtseq: 2555995898
    rttmin:       1000  mss:        500
     flags: REQ_SCALE RCVD_SCALE REQ_TSTMP RCVD_TSTMP SACK_PERMIT [0x3e0]
tcp4       0      0  10.255.165.203.65141                          
10.255.165.93.179                             ESTABLISHED
   sndsbcc:          0 sndsbmbcnt:          0  sndsbmbmax:     131072
sndsblowat:       2048 sndsbhiwat:      16384
   rcvsbcc:          0 rcvsbmbcnt:          0  rcvsbmbmax:     131072
rcvsblowat:          1 rcvsbhiwat:      16384
   proc id:       5022  proc name:        rpd
       iss: 2123825753      sndup: 2123860662
    snduna: 2123860681     sndnxt: 2123860681      sndwnd:      16384
    sndmax: 2123860681    sndcwnd:       1000 sndssthresh: 1073725440
       irs: 2555961065      rcvup: 2555995917
    rcvnxt: 2555995917     rcvadv: 2556012301      rcvwnd:      16384
       rtt:          0       srtt:       3279        rttv:         22
    rxtcur:       1200   rxtshift:          0       rtseq: 2123860662
    rttmin:       1000  mss:        500
     flags: REQ_SCALE RCVD_SCALE REQ_TSTMP RCVD_TSTMP SACK_PERMIT [0x100003e0]
tcp4       0      0  10.255.165.203.179                            
10.255.165.113.52404                          ESTABLISHED
   sndsbcc:          0 sndsbmbcnt:          0  sndsbmbmax:     131072
sndsblowat:       2048 sndsbhiwat:      16384
   rcvsbcc:          0 rcvsbmbcnt:          0  rcvsbmbmax:     131072
rcvsblowat:          1 rcvsbhiwat:      16384
   proc id:          0  proc name:
       iss: 1109297190      sndup: 1109332099
    snduna: 1109332118     sndnxt: 1109332118      sndwnd:      16384
    sndmax: 1109332118    sndcwnd:       1000 sndssthresh: 1073725440
       irs: 1476831634      rcvup: 1476866449
    rcvnxt: 1476866449     rcvadv: 1476882833      rcvwnd:      16384
       rtt:          0       srtt:       3235        rttv:         18
    rxtcur:       1200   rxtshift:          0       rtseq: 1109332099
    rttmin:       1000  mss:        500
     flags: REQ_SCALE RCVD_SCALE REQ_TSTMP RCVD_TSTMP SACK_PERMIT [0x3e0]

show system connections lcc (TXMatrix Router)

user@host> show system connections lcc 2

lcc2-re0:
--------------------------------------------------------------------------
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Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address          Foreign Address        (state)
tcp4       0      0  192.168.66.131.1342    192.168.66.130.23      ESTABLISHED
tcp4       0      0  192.168.66.131.2059    192.168.66.130.23      ESTABLISHED
tcp4       0      0  192.168.66.131.4571    192.168.66.130.23      ESTABLISHED
tcp4       0      0  192.168.66.131.2496    192.168.66.130.23      ESTABLISHED
tcp4       0      0  *.3221                 *.*                    LISTEN
tcp4       0      0  *.23                   *.*                    LISTEN
tcp4       0      0  *.22                   *.*                    LISTEN
tcp4       0      0  *.514                  *.*                    LISTEN
tcp4       0      0  *.513                  *.*                    LISTEN
tcp4       0      0  *.21                   *.*                    LISTEN
tcp4       0      0  *.79                   *.*                    LISTEN
tcp4       0      0  *.6234                 *.*                    LISTEN
udp4       0      0  *.514                  *.*
udp4       0      0  *.6333                 *.*

show system connections show-routing-instances

user@host> show system connections show-routing-instances
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address          Foreign Address        Routing Instance
       (state)
tcp4       0      0  192.168.69.204.23      172.17.28.19.4267      default      
          ESTABLISHED
tcp4       0      0  192.168.69.204.58540   10.209.7.138.23        default      
          ESTABLISHED
tcp4       0      0  192.168.69.204.23      172.17.28.19.1098      default      
          ESTABLISHED
tcp4       0      0  192.168.7.1.57668      192.168.9.1.179        default      
          ESTABLISHED
tcp4       0      0  192.168.7.1.179        192.168.8.1.49209      default      
          ESTABLISHED
tcp4       0      0  128.0.0.1.6234         128.0.3.17.1024        
__juniper_private1__   ESTABLISHED
tcp4       0      0  128.0.0.4.9000         128.0.0.4.59103        
__juniper_private1__   ESTABLISHED
tcp4       0      0  128.0.0.4.59103        128.0.0.4.9000         
__juniper_private1__   ESTABLISHED
tcp4       0      0  *.32012                *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.9000                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.33007                *.*                    
__juniper_private2__   LISTEN
tcp46      0      0  *.179                  *.*                    default      
          LISTEN
tcp4       0      0  *.179                  *.*                    default      
          LISTEN
tcp4       0      0  *.6154                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.6153                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.7000                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.6152                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.6156                 *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.33005                *.*                    
__juniper_private2__   LISTEN
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tcp4       0      0  *.31343                *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.31341                *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.32003                *.*                    
__juniper_private2__   LISTEN
tcp4       0      0  *.666                  *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.38                   *.*                    
__juniper_private1__   LISTEN
tcp4       0      0  *.3221                 *.*                    default      
          LISTEN

show system connections (TXMatrix Plus Router)

user@host> show system connections
sfc0-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      3  192.168.178.11.23                             
172.17.28.19.3565                             ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.17.28.204.62719                           ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
192.168.69.199.51255                          ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.24.26.227.42860                           ESTABLISHED
tcp4       0      0  *.6156                                        *.*          
                                 LISTEN
tcp4       0      0  162.0.0.4.32012                               162.0.0.5.58935
                               ESTABLISHED
tcp4       0      0  *.32012                                       *.*          
                                 LISTEN
tcp4       0      0  *.33007                                       *.*          
                                 LISTEN
tcp4       0      0  *.666                                         *.*          
                                 LISTEN
tcp4       0      0  162.0.0.4.6161                                162.0.0.5.62026
                               ESTABLISHED
tcp4       0      0  *.33005                                       *.*          
                                 LISTEN
tcp4       0      0  162.0.0.4.9000                                162.0.0.4.51611
                               ESTABLISHED
tcp4       0      0  162.0.0.4.51611                               162.0.0.4.9000
                                ESTABLISHED
tcp4       0      0  *.6151                                        *.*          
                                 LISTEN
tcp4       0      0  *.6154                                        *.*          
                                 LISTEN
tcp4       0      0  *.6153                                        *.*          
                                 LISTEN
tcp4       0      0  *.31343                                       *.*          
                                 LISTEN
tcp4       0      0  *.31341                                       *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.6152                                        *.*          
                                 LISTEN
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tcp4       0      0  *.32003                                       *.*          
                                 LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.21                                          *.*          
                                 LISTEN
tcp4       0      0  *.79                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
udp4       0      0  127.0.0.1.123                                 *.*
udp4       0      0  10.255.178.11.123                             *.*
udp4       0      0  *.123                                         *.*
udp46      0      0  *.514                                         *.*
udp4       0      0  *.514                                         *.*
udp46      0      0  *.62027                                       *.*
udp4       0      0  *.59363                                       *.*
udp4       0      0  *.31342                                       *.*
udp46      0      0  *.161                                         *.*
udp4       0      0  *.161                                         *.*
udp4       0      0  *.31340                                       *.*
udp4       0      0  *.31340                                       *.*
udp46      0      0  *.49152                                       *.*
udp46      0      0  *.4784                                        *.*
udp46      0      0  *.3784                                        *.*
udp4       0      0  *.49152                                       *.*
udp4       0      0  *.4784                                        *.*
udp4       0      0  *.3784                                        *.*
udp4       0      0  *.6333                                        *.*
ip4        0      0  *.*                                           *.*
ip4        0      0  *.*                                           *.*

lcc0-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      0  192.168.178.3.23                              
172.24.26.227.50399                           ESTABLISHED
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
tcp4       0      0  *.7000                                        *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 LISTEN
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tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.21                                          *.*          
                                 LISTEN
tcp4       0      0  *.79                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
udp46      0      0  *.514                                         *.*
udp4       0      0  *.514                                         *.*
udp46      0      0  *.59924                                       *.*
udp4       0      0  *.59412                                       *.*
udp46      0      0  *.161                                         *.*
udp4       0      0  *.161                                         *.*
udp4       0      0  *.31342                                       *.*
udp4       0      0  *.6333                                        *.*

lcc1-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
tcp4       0      0  *.7000                                        *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.21                                          *.*          
                                 LISTEN
tcp4       0      0  *.79                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 LISTEN
udp46      0      0  *.514                                         *.*
udp4       0      0  *.514                                         *.*
udp46      0      0  *.59924                                       *.*
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udp4       0      0  *.59412                                       *.*
udp4       0      0  *.31342                                       *.*
udp46      0      0  *.161                                         *.*
udp4       0      0  *.161                                         *.*
udp4       0      0  *.6333                                        *.*

lcc2-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
tcp4       0      0  *.7000                                        *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
...

show system connections sfc (TXMatrix Plus Router)

user@host> show system connections sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      0  162.0.0.4.514                                 132.0.0.4.952
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.514                                 131.0.0.4.694
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.514                                 130.0.0.4.860
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.514                                 129.0.0.4.716
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.996                                 132.0.0.4.514
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.798                                 131.0.0.4.514
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.995                                 130.0.0.4.514
                                 TIME_WAIT
tcp4       0      0  162.0.0.4.895                                 129.0.0.4.514
                                 TIME_WAIT
tcp4       0      0  192.168.178.11.21                             
172.17.28.204.64662                           TIME_WAIT
tcp4       0      0  192.168.178.11.21                             
172.17.28.204.51612                           TIME_WAIT
tcp4       0      0  *.6156                                        *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.666                                         *.*          
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                                 LISTEN
tcp4       0      2  192.168.178.11.23                             
172.17.28.19.3565                             ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.17.28.204.62719                           ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
192.168.69.199.51255                          ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.24.26.227.42860                           ESTABLISHED
tcp4       0      0  162.0.0.4.32012                               162.0.0.5.58935
                               ESTABLISHED
tcp4       0      0  *.32012                                       *.*          
                                 LISTEN
tcp4       0      0  *.33007                                       *.*          
                                 LISTEN
tcp4       0   1432  162.0.0.4.6161                                162.0.0.5.62026
                               ESTABLISHED
tcp4       0      0  *.33005                                       *.*          
                                 LISTEN
tcp4       0      0  162.0.0.4.9000                                162.0.0.4.51611
                               FIN_WAIT_2
tcp4       0      0  162.0.0.4.51611                               162.0.0.4.9000
                                CLOSE_WAIT
tcp4       0      0  *.6151                                        *.*          
                                 LISTEN
tcp4       0      0  *.6154                                        *.*          
                                 LISTEN
tcp4       0      0  *.6153                                        *.*          
                                 LISTEN
tcp4       0      0  *.31343                                       *.*          
                                 LISTEN
tcp4       0      0  *.31341                                       *.*          
                                 LISTEN
tcp4       0      0  *.6152                                        *.*          
                                 LISTEN
tcp4       0      0  *.32003                                       *.*          
                                 LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.21                                          *.*          
                                 LISTEN
tcp4       0      0  *.79                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
udp4       0      0  127.0.0.1.123                                 *.*
udp4       0      0  10.255.178.11.123                             *.*
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udp4       0      0  *.123                                         *.*
udp46      0      0  *.514                                         *.*
udp4       0      0  *.514                                         *.*
udp46      0      0  *.50895                                       *.*
udp4       0      0  *.50794                                       *.*
udp4       0      0  *.31342                                       *.*
udp46      0      0  *.161                                         *.*
udp4       0      0  *.161                                         *.*
udp4       0      0  *.31340                                       *.*
udp4       0      0  *.31340                                       *.*
udp46      0      0  *.49152                                       *.*
udp46      0      0  *.4784                                        *.*
udp46      0      0  *.3784                                        *.*
udp4       0      0  *.49152                                       *.*
udp4       0      0  *.4784                                        *.*
udp4       0      0  *.3784                                        *.*
udp4       0      0  *.6333                                        *.*
ip4      104      0  *.*                                           *.*
ip4        0      0  *.*                                           *.*
ip4        0      0  *.*                                           *.*

show system connections show-routing-instances (TXMatrix Plus Router)

user@host> show system connections show-routing-instances
sfc0-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               Routing Instance       (state)
tcp4       0      0  *.6156                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.666                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      2  192.168.178.11.23                             
172.17.28.19.3565                             default                ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.17.28.204.62719                           default                ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
192.168.69.199.51255                          default                ESTABLISHED
tcp4       0      0  192.168.178.11.23                             
172.24.26.227.42860                           default                ESTABLISHED
tcp4       0      0  162.0.0.4.32012                               162.0.0.5.58935
                               __juniper_private1__   ESTABLISHED
tcp4       0      0  *.32012                                       *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.33007                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  162.0.0.4.6161                                162.0.0.5.62026
                               __juniper_private1__   ESTABLISHED
tcp4       0      0  *.33005                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  162.0.0.4.9000                                162.0.0.4.51611
                               __juniper_private1__   FIN_WAIT_2
tcp4       0      0  162.0.0.4.51611                               162.0.0.4.9000
                                __juniper_private1__   CLOSE_WAIT
tcp4       0      0  *.6151                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6154                                        *.*          
                                 __juniper_private1__   LISTEN
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tcp4       0      0  *.6153                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.31343                                       *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.31341                                       *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6152                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.32003                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 default                LISTEN
tcp4       0      0  *.23                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.22                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.513                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.21                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.79                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.513                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 __juniper_private1__   LISTEN
udp4       0      0  127.0.0.1.123                                 *.*          
                                 default
udp4       0      0  10.255.178.11.123                             *.*          
                                 default
udp4       0      0  *.123                                         *.*          
                                 default
udp46      0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.514                                         *.*          
                                 default
udp46      0      0  *.50895                                       *.*          
                                 default
udp4       0      0  *.50794                                       *.*          
                                 default
udp4       0      0  *.31342                                       *.*          
                                 __juniper_private1__
udp46      0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.31340                                       *.*          
                                 __juniper_private2__
udp4       0      0  *.31340                                       *.*          
                                 __juniper_private1__
udp46      0      0  *.49152                                       *.*          
                                 default
udp46      0      0  *.4784                                        *.*          
                                 default
udp46      0      0  *.3784                                        *.*          
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                                 default
udp4       0      0  *.49152                                       *.*          
                                 default
udp4       0      0  *.4784                                        *.*          
                                 default
udp4       0      0  *.3784                                        *.*          
                                 default
udp4       0      0  *.6333                                        *.*          
                                 __juniper_private1__
ip4        0      0  *.*                                           *.*          
                                 default
ip4        0      0  *.*                                           *.*          
                                 default
ip4        0      0  *.*                                           *.*          
                                 default

lcc0-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               Routing Instance       (state)
tcp4       0      0  *.7000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  192.168.178.3.23                              
172.24.26.227.50399                           default                ESTABLISHED
tcp4       0      0  *.6234                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 default                LISTEN
tcp4       0      0  *.23                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.22                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.513                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.21                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.79                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.513                                         *.*          
                                 __juniper_private1__   LISTEN
udp46      0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.514                                         *.*          
                                 default
udp46      0      0  *.59924                                       *.*          
                                 default
udp4       0      0  *.59412                                       *.*          
                                 default
udp46      0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.161                                         *.*          
                                 default
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udp4       0      0  *.31342                                       *.*          
                                 __juniper_private1__
udp4       0      0  *.6333                                        *.*          
                                 __juniper_private1__

lcc1-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               Routing Instance       (state)
tcp4       0      0  *.7000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 default                LISTEN
tcp4       0      0  *.23                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.22                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.513                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.21                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.79                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.513                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 __juniper_private2__   LISTEN
udp46      0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.514                                         *.*          
                                 default
udp46      0      0  *.59924                                       *.*          
                                 default
udp4       0      0  *.59412                                       *.*          
                                 default
udp4       0      0  *.31342                                       *.*          
                                 __juniper_private1__
udp46      0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.6333                                        *.*          
                                 __juniper_private1__

lcc2-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               Routing Instance       (state)
tcp4       0      0  *.7000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6234                                        *.*          
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                                 __juniper_private1__   LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 default                LISTEN
tcp4       0      0  *.23                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.22                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.513                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.21                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.79                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.513                                         *.*          
                                 __juniper_private1__   LISTEN
udp46      0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.31342                                       *.*          
                                 __juniper_private1__
udp46      0      0  *.62103                                       *.*          
                                 default
udp4       0      0  *.59924                                       *.*          
                                 default
udp46      0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.6333                                        *.*          
                                 __juniper_private1__

lcc3-re0:
--------------------------------------------------------------------------
Active Internet connections (including servers) (including routing-instances)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               Routing Instance       (state)
tcp4       0      0  *.7000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.33009                                       *.*          
                                 __juniper_private2__   LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 default                LISTEN
tcp4       0      0  *.23                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.22                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 default                LISTEN
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tcp4       0      0  *.513                                         *.*          
                                 default                LISTEN
tcp4       0      0  *.21                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.79                                          *.*          
                                 default                LISTEN
tcp4       0      0  *.514                                         *.*          
                                 __juniper_private1__   LISTEN
tcp4       0      0  *.513                                         *.*          
                                 __juniper_private1__   LISTEN
udp46      0      0  *.514                                         *.*          
                                 default
udp4       0      0  *.514                                         *.*          
                                 default
udp46      0      0  *.62103                                       *.*          
                                 default
udp4       0      0  *.59924                                       *.*          
                                 default
udp4       0      0  *.31342                                       *.*          
                                 __juniper_private1__
udp46      0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.161                                         *.*          
                                 default
udp4       0      0  *.6333                                        *.*          
                                 __juniper_private1__

show system connections (QFX3500 Switch)

user@switch> show system connections
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address                                 Foreign Address
                               (state)
tcp4       0      0  10.94.204.110.23                              
172.17.28.19.1308                             ESTABLISHED
tcp4       0      0  128.0.0.1.6234                                128.0.0.1.65142
                               ESTABLISHED
tcp4       0      0  128.0.0.1.65142                               128.0.0.1.6234
                                ESTABLISHED
tcp4       0      0  128.0.0.1.33003                               128.0.0.1.61441
                               ESTABLISHED
tcp4       0      0  128.0.0.1.61441                               128.0.0.1.33003
                               ESTABLISHED
tcp46      0      0  *.179                                         *.*          
                                 LISTEN
tcp4       0      0  *.179                                         *.*          
                                 LISTEN
tcp4       0      0  128.0.0.16.9000                               128.0.0.16.50970
                              ESTABLISHED
tcp4       0      0  128.0.0.16.50970                              128.0.0.16.9000
                               ESTABLISHED
tcp4       0      0  *.38                                          *.*          
                                 LISTEN
tcp4       0      0  *.3491                                        *.*          
                                 LISTEN
tcp4       0      0  *.6156                                        *.*          
                                 LISTEN
tcp4       0      0  128.0.0.1.33001                               128.0.0.1.59437
                               ESTABLISHED
tcp4       0      0  128.0.0.1.59437                               128.0.0.1.33001
                               ESTABLISHED
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tcp4       0      0  128.0.0.1.33023                               128.0.0.1.63605
                               ESTABLISHED
tcp4       0      0  128.0.0.1.63605                               128.0.0.1.33023
                               ESTABLISHED
tcp4       0      0  128.0.0.1.33001                               128.0.0.1.63830
                               ESTABLISHED
tcp4       0      0  128.0.0.1.63830                               128.0.0.1.33001
                               ESTABLISHED
tcp4       0      0  *.667                                         *.*          
                                 LISTEN
tcp4       0      0  *.6156                                        *.*          
                                 LISTEN
tcp4       0      0  128.0.0.1.7000                                128.0.0.1.51580
                               ESTABLISHED
tcp4       0      0  128.0.0.1.51580                               128.0.0.1.7000
                                ESTABLISHED
tcp4       0      0  128.0.0.1.6234                                128.0.0.1.53646
                               ESTABLISHED
tcp4       0      0  *.33001                                       *.*          
                                 LISTEN
tcp4       0      0  *.33003                                       *.*          
                                 LISTEN
tcp4       0      0  128.0.0.1.53646                               128.0.0.1.6234
                                ESTABLISHED
tcp4       0      0  128.0.0.16.9000                               128.0.0.16.63454
                              ESTABLISHED
tcp4       0      0  128.0.0.16.63454                              128.0.0.16.9000
                               ESTABLISHED
tcp4       0      0  *.666                                         *.*          
                                 LISTEN
tcp4       0      0  *.7000                                        *.*          
                                 LISTEN
tcp4       0      0  *.51627                                       *.*          
                                 LISTEN
tcp4       0      0  *.3492                                        *.*          
                                 LISTEN
tcp4       0      0  *.33023                                       *.*          
                                 LISTEN
tcp4       0      0  *.33013                                       *.*          
                                 LISTEN
tcp4       0      0  *.7202                                        *.*          
                                 LISTEN
tcp4       0      0  *.6151                                        *.*          
                                 LISTEN
tcp4       0      0  *.9000                                        *.*          
                                 LISTEN
tcp4       0      0  *.6161                                        *.*          
                                 LISTEN
tcp4       0      0  *.6011                                        *.*          
                                 LISTEN
tcp4       0      0  *.3221                                        *.*          
                                 LISTEN
tcp4       0      0  *.23                                          *.*          
                                 LISTEN
tcp4       0      0  *.22                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.21                                          *.*          
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                                 LISTEN
tcp4       0      0  *.79                                          *.*          
                                 LISTEN
tcp4       0      0  *.514                                         *.*          
                                 LISTEN
tcp4       0      0  *.513                                         *.*          
                                 LISTEN
tcp4       0      0  *.1127                                        *.*          
                                 LISTEN
tcp4       0      0  *.1129                                        *.*          
                                 LISTEN
tcp4       0      0  *.1128                                        *.*          
                                 LISTEN
tcp4       0      0  *.6234                                        *.*          
                                 LISTEN
udp46      0      0  *.514                                         *.*
udp4       0      0  *.514                                         *.*
udp4       0      0  128.0.0.1.123                                 *.*
udp46      0      0  *.53344                                       *.*
udp4       0      0  *.54261                                       *.*
udp46      0      0  *.161                                         *.*
udp4       0      0  *.161                                         *.*
udp4       0      0  *.31342                                       *.*
udp4       0      0  *.59137                                       *.*
udp4       0      0  *.*                                           *.*
udp46      0      0  *.49152                                       *.*
udp46      0      0  *.4784                                        *.*
udp46      0      0  *.3784                                        *.*
udp4       0      0  *.49152                                       *.*
udp4       0      0  *.4784                                        *.*
udp4       0      0  *.3784                                        *.*
udp4       0      0  10.255.204.110.123                            *.*
udp4       0      0  *.123                                         *.*
udp4       0      0  *.67                                          *.*
udp4       0      0  *.6333                                        *.*
udp4       0      0  *.2293                                        *.*
ip4        0      0  *.*                                           *.*
ip4        0      0  *.*                                           *.*
ip4        0      0  *.*                                           *.*
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show system core-dumps

Syntax show system core-dumps
<brief | detail>
<core-filename>
<core-file-info>

Syntax (EX Series
Switches)

show system core-dumps
<all-members>
<brief | detail>
<core-filename>
<core-file-info>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system core-dumps
<all-chassis | all-lcc | lcc number | scc>
<brief | detail>
<core-filename>
<core-file-info>

Syntax(TXMatrixPlus
Router)

show system core-dumps
<all-chassis | all-lcc | lcc number | sfc number>
<brief | detail>
<core-filename>
<core-file-info>

Syntax (QFX Series) show system core-dumps
<brief | detail>
<component (UUID | serial number | all)>
<core-file-info component (UUID | serial number) core-file-name>
<display-period (hours | minutes | seconds)>
<display-order>
<kernel-crashinfo component (UUID | serial number)>
<repository (core | log)>

Release Information Command introduced before Junos OS Release 8.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Showcore files on all routers or switches running JunosOS. You can use the showsystem

core-dumps command to show a list of system core files created when the router or

switch has failed. This command can be useful for diagnostic purposes. Each list item

includes the file permissions, number of links, owner, group, size, modification date, and

path and filename. On a QFabric system, you can view core-dump files on individual

QFabric system devices as well as on the entire QFabric system.

You can use the option core-filename and its options core-file-info, brief, and detail to

display more information about the specified core-dump files.

Options none—Display a list of all existing core-dump files.

Copyright © 2014, Juniper Networks, Inc.922

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



all-chassis—(TXMatrix and TXMatrix Plus routers only) (Optional) On a routing matrix

based on a TXMatrix router, display system core files for the TXMatrix router

switch-card chassis [SCC] and all the T640 routers [LCCs] connected to the TX

Matrix router.

On a routing matrix based on a TXMatrix Plus router, display system core files for

the TXMatrix Plus router (switch-fabric chassis [SFC]) and all the T1600 routers

[LCCs] connected to the TXMatrix Plus router.

<all-lcc | lccnumber>—(TXMatrix andTXMatrixPlus routersonly) (Optional)Ona routing

matrix based on the TXMatrix router, display core dump files for all T640 routers

(line-card chassis [LCCs]) or a specific T640 router [LCC] connected to the TX

Matrix router.

On a routing matrix based on the TXMatrix Plus router, display logging information

for all T1600 routers (line-card chassis [LCCs]) or a specific T1600 router (LCC)

connected to the TXMatrix Plus router. When using the lcc number option, replace

numberwith a value from 0 through 3.

NOTE: The all-chassis option displays system core files for the SCC or

SFC and the LCCs connected to the SCC or SFC in the routingmatrix
while the all-lcc option only displays system core files for the LCCs in the

routingmatrix.

all-members—(EX4200 switches) (Optional) Display system core files on all members

of the Virtual Chassis configuration.

brief—(Optional) View details of a binary file.

component (UUID | serial number |all)—(QFabric systems only) (Optional) Display a list

of core-dump files located on individual QFabric system device or on the entire

QFabric system.

core-file-info—(Optional) Display the stack trace of a core file.

core-filename—(Optional) Name of a specific core file to display.

detail—(Optional) View stack trace with details of the binary file.

display-order (timestamp-sort | alphanumeric-sort)—(QFabric systems only) (Optional)

Display list of debug artifacts generated within the specified period—for example,

within the last hour, within the last 20minutes, or within the last 32 seconds—or

according to their filename.

display-period (hours |minutes | seconds)—(QFabric systems only) (Optional) Display

core-dump files generated within the specified period—for example, within the last

hour, within the last 20minutes, or within the last 32 seconds.

kernel-crashinfo component (UUID | serial number)—(QFabric systems only) (Optional)

Display kernel crash information from the EEPROM on a QFabric system device.
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local—(EX4200 switches only) (Optional) Display system core files on the local Virtual

Chassis member.

membermember-id—(EX4200 switches only) (Optional) Display system core files on

the specified member of the Virtual Chassis configuration. Replacemember-idwith

a value from 0 through 9.

repository (core | log)—(QFabric systems only) (Optional) Specify either the core or log

repository in which to view core-dump files.

scc—(TXMatrix routers only) (Optional) Display systemcore files on theTXMatrix router

(or switch-card chassis).

sfc—(TXMatrix Plus routers only) (Optional) Display system core files on the TXMatrix

Plus router (or switch-fabric chassis).

Required Privilege
Level

view

List of Sample Output show system core-dumps on page 926
show system core-dumps on page 926
show system core-dumps (TXMatrix Plus Router) on page 926
show system core-dumps (QFX3500 Switch) on page 928
show system core-dumps (QFabric Systems) on page 928
show system core-dumps core-file-info component serial number core-file-name
(QFabric Systems) on page 929
showsystemcore-dumpscomponent serial numberdisplay-order alphanumeric-sort
repository core (QFabric Systems) on page 929
show system core-dumps display-period (QFabric Systems) on page 929
show system core-dumps kernel-crashinfo component serial number (QFabric
Systems) on page 931
show system core-dumps repository core (QFabric Systems) on page 933
show system core-dumps repository log (QFabric Systems) on page 933

Output Fields Table 84 on page 924 describes the output fields for the show system core-dumps

command. Output fields are listed in the approximate order in which they appear.

Table 84: show system core-dumps Output Fields

Field DescriptionField Name

Read/write permissions for the file named.Permissions

Number of links to the file.Links

Name of the file owner.Owner

Name of the group with file access.Group

File size in bytes.File size

Last file modification date and time.Modified
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Table 84: show system core-dumps Output Fields (continued)

Field DescriptionField Name

File path where the file resides and the filename.Path/filename

Repository where core-dump files and log files are stored. The
core-dump files are located in the core repository, and the log files
are located in the log repository. The default Repository scope is
shared since both the core and log repositories are shared by all of
the QFabric system devices.

Repository scope:

Path to the top-level repository location.Repository head:

Name of the repository: core or log.Repository name:

List of core-dump files associatedwith a particular QFabric system
device located in the core repository.

List of nodes for core
repository:

Name of the QFabric system device.Node Group

UUID or serial number of the QFabric system device.Node Identifier

Number of core-dump and log files.Num

Model number of the QFabric system device.Model

Usage of the repository in megabytes.Usage

Total usage of core-dump files associatedwith a particularQFabric
system device located in the core repository. Usage is specified in
megabytes and as a percentage.

Total usage of core
repository:

Total usage of log files associatedwith a particular QFabric system
device located in the log repository. Usage is specified inmegabytes
and as a percentage.

Total usage of log
repository:

List of core-dump files associatedwith a particular QFabric system
device located in the core repository.

List of nodes for core
repository:

List of log files associated with a particular QFabric system device
located in the log repository.

List of nodes for log
repository:

Name of the core-dump file.Filename

Last core-dump file modification date and time.Date

Size of the core-dump file.Size

Filename of the core-dump file.Core filename

Name of the process that is generating a core-dump file or log file.Process name
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Table 84: show system core-dumps Output Fields (continued)

Field DescriptionField Name

Junos OS release.Release

Junos OS build server.Build server

Junos OS build date.Build date

Stack trace of the core-dump file.Stack trace

Sample Output

show system core-dumps

This example shows the command output if core files exist.

user@switcht> show system core-dumps
-rw------- 1 root wheel 268369920 Jun 18 17:59 /var/crash/vmcore.0
-rw-rw---- 1 root field 3371008 Jun 18 17:53 /var/tmp/rpd.core.0
-rw-r--r-- 1 root wheel 27775914 Jun 18 17:59 /var/crash/kernel.0

show system core-dumps

This example shows the command output if core files do not exist.

user@host> show system core-dumps
/var/crash/*core*: No such file or directory
/var/tmp/*core*: No such file or directory
/var/crash/kernel.*: No such file or directory

show system core-dumps (TXMatrix Plus Router)

user@host> show system core-dumps
sfc0-re0:
--------------------------------------------------------------------------
/var/crash/kernel.*: No such file or directory
/tftpboot/corefiles/*core*: No such file or directory

/var/crash/cores:
total 8

/var/tmp/cores:
total 1627592
-rw-r--r--  1 root  field  535346090 May 15 07:36 
rpd.core-tarball.0.090515.0736.tgz
-rw-r--r--  1 root  field  105632057 May 15 07:37 
rpd.core-tarball.1.090515.0737.tgz
-rw-r--r--  1 root  field  101981681 May 15 07:38 
rpd.core-tarball.2.090515.0738.tgz
-rw-r--r--  1 root  field   85854573 May 15 07:40 
rpd.core-tarball.3.090515.0740.tgz
-rw-r--r--  1 root  field    4157845 May 15 08:18 
rpd.core-tarball.4.090515.0818.tgz

lcc0-re0:
--------------------------------------------------------------------------
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/var/crash/kernel.*: No such file or directory
/tftpboot/corefiles/*core*: No such file or directory

/var/crash/cores:
total 8

/var/tmp/cores:
total 12

lcc1-re0:
--------------------------------------------------------------------------
/var/crash/kernel.*: No such file or directory
/tftpboot/corefiles/*core*: No such file or directory

/var/crash/cores:
total 8

/var/tmp/cores:
total 10024
-rw-r--r--  1 root  field    1875794 Apr 22 15:47 
chassisd.core-tarball.0.090422.1547.tgz
-rw-r--r--  1 root  field    1894183 Apr 22 19:02 
chassisd.core-tarball.0.090422.1902.tgz
-rw-r--r--  1 root  field    1290240 Apr 26 16:01 ksyncd_1558.core.0.090426.1601

lcc2-re0:
--------------------------------------------------------------------------
/var/crash/kernel.*: No such file or directory
/tftpboot/corefiles/*core*: No such file or directory

/var/crash/cores:
total 21124008
-rw-r--r--  1 root  wheel  1022376528 May 2  06:43 
core-LCC2-EGFPC7.core.0.090502.0643
-rw-r--r--  1 root  wheel  1022376528 May 2  08:13 
core-LCC2-EGFPC7.core.0.090502.0813
-rw-r--r--  1 root  wheel  1022376544 May 5  06:15 
core-LCC2-EGFPC7.core.0.090505.0615
-rw-r--r--  1 root  wheel  1022376544 May 6  10:59 
core-LCC2-EGFPC7.core.0.090506.1059
-rw-r--r--  1 root  wheel  1022376528 May 2  06:58 
core-LCC2-EGFPC7.core.1.090502.0658
-rw-r--r--  1 root  wheel  754271232 May 5  06:33 
core-LCC2-EGFPC7.core.1.090505.0633
-rw-r--r--  1 root  wheel  264897536 May 6  11:12 
core-LCC2-EGFPC7.core.1.090506.1112
-rw-r--r--  1 root  wheel  1022376528 May 2  07:22 
core-LCC2-EGFPC7.core.2.090502.0722
-rw-r--r--  1 root  wheel  163633152 May 5  06:52 
core-LCC2-EGFPC7.core.2.090505.0652
-rw-r--r--  1 root  wheel  171312128 May 6  12:13 
core-LCC2-EGFPC7.core.2.090506.1213
-rw-r--r--  1 root  wheel  1022376528 May 2  07:39 
core-LCC2-EGFPC7.core.3.090502.0739
-rw-r--r--  1 root  wheel  1022376528 May 2  07:55 
core-LCC2-EGFPC7.core.4.090502.0755
-rw-r--r--  1 root  wheel  427277312 May 7  04:47 
core-LCC2-STFPC4.core.0.090507.0447
-rw-r--r--  1 root  wheel  419609600 May 7  04:47 
core-LCC2-STFPC5.core.0.090507.0447
-rw-r--r--  1 root  wheel  432356352 May 7  04:47 
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core-LCC2-STFPC6.core.0.090507.0447

/var/tmp/cores:
total 2568
-rw-r--r--  1 root  field    1290240 May 14 14:26 ksyncd_1540.core.0.090514.1426
...

show system core-dumps (QFX3500 Switch)

user@switch> show system core-dumps
/var/crash/*core*: No such file or directory
-rw-rw----  1 root  field    1545143 Jun 4   2012 /var/tmp/pafxpc.core.0.gz
-rw-rw----  1 root  field    1545146 Jun 4   2012 /var/tmp/pafxpc.core.1.gz
-rw-rw----  1 root  field    1545141 Jun 4   2012 /var/tmp/pafxpc.core.2.gz
-rw-rw----  1 root  field    1545146 Jun 4   2012 /var/tmp/pafxpc.core.3.gz
-rw-rw----  1 root  field    1545142 Jun 5   2012 /var/tmp/pafxpc.core.4.gz
/var/tmp/pics/*core*: No such file or directory
/var/crash/kernel.*: No such file or directory
/tftpboot/corefiles/*core*: No such file or directory
total 5

show system core-dumps (QFabric Systems)

user@switch> show system core-dumps
Repository scope: shared
Repository head: /pbdata/export
List of nodes for core repository: /pbdata/export/rdumps/
Node Group      Node Identifier                         Num  Model        Usage

DG-0            BCF7208D-E44F-E011-802F-4171BAAC781D    0    qfx3100      0M
FM-0            73747cd8-0710-11e1-b6a4-00e081c5297e    0    fx-jvre      0M
DRE-0           77116f18-0710-11e1-a2a0-00e081c5297e    0    fx-jvre      0M
NW-NG-0         BBAK0394                                0    qfx3500      0M
NW-NG-0         cd78871a-0710-11e1-878e-00e081c5297e    0    fx-jvre      0M
NW-NG-0         d0afda1e-0710-11e1-a1d0-00e081c5297e    0    fx-jvre      0M
FC-0            d31ab7a6-0710-11e1-ad1b-00e081c5297e    0    fx-jvre      0M
FC-1            d4d0f254-0710-11e1-90c3-00e081c5297e    0    fx-jvre      0M
IC-WS001        WS001                                   0    -            -
IC-WS001        WS001/YW3803                            0    qfxc08-3008  0M
IC-WS001        WS001/YN5999                            0    qfxc08-3008  0M
node-device1    BBAK0372                                0    qfx3500      0M
node-device1    EE3093                                  0    qfx3500      0M
Total usage of core repository:0M of 70000M (0.0%)

List of nodes for log repository: /pbdata/export/rlogs/
Node Group      Node Identifier                         Num  Model        Usage

DG-0            BCF7208D-E44F-E011-802F-4171BAAC781D    0    qfx3100      0M
FM-0            73747cd8-0710-11e1-b6a4-00e081c5297e    1    fx-jvre      0M
DRE-0           77116f18-0710-11e1-a2a0-00e081c5297e    1    fx-jvre      0M
NW-NG-0         BBAK0394                                1    qfx3500      0M
NW-NG-0         cd78871a-0710-11e1-878e-00e081c5297e    1    fx-jvre      0M
NW-NG-0         d0afda1e-0710-11e1-a1d0-00e081c5297e    3    fx-jvre      0M
FC-0            d31ab7a6-0710-11e1-ad1b-00e081c5297e    1    fx-jvre      0M
FC-1            d4d0f254-0710-11e1-90c3-00e081c5297e    1    fx-jvre      0M
IC-WS001        WS001                                   0    -            -
IC-WS001        WS001/YN5999                            1    qfxc08-3008  0M
IC-WS001        WS001/YW3803                            1    qfxc08-3008  0M
node-device1    BBAK0372                                1    qfx3500      0M
node-device1    EE3093                                  1    qfx3500      0M
Total usage of log repository:0M of 70000M (0.0%)
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show system core-dumps core-file-info component serial number core-file-name (QFabric Systems)

user@switch> show system core-dumps core-file-info component
e8ff4b3e-7d92-11e0-be5d-00e081c1fe0e cosd.core.0.1519.05162011131846.gz
Repository scope: shared
Repository head: /pbstorage
Repository name: core
Core filename: /pbstorage/rdumps/e8ff4b3e-7d92-11e0-be5d-
00e081c1fe0e/5658.cosd.core.0.1519.05162011131846
Process name: cosd
Release: 11.3I0
Build server: /c/ssengupta/dfx_ha_v1/obj-i386-dcp/dcp/usr.sbin/cosd
Build date: 2011-05-14 01:11:44 UTC
Stack trace:
#0 0x8885d183 in select () from /usr/lib/libc.so.6
#0 0x8885d183 in select () from /usr/lib/libc.so.6
#1 0x887d4a45 in pselect () from /usr/lib/libc.so.6
#2 0x88774719 in pselect () from /usr/lib/libthr.so.2
#3 0x885de5db in __evGetNext () from /usr/lib/libisc.so.2
#4 0x885debf0 in __evMainLoop () from /usr/lib/libisc.so.2
#5 0x081125b2 in cosd_loop ()
#6 0x0812e19a in main ()

show system core-dumps component serial number display-order alphanumeric-sort repository core (QFabric
Systems)

user@switch> showsystemcore-dumpscomponentBBAK8891display-orderalphanumeric-sort
repository core
Repository scope: shared
Repository head: /pbdata/export
Repository name: core
List of core dumps for component BBAK8891
Repository location: /pbdata/export/rdumps/BBAK8891
Filename                                   Date                      Size

eswd.core.0.1361.11172011214257.gz         Nov 17 21:43:10 2011      4779553
eswd.core.1.80267.11172011214514.gz        Nov 17 21:45:19 2011      3541648
eswd.core.2.80682.11172011214535.gz        Nov 17 21:45:43 2011      2156683
vccpd.core.0.1195.11182011151131.gz        Nov 18 15:11:35 2011      375617
Number of core dumps in repository:4

show system core-dumps display-period (QFabric Systems)

user@switch> show system core-dumps display-period 24h
 show system core-dumps display-period 24h 
Repository scope: shared
Repository head: /pbdata/export
List of core dumps at repository: /pbdata/export/rdumps
Delta timespec: Last 24h
Component: BBAK8273
Filename                                   Size                      Date

vccpd.core.0.1195.11182011151131.gz        Nov 18 15:11:35 2011      375794
Component: cedb7b0e-0025-11e1-9a5f-00e081c52990
Filename                                   Size                      Date

vccpd.core.0.1461.11182011151131.gz        Nov 18 15:11:31 2011      120951
Component: ee19c4f8-0025-11e1-aef6-00e081c52990
Filename                                   Size                      Date

vccpd.core.0.1462.11182011151131.gz        Nov 18 15:11:31 2011      109420
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Component: BBAK8281
Filename                                   Size                      Date

vccpd.core.0.1196.11182011151131.gz        Nov 18 15:11:36 2011      375373
Component: BBAK8891
Filename                                   Size                      Date

vccpd.core.0.1195.11182011151131.gz        Nov 18 15:11:35 2011      375617
Component: BBAK8276
Filename                                   Size                      Date

vccpd.core.0.1196.11182011151131.gz        Nov 18 15:11:35 2011      375350
Component: BBAK8868
Filename                                   Size                      Date

vccpd.core.0.1196.11182011151130.gz        Nov 18 15:11:34 2011      376211
Component: BBAK8835
Filename                                   Size                      Date

vccpd.core.0.1195.11182011151130.gz        Nov 18 15:11:35 2011      375700
Component: BBAK8283
Filename                                   Size                      Date

vccpd.core.0.1195.11182011151131.gz        Nov 18 15:11:36 2011      368298
Component: YW3781/YW3781
Filename                                   Size                      Date

vccpd.core.0.1220.11182011151131.gz        Nov 18 15:11:38 2011      380002
Component: 09726be2-0026-11e1-82d9-00e081c52990
Filename                                   Size                      Date

vccpd.core.0.1461.11182011151130.gz        Nov 18 15:11:31 2011      119965
Component: BBAK8309
Filename                                   Size                      Date

vccpd.core.0.1196.11182011151131.gz        Nov 18 15:11:36 2011      378930
Component: 303d476a-0026-11e1-abf4-00e081c52990
Filename                                   Size                      Date

vccpd.core.0.1460.11182011151131.gz        Nov 18 15:11:31 2011      118385
Component: YW3798/YW3798                
Filename                                   Size                      Date

vccpd.core.0.1219.11182011151131.gz        Nov 18 15:11:36 2011      380455
List of log dumps at repository: /pbdata/export/rlogs
Delta timespec: Last 24h
Component: BBAK8273
Filename                                   Size                      Date

vccpd.tarball.0.1195.11182011151138.tgz    Nov 18 15:11:39 2011      20415
Component: cedb7b0e-0025-11e1-9a5f-00e081c52990
Filename                                   Size                      Date

vccpd.tarball.0.1461.11182011151131.tgz    Nov 18 15:11:33 2011      19651
Component: ee19c4f8-0025-11e1-aef6-00e081c52990
Filename                                   Size                      Date

vccpd.tarball.0.1462.11182011151133.tgz    Nov 18 15:11:36 2011      24650
Component: BBAK8281
Filename                                   Size                      Date
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vccpd.tarball.0.1196.11182011151137.tgz    Nov 18 15:11:41 2011      19445
Component: BBAK8891
Filename                                   Size                      Date

vccpd.tarball.0.1195.11182011151138.tgz    Nov 18 15:11:41 2011      21916
Component: BBAK8276
Filename                                   Size                      Date

vccpd.tarball.0.1196.11182011151137.tgz    Nov 18 15:11:39 2011      20461
Component: BBAK8868
Filename                                   Size                      Date

vccpd.tarball.0.1196.11182011151137.tgz    Nov 18 15:11:41 2011      21924
Component: BBAK8835
Filename                                   Size                      Date

vccpd.tarball.0.1195.11182011151137.tgz    Nov 18 15:11:39 2011      19424
Component: BBAK8283
Filename                                   Size                      Date

vccpd.tarball.0.1195.11182011151138.tgz    Nov 18 15:11:42 2011      31186
Component: YW3781/YW3781
Filename                                   Size                      Date

vccpd.tarball.0.1220.11182011151141.tgz    Nov 18 15:11:45 2011      27565
Component: 09726be2-0026-11e1-82d9-00e081c52990
Filename                                   Size                      Date

vccpd.tarball.0.1461.11182011151130.tgz    Nov 18 15:11:34 2011      19613
Component: BBAK8309
Filename                                   Size                      Date

vccpd.tarball.0.1196.11182011151138.tgz    Nov 18 15:11:46 2011      50362
Component: 303d476a-0026-11e1-abf4-00e081c52990
Filename                                   Size                      Date

vccpd.tarball.0.1460.11182011151133.tgz    Nov 18 15:11:33 2011      19360
Component: YW3798/YW3798
Filename                                   Size                      Date

vccpd.tarball.0.1219.11182011151140.tgz    Nov 18 15:11:49 2011      24473

show system core-dumps kernel-crashinfo component serial number (QFabric Systems)

user@switch> show system core-dumps kernel-crashinfo component A0001/YA0197
Node: A0001/YA0197

Information about previous kernel crash:

-- Kernel panic data --

Panic string: kdb_sysctl_panic
System uptime: 3 day 20 hr 59 min 40 sec Kernel crash time: 2011-11-15 Wed 15:25:17
 Kernel build linkstamp: JUNOS 11.3I #0: 2011-11-10 20:42:27 UTC

-- Stacktrace of panicing context --
Processor 1 (crash monarch):
savectx+0x0 (c9552800,80214efc,802a7fbc,c88ad05c) ra 801b93a8 sz 0
kdm_kcore_save_crashinfo+0x254 (c9552800,0,802a7fbc,c88ad05c) ra 801b9f44 sz 784
 kdm_kcore_kern_panic_event_handler+0x4b0 (c9552800,0,802a7fbc,c88ad05c) ra 
8022a9b8 sz 88
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panic+0x1d0 (c9552800,0,4,77fed534) ra 802540c0 sz 56
kdb_sysctl_panic+0x70 (c9552800,0,4,77fed534) ra 80237e58 sz 40 sysctl_root+0x12c
 (c9552800,0,4,e8bc5cf8) ra 80238e50 sz 48
userland_sysctl+0x164 (c9552800,0,4,e8bc5cf8) ra 8023956c sz 104
__sysctl+0xe4 (c9552800,0,4,e8bc5cf8) ra 806d62e8 sz 160
trap+0xe1c (c9552800,0,4,e8bc5cf8) ra 80896e68 sz 128
MipsUserGenException+0x1a4 (c9552800,0,4,405cd12c) ra 0 sz 0
pid 82340, process: sysctl

Processor 0:
restoreintr+0x14 (1,81bca820,3,0) ra 806cdc3c sz 0
spinlock_exit+0x30 (1,81bca820,3,0) ra 8025d354 sz 24
sleepq_release+0x64 (1,81bca820,3,0) ra 8025e670 sz 24
sleepq_timeout+0x224 (1,81bca820,3,0) ra 80240294 sz 48
softclock+0x434 (1,81bca820,3,0) ra 802067f8 sz 80
ithread_loop+0x244 (1,81bca820,3,0) ra 80200e28 sz 64 fork_exit+0xc0 
(1,81bca820,3,0) ra 80897c28 sz 48
MipsNMIException+0x34 (1,81bca820,3,0) ra 0 sz 0
pid 82340, process: sysctl

Processor 2:
cpu_idle+0x20 (80960000,51bbc,2031df,81bca1b8) ra 80204948 sz 24 idle_proc+0x130
 (80960000,51bbc,2031df,81bca1b8) ra 80200e28 sz 56 fork_exit+0xc0 
(80960000,51bbc,2031df,81bca1b8) ra 80897c28 sz 48
MipsNMIException+0x34 (80960000,51bbc,2031df,81bca1b8) ra 0 sz 0
pid 82340, process: sysctl

Processor 3: 
cpu_idle+0x20 (80960000,51bbc,2038df,81bca300) ra 80204948 sz 24 idle_proc+0x130
 (80960000,51bbc,2038df,81bca300) ra 80200e28 sz 56 fork_exit+0xc0 
(80960000,51bbc,2038df,81bca300) ra 80897c28 sz 48
MipsNMIException+0x34 (80960000,51bbc,2038df,81bca300) ra 0 sz 0
pid 82340, process: sysctl

Processor 4:
cpu_idle+0x20 (80960000,51bbc,2037df,81bca448) ra 80204948 sz 24 idle_proc+0x130
 (80960000,51bbc,2037df,81bca448) ra 80200e28 sz 56 fork_exit+0xc0 
(80960000,51bbc,2037df,81bca448) ra 80897c28 sz 48
MipsNMIException+0x34 (80960000,51bbc,2037df,81bca448) ra 0 sz 0
pid 82340, process: sysctl

Processor 5:
restoreintr+0x14 (1,51bbc,203edf,81bca590) ra 806cdc3c sz 0
spinlock_exit+0x30 (1,51bbc,203edf,81bca590) ra 80204a34 sz 24 idle_proc+0x21c 
(1,51bbc,203edf,81bca590) ra 80200e28 sz 56 fork_exit+0xc0 
(1,51bbc,203edf,81bca590) ra 80897c28 sz 48
MipsNMIException+0x34 (1,51bbc,203edf,81bca590) ra 0 sz 0
pid 82340, process: sysctl

Processor 6:
cpu_idle+0x20 (80960000,51bbc,205cdf,81bca6d8) ra 80204948 sz 24 idle_proc+0x130
 (80960000,51bbc,205cdf,81bca6d8) ra 80200e28 sz 56 fork_exit+0xc0 
(80960000,51bbc,205cdf,81bca6d8) ra 80897c28 sz 48
MipsNMIException+0x34 (80960000,51bbc,205cdf,81bca6d8) ra 0 sz 0
pid 82340, process: sysctl

Processor 7:
lockmgr+0x5ac (c97e8484,c8dd9800,0,c8dd9800) ra 8c11c81c sz 48
sal_sem_take+0x134 (c97e8484,c8dd9800,0,c8dd9800) ra 8c351108 sz 56 
_bcm_esw_linkscan_thread+0x45c (c97e8484,c8dd9800,0,c8dd9800) ra 8c11cdb4 sz 104
sal_thread_start_wrap+0x74 (c97e8484,c8dd9800,0,c8dd9800) ra 80200e28 sz 32 

Copyright © 2014, Juniper Networks, Inc.932

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



fork_exit+0xc0 (c97e8484,c8dd9800,0,c8dd9800) ra 80897c28 sz 48
MipsNMIException+0x34 (c97e8484,c8dd9800,0,c8dd9800) ra 0 sz 0
pid 82340, process: sysctl
-- End of stacktrace --

show system core-dumps repository core (QFabric Systems)

user@switch> show system core-dumps repository core
Repository scope: shared
Repository head: /pbdata/export
Repository name: core
List of nodes for core repository: /pbdata/export/rdumps/
Node Group      Node Identifier                         Num  Model        Usage

DG-0            BCF7208D-E44F-E011-802F-4171BAAC781D    0    qfx3100      0M
FM-0            73747cd8-0710-11e1-b6a4-00e081c5297e    0    fx-jvre      0M
DRE-0           77116f18-0710-11e1-a2a0-00e081c5297e    0    fx-jvre      0M
NW-NG-0         BBAK0394                                0    qfx3500      0M
NW-NG-0         cd78871a-0710-11e1-878e-00e081c5297e    0    fx-jvre      0M
NW-NG-0         d0afda1e-0710-11e1-a1d0-00e081c5297e    0    fx-jvre      0M
FC-0            d31ab7a6-0710-11e1-ad1b-00e081c5297e    0    fx-jvre      0M
FC-1            d4d0f254-0710-11e1-90c3-00e081c5297e    0    fx-jvre      0M
IC-WS001        WS001                                   0    -            -
IC-WS001        WS001/YW3803                            0    qfxc08-3008  0M
IC-WS001        WS001/YN5999                            0    qfxc08-3008  0M
node-device1    BBAK0372                                0    qfx3500      0M
node-device1    EE3093                                  0    qfx3500      0M
Total usage of core repository:0M of 70000M (0.0%)

show system core-dumps repository log (QFabric Systems)

user@switch> show system core-dumps repository log
Repository scope: shared
Repository head: /pbdata/export
Repository name: log
List of nodes for log repository: /pbdata/export/rlogs/
Node Group      Node Identifier                         Num  Model        Usage

DG-0            BCF7208D-E44F-E011-802F-4171BAAC781D    0    qfx3100      0M
FM-0            73747cd8-0710-11e1-b6a4-00e081c5297e    1    fx-jvre      0M
DRE-0           77116f18-0710-11e1-a2a0-00e081c5297e    1    fx-jvre      0M
NW-NG-0         BBAK0394                                1    qfx3500      0M
NW-NG-0         cd78871a-0710-11e1-878e-00e081c5297e    1    fx-jvre      0M
NW-NG-0         d0afda1e-0710-11e1-a1d0-00e081c5297e    3    fx-jvre      0M
FC-0            d31ab7a6-0710-11e1-ad1b-00e081c5297e    1    fx-jvre      0M
FC-1            d4d0f254-0710-11e1-90c3-00e081c5297e    1    fx-jvre      0M
IC-WS001        WS001                                   0    -            -
IC-WS001        WS001/YN5999                            1    qfxc08-3008  0M
IC-WS001        WS001/YW3803                            1    qfxc08-3008  0M
node-device1    BBAK0372                                1    qfx3500      0M
node-device1    EE3093                                  1    qfx3500      0M
Total usage of log repository:0M of 70000M (0.0%)
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show system directory-usage

Syntax show system directory-usage
<depth number>
<path>

Syntax (EX Series) show system directory-usage
<all-members>
<depth number>
<local>
<membermember-id>
<path>

Syntax (TXMatrix
Router)

show system directory-usage
<all-chassis | all-lcc | lcc number | scc>
<depth number>
<path>

Syntax(TXMatrixPlus
Router)

show system directory-usage
<all-chassis | all-lcc | lcc number | sfc number>
<depth number>
<path>

Syntax (MX Series
Router)

show system directory-usage
<all-members>
<depth number>
<local>
<membermember-id>
<path>

Syntax (QFX Series) show system directory-usage
<depth number>
<path>
<infrastructure name>
<interconnect-device name>
<node-group name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display directory usage information.

Options none—Display all directory usage information.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Display

directory usage information about all the T640 routers (in a routing matrix based

on a TXMatrix router). Display directory usage information about all the T1600 or

T4000 routers (in a routing matrix based on a TXMatrix Plus router) in the chassis.
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all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display directory information for all T640 routers (or line-card chassis)

connected to the TXMatrix router. On a TXMatrix Plus router, display directory

information for all connected T1600 or T4000 LCCs.

all-members—(EX4200switchesandMXSeries routersonly) (Optional)Displaydirectory

information for all members of the Virtual Chassis configuration.

depth number—(Optional) Depth of the directory to traverse. This option is useful when

you want to limit the output shown for a large file system.

infrastructure name— (QFabric systems only) (Optional) Display directory information

for the fabric control Routing Engines and fabric manager Routing Engines.

interconnect-device name— (QFabric systems only) (Optional) Display directory

information for the Interconnect device.

node-group name— (QFabric systems only) (Optional) Display directory information for

the Node group.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, displaydirectory information fora specificT640 router that is connected

to the TXMatrix router. On a TXMatrix Plus router, display directory information for

a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Display directory

information for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

directory information for the specified member of the Virtual Chassis configuration.

For EX4200 switches, replacemember-idwith a value from 0 through 9. For an MX

Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

path—(Optional) Path or root directory to traverse.

scc—(TXMatrix router only) (Optional) Display directory information for the TXMatrix

router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display directory information for

the TXMatrix Plus router. Replace numberwith 0.
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Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system directory-usage scc (TXMatrix Router) on page 937
show system directory-usage sfc (TXMatrix Plus Router) on page 937
show system directory-usage (QFX3500 Switch) on page 937

Output Fields Table 85 on page 936 describes the output fields for the show system directory-usage

command. Output fields are listed in the approximate order in which they appear.

Table 85: show system directory-usage Output Fields

Field DescriptionField Name

Number of bytes used by files in a directory.bytes

Name of the directory.directory-name
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Sample Output

show system directory-usage scc (TXMatrix Router)

user@host> show system directory-usage /var/tmp scc
          /var/tmp
1.0K      /var/tmp/vi.recover
2.0K      /var/tmp/instmp.tPMk8u
1.0K      /var/tmp/install
          /var/tmp/instmp.GUMpur
4.8M      /var/tmp/instmp.GUMpur/packages
6.4M      /var/tmp/troy1
297M      /var/tmp/dsw
          /var/tmp/pkg_tmp.2073
83K       /var/tmp/pkg_tmp.2073/bin
          /var/tmp/instmp.oMIDbl
89K       /var/tmp/instmp.oMIDbl/bin
          /var/tmp/instmp.byhMjR
4.6M      /var/tmp/instmp.byhMjR/packages
          /var/tmp/instmp.6fqHf3
1.7M      /var/tmp/instmp.6fqHf3/packages
          /var/tmp/instmp.mljECe
4.6M      /var/tmp/instmp.mljECe/packages

show system directory-usage sfc (TXMatrix Plus Router)

user@switch> show system directory-usage /var/tmp sfc 0
sfc0-re0:
--------------------------------------------------------------------------
          /var/tmp
46K       /var/tmp/gres-tp
          /var/tmp/sec-download
2.0K      /var/tmp/sec-download/sub-download
2.0K      /var/tmp/vi.recover
2.0K      /var/tmp/install
795M      /var/tmp/cores
766K      /var/tmp/pr440594

show system directory-usage (QFX3500 Switch)

user@switch> show system directory-usage
          /var/tmp
30K       /var/tmp/gres-tp
2.0K      /var/tmp/rtsdb
2.0K      /var/tmp/vi.recover
2.0K      /var/tmp/install
2.0K      /var/tmp/pics
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show system license

Syntax show system license
<installed | keys | usage>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display licenses and information about how they are used.

Options none—Display all license information.

installed—(Optional) Display installed licenses only.

keys—(Optional) Display a list of license keys. Use this information to verify that each

expected license key is present.

usage—(Optional) Display the state of licensed features.

Required Privilege
Level

maintenance

List of Sample Output show system license on page 939
show system license installed on page 939
show system license keys on page 940
show system license usage on page 940
show system license (QFX Series) on page 940

Output Fields Table86onpage938 lists theoutput fields for the showsystemlicensecommand.Output

fields are listed in the approximate order in which they appear.

Table 86: show system license Output Fields

Field DescriptionField Name

Name assigned to the configured feature. You use this information to verify that all the features for
which you installed licenses are present.

Feature name

Number of licenses used by a router or switch. You use this information to verify that the number of
licenses usedmatches the number configured. If a licensed feature is configured, the feature is
considered used.

NOTE: In Junos OS Release 10.1 and later, the Licenses used column displays the actual usage count
based on the number of active sessions or connections as reported by the corresponding feature
daemons. This is applicable for scalable license-based features such as Subscriber Access
(scale-subscriber), L2TP (scale-l2tp), Mobile IP (scale-mobile-ip), and so on.

Licenses used
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Table 86: show system license Output Fields (continued)

Field DescriptionField Name

Information about the installed license key:

• License identifier—Identifier associated with a license key.

• State—State of the license key:valid or invalid. An invalid state indicates that the key was entered
incorrectly or is not valid for the specific device.

• License version—Version of a license. The version indicates how the license is validated, the type
of signature, and the signer of the license key.

• Valid for device—Device that can use a license key.

• Group defined—Groupmembership of a device.

• Features—Feature associated with a license, such as data link switching (DLSw).

Licenses installed

Number of licenses required for features being used but not yet properly licensed.Licenses needed

Amount of time left within the grace period before a license is required for a feature being used.Expiry

Sample Output

show system license

user@host> show system license

License usage: 
                                 Licenses     Licenses    Licenses    Expiry
  Feature name                       used    installed      needed 
  subscriber-accounting                 2            2           0    permanent
  subscriber-authentication             1            2           0    permanent
  subscriber-address-assignment         2            2           0    permanent
  subscriber-vlan                       2            2           0    permanent
  subscriber-ip                         0            2           0    permanent
  scale-subscriber                      2            3           0    permanent
  scale-l2tp                            4            5           0    permanent
  scale-mobile-ip                       1            2           0    permanent

Licenses installed: 
  License identifier: XXXXXXXXXX
  License version: 2
  Features:
    subscriber-accounting - Per Subscriber Radius Accounting
      permanent
    subscriber-authentication - Per Subscriber Radius Authentication
      permanent
    subscriber-address-assignment - Radius/SRC Address Pool Assignment
      permanent
    subscriber-vlan  - Dynamic Auto-sensed Vlan
      permanent
    subscriber-ip    - Dynamic and Static IP
      permanent

show system license installed

user@host> show system license installed
  License identifier: XXXXXXXXXX
  License version: 2
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  Features:
    subscriber-accounting - Per Subscriber Radius Accounting
      permanent
    subscriber-authentication - Per Subscriber Radius Authentication
      permanent
    subscriber-address-assignment - Radius/SRC Address Pool Assignment
      permanent
    subscriber-vlan  - Dynamic Auto-sensed Vlan
      permanent
    subscriber-ip    - Dynamic and Static IP
      permanent

show system license keys

user@host> show system license keys
XXXXXXXXXX xxxxxx xxxxxx xxxxxx xxxxxx xxxxxx xxxxxx
         xxxxxx xxxxxx xxxxxx xxxxxx xxxxxx xxxxxx
         xxxxxx xxxxxx xxx

show system license usage

user@host> show system license usage
License usage: 
                                 Licenses     Licenses    Licenses    Expiry
  Feature name                       used    installed      needed 
  subscriber-accounting                 2            2           0    permanent
  subscriber-authentication             1            2           0    permanent
  subscriber-address-assignment         2            2           0    permanent
  subscriber-vlan                       2            2           0    permanent
  subscriber-ip                         0            2           0    permanent
  scale-subscriber                      2            3           0    permanent
  scale-l2tp                            4            5           0    permanent
  scale-mobile-ip                       1            2           0    permanent

show system license (QFX Series)

user@switch> show system license
License usage: 
                   Licenses     Licenses    Licenses    Expiry
  Feature name         used    installed      needed 
  qfx-edge-fab            1            1           1    permanent
Licenses installed: 
  License identifier: JUNOS417988
  License version: 1
  Features:
    qfx-edge-fab  -        QFX3000 Series QF/Node feature license
      permanent
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show system processes

Syntax show system processes
<brief | detail | extensive | summary>
<health (pid process-identifer | process-name process-name)>
<providers>
<resource-limits (brief | detail) process-name>
<wide>

Syntax (EX Series
Switches)

show system processes
<all-members>
<brief | detail | extensive | summary>
<health (pid process-identifer | process-name process-name)>
<local>
<membermember-id>
<providers>
<resource-limits (brief | detail) process-name>
<wide>

Syntax (MX Series
Routers)

show system processes
<all-members>
<brief | detail | extensive | summary>
<health (pid process-identifer | process-name process-name)>
<local>
<membermember-id>
<providers>
<resource-limits (brief | detail) process-name>
<wide>

Syntax (QFX Series) show system processes
<brief | detail | extensive | summary >
<health (pid process-identifer | process-name process-name)>
<interconnect-device name>
<node-group name>
<providers>
<resource-limits>
<wide>

Syntax (TXMatrix
Routers)

show system processes
<brief | detail | extensive | summary>
<all-chassis| all-lcc | lcc number | scc>
<wide>

Syntax(TXMatrixPlus
Router)

show system processes
<brief | detail | extensive | summary>
<all-chassis| all-lcc | lcc number | sfc number>
<wide>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option sfc introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

941Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



Description Display information about software processes that are running on the router or switch

and that have controlling terminals.

Options none—Display standard information about system processes.

brief | detail | extensive | summary—(Optional) Display the specified level of detail.

adaptive-services—(Optional) Display the configuration management process that

manages the configuration for stateful firewall, Network Address Translation (NAT),

intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive

Services PIC.

alarm-control—(Optional) Display the process to configure the system alarm.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Display

standard systemprocess information about all the T640 routers (in a routingmatrix

based on theTXMatrix router) or all the T1600or T4000 routers (in a routingmatrix

based on the TXMatrix Plus router) in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus router only) (Optional) Display standard

system process information for all T640 routers (or line-card chassis) connected

to theTXMatrix router.Display standardsystemprocess information forall connected

T1600 or T4000 LCCs.

all-members—(EX4200switchesandMXSeries routersonly) (Optional)Displaystandard

system process information for all members of the Virtual Chassis configuration.

ancpd-service—Display the Access Node Control Protocol (ANCP) process, which works

with a special Internet Group Management Protocol (IGMP) session to collect

outgoing interface mapping events in a scalable manner.

application-identification—Display theprocess that identifiesanapplicationusing intrusion

detectionandprevention (IDP) toallowordeny trafficbasedonapplications running

on standard or nonstandard ports.

audit-process—(Optional) Display the RADIUS accounting process.

auto-configuration—Display the Interface Auto-Configuration process.

bootp—Display the process that enables a router, switch, or interface to act as aDynamic

Host Configuration Protocol (DHCP) or bootstrap protocol (BOOTP) relay agent.

DHCP relaying is disabled.

captive-portal-content-delivery—Display the HTTP redirect service by specifying the

location to which a subscriber's initial Web browser session is redirected, enabling

initial provisioning and service selection for the subscriber.

ce-l2tp-service—(Optional) (M10, M10i, M7i, and MX Series routers only) Display the

Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP

tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.
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cfm—DisplayEthernetOperations,Administration, andMaintenance (OAM)connectivity

fault management (CFM) process, which can be used to monitor the physical link

between two switches.

chassis-control—(Optional) Display the chassis management process.

class-of-service—(Optional) Display the class-of-service (CoS) process, which controls

the router's or switch’s CoS configuration.

clksyncd-service—Display the external clock synchronization process, which uses

synchronous Ethernet (SyncE).

craft-control—Display the process for the I/O of the craft interface.

database-replication—(EXSeries switchesandMXSeries routersonly) (Optional)Display

the database replication process.

datapath-trace-service—Display the packet path tracing process.

dhcp-service—(EX Series switches and MX Series routers only) (Optional) Display the

Dynamic Host Configuration Protocol process, which enables a DHCP server to

allocate network IP addresses and deliver configuration settings to client hosts

without user intervention.

diameter-service—(Optional) Display the diameter process.

disk-monitoring—(Optional)Display thediskmonitoringprocess,whichchecks thehealth

of the hard disk drive on the Routing Engine.

dynamic-flow-capture—(Optional) Display the dynamic flow capture (DFC) process,

which controls DFC configurations on Monitoring Services III PICs.

ecc-error-logging—(Optional) Display the error checking and correction (ECC) process,

which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—Display theprocess thatprovides IEEE802.1ag

OAM connectivity fault management (CFM) database information for CFM

maintenance association end points (MEPs) in a CFM session.

ethernet-link-fault-management—(EX Series switches and MX Series routers only)

(Optional) Display the process that provides theOAM link faultmanagement (LFM)

information for Ethernet interfaces.

event-processing—(Optional) Display the event process (eventd).

firewall—(Optional) Display the firewall management process, which manages the

firewall configuration and enables accepting or rejecting packets that are transiting

an interface on a router or switch.

general-authentication-service—(EX Series switches and MX Series routers only)

(Optional) Display the general authentication process.
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health (pid process-identifer | process-name process-name)—(Optional) Display process

health information, either by process id (PID) or by process name.

iccp-service—Display the Inter-Chassis Communication Protocol (ICCP) process.

idp-policy—Display the intrusion detection and prevention (IDP) protocol process.

ilmi—Display the Integrated Local Management Interface (ILMI) protocol process, which

provides bidirectional exchange of management information between two ATM

interfaces across a physical connection.

inet-process—Display the IP multicast family process.

init—Display the process that initializes the USBmodem.

interface-control—(Optional) Display the interface process, which controls the router's

or switch’s physical interface devices and logical interfaces.

kernel-replication—(Optional) Display the kernel replication process, which replicates

the state of the backup Routing Engine when graceful Routing Engine switchover

(GRES) is configured.

l2-learning—(Optional) Display the Layer 2 address flooding and learning process.

l2cpd-service—Display theLayer 2Control Protocol process,whichenables features such

as Layer 2 protocol tunneling and nonstop bridging.

lacp—(Optional) Display the Link Aggregation Control Protocol (LACP)process. LACP

providesastandardizedmeans for exchanging informationbetweenpartner systems

on a link to allow their link aggregation control instances to reach agreement on the

identity of the LAG to which the link belongs, and then to move the link to that LAG,

and to enable the transmission and reception processes for the link to function in

an orderly manner.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display standard systemprocess information for a specificT640 router

that is connected to theTXMatrix router.OnaTXMatrixPlus router, display standard

system process information for a specific router that is connected to the TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.
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local—(EX4200switchesandMXSeries routersonly) (Optional)Display standardsystem

process information for the local Virtual Chassis member.

local-policy-decision-function—Display theprocess for theLocalPolicyDecisionFunction,

which regulates collectionof statistics related toapplicationsandapplicationgroups

and tracking of information about dynamic subscribers and static interfaces.

logical-system-mux—Display the logical router multiplexer process (lrmuxd), which

manages themultiple instances of the routing protocols process (rpd) on amachine

running logical routers.

mac-validation—Display the MAC validation process, which configures MAC address

validation for subscriber interfaces created on demux interfaces in dynamic profiles

on MX Series routers.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

standard systemprocess information for the specifiedmemberof theVirtualChassis

configuration. For EX4200 switches, replacemember-idwith a value from0 through

9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

mib-process—(Optional) Display the MIB II process, which provides the router's MIB II

agent.

mobile-ip—(Optional) Display the Mobile IP process, which configures Junos OSMobile

IP features.

mountd-service—(EXSeries switches andMXSeries routers only) (Optional) Display the

service for NFSmounts requests.

mpls-traceroute—(Optional) Display the MPLS Periodic Traceroute process.

mspd—(Optional) Display the Multiservice process.

multicast-snooping—(EXSeries switches andMXSeries routers only) (Optional) Display

themulticast snoopingprocess,whichmakesLayer 2devices suchasVLANswitches

aware of Layer 3 information, such as the media access control (MAC) addresses

of members of a multicast group.

named-service—(Optional) Display the DNS Server process, which is used by a router or

a switch to resolve hostnames into addresses.

neighbor-liveness—Display theprocess,whichspecifies themaximumlengthof time that

the router waits for its neighbor to re-establish an LDP session.

nfsd-service—(Optional)Display theRemoteNFSServerprocess,whichprovides remote

file access for applications that need NFS-based transport.

ntp—Display theNetworkTimeProtocol (NTP)process,whichprovides themechanisms

to synchronize time and coordinate time distribution in a large, diverse network.

packet-triggered-subscribers—Display thepacket-triggered subcribers andpolicy control

(PTSP) process, which allows the application of policies to dynamic subscribers

that are controlled by a subscriber termination device.
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peer-selection-service—(Optional) Display the Peer Selection Service process.

periodic-packet-services—Display the Periodic packet management process, which is

responsible for processing a variety of time-sensitive periodic tasks so that other

processes canmore optimally direct their resources.

pfe—Display the Packet Forwarding Engine management process.

pgcp-service—(Optional) Display the pgcpd service process running on the Routing

Engine.

pgm—Display the Pragmatic General Multicast (PGM) protocol process, which enables

a reliable transport layer for multicast applications.

pic-services-logging—(Optional) Display the logging process for some PICs. With this

process, also known as fsad (the file system access daemon), PICs send special

logging information to the Routing Engine for archiving on the hard disk.

ppp—(Optional) Display the Point-to-Point Protocol (PPP) process, which is the

encapsulationprotocol process for transporting IP traffic acrosspoint-to-point links.

ppp-service—Display theUniversal edgePPPprocess,which is theencapsulationprotocol

process for transporting IP traffic across universal edge routers.

pppoe—(Optional) Display the Point-to-Point Protocol over Ethernet (PPPoE) process,

which combines PPP that typically runs over broadband connections with the

Ethernet link-layer protocol that allows users to connect to a network of hosts over

a bridge or access concentrator.

process-monitor—Display the process health monitor process (pmond).

providers—(Optional) Display provider processes.

redundancy-interface-process—(Optional) Display the ASP redundancy process.

remote-operations—(Optional) Display the remote operations process, which provides

the ping and traceroute MIBs.

resource-cleanup—Display the resource cleanup process.

resource-limits (brief | detail) process-name—(Optional) Display process resource limits.

routing—(Optional) Display the routing protocol process.

sampling—(Optional) Display the sampling process, which performs packet sampling

based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—Display the session border controller (SBC) process of the

border signaling gateway (BSG).

scc—(TXMatrix routers only) (Optional) Display standard system process information

for the TXMatrix router (or switch-card chassis).
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sdk-service—Display the SDK Service process, which runs on the Routing Engine and is

responsible forcommunicationsbetweentheSDKapplicationandJunosOS.Although

the SDK Service process is present on the router, it is turned off by default.

secure-neighbor-discovery—(EX Series switches and MX Series routers only) (Optional)

Display the secure Neighbor Discovery Protocol (NDP) process, which provides

support for protecting NDPmessages.

send—(Optional)Display theSecureNeighborDiscoveryProtocol (SEND)process,which

provides support for protecting Neighbor Discovery Protocol (NDP)messages.

service-deployment—(Optional) Display the service deployment process, which enables

Junos OS to work with the Session and Resource Control (SRC) software.

sfcnumber—(TXMatrixPlus routers only) (Optional)Display systemprocess information

for the TXMatrix Plus router. Replace numberwith 0.

snmp—Display theSNMPprocess,whichenables themonitoringofnetworkdevices from

a central location and provides the router's or switch’s SNMPmaster agent.

sonet-aps—Display the SONET Automatic Protection Switching (APS) process, which

monitors any SONET interface that participates in APS.

static-subscribers—(Optional) Display the Static subscribers process, which associates

subscribers with statically configured interfaces and provides dynamic service

activation and activation for these subscribers.

tunnel-oamd—(Optional)Display theTunnelOAMprocess,whichenables theOperations,

Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol

tunneling (L2PT)allowsserviceproviders to sendLayer 2protocol dataunits (PDUs)

across the provider’s cloud and deliver them to Juniper Networks EX Series Ethernet

Switches that are not part of the local broadcast domain.

vrrp—(EX Series switches and MX Series routers only) (Optional) Display the Virtual

Router Redundancy Protocol (VRRP) process, which enables hosts on a LAN to

make use of redundant routing platforms on that LANwithout requiring more than

the static configuration of a single default route on the hosts.

watchdog—Display thewatchdog timerprocess,whichenables thewatchdog timerwhen

Junos OS encounters a problem.

wide—(Optional) Display process information that might be wider than 80 columns.

Additional Information By default, when you issue the show system processes command on themaster Routing

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.
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Required Privilege
Level

view

Related
Documentation

List of Junos OS Processes•

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output show system processes on page 950
show system processes brief on page 950
show system processes detail on page 951
show system processes extensive on page 951
show system processes lcc wide (TXMatrix RoutingMatrix) on page 952
show system processes summary on page 952
show system processes (TXMatrix Plus Router) on page 953
show system processes sfc (TXMatrix Plus Router) on page 960
show system processes lcc wide (TXMatrix Plus RoutingMatrix) on page 963
show system processes (QFX Series) on page 964

Output Fields Table87onpage948describes theoutput fields for theshowsystemprocessescommand.

Output fields are listed in the approximate order in which they appear.

Table 87: show system processes Output Fields

Level of OutputField DescriptionField Name

brief extensive
summary

Last process identifier assigned to the process.last pid

brief extensive
summary

Three load averages followed by the current time.load averages

brief extensive
summary

Number of existing processes and the number of processes in each state
(sleeping, running, starting, zombies, and stopped).

processes

brief extensive
summary

Information about physical and virtual memory allocation.Mem

brief extensive
summary

Information about physical and virtual memory allocation.Swap

detail extensive
summary

Process identifier.PID

none detailControl terminal name.TT
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Table 87: show system processes Output Fields (continued)

Level of OutputField DescriptionField Name

none detailSymbolic process state. The state is given by a sequence of letters. The first
letter indicates the run state of the process:

• D—In disk or other short-term, uninterruptible wait

• I—Idle (sleeping longer than about 20 seconds)

• R—Runnable

• S—Sleeping for less than 20 seconds

• T—Stopped

• Z—Dead (zombie)

• +—The process is in the foreground process group of its control terminal.

• <—The process has raised CPU scheduling priority.

• >—The process has specified a soft limit on memory requirements and is
currently exceeding that limit; such a process is not swapped.

• A—The process requested random page replacement.

• E—The process is trying to exit.

• L—The process has pages locked in core.

• N—The process has reduced CPU scheduling priority.

• S—The process requested first-in, first-out (FIFO) page replacement.

• s—The process is a session leader.

• V—The process is temporarily suspended.

• W—The process is swapped out.

• X—The process is being traced or debugged.

STAT

detailUser identifier.UID

extensive summaryProcess owner.USERNAME

detailParent process identifier.PPID

detail extensive
summary

(D)—Short-term CPU usage.

(E and S)—Raw (unweighted) CPU usage. The value of this field is used to sort
the processes in the output.

CPU

detailResident set size.RSS

detailSymbolic name of the wait channel.WCHAN

detailLocal time when the process started running.STARTED

detail extensive
summary

Current priority of the process. A lower number indicates a higher priority.PRI

detail extensive
summary

UNIX "niceness" value. A lower number indicates a higher priority.NI or NICE

extensive summaryTotal size of the process (text, data, and stack), in kilobytes.SIZE
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Table 87: show system processes Output Fields (continued)

Level of OutputField DescriptionField Name

extensive summaryCurrent amount of resident memory, in kilobytes.RES

extensive summaryCurrent state of the process (for example, sleep,wait, run, idle, zombie, or stop).STATE

detail extensive
summary

(S)—Number of system and user CPU seconds that the process has used.

(None, D, and E)—Total amount of time that the command has been running.

TIME

extensive summaryWeighted CPU usage.WCPU

detail extensive
summary

Command that is currently running.COMMAND

extensiveNumber of threads in the processTHR

Sample Output

show system processes

user@host> show system processes
PID  TT  STAT      TIME COMMAND
    0  ??  DLs    0:00.70  (swapper)
    1  ??  Is     0:00.35 /sbin/init --
    2  ??  DL     0:00.00  (pagedaemon)
    3  ??  DL     0:00.00  (vmdaemon)
    4  ??  DL     0:42.37  (update)
    5  ??  DL     0:00.00  (if_jnx)
   80  ??  Ss     0:14.66 syslogd -s
   96  ??  Is     0:00.01 portmap
  128  ??  Is     0:02.70 cron
  173  ??  Is     0:02.24 /usr/local/sbin/sshd (sshd1)
  189  ??  S      0:03.80 /sbin/watchdog -t180
  190  ??  I      0:00.03 /usr/sbin/tnetd -N
  191  ??  S      2:24.76 /sbin/ifd -N
  192  ??  S<     0:55.44 /usr/sbin/xntpd -N
  195  ??  S      0:53.11 /usr/sbin/snmpd -N
  196  ??  S      1:15.73 /usr/sbin/mib2d -N
  198  ??  I      0:00.75 /usr/sbin/inetd -N
 2677  ??  I      0:00.01 /usr/sbin/mgd -N
 2712  ??  Ss     0:00.24 rlogind
 2735  ??  R      0:00.00 /bin/ps -ax
 1985  p0- S      0:07.41 ./rpd -N
 2713  p0  Is     0:00.24 -tcsh (tcsh)
 2726  p0  S+     0:00.07 cli

show system processes brief

user@host> show system processes brief
last pid:   543;  load averages:  0.00,  0.00,  0.00    18:29:47
37 processes:  1 running, 36 sleeping

Mem: 25M Active, 3976K Inact, 19M Wired, 8346K Buf, 202M Free
Swap: 528M Total, 64K Used, 528M Free
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show system processes detail

user@host> show system processes detail
PID   UID  PPID CPU PRI NI  RSS WCHAN  STARTED   TT  STAT      TIME COMMAND
 3151  1049  3129   2  28  0  672 -       1:13PM   p0  R+     0:00.00 ps -ax -r
    1     0     0   0  10  0  376 wait    1:51PM   ??  Is     0:00.29 /sbin/ini
    2     0     0   0 -18  0   12 psleep  1:51PM   ??  DL     0:00.00  (pagedae
    3     0     0   0  28  0   12 psleep  1:51PM   ??  DL     0:00.00  (vmdaemo
    4     0     0   0  28  0   12 update  1:51PM   ??  DL     0:07.15  (update)
    5     0     0   0   2  0   12 pfesel  1:51PM   ??  IL     0:02.90  (if_pfe)
   27     0     1   0  10  0 17936 mfsidl  1:51PM  ??  Is     0:00.46 mfs /dev/
   81     0     1   0   2  0  496 select  1:52PM   ??  Ss     0:31.21 syslogd -
  119     1     1   0   2  0  492 select  1:52PM   ??  Is     0:00.00 portmap
  134     0     1   0   2  0  580 select  1:52PM   ??  S      0:02.95 amd -p -a
  151     0     1   0  18  0  532 pause   1:52PM   ??  Is     0:00.34 cron
  183     0     1   0   2  0  420 select  1:52PM   ??  Ss     0:00.07 /usr/loca
  206     0     1   0  18  0   72 pause   1:52PM   ??  S      0:00.51 /sbin/wat
  207     0     1   0   2  0  520 select  1:52PM   ??  I      0:00.16 /usr/sbin
  208     0     1   0   2  0  536 select  1:52PM   ??  S      0:08.21 /sbin/dcd
  210     0     1 255   2 -12  740 select  1:52PM  ??  S<     0:05.83 /usr/sbin
  211     0     1   0   2  0  376 select  1:52PM   ??  S      0:00.03 /usr/sbin
  215     0     1   0   2  0  548 select  1:52PM   ??  I      0:00.50 /usr/sbin
  219     0     1   0   3  0  540 ttyin   1:52PM   v0  Is+    0:00.02 /usr/libe
  220     0     1   0   3  0  540 ttyin   1:52PM   v1  Is+    0:00.01 /usr/libe
  221     0     1   0   3  0  540 ttyin   1:52PM   v2  Is+    0:00.01 /usr/libe
  222     0     1   0   3  0  540 ttyin   1:52PM   v3  Is+    0:00.01 /usr/libe
  735     0     1   0   2  0  468 select  2:47PM   ??  S      0:19.14 /usr/sbin
  736     0     1   0   2  0  212 select  2:47PM   ??  S      0:14.13 /usr/sbin
 1380     0     1   0   3  0  888 ttyin   7:32PM   d0  Is+    0:00.46 bash
 3019     0   207   0   2  0  636 select 10:49AM   ??  Ss     0:02.93 tnp.chass
 3122     0  1380   0   2  0 1764 select 12:33PM   d0  S      0:00.77 ./rpd -N
 3128     0   215   0   2  0  580 select 12:45PM   ??  Ss     0:00.12 rlogind
 3129  1049  3128   0  18  0  944 pause  12:45PM   p0  Ss     0:00.14 -tcsh (tc
    0     0     0   0 -18  0    0 sched   1:51PM   ??  DLs    0:00.10  (swapper

show system processes extensive

user@host> show system processes extensive
Mem: 241M Active, 99M Inact, 78M Wired, 325M Cache, 69M Buf, 1251M Free
Swap: 2048M Total, 2048M Free

  PID USERNAME  THR PRI NICE   SIZE    RES STATE    TIME   WCPU COMMAND
   11 root        1 171   52     0K    12K RUN    807.5H 98.73% idle
   13 root        1 -20 -139     0K    12K WAIT    36:17  0.00% swi7: clock sio
 1499 root        1  96    0  7212K  3040K select  34:01  0.00% license-check
 1621 root        1  96    0 20968K 11216K select  20:25  0.00% mib2d
 1465 root        2   8  -88   115M 11748K nanslp  14:32  0.00% chassisd
 1478 root        1  96    0  6336K  3816K select  11:28  0.00% ppmd
   20 root        1 -68 -187     0K    12K WAIT    10:28  0.00% irq10: em0 em1+++*

 1490 root        1  96    0 11792K  4336K select   9:44  0.00% shm-rtsdbd
 1618 root        1  96    0 39584K  7464K select   8:47  0.00% pfed
 1622 root        1  96    0 15268K 10988K select   6:16  0.00% snmpd
 1466 root        1  96    0  7408K  2896K select   5:44  0.00% alarmd
    7 root        1 -16    0     0K    12K client   5:09  0.00% ifstate notify
 1480 root        1  96    0  5388K  2660K select   4:29  0.00% ksyncd
   12 root        1 -40 -159     0K    12K WAIT     4:15  0.00% swi2: netisr 0
 1462 root        1  96    0  1836K  1240K select   3:57  0.00% bslockd
   55 root        1 -16    0     0K    12K -        3:44  0.00% schedcpu
 1392 root        1  16    0     0K    12K bcmsem   3:37  0.00% bcmLINK.0
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   47 root        1 -16    0     0K    12K psleep   3:25  0.00% vmkmemdaemon
   36 root        1  20    0     0K    12K syncer   2:46  0.00% syncer
 1484 root        1  96    0  7484K  3428K select   2:38  0.00% clksyncd
 1616 root        1  96    0  4848K  2848K select   2:18  0.00% irsd
 1487 root        1  96    0 32800K  6992K select   2:10  0.00% smid
 1623 root        1  96    0 34616K  5464K select   2:01  0.00% dcd
   15 root        1 -16    0     0K    12K -        1:59  0.00% yarrow
   49 root        1 -16    0     0K    12K .        1:51  0.00% ddostasks

show system processes lcc wide (TXMatrix RoutingMatrix)

user@host> show system processes lcc 2 wide
lcc2-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  DLs    0:00.00  (swapper)
    1  ??  ILs    0:00.10 /sbin/preinit -- (init)
    2  ??  DL     0:00.00  (pagedaemon)
    3  ??  DL     0:00.00  (vmdaemon)
    4  ??  DL     0:00.00  (bufdaemon)
    5  ??  DL     0:00.04  (syncer)
    6  ??  DL     0:00.00  (netdaemon)
    7  ??  IL     0:00.00  (if_pic_listen)
    8  ??  IL     0:00.00  (scs_housekeeping)
    9  ??  IL     0:00.00  (if_pfe_listen)
   10  ??  DL     0:00.00  (vmuncachedaemon)
   11  ??  SL     0:00.02  (cb_poll)
  172  ??  ILs    0:00.21 mfs -o noauto /dev/ad1s1b /tmp (newfs)
 2909  ??  Is     0:00.00 pccardd
 2932  ??  Ss     0:00.07 syslogd -r -s
 3039  ??  Is     0:00.00 cron
 3217  ??  I      0:00.00 /sbin/watchdog -d
 3218  ??  I      0:00.02 /usr/sbin/tnetd -N
 3221  ??  S      0:00.11 /usr/sbin/alarmd -N
 3222  ??  S      0:00.85 /usr/sbin/craftd -N
 3223  ??  S      0:00.05 /usr/sbin/mgd -N
 3224  ??  I      0:00.02 /usr/sbin/inetd -N
 3225  ??  I      0:00.00 /usr/sbin/tnp.sntpd -N
 3226  ??  I      0:00.01 /usr/sbin/tnp.sntpc -N
 3228  ??  I      0:00.01 /usr/sbin/smartd -N
 3231  ??  I      0:00.01 /usr/sbin/eccd -N
 3425  ??  S      0:00.09 /usr/sbin/dfwd -N
 3426  ??  S      0:00.19 /sbin/dcd -N
 3427  ??  I      0:00.04 /usr/sbin/pfed -N
 3430  ??  S      0:00.10 /usr/sbin/ksyncd -N
 3482  ??  S      1:53.63 /usr/sbin/chassisd -N
 4285  ??  SL     0:00.01  (peer proxy)
 4286  ??  SL     0:00.00  (peer proxy)
 4303  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
 4304  ??  R      0:00.00 /bin/ps -ax -ww
 3270  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0

show system processes summary

user@host> show system processes summary
last pid:   543;  load averages:  0.00,  0.00,  0.00    18:29:47
37 processes:  1 running, 36 sleeping

Mem: 25M Active, 3976K Inact, 19M Wired, 8346K Buf, 202M Free
Swap: 528M Total, 64K Used, 528M Free
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  PID USERNAME PRI NICE SIZE    RES STATE    TIME   WCPU    CPU COMMAND
  527 root      2   0   176K   580K select   0:00  0.04%  0.04% rlogind
  543 root     30   0   604K   768K RUN      0:00  0.00%  0.00% top

show system processes (TXMatrix Plus Router)

user@host> show system processes
sfc0-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  WLs    0:00.00 [swapper]
    1  ??  ILs    0:00.18 /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.20 [g_event]
    3  ??  DL     0:00.39 [g_up]
    4  ??  DL     0:00.32 [g_down]
    5  ??  DL     0:00.00 [thread taskq]
    6  ??  DL     0:00.09 [kqueue taskq]
    7  ??  DL     0:00.01 [pagedaemon]
    8  ??  DL     0:00.00 [vmdaemon]
    9  ??  DL     0:06.63 [pagezero]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL   310:52.98 [idle]
   12  ??  WL     0:11.03 [swi2: net]
   13  ??  WL     0:27.58 [swi7: clock sio]
   14  ??  WL     0:00.00 [swi6: vm]
   15  ??  DL     0:03.02 [yarrow]
   16  ??  WL     0:00.00 [swi9: +]
   17  ??  WL     0:00.00 [swi8: +]
   18  ??  WL     0:00.00 [swi5: cambio]
   19  ??  WL     0:00.00 [swi9: task queue]
   20  ??  WL     0:11.41 [irq16: uhci0 uhci*]
   21  ??  DL     0:00.00 [usb0]
   22  ??  DL     0:00.00 [usbtask]
   23  ??  WL     0:39.51 [irq17: uhci1 uhci*]
   24  ??  DL     0:00.00 [usb1]
   25  ??  WL     0:00.00 [irq18: uhci2 uhci*]
   26  ??  DL     0:00.83 [usb2]
   27  ??  DL     0:00.00 [usb3]
   28  ??  DL     0:00.00 [usb4]
   29  ??  DL     0:00.00 [usb5]
   30  ??  DL     0:00.73 [usb6]
   31  ??  DL     0:00.00 [usb7]
   32  ??  WL     0:00.00 [irq14: ata0]
   33  ??  WL     0:00.00 [irq15: ata1]
   34  ??  WL     0:00.00 [irq1: atkbd0]
   35  ??  WL     0:00.00 [swi0: sio]
   36  ??  WL     0:00.00 [irq11: isab0]
   37  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   38  ??  WL     0:00.00 [swi4: ip6mismatch+]
   39  ??  WL     0:00.00 [swi1: ipfwd]
   40  ??  DL     0:00.02 [bufdaemon]
   41  ??  DL     0:00.02 [vnlru]
   42  ??  DL     0:00.39 [syncer]
   43  ??  DL     0:00.05 [softdepflush]
   44  ??  DL     0:00.00 [netdaemon]
   45  ??  DL     0:00.02 [vmuncachedaemon]
   46  ??  DL     0:00.00 [if_pic_listen]
   47  ??  DL     0:00.35 [vmkmemdaemon]
   48  ??  DL     0:00.00 [cb_poll]
   49  ??  DL     0:00.06 [if_pfe_listen]
   50  ??  DL     0:00.00 [scs_housekeeping]
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   51  ??  IL     0:00.00 [kern_dump_proc]
   52  ??  IL     0:00.00 [nfsiod 0]
   53  ??  IL     0:00.00 [nfsiod 1]
   54  ??  IL     0:00.00 [nfsiod 2]
   55  ??  IL     0:00.00 [nfsiod 3]
   56  ??  DL     0:00.37 [schedcpu]
   57  ??  DL     0:00.56 [md0]
   79  ??  DL     0:02.58 [md1]
  100  ??  DL     0:00.03 [md2]
  118  ??  DL     0:00.01 [md3]
  139  ??  DL     0:00.95 [md4]
  160  ??  DL     0:00.12 [md5]
  181  ??  DL     0:00.00 [md6]
  217  ??  DL     0:00.02 [md7]
  227  ??  DL     0:00.05 [md8]
 1341  ??  SL     0:01.34 [bcmTX]
 1342  ??  SL     0:01.68 [bcmXGS3AsyncTX]
 1343  ??  SL     0:41.40 [bcmLINK.0]
 1345  ??  SL     0:33.83 [bcmLINK.1]
 1350  ??  Is     0:00.01 /usr/sbin/cron
 1502  ??  S      0:00.01 /sbin/watchdog -t-1
 1503  ??  S      0:00.86 /usr/libexec/bslockd -mp -N
 1504  ??  S      0:00.01 /usr/sbin/tnetd -N
 1507  ??  S      0:01.32 /usr/sbin/alarmd -N
 1508  ??  S      0:14.54 /usr/sbin/craftd -N
 1509  ??  S      0:01.19 /usr/sbin/mgd -N
 1512  ??  I      0:00.05 /usr/sbin/inetd -N
 1513  ??  S      0:00.10 /usr/sbin/tnp.sntpd -N
 1517  ??  S      0:00.11 /usr/sbin/smartd -N
 1525  ??  S      0:01.10 /usr/sbin/idpd -N
 1526  ??  S      0:01.43 /usr/sbin/license-check -U -M -p 10 -i 10
 1527  ??  I      0:00.01 /usr/libexec/getty Pc ttyv0
 1616  ??  DL     0:00.30 [peer proxy]
 1617  ??  DL     0:00.32 [peer proxy]
 1618  ??  DL     0:00.34 [peer proxy]
 1619  ??  DL     0:00.30 [peer proxy]
 2391  ??  Is     0:00.01 telnetd
 7331  ??  Ss     0:00.03 telnetd
 9538  ??  DL     0:01.16 [jsr_kkcm]
 9613  ??  DL     0:00.18 [peer proxy]
23781  ??  Ss     0:00.01 telnetd
23926  ??  Ss     0:00.01 mgd: (mgd) (regress)/dev/ttyp2 (mgd)
36867  ??  S      0:03.14 /usr/sbin/rpd -N
36874  ??  S      0:00.08 /usr/sbin/lmpd
36876  ??  S      0:00.17 /usr/sbin/lacpd -N
36877  ??  S      0:00.15 /usr/sbin/bfdd -N
36878  ??  S      0:05.05 /usr/sbin/ppmd -N
36907  ??  S      0:25.07 /usr/sbin/chassisd -N
37775  ??  S      0:00.01 /usr/sbin/bdbrepd -N
45727  ??  S      0:00.02 /usr/sbin/xntpd -j -N -g (ntpd)
45729  ??  S      0:00.38 /usr/sbin/l2ald -N
45730  ??  S<     0:00.12 /usr/sbin/apsd -N
45731  ??  SN     0:00.10 /usr/sbin/sampled -N
45732  ??  S      0:00.03 /usr/sbin/ilmid -N
45733  ??  S      0:00.09 /usr/sbin/rmopd -N
45734  ??  S      0:00.30 /usr/sbin/cosd
45735  ??  I      0:00.00 /usr/sbin/rtspd -N
45736  ??  S      0:00.06 /usr/sbin/fsad -N
45737  ??  S      0:00.05 /usr/sbin/rdd -N
45738  ??  S      0:00.10 /usr/sbin/pppd -N
45739  ??  S      0:00.05 /usr/sbin/dfcd -N
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45740  ??  S      0:00.07 /usr/sbin/lfmd -N
45741  ??  S      0:00.01 /usr/sbin/mplsoamd -N
45742  ??  I      0:00.01 /usr/sbin/sendd -N
45743  ??  S      0:00.08 /usr/sbin/appidd -N
45744  ??  S      0:00.05 /usr/sbin/mspd -N
45745  ??  S      0:00.25 /usr/sbin/jdiameterd -N
45746  ??  S      0:00.10 /usr/sbin/pfed -N
45747  ??  S      0:00.19 /usr/sbin/lpdfd -N
45748  ??  S      0:00.63 /sbin/dcd -N
45750  ??  S      0:00.45 /usr/sbin/mib2d -N
45751  ??  S      0:00.15 /usr/sbin/dfwd -N
45752  ??  S      0:00.15 /usr/sbin/irsd -N
45764  ??  S      0:20.59 /usr/sbin/snmpd -N
56479  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
56480  ??  R      0:00.00 /bin/ps -ax
 1142  d0- I      0:00.01 /usr/sbin/usbd -N
 1160  d0- S      0:29.17 /usr/sbin/eventd -N -r -s -A
 6527  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0
 2392  p1  Is     0:00.00 login [pam] (login)
 2393  p1  I      0:00.00 -csh (csh)
 2394  p1  I      0:00.00 su -
 2395  p1  I+     0:00.01 -su (csh)
23782  p2  Is     0:00.00 login [pam] (login)
23881  p2  I      0:00.00 -csh (csh)
23925  p2  S+     0:00.03 cli
 7332  p3  Is     0:00.00 login [pam] (login)
 7333  p3  I      0:00.00 -csh (csh)
23780  p3  S+     0:00.02 telnet aj

lcc0-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  WLs    0:00.00 [swapper]
    1  ??  ILs    0:00.16 /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.01 [g_event]
    3  ??  DL     0:00.16 [g_up]
    4  ??  DL     0:00.11 [g_down]
    5  ??  DL     0:00.00 [thread taskq]
    6  ??  DL     0:00.00 [kqueue taskq]
    7  ??  DL     0:00.00 [pagedaemon]
    8  ??  DL     0:00.00 [vmdaemon]
    9  ??  DL     0:01.77 [pagezero]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL    17:22.31 [idle]
   12  ??  WL     0:00.32 [swi2: net]
   13  ??  WL     0:01.21 [swi7: clock sio]
   14  ??  WL     0:00.00 [swi6: vm]
   15  ??  DL     0:00.10 [yarrow]
   16  ??  WL     0:00.00 [swi9: +]
   17  ??  WL     0:00.00 [swi8: +]
   18  ??  WL     0:00.00 [swi5: cambio]
   19  ??  WL     0:00.00 [swi9: task queue]
   20  ??  WL     0:02.73 [irq10: bcm0 uhci1*]
   21  ??  WL     0:00.02 [irq11: cb0 uhci0+*]
   22  ??  DL     0:00.00 [usb0]
   23  ??  DL     0:00.00 [usbtask]
   24  ??  DL     0:00.00 [usb1]
   25  ??  DL     0:00.05 [usb2]
   26  ??  DL     0:00.00 [usb3]
   27  ??  DL     0:00.00 [usb4]
   28  ??  DL     0:00.00 [usb5]
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   29  ??  DL     0:00.04 [usb6]
   30  ??  DL     0:00.00 [usb7]
   31  ??  WL     0:00.00 [irq14: ata0]
   32  ??  WL     0:00.00 [irq15: ata1]
   33  ??  WL     0:00.00 [irq1: atkbd0]
   34  ??  WL     0:00.00 [swi0: sio]
   35  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   36  ??  WL     0:00.00 [swi4: ip6mismatch+]
   37  ??  WL     0:00.00 [swi1: ipfwd]
   38  ??  DL     0:00.00 [bufdaemon]
   39  ??  DL     0:00.00 [vnlru]
   40  ??  DL     0:00.01 [syncer]
   41  ??  DL     0:00.00 [softdepflush]
   42  ??  DL     0:00.00 [netdaemon]
   43  ??  DL     0:00.00 [vmuncachedaemon]
   44  ??  DL     0:00.00 [if_pic_listen]
   45  ??  DL     0:00.02 [vmkmemdaemon]
   46  ??  DL     0:00.01 [cb_poll]
   47  ??  DL     0:00.00 [if_pfe_listen]
   48  ??  DL     0:00.00 [scs_housekeeping]
   49  ??  IL     0:00.00 [kern_dump_proc]
   50  ??  IL     0:00.00 [nfsiod 0]
   51  ??  IL     0:00.00 [nfsiod 1]
   52  ??  IL     0:00.00 [nfsiod 2]
   53  ??  IL     0:00.00 [nfsiod 3]
   54  ??  DL     0:00.01 [schedcpu]
   55  ??  DL     0:00.73 [md0]
   77  ??  DL     0:03.54 [md1]
   98  ??  DL     0:00.37 [md2]
  116  ??  DL     0:00.02 [md3]
  137  ??  DL     0:00.56 [md4]
  158  ??  DL     0:00.15 [md5]
  179  ??  DL     0:00.00 [md6]
  215  ??  DL     0:00.03 [md7]
  225  ??  DL     0:00.03 [md8]
 1078  ??  DL     0:00.00 [jsr_kkcm]
 1363  ??  SL     0:00.09 [bcmTX]
 1364  ??  SL     0:00.10 [bcmXGS3AsyncTX]
 1365  ??  SL     0:03.08 [bcmLINK.0]
 1370  ??  Is     0:00.00 /usr/sbin/cron
 1522  ??  S      0:00.00 /sbin/watchdog -t-1
 1523  ??  S      0:00.05 /usr/libexec/bslockd -mp -N
 1524  ??  I      0:00.01 /usr/sbin/tnetd -N
 1526  ??  S      0:04.98 /usr/sbin/chassisd -N
 1527  ??  S      0:00.04 /usr/sbin/alarmd -N
 1528  ??  I      0:00.40 /usr/sbin/craftd -N
 1529  ??  S      0:00.08 /usr/sbin/mgd -N
 1532  ??  I      0:00.04 /usr/sbin/inetd -N
 1533  ??  I      0:00.00 /usr/sbin/tnp.sntpd -N
 1534  ??  I      0:00.00 /usr/sbin/tnp.sntpc -N
 1536  ??  S      0:00.01 /usr/sbin/smartd -N
 1540  ??  I      0:00.07 /usr/sbin/jcsd -N
 1541  ??  S      0:00.11 /usr/sbin/idpd -N
 1542  ??  I      0:00.00 /usr/libexec/getty Pc ttyv0
 2089  ??  DL     0:00.01 [peer proxy]
 2090  ??  DL     0:00.01 [peer proxy]
 2091  ??  DL     0:00.01 [peer proxy]
 2657  ??  S      0:00.02 /usr/sbin/dfwd -N
 2658  ??  S      0:00.02 /sbin/dcd -N
 2659  ??  S      0:00.05 /usr/sbin/snmpd -N
 2660  ??  S      0:00.01 /usr/sbin/mib2d -N
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 2661  ??  S      0:00.01 /usr/sbin/pfed -N
 2662  ??  S      0:00.01 /usr/sbin/irsd -N
 2667  ??  S      0:00.13 /usr/sbin/ksyncd -N
 2690  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
 2691  ??  R      0:00.00 /bin/ps -ax
 1164  d0- S      0:00.00 /usr/sbin/usbd -N
 1182  d0- S      0:00.34 /usr/sbin/eventd -N -r -s -A
 1543  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0

lcc1-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  WLs    0:00.00 [swapper]
    1  ??  ILs    0:00.17 /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.01 [g_event]
    3  ??  DL     0:00.16 [g_up]
    4  ??  DL     0:00.11 [g_down]
    5  ??  DL     0:00.00 [thread taskq]
    6  ??  DL     0:00.00 [kqueue taskq]
    7  ??  DL     0:00.00 [pagedaemon]
    8  ??  DL     0:00.00 [vmdaemon]
    9  ??  DL     0:01.77 [pagezero]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL    17:22.83 [idle]
   12  ??  WL     0:00.35 [swi2: net]
   13  ??  WL     0:01.20 [swi7: clock sio]
   14  ??  WL     0:00.00 [swi6: vm]
   15  ??  DL     0:00.10 [yarrow]
   16  ??  WL     0:00.00 [swi9: +]
   17  ??  WL     0:00.00 [swi8: +]
   18  ??  WL     0:00.00 [swi5: cambio]
   19  ??  WL     0:00.00 [swi9: task queue]
   20  ??  WL     0:02.87 [irq10: bcm0 uhci1*]
   21  ??  WL     0:00.02 [irq11: cb0 uhci0+*]
   22  ??  DL     0:00.00 [usb0]
   23  ??  DL     0:00.00 [usbtask]
   24  ??  DL     0:00.00 [usb1]
   25  ??  DL     0:00.05 [usb2]
   26  ??  DL     0:00.00 [usb3]
   27  ??  DL     0:00.00 [usb4]
   28  ??  DL     0:00.00 [usb5]
   29  ??  DL     0:00.04 [usb6]
   30  ??  DL     0:00.00 [usb7]
   31  ??  WL     0:00.00 [irq14: ata0]
   32  ??  WL     0:00.00 [irq15: ata1]
   33  ??  WL     0:00.00 [irq1: atkbd0]
   34  ??  WL     0:00.00 [swi0: sio]
   35  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   36  ??  WL     0:00.00 [swi4: ip6mismatch+]
   37  ??  WL     0:00.00 [swi1: ipfwd]
   38  ??  DL     0:00.00 [bufdaemon]
   39  ??  DL     0:00.00 [vnlru]
   40  ??  DL     0:00.01 [syncer]
   41  ??  DL     0:00.00 [softdepflush]
   42  ??  DL     0:00.00 [netdaemon]
   43  ??  DL     0:00.00 [vmuncachedaemon]
   44  ??  DL     0:00.00 [if_pic_listen]
   45  ??  DL     0:00.02 [vmkmemdaemon]
   46  ??  DL     0:00.01 [cb_poll]
   47  ??  DL     0:00.00 [if_pfe_listen]
   48  ??  DL     0:00.00 [scs_housekeeping]
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   49  ??  IL     0:00.00 [kern_dump_proc]
   50  ??  IL     0:00.00 [nfsiod 0]
   51  ??  IL     0:00.00 [nfsiod 1]
   52  ??  IL     0:00.00 [nfsiod 2]
   53  ??  IL     0:00.00 [nfsiod 3]
   54  ??  DL     0:00.02 [schedcpu]
   55  ??  DL     0:00.75 [md0]
   77  ??  DL     0:03.40 [md1]
   98  ??  DL     0:00.37 [md2]
  116  ??  DL     0:00.02 [md3]
  137  ??  DL     0:00.56 [md4]
  158  ??  DL     0:00.15 [md5]
  179  ??  DL     0:00.00 [md6]
  215  ??  DL     0:00.03 [md7]
  225  ??  DL     0:00.03 [md8]
 1052  ??  DL     0:00.00 [jsr_kkcm]
 1337  ??  SL     0:00.09 [bcmTX]
 1338  ??  SL     0:00.10 [bcmXGS3AsyncTX]
 1339  ??  SL     0:03.10 [bcmLINK.0]
 1344  ??  Is     0:00.00 /usr/sbin/cron
 1496  ??  S      0:00.00 /sbin/watchdog -t-1
 1497  ??  S      0:00.05 /usr/libexec/bslockd -mp -N
 1498  ??  I      0:00.01 /usr/sbin/tnetd -N
 1500  ??  S      0:04.97 /usr/sbin/chassisd -N
 1501  ??  S      0:00.04 /usr/sbin/alarmd -N
 1502  ??  I      0:00.40 /usr/sbin/craftd -N
 1503  ??  S      0:00.08 /usr/sbin/mgd -N
 1506  ??  I      0:00.04 /usr/sbin/inetd -N
 1507  ??  I      0:00.00 /usr/sbin/tnp.sntpd -N
 1508  ??  I      0:00.00 /usr/sbin/tnp.sntpc -N
 1510  ??  S      0:00.01 /usr/sbin/smartd -N
 1514  ??  I      0:00.07 /usr/sbin/jcsd -N
 1515  ??  S      0:00.18 /usr/sbin/idpd -N
 1516  ??  I      0:00.00 /usr/libexec/getty Pc ttyv0
 2068  ??  DL     0:00.01 [peer proxy]
 2069  ??  DL     0:00.01 [peer proxy]
 2070  ??  DL     0:00.01 [peer proxy]
 2666  ??  S      0:00.02 /sbin/dcd -N
 2667  ??  S      0:00.01 /usr/sbin/irsd -N
 2668  ??  S      0:00.01 /usr/sbin/pfed -N
 2669  ??  S      0:00.05 /usr/sbin/snmpd -N
 2670  ??  S      0:00.01 /usr/sbin/mib2d -N
 2671  ??  S      0:00.02 /usr/sbin/dfwd -N
 2675  ??  S      0:00.13 /usr/sbin/ksyncd -N
 2699  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
 2700  ??  R      0:00.00 /bin/ps -ax
 1138  d0- S      0:00.00 /usr/sbin/usbd -N
 1156  d0- S      0:00.37 /usr/sbin/eventd -N -r -s -A
 1517  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0

lcc2-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  WLs    0:00.00 [swapper]
    1  ??  ILs    0:00.18 /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.01 [g_event]
    3  ??  DL     0:00.17 [g_up]
    4  ??  DL     0:00.12 [g_down]
    5  ??  DL     0:00.00 [thread taskq]
    6  ??  DL     0:00.00 [kqueue taskq]
    7  ??  DL     0:00.00 [pagedaemon]
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    8  ??  DL     0:00.00 [vmdaemon]
    9  ??  DL     0:01.77 [pagezero]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL    17:19.13 [idle]
   12  ??  WL     0:00.36 [swi2: net]
   13  ??  WL     0:01.20 [swi7: clock sio]
   14  ??  WL     0:00.00 [swi6: vm]
   15  ??  DL     0:00.13 [yarrow]
   16  ??  WL     0:00.00 [swi9: +]
   17  ??  WL     0:00.00 [swi8: +]
   18  ??  WL     0:00.00 [swi5: cambio]
   19  ??  WL     0:00.00 [swi9: task queue]
   20  ??  WL     0:03.03 [irq10: bcm0 uhci1*]
   21  ??  WL     0:00.02 [irq11: cb0 uhci0+*]
   22  ??  DL     0:00.00 [usb0]
   23  ??  DL     0:00.00 [usbtask]
   24  ??  DL     0:00.00 [usb1]
   25  ??  DL     0:00.05 [usb2]
   26  ??  DL     0:00.00 [usb3]
   27  ??  DL     0:00.00 [usb4]
   28  ??  DL     0:00.00 [usb5]
   29  ??  DL     0:00.04 [usb6]
   30  ??  DL     0:00.00 [usb7]
   31  ??  WL     0:00.00 [irq14: ata0]
   32  ??  WL     0:00.00 [irq15: ata1]
   33  ??  WL     0:00.00 [irq1: atkbd0]
   34  ??  WL     0:00.00 [swi0: sio]
   35  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   36  ??  WL     0:00.00 [swi4: ip6mismatch+]
   37  ??  WL     0:00.00 [swi1: ipfwd]
   38  ??  DL     0:00.00 [bufdaemon]
   39  ??  DL     0:00.00 [vnlru]
   40  ??  DL     0:00.01 [syncer]
   41  ??  DL     0:00.00 [softdepflush]
   42  ??  DL     0:00.00 [netdaemon]
   43  ??  DL     0:00.00 [vmuncachedaemon]
   44  ??  DL     0:00.00 [if_pic_listen]
   45  ??  DL     0:00.02 [vmkmemdaemon]
   46  ??  DL     0:00.01 [cb_poll]
   47  ??  DL     0:00.00 [if_pfe_listen]
   48  ??  DL     0:00.00 [scs_housekeeping]
   49  ??  IL     0:00.00 [kern_dump_proc]
   50  ??  IL     0:00.00 [nfsiod 0]
   51  ??  IL     0:00.00 [nfsiod 1]
   52  ??  IL     0:00.00 [nfsiod 2]
   53  ??  IL     0:00.00 [nfsiod 3]
   54  ??  DL     0:00.02 [schedcpu]
   55  ??  DL     0:00.75 [md0]
   77  ??  DL     0:03.48 [md1]
   98  ??  DL     0:00.59 [md2]
  116  ??  DL     0:00.02 [md3]
  137  ??  DL     0:00.56 [md4]
  158  ??  DL     0:00.15 [md5]
  179  ??  DL     0:00.00 [md6]
  215  ??  DL     0:00.03 [md7]
  225  ??  DL     0:00.03 [md8]
 1052  ??  DL     0:00.00 [jsr_kkcm]
 1337  ??  SL     0:00.09 [bcmTX]
 1338  ??  SL     0:00.10 [bcmXGS3AsyncTX]
 1339  ??  SL     0:03.22 [bcmLINK.0]
 1344  ??  Is     0:00.00 /usr/sbin/cron
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 1496  ??  S      0:00.00 /sbin/watchdog -t-1
 1497  ??  S      0:00.05 /usr/libexec/bslockd -mp -N
 1498  ??  S      0:00.01 /usr/sbin/tnetd -N
 1500  ??  R      0:05.17 /usr/sbin/chassisd -N
 1501  ??  S      0:00.04 /usr/sbin/alarmd -N
 1502  ??  I      0:00.39 /usr/sbin/craftd -N
 1503  ??  S      0:00.08 /usr/sbin/mgd -N
 1506  ??  I      0:00.05 /usr/sbin/inetd -N
 1507  ??  I      0:00.00 /usr/sbin/tnp.sntpd -N
 1508  ??  I      0:00.00 /usr/sbin/tnp.sntpc -N
 1510  ??  S      0:00.01 /usr/sbin/smartd -N
 1514  ??  I      0:00.07 /usr/sbin/jcsd -N
 1515  ??  S      0:00.17 /usr/sbin/idpd -N
 1516  ??  I      0:00.00 /usr/libexec/getty Pc ttyv0
 2591  ??  DL     0:00.01 [peer proxy]
 2592  ??  DL     0:00.01 [peer proxy]
 2593  ??  DL     0:00.01 [peer proxy]
 2597  ??  DL     0:00.00 [peer proxy]
 3192  ??  S      0:00.01 /usr/sbin/irsd -N
 3193  ??  S      0:00.05 /usr/sbin/snmpd -N
 3194  ??  S      0:00.02 /sbin/dcd -N
 3195  ??  S      0:00.01 /usr/sbin/pfed -N
 3196  ??  S      0:00.01 /usr/sbin/mib2d -N
 3197  ??  S      0:00.02 /usr/sbin/dfwd -N
 3198  ??  S      0:00.13 /usr/sbin/ksyncd -N
 3228  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
 3229  ??  R      0:00.00 /bin/ps -ax
 1138  d0- S      0:00.00 /usr/sbin/usbd -N
 1156  d0- S      0:00.42 /usr/sbin/eventd -N -r -s -A
 1517  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0
...

show system processes sfc (TXMatrix Plus Router)

user@host> show system processes sfc 0
sfc0-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME COMMAND
    0  ??  WLs    0:00.00 [swapper]
    1  ??  SLs    0:00.18 /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.20 [g_event]
    3  ??  DL     0:00.39 [g_up]
    4  ??  DL     0:00.32 [g_down]
    5  ??  DL     0:00.00 [thread taskq]
    6  ??  DL     0:00.09 [kqueue taskq]
    7  ??  DL     0:00.01 [pagedaemon]
    8  ??  DL     0:00.00 [vmdaemon]
    9  ??  DL     0:06.63 [pagezero]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL   312:09.00 [idle]
   12  ??  WL     0:11.07 [swi2: net]
   13  ??  WL     0:27.70 [swi7: clock sio]
   14  ??  WL     0:00.00 [swi6: vm]
   15  ??  DL     0:03.03 [yarrow]
   16  ??  WL     0:00.00 [swi9: +]
   17  ??  WL     0:00.00 [swi8: +]
   18  ??  WL     0:00.00 [swi5: cambio]
   19  ??  WL     0:00.00 [swi9: task queue]
   20  ??  WL     0:11.46 [irq16: uhci0 uhci*]
   21  ??  DL     0:00.00 [usb0]
   22  ??  DL     0:00.00 [usbtask]
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   23  ??  WL     0:39.63 [irq17: uhci1 uhci*]
   24  ??  DL     0:00.00 [usb1]
   25  ??  WL     0:00.00 [irq18: uhci2 uhci*]
   26  ??  DL     0:00.84 [usb2]
   27  ??  DL     0:00.00 [usb3]
   28  ??  DL     0:00.00 [usb4]
   29  ??  DL     0:00.00 [usb5]
   30  ??  DL     0:00.73 [usb6]
   31  ??  DL     0:00.00 [usb7]
   32  ??  WL     0:00.00 [irq14: ata0]
   33  ??  WL     0:00.00 [irq15: ata1]
   34  ??  WL     0:00.00 [irq1: atkbd0]
   35  ??  WL     0:00.00 [swi0: sio]
   36  ??  WL     0:00.00 [irq11: isab0]
   37  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   38  ??  WL     0:00.00 [swi4: ip6mismatch+]
   39  ??  WL     0:00.00 [swi1: ipfwd]
   40  ??  DL     0:00.02 [bufdaemon]
   41  ??  DL     0:00.02 [vnlru]
   42  ??  DL     0:00.39 [syncer]
   43  ??  DL     0:00.05 [softdepflush]
   44  ??  DL     0:00.00 [netdaemon]
   45  ??  DL     0:00.02 [vmuncachedaemon]
   46  ??  DL     0:00.00 [if_pic_listen]
   47  ??  DL     0:00.35 [vmkmemdaemon]
   48  ??  DL     0:00.00 [cb_poll]
   49  ??  DL     0:00.06 [if_pfe_listen]
   50  ??  DL     0:00.00 [scs_housekeeping]
   51  ??  IL     0:00.00 [kern_dump_proc]
   52  ??  IL     0:00.00 [nfsiod 0]
   53  ??  IL     0:00.00 [nfsiod 1]
   54  ??  IL     0:00.00 [nfsiod 2]
   55  ??  IL     0:00.00 [nfsiod 3]
   56  ??  DL     0:00.37 [schedcpu]
   57  ??  DL     0:00.56 [md0]
   79  ??  DL     0:02.58 [md1]
  100  ??  DL     0:00.03 [md2]
  118  ??  DL     0:00.01 [md3]
  139  ??  DL     0:00.95 [md4]
  160  ??  DL     0:00.12 [md5]
  181  ??  DL     0:00.00 [md6]
  217  ??  DL     0:00.02 [md7]
  227  ??  DL     0:00.05 [md8]
 1341  ??  SL     0:01.35 [bcmTX]
 1342  ??  SL     0:01.69 [bcmXGS3AsyncTX]
 1343  ??  SL     0:41.57 [bcmLINK.0]
 1345  ??  SL     0:33.97 [bcmLINK.1]
 1350  ??  Is     0:00.01 /usr/sbin/cron
 1502  ??  S      0:00.01 /sbin/watchdog -t-1
 1503  ??  S      0:00.86 /usr/libexec/bslockd -mp -N
 1504  ??  I      0:00.01 /usr/sbin/tnetd -N
 1507  ??  S      0:01.32 /usr/sbin/alarmd -N
 1508  ??  S      0:14.54 /usr/sbin/craftd -N
 1509  ??  S      0:01.20 /usr/sbin/mgd -N
 1512  ??  S      0:00.05 /usr/sbin/inetd -N
 1513  ??  S      0:00.10 /usr/sbin/tnp.sntpd -N
 1517  ??  S      0:00.11 /usr/sbin/smartd -N
 1525  ??  S      0:01.11 /usr/sbin/idpd -N
 1526  ??  S      0:01.43 /usr/sbin/license-check -U -M -p 10 -i 10
 1527  ??  I      0:00.01 /usr/libexec/getty Pc ttyv0
 1616  ??  DL     0:00.30 [peer proxy]
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 1617  ??  DL     0:00.32 [peer proxy]
 1618  ??  DL     0:00.34 [peer proxy]
 1619  ??  DL     0:00.30 [peer proxy]
 2391  ??  Is     0:00.01 telnetd
 7331  ??  Ss     0:00.03 telnetd
 9538  ??  DL     0:01.16 [jsr_kkcm]
 9613  ??  DL     0:00.18 [peer proxy]
23781  ??  Ss     0:00.01 telnetd
23926  ??  Ss     0:00.03 mgd: (mgd) (regress)/dev/ttyp2 (mgd)
36867  ??  S      0:03.14 /usr/sbin/rpd -N
36874  ??  S      0:00.08 /usr/sbin/lmpd
36876  ??  S      0:00.17 /usr/sbin/lacpd -N
36877  ??  S      0:00.15 /usr/sbin/bfdd -N
36878  ??  S      0:05.05 /usr/sbin/ppmd -N
36907  ??  S      0:26.63 /usr/sbin/chassisd -N
37775  ??  S      0:00.01 /usr/sbin/bdbrepd -N
45727  ??  S      0:00.02 /usr/sbin/xntpd -j -N -g (ntpd)
45729  ??  S      0:00.40 /usr/sbin/l2ald -N
45730  ??  S<     0:00.13 /usr/sbin/apsd -N
45731  ??  SN     0:00.10 /usr/sbin/sampled -N
45732  ??  S      0:00.03 /usr/sbin/ilmid -N
45733  ??  S      0:00.09 /usr/sbin/rmopd -N
45734  ??  S      0:00.31 /usr/sbin/cosd
45735  ??  I      0:00.00 /usr/sbin/rtspd -N
45736  ??  S      0:00.06 /usr/sbin/fsad -N
45737  ??  S      0:00.05 /usr/sbin/rdd -N
45738  ??  S      0:00.10 /usr/sbin/pppd -N
45739  ??  S      0:00.05 /usr/sbin/dfcd -N
45740  ??  S      0:00.08 /usr/sbin/lfmd -N
45741  ??  S      0:00.01 /usr/sbin/mplsoamd -N
45742  ??  I      0:00.01 /usr/sbin/sendd -N
45743  ??  S      0:00.08 /usr/sbin/appidd -N
45744  ??  S      0:00.05 /usr/sbin/mspd -N
45745  ??  S      0:00.27 /usr/sbin/jdiameterd -N
45746  ??  S      0:00.10 /usr/sbin/pfed -N
45747  ??  S      0:00.19 /usr/sbin/lpdfd -N
45748  ??  S      0:00.64 /sbin/dcd -N
45750  ??  S      0:00.46 /usr/sbin/mib2d -N
45751  ??  S      0:00.16 /usr/sbin/dfwd -N
45752  ??  S      0:00.15 /usr/sbin/irsd -N
45764  ??  S      0:20.60 /usr/sbin/snmpd -N
56481  ??  Ss     0:00.02 telnetd
56548  ??  Rs     0:00.19 mgd: (mgd) (regress)/dev/ttyp0 (mgd)
56577  ??  Ss     0:00.00 mgd: (mgd) (root) (mgd)
56578  ??  R      0:00.00 /bin/ps -ax
 1142  d0- S      0:00.01 /usr/sbin/usbd -N
 1160  d0- S      0:29.71 /usr/sbin/eventd -N -r -s -A
 6527  d0  Is+    0:00.00 /usr/libexec/getty std.9600 ttyd0
56482  p0  Is     0:00.00 login [pam] (login)
56483  p0  S      0:00.01 -csh (csh)
56547  p0  S+     0:00.02 cli
 2392  p1  Is     0:00.00 login [pam] (login)
 2393  p1  I      0:00.00 -csh (csh)
 2394  p1  I      0:00.00 su -
 2395  p1  I+     0:00.01 -su (csh)
23782  p2  Is     0:00.00 login [pam] (login)
23881  p2  I      0:00.00 -csh (csh)
23925  p2  S+     0:00.03 cli
 7332  p3  Is     0:00.00 login [pam] (login)
 7333  p3  I      0:00.00 -csh (csh)
23780  p3  S+     0:00.02 telnet aj
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show system processes lcc wide (TXMatrix Plus RoutingMatrix)

user@host> show system processes lcc 2 wide
lcc2-re0:
--------------------------------------------------------------------------
  PID  TT  STAT      TIME PROVIDER COMMAND
    0  ??  WLs    0:00.00 (null)   [swapper]
    1  ??  ILs    0:00.19          /packages/mnt/jbase/sbin/init --
    2  ??  DL     0:00.02          [g_event]
    3  ??  DL     0:00.19          [g_up]
    4  ??  DL     0:00.13          [g_down]
    5  ??  DL     0:00.00          [thread taskq]
    6  ??  DL     0:00.00          [kqueue taskq]
    7  ??  DL     0:00.00          [pagedaemon]
    8  ??  DL     0:00.00          [vmdaemon]
    9  ??  DL     0:01.77          [pagezero]
   10  ??  DL     0:00.00          [ktrace]
   11  ??  RL    20:33.81          [idle]
   12  ??  WL     0:00.38          [swi2: net]
   13  ??  WL     0:01.43          [swi7: clock sio]
   14  ??  WL     0:00.00          [swi6: vm]
   15  ??  DL     0:00.14          [yarrow]
   16  ??  WL     0:00.00          [swi9: +]
   17  ??  WL     0:00.00          [swi8: +]
   18  ??  WL     0:00.00          [swi5: cambio]
   19  ??  WL     0:00.00          [swi9: task queue]
   20  ??  WL     0:03.18          [irq10: bcm0 uhci1*]
   21  ??  WL     0:00.03          [irq11: cb0 uhci0+*]
   22  ??  DL     0:00.00          [usb0]
   23  ??  DL     0:00.00          [usbtask]
   24  ??  DL     0:00.00          [usb1]
   25  ??  DL     0:00.06          [usb2]
   26  ??  DL     0:00.00          [usb3]
   27  ??  DL     0:00.00          [usb4]
   28  ??  DL     0:00.00          [usb5]
   29  ??  DL     0:00.05          [usb6]
   30  ??  DL     0:00.00          [usb7]
   31  ??  WL     0:00.00          [irq14: ata0]
   32  ??  WL     0:00.00          [irq15: ata1]
   33  ??  WL     0:00.00          [irq1: atkbd0]
   34  ??  WL     0:00.00          [swi0: sio]
   35  ??  WL     0:00.00          [swi3: ip6opt ipopt]
   36  ??  WL     0:00.00          [swi4: ip6mismatch+]
   37  ??  WL     0:00.00          [swi1: ipfwd]
   38  ??  DL     0:00.00          [bufdaemon]
   39  ??  DL     0:00.00          [vnlru]
   40  ??  DL     0:00.02          [syncer]
   41  ??  DL     0:00.01          [softdepflush]
   42  ??  DL     0:00.00          [netdaemon]
   43  ??  DL     0:00.00          [vmuncachedaemon]
   44  ??  DL     0:00.00          [if_pic_listen]
   45  ??  DL     0:00.03          [vmkmemdaemon]
   46  ??  DL     0:00.01          [cb_poll]
   47  ??  DL     0:00.00          [if_pfe_listen]
   48  ??  DL     0:00.00          [scs_housekeeping]
   49  ??  IL     0:00.00          [kern_dump_proc]
   50  ??  IL     0:00.00          [nfsiod 0]
   51  ??  IL     0:00.00          [nfsiod 1]
   52  ??  IL     0:00.00          [nfsiod 2]
   53  ??  IL     0:00.00          [nfsiod 3]
   54  ??  DL     0:00.02          [schedcpu]
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   55  ??  DL     0:00.75          [md0]
   77  ??  DL     0:03.84          [md1]
   98  ??  DL     0:00.59          [md2]
  116  ??  DL     0:00.02          [md3]
  137  ??  DL     0:00.72          [md4]
  158  ??  DL     0:00.15          [md5]
  179  ??  DL     0:00.00          [md6]
  215  ??  DL     0:00.03          [md7]
  225  ??  DL     0:00.03          [md8]
 1052  ??  DL     0:00.00          [jsr_kkcm]
 1337  ??  SL     0:00.11          [bcmTX]
 1338  ??  SL     0:00.12          [bcmXGS3AsyncTX]
 1339  ??  SL     0:03.82          [bcmLINK.0]
 1344  ??  Is     0:00.00          /usr/sbin/cron
 1496  ??  I      0:00.00          /sbin/watchdog -t-1
 1497  ??  S      0:00.06          /usr/libexec/bslockd -mp -N
 1498  ??  I      0:00.01          /usr/sbin/tnetd -N
 1500  ??  S      0:09.93          /usr/sbin/chassisd -N
 1501  ??  S      0:00.05          /usr/sbin/alarmd -N
 1502  ??  I      0:00.39          /usr/sbin/craftd -N
 1503  ??  S      0:00.09          /usr/sbin/mgd -N
 1506  ??  I      0:00.05          /usr/sbin/inetd -N
 1507  ??  I      0:00.00          /usr/sbin/tnp.sntpd -N
 1508  ??  I      0:00.00          /usr/sbin/tnp.sntpc -N
 1510  ??  S      0:00.01          /usr/sbin/smartd -N
 1514  ??  I      0:00.07          /usr/sbin/jcsd -N
 1515  ??  S      0:00.17          /usr/sbin/idpd -N
 1516  ??  I      0:00.00          /usr/libexec/getty Pc ttyv0
 2591  ??  DL     0:00.01          [peer proxy]
 2592  ??  DL     0:00.01          [peer proxy]
 2593  ??  DL     0:00.01          [peer proxy]
 2597  ??  DL     0:00.01          [peer proxy]
 3192  ??  S      0:00.02          /usr/sbin/irsd -N
 3193  ??  S      0:00.05          /usr/sbin/snmpd -N
 3194  ??  S      0:00.04          /sbin/dcd -N
 3195  ??  I      0:00.01          /usr/sbin/pfed -N
 3196  ??  S      0:00.02          /usr/sbin/mib2d -N
 3197  ??  I      0:00.03          /usr/sbin/dfwd -N
 3198  ??  S      0:00.15          /usr/sbin/ksyncd -N
 3559  ??  Ss     0:00.00          mgd: (mgd) (root) (mgd)
 3560  ??  R      0:00.00          /bin/ps -ax -Jpww
 1138  d0- S      0:00.00          /usr/sbin/usbd -N
 1156  d0- S      0:00.50          /usr/sbin/eventd -N -r -s -A
 1517  d0  Is+    0:00.00          /usr/libexec/getty std.9600 ttyd0

show system processes (QFX Series)

user@switch> show system processes
PID  TT  STAT      TIME COMMAND
    0  ??  WLs  -2341043:-31.01 [swapper]
    1  ??  SLs    0:01.34 /packages/mnt/jbase/sbin/init --
    2  ??  DL     2:48.31 [g_event]
    3  ??  DL     1:47.44 [g_up]
    4  ??  DL     1:37.82 [g_down]
    5  ??  DL     0:00.00 [kdm_tcp_poller]
    6  ??  DL     0:00.00 [thread taskq]
    7  ??  DL     0:04.86 [kqueue taskq]
    9  ??  DL     0:03.94 [pagedaemon]
   10  ??  DL     0:00.00 [ktrace]
   11  ??  RL     0:00.00 [idle: cpu31]
   12  ??  RL     0:00.00 [idle: cpu30]
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   13  ??  RL     0:00.00 [idle: cpu29]
   14  ??  RL     0:00.00 [idle: cpu28]
   15  ??  RL     0:00.00 [idle: cpu27]
   16  ??  RL     0:00.00 [idle: cpu26]
   17  ??  RL     0:00.00 [idle: cpu25]
   18  ??  RL     0:00.00 [idle: cpu24]
   19  ??  RL     0:00.00 [idle: cpu23]
   20  ??  RL     0:00.00 [idle: cpu22]
   21  ??  RL     0:00.00 [idle: cpu21]
   22  ??  RL     0:00.00 [idle: cpu20]
   23  ??  RL     0:00.00 [idle: cpu19] 
   24  ??  RL     0:00.00 [idle: cpu18] 
   25  ??  RL     0:00.00 [idle: cpu17] 
   26  ??  RL     0:00.00 [idle: cpu16] 
   27  ??  RL     0:00.00 [idle: cpu15] 
   28  ??  RL     0:00.00 [idle: cpu14] 
   29  ??  RL     0:00.00 [idle: cpu13] 
   30  ??  RL     0:00.00 [idle: cpu12] 
   31  ??  RL     0:00.00 [idle: cpu11] 
   32  ??  RL     0:00.00 [idle: cpu10] 
   33  ??  RL     0:00.00 [idle: cpu9]  
   34  ??  RL   18184:07.25 [idle: cpu8]
   35  ??  RL     0:00.00 [idle: cpu7]  
   36  ??  RL   17862:11.31 [idle: cpu6]
   37  ??  RL   19343:45.16 [idle: cpu5]
   38  ??  RL   5192:38.30 [idle: cpu4] 
   39  ??  RL     0:00.00 [idle: cpu3]  
   40  ??  RL   19278:02.24 [idle: cpu2]
   41  ??  RL   19291:00.72 [idle: cpu1]
   42  ??  RL   18910:31.21 [idle: cpu0]
   43  ??  WL    19:03.74 [swi2: net]   
   44  ??  WL   261:43.82 [swi7: clock sio]
   45  ??  WL     0:00.00 [swi6: vm]    
   46  ??  DL     2:18.57 [yarrow]      
   47  ??  WL     0:00.00 [swi9: +]     
   48  ??  WL     0:00.00 [swi8: +]     
   49  ??  WL     0:12.36 [swi5: cambio]
   50  ??  WL     0:00.00 [swi9: task queue]
   51  ??  WL     0:00.00 [swi0: sio]   
   52  ??  WL     0:32.40 [irq39: ehci0]
   53  ??  DL     0:00.21 [usb0]        
   54  ??  DL     0:00.00 [usbtask]     
   55  ??  WL     0:00.00 [irq22: xlr_lbus0]
   56  ??  WL     0:00.00 [irq38: xlr_lbus0]
   57  ??  WL     0:00.00 [swi3: ip6opt ipopt]
   58  ??  WL     0:00.00 [swi4: ip6mismatch+]
   59  ??  WL     0:00.00 [swi1: ipfwd] 
   60  ??  DL     0:18.65 [pagezero]    
   61  ??  DL     0:18.59 [bufdaemon]   
   62  ??  DL     1:10.44 [vnlru_mem]   
   63  ??  DL     1:51.66 [syncer]      
   64  ??  DL     0:20.22 [vnlru]       
   65  ??  DL     0:40.48 [softdepflush]
   66  ??  DL     0:00.00 [netdaemon]   
   67  ??  DL    20:47.67 [vmkmemdaemon]
   68  ??  DL     0:00.00 [if_pfe_listen]
   69  ??  SL     0:02.80 [kdm_checkkcore]
   70  ??  SL     0:03.34 [kdm_savekcore]
   71  ??  SL     0:04.31 [kdm_livekcore]
   72  ??  SL     0:06.14 [kdm_logger]  
   73  ??  SL     0:04.31 [kdm_kdb]     
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   74  ??  SL     0:00.02 [devrt_kernel_thread]
   75  ??  DL     0:21.54 [vmuncachedaemon]
   76  ??  DL     0:00.00 [if_pic_listen0]
   77  ??  SL     0:00.00 [nfsiod 0]    
   78  ??  SL     0:00.00 [nfsiod 1]    
   79  ??  SL     0:00.00 [nfsiod 2]    
   80  ??  SL     0:00.00 [nfsiod 3]    
   81  ??  WL     5:59.98 [irq13: +]    
   82  ??  RL   105:06.81 [pkt_sender: cpu0]
   83  ??  DL     0:03.62 [md0]         
   95  ??  DL     0:37.04 [md1]         
  115  ??  DL     0:06.01 [md2]         
  135  ??  DL     0:00.75 [md3]         
  155  ??  DL     0:21.17 [md4]         
  175  ??  DL     0:01.90 [md5]         
  195  ??  DL     0:06.26 [md6]         
  231  ??  DL     0:00.01 [md7]         
  755  ??  Ss     0:04.17 /usr/sbin/cron
  847  ??  S      0:00.10 /usr/sbin/tnetd -N
  849  ??  S      0:06.82 /usr/sbin/mgd -N
  850  ??  S      0:00.32 /usr/sbin/inetd -N
  852  ??  S      1:05.34 /usr/sbin/dhcpd -N
  853  ??  S      0:00.18 /usr/sbin/inetd -p /var/run/inetd_4.pid -N -JU __juni
  855  ??  L    1181:02.21 /usr/sbin/dc-pfe -N (pafxpc)
  857  ??  S     17:55.86 /usr/sbin/vccpd -N
  896  ??  S     93:43.45 /usr/sbin/chassism -N
  953  ??  S      0:02.89 /sbin/watchdog -t-1
  954  ??  S      3:34.00 /sbin/dcd -N  
  955  ??  S     10:30.13 /usr/sbin/chassisd -N
  956  ??  DL     0:00.21 [peer proxy]  
  957  ??  S      4:07.43 /usr/sbin/alarmd -N
  958  ??  S      0:31.69 /usr/sbin/craftd -N
  959  ??  S      0:55.16 /usr/sbin/mib2d -N
  960  ??  S      3:40.64 /usr/sbin/rpd -N
  961  ??  S      0:00.03 /usr/sbin/tnp.sntpd -N
  962  ??  S      0:51.94 /usr/sbin/pfed -N
  963  ??  S      0:47.31 /usr/sbin/rmopd -N
  964  ??  S      0:33.65 /usr/sbin/cosd
  965  ??  S      1:48.41 /usr/sbin/ppmd -N
  966  ??  S      0:07.18 /usr/sbin/dfwd -N
  967  ??  S      1:02.56 /usr/sbin/bfdd -N
  968  ??  S      0:00.63 /usr/sbin/rdd -N
  969  ??  S      0:40.61 /usr/sbin/dfcd -N
  971  ??  S      0:07.81 /usr/sbin/bdbrepd -N
  972  ??  S      0:00.28 /usr/sbin/sendd -N
  973  ??  S      1:37.69 /usr/sbin/xntpd -j -N -g -JU __juniper_private4__ (nt
  974  ??  S      5:56.28 /usr/sbin/snmpd -N -JU __juniper_private4__
  975  ??  S     16:46.82 /usr/sbin/jdiameterd -N
  976  ??  S      2:34.13 /usr/sbin/eswd -N
  977  ??  S      1:03.05 /usr/sbin/sflowd -N
  978  ??  S      0:22.30 /usr/sbin/fcd -N
  979  ??  S      1:07.01 /usr/sbin/vccpdf -N
  982  ??  S      0:25.25 /usr/sbin/mcsnoopd -N
  983  ??  S      3:45.68 /usr/sbin/rpdf -N
 1043  ??  S      0:37.87 /usr/sbin/lacpd -N
 1048  ??  DL     0:01.29 [peer proxy]  
 1111  ??  WL     0:00.00 [swi2: FMNITHRD+]
 1112  ??  DL     0:00.03 [peer proxy]  
12816  ??  S     15:35.32 /usr/sbin/sfid -N
30893  ??  Ss     0:00.65 sshd: tlewis@ttyp0 (sshd)
30897  ??  Ss     0:00.15 mgd: (mgd) (tlewis)/dev/ttyp0 (mgd)
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30905  ??  Ss     0:00.64 sshd: tlewis@ttyp1 (sshd)
30909  ??  Ss     0:00.15 mgd: (mgd) (tlewis)/dev/ttyp1 (mgd)
30910  ??  Ss     0:01.26 sshd: tcheng@ttyp2 (sshd)
30914  ??  Ss     0:00.80 mgd: (mgd) (tcheng)/dev/ttyp2 (mgd)
30937  ??  R      0:00.03 /bin/ps -ax   
  661  d0- S      0:21.24 /usr/sbin/eventd -N -r -s -A
  860  d0  Ss+    0:00.07 /usr/libexec/getty std.9600 ttyd0
30896  p0  Ss+    0:00.55 -cli (cli)    
30908  p1  Ss+    0:00.50 -cli (cli)    
30913  p2  Ss+    0:00.85 -cli (cli)    
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show system reboot

Syntax show system reboot
<both-routing-engines>

Syntax (EX Series
Switches)

show system reboot
<all-members>
<both-routing-engines>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system reboot
<all-chassis | all-lcc | lcc number | scc>
<both-routing-engines>

Syntax(TXMatrixPlus
Router)

show system reboot
<all-chassis| all-lcc | lcc number | sfc number>
<both-routing-engines>

Syntax (MX Series
Router)

show system reboot
<all-members>
<both-routing-engines>
<local>
<membermember-id>

Syntax (QFX Series) show system reboot
<both-routing-engines>
<infrastructure name>
<interconnect-device name>
<node-device name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display pending system reboots or halts.

Options none—Display pending reboots or halts on the active Routing Engine.

all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)OnaTXMatrix

router, display halt or reboot request information for all the T640 routers in the

chassis that are connected to the TXMatrix router. On a TXMatrix router, display

halt or reboot request information for all the T1600 or T4000 routers in the chassis

that are connected to the TXMatrix Plus router.

all-members—(EX4200 switches and MX Series routers only) (Optional) Display halt or

reboot request information for all members of the Virtual Chassis configuration.

all-lcc—(TXMatrix routers and TXMatrix Plus router only) (Optional) On a TXMatrix

router, display system halt or reboot request information for all T640 routers
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connected to the TXMatrix router. On a TXMatrix Plus router, display halt or reboot

request information for all connected T1600 or T4000 LCCs.

both-routing-engines—(Systems with multiple Routing Engines) (Optional) Display halt

or reboot request information on both Routing Engines.

infrastructure name—(QFabric systems only) (Optional) Display reboot request

informationon the fabricmanagerRoutingEnginesand fabriccontrolRoutingEngines.

interconnect-device name—(QFabric systems only) (Optional) Display reboot request

information on the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display halt or reboot request information for a specific T640 router

that is connected to the TXMatrix router. On a TXMatrix Plus router, display halt or

reboot request information for a specific router that is connected to the TXMatrix

Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Display halt or reboot

request information for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

halt or reboot request information for the specified member of the Virtual Chassis

configuration. For EX4200 switches, replacemember-idwith a value from0 through

9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-groupname—(QFabric systemsonly) (Optional)Display reboot request information

on the Node group.

scc—(TXMatrix router only) (Optional) Display halt or reboot request information for

the TXMatrix router (or switch-card chassis).

sfc—(TXMatrix Plus router only) (Optional) Display halt or reboot request information

for the TXMatrix Plus router.

Additional Information Bydefault,when you issue the showsystemreboot commandonaTXMatrix or TXMatrix

Plus master Routing Engine, the command is broadcast to all the T640 (in a routing

matrix based on the TXMatrix router) or T1600 (in a routing matrix based on the TX

Matrix Plus router) master Routing Engines connected to it. Likewise, if you issue the
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samecommandontheTXMatrixorTXMatrixPlusbackupRoutingEngine, thecommand

is broadcast to all the T640 (in a routingmatrix based on the TXMatrix router) or T1600

(in a routingmatrix based on the TXMatrix Plus router) backup Routing Engines that are

connected to it.

Required Privilege
Level

maintenance

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system reboot on page 970
show system reboot all-lcc (TXMatrix Router) on page 970
show system reboot sfc (TXMatrix Plus Router) on page 970
show system reboot (QFX3500 Switch) on page 970

Sample Output

show system reboot

user@host> show system reboot
reboot requested by root at Wed Feb 10 17:40:46 1999
[process id 17885]

show system reboot all-lcc (TXMatrix Router)

user@host> show system reboot all-lcc
lcc0-re0:
--------------------------------------------------------------------------
No shutdown/reboot scheduled.

lcc2-re0:
--------------------------------------------------------------------------
No shutdown/reboot scheduled.

show system reboot sfc (TXMatrix Plus Router)

user@host> show system sfc 0
No shutdown/reboot scheduled.

show system reboot (QFX3500 Switch)

user@switch> show system reboot
No shutdown/reboot scheduled.
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show system resource-cleanup processes

Syntax show system resource-cleanup processes
<detail>
<pid number>
<process-name name>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the list of processes that have been registered for resource cleanup services.

Options detail—(Optional) Display the list of processes that have been registered for resource

cleanup services, along with the resources that have been requested for cleanup.

pid number—(Optional) Display a process that has been registered for resource cleanup

services by specifying the Process Identifier number.

process-name name—(Optional) Display a process that has been registered for resource

cleanup services by name of the process.

Required Privilege
Level

view

Related
Documentation

resource-cleanup•

• traceoptions (Resource Cleanup)

List of Sample Output show system resource-cleanup processes on page 971
show system resource-cleanup processes detail on page 972

Output Fields For a description of the output fields, see Table 88 on page 971. Output fields are listed

in the approximate order in which they appear.

Table 88: show system resource-cleanup processes Output Fields

Field DescriptionField Name

Process ID, a number that identifies a process.PID

String that identifies the process.Process name

Resources that have been registered to be cleaned up.Resources to clean

Sample Output

show system resource-cleanup processes

user@host> show system resource-cleanup processes
PID     Process name          Resources to clean
420     jnx-exampled          GENCFG, SYSV shared memory
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show system resource-cleanup processes detail

user@host> show system resource-cleanup processes detail
PID     Process name          Resources to clean
420     jnx-exampled          GENCFG blob major ID 0x8000, minor ID 0x0000
                              SYSV shared memory ID 65536, key 1108955839
                              SYSV shared memory ID 65537, key 1108955837
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show system rollback

Syntax show system rollback number
<compare number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of apreviously committed configuration, or thedifferencesbetween

two previously committed configurations.

NOTE: The show system rollback command is a purely operational mode

command and cannot be issued with run from the configurationmode.

Options number—Number of a configuration to view. The output displays the configuration. The

range of values is 0 through 49.

compare number—(Optional) Number of another previously committed (rollback)

configuration to compare to rollback number. The output displays the differences

between the two configurations. The range of values is 0 through 49.

Required Privilege
Level

view

List of Sample Output show system rollback compare on page 973

Sample Output

show system rollback compare

user@host> show system rollback 3 compare 1
[edit]
+  interfaces {
+      ge-1/1/1 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 14.1.1.1/30;
+              }
+          }
+      }
+      ge-1/2/1 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 13.1.1.1/30;
+              }
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+          }
+      }
+      ge-1/3/0 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 12.1.1.1/30;
+              }
+          }
+      }
+}
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show system services service-deployment

Syntax show system services service-deployment

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about a Session and Resource Control (SRC) client.

Options This command has no options.

Required Privilege
Level

system

view

List of Sample Output show system services service-deployment on page 975

Output Fields Table89onpage975 lists theoutput fields for theshowsystemservicesservice-deployment

command. Output fields are listed in the approximate order in which they appear.

Table 89: show system services service-deployment Output Fields

Field DescriptionField Name

Configured PDT keepalive interval, in seconds.PDT Keepalive settings

Number of keepalives sent.Keepalives sent

Number of notifications sent.Notifications sent

Time at which the last update from a peer was
received.

Last update from peer

Sample Output

show system services service-deployment

user@host> show system services service-deployment
Connected to 192.4.4.4 port 10288 since 2004-05-03 11:04:34 PDT Keepalive settings:
 Interval 15 seconds Keepalives sent: 750 Notifications sent: 0 Last update from
 peer: 00:00:06 ago 
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show system software

Syntax show system software
<detail>

Syntax (EX Series
Switches)

show system software
<all-members>
<detail>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system software
<all-chassis | all-lcc | lcc number | scc>
<detail>

Syntax(TXMatrixPlus
Router)

show system software
<all-chassis | all-lcc | lcc number | sfc number>
<detail>

Syntax (J Series
Routers)

show system software
<backup>
<detail>

Syntax (QFX Series) show system software
<detail>
<infrastructure name>
<interconnect-device name>
<node-group name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the Junos OS extensions loaded on your router or switch.

Options none—Display standard information about all loaded Junos OS extensions.

all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)Display system

software information for all the T640 routers (TX Matrix Router) or all the routers

(TX Matrix Plus Router) in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display system software information for all T640 routers connected to the

TXMatrix router. On a TXMatrix Plus router, display system software information

for all connected T1600 or T4000 LCCs.

all-members—(EX4200 switches only) (Optional) Display the system software running

on all members of the Virtual Chassis configuration.

backup—(J Series routers only) (Optional) Display the status of old system software

packages only.
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detail—(Optional) Display detailed information about available Junos OS extensions.

infrastructure name—(QFabric systems only) (Optional) Display the system software

running on the fabric control Routing Engine and the fabricmanager Routing Engine.

interconnect-devicename—(QFabricsystemsonly) (Optional)Display thesystemsoftware

running on the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display system software information for a specific T640 router that is

connected to theTXMatrix router.OnaTXMatrixPlus router, display systemsoftware

information for a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches only) (Optional) Display the system software running on the

local Virtual Chassis member.

membermember-id—(EX4200 switches only) (Optional) Display the system software

running on the specified member of the Virtual Chassis configuration. Replace

member-idwith a value from 0 through 9.

node-group name—(QFabric systems only) (Optional) Display the system software

running on the Node group.

scc—(Routingmatrix only) (Optional)Display the systemsoftware runningonaTXMatrix

router (or switch-card chassis).

sfc—(TXMatrix Plus routers only) (Optional) Display system software information for

the TXMatrix Plus router.

Required Privilege
Level

maintenance

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system software on page 978
show system software (TXMatrix Plus Router) on page 978
show system software (QFX Series) on page 982
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Output Fields When you enter this command, you are provided a list of Junos OS packages installed

on the router and their corresponding Junos OS release number.

Sample Output

show system software

user@host> show system software
Information for jbase:

Comment:
JUNOS Base OS Software Suite [7.2R1.7]

Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [7.2R1.7]
Information for jdocs:

Comment:
JUNOS Online Documentation [7.2R1.7]

Information for jkernel:

Comment:
JUNOS Kernel Software Suite [7.2R1.7]

Information for jpfe:

Comment:
JUNOS Packet Forwarding Engine Support (M20/M40) [7.2R1.7]

Information for jroute:

Comment:
JUNOS Routing Software Suite [7.2R1.7]

Information for junos:

Comment:
JUNOS Base OS boot [7.2R1.7]

show system software (TXMatrix Plus Router)

user@host> show system software
sfc0-re0:
--------------------------------------------------------------------------
Information for jbase:

Comment:
JUNOS Base OS Software Suite [9.6-20090515.0]

Information for jcrypto:
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Comment:
JUNOS Crypto Software Suite [9.6-20090515.0]

Information for jdocs:

Comment:
JUNOS Online Documentation [9.6-20090515.0]
Information for jkernel:

Comment:
JUNOS Kernel Software Suite [9.6-20090515.0]

Information for jpfe:

Comment:
JUNOS Packet Forwarding Engine Support (T-Series) [9.6-20090515.0]

Information for jpfe-common:

Comment:
JUNOS Packet Forwarding Engine Support (M/T Common) [9.6-20090515.0]

Information for jroute:Comment:            
JUNOS Routing Software Suite [9.6-20090515.0]

Information for jservices-aacl:

Comment:
JUNOS Services AACL Container package [9.6-20090515.0]

Information for jservices-appid:

Comment:
JUNOS AppId Services [9.6-20090515.0]

Information for jservices-bgf:

Comment:
JUNOS Border Gateway Function package [9.6-20090515.0]
Information for jservices-idp:

Comment:
JUNOS IDP Services [9.6-20090515.0]
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Information for jservices-llpdf:

Comment:
JUNOS Services LL-PDF Container package [9.6-20090515.0]

Information for jservices-sfw:

Comment:
JUNOS Services Stateful Firewall [9.6-20090515.0]
Information for jservices-voice:

Comment:
JUNOS Voice Services Container package [9.6-20090515.0]

Information for junos:

Comment:
JUNOS Base OS boot [9.6-20090515.0]
...
lcc0-re0:
--------------------------------------------------------------------------
Information for jbase:

Comment:
JUNOS Base OS Software Suite [9.6-20090515.0]

Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [9.6-20090515.0]

Information for jdocs:

Comment:
JUNOS Online Documentation [9.6-20090515.0]

Information for jkernel:

Comment:
JUNOS Kernel Software Suite [9.6-20090515.0]

Information for jpfe:

Comment:
JUNOS Packet Forwarding Engine Support (T-Series) [9.6-20090515.0]

Information for jpfe-common:
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Comment:
JUNOS Packet Forwarding Engine Support (M/T Common) [9.6-20090515.0]

Information for jroute:

Comment:
JUNOS Routing Software Suite [9.6-20090515.0]

Information for jservices-aacl:

Comment:
JUNOS Services AACL Container package [9.6-20090515.0]

Information for jservices-appid:

Comment:
JUNOS AppId Services [9.6-20090515.0]

Information for jservices-bgf:

Comment:
JUNOS Border Gateway Function package [9.6-20090515.0]

Information for jservices-idp:

Comment:
JUNOS IDP Services [9.6-20090515.0]

Information for jservices-llpdf:

Comment:
JUNOS Services LL-PDF Container package [9.6-20090515.0]

Information for jservices-sfw:

Comment:
JUNOS Services Stateful Firewall [9.6-20090515.0]

Information for jservices-voice:

Comment:
JUNOS Voice Services Container package [9.6-20090515.0]
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Information for junos:

Comment:
JUNOS Base OS boot [9.6-20090515.0]

lcc1-re0:
--------------------------------------------------------------------------
Information for jbase:

Comment:
JUNOS Base OS Software Suite [9.6-20090515.0]

Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [9.6-20090515.0]
...

show system software (QFX Series)

user@switch> show system software
Information for jbase:

Comment:
JUNOS Base OS Software Suite [11.3-20110730.0]

Information for jcrypto:

Comment:
JUNOS Crypto Software Suite [11.3-20110730.0]

Information for jdocs:

Comment:
JUNOS Online Documentation [11.3-20110730.0]

Information for jkernel:

Comment:
JUNOS Kernel Software Suite [11.3-20110730.0]

Information for jpfe:

Comment:
JUNOS Packet Forwarding Engine Support (QFX) [11.3-20110730.0]
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Information for jroute:

Comment:
JUNOS Routing Software Suite [11.3-20110730.0]

Information for jswitch:

Comment:
JUNOS Enterprise Software Suite [11.3-20110730.0]

Information for junos:

Comment:
JUNOS Base OS boot [11.3-20110730.0]

Information for jweb:

Comment:
JUNOS Web Management [11.3-20110730.0]
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show system statistics

Syntax show system statistics

Syntax (EX Series
Switches)

show system statistics
<all-members>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system statistics
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system statistics
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (MX Series
Router)

show system statistics
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system statistics

Release Information Command introduced before JUNOS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in JUNOS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display system-wide protocol-related statistics.

Options none—Display system statistics for all the following protocols:

• arp—Address Resolution Protocol

• bridge—IEEE 802.1 Bridging

• clns—Connectionless Network Service

• esis—End System-to-Intermediate System

• ethoamcfm—Ethernet OAM protocol for connectivity fault management

• ethoamlfm—Ethernet OAM protocol for link fault management

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol version 6

• igmp—Internet Group Management Protocol

• ip—Internet Protocol version 4

• ip6—Internet Protocol version 6

• mpls—Multiprotocol Label Switching

• rdp—Reliable Datagram Protocol
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• tcp—Transmission Control Protocol

• tnp—Trivial Network Protocol

• ttp—TNP Tunneling Protocol

• tudp—Trivial User Datagram Protocol

• udp—User Datagram Protocol

• vpls—Virtual Private LAN Service

all-chassis—(TXMatrix and TXMatrix Plus routers only) (Optional) Display system

statistics for a protocol for all the routers in the chassis.

all-lcc—(TXMatrix and TXMatrix Plus routers only) (Optional) On a TXMatrix router,

display system statistics for a protocol for all T640 routers (or line-card chassis)

connected to the TXMatrix router. On a TXMatrix Plus router, display system

statistics for a protocol for all routers (line-card chassis) connected to the TXMatrix

Plus router

all-members—(EX4200 switches andMXSeries routers only) (Optional) Display system

statistics for a protocol for all members of the Virtual Chassis configuration.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display system statistics for a protocol for a specific T640 router that is connected

to the TXMatrix router. On a TXMatrix Plus router, display system statistics for a

protocol for a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200switchesandMXSeries routersonly) (Optional)Display systemstatistics

for a protocol for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

system statistics for a protocol for the specified member of the Virtual Chassis

configuration. For EX4200 switches, replacemember-idwith a value from0 through

9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

scc—(TXMatrix routers only) (Optional) Display system statistics for a protocol for the

TXMatrix router (or switch-card chassis).
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sfc number—(TXMatrix Plus routers only) (Optional) Display system statistics for a

protocol for the TXMatrix Plus router (or switch-fabric chassis). Replace number

with 0.

Additional Information By default, when you issue the show system statistics command on a TXMatrix or TX

Matrix Plus master Routing Engine, the command is broadcast to all the T640 (in a

routingmatrix based on the TXMatrix router) or T1600 (in a routingmatrix based on the

TXMatrix Plus router) master Routing Engines connected to it. Likewise, if you issue the

samecommandontheTXMatrixorTXMatrixPlusbackupRoutingEngine, thecommand

is broadcast to all the T640 (in a routingmatrix based on the TXMatrix router) or T1600

(in a routingmatrix based on the TXMatrix Plus router) backup Routing Engines that are

connected to it.

Required Privilege
Level

view

List of Sample Output show system statistics on page 986
show system statistics (EX Series Switches) on page 993
show system statistics (TXMatrix Router) on page 1002
show system statistics (QFX Series) on page 1009

Sample Output

show system statistics

user@host> show system statistics
ip:
        3682087 total packets received
        0 bad header checksums
        0 with size smaller than minimum
        0 with data size < data length
        0 with header length < data size
        0 with data length < header length
        0 with incorrect version number
        0 packets destined to dead next hop
        0 fragments received
        0 fragments dropped (dup or out of space)
        0 fragments dropped (queue overflow)
        0 fragments dropped after timeout
        0 fragments dropped due to over limit
        0 packets reassembled ok
        3664774 packets for this host
        17316 packets for unknown/unsupported protocol
        0 packets forwarded
        0 packets not forwardable
        0 redirects sent
        6528 packets sent from this host
        0 packets sent with fabricated ip header
        0 output packets dropped due to no bufs
        0 output packets discarded due to no route
        0 output datagrams fragmented
        0 fragments created
        0 datagrams that can't be fragmented
        0 packets with bad options
        1123 packets with options handled without error
        0 strict source and record route options
        0 loose source and record route options
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        0 record route options
        0 timestamp options
        0 timestamp and address options
        0 timestamp and prespecified address options
        0 option packets dropped due to rate limit
        1123 router alert options
        0 multicast packets dropped (no iflist)
        0 packets dropped (src and int don't match)
icmp:
        0 drops due to rate limit
        0 calls to icmp_error
        0 errors not generated because old message was icmp
        Output histogram:
                echo reply: 75
        0 messages with bad code fields
        0 messages less than the minimum length
        0 messages with bad checksum
        0 messages with bad source address
        0 messages with bad length
        0 echo drops with broadcast or multicast destination address
        0 timestamp drops with broadcast or multicast destination address
        Input histogram:
                echo: 75
                router advertisement: 130
        75 message responses generated
tcp:
        3844 packets sent
                3618 data packets (1055596 bytes)
                0 data packets (0 bytes) retransmitted
                0 resends initiated by MTU discovery
                205 ack-only packets (148 packets delayed)
                0 URG only packets
                0 window probe packets
                0 window update packets
                1079 control packets
        5815 packets received
                3377 acks (for 1055657 bytes)
                24 duplicate acks
                0 acks for unsent data
                2655 packets (15004 bytes) received in-sequence
                1 completely duplicate packet  (0 bytes)
                0 old duplicate packets
                0 packets with some dup. data (0 bytes duped)
                0 out-of-order packets (0 bytes)
                0 packets (0 bytes) of data after window
                0 window probes
                7 window update packets
                0 packets received after close
                0 discarded for bad checksums
                0 discarded for bad header offset fields
                0 discarded because packet too short
        1 connection request
        32 connection accepts
        0 bad connection attempts
        0 listen queue overflows
        33 connections established (including accepts)
        30 connections closed (including 0 drops)
                27 connections updated cached RTT on close
                27 connections updated cached RTT variance on close
                0 connections updated cached ssthresh on close
        0 embryonic connections dropped
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        3374 segments updated rtt (of 3220 attempts)
        0 retransmit timeouts
                0 connections dropped by rexmit timeout
        0 persist timeouts
                0 connections dropped by persist timeout
        344 keepalive timeouts
                0 keepalive probes sent
                0 connections dropped by keepalive
        1096 correct ACK header predictions
        1314 correct data packet header predictions
        32 syncache entries added
                0 retransmitted
                0 dupsyn
                0 dropped
                32 completed
                0 bucket overflow
                0 cache overflow
                0 reset
                0 stale
                0 aborted
                0 badack
                0 unreach
                0 zone failures
        0 cookies sent
        0 cookies received
        0 ACKs sent in response to in-window but not exact RSTs
        0 ACKs sent in response to in-window SYNs on established connections
        0 rcv packets dropped by TCP due to bad address
        0 out-of-sequence segment drops due to insufficient memory
        1058 RST packets
        0 ICMP packets ignored by TCP
        0 send packets dropped by TCP due to auth errors
        0 rcv packets dropped by TCP due to auth errors
udp:
        3658884 datagrams received
        0 with incomplete header
        0 with bad data length field
        0 with bad checksum
        3657342 dropped due to no socket
        3657342 broadcast/multicast datagrams dropped due to no socket
        0 dropped due to full socket buffers
        0 not for hashed pcb
        4291311496 delivered
        1551 datagrams output
ipsec: 
        0 inbound packets processed successfully
        0 inbound packets violated process security policy
        0 inbound packets with no SA available
        0 invalid inbound packets
        0 inbound packets failed due to insufficient memory
        0 inbound packets failed getting SPI
        0 inbound packets failed on AH replay check
        0 inbound packets failed on ESP replay check
        0 inbound AH packets considered authentic
        0 inbound AH packets failed on authentication
        0 inbound ESP packets considered authentic
        0 inbound ESP packets failed on authentication
        0 outbound packets processed successfully
        0 outbound packets violated process security policy
        0 outbound packets with no SA available
        0 invalid outbound packets
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        0 outbound packets failed due to insufficient memory
        0 outbound packets with no route
igmp:
        17186 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent
arp:
        44181302 datagrams received
        2 ARP requests received
        2028 ARP replies received
        3156 resolution requests received
        0 unrestricted proxy requests
        0 received proxy requests
        0 proxy requests not proxied
        0 with bogus interface
        787 with incorrect length
        712 for non-IP protocol
        0 with unsupported op code
        0 with bad protocol address length
        0 with bad hardware address length
        0 with multicast source address
        7611 with multicast target address
        0 with my own hardware address
        14241699 for an address not on the interface
        0 with a broadcast source address
        0 with source address duplicate to mine
        29929250 which were not for me
        0 packets discarded waiting for resolution
        6 packets sent after waiting for resolution
        17812 ARP requests sent
        2 ARP replies sent
        0 requests for memory denied
        0 requests dropped on entry
        0 requests dropped during retry
ip6:
        0 total packets received
        0 with size smaller than minimum
        0 with data size < data length
        0 with bad options
        0 with incorrect version number
        0 fragments received
        0 fragments dropped (dup or out of space)
        0 fragments dropped after timeout
        0 fragments that exceeded limit
        0 packets reassembled ok
        0 packets for this host
        0 packets forwarded
        0 packets not forwardable
        0 redirects sent
        0 packets sent from this host
        0 packets sent with fabricated ip header
        0 output packets dropped due to no bufs, etc.
        0 output packets discarded due to no route
        0 output datagrams fragmented
        0 fragments created
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        0 datagrams that can't be fragmented
        0 packets that violated scope rules
        0 multicast packets which we don't join
        Mbuf statistics:
        0 packets whose headers are not continuous
        0 tunneling packets that can't find gif
        0 packets discarded due to too may headers
        0 failures of source address selection
        0 forward cache hit
        0 forward cache miss
        0 packets destined to dead next hop
        0 option packets dropped due to rate limit
        0 packets dropped (src and int don't match)
        0 packets dropped due to bad protocol
icmp6:
        0 calls to icmp_error
        0 errors not generated because old message was icmp error or so
        0 errors not generated because rate limitation
        0 messages with bad code fields
        0 messages < minimum length
        0 bad checksums
        0 messages with bad length
        Histogram of error messages to be generated:
                0 no route
                0 administratively prohibited
                0 beyond scope
                0 address unreachable
                0 port unreachable
                0 packet too big
                0 time exceed transit
                0 time exceed reassembly
                0 erroneous header field
                0 unrecognized next header
                0 unrecognized option
                0 redirect
                0 unknown
        0 message responses generated
        0 messages with too many ND options
ipsec6:
        0 inbound packets processed successfully
        0 inbound packets violated process security policy
        0 inbound packets with no SA available
        0 invalid inbound packets
        0 inbound packets failed due to insufficient memory
        0 inbound packets failed getting SPI
        0 inbound packets failed on AH replay check
        0 inbound packets failed on ESP replay check
        0 inbound AH packets considered authentic
        0 inbound AH packets failed on authentication
        0 inbound ESP packets considered authentic
        0 inbound ESP packets failed on authentication
        0 outbound packets processed successfully
        0 outbound packets violated process security policy
        0 outbound packets with no SA available
        0 invalid outbound packets
        0 outbound packets failed due to insufficient memory
        0 outbound packets with no route
clnl:
        0 total packets received
        0 packets delivered
        0 too small
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        0 bad header length
        0 bad checksum
        0 bad version
        0 unknown or unsupported protocol
        0 bogus sdl size
        0 no free memory in socket buffer
        0 send packets discarded
        0 sbappend failure
        0 mcopy failure
        0 address fields were not reasonable
        0 segment information forgotten
        0 forwarded packets
        0 total packets sent
        0 output packets discarded
        0 non-forwarded packets
        0 packets fragmented
        0 fragments sent
        0 fragments discarded
        0 fragments timed out
        0 fragmentation prohibited
        0 packets reconstructed
        0 packets destined to dead nexthop
        0 packets discarded due to no route
        0 Error pdu rate drops
        0 ER pdu generation failure
esis:
        0 total pkts received
        0 total packets consumed by protocol
        0 pdus received with bad checksum
        0 pdus received with bad version number
        0 pdus received with bad type field
        0 short pdus received
        0 bogus sdl size
        0 bad header length
        0 unknown or unsupported protocol
        0 no free memory in socket buffer
        0 send packets discarded
        0 sbappend failure
        0 mcopy failure
        0 ISO family not configured
tnp:
        146776365 unicast packets received
        0 broadcast packets received
        0 fragmented packets received
        0 hello packets dropped
        0 fragments dropped
        0 fragment reassembly queue flushes
        0 hello packets received
        0 control packets received
        49681642 rdp packets received
        337175 udp packets received
        96757548 tunnel packets received
        0 input packets discarded with no protocol
        98397591 unicast packets sent
        0 broadcast packets sent
        0 fragmented packets sent
        0 hello packets dropped
        0 fragments dropped
        0 hello packets sent
        0 control packets sent
        49681642 rdp packets sent
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        337175 udp packets sent
        48378774 tunnel packets sent
        0 packets sent with unknown protocol
rdp:
        49681642 input packets
        0 discards for bad checksum
        0 discards bad sequence number
        0 refused connections
        2031964 acks received
        0 dropped due to full socket buffers
        49692 retransmits
        49681642 output packets
        24815968 acks sent
        28 connects
        0 closes
        22783990 keepalives received
        22783990 keepalives sent
tudp:
        337175 datagrams received
        0 with incomplete header
        0 with bad data length field
        0 with bad checksum
        0 dropped due to no socket
        0 broadcast/multicast datagrams dropped due to no socket
        0 dropped due to full socket buffers
        337175 delivered
        337175 datagrams output
ttp:
        398749 packets sent
        0 packets sent while unconnected
        0 packets sent while interface down
        0 packets sent couldn't get buffer
        0 packets sent couldn't find neighbor
        44696687 L2 packets received
        0 unknown L3 packets received
        3682087 IPv4 L3 packets received
        0 MPLS L3 packets received
        0 MPLS->IPv4 L3 packets received
        0 IPv4->MPLS L3 packets received
        0 IPv6 L3 packets received
        0 ARP L3 packets received
        0 CLNP L3 packets received
        0 TNP L3 packets received
        0 NULL L3 packets received
        0 cyclotron cycle L3 packets received
        0 cyclotron send L3 packets received
        0 packets received while unconnected
        0 packets received from unknown ifl
        0 input packets couldn't get buffer
        0 input packets with bad type
        0 input packets with discard type
        0 Input packets with too many tlvs
        0 Input packets with bad tlv header
        70633 Input packets with bad tlv type
        68877 Input packets dropped based on tlv result
        0 input packets for which rt lookup is bypassed
mpls:
        0 total mpls packets received
        0 packets forwarded
        0 packets dropped
        0 with header too small
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        0 after tagging, can't fit link MTU
        0 with IPv4 explicit NULL tag
        0 with IPv4 explicit NULL cksum errors
        0 with router alert tag
        0 lsp ping packets (ttl-expired/router alert)
        0 with ttl expired
        0 with tag encoding error
        0 packets discarded, no route
vpls:
        0 total packets received
        0 with size smaller than minimum
        0 with incorrect version number
        0 packets for this host
        0 packets with no logical interface
        0 packets with no family
        0 packets with no route table
        0 packets with no auxiliary table
        0 packets with no corefacing entry
        0 packets with no CE-facing entry
        0 mac route learning requests
        0 mac routes learnt
        0 requests to learn an existing route
        0 learning requests while learning disabled on interface
        0 learning requests over capacity
        0 mac routes moved
        0 requests to move static route
        0 mac route aging requests
        0 mac routes aged
        0 bogus address in aging requests
        0 requests to age static route
        0 requests to re-ageout aged route
        0 requests involving multiple peer FEs
        0 aging acks from PFE
        0 aging non-acks from PFE
        0 aging requests timed out waiting on FEs
        0 aging requests over max-rate
        0 errors finding peer FEs

show system statistics (EX Series Switches)

user@host> show system statistics
Tcp:
         571779 packets sent
                 21517 data packets (1797102 bytes)
                 2 data packets retransmitted (20 bytes)
                 0 resends initiated by MTU discovery
                 3708 ack only packets (531 packets delayed)
                 0 URG only packets
                 1 window probe packets
                 1 window update packets
                 1093063 control packets
         1132541 packets received
                 20961 acks(for 1796102 bytes)
                 5861 duplicate acks
                 0 acks for unsent data
                 19556  packets received in-sequence(232079 bytes)
                 3018 completely duplicate packets(0 bytes)
                 0 old duplicate packets
                 4 packets with some duplicate data(4 bytes duped)
                 2 out-of-order packets(2 bytes)
                 0 packets of data after window(0 bytes)
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                 0 window probes
                 39 window update packets
                 0 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         546519 connection requests
         78 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         100 connections established (including accepts)
         546596 connections closed (including 6 drops)
                 47 connections updated cached RTT on close
                 47 connections updated cached RTT variance on close
                 0 connections updated cached ssthresh on close
         546497 embryonic connections dropped
         20453 segments updated rtt(of 566914 attempts)
         2 retransmit timeouts
                 0 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         3028 keepalive timeouts
                 3027 keepalive probes sent
                 1 connections dropped by keepalive
         7515 correct ACK header predictions
         12258 correct data packet header predictions
         78 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 4 dropped
                 78 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         1 SACK recovery episodes
         1 segment retransmits in SACK recovery episodes
         1 byte retransmits in SACK recovery episodes
         71 SACK options (SACK blocks) received
         1 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         546544 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
         0 outgoing segments dropped due to policing
udp:
         147 datagrams received
         0 with incomplete header
         0 with bad data length field
         0 with bad checksum
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         9 dropped due to no socket
         0 broadcast/multicast datagrams dropped due to no socket
         0 dropped due to full socket buffers
         0 not for hashed pcb
         138 delivered
         0 datagrams output
ip:
         73704 total packets received
         0 bad header checksums
         0 with size smaller than minimum
         0 with data size < data length
         0 with header length < data size
         0 with data length < header length
         0 with incorrect version number
         0 packets destined to dead next hop
         0 fragments received
         0 fragments dropped (dup or out of space)
         0 fragments dropped (queue overflow)
         0 fragments dropped after timeout
         0 fragments dropped due to over limit
         0 packets reassembled ok
         1133057 packets for this host
         0 packets for unknown/unsupported protocol
         40146 packets forwarded
         0 packets not forwardable
         40146 redirects sent
         1121700 packets sent from this host
         0 packets sent with fabricated ip header
         0 output packets dropped due to no bufs
         0 output packets discarded due to no route
         0 output datagrams fragmented
         0 fragments created
         0 datagrams that can't be fragmented
         0 packets with bad options
         0 packets with options handled without error
         0 strict source and record route options
         0 loose source and record route options
         0 record route options
         0 timestamp options
         0 timestamp and address options
         0 timestamp and prespecified address options
         0 option packets dropped due to rate limit
         0 router alert options
         0 multicast packets dropped (no iflist)
         0 packets dropped (src and int don't match)
         0 transit re packets dropped on mgmt i/f
         0 packets used first nexthop in ecmp unilist
         0 incoming ttpoip packets received
         0 incoming ttpoip packets dropped
          0 outgoing TTPoIP packets sent
         0 outgoing TTPoIP packets dropped
icmp:
         0 drops due to rate limit
         9 calls to icmp_error
         0 errors not generated because old message was icmp
         Output histogram: 
                 295 echo reply
                 9 destination unreachable
         0 messages with bad code fields
         0 messages less than the minimum length
         0 messages with bad checksum
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         0 messages with bad source address
         0 messages with bad length
         0 echo drops with broadcast or multicast destinaton address
         0 timestamp drops with broadcast or multicast destination address
         Input histogram: 
                 295 echo
         295 message responses generated
igmp:
         0 messages received
         0 messages received with too few bytes
         0 messages received with bad checksum
         0 membership queries received
         0 membership queries received with invalid fields
         0 membership reports received
         0 membership reports received with invalid fields
         0 membership reports received for groups to which we belong
         0 Membership reports sent
raw_if:
         0 RAW packets transmitted
         0 PPPOE packets transmitted
         0 ISDN packets transmitted
         0 DIALER packets transmitted
         0 PPP packets transmitted to pppd
         0 PPP packets transmitted to jppd
         0 IGMPL2 packets transmitted
         13 output drops due to tx error
         0 MPU packets transmitted
         0 PPPOE packets received
         0 ISDN packets received
         0 DIALER packets received
         0 PPP packets received from pppd
         0 MPU packets received
         0 PPP packets received from jppd
         0 IGMPL2 packets received
         0 Input drops due to bogus protocol
         0 input drops due to no mbufs available
         0 input drops due to no space in socket
         0 input drops due to no socket
arp:
         186413 datagrams received
         88 ARP requests received
         88 ARP replies received
         0 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
          0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast source address
         0 datagrams with my own hardware address
         164 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         0 datagrams with source address duplicate to mine
         186065 datagrams which were not for me
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         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         50 ARP requests sent
         88 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor
ip6:
         0 total packets received
         0 packets with size smaller than minimum
         0 packets with data size < data length
         0 packets with bad options
         0 packets with incorrect version number
         0 fragments received
         0 fragments dropped (dup or out of space)
         0 fragments dropped after timeout
         0 fragments that exceeded limit
         0 packets reassembled ok
         0 packets for this host
         0 packets forwarded
         0 packets not forwardable
         0 redirects sent
         0 packets sent from this host
         0 packets sent with fabricated ip header
         0 output packets dropped due to no bufs, etc.
         0 output datagrams fragmented
         0 fragments created
         0 datagrams that can't be fragmented
         0 packets that violated scope rules
         0 multicast packets which we don't join
         0 packets whose headers are not continuous
         0 tunneling packets that can't find gif
         0 packets discarded due to too may headers
         0 failures of source address selection
         0 forward cache hit
         0 forward cache miss
         0 Packets destined to dead next hop
         0 option packets dropped due to rate limit
         0 Packets dropped (src and int don't match)
         0 packets dropped due to bad protocol
         0 transit re packet(null) dropped on mgmt i/f
icmp6:
         0 Calls to icmp_error
         0 Errors not generated because old message was icmp error
         0 Errors not generated because rate limitation
         0 Messages with bad code fields
         0 Messages < minimum length
         0 Bad checksums
         0 Messages with bad length
                 0 No route
                 0 Administratively prohibited
                  0 Beyond scope
                 0 Address unreachable
                 0 Port unreachable
                 0 packet too big
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                 0 Time exceed transit
                 0 Time exceed reassembly
                 0 Erroneous header field
                 0 Unrecognized next header
                 0 Unrecognized option
                 0 redirect
                 0 Unknown
         0 Message responses generated
         0 Messages with too many ND options
pfkey:
         0 Requests sent from userland
         0 Bytes sent from userland
         histogram by message type: 
                 0 reserved
                 0 dump
         0 Messages with invalid length field
         0 Messages with invalid version field
         0 Messages with invalid message type field
         0 Messages too short
         0 Messages with memory allocation failure
         0 Messages with duplicate extension
         0 Messages with invalid extension type
         0 Messages with invalid sa type
         0 Messages with invalid address extension
         0 Requests sent to userland
         0 Bytes sent to userland
         histogram by message type: 
                 0 reserved
                 0 dump
         0 Messages toward single socket
         0 Messages toward all sockets
         0 Messages toward registered sockets
         0 Messages with memory allocation failure
clnl:
         0 Total packets received
         0 Packets delivered
         0 Too small packets
         0 Packets with bad header length
         0 Packets with bad checksum
         0 Bad version packets
         0 Unknown or unsupported protocol packets
         0 Packets with bogus sdl size
         0 No free memory in socket buffer
         0 Send packets discarded
         0 Sbappend failure
         0 Mcopy failure
         0 Address fields were not reasonable
         0 Segment information forgotten
         0 Forwarded packets
         0 Total packets sent
         0 Output packets discarded
         0 Non-forwarded packets
         0 Packets fragmented
         0 Fragments sent
         0 Fragments discarded
         0 Fragments timed out
         0 Fragmentation prohibited
         0 Packets reconstructed
         0 Packets destined to dead nexthop
         0 Packets discarded due to no route
         0 Error pdu rate drops
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          0 ER pdu generation failure
esis:
         0 Total pkts received
         0 Total packets consumed by protocol
         0 Pdus received with bad checksum
         0 Pdus received with bad version number
         0 Pdus received with bad type field
         0 Short pdus received
         0 Pdus withbogus sdl size
         0 Pdus with bad header length
         0 Pdus with unknown or unsupport protocol
         0 No free memory in socket buffer
         0 Send packets discarded
         0 Sbappend failure
         0 Mcopy failure
         0 ISO family not configured
tnp:
         0 Unicast packets received
         0 Broadcast packets received
         0 Fragmented packets received
         0 Hello packets dropped
         0 Fragments dropped
         0 Fragment reassembly queue flushes
         0 Packets with tnp src address collision received
         0 Hello packets received
         0 Control packets received
         0 Rdp packets received
         0 Udp packets received
         0 Tunnel packets received
         0 Input packets discarded with no protocol
         0 Packets of version unspecified received
         0 Packets of version 1 received
         0 Packets of version 2 received
         0 Packets of version 3 received
         0 Unicast packets sent
         0 Broadcast packets sent
         0 Fragmented packets sent
         0 Hello packets dropped
         0 Fragments dropped
         0 Hello packets sent
         0 Control packets sent
         0 Rdp packets sent
         0 Udp packets sent
         0 Tunnel packets sent
         0 Packets sent with unknown protocol
         0 Packets of version unspecified sent
         0 Packets of version 1 sent
         0 Packets of version 2 sent
         0 Packets of version 3 sent
rdp:
         0 Input packets
         0 Packets discarded for bad checksum
         0 Packets discarded due to bad sequence number
         0 Refused connections
         0 Acks received
         0 Packets dropped due to full socket buffers
         0 Retransmits
         0 Output packets
         0 Acks sent
         0 Connects
         0 Closes
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         0 Keepalives received
         0 Keepalives sent
tudp:
         67 Datagrams received
         0 Datagrams with incomplete header
         0 Datagrams with bad data length field
         0 Datagrams with bad checksum
         0 Datagrams dropped due to no socket
         0 Broadcast/multicast datagrams dropped due to no socket
         0 Datagrams dropped due to full socket buffers
         67 Delivered
         68 Datagrams output
ttp:
         0 Packets sent
         0 Packets sent while unconnected
         0 Packets sent while interface down
         0 Packets sent couldn't get buffer
         0 Packets sent couldn't find neighbor
         0 L2 packets received
         0 Unknown L3 packets received
         0 IPv4 L3 packets received
         0 MPLS L3 packets received
         0 MPLS->IPV4 L3 packets received
         0 IPv4->MPLS L3 packets received
         0 IPv6 L3 packets received
         0 ARP L3 packets received
         0 CLNP L3 packets received
         0 TNP L3 packets received
         0 NULL L3 packets received
         0 Cyclotron cycle L3 packets received
         0 Cyclotron send L3 packets received
         0 Packets received while unconnected
         0 Packets received from unknown ifl
         0 Input packets couldn't get buffer
         0 Input packets with bad type
         0 Input packets with discard type
         0 Input packets with too many tlvs
         0 Input packets with bad tlv header
         70633 Input packets with bad tlv type
         68877 Input packets dropped based on tlv result
         0 Input packets for which rt lookup is bypassed
mpls:
         0 Total MPLS packets received
         0 Packets forwarded
         0 Packets dropped
         0 Packets with header too small
         0 After tagging, packets can't fit link MTU
         0 Packets with IPv4 explicit NULL tag
         0 Packets with IPv4 explicit NULL cksum errors
         0 Packets with router alert tag
         0 LSP ping packets (ttl-expired/router alert)
         0 Packets with ttl expired
         0 Packets with tag encoding error
         0 Packets discarded due to no route
         0 Packets used first nexthop in ecmp unilist
vpls:
         0 Total packets received
         0 Packets with size smaller than minimum
         0 Packets with incorrect version number
         0 Packets for this host
         0 Packets with no logical interface
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         0 Packets with no family
         0 Packets with no route table
         0 Packets with no auxiliary table
         0 Packets with no corefacing entry
         0 packets with no CE-facing entry
         0 MAC route learning requests
         0 MAC routes learnt
         0 Requests to learn an existing route
         0 Learning requests while learning disabled on interface
         0 Learning requests over capacity
         0 MAC routes moved
         0 Requests to move static route
         0 MAC route aging requests
         0 MAC routes aged
         0 Bogus address in aging requests
         0 Requests to age static route
         0 Requests to re-ageout aged route
         0 Requests involving multiple peer FEs
         0 Aging acks from PFE
         0 Aging non-acks from PFE
         0 Aging requests timed out waiting on FEs
         0 Aging requests over max-rate
         0 Errors finding peer FEs
         0 Unsupported platform
         0 Packets dropped due to no l3 route table
         0 Packets dropped due to no local ifl
         0 Packets punted
         0 Packets dropped due to no socket
bridge:
         Input: 
         0 packets received
         0 packets forwarded
         0 packets failed to forward
         0 packets dropped
         0 packets with vmember lookup failures
         0 packets with vlan lookup failures
         0 packets with stp state lookup failures
         0 packets dropped due to stp blocked/listening
         0 packets dropped due to stp learning
         0 packets with src MAC learning failures
         0 packets with input control processing failures
         Forward: 
         0 packets sent successfully
         0 packets with send failures
         0 packets forwarded to l3 interface
         0 packets with l3 send failures
         0 packets discarded
         0 packets with l2ifl store failures
         0 packets with ifl mismatch failures
         0 packets with packet duplication failures
         0 packets with tag lookup failures
         0 packets with no route for DMAC
         0 packets with no route table 
         0 packets with no nexthop
         0 packets with dead nexthop
         0 packets with eof reached error
         Learning: 
         0 MACs learned
         0 packets sent to l3 interface
         0 packets with l3 send failures
         0 packets hit holdq while learning
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         0 MAC moves
         0 packets discarded
         0 packets with no route for SMAC
         0 packets with no nexthop
         0 packets with dead nexthop
         0 packets dropped due to no resolve route
         0 packets with l3 ifd lookup failures
         0 packets with l3 ifl lookup failures
         0 packets with l3 invalid rnh
         0 packets with no route for SMAC in clone learning
         0 packets with no nexhop in clone learning
         0 packets with dead nexthop in clone learning
         0 packets dropped due to no resolve nh in clone learning
         Output: 
         0 packets forwarded
         0 packets failed to forward
         0 packets with vmember lookup failures
          0 packets with vlan lookup failures
         0 packets with input control processing failures
         Send: 
         0 packets sent successfully
         0 packets with send failures
         0 packets dropped due to interface down
         0 packets with dev output failures
         0 blocked ifl discards
         0 packets with tag lookup failures
         0 packets with stp state lookup failures
         0 packets with tag insertion failures
         0 packets with tag removal failures
         Flood: 
         0 packets flooded
         0 flood failures
         IGMP: 
         0 packets sent successfully
         0 packets with send failures
         0 packets forwarded
         0 packets failed to forward
         0 packets with mpull failures
         0 packets with vmember lookup failures
         0 packets with vlan lookup failures
         0 packets with ifl lookup failures
         0 packets with tag lookup failures
         Misc: 
         0 packets with size smaller than minimum
         0 packets with double tags
         0 packets with no ifl
         0 packets with no family
         0 packets with no route table

show system statistics (TXMatrix Router)

user@host> show system statistics
sfc0-re0:
--------------------------------------------------------------------------
Tcp:
         361694 packets sent
                 326507 data packets (103237236 bytes)
                 2343 data packets retransmitted (2673324 bytes)
                 0 resends initiated by MTU discovery
                 33857 ack only packets (31613 packets delayed)
                 0 URG only packets
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                 14 window probe packets
                 387 window update packets
                 1108 control packets
         345879 packets received
                 298207 acks(for 103141728 bytes)
                 438 duplicate acks
                 0 acks for unsent data
                 204578  packets received in-sequence(13820995 bytes)
                 6 completely duplicate packets(18 bytes)
                 0 old duplicate packets
                 0 packets with some duplicate data(0 bytes duped)
                 0 out-of-order packets(0 bytes)
                 0 packets of data after window(0 bytes)
                 0 window probes
                 899 window update packets
                 166 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         406 connection requests
         233 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         616 connections established (including accepts)
         911 connections closed (including 41 drops)
                 346 connections updated cached RTT on close
                 346 connections updated cached RTT variance on close
                 200 connections updated cached ssthresh on close
         23 embryonic connections dropped
         298155 segments updated rtt(of 287216 attempts)
         1163 retransmit timeouts
                 27 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         5 keepalive timeouts
                 5 keepalive probes sent
                 0 connections dropped by keepalive
         69922 correct ACK header predictions
         34993 correct data packet header predictions
         233 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 0 dropped
                 233 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         23 SACK recovery episodes
         68 segment retransmits in SACK recovery episodes
         71542 byte retransmits in SACK recovery episodes
         158 SACK options (SACK blocks) received
         0 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
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         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         259 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
         0 outgoing segments dropped due to policing

lcc0-re0:
--------------------------------------------------------------------------
Tcp:
         346 packets sent
                 222 data packets (22894 bytes)
                 0 data packets retransmitted (0 bytes)
                 0 resends initiated by MTU discovery
                 80 ack only packets (12 packets delayed)
                 0 URG only packets
                 0 window probe packets
                 5 window update packets
                 42 control packets
         358 packets received
                 268 acks(for 22939 bytes)
                 9 duplicate acks
                 0 acks for unsent data
                 203  packets received in-sequence(33820 bytes)
                 0 completely duplicate packets(0 bytes)
                 0 old duplicate packets
                 0 packets with some duplicate data(0 bytes duped)
                 0 out-of-order packets(0 bytes)
                 0 packets of data after window(0 bytes)
                 0 window probes
                 6 window update packets
                 0 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         13 connection requests
         18 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         31 connections established (including accepts)
         35 connections closed (including 2 drops)
                 3 connections updated cached RTT on close
                 3 connections updated cached RTT variance on close
                 0 connections updated cached ssthresh on close
         0 embryonic connections dropped
         268 segments updated rtt(of 247 attempts)
         0 retransmit timeouts
                 0 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         0 keepalive timeouts
                 0 keepalive probes sent
                 0 connections dropped by keepalive
         0 correct ACK header predictions
         42 correct data packet header predictions
         18 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 0 dropped
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                 18 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         0 SACK recovery episodes
         0 segment retransmits in SACK recovery episodes
         0 byte retransmits in SACK recovery episodes
         0 SACK options (SACK blocks) received
         0 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         5 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
         0 outgoing segments dropped due to policing

lcc1-re0:
--------------------------------------------------------------------------
Tcp:
         348 packets sent
                 223 data packets (22895 bytes)
                 0 data packets retransmitted (0 bytes)
                 0 resends initiated by MTU discovery
                 81 ack only packets (13 packets delayed)
                 0 URG only packets
                 0 window probe packets
                 5 window update packets
                 42 control packets
         360 packets received
                 269 acks(for 22940 bytes)
                 9 duplicate acks
                 0 acks for unsent data
                 203  packets received in-sequence(33820 bytes)
                 0 completely duplicate packets(0 bytes)
                 0 old duplicate packets
                 0 packets with some duplicate data(0 bytes duped)
                 0 out-of-order packets(0 bytes)
                 0 packets of data after window(0 bytes)
                 0 window probes
                 6 window update packets
                 0 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         13 connection requests
         18 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         31 connections established (including accepts)
         36 connections closed (including 2 drops)
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                 3 connections updated cached RTT on close
                 3 connections updated cached RTT variance on close
                 0 connections updated cached ssthresh on close
         0 embryonic connections dropped
         269 segments updated rtt(of 248 attempts)
         0 retransmit timeouts
                 0 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         0 keepalive timeouts
                 0 keepalive probes sent
                 0 connections dropped by keepalive
         0 correct ACK header predictions
         43 correct data packet header predictions
         18 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 0 dropped
                 18 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         0 SACK recovery episodes
         0 segment retransmits in SACK recovery episodes
         0 byte retransmits in SACK recovery episodes
         0 SACK options (SACK blocks) received
         0 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         5 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
         0 outgoing segments dropped due to policing

lcc2-re0:
--------------------------------------------------------------------------
Tcp:
         405 packets sent
                 271 data packets (23926 bytes)
                 0 data packets retransmitted (0 bytes)
                 0 resends initiated by MTU discovery
                 86 ack only packets (13 packets delayed)
                 0 URG only packets
                 0 window probe packets
                 5 window update packets
                 46 control packets
         418 packets received
                 321 acks(for 23975 bytes)
                 9 duplicate acks
                 0 acks for unsent data
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                 234  packets received in-sequence(34403 bytes)
                 0 completely duplicate packets(0 bytes)
                 0 old duplicate packets
                 0 packets with some duplicate data(0 bytes duped)
                 0 out-of-order packets(0 bytes)
                 0 packets of data after window(0 bytes)
                 0 window probes
                 7 window update packets
                 0 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         15 connection requests
         19 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         34 connections established (including accepts)
         39 connections closed (including 2 drops)
                 4 connections updated cached RTT on close
                 4 connections updated cached RTT variance on close
                 0 connections updated cached ssthresh on close
         0 embryonic connections dropped
         321 segments updated rtt(of 299 attempts)
         0 retransmit timeouts
                 0 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         0 keepalive timeouts
                 0 keepalive probes sent
                 0 connections dropped by keepalive
         0 correct ACK header predictions
         48 correct data packet header predictions
         19 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 0 dropped
                 19 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         0 SACK recovery episodes
         0 segment retransmits in SACK recovery episodes
         0 byte retransmits in SACK recovery episodes
         0 SACK options (SACK blocks) received
         0 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         5 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
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         0 outgoing segments dropped due to policing

lcc3-re0:
--------------------------------------------------------------------------
Tcp:
         346 packets sent
                 221 data packets (22895 bytes)
                 0 data packets retransmitted (0 bytes)
                 0 resends initiated by MTU discovery
                 81 ack only packets (13 packets delayed)
                 0 URG only packets
                 0 window probe packets
                 5 window update packets
                 42 control packets
         360 packets received
                 267 acks(for 22940 bytes)
                 9 duplicate acks
                 0 acks for unsent data
                 203  packets received in-sequence(33820 bytes)
                 0 completely duplicate packets(0 bytes)
                 0 old duplicate packets
                 0 packets with some duplicate data(0 bytes duped)
                 0 out-of-order packets(0 bytes)
                 0 packets of data after window(0 bytes)
                 0 window probes
                 6 window update packets
                 0 packets received after close
                 0 discarded for bad checksums
                 0 discarded for bad header offset fields
                 0 discarded because packet too short
         13 connection requests
         18 connection accepts
         0 bad connection attempts
         0 listen queue overflows
         31 connections established (including accepts)
         35 connections closed (including 2 drops)
                 3 connections updated cached RTT on close
                 3 connections updated cached RTT variance on close
                 0 connections updated cached ssthresh on close
         0 embryonic connections dropped
         267 segments updated rtt(of 246 attempts)
         0 retransmit timeouts
                 0 connections dropped by retransmit timeout
         0 persist timeouts
                 0 connections dropped by persist timeout
         0 keepalive timeouts
                 0 keepalive probes sent
                 0 connections dropped by keepalive
         0 correct ACK header predictions
         43 correct data packet header predictions
         18 syncache entries added
                 0 retransmitted
                 0 dupsyn
                 0 dropped
                 18 completed
                 0 bucket overflow
                 0 cache overflow
                 0 reset
                 0 stale
                 0 aborted
                 0 badack
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                 0 unreach
                 0 zone failures
         0 cookies sent
         0 cookies received
         0 SACK recovery episodes
         0 segment retransmits in SACK recovery episodes
         0 byte retransmits in SACK recovery episodes
         0 SACK options (SACK blocks) received
         0 SACK options (SACK blocks) sent
         0 SACK scoreboard overflow
         0 ACKs sent in response to in-window but not exact RSTs
         0 ACKs sent in response to in-window SYNs on established connections
         0 rcv packets dropped by TCP due to bad address
         0 out-of-sequence segment drops due to insufficient memory
         5 RST packets
         0 ICMP packets ignored by TCP
         0 send packets dropped by TCP due to auth errors
         0 rcv packets dropped by TCP due to auth errors
         0 outgoing segments dropped due to policing

show system statistics (QFX Series)

user@switch> show system statistics
Tcp:
571779 packets sent
21517 data packets (1797102 bytes)
2 data packets retransmitted (20 bytes)
0 resends initiated by MTU discovery
3708 ack only packets (531 packets delayed)
0 URG only packets
1 window probe packets
1 window update packets
1093063 control packets
1132541 packets received
20961 acks(for 1796102 bytes)
5861 duplicate acks
0 acks for unsent data
19556 packets received in-sequence(232079 bytes)
3018 completely duplicate packets(0 bytes)
0 old duplicate packets
4 packets with some duplicate data(4 bytes duped)
2 out-of-order packets(2 bytes)
0 packets of data after window(0 bytes)
0 window probes
39 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
546519 connection requests
78 connection accepts
0 bad connection attempts
0 listen queue overflows
100 connections established (including accepts)
546596 connections closed (including 6 drops)
47 connections updated cached RTT on close
47 connections updated cached RTT variance on close
0 connections updated cached ssthresh on close
546497 embryonic connections dropped
20453 segments updated rtt(of 566914 attempts)
2 retransmit timeouts
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0 connections dropped by retransmit timeout
0 persist timeouts
0 connections dropped by persist timeout
3028 keepalive timeouts
3027 keepalive probes sent
1 connections dropped by keepalive
7515 correct ACK header predictions
12258 correct data packet header predictions
78 syncache entries added
0 retransmitted
0 dupsyn
4 dropped
78 completed
0 bucket overflow
0 cache overflow
0 reset
0 stale
0 aborted
0 badack
0 unreach
0 zone failures
0 cookies sent
0 cookies received
1 SACK recovery episodes
1 segment retransmits in SACK recovery episodes
1 byte retransmits in SACK recovery episodes
71 SACK options (SACK blocks) received
1 SACK options (SACK blocks) sent
0 SACK scoreboard overflow
0 ACKs sent in response to in-window but not exact RSTs
0 ACKs sent in response to in-window SYNs on established connections
0 rcv packets dropped by TCP due to bad address
0 out-of-sequence segment drops due to insufficient memory
546544 RST packets
0 ICMP packets ignored by TCP
0 send packets dropped by TCP due to auth errors
0 rcv packets dropped by TCP due to auth errors
0 outgoing segments dropped due to policing
udp:
147 datagrams received
0 with incomplete header
0 with bad data length field
0 with bad checksum
9 dropped due to no socket
0 broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers
0 not for hashed pcb
138 delivered
0 datagrams output
ip:
73704 total packets received
0 bad header checksums
0 with size smaller than minimum
0 with data size < data length
0 with header length < data size
0 with data length < header length
0 with incorrect version number
0 packets destined to dead next hop
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped (queue overflow)
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0 fragments dropped after timeout
0 fragments dropped due to over limit
0 packets reassembled ok
1133057 packets for this host
0 packets for unknown/unsupported protocol
40146 packets forwarded
0 packets not forwardable
40146 redirects sent
1121700 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
0 packets with bad options
0 packets with options handled without error
0 strict source and record route options
0 loose source and record route options
0 record route options
0 timestamp options
0 timestamp and address options
0 timestamp and prespecified address options
0 option packets dropped due to rate limit
0 router alert options
0 multicast packets dropped (no iflist)
0 packets dropped (src and int don't match)
0 transit re packets dropped on mgmt i/f
0 packets used first nexthop in ecmp unilist
0 incoming ttpoip packets received
0 incoming ttpoip packets dropped
0 outgoing TTPoIP packets sent
0 outgoing TTPoIP packets dropped
icmp:
0 drops due to rate limit
9 calls to icmp_error
0 errors not generated because old message was icmp
Output histogram:
295 echo reply
9 destination unreachable
0 messages with bad code fields
0 messages less than the minimum length
0 messages with bad checksum
0 messages with bad source address
0 messages with bad length
0 echo drops with broadcast or multicast destinaton address
0 timestamp drops with broadcast or multicast destination address
Input histogram:
295 echo
295 message responses generated
igmp:
0 messages received
0 messages received with too few bytes
0 messages received with bad checksum
0 membership queries received
0 membership queries received with invalid fields
0 membership reports received
0 membership reports received with invalid fields
0 membership reports received for groups to which we belong
0 Membership reports sent
raw_if:

1011Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



0 RAW packets transmitted
0 PPPOE packets transmitted
0 ISDN packets transmitted
0 DIALER packets transmitted
0 PPP packets transmitted to pppd
0 PPP packets transmitted to jppd
0 IGMPL2 packets transmitted
13 output drops due to tx error
0 MPU packets transmitted
0 PPPOE packets received
0 ISDN packets received
0 DIALER packets received
0 PPP packets received from pppd
0 MPU packets received
0 PPP packets received from jppd
0 IGMPL2 packets received
0 Input drops due to bogus protocol
0 input drops due to no mbufs available
0 input drops due to no space in socket
0 input drops due to no socket
arp:
186413 datagrams received
88 ARP requests received
88 ARP replies received
0 resolution request received
0 unrestricted proxy requests
0 restricted proxy requests
0 received proxy requests
0 proxy requests not proxied
0 restricted proxy requests not proxied
0 datagrams with bogus interface
0 datagrams with incorrect length
0 datagrams for non-IP protocol
0 datagrams with unsupported op code
0 datagrams with bad protocol address length
0 datagrams with bad hardware address length
0 datagrams with multicast source address
0 datagrams with multicast source address
0 datagrams with my own hardware address
164 datagrams for an address not on the interface
0 datagrams with a broadcast source address
0 datagrams with source address duplicate to mine
186065 datagrams which were not for me
0 packets discarded waiting for resolution
0 packets sent after waiting for resolution
50 ARP requests sent
88 ARP replies sent
0 requests for memory denied
0 requests dropped on entry
0 requests dropped during retry
0 requests dropped due to interface deletion
0 requests on unnumbered interfaces
0 new requests on unnumbered interfaces
0 replies for from unnumbered interfaces
0 requests on unnumbered interface with non-subnetted donor
0 replies from unnumbered interface with non-subnetted donor
ip6:
0 total packets received
0 packets with size smaller than minimum
0 packets with data size < data length
0 packets with bad options
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0 packets with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
0 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
0 packets that violated scope rules
0 multicast packets which we don't join
0 packets whose headers are not continuous
0 tunneling packets that can't find gif
0 packets discarded due to too may headers
0 failures of source address selection
0 forward cache hit
0 forward cache miss
0 Packets destined to dead next hop
0 option packets dropped due to rate limit
0 Packets dropped (src and int don't match)
0 packets dropped due to bad protocol
0 transit re packet(null) dropped on mgmt i/f
icmp6:
0 Calls to icmp_error
0 Errors not generated because old message was icmp error
0 Errors not generated because rate limitation
0 Messages with bad code fields
0 Messages < minimum length
0 Bad checksums
0 Messages with bad length
0 No route
0 Administratively prohibited
0 Beyond scope
0 Address unreachable
0 Port unreachable
0 packet too big
0 Time exceed transit
0 Time exceed reassembly
0 Erroneous header field
0 Unrecognized next header
0 Unrecognized option
0 redirect
0 Unknown
0 Message responses generated
0 Messages with too many ND options
pfkey:
0 Requests sent from userland
0 Bytes sent from userland
histogram by message type:
0 reserved
0 dump
0 Messages with invalid length field
0 Messages with invalid version field
0 Messages with invalid message type field
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0 Messages too short
0 Messages with memory allocation failure
0 Messages with duplicate extension
0 Messages with invalid extension type
0 Messages with invalid sa type
0 Messages with invalid address extension
0 Requests sent to userland
0 Bytes sent to userland
histogram by message type:
0 reserved
0 dump
0 Messages toward single socket
0 Messages toward all sockets
0 Messages toward registered sockets
0 Messages with memory allocation failure
clnl:
0 Total packets received
0 Packets delivered
0 Too small packets
0 Packets with bad header length
0 Packets with bad checksum
0 Bad version packets
0 Unknown or unsupported protocol packets
0 Packets with bogus sdl size
0 No free memory in socket buffer
0 Send packets discarded
0 Sbappend failure
0 Mcopy failure
0 Address fields were not reasonable
0 Segment information forgotten
0 Forwarded packets
0 Total packets sent
0 Output packets discarded
0 Non-forwarded packets
0 Packets fragmented
0 Fragments sent
0 Fragments discarded
0 Fragments timed out
0 Fragmentation prohibited
0 Packets reconstructed
0 Packets destined to dead nexthop
0 Packets discarded due to no route
0 Error pdu rate drops
0 ER pdu generation failure
esis:
0 Total pkts received
0 Total packets consumed by protocol
0 Pdus received with bad checksum
0 Pdus received with bad version number
0 Pdus received with bad type field
0 Short pdus received
0 Pdus withbogus sdl size
0 Pdus with bad header length
0 Pdus with unknown or unsupport protocol
0 No free memory in socket buffer
0 Send packets discarded
0 Sbappend failure
0 Mcopy failure
0 ISO family not configured
tnp:
0 Unicast packets received

Copyright © 2014, Juniper Networks, Inc.1014

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



0 Broadcast packets received
0 Fragmented packets received
0 Hello packets dropped
0 Fragments dropped
0 Fragment reassembly queue flushes
0 Packets with tnp src address collision received
0 Hello packets received
0 Control packets received
0 Rdp packets received
0 Udp packets received
0 Tunnel packets received
0 Input packets discarded with no protocol
0 Packets of version unspecified received
0 Packets of version 1 received
0 Packets of version 2 received
0 Packets of version 3 received
0 Unicast packets sent
0 Broadcast packets sent
0 Fragmented packets sent
0 Hello packets dropped
0 Fragments dropped
0 Hello packets sent
0 Control packets sent
0 Rdp packets sent
0 Udp packets sent
0 Tunnel packets sent
0 Packets sent with unknown protocol
0 Packets of version unspecified sent
0 Packets of version 1 sent
0 Packets of version 2 sent
0 Packets of version 3 sent
rdp:
0 Input packets
0 Packets discarded for bad checksum
0 Packets discarded due to bad sequence number
0 Refused connections
0 Acks received
0 Packets dropped due to full socket buffers
0 Retransmits
0 Output packets
0 Acks sent
0 Connects
0 Closes
0 Keepalives received
0 Keepalives sent
tudp:
67 Datagrams received
0 Datagrams with incomplete header
0 Datagrams with bad data length field
0 Datagrams with bad checksum
0 Datagrams dropped due to no socket
0 Broadcast/multicast datagrams dropped due to no socket
0 Datagrams dropped due to full socket buffers
67 Delivered
68 Datagrams output
ttp:
0 Packets sent
0 Packets sent while unconnected
0 Packets sent while interface down
0 Packets sent couldn't get buffer
0 Packets sent couldn't find neighbor
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0 L2 packets received
0 Unknown L3 packets received
0 IPv4 L3 packets received
0 MPLS L3 packets received
0 MPLS->IPV4 L3 packets received
0 IPv4->MPLS L3 packets received
0 IPv6 L3 packets received
0 ARP L3 packets received
0 CLNP L3 packets received
0 TNP L3 packets received
0 NULL L3 packets received
0 Cyclotron cycle L3 packets received
0 Cyclotron send L3 packets received
0 Packets received while unconnected
0 Packets received from unknown ifl
0 Input packets couldn't get buffer
0 Input packets with bad type
0 Input packets with discard type
0 Input packets with too many tlvs
0 Input packets with bad tlv header
70633 Input packets with bad tlv type
68877 Input packets dropped based on tlv result0 Input packets for which rt lookup
 is bypassed
mpls:
0 Total MPLS packets received
0 Packets forwarded
0 Packets dropped
0 Packets with header too small
0 After tagging, packets can't fit link MTU
0 Packets with IPv4 explicit NULL tag
0 Packets with IPv4 explicit NULL cksum errors
0 Packets with router alert tag
0 LSP ping packets (ttl-expired/router alert)
0 Packets with ttl expired
0 Packets with tag encoding error
0 Packets discarded due to no route
0 Packets used first nexthop in ecmp unilist
vpls:
0 Total packets received
0 Packets with size smaller than minimum
0 Packets with incorrect version number
0 Packets for this host
0 Packets with no logical interface
0 Packets with no family
0 Packets with no route table
582 Copyright © 2010, Juniper Networks, Inc.
0 Packets with no auxiliary table
0 Packets with no corefacing entry
0 packets with no CE-facing entry
0 MAC route learning requests
0 MAC routes learnt
0 Requests to learn an existing route
0 Learning requests while learning disabled on interface
0 Learning requests over capacity
0 MAC routes moved
0 Requests to move static route
0 MAC route aging requests
0 MAC routes aged
0 Bogus address in aging requests
0 Requests to age static route
0 Requests to re-ageout aged route
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0 Requests involving multiple peer FEs
0 Aging acks from PFE
0 Aging non-acks from PFE
0 Aging requests timed out waiting on FEs
0 Aging requests over max-rate
0 Errors finding peer FEs
0 Unsupported platform
0 Packets dropped due to no l3 route table
0 Packets dropped due to no local ifl
0 Packets punted
0 Packets dropped due to no socket
bridge:
Input:
0 packets received
0 packets forwarded
0 packets failed to forward
0 packets dropped
0 packets with vmember lookup failures
0 packets with vlan lookup failures
0 packets with stp state lookup failures
0 packets dropped due to stp blocked/listening
0 packets dropped due to stp learning
0 packets with src MAC learning failures
0 packets with input control processing failures
Forward:
0 packets sent successfully
0 packets with send failures
0 packets forwarded to l3 interface
0 packets with l3 send failures
0 packets discarded
0 packets with l2ifl store failures
0 packets with ifl mismatch failures
0 packets with packet duplication failures
0 packets with tag lookup failures
0 packets with no route for DMAC
0 packets with no route table
0 packets with no nexthop
0 packets with dead nexthop
0 packets with eof reached error
Learning:
0 MACs learned
0 packets sent to l3 interface
0 packets with l3 send failures
0 packets hit holdq while learning
0 MAC moves
0 packets discarded
0 packets with no route for SMAC
0 packets with no nexthop
0 packets with dead nexthop
0 packets dropped due to no resolve route
0 packets with l3 ifd lookup failures
0 packets with l3 ifl lookup failures
0 packets with l3 invalid rnh
0 packets with no route for SMAC in clone learning
0 packets with no nexhop in clone learning
0 packets with dead nexthop in clone learning
0 packets dropped due to no resolve nh in clone learning
Output:
0 packets forwarded
0 packets failed to forward
0 packets with vmember lookup failures
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0 packets with vlan lookup failures
0 packets with input control processing failures
Send:
0 packets sent successfully
0 packets with send failures
0 packets dropped due to interface down
0 packets with dev output failures
0 blocked ifl discards
0 packets with tag lookup failures
0 packets with stp state lookup failures
0 packets with tag insertion failures
0 packets with tag removal failures
Flood:
0 packets flooded
0 flood failures
IGMP:
0 packets sent successfully
0 packets with send failures
0 packets forwarded
0 packets failed to forward
0 packets with mpull failures
0 packets with vmember lookup failures
0 packets with vlan lookup failures
0 packets with ifl lookup failures
0 packets with tag lookup failures
Misc:
0 packets with size smaller than minimum
0 packets with double tags
0 packets with no ifl
0 packets with no family
0 packets with no route table

Copyright © 2014, Juniper Networks, Inc.1018

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show system storage

Syntax show system storage
<detail>

Syntax (EX Series
Switches)

show system storage
<detail>
<all-members>
<local>
<membermember-id>

Syntax (MX Series
Router)

show system storage
<detail>
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system storage
<detail>
<infrastructure name>
<interconnect-device name>
<node-group name>

Syntax (SRX Series) show system storage
<detail>
<partitions>

For more information, see show system storage partitions (View SRX Series).

Syntax (TXMatrix
Router)

show system storage
<detail>
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router and TXMatrix

show system storage
<detail>
<all-chassis | all-lcc | lcc number | sfc number>Plus Router with 3D

SIBs)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in JUNOS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display statistics about the amount of free disk space in the router's or switch’s file

systems.

Options none—Display standard information about the amount of free disk space in the router's

or switch’s file systems.

detail—(Optional) Display detailed output.
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all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)Display system

storage statistics for all the routers in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display system storage statistics for all T640 routers connected to the TX

Matrix router. On a TXMatrix Plus router, display system storage statistics for all

routers connected to the TXMatrix Plus router.

all-members—(EX4200 switches andMXSeries routers only) (Optional) Display system

storage statistics for all members of the Virtual Chassis configuration.

infrastructurename—(QFabric systemsonly) (Optional)Display systemstorage statistics

for the fabric control Routing Engines or fabric manager Routing Engines.

interconnect-device name—(QFabric systems only) (Optional) Display system storage

statistics for the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display system storage statistics for a specific T640 router that is

connected to theTXMatrix router. OnaTXMatrix Plus router, display systemstorage

statistics for a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches andMXSeries routers only) (Optional) Display systemstorage

statistics for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

system storage statistics for the specified member of the Virtual Chassis

configuration. For EX4200 switches, replacemember-idwith a value from0 through

9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0 or 1.

node-group name—(QFabric systems only) (Optional) Display system storage statistics

for the Node group.

scc—(TXMatrix routers only) (Optional) Display system storage statistics for the TX

Matrix router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display system storage statistics

for the TXMatrix Plus router. Replace numberwith 0.
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Additional Information By default, when you issue the show system storage command on themaster Routing

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

• show system storage partitions (View SRX Series)

List of Sample Output show system storage on page 1021
show system storage (TXMatrix Plus Router) on page 1022
show system storage (QFX3500 Switch) on page 1024

Output Fields Table90onpage 1021 describes the output fields for the showsystemstorage command.

Output fields are listed in the approximate order in which they appear.

Table 90: show system storage Output Fields

Field DescriptionField Name

Name of the filesystem.Filesystem

Size of the filesystem.Size

Amount of space used in the filesystem.Used

Amount of space available in the filesystem.Avail

Percentage of the filesystem space that is being used.Capacity

Directory in which the filesystem is mounted.Mounted on

Sample Output

show system storage

user@host> show system storage
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a              77M        37M        34M       52%  /
devfs                    16K        16K         0B      100%  /dev/
/dev/vn0                 12M        12M         0B      100%  /packages/mnt/jbase
/dev/vn1                 39M        39M         0B      100%  
/packages/mnt/jkernel-7.2R1.7
/dev/vn2                 12M        12M         0B      100%  
/packages/mnt/jpfe-M40-7.2R1.7
/dev/vn3                2.3M       2.3M         0B      100%  
/packages/mnt/jdocs-7.2R1.7
/dev/vn4                 14M        14M         0B      100%  
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/packages/mnt/jroute-7.2R1.7
/dev/vn5                4.5M       4.5M         0B      100%  
/packages/mnt/jcrypto-7.2R1.7
mfs:172                 1.5G       4.0K       1.3G        0%  /tmp
/dev/ad0s1e              12M        20K        11M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f             9.4G       4.9G       3.7G       57%  /var

show system storage (TXMatrix Plus Router)

user@host> show system storage
sfc0-re0:
--------------------------------------------------------------------------
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a             3.4G       178M       2.9G        6%  /
devfs                   1.0K       1.0K         0B      100%  /dev
devfs                   1.0K       1.0K         0B      100%  /dev/
/dev/md0                 33M        33M         0B      100%  /packages/mnt/jbase
/dev/md1                216M       216M         0B      100%  
/packages/mnt/jkernel-9.6-20090519.0
/dev/md2                 66M        66M         0B      100%  
/packages/mnt/jpfe-T-9.6-20090519.0
/dev/md3                4.1M       4.1M         0B      100%  
/packages/mnt/jdocs-9.6-20090519.0
/dev/md4                 57M        57M         0B      100%  
/packages/mnt/jroute-9.6-20090519.0
/dev/md5                 15M        15M         0B      100%  
/packages/mnt/jcrypto-9.6-20090519.0
/dev/md6                 34M        34M         0B      100%  
/packages/mnt/jpfe-common-9.6-20090519.0
/dev/md7                2.0G      10.0K       1.8G        0%  /tmp
/dev/md8                2.0G       1.0M       1.8G        0%  /mfs
/dev/ad0s1e             383M        82K       352M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f              52G       7.5G        40G       16%  /var

lcc0-re0:
--------------------------------------------------------------------------
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a             3.4G       178M       2.9G        6%  /
devfs                   1.0K       1.0K         0B      100%  /dev
devfs                   1.0K       1.0K         0B      100%  /dev/
/dev/md0                 33M        33M         0B      100%  /packages/mnt/jbase
/dev/md1                216M       216M         0B      100%  
/packages/mnt/jkernel-9.6-20090519.0
/dev/md2                 66M        66M         0B      100%  
/packages/mnt/jpfe-T-9.6-20090519.0
/dev/md3                4.1M       4.1M         0B      100%  
/packages/mnt/jdocs-9.6-20090519.0
/dev/md4                 57M        57M         0B      100%  
/packages/mnt/jroute-9.6-20090519.0
/dev/md5                 15M        15M         0B      100%  
/packages/mnt/jcrypto-9.6-20090519.0
/dev/md6                 34M        34M         0B      100%  
/packages/mnt/jpfe-common-9.6-20090519.0
/dev/md7                2.0G      10.0K       1.8G        0%  /tmp
/dev/md8                2.0G       540K       1.8G        0%  /mfs
/dev/ad0s1e             383M        88K       352M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f              52G       6.3G        41G       13%  /var
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lcc1-re0:
--------------------------------------------------------------------------
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a             3.4G       178M       2.9G        6%  /
devfs                   1.0K       1.0K         0B      100%  /dev
devfs                   1.0K       1.0K         0B      100%  /dev/
/dev/md0                 33M        33M         0B      100%  /packages/mnt/jbase
/dev/md1                216M       216M         0B      100%  
/packages/mnt/jkernel-9.6-20090519.0
/dev/md2                 66M        66M         0B      100%  
/packages/mnt/jpfe-T-9.6-20090519.0
/dev/md3                4.1M       4.1M         0B      100%  
/packages/mnt/jdocs-9.6-20090519.0
/dev/md4                 57M        57M         0B      100%  
/packages/mnt/jroute-9.6-20090519.0
/dev/md5                 15M        15M         0B      100%  
/packages/mnt/jcrypto-9.6-20090519.0
/dev/md6                 34M        34M         0B      100%  
/packages/mnt/jpfe-common-9.6-20090519.0
/dev/md7                2.0G      10.0K       1.8G        0%  /tmp
/dev/md8                2.0G       540K       1.8G        0%  /mfs
/dev/ad0s1e             383M        88K       352M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f              23G        13G       7.7G       64%  /var

lcc2-re0:
--------------------------------------------------------------------------
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a             3.4G       178M       2.9G        6%  /
devfs                   1.0K       1.0K         0B      100%  /dev
devfs                   1.0K       1.0K         0B      100%  /dev/
/dev/md0                 33M        33M         0B      100%  /packages/mnt/jbase
/dev/md1                216M       216M         0B      100%  
/packages/mnt/jkernel-9.6-20090519.0
/dev/md2                 66M        66M         0B      100%  
/packages/mnt/jpfe-T-9.6-20090519.0
/dev/md3                4.1M       4.1M         0B      100%  
/packages/mnt/jdocs-9.6-20090519.0
/dev/md4                 57M        57M         0B      100%  
/packages/mnt/jroute-9.6-20090519.0
/dev/md5                 15M        15M         0B      100%  
/packages/mnt/jcrypto-9.6-20090519.0
/dev/md6                 34M        34M         0B      100%  
/packages/mnt/jpfe-common-9.6-20090519.0
/dev/md7                2.0G      10.0K       1.8G        0%  /tmp
/dev/md8                2.0G       540K       1.8G        0%  /mfs
/dev/ad0s1e             383M        64K       352M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f              23G       3.7G        17G       18%  /var

lcc3-re0:
--------------------------------------------------------------------------
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/ad0s1a             3.4G       178M       2.9G        6%  /
devfs                   1.0K       1.0K         0B      100%  /dev
devfs                   1.0K       1.0K         0B      100%  /dev/
/dev/md0                 33M        33M         0B      100%  /packages/mnt/jbase
/dev/md1                216M       216M         0B      100%  
/packages/mnt/jkernel-9.6-20090519.0
/dev/md2                 66M        66M         0B      100%  
/packages/mnt/jpfe-T-9.6-20090519.0
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/dev/md3                4.1M       4.1M         0B      100%  
/packages/mnt/jdocs-9.6-20090519.0
/dev/md4                 57M        57M         0B      100%  
/packages/mnt/jroute-9.6-20090519.0
/dev/md5                 15M        15M         0B      100%  
/packages/mnt/jcrypto-9.6-20090519.0
/dev/md6                 34M        34M         0B      100%  
/packages/mnt/jpfe-common-9.6-20090519.0
/dev/md7                2.0G      10.0K       1.8G        0%  /tmp
/dev/md8                2.0G       540K       1.8G        0%  /mfs
/dev/ad0s1e             383M        34K       352M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
/dev/ad1s1f              23G        18G       3.5G       84%  /var

show system storage (QFX3500 Switch)

user@switch> show system storage
Filesystem              Size       Used      Avail  Capacity   Mounted on
/dev/da0s2a             343M       192M       123M       61%  /
devfs                   1.0K       1.0K         0B      100%  /dev
/dev/md0                119M       119M         0B      100%  /packages/mnt/jbase
/dev/md1                513M       513M         0B      100%  
/packages/mnt/jkernel-qfx-11.1R1.5
/dev/md2                 37M        37M         0B      100%  
/packages/mnt/jpfe-qfx-e9xxx-11.1R1.5
/dev/md3                6.0M       6.0M         0B      100%  
/packages/mnt/jdocs-qfx-11.1R1.5
/dev/md4                216M       216M         0B      100%  
/packages/mnt/jroute-qfx-11.1R1.5
/dev/md5                 59M        59M         0B      100%  
/packages/mnt/jcrypto-qfx-11.1R1,5
/dev/md6                 85M        85M         0B      100%  
/packages/mnt/jswitch-qfx-11.1R1.5
/dev/md7                 63M       8.0K        58M        0%  /tmp
/dev/da0s2f             228M        14M       196M        7%  /var
/dev/da0s3d             590M       3.0M       540M        1%  /var/tmp
/dev/da0s3e             104M       162K        95M        0%  /config
procfs                  4.0K       4.0K         0B      100%  /proc
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show system uptime

Syntax show system uptime

Syntax (EX Series
Switches)

show system uptime
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system uptime
<director-group name>
<infrastructure name>
<interconnect-device name>
<node-group name>

Syntax (TXMatrix
Router)

show system uptime
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system uptime
<detail>
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (MX Series
Router)

show system uptime
<all-members>
<invoke-on>
<local>
<membermember-id>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in JUNOS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the current time and information about how long the router or switch, router or

switch software, and routing protocols have been running.

Options none—Show time since the system rebooted and processes started.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Show time

since the system rebooted and processes started on all the routers in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, show time since the system rebooted and processes started for all T640

routers (or line-card chassis) connected to the TXMatrix router. On a TXMatrix Plus

router, show time since the system rebootedandprocesses started for all connected

T1600 or T4000 LCCs.

all-members—(EX4200 switches and MX Series routers only) (Optional) Show time

since the system rebooted and processes started on all members of the Virtual

Chassis configuration.
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director-group name—(QFabric systems only) (Optional) Show time since the system

rebooted and processes started on the Director group.

infrastructure name—(QFabric systems only) (Optional) Show time since the system

rebooted and processes started on the fabric control Routing Engine and fabric

manager Routing Engine.

interconnect-device name—(QFabric systems only) (Optional) Show time since the

system rebooted and processes started on the Interconnect device.

invoke-on—(MXSeries routersonly) (Optional)Display the timesince thesystemrebooted

andprocesses startedon themasterRoutingEngine, backupRoutingEngine, or both,

on a router with two Routing Engines.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, show time since the system rebooted and processes started for a

specific T640 router that is connected to the TXMatrix router. On a TXMatrix Plus

router, show time since the system rebooted and processes started for a specific

router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Show time since the

system rebooted and processes started on the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Show

time since the system rebooted and processes started on the specified member of

the Virtual Chassis configuration. For EX4200 switches, replacemember-idwith a

value from 0 through 9. For an MX Series Virtual Chassis, replacemember-idwith a

value of 0 or 1.

node-group name—(QFabric systems only) (Optional) Show time since the system

rebooted and processes started on the Node group.

scc—(TXMatrix routers only) (Optional) Show time since the system rebooted and

processes started for the TXMatrix router (or switch-card chassis).

sfcnumber—(TXMatrixPlus routersonly) (Optional)Showtimesince thesystemrebooted

and processes started for the TXMatrix Plus router. Replace numberwith 0.
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Additional Information By default, when you issue the show system uptime command on themaster Routing

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Monitoring System Process Information on page 307•

• Monitoring System Properties on page 308

• 10-Gigabit Ethernet LAN/WAN PIC with XFP (T640 Router)

• Routing Matrix with a TXMatrix Plus Router Solutions Page

List of Sample Output show system uptime on page 1027
show system uptime all-lcc (TXMatrix Router) on page 1028
show system uptime all-lcc (TXMatrix Plus Router) on page 1028
show system uptime (QFX Series) on page 1029

Output Fields Table 91 on page 1027 describes the output fields for the showsystemuptime command.

Output fields are listed in the approximate order in which they appear.

Table 91: show system uptimeOutput Fields

Field DescriptionField Name

Current system time in UTC.Current time

Date and time when the Routing Engine on the router or switch was last booted and how long it has
been running.

System booted

Date and time when the routing protocols were last started and how long they have been running.Protocols started

Date and timewhena configurationwas last committed. Also shows the nameof the userwho issued
the last commit command.

Last configured

Current time, in the local time zone, and how long the router or switch has been operational.time and up

Number of users logged in to the router or switch.users

Load averages for the last 1 minute, 5 minutes, and 15 minutes.load averages

Sample Output

show system uptime

user@host> show system uptime
Current time:      1998-10-13 19:45:47 UTC 
System booted:     1998-10-12 20:51:41 UTC (22:54:06 ago)
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Protocols started: 1998-10-13 19:33:45 UTC (00:12:02 ago)
Last configured:   1998-10-13 19:33:45 UTC (00:12:02 ago) by abc
12:45PM  up 22:54, 2 users, load averages: 0.07, 0.02, 0.01

show system uptime all-lcc (TXMatrix Router)

user@host> show system uptime all-lcc
lcc0-re0:
--------------------------------------------------------------------------
Current time: 2004-09-13 09:55:35 PDT
System booted: 2004-09-13 03:13:55 PDT (06:41:40 ago)
Last configured: 2004-09-13 03:17:48 PDT (06:37:47 ago) by root
9:55AM PDT up 6:42, 1 user, load averages: 0.02, 0.03, 0.00
lcc2-re0:
--------------------------------------------------------------------------
Current time: 2004-09-13 09:55:35 PDT
System booted: 2004-09-12 03:23:43 PDT (1d 06:31 ago)
Last configured: 2004-09-13 03:05:36 PDT (06:49:59 ago) by root
9:55AM PDT up 1 day,  6:32, 1 user, load averages: 0.02, 0.01, 0.00

show system uptime all-lcc (TXMatrix Plus Router)

user@host> show system uptime all-lcc
sfc0-re0:
--------------------------------------------------------------------------
Current time: 2009-05-25 00:24:30 PDT
System booted: 2009-05-24 06:39:33 PDT (17:44:57 ago)
Protocols started: 2009-05-24 06:40:30 PDT (17:44:00 ago)
Last configured: 2009-05-24 06:33:27 PDT (17:51:03 ago) by gregdo
12:24AM  up 17:45, 2 users, load averages: 0.07, 0.05, 0.01

lcc0-re0:
--------------------------------------------------------------------------
Current time: 2009-05-25 00:24:30 PDT
System booted: 2009-05-24 06:39:46 PDT (17:44:44 ago)
error: the routing subsystem is not running
Last configured: 2009-05-24 06:40:47 PDT (17:43:43 ago) by root
12:24AM  up 17:45, 0 users, load averages: 0.00, 0.00, 0.00

lcc1-re0:
--------------------------------------------------------------------------
Current time: 2009-05-25 00:24:30 PDT
System booted: 2009-05-24 06:39:38 PDT (17:44:52 ago)
error: the routing subsystem is not running
Last configured: 2009-05-24 06:40:18 PDT (17:44:12 ago) by root
12:24AM  up 17:45, 0 users, load averages: 0.00, 0.00, 0.00

lcc2-re0:
--------------------------------------------------------------------------
Current time: 2009-05-25 00:24:30 PDT
System booted: 2009-05-24 06:39:48 PDT (17:44:42 ago)
error: the routing subsystem is not running
Last configured: 2009-05-24 06:40:44 PDT (17:43:46 ago) by root
12:24AM  up 17:45, 0 users, load averages: 0.00, 0.00, 0.00

lcc3-re0:
--------------------------------------------------------------------------
Current time: 2009-05-25 00:24:30 PDT
System booted: 2009-05-24 06:39:44 PDT (17:44:46 ago)
error: the routing subsystem is not running
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Last configured: 2009-05-24 06:40:08 PDT (17:44:22 ago) by root
12:24AM  up 17:45, 0 users, load averages: 0.00, 0.00, 0.00

show system uptime (QFX Series)

user@switch> show system uptime
Current time: 2010-08-27 03:12:30 PDT
System booted: 2010-08-13 17:11:54 PDT (1w6d 10:00 ago)
Protocols started: 2010-08-13 17:13:56 PDT (1w6d 09:58 ago)
Last configured: 2010-08-26 05:54:00 PDT (21:18:30 ago) by regress
 3:12AM  up 13 days, 10:01, 3 users, load averages: 0.00, 0.00, 0.00
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show system users

Syntax show system users
<no-resolve>

Syntax (TXMatrix
Router)

show system users
<all-chassis | all-lcc | lcc number | scc>
<no-resolve>

Syntax(TXMatrixPlus
Router)

show system users
<detail>
<all-chassis | all-lcc | lcc number | sfc number> <no-resolve>

Syntax (MX Series
Router)

show system users
<all-members>
<local>
<membermember-id>
<no-resolve>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in JUNOSOS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description List information about the users who are currently logged in to the router or switch.

NOTE: The show system users command lists the information about

administrative users that are logged in to a router or switch using the CLI,
J-Web,oranSSHclient.Theoutputdoesnot list informationaboutwebusers
or automated users that are logged in from a remote client application using
Junos XML APIs, such as NETCONF.

Options none—List informationabout theuserswhoare currently logged in to the router or switch.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) Show users

currently logged in to all the routers in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, show users currently logged in to all T640 routers (or line-card chassis)

connected to the TXMatrix router. On a TXMatrix Plus router, show users currently

logged in to all connected T1600 or T4000 LCCs.

all-members—(MX Series routers only) (Optional) Display users currently logged in to

all members of the Virtual Chassis configuration.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, show users currently logged in to a specific T640 router that is
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connected to the TXMatrix router. On a TXMatrix Plus router, show users currently

logged in to a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display users currently logged in to the local

Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display users currently logged

in to the specified member of the Virtual Chassis configuration. Replacemember-id

with a value of 0 or 1.

no-resolve—(Optional) Do not attempt to resolve IP addresses to hostnames.

scc—(TXMatrix routers only) (Optional) Show users currently logged in to the TXMatrix

router (or switch-card chassis).

sfc number—(TXMatrix Plus routersonly) (Optional) Show users currently logged in to

the TXMatrix Plus router. Replace numberwith 0.

Additional Information By default, when you issue the show system users command on themaster Routing

Engine of a TXMatrix router or a TXMatrix Plus router, the command is broadcast to all

the master Routing Engines of the LCCs connected to it in the routing matrix. Likewise,

if you issue the same command on the backup Routing Engine of a TXMatrix or a TX

Matrix Plus router, the command is broadcast to all backup Routing Engines of the LCCs

that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system users on page 1032
show system users lcc no-resolve (TXMatrix, TXMatrix Plus Router) on page 1032
show system users (TXMatrix Plus Router) on page 1032
show system users (QFX Series) on page 1033
show system users no-resolve (QFX Series) on page 1033

Output Fields Table 92 on page 1032 describes the output fields for the show system users command.

Output fields are listed in the approximate order in which they appear.
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Table 92: show system users Output Fields

Field DescriptionField Name

Current time, in the local time zone, and how long the router or switch has been operational.time and up

Number of users logged in to the router or switch.users

Load averages for the last 1 minute, 5 minutes, and 15 minutes.load averages

Username.USER

Terminal through which the user is logged in.TTY

System fromwhich the user has logged in. A hyphen indicates that the user is logged in through the
console.

FROM

Time when the user logged in.LOGIN@

How long the user has been idle.IDLE

Processes that the user is running.WHAT

Sample Output

show system users

user@host> show system users
 7:30PM  up 4 days,  2:26, 2 users, load averages: 0.07, 0.02, 0.01
USER     TTY FROM              LOGIN@  IDLE WHAT
root     d0  -                Fri05PM 4days -csh (csh)
blue   p0 test.company.net 7:30PM     - cli

show system users lcc no-resolve (TXMatrix, TXMatrix Plus Router)

user@host> show system users lcc 2 no-resolve

lcc2-re0:
--------------------------------------------------------------------------
10:34AM PDT up 1 day,  7:11, 5 users, load averages: 0.03, 0.01, 0.00
USER     TTY      FROM                              LOGIN@  IDLE WHAT
root     d0       -                                3:21AM   7:12 /bin/csh      
user     p0       scc-re0                          10:15AM     - telnet hostA
user     p1       scc-re0                          10:16AM     - telnet hostA
user     p2       scc-re0                          10:19AM     - telnet hostA
user     p3       scc-re0                          10:24AM     - telnet hostA

show system users (TXMatrix Plus Router)

user@host> show system users
sfc0-re0:
--------------------------------------------------------------------------
 1:41AM  up 26 mins, 3 users, load averages: 0.08, 0.04, 0.03
USER     TTY      FROM                              LOGIN@  IDLE WHAT
user     p0       10.209.208.123                   1:18AM     21 cli           
user     p1       172.17.29.207                    1:37AM      2 cli           
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user     p2       172.17.28.19                     1:40AM      - cli           

lcc0-re0:
--------------------------------------------------------------------------
 1:41AM  up 26 mins, 0 users, load averages: 0.00, 0.00, 0.03

lcc1-re0:
--------------------------------------------------------------------------
 1:41AM  up 26 mins, 0 users, load averages: 0.00, 0.02, 0.03

lcc2-re0:
--------------------------------------------------------------------------
 1:41AM  up 26 mins, 0 users, load averages: 0.16, 0.06, 0.02

lcc3-re0:
--------------------------------------------------------------------------
 1:41AM  up 26 mins, 0 users, load averages: 0.12, 0.04, 0.04

user@host> show system users               
sfc0-re0:
--------------------------------------------------------------------------
 1:42AM  up 28 mins, 4 users, load averages: 0.02, 0.03, 0.02
USER     TTY      FROM                              LOGIN@  IDLE WHAT
user  p0       device.test.net              1:18AM     22 cli           
user  p1       device.test1.net             1:37AM      - cli           
user  p2       device.test2.net             1:40AM      - cli           
user  p3       device.test3.net             1:42AM     - -csh (csh)    

lcc0-re0:
--------------------------------------------------------------------------
 1:42AM  up 28 mins, 0 users, load averages: 0.02, 0.01, 0.03

lcc1-re0:
--------------------------------------------------------------------------
 1:42AM  up 28 mins, 0 users, load averages: 0.07, 0.04, 0.03

lcc2-re0:
--------------------------------------------------------------------------
 1:42AM  up 27 mins, 0 users, load averages: 0.07, 0.06, 0.02

lcc3-re0:
--------------------------------------------------------------------------
 1:42AM  up 28 mins, 0 users, load averages: 0.05, 0.04, 0.04

show system users (QFX Series)

user@switch> show system users
USER     TTY      FROM                              LOGIN@  IDLE WHAT
user0   p0       172.22.18.117                    2:54AM     39 -cli (cli)    
user1   p1       172.22.18.117                    3:01AM      - -cli (cli)    
user2   p2       172.22.17.197                    3:08AM     11 -cli (cli)  

show system users no-resolve (QFX Series)

user@switch> show system users no-resolve
USER     TTY      FROM                              LOGIN@  IDLE WHAT
user0   p0       172.22.18.117                    2:54AM     39 -cli (cli)    
user1   p1       172.22.18.117                    3:01AM      - -cli (cli)    
user2   p2       172.22.17.197                    3:08AM     11 -cli (cli)  
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show system virtual-memory

Syntax show system virtual-memory

Syntax (EX Series) show system virtual-memory
<all-members>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system virtual-memory
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system virtual-memory
<all-chassis | all-lcc | lcc number | sfc number>

Syntax (MX Series
Router)

show system virtual-memory
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show system virtual-memory
<infrastructure name>
<interconnect-device name>
<node-group name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the usage of Junos OS kernel memory listed first by size of allocation and then

by type of usage. Use the show system virtual-memory command for troubleshooting

with Juniper Networks Customer Support.

Options none—Display kernel dynamic memory usage information.

all-chassis—(TXMatrix routersandTXMatrixPlus routersonly) (Optional)Display kernel

dynamic memory usage information for all chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display kernel dynamic memory usage information for all T640 routers

connected to theTXMatrix router. OnaTXMatrix Plus router, display kernel dynamic

memory usage information for all connected T1600 or T4000 LCCs.

all-members—(EX4200 switches and MX Series routers only) (Optional) Display kernel

dynamic memory usage information for all members of the Virtual Chassis

configuration.

infrastructurename—(QFabric systemsonly) (Optional)Display kernel dynamicmemory

usage information for the fabric control Routing Engine and fabric manager Routing

Engine.
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interconnect-device name—(QFabric systems only) (Optional) Display kernel dynamic

memory usage information for the Interconnect device.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display kernel dynamicmemory usage information for a specific T640

router that is connected to the TXMatrix router. On a TXMatrix Plus router, display

kernel dynamicmemory usage information for a specific router that is connected to

the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches andMXSeries routers only) (Optional) Display kernel dynamic

memory usage information for the local Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

kernel dynamic memory usage information for the specified member of the Virtual

Chassis configuration. For EX4200 switches, replacemember-idwith a value from

0 through 9. For an MX Series Virtual Chassis, replacemember-idwith a value of 0

or 1.

node-group name—(QFabric systems only) (Optional) Display kernel dynamic memory

usage information for the Node group.

scc—(TXMatrix routers only) (Optional) Display kernel dynamic memory usage

information for the TXMatrix router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display kernel dynamic memory

usage information for the TXMatrix Plus router. Replace numberwith 0.

Additional Information By default, when you issue the show system virtual-memory command on themaster

RoutingEngineofaTXMatrix router or aTXMatrixPlus router, thecommand isbroadcast

to all the master Routing Engines of the LCCs connected to it in the routing matrix.

Likewise, if you issue the same command on the backup Routing Engine of a TXMatrix

or a TXMatrix Plus router, the command is broadcast to all backup Routing Engines of

the LCCs that are connected to it in the routing matrix.
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NOTE: Theshowsystemvirtual-memorycommandwiththe |displayXMLpipe

option now displays XML output for the command in the parent tags:
<vmstat-memstat-malloc>, <vmstat-memstat-zone>, <vmstat-sumstat>,

<vmstat-intr>, and <vmstat-kernel-state>with each child element as a

separate XML tag. In Junos OS Releases 10.1 and earlier, the | display XML

option for this command does not have an XML API element and the entire
output is displayed in a single <output> tag element.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system virtual-memory on page 1038
show system virtual-memory scc (TXMatrix Router) on page 1042
show system virtual-memory sfc (TXMatrix Plus Router) on page 1043
show system virtual-memory | display xml on page 1046
show system virtual-memory (QFX Series) on page 1069

Output Fields Table93onpage 1037 lists theoutput fields for theshowsystemvirtual-memorycommand.

Output fields are listed in the approximate order in which they appear.
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Table 93: show system virtual-memory Output Fields

Field DescriptionField Name

Memory statistics by bucket size

Memory block size (bytes). The kernel memory allocator appropriates blocks of memory whose size
is exactly a power of 2.

Size

Number of memory blocks of this size that are in use (bytes).In Use

Number of memory blocks of this size that are free (bytes).Free

Number of memory allocation requests made.Requests

Maximumvalue the free list canhave.Once the systemstarts reclaimingphysicalmemory, it continues
until the free list is increased to this value.

HighWater

Total number of times that the free elements for a bucket size exceed the high-water mark for that
bucket size.

Couldfree

Memory usage type by bucket size

Memory block size (bytes).Size

Kernel modules that are using thesememory blocks. For a definition of each type, refer to a FreeBSD
book.

Type(s)

Memory statistics by type

Kernel module that is using dynamic memory.Type

Number of memory blocks used by this type. The number is rounded up.InUse

Amount of memory in use, in kilobytes (KB).MemUse

Maximummemory ever used by this type.HighUse

Maximummemory that can be allocated to this type.Limit

Total number of dynamic memory allocation requests this type has made.Requests

Number of times requests were blocked for reaching the maximum limit.Type Limit

Number of times requests were blocked for the kernel map.Kern Limit

Memory block sizes this type is using.Size(s)

Memory Totals

Total kernel dynamic memory in use (bytes, rounded up).In Use

Total kernel dynamic memory free (bytes, rounded up).Free
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Table 93: show system virtual-memory Output Fields (continued)

Field DescriptionField Name

Total number of memory allocation requests.Requests

Kernel module that is using memory.ITEM

Memory block size (bytes).Size

Maximummemory that can be allocated to this type.LImit

Number of memory blocks used by this type. The number is rounded up.Used

Number of memory blocks available to this type.Free

Total number of memory allocation requests this type has made.Requests

Timer events and scheduling interruptions.interrupt

Total number of interruptions for each type.total

Interruption rate.rate

Total for all interruptions.Total

Sample Output

show system virtual-memory

user@host> show system virtual-memory
Memory statistics by bucket size
Size   In Use   Free   Requests  HighWater  Couldfree
  16      906    118     154876    1280          0
  32      455    313     209956     640          0
  64     4412    260      75380     320         20
 128     3200     32      19361     160         81
 256     1510     10       8844      80          4
 512      446      2       5085      40          0
  1K       18      2       5901      20          0
  2K     1128      2       4445      10       1368
  4K      185      1        456       5          0
  8K        5      1       2653       5          0
 16K      181      0        233       5          0
 32K        2      0       1848       5          0
 64K       20      0         22       5          0
128K        5      0          5       5          0
256K        2      0          2       5          0
512K        1      0          1       5          0

Memory usage type by bucket size
Size  Type(s)
  16  uc_devlist, nexusdev, iftable, temp, devbuf, atexit, COS, BPF,
          DEVFS mount, DEVFS node, vnodes, mount, pcb, soname, proc-args, kld,
          MD disk, rman, ATA generic, bus, sysctl, ippool, pfestat, ifstate,
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          pfe_ipc, mkey, rtable, ifmaddr, ipfw, rnode
  32  atkbddev, dirrem, mkdir, diradd, freefile, freefrag, indirdep,
          bmsafemap, newblk, temp, devbuf, COS, vnodes, cluster_save buffer,
          pcb, soname, proc-args, sigio, kld, Gzip trees, taskqueue, SWAP,
          eventhandler, bus, sysctl, uidinfo, subproc, pgrp, pfestat, itable32,
          ifstate, pfe_ipc, mkey, rtable, ifmaddr, ipfw, rnode, rtnexthop
  64  isadev, iftable, MFS node, allocindir, allocdirect, pagedep, temp,
          devbuf, lockf, COS, NULLFS hash, DEVFS name, vnodes,
          cluster_save buffer, vfscache, pcb, soname, proc-args, file,
          AR driver, AD driver, Gzip trees, rman, eventhandler, bus, sysctl,
          subproc, pfestat, pic, ifstate, pfe_ipc, mkey, ifaddr, rtable, ipfw
 128  ZONE, freeblks, inodedep, temp, devbuf, zombie, COS, DEVFS node,
          vnodes, mount, vfscache, pcb, soname, proc-args, ttys, dev_t,
          timecounter, kld, Gzip trees, ISOFS node, bus, uidinfo, cred,
          session, pic, itable16, ifstate, pfe_ipc, rtable, ifstat, metrics,
          rtnexthop, iffamily
 256  iflogical, iftable, MFS node, FFS node, newblk, temp, devbuf,
          NFS daemon, vnodes, proc-args, kqueue, file desc, Gzip trees, bus,
          subproc, itable16, ifstate, pfe_ipc, sysctl, rtnexthop
 512  UFS mount, temp, devbuf, mount, BIO buffer, ptys, ttys, AR driver,
          Gzip trees, ISOFS mount, msg, ioctlops, ATA generic, bus, proc,
          pfestat, lr, ifstate, pfe_ipc, rtable, ipfw, ifstat, rtnexthop
  1K  iftable, temp, devbuf, NQNFS Lease, kqueue, kld, AD driver,
          Gzip trees, sem, MD disk, bus, ifstate, pfe_ipc, ipfw
  2K  uc_devlist, UFS mount, temp, devbuf, BIO buffer, pcb, AR driver,
          Gzip trees, ioctlops, bus, ipfw, ifstat, rcache
  4K  memdesc, iftable, UFS mount, temp, devbuf, kld, Gzip trees, sem, msg
  8K  temp, devbuf, syncache, Gzip trees
 16K  indirdep, temp, devbuf, shm, msg
 32K  pagedep, kld, Gzip trees
 64K  VM pgdata, devbuf, MSDOSFS mount
128K  UFS ihash, inodedep, NFS hash, kld, ISOFS mount
256K  mbuf, vfscache
512K  SWAP

Memory statistics by type                          Type  Kern
        Type  InUse MemUse HighUse  Limit Requests Limit Limit Size(s)
       isadev    13     1K      1K127753K       13    0     0  64
     atkbddev     2     1K      1K127753K        2    0     0  32
   uc_devlist    24     3K      3K127753K       24    0     0  16,2K
     nexusdev     3     1K      1K127753K        3    0     0  16
      memdesc     1     4K      4K127753K        1    0     0  4K
         mbuf     1   152K    152K127753K        1    0     0  256K
    iflogical     6     2K      2K127753K        6    0     0  256
      iftable    17     9K      9K127753K       18    0     0  16,64,256,1K,4K
         ZONE    15     2K      2K127753K       15    0     0  128
    VM pgdata     1    64K     64K127753K        1    0     0  64K
    UFS mount    12    26K     26K127753K       12    0     0  512,2K,4K
    UFS ihash     1   128K    128K127753K        1    0     0  128K
     MFS node     6     2K      3K127753K       35    0     0  64,256
     FFS node   906   227K    227K127753K     1352    0     0  256
       dirrem     0     0K      4K127753K      500    0     0  32
        mkdir     0     0K      1K127753K       38    0     0  32
       diradd     0     0K      6K127753K      521    0     0  32
     freefile     0     0K      4K127753K      374    0     0  32
     freeblks     0     0K      8K127753K      219    0     0  128
     freefrag     0     0K      1K127753K      193    0     0  32
   allocindir     0     0K     25K127753K     1518    0     0  64
     indirdep     0     0K     17K127753K       76    0     0  32,16K
  allocdirect     0     0K     10K127753K      760    0     0  64
    bmsafemap     0     0K      1K127753K       72    0     0  32
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       newblk     1     1K      1K127753K     2279    0     0  32,256
     inodedep     1   128K    175K127753K     2367    0     0  128,128K
      pagedep     1    32K     33K127753K       47    0     0  64,32K
         temp  1239    92K     96K127753K     8364    0     0  16,32,64K
       devbuf  1413  5527K   5527K127753K     1535    0     0  16,32,64,128,256
        lockf    38     3K      3K127753K     2906    0     0  64
       atexit     1     1K      1K127753K        1    0     0  16
       zombie     0     0K      2K127753K     3850    0     0  128
     NFS hash     1   128K    128K127753K        1    0     0  128K
  NQNFS Lease     1     1K      1K127753K        1    0     0  1K
   NFS daemon     1     1K      1K127753K        1    0     0  256
     syncache     1     8K      8K127753K        1    0     0  8K
          COS   353    44K     44K127753K      353    0     0  16,32,64,128
          BPF   189     3K      3K127753K      189    0     0  16
MSDOSFS mount     1    64K     64K127753K        1    0     0  64K
  NULLFS hash     1     1K      1K127753K        1    0     0  64
  DEVFS mount     2     1K      1K127753K        2    0     0  16
   DEVFS name   487    31K     31K127753K      487    0     0  64
   DEVFS node   471    58K     58K127753K      479    0     0  16,128
       vnodes    28     7K      7K127753K      429    0     0  16,32,64,128,256
        mount    15     8K      8K127753K       18    0     0  16,128,512
cluster_save buffer     0     0K      1K127753K       55    0     0  32,64
     vfscache  1898   376K    376K127753K     3228    0     0  64,128,256K
   BIO buffer    49    98K    398K127753K      495    0     0  512,2K
          pcb   159    16K     17K127753K      399    0     0  16,32,64,128,2K
       soname    82    10K     10K127753K    42847    0     0  16,32,64,128
    proc-args    57     2K      3K127753K     2105    0     0  16,32,64,128,256
         ptys    32    16K     16K127753K       32    0     0  512
         ttys   254    33K     33K127753K      522    0     0  128,512
       kqueue     5     3K      4K127753K       23    0     0  256,1K
        sigio     1     1K      1K127753K       27    0     0  32
         file   383    24K     24K127753K    16060    0     0  64
    file desc    76    19K     20K127753K     3968    0     0  256
          shm     1    12K     12K127753K        1    0     0  16K
        dev_t   286    36K     36K127753K      286    0     0  128
  timecounter    10     2K      2K127753K       10    0     0  128
          kld    11   117K    122K127753K       34    0     0  16,32,128,1K,4K
    AR driver     1     1K      3K127753K        5    0     0  64,512,2K
    AD driver     2     2K      3K127753K     2755    0     0  64,1K
   Gzip trees     0     0K     46K127753K   133848    0     0  32,64,128,256
   ISOFS node  1136   142K    142K127753K     1189    0     0  128
  ISOFS mount     9   132K    132K127753K       10    0     0  512,128K
          sem     3     6K      6K127753K        3    0     0  1K,4K
      MD disk     2     2K      2K127753K        2    0     0  16,1K
          msg     4    25K     25K127753K        4    0     0  512,4K,16K
         rman    59     4K      4K127753K      461    0     0  16,64
     ioctlops     0     0K      2K127753K      992    0     0  512,2K
    taskqueue     2     1K      1K127753K        2    0     0  32
         SWAP     2   413K    413K127753K        2    0     0  32,512K
  ATA generic     6     3K      3K127753K        6    0     0  16,512
 eventhandler    17     1K      1K127753K       17    0     0  32,64
          bus   340    30K     31K127753K      794    0     0  16,32,64,128,256
       sysctl     0     0K      1K127753K   130262    0     0  16,32,64
      uidinfo     4     1K      1K127753K       10    0     0  32,128
         cred    22     3K      3K127753K     3450    0     0  128
      subproc   156    10K     10K127753K     7882    0     0  32,64,256
         proc     2     1K      1K127753K        2    0     0  512
      session    12     2K      2K127753K       34    0     0  128
         pgrp    16     1K      1K127753K       45    0     0  32
       ippool     1     1K      1K127753K        1    0     0  16
      pfestat     0     0K      1K127753K    47349    0     0  16,32,64,512
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          pic     5     1K      1K127753K        5    0     0  64,128
           lr     1     1K      1K127753K        1    0     0  512
     itable32   110     4K      4K127753K      110    0     0  32
     itable16   161    26K     26K127753K      161    0     0  128,256
      ifstate   694   159K    160K127753K     1735    0     0  16,32,64,128,1K
      pfe_ipc     0     0K      1K127753K    56218    0     0  16,32,64,128,1K
         mkey   250     4K      4K127753K      824    0     0  16,32,64
       ifaddr     9     1K      1K127753K        9    0     0  64
       sysctl     0     0K      1K127753K       30    0     0  256
       rtable    49     6K      6K127753K      307    0     0  16,32,64,128,512
      ifmaddr    22     1K      1K127753K       22    0     0  16,32
         ipfw    23    10K     10K127753K       48    0     0  16,32,64,512,2K
       ifstat   698   805K    805K127753K      698    0     0  128,512,2K
       rcache     4     8K      8K127753K        4    0     0  2K
        rnode    27     1K      1K127753K      285    0     0  16,32
      metrics     1     1K      1K127753K        3    0     0  128
    rtnexthop    57     9K      9K127753K      312    0     0  32,128,256,512
     iffamily    12     2K      2K127753K       12    0     0  128

Memory Totals:  In Use       Free    Requests
                 9311K        54K      489068

ITEM            SIZE     LIMIT    USED    FREE  REQUESTS
PIPE:            192,        0,      4,     81,     4422
SWAPMETA:        160,    95814,      0,      0,        0
unpcb:           160,        0,    114,     36,      279
ripcb:           192,    25330,      5,     37,        5
syncache:        128,    15359,      0,     64,        5
tcpcb:           576,    25330,     23,     12,       32
udpcb:           192,    25330,     14,     28,      255
socket:          256,    25330,    246,     26,      819
KNOTE:            96,        0,     27,     57,       71
NFSNODE:         352,        0,      0,      0,        0
NFSMOUNT:        544,        0,      0,      0,        0
VNODE:           224,        0,   2778,     43,     2778
NAMEI:          1024,        0,      0,      8,    40725
VMSPACE:         192,        0,     57,     71,     3906
PROC:            448,        0,     73,     17,     3923
DP fakepg:        64,        0,      0,      0,        0
PV ENTRY:         28,   499566,  44530, 152053,  1525141
MAP ENTRY:        48,        0,   1439,    134,   351075
KMAP ENTRY:       48,    35645,    179,    119,    10904
MAP:             108,        0,      7,      3,        7
VM OBJECT:        92,        0,   2575,    109,    66912

   792644 cpu context switches
  9863474 device interrupts
   286510 software interrupts
   390851 traps
  3596829 system calls
       16 kernel threads created
     3880  fork() calls
       27 vfork() calls
        0 rfork() calls
        0 swap pager pageins
        0 swap pager pages paged in
        0 swap pager pageouts
        0 swap pager pages paged out
      380 vnode pager pageins
      395 vnode pager pages paged in
      122 vnode pager pageouts
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     1476 vnode pager pages paged out
        0 page daemon wakeups
        0 pages examined by the page daemon
      101 pages reactivated
   161722 copy-on-write faults
        0 copy-on-write optimized faults
    84623 zero fill pages zeroed
    83063 zero fill pages prezeroed
        7 intransit blocking page faults
   535606 total VM faults taken
        0 pages affected by kernel thread creation
   238254 pages affected by  fork()
     2535 pages affected by vfork()
        0 pages affected by rfork()
   283379 pages freed
        0 pages freed by daemon
   190091 pages freed by exiting processes
    17458 pages active
    29166 pages inactive
        0 pages in VM cache
    10395 pages wired down
   134610 pages free
     4096 bytes per page
   183419 total name lookups
          cache hits (90% pos + 7% neg) system 0% per-directory
          deletions 0%, falsehits 0%, toolong 0%

interrupt                   total       rate
ata0 irq14                 113338          3
mux irq7                   727643         21
fxp1 irq10                1178671         34
sio0 irq4                     833          0
clk irq0                  3439769         99
rtc irq8                  4403221        127
Total                     9863475        286

Kernel direct memory map:
        4423  pages used
     4057340  pages maximum

Note: Kernel direct memorymap only displays for 64 bit platform.

show system virtual-memory scc (TXMatrix Router)

user@host> show system virtual-memory scc

Memory statistics by bucket size
Size   In Use   Free   Requests  HighWater  Couldfree
  16      898    126     749493    1280          0
  32     2018   1310     980643     640        632
  64     3490  13342     935420     320       5365
...

Memory usage type by bucket size
Size  Type(s)
  16  uc_devlist, COS, BPF, DEVFS mount, DEVFS node, vnodes, mount, pcb,
          soname, rman, bus, sysctl, ifstate, pfe_ipc, mkey, socket, rtable,
          ifmaddr, ipfw, rnode, iftable, temp, devbuf, atexit, proc-args, kld,
          MD disk
  32  atkbddev, Gzip trees, dirrem, mkdir, diradd, freefile, freefrag,
          indirdep, bmsafemap, newblk, tseg_qent, COS, vnodes,
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...

Memory statistics by type                          Type  Kern
        Type  InUse MemUse HighUse  Limit Requests Limit Limit Size(s)
       isadev    12     1K      1K166400K       12    0     0  64
     atkbddev     2     1K      1K166400K        2    0     0  32
   uc_devlist    24     3K      3K166400K       24    0     0  16,2K
....

Memory Totals:  In Use    Free    Requests
                 6091K   1554K     2897122

show system virtual-memory sfc (TXMatrix Plus Router)

user@host> show system virtual-memory sfc 0
sfc0-re0:
--------------------------------------------------------------------------
         Type InUse MemUse HighUse Requests  Size(s)
CAM dev queue     1     1K       -        1  64
      entropy  1024    64K       -     1024  64
       linker   487  6272K       -     1163  16,32,64,4096,32768,131072
          USB   127    10K       -      127  16,32,64,128,256,1024,2048
        lockf    46     3K       -    98418  64
       USBdev    10     2K       -       34  16,128,2048,16384
ifstateSLLNode     0     0K       -     1096 16
       devbuf 21243 15683K       -    21810  
16,32,64,128,256,512,1024,2048,4096,8192,16384,32768,65536,131072
         temp  1283   151K       -  2483472  
16,32,64,128,256,512,2048,4096,8192,16384,32768,65536,131072
       ip6ndp     0     0K       -        4  64
   in6ifmulti     1     1K       -        1  64
   in6grentry     1     1K       -        1  64
    iflogical    20     5K       -       29  2048
     iffamily    45     6K       -       69  32,1024,2048
    rtnexthop   266    46K       -   608013  32,256,512,1024,2048,4096
      metrics    31     4K       -       54  256
        rnode   212     4K       -   607848  16,32
       rcache     4     8K       -        4  65536
       iflist     0     0K       -        6  16,64
     ifdevice    11     8K       -       17  16,32768
       ifstat   424   472K       -      427  512,16384,65536
         ipfw    42    23K       -      145  
16,32,64,128,256,512,1024,16384,32768,65536,131072
      ifmaddr   415    11K       -      415  16,32
       rtable   329    28K       -   608066  16,32,64,128,1024,16384
       sysctl     0     0K       -   887976  16,32,64,4096,16384,32768
       ifaddr    64     5K       -       70  32,64,128
         mkey   331     6K       -    12528  16,128
      pfe_ipc     0     0K       -  7299115  
16,32,64,128,256,512,1024,2048,4096,8192,16384,32768,65536,131072
      ifstate 1245054 70088K       -  3040437 
16,32,64,128,256,512,1024,2048,4096,8192,16384,32768
    idxbucket     1     1K       -        1  16
     itable16  5069  1250K       -     5103  1024,4096
     itable32   157    10K       -      157  64
     itable64     2     1K       -        2  128
           lr     1     1K       -        4  16384
          pic    37     6K       -       37  64,16384
      pfestat     0     0K       -     6220  32,64,128,256,131072
       gencfg  1486   424K       -     2614  16,32,64,256,512,16384,32768,65536
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          jsr     2     1K       -       22  16
          idl     1     4K       -      165  
32,64,128,256,512,1024,2048,8192,16384,32768,65536,131072
       rtsmsg     0     0K       -       16  131072
       module   250    16K       -      250  64,128
     mtx_pool     1     8K       -        1  64,128
       DEVFS3   113    13K       -      114  256
       DEVFS1   106    24K       -      106  2048
         pgrp    15     1K       -     8600  64
      session    11     2K       -     2829  512
         proc     2     1K       -        2  16384
      subproc   296   572K       -    24689  2048,131072
         cred    38     5K       -   619244  256
       plimit    18     4K       -    21311  2048
      uidinfo     3     1K       -       10  32,512
    sysctloid  2701    82K       -     2701  16,32,64
    sysctltmp     0     0K       -    15572  16,32,64,1024
         umtx   171    11K       -      171  64
         SWAP     2   277K       -        2  64
          bus   779   125K       -     3072  16,32,64,128,32768
       bus-sc    67    62K       -     1477  
16,32,64,512,1024,2048,8192,16384,65536,131072
      devstat     8    17K       -        8  16,131072
 eventhandler    46     2K       -       47  32,128
         kobj    93   186K       -      111  65536
        DEVFS     8     1K       -        9  16,64
         rman   106     7K       -      490  16,32,64
         sbuf     0     0K       -    28234  16,32,32768,131072
...
lcc0-re0:                               
--------------------------------------------------------------------------
         Type InUse MemUse HighUse Requests  Size(s)
CAM dev queue     1     1K       -        1  64
      entropy  1024    64K       -     1024  64
       linker   487  6272K       -     1163  16,32,64,4096,32768,131072
          USB   127    10K       -      127  16,32,64,128,256,1024,2048
        lockf    23     2K       -   169585  64
       USBdev    10     2K       -       34  16,128,2048,16384
       devbuf  5128 10760K       -     5310  
16,32,64,128,256,512,1024,2048,4096,8192,16384,32768,65536,131072
         temp  1285   151K       -    10770  
16,32,64,128,256,512,2048,4096,8192,16384,32768,65536,131072
       ip6ndp     0     0K       -        4  64
    iflogical    20     5K       -       29  2048
     iffamily    45     6K       -       69  32,1024,2048
    rtnexthop   189    29K       -  1211988  32,256,512,1024,2048,4096
      metrics    11     2K       -       16  256
        rnode   135     3K       -   606391  16,32
       rcache     4     8K       -        4  65536
       iflist     0     0K       -        6  16,64
     ifdevice    11     8K       -       17  16,32768
       ifstat   412   471K       -      415  512,16384,65536
         ipfw    42    23K       -       91  
16,32,64,128,256,512,1024,16384,32768,65536,131072
      ifmaddr   415    11K       -      415  16,32
       rtable   225    20K       -   606584  16,32,64,128,1024,16384
       sysctl     0     0K       -  2302479  16,32,64
       ifaddr    53     4K       -       69  32,64,128
         mkey   133     3K       -     8974  16,128
      pfe_ipc     0     0K       - 19035108  
16,32,64,128,512,1024,2048,8192,16384,32768,65536,131072
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      ifstate 710270 42176K       -  9583703 
16,32,64,128,256,512,1024,2048,8192,16384,32768
    idxbucket     1     1K       -        1  16
     itable16  5045  1245K       -  1825178  1024,4096
     itable32   157    10K       -      157  64
     itable64     2     1K       -        2  128
           lr     1     1K       -        4  16384
          pic    37     6K       -       37  64,16384
      pfestat     0     0K       -     1682  32,64,128,256,131072
       gencfg  1486   424K       -     2812  16,32,64,256,512,16384,32768,65536
          jsr     0     0K       -       22  16
          idl     0     0K       -        4  32768,131072
       rtsmsg     0     0K       -        3  131072
       module   250    16K       -      250  64,128
     mtx_pool     1     8K       -        1  64,128
       DEVFS3   108    12K       -      109  256
       DEVFS1   101    23K       -      101  2048
         pgrp     5     1K       -      917  64
      session     5     1K       -      917  512
         proc     2     1K       -        2  16384
      subproc   217   441K       -     4867  2048,131072
         cred    21     3K       -    48719  256
       plimit     9     2K       -     5255  2048
      uidinfo     2     1K       -        2  32,512
    sysctloid  2786    85K       -     2786  16,32,64
    sysctltmp     0     0K       -     1833  16,32,64,1024
         umtx   126     8K       -      126  64
         SWAP     2   277K       -        2  64
          bus   780   125K       -     2734  16,32,64,128,32768
       bus-sc    69    69K       -     1194  
16,32,64,512,1024,2048,8192,16384,65536,131072
      devstat     8    17K       -        8  16,131072
 eventhandler    45     2K       -       46  32,128
         kobj    93   186K       -      111  65536
        DEVFS     8     1K       -        9  16,64
         rman    94     6K       -      477  16,32,64
         sbuf     0     0K       -      532  16,32,32768,131072
  NULLFS hash     1     1K       -        1  64
    taskqueue     5     1K       -        5  64
   turnstiles   127     8K       -      127  64
       Unitno     6     1K       -       44  16,64
     ioctlops     0     0K       -  1771718  16,32,64,128,8192,16384,65536,131072

          iov     0     0K       -    79425  16,64,128,256,512,1024,2048,131072
          msg     4    25K       -        4  32768,131072
          sem     4     7K       -        4  16384,32768,131072
          shm     2    13K       -        4  32768
         ttys    93    16K       -      195  512,32768
       soname    31     3K       -   389284  16,32,64,256
          pcb   101    16K       -     4374  
16,32,64,128,1024,2048,4096,16384,65536
   BIO buffer    40    80K       -      750  65536
     vfscache     1   512K       -        1  65536
cluster_save buffer     0     0K       -       55 32,64
     VFS hash     1   256K       -        1  32,64
       vnodes     1     1K       -        1  512
        mount   266    21K       -      481  16,32,64,128,256,4096,32768
  vnodemarker     0     0K       -     2497  16384
    pfs_nodes    25     3K       -       25  128
  pfs_vncache   144     5K       -      386  32
          STP     1     1K       -        1  64
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         GEOM   173    15K       -     1068  
16,32,64,128,256,512,2048,16384,32768,131072
     syncache     1     8K       -        1  
16,32,64,128,256,512,2048,16384,32768,131072
     tlv_stat     0     0K       -      223  
16,32,64,128,256,512,2048,16384,32768,131072
   NFS daemon     1     8K       -        1  
16,32,64,128,256,512,2048,16384,32768,131072
     p1003.1b     1     1K       -        1  16
      MD disk     9    18K       -        9  65536
  ata_generic     2     2K       -       25  16,16384,32768
  ISOFS mount     7     1K       -       13  512
   ISOFS node  1439   135K       -     1453  128
      CAM SIM     1     1K       -        1  64
      CAM XPT     6     1K       -        9  16,64,16384
   CAM periph     1     1K       -        1  128
    ad_driver     2     1K       -        2  256
      pagedep     1    64K       -      105  64
     inodedep     1   256K       -      552  256
       newblk     1     1K       -      327  64,4096
    bmsafemap     0     0K       -       19  64
  allocdirect     0     0K       -      326  128
     freefrag     0     0K       -       31  32
     freeblks     0     0K       -      103  2048
     freefile     0     0K       -      175  32
       diradd     0     0K       -      590  64
        mkdir     0     0K       -      166  32
       dirrem     0     0K       -      382  32
     savedino     0     0K       -      283  512
    UFS mount    15    36K       -       15  2048,65536,131072
      ata_dma     6     1K       -        6  256
      UMAHash     1     4K       -        5  4096,16384,32768,65536,131072
         cdev    26     3K       -       26  256
    file desc   111    25K       -     5199  16,1024,2048,16384
    VM pgdata     2    65K       -        2  64
        sigio     1     1K       -       27  32
         kenv    30     5K       -       33  16,32,64,131072
     atkbddev     2     1K       -        2  32
       kqueue     0     0K       -       88  1024,4096,32768
    proc-args    28     2K       -     3970  32,64,128,256,512,1024
       isadev    23     2K       -       23  64
       zombie     1     1K       -     4651  128
      ithread    92     7K       -       92  16,64,256
    legacydrv     3     1K       -        3  16
      memdesc     1     4K       -        1  131072
     nexusdev     2     1K       -        2  16
    CAM queue     3     1K       -        3  16
       KTRACE   100    10K       -      100  128
       kbdmux     5     9K       -        5  128,2048,65536,131072
ITEM            SIZE     LIMIT     USED    FREE  REQUESTS
UMA Kegs:        136,        0,      71,      1,       71
...

show system virtual-memory | display xml

user@host> show system virtual-memory | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.2R1/junos">
    <system-virtual-memory-information>
        <vmstat-memstat-malloc>
            <memstat-name>CAM dev queue</memstat-name>
            <inuse>1</inuse>
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            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>entropy</memstat-name>
            <inuse>1024</inuse>
            <memuse>64</memuse>
            <high-use>-</high-use>
            <memstat-req>1024</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>linker</memstat-name>
            <inuse>481</inuse>
            <memuse>1871</memuse>
            <high-use>-</high-use>
            <memstat-req>1145</memstat-req>
            <memstat-size>16,32,64,4096,32768,131072</memstat-size>
            <memstat-name>lockf</memstat-name>
            <inuse>56</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>5998</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>devbuf</memstat-name>
            <inuse>2094</inuse>
            <memuse>3877</memuse>
            <high-use>-</high-use>
            <memstat-req>2099</memstat-req>

<memstat-size>16,32,64,128,512,1024,4096,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>temp</memstat-name>
            <inuse>21</inuse>
            <memuse>66</memuse>
            <high-use>-</high-use>
            <memstat-req>3127</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,4096,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>ip6ndp</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>in6ifmulti</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>in6grentry</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>iflogical</memstat-name>
            <inuse>13</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>13</memstat-req>
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            <memstat-size>64,2048</memstat-size>
            <memstat-name>iffamily</memstat-name>
            <inuse>28</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>28</memstat-req>
            <memstat-size>32,1024,2048</memstat-size>
            <memstat-name>rtnexthop</memstat-name>
            <inuse>127</inuse>
            <memuse>18</memuse>
            <high-use>-</high-use>
            <memstat-req>129</memstat-req>
            <memstat-size>32,256,512,1024,2048,4096</memstat-size>
            <memstat-name>metrics</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>inifmulti</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>3</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>ingrentry</memstat-name>
            <inuse>6</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>rnode</memstat-name>
            <inuse>68</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>76</memstat-req>
            <memstat-size>16,32</memstat-size>
            <memstat-name>rcache</memstat-name>
            <inuse>4</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>ifdevice</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>ifstat</memstat-name>
            <inuse>40</inuse>
            <memuse>22</memuse>
            <high-use>-</high-use>
            <memstat-req>40</memstat-req>
            <memstat-size>512,16384,32768</memstat-size>
            <memstat-name>ipfw</memstat-name>
            <inuse>42</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>91</memstat-req>
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<memstat-size>16,32,64,128,256,512,1024,16384,32768,65536,131072</memstat-size>
            <memstat-name>ifmaddr</memstat-name>
            <inuse>103</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>103</memstat-req>
            <memstat-size>16,32</memstat-size>
            <memstat-name>rtable</memstat-name>
            <inuse>129</inuse>
            <memuse>14</memuse>
            <high-use>-</high-use>
            <memstat-req>139</memstat-req>
            <memstat-size>16,32,64,128,1024,16384</memstat-size>
            <memstat-name>sysctl</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>14847</memstat-req>
            <memstat-size>16,32,64,4096,16384,32768</memstat-size>
            <memstat-name>ifaddr</memstat-name>
            <inuse>29</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>29</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>mkey</memstat-name>
            <inuse>345</inuse>
            <memuse>6</memuse>
            <high-use>-</high-use>
            <memstat-req>2527</memstat-req>
            <memstat-size>16,128</memstat-size>
            <memstat-name>pfe_ipc</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1422</memstat-req>

<memstat-size>16,32,64,128,512,1024,2048,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>ifstate</memstat-name>
            <inuse>594</inuse>
            <memuse>51</memuse>
            <high-use>-</high-use>
            <memstat-req>655</memstat-req>

<memstat-size>16,32,64,128,256,1024,2048,4096,16384,32768</memstat-size>
            <memstat-name>itable16</memstat-name>
            <inuse>276</inuse>
            <memuse>52</memuse>
            <high-use>-</high-use>
            <memstat-req>294</memstat-req>
            <memstat-size>1024,4096</memstat-size>
            <memstat-name>itable32</memstat-name>
            <inuse>160</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>160</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>itable64</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>

1049Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>lr</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>pic</memstat-name>
            <inuse>5</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>64,512</memstat-size>
            <memstat-name>pfestat</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>162</memstat-req>
            <memstat-size>16,32,128,256,16384</memstat-size>
            <memstat-name>gencfg</memstat-name>
            <inuse>224</inuse>
            <memuse>56</memuse>
            <high-use>-</high-use>
            <memstat-req>540</memstat-req>
            <memstat-size>16,32,64,256,512,32768,65536</memstat-size>
            <memstat-name>jsr</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>idl</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>13</memstat-req>
            <memstat-size>16,32,64,128,256,4096,16384,32768,131072</memstat-size>

            <memstat-name>rtsmsg</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>131072</memstat-size>
            <memstat-name>module</memstat-name>
            <inuse>249</inuse>
            <memuse>16</memuse>
            <high-use>-</high-use>
            <memstat-req>249</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>mtx_pool</memstat-name>
            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>DEVFS3</memstat-name>
            <inuse>109</inuse>
            <memuse>12</memuse>
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            <high-use>-</high-use>
            <memstat-req>117</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>DEVFS1</memstat-name>
            <inuse>102</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>109</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>pgrp</memstat-name>
            <inuse>12</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>21</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>session</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>proc</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>subproc</memstat-name>
            <inuse>244</inuse>
            <memuse>496</memuse>
            <high-use>-</high-use>
            <memstat-req>1522</memstat-req>
            <memstat-size>2048,131072</memstat-size>
            <memstat-name>cred</memstat-name>
            <inuse>30</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>11409</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>plimit</memstat-name>
            <inuse>17</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>133</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>uidinfo</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>32,512</memstat-size>
            <memstat-name>sysctloid</memstat-name>
            <inuse>1117</inuse>
            <memuse>34</memuse>
            <high-use>-</high-use>
            <memstat-req>1117</memstat-req>
            <memstat-size>16,32,64</memstat-size>
            <memstat-name>sysctltmp</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>

1051Copyright © 2014, Juniper Networks, Inc.

Chapter 6: Administration



            <memstat-req>743</memstat-req>
            <memstat-size>16,32,64,1024</memstat-size>
            <memstat-name>umtx</memstat-name>
            <inuse>144</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>144</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>SWAP</memstat-name>
            <inuse>2</inuse>
            <memuse>209</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>bus</memstat-name>
            <inuse>496</inuse>
            <memuse>55</memuse>
            <high-use>-</high-use>
            <memstat-req>1196</memstat-req>
            <memstat-size>16,32,64,128,32768</memstat-size>
            <memstat-name>bus-sc</memstat-name>
            <inuse>23</inuse>
            <memuse>33</memuse>
            <high-use>-</high-use>
            <memstat-req>335</memstat-req>

<memstat-size>16,32,64,512,1024,2048,8192,16384,65536,131072</memstat-size>
            <memstat-name>devstat</memstat-name>
            <inuse>10</inuse>
            <memuse>21</memuse>
            <high-use>-</high-use>
            <memstat-req>10</memstat-req>
            <memstat-size>16,131072</memstat-size>
            <memstat-name>eventhandler</memstat-name>
            <inuse>35</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>36</memstat-req>
            <memstat-size>32,128</memstat-size>
            <memstat-name>kobj</memstat-name>
            <inuse>93</inuse>
            <memuse>186</memuse>
            <high-use>-</high-use>
            <memstat-req>111</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>DEVFS</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>9</memstat-req>
            <memstat-size>16,64</memstat-size>
            <memstat-name>rman</memstat-name>
            <inuse>71</inuse>
            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>433</memstat-req>
            <memstat-size>16,32,64</memstat-size>
            <memstat-name>sbuf</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>

Copyright © 2014, Juniper Networks, Inc.1052

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



            <memstat-req>522</memstat-req>
            <memstat-size>16,32,32768,131072</memstat-size>
            <memstat-name>NULLFS hash</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>taskqueue</memstat-name>
            <inuse>5</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>turnstiles</memstat-name>
            <inuse>145</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>145</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>Unitno</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>44</memstat-req>
            <memstat-size>16,64</memstat-size>
            <memstat-name>ioctlops</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>27622</memstat-req>
            <memstat-size>16,64,8192,16384,131072</memstat-size>
            <memstat-name>iov</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>18578</memstat-req>
            <memstat-size>16,64,128,256,512,1024,2048,131072</memstat-size>
            <memstat-name>msg</memstat-name>
            <inuse>4</inuse>
            <memuse>25</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>32768,131072</memstat-size>
            <memstat-name>sem</memstat-name>
            <inuse>4</inuse>
            <memuse>7</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16384,32768,131072</memstat-size>
            <memstat-name>shm</memstat-name>
            <inuse>9</inuse>
            <memuse>20</memuse>
            <high-use>-</high-use>
            <memstat-req>14</memstat-req>
            <memstat-size>32768</memstat-size>
            <memstat-name>ttys</memstat-name>
            <inuse>321</inuse>
            <memuse>61</memuse>
            <high-use>-</high-use>
            <memstat-req>528</memstat-req>
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            <memstat-size>512,32768</memstat-size>
            <memstat-name>ptys</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>mbuf_tag</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>23383</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>soname</memstat-name>
            <inuse>115</inuse>
            <memuse>12</memuse>
            <high-use>-</high-use>
            <memstat-req>24712</memstat-req>
            <memstat-size>16,32,64,256</memstat-size>
            <memstat-name>pcb</memstat-name>
            <inuse>216</inuse>
            <memuse>33</memuse>
            <high-use>-</high-use>
            <memstat-req>484</memstat-req>

<memstat-size>16,32,64,128,1024,2048,4096,16384,32768,65536</memstat-size>
            <memstat-name>BIO buffer</memstat-name>
            <inuse>43</inuse>
            <memuse>86</memuse>
            <high-use>-</high-use>
            <memstat-req>405</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>vfscache</memstat-name>
            <inuse>1</inuse>
            <memuse>256</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>cluster_save buffer</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>32,64</memstat-size>
            <memstat-name>VFS hash</memstat-name>
            <inuse>1</inuse>
            <memuse>128</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>32,64</memstat-size>
            <memstat-name>vnodes</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>mount</memstat-name>
            <inuse>290</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>535</memstat-req>
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            <memstat-size>16,32,64,128,256,4096,32768</memstat-size>
            <memstat-name>vnodemarker</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>498</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>pfs_nodes</memstat-name>
            <inuse>25</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>25</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>pfs_vncache</memstat-name>
            <inuse>27</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>53</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>STP</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>GEOM</memstat-name>
            <inuse>146</inuse>
            <memuse>11</memuse>
            <high-use>-</high-use>
            <memstat-req>1042</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>syncache</memstat-name>
            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>tlv_stat</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>8</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>NFS daemon</memstat-name>
            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>p1003.1b</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>MD disk</memstat-name>
            <inuse>10</inuse>
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            <memuse>20</memuse>
            <high-use>-</high-use>
            <memstat-req>10</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>ata_generic</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>16,16384,32768</memstat-size>
            <memstat-name>ISOFS mount</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>ISOFS node</memstat-name>
            <inuse>1440</inuse>
            <memuse>135</memuse>
            <high-use>-</high-use>
            <memstat-req>1457</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>CAM SIM</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>CAM XPT</memstat-name>
            <inuse>6</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>9</memstat-req>
            <memstat-size>16,64,16384</memstat-size>
            <memstat-name>CAM periph</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>ad_driver</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>pagedep</memstat-name>
            <inuse>1</inuse>
            <memuse>32</memuse>
            <high-use>-</high-use>
            <memstat-req>106</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>inodedep</memstat-name>
            <inuse>1</inuse>
            <memuse>128</memuse>
            <high-use>-</high-use>
            <memstat-req>464</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>newblk</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
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            <high-use>-</high-use>
            <memstat-req>336</memstat-req>
            <memstat-size>64,4096</memstat-size>
            <memstat-name>bmsafemap</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>63</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>allocdirect</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>320</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>indirdep</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>17</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>allocindir</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>freefrag</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>12</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>freeblks</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>40</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>freefile</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>101</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>diradd</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>465</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>mkdir</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>136</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>dirrem</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
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            <memstat-req>168</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>newdirblk</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>savedino</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>157</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>UFS mount</memstat-name>
            <inuse>15</inuse>
            <memuse>36</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>2048,65536,131072</memstat-size>
            <memstat-name>ata_dma</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>UMAHash</memstat-name>
            <inuse>1</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>4096,16384,32768,65536</memstat-size>
            <memstat-name>cdev</memstat-name>
            <inuse>22</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>22</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>file desc</memstat-name>
            <inuse>141</inuse>
            <memuse>32</memuse>
            <high-use>-</high-use>
            <memstat-req>1583</memstat-req>
            <memstat-size>16,1024,2048,16384</memstat-size>
            <memstat-name>VM pgdata</memstat-name>
            <inuse>2</inuse>
            <memuse>65</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>sigio</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>20</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>kenv</memstat-name>
            <inuse>24</inuse>
            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>27</memstat-req>
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            <memstat-size>16,32,64,131072</memstat-size>
            <memstat-name>atkbddev</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>kqueue</memstat-name>
            <inuse>15</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>19</memstat-req>
            <memstat-size>1024,4096,32768</memstat-size>
            <memstat-name>proc-args</memstat-name>
            <inuse>57</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>1001</memstat-req>
            <memstat-size>16,32,64,128,256,512,1024</memstat-size>
            <memstat-name>isadev</memstat-name>
            <inuse>21</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>21</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>zombie</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1278</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>ithread</memstat-name>
            <inuse>69</inuse>
            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>69</memstat-req>
            <memstat-size>16,64,256</memstat-size>
            <memstat-name>legacydrv</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>memdesc</memstat-name>
            <inuse>1</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>131072</memstat-size>
            <memstat-name>nexusdev</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>CAM queue</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>3</memstat-req>
            <memstat-size>16</memstat-size>
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            <memstat-name>$PIR</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>KTRACE</memstat-name>
            <inuse>100</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>100</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>kbdmux</memstat-name>
            <inuse>5</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>128,2048,65536,131072</memstat-size>
        </vmstat-memstat-malloc>
        <vmstat-memstat-zone>
            <zone-name>UMA Kegs:</zone-name>
            <zone-size>136</zone-size>
            <count-limit>0</count-limit>
            <used>71</used>
            <free>1</free>
            <zone-req>71</zone-req>
            <zone-name>UMA Zones:</zone-name>
            <zone-size>120</zone-size>
            <count-limit>0</count-limit>
            <used>71</used>
            <free>19</free>
            <zone-req>71</zone-req>
            <zone-name>UMA Slabs:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>490</used>
            <free>41</free>
            <zone-req>579</zone-req>
            <zone-name>UMA RCntSlabs:</zone-name>
            <zone-size>104</zone-size>
            <count-limit>0</count-limit>
            <used>276</used>
            <free>20</free>
            <zone-req>276</zone-req>
            <zone-name>UMA Hash:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>4</used>
            <free>26</free>
            <zone-req>5</zone-req>
            <zone-name>16 Bucket:</zone-name>
            <zone-size>76</zone-size>
            <count-limit>0</count-limit>
            <used>30</used>
            <free>20</free>
            <zone-req>30</zone-req>
            <zone-name>32 Bucket:</zone-name>
            <zone-size>140</zone-size>
            <count-limit>0</count-limit>
            <used>33</used>
            <free>23</free>
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            <zone-req>33</zone-req>
            <zone-name>64 Bucket:</zone-name>
            <zone-size>268</zone-size>
            <count-limit>0</count-limit>
            <used>33</used>
            <free>9</free>
            <zone-req>33</zone-req>
            <zone-name>128 Bucket:</zone-name>
            <zone-size>524</zone-size>
            <count-limit>0</count-limit>
            <used>49</used>
            <free>0</free>
            <zone-req>49</zone-req>
            <zone-name>VM OBJECT:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>2111</used>
            <free>79</free>
            <zone-req>25214</zone-req>
            <zone-name>MAP:</zone-name>
            <zone-size>160</zone-size>
            <count-limit>0</count-limit>
            <used>7</used>
            <free>41</free>
            <zone-req>7</zone-req>
            <zone-name>KMAP ENTRY:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>35336</count-limit>
            <used>19</used>
            <free>149</free>
            <zone-req>2397</zone-req>
            <zone-name>MAP ENTRY:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>0</count-limit>
            <used>2031</used>
            <free>153</free>
            <zone-req>62417</zone-req>
            <zone-name>PV ENTRY:</zone-name>
            <zone-size>24</zone-size>
            <count-limit>509095</count-limit>
            <used>57177</used>
            <free>6333</free>
            <zone-req>1033683</zone-req>
            <zone-name>DP fakepg:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mt_zone:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>238</used>
            <free>57</free>
            <zone-req>238</zone-req>
            <zone-name>16:</zone-name>
            <zone-size>16</zone-size>
            <count-limit>0</count-limit>
            <used>2114</used>
            <free>119</free>
            <zone-req>80515</zone-req>
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            <zone-name>32:</zone-name>
            <zone-size>32</zone-size>
            <count-limit>0</count-limit>
            <used>1335</used>
            <free>134</free>
            <zone-req>10259</zone-req>
            <zone-name>64:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>3529</used>
            <free>129</free>
            <zone-req>29110</zone-req>
            <zone-name>96:</zone-name>
            <zone-size>96</zone-size>
            <count-limit>0</count-limit>
            <used>2062</used>
            <free>58</free>
            <zone-req>4365</zone-req>
            <zone-name>112:</zone-name>
            <zone-size>112</zone-size>
            <count-limit>0</count-limit>
            <used>361</used>
            <free>164</free>
            <zone-req>24613</zone-req>
            <zone-name>128:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>359</used>
            <free>61</free>
            <zone-req>942</zone-req>
            <zone-name>160:</zone-name>
            <zone-size>160</zone-size>
            <count-limit>0</count-limit>
            <used>364</used>
            <free>44</free>
            <zone-req>577</zone-req>
            <zone-name>224:</zone-name>
            <zone-size>224</zone-size>
            <count-limit>0</count-limit>
            <used>422</used>
            <free>20</free>
            <zone-req>1950</zone-req>
            <zone-name>256:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>0</count-limit>
            <used>204</used>
            <free>36</free>
            <zone-req>1225</zone-req>
            <zone-name>288:</zone-name>
            <zone-size>288</zone-size>
            <count-limit>0</count-limit>
            <used>2</used>
            <free>24</free>
            <zone-req>10</zone-req>
            <zone-name>512:</zone-name>
            <zone-size>512</zone-size>
            <count-limit>0</count-limit>
            <used>49</used>
            <free>7</free>
            <zone-req>911</zone-req>
            <zone-name>1024:</zone-name>
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            <zone-size>1024</zone-size>
            <count-limit>0</count-limit>
            <used>213</used>
            <free>11</free>
            <zone-req>1076</zone-req>
            <zone-name>2048:</zone-name>
            <zone-size>2048</zone-size>
            <count-limit>0</count-limit>
            <used>199</used>
            <free>113</free>
            <zone-req>640</zone-req>
            <zone-name>4096:</zone-name>
            <zone-size>4096</zone-size>
            <count-limit>0</count-limit>
            <used>144</used>
            <free>7</free>
            <zone-req>2249</zone-req>
            <zone-name>Files:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>665</used>
            <free>77</free>
            <zone-req>16457</zone-req>
            <zone-name>MAC labels:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>0</count-limit>
            <used>3998</used>
            <free>227</free>
            <zone-req>21947</zone-req>
            <zone-name>PROC:</zone-name>
            <zone-size>544</zone-size>
            <count-limit>0</count-limit>
            <used>116</used>
            <free>10</free>
            <zone-req>1394</zone-req>
            <zone-name>THREAD:</zone-name>
            <zone-size>416</zone-size>
            <count-limit>0</count-limit>
            <used>127</used>
            <free>17</free>
            <zone-req>131</zone-req>
            <zone-name>KSEGRP:</zone-name>
            <zone-size>88</zone-size>
            <count-limit>0</count-limit>
            <used>127</used>
            <free>73</free>
            <zone-req>131</zone-req>
            <zone-name>UPCALL:</zone-name>
            <zone-size>44</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>SLEEPQUEUE:</zone-name>
            <zone-size>32</zone-size>
            <count-limit>0</count-limit>
            <used>145</used>
            <free>194</free>
            <zone-req>145</zone-req>
            <zone-name>VMSPACE:</zone-name>
            <zone-size>268</zone-size>
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            <count-limit>0</count-limit>
            <used>57</used>
            <free>13</free>
            <zone-req>1335</zone-req>
            <zone-name>mbuf_packet:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>180000</count-limit>
            <used>256</used>
            <free>128</free>
            <zone-req>49791</zone-req>
            <zone-name>mbuf:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>180000</count-limit>
            <used>50</used>
            <free>466</free>
            <zone-req>105183</zone-req>
            <zone-name>mbuf_cluster:</zone-name>
            <zone-size>2048</zone-size>
            <count-limit>25190</count-limit>
            <used>387</used>
            <free>165</free>
            <zone-req>5976</zone-req>
            <zone-name>mbuf_jumbo_pagesize:</zone-name>
            <zone-size>4096</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mbuf_jumbo_9k:</zone-name>
            <zone-size>9216</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mbuf_jumbo_16k:</zone-name>
            <zone-size>16384</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>ACL UMA zone:</zone-name>
            <zone-size>388</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>g_bio:</zone-name>
            <zone-size>132</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>174</free>
            <zone-req>69750</zone-req>
            <zone-name>ata_request:</zone-name>
            <zone-size>200</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>57</free>
            <zone-req>5030</zone-req>
            <zone-name>ata_composite:</zone-name>
            <zone-size>192</zone-size>
            <count-limit>0</count-limit>
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            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>GENCFG:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>1000004</count-limit>
            <used>57</used>
            <free>102</free>
            <zone-req>57</zone-req>
            <zone-name>VNODE:</zone-name>
            <zone-size>292</zone-size>
            <count-limit>0</count-limit>
            <used>2718</used>
            <free>25</free>
            <zone-req>2922</zone-req>
            <zone-name>VNODEPOLL:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>S VFS Cache:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>0</count-limit>
            <used>2500</used>
            <free>76</free>
            <zone-req>3824</zone-req>
            <zone-name>L VFS Cache:</zone-name>
            <zone-size>291</zone-size>
            <count-limit>0</count-limit>
            <used>51</used>
            <free>14</free>
            <zone-req>63</zone-req>
            <zone-name>NAMEI:</zone-name>
            <zone-size>1024</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>8</free>
            <zone-req>53330</zone-req>
            <zone-name>NFSMOUNT:</zone-name>
            <zone-size>480</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>NFSNODE:</zone-name>
            <zone-size>460</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>PIPE:</zone-name>
            <zone-size>404</zone-size>
            <count-limit>0</count-limit>
            <used>27</used>
            <free>9</free>
            <zone-req>717</zone-req>
            <zone-name>KNOTE:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>42</used>
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            <free>64</free>
            <zone-req>3311</zone-req>
            <zone-name>socket:</zone-name>
            <zone-size>412</zone-size>
            <count-limit>25191</count-limit>
            <used>343</used>
            <free>8</free>
            <zone-req>2524</zone-req>
            <zone-name>unpcb:</zone-name>
            <zone-size>140</zone-size>
            <count-limit>25200</count-limit>
            <used>170</used>
            <free>26</free>
            <zone-req>2157</zone-req>
            <zone-name>ipq:</zone-name>
            <zone-size>52</zone-size>
            <count-limit>216</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>udpcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>19</used>
            <free>32</free>
            <zone-req>31</zone-req>
            <zone-name>inpcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>40</used>
            <free>28</free>
            <zone-req>105</zone-req>
            <zone-name>tcpcb:</zone-name>
            <zone-size>520</zone-size>
            <count-limit>25193</count-limit>
            <used>40</used>
            <free>16</free>
            <zone-req>105</zone-req>
            <zone-name>tcptw:</zone-name>
            <zone-size>56</zone-size>
            <count-limit>5092</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>syncache:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>15360</count-limit>
            <used>0</used>
            <free>60</free>
            <zone-req>55</zone-req>
            <zone-name>tcpreass:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>1690</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>sackhole:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
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            <zone-req>0</zone-req>
            <zone-name>ripcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>5</used>
            <free>29</free>
            <zone-req>5</zone-req>
            <zone-name>SWAPMETA:</zone-name>
            <zone-size>276</zone-size>
            <count-limit>94948</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>FFS inode:</zone-name>
            <zone-size>132</zone-size>
            <count-limit>0</count-limit>
            <used>1146</used>
            <free>72</free>
            <zone-req>1306</zone-req>
            <zone-name>FFS1 dinode:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>1146</used>
            <free>24</free>
            <zone-req>1306</zone-req>
            <zone-name>FFS2 dinode:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
        </vmstat-memstat-zone>
        <vmstat-sumstat>
            <cpu-context-switch>934906</cpu-context-switch>
            <dev-intr>1707986</dev-intr>
            <soft-intr>33819</soft-intr>
            <traps>203604</traps>
            <sys-calls>1200636</sys-calls>
            <kernel-thrds>60</kernel-thrds>
            <fork-calls>1313</fork-calls>
            <vfork-calls>21</vfork-calls>
            <rfork-calls>0</rfork-calls>
            <swap-pageins>0</swap-pageins>
            <swap-pagedin>0</swap-pagedin>
            <swap-pageouts>0</swap-pageouts>
            <swap-pagedout>0</swap-pagedout>
            <vnode-pageins>23094</vnode-pageins>
            <vnode-pagedin>23119</vnode-pagedin>
            <vnode-pageouts>226</vnode-pageouts>
            <vnode-pagedout>3143</vnode-pagedout>
            <page-daemon-wakeup>0</page-daemon-wakeup>
            <page-daemon-examined-pages>0</page-daemon-examined-pages>
            <pages-reactivated>8821</pages-reactivated>
            <copy-on-write-faults>48364</copy-on-write-faults>
            <copy-on-write-optimized-faults>31</copy-on-write-optimized-faults>
            <zero-fill-pages-zeroed>74665</zero-fill-pages-zeroed>
            <zero-fill-pages-prezeroed>70061</zero-fill-pages-prezeroed>
            <transit-blocking-page-faults>85</transit-blocking-page-faults>
            <total-vm-faults>191824</total-vm-faults>

<pages-affected-by-kernel-thrd-creat>0</pages-affected-by-kernel-thrd-creat>
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            <pages-affected-by-fork>95343</pages-affected-by-fork>
            <pages-affected-by-vfork>3526</pages-affected-by-vfork>
            <pages-affected-by-rfork>0</pages-affected-by-rfork>
            <pages-freed>221502</pages-freed>
            <pages-freed-by-deamon>0</pages-freed-by-deamon>
            <pages-freed-by-exiting-proc>75630</pages-freed-by-exiting-proc>
            <pages-active>45826</pages-active>
            <pages-inactive>13227</pages-inactive>
            <pages-in-vm-cache>49278</pages-in-vm-cache>
            <pages-wired-down>10640</pages-wired-down>
            <pages-free>70706</pages-free>
            <bytes-per-page>4096</bytes-per-page>
            <swap-pages-used>0</swap-pages-used>
            <peak-swap-pages-used>0</peak-swap-pages-used>
            <total-name-lookups>214496</total-name-lookups>
            <positive-cache-hits>92</positive-cache-hits>
            <negative-cache-hits>5</negative-cache-hits>
            <pass2>0</pass2>
            <cache-deletions>0</cache-deletions>
            <cache-falsehits>0</cache-falsehits>
            <toolong>0</toolong>
        </vmstat-sumstat>
        <vmstat-intr>
            <intr-name>irq0: clk          </intr-name>
            <intr-cnt>1243455</intr-cnt>
            <intr-rate>999</intr-rate>
            <intr-name>irq4: sio0         </intr-name>
            <intr-cnt>1140</intr-cnt>
            <intr-rate>0</intr-rate>
            <intr-name>irq8: rtc          </intr-name>
            <intr-cnt>159164</intr-cnt>
            <intr-rate>127</intr-rate>
            <intr-name>irq9: cbb1 fxp0    </intr-name>
            <intr-cnt>28490</intr-cnt>
            <intr-rate>22</intr-rate>
            <intr-name>irq10: fxp1        </intr-name>
            <intr-cnt>20593</intr-cnt>
            <intr-rate>16</intr-rate>
            <intr-name>irq14: ata0        </intr-name>
            <intr-cnt>5031</intr-cnt>
            <intr-rate>4</intr-rate>
            <intr-name>Total</intr-name>
            <intr-cnt>1457873</intr-cnt>
            <intr-rate>1171</intr-rate>
        </vmstat-intr>
        <vm-kernel-state>
            <vm-kmem-map-free>248524800</vm-kmem-map-free>
        </vm-kernel-state>
        <kernel-direct-mm-size-information>
            <vm-directmm-size-used>4644</vm-directmm-size-used>
            <vm-directmm-size-max>4057334</vm-directmm-size-max>
        </kernel-direct-mm-size-information>
    </system-virtual-memory-information>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

Note: <kernel-direct-mm-size-information> only displays for 64 bit platform.

Copyright © 2014, Juniper Networks, Inc.1068

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show system virtual-memory (QFX Series)

user@switch> show system virtual-memory | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/11.1R1/junos">
    <system-virtual-memory-information>
        <vmstat-memstat-malloc>
            <memstat-name>CAM dev queue</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>entropy</memstat-name>
            <inuse>1024</inuse>
            <memuse>64</memuse>
            <high-use>-</high-use>
            <memstat-req>1024</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>linker</memstat-name>
            <inuse>481</inuse>
            <memuse>1871</memuse>
            <high-use>-</high-use>
            <memstat-req>1145</memstat-req>
            <memstat-size>16,32,64,4096,32768,131072</memstat-size>
            <memstat-name>lockf</memstat-name>
            <inuse>56</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>5998</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>devbuf</memstat-name>
            <inuse>2094</inuse>
            <memuse>3877</memuse>
            <high-use>-</high-use>
            <memstat-req>2099</memstat-req>

<memstat-size>16,32,64,128,512,1024,4096,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>temp</memstat-name>
            <inuse>21</inuse>
            <memuse>66</memuse>
            <high-use>-</high-use>
            <memstat-req>3127</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,4096,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>ip6ndp</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>in6ifmulti</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>in6grentry</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
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            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>iflogical</memstat-name>
            <inuse>13</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>13</memstat-req>
            <memstat-size>64,2048</memstat-size>
            <memstat-name>iffamily</memstat-name>
            <inuse>28</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>28</memstat-req>
            <memstat-size>32,1024,2048</memstat-size>
            <memstat-name>rtnexthop</memstat-name>
            <inuse>127</inuse>
            <memuse>18</memuse>
            <high-use>-</high-use>
            <memstat-req>129</memstat-req>
            <memstat-size>32,256,512,1024,2048,4096</memstat-size>
            <memstat-name>metrics</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>inifmulti</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>3</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>ingrentry</memstat-name>
            <inuse>6</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>rnode</memstat-name>
            <inuse>68</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>76</memstat-req>
            <memstat-size>16,32</memstat-size>
            <memstat-name>rcache</memstat-name>
            <inuse>4</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>ifdevice</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>ifstat</memstat-name>
            <inuse>40</inuse>
            <memuse>22</memuse>
            <high-use>-</high-use>
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            <memstat-req>40</memstat-req>
            <memstat-size>512,16384,32768</memstat-size>
            <memstat-name>ipfw</memstat-name>
            <inuse>42</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>91</memstat-req>

<memstat-size>16,32,64,128,256,512,1024,16384,32768,65536,131072</memstat-size>
            <memstat-name>ifmaddr</memstat-name>
            <inuse>103</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>103</memstat-req>
            <memstat-size>16,32</memstat-size>
            <memstat-name>rtable</memstat-name>
            <inuse>129</inuse>
            <memuse>14</memuse>
            <high-use>-</high-use>
            <memstat-req>139</memstat-req>
            <memstat-size>16,32,64,128,1024,16384</memstat-size>
            <memstat-name>sysctl</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>14847</memstat-req>
            <memstat-size>16,32,64,4096,16384,32768</memstat-size>
            <memstat-name>ifaddr</memstat-name>
            <inuse>29</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>29</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>mkey</memstat-name>
            <inuse>345</inuse>
            <memuse>6</memuse>
            <high-use>-</high-use>
            <memstat-req>2527</memstat-req>
            <memstat-size>16,128</memstat-size>
            <memstat-name>pfe_ipc</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1422</memstat-req>

<memstat-size>16,32,64,128,512,1024,2048,8192,16384,32768,65536,131072</memstat-size>

            <memstat-name>ifstate</memstat-name>
            <inuse>594</inuse>
            <memuse>51</memuse>
            <high-use>-</high-use>
            <memstat-req>655</memstat-req>

<memstat-size>16,32,64,128,256,1024,2048,4096,16384,32768</memstat-size>
            <memstat-name>itable16</memstat-name>
            <inuse>276</inuse>
            <memuse>52</memuse>
            <high-use>-</high-use>
            <memstat-req>294</memstat-req>
            <memstat-size>1024,4096</memstat-size>
            <memstat-name>itable32</memstat-name>
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            <inuse>160</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>160</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>itable64</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>lr</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>pic</memstat-name>
            <inuse>5</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>64,512</memstat-size>
            <memstat-name>pfestat</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>162</memstat-req>
            <memstat-size>16,32,128,256,16384</memstat-size>
            <memstat-name>gencfg</memstat-name>
            <inuse>224</inuse>
            <memuse>56</memuse>
            <high-use>-</high-use>
            <memstat-req>540</memstat-req>
            <memstat-size>16,32,64,256,512,32768,65536</memstat-size>
            <memstat-name>jsr</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>idl</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>13</memstat-req>
            <memstat-size>16,32,64,128,256,4096,16384,32768,131072</memstat-size>

            <memstat-name>rtsmsg</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>131072</memstat-size>
            <memstat-name>module</memstat-name>
            <inuse>249</inuse>
            <memuse>16</memuse>
            <high-use>-</high-use>
            <memstat-req>249</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>mtx_pool</memstat-name>
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            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64,128</memstat-size>
            <memstat-name>DEVFS3</memstat-name>
            <inuse>109</inuse>
            <memuse>12</memuse>
            <high-use>-</high-use>
            <memstat-req>117</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>DEVFS1</memstat-name>
            <inuse>102</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>109</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>pgrp</memstat-name>
            <inuse>12</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>21</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>session</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>proc</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>subproc</memstat-name>
            <inuse>244</inuse>
            <memuse>496</memuse>
            <high-use>-</high-use>
            <memstat-req>1522</memstat-req>
            <memstat-size>2048,131072</memstat-size>
            <memstat-name>cred</memstat-name>
            <inuse>30</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>11409</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>plimit</memstat-name>
            <inuse>17</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>133</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>uidinfo</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>32,512</memstat-size>
            <memstat-name>sysctloid</memstat-name>
            <inuse>1117</inuse>
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            <memuse>34</memuse>
            <high-use>-</high-use>
            <memstat-req>1117</memstat-req>
            <memstat-size>16,32,64</memstat-size>
            <memstat-name>sysctltmp</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>743</memstat-req>
            <memstat-size>16,32,64,1024</memstat-size>
            <memstat-name>umtx</memstat-name>
            <inuse>144</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>144</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>SWAP</memstat-name>
            <inuse>2</inuse>
            <memuse>209</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>bus</memstat-name>
            <inuse>496</inuse>
            <memuse>55</memuse>
            <high-use>-</high-use>
            <memstat-req>1196</memstat-req>
            <memstat-size>16,32,64,128,32768</memstat-size>
            <memstat-name>bus-sc</memstat-name>
            <inuse>23</inuse>
            <memuse>33</memuse>
            <high-use>-</high-use>
            <memstat-req>335</memstat-req>

<memstat-size>16,32,64,512,1024,2048,8192,16384,65536,131072</memstat-size>
            <memstat-name>devstat</memstat-name>
            <inuse>10</inuse>
            <memuse>21</memuse>
            <high-use>-</high-use>
            <memstat-req>10</memstat-req>
            <memstat-size>16,131072</memstat-size>
            <memstat-name>eventhandler</memstat-name>
            <inuse>35</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>36</memstat-req>
            <memstat-size>32,128</memstat-size>
            <memstat-name>kobj</memstat-name>
            <inuse>93</inuse>
            <memuse>186</memuse>
            <high-use>-</high-use>
            <memstat-req>111</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>DEVFS</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>9</memstat-req>
            <memstat-size>16,64</memstat-size>
            <memstat-name>rman</memstat-name>
            <inuse>71</inuse>
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            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>433</memstat-req>
            <memstat-size>16,32,64</memstat-size>
            <memstat-name>sbuf</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>522</memstat-req>
            <memstat-size>16,32,32768,131072</memstat-size>
            <memstat-name>NULLFS hash</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>taskqueue</memstat-name>
            <inuse>5</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>turnstiles</memstat-name>
            <inuse>145</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>145</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>Unitno</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>44</memstat-req>
            <memstat-size>16,64</memstat-size>
            <memstat-name>ioctlops</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>27622</memstat-req>
            <memstat-size>16,64,8192,16384,131072</memstat-size>
            <memstat-name>iov</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>18578</memstat-req>
            <memstat-size>16,64,128,256,512,1024,2048,131072</memstat-size>
            <memstat-name>msg</memstat-name>
            <inuse>4</inuse>
            <memuse>25</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>32768,131072</memstat-size>
            <memstat-name>sem</memstat-name>
            <inuse>4</inuse>
            <memuse>7</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16384,32768,131072</memstat-size>
            <memstat-name>shm</memstat-name>
            <inuse>9</inuse>
            <memuse>20</memuse>
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            <high-use>-</high-use>
            <memstat-req>14</memstat-req>
            <memstat-size>32768</memstat-size>
            <memstat-name>ttys</memstat-name>
            <inuse>321</inuse>
            <memuse>61</memuse>
            <high-use>-</high-use>
            <memstat-req>528</memstat-req>
            <memstat-size>512,32768</memstat-size>
            <memstat-name>ptys</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>mbuf_tag</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>23383</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>soname</memstat-name>
            <inuse>115</inuse>
            <memuse>12</memuse>
            <high-use>-</high-use>
            <memstat-req>24712</memstat-req>
            <memstat-size>16,32,64,256</memstat-size>
            <memstat-name>pcb</memstat-name>
            <inuse>216</inuse>
            <memuse>33</memuse>
            <high-use>-</high-use>
            <memstat-req>484</memstat-req>

<memstat-size>16,32,64,128,1024,2048,4096,16384,32768,65536</memstat-size>
            <memstat-name>BIO buffer</memstat-name>
            <inuse>43</inuse>
            <memuse>86</memuse>
            <high-use>-</high-use>
            <memstat-req>405</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>vfscache</memstat-name>
            <inuse>1</inuse>
            <memuse>256</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>cluster_save buffer</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>32,64</memstat-size>
            <memstat-name>VFS hash</memstat-name>
            <inuse>1</inuse>
            <memuse>128</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>32,64</memstat-size>
            <memstat-name>vnodes</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
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            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>mount</memstat-name>
            <inuse>290</inuse>
            <memuse>23</memuse>
            <high-use>-</high-use>
            <memstat-req>535</memstat-req>
            <memstat-size>16,32,64,128,256,4096,32768</memstat-size>
            <memstat-name>vnodemarker</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>498</memstat-req>
            <memstat-size>16384</memstat-size>
            <memstat-name>pfs_nodes</memstat-name>
            <inuse>25</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>25</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>pfs_vncache</memstat-name>
            <inuse>27</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>53</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>STP</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>GEOM</memstat-name>
            <inuse>146</inuse>
            <memuse>11</memuse>
            <high-use>-</high-use>
            <memstat-req>1042</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>syncache</memstat-name>
            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>tlv_stat</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>8</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
            <memstat-name>NFS daemon</memstat-name>
            <inuse>1</inuse>
            <memuse>8</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>

<memstat-size>16,32,64,128,256,512,2048,16384,32768,131072</memstat-size>
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            <memstat-name>p1003.1b</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>MD disk</memstat-name>
            <inuse>10</inuse>
            <memuse>20</memuse>
            <high-use>-</high-use>
            <memstat-req>10</memstat-req>
            <memstat-size>65536</memstat-size>
            <memstat-name>ata_generic</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>6</memstat-req>
            <memstat-size>16,16384,32768</memstat-size>
            <memstat-name>ISOFS mount</memstat-name>
            <inuse>8</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>ISOFS node</memstat-name>
            <inuse>1440</inuse>
            <memuse>135</memuse>
            <high-use>-</high-use>
            <memstat-req>1457</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>CAM SIM</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>CAM XPT</memstat-name>
            <inuse>6</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>9</memstat-req>
            <memstat-size>16,64,16384</memstat-size>
            <memstat-name>CAM periph</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>ad_driver</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>pagedep</memstat-name>
            <inuse>1</inuse>
            <memuse>32</memuse>
            <high-use>-</high-use>
            <memstat-req>106</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>inodedep</memstat-name>
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            <inuse>1</inuse>
            <memuse>128</memuse>
            <high-use>-</high-use>
            <memstat-req>464</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>newblk</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>336</memstat-req>
            <memstat-size>64,4096</memstat-size>
            <memstat-name>bmsafemap</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>63</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>allocdirect</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>320</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>indirdep</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>17</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>allocindir</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>freefrag</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>12</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>freeblks</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>40</memstat-req>
            <memstat-size>2048</memstat-size>
            <memstat-name>freefile</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>101</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>diradd</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>465</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>mkdir</memstat-name>
            <inuse>0</inuse>
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            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>136</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>dirrem</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>168</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>newdirblk</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>savedino</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>157</memstat-req>
            <memstat-size>512</memstat-size>
            <memstat-name>UFS mount</memstat-name>
            <inuse>15</inuse>
            <memuse>36</memuse>
            <high-use>-</high-use>
            <memstat-req>15</memstat-req>
            <memstat-size>2048,65536,131072</memstat-size>
            <memstat-name>ata_dma</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>UMAHash</memstat-name>
            <inuse>1</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>4096,16384,32768,65536</memstat-size>
            <memstat-name>cdev</memstat-name>
            <inuse>22</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>22</memstat-req>
            <memstat-size>256</memstat-size>
            <memstat-name>file desc</memstat-name>
            <inuse>141</inuse>
            <memuse>32</memuse>
            <high-use>-</high-use>
            <memstat-req>1583</memstat-req>
            <memstat-size>16,1024,2048,16384</memstat-size>
            <memstat-name>VM pgdata</memstat-name>
            <inuse>2</inuse>
            <memuse>65</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>sigio</memstat-name>
            <inuse>1</inuse>
            <memuse>1</memuse>
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            <high-use>-</high-use>
            <memstat-req>20</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>kenv</memstat-name>
            <inuse>24</inuse>
            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>27</memstat-req>
            <memstat-size>16,32,64,131072</memstat-size>
            <memstat-name>atkbddev</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>2</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>kqueue</memstat-name>
            <inuse>15</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>19</memstat-req>
            <memstat-size>1024,4096,32768</memstat-size>
            <memstat-name>proc-args</memstat-name>
            <inuse>57</inuse>
            <memuse>3</memuse>
            <high-use>-</high-use>
            <memstat-req>1001</memstat-req>
            <memstat-size>16,32,64,128,256,512,1024</memstat-size>
            <memstat-name>isadev</memstat-name>
            <inuse>21</inuse>
            <memuse>2</memuse>
            <high-use>-</high-use>
            <memstat-req>21</memstat-req>
            <memstat-size>64</memstat-size>
            <memstat-name>zombie</memstat-name>
            <inuse>0</inuse>
            <memuse>0</memuse>
            <high-use>-</high-use>
            <memstat-req>1278</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>ithread</memstat-name>
            <inuse>69</inuse>
            <memuse>5</memuse>
            <high-use>-</high-use>
            <memstat-req>69</memstat-req>
            <memstat-size>16,64,256</memstat-size>
            <memstat-name>legacydrv</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>memdesc</memstat-name>
            <inuse>1</inuse>
            <memuse>4</memuse>
            <high-use>-</high-use>
            <memstat-req>1</memstat-req>
            <memstat-size>131072</memstat-size>
            <memstat-name>nexusdev</memstat-name>
            <inuse>2</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
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            <memstat-req>2</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>CAM queue</memstat-name>
            <inuse>3</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>3</memstat-req>
            <memstat-size>16</memstat-size>
            <memstat-name>$PIR</memstat-name>
            <inuse>4</inuse>
            <memuse>1</memuse>
            <high-use>-</high-use>
            <memstat-req>4</memstat-req>
            <memstat-size>32</memstat-size>
            <memstat-name>KTRACE</memstat-name>
            <inuse>100</inuse>
            <memuse>10</memuse>
            <high-use>-</high-use>
            <memstat-req>100</memstat-req>
            <memstat-size>128</memstat-size>
            <memstat-name>kbdmux</memstat-name>
            <inuse>5</inuse>
            <memuse>9</memuse>
            <high-use>-</high-use>
            <memstat-req>5</memstat-req>
            <memstat-size>128,2048,65536,131072</memstat-size>
        </vmstat-memstat-malloc>
        <vmstat-memstat-zone>
            <zone-name>UMA Kegs:</zone-name>
            <zone-size>136</zone-size>
            <count-limit>0</count-limit>
            <used>71</used>
            <free>1</free>
            <zone-req>71</zone-req>
            <zone-name>UMA Zones:</zone-name>
            <zone-size>120</zone-size>
            <count-limit>0</count-limit>
            <used>71</used>
            <free>19</free>
            <zone-req>71</zone-req>
            <zone-name>UMA Slabs:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>490</used>
            <free>41</free>
            <zone-req>579</zone-req>
            <zone-name>UMA RCntSlabs:</zone-name>
            <zone-size>104</zone-size>
            <count-limit>0</count-limit>
            <used>276</used>
            <free>20</free>
            <zone-req>276</zone-req>
            <zone-name>UMA Hash:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>4</used>
            <free>26</free>
            <zone-req>5</zone-req>
            <zone-name>16 Bucket:</zone-name>
            <zone-size>76</zone-size>
            <count-limit>0</count-limit>
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            <used>30</used>
            <free>20</free>
            <zone-req>30</zone-req>
            <zone-name>32 Bucket:</zone-name>
            <zone-size>140</zone-size>
            <count-limit>0</count-limit>
            <used>33</used>
            <free>23</free>
            <zone-req>33</zone-req>
            <zone-name>64 Bucket:</zone-name>
            <zone-size>268</zone-size>
            <count-limit>0</count-limit>
            <used>33</used>
            <free>9</free>
            <zone-req>33</zone-req>
            <zone-name>128 Bucket:</zone-name>
            <zone-size>524</zone-size>
            <count-limit>0</count-limit>
            <used>49</used>
            <free>0</free>
            <zone-req>49</zone-req>
            <zone-name>VM OBJECT:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>2111</used>
            <free>79</free>
            <zone-req>25214</zone-req>
            <zone-name>MAP:</zone-name>
            <zone-size>160</zone-size>
            <count-limit>0</count-limit>
            <used>7</used>
            <free>41</free>
            <zone-req>7</zone-req>
            <zone-name>KMAP ENTRY:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>35336</count-limit>
            <used>19</used>
            <free>149</free>
            <zone-req>2397</zone-req>
            <zone-name>MAP ENTRY:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>0</count-limit>
            <used>2031</used>
            <free>153</free>
            <zone-req>62417</zone-req>
            <zone-name>PV ENTRY:</zone-name>
            <zone-size>24</zone-size>
            <count-limit>509095</count-limit>
            <used>57177</used>
            <free>6333</free>
            <zone-req>1033683</zone-req>
            <zone-name>DP fakepg:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mt_zone:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>238</used>
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            <free>57</free>
            <zone-req>238</zone-req>
            <zone-name>16:</zone-name>
            <zone-size>16</zone-size>
            <count-limit>0</count-limit>
            <used>2114</used>
            <free>119</free>
            <zone-req>80515</zone-req>
            <zone-name>32:</zone-name>
            <zone-size>32</zone-size>
            <count-limit>0</count-limit>
            <used>1335</used>
            <free>134</free>
            <zone-req>10259</zone-req>
            <zone-name>64:</zone-name>
            <zone-size>64</zone-size>
            <count-limit>0</count-limit>
            <used>3529</used>
            <free>129</free>
            <zone-req>29110</zone-req>
            <zone-name>96:</zone-name>
            <zone-size>96</zone-size>
            <count-limit>0</count-limit>
            <used>2062</used>
            <free>58</free>
            <zone-req>4365</zone-req>
            <zone-name>112:</zone-name>
            <zone-size>112</zone-size>
            <count-limit>0</count-limit>
            <used>361</used>
            <free>164</free>
            <zone-req>24613</zone-req>
            <zone-name>128:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>359</used>
            <free>61</free>
            <zone-req>942</zone-req>
            <zone-name>160:</zone-name>
            <zone-size>160</zone-size>
            <count-limit>0</count-limit>
            <used>364</used>
            <free>44</free>
            <zone-req>577</zone-req>
            <zone-name>224:</zone-name>
            <zone-size>224</zone-size>
            <count-limit>0</count-limit>
            <used>422</used>
            <free>20</free>
            <zone-req>1950</zone-req>
            <zone-name>256:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>0</count-limit>
            <used>204</used>
            <free>36</free>
            <zone-req>1225</zone-req>
            <zone-name>288:</zone-name>
            <zone-size>288</zone-size>
            <count-limit>0</count-limit>
            <used>2</used>
            <free>24</free>
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            <zone-req>10</zone-req>
            <zone-name>512:</zone-name>
            <zone-size>512</zone-size>
            <count-limit>0</count-limit>
            <used>49</used>
            <free>7</free>
            <zone-req>911</zone-req>
            <zone-name>1024:</zone-name>
            <zone-size>1024</zone-size>
            <count-limit>0</count-limit>
            <used>213</used>
            <free>11</free>
            <zone-req>1076</zone-req>
            <zone-name>2048:</zone-name>
            <zone-size>2048</zone-size>
            <count-limit>0</count-limit>
            <used>199</used>
            <free>113</free>
            <zone-req>640</zone-req>
            <zone-name>4096:</zone-name>
            <zone-size>4096</zone-size>
            <count-limit>0</count-limit>
            <used>144</used>
            <free>7</free>
            <zone-req>2249</zone-req>
            <zone-name>Files:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>665</used>
            <free>77</free>
            <zone-req>16457</zone-req>
            <zone-name>MAC labels:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>0</count-limit>
            <used>3998</used>
            <free>227</free>
            <zone-req>21947</zone-req>
            <zone-name>PROC:</zone-name>
            <zone-size>544</zone-size>
            <count-limit>0</count-limit>
            <used>116</used>
            <free>10</free>
            <zone-req>1394</zone-req>
            <zone-name>THREAD:</zone-name>
            <zone-size>416</zone-size>
            <count-limit>0</count-limit>
            <used>127</used>
            <free>17</free>
            <zone-req>131</zone-req>
            <zone-name>KSEGRP:</zone-name>
            <zone-size>88</zone-size>
            <count-limit>0</count-limit>
            <used>127</used>
            <free>73</free>
            <zone-req>131</zone-req>
            <zone-name>UPCALL:</zone-name>
            <zone-size>44</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
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            <zone-name>SLEEPQUEUE:</zone-name>
            <zone-size>32</zone-size>
            <count-limit>0</count-limit>
            <used>145</used>
            <free>194</free>
            <zone-req>145</zone-req>
            <zone-name>VMSPACE:</zone-name>
            <zone-size>268</zone-size>
            <count-limit>0</count-limit>
            <used>57</used>
            <free>13</free>
            <zone-req>1335</zone-req>
            <zone-name>mbuf_packet:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>180000</count-limit>
            <used>256</used>
            <free>128</free>
            <zone-req>49791</zone-req>
            <zone-name>mbuf:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>180000</count-limit>
            <used>50</used>
            <free>466</free>
            <zone-req>105183</zone-req>
            <zone-name>mbuf_cluster:</zone-name>
            <zone-size>2048</zone-size>
            <count-limit>25190</count-limit>
            <used>387</used>
            <free>165</free>
            <zone-req>5976</zone-req>
            <zone-name>mbuf_jumbo_pagesize:</zone-name>
            <zone-size>4096</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mbuf_jumbo_9k:</zone-name>
            <zone-size>9216</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>mbuf_jumbo_16k:</zone-name>
            <zone-size>16384</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>ACL UMA zone:</zone-name>
            <zone-size>388</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>g_bio:</zone-name>
            <zone-size>132</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>174</free>
            <zone-req>69750</zone-req>
            <zone-name>ata_request:</zone-name>
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            <zone-size>200</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>57</free>
            <zone-req>5030</zone-req>
            <zone-name>ata_composite:</zone-name>
            <zone-size>192</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>GENCFG:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>1000004</count-limit>
            <used>57</used>
            <free>102</free>
            <zone-req>57</zone-req>
            <zone-name>VNODE:</zone-name>
            <zone-size>292</zone-size>
            <count-limit>0</count-limit>
            <used>2718</used>
            <free>25</free>
            <zone-req>2922</zone-req>
            <zone-name>VNODEPOLL:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>S VFS Cache:</zone-name>
            <zone-size>68</zone-size>
            <count-limit>0</count-limit>
            <used>2500</used>
            <free>76</free>
            <zone-req>3824</zone-req>
            <zone-name>L VFS Cache:</zone-name>
            <zone-size>291</zone-size>
            <count-limit>0</count-limit>
            <used>51</used>
            <free>14</free>
            <zone-req>63</zone-req>
            <zone-name>NAMEI:</zone-name>
            <zone-size>1024</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>8</free>
            <zone-req>53330</zone-req>
            <zone-name>NFSMOUNT:</zone-name>
            <zone-size>480</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>NFSNODE:</zone-name>
            <zone-size>460</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>PIPE:</zone-name>
            <zone-size>404</zone-size>
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            <count-limit>0</count-limit>
            <used>27</used>
            <free>9</free>
            <zone-req>717</zone-req>
            <zone-name>KNOTE:</zone-name>
            <zone-size>72</zone-size>
            <count-limit>0</count-limit>
            <used>42</used>
            <free>64</free>
            <zone-req>3311</zone-req>
            <zone-name>socket:</zone-name>
            <zone-size>412</zone-size>
            <count-limit>25191</count-limit>
            <used>343</used>
            <free>8</free>
            <zone-req>2524</zone-req>
            <zone-name>unpcb:</zone-name>
            <zone-size>140</zone-size>
            <count-limit>25200</count-limit>
            <used>170</used>
            <free>26</free>
            <zone-req>2157</zone-req>
            <zone-name>ipq:</zone-name>
            <zone-size>52</zone-size>
            <count-limit>216</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>udpcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>19</used>
            <free>32</free>
            <zone-req>31</zone-req>
            <zone-name>inpcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>40</used>
            <free>28</free>
            <zone-req>105</zone-req>
            <zone-name>tcpcb:</zone-name>
            <zone-size>520</zone-size>
            <count-limit>25193</count-limit>
            <used>40</used>
            <free>16</free>
            <zone-req>105</zone-req>
            <zone-name>tcptw:</zone-name>
            <zone-size>56</zone-size>
            <count-limit>5092</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>syncache:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>15360</count-limit>
            <used>0</used>
            <free>60</free>
            <zone-req>55</zone-req>
            <zone-name>tcpreass:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>1690</count-limit>
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            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>sackhole:</zone-name>
            <zone-size>20</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>ripcb:</zone-name>
            <zone-size>232</zone-size>
            <count-limit>25194</count-limit>
            <used>5</used>
            <free>29</free>
            <zone-req>5</zone-req>
            <zone-name>SWAPMETA:</zone-name>
            <zone-size>276</zone-size>
            <count-limit>94948</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
            <zone-name>FFS inode:</zone-name>
            <zone-size>132</zone-size>
            <count-limit>0</count-limit>
            <used>1146</used>
            <free>72</free>
            <zone-req>1306</zone-req>
            <zone-name>FFS1 dinode:</zone-name>
            <zone-size>128</zone-size>
            <count-limit>0</count-limit>
            <used>1146</used>
            <free>24</free>
            <zone-req>1306</zone-req>
            <zone-name>FFS2 dinode:</zone-name>
            <zone-size>256</zone-size>
            <count-limit>0</count-limit>
            <used>0</used>
            <free>0</free>
            <zone-req>0</zone-req>
        </vmstat-memstat-zone>
        <vmstat-sumstat>
            <cpu-context-switch>934906</cpu-context-switch>
            <dev-intr>1707986</dev-intr>
            <soft-intr>33819</soft-intr>
            <traps>203604</traps>
            <sys-calls>1200636</sys-calls>
            <kernel-thrds>60</kernel-thrds>
            <fork-calls>1313</fork-calls>
            <vfork-calls>21</vfork-calls>
            <rfork-calls>0</rfork-calls>
            <swap-pageins>0</swap-pageins>
            <swap-pagedin>0</swap-pagedin>
            <swap-pageouts>0</swap-pageouts>
            <swap-pagedout>0</swap-pagedout>
            <vnode-pageins>23094</vnode-pageins>
            <vnode-pagedin>23119</vnode-pagedin>
            <vnode-pageouts>226</vnode-pageouts>
            <vnode-pagedout>3143</vnode-pagedout>
            <page-daemon-wakeup>0</page-daemon-wakeup>
            <page-daemon-examined-pages>0</page-daemon-examined-pages>
            <pages-reactivated>8821</pages-reactivated>
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            <copy-on-write-faults>48364</copy-on-write-faults>
            <copy-on-write-optimized-faults>31</copy-on-write-optimized-faults>
            <zero-fill-pages-zeroed>74665</zero-fill-pages-zeroed>
            <zero-fill-pages-prezeroed>70061</zero-fill-pages-prezeroed>
            <transit-blocking-page-faults>85</transit-blocking-page-faults>
            <total-vm-faults>191824</total-vm-faults>

<pages-affected-by-kernel-thrd-creat>0</pages-affected-by-kernel-thrd-creat>
            <pages-affected-by-fork>95343</pages-affected-by-fork>
            <pages-affected-by-vfork>3526</pages-affected-by-vfork>
            <pages-affected-by-rfork>0</pages-affected-by-rfork>
            <pages-freed>221502</pages-freed>
            <pages-freed-by-deamon>0</pages-freed-by-deamon>
            <pages-freed-by-exiting-proc>75630</pages-freed-by-exiting-proc>
            <pages-active>45826</pages-active>
            <pages-inactive>13227</pages-inactive>
            <pages-in-vm-cache>49278</pages-in-vm-cache>
            <pages-wired-down>10640</pages-wired-down>
            <pages-free>70706</pages-free>
            <bytes-per-page>4096</bytes-per-page>
            <swap-pages-used>0</swap-pages-used>
            <peak-swap-pages-used>0</peak-swap-pages-used>
            <total-name-lookups>214496</total-name-lookups>
            <positive-cache-hits>92</positive-cache-hits>
            <negative-cache-hits>5</negative-cache-hits>
            <pass2>0</pass2>
            <cache-deletions>0</cache-deletions>
            <cache-falsehits>0</cache-falsehits>
            <toolong>0</toolong>
        </vmstat-sumstat>
        <vmstat-intr>
            <intr-name>irq0: clk          </intr-name>
            <intr-cnt>1243455</intr-cnt>
            <intr-rate>999</intr-rate>
            <intr-name>irq4: sio0         </intr-name>
            <intr-cnt>1140</intr-cnt>
            <intr-rate>0</intr-rate>
            <intr-name>irq8: rtc          </intr-name>
            <intr-cnt>159164</intr-cnt>
            <intr-rate>127</intr-rate>
            <intr-name>irq9: cbb1 fxp0    </intr-name>
            <intr-cnt>28490</intr-cnt>
            <intr-rate>22</intr-rate>
            <intr-name>irq10: fxp1        </intr-name>
            <intr-cnt>20593</intr-cnt>
            <intr-rate>16</intr-rate>
            <intr-name>irq14: ata0        </intr-name>
            <intr-cnt>5031</intr-cnt>
            <intr-rate>4</intr-rate>
            <intr-name>Total</intr-name>
            <intr-cnt>1457873</intr-cnt>
            <intr-rate>1171</intr-rate>
        </vmstat-intr>
        <vm-kernel-state>
            <vm-kmem-map-free>248524800</vm-kmem-map-free>
        </vm-kernel-state>
    </system-virtual-memory-information>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>
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show version

Syntax show version
<brief | detail>

Syntax (EX Series
Switches)

show version
<all-members>
<brief | detail>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show version
<brief | detail>
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show version
<all-chassis | all-lcc | lcc number | sfc number>
<brief | detail>

Syntax (MX Series
Router)

show version
<brief | detail>
<all-members>
<local>
<membermember-id>

Syntax (QFX Series) show version
<brief | detail>
<component component-name | all>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the hostname and version information about the software running on the router

or switch.

Options none—Display standard information about the hostname and version of the software

running on the router or switch.

brief | detail—(Optional) Display the specified level of output.

all-members—(EX4200switchesandMXSeries routersonly) (Optional)Displaystandard

informationabout thehostnameandversionof thesoftware runningonallmembers

of the Virtual Chassis configuration.

component all—(QFabric systems only) (Optional) Display the host name and version

informationabout thesoftware runningonall thecomponentson theQFabric system.

componentcomponent-name—(QFabric systemsonly) (Optional)Display thehost name

and version information about the software running on a specific QFabric system

component. Replace component-namewith the name of the QFabric system
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component.Thecomponent-namecanbe thenameofadiagnosticsRoutingEngine,

Director group, fabric control Routing Engine, fabric manager Routing Engine,

Interconnect device, or Node group.

local—(EX4200 switches and MX Series routers only) (Optional) Display standard

information about the hostname and version of the software running on the local

Virtual Chassis member.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Display

standard information about the hostname and version of the software running on

the specified member of the Virtual Chassis configuration. For EX4200 switches,

replacemember-idwith a value from 0 through 9. For an MX Series Virtual Chassis,

replacemember-idwith a value of 0 or 1.

scc—(TXMatrix routers only) (Optional) Display the hostname and version information

about the software running on the TXMatrix router (or switch-card chassis).

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display the host name and version information about the software

running on for a specified T640 router (line-card chassis or LCC) that is connected

to theTXMatrix router. OnaTXMatrix Plus router, display the host nameand version

informationabout the software running for a specifiedT1600orT4000 router (LCC)

that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

sfc number—(TXMatrix Plus routers only) (Optional) Display the hostname and version

informationabout the software runningon theTXMatrixPlus router (or switch-fabric

chassis). Replace numberwith 0.

Additional Information By default, when you issue the show version command on a TXMatrix or TX Matrix Plus

master Routing Engine, the command is broadcast to all the T640 (in a routing matrix

basedonaTXMatrix router) or T1600orT4000(in a routingmatrix basedonaTXMatrix

Plus router) master Routing Engines connected to it. Likewise, if you issue the same

command on the TXMatrix or TX Matrix Plus backup Routing Engine, the command is

broadcast to all the T640 (in a routing matrix based on a TXMatrix router) or T1600 or

T4000 (in a routing matrix based on a TXMatrix Plus router) backup Routing Engines

that are connected to it.
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Required Privilege
Level

view

List of Sample Output show version on page 1095
show version (TXMatrix Plus Router) on page 1095
show version (TXMatrix Plus Router with 3D SIBs) on page 1098
show version (MX Series Router) on page 1101
show version (QFX3500 Switch) on page 1101
show version (QFabric System) on page 1102
show version component all (QFabric System) on page 1102
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Sample Output

show version

user@host> show version
Hostname: router1
Model: m20
JUNOS Base OS boot [7.2-20050312.0]
JUNOS Base OS Software Suite [7.2-20050312.0]
JUNOS Kernel Software Suite [7.2R1.7]
JUNOS Packet Forwarding Engine Support (M20/M40) [7.2R1.7]
JUNOS Routing Software Suite [7.2R1.7]
JUNOS Online Documentation [7.2R1.7]
JUNOS Crypto Software Suite [7.2R1.7]

{master}

user@host> show version psd 1
psd1-re0:
--------------------------------------------------------------------------
Hostname: china
Model: t640
JUNOS Base OS boot [9.1I20080311_1959_builder]
JUNOS Base OS Software Suite [9.1-20080321.0]
JUNOS Kernel Software Suite [9.1-20080321.0]
JUNOS Crypto Software Suite [9.1-20080321.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [9.1-20080321.0]
JUNOS Packet Forwarding Engine Support (T-series) [9.1-20080321.0]
JUNOS Online Documentation [9.1-20080321.0]
JUNOS Routing Software Suite [9.1-20080321.0]
labpkg [7.0]

show version (TXMatrix Plus Router)

user@host> show version
sfc0-re0:
--------------------------------------------------------------------------
Hostname: host
Model: txp
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
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JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc0-re0:
--------------------------------------------------------------------------
Hostname: host1
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc1-re0:
--------------------------------------------------------------------------
Hostname: host2
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
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JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc2-re0:
--------------------------------------------------------------------------
Hostname: host3
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc3-re0:
--------------------------------------------------------------------------
Hostname: host4                        
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
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JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

show version (TXMatrix Plus Router with 3D SIBs)

user@host>show version
sfc0-re0:
--------------------------------------------------------------------------
Hostname: sfc0
Model: txp
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc0-re0:
--------------------------------------------------------------------------
Hostname: lcc0
Model: t4000
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
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JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc2-re0:
--------------------------------------------------------------------------
Hostname: lcc2
Model: t4000
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc4-re0:                               
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--------------------------------------------------------------------------
Hostname: lcc4                   
Model: t4000                            
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc6-re0:                               
--------------------------------------------------------------------------
Hostname: lcc6                         
Model: t1600                            
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
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JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc7-re0:                               
--------------------------------------------------------------------------
Hostname: lcc7                         
Model: t1600                            
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

show version (MX Series Router)

user@host5> show version
Hostname: host5
Model: mx80
JUNOS Base OS boot [11.3-20110717.0]
JUNOS Base OS Software Suite [11.3-20110717.0]
JUNOS Kernel Software Suite [11.3-20110717.0]
JUNOS Crypto Software Suite [11.3-20110717.0]
JUNOS Packet Forwarding Engine Support (MX80) [11.3-20110717.0]
JUNOS Online Documentation [11.3-20110717.0]
JUNOS Routing Software Suite [11.3-20110717.0]

show version (QFX3500 Switch)

user@switch> show version
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Hostname: switch
Model: qfx_s3500
JUNOS Base OS boot [11.1R1]
JUNOS Base OS Software Suite [11.1R1]
JUNOS Kernel Software Suite [11.1R1]
JUNOS Crypto Software Suite [11.1R1
JUNOS Online Documentation [11.1R1]
JUNOS Enterprise Software Suite [11.1R1]
JUNOS Packet Forwarding Engine Support (QFX) [11.1R1]
JUNOS Routing Software Suite [11.1R1]

show version (QFabric System)

user@qfabric> show version
Hostname: qfabric
Model: qfx3000-g
Serial Number: qfsn-0123456789
QFabric System ID: f158527a-f99e-11e0-9fbd-00e081c57cda
JUNOS Base Version [12.2I20111018_0215_dc-builder]

show version component all (QFabric System)

user@switch> show version component all
dg1:
–
Hostname: qfabric
Model: qfx3100
JUNOS Base Version [11.3R1.6]

dg0:
-
Hostname: qfabric
Model: qfx3100
JUNOS Base Version [11.3R1.6]

NW-NG-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]

FC-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]
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FC-1:
Hostname: qfabric                       
Model: qfx-jvre
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]

DRE-0:
-
Hostname: dre-0
Model: qfx-jvre
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]

FM-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]

nodedevice1:
-
Hostname: qfabric
Model: QFX3500
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]

interconnectdevice1:
-
Hostname: qfabric
Model: QFX3108
JUNOS Base OS boot [11.3R1.6]
JUNOS Base OS Software Suite [11.3R1.6]
JUNOS Kernel Software Suite [11.3R1.6]
JUNOS Crypto Software Suite [11.3R1.6]
JUNOS Online Documentation [11.3R1.6]
JUNOS Enterprise Software Suite [11.3R1.6]
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JUNOS Packet Forwarding Engine Support (QFX RE) [11.3R1.6]
JUNOS Routing Software Suite [11.3R1.6]
warning:  from interconnectdevice0: Disconnected
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start shell

Syntax start shell (csh | sh)
<user username>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Exit from the CLI environment and create a UNIX-level shell. To return to the CLI, type

exit from the shell.

NOTE:

• To issue this command, the user must have the required login access
privileges configured by including the permissions statement at the [edit

system login class class-name] hierarchy level.

• UNIX wheel groupmembership or permissions are no longer required to
issue this command.

Options csh—Create a UNIX C shell.

sh—Create a UNIX Bourne shell.

user username—(Optional) Start the shell as another user.

Additional Information When you are in the shell, the shell prompt has the following format:

username@hostname%

An example of the prompt is:

root@host%

Required Privilege
Level

shell andmaintenance

List of Sample Output start shell csh on page 1105

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

start shell csh

user@host> start shell csh
% 

exit
% 
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username@hostname% start shell sh
% 

exit
user@host> 
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test configuration

Syntax test configuration filename

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Verify that the syntax of a configuration file is correct. If the configuration contains any

syntax or commit check errors, a message is displayed to indicate the line number and

column number in which the error was found.

Options filename—Name of the configuration file.

syntax-only—Check thesyntaxofapartial configuration file,without checking for commit

errors. This option introduced in Junos OS Release 12.1.

Required Privilege
Level

view

List of Sample Output test configuration on page 1107

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

test configuration

user@host> test configuration terminal
[Type ^D to end input]
system {
host-name bluesky;
paris-23;
login;
}
terminal:3:(8) syntax error: paris
  [edit system]
    'paris-23;'
      syntax error
terminal:4:(11) statement must contain additional statements: ;
  [edit system login]
    'login ;'
      statement must contain additional statements
configuration syntax failed
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traceroute

Syntax traceroute host
<as-number-lookup>
<bypass-routing>
<clns>
<gateway address>
<inet | inet6>
<interface interface-name>
<logical system logical-system-name>
<monitor host>
<mpls (ldp FEC address | rsvp label-switched-path-name)>
<no-resolve>
<propagate-ttl>
<routing-instance routing-instance-name>
<source source-address>
<tos value>
<ttl value>
<wait seconds>

Syntax (QFX Series) traceroute host
<as-number-lookup>
<bypass-routing>
<gateway address>
<inet>
<interface interface-name>
<monitor host>
<no-resolve>
<routing-instance routing-instance-name>
<source source-address>
<tos value>
<ttl value>
<wait seconds>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

mpls option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

propagate-ttl option introduced in Junos OS Release 12.1.

Description Display the route that packets take to a specified network host. Use traceroute as a

debugging tool to locate points of failure in a network.

Options host—IP address or name of remote host.

as-number-lookup—(Optional) Display the autonomous system (AS) number of each

intermediate hop on the path from the host to the destination.

bypass-routing—(Optional) Bypass the normal routing tables and send requests directly

to a system on an attached network. If the system is not on a directly attached

network, an error is returned. Use this option to display a route to a local system

through an interface that has no route through it.
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clns—(Optional)Trace the routebelonging to theConnectionlessNetworkService (CLNS).

gateway address—(Optional) Address of a router or switch through which the route

transits.

inet | inet6—(Optional) Trace the route belonging to IPv4 or IPv6, respectively.

interface interface-name—(Optional) Name of the interface over which to send packets.

logical-system logical-system-name—(Optional) Perform this operation on all logical

systems or on a particular logical system.

monitorhost—(Optional)Display real-timemonitoring information for the specifiedhost.

mpls (ldp FEC address | rsvp label-switched-path name)—(Optional) See traceroutempls

ldp and traceroutempls rsvp.

no-resolve—(Optional) Do not attempt to determine the hostname that corresponds to

the IP address.

propagate-ttl—(Optional) On the PE routing device, use this option to view locally

generated Routing Engine transit traffic. This is applicable for MPLS L3VPN traffic

only.

Use for troubleshooting, when you want to view hop-by-hop information from the

localprovider router to the remoteprovider router,whenTTLdecrementing isdisabled

on the core network using the no-proagate-ttl configuration statement.

NOTE: Using propagate-ttlwith traceroute on the CE router does not

show hop-by-hop information.

routing-instance routing-instance-name—(Optional) Nameof the routing instance for the

traceroute attempt.

source source-address—(Optional) Source address of the outgoing traceroute packets.

tos value—(Optional) Value to include in the IP type-of-service (ToS) field. The range of

values is 0 through 255.

ttl value—(Optional) Maximum time-to-live value to include in the traceroute request.

The range of values is 0 through 128.

waitseconds—(Optional)Maximumtime towait for a response to the traceroute request.

Required Privilege
Level

network

Related
Documentation

traceroutemonitor on page 1112•

List of Sample Output traceroute on page 1110
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traceroute as-number-lookup host on page 1110
traceroute no-resolve on page 1110
traceroute propogate-ttl on page 1111
traceroute (Between CE Routers, Layer 3 VPN) on page 1111
traceroute (Through anMPLS LSP) on page 1111

Output Fields Table 94 on page 1110 describes the output fields for the traceroute command. Output

fields are listed in the approximate order in which they appear.

Table 94: traceroute Output Fields

Field DescriptionField Name

IP address of the receiver.traceroute to

Maximum number of hops allowed.hopsmax

Size of packets being sent.byte packets

Number of hops from the source to the named router or switch.number-of-hops

Name of the router or switch for this hop.router-name

Address of the router or switch for this hop.address

Average round-trip time, in milliseconds (ms).Round trip time

Sample Output

traceroute

user@host> traceroute santacruz
traceroute to green.company.net (10.156.169.254), 30 hops max, 40 byte packets
 1  blue23 (10.168.1.254)    2.370 ms  2.853 ms  0.367 ms
 2  red14  (10.168.255.250)  0.778 ms  2.937 ms  0.446 ms
 3  yellow (10.156.169.254)  7.737 ms  89.905 ms  0.834 ms

traceroute as-number-lookup host

user@host> traceroute as-number-lookup 10.100.1.1
traceroute to 10.100.1.1 (10.100.1.1), 30 hops max, 40 byte packets
 1  10.39.1.1 (10.39.1.1)  0.779 ms  0.728 ms  0.562 ms
 2  10.39.1.6 (10.39.1.6) [AS  32]  0.657 ms  0.611 ms  0.617 ms
 3  10.100.1.1 (10.100.1.1) [AS  10, 40, 50]  0.880 ms  0.808 ms  0.774 ms

traceroute no-resolve

user@host> traceroute santacruz no-resolve
traceroute to green.company.net (10.156.169.254), 30 hops max, 40 byte packets
 1  10.168.1.254  0.458 ms  0.370 ms  0.365 ms
 2  10.168.255.250  0.474 ms  0.450 ms  0.444 ms
 3  10.156.169.254  0.931 ms  0.876 ms  0.862 ms
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traceroute propogate-ttl

user@host> traceroute propagate-ttl 100.200.2.2 routing-instance VPN-A
traceroute to 100.200.2.2 (100.200.2.2) from 1.1.0.2, 30 hops max, 40 byte packets

 1  1.2.0.2 (1.2.0.2)  2.456 ms  1.753 ms  1.672 ms
     MPLS Label=299776 CoS=0 TTL=1 S=0
     MPLS Label=299792 CoS=0 TTL=1 S=1
 2  1.3.0.2 (1.3.0.2)  1.213 ms  1.225 ms  1.166 ms
     MPLS Label=299792 CoS=0 TTL=1 S=1
 3  100.200.2.2 (100.200.2.2)  1.422 ms  1.521 ms  1.443 ms

traceroute (Between CE Routers, Layer 3 VPN)

user@host> traceroute vpn09
traceroute to vpn09.skybank.net (10.255.14.179), 30 hops max, 40 
      byte packets 
       1  10.39.10.21 (10.39.10.21)  0.598 ms  0.500 ms  0.461 ms 
       2  10.39.1.13 (10.39.1.13)  0.796 ms  0.775 ms  0.806 ms 
           MPLS Label=100006 CoS=0 TTL=1 S=1 
       3  vpn09.skybank.net (10.255.14.179)  0.783 ms  0.716 ms  0.686

traceroute (Through anMPLS LSP)

user@host> traceroutempls1
traceroute to 10.168.1.224 (10.168.1.224), 30 hops max, 40 byte packets
 1  mpls1-sr0.company.net (10.168.200.101)  0.555 ms  0.393 ms  0.367 ms
     MPLS Label=1024 CoS=0 TTL=1
 2  mpls5-lo0.company.net (10.168.1.224)  0.420 ms  0.394 ms  0.401 ms
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traceroutemonitor

Syntax traceroutemonitor host
<count value>
<inet | inet 6>
<interval seconds>
<no resolve>
<size value>
<source source-address>
<summary>

Syntax (QFX Series) traceroutemonitor host
<count value>
<inet>
<interval seconds>
<no resolve>
<size value>
<source source-address>
<summary>

Release Information Command introduced in Junos OS Release 8.0

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display live monitoring of each hop in the route that packets take to a specified network

host. Use as a debugging tool to locate points of failure in a network.

Options host—IP address or name of remote host.

count value—Number of ping requests, in packets, to send in summarymode. Thedefault

value is 10.

inet | inet6—(Optional) Trace the route belonging to IPv4 or IPv6, respectively.

interval seconds—(Optional) Number of seconds to wait before sending ping requests.

The default value is 1.

no resolve—(Optional) Do not attempt to display addresses symbolically.

size value—(Optional) Receive the specified number of bytes for each packet. The range

is 0 through 65468 bytes. The default value is 64.

source source-address—(Optional) Source address of the outgoing ping packets.

summary—(Optional) Generate and display a summary of live monitoring of each hop

on the route that packets take to a specified network host.

Required Privilege
Level

network

List of Sample Output traceroutemonitor on page 1113

Output Fields Table 95 on page 1113 describes the output fields for the traceroutemonitor command.

Output fields are listed in the approximate order in which they appear.
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Table 95: traceroutemonitor Output Fields

Field DescriptionField Name

Hostname or IP address of the router at each hop.Host

Percent of packet loss. The number of ping responses divided by
the number of ping requests, specified as a percentage.

Loss%

Number of ping requests sent to the routerat this hop.Snt

Most recent round-trip time, in milliseconds, to the router at this
hop.

Last

Average round-trip time, in milliseconds, to the router at this hop.Avg

Shortest round-trip time, in milliseconds, to the router at this hop.Best

Longest round-trip time, in milliseconds, to the router at this hop.Wrst

Standarddeviationof round-trip times, inmilliseconds, to the router
at this hop.

StDev

Sample Output

traceroutemonitor

user@host> traceroutemonitor 10.16.0.1

                                     Loss%   Snt   Last   Avg  Best  Wrst StDev
Host 
1. 10.17.41.254                      0.0%    17    0.7   1.0   0.6   5.4   1.2 
2. secret.net                        0.0%    17    0.6   1.0   0.6   6.6   1.4
3. top-secret.net                    0.0%    17    0.6   0.6   0.6   0.6   0.0
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CHAPTER 7

Troubleshooting

• Troubleshooting Procedures on page 1115

Troubleshooting Procedures

• Rebooting and Halting a QFX Series Product on page 1115

• Recovering from a Failed Software Installation on page 1116

• Recovering the Root Password on page 1117

• Troubleshooting Network Interfaces on page 1118

• Troubleshooting an Aggregated Ethernet Interface on page 1119

Rebooting and Halting a QFX Series Product

To reboot the switch, issue the request system reboot command.

user@switch> request system reboot ?
Possible completions:
  <[Enter]>            Execute this command
  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
  message              Message to display to all users
  |                    Pipe through a command

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes
Rebooting switch

Similarly, to halt the switch, issue the request system halt command.

CAUTION: Before entering this command, youmust have access to the
switch’s console port in order to bring up the Routing Engine.

user@switch> request system halt ?
Possible completions:
  <[Enter]>            Execute this command
  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
  message              Message to display to all users
  |                    Pipe through a command
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NOTE: Whenyou issuethiscommandonan individualcomponent inaQFabric
system, youwill receive awarning that says “Hardware-basedmembers will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use themember option. You cannot issue this command from the

QFabric CLI.

Issuing the request system halt command on the switch halts the Routing Engine. To

reboot a Routing Engine that has been halted, youmust connect through the console.

Related
Documentation

clear system reboot on page 329•

• request system reboot on page 387

• request system halt on page 373

• request system power-off on page 383

• Connecting a QFX Series Device to a Management Console

Recovering from a Failed Software Installation

Problem If the Junos OS appears to have been installed but the CLI does not work, or if the switch

has no software installed, you can use this recovery installation procedure to install the

Junos OS.

Solution If a Junos OS image already exists on the switch, you can either install the new Junos OS

package ina separatepartition, inwhichcaseboth JunosOS images remainon the switch,

or you can remove the existing Junos OS image before you start the new installation

process.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted

with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

3. Enter the following command:

loader> install [– –format] [– –external] source

where:

• format—Enables you toerase the installationmediabefore installing the installation

package. If you do not include this option, the system installs the new Junos OS in

a different partition from that of the most recently installed Junos OS.

• external—Installs the installation package onto external media (a USB stick, for

example).
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• source—Represents the name and location of the Junos OS package, either on a

server on the network or as a file on an external media, as shown in the following

two examples:

• Network address of the server and the path on the server; for example,

tftp://192.17.1.28/junos/jinstall-qfx-11.1R1.5-domestic-signed.tgz

• Junos OS package on a USB device (commonly stored in the root drive as the

only file), for example, file:///jinstall-qfx-11.1R1.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Recovering the Root Password

If you forget the root password for the QFX3500 switch, you can use the password

recovery procedure to reset the root password.

NOTE: The root password cannot be recovered on a QFabric system.

NOTE: You need console access to the switch to recover the root password.

To recover the root password:

1. Poweroff the switchby switchingoff theACpoweroutlet of thedeviceor, if necessary,

by pulling the power cords out of the QFX3500 switch power supplies.

2. Turn off the power to themanagement device, such as a PC or laptop computer, that

you want to use to access the CLI.

3. Plug one end of the Ethernet rollover cable supplied with the switch into the

RJ-45–to–DB-9 serial port adapter supplied with the switch.

4. Plug the RJ-45–to–DB-9 serial port adapter into the serial port on the management

device.

5. Connect the other endof the Ethernet rollover cable to the console port on the switch.

6. Turn on the power to the management device.

7. On themanagement device, start your asynchronous terminal emulation application

(such as Microsoft Windows Hyperterminal) and select the appropriate COM port to

use (for example, COM1).

8. Configure the port settings as follows:

• Bits per second: 9600

• Data bits: 8

• Parity: None
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• Stop bits: 1

• Flow control: None

9. Power on the switch by (if necessary) plugging the power cords into the QFX3500

switch power supply, or turning on the power to the device or switch by switching on

the AC power outlet the device is plugged into

The terminal emulation screenonyourmanagementdevicedisplays theswitch’sboot

sequence.

10.When the following prompt appears, press the Spacebar to access the switch’s

bootstrap loader command prompt:

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [kernel] in 9 seconds...

11. At the following prompt, enter boot -s to start up the system in single-user mode.

ok boot -s

12. At the following prompt, enter recovery to start the root password recovery procedure.

Enter full pathname of shell or 'recovery' for root password recovery or RETURN
for /bin/sh: recovery

13. Enter configuration mode in the CLI.

14. Set the root password. For example:

user@switch# set system root-authentication plain-text-password

15. At the following prompt, enter the new root password. For example:

New password: juniper1
Retype new password:

16. At the second prompt, reenter the new root password.

17. After you have finished configuring the password, commit the configuration.

root@host# commit
commit complete

18. Exit configuration mode in the CLI.

19. Exit operational mode in the CLI.

20.At the prompt, enter y to reboot the switch.

Reboot the system? [y/n] y

Related
Documentation

Configuring the Root Password on page 1236•

Troubleshooting Network Interfaces

The interface on the port in which an SFP or SFP+ transceiver is installed in an
SFP or SFP+module is down

Problem The QFX Series has an SFP or SFP+module installed. The interface on the port in which

an SFP or SFP+ transceiver is installed is down.

When you check the status with the CLI command show interfaces interface-name , the

disabled port is not listed.
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Cause By default, the SFP or SFP+module operates in the 10-Gigabit Ethernet mode and

supports onlySFPorSFP+ transceivers. Theoperatingmode for themodule is incorrectly

set.

Solution Only SFP or SFP+ transceivers can be installed in SFP or SFP+modules. Youmust

configure theoperatingmodeof theSFPorSFP+module tomatch the typeof transceiver

you want to use. For SFP+ transceivers, configure 10-Gigabit Ethernet operating mode.

Troubleshooting an Aggregated Ethernet Interface

Problem The show interfaces terse command shows that the LAG is down.

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that a LAG is part of family ethernet-switching (Layer 2 LAG)or family inet (Layer

3 LAG).

• Verify that the LAGmember is connected to the correct LAG at the other end.

• Verify that the LAGmembers belong to the same switch.

Related
Documentation

• Verifying the Status of a LAG Interface on page 2148

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896
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PART 4

Configuration and File Management

• Overview on page 1123

• Configuration on page 1129

• Administration on page 1165

• Troubleshooting on page 1193
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CHAPTER 8

Overview

• Configuration Files Overview on page 1123

• Software Overview on page 1124

Configuration Files Overview

• Configuration File Terms on page 1123

Configuration File Terms

Table 31 on page 26 lists the various configuration file terms used for the QFX Series and

their definitions.

Table 96: Configuration File Terms

DefinitionTerm

Current committed configuration of a switch.active configuration

Working copy of the configuration that allows users to make configurational changes
without causing any operational changes until this copy is committed.

candidate configuration

Group of configuration statements that can be inherited by the rest of the configuration.configuration group

Check configuration for proper syntax, activate andmark as the current configuration file
running on the switching platform.

commit a configuration

Junos OS configuration consists of a hierarchy of statements. There are two types of
statements: container statements, which contain other statements, and leaf statements,
which do not contain other statements. All the container and leaf statements together
form the configuration hierarchy.

configuration hierarchy

Default configuration contains the initial values set for each configuration parameter
when a switch is shipped.

default configuration

Well-known configuration that recovers a switch from a configuration that denies
management access. You set a current committed configuration to be the rescue
configuration through the CLI.

rescue configuration

Return to a previously committed configuration.roll back a configuration
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Related
Documentation

Loading a Previous Configuration File on page 1136•

• Reverting to the Rescue Configuration on page 165

• Understanding Configuration Files on page 1126

Software Overview

• Forms of the configure Command on page 1124

• Junos OS Commit Model for Router or Switch Configuration on page 1125

• Understanding Configuration Files on page 1126

• Understanding How the Junos Configuration Is Stored on page 1127

Forms of the configure Command

The Junos OS supports three forms of the configure command: configure, configure

private, and configure exclusive. These forms control how users edit and commit

configurations and can be useful whenmultiple users configure the software. See

Table 97 on page 1124.

Table 97: Forms of the configure Command

Commit AccessEdit AccessCommand

• Noonecan lock theconfiguration.All users
can commit all changes to the
configuration.

• If you and another usermake changes and
the other user commits changes, your
changes are committed as well.

• No one can lock the
configuration. All users
canmake configuration
changes.

When you enter
configuration mode, the
CLI displays the
following information:

• A list of other users
editing the
configuration.

• Hierarchy levels the
users are viewing or
editing.

• Whether the
configuration has
been changed, but
not committed.

• Whenmultiple users
enter conflicting
configurations, the
most recent change
to be entered takes
precedence.

configure
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Table 97: Forms of the configure Command (continued)

Commit AccessEdit AccessCommand

• Oneuser locks theconfigurationandmakeschangeswithout interference
from other users.

• Other users can enter and exit configuration mode, but they cannot
commit the configuration.

• If you enter configuration mode while another user has locked the
configuration (with the configure exclusive command), the CLI displays
the user and the hierarchy level the user is viewing or editing.

• If you enter configuration mode while another user has locked the
configuration, you can forcibly log out that user with the request system
logout operational mode command. For details, see the CLI Explorer.

configure exclusive

• When you commit the configuration, the
router verifies that the operational
(running) configuration has not been
modifiedbyanother user beforeaccepting
yourprivate candidate configurationas the
new operational configuration.

• If the configuration has beenmodified by
another user, you canmerge the
modifications into your private candidate
configuration and attempt to commit
again.

• Multiple users can edit
the configuration at the
same time.

• Each user has a private
candidate configuration
to edit independently of
other users.

• Whenmultiple users
enter conflicting
configurations, the first
commit operation takes
precedence over
subsequent commit
operations.

configure private

Related
Documentation

Committing a Junos OS Configuration•

• Example: Using the configure Command

• Displaying Users Currently Editing the Configuration

• Using the configure exclusive Command

• Updating the configure private Configuration

• Displaying set Commands from the Junos OS Configuration

Junos OS Commit Model for Router or Switch Configuration

The router or switch configuration is saved using a commit model—a candidate

configuration is modified as desired and then committed to the system.When a

configuration is committed, the router or switch checks theconfiguration for syntaxerrors,

and if no errors are found, the configuration is saved as juniper.conf.gz and activated. The

formerly active configuration file is saved as the first rollback configuration file

(juniper.conf.1.gz), and any other rollback configuration files are incremented by 1. For

example, juniper.conf.1.gz is incremented to juniper.conf.2.gz,making it the second rollback

configuration file. The router or switch canhaveamaximumof49 rollback configurations

(numbered 1 through 49) saved on the system.
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On the router or switch, the active configuration file and the first three rollback files

(juniper.conf.gz.1, juniper.conf.gz.2, juniper.conf.gz.3 ) are located in the /config directory.

If the file rescue.conf.gz is savedon the system, this file should alsobe saved in the /config

directory. The factory default files are located in the /etc/config directory.

There are twomechanisms used to propagate the configurations between Routing

Engines within a router or switch:

• Synchronization—Propagates a configuration from one Routing Engine to a second

Routing Engine within the same router or switch chassis.

NOTE: The QFX3500 switch has only one Routing Engine.

To synchronize configurations, use the commit synchronizeCLI command. If one of the

Routing Engines is locked, the synchronization fails. If synchronization fails because of

a locked configuration file, you can use the commit synchronize force command. This

command overrides the lock and synchronizes the configuration files.

• Distribution—Propagates a configuration across the routing plane on amultichassis

router or switch.Distributionoccursautomatically. There is nouser commandavailable

to control the distribution process. If a configuration is locked during a distribution of

a configuration, the locked configuration does not receive the distributed configuration

file, so the synchronization fails. You need to clear the lock before the configuration

and resynchronize the routing planes.

NOTE: When you use the commit synchronize force CLI command on a

multichassis platform, the forced synchronizationof the configuration files
does not affect the distribution of the configuration file across the routing
plane. If a configuration file is locked on a router or switch remote from the
router or switchwhere the commandwas issued, the synchronization fails
on the remote router or switch. You need to clear the lock and reissue the
synchronization command.

Related
Documentation

Configuring JunosOS for theFirst TimeonaRouter orSwitchwithaSingleRoutingEngine•

• commit on page 319

Understanding Configuration Files

A configuration file stores the complete configuration of a switch. The current

configuration of a switch is called the active configuration. You can alter this current

configuration and you can also return to a previous configuration or to a rescue

configuration.

Juniper Networks Junos OS saves the 50most recently committed configuration files on

a switch so that you can return to a previous configuration. The configuration files are

named:
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• juniper.conf.gz—The current active configuration.

• juniper.conf.1.gz to juniper.conf.49.gz—Rollback configurations.

Tomake changes to the configuration file, you have to work in the configuration mode

in the CLI. Whenmaking changes to a configuration file, you are viewing and changing

the candidate configuration file. The candidate configuration allows you to make

configuration changes without causing operational changes to the active configuration

or causing potential damage to your current network operations. Once you commit the

changes made to the candidate configuration, the system updates the active

configuration.

Related
Documentation

Uploading a Configuration File on page 1145•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165

• Configuration File Terms on page 26

Understanding How the Junos Configuration Is Stored

When you edit a configuration, you work in a copy of the current configuration to create

a candidate configuration. The changes youmake to the candidate configuration are

visible in the CLI immediately, so if multiple users are editing the configuration at the

same time, all users can see all changes.

To have a candidate configuration take effect, you commit the changes. At this point,

the candidate file is checked for proper syntax, activated, andmarked as the current,

operational software configuration file. If multiple users are editing the configuration,

when you commit the candidate configuration, all changes made by all the users take

effect.

In addition to saving the current configuration, the CLI saves the current operational

version and the previous 49 versions of committed configurations. Themost recently

committed configuration is version 0, which is the current operational version and the

default configuration that the system returns to if you roll back toaprevious configuration.

The oldest saved configuration is version 49.

The currently operational Junos OS configuration is stored in the file juniper.conf and the

last three committed configurations are stored in the files juniper.conf.1, juniper.conf.2,

and juniper.conf.3. These four files are located in the directory /config, which is on the

switch’s hard disk. The remaining 46 previous versions of committed configurations, the

files juniper.conf.4 through juniper.conf.49, are stored in the directory /var/db/config on

the hard disk.

Related
Documentation

• Returning to the Most Recently Committed Junos Configuration on page 1136

• Returning to a Previously Committed Junos OS Configuration on page 1137

• Loading a Configuration from a File on page 1133
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CHAPTER 9

Configuration

• Configuration Tasks on page 1129

• Configuration Statements on page 1149

• Default Configurations on page 1155

• Configuration Examples on page 1161

Configuration Tasks

• Comparing Configuration Changes with a Prior Version on page 1129

• Compressing the Current Configuration File on page 1131

• Creating and Returning to a Rescue Configuration on page 1132

• Loading a Configuration from a File on page 1133

• Loading a Previous Configuration File on page 1136

• Returning to the Most Recently Committed Junos Configuration on page 1136

• Returning to a Previously Committed Junos OS Configuration on page 1137

• Reverting to the Default Factory Configuration on page 1142

• Reverting to the Rescue Configuration on page 1142

• Rolling Back Junos OS Configuration Changes on page 1143

• Saving a Configuration to a File on page 1144

• Setting or Deleting the Rescue Configuration on page 1145

• Uploading a Configuration File on page 1145

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147

Comparing Configuration Changes with a Prior Version

In configurationmode only, when you havemade changes to the configuration andwant

to compare the candidate configuration with a prior version, you can use the compare

command to display the configuration. The compare command compares the candidate

configuration with either the current committed configuration or a configuration file and

displays the differences between the two configurations. To compare configurations,

specify the compare command after the pipe:

[edit]
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user@host# show | compare (filename| rollback n)

filename is the full path to a configuration file. The file must be in the proper format: a

hierarchy of statements.

n is the index into the list of previously committed configurations. Themost recently

saved configuration is number 0, and the oldest saved configuration is number 49. If you

do not specify arguments, the candidate configuration is compared against the active

configuration file (/config/juniper.conf).

The comparison output uses the following conventions:

• Statements that are only in the candidate configuration are prefixed with a plus sign

(+).

• Statements that are only in the comparison file are prefixed with aminus sign (-).

• Statements that are unchanged are prefixed with a single blank space ( ).

The following example shows various changes, then a comparison of the candidate

configuration with the active configuration, showing only the changes made at the [edit

protocols bgp] hierarchy level:

[edit]
user@host# edit protocols bgp
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 60;
advertise-inactive;
allow 1.1.1.1/32;

}
group fred {
type external;
peer-as 33333;
allow 2.2.2.2/32;

}
group test-peers {
type external;
allow 3.3.3.3/32;

}
[edit protocols bgp]
user@host# set groupmy-group hold-time 90
[edit protocols bgp]
user@host# delete groupmy-group advertise-inactive
[edit protocols bgp]
user@host# set group fred advertise-inactive
[edit protocols bgp]
user@host# delete group test-peers
[edit protocols bgp]
user@host# show | compare
[edit protocols bgp groupmy-group]
-hold-time 60;
+hold-time 90;
-advertise-inactive;
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[edit protocols bgp group fred]
+advertise-inactive;
[edit protocols bgp]
-group test-peers {
-type external;
-allow 3.3.3.3/32;

}
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 90;
allow 1.1.1.1/32;

}
group fred {
type external;
advertise-inactive;
peer-as 3333;
allow 2.2.2.2/32;

}

Related
Documentation

Creating and Returning to a Rescue Configuration on page 1132•

Compressing the Current Configuration File

By default, the current operational configuration file is compressed, and is stored in the

file juniper.conf.gz, in the /config file system, alongwith the last three committed versions

of theconfiguration. If youhave largenetworks, the current configuration filemight exceed

the available space in the /config file system. Compressing the current configuration file

enables the file to fit in the file system, typically reducing the size of the file by90percent.

Youmight want to compress your current operation configuration files when they reach

3megabytes (MB) in size.

When you compress the current configuration file, the names of the configuration files

change. To determine the size of the files in the /config file system, issue the file list

/config detail command.

NOTE: We recommend that you compress the configuration files (this is the
default) tominimize the amount of disk space that they require.

• If you want to compress the current configuration file, include the

compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
compress-configuration-files;

Commit the current configuration file to include the compression-configuration-files

statement. Commit the configuration again to compress the current configuration file:

[edit system]
user@host# set compress-configuration-files
user@host# commit
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commit complete
user@host# commit
commit complete

• If you do not want to compress the current operational configuration file, include the

no-compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
no-compression-configuration-files;

Commit the current configuration file to include the no-compress-configuration-files

statement. Commit the configuration again to uncompress the current configuration file:

[edit system]
user@host# commit
commit complete
user@host# commit
commit complete

Related
Documentation

Junos OS Commit Model for Router or Switch Configuration on page 29•

• compress-configuration-files on page 239

Creating and Returning to a Rescue Configuration

A rescue configuration allows you to define a known working configuration or a

configuration with a known state that you can roll back to at any time. This alleviates

the necessity of having to remember the rollback number with the rollback command.

You use the rescue configuration when you need to roll back to a known configuration

or as a last resort if your router or switch configuration and the backup configuration files

become damaged beyond repair.

To save themost recently committed configuration as the rescue configuration so that

you can return to it at any time, issue the request system configuration rescue save

command:

user@host> request system configuration rescue save

To return to the rescue configuration, use the rollback rescue configuration mode

command:

[edit]
user@host# rollback rescue
load complete

NOTE: If the rescueconfigurationdoesnotexist, or if the rescueconfiguration
is not a complete, viable configuration, the rollback command fails, an error

message appears, and the current configuration remains active.

To activate the rescue configuration that you have loaded, use the commit command:

[edit]
user@host# rollback rescue
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load complete
[edit]
user@host# commit

To delete an existing rescue configuration, issue the request system configuration rescue

delete command:

user@host> request system configuration rescue delete
user@host>

For more information about the request system configuration rescue delete and request

system configuration rescue save commands, see the CLI Explorer.

Related
Documentation

Comparing Configuration Changes with a Prior Version on page 1129•

• Saving a Configuration to a File on page 1141

Loading a Configuration from a File

You can create a file, copy the file to the local router, and then load the file into the CLI.

After you have loaded the file, you can commit it to activate the configuration on the

router, or you can edit the configuration interactively using the CLI and commit it at a

later time.

You can also create a configurationwhile typing at the terminal and then load it. Loading

aconfiguration fromthe terminal is generally usefulwhenyouare cuttingexistingportions

of the configuration and pasting them elsewhere in the configuration.

To load an existing configuration file that is located on the router, use the load

configuration mode command:

[edit]
user@host# load (factory-default |merge | override | patch | replace | set | update)
filename <relative>

For information about specifying the filename, see Viewing Files and Directories on a

Device Running Junos OS.

To load a configuration from the terminal, use the following version of the load

configuration mode command. Press Ctrl-d to end input.

[edit]
user@host# load (factory-default |merge | override | patch | replace | set | update)
terminal <relative>

To replaceanentire configuration, specify theoverrideoptionat any level of thehierarchy.

A load override operation completely replaces the current candidate configuration with

the file you are loading. Thus, if you saved a complete configuration, use this option.

An override operation discards the current candidate configuration and loads the

configuration in filename or the configuration that you type at the terminal. When you

use the override option and commit the configuration, all system processes reparse the

configuration. For an example, see Figure 11 on page 1161.
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To replace portions of a configuration, specify the replace option. The load replace

operation looks for replace: tags that you added to the loaded file, and replaces the parts

of the candidate configuration with whatever is specified after the tag. This is useful

when you want more control over exactly what is being changed. For this operation to

work, youmust include replace: tags in the file or configuration you type at the terminal.

The software searches for the replace: tags, deletes the existing statements of the same

name, if any, and replaces themwith the incoming configuration. If there is no existing

statement of the same name, the replace operation adds to the configuration the

statements marked with the replace: tag. For an example, see Figure 12 on page 1162.

If, in an override ormerge operation, you specify a file or type text that contains replace:

tags, the replace: tags are ignored and the override ormerge operation is performed.

If you are performing a replace operation and the file you specify or text you type does

not contain any replace: tags, the replace operation is effectively equivalent to amerge

operation. This might be useful if you are running automated scripts and cannot know in

advancewhether the scripts need to perform a replace or amerge operation. The scripts

can use the replace operation to cover either case.

The loadmerge operation adds the saved file to the existing candidate configuration.

This is useful if you are adding new configuration sections. For example, suppose that

you are adding a BGP configuration to the [edit protocols] hierarchy level, where there

was no BGP configuration before, you can use the loadmerge operation to combine the

saved file configuration to theexistingcandidateconfiguration. If theexistingconfiguration

and the incoming configuration contain conflicting statements, the statements in the

incoming configuration override those in the existing configuration.

To replace only the configuration that has changed, specify the update option at any

level of the hierarchy. The load update operation compares the candidate configuration

and the file you are loading, and only changes the parts of the candidate configuration

that are different from the new configuration. You would use this, for example, if there

is an existing BGP configuration and the file you are loading changes it in some way.

To change part of the configuration with a patch file, specify the patch option. The load

patch operation loads a file or terminal input that contains configuration changes. First,

on a device that already has the configuration changes, you type the show | compare

command to output the differences between two configurations. Then you can load the

differences on another router. The advantage of the load patch command is that it saves

you from having to copy snippets from different hierarchy levels into a text file prior to

loading them into the targetdevice. Thismightbeauseful timesaver if youare configuring

several deviceswith the sameoptions. For example, suppose that youconfigurea routing

policy on Device router1 and you want to replicate the policy configuration on Device

router2, router3, and router4, you can use the load patch operation.

First, run the show | compare command.

user@router1# show | compare rollback 3
[edit protocols ospf]
+   export default-static;
-   export static-default
[edit policy-options]
+   policy-statement default-static {
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+       from protocol static;
+       then accept;
+   }

Copy theoutputof the show|comparecommand to theclipboard,making sure to include

the hierarchy levels. OnDevice router2, router3, and router4, type loadpatch terminal and

paste the output. Press Enter and then press Ctrl-d to end the operation. If the patch

input specifies different values for an existing statement, the patch input overrides the

existing statement.

To use themerge, replace, set, or updateoptionwithout specifying the full hierarchy level,

specify the relative option. For example:

[edit system]
user@host# show static-host-mapping
bob sysid 987.654.321ab
[edit system]
user@host# load replace terminal relative
[Type ^D at a new line to end input]
replace: static-host-mapping {
bob sysid 0123.456.789bc;

}
load complete
[edit system]
user@host# show static-host-mapping
bob sysid 0123.456.789bc;

To load a configuration that contains the set configuration mode command, specify the

set option. This option executes the configuration instructions line by line as they are

stored in a file or from a terminal. The instructions can contain any configuration mode

command, such as set, edit, exit, and top. For an example, see Figure 15 on page 1163.

To copy a configuration file from another network system to the local router, you can

use the SSH and Telnet utilities, as described in the CLI Explorer.

NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS.

Related
Documentation

Examples: Loading a Configuration from a File on page 1161•
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Loading a Previous Configuration File

You can use the rollback <number command to return to a previously committed

configuration file. A switch saves the last 50 committed configurations, including the

rollback number, date, time, and name of the user who issued the commit configuration

command.

Syntax

rollback <number>

Options

• none—Return to the most recently saved configuration.

• number—Configuration to return to.

• Range: 0 through 49. Themost recently saved configuration is number 0, and the
oldest saved configuration is number 49.

• Default: 0

To return to a configuration prior to the most recently committed one:

1. Specify the rollback number (here, 1 is entered and the configuration returns to the

previously committed configuration):

[edit]
user@switch# rollback 1
load complete

2. Activate the configuration you have loaded:

[edit]
user@switch# commit

Related
Documentation

Configuration File Terms on page 26•

Returning to theMost Recently Committed Junos Configuration

To return to the most recently committed configuration and load it into configuration

mode without activating it, use the rollback configuration mode command:

[edit]
user@host# rollback

load complete

To activate the configuration to which you rolled back, use the commit command:

[edit]
user@host# rollback
load complete
[edit]
user@host# commit
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Related
Documentation

Rolling Back Junos OS Configuration Changes on page 1143•

• Returning to a Previously Committed Junos OS Configuration on page 1137

• Understanding How the Junos Configuration Is Stored on page 1127

Returning to a Previously Committed Junos OS Configuration

This topic explains how you can return to a configuration prior to the most recently

committed one, and contains the following sections:

• Returning to a Configuration Prior to the One Most Recently Committed on page 1137

• Displaying Previous Configurations on page 1137

• Comparing Configuration Changes with a Prior Version on page 1138

• Creating and Returning to a Rescue Configuration on page 1140

• Saving a Configuration to a File on page 1141

Returning to a Configuration Prior to the OneMost Recently Committed

To return to a configuration prior to the most recently committed one, include the

configuration number, 0 through 49, in the rollback command. Themost recently saved

configuration is number0(which is thedefault configuration towhich thesystemreturns),

and the oldest saved configuration is number 49.

[edit]
user@host# rollback number
load complete

Displaying Previous Configurations

To display previous configurations, including the rollback number, date, time, the name

of the user who committed changes, and themethod of commit, use the rollback ?

command.

[edit]
user@host# rollback ?
Possible completions:
<[Enter]> Execute this command
<number> Numeric argument
0 2005-02-27 12:52:10 PST by abc via cli
1 2005-02-26 14:47:42 PST by def via cli
2 2005-02-14 21:55:45 PST by ghi via cli
3 2005-02-10 16:11:30 PST by jkl via cli
4 2005-02-10 16:02:35 PST bymno via cli
5 2005-03-16 15:10:41 PST by pqr via cli
6 2005-03-16 14:54:21 PST by stu via cli
7 2005-03-16 14:51:38 PST by vwx via cli
8 2005-03-16 14:43:29 PST by yzz via cli
9 2005-03-16 14:15:37 PST by abc via cli
10 2005-03-16 14:13:57 PST by def via cli
11 2005-03-16 12:57:19 PST by root via other
12 2005-03-16 10:45:23 PST by root via other
13 2005-03-16 10:08:13 PST by root via other
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14 2005-03-16 01:20:56 PST by root via other
15 2005-03-16 00:40:37 PST by ghi via cli
16 2005-03-16 00:39:29 PST by jkl via cli
17 2005-03-16 00:32:36 PST bymno via cli
18 2005-03-16 00:31:17 PST by pqr via cli
19 2005-03-15 19:59:00 PST by stu via cli
20 2005-03-15 19:53:39 PST by vwx via cli
21 2005-03-15 18:07:19 PST by yzz via cli
22 2005-03-15 17:59:03 PST by abc via cli
23 2005-03-15 15:05:14 PST by def via cli
24 2005-03-15 15:04:51 PST by ghi via cli
25 2005-03-15 15:03:42 PST by jkl via cli
26 2005-03-15 15:01:52 PST bymno via cli
27 2005-03-15 14:58:34 PST by pqr via cli
28 2005-03-15 13:09:37 PST by root via other
29 2005-03-12 11:01:20 PST by stu via cli
30 2005-03-12 10:57:35 PST by vwx via cli
31 2005-03-11 10:25:07 PST by yzz via cli
32 2005-03-10 23:40:58 PST by abc via cli
33 2005-03-10 23:40:38 PST by def via cli
34 2005-03-10 23:14:27 PST by ghi via cli
35 2005-03-10 23:10:16 PST by jkl via cli
36 2005-03-10 23:01:51 PST bymno via cli
37 2005-03-10 22:49:57 PST by pqr via cli
38 2005-03-10 22:24:07 PST by stu via cli
39 2005-03-10 22:20:14 PST by vwx via cli
40 2005-03-10 22:16:56 PST by yzz via cli
41 2005-03-10 22:16:41 PST by abc via cli
42 2005-03-10 20:44:00 PST by def via cli
43 2005-03-10 20:43:29 PST by ghi via cli
44 2005-03-10 20:39:14 PST by jkl via cli
45 2005-03-10 20:31:30 PST by root via other
46 2005-03-10 18:57:01 PST bymno via cli
47 2005-03-10 18:56:18 PST by pqr via cli
48 2005-03-10 18:47:49 PST by stu via cli
49 2005-03-10 18:47:34 PST by vw via cli
|Pipe through a command
[edit]

Comparing Configuration Changes with a Prior Version

In configurationmode only, when you havemade changes to the configuration andwant

to compare the candidate configuration with a prior version, you can use the compare

command to display the configuration. The compare command compares the candidate

configuration with either the current committed configuration or a configuration file and

displays the differences between the two configurations. To compare configurations,

specify the compare command after the pipe:

[edit]
user@host# show | compare (filename| rollback n)

filename is the full path to a configuration file. The file must be in the proper format: a

hierarchy of statements.
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n is the index into the list of previously committed configurations. Themost recently

saved configuration is number 0, and the oldest saved configuration is number 49. If you

do not specify arguments, the candidate configuration is compared against the active

configuration file (/config/juniper.conf).

The comparison output uses the following conventions:

• Statements that are only in the candidate configuration are prefixed with a plus sign

(+).

• Statements that are only in the comparison file are prefixed with aminus sign (-).

• Statements that are unchanged are prefixed with a single blank space ( ).

The following example shows various changes, then a comparison of the candidate

configuration with the active configuration, showing only the changes made at the [edit

protocols bgp] hierarchy level:

[edit]
user@host# edit protocols bgp
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 60;
advertise-inactive;
allow 1.1.1.1/32;

}
group fred {
type external;
peer-as 33333;
allow 2.2.2.2/32;

}
group test-peers {
type external;
allow 3.3.3.3/32;

}
[edit protocols bgp]
user@host# set groupmy-group hold-time 90
[edit protocols bgp]
user@host# delete groupmy-group advertise-inactive
[edit protocols bgp]
user@host# set group fred advertise-inactive
[edit protocols bgp]
user@host# delete group test-peers
[edit protocols bgp]
user@host# show | compare
[edit protocols bgp groupmy-group]
-hold-time 60;
+hold-time 90;
-advertise-inactive;
[edit protocols bgp group fred]
+advertise-inactive;
[edit protocols bgp]
-group test-peers {
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-type external;
-allow 3.3.3.3/32;

}
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 90;
allow 1.1.1.1/32;

}
group fred {
type external;
advertise-inactive;
peer-as 3333;
allow 2.2.2.2/32;

}

Creating and Returning to a Rescue Configuration

A rescue configuration allows you to define a known working configuration or a

configuration with a known state that you can roll back to at any time. This alleviates

the necessity of having to remember the rollback number with the rollback command.

You use the rescue configuration when you need to roll back to a known configuration

or as a last resort if your router or switch configuration and the backup configuration files

become damaged beyond repair.

To save themost recently committed configuration as the rescue configuration so that

you can return to it at any time, issue the request system configuration rescue save

command:

user@host> request system configuration rescue save

To return to the rescue configuration, use the rollback rescue configuration mode

command:

[edit]
user@host# rollback rescue
load complete

NOTE: If the rescueconfigurationdoesnotexist, or if the rescueconfiguration
is not a complete, viable configuration, the rollback command fails, an error

message appears, and the current configuration remains active.

To activate the rescue configuration that you have loaded, use the commit command:

[edit]
user@host# rollback rescue
load complete
[edit]
user@host# commit

To delete an existing rescue configuration, issue the request system configuration rescue

delete command:
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user@host> request system configuration rescue delete
user@host>

For more information about the request system configuration rescue delete and request

system configuration rescue save commands, see the CLI Explorer.

Saving a Configuration to a File

Save the Junos OS configuration to a file so that you can edit it with a text editor of your

choice. You can save your current configuration to an ASCII file, which saves the

configuration in its current form, including any uncommitted changes. If more than one

user is modifying the configuration, all changes made by all users are saved.

To save software configuration changes to an ASCII file, use the save configurationmode

command:

[edit]
user@host# save filename
[edit]
user@host#

Thecontents of the current level of the statementhierarchy (andbelow)are saved, along

with the statement hierarchy containing it. This allows a section of the configuration to

be saved, while fully specifying the statement hierarchy.

By default, the configuration is saved to a file in your homedirectory, which is on the flash

drive.

When you issue this command from anywhere in the hierarchy (except the top level), a

replace tag is automatically included at the beginning of the file. You can use the replace

tag to control how a configuration is loaded from a file.

user@host> file show /var/home/user/myconf
replace:
protocols {
bgp {
disable;
group int {
type internal;

}
}
isis {
disable;
interface all {
level 1 disable;

}
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
reference-bandwidth 4g;
...

}
}
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Related
Documentation

Returning to the Most Recently Committed Junos Configuration on page 1136•

• Loading a Configuration from a File on page 1133

• Viewing Files and Directories on a Device Running Junos OS

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.

This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.

The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

Related
Documentation

Understanding Configuration Files on page 1126•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165

Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

aQFXSeries product and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Related
Documentation

Setting or Deleting the Rescue Configuration on page 1145•

• Reverting to the Default Factory Configuration on page 163
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• Configuration File Terms on page 26

Rolling Back Junos OS Configuration Changes

This topic shows how to use the rollback command to return to the most recently

committed Junos OS configuration. The rollback command is useful if youmake

configuration changes and then decide not to keep the changes.

The following procedure shows how to configure an SNMP health monitor on a device

running Junos OS and then return to the most recently committed configuration that

doesnot include thehealthmonitor.Whenconfigured, theSNMPhealthmonitorprovides

the network management system (NMS) with predefinedmonitoring for file system

usage, CPU usage, andmemory usage on the device.

1. Enter configuration mode:

user@host> configure
entering configurationmode
[edit]
user@host#

2. Show the current configuration (if any) for SNMP:

[edit]
user@host# show snmp

No snmp statements appear because SNMP has not been configured on the device.

3. Configure the health monitor:

[edit]
user@host# set snmp health-monitor

4. Show the new configuration:

[edit]
user@host# show snmp
health-monitor;

The health-monitor statement indicates that SNMP health monitoring is configured

on the device.

5. Enter the rollback configuration mode command to return to the most recently

committed configuration:

[edit]
user@host# rollback
load complete

6. Show the configuration again to make sure your change is no longer present:

[edit]
user@host# show snmp

No snmpconfigurationstatementsappear. Thehealthmonitor is no longer configured.

7. Enter the commit command to activate the configuration to which you rolled back:

[edit]
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user@host# commit

8. Exit configuration mode:

[edit]
user@host# exit
Exiting configurationmode

You can also use the rollback command to return to earlier configurations.

Related
Documentation

Returning to the Most Recently Committed Junos Configuration on page 1136•

Saving a Configuration to a File

Save the Junos OS configuration to a file so that you can edit it with a text editor of your

choice. You can save your current configuration to an ASCII file, which saves the

configuration in its current form, including any uncommitted changes. If more than one

user is modifying the configuration, all changes made by all users are saved.

To save software configuration changes to an ASCII file, use the save configurationmode

command:

[edit]
user@host# save filename
[edit]
user@host#

Thecontents of the current level of the statementhierarchy (andbelow)are saved, along

with the statement hierarchy containing it. This allows a section of the configuration to

be saved, while fully specifying the statement hierarchy.

By default, the configuration is saved to a file in your homedirectory, which is on the flash

drive.

When you issue this command from anywhere in the hierarchy (except the top level), a

replace tag is automatically included at the beginning of the file. You can use the replace

tag to control how a configuration is loaded from a file.

user@host> file show /var/home/user/myconf
replace:
protocols {
bgp {
disable;
group int {
type internal;

}
}
isis {
disable;
interface all {
level 1 disable;

}
interface fxp0.0 {
disable;

}
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}
ospf {
traffic-engineering;
reference-bandwidth 4g;
...

}
}

Setting or Deleting the Rescue Configuration

A rescue configuration is user-defined configuration that restores connectivity to switch.

You set a current committed configuration to be the rescue configuration through the

CLI. If someone inadvertently commits a configuration that denies management access

to a QFX Series product and the console port is not accessible, you can overwrite the

invalid configurationand replace itwith the rescueconfiguration. The rescueconfiguration

is a previously committed, valid configuration. We recommend that the rescue

configuration include the IP address (accessible from the network) for themanagement

port.

To set the current active configuration as the rescue configuration:

user@switch> request system configuration rescue save

To delete an existing rescue configuration:

user@switch> request system configuration rescue delete

Related
Documentation

Reverting to the Default Factory Configuration on page 163•

• Loading a Previous Configuration File on page 1136

• Configuration File Terms on page 26

• CLI Explorer

Uploading a Configuration File

You can create a configuration file on your local system, copy the file to the switch, and

then load the file into theCLI.After youhave loaded theconfiguration file, youcancommit

it to activate the configuration on the switch. You can also edit the configuration

interactively using the CLI and commit it at a later time.

To upload a configuration file from your local system:

1. Create the configuration file using a text editor such as Notepad,making sure that the

syntax of the configuration file is correct. For more information about testing the

syntax of a configuration file see the Junos OS System Basics and Services Command

Reference at http://www.juniper.net/techpubs/software/junos/index.html.

2. In the configuration text file, use an option to perform the required action when the

file is loaded. Table 98 on page 1146 lists and describes some options for the load

command.
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Table 98: Options for the load Command

DescriptionOptions

Combines the current active configuration and the configuration in the filename you specify or
the one that you type at the terminal. Amerge operation is useful when you are adding a new
section to an existing configuration. If the active configuration and the incoming configuration
contain conflicting statements, the statements in the incoming configuration override those in
the active configuration.

merge

Discards the current candidate configuration and loads the configuration in the filename you
specify or the one that you type at the terminal. When you use the override option and commit
the configuration, all systemprocesses reparse the configuration. Youcanuse theoverrideoption
at any level of the hierarchy.

override

Searches for the replace tags, deletes the existing statements of the same name, if any, and
replaces themwith the incoming configuration. If there is no existing statement of the same
name, the replace operation adds the statements marked with the replace tag to the active
configuration.

NOTE: For this operation to work, youmust include replace tags in the text file or in the
configuration you type at the terminal.

replace

3. Press Ctrl+a to select all the text in the configuration file.

4. Press Ctrl+c to copy the contents of the configuration text file to the Clipboard.

5. Log in to the switch using your username and password.

6. To enter configuration mode:

user@switch> configure

You will see this output, with the hash or poundmark indicating configuration mode.

Entering configuration mode

[edit]

user@switch#

7. Load the configuration file:

[edit]

user@switch# loadmerge terminal

8. At the cursor, paste the contents of theClipboard using themouse and thePaste icon:

[edit]

user@switch# loadmerge terminal

[Type ^D at a new line to end input]

>Cursor is here. Paste the contents of the clipboard here<

9. Press Enter.

10. Press Ctrl+d to set the end-of-file marker.

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt. You can also edit the configuration interactively using the CLI and commit

it at a later time.
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Related
Documentation

Understanding Configuration Files on page 1126•

Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an Archive Site

You can configure a router or switch to transfer its configuration to an archive file

periodically. The following tasks describe how to transfer the configuration to an archive

site:

1. Configuring the Router or Switch to Transfer Its Currently Active Configuration to an

Archive on page 1147

2. Configuring the Transfer Interval for Periodic Transfer of the Active Configuration to

an Archive Site on page 1147

3. Configuring Transfer of the Current Active ConfigurationWhen a Configuration Is

Committed on page 1148

4. Configuring Archive Sites for Transfer of Active Configuration Files on page 1148

Configuring the Router or Switch to Transfer Its Currently Active Configuration
to an Archive

If you want to back up your device’s current configuration to an archive site, you can

configure the router or switch to transfer its currently active configuration by FTP or

secure copy (SCP) periodically or after each commit.

To configure the router or switch to transfer its currently active configuration to anarchive

site, include statements at the [edit system archival configuration] hierarchy level:

[edit system archival configuration]
archive-sites {
ftp://username<:password>@host-address<:port>/url-path;
scp://username<:password>@host-address<:port>/url-path;

}
transfer-interval interval;
transfer-on-commit;

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“ftp://username<:password>@[ipv6-host-address]<:port>/url-path”

Configuring theTransfer Interval for Periodic Transfer of theActiveConfiguration
to an Archive Site

To configure the router or switch to periodically transfer its currently active configuration

to an archive site, include the transfer-interval statement at the [edit system archival

configuration] hierarchy level:

[edit system archival configuration]
transfer-interval interval;

The interval is a period of time ranging from 15 through 2880minutes.
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Configuring Transfer of the Current Active ConfigurationWhen a Configuration
Is Committed

Toconfigure the router or switch to transfer its currently active configuration to anarchive

site each time you commit a candidate configuration, include the transfer-on-commit

statement at the [edit system archival configuration] hierarchy level:

[edit system archival configuration]
transfer-on-commit;

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“scp://username<:password>@[ipv6-host-address]<:port>/url-path”

Configuring Archive Sites for Transfer of Active Configuration Files

When you configure the router or switch to transfer its configuration files, you specify an

archive site to which the files are transferred. If you specify more than one archive site,

the router or switch attempts to transfer files to the first archive site in the list, moving

to the next site only if the transfer fails.

When you use the archive-sites statement, you can specify a destination as an FTP URL,

or SCP-style remote file specification. The URL type file:// is also supported.

To configure the archive site, include the archive-sites statement at the

[edit system archival configuration] hierarchy level:

[edit system archival configuration]
archive-sites {
ftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;
file://<path>/<filename>;

}

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“scp://username<:password>@[ipv6-host-address]<:port>/url-path”

When you specify the archive site, do not add a forward slash (/) to the end of the URL.

The destination filename is saved in the following format, where n corresponds to the

number of the compressed configuration rollback file that has been archived:

<router-name>_juniper.conf.n.gz_YYYYMMDD_HHMMSS
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NOTE: The time included in thedestination filename isalways inCoordinated
Universal Time (UTC) regardless of whether the time on the router is
configured asUTCor the local time zone. The default time zone on the router
or switch is UTC.

Configuration Statements

• archival on page 1150

• archive-sites (Configuration File) on page 1151

• configuration on page 1153

• transfer-interval (Configuration) on page 1154

• transfer-on-commit on page 1155
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archival

Syntax archival {
configuration {
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
transfer-interval interval;
transfer-on-commit;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure copying of the currently active configuration to an archive site. An archive site

can be a file, or an FTP or SCP location.

NOTE: Theedit systemarchivalhierarchy is not availableonQFabric systems.

Options The remaining statements are explained separately.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147
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archive-sites (Configuration File)

Syntax archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specifywhere to transfer thecurrent configuration files.WhenspecifyingaURL ina Junos

OS statement using an IPv6 host address, youmust enclose the entire URL in quotation

marks (" ") and enclose the IPv6 host address in brackets ([ ]). For example,

"scp://username<:password>@[ipv6-host-address]<:port>/url-path"

If you specify more than one archive site, the router or switch attempts to transfer the

configuration files to the first archive site in the list, moving to the next only if the transfer

fails.

The destination filename is saved in the following format, where n corresponds to the

number of the compressed configuration rollback file that has been archived:

router-name_juniper.conf.n.gz_YYYYMMDD_HHMMSS.

NOTE: The time included in thedestination filename isalways inCoordinated
Universal Time (UTC) regardless of whether the time on the router or switch
is configured as UTC or the local time zone. The default time zone on the
router or switch is UTC.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Options The prefix used in the configuration statement determines the form of transfer:

file://—transfer on a path to a named file

ftp://—transfer using active FTP server

pasvftp://—transfer to a device that only accepts passive FTP services
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scp://—transfer to a known host using background SCP file transfers

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Archive Sites for Transfer of Active Configuration Files on page 1148

• Junos OS Commit Model for Router or Switch Configuration on page 29

• configuration on page 1153

• transfer-on-commit on page 1155
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configuration

Syntax configuration {
transfer-interval interval;
transfer-on-commit;
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
}

Hierarchy Level [edit system archival]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to periodically transfer its currently active configuration

(or after each commit).

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Options The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147

• archive on page 6299

• archive-sites on page 1151

• transfer-interval on page 1154

• transfer-on-commit on page 1155
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transfer-interval (Configuration)

Syntax transfer-interval interval;

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to periodically transfer its currently active configuration

to an archive site.

NOTE: Theedit systemarchivalhierarchy is not availableonQFabric systems.

Options interval—Interval at which to transfer the current configuration to an archive site.

Range: 15 through 2880minutes

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Transfer Interval for Periodic Transfer of the Active Configuration to

an Archive Site on page 1147

• archive on page 6299

• configuration on page 1153

• transfer-on-commit on page 1155
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transfer-on-commit

Syntax transfer-on-commit;

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to transfer its currently active configuration to an archive

site each time you commit a candidate configuration.

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks (“ ”)andenclose
the IPv6 host address in brackets ([ ]). For example,
“ftp://username<:password>@[ipv6-host-address]<:port>/url-path” .

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Transfer of the Current Active ConfigurationWhen a Configuration Is

Committed on page 1148

• archive on page 6299

• configuration on page 1153

• transfer-interval on page 1154

Default Configurations

• QFX3500 Switch Default Configuration on page 1155

QFX3500 Switch Default Configuration

EachQFXSeriesproduct isprogrammedwitha factorydefault configuration that contains

the values set for each configuration parameter when a switch is shipped. The default

configuration file sets values for systemparameters suchas syslogandcommit, configures

stormcontrol andEthernet switchingonall interfaces, andenables IGMPsnooping,RSTP,

and LLDP protocols.
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Whenyoucommit changes to the configuration, a newconfiguration file is created,which

becomes the active configuration. You can always revert to the factory default

configuration if you need to.

The following factory default configuration file is for a QFX3500 switch with 48 ports:

NOTE: In thisexample,xe-0/0/0 throughxe-0/0/47are thenetwork interface

ports.

protocols {
igmp-snooping {
vlan all;

}
rstp;
lldp {
interface all;

}
}
interfaces {
xe-0/0/0 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/1 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/2 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/3 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/4 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/5 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/6 {
unit 0 {
family ethernet-switching;

}
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}
xe-0/0/7 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/8 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/9 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/10 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/11 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/12 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/13 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/14 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/15 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/16 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/17 {
unit 0 {
family ethernet-switching;

}
}
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xe-0/0/18 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/19 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/20 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/21 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/22 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/23 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/24 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/25 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/26 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/27 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/28 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/29 {
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unit 0 {
family ethernet-switching;

}
}
xe-0/0/30 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/31 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/32 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/33 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/34 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/35 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/36 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/37 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/38 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/39 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/40 {
unit 0 {
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family ethernet-switching;
}

}
xe-0/0/41 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/42 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/43 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/44 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/45 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/46 {
unit 0 {
family ethernet-switching;

}
}
xe-0/0/47 {
unit 0 {
family ethernet-switching;

}
}

}
ethernet-switching-options {
storm-control {
interface all;

}
}
system {
syslog {
archive size 256k;
file default-log-messages {
structured-data;

}
user * {
any emergency;

}
file messages {
any notice;
authorization info;
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}
file interactive-commands {
interactive-commands any;

}
}
ports {
console type vt100;

}
compress-configuration-files;
login {
password {
minimum-length 6;
minimum-changes 1;
change-type set transitions;
formatmd5;

}
}
commit {
factory-settings {
reset-chassis-lcd-menu;

}
}

}

Related
Documentation

Reverting to the Default Factory Configuration on page 163•

• Configuring a QFX3500 Device as a Standalone Switch on page 151

• Understanding Configuration Files on page 1126

• Interfaces Overview on page 1839

Configuration Examples

• Examples: Loading a Configuration from a File on page 1161

Examples: Loading a Configuration from a File

Figure 11: Overriding the Current Configuration
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Figure 12: Using the replace Option

Figure 13: Using themerge Option
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Figure 14: Using a Patch File

Figure 15: Using the set Option

Related
Documentation

• Loading a Configuration from a File on page 1133
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CHAPTER 10

Administration

• Operational Commands on page 1165

Operational Commands

• clear log

• clear system commit

• file archive

• file checksummd5

• file checksum sha1

• file checksum sha-256

• file compare

• file delete

• file list

• file rename

• file show

• request system configuration rescue delete

• request system configuration rescue save

• show system commit

• show system configuration archival

• show system configuration rescue

• show system rollback

• test configuration
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clear log

Syntax clear log filename
<all>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Remove contents of a log file.

Options filename—Name of the specific log file to delete.

all—(Optional) Delete the specified log file and all archived versions of it.

Required Privilege
Level

clear

Related
Documentation

show log on page 846•

List of Sample Output clear log on page 1166

Output Fields See file list for an explanation of output fields.

Sample Output

clear log

The following sample commands list log file information, clear the contents of a log file,

and then display the updated log file information:

user@host> file list lcc0-re0:/var/log/sampled detail
lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel      26450 Jun 23 18:47 /var/log/sampled
total 1

user@host> clear log lcc0-re0:sampled
lcc0-re0:
--------------------------------------------------------------------------

user@host> file list lcc0-re0:/var/log/sampled detail
lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel         57 Sep 15 03:44 /var/log/sampled
total 1
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clear system commit

Syntax clear system commit

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear any pending commit operation.

Options This command has no options.

Required Privilege
Level

maintenance (or the actual user who scheduled the commit)

Related
Documentation

show system commit on page 898•

List of Sample Output clear system commit on page 1167
clear system commit (None Pending) on page 1167
clear system commit (User Does Not Have Required Privilege Level) on page 1167

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear system commit

user@host> clear system commit
Pending commit cleared.

clear system commit (None Pending)

user@host> clear system commit
No commit scheduled.

clear system commit (User Does Not Have Required Privilege Level)

user@host> clear system commit
error: Permission denied
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file archive

Syntax file archive destination destination source source
<compress>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Archive, and optionally compress, one ormultiple local system files as a single file, locally

or at a remote location.

Options destination destination—Destination of the archived file or files. Specify the destination

as a URL or filename. The Junos OS adds one of the following suffixes if the

destination filename does not already have it:

• For archived files—The suffix .tar

• For archived and compressed files—The suffix .tgz

source source—Source of the original file or files. Specify the source as aURL or filename.

compress—(Optional) Compress the archived file with the GNU zip (gzip) compression

utility. The compressed files have the suffix .tgz.

Required Privilege
Level

maintenance

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57•

List of Sample Output file archive (Multiple Files) on page 1168
file archive (Single File) on page 1168
file archive (with Compression) on page 1169

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file archive (Multiple Files)

The following sample command archives all message files in the local directory

/var/log/messages as the single filemessages-archive.tar.

user@host> file archive source /var/log/messages* destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading / from absolute path names in the archive.

user@host>

file archive (Single File)

The following sample command archives onemessage file in the local directory

/var/log/messages as the single filemessages-archive.tar.
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user@host> file archive source /var/log/messages destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading / from absolute path names in the archive.
user@host

file archive (with Compression)

The following sample command archives and compresses all message files in the local

directory /var/log/messages as the single filemessages-archive.tgz.

user@host> file archive compress source /var/log/messages* destination
/var/log/messages-archive.tgz
/usr/bin/tar: Removing leading / from absolute path names in the archive.
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file checksummd5

Syntax file checksummd5 <pathname> filename

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Message Digest 5 (MD5) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the MD5 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksum sha-256 on page 338

• file checksum sha1 on page 337

• op

List of Sample Output file checksummd5 on page 1170

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksummd5

user@host> file checksummd5 jbundle-5.3R2.4-export-signed.tgz
MD5 (jbundle-5.3R2.4-export-signed.tgz) = 2a3b69e43f9bd4893729cc16f505a0f5
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file checksum sha1

Syntax file checksum sha1 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Secure Hash Algorithm (SHA-1) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-1 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksummd5 on page 336

• file checksum sha-256 on page 338

• op

List of Sample Output file checksum sha1 on page 1171

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha1

user@host> file checksum sha1 /var/db/scripts/opscript.slax

SHA1 (/var/db/scripts/commitscript.slax) = ba9e47120c7ce55cff29afd73eacd370e162c676

1171Copyright © 2014, Juniper Networks, Inc.

Chapter 10: Administration



file checksum sha-256

Syntax file checksum sha-256 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Calculate the Secure Hash Algorithm 2 family (SHA-256) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-256 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script in the Junos OS Configuration and

Operations Automation Guide

•

• Configuring Checksum Hashes for an Event Script in the Junos OS Configuration and

Operations Automation Guide

• Configuring Checksum Hashes for an Op Script in the Junos OS Configuration and

Operations Automation Guide

• Executing anOpScript fromaRemoteSite in the JunosOSConfiguration andOperations

Automation Guide

• file checksummd5 on page 336

• file checksum sha1 on page 337

• op

List of Sample Output file checksum sha-256 on page 1172

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha-256

user@host> file checksum sha-256 /var/db/scripts/commitscript.slax

SHA256 (/var/db/scripts/commitscript.slax) = 
94c2b061fb55399e15babd2529453815601a602b5c98e5c12ed929c9d343dd71
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file compare

Syntax file compare (files filename filename)
<context | unified>
<ignore-white-space>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Compare two local files and describe the differences between them in default, context,

or unified output styles:

• Default—In the first line of output, cmeans lines were changed between the two files,

dmeans lines were deleted between the two files, and a means lines were added

between the two files. The numbers preceding this alphabetical marker represent the

first file, and the lines after the alphabetical marker represent the second file. A left

angle bracket (<) in front of output lines refers to the first file. A right angle bracket (>)

in front of output lines refers to the second file.

• Context—The display is divided into two parts. The first part is the first file; the second

part is thesecond file.Output linesprecededbyanexclamationpoint (!)havechanged.

Additions are marked with a plus sign (+), and deletions are marked with a

minus sign (-).

• Unified—The display is preceded by the line number from the first and the second file

(xx,xxx,x). Before the line number, additions to the file aremarkedwith a plus sign (+),

and deletions to the file are marked with aminus sign (-). The body of the output

contains the affected lines. Changes are viewed as additions plus deletions.

Options files filename—Names of two local files to compare.

context—(Optional) Display output in context format.

ignore-white-space—(Optional) Ignore changes in the amount of white space.

unified—(Optional) Display output in unified format.

Required Privilege
Level

none

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57•

• Viewing Core Files from Junos OS Processes on page 171

List of Sample Output file compare files on page 1174
file compare files context on page 1174
file compare files unified on page 1174
file compare files unified ignore-white-space on page 1174

Output Fields When you enter this command, you are provided feedback on the status of your request.

1173Copyright © 2014, Juniper Networks, Inc.

Chapter 10: Administration



Sample Output

file compare files

user@host> file compare files /tmp/one /tmp/two
100c100
<             full-name "File 1";
---
>             full-name "File 2";
102c102
<             class foo; # 'foo' is not defined
---
>             class super-user;

file compare files context

user@host> file compare files /tmp/one /tmp/two context
*** /tmp/one    Wed Dec  3 17:12:50 2003
--- /tmp/two    Wed Dec  3 09:13:14 2003
***************
*** 97,104 ****
              }
          }
          user bill {
!             full-name "Bill Smith";
!             class foo; # 'foo' is not defined
              authentication {
                  encrypted-password SECRET;
              }
--- 97,105 ----
              }
          }
          user bill {
!             full-name "Bill Smith";
!             uid 1089;
!             class super-user;
              authentication {
                  encrypted-password SECRET;
              }     

file compare files unified

user@host> file compare files /tmp/one /tmp/two unified
--- /tmp/one    Wed Dec  3 17:12:50 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -97,8 +97,9 @@
             }
         }
         user bill {
-            full-name "Bill Smith";
-            class foo; # 'foo' is not defined
+            full-name "Bill Smith";
+            uid 1089;
+            class super-user;
             authentication {
                 encrypted-passwordSECRET;
             }

file compare files unified ignore-white-space

user@host> file compare files /tmp/one /tmp/two unified ignore-white-space
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--- /tmp/one    Wed Dec  3 09:13:10 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -99,7 +99,7 @@
         user bill {
             full-name "Bill Smith";
             uid 1089;
-            class foo; # 'foo' is not defined
+            class super-user;
             authentication {
                  encrypted-password <SECRET>; # SECRET-DATA
             }
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file delete

Syntax file delete filename
<purge>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Delete a file on the local router or switch.

Options filename—Name of the file to delete. For a routing matrix, include chassis information in

the filename if the file to be deleted is not local to the Routing Engine fromwhich

the command is issued.

purge—(Optional) Overwrite regular files before deleting them.

Required Privilege
Level

maintenance

List of Sample Output file delete on page 1176
file delete (RoutingMatrix) on page 1176

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file delete

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file delete /var/tmp/snmpd.core
user@host> file list /var/tmp
dcd.core
rpd.core

file delete (RoutingMatrix)

user@host> file list lcc0-re0:/var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file delete lcc0-re0:/var/tmp/snmpd.core
user@host> file list /var/tmp
dcd.core
rpd.core
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file list

Syntax file list
<detail | recursive>
<filename>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display a list of files on the local router or switch.

Options none—Display a list of all files for the current directory.

detail | recursive—(Optional) Display detailed output or descend recursively through the

directory hierarchy, respectively.

filename—(Optional)Displaya list of files. For a routingmatrix, the filenamemust include

the chassis information.

Additional Information The default directory is the home directory of the user logged in to the router or switch.

To view available directories, enter a space and then a backslash (/) after the file list

command. To view files within a specific directory, include a backslash followed by the

directory and, optionally, subdirectory name after the file list command.

Required Privilege
Level

maintenance

List of Sample Output file list on page 1177
file list (RoutingMatrix) on page 1177

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file list

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

file list (RoutingMatrix)

user@host> file list lcc0-re0:var/tmp
lcc0-re0:
--------------------------------------------------------------------------
/var/tmp/:
.gdbinit
.pccardd
Test/
chassisd*
chassisd.nathan*
check_time*
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cores/
diagTestPrep*
diagtest*
diagtest.regress*
do_switchovers*
dump_test*
err.manoj.log
esw_clearstats*
esw_counter*
esw_debug*
esw_debug_ge*
esw_filt_test*
esw_filter_tnp_addr*
esw_getstats*
esw_phy*
esw_stats*
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file rename

Syntax file rename source destination

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Rename a file on the local router or switch.

Options destination—New name for the file.

source—Original name of the file. For a routing matrix, the filenamemust include the

chassis information.

Required Privilege
Level

maintenance

List of Sample Output file rename on page 1179
file rename (RoutingMatrix) on page 1179

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file rename

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list /var/tmp
dcd.core
rpd.core
snmpd.core

user@host> file rename /var/tmp/dcd.core /var/tmp/dcd.core.990413
user@host> file list /var/tmp
dcd.core.990413
rpd.core
snmpd.core

file rename (RoutingMatrix)

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list lcc0-re1:/var/tmp
lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd               
syslogd.core-tarball.0.tgz
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user@host> file rename lcc0-re0:/var/tmp/snmpd /var/tmp/snmpd.rr
user@host> file list lcc0-re1:/var/tmp
lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd.rr 
syslogd.core-tarball.0.tgz
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file show

Syntax file show filename
<encoding (base64 | raw)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of a file.

Options filename—Name of a file. For a routing matrix, the filenamemust include the chassis

information.

encoding(base64 | raw)—(Optional) Encode file contentswithbase64encodingor show

raw text.

Required Privilege
Level

maintenance

List of Sample Output file show on page 1181
file show (RoutingMatrix) on page 1181

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file show

user@host> file show /var/log/messages
Apr 13 21:00:08 romney /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:00:40 romney /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:02:48 romney last message repeated 4 times
Apr 13 21:07:04 romney last message repeated 8 times
Apr 13 21:07:13 romney /kernel: so-1/1/0: Clearing SONET alarm(s) RDI-P
Apr 13 21:07:29 romney /kernel: so-1/1/0: Asserting SONET alarm(s) RDI-P
...

file show (RoutingMatrix)

user@host> file show lcc0-re0:/var/tmp/.gdbinit
lcc0-re0:
--------------------------------------------------------------------------
####################################################################
# Settings
####################################################################

set print pretty

####################################################################
# Basic stuff
####################################################################

define msgbuf
        printf "%s", msgbufp->msg_ptr
end
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# hex dump of a block of memory
# usage: dump address length
define dump
   p $arg0, $arg1
   set $ch = $arg0
   set $j = 0
   set $n = $arg1
   while ($j < $n)
        #printf "%x %x ",&$ch[$j],$ch[$j]
        printf "%x ",$ch[$j]
        set $j = $j + 1
        if (!($j % 16))
                printf "\n"
        end
   end
end
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request system configuration rescue delete

Syntax request system configuration rescue delete

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Delete an existing rescue configuration.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system configuration rescue save on page 372•

• request system software rollback on page 428

• show system commit on page 898

List of Sample Output request system configuration rescue delete on page 1183

Output Fields This command produces no output.

Sample Output

request system configuration rescue delete

user@host> request system configuration rescue delete
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request system configuration rescue save

Syntax request system configuration rescue save

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Save themost recently committed configuration as the rescue configuration so that you

can return to it at any time by using the rollback command.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system software delete on page 400•

• request system software rollback on page 428

• show system commit on page 898

List of Sample Output request system configuration rescue save on page 1184

Output Fields This command produces no output.

Sample Output

request system configuration rescue save

user@host> request system configuration rescue save
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show system commit

Syntax show system commit

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the system commit history and any pending commit operation.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear system commit on page 328•

List of Sample Output show system commit on page 1186
show system commit (At a Particular Time) on page 1186
show system commit (At the Next Reboot) on page 1186
show system commit (Rollback Pending) on page 1186
show system commit (QFX Series) on page 1186

Output Fields Table82onpage898describes the output fields for the showsystemcommit command.

Output fields are listed in the approximate order in which they appear.

Table 99: show system commit Output Fields

Field DescriptionField Name

Displays the last 50 commit operations listed, most recent to first. The identifier Junos XML protocol
designates a configuration created for recovery using the request system configuration rescue save
command.

Junos XML protocol

Date and time of the commit operation.Junos XML protocol

User who executed the commit operation.Junos XML protocol

Method used to execute the commit operation:

• Junos XML protocol—CLI interactive user performed the commit operation.

• Junos XML protocol—Junos XML protocol client performed the commit operation.

• synchronize—The commit synchronize command was performed on the other Routing Engine.

• snmp—An SNMP set request caused the commit operation.

• button—Abuttonon the router or switchwaspressed to commit a rescue configuration for recovery.

• autoinstall—A configuration obtained through autoinstallation was committed.

• other—When there is no login name associated with the session, the values for user and client
default to root and other. For example, during a reboot after package installation, mgd commits
the configuration as a system commit, and there is no login associated with the commit.

Junos XML protocol
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Sample Output

show system commit

user@host> show system commit
0   2003-07-28 19:14:04 PDT by root via other
1   2003-07-25 22:01:36 PDT by regress via cli
2   2003-07-25 22:01:32 PDT by regress via cli
3   2003-07-25 21:30:13 PDT by root via button
4   2003-07-25 13:46:48 PDT by regress via cli
5   2003-07-25 05:33:21 PDT by root via autoinstall
...
rescue  2002-05-10 15:32:03 PDT by root via other

show system commit (At a Particular Time)

user@host> show system commit
commit requested by root via cli at Tue May  7 15:59:00 2002 

show system commit (At the Next Reboot)

user@host> show system commit
commit requested by root via cli at reboot

show system commit (Rollback Pending)

user@host> show system commit
0 2005-01-05 15:00:37 PST by root via cli commit confirmed, rollback in 3mins 

show system commit (QFX Series)

user@switch> show system commit
0   2011-11-25 19:17:49 PST by root via cli
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show system configuration archival

Syntax show system configuration archival

Release Information Introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display directory and number of files queued for archival transfer.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

List of Sample Output show system configuration archival on page 1187

Sample Output

show system configuration archival

user@host> show system configuration archival

/var/transfer/config/:
total 8
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show system configuration rescue

Syntax show system configuration rescue

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display a rescue configuration, if one exists.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

show system configuration archival on page 900•

List of Sample Output show system configuration rescue on page 1188

Sample Output

show system configuration rescue

user@switch> show system configuration rescue
version "7.3"; groups {
    global {
        system {
            host-name router1;
            domain-name customer.net;
            domain-search [ customer.net ];
            backup-router 192.168.124.254;
            name-server {
                172.17.28.11;
                172.17.28.101;
                172.17.28.100;
                172.17.28.10;
            }
            login {
                user regress {
                    uid 928;
                    class ;
                    shell csh;
                    authentication {
                        encrypted-password "$1$kPU..$w.4FGRAGanJ8U4Yq6sbj7."; ##
 SECRET-DATA
                    }
                }
            }
            services {
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                ftp;
                rlogin;
                rsh;
                telnet;
            }
        }
    }
....
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show system rollback

Syntax show system rollback number
<compare number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of apreviously committed configuration, or thedifferencesbetween

two previously committed configurations.

NOTE: The show system rollback command is a purely operational mode

command and cannot be issued with run from the configurationmode.

Options number—Number of a configuration to view. The output displays the configuration. The

range of values is 0 through 49.

compare number—(Optional) Number of another previously committed (rollback)

configuration to compare to rollback number. The output displays the differences

between the two configurations. The range of values is 0 through 49.

Required Privilege
Level

view

List of Sample Output show system rollback compare on page 1190

Sample Output

show system rollback compare

user@host> show system rollback 3 compare 1
[edit]
+  interfaces {
+      ge-1/1/1 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 14.1.1.1/30;
+              }
+          }
+      }
+      ge-1/2/1 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 13.1.1.1/30;
+              }
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+          }
+      }
+      ge-1/3/0 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 12.1.1.1/30;
+              }
+          }
+      }
+}
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test configuration

Syntax test configuration filename

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Verify that the syntax of a configuration file is correct. If the configuration contains any

syntax or commit check errors, a message is displayed to indicate the line number and

column number in which the error was found.

Options filename—Name of the configuration file.

syntax-only—Check thesyntaxofapartial configuration file,without checking for commit

errors. This option introduced in Junos OS Release 12.1.

Required Privilege
Level

view

List of Sample Output test configuration on page 1192

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

test configuration

user@host> test configuration terminal
[Type ^D to end input]
system {
host-name bluesky;
paris-23;
login;
}
terminal:3:(8) syntax error: paris
  [edit system]
    'paris-23;'
      syntax error
terminal:4:(11) statement must contain additional statements: ;
  [edit system login]
    'login ;'
      statement must contain additional statements
configuration syntax failed
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CHAPTER 11

Troubleshooting

• Troubleshooting Procedures on page 1193

Troubleshooting Procedures

• Loading a Previous Configuration File on page 1193

• Reverting to the Default Factory Configuration on page 1194

• Reverting to the Rescue Configuration on page 1194

Loading a Previous Configuration File

You can use the rollback <number command to return to a previously committed

configuration file. A switch saves the last 50 committed configurations, including the

rollback number, date, time, and name of the user who issued the commit configuration

command.

Syntax

rollback <number>

Options

• none—Return to the most recently saved configuration.

• number—Configuration to return to.

• Range: 0 through 49. Themost recently saved configuration is number 0, and the
oldest saved configuration is number 49.

• Default: 0

To return to a configuration prior to the most recently committed one:

1. Specify the rollback number (here, 1 is entered and the configuration returns to the

previously committed configuration):

[edit]
user@switch# rollback 1
load complete

2. Activate the configuration you have loaded:

[edit]
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user@switch# commit

Related
Documentation

Configuration File Terms on page 26•

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.

This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.

The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

Related
Documentation

Understanding Configuration Files on page 1126•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165

Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

aQFXSeries product and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Related
Documentation

• Setting or Deleting the Rescue Configuration on page 1145

• Reverting to the Default Factory Configuration on page 163

• Configuration File Terms on page 26
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PART 5

User and Access Management

• Overview on page 1197

• Configuration on page 1225

• Administration on page 1351
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CHAPTER 12

Overview

• Software Overview on page 1197

• Access Control Overview on page 1199

Software Overview

• Understanding Software Infrastructure and Processes on page 1197

Understanding Software Infrastructure and Processes

TheQFXSeriesproducts run the JuniperNetworks JunosOS. JunosOS includesprocesses

for Internet Protocol (IP) routing and for managing interfaces, networks, and the switch.

Junos OS runs on the Routing Engine. The Routing Engine kernel coordinates

communication among the Junos OS processes and provides a link to the Packet

Forwarding Engine.

Using the Junos OS command-line interface (CLI), you configure switching features and

set the properties of network interfaces. After activating a software configuration, use

either the JunosSpaceorCLI user interface tomonitor,manageoperations, anddiagnose

protocol and network connectivity problems.

• Routing Engine and Packet Forwarding Engine on page 1197

• Junos OS Processes on page 1198

Routing Engine and Packet Forwarding Engine

A switch has two primary software processing components:

• Packet Forwarding Engine—Processes packets; applies filters, routing policies, and

other features; and forwards packets to the next hop along the route to their final

destination.

• Routing Engine—Provides three main functions:

• Creates the packet forwarding switch , which provides route lookup, filtering, and

switching on incoming data packets, and then directs outbound packets to the

appropriate interface for transmission to the network.

• Maintains the routing tables used by the switch and controls the routing protocols

that run on the switch.
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• Provides control andmonitoring functions for the switch, including controllingpower

andmonitoring system status.

Junos OS Processes

JunosOSrunningon theRoutingEngineandPacketForwardingEngineconsistsofmultiple

processes that are responsible for individual functions.

Theseparationof functionsprovidesoperational stability, becauseeachprocessaccesses

itsownprotectedmemory space. Inaddition, becauseeachprocess isa separate software

package, you can selectively upgrade all or part of the Junos OS for added flexibility.

Table 35 on page 45 describes the primary Junos OS processes.

Table 100: Junos OS Processes

DescriptionNameProcess

Detects hardware on the system that is used to configure network interfaces.

Monitors the physical status of hardware components and field-replaceable units
(FRUs),detectingwhenenvironmentsensors suchas temperaturesensorsare triggered.

Relays signals and interrupts—for example, when devices are taken offline, so that the
system can close sessions and shut down gracefully.

chassisdChassis process

Resolves hostnames into addresses.named-serviceDNS Server process

Enables a DHCP server to allocate network IP addresses and deliver configuration
settings to client hosts without user intervention.

dhcp-serviceDynamic Host
Configuration
Protocol (DHCP)
process

Handles Layer 2 switching functionality such as MAC address learning, Spanning Tree
Protocol, and access port security.

Manages Ethernet switching interfaces, VLANs, and VLAN interfaces.

eswdEthernet switching
process

Manages the firewall configurationandhelpsacceptor reject packets that are transiting
an interface on a switch.

firewallFirewallmanagement
process

Defines how routing protocols operate on the partition. The overall performance of the
partition is largely determined by the effectiveness of the forwarding process.

pfemForwarding process

Configures andmonitors network interfaces by defining physical characteristics such
as link encapsulation, hold times, and keepalive timers.

dcdInterface process

Provides bidirectional exchange of management information between two ATM
interfaces across a physical connection.

ilmiIntegrated Local
Management
Interface (ILMI)
process

Establishes andmaintains LMP control channels.link-managementLink Management
Protocol (LMP)
process
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Table 100: Junos OS Processes (continued)

DescriptionNameProcess

Provides communication between the other processes and an interface to the
configuration database.

Populates the configuration databasewith configuration information and retrieves the
information when queried by other processes to ensure that the system operates as
configured.

Interactswith the other processeswhen commands are issued through one of the user
interfaces on the partition.

If a process terminates or fails to startwhen called, themanagement process attempts
to restart it a limited number of times to prevent thrashing and logs any failure
information for further investigation.

mgdManagementprocess

Makes Layer 2 devices, such as VLAN switches, aware of Layer 3 information, such as
the media access control (MAC) addresses of members of a multicast group.

multicast-snoopingMulticast snooping
process

Protects Neighbor Discovery Protocol (NDP)messages.sendSecure Neighbor
Discovery (SEND)
Protocol process

Enables the monitoring of network devices from a central location and provides the
switch’s SNMPmaster agent.

snmpSimple Network
Management
Protocol (SNMP)
process

Enables theOperations,Administration, andMaintenanceofLayer 2 tunnelednetworks.
Layer 2 protocol tunneling (L2PT) allows service providers to send Layer 2 protocol
data units (PDUs) across the provider’s cloud and deliver them to Juniper Networks
EX Series Ethernet Switches that are not part of the local broadcast domain.

tunnel-oamdTunnel OAM process

EnableshostsonaLANtomakeuseof redundant routingplatformson thatLANwithout
requiring more than the static configuration of a single default route on the hosts.

vrrpVirtual Router
RedundancyProtocol
(VRRP) process

Related
Documentation

Junos OS Baseline Network Operations Guide•

• Junos OS Administration Library for Routing Devices

Access Control Overview

• OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200

• Understanding Login Authentication on page 1200

• Understanding LLDP on page 1201

• Understanding RADIUS Accounting on page 1202

• Understanding VSAs on the QFX Series on page 1203

• Juniper Networks Vendor-Specific RADIUS Attributes on page 1203

• Juniper Networks Vendor-Specific TACACS+ Attributes on page 1205
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• Understanding Junos OS Access Privilege Levels on page 1207

• Junos OS Authentication Order for RADIUS, TACACS+, and Password

Authentication on page 1211

• Junos OS User Authentication Methods on page 1216

• Junos OS User Accounts Overview on page 1216

• Junos OS Login Classes Overview on page 1218

• Regular Expressions for Allowing and Denying Junos OS Configuration Mode

Hierarchies on page 1219

• Regular Expressions for Allowing and Denying Junos OS Operational Mode

Commands on page 1220

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

Overview of Template Accounts for RADIUS and TACACS+ Authentication

When you use local password authentication, youmust create a local user account for

every user who wants to access the system. However, when you are using RADIUS or

TACACS+ authentication, you can create single accounts (for authorization purposes)

that are shared by a set of users. You create these accounts using the remote and local

user template accounts. When a user is using a template account, the command-line

interface (CLI) username is the login name; however, the privileges, file ownership, and

effective user ID are inherited from the template account.

Related
Documentation

Configuring Remote Template Accounts for User Authentication on page 1235•

• Configuring Local User Template Accounts for User Authentication on page 1229

Understanding Login Authentication

You can control access to your network through the Juniper Networks QFX Series using

several different authentication methods—media access control (MAC) RADIUS, for

example. Authentication prevents unauthorized devices and users from gaining access

to your LAN. ForMACRADIUS authentication, end devicesmust be authenticated before

they receive an IP address from a DHCP server.

Youcanenable enddevices toaccess thenetworkwithout authenticatingon theRADIUS

server by configuring the MAC address of the end device in the static MAC bypass list by

configuring the MAC address using the authentication-whitelist statement.

You can configure one ormore authenticationmethods on a single interface and thereby

enable fallback to the next method if the first or secondmethod is unsuccessful.

On a single interface you can configure one or a combination of several authentication

methods.

This topic covers:

• MAC RADIUS Authentication on page 1201
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MACRADIUS Authentication

You can configure MAC RADIUS authentication on interfaces that are connected to end

devices.

The EAPmethod supported for MAC RADIUS authentication on the QFX Series is

EAP-MD5.

When you configure themac-radius restrict option, the switch immediately attempts a

MAC-RADIUSauthenticationbysendinga request to theRADIUSserver forauthentication

of the MAC address of the end device. If MAC address of the end device is configured for

RADIUS authentication, LAN access between the two switches is created.

Related
Documentation

Configuring RADIUS Authentication on page 1233•

Understanding LLDP

TheQFXSeries product uses Link LayerDiscoveryProtocol (LLDP) to learn anddistribute

device information on network links. The information enables the switch to identify a

variety of devices quickly. This quick identification results in a LAN that interoperates

smoothly and efficiently.

LLDP-capable devices transmit information in type, length, and value (TLV) messages

to neighbor devices. Device information can include specifics, such as chassis and port

identification and system name and system capabilities. The TLVs leverage this

information from parameters that have already been configured in Junos OS.

The QFX Series products support the following basic TLVs:

• Chassis Identifier—The MAC address associated with the local system.

• Port Identifier—The port identification for the specified port in the local system.

• Port Description—The user-configured port description. The port description can be a

maximum of 256 characters.

• SystemName—The user-configured name of the local system. The system name can

be amaximum of 256 characters.

• SystemDescription—Thesystemdescriptioncontaining informationabout thesoftware

and current image running on the system. This information cannot be configured, but

is taken from the software.

• SystemCapabilities—The primary function performed by the system. The capabilities

that systemsupports aredefined; for example, bridgeor router. This informationcannot

be configured, but is based on themodel of the product.

• Management Address—The IPmanagement address of the local system.

The QFX Series products support the following 802.3 TLVs:
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• PowerviaMDI—ATLVthatadvertisesmediadependent interface (MDI)power support,

power source equipment (PSE) power pair, and power class information.

• MAC/PHYConfiguration Status—A TLV that advertises information about the physical

interface, such as autonegotiation status and support and MAU type. The information

cannot be configured, but is based on the physical interface structure.

• Link Aggregation—A TLV that advertises whether the port is aggregated and its

aggregated port ID.

• Maximum Frame Size—A TLV that advertises the Maximum Transmission Unit (MTU)

of the interface sending LLDP frames.

• Port Vlan—A TLV that advertises the VLAN name configured on the interface.

Related
Documentation

Configuring LLDP on page 1227•

Understanding RADIUS Accounting

Juniper Networks QFX Series products support IETF RFC 2866, RADIUS Accounting.

Configuring RADIUS accounting on the QFX Series supports collecting statistical data

about users logging in to or out fromaLANand sending the data to aRADIUSaccounting

server. Thestatistical datagatheredcanbeused for general networkmonitoring, analyzing

and tracking usage patterns, or billing a user based upon the amount of time or type of

services accessed.

To configure RADIUS accounting, specify one or more RADIUS accounting servers to

receive the statistical data from the switch, and select the type of accounting data to be

collected.

The RADIUS accounting server you specify can be the same server used for RADIUS

authentication, or it can be a separate RADIUS server. You can specify a list of RADIUS

accounting servers. If the primary server (the first one configured) is unavailable, each

RADIUS server in the list is tried in the order in which they are configured in the Junos OS.

The RADIUS accounting process between the switch and a RADIUS server works like

this:

1. A RADIUS accounting server listens for User Datagram Protocol (UDP) packets on a

specific port. For example, on FreeRADIUS, the default port is 1813.

2. The switch forwards an accounting-request packet containing an event record to the

accounting server. The event record associated with this supplicant contains an

Acct-Status-Type attribute whose value indicates the beginning of user service for

this supplicant.When the supplicant’s session ends, the accounting request contains

an Acct-Status-Type attribute value indicating the end of user service. The RADIUS

accounting server records this as a stop-accounting record containing session

information and the length of the session.

3. The RADIUS accounting server logs these events in a file as start-accounting or

stop-accounting records. On FreeRADIUS, the filename is the server’s address; for

example, 122.69.1.250.
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4. The accounting server sends an accounting-response packet back to the switch

confirming it has received the accounting request.

5. If the switch does not receive a response from the server, it continues to send

accounting requests until an accounting response is returned from the accounting

server.

The statistics collected through this process can be displayed from the RADIUS server;

to see those statistics, the user accesses the log file configured to receive them.

Related
Documentation

Configuring RADIUS System Accounting on page 1231•

Understanding VSAs on the QFX Series

The Juniper Networks QFX Series products support the configuration of RADIUS server

attributes specific to Juniper Networks. These attributes are known as vendor-specific

attributes (VSAs) and are described in RFC 2138, Remote Authentication Dial In User

Service (RADIUS).

Through VSAs, you can configure port-filtering attributes on the RADIUS server. VSAs

arecleartext fields sent fromtheRADIUSserver to theswitchasa result of authentication

success or failure. Authentication prevents unauthorized user access by blocking a

supplicant at the port until the device is authenticated by the RADIUS server. The VSA

attributes are interpreted by the switch during authentication, and the switch takes

appropriate actions. Implementing port-filtering attributes with authentication on the

RADIUS server provides a central location for controlling LAN access for supplicants.

Theseport-filtering attributes specific to JuniperNetworks are encapsulated in aRADIUS

server VSA with the vendor ID set to the Juniper Networks ID number, 2636.

Aswell as configuring port-filtering attributes throughVSAs, you can apply a port firewall

filter that has already been configured on the switch directly to the RADIUS server. Like

port-filtering attributes, the filter is applied during the authentication process, and its

actions are applied at the switch port. Adding a port firewall filter to a RADIUS server

eliminates the need to add the filter to multiple ports and switches.

Related
Documentation

Configuring Firewall Filters on page 4531•

• Configuring RADIUS Authentication on page 1233

• VSAMatch Conditions and Actions on page 1258

Juniper Networks Vendor-Specific RADIUS Attributes

Junos OS supports the configuration of Juniper Networks RADIUS vendor-specific

attributes (VSAs). These VSAs are encapsulated in a RADIUS vendor-specific attribute

with the vendor ID set to the Juniper Networks ID number, 2636. Table 101 on page 1204

lists the Juniper Networks VSAs you can configure.
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Table 101: Juniper Networks Vendor-Specific RADIUS Attributes

StringLengthTypeDescriptionName

One or more octets
containingprintableASCII
characters.

≥31Indicates the name of the user
templateusedby thisuserwhen
logging in to a device. This
attribute is used only in
Access-Accept packets.

Juniper-Local-User-Name

One or more octets
containingprintableASCII
characters, in the form of
an extended regular
expression. See “Regular
Expressions for Allowing
and Denying Junos OS
Operational Mode
Commands”onpage1220.

≥32Contains an extended regular
expression thatenables theuser
to run operational mode
commands in addition to the
commands authorized by the
user’s login class permission
bits. This attribute is used only
in Access-Accept packets.

Juniper-Allow-Commands

One or more octets
containingprintableASCII
characters, in the form of
an extended regular
expression. See “Regular
Expressions for Allowing
and Denying Junos OS
Operational Mode
Commands”onpage1220.

≥33Contains an extended regular
expression that denies the user
permission to run operation
modecommandsauthorizedby
theuser’s login classpermission
bits. This attribute is used only
in Access-Accept packets.

Juniper-Deny-Commands

One or more octets
containingprintableASCII
characters, in the form of
an extended regular
expression. See “Regular
Expressions for Allowing
and Denying Junos OS
Configuration Mode
Hierarchies”onpage 1219.

≥34Contains an extended regular
expression thatenables theuser
to run configuration mode
commands in addition to the
commands authorized by the
user’s login class permission
bits. This attribute is used only
in Access-Accept packets.

Juniper-Allow-Configuration

One or more octets
containingprintableASCII
characters, in the form of
an extended regular
expression. See “Regular
Expressions for Allowing
and Denying Junos OS
Configuration Mode
Hierarchies”onpage 1219.

≥35Contains an extended regular
expression that denies the user
permission to run configuration
commands authorized by the
user’s login class permission
bits. This attribute is used only
in Access-Accept packets.

Juniper-Deny-Configuration

One or more octets
containingprintableASCII
characters.

≥38Indicates the interactive
command entered by the user.
This attribute is used only in
Accounting-Request packets.

Juniper-Interactive-Command
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Table 101: Juniper Networks Vendor-Specific RADIUS Attributes (continued)

StringLengthTypeDescriptionName

One or more octets
containingprintableASCII
characters.

≥39Indicates the interactive
command that results in a
configuration (database)
change. This attribute is used
only in Accounting-Request
packets.

Juniper-Configuration-Change

One or more octets
containingprintableASCII
characters.

The string is a list of
permission flags
separatedbyaspace.The
exact name of each flag
must be specified in its
entirety. See Table 103 on
page 1207.

≥310Contains information the server
uses tospecifyuserpermissions.
This attribute is used only in
Access-Accept packets.

NOTE: When the
Juniper-User-Permissions
attribute is configured to grant
the JunosOSmaintenanceorall
permissionsonaRADIUSserver,
the UNIX wheel group
membership is not
automatically added to a user’s
list of groupmemberships.
Some operations such as
running the su root command
from a local shell require wheel
groupmembershippermissions.
However, when a user is
configured locally with the
permissionsmaintenance or all,
the user is automatically
grantedmembership to the
UNIX wheel group. Therefore,
we recommend that you create
a template user account with
the required permissions and
associate individual user
accountswith the templateuser
account.

Juniper-User-Permissions

For more information about the VSAs, see RFC 2138, Remote Authentication Dial In User

Service (RADIUS).

Related
Documentation

Configuring RADIUS Authentication•

• Configuring RADIUS Authentication on page 1233

Juniper Networks Vendor-Specific TACACS+ Attributes

Junos OS supports the configuration of Juniper Networks TACACS+ vendor-specific

attributes (VSAs). These VSAs are encapsulated in a TACACS+ vendor-specific attribute

with the vendor ID set to the Juniper Networks ID number, 2636. Table 102 on page 1206

lists the Juniper Networks VSAs you can configure.
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Table 102: Juniper Networks Vendor-Specific TACACS+ Attributes

StringLengthDescriptionName

Oneormoreoctets containing
printable ASCII characters.

≥3Indicates the name of the user template used by this
user when logging in to a device.

local-user-name

Oneormoreoctets containing
printable ASCII characters, in
the form of an extended
regular expression. See Table
107 on page 1220.

≥3Containsanextended regular expression thatenables
the user to run operational mode commands in
addition to thosecommandsauthorizedby theuser’s
login class permission bits.

allow-commands

Oneormoreoctets containing
printable ASCII characters, in
the form of an extended
regular expression. See
“Regular Expressions for
Allowing and Denying Junos
OS Configuration Mode
Hierarchies” on page 1219.

≥3Containsanextended regular expression thatenables
the user to run configuration mode commands in
addition to thosecommandsauthorizedby theuser’s
login class permission bits.

allow-configuration

Oneormoreoctets containing
printable ASCII characters, in
the form of an extended
regular expression. See Table
107 on page 1220.

≥3Contains an extended regular expression that denies
the user permission to run operational mode
commands authorized by the user’s login class
permission bits.

deny-commands

Oneormoreoctets containing
printable ASCII characters, in
the form of an extended
regular expression. See Table
106 on page 1219.

≥3Contains an extended regular expression that denies
the user permission to run configuration mode
commands authorized by the user’s login class
permission bits.

deny-configuration

Oneormoreoctets containing
printable ASCII characters.
See Table 103 on page 1207.

≥3Contains information the server uses to specify user
permissions.

NOTE: When the user-permissions attribute is
configured to grant the Junos OSmaintenance or all
permissions on a TACACS+ server, the UNIX wheel
groupmembership is not automatically added to a
user’s list of groupmemberships. Some operations
such as running the su root command from a local
shell require wheel groupmembership permissions.
However, when a user is configured locally with the
permissionsmaintenance or all, the user is
automaticallygrantedmembership to theUNIXwheel
group. Therefore, we recommend that you create a
template user accountwith the required permissions
and associate individual user accounts with the
template user account.

user-permissions

Related
Documentation

Configuring TACACS+ Authentication•

• Configuring TACACS+ Authentication on page 1245
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Understanding Junos OS Access Privilege Levels

Eachtop-level command-line interface(CLI)commandandeachconfigurationstatement

have an access privilege level associated with them. Users can execute only those

commands and configure and view only those statements for which they have access

privileges.Theaccessprivileges for each loginclassaredefinedbyoneormorepermission

flags.

For each login class, you can explicitly deny or allow the use of operational and

configuration mode commands that would otherwise be permitted or not allowed by a

privilege level specified in the permissions statement.

The following sections provide additional information about permissions:

• Junos OS Login Class Permission Flags on page 1207

• Allowing or Denying Individual Commands for Junos OS Login Classes on page 1210

Junos OS Login Class Permission Flags

The permissions statement specifies one or more of the permission flags listed in

Table 103 on page 1207. Permission flags are not cumulative, so for each class youmust

list all the permission flags needed, including view to display information and configure

to enter configurationmode. Two forms of permissions control for individual parts of the

configuration are:

• "Plain” form—Provides read-only capability for that permission type. An example is

interface.

• Form that ends in -control—Provides readandwrite capability for that permission type.

An example is interface-control.

Table 103onpage 1207 lists the Junos
®
operatingsystem(JunosOS) loginclasspermission

flags that you can configure by including the permissions statement at the [edit system

login class class-name] hierarchy level.

Table 103: Login Class Permission Flags

DescriptionPermission Flag

Can view the access configuration in configuration mode and
with the show configuration operational mode command.

access

Can view and configure access information at the [edit access]
hierarchy level.

access-control

Can view user account information in configuration mode and
with the show configuration operational mode command.

admin

Can view user accounts and configure them at the [edit system
login] hierarchy level.

admin-control
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Table 103: Login Class Permission Flags (continued)

DescriptionPermission Flag

Can access all operationalmode commands and configuration
mode commands. Canmodify configuration in all the
configuration hierarchy levels.

all-control

Can clear (delete) information learned from the network that
is stored in various network databases by using the clear
commands.

clear

Canenter configurationmodebyusing the configure command.configure

Can perform all control-level operations—all operations
configured with the -control permission flags.

control

Can view field debug commands. Reserved for debugging
support.

field

Can view the firewall filter configuration in configurationmode.firewall

Can view and configure firewall filter information at the [edit
firewall] hierarchy level.

firewall-control

Can read from and write to the removable media.floppy

Can view the flow-tap configuration in configuration mode.flow-tap

Can view the flow-tap configuration in configurationmode and
can configure flow-tap configuration information at the [edit
services flow-tap] hierarchy level.

flow-tap-control

Canmake flow-tap requests to the router or switch. For
example, a Dynamic Tasking Control Protocol (DTCP) client
must authenticate itself to the Junos OS as an administrative
user. That account must have flow-tap-operation permission.

NOTE: The flow-tap-operation option is not included in the
all-control permissions flag.

flow-tap-operation

Can view profiler data.idp-profiler-operation

Can view the interface configuration in configurationmode and
with the show configuration operational mode command.

interface

Copyright © 2014, Juniper Networks, Inc.1208

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 103: Login Class Permission Flags (continued)

DescriptionPermission Flag

Can view chassis, class of service (CoS), groups, forwarding
options, and interfaces configuration information. Can edit
configuration at the following hierarchy levels:

• [edit chassis]

• [edit class-of-service]

• [edit groups]

• [edit forwarding-options]

• [edit interfaces]

interface-control

Can perform systemmaintenance, including starting a local
shell on the router and becoming the superuser in the shell by
using the su root command, and can halt and reboot the router
by using the request system commands.

maintenance

Can access the network by using the ping, ssh, telnet, and
traceroute commands.

network

Can view the pgcp session mirroring configuration.pgcp-session-mirroring

Canmodify the pgcp session mirroring configuration.pgcp-session-mirroring-control

Can restart software processes by using the restart command
and can configure whether software processes are enabled or
disabled at the [edit system processes] hierarchy level.

reset

Can use the rollback command to return to a previously
committed configuration other than themost recently
committed one.

rollback

Can view general routing, routing protocol, and routing policy
configuration information in configuration and operational
modes.

routing

Can view general routing, routing protocol, and routing policy
configuration information and can configure general routing at
the [edit routing-options] hierarchy level, routing protocols at
the [edit protocols] hierarchy level, and routing policy at the
[edit policy-options] hierarchy level.

routing-control

Can view passwords and other authentication keys in the
configuration.

secret

Can view passwords and other authentication keys in the
configuration and canmodify them in configuration mode.

secret-control

Can view security configuration in configurationmode andwith
the show configuration operational mode command.

security
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Table 103: Login Class Permission Flags (continued)

DescriptionPermission Flag

Canviewandconfigure security informationat the [edit security]
hierarchy level.

security-control

Can start a local shell on the router or switch by using the start
shell command.

shell

Can view Simple Network Management Protocol (SNMP)
configuration information in configuration and operational
modes.

snmp

CanviewSNMPconfiguration informationandcanmodifySNMP
configuration at the [edit snmp] hierarchy level.

snmp-control

Can view system-level information in configuration and
operational modes.

system

Can view system-level configuration information and configure
it at the [edit system] hierarchy level.

system-control

Can view trace file settings and configure trace file properties.trace

Canmodify trace file settingsandconfigure trace file properties.trace-control

Can use various commands to display current system-wide,
routing table, andprotocol-specific valuesandstatistics.Cannot
view the secret configuration.

view

Can view all of the configuration excluding secrets, system
scripts, and event options.

NOTE: Only users with themaintenance permission can view
commit script, op script, or event script configuration.

view-configuration

Allowing or Denying Individual Commands for Junos OS Login Classes

By default, all top-level CLI commands have associated access privilege levels. Users

can execute only those commands and view only those statements for which they have

access privileges. For each login class, you can explicitly deny or allow the use of

operational and configuration mode commands that would otherwise be permitted or

not allowed by a privilege level specified in the permissions statement.

• The all login class permission bits take precedence over extended regular expressions

when a user with rollback permission issues the rollback command.

• Expressions used to allow and deny commands for users on RADIUS and TACACS+

servers have been simplified. Instead of a single, long expression with multiple

commands (allow-commands=cmd1 cmd2 ... cmdn), you can specify each command

as a separate expression. This new syntax is valid for allow-configuration and
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deny-configuration, allow-commands and deny-commands, and all user permission

bits.

• Users cannot issue the load override command when specifying an extended regular

expression.Users canonly issue themerge, replace, andpatchconfigurationcommands.

• If you allow and deny the same commands, the allow-commands permissions take

precedence over the permissions specified by thedeny-commands. For example, if you

includeallow-commands"requestsystemsoftwareadd"anddeny-commands"request

system software add", the login class user is allowed to install software using the

request system software add command.

• Regular expressions for allow-commands and deny-commands can also include the

commit, load, rollback, save, status, and update commands.

• If you specify a regular expression for allow-commands and deny-commandswith two

different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commandswith the

commit-synchronize command and a regular expression for deny-commandswith the

commit command, users assigned to such a login class would be able to issue the

commit synchronize command, but not the commit command. This is because

commit-synchronize is the longest match between commit and commit-synchronize

and it is specified for allow-commands.

Likewise, if you specify a regular expression for allow-commandswith the commit

command and a regular expression for deny-commandswith the commit-synchronize

command, users assigned to such a login class would be able to issue the commit

command, but not the commit-synchronize command. This is because

commit-synchronize is the longest match between commit and commit-synchronize

and it is specified for deny-commands.

Related
Documentation

Configuring Access Privilege Levels on page 1226•

Junos OS Authentication Order for RADIUS, TACACS+, and Password Authentication

Using the authentication-order statement, you can prioritize the order in which the Junos

OS tries the different authentication methods when verifying user access to a router or

switch.

If the authentication-order is remote-server then local, JunosOSwill retry the local server

if the remote-server is unreachableor has timedout.However; if the remote-server rejects

the authentication, Junos OSwill not retry the authentication.

If none of the configured authentication methods accept the login credentials and if a

reject response is received, the login attempt fails. If no response is received from any

configuredauthenticationmethod, the JunosOSconsults local password authentication

as a last resort.

Using RADIUS or TACACS+ Authentication

Youcanconfigure the JunosOS tobebothaRADIUSandTACACS+authentication client.
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If an authentication method included in the [authentication-order] statement is not

available, or if the authentication is available but returns a reject response, the Junos OS

tries the next authentication method included in the authentication-order statement.

The RADIUS or TACACS+ server authentication might fail because of the following

reasons:

• Theauthenticationmethod is configured, but thecorrespondingauthentication servers

are not configured. For instance, the RADIUS and TACACS+ authentication methods

are included in the authentication-order statement, but the corresponding RADIUS or

TACACS+ servers are not configured at the respective [edit system radius-server] and

[edit system tacplus-server] hierarchy levels.

• TheRADIUSorTACACS+serverdoesnot respondwithin the timeoutperiodconfigured

at the [edit system radius-server] or [edit system tacplus-server] hierarchy levels.

• The RADIUS or TACACS+ server is not reachable because of a network problem.

The RADIUS or TACACS+ server authentication might return a reject response because

of the following reasons:

• The user profiles of users accessing a router or switch might not be configured on the

RADIUS or TACACS+ server.

• The user enters incorrect logon credentials.

Using Local Password Authentication

You can explicitly configure the password authentication method or use this method as

a fallback mechanismwhen remote authentication servers fail. The password

authentication method consults the local user profiles configured at the [edit system

login] hierarchy level. Users can log in to a router or switch using their local username

and password in the following scenarios:

• The password authentication method (password) is explicitly configured as one of

the authentication methods in the [authentication-order authentication-methods]

statement. In this case, the password authentication method is tried if no previous

authentication accepts the logon credentials. This is true whether the previous

authentication method fails to respond or returns a reject response because of an

incorrect username or password.

• The password authentication method is not explicitly configured as one of the

authenticationmethods in theauthentication-orderauthentication-methods statement.

In this case, the password authentication method is tried only if all configured

authentication methods fail to respond. It is not consulted if any configured

authenticationmethod returns a reject response because of an incorrect username or

password.

Order of Authentication Attempts

Table 104 on page 1213 describes how the authentication-order statement at the [edit

system] hierarchy level determines the procedure that the JunosOSuses to authenticate

users for access to a router or switch.

Copyright © 2014, Juniper Networks, Inc.1212

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 104: Order of Authentication Attempts

Order of Authentication AttemptsSyntax

1. Try configured RADIUS authentication servers.

2. If RADIUSserver is availableandauthentication is accepted,
grant access.

3. If RADIUS server is available but authentication is rejected,
deny access.

4. If RADIUS servers are not available, try password
authentication.

NOTE: If a RADIUS server is available, password
authentication is not attempted, because it is not explicitly
configured in the authentication order.

authentication-order radius;

1. Try configured RADIUS authentication servers.

2. If RADIUS servers fail to respondor return a reject response,
try password authentication, because it is explicitly
configured in the authentication order.

authentication-order [ radius password ];

1. Try configured RADIUS authentication servers.

2. If RADIUSserver is availableandauthentication is accepted,
grant access.

3. If RADIUS servers fail to respondor return a reject response,
try configured TACACS+ servers.

4. If TACACS+ server is available and authentication is
accepted, grant access.

5. If TACACS+server is availablebut authentication is rejected,
deny access.

6. If both RADIUS and TACACS+ servers are not available, try
password authentication.

NOTE: If either RADIUS or TACACS+ servers are available,
passwordauthentication is not attempted, because it is not
explicitly configured in the authentication order.

authentication-order [ radius tacplus ];

1. Try configured RADIUS authentication servers.

2. If RADIUSserver is availableandauthentication is accepted,
grant access.

3. If RADIUS servers fail to respondor return a reject response,
try configured TACACS+ servers.

4. If TACACS+ server is available and authentication is
accepted, grant access.

5. If TACACS+ servers fail to respond or return a reject
response, try password authentication, because it is
explicitly configured in the authentication order.

authentication-order [ radius tacplus password ];
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Table 104: Order of Authentication Attempts (continued)

Order of Authentication AttemptsSyntax

1. Try configured TACACS+ authentication servers.

2. If TACACS+ server is available and authentication is
accepted, grant access.

3. If TACACS+server is availablebut authentication is rejected,
deny access.

4. If TACACS+ servers are not available, try password
authentication.

NOTE: If a TACACS+ server is available, password
authentication is not attempted, because it is not explicitly
configured in the authentication order.

authentication-order tacplus;

1. Try configured TACACS+ authentication servers.

2. If TACACS+ servers fail to respond or return a reject
response, try password authentication, because it is
explicitly configured in the authentication order.

authentication-order [ tacplus password ];

1. Try configured TACACS+ authentication servers.

2. If TACACS+ server is available and authentication is
accepted, grant access.

3. If TACACS+ servers fail to respond or return a reject
response, try configured RADIUS servers.

4. If RADIUSserver is availableandauthentication is accepted,
grant access.

5. If RADIUS server is available but authentication is rejected,
deny access.

6. If both TACACS+ and RADIUS servers are not available, try
password authentication.

NOTE: If either TACACS+ or RADIUS servers are available,
passwordauthentication is not attempted, because it is not
explicitly configured in the authentication order.

authentication-order [ tacplus radius ];

1. Try configured TACACS+ authentication servers.

2. If TACACS+ server is available and authentication is
accepted, grant access.

3. If TACACS+ servers fail to respond or return a reject
response, try configured RADIUS servers.

4. If RADIUSserver is availableandauthentication is accepted,
grant access.

5. If RADIUS servers fail to respond or return a reject response
try password authentication, because it is explicitly
configured in the authentication order.

authentication-order [ tacplus radius password ];
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Table 104: Order of Authentication Attempts (continued)

Order of Authentication AttemptsSyntax

1. Try to authenticate the user, using the password configured
at the [edit system login] hierarchy level.

2. If the authentication is accepted, grant access.

3. If the authentication is rejected, deny access.

authentication-order password;

NOTE: If SSH public keys are configured, SSH user authentication first tries
toperformpublickeyauthenticationbeforeusing theauthenticationmethods
configured in the authentication-order statement. If you want SSH logins to

use the authenticationmethods configured in the authentication-order
statement without first trying to perform public key authentication, do not
configure SSH public keys.

In a routingmatrix basedonaTXMatrix router, theauthenticationordermust
beconfiguredonlyat theconfigurationgroups re0and re1. Theauthentication

order must not be configured at the [edit system] hierarchy. This is because

theauthenticationorder for the routingmatrix is controlledontheswitch-card
chassis (or TXMatrix router) or switch-fabric chassis (for TXMatrix Plus
router) only.

In JunosOSRelease 10.0and later, thesuperuser (belonging to thesuper-user
login class) is also authenticated based on the authentication order that is
configured for TACACS+, RADIUS, or password authentication using the
authentication-order statement. For example, if the only configured

authentication order is TACACS+, the superuser can only be authenticated
by the TACACS+ server and password authentication cannot be used as an
alternative. However, in Junos OS Release 9.6 and earlier, the superuser can
use password authentication to login, even if password authentication is not
configured explicitly using the authentication-order statement.

Related
Documentation

OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200•

• Configuring the Junos OS Authentication Order for RADIUS, TACACS+, and Local

Password Authentication on page 1228

• Limiting the Number of User Login Attempts for SSH and Telnet Sessions

• Limiting theNumber ofUser LoginAttempts for SSHandTelnetSessionsonpage 1250

• Example: Configuring System Authentication for RADIUS, TACACS+, and Password

Authentication on page 1267
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Junos OSUser AuthenticationMethods

The Junos OS supports three methods of user authentication: local password

authentication, Remote Authentication Dial-In User Service (RADIUS), and Terminal

Access Controller Access Control System Plus (TACACS+).

With local password authentication, you configure a password for each user allowed to

log in to the router or switch.

RADIUS and TACACS+ are authentication methods for validating users who attempt to

access the router or switch using telnet. They are both distributed client-server

systems—the RADIUS and TACACS+ clients run on the router or switch, and the server

runs on a remote network system.

You can configure the router or switch to be both a RADIUS and TACACS+ client, and

you can also configure authentication passwords in the Junos OS configuration file. You

can prioritize themethods to configure the order in which the software tries the different

authentication methods when verifying user access.

Related
Documentation

Configuring RADIUS Authentication•

• Configuring TACACS+ Authentication

• Junos OS Authentication Order for RADIUS, TACACS+, and Password Authentication

on page 1211

• Configuring RADIUS Authentication on page 1233

• Configuring TACACS+ Authentication on page 1245

Junos OSUser Accounts Overview

User accounts provide one way for users to access the switch. (Users can access the

switch without accounts if you configured RADIUS or TACACS+ servers, as described in

“JunosOSUser AuthenticationMethods” on page 1216.) For each account, you define the

login name for the user and, optionally, information that identifies the user. After you

have created an account, the software creates a home directory for the user.

For each user account, you can define the following:

• Username—(Optional) Name that identifies the user. It must be unique within the

switch. Do not include spaces, colons, or commas in the username. The username can

be up to 64 characters long.

• User’s full name—(Optional) If the full name contains spaces, enclose it in quotation

marks. Do not include colons or commas.

• User identifier (UID)—(Optional) Numeric identifier that is associated with the user

account name. The identifiermust be in the range from 100 through 64,000 andmust
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be unique within the switch. If you do not assign a UID to a username, the software

assignsonewhenyoucommit theconfiguration, preferring the lowestavailablenumber.

• Youmust ensure that the UID is unique. However, it is possible to assign the same UID

to different users. If you do this, the CLI displays a warning when you commit the

configuration and then assigns the duplicate UID.

• User’s access privilege—(Required) One of the login classes you defined in the class

statement at the [edit system login] hierarchy level, or one of the default classes listed

in “Regular Expressions for Allowing and Denying Junos OS Configuration Mode

Hierarchies” on page 1219.

• Authentication method or methods and passwords that the user can use to access

the switch—(Optional) You can use SSH or a Message Digest 5 (MD5) password, or

youcanenter aplain-textpassword that JunosOSencryptsusingMD5-style encryption

before entering it in the password database. For eachmethod, you can specify the

user’s password. If you configure the plain-text-password option, you are prompted to

enter and confirm the password:

[edit system login user user-name]
user@switch# set authentication plain-text-password
New password: type password here
Retype new password: retype password here

The default requirements for plain-text passwords are:

• The passwordmust be between 6 and 128 characters long

• You can includemost character classes in a password (uppercase letters,

lowercase letters, numbers, punctuation marks, and other special characters).

Control characters are not recommended.

• Valid passwords must contain at least one change of case or character class.

For each user account and for root logins, you can configure more than one public RSA

or DSA key for user authentication. When a user logs in using a user account or as root,

the configured public keys are referenced to determine whether the private keymatches

any of them.

For SSH authentication, you can also copy the contents of an SSH key file into the

configuration.

To load an SSH key file, use the load-key-file statement. This statement loads RSA (SSH

version 1 and SSH version 2) and DSA (SSH version 2) public keys.

If you load the SSH keys file, the contents of the file are copied into the configuration

immediately after you enter the load-key-file statement. To view the SSH key entries,

use the configuration mode show command. For example:

[edit system login user boojum]
user@switch# set authentication load-key-file my-host:.ssh/identity.pub
.file.19692 | 0 KB | 0.3 kB/s | ETA: 00:00:00 | 100%
[edit system]
user@switch# show
root-authentication {
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ssh-rsa "1024 35 9727638204084251055468226757249864241630322
207404962528390382038690141584534964170019610608358722961563
475784918273603361276441874265946893207739108344813125957722
625461667999278316123500438660915866283822489746732605661192
181489539813862940327687806538169602027491641637359132693963
44008443 boojum@juniper.net"; # SECRET-DATA

}

An account for the user root is always present in the configuration. You configure the

password for root using the root-authentication statement, as described in “Configuring

the Root Password” on page 1236.

Junos-FIPSandCommonCriteriahavespecialpassword requirements. FIPSandCommon

Criteria passwords must be between 10 and 20 characters in length. Passwords must

use at least three of the five defined character sets (uppercase letters, lowercase letters,

digits, punctuationmarks, and other special characters). If Junos-FIPS is installed on the

switch, you cannot configure passwords unless they meet this standard.

Related
Documentation

Configuring Junos OS User Accounts on page 1226•

• Junos OS Login Classes Overview on page 1218

Junos OS Login Classes Overview

All userswho can log in to the router or switchmust be in a login class.With login classes,

you define the following:

• Access privileges that users have when they are logged in to the router or switch

• Commands and statements that users can and cannot specify

• How long a login session can be idle before it times out and the user is logged out

Youcandefineanynumberof login classesand thenapplyone login class toan individual

user account.

The Junos operating system (Junos OS) contains a few predefined login classes, which

are listed in Table 105 on page 1218. The predefined login classes cannot bemodified.

Table 105: Predefined System Login Classes

Permission Flag SetLogin Class

clear, network, reset, trace, and viewoperator

viewread-only

allsuperuser or super-user

Noneunauthorized
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NOTE:

• You cannot modify a predefined login class name. If you issue the set

command on a predefined class name, the JunosOSappends -local to the

login class name. The followingmessage also appears:

warning: '<class-name>' is a predefined class name; changing to
'<class-name>-local'

• Youcannot issue the renameor copy commandonapredefined login class.

Doing so results in the following error message:

error: target '<class-name>' is a predefined class

Related
Documentation

Defining Junos OS Login Classes•

• Defining Junos OS Login Classes on page 1250

• Understanding QFabric System Login Classes

Regular Expressions for Allowing and Denying Junos OS ConfigurationMode Hierarchies

Use extended regular expressions to specify which configuration mode hierarchies are

denied or allowed. You specify these regular expressions in the

allow/deny-configuration-regexps and allow/deny-configuration statements at the [edit

system login class] hierarchy level, or by specifying Juniper Networks vendor-specific

TACACS+ or RADIUS attributes in your authentication server’s configuration. If regular

expressions are received during TACACS+ or RADIUS authentication, they merge with

any regular expressions configured on the local router or switch.

Table 106 on page 1219 lists common regular expression operators that you can use for

allowing or denying configuration mode .

Command regular expressions implement the extended (modern) regular expressions,

as defined in POSIX 1003.2.

Table 106: ConfigurationMode Hierarchies—Common Regular Expression
Operators

MatchOperator

One of two or more terms separated by the pipe. Each termmust
be a complete standalone expression enclosed in parentheses ( ),
with no spaces between thepipe and the adjacent parentheses. For
example, (show system alarms)|(show system software).

|

At the beginning of an expression, used to denote where the
command begins, where there might be some ambiguity.

^
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Table 106: ConfigurationMode Hierarchies—Common Regular Expression
Operators (continued)

MatchOperator

Character at the end of a command. Used to denote a command
that must bematched exactly up to that point. For example,
allow-commands "show interfaces$"means that the user can issue
the show interfaces command but cannot issue show interfaces
detail or show interfaces extensive.

$

Range of letters or digits. To separate the start and end of a range,
use a hyphen ( - ).

[ ]

Agroupofcommands, indicatingacomplete, standaloneexpression
to be evaluatedhe result is then evaluated as part of the overall
expression. Parentheses must be used in conjunction with pipe
operators as explained .

( )

Zero or more terms.*

One or more terms.+

Any character except for a space " "..

Related
Documentation

Specifying Access Privileges for Junos OS Configuration Mode Hierarchies•

• SpecifyingAccessPrivileges for JunosOSConfigurationModeHierarchiesonpage 1253

Regular Expressions for Allowing and Denying Junos OSOperational Mode Commands

Use extended regular expressions to specify which operational mode commands are

deniedor allowed.Table 107onpage 1220 lists common regular expressionoperators that

can be used in the operational mode commands. Command regular expressions

implement the extended (modern) regular expressions as defined in POSIX 1003.2.

Table 107: Common Regular Expression Operators to Allow or Deny
Operational Mode Commands

MatchOperator

One of two or more terms separated by the pipe (|) symbol. Each termmust be
a complete standalone expression enclosed in parentheses ( ), with no spaces
between the pipe and the adjacent parentheses. For example, (show system
alarms)|(show system software).

|

At the beginning of an expression, used to denote where the command begins,
and where there might be some ambiguity.

^

Character at the end of a command. Used to denote a command that must be
matchedexactlyup to thatpoint. Forexample,allow-commands"showinterfaces$"
means that the user can issue the show interfaces commandbut cannot issue the
show interfaces detail or show interfaces extensive command.

$
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Table 107: Common Regular Expression Operators to Allow or Deny
Operational Mode Commands (continued)

MatchOperator

Range of letters or digits. To separate the start and end of a range, use a hyphen
( - ).

[ ]

A group of commands, indicating a complete, standalone expression to be
evaluated; the result is then evaluated as part of the overall expression.
Parenthesesmust always beused in conjunctionwith pipe operators as explained
above.

( )

If a regular expression contains a syntax error, it becomes invalid, and although the user

can log in, the permission granted or denied by the regular expression does not take

effect. When regular expressions configured on TACACS+ or RADIUS serversmerge with

regular expressions configured on the router or switch, if the final expression has a syntax

error, the overall result is an invalid regular expression. If a regular expression does not

contain any operators, all varieties of the command are allowed. For example, if the

following statement is included in the configuration, the user can issue the commands

show interfaces detail and show interfaces extensive in addition to showing an individual

interface:

allow-commands "show interfaces";

Related
Documentation

Specifying Access Privileges for Junos OS Operational Mode Commands on page 168•

Special Requirements for Junos OS Plain-Text Passwords

Junos OS has special requirements when you create plain-text passwords on a router or

switch. Table 108 on page 1221 shows the default requirements.

Table 108: Special Requirements for Plain-Text Passwords

Junos-FIPSJunos OS

FIPS passwords must be between 10 and 20
characters long

The passwordmust be between 6 and 128
characters long.

You can includemost character classes in a
password (uppercase letters, lowercase letters,
numbers, punctuationmarks, andother special
characters). Control characters are not
recommended.

You can includemost character classes in a
password (uppercase letters, lowercase letters,
numbers, punctuationmarks, andother special
characters). Control characters are not
recommended.

Passwords must use at least three of the five
defined character classes (uppercase letters,
lowercase letters, numbers, punctuationmarks,
and other special characters).

Valid passwords must contain at least one
change of case or character class.

You can change the requirements for plain-text passwords.

Junos OS supports the following five character classes for plain-text passwords:
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• Lowercase letters

• Uppercase letters

• Numbers

• Punctuation

• Special characters: ! @ # $% ^ & * , +< > : ;

Control characters are not recommended.

You can include the plain-text-password statement at the following hierarchy levels:

• [edit system diag-port-authentication]

• [edit system pic-console-authentication]

• [edit system root-authentication]

• [edit system login user username authentication]

Thechange-typestatementspecifieswhether thepassword ischecked for the following:

• The total number of character sets used (character-set)

• The total number of character set changes (set-transitions)

For example, the following password:

MyPassWd@2

has four character sets (uppercase letters, lowercase letters, special characters, and

numbers)andsevencharacter set changes (M–y, y–P,P–a, s–W,W–d,d–@, and@–2).

The change-type statement is optional. If you omit the change-typeoption, Junos-FIPS

plain-textpasswordsarechecked for character sets, and JunosOSplain-textpasswords

are checked for character set changes.

Theminimum-changes statement specifies howmany character sets or character set

changes are required for the password. This statement is optional. If you do not use

theminimum-changes statement, character sets are not checked for Junos OS. If the

change-type statement is configured for the character-set option, then the

minimum-changes value must be 5 or less, because Junos OS only supports five

character sets.

The format statement specifies thehashalgorithm(md5, sha1ordes) for authenticating

plain-text passwords. This statement is optional. For Junos OS, the default format is

md5. For Junos-FIPS, only sha1 is supported.

Themaximum-length statement specifies themaximumnumberof charactersallowed

in a password. This statement is optional. By default, Junos OS passwords have no

maximum; however, only the first 128 characters are significant. Junos-FIPSpasswords

must be 20 characters or less. The range for Junos OSmaximum-length passwords is

from 20 to 128 characters.

Theminimum-length statement specifies theminimumnumber of characters required

for a password. This statement is optional. By default, Junos OS passwords must be
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at least 6 characters long, and Junos-FIPS passwords must be at least 10 characters

long. The range is from 6 to 20 characters.

Changes to password requirements do not take effect until the configuration is

committed. When requirements change, only newly created, plain-text passwords are

checked; existing passwords are not checked against the new requirements.

The default configuration for Junos OS plain-text passwords is:

[edit system login]
passwords {
change-type character-sets;
formatmd5;
minimum-changes 1;
minimum-length 6;

}

The default configuration for Junos-FIPS plain-text passwords is:

[edit system login]
passwords {
change-type set-transitions;
format sha1;
maximum-length 20;
minimum-changes 3;
minimum-length 10;

}

Related
Documentation

• Changing the Requirements for Junos OS Plain-Text Passwords

• Configuring the Root Password on page 146

• Changing the Requirements for Junos OS Plain-Text Passwords

• Configuring the Root Password on page 1236
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CHAPTER 13

Configuration

• Configuration Tasks on page 1225

• Configuration Examples on page 1260

• Configuration Statements on page 1272

Configuration Tasks

• Configuring Access Privilege Levels on page 1226

• Configuring CLI Tips on page 1226

• Configuring Junos OS User Accounts on page 1226

• Configuring LLDP on page 1227

• Configuring the Junos OS Authentication Order for RADIUS, TACACS+, and Local

Password Authentication on page 1228

• Configuring Local User Template Accounts for User Authentication on page 1229

• Configuring Management Access on page 1231

• Configuring RADIUS System Accounting on page 1231

• Configuring RADIUS Authentication on page 1233

• Configuring Remote Template Accounts for User Authentication on page 1235

• Configuring the Root Password on page 1236

• Configuring SNMP on page 1237

• Configuring SSH Host Keys for Secure Copying of Data on page 1241

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243

• Configuring TACACS+ Authentication on page 1245

• Configuring TACACS+ System Accounting on page 1248

• Defining Junos OS Login Classes on page 1250

• Limiting theNumber ofUser LoginAttempts for SSHandTelnetSessionsonpage 1250

• Recovering the Root Password on page 1251

• SpecifyingAccessPrivileges for JunosOSConfigurationModeHierarchiesonpage 1253

• Specifying Access Privileges for JunosOSOperational Mode Commands on page 1254

• Using Junos OS to Configure Logical System Administrators on page 1255
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• Using Regular Expressions on a RADIUS or TACACS+ Server to Allow or Deny Access

to Commands on page 1256

• VSAMatch Conditions and Actions on page 1258

Configuring Access Privilege Levels

Eachtop-level command-line interface(CLI)commandandeachconfigurationstatement

haveanaccessprivilege level associatedwith it.Users canexecuteonly thosecommands

and configure and view only those statements for which they have access privileges.

Toconfigureaccessprivilege levels, include thepermissions statementat the [editsystem

login class class-name] hierarchy level:

[edit system login class class-name]
permissions [ permissions ];

Related
Documentation

Example: Configuring Access Privilege Levels on page 1263•

• Understanding Junos OS Access Privilege Levels on page 1207

• Specifying Access Privileges for Junos OS Operational Mode Commands on page 168

• permissions

Configuring CLI Tips

The Junos OS CLI provides the option of configuring CLI tips for the user. By default, the

tip command is not enabled when a user logs in.

• Toenable tips, include the login-tip statementat the [edit systemloginclassclass-name]

hierarchy level:

[edit system login class class-name]
login-tip;

Adding this statement enables the tip command for the class specified, provided the

user logs in using the CLI.

Related
Documentation

CLI User Interface Overview on page 54•

• Defining Junos OS Login Classes

• login-tip on page 255

Configuring Junos OSUser Accounts

User accounts provide oneway for users to access the router or switch. For each account,

you define the login name for the user and, optionally, information that identifies the

user. After you have created an account, the software creates a home directory for the

user.

To create user accounts, include the user statement at the [edit system login] hierarchy

level:
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[edit system login]
user username {
class class-name;
class {
(encrypted-password "password" | plain-text-password);
ssh-rsa "public-key";
ssh-dsa "public-key";

}
full-name complete-name;
uid uid-value;
class class-name;

}

Related
Documentation

Example: Configuring User Accounts on page 1266•

• Example: Configuring User Login Accounts on page 1270

• Junos OS User Accounts Overview on page 1216

• Limiting theNumber ofUser LoginAttempts for SSHandTelnetSessionsonpage 1250

Configuring LLDP

QFX Series products use Link Layer Discovery Protocol (LLDP) and Link Layer Discovery

ProtocolMediaEndpointDiscovery (LLDP-MED) to learnanddistributedevice information

onnetwork links. The informationallows the switch to identify a variety ofdevicesquickly.

The result is a LAN that interoperates smoothly and efficiently.

The LLDP protocol cannot be enabled by issuing the set protocols lldp statement at the

[edit] hierarchy level. Enable the LLDP protocol by configuring it on all interfaces or on

specific interfaces.

To configure basic LLDP options using the CLI:

1. Configure the advertisement interval in seconds:

[edit protocols lldp]
user@switch# set advertisement-interval 45

2. Specify the multiplier used in combination with the advertisement-interval value to

determine the length of time LLDP information is held before it is discarded:

[edit protocols lldp]
user@switch# set hold-multiplier 5

3. Configure LLDP on all interfaces or on a specific interface:

[edit protocols lldp]
user@switch# set interface (LLDP) all

4. Configure tracing operations for the LLDP protocol:

[edit protocols lldp]
user@switch# set traceoptions file lldptrace

Related
Documentation
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Configuring the Junos OS Authentication Order for RADIUS, TACACS+, and Local Password
Authentication

Using the authentication-order statement, you can prioritize the order in which the Junos

OS tries the different authentication methods when verifying user access to a router or

switch.

To configure the authentication order, include the authentication-order statement at the

[edit system] hierarchy level:

[edit system]
authentication-order [ authentication-methods ];

Specify one ormore of the following authenticationmethods in the preferred order, from

first tried to last tried:

• radius—Verify the user using RADIUS authentication services

• tacplus—Verify the user using TACACS+ authentication services.

• password—Verify the user using the username and password configured locally by

including the authentication statement at the [edit system login user] hierarchy level.

The CHAP authentication sequence cannot takemore than 30 seconds. If it takes longer

toauthenticateaclient, theauthentication is abandonedandanewsequence is initiated.

For example, if you configure three RADIUS servers so that the router or switch attempts

to contact each server three times, and with each retry the server times out after

3 seconds, then themaximum time given to the RADIUS authentication method before

CHAP considers it a failure is 27 seconds. If you addmore RADIUS servers to this

configuration, they might not be contacted because the authentication process might

be abandoned before these servers are tried.

The Junos OS enforces a limit on the number of standing authentication server requests

that the CHAP authentication can have at one time. Thus, an authentication server

method—RADIUS, for example—might fail to authenticate a client when this limit is

exceeded. If it fails, the authentication sequence is reinitiated by the router or switch until

authentication succeeds and the link is brought up. However, if the RADIUS servers are

not available and if additional authentication methods such as tacplus or password are

configured along with radius, the next authentication method is tried.

The following example shows how to configure radius and password authentication:

[edit system]
user@switch# authentication-order [ radius password ];

The followingexample showshowtodelete the radius statement fromtheauthentication
order:

[edit system]
user@switch# delete authentication-order radius
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The following example shows how to insert the tacplus statement after the radius
statement:

[edit system]
user@switch# insert authentication-order tacplus after radius

Related
Documentation

Junos OS Authentication Order for RADIUS, TACACS+, and Password Authentication

on page 1211

•

• Using Regular Expressions on a RADIUS or TACACS+ Server to Allow or Deny Access

to Commands on page 1256

• Example: Configuring System Authentication for RADIUS, TACACS+, and Password

Authentication on page 1267

• authentication-order

Configuring Local User Template Accounts for User Authentication

You use local user template accounts when you need different types of templates for

authentication. Each template can define a different set of permissions appropriate for

the group of users who use that template. These templates are defined locally on the

router and referenced by the TACACS+ and RADIUS authentication servers.

When youconfigure local user templates andauser logs in, the JunosOS issuesa request

to the authentication server to authenticate the user’s login name. If a user is

authenticated, the server returns the local username to the Junos OS, which then

determines whether a local username is specified for that login name (local-username

for TACACS+, Juniper-Local-User for RADIUS). If so, the JunosOS selects the appropriate

local user template locally configured on the router. If a local user template does not

exist for the authenticated user, the router defaults to the remote template.

To configure different access privileges for users who share the local user template

account, include the allow-commands and deny-commands commands in the

authentication server configuration file.

To configure a local user template, include the user local-username statement at the [edit

system login] hierarchy level and specify the privileges you want to grant to the local

users to whom the template applies:

[edit system login]
user local-username {
full-name "Local user account";
uid uid-value;
class class-name;

}

This example configures the sales and engineering local user templates:

[edit]
system {
login {
user sales {
uid uid-value;
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class class-name;
}
user engineering {
uid uid-value;
class class-name;

}
}

}

user = simon {
...
service = junos-exec {
local-user-name = sales
allow-commands = "configure"
deny-commands = "shutdown"

}
}
user = rob {
...
service = junos-exec {
local-user-name = sales
allow-commands = "(request system) | (show rip neighbor)"
deny-commands = "clear"

}
}
user = harold {
...
service = junos-exec {
local-user-name = engineering
allow-commands = "monitor | help | show | ping | traceroute"
deny-commands = "configure"

}
}
user = jim {
...
service = junos-exec {
local-user-name = engineering
allow-commands = "show bgp neighbor"
deny-commands = "telnet | ssh"

}
}

When the login users Simon and Rob are authenticated, the switch applies the sales

local user template. When login users Harold and Jim are authenticated, the switch

applies the engineering local user template.

Related
Documentation

OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200•

• user (Access)

• user (Access) on page 306
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ConfiguringManagement Access

To define the management access settings for the routing platform:

1. Next to Allow Telnet Access, select the check box to allow remote Telnet access to

the routing platform.

2. Next to Allow SSHAccess, selected the check box to allow remote SSH access to the

routing platform.

3. Click Apply to apply the configuration.

Related
Documentation

Configuring Junos OS User Accounts on page 1226•

• Specifying Access Privileges for Junos OS Operational Mode Commands on page 168

• Example: Configuring Access Privilege Levels on page 1263

Configuring RADIUS SystemAccounting

WithRADIUSaccountingenabled, JuniperNetworks routersor switches, actingasRADIUS

clients, can notify the RADIUS server about user activities such as software logins,

configurationchanges, and interactivecommands.The framework forRADIUSaccounting

is described in RFC 2866.

Tasks for configuring RADIUS system accounting are:

1. Configuring Auditing of User Events on a RADIUS Server on page 1231

2. Specifying RADIUS Server Accounting and Auditing Events on page 1232

3. Configuring RADIUS Server Accounting on page 1232

Configuring Auditing of User Events on a RADIUS Server

To audit user events, include the following statements at the [edit system accounting]

hierarchy level:

[edit system accounting]
events [ events ];
destination {
radius {
server {
server-address {
accounting-port port-number;
secret password;
source-address address;
retry number;
timeout seconds;

}
}

}
}
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Specifying RADIUS Server Accounting and Auditing Events

To specify the events you want to audit when using a RADIUS server for authentication,

include the events statement at the [edit system accounting] hierarchy level:

[edit system accounting]
events [ events ];

events is one or more of the following:

• login—Audit logins

• change-log—Audit configuration changes

• interactive-commands—Audit interactive commands (any command-line input)

Configuring RADIUS Server Accounting

To configure RADIUS server accounting, include the server statement at the [edit system

accounting destination radius] hierarchy level:

server {
server-address {
accounting-port port-number;
secret password;
source-address address;
retry number;
timeout seconds;

}
}

server-address specifies the address of the RADIUS server. To configuremultiple RADIUS

servers, includemultiple server statements.

NOTE: If no RADIUS servers are configured at the [edit system accounting

destination radius] statement hierarchy level, the Junos OS uses the RADIUS

servers configured at the [edit system radius-server] hierarchy level.

accounting-port port-number specifies the RADIUS server accounting port number.

The default port number is 1813.

NOTE: If youenableRADIUSaccountingat the [editaccessprofileprofile-name

accounting-order] hierarchy level, accounting is triggered on the default port

of 1813 even if you do not specify a value for the accounting-port statement.

Youmust specify a secret (password) that the local router or switchpasses to theRADIUS

client by including the secret statement. If the password contains spaces, enclose the

entire password in quotation marks (“ “).
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In the source-address statement, specify a source address for the RADIUS server. Each

RADIUS request sent to a RADIUS server uses the specified source address. The source

address is a valid IPv4 address configured on one of the router or switch interfaces.

Optionally, you can specify the number of times that the router or switch attempts to

contact a RADIUS authentication server by including the retry statement. By default, the

router or switch retries three times. You can configure the router or switch to retry from

1 through 10 times.

Optionally, you can specify the length of time that the local router or switch waits to

receive a response from a RADIUS server by including the timeout statement. By default,

the router or switch waits 3 seconds. You can configure the timeout to be from 1 through

90 seconds.

Configuring RADIUS Authentication

RADIUS authentication is a method of authenticating users who attempt to access the

router or switch. Tasks to configure RADIUS authentication are:

• Configuring RADIUS Server Details on page 1233

• Configuring MS-CHAPv2 for Password-Change Support on page 1234

• Specifying a Source Address for the Junos OS to Access External RADIUS

Servers on page 1235

Configuring RADIUS Server Details

To use RADIUS authentication on the router or switch, configure information about one

or more RADIUS servers on the network by including one radius-server statement at the

[edit system] hierarchy level for each RADIUS server:

[edit system]
radius-server server-address {
accounting-port port-number;
port number;
retry number;
secret password;
source-address source-address;
timeout seconds;

}

server-address is the address of the RADIUS server.

You can specify a port on which to contact the RADIUS server. By default, port number

1812 is used (as specified in RFC 2865). You can also specify an accounting port to send

accounting packets. The default is 1813 (as specified in RFC 2866).

Youmust specify a password in the secret password statement. If the password contains

spaces, enclose it in quotationmarks. The secret used by the local router or switchmust

match that used by the server.

Optionally, you can specify the amount of time that the local router or switch waits to

receive a response from a RADIUS server (in the timeout statement) and the number of

times that the router or switch attempts to contact a RADIUS authentication server (in
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the retry statement). By default, the router or switch waits 3 seconds. You can configure

this to be a value from 1 through 90 seconds. By default, the router or switch retries

connecting to the server three times. You can configure this to be a value from 1 through

10 times.

You can use the source-address statement to specify a logical address for individual or

multiple RADIUS servers.

To configure multiple RADIUS servers, includemultiple radius-server statements.

To configure a set of users that share a single account for authorization purposes, you

create a template user. To do this, include the user statement at the [edit system login]

hierarchy level, asdescribed in “OverviewofTemplateAccounts forRADIUSandTACACS+

Authentication” on page 1200.

You can also configure RADIUS authentication at the [edit access] and [edit access

profile] hierarchy level. Junos OS uses the following search order to determine which set

of servers are used for authentication:

1. [edit access profile profile-name radius-server server-address]

2. [edit access radius-server server-address]

3. [edit system radius-server server-address]

ConfiguringMS-CHAPv2 for Password-Change Support

You can configure the Microsoft implementation of the Challenge Handshake

Authentication Protocol version 2 (MS-CHAPv2) on the router or switch to support

changing of passwords. This feature provides users accessing a router or switch the

option of changing the password when the password expires, is reset, or is configured to

be changed at the next login.

Before you configure MS-CHAPv2 for password-change support, ensure that you:

• Configure the RADIUS server authentication parameters

• Set the authentication-order to use the RADIUS server for the initial password attempt

To configure MS-CHAP-v2, include the following statements at the [edit system

radius-options] hierarchy level:

[edit system radius-options]
password-protocol mschap-v2;

The following example shows statements for configuring the MS-CHAPv2 password

protocol, password authentication order, and user accounts:

[edit]
system {
authentication-order [ radius password ];
radius-server {
192.168.69.149 secret "$9$G-j.5Qz6tpBk.1hrlXxUjiq5Qn/C"; ## SECRET-DATA

}
radius-options {
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password-protocol mschap-v2;
}
login {
user bob {
class operator;

}
}

}

Specifying aSourceAddress for the JunosOS toAccess External RADIUSServers

You can specify which source address Junos OS uses when accessing your network to

contact an external RADIUS server for authentication. You can also specify which source

address Junos OS uses when contacting a RADIUS server for sending accounting

information.

To specify a source address for a RADIUS server, include the source-address statement

at the [edit system radius-server server-address] hierarchy level:

[edit system radius-server server-address]
source-address source-address;

source-address is a valid IP address configured on one of the router or switch interfaces.

Related
Documentation

Example: Configuring RADIUS Authentication on page 1264•

• Example: Configuring System Authentication for RADIUS, TACACS+, and Password

Authentication on page 1267

• Juniper Networks Vendor-Specific RADIUS Attributes on page 1203

• OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200

• Example: Configuring RADIUS Template Accounts on page 1270

• Using Regular Expressions on a RADIUS or TACACS+ Server to Allow or Deny Access

to Commands on page 1256

• Junos OS User Authentication Methods on page 1216

Configuring Remote Template Accounts for User Authentication

By default, the Junos OS uses remote template accounts for user authentication when:

• The authenticated user does not exist locally on the router or switch.

• The authenticated user’s record in the authentication server specifies local user, or the

specified local user does not exist locally on the router or switch.

To configure the remote template account, include the user remote statement at the

[edit system login] hierarchy level and specify the privileges you want to grant to remote

users:

[edit system login]
user remote {
full-name "All remote users";
uid uid-value;
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class class-name;
}

Toconfiguredifferentaccessprivileges for userswhoshare the remote templateaccount,

include the allow-commands and deny-commands statements in the authentication

server configuration file.

Related
Documentation

OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200•

• user (Access)

• user (Access) on page 306

Configuring the Root Password

Junos OS is preinstalled on the router or switch. When the router or switch is powered

on, it is ready to be configured. Initially, you log in as the user “root” with no password.

NOTE: If you configure a blank password using the encrypted-password

statement at the [edit system root-authentication] hierarchy level for root

authentication, you can commit a configuration, but you are not able to log
in as superuser and gain root level access to the router or switch.

After you log in, you should configure the root (superuser) password by including the

root-authentication statement at the [edit system] hierarchy level:

[edit system]
root-authentication {
(encrypted-password "password" | load-key-passwordURL | plain-text-password);
ssh-dsa "public-key";
ssh-rsa "public-key";

}

If you configure the plain-text-password option, you are prompted to enter and confirm

the password:

[edit system]
user@switch# set root-authentication plain-text-password
New password: type password here
Retype new password: retype password here

To load an SSH key file, enter the load-key-file statement. This statement loads RSA

(SSH version 1 and SSH version 2) and DSA (SSH version 2) public keys.

You can also configure SSH RSA keys and SSH DSA keys to authenticate root logins.

You can configure more than one public RSA or DSA key for SSH authentication of root

logins as well as for user accounts. When a user logs in as root, the public keys are

referenced to determine whether the private key matches any of them.

If you load the SSH keys file, the contents of the file are copied into the configuration

immediately after you enter the load-key-file statement. To view the SSH keys entries,

use the configuration mode show command. For example:
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[edit system]
user@switch# set root-authentication load-key-file my-host:.ssh/identity.pub
.file.19692 | 0 KB | 0.3 kB/s | ETA: 00:00:00 | 100%
[edit system]
user@switch# show
root-authentication {
ssh-rsa "1024 35 9727638204084251055468226757249864241630322
20740496252839038203869014158453496417001961060835872296
15634757491827360336127644187426594689320773910834481012
68312595772262546166799927831612350043866091586628382248
97467326056611921489539813965561563786211940327687806538
16960202749164163735913269396344008443 boojum@juniper.net"; #
SECRET-DATA

}

Junos-FIPS software has special password requirements. FIPS passwords must be

between 10 and 20 characters in length. Passwords must use at least three of the five

defined character sets (uppercase letters, lowercase letters, digits, punctuation marks,

andother special characters). If Junos-FIPS is installedon the router or switch, youcannot

configure passwords unless they meet this standard. If you use the encrypted-password

option, then a null-password (empty) is not permitted.

You cannot configure a blank password for encrypted-password using blank quotation

marks (" "). Youmust configure a password whose number of characters range from 1

through 128 characters and enclose the password in quotation marks.

Related
Documentation

Recovering the Root Password on page 1117•

• Example: Configuring the Root Password on page 1266

• Example: Configuring a Plain-Text Password for Root Logins on page 1264

• Example: Configuring SSH Authentication for Root Logins on page 1266

Configuring SNMP

SNMP is implemented in the Junos OS Software running on the QFX Series products. By

default, SNMP isnotenabled.ToenableSNMP, youmust include theSNMPconfiguration

statements at the [edit] hierarchy level.

To configure the minimum requirements for SNMP, include the following statements at

the [edit] hierarchy level of the configuration:

[edit]
snmp {
community public;

}

To configure complete SNMP features, include the following statements at the [edit]

hierarchy level of the configuration:

snmp {
client-list client-list-name {
ip-addresses;

}
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community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
logical-system logical-system-name {
routing-instance routing-instance-name {
clients {
addresses;
}

}
}
routing-instance routing-instance-name {
clients {
addresses;
}

}
view view-name;

}
contact contact;
description description;
filter-duplicates;
filter-interfaces;
health-monitor {
falling-threshold integer;
interval seconds;
rising-threshold integer;

}
interface [ interface-names ];
location location;
name name;
nonvolatile {
commit-delay seconds;

}
rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
variable oid-variable;

}
event index {
community community-name;
description description;
type type;

}
history history-index {
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bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regular-expression>;

flag flag;
}
trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance routing-instance-name;
targets {
address;

}
version (all | v1 | v2);

}
trap-options {
agent-address outgoing-interface;
source-address address;

}
v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system logical-system;
port port-number;
retry-count number;
routing-instance routing-instance-name;
tag-list tag-list;
target-parameters target-parameters-name;
timeout seconds;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);

1239Copyright © 2014, Juniper Networks, Inc.

Chapter 13: Configuration



security-name security-name;
}

}
usm {
local-engine {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}
}
remote-engine engine-id {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;

Copyright © 2014, Juniper Networks, Inc.1240

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}
view view-name {
oid object-identifier (include | exclude);

}
}

Related
Documentation

Understanding the Implementation of SNMP on page 6021•

• snmp on page 1334

Configuring SSHHost Keys for Secure Copying of Data

Secure Shell (SSH) uses encryption algorithms to generate a host, server, and session

key systemthat ensures securedata transfer. YoucanconfigureSSHhost keys to support

secure copy (SCP) as an alternative to FTP for the background transfer of data such as

configuration archives and event logs. To configure SSH support for SCP, youmust

complete the following tasks:

• Specify SSH known hosts by including hostnames and host key information in the

Routing Engine configuration hierarchy.

• Set an SCP URL to specify the host fromwhich to receive data. Setting this attribute

automatically retrieves SSH host key information from the SCP server.

• Verify that the host key is authentic.

• Accept the secure connection. Accepting this connection automatically stores host

key information in the local host key database. Storing host key information in the

configuration hierarchy automates the secure handshake and allows background data

transfer using SCP.

Tasks to configure SSH host keys for secure copying of data are:

1. Configuring SSH Known Hosts on page 1242

2. Configuring Support for SCP File Transfer on page 1242

3. Updating SSH Host Key Information on page 1243
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Configuring SSH KnownHosts

To configure SSH known hosts, include the host statement, and specify hostname and

host key options for trusted servers at the [edit security ssh-known-hosts] hierarchy level:

[edit security ssh-known-hosts]
host corporate-archive-server, ip-address {
dsa-key key;

}
host archive-server-url {
rsa-key key;

}
host server-with-ssh-version-1, ip-address {
rsa1-key key;

}

Host keys are one of the following:

• dsa-key—Base64 encoded Digital Signature Algorithm (DSA) key.

• rsa-key—Base64 encoded RSA public key algorithm, which supports encryption and

digital signatures.

• rsa1-key—Base64 encoded RSA public key algorithm, which supports encryption and

digital signatures for SSH version 1 and SSH version 2.

Configuring Support for SCP File Transfer

To configure a known host to support background SCP file transfers, include the

archive-sites statement at the [edit system archival configuration] hierarchy level.

[edit system archival configuration]
archive-sites {
scp://username<:password>@host<:port>/url-path;

}

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks(" ")andenclose
the IPv6 host address in brackets ([ ]). For example,
“scp://username<:password>@[host]<:port>/url-path”;

Setting the archive-sites statement to point to an SCP URL triggers automatic host key

retrieval. At this point, Junos OS connects to the SCP host to fetch the SSH public key,

displays the host key message digest or fingerprint as output to the console, and

terminates the connection to the server.

user@switch# set system archival configuration archive-sites “<scp-url-path>”
The authenticity of host <my-archive-server (<server-ip-address>)> can’t be established.
RSA key fingerprint is <ascii-text key>. Are you sure you want to continue connecting
(yes/no)?

To verify that the host key is authentic, compare this fingerprint with a fingerprint that

you obtain from the same host using a trusted source. If the fingerprints are identical,
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accept thehost keybyentering yesat theprompt. Thehost key information is then stored
in the Routing Engine configuration and supports background data transfers using SCP.

Updating SSHHost Key Information

Typically, SSHhost key information isautomatically retrievedwhenyousetaURLattribute

for SCP using the archival configuration archive-sites statement at the [edit system]

hierarchy level. However, if you need tomanually update the host key database, use one

of the following methods.

1. Retrieving Host Key Information Manually on page 1243

2. Importing Host Key Information from a File on page 1243

Retrieving Host Key Information Manually

Tomanually retrieve SSH public host key information, use the fetch-from-server option

with the set security ssh-known-hosts command. Youmust include a hostnameattribute

with the set security ssh-known-hosts fetch-from-server command to specify the host

fromwhich to retrieve the SSH public key.

user@switch# set security ssh-known-hosts fetch-from-server <hostname>

Importing Host Key Information from a File

Tomanually import SSH host key information from the known-hosts file located at

/var/tmp/known-hostson the server, include the load-key-fileoptionwith the set security

ssh-known-hosts command. Youmust include the path to the known-hosts file with the

set security ssh-known-hosts load-key-file command to specify the location fromwhich

to import host key information.

user@switch# set security ssh-known-hosts load-key-file /var/tmp/known-hosts

Configuring SSH Service for Remote Access to the Router or Switch

To configure the router or switch to accept SSH as an access service, include the ssh

statement at the [edit system services] hierarchy level:

[edit system services]
ssh {
ciphers [ cipher-1 cipher-2 cipher-3 ...]
client-alive-count-max number;
client-alive-interval seconds;
connection-limit limit;
hostkey-algorithm <algorithm | no-algorithm>;
key-exchange algorithm;
macs algorithm;
max-sessions-per-connection number;
no-tcp-forwarding;
protocol-version [v1 v2] ;
rate-limit limit;
root-login <allow | deny | deny-password>;

}
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By default, the router or switch supports a limited number of simultaneous SSH sessions

andconnectionattemptsperminute.Use the followingstatements tochange thedefaults:

• connection-limit limit—Maximum number of simultaneous connections per protocol

(IPV4 and IPv6). The range is a value from 1 through 250. The default is 75. When you

configure a connection limit, the limit is applicable to the number of SSH sessions per

protocol (IPv4 and IPv6). For example, a connection limit of 10 allows 10 IPv6 SSH

sessions and 10 IPv4 SSH sessions.

• max-sessions-per-connectionnumber—Include this statement to specify themaximum

number of SSH sessions allowed per single SSH connection. This allows you to limit

the number of cloned sessions tunneled within a single SSH connection. The default

value is 10.

• rate-limit limit—Maximum number of connection attempts accepted per minute (a

value from 1 through 250). The default is 150.When you configure a rate limit, the limit

is applicable to the number of connection attempts per protocol (IPv4 and IPv6). For

example, a rate limit of 10 allows 10 IPv6SSH session connection attempts perminute

and 10 IPv4 SSH session connection attempts per minute.

For information about other configuration settings, see the following topics:

• Configuring the Root Login Through SSH on page 1244

• Configuring the SSH Protocol Version on page 1244

• Configuring the Client Alive Mechanism on page 1245

Configuring the Root Login Through SSH

By default, users are allowed to log in to the router or switch as root through SSH. To

control user access through SSH, include the root-login statement at the [edit systems

services ssh] hierarchy level:

[edit system services ssh]
root-login (allow | deny | deny-password);

allow—Allows users to log in to the router or switch as root through SSH. The default is

allow.

deny—Disables users from logging in to the router or switch as root through SSH.

deny-password—Allows users to log in to the router or switch as root through SSHwhen

the authentication method (for example, RSA) does not require a password.

Configuring the SSH Protocol Version

By default, both version 1 and version 2 of the SSH protocol are enabled. To configure

the router or switch to use only version 1 of the SSHprotocol, include the protocol-version

statement and specify v1 at the [edit system services ssh] hierarchy level:

[edit system services ssh]
protocol-version [ v1 ];
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To configure the router or switch to use only version 2 of the SSH protocol, include the

protocol-version statement and specify v2 at the [edit system services ssh] hierarchy

level:

[edit system services ssh]
protocol-version [ v2 ];

To explicitly configure the router or switch to use version 1 and 2 of the SSH protocol,

include the protocol-version statement and specify v1 and v2 at the [edit system services

ssh] hierarchy level:

[edit system services ssh]
protocol-version [ v1 v2 ];

For J Series Services Routers, the export license software supports SSH version 1 only.

Configuring the Client Alive Mechanism

The client alive mechanism is valuable when the client or server depends on knowing

whenaconnectionhasbecome inactive. It differs fromthestandardkeepalivemechanism

because the client alive messages are sent through the encrypted channel. The client

alive mechanism is not enabled at default. To enable it, configure the

client-alive-count-max and the client-alive-interval. This option applies to SSH protocol

version 2 only.

In the following example, unresponsive SSH clients will be disconnected after

approximately 100 seconds (20 x 5).

[edit system services ssh]
client-alive-count-max 5;
client-alive-interval 20;

Configuring TACACS+ Authentication

TACACS+ authentication is a method of authenticating users who attempt to access

the router or switch. Tasks to configure TACACS+ configuration are:

• Configuring TACACS+ Server Details on page 1245

• Specifying a Source Address for the Junos OS to Access External TACACS+

Servers on page 1246

• Configuring theSameAuthenticationService forMultipleTACACS+Serversonpage 1247

• Configuring Juniper Networks Vendor-Specific TACACS+ Attributes on page 1247

Configuring TACACS+ Server Details

To use TACACS+ authentication on the router or switch, configure information about

one or more TACACS+ servers on the network by including the tacplus-server statement

at the [edit system] hierarchy level:

[edit system]
tacplus-server server-address {
port port-number;
secret password;
single-connection;
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timeout seconds;
}

server-address is the address of the TACACS+ server.

port-number is the TACACS+ server port number.

Youmust specify a secret (password) by using the secret statement. The local router or

switchpasses the secret to theTACACS+client. If thepassword included spaces, enclose

the password in quotation marks. The secret used by the local router or switch must

match that used by the server.

Optionally, you can specify the length of time that the local router or switch waits to

receivea response fromaTACACS+server by including the timeout statement. Bydefault,

the router or switch waits 3 seconds. You can configure this to be a value in the range

from 1 through 90 seconds.

Optionally, you can use the single-connection statement to have the software maintain

one open Transmission Control Protocol (TCP) connection to the server for multiple

requests, rather than opening a connection for each connection attempt.

NOTE: Early versions of the TACACS+ server do not support the
single-connection option. If you specify this option and the server does not

support it, Junos OSwill be unable to communicate with that TACACS+
server.

To configure multiple TACACS+ servers, includemultiple tacplus-server statements.

On a TXMatrix router, TACACS+ accounting should be configured only under the groups

re0 and re1.

NOTE: Accounting should not be configured at the [edit system] hierarchy

level; on a TXMatrix router, control is done under the switch-card chassis
only.

To configure a set of users that share a single account for authorization purposes, you

create a template user. To do this, include the user statement at the [edit system login]

hierarchy level.

SpecifyingaSourceAddress for theJunosOStoAccessExternalTACACS+Servers

You can specify which source address Junos OS uses when accessing your network to

contact an external TACACS+ server for authentication. You can also specify which

sourceaddress JunosOSuseswhencontactingaTACACS+server for sendingaccounting

information.

To specify a source address for a TACACS+ server for authentication, include the

source-address statement at the [edit system tacplus-server server-address] hierarchy

level:
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[edit system tacplus-server server-address]
source-address source-address;

source-address is a valid IP address configured on one of the router or switch interfaces.

To specify a source address for a TACACS+ server for system accounting, include the

source-address statement at the [edit system accounting destination tacplus server

server-address] hierarchy level:

[edit system accounting destination tacplus server server-address]
source-address source-address;

source-address is a valid IP address configured on one of the router or switch interfaces.

Configuring the Same Authentication Service for Multiple TACACS+ Servers

To configure the same authentication service for multiple TACACS+ servers, include

statementsat the [editsystemtacplus-server]and [editsystemtacplus-options]hierarchy

levels. For information about how to configure a TACACS+ server at the [edit system

tacplus-server] hierarchy level.

To assign the same authentication service to multiple TACACS+ servers, include the

service-name statement at the [edit system tacplus-options] hierarchy level:

[edit system tacplus-options]
service-name service-name;

service-name is the name of the authentication service. By default, the service name is

set to junos-exec.

The following example shows how to configure the same authentication service for

multiple TACACS+ servers:

[edit system]
tacplus-server {
10.2.2.2 secret "$9$2dgoJGDiqP5ZG9A"; ## SECRET-DATA
10.3.3.3 secret "$9$2dgoJGDiqP5ZG9A";## SECRET-DATA

}
tacplus-options {
service-name bob;

}

Configuring Juniper Networks Vendor-Specific TACACS+ Attributes

The JuniperNetworks vendor-specificTACACS+attributesenable you toconfigureaccess

privileges for users on a TACACS+ server. They are specified in the TACACS+ server

configuration file on a per-user basis. Junos OS retrieves these attributes through an

authorization request of the TACACS+ server after authenticating a user. You do not

need to configure these attributes to run Junos OSwith TACACS+.

To specify these attributes, include a service statement of the following form in the

TACACS+ server configuration file:

service = junos-exec {
local-user-name = <username-local-to-router>
allow-commands = "<allow-commands-regex>"
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allow-configuration = "<allow-configuration-regex>"
deny-commands = "<deny-commands-regex>"
deny-configuration = "<deny-configuration-regex>"

}

This service statement can appear in a user or group statement.

Related
Documentation

Using Regular Expressions on a RADIUS or TACACS+ Server to Allow or Deny Access

to Commands on page 1256

•

• Example: Configuring System Authentication for RADIUS, TACACS+, and Password

Authentication on page 1267

• Juniper Networks Vendor-Specific TACACS+ Attributes on page 1205

• OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200

• Junos OS User Authentication Methods on page 1216

Configuring TACACS+ SystemAccounting

You can use TACACS+ to track and log software logins, configuration changes, and

interactive commands. To audit these events, include the following statements at the

[edit system accounting] hierarchy level:

[edit system accounting]
events [ events ];
destination {
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}

Tasks for configuring TACACS+ system accounting are:

1. Specifying TACACS+ Auditing and Accounting Events on page 1248

2. Configuring TACACS+ Server Accounting on page 1249

Specifying TACACS+ Auditing and Accounting Events

To specify the events youwant to auditwhen using aTACACS+ server for authentication,

include the events statement at the [edit system accounting] hierarchy level:

[edit system accounting]
events [ events ];

events is one or more of the following:

• login—Audit logins
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• change-log—Audit configuration changes

• interactive-commands—Audit interactive commands (any command-line input)

Configuring TACACS+ Server Accounting

ToconfigureTACACS+server accounting, include the server statementat the [edit system

accounting destination tacplus] hierarchy level:

[edit system accounting destination tacplus]
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

server-address specifies the address of the TACACS+ server. To configure multiple

TACACS+ servers, includemultiple server statements.

NOTE: If no TACACS+ servers are configured at the [edit system accounting

destination tacplus] statement hierarchy level, Junos OS uses the TACACS+

servers configured at the [edit system tacplus-server] hierarchy level.

port-number specifies the TACACS+ server port number.

Youmust specify a secret (password) by using the secret statement. The local router or

switchpasses the secret to theTACACS+client. If thepasswordcontains spaces, enclose

the entire password in quotation marks (“ ”). The password used by the local router or

switch must match that used by the server.

Optionally, you can specify the length of time that the local router or switch waits to

receivea response fromaTACACS+server by including the timeout statement. Bydefault,

the router or switch waits 3 seconds. You can configure this to be a value in the range

from 1 through 90 seconds.

Optionally, youcanmaintainoneopenTCPconnection to the server formultiple requests,

rather than opening a connection for each connection attempt, by including the

single-connection statement.

To ensure that start and stop requests for accounting of login events are correctly logged

in the Accounting file instead of the Administration log file on a TACACS+ server, include

either the no-cmd-attribute-value statement or the exclude-cmd-attribute at the [edit

system tacplus-options] hierarchy level.

If you use the no-cmd-attribute-value statement, the value of the cmd attribute is set to

anull string in the start andstop requests. If youuse theexclude-cmd-attribute statement,

the cmd attribute is totally excluded from the start and stop requests. Both statements
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support the correct logging of accounting requests in the Accounting file, instead of the

Administration file.

[edit system tacplus-options]
(no-cmd-attribute-value | exclude-cmd-attribute);

Related
Documentation

Configuring TACACS+ Authentication on page 1245•

Defining Junos OS Login Classes

To define a login class and its access privileges, include the class statement at the [edit

system login] hierarchy level:

[edit system login]
class class-name {
allow-commands "regular-expression";
allow-configuration "regular-expression";
deny-commands "regular-expression";
deny-configuration "regular-expression";
idle-timeoutminutes;
permissions [ permissions ];

}

Related
Documentation

Junos OS Login Classes Overview on page 1218•

• Junos OS User Accounts Overview on page 1216

• Example: Creating Login Classes with Specific Privileges on page 1269

• Configuring the Junos OS to Display a System Login Announcement on page 139

Limiting the Number of User Login Attempts for SSH and Telnet Sessions

You can limit the number of times a user can attempt to enter a password while logging

in through SSH or Telnet. The connection is terminated if a user fails to log in after the

number of attempts specified. You can also specify a delay, in seconds, before a user

can try to enter a password after a failed attempt. In addition, you can specify the

threshold for the number of failed attempts before the user experiences a delay in being

able to enter a password again.

To specify the number of times a user can attempt to enter a password while logging in,

include the retry-options statement at the [edit system login] hierarchy level:

[edit system login]
retry-options {
tries-before-disconnect number;
backoff-threshold number;
backoff-factor seconds;
maximum-time seconds
minimum-time seconds;

}

You can configure the following options:
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• tries-before-disconnect—Number of times a user can attempt to enter a password

when logging in. Theconnection closes if a user fails to log inafter thenumber specified.

The range is from 1 through 10, and the default is 10.

• backoff-threshold—Threshold for the number of failed login attempts before the user

experiences a delay in being able to enter a password again. Use the backoff-factor

option to specify the length of the delay in seconds. The range is from 1 through 3, and

the default is 2.

• backoff-factor—Length of time, in seconds, before a user can attempt to log in after a

failedattempt.Thedelay increasesby thevaluespecified for eachsubsequentattempt

after the threshold. The range is from 5 through 10, and the default is 5 seconds.

• maximum-time seconds—Maximum length of time, in seconds, that the connection

remains open for the user to enter a username and password to log in. If the user

remains idle and does not enter a username and password within themaximum-time

value, the connection is closed. The range is from 20 through 300 seconds, and the

default is 120 seconds.

• minimum-time—Minimum length of time, in seconds, that a connection remains open

while a user is attempting to enter a correct password. The range is from 20 through

60, and the default is 40.

Related
Documentation

Example: Limiting the Number of Login Attempts for SSH and Telnet Sessions on

page 1271

•

• Configuring Junos OS User Accounts on page 1226

Recovering the Root Password

If you forget the root password for the QFX3500 switch, you can use the password

recovery procedure to reset the root password.

NOTE: The root password cannot be recovered on a QFabric system.

NOTE: You need console access to the switch to recover the root password.

To recover the root password:

1. Poweroff the switchby switchingoff theACpoweroutlet of thedeviceor, if necessary,

by pulling the power cords out of the QFX3500 switch power supplies.

2. Turn off the power to themanagement device, such as a PC or laptop computer, that

you want to use to access the CLI.

3. Plug one end of the Ethernet rollover cable supplied with the switch into the

RJ-45–to–DB-9 serial port adapter supplied with the switch.

4. Plug the RJ-45–to–DB-9 serial port adapter into the serial port on the management

device.
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5. Connect the other endof the Ethernet rollover cable to the console port on the switch.

6. Turn on the power to the management device.

7. On themanagement device, start your asynchronous terminal emulation application

(such as Microsoft Windows Hyperterminal) and select the appropriate COM port to

use (for example, COM1).

8. Configure the port settings as follows:

• Bits per second: 9600

• Data bits: 8

• Parity: None

• Stop bits: 1

• Flow control: None

9. Power on the switch by (if necessary) plugging the power cords into the QFX3500

switch power supply, or turning on the power to the device or switch by switching on

the AC power outlet the device is plugged into

The terminal emulation screenonyourmanagementdevicedisplays theswitch’sboot

sequence.

10.When the following prompt appears, press the Spacebar to access the switch’s

bootstrap loader command prompt:

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [kernel] in 9 seconds...

11. At the following prompt, enter boot -s to start up the system in single-user mode.

ok boot -s

12. At the following prompt, enter recovery to start the root password recovery procedure.

Enter full pathname of shell or 'recovery' for root password recovery or RETURN
for /bin/sh: recovery

13. Enter configuration mode in the CLI.

14. Set the root password. For example:

user@switch# set system root-authentication plain-text-password

15. At the following prompt, enter the new root password. For example:

New password: juniper1
Retype new password:

16. At the second prompt, reenter the new root password.

17. After you have finished configuring the password, commit the configuration.

root@host# commit
commit complete

18. Exit configuration mode in the CLI.

19. Exit operational mode in the CLI.

20.At the prompt, enter y to reboot the switch.

Reboot the system? [y/n] y

Copyright © 2014, Juniper Networks, Inc.1252

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Related
Documentation

Configuring the Root Password on page 1236•

Specifying Access Privileges for Junos OS ConfigurationMode Hierarchies

You can specify extended regular expressions with the allow-configuration and

deny-configurationstatements todefineuseraccessprivileges topartsof theconfiguration

hierarchy. Doing so overrides login class permission bits set for a user. You can also use

wildcards to restrict access.Whenyoudefineaccessprivileges topartsof theconfiguration

hierarchy, do the following tasks:

• Specify the full paths in the extended regular expressions with the allow-configuration

and deny-configuration statements.

• Put parentheses around an extended regular expression that connects two or more

expressions with the pipe | symbol. For example:

[edit system login class class-name]
user@switch# set deny-configuration "(system login class) | (system services)"

NOTE: Eachexpressionseparatedbyapipe(|)symbolmustbeacomplete
standalone expression, andmust be enclosed in parentheses ( ). Do not
use spaces between regular expressions separated with parentheses and
connectedwith the pipe (|) symbol. You cannot define access to keywords
such as set, edit, or activate.

When you explicitly provide access to configuration mode hierarchies or regular

expressions using the allow-configuration statement, you add to the regular permissions

set with the permissions statement. If you explicitly deny access to configuration mode

hierarchies or regular expressions using the deny-configuration statement, you remove

permissions for the specified configurationmode hierarchy from the default permissions

provided by the permissions statement.

To explicitly provide access to an individual configuration mode hierarchy that would

otherwise be denied, include the allow-configuration statement at the [edit system login

class class-name] hierarchy level:

[edit system login class class-name]
allow-configuration "regular-expression";

To explicitly deny access to an individual configuration hierarchy that would otherwise

be supported, include the deny-configuration statement at the [edit system login class

class-name] hierarchy level:

[edit system login class class-name]
deny-configuration “regular-expression";

You can include one deny-configuration and one allow-configuration statement in each

login class.

If you allow and deny the same set of configuration hierarchy levels, regular expressions,

or commands, the allow-configuration statement permissions take precedence over the
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permissions specified by the deny-configuration statement. For example, if you include

allow-configuration “systemservices” and deny-configuration “systemservices”, the login

class user can continue to edit the configuration or issue commands at the edit system

services hierarchy level.

Related
Documentation

Defining Access Privileges Using allow/deny-configuration Statements on page 1271•

• Configuring Access Privilege Levels on page 1226

Specifying Access Privileges for Junos OSOperational Mode Commands

You can specify extended regular expressions by using the allow-commands and

deny-commands statements to define a user’s access privileges to individual operational

mode commands. Doing so takes precedence over a login class permissions bit set for

a user. You can include one deny-commands and one allow-commands statement in

each login class.

Toexplicitlyprovideuseofan individualoperationalmodecommandthatwouldotherwise

be denied, include the allow-commands statement at the [edit system login

class class-name] hierarchy level:

[edit system login class class-name]
allow-commands "regular-expression”;

To explicitly deny access to an individual operational mode command that would

otherwise be supported, include thedeny-commands statement at the [edit system login

class class-name] hierarchy level:

[edit system login class class-name]
deny-commands "regular-expression”;

If the regular expression contains any spaces, operators, or wildcard characters, enclose

the expression in quotation marks. Regular expressions are not case-sensitive.

allow-commands "show interfaces";

NOTE: Modifiers are not supportedwithin the regular expression string to be
matched. If a modifier is used, then nothing is matched.

For example, the deny command set protocols does not match anything,
whereas protocolsmatches protocols.

Explicitly providing access to operational mode commands using the allow-commands

statementadds to the regularpermissionssetusing thepermissions statement. Likewise,

explicitly denying access to operational mode commands using the deny-commands

statement removespermissions for thespecifiedcommands fromthedefaultpermissions

provided by the permissions statement.

For example, if a login class has thepermission viewand the allow-commands statement

includes the request system software add command, the specified login class user can

install software, in addition to the permissions specified by the view permissions flag.

Likewise, if a login class has the permission all and the deny-commands statement
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includes the request system software add command, the specified login class user can

perform all operations allowed by the all permissions flag, except installing software

using the request system software add command.

If you allow and deny the same commands, the allow-commands permissions take

precedenceover thepermissionsspecifiedbydeny-commands. For example, if you include

allow-commands "request system software add" and deny-commands "request system

software add", the login class user is allowed to install software using the request system

software add command.

If you specify a regular expression for allow-commands and deny-commandswith two

different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commandswith the

commit-synchronize command and a regular expression for deny-commandswith the

commitcommand, users assigned to sucha login classwouldbeable to issue the commit

synchronizecommand,butnot thecommitcommand.This isbecausecommit-synchronize

is the longest match between commit and commit-synchronize, and it is specified for

allow-commands.

Likewise, if you specify a regular expression for allow-commandswith the commit

command and a regular expression for deny-commandswith the commit-synchronize

command, users assigned to such a login class would be able to issue the commit

command,butnot thecommit-synchronizecommand.This isbecausecommit-synchronize

is the longest match between commit and commit-synchronize, and it is specified for

deny-commands.

Anchorsare requiredwhenspecifying complex regular expressionswithallow-commands

ordeny-commands statements. For example,when specifyingmultiple commandsusing

the pipe (|) symbol for allow-commands, the following syntax is incorrect:

allow-commands = "(monitor.*)|(ping.*)|(show.*)|(exit)" . Instead, youmust specify the

expression using the following syntax:allow-commands= "(^monitor) | (^ping) | (^show)

| (^exit)"OR allow-commands ="^(monitor | ping | show | exit)"

Related
Documentation

Example:ConfiguringAccessPrivileges forOperationalModeCommandsonpage 1263•

• Regular Expressions forAllowingandDenying JunosOSOperationalModeCommands

on page 1220

• allow-commands

• deny-commands

Using Junos OS to Configure Logical SystemAdministrators

Using Junos OS, you can partition a single router or switch into multiple logical devices

that perform independent routing or switching tasks.When creating logical systems, you

must configure logical system administrators and interfaces, assign logical interfaces to

logical systems, and configure various other logical system statements.

Themaster administrator can assign one or more logical system administrators to each

logical system.Onceassigned toa logical system,administratorsare restricted toviewing
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only configurations of the logical system to which they are assigned and accessing only

the operational commands that apply to that particular logical system. This restriction

means that these administrators cannot access global configuration statements, and

all command output is restricted to the logical system to which the administrators are

assigned.

Toconfigure logical systemadministrators, include the logical-system logical-system-name

statement at the [edit system login class class-name] hierarchy level and apply the class

to the user. For example:

[edit]
system {
login {
class admin1 {
permissions all;
logical-system logical-system-LS1;

}
class admin2 {
permissions view; # Gives users assigned to class admin2 the ability to view
# but not to change the configuration.

logical-system logical-system-LS2;
}
user user1 {
class admin1;

}
user user2 {
class admin2;

}
}

}

Fully implementing logical systems requires that youalso configureanyprotocols, routing

statements, switching statements, and policy statements for the logical system.

Related
Documentation

Defining Junos OS Login Classes•

• Defining Junos OS Login Classes on page 1250

Using Regular Expressions on a RADIUS or TACACS+ Server to Allow or Deny Access to
Commands

Use regular expressions to specify which operational or configuration mode commands

areallowedordeniedwhenyouuseaRADIUSorTACACS+server for user authentication.

You can specify the regular expressions using the appropriate Juniper Networks

vendor-specificRADIUSorTACACS+attributes inyourauthenticationserver configuration.

You can specify allow-configuration, deny-configuration, allow-commands, or

deny-commands in a single extended regular expression, enclosing multiple commands

in parentheses and separating themusing the pipe symbol. For example, you can specify

multiple allow-commands parameters using: allow-commands= (cmd1 | cmd2 | cmdn).

You can specify user-permissions as a list of comma-separated values, and not as a

regular expression.
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On a RADIUS or TACACS+ server, you can also use a simplified version for regular

expressionswhereyouspecifyeach individual expressiononaseparate line.Thesimplified

version is valid for allow-commands, deny-commands, allow-configuration,

deny-configuration, and permissions vendor-specific attributes.

For aRADIUSserver, specify the individual regular expressionsusing the following syntax:

Juniper-Allow-Commands+="cmd1"
Juniper-Allow-Commands+="cmd2"
Juniper-Allow-Commands+="cmdn"
Juniper-Deny-Commands+="cmd1"
Juniper-Deny-Commands+="cmd2"
Juniper-Deny-Commands+="cmdn"
Juniper-Allow-Configuration+="regex1"
Juniper-Allow-Configuration+="regex2"
Juniper-Allow-Configuration+="regexn"
Juniper-Deny-Configuration+="regex1"
Juniper-Deny-Configuration+="regex2"
Juniper-Deny-Configuration+="regexn"
Juniper-User-Permissions+="permission-flag1"
Juniper-User-Permissions+="permission-flag2"
Juniper-User-Permissions+="permission-flagn"

For a TACACS+ server, specify the individual regular expressions using the following

syntax:

allow-commands1="cmd1"
allow-commands2="cmd2"
allow-commandsn="cmdn"
deny-commands1="cmd1"
deny-commands2="cmd2"
deny-commandsn="cmdn"
allow-configuration1="regex1"
allow-configuration2="regex2"
allow-configurationn="regexn"
deny-configuration1="regex1"
deny-configuration2="regex2"
deny-configurationn="regexn"
user-permissions1="permission-flag1"
user-permissions2="permission-flag2"
user-permissionsn="permission-flagn "
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NOTE:

• Numeric values 1 to n in the syntax (for a TACACS+ server)must be unique
but need not be sequential. For example, the following syntax is valid:

allow-commands1="cmd1"
allow-commands3="cmd3"
allow-commands2="cmd2"
deny-commands3="cmd3"
deny-commands2="cmd2"
deny-commands1="cmd1"

• The limiton thenumberof linesof individual regular expressions is imposed
by the TACACS+ or RADIUS server.

• When you issue the showcli authorization command, the commandoutput

displays the regular expression in a single line, even if you specify each
individual expression on a separate line.

For more information about Juniper Networks vendor-specific RADIUS and TACACS+

attributes, see “Juniper Networks Vendor-Specific RADIUS Attributes” on page 1203 and

“Juniper Networks Vendor-Specific TACACS+ Attributes” on page 1205.

NOTE: When RADIUS or TACACS+ authentication is configured for a router,
regular expressions configured on the RADIUS or TACACS+ server merge
withany regular expressionsconfiguredon the local router at the [edit system

login class] hierarchy level using the allow-commands, deny-commands,

allow-configuration,deny-configuration, orpermissionsstatements. If the final

expressionhasasyntaxerror, theoverall result is an invalid regular expression.

Related
Documentation

Junos OS Authentication Order for RADIUS, TACACS+, and Password Authentication

on page 1211

•

VSAMatch Conditions and Actions

EX Series switches and the QFX Series support the configuration of RADIUS server

attributes specific to Juniper Networks. These attributes are known as vendor-specific

attributes (VSAs). They are configured on RADIUS servers andwork in combination with

802.1Xauthentication.UsingVSAs, youcanapplyport firewall filter attributesasa subset

of match conditions and actions sent from the RADIUS server to the switch as a result

of successful 802.1X authentication.

Each term in a VSA configured through the RADIUS server consists ofmatch conditions

and an action. Match conditions are the values or fields that the packet must contain.

You can define single, multiple, or nomatch conditions. If no match conditions are

specified for the term, the packet is accepted by default. The action is the action that

the switch takes if a packetmatches thematch conditions for the specific term. Allowed

actions are to accept a packet or to discard a packet.
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The following guidelines apply when you specifymatch conditions and actions for VSAs:

• Bothmatch and action statements are mandatory.

• Any or all options (separated by commas) may be included in eachmatch and action

statement.

• Fields separated by commas will be ANDed if they are of a different type. The same

types cannot be repeated.

• For OR cases (for example, match 10.1.1.0/24OR 11.1.1.0/24), apply multiple VSAs to

the 802.1X supplicant.

• In order for the forwarding-class option to be applied, the forwarding class must be

configured on the switch. If it is not configured on the switch, this option is ignored.

Table 109onpage 1259describes thematchconditions youcan specifywhenconfiguring

a VSA using thematch command on the RADIUS server. The string that defines amatch

condition is called amatch statement.

Table 109: Match Conditions

DescriptionOption

Destination media access control (MAC) address of the packet.destination-macmac-address

Name of the source VLAN.source-vlan source-vlan

Tag value in the 802.1Q header, in the range 0 through 4095.source-dot1q-tag tag

Address of the final destination node.destination-ip ip-address

IPv4 protocol value. In place of the numeric value, you can specify one of the
following text synonyms:

ah, egp (8), esp (50, gre (47), icmp (1), igmp (2), ipip (4), ipv6 (41), ospf (89),
pim (103), rsvp (46), tcp (6), or udp (17)

ip-protocol protocol-id

TCPorUser DatagramProtocol (UDP) source port field. Normally, you specify
this match statement in conjunction with the ip-protocolmatch statement to
determine which protocol is being used on the port. In place of the numeric
field, you can specify one of the text options listed under destination-port.

source-port port
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Table 109: Match Conditions (continued)

DescriptionOption

TCP or UDP destination port field. Normally, you specify this match in
conjunctionwith the ip-protocolmatchstatement todeterminewhichprotocol
is being used on the port. In place of the numeric value, you can specify one
of the following text synonyms (the port numbers are also listed):

afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cvspserver (2401),
cmd (514), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512),
finger (79), ftp(21), ftp-data(20),http(80),https(443), ident (113), imap(143),
kerberos-sec(88), klogin(543), kpasswd(761), krb-prop(754), krbupdate(760),
kshell (544), ldap (389), login (513),mobileip-agent (434),mobilip-mn (435),
msdp(639),netbios-dgm(138),netbios-ns(137),netbios-ssn(139),nfsd(2049),
nntp (119), ntalk (518), ntp (123), pop3 (110), pptp (1723), printer (515), radacct
(1813), radius (1812), rip (520), rkinit (2108), smtp (25), snmp (161), snmptrap
(162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514), telnet (23),
tacacs-ds (65), talk (517), tftp (69), timed (525),who (513), xdmcp (177),
zephyr-clt (2103), zephyr-hm (2104)

destination-port port

When you define one or more terms that specify the filtering criteria, you also define the

action to take if the packetmatches all criteria. Table 110 onpage 1260 shows the actions

that you can specify in a term.

Table 110: Actions for VSAs

DescriptionOption

Acceptapacketordiscardapacket silentlywithout sendingan InternetControl
Message Protocol (ICMP)message.

(allow | deny)

(Optional) Classify the packet in one of the following forwarding classes:

• assured-forwarding

• best-effort

• expedited-forwarding

• network-control

forwarding-class class-of-service

(Optional) Set the packet loss priority (PLP) to low,medium, or high. Specify
both the forwarding class and loss priority.

loss-priority (low |medium | high)

Related
Documentation

Filtering 802.1X Supplicants Using RADIUS Server Attributes•

• Understanding 802.1X and VSAs on EX Series Switches

• Understanding VSAs on the QFX Series on page 1203

Configuration Examples

• Example: Changing theRequirements for JunosOSPlain-Text Passwords onpage 1261

• Example: Configuring Access Privilege Levels on page 1263

• Example:ConfiguringAccessPrivileges forOperationalModeCommandsonpage 1263
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• Example: Configuring a Plain-Text Password for Root Logins on page 1264

• Example: Configuring RADIUS Authentication on page 1264

• Example: Configuring RADIUS System Accounting on page 1265

• Example: Configuring the Root Password on page 1266

• Example: Configuring SSH Authentication for Root Logins on page 1266

• Example: Configuring User Accounts on page 1266

• Example: Configuring System Authentication for RADIUS, TACACS+, and Password

Authentication on page 1267

• Example: Creating Login Classes with Specific Privileges on page 1269

• Example: Configuring User Login Accounts on page 1270

• Example: Configuring RADIUS Template Accounts on page 1270

• Defining Access Privileges Using allow/deny-configuration Statements on page 1271

• Example: Limiting the Number of Login Attempts for SSH and Telnet

Sessions on page 1271

Example: Changing the Requirements for Junos OS Plain-Text Passwords

This example shows how to set various maximum andminimum requirements for

plain-text passwords to increase password strength.

• Requirements on page 1261

• Overview on page 1261

• Configuration on page 1261

Requirements

This example requires a device running Junos 12.2 or greater. Theminimum-length and

maximum-length password requirements statements are available in earlier releases,

however, youmust have Junos OS Release 12.2 or greater to configure

minimum-lower-cases,minimum-numerics,minimum-punctuations, or

minimum-upper-cases.

Overview

You can use a variety of requirements to strengthen plain-text passwords for greater

security. Junos OS provides a number of possible configurations at the [edit system login

password] hierarchy level that allow you to require users to create plain-text passwords

that conform to a particular set of requirements that may include such things as length,

number of changes, type of characters, numbers, or letter case.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set system login passwordminimum-length 12
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set system login passwordmaximum-length 22

set system login passwordminimum-numerics 1

set system login passwordminimum-upper-cases 1

set system login passwordminimum-lower-cases 1

set system login passwordminimum-punctuations 1

Configuring Requirements for Plain-Text Passwords

Step-by-Step
Procedure

This example configurespassword requirements that require theuser to creat apassword

that has aminimum length of 12 characters, a maximum length of 22 characters, and

that includes at least one lower-case letter, at least one upper-case letter, at least one

punctuation character, and at least one numeric character.

1. Navigate to configuration mode in the [system login password] hierarchy level.

user@host> edit
[edit]
user@host# edit system login password

2. Set a minimum length requirement of 12 characters and amaximum length

requirement of 22 characters for user passwords.

[edit system login password]
user@host# set minimum-length 12
[edit system login password]
user@host# set maximum-length 22

3. Require users to set a password that has at least one lower-case letter and at least

one upper-case letter.

[edit system login password]
user@host# set minimum-lower-cases 1
[edit system login password]
user@host# set minimum-upper-cases 1

4. Require users to set a password that has at least one punctuation-class character

and at least one number.

[edit system login password]
user@host# set minimum-punctuations 1
[edit system login password]
user@host# set minimum-numerics 1

Results

From configurationmode, confirm your configuration by entering the show command at

theedit system loginpasswordhierarchy level. if theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

[edit system login password]
user@host# show
minimum-length 12;
maximum-length 22;
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minimum-numerics 1;
minimum-upper-cases 1;
minimum-lower-cases 1;

Related
Documentation

Special Requirements for Junos OS Plain-Text Passwords on page 1221•

• password (Login)

Example: Configuring Access Privilege Levels

Create twoaccessprivilegeclasseson the router or switch, one for configuringandviewing
user accounts only and the second for configuring and viewing SNMP parameters only:

[edit]
system {
login {
class user-accounts {
permissions [ configure admin admin-control ];

}
class network-mgmt {
permissions [ configure snmp snmp-control ];

}
}

}

Related
Documentation

Configuring Access Privilege Levels on page 1226•

Example: Configuring Access Privileges for Operational Mode Commands

The followingexample showshowtoconfigureaccessprivileges fordifferent login classes
for individual operational mode commands:

[edit]
system {
# This login class has operator privileges and the additional ability
# to reboot the router.
login {
# This login class has operator privileges and the additional ability to reboot the
# router or switch.
class operator-and-boot {
permissions [ clear network reset trace view ];
allow-commands "request system reboot";

}
# This login class has operator privileges but can't use any commands beginning
#with “set” .
# This login class has operator privileges
# but cannot use any commands beginning with “set”
class operator-no-set {
permissions [ clear network reset trace view ];
deny-commands "^set";

}
# This login class has operator privileges and can install software but not view
# BGP information, and can issue the show route command, without specifying
# commands or arguments under it.
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class operator-and-install-but-no-bgp {
permissions [ clear network reset trace view ];
allow-commands "(request system software add)|(show route$)";
deny-commands "show bgp";

}
}

}

Related
Documentation

Specifying Access Privileges for Junos OS Operational Mode Commands on page 168•

Example: Configuring a Plain-Text Password for Root Logins

The following example shows how to set a plain-text password for root logins:

[edit]
user@switch# set system root-authentication plain-text-password
New password: type root password
Retype new password: retype root password
[edit]
user@switch# show
system {
root-authentication {
encrypted-password "$1$14c5.$sBopasddsdfs0";

}
}

Related
Documentation

Configuring the Root Password on page 146•

Example: Configuring RADIUS Authentication

The Junos OS supports two protocols for central authentication of users onmultiple

routers: RADIUS and TACACS+. We recommend RADIUS because it is a multivendor

IETF standard, and its features are more widely accepted than those of TACACS+ or

otherproprietary systems. Inaddition,we recommendusingaone-time-passwordsystem

for increased security, and all vendors of these systems support RADIUS.

The Junos OS uses one or more template accounts to perform user authentication. You

create the template account or accounts, and then configure the user access to use that

account. If the RADIUS server is unavailable, the fallback is for the login process to use

the local account that set up on the router or switch.

The following example shows how to configure RADIUS authentication:

[edit]
system {
authentication-order [ radius password ];
root-authentication {
encrypted-password "$9$aH1j8gqQ1gjyjgjhgjgiiiii"; # SECRET-DATA

}
name-server {
10.1.1.1;
10.1.1.2;

}
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}

The following example shows how to enable RADIUS authentication and define the

shared secret between the client and the server. The secret enables the client and server

to determine that they are talking to the trusted peer.

Define a timeout value for each server, so that if there is no responsewithin the specified

number of seconds, the router can try either the next server or the next authentication

mechanism.

[edit]
system {
radius-server {
10.1.2.1 {
secret "$9$aH1j8gqQ1sdjerrrhser"; # SECRET-DATA
timeout 5;

}
10.1.2.2 {
secret "$9$aH1j8gqQ1csdoiuardwefoiud"; # SECRET-DATA
timeout 5;

}
}

}

Related
Documentation

Configuring RADIUS Authentication•

Example: Configuring RADIUS SystemAccounting

The following example shows three servers (10.5.5.5, 10.6.6.6, and 10.7.7.7) configured

for RADIUS accounting.

system {
accounting {
events [ login change-log interactive-commands ];
destination {
radius {
server {
10.5.5.5 {
accounting-port 3333;
secret $9$dkafeqwrew;
source-address 10.1.1.1;
retry 3;
timeout 3;

}
10.6.6.6 secret $9$fe3erqwrez;
10.7.7.7 secret $9$f34929ftby;

}
}

}
}

}

Related
Documentation

Configuring RADIUS System Accounting on page 1231•
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Example: Configuring the Root Password

The following example shows how to configure the root password:

[edit]
user@switch# set system root-authentication encrypted-password
"$1$14c5.$sBopasddsdfs0"

[edit]
user@switch# show
system {
root-authentication {
encrypted-password "$1$14c5.$sBopasddsdfs0";

}
}

Related
Documentation

Configuring the Root Password on page 146•

• Example: Configuring a Plain-Text Password for Root Logins on page 1264

• Configuring the Root Password on page 1236

Example: Configuring SSH Authentication for Root Logins

The following example shows how to configure two public DSA keys for SSH
authentication of root logins:

[edit system]
root-authentication {
encrypted-password "$1$1wp5tqMX$uy/u5H7OdXTwfWTmeJWXe/";
## SECRET-DATA;
ssh-dsa "2354 95 9304@boojum.per";
ssh-dsa "0483 02 8362@ecbatana.per";

}

Related
Documentation

Configuring the Root Password on page 146•

• Special Requirements for Junos OS Plain-Text Passwords on page 1221

Example: Configuring User Accounts

The following example shows how to create accounts for four router or switch users,
and create an account for the template user remote. All users use one of the default
system login classes. User alexander also has two digital signal algorithm (DSA) public
keys configured for SSH authentication.

[edit]
system {
login {
user philip {
full-name “Philip of Macedonia”;
uid 1001;
class super-user;
authentication {
encrypted-password “$1$poPPeY”;

}
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}
user alexander {
full-name “Alexander the Great”;
uid 1002;
class view;
authentication {
encrypted-password “$1$14c5.$sBopasdFFdssdfFFdsdfs0”;
ssh-dsa “8924 37 5678 5678@gaugamela.per”;
ssh-dsa “6273 94 9283@boojum.per”;

}
}
user darius {
full-name “Darius King of Persia”;
uid 1003;
class operator;
authentication {
ssh-rsa “1024 37 12341234@ecbatana.per”;

}
}
user anonymous {
class unauthorized;

}
user remote {
full-name “All remote users”;
uid 9999;
class read-only;

}
}

}

Related
Documentation

Junos OS User Accounts Overview•

• Limiting the Number of User Login Attempts for SSH and Telnet Sessions

Example: Configuring SystemAuthentication for RADIUS, TACACS+, and Password
Authentication

The following example shows how to configure system authentication for RADIUS,

TACACS+, and password authentication.

In this example, only the user Philip and users authenticated by a remote RADIUS server

can log in. If a user logs in and is not authenticated by the RADIUS server, the user is

denied access to the router or switch. If the RADIUS server is not available, the user is

authenticated using the password authentication method and allowed access to the

router or switch. For more information about the password authentication method, see

“Using Local Password Authentication” on page 1212.

When Philip tries to log in to the system, if the RADIUS server authenticates him, he is

given access and privileges for the super-user class. Local accounts are not configured

for other users. When they log in to the system and the RADIUS server authenticates

them, they are given access using the same user ID (UID) 9999 and the privileges

associated with the operator class.

[edit]
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system {
authentication-order radius;
login {
user philip {
full-name "Philip";
uid 1001;
class super-user;

}
user remote {
full-name "All remote users";
uid 9999;
class operator;

}
}

}

NOTE: For authorization purposes, you canuse a template account to create
a single account that can be shared by a set of users at the same time. For
example, when you create a remote template account, a set of remote users
can concurrently share a single UID. For more information about template
accounts, see “Overview of Template Accounts for RADIUS and TACACS+
Authentication” on page 1200.

When a user logs in to a device, the user’s login name is used by the RADIUS or TACACS+

server for authentication. If the user is authenticated successfully by the authentication

server and the user is not configured at the [edit system login user] hierarchy level, the

device uses the default remote template user account for the user, provided a remote

template account is configured at the edit system login user remote hierarchy level. The

remote template account serves as a default template user account for all users that

are authenticated by the authentication server but not having a locally configured user

account on the device. Such users share the same login class and UID.

To configure an alternate template user, specify the user-name parameter returned in

theRADIUSauthentication response packet. Not all RADIUS servers allow you to change

this parameter. The following shows a sample Junos OS configuration:

[edit]
system {
authentication-order radius;
login {
user philip {
full-name "Philip";
uid 1001;
class super-user;

}
user operator {
full-name "All operators";
uid 9990;
class operator;

}
user remote {
full-name "All remote users";
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uid 9999;
class read-only;

}
}

}

Assume your RADIUS server is configured with the following information:

• User Philip with password “olympia”

• User Alexander with password “bucephalus” and username “operator”

• User Darius with password “redhead” and username “operator”

• User Roxane with password “athena”

Philip would be given access as a superuser (super-user) because he has his own local

useraccount.AlexanderandDarius shareUID9990andhaveaccessasoperators.Roxane

has no template-user override, so she shares access with all the other remote users,

getting read-only access.

Related
Documentation

Configuring the Junos OS Authentication Order for RADIUS, TACACS+, and Local

Password Authentication on page 1228

•

Example: Creating Login Classes with Specific Privileges

The following example shows how to create several user classes, each with specific

privileges. In this example, you configure timeouts to disconnect the classmembers after

a period of inactivity. Users’ privilege levels, and therefore the classes of which they are

members, should be dependent on their responsibilities within the organization, and the

permissions shown here are only examples.

The first class of users (called “observation”) can only view statistics and configuration.

They are not allowed tomodify any configuration. The second class of users (called

“operation”) can view andmodify the configuration. The third class of users (called

“engineering”) has unlimited access and control.

[edit]
system {
login {
class observation {
idle-timeout 5;
permissions [ view ];

}
class operation {
idle-timeout 5;
permissions [ admin clear configure interface interface-control network
reset routing routing-control snmp snmp-control trace-control
firewall-control rollback ];

}
class engineering {
idle-timeout 5;
permissions all;

}
}
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}

Related
Documentation

Defining Junos OS Login Classes•

Example: Configuring User Login Accounts

The following example shows how to configure the local administrator account (user

admin). If RADIUS fails or becomes unreachable, the login process reverts to password

authentication on the local accounts on the router or switch.

[edit]
system {
login {
user admin {
uid 1000;
class engineering;
authentication {
encrypted-password "<PASSWORD>"; # SECRET-DATA

}
}

}
}

Related
Documentation

Configuring Junos OS User Accounts•

Example: Configuring RADIUS Template Accounts

The following example shows how to configure RADIUS template accounts for different

users or groups of users:

[edit]
system {
login {
user observation {
uid 1001;
class observation;

}
user operation {
uid 1002;
class operation;

}
user engineering {
uid 1003;
class engineering;

}
}

}

Related
Documentation

OverviewofTemplateAccounts forRADIUSandTACACS+Authenticationonpage 1200•
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Defining Access Privileges Using allow/deny-configuration Statements

The following examples show how to configure access privileges for individual

configuration mode hierarchy levels.

If the following statement is included in the configuration and the user’s login class

permission bit is set to all, the user cannot configure telnet parameters:

[edit system login class class-name]
user@switch# set deny-configuration "system services telnet"

If the following statement is included in the configuration and the user’s login class

permission bit is set to all, the user cannot issue login class commands within any login

class whose name begins with “m”:

[edit system login class class-name]
user@switch# set deny-configuration "system login classm.*"

If the following statement is included in the configuration and the user’s login class

permission bit is set to all, the user cannot edit a configuration or issue commands (such

as commit) at the login class or system services hierarchy levels:

[edit system login class class-name]
user@switch# set deny-configuration "(system login class) | (system services)"

The following example shows how to configure permissions for individual configuration

mode hierarchies:

[edit]
system {
login { # This login class has operator privileges and the additional ability to edit
# configuration at the system services hierarchy level.
class only-system-services {
permissions [ configure ];
allow-configuration "system services";

}
# services commands.
class all-except-system-services { # This login class has operator privileges but
# cannot edit any system services configuration.
permissions [ all ];
deny-configuration "system services";

}
}

}

Related
Documentation

Specifying Access Privileges Using allow/deny-configuration Statements•

• SpecifyingAccessPrivileges for JunosOSConfigurationModeHierarchiesonpage 1253

Example: Limiting the Number of Login Attempts for SSH and Telnet Sessions

The following example showshow to limit the user to four attemptswhen theuser enters

a password while logging in through SSH or Telnet. Set the backoff-threshold to 2, the

back-off-factor to5seconds, and theminimum-time to40seconds.Theuserexperiences

a delay of 5 seconds after the second attempt to enter a correct password fails. After
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each subsequent failed attempt, the delay increases by 5 seconds. After the fourth and

final failed attempt to enter a correct password, the user experiences an additional

10-second delay, and the connection closes after a total of 40 seconds.

The additional variablesmaximum-time and lockout-period are not set in this example.

[edit]
system {
login {
retry-options {
backoff-threshold 2;
backoff-factor 5;
minimum-time 40;
tries-before-disconnect 4;

}
password {
}

}
}

NOTE: This sample only shows the portion off the [edit system login]
hierarchy level beingmodified.

Related
Documentation

Limiting the Number of User Login Attempts for SSH and Telnet Sessions•

• login

• login on page 254

Configuration Statements

• access on page 1275

• accounting on page 1276

• accounting-options on page 1277

• accounting-server on page 1279

• accounting-stop-on-access-deny on page 1280

• accounting-stop-on-failure on page 1281

• advertisement-interval on page 1282

• agent-address on page 1283

• archival on page 1284

• archive-sites (Configuration File) on page 1285

• authentication-order on page 1286

• authentication-server on page 1287

• authorization on page 1288

• categories on page 1289
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• client-list on page 1289

• client-list-name on page 1290

• clients on page 1290

• commit-delay on page 1291

• community (SNMP) on page 1292

• configuration on page 1293

• connection-limit on page 1294

• contact on page 1295

• disable (LLDP) on page 1295

• falling-threshold (Health Monitor) on page 1296

• filter-duplicates on page 1296

• full-name on page 1297

• health-monitor on page 1297

• hold-multiplier on page 1298

• idle-timeout (Access) on page 1299

• interface (LLDP) on page 1300

• interval (Health Monitor) on page 1301

• lldp on page 1302

• lldp-configuration-notification-interval on page 1303

• location on page 1304

• management-address on page 1304

• name on page 1305

• nas-ip-address on page 1305

• nonvolatile on page 1306

• oid on page 1306

• order on page 1307

• port (RADIUS Server) on page 1308

• profile on page 1309

• protocols on page 1310

• protocol-version on page 1323

• ptopo-configuration-maximum-hold-time on page 1323

• ptopo-configuration-trap-interval on page 1324

• radius on page 1325

• radius-options (edit system) on page 1326

• radius-server on page 1327

• rate-limit on page 1328

• remote-debug-permission on page 1329
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• retry on page 1330

• rising-threshold (Health Monitor) on page 1331

• root-login on page 1332

• services (Switches) on page 1333

• snmp on page 1334

• source-address (SNMP) on page 1338

• ssh on page 1339

• tacplus-options on page 1340

• targets on page 1341

• traceoptions (LLDP) on page 1342

• transfer-interval (Configuration) on page 1344

• transfer-on-commit on page 1345

• trap-group on page 1346

• trap-options on page 1347

• user (Access) on page 1348

• version on page 1349
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access

Syntax access {
address-assignment
pool pool-name
address-poolpool-name
profile profile-name {
accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
(authentication-order (ldap radius | none);
order (radius | none);

}
radius {
accounting-server [server-addresses];
authentication-server [server-addresses];

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure authentication, authorization, and accounting (AAA) services.

The statements are explained separately.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Default Not enabled

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring 802.1X RADIUS Accounting (CLI Procedure)
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accounting

Syntax accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
order (radius | none);

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the authentication order for authentication, authorization, and accounting

(AAA) services.

Default Not enabled

Options none—Use no authentication for specified subscribers.

radius—Use RADIUS authentication for specified subscribers.

The remaining statements are explained separately.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• Understanding 802.1X and RADIUS Accounting on EX Series Switches

• Configuring RADIUS Accounting

• Understanding RADIUS Accounting on page 1202
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accounting-options

Syntax accounting-options {
class-usage-profile profile-name {
destination-classes {
destination-class-name;

}
file filename;
intervalminutes;
source-classes {
source-class-name;

}
}
file filename {
archive-sites {
site-name;

}
files number;
nonpersistent;
size bytes;
start-time time;
transfer-intervalminutes;

}
filter-profile profile-name {
counters {
counter-name;

}
file filename;
intervalminutes;

}
interface-profile profile-name {
fields {
input-bytes;
input-errors;
input-multicast;
input-packets;
input-unicast;
output-bytes;
output-errors;
output-multicast;
output-packets;
output-unicast;
rpf-check-bytes;
rpf-check-packets;
rpf-check6-bytes;
rpf-check6-packets;
unsupported-protocol;

}
file filename;
intervalminutes;

}
mib-profile profile-name {
file filename;
intervalminutes;
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object-names {
mib-object-name;

}
operation (get | get-next | walk);

}
policy-decision-statistics-profile profile-name {
application-aware-access-list-fields {
address;
application;
application-group;
input-bytes;
input-interface;
input-packets;
mask;
output-bytes;
output-packets;
subscriber-name;
timestamp;
vrf-name;

}
file filename;

}
routing-engine-profile profile-name {
fields {
field-name;

}
file filename;
intervalminutes;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure options for accounting statistics collection.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding RADIUS Accounting on page 1202

• Understanding VSAs on the QFX Series on page 1203

• Configuring RADIUS System Accounting on page 1231

• Configuring Remote Template Accounts for User Authentication on page 1235

• Configuring Local User Template Accounts for User Authentication on page 1229
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accounting-server

Syntax accounting-server[server-addresses];

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Remote Authentication Dial-In User Service (RADIUS) server for

authentication. To configuremultiple RADIUS servers, includemultiple server addresses.

The servers are tried inorder and ina round-robin fashionuntil a valid response is received

from one of the servers or until all the configured retry limits are reached.

Default Not enabled

Options server-addresses—One or more addresses of RADIUS authentication servers.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• show network-access aaa statistics authentication

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Understanding 802.1X and RADIUS Accounting on EX Series Switches

• Understanding RADIUS Accounting on page 1202
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accounting-stop-on-access-deny

Syntax accounting-stop-on-access-deny;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the authentication order for authentication, authorization, and accounting

(AAA) services to send an Acct-Stopmessage if the AAA server denies access to a

supplicant.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Default Not enabled

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• show network-access aaa statistics authentication

• Configuring RADIUS Accounting
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accounting-stop-on-failure

Syntax accounting-stop-on-failure;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure authentication order for authentication, authorization, and accounting (AAA)

services to send an Acct-Stopmessage if a supplicant fails AAA authorization, but the

RADIUS server grants access. For example, a supplicant might fail AAA authentication

because of an internal error such as a timeout.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Default Not enabled

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• Understanding 802.1X and RADIUS Accounting on EX Series Switches

• Configuring RADIUS Accounting

• Understanding RADIUS Accounting on page 1202
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advertisement-interval

Syntax advertisement-interval seconds;

Hierarchy Level [edit protocols lldp],
[edit routing-instances routing-instance-name protocols lldp]

Release Information Statement introduced in Junos OS Release 9.6 for MX Series and T Series routers.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForMXSeries and TSeries routers and EXSeries switches, configure an interval for LLDP

advertisement.

For switches configured for Link Layer Discovery Protocol, configure the frequency at

which LLDP advertisements are sent.

The advertisement-interval value must be greater than or equal to four times the

transmit-delay value, or an error will be returned when you attempt to commit the

configuration.

NOTE: The default value of transmit-delay is 2 seconds. If you configure the

advertisement-interval as less than 8 seconds and you do not configure a

value for transmit-delay, the default value of transmit-delay is automatically

changed to 1 second in order to satisfy the requirement that the
advertisement-interval valuemust be greater than or equal to four times the

transmit-delay value.

Default Disabled.

Options seconds—Interval between LLDP advertisement.

Default: 30

Range: 5 through 32768

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring LLDP

• show lldp on page 1362

• Configuring LLDP (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• transmit-delay

• Understanding LLDP on page 1201
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agent-address

Syntax agent-address outgoing-interface;

Hierarchy Level [edit snmp trap-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the agent address of all SNMPv1 traps generated by this router or switch. Currently,

the only option is outgoing-interface, which sets the agent address of each SNMPv1 trap

to the address of the outgoing interface of that trap.

Options outgoing-interface—Value of the agent address of all SNMPv1 traps generated by this

routeror switch.Theoutgoing-interfaceoptionsets theagentaddressofeachSNMPv1

trap to the address of the outgoing interface of that trap.

Default: Disabled (the agent address is not specified in SNMPv1 traps).

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Agent Address for SNMP Traps
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archival

Syntax archival {
configuration {
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
transfer-interval interval;
transfer-on-commit;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure copying of the currently active configuration to an archive site. An archive site

can be a file, or an FTP or SCP location.

NOTE: Theedit systemarchivalhierarchy is not availableonQFabric systems.

Options The remaining statements are explained separately.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147
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archive-sites (Configuration File)

Syntax archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specifywhere to transfer thecurrent configuration files.WhenspecifyingaURL ina Junos

OS statement using an IPv6 host address, youmust enclose the entire URL in quotation

marks (" ") and enclose the IPv6 host address in brackets ([ ]). For example,

"scp://username<:password>@[ipv6-host-address]<:port>/url-path"

If you specify more than one archive site, the router or switch attempts to transfer the

configuration files to the first archive site in the list, moving to the next only if the transfer

fails.

The destination filename is saved in the following format, where n corresponds to the

number of the compressed configuration rollback file that has been archived:

router-name_juniper.conf.n.gz_YYYYMMDD_HHMMSS.

NOTE: The time included in thedestination filename isalways inCoordinated
Universal Time (UTC) regardless of whether the time on the router or switch
is configured as UTC or the local time zone. The default time zone on the
router or switch is UTC.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Options The prefix used in the configuration statement determines the form of transfer:

file://—transfer on a path to a named file

ftp://—transfer using active FTP server

pasvftp://—transfer to a device that only accepts passive FTP services
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scp://—transfer to a known host using background SCP file transfers

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Archive Sites for Transfer of Active Configuration Files on page 1148

• Junos OS Commit Model for Router or Switch Configuration on page 29

• configuration on page 1153

• transfer-on-commit on page 1155

authentication-order

Syntax authentication-order [none | password | radius];

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the order of authentication, authorization, and accounting (AAA) servers to

use while sending authentication messages.

Default Not enabled

Options none—No authentication for specified subscribers.

password—Password authentication.

radius—RADIUS authentication.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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authentication-server

Syntax authentication-server [server-addresses];

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the RADIUS server for authentication. To configure multiple RADIUS servers,

includemultiple server addresses. The servers are tried in order and in a round-robin

fashion until a valid response is received fromoneof the servers or until all the configured

retry limits are reached.

Options server-addresses—Configure one or more RADIUS server addresses.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• show network-access aaa statistics authentication
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authorization

Syntax authorization authorization;

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the access authorization for SNMP Get, GetBulk, GetNext, and Set requests.

Options authorization—Access authorization level:

• read-only—Enable Get, GetNext, and GetBulk requests.

• read-write—Enable all requests, including Set requests. Youmust configure a view to

enable Set requests.

NOTE: The read-write option is not supported on the QFX3000QFabric

system.

Default: read-only

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String on page 6113
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categories

Syntax categories {
category;

}

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the types of traps that are sent to the targets of the named trap group.

Default If you omit the categories statement, all trap types are included in trap notifications.

Options category—Name of a trap type: authentication, chassis, configuration, link,

remote-operations, rmon-alarm, or startup.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114

client-list

Syntax client-list client-list-name {
ip-addresses;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a list of SNMP clients.

Options client-list-name—Name of the client list.

ip-addresses—IP addresses of the SNMP clients to be added to the client list,

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Adding a Group of Clients to an SNMP Community on page 6115
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client-list-name

Syntax client-list-name client-list-name;

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Add a client list or prefix list to an SNMP community.

Options client-list-name—Name of the client list or prefix list.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Adding a Group of Clients to an SNMP Community on page 6115

clients

Syntax clients {
address <restrict>;

}

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the IPv4 or IPv6 addresses of the SNMP client hosts that are authorized to use

this community.

Default If you omit the clients statement, all SNMP clients using this community string are

authorized to access the switch.

Options address—Address of an SNMP client that is authorized to access this switch. Youmust

specifyanaddress, notahostname.Tospecifymore thanoneclient, includemultiple

address options.

restrict—(Optional) Do not allow the specified SNMP client to access the switch.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String
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commit-delay

Syntax commit-delay seconds;

Hierarchy Level [edit snmp nonvolatile]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the timer for the SNMP Set reply and start of the commit.

Options seconds—DelaybetweenanaffirmativeSNMPSet replyandstartof thecommitoperation.

Default: 5 seconds

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Commit Delay Timer
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community (SNMP)

Syntax community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
view view-name;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define an SNMP community. An SNMP community authorizes SNMP clients based on

the source IP address of incoming SNMP request packets. A community also defines

which MIB objects are available and the operations (read-only or read-write) allowed

on those objects.

NOTE: The authorization read-writeoption is not supported on theQFX3000

QFabric system.

TheSNMPclientapplicationspecifiesanSNMPcommunityname inGet,GetBulk,GetNext,

and Set SNMP requests.

Default If you omit the community statement, all SNMP requests are denied.

Options community-name—Community string. If thename includesspaces, enclose it inquotation

marks (" ").

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String on page 6113
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configuration

Syntax configuration {
transfer-interval interval;
transfer-on-commit;
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
}

Hierarchy Level [edit system archival]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to periodically transfer its currently active configuration

(or after each commit).

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Options The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an

Archive Site on page 1147

• archive on page 6299

• archive-sites on page 1151

• transfer-interval on page 1154

• transfer-on-commit on page 1155
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connection-limit

Syntax connection-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumberof connections sessions for each typeof systemservices

(finger, ftp, ssh, telnet, xnm-clear-text, or xnm-ssl) per protocol (either IPv6 or IPv4).

Options limit—(Optional)Maximumnumberof establishedconnectionsper protocol (either IPv6

or IPv4).

Range: 1 through 250

Default: 75

NOTE: The actual number of maximum connections depends on the
availability of system resources, andmight be fewer than the configured
connection-limit value if the system resources are limited.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications

• Configuring DTCP-over-SSH Service for the Flow-Tap Application

• Configuring Finger Service for Remote Access to the Router

• Configuring FTP Service for Remote Access to the Router or Switch

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243

• Configuring Telnet Service for Remote Access to a Router or Switch
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contact

Syntax contact contact;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the value of the MIB II sysContact object, which is the contact person for the

managed system.

Options contact—Nameof thecontactperson. If thename includesspaces, enclose it inquotation

marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Contact on a Device Running Junos OS

disable (LLDP)

Syntax disable;

Hierarchy Level [edit protocols lldp],
[edit protocols interface lldp]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable the LLDP configuration on the switch or on one or more interfaces.

Default If you donot configure LLDP, it is disabled on the switch andon specific switch interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362

• Configuring LLDP (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201
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falling-threshold (Health Monitor)

Syntax falling-threshold percentage;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the lower threshold for the monitored object when you configure a health monitor

alarm. By setting a rising and a falling threshold for a monitored variable, you can be

alerted whenever the value of the variable falls outside the allowable operational range.

Options percentage—Lower threshold for the alarm entry.

Range: 1 through 100

Default: 70 percent of the maximum possible value

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• rising-threshold on page 1331

• Configuring Health Monitoring on page 6119

filter-duplicates

Syntax filter-duplicates;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Filter duplicate Get, GetNext, or GetBulk SNMP requests.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• Example: Configuring SNMP on page 6083
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full-name

Syntax full-name complete-name;

Hierarchy Level [edit system login user]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the complete name of a user.

Options complete-name—Full nameof theuser. If thenamecontains spaces, enclose it inquotation

marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts

• user

• user on page 306

health-monitor

Syntax health-monitor {
falling-threshold percentage;
interval seconds;
rising-threshold percentage;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure health monitoring.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119

• Understanding Health Monitoring on page 6037
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hold-multiplier

Syntax hold-multiplier number;

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for QFX Series.

Description Specify the multiplier used in combination with the advertisement-interval value to
determine the length of time LLDP information is held before it is discarded. The default

value is 4 (or 120 seconds).

Default Disabled.

Options number—A number used as amultiplier.

Range: 2 through 10

Default: 4 (or 120 seconds)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362

• Configuring LLDP (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201
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idle-timeout (Access)

Syntax idle-timeout seconds;

Hierarchy Level [edit access group-profile profile-name ppp],
[edit access profile profile-name client client-name ppp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the idle timeout for a user. The router might consider a PPP session to be idle

because of the following reasons:

• There is no ingress traffic on the PPP session.

• There is no egress traffic.

• There is neither ingress or egress traffic on the PPP session.

• There is no ingress or egress PPP control traffic. This is applicable only if keepalives

are enabled.

Options seconds—Number of seconds a user can remain idle before the session is terminated.

Range: 0 through 4,294,967,295 seconds

Default: 0

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring PPP Properties for a Client-Specific Profile

• Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile
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interface (LLDP)

Syntax interface (all | interface-name) {
disable;
power-negotiation {
disable;

}
}

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Link LayerDiscoveryProtocol (LLDP)onall interfacesor ona specific interface.

NOTE: OnEX4300 switches, LLDP cannot be configured on theme0or vme
interface. Issuing the command set protocols lldp interfaceme0 generates

the following error message:

error: name: 'me0': Invalid interface
error: statement creation failed: interface

Issuing the command set protocols lldp interface vme generates the following

error message:

error: name: 'vme': Invalid interface
error: statement creation failed: interface

Default None

Options all—All interfaces on the switch.

interface-name—Name of a specific interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring LLDP (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201
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interval (Health Monitor)

Syntax interval seconds;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interval between sampling of the object being monitored by the health

monitor.

Options seconds—Time between samples, in seconds.

Range: 1 through 2147483647 seconds

Default: 300 seconds

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119
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lldp

Syntax lldp {
advertisement-interval seconds;
disable;
hold-multiplier number;
interface (all | [interface-name]) {
disable;
power-negotiation {
disable;

}
}
lldp-configuration-notification-interval seconds;
management-address ip-management-address;
netbios-snooping;
ptopo-configuration-maximum-hold-time seconds;
ptopo-configuration-trap-interval seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>
<no-stamp> <replace>;

flag flag <disable>;
}
transmit-delay seconds;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for QFX Series.

Description Configure Link Layer Discovery Protocol (LLDP). The switch uses LLDP to advertise its

identity and capabilities on a LAN, as well as to receive information about other network

devices. LLDP is defined in the IEEE standard 802.1AB-2005.

The remaining statements are explained separately.

NOTE: The transmit-delay and netbios-snooping options are not available on

QFabric systems.

NOTE: OnEX4300 switches, LLDP cannot be configured on theme0or vme
interface. Issuing the command set protocols lldp interfaceme0 generates

the following error message:

error: name: 'me0': Invalid interface
error: statement creation failed: interface

Issuing the command set protocols lldp interface vme generates the following

error message:
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error: name: 'vme': Invalid interface
error: statement creation failed: interface

Default LLDP is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362

• Configuring LLDP (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201

lldp-configuration-notification-interval

Syntax lldp-configuration-notification-interval seconds;

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify how often SNMP trap notifications are generated as a result of LLDP database

changes. If the interval value is 0, trap notifications of database changes are disabled.

Default SNMP trap notifications of LLDP database changes are disabled.

Options seconds—Interval between trap notifications about LLDP database changes.

Range: 0 through 3600

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362
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location

Syntax location location;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the value of the MIB II sysLocation object, which is the physical location of the

managed system.

Options location—Location of the local system. Youmust enclose the namewithin quotation

marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Location for a Device Running Junos OS

management-address

Syntax management-address ip-management-address;

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the management address of the switch to be used in the LLDPManagement

type, length, and value (TLV) .

Default LLDPManagement TLV uses the IP address of the switch's management Ethernet

interface (me0) or the IP address of the virtual management Ethernet (VME) interface

if the switch is a Virtual Chassis.

Options ip-management-address—You can specify either an IPv4 or IPv6management address

for the switch.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• EX Series Switches Interfaces Overview

• Understanding LLDP on page 1201
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name

Syntax name name;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the system name from the command-line interface.

Options name—System name override.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Name

nas-ip-address

Syntax nas-ip-address ip-address;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the NAS-IP address for outgoing RADIUS packets.

Options ip-address—IP address of the network access server (NAS) that requests user

authentication.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication

• Configuring RADIUS Authentication on page 1233
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nonvolatile

Syntax nonvolatile {
commit-delay seconds;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure options for SNMP Set requests.

The statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Commit Delay Timer

• commit-delay

oid

Syntax oid object-identifier (exclude| include);

Hierarchy Level [edit snmp view view-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify an object identifier (OID) used to represent a subtree of MIB objects.

Options exclude—Exclude the subtree of MIB objects represented by the specified OID.

include—Include the subtree of MIB objects represented by the specified OID.

object-identifier—OID used to represent a subtree of MIB objects. All MIB objects

represented by this statement have the specified OID as a prefix. You can specify

the OID using either a sequence of dotted integers or a subtree name.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MIB Views on page 6116
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order

Syntax order (radius | [ accounting-order-data-list ] );

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the order of authentication, authorization, and accounting (AAA) servers to

use while sending accounting messages and updates.

Default No order specified

Options radius—RADIUS accounting for specified subscribers.

[ accounting-order-data-list ]—Set of data listing the authentication order to be used,

enclosed by brackets. This can be any combination of the authentication methods,

up to and including a full list of the entire authentication order.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• Configuring RADIUS Accounting
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port (RADIUS Server)

Syntax port port-number;

Hierarchy Level [edit system radius-server address],
[edit system accounting destination radius server address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the port number on which to contact the RADIUS server.

Options number—Port number on which to contact the RADIUS server.

Default: 1812 (as specified in RFC 2865)

NOTE: The [edit system accounting] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication

• Configuring RADIUS Authentication on page 1233
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profile

Syntax profile profile-name {
accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
order ( radius | [ accounting-order-data-list ] )];

}
authentication-order [authentication-method];
radius {
accounting-server [server-addresses];
authentication-server [server-addresses];

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an access profile. The access profile contains the entire authentication,

authorization, and accounting (AAA) configuration that aids in handling AAA requests,

including the authentication method and order, AAA server addresses, and AAA

accounting.

Default Not enabled

Options profile-name—Profile name of up to 32 characters.

The remaining statements are explained separately.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• Configuring RADIUS Accounting
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protocols

Syntax protocols {
bgp {
disable;
accept-remote-nexthop;
advertise-external <conditional>;
advertise-inactive;
(advertise-peer-as | no-advertise-peer-as);
authentication-algorithm (aes-128-cmac-96 | hmac-sha-1-96 | md5);
authentication-key key;
authentication-key-chain key-chain;
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
hold-down-intervalmilliseconds;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
cluster cluster-identifier;
damping;
description text-description;
export [ policy-names ];
family family-name {
... the family subhierarchies appear after the main [edit protocols bgp] hierarchy ...

}
graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}
group group-name {
... the group subhierarchy appears after the main [edit protocols bgp] hierarchy ...

}
hold-time seconds;
import [ policy-names ];
include-mp-next-hop;
keep (all | none);
local-address address;
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local-as autonomous-system <loops number> < alias> <private>;
local-preference local-preference;
log-updown;
metric-out (metric | igp (delay-med-update | offset) | minimum-igp offset);
mtu-discovery;
multihop {
no-nexthop-change;
ttl ttl-value;

}
no-aggregator-id;
no-client-reflect;
out-delay seconds;
outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
inet;
inet6;

}
}

}
passive;
path-selection {
always-compare-med;
as-path-ignore;
cisco-non-deterministic;
external-router-id;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}
peer-as autonomous-system;
preference preference;
remove-private;
tcp-mss segment-size;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}

}
dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
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}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}
iccp {
authentication-key string;
local-ip-addr local-ip-addr;
peer ip-address{
authentication-key string;
backup-liveness-detection {
backup-peer-ip ip-address;

}
liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (Liveness Detection) (1 | automatic);

}
local-ip-addr ipv4-address;
session-establishment-hold-time seconds;

}
session-establishment-hold-time seconds;
traceoptions {
file <filename> <files number> <match regular-expression> <microsecond-stamp>
<size size> <world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}
}
igmp-snooping {
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regex>;

flag flag (detail | disable | receive | send);
}
vlan vlan-name {
disable;
}
interface interface-name {
group-limit limit;
multicast-router-interface;
static {
group ip-address;

}
}
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robust-count number;
}

}
isis {
disable;
export [ policy-names ];
ignore-attached-bit;
interface interface-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
checksum;
csnp-interval (seconds | disable);
disable;
hello-padding (adaptive | loose | strict);
level (1 | 2) {
disable;
hello-authentication-key key;
hello-authentication-type authentication;
hello-interval seconds;
hold-time seconds;
ipv4-multicast-metric number;
metricmetric;
passive;
priority number;

}
lsp-intervalmilliseconds;
mesh-group (value | blocked);
no-ipv4-multicast;
no-unicast-topology;
passive;
point-to-point;

}
level (1 | 2) {
disable;
authentication-key key;
authentication-type authentication;
external-preference preference;
no-csnp-authentication;
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no-hello-authentication;
no-psnp-authentication;
preference preference;
prefix-export-limit number;
wide-metrics-only;

}
loose-authentication-check;
lsp-lifetime seconds;
max-areas number;
no-adjacency-holddown;
no-authentication-check;
no-ipv4-routing;
overload {
advertise-high-metrics;
timeout seconds;

}
reference-bandwidth reference-bandwidth;
rib-group {
inet group-name;

}
topologies {
ipv4-multicast;

}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
disable;
family inet {
shortcuts {
multicast-rpf-routes:

}
}

}
}
lldp {
disable;
advertisement-interval seconds;
hold-multiplier number;
interface (LLDP) (all | interface-name) {
disable;

}
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regex>;

flag flag (detail | disable | receive | send);
}

}
mstp {
disable;
bpdu-timeout-action;
bridge-priority priority;
configuration-name (MSTP) name;
forward-delay seconds;
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hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
block;
alarm;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
max-hops hops;
mstimsti-id {
vlan (vlan-id | vlan-name);
interface interface-name {
disable;
cost cost;
edge;
modemode;
priority priority;

}
}
revision-level revision-level;
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
ospf {
disable;
area area-id {
area-range ip-prefix</prefix-length> <exact> <override-metricmetric> <restrict>;
context-identifier identifier
interface interface-name {
disable;
authentication {
md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
bandwidth-based-metrics {
bandwidth valuemetric number;

}
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
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full-neighbors-only;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
dead-interval seconds;
dynamic-neighbors;
flood-reduction;
hello-interval seconds;
interface-type (nbma | p2mp | p2p);
metricmetric;
neighbor address <eligible>;
no-eligible-backup;
no-interface-state-traps;
no-neighbor-down-notification;
passive {
traffic-engineering {
remote-node-id address;

}
}
poll-interval seconds;
priority number;
retransmit-interval seconds;
secondary;
te-metricmetric;
topology (name | default | ipv4-multicast) {
disable;
bandwidth-based-metrics {
bandwidth value;
metric number;

}
metricmetric;

}
transit-delay seconds;

}
network-summary-export [ policy-names ];
network-summary-import [ policy-names ];
nssa {
area-range ip-prefix</prefix-length> <exact> <override-metricmetric> <restrict>;
default-lsa {
default-metricmetric;
metric-type type;
type-7;

}
(summaries | no-summaries);

}
stub <default-metricmetric> <summaries | no-summaries>;
virtual-link neighbor-id router-id transit-area area-id {
disable;
authentication {
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md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
dead-interval seconds;
demand-circuit;
flood-reduction;
hello-interval seconds;
ipsec-sa sa-name;
no-neighbor-down-notification;
retransmit-interval seconds;
topology (name | default | ipv4-multicast) {
disable;
metricmetric;

}
transit-delay seconds;

}
}
database-protection {
ignore-count number;
ignore-time seconds;
maximum-lsa number;
reset-time seconds;
warning-only;
warning-threshold percent;

}
export [ policy-names ];
external-preference preference;
graceful-restart {
disable;
helper-disable <both | restart-signaling | standard>;
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}
import [ policy-names ];
no-nssa-abr;
no-rfc-1583;
overload <timeout seconds>;
preference preference;
prefix-export-limit number;
reference-bandwidth reference-bandwidth;
rib-group group-name;
topology (default | ipv4-multicast | name) {
overload;
prefix-export-limit number;
topology-id number;

}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
advertise-unnumbered-interfaces;
credibiliity-protocol-preference;
ignore-lsp-metrics;
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multicast-rpf-routes;
no-topology;
shortcuts <lsp-metric-into-summary>;

}
}
pim {
disable;
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
family (inet | inet6) {
disable;

}
graceful-restart {
disable;
restart-duration seconds;

}
import [ policy-names ];
interface interface-name {
accept-remote-source;
disable;
family (inet | inet6) {
disable;

}
hello-interval seconds;
mode (dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance;
join-prune-timeout;
nonstop-routing;
override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group group-name;
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-import [ policy-names ];
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bootstrap-export [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
local {
family (inet | inet6) {
address address;
anycast-pim {
disable;
rp-set {
address address <forward-msdp-sa>;

}
local-address address;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;

}
}
rp-register-policy [ policy-names ];
spt-threshold {
infinity [ policy-names ];

}
static {
address address {
group-ranges {
version version;
destination-ip-prefix</prefix-length>;
}

}
}

}
rpf-selection {
group group-address{
source source-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
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traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-devices [ mt-fpc/pic/port ];

}
rip {
authentication-key password;
authentication-type type;
(check-zero | no-check-zero);
group group-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
export [ policy-names ];
import [ policy-names ];
metric-outmetric;
neighbor neighbor-name {
any-sender;
authentication-key password;
authentication-type type;
bfd-liveness-detection {
... same statements as at the [edit protocols rip group group-name
bfd-liveness-detection] hierarchy level ...

}
(check-zero | no-check-zero);
import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
route-timeout seconds;
send (broadcast | multicast | none | version-1);
update-interval seconds;

}
preference preference;
route-timeout seconds;
update-interval seconds;

}
holddown seconds;
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import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
rib-group group-name;
route-timeout seconds;
send (broadcast | multicast | none | version-1);
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
update-interval seconds;

}
rstp {
disable;
bpdu-block-on-edge;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
}
traceoptions {
file filename <files number > <size size> <no-stamp> <world-readable |
no-world-readable>;

flag flag;
}

}
stp {
disable;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;
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}
max-age seconds;

}
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

uplink-failure-detection {
group group-name {
link-to-monitor interface-name;
link-to-disable interface-name;

}
}
vstp {
bpdu-block-on-edge;
disable (Spanning Trees);
force-version (Spanning Trees) stp;
vlan (Spanning Trees) vlan-id {
bridge-priority (Spanning Trees) priority;
forward-delay (Spanning Trees) seconds;
hello-time (Spanning Trees) seconds;
interface (Spanning Trees) (all | interface-name) {
bpdu-timeout-action (Spanning Trees) {
block (Spanning Trees);
log (Spanning Trees);

}
cost (Spanning Trees) cost;
disable (Spanning Trees);
edge (Spanning Trees);
mode (Spanning Trees)mode;
no-root-port (Spanning Trees);
priority (Spanning Trees) priority;

}
max-age (Spanning Trees) seconds;
traceoptions (Spanning Trees) {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure protocols.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Junos OS Routing Protocols Configuration Guide

protocol-version

Syntax protocol-version version;

Hierarchy Level [edit system services ssh]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the secure shell (SSH) protocol version.

Default v2—SSH protocol version 2 is the default, introduced in Junos OS Release 11.4.

Options version—SSH protocol version: v1, v2, or both.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SSH Protocol Version on page 1244

ptopo-configuration-maximum-hold-time

Syntax ptopo-configuration-maximum-hold-time seconds;

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure how long to maintain the physical topology database entries. The physical

topology identifies the devices on the network and their physical interconnections.

Options seconds—Time tomaintain physical topology database entries.

Default: 300

Range: 1 through 2147483647

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show lldp on page 1362

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Understanding LLDP on page 1201
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ptopo-configuration-trap-interval

Syntax ptopo-configuration-trap-interval seconds;

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description SpecifyhowoftenSNMPtrapnotificationsaresent regardingchanges inphysical topology

global statistics.

Default SNMP trap notifications of changes in physical topology global statistics are disabled.

Options seconds—Interval between SNMP trap notifications about physical topology global

statistics.

Range: 0 through 3600

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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radius

Syntax radius {
accounting-server [server-addresses];
authentication-server [server-addresses];

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure theRADIUSservers for authenticationand for accounting. Toconfiguremultiple

RADIUS servers, includemultiple radius statements. The servers are tried in order and in

a round-robin fashion until a valid response is received from one of the servers or until

all the configured retry limits are reached.

The statements are explained separately.

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

• Configuring 802.1X RADIUS Accounting (CLI Procedure)

• Filtering 802.1X Supplicants Using RADIUS Server Attributes

• Configuring RADIUS Accounting
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radius-options (edit system)

Syntax radius-options {
attributes {
nas-ip-address ip-address;

}
password-protocolmschap-v2;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

MS-CHAPv2passwordprotocol configuration option introduced in JunosOSRelease9.2.

MS-CHAPv2 password protocol configuration option introduced in JunosOSRelease 9.2

for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

NOTE: The radius-options statement is not available on QFabric systems.

Description Configure RADIUS options for the NAS-IP address for outgoing RADIUS packets and

password protocol used in RADIUS packets.

Options nas-ip-address ip-address—IP address of the network access server (NAS) that requests

user authentication.

password-protocolmschap-v2—ProtocolMS-CHAPv2, used for password authentication

and password changing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication

• Configuring RADIUS Authentication on page 1233
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radius-server

Syntax radius-server server-address {
accounting-port port-number;
port number;
retry number;
secret password;
source-address source-address;
timeout seconds;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a RADIUS server for Point-to-Point Protocol (PPP).

To configure multiple RADIUS servers, includemultiple radius-server statements. The

servers are tried in order and in a round-robin fashion until a valid response is received

from one of the servers or until all the configured retry limits are reached.

Options server-address—Address of the RADIUS authentication server.

The remaining statements are explained separately.

NOTE: The accounting-port and source-address options are not available on

QFabric systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication on page 1233

• accounting-port on page 223

• port on page 1308

• retry on page 275

• secret on page 279

• source-address on page 282

• timeout on page 296
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rate-limit

Syntax rate-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the maximum number of connections attempts per protocol (either IPv6 or

IPv4) on an access service.

Default 150 connections

Options rate-limit limit—(Optional)Maximumnumberofconnectionattemptsallowedperminute,

per IP protocol (either IPv4 or IPv6).

Range: 1 through 250

Default: 150

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications
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remote-debug-permission

Syntax remote-debug-permission (qfabric-admin | qfabric-operator | qfabric-user);

Hierarchy Level [edit system login user username authentication]
[edit system root-authentication]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description (QFabric systemsonly) Configure authentication classes that permit or deny user access

to individual components of the QFabric system.

Default qfabric-user

Options qfabric-admin—Permits a user to log in to individual QFabric system components, view

operations, and change component configurations.

qfabric-operator—Permits a user to log in to individual QFabric system components and

view component operations.

qfabric-user—Prevents a user from logging in to individual QFabric system components.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring QFabric System Login Classes

• request component login on page 1356

• Understanding QFabric System Login Classes
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retry

Syntax retry number;

Hierarchy Level [edit system radius server server-address],
[edit system accounting destination radius server server-address]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Numberof times the router or switch is allowed to try to contactaRADIUSauthentication

or accounting server.

Options number—Number of retries allowed for contacting a RADIUS server.

Range: 1 through 10

Default: 3

NOTE: The [edit system accounting] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Authentication on page 1233

• Configuring RADIUS Accounting

• timeout on page 296
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rising-threshold (Health Monitor)

Syntax rising-threshold percentage;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the upper threshold for the monitored object when you configure a health monitor

alarm.By settinga risinganda falling threshold for amonitoredobject, you canbealerted

whenever the value of the variable falls outside the allowable operational range.

Options percentage—Upper threshold for the alarm entry.

Range: 1 through 100

Default: 80 percent of the maximum possible value

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119

• falling-threshold on page 1296
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root-login

Syntax root-login (allow | deny | deny-password);

Hierarchy Level [edit system services ssh]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Control user access through SSH.

Default Allow user access through SSH.

Options allow—Allow users to log in to the router or switch as root through SSH.

deny—Disable users from logging in to the router or switch as root through SSH.

deny-password—Allow users to log in to the router or switch as root through SSHwhen

the authentication method (for example, RSA authentication) does not require a

password.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Root Login Through SSH on page 1244
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services (Switches)

Syntax services {
service-deployment {
servers address {
port-number port-number;

}
source-address address;

}
ssh {
connection-limit limit;
protocol-version [v1 v2];
rate-limit limit;
root-login (allow | deny | deny-password);

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the switch so that userson remote systemscanaccess the local switch through

SSH.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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snmp

Syntax snmp {
client-list client-list-name {
ip-addresses;

}
community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
logical-system logical-system-name {
routing-instance routing-instance-name {
clients {
addresses;
}

}
}
routing-instance routing-instance-name {
clients {
addresses;
}

}
view view-name;

}
contact contact;
description description;
filter-duplicates;
filter-interfaces;
health-monitor {
falling-threshold integer;
interval seconds;
rising-threshold integer;

}
interface [ interface-names ];
location location;
name name;
nonvolatile {
commit-delay seconds;

}
rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
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variable oid-variable;
}
event index {
community community-name;
description description;
type type;

}
history history-index {
bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable> <match
regular-expression>;

flag flag;
}
trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance routing-instance-name;
targets {
address;

}
version (all | v1 | v2);

}
trap-options {
agent-address outgoing-interface;
source-address address;

}
v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system logical-system;
port port-number;
retry-count number;
routing-instance routing-instance-name;
tag-list tag-list;
target-parameters target-parameters-name;
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timeout seconds;
}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}
usm {
local-engine {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}
}
remote-engine engine-id {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
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}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}
view view-name {
oid object-identifier (include | exclude);

}
}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure SNMP.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on page 6021

• Configuring SNMP on page 1237
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source-address (SNMP)

Syntax source-address address;

Hierarchy Level [edit snmp trap-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the source address of every SNMP trap packet sent by this switch to a single address

regardless of the outgoing interface. If the source address is not specified, the default is

to use the address of the outgoing interface as the source address.

Options address—Source address of SNMP traps. You can configure the source address of trap

packets two ways: lo0 or a valid IPv4 address configured on one of the interfaces.

The value lo0 indicates that the source address of all SNMP trap packets is set to

the lowest loopback address configured at interface lo0.

Default: Disabled. (The source address is the address of the outgoing interface.)

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Source Address for SNMP Traps
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ssh

Syntax ssh {
ciphers [ cipher-1 cipher-2 cipher-3 ...];
client-alive-count-max seconds;
client-alive-interval seconds;
connection-limit limit;
hostkey-algorithm <algorithm|no-algorithm>;
key-exchange <algorithm>;
macs <algorithm>;
max-sessions-per-connection <number>;
no-tcp-forwarding;
protocol-version [v1 v2];
rate-limit limit;
root-login (allow | deny | deny-password);

}

Hierarchy Level [edit system services]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

client-alive-intervalandclient-alive-max-countstatements introduced in JunosOSRelease

12.2.

Description Allow SSH requests from remote systems to the local router or switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243
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tacplus-options

Syntax tacplus-options {
(exclude-cmd-attribute | no-cmd-attribute-value);
service-name service-name;
timestamp-and-timezone;

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Options for no-cmd-attribute-value and exclude-cmd-attribute introduced in Junos OS

Release 9.3.

Statement introduced in Junos OS Release 11.1 for QFX Series.

Option for timestamp-and-timezone introduced in Junos OS Release 12.2.

Description Configure TACACS+ options for authentication and accounting.

Options exclude-cmd-attribute—Exclude the cmd attribute value completely from start and stop

accounting records to enable logging of accounting records in the correct log file on

a TACACS+ server.

no-cmd-attribute-value—Set the cmd attribute value to an empty string in the TACACS+

accounting start and stop requests to enable logging of accounting records in the

correct log file on a TACACS+ server.

service-nameservice-name—Nameof theauthentication serviceusedwhenyouconfigure

multiple TACACS+ servers to use the same authentication service.

Default: junos-exec

timestamp-and-timezone—Include this statement if you want start time, stop time, and

timezone attributes included in start/stop accounting records.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring TACACS+ Authentication

• Configuring TACACS+ System Accounting

• Junos OS Authentication Order for RADIUS, TACACS+, and Password Authentication

on page 1211

• Configuring TACACS+ Authentication on page 1245

• Configuring TACACS+ System Accounting on page 1248
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targets

Syntax targets {
address;

}

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure one or more systems to receive SNMP traps.

Options address—IPv4or IPv6addressof the systemto receive traps.Youmust specify anaddress,

not a hostname.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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traceoptions (LLDP)

Syntax traceoptions {
file filename<filesnumber><sizesize><world-readable |no-world-readable><no-stamp>
<replace>;

flag flag <disable>;
}

Hierarchy Level [edit protocols lldp]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define tracing operations for the Link Layer Discovery Protocol (LLDP). You can trace

messages under LLDP for LLDP and PTOPOMIBs.

NOTE: Thetraceoptionsstatement isnotsupportedontheQFX3000QFabric
system.

Default Tracing operations are disabled.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum xk to specify KB, xm to specify MB, or xg to specify GB

numberof trace files is reached.Then theoldest trace file is overwritten. If youspecify

amaximumnumber of files, you alsomust specify amaximum file size with the size

option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—All tracing operations.

• configuration—Trace configuration operations.

• interface—Trace interface update events.

• netbios—Trace NetBIOS events.

• packet—Trace packet events.

• rtsock—Trace routing socket operations.

• snmp—Trace SNMP configuration operations.
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• vlan—Trace VLAN update events.

no-stamp—(Optional) Do not timestamp the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Restrict file access to the user who created the file.

replace—(Optional) Replace an existing trace file if there is one rather than appending

output to it.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it

is renamed trace-file.0, then trace-file.1, and so on, until the maximum number of

trace files is reached. Then the oldest trace file is overwritten. If you specify a

maximum number of files, you also must specify a maximum file size with the files

option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through 1 GB

Default: 128 KB

Default: If you do not include this option, tracing output is appended to an existing trace
file.

world-readable—(Optional) Enable unrestricted file access.

NOTE: The traceoptionsstatement isnotsupportedontheQFX3000QFabric

system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring LLDP-MED (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201
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transfer-interval (Configuration)

Syntax transfer-interval interval;

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to periodically transfer its currently active configuration

to an archive site.

NOTE: Theedit systemarchivalhierarchy is not availableonQFabric systems.

Options interval—Interval at which to transfer the current configuration to an archive site.

Range: 15 through 2880minutes

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Transfer Interval for Periodic Transfer of the Active Configuration to

an Archive Site on page 1147

• archive on page 6299

• configuration on page 1153

• transfer-on-commit on page 1155

Copyright © 2014, Juniper Networks, Inc.1344

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



transfer-on-commit

Syntax transfer-on-commit;

Hierarchy Level [edit system archival configuration]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the router or switch to transfer its currently active configuration to an archive

site each time you commit a candidate configuration.

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks (“ ”)andenclose
the IPv6 host address in brackets ([ ]). For example,
“ftp://username<:password>@[ipv6-host-address]<:port>/url-path” .

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Transfer of the Current Active ConfigurationWhen a Configuration Is

Committed on page 1148

• archive on page 6299

• configuration on page 1153

• transfer-interval on page 1154
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trap-group

Syntax trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance instance;
targets {
address;

}
version (all | v1 | v2);

}

Hierarchy Level [edit snmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Create a named group of hosts to receive the specified trap notifications. The name of

the trap group is embedded in SNMP trap notification packets as one variable binding

(varbind) known as the community name. At least one trap groupmust be configured

for SNMP traps to be sent.

Options group-name—Nameof the trapgroup. If thename includes spaces, enclose it inquotation

marks (" ").

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups
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trap-options

Syntax trap-options {
agent-address outgoing-interface;
source-address address;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Using SNMP trap options, you can set the source address of every SNMP trap packet

sent by the router or switch to a single address, regardless of the outgoing interface. In

addition, youcanset theagentaddressof eachSNMPv1 trap. Formore informationabout

the contents of SNMPv1 traps, see RFC 1157.

The remaining statements are explained separately.

Default Disabled

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Options
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user (Access)

Syntax user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-fileURL;
remote-debug-permission (qfabric-admin | qfabric-operator |qfabric-user);
ssh-dsa "public-key" <from hostname>;
ssh-rsa "public-key" <from hostname>;

}
class class-name;
full-name "complete-name";
uid uid-value;

}

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure access permission for individual users.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts on page 1226

• class on page 236
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version

Syntax version (all | v1 | v2);

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the version number of SNMP traps.

Default all—Send an SNMPv1 and SNMPv2 trap for every trap condition.

Options all—Send an SNMPv1 and SNMPv2 trap for every trap condition.

v1—Send SNMPv1 traps only.

v2—Send SNMPv2 traps only.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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CHAPTER 14

Administration

• Routine Monitoring on page 1351

• Monitoring Commands on page 1352

RoutineMonitoring

• Monitoring SNMP on page 1351

Monitoring SNMP

There are several commands that you can access in Junos OS operational mode to

monitor SNMP information. Some of the commands are:

• showsnmphealth-monitor,whichdisplays thehealthmonitor logandalarm information.

• show snmpmib, which displays information from theMIBs, such as device and system

information.

• show snmp statistics, which displays SNMP statistics such as the number of packets,

silent drops, and invalid output values.

• show snmp rmon, which displays the RMON alarm, event, history, and log information

The following example provides sample output from the show snmp health-monitor

command:

user@switch> show snmp health-monitor
Alarm 
Index  Variable description                           Value State

 32768 Health Monitor: root file system utilization
       jnxHrStoragePercentUsed.1                         58 active

 32769 Health Monitor: /config file system utilization
       jnxHrStoragePercentUsed.2                          0 active

 32770 Health Monitor: RE 0 CPU utilization
       jnxOperatingCPU.9.1.0.0                            0 active

 32773 Health Monitor: RE 0 Memory utilization
       jnxOperatingBuffer.9.1.0.0                        35 active

 32775 Health Monitor: jkernel daemon CPU utilization
       Init daemon                                        0 active
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       Chassis daemon                                    50 active
       Firewall daemon                                    0 active
       Interface daemon                                   5 active
       SNMP daemon                                       11 active
       MIB2 daemon                                       42 active
       ...

The following example provides sample output from the show snmpmib command:

user@switch> show snmpmibwalk system

sysDescr.0    = Juniper Networks, Inc. qfx3500s internet router, kernel 
JUNOS 11.1-20100926.0 #0: 2010-09-26 06:17:38 UTC builder@abc.juniper.net:
/volume/build/junos/11.1/production/20100926.0/obj-xlr/bsd/sys/compile/JUNIPER-xxxxx

Build date: 2010-09-26 06:00:10 U
sysObjectID.0 = jnxProductQFX3500
sysUpTime.0   = 24444184
sysContact.0  = J Smith
sysName.0     = Lab QFX3500
sysLocation.0 = Lab
sysServices.0 = 4

The followingexampleprovides sampleoutput fromthe showsnmpstatisticscommand:

user@switch> show snmp statistics

SNMP statistics:
  Input:
    Packets: 0, Bad versions: 0, Bad community names: 0,
    Bad community uses: 0, ASN parse errors: 0,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 0, Total set varbinds: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops: 0, Commit pending drops: 0,
    Throttle drops: 0, Duplicate request drops: 0
    Output:
    Packets: 0, Too bigs: 0, No such names: 0,
    Bad values: 0, General errors: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0

Related
Documentation

health-monitor on page 1297•

• show snmpmib on page 6392

• show snmp statistics on page 1379

Monitoring Commands

• clear lldp neighbors

• clear lldp statistics

• request component login

• show ethernet-switching interfaces

Copyright © 2014, Juniper Networks, Inc.1352

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• show lldp

• show lldp local-information

• show lldp neighbors

• show lldp statistics

• show route instance

• show snmp statistics

• ssh
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clear lldp neighbors

Syntax clear lldp neighbors <interface interface>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear the learned remote neighbor information on all or selected interfaces.

Options none—Clear the remote neighbor information on all interfaces.

interface interface—(Optional) Clear the remote neighbor information from the selected

interface.

Required Privilege
Level

view

Related
Documentation

show lldp•

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201

List of Sample Output clear lldp neighbors on page 1354
clear lldp neighbors interface on page 1354

Sample Output

clear lldp neighbors

user@switch> clear lldp neighbors

clear lldp neighbors interface

user@switch> clear lldp neighbors interface ge-0/1/1.0
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clear lldp statistics

Syntax clear lldp statistics
<interface interface>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear LLDP statistics on one or more interfaces.

Options none—Clears LLDP statistics on all interfaces.

interface interface-names—(Optional) Clear LLDP statistics on an interface.

Required Privilege
Level

view

Related
Documentation

Configuring LLDP on page 1227•

• Understanding LLDP on page 1201

List of Sample Output clear lldp statistics on page 1355
clear lldp statistics interface on page 1355

Sample Output

clear lldp statistics

user@switch> clear lldp statistics

clear lldp statistics interface

user@switch> clear lldp statistics interface ge-0/1/1.0
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request component login

Syntax request component login component-name

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description (QFabric systems only) Log in to a QFabric system component. To gain access to

individual components by way of the request component login command, youmust first

provide the qfabric-admin or qfabric-operator class privilege to your user (for more

information, see: remote-debug-permission).

Options component-name—Specify the QFabric system component to which you wish to log in.

Required Privilege
Level

admin

Related
Documentation

Example: Configuring QFabric System Login Classes•

• remote-debug-permission on page 1329

• Understanding QFabric System Login Classes

List of Sample Output request component login (with qfabric-admin Privileges) on page 1356
request component login (with qfabric-operator Privileges) on page 1357
request component login (with qfabric-user Privileges) on page 1357

Sample Output

The three sample output displays show the results of attempts to log in to Node device

EE3093. The results differ depending on the privilege level assigned to the user.

request component login (with qfabric-admin Privileges)

admin@qfabric> request component login EE3093
Warning: Permanently added 'qfabric-node-ee3093,169.254.128.41' (RSA) to the list
 of known hosts.
--- JUNOS 11.3I built 2011-11-04 12:46:16 UTC
{master}
qfabric-admin@node-ee3093> ?
Possible completions:
  clear                Clear information in the system
  file                 Perform file operations
  help                 Provide help information
  load                 Load information from file
  monitor              Show real-time debugging information
  mtrace               Trace multicast path from source to receiver
  op                   Invoke an operation script
  ping                 Ping remote target
  quit                 Exit the management session
  request              Make system-level requests
  restart              Restart software process
  save                 Save information to file
  set                  Set CLI properties, date/time, craft interface message
  show                 Show system information
  ssh                  Start secure shell on another host
  start                Start shell
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  telnet               Telnet to another host
  test                 Perform diagnostic debugging
  traceroute           Trace route to remote host{master}
qfabric-admin@node-ee3093>

request component login (with qfabric-operator Privileges)

operator@qfabric> request component login EE3093
Warning: Permanently added 'qfabric-node-ee3093,169.254.128.41' (RSA) to the list
 of known hosts.
--- JUNOS 11.3I built 2011-11-04 12:46:16 UTC
{master}
qfabric-operator@node-ee3093> ?
Possible completions:
  file                 Perform file operations
  help                 Provide help information
  load                 Load information from file
  op                   Invoke an operation script
  quit                 Exit the management session
  request              Make system-level requests
  save                 Save information to file
  set                  Set CLI properties, date/time, craft interface message
  show                 Show system information
  start                Start shell
  test                 Perform diagnostic debugging
{master}
qfabric-operator@node-ee3093>

request component login (with qfabric-user Privileges)

user0@qfabric> request component login EE3093
error: User user0 does not have sufficient permissions to login to device ee3093
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show ethernet-switching interfaces

Syntax show ethernet-switching interfaces
<brief | detail | summary>
<interface interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about switched Ethernet interfaces.

Options none—(Optional) Display brief information for Ethernet-switching interfaces.

brief | detail | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional)DisplayEthernet-switching information fora specific

interface.

Required Privilege
Level

view

Related
Documentation

Troubleshooting Ethernet Switching on page 1731Understanding Bridging and VLANs

on page 1402

•

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding FCoE on page 4799

• Interfaces Overview on page 1839

List of Sample Output show ethernet-switching interfaces on page 1359
show ethernet-switching interfaces summary on page 1360
show ethernet-switching interfaces brief on page 1360
show ethernet-switching interfaces detail on page 1360
show ethernet-switching interfaces interface-name on page 1361

Output Fields Table 111 on page 1358 lists the output fields for the show ethernet-switching interfaces

command. Output fields are listed in the approximate order in which they appear.

Table 111: show ethernet-switching interfaces Output Fields

Level of OutputField DescriptionField Name

All levelsName of a switching interface.Interface

none, brief, detail,
summary

Interface state. Values are up or down.State

none, brief, detail,
summary

Name of a VLAN.VLANmembers
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Table 111: show ethernet-switching interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

none, brief, detail,
summary

Forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

• MAC limit exceeded—The interface is temporarily disabled because of a MAC
limitingerror. Thedisabled interface is automatically restored to servicewhen
the disable timeout expires.

• MACmove limit exceeded—The interface is temporarily disabled because of
a MACmove limiting error. The disabled interface is automatically restored
to service when the disable timeout expires.

• Storm control in effect—The interface is temporarily disabled because of a
stormcontrol error. Thedisabled interface isautomatically restored toservice
when the disable timeout expires.

• Storm control shutdown in effect—The interface is temporarily disabled
because of a storm control shutdown error. The disabled interface is
automatically restored to service when the disable timeout expires.

Blocking

detailVLAN index internal to Junos OS software.Index

detailSpecifieswhether the interface forwards IEEE802.1Q-taggedoruntagged traffic.untagged | tagged

Sample Output

show ethernet-switching interfaces

user@switch> show ethernet-switching interfaces

Interface   State    VLAN members           Blocking 
xe-0/0/0.0  up       T1122                  unblocked
xe-0/0/1.0  down     default                — MAC limit exceeded
xe-0/0/2.0  down     default                — MAC move limit exceeded
xe-0/0/3.0  down     default                — Storm control in effect
xe-0/0/4.0  down     default                unblocked
xe-0/0/5.0  down     default                unblocked
xe-0/0/6.0  down     default                unblocked
xe-0/0/7.0  down     default                unblocked
xe-0/0/8.0  down     default                unblocked
xe-0/0/9.0  up       T111                   unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     default                unblocked
xe-0/0/12.0 down     default                unblocked
xe-0/0/13.0 down     default                unblocked
xe-0/0/14.0 down     default                unblocked
xe-0/0/15.0 down     default                unblocked
xe-0/0/16.0 down     default                unblocked
xe-0/0/17.0 down     default                unblocked
xe-0/0/18.0 down     default                unblocked
xe-0/0/19.0 up       T111                   unblocked
xe-0/1/0.0  down     default                unblocked
xe-0/1/1.0  down     default                unblocked
xe-0/1/2.0  down     default                unblocked
xe-0/1/3.0  down     default                unblocked
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show ethernet-switching interfaces summary

user@switch> show ethernet-switching interfaces summary
xe-0/0/0.0
xe-0/0/1.0
xe-0/0/2.0
xe-0/0/3.0
xe-0/0/8.0
xe-0/0/10.0
xe-0/0/11.0

show ethernet-switching interfaces brief

user@switch> show ethernet-switching interfaces brief
Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked
xe-0/0/1.0  down     employee-vlan          unblocked
xe-0/0/2.0  down     employee-vlan          unblocked
xe-0/0/3.0  down     employee-vlan          unblocked
xe-0/0/8.0  down     employee-vlan          unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     employee-vlan          unblocked

show ethernet-switching interfaces detail

user@switch> show ethernet-switching interfaces detail
Interface: xe-0/0/0.0 Index: 65
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/1.0 Index: 66
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/2.0 Index: 67
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/3.0 Index: 68
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/8.0 Index: 69
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/10.0 Index: 70
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/11.0 Index: 71
  State: down
  VLANs:
    employee-vlan          tagged       unblocked
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show ethernet-switching interfaces interface-name

user@switch> show ethernet-switching interfaces xe-0/0/0.0
 Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked
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show lldp

Syntax show lldp
<detail>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about Link Layer Discovery Protocol (LLDP) and Link Level Discovery

Protocol–Media Endpoint Discovery (LLDP-MED) configuration and capabilities on the

switch. LLDPandLLDP-MEDare used to learn about and todistribute device information

on network links.

NOTE: LLDP-MED is not available on the QFX Series.

Options none—Display LLDP information for all interfaces.

detail—(Optional) Display detailed LLDP information for all interfaces.

NOTE: fast-start is not available on the QFX Series.

Required Privilege
Level

view

Related
Documentation

Configuring LLDP (CLI Procedure)•

• Configuring LLDP-MED (CLI Procedure)

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201

List of Sample Output show lldp on page 1365
show lldp detail on page 1365

Output Fields Table 112onpage 1363 lists theoutput fields for the showlldp command.Output fieldsare

listed in the approximate order in which they appear.
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Table 112: show lldp Output Fields

Level of OutputField DescriptionField Name

All levelsLLDP operating state. The state can be enabled or disabled.

NOTE: If a VLAN that has been configured for untagged packets on an interface
alsohasLayer 2protocol tunneling (L2PT)enabled for LLDP, theLLDPoperating
state for that interface is displayed as disabled.

LLDP

All levelsFrequency, in seconds, at which LLDP advertisements are sent.

This value is set by the advertisement-interval configuration statement.

Advertisement interval

All levelsSecondsofdelaybeforeadvertisementsaresent toneighbors followingachange
to a TLV (type, length, or value) element in the LLDP protocol or to the state of
the local system, such as a change in hostname or management address. You
can set this value to reduce the delay in notifying neighbors of a change in the
local system.

This value is set by the transmit-delay configuration statement.

Transmit delay

All levelsMultiplier used incombinationwith theadvertisement-intervalvalue todetermine
the length of time LLDP information is held before it is discarded.

This value is set by the hold-multiplier configuration statement.

Hold timer

All levelsHow often LLDP trap notifications are generated as a result of LLDP database
changes. If the interval value is 0, LLDP trap notifications of database changes
are disabled.

This value is set by the lldp-configuration-notification-interval configuration
statement.

Notification interval

All levelsHow often LLDP trap notifications are generated as a result of changes in
topology—for example,whenanendpoint connectsordisconnects. If the interval
value is 0, LLDP trap notifications of topology changes are disabled.

This value is setby theptopo-configuration-trap-intervalconfigurationstatement.

Config Trap Interval

All levelsAmount of time the systemmaintains dynamic topology entries.

This value is set by the ptopo-configuration-maximum-hold-time configuration
statement.

Connection Hold timer

All levelsLLDP-MED operating state. The state can be enabled or disabled.LLDP-MED

All levelsNumber of advertisements sent from a switch to a device, such as a VoIP
telephone, when the device is first detected by the switch. These increased
advertisementsare temporary. After adeviceandaswitchexchange information
and can communicate, advertisements are reduced to one per second.

This value is set by the fast-start configuration statement.

MED fast start count

All levelsNameof the interface forwhichLLDPconfiguration information isbeing reported.Interface

All levelsNameof theaggregatedEthernet interface, if any, towhich the interfacebelongs.Parent Interface
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Table 112: show lldp Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsLLDP operating state. The state can be enabled or disabled.LLDP

All levelsLLDP power negotiation operating state. The state can be Enabled or Disabled.Power Negotiation

detailTotal number of new LLDP neighbors detected since the last switch reboot.Neighbor count

All levelsName of the interface that is advertising VLAN information.Interface

detailVLAN tag associated with the interface sending LLDP frames. If the interface is
not a member of a VLAN, the VLAN ID is advertised as 0.

Vlan-id

detailVLAN name associated with the VLAN ID.Vlan-name

detailBasic TLVs supported on the switch:

• Chassis identifier—TLV that advertises the MAC address associated with the
local system.

• Port identifier—TLV that advertises the port identification for the specified
port in the local system.

• Port description—Interface name for the port.

• System name—TLV that advertises the user-configured name of the local
system.

• System description—TLV that advertises the system description containing
information about the software and current image running on the system.
This information is taken from the software and is not configurable.

• System capabilities—TLV that advertises the primary functions performed by
the system—for example, bridge or router.

• Management address—TLV that advertises the IP management address of
the local system.

LLDP basic TLVs
supported

detail802.3 TLVs supported on the switch:

• MAC/PHY configuration status—TLV that advertises information about the
physical interface, suchasautonegotiation statusandsupport andMAUtype.
The information is based on the physical interface structure and is not
configurable.

• Power via MDI—TLV that advertises MDI power support, PSE power pair, and
power class information.

• Link aggregation—TLV that advertises if the interface is aggregated and its
aggregated interface ID.

• Maximum frame size—TLV that advertises the maximum transmission unit
(MTU) of the interface sending LLDP frames.

• Port VLAN tag—TLV that advertises the VLAN tag configured on the interface.

• Port VLAN name—TLV that advertises the VLAN name configured on the
interface.

Supported LLDP 802
TLVs
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Table 112: show lldp Output Fields (continued)

Level of OutputField DescriptionField Name

detailLLDP-MED TLVs supported on the switch:

• LLDPMED capabilities—TLV that advertises the primary function of the port.
The capabilities values range from 0 through 15:

• 0—Capabilities

• 1—Network Policy

• 2—Location Identification

• 3—Extended Power via MDI-PSE

• 4—Inventory

• 5–15—Reserved

• Network policy—TLV that advertises the port VLAN configuration and
associated Layer 2 and Layer 3 attributes. Attributes include the policy
identifier, application types—such as voice or streaming video—802.1Q VLAN
tagging, and 802.1p priority bits and DiffServ code points.

• Endpoint location—TLV that advertises the physical location of the endpoint.

• Extended power Via MDI—TLV that advertises the power type, power source,
power priority, and power value of the port. It is the responsibility of the PSE
device (network connectivity device) to advertise the power priority on aport.

Supported LLDPMED
TLVs

Sample Output

show lldp

user@switch> show lldp
LLDP                   : Enabled
Advertisement interval : 30 seconds
Transmit delay         : 2 seconds
Hold timer             : 4 seconds
Notification interval  : 0 Second(s)
Config Trap Interval   : 0 seconds
Connection Hold timer  : 300 seconds

LLDP MED               : Disabled
MED fast start count   : 3 Packets

Interface      Parent Interface    LLDP        LLDP-MED     Power Negotiation
all            -                   Enabled     Enabled      Enabled

show lldp detail

user@switch> show lldp detail
LLDP                   : Enabled
Advertisement interval : 30 seconds
Transmit delay         : 2 seconds
Hold timer             : 4 seconds
Notification interval  : 0 Second(s)
Config Trap Interval   : 0 seconds
Connection Hold timer  : 300 seconds

LLDP MED               : Disabled
MED fast start count   : 3 Packets
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Interface      Parent Interface    LLDP        LLDP-MED     Power Negotiation   
  Neighbor count
all            -                   Enabled     Enabled      Enabled             
  8

Interface      Parent Interface    Vlan-id     Vlan-name
xe-3/0/0.0     ae31.0              100         v100
xe-3/0/0.0     ae31.0              101         v101
xe-3/0/0.0     ae31.0              4000        v4000
xe-3/0/1.0     ae31.0              100         v100
xe-3/0/1.0     ae31.0              101         v101
xe-3/0/1.0     ae31.0              4000        v4000
xe-3/0/2.0     ae31.0              100         v100
xe-3/0/2.0     ae31.0              101         v101
xe-3/0/2.0     ae31.0              4000        v4000

LLDP basic TLVs supported:
Chassis identifier, Port identifier, Port description, System name, System
description, System capabilities, Management address.

Supported LLDP 802 TLVs:
MAC/PHY configuration/status, Power via MDI, Link aggregation, Maximum frame
size, Port VLAN tag, Port VLAN name.

Supported LLDP MED TLVs:
LLDP MED capabilities, Network policy, Endpoint location, Extended power
Via MDI.
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show lldp local-information

Syntax show lldp local-information

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the information that the switch provides in Link Layer Discovery Protocol (LLDP)

advertisements to its neighbors.

Required Privilege
Level

view

Related
Documentation

Configuring LLDP (CLI Procedure)•

• Understanding 802.1X and LLDP and LLDP-MED on EX Series Switches

• management-address on page 1304

• Configuring LLDP on page 1227

• Understanding LLDP on page 1201

List of Sample Output show lldp local-information (EX Series Switch) on page 1368

Output Fields Table 113onpage 1367 lists theoutput fields for the showlldp local-informationcommand.

Output fields are listed in the approximate order in which they appear.

Table 113: show lldp local-information Output Fields

Field DescriptionField Name

Information about the local system (the switch):

• Chassis ID—MAC address associated with the switch.

• System name—User-configured name of the switch.

• System descr—System description containing information about the switch
model and thecurrent software image runningon theswitch.This information
is taken from the software and is not configurable.

LLDP Local
Information details

Capabilities (such as bridge or router) that are supported or enabled on the
system.

SystemCapabilities

Details of the management information: Port Name, Port Address (such as
10.204.34.35), Address Type (such as ipv4 or ipv6), Port ID (SNMP interface
index), Port ID Subtype, and Port Subtype.

The Port Subtype displays:

• ifIndex(2)—IPaddressof the switch'smanagementEthernet interface (me0)
or virtualmanagementEthernet (VME) interfaceaddress (foravirtual chassis)
is used to manage the switch.

• unknown(1)—IPmanagementaddresshasbeenconfiguredwith setprotocols
lldpmanagement-address.

Management
Information
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Table 113: show lldp local-information Output Fields (continued)

Field DescriptionField Name

Name of the local interface which is configured for either LLDP or LLDP-MED.Interface name

Name of the aggregated Ethernet interface, if any, to which the local interface
belongs.

Parent Interface

SNMP interface index.SNMP Index

User-configured port description.Interface description

Administrative status of the interface: either up or down.Status

Status of tunneling on the interface: either enabled or disabled.Tunneling

Sample Output

show lldp local-information (EX Series Switch)

user@switch> show lldp local-information

LLDP Local Information details

Chassis ID   : 00:1d:b5:aa:b9:f0
System name  : switch
System descr : Juniper Networks, Inc. ex8208 , version 10.4I0 [builder] Build 
               date: 2010-11-17 12:38:30 UTC

System Capabilities
    Supported       : Bridge Router
    Enabled         : Bridge Router

Management Information
    Port Name       : -
    Port Address    : 10.93.54.6
    Address Type    : IPv4
    Port ID         : 34
    Port ID Subtype : local(7)
    Port Subtype    : ifIndex(2)

Interface name Parent Interface  SNMP Index Interface description Status Tunneling
me0.0          -                 34          -                     Down   Disabled
xe-3/0/0.0     ae31.0            769         xe-3/0/0.0            Up     Disabled
xe-3/0/1.0     ae31.0            770         xe-3/0/1.0            Up     Disabled
xe-3/0/2.0     ae31.0            771         xe-3/0/2.0            Up     Disabled
xe-3/0/3.0     ae31.0            772         xe-3/0/3.0            Up     Disabled
xe-3/0/4.0     ae31.0            577         xe-3/0/4.0            Up     Disabled
xe-3/0/5.0     ae31.0            578         xe-3/0/5.0            Up     Disabled
xe-3/0/6.0     ae31.0            579         xe-3/0/6.0            Up     Disabled
xe-3/0/7.0     ae31.0            581         xe-3/0/7.0            Up     Disabled
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show lldp neighbors

Syntax <show lldp neighbors>
<interface interface-ids>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display learned informationaboutLinkLayerDiscoveryProtocol (LLDP)onall neighboring

interfaces or on selected interfaces.

Options none—Display learned LLDP information on all neighboring interfaces and devices.

interface interface-ids—(Optional) Display learned LLDP information on the selected

interfaces or devices.

NOTE: WhenaportwithDCBXenabledbegins to exchange type, length, and
value (TLV) entries, optional LLDP TLVs on that port are not advertised to
neighbors in order to interoperate with a wider variety of converged network
adapters (CNAs). As a result, information for those ports will not be listed in
the output for this command.

Required Privilege
Level

view

Related
Documentation

Configuring LLDP on page 1227•

• Understanding LLDP on page 1201

List of Sample Output show lldp neighbors on page 1371
show lldp neighbors interface on page 1372

Output Fields Table 114onpage 1369 lists theoutput fields for the showlldpneighborscommand.Output

fields are listed in the approximate order in which they appear.

Table 114: show lldp neighbors Output Fields

Field DescriptionField Name

List of local interfaces for which neighbor information is available.Local Interface

List of aggregated Ethernet interfaces, if any, to which the local interfaces
belong.

Parent Interface

List of chassis identifiers for neighbors.Chassis ID

List of port information gathered from neighbors. This could be the port
identifier or port description.

Port info

List of system names gathered from neighbors.System name
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Table 114: show lldp neighbors Output Fields (continued)

Field DescriptionField Name

Informationaboutboth the local system(theswitch)andaneighbor system
on the interface (appears when the interface option is used).

LLDPNeighbor Information

Information about the local system (appears when the interface option is
used).

Local Information

Local interface index (appears when the interface option is used).Index

Number of seconds for which this information is valid (appears when the
interface option is used).

Time to live

Date and timestamp of information (appears when the interface option is
used).

Timemark

Name of the local physical interface (appears when the interface option is
used).

Local Interface

Name of the aggregated Ethernet interface, if any, to which the interface
belongs (appears when the interface option is used).

Parent Interface

Local interface SNMP index (appears when the interface option is used).Local Port ID

Numberof times thecomplete setof informationadvertisedby theneighbor
has been deleted from LLDP neighbor information maintained by the local
system because the information timeliness interval has expired (appears
when the interface option is used).

Ageout Count

Information about a neighbor system on the interface (appears when the
interface option is used).

Neighbor Information

Type of chassis identifier supplied, such asMACaddress (appears when the
interface option is used).

Chassis type

Chassis identifier of the chassis type listed (appears when the interface
option is used).

Chassis ID

Type of port identifier supplied, such as locally assigned (appears when the
interface option is used).

Port type

Port identifier of the port type listed (appears when the interface option is
used).

Port ID

Port description (appears when the interface option is used).Port description

Name supplied by the system on the interface (appears when the interface
option is used).

System name

Description supplied by the system on the interface (appears when the
interface option is used).

SystemDescription
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Table 114: show lldp neighbors Output Fields (continued)

Field DescriptionField Name

Capabilities (such as Bridge, Router, and Telephone) that are supported or
enabled by the system on the interface (appears when the interface option
is used).

System capabilities

Details of management information: Type (such as ipv4 or ipv6), Address
(such as 10.204.34.35),Port ID,Subtype, InterfaceSubtype, and organization
identifier (OID) (appears when the interface option is used).

The Interface Subtype displays:

• ifIndex(2)— IP address of the neighbor’s management Ethernet interface
(me0) or virtual management Ethernet (VME) interface address (for a
virtual chassis) is used to manage the switch.

• unknown(1)—Neighbor’s IP management address has been configured
with set protocols lldpmanagement-address.

Management Info

Additional details about the endpoint device appear when a device that
supportsLLDP-MED isattached to the interface.Thespecificdetailsdepend
upon the capabilities of the device. Details might includeMedia endpoint
class (such as Class 3 for communication devices such as IP phones),MED
Hardware revision,MEDFirmware revision,MEDSoftware revision,MEDSerial
number,MEDManufacturer name, orMEDModel name.

Media Info

One or more entries listing remote information by organizationally unique
identifier (OUI), Subtype, Index, and Info (appearswhen the interface option
is used).

Organization Info

How long the neighbor has been identified (appears when the interface
option is used and NetBIOS snooping is enabled on the switch).

Age

Name of the local physical interface (appears when the interface option is
used and NetBIOS snooping is enabled on the switch).

Local Interface

Name of the aggregated Ethernet interface, if any, to which the interface
belongs (appears when the interface option is used and NetBIOS snooping
is enabled on the switch).

Parent Interface

Chassis identifier of the chassis type listed (appears when the interface
option is used and NetBIOS snooping is enabled on the switch).

Chassis ID

Port description (appears when the interface option is used and NetBIOS
snooping is enabled on the switch).

Port description

NetBIOS name of the host (appears when the interface option is used and
NetBIOS snooping is enabled on the switch).

System name

Sample Output

show lldp neighbors

user@switch> show lldp neighbors
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Local Interface   Parent Interface   Chassis Id          Port info    System Name
xe-3/0/4.0        ae31.0             b0:c6:9a:63:80:40   xe-0/0/0.0   newyork31
xe-3/0/5.0        ae31.0             b0:c6:9a:63:80:40   xe-0/0/1.0   newyork31
xe-3/0/6.0        ae31.0             b0:c6:9a:63:80:40   xe-0/0/2.0   newyork31
xe-3/0/7.0        ae31.0             b0:c6:9a:63:80:40   xe-0/0/3.0   newyork31
xe-3/0/0.0        ae31.0             b0:c6:9a:63:80:40   xe-0/1/0.0   newyork31
xe-3/0/1.0        ae31.0             b0:c6:9a:63:80:40   xe-0/1/1.0   newyork31
xe-3/0/2.0        ae31.0             b0:c6:9a:63:80:40   xe-0/1/2.0   newyork31
xe-3/0/3.0        ae31.0             b0:c6:9a:63:80:40   xe-0/1/3.0   newyork31

show lldp neighbors interface

user@switch> show lldp neighbors interface ge-0/0/2

LLLDP Neighbor Information:
Local Information:
Index: 1 Time to live: 240 Time mark: Wed Dec  1 10:23:24 2010 Age: 29 secs
Local Interface    : ge-0/0/2.0
Parent Interface   : -
Local Port ID      : 507
Ageout Count       : 0

Neighbour Information:
Chassis type       : Mac address
Chassis ID         : 00:1f:12:38:7f:c0
Port type          : Locally assigned
Port ID            : 507
Port description   : ge-0/0/2.0
System name        : bng-l48p5-dev

System Description : Juniper Networks, Inc. ex4200-48p , version 10.4I0 Build 
date: 2010-11-30 09:32:17 UTC

System capabilities
        Supported  : Bridge Router
        Enabled    : Bridge Router

Management Info
        Type              : IPv4
        Address           : 10.204.96.235
        Port ID           : 34
        Subtype           : 1
        Interface Subtype : ifIndex(2)
        OID               : 1.3.6.1.2.1.31.1.1.1.1.34
Media endpoint class: Network Connectivity

Organization Info
       OUI      : 0.12.f
       Subtype  : 1
       Index    : 1
       Info     : 22A8360000

Organization Info
       OUI      : 0.12.f
       Subtype  : 2
       Index    : 2
       Info     : 030100
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show lldp statistics

Syntax show lldp statistics
<interface interface-ids>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display LLDP statistics on all or selected interfaces.

Options none—Display LLDP statistics on all interfaces and devices.

interface interface-ids—(Optional) Display LLDP statistics on the selected devices.

Required Privilege
Level

view

Related
Documentation

Configuring LLDP on page 1227•

• Understanding LLDP on page 1201

List of Sample Output show lldp statistics on page 1373

Output Fields Table 115onpage 1373 lists theoutput fields for the showlldpstatisticscommand.Output

fields are listed in the approximate order in which they appear.

Table 115: show lldp statistics Output Fields

Level of OutputField DescriptionField Name

All levelsName of an interface.Interface

All levelsTotal number of LLDP frames received on an interface.Received

All levelsNumber of unrecognized LLDP TLVs received on an interface.Unknown-TLVs

All levelsNumber of LLDP frames received that contain errors.With Errors

All levelsNumber of LLDP TLVs received and then discarded on an interface.Discarded TLVs

All levelsTotal number of LLDP frames transmitted on an interface.Transmitted

All levelsTotal number of LLDP frames not transmitted on an interface.Untransmitted

Sample Output

show lldp statistics

user@switch> show lldp statistics

Interface  Received  Unknown TLVs  With Errors  Discarded TLVs  Transmitted  
Untransmitted
me0.0      0         0             0            0               8003         0  
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ge-0/0/0.0 8002      0             0            0               8003         0  

ge-0/0/1.0 8002      0             0            0               8003         0  
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show route instance

Syntax show route instance
<brief | detail | summary>
<instance-name>
<operational>

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description (QFabric systems only) Display routing instance information.

Options none—(Same as brief) Display standard information about all routing instances.

brief | detail | summary—(Optional) Display the specified level of output. If you do not

specify a level of output, the systemdefaults tobrief. (Theseoptionsarenotavailable

with the operational keyword.)

instance-name—(Optional) Display information for a specified routing instance.

operational—(Optional) Display operational routing instances.

Required Privilege
Level

view

List of Sample Output show route instance on page 1376
show route instance detail on page 1376
show route instance operational on page 1377
show route instance summary on page 1377

Output Fields Table 116onpage 1375 lists theoutput fields for the showroute instancecommand.Output

fields are listed in the approximate order in which they appear.

Table 116: show route instance Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance or instance-name

—(operational keyword only) Names of all operational routing
instances.

Operational Routing Instances

All levelsType of routing instance: forwarding or virtual-router.Type

detailState of the routing instance: active or inactive.State

detailName of interfaces belonging to this routing instance.Interfaces

detailTables (and number of routes) associated with this routing
instance.

Tables

detailIdentifier for the router.Router ID
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Table 116: show route instance Output Fields (continued)

Level of OutputField DescriptionField Name

brief none summaryPrimary table for this routing instance.Primary RIB

All levelsNumber of active, hold-down, and hidden routes.Active/holddown/hidden

Sample Output

show route instance

user@switch> show route instance
Instance             Type
         Primary RIB                                     Active/holddown/hidden
master               forwarding     
         inet.0                                          4/0/1

__juniper_private1__ forwarding     
         __juniper_private1__.inet.0                     1/0/3

__juniper_private2__ forwarding     
         __juniper_private2__.inet.0                     0/0/1

__juniper_private3__ forwarding     
         __juniper_private3__.inet.0                     1/0/2

__juniper_private4__ forwarding     
         __juniper_private4__.inet.0                     4/0/2

__master.anon__      forwarding     

r1                 virtual-router 

r2                 virtual-router 

show route instance detail

user@switch> show route instance detail
master:
  Router ID: 3.3.3.7
  Type: forwarding        State: Active        
  Tables:
    inet.0                 : 5 routes (4 active, 0 holddown, 1 hidden)

__juniper_private1__:
  Router ID: 0.0.0.0
  Type: forwarding        State: Active        
  Interfaces:
    lo0.16385
    bme0.0
  Tables:
    __juniper_private1__.inet.0: 6 routes (1 active, 0 holddown, 3 hidden)

__juniper_private2__:
  Router ID: 0.0.0.0
  Type: forwarding        State: Active        
  Interfaces:
    lo0.16384
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  Tables:
    __juniper_private2__.inet.0: 1 routes (0 active, 0 holddown, 1 hidden)

__juniper_private3__:
  Router ID: 0.0.0.0
  Type: forwarding        State: Active        
  Interfaces:
    bme0.1
  Tables:
    __juniper_private3__.inet.0: 4 routes (1 active, 0 holddown, 2 hidden)

__juniper_private4__:
  Router ID: 0.0.0.0
  Type: forwarding        State: Active        
  Interfaces:
    bme0.2
  Tables:
    __juniper_private4__.inet.0: 8 routes (4 active, 0 holddown, 2 hidden)

__master.anon__:
  Router ID: 0.0.0.0
  Type: forwarding        State: Active        

r1:
  Router ID: 0.0.0.0
  Type: virtual-router    State: Active        
  Interfaces:
    xe-0/0/0.0

r2:
  Router ID: 0.0.0.0
  Type: virtual-router    State: Active        
  Interfaces:
    xe-0/0/3.0

show route instance operational

user@switch> show route instance operational
Operational Routing Instances:

__juniper_private1__
__juniper_private2__
__juniper_private3__
__juniper_private4__
r1---qfabric
r2---qfabric
master

show route instance summary

user@switch> show route instance summary
Instance             Type
         Primary RIB                                     Active/holddown/hidden
master               forwarding     
         inet.0                                          4/0/1

__juniper_private1__ forwarding     
         __juniper_private1__.inet.0                     1/0/3

__juniper_private2__ forwarding     
         __juniper_private2__.inet.0                     0/0/1
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__juniper_private3__ forwarding     
         __juniper_private3__.inet.0                     1/0/2

__juniper_private4__ forwarding     
         __juniper_private4__.inet.0                     4/0/2

__master.anon__      forwarding     

r1                 virtual-router 
r2                 virtual-router 
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show snmp statistics

Syntax show snmp statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display statistics about Simple Network Management Protocol (SNMP) packets sent

and received by the router or switch.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear snmp statistics on page 6375•

List of Sample Output show snmp statistics on page 1382

Output Fields Table 117 onpage 1379describes theoutput fields for the showsnmpstatistics command.

Output fields are listed in the approximate order in which they appear.

Table 117: show snmp statistics Output Fields

Field DescriptionField Name

Information about received packets:

• Packets(snmpInPkts)—Total number ofmessages delivered to the SNMP entity from the transport
service.

• Bad versions—(snmpInBadVersions) Total number of messages delivered to the SNMP entity that
were for an unsupported SNMP version.

• Bad community names—(snmpInBadCommunityNames) Total number of messages delivered to
the SNMP entity that used an SNMP community name not known to the entity.

• Bad community uses—(snmpInBadCommunityUses) Total number of messages delivered to the
SNMP entity that represented an SNMP operation that was not allowed by the SNMP community
named in the message.

• ASN parse errors—(snmpInASNParseErrs) Total number of ASN.1 or BER errors encountered by the
SNMP entity when decoding received SNMPmessages.

• Too bigs—(snmpInTooBigs) Total number of SNMP PDUs delivered to the SNMP entity with an
error status field of tooBig.

• Nosuchnames—(snmpInNoSuchNames)TotalnumberofSNMPPDUsdelivered to theSNMPentity
with an error status field of noSuchName.

• Bad values—(snmpInBadValues) Total number of SNMP PDUs delivered to the SNMP entity with
an error status field of badValue.

• Read onlys—(snmpInReadOnlys) Total number of valid SNMP PDUs delivered to the SNMP entity
with an error status field of readOnly. Only incorrect implementations of SNMP generate this error.

Input
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Table 117: show snmp statistics Output Fields (continued)

Field DescriptionField Name

• General errors—(snmpInGenErrs) Total number of SNMP PDUs delivered to the SNMP entity with
an error status field of genErr.

• Total requests varbinds—(snmpInTotalReqVars) Total number of MIB objects retrieved successfully
by the SNMP entity as a result of receiving valid SNMP GetRequest and GetNext PDUs.

• Total set varbinds—(snmpInSetVars) Total number of MIB objects modified successfully by the
SNMP entity as a result of receiving valid SNMP SetRequest PDUs.

• Get requests—(snmpInGetRequests) Total number of SNMP GetRequest PDUs that have been
accepted and processed by the SNMP entity.

• Get nexts—(snmpInGetNexts) Total number of SNMP GetNext PDUs that have been accepted and
processed by the SNMP entity.

• Set requests—(snmpInSetRequests) Total number of SNMP SetRequest PDUs that have been
accepted and processed by the SNMP entity.

• Get responses—(snmpInGetResponses) Total number of SNMPGetResponse PDUs that have been
accepted and processed by the SNMP entity.

• Traps—(snmpInTraps) Total number of SNMP traps generated by the SNMP entity.

• Silent drops—(snmpSilentDrops) Total number of GetRequest, GetNextRequest, GetBulkRequest,
SetRequests, and InformRequest PDUs delivered to the SNMP entity that were silently dropped
because the size of a reply containing an alternate response PDUwith an empty variable-bindings
field was greater than either a local constraint or the maximummessage size associated with the
originator of the requests.

• Proxy drops—(snmpProxyDrops) Total number of GetRequest, GetNextRequest, GetBulkRequest,
SetRequests, and InformRequest PDUs delivered to the SNMP entity that were silently dropped
because the transmission of the message to a proxy target failed in such a way (other than a
timeout) that no response PDU could be returned.

• Commit pending drops—Number of SNMP packets for Set requests dropped because of a previous
pending SNMP Set request on the committed configuration.

• Throttle drops—Number of SNMP packets for any requests dropped reaching the throttle limit.

Input (continued)
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Table 117: show snmp statistics Output Fields (continued)

Field DescriptionField Name

Information about SNMP version 3 packets:

• Unknown security models—(snmpUnknownSecurityModels) Total number of packets received by
theSNMPengine thatwere droppedbecause they referenceda securitymodel thatwas not known
to or supported by the SNMP engine.

• Invalidmessages—(snmpInvalidMsgs) Number of packets received by the SNMP engine that were
dropped because there were invalid or inconsistent components in the SNMPmessage.

• Unknown pdu handlers—(snmpUnknownPDUHandlers) Number of packets received by the SNMP
engine that were dropped because the PDU contained in the packet could not be passed to an
application responsible for handling the PDU type.

• Unavailable contexts—(snmpUnavailableContexts) Number of requests received for a context that
is known to the SNMP engine, but is currently unavailable.

• Unknown contexts—(snmpUnknownContexts) Total number of requests received for a context that
is unknown to the SNMP engine.

• Unsupported security levels—(usmStatsUnsupportedSecLevels) Total number of packets received
by the SNMP engine that were dropped because they requested a security level unknown to the
SNMP engine (or otherwise unavailable).

• Not in timewindows—(usmStatsNotInTimeWindows) Total number of packets received by the
SNMP engine that were dropped because they appeared outside the authoritative SNMP engine’s
window.

• Unknown user names—(usmStatsUnknownUserNames) Total number of packets received by the
SNMP engine that were dropped because they referenced a user that was not known to the SNMP
engine.

• Unknownengine ids—(usmStatsUnknownEngineIDs)Totalnumberofpackets receivedby theSNMP
engine that were dropped because they referenced an SNMP engine ID that was not known to the
SNMP engine.

• Wrong digests—(usmStatsWrongDigests) Total number of packets received by the SNMP engine
that were dropped because they did not contain the expected digest value.

• Decryption errors—(usmStatsDecryptionErrors) Total number of packets received by the SNMP
engine that were dropped because they could not be decrypted.

V3 Input
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Table 117: show snmp statistics Output Fields (continued)

Field DescriptionField Name

Information about transmitted packets:

• Packets—(snmpOutPkts)Total number ofmessages passed from theSNMPentity to the transport
service.

• Too bigs—(snmpOutTooBigs) Total number of SNMP PDUs generated by the SNMP entity with an
error status field of tooBig.

• No such names—(snmpOutNoSuchNames) Total number of SNMP PDUs delivered to the SNMP
entity with an error status field of noSuchName.

• Bad values—(snmpOutBadValues) Total number of SNMP PDUs generated by the SNMP entity
with an error status field of badValue.

• General errors—(snmpOutGenErrs) Total number of SNMP PDUs generated by the SNMP entity
with an error status field of genErr.

• Get requests—(snmpOutGetRequests) Total number of SNMP GetRequest PDUs generated by the
SNMP entity.

• Get nexts—(snmpOutGetNexts) Total number of SNMP GetNext PDUs generated by the SNMP
entity.

• Set requests—(snmpOutSetRequests) Total number of SNMP SetRequest PDUs generated by the
SNMP entity.

• Get responses—(snmpOutGetResponses) Total number of SNMP GetResponse PDUs generated by
the SNMP entity.

• Traps—(snmpOutTraps) Total number of SNMP traps generated by the SNMP entity.

Output

Sample Output

show snmp statistics

user@host> show snmp statistics
SNMP statistics:
  Input:
    Packets: 246213, Bad versions: 12, Bad community names: 12,
    Bad community uses: 0, ASN parse errors: 96,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 227084, Total set varbinds: 67,
    Get requests: 44942, Get nexts: 190371, Set requests: 10712,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops: 0, Commit pending drops: 0,
    Throttle drops: 0,
  V3 Input:
    Unknown security models: 0, Invalid messages: 0
    Unknown pdu handlers: 0, Unavailable contexts: 0
    Unknown contexts: 0, Unsupported security levels: 1
    Not in time windows: 0, Unknown user names: 0
    Unknown engine ids: 44, Wrong digests: 23, Decryption errors: 0
  Output:
    Packets: 246093, Too bigs: 0, No such names: 31561,
    Bad values: 0, General errors: 2,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 246025, Traps: 0
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ssh

Syntax ssh host
<bypass-routing>
<inet | inet6>
<interface interface-name>
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<source address>
<v1 | v2>

Syntax (EX Series
Switch and the QFX

Series)

ssh host
<bypass-routing>
<inet | inet6>
<interface interface-name>
<routing-instance routing-instance-name>
<source address>
<v1 | v2>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Use theSSHprogramtoopenaconnectionbetweena local routeror switchanda remote

system and execute commands on the remote system. You can issue the ssh command

from the Junos OS CLI to log in to a remote system or from a remote system to log in to

the local router or switch. When executing this command, you include one or more CLI

commands by enclosing them in quotation marks and separating the commands with

semicolons:

ssh address 'cli-command1 ; cli-command2 '

Options host—Name or address of the remote system.

bypass-routing—(Optional) Bypass the normal routing tables and send ping requests

directly toa systemonanattachednetwork. If the system isnotonadirectly attached

network, an error is returned. Use this option to ping a local system through an

interface that has no route through it.

inet | inet6—(Optional) Create an IPv4 or IPv6 connection, respectively.

interface interface-name—(Optional) Interface name for the SSH session. (This option

does not work when default-address-selection is configured at the [edit system]

hierarchy level, because this configuration uses the loopback interface as the source

address for all locally generated IP packets.)

logical-system logical-system-name—(Optional) Name of a particular logical system for

the SSH attempt.

routing-instance routing-instance-name—(Optional) Nameof the routing instance for the

SSH attempt.
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source address—(Optional) Source address of the SSH connection.

v1 | v2—(Optional) Use SSH version 1 or 2, respectively, when connecting to a remote

host.

Additional Information To configure an SSH (version 1) key for your user account, include the authentication

ssh-rsa statement at the [edit system login user user-name] hierarchy level. To configure

anSSH(version2) key for youruser account, include theauthenticationdsa-rsa statement

at the [edit system login user user-name] hierarchy level.

You can limit the number of times a user can attempt to enter a password while logging

in through SSH. To specify the number of times a user can attempt to enter a password

to log in through SSH, include the retry-options statement at the [edit system login]

hierarchy level. For details, see the .

Required Privilege
Level

network

Related
Documentation

Configuring SSH Host Keys for Secure Copying of Data on page 1241•

List of Sample Output ssh on page 1384

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

ssh

user@switch> ssh cree
Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)? yes

Host ?cree' added to the list of known hosts.
boojun@cree's password:
Last login: Sun Jun 21 10:43:42 1998 from junos-router
% ...
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PART 6

Ethernet Features

• Overview on page 1387

• Configuration on page 1427

• Administration on page 1669

• Troubleshooting on page 1731
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CHAPTER 15

Overview

• Enhanced Layer 2 Software (ELS) CLI on page 1387

• Bridging and VLANs on page 1401

• Layer 2 Networking on page 1411

• Proxy ARP on page 1417

• Spanning Trees on page 1419

Enhanced Layer 2 Software (ELS) CLI

• Getting Started with Enhanced Layer 2 Software on page 1387

Getting Started with Enhanced Layer 2 Software

• Understanding Enhanced Layer 2 Software Support on page 1387

• Using the ELS Translator Tool on page 1388

• Configuring a VLAN on page 1389

• Configuring the Native VLAN Identifier on page 1390

• Configuring Layer 2 Interfaces on page 1390

• Configuring Layer 3 Interfaces on page 1390

• Configuring an IRB Interface on page 1391

• Configuring an Aggregated Ethernet Interface and Configuring LACP on That

Interface on page 1391

• Enhanced Layer 2 CLI Configuration Statement and Command Changes on page 1392

Understanding Enhanced Layer 2 Software Support

Enhanced Layer 2 software (ELS) is automatically supported if your device is running a

Junos OS release that supports it. You do not need to take any action to enable ELS, and

you cannot disable ELS.

ELS is available on the following EX Series switches and QFX Series devices.
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Table 118: ELS Support

Initial ELS ReleaseDevice

13.2X50-D10EX4300 switches

12.3R2EX9200 switches

13.2X50-D15QFX3500 switches

13.2X50-D15QFX3600 switches

13.2X51-D10QFX5100 switches

ELS is supported on the EX4300andEX9200 switches for all JunosOS releases, starting

with the initial releases shown in Table 36 on page 59.

ELS support was introduced on QFX3500 and QFX3600 switches in Junos OS Release

13.2X50-D15. ELS isonly supportedon thesoftwarepackage that supportsVirtualChassis

(the jinstall-qfx-3-* software package) for QFX3500 and QFX3600 switches.

For QFX5100 switches, ELS support was introduced in Junos OS Release 13.2X51-D10

and is supported on the jinstall-qfx-5-* software package.

NOTE: ELS is not supported on software packages that can be installed in a
QFabric system.

Using the ELS Translator Tool

The ELS Translator is a web-based tool that converts Junos OS Layer 2 configurations

to Enhanced Layer 2 Software (ELS) configurations. This conversion tool supports all

Juniper Networks EX Series, MX Series, andQFX Series platformswith ELS installed. The

ELS Translator is hosted on Juniper Networks Customer Support website for EX Series

switches, MX Series Universal Edge routers, and QFX Series switches and is available to

registered users, internal users, partners, and premium service contract customers. You

need to login using your Juniper Networks user name and password to access the ELS

Translator tool.

Click to access the ELS translator tool.
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If you are upgrading from a version of Junos OS that does not support ELS to a version

of JunosOS that supports ELS,we recommend updating your configurationwith the ELS

Translator Tool using the following procedure:

1. Log onto your device using the console port.

NOTE: Only perform this procedure from the console port. You will lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Copy your entire existing configuration into another file. Save the file to a remote

location. See “Saving a Configuration to a File” on page 1141.

3. Retain the portion of your existing configuration related to management network

connectivity (such as [edit system]). Delete all other top-level configuration hierarchy

levels (such as [edit interfaces], [edit protocols], and [edit vlans]). Issue a commit

operation to remove the deleted configuration hierarchy levels.

4. Perform the software upgrade. Reboot your device to complete the upgrade. See

“Software Installation Overview” on page 109

NOTE: Maintain your console port connection during the reboot.

5. Click to access the ELS translator tool in a web browser. Follow the instructions on

the page to update your configuration.

6. Return to your console port connection. When the switch has rebooted to complete

the software upgrade, copy the configuration from the ELS Translator Tool onto your

switch. See “Uploading a Configuration File” on page 1145.

7. Commit the new configuration.

NOTE: It is possibleascriptmightnot translatecorrectly, so reviewtranslated
scripts carefully before loading the converted configuration on your switch
or other device.

Configuring a VLAN

You can configure one or more VLANs to perform Layer 2 bridging. The Layer 2 bridging

functions include integrated routing and bridging (IRB) for support for Layer 2 bridging

and Layer 3 IP routing on the same interface. EX Series and QFX Series switches can

function as Layer 2 switches, each with multiple bridging, or broadcast, domains that

participate in the same Layer 2 network. You can also configure Layer 3 routing support

for a VLAN.

To configure a VLAN:

1. Create the VLAN by setting the unique VLAN name and configuring the VLAN ID:
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[edit]
user@host# set vlans vlan-name vlan-id vlan-id-number

2. Assign at least one interface to the VLAN:

[edit]
user@host# set interface interface-name familyethernet-switchingvlanmembersvlan-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged

Ethernet frames with 802.1Q VLAN tags. Typically, trunk ports, which connect switches

toeachother, acceptuntaggedcontrol packetsbutdonotacceptuntaggeddatapackets.

You can enable a trunk port to accept untagged data packets by configuring a native

VLAN ID on the interface on which you want the untagged data packets to be received.

To configure the native VLAN ID:

1. On the interface on which you want untagged data packets to be received, set the

interface mode to trunk, which specifies that the interface is in multiple VLANs and

canmultiplex traffic between different VLANs.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

2. Configure the native VLAN ID:

[edit interfaces]
user@host# set interface-name native-vlan-id number

3. Assign the interface to the native VLAN ID:

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching vlan
members native-vlan-id-number

Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly

configure some settings on the switch's network interfaces.

ToconfigureaGigabit Ethernet interfaceor 10-Gigabit Ethernet interface for trunk interface

mode:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

To configure a Gigabit Ethernet interface or 10-Gigabit Ethernet interface for access

interface mode:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode access

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, youmust assign an IP address to the interface. You

assignanaddress toan interfaceby specifying theaddresswhenconfiguring theprotocol

family. For the inet or inet6 family, configure the interface IP address.
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You can configure interfaceswith a 32-bit IP version 4 (IPv4) address andoptionallywith

a destination prefix, sometimes called a subnetmask. An IPv4 address utilizes a 4-octet

dotteddecimal address syntax (for example, 192.16.1.1). An IPv4addresswith destination

prefix utilizesa4-octetdotteddecimal address syntaxwithadestinationprefix appended

(for example, 192.16.1.1/30).

To specify an IP address for the logical unit using IPv4:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inetaddress ip-address

You represent IP version 6 (IPv6) addresses in hexadecimal notation using a

colon-separated list of 16-bit values. You assign a 128-bit IPv6 address to an interface.

To specify an IP address for the logical unit using IPv6:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inet6address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3

IP routing on the same interface. IRB enables you to route packets to another routed

interfaceor to anotherVLAN that hasaLayer 3protocol configured. IRBsallow thedevice

to recognize packets that are being sent to local addresses so that they are bridged

(switched) whenever possible and are routed only when necessary. Whenever packets

canbeswitched insteadof routed, several layersofprocessingareeliminated.An interface

named irb functions as a logical router on which you can configure a Layer 3 logical

interface for VLAN. For redundancy, you can combine an IRB interface with

implementations of the Virtual Router Redundancy Protocol (VRRP) in both bridging

and virtual private LAN service (VPLS) environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id

2. Create an IRB logical interface:

[edit]
user@host# set interface irb unit logical-unit-number family inet address ip-address

3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vlan-name l3-interface irb.logical-unit-number

Configuring an Aggregated Ethernet Interface and Configuring LACP on That
Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or

link aggregation group (LAG). TheMACclient can treat this virtual link as if itwere a single

link to increase bandwidth, provide graceful degradation as failure occurs, and increase

availability.
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To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@host# set aggregated-devices ethernet device-count number

2. Specify the name of the link aggregation group interface:

[edit interfaces]
user@host# set interfaces aex

3. Specify the minimum number of links for the aggregated Ethernet interface (aex),

that is, the defined bundle, to be labeled “up”:

[edit interfaces]
user@host# set aex aggregated-ether-optionsminimum-links number

4. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex aggregated-ether-options link-speed link-speed

5. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@host# set interface-name ether-options 802.3ad aex
user@host# set interface-name ether-options 802.3ad aex

6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex unit 0 family inet address ip-address

For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation

Control Protocol (LACP). LACP bundles several physical interfaces to form one logical

interface. You can configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links

exchange protocol data units (PDUs), containing information about the state of the link.

You can configure Ethernet links to actively transmit PDUs, or you can configure the links

to passively transmit them, sending out LACP PDUs only when they receive them from

another link. One side of the link must be configured as active for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active

2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval

Enhanced Layer 2 CLI Configuration Statement and Command Changes

The enhanced Layer 2 Command Line Interface (CLI) feature is introduced in Junos OS

Release 12.3R2. The enhanced Layer 2 CLI feature changes the CLI for some Layer 2

features on EX Series switches. This enhanced CLI will be used to configure Layer 2

features on future EX Series hardware platforms, and also to configure Layer 2 features

on other Juniper Networks products.

Copyright © 2014, Juniper Networks, Inc.1392

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



The following tables provide a list of existing commands that were moved to new

hierarchies or changed on EXSeries switches as part of this CLI enhancement effort. The

table is provided as a high-level reference only. For detailed information about these

commands, use the links to the configuration statements provided in the table or see

the technical documentation.

Table 119: Enhanced Layer 2 CLI Changes

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

forwarding-options {
analyzer {
name {
...

}
}

}

ethernet-switching-options {
analyzer {
name {
...

}
}

}

Hierarchy renamed.switch-options {
...
authentication-whitelist {
...

}
}

ethernet-switching-options {
authentication-whitelist {
...

}
}

Statement moved to
different hierarchy.

protocols {
layer2-control {
bpdu-block {
...

}
}

}

ethernet-switching-options {
bpdu-block {
...

}
}

Statement replacedwith
new statement and
moved to different
hierarchy.

interfaces interface-name {
ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

interfaces interface-name {
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

ethernet-switching-options {
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);
...

}
}

Hierarchy renamed.switch-options {
interfaces interface-name {
no-mac-learning;
...

}
}

ethernet-switching-options {
interfaces interface-name {
no-mac-learning;
...

}
}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements deleted.—ethernet-switching-options {
mac-notification {
notification-interval seconds;
...

}
}

Statement replacedwith
new statement and
moved to different
hierarchy.

protocols {
l2-learning {
global-mac-table-aging-time seconds;
...

}
}

ethernet-switching-options {
mac-table-aging-time seconds;
...

}

Statement moved to
different hierarchy.

protocols {
layer2-control {
nonstop-bridging {
}

}
}

ethernet-switching-options {
nonstop-bridging;

}

Statement replacedwith
a new statement.

interfaces interface-name family
ethernet-switching {
recovery-timeout seconds;

}

ethernet-switching-options {
port-error-disable {
disable-timeout timeout;
...

}
}

Hierarchy renamed.switch-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

NOTE: The statement
examine-dhcp does not
exist in the changed
hierarchy. Instead, DHCP
snooping is enabled
automatically when
other DHCP security
features are enabled on
a VLAN. See Configuring
Port Security (CLI
Procedure) for additional
information.

vlans vlan-name forwarding-options{
dhcp-security {
arp-inspection;
group group-name {
interfaceiinterface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option-82;
trusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
routing-instance-name;

}
use-interface-description (device |
logical);

use-vlan-id;
}
remote-id {
host-name;
use-interface-description (device |
logical);

use-string string;
}
vendor-id {
use-string string;

}
}

}

ethernet-switching-options {
secure-access-port {
interface (all | interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip ip-address {
macmac-address;
vlan vlan-name;

}
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection );
dhcp-option82 {
disable;
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (hostname | mac | none);
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp);
}
(ip-source-guard |no-ip-source-guard);

}
}

Statement moved to
different hierarchy.

system [
processes [
dhcp-service
dhcp-snooping-file local_pathname |
remote_URL;
write-interval interval;

}
}

ethernet-switching-options {
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}

Statement moved to
different hierarchy.

vlans vlan-name switch-options {
mac-move-limit

}

ethernet-switching-options {
secure-access-port vlan (all | vlan-name{
mac-move-limit

}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statement replacedwith
new statement and
moved to different
hierarchy.

vlans {
vlan-name {
switch-options {
interface interface-name {
static-macmac-address;
...

}
}

}
}

ethernet-switching-options {
static {
vlan vlan-id {
macmac-address next-hop
interface-name;

...
}

}
}

Storm control
configuration is done in
two steps. The first step
is to create a storm
control profile at the
[edit forwarding-options]
hierarchy,andthesecond
step is to bind the profile
to a logical interface at
the [edit interfaces]
hierarchy. See Example:
ConfiguringStormControl
to Prevent Network
Outages on EX Series
Switches for additional
information.

forwarding-options {
storm-control-profiles profile-name {
(...)
}

}

interfaces interface-name unit number family
ethernet-switching {
storm-control storm-control-profile;

}

ethernet-switching-options {
storm-control {
(...)
}

}

Statements removed.—ethernet-switching-options {
traceoptions {
file filename<filesnumber><no-stamp>
<replace><size size><world-readable
| no-world-readable>;

flag flag <disable>;
...

}
}

Hierarchy renamed.switch-options {
unknown-unicast-forwarding {
(...)
}

}

ethernet-switching-options {
unknown-unicast-forwarding {
(...)
}

}

Hierarchy renamed.switch-options {
voip {
interface (all | [interface-name |
access-ports]) {
forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;
...

}
}

}

ethernet-switching-options {
voip {
interface (all | [interface-name |
access-ports]) {
forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;
...

}
}

}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

interfaces interface-name {
link-modemode;
speed speed)

}

interfaces interface-name {
ether-options {
link-modemode;
speed (auto-negotiation | speed)

}
}

Statement moved to
different hierarchy.

interfaces interface-name {
native-vlan-id vlan-id

}

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
native-vlan-id vlan-id

}
}

}

Statement replacedwith
a new statement.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
interface-modemode

}
}

}

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
port-modemode

}
}

}

Statement replacedwith
a new statement.

interfaces irbinterfaces vlan
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

IGMP snooping is
configured on a VLAN.

protocols {
igmp-snooping {
vlan vlan-name {
immediate-leave;
interface interface-name {
group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {
groupmulticast-ip-address {
source <>

}
}

}
}
l2-querier {
source-address ip-address;

}
proxy {
source-address ip-address;

}
query-interval number;
query-last-member-interval number;
query-response-interval number;
robust-count number;
traceoptions {
file filename <files number>
<no-stamp> <replace>
<sizemaximum-file-size>
<world-readable |
no-world-readable>;

flag flag <flag-modifier>;
}

}
}

}

protocols {
igmp-snooping {
traceoptions {
file filename <files number>
<no-stamp> <replace>
<sizemaximum-file-size>
<world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
vlan (all | vlan-identifier) {
disable;
data-forwarding {
receiver {
install;
source-vlans vlan-name;

}
source {
groups ip-address;

}
}
immediate-leave;
interface (all | interface-name) {
multicast-router-interface;
static {
groupmulticast-ip-address;

}
}
proxy {
source-address ip-address;

}
robust-count number;

}
}

}

Statements replaced
withnewstatementsand
moved to different
hierarchy

interface interface-name {
encapsulation extended-vlan-bridge;
flexible-vlan-tagging;
native-vlan-id number;
unit logical-unit-number {
input-vlan-map action;
output-vlan-map action;
vlan-id number;
vlan-id-list [vlan-id vlan-id–vlan-id];

}
}

vlans {
vlan-name {
dot1q-tunneling {
customer-vlans (id | native | range);
layer2-protocol-tunneling all |
protocol-name {
drop-threshold number;
shutdown-threshold number;
...

}
}

}
}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchy.

vlans {
vlan-name {
forwarding-options {
filter{
input filter-name
output filter-name;
...

}
}

}
}

vlans {
vlan-name {
filter{
input filter-name
output filter-name;
...

}
}

}

Statements removed.
Youcanassign interfaces
to aVLANusing the [edit
interfaces
interface-name unit
logical-unit-number
family
ethernet-switching vlan
members vlan-name]
hierarchy.

—vlans {
vlan-name {
interface interface-name {
egress;
ingress;
mapping (native (push | swap) | policy
| tag (push | swap));

pvlan-trunk;
...

}
}

}

Statement removed.—vlans {
vlan-name {
isolation-id id-number;
...

}
}

Syntax changed.vlans {
vlan-name {
l3-interface irb.logical-interface-number;
...

}
}

vlans {
vlan-name {
l3-interfacevlan.logical-interface-number;
...

}
}

Statement removed.
Ingress traffic is
automatically tracked.

—vlans {
vlan-name {
l3-interface-ingress-counting
layer-3-interface-name;
...

}
}

1399Copyright © 2014, Juniper Networks, Inc.

Chapter 15: Overview



Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statements moved to
different hierarchies and
renamed.

vlans {
vlan-name {
switch-options {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

vlans {
vlan-name {
switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

}

vlans {
vlan-name {
mac-limit limit action action;
...

}
}

Statement moved to
different hierarchy and
renamed.

protocols {
l2-learning {
global-mac-table-aging-time seconds;
...

}
}

vlans {
vlan-name {
mac-table-aging-time seconds;
...

}
}

Statement removed.—vlans {
vlan-name {
no-local-switching;
...

}
}

Statement moved to
different hierarchy.

vlans {
vlan-name {
switch-options {
no-mac-learning limit
...

}
}

}

vlans {
vlan-name {
no-mac-learning;
...

}
}

Statement removed.—vlans {
vlan-name {
primary-vlan vlan-name;
...

}
}
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Table 119: Enhanced Layer 2 CLI Changes (continued)

Change DescriptionChanged HierarchyOriginal Hierarchy

Statement removed.—vlans {
vlan-name {
vlan-prune;
...

}
}

Statement replacedwith
new statement.

vlans {
vlan-name {
vlan-id-list [vlan-id-numbers];
...

}
}

vlans {
vlan-name {
vlan-range vlan-id-low-vlan-id-high;
...

}
}

Bridging and VLANs

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Understanding Bridging and VLANs on page 1402

• Understanding Routed VLAN Interfaces on page 1409

• Understanding MAC Learning on page 1410

Layer 2 Learning and Forwarding for VLANs Overview

When you configure a VLAN, Layer 2 address learning is enabled by default. The VLAN

learns unicast media access control (MAC) addresses to avoid flooding the packets to

all the ports in the VLAN. Each VLAN creates a source MAC entry in its source and

destination MAC tables for each source MAC address learned from packets received on

the ports that belong to the VLAN.

NOTE: Traffic is not floodedbackonto the interfaceonwhich itwas received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queuewill include

flood traffic.

You can optionally disableMAC learning either for the entire device or for a specific VLAN

or logical interface. You can also configure the following Layer 2 learning and forwarding

properties:

• Static MAC entries for logical interfaces only

• Limit to the number ofMAC addresses learned froma specific logical interface or from

all the logical interfaces in a VLAN

• Size of the MAC address table for the VLAN

• MAC accounting for a VLAN
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Related
Documentation

Layer 2 Learning and Forwarding Overview•

Understanding Bridging and VLANs

Network switches use Layer 2 bridging protocols to discover the topology of their LAN

and to forward traffic toward destinations on the LAN. This topic explains the following

concepts regarding bridging and VLANs:

• History of VLANs on page 1402

• How Bridging of VLAN Traffic Works on page 1403

• Packets Are Either Tagged or Untagged on page 1404

• Switch Interface Modes—Access, Trunk, or Tagged Access on page 1404

• Additional Advantages of Using VLANs on page 1406

• Maximum VLANs and VLANMembers Per Switch on page 1407

• A Default VLAN Is Configured on Most Switches on page 1407

• Assigning Traffic to VLANs on page 1408

• Forwarding VLAN Traffic on page 1408

• VLANs Communicatewith Integrated Routing and Bridging Interfaces or Routed VLAN

Interfaces on page 1408

History of VLANs

Ethernet LANs were originally designed for small, simple networks that primarily carried

text. However, over time, the type of data carried by LANs grew to include voice, graphics,

and video. This more complex data, when combined with the ever-increasing speed of

transmission, eventually became toomuchof a load for theoriginal Ethernet LANdesign.

Multiple packet collisions were significantly slowing down the larger LANs.

The IEEE 802.1D-2004 standard helped evolve Ethernet LANs to cope with the higher

data and transmission requirements by defining the concept of transparent bridging

(generally called simply bridging). Bridging divides a single physical LAN (now called a

single broadcast domain) into two or more virtual LANs, or VLANs. Each VLAN is a

collection of some of the LAN nodes grouped together to form individual broadcast

domains.

When VLANs are grouped logically by function or organization, a significant percentage

of data traffic stayswithin the VLAN. This relieves the load on the LAN because all traffic

no longer has to be forwarded to all nodes on the LAN. A VLAN first transmits packets

within the VLAN, thereby reducing the number of packets transmitted on the entire LAN.

Because packets whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, packets that are not destined for the local VLAN are the only ones

forwarded to other broadcast domains. This way, bridging and VLANs limit the amount

of traffic flowing across the entire LAN by reducing the possible number of collisions and

packet retransmissions within VLANs and on the LAN as a whole.
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HowBridging of VLAN TrafficWorks

Because the objective of the IEEE 802.1D-2004 standard was to reduce traffic and

therefore reducepotential transmissioncollisions forEthernet, a systemwas implemented

to reuse information. Instead of having a switch go through a location process every time

a frame is sent to a node, the transparent bridging protocol allows a switch to record the

location of known nodes. When packets are sent to nodes, those destination node

locations are stored in address-lookup tables called Ethernet switching tables. Before

sending a packet, a switch using bridging first consults the switching tables to see if that

nodehasalreadybeen located. If the locationof anode is known, the frame is sentdirectly

to that node.

Transparent bridging uses five mechanisms to create andmaintain Ethernet switching

tables on the switch:

• Learning

• Forwarding

• Flooding

• Filtering

• Aging

The key bridging mechanism used by LANs and VLANs is learning. When a switch is first

connected to an Ethernet LAN or VLAN, it has no information about other nodes on the

network. As packets are sent, the switch learns the embedded MAC addresses of the

sending nodes and stores them in the Ethernet switching table, along with two other

pieces of information—the interface (or port) on which the traffic was received on the

destination node and the time the address was learned.

Learning allows switches to then do forwarding. By consulting the Ethernet switching

table to see whether the table already contains the frame’s destination MAC address,

switches save timeand resourceswhen forwardingpackets to theknownMACaddresses.

If the Ethernet switching table does not contain an entry for an address, the switch uses

flooding to learn that address.

Flooding finds aparticular destinationMACaddresswithout using theEthernet switching

table. When traffic originates on the switch and the Ethernet switching table does not

yet contain the destination MAC address, the switch first floods the traffic to all other

interfaces within the VLAN. When the destination node receives the flooded traffic, it

can send an acknowledgment packet back to the switch, allowing it to learn the MAC

address of the node and add the address to its Ethernet switching table.

Filtering, the fourth bridging mechanism, is how broadcast traffic is limited to the local

VLANwhenever possible. As the number of entries in the Ethernet switching table grows,

the switch pieces together an increasingly complete picture of the VLAN and the larger

LAN—it learns which nodes are in the local VLAN and which are on other network

segments. The switch uses this information to filter traffic. Specifically, for traffic whose

sourceanddestinationMACaddressesare in the localVLAN, filteringprevents the switch

from forwarding this traffic to other network segments.
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To keep entries in the Ethernet switching table current, the switch uses a fifth bridging

mechanism, aging. Aging is the reason that the Ethernet switching table entries include

timestamps. Each time the switch detects traffic from aMAC address, it updates the

timestamp. A timer on the switch periodically checks the timestamp, and if it is older

than a user-configured value, the switch removes the node's MAC address from the

Ethernet switching table. This aging process eventually flushes unavailable network

nodes out of the Ethernet switching table.

Packets Are Either Tagged or Untagged

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

ID. The VLAN IDs 1 through 4094 can be assigned to VLANs, while VLAN IDs 0 and 4095

are reserved by Junos OS and cannot be assigned.

Ethernet packets include a tag protocol identifier (TPID) EtherType field,which identifies

the protocol being transported. When a device within a VLAN generates a packet, this

field includesavalueof0x8100,which indicates that thepacket is aVLAN-taggedpacket.

The packet also has a VLAN ID field that includes the unique 802.1Q ID, which identifies

the VLAN to which the packet belongs.

In addition to the TPID EtherType value of 0x8100, switches that run JunosOS that does

not support theEnhancedLayer 2Software (ELS)configuration stylealso support values

of 0x88a8 (Provider Bridging and Shortest Path Bridging) and 0x9100 (Q-inQ).

For a simple network that has only a single VLAN, all packets include a default 802.1Q

tag, which is the only VLANmembership that does notmark the packet as tagged. These

packets are untagged packets.

Switch InterfaceModes—Access, Trunk, or Tagged Access

Ports, or interfaces, on a switch operate in one of three modes:

• Access mode

• Trunk mode

• Tagged-access mode

Access Mode

An interface in access mode connects a switch to a single network device, such as a

desktop computer, an IP telephone, a printer, a file server, or a security camera. Access

interfaces accept only untagged packets.

By default, when you boot a switch that runs Junos OS that does not support ELS and

use the factorydefault configuration, orwhenyouboot suchaswitchanddonotexplicitly

configure a port mode, all interfaces on the switch are in access mode and accept only

untagged packets from the VLAN named default. You can optionally configure another

VLAN and use that VLAN instead of default.

On a switch that runs Junos OS that supports ELS, the VLAN named default is not

supported. Therefore, on such switches, youmust explicitly configure at least one VLAN,

even if your network is simple and you want only one broadcast domain to exist. After

you assign an interface to a VLAN, the interface functions in access mode.
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For switches that run either type of software, you can also configure a trunk port or

interface to accept untagged packets from a user-configured VLAN. For details about

this concept (native VLAN), see “Trunk Mode and Native VLAN” on page 1405.

Trunk Mode

Trunk mode interfaces are generally used to connect switches to one another. Traffic

sent between switches can then consist of packets frommultiple VLANs, with those

packets multiplexed so that they can be sent over the same physical connection. Trunk

interfaces usually accept only tagged packets and use the VLAN ID tag to determine

both the packets’ VLAN origin and VLAN destination.

On a switch that runs software that does not support ELS, an untagged packet is not

recognized on a trunk port unless you configure additional settings on that port.

On a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged

control packets for protocols such as the Link Aggregation Control Protocol (LACP) and

the Link Layer Discovery Protocol (LLDP). However, the trunk port does not recognize

untagged data packets unless you configure additional settings on that port.

In the rare case where you want untagged packets to be recognized by a trunk port on

switches that run either type of software, youmust configure the single VLAN on a trunk

port as a native VLAN. For more information about native VLANs, see “Trunk Mode and

Native VLAN” on page 1405.

Trunk Mode and Native VLAN

Onaswitch that runs JunosOSthatdoesnot supportELS, a trunkportdoesnot recognize

packets that do not include VLAN tags, which are also known an untagged packets. On

a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged control

packets, but it does not recognize untagged data packets. With native VLAN configured,

untagged packets that a trunk port normally does not recognize are sent over the trunk

interface. In a situationwhere packets pass from a device, such as an IP phone or printer,

to a switch in access mode, and you want those packets sent from the switch over a

trunk port, use native VLANmode. Create a native VLAN by configuring a VLAN ID for it,

and specify that the trunk port is a member of the native VLAN.

The switch’s trunk port will then treat those packets differently than the other tagged

packets. For example, if a trunk port has three VLANs, 10, 20, and 30, assigned to it with

VLAN 10 being the native VLAN, packets on VLAN 10 that leave the trunk port on the

other end have no 802.1Q header (tag).

There is another native VLAN option for switches that do not support ELS. You can have

the switch add and remove tags for untagged packets. To do this, you first configure the

single VLAN as a native VLAN on a port attached to a device on the edge. Then, assign

a VLAN ID tag to the single native VLAN on the port connected to a device. Last, add the

VLAN ID to the trunk port. Now, when the switch receives the untagged packet, it adds

the ID you specified and sends and receives the tagged packets on the trunk port

configured to accept that VLAN.
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Tagged-Access Mode

Only switches that run Junos OS that does not use the ELS configuration style support

tagged-accessmode.Tagged-accessmodeaccommodatescloudcomputing, specifically

scenarios including virtual machines or virtual computers. Because several virtual

computers can be included on one physical server, the packets generated by one server

can contain an aggregation of VLAN packets from different virtual machines on that

server. To accommodate this situation, tagged-access mode reflects packets back to

the physical server on the same downstream port when the destination address of the

packet was learned on that downstream port. Packets are also reflected back to the

physical server on the downstream port when the destination has not yet been learned.

Therefore, the third interface mode, tagged access, has some characteristics of access

mode and some characteristics of trunk mode:

• Like accessmode, tagged-accessmode connects the switch to an access layer device.

Unlikeaccessmode, tagged-accessmode iscapableofacceptingVLANtaggedpackets.

• Like trunk mode, tagged-access mode accepts VLAN tagged packets frommultiple

VLANs. Unlike trunk port interfaces, which are connected at the core/distribution layer,

tagged-access port interfaces connect devices at the access layer.

Like trunk mode, tagged-access mode also supports native VLAN.

NOTE: Control packets are never reflected back on the downstream port.

Additional Advantages of Using VLANs

In addition to reducing traffic and thereby speeding up the network, VLANs have the

following advantages:

• VLANs provide segmentation services traditionally provided by routers in LAN

configurations, thereby reducing hardware equipment costs.

• Packets coupled to aVLANcanbe reliably identified and sorted intodifferent domains.

You can contain broadcasts within parts of the network, thereby freeing up network

resources. For example, when a DHCP server is plugged into a switch and starts

broadcasting its presence, you can prevent some hosts from accessing it by using

VLANs to split up the network.

• For security issues, VLANs provide granular control of the network because eachVLAN

is identified by a single IP subnetwork. All packets passing in and out of a VLAN are

consistently taggedwith theVLAN IDof thatVLAN, therebyprovidingeasy identification,

because a VLAN ID on a packet cannot be altered. (For a switch that runs Junos OS

thatdoesnot supportELS,we recommend that youavoidusing 1asaVLAN ID,because

that ID is a default value.)

• VLANs react quickly to host relocation—this is also due to the persistent VLAN tag on

packets.

• On an Ethernet LAN, all network nodes must be physically connected to the same

network. In VLANs, the physical location of nodes is not important—you can group
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network devices in any way that makes sense for your organization, such as by

department or business function, types of network nodes, or physical location.

MaximumVLANs and VLANMembers Per Switch

The number of VLANs supported per switch varies for each switch. Use the

configuration-mode command set vlans vlan-name vlan-id ? to determine themaximum

number of VLANs allowed on a switch. You cannot exceed this VLAN limit because you

have to assign a specific ID number when you create a VLAN—you could overwrite one

of the numbers, but you cannot exceed the limit.

You can, however, exceed the recommended VLANmember maximum for a switch.

On a switch that runs Junos OS that does not support the ELS configuration style, the

maximumnumber of VLANmembers allowed on the switch is eight times themaximum

number of VLANs that the switch supports (vmember limit = vlan max * 8). If the

configuration of the switch exceeds the recommended VLANmember maximum, a

warning message appears when you commit the configuration. If you commit the

configurationdespite thewarning, the commit succeeds, but there is a risk of theEthernet

switching process (eswd) failing as a result of memory allocation failure.

On a switch that runs Junos OS that supports ELS, the maximum number of VLAN

members allowed on the switch is 24 times themaximum number of VLANs that the

switch supports (vmember limit = vlan max * 24). If the configuration of the switch

exceeds the recommended VLANmember maximum, a warning message appears in

the system log (syslog).

ADefault VLAN Is Configured onMost Switches

Some switches that run Junos OS that do not support the ELS configuration style are

preconfigured with a VLAN named default that does not tag packets and operates only

with untagged packets. On these switches, each interface already belongs to the VLAN

named default and all traffic uses this VLAN until you configure more VLANs and assign

traffic to those VLANs.

NOTE: When a Juniper Networks QFX3500 or QFX3600 switch is
interconnected with other switches in a Virtual Chassis configuration, each
individual switch that is includedasamemberof theconfiguration is identified
with amember ID. Themember ID functions as an FPC slot number. When
you are configuring interfaces for a Virtual Chassis configuration, you specify
the appropriatemember ID (0 through9) as the slot element of the interface
name. Thedefault factory settings for aVirtual Chassis configuration include
FPC0 as amember of the default VLANbecause FPC0 is configured as part
of the ethernet-switching family. In order to include FPC 1 through FPC 9 in
the default VLAN, add the ethernet-switching family to the configurations
for those interfaces.
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Assigning Traffic to VLANs

Youcanassign traffic onany switch toaparticularVLANby referencingeither the interface

port of the traffic or the MAC addresses of devices sending traffic.

Assign VLAN Traffic According to the Interface Port Source

This method is most commonly used to assign traffic to VLANs. In this case, you specify

that all traffic received on a particular switch interface is assigned to a specific VLAN.

You configure this VLAN assignment when you configure the switch, by using either the

VLAN number (called a VLAN ID) or by using the VLAN name, which the switch then

translates into a numeric VLAN ID. This method is referred to simply as creating a VLAN

because it is the most commonly usedmethod.

Assign VLAN Traffic According to the Source MAC Address

In this case, all traffic received from a specific MAC address is forwarded to a specific

egress interface (next hop) on the switch. MAC-based VLANs are either static (named

MACaddressesconfiguredoneata time)ordynamic (configuredusingaRADIUSserver).

To configure a static MAC-based VLAN on a switch that supports ELS, see “Adding a

StaticMACAddressEntry to theEthernetSwitchingTable (CLIProcedure)”onpage 1527.To

configure a static MAC-based VLAN on a switch that does not support ELS, see “Adding

aStaticMACAddressEntry to theEthernetSwitchingTable (CLIProcedure)”onpage 1527.

Forwarding VLAN Traffic

To pass traffic within a VLAN, the switch uses Layer 2 forwarding protocols, including

IEEE 802.1Q spanning-tree protocols.

To pass traffic between two VLANs, the switch uses standard Layer 3 routing protocols,

such as static routing, OSPF, and RIP. The same interfaces that support Layer 2 bridging

protocols also support Layer 3 routing protocols, providing multilayer switching.

To pass traffic from a single device on an access port to a switch and then pass those

packets on a trunk port, use the native mode configuration previously discussed under

“Trunk Mode” on page 1405.

VLANs Communicate with Integrated Routing and Bridging Interfaces or Routed
VLAN Interfaces

Traditionally, switches sent traffic to hosts thatwere part of the same broadcast domain

(VLAN) but routers were needed to route traffic from one broadcast domain to another.

Also, only routers performed other Layer 3 functions such as traffic engineering.

Switches that run JunosOSthat supports theELSconfigurationstyleperform inter-VLAN

routing functions using an integrated routing and bridging (IRB) interface named irb,

while switches that run Junos OS that does not support ELS perform these functions

using a routed VLAN interface (RVI) named vlan. These interfaces detect both MAC

addresses and IP addresses and route data to Layer 3 interfaces, thereby frequently

eliminating the need to have both a switch and a router.

Copyright © 2014, Juniper Networks, Inc.1408

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding FCoE on page 4799

• Interfaces Overview on page 1839

Understanding Routed VLAN Interfaces

Tosegment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs). VLANs limit the amount of traffic flowing across the entire LAN, reducing

thepossiblenumberof collisionsandpacket retransmissionswithin theLAN.Forexample,

youmight want to create a VLAN that includes the employees in a department and the

resources that they use often, such as printers, servers, and so on.

Of course, you also want to allow these employees to communicate with people and

resources in other VLANs. To forward packets between VLANs, you normally you need

a router that connects the VLANs. However, you can accomplish this forwarding on a

switch without using a router by configuring a routed VLAN interface (RVI). Using this

approach reduces complexity andavoids thecosts associatedwithpurchasing, installing,

managing, powering, and cooling another device.

An RVI is a special type of Layer 3 virtual interface named vlan. Like normal Layer 3

interfaces, the vlan interface needs a logical unit number with an IP address. In fact, to

be useful an RVI needs at least two logical units and two IP addresses—youmust create

units with addresses in each of the subnets associated with the VLANs between which

you want traffic to be routed. That is, if you have two VLANs (for example, VLAN red and

VLANblue)with corresponding subnets, yourRVImusthavea logical unitwithanaddress

in the subnet for red and a logical unit with an address in the subnet for blue. The switch

automatically creates direct routes to these subnets and uses these routes to forward

traffic between VLANs.

NOTE: If you are using a version of Junos OS that supports Enhanced Layer
2 Software (ELS), you can also create a Layer 3 virtual interface named irb

instead of vlan—that is, both statements are supported by ELS

Table 120 on page 1409 shows values youmight use when configuring an RVI:

Table 120: Sample RVI Values

SettingsProperty

blue, ID 100
red, ID 200

VLAN names and tags (IDs)

blue: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
red: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

Subnets associated with VLANs

interface vlanRVI name
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Table 120: Sample RVI Values (continued)

SettingsProperty

logical unit 100: 192.0.2.1/25

logical unit 200: 192.0.2.129/25

RVI units and addresses

For the sake of consistency and to avoid confusion, Table 120 on page 1409 shows RVI

logical unit numbers that match the IDs of the corresponding VLANs. However, you do

not have toassign logical unit numbers thatmatch theVLAN IDs—youcanuseany values

for the units. To bind the logical units of the RVI to the appropriate VLANs, you use the

l3-interface statement.

Because RVIs operate at Layer 3, you can use Layer 3 services such as firewall filters or

CoS rewritingwith them.RVIsaresimilar to integrated routingandbridging (IRB) interfaces

supportedon Juniper routersandswitchvirtual interfaces (SVIs)andbridge-groupvirtual

interfaces (BVIs) supported on other vendors’ devices.

Table 121 on page 1410 shows the number of RVIs that each QFX platform supports.

Table 121: Number of Supported RVIs by Platform

Number of Supported RVIsPlatform

1200QFX3500

2000QFX3000-G

2000QFX3000-M

Related
Documentation

Example: Configuring Routing Between VLANs on One Switch on page 1428•

• irb (Interfaces) on page 2067

UnderstandingMAC Learning

MAC learning is theprocessofobtaining theMACaddressesof all thenodesonanetwork.

When a node is first connected to an Ethernet LAN or VLAN, it has no information about

theother nodeson thenetwork. Asdata is sent through thenetwork, datapackets include

a data frame listing their source and destination MAC addresses. The data frame is

forwarded to a target port, which is connected to the second device. The MAC address

is learned locally at the target port, which facilitates communications for frames that

later enter the target port and contain addresses previously learned from a received

frame.

MAC learning can also be enabled on a per-VLAN basis. SeeExample: Disabling MAC

Learning in a VLAN for further information.

By default, MAC learning is enabled on the QFX Series.
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Related
Documentation

Introduction to the Media Access Control (MAC) Layer 2 Sublayer on page 1411•

• Overview of Layer 2 Networking on page 1412

Layer 2 Networking

• Introduction to the Media Access Control (MAC) Layer 2 Sublayer on page 1411

• Overview of Layer 2 Networking on page 1412

• Understanding Layer 2 Broadcasting on page 1414

• Understanding Unicast on page 1415

• Understanding the Unified Forwarding Table on page 1415

Introduction to theMedia Access Control (MAC) Layer 2 Sublayer

This topic provides an introduction to the MAC sublayer of the data link layer (Layer 2).

In Layer 2 of a network, the Media Access Control (MAC) sublayer provides addressing

and channel access controlmechanisms that enable several terminals or network nodes

to communicate in a network.

The MAC sublayer acts as an interface between the logical link control (LLC) Ethernet

sublayer andLayer 1 (thephysical layer). TheMACsublayer emulatesa full-duplex logical

communication channel in a multipoint network. This channel may provide unicast,

multicast, or broadcast communication service. The MAC sublayer uses MAC protocols

to prevent collisions.

In Layer 2, multiple devices on the same physical link can uniquely identify one another

at the data link layer, by using the MAC addresses that are assigned to all ports on a

switch. A MAC algorithm accepts as input a secret key and an arbitrary-length message

to be authenticated, and outputs a MAC address.

A MAC address is a 12-digit hexadecimal number (48 bits in long). MAC addresses are

usually written in one of these formats:

• MM:MM:MM:SS:SS:SS

• MM-MM-MM-SS-SS-SS

The first half of a MAC address contains the ID number of the adapter manufacturer.

These IDs are regulatedby an Internet standards body. The secondhalf of aMACaddress

represents the serial number assigned to the adapter by the manufacturer.

Contrast MAC addressing, which works at Layer 2, with IP addressing, which runs at

Layer 3 (networking and routing). One way to remember the difference is that the MAC

addresses apply to aphysical or virtual node,whereas IP addresses apply to the software

implementation of that node. MAC addresses are typically fixed on a per-node basis,

whereas IP addresses change when the nodemoves from one part of the network to

another.
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IP networksmaintain amapping between the IP andMAC addresses of a node using the

AddressResolutionProtocol (ARP) table. DHCPalso typically usesMACaddresseswhen

assigning IP addresses to nodes.

Related
Documentation

Overview of Layer 2 Networking on page 1412•

• Understanding MAC Learning on page 1410

Overview of Layer 2 Networking

Layer 2, also known as the Data Link Layer, is the second level in the seven-layer OSI

referencemodel for network protocol design. Layer 2 is equivalent to the link layer (the

lowest layer) in the TCP/IP network model. Layer2 is the network layer used to transfer

data between adjacent network nodes in a wide area network or between nodes on the

same local area network.

A frame is a protocol data unit, the smallest unit of bits on a Layer 2 network. Frames are

transmitted to and received from devices on the same local area network (LAN). Unilke

bits, frames have a defined structure and can be used for error detection, control plane

activities and so forth. Not all frames carry user data. The network uses some frames to

control the data link itself..

At Layer 2,unicast refers to sending frames fromonenode toa singleother node,whereas

multicast denotes sending traffic from one node to multiple nodes, and broadcasting

refers to the transmission of frames to all nodes in a network. A broadcast domain is a

logical division of a network in which all nodes of that network can be reached at Layer

2 by a broadcast.

Segments of a LAN can be linked at the frame level using bridges. Bridging creates

separate broadcast domains on the LAN, creating VLANs, which are independent logical

networks that group together related devices into separate network segments. The

groupingof devicesonaVLAN is independent ofwhere thedevices arephysically located

in the LAN. Without bridging and VLANs, all devices on the Ethernet LAN are in a single

broadcast domain, and all the devices detect all the packets on the LAN.

Forwarding is the relaying of packets from one network segment to another by nodes in

the network. On a VLAN, a framewhose origin and destination are in the same VLAN are

forwarded only within the local VLAN. A network segment is a portion of a computer

network wherein every device communicates using the same physical layer.

Layer 2 contains two sublayers:

• Logical link control (LLC) sublayer, which is responsible formanaging communications

links and handling frame traffic.

• Media access control (MAC) sublayer, which governs protocol access to the physical

networkmedium.Byusing theMACaddresses thatareassigned toall portsonaswitch,

multiple devices on the same physical link can uniquely identify one another.

Copyright © 2014, Juniper Networks, Inc.1412

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



The ports, or interfaces, on a switch operate in either access mode, tagged-access, or

trunk mode:

• Access mode ports connect to a network device such as a desktop computer, an IP

telephone, a printer, a file server, or a security camera. The port itself belongs to a

single VLAN. The frames transmitted over an access interface are normal Ethernet

frames. By default, all ports on a switch are in access mode.

• Tagged-Accessmodeports connect toanetworkdevice suchasadesktopcomputer,

an IP telephone, a printer, a file server, or a security camera. The port itself belongs

to a single VLAN. The frames transmitted over an access interface are normal

Ethernet frames. By default, all ports on a switch are in accessmode. Tagged-access

mode accommodates cloud computing, specifically scenarios including virtual

machines or virtual computers. Because several virtual computers can be included

on one physical server, the packets generated by one server can contain an

aggregation of VLAN packets from different virtual machines on that server. To

accommodate this situation, tagged-access mode reflects packets back to the

physical server on the same downstream port when the destination address of the

packet was learned on that downstream port. Packets are also reflected back to

the physical server on the downstream port when the destination has not yet been

learned. Therefore, the third interfacemode, taggedaccess, has somecharacteristics

of access mode and some characteristics of trunk mode:

• Trunk mode ports handle traffic for multiple VLANs, multiplexing the traffic for all

those VLANs over the samephysical connection. Trunk interfaces are generally used

to interconnect switches to other devices or switches.

With native VLAN configured, frames that do not carry VLAN tags are sent over the

trunk interface. If you have a situation where packets pass from a device to a switch

in access mode, and you want to then send those packets from the switch over a

trunk port, use native VLANmode. Configure the single VLAN on the switch’s port

(which is in access mode) as a native VLAN. The switch’s trunk port will then treat

those frames differently than the other tagged packets. For example, if a trunk port

has three VLANs, 10, 20, and 30, assigned to it with VLAN 10 being the native VLAN,

frames onVLAN 10 that leave the trunk port on the other end have no802.1Q header

(tag). There is another nativeVLANoption. You can have the switch addand remove

tags for untagged packets. To do this, you first configure the single VLAN as a native

VLAN on a port attached to a device on the edge. Then, assign a VLAN ID tag to the

single native VLAN on the port connected to a device. Last, add the VLAN ID to the

trunk port. Now, when the switch receives the untagged packet, it adds the ID you

specified and sends and receives the tagged packets on the trunk port configured

to accept that VLAN.

Including the sublayers, Layer 2 on the QFX Series supports the following functionality:

• Unicast, multicast, and broadcast traffic.

• Bridging.

• VLAN 802.1Q—Also known as VLAN tagging, this protocol allowsmultiple bridged

networks to transparently share the same physical network link by adding VLAN tags

to an Ethernet frame.
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• Extension of Layer 2 VLANs across multiple switches using Spanning Tree Protocol

(STP) prevents looping across the network.

• MAC learning, including per-VLANMAC learning and Layer 2 learning suppression–This

process obtains the MAC addresses of all the nodes on a network

• Link aggregation—This process groups of Ethernet interfaces at the physical layer to

form a single link layer interface, also known as a link aggregation group (LAG) or LAG

bundle

• Storm control on the physical port for unicast, multicast, and broadcast

• STP support, including 802.1d, RSTP, MSTP, and Root Guard

Related
Documentation

Understanding Bridging and VLANs on page 1402•

• Understanding Bridging

Understanding Layer 2 Broadcasting

In a Layer 2 network, broadcasting refers to sending traffic to all nodes on a network.

Layer 2 broadcast traffic stays within a local area network (LAN) boundary; known as

the broadcast domain. Layer 2 broadcast traffic is sent to the broadcast domain using a

MAC address of FF:FF:FF:FF:FF:FF. Every device in the broadcast domain recognizes this

MAC address and passes the broadcast traffic on to other devices in the broadcast

domain, if applicable. Broadcasting can be compared to unicasting (sending traffic to a

single node) or multicasting (delivering traffic to a group of nodes simultaneously).

Layer 3 broadcast traffic, however, is sent to all devices in a network using a broadcast

networkaddress. For example, if your networkaddress is 192.0.0.0, thebroadcastnetwork

address is 192.255.255.255. In this case, only devices that belong to the 192.0.0.0network

receive the Layer 3 broadcast traffic. Devices that do not belong to this network drop the

traffic.

Broadcasting is used in the following situations:

• Address Resolution Protocol (ARP) uses broadcasting to mapMAC addresses to IP

addresses. ARP dynamically binds the IP address (the logical address) to the correct

MAC address. Before IP unicast packets can be sent, ARP discovers the MAC address

used by the Ethernet interface where the IP address is configured.

• DynamicHostConfigurationProtocol (DHCP)usesbroadcasting todynamically assign

IP addresses to hosts on a network segment or subnet.

• Routing protocols use broadcasting to advertise routes.

Excessive broadcast traffic can sometimes create a broadcast storm. A broadcast storm

occurswhenmessagesarebroadcastonanetworkandeachmessagepromptsa receiving

node to respondbybroadcasting its ownmessageson thenetwork. This, in turn, prompts

further responses that createasnowball effect. TheLAN is suddenly floodedwithpackets,

creating unnecessary traffic that leads to poor network performance or even a complete

loss of network service.
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Related
Documentation

Overview of Layer 2 Networking on page 1412•

• Understanding Storm Control on page 4471

• Understanding Bridging

• Understanding Bridging and VLANs on page 1402

Understanding Unicast

Unicasting is theact of sendingdata fromonenodeof thenetwork toanother. In contrast,

multicast transmissions send traffic from one data node to multiple other data nodes.

Unknown unicast traffic consists of unicast frames with unknown destination MAC

addresses. By default, the switch floods these unicast frames that are traveling in aVLAN

toall interfaces thataremembersof theVLAN. Forwarding this typeof traffic to interfaces

on the switch can trigger a security issue. The LAN is suddenly flooded with packets,

creating unnecessary traffic that leads to poor network performance or even a complete

loss of network service. This is known as a traffic storm.

To prevent a storm, you can disable the flooding of unknown unicast packets to all

interfaces by configuring one VLAN or all VLANs to forward any unknown unicast traffic

to a specific trunk interface. (This channels the unknown unicast traffic to a single

interface.)

Related
Documentation

Overview of Layer 2 Networking on page 1412•

• Understanding Bridging and VLANs on page 1402

Understanding the Unified Forwarding Table

On the QFX5100 switch, you can control the allocation of forwarding table memory

available to store the following:

• MAC addresses

• Layer 3 host entries

• Longest prefix match (LPM) table entries

This feature gives you the flexibility to configure your QFX5100 tomatch the needs of

your particular network environment.

You configure the mix that best meets your needs by choosing the appropriate profile.

Table 122 on page 1416 lists the profiles you can choose and the associatedmaximum

values for each type of table entry.
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Table 122: Unified Forwarding Table Profiles

LPMTableHost Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

IPv6
Entries
(prefix
<= 64)

IPv4
Entries

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

8K16K4K4K8K8K8K16K288Kl2-profile-one

8K16K20K20K40K40K40K80K224Kl2-profile-two

8K16K36K36K72K72K72K144K160Kl2-profile-three
(default)

8K16K52K52K104K104K104K208K96Kl3-profile

64K128K4K4K8K8K8K16K32Klpm-profile
(Do not
use for
IPv6)

Note that if the host or LPM table stores the maximum number of entries for any given

type, the entire shared table is full and is unable toaccommodateanyentries of anyother

type. As you can see, different entry types occupy different amounts of memory. For

example, an IPv6 unicast address occupies twice as muchmemory as an IPv4 unicast

address, and an IPv6multicast address occupies four times asmuchmemory as an IPv4

unicastaddress. Table 123onpage 1416 lists various valid combinations that thehost table

can store if you use the l2-profile-one profile. Each row in the table represents a case in

which the host table is full and cannot accommodate any more entries.

Table 123: Example Host Table Combinations Using l2-profile-one

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

0000016K

00002K12K

0022012K

00004K8K

00222K4K

1K1K004K0

TheLPMtable isalsosharedandthesameprinciplesapply.Table 124onpage 1417provides

examplesof valid combinations that theLPMtable canstore, alsousing the l2-profile-one

profile. Once again, each row in the table represents a case in which the table is full and

cannot accommodate any more entries.
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Table 124: Example LPM Table Combinations Using l2-profile-one

IPv6 Entries (prefix <= 64)IPv4 entries

016K

8K0

4K8K

6K4K

NOTE: If you want to usemore than 16 IPv6 addresses with prefix lengths
greater than 64, youmust follow the instructions at “Configuring the Unified
Forwarding Table” on page 1548. As that topic explains, if you increase the
number of addresses with prefix lengths greater than 64, you reduce the
amountofLPM-tablememoryavailable tostore IPv6addresseswithprefixes
less than or equal to 64.

Related
Documentation

Configuring the Unified Forwarding Table on page 1548•

Proxy ARP

• Understanding Proxy ARP on page 1417

Understanding Proxy ARP

You can configure proxy Address Resolution Protocol (ARP) to enable the switch to

respond toARPqueries for network addresses by offering its ownEthernetmedia access

control (MAC) address. With proxy ARP enabled, the switch captures and routes traffic

to the intended destination.

Proxy ARP is useful in situations where hosts are on different physical networks and you

donotwant tousesubnetmasking.BecauseARPbroadcastsarenotpropagatedbetween

hostsondifferentphysical networks, hostswill not receivea response to theirARP request

if the destination is on a different subnet. Enabling the switch to act as an ARP proxy

allows thehosts to transparently communicatewitheachother through theswitch.Proxy

ARP can help hosts on a subnet reach remote subnets without your having to configure

routing or a default gateway.

• What Is ARP? on page 1417

• Proxy ARP Overview on page 1418

• Best Practices for Proxy ARP on page 1418

What Is ARP?

Ethernet LANs use ARP tomap Ethernet MAC addresses to IP addresses. Each device

maintains a cache containing amapping of MAC addresses to IP addresses. The switch
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maintains this mapping in a cache that it consults when forwarding packets to network

devices. If the ARP cache does not contain an entry for the destination device, the host

(the DHCP client) broadcasts an ARP request for that device's address and stores the

response in the cache.

Proxy ARPOverview

When proxy ARP is enabled, if the switch receives an ARP request for which it has a route

to the target (destination) IP address, the switch responds by sending a proxy ARP reply

packet containing its ownMAC address. The host that sent the ARP request then sends

its packets to the switch, which forwards them to the intended host.

NOTE: For security reasons, the source address in an ARP request must be
on the same subnet as the interface on which the ARP request is received.

You can configure proxy ARP for each interface. You can also configure proxy ARP for a

VLAN by using a routed VLAN interface (RVI).

QFX Series devices support twomodes of proxy ARP, restricted and unrestricted. Both

modes require that the switch have an active route to the destination address of the ARP

request.

• Restricted—The switch responds to ARP requests in which the physical networks of

the source and target are different and does not respond if the source and target IP

addresses are on the same subnet. In this mode, hosts on the same subnet

communicatewithoutproxyARP.We recommendthat youuse thismodeon theswitch.

• Unrestricted—The switch responds to all ARP requests for which it has a route to the

destination.This is thedefaultmode(because it is thedefaultmode in JuniperNetworks

Junos operating system (Junos OS) configurations other than those on the switch).

We recommend using restrictedmode on the switch.

Best Practices for Proxy ARP

We recommend these best practices for configuring proxy ARP on the switches:

• Set proxy ARP to restrictedmode.

• Use restrictedmode when configuring proxy ARP on RVIs.

• If you set proxy ARP to unrestricted, disable gratuitous ARP requests on each interface

enabled for proxy ARP.

Related
Documentation

Configuring Proxy ARP on page 1551•

• proxy-arp on page 1577
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Spanning Trees

• Overview of Spanning-Tree Protocols on page 1419

• Understanding MSTP on page 1420

• Understanding RSTP on page 1421

• Understanding VSTP on page 1422

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

• Understanding Root Protection for STP, RSTP, VSTP, and MSTP on page 1425

Overview of Spanning-Tree Protocols

QFX Series switches provide Layer 2 loop prevention through Spanning Tree Protocol

(STP), Rapid Spanning Tree Protocol (RSTP), Multiple Spanning Tree Protocol (MSTP),

and VLAN Spanning Tree Protocol (VSTP). The default spanning-tree protocol on the

QFX Series is RSTP. RSTP provides faster convergence times than STP. However, some

legacy networks require the slower convergence times of basic STP.

The STP support provided for the QFX Series includes:

• IEEE 802.1d

• 802.1w RSTP

• 802.1s MSTP

If your network includes IEEE 802.1D 1998 bridges, you can remove RSTP and explicitly

configure STP. See “Configuring STP” on page 1553. When you explicitly configure STP,

the QFX Series products use the IEEE 802.1D 2004 specification, force version 0. This

configuration runs a version of RSTP that is compatible with the classic, basic STP. If you

use virtual LANs (VLANs), you should enable VSTP and use it on your network. See

“Understanding VSTP” on page 1422.

You can use the same operational commands (show spanning-tree bridge and show

spanning-tree interface) tocheck thestatusof your spanning-treeconfiguration, regardless

of which spanning-tree protocol has been configured.

STP uses bridge protocol data unit (BPDU) packets to exchange information with other

switches. BPDUs send hello packets out at regular intervals to exchange information

across bridges and detect loops in a network topology. There are two types of BPDUs:

• Configuration BPDUs—These BPDUs contain configuration information about the

transmitting switch and its ports, including switch and port MAC addresses, switch

priority, port priority, and port cost.

• Topology changenotification (TCN)BPDUs—Whenabridgeneeds to signal a topology

change, it starts to send TCNs on its root port. The designated bridge receives the TCN,

acknowledges it, andgeneratesanotherone for itsown rootport. Theprocesscontinues

until the TCN reaches the root bridge.
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STPuses the informationprovidedby theBPDUs to elect a root bridge, identify root ports

for each switch, identify designated ports for each physical LAN segment, and prune

specific redundant links to create a loop-free tree topology. All leaf devices calculate the

best path to the root device and place their ports in blocking or forwarding states based

on the best path to the root. The resulting tree topology provides a single active Layer 2

data path between any two end stations.

Understanding Spanning Tree Protocols on a QFabric System

Although there is no need to run STP in a QFabric system, you can connect a QFabric

system to another Layer 2 device and use STP. STP traffic can only be processed on

networkNodegroups.OtherNodegroups, such redundant serverNodegroupsandserver

Node groups, discard the STP bridge protocol data units (BPDUs) traffic and disable the

interface automatically. ServerNodegroupsonly process host-facingprotocols,whereas

Network Node groups process all supported protocols.

Related
Documentation

Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423•

• Understanding MSTP on page 1420

• Understanding RSTP on page 1421

• Understanding VSTP on page 1422

UnderstandingMSTP

Although RSTP provides faster convergence time than STP does, it still does not solve

a problem inherent in STP: all VLANs within a LANmust share the same spanning tree.

To solve this problem, the QFX Series products use Multiple Spanning Tree Protocol

(MSTP) to create a loop-free topology in networks with multiple spanning-tree regions.

An MSTP region allows a group of bridges to bemodeled as a single bridge. An MSTP

region containsmultiple spanning-tree instances (MSTIs).MSTIs provide different paths

for different VLANs. This functionality facilitates more efficient load sharing across

redundant links.

An MSTP region can support up to 64 MSTIs, and each instance can support from 1

through 4094 VLANs.

Related
Documentation

Overview of Spanning-Tree Protocols on page 1419•

• Understanding RSTP on page 1421

• Example: Configuring Network Regions for VLANs with MSTP on page 1480
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Understanding RSTP

Juniper Networks QFX Series products use Rapid Spanning Tree Protocol (RSTP) on the

network side of the QFX Series to provide quicker convergence time than the base

Spanning Tree Protocol (STP) does. RSTP identifies certain links as point to point.When

a point-to-point link fails, the alternate link can transition to the forwarding state, which

speeds up convergence.

AlthoughSTPprovidesbasic loopprevention functionality, it doesnotprovide fastnetwork

convergence when there are topology changes. The STP process to determine network

state transitions is slower than the RSTP process because it is timer-based. A device

must reinitializeevery timea topologychangeoccurs. Thedevicemust start in the listening

state and transition to the learning state and eventually to a forwarding or blocking state.

When default values are used for the maximum age (20 seconds) and forward delay

(15 seconds), it takes 50 seconds for the device to converge. RSTP converges faster

because it uses a handshakemechanism based on point-to-point links instead of the

timer-based process used by STP.

For networks with virtual LANs (VLANs), you can use VLAN Spanning Tree Protocol

(VSTP),which takes thepaths of eachVLAN into accountwhen calculating routes. VSTP

uses RSTP by default.

An RSTP domain running from the edge outward on a QFX Series product has the

following components:

• A root port, which is the “best path” to the root device.

• Adesignated port, which indicates that the switch is the designatedbridge for the other

switch connecting to this port.

• An alternate port, which provides an alternate root port.

• A backup port, which provides an alternate designated port.

Port assignments change throughmessages exchanged throughout the domain. An

RSTP device generates configuration messages once per hello time interval. If an RSTP

device does not receive a configuration message from its neighbor after an interval of

three hello times, it determines that the connectionwith the neighbor is lost.When a root

port or a designated port fails on a device, the device generates a configuration message

with the proposal bit set. Once its neighbor device receives this message, it verifies that

this configuration message is valid for that port and starts a synchronizing operation to

ensure that all of its ports are in sync with the new information.

Similar sets of messages propagate through the network, restoring the connectivity very

quickly after a topology change (in a well-designed network that uses RSTP, network

convergence can take as little as 0.5 seconds). If a device does not receive an agreement

to a proposal message it has sent, it returns to the original IEEE 802.D convention.

RSTPwas originally defined in the IEEE 802.1w draft specification and later incorporated

into the IEEE 802.1D-2004 specification.
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VSTP and RSTP can be configured at the same time. If you configure VSTP and RSTP

at the same time and the switch has more than 253 VLANs, VSTP is configured only for

the first 253 VLANs. For the remaining VLANs, only RSTP is configured. RSTP and VSTP

are the only spanning-tree protocols that can be configured at the same timeon theQFX

Series.

Related
Documentation

Overview of Spanning-Tree Protocols on page 1419•

• Understanding MSTP on page 1420

• Understanding VSTP on page 1422

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

Understanding VSTP

VLAN Spanning Tree Protocol (VSTP) enables Juniper Networks switches to run one or

more Spanning Tree Protocol (STP) or Rapid Spanning Tree Protocol (RSTP) instances

for each VLAN on which VSTP is enabled. For networks with multiple VLANs, VSTP

improves intelligent tree spanning by defining best paths within the VLANs instead of

within the entire network.

You can configure VSTP for a maximum of 253 VLANs.

VSTP and RSTP can be configured at the same time. If you configure VSTP and RSTP

at the same time and the switch has more than 253 VLANs, VSTP is configured only for

the first 253 VLANs. For the remaining VLANs, only RSTP is configured. RSTP and VSTP

are theonly spanning-treeprotocols that canbeconfiguredat the same timeonaswitch.

NOTE: WerecommendthatyouenableVSTPonallVLANs thatcould receive
VSTP bridge protocol data units (BPDUs).

Related
Documentation

Overview of Spanning-Tree Protocols on page 1419•

• Understanding RSTP on page 1421

• Configuring VLAN Spanning Tree Protocol on page 1554

• Configuring VLAN Spanning-Tree Protocol on page 1556

• vstp on page 1611
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Understanding BPDU Protection for STP, RSTP, andMSTP

NOTE: Using the original CLI, you can disable BPDUprotection on interfaces
by issuing the set ethernet-switching-options bpdu-block interface-name
disable command.

AJuniperNetworksQFXSeriesproductprovidesLayer2 loopprevention throughSpanning

TreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanningTreeProtocol

(VSTP), andMultiple Spanning Tree Protocol (MSTP). Bridge protocol data unit (BPDU)

protection can help prevent STPmisconfigurations that can lead to network outages.

A loop-free network is supported through the exchange of a special type of frame called

aBPDU.ReceiptofBPDUsoncertain interfaces inanSTP,RSTP,VSTP,orMSTPtopology,

however, can lead to network outages. Enable BPDU protection on those interfaces to

prevent these outages.

Peer STP applications running on the switch interfaces use BPDUs to communicate.

Ultimately, the exchange of BPDUs determines which interfaces block traffic and which

interfaces become root ports and forward traffic.

However, a user bridge application running on a device connected to the switch can also

generateBPDUs. If theseBPDUsarepickedupbySTPapplications runningon the switch,

they can trigger STPmiscalculations, and thosemiscalculations can lead to network

outages.

Enable BPDU protection on switch interfaces connected to user devices or on interfaces

onwhichnoBPDUsareexpected, suchasedgeports. If BPDUsare receivedonaprotected

interface, the interface is disabled and stops forwarding frames.

Not only can you configure BPDU protection on a switch with a spanning tree, but also

ona switchwithout a spanning tree. This typeof topology typically consists of a non-STP

switch connected to an STP switch through a trunk interface.

To configure BPDU protection on a switch with a spanning tree, include the

bpdu-block-on-edge statement at the [edit protocols (stp |mstp | rstp )] hierarchy level.

ToconfigureBPDUprotectiononaswitchwithouta spanning tree, include thebpdu-block

statement at the [edit ethernet-switching-options interface interface-name] hierarchy

level.

If BPDUsaresent toan interface (indicating that themisconfigurationhasbeencorrected),

the interface can be unblocked in one of two ways:

• If the disable-timeout statement has been included in the BPDU configuration, the

interface automatically returns to service after the timer expires.

• Use the operational mode command clear ethernet-switching bpdu-error.

Disabling the BPDU protection configuration does not unblock the interface.
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Related
Documentation

Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

•

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

• Understanding Root Protection for STP, RSTP, VSTP, and MSTP on page 1425

• Understanding MSTP on page 1420

• Understanding RSTP on page 1421

• Understanding VSTP on page 1422

Understanding Loop Protection for STP, RSTP, VSTP, andMSTP

AJuniperNetworksQFXSeriesproductprovidesLayer2 loopprevention throughSpanning

TreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanningTreeProtocol

(VSTP), and Multiple Spanning Tree Protocol (MSTP). Loop protection increases the

efficiency of STP, RSTP, and MSTP by preventing ports from entering a forwarding state

that would cause a loop to open in the network.

A loop-free network in spanning-tree topologies is supported through the exchange of

a special type of frame called a bridge protocol data unit (BPDU). Peer STP applications

running on the switch interfaces use BPDUs to communicate. Ultimately, the exchange

of BPDUs determines which interfaces block traffic (preventing loops) and which

interfaces become root ports and forward traffic.

However, a blocking interface canmistakenly transition to the forwarding state if the

interfacestops receivingBPDUs from itsdesignatedporton thesegment.Sucha transition

error can occur when there is a hardware error on the switch or software configuration

error between the switch and its neighbor.

When loop protection is enabled, the spanning-tree topology detects root ports and

blocked ports and ensures that both keep receiving BPDUs. If a loop-protection-enabled

interface stops receiving BPDUs from its designated port, it reacts as it would react to a

problemwith thephysical connectionon this interface. It doesnot transition the interface

to a forwarding state, but instead transitions it to a loop-inconsistent state. The interface

recovers and it transitions back to the spanning-tree blocking state as soon as it receives

a BPDU.

We recommend that you enable loop protection on all switch interfaces that have a

chance of becoming root or designated ports. Loop protection is most effective when

enabled in the entire switched network. When you enable loop protection, youmust

configure at least one action (alarm, block, or both).

An interface can be configured for either loop protection or root protection, but not for

both.

Related
Documentation

Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

•

• Understanding Root Protection for STP, RSTP, VSTP, and MSTP on page 1425

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423
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• Understanding MSTP on page 1420

• Understanding RSTP on page 1421

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

Understanding Root Protection for STP, RSTP, VSTP, andMSTP

AJuniperNetworksQFXSeriesproductprovidesLayer2 loopprevention throughSpanning

TreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanningTreeProtocol

(VSTP), andMultiple Spanning Tree Protocol (MSTP). A loop-free network is supported

through theexchangeofaspecial typeof framecalledabridgeprotocoldataunit (BPDU).

Peer STP applications running on the switch interfaces use BPDUs to communicate.

Ultimately, the exchange of BPDUs determines which interfaces block traffic and which

interfaces become root ports and forward traffic.

YoucanalsoseeBPDUsgeneratedwhenyou runabridgeapplicationonadeviceattached

to the switch. This can interfere with root port election, which may sometimes lead to

the wrong root port being elected through the above process. Root protection allows

you to manually enforce the root bridge placement in the network.

Enable root protection on interfaces that should not receive higher-priority BPDUs from

the root bridge and should not be elected as the root port. These interfaces become

designated ports and are typically located on an administrative boundary. If the bridge

receivesmoreSTPBPDUsonaport thathas rootprotectionenabled, thatport transitions

to a root-prevented STP state (inconsistency state), and the interface is blocked. This

blocking prevents a bridge that should not be the root bridge frombeing elected the root

bridge. After the bridge stops receiving more STP BPDUs on the interface with root

protection, the interface returns to a listening state, followed by a learning state, and

ultimately back toa forwarding state. Recovery back to the forwarding state is automatic.

When root protection is enabled on an interface, it is enabled for all the STP instances

on that interface. The interface is blocked only for instances for which it receives more

BPDUs. Otherwise, it participates in the spanning-tree topology.

An interface can be configured for either root protection or loop protection, but not for

both.

Related
Documentation

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on page 1521

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Understanding MSTP on page 1420

• Understanding RSTP on page 1421

• Overview of Spanning-Tree Protocols on page 1419
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• Understanding VSTP on page 1422
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CHAPTER 16

Configuration

• Bridging and VLAN Configuration Examples on page 1427

• Bridging and VLAN Configuration Examples (Original CLI Only) on page 1450

• Bridging and VLAN Configuration Examples (ELS CLI Only) on page 1457

• Proxy ARP Example (Original CLI Only) on page 1463

• STP Configuration Examples on page 1466

• Bridging and VLAN Configuration Tasks on page 1526

• Bridging and VLAN Configuration Tasks (Original CLI Only) on page 1526

• Bridging and VLAN Configuration Tasks (ELS CLI Only) on page 1538

• Unified Forwarding Table Configuration Task on page 1548

• Forwarding Mode Configuration Task on page 1550

• Proxy ARP Configuration Task (Original CLI Only) on page 1550

• Proxy ARP Configuration Task (ELS CLI Only) on page 1551

• STP Configuration Tasks on page 1552

• STP Configuration Tasks (Original CLI Only) on page 1554

• STP Configuration Tasks (ELS CLI Only) on page 1555

• Unified Forwarding Table Configuration Statements on page 1559

• Forwarding Mode Configuration Statement (Original CLI Only) on page 1561

• Protocols Configuration Statement on page 1562

• Proxy ARP Configuration Statement (Original CLI Only) on page 1576

• STP Configuration Statements on page 1578

• VLAN Configuration Statements on page 1612

• VLAN Configuration Statements (Original CLI Only) on page 1627

• VLAN Configuration Statements (ELS CLI Only) on page 1640

Bridging and VLAN Configuration Examples

• Example: Configuring Routing Between VLANs on One Switch on page 1428

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433
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Example: Configuring Routing Between VLANs on One Switch

Tosegment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs(VLANs). Forexample, youmightwant tocreateaVLANthat includes theemployees

in a department and the resources that they use often, such as printers, servers, and so

on.

Of course, you also want to allow these employees to communicate with people and

resources in other VLANs. To forward packets between VLANs you normally you need a

router that connects theVLANs.However, you canaccomplish this ona JuniperNetworks

switch without using a router by configuring a routed VLAN interface (RVI). Using this

approach reduces complexity andavoids thecosts associatedwithpurchasing, installing,

managing, powering, and cooling another device.

• Requirements on page 1428

• Overview and Topology on page 1428

• Configure Layer 2 switching for two VLANs on page 1429

• Verification on page 1432

Requirements

This example uses the following hardware and software components:

• One switch

• Junos OS Release 11.1 or later

Overview and Topology

This example uses an RVI to route traffic between two VLANs on the same switch. The

topology is shown in Figure 16 on page 1428.

Figure 16: RVI with One Switch
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This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch and configuring an RVI to enable routing between the VLANs.

One VLAN, called blue, is for the sales andmarketing group, and a second, called red, is

for the customer support team. The sales and support groups each have their own file

servers andwireless access points. EachVLANmust have a unique name, tag (VLAN ID),

anddistinct IPsubnet.Table 125onpage 1428 lists thecomponentsof thesample topology.

Table 125: Components of theMultiple VLAN Topology

SettingsProperty

blue, ID 100
red, ID 200

VLAN names and tag IDs
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Table 125: Components of theMultiple VLAN Topology (continued)

SettingsProperty

blue: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
red: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

Subnets associated with VLANs

Sales server port: xe-0/0/4
Sales wireless access points: xe-0/0/6

Interfaces in VLAN blue

Support server port: xe-0/0/0
Support wireless access points: xe-0/0/2

Interfaces in VLAN red

interface vlanRVI name

logical unit 100: 192.0.2.1/25

logical unit 200: 192.0.2.129/25

RVI units and addresses

This configurationexamplecreates two IPsubnets, one for theblueVLANand thesecond

for the redVLAN. The switchbridges trafficwithin theVLANs. For traffic passingbetween

two VLANs, the switch routes the traffic using an RVI on which you have configured

addresses in each IP subnet.

To keep the example simple, the configuration steps show only a few interfaces and

VLANs. Use the same configuration procedure to addmore interfaces and VLANs. By

default, all interfaces are in accessmode, so you do not have to configure the portmode.

Configure Layer 2 switching for two VLANs

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (blue and red) and to quickly

configureLayer 3 routingof trafficbetween the twoVLANs, copy the followingcommands

and paste them into the switch terminal window:

[edit]
set interfaces xe-0/0/4 unit 0 description “Sales server port”
set interfaces xe-0/0/4 unit 0 family ethernet-switching vlanmembers blue
set interfaces xe-0/0/6 unit 0 description “Sales wireless access point port”
set interfaces xe-0/0/6 unit 0 family ethernet-switching vlanmembers blue
set interfaces xe-0/0/0 unit 0 description “Support servers”
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers red
set interfaces xe-0/0/2 unit 0 description “Support wireless access point port”
set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers red
set interfaces vlan unit 100 family inet address 192.0.2.1/25
set interfaces vlan unit 200 family inet address 192.0.2.129/25
set vlans blue l3-interface vlan.100
set vlans blue vlan-id 100
set vlans red vlan-id 200
set vlans red l3-interface vlan.200
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Step-by-Step
Procedure

To configure the switch interfaces and the VLANs to which they belong:

1. Configure the interface for the sales server in the blue VLAN:

[edit interfaces xe-0/0/4 unit 0]
user@switch# set description “Sales server port”
user@switch# set family ethernet-switching vlanmembers blue

2. Configure the interface for the wireless access point in the blue VLAN:

[edit interfaces xe-0/0/6 unit 0]
user@switch# set description “Sales wireless access point port”
user@switch# set family ethernet-switching vlanmembers blue

3. Configure the interface for the support server in the red VLAN:

[edit interfaces xe-0/0/0 unit 0]
user@switch# set description “Support server port”
user@switch# set family ethernet-switching vlanmembers red

4. Configure the interface for the wireless access point in the red VLAN:

[edit interfaces xe-0/0/2 unit 0]
user@switch# set description “Support wireless access point port”
user@switch# set family ethernet-switching vlanmembers red

Step-by-Step
Procedure

Now create the VLANs and the RVI. The RVI will have logical units in the broadcast

domains of both VLANs.

1. Create the red and blue VLANs by configuring the VLAN IDs for them:

[edit vlans]
user@switch# set blue vlan-id 100
user@switch# set red vlan-id 200

2. Create the interface named vlanwith a logical unit in the sales broadcast domain

(blue VLAN):

[edit interfaces]
user@switch# set vlan unit 100 family inet address 192.0.2.1/25

The unit number is arbitrary and does not have tomatch the VLAN tag ID. However,

configuring the unit number to match the VLAN ID can help avoid confusion.

NOTE: If you are using a version of Junos OS that supports Enhanced
Layer 2 Software (ELS), you can also create a Layer 3 virtual interface
named irb instead of vlan.

3. Adda logical unit in the support broadcast domain (redVLAN) to the vlan interface:

[edit interfaces]
user@switch# set vlan unit 200 family inet address 192.0.2.129/25

4. Complete the RVI configuration by binding the red and blue VLANs (Layer 2) with

the appropriate logical units of the vlan interface (Layer 3):

[edit vlans]
user@switch# set blue l3-interface vlan.100
user@switch# set red l3-interface vlan.200

Display the results of the configuration:
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user@switch> show configuration
interfaces {
xe-0/0/4 {
unit 0 {
description “Sales server port”;
family ethernet-switching {
vlanmembers blue;

}
}

}
xe-0/0/6 {
unit 0 {
description “Sales wireless access point port”;
family ethernet-switching {
vlanmembers blue;

}
}

}
xe-0/0/0 {
unit 0 {
description “Support server port”;
family ethernet-switching {
vlanmembers red;

}
}

}
xe-0/0/2 {
unit 0 {
description “Support wireless access point port”;
family ethernet-switching {
vlanmembers red;

}
}

}
vlan {
unit 100 {
family inet address 192.0.2.1/25;

}
unit 200 {
family inet address 192.0.2.129/25;
}

}
}

}
vlans {
blue {
vlan-id 100;
interface xe-0/0/4.0:
interface xe-0/0/6.0;
l3-interface vlan 100;

}
red {
vlan-id 200;
interface xe-0/0/0.0:
interface xe-0/0/2.0;
l3-interface vlan 200;
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}
}

TIP: To quickly configure the blue and red VLAN interfaces, issue the load

merge terminal command, copy the hierarchy, and paste it into the switch

terminal window.

Verification

To verify that the blue and redVLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 1432

• Verifying That Traffic Can Be Routed Between the Two VLANs on page 1432

VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that theVLANsblueand redhavebeencreatedon theswitchand thatall connected

interfaces on the switch are members of the correct VLAN.

Action List all VLANs configured on the switch:

user@switch> show vlans
Name          Tag      Interfaces
default               xe-0/0/0.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/6.0,
blue          100      xe-0/0/4.0, xe-0/0/6, 
red           200      xe-0/0/0.0, xe-0/0/2.0, *
mgmt                   me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the blue and red VLANs

have been created. The blue VLAN has a tag ID of 100 and is associated with interfaces

xe-0/0/4.0and xe-0/0/6.0. VLAN redhasa tag IDof 200and is associatedwith interfaces

xe-0/0/0.0 and xe-0/0/2.0.

Verifying That Traffic Can Be Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action Verify that the RVI logical units are up:

user@switch> show interfaces terse
vlan.100                 up    up   inet     192.0.2.1/25

vlan.200                 up    up   inet     192.0.2.129/25

NOTE: At leastoneport (accessor trunk)withanappropriateVLANassigned
to it must be up for the vlan interface to be up.
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Verify that switch has created routes that use the RVI logical units:

user@switch> show route
192.0.2.0/25        *[Direct/0] 1d 03:26:45
                     > via vlan.100 
192.0.2.1/32        *[Local/0] 1d 03:26:45
                       Local via vlan.100
192.0.2.128/25      *[Direct/0] 1d 03:26:45
                     > via vlan.200 
192.0.2.129/32      *[Local/0] 1d 03:26:45
                       Local via vlan.200

List the Layer 3 routes in the switch's Address Resolution Protocol (ARP) table:

user@switch> show arp
MAC Address              Address           Name                      Flags

00:00:0c:06:2c:0d        192.0.2.7        vlan.100                   None
00:13:e2:50:62:e0        192.0.2.132      vlan.200                   None

Meaning The output of the show interfaces and show route commands show that the Layer 3

RVI logical units are working and the switch has used them to create direct routes that

itwill use to forward traffic between theVLANsubnets. The showarp commanddisplays
themappingsbetween the IPaddressesandMACaddresses for devicesonboth vlan.100

(associatedwithVLANblue)and vlan.200 (associatedwithVLAN red).These twodevices

can communicate.

Related
Documentation

Understanding Routed VLAN Interfaces on page 1409•

• irb (Interfaces) on page 2067

• l3-interface on page 1618

Example: Setting Up Basic Bridging and a VLAN on the QFX Series

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices—storage devices, file servers, and other LAN components—in a LAN and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.

This example describes how to configure basic bridging and VLANs for the QFX Series:

• Requirements on page 1434

• Overview and Topology on page 1434
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• Configuration on page 1434

• Verification on page 1443

Requirements

This example uses the following software and hardware components:

• Junos OS Release 11.1 or later for the QFX Series

• A configured and provisioned QFX Series product

Overview and Topology

To use a switch to connect network devices on a LAN, youmust at aminimum configure

bridging andVLANs. By default, bridging is enabled on all switch interfaces, all interfaces

are in access mode, and all interfaces belong to a VLAN called employee-vlan, which is

automatically configured.When youplug in accessdevices—suchasdesktop computers,

file servers, and printers—they are joined immediately into the employee-vlan VLAN, and

the LAN is up and running.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.) You use the ports to connect

devices that have their own power sources. Table 1 details the topology used in this

configuration example.

Table 126: Components of the Basic Bridging Configuration Topology

SettingsProperty

QFX3500 switch, with 48 10-Gbps Ethernet portsSwitch hardware

employee-vlanVLAN name

10VLAN ID

xe-0/0/17 and xe-0/0/18Connections to file servers

xe-0/0/0 through xe-0/0/16Direct connections to desktop PCs and laptops

xe-0/0/19 through xe-0/0/40Connections to integrated printer/fax/copier machines

xe-0/0/41 through xe-0/0/47Unused ports

Configuration

CLI Quick
Configuration

To quickly configure a VLAN, copy the following commands and paste them into the

switch terminal window:

[edit]
set vlans employee-vlan vlan-id 10
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers employee-vlan
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set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/4 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/5 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/6 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/7 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/8 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/9 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/12 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/15 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/16 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/17 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/18 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/19 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/23 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/25 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/27 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/28 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/29 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/32 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/33 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/34 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/35 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/36 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/37 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/38 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/39 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/40 unit 0 family ethernet-switching vlanmembers employee-vlan

Step-by-Step
Procedure

To set up basic bridging and a VLAN:

1. Create a VLAN named employee-vlan and specify the VLAN ID of 10 for it:

[edit vlans]
user@switch# set employee-vlan vlan-id 10

2. Assign interfaces xe-0/0/0 through xe-0/0/40 to the employee-vlan VLAN:

[edit interface]
user@switch# setxe-0/0/0unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/1unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/2unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/3unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/4unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/5unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/6unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/7unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/8unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/9unit0 familyethernet-switchingvlanmembersemployee-vlan

1435Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



user@switch# setxe-0/0/10unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/11unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/12unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/13unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/14unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/15unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/16unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/17unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/18unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/19unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/20unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/21unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/22unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/23unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/24unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/25unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/26unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/27unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/28unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/29unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/30unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/31unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/32unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/33unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/34unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/35unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/36unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/37unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/38unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/39unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/40unit0familyethernet-switchingvlanmembersemployee-vlan

3. Connect the two file servers to ports xe-0/0/17 and xe-0/0/18.

4. Connect the desktop PCs and laptops to ports xe-0/0/0 through xe-0/0/16.

5. Connect the integrated printer/fax/copier machines to ports xe-0/0/19 through

xe-0/0/40.

Copyright © 2014, Juniper Networks, Inc.1436

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Results Check the results of the configuration:

user@switch> show configuration
    xe-0/0/0 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/1 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/2 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/3 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/4 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/5 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/6 {
        unit 0 {
            family ethernet-switching {
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                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/7 {
        unit 0 {
            family ethernet-switching {
                 vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/8 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/9 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/10 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/11 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/12 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
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    xe-0/0/13 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/14 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/15 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/16 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/17 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/18 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/19 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
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        }
    }
    xe-0/0/20 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/21 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/22 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/23 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/24 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/25 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/26 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
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                }
            }
        }
    }
    xe-0/0/27 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/28 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/29 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/30 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/31 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/32 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/33 {
        unit 0 {
            family ethernet-switching {
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                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/34 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/35 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/36 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/37 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/38 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/39 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/40 {
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        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }

Verification

To verify that switching is operational and that employee-vlan has been created, perform

these tasks:

• Verifying That the VLAN Has Been Created on page 1443

• Verifying That Interfaces Are Associated with the Proper VLANs on page 1444

Verifying That the VLANHas Been Created

Purpose Verify that the VLAN named employee-vlan has been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans
Routing instance        VLAN name             Tag         Interfaces
default-switch          employee-vlan            10
                                                             xe-0/0/0.0
                                                             xe-0/0/1.0
                                                             xe-0/0/2.0
                                                             xe-0/0/3.0
                                                             xe-0/0/4.0
                                                             xe-0/0/5.0
                                                             xe-0/0/6.0
                                                             xe-0/0/7.0
                                                             xe-0/0/8.0
                                                             xe-0/0/9.0
                                                             xe-0/0/10.0
                                                             xe-0/0/11.0
                                                             xe-0/0/12.0
                                                             xe-0/0/13.0
                                                             xe-0/0/14.0
                                                             xe-0/0/15.0
                                                             xe-0/0/16.0
                                                             xe-0/0/17.0
                                                             xe-0/0/18.0
                                                             xe-0/0/19.0
                                                             xe-0/0/20.0
                                                             xe-0/0/21.0
                                                             xe-0/0/22.0
                                                             xe-0/0/23.0
                                                             xe-0/0/24.0
                                                             xe-0/0/25.0
                                                             xe-0/0/26.0
                                                             xe-0/0/27.0
                                                             xe-0/0/28.0
                                                             xe-0/0/29.0
                                                             xe-0/0/30.0
                                                             xe-0/0/31.0
                                                             xe-0/0/32.0
                                                             xe-0/0/33.0
                                                             xe-0/0/34.0
                                                             xe-0/0/35.0
                                                             xe-0/0/36.0
                                                             xe-0/0/37.0
                                                             xe-0/0/38.0
                                                             xe-0/0/39.0
                                                             xe-0/0/40.0
...

Meaning The show vlans command lists the VLANs configured on the switch. This output shows

that the VLAN employee-vlan has been created.

Verifying That Interfaces Are Associated with the Proper VLANs

Purpose Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are

included in the VLAN.
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Action List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/0.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/1.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/2.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/3.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/4.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/5.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/6.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
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Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/7.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/8.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/9.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/10.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/11.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/12.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/13.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/14.0                   65535                                 untagged
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             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/15.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/16.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/17.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/18.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/19.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/20.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/21.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
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Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/22.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/23.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/24.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/25.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/26.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/27.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/28.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/29.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
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Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/30.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/31.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/32.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/33.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/34.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/35.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/36.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
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xe-0/0/37.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/38.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/39.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/40.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
...

Meaning The show ethernet-switching interfaces command lists all interfaces on which switching

is enabled (in the Logical interface column), along with the VLANs that are active on the

interfaces (in the VLANmembers column). The output in this example shows all the

connected interfaces, xe-0/0/0 through xe-0/0/40, are all part of VLAN employee-vlan.

Notice that the interfaces listed are the logical interfaces, not the physical interfaces. For

example, the output shows xe-0/0/0.0 instead of xe-0/0/0. This is because Junos OS

creates VLANs on logical interfaces, not directly on physical interfaces.

Related
Documentation

Example: Setting Up Bridging with Multiple VLANs on page 1451•

• Understanding Bridging and VLANs on page 1402

Bridging and VLAN Configuration Examples (Original CLI Only)

• Example: Disabling MAC Learning on page 1450

• Example: Setting Up Bridging with Multiple VLANs on page 1451

Example: DisablingMAC Learning

By default, MAC learning is enabled on the QFX Series. This topic provides examples for

disabling, enabling, and verifying the operation ofMAC learning on theQFXSeries. These

examples require that you be logged in as the root user to the switch on which you wish

to modify MAC learning.
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NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches does
not support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Disabling MAC
Learning” on page 1457.

• To disable MAC learning in a VLAN:

[edit]
user@switch# edit ethernet-switching-options interfaces xe-0/0/0.0
[edit ethernet-switching-options interfaces xe-0/0/0.0]
user@switch# set no-mac-learning

• To reenable MAC learning:

[edit]
user@switch# edit ethernet-switching-options interfaces xe-0/0/0.0
[edit ethernet-switching-options interfaces xe-0/0/0.0]
user@switch# delete no-mac-learning

• To verify the status of MAC learning on the QFX Series:

user@switch> show ethernet-switching table
Learning stats: 10 learn msg rcvd, 2 error, 0 forced update
Interface              Local pkts        Transit pkts      Error
xe-0/0/0.0        0                 6                 1
xe-0/0/22.0       0                 0                 0
xe-0/0/1.0        0                 4                 1
xe-0/0/2.0        0                 0                 0
xe-0/0/3.0        0                 0                 0
xe-0/0/4.0        0                 0                 0
xe-0/0/19.0       0                 0                 0
xe-0/0/18.0       0                 0                 0
xe-0/0/9.0        0                 0                 0

Related
Documentation

Understanding MAC Learning on page 1410•

• Disabling MAC Learning on page 1537

• no-mac-learning (Per VLAN)

Example: Setting Up Bridging with Multiple VLANs

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices in a LAN—storage devices, file servers, and other network components—and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.
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NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches does
not support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Setting Up Bridging
with Multiple VLANs” on page 1458.

This example describes how to configure bridging for the QFX Series and how to create

two VLANs to segment the LAN:

• Requirements on page 1452

• Overview and Topology on page 1452

• Configuration on page 1453

• Verification on page 1455

Requirements

This example uses the following hardware and software components:

• A configured and provisioned QFX3500 switch

• Junos OS Release 11.1 or later for the QFX Series

Overview and Topology

Switches connect all devices in an office or data center into a single LAN to provide

sharing of common resources such as file servers. The default configuration creates a

single VLAN, and all traffic on the switch is part of that broadcast domain. Creating

separate network segments reduces the span of the broadcast domain and enables you

to group related users and network resources without being limited by physical cabling

or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch. One VLAN, called sales, is for the sales andmarketing group,

and a second, called support, is for the customer support team. The sales and support

groups each have their own dedicated file servers and other resources. For the switch

ports to be segmented across the two VLANs, each VLANmust have its own broadcast

domain, identified by a unique name and tag (VLAN ID). In addition, each VLANmust be

on its own distinct IP subnet.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.)

Table 127: Components of theMultiple VLAN Topology

SettingsProperty

QFX3500 switch configured with 48 10-Gbps Ethernet ports
(xe-0/0/0 through xe-0/0/47)

Switch hardware
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Table 127: Components of theMultiple VLAN Topology (continued)

SettingsProperty

sales, tag 100
support, tag 200

VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through
192.0.2.254)

VLAN subnets

File servers: xe-0/0/20 and xe-0/0/21Interfaces in VLAN sales

File servers: xe-0/0/46 and xe-0/0/47Interfaces in VLAN support

xe-0/0/2 and xe-0/0/25Unused interfaces

This configuration example creates two IP subnets, one for the sales VLAN and the

second for the support VLAN. The switchbridges trafficwithin aVLAN. For traffic passing

between two VLANs, the switch routes the traffic using a Layer 3 routing interface on

which you have configured the address of the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of

the VLANs. Use the same configuration procedure to addmore LAN devices.

Configuration

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (sales and support) and to

quickly configure Layer 3 routing of traffic between the two VLANs, copy the following

commands and paste them into the switch terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/20 unit 0 description “Sales file server port”
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/46 unit 0 description “Support file server port”
set interfaces xe-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces vlan unit 0 family inet address 192.0.2.0/25
set interfaces vlan unit 1 family inet address 192.0.2.128/25
set vlans sales l3–interface vlan.0
set vlans sales vlan-id 100
set vlans support vlan-id 200
set vlans support l3-interface vlan.1
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Step-by-Step
Procedure

Configure the switch interfaces and the VLANs to which they belong. By default, all

interfaces are in access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”
user@switch# set family ethernet-switching vlanmembers sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlanmembers support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANs:

[edit vlans]
user@switch# set sales vlan-id 100
user@switch# set support vlan-id 200

6. To route traffic between the sales and support VLANs, define the interfaces that

are members of each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales l3-interface vlan.0
user@switch# set support l3-interface vlan.1

Display the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/20 {
unit 0 {
description “Sales file server port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
xe-0/0/46 {
unit 0 {
description “Support file server port”;
family ethernet-switching {
vlanmembers support;

}
}
vlans {
unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {
family inet address 192.0.2.129/25;

}
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}
}

}
vlans {
sales {
vlan-id 100;
interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
l3-interface vlan 0;

}
support {
vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
l3-interface vlan 1;

}
}

TIP: To quickly configure the sales and support VLAN interfaces, issue the
loadmerge terminal command. Then copy the hierarchy and paste it into the

switch terminal window.

Verification

Verify that the sales and support VLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 1455

• Verifying That Traffic Is Being Routed Between the Two VLANs on page 1456

• Verifying That Traffic Is Being Switched Between the Two VLANs on page 1456

VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that the sales and support VLANs have been created on the switch and that all

connected interfaces on the switch are members of the correct VLAN.

Action To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans
Name           Tag     Interfaces
default       
                       xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
                       xe-0/0/6.0,  xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
                       xe-0/0/10.0*, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0*,
                       xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,
                       xe-0/0/18.0, xe-0/0/19.0, xe-0/0/21.0, xe-0/0/23.0*,
                       xe-0/0/25.0, xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29.0,
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                       xe-0/0/30.0, xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33.0,
                       xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,
                       xe-0/0/38.0, xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41.0,
                       xe-0/0/42.0, xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47.0,
                       xe-0/1/0.0*, xe-0/1/1.0*, xe-0/1/2.0*, xe-0/1/3.0*

sales       100
                       xe-0/0/0.0*, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support     200
                       xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the sales and support

VLANs have been created. The sales VLAN has a tag ID of 100 and is associated with

interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0, and xe-0/0/22.0. VLAN support has a

tag ID of 200 and is associated with interfaces xe-0/0/24.0, xe-0/0/26.0, xe-0/0/44.0,

and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp
MAC Address       Address         Name                     Flags

00:00:0c:06:2c:0d        192.0.2.3       vlan.0                   None
00:13:e2:50:62:e0        192.0.2.11      vlan.1                   None

Meaning Sending IP packets on amultiaccess network requires mapping from an IP address to a

MAC address (the physical or hardware address). The ARP table displays the mapping

between the IP address and MAC address for both vlan.0 (associated with sales) and

vlan.1 (associated with support). These VLANs can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose Verify that learned entries are being added to the Ethernet switching table.

Action List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:00:05:00:00:01 Learn          - xe-0/0/10.0
  default           00:00:5e:00:01:09 Learn          - xe-0/0/13.0
  default           00:19:e2:50:63:e0 Learn          - xe-0/0/23.0
  sales             *                 Flood          - All-members
  sales             00:00:5e:00:07:09 Learn          - xe-0/0/0.0
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  support           *                 Flood          – All–members
  support           00:00:5e:00:01:01 Learn          – xe-0/0/46.0

Meaning The output shows that learned entries for the sales and supportVLANs have been added

to the Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and

xe-0/0/46.0. Even though the VLANs were associated with more than one interface in

the configuration, these interfaces are the only ones that are currently operating.

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Understanding Bridging

Bridging and VLAN Configuration Examples (ELS CLI Only)

• Example: Disabling MAC Learning on page 1457

• Example: Setting Up Bridging with Multiple VLANs on page 1458

Example: DisablingMAC Learning

By default, MAC learning is enabled on the QFX Series. This topic provides examples for

disabling, enabling, and verifying the operation ofMAC learning on theQFXSeries. These

examples require that you be logged in as the root user to the switch on which you wish

to modify MAC learning.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that does not support ELS, see “Example: Disabling
MAC Learning” on page 1450. For ELS details, see “Getting Started with
Enhanced Layer 2 Software” on page 58.

• To disable MAC learning in a VLAN:

[edit]
user@switch# set vlans vlan10 switch-options interface xe-0/0/0.0 no-mac-learning

• To reenable MAC learning:

[edit] vlans vlan10 switch-options interface xe-0/0/0.0
user@switch# delete no-mac-learning

• To verify the status of MAC learning on the QFX Series:

user@switch> show ethernet-switching table
Learning stats: 10 learn msg rcvd, 2 error, 0 forced update
Interface              Local pkts        Transit pkts      Error
xe-0/0/0.0        0                 6                 1
xe-0/0/22.0       0                 0                 0
xe-0/0/1.0        0                 4                 1
xe-0/0/2.0        0                 0                 0
xe-0/0/3.0        0                 0                 0
xe-0/0/4.0        0                 0                 0
xe-0/0/19.0       0                 0                 0
xe-0/0/18.0       0                 0                 0
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xe-0/0/9.0        0                 0                 0

Related
Documentation

Understanding MAC Learning on page 1410•

• Disabling MAC Learning on page 1547

• no-mac-learning on page 1625

Example: Setting Up Bridging with Multiple VLANs

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices in a LAN—storage devices, file servers, and other network components—and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.

This example describes how to configure bridging for the QFX Series and how to create

two VLANs to segment the LAN:

NOTE: This tasksupports theEnhancedLayer2Software(ELS)configuration
style. For ELS details, see “Getting Startedwith Enhanced Layer 2 Software”
on page 58. If your switch runs software that does not supports ELS, see
“Example: Setting Up Bridging with Multiple VLANs” on page 1451.

• Requirements on page 1458

• Overview and Topology on page 1458

• Configuration on page 1459

• Verification on page 1461

Requirements

This example uses the following hardware and software components:

• A configured and provisioned QFX3500 switch

• Junos OS Release 13.2X50-D15 or later for the QFX Series

Overview and Topology

Switches connect all devices in an office or data center into a single LAN to provide

sharing of common resources such as file servers. The default configuration creates a

single VLAN, and all traffic on the switch is part of that broadcast domain. Creating

separate network segments reduces the span of the broadcast domain and enables you
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to group related users and network resources without being limited by physical cabling

or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch. One VLAN, called sales, is for the sales andmarketing group,

and a second, called support, is for the customer support team. The sales and support

groups each have their own dedicated file servers and other resources. For the switch

ports to be segmented across the two VLANs, each VLANmust have its own broadcast

domain, identified by a unique name and tag (VLAN ID). In addition, each VLANmust be

on its own distinct IP subnet.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.)

Table 128: Components of theMultiple VLAN Topology

SettingsProperty

QFX3500 switch configured with 48 10-Gbps Ethernet ports
(xe-0/0/0 through xe-0/0/47)

Switch hardware

sales, tag 100
support, tag 200

VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through
192.0.2.254)

VLAN subnets

File servers: xe-0/0/20 and xe-0/0/21Interfaces in VLAN sales

File servers: xe-0/0/46 and xe-0/0/47Interfaces in VLAN support

xe-0/0/2 and xe-0/0/25Unused interfaces

This configuration example creates two IP subnets, one for the sales VLAN and the

second for the support VLAN. The switchbridges trafficwithin aVLAN. For traffic passing

between two VLANs, the switch routes the traffic using a Layer 3 routing interface on

which you have configured the address of the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of

the VLANs. Use the same configuration procedure to addmore LAN devices.

Configuration

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (sales and support) and to

quickly configure Layer 3 routing of traffic between the two VLANs, copy the following

commands and paste them into the switch terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers sales
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set interfaces xe-0/0/20 unit 0 description “Sales file server port”
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/46 unit 0 description “Support file server port”
set interfaces xe-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces vlan unit 0 family inet address 192.0.2.0/25
set interfaces vlan unit 1 family inet address 192.0.2.128/25
set vlans sales l3–interface irb.0
set vlans sales vlan-id 100
set vlans support vlan-id 200
set vlans support l3-interface irb.1

Step-by-Step
Procedure

Configure the switch interfaces and the VLANs to which they belong. By default, all

interfaces are in access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”
user@switch# set family ethernet-switching vlanmembers sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlanmembers support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANs:

[edit vlans]
user@switch# set sales vlan-id 100
user@switch# set support vlan-id 200

6. To route traffic between the sales and support VLANs, define the interfaces that

are members of each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales l3-interface irb.0
user@switch# set support l3-interface irb.1

Display the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/20 {
unit 0 {
description “Sales file server port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
xe-0/0/46 {
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unit 0 {
description “Support file server port”;
family ethernet-switching {
vlanmembers support;

}
}
vlans {
unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {
family inet address 192.0.2.129/25;

}
}

}
}
vlans {
sales {
vlan-id 100;
interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
l3-interface irb0;

}
support {
vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
l3-interface irb1;

}
}

TIP: To quickly configure the sales and support VLAN interfaces, issue the
loadmerge terminal command. Then copy the hierarchy and paste it into the

switch terminal window.

Verification

Verify that the sales and support VLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 1462

• Verifying That Traffic Is Being Routed Between the Two VLANs on page 1462

• Verifying That Traffic Is Being Switched Between the Two VLANs on page 1463
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VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that the sales and support VLANs have been created on the switch and that all

connected interfaces on the switch are members of the correct VLAN.

Action To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans
Name           Tag     Interfaces
default       
                       xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
                       xe-0/0/6.0,  xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
                       xe-0/0/10.0*, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0*,
                       xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,
                       xe-0/0/18.0, xe-0/0/19.0, xe-0/0/21.0, xe-0/0/23.0*,
                       xe-0/0/25.0, xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29.0,
                       xe-0/0/30.0, xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33.0,
                       xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,
                       xe-0/0/38.0, xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41.0,
                       xe-0/0/42.0, xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47.0,
                       xe-0/1/0.0*, xe-0/1/1.0*, xe-0/1/2.0*, xe-0/1/3.0*

sales       100
                       xe-0/0/0.0*, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support     200
                       xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the sales and support

VLANs have been created. The sales VLAN has a tag ID of 100 and is associated with

interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0, and xe-0/0/22.0. VLAN support has a

tag ID of 200 and is associated with interfaces xe-0/0/24.0, xe-0/0/26.0, xe-0/0/44.0,

and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp
MAC Address       Address         Name                     Flags

00:00:0c:06:2c:0d        192.0.2.3       vlan.0                   None
00:13:e2:50:62:e0        192.0.2.11      vlan.1                   None

Meaning Sending IP packets on amultiaccess network requires mapping from an IP address to a

MAC address (the physical or hardware address). The ARP table displays the mapping

between the IP address and MAC address for both vlan.0 (associated with sales) and

vlan.1 (associated with support). These VLANs can route traffic to each other.
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Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose Verify that learned entries are being added to the Ethernet switching table.

Action List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:00:05:00:00:01 Learn          - xe-0/0/10.0
  default           00:00:5e:00:01:09 Learn          - xe-0/0/13.0
  default           00:19:e2:50:63:e0 Learn          - xe-0/0/23.0
  sales             *                 Flood          - All-members
  sales             00:00:5e:00:07:09 Learn          - xe-0/0/0.0
  support           *                 Flood          – All–members
  support           00:00:5e:00:01:01 Learn          – xe-0/0/46.0

Meaning The output shows that learned entries for the sales and supportVLANs have been added

to the Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and

xe-0/0/46.0. Even though the VLANs were associated with more than one interface in

the configuration, these interfaces are the only ones that are currently operating.

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Understanding Bridging and VLANs on page 1402

Proxy ARP Example (Original CLI Only)

• Example: Configuring Proxy ARP on page 1463

Example: Configuring Proxy ARP

You can configure proxy Address Resolution Protocol (ARP) on switch to enable the

switch to respond toARPqueries for network addressesbyoffering its ownMACaddress.

WithproxyARPenabled, theswitchcapturesand routes traffic to the intendeddestination.

This example shows how to configure proxy ARP on an access switch:

• Requirements on page 1463

• Overview and Topology on page 1464

• Configuration on page 1464

• Verification on page 1465

Requirements

This example uses the following hardware and software components:

• One QFX3500 switch

• Junos OS Release 11.1 or later for the QFX Series
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Overview and Topology

This example shows theconfigurationofproxyARPonan interfaceusing restrictedmode.

In restrictedmode, the switch does not act as a proxy for hosts on the same subnet.

The topology for this exampleconsistsofoneswitch.Whenahostwants tocommunicate

with a host that is not already in its ARP table, it broadcasts an ARP request for theMAC

address of the destination host:

• When proxy ARP is not enabled, a host that shares the same IP address replies directly

to theARP request, providing itsMACaddress, and future transmissionsare sentdirectly

to the destination host MAC address.

• WhenproxyARP isenabled, theswitch responds toARP requests, providing theswitch’s

MAC address—even when the destination IP address is the same as the source IP

address. Thus, communications must be sent through the switch and then routed

through the switch to the appropriate destination.

Configuration

To configure proxy ARP, perform the following tasks:

CLI Quick
Configuration

To quickly configure proxy ARP on an interface, copy the following command and paste

it into the switch terminal window:

[edit]
set interfaces ge-0/0/3 unit 0 proxy-arp restricted

Step-by-Step
Procedure

You configure proxy ARP on individual interfaces.

1. To configure proxy ARP on an interface:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 proxy-arp restricted

BEST PRACTICE: We recommend that you configure proxy ARP in
restrictedmode. In restrictedmode, the switch does not act as a proxy
if the source and target IP addresses are on the same subnet. If you use
unrestrictedmode, disable gratuitous ARP requests on the interface to
avoid a situation wherein the switch’s response to a gratuitous ARP
request appears to the host to be an indication of an IP conflict.

[edit interfaces]
user@switch# set xe-0/0/3 no-gratuitous-arp-request

Results Display the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/3 {
unit 0 {
proxy-arp restricted;
family ethernet-switching;
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}
}

Verification

To verify that the switch is sending proxy ARPmessages, perform these tasks:

• Verifying That the Switch Is Sending Proxy ARPMessages on page 1465

Verifying That the Switch Is Sending Proxy ARPMessages

Purpose Verify that the switch is sending proxy ARPmessages.

Action List the system statistics for ARPmessages:

user@switch> show system statistics arp
arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         2 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor

Meaning The statistics show that two proxy ARP requests were received. The unrestricted proxy

requests not proxied and restricted proxy requests not proxied fields indicate that all the

unproxied ARP requests received have been proxied by the switch.
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Related
Documentation

Configuring Proxy ARP (CLI Procedure) on page 1552•

• Configuring Proxy ARP on page 1551

• Understanding Proxy ARP on page 1417

STP Configuration Examples

• Example: Configuring Faster Convergence and Improving Network Stability with

RSTP on page 1466

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Connecting an Access Switch to a Distribution Switch on page 1504

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on page 1521

Example: Configuring Faster Convergence and Improving Network Stability with RSTP

TheQFXSeriesproductsuseRapidSpanningTreeProtocol (RSTP) toprovidea loop-free

topology. RSTP identifies certain links as point to point. When a point-to-point link fails,

the alternate link can transition to the forwarding state. RSTP provides quicker

reconvergence time than original STP because it uses protocol handshakemessages

rather than fixed timeouts. Eliminating the need to wait for timers to expiremakes RSTP

more efficient than STP.

This example describes how to configure RSTP on four QFX3500 switches:

• Requirements on page 1466

• Overview and Topology on page 1467

• Configuring RSTP on Switch 1 on page 1468

• Configuring RSTP on Switch 2 on page 1471

• Configuring RSTP on Switch 3 on page 1473

• Configuring RSTP on Switch 4 on page 1476

• Verification on page 1478

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 for the QFX3500 switches

• Four QFX3500 switches
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Overview and Topology

In this example, QFX3500 switches are connected in the topology displayed in

Figure 17 on page 1467 to create a loop-free topology.

Figure 17: Network Topology for RSTP

The interfaces shown in Table 129 on page 1467 will be configured for RSTP.

NOTE: YoucanconfigureRSTPon logicalorphysical interfaces.Thisexample
shows RSTP configured on logical interfaces.

Table 129: Topology for Configuring RSTP on the QFX Series

SettingsComponents

The following ports on Switch 1 are connected in this way:

• xe-0/0/9 is connected to Switch 2

• xe-0/0/13 is connected to Switch 4

• xe-0/0/11 is connected to Switch 3

Switch 1

The following ports on Switch 2 are connected in this way:

• xe-0/0/14 is connected to Switch 1

• xe-0/0/18 is connected to Switch 3

Switch 2
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Table 129: Topology for Configuring RSTP on the QFX Series (continued)

SettingsComponents

The following ports on Switch 3 are connected in this way:

• xe-0/0/26 is connected to Switch 1

• xe-0/0/28 is connected to Switch 2

• xe-0/0/24 is connected to Switch 4

Switch 3

The following ports on Switch 4 are connected in this way:

• xe-0/0/19 is connected to Switch 1

• xe-0/0/23 is connected to Switch 3

Switch 4

sales-vlan, tag 10
engineering-vlan, tag 20
publications-vlan, tag 30
support-vlan, tag 40

VLAN names and tag IDs

This configuration example creates a loop-free topology between four switches using

RSTP.

An RSTP topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

• The backup port is a backup port for the designated port.When a designated port goes

down, thebackupport becomes theactivedesignatedport andstarts forwardingdata.

Configuring RSTP on Switch 1

CLI Quick
Configuration

To quickly configure interfaces and RSTP on Switch 1, copy the following commands and

paste them into the switch terminal window:

NOTE: If you are configuring RSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
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set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/13 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/9 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode trunk
set protocols rstp bridge-priority 16k
set protocols rstp interface xe-0/0/13.0 cost 1000
set protocols rstp interface xe-0/0/13.0mode point-to-point
set protocols rstp interface xe-0/0/9.0 cost 1000
set protocols rstp interface xe-0/0/9.0mode point-to-point
set protocols rstp interface xe-0/0/11.0 cost 1000
set protocols rstp interface xe-0/0/11.0mode point-to-point

Step-by-Step
Procedure

To configure interfaces and RSTP on Switch 1:

1. Configure the VLANs sales-vlan, engineering-vlan and publications-vlan, and

support-vlan:

[edit vlans]
user@switch1# set sales-vlan description “Sales VLAN”
user@switch1# set sales-vlan vlan-id 10
user@switch1# set engineering-vlan description “Engineering VLAN”
user@switch1# set engineering-vlan vlan-id 20
user@switch1# set publications-vlan description “Publications VLAN”
user@switch1# set publications-vlan vlan-id 30

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch1# set xe-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set xe-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set xe-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringRSTPondevices thatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch1# set xe-0/0/13 unit 0 family ethernet-switching port-mode trunk
user@switch1# set xe-0/0/9 unit 0 family ethernet-switching port-mode trunk
user@switch1# set xe-0/0/11 unit 0 family ethernet-switching port-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch1# rstp bridge-priority 16k
user@switch1# rstp interface xe-0/0/13.0 cost 1000
user@switch1# rstp interface xe-0/0/13.0mode point-to-point
user@switch1# rstp interface xe-0/0/9.0 cost 1000
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user@switch1# rstp interface xe-0/0/9.0mode point-to-point
user@switch1# rstp interface xe-0/0/11.0 cost 1000
user@switch1# rstp interface xe-0/0/11.0mode point-to-point

Results Check the results of the configuration:

user@switch1> show configuration
interfaces {
xe-0/0/13 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
xe-0/0/9 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
xe-0/0/11 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
rstp {
bridge-priority 16k;
interface xe-0/0/13.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/9.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/11.0 {
cost 1000;
mode point-to-point;

}
}

}
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}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

Configuring RSTP on Switch 2

CLI Quick
Configuration

To quickly configure interfaces and RSTP on Switch 2, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring RSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/18 unit 0 family ethernet-switching port-mode trunk
set protocols rstp bridge-priority 32k
set protocols rstp interface xe-0/0/14.0 cost 1000
set protocols rstp interface xe-0/0/14.0mode point-to-point
set protocols rstp interface xe-0/0/18.0 cost 1000
set protocols rstp interface xe-0/0/18.0mode point-to-point
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Step-by-Step
Procedure

To configure interfaces and RSTP on Switch 2:

1. Configure the VLANs sales-vlan, engineering-vlan and publications-vlan, and

support-vlan:

[edit vlans]
user@switch2# set sales-vlan description “Sales VLAN”
user@switch2# set sales-vlan vlan-id 10
user@switch2# set engineering-vlan description “Engineering VLAN”
user@switch2# set engineering-vlan vlan-id 20
user@switch2# set publications-vlan description “Publications VLAN”
user@switch2# set publications-vlan vlan-id 30
user@switch2# set support-vlan vlan-description “Support VLAN”
user@switch2# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch2# set xe-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch2# set xe-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringRSTPondevices thatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch2# set xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
user@switch2# set xe-0/0/18 unit 0 family ethernet-switching port-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch2# rstp bridge-priority 32k
user@switch2# rstp interface xe-0/0/14.0 cost 1000
user@switch2# rstp interface xe-0/0/14.0mode point-to-point
user@switch2# rstp interface xe-0/0/18.0 cost 1000
user@switch2# rstp interface xe-0/0/18.0mode point-to-point

Results Check the results of the configuration:

user@switch2> show configuration
interfaces {
xe-0/0/14 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
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xe-0/0/18 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
rstp {
bridge-priority 32k;
interface xe-0/0/14.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/18.0 {
cost 1000;
mode point-to-point;

}
}

}
}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

Configuring RSTP on Switch 3

CLI Quick
Configuration

To quickly configure interfaces and RSTP on Switch 3, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring RSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
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set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/26 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/28 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/24 unit 0 family ethernet-switching port-mode trunk
set protocols rstp bridge-priority 8k
set protocols rstp interface xe-0/0/26.0 cost 1000
set protocols rstp interface xe-0/0/26.0mode point-to-point
set protocols rstp interface xe-0/0/28.0 cost 1000
set protocols rstp interface xe-0/0/28.0mode point-to-point
set protocols rstp interface xe-0/0/24.0 cost 1000
set protocols rstp interface xe-0/0/24.0mode point-to-point

Step-by-Step
Procedure

To configure interfaces and RSTP on Switch 3:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch3# set sales-vlan description “Sales VLAN”
user@switch3# set sales-vlan vlan-id 10
user@switch3# set engineering-vlan description “Engineering VLAN”
user@switch3# set engineering-vlan vlan-id 20
user@switch3# set publications-vlan description “Publications VLAN”
user@switch3# set publications-vlan vlan-id 30
user@switch3# set support-vlan description “Support VLAN”
user@switch3# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch3# set xe-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set xe-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set xe-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringRSTPondevices thatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch3# set xe-0/0/26 unit 0 family ethernet-switching port-mode trunk
user@switch3# set xe-0/0/28 unit 0 family ethernet-switching port-mode trunk
user@switch3# set xe-0/0/24 unit 0 family ethernet-switching port-mode trunk

4. Configure RSTP on the switch:
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[edit protocols]
user@switch3# rstp bridge-priority 8k
user@switch3# rstp interface xe-0/0/26.0 cost 1000
user@switch3# rstp interface xe-0/0/26.0mode point-to-point
user@switch3# rstp interface xe-0/0/28.0 cost 1000
user@switch3# rstp interface xe-0/0/28.0mode point-to-point
user@switch3# rstp interface xe-0/0/24.0 cost 1000
user@switch3# rstp interface xe-0/0/24.0mode point-to-point

Results Check the results of the configuration:

user@switch3> show configuration
interfaces {
xe-0/0/26 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
xe-0/0/28 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
xe-0/0/24 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
}
protocols {
rstp {
bridge-priority 8k;
interface xe-0/0/26.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/28.0 {
cost 1000;
mode point-to-point;

}
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interface xe-0/0/24.0 {
cost 1000;
mode point-to-point;

}
}
bridge-priority 8k;
}

}
}

}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

Configuring RSTP on Switch 4

CLI Quick
Configuration

To quickly configure interfaces and RSTP on Switch 4, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring RSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan–id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/23 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/19 unit 0 family ethernet-switching port-mode trunk
set protocols rstp bridge-priority 16k
set protocols rstp interface xe-0/0/23.0 cost 1000
set protocols rstp interface xe-0/0/23.0mode point-to-point
set protocols rstp interface xe-0/0/19.0 cost 1000
set protocols rstp interface xe-0/0/19.0mode point-to-point
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Step-by-Step
Procedure

To configure interfaces and RSTP on Switch 4:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch4# set sales-vlan description “Sales VLAN”
user@switch4# set sales-vlan vlan-id 10
user@switch4# set engineering-vlan description “Engineering VLAN”
user@switch4# set engineering-vlan vlan-id 20
user@switch4# set publications-vlan description “Publications VLAN”
user@switch4# set publications-vlan vlan-id 30
user@switch4# set support-vlan description “Support VLAN”
user@switch4# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch4# set xe-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch4# set xe-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringRSTPondevices thatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch4# set xe-0/0/23 unit 0 family ethernet-switching port-mode trunk
user@switch4# set xe-0/0/19 unit 0 family ethernet-switching port-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch4# rstp bridge-priority 16k
user@switch4# rstp interface all cost 1000
user@switch4# rstp interface xe-0/0/23.0 cost 1000
user@switch4# rstp interface xe-0/0/23.0mode point-to-point
user@switch4# rstp interface xe-0/0/19.0 cost 1000
user@switch4# rstp interface xe-0/0/19.0mode point-to-point

Results Check the results of the configuration:

user@switch4> show configuration
interfaces {
xe-0/0/23 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
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xe-0/0/19 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
rstp {
bridge-priority 16k;
interface xe-0/0/23.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/19.0 {
cost 1000;
mode point-to-point;

}
}

}
}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying RSTP Configuration on Switch 1 on page 1478

• Verifying RSTP Configuration on Switch 2 on page 1479

• Verifying RSTP Configuration on Switch 3 on page 1479

• Verifying RSTP Configuration on Switch 4 on page 1480

Verifying RSTP Configuration on Switch 1

Purpose Verify that the RSTP configuration on Switch 1 is correct.
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Action In operational mode, issue the show spanning-tree interface command:

user@switch1> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/13.0    128:527      128:525  16384.0019e25040e0      1000  BLK    ALT 
xe-0/0/9.0     128:529      128:513  32768.0019e2503d20      1000  BLK    ALT  
xe-0/0/11.0    128:531      128:513   8192.0019e25051e0      1000  FWD    ROOT  

Meaning See the topology in Figure 17 on page 1467. The operational mode command show

spanning-tree interface shows that xe-0/0/13.0 is in a forwarding state. The other

interfaces on Switch 1 are blocked.

Verifying RSTP Configuration on Switch 2

Purpose Verify that the RSTP configuration on Switch 2 is correct.

Action In operational mode issue the show spanning-tree interface command:

user@switch2> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/14.0     128:513      128:513  32768.0019e2503d20      1000  BLK    DESG 
xe-0/0/18.0     128:519      128:515   8192.0019e25051e0      1000  FWD    ROOT 

Meaning See the topology in Figure 17 on page 1467. The operational mode command show

spanning-tree interface shows that interface xe-0/0/18.0 is in a forwarding state and the

root port. The other interface on Switch 2 is blocked.

Verifying RSTP Configuration on Switch 3

Purpose Verify that the RSTP configuration on Switch 3 is correct.
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Action In operational mode, issue the show spanning-tree interface command:

user@switch3> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/26.0     128:513      128:513   8192.0019e25051e0      1000  FWD    DESG 
xe-0/0/28.0     128:515      128:515   8192.0019e25051e0      1000  FWD    DESG 
xe-0/0/24.0     128:517      128:517   8192.0019e25051e0      1000  FWD    DESG 

Meaning See the topology in Figure 17 on page 1467. The operational mode command show

spanning-tree interface shows that no interface is the root interface.

Verifying RSTP Configuration on Switch 4

Purpose Verify the RSTP configuration on Switch 4.

Action In operational mode, issue the show spanning-tree interface command:

user@switch4> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost

xe-0/0/23.0    128:523      128:517   8192.0019e25051e0      1000  FWD    ROOT 
xe-0/0/19.0    128:525      128:525  16384.0019e25040e0      1000  FWD    DESG 

Meaning See the topology in Figure 17 on page 1467. The operational mode command show

spanning-tree interface shows that interface xe-0/0/23.0 is the root interface and is in

the forwarding state.

Related
Documentation

Example: Configuring Network Regions for VLANs with MSTP on page 1480•

• Understanding RSTP on page 1421

Example: Configuring Network Regions for VLANswithMSTP

MultipleSpanningTreeProtocol (MSTP) isused tocreatea loop-free topology innetworks

using multiple spanning-tree regions, each region containing multiple spanning-tree

instances (MSTIs). MSTIs provide different paths for different VLANs. This functionality

facilitates more efficient load sharing across redundant links.

You can create up to64MSTI instances forQFXSeries products, andeachMSTI supports

up to 4094 VLANs.
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This example describes how to configure MSTP on four QFX3500 switches:

• Requirements on page 1481

• Overview and Topology on page 1481

• Configuring MSTP on Switch 1 on page 1484

• Configuring MSTP on Switch 2 on page 1487

• Configuring MSTP on Switch 3 on page 1490

• Configuring MSTP on Switch 4 on page 1493

• Verification on page 1496

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 for the QFX3500 switches

• Four QFX3500 switches

Overview and Topology

When the number of VLANs grows in a network, MSTP provides amore faster way of

creating a loop-free topology using MSTIs. Each MSTI in the spanning-tree domain

maintains its own tree. Each tree can bemapped to different links, utilizing bandwidth

that would be unavailable to a single tree. MSTIs reduce demand on system resources.
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Figure 18: Network Topology for MSTP

The interfaces shown in Table 130 on page 1482 will be configured for MSTP.

NOTE: YoucanconfigureMSTPon logicalorphysical interfaces.Thisexample
showsMSTP configured on logical interfaces.

Table 130: Topology for ConfiguringMSTP on the QFX Series

SettingsComponents

The following ports on Switch 1 are connected in this way:

• xe-0/0/9 is connected to Switch 2

• xe-0/0/13 is connected to Switch 4

• xe-0/0/11 is connected to Switch 3

Switch 1

The following ports on Switch 2 are connected in this way:

• xe-0/0/14 is connected to Switch 1

• xe-0/0/18 is connected to Switch 3

Switch 2
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Table 130: Topology for ConfiguringMSTP on the QFX Series (continued)

SettingsComponents

The following ports on Switch 3 are connected in this way:

• xe-0/0/26 is connected to Switch 1

• xe-0/0/28 is connected to Switch 2

• xe-0/0/24 is connected to Switch 4

Switch 3

The following ports on Switch 4 are connected in this way:

• xe-0/0/19 is connected to Switch 1

• xe-0/0/23 is connected to Switch 3

Switch 4

sales-vlan, tag 10
engineering-vlan, tag 20
publications-vlan, tag 30
support-vlan, tag 40

VLAN names and tag IDs

1
2

MSTIs

The topology in Figure 18 on page 1482 shows a Common Internal Spanning Tree (CIST).

The CIST is a single spanning tree connecting all devices in the network. The switch with

the highest priority is elected as the root bridge of the CIST.

Also in an MSTP topology are ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

• The backup port is a backup port for the designated port.When a designated port goes

down, thebackupport becomes theactivedesignatedport andstarts forwardingdata.

In this example, one MSTP region, region1, contains Switch 1, Switch 2, Switch 3, and

Switch 4. Within the region, four VLANs are created:

• The sales-vlan supports sales traffic and has a VLAN tag identifier of 10.

• The engineering-vlan supports data traffic and has a VLAN tag identifier of 20.

• The publications-vlan supports publications VLAN traffic (for supplicants that fail

802.1X authentication) and has a VLAN tag identifier of 30.

• The support-vlan supports video traffic and has a VLAN tag identifier of 40.

The VLANs are associated with specific interfaces on each of the four switches. Two

MSTIs, 1 and 2, are then associated with the VLAN tag identifiers, and someMSTP

parameters, such as cost, are configured on each switch.
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ConfiguringMSTP on Switch 1

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 1, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring MSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/13 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/9 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 16k
set protocolsmstp interface xe-0/0/13.0 cost 1000
set protocolsmstp interface xe-0/0/13.0mode point-to-point
set protocolsmstp interface xe-0/0/9.0 cost 1000
set protocolsmstp interface xe-0/0/9.0mode point-to-point
set protocolsmstp interface xe-0/0/11.0 cost 1000
set protocolsmstp interface xe-0/0/11.0mode point-to-point
set protocolsmstpmsti 1 bridge-priority 16k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 1 interface xe-0/0/11.0 cost 4000
set protocolsmstpmsti 2 bridge-priority 8k
set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 1:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch1# set sales-vlan description “Sales VLAN”
user@switch1# set sales-vlan vlan-id 10
user@switch1# set engineering-vlan description “Engineering VLAN”
user@switch1# set engineering-vlan vlan-id 20
user@switch1# set publications-vlan description “Publications VLAN”
user@switch1# set publications-vlan vlan-id 30
user@switch1# set support-vlan description “Support VLAN”
user@switch1# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:
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[edit interfaces]
user@switch1# set xe-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set xe-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set xe-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringMSTPondevicesthatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch1# set xe-0/0/13 unit 0 family ethernet-switching port-mode trunk
user@switch1# set xe-0/0/9 unit 0 family ethernet-switching port-mode trunk
user@switch1# set xe-0/0/11 unit 0 family ethernet-switching port-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch1# mstp configuration-name region1
user@switch1# mstp bridge-priority 16k
user@switch1# mstp interface xe-0/0/13.0 cost 1000
user@switch1# mstp interface xe-0/0/13.0mode point-to-point
user@switch1# mstp interface xe-0/0/9.0 cost 1000
user@switch1# mstp interface xe-0/0/9.0mode point-to-point
user@switch1# mstp interface xe-0/0/11.0 cost 4000
user@switch1# mstp interface xe-0/0/11.0mode point-to-point
user@switch1# mstpmsti 1 bridge-priority 16k
user@switch1# mstpmsti 1 vlan [10 20]
user@switch1# mstpmsti 1 interface xe-0/0/11.0 cost 4000
user@switch1# mstpmsti 2 bridge-priority 8k
user@switch1# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch1> show configuration
interfaces {
xe-0/0/13 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
xe-0/0/9 {
unit 0 {
family ethernet-switching {
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port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
xe-0/0/11 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
protocols {
mstp {
configuration-name region1;

bridge-priority 16k;
interface xe-0/0/13.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/9.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/11.0 {
cost 4000;
mode point-to-point;

}
msti 1 {
bridge-priority 16k;
vlan [ 10 20 ];
interface xe-0/0/11.0 {
cost 4000;

}
}
msti 2 {
bridge-priority 8k;
vlan [ 30 40 ];

}
}
vlans {
sales-vlan {
vlan-id 10;

}
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engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

ConfiguringMSTP on Switch 2

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 2, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring MSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/18 unit 0 family ethernet-switching port-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 32k
set protocolsmstp interface xe-0/0/14.0 cost 1000
set protocolsmstp interface xe-0/0/14.0mode point-to-point
set protocolsmstp interface xe-0/0/18.0 cost 1000
set protocolsmstp interface xe-0/0/18.0mode point-to-point
set protocolsmstpmsti 1 bridge-priority 32k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 4k
set protocolsmstpmsti 2 vlan [30 40]
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Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 2:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch2# set sales-vlan description “Sales VLAN”
user@switch2# set sales-vlan vlan-id 10
user@switch2# set engineering-vlan description “Engineering VLAN”
user@switch2# set engineering-vlan vlan-id 20
user@switch2# set publications-vlan description “Publications VLAN”
user@switch2# set publications-vlan vlan-id 30
user@switch2# set support-vlan vlan-description “Support VLAN”
user@switch2# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch2# set xe-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch2# set xe-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringMSTPondevicesthatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch2# set xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
user@switch2# set xe-0/0/18 unit 0 family ethernet-switching port-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch2# mstp configuration-name region1
user@switch2# mstp bridge-priority 32k
user@switch2# mstp interface xe-0/0/14.0 cost 1000
user@switch2# mstp interface xe-0/0/14.0mode point-to-point
user@switch2# mstp interface xe-0/0/18.0 cost 1000
user@switch2# mstp interface xe-0/0/18.0mode point-to-point
user@switch2# mstp interface all cost 1000
user@switch2# mstpmsti 1 bridge-priority 32k
user@switch2# mstpmsti 1 vlan [10 20]
user@switch2# mstpmsti 2 bridge-priority 4k
user@switch2# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch2> show configuration
interfaces {
xe-0/0/14 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
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members 10;
members 20;
members 30;
members 40;

}
}

}
}
xe-0/0/18 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
protocols {
mstp {
configuration-name region1;
bridge-priority 32k;
interface xe-0/0/14.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/18.0 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 32k;
vlan [ 10 20 ];

}
msti 2 {
bridge-priority 4k;
vlan [ 30 40 ];

}
}

}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;
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}
}

ConfiguringMSTP on Switch 3

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 3, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring MSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/26 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/28 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/24 unit 0 family ethernet-switching port-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 8k
set protocolsmstp interface xe-0/0/26.0 cost 1000
set protocolsmstp interface xe-0/0/26.0mode point-to-point
set protocolsmstp interface xe-0/0/28.0 cost 1000
set protocolsmstp interface xe-0/0/28.0mode point-to-point
set protocolsmstp interface xe-0/0/24.0 cost 1000
set protocolsmstp interface xe-0/0/24.0mode point-to-point
set protocolsmstpmsti 1 bridge-priority 4k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 16k
set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 3:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch3# set sales-vlan description “Sales VLAN”
user@switch3# set sales-vlan vlan-id 10
user@switch3# set engineering-vlan description “Engineering VLAN”
user@switch3# set engineering-vlan vlan-id 20
user@switch3# set publications-vlan description “Publications VLAN”
user@switch3# set publications-vlan vlan-id 30
user@switch3# set support-vlan description “Support VLAN”
user@switch3# set publications-vlan vlan-id 40
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2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch3# set xe-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set xe-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set xe-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringMSTPondevicesthatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch3# set xe-0/0/26 unit 0 family ethernet-switching port-mode trunk
user@switch3# set xe-0/0/28 unit 0 family ethernet-switching port-mode trunk
user@switch3# set xe-0/0/24 unit 0 family ethernet-switching port-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch3# mstp configuration-name region1
user@switch3# mstp bridge-priority 8k
user@switch3# mstp interface xe-0/0/26.0 cost 1000
user@switch3# mstp interface xe-0/0/26.0mode point-to-point
user@switch3# mstp interface xe-0/0/28.0 cost 1000
user@switch3# mstp interface xe-0/0/28.0mode point-to-point
user@switch3# mstp interface xe-0/0/24.0 cost 1000
user@switch3# mstp interface xe-0/0/24.0mode point-to-point
user@switch3# mstp interface all cost 1000
user@switch3# mstpmsti 1 bridge-priority 4k
user@switch3# mstpmsti 1 vlan [10 20]
user@switch3# mstpmsti 2 bridge-priority 16k
user@switch3# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch3> show configuration
interfaces {
xe-0/0/26 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
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xe-0/0/28 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
xe-0/0/24 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
}
protocols {
mstp {
configuration-name region1;
bridge-priority 8k;
interface xe-0/0/26.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/28.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/24.0 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 4k;
vlan [ 10 20 ];

}
msti 2 {
bridge-priority 16k;
vlan [ 30 40 ];

}
}

}
vlans {
sales-vlan {
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vlan-id 10;
}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;

}
}

ConfiguringMSTP on Switch 4

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 4, copy the following commands

and paste them into the switch terminal window:

NOTE: If you are configuring MSTP on devices that support the Enhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead of

the port-mode statement. The port-mode statement has been replacedwith

the interface-mode statement.

[edit]
set vlans sales-vlan description “Sales VLAN”
set vlans sales-vlan vlan-id 10
set vlans engineering-vlan description “Engineering VLAN”
set vlans engineering-vlan vlan-id 20
set vlans publications-vlan description “Publications VLAN”
set vlans publications-vlan vlan-id 30
set vlans support-vlan description “Support VLAN”
set vlans support-vlan vlan-id 40
set interfaces xe-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces xe-0/0/23 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/19 unit 0 family ethernet-switching port-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 16k
set protocolsmstp interface xe-0/0/23.0 cost 1000
set protocolsmstp interface xe-0/0/23.0mode point-to-point
set protocolsmstp interface xe-0/0/19.0 cost 1000
set protocolsmstp interface xe-0/0/19.0mode point-to-point
set protocolsmstpmsti 1 bridge-priority 16k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 32k
set protocolsmstpmsti 2 vlan [30 40]
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Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 4:

1. Configure theVLANssales-vlan,engineering-vlan,publications-vlan, andsupport-vlan:

[edit vlans]
user@switch4# set sales-vlan description “Sales VLAN”
user@switch4# set sales-vlan vlan-id 10
user@switch4# set engineering-vlan description “Engineering VLAN”
user@switch4# set engineering-vlan vlan-id 20
user@switch4# set publications-vlan description “Publications VLAN”
user@switch4# set publications-vlan vlan-id 30
user@switch4# set support-vlan description “Support VLAN”
user@switch4# set publications-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch4# set xe-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch4# set xe-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

NOTE: If youareconfiguringMSTPondevicesthatsupport theEnhanced
Layer 2 Switching (ELS) CLI, use the interface-mode statement instead

of theport-modestatement.Theport-modestatementhasbeenreplaced

with the interface-mode statement.

[edit interfaces]
user@switch4# set ge-0/0/23 unit 0 family ethernet-switching port-mode trunk
user@switch4# set ge-0/0/19 unit 0 family ethernet-switching port-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch4# mstp configuration-name region1
user@switch4# mstp bridge-priority 16k
user@switch4# mstp interface all cost 1000
user@switch4# mstp interface xe-0/0/23.0 cost 1000
user@switch4# mstp interface xe-0/0/23.0mode point-to-point
user@switch4# mstp interface xe-0/0/19.0 cost 1000
user@switch4# mstp interface xe-0/0/19.0mode point-to-point
user@switch4# mstpmsti 1 bridge-priority 16k
user@switch4# mstpmsti 1 vlan [10 20]
user@switch4# mstpmsti 2 bridge-priority 32k
user@switch4# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch4> show configuration
interfaces {
xe-0/0/23 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
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members 10;
members 20;
members 30;
members 40;

}
}

}
}
xe-0/0/19 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
protocols {
mstp {
configuration-name region1;
bridge-priority 16k;
interface xe-0/0/23.0 {
cost 1000;
mode point-to-point;

}
interface xe-0/0/19.0 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 16k;
vlan [ 10 20 ];

}
msti 2 {
bridge-priority 32k;
vlan [ 30 40 ];

}
}

}
vlans {
sales-vlan {
vlan-id 10;

}
engineering-vlan {
vlan-id 20;

}
publications-vlan {
vlan-id 30;

}
support-vlan {
vlan-id 40;
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}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying MSTP Configuration on Switch 1 on page 1496

• Verifying MSTP Configuration on Switch 2 on page 1498

• Verifying MSTP Configuration on Switch 3 on page 1500

• Verifying MSTP Configuration on Switch 4 on page 1502

Verifying MSTP Configuration on Switch 1

Purpose Verify the MSTP configuration on Switch 1.
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Action Use the operational mode commands:

user@switch1> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/13.0    128:527      128:525  16384.0019e25040e0      1000  FWD    ROOT 
xe-0/0/9.0     128:529      128:513  32768.0019e2503d20      1000  BLK    ALT  
xe-0/0/11.0    128:531      128:513   8192.0019e25051e0      4000  BLK    ALT  

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/13.0    128:527      128:525  16385.0019e25040e0      1000  FWD    ROOT 
xe-0/0/9.0     128:529      128:513  32769.0019e2503d20      1000  BLK    ALT  
xe-0/0/11.0    128:531      128:513   4097.0019e25051e0      4000  BLK    ALT  

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/13.0    128:527      128:527   8194.0019e25044e0      1000  FWD    DESG 
xe-0/0/9.0     128:529      128:513   4098.0019e2503d20      1000  FWD    ROOT 
xe-0/0/11.0    128:531      128:531   8194.0019e25044e0      1000  FWD    DESG 

user@switch1> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  Root cost                         : 0
  Root port                         : xe-0/0/13.0
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 2000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18 
  Message age                       : 0 
  Number of topology changes        : 3
  Time since last topology change   : 921 seconds
  Local parameters 
    Bridge ID                       : 16384.00:19:e2:50:44:e0
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4097.00:19:e2:50:51:e0
  Root cost                         : 2000
  Root port                         : xe-0/0/13.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18 
  Local parameters 
    Bridge ID                       : 16385.00:19:e2:50:44:e0
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    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4098.00:19:e2:50:3d:20
  Root cost                         : 1000
  Root port                         : xe-0/0/9.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 8194.00:19:e2:50:44:e0
    Extended system ID              : 0
    Internal instance ID            : 2

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

Verifying MSTP Configuration on Switch 2

Purpose Verify the MSTP configuration on Switch 2.
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Action Use the operational mode commands:

user@switch2> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/14.0     128:513      128:513  32768.0019e2503d20      1000  FWD    DESG 
xe-0/0/18.0     128:519      128:515   8192.0019e25051e0      1000  FWD    ROOT 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/14.0     128:513      128:513  32769.0019e2503d20      1000  FWD    DESG 
xe-0/0/18.0     128:519      128:515   4097.0019e25051e0      1000  FWD    ROOT 

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/14.0     128:513      128:513   4098.0019e2503d20      1000  FWD    DESG 

xe-0/0/18.0     128:519      128:519   4098.0019e2503d20      1000  FWD    DESG

user@switch2> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  Root cost                         : 0
  Root port                         : xe-0/0/18.0
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 1000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Message age                       : 0 
  Number of topology changes        : 1
  Time since last topology change   : 782 seconds
  Local parameters 
    Bridge ID                       : 32768.00:19:e2:50:3d:20
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4097.00:19:e2:50:51:e0
  Root cost                         : 1000
  Root port                         : xe-0/0/18.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 32769.00:19:e2:50:3d:20
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    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4098.00:19:e2:50:3d:20
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Local parameters 
    Bridge ID                       : 4098.00:19:e2:50:3d:20
    Extended system ID              : 0
    Internal instance ID            : 2

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

Verifying MSTP Configuration on Switch 3

Purpose Verify the MSTP configuration on Switch 3.
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Action Use the operational mode commands:

user@switch3> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/26.0     128:513      128:513   8192.0019e25051e0      1000  FWD    DESG 
xe-0/0/28.0     128:515      128:515   8192.0019e25051e0      1000  FWD    DESG 
xe-0/0/24.0     128:517      128:517   8192.0019e25051e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/26.0     128:513      128:513   4097.0019e25051e0      1000  FWD    DESG 
xe-0/0/28.0     128:515      128:515   4097.0019e25051e0      1000  FWD    DESG 
xe-0/0/24.0     128:517      128:517   4097.0019e25051e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/26.0     128:513      128:531   8194.0019e25044e0      1000  BLK    ALT  
xe-0/0/28.0     128:515      128:519   4098.0019e2503d20      1000  FWD    ROOT 
xe-0/0/24.0     128:517      128:517  16386.0019e25051e0      1000  FWD    DESG

user@switch3> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Number of topology changes        : 3
  Time since last topology change   : 843 seconds
  Local parameters 
    Bridge ID                       : 8192.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4097.00:19:e2:50:51:e0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Local parameters  
    Bridge ID                       : 4097.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4098.00:19:e2:50:3d:20
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  Root cost                         : 1000
  Root port                         : xe-0/0/28.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 16386.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 2

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

Verifying MSTP Configuration on Switch 4

Purpose Verify the MSTP configuration on Switch 4.
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Action Use the operational mode commands:

user@switch4> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost

xe-0/0/23.0    128:523      128:517   8192.0019e25051e0      1000  FWD    ROOT 
xe-0/0/19.0    128:525      128:525  16384.0019e25040e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost 
xe-0/0/23.0    128:523      128:517   4097.0019e25051e0      1000  FWD    ROOT 
xe-0/0/19.0    128:525      128:525  16385.0019e25040e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/23.0    128:523      128:517  16386.0019e25051e0      1000  BLK    ALT  
xe-0/0/19.0    128:525      128:527   8194.0019e25044e0      1000  FWD    ROOT 

user@switch4> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  Root cost                         : 0
  Root port                         : xe-0/0/23.0
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 1000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Message age                       : 0 
  Number of topology changes        : 4
  Time since last topology change   : 887 seconds
  Local parameters 
    Bridge ID                       : 16384.00:19:e2:50:40:e0
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4097.00:19:e2:50:51:e0
  Root cost                         : 1000
  Root port                         : xe-0/0/23.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 16385.00:19:e2:50:40:e0
    Extended system ID              : 0
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    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4098.00:19:e2:50:3d:20
  Root cost                         : 2000
  Root port                         : xe-0/0/19.0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18 
  Local parameters 
    Bridge ID                       : 32770.00:19:e2:50:40:e0
    Extended system ID              : 0
    Internal instance ID            : 2 

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

Related
Documentation

Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

•

• Understanding MSTP on page 1420

Example: Connecting an Access Switch to a Distribution Switch

In large local area networks (LANs), you commonly need to aggregate traffic from a

number of access switches into a distribution switch.

This example describes how to connect an access switch to a distribution switch:

• Requirements on page 1504

• Overview and Topology on page 1505

• Configuring the Access Switch on page 1505

• Configuring the Distribution Switch on page 1509

• Verification on page 1511

Requirements

This example uses the following hardware and software components:

• For thedistribution switch, oneEX4200-24F switch. Thismodel is designed tobeused

as a distribution switch for aggregation or collapsed core network topologies and in

space-constrained data centers. It has twenty-four 1-Gigabit Ethernet fiber SFP ports

and an EX-UM-2XFP uplink module with two 10-Gigabit Ethernet XFP ports.

• For the access switch, one EX 3200-24P, which has twenty-four 1-Gigabit Ethernet

ports, all of which support Power over Ethernet (PoE), and an uplinkmodule with four

1-Gigabit Ethernet ports.
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• Junos OS Release 11.1 or later for the QFX Series

Overview and Topology

In a large office that is spread across several floors or buildings, or in a data center, you

commonly aggregate traffic froma number of access switches into a distribution switch.

This configuration example shows a simple topology to illustrate how to connect a single

access switch to a distribution switch.

In the topology, the LAN is segmented into twoVLANs, one for the sales department and

the second for the support team. One 1-Gigabit Ethernet port on the access switch's

uplink module connects to the distribution switch, to one 1-Gigabit Ethernet port on the

distribution switch.

Table 131 on page 1505 explains the components of the example topology. The example

shows how to configure one of the three access switches. The other access switches

could be configured in the samemanner.

Table 131: Components of the Topology for Connecting an Access Switch to a Distribution
Switch

SettingsProperty

EX 3200-24P, 24 1-Gigabit Ethernet ports, all PoE-enabled (ge-0/0/0 through
ge-0/0/23); one 4-port 1–Gigabit Ethernet uplink module (EX-UM-4SFP)

Access switch hardware

EX4200-24F,24 1-GigabitEthernet fiberSPFports (ge-0/0/0 throughge-0/0/23);
one 2–port 10–Gigabit Ethernet XFP uplink module (EX-UM-4SFP)

Distribution switch hardware

sales, tag 100support, tag 200VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)support: 192.0.2.128/25
(addresses 192.0.2.129 through 192.0.2.254)

VLAN subnets

On the access switch: ge-0/1/0On the distribution switch: ge-0/0/0Trunk port interfaces

Avaya IP telephones: ge-0/0/3 through ge-0/0/19Wireless access points:
ge-0/0/0andge-0/0/1Printers:ge-0/0/22andge-0/0/23File servers:ge-0/0/20
and ge-0/0/21

Access port interfaces in VLAN sales (on
access switch)

Avaya IP telephones: ge-0/0/25 through ge-0/0/43Wireless access points:
ge-0/0/24Printers: ge-0/0/44 and ge-0/0/45File servers: ge-0/0/46 and
ge-0/0/47

Access port interfaces in VLAN support (on
access switch)

ge-0/0/2 and ge-0/0/25Unused interfaces on access switch

Configuring the Access Switch

To configure the access switch:

CLI Quick
Configuration

To quickly configure the access switch, copy the following commands and paste them

into the switch terminal window:

[edit]
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set interfaces ge-0/0/0 unit 0 description “SalesWireless access point port”
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/3 unit 0 description “Sales phone port”
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/22 unit 0 description “Sales printer port”
set interfaces ge-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/20 unit 0 description “Sales file server port”
set interfaces ge-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/24 unit 0 description “Support wireless access point port”
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/26 unit 0 description “Support phone port”
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/44 unit 0 description “Support printer port”
set interfaces ge-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/46 unit 0 description “Support file server port”
set interfaces ge-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/1/0 unit 0 description “Uplinkmodule port connection to distribution switch”
set interfaces ge-0/1/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/1/0 unit 0 family ethernet-switching native-vlan-id 1
set interfaces ge-0/1/0 unit 0 family ethernet switching vlanmembers [sales support]
set interfaces vlan unit 0 family inet address 192.0.2.1/25
set interfaces vlan unit 1 family inet address 192.0.2.129/25
set vlans sales interface ge-0/0/0.0
set vlans sales interface ge-0/0/3.0
set vlans sales interface ge-0/0/22.0
set vlans sales interface ge-0/0/20.0
set vlans sales l3-interface vlan.0
set vlans sales vlan-id 100
set vlans sales vlan-description “Sales VLAN”
set vlans support interface ge-0/0/24.0
set vlans support interface ge-0/0/26.0
set vlans support interface ge-0/0/44.0
set vlans support interface ge-0/0/46.0
set vlans support vlan-id 200
set vlans support l3–interface vlan.1
set vlans support vlan-description “Support VLAN”

Step-by-Step
Procedure

To configure the access switch:

1. Configure the 1-Gigabit Ethernet interface on the uplinkmodule to be the trunk port

that connects to the distribution switch:

[edit interfaces ge-0/1/0 unit 0]user@access-switch# setdescription “Uplink
moduleportconnectiontodistributionswitch”user@access-switch# setethernet-switching
port-mode trunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces ge-0/1/0 unit 0]user@access-switch# set ethernet-switching
vlanmembers [ sales support ]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag

(untagged packets):

[edit interfaces ge-0/1/0 unit 0]user@access-switch# set ethernet-switching
native-vlan-id 1

4. Configure the sales VLAN:

[edit vlans sales]user@access-switch# set vlan-description “Sales
VLAN”user@access-switch# setvlan-id(VLANs)100user@access-switch# setl3-interface
(VLAN) vlan.0

5. Configure the support VLAN:
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[edit vlans support]user@access-switch# set vlan-description “Support
VLAN”user@access-switch# set vlan-id (VLANs) 200user@access-switch# set
l3-interface (VLAN) vlan.1

6. Create the subnet for the sales broadcast domain:

[edit interfaces]user@access-switch# set vlan unit 0 family inet address 192.0.2.1/25

7. Create the subnet for the support broadcast domain:

[edit interfaces]user@access-switch# setvlanunit 1 family inetaddress 192.0.2.129/25

8. Configure the interfaces in the sales VLAN:

[edit interfaces]user@access-switch# setge-0/0/0unit0description“Saleswireless
access point port”user@access-switch# set ge-0/0/0 unit 0 family ethernet-switching
vlanmembers salesuser@access-switch# set ge-0/0/3 unit 0 description “Sales phone
port”user@access-switch# set ge-0/0/3 unit 0 family ethernet-switching vlanmembers
salesuser@access-switch# set ge-0/0/20 unit 0 description “Sales file server
port”user@access—switch# setge-0/0/20unit0familyethernet-switchingvlanmembers
salesuser@access-switch# set ge-0/0/22 unit 0 description “Sales printer
port”user@access-switch# setge-0/0/22unit0 familyethernet-switchingvlanmembers
sales

9. Configure the interfaces in the support VLAN:

[edit interfaces]user@access-switch# set ge-0/0/24 unit 0 description “Support
wireless access point port”user@access-switch# set ge-0/0/24 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/26 unit 0
description “Support phone port”user@access-switch# set ge-0/0/26 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/44 unit 0
description “Support printer port”user@access-switch# set ge-0/0/44 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/46 unit 0
description “Support file server port”user@access-switch# set ge-0/0/46 unit 0 family
ethernet-switching vlanmembers support

10. Configure descriptions and VLAN tag IDs for the sales and support VLANs:

[edit vlans]user@access-switch# set sales vlan-description “Sales
VLAN”user@access-switch# set sales vlan-id 100user@access-switch# set support
vlan-description “Support VLAN”user@access-switch# set support vlan-id 200

11. To route traffic between the sales and support VLANs and associate a Layer 3

interface with each VLAN:

[edit vlans]user@access-switch# set sales l3-interface vlan.0user@access-switch#
set support l3-interface vlan.1

Results Display the results of the configuration:

user@access-switch> show
interfaces {
ge-0/0/0 {
unit 0 {
description “Sales wireless access point port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
ge-0/0/3 {
unit 0 {
description “Sales phone port”;
family ethernet-switching {
vlanmembers sales;
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}
}

}
ge-0/0/20 {
unit 0 {
description “Sales file server port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
ge-0/0/22 {
unit 0 {
description “Sales printer port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
ge-0/0/24 {
unit 0 {
description “Support wireless access point port”;
family ethernet-switching {
vlanmembers support;

}
}

}
ge-0/0/26 {
unit 0 {
description “Support phone port”;
family ethernet-switching {
vlanmembers support;

}
}

}
ge-0/0/44 {
unit 0 {
description “Support printer port”;
family ethernet-switching {
vlanmembers sales;

}
}

}
ge-0/0/46 {
unit 0 {
description “Support file server port”;
family ethernet-switching {
vlanmembers support;

}
}

}
ge-0/1/0 {
unit 0 {
description “Uplink module port connection to distribution switch”;
family ethernet-switching {
port-mode trunk;
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vlanmembers [ sales support ];
native-vlan-id 1;

}
}

}
vlan {
unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {
family inet address 192.0.2.129/25;

}
}

}
vlans {
sales {
vlan-id 100;
vlan-description “Sales VLAN”;
l3-interface vlan.0;

}
support {
vlan-id 200;
vlan-description “Support VLAN”;
l3-interface vlan.1;

}
}

TIP: Toquickly configure thedistributionswitch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.

Configuring the Distribution Switch

To configure the distribution switch:

CLI Quick
Configuration

To quickly configure the distribution switch, copy the following commands and paste

them into the switch terminal window:

set interfaces ge-0/0/0 description “Connection to access switch”
set interfaces ge-0/0/0 ethernet-switching port-mode trunk
set interfaces ge-0/0/0 ethernet-switching vlanmembers [ sales support ]
set interfaces ge-0/0/0 ethernet-switching native-vlan-id 1
set interfaces vlan unit 0 family inet address 192.0.2.2/25
set interfaces vlan unit 1 family inet address 192.0.2.130/25
set vlans sales vlan-description “Sales VLAN”
set vlans sales vlan-id 100
set vlans sales l3-interface vlan.0
set vlans support vlan-description “Support VLAN”
set vlans support vlan-id 200
set vlans support l3-interface vlan.1
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Step-by-Step
Procedure

To configure the distribution switch:

1. Configure the interfaceon the switch tobe the trunkport that connects to theaccess

switch:

[edit interfaces ge-0/0/0 unit 0]user@distribution-switch# set description
“Connection to access switch”user@distribution-switch# set ethernet-switching
port-mode trunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces ge-0/0/0 unit 0]user@distribution-switch# setethernet-switching
vlanmembers [ sales support ]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag

(untagged packets):

[edit interfaces]user@distribution-switch# set ge-0/0/0 ethernet-switching
native-vlan-id  1

4. Configure the sales VLAN:

[edit vlans sales]user@distribution-switch# set vlan-description “Sales
VLAN”user@distribution-switch# setvlan-id(VLANs)100user@distribution-switch#
set l3-interface (VLAN) vlan.0

5. Configure the support VLAN:

[edit vlans support]user@distribution-switch# set vlan-description “Support
VLAN”user@distribution-switch# setvlan-id(VLANs)200user@distribution-switch#
set l3-interface (VLAN) vlan.1

6. Create the subnet for the sales broadcast domain:

[edit interfaces]user@distribution-switch# set vlan unit 0 family inet address
192.0.2.2/25

7. Create the subnet for the support broadcast domain:

[edit interfaces] user@distribution-switch# set vlan unit 1 family inet address
192.0.2.130/25

Results Display the results of the configuration:

user@distribution-switch> show
interfaces {
ge-0/0/0 {
description “Connection to access switch”;
unit 0 {
family ethernet-switching {
port-mode trunk;
vlanmembers [ sales support ];
native-vlan-id 1;

}
}

}
vlan {
unit 0 {
family inet address 192.0.2.2/25;

}
unit 1 {
family inet address 192.0.2.130/25;

}
}

}
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vlans {
sales {
vlan-id 100;
vlan-description “Sales VLAN”;
l3-interface vlan.0;

}
support {
vlan-id 200;
vlan-description “Support VLAN”;
l3-interface vlan.1;

}
}

TIP: Toquickly configure thedistributionswitch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the VLANMembers and Interfaces on the Access Switch on page 1511

• Verifying the VLANMembers and Interfaces on the Distribution Switch on page 1512

Verifying the VLANMembers and Interfaces on the Access Switch

Purpose Verify that the sales and support have been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/1.0, ge-0/0/2.0, ge-0/0/4.0, ge-0/0/5.0,
                       ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0*, ge-0/0/9.0,         

                       ge-0/0/10.0, ge-0/0/11.0*, ge-0/0/12.0, ge-0/0/13.0,
                       ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, ge-0/0/17.0, 
                       ge-0/0/18.0, ge-0/0/19.0*,ge-0/0/21.0, ge-0/0/23.0,
                       ge-0/0/25.0, ge-0/0/27.0*,ge-0/0/28.0, ge-0/0/29.0,
                       ge-0/0/30.0, ge-0/0/31.0*,ge-0/0/32.0, ge-0/0/33.0,
                       ge-0/0/34.0, ge-0/0/35.0*,ge-0/0/36.0, ge-0/0/37.0,
                       ge-0/0/38.0, ge-0/0/39.0*,ge-0/0/40.0, ge-0/0/41.0,
                       ge-0/0/42.0, ge-0/0/43.0*,ge-0/0/45.0, ge-0/0/47.0,
                       ge-0/1/1.0*, ge-0/1/2.0*, ge-0/1/3.0*

sales         100
                       ge-0/0/0.0*, ge-0/0/3.0, ge-0/0/20.0, ge-0/0/22.0,
                       ge-0/1/0.0*,  

support       200
                       ge-0/0/24.0*, ge-0/0/26.0, ge-0/0/44.0, ge-0/0/46.0,

mgmt          
                       me0.0*

Meaning Theoutput shows the salesand supportVLANsand the interfaces associatedwith them.

Verifying the VLANMembers and Interfaces on the Distribution Switch

Purpose Verify that the sales and support have been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0, ge-0/0/4.0,
                       ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0*, ge-0/0/8.0,         

                       ge-0/0/9.0, ge-0/0/10.0*, ge-0/0/11.0, ge-0/0/12.0,
                       ge-0/0/13.0, ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, 
                       ge-0/0/17.0, ge-0/0/18.0*, ge-0/0/19.0, ge-0/0/20.0,
                       ge-0/0/21.0, ge-0/0/22.0*, ge-0/0/23.0, ge-0/1/1.0*,
                       ge-0/1/2.0*, ge-0/1/3.0*

sales         100
                       ge-0/0/0.0*

support       200
                       ge-0/0/0.0*

mgmt          
                       me0.0*

Meaning The output shows the sales and support VLANs associated to interface ge-0/0/0.0.

Interface ge-0/0/0.0 is the trunk interface connected to the access switch.

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding Bridging

Example: Configuring BPDU Protection on STP Interfaces to Prevent STPMiscalculations

TheQFXSeriesproductsprovide Layer 2 loopprevention throughSpanningTreeProtocol

(STP), Rapid Spanning Tree Protocol (RSTP), and Multiple Spanning Tree Protocol

(MSTP). ConfigureBPDUprotection on interfaces to prevent them from receivingBPDUs

that could result in STPmisconfigurations, which could lead to network outages.

This example describes how to configure BPDU protection on access interfaces in QFX

Series products in an RSTP topology:

• Requirements on page 1513

• Overview and Topology on page 1514

• Configuration on page 1515

• Verification on page 1515

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 or later for the QFX Series
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• Two edged-linked switches in an RSTP topology

NOTE: By default, RSTP is enabled on the QFX Series.

Overview and Topology

A loop-free network is supported through the exchange of a special type of frame called

a bridge protocol data unit (BPDU). However, receipt of BPDUs on certain interfaces in

an STP, RSTP, or MSTP topology. It can lead to network outages by triggering an STP

misconfiguration. To prevent such outages, enable BPDU protection on those interfaces

that should not receive BPDUs.

Enable BPDU protection on switch interfaces connected to user devices or on interfaces

on which no BPDUs are expected, such as edge ports. If a BPDU is received on a

BPDU-protected interface, the interface is disabled and stops forwarding frames.

Twoswitchesaredisplayed inFigure 19onpage 1514. In this example,Switch 1andSwitch2

are configured for RSTP and create a loop-free topology. The interfaces on Switch 2 are

access ports.

This example shows you how to configure interface xe-0/0/5 and interface xe-0/0/6 as

edge ports and how to configure BPDU protection. When BPDU protection is enabled,

the interfaces transition to a blocking state when they receive BPDUs.

Figure 19: BPDU Protection Topology
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Table 132onpage 1515shows thecomponents thatwill beconfigured forBPDUprotection.

Table 132: Components of the Topology for Configuring BPDU Protection on the QFX Series

SettingsComponent

Switch 1 is connected to Switch 2 on a trunk interface.Switch 1 (Distribution Layer)

Switch 2 has these access ports that require BPDU protection:

• xe-0/0/5

• xe-0/0/6

Switch 2 (Access Layer)

This configuration example uses an RSTP topology. You also can configure BPDU

protection for STPorMSTP topologies at the [edit protocols (mstp | stp)] hierarchy level.

Configuration

CLI Quick
Configuration

To quickly configure BPDU protection on Switch 2, copy the following commands and

paste them into the switch terminal window:

[edit]
set protocols rstp interface xe-0/0/5 edge
set protocols rstp interface xe-0/0/6 edge
set protocols rstp bpdu-block-on-edge

Step-by-Step
Procedure

To configure BPDU protection:

Configure interface xe-0/0/5 and interface xe-0/0/6 on Switch 2 as edge ports:1.

[edit protocols rstp]
user@switch# set interface xe-0/0/5 edge
user@switch#set interface xe-0/0/6 edge

2. Configure BPDU protection on all edge ports:

[edit protocols rstp]
user@switch# setbpdu-block-on-edge

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface xe-0/0/5.0 {
edge;

}
interface xe-0/0/6.0 {
edge;

}
bpdu-block-on-edge;

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying the Interface State Before BPDU Protection Is Triggered on page 1516

• Verifying That BPDU Protection Is Working Correctly on page 1516
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Displaying the Interface State Before BPDU Protection Is Triggered

Purpose Before BPDUs are being received from the devices connected to interface xe-0/0/5 and

interface xe-0/0/6, confirm the interface state.

Action You can verify the interface state using the show spanning-tree interface command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/6.0     128:519      128:519  32768.0019e2503f00     20000  FWD    DESG 
[output truncated] 

Meaning The output shows that interface xe-0/0/5.0 and interface xe-0/0/6.0 are designated

ports in a forwarding state.

Verifying That BPDU Protection IsWorking Correctly

Purpose In this example, the devices connected to Switch 2 start sending BPDUs to interface

xe-0/0/5.0 and interface xe-0/0/6.0 . Verify that BPDU protection is configured on the

interfaces.
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Action You can verify that BPDU protection is configured on the interfaces by using the show

spanning-tree interface command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518      128:518  32768.0019e2503f00     20000  BLK    DIS 
(Bpdu—Incon)
xe-0/0/6.0     128:519      128:519  32768.0019e2503f00     20000  BLK    DIS 
(Bpdu—Incon)
xe-0/0/7.0     128:520        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
xe-0/0/8.0     128:521      128:521  32768.0019e2503f00     20000  FWD    DESG 
[output truncated] 

Meaning WhenBPDUsare sent from thedevices to interface xe-0/0/5.0 and interface xe-0/0/6.0

onSwitch2, theoutput fromtheoperationalmodecommandshowspanning-tree interface

shows that the interfaces have transitioned to a BPDU inconsistent state. The BPDU

inconsistent state blocks the interfaces and prevents them from forwarding traffic.

Disabling the BPDU protection configuration on an interface does not unblock the

interface. If the disable-timeout statement has been included in theBPDUconfiguration,

the interface automatically returns to service after the timer expires. Otherwise, use the

operationalmodecommand clearethernet-switchingbpdu-error tounblock the interface.

If thedevices connected toSwitch2 sendBPDUs to the interfacesagain, BPDUprotection

is triggered oncemore and the interfaces transition back to the BPDU inconsistent state.

In such cases, you need to find and repair the misconfiguration on the devices that is

triggering the sending of BPDUs to Switch 2.

Related
Documentation

Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

•

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on page 1521

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

Example: Configuring Loop Protection to Prevent Interfaces from Transitioning fromBlocking
to Forwarding in a Spanning Tree

TheQFXSeriesproductsprovide Layer 2 loopprevention throughSpanningTreeProtocol

(STP), Rapid Spanning Tree Protocol (RSTP), and Multiple Spanning Tree Protocol
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(MSTP). Loop protection increases the efficiency of STP, RSTP, andMSTP by preventing

interfaces frommoving into a forwarding state that would create a loop in the network.

This example describes how to configure loop protection for an interface for the QFX

Series in an RSTP topology:

• Requirements on page 1518

• Overview and Topology on page 1518

• Configuration on page 1520

• Verification on page 1520

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 or later for the QFX Series

• Three switches in an RSTP topology

NOTE: By default, RSTP is enabled for the QFX Series.

Overview and Topology

A loop-free network in spanning-tree topologies is supported through the exchange of

a special type of frame called a bridge protocol data unit (BPDU). Peer STP applications

running on the switch interfaces use BPDUs to communicate. Ultimately, the exchange

of BPDUs determines which interfaces block traffic (preventing loops) and which

interfaces become root ports and forward traffic.

A blocking interface can transition to the forwarding state in error if the interface stops

receiving BPDUs from its designated port on the segment. Such a transition error can

occurwhen there isahardwareerroron theswitchor softwareconfigurationerrorbetween

the switch and its neighbor. When this happens, a loop appears in the spanning tree.

Loops in a Layer 2 topology cause broadcast, unicast, andmulticast frames to

continuously circle the looped network. As a switch processes a flood of frames in a

looped network, its resources become depleted, and the ultimate result is a network

outage.

NOTE: An interface can be configured for either loop protection or root
protection, but not for both.

Threeswitchesaredisplayed inFigure20onpage 1519. In this example, theyareconfigured

for RSTP and create a loop-free topology. Interface xe-0/0/6 is blocking traffic between

Switch 3 and Switch 1; thus, traffic is forwarded through interface xe-0/0/7 on Switch 2.

BPDUs are being sent from the root bridge on Switch 1 to both of these interfaces.
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This example shows how to configure loop protection on interface xe-0/0/6 to prevent

it from transitioning from a blocking state to a forwarding state and creating a loop in

the spanning-tree topology.

Figure 20: Network Topology for Loop Protection

Table 133onpage 1519 shows the components thatwill be configured for loopprotection.

Table 133: Topology for Configuring Loop Protection on the QFX Series

SettingsComponents

Switch 1 is the root bridge.Switch 1

Switch 2 has the root port xe-0/0/7.Switch 2

Switch 3 is connected to Switch 1 through interface xe-0/0/6.Switch 3

A spanning-tree topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

This configuration example uses an RSTP topology. However, you can also configure

loop protection for STP or MSTP topologies at the [edit protocols (mstp | stp)] hierarchy

level.
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Configuration

CLI Quick
Configuration

To quickly configure loop protection on interface xe-0/0/6:

[edit]
set protocols rstp interface xe-0/0/6 bpdu-timeout-action block

Step-by-Step
Procedure

To configure loop protection:

1. Configure interface xe-0/0/6 on Switch 3:

[edit protocols rstp]
user@switch# set interface xe-0/0/6bpdu-timeout-action block

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface xe-0/0/6.0 {
bpdu-timeout-action {
block;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying the Interface State Before Loop Protection Is Triggered on page 1520

• Verifying That Loop Protection Is Working on an Interface on page 1521

Displaying the Interface State Before Loop Protection Is Triggered

Purpose Before loop protection is triggered on interface xe-0/0/6, confirm that the interface is

blocked.

Action Display the interface state and role before applying root protection:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/6.0     128:519        128:2  16384.00aabbcc0348     20000  BLK    ALT 
[output truncated]

Meaning The output from the operational mode command show spanning-tree interface shows

that xe-0/0/6.0 is the alternate port and is blocked.
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Verifying That Loop Protection IsWorking on an Interface

Purpose Verify that the loop protection configuration on interface xe-0/0/6. RSTP has been

disabledon interfacexe-0/0/4 onSwitch 1. This stopsBPDUs frombeingsent to interface

xe-0/0/6 and triggering loop protection on that interface.

Action Display the interface state and role after applying root protection:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/6.0     128:519      128:519  32768.0019e2503f00     20000  BLK    DIS 
(Loop-Incon)
[output truncated]

Meaning The operational mode command show spanning-tree interface shows that interface

xe-0/0/6.0 has detected that BPDUs are no longer being forwarded to it and hasmoved

into a loop-inconsistent state. The loop-inconsistent state prevents the interface from

transitioning to a forwarding state. The interface recovers and transitions back to its

original state as soon as it receives BPDUs.

Related
Documentation

Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

•

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on page 1521

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning Trees

QFX Series products provide Layer 2 loop prevention through Spanning Tree Protocol

(STP), Rapid Spanning Tree Protocol (RSTP), and Multiple Spanning Tree Protocol

(MSTP). Root protection increases the efficiency of STP, RSTP, and MSTP by allowing

network administrators to enforce the root bridge placement in the network manually.
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This example describes how to configure root protection on an interface for the QFX

Series.

• Requirements on page 1522

• Overview and Topology on page 1522

• Configuration on page 1524

• Verification on page 1524

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 or later for the QFX Series

• Four switches in an RSTP topology

Before you configure the interface for root protection, be sure you have:

• RSTP operating on the switches.

NOTE: By default, RSTP is enabled on the QFX Series.

Overview and Topology

Peer STP applications running on switch interfaces exchange a special type of frame

called a bridge protocol data unit (BPDU). Switches communicate interface information

using BPDUs to create a loop-free topology that ultimately determines the root bridge

and which interfaces block or forward traffic in the spanning tree.

YoucanalsoseeBPDUsgeneratedwhenyou runabridgeapplicationonadeviceattached

to the switch. This can interfere with root port election, which may sometimes lead to

the wrong root port being elected through the above process. Root protection allows

you to manually enforce the root bridge placement in the network.

To prevent this from happening, enable root protection on interfaces that should not

receive more BPDUs from the root bridge and should not be elected as the root port.

These interfaces are typically located on an administrative boundary and are designated

ports.

When root protection is enabled on an interface:

• The interface is blocked from becoming the root port.

• Root protection is enabled for all STP instances on that interface.

• The interface isblockedonly for instances forwhich it receivesmoreBPDUs.Otherwise,

it participates in the spanning-tree topology.

NOTE: An interface can be configured for either root protection or loop
protection, but not for both.
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Four switches are displayed in Figure 21 onpage 1523. In this example, they are configured

for RSTP and create a loop-free topology. Interface xe-0/0/7 on Switch 1 is a designated

port on an administrative boundary. It connects to Switch 4. Switch 3 is the root bridge.

Interface xe-0/0/6 on Switch 1 is the root port.

This example shows how to configure root protection on interface xe-0/0/7 to prevent

it from transitioning to become the root port.

Figure 21: Network Topology for Root Protection

Table 134onpage 1523 shows thecomponents thatwill be configured for rootprotection.

Table 134: Topology for Configuring Root Protection on the QFX Series

SettingsComponent

Switch 1 is connected to Switch 4 through interface xe-0/0/7.Switch 1

Switch 2 is connected to Switch 1 and Switch 3. Interface xe-0/0/4 is the alternate port in the
RSTP topology.

Switch 2

Switch 3 is the root bridge and is connected to Switch 1 and Switch 2.Switch 3
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Table 134: Topology for Configuring Root Protection on the QFX Series (continued)

SettingsComponent

Switch 4 is connected to Switch 1. After loop protection is configured on interface xe-0/0/7,
Switch 4 sends more BPDUs that trigger loop protection on interface xe-0/0/7.

Switch 4

A spanning-tree topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

This configuration example uses an RSTP topology. However, you can also configure

root protection for STP or MSTP topologies at the [edit protocols (mstp | stp)] hierarchy

level.

Configuration

CLI Quick
Configuration

To quickly configure root protection on interface xe-0/0/7, copy the following command

and paste it into the switch terminal window:

[edit]
set protocols rstp interface xe-0/0/7 no-root-port

Step-by-Step
Procedure

To configure root protection:

1. Configure interface xe-0/0/7:

[edit protocols rstp]
user@switch#
set interface xe-0/0/7 no-root-port

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface xe-0/0/7.0 {
no-root-port;

}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying the Interface State Before Root Protection Is Triggered on page 1524

• Verifying That Root Protection Is Working on the Interface on page 1525

Displaying the Interface State Before Root Protection Is Triggered

Purpose Before root protection is triggered on interface xe-0/0/7, confirm the interface state.
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Action Confirm the state of the interfaces before root protection is configured:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518        128:2  16384.00aabbcc0348     20000  BLK    ALT  
xe-0/0/6.0     128:519        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
xe-0/0/7.0     128:520      128:520  32768.0019e2503f00     20000  FWD    DESG
[output truncated]

Meaning The output from the operational mode command show spanning-tree interface shows

that xe-0/0/7.0 is a designated port in a forwarding state.

Verifying That Root Protection IsWorking on the Interface

Purpose Aconfigurationchange takesplaceonSwitch4.A lowerbridgepriority onSwitch4causes

it to sendmoreBPDUs to interfacexe-0/0/7. ReceiptofmoreBPDUson interfacexe-0/0/7

triggers root protection. Verify that root protection is operating on interface xe-0/0/7.

Action Verify that root protection has been configured and is operating correctly:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-0/0/0.0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/1.0     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/2.0     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
xe-0/0/3.0     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/4.0     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
xe-0/0/5.0     128:518        128:2  16384.00aabbcc0348     20000  BLK    ALT  
xe-0/0/6.0     128:519        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
xe-0/0/7.0     128:520      128:520  32768.0019e2503f00     20000  BLK    DIS 
(Root—Incon)
[output truncated]

Meaning The operational mode command show spanning-tree interface shows that

interface xe-0/0/7.0 has transitioned to a loop inconsistent state. The loop inconsistent

state blocks the interface and prevents it from becoming a candidate for the root port.

When the rootbridgeno longer receivesmoreSTPBPDUs fromthe interface, the interface

recovers and transitions back to a forwarding state. Recovery is automatic.
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Related
Documentation

Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

•

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Understanding Root Protection for STP, RSTP, VSTP, and MSTP on page 1425

Bridging and VLAN Configuration Tasks

• Configuring Static ARP Entries on page 1526

Configuring Static ARP Entries

Youcancreate staticARPtableentries,whichareexplicitmappingsbetween IPaddresses

and MAC addresses.

• To configure a static ARP entry:

[edit interfaces interface-name unit logical-unit-number family inet address
address]
user@switch# set arp ip-address (mac |multicast-mac)mac-address

The IP address that you specify must be part of the subnet defined in the enclosing

address statement.

To associate a multicast MAC address with a unicast IP address, use themulticast-mac

statement.

Specify the MAC address as 6 hexadecimal bytes in one of the following formats:

nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn; for example, 0011.2233.4455 or 00:11:22:33:44:55.

Related
Documentation

Understanding Static ARP Entries on page 4470•

• arp

Bridging and VLAN Configuration Tasks (Original CLI Only)

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI

Procedure) on page 1527

• Configuring MAC Limiting (CLI Procedure) on page 1527

• Configuring MAC Notification on page 1531

• Configuring MAC Table Aging on page 1532

• Configuring Routed VLAN Interfaces on page 1532

• Configuring the Native VLAN Identifier on page 1534

• Configuring VLANs on page 1534
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• Creating a Series of Tagged VLANs on page 1536

• Disabling MAC Learning on page 1537

Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500andQFX3600switches thatdoesnot support theEnhancedLayer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Adding a Static MAC Address Entry to the Ethernet
Switching Table (CLI Procedure)” on page 1539. For ELSdetails, see “Getting
Started with Enhanced Layer 2 Software” on page 58.

The Ethernet switching table, also known as the forwarding table, specifies the known

locations of VLAN nodes. There are two ways to populate the Ethernet switching table

onaswitch. Theeasiestmethod is to let the switchupdate the tablewithMACaddresses.

The second way to populate the Ethernet switching table is to manually insert a VLAN

node location into the table. You cando this to reduce flooding and speed up the switch’s

automatic learning process. To further optimize the switching process, indicate the next

hop (next interface) packets will use after leaving the node.

Before configuring a static MAC address, be sure that you have:

• Set up the VLAN. See Configuring VLANs for EX Series Switches (CLI Procedure)

or“Configuring VLANs” on page 1534.

To add a MAC address to the Ethernet switching table:

1. Specify the MAC address to add to the table:

[edit ethernet-switching-options]
set static vlan vlan-name mac mac-address

2. Indicate the next hop MAC address for packets sent to the indicated MAC address:

[edit ethernet-switching-options]
set static vlan vlan-name mac mac-address next-hop interface

Related
Documentation

Understanding Bridging and VLANs on EX Series Switches•

• Understanding Bridging and VLANs on page 1402

ConfiguringMAC Limiting (CLI Procedure)

This task uses Junos OS for EX Series switches and QFX3500 and QFX3600 switches

that does not support the Enhanced Layer 2 Software (ELS) configuration style. If your

switch runs software that supports ELS, see “ConfiguringMAC Limiting (CLI Procedure)”

on page 1539. For ELS details, see “Getting Started with Enhanced Layer 2 Software” on

page 58.

This topicdescribes variouswaysof configuringa limitationonMACaddresses inpackets

that are received and forwarded by the switch.
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Before you can change a MAC limit that was previously set for an interface or a VLAN,

youmust first clear existing entries in theMAC address forwarding table that correspond

to the change you want tomake. Thus, to change the limit on an interface, first clear the

MAC address forwarding table entries for that interface. To change the limit on all

interfaces and VLANs, clear all MAC address forwarding table entries. To change the

limit on a VLAN, clear the MAC address forwarding table entries for that VLAN.

To clear MAC addresses from the forwarding table:

• Clear MAC address entries from a specific interface (here, the interface is ge-0/0/1)

in the forwarding table:

user@switch> clear ethernet-switching-table interface ge-0/0/1

• Clear all MAC address entries in the forwarding table:

user@switch>clear ethernet-switching-table

• Clear MAC address entries from a specific VLAN (here, the VLAN is vlan-abc):

user@switch> clear ethernet-switching-table vlan vlan-abc

The different ways of setting a MAC limit are described in the following sections:

• Configuring MAC Limiting for Port Security by Limiting the Number of MAC Addresses

That Can be Learned on Interfaces on page 1528

• Configuring MAC Limiting for Port Security by Specifying MAC Addresses That Are

Allowed on page 1529

• Configuring MAC Limiting for VLANs on page 1529

ConfiguringMAC Limiting for Port Security by Limiting the Number of MAC
Addresses That Can be Learned on Interfaces

To configure MAC limiting for port security by setting amaximum number of MAC

addresses that can be learned on interfaces.

• Apply the MAC limit on a single interface (here, the interface is ge-0/0/1):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 10

When no action is specified for configuring the MAC limit on an interface, the switch

performs the default action drop if the limit is exceeded.

• Apply theMAC limit ona single access interface, on thebasis of itsmembershipwithin

a specific VLAN (here, the interface is ge-0/0/1 and the VLAN is v1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/1 vlan v1 mac-limit 5

With this type of configuration, the switch drops any additional packets if the limit is

exceeded, and also logs amessage.

• Apply the limit to all access interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit 10

When no action is specified for configuring the MAC limit on all interfaces, the switch

performs the default action drop if the limit is exceeded:
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ConfiguringMAC Limiting for Port Security by SpecifyingMACAddresses That
Are Allowed

Youmust clear existing entries in the MAC address forwarding table prior to changing

the MAC address limit.

To configure MAC limiting for port security by specifying allowed MAC addresses:

• On a single interface (here, the interface is ge-0/0/2):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:83

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch#set interface all allowed-mac 00:05:85:3A:82:80
user@switch#set interface all allowed-mac 00:05:85:3A:82:81
user@switch#set interface all allowed-mac 00:05:85:3A:82:83

ConfiguringMAC Limiting for VLANs

Youmust clear existing entries in the MAC address forwarding table before you can

change the MAC address limit.

MAC limiting for a VLAN restricts the MAC addresses that can be learned for that VLAN,

butdoesnotdrop thepacket. Therefore, setting theMAC limit onaVLAN isnot considered

a port-security feature.

NOTE: The configuration of specific allowedMAC addresses does not apply
to VLANs.
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To configure MAC limiting for a VLAN using the CLI:

• Limit the number of dynamic MAC addresses on a VLAN:

If the MAC limit on a specific VLAN is exceeded, the switch logs the MAC addresses

of packets that cause the limit to be exceeded. No other action is possible.

[edit vlans]
user@switch# set vlan-abcmac-limit 20

NOTE: WhenyouareapplyingaMAC limit onaVLAN,donot setmac-limit

to 1 for a VLAN composed of Routed VLAN Interfaces (RVIs) or a VLAN
composed of aggregated Ethernet bundles using LACP. In these cases,
setting themac-limit to 1prevents theswitch fromlearningMACaddresses

other than the automatic addresses:

• For RVIs, the first MAC address inserted into the forwarding database
is the MAC address of the RVI.

• For aggregated Ethernet bundles using LACP, the first MAC address
inserted into the forwarding database in the forwarding table is the
source address of the protocol packet.

If the VLAN is composed of regular access or trunk interfaces, you can set
themac-limit to 1 if you choose to do so.

Related
Documentation

Configuring MAC Limiting (J-Web Procedure)•

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 4499

• Verifying That MAC Limiting Is Working Correctly

• Setting the none Action on an Interface to Override a MAC Limit Applied to All Interfaces

(CLI Procedure)

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Bridging and VLANs on EX Series Switches

• no-allowed-mac-log

• show vlans
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ConfiguringMACNotification

When a MAC address is learned or unlearned, SNMP notifications can be sent to the

network management system at regular intervals to record the addition or removal of

the MAC address. This process is known asMAC notification.

The MAC notification interval defines how often Simple Network Management Protocol

(SNMP) notifications logging the addition or removal of MAC addresses on the switch

are sent to the network management system.

MAC notification is disabled by default. When MAC notification is enabled, the default

MAC notification interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform

these tasks:

• Enabling MAC Notification on page 1531

• Disabling MAC Notification on page 1531

• Setting the MAC Notification Interval on page 1531

EnablingMACNotification

MAC notification is disabled by default. You need to perform this procedure to enable

MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of

30 seconds:

[edit ethernet-switching-options]
user@switch# setmac-notification

To enable MAC notification on the switch with any other MAC notification interval (here,

60 seconds):

[edit ethernet-switching-options]
user@switch# setmac-notification notification-interval 60

DisablingMACNotification

MAC notification is disabled by default. Perform this procedure only if MAC notification

was previously enabled on your switch.

To disable MAC notification on the switch:

[edit ethernet-switching-options]
user@switch# deletemac-notification

Setting theMACNotification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC

notification interval to a different interval is identical to the procedure to enable MAC

notification on the switch with a nondefault value for the MAC notification interval.
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To set the MAC notification interval on the switch (here, the MAC notification interval is

set to 5 seconds):

[edit ethernet-switching-options]
user@switch# setmac-notification notification-interval 5

Related
Documentation

Verifying That MAC Notification Is Working Properly on page 1669•

ConfiguringMAC Table Aging

MAC table aging ensures that a switch tracks only active nodes on the network and that

it is able to flush out network nodes that are no longer available.

Tomanage MAC entries more efficiently, you can configure an entry’s aging time, which

is the maximum time that an entry can remain in the MAC address table before it is

deleted because it has reached its maximum age.

NOTE: This task uses Junos OS for Junos OS for QFX3500 and QFX3600
switches that does not support the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that supports ELS, see
“Configuring MAC Table Aging” on page 1541.

Youcanuse the set-mac-table-aging-timecommandtoconfigurehow longentries remain

in the Ethernet switching table before expiring. Here the VLAN is employee-vlan:

[edit vlans employee-vlan]
user@switch# setmac-table-aging-time 200

Related
Documentation

Understanding Bridging and VLANs on page 1402•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Example: Connecting an Access Switch to a Distribution Switch on page 1504

Configuring Routed VLAN Interfaces

Routed VLAN interfaces (RVIs) enable a switch to recognize which packets are being

sent to local addresses so that they are bridged whenever possible and are routed only

when needed. Whenever packets can be switched instead of routed, several layers of

processing are eliminated. Switching also reduces the number of address look-ups.

To configure the routed VLAN interface:

1. Create the VLAN by assigning it a name and a VLAN ID:

[edit]
user@switch# set vlans support vlan-id 111

2. Assign an interface to the VLAN by specifying the logical interface (with the unit

statement) and specifying the VLAN name as themember:

[edit]
user@switch# set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers
support
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3. Create the subnet for the VLAN’s broadcast domain:

[edit]
user@switch# set interfaces vlan unit 111 family inet address 111.111.111.1/24

4. Bind a Layer 3 interface with the VLAN:

[edit]
user@switch# set vlans support l3-interface vlan.111

NOTE: Layer 3 interfaces on trunk ports allow the interface to transfer traffic
betweenmultiple VLANs. Within a VLAN, traffic is bridged, while across
VLANs, traffic is routed.

You can display the configuration settings:

user@switch> show interfaces vlan terse
Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
vlan.111                up    up   inet     111.111.111.1/24

user@switch> show vlans
Name           Tag     Interfaces
default       
                       None
employee-vlan  20     
                       ge-1/0/0.0, ge-1/0/1.0, ge-1/0/2.0
marketing      40     
                       ge-1/0/10.0, ge-1/0/20.0, ge-1/0/30.0
support        111    
                       ge-0/0/18.0
mgmt          
                       bme0.32769, bme0.32771*

user@switch> show ethernet-switching table
Ethernet-switching table: 1 entries, 0 learned
  VLAN              MAC address       Type         Age Interfaces
  support           00:19:e2:50:95:a0 Static         - Router

Related
Documentation
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Configuring the Native VLAN Identifier

Switches support receivingand forwarding routedorbridgedEthernet frameswith802.1Q

VLAN tags. The logical interface on which untagged packets are receivedmust have the

same native VLAN ID as that on the physical interface.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that
does not support the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that supports ELS, see “Configuring the Native
VLAN Identifier (CLI Procedure)” on page 1543.

To configure the native VLAN ID using the CLI:

1. Configure the port mode as trunk so that the interface is onmultiple VLANs and can

multiplex traffic between different VLANs. Trunk interfaces typically connect to other

switches and to routers on the LAN.

[edit interfaces xe-0/0/3 unit 0 family ethernet-switching]
user@switch# set port-mode trunk

2. Configure the native VLAN ID:

[edit interfaces xe-0/0/3 unit 0 family ethernet-switching]
user@switch# set native-vlan-id 3

Related
Documentation

Understanding Bridging and VLANs on page 1402•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

Configuring VLANs

SwitchesuseVLANs tomake logical groupingsofnetworknodeswith their ownbroadcast

domains. You can use VLANs to limit the traffic flowing across the entire LANand reduce

collisions and packet retransmissions.

NOTE: This task uses Junos OS for the QFX Series that does not support the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Configuring VLANs” on page 1544.

For each endpoint on the VLAN, configure the following VLAN parameters on the

corresponding interface:

1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]
user@switch# set description vlan-description

2. Specify the unique name of the VLAN:
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NOTE: In a QFabric system, do not configure “default” as the name of a
VLAN. Though theQFabric systemwill allowyou to configure and commit
a VLANwith the name “default” in the current software with no commit
errors, it will not work. Junos OS 12.2 and onwards will not allow you to
commit a VLANwith the name “default.”

[edit interfaces interface-name unit 0]
user@switch# set family ethernet-switching vlanmembers vlan-name

3. Create the subnet for the VLAN:

[edit interfaces]
user@switch# set vlan unit 0 family inet address ip-address

4. Configure the VLAN tag ID or VLAN ID range for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]
user@switch# set vlan-name vlan-range vlan-id-low-vlan-id-high

5. Specify the maximum time that an entry can remain in the forwarding table before it

ages out:

[edit vlans]
user@switch# set vlan-namemac-table-aging-time time

6. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) filter-name

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Configuring Routed VLAN Interfaces on page 1532

• Creating a Series of Tagged VLANs on page 1536

• Understanding Bridging and VLANs on page 1402
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Creating a Series of Tagged VLANs

When you divide an Ethernet LAN into multiple VLANs, each VLAN is assigned a unique

IEEE 802.1Q tag. This tag is associated with each frame in the VLAN, and the network

nodes receiving the traffic can use the tag to identify which VLAN a frame is associated

with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can

configure a VLAN range to create a series of tagged VLANs.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that the network nodes receiving the frames can

detect which VLAN the frames belong to. Trunk ports, which multiplex traffic among a

number of VLANs, use the tag to determine the origin of frames and where to forward

them.

For example, youcouldconfigure theVLANemployeeandspecify a tag rangeof 10through

12. This creates the following VLANs and tags:

• VLAN employee-10, tag 10

• VLAN employee-11, tag 11

• VLAN employee-12, tag 12

Creating tagged VLANs in a series has the following limitations:

• Layer 3 interfaces do not support this feature.

• Because an access interface can only support one VLANmember, access interfaces

also do not support this feature.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that
does not support the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that does support ELS, see “Creating a Series of
Tagged VLANs” on page 1546..
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To configure a series of tagged VLANs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-range 120-130

2. Associate a series of tagged VLANs when you configure an interface in one of two

ways:

• Include the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers employee

• Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers 120–130

Associating a series of tagged VLANS to an interface by name or by VLAN range has the

same result: VLANs __employee_120__ through __employee_130__ are created.

NOTE: When a series of VLANs is created using the vlan-range command,

the VLAN names are preceded and followed by a double underscore.

Related
Documentation

Verifying That a Series of Tagged VLANs Has Been Created on page 1669•

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding Bridging

DisablingMAC Learning

By default, MAC learning is globally enabled on all nodes in a QFX Series product. This

topic describes how to disable MAC learning, as well as how to reenable and verify that

MAC learning has been enabled or disabled.

Disabling dynamicMAC learning on theQFXSeries prevents a node from learning source

and destination MAC addresses.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches does
not support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Disabling MAC Learning” on
page 1547.

• To disable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]
user@switch# set no-mac-learning

• To enable MAC learning on the QFX Series:
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[edit ethernet-switching-options interfaces interface]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

• To verify the status ofMAC learning on theQFXSeries, view the EthernetMAC learning

statistics in operational mode.

user@switch> show ethernet-switching table
Ethernet-switching table: 2 entries, 1 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:1f:12:39:90:80 Learn         29 xe-/0/0.0

Related
Documentation

Understanding MAC Learning on page 1410•

• Example: Disabling MAC Learning on page 1450

• no-mac-learning on page 1625

Bridging and VLAN Configuration Tasks (ELS CLI Only)

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI

Procedure) on page 1539

• Configuring MAC Limiting (CLI Procedure) on page 1539

• Configuring MAC Table Aging on page 1541

• Configuring Routed VLAN Interfaces on page 1542

• Configuring the Native VLAN Identifier (CLI Procedure) on page 1543

• Configuring VLANs on page 1544

• Creating a Series of Tagged VLANs on page 1546

• Disabling MAC Learning on page 1547
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Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your switch runs software that does
not support ELS, see “Adding a Static MAC Address Entry to the Ethernet
Switching Table (CLI Procedure)” on page 1527. For ELS details, see “Getting
Started with Enhanced Layer 2 Software” on page 58.

The Ethernet switching table, also known as the forwarding table, specifies the known

locations of VLANnodes and the addresses of deviceswithin those nodes. There are two

ways to populate the Ethernet switching table on a switch. The easiest method is to let

the switch update the table with MAC addresses.

The secondway to populate the Ethernet switching table is tomanually insert addresses

into the table. You can do this to reduce flooding and speed up the switch’s automatic

learning process.

Before configuring a static MAC address, be sure that you have:

• Set up the VLAN. See Configuring VLANs for EX Series Switches (CLI Procedure) or

“Configuring VLANs” on page 1534.

To configure an interface to have a static MAC address:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# set static-macmac-address

Related
Documentation

Understanding Bridging and VLANs on EX Series Switches•

ConfiguringMAC Limiting (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches and QFX3500 and
QFX3600 switches with support for the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that does not support ELS,
see “ConfiguringMACLimiting (CLIProcedure)”onpage 1527. ForELSdetails,
see “Getting Started with Enhanced Layer 2 Software” on page 58.

This topicdescribes variouswaysof configuringa limitationonMACaddresses inpackets

that are received and forwarded by the switch.
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NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

The different ways of setting a MAC limit are described in the following sections:

• Limiting the Number of MAC Addresses Learned by an Interface on page 1540

• Limiting the Number of MAC Addresses Learned by a VLAN on page 1540

Limiting the Number of MAC Addresses Learned by an Interface

Tosecureaport, youcanset themaximumnumberofMACaddresses thatcanbe learned

by an interface:

• Set the MAC limit on an interface, and specify an action that the switch takes after

the specified limit is exceeded:

[edit switch-options]
user@switch# set interface interface-name interface-mac-limit limit packet-action
action

After you set a newMAC limit for the interface, the system clears existing entries in

the MAC address forwarding table associated with the interface.

Limiting the Number of MAC Addresses Learned by a VLAN

To limit the number of MAC addresses learned by a VLAN:

1. Set the maximum number of MAC addresses that can be learned by a VLAN, and

specify an action that the switch takes after the specified limit is exceeded:

[edit vlans]
user@switch# set vlan-name switch-options mac-table-size limit packet-action
action

2. Set the maximum number of MAC addresses that can be learned by one or all

interfaces in the VLAN, and specify an action that the switch takes after the specified

limit is exceeded:

[edit vlans]
user@switch# set vlan-name switch-options interface interface-name
interface-mac-limit limit packet-action action
[edit vlans]
user@switch# set vlan-name switch-options interface-mac-limit limit packet-action
action
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NOTE: If you specify a MAC limit and packet action for all interfaces in
the VLAN and a specific interface in the VLAN, the MAC limit and packet
action specified at the specific interface level takes precedence. Also, at
the VLAN interface level, only the drop and drop-and-log options are

supported.

After you set newMAC limits for a VLAN by using themac-table-size statement or for

interfaces associated with a VLAN by using the interface-mac-limit statement, the

systemclears the corresponding existing entries in theMACaddress forwarding table.

Related
Documentation

Understanding Bridging and VLANs on EX Series Switches•

• Configuring Persistent MAC Learning (CLI Procedure)

ConfiguringMAC Table Aging

MAC table aging ensures that a switch tracks only active nodes on the network and that

it is able to flush out network nodes that are no longer available.

Tomanage MAC entries more efficiently, you can configure an entry’s aging time, which

is the maximum time that an entry can remain in the MAC address table before it is

deleted because it has reached its maximum age.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that does not support ELS, see “ConfiguringMACTable
Aging”onpage1532.ForELSdetails, see“GettingStartedwithEnhancedLayer
2 Software” on page 58.

Youcanuse the set-mac-table-aging-timecommandtoconfigurehow longentries remain

in the Ethernet switching table before expiring. Here the VLAN is employee-vlan:

[edit vlans employee-vlan switch-options]
user@switch# setmac-table-aging-time 200

Related
Documentation

Understanding Bridging and VLANs on page 1402•

• Example: Setting Up Bridging with Multiple VLANs on page 1458

• Example: Connecting an Access Switch to a Distribution Switch on page 1504
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Configuring Routed VLAN Interfaces

Routed VLAN interfaces (RVIs) enable a switch to recognize which packets are being

sent to local addresses so that they are bridged whenever possible and are routed only

when needed. Whenever packets can be switched instead of routed, several layers of

processing are eliminated. Switching also reduces the number of address look-ups.

To configure the routed VLAN interface:

1. Create the VLAN by assigning it a name and a VLAN ID:

[edit]
user@switch# set vlans support vlan-id 111

2. Assign an interface to the VLAN by specifying the logical interface (with the unit

statement) and specifying the VLAN name as themember:

[edit]
user@switch# set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers
support

3. Create the subnet for the VLAN’s broadcast domain:

[edit]
user@switch# set interfaces vlan unit 111 family inet address 111.111.111.1/24

4. Bind a Layer 3 interface with the VLAN:

[edit]
user@switch# set vlans support l3-interface vlan.111

NOTE: Layer 3 interfaces on trunk ports allow the interface to transfer traffic
betweenmultiple VLANs. Within a VLAN, traffic is bridged, while across
VLANs, traffic is routed.

You can display the configuration settings:

user@switch> show interfaces vlan terse
Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
vlan.111                up    up   inet     111.111.111.1/24

user@switch> show vlans
Name           Tag     Interfaces
default       
                       None
employee-vlan  20     
                       ge-1/0/0.0, ge-1/0/1.0, ge-1/0/2.0
marketing      40     
                       ge-1/0/10.0, ge-1/0/20.0, ge-1/0/30.0
support        111    
                       ge-0/0/18.0
mgmt          
                       bme0.32769, bme0.32771*

user@switch> show ethernet-switching table
Ethernet-switching table: 1 entries, 0 learned
  VLAN              MAC address       Type         Age Interfaces
  support           00:19:e2:50:95:a0 Static         - Router
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Related
Documentation

Configuring the Native VLAN Identifier (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your switch runs software that does
not support ELS, see Configuring the Native VLAN Identifier (CLI Procedure).
For ELS details, see “Getting Started with Enhanced Layer 2 Software” on
page 58.

Switches can receive and forward routed or bridged Ethernet frames with 802.1Q VLAN

tags. Typically, trunk ports, which connect switches to each other, accept untagged

control packets but do not accept untagged data packets. You can enable a trunk port

to accept untagged data packets by configuring a native VLAN ID on the interface on

which youwant the untagged data packets to be received. The logical interface onwhich

untagged packets are to be receivedmust be configured with the same VLAN ID as the

native VLAN ID configured on the physical interface.

To configure the native VLAN ID by using the command-line interface (CLI):

1. On the interface on which you want untagged data packets to be received, set the

interface mode to trunk, which specifies that the interface is in multiple VLANs and

canmultiplex traffic between different VLANs.:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family
ethernet-switching interface-mode trunk

2. Configure the native VLAN ID:

[edit interfaces]
user@switch# set interface-name native-vlan-id vlan-id

3. Specify that the logical interface that will receive the untagged data packets is a

member of the native VLAN:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family
ethernet-switching vlan members vlan-id

Related
Documentation

Understanding Bridging and VLANs on EX Series Switches•

• Example: Connecting Access Switches to a Distribution Switch

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433
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Configuring VLANs

SwitchesuseVLANs tomake logical groupingsofnetworknodeswith their ownbroadcast

domains. You can use VLANs to limit the traffic flowing across the entire LANand reduce

collisions and packet retransmissions.

NOTE: This tasksupports theEnhancedLayer2Software(ELS)configuration
style. For ELS details, see “Getting Startedwith Enhanced Layer 2 Software”
on page 58. If your switch runs software that does not support ELS, see
“Configuring VLANs” on page 1534.

For each endpoint on the VLAN, configure the following VLAN parameters on the

corresponding interface:

1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]
user@switch# set description vlan-description

2. Specify the unique name of the VLAN:

NOTE: Switches that run Junos OSwith the ELS configuration style do
not support a default VLAN. Therefore, on such switches, youmust
explicitly configure at least one VLAN, even if your network is simple and
you want only one broadcast domain to exist.

[edit interfaces interface-name unit 0]
user@switch# set family ethernet-switching vlanmembers vlan-name

3. Create the subnet for the VLAN:

[edit interfaces]
user@switch# set vlan unit 0 family inet address ip-address

4. Configure the VLAN tag ID or VLAN ID list for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]
user@switch# set vlan-name vlan-id-list [vlan-ids | vlan-id--vlan-id-]

5. Specify the maximum time that an entry can remain in the forwarding table before it

ages out:

[edit vlans]
user@switch# set vlan-name switch-optionsmac-table-aging-time time

6. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) filter-name

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Configuring Routed VLAN Interfaces on page 1532
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• Creating a Series of Tagged VLANs on page 1536

• Understanding Bridging and VLANs on page 1402
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Creating a Series of Tagged VLANs

When you divide an Ethernet LAN into multiple VLANs, each VLAN is assigned a unique

IEEE 802.1Q tag. This tag is associated with each frame in the VLAN, and the network

nodes receiving the traffic can use the tag to identify which VLAN a frame is associated

with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can

configure a VLAN range to create a series of tagged VLANs.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that the network nodes receiving the frames can

detect which VLAN the frames belong to. Trunk ports, which multiplex traffic among a

number of VLANs, use the tag to determine the origin of frames and where to forward

them.

For example, youcouldconfigure theVLANemployeeandspecify a tag rangeof 10through

12. This creates the following VLANs and tags:

• VLAN employee-10, tag 10

• VLAN employee-11, tag 11

• VLAN employee-12, tag 12

Creating tagged VLANs in a series has the following limitations:

• Layer 3 interfaces do not support this feature.

• Because an access interface can only support one VLANmember, access interfaces

also do not support this feature.

NOTE: This task uses Junos OS for Junos OS for QFX3500 and QFX3600
switcheswithsupport for theEnhancedLayer2Software (ELS)configuration
style. If your switch runs software that does not support ELS, see “Creating
aSeriesofTaggedVLANs”onpage 1536. ForELSdetails, see “GettingStarted
with Enhanced Layer 2 Software” on page 58.

Copyright © 2014, Juniper Networks, Inc.1546

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



To configure a series of tagged VLANs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-id-list [ 120-130 ]

2. Associate a series of tagged VLANs when you configure an interface in one of two

ways:

• Include the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers employee

• Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers 120–130

Associatinga series of taggedVLANS toan interfacebynameorbyVLAN range the same

result: VLANs __employee_120__ through __employee_130__ are created.

NOTE: When a series of VLANs is created using the vlan-id-list command,

the VLAN names are preceded and followed by a double underscore.

Related
Documentation

Verifying That a Series of Tagged VLANs Has Been Created on page 1669•

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Example: Setting Up Bridging with Multiple VLANs on page 1458

• Understanding Bridging and VLANs on page 1402

DisablingMAC Learning

By default, MAC learning is globally enabled on all nodes in a QFX Series product. This

topic describes how to disable MAC learning, as well as how to reenable and verify that

MAC learning has been enabled or disabled.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. This
task supports the Enhanced Layer 2 Software (ELS) configuration style. For
ELSdetails, see “GettingStartedwithEnhancedLayer2Software”onpage58
If your switch runs software that does not support ELS, see “Disabling MAC
Learning” on page 1537.

Disabling dynamicMAC learning on theQFXSeries prevents a node from learning source

and destination MAC addresses.

• To disable MAC learning on the QFX Series:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# set no-mac-learning

1547Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



• To enable MAC learning on the QFX Series:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

• To verify the status ofMAC learning on theQFXSeries, view the EthernetMAC learning

statistics in operational mode.

user@switch> show ethernet-switching table
Ethernet-switching table: 2 entries, 1 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:1f:12:39:90:80 Learn         29 xe-/0/0.0

Related
Documentation

Understanding MAC Learning on page 1410•

• Example: Disabling MAC Learning on page 1457

• no-mac-learning on page 1625

Unified Forwarding Table Configuration Task

• Configuring the Unified Forwarding Table on page 1548

Configuring the Unified Forwarding Table

• Configuring an Address-Storage Profile on page 1548

• Configuring IPv6 Addresses with /65 to /127 Prefix Lengths on page 1550

Configuring an Address-Storage Profile

On the QFX5100 switch, you can control the allocation of memory available to store the

following:

• MAC addresses

• Layer 3 host entries

• Longest prefix match table entries

You configure the mix that best meets your needs by choosing the appropriate profile.

Table 135onpage 1548 lists theprofiles youcanchooseand theassociatedvalues for each

type of entry.

Table 135: Unified Forwarding Table Profiles

LPMTableHost Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

IPv6
Entries
(prefix
<= 64)

IPv4
Entries

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

8K16K4K4K8K8K8K16K288Kl2-profile-one

8K16K20K20K40K40K40K80K224Kl2-profile-two

Copyright © 2014, Juniper Networks, Inc.1548

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 135: Unified Forwarding Table Profiles (continued)

LPMTableHost Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

8K16K36K36K72K72K72K144K160Kl2-profile-three
(default)

8K16K52K52K104K104K104K208K96Kl3-profile

64K128K4K4K8K8K8K16K32Klpm-profile
(Do not
use for
IPv6)

Note that if the host or LPM table stores the maximum number of entries for any given

type, the entire table is full and is unable to accommodate any entries of any other type.

For informationabout valid combinationsof tableentries see “Understanding theUnified

Forwarding Table” on page 1415.

To configure the profile that you want, enter and commit the following statement:

[edit]
user@switch# set chassis forwarding-options profile-name

NOTE: When you configure a profile, all the data interfaces on the switch
restart. Themanagement interfaces are unaffected.

The settings for l2-profile-three are configured by default. That is, if you do not enter a

set forwarding–options chassis profile-name statement, these settings are configured.

WARNING: The lpm-profile does not work for IPv6 traffic. Do not use this

profile for IPv6.

1549Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



Configuring IPv6 Addresses with /65 to /127 Prefix Lengths

If you want to use more than 16 IPv6 addresses with prefixes in the range /65 through

/127 youmust enter and commit the following statement:

[edit]
user@switch# set chassis forwarding-options profile-name num-65-127-prefix value

in which value can be a value in the range 1 through 128. Each increment adds support

for 16 IPv6 addresses with prefixes between /65 and /127, for a maximum of 2048 such

addresses (16 x 128 = 2048). The system supports 16 of these addresses by default, so

to increase the number of supported addresses, youmust enter a value of 2 or greater.

For example, if you enter 2, the systemwill support 32 IPv6 addresses with prefixes in

the range /65 through /127.

Each increment that you add for IPv6 addresses with prefixes in the range /65 through

/127 reduces the number of forwarding table entries that are available for IPv4 addresses

and IPv6 addresseswith prefixes outside this range. If you enter 128 to configure support

for the maximum number of IPv6 addresses with prefixes in the range /65 through /127,

the portion of the longest prefix match section of the forwarding table available to IPv4

addressesand IPv6addresseswithprefixesoutside the /65 through /127 range is reduced

by 8K.

NOTE: Whenyouconfigure thenum-65-127-prefixvalue,all thedata interfaces

on the switch restart. Themanagement interfaces are unaffected.

Related
Documentation

Understanding the Unified Forwarding Table on page 1415•

ForwardingMode Configuration Task

• Configuring the Forwarding Mode on page 1550

Configuring the ForwardingMode

By default, QFX Series products forward packets using store-and-forwardmode. You

can configure all the interfaces on a QFX series switch or QFabric to use cut-through

mode instead.

To enable cut-through switching mode, enter the following statement:

[edit forwarding-options]
user@switch# set cut-through

Related
Documentation

cut-through on page 1562•

Proxy ARP Configuration Task (Original CLI Only)

• Configuring Proxy ARP on page 1551
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Configuring Proxy ARP

You can configure proxy Address Resolution Protocol (ARP) to enable the switch to

respond to ARP queries for network addresses by offering its ownmedia access control

(MAC) address. With proxy ARP enabled, the switch captures and routes traffic to the

intended destination.

To configure proxy ARP on a single interface:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 proxy-arp restricted

BEST PRACTICE: We recommend that you configure proxy ARP in restricted
mode. In restrictedmode, the switch is not a proxy if the source and target
IP addresses are on the same subnet. If you use unrestrictedmode, disable
gratuitousARP requestson the interface toavoid thesituationof theswitch’s
response toagratuitousARPrequestappearing to thehost tobean indication
of an IP conflict:

To configure proxy ARP on a routed VLAN interface (RVI):

[edit interfaces]
user@switch# set vlan unit 100 proxy-arp restricted

Related
Documentation

Understanding Proxy ARP on page 1417•

• Verifying That Proxy ARP IsWorking Correctly on page 1671

• Understanding Routed VLAN Interfaces on page 1409

Proxy ARP Configuration Task (ELS CLI Only)

• Configuring Proxy ARP (CLI Procedure) on page 1552
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Configuring Proxy ARP (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches and QFX3500 and
QFX3600 switches with support for the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that does not support ELS,
see Configuring Proxy ARP (CLI Procedure) or “Configuring Proxy ARP” on
page 1551. For ELS details, see “Getting Started with Enhanced Layer 2
Software” on page 58.

You can configure proxy Address Resolution Protocol (ARP) on your switch to enable

the switch to respond to ARP queries for network addresses by offering its ownmedia

access control (MAC) address. With proxy ARP enabled, the switch captures and routes

traffic to the intended destination.

To configure proxy ARP on a single interface:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number proxy-arp (restricted |
unrestricted)

BEST PRACTICE: We recommend that you configure proxy ARP in restricted
mode. In restrictedmode, the switch does not act as a proxy if the source
and target IP addresses are on the same subnet. If you decide to use
unrestrictedmode, disable gratuitousARP requests on the interface to avoid
asituationwherein theswitch’s response toagratuitousARPrequestappears
to the host to be an indication of an IP conflict.

To configure proxy ARP on an integrated routing and bridging (IRB) interface:

[edit interfaces]
user@switch# set irb.logical-unit-number proxy-arp restricted

Related
Documentation

Example: Configuring Proxy ARP on an EX Series Switch•

• Verifying That Proxy ARP IsWorking Correctly on page 1671

• Configuring Integrated Routing and Bridging Interfaces (CLI Procedure)

STP Configuration Tasks

• Configuring STP on page 1553

• Unblocking an Interface That Receives BPDUs in Error on page 1553
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Configuring STP

The default spanning-tree protocol on the QFX Series is Rapid Spanning Tree Protocol

(RSTP). RSTP provides faster convergence times than Spanning Tree Protocol (STP)

does. However, some legacy networks require the slower convergence times of basic

STP.

If your network includes 802.1D 1998 bridges, you can remove RSTP and explicitly

configure STP. When you explicitly configure STP, the QFX Series products use the IEEE

802.1D 2004 specification, force version0. This configuration runs a version of RSTP that

is compatible with the classic, basic STP.

To configure STP using the CLI:

1. Delete the RSTP configuration on the interface (here, the interface is xe-0/0/5):

[edit]
user@switch# delete protocols rstp interface xe-0/0/5

2. Configure STP on the interface:

[edit]
user@switch# set protocols stp interface xe-0/0/5

3. Commit the configuration:

[edit]
user@switch# commit

Related
Documentation

show spanning-tree bridge on page 1706•

• show spanning-tree interface on page 1711

• Overview of Spanning-Tree Protocols on page 1419

Unblocking an Interface That Receives BPDUs in Error

NOTE: BPDU block protection is disabled on Node devices.

QFX Series switches use bridge protocol data unit (BPDU) protection on interfaces to

prevent them from receiving BPDUs that could trigger a spanning-treemisconfiguration.

If BPDUs are received on a BPDU-protected interface, the interface transitions to a

blocking state and stops forwarding frames.

After you fix the misconfiguration that triggered the sending of BPDUs to an interface,

you can unblock the interface and return it to service.

NOTE: This taskdescribeshowtouseboth theoriginalCLI and theEnhanced
Layer 2 Software (ELS) CLI. For ELS details, see “Getting Started with
Enhanced Layer 2 Software” on page 58.
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To unblock an interface after fixing the misconfiguration that triggered the BPDUs and

return it to service:

• (Original CLI) Automatically unblock an interface by configuring a timer that expires

(here, the interface is xe-0/0/6):

[edit ethernet-switching-options]
user@switch# set bpdu-blockdisable-timeout 30 interface xe-0/0/6

• (ELS CLI) Automatically unblock an interface by configuring a timer that expires (here,

the interface is xe-0/0/6):

[edit protocols layer2-control]
user@switch# set bpdu-blockdisable-timeout 30 interface xe-0/0/6

• Manually unblock an interface using the operational mode command:

user@switch> clear ethernet-switching bpdu-error interface xe-0/0/6

Related
Documentation

Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

•

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

STP Configuration Tasks (Original CLI Only)

• Configuring VLAN Spanning Tree Protocol on page 1554

Configuring VLAN Spanning Tree Protocol

VLANSpanningTreeProtocol (VSTP)enables theQFXSeries to runoneormoreSpanning

Tree Protocol (STP) or Rapid Spanning Tree Protocol (RSTP) instances for each VLAN

onwhich VSTP is enabled. For networks withmultiple VLANs, VSTP improves intelligent

tree spanning by defining the best paths within the VLANs instead of within the entire

network.

NOTE: This task uses Junos OS for the QFX Series that does not support the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supportsELS, see “ConfiguringVLANSpanning-TreeProtocol”
on page 1556.

To configure VSTP:

1. (Optional) Enable Rapid Spanning Tree Protocol (RSTP):

[edit protocols]
user@switch# set rstp

VSTP can run on amaximum of 253 VLANs; RSTP runs on the remaining VLANs if

configured. Enabling RSTP ensures that a spanning-tree protocol runs on all VLANs.

2. Enable VSTP.

• To enable VSTP onmultiple VLANs using a VLAN group:

[edit protocols]
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user@switch# set vstp vlan-group group group-name vlan vlan-id-range

• To enable VSTP on all VLANs:

[edit protocols]
user@switch# set vstp vlan all

NOTE: Youmust enableRSTP if youused the set vstpvlanall statement

to enable VSTP and if the switch hasmore than 253 VLANs. If you use
the set vstp vlan all statement to enable VSTP on a switch withmore

than 253 VLANs, the configuration cannot be committed.

• To enable VSTP on a VLAN using a single VLAN ID:

[edit protocols]
user@switch# set vstp vlan vlan-id

• To enable VSTP on a VLAN using a single VLAN name:

[edit protocols]
user@switch# set vstp vlan vlan-name

Related
Documentation

Understanding VSTP on page 1422•

STP Configuration Tasks (ELS CLI Only)

• Configuring VLAN Spanning-Tree Protocol on page 1556
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Configuring VLAN Spanning-Tree Protocol

Youcanconfigure theVLANSpanning-TreeProtocol (VSTP)under the followinghierarchy

levels:

NOTE: This tasksupports theEnhancedLayer2Software(ELS)configuration
style. If yourswitch runssoftware thatdoesnotsupportsELS, see“Configuring
VLAN Spanning Tree Protocol” on page 1554.

• [edit logical-systems logical-system-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

• [edit protocols]

• [edit routing-instances routing-instance-name protocols]

The routing instance type can be either virtual-switch or layer2-control.

To configure the VLAN Spanning-Tree Protocol:

1. Enable VSTP as the version of spanning-tree protocol to be configured:

[edit]
user@host@ edit ... protocols (STP Type) vstp

2. (Optional) For compatibility with older bridges that do not support VSTP, you can run
force VSTP to run as the original IEEE 802.1D Spanning-Tree Protocol (STP) version:

[edit ... protocols vstp]
user@host# set force-version stp

NOTE: If VSTP has been forced to run as the original STP version, you can
revert back to VSTP by first removing the force-version statement from

the configuration and then entering the clear spanning-tree

protocol-migration configurationmode command.
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3. Configure the interfaces that participate in the VSTP instance.

a. Enable configuration of the interface:

[edit ... protocols vstp]
user@host# edit interface interface-name

b. Configure the interface priority:

[edit ... protocols vstp interface interface-name]
user@host# set priority interface-priority

c. (Optional) By default, the interface link cost is determined by the link speed. You

canconfigure the interface link cost to controlwhichbridge is thedesignatedbridge

and which port is the designated port:

[edit ... protocols vstp interface interface-name]
user@host# set cost interface-link-cost

d. Configure the interface link mode to identify point-to-point links:

[edit ... protocols vstp interface interface-name]
user@host# setmode (p2p | shared)

Specify p2p if the link is point to point. Specify shared is the link is a sharedmedia.

e. (Optional) Configure the interface as an edge port:

[edit ... protocols vstp interface interface-name]
user@host# set edge

Edge ports do not expect to receive bridge protocol data unit (BPDU) packets. If

a BPDU packet is received for an edge port, the port becomes a nonedge port

You can also enable BPDU root protection for all spanning-tree protocol instances

on the interface. BPDU root protect ensures the port is the spanning-tree designated

port. If the port receives superior BPDU packets, root protect moves this port to a

root-prevented spanning-tree state. For configuration details, seeChecking theStatus

of Spanning-Tree Instance Interfaces.

4. Enable configuration of a VLAN instance:

[edit ... protocols vstp]
user@host# edit vlan vlan-id

5. Configure the bridge priority

[edit ... protocols vstp vlan vlan-id]
user@host# set bridge-priority bridge-priority

For more information, see Bridge Priority for Election of Root Bridge and Designated

Bridge.
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6. Configure hello BPDU timers.

a. Configure the maximum expected arrival time of hello BPDUs:

[edit ... protocols vstp vlan vlan-id]
user@host# setmax-age seconds

b. Configure the time interval atwhich the rootbridge transmits configurationBPDUs:

[edit ... protocols vstp vlan vlan-id]
user@host# set hello-time seconds

7. (Optional) By default, the bridge port remains in the listening and learning states for

15 seconds before transitioning to the forwarding state. You can specify a delay from

4 through 20 seconds instead:

[edit ... protocols vstp vlan vlan-id]
user@host# set forward-delay seconds

8. Configure the interfaces that participate in the VSTP instance.

a. Enable configuration of the interface:

[edit ... protocols vstp vlan vlan-id]
user@host# edit interface interface-name

b. Configure the interface priority:

[edit ... protocols vstp vlan vlan-id interface interface-name]
user@host# set priority interface-priority

c. (Optional) By default, the interface link cost is determined by the link speed. You

canconfigure the interface link cost to controlwhichbridge is thedesignatedbridge

and which port is the designated port:

[edit ... protocols vstp vlan vlan-id interface interface-name]
user@host# set cost interface-link-cost

d. Configure the interface link mode to identify point-to-point links:

[edit ... protocols vstp vlan vlan-id interface interface-name]
user@host# setmode (p2p | shared)

Specify p2p if the link is point to point. Specify shared is the link is a sharedmedia.

e. (Optional) Configure the interface as an edge port:

[edit ... protocols vstp vlan vlan-id interface interface-name]
user@host# set edge

Edge ports do not expect to receive bridge protocol data unit (BPDU) packets. If

a BPDU packet is received for an edge port, the port becomes a nonedge port

You can also enable BPDU root protection for all spanning-tree protocol instances

on the interface. BPDU root protect ensures the port is the spanning-tree designated

port. If the port receives superior BPDU packets, root protect moves this port to a

root-prevented spanning-tree state. For configuration details, seeChecking theStatus

of Spanning-Tree Instance Interfaces.

9. Verify the VSTP configuration:

[edit]
... { # Optional logical system and/or routing instance
protocols (STP Type) {
vstp {
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force-version stp; # Optional.
interface interface-name {
priority interface-priority;
cost interface-link-cost; # Optional.
mode (p2p | shared);
edge; # Optional.

}
vlan vlan-id {
bridge-priority bridge-priority;
max-age seconds;
hello-time seconds;
forward-delay seconds; # Optional.
interface interface-name {
priority interface-priority;
cost interface-link-cost; # Optional.
mode (p2p | shared);
edge; # Optional.

}
}

}
}

}

Related
Documentation

Spanning-Tree Protocols Supported•

• RSTP or VSTP Forced to Run as IEEE 802.1D STP

• Reverting to RSTP or VSTP from Forced IEEE 802.1D STP

• VPLS Multihomed Layer 2 Ring and MPLS Infrastructure Overview

• VPLS Multihomed Layer 2 Ring and MPLS Infrastructure Topology

Unified Forwarding Table Configuration Statements

• forwarding-options (chassis) on page 1560

• num-65-127-prefix on page 1561
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forwarding-options (chassis)

Syntax forwarding optionsprofile-name {
num-65-127-prefix value

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos 13.2 for the QFX Series.

Description Configure a unified forwarding table profile to allocate the amount a memory available

for the following:

• MAC addresses

• Layer 3 host entries

• Longest prefix match table entries

Options profile-name—name of the profile to use formemory allocation in the unified forwarding

table. Table 136 on page 1560 lists the profiles you can choose and the associated

values for each type of entry.

Table 136: Unified Forwarding Table Profiles

LPMTableHost Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

IPv6
Entries

IPv4
Entries

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

(prefix
<= 64)

8K16K4K4K8K8K8K16K288Kl2-profile-one

8K16K20K20K40K40K40K80K224Kl2-profile-two

8K16K36K36K72K72K72K144K160Kl2-profile-three
(default)

8K16K52K52K104K104K104K208K96Kl3-profile

64K128K4K4K8K8K8K16K32Klpm-profile
(Do not
use for
IPv6)

Note that if the host or LPM table stores the maximum number of entries for any

given type, the entire table is full and is unable to accommodate any entries of any

other type. For information about valid combinations of table entries see

“Understanding the Unified Forwarding Table” on page 1415.
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WARNING: The lpm-profile does not work for IPv6 traffic. Do not use this

profile for IPv6.

Required Privilege
Level

Related
Documentation

• Understanding the Unified Forwarding Table on page 1415

• Configuring the Unified Forwarding Table on page 1548

num-65-127-prefix

Syntax num-65-127-prefix value

Hierarchy Level [edit chassis forwarding-options profile-name]

Release Information Statement introduced in Junos 13.2 for the QFX Series.

Description Configure thenumberof supported IPv6addresseswithprefixes in the range /65 through

/127.

Options value—Value in the range 1 through 128.Each incrementaddssupport for 16 IPv6addresses

with prefixes between /65 and /127, for a maximum of 2048 such addresses (16 x

128 = 2048).

Required Privilege
Level

Related
Documentation

• Configuring the Unified Forwarding Table on page 1548

ForwardingMode Configuration Statement (Original CLI Only)

• cut-through on page 1562
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cut-through

Syntax cut-through;

Hierarchy Level [edit forwarding-options]

Description Configures all the interfaces in the QFX series switch or QFabric to use cut-through

forwarding mode instead of store-and-forwardmode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Forwarding Mode on page 1550

Protocols Configuration Statement

• protocols on page 1563
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protocols

Syntax protocols {
bgp {
disable;
accept-remote-nexthop;
advertise-external <conditional>;
advertise-inactive;
(advertise-peer-as | no-advertise-peer-as);
authentication-algorithm (aes-128-cmac-96 | hmac-sha-1-96 | md5);
authentication-key key;
authentication-key-chain key-chain;
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
hold-down-intervalmilliseconds;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
cluster cluster-identifier;
damping;
description text-description;
export [ policy-names ];
family family-name {
... the family subhierarchies appear after the main [edit protocols bgp] hierarchy ...

}
graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}
group group-name {
... the group subhierarchy appears after the main [edit protocols bgp] hierarchy ...

}
hold-time seconds;
import [ policy-names ];
include-mp-next-hop;
keep (all | none);
local-address address;
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local-as autonomous-system <loops number> < alias> <private>;
local-preference local-preference;
log-updown;
metric-out (metric | igp (delay-med-update | offset) | minimum-igp offset);
mtu-discovery;
multihop {
no-nexthop-change;
ttl ttl-value;

}
no-aggregator-id;
no-client-reflect;
out-delay seconds;
outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
inet;
inet6;

}
}

}
passive;
path-selection {
always-compare-med;
as-path-ignore;
cisco-non-deterministic;
external-router-id;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}
peer-as autonomous-system;
preference preference;
remove-private;
tcp-mss segment-size;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}

}
dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
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}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}
iccp {
authentication-key string;
local-ip-addr local-ip-addr;
peer ip-address{
authentication-key string;
backup-liveness-detection {
backup-peer-ip ip-address;

}
liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (Liveness Detection) (1 | automatic);

}
local-ip-addr ipv4-address;
session-establishment-hold-time seconds;

}
session-establishment-hold-time seconds;
traceoptions {
file <filename> <files number> <match regular-expression> <microsecond-stamp>
<size size> <world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}
}
igmp-snooping {
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regex>;

flag flag (detail | disable | receive | send);
}
vlan vlan-name {
disable;
}
interface interface-name {
group-limit limit;
multicast-router-interface;
static {
group ip-address;

}
}
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robust-count number;
}

}
isis {
disable;
export [ policy-names ];
ignore-attached-bit;
interface interface-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
checksum;
csnp-interval (seconds | disable);
disable;
hello-padding (adaptive | loose | strict);
level (1 | 2) {
disable;
hello-authentication-key key;
hello-authentication-type authentication;
hello-interval seconds;
hold-time seconds;
ipv4-multicast-metric number;
metricmetric;
passive;
priority number;

}
lsp-intervalmilliseconds;
mesh-group (value | blocked);
no-ipv4-multicast;
no-unicast-topology;
passive;
point-to-point;

}
level (1 | 2) {
disable;
authentication-key key;
authentication-type authentication;
external-preference preference;
no-csnp-authentication;

Copyright © 2014, Juniper Networks, Inc.1566

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



no-hello-authentication;
no-psnp-authentication;
preference preference;
prefix-export-limit number;
wide-metrics-only;

}
loose-authentication-check;
lsp-lifetime seconds;
max-areas number;
no-adjacency-holddown;
no-authentication-check;
no-ipv4-routing;
overload {
advertise-high-metrics;
timeout seconds;

}
reference-bandwidth reference-bandwidth;
rib-group {
inet group-name;

}
topologies {
ipv4-multicast;

}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
disable;
family inet {
shortcuts {
multicast-rpf-routes:

}
}

}
}
lldp {
disable;
advertisement-interval seconds;
hold-multiplier number;
interface (LLDP) (all | interface-name) {
disable;

}
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regex>;

flag flag (detail | disable | receive | send);
}

}
mstp {
disable;
bpdu-timeout-action;
bridge-priority priority;
configuration-name (MSTP) name;
forward-delay seconds;
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hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
block;
alarm;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
max-hops hops;
mstimsti-id {
vlan (vlan-id | vlan-name);
interface interface-name {
disable;
cost cost;
edge;
modemode;
priority priority;

}
}
revision-level revision-level;
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
ospf {
disable;
area area-id {
area-range ip-prefix</prefix-length> <exact> <override-metricmetric> <restrict>;
context-identifier identifier
interface interface-name {
disable;
authentication {
md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
bandwidth-based-metrics {
bandwidth valuemetric number;

}
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
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full-neighbors-only;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
dead-interval seconds;
dynamic-neighbors;
flood-reduction;
hello-interval seconds;
interface-type (nbma | p2mp | p2p);
metricmetric;
neighbor address <eligible>;
no-eligible-backup;
no-interface-state-traps;
no-neighbor-down-notification;
passive {
traffic-engineering {
remote-node-id address;

}
}
poll-interval seconds;
priority number;
retransmit-interval seconds;
secondary;
te-metricmetric;
topology (name | default | ipv4-multicast) {
disable;
bandwidth-based-metrics {
bandwidth value;
metric number;

}
metricmetric;

}
transit-delay seconds;

}
network-summary-export [ policy-names ];
network-summary-import [ policy-names ];
nssa {
area-range ip-prefix</prefix-length> <exact> <override-metricmetric> <restrict>;
default-lsa {
default-metricmetric;
metric-type type;
type-7;

}
(summaries | no-summaries);

}
stub <default-metricmetric> <summaries | no-summaries>;
virtual-link neighbor-id router-id transit-area area-id {
disable;
authentication {
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md5 key-id key key-string <start-time YYYY-MM-DD.hh:mm>;
simple-password key-string;

}
dead-interval seconds;
demand-circuit;
flood-reduction;
hello-interval seconds;
ipsec-sa sa-name;
no-neighbor-down-notification;
retransmit-interval seconds;
topology (name | default | ipv4-multicast) {
disable;
metricmetric;

}
transit-delay seconds;

}
}
database-protection {
ignore-count number;
ignore-time seconds;
maximum-lsa number;
reset-time seconds;
warning-only;
warning-threshold percent;

}
export [ policy-names ];
external-preference preference;
graceful-restart {
disable;
helper-disable <both | restart-signaling | standard>;
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}
import [ policy-names ];
no-nssa-abr;
no-rfc-1583;
overload <timeout seconds>;
preference preference;
prefix-export-limit number;
reference-bandwidth reference-bandwidth;
rib-group group-name;
topology (default | ipv4-multicast | name) {
overload;
prefix-export-limit number;
topology-id number;

}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
traffic-engineering {
advertise-unnumbered-interfaces;
credibiliity-protocol-preference;
ignore-lsp-metrics;
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multicast-rpf-routes;
no-topology;
shortcuts <lsp-metric-into-summary>;

}
}
pim {
disable;
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
family (inet | inet6) {
disable;

}
graceful-restart {
disable;
restart-duration seconds;

}
import [ policy-names ];
interface interface-name {
accept-remote-source;
disable;
family (inet | inet6) {
disable;

}
hello-interval seconds;
mode (dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance;
join-prune-timeout;
nonstop-routing;
override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group group-name;
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-import [ policy-names ];
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bootstrap-export [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
local {
family (inet | inet6) {
address address;
anycast-pim {
disable;
rp-set {
address address <forward-msdp-sa>;

}
local-address address;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;

}
}
rp-register-policy [ policy-names ];
spt-threshold {
infinity [ policy-names ];

}
static {
address address {
group-ranges {
version version;
destination-ip-prefix</prefix-length>;
}

}
}

}
rpf-selection {
group group-address{
source source-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
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traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-devices [ mt-fpc/pic/port ];

}
rip {
authentication-key password;
authentication-type type;
(check-zero | no-check-zero);
group group-name {
bfd-liveness-detection {
authentication {
algorithm (keyed-md5 | keyed-sha-1 | meticulous-keyed-md5 |
meticulous-keyed-sha-1 | simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
export [ policy-names ];
import [ policy-names ];
metric-outmetric;
neighbor neighbor-name {
any-sender;
authentication-key password;
authentication-type type;
bfd-liveness-detection {
... same statements as at the [edit protocols rip group group-name
bfd-liveness-detection] hierarchy level ...

}
(check-zero | no-check-zero);
import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
route-timeout seconds;
send (broadcast | multicast | none | version-1);
update-interval seconds;

}
preference preference;
route-timeout seconds;
update-interval seconds;

}
holddown seconds;
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import [ policy-names ];
message-size number;
metric-inmetric;
receive (both | none | version-1 | version-2);
rib-group group-name;
route-timeout seconds;
send (broadcast | multicast | none | version-1);
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
update-interval seconds;

}
rstp {
disable;
bpdu-block-on-edge;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
}
traceoptions {
file filename <files number > <size size> <no-stamp> <world-readable |
no-world-readable>;

flag flag;
}

}
stp {
disable;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;
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}
max-age seconds;

}
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

uplink-failure-detection {
group group-name {
link-to-monitor interface-name;
link-to-disable interface-name;

}
}
vstp {
bpdu-block-on-edge;
disable (Spanning Trees);
force-version (Spanning Trees) stp;
vlan (Spanning Trees) vlan-id {
bridge-priority (Spanning Trees) priority;
forward-delay (Spanning Trees) seconds;
hello-time (Spanning Trees) seconds;
interface (Spanning Trees) (all | interface-name) {
bpdu-timeout-action (Spanning Trees) {
block (Spanning Trees);
log (Spanning Trees);

}
cost (Spanning Trees) cost;
disable (Spanning Trees);
edge (Spanning Trees);
mode (Spanning Trees)mode;
no-root-port (Spanning Trees);
priority (Spanning Trees) priority;

}
max-age (Spanning Trees) seconds;
traceoptions (Spanning Trees) {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure protocols.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Junos OS Routing Protocols Configuration Guide

Proxy ARP Configuration Statement (Original CLI Only)

• proxy-arp on page 1577
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proxy-arp

Syntax proxy-arp (restricted | unrestricted);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

restricted added in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description ForEthernet interfacesonly, configure the router or switch to respond toanyARP request,

as long as the router or switch has an active route to the ARP request’s target address.

NOTE: Youmust configure the IPaddressand the inet family for the interface

when you enable proxy ARP.

Default Proxy ARP is not enabled. The router or switch responds to an ARP request only if the

destination IP address is its own.

Options • none—The router or switch responds to any ARP request for a local or remote address

if the router or switch has a route to the target IP address.

• restricted—(Optional) The router or switch responds to ARP requests in which the

physical networks of the source and target are different and does not respond if the

source and target IP addresses are in the same subnet. The router or switchmust also

have a route to the target IP address.

• unrestricted—(Optional) The router or switch responds to any ARP request for a local

or remote address if the router or switch has a route to the target IP address.

Default: unrestricted

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Restricted and Unrestricted Proxy ARP

• Configuring Proxy ARP (CLI Procedure)

• Configuring Proxy ARP (CLI Procedure) on page 1552

• Example: Configuring Proxy ARP on an EX Series Switch

• Configuring Gratuitous ARP
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STP Configuration Statements

• alarm (STP) on page 1579

• block on page 1580

• bpdu-block on page 1581

• bpdu-block-on-edge on page 1582

• bpdu-timeout-action on page 1583

• bridge-priority on page 1584

• configuration-name (MSTP) on page 1585

• cost (STP) on page 1586

• disable (STP) on page 1587

• disable-timeout (BPDU) on page 1588

• edge (STP) on page 1589

• forward-delay on page 1590

• force-version on page 1591

• hello-time on page 1592

• interface (Spanning Trees) on page 1593

• interface (BPDU) on page 1594

• interface (STP) on page 1595

• max-age on page 1596

• max-hops on page 1597

• mode (STP) on page 1598

• msti on page 1599

• mstp on page 1600

• no-root-port on page 1601

• priority (STP) on page 1602

• revision-level on page 1603

• rstp on page 1604

• stp on page 1605

• traceoptions (STP) on page 1606

• vlan (STP) on page 1610

• vstp on page 1611
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alarm (STP)

Syntax alarm;

Hierarchy Level [edit protocolsmstp interface (all | interface-name) bpdu-timeout-action],
[edit protocols rstp interface (all | interface-name) bpdu-timeout-action],
[edit protocols stp interface (all | interface-name) bpdu-timeout-action],
[edit protocols vstp vlan vlan-id interface (all | interface-name) bpdu-timeout-action]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For interfaces configured for loop protection, configure the software to generate a

message to be sent to the system log file to record the loop-protection event.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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block

Syntax block;

Hierarchy Level [editprotocolsmstp(SpanningTrees) interface (all | interface-name)bpdu-timeout-action],
[edit protocols rstp interface (all | interface-name) bpdu-timeout-action],
[edit protocols stp interface (all | interface-name) bpdu-timeout-action],
[edit protocols vstp vlan vlan-id interface (all | interface-name) bpdu-timeout-action]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure loop protection on a specific interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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bpdu-block

Syntax bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}

Hierarchy Level • For platforms with ELS CLI:

[edit protocols layer2-control]

• For platforms with Original CLI:

[edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure BPDUprotection on an interface. If the interface receives BPDUs, it is disabled.

NOTE: BPDU block protection is disabled on Node devices.

The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Unblocking an Interface That Receives BPDUs in Error on page 1553

• clear ethernet-switching bpdu-error on page 1674

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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bpdu-block-on-edge

Syntax bpdu-block-on-edge;

Hierarchy Level [edit protocolsmstp],
[edit protocols rstp],
[edit protocols vstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure bridge protocol data unit (BPDU) protection on all edge ports of a switch.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding VSTP on page 1422

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• clear ethernet-switching bpdu-error on page 1674

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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bpdu-timeout-action

Syntax bpdu-timeout-action {
alarm;
block;

}

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocols rstp interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the BPDU timeout action on a specific interface. Youmust configure at least

one action (alarm, block, or both).

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on page 1517

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on page 1424

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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bridge-priority

Syntax bridge-priority priority;

Hierarchy Level [edit protocolsmstp],
[edit protocolsmstpmsti-id],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the bridge priority. The bridge priority determines which bridge is elected as

the root bridge. If two bridges have the same path cost to the root bridge, the bridge

priority determines which bridge becomes the designated bridge for a LAN segment.

Options priority—Bridge priority. It can be set only in increments of 4096.

Range: 0 through 61,440

Default: 32,768

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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configuration-name (MSTP)

Syntax configuration-name configuration-name;

Hierarchy Level [edit protocolsmstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify theconfigurationname.Theconfigurationname is theMSTPregionnamecarried

in the MSTP BPDUs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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cost (STP)

Syntax cost cost;

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocolsmstpmstimsti-id interface interface-name],
[edit protocols rstp (Spanning Trees) interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), configure the link

cost to controlwhichbridge is thedesignatedbridgeandwhich interface is thedesignated

interface.

Default Link cost is determined by the link speed.

Options cost—Link cost associated with the port.

Range: 1 through 200,000,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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disable (STP)

Syntax disable;

Hierarchy Level [edit protocolsmstp],
[edit protocolsmstpinterface interface-name],
[edit protocolsmstpmstimsti-id vlan (vlan-id | vlan-name) interface interface-name],
[edit protocols rstp],
[edit protocols rstp interface interface-name],
[edit protocols stp],
[edit protocols stp interface interface-name],
[edit protocols vstp],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable STP, MSTP, RSTP, or VSTP on the switch or on a specific interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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disable-timeout (BPDU)

Syntax disable-timeout timeout;

Hierarchy Level [edit ethernet-switching-options bpdu-block]
[edit protocols layer2-control bpdu-block]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For interfaces configured for BPDU protection, specify the amount of time an interface

receiving BPDUs is disabled.

Default The disable timeout is not enabled.

Options timeout: Length of time, in seconds, that the interface receiving BPDUs is disabled. Once

the timeout expires, the interface is brought back into service.

Range: 10 through 3600 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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edge (STP)

Syntax edge;

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocolsmstpmstimsti-id interface interface-name],
[edit protocols rstp interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), configure interfaces

as edge interfaces. Edge interfaces immediately transition to a forwarding state.

Default Edge interfaces are not enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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forward-delay

Syntax forward-delay seconds;

Hierarchy Level [edit protocolsmstp],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), specify how long a

bridge interface remains in the listening and learning states before transitioning to the

forwarding state.

Options seconds—Number of seconds the bridge interface remains in the listening and learning

states.

Range: 4 through 30 seconds

Default: 15 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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force-version

Syntax force-version stp;

Hierarchy Level [edit protocols vstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Force VLAN Spanning Tree Protocol (VSTP) to use the STP protocol instead of the

default protocol, RSTP.

Options stp—Spanning Tree Protocol

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show spanning-tree bridge on page 1706

• show spanning-tree interface

• Understanding VSTP on page 1422
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hello-time

Syntax hello-time seconds;

Hierarchy Level [edit protocolsmstp],
[edit protocols rstp],
[edit protocols rstp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), specify the time

interval at which the root bridge transmits configuration BPDUs.

Options seconds—Number of seconds between transmissions of configuration BPDUs.

Range: 1 through 10 seconds

Default: 2 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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interface (Spanning Trees)

Syntax interface interface-name {
arp-on-stp;
bpdu-timeout-action
block;
log;

cost cost;
disable;
edge;
modemode;
no-root-port;
priority priority;

}

Hierarchy Level [edit protocols mstp],
[edit protocols mstpmstimsti-id],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan (all | vlan-id | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated in JunosOSRelease 9.4 for EXSeries switches to addVSTP support.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

TreeProtocol (VSTP), orMultipleSpanningTreeProtocol (MSTP), configurean interface.

The edge,mode, and no-root-port options are not available at the [edit protocolsmstp

mstimsti-id] hierarchy level.

Options interface-name—Name of an interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

show spanning-tree bridge•

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

• Example: Faster Convergence and Improved Network Stability with RSTP on EX Series

Switches

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Configuring VSTP (CLI Procedure)
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• show spanning-tree bridge on page 1706

interface (BPDU)

Syntax interface (all | interface-name);

Hierarchy Level [edit ethernet-switching-options bpdu-block]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply BPDU protection to all interfaces or one or more interfaces.

Options all—All interfaces.

interface-name—Name of the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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interface (STP)

Syntax interface interface-name {
disable;
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}

Hierarchy Level [edit protocolsmstp],
[edit protocolsmstpmsti],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

TreeProtocol (VSTP), orMultipleSpanningTreeProtocol (MSTP), configurean interface.

Options interface-name—Name of a Gigabit Ethernet interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding RSTP on page 1421

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface
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max-age

Syntax max-age seconds;

Hierarchy Level [edit protocolsmstp],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

TreeProtocol (VSTP), orMultiple Spanning TreeProtocol (MSTP), specify themaximum

age of received protocol BPDUs.

Options seconds—Maximum age of received protocol BPDUs.

Range: 6 through 40 seconds

Default: 20 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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max-hops

Syntax max-hops hops;

Hierarchy Level [edit protocolsmstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Multiple Spanning Tree Protocol (MSTP), configure the maximum number of hops

that a BPDU can be forwarded in the MSTP region.

Options hops—Number of hops the BPDU can be forwarded.

Range: 1 through 255 hops

Default: 20 hops

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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mode (STP)

Syntax modemode;

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocolsmstpmstimsti-id interface interface-name],
[edit protocols rstp interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), configure the link

mode to identify point-to-point links.

Default For a full-duplex link, the default link mode is point-to-point. For a half-duplex link, the

default link mode is shared.

Options mode—Link mode:

• point-to-point—Link is point to point.

• shared—Link is sharedmedia.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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msti

Syntax mstimsti-id {
vlan (vlan-id | vlan-name);
interface interface-name {
disable;
cost cost;
edge;
modemode;
priority priority;

}
}

Hierarchy Level [edit protocolsmstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Multiple Spanning Tree Instance (MSTI) identifier for Multiple Spanning

Tree Protocol (MSTP).MSTI IDs are local to each region, so you can reuse the sameMSTI

ID in different regions.

Default MSTI is disabled.

Options msti-id—MSTI identifer.

Range: 1 through 4094. The Common Instance Spanning Tree (CIST) is always MSTI 0.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420
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mstp

Syntax mstp {
disable;
bpdu-timeout-action;
bridge-priority priority;
configuration-name (MSTP) name;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
bpdu-timeout-action {
block;
alarm;

}
disable;
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
max-hops hops;
mstimsti-id {
vlan (vlan-id | vlan-name);
interface interface-name {
disable;
cost cost;
edge;
modemode;
priority priority;

}
}
traceoptions {
file name <replace> <size size> <files number> <no-stamp>
<(world-readable | no-world-readable)>;
flag flag <flag-modifier> <disable>;

}
revision-level revision-level;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Multiple Spanning Tree Protocol (MSTP). MSTP is defined in the IEEE

802.1Q-2003 specification and is used to create a loop-free topology in networks with

multiple spanning-tree regions.

The statements are explained separately.

Default MSTP is disabled.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711

no-root-port

Syntax no-root-port;

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocols rstp interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an interface to be a spanning tree designated port. If the bridge receives more

STP bridge protocol data units (BPDUs) on a root-protected interface, that interface

transitions to a root-prevented STP state (inconsistency state) and the interface is

blocked. This blocking prevents a bridge that should not be the root bridge from being

elected the root bridge. When the bridge stops receiving more STP BPDUs on the

root-protected interface, interface traffic is no longer blocked.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on page 1521

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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priority (STP)

Syntax priority priority;

Hierarchy Level [edit protocolsmstp interface (all | interface-name)],
[edit protocolsmstpmstimsti-id interface interface-name],
[edit protocols rstp interface (all | interface-name)],
[edit protocols stp interface (all | interface-name)],
[edit protocols vstp vlan vlan-id interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ForSpanningTreeProtocol (STP),RapidSpanningTreeProtocol (RSTP),VLANSpanning

Tree Protocol (VSTP), or Multiple Spanning Tree Protocol (MSTP), specify the interface

priority to control which interface is elected as the root port.

Options priority—Interface priority. The interface priority must be set in increments of 16.

Range: 0 through 240

Default: 128

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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revision-level

Syntax revision-level revision-level;

Hierarchy Level [edit protocolsmstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Multiple Spanning Tree Protocol (MSTP), set the revision number of the MSTP

configuration.

Default The revision number is disabled.

Options revision-level—Revision number of the MSTP region configuration.

Range: 0 through 65535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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rstp

Syntax rstp {
disable;
bpdu-block-on-edge;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
bpdu-timeout-action {
block;
alarm;

}
disable;
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
traceoptions {
file name <replace> <size size> <files number> <no-stamp>
<(world-readable | no-world-readable)>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ConfigureRapidSpanningTreeProtocol (RSTP).RSTP isdefined in the IEEE802.1D-2004

specification and is used to prevent loops in Layer 2 networks, providing shorter

convergence times than those provided with basic STP.

The statements are explained separately.

Default RSTP is enabled on all Ethernet switching interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding RSTP on page 1421

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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stp

Syntax stp {
disable;
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
block;
alarm;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
traceoptions {
file name <replace> <size size> <files number> <no-stamp>
<(world-readable | no-world-readable)>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description When you explicitly configure STP, a switch uses the IEEE 802.1D 2004 specification,

force version 0. This configuration runs a version of RSTP that is compatible with the

classic, basic STP (defined in the IEEE 802.1D 1998 specification).

The remaining statements are explained separately.

Default STP is disabled; by default, RSTP is enabled on all Ethernet switching ports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BPDU Protection on STP Interfaces to Prevent STP

Miscalculations on page 1513

• Configuring STP on page 1553

• Overview of Spanning-Tree Protocols on page 1419

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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traceoptions (STP)

Syntax traceoptions {
file name <replace> <size size> <files number> <no-stamp>
<(world-readable | no-world-readable)>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit protocolsmstp],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]
[edit protocols layer2-control]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

NOTE: traceoptions is not supported on QFabric systems.

Description Set STP protocol-level tracing options.

Default Traceoptions is disabled.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file name—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. We recommend that you place STP tracing output in the

file /var/log/stp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file only

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements. These are the STP-specific tracing options:

• all—Trace all operations.

• all-failures—Trace all failure conditions.

• bpdu—Trace BPDU reception and transmission.
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• bridge-detection-state-machine—Trace the bridge detection state machine.

• events—Trace events of the protocol state machine.

• port-information-state-machine—Trace the port information state machine.

• port-migration-state-machine—Trace the port migration state machine.

• port-receive-state-machine—Trace the port receive state machine.

• port-role-select-state-machine—Trace the port role selection state machine.

• port-role-transit-state-machine—Trace the port role transit state machine.

• port-transmit-state-machine—Trace the port transmit state machine.

• port-state-transit-state-machine—Trace the port state transit state machine.

• ppmd—Trace the state and events for the ppmd process.

• state-machine-variables—Trace when the state machine variables change.

• timers—Trace protocol timers.

• topology-change-state-machine—Trace the topology change state machine.

The following are the global tracing options:

• all—All tracing operations.

• config-internal—Trace configuration internals.

• general—Trace general events.

• normal—All normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.
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• parse—Trace configuration parsing.

• policy—Trace policy operations and actions.

• regex-parse—Trace regular-expression parsing.

• route—Trace routing table changes.

• state—Trace state transitions.

• task—Trace protocol task processing.

• timer—Trace protocol task timer processing.

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Prevent any user from reading the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB).When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-file again reaches its maximum size, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Example: Configuring Faster Convergence and Improving Network Stability with RSTP

on page 1466

• Understanding RSTP on page 1421

• Understanding MSTP on page 1420

• Overview of Spanning-Tree Protocols on page 1419

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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vlan (STP)

Syntax vlan (vlan-id | vlan-name) {
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
bpdu-timeout-action {
block;
alarm;

}
cost cost;
disable;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
traceoptions {
file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}

Hierarchy Level [edit protocolsmstpmstimsti-id],
[edit protocols vstp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the VLANs for a Multiple Spanning Tree Instance (MSTI).

The remaining statements are explained separately.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range.

Default Not enabled.

Options vlan-id—Numeric VLAN identifier.

vlan-name—Name of the VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Network Regions for VLANs with MSTP on page 1480

• Understanding MSTP on page 1420

• Understanding VSTP on page 1422

vstp

Syntax vstp {
disable;
bpdu-block-on-edge;
force-version stp;
vlan (vlan-id | vlan-name) {
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
interface (all | interface-name) {
disable;
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
modemode;
no-root-port;
priority priority;

}
max-age seconds;
traceoptions {
file name <replace> <size size> <files number> <no-stamp>
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure VLANSpanning TreeProtocol (VSTP). VSTP is used to prevent loops in Layer 2

networks on a per-VLAN basis.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding VSTP on page 1422

• show spanning-tree bridge on page 1706

• show spanning-tree interface on page 1711
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VLAN Configuration Statements

• description (VLAN) on page 1612

• ethernet-switching-options on page 1613

• filter (VLANs) on page 1615

• forwarding-options on page 1616

• interface (VLANs) on page 1617

• l3-interface (VLAN) on page 1618

• mac (Static MAC-Based VLANs) on page 1619

• mac-limit on page 1619

• mac-statistics on page 1620

• mac-table-aging-time on page 1621

• mac-table-size on page 1622

• members on page 1623

• native-vlan-id on page 1624

• no-mac-learning on page 1625

• static (Static MAC-Based VLANs) on page 1625

• vlan-id (VLANs) on page 1626

• vlan-tagging on page 1627

description (VLAN)

Syntax description text-description;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Provide a textual description for the VLAN. The text has no effect on the operation of the

VLAN or switch.

Options text-description—Text to describe the interface. It can contain letters, numbers, and

hyphens (-)andcanbeup to255characters long. If the text includes spaces, enclose

the entire text in quotation marks.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Understanding Bridging and VLANs on page 1402

• show vlans on page 1722
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
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dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Overview of Access Port Protection on page 4451

• Understanding Storm Control on page 4471

filter (VLANs)

Syntax filter (input | output) filter-name;

Hierarchy Level [edit vlans vlan-name]
[edit vlans vlan-name forwarding-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply a firewall filter to traffic ingressing or egressing a VLAN.

Default All incoming traffic is accepted unmodified to a VLAN, and all outgoing traffic is sent

unmodified from a VLAN.

Options filter-name—Nameofa firewall filter definedat the [edit firewall family family-name filter]

hierarchy level.

input—Apply a firewall filter to VLAN ingress traffic.

output—Apply a firewall filter to VLAN egress traffic.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409
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forwarding-options

Syntax forwarding-options {
dhcp-security {
arp-inspection;
group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {
host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {
use-string string;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Configure traffic forwarding.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Traffic Forwarding and Monitoring

• [edit forwarding-options] Hierarchy Level

interface (VLANs)

Syntax interface interface-name {
mapping (native (push | swap) | tag (push | swap));

}

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For a specific VLAN, configure an interface.

Options interface-name—Name of the interface.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Configuring VLANs on page 1534

• Understanding Bridging

1617Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



l3-interface (VLAN)

Syntax l3-interface (vlan.logical-interface-number | irb.logical-interface-number);

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

irb option introduced in Junos OS Release 13.2 for the QFX Series.

Description Associate a Layer 3 interface with the VLAN. Configure Layer 3 interfaces on trunk ports

to allow the interface to transfer traffic between VLANs. Traffic between VLANsmust

be routed, which requires a common Layer 3 interface.

Default No Layer 3 (routing) interface is associated with the VLAN.

Options vlan.logical-interface-number—Number of the logical interface. Use the unit number that

youusedwhenyoucreated thevlan interfacewitha set interfacesvlanunit statement.

NOTE: You can use this statementwith versions of JunosOS that do not and
do not support Enhanced Layer 2 Software (ELS).

irb.logical-interface-number—Logical interfacedefinedwith a set interfaces irb statement.

NOTE: Use this statementwith versions of JunosOS that support Enhanced
Layer 2 Software (ELS).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show ethernet-switching interfaces on page 1358

• show vlans on page 1722
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mac (Static MAC-Based VLANs)

Syntax macmac-address {
next-hop interface-name;

}

Hierarchy Level [edit ethernet-switching-options static vlan vlan-name]

Description Specify the MAC address to add to the Ethernet switching table.

The remaining statement is explained separately.

Options mac-address—MAC address

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

on page 1527

mac-limit

Syntax mac-limit number;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the number of MAC addresses allowed on a VLAN.

Default MAC limit is disabled.

Options number—Maximum number of MAC addresses.

Range: 1 through 32768

NOTE: This statement is not supported on QFabric systems.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show vlans on page 1722

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Configuring MAC Table Aging on page 1532

• Understanding Bridging

1619Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



mac-statistics

Syntax mac-statistics;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name protocols evpn],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 13.2 for the QFX Series.

Description (MX Series routers, EX Series switches, and QFX Series only) For bridge domains or

VLANs, enable MAC accounting either for a specific bridge domain or VLAN, or for a set

of bridge domains or VLANs associated with a Layer 2 trunk port.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 LearningandForwarding forBridgeDomains FunctioningasSwitcheswith Layer 2

Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

• Configuring EVPN Routing Instances
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mac-table-aging-time

Syntax mac-table-aging-time seconds;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options],
[edit vlans vlan-name]

For platforms with ELS:

[edit vlans vlan-name switch-options]

Release Information Statement introduced for specific VLANs in Junos OS Release 11.1 for the QFX Series.

Description Define how long entries remain in the Ethernet switching table before expiring:

• If you specify this statement at the [ethernet-switching-options] hierarchy level, it

applies to all VLANs on the switch.

• If you specify this statement at the [vlans] hierarchy level, it applies to the specified

VLAN.

Default 300 seconds

Options seconds—Time that entries remain in the Ethernet switching table before being removed.

• Range—60 to 1,000,000 seconds.

• Default—300 seconds.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Configuring MAC Table Aging on page 1532

• Configuring MAC Table Aging on page 1541

• Understanding Bridging and VLANs on page 1402

• show ethernet-switching statistics aging on page 1694
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mac-table-size

Syntax mac-table-size limit {
packet-action drop;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit switch-options]
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

Support at the [edit vlans vlan-name switch-options] hierarchy level introduced in Junos

OS Release 13.2X50-D10 for EX Series switches.

Support at the [edit vlans vlan-name switch-options] hierarchy level introduced in Junos

OS Release 13.2 for the QFX Series.

Description Modify the size of the MAC address table for the bridge domain or VLAN, a set of bridge

domains or VLANs associated with a trunk port, or a virtual switch.

Options limit—Specify the maximum number of addresses in the MAC address table.

Range: (EX Series switches only) 16 through 65,535 MAC addresses; (other devices) 16
through 1,048,575 MAC addresses

Default: (EX Series switches only) 65,536 MAC addresses; (other devices) 5120 MAC
addressesThere is no default MAC address limit for themac-table-size statement

at the [edit switch-options] hierarchy level. The number of MAC addresses that can

be learned is only limited by the platform, 65,535 MAC addresses for EX Series

switches and 1,048,575 MAC addresses for other devices.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 LearningandForwarding forBridgeDomains FunctioningasSwitcheswith Layer 2

Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

• Configuring MAC Limiting (CLI Procedure) on page 1539

members

Syntax members [(all | names | vlan-ids)];

Hierarchy Level [edit interfaces interface-name unit 0 family ethernet-switching vlan]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For trunk interfaces, configure the VLANs for which the interface can carry traffic.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range.

Options all—Specify that this trunk interface be amember of all the VLANs that are configured

on this switch. When a new VLAN is configured on the switch, this trunk interface

automatically becomes amember of the VLAN.

NOTE: Each VLAN that is configuredmust have a specified VLAN ID when
youattempttocommit theconfiguration;otherwise, theconfigurationcommit
fails. Also, all cannot be the name of a VLAN on the switch.

names—Names of one or more VLANs.

vlan-ids—Numeric identifiers of one or more VLANs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Understanding Bridging and VLANs on page 1402

• show ethernet-switching interfaces on page 1358

• show vlans on page 1722
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native-vlan-id

Syntax native-vlan-id vlan-id;

Hierarchy Level For platforms without ELS:

[edit interfaces interface-name unit 0 family ethernet-switching],

For platforms with ELS:

[edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure theVLAN identifier toassociatewithuntaggedpackets receivedon the interface.

The logical interface on which untagged packets are receivedmust be configured with

the sameVLAN IDas thenativeVLAN IDconfiguredon thephysical interface. Toconfigure

the logical interface, include thevlan-id statement (matching thenative-vlan-id statement

on the physical interface) at the [edit interfaces interface-name unit logical-unit-number]

hierarchy level.

When the native-vlan-id statement is combined with the interface-mode statement,
untagged packets are accepted and forwarded within the bridge domain or VLAN that

is configured with the matching VLAN ID.

When thenative-vlan-id statement is combinedwith the flexible-vlan-tagging statement,

untaggedpacketsareacceptedon the interfaces thatare configured forQ-in-Q tunneling.

.

Options vlan-id—Numeric identifier of the VLAN.

Range: 1 through 4094

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Network Interfaces Configuration Guide

•

• show ethernet-switching interfaces on page 1358

• show vlans on page 1722
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no-mac-learning

Syntax no-mac-learning limit;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options interfaces interface-name]

For platforms with ELS:

[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description DisableMACaddress learning for the specified interface. DisablingMACaddress learning

on an interface disables learning for all the VLANs of which that interface is a member.

Default MAC learning is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

•

static (Static MAC-Based VLANs)

Syntax static {
vlan vlan-name {
macmac-address {
next-hop interface-name;

}
}

}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Specify VLAN and MAC addresses to add to the Ethernet switching table.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

on page 1527

1625Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



vlan-id (VLANs)

Syntax vlan-id number;

Hierarchy Level For platforms without ELS:

[edit vlans vlan-name vlan-range]

For platforms without ELS and with ELS:

[edit vlans vlan-name]

For ELS platforms only:

[edit interfaces interface-name unit number]
[edit vlans vlan-name vlan-id-list]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an 802.1Q tag to apply to all traffic that originates on the VLAN.

Default On a QFX3500 and QFX3500 switch, if you use the default factory configuration, all

traffic originating on the VLAN is untagged and has a VLAN identifier of 1. The number

zero is reserved for priority tagging and the number 4093 is also reserved.

On a QFX5100 switch, if you use the default factory configuration, all traffic originating

on the VLAN is untagged and has a VLAN identifier of 1. The number zero is reserved for

priority tagging and the number 4093 is also reserved.

NOTE: You can only create up 4090 VLANs on a QFX5100 switch. If you
createmore than 4090 VLANs, the interfaces associated with the extra
VLANs are not displayed in the show vlans command output. For example, if

you create 4094VLANs, the extra VLANswill not have interfaces associated
with theVLANs.Theorder inwhichyouconfigure theextraVLANsdetermines
which interfaces aremissing from the show vlans command output.

Options number—VLAN tag identifier.

Range: 0 through 4093.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding Bridging
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vlan-tagging

Syntax vlan-tagging;

Hierarchy Level [edit interfaces interface-name ]
[edit interfaces interface-range interface-range-name ]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable VLAN tagging. The platform receives and forwards single-tag frameswith 802.1Q

VLAN tags.

Default VLAN tagging is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• vlan-id on page 2117

• Configuring a Layer 3 Logical Interface on page 2019

VLAN Configuration Statements (Original CLI Only)

• drop-threshold on page 1628

• ethernet-switching-options on page 1629

• mac-notification on page 1631

• next-hop (Static MAC-Based VLANs) on page 1632

• port-mode on page 1633

• traceoptions (Ethernet Switching Options) on page 1634

• vlan (Ethernet) on page 1636

• vlan (Static MAC-based VLANs) on page 1636

• vlan (Unknown Unicast) on page 1637

• vlan-range on page 1638

• vlans on page 1639
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drop-threshold

Syntax drop-threshold number;

Hierarchy Level [edit vlans vlan-name dot1q-tunneling layer2-protocol-tunneling (all | protocol-name)]

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the maximum number of Layer 2 PDUs of the specified protocol that can be

received per second on the interfaces in a specified VLAN before the switch begins

dropping the Layer 2 PDUs. The drop threshold value must be less than or equal to the

shutdown threshold value.

L2PT processing is done by the CPU, and L2PT traffic to the CPU is rate-limited to a

maximum of 1000 pps. If traffic is received at a rate faster than this limit, the rate limit

causes the traffic to be dropped before it hits the threshold and the dropped packets are

not reported in L2PT statistics. This can also occur if you configure a drop threshold that

is less than 1000 pps but traffic is received at a faster rate. For example, if you configure

a drop threshold of 900 pps and the VLAN receives traffic at rate of 1100 pps, L2PT

statistics will show that 100 packets were dropped. The 100 packets dropped because

of the rate limit will not be reported. Similarly, if you do not configure a drop threshold

and the VLAN receives traffic at rate of 1100 pps, the 100 packets dropped because of

the rate limit are not reported.

NOTE: If the drop threshold value is greater than the shutdown threshold
value and you try to commit the configuration, the commit operation fails.

You can specify a drop threshold value without specifying a shutdown threshold value.

Default No drop threshold is specified.

Options number—Maximumnumberof Layer 2PDUsof thespecifiedprotocol that canbe received

per second on the interfaces in a specified VLAN before the switch begins dropping

the Layer 2 PDUs.

Range: 1 through 1000

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• Configuring Layer 2 Protocol Tunneling

• shutdown-threshold
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
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dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Overview of Access Port Protection on page 4451

• Understanding Storm Control on page 4471

mac-notification

Syntax mac-notification {
notification-interval seconds;

}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable MAC notification for a switch. If you configure this statement without setting a

notification interval,MACnotification is enabledwith thedefaultMACnotification interval

of 30 seconds.

The remaining statement is explained separately.

Default MAC notification is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MAC Notification on page 1531
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next-hop (Static MAC-Based VLANs)

Syntax next-hop interface-name;

Hierarchy Level [edit ethernet-switching-options static vlan vlan-namemacmac-address]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the next hop for the indicated Ethernet node.

Options interface-name—Name of the next-hop interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

on page 1527
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port-mode

Syntax port-mode (access | tagged-access | trunk);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: This statement does not support the Enhanced Layer 2 Software
(ELS) configuration style. If your switch runs software that supports ELS, see
interface-mode. For ELS details, see “Getting Started with Enhanced Layer
2 Software” on page 58.

Configure whether an interface on the switch operates in access, tagged access, or trunk

mode.

Default All switch interfaces are in access mode.

Options access—Have the interface operate in access mode. In this mode, the interface can be

in a single VLAN only. Access interfaces typically connect to network devices such

as PCs, printers, IP telephones, and IP cameras.

tagged-access—Have the interface operate in access mode. In this mode, the interface

can be in multiple VLANs. Access interfaces typically connect to network devices

such as PCs, printers, IP telephones, and IP cameras.

trunk—Have the interface operate in trunk mode. In this mode, the interface can be in

multiple VLANs and canmultiplex traffic between different VLANs. Trunk interfaces

typically connect to other switches and to routers on the LAN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Reflective Relay

• Example: Configuring Reflective Relay for Use with VEPA Technology
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traceoptions (Ethernet Switching Options)

Syntax traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

NOTE: The traceoptionsstatement isnotsupportedontheQFX3000QFabric

system.

Description Define global tracing operations for access security features on Ethernet switches.

Default The traceoptions feature is disabled by default.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached ( xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• access-security—Trace access security events.

• all—All tracing operations.

• analyzer—Trace analyzer events.

• config-internal—Trace internal configuration operations.

• filter—Trace filter transaction events.

• forwarding-database—Trace forwarding database events.
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• general—Trace general events.

• interface—Trace interface events.

• krt—Trace communications over routing sockets.

• lib—Trace library calls.

• nexthop—Trace next-hop events.

• normal—Trace normal events.

• parse—Trace reading of the configuration.

• regex-parse—Trace regular-expression parsing operations.

• rtg—Trace redundant trunk group events.

• state—Trace state transitions.

• stp—Trace spanning-tree events.

• task—Trace Ethernet-switching task processing.

• timer—Trace Ethernet-switching timer processing.

• unknown-unicast-forwarding—Trace unknown unicast forwarding events.

• vlan—Trace VLAN events.

no-stamp—(Optional) Do not timestamp the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Restrict file access to the user who created the file.

replace—(Optional) Replace an existing trace file if there is one rather than appending

to it.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes. When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0, then trace-file.1, and so on, until themaximumnumber of trace

files is reached. Then the oldest trace file is overwritten. If you specify a maximum

number of files, you also must specify a maximum file size with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify gigabytes

Range: 10 KB through 1 gigabyte

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

1635Copyright © 2014, Juniper Networks, Inc.

Chapter 16: Configuration



Related
Documentation

• Overview of Spanning-Tree Protocols on page 1419

• Understanding Bridging

vlan (Ethernet)

Syntax vlan {
members [ (all | names | vlan-ids) ];

}

Hierarchy Level [edit interfaces ge-chassis/slot/port unit logical-unit-number ethernet-switching],
[edit interfaces xe-chassis/slot/port unit logical-unit-number ethernet-switching]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Gigabit Ethernet and aggregated Ethernet interfaces, assign an 802.1Q VLAN tag ID

to a logical interface.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Junos OS Network Interfaces Configuration Guide

vlan (Static MAC-based VLANs)

Syntax vlan vlan-name {
macmac-address {

next-hop interface-name;
}

}

Hierarchy Level [edit ethernet-switching-options static]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the name of a VLAN to add to the Ethernet switching table.

Options vlan-name—Name of the VLAN to add to the Ethernet switching table.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

on page 1527
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vlan (UnknownUnicast)

Syntax vlan (all | vlan-name) {
interface interface-name;

}

Hierarchy Level [edit ethernet-switching-options unknown-unicast-forwarding]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a VLAN fromwhich unknown unicast packets will be forwarded, or specify that

thepackets shouldbe forwarded fromallVLANS.Unknownunicastpacketsare forwarded

from a VLAN to a specific trunk interface.

The remaining statement is explained separately.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range.

Options all—All VLANs.

vlan-name—Name of a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unknown Unicast Forwarding

• Verifying That Unknown Unicast Packets Are Forwarded to a Trunk Interface

• Understanding Unknown Unicast Forwarding

• show ethernet-switching table on page 1700

• show vlans on page 1722
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vlan-range

Syntax vlan-range vlan-id-low-vlan-id-high;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure multiple VLANs. Each VLAN is assigned a VLAN ID number from the range.

Default None.

Options vlan-id-low-vlan-id-high—Specify the first and last VLAN ID number for the group of

VLANs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Configuring VLANs on page 1534

• Configuring Routed VLAN Interfaces on page 1532

• Understanding Bridging
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vlans

Syntax vlans {
vlan-name {
description text-description;
dot1q-tunneling {
customer-vlans (id | range);

}
filter input filter-name;
filter output filter-name;
interface interface-name {
isolated;
mapping (policy | tag push | native push);
promiscuous;

}
isolation-vlan-id;
l3-interface vlan.logical-interface-number;
mac-limit number;
mac-table-aging-time seconds;
no-local-switching;
no-mac-learning;
primary-vlan vlan-name;
pvlan extend-secondary-vlan-id vlan-id;
vlan-id number;
vlan-range vlan-id-low-vlan-id-high;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statements for private VLANs and Q-in-Q tunneling introduced in Junos OS Release 12.1

for the QFX Series.

Description Configure VLAN properties on the QFX Series.

Default If youuse thedefault factory configuration, all switch interfacesbecomepart of theVLAN

default.

Options vlan-name—Name of the VLAN. The name can contain letters, numbers, hyphens (-),

and periods (.) and can be up to 255 characters long.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

Configuring VLANs on page 1534•

• Configuring Q-in-Q Tunneling

• Creating a Series of Tagged VLANs on page 1536
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• Configuring Routed VLAN Interfaces on page 1532

• Creating a Private VLAN on a Single Switch

• Understanding Bridging

VLAN Configuration Statements (ELS CLI Only)

• [edit vlans] Configuration Statement Hierarchy on the QFX Series on page 1640

• dhcp-relay on page 1644

• forwarding-options on page 1649

• interface-mac-limit on page 1655

• interface-mode on page 1657

• packet-action on page 1659

• service-id on page 1661

• switch-options on page 1662

• static-mac on page 1663

• vlan-id-list on page 1664

• vlan-rewrite on page 1665

• vlans on page 1666

[edit vlans] Configuration Statement Hierarchy on the QFX Series

This topic lists supported and unsupported configuration statements in the [edit vlans]

hierarchy level on EX Series switches.

• Supported statements are those that you can use to configure some aspect of a

software feature on the switch.

• Unsupported statements are those that appear in the command-line interface (CLI)

on the switch, but that have no effect on switch operation if you configure them.

• Not all features are supported on all switch platforms. For detailed information about

feature support on specific EX Series switch platforms, seeQFX Series Virtual Chassis

Software Features Overview.

This topic lists:

• Supported Statements in the [edit vlans] Hierarchy Level on page 1640

• Unsupported Statements in the [edit vlans] Hierarchy Level on page 1642

Supported Statements in the [edit vlans] Hierarchy Level

The following hierarchy shows the [edit vlans] configuration statements supported on

one or more of the EX Series switches:

vlans {
vlan-name {
description text-description;
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domain-type bridge;
forwarding-options {
dhcp-security {
arp-inspection;
group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option82;
trusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {
host-name;
use-interface-description (device | logical);
use-string string;

}
vendor-id {
use-string string;

}
}

}
filter {
input filter-name;
output filter-name;

}
flood {
input filter-name;

}
}
l3-interface irb.logical-unit-number;
multicast-snooping-options {
flood-groups [group-names];
forwarding-cache {
threshold {
reuse threshold;
suppress threshold;

}
}
graceful-restart {
disable;
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restart-duration duration;
}
host-outbound-traffic {
dot1p bits;
forwarding-class forwarding-class;

}
multichassis-lag-replicate-state;
nexthop-hold-time time;
options {
syslog {
level level;
mark interval;
upto level;

}
}
traceoptions {
file filename {
files number;
no-world-readable;
size file-size;
world-readable;

}
flag flag {
disable;

}
}

}
switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;

}
static-macmac-address;

}
interface-mac-limit limit {
packet-action action;

}
mac-move-limit limit {
packet-action action;

}
mac-table-size limit {
packet-action drop;

}
no-mac-learning;

}
vlan-id number;
vlan-id-list [vlan-id | vlan-id–vlan-id];

}
}

Unsupported Statements in the [edit vlans] Hierarchy Level

All statements in the [edit vlans] hierarchy level that are displayed in the command-line

interface (CLI) on the switch are supported on the switch and operate as documented

with the following exceptions:
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Table 137: Unsupported [edit vlans] Configuration Statements on EX Series Switches

Hierarchy LevelStatement

NOTE: Variables, such as filename, are not shown in the statements or hierarchies.

[edit vlans]mcae-mac-synchronize

[edit vlans]no-irb-layer-2-copy

Related
Documentation

Understanding Bridging and VLANs on page 1402•
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dhcp-relay

Syntax dhcp-relay {
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dhcpv6 {
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
group group-name {
active-server-group server-group-name;
authentication {
...

}
dynamic-profile profile-name {
...

}
interface interface-name {
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
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bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
...

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
service-profile dynamic-profile-name;
}
overrides {
...

}
relay-agent-interface-id {
...

}
service-profile dynamic-profile-name;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
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allow-snooped-clients;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
send-release-on-delete;

}
relay-agent-interface-id {
prefix prefix;
use-interface-description (logical | device):

}
server-group {
server-group-name {
server-ip-address;

}
}

duplicate-clients-on-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
active-server-group server-group-name;
authentication {
...

}
dynamic-profile profile-name {
...

}
interface interface-name {
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
...

}
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service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
overrides {
...

}
relay-option-82 {
...

}
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
client-discover-match <option60-and-option82>;
disable-relay;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
OBSOLETE - no-arp;
no-bind-on-request;
proxy-mode;
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
}
server-group {
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server-group-name {
server-ip-address;

}
}
service-profile dynamic-profile-name;

}

Hierarchy Level [edit forwarding-options],
[edit vlans forwarding-options]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure extended Dynamic Host Configuration Protocol (DHCP) relay and DHCPv6

relay options on the switch and enable the switch to function as a DHCP relay agent. A

DHCP relay agent forwards DHCP request and reply packets between a DHCP client and

a DHCP server.

DHCP relay supports theattachmentofdynamicprofilesandalso interactswith the local

AAA Service Framework to use back-end authentication servers, such as RADIUS, to

provide subscriber authentication. You can attach dynamic profiles and configure

authentication support on a global basis or for a specific group of interfaces.

The extended DHCP and DHCPv6 relay agent options configured with the dhcp-relay

and dhcpv6 statements are incompatible with the DHCP/BOOTP relay agent options

configured with the bootp statement. As a result, the extended DHCP or DHCPv6 relay

agent and the DHCP/BOOTP relay agent cannot both be enabled on the router at the

same time.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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forwarding-options

Syntax forwarding-options {
dhcp-relay {
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dhcpv6 {
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
group group-name {
active-server-group server-group-name;
authentication {
...

}
dynamic-profile profile-name {
...

}
interface interface-name {
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
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method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
...

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
service-profile dynamic-profile-name;
}
overrides {
...

}
relay-agent-interface-id {
...

}
service-profile dynamic-profile-name;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
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overrides {
allow-snooped-clients;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
send-release-on-delete;

}
relay-agent-interface-id {
prefix prefix;
use-interface-description (logical | device):

}
server-group {
server-group-name {
server-ip-address;

}
}

duplicate-clients-on-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
active-server-group server-group-name;
authentication {
...

}
dynamic-profile profile-name {
...

}
interface interface-name {
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
...
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}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
overrides {
...

}
OBSOLETE - relay-option-60 {
...

}
relay-option-82 {
...

}
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
client-discover-match <option60-and-option82>;
disable-relay;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
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}
}
server-group {
server-group-name {
server-ip-address;

}
}
service-profile dynamic-profile-name;

}
dhcp-security {
arp-inspection;
group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {
host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {
use-string string;

}
}

}
fip-security {
examine-vn2vf;
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;
interface interface-name {
(fcoe-trusted | no-fcoe-trusted;)

}
}

}
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Hierarchy Level [edit]
[edit vlans]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Configure traffic forwarding.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Copyright © 2014, Juniper Networks, Inc.1654

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



interface-mac-limit

Syntax interface-mac-limit limit {
packet-action action;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

Support at [edit switch-options], [edit switch-options interface interface-name], [edit

vlans vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.

Support at hierarchy levels under [edit vlans vlan-name] introduced in Junos OS Release

13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.
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Description (MX Series routers, EX Series switches, and the QFX Series) Configure a limit to the

number of MAC addresses that can be learned from a bridge domain or VLAN, virtual

switch, or set of bridge domains or VLANs.

Default All devices except the EXSeries switches: 1024MACaddresses for each logical interface;

EX Series switches: 65,536 MAC addresses for each interface and VLAN.

Options limit—Maximum number of MAC addresses learned from an interface.

Range: 1 through 131,071MACaddressesper interface, or 1 through65,535MACaddresses
per interface

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 LearningandForwarding forBridgeDomains FunctioningasSwitcheswith Layer 2

Trunk Ports

• Configuring MAC Limiting (CLI Procedure) on page 1539
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interface-mode

Syntax interface-mode (access | trunk);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family bridge],
[edit interfaces interface-name unit logical-unit-number family ethernet-switching],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family bridge]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that does not support ELS,
see port-mode. For ELS details, see “Getting Started with Enhanced Layer 2
Software” on page 58.

(QFX Series 3500 and 3600 standalone switches)—Determine whether the logical

interface accepts or discards packets based on VLAN tags. Specify the trunk option to

accept packets with a VLAN ID that matches the list of VLAN IDs specified in the vlan-id

or vlan-id-list statement, then forward the packet within the bridge domain or VLAN

configuredwith thematching VLAN ID. Specify the access option to accept packets with

no VLAN ID, then forward the packet within the bridge domain or VLAN configured with

the VLAN ID that matches the VLAN ID specified in the vlan-id statement.

NOTE: OnMXSeries routers, if youwant IGMP snooping to be functional for
a bridge domain, then you should not configure interface-mode and irb for

that bridge. Such a configuration commit succeeds, but IGMP snooping is
not functional, and amessage informing the same is displayed. For more
information, see Configuring a Trunk Interface on a Bridge Network.

Options access—Configure a logical interface to accept untagged packets. Specify the VLAN to

which this interface belongs using the vlan-id statement.

trunk—Configure a single logical interface to accept packets tagged with any VLAN ID

specified with the vlan-id or vlan-id-list statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring a Logical Interface for Access Mode•

• Configuring a Logical Interface for Trunk Mode
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• Example: Connecting Access Switches to a Distribution Switch
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packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit routing-instances routing-instance-name protocols evpn interface-mac-limit],
[edit routing-instances routing-instance-name protocols evpn interface interface-name
interface-mac-limit],

[edit routing-instances routing-instance-name protocols evpnmac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-optionsmac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.
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Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in Junos OS Release 13.2 on MX Series 3D Universal Edge

Routers.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.

Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches and QFX Series only) Forward packets with new source MAC

addresses, and learn the new source MAC address.

shutdown—(EXSeries switches andQFXSeries only)Disable the specified interface, and

generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Copyright © 2014, Juniper Networks, Inc.1660

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Related
Documentation

• Configuring EVPN Routing Instances

• Configuring MAC Limiting (CLI Procedure) on page 1539

• Configuring Persistent MAC Learning (CLI Procedure)

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 LearningandForwarding forBridgeDomains FunctioningasSwitcheswith Layer 2

Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

service-id

Syntax service-id number;

Hierarchy Level [edit switch-options]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a service identifier for eachmultichassis aggregated Ethernet interface that

belongs to a link aggregation group (LAG).

Options number—A number that identifies a particular service.

Range: 1 through 65535

Required Privilege
Level

system—To view this statement in the configuration.

system control—To add this statement to the configuration.
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switch-options

Syntax switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action drop;

}
no-mac-learning;
static-mac static-mac-address {
vlan-id number;

}
}
interface-mac-limit limit {
packet-action drop;

}
mac-statistics;
mac-table-size limit {
packet-action drop;

}
no-mac-learning;
service-id number;

}

Hierarchy Level [edit number],
[edit vlans vlan--name],
[edit logical-systems logical-system-name routing-instances routing-instance-name vlans
vlan-name],

[edit routing-instances routing-instance-name vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure Layer 2 learning and forwarding properties for a VLAN or a virtual switch.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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static-mac

Syntax static-macmac-address {
vlan-id number;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn interface interface-name]
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers. The vlan-id

option is not available for EVPNs.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 13.2 for the QFX Series.

Description Configure a static MAC address for a logical interface in a bridge domain or VLAN.

The vlan-id option can be specified for static-macs only if vlan-id all is configured for the

bridging domain or VLAN.

Options mac-address—MAC address

vlan-id number—(Optional) VLAN identifier to associate with static MAC address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401
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vlan-id-list

Syntax vlan-id-list [ vlan-id-numbers ];

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]
[edit interfaces interface-name unit 0],
[edit interfaces interface-name unit logical-unit-number],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a VLAN identifier list to use for a bridge domain or VLAN in trunk mode.

Specify the trunk option in the interface-mode statement to accept packetswith a VLAN

ID thatmatches the list of VLAN IDs specified in the vlan-id-list statement to forward the

packetwithin the bridge domain or VLAN configuredwith thematching VLAN ID. Specify

the access option to accept packets with no VLAN ID to forward the packet within the

bridge domain or VLAN configuredwith the VLAN ID thatmatches the VLAN ID specified

in the vlan-id statement.

This statement also enables you to bind a logical interface to a list of VLAN IDs, thereby

configuring the logical interface to receive and forward a frame with a tag that matches

the specified VLAN ID list.

Options vlan-id-numbers—ValidVLAN identifiers. You can combine individual numberswith range

lists including a hyphen.

Range: 0 through 4095

NOTE: On EX Series switches and the QFX Series, the range is 0 through
4094.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring a Bridge Domain•

• Configuring a VLAN

• Configuring VLANs for EX Series Switches (CLI Procedure)

• Configuring VLANs on page 1544

Copyright © 2014, Juniper Networks, Inc.1664

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• Configuring VLAN Identifiers for Bridge Domains and VPLS Routing Instances

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances

• Configuring Q-in-Q Tunneling (CLI Procedure)

vlan-rewrite

Syntax vlan-rewrite translate (200 500 | 201 501)

Hierarchy Level [edit interfaces interface-name unit number family bridge interface-mode trunk]
[edit interfaces interface-nameunitnumber familyethernet-switching interface-modetrunk]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Translatesan incomingVLANtoabridge-domainVLAN,correspondingcounter translation

at egress. Supports translation of VLAN 200 to VLAN 500 and VLAN 201 to VLAN 501.

Other valid VLANs pass through without translation.

Options translate 200 500—Translates incoming packets with VLAN 200 to 500.

translate 201 501—Translates incoming packets with VLAN 201 to 501.

translate 202 502—Translates incoming packets with VLAN 202 to 502.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting a VLAN Tag and Adding a New Tag
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vlans

Syntax vlans {
vlan-name {
description text-description;
domain-type bridge;
forwarding-options {
dhcp-security {
arp-inspection;
group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {
host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {
use-string string;

}
}

}
fip-security {
examine-vn2vf;
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;
interface interface-name {
(fcoe-trusted | no-fcoe-trusted;)

}
}

}
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l3-interface irb.logical-unit-number;
multicast-snooping-options {
flood-groups [group-names];
forwarding-cache {
threshold {
reuse threshold;
suppress threshold;

}
}
graceful-restart {
disable;
restart-duration duration;

}
host-outbound-traffic {
dot1p bits;
forwarding-class forwarding-class;

}
multichassis-lag-replicate-state;
nexthop-hold-time time;
options {
syslog {
level level;
mark interval;
upto level;

}
}
traceoptions {
file filename {
files number;
no-world-readable;
size file-size;
world-readable;

}
flag flag {
disable;

}
}

}
switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;

}
static-macmac-address;

}
interface-mac-limit limit {
packet-action action;

}
mac-move-limit limit {
packet-action action;

}
mac-table-size limit {
packet-action drop;

}
no-mac-learning;

}
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vlan-id number;
vlan-id-list [vlan-id | vlan-id–vlan-id];

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statements for private VLANs and Q-in-Q tunneling introduced in Junos OS Release 12.1

for the QFX Series.

Description Configure VLAN properties on the QFX Series.

Default If youuse thedefault factory configuration, all switch interfacesbecomepart of theVLAN

default.

Options vlan-name—Name of the VLAN. The name can contain letters, numbers, hyphens (-),

and periods (.) and can be up to 255 characters long.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Understanding Bridging and VLANs on page 1402

• Configuring VLANs on page 1544
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CHAPTER 17

Administration

• Routine Monitoring on page 1669

• Monitoring Commands on page 1672

RoutineMonitoring

• Verifying That MAC Notification Is Working Properly on page 1669

• Verifying That a Series of Tagged VLANs Has Been Created on page 1669

• Verifying That Proxy ARP IsWorking Correctly on page 1671

Verifying That MACNotification IsWorking Properly

Purpose Verify thatMACnotification is enabled or disabled, and that theMACnotification interval

is set to the specified value.

Action To verify that MAC notification is enabled or disabled and also to verify the MAC

notification interval setting.

user@switch> show ethernet-switchingmac-notification
Notification Status: Enabled
Notification Interval: 30  

Meaning The output in the Notification Status field shows that MAC notification is enabled. The

output in the Notification Status field would display Disabled if MAC notification was

disabled.

The Notification Interval field output shows that the MAC notification interval is set to

30 seconds.

Related
Documentation

Configuring MAC Notification on page 1531•

Verifying That a Series of Tagged VLANs Has Been Created

Purpose Verify that a series of tagged VLANs has been created on the switch.

Action Display the VLANs in the ascending order of their VLAN ID:1.

user@switch> show vlans sort-by tag
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Name             Tag        Interfaces
__employee_120__  120
                            xe-0/0/22.0*
__employee_121__  121
                            xe-0/0/22.0*
__employee_122__  122
                            xe-0/0/22.0*
__employee_123__  123
                            xe-0/0/22.0*
__employee_124__  124
                            xe-0/0/22.0*
__employee_125__  125
                            xe-0/0/22.0*
__employee_126__  126
                            xe-0/0/22.0*
__employee_127__  127
                            xe-0/0/22.0*
__employee_128__  128
                            xe-0/0/22.0*
__employee_129__  129
                            xe-0/0/22.0*
__employee_130__  130
                            xe-0/0/22.0*

2. Display the VLANs by the alphabetical order of the VLAN name:

user@switch> show vlans sort-by name

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

3. Display the VLANs by specifying the VLAN range name (here, the VLAN range name

is employee):

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
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                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

Meaning The sample output shows the VLANs configured on the switch. The series of tagged

VLANs is displayed: __employee__120__ through __employee_130__. Each of the tagged

VLANs is configured on the trunk interface xe-0/0/22.0. The asterisk (*) next to the

interface name indicates that the interface is UP.

When a series of VLANs is created using the vlan-range statement, the VLAN names are

preceded and followed by a double underscore.

Related
Documentation

Creating a Series of Tagged VLANs on page 1536•

• Creating a Series of Tagged VLANs on page 1546

Verifying That Proxy ARP IsWorking Correctly

Purpose Verify that the switch is sending proxy ARPmessages.

Action List the system statistics for ARP:

user@switch> show system statistics arp
arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         2 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
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         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor

Meaning The statistics show that two proxy ARP requests were received. The unrestricted proxy

requests not proxied and restricted proxy requests not proxied fields indicate that all the

unproxied ARP requests received have been proxied by the switch.

Related
Documentation

Configuring Proxy ARP on page 1551•

• Configuring Proxy ARP (CLI Procedure) on page 1552

Monitoring Commands

• clear ethernet-switching bpdu-error

• clear ethernet-switching layer2-protocol-tunneling error

• clear ethernet-switching layer2-protocol-tunneling statistics

• clear ethernet-switching table

• clear spanning-tree statistics

• show ethernet-switching interfaces

• show ethernet-switching layer2-protocol-tunneling interface

• show ethernet-switching layer2-protocol-tunneling statistics

• show ethernet-switching layer2-protocol-tunneling vlan

• show ethernet-switching mac-learning-log

• show ethernet-switching mac-notification

• show ethernet-switching statistics aging

• show ethernet-switching statistics mac-learning

• show ethernet-switching table

• show spanning-tree bridge

• show spanning-tree interface
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• show spanning-tree mstp configuration

• show spanning-tree statistics

• show system statistics arp

• show vlans
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clear ethernet-switching bpdu-error

Syntax clear ethernet-switching bpdu-error interface interface-name

Release Information Command introduced in JunosOSRelease9.1 for EXSeries switches. Commandupdated

in Junos OS Release 11.1 for EX Series switches—a BPDU error shuts down the interface

and this command brings the interface back up.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear bridgeprotocol dataunit (BPDU)errors froman interfaceandbringup the interface.

Options interface-name—Clear BPDU errors on the specified interface.

Required Privilege
Level

clear

Related
Documentation

show spanning-tree interface on page 1711•

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches

• Understanding BPDU Protection for STP, RSTP, and MSTP on page 1423

List of Sample Output clear ethernet-switching bpdu-error interface on page 1674

Sample Output

clear ethernet-switching bpdu-error interface

user@switch> clear ethernet-switching bpdu-error interface xe-0/0/1.0
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clear ethernet-switching layer2-protocol-tunneling error

Syntax clear ethernet-switching layer2-protocol-tunneling error
<interface interface-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear Layer 2 protocol tunneling (L2PT) errors on one or more interfaces. If an interface

hasbeendisabledbecause theamountof Layer 2protocol traffic exceeded the shutdown

threshold or because the switch has detected an error in the network topology or

configuration, use this command to reenable the interface.

Options none—Clears L2PT errors on all interfaces.

interface interface-name—(Optional) Clear L2PT errors on the specified interface.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches•

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• Configuring Layer 2 Protocol Tunneling

List of Sample Output clear ethernet-switching layer2-protocol-tunneling error on page 1675
clear ethernet-switching layer2-protocol-tunneling error interface
xe-0/0/1.0 on page 1675

Sample Output

clear ethernet-switching layer2-protocol-tunneling error

user@switch> clear ethernet-switching layer2-protocol-tunneling error

clear ethernet-switching layer2-protocol-tunneling error interface xe-0/0/1.0

user@switch> clear ethernet-switching layer2-protocol-tunneling error interface xe-0/0/1.0
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clear ethernet-switching layer2-protocol-tunneling statistics

Syntax clear ethernet-switching layer2-protocol-tunneling statistics
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear Layer 2 protocol tunneling (L2PT) statistics on one or more interfaces or VLANs.

Options none—Clear L2PT statistics on all interfaces and VLANs.

interface interface-name—(Optional) Clear L2PT statistics on the specified interface.

vlan vlan-name—(Optional) Clear L2PT statistics on the specified VLAN.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling statistics on page 1686•

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• Configuring Layer 2 Protocol Tunneling

List of Sample Output clear ethernet-switching layer2-protocol-tunneling statistics on page 1676
clearethernet-switchinglayer2-protocol-tunnelingerror interfacege-0/1/1.0onpage1676
clear ethernet-switching layer2-protocol-tunneling error vlan v2 on page 1676

Sample Output

clear ethernet-switching layer2-protocol-tunneling statistics

user@switch> clear ethernet-switching layer2-protocol-tunneling statistics

clear ethernet-switching layer2-protocol-tunneling error interface ge-0/1/1.0

user@switch> clearethernet-switching layer2-protocol-tunnelingstatistics interfacexe-0/1/1.0

clear ethernet-switching layer2-protocol-tunneling error vlan v2

user@switch> clear ethernet-switching layer2-protocol-tunneling statistics vlan v2
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clear ethernet-switching table

Syntax clear ethernet-switching table
<interface interface-name>
<macmac-address>
<management-vlan>
<persistent-mac <interface | mac-address>>
<vlan vlan-name>

Syntax (QFX Series) clear ethernet-switching table
<interface interface-name>
<macmac-address>
<persistent-mac <interface | mac-address>>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 9.3 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: OnaQFabric system, using this commandonanFCoE-enabledVLAN
when FCoE sessions are active can cause traffic flooding and FCoE traffic
drop. The FCoE sessions are not terminated and the traffic reconverges after
a short period of time.

Clear learned entries, which are media access control (MAC) addresses, in the Ethernet

switching table (also called the forwarding database table).

Options none—Clear learned entries in the Ethernet switching table, except for persistent MAC

addresses.

interface interface-name—(Optional) Clear all learned MAC addresses for the specified

interface from the Ethernet switching table.

macmac-address—(Optional)Clear the specified learnedMACaddress fromtheEthernet

switching table.

management-vlan—(Optional) Clear all MAC addresses learned for the management

VLAN from the Ethernet switching table. Note that you do not specify a VLAN name

because only onemanagement VLAN exists.

persistent-mac<interface |mac-address>—(Optional) Clear allMACaddresses, including

persistent MAC addresses. Use the interface option to clear all MAC addresses on

an interface, or use themac-address option to clear all entries for a specific MAC

address.

Use this commandwhenever youmoveadevice in yournetwork thathasapersistent

MAC address on the switch. If youmove the device to another port on the switch

and do not clear the persistent MAC address from the original port it was learned

on, then the new port will not learn theMAC address and the device will not be able

to connect. If the original port is downwhen youmove the device, then the new port
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will learn theMACaddress and thedevice can connect—however, unless you cleared

the MAC address on the original port, when the port comes back up, the system

reinstalls the persistent MAC address in the forwarding table for that port. If this

occurs, the address is removed from the new port and the device loses connectivity.

vlanvlan-name—(Optional)Clear allMACaddresses learned for the specifiedVLAN from

the Ethernet switching table.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching table•

• show ethernet-switching table on page 1700

• Verifying That Persistent MAC Learning Is Working Correctly

List of Sample Output clear ethernet-switching table on page 1678

Output Fields This command produces no output.

Sample Output

clear ethernet-switching table

user@switch> clear ethernet-switching table
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clear spanning-tree statistics

Syntax clear spanning-tree statistics
<interface interface-name>
<logical-system logical-system-name>

Syntax (EX Series
Switches and the QFX

Series)

clear spanning-tree statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Spanning Tree Protocol statistics.

Options none—Reset STP counters for all interfaces for all routing instances.

interface interface-name—(Optional) Clear STP statistics for the specified interface only.

logical-system logical-system-name—(Optional) Clear STP statistics on a particular

logical system.

NOTE: The logical-system option is not available on QFabric systems.

Required Privilege
Level

clear

Related
Documentation

show spanning-tree statistics on page 1719•

List of Sample Output clear stp statistics on page 1679

Sample Output

clear stp statistics

user@host> clear stp statistics
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show ethernet-switching interfaces

Syntax show ethernet-switching interfaces
<brief | detail | summary>
<interface interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about switched Ethernet interfaces.

Options none—(Optional) Display brief information for Ethernet-switching interfaces.

brief | detail | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional)DisplayEthernet-switching information fora specific

interface.

Required Privilege
Level

view

Related
Documentation

Troubleshooting Ethernet Switching on page 1731Understanding Bridging and VLANs

on page 1402

•

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding FCoE on page 4799

• Interfaces Overview on page 1839

List of Sample Output show ethernet-switching interfaces on page 1681
show ethernet-switching interfaces summary on page 1682
show ethernet-switching interfaces brief on page 1682
show ethernet-switching interfaces detail on page 1682
show ethernet-switching interfaces interface-name on page 1683

Output Fields Table 111 on page 1358 lists the output fields for the show ethernet-switching interfaces

command. Output fields are listed in the approximate order in which they appear.

Table 138: show ethernet-switching interfaces Output Fields

Level of OutputField DescriptionField Name

All levelsName of a switching interface.Interface

none, brief, detail,
summary

Interface state. Values are up or down.State

none, brief, detail,
summary

Name of a VLAN.VLANmembers
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Table 138: show ethernet-switching interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

none, brief, detail,
summary

Forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

• MAC limit exceeded—The interface is temporarily disabled because of a MAC
limitingerror. Thedisabled interface is automatically restored to servicewhen
the disable timeout expires.

• MACmove limit exceeded—The interface is temporarily disabled because of
a MACmove limiting error. The disabled interface is automatically restored
to service when the disable timeout expires.

• Storm control in effect—The interface is temporarily disabled because of a
stormcontrol error. Thedisabled interface isautomatically restored toservice
when the disable timeout expires.

• Storm control shutdown in effect—The interface is temporarily disabled
because of a storm control shutdown error. The disabled interface is
automatically restored to service when the disable timeout expires.

Blocking

detailVLAN index internal to Junos OS software.Index

detailSpecifieswhether the interface forwards IEEE802.1Q-taggedoruntagged traffic.untagged | tagged

Sample Output

show ethernet-switching interfaces

user@switch> show ethernet-switching interfaces

Interface   State    VLAN members           Blocking 
xe-0/0/0.0  up       T1122                  unblocked
xe-0/0/1.0  down     default                — MAC limit exceeded
xe-0/0/2.0  down     default                — MAC move limit exceeded
xe-0/0/3.0  down     default                — Storm control in effect
xe-0/0/4.0  down     default                unblocked
xe-0/0/5.0  down     default                unblocked
xe-0/0/6.0  down     default                unblocked
xe-0/0/7.0  down     default                unblocked
xe-0/0/8.0  down     default                unblocked
xe-0/0/9.0  up       T111                   unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     default                unblocked
xe-0/0/12.0 down     default                unblocked
xe-0/0/13.0 down     default                unblocked
xe-0/0/14.0 down     default                unblocked
xe-0/0/15.0 down     default                unblocked
xe-0/0/16.0 down     default                unblocked
xe-0/0/17.0 down     default                unblocked
xe-0/0/18.0 down     default                unblocked
xe-0/0/19.0 up       T111                   unblocked
xe-0/1/0.0  down     default                unblocked
xe-0/1/1.0  down     default                unblocked
xe-0/1/2.0  down     default                unblocked
xe-0/1/3.0  down     default                unblocked
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show ethernet-switching interfaces summary

user@switch> show ethernet-switching interfaces summary
xe-0/0/0.0
xe-0/0/1.0
xe-0/0/2.0
xe-0/0/3.0
xe-0/0/8.0
xe-0/0/10.0
xe-0/0/11.0

show ethernet-switching interfaces brief

user@switch> show ethernet-switching interfaces brief
Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked
xe-0/0/1.0  down     employee-vlan          unblocked
xe-0/0/2.0  down     employee-vlan          unblocked
xe-0/0/3.0  down     employee-vlan          unblocked
xe-0/0/8.0  down     employee-vlan          unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     employee-vlan          unblocked

show ethernet-switching interfaces detail

user@switch> show ethernet-switching interfaces detail
Interface: xe-0/0/0.0 Index: 65
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/1.0 Index: 66
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/2.0 Index: 67
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/3.0 Index: 68
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/8.0 Index: 69
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/10.0 Index: 70
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/11.0 Index: 71
  State: down
  VLANs:
    employee-vlan          tagged       unblocked
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show ethernet-switching interfaces interface-name

user@switch> show ethernet-switching interfaces xe-0/0/0.0
 Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked
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show ethernet-switching layer2-protocol-tunneling interface

Syntax show ethernet-switching-layer2-protocol-tunneling interface
<interface-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about Layer 2 protocol tunneling (L2PT) on interfaces that have

been configured for L2PT.

Options none—Display L2PT information about all interfaces on which L2PT is enabled.

interface-name—(Optional) Display L2PT information for the specified interface.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling statistics on page 1686•

• show ethernet-switching layer2-protocol-tunneling vlan on page 1689

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• show ethernet-switching layer2-protocol-tunneling statistics on page 1686

• show ethernet-switching layer2-protocol-tunneling vlan on page 1689

• Configuring Layer 2 Protocol Tunneling

List of Sample Output show ethernet-switching layer2-protocol-tunneling interface on page 1685
showethernet-switching layer2-protocol-tunneling interfacexe-0/0/0.0onpage1685

Output Fields Table 139 on page 1684 lists the output fields for the show ethernet-switching

layer2-protocol-tunneling interface command.Output fields are listed in the approximate

order in which they appear.

Table 139: show ethernet-switching layer2-protocol-tunneling interface Output Fields

Field DescriptionField Name

Name of an interface on the switch.Interface

Type of operation being performed on the interface. Values are Encapsulation and Decapsulation.Operation

State of the interface. Values are active and shutdown.State

If the interface state is shutdown, displays why the interface is shut down. If the description says Loop detected, it
means that the interface is an access interface that has received L2PT-enabled PDUs. Access interfaces should
not receive L2PT-enabled PDUs. This scenario might mean that there is a loop in the network.

Description
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Sample Output

show ethernet-switching layer2-protocol-tunneling interface

user@switch> show ethernet-switching layer2-protocol-tunneling interface

Layer2 Protocol Tunneling information:
Interface     Operation       State      Description
xe-0/0/0.0    Encapsulation   Shutdown   Shutdown threshold exceeded
xe-0/0/1.0    Decapsulation   Shutdown   Loop detected
xe-0/0/2.0    Decapsulation   Active

show ethernet-switching layer2-protocol-tunneling interface xe-0/0/0.0

user@switch> show ethernet-switching layer2-protocol-tunneling interface xe-0/0/0.0

Layer2 Protocol Tunneling information:
Interface     Operation       State      Description
xe-0/0/0.0    Encapsulation   Shutdown   Shutdown threshold exceeded
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show ethernet-switching layer2-protocol-tunneling statistics

Syntax show ethernet-switching-layer2-protocol-tunneling statistics
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display Layer 2 protocol tunneling (L2PT) statistics for Layer 2 PDU packets received by

the switch.

NOTE: The show ethernet-switching-layer2-protocol-tunneling statistics

command does not display L2PT statistics for Layer 2 PDU packets
transmitted from the switch.

Options none—Display L2PT statistics for all interfaces on which you enabled L2PT.

interface interface-name—(Optional) Display L2PT statistics for the specified interface.

vlan vlan-name—(Optional) Display L2PT statistics for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

clear ethernet-switching layer2-protocol-tunneling statistics on page 1676•

• show ethernet-switching layer2-protocol-tunneling interface on page 1684

• show ethernet-switching layer2-protocol-tunneling vlan on page 1689

• show vlans

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• show vlans on page 1722

• Configuring Layer 2 Protocol Tunneling

List of Sample Output show ethernet-switching layer2-protocol-tunneling statistics on page 1687
show ethernet-switching layer2-protocol-tunneling statistics interface
xe-0/0/0.0 on page 1687
show ethernet-switching layer2-protocol-tunneling statistics vlan v2 on page 1687

Output Fields Table 140 on page 1687 lists the output fields for the show ethernet-switching

layer2-protocol-tunnelingstatisticscommand.Output fieldsare listed in theapproximate

order in which they appear.
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Table 140: show ethernet-switching layer2-protocol-tunneling statistics Output Fields

Field DescriptionVLAN

Name of a VLAN on which L2PT has been configured.VLAN

Name of an interface on which L2PT has been configured.Interface

Name of a protocol for which L2PT has been enabled. Values are all, 802.1x, 802.3ah, cdp, e-lmi, gvrp, lacp, lldp,
mmrp,mvrp, stp, udld, vstp, and vtp.

Protocol

Type of operation being performed on the interface. Values are Encapsulation and Decapsulation.Operation

Number of packets that have been encapsulated or de-encapsulated.Packets

Number of packets that have exceeded the drop threshold and have been dropped.Drops

Number of times that packets have exceeded the shutdown threshold and the interface has been shut down.Shutdowns

Sample Output

show ethernet-switching layer2-protocol-tunneling statistics

user@switch> show ethernet-switching layer2-protocol-tunneling statistics

Layer2 Protocol Tunneling Statistics:
VLAN   Interface  Protocol  Operation     Packets Drops      Shutdowns
v1     xe-0/0/0.0 mvrp      Encapsulation 0       0          0
v1     xe-0/0/1.0 mvrp      Decapsulation 0       0          0
v1     xe-0/0/2.0 mvrp      Decapsulation 60634   0          0
v2     xe-0/0/0.0 cdp       Encapsulation 0       0          0
v2     xe-0/0/0.0 gvrp      Encapsulation 0       0          0
v2     xe-0/0/0.0 lldp      Encapsulation 0       0          0

show ethernet-switching layer2-protocol-tunneling statistics interface xe-0/0/0.0

user@switch> showethernet-switching layer2-protocol-tunnelingstatistics interfacexe-0/0/0.0

Layer2 Protocol Tunneling Statistics:
VLAN    Interface  Protocol Operation      Packets  Drops     Shutdowns
v1      xe-0/0/0.0 mvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 cdp      Encapsulation  0        0          0
v2      xe-0/0/0.0 gvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 lldp     Encapsulation  0        0          0
v2      xe-0/0/0.0 mvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 stp      Encapsulation  0        0          0
v2      xe-0/0/0.0 vtp      Encapsulation  0        0          0
v2      xe-0/0/0.0 vstp     Encapsulation  0        0          0

show ethernet-switching layer2-protocol-tunneling statistics vlan v2

user@switch> show ethernet-switching layer2-protocol-tunneling statistics vlan v2

Layer2 Protocol Tunneling Statistics:
VLAN    Interface   Protocol Operation       Packets  Drops   Shutdowns
v2      xe-0/0/0.0  cdp      Encapsulation   0        0       0
v2      xe-0/0/0.0  gvrp     Encapsulation   0        0       0
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v2      xe-0/0/0.0  lldp     Encapsulation   0        0       0
v2      xe-0/0/0.0  mvrp     Encapsulation   0        0       0
v2      xe-0/0/0.0  stp      Encapsulation   0        0       0
v2      xe-0/0/0.0  vtp      Encapsulation   0        0       0
v2      xe-0/0/0.0  vstp     Encapsulation   0        0       0
v2      xe-0/0/1.0  cdp      Decapsulation   0        0       0
v2      xe-0/0/1.0  gvrp     Decapsulation   0        0       0
v2      xe-0/0/1.0  lldp     Decapsulation   0        0       0
v2      xe-0/0/1.0  mvrp     Decapsulation   0        0       0
v2      xe-0/0/1.0  stp      Decapsulation   0        0       0
v2      xe-0/0/1.0  vtp      Decapsulation   0        0       0
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show ethernet-switching layer2-protocol-tunneling vlan

Syntax show ethernet-switching-layer2-protocol-tunneling vlan <vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about Layer 2 protocol tunneling (L2PT) on VLANs that have been

configured for L2PT.

Options none—Display informationaboutL2PTfor theVLANsonwhichyouhaveconfiguredL2PT.

vlan-name—(Optional) Display information about L2PT for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling interface on page 1684•

• show ethernet-switching layer2-protocol-tunneling statistics on page 1686

• show vlans

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches

• Configuring Layer 2 Protocol Tunneling on EX Series Switches (CLI Procedure)

• show vlans on page 1722

• Configuring Layer 2 Protocol Tunneling

List of Sample Output show ethernet-switching layer2-protocol-tunneling vlan on page 1690
show ethernet-switching layer2-protocol-tunneling vlan v2 on page 1690

Output Fields Table 141 on page 1689 lists the output fields for the show ethernet-switching

layer2-protocol-tunneling vlan command. Output fields are listed in the approximate

order in which they appear.

Table 141: show ethernet-switching layer2-protocol-tunneling vlan Output Fields

Field DescriptionField Name

Name of the VLAN on which L2PT has been configured.VLAN

Name of a protocol for which L2PT has been enabled. Values are all, 802.1x, 802.3ah, cdp, e-lmi, gvrp, lacp,
lldp,mmrp,mvrp, stp, vstp, and vtp.

Protocol

Maximumnumber of Layer 2 PDUs of the specified protocol that can be received per second on the VLAN
before the switch begins dropping the Layer 2 PDUs.

Drop Threshold

Maximumnumber of Layer 2 PDUs of the specified protocol that can be received per second on the VLAN
before the interface is disabled.

Shutdown
Threshold
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Sample Output

show ethernet-switching layer2-protocol-tunneling vlan

user@switch> show ethernet-switching layer2-protocol-tunneling vlan

Layer2 Protocol Tunneling VLAN information:
VLAN          Protocol      Drop       Shutdown
                            Threshold  Threshold
v1            mvrp          100        200
v2            cdp           0          0
v2            cdp           0          0
v2            gvrp          0          0

show ethernet-switching layer2-protocol-tunneling vlan v2

user@switch> show ethernet-switching layer2-protocol-tunneling vlan v2

Layer2 Protocol Tunneling VLAN information:
VLAN          Protocol      Drop       Shutdown
                            Threshold  Threshold
v2            cdp           0          0
v2            cdp           0          0
v2            gvrp          0          0
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show ethernet-switchingmac-learning-log

Syntax show ethernet-switchingmac-learning-log

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Displays the event log of learned MAC addresses.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching table on page 1700•

• show ethernet-switching interfaces on page 1358

List of Sample Output show ethernet-switchingmac-learning-log on page 1691

Output Fields Table 142 on page 1691 lists the output fields for the show ethernet-switching

mac-learning-log command. Output fields are listed in the approximate order in which

they appear.

Table 142: show ethernet-switchingmac-learning-log Output Fields

Field DescriptionField Name

Timestampwhen the MAC address was added or deleted from the log.Date and Time

VLAN name. A value defined by the user for all user-configured VLANs.vlan_name

Learned MAC address.MAC

MAC address deleted from or added to the MAC learning log.Deleted | Added

Forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

Blocking

Sample Output

show ethernet-switchingmac-learning-log

user@switch> show ethernet-switchingmac-learning-log
Mon Feb 25 08:07:05 2008
 vlan_name v1 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v9 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v3 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v12 mac 00:00:00:00:00:00 was deleted
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Mon Feb 25 08:07:05 2008
 vlan_name v13 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name sales_vlan mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v3 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:05:00:00:05 was learned
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:30:48:90:54:89 was learned
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:5e:00:01:00 was learned
Mon Feb 25 08:07:05 2008
 vlan_name sales_vlan mac 00:00:5e:00:01:08 was learned
[output truncated]
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show ethernet-switchingmac-notification

Syntax show ethernet-switchingmac-notification

Release Information Command introduced in Junos OS Release 9.6 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about MAC notification.

Required Privilege
Level

view

Related
Documentation

Verifying That MAC Notification Is Working Properly•

List of Sample Output show ethernet-switchingmac-notification (MACNotification Enabled) on page 1693
showethernet-switchingmac-notification (MACNotificationDisabled) onpage 1693

Output Fields Table 143 on page 1693 lists the output fields for the show ethernet-switching

mac-notification command. Output fields are listed in the order in which they appear.

Table 143: show ethernet-switchingmac-notification Output Fields

Field DescriptionField Name

MAC notification status:

• Enabled—MAC notification is enabled.

• Disabled—MAC notification is disabled.

Notification Status

MAC notification interval in seconds.Notification Interval

Sample Output

show ethernet-switchingmac-notification (MACNotification Enabled)

user@switch> show ethernet-switchingmac-notification
Notification Status                : Enabled
Notification Interval              : 30 

Sample Output

show ethernet-switchingmac-notification (MACNotification Disabled)

user@switch> show ethernet-switchingmac-notification
Notification Status                : Disabled
Notification Interval              : 0
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show ethernet-switching statistics aging

Syntax show ethernet-switching statistics aging
<brief | detail>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display media access control (MAC) aging statistics.

Options none—(Optional) Display MAC aging statistics.

brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching statisticsmac-learning on page 1696•

• mac-table-aging-time on page 1621

• Configuring MAC Table Aging on page 1532

List of Sample Output show ethernet-switching statistics aging on page 1695

Output Fields Table 144 on page 1694 lists the output fields for the show ethernet-switching statistics

aging command. Output fields are listed in the approximate order in which they appear.

Table 144: show ethernet-switching statistics aging Output Fields

Level of OutputField DescriptionField Name

All levelsTotal number of aging messages received from the hardware.Total agemessages
received

All levelsAging message indicating that the entry should be removed immediately.Immediate aging

All levelsAgingmessage indicating that theMACaddresshasbeendetectedbyhardware
and that the aging timer should be stopped.

MAC address seen

All levelsAging message indicating that the MAC address has not been detected by the
hardware and that the aging timer should be started.

MAC address not
seen

All levelsThe received aging message contains the following errors:

• Invalid VLAN—The VLAN of the packet does not exist.

• No such entry—The MAC address and VLAN pair provided by the aging
message does not exist.

• Static entry—An unsuccessful attempt wasmade to age out a static MAC
entry.

Error agemessages

Copyright © 2014, Juniper Networks, Inc.1694

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Sample Output

show ethernet-switching statistics aging

user@switch> show ethernet-switching statistics aging

Total age messages received: 0
  Immediate aging: 0, MAC address seen: 0, MAC address not seen: 0
Error age messages: 0
  Invalid VLAN: 0, No such entry: 0, Static entry: 0
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show ethernet-switching statisticsmac-learning

Syntax show ethernet-switching statistics mac-learning
<brief | detail>
<interface interface-name>

Release Information Command introduced in Junos OS Release 9.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display media access control (MAC) learning statistics.

Options none—(Optional) Display MAC learning statistics for all interfaces.

brief | detail—(Optional) Display the specified level of output. The default is brief.

interface interface-name—(Optional) Display MAC learning statistics for the specified

interface.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching statistics aging•

• show ethernet-switching mac-learning-log

• show ethernet-switching table

• show ethernet-switching interfaces

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• show ethernet-switching statistics aging on page 1694

• show ethernet-switchingmac-learning-log on page 1691

• show ethernet-switching table on page 1700

• show ethernet-switching interfaces on page 1358

• Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433

• Example: Setting Up Bridging with Multiple VLANs on page 1451

List of Sample Output show ethernet-switching statisticsmac-learning on page 1697
show ethernet-switching statisticsmac-learning detail on page 1698
showethernet-switchingstatisticsmac-learninginterfacege-0/0/28detailonpage1698
show ethernet-switching statisticsmac-learning interface on page 1698
show ethernet-switching statisticsmac-learning detail (QFX Series) on page 1698

Output Fields Table 145 on page 1697 lists the output fields for the show ethernet-switching statistics

mac-learning command. Output fields are listed in the approximate order in which they

appear.
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Table 145: show ethernet-switching statisticsmac-learning Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface for which statistics are being reported. (Displayed in the
output under the heading Interface.)

Interface

All levelsMAC learningmessagegeneratedduetopacketscoming inon themanagement
interface. (Displayed in the output under the heading Local pkts.)

Learningmessage
from local packets

All levelsMAC learning message generated due to packets coming in on network
interfaces. (Displayed in the output under the heading Transit pkts.)

Learningmessage
from transit packets

All levelsMAC learning messages received with errors (Displayed under the heading
Error):

• Invalid VLAN—The VLAN of the packet does not exist.

• Invalid MAC—The MAC address is either NULL or a multicast MAC address.

• Security violation—The MAC address is not an allowed MAC address.

• Interface down—The MAC address is learned on an interface that is down.

• Incorrect membership—The MAC address is learned on an interface that is
not a member of the VLAN.

• Interface limit—The number of MAC addresses learned on the interface has
exceeded the limit.

• MACmove limit—This MAC address has moved amongmultiple interfaces
toomany times in a given interval.

• VLANlimit—ThenumberofMACaddresses learnedontheVLANhasexceeded
the limit.

• VLANmembership limit—The number of MAC addresses learned on the
interface as amember of the specified VLAN (VLANmembershipMAC limit)
has exceeded the limit.

• Invalid VLAN index—The VLAN of the packet, although configured, does not
yet exist in the kernel.

• Interface not learning—TheMAC address is learned on an interface that does
not yet allow learning—for example, the interface is blocked.

• No nexthop—The MAC address is learned on an interface that does not have
a unicast next hop.

• MAC learning disabled—TheMAC address is learned on an interface onwhich
MAC learning has been disabled.

• Others—Themessage contains some other error.

Learningmessage
with error

Sample Output

show ethernet-switching statisticsmac-learning

user@switch> show ethernet-switching statisticsmac-learning

Learning stats: 0 learn msg rcvd, 0 error
  Interface         Local pkts        Transit pkts      Error
  ge-0/0/0.0        0                 0                 0
  ge-0/0/1.0        0                 0                 0
  ge-0/0/2.0        0                 0                 0
  ge-0/0/3.0        0                 0                 0
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show ethernet-switching statisticsmac-learning detail

user@switch> show ethernet-switching statisticsmac-learning detail
Learning stats: 0 learn msg rcvd, 0 error

    Interface: ge-0/0/0.0
    Learning message from local packets:   0
    Learning message from transit packets: 1
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

    Interface: ge-0/0/1.0
    Learning message from local packets:   0
    Learning message from transit packets: 2
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

show ethernet-switching statisticsmac-learning interface ge-0/0/28 detail

user@switch> show ethernet-switching statisticsmac-learning interface ge-0/0/28 detail

    Interface: ge-0/0/28.0
    Learning message from local packets:   0
    Learning message from transit packets: 5
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
                                          VLAN membership limit:        20
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

show ethernet-switching statisticsmac-learning interface

user@switch> show ethernet-switching statisticsmac-learning interface ge-0/0/1
Interface         Local pkts        Transit pkts      Error
ge-0/0/1.0        0                 1                 1

show ethernet-switching statisticsmac-learning detail (QFX Series)

user@switch> show ethernet-switching statisticsmac-learning detail
Learning stats: 0 learn msg rcvd, 0 error

    Interface: xe–0/0/0.0
    Learning message from local packets:   0
    Learning message from transit packets: 1
    Learning message with error:           0

Copyright © 2014, Juniper Networks, Inc.1698

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

    Interface: xe–0/0/1.0
    Learning message from local packets:   0
    Learning message from transit packets: 2
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0
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show ethernet-switching table

Syntax show ethernet-switching table
<brief | detail | extensive | summary>
<interface interface-name>
<management-vlan>
<sort-by (name | tag)>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Output for private VLANs introduced in Junos OS Release 12.1 for the QFX Series.

Description Displays the Ethernet switching table.

Options none—(Optional) Display brief information about the Ethernet switching table.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display the Ethernet switching table for a specific

interface.

management-vlan—(Optional) Display the Ethernet switching table for a management

VLAN.

sort-by (name | tag)—(Optional) Display VLANs in ascending order of VLAN IDs or VLAN

names.

vlan vlan-name—(Optional) Display the Ethernet switching table for a specific VLAN.

Required Privilege
Level

view

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

List of Sample Output show ethernet-switching table on page 1701
show ethernet-switching table (Private VLANs) on page 1702
show ethernet-switching table brief on page 1702
show ethernet-switching table detail on page 1702
show ethernet-switching table extensive on page 1704
show ethernet-switching table interface on page 1705

Output Fields Table 146 on page 1700 lists the output fields for the show ethernet-switching table

command. Output fields are listed in the approximate order in which they appear.

Table 146: show ethernet-switching table Output Fields

Level of OutputField DescriptionField Name

All levelsName of a VLAN.VLAN
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Table 146: show ethernet-switching table Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsMAC address associated with the VLAN.MAC address

All levelsType of MAC address:

• static—The MAC address is manually created.

• learn—The MAC address is learned dynamically from a packet's source MAC
address.

• flood—The MAC address is unknown and flooded to all members.

Type

All levelsTime remaining before the entry ages out and is removed from the Ethernet
switching table.

Age

All levelsInterface associated with learned MAC addresses or with the All-members
option (flood entry).

Interfaces

detail, extensiveFor learned entries, the time at which the entry was added to the Ethernet
switching table.

Learned

Sample Output

show ethernet-switching table

user@switch> show ethernet-switching table
Ethernet-switching table: 57 entries, 17 learned
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 xe-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 xe-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Learn          0 xe-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 xe-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 xe-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
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  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
[output truncated]

show ethernet-switching table (Private VLANs)

user@switch> show ethernet-switching table
Ethernet-switching table: 10 entries, 3 learned
  VLAN              MAC address       Type         Age Interfaces
  pvlan             *                 Flood          - All-members
  pvlan             00:10:94:00:00:02 Replicated        - xe-0/0/28.0
  pvlan             00:10:94:00:00:35 Replicated        - xe-0/0/46.0
  pvlan             00:10:94:00:00:46 Replicated        - xe-0/0/4.0
  c2                *                 Flood          - All-members
  c2                00:10:94:00:00:02 Learn          0 xe-0/0/28.0
  c1                *                 Flood          - All-members
  c1                00:10:94:00:00:46 Learn          0 xe-0/0/4.0
  __pvlan_pvlan_xe-0/0/46.0__ *       Flood          - All-members
  __pvlan_pvlan_xe-0/0/46.0__ 00:10:94:00:00:35 Learn        0 xe-0/0/46.0

show ethernet-switching table brief

user@switch> show ethernet-switching table brief
Ethernet-switching table: 57 entries, 17 learned
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 xe-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 xe-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Learn          0 xe-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 xe-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 xe-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
[output truncated]

show ethernet-switching table detail

user@switch> show ethernet-switching table detail
Ethernet-switching table: 57 entries, 17 learned
  F2, *
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    Interface(s): xe-0/0/44.0
    Type: Flood
    Nexthop index: 0

  F2, 00:00:05:00:00:03
    Interface(s): xe-0/0/44.0
    Type: Learn, Age: 0, Learned: 2:03:09
    Nexthop index: 0

  F2, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, *
    Interface(s): xe-0/0/47.0
    Type: Flood
    Nexthop index: 0

  Linux, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, 00:30:48:90:54:89
    Interface(s): xe-0/0/47.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T1, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T1, 00:00:05:00:00:01
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:00:5e:00:01:00
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T1, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T10, 00:00:5e:00:01:09
    Interface(s): Router
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    Type: Static
    Nexthop index: 0

  T10, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T10, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T111, *
    Interface(s): xe-0/0/15.0
    Type: Flood
    Nexthop index: 0
[output truncated]

show ethernet-switching table extensive

user@switch> show ethernet-switching table extensive
Ethernet-switching table: 57 entries, 17 learned
  F2, *
    Interface(s): xe-0/0/44.0
    Type: Flood
    Nexthop index: 0

  F2, 00:00:05:00:00:03
    Interface(s): xe-0/0/44.0
    Type: Learn, Age: 0, Learned: 2:03:09
    Nexthop index: 0

  F2, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, *
    Interface(s): xe-0/0/47.0
    Type: Flood
    Nexthop index: 0

  Linux, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, 00:30:48:90:54:89
    Interface(s): xe-0/0/47.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T1, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T1, 00:00:05:00:00:01
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
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    Nexthop index: 0

  T1, 00:00:5e:00:01:00
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T1, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T10, 00:00:5e:00:01:09
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T10, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T111, *
    Interface(s): xe-0/0/15.0
    Type: Flood
    Nexthop index: 0
[output truncated]

show ethernet-switching table interface

user@switch> show ethernet-switching table interface xe-0/0/1
Ethernet-switching table: 1 unicast entries
  VLAN              MAC address       Type         Age Interfaces
  V1                *                 Flood          - All-members
  V1                00:00:05:00:00:05 Learn          0 xe-0/0/1.0
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show spanning-tree bridge

Syntax show spanning-tree bridge
<brief | detail>
<mstimsti-id>
<routing-instance routing-instance-name>
<vlan-id vlan-id>

Syntax (QFX Series) show spanning-tree bridge
<brief | detail>
<mstimsti-id>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the configured or calculated Spanning Tree Protocol (STP) parameters.

Options none—(Optional) Display brief STP bridge information for all multiple spanning-tree

instances (MSTIs).

brief | detail—(Optional) Display the specified level of output.

mstimsti-id—(Optional) Display STP bridge information for the specified MSTI.

routing-instance routing-instance-name—(Optional) Display STP bridge information for

the specified routing instance.

vlan-id vlan-id—(Optional) Display STP bridge information for the specified VLAN.

Required Privilege
Level

view

List of Sample Output show spanning-tree bridge routing-instance on page 1707
show spanning-tree bridgemsti on page 1708
show spanning-tree bridge vlan-id (MSTP) on page 1709
show spanning-tree bridge (RSTP) on page 1709
show spanning-tree bridge vlan-id (RSTP) on page 1710

Output Fields Table 147onpage 1706 lists theoutput fields for the showspanning-treebridgecommand.

Output fields are listed in the approximate order in which they appear.

Table 147: show spanning-tree bridge Output Fields

Field DescriptionField Name

Name of the routing instance under which the bridge is configured.Routing instance name

Spanning Tree Protocol type enabled.Enabled protocol

Bridge ID of the elected spanning-tree root bridge. The bridge ID
consists of a configurable bridge priority and the MAC address of
the bridge.

Root ID
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Table 147: show spanning-tree bridge Output Fields (continued)

Field DescriptionField Name

Calculated cost to reach the root bridge from the bridge where the
command is entered.

Root cost

Interface that is the current elected root port for this bridge.Root port

Bridge ID of the elected MSTP regional root bridge.CIST regional root

Calculated cost to reach the regional root bridge from the bridge
where the command is entered.

CIST internal root cost

Configured number of seconds between transmissions of
configuration bridge protocol data units (BPDUs).

Hello time

Configuredmaximumexpectedarrival timeof hello bridgeprotocol
data units (BPDUs).

Maximum age

How long an STP bridge port remains in the listening and learning
states before transitioning to the forwarding state.

Forward delay

Configuredmaximum number of hops a BPDU can be forwarded
in the MSTP region.

Hop count

Number of elapsed seconds since the most recent BPDUwas
received.

Message age

Total number of STP topology changes detected since the routing
device last booted.

Number of topology
changes

Numberof elapsedsecondssince themost recent topologychange.Time since last topology
change

Locally configuredbridge ID. Thebridge IDconsists of a configurable
bridge priority and the MAC address of the bridge.

Bridge ID (Local)

System identifier.Extended system ID

Bridge ID of the elected MSTP regional root bridge.MSTI regional root

Sample Output

show spanning-tree bridge routing-instance

user@host> show spanning-tree bridge routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 32768.00:13:c3:9e:c8:80
  Root cost                         : 0
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  Root port                         : ge-10/2/0
  CIST regional root                : 32768.00:13:c3:9e:c8:80
  CIST internal root cost           : 22000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Message age                       : 0
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32768.00:90:69:0b:7f:d1
    Extended system ID              : 1

STP bridge parameters for MSTI 1
  MSTI regional root                : 32769.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : ge-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32769.00:90:69:0b:7f:d1
    Extended system ID              : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 32770.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : ge-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32770.00:90:69:0b:7f:d1
    Extended system ID              : 1

show spanning-tree bridgemsti

user@host> show spanning-tree bridgemsti 1 routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP

STP bridge parameters for MSTI 1
  MSTI regional root                : 32769.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : xe-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
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    Bridge ID                       : 32769.00:90:69:0b:7f:d1
    Extended system ID              : 1

show spanning-tree bridge vlan-id (MSTP)

user@host> show spanning-tree bridge vlan-id 1 101 routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 32768.00:13:c3:9e:c8:80
  Root cost                         : 0
  Root port                         : xe-10/2/0
  CIST regional root                : 32768.00:13:c3:9e:c8:80
  CIST internal root cost           : 22000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Message age                       : 0
  Number of topology changes        : 0
  Local parameters
    Bridge ID                       : 32768.00:90:69:0b:7f:d1
    Extended system ID              : 1
    Hello time                      : 2 seconds
    Maximum age                     : 20 seconds
    Forward delay                   : 15 seconds
    Path cost method                : 32 bit
    Maximum hop count               : 20

show spanning-tree bridge (RSTP)

user@host> show spanning-tree bridge
STP bridge parameters
Routing instance name               : GLOBAL
Enabled protocol                    : RSTP
  Root ID                           : 28672.00:90:69:0b:3f:d0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Message age                       : 0
  Number of topology changes        : 58
  Time since last topology change   : 14127 seconds
  Local parameters
    Bridge ID                       : 28672.00:90:69:0b:3f:d0
    Extended system ID              : 0

 STP bridge parameters for bridge VLAN 10
   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
     Extended system ID            : 0

 STP bridge parameters for bridge VLAN 20
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   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
     Extended system ID            : 0

show spanning-tree bridge vlan-id (RSTP)

user@host> show spanning-tree bridge vlan-id 10
STP bridge parameters
Routing instance name               : GLOBAL
Enabled protocol                    : RSTP

 STP bridge parameters for VLAN 10
   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
     Extended system ID            : 0
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show spanning-tree interface

Syntax show spanning-tree interface
<brief | detail>
<mstimsti-id>
<routing-instance routing-instance-name>
<vlan-id vlan-id>

Syntax (EX Series
Switches and the QFX

Series)

show spanning-tree interface
<brief | detail>
<mstimsti-id>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the configured or calculated interface-level STP parameters.

Options none—Display brief STP interface information.

brief | detail—(Optional) Display the specified level of output.

mstimsti-id—(Optional)DisplaySTP interface information for the specifiedMST instance.

routing-instance routing-instance-name—(Optional) Display STP interface information

for the specified routing instance.

vlan-id vlan-id—(Optional) Display STP interface information for the specified VLAN.

Required Privilege
Level

view

List of Sample Output show spanning-tree interface on page 1712
show spanning-tree interface (QFX Series) on page 1713
show spanning-tree interface detail on page 1713
show spanning-tree interfacemsti on page 1715
show spanning-tree interface vlan-id on page 1715
show spanning-tree interface (VSTP) on page 1716
show spanning-tree interface vlan-id (VSTP) on page 1716

Output Fields Table 148onpage 1711 lists theoutput fields for theshowspanning-tree Interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 148: show spanning-tree Interface Output Fields

Field DescriptionField Name

Interface configured to participate in theSTP, RSTP, VSTP, orMSTP
instance.

Interface name
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Table 148: show spanning-tree Interface Output Fields (continued)

Field DescriptionField Name

Logical interface identifier configured to participate in the MSTP or
VSTP instance.

Port ID

Port ID of the designated port for the LAN segment to which this
interface is attached.

Designated port ID

Bridge ID of the designated bridge for the LAN segment to which
this interface is attached.

Designated bridge ID

Configured cost for the interface.Port Cost

STPport state: forwarding (FWD), blocking (BLK), listening, learning,
or disabled.

Port State

MSTP,VSTP,orRSTPport role: designated (DESG), backup (BKUP),
alternate (ALT), (ROOT), or Root Prevented (Root-Prev).

Port Role

MSTP, VSTP, or RSTP link type. Shared or point-to-point (pt-pt)
and edge or nonedge.

Link type

Identifies the interface as an MSTP, VSTP, or RSTP alternate root
port (Yes) or nonalternate root port (No).

Alternate

Identifies the interface as anMSTP regional boundary port (Yes) or
nonboundary port (No).

Boundary Port

Sample Output

show spanning-tree interface

user@host> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32768.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32768.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32768.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32768.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32768.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32768.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32769.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32769.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32769.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32769.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32769.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32769.0090690b47d1      2000  FWD    DESG
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Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32770.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32770.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32770.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32770.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32770.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32770.0090690b47d1      2000  FWD    DESG

show spanning-tree interface (QFX Series)

user@lf0> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32768.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32768.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32768.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32768.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32768.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32768.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32769.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32769.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32769.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32769.0013c39ec880     20000  FWD    ROOT
xe-9/2/0    128:5        128:5  32769.0090690b47d1      2000  FWD    DESG
xe-9/3/0    128:6        128:6  32769.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32770.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32770.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32770.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32770.0013c39ec880     20000  FWD    ROOT
xe-9/2/0    128:5        128:5  32770.0090690b47d1      2000  FWD    DESG
xe-9/3/0    128:6        128:6  32770.0090690b47d1      2000  FWD    DESG

show spanning-tree interface detail

user@host> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface name                 : ae1
Port identifier                : 128.1
Designated port ID             : 128.1
Port cost                      : 1000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
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Boundary port                   : No

Interface name                 : ge-2/1/2
Port identifier                : 128.2
Designated port ID             : 128.2
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/5
Port identifier                : 128.3
Designated port ID             : 128.3
Port cost                      : 29999
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/2/1
Port identifier                : 128.4
Designated port ID             : 128.26
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:13:c3:9e:c8:80
Port role                      : Root
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : xe-9/2/0
Port identifier                : 128.5
Designated port ID             : 128.5
Port cost                      : 2000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : xe-9/3/0
Port identifier                : 128.6
Designated port ID             : 128.6
Port cost                      : 2000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Spanning tree interface parameters for instance 1

Interface name                 : ae1
Port identifier                : 128.1
Designated port ID             : 128.1
Port cost                      : 1000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
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Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/2
Port identifier                : 128.2
Designated port ID             : 128.2
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/5
Port identifier                : 128.3
Designated port ID             : 128.3
Port cost                      : 29999
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/2/1
Port identifier                : 128.4
Designated port ID             : 128.26
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:13:c3:9e:c8:80
Port role                      : Root
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

...

show spanning-tree interfacemsti

user@host> show spanning-tree interfacemsti 1 routing-instance vs1 detail
 Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-7/0/0         128:1        128:1  32769.0090690b4fd1      2000  FWD    DESG
ge-5/1/0         128:2        128:2  32769.0090690b4fd1     20000  FWD    DESG
ge-5/1/1         128:3        128:3  32769.0090690b4fd1     20000  FWD    DESG
ae1              128:4        128:1  32769.0090690b47d1     10000  BLK    ALT
ge-5/1/4         128:5        128:3  32769.0090690b47d1     20000  BLK    ALT
xe-7/2/0         128:6        128:6  32769.0090690b47d1      2000  FWD    ROOT

show spanning-tree interface vlan-id

user@host> show spanning-tree interface vlan-id 101 routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-11/0/5        128:1        128:1  32768.0090690b7fd1     20000  FWD    DESG
ge-11/0/6        128:2        128:1  32768.0090690b7fd1     20000  BLK    BKUP
ge-11/1/0        128:3        128:2  32768.0090690b4fd1     20000  BLK    ALT
ge-11/1/1        128:4        128:3  32768.0090690b4fd1     20000  BLK    ALT
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ge-11/1/4        128:5        128:1  32768.0090690b47d1     20000  BLK    ALT
xe-10/0/0        128:6        128:5  32768.0090690b4fd1      2000  BLK    ALT
xe-10/2/0        128:7        128:4  32768.0090690b47d1      2000  FWD    ROOT

show spanning-tree interface (VSTP)

user@host> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

Spanning tree interface parameters for VLAN 10

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

Spanning tree interface parameters for VLAN 20

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

show spanning-tree interface vlan-id (VSTP)

user@host> show spanning-tree interface vlan-id 10
Spanning tree interface parameters for VLAN 10

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG
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show spanning-treemstp configuration

Syntax show spanning-treemstp configuration
<brief | detail>
<routing-instance routing-instance-name>

Syntax (EX Series
Switch and the QFX

Series)

show spanning-treemstp configuration
<brief | detail>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the MSTP configuration.

Options none—Display MSTP configuration information.

brief | detail—(Optional) Display the specified level of output.

routing-instance routing-instance-name—(Optional) Display MSTP configuration

information for the specified routing instance.

Required Privilege
Level

view

List of Sample Output show spanning-treemstp configuration detail on page 1718
show spanning-treemstp configuration detail (QFX Series) on page 1718

Output Fields Table 149onpage 1717 lists theoutput fields for the showspanning-treemstpconfiguration

command. Output fields are listed in the approximate order in which they appear.

Table 149: show spanning-treemstp configuration Output Fields

Field DescriptionField Name

Internally generated identifier.Context id

MSTP region name carried in the MSTP BPDUs.Region name

Revision number of the MSTP configuration.Revision

Numerical valuederived fromtheVLAN-to-instancemapping table.Configuration digest

MST instance identifier.MSTI

VLAN identifiers associated with the MSTI.Member VLANs
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Sample Output

show spanning-treemstp configuration detail

user@host> show spanning-treemstp configuration routing-instance vs1 detail
MSTP configuration information
Context identifier     : 1
Region name            : henry
Revision               : 3
Configuration digest   : 0x6da4b5c4fd587757eef35675365e1

MSTI     Member VLANs
   0 0-99,101-199,201-4094
   1 100
   2 200

show spanning-treemstp configuration detail (QFX Series)

user@lf0> show spanning-treemstp configuration routing-instance vs1 detail
MSTP configuration information
Context identifier     : 1
Region name            : henry
Revision               : 3
Configuration digest   : 0x6da4b5c4fd587757eef35675365e1

MSTI     Member VLANs
   0 0-99,101-199,201-4094
   1 100
   2 200
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show spanning-tree statistics

Syntax show spanning-tree statistics
<brief | detail>
<interface interface-name>
<routing-instance routing-instance-name>

Syntax (EX Series
Switch and the QFX

Series)

show spanning-tree statistics
<brief | detail>
<interface interface-name | vlan vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for QFX Series switches.

Description Display STP statistics.

Options none—Display brief STP statistics.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display STP statistics for the specified interface.

routing-instance routing-instance-name—(Optional)DisplaySTPstatistics for thespecified

routing instance.

Required Privilege
Level

view

List of Sample Output show spanning-tree statistics routing-instance on page 1720
show spanning-tree statistics interface routing-instance detail on page 1720

Output Fields Table 150onpage1719 lists theoutput fields for theshowspanning-treestatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 150: show spanning-tree statistics Output Fields

Field DescriptionField Name

Type of message being counted.Message type

Total number of BPDUs sent.BPDUs sent

Total number of BPDUs received.BPDUs received

Number of BPDUs sent within a specified interval.BPDUs sent in last interval

Number of BPDUs received within a specified interval.BPDUs received in last
interval

Interface for which the statistics are being displayed.Interface
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Table 150: show spanning-tree statistics Output Fields (continued)

Field DescriptionField Name

Number of seconds until the next BPDU is scheduled to be sent.Next BPDU transmission

Sample Output

show spanning-tree statistics routing-instance

user@host> show spanning-tree statistics routing-instance vs1 detail
Routing instance level STP statistics
Message type                   : bpdus
BPDUs sent                     : 1396
BPDUs received                 : 1027
BPDUs sent in last interval    : 5        (duration: 4 sec)
BPDUs received in last interval: 4        (duration: 4 sec)

show spanning-tree statistics interface routing-instance detail

user@host> show spanning-tree statistics interface ge-11/1/4 routing-instance vs1 detail
Interface   BPDUs sent   BPDUs received      Next BPDU
                                            transmission
ge-11/1/4            7           190                0
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show system statistics arp

Syntax show system statistics arp

Release Information Command introduced in Junos OS Release 9.6 for EX Series switches.

Description Display system-wide Address Resolution Protocol (ARP) statistics.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Proxy ARP on an EX Series Switch•

• Verifying That Proxy ARP IsWorking Correctly on page 1671

show system statistics arp

user@switch> show system statistics arp
arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         0 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor
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show vlans

Syntax show vlans
<brief | detail | extensive>
<dot1q-tunneling>
<sort-by (tag | name)>
<vlan-range-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Option dot1q-tunneling added in Junos OS Release 12.1 for the QFX Series.

Description Display informationaboutVLANsconfiguredonbridgedEthernet interfaces. For interfaces

configured to support a VoIP VLAN and a data VLAN, the show vlans command displays

both tagged and untaggedmembership for those VLANs.

NOTE: When a series of VLANs is created using the vlan-range statement,

such VLAN names are preceded and followed by a double underscore. For
example, a series of VLANs using the VLAN range 1 through 3 and the base
VLANnamemarketingwouldbedisplayedas __marketing_1__, __marketing_2__,

and __marketing_3__.

NOTE: To display an 802.1X supplicant successfully authenticated in
multiple-supplicantmodewithdynamicVLANmovement,use theshowvlans

vlan-name extensive operational mode command, where vlan-name is the

dynamic VLAN.

Options none—Display information for all VLANs. VLAN information is displayed by VLAN name

in ascending order.

brief | detail | extensive—(Optional) Display the specified level of output.

sort-by (tag | name)—(Optional) Display VLANs in ascending order of VLAN IDs or VLAN

names.

vlan-range-name—(Optional) Display VLANs in ascending order of VLAN range names.

Required Privilege
Level

view

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on the QFX Series on page 1433•

• Example: Setting Up Bridging with Multiple VLANs on page 1451

• Understanding Bridging

• show ethernet-switching interfaces on page 1358
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List of Sample Output show vlans on page 1725
show vlans (Private VLANs) on page 1725
show vlans brief on page 1726
show vlans detail on page 1726
show vlans extensive (Port-Based) on page 1727
show vlans (Q-in-Q Tunneling) on page 1728
show vlans extensive (Q-in-Q Tunneling) on page 1728
show vlans extensive (Q-in-Q Tunneling and L2TP) on page 1728
show vlans sort-by tag on page 1728
show vlans sort-by name on page 1729
show vlans tag on page 1730

Output Fields Table 115 on page 1373 lists the output fields for the show vlans command. Output fields

are listed in the approximate order in which they appear.

Table 151: show vlans Output Fields

Level of OutputField DescriptionField Name

none, briefName of a VLAN.Name

All levels802.1Q tag applied to this VLAN. If none is displayed, no tag is applied.Tag

All levelsInterface associatedwith learnedMACaddresses orAll-members option (flood
entry). An asterisk (*) beside the interface indicates that the interface is UP.

Interfaces

none, briefIP address.Address

briefNumber of interfaces associated with a VLAN: Active indicates interfaces that
are UP, and Total indicates interfaces that are active and inactive.

Ports Active /Total

detail, extensiveName of a VLAN.VLAN

detail,extensiveState of the interface. Values are:

enabled—The interface is turned on, and the physical link is operational and can
pass packets.

Admin state

detail, extensiveIndicates if MAC learning is disabled.MAC learning Status

detail,extensiveDescription for the VLAN.Description

detailPrimary IP address associated with a VLAN.Primary IP

detail, extensiveNumber of interfaces associated with a VLAN. Both the total number of
interfaces and the number of active interfaces associated with a VLAN are
displayed.

Number of interfaces

detail,extensiveSpanning tree associated with a VLAN.STP

detail,extensiveTagged interfaces with which a VLAN is associated.Tagged interfaces
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Table 151: show vlans Output Fields (continued)

Level of OutputField DescriptionField Name

detail. extensiveUntagged interfaces with which a VLAN is associated.Untagged interfaces

extensiveIndicates if Q-in-Q tunneling is enabled.Dot1q Tunneling
Status

extensiveList of customer VLAN (C-VLAN) ranges associated with this service VLAN
(S-VLAN).

Customer VLAN
ranges

extensiveThe private VLANmode for this VLAN. Values include Primary, Isolated, and
Community.

Private VLANMode

extensivePrimary VLAN tag for this secondary VLAN.Primary VLAN

extensiveVLAN index internal to Junos OS software.Internal Index

extensiveManner in which the VLANwas created: static or learn.Origin

extensivePort-basedVLANorMAC-basedVLAN.MAC-based protocol is displayedwhen
VLAN assignment is done either statically or dynamically through 802.1X,

Protocol

extensiveIP address associated with a VLAN.IP addresses

extensiveFor MAC-based VLANs created either statically or dynamically, the MAC
addresses associated with an interface.

Number of MAC
entries

Number of mapping rules for Q-in-Q tunneling (Push) and VLAN translation
(Swap).

Number ofmapping
rules

extensiveSecondary VLANs associated with a primary VLAN.Secondary VLANs

extensiveIsolated VLANs associated with a primary VLAN.Isolated VLANs

extensiveCommunity VLANs associated with a primary VLAN.Community VLANs

All levelsVLAN counts:

• Total—Total number of VLANs on the switch.

• Configured VLANs—Number of VLANs that are based on user-configured
settings.

• Internal VLANs—Number of VLANs created by the systemwith no explicit
configuration or protocol—for example, the default VLAN and the VLAN
created when a trunk interface is not configured with native VLAN
membership.

• Temporary VLANs—Number of VLANs from the previous configuration that
the system retains for a limited time after restart. Temporary VLANs are
converted intooneof theother typesofVLAN,orare removed fromthesystem
if the current configuration does not require them.

VLANs summary
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Table 151: show vlans Output Fields (continued)

Level of OutputField DescriptionField Name

All levels802.1Q VLAN counts:

• Total—Total number of 802.1Q-tagged and untagged VLANs on the switch.

• Tagged VLANs—Number of 802.1Q-tagged VLANs.

• Untagged VLANs—Number of untagged 802.1Q VLANs.

• Private VLAN—Counts of the following kinds of 802.1Q private VLANs
(PVLANs):

• Primary VLANs—Number of primary forwarding private VLANs.

• Community VLANs—Number of community transporting and forwarding
private VLANs.

• Isolated VLANs—Number of isolated receiving and forwarding private
VLANs.

• Inter–switch–isolated VLANs—Number of inter-switch isolated receiving
and forwarding private VLANs.

Dot1q VLANs
summary

All levelsQ-in-Q-tunneled VLAN counts:

• Total—Total number of Q-in-Q-tunneled VLANs on the switch.

• Private VLAN—Counts of primary, community, and isolated Q-in-Q-tunneled
private VLANs (PVLANs).

Dot1q Tunneled
VLANs summary

Sample Output

show vlans

user@switch> show vlans

Name           Tag     Interfaces
default        None
                       xe-0/0/34.0, xe-0/0/33.0, xe-0/0/32.0, xe-0/0/31.0,
                       xe-0/0/30.0, xe-0/0/29.0, xe-0/0/28.0, xe-0/0/27.0,
                       xe-0/0/26.0, xe-0/0/25.0, xe-0/0/19.0, xe-0/0/18.0,
                       xe-0/0/17.0, xe-0/0/16.0, xe-0/0/15.0, xe-0/0/14.0,
                       xe-0/0/13.0, xe-0/0/11.0, xe-0/0/9.0, xe-0/0/8.0,
                       xe-0/0/3.0, xe-0/0/2.0, xe-0/0/1.0
v0001          1
                       xe-0/0/24.0, xe-0/0/23.0, xe-0/0/22.0, xe-0/0/21.0
v0002          2
                       None
v0003          3
                       None
v0004          4
                       None
v0005          5
                       None

show vlans (Private VLANs)

user@switch> show vlans

Name           Tag     Interfaces
__pvlan_pvlan_xe-0/0/46.0__
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                       xe-0/0/44.0*, xe-0/0/46.0*
c1
                       xe-0/0/4.0*, xe-0/0/44.0*
c2
                       xe-0/0/28.0*, xe-0/0/44.0*
default
                       None
pvlan          500
                       xe-0/0/4.0*, xe-0/0/28.0*, xe-0/0/44.0*, xe-0/0/46.0*

show vlans brief

user@switch> show vlans brief
                                           Ports
Name           Tag     Address             Active/Total
default        None                        0/23
v0001          1                           0/4
v0002          2                           0/0
v0003          3                           0/0
v0004          4                           0/0
v0005          5                           0/0
v0006          6                           0/0
v0007          7                           0/0
v0008          8                           0/0
v0009          9                           0/0
v0010          10                          0/2
v0011          11                          0/0
v0012          12                          0/0
v0013          13                          0/0
v0014          14                          0/0
v0015          15                          0/0
v0016          16                          0/0

show vlans detail

user@switch> show vlans detail
VLAN: default, Tag: Untagged, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 23 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: xe-0/0/34.0, xe-0/0/33.0, xe-0/0/32.0, xe-0/0/31.0,
  xe-0/0/30.0, xe-0/0/29.0, xe-0/0/28.0, xe-0/0/27.0, xe-0/0/26.0,
  xe-0/0/25.0, xe-0/0/19.0, xe-0/0/18.0, xe-0/0/17.0, xe-0/0/16.0,
  xe-0/0/15.0, xe-0/0/14.0, xe-0/0/13.0, xe-0/0/11.0, xe-0/0/9.0, xe-0/0/8.0,
  xe-0/0/3.0, xe-0/0/2.0, xe-0/0/1.0,
  Tagged interfaces: None

VLAN: v0001, Tag: 802.1Q Tag 1, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 4 (Active = 0)
  Dot1q Tunneling Status: Enabled
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: xe-0/0/24.0, xe-0/0/23.0, xe-0/0/22.0, xe-0/0/21.0,

VLAN: v0002, Tag: 802.1Q Tag 2, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 0 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: None
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VLAN: v0003, Tag: 802.1Q Tag 3, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 0 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: None

VLAN: vlan4000, 802.1Q Tag: Untagged, Admin State: Enabled
MAC learning Status: Disabled
Number of interfaces: 0 (Active = 0)

show vlans extensive (Port-Based)

user@switch> show vlans extensive
VLAN: default, created at Mon Feb  4 12:13:47 2008
  Tag: None, Internal index: 0, Admin state: Enabled, Origin: static
  Description: None
  Customer VLAN ranges:
                     1-4100
    Protocol: Port based
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 23 (Active = 0)
    xe-0/0/34.0 (untagged, access)
    xe-0/0/33.0 (untagged, access)
    xe-0/0/32.0 (untagged, access)
    xe-0/0/31.0 (untagged, access)
    xe-0/0/30.0 (untagged, access)
    xe-0/0/29.0 (untagged, access)
    xe-0/0/28.0 (untagged, access)
    xe-0/0/27.0 (untagged, access)
    xe-0/0/26.0 (untagged, access)
    xe-0/0/25.0 (untagged, access)
    xe-0/0/19.0 (untagged, access)
    xe-0/0/18.0 (untagged, access)
    xe-0/0/17.0 (untagged, access)
    xe-0/0/16.0 (untagged, access)
    xe-0/0/15.0 (untagged, access)
    xe-0/0/14.0 (untagged, access)
    xe-0/0/13.0 (untagged, access)
    xe-0/0/11.0 (untagged, access)
    xe-0/0/9.0 (untagged, access)
    xe-0/0/8.0 (untagged, access)
    xe-0/0/3.0 (untagged, access)
    xe-0/0/2.0 (untagged, access)
    xe-0/0/1.0 (untagged, access)

Secondary VLANs: Isolated 1, Community  1
  Isolated VLANs :
      __pvlan_pvlan_xe-0/0/3.0__
  Community VLANs :
      comm1

VLAN: v0001, created at Mon Feb  4 12:13:47 2008
  Tag: 1, Internal index: 1, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 4 (Active = 0), Untagged 0 (Active = 0)
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    xe-0/0/24.0 (tagged, trunk)
    xe-0/0/23.0 (tagged, trunk)
    xe-0/0/22.0 (tagged, trunk)
    xe-0/0/21.0 (tagged, trunk)

VLAN: v0002, created at Mon Feb  4 12:13:47 2008
  Tag: 2, Internal index: 2, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)
    None

VLAN: v0003, created at Mon Feb  4 12:13:47 2008
  Tag: 3, Internal index: 3, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)
    None

show vlans (Q-in-Q Tunneling)

user@switch> show vlans dot1q-tunneling
Name           Tag     Interfaces
sv100          100     xe-0/0/4.0*, xe-0/0/15.0*

show vlans extensive (Q-in-Q Tunneling)

user@switch> show vlans sv100 extensive
VLAN: sv100, Created at: Sat Sep 10 12:53:52 2011
802.1Q Tag: 100, Internal index: 2, Admin State: Enabled, Origin: Static
Dot1q Tunneling Status: Enabled
Customer VLAN ranges:
                     10-20
                     40-50
Protocol: Port Mode
Number of interfaces: Tagged 1 (Active = 1), Untagged  0 (Active = 0)
      ge-0/0/0.0, tagged, trunk

Number of mapping rules:
      Push 1 (Active = 0), Policy 0 (Active = 0), Swap 0 (Active = 0)

      xe-0/0/3.0*, 300, push

show vlans extensive (Q-in-Q Tunneling and L2TP)

user@switch> show vlans v1 extensive
VLAN: v1, Created at: Fri Mar 2 05:07:38 2012
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Dot1q Tunneling status: Enabled
Layer2 Protocol Tunneling status: Enabled

show vlans sort-by tag

user@switch> show vlans sort-by tag
Name           Tag     Interfaces
default                       None
__vlan-x_1__   1
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                       None
__vlan-x_2__   2
                       None
__vlan-x_3__   3
                       None
__vlan-x_4__   4
                       None
__vlan-x_5__   5
                       None
__vlan-x_6__   6
                       None
__vlan-x_7__   7
                       None
__vlan-x_8__   8
                       None
__vlan-x_9__   9
                       None
__vlan-x_10__  10
                       None
__vlan-x_11__  11
                       None
__vlan-x_12__  12
                       None
__vlan-x_13__  13
                       None
__vlan-x_14__  14
                       None
__vlan-x_15__  15
                       None
__vlan-x_16__  16
                       None
__vlan-x_17__  17
                       None
__vlan-x_18__  18
                       None
__vlan-x_19__  19
                       None
__vlan-x_20__  20
                       None

show vlans sort-by name

user@switch> show vlans sort-by employee

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
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                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

show vlans tag

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*
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CHAPTER 18

Troubleshooting

• Troubleshooting Procedures on page 1731

Troubleshooting Procedures

• Troubleshooting Ethernet Switching on page 1731

Troubleshooting Ethernet Switching

Problem Sometimes a MAC address entry in the switch’s Ethernet switching table is not updated

after the device with that MAC address has beenmoved from one interface to another

on the switch. Typically, the switch does not wait for a MAC address expiration when a

MACmove operation occurs. As soon as the switch detects theMAC address on the new

interface, it immediately updates the table. Many network devices send a gratuitous ARP

packet when switching an IP address from one device to another. The switch updates

its ARP cache table after receipt of such gratuitous ARPmessages, and then it also

updates its Ethernet switching table.

Sometimes silent devices, such as syslog servers or SNMP trap receivers that receive

UDP traffic but do not return acknowledgment (ACK)messages to the traffic source,

fail to send gratuitous ARP packets when a device moves. If such amove occurs when

the system administrator is not available to explicitly clear the affected interfaces by

issuing the clear ethernet-switching table command, the entry for the moved device in

the Ethernet switching table is not updated.

Solution Set up the switch to handle unattended MAC address switchovers.

1. Reduce the system-wide ARP aging timer. (By default, the ARP aging timer is set at

20minutes. The range of the ARP aging timer is from 1 through 240minutes.)

[edit system arp]
user@switch# set aging-timer 3

2. Set the MAC aging timer to the same value as the ARP timer. (By default, the MAC

aging timer is set to 300 seconds. The range is 15 to 1,000,000 seconds.)

[edit vlans]
user@switch# set vlans salesmac-table-aging-time 180

The ARP entry and the MAC address entry for the moved device expire within the times

specified by the aging timer values. After the entries expire, the switch sends a new ARP

message to the IP address of the device. The device responds to the ARPmessage,
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thereby refreshing the entries in the switch’s ARP cache table and Ethernet switching

table.

Related
Documentation

• arp

• mac-table-aging-time on page 1621
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PART 7

High Availability

• Overview on page 1735

• Configuration on page 1739

• Administration on page 1799

• Troubleshooting on page 1835
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CHAPTER 19

Overview

• Software Features Overview on page 1735

Software Features Overview

• Graceful Restart Concepts on page 1735

• Understanding VRRP on page 1736

Graceful Restart Concepts

With routingprotocols, any service interruption requires thatanaffected router recalculate

adjacencies with neighboring routers, restore routing table entries, and update other

protocol-specific information. An unprotected restart of a router can result in forwarding

delays, route flapping, wait times stemming from protocol reconvergence, and even

dropped packets. Themain benefits of graceful restart are uninterrupted packet

forwarding and temporary suppression of all routing protocol updates. Graceful restart

enables a router to pass through intermediate convergence states that are hidden from

the rest of the network.

Threemain types of graceful restart are available on Juniper Networks routing platforms:

• Graceful restart for aggregate and static routes and for routing protocols—Provides

protection for aggregate and static routes and for Border Gateway Protocol (BGP),

End System-to-Intermediate System (ES-IS), Intermediate System-to-Intermediate

System (IS-IS), Open Shortest Path First (OSPF), Routing Information Protocol (RIP),

next-generation RIP (RIPng), and Protocol Independent Multicast (PIM) sparsemode

routing protocols.

• Graceful restart forMPLS-relatedprotocols—Providesprotection for LabelDistribution

Protocol (LDP), Resource Reservation Protocol (RSVP), circuit cross-connect (CCC),

and translational cross-connect (TCC).

• Graceful restart for virtual private networks (VPNs)—Provides protection for Layer 2

and Layer 3 VPNs.

Graceful restart works similarly for routing protocols and MPLS protocols and combines

componentsof theseprotocol types toenablegraceful restart inVPNs.Themainbenefits

of graceful restart are uninterrupted packet forwarding and temporary suppression of

all routing protocol updates. Graceful restart thus enables a router to pass through

intermediate convergence states that are hidden from the rest of the network.
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Most graceful restart implementations define two types of routers—the restarting router

and the helper router. The restarting router requires rapid restoration of forwarding state

information so it can resume the forwarding of network traffic. The helper router assists

the restarting router in this process. Graceful restart configuration statements typically

affect either the restarting router or the helper router.

Related
Documentation

Understanding High Availability Features on Juniper Networks Routers•

• Graceful Restart System Requirements

• Aggregate and Static Routes

• Graceful Restart and Routing Protocols

• Graceful Restart and MPLS-Related Protocols

• Graceful Restart and Layer 2 and Layer 3 VPNs

• Graceful Restart on Logical Systems

• Example: Configuring Graceful Restart

• Configuring Graceful Restart for QFabric Systems

Understanding VRRP

The Juniper Networks QFX Series supports the Virtual Router Redundancy Protocol

(VRRP). This topic covers:

• Overview of VRRP on page 1736

• Sample VRRP Topology on page 1737

Overview of VRRP

Configuring end hosts on your networkwith static default routesminimizes configuration

effort and complexity and reduces processing overhead on the end hosts. When hosts

are configured with static routes, the failure of the default gateway normally results in a

catastrophic event, isolating all hosts that are unable to detect available alternate paths

to their gateway. Using Virtual Router Redundancy Protocol (VRRP) enables you to

dynamically provide alternative gateways for end hosts if the primary gateway fails.

VRRP (defined in RFC 3768) provides dynamic failover of IP addresses from one router

to another in the event of failure. You can implement VRRP to provide a highly available

defaultpath toagatewaywithoutneeding toconfiguredynamic routingor routerdiscovery

protocols on end hosts.

Switches configured with VRRP share a virtual IP address, which is the address you

configure as the default route on the hosts. At any time, one of the switches is the VRRP

master, meaning that it owns the virtual IP address and is the active default gateway.

The other devices are backups. The switches dynamically assign master and backup

roles based on priorities that you configure (1 through255). If themaster fails, the backup

switch with the highest priority becomes themaster within a few seconds. This is done

without any interaction with the hosts.
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In VRRP operation, the master sends advertisements to the backup switches at regular

intervals. The default interval is 1 second. If the backup switches do not receive an

advertisement for a set period, the backup with the highest priority takes over asmaster

within a fewsecondsandbegins forwardingpackets. This is donewithout any interaction

with the hosts.

NOTE: Priority 255 cannot be set for routed VLAN interfaces (RVIs).

You can configure two QFabric systems to participate in a VRRP configuration as if they

were two standalone switches. One benefit of this configuration is if you use VMware’s

vMotion, virtualmachinescan transitionbetweenhostsconnected to theQFabric systems

without updating their default gateway information. For example, a virtual machine

running on a host connected to aQFabric system in data center A can transition to a host

connected toaQFabric system indatacenterBwithoutneeding to resolveanewgateway

IP address and MAC address.

Sample VRRP Topology

Figure 22 on page 1737 illustrates a basic VRRP topology. In this example, switches A and

B are running VRRP and share the virtual IP address 10.1.1.1. The default gateway for each

of the clients is 10.1.1.1.

Figure 22: Basic VRRP Topology

VRRP Group 100/Virtual IP 10.1.1.1

Switch A
Master/Priority = 250

10.1.1.251

Switch B
Backup/Priority = 200

10.1.1.252

Default Gateway = 10.1.1.1 g0
41

15
4

The following illustrates basic VRRP behavior using Figure 22 on page 1737 for reference:

1. When any of the servers wants to send traffic out of the LAN, it sends the traffic to

the default gateway address of 10.1.1.1. This is a virtual IP address (VIP) owned by

VRRP group 100. Because switch A is the master of the group, the VIP is associated

with the “real” address 10.1.1.251 on switch A, and traffic from the servers is actually
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sent to this address. (Switch A is the master because it has been configured with a

higher priority value.)

2. If there is a failure on switch A that prevents it from forwarding traffic to or from the

servers—for example, if the interface connected to the LAN fails—switch B becomes

themaster and assumes ownership of the VIP. The servers continue to send traffic

to the VIP, but because the VIP is now associated with the “real” address 10.1.1.252

on switch B (because of change of master), the traffic is sent to switch B instead of

switch A.

3. If the problem that caused the failure on switch A is corrected, switch A becomes the

master again and reasserts ownership of the VIP. In this case, the servers resume

sending traffic to switch A.

Notice that no configuration changes are required on the servers for them to switch

between sending traffic to switchAand switchB.When theVIPmoves between 10.1.1.251

and 10.1.1.252, the change is detected by normal TCP-IP behavior and no configuration

or intervention is required on the servers.

Related
Documentation

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

• Understanding VRRP Between QFabric Systems

Copyright © 2014, Juniper Networks, Inc.1738

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



CHAPTER 20

Configuration

• Configuration Tasks for Graceful Restart on page 1739

• Configuration Task for Graceful Switchover on page 1745

• Configuration Example for VRRP on page 1746

• Configuration Tasks for VRRP on page 1751

• Configuration Statements for Graceful Restart on page 1761

• Configuration Statement for Graceful Switchover on page 1774

• Configuration Statements for VRRP on page 1775

Configuration Tasks for Graceful Restart

• Configuring Routing Protocols Graceful Restart on page 1739

Configuring Routing Protocols Graceful Restart

This topic includes the following sections:

• Enabling Graceful Restart on page 1739

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart Options for ES-IS on page 1741

• Configuring Graceful Restart Options for IS-IS on page 1741

• Configuring Graceful Restart Options for OSPF and OSPFv3 on page 1742

• Configuring Graceful Restart Options for RIP and RIPng on page 1743

• Configuring Graceful Restart Options for PIM Sparse Mode on page 1744

• Tracking Graceful Restart Events on page 1745

Enabling Graceful Restart

By default, graceful restart is disabled. To enable graceful restart, include the

graceful-restart statement at the [edit routing-instance instance-name routing-options]

or [edit routing-options] hierarchy level.

For example:

routing-options {
graceful-restart;
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}

To configure the duration of the graceful restart period, include the restart-duration at

the [edit routing-options graceful-restart] hierarchy level.

NOTE: Helper mode (the ability to assist a neighboring router attempting a
graceful restart) is enabled by default when you start the routing platform,
even if graceful restart is not enabled. You can disable helper mode on a
per-protocol basis.

[edit]
routing-options {
graceful-restart {
disable;
restart-duration seconds;

}
}

To disable graceful restart globally, include the disable statement at the [edit

routing-options graceful-restart] hierarchy level.

When graceful restart is enabled for all routing protocols at the [edit routing-options

graceful-restart] hierarchy level, you can disable graceful restart on a per-protocol basis.

NOTE: If you configure graceful restart after a BGP or LDP session has been
established, theBGPorLDPsession restartsandthepeersnegotiategraceful
restart capabilities. Also, the BGP peer routing statistics are reset to zero.

Configuring Graceful Restart Options for BGP

To configure the duration of the BGP graceful restart period, include the restart-time
statement at the [edit protocols bgp graceful-restart] hierarchy level. To set the length
of time the router waits to receive messages from restarting neighbors before declaring
them down, include the stale-routes-time statement at the [edit protocols bgp
graceful-restart] hierarchy level.

[edit]
protocols {
bgp {
graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}
}

}
routing-options {
graceful-restart;

}

To disable BGP graceful restart capability for all BGP sessions, include the disable

statement at the [edit protocols bgp graceful-restart] hierarchy level.
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NOTE: To set BGP graceful restart properties or disable them for a group,
include the desired statements at the [edit protocols bgp group group-name

graceful-restart] hierarchy level.

To set BGPgraceful restart properties or disable them for a specific neighbor
in a group, include the desired statements at the [edit protocols bgp group

group-name neighbor ip-address graceful-restart] hierarchy level.

NOTE: Configuring graceful restart for BGP resets the BGP peer routing
statistics to zero. Also, existingBGPsessions restart, and thepeers negotiate
graceful restart capabilities.

Configuring Graceful Restart Options for ES-IS

OnJSeriesServicesRouters, to configure thedurationof theES-ISgraceful restartperiod,
include the restart-duration statementat the [editprotocolsesisgraceful-restart]hierarchy
level.

[edit]
protocols {
esis {
graceful-restart {
disable;
restart-duration seconds;

}
}

}
routing-options {
graceful-restart;

}

To disable ES-IS graceful restart capability, include the disable statement at the [edit

protocols esis graceful-restart] hierarchy level.

Configuring Graceful Restart Options for IS-IS

To configure the duration of the IS-IS graceful restart period, include the restart-duration
statement at the [edit protocols isis graceful-restart] hierarchy level.

[edit]
protocols {
isis {
graceful-restart {
disable;
helper-disable;
restart-duration seconds;

}
}

}
routing-options {
graceful-restart;
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}

To disable IS-IS graceful restart helper capability, include the helper-disable statement

at the [edit protocols isis graceful-restart] hierarchy level. To disable IS-IS graceful restart

capability, include the disable statement at the [edit protocols isis graceful-restart]

hierarchy level.

NOTE: If youconfigureBidirectionalForwardingDetection(BFD)andgraceful
restart for IS-IS, graceful restart might not work as expected.

NOTE: You can also track graceful restart events with the traceoptions

statement at the [edit protocols isis] hierarchy level. For more information,

see “Tracking Graceful Restart Events” on page 1745.

Configuring Graceful Restart Options for OSPF and OSPFv3

To configure the duration of the OSPF/OSPFv3 graceful restart period, include the
restart-duration statement at the [edit protocols (ospf | ospf3)graceful-restart] hierarchy
level. To specify the length of time for which the router notifies helper routers that it has
completedgraceful restart, include thenotify-durationat the [editprotocols (ospf |ospf3)
graceful-restart] hierarchy level. Strict OSPF link-state advertisement (LSA) checking
results in the termination of graceful restart by a helping router. To disable strict LSA
checking, include theno-strict-lsa-checking statementat the [editprotocols (ospf |ospf3)
graceful-restart] hierarchy level.

[edit]
protocols {
ospf | ospfv3{
graceful-restart {
disable;
helper-disable
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}
}

}
routing-options {
graceful-restart;

}

To disable OSPF/OSPFv3 graceful restart, include the disable statement at the [edit

protocols (ospf | ospf3) graceful-restart] hierarchy level.

StartingwithRelease 11.3, the JunosOSsupports both the standard (basedonRFC3623,

Graceful OSPF Restart) and the restart signaling-based (as specified in RFC 4811, RFC

4812, and RFC 4813) helper modes for OSPF version 2 graceful restart configurations.

Both the standard and restart signaling-based helper modes are enabled by default. To

disable the helper mode for OSPF version 2 graceful restart configurations, include the

helper-disable <both | restart-signaling | standard> statement at the [edit protocols ospf
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graceful-restart] hierarchy level. Note that the last committed statement always takes

precedence over the previous one.

[edit protocols ospf]
graceful-restart {
helper-disable <both | restart-signaling | standard>

}

To reenable the helpermode, delete the helper-disable statement from the configuration

by using the delete protocols ospf graceful-restarthelper-disable <restart-signaling |

standard | both> command. In this case also, the last executed command takes

precedence over the previous ones.

NOTE:

Restart signaling-based helper mode is not supported for OSPFv3
configurations. To disable helper mode for OSPFv3 configurations, include
the helper-disable statement at the [edit protocols ospfv3 graceful-restart]

hierarchy level.

TIP: Youcanalsotrackgraceful restarteventswith the traceoptionsstatement

at the [edit protocols (ospf | ospf3)] hierarchy level. For more information,

see “Tracking Graceful Restart Events” on page 1745.

NOTE: You cannot enable OSPFv3 graceful restart between a routing
platform running Junos OS Release 7.5 and earlier and a routing platform
running Junos OS Release 7.6 or later. As a workaround, make sure both
routing platforms use the same Junos OS version.

NOTE: If you configure BFD and graceful restart for OSPF, graceful restart
might not work as expected.

Configuring Graceful Restart Options for RIP and RIPng

To configure the duration of the RIP or RIPng graceful restart period, include the
restart-time statement at the [edit protocols (rip | ripng) graceful-restart] hierarchy level.

[edit]
protocols {
(rip | ripng) {
graceful-restart {
disable;
restart-time seconds;

}
}

}

1743Copyright © 2014, Juniper Networks, Inc.

Chapter 20: Configuration



routing-options {
graceful-restart;

}

To disable RIP or RIPng graceful restart capability, include the disable statement at the

[edit protocols (rip | ripng) graceful-restart] hierarchy level.

Configuring Graceful Restart Options for PIM SparseMode

PIMsparsemodecontinues to forwardexistingmulticastpacket streamsduringagraceful

restart, but does not forward new streams until after the restart is complete. After a

restart, the routing platform updates the forwarding state with any updates that were

received from neighbors and occurred during the restart period. For example, the routing

platform relearns the join and prune states of neighbors during the restart, but does not

apply the changes to the forwarding table until after the restart.

PIM sparse mode-enabled routing platforms generate a unique 32-bit random number

called a generation identifier. Generation identifiers are included by default in PIM hello

messages, as specified in the IETF Internet draft Protocol Independent Multicast - Sparse

Mode (PIM-SM): Protocol Specification (Revised). When a routing platform receives PIM

hellos containing generation identifiers on a point-to-point interface, Junos OS activates

an algorithm that optimizes graceful restart.

Before PIM sparse mode graceful restart occurs, each routing platform creates a

generation identifier andsends it to itsmulticast neighbors. If aPIMsparsemode-enabled

routingplatformrestarts, it createsanewgeneration identifier andsends it to itsneighbors.

Whenaneighbor receives thenew identifier, it resendsmulticast updates to the restarting

router to allow it to exit graceful restart efficiently. The restart phase completes when

either the PIM state becomes stable or when the restart interval timer expires.

If a routing platform does not support generation identifiers or if PIM is enabled on

multipoint interfaces, the PIM sparsemode graceful restart algorithm does not activate,

and a default restart timer is used as the restart mechanism.

To configure the duration of the PIM graceful restart period, include the restart-duration
statement at the [edit protocols pim graceful-restart] hierarchy level:

[edit]
protocols {
pim {
graceful-restart {
disable;
restart-duration seconds;

}
}

}
routing-options {
graceful-restart;

}

To disable PIM sparse mode graceful restart capability, include the disable statement

at the [edit protocols pim graceful-restart] hierarchy level.
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NOTE: Multicast forwarding can be interrupted in twoways. First, if the
underlying routing protocol is unstable, multicast reverse-path-forwarding
(RPF) checks can fail and cause an interruption. Second, because the
forwarding table is not updated during the graceful restart period, new
multicast streams are not forwarded until graceful restart is complete.

Tracking Graceful Restart Events

To track the progress of a graceful restart event, you can configure graceful restart trace
options flags for IS-IS and OSPF/OSPFv3. To configure graceful restart trace options,
include the graceful-restart statement at the [edit protocols protocol traceoptions flag]
hierarchy level:

[edit protocols]
isis {
traceoptions {
flag graceful-restart;

}
}
(ospf | ospf3) {
traceoptions {
flag graceful-restart;

}
}

Related
Documentation

Graceful Restart Concepts on page 1735•

• Graceful Restart System Requirements

• Graceful Restart and Routing Protocols

• Verifying Graceful Restart Operation on page 1799

• Example: Configuring Graceful Restart

Configuration Task for Graceful Switchover

• Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI

Procedure) on page 1746
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Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)

In a Virtual Chassis, one member switch is assigned themaster role and has the master

Routing Engine. Anothermember switch is assigned the backup role and has the backup

Routing Engine. Graceful Routing Engine switchover (GRES) enables the master and

backup Routing Engines in a Virtual Chassis configuration to switch from themaster to

backup without interruption to packet forwarding. When you configure graceful Routing

Engineswitchover, thebackupRoutingEngineautomatically synchronizeswith themaster

Routing Engine to preserve kernel state information and the forwarding state.

To set up the Virtual Chassis configuration to use graceful Routing Engine switchover

(GRES):

1. Set up aminimum of two switches in a Virtual Chassis configuration withmastership

priority of 255:

[edit]
user@switch# set virtual-chassis member 0mastership-priority 255
[edit]
user@switch# set virtual-chassis member 1 mastership-priority 255

2. Set up graceful Routing Engine switchover:

[edit]
user@switch# set chassis redundancy graceful-switchover

Commit the configuration.

NOTE: We recommend that you use the commit synchronize command to

save any configuration changes that youmake to amultimember Virtual
Chassis.

Related
Documentation

Example: Configuring an EX4200 Virtual Chassis with a Master and Backup in a Single

Wiring Closet

•

• High Availability Features for EX Series Switches Overview

• Understanding EX Series Virtual Chassis Configuration

• Understanding QFX Series Virtual Chassis

Configuration Example for VRRP

• Example: Configuring VRRP for Load Sharing on page 1746

Example: Configuring VRRP for Load Sharing

If you do not want to dedicate a switch to be a VRRP backup (and therefore leave it idle

unless the master fails), you can create a load-sharing configuration in which each

participating switch simultaneously acts as amaster and a backup.

One reason to use a load-sharing (active-active) configuration is that you aremore likely

to actively monitor andmaintain both switches and notice if a problem occurs on either
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of them. If youuseaconfiguration inwhichone switch is only abackup (anactive-backup

configuration), youmight be less likely to pay attention to the backup switch while it is

idle. In the worst case, this could lead to the backup switch developing an undetected

problem and not being able to perform adequately when a failover occurs.

• Requirements on page 1747

• Overview and Topology on page 1747

• Configuring VRRP on Both Switches on page 1748

• Verification on page 1750

Requirements

This example uses the following hardware and software components:

• Two QFX3500 switches

• Junos OS Release 11.3 or later

• Static routing or a dynamic routing protocol enabled on both switches.

Overview and Topology

This exampleuses twoVRRPgroups, eachofwhichhas its ownvirtual IPaddress.Devices

on the LAN use one of these virtual IP addresses as their default gateway. If one of the

switches fails, the other switch takes over for it. In the topology shown in

Figure 23 on page 1747, for example, Switch A is themaster for VRRP group 100. If Switch

A fails, Switch B takes over and forwards traffic that the end devices send to the default

gateway address 10.1.1.1.

Figure 23: VRRP Load-Sharing Configuration

Switch A Switch B

10.1.1.25210.1.1.251

Master/Priority = 250 VRRP Group 100/Virtual IP 10.1.1.1 Backup/Priority = 200

Backup/Priority = 200 VRRP Group 200/Virtual IP 10.1.1.2 Master/Priority = 250

Default Gateway = 10.1.1.1 Default Gateway = 10.1.1.2

g0
41

15
3

This example shows a simple configuration to illustrate the basic steps for configuring

two switches running VRRP to back each other up.Table 152 on page 1748 lists VRRP

settings for each switch.
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Table 152: Settings for VRRP Load-Sharing Example

Switch BSwitch A

VRRP Group 100:

• Interface address: 10.1.1.252

• VIP: 10.1.1.1

• Priority: 200

VRRP Group 100:

• Interface address: 10.1.1.251

• VIP: 10.1.1.1

• Priority: 250

VRRP Group 200:

• Interface address: 10.1.1.252

• VIP: 10.1.1.2

• Priority: 250

VRRP Group 200:

• Interface address: 10.1.1.251

• VIP: 10.1.1.2

• Priority: 200

In addition toconfiguring the twoswitchesas shown, youmust configure your enddevices

so that some of them use one of the virtual IP addresses as their default gateway and

the remaining end devices use the other virtual IP address as their default gateway.

Note that if a failover occurs, the remaining switch might be unable to handle all of the

traffic, depending on the demand.

Configuring VRRP on Both Switches

CLI Quick
Configuration

Enter the following on Switch A:

[edit]
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group 100 virtual-address
10.1.1.1
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group 100 priority 250
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group 200 virtual-address
10.1.1.2
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group 200 priority 200

Enter the following on Switch B:

[edit]
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group 100 virtual-address
10.1.1.1
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group 100 priority 200
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group 200 virtual-address
10.1.1.2
set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group 200 priority 250

Step-by-Step
Procedure

Configure the VRRP groups and priorities on Switch A:

1. Create VRRP group 100 on Switch A and configure the virtual IP address for the

group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group
100 virtual-address 10.1.1.1

2. Assign the VRRP priority for this interface in this group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group
100 priority 250
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3. Create VRRP group 200 on Switch A and configure the virtual IP address for the

group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group
200 virtual-address 10.1.1.2

4. Assign the VRRP priority for this interface in this group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group
100 priority 200

Step-by-Step
Procedure

Configure the VRRP groups and priorities on Switch B:

1. Create VRRP group 100 on Switch B and configure the virtual IP address for the

group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group
100 virtual-address 10.1.1.1

2. Assign the VRRP priority for this interface in this group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group
100 priority 200

Switch A remains the master for group 100 because it has the highest priority for

this group.

3. Create VRRP group 200 on Switch A and configure the virtual IP address for the

group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.252/24 vrrp-group
200 virtual-address 10.1.1.2

4. Assign the VRRP priority for this interface in this group:

[edit]
user@switch# set interfaces xe-0/0/0 unit 0 family inet address 10.1.1.251/24 vrrp-group
100 priority 250

Switch B becomes themaster for group 200 because it has the highest priority for

this group.

Results Display the results of the configuration on Switch A:

user@switch> show configuration
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
address 10.1.1.251 {
vrrp-group 100 {
virtual address 10.1.1.1
priority 250

}
vrrp-group 200 {
virtual address 10.1.1.2
priority 200
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}
}

}
}

}
}

Display the results of the configuration on Switch B:

user@switch> show configuration
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
address 10.1.1.252 {
vrrp-group 100 {
virtual address 10.1.1.1
priority 200

}
vrrp-group 200 {
virtual address 10.1.1.2
priority 250

}
}

}
}

}
}

Verification

• Verifying that VRRP isWorking on Switch A on page 1750

• Verifying that VRRP isWorking on Switch B on page 1751

Verifying that VRRP isWorking on Switch A

Purpose Verify that VRRP is active on Switch A and that themaster and backup roles are correct.

Action Use the following command to verify that VRRP is active onSwitchA and that the switch

is master for group 100 and backup for group 200.

user@switch> show vrrp
Interface         State           Group    VR state      Timer               Type
  Address
xe-0/0/0.0      up               100     master      A .0327  lcl   10.1.1.251
                                                           vip   10.1.1.1
xe-0/0/0.0      up               200     backup      A .0327  lcl   10.1.1.251
                                                           vip   10.1.1.2

Meaning Theshowvrrpcommanddisplays fundamental informationabout theVRRPconfiguration.

This output shows that both VRRP groups are active and that this switch has assumed

the correct master and backup roles. The lcl address is the physical address of the

interface and the vip address is the virtual address shared by both switches. The Timer

value (A .0327) indicates the remaining time (in seconds) in which this switch expects

to receive a VRRP advertisement from the other switch. If an advertisement for group
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200does not arrive before the timer expires, Switch A asserts itself as themaster for this

group.

Verifying that VRRP isWorking on Switch B

Purpose Verify that VRRP is active on Switch B and that themaster and backup roles are correct.

Action Use the following command to verify that VRRP is active onSwitch B and that the switch

is backup for group 100 andmaster for group 200.

user@switch> show vrrp
Interface         State           Group    VR state      Timer               Type
  Address
xe-0/0/0.0      up               100     backup      A .0327  lcl   10.1.1.252
                                                           vip   10.1.1.1
xe-0/0/0.0      up               200     master      A .0327  lcl   10.1.1.252
                                                           vip   10.1.1.2

Meaning Theshowvrrpcommanddisplays fundamental informationabout theVRRPconfiguration.

This output shows that both VRRP groups are active and that this switch has assumed

the correct master and backup roles. The lcl address is the physical address of the

interface and the vip address is the virtual address shared by both switches. The Timer

value (A .0327) indicates the remaining time (in seconds) in which this switch expects

to receive a VRRP advertisement from the other switch. If an advertisement for group

100 does not arrive before the timer expires, Switch B asserts itself as themaster for this

group.

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

Configuration Tasks for VRRP

• Configuring Basic VRRP Support on page 1752

• Configuring VRRP Authentication (IPv4 Only) on page 1753

• Configuring the Startup Period for VRRP Operations on page 1754

• Configuring the Advertisement Interval for the VRRPMaster on page 1754

• Configuring VRRP Preemption and Hold Time on page 1755

• Configuring a Route to Be Tracked on page 1756

• Configuring a Logical Interface to Be Tracked on page 1757

• ConfiguringaBackup toAcceptPacketsDestined for theVirtual IPAddressonpage 1759

• Configuring Passive ARP Learning for VRRP Backups on page 1759

• Configuring the Silent Period on page 1760

• Configuring Inheritance for a VRRP Group on page 1760
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Configuring Basic VRRP Support

To configure basic VRRP support, configure VRRP groups on interfaces by including the
vrrp-group statement:

vrrp-group group-id {
priority number;
virtual-address [ addresses ];

}

An interface can be amember of multiple VRRP groups.

You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address]

For each interface, youmust configure the following:

• Group identifier—Assign a value from0 through 255. Youmust use the same identifier

for each switch in the VRRP group.

• Priority—Assignavalue from1 through255.Theswitchwith thehighestprioritybecomes

the VRRPmaster. Assign different priorities to each switch in the VRRP group. If there

are two or more switches with the same priority, the switch with the VRRP interface

that has the highest IP address becomes themaster.

• Virtual IP address—Normally, you configure only one address per group, but you can

configure as many as eight addresses. Do not include a prefix length in a virtual IP

address. The following considerations apply to configuring a virtual IP address:

• Youmust configure the same address on all the switches in the VRRP group.

• If you configure a virtual IP address to be the same as a physical interface address,

the switchwith that interface becomes themaster for the group. Youmust configure

the priority to be 255, and youmust configure preemption by including the preempt

statement.

• If the virtual IP address is not the same as the physical interface address, youmust

ensure that the address does not appear anywhere else in the switch configuration.

For example, verify that you do not use this address for another interface (including

an aggregated Ethernet interface) or for a static ARP entry.

NOTE: If you enable MAC source address filtering on an interface, youmust
include the virtual MAC address in the list of sourceMAC addresses that you
specify in the source-address-filter statement at the [edit interfaces

interface-name] hierarchy. MAC addresses ranging from 00:00:5e:00:01:00

through 00:00:5e:00:01:ff are reserved for VRRP, as defined in RFC 3768.

The VRRP group number must be the decimal equivalent of the last
hexadecimal byte of the virtual MAC address.
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Related
Documentation

Understanding VRRP on page 1736•

• Configuring the Startup Period for VRRP Operations on page 1754

• Configuring VRRP Authentication (IPv4 Only) on page 1753

Configuring VRRP Authentication (IPv4 Only)

VRRP(IPv4only)protocol exchangescanbeauthenticated toguarantee thatonly trusted

switches participate in a VRRP group. By default, VRRP authentication is disabled. You

can configure one of the following authentication methods for a group, and each switch

in the same groupmust use the samemethod:

• Simple authentication—Uses a text password included in the transmitted packet. The

receiving switch uses an authentication key (password) to verify the packet.

• Message Digest 5 (MD5) algorithm—Adds an authentication header (AH) to the IP

packet that encapsulates the VRRP packet. You create an authentication key that is

used to create a hash of the packet, and the hash is stored in the AH. A receiving switch

recalculates the hash on the incoming packet and compares the hashes. If they are

identical, the packet is valid and is accepted. Otherwise the switch drops the incoming

packet.

To enable authentication and specify an authentication method, include the
authentication-type statement.

authentication-type authentication;

authentication can be simple ormd5. The authentication typemust be the same for all

the switches in the VRRP group.

You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

If you include the authentication-type statement, you can configure a key (password) on
each interface by including the authentication-key statement:

authentication-key key;

key (the password) is an ASCII string. For simple authentication, it can be from 1 through

8 characters long. For MD5 authentication, it can be from 1 through 16 characters long.

If you include spaces, enclose all characters in quotation marks (“ ”).

NOTE: The keymust be the same for all switches in the VRRP group.
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You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

Configuring the Startup Period for VRRPOperations

Configure the startup-silent period interval to avoid alarms caused by the delay or

interruption of the incoming VRRP advertisement packets while an interface is coming

online. The period starts when the state of a VRRP interface is changed from down to

up. During this period, Master Down Events are ignored.

To configure the startup period for VRRP operations, include the startup-silent-period
statement at the [edit protocols vrrp] hierarchy level:

[edit protocols vrrp]
startup-silent-period seconds;

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring the Advertisement Interval for the VRRPMaster

By default, the master switch sends VRRP advertisement packets every second to all

members of the VRRP group. These packets indicate that the master switch is still

operational. If the master switch fails or becomes unreachable, the backup switch with

the highest priority value becomes the newmaster switch.

You canmodify the advertisement interval in seconds or in milliseconds; the interval

must be the same for all routing platforms in the VRRP group.

This topic contains the following sections:

• Modifying the Advertisement Interval in Seconds on page 1754

• Modifying the Advertisement Interval in Milliseconds on page 1755

Modifying the Advertisement Interval in Seconds

Tomodify the time, in seconds, between the sending of VRRP advertisement packets,
include the advertise-interval statement:

advertise-interval seconds;

The interval can be from 1 through 255 seconds.
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You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

Modifying the Advertisement Interval in Milliseconds

Tomodify the time, inmilliseconds, between thesendingofVRRPadvertisementpackets,
include the fast-interval statement:

fast-intervalmilliseconds;

The interval can be from 100 through 999milliseconds.

You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family (inet | inet6) address

address (vrrp-group | vrrp-inet6-group) group-id]

NOTE: JunosOSsets theadvertisement interval to0 inVRRPpackets.When
you configure VRRPwith other vendors’ equipment, the fast-interval

statement works correctly only when the other equipment also has the
advertisement interval set to 0 in the VRRP packet. Otherwise, Junos OS
interprets other routers’ settings as advertisement timer errors.

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring VRRP Preemption and Hold Time

• Configuring VRRP Preemption on page 1755

• Configuring the Preemption Hold Time on page 1756

• Overriding the Hold Time on page 1756

Configuring VRRP Preemption

Bydefault, a higher-priorityVRRPbackupswitchpreemptsa lower-prioritymaster switch.
To explicitly enable this behavior, include the following statement:

preempt;

Toprohibit ahigher-priorityVRRPbackupswitch frompreemptinga lower-prioritymaster
switch, include the following statement on the lower-priority switch:

no-preempt;
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You can include these statements at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

Configuring the Preemption Hold Time

You can also configure a preemption hold time, which is the number of seconds a

higher-priority backup router that has just startedupwaits beforepreempting themaster

router. Youmight want to configure a hold time so that routing protocols or other Junos

OS components converge before preemption occurs.

The hold time is applied only on startup. By default, the hold-time value is 0 seconds,

meaning that preemption can occur immediately after the backup router starts up.

Tomodify the preemption hold-time value, configure the following statement:

hold-time seconds;

The hold time can be from 0 through 3600 seconds.

You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address vrrp-group

group-id] preempt

Overriding the Hold Time

You can use the asymmetric-hold-time statement to configure a VRRPmaster to fail

over to the backup immediately—without waiting for the preemption hold time to

expire—when a tracked route goes down. Otherwise, the master waits for the hold time

to expire before it initiates a failover when a tracked route goes down.

When the tracked route comes up again, the new backup (original master) router waits

for the preemption hold time to expire before it reasserts mastership.

You can include this statement at the following hierarchy level:

• [edit protocols vrrp]

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring a Route to Be Tracked

A VRRPmaster can track a route and dynamically trigger a newmaster router election

if the route becomes unreachable. To enable this behavior, you must configure a cost

that will be subtracted from the priority of the master if the tracked route becomes

unreachable. The new priority must be less than the priority of one of the backups so

that the backup becomes the newmaster.
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To configure a route to be tracked, include the following statements:

track {
priority-hold-time seconds;
route prefix/prefix-length routing-instance default priority-cost priority;

}

You can include these statements at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

The prefix and prefix-length values specify the route to be tracked. The priority-hold-time

statement is the minimum length of time that must elapse between priority changes. If

the priority of the master changes because of a tracking event, the priority hold timer

begins. If another tracking event or manual configuration change occurs while the timer

is running, thenewpriority update ispostponeduntil the timerexpires.Youmight configure

the priority-hold-time statement to prevent problems that could occur if there were

multiple VRRP transitions in a short period of time.

The priority-cost option is the value to be subtracted from the VRRP priority when the

tracked route goes down. The value can be 1 through 254. The sum of the costs for all

tracked interfaces and routes must be less than or equal to the configured priority (so

that subtracting all the costs results in a priority equal to or greater than 0).

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

• Configuring a Logical Interface to Be Tracked on page 1757

Configuring a Logical Interface to Be Tracked

VRRP can track whether a logical interface is up, down, or not present, and can change

the priority of the switch based on the state of the interface, which might trigger a new

master election. VRRP can also track the operational speed of a logical interface and

update thepriority of the switchwhen the speedcrossesaconfigured threshold. For each

VRRP group, you can track as many as 10 logical interfaces.

When interface tracking is enabled on a switch, you cannot assign the switch a priority

of 255 to make it the master for the group.

To configure a logical interface to be tracked, include the following statements:

track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;

}
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You can include these statements at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group group-id]

The interface specified is the interface to be tracked for the VRRP group. The

priority-hold-time statement is the minimum length of time that must elapse between

priority changes. If thepriority changesbecauseof a tracking event, thepriority hold timer

begins. If another tracking event or manual configuration change occurs while the timer

is running, thenewpriority update ispostponeduntil the timerexpires.Youmight configure

the priority-hold-time statement to prevent problems that could occur if there were

multiple VRRP transitions in a short period of time.

The bandwidth-threshold statement specifies a threshold for the tracked interface. If the

bandwidthof the tracked interfacedropsbelow the threshold value, the systemsubtracts

the bandwidth threshold priority-cost value from the VRRP priority for the switch. You

can create as many as five bandwidth-threshold statements for each tracked interface.

The interface priority-cost statement is the value to be subtracted from theVRRPpriority

when the tracked route goes down. The value can be 1 through 254. The sumof the costs

for all tracked interfaces and routes must be less than or equal to the configured priority

(so that subtracting all the costs results in a priority equal to or greater than 0).

WARNING: On a QFabric system, do not apply interface tracking to a
multichassis link aggregation group (MC-LAG) that includes an interface
belonging to a network Node group device and an interface belonging to a
server Node group device. If you do apply interface tracking to anMC-LAG
configured in this way, a priority update will not occur if the state of the
MC-LAG interface changes.

If you configure tracking for more than one interface, Junos OS subtracts the sum of the

priority costs for the tracked interfaces from theVRRPpriority if all the tracked interfaces

fail. However, if you configure the interface priority-cost statement and the bandwidth

threshold priority-cost statement, they are not added together. The switch uses only one

priority cost for a tracked interface, as indicated in Table 153 on page 1758:

Table 153: Interface State and Priority Cost Usage

Priority Cost UsageTracked Interface State

priority cost priorityDown

Priority-costof the lowestapplicablebandwidth
threshold

Not down; media speed below one or more
bandwidth thresholds

Youmust configure an interface priority cost only if you do not configure any bandwidth

thresholds. If you do not configure an interface priority-cost value and the interface fails,

JunosOS subtracts the bandwidth threshold priority-cost value of the lowest bandwidth

threshold from the priority of the switch.
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Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

• Configuring a Route to Be Tracked on page 1756

Configuring a Backup to Accept Packets Destined for the Virtual IP Address

By default, a switch configured to be a VRRP backup but acting as the master does not
process packets sent to the virtual IP address—that is, packets in which the destination
address is the virtual IP address. To configure a backup switch to process packets sent
to the virtual IPaddresswhile it is actingas themaster, include theaccept-data statement
on the backup:

accept-data;

You can include this statement at the following hierarchy level:

• [edit interfaces interface-name unit logical-unit-number family inet address address

vrrp-group] group-id

Toexplicitly prohibit thebackup fromacceptingpacketsdestined for thevirtual IPaddress
while acting as master, include the no-accept-data statement:

no-accept-data;

If you include the accept-data statement, configure the connected hosts so that they:

• Process gratuitous ARP requests.

• Do not use packets other than ARP replies to update their ARP cache.

This statement is disabledby default. If you enable it, your configuration does not comply

with RFC 3768.

To restrict incoming IP packets to ICMP only, youmust configure firewall filters to accept

only ICMP packets.

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring Passive ARP Learning for VRRP Backups

By default, VRRP backup switches drop ARP requests for the MAC address of the VRRP

IP. Thismeans that backups do not learn the ARPmappings (IP address toMAC address

mappings) for the hosts sending the requests. If it becomes themaster, the configured

backupmust learn all the entries that were present in the ARP cache of the original

master. In environments with many directly attached hosts, the number of ARP entries

to learn can be very large. This can cause a significant delay while the backup transitions
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to the master state, during which traffic transmitted to some of the hosts might be

dropped.

Passive ARP learning enables the ARP cache in the backup to learn approximately the
same contents as the ARP cache in the master, thus preventing the problem of needing
to learn many ARP entries quickly. To enable passive ARP learning, include the
passive-learning statement at the [edit system arp] hierarchy level:

[edit system arp]
passive-learning;

We recommend setting passive learning on both the backup andmaster VRRP switches.

Doing so prevents the need to manually configure a master that fails and becomes a

backup. While a switch operates as the master, the passive learning configuration has

no impact. The configuration takes effect only when a switch operates as a backup.

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring the Silent Period

When the state of a VRRP interface changes from down to up, a silent period begins.

During thisperiod, anymasterdowneventsare ignored.Configure the silentperiod interval

to avoid problems that can be caused if incoming VRRP advertisement packets are

delayed or interrupted while an interface starts up.

To configure the silent period, include the startup-silent-period statement at the [edit
protocols vrrp] hierarchy level:

[edit protocols vrrp]
startup-silent-period seconds;

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuring Inheritance for a VRRPGroup

Junos OS enables you to configure VRRP groups on the various subnets of a VLAN to

inherit the state and configuration of one of the groups, which is known as the active

VRRP group. By configuring inheritance, you can prevent VRRP groups other than the

active group from sending out VRRP advertisements. When the vrrp-inherit-from

configuration statement is included in the configuration, only theactiveVRRPgroup from

which the other VRRP groups are inheriting the state sends out VRRP advertisements;

the groups inheriting the state do not send any VRRP advertisements, because the state

is maintained only on the group fromwhich the state is inherited.
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If the vrrp-inherit-from statement is not configured, each of the VRRPmaster groups in

the various subnets on the VLAN sends out separate VRRP advertisements and adds to

the traffic on the VLAN.

To configure inheritance for a VRRP group, include the vrrp-inherit-from statement at
the [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id]:

[edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id]

vrrp-inherit-from vrrp-group;

When you configure a group to inherit a state from another group, note the following

conditions:

• Both inheriting groups and active groups must be on the same physical interface and

logical system. However, the groups need not necessarily be on the same VLAN or

logical interface.

• Both inheriting groups and active groups must be on the same routing instances;

however, this limitationdoesnotapply for groupson the integrated routingandbridging

(IRB) interfaces.

When you include the vrrp-inherit-from statement for a VRRP group, the VRRP group

inherits the following parameters from the active group:

• advertise-interval

• authentication-key

• authentication-type

• fast-interval

• preempt | no-preempt

• priority

• track interfaces

• track route

However, you can configure the accept-data | no-accept-data statement for the group

to specifywhether the interface shouldacceptpacketsdestined for the virtual IPaddress.

Related
Documentation

Understanding VRRP on page 1736•

• Configuring Basic VRRP Support on page 1752

• Example: Configuring VRRP for Load Sharing on page 1746

Configuration Statements for Graceful Restart

• disable on page 1762

• disable (BGP Graceful Restart) on page 1763

1761Copyright © 2014, Juniper Networks, Inc.

Chapter 20: Configuration



• graceful-restart (Enabling Globally) on page 1764

• graceful-restart (Protocols BGP) on page 1765

• graceful-restart (Protocols OSPF) on page 1766

• helper-disable (OSPF) on page 1768

• no-strict-lsa-checking on page 1769

• notify-duration on page 1770

• redundancy (Graceful Switchover) on page 1771

• restart-duration on page 1772

• restart-time (BGP Graceful Restart) on page 1773

• stale-routes-time on page 1774

disable

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols (bgp | isis | ldp | ospf | ospf3 | pim | rip
| ripng | rsvp) graceful-restart],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(bgp | ldp | ospf | ospf3 | pim) graceful-restart],

[edit protocols (bgp | esis | isis | ospf | ospf3 | ldp | pim | rip | ripng | rsvp) graceful-restart],
[edit protocols bgp group group-name graceful-restart],
[edit protocols bgp group group-name neighbor ip-address graceful-restart],
[edit routing-instances routing-instance-name protocols (bgp | ldp | ospf | ospf3 | pim)
graceful-restart],

[edit routing-instances routing-instance-name routing-options graceful-restart],
[edit routing-options graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Disable graceful restart.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Graceful Restart

• Configuring Routing Protocols Graceful Restart on page 1739

• Configuring Graceful Restart for MPLS-Related Protocols

• Configuring VPN Graceful Restart

• Configuring Logical System Graceful Restart

• Graceful Restart Configuration Statements

• Configuring Graceful Restart for QFabric Systems
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disable (BGPGraceful Restart)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp graceful-restart],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-namegraceful-restart],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
graceful-restart],

[edit protocols bgp graceful-restart],
[edit protocols bgp group group-name graceful-restart],
[edit protocols bgp group group-name neighbor address graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable graceful restart for BGP. Graceful restart allows a routing device undergoing a

restart to inform its adjacent neighbors and peers of its condition.

NOTE: When you disable graceful restart at one level in the configuration
statement hierarchy, it is also disabled at lower levels in the same hierarchy.
For example, if you disable graceful restart at the [edit protocols bgp group

group-name] hierarchy level, it is disabled for all the peers in the group.

Therefore, if you want to enable graceful restart for some peers in a group
and disable it for others, enable graceful restart at the [edit protocols bgp

group group-name] hierarchy level and disable graceful restart for each peer

at the [edit protocols bgp group group-name neighbor address] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• graceful-restart on page 1765
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graceful-restart (Enabling Globally)

Syntax graceful-restart {
disable;
helper-disable;
maximum-helper-recovery-time seconds;
maximum-helper-restart-time seconds;
notify-duration seconds;
recovery-time seconds;
restart-duration seconds;
stale-routes-time seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit routing-options],
[edit routing-instances routing-instance-name routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure graceful restart globally to enable the feature. You cannot enable graceful

restart for specific protocols unless graceful restart is also enabled globally. You can,

optionally, modify the global settings at the individual protocol level.

For VPNs, the graceful-restart statement allows a router whose VPN control plane is

undergoing a restart to continue to forward traffic while recovering its state from

neighboring routers.

For BGP, if you configure graceful restart after a BGP session has been established, the

BGP session restarts and the peers negotiate graceful restart capabilities.

Default Graceful restart is disabled by default.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Graceful Restart

• Configuring Routing Protocols Graceful Restart on page 1739

• Configuring Graceful Restart for MPLS-Related Protocols

• Configuring VPN Graceful Restart

• Configuring Logical System Graceful Restart

• Graceful Restart Configuration Statements

• Configuring Graceful Restart for QFabric Systems
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graceful-restart (Protocols BGP)

Syntax graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure graceful restart for BGP. Graceful restart allows a routing device undergoing

a restart to inform its adjacent neighbors and peers of its condition. Graceful restart is

disabled by default.

To configure the duration of the BGP graceful restart period, include the restart-time

statement at the [edit protocols bgp graceful-restart] hierarchy level. To set the length

of time the router waits to receive messages from restarting neighbors before declaring

them down, include the stale-routes-time statement at the [edit protocols bgp

graceful-restart] hierarchy level.

NOTE: If you configure graceful restart after a BGP session has been
established, theBGPsession restartsand thepeersnegotiategraceful restart
capabilities.

Configure graceful restart globally at the [edit routing-options] or [edit routing-instances

instance-name routing-options] hierarchy level to enable the feature. You cannot enable

graceful restart for specific protocols unless graceful restart is also enabled globally. You

can, optionally, modify the global settings at the individual protocol level.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• Junos OS High Availability Library for Routing Devices
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graceful-restart (Protocols OSPF)

Syntax graceful-restart {
disable;
helper-disable (standard | restart-signaling | both);
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf]

Release Information Statement introduced before Junos OS Release 7.4.

Support for the no-strict-lsa-checking statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the helper mode standard, restart-signaling, and both options introduced in

Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure graceful restart for OSPF.

Graceful restart allows a routing device to restart with minimal effects to the network,

and is enabled for all routing protocols at the [edit routing-options] hierarchy level.

Options disable—Disable graceful restart for OSPF.

helper-disable (standard | restart-signaling| both)—Disable helper mode for graceful

restart. When helper mode is disabled, a device cannot help a neighboring device

that is attempting to restart. Beginningwith JunosOSRelease 11.4, you can configure

restart signaling-based helpermode forOSPFv2 graceful restart configurations. The

standard, restart-signaling, and both options are only supported forOSPFv2. Specify

standard to disable helpermode for standard graceful restart (based on RFC 3623).

Specify restart-signaling to disable helpermode for restart signaling-based graceful

restart (based on RFC4811, RFC 4812, and RFC 4813). Specify both to disable helper

mode for both standard and restart signaling-based graceful restart. The last

committed statement takes precedence over the previously configured statement.

Default: Helper mode is enabled by default. For OSPFv2, both standard and
restart-signaling based helper modes are enabled by default.

no-strict-lsa-checking—Disable strict OSPF link-state advertisement (LSA) checking to

prevent the terminationofgraceful restartbyahelping router. LSAchecking is enabled

by default.

NOTE: Thehelper-disablestatementandtheno-strict-lsa-checkingstatement

cannot be configured at the same time. If you attempt to configure both
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statements at the same time, the routing device displays awarningmessage
when you enter the show protocols (ospf | ospf3) command.

notify-duration seconds—Estimated time needed to send out purged grace LSAs over all

the interfaces.

Range: 1 through 3600 seconds

Default: 30 seconds

restart-duration seconds—Estimated time needed to reacquire a full OSPF neighbor from

each area.

Range: 1 through 3600 seconds

Default: 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Graceful Restart for OSPF on page 3464

• Example: Configuring the Helper Capability Mode for OSPFv2 Graceful Restart on

page 3468

• Example: Configuring the Helper Capability Mode for OSPFv3 Graceful Restart on

page 3472

• Example: Disabling Strict LSA Checking for OSPF Graceful Restart on page 3475

• Configuring Graceful Restart for QFabric Systems

• Junos OS High Availability Library for Routing Devices
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helper-disable (OSPF)

Syntax helper-disable < both | restart-signaling | standard >;

Hierarchy Level [edit logical-systems logical-system-name protocols ospf graceful-restart],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf graceful-restart],

[edit protocols ospf graceful-restart],
[edit routing-instances routing-instance-name protocols ospf graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Options both, restart-signaling, and standard introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable helper mode for graceful restart. When helper mode is disabled, a router cannot

help a neighboring router that is attempting to restart. The last committed statement

takes precedence over the previously configured statement.

Default Helper mode is enabled by default for OSPF.

Options both—(Optional) Disable helper mode for both standard and restart signaling-based

graceful restart.

restart-signaling—(Optional) Disable helper mode for restart signaling-based graceful

restart (based on RFC 4811, RFC 4812, and RFC 4813).

NOTE: Restart signaling-basedhelpermode isnotsupported forOSPFv3
configurations.

standard—(Optional) Disable helper mode for standard graceful restart (based on RFC

3623).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routing Protocols Graceful Restart on page 1739

• Configuring Graceful Restart for MPLS-Related Protocols

• Configuring Graceful Restart for QFabric Systems
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no-strict-lsa-checking

Syntax no-strict-lsa-checking;

Hierarchy Level [edit protocols (ospf | ospf3) graceful-restart]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable strict OSPF link-state advertisement (LSA) checking to prevent the termination

of graceful restart by a helping router or switch.

Default By default, LSA checking is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for OSPF and OSPFv3 on page 1742

• Configuring Graceful Restart for QFabric Systems

• maximum-neighbor-recovery-time

• recovery-time
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notify-duration

Syntax notify-duration seconds;

Hierarchy Level [edit protocols (ospf | ospf3) graceful-restart],
[edit logical-systems logical-system-name protocols (ospf | ospf3) graceful-restart],
[edit logical-systems logical-system-name routing-instances instance-nameprotocols (ospf
| ospf3) graceful-restart],

[edit routing-instances instance-name protocols (ospf | ospf3) graceful-restart]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the length of time the router or switch notifies helper OSPF routers that it has

completed graceful restart.

Options seconds—Length of time in the router notifies helper OSPF routers that it has completed

graceful restart.

Range: 1 through 3600

Default: 30

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for OSPF and OSPFv3 on page 1742

• Configuring Graceful Restart for QFabric Systems

• restart-duration on page 1772
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redundancy (Graceful Switchover)

Syntax redundancy {
failover {
on-disk-failure;
on-loss-of-keepalives;

}
graceful-switchover;

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable redundantRoutingEnginesonaVirtualChassiswith twoormorememberswitches

or on a standalone EX6200 or EX8200 switch with more than one Routing Engine.

The remaining statements are explained separately.

Default Redundancy is enabled for the Routing Engines.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• graceful-switchover on page 1775

• Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)

on page 1746

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

• High Availability Features for EX Series Switches Overview
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restart-duration

Syntax restart-duration seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols (isis | ospf | ospf3 | pim)
graceful-restart],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3 | pim) graceful-restart],

[edit protocols (esis | isis | ospf | ospf3 | pim) graceful-restart],
[edit routing-instances routing-instance-nameprotocols (ospf |ospf3 |pim)graceful-restart],
[edit routing-options graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the grace period for graceful restart globally.

Additionally, you can individually configure the duration of the graceful restart period for

the End System-to-Intermediate System (ES-IS), Intermediate System-to-Intermediate

System(IS-IS),OpenShortestPathFirst (OSPF), andOSPFv3protocolsand forProtocol

Independent Multicast (PIM) sparse mode.

Options seconds—Time for the graceful restart period.

Range:

The range of values varies according to whether the graceful restart period is being set

globally or for a particular protocol:

• [edit routing-options graceful-restart] (global setting)—120 through 900

• ES-IS—30 through 300

• IS-IS—30 through 300

• OSPF/OSPFv3—1 through 3600

• PIM—30 through 300

Default:

The default value varies according to whether the graceful restart period is being set

globally or for a particular protocol:

• [edit routing-options graceful-restart] (global setting)—300

• ES-IS—180

• IS-IS—210

• OSPF/OSPFv3—180

• PIM—60

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Enabling Graceful Restart

• Configuring Routing Protocols Graceful Restart on page 1739

• Configuring Graceful Restart for MPLS-Related Protocols

• Configuring VPN Graceful Restart

• Configuring Graceful Restart for VPNs

• Configuring Logical System Graceful Restart

• Graceful Restart Configuration Statements

• Configuring Graceful Restart for QFabric Systems

restart-time (BGPGraceful Restart)

Syntax restart-time seconds;

Hierarchy Level [edit protocols (bgp | rip | ripng) graceful-restart],
[edit logical-systems logical-system-name protocols (bgp | rip | ripng) graceful-restart
(Enabling Globally)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp graceful-restart],

[edit routing-instances routing-instance-name protocols bgp graceful-restart]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the duration of the BGP, RIP, or next-generation RIP (RIPng) graceful restart

period.

Options seconds—Length of time for the graceful restart period.

Range: 1 through 600 seconds

Default: Varies by protocol:

• BGP—120 seconds

• RIP and RIPng—60 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart Options for RIP and RIPng on page 1743

• Configuring Graceful Restart for QFabric Systems

• stale-routes-time on page 1774
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stale-routes-time

Syntax stale-routes-time seconds;

Hierarchy Level [edit logical-systems logical-routing-name protocols bgp graceful-restart],
[edit logical-systems logical-routing-name routing-instances routing-instance-nameprotocols
bgp graceful-restart],

[edit protocols bgp graceful-restart],
[edit routing-instances routing-instance-name protocols bgp graceful-restart]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify themaximumtimethat stale routesarekeptduringa restart. Thestale-routes-time

statement allows you to set the length of time the routing device waits to receive

messages from restarting neighbors before declaring them down.

Options seconds—Time the router device waits to receive messages from restarting neighbors

before declaring them down.

Range: 1 through 600 seconds

Default: 300 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• restart-time (BGPGraceful Restart) on page 1773

Configuration Statement for Graceful Switchover

• graceful-switchover on page 1775
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graceful-switchover

Syntax graceful-switchover;

Hierarchy Level [edit chassis redundancy]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description For switches with more than one Routing Engine, including those in a Virtual Chassis,

configure themasterRoutingEngine to switchover gracefully to abackupRoutingEngine

without interruption to packet forwarding.

Default Graceful Routing Engine switchover (GRES) is disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Nonstop Active Routing on EX Series Switches

• Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)

on page 1746

• Configuring Nonstop Active Routing

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

Configuration Statements for VRRP

• accept-data on page 1777

• advertise-interval on page 1778

• asymmetric-hold-time on page 1779

• authentication-key on page 1780

• authentication-type on page 1781

• bandwidth-threshold on page 1782

• failover-delay on page 1783

• fast-interval on page 1784

• hold-time (VRRP) on page 1785

• interface (VRRP Group) on page 1786

• preempt (VRRP) on page 1787

• priority (Protocols VRRP) on page 1788

• priority-cost (VRRP) on page 1789

• priority-hold-time on page 1790

• route (Interfaces) on page 1791
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• startup-silent-period on page 1792

• traceoptions on page 1793

• track (VRRP) on page 1795

• virtual-address on page 1796

• vrrp-group on page 1797
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accept-data

Syntax (accept-data | no-accept-data);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description In a Virtual Router Redundancy Protocol (VRRP) configuration, determine whether or

not a router that is acting as themaster router accepts all packets destined for the virtual

IP address.

• accept-data—Enable the master router to accept all packets destined for the virtual

IP address.

• no-accept-data—Prevent the master router from accepting packets other than the

ARP packets destined for the virtual IP address.

Default If the router acting as the master router is the IP address owner or has its priority set to

255, the master router, by default, responds to all packets sent to the virtual IP address.

However, if the router acting as the master router does not own the IP address or has its

priority set to a value less than 255, the master router responds only to ARP requests.

NOTE:

• If you want to restrict the incoming IP packets to ICMP packets only, you
must configure firewall filters to accept only ICMP packets.

• If you include the accept-data statement, your routing platform

configuration does not comply with RFC 3768 (see section 6.4.3 of RFC
3768, Virtual Router Redundancy Protocol (VRRP).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Accept Packets Destined for the Virtual IP Address
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advertise-interval

Syntax advertise-interval seconds;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure the interval between Virtual Router Redundancy Protocol (VRRP) IPv4

advertisement packets.

All routers in the VRRP groupmust use the same advertisement interval.

NOTE: WhenVRRPv3 is enabled, the advertise-interval statement cannot be

used to configure advertisement intervals. Instead, use the fast-interval

statement to configure advertisement intervals.

Options seconds—Interval between advertisement packets.

Range: 1 through 255 seconds

Default: 1 second

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Advertisement Interval for the VRRPMaster Router

• fast-interval on page 1784

• inet6-advertise-interval

• version-3
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asymmetric-hold-time

Syntax asymmetric-hold-time;

Hierarchy Level [edit protocols vrrp]

Release Information Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure a VRRPmaster to fail over to a backup immediately—without waiting for the

preemption hold time to expire—whena tracked route goes down.Otherwise, themaster

waits for the hold time to expire before it initiates a failover when a tracked route goes

down.

When the tracked route comes up again, the new backup (original master) router waits

for the preemption hold time to expire before it reasserts mastership.

Default asymmetric-hold-time is disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRRP Preemption and Hold Time on page 1755
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authentication-key

Syntax authentication-key key;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure a Virtual Router Redundancy Protocol (VRRP) IPv4 authentication key. You

also must specify a VRRP authentication scheme by including the authentication-type

statement.

All routers in the VRRP groupmust use the same authentication scheme and password.

NOTE: When VRRPv3 is enabled, the authentication-type and

authentication-key statements cannot be configured for any VRRP groups.

Options key—Authenticationpassword. For simpleauthentication, it canbe 1 through8characters

long. For Message Digest 5 (MD5) authentication, it can be 1 through 16 characters

long. If you include spaces, enclose all characters in quotation marks (“ ”).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRRP Authentication (IPv4 Only)

• Configuring VRRP Authentication (IPv4 Only) on page 1753

• authentication-type on page 1781

• version-3
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authentication-type

Syntax authentication-type authentication;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Enable Virtual Router Redundancy Protocol (VRRP) IPv4 authentication and specify the

authentication scheme for theVRRPgroup. If youenableauthentication, youmust specify

a password by including the authentication-key statement.

All routers in the VRRP groupmust use the same authentication scheme and password.

NOTE: When VRRPv3 is enabled, the authentication-type and

authentication-key statements cannot be configured for any VRRP groups.

Options authentication—Authentication scheme:

• simple—Use a simple password. The password is included in the transmitted packet,

so this method of authentication is relatively insecure.

• md5—Use the MD5 algorithm to create an encoded checksum of the packet. The

encodedchecksum is included in the transmittedpacket. The receiving routingplatform

uses the authentication key to verify the packet, discarding it if the digest does not

match. This algorithm provides amore secure authentication scheme.

Default: none (no authentication is performed).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRRP Authentication (IPv4 Only)

• Configuring VRRP Authentication (IPv4 Only) on page 1753

• authentication-key on page 1780

• version-3
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bandwidth-threshold

Syntax bandwidth-threshold bits-per-second priority-cost priority;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id track interface interface-name],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id track interface interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id track interface interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id track interface interface-name]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Specify the bandwidth threshold for Virtual Router Redundancy Protocol (VRRP) logical

interface tracking.

Options bits-per-second—Bandwidth threshold for the tracked interface.When the bandwidth of

the tracked interface drops below the specified value, the VRRP group uses the

bandwidth threshold priority cost value. You can include up to five bandwidth

threshold statements for each interface you track.

Range: 1 through 10000000000000 bits per second

priority-cost priority—The value subtracted from the configured VRRP priority when the

tracked interface or route is down to force a newmaster router election. The sum of

all the costs for all interfaces or routes that are trackedmust be less than or equal

to the configured priority of the VRRP group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Logical Interface to Be Tracked

• Configuring a Logical Interface to Be Tracked on page 1757

Copyright © 2014, Juniper Networks, Inc.1782

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



failover-delay

Syntax failover-delaymilliseconds;

Hierarchy Level [edit protocols vrrp]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description If you configure multiple VRRP groups on an interface (usingmultiple VLANs), traffic for

someof thegroupsmightbebrieflydropped if a failoveroccurs. This canhappenbecause

the newmaster must send gratuitous ARP replies for each VRRP group to update the

ARP tables in the connected devices, and there is a short delay between each gratuitous

ARP reply. Traffic sent by devices that have not yet received the gratuitous ARP reply is

dropped (until the device receives the reply and learns the MAC address of the new

master).

If you configure a failover delay, the newmaster delays sending gratuitous ARP replies

for the period that you set. This allows the newmaster to send the ARP replies for all of

the VRRP groups simultaneously.

Options milliseconds—Specify the failover delay time, in milliseconds.

Range: 50 through 2000

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Troubleshooting VRRP on page 1835

• show vrrp on page 1824
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fast-interval

Syntax fast-intervalmilliseconds;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure the interval, in milliseconds, between Virtual Router Redundancy Protocol

(VRRP) advertisement packets.

All routers in the VRRP groupmust use the same advertisement interval.

Options milliseconds—Interval between advertisement packets.

Range: 10 through 40,950milliseconds (range extended from 100–999 to 10–40,950

in Junos OS Release 12.2).

NOTE: When configuring VRRP for IPv4, if you have chosen not to enable
VRRPv3, you cannot set a value less than 100 for fast-interval. Commit

check fails if a value less than 100 is configured.

Default: 1 second

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Advertisement Interval for the VRRPMaster Router

• Configuring the Advertisement Interval for the VRRPMaster on page 1754

• advertise-interval on page 1778

• advertise-interval on page 1778

• inet6-advertise-interval

• version-3
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hold-time (VRRP)

Syntax hold-time seconds;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id preempt],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id preempt],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id preempt],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id preempt]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description In a Virtual Router Redundancy Protocol (VRRP) configuration, set the hold time before

a higher-priority backup router preempts the master router.

Default VRRP preemption is not timed.

Options seconds—Hold-time period.

Range: 0 through 3600 seconds

Default: 0 seconds (VRRP preemption is not timed.)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Backup Router to Preempt the Master Router

• Configuring VRRP Preemption and Hold Time on page 1755
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interface (VRRPGroup)

Syntax interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id track],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id track]

Release Information Statement introduced before Junos OS Release 7.4.

bandwidth-threshold statement added in Junos OS Release 8.1.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Enable logical interface tracking for aVirtual Router RedundancyProtocol (VRRP) group.

WARNING: On a QFabric system, do not apply interface tracking to a
multichassis link aggregation group (MC-LAG) that includes an interface
belonging to a network Node group device and an interface belonging to a
server Node group device. If you do apply interface tracking to anMC-LAG
configured in this way, a priority update will not occur if the state of the
MC-LAG interface changes.

Options interface-name—Interface to be tracked for this VRRP group.

Range: 1 through 10 interfaces

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Logical Interface to Be Tracked

• Configuring a Logical Interface to Be Tracked on page 1757

• Junos OS Services Interfaces Library for Routing Devices
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preempt (VRRP)

Syntax (preempt | no-preempt) {
hold-time seconds;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description In a Virtual Router Redundancy Protocol (VRRP) configuration, determine whether or

not a backup router can preempt amaster router:

• preempt—Allow themaster router to be preempted.

NOTE: By default, a higher-priority backup router can preempt a
lower-priority master router.

• no-preempt—Prohibit the preemption of the master router. When no-preempt is

configured, the backup router cannot preempt the master router even if the backup

router has a higher priority.

The remaining statement is explained separately.

Default Bydefault thepreemptstatement isenabled, andahigher-prioritybackup routerpreempts

a lower-priority master router even if the preempt statement is not explicitly configured.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Backup Router to Preempt the Master Router

• Configuring VRRP Preemption and Hold Time on page 1755
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priority (Protocols VRRP)

Syntax priority priority;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure a Virtual Router Redundancy Protocol (VRRP) router’s priority for becoming

themaster default router. The router with the highest priority within the group becomes

themaster.

Options priority—Router’s priority for being elected to be themaster router in the VRRP group. A

larger value indicates a higher priority for being elected.

Range: 1 through 255

Default: 100 (for backup routers)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Basic VRRP Support

• Configuring Basic VRRP Support on page 1752
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priority-cost (VRRP)

Syntax priority-cost priority;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id track interface interface-name],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id track interface interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id track interface interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id track interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX2000 Universal Access Routers.

Description ConfigureaVirtualRouterRedundancyProtocol (VRRP) router’spriority cost forbecoming

themaster default router. The router with the highest priority within the group becomes

themaster.

Options priority—The value subtracted from the configured VRRP priority when the tracked

interface or route is down to force a newmaster router election. The sum of all the

costs for all interfaces or routes that are trackedmust be less than or equal to the

configured priority of the VRRP group.

Range: 1 through 254

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Logical Interface to Be Tracked

• Configuring a Logical Interface to Be Tracked on page 1757
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priority-hold-time

Syntax priority-hold-time seconds;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id track],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id track]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure a Virtual Router Redundancy Protocol (VRRP) router’s priority hold time to

define theminimum length of time thatmust elapse between dynamic priority changes.

If the dynamic priority changes because of a tracking event, the priority hold timer begins

running. If another tracking event ormanual configuration change occurs while the timer

is running, the new dynamic priority update is postponed until the timer expires.

NOTE: When the track feature is configured, and if VRRP should pre-empt
due to the tracking interface or route transition, any configured pre-empt
hold time will be ignored. VRRPmaster will pre-empt according to the
configuration of the priority-hold time.

Options seconds—Minimum length of time that must elapse between dynamic priority changes.

Range: 0through 3600 seconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Logical Interface to Be Tracked

• Configuring a Logical Interface to Be Tracked on page 1757
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route (Interfaces)

Syntax route prefix routing-instance instance-name priority-cost priority;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id track],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id track],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id track]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS 11.3 for QFX Series.

Statement introduced in Junos OS 12.1 for EX Series switches.

Description Enable route tracking for a Virtual Router Redundancy Protocol (VRRP) group.

Options prefix—Route to be tracked for this VRRP group.

priority-cost priority—The value subtracted from the configured VRRP priority when the

tracked interface or route is down, forcing a newmaster router election. The sum of

all the costs for all interfaces or routes that are trackedmust be less than or equal

to the configured priority of the VRRP group.

routing-instance instance-name—Routing instance in which the route is to be tracked. If

the route is in the default, or global, routing instance, the value for instance-name

must be default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Route to Be Tracked

• Configuring a Route to Be Tracked on page 1756
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startup-silent-period

Syntax startup-silent-period seconds;

Hierarchy Level [edit protocols vrrp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Instruct the system to ignore the Master Down Event when an interface transitions from

the down state to the up state. This statement is used to avoid incorrect error alarms

caused by the delay or interruption of incoming Virtual Router Redundancy Protocol

(VRRP) advertisement packets during the interface startup phase.

Options seconds—Number of seconds for the startup period.

Default: 4 seconds

Range: 1 through 2000 seconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Startup Period for VRRP Operations

• Configuring the Startup Period for VRRP Operations on page 1754
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traceoptions

Syntax traceoptions {
file <filename> <files number> <match regular-expression> <microsecond-stamp>
<size size> <world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}

Hierarchy Level [edit protocols vrrp]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Define tracing operations for the Virtual Router Redundancy Protocol (VRRP) process.

To specify more than one tracing operation, includemultiple flag statements.

By default, VRRP logs the error, dcd configuration, and routing socket events in a file in

the directory /var/log.

NOTE: The traceoptions statement is not supported on a QFabric system.

Default If you do not include this statement, no VRRP-specific tracing operations are performed.

Options filename filename—Nameof the file to receive theoutputof the tracingoperation. Enclose

the namewithin quotation marks. All files are placed in the directory /var/log. By

default, VRRP tracing output is placed in the file vrrpd.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. When themaximum

number is reached, the oldest trace file is overwritten.

Range: 0 through 4,294,967,296 files

Default: 3 files

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. These are the VRRP-specific tracing options:

• all—All VRRP tracing operations

• database—Database changes

• general—General events

• interfaces—Interface changes
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• normal—Normal events

• packets—Packets sent and received

• state—State transitions

• timer—Timer events

match regex—(Optional) Refine the output to include only those lines that match the

given regular expression.

microsecond-stamp—(Optional) Provide a timestampwith microsecond granularity.

no-world-readable—Restrict users from reading the log file.

sizesize—(Optional)Maximumsizeofeach trace file, in kilobytes,megabytes, or gigabytes.

When a trace file named trace-file reaches this size, it is renamed trace-file.0. When

the trace-file again reaches its maximum size, trace-file.0. is renamed trace-file.1 and

trace-file is renamed trace-file.0. This renamingschemecontinuesuntil themaximum

number of trace files is reached. Then the oldest trace file is overwritten.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your routing platform

Default: 1 MB

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option.

world-readable—Allow users to read the log file.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Tracing VRRP Operations
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track (VRRP)

Syntax track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;
route prefix/prefix-length routing-instance instance-name priority-cost priority;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit interfaces interface-name unit logical-unit-number family inet6 address address
vrrp-inet6-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6 address address vrrp-inet6-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

priority-hold-time statement added in Junos OS Release 8.1.

route statement added in Junos OS Release 9.0.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Enable logical interface tracking, route tracking, or both, for a Virtual Router Redundancy

Protocol (VRRP) group.

Options The remaining statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Logical Interface to Be Tracked

• Configuring a Route to Be Tracked

• Configuring a Logical Interface to Be Tracked on page 1757

• Configuring a Route to Be Tracked on page 1756
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virtual-address

Syntax virtual-address [ addresses ];

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address
vrrp-group group-id],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address vrrp-group group-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure the addresses of the virtual routers in a Virtual Router Redundancy Protocol

(VRRP) IPv4 or IPv6 group. You can configure up to eight addresses.

Options addresses—Addresses of one ormore virtual routers. Do not include a prefix length. If the

address is the same as the interface’s physical address, the interface becomes the

master virtual router for the group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Basic VRRP Support

• Configuring Basic VRRP Support on page 1752
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vrrp-group

Syntax vrrp-group group-id {
(accept-data | no-accept-data);
advertise-interval seconds;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;
route prefix/prefix-length routing-instance instance-name priority-cost priority;

}
virtual-address [ addresses ];
vrrp-inherit-from vrrp-group;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Configure a Virtual Router Redundancy Protocol (VRRP) IPv4 group.

Options group-id—VRRP group identifier. If you enable MAC source address filtering on the

interface, youmust include the virtual MAC address in the list of source MAC

addresses that you specify in the source-address-filter statement. MAC addresses

ranging from 00:00:5e:00:01:00 through 00:00:5e:00:01:ff are reserved for VRRP,

as defined in RFC 2338. The VRRP group number must be the decimal equivalent

of the last hexadecimal byte of the virtual MAC address.

Range: 0 through 255

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Basic VRRP Support

• Example: Configuring VRRP

• Configuring Basic VRRP Support on page 1752
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• Example: Configuring VRRP for Load Sharing on page 1746

• vrrp-inet6-group
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CHAPTER 21

Administration

• Operational Mode Commands for Graceful Restart on page 1799

• Operational Mode Commands for VRRP on page 1823

Operational Mode Commands for Graceful Restart

• Verifying Graceful Restart Operation on page 1799

• show bgp neighbor

• show log

• show (ospf | ospf3) overview

Verifying Graceful Restart Operation

This topic contains the following sections:

• Graceful Restart Operational Mode Commands on page 1799

• Verifying BGP Graceful Restart on page 1800

• Verifying IS-IS and OSPF Graceful Restart on page 1800

• Verifying CCC and TCC Graceful Restart on page 1801

Graceful Restart Operational Mode Commands

To verify proper operation of graceful restart, use the following commands:

• show bgp neighbor (for BGP graceful restart)

• show log (for IS-IS and OSPF/OSPFv3 graceful restart)

• show (ospf | ospfv3) overview (for OSPF/OSPFv3 graceful restart)

• show rsvp neighbor detail (for RSVP graceful restart—helper router)

• show rsvp version (for RSVP graceful restart—restarting router)

• show ldp session detail (for LDP graceful restart)

• show connections (for CCC and TCC graceful restart)
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• show route instance detail (for Layer 3 VPN graceful restart and for any protocols using

graceful restart in a routing instance)

• show route protocol l2vpn (for Layer 2 VPN graceful restart)

For more information about these commands and a description of their output fields,

see the CLI Explorer.

Verifying BGPGraceful Restart

To view graceful restart information for BGP sessions, use the show bgp neighbor

command:

user@PE1> show bgp neighbor 192.255.10.1
Peer: 192.255.10.1+179 AS 64595 Local: 192.255.5.1+1106 AS 64595
  Type: Internal    State: Established    Flags: <>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ static ] 
Options:<Preference LocalAddress HoldTime GracefulRestart Damping PeerAS Refresh>

  Local Address: 192.255.5.1 Holdtime: 90 Preference: 170
  IPSec SA Name: hope
  Number of flaps: 0
  Peer ID: 192.255.10.1     Local ID: 192.255.5.1      Active Holdtime: 90
  Keepalive Interval: 30
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
Restart time configured on the peer: 180

Stale routes from peer are kept for: 180
Restart time requested by this peer: 300
  NLRI that peer supports restart for: inet-unicast
  NLRI that peer saved forwarding for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Table inet.0 Bit: 10000

RIB State: restart is complete
    Send state: in sync
    Active prefixes: 0
    Received prefixes: 0
    Suppressed due to damping: 0
  Last traffic (seconds): Received 19   Sent 19   Checked 19
  Input messages:  Total 2      Updates 1       Refreshes 0     Octets 42
  Output messages: Total 3      Updates 0       Refreshes 0     Octets 116
  Output Queue[0]: 0

Verifying IS-IS and OSPF Graceful Restart

To view graceful restart information for IS-IS and OSPF, configure traceoptions (see

“Tracking Graceful Restart Events” on page 1745).

Here is the output of a traceoptions log from an OSPF restarting router:

Oct  8 05:20:12 Restart mode - sending grace lsas
Oct  8 05:20:12 Restart mode - estimated restart duration timer triggered
Oct  8 05:20:13 Restart mode - Sending more grace lsas
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Here is the output of a traceoptions log from an OSPF helper router:

Oct  8 05:20:14 Helper mode for neighbor 192.255.5.1
Oct  8 05:20:14  Received multiple grace lsa from 192.255.5.1

Verifying CCC and TCCGraceful Restart

To view graceful restart information for CCC and TCC connections, use the show

connections command. The following example assumes four remote interface CCC

connections between CE1 and CE2:

user@PE1> show connections
CCC and TCC connections [Link Monitoring On]
  Legend for status (St)              Legend for connection types
  UN -- uninitialized                 if-sw:  interface switching
  NP -- not present                   rmt-if: remote interface switching
  WE -- wrong encapsulation           lsp-sw: LSP switching
  DS -- disabled
  Dn -- down                          Legend for circuit types
  -> -- only outbound conn is up      intf -- interface
  <- -- only inbound  conn is up      tlsp -- transmit LSP
  Up -- operational                   rlsp -- receive LSP
  RmtDn -- remote CCC down
  Restart -- restarting

CCCGraceful restart : Restarting

Connection/Circuit                Type    St      Time last up     # Up trans
CE1-CE2-0                         rmt-if  Restart -----                     0
  fe-1/1/0.0                        intf  Up
  PE1-PE2-0                         tlsp  Up
  PE2-PE1-0                         rlsp  Up
CE1-CE2-1                         rmt-if  Restart -----                     0
  fe-1/1/0.1                        intf  Up
  PE1-PE2-1                         tlsp  Up
  PE2-PE1-1                         rlsp  Up
CE1-CE2-2                         rmt-if  Restart -----                     0
  fe-1/1/0.2                        intf  Up
  PE1-PE2-2                         tlsp  Up
  PE2-PE1-2                         rlsp  Up
CE1-CE2-3                         rmt-if  Restart -----                     0
  fe-1/1/0.3                        intf  Up
  PE1-PE2-3                         tlsp  Up
  PE2-PE1-3                         rlsp  Up

Related
Documentation

Graceful Restart Concepts on page 1735•

• Configuring Graceful Restart for QFabric Systems
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show bgp neighbor

Syntax show bgp neighbor
<exact-instance instance-name>
<instance instance-name>
<logical-system (all | logical-system-name)>
<neighbor-address>
<orf (detail | neighbor-address)

Syntax (EX Series
Switch and QFX

Series)

show bgp neighbor
<instance instance-name>
<exact-instance instance-name>
<neighbor-address>
<orf (neighbor-address | detail)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

orf option introduced in Junos OS Release 9.2.

exact-instance option introduced in Junos OS Release 11.4.

Description Display information about BGP peers.

Options none—Display information about all BGP peers.

exact-instance instance-name—(Optional) Display information for the specified instance

only.

instance instance-name—(Optional) Display information about BGP peers for all routing

instances whose name begins with this string (for example, cust1, cust11, and cust111

are all displayed when you run the show bgp neighbor instance cust1 command).

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

neighbor-address—(Optional) Display information for only the BGP peer at the specified

IP address.

orf (detail | neighbor-address)—(Optional) Display outbound route-filtering information

for all BGP peers or only for the BGP peer at the specified IP address. The default is

to display brief output. Use the detail option to display detailed output.

Additional Information For information about the local-address, nlri, hold-time, and preference statements, see

the Junos OS Routing Protocols Library for Routing Devices.

Required Privilege
Level

view

Related
Documentation

clear bgp neighbor on page 3131•
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List of Sample Output show bgp neighbor on page 1809
show bgp neighbor (CLNS) on page 1810
show bgp neighbor (Layer 2 VPN) on page 1810
show bgp neighbor (Layer 3 VPN) on page 1812
show bgp neighbor neighbor-address on page 1813
show bgp neighbor neighbor-address on page 1814
show bgp neighbor orf neighbor-address detail on page 1815

Output Fields Table 154 on page 1803 describes the output fields for the showbgpneighbor command.

Output fields are listed in the approximate order in which they appear.

Table 154: show bgp neighbor Output Fields

Field DescriptionField Name

Address of the BGP neighbor. The address is followed by the neighbor port number.Peer

AS number of the peer.AS

Address of the local routing device. The address is followed by the peer port number.Local

Type of peer: Internal or External.Type

Current state of the BGP session:

• Active—BGP is initiating a transport protocol connection in an attempt to connect to a peer. If the
connection is successful, BGP sends an Openmessage.

• Connect—BGP is waiting for the transport protocol connection to be completed.

• Established—TheBGPsessionhasbeenestablished,and thepeersareexchangingupdatemessages.

• Idle—This is the first stage of a connection. BGP is waiting for a Start event.

• OpenConfirm—BGP has acknowledged receipt of an openmessage from the peer and is waiting
to receive a keepalive or notification message.

• OpenSent—BGP has sent an openmessage and is waiting to receive an openmessage from the
peer.

State

Internal BGP flags:

• Aggregate Label—BGP has aggregated a set of incoming labels (labels received from the peer) into
a single forwarding label.

• CleanUp—The peer session is being shut down.

• Delete—This peer has been deleted.

• Idled—This peer has been permanently idled.

• ImportEval—At the last commit operation, this peer was identified as needing to reevaluate all
received routes.

• Initializing—The peer session is initializing.

• SendRtn—Messages are being sent to the peer.

• Sync—This peer is synchronized with the rest of the peer group.

• TryConnect—Another attempt is being made to connect to the peer.

• Unconfigured—This peer is not configured.

• WriteFailed—An attempt to write to this peer failed.

Flags
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Previous state of the BGP session:

• Active—BGP is initiating a transport protocol connection in an attempt to connect to a peer. If the
connection is successful, BGP sends an Openmessage.

• Connect—BGP is waiting for the transport protocol connection to be completed.

• Established—TheBGPsessionhasbeenestablished,and thepeersareexchangingupdatemessages.

• Idle—This is the first stage of a connection. BGP is waiting for a Start event.

• OpenConfirm—BGP has acknowledged receipt of an openmessage from the peer and is waiting
to receive a keepalive or notification message.

• OpenSent—BGP has sent an openmessage and is waiting to receive an openmessage from the
peer.

Last state

Last activity that occurred in the BGP session:

• Closed—The BGP session closed.

• ConnectRetry—The transport protocol connection failed, and BGP is trying again to connect.

• HoldTime—The session ended because the hold timer expired.

• KeepAlive—The local routing device sent a BGP keepalive message to the peer.

• Open—The local routing device sent a BGP openmessage to the peer.

• OpenFail—The local routing device did not receive an acknowledgment of a BGP openmessage
from the peer.

• RecvKeepAlive—The local routing device received a BGP keepalive message from the peer.

• RecvNotify—The local routing device received a BGP notification message from the peer.

• RecvOpen—The local routing device received a BGP openmessage from the peer.

• RecvUpdate—The local routing device received a BGP update message from the peer.

• Start—The peering session started.

• Stop—The peering session stopped.

• TransportError—A TCP error occurred.

Last event

Last error that occurred in the BGP session:

• Cease—An error occurred, such as a version mismatch, that caused the session to close.

• Finite StateMachine Error—In setting up the session, BGP received amessage that it did not
understand.

• Hold Time Expired—The session's hold time expired.

• Message Header Error—The header of a BGPmessage wasmalformed.

• OpenMessage Error—A BGP openmessage contained an error.

• None—No errors occurred in the BGP session.

• UpdateMessage Error—A BGP update message contained an error.

Last error

Name of the export policy that is configured on the peer.Export

Name of the import policy that is configured on the peer.Import
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Configured BGP options:

• AddressFamily—Configured address family: inet or inet-vpn.

• AutheKeyChain—Authentication key change is enabled.

• DropPathAttributes—Certain path attributes are configured to be dropped from neighbor updates
during inbound processing.

• GracefulRestart—Graceful restart is configured.

• HoldTime—Hold time configured with the hold-time statement. The hold time is three times the
interval at which keepalive messages are sent.

• IgnorePathAttributes—Certain path attributes are configured to be ignored in neighbor updates
during inbound processing.

• Local Address—Address configured with the local-address statement.

• Multihop—Allow BGP connections to external peers that are not on a directly connected network.

• NLRI—Configured MBGP state for the BGP group:multicast, unicast, or both if you have configured
nlri any.

• Peer AS—Configured peer autonomous system (AS).

• Preference—Preference value configured with the preference statement.

• Refresh—Configured to refresh automatically when the policy changes.

• Rib-group—Configured routing table group.

Options

Path attribute codes that are dropped from neighbor updates.Path-attributes
dropped

Path attribute codes that are ignored during neighbor updates.Path-attributes ignored

(appears only if the authentication-keychain statement has been configured) Name of the
authentication keychain enabled.

Authentication key
change

(appears only if the authentication-algorithm statement has been configured) Type of authentication
algorithm enabled: hmac ormd5.

Authentication
algorithm

Names of configured address families for the VPN.Address families
configured

Address of the local routing device.Local Address

Options associated with the remove-private statement.Remove-privateoptions

Hold time configuredwith the hold-time statement. The hold time is three times the interval at which
keepalive messages are sent.

Holdtime

Flags related to labeled-unicast:

• TrafficStatistics—Collection of statistics for labeled-unicast traffic is enabled.

Flags for NLRI
inet-label-unicast
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Information about labeled-unicast traffic statistics:

• Options—Options configured for collecting statistics about labeled-unicast traffic.

• File—Name and location of statistics log files.

• size—Size of all the log files, in bytes.

• files—Number of log files.

Traffic statistics

Time between sample periods for labeled-unicast traffic statistics, in seconds.Traffic Statistics
Interval

Preference value configured with the preference statement.Preference

Time for which the route is available in Junos OS routing table before it is exported to BGP. This field
is displayed in the output only if the out-delay parameter is configured to a non-zero value.

Outbound Timer

Number of times the BGP session has gone down and then come back up.Number of flaps

Router identifier of the peer.Peer ID

Index number for the BGPpeer group. The index number differentiates between groupswhen a single
BGP group is split because of different configuration options at the group and peer levels.

Group index

Index that is unique within the BGP group to which the peer belongs.Peer index

Router identifier of the local routing device.Local ID

Name of the interface on the local routing device.Local Interface

Hold time that the local routing device negotiated with the peer.Active holdtime

Keepalive interval, in seconds.Keepalive Interval

Status of BFD failure detection.BFD

Name of directly connected interface over which direct EBGP peering is established.Local Address

Names of address families configured for restart.NLRI for restart
configured on peer

Address families supported by the peer: unicast ormulticast.NLRI advertisedbypeer

Address families being used for this session.NLRI for this session

Remote peer’s ability to send and request full route table readvertisement (route refresh capability).
For more information, see RFC 2918, Route Refresh Capability for BGP-4.

Peer supports Refresh
capability

Configured time allowed for restart on the neighbor.Restart timeconfigured
on peer
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

When graceful restart is negotiated, the maximum time allowed to hold routes from neighbors after
the BGP session has gone down.

Stale routes from peer
are kept for

Graceful restart restarter-mode is disabled on the peer.Peer does not support
Restarter functionality

Graceful restart helper-mode is disabled on the peer.Peer does not support
Receiver functionality

Restart time requested by this neighbor during capability negotiation.Restart time requested
by this peer

When this field appears, the BGP speaker has restarted (Restarting), and this peer should not wait
for the end-of-ribmarker from the speaker before advertising routing information to the speaker.

Restart flag received
from the peer

Neighbor supports graceful restart for this address family.NLRI thatpeer supports
restart for

Neighbor supporting this address family saves all forwarding states.NLRI peer can save
forwarding state

Neighbor saves all forwarding states for this address family.NLRI that peer saved
forwarding for

Router supports graceful restart for this address family.NLRI that restart is
negotiated for

Address families for which end-of-routing-table markers are received from the neighbor.NLRI of received
end-of-ribmarkers

Address families for which end-of-routing-table markers are sent to the neighbor.NLRI of all end-of-rib
markers sent

Peer understands 4-byte AS numbers in BGPmessages. The peer is running Junos OS Release 9.1 or
later.

Peer supports4byteAS
extension (peer-as 1)

Appears in the command output of the local router if the downstream peer is configured to receive
multiple BGP routes to a single destination, instead of only receiving the active route.

Possible value is inet-unicast.

NLRIs for which peer
can receivemultiple
paths

Appears in the commandoutput of the local router if the upstreampeer is configured to sendmultiple
BGP routes to a single destination, instead of only sending the active route.

Possible value is inet-unicast.

NLRIs for which peer
can sendmultiple
paths: inet-unicast
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Information about the routing table:

• RIB State—BGP is in the graceful restart process for this routing table: restart is complete or restart
in progress.

• Bit—Number that represents the entry in the routing table for this peer.

• Send state—State of the BGP group: in sync, not in sync, or not advertising.

• Active prefixes—Number of prefixes received from the peer that are active in the routing table.

• Received prefixes—Total number of prefixes from the peer, both active and inactive, that are in the
routing table.

• Accepted prefixes—Total number of prefixes from the peer that have been accepted by a routing
policy.

• Suppressed due to damping—Number of routes currently inactive because of damping or other
reasons. These routes do not appear in the forwarding table and are not exported by routing
protocols.

Table inet.number

Last time any traffic was received from the peer or sent to the peer, and the last time the local routing
device checked.

Last traffic (seconds)

Messages thatBGPhas received fromthe receive socketbuffer, showing the total numberofmessages,
number of update messages, number of times a policy is changed and refreshed, and the buffer size
in octets. The buffer size is 16 KB.

Inputmessages

Messages that BGP haswritten to the transmit socket buffer, showing the total number ofmessages,
number of update messages, number of times a policy is changed and refreshed, and the buffer size
in octets. The buffer size is 16 KB.

Outputmessages

Information about dropped path attributes:

• Code—Path attribute code.

• Count—Path attribute count.

Input dropped path
attributes

Information about ignored path attributes:

• Code—Path attribute code.

• Count—Path attribute count.

Input ignored path
attributes

Number of BGP packets that are queued to be transmitted to a particular neighbor for a particular
routing table. Output queue 0 is for unicast NLRIs, and queue 1 is for multicast NLRIs.

Output queue

Configured tracing of BGP protocol packets and operations.Trace options

Name of the file to receive the output of the tracing operation.Trace file

(orf option only) Number of outbound-route filters received for each configured address family.

NOTE: The counter is cumulative. For example, the counter is increased after the remote peer either
resends or clears the outbound route filtering prefix list.

Filter Updates recv
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Table 154: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

(orf option only) Number of route updates received with the immediate flag set. The immediate flag
indicates that the BGP peer should readvertise the updated routes.

NOTE: The counter is cumulative. For example, the counter is increased after the remote peer either
resends or clears the outbound route filtering prefix list.

Immediate

(orf option only) Type of prefix filter received: prefix-based or extended-community.Filter

(orf option only) List of received filters displayed.Received filter entries

(orf option only) Numerical order assigned to this prefix entry among all the received outbound route
filter prefix entries.

seq

(orf option only) Address for the prefix entry that matches the filter.prefix

(orf option only) Minimum prefix length, in bits, required to match this prefix.minlength

(orf option only) Maximum prefix length, in bits, required to match this prefix.maxlength

(orf option only) For this prefix match, whether to permit or deny route updates.match

Sample Output

show bgp neighbor

user@host > show bgp neighbor
Peer: 10.255.7.250+179 AS 10   Local: 10.255.7.248+63740 AS 10
  Type: Internal    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ redist_static ]
  Options: <Preference LocalAddress PeerAS Refresh>
  Local Address: 10.255.7.248 Holdtime: 90 Preference: 170 Outbound Timer: 50
  Number of flaps: 0
  Peer ID: 10.255.7.250    Local ID: 10.255.7.248      Active Holdtime: 90
  Keepalive Interval: 30         Group index: 0    Peer index: 0
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 10)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            1

1809Copyright © 2014, Juniper Networks, Inc.

Chapter 21: Administration



    Accepted prefixes:            1
    Suppressed due to damping:    0
    Advertised prefixes:          1
  Last traffic (seconds): Received 9    Sent 5    Checked 5
  Input messages:  Total 36     Updates 2       Refreshes 0     Octets 718
  Output messages: Total 37     Updates 1       Refreshes 0     Octets 796
  Output Queue[0]: 0

Peer: 10.255.162.214+52193 AS 100 Local: 10.255.167.205+179 AS 100  
   Type: Internal    State: Established  (route reflector client)Flags: <Sync>
   Last State: OpenConfirm   Last Event: RecvKeepAlive
   Last Error: None
   Options: <Preference LocalAddress Cluster AddressFamily Rib-group Refresh>
   Address families configured: inet-unicast inet-vpn-unicast route-target
   Local Address: 10.255.167.205 Holdtime: 90 Preference: 170
   Number of flaps: 0
   Peer ID: 10.255.162.214  Local ID: 10.255.167.205    Active Holdtime: 90
   Keepalive Interval: 30         Group index: 0    Peer index: 1   

show bgp neighbor (CLNS)

user@host> show bgp neighbor
Peer: 10.245.245.1+179 AS 200  Local: 10.245.245.3+3770 AS 100  
  Type: External    State: Established    Flags: <ImportEval Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Multihop Preference LocalAddress HoldTime AddressFamily PeerAS     
Rib-group Refresh>
  Address families configured: iso-vpn-unicast
  Local Address: 10.245.245.3 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.245.245.1     Local ID: 10.245.245.3     Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  NLRI advertised by peer: iso-vpn-unicast
  NLRI for this session: iso-vpn-unicast
  Peer supports Refresh capability (2)
  Table bgp.isovpn.0 Bit: 10000
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:              3
    Received prefixes:            3
    Suppressed due to damping:    0
    Advertised prefixes:          3
  Table aaaa.iso.0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: not advertising
    Active prefixes:              3
    Received prefixes:            3
    Suppressed due to damping:    0
  Last traffic (seconds): Received 6    Sent 5    Checked 5   
  Input messages:  Total 1736   Updates 4       Refreshes 0     Octets 33385
  Output messages: Total 1738   Updates 3       Refreshes 0     Octets 33305
  Output Queue[0]: 0
  Output Queue[1]: 0

show bgp neighbor (Layer 2 VPN)

user@host> show bgp neighbor
Peer: 10.69.103.2     AS 65100 Local: 10.69.103.1     AS 65103
  Type: External    State: Active         Flags: <ImportEval>
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  Last State: Idle          Last Event: Start
  Last Error: None
  Export: [ BGP-INET-import ] 
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily   PeerAS
 Refresh>
  Address families configured: inet-unicast
  Local Address: 10.69.103.1 Holdtime: 90 Preference: 170
  Number of flaps: 0
Peer: 10.69.104.2     AS 65100 Local: 10.69.104.1     AS 65104
  Type: External    State: Active         Flags: <ImportEval>
  Last State: Idle          Last Event: Start
  Last Error: None
  Export: [ BGP-L-import ] 
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily PeerAS
 Refresh>
  Address families configured: inet-labeled-unicast
  Local Address: 10.69.104.1 Holdtime: 90 Preference: 170
  Number of flaps: 0
Peer: 10.255.14.182+179 AS 69    Local: 10.255.14.176+2131 AS 69   
  Type: Internal    State: Established    Flags: <ImportEval>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily 
  Rib-group Refresh>
  Address families configured: inet-vpn-unicast l2vpn
  Local Address: 10.255.14.176 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.255.14.182    Local ID: 10.255.14.176    Active Holdtime: 90
  Keepalive Interval: 30
  NLRI for restart configured on peer: inet-vpn-unicast l2vpn
  NLRI advertised by peer: inet-vpn-unicast l2vpn
  NLRI for this session: inet-vpn-unicast l2vpn
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-vpn-unicast l2vpn
  NLRI peer can save forwarding state: inet-vpn-unicast l2vpn
  NLRI that peer saved forwarding for: inet-vpn-unicast l2vpn
  NLRI that restart is negotiated for: inet-vpn-unicast l2vpn
  NLRI of received end-of-rib markers: inet-vpn-unicast l2vpn
  Table bgp.l3vpn.0 Bit: 10000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            10
    Received prefixes:          10
    Suppressed due to damping:  0
  Table bgp.l2vpn.0 Bit: 20000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table BGP-INET.inet.0 Bit: 30000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
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    Suppressed due to damping:  0
  Table BGP-L.inet.0 Bit: 40000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table LDP.inet.0 Bit: 50000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table OSPF.inet.0 Bit: 60000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table RIP.inet.0 Bit: 70000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table STATIC.inet.0 Bit: 80000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table L2VPN.l2vpn.0 Bit: 90000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Last traffic (seconds): Received 0    Sent 0    Checked 0   
  Input messages:  Total 14     Updates 13      Refreshes 0     Octets 1053
  Output messages: Total 3      Updates 0       Refreshes 0     Octets 105
  Output Queue[0]: 0
  Output Queue[1]: 0
  Output Queue[2]: 0
  Output Queue[3]: 0
  Output Queue[4]: 0
  Output Queue[5]: 0
  Output Queue[6]: 0
  Output Queue[7]: 0
  Output Queue[8]: 0

show bgp neighbor (Layer 3 VPN)

user@host> show bgp neighbor
Peer: 4.4.4.4+179     AS 10045 Local: 5.5.5.5+1214    AS 10045
  Type: Internal    State: Established    Flags: <ImportEval>
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  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ match-all ] Import: [ match-all ]
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily 
   Rib-group Refresh>
  Address families configured: inet-vpn-unicast
  Local Address: 5.5.5.5 Holdtime: 90 Preference: 170
  Flags for NLRI inet-labeled-unicast: TrafficStatistics
  Traffic Statistics: Options: all File: /var/log/bstat.log
                                         size 131072 files 10
  Traffic Statistics Interval: 60
  Number of flaps: 0
  Peer ID: 192.168.1.110    Local ID: 192.168.1.111    Active Holdtime: 90
  Keepalive Interval: 30
  NLRI for restart configured on peer: inet-vpn-unicast
  NLRI advertised by peer: inet-vpn-unicast
  NLRI for this session: inet-vpn-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-vpn-unicast
  NLRI peer can save forwarding state: inet-vpn-unicast
  NLRI that peer saved forwarding for: inet-vpn-unicast
  NLRI that restart is negotiated for: inet-vpn-unicast
  NLRI of received end-of-rib markers: inet-vpn-unicast
  NLRI of all end-of-rib markers sent: inet-vpn-unicast
  Table bgp.l3vpn.0 Bit: 10000
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table vpn-green.inet.0 Bit: 20001
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Last traffic (seconds): Received 15   Sent 20   Checked 20  
  Input messages:  Total 40     Updates 2       Refreshes 0     Octets 856
  Output messages: Total 44     Updates 2       Refreshes 0     Octets 1066
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options: detail packets
  Trace file: /var/log/bgpgr.log size 131072 files 10

show bgp neighbor neighbor-address

user@host> show bgp neighbor 192.168.1.111
Peer: 10.255.245.12+179 AS 35  Local: 10.255.245.13+2884 AS 35   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference LocalAddress HoldTime Cluster AddressFamily Rib-group 
  Refresh>
  Address families configured: inet-vpn-unicast inet-labeled-unicast
  Local Address: 10.255.245.13 Holdtime: 90 Preference: 170
  Flags for NLRI inet-vpn-unicast: AggregateLabel
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  Flags for NLRI inet-labeled-unicast: AggregateLabel
  Number of flaps: 0
  Peer ID: 10.255.245.12    Local ID: 10.255.245.13    Active Holdtime: 90
  Keepalive Interval: 30
BFD: disabled
  NLRI advertised by peer: inet-vpn-unicast inet-labeled-unicast
  NLRI for this session: inet-vpn-unicast inet-labeled-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 300 
  Stale routes from peer are kept for: 60 
  Restart time requested by this peer: 300 
  NLRI that peer supports restart for: inet-unicast inet6-unicast 
  NLRI that restart is negotiated for: inet-unicast inet6-unicast 
  NLRI of received end-of-rib markers: inet-unicast inet6-unicast 
  NLRI of all end-of-rib markers sent: inet-unicast inet6-unicast 
  Table inet.0 Bit: 10000
    RIB State: restart is complete 
    Send state: in sync
    Active prefixes: 4
    Received prefixes: 6
    Suppressed due to damping: 0
  Table inet6.0 Bit: 20000
    RIB State: restart is complete 
    Send state: in sync
    Active prefixes: 0
    Received prefixes: 2
    Suppressed due to damping: 0
  Last traffic (seconds): Received 3    Sent 3    Checked 3   
  Input messages:  Total 9      Updates 6       Refreshes 0     Octets 403
  Output messages: Total 7      Updates 3       Refreshes 0     Octets 365
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options: detail packets
  Trace file: /var/log/bgpgr size 131072 files 10

show bgp neighbor neighbor-address

user@host> show bgp neighbor 192.168.4.222
Peer: 192.168.4.222+4902 AS 65501 Local: 192.168.4.221+179 AS 65500
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Cease
  Export: [ export-policy ] Import: [ import-policy ]
  Options: <Preference HoldTime AddressFamily PeerAS PrefixLimit Refresh>
  Address families configured: inet-unicast inet-multicast
  Holdtime: 60000 Preference: 170
  Number of flaps: 4
  Last flap event: RecvUpdate
  Error: 'Cease' Sent: 5 Recv: 0
  Peer ID: 10.255.245.6     Local ID: 10.255.245.5     Active Holdtime: 60000
  Keepalive Interval: 20000      Peer index: 0   
  BFD: disabled, down
  Local Interface: fxp0.0                           
  NLRI advertised by peer: inet-unicast inet-multicast
  NLRI for this session: inet-unicast inet-multicast
  Peer supports Refresh capability (2)
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              8
    Received prefixes:            10
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    Accepted prefixes:            10
    Suppressed due to damping:    0
    Advertised prefixes:          3
  Table inet.2 Bit: 20000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 357  Sent 357  Checked 357 
  Input messages:  Total 4 Updates 2  Refreshes 0  Octets 211
  Output messages: Total 4 Updates 1  Refreshes 0  Octets 147
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options:  all
  Trace file: /var/log/bgp size 10485760 files 10

show bgp neighbor orf neighbor-address detail

user@host > show bgp neighbor orf 192.168.165.56 detail
Peer: 192.168.165.56+179 Type: External   
  Group: ext1

  inet-unicast
    Filter updates recv:          1 Immediate:          1
    Filter: prefix-based  receive  
      Received filter entries:
        seq 1: prefix 2.2.2.2/32: minlen 32: maxlen 32: match deny: 

  inet6-unicast
    Filter updates recv:          0 Immediate:          1
    Filter: prefix-based  receive
      Received filter entries:
        *:*
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show log

Syntax show log
<filename | user <username>>

Syntax (QFabric
System)

show log filename
<device-type (device-id | device-alias)>

Syntax (TXMatrix
Routers)

show log
<all-lcc | lcc number | scc>
<filename | user <username>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option device-type (device-id | device-alias) is introduced in Junos OS Release 13.1 for

the QFX Series.

Description List log files, display log file contents, or display information about userswhohave logged

in to the router or switch.

Options none—List all log files.

<all-lcc | lccnumber | scc>—(TXMatrix routersonly)(Optional)Display logging information

about all T640 routers (or line-card chassis) or a specific T640 router (replace

numberwith a value from 0 through 3) connected to a TXMatrix router. Or, display

logging information about the TXMatrix router (or switch-card chassis).

device-type—(QFabric system only) (Optional) Display logmessages for only one of the

following device types:

• director-device—Display logs for Director devices.

• infrastructure-device—Display logs for the logical components of the QFabric

system infrastructure, including the diagnostic Routing Engine, fabric control

Routing Engine, fabric manager Routing Engine, and the default network Node

group and its backup (NW-NG-0 and NW-NG-0-backup).

• interconnect-device—Display logs for Interconnect devices.

• node-device—Display logs for Node devices.

NOTE: If you specify the device-type optional parameter, youmust also

specify either the device-id or device-alias optional parameter.

(device-id | device-alias)—If a device type is specified, display logs for a device of that

type. Specify either the device ID or the device alias (if configured).
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filename—(Optional) Display the log messages in the specified log file. For the routing

matrix, the filenamemust include the chassis information.

NOTE: The filename parameter is mandatory for the QFabric system. If
you did not configure a syslog filename, specify the default filename of
messages.

user<username>—(Optional)Display logging information about userswhohave recently

logged in to the router or switch. If you include username, display logging information

about the specified user.

Required Privilege
Level

trace

List of Sample Output show log on page 1817
show log filename on page 1817
show log filename (QFabric System) on page 1818
show log user on page 1818

Sample Output

show log

user@host> show log
total 57518
-rw-r--r--  1 root  bin      211663 Oct  1 19:44 dcd
-rw-r--r--  1 root  bin      999947 Oct  1 19:41 dcd.0
-rw-r--r--  1 root  bin      999994 Oct  1 17:48 dcd.1
-rw-r--r--  1 root  bin      238815 Oct  1 19:44 rpd
-rw-r--r--  1 root  bin     1049098 Oct  1 18:00 rpd.0
-rw-r--r--  1 root  bin     1061095 Oct  1 12:13 rpd.1
-rw-r--r--  1 root  bin     1052026 Oct  1 06:08 rpd.2
-rw-r--r--  1 root  bin     1056309 Sep 30 18:21 rpd.3
-rw-r--r--  1 root  bin     1056371 Sep 30 14:36 rpd.4
-rw-r--r--  1 root  bin     1056301 Sep 30 10:50 rpd.5
-rw-r--r--  1 root  bin     1056350 Sep 30 07:04 rpd.6
-rw-r--r--  1 root  bin     1048876 Sep 30 03:21 rpd.7
-rw-rw-r--  1 root  bin       19656 Oct  1 19:37 wtmp

show log filename

user@host> show log rpd
Oct  1 18:00:18 trace_on: Tracing to ?/var/log/rpd? started
Oct  1 18:00:18 EVENT <MTU> ds-5/2/0.0 index 24 <Broadcast PointToPoint Multicast
Oct  1 18:00:18
Oct  1 18:00:19 KRT recv len 56 V9 seq 148 op add Type route/if af 2 addr 
13.13.13.21 nhop type local nhop 13.13.13.21
Oct  1 18:00:19 KRT recv len 56 V9 seq 149 op add Type route/if af 2 addr 
13.13.13.22 nhop type unicast nhop 13.13.13.22
Oct  1 18:00:19 KRT recv len 48 V9 seq 150 op add Type ifaddr index 24 devindex 
43
Oct  1 18:00:19 KRT recv len 144 V9 seq 151 op chnge Type ifdev devindex 44
Oct  1 18:00:19 KRT recv len 144 V9 seq 152 op chnge Type ifdev devindex 45
Oct  1 18:00:19 KRT recv len 144 V9 seq 153 op chnge Type ifdev devindex 46
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Oct  1 18:00:19 KRT recv len 1272 V9 seq 154 op chnge Type ifdev devindex 47
...

show log filename (QFabric System)

user@qfabric> show logmessages
Mar 28 18:00:06 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:06 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 2159)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 2191)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 242726)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 242757)
Mar 28 18:00:16 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:16 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:27 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:27 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:55 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:55 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:01:10 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:01:10 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:02:37 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:02:37 ED1491
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 33809)

show log user

user@host> show log user
darius   mg2546                    Thu Oct  1 19:37   still logged in
darius   mg2529                    Thu Oct  1 19:08 - 19:36  (00:28)
darius   mg2518                    Thu Oct  1 18:53 - 18:58  (00:04)
root     mg1575                    Wed Sep 30 18:39 - 18:41  (00:02)
root     ttyp2    jun.site.per    Wed Sep 30 18:39 - 18:41  (00:02)
alex     ttyp1    192.168.1.2      Wed Sep 30 01:03 - 01:22  (00:19)
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show (ospf | ospf3) overview

Syntax show (ospf | ospf3) overview
<brief | extensive>
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | ospf3) overview
<brief | extensive>
<instance instance-name>

Release Information Command introduced in Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Database protection introduced in Junos 10.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Open Shortest Path First (OSPF) overview information.

Options none—Display standard information about all OSPF neighbors for all routing instances.

brief | extensive—(Optional) Display the specified level of output.

instance instance-name—(Optional)DisplayallOSPF interfacesunder thenamed routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(Optional) (OSPFv3 only) Display

information about the specified OSPFv3 realm, or address family. Use the realm

option to specify an address family for OSPFv3 other than IPv6 unicast, which is the

default.

Required Privilege
Level

view

List of Sample Output show ospf overview on page 1821
show ospf overview (With Database Protection) on page 1822
show ospf3 overview (With Database Protection) on page 1822
show ospf overview extensive on page 1822

Output Fields Table 155onpage 1819 lists theoutput fields for the showospfoverviewcommand.Output

fields are listed in the approximate order in which they appear.

Table 155: show ospf overviewOutput Fields

Level of OutputField DescriptionField name

All levelsOSPF routing instance.Instance
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Table 155: show ospf overviewOutput Fields (continued)

Level of OutputField DescriptionField name

All levelsRouter ID of the routing device.Router ID

All levelsRoute table index.Route table index

All levelsOverload capability is enabled. If the overload timer is also configured, display
the time that remains before it is set to expire. This field is not displayed after
the timer expires.

Configured
overload

All levelsTopology identifier.Toplogy

All levelsNumber of prefixes exported into OSPF.Prefix export count

All levelsNumber of complete Shortest Path First calculations.Full SPF runs

All levelsDelay before performing consecutive Shortest Path First calculations.SPF delay

All levelsDelay before performing additional Shortest Path First (SPF) calculations after
the maximum number of consecutive SPF calculations is reached.

SPF holddown

All levelsMaximum number of Shortest Path First calculations that can be performed in
succession before the hold-down timer begins.

SPF rapid runs

All levelsRefresh period for link-state advertisement (in minutes).LSA refresh time

All levelsCurrent state of database protection.Database
protection state

All levelsThreshold atwhich awarningmessage is logged (percentage ofmaximumLSA
count).

Warning threshold

All levelsNumber of LSAs whose router ID is not equal to the local router ID: Current,
Warning (threshold), and Allowed.

Non self-generated
LSAs

All levelsHow long the database has been in the ignore state.Ignore time

All levelsHow long the databasemust stay out of the ignore or isolated state before it
returns to normal operations.

Reset time

All levelsNumberof times thedatabasehasbeen in the ignore state:CurrentandAllowed.Ignore count

All levelsGraceful restart capability: enabled or disabled.Restart

All levelsTime period for complete reacquisition of OSPF neighbors.Restart duration

All levelsTimeperiod forwhich theneighbors shouldconsider the restarting routingdevice
as part of the topology.

Restart grace
period
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Table 155: show ospf overviewOutput Fields (continued)

Level of OutputField DescriptionField name

All levels(OSPFv2) Standard graceful restart helper capability (based on RFC 3623):
enabled or disabled.

Graceful restart
helper mode

All levels(OSPFv2) Restart signaling-based graceful restart helper capability (based on
RFC 4811, RFC 4812, and RFC 4813): enabled or disabled.

Restart-signaling
helper mode

All levels(OSPFv3) Graceful restart helper capability: enabled or disabled.Helper mode

extensiveOSPF-specific trace options.Trace options

extensiveName of the file to receive the output of the tracing operation.Trace file

All levelsArea number. Area 0.0.0.0 is the backbone area.Area

All levelsStub type of area: Normal Stub, Not Stub, or Not so Stubby Stub.Stub type

All levelsType of authentication: None, Password, orMD5.

NOTE: The Authentication Type field refers to the authentication configured at
the [edit protocols ospf area area-id] level. Any authentication configured for an
interface in this area will not affect the value of this field.

Authentication
Type

All levelsNumber of area border routers.Area border routers

All levelsNumber of autonomous system boundary routers.Neighbors

Sample Output

show ospf overview

user@host> show ospf overview
Instance: master
    Router ID: 10.255.245.6
    Route table index: 0
   Configured overload, expires in 118 seconds
    LSA refresh time: 50 minutes
  Restart: Enabled
     Restart duration: 20 sec
     Restart grace period: 40 sec
     Helper mode: enabled
  Area: 0.0.0.0
      Stub type: Not Stub
      Authentication Type: None
      Area border routers: 0, AS boundary routers: 0
      Neighbors
        Up (in full state): 0
    Topology: default (ID 0)
      Prefix export count: 0
      Full SPF runs: 1
      SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3
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show ospf overview (With Database Protection)

user@host> show ospf overview
Instance: master
  Router ID: 10.255.112.218
  Route table index: 0
  LSA refresh time: 50 minutes
  Traffic engineering
  Restart: Enabled
    Restart duration: 180 sec
    Restart grace period: 210 sec
    Graceful restart helper mode: Enabled
    Restart-signaling helper mode: Enabled
  Database protection state: Normal
    Warning threshold: 70 percent
    Non self-generated LSAs: Current 582, Warning 700, Allowed 1000
    Ignore time: 30, Reset time: 60
    Ignore count: Current 0, Allowed 1
  Area: 0.0.0.0
    Stub type: Not Stub
    Authentication Type: None
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 160
  Topology: default (ID 0)
    Prefix export count: 0
    Full SPF runs: 70
    SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3
    Backup SPF: Not Needed

show ospf3 overview (With Database Protection)

user@host> show ospf3 overview
Instance: master
  Router ID: 10.255.112.128
  Route table index: 0
  LSA refresh time: 50 minutes
  Database protection state: Normal
    Warning threshold: 80 percent
    Non self-generated LSAs: Current 3, Warning 8, Allowed 10
    Ignore time: 30, Reset time: 60
    Ignore count: Current 0, Allowed 2
  Area: 0.0.0.0
    Stub type: Not Stub
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 1
  Topology: default (ID 0)
    Prefix export count: 0
    Full SPF runs: 7
    SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3
    Backup SPF: Not Needed

show ospf overview extensive

user@host> show ospf overview extensive
Instance: master
  Router ID: 1.1.1.103
  Route table index: 0
  Full SPF runs: 13, SPF delay: 0.200000 sec
  LSA refresh time: 50 minutes
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  Restart: Disabled
  Trace options: lsa
  Trace file: /var/log/ospf size 131072 files 10
  Area: 0.0.0.0
    Stub type: Not Stub
    Authentication Type: None
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 1

Operational Mode Commands for VRRP

• show vrrp
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show vrrp

Syntax show vrrp
<brief | detail | extensive | summary>
<interface interface-name>
<track interfaces>

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information and status about VRRP groups.

Options none—(Same as brief) Display brief status information about all VRRP interfaces.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display information and status about the specified

VRRP interface.

track interfaces—(Optional)Display information and status aboutVRRP track interfaces.

Required Privilege
Level

view

Related
Documentation

Configuring VRRP for IPv6 (CLI Procedure)•

List of Sample Output show vrrp on page 1829
show vrrp brief on page 1829
show vrrp detail (IPv6) on page 1829
show vrrp detail (Route Track) on page 1830
show vrrp extensive on page 1830
show vrrp interface on page 1831
show vrrp summary on page 1832
show vrrp track detail on page 1832
show vrrp track summary on page 1833

Output Fields Table 156 on page 1824 lists the output fields for the show vrrp command. Output fields

are listed in the approximate order in which they appear.

Table 156: show vrrp Output Fields

Level of OutputField DescriptionField Name

none, brief, extensive,
summary

Name of the logical interface.Interface

extensivePhysical interface index number, which reflects its initialization sequence.Interface index

extensiveTotal number of VRRP groups configured on the interface.Groups

Copyright © 2014, Juniper Networks, Inc.1824

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 156: show vrrp Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveTotal number of VRRP groups that are active (that is, whose interface state is
either up or down).

Active

extensiveNonerrored statistics for the logical interface:

• Advertisement sent—Number of VRRP advertisement protocol data units
(PDUs) that the interface has transmitted.

• Advertisement received—Number of VRRP advertisement PDUs received by
the interface.

• Packets received—Number of VRRPpackets received for VRRPgroups on the
interface.

• Nogroupmatchreceived—NumberofVRRPpackets received forVRRPgroups
that do not exist on the interface.

Interface VRRP
PDU statistics

extensiveErrored statistics for the logical interface:

• Invalid IPAH next type received—Number of packets received that use the IP
Authentication Header protocol (IPAH) and that do not encapsulate VRRP
packets.

• Invalid VRRP ttl value received—Number of packets received whose IP time-
to-live (TTL) value is not 255.

• Invalid VRRP version received—Number of packets received whose VRRP
version is not 2.

• Invalid VRRP pdu type received—Number of packets received whose VRRP
PDU type is not 1.

• InvalidVRRPauthenticationtypereceived—Numberofpackets receivedwhose
VRRP authentication is not none, simple, or md5.

• Invalid VRRP IP count received—Number of packets received whose VRRP IP
count exceeds 8.

• Invalid VRRP checksum received—Number of packets received whose VRRP
checksum does not match the calculated value.

Interface VRRP
PDU error statistics

detail, extensiveName of the physical interface.Physical interface

All levelsLogical unit number.Unit

none, brief, detail,
extensive

Address of the physical interface.Address

detail, extensivePhysical interface index number, which reflects its initialization sequence.Index

detail, extensiveSNMP index number for the physical interface.SNMP ifIndex

detail, extensiveStatus of VRRP traps: Enabled or Disabled.VRRP-Traps
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Table 156: show vrrp Output Fields (continued)

Level of OutputField DescriptionField Name

none, brief, summaryIdentifier for the address and the address itself:

• lcl—Configured local interface address.

• mas—Address of the master virtual router. This address is displayed only
when the local interface is acting as a backup router.

• vip—Configured virtual IP addresses.

Type and Address

none, brief, extensive,
summary

State of the physical interface:

• down—The device is present and the link is unavailable.

• not present—The interface is configured, but no physical device is present.

• unknown—The VRRP process has not had time to query the kernel about the
state of the interface.

• up—The device is present and the link is established.

Interface state or
Int state

none, brief, extensive,
summary

VRRP group number.Group

extensiveVRRP state:

• backup—The interface is acting as the backup router interface.

• bringup—VRRP is just starting, and the physical device is not yet present.

• idle—VRRP isconfiguredon the interfaceand isdisabled.This canoccurwhen
VRRP is first enabled on an interface whose link is established.

• initializing—VRRP is initializing.

• master—The interface is acting as the master router interface.

• transition—The interface is changing between being the backup and being
the master router.

State

detail, extensiveConfigured VRRP priority for the interface.Priority

detail, extensiveConfigured VRRP advertisement interval.Advertisement
interval

detail, extensiveConfigured VRRP authentication type: none, simple, ormd5.Authenticationtype

detail, extensiveWhether preemption is allowed on the interface: yes or no.Preempt

detail, extensiveWhether the interface is configured to accept packets destined for the virtual
IP address: yes or no.

Accept-datamode

detail, extensiveNumber of virtual IP addresses that have been configured on the interface.VIP count

detail, extensiveList of virtual IP addresses configured on the interface.VIP

detail, extensiveTime until the advertisement timer expires.Advertisement
timer
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Table 156: show vrrp Output Fields (continued)

Level of OutputField DescriptionField Name

detail, extensiveIP address of the interface that is acting as the master. If the VRRP interface is
down, the output is N/A.

Master router

detail, extensiveTime that the virtual router has been up.Virtual router
uptime

detail, extensiveTime that the master router has been up.Master router
uptime

detail, extensiveMAC address associated with the virtual IP address.Virtual MAC

detail, extensiveWhether tracking is enabled or disabled.Tracking

detail, extensiveCurrent operational priority for being the VRRPmaster.Current priority

detail, extensiveConfigured base priority for being the VRRPmaster.Configured priority

detail, extensiveMinimum time interval, in seconds, between successive changes to the current
priority. Disabled indicates nominimum interval.

Priority hold-time

detail(trackoption only)Displays the time remaining in thepriority hold-time interval.Remaining-time

detail extensiveWhether interface tracking is enabled or disabled. When enabled, the output
also displays the number of tracked interfaces.

Interface tracking

detail extensiveName of the tracked interface.Interface/Tracked
interface

detail, extensiveCurrent operational state of the tracked interface: up or down.Int state/Interface
state

detail, extensiveCurrent operational speed, in bits per second, of the tracked interface.Int speed/Speed

detail, extensiveOperational priority cost incurred due to the state and speed of this tracked
interface. This cost is applied to the configured priority to obtain the current
priority.

Incurred priority
cost

detail, extensiveSpeed belowwhich the corresponding priority cost is incurred. In other words,
when the speed of the interface drops below the threshold speed, the
corresponding priority cost is incurred.

An entry of downmeans that the corresponding priority cost is incurred when
the interface is down.

Threshold

detail, extensiveWhether route tracking is enabled or disabled. When enabled, the output also
displays the number of tracked routes.

Route tracking

detail, extensiveThe number of routes being tracked.Route count
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Table 156: show vrrp Output Fields (continued)

Level of OutputField DescriptionField Name

detail, extensiveThe IP address of the route being tracked.Route

detail, extensiveThe VPN routing and forwarding (VRF) routing instance that the tracked route
is in.

VRF name

detail, extensiveThe state of the route being tracked: up, down, or unknown.Route state

detail, extensiveConfigured priority cost. This value is incurred when the interface speed drops
below the corresponding threshold or when the tracked route goes down.

Priority cost

detail, extensiveWhether the threshold is active (*). If the threshold is active, the corresponding
priority cost is incurred.

Active

extensiveNumber of VRRP advertisements sent and received by the group.Group VRRP PDU
statistics

extensiveErrored statistics for the VRRP group:

• Bad authentication type received—Number of VRRP PDUs received with an
invalid authentication type. The received authentication can be none, simple,
ormd5 andmust be the same for all routers in the VRRP group.

• Bad password received—Number of VRRP PDUs received with an invalid key
(password). The password for simple authentication must be the same for
all routers in the VRRP group

• BadMD5digest received—Number of VRRPPDUs received forwhich theMD5
digest computed from theVRRPPDUdiffers from the digest expected by the
VRRP instance configured on the router.

• Bad advertisement timer received—Number of VRRP PDUs received with an
advertisement time interval that is inconsistent with the one in use among
the routers in the VRRP group.

• Bad VIP count received—Number of VRRP PDUs whose virtual IP address
counts differ from the count that has been configured on the VRRP instance.

• Bad VIPADDR received—Number of VRRP PDUs whose virtual IP addresses
differ from the list of virtual IP addresses configured on the VRRP instance.

Group VRRP PDU
error statistics

extensiveState transition statistics for the VRRP group:

• Idle tomaster transitions—Number of times that the VRRP instance
transitioned from the idle state to the master state.

• Idle to backup transitions—Number of times that the VRRP instance
transitioned from the idle state to the backup state.

• Backup tomaster transitions—Number of times that the VRRP instance
transitioned from the backup state to the master state.

• Master to backup transitions—Number of times that the VRRP instance
transitioned from themaster state to the backup state.

Group state
transition statistics

detailID of VlanVlan-id
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Table 156: show vrrp Output Fields (continued)

Level of OutputField DescriptionField Name

none, briefVRRP information:

• backup—The interface is acting as the backup router interface.

• bringup—VRRP is just starting, and the physical device is not yet present.

• idle—VRRP isconfiguredon the interfaceand isdisabled.This canoccurwhen
VRRP is first enabled on an interface whose link is established.

• initializing—VRRP is initializing.

• master—The interface is acting as the master router interface.

• transition—The interface is changing between being the backup and being
the master router.

VR state

none, briefVRRP timer information:

• A—Time, in seconds, until the advertisement timer expires.

• D—Time, in seconds, until the Master is Dead timer expires.

Timer

Sample Output

show vrrp

user@host> show vrrp
Interface         State        Group    VR state    Timer   Type  Address
ge-0/0/0.121      up               1     master      A 1.052  lcl   gec0::12:1:1:1

                                                           vip   ge80::12:1:1:99

                                                           vip   gec0::12:1:1:99
ge-0/0/2.131     up                1   master      A 0.364  lcl   gec0::13:1:1:1

                                                           vip   ge80::13:1:1:99

                                                           vip   gec0::13:1:1:99

show vrrp brief

Theoutput for the showvrrpbriefcommand is identical to that for the showvrrpcommand.

For sample output, see show vrrp on page 1829.

show vrrp detail (IPv6)

user@host> show vrrp detail
Physical interface: ge-0/0/0, Unit: 121, Vlan-id: 212, Address: gec0::12:1:1:1/120

  Index: 67, SNMP ifIndex: 45, VRRP-Traps: enabled
  Interface state: up, Group: 1, State: master
  Priority: 200, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 2, VIP: ge80::12:1:1:99, 
gec0::12:1:1:99
  Advertisement timer: 1.121s, Master router: ge80::12:1:1:1
  Virtual router uptime: 00:03:47, Master router uptime: 00:03:41
  Virtual MAC: 00:00:5e:00:02:01
  Tracking: disabled
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Physical interface: ge-0/0/2, Unit: 131, Vlan-id: 213, Address: gec0::13:1:1:1/120

  Index: 69, SNMP ifIndex: 47, VRRP-Traps: enabled
  Interface state: up, Group: 1, State: master
  Priority: 200, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 2, VIP: ge80::13:1:1:99, 
gec0::13:1:1:99
  Advertisement timer: 0.327s, Master router: ge80::13:1:1:1
  Virtual router uptime: 00:03:47, Master router uptime: 00:03:41
  Virtual MAC: 00:00:5e:00:02:01
  Tracking: disabled

show vrrp detail (Route Track)

user@host> show vrrp detail
Physical interface: ge-1/1/0, Unit: 0, Address: 30.30.30.30/24
  Index: 67, SNMP ifIndex: 379, VRRP-Traps: enabled
  Interface state: up, Group: 100, State: master
  Priority: 150, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 1, VIP: 30.30.30.100
  Advertisement timer: 1.218s, Master router: 30.30.30.30
  Virtual router uptime: 00:04:28, Master router uptime: 00:00:13
  Virtual MAC: 00:00:5e:00:01:64
  Tracking: enabled
    Current priority: 150, Configured priority: 150
    Priority hold-time: disabled
    Interface tracking: disabled
    Route tracking: enabled, Route count: 1
      Route                VRF name       Route state   Priority cost
      192.168.40.0/22      default        up            30

show vrrp extensive

user@host> show vrrp extensive
Interface: ge-0/0/0.121, Interface index: 67, Groups: 1, Active : 1
  Interface VRRP PDU statistics
    Advertisement sent                       :          188
    Advertisement received                   :            0
    Packets received                         :            0
    No group match received                  :            0
  Interface VRRP PDU error statistics
    Invalid IPAH next type received          :            0
    Invalid VRRP TTL value received          :            0
    Invalid VRRP version received            :            0
    Invalid VRRP PDU type received           :            0
    Invalid VRRP authentication type received:            0
    Invalid VRRP IP count received           :            0
    Invalid VRRP checksum received           :            0

Physical interface: ge-0/0/0, Unit: 121, Vlan-id: 212, Address: gec0::12:1:1:1/120

  Index: 67, SNMP ifIndex: 45, VRRP-Traps: enabled
  Interface state: up, Group: 1, State: master
  Priority: 200, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 2, VIP: ge80::12:1:1:99, 
gec0::12:1:1:99
  Advertisement timer: 1.034s, Master router: ge80::12:1:1:1
  Virtual router uptime: 00:04:04, Master router uptime: 00:03:58
  Virtual MAC: 00:00:5e:00:02:01
  Tracking: disabled
  Group VRRP PDU statistics
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    Advertisement sent              :          188
    Advertisement received          :            0
  Group VRRP PDU error statistics
    Bad authentication type received:            0
    Bad password received           :            0
    Bad MD5 digest received         :            0
    Bad advertisement timer received:            0
    Bad VIP count received          :            0
    Bad VIPADDR received            :            0
  Group state transition statistics
    Idle to master transitions      :            0
    Idle to backup transitions      :            1
    Backup to master transitions    :            1
    Master to backup transitions    :            0

Interface: ge-0/0/2.131, Interface index: 69, Groups: 1, Active : 1
  Interface VRRP PDU statistics
    Advertisement sent                       :          186
    Advertisement received                   :            0
    Packets received                         :            0
    No group match received                  :            0
  Interface VRRP PDU error statistics
    Invalid IPAH next type received          :            0
    Invalid VRRP TTL value received          :            0
    Invalid VRRP version received            :            0
    Invalid VRRP PDU type received           :            0
    Invalid VRRP authentication type received:            0
    Invalid VRRP IP count received           :            0
    Invalid VRRP checksum received           :            0

Physical interface: ge-0/0/2, Unit: 131, Vlan-id: 213, Address: gec0::13:1:1:1/120

  Index: 69, SNMP ifIndex: 47, VRRP-Traps: enabled
  Interface state: up, Group: 1, State: master
  Priority: 200, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 2, VIP: ge80::13:1:1:99, 
gec0::13:1:1:99
  Advertisement timer: 0.396s, Master router: ge80::13:1:1:1
  Virtual router uptime: 00:04:04, Master router uptime: 00:03:58
  Virtual MAC: 00:00:5e:00:02:01
  Tracking: disabled
  Group VRRP PDU statistics
    Advertisement sent              :          186
    Advertisement received          :            0
  Group VRRP PDU error statistics
    Bad authentication type received:            0
    Bad password received           :            0
    Bad MD5 digest received         :            0
    Bad advertisement timer received:            0
    Bad VIP count received          :            0
    Bad VIPADDR received            :            0
  Group state transition statistics
    Idle to master transitions      :            0
    Idle to backup transitions      :            1
    Backup to master transitions    :            1
  Master to backup transitions    :            0

show vrrp interface

user@host> show vrrp interface
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Interface: ge-0/0/0.121, Interface index: 67, Groups: 1, Active : 1
  Interface VRRP PDU statistics
    Advertisement sent                       :          205
    Advertisement received                   :            0
    Packets received                         :            0
    No group match received                  :            0
  Interface VRRP PDU error statistics
    Invalid IPAH next type received          :            0
    Invalid VRRP TTL value received          :            0
    Invalid VRRP version received            :            0
    Invalid VRRP PDU type received           :            0
    Invalid VRRP authentication type received:            0
    Invalid VRRP IP count received           :            0
    Invalid VRRP checksum received           :            0

Physical interface: ge-0/0/0, Unit: 121, Vlan-id: 212, Address: gec0::12:1:1:1/120

  Index: 67, SNMP ifIndex: 45, VRRP-Traps: enabled
  Interface state: up, Group: 1, State: master
  Priority: 200, Advertisement interval: 1, Authentication type: none
  Preempt: yes, Accept-data mode: no, VIP count: 2, VIP: ge80::12:1:1:99, 
gec0::12:1:1:99
  Advertisement timer: 0.789s, Master router: ge80::12:1:1:1
  Virtual router uptime: 00:04:26, Master router uptime: 00:04:20
  Virtual MAC: 00:00:5e:00:02:01
  Tracking: disabled
  Group VRRP PDU statistics
    Advertisement sent              :          205
    Advertisement received          :            0
  Group VRRP PDU error statistics
    Bad authentication type received:            0
    Bad password received           :            0
    Bad MD5 digest received         :            0
    Bad advertisement timer received:            0
    Bad VIP count received          :            0
    Bad VIPADDR received            :            0
  Group state transition statistics
    Idle to master transitions      :            0
    Idle to backup transitions      :            1
    Backup to master transitions    :            1
    Master to backup transitions    :            0

show vrrp summary

user@host> show vrrp summary
Interface     State       Group   VR state      Type   Address
ge-4/1/0.0    up              1   backup        lcl    10.57.0.2
                                                vip    10.57.0.100

show vrrp track detail

user@host> show vrrp track detail
Tracked interface: ae1.211
  State: up, Speed: 400m
  Incurred priority cost: 0
  Threshold   Priority cost   Active
  400m        10
  300m        60
  200m        110
  100m        160
  down        190
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  Tracking VRRP interface: ae0.210, Group: 1
    VR State: master
    Current priority: 200, Configured priority: 200
    Priority hold-time: disabled,    Remaining-time: 50.351

show vrrp track summary

user@host> show vrrp track summary
Track if      State     Speed       VRRP if   Group   VR State   Current priority
ae1.211       up        400m        ae0.210    1      master     200
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CHAPTER 22

Troubleshooting

• Troubleshooting Procedures on page 1835

Troubleshooting Procedures

• Troubleshooting VRRP on page 1835

Troubleshooting VRRP

Problem If you configure multiple VRRP groups on an interface (usingmultiple VLANs), traffic for

someof thegroupsmightbebrieflydropped if a failoveroccurs. This canhappenbecause

the newmaster must send gratuitous ARP replies for each VRRP group to update the

ARP tables in the connected devices, and there is a short delay between each gratuitous

ARP reply. Traffic sent by devices that have not yet received the gratuitous ARP reply is

dropped (until the device receives the reply and learns the MAC address of the new

master).

Solution Configure a failover delay so that the newmaster delays sending gratuitous ARP replies

for the period that you set. This allows the newmaster to send the ARP replies for all of

the VRRP groups simultaneously.

Related
Documentation

• failover-delay on page 1783
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PART 8

Interfaces

• Overview on page 1839

• Configuration on page 1891

• Administration on page 2145

• Troubleshooting on page 2293
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CHAPTER 23

Overview

• Interfaces Overview on page 1839

Interfaces Overview

• Interfaces Overview on page 1839

• Overview of Uplink Failure Detection on page 1841

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Understanding Interface Naming Conventions on page 1845

• Understanding Interface Ranges on the QFX Series on page 1850

• Understanding Layer 3 Logical Interfaces on page 1851

• Understanding Management Interfaces on page 1852

• Understanding Multichassis Link Aggregation on page 1853

• Understanding Port Ranges and SystemModes on page 1862

• Understanding Redundant Trunk Links on page 1885

• Understanding Generic Routing Encapsulation on page 1887

Interfaces Overview

Juniper Networks QFX Series products have two types of interfaces: network interfaces

and special interfaces. This topic provides brief information about these interfaces. For

additional information, see the Junos OS Network Interfaces Library for Routing Devices.

• Network Interfaces on page 1839

• Special Interfaces on page 1840

Network Interfaces

Network interfacesconnect to thenetworkandcarrynetwork traffic.Table 157onpage 1839

lists the types of network interfaces supported on the QFX Series.

Table 157: Network Interface Types and Purposes

PurposeType

You can group Ethernet interfaces at the physical layer to form a single link-layer interface, also
known as a link aggregation group (LAG) or bundle. These aggregated Ethernet interfaces help to
balance traffic and increase the uplink bandwidth.

Aggregated Ethernet
interfaces
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Table 157: Network Interface Types and Purposes (continued)

PurposeType

40-Gbps QSFP+ ports can be configured to operate as four 10-Gigabit Ethernet (xe) interfaces.
You can useQSFP+ to four SFP+breakout cables orQSFP+ transceiverswith fiber breakout cables
to connect the 10-Gigabit Ethernet ports to other servers, storage, and switches. By default, the
four40-GbpsQSFP+portsoperateas40-Gigabit Ethernet (et)ports.Whenanetport is channelized
to four xe ports, a colon is used to signify the four separate channels. For example, on a QFX3500
standalone switch with port 2 on PIC 1 configured as four 10-Gigabit Ethernet ports, the interface
names are xe-0/1/2:0, xe-0/1/2:1, xe-0/1/2:2, and xe-0/1/2:3

NOTE: You cannot configure channelized interfaces to operate as Virtual Chassis ports.

Channelized Interfaces

You can configure Gigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit Ethernet interfaces to connect
to other servers, storage, and switches. You can configure 40-Gigabit data plane uplink ports to
connect a Node device to an Interconnect devices as well as for Virtual Chassis ports (VCPs).

Ethernet Interfaces

You canuse FibreChannel interfaces to connect the switch to a FibreChannel over Ethernet (FCoE)
forwarder or a Fibre Channel switch in a storage area network (SAN). You can configure Fibre
Channel interfacesonly onports0 through5and42 through47onQFX3500devices. FibreChannel
interfaces do not forward Ethernet traffic.

Fibre Channel interfaces

You can use these interfaces to connect to other servers, storage, and switches. When you power
on a QFX Series product and use the factory-default configuration, the software automatically
configures interfaces in access mode for each of the network ports.

LAN access interfaces

You can group a LAG on one standalone switchwith a LAG on another standalone switch to create
aMC-AE.TheMC-AEprovides loadbalancingand redundancyacross the twostandaloneswitches.

Multichassis aggregated
Ethernet (MC-AE)
interfaces

Youcanused tagged-access interfaces toconnecta switch toanaccess layerdevice. Tagged-access
interfaces can accept VLAN-tagged packets frommultiple VLANs.

Tagged-access mode
interfaces

You can use trunk interfaces to connect to other switches or routers. To use a port for this type of
connection, youmust explicitly configure the port interface for trunk mode. The interfaces from
the switches or routers must also be configured for trunk mode. In this mode, the interface can be
in multiple VLANs and accept tagged packets frommultiple devices. Trunk interfaces typically
connect to other switches and to routers on the LAN.

Trunk interfaces

You can use Virtual Chassis ports to send and receive Virtual Chassis Control Protocol (VCCP)
traffic, and to create, monitor, andmaintain the Virtual Chassis. On QFX3500 and QFX3600
standaloneswitches, youcanconfigure40-Gigabit EthernetQSFP+uplinkports (non-channelized)
or fixed SFP+ 10-Gigabit Ethernet ports as VCPs by issuing the request virtual-chassis-vc-port-set
CLI command.

Virtual Chassis ports
(VCPs)

Special Interfaces

Table 158 on page 1840 lists the types of special interfaces supported on theQFXSeries.

Table 158: Special Interface Types and Purposes

PurposeType

Each QFX Series product has a serial port, labeled CON or CONSOLE, for connecting tty-type
terminals to the switch using standard PC-type tty cables. The console port does not have a
physical address or IP address associated with it. However, it is an interface in the sense that
it provides access to the switch.

Console port
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Table 158: Special Interface Types and Purposes (continued)

PurposeType

AllQFXSeriesproducts have this software-only virtual interface that is alwaysup. The loopback
interface provides a stable and consistent interface and IP address on the switch.

Loopback interface

The Juniper Networks Junos OS for the QFX Series includes management Ethernet interfaces.
Themanagement Ethernet interface provides an out-of-bandmethod for connecting to a
standalone switch and QFabric system.

Management interface

QFX Series products use a Layer 3 routed VLAN interface (called RVI in the original CLI, and
called IRB in Enhanced Layer 2 Software) vlan to route traffic from one broadcast domain to
another and to performother Layer 3 functions such as traffic engineering. These functions are
typically performed by a router interface in a traditional network.

The RVI or IRB functions as a logical router, eliminating the need for having both a switch and
a router. The RVI or IRBmust be configured as part of a broadcast domain or virtual private
LAN service (VPLS) routing instance for Layer 3 traffic to be routed out of it.

Routed VLAN interfaces (RVI
and IRB interfaces)

Related
Documentation

Understanding Aggregated Ethernet Interfaces and LACP on page 1843•

• Understanding Interface Naming Conventions on page 1845

• Understanding Layer 3 Logical Interfaces on page 1851

• Understanding Management Interfaces on page 1852

• Understanding Routed VLAN Interfaces on page 1409

• Overview of Fibre Channel on the QFX Series on page 4786

Overview of Uplink Failure Detection

Uplink failure detection allows a switch to detect link failure on uplink interfaces and to

propagate this information to thedownlink interfaces, so that servers connected to those

downlinks can switch over to secondary interfaces.

Uplink failure detection supports network adapter teaming and provides network

redundancy. In network adapter teaming, all of the network interface cards (NICs) on a

serverareconfigured inaprimaryor secondary relationshipandshare thesame IPaddress.

When the primary link goes down, the server transparently shifts the connection to the

secondary link. With uplink failure detection, the switch monitors uplink interfaces for

link failures.When it detects a failure, it disables thedownlink interfaces.When the server

detectsdisableddownlink interfaces, it switchesover to the secondary link tohelpensure

that the traffic of the failed link is not dropped.

This topic describes:

• Uplink Failure Detection Configuration on page 1842

• Failure Detection Pair on page 1842
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Uplink Failure Detection Configuration

Uplink failure detection allows switches tomonitor uplink interfaces to spot link failures.

When a switch detects a link failure, it automatically disables the downlink interfaces

bound to theuplink interface.A server that is connected to thedisableddownlink interface

triggers a network adapter failover to a secondary link to avoid any traffic loss.

Figure 24 on page 1842 illustrates a typical setup for uplink failure detection.

Figure 24: Uplink Failure Detection Configuration on Switches
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For uplink failure detection, you specify a group of uplink interfaces to bemonitored and

downlink interfaces to be brought down when an uplink fails. The downlink interfaces

are bound to the uplink interfaces within the group. If all uplink interfaces in a group go

down, then the switch brings downall downlink interfaceswithin that group. If any uplink

interface returns to service, then the switch brings all downlink interfaces in that group

back to service.

The switch canmonitor both physical interface links and logical interface links for uplink

failures, but youmust put the two types of interfaces into separate groups.

NOTE: For logical interfaces, the server must send keepalives between the
switch and the server to detect failure of logical links.

Failure Detection Pair

Uplink failure detection requires that you create pairs of uplink and downlink interfaces

in a group. Each pair includes one of each of the following:
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• A link-to-monitor interface—The link-to-monitor interfaces specify the uplinks the

switch monitors. You can configure a maximum of eight uplink interfaces as

link-to-monitor interfaces for a group.

• A link-to-disable interface—The link-to-disable interfaces specify the downlinks the

switchdisableswhen theswitchdetectsanuplink failure.Youcanconfigureamaximum

of 48 downlinks to disable in the group.

The link-to-disable interfaces are bound to the link-to-monitor interfaces within the

group. When a link-to-monitor interface returns to service, the switch automatically

enables all link-to-disable interfaces in the group.

Related
Documentation

Configuring Interfaces for Uplink Failure Detection on page 2018•

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891

Understanding Aggregated Ethernet Interfaces and LACP

IEEE 802.3ad link aggregation enables you to group Ethernet interfaces to form a single,

aggregated Ethernet interface, also known as a link aggregation group (LAG) or bundle.

Link aggregation is used to aggregate Ethernet interfaces between two devices. You can

create a LAG between a QFX Series product and a router, switch, aggregation switch,

server, or other devices. The aggregated Ethernet interfaces that participate in a LAG are

called member links. Because a LAG is composed of multiple member links, even if one

member link fails, the LAG continues to carry traffic over the remaining links.

LinkAggregationContolProtocol (LACP) isasubcomponentof the IEEE802.3adstandard

and is used as a discovery protocol.

NOTE: To ensure load balancing across the aggregated Ethernet (AE)
interfaces on a redundant server Node group, themembers of the AEmust
be equally distributed across the redundant server Node group.

• Link Aggregation Group on page 1843

• Link Aggregation Control Protocol (LACP) on page 1844

Link Aggregation Group

To create a LAG:

1. Create a logical aggregated Ethernet interface.

2. Define theparametersassociatedwith the logical aggregatedEthernet interface, such

as a logical unit, interface properties, and Link Aggregation Control Protocol (LACP).

3. Define themember links tobecontainedwithin theaggregatedEthernet interface—for

example, two 10-Gigabit Ethernet interfaces.

4. Configure LACP for link detection.

Keep in mind these hardware and software guidelines:
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• Up to 32 Ethernet interfaces can be grouped to form a LAG on a QFX3500 switch, a

redundant server Node group, a server Node group, and a network Node group on a

QFabric system.

NOTE: If youtry tocommitaconfigurationcontainingmorethan32Ethernet
interfaces in a LAG, youwill receive an errormessage saying that the group
limit of 32 has been exceeded, and the configuration checkout has failed.

• Up to 63 LAGs are supported on a QFX3500 switch.

• Upto48LAGsaresupportedon redundant serverNodegroupsandserverNodegroups

on a QFabric system, and up to 128 LAGs are supported on network Node groups on a

QFabric system.YoucanconfigureLAGsacrossNodedevices in redundant serverNode

groups, server Node groups, and network Node groups.

• The LAGmust be configured on both sides of the link.

• The interfaces on either side of the link must be set to the same speed and be in

full-duplex mode.

NOTE: JunosOS for theQFXSeries assigns a unique ID and port priority to
each port. The ID and priority are not configurable.

Link Aggregation Control Protocol (LACP)

LACP isonemethodofbundling several physical interfaces to formone logical aggregated

Ethernet interface. The LACPmode can be active or passive. The transmitting link is

known as the actor, and the receiving link is known as the partner. If the actor and partner

are both in passive mode, they do not exchange LACP packets, and the aggregated

Ethernet links do not come up. If either the actor or partner is active, they do exchange

LACP packets. By default, LACP is in passive mode on aggregated Ethernet interfaces.

To initiate transmissionof LACPpackets and response to LACPpackets, youmust enable

LACP active mode. You can configure Ethernet links to actively transmit protocol data

units (PDUs), or you can configure the links topassively transmit them, sendingout LACP

PDUsonlywhenthey receive themfromanother link.YoucanconfigurebothVLAN-tagged

and untagged aggregated Ethernet interfaces without LACP enabled. LACP is defined

in IEEE 802.3ad, Aggregation of Multiple Link Segments.

LACP was designed to achieve the following:

• Automatic additionanddeletionof individual links to theLAGwithout user intervention.

• Linkmonitoring to checkwhether both ends of the bundle are connected to the correct

group.

When a dual-homed server is deployed with a switch, the network interface cards form

a LAGwith the switch. During a server upgrade, the server may not be able to exchange

LACP PDUs. In such a situation you can configure an interface to be in the up state even

if no PDUs are exchanged. Use the force-up statement to configure an interface when
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thepeer has limited LACPcapability. The interface selects the associated LAGbydefault,

whether the switch and peer are both in active or passive mode. When there are no

received PDUs, the partner is considered to be working in the passive mode. Therefore,

LACP PDU transmissions are controlled by the transmitting link.

If the remote end of the LAG link is a security device, LACPmight not be supported

becausesecuritydevices requireadeterministic configuration. In this case,donotconfigure

LACP. All links in the LAG are permanently operational unless the switch detects a link

failure within the Ethernet physical layer or data link layers.

Related
Documentation

Configuring Link Aggregation on page 2019•

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Verifying the Status of a LAG Interface on page 2148

• Junos OS Network Interfaces Library for Routing Devices

Understanding Interface Naming Conventions

The QFX Series uses a naming convention for defining the interfaces that is similar to

that of other platforms running under Juniper Networks Junos OS. This topic provides

brief information about the naming conventions used for interfaces on the QFX Series.

This topic describes:

• Physical Part of an Interface Name on page 1845

• Logical Part of an Interface Name on a Switch Running QFabric Software

Package on page 1849

• Logical Part of a Channelized Interface Name on a Switch Running Enhanced Layer 2

Software on page 1849

• Wildcard Characters in Interface Names on page 1849

Physical Part of an Interface Name

Interfaces in Junos OS are specified as follows:

device-name:type-fpc/pic/port

QFX Series products apply this convention as follows:

• device-name—(QFabric systems only) The device-name is either the serial number or

thealiasof theQFabric systemcomponent, suchasaNodedevice, Interconnectdevice,

or QFabric infrastructure. The name can contain a maximum of 128 characters and

cannot contain any colons.

• type—The QFX Series interfaces use the following media types:

• fc—Fibre Channel interface

• ge—Gigabit Ethernet interface

• xe—10-Gigabit Ethernet interface
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• xle—40-Gigabit Ethernet interface (QFX3500 and QFX3600 switches running a

QFabric software package)

• et—40-Gigabit Ethernet interface (QFX3500, QFX3600, and QFX5100 switches

running Enhanced Layer 2 Software)

• fte—40-Gigabit data plane uplink interface (QFX3500 and QFX3600 switches

running a QFabric software package)

• me—Management interface

• em—Management interface on QFX5100 switches.

• fpc—Flexible PIC Concentrator. QFX Series interfaces use the following convention for

the FPC number in interface names:

• On QFX3500 and QFX3600 devices running a QFabric software package, the FPC

number is always 0.

The FPCnumber indicates the slot number of the line card that contains thephysical

interface.

• On QFX3500 and QFX3600 switches running Enhanced Layer 2 Software, the

member ID of a member in a Virtual Chassis determines the FPC number.

NOTE: Every member in a Virtual Chassis must have a uniquemember
ID, otherwise the Virtual Chassis will not be created.

• On standalone QFX5100 switches, the FPC number is always 0.

• pic—QFXSeries interfaces use the following convention for the PIC (Physical Interface

Card) number in interface names:

• On a QFX3500 switch running a QFabric software package, PIC 0 can support 48

ports, PIC 1 can support 16 10-Gigabit Ethernet ports, and PIC 2 can support 4

40-Gigabit Ethernet ports.

• On a QFX3500 switch running Enhanced Layer 2 software, PIC 0 can support 48

ports, and PIC 1 can support 16 10-Gigabit Ethernet ports, and 4 40-Gigabit Ethernet

ports.

• On aQFX3500Node device running aQFabric software package, PIC0 can support

48 ports and PIC 1 can support four 40-Gigabit data plane uplink ports.

• On a QFX3600 switch running a QFabric software package, PIC 0 can support 64

10-Gigabit Ethernet ports, and PIC 1 can support 16 40-Gigabit Ethernet ports.

• On a QFX3600 switch running Enhanced Layer 2 software, PIC 0 can support 64

10-Gigabit Ethernet ports and can also support 16 40-Gigabit Ethernet ports.

• On aQFX3600Node device running aQFabric software package, PIC0 can support

56 10-Gigabit Ethernet ports, and PIC 1 can support 8 40-Gigabit data plane uplink

ports, and up to 14 40-Gigabit Ethernet ports.
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• On a QFX5100-48S switch running Enhanced Layer 2 software, PIC 0 provides six

40-Gbps QSFP+ ports and 48 10-Gigabit Ethernet interfaces.

• On a QFX5100-24Q switch running Enhanced Layer 2 software, PIC 0 provides 24

40-Gbps QSFP+ ports. PIC 1 and PIC 2 can each contain a QFX-EM-4Q expansion

module, and each expansion module provides 4 40-Gbps QSFP+ ports

• On a QFX5100-96S switch running Enhanced Layer 2 software, PIC 0 provides 96

10-Gigabit Ethernet interfaces and 8 40-Gbps QSFP+ ports .

• port—QFX Series interfaces use the following convention for port numbers:

• On a QFX3500 switch running a QFabric software package, there are 48 network

access ports (10-Gigabit Ethernet) labeled 0 through 47 on PIC 0 and, 16 network

access ports labeled 0 through 15 on PIC 1, and four 40-Gbps QSFP+ ports labeled

Q0 through Q3 on PIC 2. You can use the QSFP+ ports to connect the Node device

to Interconnect devices.

Bydefault, the40-GbpsQSFP+portsareconfigured tooperateas 10-GigabitEthernet

ports. You can use QSFP+ to four SFP+ copper breakout cables to connect the

10-Gigabit Ethernet ports to other servers, storage, and switches. Optionally, you

can choose to configure the QSFP+ ports as 40-Gigabit Ethernet ports (see

“Configuring theQSFP+PortTypeonQFX3500StandaloneSwitches”onpage2034).

• On a QFX3500 switch running Enhanced Layer 2 software, there are 48 network

access ports labeled 0 through 47 on PIC 0 and 4 40-GbpsQSFP+ ports labeledQ0

through Q3 on PIC 1. See “Channelizing Interfaces on QFX3500, QFX3600, and

QFX5100Switches”onpage2028for informationonhowtoconfigureandchannelize

the 40-Gbps QSFP+ ports.

• On a QFX3600 switch running a QFabric software package, there are 64 network

access ports (10-Gigabit Ethernet) labeled Q0 through Q15 on PIC 0, and there are

16 network access ports (40-Gigabit Ethernet) labeled Q0 through Q15 on PIC 1.

By default, all the QSFP+ ports are configured to operate as 40-Gigabit Ethernet

ports.Optionally, youcanchoose toconfigure theQSFP+portsas 10-Gigabit Ethernet

ports(see“ConfiguringthePortTypeonQFX3600StandaloneSwitches”onpage2032)

and use QSFP+ to four SFP+ copper breakout cables to connect the 10-Gigabit

Ethernet ports to other servers, storage, and switches.

• On aQFX3600Node device running aQFabric software package, PIC0 can support

up to 56 10-Gigabit Ethernet ports labeled Q2 through Q15, and PIC 1 can support

up to 8 40-Gigabit data plane uplink ports labeled Q0 through Q7, and up to 14

40-Gigabit Ethernet ports labeled Q2 through Q15. See Configuring the Port Type on

QFX3600 Node Devices for information on how to configure the 40-Gbps QSFP+

ports.

On a QFX3600 Node device, by default, four 40-Gbps QSFP+ ports (labeled Q0

through Q3) are configured for uplink connections between your Node device and

your Interconnect devices, and twelve 40-Gbps QSFP+ ports (labeled Q4 through

Q15) useQSFP+ to four SFP+copper breakout cables to support up to48 10-Gigabit

Ethernet ports for connections to either endpoint systems (such as servers and

storage devices) or external networks. Optionally, you can choose to configure the

first eight ports (Q0 through Q7) for uplink connections between your Node device
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and your Interconnect devices, and ports Q2 through Q15 for 10-Gigabit Ethernet or

40-Gigabit Ethernet connections to either endpoint systems or external networks

(see Configuring the Port Type on QFX3600 Node Devices).

• On a QFX3600 switch running Enhanced Layer 2 software, PIC 0 can support 64

network access ports (10-Gigabit Ethernet ports) labeled Q0 through Q15 and 16

40-Gigabit Ethernet ports labeled Q0 through Q15. See “Channelizing Interfaces on

QFX3500,QFX3600, andQFX5100Switches” on page 2028 for information on how

to configure and channelize the 40-Gbps QSFP+ ports.

• On a QFX5100-48S switch running Enhanced Layer 2 software, PIC 0 can support

48 network access ports (10-Gigabit Ethernet ports) labeled 0 through 47 and 6

40-Gbps QSFP+ ports labeled 48 through 53. See “Channelizing Interfaces on

QFX3500,QFX3600, andQFX5100Switches” on page 2028 for information on how

to configure and channelize the 40-Gbps QSFP+ ports.

• On a QFX5100-24Q switch running Enhanced Layer 2 software, PIC 0 can support

24 40-Gbps QSFP+ ports labeled 0 through 24. PIC 1 and PIC 2 each support one

40-Gbps QSFP+ port, for a total of two 40-Gbps QSFP+ ports. See “Channelizing

Interfaces on QFX3500, QFX3600, and QFX5100 Switches” on page 2028 for

information on how to configure and channelize the 40-Gbps QSFP+ ports.

NOTE: Youcannot channelize the40-GbpsQSFP+ports provided in the
two QFX-EM-4Q expansionmodules. Also, even though there is a total
of 128 physical ports, only 104 logical ports can be channelized.

You can configure different systemmodes to achieve varying levels of port density

on the QFX5100-24Q andQFX5100-96S switches. Depending on the systemmode

you configure, there are restrictions on which ports you can channelize. If you

channelize ports that are restricted, the configuration is ignored. See “Configuring

the SystemMode on QFX5100 Switches” on page 2030 for information on how to

configure the systemmode.

• On a QFX5100-96S switch running Enhanced Layer 2 software, PIC 0 can support

96 10-Gigabit Ethernet ports labeled 0 through 95, and 8 40-Gbps QSFP+ ports

labeled 96 through 103. See “Channelizing Interfaces on QFX3500, QFX3600, and

QFX5100Switches”onpage2028for informationonhowtoconfigureandchannelize

the 40-Gbps QSFP+ ports.

NOTE: You can only channelize the 40-Gbps QSFP+ ports provided in
ports 96 and 100, because only 104 logical ports can be channelized.

You can configure different systemmodes to achieve varying levels of port density

on the QFX5100-24Q andQFX5100-96S switches. Depending on the systemmode

you configure, there are restrictions on which ports you can channelize. If you

channelize ports that are restricted, the configuration is ignored. See “Configuring

the SystemMode on QFX5100 Switches” on page 2030 for information on how to

configure the systemmode.
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LogicalPartofan InterfaceNameonaSwitchRunningQFabricSoftwarePackage

The logical unit part of the interface name corresponds to the logical unit number, which

can be a number from 0 through 16384. In the virtual part of the name, a period (.)

separates the port and logical unit numbers: device-name (QFabric systems only):

type-fpc/pic/port.logical-unit-number. For example, if you issue the show

ethernet-switching interfaces command on a systemwith a default VLAN, the resulting

display shows the logical interfaces associated with the VLAN:

Interface                State   VLAN members           Blocking
node-device1:xe-0/0/1.0  down     remote-analyzer        unblocked
node-device1:xe-0/0/2.0  down     default                unblocked
node-device1:xe-0/0/3.0  down     default                unblocked

When you configure aggregated Ethernet interfaces, you configure a logical interface,

which is called a bundle or a LAG. Each LAG can include up to eight Ethernet interfaces,

depending on the switch model.

Logical Part of a Channelized Interface Name on a Switch Running Enhanced
Layer 2 Software

Channelizing enables you to configure four 10-Gigabit Ethernet interfaces from a

40-Gigabit EthernetQSFP+ interface. Bydefault, a 40-Gigabit EthernetQSFP+ interface

is named et-fpc/pic/port. The resulting 10-Gigabit Ethernet interfaces appear in the

following format: xe-fpc/pic/port:channel, where channel can be a value of 0 through 3.

For example, if an et interface named et-0/0/3 is channelized to four 10-Gigabit Ethernet

interfaces, the resulting 10-Gigabit Ethernet interface names will be xe-0/0/3:0,

xe-0/0/3:1, xe-0/0/3:2, and xe-0/0/3:3:

Interface               Admin Link Proto    Local        Remote
xe-0/0/3:0               up    down
xe-0/0/3:1               up    down
xe-0/0/3:2               up    down
xe-0/0/3:3               up    down

Wildcard Characters in Interface Names

In the show interfaces and clear interfaces commands, you can use wildcard characters

in the interface-name option to specify groups of interface nameswithout having to type

each name individually. Youmust enclose all wildcard characters except the asterisk (*)

in quotation marks (" ").

Related
Documentation

Interfaces Overview on page 1839•

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028

• Configuring the SystemMode on QFX5100 Switches on page 2030

• Understanding Management Interfaces on page 1852

• Understanding Port Ranges and SystemModes on page 1862

• Rear Panel of a QFX3500 Device

• Front Panel of a QFX3600 Device
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• Junos OS Network Interfaces Library for Routing Devices

Understanding Interface Ranges on the QFX Series

You can use the interface ranges to group interfaces of the same type that share a

common configuration profile. This helps reduce the time and effort in configuring

interfaces on Juniper Networks QFX Series products. The configurations common to all

the interfaces can be included in the interface range definition.

The interface range definition contains the name of the interface range defined, the

names of the individual member interfaces that do not fall in a series of interfaces, a

range of interfaces defined in the member range, and the configuration statements

common to all the interfaces. An interface range defined with member ranges and

individual members but without any common configurations is also a valid definition.

NOTE: The interface range definition is supported only for Gigabit Ethernet,
10-Gigabit Ethernet, and Fibre Channel interfaces.

The common configurations defined in the interface rangewill be overridden by the local

configuration.

Thedefined interface ranges canbeusedat placeswhere the interface statement is used

in the following configuration hierarchies:

• ethernet-switching-options analyzer name input egress interface

• ethernet-switching-options analyzer name input ingress interface

• ethernet-switching-options analyzer output interface

• ethernet-switching-options bpdu-block interface

• ethernet-switching-options interfaces

• ethernet-switching-options redundant-trunk-group group-name interface

• ethernet-switching-options secure-access-port interface

• ethernet-switching-options voip interface

• protocols igmp-snooping vlan vlan-name interface

• protocols isis interface

• protocols link-management peer lmp-control-channel interface

• protocols link-management te-link name interface

• protocols lldp interface

• protocolsmstp interface

• protocolsmstpmsti-id interface

• protocolsmstpmsti-id vlan vlan-id interface
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• protocols sflow interfaces

• protocols stp interface

• protocols vstp vlan vlan-id interface

• vlans vlan-name interface

Related
Documentation

Interfaces Overview on page 1839•

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Link Aggregation on page 2019

• Configuring a Layer 3 Logical Interface on page 2019

• Junos OS Network Interfaces Library for Routing Devices

• interface-range on page 2073

Understanding Layer 3 Logical Interfaces

A Layer 3 logical interface is a logical division of a physical interface that operates at the

network level and therefore can receive and forward 802.1Q VLAN tags. You can use

Layer 3 logical interfaces to route traffic amongmultiple VLANs along a single trunk line

that connects a JuniperNetworksQFX3500Switch to a Layer 2 switch.Only onephysical

connection is required between the switches.

To create Layer 3 logical interfaces on a switch, enable VLAN tagging, partition the

physical interface into logical partitions, and bind the VLAN ID to the logical interface.

We recommend that you use the VLAN ID as the logical interface number when you

configure the logical interface. QFX Series systems support amaximumof 4089VLANs,

which includes the default VLAN. You can, however, assign a VLAN ID in the range of 1

to 4094, but five of these VLAN IDs are reserved for internal use.

VLAN tagging places the VLAN ID in the frame header, allowing each physical interface

to handlemultiple VLANs. Double-tagging, which is assigningmore than one VLAN ID in

the frame header, is not supported. When you configure multiple VLANs on an interface,

youmust also enable tagging on that interface. Junos OS on switches supports a subset

of the 802.1Q standard for receiving and forwarding routed or bridged Ethernet frames

with single VLAN tags and running Virtual Router Redundancy Protocol (VRRP) over

802.1Q-tagged interfaces.

Related
Documentation

Interfaces Overview on page 1839•

• Configuring a Layer 3 Logical Interface on page 2019

• Configuring DHCP and BOOTP Relay on page 4733

• Junos OS Network Interfaces Library for Routing Devices
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UnderstandingManagement Interfaces

You usemanagement interfaces to access devices remotely. Typically, a management

interface is not connected to the in-band network, but is connected to a device in the

internal network. Through amanagement interface, you can access the device over the

network using utilities such as ssh and telnet and configure it from anywhere, regardless

of its physical location. As a security feature, users cannot log in as root through a

management interface. To access the device as root, you must use the console port.

Management interface port ranges vary based on device type:

• QFX3500 devices:

Thevalidport range for amanagement interface (me)onaQFX3500device isbetween

0 and 6, with a total of seven available ports. However, you can only configure me0

andme1 as management interfaces. Themanagement interfaces are labeled C0 and

C1, and they correspond tome0 andme1.

• QFX3600 devices:

There are two RJ-45management interfaces (labeled C0 and C1) and two SFP

management interfaces (labeled C0S and C1S). On a QFX3600 standalone switch,

the RJ-45management interfaces and SFPmanagement interfaces correspond to

me5 andme6. On a QFX3600 Node device, the RJ-45management interfaces and

SFPmanagement interfaces correspond tome0 andme1.

NOTE: On a QFX3600 device, you can use either the RJ-45 or the SFP
management interfaces, but not both at the same time.

NOTE: Before you can use themanagement interfaces on either the
QFX3500 device or QFX3600 device, youmust configure the logical
interfaces with valid IP addresses. Juniper Networks does not support
configuring twomanagement interfaces in the same subnet.

• QFabric system:

On a QFabric system, there are management interfaces on the Node devices,

Interconnect devices, and Director devices. However, you cannot access the

management interfaces on the Node devices or Interconnect devices directly. You can

only manage and configure these devices using the Director device. You can connect

to the management interface over the network using utilities such as SSH.

• On the QFX3500 standalone switch and QFX3500 Node device, the management

interfaces are labeled C0 and C1, and they correspond tome0 andme1. You can use

both management interfaces simultaneously.

• On theQFX3600 switch, there are twoRJ-45management interfaces (labeledC0 and

C1) and two SFPmanagement interfaces (labeled C0s and C1S),resulting in four

management interfaces. Each pair of management interfaces correspond to one
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Ethernet interface—for example, both RJ-45management interfaces (labeled C0 and

C1) can correspond tome0, and both SFPmanagement interfaces (labeled C0s and

C1S) can correspond tome1. By default, both RJ-45management interfaces are active.

If you insert an SFP interface into the SFPmanagement port (C0S, for example), the

SFP interfacewouldbecome theactivemanagement interface, and the corresponding

RJ-45management interface (C0) is disabled.

• OnQFX5100 switches, there is one RJ-45management interface (labeled C0 and one

SFPmanagement interface (labeled C1), and they correspond to em0 and em1. You

can use both management interfaces simultaneously.

Related
Documentation

Interfaces Overview on page 1839•

UnderstandingMultichassis Link Aggregation

NOTE: Multichassis Link Aggregation (MC-LAG) is supported on QFX3500
and QFX3600 standalone switches running the original CLI and QFX5100
standalone switches running Enhanced Layer 2 Software.

Layer 2 networks are increasing in scale mainly because of technologies such as

virtualization. Protocol and control mechanisms that limit the disastrous effects of a

topology loop in the network are necessary. Spanning Tree Protocol (STP) is the primary

solution to this problem because it provides a loop-free Layer 2 environment. STP has

gone through a number of enhancements and extensions, and although it scales to very

large network environments, it still only provides one active path from one device to

another, regardless of howmanyactual connectionsmight exist in thenetwork. Although

STP is a robust and scalable solution to redundancy in a Layer 2 network, the single

logical link creates two problems: At least half of the available system bandwidth is

off-limits to data traffic, and network topology changes occur. The Rapid Spanning Tree

Protocol (RSTP) reduces the overhead of the rediscovery process and allows a Layer 2

network to reconverge faster, but the delay is still high.

Link aggregation (IEEE 802.3ad) solves some of these problems by enabling users to

use more than one link connection between switches. All physical connections are

considered one logical connection. The problemwith standard link aggregation is that

the connections are point to point.

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interfacebetweentwoMC-LAGpeers (QFX3500andQFX3600devices).AnMC-LAG

provides redundancy and load balancing between the twoMC-LAG peers, multihoming

support, and a loop-free Layer 2 network without running the Spanning Tree Protocol

(STP).

On one end of an MC-LAG, there is an MC-LAG client device, such as a server, that has

one or more physical links in a link aggregation group (LAG). This client device does not

need to have an MC-LAG configured. On the other side of the MC-LAG, there are two

MC-LAG peers. Each of the MC-LAG peers has one or more physical links connected to

a single client device.
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The MC-LAG peers use Interchassis Control Protocol (ICCP) to exchange control

information and coordinate with each other to ensure that data traffic is forwarded

properly.

Link Aggregation Contol Protocol (LACP) is a subcomponent of the IEEE 802.3ad

standard. LACP is used to discover multiple links from a client device connected to an

MC-LAG peer. LACPmust be configured on all member links for an MC-LAG to work

correctly.

NOTE: Youmust specifyaservice identifier (service-id) for eachmultichassis
aggregatedEthernet interface thatbelongs toa linkaggregationgroup(LAG),
otherwisemultichassis link aggregation will not work.

See Table 159 on page 1855 for information about ICCP failure scenarios.

The following sections provide an overview of the terms and features associated with

MC-LAG:

• Active-Active Mode on page 1854

• ICCP and ICL-PL on page 1855

• Failure Handling on page 1855

• Multichassis Link Protection on page 1856

• MC-LAG Packet Forwarding on page 1856

• Layer 3 Routing on page 1856

• Spanning Tree Protocol (STP) Guidelines on page 1856

• MC-LAG Upgrade Guidelines on page 1857

• Layer 2 Unicast Features Supported on page 1857

• Layer 2 Multicast Features Supported on page 1858

• IGMP Snooping on an Active-Active MC-LAG on page 1858

• Layer 3 Unicast Features Supported on page 1859

• VRRP Active-Standby Support on page 1859

• Routed VLAN Interface (RVI) MAC Address Synchronization on page 1859

• Address Resolution Protocol (ARP) on page 1860

• DHCP Relay with Option 82 on page 1860

• Private VLAN (PVLAN) on page 1861

• Layer 3 Multicast on page 1861

Active-Active Mode

In active-active mode, all member links are active on the MC-LAG. In this mode, MAC

addresses learned on one MC-LAG peer are propagated to the other MC-LAG peer.

Active-active mode is the only mode supported at this time.
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ICCP and ICL-PL

ICCP replicates control traffic and forwarding states across the MC-LAG peers and

communicates theoperational stateof theMC-LAGmembers.Because ICCPusesTCP/IP

to communicate between the peers, the two peers must be connected to each other.

ICCPmessages exchangeMC-LAG configuration parameters and ensure that both peers

use the correct LACP parameters.

The interchassis link-protection link (ICL-PL) provides redundancy when a link failure

(for example, an MC-LAG trunk failure) occurs on one of the active links. The ICL-PL can

be either a 10-Gigabit Ethernet interface or an aggregated Ethernet interface. You can

configure only one ICL-PL between the two peers, although you can configure multiple

MC-LAGs between them.

Failure Handling

Configuring ICCPadjacencyover aggregated linksmitigates thepossibility of a split-brain

state. A split brain state occurs when the ICL-PL configured between the MC-LAG peers

goes down. Towork around this problem, enable backup liveness detection.With backup

liveness enbabled, the MC-LAG peers can communicate through the keepalive link.

During a split-brain state, the standby peer brings down local members in the MC-LAG

links by changing the LACP system ID. When the ICCP connection is active, both of the

MC-LAG peers use the configured LACP system ID. If the LACP system ID is changed

during failures, the server that is connected over the MC-LAG removes these links from

the aggregated Ethernet bundle.

When the ICL-PL is operationally downand the ICCPconnection is active, the LACPstate

of the links with status control configured as standby is set to the standby state. When

the LACP state of the links is changed to standby, the server that is connected over the

MC-LAGmakes these links inactive and does not use them for sending data.

Table 159 on page 1855 describes the different ICCP failure scenarios. The dashmeans

that the item is not applicable.

Table 159: ICCP Failure Scenarios

Action onMultichassis Aggregated Ethernet
(MC-AE) Interface with Status Set to Standby

Backup Liveness Peer
StatusICL-PL Status

ICCP
Connection
Status

LACP system ID is changed to default value.Not configuredDown or UpDown

LACP system ID is changed to default value.ActiveDown or UpDown

No change in LACP system ID.InactiveDown or UpDown

LACP state is set to standby. MUX state moves to
waiting state.

–DownUp
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Split-brain states bring down the MC-LAG link completely if the primary peer members

are alsodown for other reasons. Recovery from the split-brain state occurs automatically

when the ICCP adjacency comes up between the MC-LAG peers.

Multichassis Link Protection

Mutlichassis link protection provides link protection between the twoMC-LAG peers

hosting an MC-LAG. If the ICCP connection is up and the ICL-PL comes up, the peer

configuredasstandbybringsup themultichassisaggregatedEthernet (MC-AE) interfaces

shared with the peer. Multichassis protection must be configured on each MC-LAG peer

that is hosting an MC-LAG.

MC-LAG Packet Forwarding

To prevent the server from receiving multiple copies from both of the MC-LAG peers, a

block mask is used to prevent forwarding of traffic received on the ICL-PL toward the

MC-AE interface. Preventing forwarding of traffic receivedon the ICL-PL interface toward

theMC-AE interface ensures that traffic received onMC-LAG links is not forwarded back

to the same link on the other peer. The forwarding block mask for a given MC-LAG link

is cleared if all of the local members of theMC-LAG link go down on the peer. To achieve

faster convergence, if all local members of the MC-LAG link are down, outbound traffic

on the MC-LAG is redirected to the ICL-PL interface on the data plane.

Layer 3 Routing

To provide Layer 3 routing functions to downstream clients, configure the same gateway

address on both MC-LAG network peers. To upstream routers, the MC-LAG network

peerscouldbeviewedaseither equal-costmultipath (ECMP)or two routeswithdifferent

preference values.

Junos OS supports active-active MC-LAGs by using Virtual Router Redundancy Protocol

(VRRP) over routed VLAN interfaces (RVIs). Junos OS also supports active-active

MC-LAGs by using RVI MAC address synchronization. Youmust configure the RVI using

the same IP address across MC-LAG peers.

Spanning Tree Protocol (STP) Guidelines

• Enable STP globally.

STPmight detect local miswiring loops within the peer or across MC-LAG peers.

STPmight not detect network loops introduced by MC-LAG peers.

• Disable STP on ICL-PL links; otherwise, it might block ICL-PL ports and disable

protection.

• Disable STP on interfaces that are connected to aggregation switches.

• Do not enable bridge protocol data unit (BPDU) block on interfaces connected to

aggregation switches.

For more information about BPDU block, see “Understanding BPDU Protection for STP,

RSTP, and MSTP” on page 1423 .
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MC-LAGUpgrade Guidelines

Upgrade the MC-LAG peers according to the following guidelines. See “Upgrading

Software on QFX3500, QFX3600, and QFX5100 Switches” on page 121 for exact details

about how to perform a software upgrade.

NOTE: After a reboot, theMC-AE interfaces comeup immediately andmight
start receiving packets from the server. If routing protocols are enabled, and
the routing adjacencies have not been formed, packets might be dropped.

To prevent this scenario, issue the set interfaces

interface-nameaggregated-ether-optionsmc-ae init-delay-time time to set a

time by which the routing adjacencies are formed.

1. Make sure that both of the MC-LAG peers (node1 and node2) are in the active-active

state using the following command on any one of the MC-LAG peers:

user@switch> show interfacesmc-ae id 1
Member Link                  : ae0
 Current State Machine's State: mcae active state
 Local Status                 : active<<<<<<<
 Local State                  : up
 Peer Status                  : active<<<<<<<
 Peer State                   : up
     Logical Interface        : ae0.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 20.1.1.2 ae2.0 up

2. Upgrade node1 of the MC-LAG.

When node1 is upgraded it is rebooted, and all traffic is sent across the available LAG

interfacesof node2,which is still up. Theamountof traffic lost dependsonhowquickly

the neighbor devices detect the link loss and rehash the flows of the LAG.

3. Verify that node1 is running the software you just installed. Issue the show version

command.

4. Make sure that both nodes of theMC-LAG (node1 and node2) are in the active-active

state after the reboot of node1.

5. Upgrade node2 of the MC-LAG.

Repeat step 1 through step 3 to upgrade node2.

Layer 2 Unicast Features Supported

The following Layer 2 unicast features are supported:

• L2 unicast: learning and aging
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• Learned MAC addresses are propagated across MC-LAG peers for all of the VLANs

that are spawned across the peers.

• Aging of MAC addresses occurs when the MAC address is not seen on both of the

peers.

• MAC learning is disabled on the ICL-PL automatically.

• MAC addresses learned on single-homed links are propagated across all of the

VLANs that have MC-LAG links as members.

Layer 2 Multicast Features Supported

The following Layer 2 multicast features are supported:

• L2multicast: unknown unicast and IGMP snooping

• Floodinghappensonall linksacrosspeers if bothpeershavevirtual LANmembership.

Only one of the peers forwards traffic on a given MC-LAG link.

• Known and unknownmulticast packets are forwarded across the peers by adding

the ICL-PL port as amulticast router port.

• IGMPmembership learned on MC-LAG links is propagated across peers.

• During an MC-LAG peer reboot, knownmulticast traffic is flooded until the IGMP

snooping state is synced with the peer.

IGMP Snooping on an Active-Active MC-LAG

IGMP snooping controls multicast traffic in a switched network. When IGMP snooping is

not enabled, the Layer 2 device broadcasts multicast traffic out of all of its ports, even

if thehostson thenetworkdonotwant themulticast traffic.With IGMPsnoopingenabled,

a Layer 2 device monitors the IGMP join and leavemessages sent from each connected

host to amulticast router. This enables the Layer 2 device to keep track of the multicast

groups and associatedmember ports. The Layer 2 device uses this information to make

intelligent decisions and to forwardmulticast traffic to only the intended destination

hosts. IGMP uses Protocol Independent Multicast (PIM) to route the multicast traffic.

PIM uses distribution trees to determine which traffic is forwarded.

Inanactive-activeMC-LAGconfiguration, IGMPsnooping replicates theLayer 2multicast

routes so that each MC-LAG peer has the same routes. If a device is connected to an

MC-LAGpeerbywayofasingle-homed interface, IGMPsnooping replicates joinmessage

to its IGMP snooping peer. If a multicast source is connected to an MC-LAG by way of a

Layer 3 device, the Layer 3 device passes this information to the RVI that is configured

on theMC-LAG. The first hop DR is responsible for sending the register and register-stop

messages for the multicast group. The last hop DR is responsible for sending PIM join

and leavemessages toward the rendezvous point and source for the multicast group.

The routing device with the smallest preferencemetric forwards traffic on transit LANs.

Configure the ICL-PL interface as a router-facing interface. For the scenario in which

traffic arrives by way of a Layer 3 interface, PIM and IGMPmust be enabled on the RVI

interface configured on the MC-LAG peers.
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Layer 3 Unicast Features Supported

The following Layer 3 unicast features are supported:

• VRRP active-standby support enables Layer 3 routing over MC-AE interfaces.

• Routed VLAN interface (RVI) MAC address synchronization enables MC-LAG peers to

forward Layer 3 packets arriving on MC-AE interfaces with either its own RVI MAC

address or its peer’s RVI MAC address.

• Address Resolution Protocol (ARP) synchronization enables ARP resolution on both

of the MC-LAG peers.

• DHCPRelaywithoption82enablesoption82on theMC-LAGpeers.Option82provides

information about the network location of DHCP clients. The DHCP server uses this

information to implement IP addresses or other parameters for the client.

VRRP Active-Standby Support

VRRP in active-standbymode enables Layer 3 routing over the MC-AE interfaces on the

MC-LAG peers. In this mode, the MC-LAG peers act as virtual routers. The virtual routers

share the virtual IP address that corresponds to the default route configured on the host

or server connected to the MC-LAG. This virtual IP address, known as a routed VLAN

interface (RVI), maps to either of the VRRPMAC addresses or the logical interfaces of

the MC-LAG peers. The host or server uses the VRRPMAC address to send any Layer 3

upstream packets. At any time, one of the VRRP routers is the master (active), and the

other is a backup (standby). Both VRRP active and VRRP backup routers forward Layer

3 traffic arriving on the MC-AE interface. If the master router fails, all the traffic shifts to

the MC-AE link on the backup router.

NOTE: Youmust configure VRRP on both MC-LAG peers in order for both
the active and standbymembers to accept and route packets. Additionally,
configure the VRRP backup router to send and receive ARP requests.

Routingprotocols runon theprimary IPaddressof theRVI, andbothof theMC-LAGpeers

run routing protocols independently. The routing protocols use the primary IP address

of the RVI and the RVI MAC address to communicate with the MC-LAG peers. The RVI

MACaddressof eachMC-LAGpeer is replicatedon theotherMC-LAGpeerand is installed

as a MAC address that has been learned on the ICL-PL.

Routed VLAN Interface (RVI) MAC Address Synchronization

Routed VLAN interface (RVI) MAC address synchronization enables MC-LAG peers to

forwardLayer3packetsarrivingonMC-AE interfaceswitheither itsownRVIMACaddress

or its peer’s RVI MAC address. Each MC-LAG peer installs its own RVI MAC address as

well as the peer’s RVIMACaddress in the hardware. EachMC-LAGpeer treats the packet

as if it were its own packet. If RVI MAC address synchronization is not enabled, the RVI

MAC address is installed on the MC-LAG peer as if it was learned on the ICL-PL.
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NOTE: If you need routing capability, configure both VRRP and routing
protocols on eachMC-LAG peer.

Control packets destined for a particular MC-LAG peer that arrive on anMC-AE interface

of its MC-LAG peer are not forwarded on the ICL-PL interface. Additionally, using the

gateway IP address as a source address when you issue either a ping, traceroute, telnet,

or FTP request is not supported.

To enable RVI MAC address synchronization, issue the set vlan vlan-name l3_interface

rvi-namemcae-mac-synchronize on each MC-LAG peer. Configure the same IP address

on both MC-LAG peers. This IP address is used as the default gateway for the MC-LAG

servers or hosts.

Address Resolution Protocol (ARP)

Address Resolution Protocol (ARP)maps IP addresses to MAC addresses. Without

synchronization, if one MC-LAG peer sends an ARP request, and the other MC-LAG peer

receives the response,ARP resolution isnot successful.With synchronization, theMC-LAG

peers synchronize theARP resolutionsby sniffing thepacketat theMC-LAGpeer receiving

the ARP response and replicating this to the other MC-LAG peer. This ensures that the

entries in ARP tables on the MC-LAG peers are consistent.

When one of the MC-LAG peers restarts, the ARP destinations on its MC-LAG peer are

synchronized. Because the ARP destinations are already resolved, its MC-LAG peer can

forward Layer 3 packets out of the MC-AE interface.

DHCP Relay with Option 82

DHCP relay with option 82 provides information about the network location of DHCP

clients. The DHCP server uses this information to implement IP addresses or other

parameters for the client. With DHCP relay enabled, DHCP request packets might take

the path to the DHCP server through either of the MC-LAG peers. Because the MC-LAG

peers have different host names, chassisMACaddresses, and interface names, you need

to observe these requirements when you configure DHCP relay with option 82:

• Use the interface description instead of the interface name.

• Do not use the hostname as part of the circuit ID or remote ID strings.

• Do not use the chassis MAC address as part of the remote ID string.

• Do not enable the vendor ID.

• If the ICL-PL interface receives DHCP request packets, the packets are dropped to

avoid duplicate packets in the network.

A counter called Due to received on ICL interface has been added to the show helper

statistics command, which tracks the packets that the ICL-PL interface drops.

An example of the CLI output follows:

user@switch> show helper statistics
BOOTP:
  Received packets: 6
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  Forwarded packets: 0
  Dropped packets: 6
    Due to no interface in DHCP Relay database: 0
    Due to no matching routing instance: 0
    Due to an error during packet read: 0
    Due to an error during packet send: 0
    Due to invalid server address: 0
    Due to no valid local address: 0
    Due to no route to server/client: 0
    Due to received on ICL interface: 6

Theoutput shows that sixpackets receivedon the ICL-PL interfacehavebeendropped.

Private VLAN (PVLAN)

Private VLANs allow you to split a broadcast domain into multiple isolated broadcast

subdomains, essentially putting a VLAN inside of a VLAN. A PVLAN can spanmultiple

peers on an MC-LAG.

When configuring a PVLAN, youmust configure the ICL-PL interface as the PVLAN trunk

interface for thePVLAN. This is essential for traffic to be switched to the required primary

and secondary ports of the PVLAN across the MC-LAG peers.

Layer 3Multicast

• PIM OperationWith Normal Mode DR Election on page 1861

• PIM Operation with Dual-DRMode on page 1862

• Configuration Guidelines and Caveats on page 1862

Protocol IndependentMulticast (PIM)and InternetGroupManagementProtocol (IGMP)

provide support for Layer 3multicast, In addition to the standardmode of PIM operation,

there is a special mode called PIM dual DR (designated router). PIM dual DRminimizes

traffic loss in case of failures.

PIMOperationWith Normal Mode DR Election

In normal mode DR election, the RVI interfaces on both of the MC-LAG peers are

configured with PIM enabled. In this mode, one of the MC-LAG peers becomes the DR

through the PIMDRelectionmechanism. The electedDRmaintains the rendevous-point

tree (RPT) and shortest-path tree (SPT) so it can receive data from the source device.

TheelectedDRparticipates inperiodicPIM join andpruneactivities toward the rendevous

point (RP) or the source.

The trigger for initiating these join and prune activities is the IGMPmembership reports

that are received from interested receivers. IGMP reports received over MC-AE interfaces

(potentially hashing on either of the MC-LAG peers) and single-homed links are

synchronized to the MC-LAG peer through ICCP.

BothMC-LAG peers receive traffic on their incoming interface (IIF). The non-DR receives

traffic bywayof the ICL-PL interface,whichacts asamulticast router (mrouter) interface.

If the DR fails, the non-DR has to build the entire forwarding tree (RPT and SPT), which

can causemulticast traffic loss.
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PIMOperation with Dual-DRMode

In this mode, both of MC-LAG peers act as DRs (active and backup) and send periodic

join and prunemessages upstream towards the RP, or source, and eventually join the

RPT or SPT.

The primary MC-LAG peer forwards the multicast traffic to the receiver devices even if

the standby MC-LAG peer has a smaller preferencemetric.

The standbyMC-LAGpeer also joins the forwarding tree and receives themulticast data.

The standby MC-LAG peer drops the data because it has an empty outgoing interface

list (OIL). When the standby MC-LAG peer detects the primary MC-LAG peer failure, it

adds the receiver VLAN to the OIL, and starts to forward the multicast traffic

ToenableamulticastdualDR, issue the setprotocolspim interface interface-namedual-dr

command on the VLAN interfaces of each MC-LAG peer.

Configuration Guidelines and Caveats

• Configure the IP address on the active MC-LAG peer with a high IP address or a high

DR priority. To ensure that the active MC-LAG peer retains the DRmembership

designation if PIM neighborship with the peer goes down.

• UsingBidirectional ForwardingDetection (BFD)andRVIMACsynchronization together

is not supported because ARP fails.

• When using RVI MAC synchronization, make sure that you configure the primary IP

address on both MC-LAG peers. Doing this ensures that both MC-LAG peers cannot

become assert winners.

• The number of BFD sessions on RVIs with PIM enabled is restricted to 100. Also, If you

havemore than 100 RVIs configured, do not configure BFD, andmake sure that the

hello interval is 2 seconds.

Related
Documentation

Configuring Link Aggregation on page 2019•

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Example: Configuring Multichassis Link Aggregation on page 1904

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using VRRP

on page 1926

• Example:ConfiguringMultichassis LinkAggregation for Layer 3Unicast usingMACAddress

Synchronization

• Example: Configuring Multichassis Link Aggregation for Layer 3 Unicast Using Virtual

Router Redundancy Protocol (VRRP) on page 1983

Understanding Port Ranges and SystemModes

QFX Series devices can support different port ranges depending on the device, media

type of the interface, the software that is running on the device, and the systemmode.
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This topic describes:

• Port Ranges for Different Media Types on page 1863

• Supported SystemModes on page 1883

Port Ranges for Different Media Types

The following media types support the following port ranges:

• The valid port range for a Fibre Channel (fc) interface is 0 through 5 and 42 through

47 on PIC 0, with a total of 12 available Fibre Channel ports.

NOTE: FibreChannelportsarenot supportedonQFX3500,QFX3600,and
QFX5100 switches running Enhanced Layer 2 software.

• The valid port range for a Gigabit Ethernet (ge) interface is 6 through 41 on PIC 0

because the ports between0 and 5 and 42 and 47 are reserved as Fibre Channel ports.

The total number of available Gigabit Ethernet ports is 36, because 12 of the remaining

48portsare reserved forFibreChanneland 10-GigabitEthernet interfaces. FibreChannel

ports cannot be configured as Gigabit Ethernet ports.

• The valid port range for a 10-Gigabit Ethernet (xe) interface is 0 through 47 on PIC 0.

The valid port range for a 10-Gigabit Ethernet (xe) interface is 0 through 15 on PIC 1.

The total number of available 10-Gigabit Ethernet ports is 64.

• The valid port range for a 40-Gigabit Ethernet is 0 through 3 on PIC 2. There are four

available ports.

NOTE: This port range is available on a QFX3500 standalone switch only.

• OnaQFX3500device,seeTable 160onpage1864andTable161onpage1868forphysical

port to logical port mappings:

• On a QFX3600 Node device:

• The valid port range for a 10-Gigabit Ethernet interface is 8 through 63 on PIC 0.

There are 56 available ports.

• The valid port range for a40-Gigabit Ethernet interface is 2 through 15onPIC 1. There

are 14 available ports.

• The valid port range for a 40-Gigabit data plane uplink interface is 0 through 7 on

PIC 1. There are eight available ports.

See for Table 162 on page 1871 for physical port to logical port mappings.

• On a QFX3600 switch running Enhanced Layer 2 Software:

• The valid port range for a 10-Gigabit Ethernet interface is 0 through 63 on PIC 0.

There are 64 available ports.

• The valid port range for a 40-Gigabit Ethernet interface is 0 through 15 on PIC 0.

There are 16 available ports.
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See for Table 163 on page 1874 for physical port to logical port mappings.

• On a QFX5100-48S switch running Enhanced Layer 2 Software:

• The valid port range for a 10-Gigabit Ethernet interface is 0 through 47 on PIC 0.

There are 48 available ports. When you channelize the 6 40-Gbps QSFP+ ports on

48 through 53 on PIC 0, there are 72 available ports.

• The valid port range for a 40-Gbps QSFP+ port is 48 through 53 on PIC 0. There are

six available ports.

See for Table 165 on page 1879for physical port to logical port mappings.

• For QFX5100-24Q and QFX5100-96S switches running Enhanced Layer 2 Software,

see for physical port to logical port mappings for different systemmodes.

Table 160: Valid Port Ranges on QFX3500 Switches Running QFabric Software Package

40-Gigabit Ethernet
Interfaces

(On PIC 2)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet
Interfaces

(On PIC 0)

Fibre Channel
Interfaces

(On PIC 0)Port Number

Not supported on this
port

xe-0/0/0Not supported on this
port

fc-0/0/00

Not supported on this
port

xe-0/0/1Not supported on this
port

fc-0/0/11

Not supported on this
port

xe-0/0/2Not supported on this
port

fc-0/0/22

Not supported on this
port

xe-0/0/3Not supported on this
port

fc-0/0/33

Not supported on this
port

xe-0/0/4Not supported on this
port

fc-0/0/44

Not supported on this
port

xe-0/0/5Not supported on this
port

fc-0/0/55

Not supported on this
port

xe-0/0/6ge-0/0/6Not supported on this
port

6

Not supported on this
port

xe-0/0/7ge-0/0/7Not supported on this
port

7

Not supported on this
port

xe-0/0/8ge-0/0/8Not supported on this
port

8

Not supported on this
port

xe-0/0/9ge-0/0/9Not supported on this
port

9

Not supported on this
port

xe-0/0/10ge-0/0/10Not supported on this
port

10
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Table 160: Valid Port Ranges on QFX3500 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 2)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet
Interfaces

(On PIC 0)

Fibre Channel
Interfaces

(On PIC 0)Port Number

Not supported on this
port

xe-0/0/11ge-0/0/11Not supported on this
port

11

Not supported on this
port

xe-0/0/12ge-0/0/12Not supported on this
port

12

Not supported on this
port

xe-0/0/13ge-0/0/13Not supported on this
port

13

Not supported on this
port

xe-0/0/14ge-0/0/14Not supported on this
port

14

Not supported on this
port

xe-0/0/15ge-0/0/15Not supported on this
port

15

Not supported on this
port

xe-0/0/16ge-0/0/16Not supported on this
port

16

Not supported on this
port

xe-0/0/17ge-0/0/17Not supported on this
port

17

Not supported on this
port

xe-0/0/18ge-0/0/18Not supported on this
port

18

Not supported on this
port

xe-0/0/19ge-0/0/19Not supported on this
port

19

Not supported on this
port

xe-0/0/20ge-0/0/20Not supported on this
port

20

Not supported on this
port

xe-0/0/21ge-0/0/21Not supported on this
port

21

Not supported on this
port

xe-0/0/22ge-0/0/22Not supported on this
port

22

Not supported on this
port

xe-0/0/23ge-0/0/23Not supported on this
port

23

Not supported on this
port

xe-0/0/24ge-0/0/24Not supported on this
port

24

Not supported on this
port

xe-0/0/25ge-0/0/25Not supported on this
port

25

1865Copyright © 2014, Juniper Networks, Inc.

Chapter 23: Overview



Table 160: Valid Port Ranges on QFX3500 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 2)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet
Interfaces

(On PIC 0)

Fibre Channel
Interfaces

(On PIC 0)Port Number

Not supported on this
port

xe-0/0/26ge-0/0/26Not supported on this
port

26

Not supported on this
port

xe-0/0/27ge-0/0/27Not supported on this
port

27

Not supported on this
port

xe-0/0/28ge-0/0/28Not supported on this
port

28

Not supported on this
port

xe-0/0/29ge-0/0/29Not supported on this
port

29

Not supported on this
port

xe-0/0/30ge-0/0/30Not supported on this
port

30

Not supported on this
port

xe-0/0/31ge-0/0/31Not supported on this
port

31

Not supported on this
port

xe-0/0/32ge-0/0/32Not supported on this
port

32

Not supported on this
port

xe-0/0/33ge-0/0/33Not supported on this
port

33

Not supported on this
port

xe-0/0/34ge-0/0/34Not supported on this
port

34

Not supported on this
port

xe-0/0/35ge-0/0/35Not supported on this
port

35

Not supported on this
port

xe-0/0/36ge-0/0/36Not supported on this
port

36

Not supported on this
port

xe-0/0/37ge-0/0/37Not supported on this
port

37

Not supported on this
port

xe-0/0/38ge-0/0/38Not supported on this
port

38

Not supported on this
port

xe-0/0/39ge-0/0/39Not supported on this
port

39

Not supported on this
port

xe-0/0/40ge-0/0/40Not supported on this
port

40
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Table 160: Valid Port Ranges on QFX3500 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 2)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet
Interfaces

(On PIC 0)

Fibre Channel
Interfaces

(On PIC 0)Port Number

Not supported on this
port

xe-0/0/41ge-0/0/41Not supported on this
port

41

Not supported on this
port

xe-0/0/42Not supported on this
port

fc-0/0/4242

Not supported on this
port

xe-0/0/43Not supported on this
port

fc-0/0/4343

Not supported on this
port

xe-0/0/44Not supported on this
port

fc-0/0/4444

Not supported on this
port

xe-0/0/45Not supported on this
port

fc-0/0/4545

Not supported on this
port

xe-0/0/46Not supported on this
port

fc-0/0/4646

Not supported on this
port

xe-0/0/47Not supported on this
port

fc-0/0/4747

xle-0/2/0

NOTE: Supported on
QFX3500 standalone
switch only.

xe-0/1/0

xe-0/1/1

xe-0/1/2

xe-0/1/3

NOTE: Supported on
QFX3500 standalone
switch only.

Not supported on this
port

Not supported on this
port

Q0

xle-0/2/1

NOTE: Supported on
QFX3500 standalone
switch only.

xe-0/1/4

xe-0/1/5

xe-0/1/6

xe-0/1/7

NOTE: Supported on
QFX3500 standalone
switch only.

Not supported on this
port

Not supported on this
port

Q1
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Table 160: Valid Port Ranges on QFX3500 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 2)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet
Interfaces

(On PIC 0)

Fibre Channel
Interfaces

(On PIC 0)Port Number

xle-0/2/2

NOTE: Supported on
QFX3500 standalone
switch only.

xe-0/1/8

xe-0/1/9

xe-0/1/10

xe-0/1/11

NOTE: Supported on
QFX3500 standalone
switch only.

Not supported on this
port

Not supported on this
port

Q2

xle-0/2/3

NOTE: Supported on
QFX3500 standalone
switch only.

xe-0/1/12

xe-0/1/13

xe-0/1/14

xe-0/1/15

NOTE: Supported on
QFX3500 standalone
switch only.

Not supported on this
port

Not supported on this
port

Q3

Table 161: Valid Port Ranges on QFX3500 Switches Running Enhanced Layer 2 Software

40-Gigabit Ethernet
Interfaces

(On PIC 1)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/0Not supported on this port0

Not supported on this portxe-0/0/1Not supported on this port1

Not supported on this portxe-0/0/2Not supported on this port2

Not supported on this portxe-0/0/3Not supported on this port3

Not supported on this portxe-0/0/4Not supported on this port4

Not supported on this portxe-0/0/5Not supported on this port5

Not supported on this portxe-0/0/6ge-0/0/66

Not supported on this portxe-0/0/7ge-0/0/77

Not supported on this portxe-0/0/8ge-0/0/88

Copyright © 2014, Juniper Networks, Inc.1868

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 161: Valid Port Ranges on QFX3500 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 1)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/9ge-0/0/99

Not supported on this portxe-0/0/10ge-0/0/1010

Not supported on this portxe-0/0/11ge-0/0/1111

Not supported on this portxe-0/0/12ge-0/0/1212

Not supported on this portxe-0/0/13ge-0/0/1313

Not supported on this portxe-0/0/14ge-0/0/1414

Not supported on this portxe-0/0/15ge-0/0/1515

Not supported on this portxe-0/0/16ge-0/0/1616

Not supported on this portxe-0/0/17ge-0/0/1717

Not supported on this portxe-0/0/18ge-0/0/1818

Not supported on this portxe-0/0/19ge-0/0/1919

Not supported on this portxe-0/0/20ge-0/0/2020

Not supported on this portxe-0/0/21ge-0/0/2121

Not supported on this portxe-0/0/22ge-0/0/2222

Not supported on this portxe-0/0/23ge-0/0/2323

Not supported on this portxe-0/0/24ge-0/0/2424

Not supported on this portxe-0/0/25ge-0/0/2525

Not supported on this portxe-0/0/26ge-0/0/2626

Not supported on this portxe-0/0/27ge-0/0/2727

Not supported on this portxe-0/0/28ge-0/0/2828

Not supported on this portxe-0/0/29ge-0/0/2929

Not supported on this portxe-0/0/30ge-0/0/3030
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Table 161: Valid Port Ranges on QFX3500 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 1)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/31ge-0/0/3131

Not supported on this portxe-0/0/32ge-0/0/3232

Not supported on this portxe-0/0/33ge-0/0/3333

Not supported on this portxe-0/0/34ge-0/0/3434

Not supported on this portxe-0/0/35ge-0/0/3535

Not supported on this portxe-0/0/36ge-0/0/3636

Not supported on this portxe-0/0/37ge-0/0/3737

Not supported on this portxe-0/0/38ge-0/0/3838

Not supported on this portxe-0/0/39ge-0/0/3939

Not supported on this portxe-0/0/40ge-0/0/4040

Not supported on this portxe-0/0/41ge-0/0/4141

Not supported on this portxe-0/0/42Not supported on this port42

Not supported on this portxe-0/0/43Not supported on this port43

Not supported on this portxe-0/0/44Not supported on this port44

Not supported on this portxe-0/0/45Not supported on this port45

Not supported on this portxe-0/0/46Not supported on this port46

Not supported on this portxe-0/0/47Not supported on this port47

et-0/1/0xe-0/1/0:0

xe-0/1/0:1

xe-0/1/0:2

xe-0/1/0:3

Not supported on this portQ0
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Table 161: Valid Port Ranges on QFX3500 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 1)

10-Gigabit Ethernet
Interfaces

(On PIC 0 and 1)

Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/1/1xe-0/1/1:0

xe-0/1/1:1

xe-0/1/1:2

xe-0/1/1:3

Not supported on this portQ1

et-0/1/2xe-0/1/2:0

xe-0/1/2:1

xe-0/1/2:2

xe-0/1/2:3

Not supported on this portQ2

et-0/1/3xe-0/1/3:0

xe-0/1/3:1

xe-0/1/3:2

xe-0/1/3:3

Not supported on this portQ3

Table 162: Valid Port Ranges on QFX3600 Switches Running QFabric Software Package

40-Gigabit Ethernet Interfaces

(On PIC 1)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

xle-0/1/0xe-0/0/0

xe-0/0/1

xe-0/0/2

xe-0/0/3

Q0

xle-0/1/1xe-0/0/4

xe-0/0/5

xe-0/0/6

xe-0/0/7

Q1
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Table 162: Valid Port Ranges on QFX3600 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet Interfaces

(On PIC 1)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

xle-0/1/2xe-0/0/8

xe-0/0/9

xe-0/0/10

xe-0/0/11

Q2

xle-0/1/3xe-0/0/12

xe-0/0/13

xe-0/0/14

xe-0/0/15

Q3

xle-0/1/4xe-0/0/16

xe-0/0/17

xe-0/0/18

xe-0/0/19

Q4

xle-0/1/5xe-0/0/20

xe-0/0/21

xe-0/0/22

xe-0/0/23

Q5

xle-0/1/6xe-0/0/24

xe-0/0/25

xe-0/0/26

xe-0/0/27

Q6

xle-0/1/7xe-0/0/28

xe-0/0/29

xe-0/0/30

xe-0/0/31

Q7
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Table 162: Valid Port Ranges on QFX3600 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet Interfaces

(On PIC 1)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

xle-0/1/8xe-0/0/32

xe-0/0/33

xe-0/0/34

xe-0/0/35

Q8

xle-0/1/9xe-0/0/36

xe-0/0/37

xe-0/0/38

xe-0/0/39

Q9

xle-0/1/10xe-0/0/40

xe-0/0/41

xe-0/0/42

xe-0/0/43

Q10

xle-0/1/11xe-0/0/44

xe-0/0/45

xe-0/0/46

xe-0/0/47

Q11

xle-0/1/12xe-0/0/48

xe-0/0/49

xe-0/0/50

xe-0/0/51

Q12

xle-0/1/13xe-0/0/52

xe-0/0/53

xe-0/0/54

xe-0/0/55

Q13
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Table 162: Valid Port Ranges on QFX3600 Switches Running QFabric Software
Package (continued)

40-Gigabit Ethernet Interfaces

(On PIC 1)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

xle-0/1/14xe-0/0/56

xe-0/0/57

xe-0/0/58

xe-0/0/59

Q14

xle-0/1/15xe-0/0/60

xe-0/0/61

xe-0/0/62

xe-0/0/63

Q15

Table 163: Valid Port Ranges on QFX3600 Switches Running Enhanced Layer 2 Software

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/0/0xe-0/0/0:0

xe-0/0/0:1

xe-0/0/0:2

xe-0/0/0:3

Q0

et-0/0/1xe-0/0/1:0

xe-0/0/1:1

xe-0/0/1:2

xe-0/0/1:3

Q1

et-0/0/2xe-0/0/2:0

xe-0/0/2:1

xe-0/0/2:2

xe-0/0/2:3

Q2
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Table 163: Valid Port Ranges on QFX3600 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/0/3xe-0/0/3:0

xe-0/0/3:1

xe-0/0/3:2

xe-0/0/3:3

Q3

et-0/0/4xe-0/0/4:0

xe-0/0/4:1

xe-0/0/4:2

xe-0/0/4:3

Q4

et-0/0/5xe-0/0/5:0

xe-0/0/5:1

xe-0/0/5:2

xe-0/0/5:3

Q5

et-0/0/6xe-0/0/6:0

xe-0/0/6:1

xe-0/0/6:2

xe-0/0/6:3

Q6

et-0/0/7xe-0/0/7:0

xe-0/0/7:1

xe-0/0/7:2

xe-0/0/7:3

Q7

et-0/0/8xe-0/0/8:0

xe-0/0/8:1

xe-0/0/8:2

xe-0/0/8:3

Q8
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Table 163: Valid Port Ranges on QFX3600 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/0/9xe-0/0/9:0

xe-0/0/9:1

xe-0/0/9:2

xe-0/0/9:3

Q9

et-0/0/10xe-0/0/10:0

xe-0/0/10:1

xe-0/0/10:2

xe-0/0/10:3

Q10

et-0/0/11xe-0/0/11:0

xe-0/0/11:1

xe-0/0/11:2

xe-0/0/11:3

Q11

et-0/0/12xe-0/0/12:0

xe-0/0/12:1

xe-0/0/12:2

xe-0/0/12:3

Q12

et-0/0/13xe-0/0/13:0

xe-0/0/13:1

xe-0/0/13:2

xe-0/0/13:3

Q13

et-0/0/14xe-0/0/14:0

xe-0/0/14:1

xe-0/0/14:2

xe-0/0/14:3

Q14
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Table 163: Valid Port Ranges on QFX3600 Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/0/15xe-0/0/15:0

xe-0/0/15:1

xe-0/0/15:2

xe-0/0/15:3

Q15

Table 164: Valid Port Ranges on QFX3600Node Devices Running QFabric Software Package

40-Gigabit Ethernet
Interfaces

(On PIC 1)

40-Gigabit Data Plane
Uplink Interfaces

(On PIC 1)

10-GigabitEthernet Interfaces

(On PIC 0)Port Number

Not supported on this portfte-0/1/0Not supported on this portQ0

Not supported on this portfte-0/1/1Not supported on this portQ1

xle-0/1/2fte-0/1/2xe-0/0/8

xe-0/0/9

xe-0/0/10

xe-0/0/11

Q2

xle-0/1/3fte-0/1/3xe-0/0/12

xe-0/0/13

xe-0/0/14

xe-0/0/15

Q3

xle-0/1/4fte-0/1/4xe-0/0/16

xe-0/0/17

xe-0/0/18

xe-0/0/19

Q4

xle-0/1/5fte-0/1/5xe-0/0/20

xe-0/0/21

xe-0/0/22

xe-0/0/23

Q5
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Table 164: Valid Port Ranges on QFX3600Node Devices Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 1)

40-Gigabit Data Plane
Uplink Interfaces

(On PIC 1)

10-GigabitEthernet Interfaces

(On PIC 0)Port Number

xle-0/1/6fte-0/1/6xe-0/0/24

xe-0/0/25

xe-0/0/26

xe-0/0/27

Q6

xle-0/1/7fte-0/1/7xe-0/0/28

xe-0/0/29

xe-0/0/30

xe-0/0/31

Q7

xle-0/1/8Not supported on this portxe-0/0/32

xe-0/0/33

xe-0/0/34

xe-0/0/35

Q8

xle-0/1/9Not supported on this portxe-0/0/36

xe-0/0/37

xe-0/0/38

xe-0/0/39

Q9

xle-0/1/10Not supported on this portxe-0/0/40

xe-0/0/41

xe-0/0/42

xe-0/0/43

Q10

xle-0/1/11Not supported on this portxe-0/0/44

xe-0/0/45

xe-0/0/46

xe-0/0/47

Q11
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Table 164: Valid Port Ranges on QFX3600Node Devices Running QFabric Software
Package (continued)

40-Gigabit Ethernet
Interfaces

(On PIC 1)

40-Gigabit Data Plane
Uplink Interfaces

(On PIC 1)

10-GigabitEthernet Interfaces

(On PIC 0)Port Number

xle-0/1/12Not supported on this portxe-0/0/48

xe-0/0/49

xe-0/0/50

xe-0/0/51

Q12

xle-0/1/13Not supported on this portxe-0/0/52

xe-0/0/53

xe-0/0/54

xe-0/0/55

Q13

xle-0/1/14Not supported on this portxe-0/0/56

xe-0/0/57

xe-0/0/58

xe-0/0/59

Q14

xle-0/1/15Not supported on this portxe-0/0/60

xe-0/0/61

xe-0/0/62

xe-0/0/63

Q15

Table 165: Valid Port Ranges on QFX5100-48S Switches Running Enhanced Layer 2 Software

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/00

Not supported on this portxe-0/0/011

Not supported on this portxe-0/0/22

Not supported on this portxe-0/0/33

Not supported on this portxe-0/0/44

Not supported on this portxe-0/0/55
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Table 165: Valid Port Ranges on QFX5100-48S Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/66

Not supported on this portxe-0/0/77

Not supported on this portxe-0/0/88

Not supported on this portxe-0/0/99

Not supported on this portxe-0/0/1010

Not supported on this portxe-0/0/1111

Not supported on this portxe-0/0/1212

Not supported on this portxe-0/0/1313

Not supported on this portxe-0/0/1414

Not supported on this portxe-0/0/1515

Not supported on this portxe-0/0/1616

Not supported on this portxe-0/0/1717

Not supported on this portxe-0/0/1818

Not supported on this portxe-0/0/1919

Not supported on this portxe-0/0/2020

Not supported on this portxe-0/0/2121

Not supported on this portxe-0/0/2222

Not supported on this portxe-0/0/2323

Not supported on this portxe-0/0/2424

Not supported on this portxe-0/0/2525

Not supported on this portxe-0/0/2626

Not supported on this portxe-0/0/2727
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Table 165: Valid Port Ranges on QFX5100-48S Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

Not supported on this portxe-0/0/2828

Not supported on this portxe-0/0/2929

Not supported on this portxe-0/0/3030

Not supported on this portxe-0/0/3131

Not supported on this portxe-0/0/3232

Not supported on this portxe-0/0/3333

Not supported on this portxe-0/0/3434

Not supported on this portxe-0/0/3535

Not supported on this portxe-0/0/3636

Not supported on this portxe-0/0/3737

Not supported on this portxe-0/0/3838

Not supported on this portxe-0/0/3939

Not supported on this portxe-0/0/4040

Not supported on this portxe-0/0/4141

Not supported on this portxe-0/0/4242

Not supported on this portxe-0/0/4343

Not supported on this portxe-0/0/4444

Not supported on this portxe-0/0/4545

Not supported on this portxe-0/0/4646

Not supported on this portxe-0/0/4747
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Table 165: Valid Port Ranges on QFX5100-48S Switches Running Enhanced Layer 2
Software (continued)

40-Gigabit Ethernet Interfaces

(On PIC 0)

10-Gigabit Ethernet Interfaces

(On PIC 0)Port Number

et-0/0/48xe-0/0/48:0

xe-0/0/48:1

xe-0/0/48:2

xe-0/0/48:3

48

et-0/0/49xe-0/0/49:0

xe-0/0/49:1

xe-0/0/49:2

xe-0/0/49:3

49

et-0/0/50xe-0/0/50:0

xe-0/0/50:1

xe-0/0/50:2

xe-0/0/50:3

50

et-0/0/51xe-0/0/51:0

xe-0/0/51:1

xe-0/0/51:2

xe-0/0/51:3

51

et-0/0/52xe-0/0/52:0

xe-0/0/52:1

xe-0/0/52:2

xe-0/0/52:3

52

et-0/0/53xe-0/0/53:0

xe-0/0/53:1

xe-0/0/53:2

xe-0/0/53:3

53
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Supported SystemModes

NOTE: There are restrictions on the ports you can channelize on the
QFX5100-24Q and QFX5100-96S switches depending on the systemmode
you configure. If you try to channelize ports that are restricted, the
configuration is ignored.

The following systemmodes are available on the QFX5100-24Q switch:

• Default mode

• Mode-104-port

• Flexi-PIC mode

• Non-oversubscribedmode

SeeTable 166onpage 1883 formore information regarding the supported systemmodes

for your switch.

The following systemmodes are available on the QFX5100-96S switch:

• Default-mode

• Non-oversubscribedmode

SeeTable 166onpage 1883 formore information regarding the supported systemmodes

for your switch.

Table 166:SystemModesSupportedonQFX5100SwitchesRunningEnhancedLayer2Software

Non-oversubscribed-modeFlexi-pic-modeMode-104portDefault-mode

Not supportedNot supportedNot supportedNot supportedQFX5100-48S

Supported

All 24 40-Gbps QSFP+
ports on PIC 0 can be
channelized to 96
10-Gigabit Ethernet
ports. 40-Gbps QSFP+
ports contained in the
expansion modules on
PIC 1 and PIC 2 are not
supported and cannot
be channelized. There
is no packet loss for
packets of any size in
this mode.

Supported

On PIC 0, the first four
ports (ports 0 through
3) cannot be
channelized. 40-Gbps
QSFP+portscontained
in expansion modules
on PIC 1 and PIC 2 are
supported but cannot
be channelized.

Supported

On PIC 0, all 24
40-Gbps QSFP+ ports
are channelized by
default, which provides
96 10-Gigabit Ethernet
ports. 40-Gbps QSFP+
ports contained in an
expansion module on
PIC 1 are supported. On
PIC 1, ports 0 and 2 are
channelized by default,
and ports 1 and 3 are
disabled. If 40-Gbps
QSFP+portscontained
inanexpansionmodule
are detected on PIC 2,
they are ignored.

Supported

You do not need to
configure the switch to
be in this mode. On PIC
0, you can channelize all
24 40-Gbps QSFP+
ports. On PIC 1 and PIC 2,
the 40-Gbps QSFP+
ports in the expansion
modules are supported
but cannot be
channelized. In this
mode, you can have one
of two port
combinations: 32
40-Gbps QSFP+ ports,
or96 10-GigabitEthernet
ports plus 8 40-Gbps
QSFP+ ports.

QFX5100-24Q

1883Copyright © 2014, Juniper Networks, Inc.

Chapter 23: Overview



Table 166: SystemModes Supported on QFX5100 Switches Running Enhanced Layer 2
Software (continued)

Non-oversubscribed-modeFlexi-pic-modeMode-104portDefault-mode

Supported

On PIC 0, all 96
10-Gigabit Ethernet
ports are supported.
However, the eight
40-Gbps QSFP+ ports
are not supported and
cannot be channelized.
There is no packet loss
for packets of any size
in this mode.

Not supportedNot supportedSupported

You do not need to
configure the switch to
be in this mode. On PIC
0, all 96 10-Gigabit
Ethernet ports are
supported. You can only
channelize the
40-GbpsQSFP+
interfaces to 10-Gibabit
Ethernet interfaces on
ports 96 and 100. When
you channelize the
interfaces on ports 96
and 100, ports 97, 98, 99,
101, 102 and 103 are
disabled.

QFX5100-96S

Related
Documentation

Interfaces Overview on page 1839•

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028

• Configuring the SystemMode on QFX5100 Switches on page 2030

• Rear Panel of a QFX3500 Device

• Front Panel of a QFX3600 Device

• Junos OS Network Interfaces Library for Routing Devices
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Understanding Redundant Trunk Links

In a typical enterprise network composed of distribution and access layers, a redundant

trunk link provides a simple solution for network recovery when a trunk port on a switch

goes down. In that case, traffic is routed to another trunk port, keeping network

convergence time to aminimum.

To configure a redundant trunk link, create a redundant trunk group. The redundant trunk

group is configured on the access switch and contains two links: a primary or active link,

and a secondary link. If the active link fails, the secondary link automatically starts

forwarding data traffic without waiting for normal spanning-tree protocol convergence.

Data traffic is forwarded only on the active link. Data traffic on the secondary link is

droppedandshownasdroppedpacketswhenyou issue theoperationalmodecommand

show interfaces interface-name extensive.

While data traffic is blockedon the secondary link, Layer 2 control traffic is still permitted.

For example, an LLDP session can be run between two switches on the secondary link.

Rapid Spanning Tree Protocol (RSTP) is enabled by default on the switches to create a

loop-free topology, but an interface is not allowed to be in both a redundant trunk group

and in a spanning-tree protocol topology at the same time. Youmust disable RSTP on

an interface if a redundant trunk group is configured on that interface. For example, in

Figure25onpage 1886, inaddition todisablingRSTPon theSwitch3 interfaces, youmust

also disable RSTP on the Switch 1 and Switch 2 interfaces connected to Switch 3.

Spanning-tree protocols can, however, continue operating on other interfaces on those

switches—for example on the link between Switch 1 and Switch 2.

Figure 25onpage 1886shows three switches inabasic topology for redundant trunk links.

Switch 1 and Switch 2make up the distribution layer, and Switch 3makes up the access

layer. Switch 3 is connected to the distribution layer through trunk ports ge-0/0/9.0 (Link

1) andge-0/0/10.0 (Link 2). Link 1 andLink 2 are in a redundant trunk group called group1.

Link 1 is designated as the primary link. Traffic flows between Switch 3 in the access layer

and Switch 1 in the distribution layer through Link 1. While Link 1 is active, Link 2 blocks

traffic.
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Figure 25: Redundant Trunk Group, Link 1 Active

Figure 26onpage 1886 illustrates how the redundant trunk link topologyworkswhen the

primary link goes down.

Figure 26: Redundant Trunk Group, Link 2 Active
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When Link 1 between Switch 1 and Switch 3 goes down, Link 2 takes over as the active

link. Traffic between the access layer and the distribution layer is then automatically

switched to Link 2 between Switch 1 and Switch 2.

Related
Documentation

Example: Configuring Redundant Trunk Links for Faster Recovery•

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

Understanding Generic Routing Encapsulation

Generic routing encapsulation (GRE) provides a private, secure path for transporting

packets throughanotherwisepublic networkbyencapsulating (or tunneling) thepackets.

This topic describes:

• Overview of GRE on page 1887

• GRE Tunneling on page 1887

• Configuration Limitations on page 1890

Overview of GRE

GRE encapsulates data packets and redirects them to a device that de-encapsulates

them and routes them to their final destination. This allows the source and destination

switches to operate as if they have a virtual point-to-point connection with each other

(because the outer header applied by GRE is transparent to the encapsulated payload

packet). For example, GRE tunnels allow routing protocols such as RIP and OSPF to

forward data packets from one switch to another switch across the Internet. In addition,

GRE tunnels can encapsulate multicast data streams for transmission over the Internet.

GRE isdescribed inRFC2784(obsoletesearlierRFCs 1701and 1702).Theswitchessupport

RFC 2784, but not completely. (For a list of limitations, see “Configuration Limitations”

on page 1890.)

As a tunnel source router, the switch encapsulates apayloadpacket for transport through

the tunnel to a destination network. The payload packet is first encapsulated in a GRE

packet, and then the GRE packet is encapsulated in a delivery protocol. The switch

performing the role of a tunnel remote router extracts the tunneled packet and forwards

the packet to its destination.

GRE Tunneling

Data is routed by the system to the GRE endpoint over routes established in the route

table. (These routes can be statically configured or dynamically learned by routing

protocols such as RIP or OSPF.) When a data packet is received by the GRE endpoint, it

is de-encapsulated and routed again to its destination address.

GRE tunnels are stateless-–that is, the endpoint of the tunnel contains no information

about the state or availability of the remote tunnel endpoint. Therefore, the switch

operating as a tunnel source router cannot change the state of the GRE tunnel interface

to down if the remote endpoint is unreachable.
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For details about GRE tunneling, see:

• Encapsulation and De-Encapsulation on the Switch on page 1888

• Number of Source and Destination Tunnels Allowed on a Switch on page 1888

• Class of Service on GRE Tunnels on page 1888

• Firewall Filters and GRE Tunnels on page 1889

Encapsulation and De-Encapsulation on the Switch

Encapsulation—A switch operating as a tunnel source router encapsulates and forwards

GRE packets as follows:

1. When a switch receives a data packet (payload) to be tunneled, it sends the packet

to the tunnel interface.

2. The tunnel interface encapsulates the data in a GRE packet and adds an outer IP

header.

3. The IP packet is forwarded on the basis of the destination address in the outer IP

header.

De-encapsulation—A switch operating as a tunnel remote router handles GRE packets

as follows:

1. When the destination switch receives the IP packet from the tunnel interface, the

outer IP header and GRE header are removed.

2. The packet is routed based on the inner IP header.

Number of Source and Destination Tunnels Allowed on a Switch

QFX5100 switches support as many as 512 GRE tunnels.

EX switches support as many as 500 GRE tunnels between switches transmitting IPv4

or IPv6 payload packets over GRE. If a passenger protocol in addition to IPv4 and IPv6

is used, you can configure up to 333 GRE tunnels between the switches.

An EX switch can have amaximum of 20 tunnel source IP addresses configured, and

each tunnel source IP can be configured with up to 20 destination IP addresses on a

secondswitch. Asa result, the twoconnected switches canhaveamaximumof400GRE

tunnels. If the first switch is also connected to a third switch, the possible maximum

number of tunnels is 500.

Class of Service on GRE Tunnels

When a network experiences congestion and delay, some packets might be dropped.

JunosOSclassof service (CoS)divides traffic intoclasses towhich youcanapplydifferent

levels of throughput and packet loss when congestion occurs and thereby set rules for

packet loss. For details about CoS, see Junos OS CoS for EX Series Switches Overview.
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The following CoS components are available on a switch operating as a GRE tunnel

source router or GRE tunnel remote router:

• At the GRE tunnel source—On a switch operating as a tunnel source router, you can

apply CoS classifiers on an ingress port or on a GRE port, with the following results on

CoS component support on tunneled packets:

• Schedulers only—Based on the CoS classification on the ingress port, you can apply

CoS schedulers on a GRE port of the switch to define output queues and control the

transmission of packets through the tunnel after GRE encapsulation. However, you

cannot apply CoS rewrite rules to these packets.

• Schedulers and rewrite rules—Depending on the CoS classification on the GRE port,

you can apply both schedulers and rewrite rules to the encapsulated packets

transmitted through the tunnel.

• At the GRE tunnel endpoint—When the switch is a tunnel remote router, you can apply

CoS classifiers on the GRE port and schedulers and rewrite rules on the egress port to

control the transmission of a de-encapsulated GRE packet out from the egress port.

Firewall Filters and GRE Tunnels

Firewall filters provide rules that define whether to permit, deny, or forward packets that

are transitingan interfaceonaswitch. (Fordetails, seeFirewall Filters forEXSeriesSwitches

Overview.) Because of the encapsulation and de-encapsulation performed by GRE, you

are constrained as to where you can apply a firewall filter to filter tunneled packets and

which header will be affected. Table 167 on page 1889 identifies these constraints.

Table 167: Firewall Filter Application Points for Tunneled Packets

Egress InterfaceIngress InterfaceEndpoint Type

outer headerinner headerSource (encapsulating)

inner headerCannot filter packets on ingress interfaceRemote (de-encapsulating)
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Configuration Limitations

Table 168 on page 1890 lists features that are not supported with GRE.

Table 168: Features Not Supported with GRE

QFX SwitchesEX Switches

MPLS over GRE tunnelsMPLS over GRE tunnels

GRE keepalivesGRE keepalives

GREkeys, payloadpacket fragmentation,
and sequence numbers for fragmented
packets

GRE keys, payload packet fragmentation, and sequence numbers for fragmented
packets

BGP dynamic tunnelsBGP dynamic tunnels

Outer IP address must be IPv4Outer IP address must be IPv4

Virtual routing instances

Bidirectional Forwarding Detection (BFD) protocol over GRE distributedmode

OSPF limitation—Enabling OSPF on a GRE interface creates two equal-cost routes
to the destination: one through the Ethernet network or uplink interface and the
other through the tunnel interface. If data is routed through the tunnel interface, the
tunnel might fail. To keep the interface operational, we recommend that you use a
static route, disable OSPF on the tunnel interface, or configure the peer not to
advertise the tunnel destination over the tunnel interface.

Related
Documentation

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)

• Configuring Generic Routing Encapsulation Tunneling on page 2025
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CHAPTER 24

Configuration

• Configuration Examples on page 1891

• Configuration Tasks on page 2015

• Configuration Tasks (ELS Only) on page 2027

• Configuration Tasks (Original CLI Only) on page 2032

• Configuration Statements on page 2035

• Configuration Statements (ELS Only) on page 2118

• Configuration Statements (Original CLI Only) on page 2134

Configuration Examples

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• Example: Configuring Multichassis Link Aggregation on page 1904

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using

VRRP on page 1926

• Example: Configuring Multichassis Link Aggregation with Layer 3 MAC Address

Synchronization on page 1963

• Example: Configuring Multichassis Link Aggregation for Layer 3 Unicast Using Virtual

Router Redundancy Protocol (VRRP) on page 1983

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

Example: Configuring Interfaces for Uplink Failure Detection

Uplink failure detection allows a switch to detect link failure on uplink interfaces and to

propagate the failure information to the downlink interfaces. All of the network interface

cards (NICs) on a server are configured as being either the primary link or the secondary

link and share the same IP address. When the primary link goes down, the server

transparently shifts the connection to the secondary link to ensure that the traffic on the

failed link is not dropped.
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This example describes:

• Requirements on page 1892

• Overview and Topology on page 1892

• Configuring Uplink Failure Detection on Both Switches on page 1893

• Verification on page 1894

Requirements

This example uses the following software and hardware components:

• Junos OS Release 12.1 or later for the QFX Series

• Two QFX3500 switches

• Two aggregation switches

• One dual-homed server

Overview and Topology

The topology in this example illustrates how to configure uplink failure detection on

SwitchAandSwitchB. SwitchAandSwitchB are both configuredwith a link-to-monitor

interface (the uplink interface to the aggregation switch) and a link-to-disable interface

(the downlink interface to the server). For simplicity, only one group of link-to-monitor

interfaces and link-to-disable interfaces is configured for each switch. The server is

dual-homedtobothSwitchAandSwitchB. In this scenario, if the link-to-monitor interface

to Switch A is disabled, the server uses the link-to-monitor interface to Switch B instead.

NOTE: This example does not describe how to configure the dual-homed
server or the aggregation switches. Please refer to the documentation for
each of these devices for more information.

Figure 24 on page 1842 illustrates a typical setup for uplink failure detection.
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Figure 27: Uplink Failure Detection Configuration on Switches
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Table 169 on page 1893 lists uplink failure settings for each QFX3500 switch.

Table 169: Settings for Uplink Failure Protection Example

Switch BSwitch A

• Group name: Group2

• Link-to-monitor interface: xe-0/0/0

• Link-to-disable interface: xe-0/0/1

• Group name: Group1

• Link-to-monitor interface: xe-0/0/0

• Link-to-disable interface: xe-0/0/1

Configuring Uplink Failure Detection on Both Switches

To configure uplink failure detection on both switches, perform these tasks:

CLI Quick
Configuration

Toquickly configureuplink failureprotectiononSwitchAandSwitchB, copy the following

commands and paste them into the switch terminal window:

[edit protocols]
set uplink-failure-detection group group1
set uplink-failure-detection group group2
set uplink-failure-detection group group1 link-to-monitor xe-0/0/0
set uplink-failure-detection group group2 link-to-monitor xe-0/0/0
set uplink-failure-detection group group1 link-to-disable xe-0/0/1
set uplink-failure-detection group group2 link-to-disable xe-0/0/1

Step-by-Step
Procedure

To configure uplink failure protection on both switches:

1. Specify a name for the uplink failure detection group on Switch A:

[edit protocols]
user@switch# set uplink-failure-detection group group1

2. Add an uplink interface to the group on Switch A:

[edit protocols]
user@switch# set uplink-failure-detection group group1 link-to-monitor xe-0/0/0
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3. Add a downlink interface to the group on Switch A:

[edit protocols]
user@switch# set uplink-failure-detection group group1 link-to-disable xe-0/0/1

4. Specify a name for the uplink failure detection group on Switch B:

[edit protocols]
user@switch# set uplink-failure-detection group group2

5. Add an uplink interface to the group on Switch B:

[edit protocols]
user@switch# set uplink-failure-detection group group2 link-to-monitor xe-0/0/0

6. Add a downlink interface to the group on Switch B:

[edit protocols]
user@switch# set uplink-failure-detection group group2 link-to-disable xe-0/0/1

Results Display the results of the configuration:

uplink-failure-detection {
group {
group1 {
link-to-monitor {
xe-0/0/0;

}
link-to-disable {
xe-0/0/1;

}
}
group2 {
link-to-monitor {
xe-0/0/0;

}
link-to-disable {
xe-0/0/1;

}
}

}
}

Verification

To verify that uplink failure detection is working correctly, perform the following tasks

on Switch A and Switch B:

• Verifying That Uplink Failure Detection is Working Correctly on page 1894

Verifying That Uplink Failure Detection isWorking Correctly

Purpose Verify that the switch disables the downlink interface when it detects an uplink failure.
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Action 1. View the current uplink failure detection status:

user@switch> show uplink-failure-detection
Group                     : group1
Uplink                    :  xe-0/0/0*
Downlink                  :  xe-0/0/1*
Failure Action            :  Inactive

NOTE: The asterisk (*) indicates that the link is up.

2. Disable the uplink interface:

[edit]
user@switch# set interface xe-0/0/0 disable

3. Save the configuration on the switch.

4. View the current uplink failure detection status:

user@switch> show uplink-failure-detection
Group                     : group1
Uplink                    :  xe-0/0/0
Downlink                  :  xe-0/0/1
Failure Action            :  Active

Meaning The output in Step 1 shows that the uplink interface is up, and hence that the downlink

interface is also up, and that the status of Failure Action is Inactive.

The output in Step4 shows that both the uplink anddownlink interfaces are down (there

are no asterisks after the interface name) and that the status of FailureAction is changed

to Active. This output shows that uplink failure detection is working.

Related
Documentation

Overview of Uplink Failure Detection on page 1841•

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Verifying That Uplink Failure Detection Is Working Correctly
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Example: Configuring Link Aggregation Between a QFX Series Product and an Aggregation
Switch

A QFX Series product allows you to combine multiple Ethernet links into one logical

interface for higher bandwidth and redundancy. The ports that are combined in this

manner are referred to as a link aggregation group (LAG) or bundle. The number of

Ethernet links you can combine into a LAG depends on your QFX Series product model.

You can configure LAGs to connect a QFX Series product to other switches, like

aggregation switches, servers, or routers. This example describes how to configure LAGs

to connect a QFX3500, QFX3600, or QFX5100 switch to an aggregation switch.

• Requirements on page 1896

• Overview and Topology on page 1896

• Configuration on page 1897

• Verification on page 1899

• Troubleshooting on page 1900

Requirements

This example uses the following software and hardware components:

• Junos OS Release 11.1 or later for the QFX3500 and QFX3600 switches, and Junos OS

13.2 or later for the QFX5100 switch.

• One QFX3500, QFX3600, or QFX5100 switch.

Overview and Topology

In this example, the switch has one LAG comprising two 10-Gigabit Ethernet interfaces.

This LAG is configured in port mode trunk so that the switch and the VLAN to which it

has been assigned can send and receive traffic.

Configuring the Ethernet interfaces as LAGs has the following advantages:

• If one physical port is lost for any reason (a cable is unplugged or a switch port fails),

the logical port transparently continues to function over the remaining physical port.

• Link Aggregation Control Protocol (LACP) can optionally be configured for link

monitoring and automatic addition and deletion of individual links without user

intervention.

NOTE: If the remote end of the LAG link is a security device, LACPmight not
be supported because security devices require a deterministic configuration.
In this case, do not configure LACP. All links in the LAG are permanently
operationalunless theswitchdetectsa link failurewithin theEthernetphysical
layer or data link layers.
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The topology used in this example consists of one switchwith a LAGconfigured between

two of its 10-Gigabit Ethernet interfaces. The switch is connected to an aggregation

switch.

Aggregation
Switch

g0
40

70
4ae0

xe-0/0/2

xe-0/0/3

Table 170 on page 1897 details the topology used in this configuration example.

Table 170: Components of the Topology for Configuring a LAG Between a QFX3500 Switch
and Aggregation Switch

Trunk PortBase HardwareHostname

ae0 is configured as a trunk port and
combines the following two interfaces:
xe-0/0/2 and
xe-0/0/3
.

QFX3500,QFX3600,orQFX5100switchswitch

Configuration

To configure a LAG between two 10-Gigabit Ethernet interfaces:

CLI Quick
Configuration

To quickly configure a LAGbetween two 10-Gigabit Ethernet interfaces on a switch, copy

the following commands and paste them into the switch terminal window:

NOTE: If you are configuring a LAG on the QFX5100 switch, use the
interface-modestatement insteadof theport-modestatement.ForELSdetails,

see “Getting Started with Enhanced Layer 2 Software” on page 58.

[edit]
set chassis aggregated-devices ethernet device-count 1
set interfaces ae0 aggregated-ether-optionsminimum-links 1
set interfaces ae0 aggregated-ether-options link-speed 10g
set interfaces ae0 unit 0 family ethernet-switching vlanmembers green
set interfaces xe-0/0/2 ether-options 802.ad ae0
set interfaces xe-0/0/3 ether-options 802.ad ae0
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 aggregated-ether-options lacp active
set interfaces ae0 aggregated-ether-options lacp periodic fast

Step-by-Step
Procedure

To configure a LAG between a QFX Series switch and an aggregation switch:

1. Specify the number of LAGs to be created on the switch:

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 1

2. Specify the number of links that need to be present for the ae0 LAG interface to be

up:
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[edit interfaces]
user@switch# set ae0 aggregated-ether-optionsminimum-links 1

3. Specify the media speed of the ae0 link:

[edit interfaces]
user@switch# set ae0 aggregated-ether-options link-speed 10g

4. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@switch# set interfaces xe-0/0/2 ether-options 802.ad ae0
[edit interfaces]
user@switch# set interfaces xe-0/0/3 ether-options 802.ad ae0

5. Assign a port mode of trunk to the ae0 link:

NOTE: If you are configuring a LAG on the QFX5100 switch, use the
interface-mode statement instead of the port-mode statement. For ELS

details, see “Getting Started with Enhanced Layer 2 Software” on
page 58.

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk

or

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching interface-mode trunk

6. Assign the LAG to a VLAN:

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching vlanmembers green vlan-id 200

7. (Optional): Designate one side of the LAG as active for LACP:

[edit interfaces]
user@switch# set ae0 aggregated-ether-options lacp active

8. (Optional): Designate the interval and speed at which the interfaces send LACP

packets:

[edit interfaces]
user@switch# set ae0 aggregated-ether-options lacp periodic fast

Results

Display the results of the configuration on a QFX3500 or QFX3600 switch:

[edit]
chassis {
aggregated-devices {
ethernet {
device-count 1;

}
}

}
green {
vlan-id 200;
}

}
interfaces {
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ae0 {
aggregated-ether-options {
link-speed 10g;
minimum-links 1;

}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members green;

}
}

}
xe-0/0/2 {
ether-options {
802.ad ae0;

}
}
xe-0/0/3 {
ether-options {
802.ad ae0;

}
}

}

Verification

To verify that switching is operational and one LAG has been created, perform these

tasks:

• Verifying That LAG ae0.0 Has Been Created on page 1899

• Verifying That LAG ae0 Has Been Created on page 1899

Verifying That LAG ae0.0 Has Been Created

Purpose Verify that LAG ae0.0 has been created on the switch.

Action show interfaces ae0 terse

Interface               Admin Link Proto    Local                 Remote
ae0                     up    up
ae0.0                   up    up eth-switch

Meaning Theoutputconfirms that theae0.0 link is upandshows the familyand IPaddressassigned

to this link.

Verifying That LAG ae0 Has Been Created

Purpose Verify that LAG ae0 has been created on the switch

Action show interfaces ae0 terse

Interface               Admin Link Proto    Local                 Remote
ae0                     up    down
ae0.0                   up    down eth-switch
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Meaning The output shows that the ae0.0 link is down.

Troubleshooting

Troubleshooting a LAG That Is Down

Problem The show interfaces terse command shows that the LAG is down.

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that a LAG is part of family ethernet switching (Layer 2 LAG) or family inet (Layer

3 LAG).

• Verify that the LAGmember is connected to the correct LAG at the other end.

Related
Documentation

Configuring Link Aggregation on page 2019•

• Verifying the Status of a LAG Interface on page 2148

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• show lacp statistics interfaces (View) on page 2261

Example: Configuring Link Aggregation with LACP Between a QFX Series Product and an
Aggregation Switch

QFXSeriesproductsallowyou tocombinemultipleEthernet links intoone logical interface

for higher bandwidth and redundancy. The ports that are combined in this manner are

referred to as a link aggregation group (LAG) or bundle. The number of Ethernet links

youcancombine intoaLAGdependsonyourQFXSeriesproductmodel.Onastandalone

switch, you can group up to 32 Ethernet interfaces to form a LAG. On a QFabric system,

you can group up to 8 Ethernet interfaces to form a LAG. QFX Series products allow you

to further enhance these links by configuring Link Aggregation Control Protocol (LACP).

This exampledescribeshowtooverlayLACPon theLAGconfigurations thatwerecreated

in “Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch” on page 1896:

• Requirements on page 1901

• Overview and Topology on page 1901

• Configuring LACP for the LAG on the QFX Series on page 1901

• Verification on page 1902

• Troubleshooting on page 1903
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Requirements

This example uses the following software and hardware components:

• Junos OS Release 11.1 or later for the QFX3500 switch, Junos OS Release 12.1 or later

for the QFX3600 switch, and Junos OS 13.2 or later for the QFX5100 switch.

• One QFX3500, QFX3600, or QFX5100 switch.

Before you configure LACP, be sure you have:

• Configured the ports on the switches as trunk ports.

• Configured the LAG.

Overview and Topology

The topology in this example is exactly the same as the topology used in the Configuring

a LAG Between a QFX Switch and an Aggregation Switch example. This example shows

how to use LACP to enhance the LAG functionality.

LACP exchanges are made between actors (the transmitting link) and partners (the

receiving link). The LACPmode can be either active or passive.

NOTE: If theactorandpartnerareboth inpassivemode, theydonotexchange
LACP packets, which results in the aggregated Ethernet links not coming up.
Bydefault, LACP is in passivemode. To initiate transmissionof LACPpackets
and responses to LACP packets, youmust enable LACP in activemode.

By default, the actor and partner send LACP packets every second. You can configure

the interval atwhich the interfaces sendLACPpacketsby including theperiodic statement

at the [edit interfaces interface-name aggregated-ether-options lacp] hierarchy level.

The interval can be fast (every second) or slow (every 30 seconds).

Configuring LACP for the LAG on the QFX Series

To configure LACP for a QFX Series LAG, perform these tasks:

CLI Quick
Configuration

To quickly configure LACP for the access switch LAGs, copy the following commands

and paste them into the switch terminal window:

[edit]
set interfaces ae0 aggregated-ether-options lacp active periodic fast

Step-by-Step
Procedure

To configure LACP for LAG ae0 :

1. Specify the aggregated Ethernet options for the LAG:

[edit interfaces]
user@switch# set ae0 aggregated-ether-options lacp active periodic fast

Results Display the results of the configuration:
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[edit interfaces]
user@switch# show
ae0 {
aggregated-ether-options {
lacp {
active;
periodic fast;

}
}

}

Verification

To verify that LACP packets are being exchanged, perform the following tasks:

• Verifying the LACP Settings on page 1902

• Verifying That the LACP Packets Are Being Exchanged on page 1902

Verifying the LACP Settings

Purpose Verify that LACP has been set up correctly.

Action Use the show lacp interfaces interface-name command to check that LACP has been

enabled as active on one end.

user@switch> show lacp interfaces xe-0/02

Aggregated interface: ae0

    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity

      xe-0/0/2      Actor    No   Yes    No   No   No   Yes     Fast    Active

      xe-0/0/2    Partner    No   Yes    No   No   No   Yes     Fast   Passive

    LACP protocol:   Receive State    Transmit State           Mux State

      xe-0/0/2          Defaulted     Fast periodic            Detached

Meaning The output indicates that LACP has been set up correctly and is active at one end.

Verifying That the LACP Packets Are Being Exchanged

Purpose Verify that LACP packets are being exchanged.

Action Use the show interfaces aex statistics command to display LACP information.

user@switch> show interfaces ae0 statistics

Physical interface: ae0, Enabled, Physical link is Down
  Interface index: 153, SNMP ifIndex: 30
  Link-level type: Ethernet, MTU: 1514, Speed: Unspecified, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Disabled, Minimum links needed: 1,
  Minimum bandwidth needed: 0
  Device flags   : Present Running
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  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Current address: 02:19:e2:50:45:e0, Hardware address: 02:19:e2:50:45:e0
  Last flapped   : Never
  Statistics last cleared: Never
    Input packets : 0
    Output packets: 0
  Input errors: 0, Output errors: 0

  Logical interface ae0.0 (Index 71) (SNMP ifIndex 34)
    Flags: Hardware-Down Device-Down SNMP-Traps Encapsulation: ENET2
    Statistics        Packets        pps         Bytes          bps
    Bundle:
        Input :             0          0             0            0
        Output:             0          0             0            0
    Protocol inet
      Flags: None
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 10.10.10/24, Local: 10.10.10.1, Broadcast: 10.10.10.255

Meaning The output here shows that the link is down and that no PDUs are being exchanged.

Troubleshooting

To troubleshoot a nonworking LACP link, perform these tasks:

• Troubleshooting a Nonworking LACP Link on page 1903

Troubleshooting a Nonworking LACP Link

Problem The LACP link is not working.

Solution Check the following:

• Remove the LACP configuration and verify whether the static LAG is up.

• Verify that LACP is configured at both ends.

• Verify that LACP is not passive at both ends.

• Verify whether LACP protocol data units (PDUs) are being exchanged by running the

monitor traffic-interface lag-member detail command.

Related
Documentation

Configuring Link Aggregation on page 2019•

• Verifying the Status of a LAG Interface on page 2148

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• show lacp statistics interfaces (View) on page 2261
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Example: ConfiguringMultichassis Link Aggregation

NOTE: Multichassis Link Aggregation (MC-LAG) is supported on QFX3500
and QFX3600 standalone switches running the original CLI and QFX5100
standalone switches running Enhanced Layer 2 Software.

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interfacebetweentwoswitches.AnMC-LAGprovides redundancyand loadbalancing

between the twoswitches,multihomingsupport, anda loop-freeLayer 2networkwithout

running Spanning Tree Protocol (STP).

The peers in an MC-LAG use an interchassis control link-protection link (ICL-PL) to

replicate forwarding information across the peers. The Interchassis Control Protocol

(ICCP) exchanges the control information between twoMC-LAG switches. Additionally,

ICCP propagates the operational state of MC-LAGmembers through the ICL-PL.

On one end of an MC-LAG is an MC-LAG client device, such as a server, that has one or

more physical links in a link aggregation group (LAG). This client device does not need

to detect the MC-LAG. On the other side of an MC-LAG are twoMC-LAG switches. Each

of the switches has one or more physical links connected to a single client device. The

switches coordinate with each other to ensure that data traffic is forwarded properly.

• Requirements on page 1904

• Overview on page 1905

• Configuration on page 1906

• Verification on page 1923

• Troubleshooting on page 1925

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.2 or later for the QFX3500 and QFX3600 standalone switches

and Junos OS Release 13.2X51-D10 or later for the QFX5100 standalone switches.

• TwoQFX3500orQFX3600standaloneswitches,or twoQFX5100standaloneswitches.

Before you configure an MC-LAG, be sure that you understand how to:

• Configure aggregated Ethernet interfaces on a switch. See “Example: Configuring Link

Aggregation Between aQFXSeries Product and anAggregation Switch” on page 1896.

• Configure the Link Aggregation Control Protocol (LACP) on aggregated Ethernet

interfacesonaswitch.See “Example:ConfiguringLinkAggregationwithLACPBetween

a QFX Series Product and an Aggregation Switch” on page 1900.
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Overview

In this example, you configure an MC-LAG across two switches, consisting of two

aggregated Ethernet interfaces, an interchassis control link-protection link (ICL-PL),

multichassis protection link for the ICL-PL, ICCP for the peers hosting the MC-LAG, and

Layer 3 connectivity between MC-LAG peers. Layer 3 connectivity is required for ICCP.

Topology

The topology used in this example consists of two switches hosting anMC-LAG. The two

switches are connected to a server. Figure 28 on page 1905 shows the topology of this

example.

Figure 28: Configuring aMultichassis LAG Between Switch A and Switch
B

g0
41

39
0

ae0

xe-0/0/12

xe-0/0/13

VLAN: v500
Switch A Switch B

xe-0/0/44 xe-0/0/46

ae1

VLAN: v100 VLAN: v100

Server 1

Table 170 on page 1897 details the topology used in this configuration example.

Table 171: Components of the Topology for Configuring aMultichassis LAG Between Two
Switches

Multichassis Link Aggregation GroupBase HardwareHostname

ae0 is configured as an aggregated
Ethernet interface, and is used as an
ICL-PL. The following interfaces are part
of ae0: xe-0/0/12 and xe-0/0/13Switch
A and
xe-0/0/12 and xe-0/0/13 on Switch B.

ae1 is configured as an MC-LAG, and the
following two interfaces are part of ae1:
xe-0/0/44 on Switch A and
xe-0/0/46 on Switch B.
.

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

Switch A

Switch B
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

A.

NOTE: This example showshowtoconfigureMC-LAGusingboth theoriginal
CLI and Enhanced Layer 2 Software (ELS).

In ELS, there are three different statements and one different option from
the original CLI:

• The port-mode statement in the [edit interfaces interface-name unit number

familyethernet-switching]hierarchy isnotsupported.Usethe interface-mode

statement instead.

• The vlan statement in the [edit interfaces interface-name] hierarchy is not

supported. Use the irb statement instead.

• The vlan.logical-interface-number option in the [edit vlans vlan-name

l3-interface] option is not supported. Use the irb.logical-interface-number

option instead.

• The service-id statement in the [edit switch-options] hierarchy is required

in the ELS CLI.

Original CLI

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
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set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

ELS

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
set switch-options service-id 10

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

B.
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NOTE: This example showshowtoconfigureMC-LAGusingboth theoriginal
CLI and Enhanced Layer 2 Software (ELS).

In ELS, there are three different statements and one different option from
the original CLI:

• The port-mode statement in the [edit interfaces interface-name unit number

familyethernet-switching]hierarchy isnotsupported.Usethe interface-mode

statement instead.

• The vlan statement in the [edit interfaces interface-name] hierarchy is not

supported. Use the irb statement instead.

• The vlan.logical-interface-number option in the [edit vlans vlan-name

l3-interface] option is not supported. Use the irb.logical-interface-number

option instead.

• The service-id statement in the [edit switch-options] hierarchy is required

in the ELS CLI.

Original CLI

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

ELS

set chassis aggregated-devices ethernet device-count 2
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set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0
set switch-options service-id 10

Configuring MC-LAG on Two Switches

Step-by-Step
Procedure

To enable multichassis protection link between MC-LAG peers:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the number of LAGs on both Switch A and Switch B.

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 2

2. Addmember interfaces to the aggregated Ethernet interfaces on both Switch A

and Switch B.

[edit interfaces]
user@switch# set xe-0/0/12 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/13 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/44 ether-options 802.3ad ae1
[edit interfaces]
user@switch# set xe-0/0/46 ether-options 802.3ad ae1

3. Configure a trunk interface between Switch A and Switch B.
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NOTE: The port-mode statement is not supported on Enhanced Layer

2 Software (ELS). If you are running ELS, use the interface-mode

statement.

Orignal CLI:

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk

or

ELS:

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching interface-mode trunk

4. Configure a multichassis protection link between Switch A and Switch B.

Switch A:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

Switch B:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

Step-by-Step
Procedure

To enable ICCP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the local IP address to be in the ICCP connection on Switch A and Switch

B.

Switch A:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.2

Switch B:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

2. Configure the peer IP address andminimum receive interval for a (BFD) session for

ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
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3. Configure the peer IP address andminimum transmit interval for Bidirectional

Forwarding Detection (BFD) session for ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval
60

Switch B:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

4. (Optional) Configure the time during which an ICCP connection must succeed

between MC-LAG peers on Switch A and Switch B.

NOTE: Configuringsessionestablishmenthold timehelps in faster ICCP
connection establishment. The recommended value is 50 seconds.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 session-establishment-hold-time 50

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

5. (Optional)Configure thebackup IPaddress tobeused forbackup livenessdetection

on both Switch A and Switch B.

NOTE: Bydefault, backup livenessdetection isnotenabled.Configuring
a backup IP address helps achieve sub-second traffic loss during a
MC-LAG peer reboot.

Switch A:

[edit protocols]
user@switch# set iccppeer3.3.3.1backup-liveness-detectionbackup-peer-ip 10.207.64.233

Switch B:

[edit protocols]
user@switch# set iccppeer3.3.3.2backup-liveness-detectionbackup-peer-ip 10.207.64.232

6. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B.

[edit vlans]
user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface vlan.500
[edit vlans]
user@switch# set v500 l3-interface irb.500
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NOTE: The port-mode statement is not supported on Enhanced Layer

2 Software (ELS). If you are running ELS, use the interface-mode

statement.

Original CLI:

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers
v500

or

ELS:

[edit interfaces]
user@switch# setae0unit0familyethernet-switching interface-modetrunkvlanmembers
v500

Step-by-Step
Procedure

To enable the MC-LAG interface:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable LACP on the MC-LAG interface on Switch A and Switch B.

NOTE: At least one end needs to be active. The other end can be either
active or passive.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp active

2. Specify the samemultichassis aggregated Ethernet identification number on both

MC-LAG peers on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

3. Specify the same service ID on Switch A and Switch B.

ELS:

[edit]
user@switch# set switch-options service-id 10

4. Specify a unique chassis ID for the MC-LAG on the MC-LAG peers on Switch A and

Switch B.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

Switch B:

[edit interfaces]

Copyright © 2014, Juniper Networks, Inc.1912

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 1

5. Specify the operating mode of the MC-LAG on both Switch A and Switch B.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

6. Specify the status control for MC-LAG on Switch A and Switch B.

NOTE: Youmust configure status control on both Switch A and Switch
B hosting the MC-LAG. If one peer is in activemode, the other must be
in standbymode.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control standby

7. Specify thenumberof secondsbywhich thebring-upof theMC-AE interfaceshould

be deferred after you reboot Switch A and Switch B.

NOTE: The recommended value formaximumVLAN configuration (for
example, 4,000 VLANS) is 240 seconds. If IGMP snooping is enabled
on all of the VLANs, the recommended value is 420 seconds.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae init-delay-time 240

8. Specify the same LACP system ID for the MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-ID 00:01:02:03:04:05

9. Specify the same LACP administration key on both Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

10. Enable a VLAN on the MC-LAG on Switch A and Switch B.

NOTE: The port-mode statement is not supported on Enhanced Layer

2 Software (ELS). If you are running ELS, use the interface-mode

statement.

Original CLI:

1913Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk

or

ELS:

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching interface-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100

11. (Optional) Enable a private VLAN on the MC-LAG on Switch A and Switch B.

[edit]
user@switch# set vlans vlan100 pvlan isolation-vlan-id 200
extend-secondary-vlan-id
[edit]
user@switch# set vlans vlan100 interface ae0.0 pvlan-trunk

Step-by-Step
Procedure

To enabled RSTP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable RSTP globally on all interfaces on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

2. Disable RSTP on the ICL-PL interfaces on Switch A and Switch B:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

3. Configure the MC-LAG interfaces as edge ports on Switch A and Switch B.

NOTE: The ae1 interface is a downstream interface. This is why RSTP
and bpdu-block-on-edge need to be configured.

[edit]
user@switch# set protocols rstp interface ae1.0 edge

4. Enable BPDU blocking on all interfaces except for the ICL-PL interfaces on Switch

A and Switch B.

NOTE: The ae1 interface is a downstream interface. This is why RSTP
and bpdu-block-on-edge need to be configured.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Results

Display the results of the configuration on Switch A using the original CLI.
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chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}

1915Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



}
vlan {
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch A using the ELS CLI.

chassis {
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aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
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vlan {
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Display the results of the configuration on Switch B using the original CLI.
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chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
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}
vlan {
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch B using the ELS CLI.

chassis {
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aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
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vlan {
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}
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Verification

To verify that theMC-LAGgroup has been created and isworking properly, perform these

tasks:

• Verifying That ICCP IsWorking on Switch A on page 1923

• Verifying That ICCP IsWorking on Switch B on page 1923

• Verifying That LACP Is Active on Switch A on page 1924

• Verifying That LACP Is Active on Switch B on page 1924

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A on page 1924

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B on page 1924

• Verifying that MAC Learning Is Occurring on Switch A on page 1925

• Verifying that MAC Learning Is Occurring on Switch B on page 1925

Verifying That ICCP IsWorking on Switch A

Purpose Verify that ICCP is running on Switch A.

Action [edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.1
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.

Verifying That ICCP IsWorking on Switch B

Purpose Verify that ICCP is running on Switch B.

Action show iccp

[edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.2
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.
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Verifying That LACP Is Active on Switch A

Purpose Verify that LACP is active on Switch A.

Action [edit]
user@switch# show lacp interfaces
Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/46      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/46    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/46                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch A is participating in LACP negotiation.

Verifying That LACP Is Active on Switch B

Purpose Verify that LACP is active on Switch B

Action [edit]
user@switch# show lacp interfaces

Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/44      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/44    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/44                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch B is participating in LACP negotiation.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch A.

Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.1 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch A is up and active.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch B.
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Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.2 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch B is up and active.

Verifying that MAC Learning Is Occurring on Switch A

Purpose Verify that MAC learning is working on Switch A.

Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 10 entries, 4 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  V100              *                 Flood          - All-members
  V100              00:10:94:00:00:05 Learn(L)       33 ae0.0 (MCAE)

Meaning The output shows four learned MAC addresses entries.

Verifying that MAC Learning Is Occurring on Switch B

Purpose Verify that MAC learning is working on Switch B.

Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 10 entries, 4 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  V100              *                 Flood          - All-members
  V100              00:10:94:00:00:05 Learn(L)       33 ae0.0 (MCAE)

Meaning The output shows four learned MAC addresses entries.

Troubleshooting

Troubleshooting a LAG That Is Down

Problem The show interfaces terse command shows that the MC-LAG is down

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.
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• Verify that the MC-LAG is part of family Ethernet switching (Layer 2 LAG).

• Verify that the MC-LAGmember is connected to the correct MC-LAGmember at the

other end.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Configuring Multichassis Link Aggregation on page 2022

Example: ConfiguringMultichassis Link Aggregation for Layer 3Multicast Using VRRP

NOTE: Multichassis Link Aggregation (MC-LAG) is supported on QFX3500
and QFX3600 standalone switches running the original CLI and QFX5100
standalone switches running Enhanced Layer 2 Software (ELS).

There are twomethods for enabling Layer 3multicast functionality across amultichassis

link aggregation group (MC-LAG). You can choose either to configure Virtual Router

RedundancyProtocol (VRRP)or synchronize theMACaddresses for theLayer3 interfaces

of the switches participating in the MC-LAG. The procedure to configure VRRP for use in

a Layer 3 multicast MC-LAG is included in this example.

• Requirements on page 1926

• Overview on page 1926

• Configuration on page 1929

• Verification on page 1962

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.3 or later for the QFX3500 and QFX3600 standalone switches

and Junos OS Release 13.2X51-D10 or later for the QFX5100 standalone switches.

• TwoQFX3500orQFX3600standaloneswitches,or twoQFX5100standaloneswitches.

Before you configure an MC-LAG for Layer 3 multicast using VRRP, be sure that you

understand how to:

• Configure aggregated Ethernet interfaces on a switch. See “Example: Configuring Link

Aggregation Between aQFXSeries Product and anAggregation Switch” on page 1896.

• Configure the Link Aggregation Control Protocol (LACP) on aggregated Ethernet

interfacesonaswitch.See “Example:ConfiguringLinkAggregationwithLACPBetween

a QFX Series Product and an Aggregation Switch” on page 1900.

Overview

In this example, you configure two MC-LAGs across two switches, consisting of two

aggregated Ethernet interfaces (ae1 and ae2). To support the MC-LAG, create a third

aggregated Ethernet interface (ae0) for the interchassis control link-protection link
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(ICL-PL). Configure a multichassis protection link for the ICL-PL, Interchassis Control

Protocol (ICCP) for the peers hosting the MC-LAG, and Layer 3 connectivity between

MC-LAG peers.

NOTE: Layer 3 connectivity is required for ICCP.

To complete the configuration, enable VRRP by completing the following steps for each

MC-LAG:

• Create a routed VLAN interface (RVI)

• CreateaVRRPgroupandassignavirtual IPaddress that is sharedbetweeneachswitch

in the VRRP group

• Enable amember of a VRRP group to accept all packets destined for the virtual IP

address if it is the master in the VRRP group

• Configure Layer 3 connectivity between the VRRP groups

Topology

The topology used in this example consists of two switches hosting two MC-LAGs—ae1

andae2.The twoswitchesareconnected toamulticast source (Server 1)over theMC-LAG

ae1, andamulticast receiver (Server2)over theMC-LAGae2.Figure29onpage 1928shows

the topology of this example.
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Figure 29: Configuring aMultichassis LAG for Layer 3Multicast Using
VRRP
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Table 172 on page 1928 details the topology used in this configuration example.

Table 172:Componentsof theTopology forConfiguringaMultichassis LAG for Layer 3Multicast
Using VRRP

Multichassis Link Aggregation GroupBase HardwareHostname

• ae0 is configured as an aggregated
Ethernet interface, and is used as an
ICL-PL. The following two interfaces
are part of ae0:
xe-0/0/12 and xe-0/0/13 on Switch A
and
xe-0/0/12 and xe-0/0/13 onSwitch B.

• ae1 is configured as anMC-LAG for the
multicast source (Server 1), and the
following two interfacesarepartofae1:
xe-0/0/44 on Switch A and
xe-0/0/46 on Switch B.

• ae2 is configuredasanMC-LAGfor the
multicast receiver (Server 2), and the
following two interfaces are part of
ae2:
xe-0/0/45 on Switch A and
xe-0/0/47 on Switch B.

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

Switch A

Switch B
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

A.

NOTE: This example showshowtoconfigureMC-LAGusingboth theoriginal
CLI and Enhanced Layer 2 Software (ELS).

In ELS, there are three different statements and one different option from
the original CLI:

• The port-mode statement in the [edit interfaces interface-name unit number

familyethernet-switching]hierarchy isnotsupported.Usethe interface-mode

statement instead.

• The vlan statement in the [edit interfaces interface-name] hierarchy is not

supported. Use the irb statement instead.

• The vlan.logical-interface-number option in the [edit vlans vlan-name

l3-interface] option is not supported. Use the irb.logical-interface-number

option instead.

• The service-id statement in the [edit switch-options] hierarchy is required

in the ELS CLI.

Original CLI: set chassis aggregated-devices ethernet device-count 3
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces xe-0/0/45 ether-options 802.3ad ae2
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set interfaces ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces ae2 aggregated-ether-options lacp active
set interfaces ae2 aggregated-ether-options lacp system-id 00:01:02:03:04:06
set interfaces ae2 aggregated-ether-options lacp admin-key 3
set interfaces ae2 aggregated-ether-optionsmc-aemc-ae-id 4
set interfaces ae2 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae2 aggregated-ether-optionsmc-aemode active-active
set interfaces ae2 aggregated-ether-optionsmc-ae status-control active
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set interfaces ae2 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae2 unit 0 family ethernet-switching port-mode trunk
set interfaces ae2 unit 0 family ethernet-switching vlanmembers v200
set interfaces vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1 virtual-address
10.1.1.1

set interfaces vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1 priority 200
set interfaces vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1 accept-data
set interfaces vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2 virtual-address
10.1.1.2

set interfaces vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2 priority 200
set interfaces vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2 accept-data
set interfaces vlan unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface vlan.100
set vlans v200 vlan-id 200
set vlans v200 l3-interface vlan.200
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols igmp-snooping vlan all
set protocols ospf area 0.0.0.0 interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
threshold 500

set protocols ospf area 0.0.0.0 interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
threshold 500

set protocols pim rp static address 1.0.0.3 group-ranges 239.0.0.0/8
set protocols pim interface vlan.100 priority 200
set protocols pim interface vlan.100 dual-dr
set protocols pim interface vlan.100 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval threshold
500

set protocols pim interface vlan.200 priority 600
set protocols pim interface vlan.200 dual-dr
set protocols pim interface vlan.200 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval threshold
500

set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface ae2.0 edge
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set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

ELS: set chassis aggregated-devices ethernet device-count 3
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces xe-0/0/45 ether-options 802.3ad ae2
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set interfaces ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces ae2 aggregated-ether-options lacp active
set interfaces ae2 aggregated-ether-options lacp system-id 00:01:02:03:04:06
set interfaces ae2 aggregated-ether-options lacp admin-key 3
set interfaces ae2 aggregated-ether-optionsmc-aemc-ae-id 4
set interfaces ae2 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae2 aggregated-ether-optionsmc-aemode active-active
set interfaces ae2 aggregated-ether-optionsmc-ae status-control active
set interfaces ae2 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae2 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae2 unit 0 family ethernet-switching vlanmembers v200
set interfaces irb unit 100 family inet address 10.1.1.11/24 vrrp-group 1 virtual-address
10.1.1.1

set interfaces irb unit 100 family inet address 10.1.1.11/24 vrrp-group 1 priority 200
set interfaces irb unit 100 family inet address 10.1.1.11/24 vrrp-group 1 accept-data
set interfaces irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2 virtual-address
10.1.1.2

set interfaces irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2 priority 200
set interfaces irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2 accept-data
set interfaces irb unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.100
set vlans v200 vlan-id 200
set vlans v200 l3-interface irb.200
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols igmp-snooping vlan all
set protocols ospf area 0.0.0.0 interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
minimum-interval 350
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setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
threshold 500

set protocols ospf area 0.0.0.0 interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
threshold 500

set protocols pim rp static address 1.0.0.3 group-ranges 239.0.0.0/8
set protocols pim interface vlan.100 priority 200
set protocols pim interface vlan.100 dual-dr
set protocols pim interface vlan.100 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval threshold
500

set protocols pim interface vlan.200 priority 600
set protocols pim interface vlan.200 dual-dr
set protocols pim interface vlan.200 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval threshold
500

set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface ae2.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
set switch-options service-id 10

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

B.

Original CLI: set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces xe-0/0/47 ether-options 802.3ad ae2
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces ae2 aggregated-ether-options lacp active
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set interfaces ae2 aggregated-ether-options lacp system-id 00:01:02:03:04:06
set interfaces ae2 aggregated-ether-options lacp admin-key 3
set interfaces ae2 aggregated-ether-optionsmc-aemc-ae-id 4
set interfaces ae2 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae2 aggregated-ether-optionsmc-aemode active-active
set interfaces ae2 aggregated-ether-optionsmc-ae status-control active
set interfaces ae2 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae2 unit 0 family ethernet-switching port-mode trunk
set interfaces ae2 unit 0 family ethernet-switching vlanmembers v200
set interfaces vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1 virtual-address
10.1.1.1

set interfaces vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1 priority 150
set interfaces vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1 accept-data
set interfaces vlan unit 200 family inet address 10.1.1.20/24 vrrp-group 2 virtual-address
10.1.1.2

set interfaces vlan unit 200 family inet address 10.1.1.20/24 vrrp-group 2 priority 150
set interfaces vlan unit 200 family inet address 10.1.1.20/24 vrrp-group 2 accept-data
set interfaces vlan unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface vlan.100
set vlans v200 vlan-id 200
set vlans v200 l3-interface vlan.200
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-intervalminimum-interval 60
set protocols igmp-snooping vlan all
set protocols ospf area 0.0.0.0 interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
threshold 500

set protocols ospf area 0.0.0.0 interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
threshold 500

set protocols pim rp static address 1.0.0.3 group-ranges 239.0.0.0/8
set protocols pim interface vlan.100 priority 100
set protocols pim interface vlan.100 dual-dr
set protocols pim interface vlan.100 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval threshold
500

set protocols pim interface vlan.200 priority 500
set protocols pim interface vlan.200 dual-dr
set protocols pim interface vlan.200 bfd-liveness-detectionminimum-receive-interval
700
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set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval threshold
500

set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface ae2.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

ELS: set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces xe-0/0/47 ether-options 802.3ad ae2
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces ae2 aggregated-ether-options lacp active
set interfaces ae2 aggregated-ether-options lacp system-id 00:01:02:03:04:06
set interfaces ae2 aggregated-ether-options lacp admin-key 3
set interfaces ae2 aggregated-ether-optionsmc-aemc-ae-id 4
set interfaces ae2 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae2 aggregated-ether-optionsmc-aemode active-active
set interfaces ae2 aggregated-ether-optionsmc-ae status-control active
set interfaces ae2 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae2 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae2 unit 0 family ethernet-switching vlanmembers v200
set interfaces irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1 virtual-address
10.1.1.1

set interfaces irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1 priority 150
set interfaces irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1 accept-data
set interfaces irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2 virtual-address
10.1.1.2

set interfaces irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2 priority 150
set interfaces irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2 accept-data
set interfaces irb unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.100
set vlans v200 vlan-id 200
set vlans v200 l3-interface irb.200
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
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set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-intervalminimum-interval 60
set protocols igmp-snooping vlan all
set protocols ospf area 0.0.0.0 interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.100bfd-liveness-detectiontransmit-interval
threshold 500

set protocols ospf area 0.0.0.0 interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
minimum-interval 350

setprotocolsospfarea0.0.0.0 interfacevlan.200bfd-liveness-detectiontransmit-interval
threshold 500

set protocols pim rp static address 1.0.0.3 group-ranges 239.0.0.0/8
set protocols pim interface vlan.100 priority 100
set protocols pim interface vlan.100 dual-dr
set protocols pim interface vlan.100 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.100 bfd-liveness-detection transmit-interval threshold
500

set protocols pim interface vlan.200 priority 500
set protocols pim interface vlan.200 dual-dr
set protocols pim interface vlan.200 bfd-liveness-detectionminimum-receive-interval
700

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

set protocols pim interface vlan.200 bfd-liveness-detection transmit-interval threshold
500

set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface ae2.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0
set switch-options service-id 10

Configuring MC-LAG for Layer 3 Multicast Using VRRP on Two Switches

Step-by-Step
Procedure

To enable multichassis protection link between MC-LAG peers:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the number of LAGs on both Switch A and Switch B.

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 3

2. Addmember interfaces to the aggregated Ethernet interfaces on both Switch A

and Switch B.
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Switch A and Switch B

[edit interfaces]
user@switch# set xe-0/0/12 ether-options 802.3ad ae0
user@switch# set xe-0/0/13 ether-options 802.3ad ae0

Switch A

[edit interfaces]
user@switch# set xe-0/0/44 ether-options 802.3ad ae1
user@switch# set xe-0/0/45 ether-options 802.3ad ae2

Switch B

[edit interfaces]
user@switch# set xe-0/0/46 ether-options 802.3ad ae1
user@switch# set xe-0/0/47 ether-options 802.3ad ae2

3. Configure ae0 as the trunk interface between Switch A and Switch B.

Switch A and Switch B

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk

Switch A and Switch B Using ELS

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switchinginterface-mode trunk

4. Configure ae0 as themultichassis protection link between Switch A and Switch B.

Switch A

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

Switch B

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

Step-by-Step
Procedure

To enable ICCP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the local IP address to be in the ICCP connection on Switch A and Switch

B.

Switch A

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.2

Switch B

[edit protocols]
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user@switch# set iccp local-ip-addr 3.3.3.1

2. Configure the peer IP address, minimum receive interval, andminimum transmit

interval for a Bidirectional Forwarding Detection (BFD) session for ICCP on Switch

A and Switch B.

Switch A

[edit protocols]
user@switch# set iccppeer 3.3.3.1 liveness-detectionminimum-receive-interval 60
user@switch# set iccp peer 3.3.3.1 liveness-detection transmit-interval
minimum-interval 60

Switch B

[edit protocols]
user@switch# set iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval
60

user@switch# set iccp peer 3.3.3.2 liveness-detection transmit-interval
minimum-interval 60

3. (Optional) Configure the time during which an ICCP connection must succeed

between MC-LAG peers on Switch A and Switch B.

NOTE: Configuringsessionestablishmenthold timehelps in faster ICCP
connection establishment. The recommended value is 50 seconds.

Switch A

[edit protocols]
user@switch# set iccp peer 3.3.3.1 session-establishment-hold-time 50

Switch B

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

4. (Optional)Configure thebackup IPaddress tobeused forbackup livenessdetection

on both Switch A and Switch B.

NOTE: Bydefault, backup livenessdetection isnotenabled.Configuring
a backup IP address helps achieve sub-second traffic loss during a
MC-LAG peer reboot.

Switch A

[edit protocols]
user@switch# set iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip
10.207.64.233
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Switch B

[edit protocols]
user@switch# set iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip
10.207.64.232

5. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B.

NOTE: In ELS, use the irb.logical-interface-number instead.

Switch A and Switch B

[edit vlans]
user@switch# set v500 vlan-id 500
user@switch# set v500 l3-interface vlan.500

Switch A and Switch B Using ELS

[edit vlans]
user@switch# set v500 vlan-id 500
user@switch# set v500 l3-interface irb.500

Switch A and Switch B

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching vlanmembers v500

Switch A

[edit interfaces]
user@switch# set vlan unit 500 family inet address 3.3.3.2/24

Switch A Using ELS

[edit interfaces]
user@switch# set irbunit 500 family inet address 3.3.3.2/24

Switch B

[edit interfaces]
user@switch# set vlan unit 500 family inet address 3.3.3.1/24

Switch B Using ELS

[edit interfaces]
user@switch# set irb unit 500 family inet address 3.3.3.1/24

Step-by-Step
Procedure

To enable the ae1 and ae2 MC-LAG interfaces:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable LACP on the MC-LAG interfaces on Switch A and Switch B.
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NOTE: At least one end needs to be active. The other end can be either
active or passive.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp active
user@switch# set ae2 aggregated-ether-options lacp active

2. Specify the samemultichassis aggregatedEthernet (MC-AE) identificationnumber

for each MC-LAG peer on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3
user@switch# set ae2 aggregated-ether-optionsmc-aemc-ae-id 4

3. Specify the same service ID on Switch A and Switch B.

ELS:

[edit]
set switch-options service-id 10

4. Specify a unique chassis ID for the MC-LAG on the MC-LAG peers on Switch A and

Switch B.

Switch A

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0
user@switch# set ae2 aggregated-ether-optionsmc-ae chassis-id 0

Switch B

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 1
user@switch# set ae2 aggregated-ether-optionsmc-ae chassis-id 1

5. Specify the operating mode of the MC-LAGs on both Switch A and Switch B.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active
user@switch# set ae2 aggregated-ether-optionsmc-aemode active-active

6. Specify the status control for the MC-LAGs on Switch A and Switch B.

NOTE: Youmust configure status control on both Switch A and Switch
B hosting theMC-LAGs. If one peer is in activemode, the othermust be
in standbymode.
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Switch A

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active
user@switch# set ae2 aggregated-ether-optionsmc-ae status-control active

Switch B

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control standby
user@switch# set ae2 aggregated-ether-optionsmc-ae status-control standby

7. Specify the number of seconds by which the bring-up of the MC-LAG interfaces

should be deferred after you reboot Switch A or Switch B.

NOTE: The recommended value formaximumVLAN configuration (for
example, 4,000 VLANS) is 240 seconds. If IGMP snooping is enabled
on all of the VLANs, the recommended value is 420 seconds.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae init-delay-time 420
user@switch# set ae2 aggregated-ether-optionsmc-ae init-delay-time 420

8. Specify the same LACP system ID for each MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch#setae1aggregated-ether-options lacpsystem-ID00:01:02:03:04:05
user@switch#setae2aggregated-ether-options lacpsystem-ID00:01:02:03:04:06

9. Specify the same LACP administration key on both Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3
user@switch# set ae2 aggregated-ether-options lacp admin-key 3

10. Enable a VLAN for each MC-LAG on Switch A and Switch B.

[edit vlans]
user@switch# set v100 vlan-id 100
user@switch# set v200 vlan-id 200

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100
user@switch# set ae2 unit 0 family ethernet-switching vlanmembers v200

11. Configure ae1 and ae2 as trunk interfaces between Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk
user@switch# set ae2 unit 0 family ethernet-switching port-mode trunk

ELS:

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching interface-mode trunk
user@switch# set ae2 unit 0 family ethernet-switching interface-mode trunk
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Step-by-Step
Procedure

To enable VRRP on the MC-LAGs on Switch A and Switch B:

Create a routed VLAN interface (RVI) for each MC-LAG, assign a virtual IP address

that is shared between each switch in the VRRP groups, and assign an individual IP

address for each switch in the VRRP groups.

1.

Switch A

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1
virtual-address 10.1.1.1

user@switch# set vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2
virtual-address 10.1.1.2

Switch A Using ELS

[edit interfaces]
user@switch# set irb unit 100 family inet address 10.1.1.11/24 vrrp-group 1
virtual-address 10.1.1.1

user@switch# set irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2
virtual-address 10.1.1.2

Switch B

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1
virtual-address 10.1.1.1

user@switch# set vlan unit 200 family inet address 10.1.1.20/24 vrrp-group 2
virtual-address 10.1.1.2

Switch B Using ELS

[edit interfaces]
user@switch# set irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1
virtual-address 10.1.1.1

user@switch# set irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2
virtual-address 10.1.1.2

2. Assign the priority for each switch in the VRRP groups:

NOTE: The switch configured with the highest priority is themaster.

Switch A

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1 priority
200

user@switch# set vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2priority
200

Switch A Using ELS

[edit interfaces]
user@switch# set irb unit 100 family inet address 10.1.1.11/24 vrrp-group 1 priority
200
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user@switch# set irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2 priority
200

Switch B

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1 priority
150

user@switch# setvlanunit 200family inetaddress 10.1.1.20/24vrrp-group2priority
150

Switch B Using ELS

[edit interfaces]
user@switch# set irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1 priority
150

user@switch# set irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2 priority
150

3. Enable the switch to accept all packets destined for the virtual IP address if it is the

master in a VRRP group:

Switch A

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.11/24 vrrp-group 1
accept-data

user@switch# set vlan unit 200 family inet address 10.1.1.21/24 vrrp-group 2
accept-data

Switch A Using ELS

[edit interfaces]
user@switch#set irbunit 100family inetaddress 10.1.1.11/24vrrp-group1accept-data
user@switch# set irb unit 200 family inet address 10.1.1.21/24 vrrp-group 2
accept-data

Switch B

[edit interfaces]
user@switch# set vlan unit 100 family inet address 10.1.1.10/24 vrrp-group 1
accept-data

user@switch# set vlan unit 200 family inet address 10.1.1.20/24 vrrp-group 2
accept-data

Switch B Using ELS

[edit interfaces]
user@switch# set irb unit 100 family inet address 10.1.1.10/24 vrrp-group 1
accept-data

user@switch# set irb unit 200 family inet address 10.1.1.20/24 vrrp-group 2
accept-data

4. Configure Layer 3 connectivity between Switch A and Switch B.

[edit interfaces]
user@switch# set v100 l3-interface vlan.100
user@switch# set v200 l3-interface vlan.200

Copyright © 2014, Juniper Networks, Inc.1942

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



ELS:

[edit interfaces]
user@switch# set v100 l3-interface irb.100
user@switch# set v200 l3-interface irb.200

Step-by-Step
Procedure

To enable IGMP snooping:

Enable IGMP snooping for all VLANs on Switch A and Switch B.1.

[edit protocols]
user@switch# set igmp-snooping vlan all

Step-by-Step
Procedure

To configure OSPF as the Layer 3 protocol:

Configure an OSPF area on Switch A and Switch B.1.

[edit protocols ospf]
user@switch# set area 0.0.0.0

2. Assign the VLAN interfaces for the MC-LAGs as interfaces to the OSPF area on

Switch A and Switch B.

[edit protocols ospf area 0.0.0.0]
user@switch# set interface vlan.100
user@switch# set interface vlan.200

3. Configure the minimum receive interval, minimum transmit interval, and transmit

interval threshold for a Bidirectional Forwarding Detection (BFD) session for the

OSPF interfaces on Switch A and Switch B.

NOTE: On a QFX5100 switch, theminimum transmit interval must be
1000milliseconds or greater. Sub-second timers are not supported in
Junos OS 13.2X51-D10 and later. If you configure theminimum transmit
interval timer lower than 1000milliseconds, the state of the MC-LAG
can be affected.

[edit protocols ospf area 0.0.0.0]
user@switch# set interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

user@switch# set interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

user@switch# set interface vlan.100 bfd-liveness-detection transmit-interval
threshold 500

user@switch# set interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

user@switch# set interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

user@switch# set interface vlan.200 bfd-liveness-detection transmit-interval
threshold 500
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Step-by-Step
Procedure

To configure PIM as themulticast protocol:

Configure a static rendezvous point (RP) address on Switch A and Switch B.1.

[edit protocols pim]
user@switch# set rp static address 1.0.0.3

2. Configure theaddress rangesof themulticast groups forwhichSwitchAandSwitch

B can be a rendezvous point (RP).

[edit protocols pim rp static address 1.0.0.3]
user@switch# set group-ranges 239.0.0.0/8

3. Enable PIM on the VLAN interfaces for the MC-LAGs on Switch A and Switch B.

[edit protocols pim]
user@switch# set interface vlan.100 dual-dr
user@switch# set interface vlan.200 dual-dr

4. Configure each PIM interface’s priority for being selected as the designated router

(DR).

An interface with a higher priority value has a higher probability of being selected

as the DR.

Switch A

[edit protocols pim]
user@switch# set interface vlan.100 priority 200
user@switch# set interface vlan.200 priority 600

Switch B

[edit protocols pim]
user@switch# set interface vlan.100 priority 100
user@switch# set interface vlan.200 priority 500

5. Configure the minimum receive interval, minimum transmit interval, and transmit

interval threshold for a Bidirectional Forwarding Detection (BFD) session for the

PIM interfaces on Switch A and Switch B.

[edit protocols pim]
user@switch# set interface vlan.100 bfd-liveness-detection
minimum-receive-interval 700

user@switch# set interface vlan.100 bfd-liveness-detection transmit-interval
minimum-interval 350

user@switch# set interface vlan.100 bfd-liveness-detection transmit-interval
threshold 500

user@switch# set interface vlan.200 bfd-liveness-detection
minimum-receive-interval 700

user@switch# set interface vlan.200 bfd-liveness-detection transmit-interval
minimum-interval 350

user@switch# set interface vlan.200 bfd-liveness-detection transmit-interval
threshold 500
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Step-by-Step
Procedure

To enable RSTP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable RSTP globally on all interfaces on Switch A and Switch B.

[edit protocols rstp]
user@switch# set interface all mode point-to-point

2. Disable RSTP on the ICL-PL interfaces on Switch A and Switch B.

[edit protocols rstp]
user@switch# set interface ae0.0 disable

3. Configure the MC-LAG interfaces as edge ports on Switch A and Switch B.

NOTE: The ae1 and ae2 interfaces are downstream interfaces. This is
why RSTP and bpdu-block-on-edge need to be configured.

[edit protocols rstp]
user@switch# set interface ae1.0 edge
user@switch# set interface ae2.0 edge

4. Enable BPDU blocking on all interfaces except for the ICL-PL interfaces on Switch

A and Switch B.

NOTE: The ae1 and ae2 interfaces are downstream interfaces. This is
why RSTP and bpdu-block-on-edge need to be configured.

[edit protocols rstp]
user@switch# set bpdu-block-on-edge

Results

From configuration mode on Switch A, confirm your configuration by entering the show

chassis, show interfaces, showmulti-chassis, showprotocols, and showvlans commands.

If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

Original CLI: chassis {
aggregated-devices {
ethernet {
device-count 3;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {

1945Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



802.3ad ae0;
}

}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
xe-0/0/45 {
ether-options {
802.3ad ae2;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
ae2 {
aggregated-ether-options {
lacp {
active;
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system-id 00:01:02:03:04:06;
admin-key 3;

}
mc-ae {
mc-ae-id 4;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v200;

}
}

}
}
vlan {
unit 100 {
family inet {
address 10.1.1.11/24 {
vrrp-group 1 {
virtual-address 10.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 200 {
family inet {
address 10.1.1.21/24 {
vrrp-group 2 {
virtual-address 10.1.1.2;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface vlan.100 {
bfd-liveness-detection {
minimum-receive-interval 700;
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transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}

}
pim {
rp {
static {
address 1.0.0.3 {
group-ranges {
239.0.0.0/8;

}
}

}
}
interface vlan.100 {
priority 200;
dual-dr;
bfd-liveness-detection { ##Warning: 'bfd-liveness-detection' is deprecated
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
priority 600;
dual-dr;
bfd-liveness-detection { ##Warning: 'bfd-liveness-detection' is deprecated
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;
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}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
igmp-snooping {
vlan all;

}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface ae2.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;
l3-interface vlan.100;

}
v200 {
vlan-id 200;
l3-interface vlan.200;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

ELS: chassis {
aggregated-devices {
ethernet {
device-count 3;

}
}

}
interfaces {
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xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
xe-0/0/45 {
ether-options {
802.3ad ae2;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
ae2 {
aggregated-ether-options {
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lacp {
active;
system-id 00:01:02:03:04:06;
admin-key 3;

}
mc-ae {
mc-ae-id 4;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v200;

}
}

}
}
irb {
unit 100 {
family inet {
address 10.1.1.11/24 {
vrrp-group 1 {
virtual-address 10.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 200 {
family inet {
address 10.1.1.21/24 {
vrrp-group 2 {
virtual-address 10.1.1.2;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface vlan.100 {
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bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}

}
pim {
rp {
static {
address 1.0.0.3 {
group-ranges {
239.0.0.0/8;

}
}

}
}
interface vlan.100 {
priority 200;
dual-dr;
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
priority 600;
dual-dr;
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
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backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
igmp-snooping {
vlan all;

}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface ae2.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;
l3-interface irb.100;

}
v200 {
vlan-id 200;
l3-interface irb.200;

}
v500 {
vlan-id 500;
l3-interfac irb.500;

}
}

From configuration mode on Switch B, confirm your configuration by entering the show

chassis, show interfaces, showmulti-chassis, showprotocols, and showvlans commands.
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If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

Original CLI: chassis {
aggregated-devices {
ethernet {
device-count 3;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
xe-0/0/47 {
ether-options {
802.3ad ae2;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;

}
}
unit 0 {
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family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
ae2 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:06;
admin-key 3;

}
mc-ae {
mc-ae-id 4;
chassis-id 1;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v200;

}
}

}
}
vlan {
unit 100 {
family inet {
address 10.1.1.10/24 {
vrrp-group 1 {
virtual-address 10.1.1.1;
priority 150;
accept-data;

}
}

}
}
unit 200 {
family inet {
address 10.1.1.20/24 {
vrrp-group 2 {
virtual-address 10.1.1.2;
priority 150;
accept-data;

}
}

}
}
unit 500 {
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family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface vlan.100 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}

}
pim {
rp {
static {
address 1.0.0.3 {
group-ranges {
239.0.0.0/8;

}
}

}
}
interface vlan.100 {
priority 100;
dual-dr;
bfd-liveness-detection { ##Warning: 'bfd-liveness-detection' is deprecated
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
priority 500;
dual-dr;
bfd-liveness-detection { ##Warning: 'bfd-liveness-detection' is deprecated
minimum-receive-interval 700;
transmit-interval {
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minimum-interval 350;
threshold 500;

}
}

}
}
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
igmp-snooping {
vlan all;

}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface ae2.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;
l3-interface vlan.100;

}
v200 {
vlan-id 200;
l3-interface vlan.200;

}
v500 {
vlan-id 500;
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l3-interface vlan.500;
}

}

ELS: chassis {
aggregated-devices {
ethernet {
device-count 3;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
xe-0/0/47 {
ether-options {
802.3ad ae2;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;

}
}
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unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
ae2 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:06;
admin-key 3;

}
mc-ae {
mc-ae-id 4;
chassis-id 1;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v200;

}
}

}
}
irb {
unit 100 {
family inet {
address 10.1.1.10/24 {
vrrp-group 1 {
virtual-address 10.1.1.1;
priority 150;
accept-data;

}
}

}
}
unit 200 {
family inet {
address 10.1.1.20/24 {
vrrp-group 2 {
virtual-address 10.1.1.2;
priority 150;
accept-data;

}
}

}
}
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unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface vlan.100 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}

}
pim {
rp {
static {
address 1.0.0.3 {
group-ranges {
239.0.0.0/8;

}
}

}
}
interface vlan.100 {
priority 100;
dual-dr;
bfd-liveness-detection {
minimum-receive-interval 700;
transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
interface vlan.200 {
priority 500;
dual-dr;
bfd-liveness-detection {
minimum-receive-interval 700;
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transmit-interval {
minimum-interval 350;
threshold 500;

}
}

}
}
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
igmp-snooping {
vlan all;

}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface ae2.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;
l3-interface irb.100;

}
v200 {
vlan-id 200;

1961Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



l3-interface irb.200;
}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Verification

To verify that theMC-LAGgroup has been created and isworking properly, perform these

tasks:

• Verifying That Switch A is the Master Designated Router on page 1962

• Verifying That Switch B is the Backup Designated Router on page 1962

Verifying That Switch A is the Master Designated Router

Purpose Verify that Switch A is the master designated router (DR).

Action From operational mode, enter the show pim interfaces command.

user@switch> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name               Stat Mode IP V State        NbrCnt JoinCnt(sg/*g) DR address
pime.32769         Down S     4 2   P2P,NotCap         0 0/0
vlan.100           Up   S     4 2   DDR-DR,NotCap      1 0/0           10.1.1.11
vlan.200           Up   S     4 2   DDR-DR,NotCap      2 0/0           10.1.1.21

Meaning TheDDR-DRstateof theVLAN interfaces in theoutput shows thatSwitchA is themaster

designated router.

Verifying That Switch B is the Backup Designated Router

Purpose Verify that Switch B is the backup designated router (BDR).

Action From operational mode, enter the show pim interfaces command.

user@switch> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name               Stat Mode IP V State        NbrCnt JoinCnt(sg/*g) DR address
pime.32769         Down S     4 2   P2P,NotCap         0 0/0
vlan.100           Up   S     4 2   DDR-BDR,NotCap     1 0/0           10.1.1.11
vlan.200           Up   S     4 2   DDR-BDR,NotCap     2 0/0           10.1.1.21

Meaning The DDR-BDR state of the VLAN interfaces in the output shows that Switch B is the

backup designated router.
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Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Configuring Multichassis Link Aggregation on page 2022

Example:ConfiguringMultichassisLinkAggregationwithLayer3MACAddressSynchronization

NOTE: Multichassis Link Aggregation (MC-LAG) is supported on QFX3500
and QFX3600 standalone switches running the original CLI and QFX5100
standalone switches running Enhanced Layer 2 Software.

There are 2methods for enabling Layer 3 unicast functionality across amultichassis link

aggregation group (MC-LAG). You can choose either to synchronize the MAC addresses

between the switches for the participating MC-LAG interfaces, or you can configure

Virtual Router Redundancy Protocol (VRRP). The procedure to configure MAC address

synchronization is included in this example. For more information on configuring VRRP

for use in a Layer 3 unicast MC-LAG, see “Example: Configuring Multichassis Link

Aggregation for Layer 3 Unicast Using Virtual Router Redundancy Protocol (VRRP)” on

page 1983.

• Requirements on page 1963

• Overview on page 1963

• Configuration on page 1964

• Verification on page 1980

• Troubleshooting on page 1983

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.3 or later for the QFX3500 and QFX3600 standalone switches

and Junos OS Release 13.2X51-D10 or later for the QFX5100 standalone switches.

• TwoQFX3500orQFX3600standaloneswitches,or twoQFX5100standaloneswitches.

Before you configure an MC-LAG for Layer 3 unicast, be sure that you understand how

to:

• Configure aggregated Ethernet interfaces on a switch. See “Example: Configuring Link

Aggregation Between aQFXSeries Product and anAggregation Switch” on page 1896.

• Configure the Link Aggregation Control Protocol (LACP) on aggregated Ethernet

interfacesonaswitch.See “Example:ConfiguringLinkAggregationwithLACPBetween

a QFX Series Product and an Aggregation Switch” on page 1900.

Overview

In this example, you configure an MC-LAG across two switches, consisting of two

aggregated Ethernet interfaces, an interchassis control link-protection link (ICL-PL),
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multichassis protection link for the ICL-PL, ICCP for the peers hosting the MC-LAG, and

Layer 3 connectivity between MC-LAG peers. Layer 3 connectivity is required for ICCP.

Topology

The topology used in this example consists of two switches hosting anMC-LAG. The two

switches are connected to a server. Figure 28 on page 1905 shows the topology of this

example.

Figure 30: Configuring aMultichassis LAG Between Switch A and Switch
B

Server 1

Switch A Switch B

xe-0/0/44 xe-0/0/46

xe-0/0/13

xe-0/0/12

ae1

ae0

g0
41

29
4

Table 170 on page 1897 details the topology used in this configuration example.

Table 173: Components of the Topology for Configuring aMultichassis LAG Between Two
Switches

Multichassis Link Aggregation GroupBase HardwareHostname

ae0 is configured as an aggregated
Ethernet interface, and is used as an
ICL-PL. The following interfaces are part
of ae0: xe-0/0/12 and xe-0/0/13Switch
A and
xe-0/0/12 and xe-0/0/13 on Switch B.

ae1 is configured as an MC-LAG, and the
following two interfaces are part of ae1:
xe-0/0/44 on Switch A and
xe-0/0/46 on Switch B.
.

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

QFX3500 or QFX3600 standalone
switch, or QFX5100 standalone switch

Switch A

Switch B

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network
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configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

A.

NOTE: This example showshowtoconfigureMC-LAGusingboth theoriginal
CLI and Enhanced Layer 2 Software (ELS).

In ELS, there are three different statements and one different option from
the original CLI:

• The port-mode statement in the [edit interfaces interface-name unit number

familyethernet-switching]hierarchy isnotsupported.Usethe interface-mode

statement instead.

• The vlan statement in the [edit interfaces interface-name] hierarchy is not

supported. Use the irb statement instead.

• The vlan.logical-interface-number option in the [edit vlans vlan-name

l3-interface] option is not supported. Use the irb.logical-interface-number

option instead.

• The service-id statement in the [edit switch-options] hierarchy is required

in the ELS CLI.

Original CLI on Switch A:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
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ELS on Switch A:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
set switch-options service-id 10

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

B.

Original CLI on Switch B:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
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set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

ELS on Switch B:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0
set switch-options service-id 10

Configuring MC-LAG on Two Switches

Step-by-Step
Procedure

To enable multichassis protection link between MC-LAG peers:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the number of LAGs on both Switch A and Switch B.

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 2

2. Addmember interfaces to the aggregated Ethernet interfaces on both Switch A

and Switch B.
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[edit interfaces]
user@switch# set xe-0/0/12 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/13 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/44 ether-options 802.3ad ae1
[edit interfaces]
user@switch# set xe-0/0/46 ether-options 802.3ad ae1

3. Configure a trunk interface between Switch A and Switch B.

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk
[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching interface-mode trunk

4. Configure a multichassis protection link between Switch A and Switch B.

Switch A:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

Switch B:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

Step-by-Step
Procedure

To enable ICCP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the local IP address to be in the ICCP connection on Switch A and Switch

B.

Switch A:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.2

Switch B:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

2. Configure the peer IP address andminimum receive interval for a (BFD) session for

ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60

3. Configure the peer IP address andminimum transmit interval for Bidirectional

Forwarding Detection (BFD) session for ICCP on Switch A and Switch B.

Switch A:
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[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval
60

Switch B:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

4. (Optional) Configure the time during which an ICCP connection must succeed

between MC-LAG peers on Switch A and Switch B.

NOTE: Configuringsessionestablishmenthold timehelps in faster ICCP
connection establishment. The recommended value is 50 seconds.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 session-establishment-hold-time 50

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

5. (Optional)Configure thebackup IPaddress tobeused forbackup livenessdetection

on both Switch A and Switch B.

NOTE: Bydefault, backup livenessdetection isnotenabled.Configuring
a backup IP address helps achieve sub-second traffic loss during a
MC-LAG peer reboot.

Switch A:

[edit protocols]
user@switch# set iccppeer3.3.3.1backup-liveness-detectionbackup-peer-ip 10.207.64.233

Switch B:

[edit protocols]
user@switch# set iccppeer3.3.3.2backup-liveness-detectionbackup-peer-ip 10.207.64.232

6. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B using the original CLI:

[edit vlans]
user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface vlan.500
[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers
v500

7. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B using ELS:

[edit vlans]
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user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface irb.500
[edit interfaces]
user@switch# setae0unit0familyethernet-switching interface-modetrunkvlanmembers
v500

Step-by-Step
Procedure

To enable the MC-LAG interface:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable LACP on the MC-LAG interface on Switch A and Switch B.

NOTE: At least one end needs to be active. The other end can be either
active or passive.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp active

2. Specify the samemultichassis aggregated Ethernet identification number on both

MC-LAG peers on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

3. Specify the same service ID on Switch A and Switch B.

ELS:

[edit]
user@switch# set switch-options service-id 10

4. Specify a unique chassis ID for the MC-LAG on the MC-LAG peers on Switch A and

Switch B.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 1

5. Specify the operating mode of the MC-LAG on both Switch A and Switch B.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

6. Specify the status control for MC-LAG on Switch A and Switch B.
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NOTE: Youmust configure status control on both Switch A and Switch
B hosting the MC-LAG. If one peer is in activemode, the other must be
in standbymode.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control standby

7. Specify thenumberof secondsbywhich thebring-upof theMC-AE interfaceshould

be deferred after you reboot Switch A and Switch B.

NOTE: The recommended value formaximumVLAN configuration (for
example, 4,000 VLANS) is 240 seconds. If IGMP snooping is enabled
on all of the VLANs, the recommended value is 420 seconds.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae init-delay-time 240

8. Specify the same LACP system ID for the MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-ID 00:01:02:03:04:05

9. Specify the same LACP administration key on both Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

10. Enable a VLAN on the MC-LAG on Switch A and Switch B using the original CLI:

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100

11. Enable a VLAN on the MC-LAG on Switch A and Switch B using ELS:

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching interface-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100
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Step-by-Step
Procedure

To enabled RSTP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable RSTP globally on all interfaces on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

2. Disable RSTP on the ICL-PL interfaces on Switch A and Switch B:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

3. Configure the MC-LAG interfaces as edge ports on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface ae1.0 edge

4. Enable BPDU blocking on all interfaces except for the ICL-PL interfaces on Switch

A and Switch B.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Results

Display the results of the configuration on Switch A using the original CLI.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
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}
}

}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
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edge;
}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch A using ELS.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}
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}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;
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}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Display the results of the configuration on Switch B using the original CLI.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;
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}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
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interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch B using ELS.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
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}
}

}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
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edge;
}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Verification

To verify that theMC-LAGgroup has been created and isworking properly, perform these

tasks:

• Verifying That ICCP IsWorking on Switch A on page 1980

• Verifying That ICCP IsWorking on Switch B on page 1981

• Verifying That LACP Is Active on Switch A on page 1981

• Verifying That LACP Is Active on Switch B on page 1981

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A on page 1982

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B on page 1982

• Verifying that MAC Learning Is Occurring on Switch A and Switch B on page 1982

Verifying That ICCP IsWorking on Switch A

Purpose Verify that ICCP is running on Switch A.
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Action [edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.1
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.

Verifying That ICCP IsWorking on Switch B

Purpose Verify that ICCP is running on Switch B.

Action show iccp

[edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.2
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.

Verifying That LACP Is Active on Switch A

Purpose Verify that LACP is active on Switch A.

Action [edit]
user@switch# show lacp interfaces
Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/46      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/46    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/46                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch A is participating in LACP negotiation.

Verifying That LACP Is Active on Switch B

Purpose Verify that LACP is active on Switch B

1981Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



Action [edit]
user@switch# show lacp interfaces

Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/44      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/44    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/44                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch B is participating in LACP negotiation.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch A.

Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.1 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch A is up and active.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch B.

Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.2 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch B is up and active.

Verifying that MAC Learning Is Occurring on Switch A and Switch B

Purpose Verify that MAC learning is working on Switch A and B.
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Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 10 entries, 4 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  v222              *                 Flood          - All-members
  v222              00:00:5e:00:01:01 Static         - Router
  v222              00:10:94:00:00:05 Learn(L)       33 ae0.0 (MCAE)
  v222              84:18:88:df:ac:ae Learn(R)        0 ae2.0

Meaning The output shows four learned MAC addresses entries.

Troubleshooting

Troubleshooting a LAG That Is Down

Problem The show interfaces terse command shows that the MC-LAG is down

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that the MC-LAG is part of family Ethernet switching (Layer 2 LAG).

• Verify that the MC-LAGmember is connected to the correct MC-LAGmember at the

other end.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Configuring Multichassis Link Aggregation on page 2022

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using VRRP

on page 1926

Example: ConfiguringMultichassis Link Aggregation for Layer 3 Unicast Using Virtual Router
Redundancy Protocol (VRRP)

There are twomethods for enabling Layer 3 unicast functionality across a multichassis

link aggregation group (MC-LAG). You can choose either to configure Virtual Router

RedundancyProtocol (VRRP)or synchronize theMACaddresses for theLayer3 interfaces

of the switches participating in the MC-LAG. The procedure to configure VRRP for use in

aLayer3unicastMC-LAG is included in this example. Formore informationonconfiguring

MAC address synchronization, see Example: ConfiguringMultichassis Link Aggregation for

Layer 3 Unicast using MAC Address Synchronization.

• Requirements on page 1984

• Overview on page 1984

• Configuration on page 1985

• Verification on page 2004

• Troubleshooting on page 2009
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Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.3 or later for the QFX Series

• Two QFX3500 or QFX3600 or QFX5100 switches

Before you configure an MC-LAG, be sure that you understand how to:

• Configure aggregated Ethernet interfaces on a switch. See “Example: Configuring Link

Aggregation Between aQFXSeries Product and anAggregation Switch” on page 1896.

• Configure the Link Aggregation Control Protocol (LACP) on aggregated Ethernet

interfacesonaswitch.See “Example:ConfiguringLinkAggregationwithLACPBetween

a QFX Series Product and an Aggregation Switch” on page 1900.

• Configure Virtual Router Redundancy Protocol (VRRP) on a switch. See “Configuring

Basic VRRP Support” on page 1752.

Overview

In this example, you configure an MC-LAG across two switches by including interfaces

from both switches in an aggregated Ethernet interface (ae1). To support the MC-LAG,

create a second aggregated Ethernet interface (ae0) for the interchassis control

link-protection link (ICL-PL). Configure a multichassis protection link for the ICL-PL,

Interchassis Control Protocol (ICCP) for the peers hosting the MC-LAG, and Layer 3

connectivity between MC-LAG peers.

NOTE: Layer 3 connectivity is required for ICCP.

To complete the configuration, enable VRRP by completing the following steps:

• Create a routed VLAN interface (RVI)

• CreateaVRRPgroupandassignavirtual IPaddress that is sharedbetweeneachswitch

in the VRRP group

• Enable amember of a VRRP group to accept all packets destined for the virtual IP

address if it is the master in the VRRP group

• Configure Layer 3 connectivity between the VRRP groups

Topology

The topology used in this example consists of two switches hosting an MC-LAGs. The

twoswitchesare connected toa server. Figure 31 onpage 1985 shows the topologyof this

example.
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Figure 31: Configuring aMultichassis LAG Between Switch A and Switch
B
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Table 170 on page 1897 details the topology used in this configuration example.

Table 174: Components of the Topology for Configuring aMultichassis LAG Between Two
Switches

Multichassis Link Aggregation GroupBase HardwareHostname

ae0 is configured as an aggregated
Ethernet interface, and is used as an
ICL-PL. The following interfaces are part
of ae0: xe-0/0/12 and xe-0/0/13Switch
A and
xe-0/0/12 and xe-0/0/13 on Switch B.

ae1 is configured as an MC-LAG, and the
following two interfaces are part of ae1:
xe-0/0/44 on Switch A and
xe-0/0/46 on Switch B.
.

QFX3500,QFX3600,orQFX5100switchSwitch A

Switch B

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

A.
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NOTE: This example showshowtoconfigureMC-LAGusingboth theoriginal
CLI and Enhanced Layer 2 Software (ELS).

In ELS, there are three different statements and one different option from
the original CLI:

• The port-mode statement in the [edit interfaces interface-name unit number

familyethernet-switching]hierarchy isnotsupported.Usethe interface-mode

statement instead.

• The vlan statement in the [edit interfaces interface-name] hierarchy is not

supported. Use the irb statement instead.

• The vlan.logical-interface-number option in the [edit vlans vlan-name

l3-interface] option is not supported. Use the irb.logical-interface-number

option instead.

• The service-id statement in the [edit switch-options] hierarchy is required

in the ELS CLI.

Original CLI:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 100 family inet address 100.1.1.11/24 vrrp-group 1 virtual-address 100.1.1.1
set interfaces vlan unit 100 family inet address 100.1.1.11/24 vrrp-group 1 priority 200
set interfaces vlan unit 100 family inet address 100.1.1.11/24 vrrp-group 1 accept-data
set interfaces vlan unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface vlan.100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
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setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

ELS:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 100 family inet address 100.1.1.11/24 vrrp-group 1 virtual-address 100.1.1.1
set interfaces irb unit 100 family inet address 100.1.1.11/24 vrrp-group 1 priority 200
set interfaces irb unit 100 family inet address 100.1.1.11/24 vrrp-group 1 accept-data
set interfaces irb unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
set switch-options service-id 10

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

B.

Original CLI:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
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set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 100 family inet address 100.1.1.10/24 vrrp-group 1 virtual-address 100.1.1.1
set interfaces vlan unit 100 family inet address 100.1.1.10/24 vrrp-group 1 priority 150
set interfaces vlan unit 100 family inet address 100.1.1.10/24 vrrp-group 1 accept-data
set interfaces vlan unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface vlan.100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

ELS:

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 100 family inet address 100.1.1.10/24 vrrp-group 1 virtual-address 100.1.1.1
set interfaces irb unit 100 family inet address 100.1.1.10/24 vrrp-group 1 priority 150
set interfaces irb unit 100 family inet address 100.1.1.10/24 vrrp-group 1 accept-data
set interfaces irb unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.100
set vlans v500 vlan-id 500
set vlans v500 l3-interface irb.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0
set switch-options service-id 10
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Configuring MC-LAG on Two Switches

Step-by-Step
Procedure

To enable multichassis protection link between MC-LAG peers:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the number of LAGs on both Switch A and Switch B.

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 2

2. Addmember interfaces to the aggregated Ethernet interfaces on both Switch A

and Switch B.

[edit interfaces]
user@switch# set xe-0/0/12 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/13 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/44 ether-options 802.3ad ae1
[edit interfaces]
user@switch# set xe-0/0/46 ether-options 802.3ad ae1

3. Configure a trunk interface between Switch A and Switch B using the original CLI.

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk

4. Configure a trunk interface between Switch A and Switch B using ELS.

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching interface-mode trunk

5. Configure a multichassis protection link between Switch A and Switch B.

Switch A:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

Switch B:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0
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Step-by-Step
Procedure

To enable ICCP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Configure the local IP address to be in the ICCP connection on Switch A and Switch

B.

Switch A:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.2

Switch B:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

2. Configure the peer IP address andminimum receive interval for a (BFD) session for

ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60

3. Configure the peer IP address andminimum transmit interval for Bidirectional

Forwarding Detection (BFD) session for ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval
60

Switch B:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

4. (Optional) Configure the time during which an ICCP connection must succeed

between MC-LAG peers on Switch A and Switch B.

NOTE: Configuringsessionestablishmenthold timehelps in faster ICCP
connection establishment. The recommended value is 50 seconds.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 session-establishment-hold-time 50

Switch B:

[edit protocols]

Copyright © 2014, Juniper Networks, Inc.1990

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

5. (Optional)Configure thebackup IPaddress tobeused forbackup livenessdetection

on both Switch A and Switch B.

NOTE: Bydefault, backup livenessdetection isnotenabled.Configuring
a backup IP address helps achieve sub-second traffic loss during a
MC-LAG peer reboot.

Switch A:

[edit protocols]
user@switch# set iccppeer3.3.3.1backup-liveness-detectionbackup-peer-ip 10.207.64.233

Switch B:

[edit protocols]
user@switch# set iccppeer3.3.3.2backup-liveness-detectionbackup-peer-ip 10.207.64.232

6. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B using the original CLI.

[edit vlans]
user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface vlan.500
[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers
v500

7. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B using ELS.

[edit vlans]
user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface irb.500
[edit interfaces]
user@switch# setae0unit0familyethernet-switching interface-modetrunkvlanmembers
v500
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Step-by-Step
Procedure

To enable the MC-LAG interface:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable LACP on the MC-LAG interface on Switch A and Switch B.

NOTE: At least one end needs to be active. The other end can be either
active or passive.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp active

2. Specify the samemultichassis aggregated Ethernet identification number on both

MC-LAG peers on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

3. Specify the same service ID on Switch A and Switch B.

ELS:

[edit]
user@switch# set switch-options service-id 10

4. Specify a unique chassis ID for the MC-LAG on the MC-LAG peers on Switch A and

Switch B.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 1

5. Specify the operating mode of the MC-LAG on both Switch A and Switch B.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

6. Specify the status control for MC-LAG on Switch A and Switch B.

NOTE: Youmust configure status control on both Switch A and Switch
B hosting the MC-LAG. If one peer is in activemode, the other must be
in standbymode.

Switch A:
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[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control standby

7. Specify thenumberof secondsbywhich thebring-upof theMC-AE interfaceshould

be deferred after you reboot Switch A and Switch B.

NOTE: The recommended value formaximumVLAN configuration (for
example, 4,000 VLANS) is 240 seconds. If IGMP snooping is enabled
on all of the VLANs, the recommended value is 420 seconds.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae init-delay-time 240

8. Specify the same LACP system ID for the MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-ID 00:01:02:03:04:05

9. Specify the same LACP administration key on both Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

10. Enable a VLAN on the MC-LAG on Switch A and Switch B using the original CLI.

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100

11. Enable a VLAN on the MC-LAG on Switch A and Switch B using ELS.

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching interface-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100

12. Enable VRRP on the MC-LAG on Switch A and Switch B:

• Create a routed VLAN interface (RVI), assign a virtual IP address that is shared

between each switch in the VRRP group, and assign an individual IP address for

each switch in the VRRP group:

Switch A:

[edit interfaces]
user@switch# set vlan unit 100 family inet address 100.1.1.11/24 vrrp-group 1
virtual-address 100.1.1.1

Switch B:

[edit interfaces]
user@switch# set vlan unit 100 family inet address 100.1.1.10/24 vrrp-group 1
virtual-address 100.1.1.1

• Assign the priority for each switch in the VRRP group:
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NOTE: The switch configured with the highest priority is themaster.

Switch A:

[edit interfaces]
user@switch# set vlanunit 100 family inet address 100.1.1.11/24 vrrp-group 1 priority 200

Switch B:

[edit interfaces]
user@switch# set vlanunit 100 family inet address 100.1.1.10/24vrrp-group 1 priority 150

• Enable the switch to accept all packets destined for the virtual IP address if it is

the master in the VRRP group:

Switch A:

[edit interfaces]
user@switch# setvlanunit 100family inetaddress 100.1.1.11/24vrrp-group1accept-data

Switch B:

[edit interfaces]
user@switch# setvlanunit 100family inetaddress 100.1.1.10/24vrrp-group1accept-data

• Configure Layer 3 connectivity between Switch A and Switch B.

[edit interfaces]
user@switch# set vlans v100 l3-interface vlan.100

13. Enable VRRP on the MC-LAG on Switch A and Switch B using ELS:

• Create a routed VLAN interface (RVI), assign a virtual IP address that is shared

between each switch in the VRRP group, and assign an individual IP address for

each switch in the VRRP group:

Switch A:

[edit interfaces]
user@switch# set irbunit 100family inetaddress 100.1.1.11/24vrrp-group1virtual-address
100.1.1.1

Switch B:

[edit interfaces]
user@switch# set irbunit 100family inetaddress100.1.1.10/24vrrp-group1virtual-address
100.1.1.1

• Assign the priority for each switch in the VRRP group:

NOTE: The switch configured with the highest priority is themaster.

Switch A:

[edit interfaces]
user@switch# set irb unit 100 family inet address 100.1.1.11/24 vrrp-group 1 priority 200

Switch B:
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[edit interfaces]
user@switch# set irb unit 100 family inet address 100.1.1.10/24 vrrp-group 1 priority 150

• Enable the switch to accept all packets destined for the virtual IP address if it is

the master in the VRRP group:

Switch A:

[edit interfaces]
user@switch# set irb unit 100 family inet address 100.1.1.11/24 vrrp-group 1 accept-data

Switch B:

[edit interfaces]
user@switch# set irb unit 100 family inet address 100.1.1.10/24 vrrp-group 1 accept-data

• Configure Layer 3 connectivity between Switch A and Switch B.

[edit interfaces]
user@switch# set irb v100 l3-interface irb.100

Step-by-Step
Procedure

To enabled RSTP:

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Enable RSTP globally on all interfaces on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

2. Disable RSTP on the ICL-PL interfaces on Switch A and Switch B:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

3. Configure the MC-LAG interfaces as edge ports on Switch A and Switch B.

NOTE: The ae1 interface is a downstream interface. This is why RSTP
and bpdu-block-on-edge need to be configured.

[edit]
user@switch# set protocols rstp interface ae1.0 edge

4. Enable BPDU blocking on all interfaces except for the ICL-PL interfaces on Switch

A and Switch B.

NOTE: The ae1 interface is a downstream interface. This is why RSTP
and bpdu-block-on-edge need to be configured.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Results

Display the results of the configuration on Switch A using the original CLI.
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chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
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}
vlan {
unit 100 {
family inet {
address 100.1.1.11/24 {
vrrp-group 1 {
virtual-address 100.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
vlans {
v100 {
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vlan-id 100;
l3-interface vlan.100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch A using ELS.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
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init-delay-time 240;
}

}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 100 {
family inet {
address 100.1.1.11/24 {
vrrp-group 1 {
virtual-address 100.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;
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}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;
l3-interface irb.100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Display the results of the configuration on Switch B using the original CLI.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

Copyright © 2014, Juniper Networks, Inc.2000

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 100 {
family inet {
address 100.1.1.10/24 {
vrrp-group 1 {
virtual-address 100.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
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minimum-interval 60;
}

}
}

}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;
l3-interface vlan.100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch B using ELS.

chassis {
aggregated-devices {
ethernet {
device-count 2;

}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
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802.3ad ae1;
}

}
ae0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control active;
init-delay-time 240;

}
}
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 100 {
family inet {
address 100.1.1.10/24 {
vrrp-group 1 {
virtual-address 100.1.1.1;
priority 200;
accept-data;

}
}

}
}
unit 500 {
family inet {
address 3.3.3.1/24;

}
}

}
}
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protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
switch-options {
service-id 10;

}
vlans {
v100 {
vlan-id 100;
l3-interface irb.100;

}
v500 {
vlan-id 500;
l3-interface irb.500;

}
}

Verification

To verify that theMC-LAGgroup has been created and isworking properly, perform these

tasks:

• Verifying That ICCP IsWorking on Switch A on page 2005

• Verifying That ICCP IsWorking on Switch B on page 2005
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• Verifying That LACP Is Active on Switch A on page 2006

• Verifying That LACP Is Active on Switch B on page 2006

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A on page 2006

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B on page 2006

• Verifying that MAC Learning Is Occurring on Switch A on page 2007

• Verifying that MAC Learning Is Occurring on Switch B on page 2007

• Verifying that Switch A is the Master in the VRRP Group on page 2008

• Verifying that Switch B is the Backup Member in the VRRP Group on page 2008

• Verifying that the Virtual IP Address is Attached to an Individual Address on Switch

A on page 2009

• Verifying that the Virtual IP Address is Attached to an Individual Address on Switch

B on page 2009

Verifying That ICCP IsWorking on Switch A

Purpose Verify that ICCP is running on Switch A.

Action [edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.1
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.

Verifying That ICCP IsWorking on Switch B

Purpose Verify that ICCP is running on Switch B.

Action show iccp

[edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.2
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.
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Verifying That LACP Is Active on Switch A

Purpose Verify that LACP is active on Switch A.

Action [edit]
user@switch# show lacp interfaces
Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/46      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/46    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/46                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch A is participating in LACP negotiation.

Verifying That LACP Is Active on Switch B

Purpose Verify that LACP is active on Switch B

Action [edit]
user@switch# show lacp interfaces

Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/44      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/44    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/44                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch B is participating in LACP negotiation.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch A.

Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.1 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch A is up and active.

Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch B.
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Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.2 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch B is up and active.

Verifying that MAC Learning Is Occurring on Switch A

Purpose Verify that MAC learning is working on Switch A.

Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 6 entries, 1 learned, 0 persistent entriesC
  VLAN              MAC address       Type         Age Interfaces
  v100              *                 Flood          - All-members
  v100              00:00:5e:00:01:01 Static         - Router
  v100              78:fe:3d:5a:07:42 Static         - Router
  v100              78:fe:3d:5b:ad:c2 Learn(R)        0 ae0.0
  v500              *                 Flood          - All-members
  v500              78:fe:3d:5a:07:42 Static         - Router

Meaning The output shows two static MAC address in VLAN v100 and one static MAC address in

VLAN v500. These addresses belong to the Layer 3 RVI addresses on both Switch A and

Switch B that you configured in the MC-LAG. The ICL-PL interface configured on the

VRRPmaster member learned the VLAN v100 Learn (R) MAC address of the VRRP

backupmember.

Verifying that MAC Learning Is Occurring on Switch B

Purpose Verify that MAC learning is working on Switch B.
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Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 7 entries, 1 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  v100              *                 Flood          - All-members
  v100              00:00:5e:00:01:01 Static         - Router
  v100              78:fe:3d:5a:07:42 Learn(R)        0 ae0.0
  v100              78:fe:3d:5b:ad:c2 Static         - Router
  v200              78:fe:3d:5b:ad:c2 Static         - Router
  v500              *                 Flood          - All-members
  v500              78:fe:3d:5b:ad:c2 Static         - Router

Meaning The output shows two static MAC address in VLAN v100 and one static MAC address in

VLAN v500. These addresses belong to the Layer 3 RVI addresses on both Switch A and

Switch B that you configured in the MC-LAG. The ICL-PL interface configured on the

VRRP backupmember learned the VLAN v100 Learn (R) MAC address of the VRRP

master member.

Verifying that Switch A is the Master in the VRRP Group

Purpose Verify that Switch A is the master member in the VRRP group.

Action [edit]
user@switch# show vrrp
Interface     State       Group   VR state VR Mode   Timer    Type   Address
vlan.100      up              1   master   Active      A  0.605 lcl    100.1.1.11

                                                                vip    100.1.1.1

Meaning The output shows that Switch A is the master member in the VRRP group.

Verifying that Switch B is the BackupMember in the VRRP Group

Purpose Verify that Switch B is the backupmember in the VRRP group.

Action [edit]
user@switch# show vrrp
Interface     State       Group   VR state VR Mode   Timer    Type   Address
vlan.100      up              1   backup   Active      A  0.605 lcl    100.1.1.10

                                                                vip    100.1.1.1

Meaning The output shows that Switch B is the backupmember in the VRRP group.
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Verifying that the Virtual IP Address is Attached to an Individual Address on Switch A

Action [edit]
user@switch# run show interfaces terse vlan
Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
vlan.100                up    up   inet     100.1.1.1/24    
                                            100.1.1.11/24   
vlan.500                up    up   inet     3.3.3.2/24      

Meaning The output shows that the virtual IP address (100.1.1.1/24) is bound to the individual IP

address (100.1.1.11/24) on Switch A.

Verifying that the Virtual IP Address is Attached to an Individual Address on Switch B

Action [edit]
user@switch# run show interfaces terse vlan
Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
vlan.100                up    up   inet     100.1.1.1/24    
                                            100.1.1.10/24   
vlan.500                up    up   inet     3.3.3.1/24      

Meaning The output shows that the virtual IP address (100.1.1.1/24) is bound to the individual IP

address (100.1.1.10/24) on Switch B.

Troubleshooting

Troubleshooting a LAG That Is Down

Problem The show interfaces terse command shows that the MC-LAG is down

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that the MC-LAG is part of family Ethernet switching (Layer 2 LAG).

• Verify that the MC-LAGmember is connected to the correct MC-LAGmember at the

other end.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Configuring Multichassis Link Aggregation on page 2022
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Example: Configuring Redundant Trunk Links for Faster Recovery

NOTE: This exampleuses JunosOSforEXSeries switchesorQFXSerieswith
support for the Enhanced Layer 2 Software (ELS) configuration style. If your
EX Series switch runs software that does not support ELS, see Example:
Configuring Redundant Trunk Links for Faster Recovery. For ELS details, see
“Getting Started with Enhanced Layer 2 Software” on page 58.

Youcanmanagenetworkconvergencebyconfiguringbothaprimary linkandasecondary

link on a switch; this is called a redundant trunk group (RTG). If the primary link in a

redundant trunk group fails, it passes its knownMAC address locations to the secondary

link, which automatically takes over after oneminute.

This example describes how to create a redundant trunk group with a primary and a

secondary link:

• Requirements on page 2010

• Overview and Topology on page 2010

• Disabling RSTP on Switches 1 and 2 on page 2013

• Configuring Redundant Trunk Links on Switch 3 on page 2013

• Verification on page 2014

Requirements

This example uses the following hardware and software components:

• Two EX Series or QFX Series distribution switches

• One EX Series or QFX Series access switch

• The appropriate software release for your platform:

• For EX Series switches: Junos OS Release 13.2X50-D10 or later

• For the QFX Series: Junos OS Release 13.2X50-D15 or later

Before you configure the redundant trunk links network on the access and distribution

switches, be sure you have:

• Configured interfaces ge-0/0/9 and ge-0/0/10 on the access switch, Switch 3, as

trunk interfaces. .

• Configured one trunk interface on each distribution switch, Switch 1 and Switch 2.

• Connected the three switches as shown in the topology for this example (see

Figure 32 on page 2012).

Overview and Topology

In a typical enterprise network composed of distribution and access layers, a redundant

trunk link provides a simple solution for trunk interface network recovery. When a trunk
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interface fails, data traffic is routed to another trunk interface after oneminute, thereby

keeping network convergence time to aminimum.

This example shows the configuration of a redundant trunk group that includes one

primary link (and its interface) and one unspecified link (and its interface) that serves as

the secondary link.

A second type of redundant trunk group, not illustrated in the example, consists of two

unspecified links (and their interfaces); in this case, neither of the links is primary. The

software selects an active link by comparing the port numbers of the two links and

activating the linkwith the higher port number. For example, if the two link interfaces use

interfacesge-0/1/0andge-0/1/1, thesoftwareactivatesge-0/1/1. (In the interfacenames,

the final number is the port number.)

The two links in a redundant trunk group generally operate the same way, whether they

are configured as primary/unspecified or unspecified/unspecified. Data traffic initially

passes through the active link but is blocked on the inactive link. While data traffic is

blocked on the secondary link, note that Layer 2 control traffic is still permitted if the link

isactive. Forexample, anLLDPsessioncanbe runbetween twoswitcheson thesecondary

link. If the active link either goes down or is disabled administratively, it broadcasts a list

of its knownMACaddresses for data traffic; the other link immediately picks up andadds

the MAC addresses to its address table, becomes active, and begins forwarding traffic.

The one difference in operation between the two types of redundant trunk groups occurs

when a primary link is active, goes down, is replaced by the secondary link, and then

reactivates. When a primary link is re-enabled like this while the secondary link is active,

the primary link waits 2 minutes (you can change the time interval by using the preempt

cutover timer to accommodate your network) and then takes over as the active link. In

other words, the primary link has priority and is always activated if it is available. This

differs from the behavior of two unspecified links, both of which act as equals. Because

the unspecified links are equal, the active link remains active until it either goes down or

is disabled administratively; this is the only time that the other unspecified link learns the

MAC addresses and immediately becomes active.

The example given here illustrates a primary/unspecified configuration for a redundant

trunk group because that configuration gives youmore control and is more commonly

used.

NOTE: Rapid Spanning Tree Protocol (RSTP) is enabled by default on the
switches to create a loop-free topology, but an interface is not allowed to be
in both a redundant trunk group and in a spanning-tree protocol topology at
thesametime.Youwill need todisableRSTPon the twodistributionswitches
in theexample, Switch 1 andSwitch2.Spanning-treeprotocols can, however,
continue operating in other parts of the network—for example, between the
distribution switches and also in links between distribution switches and the
enterprise core.

Figure 32 on page 2012 displays an example topology containing three switches. Switch 1

and Switch 2make up the distribution layer, and Switch 3makes up the access layer.
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Switch 3 is connected to the distribution layer through trunk interfaces ge-0/0/9.0

(Link 1) and ge-0/0/10.0 (Link 2).

Table 175 on page 2012 lists the components used in this redundant trunk group.

Because RSTP and RTGs cannot operate simultaneously on a switch, you disable RSTP

on Switch 1 and Switch 2 in the first configuration task, and you disable RSTP on Switch

3 in the second task.

The second configuration task creates a redundant trunk group called example 1 on

Switch 3. The trunk interfaces ge-0/0/9.0 and ge-0/0/10.0 are the two links configured

in the second configuration task. You configure the trunk interface ge-0/0/9.0 as the

primary link. You configure the trunk interface ge-0/0/10.0 as an unspecified link, which

becomes the secondary link by default.

Figure 32: Topology for Configuring the Redundant Trunk Links

Table 175: Components of the Redundant Trunk Link Topology

SettingsProperty

• Switch 1–1 EX Series or QFX Series distribution switch

• Switch 2–1 EX Series or QFX Series distribution switch

• Switch 3–1 EX Series or QFX Series access switch

Switch hardware

On Switch 3 (access switch): ge-0/0/9.0 and ge-0/0/10.0Trunk interfaces

example1Redundant trunk group

Copyright © 2014, Juniper Networks, Inc.2012

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Disabling RSTP on Switches 1 and 2

To disable RSTP on Switch 1 and Switch 2, perform this task on each switch:

CLI Quick
Configuration

To quickly disable RSTP on Switch 1 and Switch 2, copy the following command and

paste it into each switch terminal window:

[edit]
set protocols rstp disable

Step-by-Step
Procedure

To disable RSTP on Switch 1 and Switch 2:

1. Disable RSTP on Switch 1 and Switch 2:

[edit]
user@switch# set protocols rstp disable

Results Check the results of the configuration:

[edit]
user@switch# show
protocols {
rstp {
disable;

}
}

Configuring Redundant Trunk Links on Switch 3

To configure redundant trunk links on Switch 3, perform this task:

CLI Quick
Configuration

To quickly configure the redundant trunk group example1 on Switch 3, copy the following

commands and paste them into the switch terminal window:

[edit]
set protocols rstp disable
set switch-options redundant-trunk-group group example1 interface ge-0/0/9.0 primary
set switch-options redundant-trunk-group group example1 interface ge-0/0/10.0
set redundant-trunk-group group example1 preempt-cutover-timer 60

Step-by-Step
Procedure

Configure the redundant trunk group example1 on Switch 3.

Turn off RSTP:1.

[edit]
user@switch# set protocols rstp disable

2. Name the redundant trunk group example1 while configuring trunk interface

ge-0/0/9.0 as the primary link and ge-0/0/10 as an unspecified link to serve as the

secondary link:

[edit switch-options]
user@switch# set redundant-trunk-group group example1 interface ge-0/0/9.0 primary
user@switch# set redundant-trunk-group group example1 interface ge-0/0/10.0

3. (Optional)Change the time interval (fromthedefault 120seconds) thata re-enabled

primary link waits to take over for an active secondary link:

[edit switch-options]
user@switch# set redundant-trunk-group group example1 preempt-cutover-timer 60
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Results Check the results of the configuration:

[edit]
user@switch# show
switch-options
redundant-trunk-group {
group example1 {
preempt-cutover-timer 60;
interface ge-0/0/9.0 {
primary;

}
interface ge-0/0/10.0;

}
}

protocols {
rstp {
disable;

}
}

Verification

To confirm that the configuration is set up correctly, perform this task:

• Verifying That a Redundant Trunk GroupWas Created on page 2014

Verifying That a Redundant Trunk GroupWas Created

Purpose Verify that the redundant trunk group example1 has been created on Switch 1 and that

trunk interfaces are members of the redundant trunk group.

Action List all redundant trunk groups configured on the switch:

user@switch> show redundant-trunk-group
Group      Interface   State       Time of last flap           Flap
name                                                           count

example1   ge-0/0/9.0  Up/Pri      Never                         0
           ge-0/0/10.0 Up          Never                         0

Meaning The show redundant-trunk-group command lists all redundant trunk groups configured

on the switch as well as the interface names and their current states (up or down for an

unspecified link, and up or down and primary for a primary link). For this configuration

example, the output shows that the redundant trunk group example1 is configured on

the switch. The Up beside the interfaces indicates that both link cables are physically

connected. The Pri beside trunk interface ge-0/0/9.0 indicates that it is configured as

the primary link.

Related
Documentation

Understanding Redundant Trunk Links on page 1885•
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Configuration Tasks

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Aggregated Ethernet LACP on page 2017

• Configuring Ethernet Loopback Capability on page 2018

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Configuring a Layer 3 Logical Interface on page 2019

• Configuring Link Aggregation on page 2019

• Configuring Multichassis Link Aggregation on page 2022

• Configuring Generic Routing Encapsulation Tunneling on page 2025

• Configuring IPv6 Addresses with /65 to /127 Prefix Lengths on page 2027

Configuring Gigabit and 10-Gigabit Ethernet Interfaces

QFX Series products include a factory default configuration that:

• Enables all 10-Gigabit Ethernet network interfaces on the switch

• Sets a default port mode (access)

• Sets default link settings

• Specifies a logical unit (unit 0) and assigns it to family ethernet-switching

• Configures Storm Control on all 10-Gigabit Ethernet network interfaces

• ProvidesbasicRapidSpanningTreeProtocol (RSTP)andLinkLayerDiscoveryProtocol

(LLDP) configuration

This topic describes:

• Configuring Port Mode on page 2015

• Configuring the Link Settings for Gigabit Ethernet and 10-Gigabit Ethernet

Interfaces on page 2016

• Configuring the IP Options on page 2016

Configuring Port Mode

If you are connecting a switch to other switches and to routers on the LAN, you need to

assign the interface to a logical port and you need to configure the logical port as a trunk

port.
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To configure a Gigabit Ethernet or 10-Gigabit interface for trunk port mode:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number family ethernet-switching
port-mode trunk

Configuring the Link Settings for Gigabit Ethernet and 10-Gigabit Ethernet
Interfaces

QFXSeriesproducts includea factorydefault configuration thatenablesGigabit Ethernet

and 10-Gigabit Ethernet and interfaces with applicable link settings.

The following default configurations are available on Gigabit Ethernet interfaces:

• The speed for Gigabit Ethernet interfaces is set to 1000Mbps by default.

• Gigabit Ethernet interfacesoperate in full-duplexmodebydefault, andautonegotiation

is supported. If youwant todisableautonegotation, youneed tomanually set thespeed

to 1g.

The following default configurations are available on 10-Gigabit Ethernet interfaces:

• The speed for 10-Gigabit Ethernet interfaces is set to 10 Gbps by default. The speed

cannot be configured.

• 10-Gigabit Ethernet interfaces operate in full-duplexmodebydefault. Autonegotiation

is not supported.

The ether-options statement enables you to modify the following options:

• 802.3ad—Specify an aggregated Ethernet bundle for both Gigabit Ethernet and

10-Gigabit Ethernet interfaces.

• autonegotiation—Enable or disable autonegotation of flow control, link mode, and

speed for Gigabit Ethernet interfaces.

• link-mode—Specify full-duplex,half-duplex, orautomatic forGigabit Ethernet interfaces.

• loopback—Enable or disable a loopback interface for both Gigabit Ethernet and

10-Gigabit Ethernet interfaces.

To set ether-options for both Gigabit Ethernet and 10-Gigabit Ethernet interfaces:

[edit]
user@switch# set interfaces interface-name ether-options

Configuring the IP Options

To specify an IP address for the logical unit:

[edit]
user@switch#set interfaces interface-nameunit logical-unit-number family inetaddress ip-address

Related
Documentation

Monitoring Interface Status and Traffic on page 309•

• show interfaces xe on page 2238

• show interfaces ge-
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• Understanding Interface Naming Conventions on page 1845

Configuring Aggregated Ethernet LACP

For aggregated Ethernet interfaces on the QFX Series, you can configure the Link

Aggregation Control Protocol (LACP). LACP is onemethod of bundling several physical

interfaces to form one logical interface. You can configure aggregated Ethernet with or

without LACP enabled.

Before you configure LACP, be sure you have configured the aggregated Ethernet

bundles—also known as link aggregation groups (LAGs).

When LACP is enabled, the local and remote sides of the aggregated Ethernet links

exchange protocol data units (PDUs), containing information about the state of the link.

You can configure Ethernet links to actively transmit PDUs, or you can configure the links

to passively transmit them, sending out LACP PDUs only when they receive them from

another link. One side of the link must be configured as active for the link to be up.

NOTE: DonotaddLACPtoaLAG if the remoteendof theLAG link isasecurity
device, unless the security device supports LACP. Security devices often do
not support LACP because they require a deterministic configuration.

To configure LACP:

1. Enable the LACPmode:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacpmode

For example, to specify the mode as active, execute the following command:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp active

2. Specify the interval and speed at which the interfaces send LACP packets:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp periodic interval

For example, to specify the interval as fast, execute the following command:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp periodic fast

Related
Documentation

Verifying the Status of a LAG Interface on page 2148•

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• show lacp statistics interfaces (View) on page 2261
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Configuring Ethernet Loopback Capability

To place an interface in loopback mode, include the loopback statement:

loopback;

To return to the default—that is, to disable loopback mode—delete the loopback

statement from the configuration:

[edit]
user@switch# delete interfaces interface-name ether-options loopback

To explicitly disable loopback mode, include the no-loopback statement:

no-loopback;

You can include the loopback and no-loopback statements at the following hierarchy

levels:

• [edit interfaces interface-name aggregated-ether-options]

• [edit interfaces interface-name ether-options]

Related
Documentation

Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015•

Configuring Interfaces for Uplink Failure Detection

You can configure uplink failure detection on the QFX Series to help ensure balanced

traffic flow. Using this feature, switches canmonitor and detect link failure on uplink

interfaces and can propagate the failure information to downlink interfaces, so that

servers connected to those downlinks can switch over to secondary interfaces.

Follow these configuration guidelines:

• Configure an interface in only one group.

• Configure a maximum of eight groups for each switch.

• Configure a maximum of eight uplinks to monitor and amaximum of 48 downlinks to

disable in each group.

• Configure physical links and logical links in separate groups.

To configure uplink failure detection on a switch:

1. Specify a name for an uplink failure detection group:

[edit protocols]
user@switch# set uplink-failure-detection group group-name

2. Add an uplink interface to the group:

[edit protocols]
user@switch# setuplink-failure-detectiongroupgroup-name link-to-monitor interface-name

3. Repeat Step 2 for each uplink interface you add to the group.

4. Add a downlink interface to the group:
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[edit protocols]
user@switch# set uplink-failure-detection group group-name link-to-disable interface-name

5. Repeat Step 4 for each downlink interface you add to the group.

NOTE: After you have configured an uplink failure detection group, use the
show uplink-failure-detection group (Uplink Failure Detection) group-name
command to verify that all interfaces in the group are up. If the interfaces are
down, uplink failure detection does not work.

Related
Documentation

Overview of Uplink Failure Detection on page 1841•

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891

• Verifying That Uplink Failure Detection Is Working Correctly

Configuring a Layer 3 Logical Interface

QFX Series systems use Layer 3 logical interfaces to divide a physical interface into

multiple logical interfaces, each corresponding to aVLAN. Layer 3 logical interfaces route

traffic between subnets.

To configure Layer 3 logical interfaces, enable VLAN tagging and partition one or more

physical ports into multiple logical interfaces, each corresponding to a VLAN ID.

Beforeyoubegin,makesureyousetupyourVLANs.See “ConfiguringVLANs”onpage 1534.

To configure Layer 3 logical interfaces:

1. Enable VLAN tagging:

[edit interfaces interface-name]
user@switch# set vlan-tagging

2. Bind each VLAN ID to a logical interface:

[edit interfaces interface-name]
user@switch# set unit logical-unit-number vlan-id vlan-id-number

Related
Documentation

Understanding Layer 3 Logical Interfaces on page 1851•

• Verifying That Layer 3 Logical Interfaces AreWorking on page 2148

Configuring Link Aggregation

Use the link aggregation feature to aggregate one or more links to form a virtual link or

aggregation group. TheMAC client can treat this virtual link as if it were a single link. Link

aggregation increases bandwidth, provides graceful degradation as failure occurs, and

increases link availability.
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NOTE: An interface with an already configured IP address cannot form part
of the aggregation group.

1. Creating an Aggregated Ethernet Interface on page 2020

2. Configuring the VLAN Name and VLAN ID Number on page 2020

3. Configuring Aggregated Ethernet LACP on page 2021

Creating an Aggregated Ethernet Interface

To create an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@switch# set aggregated-devices interfaces device-count device-count

For example, to specify 5:

[edit chassis]
user@switch# set aggregated-devices interfaces device-count

2. Specify the minimum number of links for the aggregated Ethernet interface (aex),

that is, the defined bundle, to be labeled “up”:

NOTE: By default only one link must be up for the bundle to be labeled
“up”.

[edit interfaces]
user@switch# set interface-name aggregated-ether-optionsminimum-linksminimum-links

For example, to specify 5:

[edit interfaces]
user@switch# set interface-name aggregated-ether-optionsminimum-links 5

3. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@switch# set interface-name aggregated-ether-options link-speed link-speed

For example, to specify 10g:

[edit interfaces]
user@switch# set interface-name aggregated-ether-options link-speed 10g

4. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@switch# set interface-name ether-options 802.3ad aex
user@switch# set interface-name ether-options 802.3ad aex

Configuring the VLANName and VLAN ID Number

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

For example, 100.
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Configuring Aggregated Ethernet LACP

For aggregated Ethernet interfaces on the QFX Series, you can configure the Link

Aggregation Control Protocol (LACP). LACP is onemethod of bundling several physical

interfaces to form one logical interface. You can configure aggregated Ethernet with or

without LACP enabled.

Before you configure LACP, be sure you have configured the aggregated Ethernet

bundles—also known as link aggregation groups (LAGs).

When LACP is enabled, the local and remote sides of the aggregated Ethernet links

exchange protocol data units (PDUs), containing information about the state of the link.

You can configure Ethernet links to actively transmit PDUs, or you can configure the links

to passively transmit them, sending out LACP PDUs only when they receive them from

another link. One side of the link must be configured as active for the link to be up.

NOTE: DonotaddLACPtoaLAG if the remoteendof theLAG link isasecurity
device, unless the security device supports LACP. Security devices often do
not support LACP because they require a deterministic configuration.

To configure LACP:

1. Enable the LACPmode:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacpmode

For example, to specify the mode as active, execute the following command:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp active

2. Specify the interval and speed at which the interfaces send LACP packets:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp periodic interval

For example, to specify the interval as fast, execute the following command:

[edit interfaces]
user@switch# set aex aggregated-ether-options lacp periodic fast

Related
Documentation

Understanding Interface Naming Conventions on page 1845•

• Verifying the Status of a LAG Interface on page 2148

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896
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ConfiguringMultichassis Link Aggregation

NOTE: Multichassis Link Aggregation (MC-LAG) is supported on QFX3500
and QFX3600 standalone switches running the original CLI and QFX5100
standalone switches running Enhanced Layer 2 Software.

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interfacebetweentwoswitches.AnMC-LAGprovides redundancyand loadbalancing

between the twoswitches,multihomingsupport, anda loop-freeLayer 2networkwithout

running the Spanning Tree Protocol (STP).

The MC-LAG switches use the Interchassis Control Protocol (ICCP) to exchange the

control information between twoMC-LAG switches.

On one end of an MC-LAG is an MC-LAG client device, such as a server, that has one or

more physical links in a link aggregation group (LAG). This client device does not need

to detect the MC-LAG. On the other side of MC-LAG are twoMC-LAG switches. Each of

the switches has one or more physical links connected to a single client device. The

switches coordinate with each other to ensure that data traffic is forwarded properly.

NOTE: An interface with an already configured IP address cannot form part
of the aggregated Ethernet interface or multichassis aggregated Ethernet
interface group.

Perform the following steps on each switch that is hosting an MC-LAG:

1. Specify the samemultichassis aggregated Ethernet identification number for the

MC-LAG that the aggregated Ethernet interface belongs to on each switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-aemc-ae-id number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

2. Specify a unique chassis ID for the MC-LAG that the aggregated Ethernet interface

belongs to on each switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-ae chassis-id number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

3. Specify the mode of the MC-LAG the aggregated Ethernet interface belongs to.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
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user@switch# set aeX aggregated-ether-optionsmc-aemodemode

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

4. Specify whether the aggregated Ethernet interface participating in the MC-LAG is

primary or secondary. Primary is active, and secondary is standby.

NOTE: Youmust configure status control on both switches hosting the
MC-LAG. If one switch is in activemode, the other must be in standby
mode.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-ae status-control (active | standby)

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

5. Specify the same LACP system ID on each switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-options lacp system-idmac-address

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05

6. Specify the same LACP administration key on each switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-options lacp admin-key number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

7. Configure ICCP by doing the following on each switch hosting the MC-LAG:

a. Configure the local IP address to be used by all switches hosting the MC-LAG.

[edit protocols]
user@switch# set iccp local-ip-addr local-ip-address

For example:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

b. (Optional) Configure the IP address of the switch and the time during which an

ICCP connection must succeed between the switches hosting the MC-LAG.

Configured session establishment hold time results in faster ICCP connection

establishment. The recommended value is 50 seconds.

[edit protocols]
user@switch# set iccp peer peer-ip-address session-establishment-hold-time seconds

For example:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50
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c. (Optional) Configure the IP address to be used for backup liveness detection:

NOTE: By default, backup liveness detection is not enabled. Configure
backup liveness detection if you require minimal traffic loss during a
reboot. Backup liveness detection helps achieve sub-second traffic
loss during anMC-LAG reboot.

[edit protocols]
user@switch# set iccp peer peer-ip-address backup-liveness-detection backup-peer-ip
ip-address

For example:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip
10.207.64.232

d. Configure the minimum interval at which the switch must receive a reply from the

other switch with which it has established a Bidirectional Forwarding Detection

(BFD) session.

NOTE: Configuring theminimum receive interval is required to enable
BFD.

[edit protocols]
user@switch# set iccppeerpeer-ip-address liveness-detectionminimum-receive-interval
seconds

For example:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detectionminimum-receive-interval 60

e. Configure the minimum transmit interval during which a switch must receive a

reply from a switch with which it has established a BFD session.

[edit protocols]
user@switch# set iccp peer peer-ip-address liveness-detection transmit-interval
minimum-interval seconds

For example:

[edit protocols]
user@switch# set iccppeer3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

8. Configure a multichassis protection link between the switches.

[edit]
user@switch# setmulti-chassis multi-chassis-protection peer-ip-address interface
interface-name

For example:

[edit protocols]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

9. If you are using ELS, configure the service-id on both switches.

The service-idmust be the same number on both switches.
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[edit]
user@switch# set switch-options service-id number

For example:

[edit]
user@switch# set switch-options service-id 10

10. Enable RSTP globally on all interfaces.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

11. Disable RSTP on the ICL-PL interfaces on both switches.

[edit]
user@switch# set protocols rstp interface interface-name disable

For example:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

12. Configure the MC-LAG interfaces as edge ports on both switches.

set protocols rstp interface interface-name

For example:

[edit]
user@switch# set protocols rstp interface ae1.0

13. EnableBPDUblockonall interfacesexcept for the ICL-PL interfacesonboth switches.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

For example:

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Example: Configuring Multichassis Link Aggregation on page 1904

• Example:ConfiguringMultichassis LinkAggregation for Layer 3Unicast usingMACAddress

Synchronization

• Example: Configuring Multichassis Link Aggregation for Layer 3 Unicast Using Virtual

Router Redundancy Protocol (VRRP) on page 1983

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using VRRP

on page 1926

Configuring Generic Routing Encapsulation Tunneling

Generic routing encapsulation (GRE) provides a private, secure path for transporting

packets throughanotherwisepublic networkbyencapsulating (or tunneling) thepackets.

GRE tunneling is accomplished through tunnel endpoints that encapsulate or

de-encapsulate traffic.

This topic describes:

1. Configuring a GRE Tunnel on page 2026
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Configuring a GRE Tunnel

To configure a GRE tunnel interface:

1. Create a GRE interface with a unit number and address:

[edit interfaces]
user@switch# set gr-0/0/0 unit number family inet address

NOTE: The base name of the interfacemust be gr-0/0/0.

This is a pseudo interface, and the address you specify can be any IP address. The

routing table must specify gr-0/0/0.x as the outgoing interface for any packets that

will be tunneled.

2. Specify the tunnel source address for the logical interface:

[edit interfaces]
user@switch# set gr-0/0/0 unit number tunnel source source-address

3. Specify the destination address:

[edit interfaces]
user@switch# set gr-0/0/0 unit number tunnel destination destination-address

The destination address must be reachable through static or dynamic routing. If you

use static routing, youmust get the destination MAC address (for example, by using

ping) before user traffic can be forwarded through the tunnel.

Related
Documentation

VerifyingThatGenericRoutingEncapsulationTunneling IsWorkingCorrectlyonpage2150•

• Understanding Generic Routing Encapsulation on page 1887
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Configuring IPv6 Addresses with /65 to /127 Prefix Lengths

If you want to use more than 16 IPv6 addresses with prefixes in the range /65 through

/127 youmust enter and commit the following statement:

[edit]
user@switch# set chassis forwarding-options profile-name num-65-127-prefix value

in which value can be a value in the range 1 through 128. Each increment adds support

for 16 IPv6 addresses with prefixes between /65 and /127, for a maximum of 2048 such

addresses (16 x 128 = 2048). The system supports 16 of these addresses by default, so

to increase the number of supported addresses, youmust enter a value of 2 or greater.

For example, if you enter 2, the systemwill support 32 IPv6 addresses with prefixes in

the range /65 through /127.

Each increment that you add for IPv6 addresses with prefixes in the range /65 through

/127 reduces the number of forwarding table entries that are available for IPv4 addresses

and IPv6 addresseswith prefixes outside this range. If you enter 128 to configure support

for the maximum number of IPv6 addresses with prefixes in the range /65 through /127,

the portion of the longest prefix match section of the forwarding table available to IPv4

addressesand IPv6addresseswithprefixesoutside the /65 through /127 range is reduced

by 8K.

NOTE: Whenyouconfigure thenum-65-127-prefixvalue,all thedata interfaces

on the switch restart. Themanagement interfaces are unaffected.

Related
Documentation

Understanding the Unified Forwarding Table on page 1415•

• Configuring the Unified Forwarding Table on page 1548

Configuration Tasks (ELSOnly)

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028

• Configuring the SystemMode on QFX5100 Switches on page 2030
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Channelizing Interfaces on QFX3500, QFX3600, and QFX5100 Switches

The QFX3500, QFX3600, and QFX5100 switches provide 40-Gbps QSFP+ ports that

can be channelized. Channelization allows you to configure 40-Gbps QSFP+ ports to

operate as four 10-Gigabit Ethernet (xe) interfaces. You can use QSFP+ to four SFP+

breakout cables or QSFP+ transceivers with fiber breakout cables to connect the

10-Gigabit Ethernet ports to other servers, storage, and switches. By default, the four

40-Gbps QSFP+ ports operate as 40-Gigabit Ethernet (et) ports. When an et port is

channelized to four xe ports, a colon is used to signify the four separate channels. For

example, on a QFX3500 standalone switch with port 2 on PIC 1 configured as four

10-Gigabit Ethernet ports, the interface names are xe-0/1/2:0, xe-0/1/2:1, xe-0/1/2:2, and

xe-0/1/2:3.

Bydefault, the40-GbpsQSFP+portsonQFX5100switchesarechannelizedautomatically

(auto-channelized) if any of the four channels on a 40-Gbps QSFP+ port receive data,

unless you have configured channelization either at the chassis level or at the port level.

Auto-channelization is not supported on interfaces contained in expansion modules or

on Virtual Chassis ports.

You can disable auto-channelization by including the disable-auto-speed-detection

statementat the [editchassis fpcslot-numberpicpic-number(portport-number |port-range

port-range-low port-range-high) channel-speed] hierarchy.

There are restrictions on the ports you can channelize on the QFX5100-24Q and

QFX5100-96S switches, depending on the systemmode you enable. If you try to

channelize ports that are restricted, the configuration is ignored. See “Configuring the

SystemMode on QFX5100 Switches” on page 2030 for more information.

CAUTION: The Packet Forwarding Engine on the switch is restarted when
you configure or delete a port. As a result, youmight experience packet loss
on the device. When you channelize a 40-Gbps QSFP+ port on themaster
of a Virtual Chassis, traffic might be disrupted on themaster as well as on
the line cardmembers, and amastership switchover occurs.

The following steps describe how to configure a block of ports or an individual port to

operate as 10-Gigabit Ethernet ports.

1. Toconfigureablockof40-Gigabit Ethernet (et)ports tooperateas 10-Gigabit Ethernet

ports, specify a port range and channel speed:

[edit chassis fpc fpc-slot pic pic-slot]
user@switch# set port-range port–range-low port-range-high channel-speed speed

For example, to configure ports 0 through 3 on PIC 1 to operate as 10-Gigabit Ethernet
ports:

[edit chassis fpc 0 pic 1]
user@switch# set port-range 0 3 channel-speed 10g

2. To configure an individual 40-Gigabit Ethernet (et) port to operate as 10-Gigabit

Ethernet (xe) ports, specify a port number and channel speed:
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[edit chassis fpc 0 pic 0]
user@switch# set port port-number channel-speed speed

For example, to configure port 2 to operate as 10-Gigabit Ethernet ports:

[edit chassis fpc 0 pic 0]
user@switch# set port 2 channel-speed 10g

3. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

4. To return a range of ports to the default 40-Gigabit Ethernet configuration, delete the

10g statement:

[edit chassis fpc 0 pic 1]
user@switch#deleteport-rangeport-range-lowport-range-highchannel-speedspeed

For example, to return ports 0 through 3 to the default 40-Gigabit Ethernet
configuration:

[edit chassis fpc 0 pic 1]
user@switch# delete port-range 0 3 channel-speed 10g

5. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

6. To return a port to the default 40-Gigabit Ethernet configuration, delete the 10g

statement:

[edit chassis fpc 0 pic 0]
user@switch# delete port port-number channel-speed speed

For example, to return port 2 to the default 40-Gigabit Ethernet configuration:

[edit chassis fpc 0 pic 0]
user@switch# delete port 2 channel-speed 10g

7. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

The following steps describe how to disable auto-channelization at the the port level.

1. To disable auto-channelization at the port level, include the disable statement:

[edit]
user@switch# set chassis fpc slot-number pic pic-number (port port-number |
port-range port-range-low port-range-high) channel-speed
disable-auto-speed-detection

For example, to disable auto-channelization for one port:

[edit]
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user@switch# set chassis fpc 0 pic 0 port 2 channel-speed
disable-auto-speed-detection

For example, to disable auto-channelization for a range of ports:

[edit]
user@switch# set chassis fpc 0 pic 0 port-range 2 4 channel-speed
disable-auto-speed-detection

2. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

Related
Documentation

Configuring the SystemMode on QFX5100 Switches on page 2030•

• channel-speed on page 2124

• fpc on page 2131

• pic on page 2133

Configuring the SystemMode on QFX5100 Switches

You can configure different systemmodes to achieve varying levels of port density on

the QFX5100-24Q and QFX5100-96S switches. Depending on the systemmode you

configure, thereare restrictionsonwhichports youcanchannelize. If youchannelizeports

that are restricted, the configuration is ignored. By default, all QSFP+ interfaces are

auto-channelized. Auto-channelization is not supported on interfaces contained in

expansion modules or on Virtual Chassis ports. To disable auto-channelization, see

“Channelizing Interfaces onQFX3500,QFX3600, andQFX5100Switches” onpage 2028

for more information.

NOTE: When you request the systemmode change, youmust reboot for the
systemmode to take effect.

CAUTION: The Packet Forwarding Engine on the switch is restarted when
you issue systemmode changes. As a result, youmight experience packet
loss on the switch.

The following systemmodes are available on the QFX5100-24Q switch:

• Default-mode

• Mode-104-port

• Flexi-PIC mode

• Non-oversubscribedmode

Copyright © 2014, Juniper Networks, Inc.2030

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



The following systemmodes are available on the QFX5100-96S switch:

• Default-mode

• Non-oversubscribedmode

See Table 176 on page 2031 formore information regarding the supported systemmodes

for your switch.

Table 176:SystemModesSupportedonQFX5100SwitchesRunningEnhancedLayer2Software

Non-oversubscribed-modeFlexi-pic-modeMode-104portDefault-mode

Not supportedNot supportedNot supportedNot supportedQFX5100-48S

Supported

All 24 40-Gbps QSFP+
ports on PIC 0 can be
channelized to 96
10-Gigabit Ethernet
ports. 40-Gbps QSFP+
ports contained in the
expansion modules on
PIC 1 and PIC 2 are not
supported and cannot
be channelized. There
is no packet loss for
packets of any size in
this mode.

Supported

On PIC 0, the first four
ports (ports 0 through
3) cannot be
channelized. 40-Gbps
QSFP+portscontained
in expansion modules
on PIC 1 and PIC 2 are
supported but cannot
be channelized.

Supported

On PIC 0, all 24
40-Gbps QSFP+ ports
are channelized by
default, which provides
96 10-Gigabit Ethernet
ports. 40-Gbps QSFP+
ports contained in an
expansion module on
PIC 1 are supported. On
PIC 1, ports 0 and 2 are
channelized by default,
and ports 1 and 3 are
disabled. If 40-Gbps
QSFP+portscontained
inanexpansionmodule
are detected on PIC 2,
they are ignored.

Supported

You do not need to
configure the switch to
be in this mode. On PIC
0, you can channelize all
24 40-Gbps QSFP+
ports. On PIC 1 and PIC 2,
the 40-Gbps QSFP+
ports in the expansion
modules are supported
but cannot be
channelized. In this
mode, you can have one
of two port
combinations: 32
40-Gbps QSFP+ ports,
or96 10-GigabitEthernet
ports plus 8 40-Gbps
QSFP+ ports.

QFX5100-24Q

Supported

On PIC 0, all 96
10-Gigabit Ethernet
ports are supported.
However, the eight
40-Gbps QSFP+ ports
are not supported and
cannot be channelized.
There is no packet loss
for packets of any size
in this mode.

Not supportedNot supportedSupported

You do not need to
configure the switch to
be in this mode. On PIC
0, all 96 10-Gigabit
Ethernet ports are
supported. You can only
channelize the
40-GbpsQSFP+
interfaces to 10-Gibabit
Ethernet interfaces on
ports 96 and 100. When
you channelize the
interfaces on ports 96
and 100, ports 97, 98, 99,
101, 102 and 103 are
disabled.

QFX5100-96S

The following steps describe how to change the systemmode.

1. To change the systemmode, issue the following operational command:
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{master:0}
root> request chassis system-modemode

For example:

{master:0}
root> request chassis system-mode non-oversubscribed-mode

2. To return to the default mode (default-mode), issue the following operational

command:

{master:0}
root> request chassis system-mode default-mode

3. To see which systemmode is configured, issue the following operational command:

{master:0}
root> show chassis system-mode

Related
Documentation

Understanding Interface Naming Conventions on page 1845•

• Understanding Port Ranges and SystemModes on page 1862

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028

Configuration Tasks (Original CLI Only)

• Configuring the Port Type on QFX3600 Standalone Switches on page 2032

• Configuring the QSFP+ Port Type on QFX3500 Standalone Switches on page 2034

Configuring the Port Type on QFX3600 Standalone Switches

The QFX3600 standalone switch provides 16 40-Gbps QSFP+ ports. By default, all 16

ports operate as 40-Gigabit Ethernet (xle) ports. Optionally, you can choose to configure

the 40-Gbps ports to operate as four 10-Gigabit Ethernet (xe) ports. You can useQSFP+

to fourSFP+breakout cablesorQSFP+ transceiverswith fiber breakout cables toconnect

the 10-Gigabit Ethernet ports to other servers, storage, and switches. You can configure

up to 64 10-Gigabit Ethernet ports on portsQ0 throughQ15.

This topic explains how to configure the port type on QFX3600 standalone switches.

CAUTION: ThePacketForwardingEngineontheQFX3600standaloneswitch
is restartedwhenyoucommit theport typeconfigurationchanges.Asa result,
youmight experience packet loss on the switch.

The followingmessagemay be displayed in the system log file when the
Packet Forwarding Engine is restarted. You can ignore this message.

Pipe write error: Broken pipe

flush operation failed
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The following steps describe how to configure either a block of ports or an individual port

tooperateas 10-Gigabit Ethernet (xe)ports, aswell ashowtodeletea 10-Gigabit Ethernet

(xe) port configuration.

NOTE: When you delete the xe port type configuration for an individual port
or a block of ports, the ports return to operating as 40-Gigabit Ethernet (xle)
ports.

1. To configure a block of ports to operate as 10-Gigabit Ethernet (xe) ports, specify a

port range:

[edit chassis fpc 0 pic 0]
user@switch# set xe port-range port-range-low port-range-high

For example, to configureportsQ4 throughQ7 tooperateas 10-Gigabit Ethernetports:

[edit chassis fpc 0 pic 0]
user@switch# set xe port-range 4 7

2. To configure an individual port to operate as a 10-Gigabit Ethernet (xe) port, specify

a port number:

[edit chassis fpc 0 pic 0]
user@switch# set xe port port-number

For example, to configure port Q4 to operate as a 10-Gigabit Ethernet port:

[edit chassis fpc 0 pic 0]
user@switch# set xe port 4

3. Review your configuration and issue the commit command.

[edit chassis fpc 0 pic 0]
user@switch# commit
commit complete

4. To delete the 10-Gigabit Ethernet (xe) port configuration for a block of ports (and

return to the default 40-Gigabit Ethernet configuration), specify a port range:

[edit chassis fpc 0 pic 0]
user@switch# delete xe port-range port-range-low port-range-high

For example, to delete the 10-Gigabit Ethernet port configuration for portsQ4 through
Q7:

[edit chassis fpc 0 pic 0]
user@switch# delete xe port-range 4 7

5. To delete the 10-Gigabit Ethernet (xe) port configuration for an individual port (and

return to the default 40-Gigabit Ethernet configuration), specify a port number:

[edit chassis fpc 0 pic 0]
user@switch# delete xe port port-number

For example, to delete the 10-Gigabit Ethernet port configuration for port Q4:

[edit chassis fpc 0 pic 0]
user@switch# delete xe port 4
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Related
Documentation

Understanding Interface Naming Conventions on page 1845•

• pic on page 2140

Configuring the QSFP+ Port Type on QFX3500 Standalone Switches

Bydefault, the four40-GbpsQSFP+portsareconfigured tooperateas 10-GigabitEthernet

(xe) ports. You can useQSFP+ to four SFP+ breakout cables or QSFP+ transceivers with

fiber breakout cables to connect the 10-Gigabit Ethernet ports to other servers, storage,

and switches. You can, however, configure the four 40-Gbps QSFP+ ports to operate as

40-Gigabit Ethernet (xle) ports.

NOTE: PortQ0 supports only three (not the typical four) 10-Gigabit Ethernet

ports, because one port is reserved.

CAUTION: ThePacketForwardingEngineontheQFX3500standaloneswitch
is restartedwhen you commit port type configuration changes (for example,
configuring or deleting an xle port). As a result, youmight experience packet

loss on the device.

The following steps describe how to configure either a block of ports or an individual port

to operate as 40-Gigabit Ethernet (xle) ports, as well as how to delete a 40-Gigabit

Ethernet (xle) configuration.

NOTE: When you delete an xle block of ports or individual port, the ports
return to operating as 10-Gigabit Ethernet ports.

1. To configure a block of ports to operate as 40-Gigabit Ethernet (xle) ports, specify a

port range:

[edit chassis fpc 0 pic 2]
user@switch# set xle port-range port–range-low port-range-high

For example, to configure ports Q0 through Q3 to operate as 40-Gigabit Ethernet
ports:

[edit chassis fpc 0 pic 2]
user@switch# set xle port-range 0 3

2. To configure an individual port to operate as a 40-Gigabit Ethernet (xle) port, specify

a port number:

[edit chassis fpc 0 pic 2]
user@switch# set xle port port-number

For example, to configure port Q2 to operate as a 40-Gigabit Ethernet port:

[edit chassis fpc 0 pic 2]
user@switch# set xle port 2
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3. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

4. To delete a block of ports configured as 40-Gigabit Ethernet (xle) ports (and return

to the default 10-Gigabit Ethernet configuration), specify a port range:

[edit chassis fpc 0 pic 2]
user@switch# delete xle port-range port-range-low port-range-high

For example, to delete the 40-Gigabit Ethernet (xle) port configuration for ports Q0
through Q3 (and return to the default 10-Gigabit Ethernet configuration):

[edit chassis fpc 0 pic 2]
user@switch# delete xle port-range 0 3

5. Todelete an individual port configured as a40-Gigabit Ethernet (xle) port (and return

to the default 10-Gigabit Ethernet configuration), specify an individual port:

[edit chassis fpc 0 pic 2]
user@switch# delete xle port port-number

For example, to delete the 40-Gigabit Ethernet (xle) port configuration for port Q2
(and return to the default 10-Gigabit Ethernet configuration):

[edit chassis fpc 0 pic 2]
user@switch# delete xle port 2

6. Review your configuration and issue the commit command.

[edit]
user@switch# commit
commit complete

Related
Documentation

Understanding Interface Naming Conventions on page 1845•

• pic on page 2140

Configuration Statements

• 802.3ad on page 2038

• address on page 2039

• aggregated-devices on page 2041

• aggregated-ether-options on page 2042

• alarm (chassis) on page 2043

• authentication-key (ICCP) on page 2044

• auto-negotiation on page 2044

• backup-liveness-detection on page 2045

• backup-peer-ip on page 2045

• chassis on page 2046

• chassis-id on page 2047
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• configured-flow-control on page 2048

• container-devices on page 2049

• craft-lockout on page 2050

• description (Interfaces) on page 2051

• destination (Tunnels) on page 2052

• detection-time (Liveness Detection) on page 2053

• device-count on page 2053

• disk-failure-action on page 2054

• ethernet on page 2054

• ethernet (Alarm) on page 2055

• ether-options on page 2056

• eui-64 on page 2057

• fibre-channel (Alarm) on page 2057

• filter on page 2058

• flow-control on page 2060

• force-up on page 2061

• fpc on page 2062

• gratuitous-arp-reply on page 2063

• group on page 2063

• group (Redundant Trunk Groups) on page 2064

• hold-time (Physical Interface) on page 2065

• iccp on page 2066

• irb (Interfaces) on page 2067

• inet (interfaces) on page 2070

• inet6 (interfaces) on page 2071

• interface (Multichassis Protection) on page 2071

• interface (Redundant Trunk Groups) on page 2072

• interface-range on page 2073

• interfaces on page 2075

• lacp (802.3ad) on page 2081

• lacp (Aggregated Ethernet) on page 2082

• link-to-disable on page 2082

• link-to-monitor on page 2083

• link-down on page 2084

• link-mode on page 2085

• link-speed on page 2086

• liveness-detection on page 2087
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• local-ip-addr (ICCP) on page 2087

• loopback(AggregatedEthernet,GigabitEthernet,and10-GigabitEthernet)onpage2088

• management-ethernet (Alarm) on page 2088

• member on page 2089

• member-range on page 2089

• mc-ae on page 2090

• mc-ae-id on page 2091

• minimum-interval (Liveness Detection) on page 2091

• minimum-links on page 2092

• minimum-receive-interval (Liveness Detection) on page 2092

• mode (QFX Series) on page 2093

• multi-chassis on page 2093

• multi-chassis-protection on page 2094

• multiplier (Liveness Detection) on page 2094

• mtu on page 2095

• no-adaptation (Liveness Detection) on page 2095

• no-gratuitous-arp-request on page 2096

• on-disk-failure on page 2096

• on-loss-of-keepalives on page 2097

• peer (ICCP) on page 2098

• peer (Multichassis) on page 2099

• periodic on page 2099

• preempt-cutover-timer on page 2100

• redundancy (Graceful Switchover) on page 2101

• redundant-trunk-group on page 2102

• rx-buffers on page 2103

• routing-engine on page 2104

• session-establishment-hold-time on page 2104

• source on page 2105

• speed on page 2106

• status-control on page 2106

• targeted-broadcast on page 2107

• threshold (Detection Time) on page 2107

• traceoptions (ICCP) on page 2108

• transmit-interval (Liveness Detection) on page 2109

• traceoptions (Individual Interfaces) on page 2110

• traps on page 2111
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• tunnel on page 2111

• tunnel-port on page 2112

• tx-buffers on page 2113

• unit on page 2115

• uplink-failure-detection on page 2116

• version (Liveness Detection) on page 2116

• vlan-id on page 2117

• vlan-tagging on page 2117

802.3ad

Syntax 802.3ad aex;
lacp {
force-up;
(primary | backup);

}
port-priority;

}

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the aggregated Ethernet logical interface number.

NOTE: The port-priority statement is not supported on QFabric systems.

Options aex—Aggregated Ethernet logical interface number.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

• Configuring Aggregated Ethernet LACP on page 2017

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Troubleshooting an Aggregated Ethernet Interface on page 1119

• Junos OS Network Interfaces Library for Routing Devices
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address

Syntax address address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
destination address;
destination-profile name;
eui-64;
master-only;
multipoint-destination address dlci dlci-identifier;
multipoint-destination address {
epd-threshold cells;
inverse-arp;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate | rtvbr peak rate sustained rateburst length | vbr peak rate sustained rateburst
length);

queue-length number;
}
vci vpi-identifier.vci-identifier;

}
primary;
preferred;
(vrrp-group | vrrp-inet6-group) group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
authentication-type authentication;
authentication-key key;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority-number number;
track {
priority-cost seconds;
priority-hold-time interface-name {
interface priority;
bandwidth-threshold bits-per-second {
priority;

}
}
route ip-address/mask routing-instance instance-name priority-cost cost;

}
virtual-address [ addresses ];

}
}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number
family family]
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Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interface address.

Options address—Address of the interface.

The remaining statements are explained separately.

NOTE: Theedit logical-systemshierarchy isnotavailableonQFabric systems.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Protocol Family

• negotiate-address

• unnumbered-address (Ethernet)

• Junos OS Administration Library for Routing Devices

• family
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aggregated-devices

Syntax aggregated-devices {
ethernet {
device-count number;

}
}

Hierarchy Level [edit chassis],
[edit chassis node-group name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure properties for aggregated devices on the switch.

The remaining statements are explained separately.

Default Aggregated devices are disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Configuring Link Aggregation on page 2019

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Junos OS Network Interfaces Library for Routing Devices
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aggregated-ether-options

Syntax aggregated-ether-options {
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
ethernet-switch-profile {
tag-protocol-id;
(flow-control | no-flow-control);
lacpmode {
admin-key key;
periodic interval;
system-idmac-address;
}

}
(link-protection | no-link-protection);
link-speed speed;
(loopback | no-loopback);
mc-ae {
chassis-id chassis-id;
mc-ae-idmc-ae-id;
mode (active-active);
status-control (active | standby);

}
minimum-links number;
rebalance-periodic;
source-address-filter filter;
(source-filtering | no-source-filtering);
}

}

Hierarchy Level [edit interfaces aex]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure properties specific to a specific aggregated Ethernet interface.

The statements are explained separately.

Default Options are not enabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Configuring Aggregated Ethernet LACP on page 2017

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• Junos OS Network Interfaces Library for Routing Devices
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alarm (chassis)

Syntax alarm {
interface-type {
alarm-name (ignore |red | yellow);

}
}

Hierarchy Level [edit chassis],
[edit chassis interconnect-device name],
[edit chassis node-group name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for the ACX Series.

Description Configure the chassis alarms and whether they trigger a red or yellow alarm, or whether

they are ignored. Red alarm conditions light the RED ALARM LED on either the router’s

craft interface or the switch’s LCD screen and trigger an audible alarm if one is connected

to the contact on the craft interface or LCD screen. Yellow alarm conditions light the

YELLOWALARM LED on either the router’s craft interface or the switch’s LCD screen and

trigger an audible alarm if one is connected to the craft interface or LCD screen.

To configure more than one alarm, includemultiple alarm-name lines.

Options alarm-name—Alarmcondition. Fora list of conditions, seeSystem-WideAlarmsandAlarms

for Each Interface Type.

ignore—The specified alarm condition does not set off any alarm.

interface-type—Type of interface on which you are configuring the alarm: atm, ethernet,

sonet, or t3.

red—The specified alarm condition sets off a red alarm.

yellow—The specified alarm condition sets off a yellow alarm.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Alarms on page 6429

• Chassis Conditions That Trigger Alarms

• Chassis AlarmMessages on a QFX3500 Device on page 6430

• Interface AlarmMessages on page 6433
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authentication-key (ICCP)

Syntax authentication-key key;

Hierarchy Level [edit protocols iccp peer <peer-IP-address>],
[edit protocols iccp]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Specify the authentication key (password). The QFX3500 device uses this password to

verify theauthenticityofpackets sent fromthepeershostingamultichass linkaggregation

group (MC-LAG). Peer-level authentication takes precedence over global-level

authentication.

Interchassis Control Protocol (ICCP) uses MD5 authentication.

Options key—Authenticationpassword. It canbe 1 through 16contiguousdigitsor letters. Separate

decimal digits with periods. Separate hexadecimal digits with periods and precede

the stringwith0x. If you include spaces in thepassword, enclose the entire password

in quotation marks (" ").

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

auto-negotiation

Syntax (auto-negotiation | no-auto-negotiation);

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Explicitly enable or disable autonegotiation.

• auto-negotiation—Enable autonegotiation.

• no-auto-negotiation—Disable autonegotiation. When autonegotiation is disabled, you

must explicitly configure link mode and speed options.

Default Autonegotiation is automatically enabled forGigabit Ethernet interfaces. Autonegotation

is not an option for 10-Gigabit Ethernet interfaces. No explicit action is taken after the

autonegotiation is complete or if the negotiation fails.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• speed on page 2106

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices
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backup-liveness-detection

Syntax backup-liveness-detection {
backup-peer-ip ip4-address

Hierarchy Level [edit protocols iccp peer]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 13.2R1 for EX Series switches.

Description Backup liveness detection determines the peer status (whether it is up or down) by

exchanging keep alive messages (UDP-based packets) over the management link

between the two Interchassis Control Protocol (ICCP) peers. When an ICCP connection

is operationally down, the status of the peers hosting amultichassis link aggregation

group (MC-LAG) is detected by sending liveness detection requests to each other. Peers

must respond to liveness detection requests within a specified amount of time. If the

responses are not received within that time for a given number of consecutive attempts,

the liveness detection check fails, and a failure action is implemented. Backup liveness

detection must be configured on both peers hosting the MC-LAG.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

backup-peer-ip

Syntax backup-peer-ip ip4-address;

Hierarchy Level [edit protocols iccp peer backup-liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 13.2R1 for EX Series switches.

Description Specify the IP address of the peer being used as a backup peer in the Bidirectional

Forwarding Detection (BFD) configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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chassis

Syntax chassis {
routing-engine {
redundancy {
failover {
on-disk-failure {
disk-failure-action (halt | reboot);
}
on-loss-of-keepalives;

}
graceful-switchover;

}
aggregated-devices {
ethernet {
device-count number;

}
alarm {
interface-type {
alarm-name (red | yellow | ignore);

}
}

}
forwarding-options profile-name {
num-65-127-prefix value

}
fpc slot {
auto-speed-detection disable
pic pic-number{
port port-number{
tunnel-port port-number tunnel-services;
channel-speed speed;

}
port-range port-range-low port-range-high {
channel-speed speed;

}
}

}
maximum-ecmp next-hops;

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure chassis-specific properties for the switch.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Link Aggregation on page 2019

chassis-id

Syntax chassis-id chassis-id;

Hierarchy Level [editinterfaces aggregated-ether-optionsmc-ae]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the chassis ID of the multichassis aggregated Ethernet interface device. LACP

uses the chassis ID to calculate the port number of the multichassis link aggregation

group (MC-LAG) physical member links.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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configured-flow-control

Syntax configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}

Hierarchy Level [edit interfaces interface-name ether-options]

Description Configure Ethernet PAUSE asymmetric flow control on an interface. You can set an

interface to generateand sendPAUSEmessages, and youcan set an interface to respond

to PAUSEmessages sent by the connected peer. Youmust set both the rx-buffers and

the tx-buffers values when you configure asymmetric flow control.

Use the flow-control and no-flow-control statements to enable and disable symmetric

PAUSEonan interface.Symmetric flowcontrolandasymmetric flowcontrolaremutually

exclusive features. If you attempt to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC) by applying a congestion
notification profile to the interface.

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• congestion-notification-profile on page 5729

• flow-control on page 2060

Copyright © 2014, Juniper Networks, Inc.2048

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



container-devices

Syntax container-devices {
device-count number;

}

Hierarchy Level [edit chassis]
[edit chassis interconnect-device name]
[edit chassis node-group name]

Release Information Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Specify the container devices configuration. The number option specifies the number of

sequentially numbered container interfaces, from ci0 to ci127maximum.

Options number—Number of container devices.

Range: 1 through 128

Required Privilege
Level

chassis—To view this statement in the configuration.

chassis-control—To add this statement to the configuration.
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craft-lockout

Syntax craft-lockout {
alarm {
interface-type {
link-down (red | yellow | ignore);

}
}
container-devices {
device-count number;
}

}
fpc slot {
pic pic-number {
fibre-channel {
port-range {
port-range-low port-range-high;

}
}

}
}
routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);
}

}
}

}

Hierarchy Level [edit chassis interconnect-device]

Release Information Statement introduced in Junos Release 11.3 for the QFX Series.

Description Disable the physical operation of the craft interface front panel.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Disable the Physical Operation of the Craft Interface
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description (Interfaces)

Syntax description text;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Description Provide a textual description of the interface or the logical unit. Any descriptive text you

include is displayed in the output of the show interfaces commands, and is also exposed

in the ifAliasManagement InformationBase (MIB)object. It hasnoeffecton theoperation

of the interface on the router or switch.

The textual description can also be included in the extendedDHCP relay option82Agent

Circuit ID suboption.

Options text—Text to describe the interface. If the text includes spaces, enclose the entire text

in quotation marks.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface Description

• Adding a Logical Unit Description to the Configuration

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Enabling and Disabling Insertion of Option 82 Information

• Junos OS Network Interfaces Library for Routing Devices

• Example: Connecting Access Switches to a Distribution Switch
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destination (Tunnels)

Syntax destination address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address],
[edit interfaces interface-name unit logical-unit-number family inet unnumbered-address
interface-name],

[edit interfaces interface-name unit logical-unit-number tunnel],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet unnumbered-address interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
tunnel]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description For encrypted, PPP-encapsulated, and tunnel interfaces, specify the remote address of

the connection.

Options address—Address of the remote side of the connection.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Interface Address

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)

• Junos OS Services Interfaces Library for Routing Devices

• point-to-point
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detection-time (Liveness Detection)

Syntax detection-time {
milliseconds;

}

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description The Bidirectional Forwarding Detection (BFD) timers are adaptive and can be adjusted

to be faster or slower.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

device-count

Syntax device-count number;

Hierarchy Level [edit chassis aggregated-devices ethernet],
[edit chassis node-group name aggregated-devices ethernet]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the number of aggregated Ethernet logical devices available to the switch.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896
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disk-failure-action

Syntax disk-failure-action (halt | reboot);

Hierarchy Level [edit chassis redundancy on-disk-failure]
[edit chassis routing-engine on-disk-failure]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Routing Engine to halt or reboot when the Routing Engine hard disk fails.

Options halt—Specify the Routing Engine to halt.

reboot—Specify the Routing Engine to reboot.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• graceful-switchover on page 1775

• Configuring the Junos OS to Enable a Routing Engine to Reboot on Hard Disk Errors

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

• High Availability Features for EX Series Switches Overview

ethernet

Syntax ethernet {
device-count number;

}

Hierarchy Level [edit chassis aggregated-devices],
[edit chassis node-group aggregated-devices]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure properties for aggregated Ethernet devices on the switch.

The remaining statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

• Junos OS Network Interfaces Library for Routing Devices

Copyright © 2014, Juniper Networks, Inc.2054

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



ethernet (Alarm)

Syntax ethernet {
link-down (red | yellow | ignore);

}

Hierarchy Level [edit chassis alarm],
[edit chassis interconnect-device name alarm],
[edit chassis node-group name alarm]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure alarms for an Ethernet interface.

Options The remaining statement is explained separately.—

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Alarms on page 6429

• Interface AlarmMessages on page 6433
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ether-options

Syntax ether-options {
802.3ad aex {
lacp {
force-up;
(primary |backup);

}
}
(auto-negotiation| no-auto-negotiation);
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
link-modemode;
(loopback | no-loopback);
speed (auto-negotiation | no-auto-negotiation);

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configureether-optionsproperties for aGigabit Ethernetor 10-Gigabit Ethernet interface.

The statements are explained separately.

Default Enabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices
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eui-64

Syntax eui-64;

Hierarchy Level [edit interfaces interface-name unit number family inet6 address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description For interfaces that carry IP version 6 (IPv6) traffic, automatically generate the host

number portion of interface addresses.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Interface Address

fibre-channel (Alarm)

Syntax fibre-channel {
link-down (red | yellow | ignore);

}

Hierarchy Level [edit chassis alarm],
[edit chassis interconnect-device name alarm],
[edit chassis node-group name alarm]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure alarms for a Fibre Channel interface.

Options The remaining statement is explained separately.—

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Alarms on page 6429

• Interface AlarmMessages on page 6433
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filter

Syntax filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply a filter to an interface. You can also use filters for encrypted traffic. When you

configure filters, you can configure them under the family ethernet-switching, inet, inet6,

mpls, or vpls only.

NOTE: OnQFX3500 and QFX3600 switches running Enhanced Layer 2
Software, VPLS is not supported.

Options group filter-group-number—Define an interface to be part of a filter group.

Range: 1 through 255

input filter-name—Name of one filter to evaluate when packets are received on the

interface.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Applying a Filter to an Interface•

• Junos OS Services Interfaces Library for Routing Devices

• Routing Policy Feature Guide for Routing Devices

• Junos OS Administration Library for Routing Devices

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)
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• Configuring Firewall Filters (CLI Procedure)

• Configuring Firewall Filters and Policers for VPLS

• family

• family
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flow-control

Syntax (flow-control | no-flow-control);

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Explicitly enable or disable symmetric Ethernet PAUSE flow control, which regulates the

flowof packets from the switch to the remote sideof the connectionbypausing all traffic

flows on a link during periods of network congestion. Symmetric flow controlmeans that

EthernetPAUSE is enabled inbothdirections. The interfacegeneratesandsendsEthernet

PAUSEmessages when the receive buffers fill to a certain threshold and the interface

responds to PAUSEmessages received from the connected peer. By default, flow control

is disabled.

You can configure asymmetric flow control by including the configured-flow-control

statement at the [edit interfaces interface-nameether-options hierarchy level. Symmetric

flow control and asymmetric flow control aremutually exclusive features. If you attempt

to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

• flow-control—Enable flow control; flow control is useful when the remote device is a

Gigabit Ethernet switch.

• no-flow-control—Disable flow control.

Default Flow control is disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• configured-flow-control on page 2048

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Junos OS Network Interfaces Library for Routing Devices
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force-up

Syntax force-up;

Hierarchy Level [edit interfaces interface-name ether-options 802.3ad lacp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the state of the interface as up when the peer has limited LACP capability.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Configuring Aggregated Ethernet LACP on page 2017

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• Junos OS Network Interfaces Library for Routing Devices
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fpc

Syntax fpc slot {
pic pic-number {
fibre-channel {
port-range {
port-range-low port-range-high;

}
}
tunnel-port port-number tunnel-services;
xe {
(port port-number | port-range port-range-low port-range-high);

}
xle {
(port port-number | port-range port-range-low port-range-high);

}
}

Hierarchy Level [edit chassis],
[edit chassis interconnect-device name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the FPC slot number. For QFX3500 switches, the slot is a line card slot.

For generic routing encapsulation (GRE) tunneling, use the tunnel-port statement to

specify the port that you want to convert to a GRE tunnel port.

Options slot—Number of the FPC slot. For QFX3500 and QFX3600 devices, the slot number is

always 0.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• show chassis fpc on page 597

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)
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gratuitous-arp-reply

Syntax (gratuitous-arp-reply | no-gratuitous-arp-reply);

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-range-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable processing of ARP updates received via gratuitous ARP reply messages.

Default Updating of the ARP cache is disabled on all Ethernet interfaces.

Options gratuitous-arp-reply—Update the ARP cache.

no-gratuitous-arp-reply—Do not update the ARP cache.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

group

Syntax group group-name {
link-to-monitor interface-name;
link-to-disable interface-name;

}

Hierarchy Level [edit protocols uplink-failure-detection]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a group of uplink and downlink interfaces for uplink failure detection.

Options group-name—Name of the uplink failure detection group.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Overview of Uplink Failure Detection on page 1841

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891
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group (Redundant Trunk Groups)

Syntax group name {
interface interface-name <primary>;
interface interface-name;

preempt-cutover-timer seconds;
}

Hierarchy Level • For platforms with ELS:

[edit switch-options redundant-trunk-group]

• For platforms without ELS:

[edit ethernet-switching-optionsredundant-trunk-group]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Create a redundant trunk group.

Options name—The name of the redundant trunk group. The group namemust start with a letter

and can consist of letters, numbers, dashes, and underscores.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Trunk Links for Faster Recovery

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

• Understanding Redundant Trunk Links on page 1885
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hold-time (Physical Interface)

Syntax hold-time upmilliseconds downmilliseconds;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-range-name]

Release Information Statement introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 10.4R5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Description Specify the hold-time value to use to damp interface transitions.When an interface goes

from up to down, it is not advertised to the rest of the system as being down until it has

remained down for the hold-time period. Similarly, an interface is not advertised as being

up until it has remained up for the hold-time period.

NOTE:

• We recommend that you configure the hold-time value after determining

an appropriate value by performing repeated tests in the actual hardware
environment. This is because the appropriate value for hold-time depends

on the hardware (XFP, SFP, SR, ER, or LR) used in the networking
environment.

• The hold-time option is not available for controller interfaces.

Default Interface transitions are not damped.

Options downmilliseconds—Hold time to use when an interface transitions from up to down.

Junos OS advertises the transition within 100milliseconds of the time value you

specify.

Range: 0 through 4,294,967,295milliseconds

Default: 0milliseconds (interface transitions are not damped)

upmilliseconds—Hold time to use when an interface transitions from down to up. Junos

OS advertises the transition within 100milliseconds of the time value you specify.

Range: 0 through 4,294,967,295milliseconds

Default: 0milliseconds (interface transitions are not damped)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• advertise-interval

• interfaces (for EX Series switches)
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iccp

Syntax iccp {
authentication-key string;
local-ip-addr local-ip-addr;
peer ip-address{
authentication-key string;
backup-liveness-detection {
backup-peer-ip ip-address;

}
liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
local-ip-addr ipv4-address;
session-establishment-hold-time seconds;

}
session-establishment-hold-time seconds;
traceoptions {
file <filename> <files number> <match regular-expression> <microsecond-stamp>
<size size> <world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure InterchassisControlProtocol (ICCP)between themultichassis linkaggregation

group (MC-LAG) peers. ICCP replicates forwarding information, validates configurations,

and propagates the operational state of the MC-LAGmembers.

The remaining statement are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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irb (Interfaces)

Syntax irb {
accounting-profile name;
description text;
disable;

(gratuitous-arp-reply | no-gratuitous-arp-reply);
hold-time upmilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;

traceoptions {
flag flag;

}
(traps | no-traps);
unit logical-unit-number {
accounting-profile name;
bandwidth rate;
description text;
disable;
encapsulation type;
family inet {
accounting {
destination-class-usage;
source-class-usage {
input;
output;

}
}
address ipv4-address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
preferred;
primary;
vrrp-group group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bandwidth;
priority-cost number;

}
priority-hold-time seconds;
route ip-address/mask routing-instance instance-name priority-cost cost;

}
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virtual-address [ addresses ];
vrrp-inherit-from {
active-group group-number;
active-interface interface-name;

}
}

}
filter {
input filter-name;
output filter-name;

}
mtu bytes;
no-neighbor-learn;
no-redirects;
primary;
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}
targeted-broadcast {
forward-and-send-to-re;
forward-only;

}
}
family inet6 {
accounting {
destination-class-usage;
source-class-usage {
input;
output;

}
}
address address {
eui-64;
ndp ip-address (mac | multicast-mac)mac-address <publish>;
preferred;
primary;
vrrp-inet6-group group-id {
accept-data | no-accept-data;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
inet6-advertise-intervalmilliseconds;
preempt | no-preempt {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bandwidth priority-cost number;
priority-cost number;

}
priority-hold-time seconds;
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route ip-address/mask routing-instance instance-name priority-cost cost;
}
virtual-inet6-address [addresses];
virtual-link-local-address ipv6–address;
vrrp-inherit-from {
active-group group-number;
active-interface interface-name;

}
}

}
(dad-disable | no-dad-disable);
filter {
input filter-name;
output filter-name;

}
mtu bytes;
nd6-stale-time seconds;
no-neighbor-learn;
no-redirects;
policer {
input policer-name;
output policer-name;

}
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}

}
family iso {
address interface-address;
mtu bytes;

}
family mpls {
filter {
input filter-name;
output filter-name;

}
mtu bytes;
policer {
input policer-name;
output policer-name;

}
}
native-inner-vlan-id vlan-id;
proxy-arp (restricted | unrestricted);
(traps | no-traps);
vlan-id-list [vlan-id’s];
vlan-id-range [vlan-id-range];

}
}

Hierarchy Level [edit interfaces interface-name
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Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

irb option introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure the properties of a specific integrated bridging and routing (IRB) interface.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• [edit interfaces] Hierarchy Level

• [edit interfaces] Configuration Statement Hierarchy on EX Series Switches

inet (interfaces)

Syntax inet {
address address {
primary;

filter input filter-name;
filter output filter-name;
targeted-broadcast;
}

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family],
[edit interfaces interface-range interface-name unit logical-unit-number family]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the primary IP address for the logical interface.

Default Youmust configure a logical interface to be able to use the physical device.

Options The remaining statements are explained separately.—

Required Privilege
Level

interface—To view this statement in the configuration.interface-control—To add this

statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015
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inet6 (interfaces)

Syntax inet6 {
address address {
eui-64
preferred

primary;
filter input filter-name;
filter output filter-name;
}

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family],
[edit interfaces interface-range interface-name unit logical-unit-number family]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure the primary IP address for the logical interface.

Default Youmust configure a logical interface to be able to use the physical device.

Options The remaining statements are explained separately.—

Required Privilege
Level

interface—To view this statement in the configuration.interface-control—To add this

statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

interface (Multichassis Protection)

Syntax interface interface-name;

Hierarchy Level [editmulti-chassis multi-chassis-protection peer]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the name of the interface that is being used as an interchassis link-protection

link (ICL-PL). The two switches hosting amultichassis link aggregation group (MC-LAG)

use this link to pass Interchassis Control Protocol (ICCP) and data traffic.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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interface (Redundant Trunk Groups)

Syntax interface interface-name <primary>;
interface interface-name;

Hierarchy Level For platforms with ELS:

[edit switch-options redundant-trunk-group group name]

For platforms without ELS:

[edit ethernet-switching-options redundant-trunk-group group name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Configure a primary link and secondary link on trunk ports. If the primary link fails, the

secondary link automatically takes over as the primary link without waiting for normal

STP convergence.

Options interface interface-name—Alogical interfaceoranaggregated interfacecontainingmultiple

ports.

primary—(Optional) Specify one of the interfaces in the redundant group as the primary

link. The interface without this option is the secondary link in the redundant group.

If a link is not specified as primary, the software compares the two links and selects

the link with the highest port number as the active link. For example, if the two

interfacesarege-0/1/0andge-0/1/1, the softwareassignsge-0/1/1as theactive link.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Trunk Links for Faster Recovery

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

• Understanding Redundant Trunk Links on page 1885
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interface-range

Syntax interface-range interface-range-name {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;

}
}
(auto-negotiation| no-auto-negotiation);
(flow-control | no-flow-control);
link-modemode;
speed (auto-negotiation | speed);

}
hold-timemilliseconds downmilliseconds;
member interface-name;
member-range starting-interface-name to ending-interface-name;
mtu bytes;
unit logical-unit-number {
description text;
disable;
family family-name {...}
(traps | no traps);
vlan-id vlan-id-number;

}
}

Hierarchy Level [edit interfaces]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX series.

Description Group interfaces that share a common configuration profile.

NOTE: The interface range definition is supported only for Gigabit Ethernet,
10-Gigabit Ethernet, and Fibre Channel interfaces.

Options interface-range-name—Name of the interface range.

NOTE: Youcanuse regularexpressionsandwildcards tospecify the interfaces
in themember range configuration. Do not use wildcards for interface types.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.interface-control—To add this

statement to the configuration.
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Related
Documentation

• Understanding Interface Ranges on the QFX Series on page 1850

• Interfaces Overview on page 1839

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices
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interfaces

Syntax interfaces {
aex {
disable;
aggregated-ether-options {
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
lacpmode {
admin-key key;
periodic interval;
system-idmac-address;

}
link-speed speed;
loopback;
no-loopback;
minimum-links number;

}
mc-ae {
chassis-id chassis-id;
mc-ae-idmc-ae-id;
mode (active-active);
status-control (active | standby);

}
description text;
gratuitous-arp-reply | no-gratuitous-arp-reply)
hold-time downmilliseconds upmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
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primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
interface-range interface-range-name {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;

}
}
(auto-negotiation| no-auto-negotiation);
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
link-modemode;
speed (auto-negotiation | speed);

}
hold-timemilliseconds downmilliseconds;
member interface-name;
member-range starting-interface-name to ending-interface-name;
mtu bytes;
unit logical-unit-number {
disable;
description text;
family family-name {...}
(traps | no traps);
vlan-id vlan-id-number;

}
}
lo0 {
disable;
description text;
hold-timemilliseconds downmilliseconds;
traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;
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}
(traps | no traps);

}
}
mex {
disable;
description text;
hold-timemilliseconds downmilliseconds;
(gratuitous-arp-reply | no-gratuitous-arp-reply);
no-gratuitous-arp-request;
traceoptions;
traps;
unit logical-unit-number {
disable;

description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;
}

}
traps;
vlan-id vlan-id-number;
}

vlan-tagging;
vlan {
disable;
description text;
(gratuitous-arp-reply| no-gratuitous-arp-reply);
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
description text;
disable;
family {
inet {
address address {
primary;

}

2077Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);

}
}
fc-0/0/port {
fibrechannel-options {
bb-sc-n;
(loopback | no-loopback);
speed (auto-negotiation | 2g | 4g | 8g);

}
unit logical-unit-number {
disable;
description text;
family {
fibre-channel {
port-mode np-port;

}
(traps | no traps);

}
ge-0/0/port {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;
primary;

}
}
(auto-negotiation | no-auto-negotiation);
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}
(flow-control | no-flow-control);
link-modemode;
loopback;
no-loopback;
speed (auto-negotiation | speed);

}
gratuitous-arp-reply| no-gratuitous-arp-reply);
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
description text;
disable;
family {
ethernet-switching {
filter input filter-name;

Copyright © 2014, Juniper Networks, Inc.2078

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
vrrp-group group-id {
(accept-data | no-accept-data);
advertise-interval seconds;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;
route prefix/prefix-length routing-instance instance-name priority-cost priority;
}

}
virtual-address [ addresses ];

}
xe-0/0/port {
disable;
description text;
ether-options {
802.3ad aex {
lacp {
force-up;
(primary | backup);

}
}
configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);
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}
(flow-control | no-flow-control);
loopback;
no-loopback;

}
(gratuitous-arp-reply| no-gratuitous-arp-reply
hold-timemilliseconds downmilliseconds;
mtu bytes;
no-gratuitous-arp-request;
traceoptions;
(traps | no traps);
unit logical-unit-number {
disable;
description text;
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}
fibre-channel {
port-mode (f-port | np-port);

}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}
(traps | no traps);
vlan-id vlan-id-number;

}
vlan-tagging;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interfaces on the QFX Series.

Most standard Junos OS configuration statements are available in the Junos OS for a

switch. This topic lists Junos OS statements that you commonly use when configuring a

switch as well as statements added to support switches only.
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Options aex—Configure an aggregated Ethernet interface.

xe-0/0/port/—Configure a 10-Gigabit Ethernet interface.

ge-0/0/port/—Configure a Gigabit Ethernet interface.

fc-0/0/port/—Configure a Fibre Channel interface.

meX/—Configure a management interface.

mc-ae—Configure a multichassis aggregated Ethernet (MC-AE) interface.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Interfaces Overview on page 1839

• Understanding Interface Ranges on the QFX Series on page 1850

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Link Aggregation on page 2019

• Configuring a Layer 3 Logical Interface on page 2019

lacp (802.3ad)

Syntax lacp {
force-up;
(primary |backup);
port-priority;

}

Hierarchy Level [edit interfaces interface-name ether-options 802.3ad]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Link Aggregation Control Protocol (LACP) parameters for interfaces. The

remaining statement is explained separately.

NOTE: The port-priority statement is not supported on QFabric systems.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

• Configuring Aggregated Ethernet LACP on page 2017

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843
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lacp (Aggregated Ethernet)

Syntax lacp (active | passive) {
admin-key key;
periodic (fast | slow);
system-IDmac-address;

}

Hierarchy Level [edit interfaces interface-nameaggregated-ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Link Aggregation Control Protocol (LACP) parameters for interfaces. The

remaining statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

• Configuring Aggregated Ethernet LACP on page 2017

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

link-to-disable

Syntax link-to-disable interface-name;

Hierarchy Level [edit protocols uplink-failure-detection group group-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the downlink interfaces to be disabled when the switch detects an uplink

failure. The switch canmonitor a maximum of eight downlink interfaces in a group.

Options interface-name—Name of the downlink interface in an uplink failure detection group. The

interface can be a physical interface or a logical interface.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Overview of Uplink Failure Detection on page 1841

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891
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link-to-monitor

Syntax link-to-monitor interface-name;

Hierarchy Level [edit protocols uplink-failure-detection group group-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the uplink interfaces to bemonitored for uplink failure detection. The switch

canmonitor a maximum of eight uplink interfaces in a group.

Options interface-name—Name of the uplink interface in an uplink failure detection group. The

interface can be a physical interface or a logical interface.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Overview of Uplink Failure Detection on page 1841

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891
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link-down

Syntax link-down (red | yellow | ignore);

Hierarchy Level [edit chassis alarm ethernet],
[edit chassis alarm fibre-channel],
[edit chassis interconnect-device name alarm ethernet],
[edit chassis node-group name alarm fibre-channel]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify either red, yellow, or ignore to display when the link is down.

Options red—Indicates that one or more hardware components have failed or exceeded

temperature thresholds, oranalarmconditionconfiguredonan interfacehas triggered

a critical warning.

yellow—Indicatesanoncritical conditionon thedevice that, if left unchecked,might cause

an interruption in service or degradation in performance. A yellow alarm condition

requires monitoring or maintenance.

ignore—Suppresses or ignores the alarm.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation
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link-mode

Syntax link-modemode;

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the device’s link-connection characteristic.

Default The full-duplex mode is enabled.

Options mode—Link characteristic:

• full-duplex—Connection is full duplex.

• half-duplex—Connection is half duplex.

• automatic—Link mode is negotiated.

If no-auto-negotiation is specified in the ether-options option, you can select only

full-duplexorhalf-duplex. Ifauto-negotiation is specified in the ether-optionsoption,
you can select any mode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices
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link-speed

Syntax link-speed speed;

Hierarchy Level [edit interfaces aex aggregated-ether-options]

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For aggregated Ethernet interfaces only, set the required link speed.

Options speed—For aggregated Ethernet links, you can specify the speed in bits per second either

as a complete decimal number or as a decimal number followedby the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Aggregated Ethernet links on theQFXSeries can have one of the following speed values:

• 1g—Links are 1 Gbps.

• 10g—Links are 10 Gbps.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019
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liveness-detection

Syntax liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit protocols iccp peer]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable Bidirectional Forwarding Detection (BFD). BFD enables rapid detection of

communication failures between peers.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

local-ip-addr (ICCP)

Syntax local-ip-addr local-ip-address;

Hierarchy Level [edit protocols iccp],
[edit protocols iccp peer peer-IP-address]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the local IP address of the interchassis link (ICL) interface that Interchassis

Control Protocol (ICCP) uses to communicate to the peers that host a multichassis link

aggregation group (MC-LAG).

Options local-ip-address—Default local IP address to be used by all peers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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loopback (Aggregated Ethernet, Gigabit Ethernet, and 10-Gigabit Ethernet)

Syntax (loopback | no-loopback);

Hierarchy Level [edit interfaces interface-name aggregated-ether-options],
[edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For aggregated Ethernet, Gigabit Ethernet, and 10-Gigabit Ethernet interfaces, enable or

disable loopback mode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Ethernet Loopback Capability on page 2018

management-ethernet (Alarm)

Syntax management-ethernet {
link-down (red | yellow | ignore);

}

Hierarchy Level [edit chassis alarm],
[edit chassis interconnect-device name alarm],
[edit chassis node-group name alarm]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure alarms for a management Ethernet interface.

NOTE: If you configure a yellow alarm on the Interconnect device, it will be
handled as a red alarm.

Options The remaining statement is explained separately.—

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Alarms on page 6429

• Interface AlarmMessages on page 6433
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member

Syntax member interface-name;

Hierarchy Level [edit interfaces interface-range interface-range-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the name of the member interface belonging to an interface range on the QFX

Series switch.

Options interface-name—Name of the interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Interfaces Overview on page 1839

• Junos OS Network Interfaces Library for Routing Devices

member-range

Syntax member-range starting-interface-name ending-interface-name;

Hierarchy Level [edit interfaces interface-range interface-range-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the names of the first and last members of a sequence of interfaces belonging

to an interface range.

Options starting interface-name ending interface-name—Name of the first member and the name

of the last member in the interface sequence.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Interface Ranges on the QFX Series on page 1850

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Interfaces Overview on page 1839

• Junos OS Network Interfaces Library for Routing Devices
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mc-ae

Syntax mc-ae {
chassis-id chassis-id;
mc-ae-idmc-ae-id;
mode (active-active);
status-control (active | standby);

}

Hierarchy Level [edit interfaces aggregated-ether-options]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Specify the multichassis aggregated Ethernet interface configuration.

Options chassis-id—Specify the chassis ID for LACP to calculate the port number of the MC-LAG

physical member links.

mc-ae-id—Specify the identification number of MC-LAG device. The twoMC-LAG

QFX3500 devices that manage a given MC-LAGmust have the samemc-lag-id.

mode (active | active)—Specify that the MC-LAG is in active-active mode. In this mode,

if amember interface of theMC-LAG goes down, traffic can still be forwarded to the

QFX3500 devices hosting the MC-LAG using the interchassis link-protection link

(ICL-PL). The links fromtheclient-device connected tobothof theQFX3500devices

will remain active. Only active-active mode is supported at this time.

status-control (active | standby)—Specify if a peer is in active or standbymode. In active

mode, thepeer is considered theprimarydevice, and in standbymode it is considered

the secondary device. If the ICL-PL goes down, the peer in standbymode will bring

its member links to standby state. If the Interchassis Control Protocol (ICCP)

connection goes down, the peer in standbymode will change the LACP system ID

to the default value on its member links.

NOTE: YoucannothavebothpeershostinganMC-LAGbe inactiveorstandby
mode.Onepeermustbe inactivemode,andtheotherpeermustbe instandby
mode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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mc-ae-id

Syntax mc-ae-idmc-ae-id;

Hierarchy Level [edit interfaces aggregated-ether-optionsmc-ae]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the multichassis aggregated Ethernet (MC-AE) identification number of the

MC-AE that a given aggregated Ethernet interface belongs to. The two peers that host

a givenmultichassis link aggregation group (MC-LAG)must have the samemultichassis

aggregated Ethernet ID.

Options Range: 1 through 65535.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

minimum-interval (Liveness Detection)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure simultaneously the minimum interval at which the peer transmits liveness

detection requests and theminimum interval atwhich the peer expects to receive a reply

from a peer with which it has established a Bidirectional Forwarding Detection (BFD)

session.Optionally, insteadofusing this statement, youcanspecify theminimumtransmit

and receive intervals separately by using the transmit-interval minimal-interval and

minimum-receive-interval statements, respectively.

Options milliseconds—Specify theminimum interval value for Bidirectional Forwarding Detection

(BFD).

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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minimum-links

Syntax minimum-links number;

Hierarchy Level [edit interfaces aex aggregated-ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For an aggregated Ethernet interface, set the minimum number of links that must be up

for the bundle to be labeled up.

Options number—Number of links.

Range: 1 through 8

Default: 1

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Link Aggregation on page 2019

minimum-receive-interval (Liveness Detection)

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the minimum interval at which the peer must receive a reply from a peer with

which it has established a Bidirectional Forwarding Detection (BFD) session.

Options milliseconds—Specify the minimum interval value.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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mode (QFX Series)

Syntax mode active-active ;

Hierarchy Level [edit interfaces aggregated-ether-optionsmc-ae]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure themultichassis link aggregation group (MC-LAG) to be in active-activemode.

In active-active mode, all of the members of the MC-LAGwill be active on both routing

or switching devices. Only active-active mode is supported at this time.

Options active-active—Specify that all of the members of the MC-LAGwill be active on both

routing or switching devices.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

multi-chassis

Syntax multi-chassis {
multi-chassis-protection peer-ip-address {
interface interface-name;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure an interchassis link-protection link (ICL-PL) between the two peers that host

amultichassis link aggregation group (MC-LAG). You can configure either an aggregated

Ethernet interface or a 10-Gigabit Ethernet interface to be an ICL-PL.

Options interface interface-name—Specify the logical interface name of the peer.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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multi-chassis-protection

Syntax multi-chassis-protection peer-ip-address {
interface interface-name;

}

Hierarchy Level [editmulti-chassis]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure multichassis link protection between the two peers that host a multichassis

link aggregation group (MC-LAG). If the Interchassis Control Protocol (ICCP) connection

is up and the interchassis link (ICL) comes up, the peer configured as standby brings up

themultichassis aggregated Ethernet (MC-AE) interfaces shared with the peer.

Multichassis protection must be configured on one interface for each peer.

The remaining statements are explained separately.

Options interface interface-name—Specify the logical interface name of the peer.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

multiplier (Liveness Detection)

Syntax multiplier number;

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure the number of liveness detection requests not received by the peer before

Bidirectional Forwarding Detection (BFD) declares the peer is down.

Options number—Maximumallowable number of liveness detection requestsmissedby thepeer.

Range: 1 through 255

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation
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mtu

Syntax mtu bytes;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the maximum transmission unit (MTU) size for the media. Changing the media

MTU size causes an interface to be deleted and added again. On a QFX3500 switch,

either standalone or as part of the QFabric system, the maximumMTU value on an

untagged packet transiting through an ingress Gigabit Ethernet interface must be no

more than the currently configured MTU value plus four, whereas the maximumMTU

value on a tagged packet transiting through an ingress Gigabit Ethernet interface must

benomore than thecurrently configuredMTUvaluepluseight. ThemaximumMTUvalue

on an untagged or tagged packet transiting through an ingress 10-Gigabit Ethernet

interface must be nomore than the currently configured MTU value plus eight.

Options bytes—MTU size.

Range: 64 through 9216 bytes

Default: 1514 bytes

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices

no-adaptation (Liveness Detection)

Syntax no-adaptation;

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure Bidirectional Forwarding Detection (BFD) sessions to not adapt to changing

network conditions.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation
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no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure theswitchnot to respond togratuitousARPrequests.Youcandisable responses

to gratuitous ARP requests on both Layer 2 Ethernet switching interfaces and routed

VLAN interfaces (RVIs).

Default Gratuitous ARP responses are enabled on all Ethernet switching interfaces and RVIs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routed VLAN Interfaces on page 1532

on-disk-failure

Syntax on-disk-failure {
disk-failure-action (halt | reboot);

}

Hierarchy Level [edit chassis redundancy]
[edit chassis routing-engine]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Instruct the router to halt or reboot if it detects hard disk errors on the Routing Engine.

Options The remaining statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• graceful-switchover on page 1775

• Configuring the Junos OS to Enable a Routing Engine to Reboot on Hard Disk Errors

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

• High Availability Features for EX Series Switches Overview
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on-loss-of-keepalives

Syntax on-loss-of-keepalives;

Hierarchy Level [edit chassis redundancy failover]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Instruct the backup router to takemastership if it detects a loss of keepalive signal from

themaster Routing Engine.

Default The on-loss-of-keepalives statement must be included at the [edit chassis redundancy

failover] hierarchy level for failover to occur.

When the on-loss-of-keepalives statement is included but graceful Routing Engine

switchover is not configured, failover occurs after 300 seconds (5minutes).

When the on-loss-of-keepalives statement is included and graceful Routing Engine

switchover is configured, the keepalive signal is automatically enabled and the failover

time is set to 2 seconds.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• graceful-switchover on page 1775

• keepalive-time

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

• High Availability Features for EX Series Switches Overview
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peer (ICCP)

Syntax peer ip-address {
authentication-key string;
backup-liveness-detection {
backup-peer-ip ip-address;

}
liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
local-ip-addr ipv4-address;
session-establishment-hold-time seconds;

}

Hierarchy Level [edit protocols iccp]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the peers that host amultichassis link aggregation group (MC-LAG). Youmust

configure Interchassis Control Protocol (ICCP) for both peers that host the MC-LAG.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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peer (Multichassis)

Syntax peer ip-address {
interface interface-name;

}

Hierarchy Level [editmulti-chassis]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure the IP address of the peer that is part of the interchassis link-protection link

(ICL-PL). If the InterchassisControlConnectionProtocol (ICCP) is upand the interchassis

link (ICL) comes up, the peer configured as standby will bring up the MC-AE interfaces

sharedwith theactivepeer specifiedby thepeer statement. Youmust specify thephysical

interface of the peer.

Options interface interface-name—Specify the logical interface name of the peer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

periodic

Syntax periodic (fast | slow);

Hierarchy Level [edit interfaces aex aggregated-ether-options lacp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interval for periodic transmission of LACP packets.

Default fast

Options interval—Interval at which to periodically transmit LACP packets:

• fast—Receive packets every second. This is the default.

• slow—Receive packets every 30 seconds.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Junos OS Network Interfaces Library for Routing Devices
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preempt-cutover-timer

Syntax preempt-cutover-timer seconds;

Hierarchy Level • For platforms with ELS:

[edit switch-options redundant-trunk-group group name]

• For platforms without ELS:

[edit ethernet-switching-optionsredundant-trunk-group group name]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Change the lengthof time that a re-enabledprimary linkwaits to takeover fromanactive

secondary link in a redundant trunk group.

Default If you do not change the time with the preempt-cutover-timer statement, a re-enabled
primary link takes over from the active secondary link after 120 seconds.

Options seconds—Number of seconds that the primary link waits to take over from the active

secondary link.

Range: 1 through 600 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Trunk Links for Faster Recovery

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

• Understanding Redundant Trunk Links on page 1885
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redundancy (Graceful Switchover)

Syntax redundancy {
failover {
on-disk-failure;
on-loss-of-keepalives;

}
graceful-switchover;

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable redundantRoutingEnginesonaVirtualChassiswith twoormorememberswitches

or on a standalone EX6200 or EX8200 switch with more than one Routing Engine.

The remaining statements are explained separately.

Default Redundancy is enabled for the Routing Engines.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• graceful-switchover on page 1775

• Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)

on page 1746

• Installing Software on an EX Series Switch with Redundant Routing Engines (CLI

Procedure)

• High Availability Features for EX Series Switches Overview

2101Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



redundant-trunk-group

Syntax redundant-trunk-group {
group name {
interface interface-name <primary>;
interface interface-name;
preempt-cutover-timer seconds;

}
}

Hierarchy Level • For platforms with ELS:

[edit switch-options]

• For platforms without ELS:

[edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Configure a primary link and secondary link on trunk ports. If the primary link fails, the

secondary linkautomatically takesoverwithoutwaiting fornormal spanning-treeprotocol

convergence.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Trunk Links for Faster Recovery

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

• Understanding Redundant Trunk Links on page 1885
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rx-buffers

Syntax rx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to generate and send Ethernet PAUSEmessages. If you

enable the receive buffers to generate and send PAUSEmessages, when the receive

buffers reach a certain level of fullness, the interface sends a PAUSEmessage to the

connectedpeer. If the connectedpeer is properly configured, it stops transmitting frames

to the interface on the entire link. When the interface receive buffer empties below a

certain threshold, the interface sendsamessage to theconnectedpeer to resumesending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the rx-buffers statement with the

tx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to generate and send Ethernet PAUSEmessages.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

flow-control on page 2060•

• tx-buffers on page 2113
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• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

routing-engine

Syntax routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);

}
}

Hierarchy Level [edit chassis]
[edit chassis interconnect-device name],
[edit chassis node-group name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a Routing Engine to halt or reboot automatically when a hard disk error occurs.

A hard disk errormay cause aRouting Engine to enter a state inwhich it responds to local

pings and interfaces remain up, but no other processes are responding. Rebooting or

halting prevents this.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Enable a Routing Engine to Reboot on Hard Disk Errors

• Junos OS High Availability Library for Routing Devices

session-establishment-hold-time

Syntax session-establishment-hold-time seconds;

Hierarchy Level [edit protocols iccp peer],
[edit protocols iccp]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the time during which an Interchassis Control Protocol (ICCP) connection must

be established between peers.

Options seconds—Time (in seconds) within which a successful ICCP connection must be

established.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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source

Syntax source source-address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number tunnel]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify the source address of the tunnel.

Default If you do not specify a source address, the tunnel uses the unit’s primary address as the

source address of the tunnel.

Options source-address—Address of the local side of the tunnel. This is the address that is placed

in the outer IP header’s source field.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)
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speed

Syntax speed (auto-negotiation | speed);

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the speed of the interface.

Default Autonegotiation is automatically enabled forGigabit Ethernet interfaces. Autonegotation

is not an option for 10-Gigabit Ethernet interfaces. No explicit action is taken after the

autonegotiation is complete or if the negotiation fails. If the autonegotiation statement

at the [edit interfaces interface-name ether-options] hierarchy level is enabled, the

auto-negotiation option is enabled by default.

Options • auto-negotiation—Automatically negotiate the speed based on the speed of the other

endof the link. Autonegotiation is automatically enabled forGigabit Ethernet interfaces.

Autonegotation is not an option for 10-Gigabit Ethernet interfaces. No explicit action

is taken after the autonegotiation is complete or if the negotiation fails.

• speed—Specify the interface speed. This value sets the speed that is used on the link.

If the auto-negotiation statement is enabled on a Gigabit Ethernet interface, configure

the value to advertise to the interface at the other end of the link. If you disable

autonegotationonaGigabit Ethernet interface, youmust explicitly configure the speed

to 1g.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• auto-negotiation on page 2044

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Junos OS Network Interfaces Library for Routing Devices

status-control

Syntax status-control (active | standby);

Hierarchy Level [edit interfaces aggregated-ether-optionsmc-ae]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specifywhetherapeerhostingamultichassis linkaggregationgroup(MC-LAG) isprimary

or secondary. Primary is considered active, and secondary is considered standby.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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targeted-broadcast

Syntax targeted-broadcast;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet],
[edit interfaces interface-range interface-range-name unit logical-unit-number family inet]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify whether the IP packets destined for a Layer 3 broadcast need to be forwarded

to both an egress interface and the Routing Engine, or to an egress interface only. The

packets are broadcast only if the egress interface is a LAN interface.

Default When this statement is not included, broadcast packets are sent to the Routing Engine

only.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IP Directed Broadcast on an EX Series Switch

• Configuring IP Directed Broadcast (CLI Procedure)

• Understanding IP Directed Broadcast for EX Series Switches

threshold (Detection Time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit protocols iccp peer liveness-detection detection-time]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Specify the threshold for the adaptation of the detection time for a Bidirectional

Forwarding Detection (BFD) session. When the detection time adapts to a value equal

to or greater than the threshold, a single trap and a single system logmessage are sent.

NOTE: The threshold timemust be greater than or equal to the
minimum-interval or theminimum-receive-interval. values.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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traceoptions (ICCP)

Syntax traceoptions {
file filename<files number> <size size> <world-readable | no-world-readable>;
flag flag <disable>;

}

Hierarchy Level [edit protocols iccp]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set Interchassis Control Protocol (ICCP) tracing options.

Default Tracing operations are disabled.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file name—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. By default, the log file is stored in /var/log/.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file only

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

The following are the tracing options:

• all—All tracing operations

• config-internal—Trace configuration internals.

• general—Trace general events.

• normal—All normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• parse—Trace configuration parsing.

• policy—Trace policy operations and actions.
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• route—Trace routing table changes.

• state—Trace state transitions.

• task—Trace protocol task processing.

• timer—Trace protocol task timer processing.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB). When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

transmit-interval (Liveness Detection)

Syntax transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure theBidirectional ForwardingDetection (BFD) transmit interval. Thenegotiated

transmit interval for a peer is the interval between the sending of BFD liveness detection

requests topeers. The receive interval for apeer is theminimum interval between receiving

packets sent from its peer; the receive interval is not negotiated between peers. To

determine the transmit interval, each peer compares its configuredminimum transmit

intervalwith itspeer'sminimumreceive interval. The largerof the twonumbers isaccepted

as the transmit interval for that peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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traceoptions (Individual Interfaces)

Syntax traceoptions {
flag flag;

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define tracing operations for individual interfaces.

To specify more than one tracing operation, includemultiple flag statements.

The traceoptions statement for interfaces does not support a trace file. The logging is

done by the kernel, so the tracing information is placed in the system syslog file in the

directory /var/log.

NOTE: Thetraceoptionsstatement isnotsupportedontheQFX3000QFabric
system.

Default If youdonot include this statement, no interface-specific tracingoperationsareperformed.

Options flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements. The following are the interface-specific tracing options.

• all—All interface tracing operations

• event—Interface events

• ipc—Interface interprocess communication (IPC) messages

• media—Interface media changes

• q921—ISDNQ.921 frames

• q931—ISDNQ.931 frames

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Tracing Operations of an Individual Router or Switch Interface

Copyright © 2014, Juniper Networks, Inc.2110

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



traps

Syntax (traps | no-traps);

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit interfaces interface-range interface-range-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable or disable the sending of SNMP notifications when the state of the connection

changes.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling or Disabling SNMP Notifications on Physical Interfaces

• Enabling or Disabling SNMP Notifications on Logical Interfaces

tunnel

Syntax tunnel {
destination destination-address;
source source-address;
ttl number;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure a tunnel. You can use the tunnel for unicast andmulticast traffic or just for

multicast traffic. You can also use tunnels for encrypted traffic.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)
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tunnel-port

Syntax tunnel-port port-number tunnel-services;

Hierarchy Level [edit chassis fpc slot pic pic-number]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure the port number for generic routing encapsulation (GRE) tunneling.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)
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tx-buffers

Syntax tx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to respond to received Ethernet PAUSEmessages. If you

enable the transmit buffers to respond to PAUSEmessages, when the interface receives

a PAUSEmessage from the connected peer, the interface stops transmitting frames on

the entire link. When the receive buffer on the connected peer empties below a certain

threshold, the peer interface sends amessage to the paused interface to resume sending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the tx-buffers statement with the

rx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to respond to an Ethernet PAUSEmessage.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

flow-control on page 2060•

• rx-buffers on page 2103
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• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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unit

Syntax unit logical-unit-number {
family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
vlan {
members [ (all | names | vlan-ids) ];

}
}
fibre-channel {
port-mode (f-port | np-port);

}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
primary;
targeted-broadcast;

}

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-range-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.

Default Youmust configure a logical interface to be able to use the physical device.

Options logical-unit-number—Number of the logical unit.

Range: 0 through 16,384

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Link Aggregation on page 2019

• Junos OS Network Interfaces Library for Routing Devices
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uplink-failure-detection

Syntax uplink-failure-detection {
group group-name {
link-to-monitor interface-name;
link-to-disable interface-name;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure uplink and downlink interfaces in a group to monitor uplink failures and to

propagate uplink failure information to the downlink interfaces.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Overview of Uplink Failure Detection on page 1841

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891

version (Liveness Detection)

Syntax version (1 | automatic);

Hierarchy Level [edit protocols iccp peer liveness-detection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure the Bidirectional Forwarding Detection (BFD) protocol version to detect.

Options 1—Use BFD protocol version 1.

automatic—Autodetect the BFD protocol version.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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vlan-id

Syntax vlan-id vlan-id-number;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For 10-Gigabit Ethernet and aggregated Ethernet interfaces only, bind an 802.1Q VLAN

tag ID to a logical interface.

NOTE: TheVLAN tag ID cannot be configured on logical interface unit0. The

logical unit number must be 1 or higher.

Options vlan-id-number—Valid VLAN identifier.

Range: 1 through 4094

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• vlan-tagging on page 1627

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring a Layer 3 Logical Interface on page 2019

• Junos OS Network Interfaces Library for Routing Devices

vlan-tagging

Syntax vlan-tagging;

Hierarchy Level [edit interfaces interface-name ]
[edit interfaces interface-range interface-range-name ]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable VLAN tagging. The platform receives and forwards single-tag frameswith 802.1Q

VLAN tags.

Default VLAN tagging is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• vlan-id on page 2117

• Configuring a Layer 3 Logical Interface on page 2019
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Configuration Statements (ELSOnly)

• [edit interfaces et] Configuration Statement Hierarchy on the QFX Series on page 2118

• channel-speed on page 2124

• chassis on page 2125

• ethernet-switching on page 2126

• family on page 2127

• fpc on page 2131

• interface-mode on page 2132

• pic on page 2133

• service-id on page 2134

[edit interfaces et] Configuration Statement Hierarchy on the QFX Series

This topic lists supportedandunsupportedconfigurationstatements in the [edit interfaces

et] hierarchy level on EX Series switches.

• Supported statements are those that you can use to configure some aspect of a

software feature on the switch.

• Unsupported statements are those that appear in the command-line interface (CLI)

on the switch, but that have no effect on switch operation if you configure them.

• Not all features are supported on all switch platforms. For detailed information about

feature support on specific QFX Series platforms, seeQFX Series Virtual Chassis

Software Features Overview.

This topic lists:

• Supported Statements in the [edit interfaces et] Hierarchy Level on page 2118

• Unsupported Statements in the [edit interfaces et] Hierarchy Level on page 2122

Supported Statements in the [edit interfaces et] Hierarchy Level

The followinghierarchy shows the [edit interfaceset]configuration statements supported

on EX Series switches.

interfaces {
et-fpc/pic/port {
accounting-profile name;
description text;
disable;
encapsulation type;
ether-options {
802.3ad {
aex;
(backup | primary);
lacp {
force-up;
port-priority number;
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}
}
ethernet-switch-profile {
tag-protocol-id [tpids];

}
(flow-control | no-flow-control);
(loopback | no-loopback);
no-auto-mdix;

}
flexible-vlan-tagging;
(gratuitous-arp-reply | no-gratuitous-arp-reply);
hold-time upmilliseconds downmilliseconds;
mtu bytes;
native-vlan-id
no-gratuitous-arp-request;
traceoptions {
flag flag;

}
(traps | no-traps);
unit logical-unit-number {
accounting-profile name;
bandwidth rate;
description text;
disable;
encapsulation type;
family ccc;
filter {
group group-number;
input filter-name;
input-list [filter-names];
output filter-name;
output-list [filter-names];

}
policer {
input policer-name;
output policer-name;

}
}
family ethernet-switching {
filter {
input filter-name;
output filter-name;

}
interface-mode (access | trunk);
recovery-timeout seconds;
storm-control profile-name;
vlan {
members (vlan-name |[-vlan-names] | all);

}
}
family inet {
accounting {
destination-class-usage;
source-class-usage {
input;
output;
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}
}
address ipv4-address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
preferred;
primary;
vrrp-group group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
priority-cost number;

}
priority-hold-time seconds;
route ip-address/mask routing-instance instance-name priority-cost cost;

}
virtual-address [addresses];
vrrp-inherit-from {
active-group group-number;
active-interface interface-name;

}
}

}
filter {
input filter-name;
output filter-name;

}
mtu bytes;
no-neighbor-learn;
no-redirects;
primary;
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}

}
family inet6 {
accounting {
destination-class-usage;
source-class-usage {
input;
output;

}
}
address address {
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eui-64;
ndp ip-address (mac | multicast-mac)mac-address <publish>;
preferred;
primary;
vrrp-inet6-group group-id {
accept-data | no-accept-data;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
inet6-advertise-intervalmilliseconds;
preempt | no-preempt {
hold-time seconds;

}
priority number;
track {
interface interface-name {
priority-cost number;

}
priority-hold-time seconds;
route ip-address/mask routing-instance instance-name priority-cost cost;

}
virtual-inet6-address [addresses];
virtual-link-local-address ipv6–address;
vrrp-inherit-from {
active-group group-name;
active-interface interface-name;

}
}

}
(dad-disable | no-dad-disable);
filter {

input filter-name;

output filter-name;

}
mtu bytes;
nd6-stale-time time;
no-neighbor-learn;
no-redirects;
policer {
input policer-name;
output policer-name;

}
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}

}
family iso {
address interface-address;
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mtu bytes;
}
input-vlan-map action;
output-vlan-map action;
proxy-arp (restricted | unrestricted);
swap-by-poppush;
(traps | no-traps);
vlan-id vlan-id-number;
vlan-id-list [vlan-id vlan-id–vlan-id];

}
vlan-tagging;

}
}

Unsupported Statements in the [edit interfaces et] Hierarchy Level

All statements in the [edit interfaces et] hierarchy level that are displayed in the

command-line interface (CLI) on the switch are supported on the switch and operate

as documented with the following exceptions:

Table 177: Unsupported [edit interfaces et] Configuration Statements for the QFX Series

HierarchyStatement

[edit interfaces et]passive-monitor-mode

[edit interfaces et]stacked-vlan-tagging

[edit interfaces et ether-options]asynchronous-notification

[edit interfaces et ether-options]ignore-l3-incompletes

[edit interfaces et ether-options]mpls

[edit interfaces et ether-options]source-address-filter

[edit interfaces et ether-options]source-filtering

[edit interfaces et ether-options]no-source-filtering

[edit interfaces et unit]accept-source-mac

[edit interfaces et unit]layer2-policer

[edit interfaces et unit]native-inner-vlan-id

[edit interfaces et unit]vlan-id-range

[edit interfaces et unit]vlan-tags

[edit interfaces et unit family]mpls

[edit interfaces et unit family]tcc
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Table 177: Unsupported [edit interfaces et] Configuration Statements for the QFX Series
(continued)

HierarchyStatement

[edit interfaces et unit family]vpls

[edit interfaces et unit family ethernet-switching]bridge-domain-type

[edit interfaces et unit family ethernet-switching]inner-vlan-id-list

[edit interfaces et unit family ethernet-switching]vlan-rewrite

[edit interfaces et unit family inet]policer

[edit interfaces et unit family inet]sampling

[edit interfaces et unit family inet]service

[edit interfaces et unit family inet]targeted-broadcast

[edit interfaces et unit family inet]unnumbered-address

[edit interfaces et unit family inet address vrrp-group track interface]bandwidth-threshold

[edit interfaces et unit family inet6]service

[edit interfaces et unit family inet6 address vrrp-group track interface]bandwidth-threshold

[edit interfaces et unit family inet6 filter]group

Related
Documentation

QFX Series Virtual Chassis Software Features Overview•
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channel-speed

Syntax channel-speed (10g;|disable-auto-speed-detection) ;

Hierarchy Level [edit chassis fpc slot-number pic pic-number (port port-number | port-range port-range-low
port-range-high)]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description (QFX3500, QFX3600, and QFX5100 standalone switches running Enhanced Layer 2

Softwareonly)—Enable the specifiedport on thePhysical InterfaceCard (PIC) toperform

in the specified channel speed. Additionally, you can disable auto-speed detection.

Default 40g (40-Gigabit Ethernet).

Options 10g—Set the channel speed to 10g (10-Gigabit Ethernet).

disable-auto-speed-detection—Disable auto-speed detection.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028
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chassis

Syntax chassis {
routing-engine {
redundancy {
failover {
on-disk-failure {
disk-failure-action (halt | reboot);
}
on-loss-of-keepalives;

}
graceful-switchover;

}
aggregated-devices {
ethernet {
device-count number;

}
alarm {
interface-type {
alarm-name (red | yellow | ignore);

}
}

}
forwarding-options profile-name {
num-65-127-prefix value

}
fpc slot {
auto-speed-detection disable
pic pic-number{
port port-number{
tunnel-port port-number tunnel-services;
channel-speed speed;

}
port-range port-range-low port-range-high {
channel-speed speed;

}
}

}
maximum-ecmp next-hops;

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure chassis-specific properties for the switch.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Link Aggregation on page 2019

ethernet-switching

Syntax ethernet-switching {
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
interface-mode (access | trunk);
recovery-timeout seconds;
storm-control profile-name;
vlan {
members (vlan-name |[-vlan-names] | all);

}
}

Hierarchy Level [edit interfaces ge-chassis/slot/port unit logical-unit-number] family

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Ethernet switching protocol family information for the logical interface.

The remaining statements are explained separately.

Default Youmust configure a logical interface to be able to use the physical device.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• JUNOS Software Network Interfaces Configuration Guide
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family

Syntax family {
ethernet-switching {
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
interface-mode (access | trunk);
recovery-timeout seconds;
storm-control profile-name;
vlan {
members (vlan-name |[-vlan-names] | all);

}
}
inet {
accounting {
destination-class-usage;
source-class-usage {
input;
output;

}
}
address ipv4-address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
preferred;
primary;
vrrp-group group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
priority-cost number;

}
priority-hold-time seconds;
route ip-address/mask routing-instance instance-name priority-cost cost;

}
virtual-address [addresses];
vrrp-inherit-from {
active-group group-number;
active-interface interface-name;

}
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}
}
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
mtu bytes;
no-neighbor-learn;
no-redirects;
primary;
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}

}
inet6 {
accounting {
destination-class-usage;
source-class-usage {
input;
output;

}
}
address address {
eui-64;
ndp ip-address (mac | multicast-mac)mac-address <publish>;
preferred;
primary;
vrrp-inet6-group group-id {
accept-data | no-accept-data;
advertisements-threshold number;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
inet6-advertise-intervalmilliseconds;
preempt | no-preempt {
hold-time seconds;

}
priority number;
track {
interface interface-name {
priority-cost number;

}
priority-hold-time seconds;
route ip-address/mask routing-instance instance-name priority-cost cost;

}
virtual-inet6-address [addresses];
virtual-link-local-address ipv6–address;
vrrp-inherit-from {
active-group group-name;
active-interface interface-name;
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}
}

}
(dad-disable | no-dad-disable);
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
mtu bytes;
nd6-stale-time time;
no-neighbor-learn;
no-redirects;
policer {
input policer-name;
output policer-name;

}
rpf-check {
fail-filter filter-name;
mode {
loose;

}
}
mpls {
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
mtu bytes;
}

}
}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit interfaces interface-range interface-name unit logical-unit-number family]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure protocol family information for the logical interface on theQFXSeries product.

Default Access interfaces on the QFX Series are set to family ethernet-switching by default. If

you are going to change the family setting for an interface, youmight have to delete this

default setting or any user-configured family setting first.

Youmust configure a logical interface to be able to use the physical device.
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Options Interface types on the switch are:

• Aggregated Ethernet (ae)

• Gigabit Ethernet (ge)

• Loopback (lo0)

• Management Ethernet (me0)

• Routed VLAN interface (RVI) (vlan)

• 10-Gigabit Ethernet (xe)

Not all interface types support all family substatements. Check your switch CLI for

supported substatements for a particular protocol family configuration.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Link Aggregation on page 2019

• Configuring Routed VLAN Interfaces on page 1532

• Junos OS Network Interfaces Library for Routing Devices
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fpc

Syntax fpc slot {
auto-speed-detection disable;
pic pic-number{
tunnel-port port-number tunnel-services;
port port-number{
channel-speed (speed|disable-auto-speed-detection) ;

}
port-range port-range-low port-range-high {
channel-speed (speed|disable-auto-speed-detection);

}
}

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the FPC slot number. For QFX3500 switches, the slot is a line card slot.

For generic routing encapsulation (GRE) tunneling, use the tunnel-port statement to

specify the port that you want to convert to a GRE tunnel port.

Options slot—Number of the FPC slot. For QFX3500 and QFX3600 devices, the slot number is

always 0.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• show chassis fpc on page 597

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)
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interface-mode

Syntax interface-mode (access | trunk);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family bridge],
[edit interfaces interface-name unit logical-unit-number family ethernet-switching],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family bridge]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that does not support ELS,
see port-mode. For ELS details, see “Getting Started with Enhanced Layer 2
Software” on page 58.

(QFX Series 3500 and 3600 standalone switches)—Determine whether the logical

interface accepts or discards packets based on VLAN tags. Specify the trunk option to

accept packets with a VLAN ID that matches the list of VLAN IDs specified in the vlan-id

or vlan-id-list statement, then forward the packet within the bridge domain or VLAN

configuredwith thematching VLAN ID. Specify the access option to accept packets with

no VLAN ID, then forward the packet within the bridge domain or VLAN configured with

the VLAN ID that matches the VLAN ID specified in the vlan-id statement.

NOTE: OnMXSeries routers, if youwant IGMP snooping to be functional for
a bridge domain, then you should not configure interface-mode and irb for

that bridge. Such a configuration commit succeeds, but IGMP snooping is
not functional, and amessage informing the same is displayed. For more
information, see Configuring a Trunk Interface on a Bridge Network.

Options access—Configure a logical interface to accept untagged packets. Specify the VLAN to

which this interface belongs using the vlan-id statement.

trunk—Configure a single logical interface to accept packets tagged with any VLAN ID

specified with the vlan-id or vlan-id-list statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring a Logical Interface for Access Mode•

• Configuring a Logical Interface for Trunk Mode
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• Example: Connecting Access Switches to a Distribution Switch

pic

Syntax pic pic-number{
tunnel-port port-number tunnel-services;
port port-number{
channel-speed (speed|disable-auto-speed-detection) ;

}
port-range port-range-low port-range-high {
channel-speed (speed|disable-auto-speed-detection) ;

}
}

Hierarchy Level [edit chassis fpc slot]

Release Information Option channel-speed introduced in Junos OS Release 13.2 for the QFX Series.

Description (QFX3500, QFX3600, and QFX5100 standalone switches running Enhanced Layer 2

Software only)—Configure a specific port or a range of ports to operate as 10-Gigabit

Ethernet ports or 40-Gigabit Ethernet ports.

Options pic pic-number—(QFX3500 standalone switch only) Number of the physical interface

card (PIC)onwhichyouwant toconfigureport types.Specify 1 toconfigure 10-Gigabit
Ethernet or 40-Gigabit Ethernet type ports.

(QFX3600 standalone switch only) Number of the physical interface card (PIC) on

which you want to configure port types. Specify 0 to configure 10-Gigabit Ethernet
or 40-Gigabit Ethernet type ports.

port physical-port-number—Port number on which you want to configure the port type.

port-range-low—Lowest-numbered port in the range of ports.

port-range-high—Highest-numbered port in the range of ports.

channel-speed (speed |disable-auto-speed-detection)—Configure 10g for 10-Gigabit

Ethernet type ports, and configure disable-auto-speed-detection) to disable

auto-channelization.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Channelizing InterfacesonQFX3500,QFX3600,andQFX5100Switchesonpage2028
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service-id

Syntax service-id number;

Hierarchy Level [edit switch-options]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a service identifier for eachmultichassis aggregated Ethernet interface that

belongs to a link aggregation group (LAG).

Options number—A number that identifies a particular service.

Range: 1 through 65535

Required Privilege
Level

system—To view this statement in the configuration.

system control—To add this statement to the configuration.

Configuration Statements (Original CLI Only)

• ethernet-switch-profile on page 2135

• ethernet-switching on page 2137

• family on page 2138

• pic on page 2140

• port-mode on page 2141

• xe (Port) on page 2142

• xle (Port) on page 2143
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ethernet-switch-profile

Syntax ethernet-switch-profile {
ethernet-policer-profile {
input-priority-map {
ieee802.1p premium [values];

}
output-priority-map {
classifier {
premium {
forwarding-class class-name {
loss-priority (high | low);

}
}

}
}
policer cos-policer-name {
aggregate {
bandwidth-limit bps;
burst-size-limit bytes;

}
premium {
bandwidth-limit bps;
burst-size-limit bytes;

}
}
tag-protocol-id tpid;

}
(mac-learn-enable | no-mac-learn-enable);

}

Hierarchy Level [edit interfaces interface-name gigether-options],
[edit interfaces interface-name aggregated-ether-options],
[edit interfaces interface-name aggregated-ether-options],
[edit interfaces interface-name ether-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 13.2X50-D15 for the EX Series switches.

Description NOTE: OnQFX Series standalone switches, the ethernet-policer-profile CLI

hierarchy and themac-learn-enable statement are supported only on the

Enhanced Layer 2 Switching CLI.

For Gigabit Ethernet IQ, 10-Gigabit Ethernet IQ2 and IQ2-E, and Gigabit Ethernet PICs

with SFPs (except the 10-port Gigabit Ethernet PIC, aggregated Ethernet with Gigabit

Ethernet IQ interfaces, the built-in Gigabit Ethernet port on the M7i router); 100-Gigabit

Ethernet Type 5 PIC with CFP; and Gigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit
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Ethernet, and aggregated Ethernet interfaces on EX Series switches, configure VLAN tag

and MAC address accounting and filtering properties.

The remaining statements are explained separately.

NOTE: When you gather interfaces into a bridge domain, the
no-mac-learn-enable statement at the [edit interfaces interface-name

gigether-optionsethernet-switch-profile]hierarchy level is not supported. You

must use the no-mac-learning statement at the [edit bridge-domains

bridge-domain-name bridge-options interface interface-name] hierarchy level

to disable MAC learning on an interface in a bridge domain. For information
on disabling MAC learning for a bridge domain, see theMX Series Layer 2
Configuration Guide.

Default If theethernet-switch-profile statement is not configured,Gigabit Ethernet IQandGigabit

Ethernet PICswith SFPs (except the 10-port Gigabit Ethernet PIC and the built-inGigabit

Ethernet port on the M7i router) behave like Gigabit Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit Ethernet Policers

• Configuring MAC Address Filtering

• Stacking and Rewriting Gigabit Ethernet VLAN Tags Overview

• Configuring Q-in-Q Tunneling (CLI Procedure)

Copyright © 2014, Juniper Networks, Inc.2136

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



ethernet-switching

Syntax ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}

Hierarchy Level [edit interfaces ge-chassis/slot/port unit logical-unit-number] family

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Ethernet switching protocol family information for the logical interface.

The remaining statements are explained separately.

Default Youmust configure a logical interface to be able to use the physical device.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• JUNOS Software Network Interfaces Configuration Guide
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family

Syntax family {
ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
vlan {
members [ (all | names | vlan-ids) ];

}
}
fibre-channel {
port-mode (f-port | np-port);

}
inet {
address address {
primary;

}
filter input filter-name;
filter output filter-name;
targeted-broadcast;

}
inet6 {
address address {
eui-64
preferred

primary;
filter input filter-name;
filter output filter-name;
}

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit interfaces interface-range interface-name unit logical-unit-number family]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure protocol family information for the logical interface on theQFXSeries product.

Default Access interfaces on the QFX Series are set to family ethernet-switching by default. If

you are going to change the family setting for an interface, youmight have to delete this

default setting or any user-configured family setting first.

Youmust configure a logical interface to be able to use the physical device.

Options See Table 178 on page 2139 for protocol families available on the QFX Series interfaces.

Different protocol families support different subsets of the interface types on the

QFX Series.

Interface types on the switch are:

• Aggregated Ethernet (ae)
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• Gigabit Ethernet (ge)

• Loopback (lo0)

• Management Ethernet (me0)

• Routed VLAN interface (RVI) (vlan)

• 10-Gigabit Ethernet (xe)

Not all interface types support all family substatements. Check your switch CLI for

supported substatements for a particular protocol family configuration.

Table 178: Protocol Families and Supported Interface Types

Supported Interface Types

DescriptionFamily xegevlanme0lo0ae

✓✓✓✓✓Ethernet switching protocol familyethernet-
switching

✓✓✓Fibre Channel protocol familyfibre-
channel

✓✓✓✓✓✓IPv4 protocol familyinet

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Configuring Link Aggregation on page 2019

• Configuring Routed VLAN Interfaces on page 1532

• Junos OS Network Interfaces Library for Routing Devices

2139Copyright © 2014, Juniper Networks, Inc.

Chapter 24: Configuration



pic

Syntax pic pic-number {
fibre-channel {
port-range {
port-range-low port-range-high;

}
}
xe {
(port port-number | port-range port-range-low port-range-high);

}
xle {
(port port-number | port-range port-range-low port-range-high);

}

Hierarchy Level [edit chassis fpc slot]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Options xe and xle introduced in Junos OS 12.2X50-D20 for the QFX Series.

Description (QFX3500 and QFX3600 standalone switches only) Enable the specified port on the

Physical Interface Card (PIC) to perform in the specified operating mode.

Options pic-number—Number of the PIC.

• On a QFX3500 standalone switch, specify 0 if the port type is fiber-channel, and
2 if the port type is xle.

• On a QFX3600 standalone switch, specify 0 if the port type is xe, and 1 if the port
type is xle.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the QSFP+ Port Type on QFX3500 Standalone Switches on page 2034

• Configuring the Port Type on QFX3600 Standalone Switches on page 2032
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port-mode

Syntax port-mode (access | tagged-access | trunk);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: This statement does not support the Enhanced Layer 2 Software
(ELS) configuration style. If your switch runs software that supports ELS, see
interface-mode. For ELS details, see “Getting Started with Enhanced Layer
2 Software” on page 58.

Configure whether an interface on the switch operates in access, tagged access, or trunk

mode.

Default All switch interfaces are in access mode.

Options access—Have the interface operate in access mode. In this mode, the interface can be

in a single VLAN only. Access interfaces typically connect to network devices such

as PCs, printers, IP telephones, and IP cameras.

tagged-access—Have the interface operate in access mode. In this mode, the interface

can be in multiple VLANs. Access interfaces typically connect to network devices

such as PCs, printers, IP telephones, and IP cameras.

trunk—Have the interface operate in trunk mode. In this mode, the interface can be in

multiple VLANs and canmultiplex traffic between different VLANs. Trunk interfaces

typically connect to other switches and to routers on the LAN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Reflective Relay

• Example: Configuring Reflective Relay for Use with VEPA Technology
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xe (Port)

Syntax xe {
(port port-number | port-range port-range-low port-range-high);

}

Hierarchy Level [edit chassis fpc slot pic pic-number]

Release Information Statement introduced in Junos OS Release 12.2X50-D20 for the QFX Series.

Description (QFX3600standaloneswitchonly)Configureaspecific port or a rangeofports tooperate

as four 10-Gigabit Ethernet (xe) type ports.

CAUTION: The Packet Forwarding Engine on the switch is restarted when
you commit the port type configuration changes. As a result, youmight
experience packet loss on the switch.

NOTE: PortQ0 supports only three (not the typical four)10-Gigabit Ethernet
ports. Therefore, you can configure up to 63 (not 64) 10-Gigabit Ethernet
ports on ports Q0 through Q15.

Options port-number—Port number on which you want to configure the port type. Valid values

are 0 through 15.

port-range-low—Lowest-numbered port in the range of ports. The lowest possible value

is 0.

port-range-high—Highest-numberedport in the rangeofports. Thehighestpossible value

is 15.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Port Type on QFX3600 Standalone Switches on page 2032
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xle (Port)

Syntax xle {
(port port-number | port-range port-range-low port-range-high);

}

Hierarchy Level [edit chassis fpc slot pic pic-number]

Release Information Statement introduced in Junos OS Release 12.2X50-D20 for the QFX Series.

Description (QFX3500 and QFX3600 standalone switches only) Configure a specific QSFP+ port

or a range of QSFP+ ports to operate as 40-Gigabit Ethernet (xle) type ports.

CAUTION: The Packet Forwarding Engine on the switch is restarted when
you commit the port type configuration changes. As a result, youmight
experience packet loss on the switch.

Options port-number—Port number onwhich youwant to configure the port type. On aQFX3500

standalone switch, specify a value from 0 through 3. On a QFX3600 standalone

switch, specify a value from 0 through 15.

port-range-low—Lowest-numbered port in the range of ports. The lowest possible value

is 0.

port-range-high—Highest-numberedport in the rangeofports. Thehighestpossible value

is 3 on QFX3500 standalone switches, and 15 on QFX3600 standalone switches.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the QSFP+ Port Type on QFX3500 Standalone Switches on page 2034

• Configuring the Port Type on QFX3600 Standalone Switches on page 2032
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CHAPTER 25

Administration

• Routine Monitoring on page 2145

• Monitoring Commands on page 2151

• Monitoring Commands (ELS CLI Only) on page 2266

• Monitoring Commands (Original CLI Only) on page 2273

RoutineMonitoring

• Monitoring System Process Information on page 2145

• Monitoring System Properties on page 2146

• Monitoring Interface Status and Traffic on page 2148

• Verifying That Layer 3 Logical Interfaces AreWorking on page 2148

• Verifying the Status of a LAG Interface on page 2148

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• VerifyingThatGenericRoutingEncapsulationTunneling IsWorkingCorrectlyonpage2150

Monitoring SystemProcess Information

Purpose View the processes running on the QFX Series.

Action To view the software processes running on the QFX Series:

[edit system]

user@switch> show system processes

Meaning Table 49 on page 307 summarizes the output fields in the system process information

display.

The display includes the total CPU load and total memory utilization.

Table 179: Summary of SystemProcess Information Output Fields

ValuesField

Identifier of the process.PID
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Table 179: Summary of SystemProcess Information Output Fields (continued)

ValuesField

Owner of the process.Name

Current state of the process.State

Percentage of the CPU that is being used by the process.CPU Load

Amount of memory that is being used by the process.Memory Utilization

Time of day when the process started.Start Time

Related
Documentation

Monitoring System Properties on page 308•

• show system uptime on page 1025

Monitoring SystemProperties

Purpose View system properties such as the name and IP address of a QFX Series product and

resource usage.

Action Tomonitor system properties in the CLI, enter the following commands:

• show system uptime

• show system users

• show system storage

Meaning Table 50 on page 308 summarizes key output fields in the system properties display.

Table 180: Summary of Key SystemProperties Output Fields

Additional InformationValuesField

General Information

Serial number for a QFX Series product.Serial Number

Export software is for use outside the USA and
Canada.

Version of Junos OS active on the switch, including
whether the software is for domestic or export use.

Junos OS Version

Name of the QFX Series product.Hostname

IP address of the QFX Series product.IP Address

Loopback address.Loopback
Address

Copyright © 2014, Juniper Networks, Inc.2146

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 180: Summary of Key SystemProperties Output Fields (continued)

Additional InformationValuesField

Address of the domain name server.Domain Name
Server

Time zone on the QFX Series product.Time Zone

Time

Current systemtime, inCoordinatedUniversalTime
(UTC).

Current Time

Date and time when the QFX Series product was
last booted and how long it has been running.

System Booted
Time

Date and timewhen theprotocolswere last started
and how long they have been running.

Protocol Started
Time

Date and time when a configuration was last
committed. This field also shows the name of the
user who issued the last commit command.

Last Configured
Time

CPU load average for 1, 5, and 15 minutes.Load Average

StorageMedia

Usage details of internal flash memory.Internal Flash
Memory

Usage details of external USB flash memory.External Flash
Memory

Logged in Users Details

Username of any user logged in to the switch.User

Terminal through which the user is logged in.Terminal

Systemfromwhich theuserhas logged in.Ahyphen
indicates that the user is logged in through the
console.

From

This is the user@switch field in show system users
command output.

Time when the user logged in.Login Time

How long the user has been idle.Idle Time

Related
Documentation

Monitoring System Process Information on page 307•

• show system processes on page 941
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Monitoring Interface Status and Traffic

Purpose View interface status to monitor interface bandwidth utilization and traffic statistics on

the QFX Series product.

Action To view interface status for all the interfaces, enter show interfaces xe.•

• To view status and statistics for a specific interface, enter show interfaces xe

interface-name.

• To view status and traffic statistics for all interfaces, enter either show interfaces xe

detail or show interfaces xe extensive.

Meaning For details about output from the CLI commands, see show interfaces xe.

Verifying That Layer 3 Logical Interfaces AreWorking

Purpose After configuring Layer 3 logical interfaces, verify that they are set up properly and

transmitting data.

Action To determine if you have successfully created the logical interfaces and the links are

up:

1.

[edit interfaces]
user@switch> show interfaces interface-name terse
Interface              Admin Link Proto    Local                 Remote
ge-0/0/0               up    up
ge-0/0/0.0             up    up   inet     1.1.1.1/24
ge-0/0/0.1             up    up   inet     2.1.1.1/24
ge-0/0/0.2             up    up   inet     3.1.1.1/24
ge-0/0/0.3             up    up   inet     4.1.1.1/24
ge-0/0/0.4             up    up   inet     5.1.1.1/24
ge-0/0/0.32767         up    up

2. Use the ping command froma device on one subnet to an address on another subnet

to determine if packets were transmitted correctly on the logical interface VLANs:

user@switch> ping ip-address
PING 1.1.1.1 (1.1.1.1): 56 data bytes
64 bytes from 1.1.1.1: icmp_seq=0 ttl=64 time=0.157 ms
64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=0.238 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.255 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.128 ms
--- 1.1.1.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss

Meaning The output confirms that the logical interfaces have been created and the links are up.

Related
Documentation

Configuring a Layer 3 Logical Interface on page 2019•

Verifying the Status of a LAG Interface

Purpose Verify that a link aggregation group (LAG) (ae0) has been created on the switch.
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Action To verify that the ae0 LAG has been created:

[edit interfaces]
show interfaces ae0 terse

Interface             Admin   Link  Proto      Local             Remote         

ae0                    up       up

ae0.0                  up       up     inet     10.10.10.2/24

Meaning Theoutput confirms that the ae0 link is up and shows the family and IP address assigned

to this link.

Related
Documentation

Configuring Link Aggregation on page 2019•

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• show lacp statistics interfaces (View) on page 2261

VerifyingThatLACPIsConfiguredCorrectlyandBundleMembersAreExchangingLACPProtocol
Packets

Verify that LACPhasbeen set up correctly and that thebundlemembers are transmitting

LACP protocol packets.

1. Verifying the LACP Setup on page 2149

2. Verifying That LACP Packets Are Being Exchanged on page 2150

Verifying the LACP Setup

Purpose Verify that the LACP has been set up correctly.

Action To verify that LACP has been enabled as active on one end:

user@switch>show lacp interfaces xe-0/0/0
Aggregated interface: ae0
LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity 
xe-0/1/0          Actor  No   Yes    No   No   No   Yes     Fast    Active
xe-0/1/0          PartnerNo   Yes    No   No   No   Yes     Fast    Passive
LACP protocol:    Receive State    Transmit State           Mux     State
xe-0/1/0          Defaulted        Fast periodic            Detached

Meaning This example shows that LACPhasbeen configuredwith one side as active and theother

as passive.When LACP is enabled, one sidemust be set as active in order for the bundled

link to be up.
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Verifying That LACP Packets Are Being Exchanged

Purpose Verify that LACP packets are being exchanged between interfaces.

Action Use the show lacp statistics interfaces interface-name command to display LACP BPDU

exchange information.

show lacp statistics interfaces ae0
Aggregated interface: ae0
    LACP Statistics:       LACP Rx     LACP Tx   Unknown Rx   Illegal Rx 
      xe-0/0/2                1352        2035            0            0
      xe-0/0/3                1352        2056            0            0

Meaning The output here shows that the link is up and that PDUs are being exchanged.

Related
Documentation

Configuring Link Aggregation on page 2019•

• Verifying the Status of a LAG Interface on page 2148

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

• show lacp statistics interfaces (View) on page 2261

Verifying That Generic Routing Encapsulation Tunneling IsWorking Correctly

Purpose Verify that the generic routing encapsulation (GRE) interface is sending tunneled traffic.

Action Display status information about the specified GRE interface by using the command

show interfaces.

user@switch> show interfaces gr-0/0/0.0
Physical interface: gr-0/0/0, Enabled, Physical link is Up
Interface index: 132, SNMP ifIndex: 26
  Type: GRE, Link-level type: GRE, MTU: Unlimited, Speed: 800mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface gr-0/0/0.0 (Index 68) (SNMP ifIndex 47) 
    Flags: Point-To-Point SNMP-Traps 16384
    IP-Header 1.1.1.2:1.1.1.1:47:df:64:0000000000000000 Encapsulation: GRE-NULL
  Input packets : 0 
  Output packets: 0
    Protocol inet, MTU: 1476
      Flags: None
      Addresses, Flags: Is-Primary
        Local: 1.10.1.1

Meaning Theoutput indicates that theGRE interfacegr-0/0/0 is up. Theoutputdisplays thename

of the physical interface and the traffic statistics for this interface---the number of and
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the rate at which input and output bytes and packets are received and transmitted on

the physical interface.

Related
Documentation

Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)•

Monitoring Commands

• monitor interface

• show iccp

• show interfaces diagnostics optics

• show interfaces ge

• show interfaces (GRE)

• show interfaces mc-ae

• show interfaces queue

• show interfaces xe

• show lacp interfaces

• show lacp statistics interfaces (View)

• show redundant-trunk-group

• show uplink-failure-detection
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monitor interface

Syntax monitor interface
<interface-name | traffic <detail>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display real-time statistics about interfaces, updating the statistics every second. Check

for anddisplaycommon interface failures, suchasSONET/SDHandT3alarms, loopbacks

detected, and increases in framing errors.

NOTE: This command is not supported on the QFX3000QFabric system.

Options none—Display real-time statistics for all interfaces.

detail—(Optional) With traffic option only, display detailed output.

interface-name—(Optional) Display real-time statistics for the specified interface. In a

TXMatrix or TX Matrix Plus router, display real-time statistics for the physical

interfaces on the specified line-card chassis (LCC) only.

traffic—(Optional) Display traffic data for all active interfaces. In a TXMatrix or TXMatrix

Plus router, display real-time statistics for the physical interfaces on the specified

LCC only.

Additional Information The output of this command shows howmuch each field has changed since you started

the command or since you cleared the counters by pressing the c key. For a description

of the statistical information provided in the output of this command, see the show

interfacesextensive command for aparticular interface type in theCLIExplorer. To control

the output of themonitor interface command while it is running, use the keys listed in

Table 181 on page 2152. The keys are not case-sensitive.

Table 181: Output Control Keys for themonitor interface Command

ActionKey

Clears (returns to zero) the delta counters sincemonitor interfacewas started. This
does not clear the accumulative counter. To clear the accumulative counter, use
the clear interfaces interval command.

c

Freezes the display, halting the display of updated statistics and delta counters.f

Displays information about a different interface. The command prompts you for the
name of a specific interface.

i
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Table 181: Output Control Keys for themonitor interface
Command (continued)

ActionKey

Displays information about the next interface. Themonitor interface command
displays the physical or logical interfaces in the same order as the show interfaces
terse command.

n

Quits the command and returns to the command prompt.q or Esc

Thaws the display, resuming the update of the statistics and delta counters.t

To control the output of themonitor interface traffic command while it is running, use

the keys listed in Table 182 on page 2153. The keys are not case-sensitive.

Table 182:OutputControlKeysfor themonitor interfacetrafficCommand

ActionKey

Displays the statistics in units of bytes and bits per second (bps).b

Clears (return to 0) the delta counters in the Current Delta column. The statistics
counters are not cleared.

c

Displays the Current Delta column (instead of the rate column) in Bps or packets
per second (pps).

d

Displays the statistics in units of packets and packets per second (pps).p

Quits the command and returns to the command prompt.q or Esc

Displays the rate column (instead of the Current Delta column) in Bps and pps.r

Required Privilege
Level

trace

List of Sample Output monitor interface (Physical) on page 2155
monitor interface (OTN Interface) on page 2156
monitor interface (Logical) on page 2157
monitor interface (QFX3500 Switch) on page 2157
monitor interface traffic on page 2158
monitor interface traffic (QFX3500 Switch) on page 2158
monitor interface traffic detail (QFX3500 Switch) on page 2159

Output Fields Table 183 on page 2154 describes the output fields for themonitor interface command.

Output fields are listed in the approximate order in which they appear.
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Table 183: monitor interface Output Fields

Level of OutputField DescriptionField Name

All levelsHostname of the router.router1

All levelsHow long themonitor interface command has been running or how long since
you last cleared the counters.

Seconds

All levelsCurrent time (UTC).Time

All levelsTime difference between when the statistics were displayed and the actual
clock time.

• x—Time taken for the last polling (in milliseconds).

• y—Minimum time taken across all pollings (in milliseconds).

• z—Maximum time taken across all pollings (in milliseconds).

Delay x/y/z

All levelsShortdescriptionof the interface, including itsname, status, andencapsulation.Interface

All levelsState of the link: Up, Down, or Test.Link

All levelsCumulative number for the counter in question since the time shown in the
Seconds field, which is the time since you started the command or last cleared
the counters.

Current delta

All levels(Logical interfaces only) Number and rate of bytes and packets destined to the
router or switch through the specified interface. When a burst of traffic is
received, the value in the output packet rate fieldmight briefly exceed the peak
cell rate. It usually takes less than 1 second for this counter to stabilize.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Local Statistics

All levels(Logical interfaces only) Statistics for traffic transiting the router or switch.
Whenaburst of traffic is received, the value in theoutput packet rate fieldmight
briefly exceed the peak cell rate. It usually takes less than 1 second for this
counter to stabilize.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Remote Statistics
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Table 183: monitor interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsTotal number of bytes and packets received and transmitted on the interface.
These statistics are the sum of the local and remote statistics. When a burst of
traffic is received, the value in the output packet rate field might briefly exceed
the peak cell rate. It usually takes less than 1 second for this counter to stabilize.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

detailWith the traffic option, displays the interface description configured at the
[edit interfaces interface-name] hierarchy level.

Description

Sample Output

monitor interface (Physical)

user@host> monitor interface so-0/0/0
router1                           Seconds: 19                  Time: 15:46:29

Interface: so-0/0/0, Enabled, Link is Up
Encapsulation: PPP, Keepalives, Speed: OC48
Traffic statistics:                                           Current Delta
  Input packets:                      6045 (0 pps)                     [11]
  Input bytes:                     6290065 (0 bps)                  [13882]
  Output packets:                    10376 (0 pps)                     [10]
  Output bytes:                   10365540 (0 bps)                   [9418]
Encapsulation statistics:
  Input keepalives:                   1901                              [2]
  Output keepalives:                  1901                              [2] 
  NCP state: Opened
  LCP state: Opened
Error statistics:
  Input errors:                          0                              [0]
  Input drops:                           0                              [0]
  Input framing errors:                  0                              [0]
  Policed discards:                      0                              [0]
  L3 incompletes:                        0                              [0]
  L2 channel errors:                     0                              [0]
  L2 mismatch timeouts:                  0                              [0]
  Carrier transitions:                   1                              [0]
  Output errors:                         0                              [0]
  Output drops:                          0                              [0]
  Aged packets:                          0                              [0]
Active alarms : None
Active defects: None
SONET error counts/seconds:
  LOS count                              1                              [0]
  LOF count                              1                              [0]
  SEF count                              1                              [0]
  ES-S                                   0                              [0]
  SES-S                                  0                              [0]
SONET statistics:
  BIP-B1                            458871                              [0]
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  BIP-B2                            460072                              [0]
  REI-L                             465610                              [0]
  BIP-B3                            458978                              [0]
  REI-P                             458773                              [0]
Received SONET overhead:
  F1      : 0x00  J0        : 0x00  K1        : 0x00
  K2      : 0x00  S1        : 0x00  C2        : 0x00
  C2(cmp) : 0x00  F2        : 0x00  Z3        : 0x00
  Z4      : 0x00  S1(cmp)   : 0x00
Transmitted SONET overhead:
  F1      : 0x00  J0        : 0x01  K1        : 0x00
  K2      : 0x00  S1        : 0x00  C2        : 0xcf
  F2      : 0x00  Z3        : 0x00  Z4        : 0x00

Next='n', Quit='q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i'

monitor interface (OTN Interface)

user@host> monitor interface ge-7/0/0

Interface: ge-7/0/0, Enabled, Link is Up
Encapsulation: Ethernet, Speed: 10000mbps
Traffic statistics:
  Input bytes:                         0 (0 bps)
  Output bytes:                        0 (0 bps)
  Input packets:                       0 (0 pps)
  Output packets:                      0 (0 pps)
Error statistics:
  Input errors:                        0
  Input drops:                         0
  Input framing errors:                0
  Policed discards:                    0
  L3 incompletes:                      0
  L2 channel errors:                   0
  L2 mismatch timeouts:                0
  Carrier transitions:                 5
  Output errors:                       0
  Output drops:                        0
  Aged packets:                        0
Active alarms : None
Active defects: None
Input MAC/Filter statistics:
  Unicast packets                      0
  Broadcast packets                    0
  Multicast packets                    0
  Oversized frames                     0
  Packet reject count                  0
  DA rejects                           0
  SA rejects                           0
Output MAC/Filter Statistics:
  Unicast packets                      0
  Broadcast packets                    0
  Multicast packets                    0
  Packet pad count                     0
  Packet error count                   0
OTN Link 0
  OTN Alarms: OTU_BDI, OTU_TTIM, ODU_BDI
  OTN Defects: OTU_BDI, OTU_TTIM, ODU_BDI, ODU_TTIM
  OTN OC - Seconds
    LOS                                2
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    LOF                                9
  OTN OTU - FEC Statistics
    Corr err ratio                   N/A
    Corr bytes                         0
    Uncorr words                       0
  OTN OTU - Counters
    BIP                                0
    BBE                                0
    ES                                 0
    SES                                0
    UAS                              422
  OTN ODU - Counters
    BIP                                0
    BBE                                0
    ES                                 0
    SES                                0
    UAS                              422
  OTN ODU - Received Overhead    APSPCC 0-3:              0

monitor interface (Logical)

user@host> monitor interface so-1/0/0.0
host name                Seconds: 16                  Time: 15:33:39
                                                               Delay: 0/0/1
Interface: so-1/0/0.0, Enabled, Link is Down
Flags: Hardware-Down Point-To-Point SNMP-Traps
Encapsulation: PPP
Local statistics:                                             Current delta
  Input bytes:                          0                               [0]
  Output bytes:                         0                               [0]
  Input packets:                        0                               [0]
  Output packets:                       0                               [0]
Remote statistics:
  Input bytes:                          0 (0 bps)                       [0]
  Output bytes:                         0 (0 bps)                       [0]
  Input packets:                        0 (0 pps)                       [0]
  Output packets:                       0 (0 pps)                       [0]
Traffic statistics:
  Destination address: 192.168.8.193, Local: 192.168.8.21

Next='n', Quit='q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i' 

monitor interface (QFX3500 Switch)

user@switch> monitor interface ge-0/0/0
Interface: ge-0/0/0, Enabled, Link is Down
Encapsulation: Ethernet, Speed: Unspecified
Traffic statistics:                                           Current delta
  Input bytes:                         0 (0 bps)                        [0]
  Output bytes:                        0 (0 bps)                        [0]
  Input packets:                       0 (0 pps)                        [0]
  Output packets:                      0 (0 pps)                        [0]
Error statistics:
  Input errors:                        0                                [0]
  Input drops:                         0                                [0]
  Input framing errors:                0                                [0]
  Policed discards:                    0                                [0]
  L3 incompletes:                      0                                [0]
  L2 channel errors:                   0                                [0]
  L2 mismatch timeouts:                0                                [0]
  Carrier transitions:                 0                                [0]
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  Output errors:                       0                                [0]
  Output drops:                        0                                [0]
  Aged packets:                        0                                [0]
Active alarms : LINK
Active defects: LINK
Input MAC/Filter statistics:
  Unicast packets                      0                                [0]
  Broadcast packets                    0  Multicast packet              [0]

Interface warnings:
  o Outstanding LINK alarm

monitor interface traffic

user@host> monitor interface traffic
host name                Seconds: 15                  Time: 12:31:09

Interface    Link  Input packets        (pps)     Output packets        (pps)
 so-1/0/0    Down              0          (0)                  0          (0)
 so-1/1/0    Down              0          (0)                  0          (0)
 so-1/1/1    Down              0          (0)                  0          (0)
 so-1/1/2    Down              0          (0)                  0          (0)
 so-1/1/3    Down              0          (0)                  0          (0)
 t3-1/2/0    Down              0          (0)                  0          (0)
 t3-1/2/1    Down              0          (0)                  0          (0)
 t3-1/2/2    Down              0          (0)                  0          (0)
 t3-1/2/3    Down              0          (0)                  0          (0)
 so-2/0/0      Up         211035          (1)              36778          (0)
 so-2/0/1      Up         192753          (1)              36782          (0)
 so-2/0/2      Up         211020          (1)              36779          (0)
 so-2/0/3      Up         211029          (1)              36776          (0)
 so-2/1/0      Up         189378          (1)              36349          (0)
 so-2/1/1    Down              0          (0)              18747          (0)
 so-2/1/2    Down              0          (0)              16078          (0)
 so-2/1/3      Up              0          (0)              80338          (0)
 at-2/3/0      Up              0          (0)                  0          (0)
 at-2/3/1    Down              0          (0)                  0          (0)

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=^U, Down=^D

monitor interface traffic (QFX3500 Switch)

user@switch> monitor interface traffic
switch                             Seconds: 7                   Time: 16:04:37

Interface    Link  Input packets        (pps)     Output packets        (pps)
 ge-0/0/0    Down              0          (0)                  0          (0)
 ge-0/0/1      Up         392187          (0)             392170          (0)
 ge-0/0/2    Down              0          (0)                  0          (0)
 ge-0/0/3    Down              0          (0)                  0          (0)
 ge-0/0/4    Down              0          (0)                  0          (0)
 ge-0/0/5    Down              0          (0)                  0          (0)
 ge-0/0/6    Down              0          (0)                  0          (0)
 ge-0/0/7    Down              0          (0)                  0          (0)
 ge-0/0/8    Down              0          (0)                  0          (0)
 ge-0/0/9      Up         392184          (0)             392171          (0)
 ge-0/0/10   Down              0          (0)                  0          (0)
 ge-0/0/11   Down              0          (0)                  0          (0)
 ge-0/0/12   Down              0          (0)                  0          (0)
 ge-0/0/13   Down              0          (0)                  0          (0)
 ge-0/0/14   Down              0          (0)                  0          (0)
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 ge-0/0/15   Down              0          (0)                  0          (0)
 ge-0/0/16   Down              0          (0)                  0          (0)
 ge-0/0/17   Down              0          (0)                  0          (0)
 ge-0/0/18   Down              0          (0)                  0          (0)
 ge-0/0/19   Down              0          (0)                  0          (0)
 ge-0/0/20   Down              0          (0)                  0          (0)
 ge-0/0/21   Down              0          (0)                  0          (0)
 ge-0/0/22     Up         392172          (0)             392187          (0)
 ge-0/0/23     Up         392185          (0)             392173          (0)
 vcp-0       Down              0                               0
 vcp-1       Down              0                               0
 ae0         Down              0          (0)                  0          (0)
 bme0          Up              0                         1568706

monitor interface traffic detail (QFX3500 Switch)

user@switch> monitor interface traffic detail
switch                                                     Seconds: 74          
        Time: 16:03:02

Interface    Link  Input packets        (pps)     Output packets        (pps) 
Description
 ge-0/0/0    Down              0          (0)                  0          (0)
 ge-0/0/1      Up         392183          (0)             392166          (0)
 ge-0/0/2    Down              0          (0)                  0          (0)
 ge-0/0/3    Down              0          (0)                  0          (0)
 ge-0/0/4    Down              0          (0)                  0          (0)
 ge-0/0/5    Down              0          (0)                  0          (0)
 ge-0/0/6    Down              0          (0)                  0          (0)
 ge-0/0/7    Down              0          (0)                  0          (0)
 ge-0/0/8    Down              0          (0)                  0          (0)
 ge-0/0/9      Up         392181          (0)             392168          (0)
 ge-0/0/10   Down              0          (0)                  0          (0)
 ge-0/0/11   Down              0          (0)                  0          (0)
 ge-0/0/12   Down              0          (0)                  0          (0)
 ge-0/0/13   Down              0          (0)                  0          (0)
 ge-0/0/14   Down              0          (0)                  0          (0)
 ge-0/0/15   Down              0          (0)                  0          (0)
 ge-0/0/16   Down              0          (0)                  0          (0)
 ge-0/0/17   Down              0          (0)                  0          (0)
 ge-0/0/18   Down              0          (0)                  0          (0)
 ge-0/0/19   Down              0          (0)                  0          (0)
 ge-0/0/20   Down              0          (0)                  0          (0)
 ge-0/0/21   Down              0          (0)                  0          (0)
 ge-0/0/22     Up         392169          (0)             392184          (1)
 ge-0/0/23     Up         392182          (0)             392170          (0)
 vcp-0       Down              0                               0
 vcp-1       Down              0                               0
 ae0         Down              0          (0)                  0          (0)
 bme0          Up              0                         1568693
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show iccp

Syntax show iccp <brief | detail>

Release Information Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Display Interchassis Control Protocol (ICCP) information about the multichassis link

aggregation group (MC-LAG) peers, including the state of the TCP connection,

BidirectionalForwardingDetectionprotocol,backup livenesspeerstatus,andMCSNOOPD,

LACPD, and ESWD applications.

Options none—Display ICCP information about theMC-LAG peers, including the state of the TCP

connection and Bidirectional Forwarding Detection protocol, and MCSNOOPD, LACPD,

and ESWD applications.

brief—Display brief ICCP information about theMC-LAG peers, including the state of the

TCP connection and Bidirectional Forwarding Detection protocol, and MCSNOOPD,

LACPD, and ESWD applications.

detail—Display detailed ICCP information about the MC-LAG peers, including the state

of theTCPconnectionandBidirectional ForwardingDetectionprotocol, andMCSNOOPD,

LACPD, and ESWD applications.

Required Privilege
Level

view

Related
Documentation

iccp on page 2066•

• Understanding Multichassis Link Aggregation on page 1853

List of Sample Output show iccp on page 2161

Output Fields Table 184 on page 2160 lists the output fields for the show iccp command. Output fields

are listed in the approximate order in which they appear.

Table 184: show iccp

Field DescriptionField Name

Aggregated Ethernet interface name.Redundancy Group
Information for peer

Specifies if the TCP connection between the peers hosting the MC-LAG is up or down.TCP Connection

Specifies if liveness detection, also knownasBidirectional ForwardingDetection (BFD), is upor down.Liveness Detection

Specifies information regarding the state of the MCSNOOPD and ESWD client applications.Client Application
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Sample Output

show iccp

user@switch> show iccp
Redundancy Group Information for peer 3.3.3.2
  TCP Connection       : Established
  Liveliness Detection : Up

Client Application: MCSNOOPD

Client Application: eswd
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show interfaces diagnostics optics

Syntax show interfaces diagnostics optics interface-name

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Displaydiagnosticsdataandalarms forGigabit Ethernetoptical transceivers (SFP,SFP+,

XFP, QSFP+, or CFP) installed in EX Series or QFX Series switches. The information

provided by this command is knownas digital opticalmonitoring (DOM) information. For

a list of transceivers supported on EX Series switches and their specifications, including

DOM support, see Pluggable Transceivers Supported on EX Series Switches.

Thresholds that trigger a high alarm, low alarm, high warning, or low warning are set by

the transponder vendors. Generally, a high alarm or low alarm indicates that the optics

module is not operating properly. This information can be used to diagnose why a

transceiver is not working.

Options interface-name—Name of the interface associated with the port in which the transceiver

is installed: ge-fpc/pic/port, xe-fpc/pic/port, or et-fpc/pic/port.

Required Privilege
Level

view

Related
Documentation

Monitoring Interface Status and Traffic•

• Monitoring Interface Status and Traffic on page 309

• Installing a Transceiver in an EX Series Switch

• Installing a Transceiver in a QFX Series Device

• Removing a Transceiver from an EX Series Switch

• Removing a Transceiver from a QFX Series Device

• Junos OS Ethernet Interfaces Configuration Guide

List of Sample Output show interfaces diagnostics optics ge-0/1/0 (SFP Transceiver) on page 2169
show interfaces diagnostics optics xe-0/1/0 (SFP+ Transceiver) on page 2170
show interfaces diagnostics optics xe-0/1/0 (XFP Transceiver) on page 2171
show interfaces diagnostics optics et-3/0/0 (QSFP+ Transceiver) on page 2172
show interfaces diagnostics optics et-4/1/0 (CFP Transceiver) on page 2173

Output Fields Table 76 on page 840 lists the output fields for the show interfaces diagnostics optics

command. Output fields are listed in the approximate order in which they appear.

Table 185: show interfaces diagnostics optics Output Fields

Field DescriptionField Name

Displays the name of the physical interface.Physical interface
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays themagnitude of the laser bias power setting current,
in milliamperes. The laser bias provides direct modulation of
laser diodes andmodulates currents.

Laser bias current

Displays the laser output power, in milliwatts (mW) and
decibels referred to 1.0 mW (dBm).

Laser output power

(Not available for QSFP+ transceivers)

Displays the laser temperature, in Celsius and Fahrenheit.Laser temperature

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the temperature, in Celsius and Fahrenheit.Module temperature

Displays the voltage, in Volts.Module voltage

(Not available for XFP transceivers)

Displays the laser received optical power, in milliwatts (mW)
and decibels referred to 1.0 mW (dBm).

Laser rx power

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Displays the receiver signal average optical power, inmilliwatts
(mW) and decibels referred to 1.0 mW (dBm).

Receiver signal average optical power

(Not available for XFP, QSFP+, and CFP transceivers)

Displays whether the laser bias power setting high alarm isOn
orOff.

Laser bias current high alarm

Displays whether the laser bias power setting low alarm isOn
orOff.

Laser bias current low alarm

Displays whether the laser bias power setting high warning is
On orOff.

Laser bias current high warning

Displays whether the laser bias power setting lowwarning is
On orOff.

Laser bias current lowwarning

Displays whether the laser output power high alarm isOn or
Off.

Laser output power high alarm

(Not available for QSFP+ transceivers)

Displayswhether the laser output power lowalarm isOn orOff.Laser output power low alarm

(Not available for QSFP+ transceivers)

Displays whether the laser output power high warning isOn or
Off.

Laser output power high warning

(Not available for QSFP+ transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays whether the laser output power lowwarning isOn or
Off.

Laser output power lowwarning

(Not available for QSFP+ transceivers)

Displayswhether the laser temperature high alarm isOn orOff.Laser temperature high alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the laser temperature low alarm isOn orOff.Laser temperature low alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the laser temperature high warning isOn or
Off.

Laser temperature high warning

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the laser temperature lowwarning isOn or
Off.

Laser temperature lowwarning

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the module temperature high alarm isOn or
Off.

Module temperature high alarm

(Not available for QSFP+ transceivers)

Displays whether the module temperature low alarm isOn or
Off.

Module temperature low alarm

(Not available for QSFP+ transceivers)

Displays whether the module temperature high warning isOn
orOff.

Module temperature high warning

(Not available for QSFP+ transceivers)

Displays whether the module temperature lowwarning isOn
orOff.

Module temperature lowwarning

(Not available for QSFP+ transceivers)

Displays whether the module voltage high alarm isOn orOff.Module voltage high alarm

(Not available for XFP and QSFP+ transceivers)

Displays whether the module voltage low alarm isOn orOff.Module voltage low alarm

(Not available for XFP and QSFP+ transceivers)

Displays whether themodule voltage highwarning isOn orOff.Module voltage high warning

(Not available for XFP and QSFP+ transceivers)

Displays whether the module voltage lowwarning isOn orOff.Module voltage lowwarning

(Not available for XFP and QSFP+ transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays whether the receive laser power high alarm isOn or
Off.

Laser rx power high alarm

(Not available for QSFP+ and CFP transceivers)

Displayswhether the receive laser power lowalarm isOnorOff.Laser rx power low alarm

(Not available for QSFP+ and CFP transceivers)

Displays whether the receive laser power high warning isOn or
Off.

Laser rx power high warning

(Not available for QSFP+ and CFP transceivers)

Displays whether the receive laser power lowwarning isOn or
Off.

Laser rx power lowwarning

(Not available for QSFP+ and CFP transceivers)

Displays thevendor-specified threshold for the laserbiascurrent
high alarm.

Laser bias current high alarm threshold

(Not available for QSFP+ transceivers)

Displayswhether themodulenot readyalarm isOnorOff.When
the output isOn, the module has an operational fault.

Module not ready alarm

(Not available for SFP, SFP+, and QSFP+ transceivers)

Displays whether the module low power alarm isOn orOff.Module low power alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the module initialization incomplete alarm is
On orOff.

Module initialization incomplete alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the module fault alarm isOn orOff.Module fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the PLD Flash initialization fault alarm isOn
orOff.

PLD Flash initialization fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the power supply fault alarm isOn orOff.Power supply fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the checksum fault alarm isOn orOff.Checksum fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the Tx laser disabled alarm isOn orOff.Tx laser disabled alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays whether the module power down alarm isOn orOff.
When the output isOn, module is in a limited powermode, low
for normal operation.

Module power down alarm

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Any condition leading to invalid data on the transmit path.
Displays whether the Tx data not ready alarm isOn orOff.

Tx data not ready alarm

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Any condition leading to invalid data on the transmit path.
Displays whether the Tx not ready alarm isOn orOff.

Tx not ready alarm

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Laser fault condition. Displays whether the Tx laser fault alarm
isOn orOff.

Tx laser fault alarm

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Transmit clock and data recovery (CDR) loss of lock. Loss of
lock on the transmit side of the CDR. Displays whether the Tx
CDR loss of lock alarm isOn orOff.

Tx CDR loss of lock alarm

(Not available for SFP, SFP+, and QSFP+ transceivers)

Any condition leading to invalid data on the receive path.
Displays whether the Rx not ready alarm isOn orOff.

Rx not ready alarm

(Not available for SFP, SFP+, QSFP+, and CFP transceivers)

Receive loss of signal alarm. When the output isOn, indicates
insufficientoptical inputpower to themodule.Displayswhether
the Rx loss of signal alarm isOn orOff.

Rx loss of signal alarm

(Not available for SFP and SFP+ transceivers)

Receive CDR loss of lock. Loss of lock on the receive side of the
CDR. Displays whether the Rx CDR loss of lock alarm isOn or
Off.

Rx CDR loss of lock alarm

(Not available for SFP, SFP+, and QSFP+ transceivers)

Displays thevendor-specified threshold for the laserbiascurrent
low alarm.

Laser bias current low alarm threshold

(Not available for QSFP+ transceivers)

Displays thevendor-specified threshold for the laserbiascurrent
high warning.

Laser bias current high warning threshold

(Not available for QSFP+ transceivers)

Displays thevendor-specified threshold for the laserbiascurrent
lowwarning.

Laser bias current lowwarning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser output
power high alarm.

Laser output power high alarm threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser output
power low alarm.

Laser output power low alarm threshold

(Not available for QSFP+ transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the vendor-specified threshold for the laser output
power high warning.

Laser output power high warning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser output
power lowwarning.

Laser output power lowwarning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the module
temperature high alarm.

Module temperature high alarm threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the module
temperature low alarm.

Module temperature low alarm threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the module
temperature high warning.

Module temperature high warning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the module
temperature lowwarning.

Module temperature lowwarning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for themodule voltage
high alarm.

Module voltage high alarm threshold

(Not available for XFP and QSFP+ transceivers)

Displays the vendor-specified threshold for themodule voltage
low alarm.

Module voltage low alarm threshold

(Not available for XFP and QSFP+ transceivers)

Displays the vendor-specified threshold for themodule voltage
high warning.

Module voltage high warning threshold

(Not available for XFP and QSFP+ transceivers)

Displays the vendor-specified threshold for themodule voltage
lowwarning.

Module voltage lowwarning threshold

(Not available for XFP and QSFP+ transceivers)

Displays the vendor-specified threshold for the laser rx power
high alarm.

Laser rx power high alarm threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser rx power
low alarm.

Laser rx power low alarm threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser rx power
high warning.

Laser rx power high warning threshold

(Not available for QSFP+ transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the vendor-specified threshold for the laser rx power
lowwarning.

Laser rx power lowwarning threshold

(Not available for QSFP+ transceivers)

Displays the vendor-specified threshold for the laser
temperature high alarm, in Celsius and Fahrenheit.

Laser temperature high alarm threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for the laser
temperature low alarm, in Celsius and Fahrenheit.

Laser temperature low alarm threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for the laser
temperature high warning, in Celsius and Fahrenheit.

Laser temperature high warning threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for the laser
temperature lowwarning, in Celsius and Fahrenheit.

Laser temperature lowwarning threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for SOA bias current
high alarm.

SOA bias current high alarm threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for SOA bias current
low alarm.

SOA bias current low alarm threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for SOA bias current
high warning.

SOA bias current high warning threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays the vendor-specified threshold for SOA bias current
lowwarning.

SOA bias current lowwarning threshold

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the laser receiver power high alarm isOn or
Off.

Laser receiver power high alarm

(Not available for SFP, SFP+, and XFP transceivers)

Displays whether the laser receiver power low alarm isOn or
Off.

Laser receiver power low alarm

(Not available for SFP, SFP+, and XFP transceivers)

Displays whether the laser receiver power high warning isOn
orOff.

Laser receiver power high warning

(Not available for SFP, SFP+, and XFP transceivers)

Displays whether the laser receiver power lowwarning isOn or
Off.

Laser receiver power lowwarning

(Not available for SFP, SFP+, and XFP transceivers)
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Table 185: show interfaces diagnostics optics Output Fields (continued)

Field DescriptionField Name

Displays the laser receiver power, in milliwatts (mW) and
decibels referred to 1.0 mW (dBm).

Laser receiver power

(Not available for SFP, SFP+, and XFP transceivers)

Displays whether the Tx loss of signal functionality alarm isOn
orOff.

Tx loss of signal functionality alarm

(Not available for SFP, SFP+, and XFP transceivers)

Displays whether the APD supply fault alarm isOn orOff.APD supply fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether the TEC fault alarm isOn orOff.TEC fault alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Displays whether theWavelength unlocked alarm isOn orOff.Wavelength unlocked alarm

(Not available for SFP, SFP+, XFP, and QSFP+ transceivers)

Sample Output

show interfaces diagnostics optics ge-0/1/0 (SFP Transceiver)

user@switch> show interfaces diagnostics optics ge-0/1/0
Physical interface: ge-0/1/0
    Laser bias current                        :  5.444 mA
    Laser output power                        :  0.3130 mW / -5.04 dBm
    Module temperature                        :  36 degrees C / 97 degrees F
    Module voltage                            :  3.2120 V
    Receiver signal average optical power     :  0.3840 mW / -4.16 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  Off
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  Off
    Laser bias current high alarm threshold   :  15.000 mA
    Laser bias current low alarm threshold    :  1.000 mA
    Laser bias current high warning threshold :  12.000 mA
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    Laser bias current low warning threshold  :  2.000 mA
    Laser output power high alarm threshold   :  0.6300 mW / -2.01 dBm
    Laser output power low alarm threshold    :  0.0660 mW / -11.80 dBm
    Laser output power high warning threshold :  0.6300 mW / -2.01 dBm
    Laser output power low warning threshold  :  0.0780 mW / -11.08 dBm
    Module temperature high alarm threshold   :  109 degrees C / 228 degrees F
    Module temperature low alarm threshold    :  -29 degrees C / -20 degrees F
    Module temperature high warning threshold :  103 degrees C / 217 degrees F
    Module temperature low warning threshold  :  -13 degrees C / 9 degrees F
    Module voltage high alarm threshold       :  3.900 V
    Module voltage low alarm threshold        :  2.700 V
    Module voltage high warning threshold     :  3.700 V
    Module voltage low warning threshold      :  2.900 V
    Laser rx power high alarm threshold       :  1.2589 mW / 1.00 dBm
    Laser rx power low alarm threshold        :  0.0100 mW / -20.00 dBm
    Laser rx power high warning threshold     :  0.7939 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.0157 mW / -18.04 dBm

Sample Output

show interfaces diagnostics optics xe-0/1/0 (SFP+ Transceiver)

user@switch> show interfaces diagnostics optics xe-0/1/0
Physical interface: xe-0/1/0
    Laser bias current                        :  4.968 mA
    Laser output power                        :  0.4940 mW / -3.06 dBm
    Module temperature                        :  27 degrees C / 81 degrees F
    Module voltage                            :  3.2310 V
    Receiver signal average optical power     :  0.0000
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Laser bias current high alarm threshold   :  10.500 mA
    Laser bias current low alarm threshold    :  2.000 mA
    Laser bias current high warning threshold :  9.000 mA
    Laser bias current low warning threshold  :  2.500 mA
    Laser output power high alarm threshold   :  1.4120 mW / 1.50 dBm
    Laser output power low alarm threshold    :  0.0740 mW / -11.31 dBm
    Laser output power high warning threshold :  0.7070 mW / -1.51 dBm
    Laser output power low warning threshold  :  0.1860 mW / -7.30 dBm
    Module temperature high alarm threshold   :  75 degrees C / 167 degrees F
    Module temperature low alarm threshold    :  -5 degrees C / 23 degrees F
    Module temperature high warning threshold :  70 degrees C / 158 degrees F
    Module temperature low warning threshold  :  0 degrees C / 32 degrees F
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    Module voltage high alarm threshold       :  3.630 V
    Module voltage low alarm threshold        :  2.970 V
    Module voltage high warning threshold     :  3.465 V
    Module voltage low warning threshold      :  3.135 V
    Laser rx power high alarm threshold       :  1.5849 mW / 2.00 dBm
    Laser rx power low alarm threshold        :  0.0407 mW / -13.90 dBm
    Laser rx power high warning threshold     :  0.7943 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.1023 mW / -9.90 dBm

Sample Output

show interfaces diagnostics optics xe-0/1/0 (XFP Transceiver)

user@switch> show interfaces diagnostics optics xe-0/1/0
Physical interface: xe-0/1/0
    Laser bias current                        :  8.029 mA
    Laser output power                        :  0.6430 mW / -1.92 dBm
    Module temperature                        :  4 degrees C / 39 degrees F
    Laser rx power                            :  0.0012 mW / -29.21 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Module not ready alarm                    :  On
    Module power down alarm                   :  Off
    Tx data not ready alarm                   :  Off
    Tx not ready alarm                        :  Off
    Tx laser fault alarm                      :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx not ready alarm                        :  On
    Rx loss of signal alarm                   :  On
    Rx CDR loss of lock alarm                 :  On
    Laser bias current high alarm threshold   :  13.000 mA
    Laser bias current low alarm threshold    :  2.000 mA
    Laser bias current high warning threshold :  12.000 mA
    Laser bias current low warning threshold  :  3.000 mA
    Laser output power high alarm threshold   :  0.8310 mW / -0.80 dBm
    Laser output power low alarm threshold    :  0.1650 mW / -7.83 dBm
    Laser output power high warning threshold :  0.7410 mW / -1.30 dBm
    Laser output power low warning threshold  :  0.1860 mW / -7.30 dBm
    Module temperature high alarm threshold   :  90 degrees C / 194 degrees F
    Module temperature low alarm threshold    :  0 degrees C / 32 degrees F
    Module temperature high warning threshold :  85 degrees C / 185 degrees F
    Module temperature low warning threshold  :  0 degrees C / 32 degrees F
    Laser rx power high alarm threshold       :  0.8912 mW / -0.50 dBm
    Laser rx power low alarm threshold        :  0.0912 mW / -10.40 dBm
    Laser rx power high warning threshold     :  0.7943 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.1023 mW / -9.90 dBm
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Sample Output

show interfaces diagnostics optics et-3/0/0 (QSFP+ Transceiver)

user@switch> show interfaces diagnostics optics et-3/0/0
Physical interface: et-3/0/0
    Module temperature                        :  33 degrees C / 92 degrees F
    Module voltage                            :  3.3060 V
  Lane 0
    Laser bias current                        :  7.182 mA
    Laser receiver power                      :  0.743 mW / -1.29 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Rx loss of signal alarm                   :  Off
  Lane 1
    Laser bias current                        :  7.326 mA
    Laser receiver power                      :  0.752 mW / -1.24 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Rx loss of signal alarm                   :  Off
  Lane 2
    Laser bias current                        :  7.447 mA
    Laser receiver power                      :  0.790 mW / -1.03 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Rx loss of signal alarm                   :  Off
  Lane 3
    Laser bias current                        :  7.734 mA
    Laser receiver power                      :  0.768 mW / -1.15 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Rx loss of signal alarm                   :  Off
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Sample Output

show interfaces diagnostics optics et-4/1/0 (CFP Transceiver)

user@switch> show interfaces diagnostics optics et-4/1/0
Physical interface: et-4/1/0
    Module temperature                        :  38 degrees C / 101 degrees F
    Module voltage                            :  3.2500 V
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Module not ready alarm                    :  Off
    Module low power alarm                    :  Off
    Module initialization incomplete alarm    :  Off
    Module fault alarm                        :  Off
    PLD Flash initialization fault alarm      :  Off
    Power supply fault alarm                  :  Off
    Checksum fault alarm                      :  Off
    Tx laser disabled alarm                   :  Off
    Tx loss of signal functionality alarm     :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx loss of signal alarm                   :  Off
    Rx CDR loss of lock alarm                 :  Off
    Module temperature high alarm threshold   :  75 degrees C / 167 degrees F
    Module temperature low alarm threshold    :  -5 degrees C / 23 degrees F
    Module temperature high warning threshold :  70 degrees C / 158 degrees F
    Module temperature low warning threshold  :  0 degrees C / 32 degrees F
    Module voltage high alarm threshold       :  3.5000 V
    Module voltage low alarm threshold        :  3.0990 V
    Module voltage high warning threshold     :  3.4000 V
    Module voltage low warning threshold      :  3.2000 V
    Laser bias current high alarm threshold   :  250.000 mA
    Laser bias current low alarm threshold    :  37.500 mA
    Laser bias current high warning threshold :  225.000 mA
    Laser bias current low warning threshold  :  50.000 mA
    Laser output power high alarm threshold   :  3.9800 mW / 6.00 dBm
    Laser output power low alarm threshold    :  0.4670 mW / -3.31 dBm
    Laser output power high warning threshold :  3.5480 mW / 5.50 dBm
    Laser output power low warning threshold  :  0.5240 mW / -2.81 dBm
    Laser rx power high alarm threshold       :  3.5481 mW / 5.50 dBm
    Laser rx power low alarm threshold        :  0.0616 mW / -12.10 dBm
    Laser rx power high warning threshold     :  3.1622 mW / 5.00 dBm
    Laser rx power low warning threshold      :  0.0691 mW / -11.61 dBm
    Laser temperature high alarm threshold    :  67 degrees C / 153 degrees F
    Laser temperature low alarm threshold     :  35 degrees C / 95 degrees F
    Laser temperature high warning threshold  :  62 degrees C / 144 degrees F
    Laser temperature low warning threshold   :  40 degrees C / 104 degrees F
    SOA bias current high alarm threshold     :  0.000 mA
    SOA bias current low alarm threshold      :  0.000 mA
    SOA bias current high warning threshold   :  0.000 mA
    SOA bias current low warning threshold    :  0.000 mA
  Lane 0
    Laser bias current                        :  131.684 mA
    Laser output power                        :  1.002 mW / 0.01 dBm
    Laser temperature                         :  54 degrees C / 128 degrees F
    Laser receiver power                      :  0.497 mW / -3.03 dBm
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    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Laser temperature high alarm              :  Off
    Laser temperature low alarm               :  Off
    Laser temperature high warning            :  Off
    Laser temperature low warning             :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx loss of signal alarm                   :  Off
    Rx CDR loss of lock alarm                 :  Off
    APD supply fault alarm                    :  Off
    TEC fault alarm                           :  Off
    Wavelength unlocked alarm                 :  Off
  Lane 1
    Laser bias current                        :  122.345 mA
    Laser output power                        :  1.002 mW / 0.01 dBm
    Laser temperature                         :  51 degrees C / 124 degrees F
    Laser receiver power                      :  0.611 mW / -2.14 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Laser temperature high alarm              :  Off
    Laser temperature low alarm               :  Off
    Laser temperature high warning            :  Off
    Laser temperature low warning             :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx loss of signal alarm                   :  Off
    Rx CDR loss of lock alarm                 :  Off
    APD supply fault alarm                    :  Off
    TEC fault alarm                           :  Off
    Wavelength unlocked alarm                 :  Off
  Lane 2
    Laser bias current                        :  112.819 mA
    Laser output power                        :  1.000 mW / 0.00 dBm
    Laser temperature                         :  50 degrees C / 122 degrees F
    Laser receiver power                      :  0.540 mW / -2.67 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
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    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Laser temperature high alarm              :  Off
    Laser temperature low alarm               :  Off
    Laser temperature high warning            :  Off
    Laser temperature low warning             :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx loss of signal alarm                   :  Off
    Rx CDR loss of lock alarm                 :  Off
    APD supply fault alarm                    :  Off
    TEC fault alarm                           :  Off
    Wavelength unlocked alarm                 :  Off
  Lane 3
    Laser bias current                        :  100.735 mA
    Laser output power                        :  1.002 mW / 0.01 dBm
    Laser temperature                         :  50 degrees C / 122 degrees F
    Laser receiver power                      :  0.637 mW / -1.96 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Laser temperature high alarm              :  Off
    Laser temperature low alarm               :  Off
    Laser temperature high warning            :  Off
    Laser temperature low warning             :  Off
    Laser receiver power high alarm           :  Off
    Laser receiver power low alarm            :  Off
    Laser receiver power high warning         :  Off
    Laser receiver power low warning          :  Off
    Tx loss of signal functionality alarm     :  Off
    Tx CDR loss of lock alarm                 :  Off
    Rx loss of signal alarm                   :  Off
    Rx CDR loss of lock alarm                 :  Off
    APD supply fault alarm                    :  Off
    TEC fault alarm                           :  Off
    Wavelength unlocked alarm                 :  Off
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show interfaces ge

Syntax show interfaces device-name:type-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<routing-instance (all | instance-name)>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display status informationabout the specifiedGigabit Ethernet interface. This command

does not display statistics for routed VLAN interfaces.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

device-name:type-fpc/pic/port—The device name is either the serial number or the alias

of the QFabric system component, such as a Node device, Interconnect device, or

QFabric infrastructure. The name can contain a maximum of 128 characters and

cannot contain any colons.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

routing instance (all | instance-name)—(Optional) Display the name of an individual

routing-instance or display all routing-instances.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

Related
Documentation

Monitoring Interface Status and Traffic on page 309•

• Troubleshooting Network Interfaces on page 1118

• Troubleshooting an Aggregated Ethernet Interface on page 1119

• Junos OS Network Interfaces Library for Routing Devices

List of Sample Output show interfaces on page 2184
show interfaces brief on page 2184
show interfaces detail (Symmetric Flow Control and Autonegotiation
Enabled) on page 2184
show interfaces detail (Asymmetric Flow Control and Autonegotiation
Enabled) on page 2185
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show interfaces extensive (Symmetric Flow Control and Autonegotiation
Enabled) on page 2186
show interfaces extensive (Asymmetric Flow Control and Autonegotiation
Enabled) on page 2188
show interfaces terse on page 2190
show interfaces terse (QFabric Systems) on page 2190

Output Fields Table 186onpage2177 lists theoutput fields for the showinterfacesgecommand.Output

fields are listed in the approximate order in which they appear.

Table 186: show interfaces ge Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface: Enabled or Disabled.Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

brief detail extensiveOptional user-specified description.Description

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface. The default is 1514.MTU

All levelsSpeed at which the interface is running.Speed

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

detail extensiveFlow control status: Enabled or Disabled.

NOTE: This field is only displayed if asymmetric flow control is not configured.

Flow control

detail extensiveConfigured flowcontrol for the interface transmitbuffers (tx-buffers)and receive
buffers (rx-buffers):

• tx-buffers—On if the interface is configured to respond to Ethernet PAUSE
messages received from the connected peer.

Off if the interface is not configured to respond to receivedPAUSEmessages.

• rx-buffers—On if the interface is configured to generate and send Ethernet
PAUSEmessages to the connected peer.

Off if the interface is not configured to generate and send PAUSEmessages.

NOTE: This field is only displayed if asymmetric flow control is configured.

Configured-flow-
control
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsAutonegotiation status: Enabled or Disabled.Auto-negotiation

All levelsRemote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device.Device flags

All levelsInformation about the interface.Interface flags

All levelsInformation about the link.Link flags

detail extensive noneNumber of CoS queues configured.CoS queues

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive noneConfigured MAC address.Current address

detail extensive noneMAC address of the hardware.Hardwareaddress

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:secondtimezone (hour:minute:second
ago). For example, Last flapped: 2008–01–16 10:52:40 UTC (3d 22:58 ago).

Last flapped

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface

• Output packets—Number of packets transmitted on the interface.

NOTE: The bandwidth bps counter is not enabled on the switch.

Traffic statistics
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 sanity checks of the headers. For example, a frame with less than
20 bytes of available IP header is discarded.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation, so for Gigabit Ethernet PICs, this number should
always remain 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
should never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the switch interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.Egress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Egress )

detail extensiveThe CoS queue number and the forwarding classes mapped to the queue
number. TheMapped forwarding class column lists the forwarding classes
mapped to each CoS queue.

Queue Number

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
Based on the switch configuration, an alarm can ring the red or yellow alarm
bell on the switch or turn on the red or yellow alarm LED on the front of the
switch. These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC's MAC subsystem.

• Total octets and total packets—Total number of octets and packets. For
Gigabit Ethernet IQ PICs, the received octets count varies by interface type.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—Number of packets that exceeds the configured MTU.

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documentsdefine jabberas thecondition inwhichanypacket exceeds20ms.
The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets), and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not. This counter is not supported on EX Series switches and is always
displayed as 0.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem.

Filter Statistics
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about link autonegotiation:

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Link partner status—OKwhen the Ethernet interface is connected to a device
thatperformsautonegotiationand theautonegotiationprocess is successful.

• Link partner:

• Linkmode—Depending on the capability of the attached Ethernet device,
either Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the remote Ethernet
device. For Gigabit Ethernet interfaces, types are Symmetric (link partner
supportsPAUSEon receiveandtransmit),Asymmetric (linkpartner supports
PAUSE on transmit), and Symmetric/Asymmetric (link partner supports
PAUSE on both receive and transmit or PAUSE only on receive).

• Remote fault—Remote fault information from the link partner—Failure
indicates a receive link error.OK indicates that the link partner is receiving.
Negotiation error indicates a negotiation error.Offline indicates that the
link partner is going offline.

• Link partner speed—Speed of the link partner.

• Local resolution:

• Flow control—Types of flow control supported by the remote Ethernet
device. For Gigabit Ethernet interfaces, types are Symmetric (link partner
supportsPAUSEon receiveandtransmit),Asymmetric (linkpartner supports
PAUSE on transmit), and Symmetric/Asymmetric (link partner supports
PAUSE on both receive and transmit or PAUSE only on receive).
For asymmetric PAUSE, shows if the PAUSE transmit and PAUSE receive
states on the interface are enable or disable.

• Remote fault—Remote fault information. Link OK (no error detected on
receive),Offline (local interface is offline), and Link Failure (link error
detected on receive).

Autonegotiation
information

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

PacketForwarding
Engine
configuration

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface.Flags
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Table 186: show interfaces ge Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsEncapsulation on the logical interface.Encapsulation

detail extensive noneProtocol family.Protocol

detail extensiveNumberand rateofbytesandpackets received(input)and transmitted(output)
on the specified interface.

Traffic statistics

extensiveIf IPv6 statistics tracking is enabled, number of IPv6 bytes and packets received
and transmitted on the logical interface.

IPv6 transit
statistics

extensiveNumber and rate of bytes and packets destined to and from the switch.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table

detail extensiveNames of any input filters applied to this interface.Input Filters

detail extensiveNames of any output filters applied to this interface.Output Filters

detail extensiveInformation about protocol family flags.

If unicast reverse-path forwarding (RPF) is explicitly configuredon the specified
interface, theuRPF flag is displayed. If unicastRPFwasconfiguredonadifferent
interface (and therefore is enabledonall switch interfaces)butwasnotexplicitly
configuredon thespecified interface, theuRPF flag isnotdisplayedeven though
unicast RPF is enabled.

Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneInformation about the address flags.Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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Sample Output

show interfaces

user@switch> show interfaces ge-0/0/9
Physical interface: ge-0/0/9, Enabled, Physical link is Down
  Interface index: 129, SNMP ifIndex: 21
  Link-level type: Ethernet, MTU: 1514, Speed: Unspecified, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:19:e2:50:3f:41, Hardware address: 00:19:e2:50:3f:41
  Last flapped   : 2008-01-16 11:40:53 UTC (4d 02:30 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Ingress rate at Packet Forwarding Engine      : 0 bps (0 pps)
  Ingress drop rate at Packet Forwarding Engine : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-0/0/9.0 (Index 65) (SNMP ifIndex 22) 
    Flags: SNMP-Traps
    Encapsulation: ENET2
    Input packets : 0 
    Output packets: 0
    Protocol eth-switch
      Flags: None 

show interfaces brief

user@switch> show interfaces ge-0/0/9 brief
Physical interface: ge-0/0/9, Enabled, Physical link is Down
  Description: voice priority and tcp and icmp traffic rate-limiting filter at i
ngress port
  Link-level type: Ethernet, MTU: 1514, Speed: Unspecified, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None

  Logical interface ge-0/0/9.0
    Flags: Device-Down SNMP-Traps Encapsulation: ENET2
    eth-switch

show interfaces detail (Symmetric Flow Control and Autonegotiation Enabled)

user@switch> show interfaces ge-0/0/9 detail
Physical interface: ge-0/0/9, Enabled, Physical link is Up
  Interface index: 193, SNMP ifIndex: 206, Generation: 196
  Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto,
  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues

Copyright © 2014, Juniper Networks, Inc.2184

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1f:12:30:ff:40, Hardware address: 00:1f:12:30:ff:40
  Last flapped   : 2009-05-05 06:03:05 UTC (00:22:13 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 assured-forw                   0                    0                    0

    5 expedited-fo                   0                    0                    0

    7 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None

  Logical interface ge-0/0/9.0 (Index 65) (SNMP ifIndex 235) (Generation 130)
    Flags: SNMP-Traps Encapsulation: ENET2
    Bandwidth: 0
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, Generation: 146, Route table: 0
      Flags: Is-Primary
      Input Filters: f1,
      Output Filters: f2,,,,

show interfaces detail (Asymmetric Flow Control and Autonegotiation Enabled)

user@switch> show interfaces ge-0/0/9 detail
Physical interface: ge-0/0/9, Enabled, Physical link is Up
  Interface index: 193, SNMP ifIndex: 206, Generation: 196
  Link-level type: Ethernet, MTU: 1514, Speed: Auto, Duplex: Auto,
  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled,  Configured-flow-control  tx-buffers: off  
rx-buffers: on , 
  Auto-negotiation: Enabled,
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  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1f:12:30:ff:40, Hardware address: 00:1f:12:30:ff:40
  Last flapped   : 2009-05-05 06:03:05 UTC (00:22:13 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 assured-forw                   0                    0                    0

    5 expedited-fo                   0                    0                    0

    7 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None

  Logical interface ge-0/0/9.0 (Index 65) (SNMP ifIndex 235) (Generation 130)
    Flags: SNMP-Traps Encapsulation: ENET2
    Bandwidth: 0
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, Generation: 146, Route table: 0
      Flags: Is-Primary
      Input Filters: f1,
      Output Filters: f2,,,,

show interfaces extensive (Symmetric Flow Control and Autonegotiation Enabled)

user@switch> show interfaces ge-0/0/12 extensive
interface: ge-0/0/12, Enabled, Physical link is Down
  Interface index: 49164, SNMP ifIndex: 574, Generation: 142
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  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Duplex: Full-Duplex,
  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:22:83:2a:d8:dc, Hardware address: 00:22:83:2a:d8:dc
  Last flapped   : 2011-02-25 00:45:03 UTC (22:42:48 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0 
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 8 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    7 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort 
    2                   no-loss     
    3                   fcoe        
    7                   network-control
  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
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    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Priority :  0                             0                0
    Priority :  1                             0                0
    Priority :  2                             0                0
    Priority :  3                             0                0
    Priority :  4                             0                0
    Priority :  5                             0                0
    Priority :  6                             0                0
    Priority :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Incomplete
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output 
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            75      750000000    75              0      low    
none
    7 network-control         5       50000000     5              0      low    
none
    8 mcast-be               15      150000000    15              0      low    
none
    11 mcast-nc               5       50000000     5              0      low    
none

show interfaces extensive (Asymmetric Flow Control and Autonegotiation Enabled)

user@switch> show interfaces ge-0/0/12 extensive
interface: ge-0/0/12, Enabled, Physical link is Down
  Interface index: 49164, SNMP ifIndex: 574, Generation: 142
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Duplex: Full-Duplex,
  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled,  Configured-flow-control  tx-buffers: off  
rx-buffers: on 
  Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:22:83:2a:d8:dc, Hardware address: 00:22:83:2a:d8:dc
  Last flapped   : 2011-02-25 00:45:03 UTC (22:42:48 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
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   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0 
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 8 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    7 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort 
    2                   no-loss     
    3                   fcoe        
    7                   network-control
  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Priority :  0                             0                0
    Priority :  1                             0                0
    Priority :  2                             0                0
    Priority :  3                             0                0
    Priority :  4                             0                0
    Priority :  5                             0                0
    Priority :  6                             0                0
    Priority :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
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    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link Partner:
      Link mode: Full-duplex, Flow control: None, Remote fault: OK,
      Link partner Speed: 1000 Mbps
    Local resolution:
      Flow control: enable  PAUSE transmit and Disable PAUSE receive, Remote 
fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output 
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            75      750000000    75              0      low    
none
    7 network-control         5       50000000     5              0      low    
none
    8 mcast-be               15      150000000    15              0      low    
none
    11 mcast-nc               5       50000000     5              0      low    
none

show interfaces terse

user@switch> show interfaces ge-0/0/12 terse
Interface               Admin Link Proto    Local                 Remote
ge-0/0/12               up    up  

show interfaces terse (QFabric Systems)

user@switch> show interfaces node1:ge-0/0/0 terse
Physical interface: node1:ge-0/0/0, Enabled, Physical link is Down
  Interface index: 129, SNMP ifIndex: 2884086
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
  Interface flags: Internal: 0x4000
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 02:00:09:03:00:00, Hardware address: 02:00:09:03:00:00
  Last flapped   : Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
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show interfaces (GRE)

Syntax show interfaces interface-type
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Display status information about the specified generic routing encapsulation (GRE)

interface.

Options interface-type—OnM Series and T Series routers and EX Series switches, the interface

type is gr-fpc/pic/port. On J Series routers, the interface type is gr-pim/0/port.

brief | detail | extensive | terse—(Optional) Display the specified output level of interface

information.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

NOTE: You can configure generic routing encapsulation (GRE) interfaces
(gre-x/y/z) only for GMPLS control channels. GRE interfaces are not
supportedor configurable forotherapplications. Formore informationabout
GMPLS, see the Junos OSMPLS Applications Library for Routing Devices and
the Junos OS Feature Guides.

Required Privilege
Level

view

List of Sample Output show interfaces (GRE) on page 2195
show interfaces brief (GRE) on page 2195
show interfaces detail (GRE) on page 2195
showinterfacesdetail(GRE)onanEX4200VirtualChassisMemberSwitchonpage2196
show interfaces extensive (GRE) on page 2197

Output Fields Table 187 on page 2192 lists the output fields for the show interfaces (GRE) command.

Output fields are listed in the approximate order in which they appear.
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Table 187: GRE show interfaces Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

detail extensive nonePhysical interface's index number, which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsType of interface.Type

All levelsEncapsulation used on the physical interface.Link-level type

All levelsMTU size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

All levelsInformation about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device Flags

All levelsInformation about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface Flags

None specifiedInput rate in bits per second (bps) and packets per second (pps).Input rate

None specifiedOutput rate in bps and pps.Output rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveThe number of and the rate at which input and output bytes and packets are
received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneLogical interface index number, which reflects its initialization sequence.Index
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Table 187: GRE show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneLogical interface SNMP interface index number.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support.Generation

All levelsInformation about the logical interface. Possible values listed in the “Logical
Interface Flags” section under Common Output Fields Description. describe
general information about the logical interface.

GRE-specific informationabout the logical interface is indicatedby thepresence
or absence of the following value in this field:

• Reassemble-Pkts—If the Flags field includes this string, the GRE tunnel is
configured to reassemble tunnel packets that were fragmented after tunnel
encapsulation.

Flags

All levelsIP header of the logical interface. If the tunnel key statement is configured, this
information is included in the IP Header entry.

GRE-specific informationabout the logical interface is indicatedby thepresence
or absence of the following value in this field:

• df—If the IP-Header field includes this string immediately following the 16bits
of identification information (that is, if :df: displays after the twelfth byte),
the GRE tunnel is configured to allow fragmentation of GRE packets after
encapsulation.

IP-Header

All levelsEncapsulation on the logical interface.Encapsulation

detail extensiveStatus of type of service (ToS) bits in the GRE packet header:

• On—ToS bits were copied from the payload packet header into the header
of the IP packet sent through the GRE tunnel.

• Off—ToS bits were not copied from the payload packet header and are set
to 0 in the GRE packet header.

NOTE: EXSeries switches do not support copying ToSbits to the encapsulated
packet, so the value of this field is alwaysOff in switch output.

Copy-tos-to-
outer-ip-header

detail extensiveIndicates whether a GRE keepalive time and hold time are configured for the
GRE tunnel.

NOTE: EXSeries switchesdonot support configurationofGRE tunnel keepalive
times and hold times, so the value of this field is alwaysOff in switch output.

Gre keepalives
configured

detail extensiveStatus of the other end of the GRE tunnel: Up or Down. If keepalive messages
are not received by either end of the GRE tunnel within the hold-time period,
the GRE keepalive adjacency state is down even when the GRE tunnel is up.

Gre keepalives
adjacency state

None specifiedNumber of packets received on the logical interface.Input packets

None specifiedNumber of packets transmitted on the logical interface.Output packets
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Table 187: GRE show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveRate of bytes and packets received and transmitted on the logical interface.
These statistics are the sum of the local and transit statistics. When a burst of
traffic is received, the value in the output packet rate field might briefly exceed
the peak cell rate. It takes awhile (generally, less than 1 second) for this counter
to stabilize.

• Input rate—Rate of bits and packets received on the interface.

• Output rate—Rate of bits and packets transmitted on the interface.

Traffic statistics

detail extensiveStatistics for traffic received fromand transmitted to the Routing Engine.When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. It takes awhile (generally, less than 1 second) for this
counter to stabilize.

Local statistics

detail extensive noneStatistics for traffic transiting the router. When a burst of traffic is received, the
value in the output packet rate field might briefly exceed the peak cell rate. It
takes awhile (generally, less than 1 second) for this counter to stabilize.

Transit statistics

detail extensive noneProtocol family configured on the logical interface, such as iso, inet6, ormpls.Protocol

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneMTU size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensiveRouting table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route table

detail extensive noneInformation about the protocol family flags. Possible values are described in
the “Family Flags” section under Common Output Fields Description.

Flags

detail extensive noneInformation about the address flags. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interface.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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Sample Output

show interfaces (GRE)

user@host> show interfaces gr-1/2/0
Physical interface: gr-0/0/0, Enabled, Physical link is Up
  Interface index: 132, SNMP ifIndex: 26
  Type: GRE, Link-level type: GRE, MTU: Unlimited, Speed: 800mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface gr-0/0/0.0 (Index 68) (SNMP ifIndex 47) 
    Flags: Point-To-Point SNMP-Traps 16384
    IP-Header 1.1.1.2:1.1.1.1:47:df:64:0000000000000000 Encapsulation: GRE-NULL
  Input packets : 0 
  Output packets: 0
    Protocol inet, MTU: 1476
      Flags: None
      Addresses, Flags: Is-Primary
        Local: 1.10.1.1

show interfaces brief (GRE)

user@host> show interfaces gr-1/2/0 brief
Physical interface: gr-1/2/0, Enabled, Physical link is Up
  Type: GRE, Link-level type: GRE, MTU: Unlimited, Speed: 800mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps

  Logical interface gr-1/2/0.0 
    Flags: Hardware-Down Point-To-Point SNMP-Traps 0x4000
    IP-Header 10.10.0.2:10.10.0.1:47:df:64:0000000000000000
    Encapsulation: GRE-NULL
    inet  10.100.0.1/30   
    mpls

show interfaces detail (GRE)

user@host> show interfaces gr-1/2/0 detail
Physical interface: gr-0/0/0, Enabled, Physical link is Up
  Interface index: 132, SNMP ifIndex: 26, Generation: 13
  Type: GRE, Link-level type: GRE, MTU: Unlimited, Speed: 800mbps
  Hold-times     : Up 0 ms, Down 0 ms
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps

  Logical interface gr-0/0/0.0 (Index 68) (SNMP ifIndex 47) (Generation 8)
    Flags: Point-To-Point SNMP-Traps 16384
    IP-Header 1.1.1.2:1.1.1.1:47:df:64:0000000000000000 Encapsulation: GRE-NULL
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
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     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1476, Generation: 12, Route table: 0
      Flags: None
      Addresses, Flags: Is-Primary
        Destination: Unspecified, Local: 1.10.1.1, Broadcast: Unspecified,
        Generation: 15

show interfaces detail (GRE) on an EX4200 Virtual Chassis Member Switch

user@switch> show interfaces gr-2/0/15 detail
Physical interface: gr-2/0/15, Enabled, Physical link is Up
  Interface index: 195, SNMP ifIndex: 846, Generation: 198
  Type: GRE, Link-level type: GRE, MTU: Unlimited, Speed: 1000mbps
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1f:12:38:0f:d2, Hardware address: 00:1f:12:38:0f:d2
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Statistics last cleared: 2011-09-14 17:43:15 UTC (00:00:18 ago)
  Traffic statistics:
   Input  bytes  :              5600636                    0 bps
   Output bytes  :              5600636                    0 bps
   Input  packets:                20007                    0 pps
   Output packets:                20007                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0

  Logical interface gr-2/0/15.0 (Index 75) (SNMP ifIndex 847) (HW Token 4093)
  (Generation 140)
    Flags: Point-To-Point SNMP-Traps 0x0
    IP-Header 180.20.30.2:180.20.20.3:47:df:64:0000000000000000
    Encapsulation: GRE-NULL             
    Copy-tos-to-outer-ip-header: Off
    Gre keepalives configured: Off, Gre keepalives adjacency state: down
    Traffic statistics:
     Input  bytes  :              5600886
     Output bytes  :              2881784
     Input  packets:                20010
     Output packets:                10018
    Local statistics:
     Input  bytes  :                  398
     Output bytes  :                  264
     Input  packets:                    5
     Output packets:                    3
    Transit statistics:
     Input  bytes  :              5600488                    0 bps
     Output bytes  :              2881520                    0 bps
     Input  packets:                20005                    0 pps
     Output packets:                10015                    0 pps
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    Protocol inet, Generation: 159, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 90.90.90/24, Local: 90.90.90.10, Broadcast: 90.90.90.255,
        Generation: 144

  Logical interface gr-2/0/15.1 (Index 80) (SNMP ifIndex 848) (HW Token 4088)
  (Generation 150)
    Flags: Point-To-Point SNMP-Traps 0x0
    IP-Header 160.20.40.2:160.20.30.1:47:df:64:0000000000000000
    Encapsulation: GRE-NULL
    Copy-tos-to-outer-ip-header: Off
    Gre keepalives configured: Off, Gre keepalives adjacency state: down
    Traffic statistics:
     Input  bytes  :                  260
     Output bytes  :              2880148
     Input  packets:                    4
     Output packets:                10002
    Local statistics:
     Input  bytes  :                  112
     Output bytes  :                    0
     Input  packets:                    2
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                  148                    0 bps
     Output bytes  :              2880148                    0 bps
     Input  packets:                    2                    0 pps
     Output packets:                10002                    0 pps
    Protocol inet, Generation: 171, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 70.70.70/24, Local: 70.70.70.10, Broadcast: 70.70.70.255,
        Generation: 160

show interfaces extensive (GRE)

The output for the show interfaces extensive command is identical to that for the show

interfaces detail command. For sample output, see show interfaces detail (GRE) on
page 2195 and show interfaces detail (GRE) on an EX4200 Virtual Chassis Member
Switch on page 2196.
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show interfacesmc-ae

Syntax show interfacesmc-ae id identifier unit number

Release Information Command introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Onpeerswithmulti-chassis aggregatedEthernet (mc-aeX) interfaces, use this command

to display information about themc-aeX interfaces.

Options identifier—(Optional) Name of the multichassis aggregated Ethernet interface.

number—(Optional) Specify the logical interface by unit number.

Required Privilege
Level

view

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853 (QFX Series Switches)•

• Understanding Multichassis Link Aggregation (EX Series Switches)

• Configuring Multichassis Link Aggregation on page 2022 (QFX Series Switches)

• Configuring Multichassis Link Aggregation (EX Series Switches)

• Example:ConfiguringMultichassisLinkAggregationonpage 1904(QFXSeriesSwitches)

• Example: Configuring Multichassis Link Aggregation with Layer 3 MAC Address

Synchronization on page 1963 (QFX Series Switches)

• Example:ConfiguringMultichassis LinkAggregation for Layer 3Unicast usingMACAddress

Synchronization (QFX Series Switches)

• Example: Configuring Multichassis Link Aggregation for Layer 3 Unicast Using Virtual

Router Redundancy Protocol (VRRP) on page 1983 (QFX Series Switches)

• Example: Configuring Multichassis Link Aggregation for Layer 3 Unicast Using VRRP (EX

Series Switches)

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using VRRP

on page 1926 (QFX Series Switches)

• Example: Configuring Multichassis Link Aggregation for Layer 3 Multicast Using VRRP

(EX Series Switches)

List of Sample Output show interfacesmc-ae on page 2199

Output Fields Table 188 on page 2198 lists the output fields for the show interfacesmc-ae command.

Output fields are listed in the approximate order in which they appear.

Table 188: show interfacesmc-ae Output Fields

Field DescriptionOutput Field Name

Specifies the state of theMC-LAG initialization statemachine.Current StateMachine’s State
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Table 188: show interfacesmc-ae Output Fields (continued)

Field DescriptionOutput Field Name

Specifies the identifiers of the configuredmultichassis link
aggregated interface members.

Member Link

Specifies the status of the local link: active or standby.Local Status

Specifies the status of the peer link: active or standby.Peer Status

Specifies the status of the local and peer links in an
active/activeMC-LAG configuration

Peer State

Specifies the identifier and unit of the AE interface.Logical Interface

Specifies the bridge configured on the AE.Topology Type

Specifies if the local device is up or down.Local State

Specifies if the peer device is up or down.Peer State

Specifies the multichassis protection (MCP) link or the
interchassis link-protection link (ICL-PL) for all of the
multichassis aggregatedEthernet (MC-AE) interfaces that are
part of the peer.

Peer Ip/MCP/State

Sample Output

show interfacesmc-ae

user@host> show interfacesmc-ae ae1 512
Member Link                  : ae0
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae0.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.2 ae1.0 up
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show interfaces queue

Syntax show interfaces queue
<aggregate | remaining-traffic>
<both-ingress-egress>
<egress>
<forwarding-class forwarding-class>
<ingress>
<interface-name interface-name>
<l2-statistics>

Release Information Command introduced before Junos OS Release 7.4.

both-ingress-egress, egress, and ingress options introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

l2-statistics option introduced in Junos OS Release 12.1.

Description Display class-of-service (CoS) queue information for physical interfaces.

Options none—Show detailed CoS queue statistics for all physical interfaces.

aggregate—(Optional) Display the aggregated queuing statistics of all logical interfaces

that have traffic-control profiles configured. (Not on the QFX Series.)

both-ingress-egress—(Optional) On Gigabit Ethernet Intelligent Queuing 2 (IQ2) PICs,

display both ingress and egress queue statistics. (Not on the QFX Series.)

egress—(Optional) Display egress queue statistics.

forwarding-class forwarding-class—(Optional) Forwarding class name for this queue.

ShowsdetailedCoSstatistics for thequeueassociatedwith thespecified forwarding

class.

ingress—(Optional) On Gigabit Ethernet IQ2 PICs, display ingress queue statistics. (Not

on the QFX Series.)

interface-name interface-name—(Optional) Show detailed CoS queue statistics for the

specified interface.

l2-statistics—(Optional) Display Layer 2 statistics for MLPPP, FRF.15, and FRF.16 bundles

remaining-traffic—(Optional) Display the remaining-traffic queue statistics of all logical

interfaces that have traffic-control profiles configured.

Overhead for Layer 2
Statistics

Transmitted packets and transmitted byte counts are displayed for the Layer 2 level

with the addition of encapsulation overheads applied for fragmentation, as shown

inTable 189onpage2201.Others counters, suchaspacketsandbytesqueued(input)

anddropcounters, aredisplayedat theLayer 3 level. In thecaseof link fragmentation

and interleaving (LFI) for which fragmentation is not applied, corresponding Layer

2 overheads are added, as shown in Table 189 on page 2201.
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Table 189: Layer 2 Overhead, Transmitted Packets/Bytes

LFIFragmentationProtocol

Second to n fragmentationsFirst fragmentation

BytesBytes

81213MLPPP (Long)

81011MLPPP (short)

81012MLFR (FRF15)

-810MFR (FRF16)

-1213MCMLPPP(Long)

-1011MCMLPPP(Short)

Layer 2 Statistics - Fragmentation Overhead Calculation

MLPPP/MC-MLPPP Overhead details:
   ===============================
   Fragment 1:

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes 
    Inner PPP header                         : 1 byte
    HDLC flag and FCS bytes                  : 4 bytes

   Fragments 2 .. n :

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes
    HDLC flag and FCS bytes                  : 4 bytes

   MLFR (FRF15) Overhead details:
   =============================
   Fragment 1:
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       Inner proto           :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :

       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   MFR (FRF16) Overhead details:
   ==============================
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   Fragment 1:
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      Inner proto           :  2 bytes
      HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      HDLC flag and  FCS    :  4 bytes

Overheadwith LFI

MLPPP(Long & short sequence):
   ============================
       Outer PPP header      :  4 bytes
       HDLC flag and  FCS    :  4 bytes

  MLFR (FRF15):
  =============
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       HDLC flag and  FCS    :  4 bytes

The following examples show overhead for different cases:

• A 1000-byte packet is sent to amlppp bundle without any fragmentation. At the

Layer 2 level, bytes transmitted is 1013 in 1 packet. This overhead is forMLPPP long

sequence encap.

• A 1000-byte packet is sent to amlppp bundle with a fragment threshold of

250byte. At the Layer 2 level, bytes transmitted is 1061 bytes in 5 packets.

• A 1000-byte LFI packet is sent to anmlppp bundle. At the Layer 2 level, bytes

transmitted is 1008 in 1 packet.

remaining-traffic—(Optional) Display the queuing statistics of all logical interfaces that

do not have traffic-control profiles configured. (Not on the QFX Series.)

Additional Information For rate-limited interfaces hosted on Modular Interface Cards (MICs) or Modular Port

Concentrators (MPCs), rate-limitpacket-dropoperationsoccurbeforepacketsarequeued

for transmission scheduling. For such interfaces, the statistics for queued traffic do not

include thepackets thathavealreadybeendroppeddue to rate limiting, andconsequently

the displayed statistics for queued traffic are the same as the displayed statistics for

transmitted traffic.

NOTE: For rate-limited interfaces hosted on other types of hardware,
rate-limit packet-drop operations occur after packets are queued for
transmission scheduling. For these other interface types, the statistics for
queued traffic include the packets that are later dropped due to rate limiting,
and consequently the displayed statistics for queued traffic equals the sum
of the statistics for transmitted and rate-limited traffic.
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OnMSeries routers (except for the M320 andM120 routers), this command is valid only

for a PIC installed on an enhanced Flexible PIC Concentrator (FPC).

Queue statistics for aggregated interfaces are supported on the M Series and T Series

routers only. Statistics for an aggregated interface are the summation of the queue

statistics of the child links of that aggregated interface. You can view the statistics for a

child interface by using the show interfaces statistics command for that child interface.

When you configure tricolor marking on a 10-port 1-Gigabit Ethernet PIC, for queues 6

and 7 only, the output does not display the number of queued bytes and packets, or the

number of bytes and packets dropped because of RED. If you do not configure tricolor

marking on the interface, these statistics are available for all queues.

For the 4-port Channelized OC12 IQE PIC and 1-port Channelized OC48 IQE PIC, the

Packet Forwarding Engine Chassis Queues field represents traffic bound for a particular

physical interface on the PIC. For all other PICs, the Packet Forwarding Engine Chassis

Queues field represents the total traffic bound for the PIC.

For Gigabit Ethernet IQ2 PICs, the show interfaces queue command output does not

display the number of tail-dropped packets. This limitation does not apply to Packet

Forwarding Engine chassis queues.

When fragmentationoccurson theegress interface, the first set ofpacket counters shows

the postfragmentation values. The second set of packet counters (under the Packet

Forwarding Engine Chassis Queues field) shows the prefragmentation values.

The behavior of the egress queues for the Routing Engine-Generated Traffic is not same

as the configured queue for MLPPP and MFR configurations.

For information about how to configure CoS, see the Junos OS Network Interfaces Library

for Routing Devices. For related CoS operational mode commands, see the CLI Explorer.

Required Privilege
Level

view

List of Sample Output show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in an
MPC) on page 2208
show interfaces queue (Aggregated Ethernet on a T320 Router) on page 2209
show interfaces queue (Fast Ethernet on a J4300 Router) on page 2211
show interfaces queue (Gigabit Ethernet on a T640 Router) on page 2211
show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC) on page 2212
show interfaces queue (Gigabit Ethernet IQ2 PIC) on page 2216
show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC) on page 2219
show interfaces queue ingress (Gigabit Ethernet IQ2 PIC) on page 2221
show interfaces queue egress (Gigabit Ethernet IQ2 PIC) on page 2222
showinterfacesqueueremaining-traffic(GigabitEthernetEnhancedDPC)onpage2223
showinterfacesqueue(ChannelizedOC12 IQEType3PIC inSONETMode)onpage2226
show interfaces queue (QFX Series) on page 2236
show interfaces queue l2-statistics (lsq interface) on page 2237

Output Fields Table 190 on page 2204 lists the output fields for the show interfaces queue command.

Output fields are listed in the approximate order in which they appear.
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Table 190: show interfaces queue Output Fields

Field DescriptionField Name

Name of the physical interface.Physical interface

State of the interface. Possible values are described in the “Enabled Field” section under Common
Output Fields Description.

Enabled

Physical interface's index number, which reflects its initialization sequence.Interface index

SNMP index number for the interface.SNMP ifIndex

Total number of forwarding classes supported on the specified interface.Forwarding classes
supported

Total number of forwarding classes in use on the specified interface.Forwarding classes in
use

OnGigabit Ethernet IQ2PICsonly, total numberof ingressqueues supportedon the specified interface.Ingress queues
supported

On Gigabit Ethernet IQ2 PICs only, total number of ingress queues in use on the specified interface.Ingress queues in use

Total number of output queues supported on the specified interface.Output queues
supported

Total number of output queues in use on the specified interface.Output queues in use

Total number of egress queues supported on the specified interface.Egress queues
supported

Total number of egress queues in use on the specified interface.Egress queues in use

CoS queue number and its associated user-configured forwarding class name. Displayed on IQ2
interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Ingress)

(Logical interfaces on IQ PICs only) Maximum number of bytes up to which the logical interface can
burst. The burst size is based on the shaping rate applied to the interface.

Burst size

The followingoutput fieldsareapplicable toboth interfacecomponentandPacket Forwardingcomponent in the showinterfaces
queue command:

Queue number.Queue

Forwarding class name.Forwarding classes
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Table 190: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets queued to this queue.

NOTE: For Gigabit Ethernet IQ2 interfaces, the Queued Packets count is calculated by the Junos OS
interpreting one frame buffer as one packet. If the queued packets are very large or very small, the
calculation might not be completely accurate for transit traffic. The count is completely accurate for
traffic terminated on the router.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 2202.

Queued Packets

Number of bytes queued to this queue. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 2202.

Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 2200

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

NOTE: On MX Series routers, this number can be inaccurate when you issue the command for a
physical interface repeatedly and in quick succession, because the statistics for the child nodes are
collected infrequently. Wait ten seconds between successive iterations to avoid this situation.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 2200

Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped due to rate limiting.

For rate-limited interfaces hosted on MICs or MPCs only, this statistic is not included in the queued
traffic statistics. For more information, see “Additional Information” on page 2202.

RL-dropped packets

Number of bytes dropped due to rate limiting.

For rate-limited interfaces hosted on MICs or MPCs only, this statistic is not included in the queued
traffic statistics. For more information, see “Additional Information” on page 2202.

RL-dropped bytes
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Table 190: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (J Series routers and MX Series routers with enhanced DPCs, and T Series routers with enhanced
FPCs only) The output classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets

Number of bytes dropped because of RED. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

• (J Series routers only) The output classifies dropped bytes into the following categories:

• Low—Number of low-loss priority bytes dropped because of RED.

• Medium-low—Number of medium-low loss priority bytes dropped because of RED.

• Medium-high—Number of medium-high loss priority bytes dropped because of RED.

• High—Number of high-loss priority bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Bytecountsvaryby interfacehardware.Table 191onpage2207showshowthebytecounts

on the outbound interfaces vary depending on the interface hardware.

Table 191 on page 2207 is based on the assumption that outbound interfaces are sending

IP traffic with 478 bytes per packet.
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Table 191: Byte Count by Interface Hardware

CommentsByte Count Includes
Output
Level

Interface
Hardware

The 12 additional bytes
include 6 bytes for the
destination MAC address +
4 bytes for the VLAN +
2 bytes for the Ethernet type.

For RED dropped, 6 bytes are
added for the source MAC
address.

Queued: 490 bytes per packet, representing 478 bytes of
Layer 3 packet + 12 bytes

Transmitted: 490 bytes per packet, representing 478 bytes
of Layer 3 packet + 12 bytes

RED dropped: 496 bytes per packet representing 478 bytes
of Layer 3 packet + 18 bytes

InterfaceGigabit
Ethernet IQ
and IQE PICs

–Queued:478bytesperpacket, representing478bytesofLayer
3 packet

Transmitted: 478 bytes per packet, representing 478 bytes
of Layer 3 packet

Packet
forwarding
component

The Layer 2 overhead is 14
bytes for non-VLAN traffic
and 18 bytes for VLAN traffic.

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

T4000 routers with Type 5 FPCs :

• Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including 4 bytes CRC + the full Layer 1 overhead
8 bytes preamble + 12 bytes Inter frame Gap.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2overhead including4bytesCRC+the full Layer 1 overhead
8 bytes preamble + 12 bytes Interframe Gap.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2 overhead.

PTX Series Packet Transport Routers:

• Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including 4 bytes FCS + the full Layer 1 overhead
of the MAC header DA + SA + EtherType (non-VLAN).

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2overhead including4bytesCRC+the full Layer 1 overhead
of the MAC header DA + SA + EtherType (non-VLAN).

• RED dropped: 478 bytes of Layer 3 packet + 22 bytes
special header. To the TQ, this packet has 4 bytes more
than queued or transmitted.

InterfaceNon-IQ PIC
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Table 191: Byte Count by Interface Hardware (continued)

CommentsByte Count Includes
Output
Level

Interface
Hardware

The additional 4 bytes are for
the Layer 2 Point-to-Point
Protocol (PPP) header.

Queued:482bytesperpacket, representing478bytesofLayer
3 packet + 4 bytes

Transmitted: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

RED dropped: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

InterfaceIQ and IQE
PICs with a
SONET/SDH
interface

For transmitted packets, the
additional 8 bytes includes 4
bytes for the PPP header and
4 bytes for a cookie.

Queued:478bytesperpacket, representing478bytesofLayer
3 packet

Transmitted: 486 bytes per packet, representing 478 bytes
of Layer 3 packet + 8 bytes

Packet
forwarding
component

For transmitted packets, the
additional 5 bytes includes 4
bytes for the PPP header and
1 byte for the packet loss
priority (PLP).

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 483 bytes per packet, representing 478 bytes
of Layer 3 packet + 5 bytes

• REDdropped:478bytesperpacket, representing478bytes
of Layer 3 packet

InterfaceNon-IQ PIC
with a
SONET/SDH
interface

The default Frame Relay overhead is 7 bytes. If you configure
the Frame Check Sequence (FCS) to 4 bytes, then the
overhead increases to 10 bytes.

InterfaceInterfaces
configuredwith
Frame Relay
Encapsulation

The Layer 2 overhead is 18
bytes for non-VLAN traffic
and 22 bytes for VLAN traffic.

Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Transmitted: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Interface1-port
10-Gigabit
Ethernet IQ2
and IQ2–EPICs

4-port 1G IQ2
and IQ2-E PICs

8-port 1G IQ2
and IQ2-E PICs

–Queued: 478 bytes of Layer 3 packet.

Transmitted: 478 bytes of Layer 3 packet.

Packet
forwarding
component

Sample Output

show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in anMPC)

The following example shows queue information for the rate-limited interface ge-4/2/0

on a Gigabit Ethernet MIC in an MPC. For rate-limited queues for interfaces hosted on

MICs or MPCs, rate-limit packet drops occur prior to packet output queuing. In the
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command output, the nonzero statistics displayed in the RL-dropped packets and

RL-dropped bytes fields quantify the traffic dropped to rate-limit queue 0 output to

10 percent of 1 gigabyte (100megabits) per second. Because the RL-dropped traffic

is not included in theQueued statistics, the statistics displayed for queued traffic are the

same as the statistics for transmitted traffic.

user@host> show interfaces queue ge-4/2/0
Physical interface: ge-4/2/0, Enabled, Physical link is Up
  Interface index: 203, SNMP ifIndex: 1054
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
  Transmitted:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :             205050862                602295 pps
    RL-dropped bytes     :           13595326612             327648832 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps

show interfaces queue (Aggregated Ethernet on a T320 Router)

The following example shows that the aggregated Ethernet interface, ae1, has traffic on

queues af1 and af12:

user@host> show interfaces queue ae1
Physical interface: ae1, Enabled, Physical link is Up
Interface index: 158, SNMP ifIndex: 33 Forwarding classes: 8 supported, 8 in use
Output queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
  Transmitted:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af1
  Queued:
    Packets              :              42603765                595484 pps
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    Bytes                :            5453281920             609776496 bps
  Transmitted:
    Packets              :              42603765                595484 pps
    Bytes                :            5453281920             609776496 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
  Transmitted:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 4, Forwarding classes: af11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 5, Forwarding classes: ef11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 6, Forwarding classes: af12
  Queued:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
  Transmitted:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 7, Forwarding classes: nc2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue (Fast Ethernet on a J4300 Router)

user@host> show interfaces queue fe-4/0/0.0
Logical interface fe-4/0/0.0 (Index 71) (SNMP ifIndex 42) 
Forwarding classes: 8 supported, 8 in use
Output queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :               5240762                  3404 pps
    Bytes                :            3020710354              15934544 bps
  Transmitted:
    Packets              :               5240762                  3404 pps
    Bytes                :            3020710354              15934544 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
Queue: 1, Forwarding classes: af1
  Queued:
    Packets              :               2480391                  1650 pps
    Bytes                :            1304685666               6945704 bps
  Transmitted:
    Packets              :               2478740                  1650 pps
    Bytes                :            1303817240               6945704 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                  1651                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                  1651                     0 pps
    RED-dropped bytes    :                868426                     0 bps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                868426                     0 pps

show interfaces queue (Gigabit Ethernet on a T640 Router)

user@host> show interfaces queue
Physical interface: ge-7/0/1, Enabled, Physical link is Up
   Interface index: 150, SNMP ifIndex: 42
 Forwarding classes: 8 supported, 8 in use
 Output queues: 8 supported, 8 in use
 Queue: 0, Forwarding classes: be
   Queued:
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     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
   Transmitted:
     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 1, Forwarding classes: af1
   Queued:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
   Transmitted:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 2, Forwarding classes: ef1
   Queued:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
   Transmitted:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 3, Forwarding classes: nc
   Queued:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
   Transmitted:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps

show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 aggregate
Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             148450735                947295 pps
    Bytes                :            8016344944             409228848 bps
  Transmitted:
    Packets              :              76397439                487512 pps
    Bytes                :            4125461868             210602376 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :              72053285                459783 pps
     Low                 :              72053285                459783 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :            3890877444             198626472 bps
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     Low                 :            3890877444             198626472 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :             410278257                473940 pps
    Bytes                :           22156199518             204742296 bps
  Transmitted:
    Packets              :               4850003                  4033 pps
    Bytes                :             261900162               1742256 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :             405425693                469907 pps
     Low                 :             405425693                469907 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :           21892988124             203000040 bps
     Low                 :           21892988124             203000040 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
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  Queued:
    Packets              :              76605230                485376 pps
    Bytes                :            5209211400             264044560 bps
  Transmitted:
    Packets              :              76444631                484336 pps
    Bytes                :            5198235612             263478800 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                160475                  1040 pps
     Low                 :                160475                  1040 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              10912300                565760 bps
     Low                 :              10912300                565760 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4836136                  3912 pps
    Bytes                :             333402032               2139056 bps
  Transmitted:
    Packets              :               3600866                  1459 pps
    Bytes                :             244858888                793696 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :               1225034                  2450 pps
     Low                 :               1225034                  2450 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              83302312               1333072 bps
     Low                 :              83302312               1333072 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
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    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              77059796                486384 pps
    Bytes                :            3544750624             178989576 bps
  Transmitted:
    Packets              :              77059797                486381 pps
    Bytes                :            3544750670             178988248 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
  Transmitted:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
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     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-7/1/3
Physical interface: ge-7/1/3, Enabled, Physical link is Up
  Interface index: 170, SNMP ifIndex: 70 Forwarding classes: 16 supported, 4 in 
use Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
  Transmitted:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
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    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
  Transmitted:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
  Transmitted:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
  Transmitted:
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    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps

show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 both-ingress-egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   254                     0 pps
    Bytes                :                 16274                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
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    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
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    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
  Transmitted:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue ingress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 ingress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   288                     0 pps
    Bytes                :                 18450                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
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    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
  Transmitted:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue remaining-traffic (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 remaining-traffic
Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
  Transmitted:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
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     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
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     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             109355853                471736 pps
    Bytes                :            7436199152             256627968 bps
  Transmitted:
    Packets              :             109355852                471736 pps
    Bytes                :            7436198640             256627968 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Channelized OC12 IQE Type 3 PIC in SONETMode)

user@host> show interfaces queue t3-1/1/0:7
 Physical interface: t3-1/1/0:7, Enabled, Physical link is Up

   Interface index: 192, SNMP ifIndex: 1948

   Description: full T3 interface connect to 6ce13 t3-3/1/0:7 for FR testing - 
Lam

 Forwarding classes: 16 supported, 9 in use

 Egress queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps

   Transmitted:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps
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      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps
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      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

   Transmitted:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:
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     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps
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      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps
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      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Packet Forwarding Engine Chassis Queues:

 Queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

   Transmitted:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps
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     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps
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      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

   Transmitted:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps
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      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:
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     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps
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      High                :                     0                     0 bps

show interfaces queue (QFX Series)

user@switch> show interfaces queue xe-0/0/15
   Physical interface: xe-0/0/15, Enabled, Physical link is Up
     Interface index: 49165, SNMP ifIndex: 539
   Forwarding classes: 12 supported, 8 in use
   Egress queues: 12 supported, 8 in use
   Queue: 0, Forwarding classes: best-effort 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 3, Forwarding classes: fcoe 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
0 bps
   Queue: 4, Forwarding classes: no-loss 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 7, Forwarding classes: network-control 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 8, Forwarding classes: mcast
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
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       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps

show interfaces queue l2-statistics (lsq interface)

user@switch> show interfaces queue lsq-2/2/0.2 l2-statistics
Logical interface lsq-2/2/0.2 (Index 69) (SNMP ifIndex 1598)
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Burst size: 0
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1001                     0 bps
  Transmitted:
    Packets              :                     5                      0 pps
    Bytes                :                  1062                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: ef
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1500                     0 bps
  Transmitted:
    Packets              :                     6                      0 pps
    Bytes                :                  1573                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: af
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                   512                     0 bps
  Transmitted:
    Packets              :                     3                      0 pps
    Bytes                :                   549                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
=========
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show interfaces xe

Syntax show interfaces device-name:type-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<routing-instance (all | instance-name)>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display status information about the specified 10-Gigabit Ethernet interface. This

command does not display statistics for routed VLAN interfaces.

Options device-name:type-fpc/pic/port—(QFabric systems only) The device name is either the

serial number or the alias of the QFabric system component, such as a Node device,

Interconnect device, or QFabric infrastructure. The namemust contain a maximum

of 128 characters and not contain any colons.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

routing-instance (all | instance-name)—(Optional) Display the name of an individual

routing instance or display all routing instances.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

Related
Documentation

Monitoring Interface Status and Traffic on page 309•

• Troubleshooting Network Interfaces on page 1118

• Troubleshooting an Aggregated Ethernet Interface on page 1119

• Junos OS Network Interfaces Library for Routing Devices

List of Sample Output show interfaces on page 2246
show interfaces (Asymmetric Flow Control) on page 2247
show interfaces brief on page 2247
show interfaces detail on page 2247
show interfaces detail (Asymmetric Flow Control) on page 2249
show interfaces extensive on page 2250
show interfaces extensive (Asymmetric Flow Control) on page 2252
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show interfaces terse on page 2254
show interfaces (QFabric System) on page 2254

Output Fields Table 192onpage2239 lists theoutput fields for the showinterfacesxecommand.Output

fields are listed in the approximate order in which they appear.

Table 192: show interfaces xe Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface.Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsDuplex mode of the interface, either Full-Duplex or Half-Duplex.Duplex

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer
Device (LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links
to use existing Ethernet applications.

LAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or
Disabled for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.

NOTE: This field is only displayed if asymmetric flow control is not configured.

Flow control
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsConfigured flowcontrol for the interface transmitbuffers (tx-buffers)and receive
buffers (rx-buffers):

• tx-buffers—On if the interface is configured to respond to Ethernet PAUSE
messages received from the connected peer.

Off if the interface is not configured to respond to receivedPAUSEmessages.

• rx-buffers—On if the interface is configured to generate and send Ethernet
PAUSEmessages to the connected peer.

Off if the interface is not configured to generate and send PAUSEmessages.

NOTE: This field is only displayed if asymmetric flow control is configured.

Configured-flow-
control

All levelsAutonegotiation status: Enabled or Disabled.Auto-negotiation

All levelsRemote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device.Device flags

All levelsInformation about the interface.Interface flags

All levelsInformation about the link.Link flags

All levelsConfigured wavelength, in nanometers (nm).Wavelength

All levelsFrequency associated with the configured wavelength, in terahertz (THz).Frequency

detail extensive noneNumber of CoS queues configured.CoS queues

extensiveNumber of CoS schedulers configured.Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive noneConfigured MAC address.Current address

detail extensive noneHardware MAC address.Hardwareaddress

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour: :minute:second:timezone(hour:minute:second
ago). For example, Last flapped: 2008–01–16 10:52:40 UTC (3d 22:58 ago).

Last flapped

None specifiedInput rate in bits per second (bps) and packets per second (pps).Input Rate

None specifiedOutput rate in bps and pps.Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

NOTE: The bandwidth bps counter is not enabled.

Traffic statistics

extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 sanity checks of the header. For example, a frame with less than
20 bytes of available IP header is discarded. L3 incomplete errors can be
ignored if you configure the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation, so for Gigabit Ethernet PICs, this number should
always remain 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
should never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the router interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.Egress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Egress)

detail extensiveThe CoS queue number and the forwarding classes mapped to the queue
number. TheMapped forwarding class column lists the forwarding classes
mapped to each CoS queue.

Queue Number

extensiveTotal number of ingress queues supported on the specified interface.Ingress queues

extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Ingress)
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
Based on the switch configuration, an alarm can ring the red or yellow alarm
bell on the switch, or turn on the red or yellow alarm LED on the craft interface.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensivePhysical Coding Sublayer (PCS) fault conditions from the LAN PHY device.PCS statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC subsystem.

• Total octets and total packets—Total number of octets and packets. For
Gigabit Ethernet IQ PICs, the received octets count varies by interface type.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—Number of packets that exceeds the configured MTU.

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets), and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not. This counter is not supported on EX Series switches and is always
displayed as 0.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem.

Filter statistics
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Link partner status—OKwhen the Ethernet interface is connected to a device
thatperformsautonegotiationand theautonegotiationprocess is successful.

• Link partner:

• Linkmode—Depending on the capability of the attached Ethernet device,
either Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the remote Ethernet
device. For Fast Ethernet interfaces, the type is None. For Gigabit Ethernet
interfaces, types are Symmetric (link partner supports PAUSE on receive
and transmit),Asymmetric (link partner supportsPAUSEon transmit), and
Symmetric/Asymmetric (link partner supports both PAUSE on receive and
transmit or only PAUSE receive).

• Remote fault—Remote fault information from the link partner—Failure
indicates a receive link error.OK indicates that the link partner is receiving.
Negotiation error indicates a negotiation error.Offline indicates that the
link partner is going offline.

• Local resolution:

• Flow control—Types of flow control supported by the remote Ethernet
device. For Gigabit Ethernet interfaces, types are Symmetric (link partner
supportsPAUSEon receiveandtransmit),Asymmetric (linkpartner supports
PAUSE on transmit), and Symmetric/Asymmetric (link partner supports
both PAUSE on receive and transmit or only PAUSE receive).
For asymmetric PAUSE, shows if the PAUSE transmit and PAUSE receive
states on the interface are enable or disable.

• Remote fault—Remote fault information. Link OK (no error detected on
receive),Offline (local interface is offline), and Link Failure (link error
detected on receive).

Autonegotiation
information
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

PacketForwarding
Engine
configuration

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface.Flags

All levelsEncapsulation on the logical interface.Encapsulation

detail extensive noneProtocol family.Protocol

detail extensiveNumberand rateofbytesandpackets received(input)and transmitted(output)
on the specified interface.

Traffic statistics

extensiveIf IPv6 statics tracking is enabled, number of IPv6 bytes and packets received
and transmitted on the logical interface.

IPv6 transit
statistics

extensiveNumber and rate of bytes and packets destined to and from the switch.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table
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Table 192: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNames of any input filters applied to this interface.Input Filters

detail extensiveNames of any output filters applied to this interface.Output Filters

detail extensiveInformation about protocol family flags.

If unicast Reverse Path Forwarding (uRPF) is explicitly configured on the
specified interface, the uRPF flagappears. If uRPFwas configuredonadifferent
interface (and therefore is enabledonall switch interfaces)butwasnotexplicitly
configuredon thespecified interface, theuRPF flagdoesnotappeareven though
uRPF is enabled.

Flags

detail extensive noneInformation about the address flags.Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneInformation about the address flag.Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

Sample Output

show interfaces

user@switch> show interfaces xe-0/0/1
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
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    Output packets: 0
    Protocol eth-switch, MTU: 0
      Flags: Trunk-Mode

show interfaces (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Protocol eth-switch, MTU: 0
      Flags: Trunk-Mode

show interfaces brief

user@switch> show interfaces xe-0/0/1 brief
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None

  Logical interface xe-0/0/1.0 
    Flags: SNMP-Traps Encapsulation: ENET2
    eth-switch

show interfaces detail

user@switch> show interfaces xe-0/0/1 detail
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
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  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:50 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:14 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
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     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces detail (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1 detail
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:50 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:14 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
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    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces extensive

user@switch> show interfaces xe-0/0/1 extensive
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:03:08 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:32 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets
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    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Prioity :  0                             0                0
    Prioity :  1                             0                0
    Prioity :  2                             0                0
    Prioity :  3                             0                0
    Prioity :  4                             0                0
    Prioity :  5                             0                0
    Prioity :  6                             0                0
    Prioity :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
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    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            75     7500000000    75              0      low    
none
    7 network-control         5      500000000     5              0      low    
none
    8 mcast                  20     2000000000    20              0      low    
none

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces extensive (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1 extensive
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:03:08 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:32 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
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    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Prioity :  0                             0                0
    Prioity :  1                             0                0
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    Prioity :  2                             0                0
    Prioity :  3                             0                0
    Prioity :  4                             0                0
    Prioity :  5                             0                0
    Prioity :  6                             0                0
    Prioity :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue             Bandwidth           Buffer Priority   Limit
                            %            bps     %       usec
    0 best-effort          75     7500000000    75          0      low    none
    7 network-control       5      500000000     5          0      low    none
    8 mcast                20     2000000000    20          0      low    none

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces terse

user@switch> show interfaces xe-0/0/1 terse
Interface               Admin Link Proto    Local                 Remote

xe-0/0/1               up    up  
xe-0/0/1.0             up    up   eth-switch

show interfaces (QFabric System)

user@switch> show interfaces node1:xe-0/0/0
Physical interface: node1:xe-0/0/0, Enabled, Physical link is Down
  Interface index: 129, SNMP ifIndex: 2884086
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
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  Interface flags: Internal: 0x4000
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 02:00:09:03:00:00, Hardware address: 02:00:09:03:00:00
  Last flapped   : Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
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show lacp interfaces

Syntax show lacp interfaces
<interface-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Link Aggregation Control Protocol (LACP) information about the specified

aggregated Ethernet or Gigabit Ethernet interface.

Options none—Display LACP information for all interfaces.

interface-name—(Optional) Display LACP information for the specified interface:

• Aggregated Ethernet—aex

• Gigabit Ethernet—ge-fpc/pic/port

• 10-Gigabit Ethernet—xe-fpc/pic/port

Required Privilege
Level

view

Related
Documentation

Example: Configuring Aggregated Ethernet High-Speed Uplinks Between an EX4200

Virtual Chassis Access Switch and an EX4200 Virtual Chassis Distribution Switch

•

• Example: Configuring Aggregated Ethernet High-Speed Uplinks with LACP Between an

EX4200VirtualChassisAccessSwitchandanEX4200VirtualChassisDistributionSwitch

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Configuring Aggregated Ethernet Links (CLI Procedure)

• Configuring Link Aggregation on page 2019

• Configuring Aggregated Ethernet LACP (CLI Procedure)

• Configuring Aggregated Ethernet LACP on page 2017

• Configuring LACP Link Protection of Aggregated Ethernet Interfaces (CLI Procedure)

• Understanding Aggregated Ethernet Interfaces and LACP

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

• Junos OS Interfaces Fundamentals Configuration Guide

List of Sample Output show lacp interfaces (EX Series Switches) on page 2258
show lacp interfaces (QFX Series) on page 2259

Output Fields Table 184onpage2160 lists theoutput fields for theshowlacpinterfacescommand.Output

fields are listed in the approximate order in which they appear.
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Table 193: show lacp interfaces Output Fields

Field DescriptionField Name

Aggregated Ethernet interface name.Aggregated interface

LACP state information for each aggregated Ethernet interface:

• For a child interface configured with the force-up statement, LACP state displays FUP along with
the interface name.

• Role—Role played by the interface. It can be one of the following:

• Actor—Local device participating in the LACP negotiation.

• Partner—Remote device participating in the LACP negotiation.

• Exp—Expired state. Yes indicates that the actor or partner is in an expired state. No indicates that
the actor or partner is not in an expired state.

• Def—Default.Yes indicates that the actor’s receivemachine is using the default operational partner
information, which is administratively configured for the partner. No indicates that the operational
partner information in use has been received in an LACP PDU.

• Dist—Distribution of outgoing frames. No indicates that the distribution of outgoing frames on the
link is currently disabled and is not expected to be enabled. Otherwise, the value is Yes.

• Col—Collection of incoming frames. Yes indicates that the collection of incoming frames on the
link is currently enabled and is not expected to be disabled. Otherwise, the value is No.

• Syn—Synchronization. If the value is Yes, the link is considered to be synchronized. The link has
been allocated to the correct link aggregation group, the group has been associated with a
compatible aggregator, and the identity of the link aggregation group is consistent with the system
ID and operational key information transmitted. If the value is No, the link is not synchronized. The
link is currently not in the right aggregation.

• Aggr—Ability of the aggregation port to aggregate (Yes) or to operate only as an individual link
(No).

• Timeout—LACP timeout preference. Periodic transmissions of LACP PDUs occur at either a slow
or a fast transmission rate, depending upon the expressed LACP timeout preference (LongTimeout
or Short Timeout).

• Activity—Actor’s or partner’s port activity.Passive indicates theport’s preference for not transmitting
LAC PDUs unless its partner’s control value is Active. Active indicates the port’s preference to
participate in the protocol regardless of the partner’s control value.

LACP State
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Table 193: show lacp interfaces Output Fields (continued)

Field DescriptionField Name

LACP protocol information for each aggregated interface:

• Link state (active or standby) indicated in parentheses next to the interface when link protection
is configured.

• Receive State—One of the following values:

• Current—The state machine receives an LACP PDU and enters the Current state.

• Defaulted—If no LACP PDU is received before the timer for the Current state expires a second
time, the state machine enters the Defaulted state.

• Expired—If no LACP PDU is received before the timer for the Current state expires once, the state
machine enters the Expired state.

• Initialize—When the physical connectivity of a link changes or a Begin event occurs, the state
machine enters the Initialize state.

• LACP Disabled—If the port is operating in half duplex, the operation of LACP is disabled on the
port, forcing the state to LACP Disabled. This state is similar to the Defaulted state, except that
the port is forced to operate as an individual port.

• Port Disabled—If the port becomes inoperable and a Begin event has not occurred, the state
machine enters the Port Disabled state.

• Transmit State—Transmit state of the state machine. The transmit state is one of the following
values:

• Fast periodic—Periodic transmissions are enabled at a fast transmission rate.

• No periodic—Periodic transmissions are disabled.

• Periodic timer—Transitory state entered when the periodic timer expires.

• Slow periodic—Periodic transmissions are enabled at a slow transmission rate.

• Mux State—State of themultiplexer state machine for the aggregation port. The state is one of the
following values:

• Attached—Themultiplexer state machine initiates the process of attaching the port to the
selected aggregator.

• Collecting—Yes indicates that the receive function of this link is enabled with respect to its
participation in an aggregation. Received frames are passed to the aggregator for collection. No
indicates the receive function of this link is not enabled.

• Collectingdistributing—Collectinganddistributing statesaremerged together to formacombined
state (coupled control). Because independent control is not possible, the coupled control state
machine does not wait for the partner to signal that collection has started before enabling both
collection and distribution.

• Detached—Process of detaching the port from the aggregator is in progress.

• Distributing—Yes indicates that the transmit function of this link is enabled with respect to its
participation in an aggregation. Frames can be passed down from the aggregator’s distribution
function for transmission. No indicates the transmit function of this link is not enabled.

• Waiting—Themultiplexer state machine is in a holding process, awaiting an outcome.

LACP Protocol

Sample Output

show lacp interfaces (EX Series Switches)

user@switch> show lacp interfaces ae5
Aggregated interface: ae5
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-2/0/7       Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-2/0/7     Partner    No    No   Yes  Yes  Yes   Yes     Fast    Passive
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      xe-4/0/7       Actor    No    No    No   No   No   Yes     Fast    Active
      xe-4/0/7     Partner    No    No    No  Yes  Yes   Yes     Fast    Passive

      LACP protocol:        Receive State  Transmit State          Mux State 
      xe-2/0/7(Active)          Current   Fast periodic Collecting distributing
      xe-34/0/7(Standby)        Current   Fast periodic            Waiting

show lacp interfaces (QFX Series)

user@switch> show lacp interfaces nodegroup1:ae0 extensive
 Aggregated interface: nodegroup1:ae0
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout    Activity

      node1:xe-0/0/1FUP    Actor    No   Yes    No   No   No   Yes     Fast     
 Active
      node1xe-0/0/1FUP  Partner    No   Yes    No   No   No   Yes     Fast      
Passive
      node2:xe-0/0/2       Actor    No   Yes    No   No   No   Yes     Fast     
 Active
      node2:xe-0/0/2     Partner    No   Yes    No   No   No   Yes     Fast     
 Passive
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      LACP protocol:             Receive State    Transmit State      Mux State
      node1:xe-0/0/1FUP             Current       Fast periodic      Collecting 
distributing
      node2:xe-0/0/2                Current       Fast periodic      Collecting 
distributing 
      node1:xe-0/0/1 (active)       Current       Fast periodic      Collecting 
distributing
      node2:xe-0/0/2 (standby)      Current       Fast periodic      WAITING 
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show lacp statistics interfaces (View)

Syntax show lacp statistics interfaces interface-name

Release Information Commandmodified in Release 10.2 of Junos OS.

Command introduced in Release 11.1 of Junos OS for the QFX Series.

Description Display Link Aggregation Control Protocol (LACP) statistics about the specified

aggregated Ethernet interface or redundant Ethernet interface. If you do not specify an

interface name, LACP statistics for all interfaces are displayed.

Options interface-name—(Optional) Name of an interface.

Required Privilege
Level

view

Related
Documentation

Configuring Link Aggregation on page 2019•

• Verifying the Status of a LAG Interface on page 2148

• VerifyingThat LACP IsConfiguredCorrectly andBundleMembersAreExchangingLACP

Protocol Packets on page 2149

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

• Example: Configuring Link Aggregation with LACP Between a QFX Series Product and

an Aggregation Switch on page 1900

List of Sample Output show lacp statistics interfaces on page 2262
show lacp statistics interfaces (QFX Series) on page 2262
show lacp statistics interfaces (QFabric Systems) on page 2262

Output Fields Table 194 on page 2261 lists the output fields for the show lacp statistics interfaces

command. Output fields are listed in the approximate order in which they appear.

Table 194: show lacp statistics interfaces Output Fields

Field DescriptionField Name

Aggregated interface value.Aggregated interface

LACP statistics provide the following information:

• LACP Rx—LACP received counter that increments for each normal hello.

• LACP Tx—Number of LACP transmit packet errors logged.

• Unknown Rx—Number of unrecognized packet errors logged.

• Illegal Rx—Number of invalid packets received.

LACP Statistics
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Sample Output

show lacp statistics interfaces

user@host> show lacp statistics interfaces ae0
Aggregated interface: ae0
    LACP Statistics:       LACP Rx     LACP Tx   Unknown Rx   Illegal Rx 
      ge-2/0/0                1352        2035            0            0
      ge-2/0/1                1352        2056            0            0
      ge-2/2/0                1352        2045            0            0
      ge-2/2/1                1352        2043            0            0

show lacp statistics interfaces (QFX Series)

user@host> show lacp statistics interfaces ae0
Aggregated interface: ae0
    LACP Statistics:       LACP Rx     LACP Tx   Unknown Rx   Illegal Rx 
      xe-0/0/2                1352        2035            0            0
      xe-0/0/3                1352        2056            0            0

show lacp statistics interfaces (QFabric Systems)

user@host> show lacp statistics interfaces nodegroup1:ae0
Aggregated interface: nodegroup1:ae0
    LACP Statistics:       LACP Rx     LACP Tx   Unknown Rx   Illegal Rx 
      node1:xe-0/0/2                1352        2035            0            0
      node2:xe-0/0/3                1352        2056            0            0
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show redundant-trunk-group

Syntax show redundant-trunk-group <group-name group-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Display information about redundant trunk groups.

Options group-namegroup-name—Display informationabout thespecified redundant trunkgroup.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Redundant Trunk Links for Faster Recovery•

• Example: Configuring Redundant Trunk Links for Faster Recovery on page 2010

• Understanding Redundant Trunk Links on page 1885

List of Sample Output show redundant-trunk-group group-name Group1 on page 2263

Output Fields Table195onpage2263lists theoutput fieldsfor theshowredundant-trunk-groupcommand.

Output fields are listed in the approximate order in which they appear.

Table 195: show redundant-trunk-group Output Fields

Field DescriptionField Name

Name of the redundant trunk port group.Group name

Name of an interface belonging to the trunk port group.Interface

Operating state of the interface.

• Up denotes the interface is up.

• Down denotes the interface is down.

• Pri denotes a primary interface.

• Act denotes an active interface.

State

Date and time at which the advertised link became unavailable, and then, available again.Time of last flap

Total number of flaps since the last switch reboot.Flap count

Sample Output

show redundant-trunk-group group-name Group1

user@switch> show redundant-trunk-group group-name Group1

Group      Interface       State          Time of last flap        Flap
name                                                               Count
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Group1     ge-0/0/45.0     UP/Pri/Act     Never                    0
           ge-0/0/47.0     UP             Never                    0
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show uplink-failure-detection

Syntax show uplink-failure-detection
<group group-name>

Release Information Command introduced in Junos OS Release 11.1 for EX Series switches.

Description Display information about the uplink-failure-detection group, the member interfaces,

and their status.

Options none—Display information about all groups configured for uplink failure detection.

group group-name—(Optional) Display information about the specified group only.

Required Privilege
Level

view

Related
Documentation

Overview of Uplink Failure Detection on page 1841•

• Configuring Interfaces for Uplink Failure Detection on page 2018

• Example: Configuring Interfaces for Uplink Failure Detection on page 1891

List of Sample Output show uplink-failure-detection on page 2265

Output Fields Table196onpage2265liststheoutputfieldsfor theshowuplink-failure-detectioncommand.

Output fields are listed in the approximate order in which they appear.

Table 196: show uplink-failure-detection Output Fields

Field DescriptionField Name

Name of the group.Group

The uplink interface or interfaces configured as link-to-monitor.

NOTE: The asterisk (*) indicates that the link is up.

Uplink

The downlink interface or interfaces configured as link-to-disable.

NOTE: The asterisk (*) indicates that the link is up.

Downlink

Status of uplink failure detection:

• Active—The switch has detected an uplink failure and has brought the downlink down.

• Inactive—The uplink or uplinks are up.

Failure Action

Sample Output

show uplink-failure-detection

user@switch> show uplink-failure-detection
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Group             : group1
Uplink            :  ge-0/0/0*
Downlink          :  ge-0/0/1*
Failure Action    :  Inactive

Group             : group2
Uplink            :  ge-0/0/3.0
Downlink          :  ge-0/0/4.0
Failure Action    :  Active

Monitoring Commands (ELS CLI Only)

• show interfaces irb
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show interfaces irb

Syntax show interfaces irb
<brief | detail | extensive | terse>
<descriptions>
<media>
<routing-instance instance-name>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced in Junos OS Release 12.3R2.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Command introduced in Junos OS Release 13.2 for the QFX Series

Description Display integrated routing and bridging interfaces information.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

routing-instance instance-name—(Optional) Display information for the interface with

the specified SNMP index.

snmp-indexsnmp-index—(Optional)Display information for the interfacewith thespecified

SNMP index.

statistics—(Optional) Display static interface statistics.

Additional Information Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging

and Layer 3 IP routing on the same interface. IRB enables you to route local packets to

another routed interface or to another VLAN that has a Layer 3 protocol configured.

Required Privilege
Level

view

List of Sample Output show interfaces irb extensive on page 2271
show interfaces irb snmp-index on page 2272

Output Fields Table 197onpage2267 lists theoutput fields for the showinterfaces irbcommand.Output

fields are listed in the approximate order in which they appear.

Table 197: show interfaces irb Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the physical interface. Possible values are described in the “Enabled
Field” section under Common Output Fields Description.

Enabled
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Table 197: show interfaces irb Output Fields (continued)

Level of OutputField DescriptionField Name

terseProtocol configured on the interface.Proto

detail extensivenonePhysical interface index number, which reflects its initialization sequence.Interface index

detail extensivenoneSNMP index number for the physical interface.SNMP ifIndex

detail extensivenonePhysical interface type.Type

detail extensive brief
none

Encapsulation being used on the physical interface.Link-level type

detail extensive brief
none

MTU size on the physical interface.MTU

detail extensive briefReference clock source: Internal or External. Always unspecified on IRB
interfaces.

Clocking

detail extensive briefSpeed at which the interface is running. Always unspecified on IRB interfaces.Speed

detail extensive brief
none

Information about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

detail extensive brief
none

Information about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags

detail extensive
none

Physical interface link type: full duplex or half duplex.Link type

detail extensivenoneInformation about the link. Possible values are described in the “Links Flags”
section under Common Output Fields Description.

Link flags

All levelsPhysical interface information.Physical Info

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensivenoneConfigured MAC address.Current address

detail extensivenoneMAC address of the hardware.Hardware address

detail extensiveBackup address of the link.Alternate link
address

detail extensivenoneDate, time, and how long ago the interface went from down to up. The format
is Last flapped: year-month-day hours:minutes:seconds timezone
(hours:minutes:seconds ago). For example, Last flapped: 2002-04-26 10:52:40
PDT (04:33:20 ago).

Last flapped

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared
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Table 197: show interfaces irb Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
physical interface if IPv6 statistics tracking is enabled.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6transitstatistics

detail extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framingerrors—Numberof packets receivedwithan invalid framechecksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that the Junos OS does not handle.

• Resource errors—Sum of transmit drops.

Input errors

detail extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to
up. This number does not normally increment quickly, increasing only when
the cable is unplugged, the far-end system is powered down and up, or
another problem occurs. If the number of carrier transitions increments
quickly (perhaps once every 10 seconds), the cable, the far-end system, or
the DPC is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets droppedby the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• MTU errors—Number of packets whose size exceeded the MTU of the
interface.

• Resource errors—Sum of transmit drops.

Output errors

Logical Interface
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Table 197: show interfaces irb Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the logical interface.Logical interface

detail extensive
none

Indexnumber of the logical interface (which reflects its initialization sequence).Index

detail extensive
none

SNMP interface index number of the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensiveInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

detail extensiveEncapsulation on the logical interface.Encapsulation

detail extensiveSpeed at which the interface is running.Bandwidth

detail extensiveRouting instance IRB is configured under.Routing Instance

detail extensiveBridging domain IRB is participating in.Bridging Domain

detail extensiveNumber and rate of bytes and packets received and transmitted on the logical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6transitstatistics

detail extensiveStatistics for traffic received from and transmitted to the Routing Engine.Local statistics

detail extensiveStatistics for traffic transiting the router.Transit statistics

detail extensiveProtocol family configured on the local interface. Possible values are described
in the “Protocol Field” section under Common Output Fields Description.

Protocol

detail extensiveMaximum transmission unit size on the logical interface.MTU

detail extensive
none

Maximum number of MPLS labels configured for the MPLS protocol family on
the logical interface.

Maximum labels

Copyright © 2014, Juniper Networks, Inc.2270

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 197: show interfaces irb Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensiveRouting table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route table

detail extensiveInformationaboutaddress flags.Possible valuesaredescribed in the “Addresses
Flags” section under Common Output Fields Description.

Addresses, Flags

detail extensiveThe policer that is to be evaluated when packets are received or transmitted
on the interface.

Policer

detail extensiveInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

Sample Output

show interfaces irb extensive

user@host> show interfaces irb extensive
Physical interface: irb, Enabled, Physical link is Up
  Interface index: 129, SNMP ifIndex: 23, Generation: 130
  Type: Ethernet, Link-level type: Ethernet, MTU: 1514, Clocking: Unspecified, 
Speed: Unspecified
  Device flags   : Present Running
  Interface flags: SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 02:00:00:00:00:30, Hardware address: 02:00:00:00:00:30
  Alternate link address: Unspecified
  Last flapped   : Never
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0
   Output bytes  :                    0
   Input  packets:                    0
   Output packets:                    0
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Giants: 0, Policed discards:
 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, MTU errors: 0, Resource errors:
 0

  Logical interface irb.0 (Index 68) (SNMP ifIndex 70) (Generation 143)
    Flags: Hardware-Down SNMP-Traps 0x4000 Encapsulation: ENET2
    Bandwidth: 1000mbps
    Routing Instance: customer_0 Bridging Domain: bd0
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    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 154, Route table: 0
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 10.51.1/24, Local: 10.51.1.2, Broadcast: 10.51.1.255,
        Generation: 155
    Protocol multiservice, MTU: 1500, Generation: 155, Route table: 0
      Flags: Is-Primary
      Policer: Input: __default_arp_policer

show interfaces irb snmp-index

user@host> show interfaces irb snmp-index 25
Physical interface: irb, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 25
  Type: Ethernet, Link-level type: Ethernet, MTU: 1514
  Device flags   : Present Running
  Interface flags: SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Current address: 02:00:00:00:00:30, Hardware address: 02:00:00:00:00:30
  Last flapped   : Never
    Input packets : 0 
    Output packets: 0

  Logical interface irb.0 (Index 68) (SNMP ifIndex 70) 
    Flags: Hardware-Down SNMP-Traps 0x4000 Encapsulation: ENET2
    Bandwidth: 1000mbps
    Routing Instance: customer_0 Bridging Domain: bd0
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: 1500
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 10.51.1/24, Local: 10.51.1.2, Broadcast: 10.51.1.255
    Protocol multiservice, MTU: 1500
      Flags: Is-Primary
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Monitoring Commands (Original CLI Only)

• show interfaces xle
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show interfaces xle

Syntax show interfaces device-name:type-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<routing-instance (all | instance-name)>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display status information about the specified 10-Gigabit Ethernet interface. This

command does not display statistics for routed VLAN interfaces.

Options device-name:type-fpc/pic/port—(QFabric systems only) The device name is either the

serial number or the alias of the QFabric system component, such as a Node device,

Interconnect device, or QFabric infrastructure. The namemust contain a maximum

of 128 characters and not contain any colons.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

routing-instance (all | instance-name)—(Optional) Display the name of an individual

routing instance or display all routing instances.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

Related
Documentation

Monitoring Interface Status and Traffic on page 309•

• Troubleshooting Network Interfaces on page 1118

• Troubleshooting an Aggregated Ethernet Interface on page 1119

• Junos OS Network Interfaces Library for Routing Devices

List of Sample Output show interfaces on page 2282
show interfaces (Asymmetric Flow Control) on page 2283
show interfaces brief on page 2283
show interfaces detail on page 2283
show interfaces detail (Asymmetric Flow Control) on page 2285
show interfaces extensive on page 2286
show interfaces extensive (Asymmetric Flow Control) on page 2288
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show interfaces terse on page 2290
show interfaces (QFabric System) on page 2290

Output Fields Table 192onpage2239 lists theoutput fields for the showinterfacesxecommand.Output

fields are listed in the approximate order in which they appear.

Table 198: show interfaces xe Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface.Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsDuplex mode of the interface, either Full-Duplex or Half-Duplex.Duplex

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer
Device (LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links
to use existing Ethernet applications.

LAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or
Disabled for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.

NOTE: This field is only displayed if asymmetric flow control is not configured.

Flow control
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsConfigured flowcontrol for the interface transmitbuffers (tx-buffers)and receive
buffers (rx-buffers):

• tx-buffers—On if the interface is configured to respond to Ethernet PAUSE
messages received from the connected peer.

Off if the interface is not configured to respond to receivedPAUSEmessages.

• rx-buffers—On if the interface is configured to generate and send Ethernet
PAUSEmessages to the connected peer.

Off if the interface is not configured to generate and send PAUSEmessages.

NOTE: This field is only displayed if asymmetric flow control is configured.

Configured-flow-
control

All levelsAutonegotiation status: Enabled or Disabled.Auto-negotiation

All levelsRemote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device.Device flags

All levelsInformation about the interface.Interface flags

All levelsInformation about the link.Link flags

All levelsConfigured wavelength, in nanometers (nm).Wavelength

All levelsFrequency associated with the configured wavelength, in terahertz (THz).Frequency

detail extensive noneNumber of CoS queues configured.CoS queues

extensiveNumber of CoS schedulers configured.Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive noneConfigured MAC address.Current address

detail extensive noneHardware MAC address.Hardwareaddress

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour: :minute:second:timezone(hour:minute:second
ago). For example, Last flapped: 2008–01–16 10:52:40 UTC (3d 22:58 ago).

Last flapped

None specifiedInput rate in bits per second (bps) and packets per second (pps).Input Rate

None specifiedOutput rate in bps and pps.Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

NOTE: The bandwidth bps counter is not enabled.

Traffic statistics

extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 sanity checks of the header. For example, a frame with less than
20 bytes of available IP header is discarded. L3 incomplete errors can be
ignored if you configure the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation, so for Gigabit Ethernet PICs, this number should
always remain 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
should never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the router interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.Egress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Egress)

detail extensiveThe CoS queue number and the forwarding classes mapped to the queue
number. TheMapped forwarding class column lists the forwarding classes
mapped to each CoS queue.

Queue Number

extensiveTotal number of ingress queues supported on the specified interface.Ingress queues

extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Ingress)
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
Based on the switch configuration, an alarm can ring the red or yellow alarm
bell on the switch, or turn on the red or yellow alarm LED on the craft interface.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensivePhysical Coding Sublayer (PCS) fault conditions from the LAN PHY device.PCS statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC subsystem.

• Total octets and total packets—Total number of octets and packets. For
Gigabit Ethernet IQ PICs, the received octets count varies by interface type.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—Number of packets that exceeds the configured MTU.

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets), and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not. This counter is not supported on EX Series switches and is always
displayed as 0.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem.

Filter statistics
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Link partner status—OKwhen the Ethernet interface is connected to a device
thatperformsautonegotiationand theautonegotiationprocess is successful.

• Link partner:

• Linkmode—Depending on the capability of the attached Ethernet device,
either Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the remote Ethernet
device. For Fast Ethernet interfaces, the type is None. For Gigabit Ethernet
interfaces, types are Symmetric (link partner supports PAUSE on receive
and transmit),Asymmetric (link partner supportsPAUSEon transmit), and
Symmetric/Asymmetric (link partner supports both PAUSE on receive and
transmit or only PAUSE receive).

• Remote fault—Remote fault information from the link partner—Failure
indicates a receive link error.OK indicates that the link partner is receiving.
Negotiation error indicates a negotiation error.Offline indicates that the
link partner is going offline.

• Local resolution:

• Flow control—Types of flow control supported by the remote Ethernet
device. For Gigabit Ethernet interfaces, types are Symmetric (link partner
supportsPAUSEon receiveandtransmit),Asymmetric (linkpartner supports
PAUSE on transmit), and Symmetric/Asymmetric (link partner supports
both PAUSE on receive and transmit or only PAUSE receive).
For asymmetric PAUSE, shows if the PAUSE transmit and PAUSE receive
states on the interface are enable or disable.

• Remote fault—Remote fault information. Link OK (no error detected on
receive),Offline (local interface is offline), and Link Failure (link error
detected on receive).

Autonegotiation
information
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

PacketForwarding
Engine
configuration

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface.Flags

All levelsEncapsulation on the logical interface.Encapsulation

detail extensive noneProtocol family.Protocol

detail extensiveNumberand rateofbytesandpackets received(input)and transmitted(output)
on the specified interface.

Traffic statistics

extensiveIf IPv6 statics tracking is enabled, number of IPv6 bytes and packets received
and transmitted on the logical interface.

IPv6 transit
statistics

extensiveNumber and rate of bytes and packets destined to and from the switch.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table
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Table 198: show interfaces xe Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNames of any input filters applied to this interface.Input Filters

detail extensiveNames of any output filters applied to this interface.Output Filters

detail extensiveInformation about protocol family flags.

If unicast Reverse Path Forwarding (uRPF) is explicitly configured on the
specified interface, the uRPF flagappears. If uRPFwas configuredonadifferent
interface (and therefore is enabledonall switch interfaces)butwasnotexplicitly
configuredon thespecified interface, theuRPF flagdoesnotappeareven though
uRPF is enabled.

Flags

detail extensive noneInformation about the address flags.Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneInformation about the address flag.Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

Sample Output

show interfaces

user@switch> show interfaces xe-0/0/1
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
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    Output packets: 0
    Protocol eth-switch, MTU: 0
      Flags: Trunk-Mode

show interfaces (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Protocol eth-switch, MTU: 0
      Flags: Trunk-Mode

show interfaces brief

user@switch> show interfaces xe-0/0/1 brief
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None

  Logical interface xe-0/0/1.0 
    Flags: SNMP-Traps Encapsulation: ENET2
    eth-switch

show interfaces detail

user@switch> show interfaces xe-0/0/1 detail
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
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  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:50 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:14 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
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     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces detail (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1 detail
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:02:50 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:14 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
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    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces extensive

user@switch> show interfaces xe-0/0/1 extensive
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Flow control: Disabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:03:08 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:32 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets
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    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Prioity :  0                             0                0
    Prioity :  1                             0                0
    Prioity :  2                             0                0
    Prioity :  3                             0                0
    Prioity :  4                             0                0
    Prioity :  5                             0                0
    Prioity :  6                             0                0
    Prioity :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
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    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            75     7500000000    75              0      low    
none
    7 network-control         5      500000000     5              0      low    
none
    8 mcast                  20     2000000000    20              0      low    
none

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces extensive (Asymmetric Flow Control)

user@switch> show interfaces xe-0/0/1 extensive
Physical interface: xe-0/0/1, Enabled, Physical link is Up
  Interface index: 49195, SNMP ifIndex: 591, Generation: 169
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: 
Disabled,
  Configured-flow-control  tx-buffers: off  rx-buffers: on 
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:1d:b5:f7:4e:e1, Hardware address: 00:1d:b5:f7:4e:e1
  Last flapped   : 2011-06-01 00:42:03 PDT (00:03:08 ago)
  Statistics last cleared: 2011-06-01 00:44:39 PDT (00:00:32 ago)
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
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    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 12 supported, 9 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 fc7                            0                    0                    0

    2 no-loss                        0                    0                    0

    3 fcoe                           0                    0                    0

    4 fc4                            0                    0                    0

    5 fc5                            0                    0                    0

    6 fc6                            0                    0                    0

    7 network-cont                   0                    0                    0

    8 mcast                          0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   fc7
    2                   no-loss
    3                   fcoe
    4                   fc4
    5                   fc5
    6                   fc6
    7                   network-control
    8                   mcast
  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  MAC Priority Flow Control Statistics:
    Prioity :  0                             0                0
    Prioity :  1                             0                0
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    Prioity :  2                             0                0
    Prioity :  3                             0                0
    Prioity :  4                             0                0
    Prioity :  5                             0                0
    Prioity :  6                             0                0
    Prioity :  7                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 1, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue             Bandwidth           Buffer Priority   Limit
                            %            bps     %       usec
    0 best-effort          75     7500000000    75          0      low    none
    7 network-control       5      500000000     5          0      low    none
    8 mcast                20     2000000000    20          0      low    none

  Logical interface xe-0/0/1.0 (Index 73) (SNMP ifIndex 523) (Generation 143)
    Flags: SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol eth-switch, MTU: 0, Generation: 170, Route table: 0
      Flags: Trunk-Mode

show interfaces terse

user@switch> show interfaces xe-0/0/1 terse
Interface               Admin Link Proto    Local                 Remote

xe-0/0/1               up    up  
xe-0/0/1.0             up    up   eth-switch

show interfaces (QFabric System)

user@switch> show interfaces node1:xe-0/0/0
Physical interface: node1:xe-0/0/0, Enabled, Physical link is Down
  Interface index: 129, SNMP ifIndex: 2884086
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Duplex: Full-Duplex, BPDU
 Error: None, MAC-REWRITE Error: None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
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  Interface flags: Internal: 0x4000
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 02:00:09:03:00:00, Hardware address: 02:00:09:03:00:00
  Last flapped   : Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
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CHAPTER 26

Troubleshooting

• Troubleshooting Procedures on page 2293

Troubleshooting Procedures

• Troubleshooting an Aggregated Ethernet Interface on page 2293

• Troubleshooting Multichassis Link Aggregation on page 2293

• Troubleshooting Network Interfaces on page 2299

Troubleshooting an Aggregated Ethernet Interface

Problem The show interfaces terse command shows that the LAG is down.

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that a LAG is part of family ethernet-switching (Layer 2 LAG)or family inet (Layer

3 LAG).

• Verify that the LAGmember is connected to the correct LAG at the other end.

• Verify that the LAGmembers belong to the same switch.

Related
Documentation

Verifying the Status of a LAG Interface on page 2148•

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

TroubleshootingMultichassis Link Aggregation

Use the following information to troubleshootmultichassis linkaggregationconfiguration.

• MACAddressesLearnedonMC-AE InterfacesAreNotRemoved fromtheMACAddress

Table on page 2294

• MC-LAG Peer Does Not Go into Standby Mode on page 2295
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• Secondary MC-LAG Peer with Status Control Set to Standby Becomes

Inactive on page 2295

• Redirect Filters Take Priority over User-Defined Filters on page 2295

• Operational Command Output Is Wrong on page 2295

• ICCP Connection Might Take Up to 60 Seconds to Become Active on page 2296

• MAC Address Age Learned on an MC-AE Interface Is Reset to Zero on page 2296

• MAC Address Is Not Learned Remotely in a Default VLAN on page 2296

• Snooping Entries Learned on MC-AE Interfaces Are Not Removed on page 2296

• ICCPDoes Not ComeUpAfter You Add or Delete an Authentication Key on page 2297

• Local Status Is StandbyWhen It Should Be Active on page 2297

• Packets Loop on the Server When ICCP Fails on page 2297

• BothMC-LAGPeersUse theDefaultSystem IDAfter aRebootor an ICCPConfiguration

Change on page 2297

• No Commit Checks Are Done for ICL-PL Interfaces on page 2297

• Double Failover Scenario on page 2298

• Multicast Traffic Floods the VLANWhen the ICL-PL Interface Goes Down and

Up on page 2298

• Layer 3 Traffic Sent to the StandbyMC-LAG Peer Is Not Redirected to Active MC-LAG

Peer on page 2298

• AE Interfaces Go Down on page 2298

• Flooding of Upstream Traffic on page 2298

MACAddresses Learned onMC-AE Interfaces Are Not Removed from theMAC
Address Table

Problem When both of the mulitchassis aggregated Ethernet (MC-AE) interfaces on both

connectedmultichassis link aggregation group (MC-LAG) peers are down, the MAC

addresses learnedon theMC-AE interfacesarenot removed fromtheMACaddress table.

For example, if you disable the MC-AE interface (ae0) on both MC-LAG peers by issuing

the set interfaces ae0 disable command and commit the configuration, the MAC table

still shows theMACaddresses asbeing learnedon theMC-AE interfacesof bothMC-LAG

peers:

user@switchA> show ethernet-switching table
Ethernet-switching table: 6 entries, 2 learned, 0 persistent entries
  VLAN             MAC address       Type         Age Interfaces
  v10               *                 Flood          - All-members
  v10               00:10:94:00:00:01 Learn(L)     3:55 ae0.0 (MCAE)
  v10               00:10:94:00:00:02 Learn(R)        0 xe-0/0/9.0
  v20               *                 Flood          - All-members
  v30               *                 Flood          - All-members
  v30               84:18:88:de:b1:2e Static         - Router

user@switchB> show ethernet-switching table
Ethernet-switching table: 6 entries, 2 learned, 0 persistent entries
  VLAN             MAC address       Type         Age Interfaces
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  v10               *                 Flood          - All-members
  v10               00:10:94:00:00:01 Learn(R)        0 ae0.0 (MCAE)
  v10               00:10:94:00:00:02 Learn         40 xe-0/0/10.0
  v20               *                 Flood          - All-members
  v30               *                 Flood          - All-members
  v30               84:18:88:df:83:0a Static         - Router

Solution This is expected behavior.

MC-LAG Peer Does Not Go into StandbyMode

Problem Amultichassis link aggregation group (MC-LAG) peer does not go into standbymode if

the MC-LAG peer IP address specified in the Interchassis Control Protocol (ICCP)

configuration and the IP address specified in the multichassis protection configuration

are different.

Solution To prevent failure to enter standbymode, make sure the peer IP address in the ICCP

configurations and the IPaddress inmultichassis protection configurations are the same.

Secondary MC-LAG Peer with Status Control Set to Standby Becomes Inactive

Problem When the interchassis control link-protection link (ICL-PL) andmultichassis aggregated

Ethernet (MC-AE) interfaces godownon theprimarymultichassis link aggregation group

(MC-LAG) peer, the secondary MC-LAG peer’s MC-AE interfaces with status control set

to standby become inactive instead of active.

Solution This is expected behavior.

Redirect Filters Take Priority over User-Defined Filters

Problem Multichassis link aggregation group (MC-LAG) implicit failover redirection filters take

precedence over user-configured explicit filters. This is expected behavior.

Solution This is expected behavior.

Operational CommandOutput IsWrong

Problem After you deactivate the Interchassis Control Protocol (ICCP), the show iccp operational

command output still shows registered client daemons, such as mcsnoopd, lacpd, and

eswd.

For example:

user@switch> show iccp
Client Application: MCSNOOPD
  Redundancy Group IDs Joined: None

Client Application: lacpd
  Redundancy Group IDs Joined: 1 

2295Copyright © 2014, Juniper Networks, Inc.

Chapter 26: Troubleshooting



Client Application: eswd
  Redundancy Group IDs Joined: 1 

The show iccp commandoutput always shows registeredmodules regardless ofwhether

or not ICCP peers are configured.

Solution This is expected behavior.

ICCP ConnectionMight Take Up to 60 Seconds to Become Active

Problem When the Interchassis Control Protocol (ICCP) configuration and the routed VLAN

interface (RVI) configuration are committed together, the ICCP connection might take

up to 60 seconds to become active.

Solution This is expected behavior.

MACAddress Age Learned on anMC-AE Interface Is Reset to Zero

Problem When you activate and then deactivate an interchassis control link-protection link

(ICL-PL), theMACaddressage learnedon themultichassis aggregatedEthernet (MC-AE)

interface is reset to zero. The next-hop interface changes trigger MAC address updates

in thehardware,which then triggersagingupdates in thePacketForwardingEngine (PFE).

The result is that the MAC address age is updated to zero.

For example, the ICL-PL has been deactivated, and the show ethernet-switching table

command output shows that the MAC addresses have an age of 0.

user@switch> show ethernet-switching table
Ethernet-switching table: 3 entries, 2 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  v100              *                 Flood          - All-members
  v100              00:10:00:00:00:01 Learn(L)     0 ae0.0 (MCAE)
  v100              00:10:00:00:00:02 Learn(L)     0 ae0.0 (MCAE)

Solution This is expected behavior.

MACAddress Is Not Learned Remotely in a Default VLAN

Problem If a multichassis link aggregation group (MC-LAG) peer learns a MAC address in the

default VLAN, the Interchassis Control Protocol (ICCP) does not synchronize the MAC

address with the MAC address of the other MC-LAG peer.

Solution This is expected behavior.

Snooping Entries Learned onMC-AE Interfaces Are Not Removed

Problem Whenmultichassis aggregated Ethernet (MC-AE) interfaces are configured on a VLAN

that is enabled for multicast snooping, the membership entries learned on the MC-AE

interfaces on the VLANare not clearedwhen theMC-AE interfaces go down. This is done

to speed up convergence time when the interfaces come up, or come up and go down.
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Solution This is expected behavior.

ICCP Does Not ComeUp After You Add or Delete an Authentication Key

Problem The Interchassis Control Protocol (ICCP) connection is not established when you add

an authentication key and then delete it only at the global ICCP level. However,

authentication works correctly at the ICCP peer level.

Solution Delete the ICCP configuration , and then add the ICCP configuration.

Local Status Is StandbyWhen It Should Be Active

Problem If the multichassis aggregated Ethernet (MC-AE) interface is down when the state

machine is in a synchronized state, the multichassis link aggregation group (MC-LAG)

peer local status is standby. If the MC-AE interface goes down after the state machine

is in an active state, then the local status remains active, and the local state indicates

that the interface is down.

Solution This is expected behavior.

Packets Loop on the ServerWhen ICCP Fails

Problem When you enable backup liveness detection for a multichassis link aggregation group

(MC-LAG), and the backup liveness detection packets are lost because of a temporary

failureon theMC-LAG, thenbothof thepeers in theMC-LAGremainactive. If this happens,

both of the MC-LAG peers send packets to the connected server.

Solution This is expected behavior.

BothMC-LAG Peers Use the Default System ID After a Reboot or an ICCP
Configuration Change

Problem After a reboot or after a new Interchassis Control Protocol (ICCP) configuration has been

committed, and the ICCP connection does not become active, the Link Aggregation

ControlProtocol (LACP)messages transmittedover themultichassisaggregatedEthernet

(MC-AE) interfaces use the default system ID. The configured system ID is used instead

of the default system ID only after the MC-LAG peers synchronize with each other.

Solution This is expected behavior.

No Commit Checks Are Done for ICL-PL Interfaces

Problem There are no commit checks on the interface being configured as an interchassis control

link-protection link (ICL-PL), so youmust provide a valid interface name for the ICL-PL.

Solution This is expected behavior.
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Double Failover Scenario

Problem If the following events happen in this exact order—the Interchassis Control Protocol

(ICCP) goes down, and themultichassis aggregated Ethernet (MC-AE) interface on the

multichassis link aggregation group (MC-LAG)peer in activemodegoes down—adouble

failover occurs. In this scenario, theMC-LAG peer in standbymode does not detect what

happens on the active MC-LAG peer. The MC-LAG peer in standbymode operates as if

the MC-AE interface on the MC-LAG in active mode were up and blocks the interchassis

control protocol-protection link (ICL-PL) traffic. The ICL-PL traffic is not forwarded.

Solution This is expected behavior.

Multicast Traffic Floods the VLANWhen the ICL-PL Interface Goes Down andUp

Problem When the interchassis control link-protection link (ICL-PL) goes down and up, multicast

traffic is flooded to all of the interfaces in theVLAN. ThePacket Forwarding Engine (PFE)

flag Ip4McastFloodMode for the VLAN is changed toMCAST_FLOOD_ALL. This problem

only occurswhen amultichassis link aggregation group (MC-LAG) is configured for Layer

2.

Solution This is expected behavior.

Layer 3 Traffic Sent to the StandbyMC-LAG Peer Is Not Redirected to Active
MC-LAG Peer

Problem When the Interchassis Control Protocol (ICCP) is down, the status of a remote MC-LAG

peer is unknown. Even if the MC-LAG peer is configured as standby, the traffic is not

redirected to this peer because it is assumed that this peer is down.

Solution This is expected behavior.

AE Interfaces Go Down

Problem When amultichassis aggregated Ethernet (MC-AE) interface is converted to an

aggregated Ethernet (AE) interface, it retains someMC-AE properties. For example, the

AE interface might retain the administrative key of the MC-AE. When this happens, the

AE interface goes down.

Solution Restart theLinkAggregationControlProtocol (LACP)on themultichassis linkaggregation

group (MC-LAG) peer hosting the AE interface to bring up the AE interface. Restarting

LACP removes the MC-AE properties of the AE interface.

Flooding of Upstream Traffic

Problem WhenMACsynchronization is enabled, themultichassis linkaggregationgroup (MC-LAG)

peer can resolveAddressResolutionProtocol (ARP)entries for theMC-LAG routedVLAN

interface (RVI)with either of theMC-LAGpeerMACaddresses. If the downstream traffic

is sent with one MAC address (MAC1) but the peer has resolved the MAC address with
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a different MAC address (MAC2), the MAC2 address might not be learned by any of the

access layer switches. Flooding of the upstream traffic for theMAC2 addressmight then

occur.

Solution Make sure that downstream traffic is sent from theMC-LAGpeers periodically to prevent

the MAC addresses from aging out.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Example: Configuring Multichassis Link Aggregation on page 1904

• Configuring Multichassis Link Aggregation on page 2022

Troubleshooting Network Interfaces

The interface on the port in which an SFP or SFP+ transceiver is installed in an
SFP or SFP+module is down

Problem The QFX Series has an SFP or SFP+module installed. The interface on the port in which

an SFP or SFP+ transceiver is installed is down.

When you check the status with the CLI command show interfaces interface-name , the

disabled port is not listed.

Cause By default, the SFP or SFP+module operates in the 10-Gigabit Ethernet mode and

supports onlySFPorSFP+ transceivers. Theoperatingmode for themodule is incorrectly

set.

Solution Only SFP or SFP+ transceivers can be installed in SFP or SFP+modules. Youmust

configure theoperatingmodeof theSFPorSFP+module tomatch the typeof transceiver

you want to use. For SFP+ transceivers, configure 10-Gigabit Ethernet operating mode.
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PART 9

Routing Options

• Overview on page 2303

• Configuration on page 2309

• Administration on page 2441

• Troubleshooting on page 2627
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CHAPTER 27

Overview

• Routing Options Overview on page 2303

Routing Options Overview

• Overview of Routing Options on page 2303

• Understanding Virtual Router Routing Instances on page 2304

• Understanding Distributed Periodic Packet Management on page 2304

• Understanding Bidirectional Forwarding Detection (BFD) on page 2305

• Understanding the Unified Forwarding Table on page 2305

Overview of Routing Options

In addition to dynamic routing protocols, you can configure static routing on QFX Series

switches. You can also configure a variety of protocol-independent routing properties,

such as

• Per-packet load balancing (equal cost multipath routing)

• Autonomous system numbers

• Autonomous system confederation members

• Router identifiers

• Routing table groups

• Multicast scoping

Related
Documentation

Understanding Distributed Periodic Packet Management on page 2304•

• Understanding Virtual Router Routing Instances on page 2304
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Understanding Virtual Router Routing Instances

Virtual router routing instances allow administrators to divide a QFX Series switch into

multiple independent virtual routers, eachwith its own routing table. Virtual router routing

instances enable you to isolate traffic without using multiple devices to segment your

network. You can create routing instances for unicast routing protocols and PIM sparse

mode.

Each virtual router routing instance consists of sets of the following:

• Routing tables

• Interfaces that belong to these routing tables

• Routing protocol configurations

• Routing option configurations

You can use virtual router routing instances to isolate customer traffic on a network and

tobindcustomer-specific routing instances tocustomer-owned interfaces. Each interface

can belong to only one routing instance. QFX 3500 andQFX3600 switches and QFabric

systems support as many as 256 virtual router routing instances. QFX 5100 switches

support as many as 512 virtual router routing instances.

Related
Documentation

Configuring Virtual Router Routing Instances on page 2313•

Understanding Distributed Periodic Packet Management

Periodic packet management (PPM) is responsible for processing a variety of

time-sensitive periodic tasks for particular processes so that other processes on theQFX

Series canmore optimally direct their resources. PPM is responsible for the periodic

transmission of packets on behalf of its various client processes, which include the

processes that control the Link Aggregation Control Protocol (LACP) and Bidirectional

Forwarding Detection (BFD) protocol, and also for receiving packets on behalf of these

client processes. PPM also gathers some statistics and sends process-specific packets.

PPM cannot be disabled and is always running on any operational switch.

The responsibility for PPM processing on the switch is distributed between the Routing

Engineand theaccess interfaces for all protocols thatusePPMbydefault. Thisdistributed

model provides a faster response time for protocols that use PPM than the response

time provided by the nondistributedmodel.

If distributed PPM is disabled, the PPM process runs on the Routing Engine only.

You can disable distributed PPM for all protocols that use PPM. You can also disable

distributed PPM for LACP packets only.

BESTPRACTICE: Wegenerally recommend that youdisabledistributedPPM
only if Juniper Networks Customer Service advises you to do so. You should
disable distributed PPM only if you have a compelling reason to disable it.
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Related
Documentation

Configuring Distributed Periodic Packet Management on page 2312•

Understanding Bidirectional Forwarding Detection (BFD)

The Bidirectional Forwarding Detection (BFD) protocol is a simple mechanism that

detects failures in a network and works in a wide variety of network environments and

topologies. InBFDoperation, switchesexchangesBFDhellopacketsata specified interval

and detect a neighbor failure if they do not receive a reply after a specified interval. The

BFD failure detection timers support shorter time limits than the static route failure

detection mechanisms, so they can provide faster detection of failures.

To configure faster failure detection, use lower BFD timer values. The timers can

automatically adapt toahigher value if anadjacency fails, and theyalsoadapt toahigher

value when a BFD session flap occurs more than three times in a span of 15 seconds. In

this case, a back-off algorithm increases the receive interval by two if the local BFD

instance is the reason for the session flap and increases the transmission interval by two

if the remote BFD instance is the reason for the session flap.

You can use the clear bfd adaptation command to return BFD interval timers to their

configured values. This command is hitless, meaning that it does not affect traffic flow.

NOTE: QFX switches do not support BFD timer values of less than 1 second.

Related
Documentation

Examples: Configuring BFD for Static Routes on page 2315•

• Example: Configuring BFD Authentication for Static Routes on page 2330

Understanding the Unified Forwarding Table

On the QFX5100 switch, you can control the allocation of forwarding table memory

available to store the following:

• MAC addresses

• Layer 3 host entries

• Longest prefix match (LPM) table entries

This feature gives you the flexibility to configure your QFX5100 tomatch the needs of

your particular network environment.

You configure the mix that best meets your needs by choosing the appropriate profile.

Table 122 on page 1416 lists the profiles you can choose and the associatedmaximum

values for each type of table entry.
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Table 199: Unified Forwarding Table Profiles

LPMTableHost Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

IPv6
Entries
(prefix
<= 64)

IPv4
Entries

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

8K16K4K4K8K8K8K16K288Kl2-profile-one

8K16K20K20K40K40K40K80K224Kl2-profile-two

8K16K36K36K72K72K72K144K160Kl2-profile-three
(default)

8K16K52K52K104K104K104K208K96Kl3-profile

64K128K4K4K8K8K8K16K32Klpm-profile
(Do not
use for
IPv6)

Note that if the host or LPM table stores the maximum number of entries for any given

type, the entire shared table is full and is unable toaccommodateanyentries of anyother

type. As you can see, different entry types occupy different amounts of memory. For

example, an IPv6 unicast address occupies twice as muchmemory as an IPv4 unicast

address, and an IPv6multicast address occupies four times asmuchmemory as an IPv4

unicastaddress. Table 123onpage 1416 lists various valid combinations that thehost table

can store if you use the l2-profile-one profile. Each row in the table represents a case in

which the host table is full and cannot accommodate any more entries.

Table 200: Example Host Table Combinations Using l2-profile-one

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

0000016K

00002K12K

0022012K

00004K8K

00222K4K

1K1K004K0

TheLPMtable isalsosharedandthesameprinciplesapply.Table 124onpage 1417provides

examplesof valid combinations that theLPMtable canstore, alsousing the l2-profile-one

profile. Once again, each row in the table represents a case in which the table is full and

cannot accommodate any more entries.
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Table 201: Example LPM Table Combinations Using l2-profile-one

IPv6 Entries (prefix <= 64)IPv4 entries

016K

8K0

4K8K

6K4K

NOTE: If you want to usemore than 16 IPv6 addresses with prefix lengths
greater than 64, youmust follow the instructions at “Configuring the Unified
Forwarding Table” on page 1548. As that topic explains, if you increase the
number of addresses with prefix lengths greater than 64, you reduce the
amountofLPM-tablememoryavailable tostore IPv6addresseswithprefixes
less than or equal to 64.

Related
Documentation

• Configuring the Unified Forwarding Table on page 1548
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CHAPTER 28

Configuration

• Configuration Tasks on page 2309

• Configuration Examples on page 2315

• Configuration Statements on page 2338

Configuration Tasks

• Configuring Static Routing on page 2310

• Configuring Per-Packet Load Balancing on page 2310

• Configuring Distributed Periodic Packet Management on page 2312

• Configuring Virtual Router Routing Instances on page 2313

• Configuring the Unified Forwarding Table on page 2314
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Configuring Static Routing

Static routes are routes that are manually configured and entered into the routing table.

The switch uses static routes:

• When the switch does not have a route to a destination that has a better (lower)

preference value. The preference is an arbitrary value in the range from 0 through 255

that the software uses to rank routes received from different protocols, interfaces, or

remote systems. The routing protocol process generally determines the active route

by selecting the route with the lowest preference value. In the given range, 0 is the

lowest and 255 is the highest.

• When the switch cannot determine the route to a destination.

• When the switch is forwarding unroutable packets.

To configure basic static route options using the CLI:

• To configure the switch's default gateway:

[edit]
user@switch# set routing–options static route 0.0.0.0/0 next-hop 10.0.1.1

• To configure a static route and specify the next address to be usedwhen routing traffic

to the static route:

[edit]
user@switch# set routing-options static route 20.0.0.0/24 next-hop 10.0.0.2.1

• To always keep the static route in the forwarding table:

[edit]
user@switch# set routing-options static route 20.0.0.0/24 retain

• To prevent the static route from being readvertised:

[edit]
user@switch# set routing-options static route 20.0.0.0/24 no-readvertise

• To remove inactive routes from the forwarding table:

[edit]
user@switch# set routing-options static route 20.0.0.0/24 active

Related
Documentation

Monitoring Routing Information on page 2441•

Configuring Per-Packet Load Balancing

When there are multiple equal-cost paths to the same destination for the active route,

Junos OS chooses one of the next-hop addresses to install into the forwarding table in

a random fashion by default. Whenever the set of next hops for a destination changes

in any way, the next-hop address is chosen again, also in a random fashion.

You can configure Junos OS so that, for the active route, all next-hop addresses for a

destination are installed in the forwarding table. This is called per-packet load balancing.

You can use this feature to spread traffic across multiple paths.
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When per-packet load balancing is configured, traffic is divided into individual flows (up

to amaximum of 16). Packets for an individual flow are sent out a single interface. To

determine flows, the switch examines each of the following packet fields:

• Source IP address

• Destination IP address

• Protocol

• Source port number

• Destination port number

• Source interface index

• Type of service (ToS)

The switch recognizes packets inwhich all of these parameters are identical and ensures

that these packets are sent out through the same interface. This prevents problems that

might otherwise occur with packets arriving at their destination out of their original

sequence.

NOTE: Load balancing is not supported onmanagement interfaces.

The following steps shows how to configure per-packet load balancing:

1. Define a load-balancing routing policy by including one or more policy-statement

statements at the [edit policy-options] hierarchy level, defining an action of

load-balance per-packet:

policy-statement policy-name {
from {
match-conditions;
route-filter destination-prefix match-type <actions>;
prefix-list name;

}
then {
load-balance per-packet;

}
}

2. Apply the policy to routes exported from the routing table to the forwarding table. To

do this, include the forwarding-table and export statements:

forwarding-table {
export policy-name;

}

When you enable per-packet load balancing on a QFabric system, packets might be

switched across the fabric even though there is a local port with a same-cost route to

thedestination. For example, if per-packet loadbalancing is enabledandapacket arrives

at network Node device A, itmight be switched to network Node device B and forwarded

from there even if there is a same-cost route through a port on Node device A to the

destination. In this case, traffic transits the fabric needlessly. you can configure aQFabric
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system to choose a locally switched route if one is available. To enable this feature,

include the ecmp-do-local-lookup statement at the [edit forwarding-options] hierarchy

level.

Related
Documentation

Examples: Configuring Per-Packet Load Balancing on page 2315•

Configuring Distributed Periodic Packet Management

Periodic packet management (PPM) is responsible for processing a variety of

time-sensitiveperiodic tasksso thatotherprocesseson theQFXSeriescanmoreoptimally

direct their resources.

The responsibility for PPM processing on the switch is distributed between the Routing

Engineand theaccess interfaces for all protocols thatusePPMbydefault. Thisdistributed

model provides a faster response time for protocols that use PPM than the response

time provided by the nondistributedmodel.

If distributed PPM is disabled, the PPM process runs on the Routing Engine only.

You can disable distributed PPM for all protocols that use PPM. You can also disable

distributed PPM for Link Aggregation Control Protocol (LACP) packets only.

BESTPRACTICE: Wegenerally recommend that youdisabledistributedPPM
only if Juniper Networks Customer Service advises you to do so. You should
disable distributed PPM only if you have a compelling reason to disable it.

This topic describes:

• Disabling or Enabling Distributed Periodic Packet Management Globally on page 2312

• Disabling or Enabling Distributed Periodic Packet Management for LACP

Packets on page 2312

Disabling or Enabling Distributed Periodic Packet Management Globally

Distributed PPM is enabled by default. Disable distributed PPM if you need to move all

PPMprocessing to theRoutingEngine. EnabledistributedPPM if itwaspreviouslydisabled

and you need to run distributed PPM.

To disable distributed PPM:

[edit routing-options]
user@switch# set ppm no-delegate-processing

To enable distributed PPM if it was previously disabled:

[edit routing-options]
user@switch# delete ppm no-delegate-processing

Disablingor EnablingDistributedPeriodicPacketManagement for LACPPackets

Distributed PPM is enabled by default. Disable distributed PPM for only LACP packets if

you need to move all PPM processing for LACP packets to the Routing Engine.
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To disable distributed PPM for LACP packets:

[edit protocols]
user@switch# set lacp ppm centralized

To enable distributed PPM for LACP packets if it was previously disabled:

[edit protocols]
user@switch# delete lacp ppm centralized

Related
Documentation

Understanding Distributed Periodic Packet Management on page 2304•

• Understanding Aggregated Ethernet Interfaces and LACP on page 1843

Configuring Virtual Router Routing Instances

Usevirtual router routing instances todivideaQFXSeries switch intomultiple independent

virtual routers, each with its own routing table. Virtual router routing instances enable

you to isolate traffic without using multiple devices to segment your network. You can

create routing instances for unicast routing protocols and PIM sparse mode.

To configure virtual router routing instances:

1. Create a routing instance:

[edit routing-instances]user@switch# set routing-instance-nameinstance-typevirtual-router

NOTE: The default routing instance,master, refers to themain inet.0

routing table. Themaster routing instance is reserved and cannot be
specified as a routing instance.

2. Bind each routing instance to the corresponding interfaces:

[edit routing-instances]user@switch# set routing-instance-name interface
device-name:type-fpc/pic/port.logical-unit-number

NOTE:
• Youmust bind routing instances to interfaces from the Node devices
assigned to the network Node group only. If you try to bind routing
instances to interfaces from the Node devices assigned to server Node
groups, the configuration does not commit.

• You can bind an interface to one routing instance only.

3. Create each of the logical interfaces bound to each routing instance:

[edit interfaces]user@switch# set device-name:type-fpc/pic/port unit logical-unit-number
family inet address ip-address

NOTE: Donotcreatea logical interfaceusing the familyethernet-switching

option in this step. Bindingan interfaceusing the familyethernet-switching

option to a routing instance can cause the interface to shut down.
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4. (Optional) Configure routing protocols for the routing instance at the [edit

routing-instances routing-instance-name protocols] hierarchy level.

5. (Optional) Configure routing options for the routing instance at the [edit

routing-instances routing-instance-name routing-options] hierarchy level.

Related
Documentation

Understanding Virtual Router Routing Instances on page 2304•

• Understanding Interfaces on the QFabric System

• Understanding Node Groups

• Verifying That Virtual Router Routing Instances AreWorking on page 2442

Configuring the Unified Forwarding Table

On the QFX5100 switch, you can control the allocation of memory available to store the

following:

• MAC addresses

• Layer 3 host entries

• Longest prefix match table entries

You configure the mix that best meets your needs by choosing the appropriate profile.

Table 135onpage 1548 lists theprofiles youcanchooseand theassociatedvalues for each

type of entry.

Table 202: Unified Forwarding Table Profiles

MaximumNumber of LPM
Table Entries

MaximumNumber of
Layer 3 Hosts

MaximumNumber ofMAC
Addresses

Profile Name

16K16K288Kl2-profile-one

16K80K224Kl2-profile-two

16K144K160Kl2-profile-three

16K120K96Kl3-profile

128K208K32Klpm-profile

To configure the profile that you want, enter and commit the following statement:

[edit]
user@switch# set forwarding–options chassis profile-name

The settings for l2-profile-three are configured by default. That is, if you do not enter a

set forwarding–options chassis profile-name statement, these settings are configured.

Related
Documentation

•
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Configuration Examples

• Examples: Configuring Per-Packet Load Balancing on page 2315

• Examples: Configuring BFD for Static Routes on page 2315

• Example: Configuring BFD Authentication for Static Routes on page 2330

Examples: Configuring Per-Packet Load Balancing

Perform per-packet load balancing for all routes:

[edit]
policy-options {
policy-statement load-balancing-policy {
then {
load-balance per-packet;

}
}

}
routing-options {
forwarding-table {
export load-balancing-policy;

}
}

Perform per-packet load balancing for a limited set of routes:

[edit]
policy-options {
policy-statement load-balancing-policy {
from {
route-filter 192.168.10/24 orlonger;
route-filter 9.114/16 orlonger;

}
then {
load-balance per-packet;

}
}

}
routing-options {
forwarding-table {
export load-balancing-policy;

}
}

Related
Documentation

Configuring Per-Packet Load Balancing on page 2310•

Examples: Configuring BFD for Static Routes

• Understanding BFD for Static Routes on page 2316

• Example: Configuring BFD for Static Routes on page 2319

• Example: Enabling BFD on Qualified Next Hops in Static Routes on page 2325
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Understanding BFD for Static Routes

TheBidirectional Forwarding Detection (BFD) protocol is a simple hellomechanism that

detects failures in a network. BFD works with a wide variety of network environments

and topologies. A pair of routing devices exchanges BFD packets. Hello packets are sent

at a specified, regular interval. A neighbor failure is detected when the routing device

stops receiving a reply after a specified interval. The BFD failure detection timers have

shorter time limits than the static route failure detection mechanisms, so they provide

faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. You can use the clear bfd adaptation command to return BFD

interval timers to their configured values. The clear bfd adaptation command is hitless,

meaning that the command does not affect traffic flow on the routing device.

By default, BFD is supported on single-hop static routes. In Junos OS Release 8.2 and

later, BFD also supports multihop static routes.

To enable failure detection, include the bfd-liveness-detection statement in the static

route configuration.

In Junos OS Release 9.1 and later, the BFD protocol is supported for IPv6 static routes.

Global unicast and link-local IPv6 addresses are supported for static routes. The BFD

protocol is not supported onmulticast or anycast IPv6 addresses. For IPv6, the BFD

protocol supports only static routes and only in Junos OS Release 9.3 and later. IPv6 for

BFD is not supported for any other protocol.

To configure the BFD protocol for IPv6 static routes, include the bfd-liveness-detection

statement at the [edit routing-options rib inet6.0 static routedestination-prefix] hierarchy

level.

In Junos OS Release 8.5 and later, you can configure a hold-down interval to specify how

long the BFD session must remain up before a state change notification is sent.

To specify the hold-down interval, include the holddown-interval statement in the BFD

configuration.

You can configure a number in the range from 0 through 255,000milliseconds. The

default is 0. If the BFD session goes downand then comes back up during the hold-down

interval, the timer is restarted.

NOTE: If a single BFD session includesmultiple static routes, the hold-down
interval with the highest value is used.
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To specify the minimum transmit and receive intervals for failure detection, include the

minimum-interval statement in the BFD configuration.

This value represents both the minimum interval after which the local routing device

transmits hello packets and theminimum interval after which the routing device expects

to receive a reply from the neighbor withwhich it has established a BFD session. You can

configure anumber in the range from 1 through255,000milliseconds.Optionally, instead

of using this statement, you can configure the minimum transmit and receive intervals

separately using the transmit-interval minimum-interval andminimum-receive-interval

statements.

NOTE: BFD is an intensive protocol that consumes system resources.
Specifying aminimum interval for BFD of less than 100ms for Routing
Engine-based sessions and 10ms for distributed BFD sessions can cause
undesired BFD flapping.

Dependingonyournetworkenvironment, theseadditional recommendations
might apply:

• For large-scalenetworkdeploymentswitha largenumberofBFDsessions,
specify aminimum interval of 300ms for Routing Engine-based sessions
and 100ms for distributed BFD sessions.

• For very large-scale network deployments with a large number of BFD
sessions, contact JuniperNetworkscustomersupport formore information.

• For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify aminimum
interval of 2500ms for Routing Engine-based sessions. For distributed
BFDsessionswithNSRconfigured, theminimuminterval recommendations
are unchanged and depend only on your network deployment.

NOTE: SRX Series devices do not support distributed BFD.

To specify the minimum receive interval for failure detection, include the

minimum-receive-interval statement in the BFD configuration. This value represents the

minimum interval afterwhich the routingdeviceexpects to receivea reply fromaneighbor

with which it has established a BFD session. You can configure a number in the range

from 1 through 255,000milliseconds. Optionally, instead of using this statement, you

can configure theminimum receive interval using theminimum-interval statement at the

[edit routing-optionsstatic routedestination-prefixbfd-liveness-detection]hierarchy level.

To specify the number of hello packets not received by the neighbor that causes the

originating interface to be declared down, include themultiplier statement in the BFD

configuration.

The default value is 3. You can configure a number in the range from 1 through 255.
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To specify a threshold for detecting the adaptation of the detection time, include the

threshold statement in the BFD configuration.

When the BFD session detection time adapts to a value equal to or higher than the

threshold, a single trap and a system logmessage are sent. The detection time is based

on themultiplier of theminimum-interval or theminimum-receive-interval value. The

thresholdmust be a higher value than themultiplier for either of these configured values.

For example if theminimum-receive-interval is 300ms and themultiplier is 3, the total

detection time is 900ms. Therefore, the detection time threshold must have a value

higher than 900.

Tospecify theminimumtransmit interval for failuredetection, include the transmit-interval

minimum-interval statement in the BFD configuration.

This value represents theminimum interval afterwhich the local routingdevice transmits

hello packets to the neighbor with which it has established a BFD session. You can

configure a value in the range from 1 through 255,000milliseconds. Optionally, instead

of using this statement, you can configure the minimum transmit interval using the

minimum-interval statement at the [edit routing-options static route destination-prefix

bfd-liveness-detection] hierarchy level.

To specify the threshold for the adaptation of the transmit interval, include the

transmit-interval threshold statement in the BFD configuration.

The threshold value must be greater than the transmit interval. When the BFD session

transmit time adapts to a value greater than the threshold, a single trap and a system

logmessage are sent. The detection time is based on themultiplier of the value for the

minimum-intervalor theminimum-receive-interval statement at the [edit routing-options

static route destination-prefixbfd-liveness-detection] hierarchy level. The thresholdmust

be a higher value than themultiplier for either of these configured values.

To specify the BFD version, include the version statement in the BFD configuration. The

default is to have the version detected automatically.

To include an IP address for the next hop of the BFD session, include the neighbor

statement in the BFD configuration.

NOTE: Youmust configure the neighbor statement if the next hop specified

isan interfacename. If youspecifyan IPaddressas thenexthop, thataddress
is used as the neighbor address for the BFD session.

In Junos OS Release 9.0 and later, you can configure BFD sessions not to adapt to

changing network conditions.

TodisableBFDadaptation, include theno-adaptation statement in theBFDconfiguration.

NOTE: We recommend that you not disable BFD adaptation unless it is
preferable not to have BFD adaptation in your network.
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NOTE: If BFD is configured only on one end of a static route, the route is
removed from the routing table. BFD establishes a session when BFD is
configured on both ends of the static route.

BFD is not supported on ISO address families in static routes. BFD does
support IS-IS.

If you configure gracefulRoutingEngine switchover (GRES)at the same time
as BFD, GRES does not preserve the BFD state information during a failover.

Junos OS also supports BFD over multihop static routes. For example, you can configure

BFD over a Layer 3 path to provide path integrity over that path. You can limit the number

of hops by specifying the time to live (TTL).

To configure BFD over multihop static routes, include the following statements:

static route destination-prefix {
bfd-liveness-detection {
local-address ip-address;
minimum-receive-ttl number;

}
}

To specify the source address for the multihop static route and to enable multihop BFD

support, include the local-address statement.

To specify the number of hops, include theminimum-receive-ttl statement. Youmust

configure this statement for a multihop BFD session. You can configure a value in the

range from 1 through 255. It is optional for a single-hop BFD session. If you configure the

minimum-receive-ttl statement for a single-hop session, the value must be 255.

OnMSeries and T Series platforms only, starting in Junos OS Release 12.3, multihop BFD

runs on theCPU in the FPC, DPC, orMPC. This is referred to as distributed BFD. Previously,

multihop BFD ran from the Routing Engine.

Example: Configuring BFD for Static Routes

This example showshowtoconfigureBidirectional ForwardingDetection (BFD) for static

routes.

• Requirements on page 2319

• Overview on page 2320

• Configuration on page 2320

• Verification on page 2323

Requirements

In this example, no special configuration beyond device initialization is required.
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Overview

There aremany practical applications for static routes. Static routing is often used at the

network edge to support attachment to stub networks, which, given their single point of

entry and egress, are well suited to the simplicity of a static route. In Junos OS, static

routes have a global preference of 5. Static routes are activated if the specified next hop

is reachable.

In this example, you configure the static route 192.168.47.0/24 from the provider network

to the customer network, using the next-hop address of 172.16.1.2. You also configure a

static default route of 0.0.0.0/0 from the customer network to the provider network,

using a next-hop address of 172.16.1.1.

For demonstration purposes, some loopback interfaces are configured on Device B and

Device D. These loopback interfaces provide addresses to ping and thus verify that the

static routes are working.

Figure 33 on page 2320 shows the sample network.

Figure 33: Customer Routes Connected to a Service Provider
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device B set interfaces ge-1/2/0 unit 0 description B->D
set interfaces ge-1/2/0 unit 0 family inet address 172.16.1.1/24
set interfaces lo0 unit 57 family inet address 10.0.0.1/32
set interfaces lo0 unit 57 family inet address 10.0.0.2/32
set routing-options static route 192.168.47.0/24 next-hop 172.16.1.2
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set routing-optionsstatic route 192.168.47.0/24bfd-liveness-detectionminimum-interval
1000

set protocols bfd traceoptions file bfd-trace
set protocols bfd traceoptions flag all

Device D set interfaces ge-1/2/0 unit 1 description D->B
set interfaces ge-1/2/0 unit 1 family inet address 172.16.1.2/24
set interfaces lo0 unit 2 family inet address 192.168.47.5/32
set interfaces lo0 unit 2 family inet address 192.168.47.6/32
set routing-options static route 0.0.0.0/0 next-hop 172.16.1.1
set routing-optionsstatic route0.0.0.0/0bfd-liveness-detectionminimum-interval 1000
set protocols bfd traceoptions file bfd-trace
set protocols bfd traceoptions flag all

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure BFD for static routes:

1. On Device B, configure the interfaces.

[edit interfaces]
user@B# set ge-1/2/0 unit 0 description B->D
user@B# set ge-1/2/0 unit 0 family inet address 172.16.1.1/24
user@B# set lo0 unit 57 family inet address 10.0.0.1/32
user@B# set lo0 unit 57 family inet address 10.0.0.2/32

2. On Device B, create a static route and set the next-hop address.

[edit routing-options]
user@B# set static route 192.168.47.0/24 next-hop 172.16.1.2

3. On Device B, configure BFD for the static route.

[edit routing-options]
user@B# set static route 192.168.47.0/24bfd-liveness-detectionminimum-interval
1000

4. On Device B, configure tracing operations for BFD.

[edit protocols]
user@B# set bfd traceoptions file bfd-trace
user@B# set bfd traceoptions flag all

5. If you are done configuring Device B, commit the configuration.

[edit]
user@B# commit

6. On Device D, configure the interfaces.

[edit interfaces]
user@D# set ge-1/2/0 unit 1 description D->B
user@D# set ge-1/2/0 unit 1 family inet address 172.16.1.2/24
user@D# set lo0 unit 2 family inet address 192.168.47.5/32
user@D# set lo0 unit 2 family inet address 192.168.47.6/32

7. On Device D, create a static route and set the next-hop address.
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[edit routing-options]
user@D# set static route 0.0.0.0/0 next-hop 172.16.1.1

8. On Device D, configure BFD for the static route.

[edit routing-options]
user@D# set static route0.0.0.0/0bfd-liveness-detectionminimum-interval 1000

9. On Device D, configure tracing operations for BFD.

[edit protocols]
user@D# set bfd traceoptions file bfd-trace
user@D# set bfd traceoptions flag all

10. If you are done configuring Device D, commit the configuration.

[edit]
user@D# commit

Results

Confirm your configuration by issuing the show interfaces, show protocols, and show

routing-options commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

Device B user@B# show interfaces
ge-1/2/0 {
unit 0 {
description B->D;
family inet {
address 172.16.1.1/24;

}
}

}
lo0 {
unit 57 {
family inet {
address 10.0.0.1/32;
address 10.0.0.2/32;

}
}

}

user@D# show protocols
bfd {
traceoptions {
file bfd-trace;
flag all;

}
}

user@B# show routing-options
static {
route 192.168.47.0/24 {
next-hop 172.16.1.2;
bfd-liveness-detection {
minimum-interval 1000;

}
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}
}

Device D user@D# show interfaces
ge-1/2/0 {
unit 1 {
description D->B;
family inet {
address 172.16.1.2/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.47.5/32;
address 192.168.47.6/32;

}
}

}

user@D# show routing-options
static {
route 0.0.0.0/0 {
next-hop 172.16.1.1;
bfd-liveness-detection {
minimum-interval 1000;

}
}

}

Verification

Confirm that the configuration is working properly.

• Verifying That BFD Sessions Are Up on page 2323

• Viewing Detailed BFD Events on page 2324

Verifying That BFD Sessions Are Up

Purpose Verify that the BFD sessions are up, and view details about the BFD sessions.

Action From operational mode, enter the show bfd session extensive command.

user@B> show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.2               Up        lt-1/2/0.0     3.000     1.000        3   
 Client Static, TX interval 1.000, RX interval 1.000
 Session up time 00:14:30
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Replicated, routing table index 172
 Min async interval 1.000, min slow interval 1.000
 Adaptive async TX interval 1.000, RX interval 1.000
 Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
 Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
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 Local discriminator 2, remote discriminator 1
 Echo mode disabled/inactive

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

user@D> show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.1               Up        lt-1/2/0.1     3.000     1.000        3   
 Client Static, TX interval 1.000, RX interval 1.000
 Session up time 00:14:35
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Replicated, routing table index 170
 Min async interval 1.000, min slow interval 1.000
 Adaptive async TX interval 1.000, RX interval 1.000
 Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
 Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
 Local discriminator 1, remote discriminator 2
 Echo mode disabled/inactive

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

Meaning The TX interval 1.000, RX interval 1.000 output represents the setting configuredwith the

minimum-interval statement. All of the other output represents the default settings for

BFD. Tomodify the default settings, include the optional statements under the

bfd-liveness-detection statement.

Viewing Detailed BFD Events

Purpose View the contents of the BFD trace file to assist in troubleshooting, if needed.

Action From operational mode, enter the file show /var/log/bfd-trace command.

user@B> file show /var/log/bfd-trace
Nov 23 14:26:55    Data (9) len 35: (hex) 42 46 44 20 70 65 72 69 6f 64 69 63 20
 78 6d 69 74 20 72
Nov 23 14:26:55 PPM Trace: BFD periodic xmit rt tbl index 172
Nov 23 14:26:55 Received Downstream TraceMsg (22) len 108:
Nov 23 14:26:55    IfIndex (3) len 4: 0
Nov 23 14:26:55    Protocol (1) len 1: BFD
Nov 23 14:26:55    Data (9) len 83: (hex) 70 70 6d 64 5f 62 66 64 5f 73 65 6e 64
 6d 73 67 20 3a 20
Nov 23 14:26:55 PPM Trace: ppmd_bfd_sendmsg : socket 12 len 24, ifl 78 src 
172.16.1.1 dst 172.16.1.2 errno 65
Nov 23 14:26:55 Received Downstream TraceMsg (22) len 93:
Nov 23 14:26:55    IfIndex (3) len 4: 0
Nov 23 14:26:55    Protocol (1) len 1: BFD
Nov 23 14:26:55    Data (9) len 68: (hex) 42 46 44 20 70 65 72 69 6f 64 69 63 20
 78 6d 69 74 20 74

Meaning BFDmessages are being written to the trace file.
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Example: Enabling BFD onQualified Next Hops in Static Routes

This example shows how to configure a static route with multiple possible next hops.

Each next hop has Bidirectional Forwarding Detection (BFD) enabled.

• Requirements on page 2325

• Overview on page 2325

• Configuration on page 2325

• Verification on page 2328

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

In this example, Device B has the static route 192.168.47.0/24with two possible next

hops. The two next hops are defined using two qualified-next-hop statements. Each next

hop has BFD enabled.

BFD is also enabled on Device D because BFDmust be enabled on both ends of the

connection.

Anexthop is included in the routing table if theBFDsession is up.Thenexthop is removed

from the routing table if the BFD session is down.

See Figure 34 on page 2325.

Figure 34: BFD Enabled on Qualified Next Hops

Provider network
10.0.0.1
10.0.0.2

...

.1

.2

Gigabit Ethernet
172.16.1.0/24

Customer network
192.168.47.5
192.168.47.6

...

g0
41

17
2

B

D

.1

.2

Fast Ethernet
192.168.2.0/24

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device B set interfaces fe-0/1/0 unit 2 description secondary-B->D
set interfaces fe-0/1/0 unit 2 family inet address 192.168.2.1/24
set interfaces ge-1/2/0 unit 0 description B->D
set interfaces ge-1/2/0 unit 0 family inet address 172.16.1.1/24
set routing-options static route 192.168.47.0/24 qualified-next-hop 192.168.2.2
bfd-liveness-detectionminimum-interval 60

set routing-options static route 192.168.47.0/24 qualified-next-hop 172.16.1.2
bfd-liveness-detectionminimum-interval 60

Device D set interfaces fe-0/1/0 unit 3 description secondary-D->B
set interfaces fe-0/1/0 unit 3 family inet address 192.168.2.2/24
set interfaces ge-1/2/0 unit 1 description D->B
set interfaces ge-1/2/0 unit 1 family inet address 172.16.1.2/24
set routing-options static route 0.0.0.0/0 qualified-next-hop 192.168.2.1
set routing-options static route 0.0.0.0/0 qualified-next-hop 172.16.1.1
set routing-options static route 0.0.0.0/0 bfd-liveness-detectionminimum-interval 60

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure a static route with two possible next hops, both with BFD enabled:

1. On Device B, configure the interfaces.

[edit interfaces fe-0/1/0]
user@B# set unit 2 description secondary-B->D
user@B# set unit 2 family inet address 192.168.2.1/24

[edit interfaces ge-1/2/0]
user@B# set unit 0 description B->D
user@B# set unit 0 family inet address 172.16.1.1/24

2. On Device B, configure the static route with two next hops, both with BFD enabled.

[edit routing-options static route 192.168.47.0/24]
user@B#setqualified-next-hop192.168.2.2bfd-liveness-detectionminimum-interval
60

user@B#setqualified-next-hop 172.16.1.2bfd-liveness-detectionminimum-interval
60

3. On Device D, configure the interfaces.

[edit interfaces fe-0/1/0]
user@D# set unit 3 description secondary-D->B
user@D# set unit 3 family inet address 192.168.2.2/24

[edit interfaces ge-1/2/0]
user@D# set unit 1 description D->B
user@D# set unit 1 family inet address 172.16.1.2/24

4. On Device D, configure a BFD-enabled default static route with two next hops to

the provider network.
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In this case, BFD is enabled on the route, not on the next hops.

[edit routing-options static route 0.0.0.0/0]
user@D# set qualified-next-hop 192.168.2.1
user@D# set qualified-next-hop 172.16.1.1
user@D# set bfd-liveness-detectionminimum-interval 60

Results Confirm your configuration by issuing the show interfaces and show routing-options

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@B# show interfaces
fe-0/1/0 {
unit 2 {
description secondary-B->D;
family inet {
address 192.168.2.1/24;

}
}

}
ge-1/2/0 {
unit 0 {
description B->D;
family inet {
address 172.16.1.1/24;

}
}

}

user@B# show routing-options
static {
route 192.168.47.0/24 {
qualified-next-hop 192.168.2.2 {
bfd-liveness-detection {
minimum-interval 60;

}
}
qualified-next-hop 172.16.1.2 {
bfd-liveness-detection {
minimum-interval 60;

}
}

}
}

user@D# show interfaces
fe-0/1/0 {
unit 3 {
description secondary-D->B;
family inet {
address 192.168.2.2/24;

}
}

}
ge-1/2/0 {
unit 1 {
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description D->B;
family inet {
address 172.16.1.2/24;

}
}

}

user@D# show routing-options
static {
route 0.0.0.0/0 {
qualified-next-hop 192.168.2.1;
qualified-next-hop 172.16.1.1;
bfd-liveness-detection {
minimum-interval 60;

}
}

}

If you are done configuring the devices, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the Routing Tables on page 2328

• Verifying the BFD Sessions on page 2329

• Removing BFD from Device D on page 2329

• Removing BFD fromOne Next Hop on page 2329

Checking the Routing Tables

Purpose Make sure that the static route appears in the routing table onDevice Bwith twopossible

next hops.

Action user@B> show route 192.168.47.0 extensive
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
192.168.47.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 192.168.47.0/24 -> {192.168.2.2}
        *Static Preference: 5
                Next hop type: Router
                Address: 0x9334010
                Next-hop reference count: 1
                Next hop: 172.16.1.2 via ge-1/2/0.0
                Next hop: 192.168.2.2 via fe-0/1/0.2, selected
                State: <Active Int Ext>
                Age: 9 
                Task: RT
                Announcement bits (1): 3-KRT 
                AS path: I

Meaning Both next hops are listed. The next hop 192.168.2.2 is the selected route.
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Verifying the BFD Sessions

Purpose Make sure that the BFD sessions are up.

Action user@B> show bfd session

                                          Detect   Transmit
Address          State     Interface      Time     Interval  Multiplier
172.16.1.2       Up        ge-1/2/0.0     0.720     0.240        3   
192.168.2.2      Up        fe-0/1/0.2     0.720     0.240        3   

2 sessions, 2 clients
Cumulative transmit rate 8.3 pps, cumulative receive rate 8.3 pps

Meaning The output shows that the BFD sessions are up.

Removing BFD fromDevice D

Purpose Demonstrate what happens when the BFD session is down for both next hops.

Action Deactivate BFD on Device D.1.

[edit routing-options static route 0.0.0.0/0]
user@D# deactivate bfd-liveness-detection
user@D# commit

2. Rerun the show bfd session command on Device B.

user@B> show bfd session

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.2               Down      ge-1/2/0.0     3.000     1.000        3   
192.168.2.2              Down      fe-0/1/0.2     3.000     1.000        3   

2 sessions, 2 clients
Cumulative transmit rate 2.0 pps, cumulative receive rate 2.0 pps

3. Rerun the show route 192.168.47.0 command on Device B.

user@B> show route 192.168.47.0

Meaning As expected, when the BFD sessions are down, the static route is removed from the

routing table.

Removing BFD fromOne Next Hop

Purpose Demonstrate what happens when only one next hop has BFD enabled.

Action If it is not already deactivated, deactivate BFD on Device D.1.

[edit routing-options static route 0.0.0.0/0]
user@D# deactivate bfd-liveness-detection
user@D# commit

2. Deactivate BFD on one of the next hops on Device B.
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[edit routing-options static route 192.168.47.0/24 qualified-next-hop 172.16.1.2]
user@B# deactivate bfd-liveness-detection
user@B# commit

3. Rerun the show bfd session command on Device B.

user@B> show bfd session

                                      Detect   Transmit
Address      State     Interface      Time     Interval  Multiplier
192.168.2.2   Down      fe-0/1/0.2     3.000     1.000        3   

4. Rerun the show route 192.168.47.0 extensive command on Device B.

user@B> show route 192.168.47.0 extensive

inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
192.168.47.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 192.168.47.0/24 -> {172.16.1.2}
        *Static Preference: 5
                Next hop type: Router, Next hop index: 624
                Address: 0x92f0178
                Next-hop reference count: 3
                Next hop: 172.16.1.2 via ge-1/2/0.0, selected
                State: <Active Int Ext>
                Age: 2:36 
                Task: RT
                Announcement bits (1): 3-KRT 
                AS path: I

Meaning As expected, the BFD session is down for the 192.168.2.2 next hop. The 172.16.1.2 next hop

remains in the routing table, and the route remains active, becauseBFD is not a condition

for this next hop to remain valid.

Related
Documentation

Example: Configuring BFD Authentication for Static Routes on page 2330•

• Example: Configuring BFD for OSPF on page 3451

• Example: Configuring BFD for BGP on page 2844

• Example: Configuring BFD for IS-IS

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol

Example: Configuring BFD Authentication for Static Routes

• Understanding BFD Authentication for Static Routes on page 2330

• Example: Configuring BFD Authentication for Static Routes on page 2332

Understanding BFD Authentication for Static Routes

Bidirectional Forwarding Detection (BFD) enables rapid detection of communication

failuresbetweenadjacent systems.Bydefault, authentication forBFDsessions isdisabled.

However, when you run BFD over Network Layer protocols, the risk of service attacks can

be significant.
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NOTE: We strongly recommend using authentication if you are running BFD
over multiple hops or through insecure tunnels.

Beginningwith JunosOSRelease9.6, JunosOSsupports authentication for BFDsessions

running over IPv4 and IPv6 static routes. BFD authentication is not supported on MPLS

OAM sessions. BFD authentication is only supported in the Canada and United States

version of the Junos OS image and is not available in the export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.

The following sections describe the supported authentication algorithms, security

keychains, and level of authentication that can be configured:

• BFD Authentication Algorithms on page 2331

• Security Authentication Keychains on page 2332

• Strict Versus Loose Authentication on page 2332

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFD session. One ormore passwords can be configured. Thismethod

is the least secureandshouldbeusedonlywhenBFDsessionsarenot subject topacket

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keysmatches and the sequence number is greater than

or equal to the last sequence number received. Althoughmore secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

methodworks in the samemanneras keyedMD5,but the sequencenumber is updated

with every packet. Althoughmore secure than keyed MD5 and simple passwords, this

methodmight take additional time to authenticate the session.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,

packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updated with
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everypacket.Althoughmoresecure thankeyedSHAandsimplepasswords, thismethod

might take additional time to authenticate the session.

NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates.When the security authentication keychain is configuredand

associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one ormore keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allowsmultiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled, and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Example: Configuring BFD Authentication for Static Routes

This example shows how to configure Bidirectional Forwarding Detection (BFD)

authentication for static routes.

• Requirements on page 2332

• Overview on page 2333

• Configuration on page 2333

• Verification on page 2337

Requirements

Junos OS Release 9.6 or later (Canda and United States version).

BFD authentication is only supported in the Canada and United States version of the

Junos OS image and is not available in the export version.
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Overview

You can configure authentication for BFD sessions running over IPv4 and IPv6 static

routes. Routing instances and logical systems are also supported.

The following steps are needed to configure authentication on a BFD session:

1. Specify the BFD authentication algorithm for the static route.

2. Associate the authentication keychain with the static route.

3. Configure the related security authentication keychain. This must be configured on

themain router.

TIP: We recommend that you specify loose authentication checking if you
are transitioning fromnonauthenticated sessions to authenticated sessions.

[edit]
user@host> set routing-options static route ipv4 bfd-liveness-detection
authentication loose-check

Figure 35 on page 2333 shows the sample network.

Figure 35: Customer Routes Connected to a Service Provider
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device B set interfaces ge-1/2/0 unit 0 description B->D
set interfaces ge-1/2/0 unit 0 family inet address 172.16.1.1/24
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set interfaces lo0 unit 57 family inet address 10.0.0.1/32
set interfaces lo0 unit 57 family inet address 10.0.0.2/32
set routing-options static route 192.168.47.0/24 next-hop 172.16.1.2
set routing-optionsstatic route 192.168.47.0/24bfd-liveness-detectionminimum-interval
1000

set routing-options static route 192.168.47.0/24 bfd-liveness-detection authentication
key-chain bfd-kc4

set routing-options static route 192.168.47.0/24 bfd-liveness-detection authentication
algorithm keyed-sha-1

set security authentication-key-chains key-chain bfd-kc4 key 5 secret
"$9$JhZHmn6Ap0In/9ApOcSs24oaZikPfT3wY24ZG.mz36AtOIEyMWxSrlKvM-dbs2a
DkP5Ft0IQFclev7N"

set security authentication-key-chains key-chain bfd-kc4 key 5 start-time
"2011-1-1.12:00:00 -0800"

Device D set interfaces ge-1/2/0 unit 1 description D->B
set interfaces ge-1/2/0 unit 1 family inet address 172.16.1.2/24
set interfaces lo0 unit 2 family inet address 192.168.47.5/32
set interfaces lo0 unit 2 family inet address 192.168.47.6/32
set routing-options static route 0.0.0.0/0 next-hop 172.16.1.1
set routing-optionsstatic route0.0.0.0/0bfd-liveness-detectionminimum-interval 1000
set routing-optionsstatic route0.0.0.0/0bfd-liveness-detectionauthenticationkey-chain
bfd-kc4

set routing-optionsstatic route0.0.0.0/0bfd-liveness-detectionauthenticationalgorithm
keyed-sha-1

set security authentication-key-chains key-chain bfd-kc4 key 5 secret
"$9$JhZHmn6Ap0In/9ApOcSs24oaZikPfT3wY24ZG.mz36AtOIEyMWxSrlKvM-dbs2a
DkP5Ft0IQFclev7N"

set security authentication-key-chains key-chain bfd-kc4 key 5 start-time
"2011-1-1.12:00:00 -0800"

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure BFD for static routes:

1. On Device B, configure the interfaces.

[edit interfaces]
user@B# set ge-1/2/0 unit 0 description B->D
user@B# set ge-1/2/0 unit 0 family inet address 172.16.1.1/24

user@B# set lo0 unit 57 family inet address 10.0.0.1/32
user@B# set lo0 unit 57 family inet address 10.0.0.2/32

2. On Device B, create a static route and set the next-hop address.

[edit routing-options]
user@B# set static route 192.168.47.0/24 next-hop 172.16.1.2

3. On Device B, configure BFD for the static route.

[edit routing-options]
user@B# set static route 192.168.47.0/24bfd-liveness-detectionminimum-interval
1000
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4. OnDeviceB, specify thealgorithm(keyed-md5, keyed-sha-1,meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use for BFD authentication on the

static route.

[edit routing-options]
user@B# set static route 192.168.47.0/24 bfd-liveness-detection authentication
algorithm keyed-sha-1

NOTE: Nonstop active routing (NSR) is not supported with the
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after
a switchover.

5. On Device B, specify the keychain to be used to associate BFD sessions on the

specified route with the unique security authentication keychain attributes.

This shouldmatch thekeychainnameconfiguredat the [edit securityauthentication

key-chains] hierarchy level.

[edit routing-options]
user@B# set static route 192.168.47.0/24 bfd-liveness-detection authentication
key-chain bfd-kc4

6. OnDeviceB, specify theuniquesecurityauthentication information forBFDsessions:

• Thematching keychain name as specified in Step 5.

• At least one key, a unique integer between0and63. Creatingmultiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security authentication-key-chains key-chain bfd-kc4]
user@B# set key 5 secret
"$9$JhZHmn6Ap0In/9ApOcSs24oaZikPfT3wY24ZG.mz36AtOIEyMWxSrlKvM-dbs2a
DkP5Ft0IQFclev7N"

user@B# set key 5 start-time "2011-1-1.12:00:00 -0800"

7. If you are done configuring Device B, commit the configuration.

[edit]
user@B# commit

8. Repeat the configuration on Device D.

The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session

from being created.
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Results

Confirmyour configurationby issuing the show interfaces, showrouting-options, and show

security commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

Device B user@B# show interfaces
ge-1/2/0 {
unit 0 {
description B->D;
family inet {
address 172.16.1.1/24;

}
}

}
lo0 {
unit 57 {
family inet {
address 10.0.0.1/32;
address 10.0.0.2/32;

}
}

}

user@B# show routing-options
static {
route 192.168.47.0/24 {
next-hop 172.16.1.2;
bfd-liveness-detection {
minimum-interval 1000;
authentication {
key-chain bfd-kc4;
algorithm keyed-sha-1;

}
}

}
}

user@B# show security
authentication-key-chains {
key-chain bfd-kc4 {
key 5 {
secret
"$9$JhZHmn6Ap0In/9ApOcSs24oaZikPfT3wY24ZG.mz36AtOIEyMWxSrlKvM-dbs2a
DkP5Ft0IQFclev7N"; ## SECRET-DATA

start-time "2011-1-1.12:00:00 -0800";
}

}
}
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Verification

Confirm that the configuration is working properly.

• Verifying That BFD Sessions Are Up on page 2337

• Viewing Details About the BFD Session on page 2337

• Viewing Extensive BFD Session Information on page 2337

Verifying That BFD Sessions Are Up

Purpose Verify that the BFD sessions are up.

Action From operational mode, enter the show bfd session command.

user@B> show bfd session
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.2               Up        ge-1/2/0.0     3.000     1.000        3   

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

Meaning The command output shows that the BFD session is up.

Viewing Details About the BFD Session

Purpose View details about the BFD sessions andmake sure that authentication is configured.

Action From operational mode, enter the show bfd session detail command.

user@B> show bfd session detail
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.2               Up        ge-1/2/0.0     3.000     1.000        3   
 Client Static, TX interval 1.000, RX interval 1.000, Authenticate
 Session up time 00:53:58
 Local diagnostic NbrSignal, remote diagnostic None
 Remote state Up, version 1
 Logical system 9, routing table index 22

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

Meaning In the command output, Authenticate is displayed to indicate that BFD authentication is

configured.

Viewing Extensive BFD Session Information

Purpose Viewmore detailed information about the BFD sessions.

Action From operational mode, enter the show bfd session extensive command.

user@B> show bfd session extensive
Address                  State     Interface      Time     Interval  Multiplier
172.16.1.2               Up        ge-1/2/0.0     3.000     1.000        3   
 Client Static, TX interval 1.000, RX interval 1.000, Authenticate 
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        keychain bfd-kc4, algo keyed-sha-1, mode strict
 Session up time 01:39:45
 Local diagnostic NbrSignal, remote diagnostic None
 Remote state Up, version 1
 Logical system 9, routing table index 22
 Min async interval 1.000, min slow interval 1.000
 Adaptive async TX interval 1.000, RX interval 1.000
 Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
 Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
 Local discriminator 3, remote discriminator 4
 Echo mode disabled/inactive
 Authentication enabled/active, keychain bfd-kc4, algo keyed-sha-1, mode strict

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

Meaning In the command output, Authenticate is displayed to indicate that BFD authentication is

configured. The output for the extensive command provides the keychain name, the

authentication algorithm, and themode for each client in the session.

Related
Documentation

Examples: Configuring BFD for Static Routes on page 2315•

Configuration Statements

• active on page 2341

• aggregate (Routing) on page 2342

• as-path (Routing Options) on page 2344

• autonomous-system on page 2346

• backup-pe-group on page 2348

• backups on page 2349

• bandwidth (Multicast FlowMap) on page 2350

• bfd-liveness-detection (Routing Options Static Route) on page 2351

• bgp-orf-cisco-mode on page 2355

• bmp on page 2356

• brief on page 2357

• centralized on page 2358

• community (Routing Options) on page 2359

• confederation on page 2361

• description (Routing Instances) on page 2362

• discard on page 2363

• export (Routing Options) on page 2364

• export-rib on page 2365

• fate-sharing on page 2366

• flow on page 2367
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• flow-map on page 2368

• forwarding-cache (FlowMaps) on page 2369

• forwarding-cache (Multicast) on page 2370

• forwarding-table on page 2371

• generate on page 2372

• import (Routing Options) on page 2373

• import-policy on page 2374

• import-rib on page 2375

• indirect-next-hop on page 2376

• install (Routing Options) on page 2377

• instance-type on page 2378

• interface (Multicast Static Routes) on page 2379

• interface (Routing Instances) on page 2380

• interface (Routing Options) on page 2381

• interface-routes on page 2382

• local-address (Routing Options) on page 2383

• martians on page 2384

• maximum-bandwidth (Routing Options) on page 2385

• maximum-paths on page 2386

• maximum-prefixes on page 2388

• med-igp-update-interval on page 2389

• metric (Aggregate, Generated, or Static Route) on page 2390

• multicast (Routing Options) on page 2391

• no-qos-adjust on page 2392

• options (Routing Options) on page 2393

• pim-to-igmp-proxy on page 2394

• policy (Aggregate and Generated Routes) on page 2395

• policy (FlowMaps) on page 2396

• policy-options on page 2397

• policy-statement on page 2398

• ppm on page 2402

• ppm (Ethernet Switching) on page 2403

• preference (Routing Options) on page 2404

• prefix on page 2405

• protocols on page 2406

• qualified-next-hop (Static Routes) on page 2408

• readvertise on page 2410
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• redundant-sources on page 2411

• resolution on page 2412

• resolution-ribs on page 2413

• resolve on page 2414

• retain on page 2415

• reverse-oif-mapping on page 2416

• rpf-check-policy (Routing Options RPF) on page 2417

• rib (General) on page 2418

• rib (Route Resolution) on page 2420

• rib-group (Routing Options) on page 2421

• rib-groups on page 2422

• route-record on page 2423

• router-id on page 2424

• routing-instances on page 2425

• routing-options on page 2425

• scope on page 2426

• scope-policy on page 2427

• source-routing on page 2428

• static (Routes) on page 2429

• subscriber-leave-timer on page 2431

• tag (Routing Options) on page 2432

• threshold (Multicast Forwarding Cache) on page 2433

• timeout (FlowMaps) on page 2434

• timeout (Multicast) on page 2435

• traceoptions (Routing Options) on page 2436

• upstream-interface on page 2439
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active

Syntax (active | passive);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate | static) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate |generate | static)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate | static) (defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate |generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Determine whether static, aggregate, or generated routes are removed from the routing

and forwarding tables when they become inactive. Static routes are only removed from

the routing table if the next hop becomes unreachable. This can occur if the local or

neighbor interface goes down. Routes that have been configured to remain continually

installed in the routing and forwarding tables aremarkedwith rejectnext hopswhen they

are inactive.

• active—Remove a route from the routing and forwarding tables when it becomes

inactive.

• passive—Have a route remain continually installed in the routing and forwarding tables

even when it becomes inactive.

Include the active statement when configuring an individual route in the route portion of

the static statement to override a passive option specified in the defaults portion of the

statement.

Default active

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes
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aggregate (Routing)

Syntax aggregate {
defaults {
... aggregate-options ...

}
route destination-prefix {
policy policy-name;
... aggregate-options ...

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name],

[edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-options rib routing-table-name],
[edit routing-instances routing-instance-name routing-options],
[edit routing-instances routing-instance-name routing-options rib routing-table-name],
[edit routing-options],
[edit routing-options rib routing-table-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure aggregate routes.

Options aggregate-options—Additional information about aggregate routes that is included with

the routewhen it is installed in the routing table. Specify zeroormoreof the following

options in aggregate-options. Each option is explained separately.

• (active | passive);

• as-path <as-path> <origin (egp | igp | incomplete)> <atomic-aggregate>

<aggregator as-number ip-address>;

• (brief | full);

• community [ community-ids ];

• discard;

• (metric | metric2 | metric3 | metric4) value <type type>;

• (preference | preference2 | color | color2) preference <type type>;

• tag string;

defaults—Specifyglobalaggregate routeoptions.Theseoptionsonly setdefault attributes

inherited by all newly created aggregate routes. These are treated as global defaults
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and apply to all the aggregate routes you configure in the aggregate statement. This

part of the aggregate statement is optional.

route destination-prefix—Configure a nondefault aggregate route:

• default—For the default route to the destination. This is equivalent to specifying an IP

address of 0.0.0.0/0.

• destination-prefix/prefix-length—destination-prefix is the network portion of the IP

address, and prefix-length is the destination prefix length.

The policy statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Summarizing Routes Through Route Aggregation
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as-path (Routing Options)

Syntax as-path <as-path> <aggregator as-number ip-address> <atomic-aggregate> <origin (egp |
igp | incomplete)>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate | static) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate |generate | static)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate | static) (defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate |generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Associate BGP autonomous system (AS) path information with a static, aggregate, or

generated route.

In Junos OS Release 9.1 and later, the numeric range for the AS number is extended to

provide BGP support for 4-byte AS numbers as defined in RFC 4893, BGP Support for

Four-octet AS Number Space. RFC 4893 introduces two new optional transitive BGP

attributes, AS4_PATH and AS4_AGGREGATOR. These new attributes are used to

propagate 4-byte AS path information across BGP speakers that do not support 4-byte

AS numbers. RFC 4893 also introduces a reserved, well-known, 2-byte AS number, AS

23456. This reserved AS number is called AS_TRANS in RFC 4893. All releases of Junos

OS support 2-byte AS numbers.

In Junos OS Release 9.2 and later, you can also configure a 4-byte AS number using the

AS-dot notation format of two integer values joined by a period: <16-bit high-order value

in decimal>.<16-bit low-order value in decimal>. For example, the 4-byte AS number

of 65,546 in plain-number format is represented as 1.10 in the AS-dot notation format.

You can specify a value in the range from 0.0 through 65535.65535 in AS-dot notation

format.

Default No AS path information is associated with static routes.

Options aggregator—(Optional) Attach the BGP aggregator path attribute to the aggregate route.

Youmust specify the last AS number that formed the aggregate route (encoded as

twooctets) foras-number, followedby the IPaddressof theBGPsystemthat formed

the aggregate route for ip-address.
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as-path—(Optional) AS path to include with the route. It can include a combination of

individual AS path numbers and AS sets. Enclose sets in brackets ( [ ] ). The first AS

number in the path represents the AS immediately adjacent to the local AS. Each

subsequent number represents an AS that is progressively farther from the local AS,

heading toward the origin of the path. You cannot specify a regular expression for

as-path. Youmust use a complete, valid AS path.

atomic-aggregate—(Optional) Attach the BGP atomic-aggregate path attribute to the

aggregate route. This path attribute indicates that the local system selected a less

specific route instead of a more specific route.

origin egp—(Optional) BGP origin attribute that indicates that the path information

originated in another AS.

origin igp—(Optional) BGP origin attribute that indicates that the path information

originated within the local AS.

origin incomplete—(Optional)BGPoriginattribute that indicates that thepath information

was learned by some other means.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• Using 4-Byte Autonomous System Numbers in BGP Networks Technology Overview
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autonomous-system

Syntax autonomous-system autonomous-system <asdot-notation> <loops number> {
independent-domain <no-attrset>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

asdot-notation option introduced in Junos OS Release 9.3.

asdot-notation option introduced in Junos OS Release 9.3 for EX Series switches.

no-attrset option introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify the routing device’s AS number.

An autonomous system (AS) is a set of routing devices that are under a single technical

administrationand that generally usea single interior gatewayprotocol (IGP)andmetrics

topropagate routing informationwithin the setof routingdevices. AnASappears toother

ASs to have a single, coherent interior routing plan and presents a consistent picture of

whatdestinationsare reachable through it. ASsare identifiedbyanumber that is assigned

by the Network Information Center (NIC) in the United States (http://www.isi.edu).

If you are using BGP on the routing device, youmust configure an AS number.

The AS path attribute is modified when a route is advertised to an EBGP peer. Each time

a route is advertised to an EBGP peer, the local routing device prepends its AS number

to the existing path attribute, and a value of 1 is added to the AS number.

In Junos OS Release 9.1 and later, the numeric range is extended to provide BGP support

for 4-byte AS numbers as defined in RFC 4893, BGP Support for Four-octet AS Number

Space. RFC 4893 introduces two new optional transitive BGP attributes, AS4_PATH and

AS4_AGGREGATOR. These new attributes are used to propagate 4-byte AS path

information across BGP speakers that do not support 4-byte AS numbers. RFC 4893

also introduces a reserved, well-known, 2-byte AS number, AS 23456. This reserved AS

number is called AS_TRANS in RFC 4893. All releases of Junos OS support 2-byte AS

numbers.

In Junos OS Release 9.3 and later, you can also configure a 4-byte AS number using the

AS-dot notation format of two integer values joined by a period: <16-bit high-order value

in decimal>.<16-bit low-order value in decimal>. For example, the 4-byte AS number

of 65,546 in plain-number format is represented as 1.10 in the AS-dot notation format.

Options autonomous-system—AS number. Use a number assigned to you by the NIC.
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Range: 1 through 4,294,967,295 (232 – 1) in plain-number format for 4-byte AS numbers

In this example, the 4-byte AS number 65,546 is represented in plain-number format:

[edit]
routing-options {
autonomous-system 65546;

}

Range: 0.0 through 65535.65535 in AS-dot notation format for 4-byte numbers

In this example, 1.10 is the AS-dot notation format for 65,546:

[edit]
routing-options {
autonomous-system 1.10;

}

Range: 1 through 65,535 in plain-number format for 2-byte AS numbers (this is a subset
of the 4-byte range)

In this example, the 2-byte AS number 60,000 is represented in plain-number format:

[edit]
routing-options {
autonomous-system 60000;

}

asdot-notation—(Optional) Display the configured 4-byte autonomous system number

in the AS-dot notation format.

Default: Even if a 4-byte AS number is configured in the AS-dot notation format, the
default is to display the AS number in the plain-number format.

loops number—(Optional) Specify the number of times detection of the AS number in

the AS_PATH attribute causes the route to be discarded or hidden. For example, if

you configure loops 1, the route is hidden if the AS number is detected in the path

one or more times. This is the default behavior. If you configure loops 2, the route is

hidden if the AS number is detected in the path two or more times.

Range: 1 through 10

Default: 1

NOTE: When you specify the same AS number in more than one routing
instance on the local routing device, youmust configure the same number
of loops for the AS number in each instance. For example, if you configure a
value of 3 for the loops statement in a VRF routing instance that uses the

same AS number as that of themaster instance, youmust also configure a
value of 3 loops for the AS number in themaster instance.

Use the independent-domain option if the loops statementmust be enabled

only on a subset of routing instances.

The remaining statement is explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring External BGP Peering on page 2639

• Examples: Configuring Internal BGP Peering on page 2662

backup-pe-group

Syntax backup-pe-group group-name {
backups [ addresses ];
local-address address;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure a backup provider edge (PE) group for ingress PE redundancy when

point-to-multipoint label-switched paths (LSPs) are used for multicast distribution.

Options backups addresses—Specify the address of backup PE routers for ingress PE redundancy

when point-to-multipoint LSPs are used for multicast distribution.

local-addressaddress—Specify theaddressof the localPE router for ingressPE redundancy

when point-to-multipoint LSPs are used for multicast distribution.

pe-group-name—Specify the name for the group of PE routers that provide ingress PE

router redundancy for point-to-multipoint LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy

• Configuring Ingress PE Router Redundancy for Point-to-Multipoint LSPs
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backups

Syntax backups [ addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast backup-pe-group group-name],

[edit logical-systems logical-system-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-instances routing-instance-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-optionsmulticast backup-pe-group group-name]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure theaddressofbackupPEs for ingressPE redundancywhenpoint-to-multipoint

label-switched paths (LSPs) are used for multicast distribution.

Options addresses—Addresses of other PEs in the backup group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy
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bandwidth (Multicast FlowMap)

Syntax bandwidth ( bps | adaptive );

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map],
[edit routing-instances routing-instance-name routing-optionsmulticast flow-map],
[edit routing-optionsmulticast flow-map]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the bandwidth property for multicast flowmaps.

Options adaptive—Specify that the bandwidth ismeasured for the flows that arematched by the

flowmap.

bps—Bandwidth, in bits per second, for the flowmap.

Range: 0 through any amount of bandwidth

Default: 2 Mbps

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast FlowMap
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bfd-liveness-detection (Routing Options Static Route)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
holddown-intervalmilliseconds;
local-address ip-address;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
minimum-receive-ttl number;
multiplier number;
neighbor address;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static route destination-prefix],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static route destination-prefix qualified-next-hop
(interface-name | address)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static route destination-prefix],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static route destination-prefix qualified-next-hop (interface-name |
address)],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
route destination-prefix],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
route destination-prefix qualified-next-hop (interface-name | address)],

[edit logical-systems logical-system-name routing-options static route destination-prefix],
[edit logical-systems logical-system-name routing-options static route destination-prefix
qualified-next-hop (interface-name | address)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name static
route destination-prefix],

[edit routing-instances routing-instance-name routing-options rib routing-table-name static
route destination-prefix qualified-next-hop (interface-name | address)],

[edit routing-instances routing-instance-name routing-optionsstatic routedestination-prefix],
[edit routing-instances routing-instance-name routing-optionsstatic routedestination-prefix
qualified-next-hop (interface-name | address)],

[edit routing-options rib routing-table-name static route destination-prefix],
[edit routing-options rib routing-table-namestatic routedestination-prefixqualified-next-hop
(interface-name | address)],

[edit routing-options static route destination-prefix],
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[edit routing-options static route destination-prefix qualified-next-hop (interface-name |
address)]

Release Information Statement introduced before Junos OS Release 7.4.

detection-time threshold and transmit-interval threshold options introduced in Junos OS

Release 8.2.

local-address statement introduced in Junos OS Release 8.2.

minimum-receive-ttl statement introduced in Junos OS Release 8.2.

Support for logical routers introduced in Junos OS Release 8.3.

holddown-interval statement introduced in Junos OS Release 8.5.

no-adaptation statement introduced in Junos OS Release 9.0.

Support for IPv6 static routes introduced in Junos OS Release 9.1.

authentication algorithm, authentication key-chain, and authentication loose-check

statements introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure bidirectional failure detection timers and authentication criteria for static

routes.
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Options authentication algorithm algorithm-name—Configure the algorithm used to authenticate

the specified BFD session: simple-password, keyed-md5, keyed-sha-1,

meticulous-keyed-md5, ormeticulous-keyed-sha-1.

authentication key-chain key-chain-name—Associate a security key with the specified

BFD session using the name of the security keychain. The name you specify must

match one of the keychains configured in the authentication-key-chains key-chain

statement at the [edit security] hierarchy level.

authentication loose-check—(Optional) Configure loose authentication checking on the

BFD session. Use only for transitional periods when authentication may not be

configured at both ends of the BFD session.

detection-time thresholdmilliseconds—Configure a threshold for the adaptation of the

BFD session detection time. When the detection time adapts to a value equal to or

greater than the threshold, a single trap and a single system logmessage are sent.

holddown-intervalmilliseconds—Configure an interval specifying how long a BFD session

must remain up before a state change notification is sent. If the BFD session goes

down and then comes back up during the hold-down interval, the timer is restarted.

Range: 0 through 255,000

Default: 0

local-address ip-address—EnableamultihopBFDsessionandconfigure thesourceaddress

for the BFD session.

minimum-intervalmilliseconds—Configure the minimum interval after which the local

routing device transmits a hello packet and then expects to receive a reply from the

neighbor with which it has established a BFD session. Optionally, instead of using

this statement, you can configure the minimum transmit and receive intervals

separatelyusing the transmit-intervalminimum-intervalandminimum-receive-interval

statements.

Range: 1 through 255,000

minimum-receive-intervalmilliseconds—Configure the minimum interval after which the

routingdeviceexpects to receivea reply fromaneighborwithwhich it hasestablished

a BFD session. Optionally, instead of using this statement, you can configure the

minimum receive interval using theminimum-interval statement at the [edit

routing-options static routedestination-prefixbfd-liveness-detection] hierarchy level.

Range: 1 through 255,000

minimum-receive-ttl number—Configure the time to live (TTL) for the multihop BFD

session.

Range: 1 through 255

Default: 255

multiplier number—Configure number of hello packets not received by the neighbor that

causes the originating interface to be declared down.

Range: 1 through 255

Default: 3
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neighbor address—Configure a next-hop address for the BFD session for a next hop

specified as an interface name.

no-adaptation—Specify for BFD sessions not to adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to

have BFD adaptation enabled in your network.

transmit-interval thresholdmilliseconds—Configure the threshold for the adaptation of

the BFD session transmit interval. When the transmit interval adapts to a value

greater than the threshold, a single trap and a single systemmessage are sent. The

interval threshold must be greater than theminimum transmit interval.

Range: 0 through 4,294,967,295

transmit-intervalminimum-intervalmilliseconds—Configure theminimumintervalatwhich

the routingdevice transmitshellopackets toaneighborwithwhich it hasestablished

a BFD session. Optionally, instead of using this statement, you can configure the

minimum transmit interval using theminimum-interval statement at the [edit

routing-options static routedestination-prefixbfd-liveness-detection] hierarchy level.

Range: 1 through 255,000

version—Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect

the BFD version).

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD for Static Routes on page 2319

• Example: Configuring BFD Authentication for Static Routes on page 2332
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bgp-orf-cisco-mode

Syntax bgp-orf-cisco-mode;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp outbound-route-filter],
[edit logical-systems logical-system-name protocols bgp group group-name
outbound-route-filter],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name outbound-route-filter,

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options outbound-route-filter],

[edit logical-systems logical-system-name routing-options outbound-route-filter],
[edit protocols bgp outbound-route-filter],
[edit protocols bgp group group-name outbound-route-filter],
[edit protocols bgp group group-name neighbor address outbound-route-filter],
[edit routing-instances routing-instance-name protocols bgp outbound-route-filter],
[edit routing-instances routing-instance-name protocols bgp group group-name
outbound-route-filter],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address outbound-route-filter],

[edit routing-instances routing-instance-name routing-options outbound-route-filter],
[edit routing-options outbound-route-filter]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Support for the BGP group and neighbor hierarchy levels introduced in Junos OS

Release 9.2.

Support for the BGP group and neighbor hierarchy levels introduced in JunosOSRelease

9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable interoperability with routing devices that use the vendor-specific outbound route

filter compatibility code of 130 and code type of 128.

NOTE: To enable interoperability for all BGP peers configured on the routing
device, includethestatementat the [edit routing-optionsoutbound-route-filter]

hierarchy level.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 2807

bmp

Syntax bmp {
memory limit bytes;
station-address (ip-address | name);
station-port port-number;
statistics-timeout seconds;

}

Hierarchy Level [edit routing-options]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure theBGPMonitoringProtocol (BMP),whichenables the routingdevice tocollect

data from the BGP Adjacency-RIB-In routing tables and periodically send that data to a

monitoring station.

Options memory-limitbytes—(Optional)Specify a thresholdatwhich to stopcollectingBMPdata

if the limit is exceeded.

Default: 10 MB

Range: 1,048,576 through 52,428,800

station-address (ip-address | name)—Specify the IP address or a valid URL for the

monitoring where BMP data should be sent.

station-portport-number—Specify theport numberof themonitoring station tousewhen

sending BMP data.

statistics-timeout seconds—(Optional) Specify how often to send BMP data to the

monitoring station.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the BGPMonitoring Protocol
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brief

Syntax (brief | full);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate |generate) (defaults |
route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate | generate)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate) (defaults | route)],

[edit routing-options (aggregate | generate) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate | generate) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure all AS numbers from all contributing paths to be included in the aggregate or

generated route’s path.

• brief—Include only the longest common leading sequences from the contributing AS

paths. If this results in AS numbers being omitted from the aggregate route, the BGP

ATOMIC_ATTRIBUTE path attribute is included with the aggregate route.

• full—Include all AS numbers from all contributing paths in the aggregate or generated

route’s path. Include this optionwhenconfiguringan individual route in the routeportion

of the generate statement to override a retain option specified in the defaults portion

of the statement.

Default full

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372
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centralized

Syntax centralized;

Hierarchy Level [edit protocols lacp ppm]

Release Information Statement introduced in Junos OS Release 10.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable distributed periodic packetmanagement (PPM) processing for Link Aggregation

Control Protocol (LACP) packets and run all PPM processing for LACP packets on the

Routing Engine.

This statement disables distributed PPM processing for only LACP packets. You can

disable distributed PPM processing for all packets that use PPM and run all PPM

processing on the Routing Engine by configuring the no-delegate-processing statement

in the [edit routing-options ppm] hierarchy.

BESTPRACTICE: Wegenerally recommend that youdisabledistributedPPM
only if Juniper Networks Customer Service advises you to do so. You should
disable distributed PPM only if you have a compelling reason to disable it.

Default Distributed PPM processing is enabled for all packets that use PPM.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Distributed Periodic Packet Management on an EX Series Switch (CLI

Procedure)

• Configuring Aggregated Ethernet LACP (CLI Procedure)

• Configuring Distributed Periodic Packet Management on page 2312

• Configuring Link Aggregation on page 2019
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community (Routing Options)

Syntax community ([ community-ids ] | no-advertise | no-export | no-export-subconfed | none);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate | static) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate |generate | static)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate | static) (defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate |generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Associate BGP community information with a static, aggregate, or generated route.

Default No BGP community information is associated with static routes.

Options community-ids—One or more community identifiers. The community-ids format varies

according to the type of attribute that you use.

The BGP community attribute format is as-number:community-value:

• as-number—AS number of the community member. It can be a value from 1

through 65,535. The AS number can be a decimal or hexadecimal value.

• community-value—Identifier of the community member. It can be a number from 0

through 65,535.

Formore informationaboutBGPcommunityattributes, see the “Configuring theExtended

CommunitiesAttribute” section in theRoutingPolicyFeatureGuide forRoutingDevices.

For specifying the BGP community attribute only, you also can specify community-ids as

one of the following well-known community names defined in RFC 1997:

• no-advertise—Routes containing this community name are not advertised to other

BGP peers.

• no-export—Routes containing this community name are not advertised outside a BGP

confederation boundary.

• no-export-subconfed—Routes containing this community name are not advertised to

external BGPpeers, includingpeers in othermembers’ ASs insideaBGPconfederation.
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NOTE: Extended community attributes are not supported at the [edit

routing-options] hierarchy level. Youmust configure extended communities

at the [edit policy-options] hierarchy level. For information about configuring

extended communities, see the Routing Policy Feature Guide for Routing
Devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372

• static
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confederation

Syntax confederation confederation-autonomous-systemmembers [ autonomous-systems ];

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify the routing device’s confederation AS number.

If you administer multiple ASs that contain a very large number of BGP systems, you can

group them into one or more confederations. Each confederation is identified by its own

AS number, which is called a confederation AS number. To external ASs, a confederation

appears to be a single AS. Thus, the internal topology of the ASsmaking up the

confederation is hidden.

TheBGPpathattributesNEXT_HOP,LOCAL_PREF, andMULTI_EXIT_DISC,whichnormally

are restricted to a single AS, are allowed to be propagated throughout the ASs that are

members of the same confederation.

Because each confederation is treated as if it were a single AS, you can apply the same

routing policy to all the ASs that make up the confederation.

Grouping ASs into confederations reduces the number of BGP connections required to

interconnect ASs.

If you are using BGP, you can enable the local routing device to participate as amember

of an AS confederation. To do this, include the confederation statement.

Specify theASconfederation identifier, alongwith thepeerASnumbers thataremembers

of the confederation.

Note that peer adjacencies do not form if two BGP neighbors disagree about whether

an adjacency falls within a particular confederation.

Options autonomous-systems—AS numbers of the confederation members.

Range: 1 through 65,535

confederation-autonomous-system—Confederation AS number. Use one of the numbers

assigned to you by the NIC.

Range: 1 through 65,535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BGP Confederations on page 2945

description (Routing Instances)

Syntax description text;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Providea text description for the routing instance. If the text includesoneormore spaces,

enclose it in quotation marks (" "). Any descriptive text you include is displayed in the

output of the show route instance detail command and has no effect on the operation

of the routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routing Instances on PE Routers in VPNs

• show route instance on page 2544
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discard

Syntax discard;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate |generate) (defaults |
route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate | generate)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate) (defaults | route)],

[edit routing-options (aggregate | generate) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate | generate) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Do not forward packets addressed to this destination. Instead, drop the packets, do not

send ICMP unreachable messages to the packets’ originators, and install a reject route

for this destination into the routing table.

Topropagate static routes into the routingprotocols, include thediscard statementwhen

you define the route, along with a routing policy.

NOTE: In other vendors’ software, a commonway to propagate static routes
into routing protocols is to configure the routes so that the next-hop routing
device is the loopback address (commonly, 127.0.0.1). However, configuring

static routes in this way (by including a statement such as route

address/mask-lengthnext-hop 127.0.0.1) does not propagate the static routes,

because the forwarding table ignores static routes whose next-hop routing
device is the loopback address.

Default When an aggregate route becomes active, it is installed in the routing table with a reject

next hop, which means that ICMP unreachable messages are sent.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Summarizing Routes Through Route Aggregation•

• Example: Conditionally Generating Static Routes
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• aggregate on page 2342

• generate on page 2372

export (Routing Options)

Syntax export [ policy-name ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options forwarding-table],

[edit logical-systems logical-system-name routing-options forwarding-table],
[edit routing-instances routing-instance-name routing-options forwarding-table],
[edit routing-options forwarding-table]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply one or more policies to routes being exported from the routing table into the

forwarding table.

In the export statement, list the name of the routing policy to be evaluated when routes

are being exported from the routing table into the forwarding table. Only active routes

are exported from the routing table.

You can reference the same routing policy one or more times in the same or a different

export statement.

You can apply export policies to routes being exported from the routing table into the

forwarding table for the following features:

• Per-packet load balancing

• Class of service (CoS)

Options policy-name—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Load Balancing BGP Traffic on page 2858

• Routing Policy Feature Guide for Routing Devices

• How a Routing Policy Is Evaluated
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export-rib

Syntax export-rib routing-table-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib-groups group-name],

[edit logical-systems logical-system-name routing-options rib-groups group-name],
[edit routing-instances routing-instance-name routing-options rib-groups group-name],
[edit routing-options rib-groups group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify the name of the routing table fromwhich Junos OS should export routing

information.

Options routing-table-name—Routing table group name.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• import-rib on page 2375

• passive
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fate-sharing

Syntax fate-sharing {
group group-name {
cost value;
from address <to address>;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit routing-options],
[edit routing-instances routing-instance-name routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify a backup path in case the primary path becomes unusable.

You specify one ormore objects with common characteristics within a group. All objects

are treated as /32 host addresses. The objects can be a LAN interface, a router ID, or a

point-to-point link. Sequence is insignificant.

Changing the fate-sharing database does not affect existing established LSPs until the

next CSPF reoptimization. The fate-sharing database does affect fast-reroute detour

path computations.

Options cost value—Cost assigned to the group.

Range: 1 through 65,535

Default: 1

fromaddress—Address of the router or address of the LAN/NBMA interface. For example,

an Ethernet network with four hosts in the same fate-sharing group would require

you to list all four of the separate from addresses in the group.

group group-name—Each fate-sharing groupmust have a name, which can have a

maximum of 32 characters, including letters, numbers, periods (.), and hyphens (-).

You can define up to 512 groups.

toaddress—(Optional) Address of egress router. For point-to-point link objects, youmust

specify both a from and a to address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Ingress Router for MPLS-Signaled LSPs

• Junos OSMPLS Applications Library for Routing Devices
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flow

Syntax flow {
route name {
match {
match-conditions;

}
term-order (legacy | standard);
then {
actions;

}
}
firewall-install-disable;
term-order (legacy | standard);
validation {
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit routing-options],
[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

term-order statement introduced in Junos OS Release 10.0

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a flow route.

Default legacy

Options actions—An action to take if conditions match.

match-conditions—Match packets to these conditions.

route name—Name of the flow route.

standard—Specify to use version 7 or later of the flow-specification algorithm.

term-order (legacy | standard)—Specify the version of the flow-specification algorithm.

• legacy—Use version 6 of the flow-specification algorithm.

• standard—Use version 7 of the flow-specification algorithm.

then—Actions to take onmatching packets.

2367Copyright © 2014, Juniper Networks, Inc.

Chapter 28: Configuration



The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Flow Routes

flow-map

Syntax flow-map flow-map-name {
bandwidth (bps | adaptive);
forwarding-cache {
timeout (never non-discard-entry-only |minutes);

}
policy [ policy-names ];
redundant-sources [ addresses ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast flowmaps.

Options flow-map-name—Name of the flow-map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast FlowMap
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forwarding-cache (FlowMaps)

Syntax forwarding-cache {
timeout (minutes | never non-discard-entry-only );

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast forwarding cache properties for the flowmap.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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forwarding-cache (Multicast)

Syntax forwarding-cache {
allow-maximum;
family (inet | inet6) {
threshold {
log-warning value;
suppress value <reuse value>;

}
}
threshold {
log-warning value;
suppress value <reuse value>;

}
timeoutminutes;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast forwarding cache properties. These properties include threshold

suppression and reuse limits, the threshold at which a warning message is logged, and

timeout values.

Specify a value for the threshold at which to suppress newmulticast forwarding cache

entries and an optional reuse value for the threshold at which the router begins to create

newmulticast forwarding cache entries. The range for both is from 1 through 200,000.

If configured, the reuse value should be less than the suppression threshold value. The

suppression value is mandatory. If you do not specify the optional reuse value, then the

number of multicast forwarding cache entries is limited to the suppression value. A new

entry is created as soon as the number of multicast forwarding cache entries falls below

the suppression value.

Youcanconfigure the thresholdsglobally for themulticast forwardingcacheor individually

for the IPv4 and IPv6multicast forwarding caches. Configuring the threshold statement

globally for themulticast forwarding cacheor including the family statement to configure

the thresholds for the IPv4 and IPv6multicast forwarding caches aremutually exclusive.

Default By default, there are no limits on the number of multicast forwarding cache entries.

Options family (inet | inet6)—(Optional) Apply the configured thresholds to either IPv4 or IPv6

multicast forwarding cache entries.

Default: Bydefault, theconfigured thresholdsareapplied toboth IPv4and IPv6multicast
forwarding cache entries.
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The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache

forwarding-table

Syntax forwarding-table {
export [ policy--names ];
(indirect-next-hop | no-indirect-next-hop);

}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure information about the routing device’s forwarding table.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Per-Packet Load Balancing on page 2310
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generate

Syntax generate {
defaults {
generate-options;

}
route destination-prefix {
policy policy-name;
generate-options;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name],

[edit routing-options],
[edit routing-options rib routing-table-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure generated routes, which are used as routes of last resort.

Options defaults—(Optional) Specify global generated route options. These options only set

default attributes inherited by all newly created generated routes. These are treated

as global defaults and apply to all the generated routes you configure in the generate

statement.

generate-options—Additional information about generated routes, which is includedwith

the routewhen it is installed in the routing table. Specify zeroormoreof the following

options in generate-options. Each option is explained separately.

• (active | passive);

• as-path <as-path> <origin (egp | igp | incomplete)> <atomic-aggregate> <aggregator

as-number in-address>;

• (brief | full);

• community [ community-ids ];

• discard;

• (metric | metric2 | metric3 | metric4) value <type type>;

• (preference | preference2 | color | color2) preference <type type>;

• tag string;

route destination-prefix—Configure a non-default generated route:

• default—For the default route to the destination. This is equivalent to specifying an IP

address of 0.0.0.0/0.
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• destination-prefix/prefix-length—/destination-prefix is the network portion of the IP

address, and prefix-length is the destination prefix length.

The policy statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Conditionally Generating Static Routes

import (Routing Options)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options resolution rib],

[edit logical-systems logical-system-name routing-options resolution rib],
[edit routing-instances routing-instance-name routing-options resolution rib],
[edit routing-options resolution rib]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify one or more import policies to use for route resolution.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Resolution on PE Routers
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import-policy

Syntax import-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib-groups group-name],

[edit logical-systems logical-system-name routing-options rib-groups group-name],
[edit routing-instances routing-instance-name routing-options rib-groups group-name],
[edit routing-options rib-groups group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to routes imported into the routing table group. The

import-policy statement complements the import-rib statement and cannot be used

unless you first specify the routing tables to which routes are being imported.

NOTE: On EX Series switches, only dynamically learned routes can be
imported from one routing table group to another.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• export-rib on page 2365

• passive
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import-rib

Syntax import-rib [ routing-table-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib-groups group-name],

[edit logical-systems logical-system-name routing-options rib-groups group-name],
[edit routing-instances routing-instance-name routing-options rib-groups group-name],
[edit routing-options rib-groups group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the name of the routing table into which Junos OS should import routing

information. The first routing table name you enter is the primary routing table. Any

additional names you enter identify secondary routing tables. When a protocol imports

routes, it imports them into the primary and any secondary routing tables. If the primary

route is deleted, the secondary route also is deleted. For IPv4 import routing tables, the

primary routing table must be inet.0 or routing-instance-name.inet.0. For IPv6 import

routing tables, the primary routing table must be inet6.0.

In Junos OS Release 9.5 and later, you can configure an IPv4 import routing table that

includesboth IPv4and IPv6 routing tables. Includingboth types of routing tables permits

you, for example, to populate an IPv6 routing table with IPv6 addresses that are

compatible with IPv4. In releases prior to Junos OS Release 9.5, you could configure an

import routing table with only either IPv4 or IPv6 routing tables.

NOTE: On EX Series switches, only dynamically learned routes can be
imported from one routing table group to another.

Options routing-table-names—Name of one or more routing tables.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• export-rib on page 2365

• passive
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indirect-next-hop

Syntax (indirect-next-hop | no-indirect-next-hop);

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table],
[edit routing-options forwarding-table]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable indirectly connected next hops for route convergence. This statement is

implemented on the Packet Forward Engine to speed up forwarding information base

(FIB) updates. Configuring this statement significantly speeds convergence times. The

onlydownsideof configuring this statement is that someadditional FIBmemoryoverhead

is required. Unless routes have an extremely high number of next hops, this increased

memory usage should not be noticeable.

NOTE:

• WhenvirtualprivateLANservice (VPLS) isconfiguredon the routingdevice,
the indirect-next-hop statement is configurable at the [edit routing-options

forwarding-table] hierarchy level. However, this configuration is not

applicable to indirect nexthops specific to VPLS routing instances.

• Bydefault, the JunosTrioModular Port Concentrator (MPC) chipset onMX
Series routers is enabled with indirectly connected next hops, and this
cannot be disabled using the no-indirect-next-hop statement.

Default Disabled.

Options indirect-next-hop—Enable indirectly connected next hops.

no-indirect-next-hop—Explicitly disable indirect next hops.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Optimizing Route Reconvergence by Enabling Indirect Next Hops on the Packet

Forwarding Engine
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install (Routing Options)

Syntax (install | no-install);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static (defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
(defaults | route)],

[edit logical-systems logical-system-name routing-options static (defaults | route)],
[edit routing-instances routing-instance-name routing-options rib routing-table-name static
(defaults | route)],

[edit routing-instances routing-instance-name routing-options static (defaults | route)],
[edit routing-options rib routing-table-name static (defaults | route)]
[edit routing-options static (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure whether Junos OS installs all static routes into the forwarding table. Even if

you configure a route so it is not installed in the forwarding table, the route is still eligible

to be exported from the routing table to other protocols.

Options install—Explicitly install all static routes into the forwarding table. Include this statement

when configuring an individual route in the route portion of the static statement to

override a no-install option specified in the defaults portion of the statement.

no-install—Do not install the route into the forwarding table, even if it is the route with

the lowest preference.

Default: install

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• static
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instance-type

Syntax instance-type virtual-router

Hierarchy Level [edit routing-instances]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the type of routing instance.

Options virtual-router—Virtual router routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Using Virtual Routing Instances to Route Among VLANs on EX Series Switches

• Configuring Virtual Routing Instances (CLI Procedure)

• Configuring Virtual Router Routing Instances on page 2313
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interface (Multicast Static Routes)

Syntax interface interface-names {
disable;
maximum-bandwidth bps;
no-qos-adjust;
reverse-oif-mapping {
no-qos-adjust;

}
subscriber-leave-timer seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable multicast traffic on an interface.

By default, multicast packets are forwarded by enabling Protocol IndependentMulticast

(PIM) on an interface. PIM addsmulticast routes into the routing table.

You can also configure multicast packets to be forwarded over a static route, such as a

static route associated with an LSP next hop. Multicast packets are accepted on an

interface and forwarded over a static route in the forwarding table. This is useful when

you want to enable multicast traffic on a specific interface without configuring PIM on

the interface.

You cannot enable multicast traffic on an interface and configure PIM on the same

interface simultaneously.

Static routes must be configured before you can enable multicast on an interface.

Configuring the interface statement alone does not install any routes into the routing

table. This feature relies on the static route configuration.

Options interface-names—Name of one or more interfaces on which to enable multicast traffic.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Defining Interface Bandwidth Maximums

• Example: Configuring Multicast with Subscriber VLANs
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interface (Routing Instances)

Syntax interface interface-name;

Hierarchy Level [edit routing-instances]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description For virtual router routing instances, configure an interface.

NOTE:

• Youmust configure only interfaces from the Node devices assigned to the
networkNodegroup. If you try toconfigure interfaces fromtheNodedevices
assigned to server Node groups, the configuration does not commit.

• You can configure an interface for one routing instance only.

Options interface-name—Name of an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Virtual Router Routing Instances on page 2313
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interface (Routing Options)

Syntax interface interface-names {
maximum-bandwidth bps;
no-qos-adjust;
reverse-oif-mapping {
no-qos-adjust;

}
subscriber-leave-timer seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable multicast traffic on an interface.

TIP: You cannot enablemulticast traffic on an interface by using the
routing-optionsmulticast interface statement and configure PIM on the

interface.

Options interface-name—Names of the physical or logical interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Defining Interface Bandwidth Maximums

• Example: Configuring Multicast with Subscriber VLANs
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interface-routes

Syntax interface-routes {
family (inet | inet6) {
export {
lan;
point-to-point;

}
}
rib-group group-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

NOTE: On EX Series switches, only dynamically learned routes can be
imported from one routing table group to another.

Description Associate a routing table group with the routing device’s interfaces, and specify routing

table groups into which interface routes are imported.

By default, IPv4 interface routes (also called direct routes) are imported into routing

table inet.0, and IPv6 interface routes are imported into routing table inet6.0. If you are

configuring alternate routing tables for use by some routing protocols, it might be

necessary to import the interface routes into the alternate routing tables. To define the

routing tables into which interface routes are imported, you create a routing table group

and associate it with the routing device’s interfaces.

To create the routing table groups, include the passive statement at the

[edit routing-options] hierarchy level.

If you have configured a routing table, configure the OSPF primary instance at the [edit

protocols ospf] hierarchy level with the statements needed for your network so that

routes are installed in inet.0 and in the forwarding table. Make sure to include the routing

table group.

To export local routes, include the export statement.

To export LAN routes, include the lan option. To export point-to-point routes, include

the point-to-point option.
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Only local routes on point-to-point interfaces configured with a destination address are

exportable.

Options inet—Specify the IPv4 address family.

inet6—Specify the IPv6 address family.

lan—Export LAN routes.

point-to-point—Export point-to-point routes.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Importing Direct and Static Routes Into a Routing Instance

• Example: Configuring Multiple Routing Instances of OSPF

• passive

local-address (Routing Options)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast backup-pe-group group-name],

[edit logical-systems logical-system-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-instances routing-instance-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-optionsmulticast backup-pe-group group-name]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure theaddressof the localPE for ingressPE redundancywhenpoint-to-multipoint

LSPs are used for multicast distribution.

Options address—Address of local PEs in the backup group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy
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martians

Syntax martians {
destination-prefix match-type <allow>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name],

[edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-options rib routing-table-name],
[edit routing-instances routing-instance-name routing-options],
[edit routing-instances routing-instance-name routing-options rib routing-table-name],
[edit routing-options],
[edit routing-options rib routing-table-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure martian addresses.

Options allow—(Optional) Explicitly allow a subset of a range of addresses that has been

disallowed. The allow option is the only supported action.

destination-prefix—Destination route you are configuring:

• destination-prefix/prefix-length—destination-prefix is the network portion of the IP

address, and prefix-length is the destination prefix length.

• default—Default route to use when routing packets do not match a network or host in

the routing table. This is equivalent to specifying the IP address 0.0.0.0/0.

match-type—Criteria that the destination must match:

• exact—Exactly match the route’s mask length.

• longer—The route’s mask length is greater than the specified mask length.

• orlonger—The route’smask length is equal to or greater than the specifiedmask length.

• through destination-prefix—The route matches the first prefix, the route matches the

second prefix for the number of bits in the route, and the number of bits in the route is

less than or equal to the number of bits in the second prefix.

• upto prefix-length—The route’s mask length falls between the two destination prefix

lengths, inclusive.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Martian Addresses

maximum-bandwidth (Routing Options)

Syntax maximum-bandwidth bps;

Hierarchy Level [edit dynamic-profiles profile-name routing-instances instance-name routing-options
multicast interface interface-name],

[edit dynamic-profiles profile-name routing-optionsmulticast interface interface-name]
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

dynamic-profiles hierarchy level added in Junos OS Release 11.2.

Description Configure the multicast bandwidth for the interface.

Options bps—Bandwidth rate, in bits per second, for the multicast interface.

Range: 0 through any amount of bandwidth

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Defining Interface Bandwidth Maximums
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maximum-paths

Syntax maximum-paths path-limit <log-interval seconds> <log-only | threshold value>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a limit for the number of routes installed in a routing table based upon the

route path.

NOTE: Themaximum-paths statement is similar to themaximum-prefixes

statement. Themaximum-prefixes statement limits the number of unique

destinations in a routing instance. For example, suppose a routing instance
has the following routes:

OSPF 10.10.10.0/24 
ISIS 10.10.10.0/24 

These are two routes, but only one destination (prefix). Themaximum-paths

limit applies the total number of routes (two). Themaximum-prefixes limit

applies to the total number of unique prefixes (one).

Options log-interval seconds—(Optional) Minimum time interval (in seconds) between log

messages.

Range: 5 through 86,400

log-only—(Optional) Sets the route limit as an advisory limit. An advisory limit triggers

only a warning, and additional routes are not rejected.

path-limit—Maximumnumber of routes. If this limit is reached, awarning is triggered and

additional routes are rejected.

Range: 1 through 4,294,967,295 (232 – 1)

Default: No default

threshold value—(Optional) Percentage of the maximum number of routes that starts

triggering a warning. You can configure a percentage of the path-limit value that

starts triggering the warnings.

Range: 1 through 100
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NOTE: When the number of routes reaches the threshold value, routes are

still installed into the routing table while warningmessages are sent. When
the number of routes reaches the path-limit value, then additional routes are

rejected.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3 VPNs
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maximum-prefixes

Syntax maximum-prefixes prefix-limit <log-interval seconds> <log-only | threshold percentage>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a limit for the number of routes installed in a routing table based upon the

route prefix.

Using a prefix limit, you can curtail the number of prefixes received from a CE router in a

VPN.Prefix limits apply only todynamic routingprotocols andare not applicable to static

or interface routes.

NOTE: Themaximum-prefixes statement is similar to themaximum-paths

statement. Themaximum-prefixes statement limits the number of unique

destinations in a routing instance. For example, suppose a routing instance
has the following routes:

OSPF 10.10.10.0/24 
ISIS 10.10.10.0/24 

These are two routes, but only one destination (prefix). Themaximum-paths

limit applies the total number of routes (two). Themaximum-prefixes limit

applies to the total number of unique prefixes (one).

Options log-interval seconds—(Optional) Minimum time interval (in seconds) between log

messages.

Range: 5 through 86,400

log-only—(Optional) Sets the prefix limit as an advisory limit. An advisory limit triggers

only a warning, and additional routes are not rejected.

prefix-limit—Maximum number of route prefixes. If this limit is reached, a warning is

triggered and any additional routes are rejected.

Range: 1 through 4,294,967,295

Default: No default

threshold value—(Optional) Percentage of the maximum number of prefixes that starts

triggering a warning. You can configure a percentage of the prefix-limit value that

starts triggering the warnings.
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Range: 1 through 100

NOTE: When the number of routes reaches the threshold value, routes are

still installed into the routing table while warningmessages are sent. When
the number of routes reaches the prefix-limit value, then additional routes

are rejected.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3 VPNs

med-igp-update-interval

Syntax med-igp-update-intervalminutes;

Hierarchy Level [edit routing-options]

Release Information Statement introduced in Junos OS Release 9.0

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a timer for how long to delay updates for themultiple exit discriminator (MED)

path attribute for BGP groups and peers configured with themetric-out igp offset

delay-med-update statement. The timer delays MED updates for the interval configured

unless the MED is lower than the previously advertised attribute or another attribute

associatedwith the route has changed or if the BGP peer is responding to a refresh route

request.

Options minutes—Interval to delay MED updates.

Range: 10 through 600

Default: 10 minutes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED

Updates on page 2730

• metric-out on page 3073
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metric (Aggregate, Generated, or Static Route)

Syntax (metric | metric2 | metric3 | metric4)metric <type type>;

Hierarchy Level [edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify the metric value for an aggregate, generated, or static route. You can specify up

to four metric values, starting withmetric (for the first metric value) and continuing with

metric2,metric3, andmetric4.

Options metric—Metric value.

Range: 0 through 4,294,967,295 (232 – 1)

type type—(Optional) Type of route.

When routes are exported to OSPF, type 1 routes are advertised in type 1 externals, and

routes of any other type are advertised in type 2 externals. Note that if a

qualified-next-hopmetric value is configured, this value overrides the route metric.

Range: 1 through 16

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Summarizing Static Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372

• static
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multicast (Routing Options)

Syntax multicast {
forwarding-cache {
threshold suppress value <reuse value>;

}
interface interface-name {
enable;

}
scope scope-name {
interface [ interface-names ];
prefix destination-prefix;

}
ssm-groups {
address;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure generic multicast properties.

NOTE: You cannot apply a scoping policy to a specific routing instance. All
scoping policies are applied to all routing instances. However, you can apply
the scope statement to a specific routing instance.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Administrative Scoping

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 4103

• Examples: Configuring the Multicast Forwarding Cache

• Multicast Protocols Feature Guide for Routing Devices

• (indirect-next-hop on page 2376 | no-indirect-next-hop)

2391Copyright © 2014, Juniper Networks, Inc.

Chapter 28: Configuration



no-qos-adjust

Syntax no-qos-adjust;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name reverse-oif-mapping],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast interface interface-name
reverse-oif-mapping],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name reverse-oif-mapping],

[edit routing-optionsmulticast interface interface-name],
[edit routing-optionsmulticast interface interface-name reverse-oif-mapping]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement added to [edit routing-instances routing-instance-name routing-options

multicast interface interface-name], [edit logical-systems logical-system-name

routing-instances routing-instance-name routing-optionsmulticast interface interface-name],

and [edit routing-optionsmulticast interface interface-name] hierarchy levels in Junos OS

Release 9.6.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Disablehierarchical bandwidthadjustment for all subscriber interfaces that are identified

by their MLD or IGMP request from a specific multicast interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs
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options (Routing Options)

Syntax options {
syslog (level level | upto level level);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the typesof system loggingmessages sentabout the routingprotocolsprocess

to the systemmessage logging file. These messages are also displayed on the system

console. You can log messages at a particular level, or up to and including a particular

level.

Options level level—Severity of themessage. It can be one ormore of the following levels, in order

of decreasing urgency:

• alert—Conditions that should be corrected immediately, such as a corrupted system

database.

• critical—Critical conditions, such as hard drive errors.

• debug—Software debugging messages.

• emergency—Panic or other conditions that cause the system to become unusable.

• error—Standard error conditions.

• info—Informational messages.

• notice—Conditions that are not error conditions, but might warrant special handling.

• warning—Systemwarning messages.

upto level level—Log all messages up to a particular level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• syslog in the Junos OS Administration Library for Routing Devices
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pim-to-igmp-proxy

Syntax pim-to-igmp-proxy {
upstream-interface [ interface-names ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the rendezvous point (RP) routing device that resides between a customer

edge-facingProtocol IndependentMulticast (PIM)domainandacore-facingPIMdomain

to translate PIM join or prunemessages into corresponding Internet GroupManagement

Protocol (IGMP) report or leave messages. The routing device then transmits the report

or leavemessagesbyproxying themtooneor twoupstream interfaces that youconfigure

on the RP routing device. Including the pim-to-igmp-proxy statement enables you to use

IGMP to forward IPv4multicast traffic across the PIM sparse mode domains.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-to-IGMPMessage Translation
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policy (Aggregate and Generated Routes)

Syntax policy policy-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate |generate) (defaults |
route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate | generate)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate) (defaults | route)],

[edit routing-options (aggregate | generate) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate | generate) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Associatea routingpolicywhenconfiguringanaggregateor generated route’s destination

prefix in the routes part of the aggregate or generate statement. This provides the

equivalentofan import routingpolicy filter for thedestinationprefix. That is, eachpotential

contributor to an aggregate route, along with any aggregate options, is passed through

the policy filter. The policy then can accept or reject the route as a contributor to the

aggregate route.

If the contributor is accepted, the policy canmodify the default preferences. The

contributor with the numerically smallest prefix becomes themost preferred, or primary,

contributor. A rejected contributor still can contribute to a less specific aggregate route.

If you do not specify a policy filter, all candidate routes contribute to an aggregate route.

The following algorithm is used to compare two generated contributing routes in order

to determine which one is the primary or preferred contributor:

1. Compare theprotocol’spreferenceof thecontributing routes. The lower thepreference,

the better the route. This is similar to the comparison that is done while determining

the best route for the routing table.

2. Compare the protocol’s preference2 of the contributing routes. The lower preference2

value is better. If only one route has preference2, then this route is preferred.

3. The preference values are the same. Proceed with a numerical comparison of the

prefixes’ values.

a. The primary contributor is the numerically smallest prefix value.

b. If the two prefixes are numerically equal, the primary contributor is the route that

has the smallest prefix length value.
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At this point, the two routes are the same. The primary contributor does not change. An

additional next hop is available for the existing primary contributor.

A rejected contributor still can contribute to less specific generated route. If you do not

specify a policy filter, all candidate routes contribute to a generated route.

Options policy-name—Name of a routing policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372

policy (FlowMaps)

Syntax policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure a flowmap policy.

Options policy-names—Name of one or more policies for flowmapping.

Required Privilege
Level

routing—To view this statement in the configuration.
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policy-options

Syntax policy-options
application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series.

Description Configure options such as application maps for DCBX application protocol exchange

and policy statements.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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policy-statement

Syntax policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

Hierarchy Level [edit dynamic policy-options],
[edit logical-systems logical-system-name policy-options],
[edit policy-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5

for EX Series switches.

inet-mdt option introduced in Junos OS Release 10.0R2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

route-target option introduced in Junos OS Release 12.2.

Description Define a routing policy, including subroutine policies.

A term is a named structure in which match conditions and actions are defined. Routing

policies are made up of one or more terms. Each routing policy term is identified by a

term name. The name can contain letters, numbers, and hyphens (-) and can be up to

255 characters long. To include spaces in the name, enclose the entire name in double

quotation marks.

Each term contains a set of match conditions and a set of actions:

• Matchconditionsare criteria thata routemustmatchbefore theactions canbeapplied.

If a route matches all criteria, one or more actions are applied to the route.

• Actions specify whether to accept or reject the route, control how a series of policies

are evaluated, andmanipulate the characteristics associated with a route.

Generally, a router compares a route against the match conditions of each term in a

routing policy, starting with the first andmoving through the terms in the order in which

they are defined, until a match is made and an explicitly configured or default action of
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accept or reject is taken. If none of the terms in the policy match the route, the router

compares the route against the next policy, and so on, until either an action is taken or

the default policy is evaluated.

If noneof thematchconditionsof each termevaluates to true, the final action is executed.

The final action is defined in an unnamed term. Additionally, you can define a default

action (either accept or reject) that overrides any action intrinsic to the protocol.

The order of match conditions in a term is not relevant, because a route must match all

match conditions in a term for an action to be taken.

To list the routing policies under the [edit policy-options] hierarchy level by

policy-statement policy-name in alphabetical order, enter the show policy-options

configuration command.
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Options actions—(Optional) One ormore actions to take if the conditionsmatch. The actions are

described in Configuring Flow Control Actions.

family family-name—(Optional) Specify an address family protocol. Specify inet for IPv4.

Specify inet6 for 128-bit IPv6, and to enable interpretation of IPv6 router filter

addresses. For IS-IS traffic, specify iso. For IPv4multicast VPN traffic, specify

inet-mvpn. For IPv6multicast VPN traffic, specify inet6-mvpn. For

multicast-distribution-tree (MDT) IPv4 traffic, specify inet-mdt. ForBGP route target

VPN traffic, specifyroute-target.

NOTE: When family is not specified, the routing device or routing instance

uses the address family or families carried by BGP. If multiprotocol BGP
(MP-BGP) is enabled, the policy defaults to the protocol family or families
carried in the network layer reachability information (NLRI) as configured in
the family statement for BGP. If MP-BGP is not enabled, the policy uses the
default BGP address family unicast IPv4.

from—(Optional) Match a route based on its source address.

match-conditions—(Optional in from statement; required in to statement) One or more

conditions to use to make amatch. The qualifiers are described in Routing Policy

Match Conditions.

policysubroutine-policy-name—Useanother policy asamatchconditionwithin this policy.

Thename identifying thesubroutinepolicy cancontain letters, numbers, andhyphens

(-) and can be up to 255 characters long. To include spaces in the name, enclose it

in quotation marks (“ ”). Policy names cannot take the form __.*-internal__, as this

form is reserved. For information about how to configure subroutines, see

Understanding Policy Subroutines in Routing Policy Match Conditions.

policy-name—Name that identifies the policy. The name can contain letters, numbers,

and hyphens (-) and can be up to 255 characters long. To include spaces in the

name, enclose it in quotation marks (“ ”).

prefix-list prefix-list-name—Name of a list of IPv4 or IPv6 prefixes.

prefix-list-filter prefix-list-name—Name of a prefix list to evaluate using qualifiers;

match-type is the type ofmatch (seeConfiguring Prefix List Filters), and actions is the

action to take if the prefixes match.

route-filter destination-prefix match-type <actions>—(Optional) List of routes on which

to perform an immediate match; destination-prefix is the IPv4 or IPv6 route prefix to

match,match-type is the type of match (see Configuring Route Lists), and actions is

the action to take if the destination-prefixmatches.

source-address-filter source-prefix match-type <actions>—(Optional) Unicast source

addresses in multiprotocol BGP (MBGP) and Multicast Source Discovery Protocol

(MSDP) environments on which to perform an immediate match. source-prefix is
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the IPv4 or IPv6 route prefix to match,match-type is the type of match (see

ConfiguringRoute Lists), and actions is the action to take if the source-prefixmatches.

term term-name—Name that identifies the term. The term namemust be unique in the

policy. It cancontain letters, numbers, andhyphens (-)andcanbeup to64characters

long. To include spaces in the name, enclose the entire name in quotation marks

(“ ”). A policy statement can includemultiple terms.We recommend that you name

all terms. However, you do have the option to include an unnamed termwhichmust

be the final term in the policy. To configure an unnamed term, omit the term

statement when defining match conditions and actions.

to—(Optional)Matcha routebasedon itsdestinationaddressor theprotocols intowhich

the route is being advertised.

then—(Optional) Actions to take onmatching routes. The actions are described in

Configuring Flow Control Actions and Configuring Actions That Manipulate Route

Characteristics.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• dynamic-db
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ppm

Syntax ppm {
no-delegate-processing;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 10.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description (M120,M320,MXSeries, T Series, TXMatrix routers, M7i andM10i routerswith Enhanced

CFEB [CFEB-E], EX Series switches, and QFX Series only) Disable distributed periodic

packet management (PPM) to the Packet Forwarding Engine (on routers), to access

ports (on EX3200 and EX4200 switches, and QFX Series), or to line cards (on EX6200

and EX8200 switches).

After you disable PPM, PPM processing continues to run on the Routing Engine.

In Junos OS Release 8.2, PPMwasmoved from the Routing Engine to the Packet

Forwarding Engine, access ports, or line cards. The no-delegate-processing statement

disables the default behavior and restores the legacy behavior.

Default Distributed PPM processing is enabled for all protocols that use PPM.

Options no-delegate-processing—Disable PPM to the Packet Forwarding Engine, access ports, or

line cards. Distributed PPM is enabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Distributed Periodic Packet Management on an EX Series Switch (CLI

Procedure)

• Configuring Distributed Periodic Packet Management on page 2312
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ppm (Ethernet Switching)

Syntax ppm {
centralized;

}

Hierarchy Level [edit protocols lacp]

Release Information Statement introduced in Junos OS Release 10.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for T Series devices.

Description ConfigurePPMprocessingoptions for LinkAggregationControlProtocol (LACP)packets.

This command configures the PPM processing options for LACP packets only. You can

disable distributed PPM processing for all packets that use PPM and run all PPM

processingon theRoutingEnginebyconfiguring theno-delegate-processingconfiguration

statement in the [edit routing-options ppm] statement hierarchy.

Default Distributed PPM processing is enabled for all packets that use PPM.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Distributed Periodic Packet Management on an EX Series Switch (CLI

Procedure)

• Configuring Distributed Periodic Packet Management on page 2312
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preference (Routing Options)

Syntax (preference | preference2 | color | color2) preference <type type>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate | static) (defaults | route)],

[edit routing-instances routing-instance-name routing-options (aggregate |generate | static)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate | static) (defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate |generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Preference value for a static, aggregate, or generated route. You also can specify a

secondary preference value (preference2), aswell as colors, which are even finer-grained

preference values (color and color2).

If the Junos OS routing table contains a dynamic route to a destination that has a better

(lower) preference value than the static, aggregate, or generated route, the dynamic

route is chosen as the active route and is installed in the forwarding table.

Options preference—Preference value. A lower number indicates amore preferred route.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 5 (for static routes), 130 (for aggregate and generated routes)

type type—(Optional) Type of route.

Range: 1 through 16

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372

• static
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prefix

Syntax prefix destination-prefix;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast scope scope-name],

[edit logical-systems logical-system-name routing-optionsmulticast scope scope-name],
[edit routing-instances routing-instance-name routing-optionsmulticastscopescope-name],
[edit routing-optionsmulticast scope scope-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the prefix for multicast scopes.

Options destination-prefix—Address range for the multicast scope.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Administrative Scoping

• Example: Creating a Named Scope for Multicast Scoping

• multicast
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protocols

Syntax protocols {
bgp {
... bgp-configuration ...

}
isis {
... isis-configuration ...

}
ldp {
... ldp-configuration ...

}
msdp {
...msdp-configuration ...

}
mstp {
...mstp-configuration ...

}
ospf {
domain-id domain-id;
domain-vpn-tag number;
route-type-community (iana | vendor);
... ospf-configuration ...

}
ospf3 {
domain-id domain-id;
domain-vpn-tag number;
route-type-community (iana | vendor);
... ospf3-configuration ...

}
pim {
... pim-configuration ...

}
rip {
... rip-configuration ...

}
ripng {
... ripng-configuration ...

}
rstp {
rstp-configuration;

}
vstp {
vstp configuration;

}
vpls {
vpls configuration;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.
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Support for RIPng introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the protocol for a routing instance. You can configuremultiple instances ofmany

protocol types. Not all protocols are supported on the switches. See the switch CLI.

Options bgp—Specify BGP as the protocol for a routing instance.

isis—Specify IS-IS as the protocol for a routing instance.

ldp—Specify LDP as the protocol for a routing instance.

l2vpn—Specify Layer 2 VPN as the protocol for a routing instance.

msdp—Specify the Multicast Source Discovery Protocol (MSDP) for a routing instance.

mstp—Specify the Multiple Spanning Tree Protocol (MSTP) for a virtual switch routing

instance.

ospf—Specify OSPF as the protocol for a routing instance.

ospf3—Specify OSPF version 3 (OSPFv3) as the protocol for a routing instance.

NOTE: OSPFv3 supports the no-forwarding, virtual-router, and vrf routing

instance types only.

pim—Specify the Protocol Independent Multicast (PIM) protocol for a routing instance.

rip—Specify RIP as the protocol for a routing instance.

ripng—Specify RIP next generation (RIPng) as the protocol for a routing instance.

rstp—Specify the Rapid Spanning Tree Protocol (RSTP) for a virtual switch routing

instance.

vstp—Specify the VLAN Spanning Tree Protocol (VSTP) for a virtual switch routing

instance.

vpls—Specify VPLS as the protocol for a routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multiple Routing Instances of OSPF
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qualified-next-hop (Static Routes)

Syntax qualified-next-hop (address | interface-name) {
bfd-liveness-detection {
authentication {
algorithm(keyed-md5|keyed-sha-1 |meticulous-keyed-md5|meticulous-keyed-sha-1 |
simple-password);

key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
holddown-intervalmilliseconds;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
interface interface-name;
metricmetric;
preference preference;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static route destination-prefix],

[edit logical-systems logical-system-name routing-options rib inet6.0 static route
destination-prefix],

[edit logical-systems logical-system-name routing-options static route destination-prefix],
[edit routing-instances routing-instance-name routing-optionsstatic routedestination-prefix],
[edit routing-options rib inet6.0 static route destination-prefix],
[edit routing-options static route destination-prefix]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure a static routewithmultiple possible next hops, each ofwhich can have its own

preference value, IGPmetric that is used when the route is exported into an IGP, and

Bidirectional Forwarding Detection (BFD) settings. If multiple links are operational, the

one with the most preferred next hop is used. Themost preferred next hop is the one

with the lowest preference value.

Options address—IPv4, IPv6, or ISO network address of the next hop.

interface-name—Name of the interface on which to configure an independent metric or

preference for a static route. To configure an unnumbered interface as the next-hop
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interface for a static route, specify qualified-next-hop interface-name, where

interface-name is the name of the IPv4 or IPv6 unnumbered interface.

NOTE: For an Ethernet interface to be configured as the qualified next hop
for a static route, it must be an unnumbered interface.

To configure an Ethernet interface as an unnumbered interface, configure
the unnumbered-address <interface-name> statement at the [edit interfaces

<interface-name> unit <logical-unit-number> family <family-name>] hierarchy

level as described in Configuring an Unnumbered Interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Static Route Preferences and Qualified Next Hops

• Example: Enabling BFD on Qualified Next Hops in Static Routes on page 2325
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readvertise

Syntax (readvertise | no-readvertise);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static (defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
(defaults | route)],

[edit logical-systems logical-system-name routing-options static (defaults | route)],
[edit routing-instances routing-instance-name routing-options rib routing-table-name static
(defaults | route)],

[edit routing-instances routing-instance-name routing-options static (defaults | route)],
[edit routing-options rib routing-table-name static (defaults | route)],
[edit routing-options static (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure whether static routes are eligible to be readvertised by routing protocols:

Default Static routes are eligible to be readvertised (that is, exported from the routing table into

dynamic routing protocols) if a policy to do so is configured. Tomark an IPv4 static route

as being ineligible for readvertisement, include the no-readvertise statement.

Options readvertise—Readvertise static routes. Include the readvertise statementwhenconfiguring

an individual route in the route portion of the static statement to override a

no-readvertise option specified in the defaults portion of the statement.

no-readvertise—Mark a static route as being ineligible for readvertisement. Include the

no-readvertise option when configuring the route.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Controlling Static Routes in Routing and Forwarding Tables

• static
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redundant-sources

Syntax redundant-sources [ addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a list of redundant sources for multicast flows defined by a flowmap.

Options addresses—List of IPv4 or IPv6 addresses for use as redundant (backup) sources for

multicast flows defined by a flowmap.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast FlowMap
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resolution

Syntax resolution {
rib routing-table-name {
import [ policy-names ];
resolution-ribs [ routing-table-names ];

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the router to perform custom route resolution on protocol next hops of routes

in a certain routing table. The protocol next hop is used to determine the forwarding

next-hop.

For example, youmight want to direct inet.2 route resolution to use topology routing

tables :red.inet.0 and :blue.inet.0 for protocol next-hop IP address lookups. Or youmight

want todirectbgp.l3vpn.0 touse the information in inet.0 to resolve routes, thusoverriding

the default behavior, which is to use inet.3.

You can specify up to two routing tables in the resolution-ribs statement. The route
resolution scheme first checks the first-listed routing table for the protocol next-hop

address. If the address is found, it uses this entry. If it is not found, the resolution scheme

checks second-listed routing table.Hence, only one routing table is used for eachprotocol

nexthop address. For example, if you configure resolution rib bgp.l3vpn.0 resolution-ribs

[inet.0 inet.3], inet.0 is checked first and then inet.3 is checked.

NOTE: Customizing route resolutionmightcause the routingprotocolprocess
(rpd) to consumemorememory resources than it ordinarily would. When
you customize route resolution, we recommend that you check thememory
resources by running the show system processes and the show taskmemory

commands. For more information, see Routing Protocol Process Memory
FAQs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Route Resolution on PE Routers

• Example: Configuring Route Resolution on Route Reflectors

• Example: Configuring Multitopology Routing Based on a Multicast Source

resolution-ribs

Syntax resolution-ribs [ routing-table-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options resolution rib],

[edit logical-systems logical-system-name routing-options resolution rib],
[edit routing-instances routing-instance-name routing-options resolution rib],
[edit routing-options resolution rib]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify one or more routing tables to use for route resolution.

This statement enables you to override the default routing tables that Junos OS uses for

route resolution. For example, suppose that the resolution routing table is inet.3, but you

want to allow fallback resolution through inet.0. One example use case is overriding the

bgp.rtarget.0 (family route-target) routing table resolution from using only inet.3 to using

both inet.3 and inet.0.

Options routing-table-names—Name of one or more routing tables.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Resolution on PE Routers

• Example: Configuring Multitopology Routing Based on a Multicast Source
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resolve

Syntax resolve;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static (defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
(defaults | route)],

[edit logical-systems logical-system-name routing-options static (defaults | route)],
[edit routing-instances routing-instance-name routing-options rib routing-table-name static
(defaults | route)],

[edit routing-instances routing-instance-name routing-options static (defaults | route)],
[edit routing-options rib routing-table-name static (defaults | route)],
[edit routing-options static (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Statically configure routes to be resolved to a next hop that is not directly connected.

The route is resolved through the inet.0 and inet.3 routing tables.

Default Static routes can point only to a directly connected next hop.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• static

Copyright © 2014, Juniper Networks, Inc.2414

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



retain

Syntax (no-retain | retain);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name static (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options static (defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name static
(defaults | route)],

[edit logical-systems logical-system-name routing-options static (defaults | route)],
[edit routing-instances routing-instance-name routing-options rib routing-table-name static
(defaults | route)],

[edit routing-instances routing-instance-name routing-options static (defaults | route)],
[edit routing-options rib routing-table-name static (defaults | route)],
[edit routing-options static (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure statically configured routes to be deleted from or retained in the forwarding

table when the routing protocol process shuts down normally:

Default Statically configured routes are deleted from the forwarding table when the routing

protocol process shuts down normally. Doing this greatly reduces the time required to

restart a system that has a large number of routes in its routing table.

Options no-retain—Delete statically configured routes fromthe forwarding tablewhen the routing

protocol process shuts down normally. To explicitly specify that routes be deleted

from the forwarding table, include the no-retain statement. Include this statement

when configuring an individual route in the route portion of the static statement to

override a retain option specified in the defaults portion of the statement.

retain—Have a static route remain in the forwarding table when the routing protocol

process shuts down normally. Doing this greatly reduces the time required to restart

a system that has a large number of routes in its routing table.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• static
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reverse-oif-mapping

Syntax reverse-oif-mapping {
no-qos-adjust;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

The no-qos-adjust statement added in Junos OS Release 9.5.

The no-qos-adjust statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable the routing device to identify a subscriber VLAN or interface based on an IGMP

or MLD request it receives over the multicast VLAN.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs
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rpf-check-policy (Routing Options RPF)

Syntax rpf-check-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply policies for disabling RPF checks on arriving multicast packets. The policies must

be correctly configured.

Options policy-names—Name of one or more multicast RPF check policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RPF Policies
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rib (General)

Syntax rib routing-table-name {
aggregate {
defaults {
... aggregate-options ...

}
route destination-prefix {
policy policy-name;
... aggregate-options ...

}
generate {
defaults {
generate-options;

}
route destination-prefix {
policy policy-name;
generate-options;

}
}
martians {
destination-prefix match-type <allow>;

}
}
static {
defaults {
static-options;

}
rib-group group-name;
route destination-prefix {
next-hop;
static-options;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Create a routing table.

Explicitly creating a routing tablewith routing-table-name is optional if you are not adding

any static, martian, aggregate, or generated routes to the routing table and if you also

are creating a routing table group.
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NOTE: The IPv4multicast routing table (inet.1)and the IPv6multicast routing

table (inet6.1) are not supported for this statement.

Default If youdonot specifya routing tablenamewith the routing-table-nameoption, the software

uses the default routing tables, which are inet.0 for unicast routes and inet.1 for the

multicast cache.

Options routing-table-name—Name of the routing table, in the following format:

protocol [.identifier].

In a routing instance, the routing table namemust include the routing instance name.

For example, if the routing instance name is link0, the routing table namemight be

link0.inet6.0.

• protocol is the protocol family. It canbe inet6 for the IPv6 family, inet for the IPv4 family,

iso for the ISO protocol family, or instance-name.iso.0 for an ISO routing instance.

• identifier is a positive integer that specifies the instance of the routing table.

Default: inet.0

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Creating Routing Tables

• passive
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rib (Route Resolution)

Syntax rib routing-table-name {
import [ policy-names ];
resolution-ribs [ routing-table-names ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options resolution],

[edit logical-systems logical-system-name routing-options resolution],
[edit routing-instances routing-instance-name routing-options resolution],
[edit routing-options resolution]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify a routing table name for route resolution.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Resolution on PE Routers
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rib-group (Routing Options)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options interface-routes],

[edit logical-systems logical-system-name routing-options interface-routes],
[edit logical-systems logical-system-name routing-options rib routing-table-name static],
[edit logical-systems logical-system-name routing-options static],
[edit routing-instances routing-instance-name routing-options interface-routes],
[edit routing-options interface-routes],
[edit routing-options rib routing-table-name static],
[edit routing-options static]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which routing table groups interface routes are imported into.

Options group-name—Name of the routing table group. The namemust start with a letter and

can include letters, numbers, and hyphens. It generally does not make sense to

specify more than a single routing table group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Importing Direct and Static Routes Into a Routing Instance

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• interface-routes on page 2382

• rib-groups on page 2422

2421Copyright © 2014, Juniper Networks, Inc.

Chapter 28: Configuration



rib-groups

Syntax rib-groups {
group-name {
export-rib group-name;
import-policy [ policy-names ];
import-rib [ group-names ];

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Group one or more routing tables to form a routing table group. A routing protocol can

import routes into all the routing tables in the group and can export routes from a single

routing table.

Each routing table groupmust contain one or more routing tables that Junos OS uses

when importing routes (specified in the import-rib statement)andoptionally cancontain

one routing tablegroup that JunosOSuseswhenexporting routes to the routingprotocols

(specified in the export-rib statement).

The first routing table you specify is the primary routing table, and any additional routing

tables are the secondary routing tables.

The primary routing table determines the address family of the routing table group. To

configure an IP version 4 (IPv4) routing table group, specify inet.0 as the primary routing

table. To configure an IP version 6 (IPv6) routing table group, specify inet6.0 as the

primary routing table. If you configure an IPv6 routing table group, the primary and all

secondary routing tables must be IPv6 routing tables (inet6.x).

In Junos OS Release 9.5 and later, you can include both IPv4 and IPv6 routing tables in

an IPv4 import routing table group using the import-rib statement. In releases prior to

Junos OS Release 9.5, you can only include either IPv4 or IPv6 routing tables in the same

import-rib statement. The ability to configure an import routing table group with both

IPv4 and IPv6 routing tables enables you, for example, to populate the inet6.3 routing

table with IPv6 addresses that are compatible with IPv4. Specify inet.0 as the primary

routing table, and specify inet6.3 as a secondary routing table.

NOTE: On EX Series switches, only dynamically learned routes can be
imported from one routing table group to another.
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NOTE: If you configure an import routing table group that includes both IPv4
and IPv6 routing tables, any corresponding export routing table groupmust
include only IPv4 routing tables.

If you have configured a routing table, configure the OSPF primary instance at the

[edit protocols ospf] hierarchy level with the statements needed for your network so that

routes are installed in inet.0 and in the forwarding table. Make sure to include the routing

table group. For more information, see Example: Configuring Multiple Routing Instances

of OSPF.

After specifying the routing table fromwhich to import routes, you can apply one ormore

policies to control which routes are installed in the routing table group. To apply a policy

to routesbeing imported into the routing tablegroup, include the import-policy statement.

Options group-name—Name of the routing table group. The namemust start with a letter and

can include letters, numbers, and hyphens.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• rib-group on page 2421

route-record

Syntax route-record;

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Export the AS path and routing information to the traffic sampling process.

Before you can perform flow aggregation, the routing protocol process must export the

AS path and routing information to the sampling process.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Flow Aggregation

• Junos OS Services Interfaces Library for Routing Devices
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router-id

Syntax router-id address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify the routing device’s IP address.

The router identifier is used by BGP and OSPF to identify the routing device fromwhich

a packet originated. The router identifier usually is the IP address of the local routing

device. If you do not configure a router identifier, the IP address of the first interface to

come online is used. This is usually the loopback interface. Otherwise, the first hardware

interface with an IP address is used.

NOTE: Westrongly recommend that youconfigure the router identifier under
the [edit routing-options] hierarchy level to avoid unpredictable behavior if

the interface address on a loopback interface changes.

For more information about the router identifier in OSPF, see “Example: Configuring an

OSPF Router Identifier” on page 3380.

Options address—IP address of the routing device.

Default: Address of the first interface encountered by Junos OS

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring External BGP Peering on page 2639

• Examples: Configuring Internal BGP Peering on page 2662
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routing-instances

Syntax routing-instances routing-instance-name {
description;
instance-type virtual-router;
interface interface-name;
protocols;
routing-options

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description (QFabric switches only) Configure a virtual router routing instance.

Options routing-instance-name—Name of this routing instance.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Virtual Router Routing Instances on page 2313

routing-options

Syntax routing-options { ... }

Hierarchy Level [edit],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure protocol-independent routing properties.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Routing Options on page 2303

• Understanding Distributed Periodic Packet Management on page 2304

• Example:ConfiguringSSMMaps forDifferentGroups toDifferentSourcesonpage4106
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scope

Syntax scope scope-name {
interface [ interface-names ];
prefix destination-prefix;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure multicast scoping.

Options scope-name—Name of the multicast scope.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Creating a Named Scope for Multicast Scoping
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scope-policy

Syntax scope-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-optionsmulticast]

NOTE: You can configure a scope policy at these two hierarchy levels only.
You cannot apply a scope policy to a specific routing instance, because all
scoping policies are applied to all routing instances. However, you can apply
thescopestatement toaspecific routing instanceat the [edit routing-instances

routing-instance-name routing-optionsmulticast] or [edit logical-systems

logical-system-name routing-instances routing-instance-name routing-options

multicast] hierarchy level.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply policies for scoping. The policy must be correctly configured at the edit

policy-options policy-statement hierarchy level.

Options policy-names—Name of one or more multicast scope policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• scope on page 2426

• Example: Using a Scope Policy for Multicast Scoping
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source-routing

Syntax source-routing {
(ip | ipv6)

}

Hierarchy Level [edit routing-options]

Release Information Statement for IPv6 introduced in Junos OS Release 8.2.

Statement for IPv4 introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable source routing.

Source routing allows a sender of a packet to partially or completely specify the route

thepacket takes through thenetwork. In contrast, in non-source routingprotocols, routers

in the network determine the path based on the packet's destination.

NOTE: We recommend that you not use source routing. Instead, we
recommend that you use policy-based routing or filter-based forwarding to
route packets based on source addresses.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Filter-Based Forwarding on the Source Address
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static (Routes)

Syntax static {
defaults {
static-options;

}
rib-group group-name;
route destination-prefix {
next-hop address;
next-hop options;
qualified-next-hop address {
metricmetric;
preference preference;

}
static-options;

}
}

Hierarchy Level [edit routing-options],
[edit routing-options rib routing-table-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure static routes to be installed in the routing table. You can specify any number

of routes within a single static statement, and you can specify any number of static

options in the configuration.

Options defaults—Specify global static route options. These options only set default attributes

inherited by all newly created static routes. These are treated as global defaults and

apply to all the static routes you configure in the static statement. This part of the

static statement is optional.

route destination-prefix—Destination of the static route.

• defaults—For the default route to the destination. This is equivalent to specifying an

IP address of 0.0.0.0/0.

• destination-prefix/prefix-length—destination-prefix is the network portion of the IP

address, and prefix-length is the destination prefix length.

• next-hop address—Reach the next-hop routing device by specifying an IP address, an

interface name, or an ISO network entity title (NET).

• nsap-prefix—nsap-prefix is the network service access point (NSAP) address for ISO.

next-hop options—Additional information for how tomanage forwarding of packets to

the next hop.

• discard—Do not forward packets addressed to this destination. Instead, drop the

packets, do not send ICMP unreachable messages to the packets’ originators, and

install a reject route for this destination into the routing table.
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• iso-net—Reach the next-hop routing device by specifying an ISO NSAP.

• next-table routing-table-name—Name of the next routing table to the destination.

• receive—Install a receive route for this destination into the routing table.

• reject—Donot forwardpacketsaddressed to this destination. Instead, drop thepackets,

send ICMP unreachablemessages to the packets’ originators, and install a reject route

for this destination into the routing table.

static-options—(Optional under route) Additional information about static routes, which

is included with the route when it is installed in the routing table.

You can specify one or more of the following in static-options. Each of the options is

explained separately.

• (active | passive);

• (install | no-install);

• (metric | metric2 | metric3 | metric4) value <type type>;

• (preference | preference2 | color | color2) preference <type type>;

• (resolve | no-resolve);

• (no-retain | retain);

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static Routing on page 2310
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subscriber-leave-timer

Syntax subscriber-leave-timer seconds;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Length of time before the multicast VLAN updates QoS data (for example, available

bandwidth) for subscriber interfaces after it receives an IGMP leavemessage.

Options seconds—Length of time before the multicast VLAN updates QoS data (for example,

available bandwidth) for subscriber interfaces after it receives an IGMP leave

message. Specifying a value of 0 results in an immediate update. This is the same

as if the statement were not configured.

Range: 0 through 30

Default: 0 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs
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tag (Routing Options)

Syntax tagmetric type number;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options rib routing-table-name (aggregate | generate | static) (defaults | route)],

[edit logical-systems logical-system-name routing-options (aggregate | generate | static)
(defaults | route)],

[edit logical-systems logical-system-name routing-options rib routing-table-name(aggregate |
generate | static) (defaults | route)],

[edit routing-instances routing-instance-name routing-optionsaggregate |generate | static)
(defaults | route)],

[edit routing-instances routing-instance-name routing-options rib routing-table-name
(aggregate | generate | static) (defaults | route)],

[edit routing-options (aggregate | generate | static) (defaults | route)],
[edit routing-options rib routing-table-name (aggregate |generate | static) (defaults | route)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Associate a tag with a static, aggregate, or generated route.

Default No tag strings are associated with routes.

Options metric—Tagmetric.

Range: 0 through 4,294,967,295

type number—Tag type.

Range: 1 through 16

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Static Routes

• Example: Summarizing Routes Through Route Aggregation

• Example: Conditionally Generating Static Routes

• aggregate on page 2342

• generate on page 2372

• static
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threshold (Multicast Forwarding Cache)

Syntax threshold {
log-warning value;
suppress value <reuse value>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache family (inet | inet6)],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache],
[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache
family (inet | inet6)],

[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache],
[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache
(inet | inet6)],

[edit routing-optionsmulticast forwarding-cache],
[edit routing-optionsmulticast forwarding-cache family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure theglobal suppression, reuse, andwarning logmessage thresholds formulticast

forwarding cache limits. You can configure the thresholds globally for the multicast

forwarding cache or individually for the IPv4 and IPv6multicast forwarding caches.

Configuring the threshold statement globally for the multicast forwarding cache or

including the family statement toconfigure the thresholds for the IPv4and IPv6multicast

forwarding caches are mutually exclusive.

To confirm the configured threshold values, use the showmulticast forwarding-cache

statistics command.

Options reuse value—(Optional)Valueatwhich tobegin creating newmulticast forwarding cache

entries. If configured, this number should be less than the suppress value.

Range: 1 through 200,000

suppress value—Value at which to begin suppressing newmulticast forwarding cache

entries. This value ismandatory. This number should be greater than the reuse value.

Range: 1 through 200,000

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring the Multicast Forwarding Cache
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timeout (FlowMaps)

Syntax timeout (never non-discard-entry-only |minutes);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the timeout value for multicast forwarding cache entries associated with the

flowmap.

Options minutes—Length of time that the forwarding cache entry remains active.

Range: 1 through 720

never non-discard-entry-only—Specify that the forwarding cache entry always remain

active. If youomit thenon-discard-entry-onlyoption, allmulticast forwarding entries,

including those in forwarding and pruned states, are kept forever. If you include the

non-discard-entry-only option, entries with forwarding states are kept forever, and

entries with pruned states time out.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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timeout (Multicast)

Syntax timeoutminutes <family (inet | inet6)>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache],
[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache],
[edit routing-optionsmulticast forwarding-cache]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the timeout value for multicast forwarding cache entries.

Options minutes—Length of time that the forwarding cache limit remains active.

Range: 1 through 720

family (inet | inet6)—(Optional) Apply the configured timeout to either IPv4 or IPv6

multicast forwarding cache entries. Configuring the timeout statement globally for

the multicast forwarding cache or including the family statement to configure the

timeout value for the IPv4 and IPv6multicast forwarding caches are mutually

exclusive.

Default: By default, the configured timeout applies to both IPv4 and IPv6multicast
forwarding cache entries.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache
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traceoptions (Routing Options)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-options],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-options],
[edit routing-options flow],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

nsr-synchronization flag for BGP, IS-IS, LDP, and OSPF added in Junos OS Release 8.4.

nsr-synchronization and nsr-packet flags for BFD sessions added in Junos OS Release

8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

nsr-synchronization flag for RIP and RIPng added in Junos OS Release 9.0.

nsr-synchronization flag for Layer 2 VPNs and VPLS added in Junos OS Release 9.1.

nsr-synchronization flag for PIM added in Junos OS Release 9.3.

nsr-synchronization flag for MPLS added in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

nsr-synchronization flag for MSDP added in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Define tracingoperations that trackall routingprotocol functionality in the routingdevice.

To specify more than one tracing operation, includemultiple flag statements.

Default If you do not include this statement, no global tracing operations are performed.

Options Values:

disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place global routing protocol tracing output in the file

routing-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and
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so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten. Note that if you specify a maximum number of files, you also must

specify a maximum file size with the size option.

Range: 2 through 1000 files

Default: 10 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. These are the global routing protocol tracing

options:

• all—All tracing operations

• condition-manager—Condition-manager events

• config-internal—Configuration internals

• general—All normaloperationsand routing table changes (acombinationof thenormal

and route trace operations)

• graceful-restart—Graceful restart operations

• normal—All normal operations

• nsr-packet—Detailed trace information for BFD nonstop active routing only

• nsr-synchronization—Tracing operations for nonstop active routing

• nsr-synchronization-detail—(MPLS only) Tracing operations for nonstop active routing

in detail

• parse—Configuration parsing

• policy—Routing policy operations and actions

• regex-parse—Regular-expression parsing

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0.When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then, the oldest trace file is

overwritten. Note that if you specify a maximum file size, you also must specify a

maximum number of trace files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB
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world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Example: Tracing Global Routing Protocol Operations

• Tracing Nonstop Active Routing Synchronization Events
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upstream-interface

Syntax upstream-interface [ interface-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast pim-to-igmp-proxy],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast pim-to-mld-proxy],

[edit logical-systems logical-system-name routing-optionsmulticast pim-to-igmp-proxy],
[edit logical-systems logical-system-name routing-optionsmulticast pim-to-mld-proxy],
[edit routing-instances routing-instance-name routing-optionsmulticastpim-to-igmp-proxy],
[edit routing-instances routing-instance-name routing-optionsmulticastpim-to-mld-proxy],
[edit routing-optionsmulticast pim-to-igmp-proxy],
[edit routing-optionsmulticast pim-to-mld-proxy]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure at least one, but not more than two, upstream interfaces on the rendezvous

point (RP) routing device that resides between a customer edge–facing Protocol

Independent Multicast (PIM) domain and a core-facing PIM domain. The RP routing

device translates PIM join or prunemessages into corresponding IGMP report or leave

messages (if you include the pim-to-igmp-proxy statement), or into corresponding MLD

report or leave messages (if you include the pim-to-mld-proxy statement). The routing

device then proxies the IGMP or MLD report or leave messages to one or both upstream

interfaces to forward IPv4multicast traffic (for IGMP) or IPv6multicast traffic (for MLD)

across the PIM domains.

Options interface-names—Names of one or two upstream interfaces to which the RP routing

device proxies IGMP or MLD report or leave messages for transmission of multicast

traffic across PIM domains. You can specify amaximumof two upstream interfaces

on the RP routing device. To configure a set of two upstream interfaces, specify the

full interface names, including all physical and logical address components, within

square brackets ( [ ] ).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-to-IGMPMessage Translation

• Configuring PIM-to-MLDMessage Translation
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CHAPTER 29

Administration

• Routine Monitoring on page 2441

• Operational Commands on page 2443

RoutineMonitoring

• Monitoring Routing Information on page 2441

• Verifying That Virtual Router Routing Instances AreWorking on page 2442

Monitoring Routing Information

Purpose Use themonitoring functionality to view the inet.0 routing table on the routing device.

Action To view the routing table, enter the following commands in the CLI interface:

• show route terse

• show route detail

Meaning Table 203 on page 2441 describes the different filters, their functions, and the associated

actions.

Table 204 on page 2442 summarizes key output fields in the routing information display.

Table 203: Filtering RouteMessages

Your ActionFunctionField

Enter the destination address.Specifies the destination address of the route.Destination Address

Enter the next hop address.Specifies the network layer address of the directly
reachable neighboring system (if applicable) and
the interface used to reach it.

Next hop address

Select the view details of the best route.Specifies only the best route available.Best route

Select the view details of inactive routes.Specifies the inactive routes.Inactive routes

Select the view details of the exact route.Specifies the exact route.Exact route
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Table 203: Filtering RouteMessages (continued)

Your ActionFunctionField

Select the view details of hidden routes.Specifies the hidden routes.Hidden routes

Toapply the filter anddisplaymessages, click
Search.

Applies the specified filter and displays the
matching messages.

Search

Table 204: Summary of Key Routing Information Output Fields

Additional InformationValuesField

The list of static route addresses.Static
Route
Addresses

Protocol fromwhich the route was learned: Static,
Direct, Local.

Protocol

The route preference is used as one of the route
selection criteria.

The preference is the individual preference value for
the route.

Preference

If a next hop is listed as Discard, all traffic with that
destination address is discarded rather than routed.
This value generally means that the route is a static
route for which the discard attribute has been set.

If a next hop is listed as Reject, all traffic with that
destination address is rejected. This value generally
means that the address is unreachable. For example,
if the address is a configured interface address and the
interface is unavailable, traffic bound for that address
is rejected.

If a next hop is listed as Local, the destination is an
address on the host (either the loopback address or
Ethernet management port 0 address, for example).

Network layer address of the directly reachable
neighboring system (if applicable) and the interface
used to reach it.

Next-Hop

How long the route has been active.Age

There are many possible flags.Flags for this route.State

Related
Documentation

Configuring Static Routing on page 2310•

Verifying That Virtual Router Routing Instances AreWorking

Purpose After creating a virtual router routing instance, verify that it has been set up properly.

Action Use the show route instance command to list all the routing instances and their

properties:

1.

user@switch> show route instance
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Instance             Type
         Primary RIB                                     Active/holddown/hidden
master               forwarding     
         inet.0                                          4/0/1

__juniper_private1__ forwarding     
         __juniper_private1__.inet.0                     1/0/3

__juniper_private2__ forwarding     
         __juniper_private2__.inet.0                     0/0/1

__juniper_private3__ forwarding     
         __juniper_private3__.inet.0                     1/0/2

__juniper_private4__ forwarding     
         __juniper_private4__.inet.0                     4/0/2

__master.anon__      forwarding     

r1                 virtual-router 

r2                 virtual-router 

2. Usetheshowrouteforwarding-tablecommandtoviewthe forwarding table information

for each routing instance:

user@switch> show route forwarding-table
Routing table: r1---qfabric.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct  1628     1
0.0.0.0/32         perm     0                    dscd  1626     1
224.0.0.0/4        perm     0                    mdsc  1627     1
224.0.0.1/32       perm     0 224.0.0.1          mcst  1623     1
255.255.255.255/32 perm     0                    bcst  1624     1

Meaning The output displays the routing table information and confirms that the virtual router

routing instances have been created and the links are up.

Related
Documentation

Configuring Virtual Router Routing Instances on page 2313•

Operational Commands

• clear ipv6 neighbors

• show as-path

• show as-path domain

• show as-path summary

• show ipv6 neighbors

• show ipv6 router-advertisement

• show route

• show route active-path

• show route all
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• show route aspath-regex

• show route best

• show route brief

• show route community

• show route community-name

• show route damping

• show route detail

• show route exact

• show route export

• show route extensive

• show route flow validation

• show route forwarding-table

• show route inactive-path

• show route inactive-prefix

• show route instance

• show route label

• show route label-switched-path

• show route martians

• show route next-hop

• show route no-community

• show route protocol

• show route range

• show route receive-protocol

• show route resolution

• show route snooping

• show route source-gateway

• show route summary

• show route table

• show route terse
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clear ipv6 neighbors

Syntax clear ipv6 neighbors
<all | host hostname>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.3 for EX Series switches.

Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Clear IPv6 neighbor cache information.

Options none—Clear all IPv6 neighbor cache information.

all—(Optional) Clear all IPv6 neighbor cache information.

host hostname—(Optional) Clear the information for the specified IPv6 neighbors.

Required Privilege
Level

view

Related
Documentation

show ipv6 neighbors on page 2454•

List of Sample Output clear ipv6 neighbors on page 2445

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear ipv6 neighbors

user@host> clear ipv6 neighbors
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show as-path

Syntax show as-path
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show as-path
<brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the distribution of autonomous system (AS) paths that the local routing device

is using (usually through the routing table). Use this command to debug problems for

AS paths and to understand how AS paths have beenmanipulated through a policy

(through the as-path-prepend action) or through aggregation.

AS paths are stored in a hash table. A hash table is onemethod for fast lookup. Each

entry in the table is called a bucket. Junos OS computes a hash value that indicates in

which bucket the AS path is stored. The AS paths are dispersed among the hash buckets

so that amanageable number of ASpaths is stored in eachbucket. Only uniqueASpaths

are stored.DuplicateASpaths increasea referencecount, butdonot increase thenumber

of AS paths stored in the hash table.

Options none—Display basic information about AS paths that the local routing device is using

(same as brief).

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

show as-path summary on page 2452•

List of Sample Output show as-path on page 2447
show as-path detail on page 2448

Output Fields Table205onpage2446lists theoutput fields for theshowas-pathcommand.Output fields

are listed in the approximate order in which they appear.

Table 205: show as-path Output Fields

Level of OutputField DescriptionField Name

brief noneTotal number of AS paths.Total AS paths

All levelsBucket number.Bucket
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Table 205: show as-path Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of AS path entries in this bucket.Count

All levelsAS path through which the route was learned. The letters at the end of the AS
path indicate the path origin, providing an indication of the state of the route at
the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

• Atomic—Route is an aggregate of several route prefixes.

• Aggregator—Routing device has summarized a range of prefixes.

AS path

detailNumber of independent AS domains. The AS paths of an independent AS
domain are not shared with the AS paths and AS path attributes of other
domains, including the master routing instance domain.

domain

detailAS peer address.neighbor as

detailLength of the AS path.length

detailLength of the AS segment descriptor.segments

detailPath reference count.references

Sample Output

show as-path

user@host> show as-path
Total AS paths: 30382
  Bucket 0    Count: 36
    I
    14203 2914 174 31752 I
    14203 2914 701 21512 I
    14203 2914 1239 26632 I
    14203 2914 1239 29704 I
    14203 2914 4323 10248 I
    14203 2914 4766 23560 I
    14203 2914 6395 32776 I
    14203 2914 7911 11272 I
    14203 2914 12180 18440 I
    14203 2914 17408 17416 I
    14203 2914 701 702 24586 I
    14203 2914 1239 4657 9226 I
    14203 2914 1239 7132 16394 I
    14203 2914 1299 8308 34826 I
    14203 2914 3320 5603 28682 I
    14203 2914 3491 1680 33802 I
    14203 2914 3549 7908 27658 I
    14203 2914 3549 20804 30730 I
    14203 2914 7018 2687 9226 I
    14203 2914 174 9318 9318 23564 I
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    14203 2914 701 3786 3786 23564 I
    14203 2914 701 4761 4795 9228 I
    14203 2914 1239 7132 5673 18444 I
    14203 2914 3491 20485 24588 24588 I
    14203 2914 5511 2200 1945 2060 I
    14203 2914 7911 14325 14325 14348 I
    14203 2914 701 4637 9230 9230 9230 I
    14203 2914 6395 14 14 14 14 I
    14203 2914 9299 6163 6163 6163 6163 9232 I
    14203 2914 3356 3356 3356 3356 3356 11955 21522 I
    14203 2914 9837 9837 9219 I Aggregator: 9219 202.27.91.253
    14203 2914 174 30209 30222 30222 30222 ?
    14203 2914 1299 5377 I (Atomic) Aggregator: 5377 193.219.192.22
    14203 2914 4323 36097 I (Atomic) Aggregator: 36097 216.69.252.254
    14203 2914 209 2516 17676 23813 I (Atomic) Aggregator: 23813 219.127.233.66
  Bucket 1    Count: 28
    14203 2914 35847 I
    14203 2914 174 19465 I
    14203 2914 174 35849 I
    14203 2914 2828 32777 I
    14203 2914 4323 14345 I
    14203 2914 4323 29705 I
    14203 2914 6395 32777 I

...

show as-path detail

user@host> show as-path detail
Total AS paths: 30410
  Bucket 0    Count: 36
    AS path: I
      domain 0, length 0, segments 0, references 54
    AS path: 14203 2914 174 31752 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 701 21512 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 1239 26632 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 1239 29704 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 4323 10248 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 4766 23560 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 6395 32776 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 3
    AS path: 14203 2914 7911 11272 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 2
    AS path: 14203 2914 12180 18440 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 3
    AS path: 14203 2914 17408 17416 I
      domain 1, neighbor as: 14203, length 4, segments 1, references 3
    AS path: 14203 2914 701 702 24586 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 3
    AS path: 14203 2914 1239 4657 9226 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 7
    AS path: 14203 2914 1239 7132 16394 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
    AS path: 14203 2914 1299 8308 34826 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
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    AS path: 14203 2914 3320 5603 28682 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
    AS path: 14203 2914 3491 1680 33802 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
    AS path: 14203 2914 3549 7908 27658 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
    AS path: 14203 2914 3549 20804 30730 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 2
    AS path: 14203 2914 7018 2687 9226 I
      domain 1, neighbor as: 14203, length 5, segments 1, references 3
    AS path: 14203 2914 174 9318 9318 23564 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 2
    AS path: 14203 2914 701 3786 3786 23564 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 2
    AS path: 14203 2914 701 4761 4795 9228 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 14
    AS path: 14203 2914 1239 7132 5673 18444 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 2
    AS path: 14203 2914 3491 20485 24588 24588 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 4
    AS path: 14203 2914 5511 2200 1945 2060 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 2
    AS path: 14203 2914 7911 14325 14325 14348 I
      domain 1, neighbor as: 14203, length 6, segments 1, references 2
    AS path: 14203 2914 701 4637 9230 9230 9230 I
      domain 1, neighbor as: 14203, length 7, segments 1, references 3
    AS path: 14203 2914 6395 14 14 14 14 I
      domain 1, neighbor as: 14203, length 7, segments 1, references 10
...
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show as-path domain

Syntax show as-path domain
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show as-path domain

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display autonomous system (AS) path domain information.

Options none—(Optional) Display AS path domain information for all routing instances.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show as-path domain on page 2451

Output Fields Table 206 on page 2450 lists the output fields for the show as-path domain command.

Output fields are listed in the approximate order in which they appear

Table 206: show as-path domain Output Fields

Field DescriptionField Name

Number of independent AS domains. The AS paths of an
independent AS domain are not shared with the AS paths and AS
path attributes of other domains, including the master routing
instance domain.

Domain

Primary AS number.Primary

Path reference count.References

Number of known AS paths.Number Paths

Information about the AS path:

• ASLoop—Path contains an AS loop.

• Atomic—Path includes the ATOMIC_AGGREGATE path attribute.

• Local—Path was created by local aggregation.

• Master—Path was created by the master routing instance.

Flags

AS number of the local routing device.Local AS

Howmany times this AS number can appear in an AS path.Loops
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Sample Output

show as-path domain

user@host> show as-path domain
Domain: 1        Primary: 10458
    References:          3 Paths:      30383
    Flags: Master
    Local AS: 10458  Loops: 1
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show as-path summary

Syntax show as-path summary
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show as-path summary

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display autonomous system (AS) path summary information.

AS paths are stored in a hash table. A hash table is onemethod for fast lookup. Each

entry in the table is called a bucket. Junos OS computes a hash value that indicates in

which bucket the AS path is stored. The AS paths are dispersed among the hash buckets

so that amanageable number of ASpaths is stored in eachbucket. Only uniqueASpaths

are stored.DuplicateASpaths increasea referencecount, butdonot increase thenumber

of AS paths stored in the hash table.

Options none—(Optional) Display AS path summary information for all routing instances.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

show as-path on page 2446•

List of Sample Output show as-path summary on page 2453

Output Fields Table 207 on page 2452 lists the output fields for the show as-path summary command.

Output fields are listed in the approximate order in which they appear.

Table 207: show as-path summary Output Fields

Field DescriptionField Name

Number of AS paths.AS Paths

Number of hash buckets in use.Buckets

Maximum number of AS path entries per bucket.Max

Minimum number of AS path entries per bucket.Min

Average number of AS path entries per bucket.Avg

Standard deviation of AS path entries per bucket.Std deviation
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Sample Output

show as-path summary

user@host> show as-path summary
AS Paths  Buckets     Max    Min    Avg   Std deviation
   30425     1024      95     12     29        6.481419
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show ipv6 neighbors

Syntax show ipv6 neighbors

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.3 for EX Series switches.

Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Display information about the IPv6 neighbor cache.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear ipv6 neighbors on page 2445•

List of Sample Output show ipv6 neighbors on page 2454

Output Fields Table208onpage2454describes theoutput fields for the showipv6neighborscommand.

Output fields are listed in the approximate order in which they appear.

Table 208: show ipv6 neighbors Output Fields

Field DescriptionField Name

Name of the IPv6 interface.IPv6 Address

Link-layer address.Linklayer Address

State of the link: up, down, incomplete, reachable, stale, or
unreachable.

State

Number of seconds until the entry expires.Exp

Whether the neighbor is a routing device: yes or no.Rtr

Whether this entrywascreatedusing theSecureNeighborDiscovery
(SEND) protocol: yes or no.

Secure

Name of the interface.Interface

Sample Output

show ipv6 neighbors

user@host> show ipv6 neighbors
IPv6 Address                 Linklayer Address  State       Exp Rtr Secure 
Interface
2001:db8:0:1:2a0:a514:0:24c  00:05:85:8f:c8:bd  stale       546 yes no      
fe-1/2/0.1  
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fe80::2a0:a514:0:24c         00:05:85:8f:c8:bd  stale       258 yes no      
fe-1/2/0.1  
fe80::2a0:a514:0:64c         00:05:85:8f:c8:bd  stale       111 yes no      
fe-1/2/1.5  
fe80::2a0:a514:0:a4c         00:05:85:8f:c8:bd  stale       327 yes no      
fe-1/2/2.9  
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show ipv6 router-advertisement

Syntax show ipv6 router-advertisement
<conflicts>
<interface interface>
<logical-system (all | logical-system-name)>
<prefix prefix/prefix length>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Display informationabout IPv6 routeradvertisements, includingstatisticsaboutmessages

sent and received on interfaces, and information received from advertisements from

other routers.

Options none—Display all IPv6 router advertisement information for all interfaces.

conflicts—(Optional) Display only the IPv6 router advertisement information that is

conflicting.

interface interface—(Optional) Display IPv6 router advertisement information for the

specified interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

prefix prefix/prefix length—(Optional) Display IPv6 router advertisement information for

the specified prefix.

Additional Information Thedisplay identifiesconflicting informationbyenclosing thevalue the router isadvertising

in brackets.

Required Privilege
Level

view

Related
Documentation

clear ipv6 router-advertisement•

List of Sample Output show ipv6 router-advertisement on page 2457
show ipv6 router-advertisement conflicts on page 2458
show ipv6 router-advertisement prefix on page 2458

Output Fields Table209onpage2456describes theoutput fields for the showipv6router-advertisement

command. Output fields are listed in the approximate order in which they appear.

Table 209: show ipv6 router-advertisement Output Fields

Field DescriptionField Name

Name of the interface.Interface

Number of router advertisements sent and the elapsed time since they were sent.Advertisements sent
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Table 209: show ipv6 router-advertisement Output Fields (continued)

Field DescriptionField Name

Number of solicitation messages received.Solicits received

Number of router advertisements received.Advertisements
received

Names of interfaces fromwhich router advertisements have been received and the elapsed time
since the last one was received.

Advertisements from

Managed address configuration flag: 0 (stateless) or 1 (stateful).Managed

Other stateful configuration flag: 0 (stateless) or 1 (stateful).Other configuration

Time that a node identifies a neighbor as reachable after receiving a reachability confirmation, in
milliseconds.

Reachable time

Default lifetime, in seconds: from 0 seconds to 18.2 hours. A setting of 0 indicates that the router is
not a default router.

Default lifetime

Time between retransmitted Neighbor Solicitation messages, in milliseconds.Retransmit timer

Configured current hop limit.Current hop limit

Name and length of the prefix.Prefix

How long the prefix remains valid for onlink determination.Valid lifetime

How long the prefix generated by stateless autoconfiguration remains preferred.Preferred lifetime

Onlink flag: 0 (not onlink) or 1 (onlink).On link

Autonomous address configuration flag: 0 (not autonomous) or 1 (autonomous).Autonomous

Sample Output

show ipv6 router-advertisement

user@host> show ipv6 router-advertisement
Interface: fe-0/1/1.0
  Advertisements sent: 0
  Solicits received: 0
  Advertisements received: 0
Interface: fxp0.0
  Advertisements sent: 0
  Solicits received: 0
  Advertisements received: 1
  Advertisement from fe80::2d0:b7ff:fe1e:7b0e, heard 00:00:13 ago
    Managed: 0
    Other configuration: 0 [1]
      Reachable time: 0 ms
      Default lifetime: 1800 sec
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      Retransmit timer: 0 ms
      Current hop limit: 64

show ipv6 router-advertisement conflicts

user@host> show ipv6 router-advertisement conflicts
Interface: fxp0.0
  Advertisement from fe80::2d0:b7ff:fe1e:7b0e, heard 00:01:08 ago
    Other configuration: 0 [1]

show ipv6 router-advertisement prefix

user@host> show ipv6 router-advertisement prefix 8040::/16
Interface: fe-0/1/3.0
  Advertisements sent: 3, last sent 00:04:11 ago
  Solicits received: 0
  Advertisements received: 3
  Advertisement from fe80::290:69ff:fe9a:5403, heard 00:00:05 ago
    Managed: 0
    Other configuration: 0
    Reachable time: 0 ms
    Default lifetime: 180 sec [1800 sec]
    Retransmit timer: 0 ms
    Current hop limit: 64
    Prefix: 8040:1::/64                  
      Valid lifetime: 2592000 sec      
      Preferred lifetime: 604800 sec   
      On link: 1                       
      Autonomous: 1 
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show route

Syntax show route
<all>
<destination-prefix>
<logical-system (all | logical-system-name)>
<private>

Syntax (EX Series
Switches)

show route
<all>
<destination-prefix>
<private>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option private introduced in Junos OS Release 9.5.

Option private introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the active entries in the routing tables.

Options none—Display brief information about all active entries in the routing tables.

all—(Optional) Display information about all routing tables, including private, or internal,

routing tables.

destination-prefix—(Optional) Display active entries for the specified address or range

of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

private—(Optional) Display information only about all private, or internal, routing tables.

Required Privilege
Level

view

Related
Documentation

Example: Configuring RIP on page 3637•

• Example: Configuring RIPng

• Example: Configuring IS-IS

• Examples: Configuring Internal BGP Peering on page 2662

• Examples: Configuring External BGP Peering on page 2639

• Examples: Configuring OSPF Routing Policy on page 3492

List of Sample Output show route on page 2462
show route on page 2462
show route destination-prefix on page 2463
show route extensive on page 2463
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Output Fields Table 210onpage2460describes theoutput fields for the showroute command.Output

fields are listed in the approximate order in which they appear.

Table 210: show route Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active).

• holddown (routes that are in the pending state before being declared inactive). A holddown route
was once the active route and is no longer the active route. The route is in the holddown state
because a protocol still has interest in the route, meaning that the interest bit is set. A protocol
might have its interest bit set on the previously active route because the protocol is still advertising
the route. The route will be deleted after all protocols withdraw their advertisement of the route
and remove their interest bit. A persistent holddown state oftenmeans that the interested protocol
is not releasing its interest bit properly.

However, if you have configured advertisement of multiple routes (with the add-path or
advertise-inactive statement), the holddown bit is most likely set because BGP is advertising the
route as an active route. In this case, you can ignore the holddown state because nothing is wrong.

• hidden (routes that are not used because of a routing policy).

number routes

Routedestination (for example:10.0.0.1/24). Sometimes the route information is presented inanother
format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id :source (Layer2circuitonly. Forexample,
10.1.1.195:NoCtrlWord:1:1:Local/96):

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

destination-prefix

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[ protocol, preference ]
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Table 210: show route Output Fields (continued)

Field DescriptionField Name

How long the route been known (for example, 2w4d 13:11:14, or 2 weeks, 4 days, 13 hours, 11 minutes,
and 14 seconds).

weeks:days
hours:minutes:seconds

Cost value of the indicated route. For routes within an AS, the cost is determined by the IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

metric

Local preference value included in the route.localpref

Interface fromwhich the route was received.from

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local ASnumber associatedwith theASpath ifmore thanoneASnumber
is configured on the routing device, or if AS path prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Next hop to the destination. An angle bracket (>) indicates that the route is the selected route.

If the destination is Discard, traffic is dropped.

to
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Table 210: show route Output Fields (continued)

Field DescriptionField Name

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
interface that is actually used is followedby thewordSelected. This field canalso contain the following
information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

• lsp-path-name—Name of the LSP used to reach the next hop.

• label-action—MPLS label andoperation occurring at the next hop. Theoperation canbepop (where
a label is removed fromthe topof the stack),push (whereanother label is added to the label stack),
or swap (where a label is replaced by another label). For VPNs, expect to seemultiple push
operations, corresponding to the inner and outer labels required for VPN routes (in the case of a
direct PE-to-PE connection, the VPN route would have the inner label push only).

via

Sample Output

show route

user@host> show route
inet.0: 11 destinations, 12 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:65500:1:10.0.0.20/240               
                   *[MVPN/70] 19:53:41, metric2 1
                      Indirect
1:65500:1:10.0.0.40/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
                    [BGP/170] 19:53:26, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
1:65500:1:10.0.0.60/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF
                    [BGP/170] 19:53:25, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF

show route

The following sample output shows aVPN routewith composite next hops enabled. The

first Push operation corresponds to the outer label. The second Push operation

corresponds to the inner label.

user@host> show route 70.0.0.0

13979:665001.inet.0: 871 destinations, 3556 routes (871 active, 0 holddown, 0 
hidden)
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+ = Active Route, - = Last Active, * = Both

70.0.0.0/24        @[BGP/170] 00:28:32, localpref 100, from 10.9.9.160
                      AS path: 13980 ?
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                    [BGP/170] 00:28:28, localpref 100, from 10.9.9.169
                      AS path: 13980 ?
                    > to 10.100.0.42 via ae2.0, Push 126016, Push 300368(top)
                   #[Multipath/255] 00:28:28, metric2 102
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                      to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)

show route destination-prefix

user@host> show route 172.16.0.0/12

inet.0: 10 destinations, 10 routes (9 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.0/12      *[Static/5] 2w4d 12:54:27
                    > to 192.168.167.254 via fxp0.0

show route extensive

user@host> show route extensive
v1.mvpn.0: 5 destinations, 8 routes (5 active, 1 holddown, 0 hidden)
1:65500:1:10.0.0.40/240 (1 entry, 1 announced)
    *BGP   Preference: 170/-101
           PMSI: Flags 0x0: Label[0:0:0]: PIM-SM: Sender 10.0.0.40 Group 225.1.1.1

           Next hop type: Indirect
           Address: 0x92455b8
           Next-hop reference count: 2
           Source: 10.0.0.30
           Protocol next hop: 10.0.0.40
           Indirect next hop: 2 no-forward
           State: <Active Int Ext>
                     Local AS: 65500 Peer AS: 65500
           Age: 3  Metric2: 1
           Task: BGP_65500.10.0.0.30+179
           Announcement bits (2): 0-PIM.v1 1-mvpn global task
           AS path: I (Originator) Cluster list:  10.0.0.30
           AS path:  Originator ID: 10.0.0.40
           Communities: target:65520:100
           Import Accepted
           Localpref: 100
           Router ID: 10.0.0.30
           Primary Routing Table bgp.mvpn.0
           Indirect next hops: 1
                Protocol next hop: 10.0.0.40 Metric: 1
                Indirect next hop: 2 no-forward
                Indirect path forwarding next hops: 1
                      Next hop type: Router
                      Next hop: 10.0.24.4 via lt-0/3/0.24 weight 0x1
                10.0.0.40/32 Originating RIB: inet.3
                      Metric: 1                       Node path count: 1
                      Forwarding nexthops: 1
                         Nexthop: 10.0.24.4 via lt-0/3/0.24
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show route active-path

Syntax show route active-path
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route active-path
<brief | detail | extensive | terse>

Release Information Command introduced in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display all active routes for destinations. An active route is a route that is selected as the

best path. Inactive routes are not displayed.

Options none—Display all active routes.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route active-path on page 2464
show route active-path brief on page 2465
show route active-path detail on page 2465
show route active-path extensive on page 2466
show route active-path terse on page 2468

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route active-path

user@host> show route active-path

inet.0: 7 destinations, 7 routes (6 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.255.70.19/32    *[Direct/0] 21:33:52
                    > via lo0.0
10.255.71.50/32    *[IS-IS/15] 00:18:13, metric 10
                    > to 100.1.2.1 via so-2/1/3.0
100.1.2.0/24       *[Direct/0] 00:18:36
                    > via so-2/1/3.0
100.1.2.2/32       *[Local/0] 00:18:41
                      Local via so-2/1/3.0
192.168.64.0/21    *[Direct/0] 21:33:52
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                    > via fxp0.0
192.168.70.19/32   *[Local/0] 21:33:52
                      Local via fxp0.0

show route active-path brief

The output for the show route active-pathbrief command is identical to that for the show

routeactive-pathcommand.For sampleoutput, see showrouteactive-pathonpage2464.

show route active-path detail

user@host> show route active-path detail

inet.0: 7 destinations, 7 routes (6 active, 0 holddown, 1 hidden)

10.255.70.19/32 (1 entry, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via lo0.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:37:10
                Task: IF
                Announcement bits (3): 2-IS-IS 5-Resolve tree 2 6-Resolve tree 3

                AS path: I

10.255.71.50/32 (1 entry, 1 announced)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Router, Next hop index: 397
                Next-hop reference count: 4
                Next hop: 100.1.2.1 via so-2/1/3.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:31      Metric: 10
                Task: IS-IS
                Announcement bits (4): 0-KRT 2-IS-IS 5-Resolve tree 2 6-Resolve 
tree 3
                AS path: I

100.1.2.0/24 (1 entry, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via so-2/1/3.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:54
                Task: IF
                Announcement bits (3): 2-IS-IS 5-Resolve tree 2 6-Resolve tree 3

                AS path: I

100.1.2.2/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 11
                Interface: so-2/1/3.0
                State: ‹Active NoReadvrt Int›
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                Local AS:   200
                Age: 21:59
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I

192.168.64.0/21 (1 entry, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via fxp0.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:37:10
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I

192.168.70.19/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 11
                Interface: fxp0.0
                State: ‹Active NoReadvrt Int›
                Local AS:   200
                Age: 21:37:10
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I

show route active-path extensive

user@host> show route active-path extensive

inet.0: 7 destinations, 7 routes (6 active, 0 holddown, 1 hidden)
10.255.70.19/32 (1 entry, 1 announced)
TSI:
IS-IS level 1, LSP fragment 0
IS-IS level 2, LSP fragment 0
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via lo0.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:39:47
                Task: IF
                Announcement bits (3): 2-IS-IS 5-Resolve tree 2 6-Resolve tree 3

                AS path: I

10.255.71.50/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.255.71.50/32 -> {100.1.2.1}
IS-IS level 2, LSP fragment 0
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Router, Next hop index: 397
                Next-hop reference count: 4
                Next hop: 100.1.2.1 via so-2/1/3.0, selected
                State: ‹Active Int›
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                Local AS:   200
                Age: 24:08      Metric: 10
                Task: IS-IS
                Announcement bits (4): 0-KRT 2-IS-IS 5-Resolve tree 2 6-Resolve 
tree 3
                AS path: I

100.1.2.0/24 (1 entry, 1 announced)
TSI:
IS-IS level 1, LSP fragment 0
IS-IS level 2, LSP fragment 0
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via so-2/1/3.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 24:31
                Task: IF
                Announcement bits (3): 2-IS-IS 5-Resolve tree 2 6-Resolve tree 3

                AS path: I

100.1.2.2/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 11
                Interface: so-2/1/3.0
                State: ‹Active NoReadvrt Int›
                Local AS:   200
                Age: 24:36
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I

192.168.64.0/21 (1 entry, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 3
                Next hop: via fxp0.0, selected
                State: ‹Active Int›
                Local AS:   200
                Age: 21:39:47
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I

192.168.70.19/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 11
                Interface: fxp0.0
                State: ‹Active NoReadvrt Int›
                Local AS:   200
                Age: 21:39:47
                Task: IF
                Announcement bits (2): 5-Resolve tree 2 6-Resolve tree 3
                AS path: I
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show route active-path terse

user@host> show route active-path terse

inet.0: 7 destinations, 7 routes (6 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.255.70.19/32    D   0                       >lo0.0
* 10.255.71.50/32    I  15         10            >100.1.2.1
* 100.1.2.0/24       D   0                       >so-2/1/3.0
* 100.1.2.2/32       L   0                        Local
* 192.168.64.0/21    D   0                       >fxp0.0
* 192.168.70.19/32   L   0                        Local
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show route all

Syntax show route all
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route all

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display information about all routes in all routing tables, including private, or internal,

tables.

Options none—Display information about all routes in all routing tables, including private, or

internal, tables.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route all on page 2469

Output Fields In Junos OS Release 9.5 and later, only the output fields for the show route all command

display all routing tables, including private, or hidden, routing tables. The output field

table of the show route command does not display entries for private, or hidden, routing
tables in Junos OS Release 9.5 and later.

Sample Output

show route all

The following example displays a snippet of output from the show route command and

then displays the same snippet of output from the show route all command:

user@host> show route
mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
0                  *[MPLS/0] 2d 02:24:39, metric 1
                      Receive
1                  *[MPLS/0] 2d 02:24:39, metric 1
                      Receive
2                  *[MPLS/0] 2d 02:24:39, metric 1
                      Receive
800017             *[VPLS/7] 1d 14:00:16
                    > via vt-3/2/0.32769, Pop      
800018             *[VPLS/7] 1d 14:00:26
                    > via vt-3/2/0.32772, Pop      

user@host> show route all
mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete
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+ = Active Route, - = Last Active, * = Both
0                  *[MPLS/0] 2d 02:19:12, metric 1
                      Receive
1                  *[MPLS/0] 2d 02:19:12, metric 1
                      Receive
2                  *[MPLS/0] 2d 02:19:12, metric 1
                      Receive
800017             *[VPLS/7] 1d 13:54:49
                    > via vt-3/2/0.32769, Pop      
800018             *[VPLS/7] 1d 13:54:59
                    > via vt-3/2/0.32772, Pop      
vt-3/2/0.32769      [VPLS/7] 1d 13:54:49
                      Unusable
vt-3/2/0.32772      [VPLS/7] 1d 13:54:59
                      Unusable
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show route aspath-regex

Syntax show route aspath-regex regular-expression
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route aspath-regex regular-expression

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the entries in the routing table that match the specified autonomous system

(AS) path regular expression.

Options regular-expression—Regular expression that matches an entire AS path.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information You can specify a regular expression as:

• An individual AS number

• A period wildcard used in place of an AS number

• An AS path regular expression that is enclosed in parentheses

You also can include the operators described in the table of AS path regular expression

operators in the JunosPolicyFrameworkConfigurationGuide. The following list summarizes

these operators:

• {m,n}—At leastm and at most n repetitions of the AS path term.

• {m}—Exactlym repetitions of the AS path term.

• {m,}—m or more repetitions of the AS path term.

• *—Zero or more repetitions of an AS path term.

• +—One or more repetitions of an AS path term.

• ?—Zero or one repetition of an AS path term.

• aspath_term | aspath_term—Match one of the two AS path terms.

When you specify more than one AS number or path term, or when you include an

operator in the regular expression, enclose the entire regular expression in quotation

marks. For example, to match any path that contains AS number 234, specify the

following command:

show route aspath-regex ".* 234 .*"

Required Privilege
Level

view
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Related
Documentation

Example: Using AS Path Regular Expressions•

List of Sample Output show route aspath-regex (Matching a Specific AS Number) on page 2472
show route aspath-regex (Matching Any Path with Two ASNumbers) on page 2472

Output Fields For information about output fields, see the output field table for the show route
command.

Sample Output

show route aspath-regex (Matching a Specific AS Number)

user@host> show route aspath-regex 65477
inet.0: 46411 destinations, 46411 routes (46409 active, 0 holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

111.222.1.0/25     *[BGP/170] 00:08:48, localpref 100, from 111.222.2.24
                   AS Path: [65477] ({65488 65535}) IGP
                     to 111.222.18.225 via fpa0.0(111.222.18.233)
111.222.1.128/25   *[IS-IS/15] 09:15:37, metric 37, tag 1
                     to 111.222.18.225 via fpa0.0(111.222.18.233)
                    [BGP/170] 00:08:48, localpref 100, from 111.222.2.24
                   AS Path: [65477] ({65488 65535}) IGP
                     to 111.222.18.225 via fpa0.0(111.222.18.233)
...

show route aspath-regex (Matching Any Path with Two ASNumbers)

user@host> show route aspath-regex ?.* 234 3561 .*?

inet.0: 46351 destinations, 46351 routes (46349 active, 0 holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

9.20.0.0/17        *[BGP/170] 01:35:00, localpref 100, from 131.103.20.49
                   AS Path: [666] 234 3561 2685 2686 Incomplete
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
12.10.231.0/24     *[BGP/170] 01:35:00, localpref 100, from 131.103.20.49
                   AS Path: [666] 234 3561 5696 7369 IGP
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
24.64.32.0/19      *[BGP/170] 01:34:59, localpref 100, from 131.103.20.49
                   AS Path: [666] 234 3561 6327 IGP
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
...

Copyright © 2014, Juniper Networks, Inc.2472

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show route best

Syntax show route best destination-prefix
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route best destination-prefix
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route in the routing table that is the best route to the specified address or

range of addresses. The best route is the longest matching route.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

destination-prefix—Address or range of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route best on page 2473
show route best detail on page 2474
show route best extensive on page 2475
show route best terse on page 2475

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route best

user@host> show route best 10.255.70.103
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
10.255.70.103/32   *[OSPF/10] 1d 13:19:20, metric 2
                    > to 10.31.1.6 via ge-3/1/0.0
                      via so-0/3/0.0

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
10.255.70.103/32   *[RSVP/7] 1d 13:20:13, metric 2
                    > via so-0/3/0.0, label-switched-path green-r1-r3

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)
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+ = Active Route, - = Last Active, * = Both
10.0.0.0/8         *[Direct/0] 2d 01:43:34
                    > via fxp2.0
                    [Direct/0] 2d 01:43:34
                    > via fxp1.0

show route best detail

user@host> show route best 10.255.70.103 detail
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
10.255.70.103/32 (1 entry, 1 announced)
        *OSPF   Preference: 10
                Next-hop reference count: 9
                Next hop: 10.31.1.6 via ge-3/1/0.0, selected
                Next hop: via so-0/3/0.0
                State: <Active Int>
                Local AS:    69 
                Age: 1d 13:20:06        Metric: 2 
                Area: 0.0.0.0
                Task: OSPF
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete
10.255.70.103/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 5
                Next hop: via so-0/3/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 100016
                State: <Active Int>
                Local AS:    69 
                Age: 1d 13:20:59        Metric: 2 
                Task: RSVP
                Announcement bits (1): 1-Resolve tree 2 
                AS path: I

private1__inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)
10.0.0.0/8 (2 entries, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via fxp2.0, selected
                State: <Active Int>
                Age: 2d 1:44:20 
                Task: IF
                AS path: I
         Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via fxp1.0, selected
                State: <NotBest Int>
                Inactive reason: No difference
                Age: 2d 1:44:20 
                Task: IF
                AS path: I
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show route best extensive

The output for the show route best extensive command is identical to that for the show

routebestdetailcommand. For sampleoutput, see showroutebestdetail onpage2474.

show route best terse

user@host> show route best 10.255.70.103 terse
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.255.70.103/32   O  10          2            >10.31.1.6
                                                  so-0/3/0.0   

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.255.70.103/32   R   7          2            >so-0/3/0.0   

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.0.0.0/8         D   0                       >fxp2.0       
                     D   0                       >fxp1.0 
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show route brief

Syntax show route brief
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route brief
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display brief information about the active entries in the routing tables.

Options none—Display all active entries in the routing table.

destination-prefix—(Optional) Display active entries for the specified address or range

of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route brief on page 2476

Output Fields For information about output fields, see the Output Field table of the show route
command.

Sample Output

show route brief

user@host> show route brief
inet.0: 10 destinations, 10 routes (9 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 1w5d 20:30:29
                      Discard
10.255.245.51/32   *[Direct/0] 2w4d 13:11:14
                    > via lo0.0
172.16.0.0/12      *[Static/5] 2w4d 13:11:14
                    > to 192.168.167.254 via fxp0.0
192.168.0.0/18     *[Static/5] 1w5d 20:30:29
                    > to 192.168.167.254 via fxp0.0
192.168.40.0/22    *[Static/5] 2w4d 13:11:14
                    > to 192.168.167.254 via fxp0.0
192.168.64.0/18    *[Static/5] 2w4d 13:11:14
                    > to 192.168.167.254 via fxp0.0
192.168.164.0/22   *[Direct/0] 2w4d 13:11:14
                    > via fxp0.0
192.168.164.51/32  *[Local/0] 2w4d 13:11:14
                      Local via fxp0.0
207.17.136.192/32  *[Static/5] 2w4d 13:11:14
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                    > to 192.168.167.254 via fxp0.0
green.inet.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
100.101.0.0/16     *[Direct/0] 1w5d 20:30:28
                    > via fe-0/0/3.0
100.101.2.3/32     *[Local/0] 1w5d 20:30:28
                      Local via fe-0/0/3.0
224.0.0.5/32       *[OSPF/10] 1w5d 20:30:29, metric 1
                      MultiRecv
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show route community

Syntax show route community as-number:community-value
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route community as-number:community-value
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in each routing table that are members of a Border Gateway

Protocol (BGP) community.

Options as-number:community-value—One or more community identifiers. as-number is the AS

number, and community-value is the community identifier. When you specify more

than one community identifier, enclose the identifiers in double quotation marks.

Community identifiers can include wildcards.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information Specifying the community option displays all routes matching the community found

within the routing table. The community option does not limit the output to only the

routes being advertised to the neighbor after any egress routing policy.

Required Privilege
Level

view

Related
Documentation

show route detail on page 2487•

List of Sample Output show route community on page 2478

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route community

user@host> show route community 234:80
inet.0: 46511 destinations, 46511 routes (46509 active, 0 holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

4.0.0.0/8          *[BGP/170] 03:33:07, localpref 100, from 131.103.20.49
                   AS Path: {666} 234 2548 1 IGP
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
6.0.0.0/8          *[BGP/170] 03:33:07, localpref 100, from 131.103.20.49
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                   AS Path: {666} 234 2548 568 721 Incomplete
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
9.2.0.0/16         *[BGP/170] 03:33:06, localpref 100, from 131.103.20.49
                   AS Path: {666} 234 2548 1673 1675 1747 IGP
                     to 192.156.169.1 via 192.156.169.14(so-0/0/0)
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show route community-name

Syntax show route community-name community-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route community-name community-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in each routing table that are members of a Border Gateway

Protocol (BGP) community, specified by a community name.

Options community-name—Name of the community.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route community-name on page 2480

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route community-name

user@host> show route community-name red-com
inet.0: 17 destinations, 17 routes (16 active, 0 holddown, 1 hidden)

inet.3: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

instance1.inet.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

red.inet.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.255.245.212/32  *[BGP/170] 00:04:40, localpref 100, from 10.255.245.204
                      AS path: 300 I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix
20.20.20.20/32     *[BGP/170] 00:04:40, localpref 100, from 10.255.245.204
                      AS path: I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix
100.1.4.0/24       *[BGP/170] 00:04:40, localpref 100, from 10.255.245.204
                      AS path: I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix

Copyright © 2014, Juniper Networks, Inc.2480

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

bgp.l3vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.255.245.204:10:10.255.245.212/32                
                   *[BGP/170] 00:06:40, localpref 100, from 10.255.245.204
                      AS path: 300 I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix
10.255.245.204:10:20.20.20.20/32                
                   *[BGP/170] 00:36:02, localpref 100, from 10.255.245.204
                      AS path: I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix
10.255.245.204:10:100.1.4.0/24                
                   *[BGP/170] 00:36:02, localpref 100, from 10.255.245.204
                      AS path: I
                    > to 100.1.2.2 via ge-1/1/0.0, label-switched-path to_fix

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

instance1.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
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show route damping

Syntax show route damping (decayed | history | suppressed)
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

show route damping (decayed | history | suppressed)
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the BGP routes for which updates might have been reduced because of route

flap damping.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

decayed—Display route damping entries that might no longer be valid, but are not

suppressed.

history—Display entries that have already been withdrawn, but have been logged.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

suppressed—Display entries that havebeen suppressedandare no longer being installed

into the forwarding table or exported by routing protocols.

Required Privilege
Level

view

Related
Documentation

clear bgp damping on page 3130•

• show policy damping on page 3163

List of Sample Output show route damping decayed detail on page 2485
show route damping history on page 2486
show route damping history detail on page 2486

Output Fields Table211onpage2482 lists theoutput fields for theshowroutedampingcommand.Output

fields are listed in the approximate order in which they appear.

Table 211: show route damping Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing table—for example, inet.0.routing-table-name

All levelsNumber of destinations for which there are routes in the routing table.destinations
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Table 211: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumberof routes in the routing tableand total numberof routes in the following
states:

• active

• holddown (routes that are in a pending state before being declared inactive)

• hidden (the routes are not used because of a routing policy)

number routes

detail extensiveDestination prefix. The entry value is the number of routes for this destination,
and the announced value is the number of routes being announced for this
destination.

destination-prefix
(entry, announced)

All levelsProtocol fromwhich the route was learned and the preference value for the
route.

• +—Aplus sign indicates the active route, which is the route installed from the
routing table into the forwarding table.

• -—A hyphen indicates the last active route.

• *—An asterisk indicates that the route is both the active and the last active
route. An asterisk before a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is
preferred. In order to use common comparison routines, Junos OS stores the 1's
complement of the LocalPref value in the Preference2 field. For example, if the
LocalPref value for Route 1 is 100, the Preference2 value is -101. If the LocalPref
value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred
because it has a higher LocalPref value and a lower Preference2 value.

[protocol,
preference]

detail extensiveNumber of references made to the next hop.Next-hop reference
count

detail extensiveIP address of the route source.Source

detail extensiveNetwork layer address of the directly reachable neighboring system.Next hop

detail extensiveInterfaceused to reach thenexthop. If there ismore thanone interfaceavailable
to the next hop, the interface that is actually used is followed by the word
Selected.

via

detail extensiveNetwork layer address of the remote routing device that advertised the prefix.
This address is used to derive a forwarding next hop.

Protocol next hop

detail extensiveIndex designation used to specify the mapping between protocol next hops,
tags, kernel export policy, and the forwarding next hops.

Indirect next hop

detail extensiveFlags for this route. For a description of possible values for this field, see the
output field table for the show route detail command.

State

detail extensiveAS number of the local routing device.Local AS

detail extensiveAS number of the peer routing device.Peer AS
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Table 211: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveHow long the route has been known.Age

detail extensiveMetric for the route.Metric

detail extensiveName of the protocol that has added the route.Task

detail extensiveList of protocols thatannounce this route.n-Resolve inet indicates that the route
is used for route resolution for next hops found in the routing table. n is an index
used by Juniper Networks customer support only.

Announcementbits

All levelsAS path through which the route was learned. The letters at the end of the AS
path indicate the path origin, providing an indication of the state of the route at
the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local AS number associated with the AS path if
more than one AS number is configured on the routing device or if AS path
prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the
order does not matter. A set commonly results from route aggregation. The
numbers in each AS set are displayed in ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an
unrecognized attribute and associated hexadecimal value if BGP receives
attribute 128(attributeset)andyouhavenotconfiguredan independentdomain
in any routing instance.

AS path

brief noneNext hop to the destination. An angle bracket (>) indicates that the route is the
selected route.

to

brief noneInterfaceused to reach thenexthop. If there ismore thanone interfaceavailable
to the next hop, the interface that is actually used is followed by the word
Selected.

via

detail extensiveCommunity path attribute for the route. See the output field table for the show
route detail command.

Communities

All levelsLocal preference value included in the route.Localpref

detail extensiveBGP router ID as advertised by the neighbor in the openmessage.Router ID

detail extensiveLast updated and current figure-of-merit value.Merit (last
update/now)
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Table 211: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveName that identifies the damping parameters used, which is defined in the
damping statement at the [edit policy-options] hierarchy level.

damping-parameters

detail extensiveTime of most recent change in path attributes.Last update

detail extensiveTimeof first change inpathattributes,which started the routedampingprocess.First update

detail extensiveNumber of times the route has gone up or down or its path attributes have
changed.

Flaps

All levels(suppressed keyword only) This route is currently suppressed. A suppressed
route does not appear in the forwarding table and routing protocols do not
export it.

Suppressed

All levels(suppressedkeywordonly)Timewhenasuppressed routewill againbeavailable.Reusable in

All levels(suppressed keyword only) Preference value that will be applied to the route
when it is again active.

Preference will be

Sample Output

show route damping decayed detail

user@host> show route damping decayed detail
inet.0: 173319 destinations, 1533668 routes (172625 active, 4 holddown, 108083 
hidden)
10.0.111.0/24 (7 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next-hop reference count: 151973
                Source: 172.23.2.129
                Next hop: via so-1/2/0.0
                Next hop: via so-5/1/0.0, selected
                Next hop: via so-6/0/0.0
                Protocol next hop: 172.23.2.129
                Indirect next hop: 89a1a00 264185
                State: <Active Ext>
                Local AS: 65000 Peer AS:   65490
                Age: 3:28       Metric2: 0
                Task: BGP_65490.172.23.2.129+179
                Announcement bits (6): 0-KRT 1-RT 4-KRT 5-BGP.0.0.0.0+179       

         6-Resolve tree 2 7-Resolve tree 3
                AS path: 65490 65520 65525 65525 65525 65525 I ()
                Communities: 65501:390 65501:2000 65501:3000 65504:701
                Localpref: 100
                Router ID: 172.23.2.129
                Merit (last update/now): 1934/1790
                damping-parameters: damping-high
                Last update:       00:03:28 First update:       00:06:40
                Flaps: 2
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show route damping history

user@host> show route damping history
inet.0: 173320 destinations, 1533529 routes (172624 active, 6 holddown, 108122 
hidden)
+ = Active Route, - = Last Active, * = Both

10.108.0.0/15       [BGP ] 2d 22:47:58, localpref 100
                      AS path: 65220 65501 65502 I
                    > to 192.168.60.85 via so-3/1/0.0

show route damping history detail

user@host> show route damping history detail
inet.0: 173319 destinations, 1533435 routes (172627 active, 2 holddown, 108105 
hidden)
10.108.0.0/15 (3 entries, 1 announced)
         BGP                 /-101
                Next-hop reference count: 69058
                Source: 192.168.60.85
                Next hop: 192.168.60.85 via so-3/1/0.0, selected
                State: <Hidden Ext>
                Inactive reason: Unusable path 
                Local AS: 65000 Peer AS:  65220
                Age: 2d 22:48:10
                Task: BGP_65220.192.168.60.85+179
                AS path: 65220 65501 65502 I ()
                Communities: 65501:390 65501:2000 65501:3000 65504:3561
                Localpref: 100
                Router ID: 192.168.80.25
                Merit (last update/now): 1000/932
                damping-parameters: set-normal
                Last update:       00:01:05 First update:       00:01:05
                Flaps: 1
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show route detail

Syntax show route detail
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route detail
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display detailed information about the active entries in the routing tables.

Options none—Display all active entries in the routing table on all systems.

destination-prefix—(Optional) Display active entries for the specified address or range

of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route detail on page 2496
show route detail (with BGPMultipath) on page 2501
show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint
LSPs) on page 2502

Output Fields Table 212 on page 2487 describes the output fields for the show route detail command.

Output fields are listed in the approximate order in which they appear.

Table 212: show route detail Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active)

• holddown (routes that are in the pending state before being declared inactive)

• hidden (routes that are not used because of a routing policy)

number routes
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Table 212: show route detail Output Fields (continued)

Field DescriptionField Name

Routedestination (for example:10.0.0.1/24).Theentryvalue is thenumberof routes for thisdestination,
and the announced value is the number of routes being announced for this destination. Sometimes
the route destination is presented in another format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id:source (Layer2circuit only; for example,
10.1.1.195:NoCtrlWord:1:1:Local/96).

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

route-destination
(entry, announced)

(Next-to-the-last-hop routing device for MPLS only) Depth of the MPLS label stack, where the
label-popping operation is needed to remove one or more labels from the top of the stack. A pair of
routes is displayed, because the pop operation is performed onlywhen the stack depth is two ormore
labels.

• S=0 route indicates that a packet with an incoming label stack depth of 2 ormore exits this routing
device with one fewer label (the label-popping operation is performed).

• If there is no S= information, the route is a normal MPLS route, which has a stack depth of 1 (the
label-popping operation is not performed).

label stacking

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[protocol, preference]

(IS-IS only). In IS-IS, a single AS can be divided into smaller groups called areas. Routing between
areas is organized hierarchically, allowing a domain to be administratively divided into smaller areas.
This organization is accomplished by configuring Level 1 and Level 2 intermediate systems. Level 1
systems route within an area. When the destination is outside an area, they route toward a Level 2
system. Level 2 intermediate systems route between areas and toward other ASs.

Level

IP subnet augmented with a 64-bit prefix.Route Distinguisher

Provider multicast service interface (MVPN routing table).PMSI

Type of next hop. For a description of possible values for this field, see Table 213 on page 2491.Next-hop type
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Table 212: show route detail Output Fields (continued)

Field DescriptionField Name

Number of references made to the next hop.Next-hop reference
count

Indicates that the number of flood next-hop branches exceeded the system limit of 32 branches, and
only a subset of the flood next-hop branches were installed in the kernel.

Floodnexthopbranches
exceedmaximum
message

IP address of the route source.Source

Network layer address of the directly reachable neighboring system.Next hop

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
nameof the interface that is actually used is followedby thewordSelected. This field can also contain
the following information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

via

Name of the LSP used to reach the next hop.Label-switched-path
lsp-path-name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

Label operation

(Local only) Local interface name.Interface

Network layer address of the remote routing device that advertised the prefix. This address is used
to derive a forwarding next hop.

Protocol next hop

Index designation used to specify themapping betweenprotocol next hops, tags, kernel export policy,
and the forwarding next hops.

Indirect next hop

State of the route (a route can be in more than one state). See Table 214 on page 2493.State

AS number of the local routing device.Local AS

How long the route has been known.Age

Accumulated interior gateway protocol (AIGP) BGP attribute.AIGP

Cost value of the indicated route. For routes within an AS, the cost is determined by IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

Metricn
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Table 212: show route detail Output Fields (continued)

Field DescriptionField Name

Metric value for BGPpath selection towhich the IGPcost to thenext-hopdestinationhasbeenadded.MED-plus-IGP

For MPLS LSPs, state of the TTL propagation attribute. Can be enabled or disabled for all
RSVP-signaled and LDP-signaled LSPs or for specific VRF routing instances.

For sample output, see show route table.

TTL-Action

Name of the protocol that has added the route.Task

List of protocols that announce this route. n-Resolve inet indicates that the route is used for route
resolution for next hops found in the routing table. n is an index used by Juniper Networks customer
support only.

Announcement bits

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• Recorded—The AS path is recorded by the sample process (sampled).

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the number that precedes the AS path. This number represents the number
of ASs present in the AS path, when calculated as defined in RFC 4271. This value is used in the
AS-path merge process, as defined in RFC 4893.

• [ ]—If more than one AS number is configured on the routing device, or if AS path prepending is
configured, brackets enclose the local AS number associated with the AS path.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that theoriginof theprefix is not verifiedagainst thedatabase.This isbecause
the database got populated and the validation is not called for in the BGP import policy, although
origin validation is enabled, or the origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Point-to-multipoint root address, multicast source address, andmulticast group address when
multipoint LDP (M-LDP) inband signaling is configured.

FECs bound to route
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Table 212: show route detail Output Fields (continued)

Field DescriptionField Name

MPLS label assigned to the Layer 2 circuit virtual connection.VC Label

Maximum transmission unit (MTU) of the Layer 2 circuit.MTU

VLAN identifier of the Layer 2 circuit.VLAN ID

Forwarding equivalent class (FEC) bound to this route. Applicable only to routes installed by LDP.Prefixes bound to route

Community pathattribute for the route. SeeTable 215onpage2495 for all possible values for this field.Communities

Layer 2 encapsulation (for example, VPLS).Layer2-info: encaps

Control flags: none or Site Down.control flags

Maximum transmission unit (MTU) information.mtu

First label in a block of labels and label block size. A remote PE routing device uses this first label
when sending traffic toward the advertising PE routing device.

Label-Base, range

Layer 2 VPN and VPLS network layer reachability information (NLRI).status vector

Current active path when BGPmultipath is configured.AcceptedMultipath

Path currently contributing to BGPmultipath.Accepted
MultipathContrib

Local preference value included in the route.Localpref

BGP router ID as advertised by the neighbor in the openmessage.Router ID

In a routing table group, the name of the primary routing table in which the route resides.Primary Routing Table

In a routing table group, the name of one or more secondary tables in which the route resides.Secondary Tables

Table 213 on page 2491 describes all possible values for the Next-hop Types output field.

Table 213: Next-hop Types Output Field Values

DescriptionNext-Hop Type

Broadcast next hop.Broadcast (bcast)

Deny next hop.Deny

Discard next hop.Discard
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Table 213: Next-hop Types Output Field Values (continued)

DescriptionNext-Hop Type

Flood next hop. Consists of components called branches,
up to amaximum of 32 branches. Each flood next-hop
branch sends a copy of the traffic to the forwarding
interface. Used by point-to-multipoint RSVP,
point-to-multipoint LDP, point-to-multipoint CCC, and
multicast.

Flood

Next hop is waiting to be resolved into a unicast or
multicast type.

Hold

Indexed next hop.Indexed (idxd)

Used with applications that have a protocol next hop
address that is remote. You are likely to see this next-hop
type for internal BGP (IBGP) routes when the BGP next
hop is a BGP neighbor that is not directly connected.

Indirect (indr)

Used for anetworkaddressassigned toan interface.Unlike
the router next hop, the interface next hop does not
reference any specific node on the network.

Interface

Local address on an interface. This next-hop type causes
packetswith thisdestinationaddress tobe received locally.

Local (locl)

Wire multicast next hop (limited to the LAN).Multicast (mcst)

Multicast discard.Multicast discard (mdsc)

Multicast groupmember.Multicast group (mgrp)

Receive.Receive (recv)

Discard. An ICMP unreachable message was sent.Reject (rjct)

Resolving next hop.Resolve (rslv)

Regular multicast next hop.Routedmulticast (mcrt)

A specific node or set of nodes towhich the routing device
forwards packets that match the route prefix.

To qualify as next-hop type router, the route must meet
the following criteria:

• Must not be a direct or local subnet for the routing
device.

• Must have a next hop that is directly connected to the
routing device.

Router

Routing table next hop.Table
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Table 213: Next-hop Types Output Field Values (continued)

DescriptionNext-Hop Type

Unicast.Unicast (ucst)

List of unicast next hops. A packet sent to this next hop
goes to any next hop in the list.

Unilist (ulst)

Table214onpage2493describesall possible values for theStateoutput field. A route can

be in more than one state (for example, <Active NoReadvrt Int Ext>).

Table 214: State Output Field Values

DescriptionValue

Route needs accounting.Accounting

Route is active.Active

Path with a lower multiple exit discriminator (MED) is
available.

Always CompareMED

Shorter AS path is available.AS path

Cisco nondeterministic MED is enabled, and a path with a
lower MED is available.

Cisco Non-deterministic MED
selection

Route is a clone.Clone

Length of cluster list sent by the route reflector.Cluster list length

Route has been deleted.Delete

Exterior route.Ex

BGP route received from an external BGP neighbor.Ext

Forces all protocols to be notified of a change to any route,
active or inactive, for a prefix. When not set, protocols are
informed of a prefix only when the active route changes.

FlashAll

Route not used because of routing policy.Hidden

Route needs forwarding RPF check.IfCheck

Path through next hop with lower IGPmetric is available.IGPmetric

Flags for this route, which was not selected as best for a
particular destination.

Inactive reason

Route being added.Initial

2493Copyright © 2014, Juniper Networks, Inc.

Chapter 29: Administration



Table 214: State Output Field Values (continued)

DescriptionValue

Interior route.Int

BGP route received from an internal BGP peer or a BGP
confederation peer.

Int Ext

Direct, static, IGP, or EBGP path is available.Interior > Exterior > Exterior via
Interior

Path with a higher local preference value is available.Local Preference

Route is a martian (ignored because it is obviously invalid).Martian

Route exempt frommartian filtering.MartianOK

Path with lower metric next hop is available.Next hop address

Path from neighbor with lower IP address is available.No difference

Route not to be advertised.NoReadvrt

Route not chosen because it does not have the lowest MED.NotBest

Incoming BGP AS is not the best of a group (only one AS can
be the best).

Not Best in its group

Route not to be installed in the forwarding table.NotInstall

Path with a greater number of next hops is available.Number of gateways

Path with a lower origin code is available.Origin

Routependingbecauseofahold-downconfiguredonanother
route.

Pending

Route scheduled for release.Release

Route from a higher-numbered routing table is available.RIB preference

64-bit prefix added to IP subnets to make them unique.Route Distinguisher

Route with a lower metric or MED is available.RouteMetric or MED comparison

Route with lower preference value is availableRoute Preference

Path through a neighbor with lower ID is available.Router ID

Route not a primary route.Secondary
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Table 214: State Output Field Values (continued)

DescriptionValue

Path is not usable because of one of the following conditions:

• The route is damped.

• The route is rejected by an import policy.

• The route is unresolved.

Unusable path

Last tiebreaker is the lowest IP address value.Update source

Table 215 on page 2495 describes the possible values for the Communities output field.

Table 215: Communities Output Field Values

DescriptionValue

4bytes, encoding a 32-bit area number. For AS-external routes, the value is0. A nonzero value
identifies the route as internal to the OSPF domain, and as within the identified area. Area
numbers are relative to a particular OSPF domain.

area-number

Link-bandwidth community value used for unequal-cost load balancing. When BGP has
several candidate paths available for multipath purposes, it does not perform unequal-cost
load balancing according to the link-bandwidth community unless all candidate paths have
this attribute.

bandwidth: local AS
number:link-bandwidth-number

Unique configurable number that identifies the OSPF domain.domain-id

Unique configurable number that further identifies the OSPF domain.domain-id-vendor

Link-bandwidth number: from 0 through 4,294,967,295 (bytes per second).link-bandwidth-number

Local AS number: from 1 through 65,535.local AS number

1 byte. Currently this is only used if the route type is 5 or 7. Setting the least significant bit in
the field indicates that the route carries a type 2metric.

options

(Used with VPNs) Identifies where the route came from.origin

1 byte, encoded as 1 or 2 for intra-area routes (depending on whether the route came from a
type 1 or a type 2 LSA); 3 for summary routes; 5 for external routes (area number must be0);
7 for NSSA routes; or 129 for sham link endpoint addresses.

ospf-route-type

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x8000. The format is
area-number:ospf-route-type:options.

route-type-vendor

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x0306. The format is
area-number:ospf-route-type:options.

rte-type

Defines which VPN the route participates in; target has the format 32-bit IP address:16-bit
number. For example, 10.19.0.0:100.

target
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Table 215: Communities Output Field Values (continued)

DescriptionValue

Incoming IANA codes with a value between 0x1 and0x7fff. This code of the BGP extended
community attribute is accepted, but it is not recognized.

unknown IANA

Incoming IANA codeswith a value above0x8000. This code of the BGPextended community
attribute is accepted, but it is not recognized.

unknownOSPF vendor
community

Sample Output

show route detail

user@host> show route detail

inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 1:31:43 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

10.31.1.0/30 (2 entries, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 2
                Next hop: via so-0/3/0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:30:17 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I
         OSPF   Preference: 10
                Next-hop reference count: 1
                Next hop: via so-0/3/0.0, selected
                State: <Int>
                Inactive reason: Route Preference
                Local AS:    69 
                Age: 1:30:17    Metric: 1 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

10.31.1.1/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 7
                Interface: so-0/3/0.0
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:30:20 
                Task: IF
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                Announcement bits (1): 3-Resolve tree 2 
                AS path: I

...

10.31.2.0/30 (1 entry, 1 announced)
        *OSPF   Preference: 10
                Next-hop reference count: 9
                Next hop: via so-0/3/0.0
                Next hop: 10.31.1.6 via ge-3/1/0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:29:56    Metric: 2 
                Area: 0.0.0.0
                Task: OSPF
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

224.0.0.2/32 (1 entry, 1 announced)
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

224.0.0.22/32 (1 entry, 1 announced)
        *IGMP   Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:43 
                Task: IGMP
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

10.255.70.103/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 100096
                State: <Active Int>
                Local AS:    69 
                Age: 1:25:49    Metric: 2 
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

10.255.71.238/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
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                Next-hop reference count: 6
                Next hop: via so-0/3/0.0 weight 0x1, selected
                Label-switched-path green-r1-r2
                State: <Active Int>
                Local AS:    69 
                Age: 1:25:49    Metric: 1 
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

private__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

47.0005.80ff.f800.0000.0108.0001.0102.5507.1052/152 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
0   (1 entry, 1 announced)
        *MPLS   Preference: 0
                Next hop type: Receive
                Next-hop reference count: 6
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:45    Metric: 1 
                Task: MPLS
                Announcement bits (1): 0-KRT 
                AS path: I

...

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

  299840 (1 entry, 1 announced)
  TSI:
  KRT in-kernel 299840 /52 -> {indirect(1048575)}
          *RSVP   Preference: 7/2
                  Next hop type: Flood
                  Address: 0x9174a30
                  Next-hop reference count: 4
                  Next hop type: Router, Next hop index: 798
                  Address: 0x9174c28
                  Next-hop reference count: 2
                  Next hop: 8.0.0.2 via lt-1/2/0.9 weight 0x1
                  Label-switched-path R2-to-R4-2p2mp
                  Label operation: Pop      
                  Next hop type: Router, Next hop index: 1048574
                  Address: 0x92544f0
                  Next-hop reference count: 2
                  Next hop: 7.0.0.2 via lt-1/2/0.7 weight 0x1
                  Label-switched-path R2-to-R200-p2mp
                  Label operation: Pop      
                  Next hop: 6.0.0.2 via lt-1/2/0.5 weight 0x8001

Copyright © 2014, Juniper Networks, Inc.2498

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



                  Label operation: Pop      
                  State: <Active Int>     
                  Age: 1:29       Metric: 1 
                  Task: RSVP
                  Announcement bits (1): 0-KRT 
                  AS path: I...

800010 (1 entry, 1 announced)
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: via vt-3/2/0.32769, selected
                Label operation: Pop      
                State: <Active Int>
                Age: 1:29:30 
                Task: Common L2 VC
                Announcement bits (1): 0-KRT 
                AS path: I

vt-3/2/0.32769 (1 entry, 1 announced)
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 800012, Push 100096(top)
                Protocol next hop: 10.255.70.103
                Push 800012
                Indirect next hop: 87272e4 1048574
                State: <Active Int>
                Age: 1:29:30    Metric2: 2 
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

abcd::10:255:71:52/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

ff02::2/128 (1 entry, 1 announced)
        *PIM    Preference: 0
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                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::d/128 (1 entry, 1 announced)
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::16/128 (1 entry, 1 announced)
        *MLD    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:43 
                Task: MLD
                Announcement bits (1): 0-KRT 
                AS path: I

private.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.16385, selected
                State: <Active NoReadvrt Int>
                Age: 1:31:44 
                Task: IF
                AS path: I

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

10.255.70.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 1:25:49    Metric2: 1 
                AIGP 210
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
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                Primary Routing Table bgp.l2vpn.0

10.255.71.52:1:1:1/96 (1 entry, 1 announced)
        *L2VPN  Preference: 170/-1
                Next-hop reference count: 5
                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:31:40    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:Site-Down, 
                mtu: 0
                Label-base: 800016, range: 8, status-vector: 0x9F 

10.255.71.52:1:5:1/96 (1 entry, 1 announced)
        *L2VPN  Preference: 170/-101
                Next-hop reference count: 5
                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:31:40    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:, mtu: 0
                Label-base: 800008, range: 8, status-vector: 0x9F 

...

l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.245.255.63:CtrlWord:4:3:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
                Label operation: Push 100000[0]
                Protocol next hop: 10.245.255.63 Indirect next hop: 86af000 296
                State: <Active Int>
                Local AS:    99
                Age: 10:21
                Task: l2 circuit
                Announcement bits (1): 0-LDP
                AS path: I
                VC Label 100000, MTU 1500, VLAN ID 512

show route detail (with BGPMultipath)

user@host> show route detail

10.1.1.8/30 (2 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 262142
                Address: 0x901a010
                Next-hop reference count: 2
                Source: 10.1.1.2
                Next hop: 10.1.1.2 via ge-0/3/0.1, selected
                Next hop: 10.1.1.6 via ge-0/3/0.5
                State: <Active Ext>
                Local AS:     1 Peer AS:     2
                Age: 5:04:43
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               Validation State: unverified 
                Task: BGP_2.10.1.1.2+59955
                Announcement bits (1): 0-KRT 
                AS path: 2 I
                Accepted Multipath
                Localpref: 100
                Router ID: 1.1.1.2
         BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 678
                Address: 0x8f97520
                Next-hop reference count: 9
                Source: 10.1.1.6
                Next hop: 10.1.1.6 via ge-0/3/0.5, selected
                State: <NotBest Ext>
                Inactive reason: Not Best in its group - Active preferred
                Local AS:     1 Peer AS:     2
                Age: 5:04:43 
             Validation State: unverified
                Task: BGP_2.10.1.1.6+58198
                AS path: 2 I
                Accepted MultipathContrib       
                Localpref: 100
                Router ID: 1.1.1.3

show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show route label 299872 detail
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
299872 (1 entry, 1 announced)
        *LDP    Preference: 9
                Next hop type: Flood
                Next-hop reference count: 3
                Address: 0x9097d90
                Next hop: via vt-0/1/0.1
                Next-hop index: 661
                Label operation: Pop      
                Address: 0x9172130
                Next hop: via so-0/0/3.0
                Next-hop index: 654
                Label operation: Swap 299872
                State: **Active Int>
                Local AS:  1001 
                Age: 8:20       Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 10.255.72.166, grp 232.1.1.1,
 src 192.168.142.2
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show route exact

Syntax show route exact destination-prefix
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route exact destination-prefix
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display only the routes that exactly match the specified address or range of addresses.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

destination-prefix—Address or range of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route exact on page 2503
show route exact detail on page 2503
show route exact extensive on page 2504
show route exact terse on page 2504

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route exact

user@host> show route exact 207.17.136.0/24

inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
207.17.136.0/24    *[Static/5] 2d 03:30:22
                    > to 192.168.71.254 via fxp0.0

show route exact detail

user@host> show route exact 207.17.136.0/24 detail

inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
207.17.136.0/24 (1 entry, 1 announced)
        *Static Preference: 5
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                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2d 3:30:26 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

show route exact extensive

user@host> show route exact 207.17.136.0/24 extensive
inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
207.17.136.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 207.17.136.0/24 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 1:25:18 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

show route exact terse

user@host> show route exact 207.17.136.0/24 terse

inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both
A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 207.17.136.0/24    S   5                       >192.168.71.254
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show route export

Syntax show route export
<brief | detail>
<instance <instance-name> | routing-table-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route export
<brief | detail>
<instance <instance-name> | routing-table-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Displaypolicy-based routeexport information. Policy-basedexport simplifies theprocess

of exchanging route information between routing instances.

Options none—(Same as brief.) Display standard information about policy-based export for all

instances and routing tables on all systems.

brief | detail—(Optional) Display the specified level of output.

instance <instance-name>—(Optional) Display a particular routing instance for which

policy-based export is currently enabled.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

routing-table-name—(Optional) Display information about policy-based export for all

routing tables whose name begins with this string (for example, inet.0 and inet6.0

are both displayed when you run the show route export inet command).

Required Privilege
Level

view

List of Sample Output show route export on page 2506
show route export detail on page 2506
show route export instance detail on page 2506

Output Fields Table216onpage2505 lists theoutput fields for the showrouteexportcommand.Output

fields are listed in the approximate order in which they appear.

Table 216: show route export Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing tables that either import or export routes.Table or table-name

brief noneNumber of routes exported from this table into other tables. If a particular route
is exported to different tables, the counter will only increment by one.

Routes

brief noneWhether the table is currently exporting routes to other tables:Y or N (Yes or No).Export
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Table 216: show route export Output Fields (continued)

Level of OutputField DescriptionField Name

detailTables currently importing routes from the originator table. (Not displayed for
tables that are not exporting any routes.)

Import

detail(instance keyword only) Flags for this feature on this instance:

• config auto-policy—The policy was deduced from the configured IGP export
policies.

• cleanup—Configuration information for this instance is no longer valid.

• config—The instance was explicitly configured.

Flags

detail(instance keyword only) Configured option displays the type of routing tables the
feature handles:

• unicast—Indicates instance.inet.0.

• multicast—Indicates instance.inet.2.

• unicastmulticast—Indicates instance.inet.0 and instance.inet.2.

Options

detail(instancekeywordonly)Policy that routeexportuses toconstruct the import-export
matrix. Not displayed if the instance type is vrf.

Import policy

detail(instance keyword only) Name of the routing instance.Instance

detail(instance keyword only) Type of routing instance: forwarding, non-forwarding, or
vrf.

Type

Sample Output

show route export

user@host> show route export
Table                            Export           Routes
inet.0                           N                     0
black.inet.0                     Y                     3
red.inet.0                       Y                     4

show route export detail

user@host> show route export detail
inet.0                                          Routes:        0
black.inet.0                                    Routes:        3
  Import: [ inet.0 ]
red.inet.0                                      Routes:        4
  Import: [ inet.0 ]

show route export instance detail

user@host> show route export instance detail
Instance: master                        Type: forwarding    
  Flags: <config auto-policy> Options: <unicast multicast>
  Import policy: [ (ospf-master-from-red || isis-master-from-black) ]
Instance: black                         Type: non-forwarding
Instance: red                           Type: non-forwarding
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show route extensive

Syntax show route extensive
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route extensive
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display extensive information about the active entries in the routing tables.

Options none—Display all active entries in the routing table.

destination-prefix—(Optional) Display active entries for the specified address or range

of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route extensive on page 2514
show route extensive (Access Route) on page 2520
show route extensive (BGP PIC Edge) on page 2521
show route extensive (FRR and LFA) on page 2521
show route extensive (Route Reflector) on page 2522
show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint
LSPs) on page 2522

Output Fields Table217onpage2508describes theoutput fields for the showrouteextensivecommand.

Output fields are listed in the approximate order in which they appear.

Table 217: show route extensive Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active).

• holddown (routes that are in the pending state before being declared inactive).

• hidden (routes that are not used because of a routing policy).

number routes
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

Routedestination (for example: 10.0.0.1/24). Theentry value is thenumberof route for this destination,
and the announced value is the number of routes being announced for this destination. Sometimes
the route destination is presented in another format, such as:

• MPLS-label (for example, 80001 ).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id:source (Layer2circuit only; for example,
10.1.1.195:NoCtrlWord:1:1:Local/96).

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

route-destination
(entry, announced)

Protocol header information.TSI

(Next-to-the-last-hop routing device for MPLS only) Depth of the MPLS label stack, where the
label-popping operation is needed to remove one or more labels from the top of the stack. A pair of
routes is displayed, because the pop operation is performed onlywhen the stack depth is two ormore
labels.

• S=0route indicates that apacketwith an incoming label stackdepthof twoormore exits this router
with one fewer label (the label-popping operation is performed).

• If there is no S= information, the route is a normal MPLS route, which has a stack depth of 1 (the
label-popping operation is not performed).

label stacking

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[protocol, preference]

(IS-IS only). In IS-IS, a single autonomous system (AS) can be divided into smaller groups called
areas. Routing between areas is organized hierarchically, allowing a domain to be administratively
divided into smaller areas. This organization is accomplished by configuring Level 1 and Level 2
intermediate systems. Level 1 systems route within an area. When the destination is outside an area,
they route toward a Level 2 system. Level 2 intermediate systems route between areas and toward
other ASs.

Level

IP subnet augmented with a 64-bit prefix.Route Distinguisher
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

Type of next hop. For a description of possible values for this field, see the Output Field table in the
show route detail command.

Next-hop type

Number of references made to the next hop.Next-hop reference
count

Indicates that the number of flood next-hop branches exceeded the system limit of 32 branches, and
only a subset of the flood next-hop branches were installed in the kernel.

Floodnexthopbranches
exceedmaximum
message

IP address of the route source.Source

Network layer address of the directly reachable neighboring system.Next hop

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
nameof the interface that is actually used is followedby thewordSelected. This field can also contain
the following information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

via

Name of the LSP used to reach the next hop.Label-switched-path
lsp-path-name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

Label operation

Whether the metric has been increased or decreased by an offset value.Offset

(Local only) Local interface name.Interface

Network layer address of the remote routing device that advertised the prefix. This address is used
to recursively derive a forwarding next hop.

Protocol next hop

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

label-operation
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

When present, a list of nodes that are used to resolve the path to the next-hop destination, in the
order that they are resolved.

When BGP PIC Edge is enabled, the output lines that contain Indirect next hop: weight follow next
hops that the software can use to repair paths where a link failure occurs. The next-hop weight has
one of the following values:

• 0x1 indicates active next hops.

• 0x4000 indicates passive next hops.

Indirect next hops

State of the route (a route can be in more than one state). See the Output Field table in the show
route detail command.

State

TheBFDsession IDnumber that represents theprotectionusingMPLS fast reroute (FRR)and loop-free
alternate (LFA).

Session ID

Weight for the backup path. If the weight of an indirect next hop is larger than zero, the weight value
is shown.

For sample output, see show route table.

Weight
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

If the route is inactive, the reason for its current state is indicated. Typical reasons include:

• Active preferred—Currently active route was selected over this route.

• Always compareMED—Path with a lower multiple exit discriminator (MED) is available.

• AS path—Shorter AS path is available.

• Cisco Non-deterministic MED selection—Cisco nondeterministic MED is enabled and a path with a
lower MED is available.

• Cluster list length—Path with a shorter cluster list length is available.

• Forwarding use only—Path is only available for forwarding purposes.

• IGPmetric—Path through the next hop with a lower IGPmetric is available.

• IGPmetric type—Path with a lower OSPF link-state advertisement type is available.

• Interior > Exterior > Exterior via Interior—Direct, static, IGP, or EBGP path is available.

• Local preference—Path with a higher local preference value is available.

• Next hop address—Path with a lower metric next hop is available.

• No difference—Path from a neighbor with a lower IP address is available.

• Not Best in its group—Occurs whenmultiple peers of the same external AS advertise the same
prefix andaregrouped together in the selectionprocess.When this reason isdisplayed, anadditional
reason is provided (typically one of the other reasons listed).

• Number of gateways—Path with a higher number of next hops is available.

• Origin—Path with a lower origin code is available.

• OSPF version—Path does not support the indicated OSPF version.

• RIB preference—Route from a higher-numbered routing table is available.

• Route destinguisher—64-bit prefix added to IP subnets to make them unique.

• Routemetric or MED comparison—Route with a lower metric or MED is available.

• Route preference—Route with a lower preference value is available.

• Router ID—Path through a neighbor with a lower ID is available.

• Unusable path—Path is not usable because of one of the following conditions: the route is damped,
the route is rejected by an import policy, or the route is unresolved.

• Update source—Last tiebreaker is the lowest IP address value.

Inactive reason

Autonomous system (AS) number of the local routing device.Local AS

How long the route has been known.Age

Accumulated interior gateway protocol (AIGP) BGP attribute.AIGP

Cost value of the indicated route. For routes within an AS, the cost is determined by IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

Metric

Metric value for BGPpath selection towhich the IGPcost to thenext-hopdestinationhasbeenadded.MED-plus-IGP

For MPLS LSPs, state of the TTL propagation attribute. Can be enabled or disabled for all
RSVP-signaled and LDP-signaled LSPs or for specific VRF routing instances.

For sample output, see show route table.

TTL-Action
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

Name of the protocol that has added the route.Task

List of protocols that announce this route. n-Resolve inet indicates that the route is used for route
resolution for next hops found in the routing table. n is an index used by Juniper Networks customer
support only.

Announcement bits

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• Recorded—The AS path is recorded by the sample process (sampled).

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local ASnumber associatedwith theASpath ifmore thanoneASnumber
is configured on the routing device, or if AS path prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

Point-to-multipoint root address, multicast source address, andmulticast group address when
multipoint LDP (M-LDP) inband signaling is configured.

FECs bound to route

(For route reflected output only) Originator ID attribute set by the route reflector.AS path: I <Originator>

MPLS label assigned to the Layer 2 circuit virtual connection.VC Label

Maximum transmission unit (MTU) of the Layer 2 circuit.MTU

VLAN identifier of the Layer 2 circuit.VLAN ID

(For route reflected output only) Cluster ID sent by the route reflector.Cluster list

(For route reflected output only) Address of router that originally sent the route to the route reflector.Originator ID

Forwarding equivalent class (FEC) bound to this route. Applicable only to routes installed by LDP.Prefixes bound to route

Community path attribute for the route. See the Output Field table in the show route detail command
for all possible values for this field.

Communities

Layer 2 encapsulation (for example, VPLS).Layer2-info: encaps
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Table 217: show route extensive Output Fields (continued)

Field DescriptionField Name

Control flags: none or Site Down.control flags

Maximum transmission unit (MTU) information.mtu

First label in a block of labels and label block size. A remote PE routing device uses this first label
when sending traffic toward the advertising PE routing device.

Label-Base, range

Layer 2 VPN and VPLS network layer reachability information (NLRI).status vector

Local preference value included in the route.Localpref

BGP router ID as advertised by the neighbor in the openmessage.Router ID

In a routing table group, the name of the primary routing table in which the route resides.Primary Routing Table

In a routing table group, the name of one or more secondary tables in which the route resides.Secondary Tables

Name of the routing table whose active route was used to determine the forwarding next-hop entry
in the resolution database. For example, in the case of inet.0 resolving through inet.0 and inet.3, this
field indicates which routing table, inet.0 or inet.3, provided the best path for a particular prefix.

Originating RIB

Number of nodes in the path.Node path count

Number of forwarding next hops. The forwarding next hop is the network layer address of the directly
reachable neighboring system (if applicable) and the interface used to reach it.

Forwarding nexthops

Sample Output

show route extensive

user@host> show route extensive
inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.10.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 1:34:06 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

10.31.1.0/30 (2 entries, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 2
                Next hop: via so-0/3/0.0, selected
                State: <Active Int>
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                Local AS:    69 
                Age: 1:32:40 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I
         OSPF   Preference: 10
                Next-hop reference count: 1
                Next hop: via so-0/3/0.0, selected
                State: <Int>
                Inactive reason: Route Preference
                Local AS:    69 
                Age: 1:32:40    Metric: 1 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

10.31.1.1/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 7
                Interface: so-0/3/0.0
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:32:43 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I

...

10.31.2.0/30 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.31.2.0/30 -> {10.31.1.6}
        *OSPF   Preference: 10
                Next-hop reference count: 9
                Next hop: via so-0/3/0.0
                Next hop: 10.31.1.6 via ge-3/1/0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:32:19    Metric: 2 
                Area: 0.0.0.0
                Task: OSPF
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

224.0.0.2/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 224.0.0.2/32 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:34:08 
                Task: PIM Recv
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...
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224.0.0.22/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 224.0.0.22/32 -> {}
        *IGMP   Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:34:06 
                Task: IGMP
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

10.255.70.103/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 100096
                State: <Active Int>
                Local AS:    69 
                Age: 1:28:12    Metric: 2
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

10.255.71.238/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: via so-0/3/0.0 weight 0x1, selected
                Label-switched-path green-r1-r2
                State: <Active Int>
                Local AS:    69 
                Age: 1:28:12    Metric: 1
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

...

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

47.0005.80ff.f800.0000.0108.0001.0102.5507.1052/152 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:34:07 
                Task: IF
                AS path: I

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

0   (1 entry, 1 announced)
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TSI:
KRT in-kernel 0      /36 -> {}
        *MPLS   Preference: 0
                Next hop type: Receive
                Next-hop reference count: 6
                State: <Active Int>
                Local AS:    69 
                Age: 1:34:08    Metric: 1 
                Task: MPLS
                Announcement bits (1): 0-KRT 
                AS path: I

...

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
299776 (1 entry, 1 announced)
TSI:
KRT in-kernel 299776 /52 -> {Flood}
        *RSVP   Preference: 7
                Next hop type: Flood
                Next-hop reference count: 130
                Flood nexthop branches exceed maximum
                Address: 0x8ea65d0
...

800010 (1 entry, 1 announced)

TSI:
KRT in-kernel 800010 /36 -> {vt-3/2/0.32769}
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: via vt-3/2/0.32769, selected
                Label operation: Pop      
                State: <Active Int>
                Age: 1:31:53 
                Task: Common L2 VC
                Announcement bits (1): 0-KRT 
                AS path: I

vt-3/2/0.32769 (1 entry, 1 announced)
TSI:
KRT in-kernel vt-3/2/0.32769.0      /16 -> {indirect(1048574)}
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 800012, Push 100096(top)
                Protocol next hop: 10.255.70.103
                Push 800012
                Indirect next hop: 87272e4 1048574
                State: <Active Int>
                Age: 1:31:53    Metric2: 2 
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Indirect next hops: 1
                        Protocol next hop: 10.255.70.103 Metric: 2
                        Push 800012
                        Indirect next hop: 87272e4 1048574
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                        Indirect path forwarding next hops: 1
                                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1
                        10.255.70.103/32 Originating RIB: inet.3
                          Metric: 2                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.31.1.6 via ge-3/1/0.0

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

abcd::10:255:71:52/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:34:07 
                Task: IF
                AS path: I

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:34:07 
                Task: IF
                AS path: I

ff02::2/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::2/128 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:34:08 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::d/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::d/128 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:34:08 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::16/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::16/128 -> {}
        *MLD    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
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                Local AS:    69 
                Age: 1:34:06 
                Task: MLD
                Announcement bits (1): 0-KRT 
                AS path: I

private.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.16385, selected
                State: <Active NoReadvrt Int>
                Age: 1:34:07 
                Task: IF
                AS path: I

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

10.255.70.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 1:28:12    Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
                Primary Routing Table bgp.l2vpn.0

10.255.71.52:1:1:1/96 (1 entry, 1 announced)
TSI:
Page 0 idx 0 Type 1 val 8699540
        *L2VPN  Preference: 170/-1
                Next-hop reference count: 5
                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:34:03    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:Site-Down, 
                mtu: 0
                Label-base: 800016, range: 8, status-vector: 0x9F 

10.255.71.52:1:5:1/96 (1 entry, 1 announced)
TSI:
Page 0 idx 0 Type 1 val 8699528
        *L2VPN  Preference: 170/-101
                Next-hop reference count: 5
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                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:34:03    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:, mtu: 0
                Label-base: 800008, range: 8, status-vector: 0x9F 

...

l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

TSI:

10.245.255.63:CtrlWord:4:3:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
                Label operation: Push 100000[0]
                Protocol next hop: 10.245.255.63 Indirect next hop: 86af000 296
                State: <Active Int>
                Local AS:    99
                Age: 10:21
                Task: l2 circuit
                Announcement bits (1): 0-LDP
                AS path: I
                VC Label 100000, MTU 1500, VLAN ID 512

55.0.0.0/24 (1 entry, 1 announced)
TSI:
KRT queued (pending) add
  55.0.0.0/24 -> {Push 300112}
        *BGP    Preference: 170/-101
                Next hop type: Router
                Address: 0x925c208
                Next-hop reference count: 2
                Source: 10.0.0.9
                Next hop: 10.0.0.9 via ge-1/2/0.15, selected
                Label operation: Push 300112
                Label TTL action: prop-ttl
                State: <Active Ext>
                Local AS:  7019 Peer AS: 13979
                Age: 1w0d 23:06:56 
                AIGP: 25 
                Task: BGP_13979.10.0.0.9+56732
                Announcement bits (1): 0-KRT 
                AS path: 13979 7018 I
                Accepted
                Route Label: 300112
                Localpref: 100
                Router ID: 10.9.9.1

show route extensive (Access Route)

user@host> show route 13.160.0.102 extensive
inet.0: 39256 destinations, 39258 routes (39255 active, 0 holddown, 1 hidden)
13.160.0.102/32 (1 entry, 1 announced)
TSI:
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KRT in-kernel 13.160.0.102/32 -> {13.160.0.2}
OSPF area : 0.0.0.0, LSA ID : 13.160.0.102, LSA type : Extern
        *Access Preference: 13
                Next-hop reference count: 78472
                Next hop: 13.160.0.2 via fe-0/0/0.0, selected
                State: <Active Int>
       Age: 12 
                Task: RPD Unix Domain Server./var/run/rpd_serv.local
                Announcement bits (2): 0-KRT 1-OSPFv2 
                AS path: I

show route extensive (BGP PIC Edge)

user@host> show route 1.1.1.6 extensive
ed.inet.0: 6 destinations, 9 routes (6 active, 0 holddown, 0 hidden)
  1.1.1.6/32 (3 entries, 2 announced)
          State: <CalcForwarding>
  TSI:
  KRT in-kernel 1.1.1.6/32 -> {indirect(1048574), indirect(1048577)}
  Page 0 idx 0 Type 1 val 9219e30
      Nexthop: Self
      AS path: [2] 3 I
      Communities: target:2:1
  Path 1.1.1.6 from 1.1.1.4 Vector len 4.  Val: 0
..
          #Multipath Preference: 255
                  Next hop type: Indirect
                  Address: 0x93f4010
                  Next-hop reference count: 2
..
                  Protocol next hop: 1.1.1.4
                  Push 299824
                  Indirect next hop: 944c000 1048574 INH Session ID: 0x3
                  Indirect next hop: weight 0x1
                  Protocol next hop: 1.1.1.5
                  Push 299824
                  Indirect next hop: 944c1d8 1048577 INH Session ID: 0x4
                  Indirect next hop: weight 0x4000
                  State: <ForwardingOnly Int Ext)>
                  Inactive reason: Forwarding use only
                  Age: 25         Metric2: 15 
                  Validation State: unverified 
                  Task: RT
                  Announcement bits (1): 0-KRT 
                  AS path: 3 I
                  Communities: target:2:1

show route extensive (FRR and LFA)

user@host> show route 20:31:2:0 extensive
inet.0: 46 destinations, 49 routes (45 active, 0 holddown, 1 hidden)
20.31.2.0/24 (2 entries, 1 announced)
        State: FlashAll
TSI:
KRT in-kernel 20.31.2.0/24 -> {Push 299776, Push 299792}
        *RSVP   Preference: 7/1
                Next hop type: Router, Next hop index: 1048574
                Address: 0xbbbc010
                Next-hop reference count: 5
                Next hop: 10.31.1.2 via ge-2/1/8.0 weight 0x1, selected
                Label-switched-path europa-d-to-europa-e
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                Label operation: Push 299776
                Label TTL action: prop-ttl
                Session Id: 0x201
                Next hop: 10.31.2.2 via ge-2/1/4.0 weight 0x4001
                Label-switched-path europa-d-to-europa-e
                Label operation: Push 299792
                Label TTL action: prop-ttl
                Session Id: 0x202
                State: Active Int
                Local AS:   100 
                Age: 5:31  Metric: 2 
                Task: RSVP
                Announcement bits (1): 0-KRT 
                AS path: I
         OSPF   Preference: 10
                Next hop type: Router, Next hop index: 615
                Address: 0xb9d78c4
                Next-hop reference count: 7
                Next hop: 10.31.1.2 via ge-2/1/8.0, selected
                Session Id: 0x201
                State: Int
                Inactive reason: Route Preference
                Local AS:   100 
                Age: 5:35  Metric: 3 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

show route extensive (Route Reflector)

user@host> show route extensive
1.0.0.0/8 (1 entry, 1 announced)

TSI:
KRT in-kernel 1.0.0.0/8 -> {indirect(40)}
        *BGP    Preference: 170/-101
                Source: 192.168.4.214
                Protocol next hop: 207.17.136.192 Indirect next hop: 84ac908 40
                State: <Active Int Ext>
                Local AS: 10458 Peer AS: 10458
                Age: 3:09       Metric: 0       Metric2: 0
                Task: BGP_10458.192.168.4.214+1033
                Announcement bits (2): 0-KRT 4-Resolve inet.0
                AS path: 3944 7777 I <Originator>
                Cluster list:  1.1.1.1
                Originator ID: 10.255.245.88
                Communities: 7777:7777
                Localpref: 100
                Router ID: 4.4.4.4
                Indirect next hops: 1
                        Protocol next hop: 207.17.136.192 Metric: 0 
                        Indirect next hop: 84ac908 40
                        Indirect path forwarding next hops: 0
                                Next hop type: Discard

show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show route label 299872 detail
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
299872 (1 entry, 1 announced)
        *LDP    Preference: 9
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                Next hop type: Flood
                Next-hop reference count: 3
                Address: 0x9097d90
                Next hop: via vt-0/1/0.1
                Next-hop index: 661
                Label operation: Pop      
                Address: 0x9172130
                Next hop: via so-0/0/3.0
                Next-hop index: 654
                Label operation: Swap 299872
                State: **Active Int>
                Local AS:  1001 
                Age: 8:20       Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 10.255.72.166, grp 232.1.1.1,
 src 192.168.142.2
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show route flow validation

Syntax show route flow validation
<brief | detail>
<ip-prefix>
<table table-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route flow validation
<brief | detail>
<ip-prefix>
<table table-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display flow route information.

Options none—Display flow route information.

brief | detail—(Optional) Display the specified level of output. If you do not specify a level

of output, the system defaults to brief.

ip-prefix—(Optional) IP address for the flow route.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

table table-name—(Optional) Display flow route information for all routing tables whose

name begins with this string (for example, inet.0 and inet6.0 are both displayed

when you run the show route flow validation inet command).

Required Privilege
Level

view

List of Sample Output show route flow validation on page 2525

Output Fields Table218onpage2524 lists theoutput fields for the showroute flowvalidationcommand.

Output fields are listed in the approximate order in which they appear.

Table 218: show route flow validation Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing table (for example, inet.0).routing-table-name

All levelsRoute address.prefix

All levelsActive route in the routing table.Active unicast
route

All levelsNumber of flows for which there are routes in the routing table.Dependent flow
destinations
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Table 218: show route flow validation Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsSource of the route flow.Origin

All levelsAutonomous system identifier of the neighbor.Neighbor AS

All levelsNumber of entries and number of destinations that match the route flow.Flow destination

All levelsDestination that is the best match for the route flow.Unicast best
match

All levelsInformation about the route flow.Flags

Sample Output

show route flow validation

user@host> show route flow validation
inet.0:
10.0.5.0/24Active unicast route
Dependent flow destinations: 1
Origin: 192.168.224.218, Neighbor AS: 65001
Flow destination (3 entries, 1 match origin)
Unicast best match: 10.0.5.0/24
Flags: SubtreeApex Consistent
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show route forwarding-table

Syntax show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (MX Series
Routers)

show route forwarding-table
<detail | extensive | summary>
<all>
<bridge-domain (all | domain-name)>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<learning-vlan-id learning-vlan-id>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<matchingmatching>
<label name>
<lcc number>
<multicast>
<table routing-instance-name>
<vpn vpn>

Release Information Command introduced before Junos OS Release 7.4.

Option bridge-domain introduced in Junos OS Release 7.5

Option learning-vlan-id introduced in Junos OS Release 8.4

Options all and vlan introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.3 for the QFX Series.
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Description Display the Routing Engine's forwarding table, including the network-layer prefixes and

their next hops. This command is used to help verify that the routing protocol process

has relayed the correction information to the forwarding table. The Routing Engine

constructs andmaintainsoneormore routing tables. Fromthe routing tables, theRouting

Engine derives a table of active routes, called the forwarding table.

NOTE: The Routing Engine copies the forwarding table to the Packet
Forwarding Engine, the part of the router that is responsible for forwarding
packets. To display the entries in the Packet Forwarding Engine's forwarding
table, use the show pfe route command.

Options none—Display the routes in the forwarding tables. By default, the show route

forwarding-table command does not display information about private, or internal,

forwarding tables.

detail | extensive | summary—(Optional) Display the specified level of output.

all—(Optional) Display routing table entries for all forwarding tables, including private,

or internal, tables.

bridge-domain (all | bridge-domain-name)—(MX Series routers only) (Optional) Display

route entries for all bridge domains or the specified bridge domain.

ccc interface-name—(Optional)Display routeentries for thespecifiedcircuit cross-connect

interface.

destination destination-prefix—(Optional) Destination prefix.

family family—(Optional) Display routing table entries for the specified family:

fibre-channel, fmembers, inet, inet6, iso,mpls, tnp, unix, vpls, or vlan-classification.

interface-name interface-name—(Optional) Display routing table entries for the specified

interface.

label name—(Optional) Display route entries for the specified label.

lcc number—(TXMatrix and TXmatrix Plus routers only) (Optional) On a routing matrix

composed of a TXMatrix router and T640 routers, display information for the

specified T640 router (or line-card chassis) connected to the TXMatrix router. On

a routingmatrix composedof theTXMatrix Plus router andT1600orT4000 routers,

display information for the specified router (line-card chassis) connected to the TX

Matrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.
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• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

learning-vlan-id learning-vlan-id—(MX Series routers only) (Optional) Display learned

information for all VLANs or for the specified VLAN.

matchingmatching—(Optional)Display routing tableentriesmatching the specifiedprefix

or prefix length.

multicast—(Optional) Display routing table entries for multicast routes.

table (default | logical-system-name/routing-instance-name |

routing-instance-name)—(Optional) Display route entries for all the routing tables in

themain routing instanceor for thespecified routing instance. If yourdevice supports

logical systems, you can also display route entries for the specified logical system

and routing instance. To view the routing instances on your device, use the show

route instance command.

vlan (all | vlan-name)—(Optional) Display information for all VLANs or for the specified

VLAN.

vpn vpn—(Optional) Display routing table entries for a specified VPN.

Required Privilege
Level

view

List of Sample Output show route forwarding-table on page 2531
show route forwarding-table detail on page 2532
showrouteforwarding-tabledestinationextensive(WeightsandBalances)onpage2532
show route forwarding-table extensive on page 2533
show route forwarding-table extensive (RPF) on page 2534
show route forwarding-table family mpls on page 2535
show route forwarding-table family vpls on page 2535
show route forwarding-table family vpls extensive on page 2535
show route forwarding-table table default on page 2537
show route forwarding-table table
logical-system-name/routing-instance-name on page 2537
show route forwarding-table vpn on page 2538

Output Fields Table219onpage2529 lists theoutput fields for theshowrouteforwarding-table command.

Output fields are listed in the approximate order inwhich they appear. Field namesmight

be abbreviated (as shown in parentheses) when no level of output is specified, or when

the detail keyword is used instead of the extensive keyword.
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Table 219: show route forwarding-table Output Fields

Level of OutputField DescriptionField Name

All levelsName of the logical system. This field is displayed if you specify the table
logical-system-name/routing-instance-nameoptiononadevice that is configured
for and supports logical systems.

Logical system

All levelsName of the routing table (for example, inet, inet6, mpls).Routing table

All levelsAddress family (for example, IP, IPv6, ISO,MPLS, and VPLS).Address family

detail extensiveDestination of the route.Destination

All levelsHow the route was placed into the forwarding table. When the detail keyword
is used, the route typemight be abbreviated (as shown in parentheses):

• cloned (clon)—(TCP or multicast only) Cloned route.

• destination (dest)—Remoteaddressesdirectly reachable throughan interface.

• destination down (iddn)—Destination route for which the interface is
unreachable.

• interface cloned (ifcl)—Cloned route for which the interface is unreachable.

• route down (ifdn)—Interface route for which the interface is unreachable.

• ignore (ignr)—Ignore this route.

• interface (intf)—Installed as a result of configuring an interface.

• permanent (perm)—Routes installed by the kernel when the routing table is
initialized.

• user—Routes installed by the routing protocol process or as a result of the
configuration.

Route Type (Type)

detail extensiveNumber of routes to reference.Route Reference
(RtRef)

extensiveRoute type flags:

• none—No flags are enabled.

• accounting—Route has accounting enabled.

• cached—Cache route.

• incoming-iface interface-number—Check against incoming interface.

• prefix load balance—Load balancing is enabled for this prefix.

• rt nh decoupled—Route has been decoupled from the next hop to the
destination.

• sent to PFE—Route has been sent to the Packet Forwarding Engine.

• static—Static route.

Flags

detail extensiveIP address of the next hop to the destination.Next hop
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Table 219: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNext-hop type. When the detail keyword is used, the next-hop typemight be
abbreviated (as indicated in parentheses):

• broadcast (bcst)—Broadcast.

• deny—Deny.

• discard (dscd)—Discard.

• hold—Next hop is waiting to be resolved into a unicast or multicast type.

• indexed (idxd)—Indexed next hop.

• indirect (indr)—Indirect next hop.

• local (locl)—Local address on an interface.

• routedmulticast (mcrt)—Regular multicast next hop.

• multicast (mcst)—Wire multicast next hop (limited to the LAN).

• multicast discard (mdsc)—Multicast discard.

• multicast group (mgrp)—Multicast groupmember.

• receive (recv)—Receive.

• reject (rjct)—Discard. An ICMP unreachable message was sent.

• resolve (rslv)—Resolving the next hop.

• unicast (ucst)—Unicast.

• unilist (ulst)—List of unicast next hops. A packet sent to this next hop goes
to any next hop in the list.

Next hop Type
(Type)

detail extensive noneSoftware index of the next hop that is used to route the traffic for a given prefix.Index

extensiveLogical interface index fromwhich the route is learned. For example, for interface
routes, this is the logical interface index of the route itself. For static routes, this
field is zero. For routes learned through routing protocols, this is the logical
interface index fromwhich the route is learned.

Route
interface-index

detail extensive noneNumber of routes that refer to this next hop.Reference (NhRef)

detail extensive noneInterface used to reach the next hop.Next-hop interface
(Netif)

extensiveValue used to distinguish primary, secondary, and fast reroute backup routes.
Weight information is available when MPLS label-switched path (LSP) link
protection, node-link protection, or fast reroute is enabled, orwhen the standby
state is enabled for secondary paths. A lower weight value is preferred. Among
routes with the sameweight value, load balancing is possible (see the Balance
field description).

Weight

extensiveBalance coefficient indicating how traffic of unequal cost is distributed among
next hops when a router is performing unequal-cost load balancing. This
information is available when you enable BGPmultipath load balancing.

Balance

extensiveList of interfaces fromwhich theprefix canbeaccepted.Reversepath forwarding
(RPF) information isdisplayedonlywhen rpf-check is configuredon the interface.

RPF interface
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Sample Output

show route forwarding-table

user@host> show route forwarding-table
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     4
0.0.0.0/32         perm     0                    dscd    44     1
1.1.1.0/24         ifdn     0                    rslv   608     1 ge-2/0/1.0
1.1.1.0/32         iddn     0 1.1.1.0            recv   606     1 ge-2/0/1.0
1.1.1.1/32         user     0                    rjct    46     4
1.1.1.1/32         intf     0 1.1.1.1            locl   607     2
1.1.1.1/32         iddn     0 1.1.1.1            locl   607     2
1.1.1.255/32       iddn     0 ff:ff:ff:ff:ff:ff  bcst   605     1 ge-2/0/1.0
10.0.0.0/24        intf     0                    rslv   616     1 ge-2/0/0.0
10.0.0.0/32        dest     0 10.0.0.0           recv   614     1 ge-2/0/0.0
10.0.0.1/32        intf     0 10.0.0.1           locl   615     2
10.0.0.1/32        dest     0 10.0.0.1           locl   615     2
10.0.0.255/32      dest     0 10.0.0.255         bcst   613     1 ge-2/0/0.0
10.1.1.0/24        ifdn     0                    rslv   612     1 ge-2/0/1.0
10.1.1.0/32        iddn     0 10.1.1.0           recv   610     1 ge-2/0/1.0
10.1.1.1/32        user     0                    rjct    46     4
10.1.1.1/32        intf     0 10.1.1.1           locl   611     2
10.1.1.1/32        iddn     0 10.1.1.1           locl   611     2
10.1.1.255/32      iddn     0 ff:ff:ff:ff:ff:ff  bcst   609     1 ge-2/0/1.0
10.206.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0
10.209.0.0/16      user     1 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.0.0/18      intf     0                    rslv   418     1 fxp0.0
10.209.0.0/32      dest     0 10.209.0.0         recv   416     1 fxp0.0
10.209.2.131/32    intf     0 10.209.2.131       locl   417     2
10.209.2.131/32    dest     0 10.209.2.131       locl   417     2
10.209.17.55/32    dest     0 0:30:48:5b:78:d2   ucst   435     1 fxp0.0
10.209.63.42/32    dest     0 0:23:7d:58:92:ca   ucst   434     1 fxp0.0
10.209.63.254/32   dest     0 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.63.255/32   dest     0 10.209.63.255      bcst   415     1 fxp0.0
10.227.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0

...

Routing table: iso 
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct    27     1
47.0005.80ff.f800.0000.0108.0003.0102.5524.5220.00
intf     0                   locl    28     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct     6     1
ff00::/8           perm     0                   mdsc     4     1
ff02::1/128        perm     0 ff02::1           mcst     3     1

Routing table: ccc
MPLS:
Interface.Label    Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 16     1
100004(top)fe-0/0/1.0
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show route forwarding-table detail

user@host> show route forwarding-table detail
Routing table: inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            user     2 0:90:69:8e:b1:1b   ucst   132     4 fxp0.0
default            perm     0                    rjct    14     1
10.1.1.0/24        intf     0 ff.3.0.21          ucst   322     1 so-5/3/0.0
10.1.1.0/32        dest     0 10.1.1.0           recv   324     1 so-5/3/0.0
10.1.1.1/32        intf     0 10.1.1.1           locl   321     1
10.1.1.255/32      dest     0 10.1.1.255         bcst   323     1 so-5/3/0.0
10.21.21.0/24      intf     0 ff.3.0.21          ucst   326     1 so-5/3/0.0
10.21.21.0/32      dest     0 10.21.21.0         recv   328     1 so-5/3/0.0
10.21.21.1/32      intf     0 10.21.21.1         locl   325     1
10.21.21.255/32    dest     0 10.21.21.255       bcst   327     1 so-5/3/0.0
127.0.0.1/32       intf     0 127.0.0.1          locl   320     1
172.17.28.19/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0
172.17.28.44/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0

...

Routing table: private1__.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     1
10.0.0.0/8         intf     0                    rslv   136     1 fxp1.0
10.0.0.0/32        dest     0 10.0.0.0           recv   134     1 fxp1.0
10.0.0.4/32        intf     0 10.0.0.4           locl   135     2
10.0.0.4/32        dest     0 10.0.0.4           locl   135     2

...

Routing table: iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    38     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    22     1
ff00::/8           perm     0                    mdsc    21     1
ff02::1/128        perm     0 ff02::1            mcst    17     1

...

Routing table: mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 28     1

show route forwarding-table destination extensive (Weights and Balances)

user@host> show route forwarding-table destination 3.4.2.1 extensive
Routing table: inet [Index 0]
Internet:

Destination:  3.4.2.1/32
  Route type: user
  Route reference: 0                   Route interface-index: 0
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  Flags: sent to PFE
  Next-hop type: unilist               Index: 262143   Reference: 1
  Nexthop: 4.4.4.4
  Next-hop type: unicast               Index: 335      Reference: 2
  Next-hop interface: so-1/1/0.0       Weight: 22      Balance: 3
  Nexthop: 145.12.1.2
  Next-hop type: unicast               Index: 337      Reference: 2
  Next-hop interface: so-0/1/2.0       Weight: 33      Balance: 33

show route forwarding-table extensive

user@host> show route forwarding-table extensive
Routing table: inet [Index 0] 
Internet:

Destination:  default
  Route type: user                  
  Route reference: 2                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 0:90:69:8e:b1:1b
  Next-hop type: unicast               Index: 132      Reference: 4    
  Next-hop interface: fxp0.0       

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: none 
  Next-hop type: reject                Index: 14       Reference: 1    

Destination:  127.0.0.1/32
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 127.0.0.1
  Next-hop type: local                 Index: 320      Reference: 1   

... 

Routing table: private1__.inet [Index 1] 
Internet:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 46       Reference: 1    

Destination:  10.0.0.0/8
  Route type: interface             
  Route reference: 0                   Route interface-index: 3   
  Flags: sent to PFE 
  Next-hop type: resolve               Index: 136      Reference: 1    
  Next-hop interface: fxp1.0       

... 

Routing table: iso [Index 0] 
ISO:

Destination:  default
  Route type: permanent             
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  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 38       Reference: 1    

Routing table: inet6 [Index 0] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 22       Reference: 1    

Destination:  ff00::/8
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: multicast discard     Index: 21       Reference: 1    

... 

Routing table: private1__.inet6 [Index 1] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 54       Reference: 1    

Destination:  fe80::2a0:a5ff:fe3d:375/128
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: fe80::2a0:a5ff:fe3d:375
  Next-hop type: local                 Index: 75       Reference: 1    

... 

show route forwarding-table extensive (RPF)

The next example is based on the following configuration, which enables an RPF check

on all routes that are learned from this interface, including the interface route:

so-1/1/0 {
    unit 0 {
        family inet {
            rpf-check;
            address 15.95.1.2/30;
        }
    }
}

user@host> show route forwarding-table extensive
Routing table: inet [Index 0]
Internet:
...
...
Destination:  15.95.1.3/32
  Route type: destination
  Route reference: 0                   Route interface-index: 67
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  Flags: sent to PFE
  Nexthop: 15.95.1.3
  Next-hop type: broadcast             Index: 328      Reference: 1
  Next-hop interface: so-1/1/0.0
  RPF interface: so-1/1/0.0

show route forwarding-table family mpls

user@host> show route forwarding-table family mpls
Routing table: mpls                           
MPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            perm     0                   rjct    19     1
0                  user     0                   recv    18     3
1                  user     0                   recv    18     3
2                  user     0                   recv    18     3
100000             user     0 10.31.1.6         swap  100001     fe-1/1/0.0  
800002             user     0                   Pop              vt-0/3/0.32770 

vt-0/3/0.32770 (VPLS)
                   user     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0 

show route forwarding-table family vpls

user@host> show route forwarding-table family vpls
Routing table: green.vpls                     
VPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            dynm     0                   flood   353     1
default            perm     0                   rjct    298     1
fe-0/1/0.0         dynm     0                   flood   355     1
00:90:69:0c:20:1f/48              <<<<<Remote CE

                   dynm     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0  
00:90:69:85:b0:1f/48              <<<<<<Local CE

                   dynm     0                   ucst   354     2 fe-0/1/0.0 

show route forwarding-table family vpls extensive

user@host> show route forwarding-table family vpls extensive
Routing table: green.vpls [Index 2]
VPLS:

Destination:  default
  Route type: dynamic
  Route reference: 0                   Route interface-index: 72
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 289      Reference: 1
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  default
  Route type: permanent
  Route reference: 0                   Route interface-index: 0
  Flags: none 
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  Next-hop type: discard               Index: 341      Reference: 1

Destination:  fe-0/1/2.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 293      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
  Next-hop interface: at-1/0/1.0
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0

Destination:  fe-0/1/3.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 292      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
  Next-hop interface: at-1/0/1.0
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  10:00:00:01:01:01/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Route used as destination:
    Packet count:         6640    Byte count:      675786
  Route used as source
    Packet count:         6894    Byte count:      696424

Destination:  10:00:00:01:01:04/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0
  Route used as destination:
    Packet count:           96    Byte count:        8079
  Route used as source:
    Packet count:          296    Byte count:       24955

Destination:  10:00:00:01:03:05/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 74
  Flags: sent to PFE, prefix load balance  
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
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  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0

show route forwarding-table table default

user@host> show route forwarding-table table default
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    36     2
0.0.0.0/32         perm     0                    dscd    34     1
10.0.60.0/30       user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
10.0.60.12/30      intf     0                    rslv   688     1 fe-0/1/3.0
10.0.60.12/32      dest     0 10.0.60.12         recv   686     1 fe-0/1/3.0
10.0.60.13/32      dest     0 0:5:85:8b:bc:22    ucst   713     5 fe-0/1/3.0
10.0.60.14/32      intf     0 10.0.60.14         locl   687     2
10.0.60.14/32      dest     0 10.0.60.14         locl   687     2
10.0.60.15/32      dest     0 10.0.60.15         bcst   685     1 fe-0/1/3.0
10.0.67.12/30      user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
10.0.80.0/30       ifdn     0 ff.3.0.21          ucst   676     1 so-0/0/1.0
10.0.80.0/32       dest     0 10.0.80.0          recv   678     1 so-0/0/1.0
10.0.80.2/32       user     0                    rjct    36     2
10.0.80.2/32       intf     0 10.0.80.2          locl   675     1
10.0.80.3/32       dest     0 10.0.80.3          bcst   677     1 so-0/0/1.0
10.0.90.12/30      intf     0                    rslv   684     1 fe-0/1/0.0
10.0.90.12/32      dest     0 10.0.90.12         recv   682     1 fe-0/1/0.0
10.0.90.14/32      intf     0 10.0.90.14         locl   683     2
10.0.90.14/32      dest     0 10.0.90.14         locl   683     2
10.0.90.15/32      dest     0 10.0.90.15         bcst   681     1 fe-0/1/0.0
10.5.0.0/16        user     0 192.168.187.126    ucst   324    15 fxp0.0
10.10.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.13.10.0/23      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.84.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.150.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.157.64.0/19     user     0 192.168.187.126    ucst   324    15 fxp0.0
10.209.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0

...

Routing table: default.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    60     1

Routing table: default.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    44     1
::/128             perm     0                    dscd    42     1
ff00::/8           perm     0                    mdsc    43     1
ff02::1/128        perm     0 ff02::1            mcst    39     1

Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd    50     1

show route forwarding-table table logical-system-name/routing-instance-name

user@host> show route forwarding-table table R4/vpn-red
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Logical system: R4 
Routing table: vpn-red.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   563     1
0.0.0.0/32         perm     0                    dscd   561     2
1.0.0.1/32         user     0                    dscd   561     2
2.0.2.0/24         intf     0                    rslv   771     1 ge-1/2/0.3
2.0.2.0/32         dest     0 2.0.2.0            recv   769     1 ge-1/2/0.3
2.0.2.1/32         intf     0 2.0.2.1            locl   770     2
2.0.2.1/32         dest     0 2.0.2.1            locl   770     2
2.0.2.2/32         dest     0 0.4.80.3.0.1b.c0.d5.e4.bd.0.1b.c0.d5.e4.bc.8.0
                                                 ucst   789     1 ge-1/2/0.3
2.0.2.255/32       dest     0 2.0.2.255          bcst   768     1 ge-1/2/0.3
224.0.0.0/4        perm     1                    mdsc   562     1
224.0.0.1/32       perm     0 224.0.0.1          mcst   558     1
255.255.255.255/32 perm     0                    bcst   559     1

Logical system: R4
Routing table: vpn-red.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   608     1

Logical system: R4
Routing table: vpn-red.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   708     1
::/128             perm     0                    dscd   706     1
ff00::/8           perm     0                    mdsc   707     1
ff02::1/128        perm     0 ff02::1            mcst   704     1

Logical system: R4
Routing table: vpn-red.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd   638 

show route forwarding-table vpn

user@host> show route forwarding-table vpn VPN-A
      Routing table:: VPN-A.inet 
Internet: 
      Destination        Type RtRef Nexthop           Type Index NhRef Netif 
      default            perm     0                   rjct     4     4 
      10.39.10.20/30     intf     0 ff.3.0.21         ucst    40     1 
      so-0/0/0.0 
      10.39.10.21/32     intf     0 10.39.10.21       locl    36     1 
      10.255.14.172/32   user     0                   ucst    69     2 
      so-0/0/0.0 
      10.255.14.175/32   user     0                   indr    81     3 
                                                      Push 100004, Push 
      100004(top) so-1/0/0.0 
      224.0.0.0/4        perm     2                   mdsc     5     3 
      224.0.0.1/32       perm     0 224.0.0.1         mcst     1     8 
      224.0.0.5/32       user     1 224.0.0.5         mcst     1     8 
      255.255.255.255/32 perm     0                   bcst     2     3 
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show route inactive-path

Syntax show route inactive-path
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route inactive-path
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display routes for destinations that have no active route. An inactive route is a route that

was not selected as the best path.

Options none—Display all inactive routes.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route inactive-path on page 2539
show route inactive-path detail on page 2540
show route inactive-path extensive on page 2541
show route inactive-path terse on page 2541

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route inactive-path

user@host> show route inactive-path

inet.0: 25 destinations, 26 routes (24 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.12.100.12/30     [OSPF/10] 03:57:28, metric 1
                    > via so-0/3/0.0

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/8          [Direct/0] 04:39:56
                    > via fxp1.0
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red.inet.0: 6 destinations, 8 routes (4 active, 0 holddown, 3 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.12.80.0/30       [BGP/170] 04:38:17, localpref 100
                      AS path: 100 I
                    > to 10.12.80.1 via ge-6/3/2.0

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

bgp.l3vpn.0: 3 destinations, 3 routes (0 active, 0 holddown, 3 hidden)
Restart Complete

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

show route inactive-path detail

user@host> show route inactive-path detail

inet.0: 25 destinations, 26 routes (24 active, 0 holddown, 1 hidden)
Restart Complete

10.12.100.12/30 (2 entries, 1 announced)
         OSPF   Preference: 10
                Next-hop reference count: 1
                Next hop: via so-0/3/0.0, selected
                State: <Int>
                Inactive reason: Route Preference
                Local AS:     1 
                Age: 3:58:24    Metric: 1 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

10.0.0.0/8 (2 entries, 0 announced)
         Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via fxp1.0, selected
                State: <NotBest Int>
                Inactive reason: No difference
                Age: 4:40:52 
                Task: IF
                AS path: I

red.inet.0: 6 destinations, 8 routes (4 active, 0 holddown, 3 hidden)
Restart Complete

10.12.80.0/30 (2 entries, 1 announced)
         BGP    Preference: 170/-101
                Next-hop reference count: 6
                Source: 10.12.80.1
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                Next hop: 10.12.80.1 via ge-6/3/2.0, selected
                State: <Ext>
                Inactive reason: Route Preference
                Peer AS:   100
                Age: 4:39:13 
                Task: BGP_100.10.12.80.1+179
                AS path: 100 I
                Localpref: 100
                Router ID: 10.0.0.0

show route inactive-path extensive

The output for the show route inactive-path extensive command is identical to that of

the show route inactive-path detail command. For sample output, see show route
inactive-path detail on page 2540.

show route inactive-path terse

user@host> show route inactive-path terse

inet.0: 25 destinations, 26 routes (24 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  10.12.100.12/30    O  10          1            >so-0/3/0.0   

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  10.0.0.0/8         D   0                       >fxp1.0       

red.inet.0: 6 destinations, 8 routes (4 active, 0 holddown, 3 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  10.12.80.0/30      B 170        100            >10.12.80.1      100 I

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

bgp.l3vpn.0: 3 destinations, 3 routes (0 active, 0 holddown, 3 hidden)
Restart Complete

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
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show route inactive-prefix

Syntax show route inactive-prefix
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route inactive-prefix
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display inactive route destinations in each routing table.

Options none—Display all inactive route destination.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route inactive-prefix on page 2542
show route inactive-prefix detail on page 2542
show route inactive-prefix extensive on page 2543
show route inactive-prefix terse on page 2543

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route inactive-prefix

user@host> show route inactive-prefix

inet.0: 14 destinations, 14 routes (13 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

127.0.0.1/32        [Direct/0] 00:04:54
                    > via lo0.0

show route inactive-prefix detail

user@host> show route inactive-prefix detail

inet.0: 14 destinations, 14 routes (13 active, 0 holddown, 1 hidden)
127.0.0.1/32 (1 entry, 0 announced)
         Direct Preference: 0
                Next hop type: Interface
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                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Hidden Martian Int>
                Age: 4:51 
                Task: IF
                AS path: I00:04:54
                    > via lo0.0

show route inactive-prefix extensive

The output for the show route inactive-prefix extensive command is identical to that of

the show route inactive-path detail command. For sample output, see show route
inactive-prefix detail on page 2542.

show route inactive-prefix terse

user@host> show route inactive-prefix terse

inet.0: 18 destinations, 18 routes (17 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  127.0.0.1/32       D   0                       >lo0.0        
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show route instance

Syntax show route instance
<brief | detail | summary>
<instance-name>
<logical-system (all | logical-system-name)>
<operational>

Syntax (EX Series
Switches and QFX

Series)

show route instance
<brief | detail | summary>
<instance-name>
<operational>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display routing instance information.

Options none—(Same as brief) Display standard information about all routing instances.

brief | detail | summary—(Optional) Display the specified level of output. If you do not

specify a level of output, the systemdefaults tobrief. (Theseoptionsarenotavailable

with the operational keyword.)

instance-name—(Optional) Display information for all routing instances whose name

begins with this string (for example, cust1, cust11, and cust111 are all displayed when

you run the show route instance cust1 command).

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

operational—(Optional) Display operational routing instances.

Required Privilege
Level

view

Related
Documentation

Understanding Virtual Router Routing Instances on page 2304•

• Configuring Virtual Router Routing Instances on page 2313

• Verifying That Virtual Router Routing Instances AreWorking on page 2442

List of Sample Output show route instance on page 2545
show route instance detail (Graceful Restart Complete) on page 2546
show route instance detail (Graceful Restart Incomplete) on page 2548
show route instance detail (VPLS Routing Instance) on page 2549
show route instance operational on page 2550
show route instance summary on page 2550

Output Fields Table 116onpage 1375 lists theoutput fields for the showroute instancecommand.Output

fields are listed in the approximate order in which they appear.
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Table 220: show route instance Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance or instance-name

—(operational keyword only) Names of all operational routing
instances.

Operational Routing Instances

All levelsType of routing instance: forwarding, l2vpn, no-forwarding, vpls,
virtual-router, or vrf.

Type

brief detail noneState of the routing instance: active or inactive.State

brief detail noneName of interfaces belonging to this routing instance.Interfaces

detailStatus of graceful restart for this instance: Pending or Complete.Restart State

detailMaximumamountof time, in seconds, remaininguntil graceful restart
is declared complete. The default is 300.

Path selection timeout

brief detail noneTables (andnumberof routes)associatedwith this routing instance.Tables

detailUnique route distinguisher associated with this routing instance.Route-distinguisher

detailVPN routing and forwarding instance import policy name.Vrf-import

detailVPN routing and forwarding instance export policy name.Vrf-export

detailVPNroutingandforwarding instance import targetcommunityname.Vrf-import-target

detailVPNroutingand forwarding instanceexport targetcommunityname.Vrf-export-target

detailFast reroutepriority setting foraVPLS routing instance:high,medium,
or low. The default is low.

Fast-reroute-priority

detailRestart state:

• Pending:protocol-name—List of protocols that have not yet
completed graceful restart for this routing table.

• Complete—All protocols have restarted for this routing table.

Restart State

brief none summaryPrimary table for this routing instance.Primary rib

All levelsNumber of active, hold-down, and hidden routes.Active/holddown/hidden

Sample Output

show route instance

user@host> show route instance
Instance             Type
         Primary RIB                                     Active/holddown/hidden
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master               forwarding     
         inet.0                                          16/0/1
         iso.0                                           1/0/0
         mpls.0                                          0/0/0
         inet6.0                                         2/0/0
         l2circuit.0                                     0/0/0
__juniper_private1__ forwarding     
         __juniper_private1__.inet.0                     12/0/0
         __juniper_private1__.inet6.0                    1/0/0

show route instance detail (Graceful Restart Complete)

user@host> show route instance detail
master:
  Router ID: 10.255.14.176
  Type: forwarding        State: Active        
  Restart State: Complete Path selection timeout: 300           
  Tables:
    inet.0                 : 17 routes (15 active, 0 holddown, 1 hidden)
    Restart Complete
    inet.3                 : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Complete
    iso.0                  : 1 routes (1 active, 0 holddown, 0 hidden)
    Restart Complete
    mpls.0                 : 19 routes (19 active, 0 holddown, 0 hidden)
    Restart Complete
    bgp.l3vpn.0            : 10 routes (10 active, 0 holddown, 0 hidden)
    Restart Complete
    inet6.0                : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Complete
    bgp.l2vpn.0            : 1 routes (1 active, 0 holddown, 0 hidden)
    Restart Complete
BGP-INET:
  Router ID: 10.69.103.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.103
  Route-distinguisher: 10.255.14.176:103
  Vrf-import: [ BGP-INET-import ]
  Vrf-export: [ BGP-INET-export ]
  Tables:
    BGP-INET.inet.0        : 4 routes (4 active, 0 holddown, 0 hidden)
    Restart Complete
BGP-L:
  Router ID: 10.69.104.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.104
  Route-distinguisher: 10.255.14.176:104
  Vrf-import: [ BGP-L-import ]
  Vrf-export: [ BGP-L-export ]
  Tables:
    BGP-L.inet.0           : 4 routes (4 active, 0 holddown, 0 hidden)
    Restart Complete
    BGP-L.mpls.0           : 3 routes (3 active, 0 holddown, 0 hidden)
    Restart Complete
L2VPN:
  Router ID: 0.0.0.0
  Type: l2vpn             State: Active        

Copyright © 2014, Juniper Networks, Inc.2546

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.512
  Route-distinguisher: 10.255.14.176:512
  Vrf-import: [ L2VPN-import ]
  Vrf-export: [ L2VPN-export ]
  Tables:
    L2VPN.l2vpn.0          : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Complete
LDP:
  Router ID: 10.69.105.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.105
  Route-distinguisher: 10.255.14.176:105
  Vrf-import: [ LDP-import ]
  Vrf-export: [ LDP-export ]
  Tables:
    LDP.inet.0             : 5 routes (4 active, 0 holddown, 0 hidden)
    Restart Complete
OSPF:
  Router ID: 10.69.101.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.101
  Route-distinguisher: 10.255.14.176:101
  Vrf-import: [ OSPF-import ]
  Vrf-export: [ OSPF-export ]
  Vrf-import-target: [ target:11111
  Tables:           
    OSPF.inet.0            : 8 routes (7 active, 0 holddown, 0 hidden)
    Restart Complete
RIP:
  Router ID: 10.69.102.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.102
  Route-distinguisher: 10.255.14.176:102
  Vrf-import: [ RIP-import ]
  Vrf-export: [ RIP-export ]
  Tables:
    RIP.inet.0             : 6 routes (6 active, 0 holddown, 0 hidden)
    Restart Complete
STATIC:
  Router ID: 10.69.100.1
  Type: vrf               State: Active        
  Restart State: Complete Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.100
  Route-distinguisher: 10.255.14.176:100
  Vrf-import: [ STATIC-import ]
  Vrf-export: [ STATIC-export ]
  Tables:
    STATIC.inet.0          : 4 routes (4 active, 0 holddown, 0 hidden)
    Restart Complete
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show route instance detail (Graceful Restart Incomplete)

user@host> show route instance detail
master:
  Router ID: 10.255.14.176
  Type: forwarding        State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Tables:
    inet.0                 : 17 routes (15 active, 1 holddown, 1 hidden)
    Restart Pending: OSPF LDP
    inet.3                 : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Pending: OSPF LDP
    iso.0                  : 1 routes (1 active, 0 holddown, 0 hidden)
    Restart Complete
    mpls.0                 : 23 routes (23 active, 0 holddown, 0 hidden)
    Restart Pending: LDP VPN
    bgp.l3vpn.0            : 10 routes (10 active, 0 holddown, 0 hidden)
    Restart Pending: BGP VPN
    inet6.0                : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Complete
    bgp.l2vpn.0            : 1 routes (1 active, 0 holddown, 0 hidden)
    Restart Pending: BGP VPN
BGP-INET:
  Router ID: 10.69.103.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.103
  Route-distinguisher: 10.255.14.176:103
  Vrf-import: [ BGP-INET-import ]
  Vrf-export: [ BGP-INET-export ]
  Tables:
    BGP-INET.inet.0        : 6 routes (5 active, 0 holddown, 0 hidden)
    Restart Pending: VPN
BGP-L:
  Router ID: 10.69.104.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.104
  Route-distinguisher: 10.255.14.176:104
  Vrf-import: [ BGP-L-import ]
  Vrf-export: [ BGP-L-export ]
  Tables:
    BGP-L.inet.0           : 6 routes (5 active, 0 holddown, 0 hidden)
    Restart Pending: VPN
    BGP-L.mpls.0           : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Pending: VPN
L2VPN:
  Router ID: 0.0.0.0
  Type: l2vpn             State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.512
  Route-distinguisher: 10.255.14.176:512
  Vrf-import: [ L2VPN-import ]
  Vrf-export: [ L2VPN-export ]
  Tables:
    L2VPN.l2vpn.0          : 2 routes (2 active, 0 holddown, 0 hidden)
    Restart Pending: VPN L2VPN
LDP:
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  Router ID: 10.69.105.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.105
  Route-distinguisher: 10.255.14.176:105
  Vrf-import: [ LDP-import ]
  Vrf-export: [ LDP-export ]
  Tables:
    LDP.inet.0             : 5 routes (4 active, 1 holddown, 0 hidden)
    Restart Pending: OSPF LDP VPN
OSPF:
  Router ID: 10.69.101.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.101
  Route-distinguisher: 10.255.14.176:101
  Vrf-import: [ OSPF-import ]
  Vrf-export: [ OSPF-export ]
  Tables:           
    OSPF.inet.0            : 8 routes (7 active, 1 holddown, 0 hidden)
    Restart Pending: OSPF VPN
RIP:
  Router ID: 10.69.102.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.102
  Route-distinguisher: 10.255.14.176:102
  Vrf-import: [ RIP-import ]
  Vrf-export: [ RIP-export ]
  Tables:
    RIP.inet.0             : 8 routes (6 active, 2 holddown, 0 hidden)
    Restart Pending: RIP VPN
STATIC:
  Router ID: 10.69.100.1
  Type: vrf               State: Active        
  Restart State: Pending  Path selection timeout: 300           
  Interfaces:
    t3-0/0/0.100
  Route-distinguisher: 10.255.14.176:100
  Vrf-import: [ STATIC-import ]
  Vrf-export: [ STATIC-export ]
  Tables:
    STATIC.inet.0          : 4 routes (4 active, 0 holddown, 0 hidden)
    Restart Pending: VPN

show route instance detail (VPLS Routing Instance)

user@host> show route instance detail test-vpls
test-vpls:
  Router ID: 0.0.0.0
  Type: vpls              State: Active
  Interfaces:
    lsi.1048833
    lsi.1048832
    fe-0/1/0.513
  Route-distinguisher: 10.255.37.65:1
  Vrf-import: [ __vrf-import-test-vpls-internal__ ]
  Vrf-export: [ __vrf-export-test-vpls-internal__ ]
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  Vrf-import-target: [ target:300:1 ]
  Vrf-export-target: [ target:300:1 ]
  Fast-reroute-priority: high
  Tables:
    test-vpls.l2vpn.0          : 3 routes (3 active, 0 holddown, 0 hidden)

show route instance operational

user@host> show route instance operational
Operational Routing Instances:

master
default

show route instance summary

user@host> show route instance summary
Instance           Type           Primary rib            Active/holddown/hidden
master             forwarding     
                                  inet.0                 15/0/1
                                  iso.0                  1/0/0
                                  mpls.0                 35/0/0
                                  l3vpn.0                0/0/0
                                  inet6.0                2/0/0
                                  l2vpn.0                0/0/0
                                  l2circuit.0            0/0/0
BGP-INET           vrf            
                                  BGP-INET.inet.0        5/0/0
                                  BGP-INET.iso.0         0/0/0
                                  BGP-INET.inet6.0       0/0/0
BGP-L              vrf            
                                  BGP-L.inet.0           5/0/0
                                  BGP-L.iso.0            0/0/0
                                  BGP-L.mpls.0           4/0/0
                                  BGP-L.inet6.0          0/0/0
L2VPN              l2vpn          
                                  L2VPN.inet.0           0/0/0
                                  L2VPN.iso.0            0/0/0
                                  L2VPN.inet6.0          0/0/0
                                  L2VPN.l2vpn.0          2/0/0
LDP                vrf            
                                  LDP.inet.0             4/0/0
                                  LDP.iso.0              0/0/0
                                  LDP.mpls.0             0/0/0
                                  LDP.inet6.0            0/0/0
                                  LDP.l2circuit.0        0/0/0
OSPF               vrf            
                                  OSPF.inet.0            7/0/0
                                  OSPF.iso.0             0/0/0
                                  OSPF.inet6.0           0/0/0
RIP                vrf            
                                  RIP.inet.0             6/0/0
                                  RIP.iso.0              0/0/0
                                  RIP.inet6.0            0/0/0
STATIC             vrf            
                                  STATIC.inet.0          4/0/0
                                  STATIC.iso.0           0/0/0
                                  STATIC.inet6.0         0/0/0
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show route label

Syntax show route label label
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route label label
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the routes based on a specified Multiprotocol Label Switching (MPLS) label

value.

Options label—Value of the MPLS label.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route label on page 2551
show route label detail on page 2551
show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint
LSPs) on page 2552
show route label extensive on page 2552
show route label terse on page 2552

Output Fields For information about output fields, see the output field table for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route label

user@host> show route label 100016

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
100016             *[VPN/170] 03:25:41
                    > to 10.12.80.1 via ge-6/3/2.0, Pop 

show route label detail

user@host> show route label 100016 detail

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
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Restart Complete
100016 (1 entry, 1 announced)
        *VPN    Preference: 170
                Next-hop reference count: 2
                Source: 10.12.80.1
                Next hop: 10.12.80.1 via ge-6/3/2.0, selected
                Label operation: Pop      
                State: <Active Int Ext>
                Local AS:     1 
                Age: 3:23:31 
                Task: BGP.0.0.0.0+179
                Announcement bits (1): 0-KRT 
                AS path: 100 I
                Ref Cnt: 2

show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show route label 299872 detail
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
299872 (1 entry, 1 announced)
        *LDP    Preference: 9
                Next hop type: Flood
                Next-hop reference count: 3
                Address: 0x9097d90
                Next hop: via vt-0/1/0.1
                Next-hop index: 661
                Label operation: Pop      
                Address: 0x9172130
                Next hop: via so-0/0/3.0
                Next-hop index: 654
                Label operation: Swap 299872
                State: **Active Int>
                Local AS:  1001 
                Age: 8:20       Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 10.255.72.166, grp 232.1.1.1,
 src 192.168.142.2

show route label extensive

The output for the show route label extensive command is identical to that of the show

route labeldetailcommand. For sampleoutput, seeshowroute labeldetail onpage2551.

show route label terse

user@host> show route label 100016 terse

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 100016             V 170                       >10.12.80.1
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show route label-switched-path

Syntax show route label-switched-path path-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route label-switched-path path-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the routes used in an MPLS label-switched path (LSP).

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

path-name—LSP tunnel name.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route label-switched-path on page 2553

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route label-switched-path

user@host> show route label-switched-path sf-to-ny
inet.0: 29 destinations, 29 routes (29 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.1/32          [MPLS/7] 00:00:06, metric 0
                    > to 111.222.1.9 via s0-0/0/0, label-switched-path sf-to-ny
3.3.3.3/32         *[MPLS/7] 00:00:06, metric 0
                    > to 111.222.1.9 via s0-0/0/0, label-switched-path sf-to-ny

inet.3: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2.2.2.2/32         *[MPLS/7] 00:00:06, metric 0
                    > to 111.222.1.9 via s0-0/0/0, label-switched-path sf-to-ny
4.4.4.4/32         *[MPLS/7] 00:00:06, metric 0
                      to 111.222.1.9 via s0-0/0/0, label-switched-path abc
                    > to 111.222.1.9 via s0-0/0/0, label-switched-path xyz
                      to 111.222.1.9 via s0-0/0/0, label-switched-path sf-to-ny
111.222.1.9/32      [MPLS/7] 00:00:06, metric 0
                    > to 111.222.1.9 via s0-0/0/0, label-switched-path sf-to-ny
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iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

mpls.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
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show routemartians

Syntax show routemartians
<logical-system (all | logical-system-name)>
<table routing-table-name>

Syntax (EX Series
Switches)

show routemartians
<table routing-table-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the martian (invalid and ignored) entries associated with each routing table.

Options none—Display standard information about route martians for all routing tables.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

table routing-table-name—(Optional) Display information about route martians for all

routing tables whose name begins with this string (for example, inet.0 and inet6.0

are both displayed when you run the show routemartians table inet command).

Required Privilege
Level

view

Related
Documentation

Example: Configuring Martian Addresses•

List of Sample Output show routemartians on page 2555

Output Fields Table221onpage2555 lists theoutput fields for theshowroutemartianscommand.Output

fields are listed in the approximate order in which they appear

Table 221: show routemartians Output Fields

Field DescriptionField Name

Name of the route table in which the route martians reside.table-name

Route destination.destination-prefix

Route match parameter.match value

Status of the route: allowed or disallowed.status

Sample Output

show routemartians

user@host> show routemartians
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inet.0:
             0.0.0.0/0 exact -- allowed
             0.0.0.0/8 orlonger -- disallowed
             127.0.0.0/8 orlonger -- disallowed
             192.0.0.0/24 orlonger -- disallowed
             240.0.0.0/4 orlonger -- disallowed
             224.0.0.0/4 exact -- disallowed
             224.0.0.0/24 exact -- disallowed

inet.1:
             0.0.0.0/0 exact -- allowed
             0.0.0.0/8 orlonger -- disallowed
             127.0.0.0/8 orlonger -- disallowed
             192.0.0.0/24 orlonger -- disallowed
             240.0.0.0/4 orlonger -- disallowed

inet.2:
             0.0.0.0/0 exact -- allowed
             0.0.0.0/8 orlonger -- disallowed
             127.0.0.0/8 orlonger -- disallowed
             192.0.0.0/24 orlonger -- disallowed
             240.0.0.0/4 orlonger -- disallowed
             224.0.0.0/4 exact -- disallowed
             224.0.0.0/24 exact -- disallowed

inet.3:
             0.0.0.0/0 exact -- allowed
             0.0.0.0/8 orlonger -- disallowed
             127.0.0.0/8 orlonger -- disallowed
             192.0.0.0/24 orlonger -- disallowed
             240.0.0.0/4 orlonger -- disallowed
             224.0.0.0/4 exact -- disallowed
             224.0.0.0/24 exact -- disallowed
...

inet6.0:
             ::1/128 exact -- disallowed
             ff00::/8 exact -- disallowed
             ff02::/16 exact -- disallowed

inet6.1:
             ::1/128 exact -- disallowed

inet6.2:
             ::1/128 exact -- disallowed
             ff00::/8 exact -- disallowed
             ff02::/16 exact -- disallowed

inet6.3:
             ::1/128 exact -- disallowed
             ff00::/8 exact -- disallowed
             ff02::/16 exact -- disallowed
...
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show route next-hop

Syntax show route next-hop next-hop
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route next-hop next-hop
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the entries in the routing table that are being sent to the specified next-hop

address.

Options brief | detail | extensive | terse—(Optional) Display the specified level of ouput.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

next-hop—Next-hop address.

Required Privilege
Level

view

List of Sample Output show route next-hop on page 2557
show route next-hop detail on page 2558
show route next-hop extensive on page 2560
show route next-hop terse on page 2561

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route next-hop

user@host> show route next-hop 192.168.71.254

inet.0: 18 destinations, 18 routes (17 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.10.0.0/16       *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
10.209.0.0/16      *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
172.16.0.0/12      *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
192.168.0.0/16     *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
192.168.102.0/23   *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
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207.17.136.0/24    *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0
207.17.136.192/32  *[Static/5] 06:26:25
                    > to 192.168.71.254 via fxp0.0

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

red.inet.0: 4 destinations, 5 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

show route next-hop detail

user@host> show route next-hop 192.168.71.254 detail

inet.0: 18 destinations, 18 routes (17 active, 0 holddown, 1 hidden)
Restart Complete
10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

172.16.0.0/12 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

192.168.0.0/16 (1 entry, 1 announced)
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        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

192.168.102.0/23 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

207.17.136.0/24 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

207.17.136.192/32 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 36
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:     1 
                Age: 6:27:41 
                Task: RT
                Announcement bits (3): 0-KRT 3-Resolve tree 1 5-Resolve tree 2 
                AS path: I

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

red.inet.0: 4 destinations, 5 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
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show route next-hop extensive

user@host> show route next-hop 192.168.71.254 extensive

inet.0: 18 destinations, 18 routes (17 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.10.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.209.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

172.16.0.0/12 (1 entry, 1 announced)
TSI:
KRT in-kernel 172.16.0.0/12 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

192.168.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 192.168.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

192.168.102.0/23 (1 entry, 1 announced)
TSI:
KRT in-kernel 192.168.102.0/23 -> {192.168.71.254}
        *Static Preference: 5

Copyright © 2014, Juniper Networks, Inc.2560

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

207.17.136.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 207.17.136.0/24 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

207.17.136.192/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 207.17.136.192/32 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:02:28 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I                    

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

mpls.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

green.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

red.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

show route next-hop terse

user@host> show route next-hop 192.168.71.254 terse

inet.0: 25 destinations, 26 routes (24 active, 0 holddown, 1 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.10.0.0/16       S   5                       >192.168.71.254
* 10.209.0.0/16      S   5                       >192.168.71.254
* 172.16.0.0/12      S   5                       >192.168.71.254
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* 192.168.0.0/16     S   5                       >192.168.71.254
* 192.168.102.0/23   S   5                       >192.168.71.254
* 207.17.136.0/24    S   5                       >192.168.71.254
* 207.17.136.192/32  S   5                       >192.168.71.254

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

red.inet.0: 4 destinations, 5 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete
private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
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show route no-community

Syntax show route no-community
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route no-community
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the routeentries in each routing table thatarenotassociatedwithanycommunity.

Options none—(Same as brief) Display the route entries in each routing table that are not

associated with any community.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route no-community on page 2563
show route no-community detail on page 2564
show route no-community extensive on page 2564
show route no-community terse on page 2565

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route no-community

user@host> show route no-community
inet.0: 28 destinations, 30 routes (27 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.0.0/16       *[Static/5] 00:36:27
                    > to 192.168.71.254 via fxp0.0
10.209.0.0/16      *[Static/5] 00:36:27
                    > to 192.168.71.254 via fxp0.0
10.255.71.52/32    *[Direct/0] 00:36:27
                    > via lo0.0
10.255.71.63/32    *[OSPF/10] 00:04:39, metric 1
                    > to 35.1.1.2 via ge-3/1/0.0
10.255.71.64/32    *[OSPF/10] 00:00:08, metric 2
                    > to 35.1.1.2 via ge-3/1/0.0
10.255.71.240/32   *[OSPF/10] 00:05:04, metric 2
                      via so-0/1/2.0
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                    > via so-0/3/2.0
10.255.71.241/32   *[OSPF/10] 00:05:14, metric 1
                    > via so-0/1/2.0
10.255.71.242/32   *[OSPF/10] 00:05:19, metric 1
                    > via so-0/3/2.0
12.1.1.0/24        *[OSPF/10] 00:05:14, metric 2
                    > via so-0/3/2.0
14.1.1.0/24        *[OSPF/10] 00:00:08, metric 3
                    > to 35.1.1.2 via ge-3/1/0.0
                      via so-0/1/2.0
                      via so-0/3/2.0
16.1.1.0/24        *[OSPF/10] 00:05:14, metric 2
                    > via so-0/1/2.0
.....

show route no-community detail

user@host> show route no-community detail

inet.0: 28 destinations, 30 routes (27 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 38:08 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 38:08 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I
....

show route no-community extensive

user@host> show route no-community extensive

inet.0: 18 destinations, 18 routes (17 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.10.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:03:33 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
TSI:
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KRT in-kernel 10.209.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 2:03:33 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

show route no-community terse

user@host> show route no-community terse

inet.0: 28 destinations, 30 routes (27 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.10.0.0/16       S   5                       >192.168.71.254
* 10.209.0.0/16      S   5                       >192.168.71.254
* 10.255.71.52/32    D   0                       >lo0.0        
* 10.255.71.63/32    O  10          1            >35.1.1.2
* 10.255.71.64/32    O  10          2            >35.1.1.2
* 10.255.71.240/32   O  10          2             so-0/1/2.0   
                                                 >so-0/3/2.0   
* 10.255.71.241/32   O  10          1            >so-0/1/2.0   
* 10.255.71.242/32   O  10          1            >so-0/3/2.0   
* 12.1.1.0/24        O  10          2            >so-0/3/2.0   
* 14.1.1.0/24        O  10          3            >35.1.1.2
                                                  so-0/1/2.0   
                                                  so-0/3/2.0   
* 16.1.1.0/24        O  10          2            >so-0/1/2.0 
...
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show route protocol

Syntax show route protocol protocol
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route protocol protocol
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

opsf2 and ospf3 options introduced in Junos OS Release 9.2.

opsf2 and ospf3 options introduced in Junos OS Release 9.2 for EX Series switches.

flow option introduced in Junos OS Release 10.0.

flow option introduced in Junos OS Release 10.0 for EX Series switches.

Description Display the route entries in the routing table thatwere learned fromaparticular protocol.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

protocol—Protocol fromwhich the route was learned:

• access—Access route for use by DHCP application

• access-internal—Access-internal route for use by DHCP application

• aggregate—Locally generated aggregate route

• arp—Route learned through the Address Resolution Protocol

• atmvpn—Asynchronous Transfer Mode virtual private network

• bgp—Border Gateway Protocol

• ccc—Circuit cross-connect

• direct—Directly connected route

• dvmrp—Distance Vector Multicast Routing Protocol

• esis—End System-to-Intermediate System

• flow—Locally defined flow-specification route

• frr—Precomputed protection route or backup route used when a link goes down

• isis—Intermediate System-to-Intermediate System

• ldp—Label Distribution Protocol

• l2circuit—Layer 2 circuit

• l2vpn—Layer 2 virtual private network
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• local—Local address

• mpls—Multiprotocol Label Switching

• msdp—Multicast Source Discovery Protocol

• ospf—Open Shortest Path First versions 2 and 3

• ospf2—Open Shortest Path First versions 2 only

• ospf3—Open Shortest Path First version 3 only

• pim—Protocol Independent Multicast

• rip—Routing Information Protocol

• ripng—Routing Information Protocol next generation

• rsvp—Resource Reservation Protocol

• rtarget—Local route target virtual private network

• static—Statically defined route

• tunnel—Dynamic tunnel

• vpn—Virtual private network

NOTE: EXSeries switches runasubsetof theseprotocols.See theswitch
CLI for details.

Required Privilege
Level

view

List of Sample Output show route protocol access on page 2568
show route protocol access-internal extensive on page 2568
show route protocol arp on page 2568
show route protocol bgp on page 2569
show route protocol bgp detail on page 2569
show route protocol bgp extensive on page 2569
show route protocol bgp terse on page 2570
show route protocol direct on page 2570
show route protocol frr on page 2571
show route protocol l2circuit detail on page 2571
show route protocol l2vpn extensive on page 2572
show route protocol ldp on page 2573
show route protocol ldp extensive on page 2573
show route protocol ospf (Layer 3 VPN) on page 2574
show route protocol ospf detail on page 2575
show route protocol rip on page 2575
show route protocol rip detail on page 2575
show route protocol ripng table inet6 on page 2576
show route protocol static detail on page 2576
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Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route protocol access

user@host> show route protocol access
inet.0: 30380 destinations, 30382 routes (30379 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

13.160.0.3/32      *[Access/13] 00:00:09
                    > to 13.160.0.2 via fe-0/0/0.0
13.160.0.4/32      *[Access/13] 00:00:09
                    > to 13.160.0.2 via fe-0/0/0.0
13.160.0.5/32      *[Access/13] 00:00:09
                    > to 13.160.0.2 via fe-0/0/0.0

show route protocol access-internal extensive

user@host> show route protocol access-internal 13.160.0.19 extensive
inet.0: 100020 destinations, 100022 routes (100019 active, 0 holddown, 1 hidden)
13.160.0.19/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 13.160.0.19/32 -> {13.160.0.2}
        *Access-internal Preference: 12
                Next-hop reference count: 200000
                Next hop: 13.160.0.2 via fe-0/0/0.0, selected
                State: <Active Int>
       Age: 36 
                Task: RPD Unix Domain Server./var/run/rpd_serv.local
                Announcement bits (1): 0-KRT 
                AS path: I

show route protocol arp

user@host> show route protocol arp
inet.0: 43 destinations, 43 routes (42 active, 0 holddown, 1 hidden)

inet.3: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

cust1.inet.0: 1033 destinations, 2043 routes (1033 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

20.20.1.3/32        [ARP/4294967293] 00:04:35, from 20.20.1.1
                      Unusable
20.20.1.4/32        [ARP/4294967293] 00:04:35, from 20.20.1.1
                      Unusable
20.20.1.5/32        [ARP/4294967293] 00:04:32, from 20.20.1.1
                      Unusable
20.20.1.6/32        [ARP/4294967293] 00:04:34, from 20.20.1.1
                      Unusable
20.20.1.7/32        [ARP/4294967293] 00:04:35, from 20.20.1.1
                      Unusable
20.20.1.8/32        [ARP/4294967293] 00:04:35, from 20.20.1.1
                      Unusable
20.20.1.9/32        [ARP/4294967293] 00:04:35, from 20.20.1.1
                      Unusable
20.20.1.10/32       [ARP/4294967293] 00:04:35, from 20.20.1.1
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                      Unusable
20.20.1.11/32       [ARP/4294967293] 00:04:33, from 20.20.1.1
                      Unusable
20.20.1.12/32       [ARP/4294967293] 00:04:33, from 20.20.1.1
                      Unusable
20.20.1.13/32       [ARP/4294967293] 00:04:33, from 20.20.1.1
                      Unusable
...

show route protocol bgp

user@host> show route protocol bgp 192.168.64.0/21
inet.0: 335832 destinations, 335833 routes (335383 active, 0 holddown, 450 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.64.0/21       *[BGP/170] 6d 10:41:16, localpref 100, from 192.168.69.71
                      AS path: 10458 14203 2914 4788 4788 I
                    > to 192.168.167.254 via fxp0.0

show route protocol bgp detail

user@host> show route protocol bgp 66.117.63.0/24 detail
inet.0: 335805 destinations, 335806 routes (335356 active, 0 holddown, 450 hidden)
66.117.63.0/24  (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 1006436
                Source: 192.168.69.71
                Next hop type: Router, Next hop index: 324
                Next hop: 192.168.167.254 via fxp0.0, selected
                Protocol next hop: 192.168.69.71
                Indirect next hop: 8e166c0 342
                State: <Active Ext>
                Local AS:    69 Peer AS: 10458
                Age: 6d 10:42:42        Metric2: 0 
                Task: BGP_10458.192.168.69.71+179
                Announcement bits (3): 0-KRT 2-BGP RT Background 3-Resolve tree 
1 
                AS path: 10458 14203 2914 4788 4788 I
                Communities: 2914:410 2914:2403 2914:3400
                Accepted
                Localpref: 100
                Router ID: 207.17.136.192

show route protocol bgp extensive

user@host> show route protocol bgp 192.168.64.0/21 extensive

inet.0: 335827 destinations, 335828 routes (335378 active, 0 holddown, 450 hidden)
192.168.64.0/21 (1 entry, 1 announced)
TSI:
KRT in-kernel 1.9.0.0/16 -> {indirect(342)}
Page 0 idx 1 Type 1 val db31a80
    Nexthop: Self
    AS path: [69] 10458 14203 2914 4788 4788 I
    Communities: 2914:410 2914:2403 2914:3400
Path 1.9.0.0 from 192.168.69.71 Vector len 4.  Val: 1
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 1006502
                Source: 192.168.69.71
                Next hop type: Router, Next hop index: 324
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                Next hop: 192.168.167.254 via fxp0.0, selected
                Protocol next hop: 192.168.69.71
                Indirect next hop: 8e166c0 342
                State: <Active Ext>
                Local AS:    69 Peer AS: 10458
                Age: 6d 10:44:45        Metric2: 0 
                Task: BGP_10458.192.168.69.71+179
                Announcement bits (3): 0-KRT 2-BGP RT Background 3-Resolve tree 
1 
                AS path: 10458 14203 2914 4788 4788 I
                Communities: 2914:410 2914:2403 2914:3400
                Accepted
                Localpref: 100
                Router ID: 207.17.136.192
                Indirect next hops: 1
                        Protocol next hop: 192.168.69.71
                        Indirect next hop: 8e166c0 342
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 192.168.167.254 via fxp0.0
                        192.168.0.0/16 Originating RIB: inet.0
                          Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 192.168.167.254 via fxp0.0

show route protocol bgp terse

user@host> show route protocol bgp 192.168.64.0/21 terse

inet.0: 24 destinations, 32 routes (23 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  192.168.64.0/21    B 170        100            >100.1.3.2       10023 21 I

show route protocol direct

user@host> show route protocol direct

inet.0: 335843 destinations, 335844 routes (335394 active, 0 holddown, 450 hidden)
+ = Active Route, - = Last Active, * = Both

8.8.8.0/24         *[Direct/0] 17w0d 10:31:49
                    > via fe-1/3/1.0
10.255.165.1/32    *[Direct/0] 25w4d 04:13:18
                    > via lo0.0
30.30.30.0/24      *[Direct/0] 17w0d 23:06:26
                    > via fe-1/3/2.0
192.168.164.0/22   *[Direct/0] 25w4d 04:13:20
                    > via fxp0.0

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

47.0005.80ff.f800.0000.0108.0001.0102.5516.5001/152               
                   *[Direct/0] 25w4d 04:13:21
                    > via lo0.0

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
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abcd::10:255:165:1/128
                   *[Direct/0] 25w4d 04:13:21
                    > via lo0.0
fe80::2a0:a5ff:fe12:ad7/128
                   *[Direct/0] 25w4d 04:13:21
                    > via lo0.0

show route protocol frr

user@host> show route protocol frr
inet.0: 43 destinations, 43 routes (42 active, 0 holddown, 1 hidden)

inet.3: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

cust1.inet.0: 1033 destinations, 2043 routes (1033 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

20.20.1.3/32       *[FRR/200] 00:05:38, from 20.20.1.1
                    > to 20.20.1.3 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.4/32       *[FRR/200] 00:05:38, from 20.20.1.1
                    > to 20.20.1.4 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.5/32       *[FRR/200] 00:05:35, from 20.20.1.1
                    > to 20.20.1.5 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.6/32       *[FRR/200] 00:05:37, from 20.20.1.1
                    > to 20.20.1.6 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.7/32       *[FRR/200] 00:05:38, from 20.20.1.1
                    > to 20.20.1.7 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.8/32       *[FRR/200] 00:05:38, from 20.20.1.1
                    > to 20.20.1.8 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.9/32       *[FRR/200] 00:05:38, from 20.20.1.1
                    > to 20.20.1.9 via ge-4/1/0.0
                      to 10.10.15.1 via ge-0/2/4.0, Push 16, Push 299792(top)
20.20.1.10/32      *[FRR/200] 00:05:38, from 20.20.1.1
...

show route protocol l2circuit detail

user@host> show route protocol l2circuit detail

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
100000 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via ge-2/0/0.0, selected
                Label operation: Pop       Offset: 4
                State: <Active Int>
                Local AS:    99
                Age: 9:52
                Task: Common L2 VC
                Announcement bits (1): 0-KRT
                AS path: I

ge-2/0/0.0 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
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                Label operation: Push 100000, Push 100000(top)[0] Offset: -4
                Protocol next hop: 10.245.255.63
                Push 100000 Offset: -4
                 Indirect next hop: 86af0c0 298
                State: <Active Int>
                Local AS:    99
                Age: 9:52
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC
                AS path: I

l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

10.245.255.63:CtrlWord:4:3:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
                Label operation: Push 100000[0]
                Protocol next hop: 10.245.255.63 Indirect next hop: 86af000 296
                State: <Active Int>
                Local AS:    99
                Age: 10:21
                Task: l2 circuit
                Announcement bits (1): 0-LDP
                AS path: I
                VC Label 100000, MTU 1500, VLAN ID 512

show route protocol l2vpn extensive

user@host> show route protocol l2vpn extensive

inet.0: 14 destinations, 15 routes (13 active, 0 holddown, 1 hidden)

inet.3: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

mpls.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden)
800001 (1 entry, 1 announced)
TSI:
KRT in-kernel 800001 /36 -> {so-0/0/0.0}
        *L2VPN  Preference: 7
                Next hop: via so-0/0/0.0 weight 49087 balance 97%, selected
                Label operation: Pop       Offset: 4
                State: <Active Int>
                Local AS:    69 
                Age: 7:48 
                Task: Common L2 VC
                Announcement bits (1): 0-KRT 
                AS path: I

so-0/0/0.0 (1 entry, 1 announced)
TSI:
KRT in-kernel so-0/0/0.0.0      /16 -> {indirect(288)}
        *L2VPN  Preference: 7
                Next hop: via so-0/0/1.0, selected
                Label operation: Push 800000 Offset: -4
                Protocol next hop: 10.255.14.220
                Push 800000 Offset: -4
                 Indirect next hop: 85142a0 288
                State: <Active Int>
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                Local AS:    69 
                Age: 7:48 
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC 
                AS path: I
                Communities: target:69:1 Layer2-info: encaps:PPP, 
                control flags:2, mtu: 0

show route protocol ldp

user@host> show route protocol ldp
inet.0: 12 destinations, 13 routes (12 active, 0 holddown, 0 hidden)

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.16.1/32    *[LDP/9] 1d 23:03:35, metric 1
                    > via t1-4/0/0.0, Push 100000
192.168.17.1/32    *[LDP/9] 1d 23:03:35, metric 1
                    > via t1-4/0/0.0

private1__.inet.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

mpls.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

100064             *[LDP/9] 1d 23:03:35, metric 1
                    > via t1-4/0/0.0, Pop      
100064(S=0)        *[LDP/9] 1d 23:03:35, metric 1
                    > via t1-4/0/0.0, Pop      
100080             *[LDP/9] 1d 23:03:35, metric 1
                    > via t1-4/0/0.0, Swap 100000

show route protocol ldp extensive

user@host> show route protocol ldp extensive
192.168.16.1/32 (1 entry, 1 announced)
        State: <FlashAll>
        *LDP    Preference: 9
                Next-hop reference count: 3
                Next hop: via t1-4/0/0.0, selected
                Label operation: Push 100000
                State: <Active Int>
                Local AS: 65500 
                Age: 1d 23:03:58        Metric: 1 
                Task: LDP
                Announcement bits (2): 0-Resolve tree 1 2-Resolve tree 2 
                AS path: I

192.168.17.1/32 (1 entry, 1 announced)
        State: <FlashAll>
        *LDP    Preference: 9
                Next-hop reference count: 3
                Next hop: via t1-4/0/0.0, selected
                State: <Active Int>
                Local AS: 65500 
                Age: 1d 23:03:58        Metric: 1 
                Task: LDP
                Announcement bits (2): 0-Resolve tree 1 2-Resolve tree 2 
                AS path: I
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private1__.inet.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

mpls.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)

100064 (1 entry, 1 announced)
TSI:
KRT in-kernel 100064 /36 -> {t1-4/0/0.0}
        *LDP    Preference: 9
                Next-hop reference count: 2
                Next hop: via t1-4/0/0.0, selected
                State: <Active Int>
                Local AS: 65500 
                Age: 1d 23:03:58        Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                Prefixes bound to route: 192.168.17.1/32

100064(S=0) (1 entry, 1 announced)
TSI:
KRT in-kernel 100064 /40 -> {t1-4/0/0.0}
        *LDP    Preference: 9
                Next-hop reference count: 2
                Next hop: via t1-4/0/0.0, selected
                Label operation: Pop      
                State: <Active Int>
                Local AS: 65500 
                Age: 1d 23:03:58        Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I

100080 (1 entry, 1 announced)
TSI:
KRT in-kernel 100080 /36 -> {t1-4/0/0.0}
        *LDP    Preference: 9
                Next-hop reference count: 2
                Next hop: via t1-4/0/0.0, selected
                Label operation: Swap 100000
                State: <Active Int>
                Local AS: 65500 
                Age: 1d 23:03:58        Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                Prefixes bound to route: 192.168.16.1/32

show route protocol ospf (Layer 3 VPN)

user@host> show route protocol ospf
inet.0: 40 destinations, 40 routes (39 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.39.1.4/30       *[OSPF/10] 00:05:18, metric 4
                    > via t3-3/2/0.0
10.39.1.8/30        [OSPF/10] 00:05:18, metric 2
                    > via t3-3/2/0.0
10.255.14.171/32   *[OSPF/10] 00:05:18, metric 4
                    > via t3-3/2/0.0
10.255.14.179/32   *[OSPF/10] 00:05:18, metric 2
                    > via t3-3/2/0.0
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224.0.0.5/32       *[OSPF/10] 20:25:55, metric 1

VPN-AB.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.39.1.16/30       [OSPF/10] 00:05:43, metric 1
                    > via so-0/2/2.0
10.255.14.173/32   *[OSPF/10] 00:05:43, metric 1
                    > via so-0/2/2.0
224.0.0.5/32       *[OSPF/10] 20:26:20, metric 1

show route protocol ospf detail

user@host> show route protocol ospf detail
VPN-AB.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.39.1.16/30 (2 entries, 0 announced)
         OSPF   Preference:  10
                Nexthop: via so-0/2/2.0, selected
                State: <Int>
                Inactive reason: Route Preference
                Age: 6:25       Metric: 1
                Area: 0.0.0.0
                Task: VPN-AB-OSPF
                AS path: I
                Communities: Route-Type:0.0.0.0:1:0

...

show route protocol rip

user@host> show route protocol rip
inet.0: 26 destinations, 27 routes (25 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

VPN-AB.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.255.14.177/32   *[RIP/100] 20:24:34, metric 2
                    > to 10.39.1.22 via t3-0/2/2.0
224.0.0.9/32       *[RIP/100] 00:03:59, metric 1

show route protocol rip detail

user@host> show route protocol rip detail
inet.0: 26 destinations, 27 routes (25 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

VPN-AB.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.255.14.177/32 (1 entry, 1 announced)
        *RIP    Preference: 100
                Nexthop: 10.39.1.22 via t3-0/2/2.0, selected
                State: <Active Int>
                Age: 20:25:02   Metric: 2 
                Task: VPN-AB-RIPv2
                Announcement bits (2): 0-KRT 2-BGP.0.0.0.0+179 
                AS path: I
                Route learned from 10.39.1.22 expires in 96 seconds

2575Copyright © 2014, Juniper Networks, Inc.

Chapter 29: Administration



show route protocol ripng table inet6

user@host> show route protocol ripng table inet6
inet6.0: 4215 destinations, 4215 routes (4214 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

1111::1/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0
1111::2/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0
1111::3/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0
1111::4/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0
1111::5/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0
1111::6/128        *[RIPng/100] 02:13:33, metric 2
                    > to fe80::2a0:a5ff:fe3d:56 via t3-0/2/0.0

show route protocol static detail

user@host> show route protocol static detail
inet.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
10.5.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next hop type: Router, Next hop index: 324
                Address: 0x9274010
                Next-hop reference count: 27
                Next hop: 192.168.187.126 via fxp0.0, selected
                Session Id: 0x0
                State: <Active NoReadvrt Int Ext>
                Age: 7w3d 21:24:25 
                Validation State: unverified 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next hop type: Router, Next hop index: 324
                Address: 0x9274010
                Next-hop reference count: 27
                Next hop: 192.168.187.126 via fxp0.0, selected
                Session Id: 0x0
                State: <Active NoReadvrt Int Ext>
                Age: 7w3d 21:24:25 
                Validation State: unverified 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.13.10.0/23 (1 entry, 1 announced)
        *Static Preference: 5
                Next hop type: Router, Next hop index: 324
                Address: 0x9274010
                Next-hop reference count: 27
                Next hop: 192.168.187.126 via fxp0.0, selected
                Session Id: 0x0         
                State: <Active NoReadvrt Int Ext>
                Age: 7w3d 21:24:25 
                Validation State: unverified 
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                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I
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show route range

Syntax show route range
<brief | detail | extensive | terse>
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route range
<brief | detail | extensive | terse>
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display routing table entries using a prefix range.

Options none—Display standard information about all routing table entries using a prefix range.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

destination-prefix—(Optional) Destination and prefix mask for the range.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route range on page 2578
show route range destination-prefix on page 2579
show route range detail on page 2579
show route range extensive on page 2580
show route range terse on page 2581

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route range

user@host> show route range

inet.0: 11 destinations, 11 routes (10 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.0.0/16       *[Static/5] 00:30:01
                    > to 192.168.71.254 via fxp0.0
10.209.0.0/16      *[Static/5] 00:30:01
                    > to 192.168.71.254 via fxp0.0
10.255.71.14/32    *[Direct/0] 00:30:01
                    > via lo0.0
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172.16.0.0/12      *[Static/5] 00:30:01
                    > to 192.168.71.254 via fxp0.0
192.168.0.0/16     *[Static/5] 00:30:01
                    > to 192.168.71.254 via fxp0.0
192.168.64.0/21    *[Direct/0] 00:30:01
                    > via fxp0.0
192.168.71.14/32   *[Local/0] 00:30:01
                      Local via fxp0.0
192.168.102.0/23   *[Static/5] 00:30:01
                    > to 192.168.71.254 via fxp0.0
...

show route range destination-prefix

user@host> show route range 192.168.0.0

inet.0: 11 destinations, 11 routes (10 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.0/16     *[Static/5] 00:31:14
                    > to 192.168.71.254 via fxp0.0
192.168.64.0/21    *[Direct/0] 00:31:14
                    > via fxp0.0
192.168.71.14/32   *[Local/0] 00:31:14
                      Local via fxp0.0
192.168.102.0/23   *[Static/5] 00:31:14
                    > to 192.168.71.254 via fxp0.0

show route range detail

user@host> show route range detail

inet.0: 11 destinations, 11 routes (10 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:05 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:05 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.255.71.14/32 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Age: 30:05 
                Task: IF
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                AS path: I

172.16.0.0/12 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:05 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

...

show route range extensive

user@host> show route range extensive

inet.0: 11 destinations, 11 routes (10 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.10.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:17 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.209.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.209.0.0/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:17 
                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

10.255.71.14/32 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Age: 30:17 
                Task: IF
                AS path: I

172.16.0.0/12 (1 entry, 1 announced)
TSI:
KRT in-kernel 172.16.0.0/12 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 22
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Age: 30:17 
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                Task: RT
                Announcement bits (1): 0-KRT 
                AS path: I

...

show route range terse

user@host> show route range terse

inet.0: 11 destinations, 11 routes (10 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.10.0.0/16       S   5                       >192.168.71.254
* 10.209.0.0/16      S   5                       >192.168.71.254
* 10.255.71.14/32    D   0                       >lo0.0        
* 172.16.0.0/12      S   5                       >192.168.71.254
* 192.168.0.0/16     S   5                       >192.168.71.254
* 192.168.64.0/21    D   0                       >fxp0.0       
* 192.168.71.14/32   L   0                        Local
* 192.168.102.0/23   S   5                       >192.168.71.254
* 207.17.136.0/24    S   5                       >192.168.71.254
* 207.17.136.192/32  S   5                       >192.168.71.254

__juniper_private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 
hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 10.0.0.0/8         D   0                       >fxp2.0       
                     D   0                       >fxp1.0       
* 10.0.0.4/32        L   0                        Local

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  47.0005.80ff.f800.0000.0108.0001.0102.5507.1014/152              
*                    D   0                       >lo0.0        

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  abcd::10:255:71:14/128
*                    D   0                       >lo0.0        
  fe80::280:42ff:fe11:226f/128
*                    D   0                       >lo0.0        

__juniper_private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 
hidden)
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
  fe80::280:42ff:fe11:226f/128
*                    D   0                       >lo0.16385 
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show route receive-protocol

Syntax show route receive-protocol protocol neighbor-address
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)

Syntax (EX Series
Switches)

show route receive-protocol protocol neighbor-address
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the routing information as it was received through a particular neighbor using a

particular dynamic routing protocol.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

protocol neighbor-address—Protocol transmitting the route (bgp, dvmrp,msdp, pim, rip,

or ripng) and address of the neighboring router fromwhich the route entry was

received.

Additional Information Theoutput displays the selected routes and theattributeswithwhich theywere received,

but does not show the effects of import policy on the routing attributes.

Required Privilege
Level

view

List of Sample Output show route receive-protocol bgp on page 2585
show route receive-protocol bgp extensive on page 2585
show route receive-protocol bgp table extensive on page 2585
show route receive-protocol bgp logical-system extensive on page 2586
show route receive-protocol bgp detail (Layer 2 VPN) on page 2587
show route receive-protocol bgp extensive (Layer 2 VPN) on page 2587
show route receive-protocol bgp (Layer 3 VPN) on page 2588
show route receive-protocol bgp detail (Layer 3 VPN) on page 2588
show route receive-protocol bgp extensive (Layer 3 VPN) on page 2589

Output Fields Table 222 on page 2582 describes the output fields for the show route receive-protocol

command. Output fields are listed in the approximate order in which they appear.

Table 222: show route receive-protocol Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing table—for example, inet.0.routing-table-name

All levelsNumber of destinations for which there are routes in the routing table.number
destinations
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Table 222: show route receive-protocol Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumberof routes in the routing tableand total numberof routes in the following
states:

• active

• holddown (routes that are in pending state before being declared inactive)

• hidden (routes that are not used because of a routing policy)

number routes

none briefDestination prefix.Prefix

none briefMultiple exit discriminator value included in the route.MED

detail extensiveDestination prefix. The entry value is the number of routes for this destination,
and the announced value is the number of routes being announced for this
destination.

destination-prefix
(entry,announced)

detail extensive64-bit prefix added to IP subnets to make them unique.RouteDistinguisher

detail extensiveFirst label in a block of labels and label block size. A remote PE routing device
uses this first labelwhensending traffic toward theadvertisingPE routingdevice.

Label-Base, range

detail extensiveVirtual privatenetwork (VPN) label. Packetsare sentbetweenCEandPE routing
devices by advertising VPN labels. VPN labels transit over either an RSVP or an
LDP label-switched path (LSP) tunnel.

VPN Label

All levelsNext hop to the destination. An angle bracket (>) indicates that the route is the
selected route.

Next hop

All levelsLocal preference value included in the route.Localpref or
Lclpref
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Table 222: show route receive-protocol Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsAutonomoussystem(AS)path throughwhich the routewas learned.The letters
at the end of the AS path indicate the path origin, providing an indication of the
state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the number that precedes the AS path. This number
represents the number of ASs present in the AS path, when calculated as
defined inRFC4271. This value is used theAS-pathmergeprocess, asdefined
in RFC 4893.

• [ ]—If more than one AS number is configured on the router, or if AS path
prepending is configured, brackets enclose the local AS number associated
with the AS path.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the
order does not matter. A set commonly results from route aggregation. The
numbers in each AS set are displayed in ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an
unrecognized attribute and associated hexadecimal value if BGP receives
attribute 128(attributeset)andyouhavenotconfiguredan independentdomain
in any routing instance.

AS path

detail extensive(For route reflected output only) Cluster ID sent by the route reflector.Cluster list

detail extensive(For route reflected output only) Address of routing device that originally sent
the route to the route reflector.

Originator ID

detail extensiveCommunity path attribute for the route. See the Output Field table in the show
route detail command for all possible values for this field.

Communities

detail extensiveAccumulated interior gateway protocol (AIGP) BGP attribute.AIGP

detail extensiveNumber, local preference, and path of the AS that originated the route. These
values are stored in the Attrset attribute at the originating routing device.

Attrset AS

detail extensiveLayer 2 encapsulation (for example, VPLS).Layer2-info:
encaps

detail extensiveControl flags: none or Site Down.control flags

detail extensiveMaximum transmission unit (MTU) of the Layer 2 circuit.mtu
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Sample Output

show route receive-protocol bgp

user@host> show route receive-protocol bgp 10.255.245.215

inet.0: 28 destinations, 33 routes (27 active, 0 holddown, 1 hidden)
Prefix                   Next hop              MED     Lclpref    AS path
10.22.1.0/24             10.255.245.215       0       100        I
10.22.2.0/24             10.255.245.215       0       100        I

show route receive-protocol bgp extensive

user@host> show route receive-protocol bgp 10.255.245.63 extensive
inet.0: 244 destinations, 244 routes (243 active, 0 holddown, 1 hidden)
Prefix             Next hop                MED    Lclpref AS path
1.1.1.0/24 (1 entry, 1 announced)
     Next hop: 10.0.50.3
     Localpref: 100
     AS path: I <Orginator>
     Cluster list:  10.2.3.1
     Originator ID: 10.255.245.45
165.3.0.0/16 (1 entry, 1 announced)
     Next hop: 111.222.5.254
     Localpref: 100
     AS path: I <Originator>
     Cluster list:  10.2.3.1
     Originator ID: 10.255.245.68 
165.4.0.0/16 (1 entry, 1 announced)
     Next hop: 111.222.5.254
     Localpref: 100
     AS path: I <Originator>
     Cluster list:  10.2.3.1
     Originator ID: 10.255.245.45
195.1.2.0/24 (1 entry, 1 announced)
     Next hop: 111.222.5.254
     Localpref: 100
     AS path: I <Originator>
     Cluster list:  10.2.3.1
     Originator ID: 10.255.245.68
inet.2: 63 destinations, 63 routes (63 active, 0 holddown, 0 hidden)
Prefix             Next hop                MED    Lclpref AS path
inet.3: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
Prefix             Next hop                MED    Lclpref AS path
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Prefix             Next hop                MED    Lclpref AS path
mpls.0: 48 destinations, 48 routes (48 active, 0 holddown, 0 hidden)

show route receive-protocol bgp table extensive

user@host> show route receive-protocol bgp207.17.136.192 table inet.066.117.68.0/24extensive
inet.0: 227315 destinations, 227316 routes (227302 active, 0 holddown, 13 hidden)
* 66.117.63.0/24 (1 entry, 1 announced)
     Nexthop: 207.17.136.29
     Localpref: 100
     AS path: AS2 PA[6]: 14203 2914 3356 29748 33437 AS_TRANS
     AS path: AS4 PA[2]: 33437 393219
     AS path: Merged[6]: 14203 2914 3356 29748 33437 393219 I
     Communities: 2914:420
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show route receive-protocol bgp logical-system extensive

user@host> show route receive-protocol bgp 10.0.0.9 logical-systemPE4 extensive
inet.0: 12 destinations, 13 routes (12 active, 0 holddown, 0 hidden)
* 10.0.0.0/30 (1 entry, 1 announced)
     Accepted
     Route Label: 3
     Nexthop: 10.0.0.9
     AS path: 13979 I

* 10.0.0.4/30 (1 entry, 1 announced)
     Accepted
     Route Label: 3
     Nexthop: 10.0.0.9
     AS path: 13979 I

  10.0.0.8/30 (2 entries, 1 announced)
     Accepted
     Route Label: 3
     Nexthop: 10.0.0.9
     AS path: 13979 I

* 10.9.9.1/32 (1 entry, 1 announced)
     Accepted
     Route Label: 3
     Nexthop: 10.0.0.9
     AS path: 13979 I

* 10.100.1.1/32 (1 entry, 1 announced)
     Accepted
     Route Label: 3
     Nexthop: 10.0.0.9
     AS path: 13979 I

* 44.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300096
     Nexthop: 10.0.0.9
     AS path: 13979 I
     AIGP: 203

* 55.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300112
     Nexthop: 10.0.0.9
     AS path: 13979 7018 I
     AIGP: 25

* 66.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300144                
     Nexthop: 10.0.0.9
     AS path: 13979 7018 I

* 99.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300160
     Nexthop: 10.0.0.9
     AS path: 13979 7018 I
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show route receive-protocol bgp detail (Layer 2 VPN)

user@host> show route receive-protocol bgp 10.255.14.171 detail
inet.0: 68 destinations, 68 routes (67 active, 0 holddown, 1 hidden)
Prefix             Nexthop                MED    Lclpref AS path
inet.3: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
mpls.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
frame-vpn.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0
hidden)
Prefix             Nexthop                MED    Lclpref AS path
10.255.245.35:1:5:1/96 (1 entry, 1 announced)
     Route Distinguisher: 10.255.245.35:1
     Label-base : 800000, range : 4, status-vector : 0x0
     Nexthop: 10.255.245.35
     Localpref: 100
     AS path: I
     Communities: target:65299:100 Layer2-info: encaps:FRAME RELAY, 
     control flags: 0, mtu: 0
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
10.255.245.35:1:5:1/96 (1 entry, 0 announced)
     Route Distinguisher: 10.255.245.35:1
     Label-base : 800000, range : 4, status-vector : 0x0
     Nexthop: 10.255.245.35
     Localpref: 100
     AS path: I
     Communities: target:65299:100 Layer2-info: encaps:FRAME RELAY, 
     control flags:0, mtu: 0

show route receive-protocol bgp extensive (Layer 2 VPN)

user@host> show route receive-protocol bgp 10.255.14.171 extensive
inet.0: 68 destinations, 68 routes (67 active, 0 holddown, 1 hidden)
Prefix             Nexthop                MED    Lclpref AS path
inet.3: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
mpls.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
frame-vpn.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
10.255.245.35:1:5:1/96 (1 entry, 1 announced)
     Route Distinguisher: 10.255.245.35:1
     Label-base : 800000, range : 4, status-vector : 0x0
     Nexthop: 10.255.245.35
     Localpref: 100
     AS path: I
     Communities: target:65299:100 Layer2-info: encaps:FRAME RELAY, 
     control flags:0, mtu: 0
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Prefix             Nexthop                MED    Lclpref AS path
10.255.245.35:1:5:1/96 (1 entry, 0 announced)
     Route Distinguisher: 10.255.245.35:1
     Label-base : 800000, range : 4, status-vector : 0x0
     Nexthop: 10.255.245.35
     Localpref: 100
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     AS path: I
     Communities: target:65299:100 Layer2-info: encaps:FRAME RELAY, 
     control flags:0, mtu: 0

show route receive-protocol bgp (Layer 3 VPN)

user@host> show route receive-protocol bgp 10.255.14.171
      inet.0: 33 destinations, 33 routes (32 active, 0 holddown, 1 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      VPN-A.inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      10.255.14.175/32   10.255.14.171                     100 2 I 
      10.255.14.179/32   10.255.14.171            2        100 I 
      VPN-B.inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      10.255.14.175/32   10.255.14.171                     100 2 I 
      10.255.14.177/32   10.255.14.171                     100 I 
      iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      mpls.0: 9 destinations, 9 routes (9 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      bgp.l3vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden) 
      Prefix             Nexthop                MED    Lclpref AS path 
      10.255.14.171:300:10.255.14.177/32 
                         10.255.14.171                     100 I 
      10.255.14.171:100:10.255.14.179/32 
                         10.255.14.171            2        100 I 
      10.255.14.171:200:10.255.14.175/32 
                         10.255.14.171                     100 2 I 

show route receive-protocol bgp detail (Layer 3 VPN)

user@host> show route receive-protocol bgp 10.255.14.174 detail
inet.0: 16 destinations, 17 routes (15 active, 0 holddown, 1 hidden)
inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
vpna.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
* 10.49.0.0/30 (1 entry, 1 announced)
     Route Distinguisher: 10.255.14.176:2
     VPN Label: 101264
     Nexthop: 10.255.14.174
     Localpref: 100
     AS path: I
     Communities: target:200:100
     AttrSet AS: 100
         Localpref: 100
         AS path: I
* 10.255.14.172/32 (1 entry, 1 announced)
     Route Distinguisher: 10.255.14.176:2
     VPN Label: 101280
     Nexthop: 10.255.14.174
     Localpref: 100
     AS path: I
     Communities: target:200:100
     AttrSet AS: 100
         Localpref: 100
         AS path: I
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
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* 10.255.14.174:2:10.49.0.0/30 (1 entry, 0 announced)
     Route Distinguisher: 10.255.14.174:2
     VPN Label: 101264
     Nexthop: 10.255.14.174
     Localpref: 100
     AS path: I
     Communities: target:200:100
     AttrSet AS: 100
         Localpref: 100
         AS path: I
* 10.255.14.174:2:10.255.14.172/32 (1 entry, 0 announced)
     Route Distinguisher: 10.255.14.174:2
     VPN Label: 101280
     Nexthop: 10.255.14.174
     Localpref: 100
     AS path: I
     Communities: target:200:100
     AttrSet AS: 100
         Localpref: 100
         AS path: I
inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

show route receive-protocol bgp extensive (Layer 3 VPN)

user@host> show route receive-protocol bgp 10.255.245.63 extensive
inet.0: 244 destinations, 244 routes (243 active, 0 holddown, 1 hidden)
     Prefix             Nexthop                MED    Lclpref AS path
     1.1.1.0/24 (1 entry, 1 announced)
          Nexthop: 10.0.50.3
          Localpref: 100
          AS path: I <Originator>
          Cluster list:  10.2.3.1
          Originator ID: 10.255.245.45
     165.3.0.0/16 (1 entry, 1 announced)
          Nexthop: 111.222.5.254
          Localpref: 100
          AS path: I <Originator>
          Cluster list:  10.2.3.1
          Originator ID: 10.255.245.68 
     165.4.0.0/16 (1 entry, 1 announced)
          Nexthop: 111.222.5.254
          Localpref: 100
          AS path: I <Originator>
          Cluster list:  10.2.3.1
          Originator ID: 10.255.245.45
     195.1.2.0/24 (1 entry, 1 announced)
          Nexthop: 111.222.5.254
          Localpref: 100
          AS path: I <Originator>
          Cluster list:  10.2.3.1
          Originator ID: 10.255.245.68
     inet.2: 63 destinations, 63 routes (63 active, 0 holddown, 0 hidden)
     Prefix             Nexthop                MED    Lclpref AS path
     inet.3: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
     Prefix             Nexthop                MED    Lclpref AS path
     iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
     Prefix             Nexthop                MED    Lclpref AS path
     mpls.0: 48 destinations, 48 routes (48 active, 0 holddown, 0 hidden)
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show route resolution

Syntax show route resolution
<brief | detail | extensive | summary>
<index index>
<logical-system (all | logical-system-name)>
<prefix>
<table routing-table-name>
<unresolved>

Syntax (EX Series
Switches)

show route resolution
<brief | detail | extensive | summary>
<index index>
<prefix>
<table routing-table-name>
<unresolved>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the entries in the next-hop resolution database. This database provides for

recursive resolution of next hops through other prefixes in the routing table.

Options none—Display standard informationaboutall entries in thenext-hop resolutiondatabase.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

index index—(Optional) Show the index of the resolution tree.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

prefix network/destination-prefix—(Optional) Display database entries for the specified

address.

table routing-table-name—(Optional)Display informationaboutaparticular routing table

(for example, inet.0) where policy-based export is currently enabled.

unresolved—(Optional) Display routes that could not be resolved.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Route Resolution on PE Routers•

List of Sample Output show route resolution detail on page 2591
show route resolution summary on page 2592
show route resolution unresolved on page 2592
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Output Fields Table223onpage2591describes theoutput fields for the showrouteresolutioncommand.

Output fields are listed in the approximate order in which they appear.

Table 223: show route resolution Output Fields

Field DescriptionField Name

Name of the routing table whose prefixes are resolved using the entries in the
route resolution database. For routing table groups, this is the name of the
primary routing table whose prefixes are resolved using the entries in the route
resolution database.

routing-table-name

Tree index identifier.Tree index

Number of nodes in the tree.Nodes

Number of references made to the next hop.Reference count

Routing tables used for next-hop resolution.Contributingrouting
tables

Name of the routing table whose active route was used to determine the
forwarding next-hop entry in the resolution database. For example, in the case
of inet.0 resolving through inet.0 and inet.3, this field indicates which routing
table, inet.0 or inet.3, provided the best path for a particular prefix.

Originating RIB

Metric associated with the forwarding next hop.Metric

Number of nodes in the path.Node path count

Number of forwarding next hops. The forwarding next hop is the network layer
address of the directly reachable neighboring system (if applicable) and the
interface used to reach it.

Forwarding next
hops

Sample Output

show route resolution detail

user@host> show route resolution detail
Tree Index: 1, Nodes 0, Reference Count 1
Contributing routing tables: inet.3
Tree Index: 2, Nodes 23, Reference Count 1
Contributing routing tables: inet.0 inet.3
10.10.0.0/16 Originating RIB: inet.0
  Node path count: 1
  Forwarding nexthops: 1
10.31.1.0/30 Originating RIB: inet.0
  Node path count: 1
  Forwarding nexthops: 1
10.31.1.1/32 Originating RIB: inet.0
  Node path count: 1
  Forwarding nexthops: 0
10.31.1.4/30 Originating RIB: inet.0
  Node path count: 1
  Forwarding nexthops: 1
10.31.1.5/32 Originating RIB: inet.0
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  Node path count: 1
  Forwarding nexthops: 0
10.31.2.0/30 Originating RIB: inet.0
  Metric: 2 Node path count: 1
  Forwarding nexthops: 2
10.31.11.0/24 Originating RIB: inet.0
  Node path count: 1
  Forwarding nexthops: 1

show route resolution summary

user@host> show route resolution summary
Tree Index: 1, Nodes 24, Reference Count 1
 Contributing routing tables: :voice.inet.0 :voice.inet.3
 Tree Index: 2, Nodes 2, Reference Count 1
 Contributing routing tables: inet.3
 Tree Index: 3, Nodes 43, Reference Count 1
 Contributing routing tables: inet.0 inet.3

show route resolution unresolved

user@host> show route resolution unresolved
Tree Index 1
vt-3/2/0.32769.0      /16
        Protocol Nexthop: 10.255.71.238 Push 800000
        Indirect nexthop: 0 -
vt-3/2/0.32772.0      /16
        Protocol Nexthop: 10.255.70.103 Push 800008
        Indirect nexthop: 0 -
Tree Index 2
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show route snooping

Syntax show route snooping
<brief | detail | extensive | terse>
<all>
<best address/prefix>
<exact address>
<range prefix-range>
<summary>
<table table-name>

Release Information Command introduced in Junos OS Release 8.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the entries in the routing table that were learned from snooping.

Options none—Display the entries in the routing table that were learned from snooping.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

all—(Optional) Display all entries, including hidden entries.

best address/prefix—(Optional) Display the longest match for the provided address and

optional prefix.

exact address/prefix—(Optional) Display exact matches for the provided address and

optional prefix.

range prefix-range—(Optional) Display information for the provided address range.

summary—(Optional) Display route snooping summary statisitics.

table table-name—(Optional) Display information for the named table.

Required Privilege
Level

view

List of Sample Output show route snooping detail on page 2593

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route snooping detail

user@host> show route snooping detail
__+domainAll__.inet.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
 224.0.0.2/32 (1 entry, 1 announced)
        *IGMP   Preference: 0
                Next hop type: MultiRecv
                Next-hop reference count: 4
                State: <Active NoReadvrt Int>
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                Age: 2:24
                Task: IGMP
                Announcement bits (1): 0-KRT
                AS path: I

224.0.0.22/32 (1 entry, 1 announced)
        *IGMP   Preference: 0
                Next hop type: MultiRecv
                Next-hop reference count: 4
                State: <Active NoReadvrt Int>
                Age: 2:24
                Task: IGMP
                Announcement bits (1): 0-KRT
                AS path: I

__+domainAll__.inet.1: 36 destinations, 36 routes (36 active, 0 holddown, 0 hidden)

224.0.0.0.0.0.0.0/24 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4), Next hop index: 1048584
                Next-hop reference count: 4
                State: <Active Int>
                Age: 2:24
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.2.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:13
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.3.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.4.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:17
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.5.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
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                State: <Active Int>
                Age: 1:58
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.6.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:14
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.7.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:12
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.9.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:13
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

225.0.0.10.11.11.11.100.3.9.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

226.0.0.1.11.11.11.100.3.10.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:09
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

226.0.0.2.11.11.11.100.3.10.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
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                Age: 8
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

226.0.0.4.11.11.11.100.3.10.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:10
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

226.0.0.8.11.11.11.100.3.10.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:12
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

226.0.0.10.11.11.11.100.3.10.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 1:56
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.1.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:10
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.2.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:13
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.3.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:16
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                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.4.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.5.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 1:57
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.7.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 1:57
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.8.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:10
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

227.0.0.10.11.11.11.100.3.11.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.1.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:09
                Task: MC
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                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.2.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:18
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.7.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:11
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.8.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:17
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.9.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 8
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

228.0.0.10.11.11.11.100.3.12.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:12
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.3.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:09
                Task: MC
                Announcement bits (1): 0-KRT
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                AS path: I

229.0.0.4.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:12
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.5.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 9
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.6.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.7.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.8.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:15
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I

229.0.0.9.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:14
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I
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229.0.0.10.11.11.11.100.3.13.0.0/80 (1 entry, 1 announced)
        *Multicast Preference: 180
                Next hop type: Multicast (IPv4)
                Next-hop reference count: 113
                State: <Active Int>
                Age: 2:13
                Task: MC
                Announcement bits (1): 0-KRT
                AS path: I
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show route source-gateway

Syntax show route source-gateway address
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route source-gateway address
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the entries in the routing table that were learned from a particular address. The

Source field in the show route detail command output lists the source for each route, if

known.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

address—IP address of the system.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route source-gateway on page 2601
show route source-gateway detail on page 2602
show route source-gateway extensive on page 2604

Output Fields For information about output fields, see the output field tables for the show route
command, the show route detail command, the show route extensive command, or
the show route terse command.

Sample Output

show route source-gateway

user@host> show route source-gateway 10.255.70.103
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete
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inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.255.70.103:1:3:1/96                
                   *[BGP/170] 12:12:24, localpref 100, from 10.255.70.103
                      AS path: I
                    > via so-0/3/0.0, label-switched-path green-r1-r3

red.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.255.70.103:2:3:1/96                
                   *[BGP/170] 12:12:24, localpref 0, from 10.255.70.103
                      AS path: I
                    > via so-0/3/0.0, label-switched-path green-r1-r3

bgp.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

10.255.70.103:1:3:1/96                
                   *[BGP/170] 12:12:24, localpref 100, from 10.255.70.103
                      AS path: I
                    > via so-0/3/0.0, label-switched-path green-r1-r3

10.255.70.103:2:3:1/96                
                   *[BGP/170] 12:12:24, localpref 0, from 10.255.70.103
                      AS path: I
                    > via so-0/3/0.0, label-switched-path green-r1-r3

show route source-gateway detail

user@host> show route source-gateway 10.255.70.103 detail
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
Restart Complete
green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

Restart Complete
10.255.70.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
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                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:14:00   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
                Primary Routing Table bgp.l2vpn.0

red.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
Restart Complete

10.255.70.103:2:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-1
                Route Distinguisher: 10.255.70.103:2
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:14:00   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-red-l2vpn 
                AS path: I
                Communities: target:11111:2 Layer2-info: encaps:VPLS, 
                control flags:Site-Down, mtu: 0
                Label-base: 800016, range: 8
                Localpref: 0
                Router ID: 10.255.70.103
                Primary Routing Table bgp.l2vpn.0

bgp.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

10.255.70.103:1:3:1/96 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:14:00   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, control 
flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
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                Secondary Tables: green.l2vpn.0
10.255.70.103:2:3:1/96 (1 entry, 0 announced)
        *BGP    Preference: 170/-1
                Route Distinguisher: 10.255.70.103:2
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:14:00   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                AS path: I
                Communities: target:11111:2 Layer2-info: encaps:VPLS,
                control flags:Site-Down,
                mtu: 0
                Label-base: 800016, range: 8
                Localpref: 0
                Router ID: 10.255.70.103
                Secondary Tables: red.l2vpn.0

show route source-gateway extensive

user@host> show route source-gateway 10.255.70.103 extensive
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
Restart Complete

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
10.255.70.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:15:24   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
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                Primary Routing Table bgp.l2vpn.0

red.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
Restart Complete

10.255.70.103:2:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-1
                Route Distinguisher: 10.255.70.103:2
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:15:24   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-red-l2vpn 
                AS path: I
                Communities: target:11111:2 Layer2-info: encaps:VPLS, 
                control flags:Site-Down, mtu: 0
                Label-base: 800016, range: 8
                Localpref: 0
                Router ID: 10.255.70.103
                Primary Routing Table bgp.l2vpn.0

bgp.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete

10.255.70.103:1:3:1/96 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:15:24   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
                Secondary Tables: green.l2vpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.255.70.103 Metric: 2
                        Indirect next hop: 2 no-forward
                        Indirect path forwarding next hops: 1
                Next hop:        via so-0/3/0.0 weight 0x1
                        10.255.70.103/32 Originating RIB: inet.3
                          Metric: 2                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: via so-0/3/0.0

10.255.70.103:2:3:1/96 (1 entry, 0 announced)
        *BGP    Preference: 170/-1
                Route Distinguisher: 10.255.70.103:2
                Next-hop reference count: 7
                Source: 10.255.70.103
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                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 12:15:24   Metric2: 1 
                Task: BGP_69.10.255.70.103+179
                AS path: I
                Communities: target:11111:2 Layer2-info: encaps:VPLS, 
                control flags:Site-Down,
                mtu: 0
                Label-base: 800016, range: 8
                Localpref: 0
                Router ID: 10.255.70.103
                Secondary Tables: red.l2vpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.255.70.103 Metric: 2
                        Indirect next hop: 2 no-forward
                        Indirect path forwarding next hops: 1
                Next hop:        via so-0/3/0.0 weight 0x1
                        10.255.70.103/32 Originating RIB: inet.3
                          Metric: 2                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: via so-0/3/0.0
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show route summary

Syntax show route summary
<logical-system (all | logical-system-name)>
<table routing-table-name>

Syntax (EX Series
Switches)

show route summary

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display summary statistics about the entries in the routing table.

CPU utilization might increase while the device learns routes. We recommend that you

use the show route summary command after the device learns and enters the routes into

the routing table. Depending on the size of your network, thismight take severalminutes.

If you receivea “timeout communicatingwith routingdaemon”errorwhenusing the show

route summary command, wait several minutes before attempting to use the command

again. This is not a critical system error, but youmight experience a delay in using the

command-line interface (CLI).

Options none—Display summary statistics about the entries in the routing table.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

table routing-table-name—(Optional) Display summary statistics for all routing tables

whosenamebeginswith this string (for example, inet.0and inet6.0arebothdisplayed

when you run the show route summary table inet command). If you only want to

display statistics for a specific routing table, make sure to enter the exact name of

that routing table.

Required Privilege
Level

view

List of Sample Output show route summary on page 2608
show route summary table on page 2609
show route summary table (with Route Limits Configured for the Routing
Table) on page 2609

Output Fields Table224onpage2607lists theoutput fieldsfor theshowroutesummarycommand.Output

fields are listed in the approximate order in which they appear.

Table 224: show route summary Output Fields

Field DescriptionField Name

Address of the local routing device.Router ID

Name of the routing table (for example, inet.0).routing-table-name

2607Copyright © 2014, Juniper Networks, Inc.

Chapter 29: Administration



Table 224: show route summary Output Fields (continued)

Field DescriptionField Name

Number of destinations for which there are routes in the routing table.destinations

Number of routes in the routing table:

• active—Number of routes that are active.

• holddown—Number of routes that are in the hold-down state before
being declared inactive.

• hidden—Number of routes that are not usedbecause of routing policy.

routes

Displays the configured route limits for the routing table set with the
maximum-prefixes and themaximum-paths statements. If you do not
configure route limits for the routing table, the show output does not
display this information.

• destinations—The first number represents the maximum number of
route prefixes installed in the routing table. The second number
represents thenumberof routeprefixes that triggerawarningmessage.

• routes—The first number represents the maximum number of routes.
The second number represents the number of routes that trigger a
warning message.

Limit/Threshold

Routes on the directly connected network.Direct

Local routes.Local

Name of the protocol fromwhich the route was learned. For example,
OSPF, RSVP, and Static.

protocol-name

Sample Output

show route summary

user@host> show route summary
Autonomous system number: 69
Router ID: 10.255.71.52
Maximum-ECMP: 32
inet.0: 24 destinations, 25 routes (23 active, 0 holddown, 1 hidden)
Restart Complete
              Direct:      6 routes,      5 active
               Local:      4 routes,      4 active
                OSPF:      5 routes,      4 active
              Static:      7 routes,      7 active
                IGMP:      1 routes,      1 active
                 PIM:      2 routes,      2 active

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
Restart Complete
                RSVP:      2 routes,      2 active

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete
              Direct:      1 routes,      1 active
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mpls.0: 7 destinations, 7 routes (5 active, 0 holddown, 2 hidden)
Restart Complete
                MPLS:      3 routes,      3 active
                VPLS:      4 routes,      2 active

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
Restart Complete
              Direct:      2 routes,      2 active
                 PIM:      2 routes,      2 active
                 MLD:      1 routes,      1 active

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
                 BGP:      2 routes,      2 active
               L2VPN:      2 routes,      2 active

red.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
Restart Complete
                 BGP:      2 routes,      2 active
               L2VPN:      1 routes,      1 active

bgp.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
                 BGP:      4 routes,      4 active

show route summary table

user@host> show route summary table inet
Router ID: 192.168.0.1

inet.0: 32 destinations, 34 routes (31 active, 0 holddown, 1 hidden)
              Direct:      6 routes,      5 active
               Local:      9 routes,      9 active
                OSPF:      3 routes,      1 active
              Static:     13 routes,     13 active
                IGMP:      1 routes,      1 active
                 PIM:      2 routes,      2 active

inet.1: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
           Multicast:      1 routes,      1 active

inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
               Local:      1 routes,      1 active
                 PIM:      2 routes,      2 active

inet6.1: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
           Multicast:      1 routes,      1 active

show route summary table (with Route Limits Configured for the Routing Table)

user@host> show route summary table VPN-A.inet.0
Autonomous system number: 100
Router ID: 10.255.182.142

VPN-A.inet.0: 13 destinations, 14 routes (13 active, 0 holddown, 0 hidden)
Limit/Threshold: 2000/200 destinations 20/12 routes
              Direct:      2 routes,      2 active
               Local:      1 routes,      1 active
                OSPF:      4 routes,      3 active
                 BGP:      4 routes,      4 active
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                IGMP:      1 routes,      1 active
                 PIM:      2 routes,      2 active
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show route table

Syntax show route table routing-table-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route table routing-table-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in a particular routing table.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

routing-table-name—Display route entries for all routing tables whose name begins with

this string (for example, inet.0 and inet6.0 are bothdisplayedwhen you run the show

route table inet command).

Required Privilege
Level

view

Related
Documentation

show route summary on page 2607•

List of Sample Output show route table bgp.l2.vpn on page 2612
show route table bgp.l3vpn.0 on page 2612
show route table bgp.l3vpn.0 detail on page 2612
show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is
Configured) on page 2614
show route table inet.0 on page 2614
show route table inet6.0 on page 2614
show route table inet6.3 on page 2615
show route table inetflow detail on page 2615
show route table l2circuit.0 on page 2615
show route tablempls on page 2616
show route tablempls extensive on page 2616
show route tablempls.0 on page 2616
show route tablempls.0 (RSVP Route—Transit LSP) on page 2617
show route table vpls_1 detail on page 2617
show route table vpn-a on page 2617
show route table vpn-a.mdt.0 on page 2618
show route table VPN-A detail on page 2618
show route table VPN-AB.inet.0 on page 2618
show route table VPN_blue.mvpn-inet6.0 on page 2619
show route table VPN-A detail on page 2619
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show route table inetflow detail on page 2620

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.

Sample Output

show route table bgp.l2.vpn

user@host> show route table bgp.l2.vpn
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.24.1:1:4:1/96
                   *[BGP/170] 01:08:58, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table bgp.l3vpn.0

user@host> show route table bgp.l3vpn.0
      bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.255.71.15:100:10.255.71.17/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.15:200:10.255.71.18/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top)

show route table bgp.l3vpn.0 detail

user@host> show route table bgp.l3vpn.0 detail
bgp.l3vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)

10.255.245.12:1:4.0.0.0/8 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182449
         Protocol next hop: 10.255.245.12
         Push 182449
         Indirect next hop: 863a630 297
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 3356 I (Atomic) Aggregator: 3356 4.68.0.11

         Communities: 2914:420 target:11111:1 origin:56:78
         VPN Label: 182449
         Localpref: 100
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          Router ID: 10.255.245.12

10.255.245.12:1:4.17.225.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 863a8f0 305
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496 6496 I
                Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
                VPN Label: 182465  
                Localpref: 100
                Router ID: 10.255.245.12

10.255.245.12:1:4.17.226.0/23 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100
         Router ID: 10.255.245.12

10.255.245.12:1:4.17.251.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
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         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100 

show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is Configured)

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

100:100:100/96                
                   *[RTarget/5] 00:03:14
                      Type Proxy
                        for 10.255.165.103
                        for 10.255.166.124
                      Local

show route table inet.0

user@host> show route table inet.0
inet.0: 12 destinations, 12 routes (11 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:51:57
                    > to 111.222.5.254 via fxp0.0
1.0.0.1/32         *[Direct/0] 00:51:58
                    > via at-5/3/0.0
1.0.0.2/32         *[Local/0] 00:51:58
                     Local
12.12.12.21/32     *[Local/0] 00:51:57
                     Reject
13.13.13.13/32     *[Direct/0] 00:51:58
                    > via t3-5/2/1.0
13.13.13.14/32     *[Local/0] 00:51:58
                     Local
13.13.13.21/32     *[Local/0] 00:51:58
                     Local
13.13.13.22/32     *[Direct/0] 00:33:59
                    > via t3-5/2/0.0
127.0.0.1/32        [Direct/0] 00:51:58
                    > via lo0.0
111.222.5.0/24     *[Direct/0] 00:51:58
                    > via fxp0.0
111.222.5.81/32    *[Local/0] 00:51:58
                     Local

show route table inet6.0

user@host> show route table inet6.0
inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Route, * = Both

fec0:0:0:3::/64 *[Direct/0] 00:01:34
>via fe-0/1/0.0

fec0:0:0:3::/128 *[Local/0] 00:01:34
>Local

fec0:0:0:4::/64 *[Static/5] 00:01:34
>to fec0:0:0:3::ffff via fe-0/1/0.0
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show route table inet6.3

user@router> show route table inet6.3
inet6.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

::10.255.245.195/128
                   *[LDP/9] 00:00:22, metric 1
                    > via so-1/0/0.0
::10.255.245.196/128
                   *[LDP/9] 00:00:08, metric 1
                    > via so-1/0/0.0, Push 100008

show route table inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: <Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: <Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

show route table l2circuit.0

user@host> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.195:NoCtrlWord:1:1:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:NoCtrlWord:1:1:Remote/96
                   *[LDP/9] 00:50:14
                      Discard
10.1.1.195:CtrlWord:1:2:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:CtrlWord:1:2:Remote/96
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                   *[LDP/9] 00:50:14
                      Discard

show route tablempls

user@host> show route tablempls
mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1                  *[MPLS/0] 00:13:55, metric 1
                      Receive
2                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1024               *[VPN/0] 00:04:18 
                      to table red.inet.0, Pop 

show route tablempls extensive

user@host> show route tablempls extensive
100000 (1 entry, 1 announced)
TSI:
KRT in-kernel 100000 /36 -> {so-1/0/0.0}
        *LDP    Preference:   9
                Next hop:  via so-1/0/0.0, selected
                Pop
                State: <Active Int>
                Age: 29:50      Metric: 1
                Task: LDP
                Announcement bits (1): 0-KRT
                AS path: I
                Prefixes bound to route: 10.0.0.194/32

show route tablempls.0

user@host> show route tablempls.0
mpls.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:45:09, metric 1
                      Receive
1                  *[MPLS/0] 00:45:09, metric 1
                      Receive
2                  *[MPLS/0] 00:45:09, metric 1
                      Receive
100000             *[L2VPN/7] 00:43:04
                    > via so-0/1/0.1, Pop
100001             *[L2VPN/7] 00:43:03
                    > via so-0/1/0.2, Pop       Offset: 4
100002             *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100002(S=0)        *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100003             *[LDP/9] 00:43:22, metric 1
                    > via so-0/1/2.0, Swap 100002
                      via so-0/1/3.0, Swap 100002
100004             *[LDP/9] 00:43:16, metric 1
                      via so-0/1/2.0, Swap 100049
                    > via so-0/1/3.0, Swap 100049
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so-0/1/0.1         *[L2VPN/7] 00:43:04
                    > via so-0/1/2.0, Push 100001, Push 100049(top)
                      via so-0/1/3.0, Push 100001, Push 100049(top)
so-0/1/0.2         *[L2VPN/7] 00:43:03
                      via so-0/1/2.0, Push 100000, Push 100049(top) Offset: -4
                    > via so-0/1/3.0, Push 100000, Push 100049(top) Offset: -4

show route tablempls.0 (RSVP Route—Transit LSP)

user@host> show route tablempls.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:37:31, metric 1
                      Receive
1                  *[MPLS/0] 00:37:31, metric 1
                      Receive
2                  *[MPLS/0] 00:37:31, metric 1
                      Receive
13                 *[MPLS/0] 00:37:31, metric 1
                      Receive
300352             *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300352(S=0)        *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300384             *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop      
300384(S=0)        *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop

show route table vpls_1 detail

user@host> show route table vpls_1 detail
vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

1.1.1.11:1000:1:1/96 (1 entry, 1 announced)
*L2VPN Preference: 170/-1
Receive table: vpls_1.l2vpn.0
Next-hop reference count: 2
State: <Active Int Ext>
Age: 4:29:47 Metric2: 1
Task: vpls_1-l2vpn
Announcement bits (1): 1-BGP.0.0.0.0+179
AS path: I
Communities: Layer2-info: encaps:VPLS, control flags:Site-Down
Label-base: 800000, range: 8, status-vector: 0xFF

show route table vpn-a

user@host> show route table vpn-a
vpn-a.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
192.168.16.1:1:1:1/96
                   *[VPN/7] 05:48:27
                     Discard
192.168.24.1:1:2:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am
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192.168.24.1:1:3:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table vpn-a.mdt.0

user@host> show route table vpn-a.mdt.0
vpn-a.mdt.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:0:10.255.14.216:232.1.1.1/144               
                   *[MVPN/70] 01:23:05, metric2 1
                      Indirect
1:1:1:10.255.14.218:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.218
                      AS path: I
                    > via so-0/0/0.0, label-switched-path r0e-to-r1
1:1:2:10.255.14.217:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.217
                      AS path: I
> via so-0/0/1.0, label-switched-path r0-to-r2

show route table VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table VPN-AB.inet.0

user@host> show route table VPN-AB.inet.0
      VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.39.1.0/30       *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
      10.39.1.4/30       *[Direct/0] 00:08:42 
                          > via so-5/1/0.0 
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      10.39.1.6/32       *[Local/0] 00:08:46 
                           Local 
      10.255.71.16/32    *[Static/5] 00:07:24 
                          > via so-2/0/0.0 
      10.255.71.17/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.18/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top) 
      10.255.245.245/32  *[BGP/170] 00:08:35, localpref 100 
                            AS path: 2 I 
                          > to 10.39.1.5 via so-5/1/0.0 
      10.255.245.246/32  *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 

show route table VPN_blue.mvpn-inet6.0

user@host> show route table VPN_blue.mvpn-inet6.0
vpn_blue.mvpn-inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.2.202:65535:10.255.2.202/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
1:10.255.2.203:65535:10.255.2.203/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.203
                      AS path: I
                    > via so-0/1/0.0
1:10.255.2.204:65535:10.255.2.204/432
                   *[MVPN/70] 00:57:23, metric2 1
                      Indirect
5:10.255.2.202:65535:128:::192.168.90.2:128:ffff::1/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
6:10.255.2.203:65535:65000:128:::10.12.53.12:128:ffff::1/432
                   *[PIM/105] 00:02:37
                      Multicast (IPv6)
7:10.255.2.202:65535:65000:128:::192.168.90.2:128:ffff::1/432
                   *[MVPN/70] 00:02:37, metric2 1
                      Indirect

show route table VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
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                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: <Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: <Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

user@PE1> show route table green.l2vpn.0 (VPLS Multihoming with FEC 129)
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.2:100:1.1.1.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1.1.1.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
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                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.2:1.1.1.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.4:1.1.1.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard

user@host> show route table red extensive
red.inet.0: 364481 destinations, 714087 routes (364480 active, 48448 holddown, 1
 hidden)
22.0.0.0/32 (3 entries, 1 announced)
        State: <OnList CalcForwarding>
TSI:
KRT in-kernel 22.0.0.0/32 -> {composite(1048575)} Page 0 idx 1 Type 1 val 0x934342c

    Nexthop: Self
    AS path: [2] I
    Communities: target:2:1
Path 22.0.0.0 from 2.3.0.0 Vector len 4.  Val: 1
        @BGP    Preference: 170/-1
                Route Distinguisher: 2:1
                Next hop type: Indirect
                Address: 0x258059e4
                Next-hop reference count: 2
                Source: 2.2.0.0
                Next hop type: Router
                Next hop: 10.1.1.1 via ge-1/1/9.0, selected
                Label operation: Push 707633
                Label TTL action: prop-ttl
                Session Id: 0x17d8
                Protocol next hop: 2.2.0.0
                Push 16
                Composite next hop: 0x25805988 - INH Session ID: 0x193c
                Indirect next hop: 0x23eea900 - INH Session ID: 0x193c
                State: <Secondary Active Int Ext ProtectionPath ProtectionCand>
                Local AS:     2 Peer AS:     2
                Age: 23         Metric2: 35 
                Validation State: unverified 
                Task: BGP_2.2.2.0.0+34549
                AS path: I
                Communities: target:2:1
                Import Accepted
                VPN Label: 16
                Localpref: 0
                Router ID: 2.2.0.0
                Primary Routing Table bgp.l3vpn.0
                Composite next hops: 1
                        Protocol next hop: 2.2.0.0 Metric: 35
                        Push 16
                        Composite next hop: 0x25805988 - INH Session ID: 0x193c
                        Indirect next hop: 0x23eea900 - INH Session ID: 0x193c
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.1.1.1 via ge-1/1/9.0
                                Session Id: 0x17d8
                        2.2.0.0/32 Originating RIB: inet.3
                          Metric: 35                      Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.1.1.1 via ge-1/1/9.0
         BGP    Preference: 170/-1
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                Route Distinguisher: 2:1
                Next hop type: Indirect
                Address: 0x9347028
                Next-hop reference count: 3
                Source: 2.3.0.0
                Next hop type: Router, Next hop index: 702
                Next hop: 10.1.4.2 via ge-1/0/0.0, selected
                Label operation: Push 634278
                Label TTL action: prop-ttl
                Session Id: 0x17d9
                Protocol next hop: 2.3.0.0
                Push 16
                Composite next hop: 0x93463a0 1048575 INH Session ID: 0x17da
                Indirect next hop: 0x91e8800 1048574 INH Session ID: 0x17da
                State: <Secondary NotBest Int Ext ProtectionPath ProtectionCand>

                Inactive reason: Not Best in its group - IGP metric
                Local AS:     2 Peer AS:     2
                Age: 3:34       Metric2: 70 
                Validation State: unverified 
                Task: BGP_2.2.3.0.0+32805
                Announcement bits (2): 0-KRT 1-BGP_RT_Background 
                AS path: I
                Communities: target:2:1
                Import Accepted
                VPN Label: 16
                Localpref: 0
                Router ID: 2.3.0.0
                Primary Routing Table bgp.l3vpn.0
                Composite next hops: 1
                        Protocol next hop: 2.3.0.0 Metric: 70
                        Push 16
                        Composite next hop: 0x93463a0 1048575 INH Session ID: 
0x17da
                        Indirect next hop: 0x91e8800 1048574 INH Session ID: 
0x17da
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.1.4.2 via ge-1/0/0.0
                                Session Id: 0x17d9
                        2.3.0.0/32 Originating RIB: inet.3
                          Metric: 70                      Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.1.4.2 via ge-1/0/0.0
        #Multipath Preference: 255
                Next hop type: Indirect
                Address: 0x24afca30
                Next-hop reference count: 1
                Next hop type: Router
                Next hop: 10.1.1.1 via ge-1/1/9.0, selected
                Label operation: Push 707633
                Label TTL action: prop-ttl
                Session Id: 0x17d8
                Next hop type: Router, Next hop index: 702
                Next hop: 10.1.4.2 via ge-1/0/0.0
                Label operation: Push 634278
                Label TTL action: prop-ttl
                Session Id: 0x17d9
                Protocol next hop: 2.2.0.0
                Push 16
                Composite next hop: 0x25805988 - INH Session ID: 0x193c
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                Indirect next hop: 0x23eea900 - INH Session ID: 0x193c Weight 0x1

                Protocol next hop: 2.3.0.0
                Push 16
                Composite next hop: 0x93463a0 1048575 INH Session ID: 0x17da
                Indirect next hop: 0x91e8800 1048574 INH Session ID: 0x17da Weight
 0x4000   
                State: <ForwardingOnly Int Ext>
                Inactive reason: Forwarding use only
                Age: 23         Metric2: 35 
                Validation State: unverified 
                Task: RT
                AS path: I
                Communities: target:2:1
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show route terse

Syntax show route terse
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route terse

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display a high-level summary of the routes in the routing table.

NOTE: For BGP routes, the show route terse command displays the local

preference attribute andMED instead of themetric1 andmetric2 values. This
is mostly due to historical reasons.

To display themetric1 andmetric2 value of a BGP route, use the show route

extensive command.

Options none—Display a high-level summary of the routes in the routing table.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route terse on page 2626

Output Fields Table 225 on page 2624 describes the output fields for the show route terse command.

Output fields are listed in the approximate order in which they appear.

Table 225: show route terse Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active)

• holddown (routes that are in the pending state before being declared inactive)

• hidden (routes that are not used because of a routing policy)

number routes
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Table 225: show route terse Output Fields (continued)

Field DescriptionField Name

Key for the state of the route:

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

route key

Active route. An asterisk (*) indicates this is the active route.A

Validation status of the route:

• ?—Not evaluated. Indicates that the route was not learned through BGP.

• I—Invalid. Indicates that theprefix is found, but either the correspondingAS received from theEBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• N—Unknown. Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• V—Valid. Indicates that the prefix and autonomous system pair are found in the database.

V

Destination of the route.Destination

Protocol through which the route was learned:

• A—Aggregate

• B—BGP

• C—CCC

• D—Direct

• G—GMPLS

• I—IS-IS

• L—L2CKT, L2VPN, LDP, Local

• K—Kernel

• M—MPLS, MSDP

• O—OSPF

• P—PIM

• R—RIP, RIPng

• S—Static

• T—Tunnel

P

Preference value of the route. In every routing metric except for the BGP LocalPref attribute, a lesser
value is preferred. In order to use common comparison routines, Junos OS stores the 1's complement
of the LocalPref value in the Preference2 field. For example, if the LocalPref value for Route 1 is 100,
the Preference2 value is -101. If the LocalPref value for Route 2 is 155, the Preference2 value is -156.
Route 2 is preferred because it has a higher LocalPref value and a lower Preference2 value.

Prf

First metric value in the route. For routes learned from BGP, this is the MEDmetric.Metric 1

Secondmetric value in the route. For routes learned from BGP, this is the IGPmetric.Metric 2
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Table 225: show route terse Output Fields (continued)

Field DescriptionField Name

Next hop to the destination. An angle bracket (>) indicates that the route is the selected route.Next hop

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

AS path

Sample Output

show route terse

user@host> show route terse
inet.0: 10 destinations, 12 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

A V Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* ? 1.0.1.1/32         O  10          1            >10.0.0.2
  ?                    B 170        100                             I
  unverified                                       >10.0.0.2
* ? 1.1.1.1/32         D   0                       >lo0.2       
* V 2.2.0.2/32         B 170        110                             200 I
  valid                                            >10.0.0.2
* ? 10.0.0.0/30        D   0                       >lt-1/2/0.1  
  ?                    B 170        100                             I
  unverified                                       >10.0.0.2
* ? 10.0.0.1/32        L   0                        Local
* ? 10.0.0.4/30        B 170        100                             I
  unverified                                       >10.0.0.2
* ? 10.0.0.8/30        B 170        100                             I
  unverified                                       >10.0.0.2
* I 172.16.1.1/32      B 170         90                             200 I
  invalid                                          >10.0.0.2
* N 192.168.2.3/32     B 170        100                             200 I
  unknown                                          >10.0.0.2
* ? 224.0.0.5/32       O  10          1             MultiRecv
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CHAPTER 30

Troubleshooting

• Troubleshooting Procedures on page 2627

Troubleshooting Procedures

• Troubleshooting Virtual Routing Instances on page 2627

Troubleshooting Virtual Routing Instances

• Direct Routes Not Leaked Between Routing Instances on page 2627

Direct Routes Not Leaked Between Routing Instances

Problem Direct routes are not exported (leaked) between virtual routing instances For example,

consider the following scenario:

• QFX switch with two virtual routing instances:

• Routing instance 1 connects to downstream device through interface xe-0/0/1.

• Routing instance 2 connects to upstream device through interface xe-0/0/2.

If you enable route leaking between the routing instances (by using the rib-group

statement, for example), thedownstreamdevice cannot connect to theupstreamdevice

because the QFX switch connects to the upstream device over a direct route and these

routes are not leaked between instances.

NOTE: You can see a route to the upstreamdevice in the routing table of the
downstream device, but this route is not functional.

Indirect routes are leaked between routing instances, so the downstream device can

connect to any upstream devices that are connected to the QFX switch over indirect

routes.

Solution This is expected behavior.
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Related
Documentation

• Understanding Virtual Router Routing Instances on page 2304

• Configuring Virtual Router Routing Instances on page 2313

• rib-group on page 2421
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PART 10

Border Gateway Protocol

• Overview on page 2631

• Configuration on page 2639

• Administration on page 3129
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CHAPTER 31

Overview

• BGP Overview on page 2631

BGPOverview

• Understanding BGP on page 2632

• BGP Routes Overview on page 2634

• BGPMessages Overview on page 2635

• Understanding the Advertisement of Multiple Paths to a Single Destination in

BGP on page 2636
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Understanding BGP

BGP is an exterior gateway protocol (EGP) that is used to exchange routing information

among routers indifferentautonomoussystems(ASs). BGP routing information includes

the complete route to each destination. BGP uses the routing information to maintain a

databaseofnetwork reachability information,which it exchangeswithotherBGPsystems.

BGP uses the network reachability information to construct a graph of AS connectivity,

which enables BGP to remove routing loops and enforce policy decisions at the AS level.

Multiprotocol BGP (MBGP) extensions enable BGP to support IP version 6 (IPv6). MBGP

defines theattributesMP_REACH_NLRIandMP_UNREACH_NLRI,whichareused tocarry

IPv6 reachability information. Network layer reachability information (NLRI) update

messages carry IPv6 address prefixes of feasible routes.

BGP allows for policy-based routing. You can use routing policies to choose among

multiple paths to a destination and to control the redistribution of routing information.

BGP uses TCP as its transport protocol, using port 179 for establishing connections.

Running over a reliable transport protocol eliminates the need for BGP to implement

update fragmentation, retransmission, acknowledgment, and sequencing.

The Junos OS routing protocol software supports BGP version 4. This version of BGP

adds support for Classless Interdomain Routing (CIDR), which eliminates the concept

of network classes. Instead of assuming which bits of an address represent the network

by looking at the first octet, CIDR allows you to explicitly specify the number of bits in

the network address, thus providing ameans to decrease the size of the routing tables.

BGPversion4also supports aggregationof routes, including theaggregationofASpaths.

This section discusses the following topics:

• Autonomous Systems on page 2632

• AS Paths and Attributes on page 2632

• External and Internal BGP on page 2633

• Multiple Instances of BGP on page 2633

Autonomous Systems

An autonomous system (AS) is a set of routers that are under a single technical

administration and normally use a single interior gateway protocol and a common set

of metrics to propagate routing information within the set of routers. To other ASs, an

AS appears to have a single, coherent interior routing plan and presents a consistent

picture of what destinations are reachable through it.

AS Paths and Attributes

The routing information thatBGPsystemsexchange includes the complete route to each

destination, as well as additional information about the route. The route to each

destination is called the AS path, and the additional route information is included in path

attributes. BGP uses the AS path and the path attributes to completely determine the

network topology. Once BGP understands the topology, it can detect and eliminate
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routing loops and select among groups of routes to enforce administrative preferences

and routing policy decisions.

External and Internal BGP

BGPsupports two typesof exchangesof routing information: exchangesamongdifferent

ASs and exchanges within a single AS. When used among ASs, BGP is called external

BGP (EBGP) and BGP sessions perform inter-AS routing. When used within an AS, BGP

is called internal BGP (IBGP) and BGP sessions perform intra-AS routing.

Figure 36 on page 2633 illustrates ASs, IBGP, and EBGP.

Figure 36: ASs, EBGP, and IBGP

ABGPsystemsharesnetwork reachability informationwithadjacentBGPsystems,which

are referred to as neighbors or peers.

BGP systems are arranged into groups. In an IBGP group, all peers in the group—called

internal peers—are in the same AS. Internal peers can be anywhere in the local AS and

do not have to be directly connected to one another. Internal groups use routes from an

IGP to resolve forwarding addresses. They also propagate external routes among all

other internal routers running IBGP, computing the next hop by taking the BGP next hop

receivedwith the route and resolving it using information fromoneof the interior gateway

protocols.

In an EBGP group, the peers in the group—called external peers—are in different ASs and

normally share a subnet. In an external group, the next hop is computed with respect to

the interface that is shared between the external peer and the local router.

Multiple Instances of BGP

You can configure multiple instances of BGP at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

Multiple instances of BGP are primarily used for Layer 3 VPN support.
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IGP peers and external BGP (EBGP) peers (both nonmultihop andmultihop) are all

supported for routing instances. BGP peering is established over one of the interfaces

configured under the routing-instances hierarchy.

NOTE: WhenaBGPneighborsendsBGPmessagesto the local routingdevice,
the incoming interface on which thesemessages are receivedmust be
configured in the same routing instance that the BGPneighbor configuration
exists in. This is true for neighbors that are a single hopawayormultiple hops
away.

Routes learned fromtheBGPpeerareaddedto the instance-name.inet.0 tablebydefault.

You can configure import and export policies to control the flow of information into and

out of the instance routing table.

For Layer 3VPNsupport, configureBGPon theprovider edge (PE) router to receive routes

from the customer edge (CE) router and to send the instances’ routes to the CE router

if necessary. You can usemultiple instances of BGP tomaintain separate per-site

forwarding tables for keeping VPN traffic separate on the PE router.

You can configure import and export policies that allow the service provider to control

and rate-limit traffic to and from the customer.

You can configure an EBGPmultihop session for a VRF routing instance. Also, you can

set up the EBGP peer between the PE and CE routers by using the loopback address of

the CE router instead of the interface addresses.

Related
Documentation

BGP Routes Overview on page 2634•

• BGPMessages Overview on page 2635

BGP Routes Overview

A BGP route is a destination, described as an IP address prefix, and information that

describes the path to the destination.

The following information describes the path:

• AS path, which is a list of numbers of the ASs that a route passes through to reach the

local router. The first number in the path is that of the last AS in the path—the AS

closest to the local router. The last number in the path is the AS farthest from the local

router, which is generally the origin of the path.

• Path attributes, which contain additional information about the AS path that is used

in routing policy.

BGP peers advertise routes to each other in update messages.

BGP stores its routes in the Junos OS routing table (inet.0). The routing table stores the

following information about BGP routes:

• Routing information learned from update messages received from peers
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• Local routing information that BGP applies to routes because of local policies

• Information that BGP advertises to BGP peers in update messages

For each prefix in the routing table, the routing protocol process selects a single best

path, called the active path. Unless you configure BGP to advertisemultiple paths to the

same destination, BGP advertises only the active path.

The BGP router that first advertises a route assigns it one of the following values to

identify its origin. During route selection, the lowest origin value is preferred.

• 0—The router originally learned the route throughan IGP (OSPF, IS-IS, or a static route).

• 1—The router originally learned the route through an EGP (most likely BGP).

• 2—The route's origin is unknown.

Related
Documentation

Understanding BGP Path Selection on page 2827•

• Example: Advertising Multiple Paths in BGP on page 2876

BGPMessages Overview

All BGPmessages have the same fixed-size header, which contains a marker field that

is used for both synchronization and authentication, a length field that indicates the

lengthof thepacket, anda type field that indicates themessage type (for example, open,

update, notification, keepalive, and so on).

This section discusses the following topics:

• Open Messages on page 2635

• Update Messages on page 2636

• Keepalive Messages on page 2636

• Notification Messages on page 2636

OpenMessages

After a TCP connection is established between two BGP systems, they exchange BGP

openmessages to create a BGP connection between them. Once the connection is

established, the two systems can exchange BGPmessages and data traffic.

Openmessages consist of the BGP header plus the following fields:

• Version—The current BGP version number is 4.

• Local AS number—You configure this by including the autonomous-system statement

at the [edit routing-options]or [edit logical-systems logical-system-name routing-options]

hierarchy level.

• Hold time—Proposed hold-time value. You configure the local hold time with the BGP

hold-time statement.

• BGP identifier—IP address of the BGP system. This address is determined when the

system starts and is the same for every local interface and every BGP peer. You can
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configure the BGP identifier by including the router-id statement at the [edit

routing-options]or [edit logical-systems logical-system-name routing-options]hierarchy

level. By default, BGP uses the IP address of the first interface it finds in the router.

• Parameter field length and the parameter itself—These are optional fields.

UpdateMessages

BGP systems send updatemessages to exchange network reachability information. BGP

systemsuse this information toconstruct agraph thatdescribes the relationshipsamong

all known ASs.

Update messages consist of the BGP header plus the following optional fields:

• Unfeasible routes length—Length of the withdrawn routes field

• Withdrawn routes—IP address prefixes for the routes being withdrawn from service

because they are no longer deemed reachable

• Total pathattribute length—Lengthof thepathattributes field; it lists thepathattributes

for a feasible route to a destination

• Path attributes—Properties of the routes, including the path origin, the multiple exit

discriminator (MED), the originating system’s preference for the route, and information

about aggregation, communities, confederations, and route reflection

• Network layer reachability information (NLRI)—IP address prefixes of feasible routes

being advertised in the update message

Keepalive Messages

BGP systems exchange keepalive messages to determine whether a link or host has

failed or is no longer available. Keepalive messages are exchanged often enough so that

the hold timer does not expire. These messages consist only of the BGP header.

NotificationMessages

BGP systems send notification messages when an error condition is detected. After the

message is sent, the BGP session and the TCP connection between the BGP systems

are closed. Notification messages consist of the BGP header plus the error code and

subcode, and data that describes the error.

Related
Documentation

Understanding BGP on page 2632•

• BGP Routes Overview on page 2634

Understanding the Advertisement of Multiple Paths to a Single Destination in BGP

BGP peers advertise routes to each other in update messages. BGP stores its routes in

the JunosOS routing table (inet.0). For eachprefix in the routing table, the routingprotocol

process selects a single best path, called the active path. Unless you configure BGP to

advertise multiple paths to the same destination, BGP advertises only the active path.
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Instead of advertising only the active path to a destination, you can configure BGP to

advertise multiple paths to the destination. Within an autonomous system (AS), the

availability of multiple exit points to reach a destination provides the following benefits:

• Fault tolerance—Path diversity leads to reduction in restoration time after failure. For

instance, a border after receiving multiple paths to the same destination can

precompute a backup path and have it ready so that when the primary path becomes

invalid, the border routing device can use the backup to quickly restore connectivity.

Without a backup path, the restoration time depends on BGP reconvergence, which

includeswithdrawandadvertisementmessages in thenetworkbeforeanewbestpath

can be learned.

• Load balancing—The availability of multiple paths to reach the same destination

enables load balancing of traffic, if the routingwithin theASmeets certain constraints.

• Maintenance—The availability of alternate exit points allows for gracefulmaintenance

operation of routers.

The following limitations apply to advertising multiple routes in BGP:

• Address families supported:

• IPv4 unicast (family inet unicast)

• IPv6 unicast (family inet6 unicast)

• IPv4 labeled unicast (family inet labeled-unicast)

• IPv6 labeled unicast (family inet6 labeled-unicast)

• Internal BGP (IBGP) peers only. No support on external BGP (EBGP) peers.

• Master instance only. No support for routing instances.

• Graceful restart supported, but not nonstop active routing (NSR).

• No BGPMonitoring Protocol (BMP) support.

• No support for EBGP sessions between confederations.

• Prefix policies enable you to filter routes on a router that is configured to advertise

multiple paths to a destination. Prefix policies can only match prefixes. They cannot

match route attributes, and they cannot change the attributes of routes.

Related
Documentation

• Understanding BGP Path Selection on page 2827

• Example: Advertising Multiple Paths in BGP on page 2876
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CHAPTER 32

Configuration

• Basic BGP Configuration on page 2639

• BGP Path Attribute Configuration on page 2688

• BGP Policy Configuration on page 2799

• BGP BFD Configuration on page 2844

• BGP Load Balancing Configuration on page 2858

• IBGP Scaling Configuration on page 2928

• BGP Security Configuration on page 2951

• BGP Flap Configuration on page 2972

• BGPMonitoring Configuration on page 2999

• Configuration Statements on page 3007

Basic BGP Configuration

• Examples: Configuring External BGP Peering on page 2639

• Examples: Configuring Internal BGP Peering on page 2662

• Configuring BGPMonitoring Protocol Version 3 on page 2685

Examples: Configuring External BGP Peering

• Understanding External BGP Peering Sessions on page 2639

• Example: Configuring External BGP Point-to-Point Peer Sessions on page 2640

• Example:ConfiguringExternalBGPonLogicalSystemswith IPv6 Interfacesonpage2647

Understanding External BGP Peering Sessions

To establish point-to-point connections between peer autonomous systems (ASs), you

configureaBGPsessiononeach interfaceofapoint-to-point link.Generally, suchsessions

are made at network exit points with neighboring hosts outside the AS.

Figure 37 on page 2640 shows an example of a BGP peering session.
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Figure 37: BGP Peering Session

OSPF RIP

AS 10

AS 3

BA BGP

g0
15

01
3

In Figure37onpage2640,RouterA is agateway router forAS3, andRouterB is agateway

router for AS 10. For traffic internal to either AS, an interior gateway protocol (IGP) is

used (OSPF, for instance). To route traffic between peer ASs, a BGP session is used.

You arrange BGP routing devices into groups of peers. Different peer groups can have

different group types, AS numbers, and route reflector cluster identifiers.

Todefine aBGPgroup that recognizes only the specifiedBGPsystemsaspeers, statically

configure all the system’s peers by including one or more neighbor statements. The peer

neighbor’s address can be either an IPv6 or IPv4 address.

As the number of external BGP (EBGP) groups increases, the ability to support a large

number of BGP sessions might become a scaling issue. The preferred way to configure

a large number of BGP neighbors is to configure a few groups consisting of multiple

neighbors per group. Supporting fewer EBGP groups generally scales better than

supporting a large number of EBGP groups. This becomesmore evident in the case of

hundreds of EBGP groups when compared with a few EBGP groups with multiple peers

in each group.

After the BGP peers are established, BGP routes are not automatically advertised by the

BGP peers. At each BGP-enabled device, policy configuration is required to export the

local, static, or IGP-learned routes into the BGP RIB and then advertise them as BGP

routes to the other peers. BGP's advertisement policy, by default, does not advertise any

non-BGP routes (such as local routes) to peers.

Example: Configuring External BGP Point-to-Point Peer Sessions

This example shows how to configure BGP point-to-point peer sessions.

• Requirements on page 2640

• Overview on page 2641

• Configuration on page 2641

• Verification on page 2643

Requirements

Before you begin, if the default BGP policy is not adequate for your network, configure

routing policies to filter incoming BGP routes and to advertise BGP routes.
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Overview

Figure 38 on page 2641 shows a networkwith BGP peer sessions. In the sample network,

Device E in AS 17 has BGP peer sessions to a group of peers called external-peers. Peers

A, B, and C reside in AS 22 and have IP addresses 10.10.10.2, 10.10.10.6, and 10.10.10.10.

Peer D resides in AS 79, at IP address 10.21.7.2. This example shows the configuration on

Device E.

Figure 38: Typical Network with BGP Peer Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set interfaces ge-1/2/0 unit 0 description to-A
set interfaces ge-1/2/0 unit 0 family inet address 10.10.10.1/30
set interfaces ge-0/0/1 unit 5 description to-B
set interfaces ge-0/0/1 unit 5 family inet address 10.10.10.5/30
set interfaces ge-0/1/0 unit 9 description to-C
set interfaces ge-0/1/0 unit 9 family inet address 10.10.10.9/30
set interfaces ge-1/2/1 unit 21 description to-D
set interfaces ge-1/2/1 unit 21 family inet address 10.21.7.1/30
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 22
set protocols bgp group external-peers neighbor 10.10.10.2
set protocols bgp group external-peers neighbor 10.10.10.6
set protocols bgp group external-peers neighbor 10.10.10.10
set protocols bgp group external-peers neighbor 10.21.7.2 peer-as 79
set routing-options autonomous-system 17
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP peer sessions:

1. Configure the interfaces to Peers A, B, C, and D.

[edit interfaces]
user@E# set ge-1/2/0 unit 0 description to-A
user@E# set ge-1/2/0 unit 0 family inet address 10.10.10.1/30
user@E# set ge-0/0/1 unit 5 description to-B
user@E# set ge-0/0/1 unit 5 family inet address 10.10.10.5/30
user@E# set ge-0/1/0 unit 9 description to-C
user@E# set ge-0/1/0 unit 9 family inet address 10.10.10.9/30
user@E# set ge-1/2/1 unit 21 description to-D
user@E# set ge-1/2/1 unit 21 family inet address 10.21.7.1/30

2. Set the autonomous system (AS) number.

[edit routing-options]
user@E# set autonomous-system 17

3. Create the BGP group, and add the external neighbor addresses.

[edit protocols bgp group external-peers]
user@E# set neighbor 10.10.10.2
user@E# set neighbor 10.10.10.6
user@E# set neighbor 10.10.10.10

4. Specify the autonomous system (AS) number of the external AS.

[edit protocols bgp group external-peers]
user@E# set peer-as 22

5. Add Peer D, and set the AS number at the individual neighbor level.

The neighbor configuration overrides the group configuration. So, while peer-as 22

is set for all the other neighbors in the group, peer-as 79 is set for neighbor 10.21.7.2.

[edit protocols bgp group external-peers]
user@E# set neighbor 10.21.7.2 peer-as 79

6. Set the peer type to external BGP (EBGP).

[edit protocols bgp group external-peers]
user@E# set type external

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

[edit]
user@E# show interfaces
ge-1/2/0 {
unit 0 {
description to-A;
family inet {
address 10.10.10.1/30;

Copyright © 2014, Juniper Networks, Inc.2642

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



}
}

}
ge-0/0/1 {
unit 5 {
description to-B;
family inet {
address 10.10.10.5/30;

}
}

}
ge-0/1/0 {
unit 9 {
description to-C;
family inet {
address 10.10.10.9/30;

}
}

}
ge-1/2/1 {
unit 21 {
description to-D;
family inet {
address 10.21.7.1/30;

}
}

}

[edit]
user@E# show protocols
bgp {
group external-peers {
type external;
peer-as 22;
neighbor 10.10.10.2;
neighbor 10.10.10.6;
neighbor 10.10.10.10;
neighbor 10.21.7.2 {
peer-as 79;

}
}

}

[edit]
user@E# show routing-options
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2644

• Verifying BGP Groups on page 2646

• Verifying BGP Summary Information on page 2646
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Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for

each neighbor address.

Action From operational mode, run the show bgp neighbor command.

user@E> show bgp neighbor
Peer: 10.10.10.2+179 AS 22     Local: 10.10.10.1+65406 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.10.10.2       Local ID: 10.10.10.1       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  Local Interface: ge-1/2/0.0                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 10   Sent 6    Checked 1   
  Input messages:  Total 8522   Updates 1       Refreshes 0     Octets 161922
  Output messages: Total 8433   Updates 0       Refreshes 0     Octets 160290
  Output Queue[0]: 0

Peer: 10.10.10.6+54781 AS 22   Local: 10.10.10.5+179 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.10.10.6       Local ID: 10.10.10.1       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down                   
  Local Interface: ge-0/0/1.5                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
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  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 12   Sent 6    Checked 33  
  Input messages:  Total 8527   Updates 1       Refreshes 0     Octets 162057
  Output messages: Total 8430   Updates 0       Refreshes 0     Octets 160233
  Output Queue[0]: 0

Peer: 10.10.10.10+55012 AS 22  Local: 10.10.10.9+179 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.10.10.10      Local ID: 10.10.10.1       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 2   
  BFD: disabled, down
  Local Interface: fe-0/1/0.9                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 15   Sent 6    Checked 37  
  Input messages:  Total 8527   Updates 1       Refreshes 0     Octets 162057
  Output messages: Total 8429   Updates 0       Refreshes 0     Octets 160214
  Output Queue[0]: 0

Peer: 10.21.7.2+61867 AS 79    Local: 10.21.7.1+179 AS 17   
  Type: External    State: Established    Flags: <ImportEval Sync>
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  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.21.7.2        Local ID: 10.10.10.1       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 3   
  BFD: disabled, down
  Local Interface: ge-1/2/1.21                      
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 79)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0     
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 28   Sent 24   Checked 47  
  Input messages:  Total 8521   Updates 1       Refreshes 0     Octets 161943
  Output messages: Total 8427   Updates 0       Refreshes 0     Octets 160176
  Output Queue[0]: 0

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From operational mode, run the show bgp group command.

user@E> show bgp group
Group Type: External                               Local AS: 17
  Name: external-peers  Index: 0                   Flags: <> 
  Holdtime: 0
  Total peers: 4        Established: 4
  10.10.10.2+179
  10.10.10.6+54781
  10.10.10.10+55012
  10.21.7.2+61867
  inet.0: 0/0/0/0

Groups: 1  Peers: 4    External: 4    Internal: 0    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 0          0          0          0          0          0

Verifying BGP Summary Information

Purpose Verify that the BGP configuration is correct.
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Action From operational mode, run the show bgp summary command.

user@E> show bgp summary
Groups: 1 Peers: 4 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 0          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
10.10.10.2               22       8559       8470       0       0 2d 16:12:56 
0/0/0/0              0/0/0/0
10.10.10.6               22       8566       8468       0       0 2d 16:12:12 
0/0/0/0              0/0/0/0
10.10.10.10              22       8565       8466       0       0 2d 16:11:31 
0/0/0/0              0/0/0/0
10.21.7.2                79       8560       8465       0       0 2d 16:10:58 
0/0/0/0              0/0/0/0

Example: Configuring External BGP on Logical Systemswith IPv6 Interfaces

This example showshow to configure external BGP (EBGP)point-to-point peer sessions

on logical systems with IPv6 interfaces.

• Requirements on page 2647

• Overview on page 2647

• Configuration on page 2648

• Verification on page 2657

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

JunosOSsupportsEBGPpeer sessionsbymeansof IPv6addresses.An IPv6peer session

can be configured when an IPv6 address is specified in the neighbor statement. This

example uses EUI-64 to generate IPv6 addresses that are automatically applied to the

interfaces. An EUI-64 address is an IPv6 address that uses the IEEE EUI-64 format for

the interface identifier portion of the address (the last 64 bits).

NOTE: Alternatively, you can configure EBGP sessions usingmanually
assigned 128-bit IPv6 addresses.

If you use 128-bit link-local addresses for the interfaces, youmust include
the local-interface statement. This statement is valid only for 128-bit IPv6

link-local addressesand ismandatory for configuringan IPv6EBGP link-local
peer session.

Configuring EBGP peering using link-local addresses is only applicable for
directly connected interfaces. There is no support for multihop peering.

After your interfaces are up, you can use the show interfaces terse command to view the

EUI-64-generated IPv6 addresses on the interfaces. Youmust use these generated
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addresses in the BGP neighbor statements. This example demonstrates the full

end-to-end procedure.

In this example, Frame Relay interface encapsulation is applied to the logical tunnel (lt)

interfaces. This is a requirement because only Frame Relay encapsulation is supported

when IPv6 addresses are configured on the lt interfaces.

Figure 39onpage 2648 showsanetworkwithBGPpeer sessions. In the sample network,

Router R1 has five logical systems configured. Device E in autonomous system (AS) 17

has BGP peer sessions to a group of peers called external-peers. Peers A, B, and C reside

in AS 22. This example shows the step-by-step configuration on Logical System A and

Logical System E.

Figure 39: Typical Network with BGP Peer Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device A set logical-systems A interfaces lt-0/1/0 unit 1 description to-E
set logical-systems A interfaces lt-0/1/0 unit 1 encapsulation frame-relay
set logical-systems A interfaces lt-0/1/0 unit 1 dlci 1
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set logical-systems A interfaces lt-0/1/0 unit 1 peer-unit 25
set logical-systems A interfaces lt-0/1/0 unit 1 family inet6 address 2001:db8:0:1::/64
eui-64

set logical-systems A interfaces lo0 unit 1 family inet6 address 2001:db8::1/128
set logical-systems A protocols bgp group external-peers type external
set logical-systems A protocols bgp group external-peers peer-as 17
set logical-systems A protocols bgp group external-peers neighbor
2001:db8:0:1:2a0:a502:0:19da

set logical-systems A routing-options router-id 1.1.1.1
set logical-systems A routing-options autonomous-system 22

Device B set logical-systems B interfaces lt-0/1/0 unit 6 description to-E
set logical-systems B interfaces lt-0/1/0 unit 6 encapsulation frame-relay
set logical-systems B interfaces lt-0/1/0 unit 6 dlci 6
set logical-systems B interfaces lt-0/1/0 unit 6 peer-unit 5
set logical-systems B interfaces lt-0/1/0 unit 6 family inet6 address 2001:db8:0:2::/64
eui-64

set logical-systems B interfaces lo0 unit 2 family inet6 address 2001:db8::2/128
set logical-systems B protocols bgp group external-peers type external
set logical-systems B protocols bgp group external-peers peer-as 17
set logical-systems B protocols bgp group external-peers neighbor
2001:db8:0:2:2a0:a502:0:5da

set logical-systems B routing-options router-id 2.2.2.2
set logical-systems B routing-options autonomous-system 22

Device C set logical-systems C interfaces lt-0/1/0 unit 10 description to-E
set logical-systems C interfaces lt-0/1/0 unit 10 encapsulation frame-relay
set logical-systems C interfaces lt-0/1/0 unit 10 dlci 10
set logical-systems C interfaces lt-0/1/0 unit 10 peer-unit 9
set logical-systems C interfaces lt-0/1/0 unit 10 family inet6 address 2001:db8:0:3::/64
eui-64

set logical-systems C interfaces lo0 unit 3 family inet6 address 2001:db8::3/128
set logical-systems C protocols bgp group external-peers type external
set logical-systems C protocols bgp group external-peers peer-as 17
set logical-systems C protocols bgp group external-peers neighbor
2001:db8:0:3:2a0:a502:0:9da

set logical-systems C routing-options router-id 3.3.3.3
set logical-systems C routing-options autonomous-system 22

Device D set logical-systems D interfaces lt-0/1/0 unit 7 description to-E
set logical-systems D interfaces lt-0/1/0 unit 7 encapsulation frame-relay
set logical-systems D interfaces lt-0/1/0 unit 7 dlci 7
set logical-systems D interfaces lt-0/1/0 unit 7 peer-unit 21
set logical-systems D interfaces lt-0/1/0 unit 7 family inet6 address 2001:db8:0:4::/64
eui-64

set logical-systems D interfaces lo0 unit 4 family inet6 address 2001:db8::4/128
set logical-systems D protocols bgp group external-peers type external
set logical-systems D protocols bgp group external-peers peer-as 17
set logical-systems D protocols bgp group external-peers neighbor
2001:db8:0:4:2a0:a502:0:15da

set logical-systems D routing-options router-id 4.4.4.4
set logical-systems D routing-options autonomous-system 79

Device E set logical-systems E interfaces lt-0/1/0 unit 5 description to-B
set logical-systems E interfaces lt-0/1/0 unit 5 encapsulation frame-relay
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set logical-systems E interfaces lt-0/1/0 unit 5 dlci 6
set logical-systems E interfaces lt-0/1/0 unit 5 peer-unit 6
set logical-systems E interfaces lt-0/1/0 unit 5 family inet6 address 2001:db8:0:2::/64
eui-64

set logical-systems E interfaces lt-0/1/0 unit 9 description to-C
set logical-systems E interfaces lt-0/1/0 unit 9 encapsulation frame-relay
set logical-systems E interfaces lt-0/1/0 unit 9 dlci 10
set logical-systems E interfaces lt-0/1/0 unit 9 peer-unit 10
set logical-systems E interfaces lt-0/1/0 unit 9 family inet6 address 2001:db8:0:3::/64
eui-64

set logical-systems E interfaces lt-0/1/0 unit 21 description to-D
set logical-systems E interfaces lt-0/1/0 unit 21 encapsulation frame-relay
set logical-systems E interfaces lt-0/1/0 unit 21 dlci 7
set logical-systems E interfaces lt-0/1/0 unit 21 peer-unit 7
set logical-systems E interfaces lt-0/1/0 unit 21 family inet6 address 2001:db8:0:4::/64
eui-64

set logical-systems E interfaces lt-0/1/0 unit 25 description to-A
set logical-systems E interfaces lt-0/1/0 unit 25 encapsulation frame-relay
set logical-systems E interfaces lt-0/1/0 unit 25 dlci 1
set logical-systems E interfaces lt-0/1/0 unit 25 peer-unit 1
set logical-systems E interfaces lt-0/1/0 unit 25 family inet6 address 2001:db8:0:1::/64
eui-64

set logical-systems E interfaces lo0 unit 5 family inet6 address 2001:db8::5/128
set logical-systems E protocols bgp group external-peers type external
set logical-systems E protocols bgp group external-peers peer-as 22
set logical-systems E protocols bgp group external-peers neighbor
2001:db8:0:1:2a0:a502:0:1da

set logical-systems E protocols bgp group external-peers neighbor
2001:db8:0:2:2a0:a502:0:6da

set logical-systems E protocols bgp group external-peers neighbor
2001:db8:0:3:2a0:a502:0:ada

set logical-systems E protocols bgp group external-peers neighbor
2001:db8:0:4:2a0:a502:0:7da peer-as 79

set logical-systems E routing-options router-id 5.5.5.5
set logical-systems E routing-options autonomous-system 17

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP peer sessions:

1. Run the show interfaces terse command to verify that the physical router has a

logical tunnel (lt) interface.

user@R1> show interfaces terse
Interface               Admin Link Proto    Local                 Remote
...
lt-0/1/0                up    up  
...

2. On Logical SystemA, configure the interface encapsulation, peer-unit number, and

DLCI to reach Logical System E.

user@R1> set cli logical-systemA
Logical system: A
[edit]
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user@R1:A> edit
Entering configurationmode
[edit]
user@R1:A# edit interfaces
[edit interfaces]
user@R1:A# set lt-0/1/0 unit 1 encapsulation frame-relay
user@R1:A# set lt-0/1/0 unit 1 dlci 1
user@R1:A# set lt-0/1/0 unit 1 peer-unit 25

3. On Logical System A, configure the network address for the link to Peer E, and

configure a loopback interface.

[edit interfaces]
user@R1:A# set lt-0/1/0 unit 1 description to-E
user@R1:A# set lt-0/1/0 unit 1 family inet6 address 2001:db8:0:1::/64 eui-64
user@R1:A# set lo0 unit 1 family inet6 address 2001:db8::1/128

4. On Logical System E, configure the interface encapsulation, peer-unit number, and

DLCI to reach Logical System A.

user@R1> set cli logical-system E
Logical system: E
[edit]
user@R1:E> edit
Entering configurationmode
[edit]
user@R1:E# edit interfaces
[edit interfaces]
user@R1:E# set lt-0/1/0 unit 25 encapsulation frame-relay
user@R1:E# set lt-0/1/0 unit 25 dlci 1
user@R1:E# set lt-0/1/0 unit 25 peer-unit 1

5. On Logical System E, configure the network address for the link to Peer A, and

configure a loopback interface.

[edit interfaces]
user@R1:E# set lt-0/1/0 unit 25 description to-A
user@R1:E# set lt-0/1/0 unit 25 family inet6 address 2001:db8:0:1::/64 eui-64
user@R1:E# set lo0 unit 5 family inet6 address 2001:db8::5/128

6. Runthe showinterfacestersecommandtosee the IPv6addresses thataregenerated

by EUI-64.

The 2001 addresses are used in this example in the BGP neighbor statements.

NOTE: The fe80 addresses are link-local addresses and are not used
in this example.

user@R1:A> show interfaces terse
Interface               Admin Link Proto    Local                 Remote
Logical system: A

betsy@tp8:A> show interfaces terse 
Interface               Admin Link Proto    Local                 Remote
lt-0/1/0               
lt-0/1/0.1              up    up   inet6    2001:db8:0:1:2a0:a502:0:1da/64
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                                            fe80::2a0:a502:0:1da/64
lo0                    
lo0.1                   up    up   inet6    2001:db8::1     
                                            fe80::2a0:a50f:fc56:1da

user@R1:E> show interfaces terse
Interface               Admin Link Proto    Local                 Remote
lt-0/1/0               
lt-0/1/0.25             up    up   inet6    2001:db8:0:1:2a0:a502:0:19da/64

                                            fe80::2a0:a502:0:19da/64
lo0                    
lo0.5                   up    up   inet6    2001:db8::5     
                                            fe80::2a0:a50f:fc56:1da

7. Repeat the interface configuration on the other logical systems.

Configuring the External BGP Sessions

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP peer sessions:

1. OnLogical SystemA, create the BGPgroup, and add the external neighbor address.

[edit protocols bgp group external-peers]
user@R1:A# set neighbor 2001:db8:0:1:2a0:a502:0:19da

2. On Logical SystemE, create the BGP group, and add the external neighbor address.

[edit protocols bgp group external-peers]
user@R1:E# set neighbor 2001:db8:0:1:2a0:a502:0:1da

3. On Logical SystemA, specify the autonomous system (AS) number of the external

AS.

[edit protocols bgp group external-peers]
user@R1:A# set peer-as 17

4. On Logical System E, specify the autonomous system (AS) number of the external

AS.

[edit protocols bgp group external-peers]
user@R1:E# set peer-as 22

5. On Logical System A, set the peer type to EBGP.

[edit protocols bgp group external-peers]
user@R1:A# set type external

6. On Logical System E, set the peer type to EBGP.

[edit protocols bgp group external-peers]
user@R1:E# set type external

7. On Logical System A, set the autonomous system (AS) number and router ID.

[edit routing-options]
user@R1:A# set router-id 1.1.1.1
user@R1:A# set autonomous-system 22
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8. On Logical System E, set the AS number and router ID.

[edit routing-options]
user@R1:E# set router-id 5.5.5.5
user@R1:E# set autonomous-system 17

9. Repeat these steps for Peers A, B, C, and D.

Results Fromconfigurationmode, confirmyour configurationbyentering the showlogical-systems

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

[edit]
user@R1# show logical-systems
A {
interfaces {
lt-0/1/0 {
unit 1 {
description to-E;
encapsulation frame-relay;
dlci 1;
peer-unit 25;
family inet6 {
address 2001:db8:0:1::/64 {
eui-64;

}
}

}
}
lo0 {
unit 1 {
family inet6 {
address 2001:db8::1/128;

}
}

}
}
protocols {
bgp {
group external-peers {
type external;
peer-as 17;
neighbor 2001:db8:0:1:2a0:a502:0:19da;

}
}
routing-options {
router-id 1.1.1.1;
autonomous-system 22;

}
}
B {
interfaces {
lt-0/1/0 {
unit 6 {
description to-E;
encapsulation frame-relay;
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dlci 6;
peer-unit 5;
family inet6 {
address 2001:db8:0:2::/64 {
eui-64;

}
}

}
}
lo0 {
unit 2 {
family inet6 {
address 2001:db8::2/128;

}
}

}
}
protocols {
bgp {
group external-peers {
type external;
peer-as 17;
neighbor 2001:db8:0:2:2a0:a502:0:5da;

}
}
routing-options {
router-id 2.2.2.2;
autonomous-system 22;

}
}
C {
interfaces {
lt-0/1/0 {
unit 10 {
description to-E;
encapsulation frame-relay;
dlci 10;
peer-unit 9;
family inet6 {
address 2001:db8:0:3::/64 {
eui-64;

}
}

}
}
lo0 {
unit 3 {
family inet6 {
address 2001:db8::3/128;

}
}

}
}
protocols {
bgp {
group external-peers {

Copyright © 2014, Juniper Networks, Inc.2654

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



type external;
peer-as 17;
neighbor 2001:db8:0:3:2a0:a502:0:9da;

}
}

}
routing-options {
router-id 3.3.3.3;
autonomous-system 22;

}
}
D {
interfaces {
lt-0/1/0 {
unit 7 {
description to-E;
encapsulation frame-relay;
dlci 7;
peer-unit 21;
family inet6 {
address 2001:db8:0:4::/64 {
eui-64;

}
}

}
}
lo0 {
unit 4 {
family inet6 {
address 2001:db8::4/128;

}
}

}
}
protocols {
bgp {
group external-peers {
type external;
peer-as 17;
neighbor 2001:db8:0:4:2a0:a502:0:15da;

}
}
routing-options {
router-id 4.4.4.4;
autonomous-system 79;

}
}
E {
interfaces {
lt-0/1/0 {
unit 5 {
description to-B;
encapsulation frame-relay;
dlci 6;
peer-unit 6;
family inet6 {
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address 2001:db8:0:2::/64 {
eui-64;

}
}

}
unit 9 {
description to-C;
encapsulation frame-relay;
dlci 10;
peer-unit 10;
family inet6 {
address 2001:db8:0:3::/64 {
eui-64;

}
}

}
unit 21 {
description to-D;
encapsulation frame-relay;
dlci 7;
peer-unit 7;
family inet6 {
address 2001:db8:0:4::/64 {
eui-64;

}
}

}
unit 25 {
description to-A;
encapsulation frame-relay;
dlci 1;
peer-unit 1;
family inet6 {
address 2001:db8:0:1::/64 {
eui-64;

}
}

}
}
lo0 {
unit 5 {
family inet6 {
address 2001:db8::5/128;

}
}

}
}
protocols {
bgp {
group external-peers {
type external;
peer-as 22;
neighbor 2001:db8:0:1:2a0:a502:0:1da;
neighbor 2001:db8:0:2:2a0:a502:0:6da;
neighbor 2001:db8:0:3:2a0:a502:0:ada;
neighbor 2001:db8:0:4:2a0:a502:0:7da {

Copyright © 2014, Juniper Networks, Inc.2656

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



peer-as 79;
}

}
}

}
routing-options {
router-id 5.5.5.5;
autonomous-system 17;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2657

• Verifying BGP Groups on page 2660

• Verifying BGP Summary Information on page 2660

• Checking the Routing Table on page 2660

Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for

each neighbor address.

Action From operational mode, run the show bgp neighbor command.

user@R1:E> show bgp neighbor
Peer: 2001:db8:0:1:2a0:a502:0:1da+54987 AS 22 Local: 
2001:db8:0:1:2a0:a502:0:19da+179 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Open Message Error
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Error: 'Open Message Error' Sent: 20 Recv: 0
  Peer ID: 1.1.1.1         Local ID: 5.5.5.5           Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  Local Interface: lt-0/1/0.25                      
  NLRI for restart configured on peer: inet6-unicast
  NLRI advertised by peer: inet6-unicast
  NLRI for this session: inet6-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet6-unicast
  NLRI of received end-of-rib markers: inet6-unicast
  NLRI of all end-of-rib markers sent: inet6-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet6.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
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    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 7    Sent 18   Checked 81  
  Input messages:  Total 1611   Updates 1       Refreshes 0     Octets 30660
  Output messages: Total 1594   Updates 0       Refreshes 0     Octets 30356
  Output Queue[0]: 0

Peer: 2001:db8:0:2:2a0:a502:0:6da+179 AS 22 Local: 
2001:db8:0:2:2a0:a502:0:5da+55502 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Open Message Error
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Error: 'Open Message Error' Sent: 26 Recv: 0
  Peer ID: 2.2.2.2         Local ID: 5.5.5.5           Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 2   
  BFD: disabled, down
  Local Interface: lt-0/1/0.5                       
  NLRI for restart configured on peer: inet6-unicast
  NLRI advertised by peer: inet6-unicast
  NLRI for this session: inet6-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet6-unicast
  NLRI of received end-of-rib markers: inet6-unicast
  NLRI of all end-of-rib markers sent: inet6-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet6.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 15   Sent 8    Checked 8   
  Input messages:  Total 1610   Updates 1       Refreshes 0     Octets 30601
  Output messages: Total 1645   Updates 0       Refreshes 0     Octets 32417
  Output Queue[0]: 0

Peer: 2001:db8:0:3:2a0:a502:0:ada+55983 AS 22 Local: 
2001:db8:0:3:2a0:a502:0:9da+179 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 3.3.3.3         Local ID: 5.5.5.5           Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 3   
  BFD: disabled, down
  Local Interface: lt-0/1/0.9                       
  NLRI for restart configured on peer: inet6-unicast
  NLRI advertised by peer: inet6-unicast
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  NLRI for this session: inet6-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet6-unicast
  NLRI of received end-of-rib markers: inet6-unicast
  NLRI of all end-of-rib markers sent: inet6-unicast
  Peer supports 4 byte AS extension (peer-as 22)
  Peer does not support Addpath
  Table inet6.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 21   Sent 21   Checked 67  
  Input messages:  Total 1610   Updates 1       Refreshes 0     Octets 30641
  Output messages: Total 1587   Updates 0       Refreshes 0     Octets 30223
  Output Queue[0]: 0

Peer: 2001:db8:0:4:2a0:a502:0:7da+49255 AS 79 Local: 
2001:db8:0:4:2a0:a502:0:15da+179 AS 17   
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 4.4.4.4         Local ID: 5.5.5.5           Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down
  Local Interface: lt-0/1/0.21                      
  NLRI for restart configured on peer: inet6-unicast
  NLRI advertised by peer: inet6-unicast
  NLRI for this session: inet6-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet6-unicast
  NLRI of received end-of-rib markers: inet6-unicast
  NLRI of all end-of-rib markers sent: inet6-unicast
  Peer supports 4 byte AS extension (peer-as 79)
  Peer does not support Addpath
  Table inet6.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0     
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 6    Sent 17   Checked 25  
  Input messages:  Total 1615   Updates 1       Refreshes 0     Octets 30736
  Output messages: Total 1593   Updates 0       Refreshes 0     Octets 30337
  Output Queue[0]: 0

Meaning IPv6 unicast network layer reachability information (NLRI) is being exchanged between

the neighbors.
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Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From operational mode, run the show bgp group command.

user@R1:E> show bgp group
Group Type: External                               Local AS: 17
  Name: external-peers  Index: 0                   Flags: <>
  Holdtime: 0
  Total peers: 4        Established: 4
  2001:db8:0:1:2a0:a502:0:1da+54987
  2001:db8:0:2:2a0:a502:0:6da+179
  2001:db8:0:3:2a0:a502:0:ada+55983
  2001:db8:0:4:2a0:a502:0:7da+49255
  inet6.0: 0/0/0/0

Groups: 1  Peers: 4    External: 4    Internal: 0    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet6.0                0          0          0          0          0          0
inet6.2                0          0          0          0          0          0

Meaning The group type is external, and the group has four peers.

Verifying BGP Summary Information

Purpose Verify that the BGP that the peer relationships are established.

Action From operational mode, run the show bgp summary command.

user@R1:E> show bgp summary
Groups: 1 Peers: 4 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet6.0                0          0          0          0          0          0
inet6.2                0          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
2001:db8:0:1:2a0:a502:0:1da          22       1617       1600       0       0   
 12:07:00 Establ
  inet6.0: 0/0/0/0
2001:db8:0:2:2a0:a502:0:6da          22       1616       1651       0       0   
 12:06:56 Establ
  inet6.0: 0/0/0/0
2001:db8:0:3:2a0:a502:0:ada          22       1617       1594       0       0   
 12:04:32 Establ
  inet6.0: 0/0/0/0
2001:db8:0:4:2a0:a502:0:7da          79       1621       1599       0       0   
 12:07:00 Establ
  inet6.0: 0/0/0/0

Meaning The Down peers: 0 output shows that the BGP peers are in the established state.

Checking the Routing Table

Purpose Verify that the inet6.0 routing table is populated with local and direct routes.
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Action From operational mode, run the show route command.

user@R1:E> show route
inet6.0: 15 destinations, 18 routes (15 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8::5/128    *[Direct/0] 12:41:18
                    > via lo0.5
2001:db8:0:1::/64  *[Direct/0] 14:40:01
                    > via lt-0/1/0.25
2001:db8:0:1:2a0:a502:0:19da/128
                   *[Local/0] 14:40:01
                      Local via lt-0/1/0.25
2001:db8:0:2::/64  *[Direct/0] 14:40:02
                    > via lt-0/1/0.5
2001:db8:0:2:2a0:a502:0:5da/128
                   *[Local/0] 14:40:02
                      Local via lt-0/1/0.5
2001:db8:0:3::/64  *[Direct/0] 14:40:02
                    > via lt-0/1/0.9
2001:db8:0:3:2a0:a502:0:9da/128
                   *[Local/0] 14:40:02
                      Local via lt-0/1/0.9
2001:db8:0:4::/64  *[Direct/0] 14:40:01
                    > via lt-0/1/0.21
2001:db8:0:4:2a0:a502:0:15da/128
                   *[Local/0] 14:40:01
                      Local via lt-0/1/0.21
fe80::/64          *[Direct/0] 14:40:02
                    > via lt-0/1/0.5
                    [Direct/0] 14:40:02
                    > via lt-0/1/0.9
                    [Direct/0] 14:40:01
                    > via lt-0/1/0.21
                    [Direct/0] 14:40:01
                    > via lt-0/1/0.25
fe80::2a0:a502:0:5da/128
                   *[Local/0] 14:40:02
                      Local via lt-0/1/0.5
fe80::2a0:a502:0:9da/128
                   *[Local/0] 14:40:02
                      Local via lt-0/1/0.9
fe80::2a0:a502:0:15da/128
                   *[Local/0] 14:40:01
                      Local via lt-0/1/0.21
fe80::2a0:a502:0:19da/128
                   *[Local/0] 14:40:01
                      Local via lt-0/1/0.25
fe80::2a0:a50f:fc56:1da/128
                   *[Direct/0] 12:41:18
                    > via lo0.5

Meaning The inet6.0 routing table contains local and direct routes. To populate the routing table

with other types of routes, youmust configure routing policies.

Related
Documentation

Examples: Configuring Internal BGP Peering on page 2662•

• BGP Configuration Overview
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Examples: Configuring Internal BGP Peering

• Understanding Internal BGP Peering Sessions on page 2662

• Example: Configuring Internal BGP Peer Sessions on page 2663

• Example: Configuring Internal BGPPeering Sessions on Logical Systems on page 2674

Understanding Internal BGP Peering Sessions

When two BGP-enabled devices are in the same autonomous system (AS), the BGP

session is called an internal BGP session, or IBGP session. BGP uses the samemessage

types on IBGP and external BGP (EBGP) sessions, but the rules for when to send each

message and how to interpret eachmessage differ slightly. For this reason, some people

refer to IBGP and EBGP as two separate protocols.

Figure 40: Internal and External BGP

In Figure 40 on page 2662, Device Jackson, DeviceMemphis, andDevice Biloxi have IBGP

peer sessionswith eachother. Likewise, DeviceMiami andDeviceAtlanta have IBGPpeer

sessions between each other.

The purpose of IBGP is to provide ameans by which EBGP route advertisements can be

forwarded throughout thenetwork. In theory, toaccomplish this taskyoucould redistribute

all of your EBGP routes into an interior gateway protocol (IGP), such as OSPF or IS-IS.

This, however, is not recommended in a production environment because of the large

numberof EBGP routes in the Internet andbecauseof theway that IGPsoperate. In short,

with that many routes the IGP churns or crashes.

Generally, the loopback interface (lo0) is used to establish connections between IBGP

peers. The loopback interface is always up as long as the device is operating. If there is

a route to the loopback address, the IBGPpeering session stays up. If a physical interface

address is used instead and that interface goes up and down, the IBGP peering session

also goes up and down. Thus the loopback interface provides fault tolerance in case the

physical interface or the link goes down, if the device has link redundancy.

While IBGP neighbors do not need to be directly connected, they do need to be fully

meshed. In this case, fullymeshedmeans that eachdevice is logically connected to every
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other device through neighbor peer relationships. The neighbor statement creates the

mesh.Becauseof the fullmesh requirementof IBGP, youmustconfigure individualpeering

sessions between all IBGP devices in the AS. The full mesh need not be physical links.

Rather, the configuration on each routing devicemust create a fullmesh of peer sessions

(using multiple neighbor statements).

NOTE: The requirement for a full mesh is waived if you configure a
confederation or route reflection.

To understand the full-mesh requirement, consider that an IBGP-learned route cannot

be readvertised to another IBGP peer. The reason for preventing the readvertisement of

IBGP routes and requiring the full mesh is to avoid routing loops within an AS. The AS

path attribute is the means by which BGP routing devices avoid loops. The path

information is examined for the local AS number only when the route is received from

an EBGP peer. Because the attribute is only modified across AS boundaries, this system

works well. However, the fact that the attribute is only modified across AS boundaries

presents an issue inside the AS. For example, suppose that routing devices A, B, and C

are all in the same AS. Device A receives a route from an EBGP peer and sends the route

to Device B, which installs it as the active route. The route is then sent to Device C, which

installs it locally and sends it back to Device A. If Device A installs the route, a loop is

formed within the AS. The routing devices are not able to detect the loop because the

ASpathattribute isnotmodifiedduring theseadvertisements.Therefore, theBGPprotocol

designers decided that the only assurance of never forming a routing loopwas to prevent

an IBGPpeer fromadvertisingan IBGP-learned routewithin theAS. For route reachability,

the IBGP peers are fully meshed.

IBGP supportsmultihop connections, so IBGPneighbors canbe located anywherewithin

the AS and often do not share a link. A recursive route lookup resolves the loopback

peering address to an IP forwarding next hop. The lookup service is provided by static

routes or an IGP, such as OSPF.

Example: Configuring Internal BGP Peer Sessions

This example shows how to configure internal BGP peer sessions.

• Requirements on page 2663

• Overview on page 2663

• Configuration on page 2665

• Verification on page 2672

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

In this example, you configure internal BGP (IBGP) peer sessions. The loopback interface

(lo0) is used to establish connections between IBGP peers. The loopback interface is

always up as long as the device is operating. If there is a route to the loopback address,
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the IBGP peer session stays up. If a physical interface address is used instead and that

interface goes up and down, the IBGP peer session also goes up and down. Thus, if the

device has link redundancy, the loopback interface provides fault tolerance in case the

physical interface or one of the links goes down.

When a device peers with a remote device’s loopback interface address, the local device

expects BGP update messages to come from (be sourced by) the remote device’s

loopback interface address. The local-address statement enables you to specify the

source information in BGP update messages. If you omit the local-address statement,

the expected source of BGP update messages is based on the device’s source address

selection rules,which normally results in the egress interface address being the expected

source of update messages. When this happens, the peer session is not established

because amismatch exists between the expected source address (the egress interface

of the peer) and the actual source (the loopback interface of the peer). Tomake sure

that theexpectedsourceaddressmatches theactual sourceaddress, specify the loopback

interface address in the local-address statement.

Because IBGP supportsmultihop connections, IBGP neighbors can be located anywhere

within the autonomous system (AS) and often do not share a link. A recursive route

lookup resolves the loopback peer address to an IP forwarding next hop. In this example,

this service is provided by OSPF. Although interior gateway protocol (IGP) neighbors do

not need to be directly connected, they do need to be fully meshed. In this case, fully

meshedmeans that each device is logically connected to every other device through

neighbor peer relationships. The neighbor statement creates the mesh.

NOTE: The requirement for a full mesh is waived if you configure a
confederation or route reflection.

After the BGP peers are established, BGP routes are not automatically advertised by the

BGP peers. At each BGP-enabled device, policy configuration is required to export the

local, static, or IGP-learned routes into the BGP routing information base (RIB) and then

advertise themas BGP routes to the other peers. BGP's advertisement policy, by default,

does not advertise any non-BGP routes (such as local routes) to peers.

In the sample network, the devices in AS 17 are fully meshed in the group internal-peers.

The devices have loopback addresses 192.168.6.5, 192.163.6.4, and 192.168.40.4.

Figure 41 on page 2665 shows a typical network with internal peer sessions.
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Figure 41: Typical Network with IBGP Sessions
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Configuration

• Configuring Device A on page 2666

• Configuring Device B on page 2668

• Configuring Device C on page 2670

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device A set interfaces ge-0/1/0 unit 1 description to-B
set interfaces ge-0/1/0 unit 1 family inet address 10.10.10.1/30
set interfaces lo0 unit 1 family inet address 192.168.6.5/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers description “connections to B and C”
set protocols bgp group internal-peers local-address 192.168.6.5
set protocols bgp group internal-peers export send-direct
set protocols bgp group internal-peers neighbor 192.163.6.4
set protocols bgp group internal-peers neighbor 192.168.40.4
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface ge-0/1/0.1
set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept
set routing-options router-id 192.168.6.5
set routing-options autonomous-system 17

Device B set interfaces ge-0/1/0 unit 2 description to-A
set interfaces ge-0/1/0 unit 2 family inet address 10.10.10.2/30
set interfaces ge-0/1/1 unit 5 description to-C
set interfaces ge-0/1/1 unit 5 family inet address 10.10.10.5/30
set interfaces lo0 unit 2 family inet address 192.163.6.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers description “connections to A and C”
set protocols bgp group internal-peers local-address 192.163.6.4
set protocols bgp group internal-peers export send-direct
set protocols bgp group internal-peers neighbor 192.168.40.4
set protocols bgp group internal-peers neighbor 192.168.6.5
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set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface ge-0/1/0.2
set protocols ospf area 0.0.0.0 interface ge-0/1/1.5
set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept
set routing-options router-id 192.163.6.4
set routing-options autonomous-system 17

Device C set interfaces ge-0/1/0 unit 6 description to-B
set interfaces ge-0/1/0 unit 6 family inet address 10.10.10.6/30
set interfaces lo0 unit 3 family inet address 192.168.40.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers description “connections to A and B”
set protocols bgp group internal-peers local-address 192.168.40.4
set protocols bgp group internal-peers export send-direct
set protocols bgp group internal-peers neighbor 192.163.6.4
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface ge-0/1/0.6
set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept
set routing-options router-id 192.168.40.4
set routing-options autonomous-system 17

Configuring Device A

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure internal BGP peer sessions on Device A:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 1]
user@A# set description to-B
user@A# set family inet address 10.10.10.1/30

[edit interfaces]
user@A# set lo0 unit 1 family inet address 192.168.6.5/32

2. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though

Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@A# set type internal
user@A# set description “connections to B and C”
user@A# set local-address 192.168.6.5
user@A# set export send-direct
user@A# set neighbor 192.163.6.4
user@A# set neighbor 192.168.40.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
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user@A# set interface lo0.1 passive
user@A# set interface ge-0/1/0.1

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@A# set from protocol direct
user@A# set then accept

5. Configure the router ID and the AS number.

[edit routing-options]
user@A# set router-id 192.168.6.5
user@A# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@A# show interfaces
ge-0/1/0 {
unit 1 {
description to-B;
family inet {
address 10.10.10.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.6.5/32;

}
}

}

user@A# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

user@A# show protocols
bgp {
group internal-peers {
type internal;
description “connections to B and C”;
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;
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}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface ge-0/1/0.1;

}
}

user@A# show routing-options
router-id 192.168.6.5;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device B

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure internal BGP peer sessions on Device B:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 2]
user@B# set description to-A
user@B# set family inet address 10.10.10.2/30

[edit interfaces ge-0/1/1]
user@B# set unit 5 description to-C
user@B# set unit 5 family inet address 10.10.10.5/30

[edit interfaces]
user@B# set lo0 unit 2 family inet address 192.163.6.4/32

2. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though

Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@B# set type internal
user@B# set description “connections to A and C”
user@B# set local-address 192.163.6.4
user@B# set export send-direct
user@B# set neighbor 192.168.40.4
user@B# set neighbor 192.168.6.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@B# set interface lo0.2 passive
user@B# set interface ge-0/1/0.2
user@B# set interface ge-0/1/1.5
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4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@B# set from protocol direct
user@B# set then accept

5. Configure the router ID and the AS number.

[edit routing-options]
user@B# set router-id 192.163.6.4
user@B# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@B# show interfaces
ge-0/1/0 {
unit 2 {
description to-A;
family inet {
address 10.10.10.2/30;

}
}

}
ge-0/1/1 {
unit 5 {
description to-C;
family inet {
address 10.10.10.5/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.163.6.4/32;

}
}

}

user@B# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

user@B# show protocols
bgp {
group internal-peers {
type internal;
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description “connections to A and C”;
local-address 192.163.6.4;
export send-direct;
neighbor 192.168.40.4;
neighbor 192.168.6.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface ge-0/1/0.2;
interface ge-0/1/1.5;

}
}

user@B# show routing-options
router-id 192.163.6.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device C

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure internal BGP peer sessions on Device C:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 6]
user@C# set description to-B
user@C# set family inet address 10.10.10.6/30

[edit interfaces]
user@C# set lo0 unit 3 family inet address 192.168.40.4/32

2. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though

Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@C# set type internal
user@C# set description “connections to A and B”
user@C# set local-address 192.168.40.4
user@C# set export send-direct
user@C# set neighbor 192.163.6.4
user@C# set neighbor 192.168.6.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@C# set interface lo0.3 passive
user@C# set interface ge-0/1/0.6
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4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@C# set from protocol direct
user@C# set then accept

5. Configure the router ID and the AS number.

[edit routing-options]
user@C# set router-id 192.168.40.4
user@C# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@C# show interfaces
ge-0/1/0 {
unit 6 {
description to-B;
family inet {
address 10.10.10.6/30;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.40.4/32;

}
}

}

user@C# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

user@C# show protocols
bgp {
group internal-peers {
type internal;
description “connections to A and B”;
local-address 192.168.40.4;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.6.5;

}
}
ospf {
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area 0.0.0.0 {
interface lo0.3 {
passive;

}
interface ge-0/1/0.6;

}
}

user@C# show routing-options
router-id 192.168.40.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2672

• Verifying BGP Groups on page 2673

• Verifying BGP Summary Information on page 2674

• Verifying That BGP Routes Are Installed in the Routing Table on page 2674

Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for

each neighbor address.

Action From operational mode, enter the show bgp neighbor command.

user@A> show bgp neighbor
Peer: 192.163.6.4+179 AS 17    Local: 192.168.6.5+58852 AS 17   
  Type: Internal    State: Established    Flags: Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-direct ] 
  Options: Preference LocalAddress Refresh
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.163.6.4     Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
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    Active prefixes:              0
    Received prefixes:            3
    Accepted prefixes:            3
    Suppressed due to damping:    0
    Advertised prefixes:          2
  Last traffic (seconds): Received 25   Sent 19   Checked 67  
  Input messages:  Total 2420   Updates 4       Refreshes 0     Octets 46055
  Output messages: Total 2411   Updates 2       Refreshes 0     Octets 45921
  Output Queue[0]: 0

Peer: 192.168.40.4+179 AS 17   Local: 192.168.6.5+56466 AS 17   
  Type: Internal    State: Established    Flags: Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-direct ] 
  Options: Preference LocalAddress Refresh
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.168.40.4    Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            2
    Accepted prefixes:            2
    Suppressed due to damping:    0
    Advertised prefixes:          2
  Last traffic (seconds): Received 7    Sent 21   Checked 24  
  Input messages:  Total 2412   Updates 2       Refreshes 0     Octets 45867
  Output messages: Total 2409   Updates 2       Refreshes 0     Octets 45883
  Output Queue[0]: 0

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From operational mode, enter the show bgp group command.

user@A> show bgp group
Group Type: Internal    AS: 17                     Local AS: 17
  Name: internal-peers  Index: 0                   Flags: <Export Eval>
  Export: [ send-direct ] 
  Holdtime: 0
  Total peers: 2        Established: 2
  192.163.6.4+179
  192.168.40.4+179
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  inet.0: 0/5/5/0

Groups: 1  Peers: 2    External: 0    Internal: 2    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 5          0          0          0          0          0

Verifying BGP Summary Information

Purpose Verify that the BGP configuration is correct.

Action From operational mode, enter the show bgp summary command.

user@A> show bgp summary
Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 5          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.163.6.4              17       2441       2432       0       0    18:18:52 
0/3/3/0              0/0/0/0
192.168.40.4             17       2432       2430       0       0    18:18:48 
0/2/2/0              0/0/0/0

Verifying That BGP Routes Are Installed in the Routing Table

Purpose Verify that the export policy configuration is causing the BGP routes to be installed in the

routing tables of the peers.

Action From operational mode, enter the show route protocol bgp command.

user@A> show route protocol bgp
inet.0: 7 destinations, 12 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.0/30       [BGP/170] 07:09:57, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via ge-0/1/0.1
10.10.10.4/30       [BGP/170] 07:09:57, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via ge-0/1/0.1
                    [BGP/170] 07:07:12, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via ge-0/1/0.1
192.163.6.4/32      [BGP/170] 07:09:57, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via ge-0/1/0.1
192.168.40.4/32     [BGP/170] 07:07:12, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via ge-0/1/0.1

Example: Configuring Internal BGP Peering Sessions on Logical Systems

This example shows how to configure internal BGP peer sessions on logical systems.

• Requirements on page 2675

• Overview on page 2675
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• Configuration on page 2675

• Verification on page 2682

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

In this example, you configure internal BGP (IBGP) peering sessions.

In the sample network, the devices in AS 17 are fully meshed in the group internal-peers.

The devices have loopback addresses 192.168.6.5, 192.163.6.4, and 192.168.40.4.

Figure 42 on page 2675 shows a typical network with internal peer sessions.

Figure 42: Typical Network with IBGP Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set logical-systems A interfaces lt-0/1/0 unit 1 description to-B
set logical-systems A interfaces lt-0/1/0 unit 1 encapsulation ethernet
set logical-systems A interfaces lt-0/1/0 unit 1 peer-unit 2
set logical-systems A interfaces lt-0/1/0 unit 1 family inet address 10.10.10.1/30
set logical-systems A interfaces lo0 unit 1 family inet address 192.168.6.5/32
set logical-systems A protocols bgp group internal-peers type internal
set logical-systems A protocols bgp group internal-peers local-address 192.168.6.5
set logical-systems A protocols bgp group internal-peers export send-direct
set logical-systems A protocols bgp group internal-peers neighbor 192.163.6.4
set logical-systems A protocols bgp group internal-peers neighbor 192.168.40.4
set logical-systems A protocols ospf area 0.0.0.0 interface lo0.1 passive
set logical-systems A protocols ospf area 0.0.0.0 interface lt-0/1/0.1
set logical-systems A policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems A policy-options policy-statement send-direct term 2 then accept
set logical-systems A routing-options router-id 192.168.6.5
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set logical-systems A routing-options autonomous-system 17
set logical-systems B interfaces lt-0/1/0 unit 2 description to-A
set logical-systems B interfaces lt-0/1/0 unit 2 encapsulation ethernet
set logical-systems B interfaces lt-0/1/0 unit 2 peer-unit 1
set logical-systems B interfaces lt-0/1/0 unit 2 family inet address 10.10.10.2/30
set logical-systems B interfaces lt-0/1/0 unit 5 description to-C
set logical-systems B interfaces lt-0/1/0 unit 5 encapsulation ethernet
set logical-systems B interfaces lt-0/1/0 unit 5 peer-unit 6
set logical-systems B interfaces lt-0/1/0 unit 5 family inet address 10.10.10.5/30
set logical-systems B interfaces lo0 unit 2 family inet address 192.163.6.4/32
set logical-systems B protocols bgp group internal-peers type internal
set logical-systems B protocols bgp group internal-peers local-address 192.163.6.4
set logical-systems B protocols bgp group internal-peers export send-direct
set logical-systems B protocols bgp group internal-peers neighbor 192.168.40.4
set logical-systems B protocols bgp group internal-peers neighbor 192.168.6.5
set logical-systems B protocols ospf area 0.0.0.0 interface lo0.2 passive
set logical-systems B protocols ospf area 0.0.0.0 interface lt-0/1/0.2
set logical-systems B protocols ospf area 0.0.0.0 interface lt-0/1/0.5
set logical-systems B policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems B policy-options policy-statement send-direct term 2 then accept
set logical-systems B routing-options router-id 192.163.6.4
set logical-systems B routing-options autonomous-system 17
set logical-systems C interfaces lt-0/1/0 unit 6 description to-B
set logical-systems C interfaces lt-0/1/0 unit 6 encapsulation ethernet
set logical-systems C interfaces lt-0/1/0 unit 6 peer-unit 5
set logical-systems C interfaces lt-0/1/0 unit 6 family inet address 10.10.10.6/30
set logical-systems C interfaces lo0 unit 3 family inet address 192.168.40.4/32
set logical-systems C protocols bgp group internal-peers type internal
set logical-systems C protocols bgp group internal-peers local-address 192.168.40.4
set logical-systems C protocols bgp group internal-peers export send-direct
set logical-systems C protocols bgp group internal-peers neighbor 192.163.6.4
set logical-systems C protocols bgp group internal-peers neighbor 192.168.6.5
set logical-systems C protocols ospf area 0.0.0.0 interface lo0.3 passive
set logical-systems C protocols ospf area 0.0.0.0 interface lt-0/1/0.6
set logical-systems C policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems C policy-options policy-statement send-direct term 2 then accept
set logical-systems C routing-options router-id 192.168.40.4
set logical-systems C routing-options autonomous-system 17

Device A

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure internal BGP peer sessions on Device A:

1. Configure the interfaces.

[edit logical-systems A interfaces lt-0/1/0 unit 1]
user@R1# set description to-B
user@R1# set encapsulation ethernet
user@R1# set peer-unit 2
user@R1# set family inet address 10.10.10.1/30
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user@R1# set family inet address 192.168.6.5/32
user@R1# up
user@R1# up
[edit logical-systems A interfaces]
user@R1# set lo0 unit 1 family inet address 192.168.6.5/32
user@R1# exit
[edit]
user@R1# edit logical-systems B interfaces lt-0/1/0
[edit logical-systems B interfaces lt-0/1/0]
user@R1# set unit 2 description to-A
user@R1# set unit 2 encapsulation ethernet
user@R1# set unit 2 peer-unit 1
user@R1# set unit 2 family inet address 10.10.10.2/30
user@R1# set unit 5 description to-C
user@R1# set unit 5 encapsulation ethernet
user@R1# set unit 5 peer-unit 6
user@R1# set family inet address 10.10.10.5/30
user@R1# up
[edit logical-systems B interfaces]
user@R1# set lo0 unit 2 family inet address 192.163.6.4/32
user@R1# exit
[edit]
user@R1# edit logical-systems C interfaces lt-0/1/0 unit 6
[edit logical-systems C interfaces lt-0/1/0 unit 6]
set description to-B
set encapsulation ethernet
set peer-unit 5
set family inet address 10.10.10.6/30
user@R1# up
user@R1# up
[edit logical-systems C interfaces]
set lo0 unit 3 family inet address 192.168.40.4/32

2. Configure BGP.

On Logical System A, the neighbor statements are included for both Device B and

Device C, even though Logical System A is not directly connected to Device C.

[edit logical-systems A protocols bgp group internal-peers]
user@R1# set type internal
user@R1# set local-address 192.168.6.5
user@R1# set export send-direct
user@R1# set neighbor 192.163.6.4
user@R1# set neighbor 192.168.40.4

[edit logical-systems B protocols bgp group internal-peers]
user@R1# set type internal
user@R1# set local-address 192.163.6.4
user@R1# set export send-direct
user@R1# set neighbor 192.168.40.4
user@R1# set neighbor 192.168.6.5

[edit logical-systems C protocols bgp group internal-peers]
user@R1# set type internal
user@R1# set local-address 192.168.40.4
user@R1# set export send-direct
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user@R1# set neighbor 192.163.6.4
user@R1# set neighbor 192.168.6.5

3. Configure OSPF.

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface lt-0/1/0.1

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface lo0.2 passive
user@R1# set interface lt-0/1/0.2
user@R1# set interface lt-0/1/0.5

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface lo0.3 passive
user@R1# set interface lt-0/1/0.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit logical-systems A policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

[edit logical-systems B policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

[edit logical-systems C policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

5. Configure the router ID and the autonomous system (AS) number.

[edit logical-systems A routing-options]
user@R1# set router-id 192.168.6.5
user@R1# set autonomous-system 17

[edit logical-systems B routing-options]
user@R1# set router-id 192.163.6.4
user@R1# set autonomous-system 17

[edit logical-systems C routing-options]
user@R1# set router-id 192.168.40.4
user@R1# set autonomous-system 17

Results Fromconfigurationmode, confirmyour configurationbyentering the showlogical-systems

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@R1# show logical-systems
A {
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interfaces {
lt-0/1/0 {
unit 1 {
description to-B;
encapsulation ethernet;
peer-unit 2;
family inet {
address 10.10.10.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.6.5/32;

}
}

}
}
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface lt-0/1/0.1;

}
}

}
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

}
routing-options {
router-id 192.168.6.5;
autonomous-system 17;

}
}
B {
interfaces {
lt-0/1/0 {
unit 2 {
description to-A;
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encapsulation ethernet;
peer-unit 1;
family inet {
address 10.10.10.2/30;

}
}
unit 5 {
description to-C;
encapsulation ethernet;
peer-unit 6;
family inet {
address 10.10.10.5/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.163.6.4/32;

}
}

}
}
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.163.6.4;
export send-direct;
neighbor 192.168.40.4;
neighbor 192.168.6.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface lt-0/1/0.2;
interface lt-0/1/0.5;

}
}

}
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

}
routing-options {
router-id 192.163.6.4;
autonomous-system 17;

}
}
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C {
interfaces {
lt-0/1/0 {
unit 6 {
description to-B;
encapsulation ethernet;
peer-unit 5;
family inet {
address 10.10.10.6/30;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.40.4/32;

}
}

}
}
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.168.40.4;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.6.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.3 {
passive;

}
interface lt-0/1/0.6;

}
}

}
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

}
routing-options {
router-id 192.168.40.4;
autonomous-system 17;

}
}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2682

• Verifying BGP Groups on page 2683

• Verifying BGP Summary Information on page 2683

• Verifying That BGP Routes Are Installed in the Routing Table on page 2684

Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for

each neighbor address.

Action From the operational mode, enter the show bgp neighbor command.

user@R1> show bgp neighbor logical-systemA
Peer: 192.163.6.4+179 AS 17    Local: 192.168.6.5+58852 AS 17   
  Type: Internal    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-direct ] 
  Options: <Preference LocalAddress Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.163.6.4     Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            3
    Accepted prefixes:            3
    Suppressed due to damping:    0
    Advertised prefixes:          2
  Last traffic (seconds): Received 16   Sent 1    Checked 63  
  Input messages:  Total 15713  Updates 4       Refreshes 0     Octets 298622
  Output messages: Total 15690  Updates 2       Refreshes 0     Octets 298222
  Output Queue[0]: 0

Peer: 192.168.40.4+179 AS 17   Local: 192.168.6.5+56466 AS 17   
  Type: Internal    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
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  Export: [ send-direct ] 
  Options: <Preference LocalAddress Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.168.40.4    Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            2
    Accepted prefixes:            2
    Suppressed due to damping:    0
    Advertised prefixes:          2
  Last traffic (seconds): Received 15   Sent 22   Checked 68  
  Input messages:  Total 15688  Updates 2       Refreshes 0     Octets 298111
  Output messages: Total 15688  Updates 2       Refreshes 0     Octets 298184
  Output Queue[0]: 0

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From the operational mode, enter the show bgp group command.

user@A> show bgp group logical-systemA
Group Type: Internal    AS: 17                     Local AS: 17
  Name: internal-peers  Index: 0                   Flags: <Export Eval>
  Export: [ send-direct ] 
  Holdtime: 0
  Total peers: 2        Established: 2
  192.163.6.4+179
  192.168.40.4+179
  inet.0: 0/5/5/0

Groups: 1  Peers: 2    External: 0    Internal: 2    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 5          0          0          0          0          0

Verifying BGP Summary Information

Purpose Verify that the BGP configuration is correct.

Action From the operational mode, enter the show bgp summary command.

user@A> show bgp summary logical-systemA
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Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 5          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.163.6.4              17      15723      15700       0       0 4d 22:13:15 
0/3/3/0              0/0/0/0
192.168.40.4             17      15698      15699       0       0 4d 22:13:11 
0/2/2/0              0/0/0/0

Verifying That BGP Routes Are Installed in the Routing Table

Purpose Verify that the export policy configuration is working.

Action From the operational mode, enter the show route protocol bgp command.

user@A> show route protocol bgp logical-systemA
inet.0: 7 destinations, 12 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.0/30       [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via lt-0/1/0.1
10.10.10.4/30       [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via lt-0/1/0.1
                    [BGP/170] 4d 11:03:10, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via lt-0/1/0.1
192.163.6.4/32      [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via lt-0/1/0.1
192.168.40.4/32     [BGP/170] 4d 11:03:10, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via lt-0/1/0.1

Related
Documentation

Examples: Configuring External BGP Peering on page 2639•
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Configuring BGPMonitoring Protocol Version 3

BGPMonitoring Protocol (BMP) allows the Junos OS to send the BGP route information

from the router to amonitoring application on a separate device. Themonitoring

application is called the BMPmonitoring station or BMP station. To deploy BMP in your

network, you need to configure BMP on each router and you also need to configure at

least one BMP station. This procedure describes how to configure BMP on a router.

You can specify these settings for all BMP stations by configuring the statements

described here at the [edit routing-options bmp] hierarchy level. You can also configure

settings for specific BMP stations by configuring these statements at the [edit

routing-options bmp station station-name] hierarchy level.

The following procedure describes how to configure BMP version 3 on the router:

1. Specify the name or address for the BMPmonitoring station by configuring the
station-address statement. Youcanspecify oneor theother but notboth. Theaddress
must be a valid IPv4 or IPv6 address.

station-address (station-address | station-name);

2. Specify the authentication algorithm used to encrypt authentication between the
BMP-enabled routerandtheBMPstationusing theauthentication-algorithmstatement.

authentication-algorithm algorithm;

You can specify one of the following types of authentication algorithms:

• aes-128-cmac-96—Cipher-basedmessage authentication code (AES128, 96 bits).

• hmac-sha-1-96—Hash-basedmessage authentication code (SHA1, 96 bits).

• md5—Message digest 5.

3. SpecifyanMD5authenticationkey(password)using theauthentication-keystatement.

authentication-key key;

4. Specify the authentication key chain using the authentication-key-chain statement.

authentication-key-chain key-chain;

The authentication key chain itself needs to be configured at the [edit security

authentication-key-chains key-chain] hierarchy level. For a detailed example, see

“Example: Configuring Route Authentication for BGP” on page 2953.

5. Specify how to handle a BMP station flap by configuring the hold-down statement. A
flap is when the TCP session unexpectedly switches from established to
non-established. The BMP station can be prevented from attempting to reconnect
to the device for a specified period of time.

hold-down {
seconds;
flaps number;
period seconds;

}
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You can specify the following options for the hold-down statement:

• seconds—Specify the time in seconds to wait before allowing the BMP station to

reconnect to the device.

• flaps number—Specify the number of BMP station flaps allowed before terminating

the connection to the BMP station and triggering the hold down timer.

• period seconds—Specify the time in seconds between BMP station flaps before

terminating the connection to the BMP station and triggering the hold down timer.

6. (Optional) Specify an initiation message to be sent to the BMP station using the
initiation-message statement. This statementallowsyou toprovide some information
to the BMP station system administrator (for example, a contact phone number).

initiation-message text;

7. Specify the connection mode for the connection between the BMP-enabled router
and the BMP station using the connection-mode statement. The connection mode
can be active or passive:

• active—BMP initiates the connection to the BMP station. If you configure active
mode, youmust also configure a station port using the station-port statement.
However, youmust not configure a local port (active mode).

• passive—BMPdoesnot initiateaconnection theBMPstation.However, it does listen
for a connection request from active BMP stations and will connect if a station is
available. If you configure passive mode, youmust not configure a station port.
However, youmust configure a local port using the local-port statement (passive
mode).

connection-mode (active | passive);

8. Specify theport number for theBMPmonitoring stationbyconfiguring the station-port
statement. See also connection-mode.

station-port port;

9. Specify the listeningport for theBMPstationconnectionusing the local-portstatement.
See also connection-mode.

If you change the local port, the BMP station connection flaps when you commit the
configuration.

local-port

10. (Optional) Specify the IPv4 or IPv6 address for the BMP connection on the device
using the local-address statement. For bothactive andpassive connections, configure
a loopback local address. This provides a consistent local endpoint, is useful for
debugging, and assures greater reliability for the BMP connection since it is not tied
to a single router interface.

For passivemode, specifying a local address is required. It also provides some security
againstamaliciousBMPconnection. Foractivemode,wealso recommendconfiguring
a local address to help ensure reliability.

If you change the local address, the BMP station connection flaps when you commit
the configuration.

local-address address;
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11. BMPmonitoring is enabled by default. You can explicitly enable BMPmonitoring or
disable it. You can also selectively enable or disable BMPmonitoring at various
hierarchy levels (for example, [edit protocols bgpgroupgroup-name] or [edit protocols
bgp group group-name neighbor address]). If you disable BMPmonitoring, withdrawal
messages are sent for any previously advertised routes. These are followedby a down
message. If you enableBMPmonitoring, anupmessage is sent first and then the route
advertisements follow.

monitor (enable | disable);

12. Specify thedispatchpriority forBMPbyconfiguring thepriority statement.Thedispatch
priority controls the frequencywithwhich thedevice is able to forwardBMPmessages
to BMP stations. You can configure the dispatch priority as either high,medium, or
low.

priority (high | medium | low);

13. Specifywhether BMPshould sendpre-policy routemonitoringmessages, post-policy
route monitoring messages, both types of messages, or none at all. The pre-policy
can be configured to exclude routes that are non-feasible for the decision process
(for example, a route loop) by including the non-feasible option for the pre-policy
statement. This represents the view of the BGP routes before running the import
policy.

Thepost-policy canbeconfigured toexclude routes thatarenoteligible for thedecision
process (for example, protocol nexthop not resolved) by including the
exclude-non-eligible option for the post-policy statement. This represents the view of
the BGP routes after running the import policy. If the import policy has rejected the
BGP route, the route does not exist in the post policy view.

You can explicitly disable route monitoring by specifying the none option for the
route-monitoring statement. This is the default behavior.

route-monitoring {
none;
post-policy {
exclude-non-eligble;

}
pre-policy {
exclude-non-feasible;

}
}

14. Configure how often statistics messages are sent to the BMPmonitoring station by
specifying the number of seconds betweenmessage transmissions using
statistics-timeout statement. If you configure a value of 0, no statistics messages are
sent.

statistics-timeout seconds;

Related
Documentation

Example: Configuring Route Authentication for BGP on page 2953•
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BGP Path Attribute Configuration

• Example: Configuring BGP Local Preference on page 2688

• Examples: Configuring BGPMED on page 2701

• Examples: Configuring BGP Local AS on page 2740

• Example: Configuring the Accumulated IGP Attribute for BGP on page 2760

Example: Configuring BGP Local Preference

• Understanding the BGP Local Preference on page 2688

• Example: Configuring the Local Preference Value for BGP Routes on page 2688

Understanding the BGP Local Preference

Internal BGP (IBGP) sessions use ametric called the local preference, which is carried in

IBGP update packets in the path attribute LOCAL_PREF. When an autonomous system

(AS) has multiple routes to another AS, the local preference indicates the degree of

preference for one routeover theother routes. The routewith thehighest local preference

value is preferred.

The LOCAL_PREF path attribute is always advertised to IBGP peers and to neighboring

confederations. It is never advertised toexternal BGP(EBGP)peers. Thedefault behavior

is to not modify the LOCAL_PREF path attribute if it is present.

TheLOCAL_PREFpathattributeappliesat export timeonly,when the routesareexported

from the routing table into BGP.

If a BGP route is received without a LOCAL_PREF attribute, the route is stored in the

routing table and advertised by BGP as if it were received with a LOCAL_PREF value

of 100. A non-BGP route that is advertised by BGP is advertised with a LOCAL_PREF

value of 100 by default.

Example: Configuring the Local Preference Value for BGP Routes

This example shows how to configure local preference in internal BGP (IBGP) peer

sessions.

• Requirements on page 2688

• Overview on page 2688

• Configuration on page 2689

• Verification on page 2699

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

To change the local preferencemetric advertised in the path attribute, youmust include

the local-preference statement, specifyingavalue from0through4,294,967,295(2
32
– 1).
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There are several reasons youmight want to prefer one path over another. For example,

compared to other paths, one path might be less expensive to use, might have higher

bandwidth, or might bemore stable.

Figure 43 onpage 2689 shows a typical networkwith internal peer sessions andmultiple

exit points to a neighboring AS.

Figure 43: Typical Network with IBGP Sessions andMultiple Exit Points

To reach Device R4, Device R1 can take a path through either Device R2 or Device R3. By

default, the local preference is 100 for either route.When the local preferences are equal,

Junos OS has rules for breaking the tie and choosing a path. (See “Understanding BGP

PathSelection”onpage2827.) In thisexample, theactive route is throughDeviceR2because

the router ID of Device R2 is lower than the router ID of Device R3. The following example

showshowtooverride thedefault behaviorwithanexplicit setting for the local preference.

The example configures a local preference of 300 on Device R3, thereby making Device

R3 the preferred path to reach Device R4.

Configuration

• Configuring Device R1 on page 2691

• Configuring Device R2 on page 2693

• Configuring Device R3 on page 2695

• Configuring Device R4 on page 2697

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 12.12.12.1/24
set interfaces fe-1/2/1 unit 2 family inet address 13.13.13.1/24
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set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.1.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.2
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.1.1

Device R2 set interfaces fe-1/2/0 unit 3 family inet address 12.12.12.2/24
set interfaces fe-1/2/1 unit 4 family inet address 24.24.24.2/24
set interfaces lo0 unit 2 family inet address 192.168.2.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.2.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 24.24.24.4
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.3
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

Device R3 set interfaces fe-1/2/0 unit 5 family inet address 13.13.13.3/24
set interfaces fe-1/2/1 unit 6 family inet address 34.34.34.3/24
set interfaces lo0 unit 3 family inet address 192.168.3.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.3.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 34.34.34.4
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.5
set protocols ospf area 0.0.0.0 interface fe-1/2/1.6
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.3.1

Device R4 set interfaces fe-1/2/0 unit 7 family inet address 24.24.24.4/24
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set interfaces fe-1/2/1 unit 8 family inet address 34.34.34.4/24
set interfaces lo0 unit 4 family inet address 192.168.4.1/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 123
set protocols bgp group external neighbor 34.34.34.3
set protocols bgp group external neighbor 24.24.24.2
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 4
set routing-options router-id 192.168.4.1

Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@R1# set family inet address 12.12.12.1/24

[edit interfaces fe-1/2/1 unit 2]
user@R1# set family inet address 13.13.13.1/24

[edit interfaces lo0 unit 1]
user@R1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R1# set type internal
user@R1# set local-address 192.168.1.1
user@R1# set export send-direct
user@R1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface fe-1/2/0.1
user@R1# set interface fe-1/2/1.2

4. Configure a policy that accepts direct routes.

NOTE: Other useful options for this scenariomight be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
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user@R1# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 123
user@R1# set router-id 192.168.1.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 12.12.12.1/24;

}
}

}
fe-1/2/1 {
unit 2 {
family inet {
address 13.13.13.1/24;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.1.1/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R1# show protocols
bgp {
group internal {
type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;

}
}
ospf {
area 0.0.0.0 {
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interface lo0.1 {
passive;

}
interface fe-1/2/0.1;
interface fe-1/2/1.2;

}
}

user@R1# show routing-options
autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R2# set family inet address 12.12.12.21/24

[edit interfaces fe-1/2/1 unit 4]
user@R2# set family inet address 24.24.24.2/24

[edit interfaces lo0 unit 2]
user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R2# set type internal
user@R2# set local-address 192.168.2.1
user@R2# set export send-direct
user@R2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1

[edit protocols bgp group external]
user@R2# set type external
user@R2# set export send-direct
user@R2# set peer-as 4
user@R2# set neighbor 24.24.24.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface lo0.2 passive
user@R2# set interface fe-1/2/0.3
user@R2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.
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NOTE: Other useful options for this scenariomight be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 12.12.12.2/24;

}
}

}
fe-1/2/1 {
unit 4 {
family inet {
address 24.24.24.2/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.2.1/32;

}
}

}

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R2# show protocols
bgp {
group internal {
type internal;

Copyright © 2014, Juniper Networks, Inc.2694

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;

}
group external {
type external;
export send-direct;
peer-as 4;
neighbor 24.24.24.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface fe-1/2/0.3;
interface fe-1/2/1.4;

}
}

user@R2# show routing-options
autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 5]
user@R3# set family inet address 13.13.13.3/24

[edit interfaces fe-1/2/1 unit 6]
user@R3# set family inet address 34.34.34.3/24

[edit interfaces lo0 unit 3]
user@R3# set family inet address 192.168.3.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R3# set type internal
user@R3# set local-address 192.168.3.1
user@R3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1
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[edit protocols bgp group external]
user@R3# set type external
user@R3# set export send-direct
user@R3# set peer-as 4
user@R3# set neighbor 34.34.34.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface lo0.3 passive
user@R3# set interface fe-1/2/0.5
user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

NOTE: Other useful options for this scenariomight be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R3# set from protocol direct
user@R3# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit 5 {
family inet {
address 13.13.13.3/24;

}
}

}
fe-1/2/1 {
unit 6 {
family inet {
address 34.34.34.3/24;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.3.1/32;

}
}
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}

user@R3# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R3# show protocols
bgp {
group internal {
type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;

}
group external {
type external;
export send-direct;
peer-as 4;
neighbor 34.34.34.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.3 {
passive;

}
interface fe-1/2/0.5;
interface fe-1/2/1.6;

}
}

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 7]
user@R4# set family inet address 24.24.24.4/24

[edit interfaces fe-1/2/1 unit 8]
user@R4# set family inet address 34.34.34.4/24
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[edit interfaces lo0 unit 4]
user@R4# set family inet address 192.168.4.1/32

2. Configure BGP.

[edit protocols bgp group external]
user@R4# set type external
user@R4# set export send-direct
user@R4# set peer-as 123
user@R4# set neighbor 34.34.34.3
user@R4# set neighbor 24.24.24.2

3. Configure a policy that accepts direct routes.

NOTE: Other useful options for this scenariomight be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R4# set from protocol direct
user@R4# set then accept

4. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 7 {
family inet {
address 24.24.24.4/24;

}
}

}
fe-1/2/1 {
unit 8 {
family inet {
address 34.34.34.4/24;

}
}

}
lo0 {
unit 4 {
family inet {
address 192.168.4.1/32;

}
}

}
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user@R4# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R4# show protocols
bgp {
group external {
type external;
export send-direct;
peer-as 123;
neighbor 34.34.34.3;
neighbor 24.24.24.2;

}
}

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the Active Path From Device R1 to Device R4 on page 2699

• Altering the Local Preference to Change the Path Selection on page 2700

• Rechecking the Active Path From Device R1 to Device R4 on page 2700

Checking the Active Path FromDevice R1 to Device R4

Purpose Verify that the active path from Device R1 to Device R4 goes through Device R2.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 11 destinations, 18 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

12.12.12.0/24       [BGP/170] 00:11:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
13.13.13.0/24       [BGP/170] 00:11:48, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
24.24.24.0/24       [BGP/170] 00:11:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
34.34.34.0/24       [BGP/170] 00:11:48, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.2.1/32      [BGP/170] 00:11:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
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192.168.3.1/32      [BGP/170] 00:11:48, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.4.1/32     *[BGP/170] 00:05:14, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1
                    [BGP/170] 00:05:14, localpref 100, from 192.168.3.1
                      AS path: 4 I
                    > to 13.13.13.3 via fe-1/2/1.2

Meaning The asterisk (*) shows that the preferred path is through Device R2. In the default

configuration, Device R2 has a lower router ID than Device R3. The router ID is controlling

the path selection.

Altering the Local Preference to Change the Path Selection

Purpose Change the path so that it goes through Device R3.

Action From configuration mode, enter the set local-preference 300 command.

[edit protocols bgp group internal]
user@R3# set local-preference 300
user@R3# commit

Rechecking the Active Path FromDevice R1 to Device R4

Purpose Verify that the active path from Device R1 to Device R4 goes through Device R3.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 11 destinations, 17 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

12.12.12.0/24       [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
13.13.13.0/24       [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
24.24.24.0/24       [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
34.34.34.0/24       [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.2.1/32      [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
192.168.3.1/32      [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.4.1/32     *[BGP/170] 00:00:21, localpref 300, from 192.168.3.1
                      AS path: 4 I
                    > to 13.13.13.3 via fe-1/2/1.2 
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Meaning The asterisk (*) shows that the preferred path is through Device R3. In the altered

configuration,DeviceR3hasahigher localpreference thanDeviceR2.The localpreference

is controlling the path selection.

Related
Documentation

Examples: Configuring Internal BGP Peering on page 2662•

• BGP Configuration Overview

Examples: Configuring BGPMED

• Understanding the MED Attribute on page 2701

• Example: Configuring the MED Attribute Directly on page 2703

• Example: Configuring the MED Using Route Filters on page 2716

• Example: Configuring the MED Using Communities on page 2729

• Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED

Updates on page 2730

Understanding theMED Attribute

The BGPmultiple exit discriminator (MED, or MULTI_EXIT_DISC) is a non-transitive

attribute, meaning that it is not propagated throughout the Internet, but only to adjacent

autonomous systems (ASs). TheMED attribute is optional, meaning that it is not always

sentwith the BGP updates. The purpose ofMED is to influence howother ASs enter your

AS to reach a certain prefix.

The MED attribute has a value that is referred to as ametric. If all other factors in

determining an exit point are equal, the exit point with the lowest metric is preferred.

If a MED is received over an external BGP link, it is propagated over internal links to other

BGP-enabled devices within the AS.

BGP update messages include a MEDmetric if the route was learned from BGP and

already had a MEDmetric associated with it, or if you configure the MEDmetric in the

configuration file.

A MEDmetric is advertised with a route according to the following general rules:

• Amore specific metric overrides a less specific metric. That is, a group-specific metric

overrides a global BGPmetric, and a peer-specific metric overrides a global BGP or

group-specific metric.

• Ametric defined with a routing policy overrides ametric defined with themetric-out

statement.

• If any metric is defined, it overrides ametric received in a route.

• If the received routedoesnothaveanassociatedMEDmetric, and if youdonotexplicitly

configure a metric value, no metric is advertised. When you do not explicitly configure

ametric value, theMEDvalue is equivalent to zero (0)whenadvertisinganactive route.
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Because theASpath rather than thenumberofhopsbetweenhosts is theprimarycriterion

for BGP route selection, an ASwith multiple connections to a peer AS can havemultiple

equivalent AS paths. When the routing table contains two routes to the same host in a

neighboring AS, an MEDmetric assigned to each route can determine which to include

in the forwarding table. The MEDmetric you assign can force traffic through a particular

exit point in an AS.

Figure44onpage2702 illustrateshowMEDmetricsareused todetermine route selection.

Figure 44: Default MED Example

Figure 44 on page 2702 shows AS 1 and AS 2 connected by two separate BGP links to

Routers C andD. Host E in AS 1 is located nearer to Router C. Host F, also in AS 1, is located

nearer to Router D. Because the AS paths are equivalent, two routes exist for each host,

one through Router C and one through Router D. To force all traffic destined for Host E

through Router C, the network administrator for AS 1 assigns an MEDmetric for each

router to Host E at its exit point. An MEDmetric of 10 is assigned to the route to Host E

through Router C, and an MEDmetric of 20 is assigned to the route to Host E through

Router D. BGP routers in AS 2 then select the route with the lower MEDmetric for the

forwarding table.

By default, only theMEDsof routes that have the samepeer ASs are compared. However,

youcanconfigure the routing tablepath selectionoptions listed inTable226onpage2703

to compareMEDs in different ways. TheMED options are notmutually exclusive and can

be configured in combination or independently. For the MED options to take effect, you

must configure them uniformly all through your network. TheMED option or options you

configure determine the route selected. Thuswe recommend that you carefully evaluate

your network for preferred routes before configuring the MED options.
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Table 226: MEDOptions for Routing Table Path Selection

UseFunctionOption (Name)

Usefulwhenall enterprises participating
in a network agree on a uniform policy
for setting MEDs. For example, in a
network shared by two ISPs, both must
agree that a certain path is the better
path to configure the MED values
correctly.

Ensures that the MEDs for paths from
peers in different ASs are always
compared in the route selection process.

Always comparing MEDs
(always-compare-med)

UsefulwhenthedownstreamASrequires
the complete cost of a certain route that
is received across multiple ASs.

Before comparing MED values for path
selection, adds to theMEDthecostof the
IGP route to the BGP next-hop
destination.

This option replaces the MED value for
the router, but does not affect the IGP
metric comparison. As a result, when
multiple routeshave the samevalueafter
theMED-plus-IPGcomparison, and route
selection continues, the IGP routemetric
is also compared, even though it was
added to the MED value and compared
earlier in the selection process.

Adding IGP cost toMED (med-plus-igp)

We recommend that you do not
configure this option, because the
nondeterministic behavior sometimes
prevents the system from properly
comparing the MEDs between paths.

Specifies the nondeterministic behavior
of the Cisco IOS software:

• The active path is always first. All
nonactive but eligible paths follow the
active path and are maintained in the
order in which they were received.
Ineligible paths remain at the end of
the list.

• When a new path is added to the
routing table, path comparisons are
madeamongall routes, including those
paths that must never be selected
because they lose the MED
tie-breaking rule.

Applying Cisco IOS nondeterministic
behavior (cisco-non-deterministic)

Example: Configuring theMED Attribute Directly

This example shows how to configure a multiple exit discriminator (MED)metric to

advertise in BGP update messages.

• Requirements on page 2703

• Overview on page 2704

• Configuration on page 2705

• Verification on page 2715

Requirements

No special configuration beyond device initialization is required before you configure this

example.
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Overview

To directly configure a MEDmetric to advertise in BGP update messages, include the

metric-out statement:

metric-out (metric | minimum-igp offset | igp delay-med-update | offset);

metric is the primary metric on all routes sent to peers. It can be a value in the range

from 0 through 4,294,967,295 (2
32
– 1).

The following optional settings are also supported:

• minimum-igp—Sets the metric to the minimummetric value calculated in the interior

gateway protocol (IGP) to get to the BGP next hop. If a newly calculatedmetric is

greater than theminimummetric value, themetric value remainsunchanged. If anewly

calculatedmetric is lower, the metric value is lowered to that value.

• igp—Sets themetric to themost recentmetric value calculated in the IGP to get to the

BGP next hop.

• delay-med-update—Delays sending MED updates when the MED value increases.

Include the delay-med-update statement when you configure the igp statement. The

default interval to delay sending updates, unless theMED is lower or another attribute

associated with the route has changed is 10minutes. Include the

med-igp-update-intervalminutes statementat the [edit routing-options]hierarchy level

to modify the default interval.

• offset—Specifies a value for offset to increase or decrease themetric that is used from

themetric value calculated in the IGP. Themetric value is offset by the value specified.

Themetric calculated in the IGP (by specifying either igp or igp-minimum) is increased

if the offset value is positive. Themetric calculated in the IGP (by specifying either igp

or igp-minimum) is decreased if the offset value is negative.

offsetcanbeavalue in the range from–2
31
through2

31
– 1.Note that theadjustedmetric

can never go below 0 or above 2
32
– 1.

Figure 45 on page 2705 shows a typical networkwith internal peer sessions andmultiple

exit points to a neighboring autonomous system (AS).

Copyright © 2014, Juniper Networks, Inc.2704

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Figure 45: Typical Network with IBGP Sessions andMultiple Exit Points

Device R4 hasmultiple loopback interfaces configured to simulate advertised prefixes.

The extra loopback interface addresses are 44.44.44.44/32 and 144.144.144.144/32. This

example shows how to configure Device R4 to advertise a MED value of 30 to Device R3

and aMED value of 20 to Device R2. This causes all of the devices in AS 123 to prefer the

path through Device R2 to reach AS 4.

Configuration

• Configuring Device R1 on page 2707

• Configuring Device R2 on page 2709

• Configuring Device R3 on page 2711

• Configuring Device R4 on page 2713

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 12.12.12.1/24
set interfaces fe-1/2/1 unit 2 family inet address 13.13.13.1/24
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.1.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.2
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
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set routing-options autonomous-system 123
set routing-options router-id 192.168.1.1

Device R2 set interfaces fe-1/2/0 unit 3 family inet address 12.12.12.2/24
set interfaces fe-1/2/1 unit 4 family inet address 24.24.24.2/24
set interfaces lo0 unit 2 family inet address 192.168.2.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.2.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 24.24.24.4
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.3
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

Device R3 set interfaces fe-1/2/0 unit 5 family inet address 13.13.13.3/24
set interfaces fe-1/2/1 unit 6 family inet address 34.34.34.3/24
set interfaces lo0 unit 3 family inet address 192.168.3.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.3.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 34.34.34.4
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.5
set protocols ospf area 0.0.0.0 interface fe-1/2/1.6
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.3.1

Device R4 set interfaces fe-1/2/0 unit 7 family inet address 24.24.24.4/24
set interfaces fe-1/2/1 unit 8 family inet address 34.34.34.4/24
set interfaces lo0 unit 4 family inet address 192.168.4.1/32
set interfaces lo0 unit 4 family inet address 44.44.44.44/32
set interfaces lo0 unit 4 family inet address 144.144.144.144/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 123
set protocols bgp group external neighbor 34.34.34.3metric-out 30
set protocols bgp group external neighbor 24.24.24.2metric-out 20
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
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set routing-options autonomous-system 4
set routing-options router-id 192.168.4.1

Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@R1# set family inet address 12.12.12.1/24

[edit interfaces fe-1/2/1 unit 2]
user@R1# set family inet address 13.13.13.1/24

[edit interfaces lo0 unit 1]
user@R1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R1# set type internal
user@R1# set local-address 192.168.1.1
user@R1# set export send-direct
user@R1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface fe-1/2/0.1
user@R1# set interface fe-1/2/1.2

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 123
user@R1# set router-id 192.168.1.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.
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user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 12.12.12.1/24;

}
}

}
fe-1/2/1 {
unit 2 {
family inet {
address 13.13.13.1/24;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.1.1/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R1# show protocols
bgp {
group internal {
type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;

}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface fe-1/2/0.1;
interface fe-1/2/1.2;

}
}

user@R1# show routing-options
autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.
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Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R2# set family inet address 12.12.12.21/24

[edit interfaces fe-1/2/1 unit 4]
user@R2# set family inet address 24.24.24.2/24

[edit interfaces lo0 unit 2]
user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R2# set type internal
user@R2# set local-address 192.168.2.1
user@R2# set export send-direct
user@R2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1

[edit protocols bgp group external]
user@R2# set type external
user@R2# set export send-direct
user@R2# set peer-as 4
user@R2# set neighbor 24.24.24.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface lo0.2 passive
user@R2# set interface fe-1/2/0.3
user@R2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1
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Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 12.12.12.2/24;

}
}

}
fe-1/2/1 {
unit 4 {
family inet {
address 24.24.24.2/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.2.1/32;

}
}

}

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R2# show protocols
bgp {
group internal {
type internal;
local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;

}
group external {
type external;
export send-direct;
peer-as 4;
neighbor 24.24.24.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;
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}
interface fe-1/2/0.3;
interface fe-1/2/1.4;

}
}

user@R2# show routing-options
autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 5]
user@R3# set family inet address 13.13.13.3/24

[edit interfaces fe-1/2/1 unit 6]
user@R3# set family inet address 34.34.34.3/24

[edit interfaces lo0 unit 3]
user@R3# set family inet address 192.168.3.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R3# set type internal
user@R3# set local-address 192.168.3.1
user@R3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1

[edit protocols bgp group external]
user@R3# set type external
user@R3# set export send-direct
user@R3# set peer-as 4
user@R3# set neighbor 34.34.34.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface lo0.3 passive
user@R3# set interface fe-1/2/0.5
user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.
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[edit policy-options policy-statement send-direct term 1]
user@R3# set from protocol direct
user@R3# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit 5 {
family inet {
address 13.13.13.3/24;

}
}

}
fe-1/2/1 {
unit 6 {
family inet {
address 34.34.34.3/24;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.3.1/32;

}
}

}

user@R3# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R3# show protocols
bgp {
group internal {
type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;

}
group external {
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type external;
export send-direct;
peer-as 4;
neighbor 34.34.34.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.3 {
passive;

}
interface fe-1/2/0.5;
interface fe-1/2/1.6;

}
}

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 7]
user@R4# set family inet address 24.24.24.4/24

[edit interfaces fe-1/2/1 unit 8]
user@R4# set family inet address 34.34.34.4/24

[edit interfaces lo0 unit 4]
user@R4# set family inet address 192.168.4.1/32
user@R4# set family inet address 44.44.44.44/32
user@R4# set family inet address 144.144.144.144/32

DeviceR4hasmultiple loopback interfaceaddresses to simulateadvertisedprefixes.

2. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R4# set from protocol direct
user@R4# set then accept

3. Configure BGP.

[edit protocols bgp group external]
user@R4# set type external
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user@R4# set export send-direct
user@R4# set peer-as 123

4. Configure a MED value of 30 for neighbor Device R3, and a MED value of 20 for

neighbor Device R2.

[edit protocols bgp group external]
user@R4# set neighbor 34.34.34.3metric-out 30
user@R4# set neighbor 24.24.24.2metric-out 20

This configuration causes autonomous system(AS) 123 (ofwhichDeviceR1, Device

R2, and Device R3 are members) to prefer the path through Device R2 to reach AS

4.

5. Configure the router ID and AS number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 7 {
family inet {
address 24.24.24.4/24;

}
}

}
fe-1/2/1 {
unit 8 {
family inet {
address 34.34.34.4/24;

}
}

}
lo0 {
unit 4 {
family inet {
address 192.168.4.1/32;
address 44.44.44.44/32;
address 144.144.144.144/32;

}
}

}

user@R4# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
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user@R4# show protocols
bgp {
group external {
type external;
export send-direct;
peer-as 123;
neighbor 34.34.34.3 {
metric-out 30;

}
neighbor 24.24.24.2 {
metric-out 20;

}
}

}

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the Active Path From Device R1 to Device R4 on page 2715

• Verifying That Device R4 Is Sending Its Routes Correctly on page 2716

Checking the Active Path FromDevice R1 to Device R4

Purpose Verify that the active path goes through Device R2.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 13 destinations, 19 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

12.12.12.0/24       [BGP/170] 3d 22:52:38, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
13.13.13.0/24       [BGP/170] 3d 03:15:16, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
24.24.24.0/24       [BGP/170] 3d 22:52:38, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
34.34.34.0/24       [BGP/170] 3d 03:15:16, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
44.44.44.44/32     *[BGP/170] 01:41:11, MED 20, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1
144.144.144.144/32 *[BGP/170] 00:08:13, MED 20, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1
192.168.2.1/32      [BGP/170] 3d 22:52:38, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
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192.168.3.1/32      [BGP/170] 3d 03:15:16, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.4.1/32     *[BGP/170] 01:41:11, MED 20, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1

Meaning The asterisk (*) shows that the preferred path is through Device R2. The reason for the

path selection is listed as MED 20.

Verifying That Device R4 Is Sending Its Routes Correctly

Purpose Make sure that Device R4 is sending update messages with a value of 20 to Device R2

and a value of 30 to Device R3.

Action From operational mode, enter the show route advertising-protocol bgp 24.24.24.2

command.

user@R4> show route advertising-protocol bgp 24.24.24.2
inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 24.24.24.0/24           Self                 20                 I
* 34.34.34.0/24           Self                 20                 I
* 44.44.44.44/32          Self                 20                 I
* 144.144.144.144/32      Self                 20                 I
* 192.168.4.1/32          Self                 20                 I

user@R4> show route advertising-protocol bgp 34.34.34.3
inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 24.24.24.0/24           Self                 30                 I
* 34.34.34.0/24           Self                 30                 I
* 44.44.44.44/32          Self                 30                 I
* 144.144.144.144/32      Self                 30                 I
* 192.168.4.1/32          Self                 30                 I

Meaning The MED column shows that Device R4 is sending the correct MED values to its two

external BGP (EBGP) neighbors.

Example: Configuring theMEDUsing Route Filters

This example showshowtoconfigureapolicy thatuses route filters tomodify themultiple

exit discriminator (MED)metric to advertise in BGP update messages.

• Requirements on page 2716

• Overview on page 2717

• Configuration on page 2717

• Verification on page 2728

Requirements

No special configuration beyond device initialization is required before you configure this

example.
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Overview

To configure a route-filter policy thatmodifies the advertisedMEDmetric in BGP update

messages, include themetric statement in the policy action.

Figure 46 on page 2717 shows a typical network with internal peer sessions andmultiple

exit points to a neighboring autonomous system (AS).

Figure 46: Typical Network with IBGP Sessions andMultiple Exit Points

Device R4 hasmultiple loopback interfaces configured to simulate advertised prefixes.

The extra loopback interface addresses are 44.44.44.44/32 and 144.144.144.144/32. This

example shows how to configure Device R4 to advertise a MED value of 30 to Device R3

for all routes except 144.144.144.144. For 144.144.144.144, a MED value of 10 is advertised

to Device 3. A MED value of 20 is advertised to Device R2, regardless of the route prefix.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 12.12.12.1/24
set interfaces fe-1/2/1 unit 2 family inet address 13.13.13.1/24
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.1.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.2
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set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.1.1

Device R2 set interfaces fe-1/2/0 unit 3 family inet address 12.12.12.2/24
set interfaces fe-1/2/1 unit 4 family inet address 24.24.24.2/24
set interfaces lo0 unit 2 family inet address 192.168.2.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.2.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 24.24.24.4
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.3
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

Device R3 set interfaces fe-1/2/0 unit 5 family inet address 13.13.13.3/24
set interfaces fe-1/2/1 unit 6 family inet address 34.34.34.3/24
set interfaces lo0 unit 3 family inet address 192.168.3.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.3.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 34.34.34.4
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.5
set protocols ospf area 0.0.0.0 interface fe-1/2/1.6
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.3.1

Device R4 set interfaces fe-1/2/0 unit 7 family inet address 24.24.24.4/24
set interfaces fe-1/2/1 unit 8 family inet address 34.34.34.4/24
set interfaces lo0 unit 4 family inet address 192.168.4.1/32
set interfaces lo0 unit 4 family inet address 44.44.44.44/32
set interfaces lo0 unit 4 family inet address 144.144.144.144/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 123
set protocols bgp group external neighbor 34.34.34.3 export med-10
set protocols bgp group external neighbor 34.34.34.3 export med-30
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set protocols bgp group external neighbor 24.24.24.2metric-out 20
set policy-options policy-statementmed-10 from route-filter 144.144.144.144/32 exact
set policy-options policy-statementmed-10 thenmetric 10
set policy-options policy-statementmed-10 then accept
set policy-options policy-statementmed-30 from route-filter 0.0.0.0/0 longer
set policy-options policy-statementmed-30 thenmetric 30
set policy-options policy-statementmed-30 then accept
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 4
set routing-options router-id 192.168.4.1

Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@R1# set family inet address 12.12.12.1/24

[edit interfaces fe-1/2/1 unit 2]
user@R1# set family inet address 13.13.13.1/24

[edit interfaces lo0 unit 1]
user@R1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R1# set type internal
user@R1# set local-address 192.168.1.1
user@R1# set export send-direct
user@R1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface fe-1/2/0.1
user@R1# set interface fe-1/2/1.2

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
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user@R1# set autonomous-system 123
user@R1# set router-id 192.168.1.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 12.12.12.1/24;

}
}

}
fe-1/2/1 {
unit 2 {
family inet {
address 13.13.13.1/24;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
bgp {
group internal {
type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;

}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface fe-1/2/0.1;
interface fe-1/2/1.2;

}
}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;
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}
}

user@R1# show routing-options
autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R2# set family inet address 12.12.12.21/24

[edit interfaces fe-1/2/1 unit 4]
user@R2# set family inet address 24.24.24.2/24

[edit interfaces lo0 unit 2]
user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R2# set type internal
user@R2# set local-address 192.168.2.1
user@R2# set export send-direct
user@R2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1

[edit protocols bgp group external]
user@R2# set type external
user@R2# set export send-direct
user@R2# set peer-as 4
user@R2# set neighbor 24.24.24.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface lo0.2 passive
user@R2# set interface fe-1/2/0.3
user@R2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept
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5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 12.12.12.2/24;

}
}

}
fe-1/2/1 {
unit 4 {
family inet {
address 24.24.24.2/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.2.1/32;

}
}

}

user@R2# show protocols
bgp {
group internal {
type internal;
local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;

}
group external {
type external;
export send-direct;
peer-as 4;
neighbor 24.24.24.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface fe-1/2/0.3;
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interface fe-1/2/1.4;
}

}

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R2# show routing-options
autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R3:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 5]
user@R3# set family inet address 13.13.13.3/24

[edit interfaces fe-1/2/1 unit 6]
user@R3# set family inet address 34.34.34.3/24

[edit interfaces lo0 unit 3]
user@R3# set family inet address 192.168.3.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R3# set type internal
user@R3# set local-address 192.168.3.1
user@R3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1

[edit protocols bgp group external]
user@R3# set type external
user@R3# set export send-direct
user@R3# set peer-as 4
user@R3# set neighbor 34.34.34.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface lo0.3 passive
user@R3# set interface fe-1/2/0.5

2723Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R3# set from protocol direct
user@R3# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit 5 {
family inet {
address 13.13.13.3/24;

}
}

}
fe-1/2/1 {
unit 6 {
family inet {
address 34.34.34.3/24;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.3.1/32;

}
}

}

user@R3# show protocols
bgp {
group internal {
type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;

}
group external {
type external;
export send-direct;
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peer-as 4;
neighbor 34.34.34.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.3 {
passive;

}
interface fe-1/2/0.5;
interface fe-1/2/1.6;

}
}

user@R3# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R4:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 7]
user@R4# set family inet address 24.24.24.4/24

[edit interfaces fe-1/2/1 unit 8]
user@R4# set family inet address 34.34.34.4/24

[edit interfaces lo0 unit 4]
user@R4# set family inet address 192.168.4.1/32
user@R4# set family inet address 44.44.44.44/32
user@R4# set family inet address 144.144.144.144/32

DeviceR4hasmultiple loopback interfaceaddresses to simulateadvertisedprefixes.

2. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]

2725Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



user@R4# set from protocol direct
user@R4# set then accept

3. Configure BGP.

[edit protocols bgp group external]
user@R4# set type external
user@R4# set export send-direct
user@R4# set peer-as 123

4. Configure the twoMED policies.

[edit policy-options]
set policy-statementmed-10 from route-filter 144.144.144.144/32 exact
set policy-statementmed-10 thenmetric 10
set policy-statementmed-10 then accept

set policy-statementmed-30 from route-filter 0.0.0.0/0 longer
set policy-statementmed-30 thenmetric 30
set policy-statementmed-30 then accept

5. Configure the two EBGP neighbors, applying the twoMED policies to Device R3,

and a MED value of 20 to Device R2.

[edit protocols bgp group external]
user@R4# set neighbor 34.34.34.3 export med-10
user@R4# set neighbor 34.34.34.3 export med-30
user@R4# set neighbor 24.24.24.2metric-out 20

6. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 7 {
family inet {
address 24.24.24.4/24;

}
}

}
fe-1/2/1 {
unit 8 {
family inet {
address 34.34.34.4/24;

}
}

}
lo0 {
unit 4 {
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family inet {
address 192.168.4.1/32;
address 44.44.44.44/32;
address 144.144.144.144/32;

}
}

}

user@R4# show protocols
bgp {
group external {
type external;
export send-direct;
peer-as 123;
neighbor 24.24.24.2 {
metric-out 20;

}
neighbor 34.34.34.3 {
export [ med-10med-30 ];

}
}

}

user@R4# show policy-options
policy-statementmed-10 {
from {
route-filter 144.144.144.144/32 exact;

}
then {
metric 10;
accept;

}
}
policy-statementmed-30 {
from {
route-filter 0.0.0.0/0 longer;

}
then {
metric 30;
accept;

}
}
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Checking the Active Path from Device R1 to Device R4 on page 2728

• Verifying That Device R4 Is Sending Its Routes Correctly on page 2728

Checking the Active Path fromDevice R1 to Device R4

Purpose Verify that the active path goes through Device R2.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 13 destinations, 19 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

12.12.12.0/24       [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
13.13.13.0/24       [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
24.24.24.0/24       [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
34.34.34.0/24       [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
44.44.44.44/32     *[BGP/170] 00:06:03, MED 20, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1
144.144.144.144/32 *[BGP/170] 00:06:03, MED 10, localpref 100, from 192.168.3.1
                      AS path: 4 I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.2.1/32      [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 12.12.12.2 via fe-1/2/0.1
192.168.3.1/32      [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
                      AS path: I
                    > to 13.13.13.3 via fe-1/2/1.2
192.168.4.1/32     *[BGP/170] 00:06:03, MED 20, localpref 100, from 192.168.2.1
                      AS path: 4 I
                    > to 12.12.12.2 via fe-1/2/0.1

Meaning Theoutput shows that thepreferredpath to the routesadvertisedbyDeviceR4 is through

Device R2 for all routes except 144.144.144.144/32. For 144.144.144.144/32, the preferred

path is through Device R3.

Verifying That Device R4 Is Sending Its Routes Correctly

Purpose Make sure that Device R4 is sending update messages with a value of 20 to Device R2

and a value of 30 to Device R3.

Action From operational mode, enter the show route advertising-protocol bgp command.

user@R4> show route advertising-protocol bgp 24.24.24.2
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inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 24.24.24.0/24           Self                 20                 I
* 34.34.34.0/24           Self                 20                 I
* 44.44.44.44/32          Self                 20                 I
* 144.144.144.144/32      Self                 20                 I
* 192.168.4.1/32          Self                 20                 I

user@R4> show route advertising-protocol bgp 34.34.34.3
inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 24.24.24.0/24           Self                 30                 I
* 34.34.34.0/24           Self                 30                 I
* 44.44.44.44/32          Self                 30                 I
* 144.144.144.144/32      Self                 10                 I
* 192.168.4.1/32          Self                 30                 I

Meaning TheMEDcolumnshows thatDeviceR4 is sending the correctMEDvalues to its twoEBGP

neighbors.

Example: Configuring theMEDUsing Communities

Set the multiple exit discriminator (MED)metric to 20 for all routes from a particular

community.

[edit]
routing-options {
router-id 10.0.0.1;
autonomous-system 23;

}
policy-options {
policy-statement from-otago {
from community otago;
thenmetric 20;

}
community otagomembers [56:2379 23:46944];

}
protocols {
bgp {
import from-otago;
group 23 {
type external;
peer-as 56;
neighbor 192.168.0.1 {
traceoptions {
file bgp-log-peer;
flag packets;

}
log-updown;

}
}

}
}
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Example: Associating theMED Path Attribute with the IGPMetric and Delaying
MEDUpdates

This example showshowtoassociate themultiple exit discriminator (MED)pathattribute

with the interior gateway protocol (IGP) metric, and configure a timer to delay update

of the MED attribute.

• Requirements on page 2730

• Overview on page 2730

• Configuration on page 2732

• Verification on page 2738

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

BGP can be configured to advertise the MED attribute for a route based on the IGP

distanceof its internalBGP(IBGP) routenext-hop.The IGPmetric enables internal routing

to follow the shortest path according to the administrative setup. In some deployments,

it might be ideal to communicate IGP shortest-path knowledge to external BGP (EBGP)

peers inaneighboringautonomoussystem(AS).Thisallows thoseEBGPpeers to forward

traffic into your AS using the shortest paths possible.

Routes learned from an EBGP peer usually have a next hop on a directly connected

interface, and thus the IGP value is equal to zero. Zero is the value advertised. The IGP

metric is a nonzero value when a BGP peer sends third-party next hops that require the

local system to perform next-hop resolution—IBGP configurations, configurationswithin

confederation peers, or EBGP configurations that include themultihop command. In

these scenarios, it might make sense to associate the MED value with the IGPmetric by

including themetric-outminimum-igp ormetric-out igp option.

The drawback of associating the MEDwith the IGPmetric is the risk of excessive route

advertisements when there are IGP instabilities in the network. Configuring a delay for

theMEDupdateprovidesamechanismto reduce routeadvertisements in suchscenarios.

The delay works by slowing downMED updates when the IGPmetric for the next hop

changes. The approach uses a timer to periodically advertise MED updates. When the

timer expires, the MED attribute for routes withmetric-out igp delay-updates configured

is updated to the current IGPmetric of the next hop. The BGP-enabled device sends out

advertisements for routes for which the MED attribute has changed.

Thedelay-updatesoption identifies theBGPgroups (or peers) forwhich theMEDupdates

mustbesuppressed.The time foradvertisingMEDupdates is set to 10minutesbydefault.

Youcan increase the interval up to600minutesby including themed-igp-update-interval

statement in the routing-options configuration.
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NOTE: If you have nonstop active routing (NSR) enabled and a switchover
occurs, the delayedMED updatesmight be advertised as soon as the
switchover occurs.

When you configure themetric-out igp option, the IGPmetric directly tracks the IGP cost

to the IBGP peer. When the IGP cost goes down, so does the advertised MED value.

Conversely, when the IGP cost goes up, the MED value goes up as well.

Whenyouconfigure themetric-outminimum-igpoption, theadvertisedMEDvaluechanges

only when the IGP cost to the IBGP peer goes down. An increase in the IGP cost does not

affect the MED value. The router monitors and remembers the lowest IGP cost until the

routing process (rpd) is restarted. The BGPpeer sends an update only if theMED is lower

than the previously advertised value or another attribute associated with the route has

changed, or if the BGP peer is responding to a refresh route request.

This example uses themetric statement in the OSPF configuration to demonstrate that

when the IGPmetric changes, the MED also changes after the configured delay interval.

The OSPFmetric can range from 1 through 65,535.

Figure 47 on page 2732 shows the sample topology.
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Figure 47: Topology for Delaying theMEDUpdate
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In this example, theMEDvalue advertised byDevice R1 is associatedwith the IGP running

in AS 1. The MED value advertised by Device R1 impacts the decisions of the neighboring

AS (AS 2) when AS 2 is forwarding traffic into AS 1.

Configuration

• Configuring Device R1 on page 2736

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 2 description R1->R2
set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.1/30
set interfaces fe-1/2/1 unit 7 description R1->R4
set interfaces fe-1/2/1 unit 7 family inet address 172.16.0.1/30
set interfaces lo0 unit 1 family inet address 192.168.0.1/32
set protocols bgp group internal type internal
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set protocols bgp group internal local-address 192.168.0.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.2
set protocols bgp group internal neighbor 192.168.0.3
set protocols bgp group external type external
set protocols bgp group external metric-out igp delay-med-update
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 2
set protocols bgp group external neighbor 172.16.0.2
set protocols ospf area 0.0.0.0 interface fe-1/2/0.2metric 600
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-optionsmed-igp-update-interval 12
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 1

Device R2 set interfaces fe-1/2/0 unit 1 description R2->R1
set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 4 description R2->R3
set interfaces fe-1/2/1 unit 4 family inet address 10.0.2.2/30
set interfaces lo0 unit 2 family inet address 192.168.0.2/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.2
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.1
set protocols bgp group internal neighbor 192.168.0.3
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.2
set routing-options autonomous-system 1

Device R3 set interfaces fe-1/2/0 unit 3 description R3->R2
set interfaces fe-1/2/0 unit 3 family inet address 10.0.2.1/30
set interfaces fe-1/2/1 unit 5 description R3->R5
set interfaces fe-1/2/1 unit 5 family inet address 172.16.0.5/30
set interfaces lo0 unit 3 family inet address 192.168.0.3/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.3
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.1
set protocols bgp group internal neighbor 192.168.0.2
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 2
set protocols bgp group external neighbor 172.16.0.6
set protocols ospf area 0.0.0.0 interface fe-1/2/0.3
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.3
set routing-options autonomous-system 1
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Device R4 set interfaces fe-1/2/0 unit 8 description R4->R1
set interfaces fe-1/2/0 unit 8 family inet address 172.16.0.2/30
set interfaces fe-1/2/1 unit 9 description R4->R5
set interfaces fe-1/2/1 unit 9 family inet address 10.0.4.1/30
set interfaces fe-1/2/2 unit 13 description R4->R6
set interfaces fe-1/2/2 unit 13 family inet address 172.16.0.9/30
set interfaces lo0 unit 4 family inet address 192.168.0.4/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.4
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.5
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external neighbor 172.16.0.10 peer-as 3
set protocols bgp group external neighbor 172.16.0.1 peer-as 1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.9
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.4
set routing-options autonomous-system 2

Device R5 set interfaces fe-1/2/0 unit 6 description R5->R3
set interfaces fe-1/2/0 unit 6 family inet address 172.16.0.6/30
set interfaces fe-1/2/1 unit 10 description R5->R4
set interfaces fe-1/2/1 unit 10 family inet address 10.0.4.2/30
set interfaces fe-1/2/2 unit 11 description R5->R8
set interfaces fe-1/2/2 unit 11 family inet address 172.16.0.13/30
set interfaces lo0 unit 5 family inet address 192.168.0.5/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.5
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.4
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external neighbor 172.16.0.5 peer-as 1
set protocols bgp group external neighbor 172.16.0.14 peer-as 3
set protocols ospf area 0.0.0.0 interface fe-1/2/1.10
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.5
set routing-options autonomous-system 2

Device R6 set interfaces fe-1/2/0 unit 14 description R6->R4
set interfaces fe-1/2/0 unit 14 family inet address 172.16.0.10/30
set interfaces fe-1/2/1 unit 15 description R6->R7
set interfaces fe-1/2/1 unit 15 family inet address 10.0.6.1/30
set interfaces lo0 unit 6 family inet address 192.168.0.6/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.6
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.7
set protocols bgp group internal neighbor 192.168.0.8
set protocols bgp group external type external
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set protocols bgp group external export send-direct
set protocols bgp group external peer-as 2
set protocols bgp group external neighbor 172.16.0.9 peer-as 2
set protocols ospf area 0.0.0.0 interface fe-1/2/1.15
set protocols ospf area 0.0.0.0 interface lo0.6 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.6
set routing-options autonomous-system 3

Device R7 set interfaces fe-1/2/0 unit 16 description R7->R6
set interfaces fe-1/2/0 unit 16 family inet address 10.0.6.2/30
set interfaces fe-1/2/1 unit 17 description R7->R8
set interfaces fe-1/2/1 unit 17 family inet address 10.0.7.2/30
set interfaces lo0 unit 7 family inet address 192.168.0.7/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.7
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.6
set protocols bgp group internal neighbor 192.168.0.8
set protocols ospf area 0.0.0.0 interface fe-1/2/0.16
set protocols ospf area 0.0.0.0 interface fe-1/2/1.17
set protocols ospf area 0.0.0.0 interface lo0.7 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.7
set routing-options autonomous-system 3

Device R8 set interfaces fe-1/2/0 unit 12 description R8->R5
set interfaces fe-1/2/0 unit 12 family inet address 172.16.0.14/30
set interfaces fe-1/2/1 unit 18 description R8->R7
set interfaces fe-1/2/1 unit 18 family inet address 10.0.7.1/30
set interfaces lo0 unit 8 family inet address 192.168.0.8/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.0.8
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.0.6
set protocols bgp group internal neighbor 192.168.0.7
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 2
set protocols bgp group external neighbor 172.16.0.13 peer-as 2
set protocols ospf area 0.0.0.0 interface fe-1/2/1.18
set protocols ospf area 0.0.0.0 interface lo0.8 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.8
set routing-options autonomous-system 3
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Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 2]
user@R1# set description R1->R2
user@R1# set family inet address 10.0.0.1/30

[edit interfaces fe-1/2/1 unit 7]
user@R1# set description R1->R4
user@R1# set family inet address 172.16.0.1/30

[edit interfaces lo0 unit 1]
user@R1# set family inet address 192.168.0.1/32

2. Configure IBGP.

[edit protocols bgp group internal]
user@R1# set type internal
user@R1# set local-address 192.168.0.1
user@R1# set export send-direct
user@R1# set neighbor 192.168.0.2
user@R1# set neighbor 192.168.0.3

3. Configure EBGP.

[edit protocols bgp group external]
user@R1# set type external
user@R1# set export send-direct
user@R1# set peer-as 2
user@R1# set neighbor 172.16.0.2

4. Associate the MED value with the IGPmetric.

[edit protocols bgp group external]
user@R1# setmetric-out igp delay-med-update

The default for the MED update is 10 minutes when you include the

delay-med-update option. When you exclude the delay-med-update option, the

MED update occurs immediately after the IGPmetric changes.

5. (Optional) Configure the update interval for the MED update.

[edit routing-options]
user@R1# setmed-igp-update-interval 12

You can configure the interval from 10minutes through 600minutes.

6. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface fe-1/2/0.2metric 600
user@R1# set interface lo0.1 passive
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Themetric statement is used here to demonstrate what happens when the IGP

metric changes.

7. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

8. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R1# set router-id 192.168.0.1
user@R1# set autonomous-system 1

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 2 {
description R1->R2;
family inet {
address 10.0.0.1/30;

}
}

}
fe-1/2/1 {
unit 7 {
description R1->R4;
family inet {
address 172.16.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.0.1/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R1# show protocols
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bgp {
group internal {
type internal;
local-address 192.168.0.1;
export send-direct;
neighbor 192.168.0.2;
neighbor 192.168.0.3;

}
group external {
type external;
metric-out igp delay-med-update;
export send-direct;
peer-as 2;
neighbor 172.16.0.2;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.2 {
metric 600;

}
interface lo0.1 {
passive;

}
}

}

user@R1# show routing-options
med-igp-update-interval 12;
router-id 192.168.0.1;
autonomous-system 1;

If you are done configuring the device, enter commit from configuration mode. Repeat

the configuration steps on the other devices in the topology, as needed for your network.

Verification

Confirm that the configuration is working properly.

• Checking the BGP Advertisements on page 2738

• Verifying That the MED Value ChangesWhen the OSPF Metric Changes on page 2739

• Testing the minimum-igp Setting on page 2739

Checking the BGP Advertisements

Purpose Verify that Device R1 is advertising to Device R4 a BGPMED value that reflects the IGP

metric.

Action From operational mode, enter the show route advertising-protocol bgp command.

user@R1> show route advertising-protocol bgp 172.16.0.2
inet.0: 19 destinations, 33 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.0/30             Self                 0                  I
* 172.16.0.0/30           Self                 0                  I
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* 172.16.0.4/30           Self                 601                I
* 192.168.0.1/32          Self                 0                  I

Meaning The 601 value in theMED column shows that theMED value has been updated to reflect

the configured OSPFmetric.

Verifying That the MED Value ChangesWhen the OSPFMetric Changes

Purpose Make sure that when you raise the OSPFmetric to 700, the MED value is updated to

reflect this change.

Action From configuration mode, enter the set protocols ospf area 0 interface fe-1/2/0.2metric

700 command.

user@R1# set protocols ospf area 0 interface fe-1/2/0.2metric 700
user@R1# commit

After waiting 12 minutes (the configured delay period), enter the show route

advertising-protocol bgp command from operational mode.

user@R1> show route advertising-protocol bgp 172.16.0.2
inet.0: 19 destinations, 33 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.0/30             Self                 0                  I
* 172.16.0.0/30           Self                 0                  I
* 172.16.0.4/30           Self                 701                I
* 192.168.0.1/32          Self                 0                  I

Meaning The 701 value in the MED column shows that the MED value has been updated to reflect

the configured OSPFmetric.

Testing theminimum-igp Setting

Purpose Change theconfiguration touse theminimum-igp statement insteadof the igp statement.

When you increase the OSPFmetric, the MED value remains unchanged, but when you

decrease the OSPFmetric, the MED value reflects the newOSPFmetric.

Action From configuration mode, delete the igp statement, add theminimum-igp statement,

and increase the OSPFmetric.

user@R1# delete protocols bgp group external metric-out igp
user@R1# set protocols bgp group external metric-outminimum-igp
user@R1# set protocols ospf area 0 interface fe-1/2/0.2metric 800
user@R1# commit

Fromoperationalmode, enter the showrouteadvertising-protocolbgpcommand tomake

sure that the MED value does not change.

user@R1> show route advertising-protocol bgp 172.16.0.2
inet.0: 19 destinations, 33 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.0/30             Self                 0                  I
* 172.16.0.0/30           Self                 0                  I
* 172.16.0.4/30           Self                 701                I
* 192.168.0.1/32          Self                 0                  I
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From configuration mode, decrease the OSPFmetric.

user@R1# set protocols ospf area 0 interface fe-1/2/0.2metric 20
user@R1# commit

Fromoperationalmode, enter the showrouteadvertising-protocolbgpcommand tomake

sure that the MED value does change.

user@R1> show route advertising-protocol bgp 172.16.0.2
inet.0: 19 destinations, 33 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.0/30             Self                 0                  I
* 172.16.0.0/30           Self                 0                  I
* 172.16.0.4/30           Self                 21                 I
* 192.168.0.1/32          Self                 0                  I

Meaning When theminimum-igp statement is configured, the MED value changes only when a

shorter path is available.

Related
Documentation

Examples: Configuring External BGP Peering on page 2639•

• BGP Configuration Overview

Examples: Configuring BGP Local AS

• Understanding the BGP Local AS Attribute on page 2740

• Example: Configuring a Local AS for EBGP Sessions on page 2745

• Example: Configuring a Private Local AS for EBGP Sessions on page 2755

Understanding the BGP Local AS Attribute

When an Internet service provider (ISP) acquires a network that belongs to a different

autonomous system (AS), there is no seamlessmethod formoving the BGP peers of the

acquirednetwork to theASof theacquiring ISP. Theprocessof configuring theBGPpeers

with thenewASnumbercanbetime-consumingandcumbersome.Sometimescustomers

do not want to or are not immediately able to modify their peer arrangements or

configuration. During this kind of transition period, it can be useful to configure

BGP-enabled devices in the new AS to use the former AS number in BGP updates. This

former AS number is called a local AS.

Using a local AS number permits the routing devices in an acquired network to appear

to belong to the former AS.

For example, ISP A, with an AS of 200, acquires ISP B, with an AS of 250. ISP B has a

customer, ISP C, that does not want to change its configuration. After ISP B becomes

part of ISP A, a local AS number of 250 is configured for use in EBGP peer sessions with

ISP C. Consequently, the local AS number of 250 is either prepended before or used

instead of the global AS number of 200 in the AS path used to export routes to direct

external peers in ISP C.

If the route is received from an internal BGP (IBGP) peer, the AS path includes the local

AS number prepended before the global AS number.
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The local AS number is used instead of the global AS number if the route is an external

route, such as a static route or an interior gateway protocol (IGP) route that is imported

into BGP. If the route is external and you want the global AS number to be included in

theASpath, you canapply a routing policy that uses as-path-expandor as-path-prepend.

Use the as-path-expand policy action to place the global AS number behind the local AS

number. Use the as-path-prepend policy action to place the global AS number in front

of the local AS number.

For example:

user@R2# show policy-options
policy-statement prepend-global {
term 1 {
from protocol static;
then {
as-path-prepend 200; # or use as-path-expand
accept;

}
}

}

user@R2# show protocols bgp
group ext {
export prepend-global;
type external;
local-as 250;
neighbor 10.0.0.1 {
peer-as 100;

}
neighbor 10.1.0.2 {
peer-as 300;

}
}

user@R2# show routing-options
static {
route 1.1.1.1/32 next-hop 10.0.0.1;

}
autonomous-system 200;

user@R3# run show route 1.1.1.1 protocol bgp
inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.1/32         *[BGP/170] 00:05:11, localpref 100
                      AS path: 200 250 I, validation-state: unverified
                    > to 10.1.0.1 via lt-1/2/0.4

In aLayer 3VPNscenario, inwhichaprovider edge (PE)deviceusesexternalBGP(EBGP)

to peer with a customer edge (CE) device, the local-as statement behaves differently

than in the non-VPN scenario. In the VPN scenario, the global AS number defined in the

master instance is prepended to the AS path by default. To override this behavior, you

can configure the no-prepend-global-as in the routing-instanceBGPconfiguration on the

PE device, as shown here:

user@R2# show routing-instances
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red {
instance-type vrf;
interface fe-1/2/0.2;
route-distinguisher 2:1;
vrf-target target:2:1;
protocols {
bgp {
group toR1 {
type external;
peer-as 1;
local-as 200 no-prepend-global-as;
neighbor 10.1.1.1;

}
}

}
}

The Junosoperating system(JunosOS) implementationof the localASattribute supports

the following options:
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• Local ASwith private option—When you use the private option, the local AS is used

during the establishment of the BGP session with an EBGP neighbor but is hidden in

the AS path sent to other EBGP peers. Only the global AS is included in the AS path

sent to external peers.

The private option is useful for establishing local peering with routing devices that

remain configured with their former AS or with a specific customer that has not yet

modified its peer arrangements. The local AS is used to establish the BGP sessionwith

the EBGP neighbor but is hidden in the AS path sent to external peers in another AS.

Include the private option so that the local AS is not prepended before the global AS

in the AS path sent to external peers. When you specify the private option, the local

AS is prepended only in the AS path sent to the EBGP neighbor.

For example, in Figure48onpage2743,Router 1 andRouter 2are inAS64496,Router4

is in AS 64511, and Router 3 is in AS 64510. Router 2 formerly belonged to AS 64497,

which has merged with another network and now belongs to AS 64496. Because

Router 3 still peers with Router 2 using its former AS (64497), Router 2 needs to be

configured with a local AS of 64497 in order to maintain peering with Router 3.

Configuring a local AS of 64497 permits Router 2 to add AS 64497 when advertising

routes to Router 3. Router 3 sees an AS path of 64497 64496 for the prefix 10/8.

Figure 48: Local AS Configuration

g0
17

00
7

AS 64510

192.168.10
EBGP

192.168.1

EBGP

AS 64497

IBGP

AS 64496 AS 64511

21 4

3

10.0.0.0/8

.1 .2

.2

10.222.0.0/16

To prevent Router 2 from adding the local AS number in its announcements to other

peers, use the local-as 64497 private statement. This statement configures Router 2

to not include local AS 64497 when announcing routes to Router 1 and to Router 4. In

this case, Router 4 sees an AS path of 64496 64510 for the prefix 10.222/16.

• Local ASwith alias option—In Junos OS Release 9.5 and later, you can configure a
local AS as an alias. During the establishment of the BGP open session, the AS used

in the openmessage alternates between the local AS and the global AS. If the local

AS is used to connect with the EBGP neighbor, then only the local AS is prepended to

the AS path when the BGP peer session is established. If the global AS is used to

connect with the EBGP neighbor, then only the global AS is prepended to the AS path

when the BGP peer session is established. The use of the alias option alsomeans that
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the local AS is not prepended to the AS path for any routes learned from that EBGP

neighbor. Therefore, the local AS remains hidden from other external peers.

Configuring a local ASwith the alias option is especially useful when you aremigrating

the routingdevices in anacquirednetwork to thenewAS.During themigrationprocess,

some routing devices might be configured with the new ASwhile others remain

configuredwith the formerAS. For example, it is goodpractice to start by firstmigrating

to the new AS any routing devices that function as route reflectors. However, as you

migrate the route reflector clients incrementally, each route reflector has to peer with

routing devices configured with the former AS, as well as peer with routing devices

configured with the new AS. To establish local peer sessions, it can be useful for the

BGPpeers in the network to use both the local AS and the global AS. At the same time,

you want to hide this local AS from external peers and use only the global AS in the

AS path when exporting routes to another AS. In this kind of situation, configure the

alias option.

Include thealiasoption to configure the local ASasanalias to the global ASconfigured

at the [edit routing-options] hierarchy level. When you configure a local AS as an alias,

during the establishment of the BGP open session, the AS used in the openmessage

alternates between the local AS and the global AS. The local AS is prepended to the

AS path only when the peer session with an EBGP neighbor is established using that

local AS. The local AS is hidden in the AS path sent to any other external peers. Only

the global AS is prepended to the AS path when the BGP session is established using

the global AS.

NOTE: The private and alias options aremutually exclusive. You cannot

configure both options with the same local-as statement.

• Local ASwith option not to prepend the global AS—In Junos OS Release 9.6 and
later, you can configure a local AS with the option not to prepend the global AS. Only

the local AS is included in the AS path sent to external peers.

Use the no-prepend-global-as option when you want to strip the global AS number

from outbound BGP updates in a virtual private network (VPN) scenario. This option

is useful in aVPN scenario in which you want to hide the global AS from the VPN.

Include the no-prepend-global-as option to have the global AS configured at the [edit

routing-options]hierarchy level removed fromtheASpath sent toexternal peers.When

you use this option, only the local AS is included in the AS path for the routes sent to

a customer edge (CE) device.

• Number of loops option—The local AS feature also supports specifying the number
of times that detection of the AS number in the AS_PATH attribute causes the route

to be discarded or hidden. For example, if you configure loops 1, the route is hidden if

the AS number is detected in the path one or more times. This is the default behavior.

If you configure loops 2, the route is hidden if the AS number is detected in the path

two or more times.

For the loops number statement, you can configure 1 through 10.
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NOTE: If youconfigure the localASvalues foranyBGPgroup, thedetection
of routing loops is performed using both theASand the local AS values for
all BGP groups.

If the local AS for the EBGP or IBGP peer is the same as the current AS, do
not use the local-as statement to specify the local AS number.

When you configure the local ASwithin a VRF, this impacts the AS path
loop-detectionmechanism. All of the local-as statements configured on

the device are part of a single AS domain. The AS path loop-detection
mechanism is based on looking for amatching AS present in the domain.

Example: Configuring a Local AS for EBGP Sessions

This example shows how to configure a local autonomous system (AS) for a BGP peer

so that both the global AS and the local AS are used in BGP inbound and outbound

updates.

• Requirements on page 2745

• Overview on page 2745

• Configuration on page 2746

• Verification on page 2752

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Use the local-as statement when ISPsmerge and want to preserve a customer’s

configuration, particularly the AS with which the customer is configured to establish a

peer relationship. The local-as statement simulates the AS number already in place in

customer routers, even if the ISP’s router has moved to a different AS.

This example shows how to use the local-as statement to configure a local AS. The

local-as statement is supported for BGP at the global, group, and neighbor hierarchy

levels.

When you configure the local-as statement, youmust specify an AS number. You can

specify a number from 1 through 4,294,967,295 in plain-number format. In Junos OS

Release 9.1 and later, the range for AS numbers is extended to provide BGP support for

4-byteASnumbersasdefined inRFC4893,BGPSupport for Four-octetASNumberSpace.

In Junos OS Release 9.3 and later, you can also configure a 4-byte AS number using the

AS-dot notation format of two integer values joined by a period: <16-bit high-order value

in decimal>.<16-bit low-order value in decimal>. For example, the 4-byte AS number

of 65,546 in plain-number format is represented as 1.10 in the AS-dot notation format.

You can specify a value from0.0 through 65535.65535 in AS-dot notation format. Junos
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OS continues to support 2-byte AS numbers. The 2-byte AS number range is 1 through

65,535 (this is a subset of the 4-byte range).

Figure 49 on page 2746 shows the sample topology.

Figure 49: Topology for Configuring the Local AS
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In this example, Device R2 formerly belonged to AS 250 and now is in AS 200. Device R1

and Device R3 are configured to peer with AS 250 instead of with the new AS number

(AS 200). Device R2 has the new AS number configured with the autonomous-system

200 statement. To enable the peering sessions to work, the local-as 250 statement is

added in the BGP configuration. Because local-as 250 is configured, Device R2 includes

both the global AS (200) and the local AS (250) in its BGP inbound and outbound

updates.

Configuration

• Configuring Device R1 on page 2747

• Configuring Device R2 on page 2749

• Configuring Device R3 on page 2751

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 192.168.0.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 250
set protocols bgp group ext neighbor 10.0.0.2
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.1.0.0/30 next-hop 10.0.0.2
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 3 family inet address 10.1.0.1/30
set interfaces lo0 unit 2 family inet address 192.168.0.2/32
set protocols bgp group ext type external
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set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext local-as 250
set protocols bgp group ext neighbor 10.0.0.1 peer-as 100
set protocols bgp group ext neighbor 10.1.0.2 peer-as 300
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options autonomous-system 200

Device R3 set interfaces fe-1/2/0 unit 4 family inet address 10.1.0.2/30
set interfaces lo0 unit 3 family inet address 192.168.0.3/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 250
set protocols bgp group ext neighbor 10.1.0.1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.0.0.0/30 next-hop 10.1.0.1
set routing-options autonomous-system 300

Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 192.168.0.1/32

2. Configure external BGP (EBGP).

[edit protocols bgp group ext]
user@R1# set type external
user@R1# set export send-direct
user@R1# set export send-static
user@R1# set peer-as 250
user@R1# set neighbor 10.0.0.2

3. Configure the routing policy.

[edit policy-options]
user@R1# set policy-statement send-direct term 1 from protocol direct
user@R1# set policy-statement send-direct term 1 then accept
user@R1# set policy-statement send-static term 1 from protocol static
user@R1# set policy-statement send-static term 1 then accept
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4. Configure a static route to the remote network between Device R2 and Device R3.

[edit routing-options]
user@R1# set static route 10.1.0.0/30 next-hop 10.0.0.2

5. Configure the global AS number.

[edit routing-options]
user@R1# set autonomous-system 100

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.0.1/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
policy-statement send-static {
term 1 {
from protocol static;
then accept;

}
}

user@R1# show protocols
bgp {
group ext {
type external;
export [ send-direct send-static ];
peer-as 250;
neighbor 10.0.0.2;

}
}

user@R1# show routing-options
static {
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route 10.1.0.0/30 next-hop 10.0.0.2;
}
autonomous-system 100;

When you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit 2 family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit 3 family inet address 10.1.0.1/30

user@R2# set lo0 unit 2 family inet address 192.168.0.2/32

2. Configure EBGP.

[edit protocols bgp group ext]
user@R2# set type external
user@R2# set export send-direct
user@R2# set export send-static
user@R2# set neighbor 10.0.0.1 peer-as 100
user@R2# set neighbor 10.1.0.2 peer-as 300

3. Configure the local autonomous system (AS) number.

[edit protocols bgp group ext]
user@R2# set local-as 250

4. Configure the global AS number.

[edit routing-options]
user@R2# set autonomous-system 200

5. Configure the routing policy.

[edit policy-options]
user@R2# set policy-statement send-direct term 1 from protocol direct
user@R2# set policy-statement send-direct term 1 then accept
user@R2# set policy-statement send-static term 1 from protocol static
user@R2# set policy-statement send-static term 1 then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 2 {
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family inet {
address 10.0.0.2/30;

}
}

}
fe-1/2/1 {
unit 3 {
family inet {
address 10.1.0.1/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.0.2/32;

}
}

}

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
policy-statement send-static {
term 1 {
from protocol static;
then accept;

}
}

user@R2# show protocols
bgp {
group ext {
type external;
export [ send-direct send-static ];
local-as 250;
neighbor 10.0.0.1 {
peer-as 100;

}
neighbor 10.1.0.2 {
peer-as 300;

}
}

}

user@R2# show routing-options
autonomous-system 200;

When you are done configuring the device, enter commit from configuration mode.

Copyright © 2014, Juniper Networks, Inc.2750

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Configuring Device R3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces]
user@R3# set fe-1/2/0 unit 4 family inet address 10.1.0.2/30

user@R3# set lo0 unit 3 family inet address 192.168.0.3/32

2. Configure EBGP.

[edit protocols bgp group ext]
user@R3# set type external
user@R3# set export send-direct
user@R3# set export send-static
user@R3# set peer-as 250
user@R3# set neighbor 10.1.0.1

3. Configure the global autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 300

4. Configure a static route to the remote network between Device R1 and Device R2.

[edit routing-options]
user@R3# set static route 10.0.0.0/30 next-hop 10.1.0.1

5. Configure the routing policy.

[edit policy-options]
user@R3# set policy-statement send-direct term 1 from protocol direct
user@R3# set policy-statement send-direct term 1 then accept
user@R3# set policy-statement send-static term 1 from protocol static
user@R3# set policy-statement send-static term 1 then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit 4 {
family inet {
address 10.1.0.2/30;

}
}

}
lo0 {
unit 3 {
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family inet {
address 192.168.0.3/32;

}
}

}

user@R3# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
policy-statement send-static {
term 1 {
from protocol static;
then accept;

}
}

user@R3# show protocols
bgp {
group ext {
type external;
export [ send-direct send-static ];
peer-as 250;
neighbor 10.1.0.1;

}
}

user@R3# show routing-options
static {
route 10.0.0.0/30 next-hop 10.1.0.1;

}
autonomous-system 300;

When you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the Local and Global AS Settings on page 2752

• Checking the BGP Peering Sessions on page 2754

• Verifying the BGP AS Paths on page 2754

Checking the Local and Global AS Settings

Purpose Make sure that Device R2 has the local and global AS settings configured.

Action From operational mode, enter the show bgp neighbors command.

user@R2> show bgp neighbors
Peer: 10.0.0.1+179 AS 100      Local: 10.0.0.2+61036 AS 250  
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
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  Export: [ send-direct send-static ] 
  Options: <Preference PeerAS LocalAS Refresh>
  Holdtime: 90 Preference: 170 Local AS: 250 Local SystemAS: 200
  Number of flaps: 0
  Peer ID: 192.168.0.1     Local ID: 192.168.0.2       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  Local Interface: fe-1/2/0.2                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 100)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            3
    Accepted prefixes:            2
    Suppressed due to damping:    0
    Advertised prefixes:          4
  Last traffic (seconds): Received 6    Sent 14   Checked 47  
  Input messages:  Total 258    Updates 3       Refreshes 0     Octets 4969
  Output messages: Total 258    Updates 2       Refreshes 0     Octets 5037
  Output Queue[0]: 0

Peer: 10.1.0.2+179 AS 300      Local: 10.1.0.1+52296 AS 250  
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-direct send-static ] 
  Options: <Preference PeerAS LocalAS Refresh>
  Holdtime: 90 Preference: 170 Local AS: 250 Local SystemAS: 200
  Number of flaps: 0
  Peer ID: 192.168.0.3     Local ID: 192.168.0.2       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down
  Local Interface: fe-1/2/1.3                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 300)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            3
    Accepted prefixes:            2
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    Suppressed due to damping:    0
    Advertised prefixes:          4
  Last traffic (seconds): Received 19   Sent 26   Checked 9   
  Input messages:  Total 256    Updates 3       Refreshes 0     Octets 4931
  Output messages: Total 256    Updates 2       Refreshes 0     Octets 4999
  Output Queue[0]: 0

Meaning The Local AS: 250 and Local System AS: 200 output shows that Device R2 has the

expected settings. Additionally, the output shows that the options list includes LocalAS.

Checking the BGP Peering Sessions

Purpose Ensure that the sessions are established and that the local AS number 250 is displayed.

Action From operational mode, enter the show bgp summary command.

user@R1> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 4          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
10.0.0.2                250        232        233       0       4     1:42:37 
2/4/4/0              0/0/0/0

user@R3> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 4          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
10.1.0.1                250        235        236       0       4     1:44:25 
2/4/4/0              0/0/0/0

Meaning DeviceR1andDeviceR3appear tobepeeringwithadevice inAS250, even thoughDevice

R2 is actually in AS 200.

Verifying the BGP AS Paths

Purpose Make sure that the routes are in the routing tables and that the AS paths show the local

AS number 250.

Action From configuration mode, enter the set route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 6 destinations, 8 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/30         [BGP/170] 01:46:44, localpref 100
                      AS path: 250 I
                    > to 10.0.0.2 via fe-1/2/0.1
10.1.0.0/30         [BGP/170] 01:46:44, localpref 100
                      AS path: 250 I
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.0.2/32     *[BGP/170] 01:46:44, localpref 100
                      AS path: 250 I
                    > to 10.0.0.2 via fe-1/2/0.1
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192.168.0.3/32     *[BGP/170] 01:46:40, localpref 100
                      AS path: 250 300 I
                    > to 10.0.0.2 via fe-1/2/0.1

user@R3> show route protocol bgp

inet.0: 6 destinations, 8 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/30         [BGP/170] 01:47:10, localpref 100
                      AS path: 250 I
                    > to 10.1.0.1 via fe-1/2/0.4
10.1.0.0/30         [BGP/170] 01:47:10, localpref 100
                      AS path: 250 I
                    > to 10.1.0.1 via fe-1/2/0.4
192.168.0.1/32     *[BGP/170] 01:47:10, localpref 100
                      AS path: 250 100 I
                    > to 10.1.0.1 via fe-1/2/0.4
192.168.0.2/32     *[BGP/170] 01:47:10, localpref 100
                      AS path: 250 I
                    > to 10.1.0.1 via fe-1/2/0.4

Meaning The output shows that Device R1 and Device R3 appear to have routes with AS paths

that include AS 250, even though Device R2 is actually in AS 200.

Example: Configuring a Private Local AS for EBGP Sessions

This example shows how to configure a private local autonomous system (AS) number.

The local AS is considered to be private because it is advertised to peers that use the

local AS number for peering, but is hidden in the announcements to peers that can use

the global AS number for peering.

• Requirements on page 2755

• Overview on page 2755

• Configuration on page 2756

• Verification on page 2759

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Use the local-as statement when ISPsmerge and want to preserve a customer’s

configuration, particularly the AS with which the customer is configured to establish a

peer relationship. The local-as statement simulates the AS number already in place in

customer routers, even if the ISP’s router has moved to a different AS.

When you use the private option, the local AS is used during the establishment of the

BGP session with an external BGP (EBGP) neighbor, but is hidden in the AS path sent to

other EBGP peers. Only the global AS is included in the AS path sent to external peers.

Theprivateoption is useful for establishing local peeringwith routingdevices that remain

configured with their former AS or with a specific customer that has not yet modified its
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peer arrangements. The local AS is used to establish the BGP session with the EBGP

neighbor, but is hidden in the AS path sent to external peers in another AS.

Include the private option so that the local AS is not prepended before the global AS in

the AS path sent to external peers. When you specify the private option, the local AS is

prepended only in the AS path sent to the EBGP neighbor.

Figure 50 on page 2756 shows the sample topology.

Figure 50: Topology for Configuring a Private Local AS
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Device R1 is in AS 64496. Device R2 is in AS 64510. Device R3 is in AS 64511. Device R4

is in AS64512. Device R1 formerly belonged to AS64497, which hasmergedwith another

network and now belongs to AS 64496. Because Device R3 still peers with Device R1,

using its former AS, 64497, Device R1 needs to be configured with a local AS of 64497

in order to maintain peering with Device R3. Configuring a local AS of 64497 permits

Device R1 to add AS 64497 when advertising routes to Device R3. Device R3 sees an AS

path of 64497 64496 for the prefix 10.1.1.2/32, which is Device R2's loopback interface.

Device R4, which is behind Device R3, sees an AS path of 64511 64497 64496 64510 to

Device R2’s loopback interface. To prevent Device R1 from adding the local AS number

in its announcements to other peers, this example includes the local-as 64497 private

statement. The private option configures Device R1 to not include the local AS 64497

when announcing routes to Device R2. Device R2 sees an AS path of 64496 64511 to

Device R3 and an AS path of 64496 64511 64512 to Device R4. The private option in

Device R1's configuration causes the AS number 64497 to bemissing from the AS paths

that Device R1 readvertises to Device R2.

Device R2 is hiding the private local AS fromall the routers, except Device R3. The private

option applies to the routes that Device R1 receives (learns) from Device R3 and that

Device R1, in turn, readvertises to other routers. When these routes learned from Device

R3 are readavertised by Device R1 to Device R2, the private local AS is missing from the

AS path advertised to Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 3 family inet address 192.168.1.1/24
set interfaces fe-1/2/1 unit 5 family inet address 192.168.10.1/24
set interfaces lo0 unit 2 family inet address 10.1.1.1/32
set protocols bgp group external-AS64511 type external
set protocols bgp group external-AS64511 peer-as 64511
set protocols bgp group external-AS64511 local-as 64497
set protocols bgp group external-AS64511 local-as private
set protocols bgp group external-AS64511 neighbor 192.168.1.2
set protocols bgp group external-AS64510 type external
set protocols bgp group external-AS64510 peer-as 64510
set protocols bgp group external-AS64510 neighbor 192.168.10.2
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64496

Device R2 set interfaces fe-1/2/0 unit 6 family inet address 192.168.10.2/24
set interfaces lo0 unit 3 family inet address 10.1.1.2/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 64496
set protocols bgp group external neighbor 192.168.10.1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64510

Device R3 set interfaces fe-1/2/0 unit 4 family inet address 192.168.1.2/24
set interfaces fe-1/2/1 unit 7 family inet address 192.168.5.1/24
set interfaces lo0 unit 4 family inet address 10.1.1.3/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external neighbor 192.168.1.1 peer-as 64497
set protocols bgp group external neighbor 192.168.5.2 peer-as 64512
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64511

Device R4 set interfaces fe-1/2/0 unit 8 family inet address 192.168.5.2/24
set interfaces lo0 unit 5 family inet address 10.1.1.4/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 64511
set protocols bgp group external neighbor 192.168.5.1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64512
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Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R1# set family inet address 192.168.1.1/24

[edit interfaces fe-1/2/1 unit 5]
user@R1# set family inet address 192.168.10.1/24

[edit interfaces lo0 unit 2]
user@R1# set family inet address 10.1.1.1/32

2. Configure the EBGP peering session with Device R2.

[edit protocols bgp group external-AS64510]
user@R1# set type external
user@R1# set peer-as 64510
user@R1# set neighbor 192.168.10.2

3. Configure the EBGP peering session with Device R3.

[edit protocols bgp group external-AS64511]
user@R1# set type external
user@R1# set peer-as 64511
user@R1# set local-as 64497
user@R1# set local-as private
user@R1# set neighbor 192.168.1.2

4. Configure the routing policy.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5. Configure the global autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 64496

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 192.168.1.1/24;

}
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}
}
fe-1/2/1 {
unit 5 {
family inet {
address 192.168.10.1/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 10.1.1.1/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R1# show protocols
bgp {
group external-AS64511 {
type external;
peer-as 64511;
local-as 64497 private;
neighbor 192.168.1.2;

}
group external-AS64510 {
type external;
peer-as 64510;
neighbor 192.168.10.2;

}
}

user@R1# show routing-options
autonomous-system 64496;

If you are done configuring the device, enter commit from configuration mode.

Repeat the configuration as needed for the other devices in the topology.

Verification

Confirm that the configuration is working properly.

• Checking Device R2’s AS Paths on page 2760

• Checking Device R3’s AS Paths on page 2760
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Checking Device R2’s AS Paths

Purpose Make sure thatDeviceR2doesnot haveAS64497 in itsASpaths toDeviceR3andDevice

R4.

Action From operational mode, enter the show route protocol bgp command.

user@R2> show route protocol bgp
inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.3/32        *[BGP/170] 01:33:11, localpref 100
                      AS path: 64496 64511 I
                    > to 192.168.10.1 via fe-1/2/0.6
10.1.1.4/32        *[BGP/170] 01:33:11, localpref 100
                      AS path: 64496 64511 64512 I
                    > to 192.168.10.1 via fe-1/2/0.6
192.168.5.0/24     *[BGP/170] 01:49:15, localpref 100
                      AS path: 64496 64511 I
                    > to 192.168.10.1 via fe-1/2/0.6

Meaning Device R2’s AS paths do not include AS 64497.

Checking Device R3’s AS Paths

Purpose Make sure that Device R3 does not have AS 64497 in its AS path to Device R4.

Action From operational mode, enter the show route protocol bgp command.

user@R3> show route protocol bgp
inet.0: 7 destinations, 8 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.2/32        *[BGP/170] 01:35:11, localpref 100
                      AS path: 64497 64496 64510 I
                    > to 192.168.1.1 via fe-1/2/0.4
10.1.1.4/32        *[BGP/170] 01:35:11, localpref 100
                      AS path: 64512 I
                    > to 192.168.5.2 via fe-1/2/1.7
192.168.5.0/24      [BGP/170] 01:51:15, localpref 100
                      AS path: 64512 I
                    > to 192.168.5.2 via fe-1/2/1.7

Meaning Device R3’s route to Device R2 (prefix 10.1.1.2) includes both the local and the global AS

configured on Device R1 (64497 and 64496, respectively).

Related
Documentation

Examples: Configuring External BGP Peering on page 2639•

• BGP Configuration Overview

Example: Configuring the Accumulated IGP Attribute for BGP

• Understanding the Accumulated IGP Attribute for BGP on page 2761

• Example: Configuring the Accumulated IGP Attribute for BGP on page 2761
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Understanding the Accumulated IGP Attribute for BGP

The interior gateway protocols (IGPs) are designed to handle routing within a single

domain or an autonomous system (AS). Each link is assigned a particular value called a

metric. The distance between the two nodes is calculated as a sum of all the metric

values of links along the path. The IGP selects the shortest path between two nodes

based on distance.

BGP is designed to provide routing over a large number of independent ASs with limited

or no coordination among respective administrations. BGP does not use metrics in the

path selection decisions.

The accumulated IGP (AIGP) metric attribute for BGP enables deployment in which a

single administration can run several contiguousBGPASs. Such deployments allowBGP

tomake routing decisions based on the IGPmetric. In such networks, it is possible for

BGP to select paths based onmetrics as is done by IGPs. In this case, BGP chooses the

shortest path between two nodes, even though the nodesmight be in two different ASs.

TheAIGPattribute is particularly useful in networks that use tunneling to deliver a packet

to itsBGPnexthop.The JuniperNetworks
®
Junos

®
operating system(JunosOS)currently

supports theAIGPattribute for twoBGPaddress families, family inet labeled-unicast and

family inet6 labeled-unicast.

AIGP impacts the BGP best-route decision process. The AIGP attribute preference rule

is applied after the local-preference rule. The AIGP distance is compared to break a tie.

TheBGPbest-routedecisionprocessalso impacts theway the interior cost rule is applied

if the resolving next hop has an AIGP attribute. Without AIGP enabled, the interior cost

of a route is based on the calculation of the metric to the next hop for the route. With

AIGP enabled, the resolving AIGP distance is added to the interior cost.

The AIGP attribute is an optional non-transitive BGP path attribute and is specified in

Internet draft draft-ietf-idr-aigp-06, The Accumulated IGP Metric Attribute for BGP.

Example: Configuring the Accumulated IGP Attribute for BGP

This example shows how to configure the accumulated IGP (AIGP) metric attribute for

BGP.

• Requirements on page 2761

• Overview on page 2762

• Configuration on page 2763

• Verification on page 2793

Requirements

This example uses the following hardware and software components:

• Seven BGP-speaking devices.

• Junos OS Release 12.1 or later.
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Overview

TheAIGP attribute enables deployments inwhich a single administration can run several

contiguous BGP autonomous systems (ASs). Such deployments allow BGP tomake

routing decisions based on the IGPmetric. With AIGP enabled, BGP can select paths

basedon IGPmetrics. This enablesBGP to choose the shortest pathbetween twonodes,

even though the nodesmight be in different ASs. The AIGP attribute is particularly useful

in networks that use tunneling to deliver a packet to its BGP next hop. This example

shows AIGP configured with MPLS label-switched paths.

To enable AIGP, you include the aigp statement in the BGP configuration on a protocol

family basis. Configuring AIGP on a particular family enables sending and receiving of

theAIGPattributeon that family. Bydefault, AIGP is disabled. AnAIGP-disabledneighbor

does not send an AIGP attribute and silently discards a received AIGP attribute.

Junos OS supports AIGP for family inet labeled-unicast and family inet6 labeled-unicast.

The aigp statement can be configured for a given family at the global BGP, group, or

neighbor level.

By default, the value of the AIGP attribute for a local prefix is zero. An AIGP-enabled

neighbor can originate an AIGP attribute for a given prefix by export policy, using the

aigp-originate policy action. The value of the AIGP attribute reflects the IGP distance to

the prefix. Alternatively, you can specify a value, by using the aigp-originate distance

distance policy action. The configurable range is 0 through 4,294,967,295. Only one node

needs to originate an AIGP attribute. The AIGP attribute is retained and readvertised if

the neighbors are AIGP enabled with the aigp statement in the BGP configuration.

The policy action to originate the AIGP attribute has the following requirements:

• Neighbor must be AIGP enabled.

• Policy must be applied as an export policy.

• Prefix must have no current AIGP attribute.

• Prefix must export with next-hop self.

• Prefixmust residewithin theAIGPdomain. Typically, a loopback IPaddress is theprefix

to originate.

The policy is ignored if these requirements are not met.

Topology Diagram

Figure51onpage2763showsthetopologyused in thisexample.OSPF isusedas the interior

gateway protocol (IGP). Internal BGP (IBGP) is configured between Device PE1 and

Device PE4. External BGP (EBGP) is configured between Device PE7 and Device PE1,

between Device PE4 and Device PE3, and between Device PE4 and Device PE2. Devices

PE4, PE2, and PE3 are configured for multihop. Device PE4 selects a path based on the

AIGP value and then readvertises the AIGP value based on the AIGP and policy

configuration. Device PE1 readvertises the AIGP value to Device PE7, which is in another

administrative domain. Every device has two loopback interface addresses: 10.9.9.x is

used for BGP peering and the router ID, and 10.100.1.x is used for the BGP next hop.
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The network between Device PE1 and PE3 has IBGP peering andmultiple OSPF areas.

Theexternal link toDevicePE7 is configured toshowthat theAIGPattribute is readvertised

to a neighbor outside of the administrative domain, if that neighbor is AIGP enabled.

Figure 51: Advertisement of Multiple Paths in BGP
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For origination of an AIGP attribute, the BGP next hop is required to be itself. If the BGP

next hop remains unchanged, the receivedAIGPattribute is readvertised, as is, to another

AIGP neighbor. If the next hop changes, the received AIGP attribute is readvertised with

an increased value to another AIGP neighbor. The increase in value reflects the IGP

distance to the previous BGP next hop. To demonstrate, this example uses loopback

interface addresses for Device PE4’s EBGP peering sessions with Device PE2 and Device

PE3. Multihop is enabled on these sessions so that a recursive lookup is performed to

determine the point-to-point interface. Because the next hop changes, the IGP distance

is added to the AIGP distance.

Configuration

• Configuring Device P1 on page 2769

• Configuring Device P2 on page 2772

• Configuring Device PE4 on page 2775

• Configuring Device PE1 on page 2780

• Configuring Device PE2 on page 2784

• Configuring Device PE3 on page 2788

• Configuring Device PE7 on page 2791

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device P1 set interfaces fe-1/2/0 unit 1 description P1-to-PE1
set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.2/30
set interfaces fe-1/2/0 unit 1 family mpls
set interfaces fe-1/2/1 unit 4 description P1-to-P2
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set interfaces fe-1/2/1 unit 4 family inet address 10.0.0.29/30
set interfaces fe-1/2/1 unit 4 family mpls
set interfaces fe-1/2/2 unit 8 description P1-to-PE4
set interfaces fe-1/2/2 unit 8 family inet address 10.0.0.17/30
set interfaces fe-1/2/2 unit 8 family mpls
set interfaces lo0 unit 3 family inet address 10.9.9.2/32
set interfaces lo0 unit 3 family inet address 10.100.1.2/32
set protocols rsvp interface fe-1/2/0.1
set protocols rsvp interface fe-1/2/2.8
set protocols rsvp interface fe-1/2/1.4
set protocolsmpls label-switched-path P1-to-P2 to 10.9.9.3
set protocolsmpls label-switched-path P1-to-PE1 to 10.9.9.1
set protocolsmpls label-switched-path P1-to-PE4 to 10.9.9.4
set protocolsmpls interface fe-1/2/0.1
set protocolsmpls interface fe-1/2/2.8
set protocolsmpls interface fe-1/2/1.4
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.9.9.2
set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1
set protocols bgp group internal neighbor 10.9.9.3
set protocols bgp group internal neighbor 10.9.9.4
set protocols ospf area 0.0.0.1 interface fe-1/2/0.1 metric 1
set protocols ospf area 0.0.0.1 interface fe-1/2/1.4metric 1
set protocols ospf area 0.0.0.0 interface fe-1/2/2.8metric 1
set protocols ospf area 0.0.0.0 interface 10.9.9.2 passive
set protocols ospf area 0.0.0.0 interface 10.9.9.2metric 1
set protocols ospf area 0.0.0.0 interface 10.100.1.2 passive
set protocols ospf area 0.0.0.0 interface 10.100.1.2 metric 1
set routing-options router-id 10.9.9.2
set routing-options autonomous-system 13979

Device P2 set interfaces fe-1/2/0 unit 3 description P2-to-PE1
set interfaces fe-1/2/0 unit 3 family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit 3 family mpls
set interfaces fe-1/2/1 unit 5 description P2-to-P1
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.30/30
set interfaces fe-1/2/1 unit 5 family mpls
set interfaces fe-1/2/2 unit 6 description P2-to-PE4
set interfaces fe-1/2/2 unit 6 family inet address 10.0.0.13/30
set interfaces fe-1/2/2 unit 6 family mpls
set interfaces lo0 unit 5 family inet address 10.9.9.3/32
set interfaces lo0 unit 5 family inet address 10.100.1.3/32
set protocols rsvp interface fe-1/2/1.5
set protocols rsvp interface fe-1/2/2.6
set protocols rsvp interface fe-1/2/0.3
set protocolsmpls label-switched-path P2-to-PE1 to 10.9.9.1
set protocolsmpls label-switched-path P2-to-P1 to 10.9.9.2
set protocolsmpls label-switched-path P2-to-PE4 to 10.9.9.4
set protocolsmpls interface fe-1/2/1.5
set protocolsmpls interface fe-1/2/2.6
set protocolsmpls interface fe-1/2/0.3
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.9.9.3
set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1
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set protocols bgp group internal neighbor 10.9.9.2
set protocols bgp group internal neighbor 10.9.9.4
set protocols ospf area 0.0.0.0 interface fe-1/2/2.6metric 1
set protocols ospf area 0.0.0.0 interface 10.9.9.3 passive
set protocols ospf area 0.0.0.0 interface 10.9.9.3metric 1
set protocols ospf area 0.0.0.0 interface 10.100.1.3 passive
set protocols ospf area 0.0.0.0 interface 10.100.1.3 metric 1
set routing-options router-id 10.9.9.3
set routing-options autonomous-system 13979

Device PE4 set interfaces fe-1/2/0 unit 7 description PE4-to-P2
set interfaces fe-1/2/0 unit 7 family inet address 10.0.0.14/30
set interfaces fe-1/2/0 unit 7 family mpls
set interfaces fe-1/2/1 unit 9 description PE4-to-P1
set interfaces fe-1/2/1 unit 9 family inet address 10.0.0.18/30
set interfaces fe-1/2/1 unit 9 family mpls
set interfaces fe-1/2/2 unit 10 description PE4-to-PE2
set interfaces fe-1/2/2 unit 10 family inet address 10.0.0.21/30
set interfaces fe-1/2/2 unit 10 family mpls
set interfaces fe-1/0/2 unit 12 description PE4-to-PE3
set interfaces fe-1/0/2 unit 12 family inet address 10.0.0.25/30
set interfaces fe-1/0/2 unit 12 family mpls
set interfaces lo0 unit 7 family inet address 10.9.9.4/32
set interfaces lo0 unit 7 family inet address 10.100.1.4/32
set protocols rsvp interface fe-1/2/0.7
set protocols rsvp interface fe-1/2/1.9
set protocols rsvp interface fe-1/2/2.10
set protocols rsvp interface fe-1/0/2.12
set protocolsmpls label-switched-path PE4-to-PE2 to 10.9.9.5
set protocolsmpls label-switched-path PE4-to-PE3 to 10.9.9.6
set protocolsmpls label-switched-path PE4-to-P1 to 10.9.9.2
set protocolsmpls label-switched-path PE4-to-P2 to 10.9.9.3
set protocolsmpls interface fe-1/2/0.7
set protocolsmpls interface fe-1/2/1.9
set protocolsmpls interface fe-1/2/2.10
set protocolsmpls interface fe-1/0/2.12
set protocols bgp export next-hop
set protocols bgp export aigp
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.9.9.4
set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1
set protocols bgp group internal neighbor 10.9.9.3
set protocols bgp group internal neighbor 10.9.9.2
set protocols bgp group external type external
set protocols bgp group external multihop ttl 2
set protocols bgp group external local-address 10.9.9.4
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external peer-as 7018
set protocols bgp group external neighbor 10.9.9.5
set protocols bgp group external neighbor 10.9.9.6
set protocols ospf area 0.0.0.0 interface fe-1/2/1.9metric 1
set protocols ospf area 0.0.0.0 interface fe-1/2/0.7metric 1
set protocols ospf area 0.0.0.0 interface 10.9.9.4 passive
set protocols ospf area 0.0.0.0 interface 10.9.9.4metric 1
set protocols ospf area 0.0.0.0 interface 10.100.1.4 passive
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set protocols ospf area 0.0.0.0 interface 10.100.1.4metric 1
set protocols ospf area 0.0.0.2 interface fe-1/2/2.10metric 1
set protocols ospf area 0.0.0.3 interface fe-1/0/2.12metric 1
set policy-options policy-statement aigp term 10 from protocol static
set policy-options policy-statement aigp term 10 from route-filter 44.0.0.0/24 exact
set policy-options policy-statement aigp term 10 then aigp-originate distance 200
set policy-options policy-statement aigp term 10 then next-hop 10.100.1.4
set policy-options policy-statement aigp term 10 then accept
set policy-options policy-statement next-hop term 10 from protocol bgp
set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.4
set policy-options policy-statement next-hop term 10 then accept
set policy-options policy-statement next-hop term 20 from protocol direct
set policy-options policy-statement next-hop term20 from route-filter 10.9.9.4/32 exact
set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.4/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.4
set policy-options policy-statement next-hop term 20 then accept
set routing-options static route 44.0.0.0/24 discard
set routing-options router-id 10.9.9.4
set routing-options autonomous-system 13979

Device PE1 set interfaces fe-1/2/0 unit 0 description PE1-to-P1
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces fe-1/2/0 unit 0 family mpls
set interfaces fe-1/2/1 unit 2 description PE1-to-P2
set interfaces fe-1/2/1 unit 2 family inet address 10.0.0.5/30
set interfaces fe-1/2/1 unit 2 family mpls
set interfaces fe-1/2/2 unit 14 description PE1-to-PE7
set interfaces fe-1/2/2 unit 14 family inet address 10.0.0.9/30
set interfaces lo0 unit 1 family inet address 10.9.9.1/32
set interfaces lo0 unit 1 family inet address 10.100.1.1/32
set protocols rsvp interface fe-1/2/0.0
set protocols rsvp interface fe-1/2/1.2
set protocols rsvp interface fe-1/2/2.14
set protocolsmpls label-switched-path PE1-to-P1 to 10.9.9.2
set protocolsmpls label-switched-path PE1-to-P2 to 10.9.9.3
set protocolsmpls interface fe-1/2/0.0
set protocolsmpls interface fe-1/2/1.2
set protocolsmpls interface fe-1/2/2.14
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.9.9.1
set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal export SET_EXPORT_ROUTES
set protocols bgp group internal vpn-apply-export
set protocols bgp group internal neighbor 10.9.9.4
set protocols bgp group internal neighbor 10.9.9.2
set protocols bgp group internal neighbor 10.9.9.3
set protocols bgp group external type external
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external peer-as 7019
set protocols bgp group external neighbor 10.0.0.10
set protocols ospf area 0.0.0.1 interface fe-1/2/0.0metric 1
set protocols ospf area 0.0.0.1 interface fe-1/2/1.2metric 1
set protocols ospf area 0.0.0.1 interface 10.9.9.1 passive
set protocols ospf area 0.0.0.1 interface 10.9.9.1 metric 1

Copyright © 2014, Juniper Networks, Inc.2766

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



set protocols ospf area 0.0.0.1 interface 10.100.1.1 passive
set protocols ospf area 0.0.0.1 interface 10.100.1.1 metric 1
set policy-optionspolicy-statementSET_EXPORT_ROUTES term 10 fromprotocol direct
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.1

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept
set routing-options router-id 10.9.9.1
set routing-options autonomous-system 13979

Device PE2 set interfaces fe-1/2/0 unit 11 description PE2-to-PE4
set interfaces fe-1/2/0 unit 11 family inet address 10.0.0.22/30
set interfaces fe-1/2/0 unit 11 family mpls
set interfaces lo0 unit 9 family inet address 10.9.9.5/32 primary
set interfaces lo0 unit 9 family inet address 10.100.1.5/32
set protocols rsvp interface fe-1/2/0.11
set protocolsmpls label-switched-path PE2-to-PE4 to 10.9.9.4
set protocolsmpls interface fe-1/2/0.11
set protocols bgp group external type external
set protocols bgp group external multihop ttl 2
set protocols bgp group external local-address 10.9.9.5
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export next-hop
set protocols bgp group external export aigp
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external vpn-apply-export
set protocols bgp group external peer-as 13979
set protocols bgp group external neighbor 10.9.9.4
set protocols ospf area 0.0.0.2 interface 10.9.9.5 passive
set protocols ospf area 0.0.0.2 interface 10.9.9.5metric 1
set protocols ospf area 0.0.0.2 interface 10.100.1.5 passive
set protocols ospf area 0.0.0.2 interface 10.100.1.5metric 1
set protocols ospf area 0.0.0.2 interface fe-1/2/0.11 metric 1
set policy-optionspolicy-statementSET_EXPORT_ROUTES term 10 fromprotocol direct
set policy-options policy-statementSET_EXPORT_ROUTES term 10 fromprotocol static
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.5

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept
set policy-options policy-statement aigp term 10 from route-filter 55.0.0.0/24 exact
set policy-options policy-statement aigp term 10 then aigp-originate distance 20
set policy-options policy-statement aigp term 10 then next-hop 10.100.1.5
set policy-options policy-statement aigp term 10 then accept
set policy-options policy-statement aigp term 20 from route-filter 99.0.0.0/24 exact
set policy-options policy-statement aigp term 20 then aigp-originate distance 30
set policy-options policy-statement aigp term 20 then next-hop 10.100.1.5
set policy-options policy-statement aigp term 20 then accept
set policy-options policy-statement next-hop term 10 from protocol bgp
set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.5
set policy-options policy-statement next-hop term 10 then accept
set policy-options policy-statement next-hop term 20 from protocol direct
set policy-options policy-statement next-hop term20 from route-filter 10.9.9.5/32 exact
set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.5/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.5
set policy-options policy-statement next-hop term 20 then accept
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set routing-options static route 99.0.0.0/24 discard
set routing-options static route 55.0.0.0/24 discard
set routing-options router-id 10.9.9.5
set routing-options autonomous-system 7018

Device PE3 set interfaces fe-1/2/0 unit 13 description PE3-to-PE4
set interfaces fe-1/2/0 unit 13 family inet address 10.0.0.26/30
set interfaces fe-1/2/0 unit 13 family mpls
set interfaces lo0 unit 11 family inet address 10.9.9.6/32
set interfaces lo0 unit 11 family inet address 10.100.1.6/32
set protocols rsvp interface fe-1/2/0.13
set protocolsmpls label-switched-path PE3-to-PE4 to 10.9.9.4
set protocolsmpls interface fe-1/2/0.13
set protocols bgp group external type external
set protocols bgp group external multihop ttl 2
set protocols bgp group external local-address 10.9.9.6
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export next-hop
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external vpn-apply-export
set protocols bgp group external peer-as 13979
set protocols bgp group external neighbor 10.9.9.4
set protocols ospf area 0.0.0.3 interface 10.9.9.6 passive
set protocols ospf area 0.0.0.3 interface 10.9.9.6metric 1
set protocols ospf area 0.0.0.3 interface 10.100.1.6 passive
set protocols ospf area 0.0.0.3 interface 10.100.1.6metric 1
set protocols ospf area 0.0.0.3 interface fe-1/2/0.13metric 1
set policy-optionspolicy-statementSET_EXPORT_ROUTES term 10 fromprotocol direct
set policy-options policy-statementSET_EXPORT_ROUTES term 10 fromprotocol static
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.6

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept
set policy-options policy-statement next-hop term 10 from protocol bgp
set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.6
set policy-options policy-statement next-hop term 10 then accept
set policy-options policy-statement next-hop term 20 from protocol direct
set policy-options policy-statement next-hop term20 from route-filter 10.9.9.6/32 exact
set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.6/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.6
set policy-options policy-statement next-hop term 20 then accept
set routing-options router-id 10.9.9.6
set routing-options autonomous-system 7018

Device PE7 set interfaces fe-1/2/0 unit 15 description PE7-to-PE1
set interfaces fe-1/2/0 unit 15 family inet address 10.0.0.10/30
set interfaces lo0 unit 13 family inet address 10.9.9.7/32
set interfaces lo0 unit 13 family inet address 10.100.1.7/32
set protocols bgp group external type external
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external peer-as 13979
set protocols bgp group external neighbor 10.0.0.9
set policy-optionspolicy-statementSET_EXPORT_ROUTES term 10 fromprotocol direct
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set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.7

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept
set routing-options router-id 10.9.9.7
set routing-options autonomous-system 7019

Configuring Device P1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device P1:

1. Configure the interfaces.

[edit interfaces]
user@P1# set fe-1/2/0 unit 1 description P1-to-PE1
user@P1# set fe-1/2/0 unit 1 family inet address 10.0.0.2/30
user@P1# set fe-1/2/0 unit 1 family mpls
user@P1# set fe-1/2/1 unit 4 description P1-to-P2
user@P1# set fe-1/2/1 unit 4 family inet address 10.0.0.29/30
user@P1# set fe-1/2/1 unit 4 family mpls
user@P1# set fe-1/2/2 unit 8 description P1-to-PE4
user@P1# set fe-1/2/2 unit 8 family inet address 10.0.0.17/30
user@P1# set fe-1/2/2 unit 8 family mpls
user@P1# set lo0 unit 3 family inet address 10.9.9.2/32
user@P1# set lo0 unit 3 family inet address 10.100.1.2/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@P1# set rsvp interface fe-1/2/0.1
user@P1# set rsvp interface fe-1/2/2.8
user@P1# set rsvp interface fe-1/2/1.4
user@P1# setmpls label-switched-path P1-to-P2 to 10.9.9.3
user@P1# setmpls label-switched-path P1-to-PE1 to 10.9.9.1
user@P1# setmpls label-switched-path P1-to-PE4 to 10.9.9.4
user@P1# setmpls interface fe-1/2/0.1
user@P1# setmpls interface fe-1/2/2.8
user@P1# setmpls interface fe-1/2/1.4

3. Configure BGP.

[edit protocols bgp group internal]
user@P1# set type internal
user@P1# set local-address 10.9.9.2
user@P1# set neighbor 10.9.9.1
user@P1# set neighbor 10.9.9.3
user@P1# set neighbor 10.9.9.4

4. Enable AIGP.

[edit protocols bgp group internal]
user@P1# set family inet labeled-unicast aigp
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5. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]
user@P1# set area 0.0.0.1 interface fe-1/2/0.1 metric 1
user@P1# set area 0.0.0.1 interface fe-1/2/1.4metric 1
user@P1# set area 0.0.0.0 interface fe-1/2/2.8metric 1
user@P1# set area 0.0.0.0 interface 10.9.9.2 passive
user@P1# set area 0.0.0.0 interface 10.9.9.2metric 1
user@P1# set area 0.0.0.0 interface 10.100.1.2 passive
user@P1# set area 0.0.0.0 interface 10.100.1.2 metric 1

6. Configure the router ID and the autonomous system number.

[edit routing-options]
user@P1# set router-id 10.9.9.2
user@P1# set autonomous-system 13979

7. If you are done configuring the device, commit the configuration.

user@P1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@P1# show interfaces
fe-1/2/0 {
unit 1 {
description P1-to-PE1;
family inet {
address 10.0.0.2/30;

}
family mpls;

}
}
fe-1/2/1 {
unit 4 {
description P1-to-P2;
family inet {
address 10.0.0.29/30;

}
family mpls;

}
}
fe-1/2/2 {
unit 8 {
description P1-to-PE4;
family inet {
address 10.0.0.17/30;

}
family mpls;

}
}
lo0 {
unit 3 {
family inet {

Copyright © 2014, Juniper Networks, Inc.2770

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



address 10.9.9.2/32;
address 10.100.1.2/32;

}
}

}

user@P1# show protocols
rsvp {
interface fe-1/2/0.1;
interface fe-1/2/2.8;
interface fe-1/2/1.4;

}
mpls {
label-switched-path P1-to-P2 {
to 10.9.9.3;

}
label-switched-path P1-to-PE1 {
to 10.9.9.1;

}
label-switched-path P1-to-PE4 {
to 10.9.9.4;

}
interface fe-1/2/0.1;
interface fe-1/2/2.8;
interface fe-1/2/1.4;

}
bgp {
group internal {
type internal;
local-address 10.9.9.2;
family inet {
labeled-unicast {
aigp;

}
}
neighbor 10.9.9.1;
neighbor 10.9.9.3;
neighbor 10.9.9.4;

}
}
ospf {
area 0.0.0.1 {
interface fe-1/2/0.1 {
metric 1;

}
interface fe-1/2/1.4 {
metric 1;

}
}
area 0.0.0.0 {
interface fe-1/2/2.8 {
metric 1;

}
interface 10.9.9.2 {
passive;
metric 1;
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}
interface 10.100.1.2 {
passive;
metric 1;

}
}

}

user@P1# show routing-options
router-id 10.9.9.2;
autonomous-system 13979;

Configuring Device P2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device P2:

1. Configure the interfaces.

[edit interfaces]
user@P2# set fe-1/2/0 unit 3 description P2-to-PE1
user@P2# set fe-1/2/0 unit 3 family inet address 10.0.0.6/30
user@P2# set fe-1/2/0 unit 3 family mpls
user@P2# set fe-1/2/1 unit 5 description P2-to-P1
user@P2# set fe-1/2/1 unit 5 family inet address 10.0.0.30/30
user@P2# set fe-1/2/1 unit 5 family mpls
user@P2# set fe-1/2/2 unit 6 description P2-to-PE4
user@P2# set fe-1/2/2 unit 6 family inet address 10.0.0.13/30
user@P2# set fe-1/2/2 unit 6 family mpls
user@P2# set lo0 unit 5 family inet address 10.9.9.3/32
user@P2# set lo0 unit 5 family inet address 10.100.1.3/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@P2# set rsvp interface fe-1/2/1.5
user@P2# set rsvp interface fe-1/2/2.6
user@P2# set rsvp interface fe-1/2/0.3
user@P2# setmpls label-switched-path P2-to-PE1 to 10.9.9.1
user@P2# setmpls label-switched-path P2-to-P1 to 10.9.9.2
user@P2# setmpls label-switched-path P2-to-PE4 to 10.9.9.4
user@P2# setmpls interface fe-1/2/1.5
user@P2# setmpls interface fe-1/2/2.6
user@P2# setmpls interface fe-1/2/0.3

3. Configure BGP.

[edit protocols bgp group internal]
user@P2# set type internal
user@P2# set local-address 10.9.9.3
user@P2# set neighbor 10.9.9.1
user@P2# set neighbor 10.9.9.2
user@P2# set neighbor 10.9.9.4
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4. Enable AIGP.

[edit protocols bgp group internal]
user@P2# set family inet labeled-unicast aigp

5. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]
user@P2# set area 0.0.0.0 interface fe-1/2/2.6metric 1
user@P2# set area 0.0.0.0 interface 10.9.9.3 passive
user@P2# set area 0.0.0.0 interface 10.9.9.3metric 1
user@P2# set area 0.0.0.0 interface 10.100.1.3 passive
user@P2# set area 0.0.0.0 interface 10.100.1.3 metric 1

6. Configure the router ID and the autonomous system number.

[edit routing-options]
user@P2# set router-id 10.9.9.3
user@P2# set autonomous-system 13979

7. If you are done configuring the device, commit the configuration.

user@P2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@P2# show interfaces
fe-1/2/0 {
unit 3 {
description P2-to-PE1;
family inet {
address 10.0.0.6/30;

}
family mpls;

}
}
fe-1/2/1 {
unit 5 {
description P2-to-P1;
family inet {
address 10.0.0.30/30;

}
family mpls;

}
}
fe-1/2/2 {
unit 6 {
description P2-to-PE4;
family inet {
address 10.0.0.13/30;

}
family mpls;

}
}
lo0 {
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unit 5 {
family inet {
address 10.9.9.3/32;
address 10.100.1.3/32;

}
}

}

user@P2# show protocols
rsvp {
interface fe-1/2/1.5;
interface fe-1/2/2.6;
interface fe-1/2/0.3;

}
mpls {
label-switched-path P2-to-PE1 {
to 10.9.9.1;

}
label-switched-path P2-to-P1 {
to 10.9.9.2;

}
label-switched-path P2-to-PE4 {
to 10.9.9.4;

}
interface fe-1/2/1.5;
interface fe-1/2/2.6;
interface fe-1/2/0.3;

}
bgp {
group internal {
type internal;
local-address 10.9.9.3;
family inet {
labeled-unicast {
aigp;

}
}
neighbor 10.9.9.1;
neighbor 10.9.9.2;
neighbor 10.9.9.4;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/2.6 {
metric 1;

}
interface 10.9.9.3 {
passive;
metric 1;

}
interface 10.100.1.3 {
passive;
metric 1;

}
}
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}

user@P2# show routing-options
router-id 10.9.9.3;
autonomous-system 13979;

Configuring Device PE4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE4:

1. Configure the interfaces.

[edit interfaces]
user@PE4# set fe-1/2/0 unit 7 description PE4-to-P2
user@PE4# set fe-1/2/0 unit 7 family inet address 10.0.0.14/30
user@PE4# set fe-1/2/0 unit 7 family mpls
user@PE4# set fe-1/2/1 unit 9 description PE4-to-P1
user@PE4# set fe-1/2/1 unit 9 family inet address 10.0.0.18/30
user@PE4# set fe-1/2/1 unit 9 family mpls
user@PE4# set fe-1/2/2 unit 10 description PE4-to-PE2
user@PE4# set fe-1/2/2 unit 10 family inet address 10.0.0.21/30
user@PE4# set fe-1/2/2 unit 10 family mpls
user@PE4# set fe-1/0/2 unit 12 description PE4-to-PE3
user@PE4# set fe-1/0/2 unit 12 family inet address 10.0.0.25/30
user@PE4# set fe-1/0/2 unit 12 family mpls
user@PE4# set lo0 unit 7 family inet address 10.9.9.4/32
user@PE4# set lo0 unit 7 family inet address 10.100.1.4/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@PE4# set rsvp interface fe-1/2/0.7
user@PE4# set rsvp interface fe-1/2/1.9
user@PE4# set rsvp interface fe-1/2/2.10
user@PE4# set rsvp interface fe-1/0/2.12
user@PE4# setmpls label-switched-path PE4-to-PE2 to 10.9.9.5
user@PE4# setmpls label-switched-path PE4-to-PE3 to 10.9.9.6
user@PE4# setmpls label-switched-path PE4-to-P1 to 10.9.9.2
user@PE4# setmpls label-switched-path PE4-to-P2 to 10.9.9.3
user@PE4# setmpls interface fe-1/2/0.7
user@PE4# setmpls interface fe-1/2/1.9
user@PE4# setmpls interface fe-1/2/2.10
user@PE4# setmpls interface fe-1/0/2.12

3. Configure BGP.

[edit protocols bgp]
user@PE4# set export next-hop
user@PE4# set export aigp
user@PE4# set group internal type internal
user@PE4# set group internal local-address 10.9.9.4
user@PE4# set group internal neighbor 10.9.9.1
user@PE4# set group internal neighbor 10.9.9.3
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user@PE4# set group internal neighbor 10.9.9.2
user@PE4# set group external type external
user@PE4# set group external multihop ttl 2
user@PE4# set group external local-address 10.9.9.4
user@PE4# set group external peer-as 7018
user@PE4# set group external neighbor 10.9.9.5
user@PE4# set group external neighbor 10.9.9.6

4. Enable AIGP.

[edit protocols bgp]
user@PE4# set group external family inet labeled-unicast aigp
user@PE4# set group internal family inet labeled-unicast aigp

5. Originate a prefix, and configure an AIGP distance.

By default, a prefix is originated using the current IGP distance. Optionally, you can
configure a distance for the AIGP attribute, using the distance option, as shown
here.

[edit policy-options policy-statement aigp term 10]
user@PE4# set from protocol static
user@PE4# set from route-filter 44.0.0.0/24 exact
user@PE4# set then aigp-originate distance 200
user@PE4# set then next-hop 10.100.1.4
user@PE4# set then accept

6. Enable the policies.

[edit policy-options policy-statement next-hop]
user@PE4# set term 10 from protocol bgp
user@PE4# set term 10 then next-hop 10.100.1.4
user@PE4# set term 10 then accept
user@PE4# set term 20 from protocol direct
user@PE4# set term 20 from route-filter 10.9.9.4/32 exact
user@PE4# set term 20 from route-filter 10.100.1.4/32 exact
user@PE4# set term 20 then next-hop 10.100.1.4
user@PE4# set term 20 then accept

7. Configure a static route.

[edit routing-options]
user@PE4# set static route 44.0.0.0/24 discard

8. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]
user@PE4# set area 0.0.0.0 interface fe-1/2/1.9metric 1
user@PE4# set area 0.0.0.0 interface fe-1/2/0.7metric 1
user@PE4# set area 0.0.0.0 interface 10.9.9.4 passive
user@PE4# set area 0.0.0.0 interface 10.9.9.4metric 1
user@PE4# set area 0.0.0.0 interface 10.100.1.4 passive
user@PE4# set area 0.0.0.0 interface 10.100.1.4metric 1
user@PE4# set area 0.0.0.2 interface fe-1/2/2.10metric 1
user@PE4# set area 0.0.0.3 interface fe-1/0/2.12metric 1

9. Configure the router ID and the autonomous system number.

[edit routing-options]
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user@PE4# set router-id 10.9.9.4
user@PE4# set autonomous-system 13979

10. If you are done configuring the device, commit the configuration.

user@PE4# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE4# show interfaces
fe-1/0/2 {
unit 12 {
description PE4-to-PE3;
family inet {
address 10.0.0.25/30;

}
family mpls;

}
}
fe-1/2/0 {
unit 7 {
description PE4-to-P2;
family inet {
address 10.0.0.14/30;

}
family mpls;

}
}
fe-1/2/1 {
unit 9 {
description PE4-to-P1;
family inet {
address 10.0.0.18/30;

}
family mpls;

}
}
fe-1/2/2 {
unit 10 {
description PE4-to-PE2;
family inet {
address 10.0.0.21/30;

}
family mpls;

}
}
lo0 {
unit 7 {
family inet {
address 10.9.9.4/32;
address 10.100.1.4/32;

}
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}
}

user@PE4# show policy-options
policy-statement aigp {
term 10 {
from {
protocol static;
route-filter 44.0.0.0/24 exact;

}
then {
aigp-originate distance 200;
next-hop 10.100.1.4;
accept;

}
}

}
policy-statement next-hop {
term 10 {
from protocol bgp;
then {
next-hop 10.100.1.4;
accept;

}
}
term 20 {
from {
protocol direct;
route-filter 10.9.9.4/32 exact;
route-filter 10.100.1.4/32 exact;

}
then {
next-hop 10.100.1.4;
accept;

}
}

}

user@PE4# show protocols
rsvp {
interface fe-1/2/0.7;
interface fe-1/2/1.9;
interface fe-1/2/2.10;
interface fe-1/0/2.12;

}
mpls {
label-switched-path PE4-to-PE2 {
to 10.9.9.5;

}
label-switched-path PE4-to-PE3 {
to 10.9.9.6;

}
label-switched-path PE4-to-P1 {
to 10.9.9.2;

}
label-switched-path PE4-to-P2 {
to 10.9.9.3;
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}
interface fe-1/2/0.7;
interface fe-1/2/1.9;
interface fe-1/2/2.10;
interface fe-1/0/2.12;

}
bgp {
export [ next-hop aigp ];
group internal {
type internal;
local-address 10.9.9.4;
family inet {
labeled-unicast {
aigp;

}
}
neighbor 10.9.9.1;
neighbor 10.9.9.3;
neighbor 10.9.9.2;

}
group external {
type external;
multihop {
ttl 2;

}
local-address 10.9.9.4;
family inet {
labeled-unicast {
aigp;

}
}
peer-as 7018;
neighbor 10.9.9.5;
neighbor 10.9.9.6;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.9 {
metric 1;

}
interface fe-1/2/0.7 {
metric 1;

}
interface 10.9.9.4 {
passive;
metric 1;

}
interface 10.100.1.4 {
passive;
metric 1;

}
}
area 0.0.0.2 {
interface fe-1/2/2.10 {
metric 1;
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}
}
area 0.0.0.3 {
interface fe-1/0/2.12 {
metric 1;

}
}

}

user@PE4# show routing-options
static {
route 44.0.0.0/24 discard;

}
router-id 10.9.9.4;
autonomous-system 13979;

Configuring Device PE1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]
user@PE1# set fe-1/2/0 unit 0 description PE1-to-P1
user@PE1# set fe-1/2/0 unit 0 family inet address 10.0.0.1/30
user@PE1# set fe-1/2/0 unit 0 family mpls
user@PE1# set fe-1/2/1 unit 2 description PE1-to-P2
user@PE1# set fe-1/2/1 unit 2 family inet address 10.0.0.5/30
user@PE1# set fe-1/2/1 unit 2 family mpls
user@PE1# set fe-1/2/2 unit 14 description PE1-to-PE7
user@PE1# set fe-1/2/2 unit 14 family inet address 10.0.0.9/30
user@PE1# set lo0 unit 1 family inet address 10.9.9.1/32
user@PE1# set lo0 unit 1 family inet address 10.100.1.1/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@PE1# set rsvp interface fe-1/2/0.0
user@PE1# set rsvp interface fe-1/2/1.2
user@PE1# set rsvp interface fe-1/2/2.14
user@PE1# setmpls label-switched-path PE1-to-P1 to 10.9.9.2
user@PE1# setmpls label-switched-path PE1-to-P2 to 10.9.9.3
user@PE1# setmpls interface fe-1/2/0.0
user@PE1# setmpls interface fe-1/2/1.2
user@PE1# setmpls interface fe-1/2/2.14

3. Configure BGP.

[edit protocols bgp]
user@PE1# set group internal type internal
user@PE1# set group internal local-address 10.9.9.1
user@PE1# set group internal export SET_EXPORT_ROUTES
user@PE1# set group internal vpn-apply-export
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user@PE1# set group internal neighbor 10.9.9.4
user@PE1# set group internal neighbor 10.9.9.2
user@PE1# set group internal neighbor 10.9.9.3
user@PE1# set group external type external
user@PE1# set group external export SET_EXPORT_ROUTES
user@PE1# set group external peer-as 7019
user@PE1# set group external neighbor 10.0.0.10

4. Enable AIGP.

[edit protocols bgp]
user@PE1# set group internal family inet labeled-unicast aigp
user@PE1# set group external family inet labeled-unicast aigp

5. Enable the policies.

[edit policy-options policy-statement SET_EXPORT_ROUTES term 10]
user@PE1# set from protocol direct
user@PE1# set from protocol bgp
user@PE1# set then next-hop 10.100.1.1
user@PE1# set then accept

6. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.1]
user@PE1# set interface fe-1/2/0.0metric 1
user@PE1# set interface fe-1/2/1.2metric 1
user@PE1# set interface 10.9.9.1 passive
user@PE1# set interface 10.9.9.1 metric 1
user@PE1# set interface 10.100.1.1 passive
user@PE1# set interface 10.100.1.1 metric 1

7. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE1# set router-id 10.9.9.1
user@PE1# set autonomous-system 13979

8. If you are done configuring the device, commit the configuration.

user@PE1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE1# show interfaces
fe-1/2/0 {
unit 0 {
description PE1-to-P1;
family inet {
address 10.0.0.1/30;

}
family mpls;

}
}
fe-1/2/1 {
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unit 2 {
description PE1-to-P2;
family inet {
address 10.0.0.5/30;

}
family mpls;

}
}
fe-1/2/2 {
unit 14 {
description PE1-to-PE7;
family inet {
address 10.0.0.9/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 10.9.9.1/32;
address 10.100.1.1/32;

}
}

}

user@PE1# show policy-options
policy-statement SET_EXPORT_ROUTES {
term 10 {
from protocol [ direct bgp ];
then {
next-hop 10.100.1.1;
accept;

}
}

}

user@PE1# show protocols
rsvp {
interface fe-1/2/0.0;
interface fe-1/2/1.2;
interface fe-1/2/2.14;

}
mpls {
label-switched-path PE1-to-P1 {
to 10.9.9.2;

}
label-switched-path PE1-to-P2 {
to 10.9.9.3;

}
interface fe-1/2/0.0;
interface fe-1/2/1.2;
interface fe-1/2/2.14;

}
bgp {
group internal {
type internal;
local-address 10.9.9.1;
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family inet {
labeled-unicast {
aigp;

}
}
export SET_EXPORT_ROUTES;
vpn-apply-export;
neighbor 10.9.9.4;
neighbor 10.9.9.2;
neighbor 10.9.9.3;

}
group external {
type external;
family inet {
labeled-unicast {
aigp;

}
}
export SET_EXPORT_ROUTES;
peer-as 7019;
neighbor 10.0.0.10;

}
}
ospf {
area 0.0.0.1 {
interface fe-1/2/0.0 {
metric 1;

}
interface fe-1/2/1.2 {
metric 1;

}
interface 10.9.9.1 {
passive;
metric 1;

}
interface 10.100.1.1 {
passive;
metric 1;

}
}

}

user@PE1# show routing-options
router-id 10.9.9.1;
autonomous-system 13979;
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Configuring Device PE2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]
user@PE2# set fe-1/2/0 unit 11 description PE2-to-PE4
user@PE2# set fe-1/2/0 unit 11 family inet address 10.0.0.22/30
user@PE2# set fe-1/2/0 unit 11 family mpls
user@PE2# set lo0 unit 9 family inet address 10.9.9.5/32 primary
user@PE2# set lo0 unit 9 family inet address 10.100.1.5/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@PE2# set rsvp interface fe-1/2/0.11
user@PE2# setmpls label-switched-path PE2-to-PE4 to 10.9.9.4
user@PE2# setmpls interface fe-1/2/0.11

3. Configure BGP.

[edit protocols bgp]
user@PE2# set group external type external
user@PE2# set group external multihop ttl 2
user@PE2# set group external local-address 10.9.9.5
user@PE2# set group external export next-hop
user@PE2# set group external export aigp
user@PE2# set group external export SET_EXPORT_ROUTES
user@PE2# set group external vpn-apply-export
user@PE2# set group external peer-as 13979
user@PE2# set group external neighbor 10.9.9.4

4. Enable AIGP.

[edit protocols bgp]
user@PE2# set group external family inet labeled-unicast aigp

5. Originate a prefix, and configure an AIGP distance.

By default, a prefix is originated using the current IGP distance. Optionally, you can
configure a distance for the AIGP attribute, using the distance option, as shown
here.

[edit policy-options policy-statement aigp]
user@PE2# set term 10 from route-filter 55.0.0.0/24 exact
user@PE2# set term 10 then aigp-originate distance 20
user@PE2# set term 10 then next-hop 10.100.1.5
user@PE2# set term 10 then accept
user@PE2# set term 20 from route-filter 99.0.0.0/24 exact
user@PE2# set term 20 then aigp-originate distance 30
user@PE2# set term 20 then next-hop 10.100.1.5
user@PE2# set term 20 then accept
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6. Enable the policies.

[edit policy-options]
user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
direct

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
static

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
bgp

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.5

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 then accept
user@PE2# set policy-statement next-hop term 10 from protocol bgp
user@PE2# set policy-statement next-hop term 10 then next-hop 10.100.1.5
user@PE2# set policy-statement next-hop term 10 then accept
user@PE2# set policy-statement next-hop term 20 from protocol direct
user@PE2# set policy-statement next-hop term 20 from route-filter 10.9.9.5/32
exact

user@PE2# set policy-statement next-hop term 20 from route-filter 10.100.1.5/32
exact

user@PE2# set policy-statement next-hop term 20 then next-hop 10.100.1.5
user@PE2# set policy-statement next-hop term 20 then accept

7. Enable some static routes.

[edit routing-options]
user@PE2# set static route 99.0.0.0/24 discard
user@PE2# set static route 55.0.0.0/24 discard

8. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.2]
user@PE2# set interface 10.9.9.5 passive
user@PE2# set interface 10.9.9.5metric 1
user@PE2# set interface 10.100.1.5 passive
user@PE2# set interface 10.100.1.5metric 1
user@PE2# set interface fe-1/2/0.11 metric 1

9. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE2# set router-id 10.9.9.5
user@PE2# set autonomous-system 7018

10. If you are done configuring the device, commit the configuration.

user@PE2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE2# show interfaces
fe-1/2/0 {
unit 11 {
description PE2-to-PE4;
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family inet {
address 10.0.0.22/30;

}
family mpls;

}
}
lo0 {
unit 9 {
family inet {
address 10.9.9.5/32 {
primary;

}
address 10.100.1.5/32;

}
}

}

user@PE2# show policy-options
policy-statement SET_EXPORT_ROUTES {
term 10 {
from protocol [ direct static bgp ];
then {
next-hop 10.100.1.5;
accept;

}
}

}
policy-statement aigp {
term 10 {
from {
route-filter 55.0.0.0/24 exact;

}
then {
aigp-originate distance 20;
next-hop 10.100.1.5;
accept;

}
}
term 20 {
from {
route-filter 99.0.0.0/24 exact;

}
then {
aigp-originate distance 30;
next-hop 10.100.1.5;
accept;

}
}

}
policy-statement next-hop {
term 10 {
from protocol bgp;
then {
next-hop 10.100.1.5;
accept;

}

Copyright © 2014, Juniper Networks, Inc.2786

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



}
term 20 {
from {
protocol direct;
route-filter 10.9.9.5/32 exact;
route-filter 10.100.1.5/32 exact;

}
then {
next-hop 10.100.1.5;
accept;

}
}

}

user@PE2# show protocols
rsvp {
interface fe-1/2/0.11;

}
mpls {
label-switched-path PE2-to-PE4 {
to 10.9.9.4;

}
interface fe-1/2/0.11;

}
bgp {
group external {
type external;
multihop {
ttl 2;

}
local-address 10.9.9.5;
family inet {
labeled-unicast {
aigp;

}
}
export [ next-hop aigp SET_EXPORT_ROUTES ];
vpn-apply-export;
peer-as 13979;
neighbor 10.9.9.4;

}
}
ospf {
area 0.0.0.2 {
interface 10.9.9.5 {
passive;
metric 1;

}
interface 10.100.1.5 {
passive;
metric 1;

}
interface fe-1/2/0.11 {
metric 1;

}
}
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}

user@PE2# show routing-options
static {
route 99.0.0.0/24 discard;
route 55.0.0.0/24 discard;

}
router-id 10.9.9.5;
autonomous-system 7018;

Configuring Device PE3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE3:

1. Configure the interfaces.

[edit interfaces]
user@PE3# set fe-1/2/0 unit 13 description PE3-to-PE4
user@PE3# set fe-1/2/0 unit 13 family inet address 10.0.0.26/30
user@PE3# set fe-1/2/0 unit 13 family mpls
user@PE3# set lo0 unit 11 family inet address 10.9.9.6/32
user@PE3# set lo0 unit 11 family inet address 10.100.1.6/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]
user@PE3# set rsvp interface fe-1/2/0.13
user@PE3# setmpls label-switched-path PE3-to-PE4 to 10.9.9.4
user@PE3# setmpls interface fe-1/2/0.13

3. Configure BGP.

[edit protocols bgp group external]
user@PE3# set type external
user@PE3# setmultihop ttl 2
user@PE3# set local-address 10.9.9.6
user@PE3# set export next-hop
user@PE3# set export SET_EXPORT_ROUTES
user@PE3# set vpn-apply-export
user@PE3# set peer-as 13979
user@PE3# set neighbor 10.9.9.4

4. Enable AIGP.

[edit protocols bgp group external]
user@PE3# set family inet labeled-unicast aigp

5. Enable the policies.

[edit policy-options]
user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
direct

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
static
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user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
bgp

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.6

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 then accept
user@PE3# set policy-statement next-hop term 10 from protocol bgp
user@PE3# set policy-statement next-hop term 10 then next-hop 10.100.1.6
user@PE3# set policy-statement next-hop term 10 then accept
user@PE3# set policy-statement next-hop term 20 from protocol direct
user@PE3# set policy-statement next-hop term 20 from route-filter 10.9.9.6/32
exact

user@PE3# set policy-statement next-hop term 20 from route-filter 10.100.1.6/32
exact

user@PE3# set policy-statement next-hop term 20 then next-hop 10.100.1.6
user@PE3# set policy-statement next-hop term 20 then accept

6. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.3]
user@PE3# set interface 10.9.9.6 passive
user@PE3# set interface 10.9.9.6metric 1
user@PE3# set interface 10.100.1.6 passive
user@PE3# set interface 10.100.1.6metric 1
user@PE3# set interface fe-1/2/0.13metric 1

7. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE3# set router-id 10.9.9.6
user@PE3# set autonomous-system 7018

8. If you are done configuring the device, commit the configuration.

user@PE3# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE3# show interfaces
fe-1/2/0 {
unit 13 {
description PE3-to-PE4;
family inet {
address 10.0.0.26/30;

}
family mpls;

}
}
lo0 {
unit 11 {
family inet {
address 10.9.9.6/32;
address 10.100.1.6/32;

}
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}
}

user@PE3# show policy-options
policy-statement SET_EXPORT_ROUTES {
term 10 {
from protocol [ direct static bgp ];
then {
next-hop 10.100.1.6;
accept;

}
}

}
policy-statement next-hop {
term 10 {
from protocol bgp;
then {
next-hop 10.100.1.6;
accept;

}
}
term 20 {
from {
protocol direct;
route-filter 10.9.9.6/32 exact;
route-filter 10.100.1.6/32 exact;

}
then {
next-hop 10.100.1.6;
accept;

}
}

}

user@PE3# show protocols
rsvp {
interface fe-1/2/0.13;

}
mpls {
label-switched-path PE3-to-PE4 {
to 10.9.9.4;

}
interface fe-1/2/0.13;

}
bgp {
group external {
type external;
multihop {
ttl 2;

}
local-address 10.9.9.6;
family inet {
labeled-unicast {
aigp;

}
}
export [ next-hop SET_EXPORT_ROUTES ];

Copyright © 2014, Juniper Networks, Inc.2790

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



vpn-apply-export;
peer-as 13979;
neighbor 10.9.9.4;

}
}
ospf {
area 0.0.0.3 {
interface 10.9.9.6 {
passive;
metric 1;

}
interface 10.100.1.6 {
passive;
metric 1;

}
interface fe-1/2/0.13 {
metric 1;

}
}

}

user@PE3# show routing-options
router-id 10.9.9.6;
autonomous-system 7018;

Configuring Device PE7

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE7:

1. Configure the interfaces.

[edit interfaces]
user@PE7# set fe-1/2/0 unit 15 description PE7-to-PE1
user@PE7# set fe-1/2/0 unit 15 family inet address 10.0.0.10/30
user@PE7# set lo0 unit 13 family inet address 10.9.9.7/32
user@PE7# set lo0 unit 13 family inet address 10.100.1.7/32

2. Configure BGP.

[edit protocols bgp group external]
user@PE7# set type external
user@PE7# set export SET_EXPORT_ROUTES
user@PE7# set peer-as 13979
user@PE7# set neighbor 10.0.0.9

3. Enable AIGP.

[edit protocols bgp group external]
user@PE7# set family inet labeled-unicast aigp

4. Configure the routing policy.

[edit policy-options policy-statement SET_EXPORT_ROUTES term 10]
user@PE7# set from protocol direct
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user@PE7# set from protocol bgp
user@PE7# set then next-hop 10.100.1.7
user@PE7# set then accept

5. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE7# set router-id 10.9.9.7
user@PE7# set autonomous-system 7019

6. If you are done configuring the device, commit the configuration.

user@PE7# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE7# show interfaces
interfaces {
fe-1/2/0 {
unit 15 {
description PE7-to-PE1;
family inet {
address 10.0.0.10/30;

}
}

}
lo0 {
unit 13 {
family inet {
address 10.9.9.7/32;
address 10.100.1.7/32;

}
}

}
}

user@PE7# show policy-options
policy-statement SET_EXPORT_ROUTES {
term 10 {
from protocol [ direct bgp ];
then {
next-hop 10.100.1.7;
accept;

}
}

}

user@PE7# show protocols
bgp {
group external {
type external;
family inet {
labeled-unicast {
aigp;
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}
}
export SET_EXPORT_ROUTES;
peer-as 13979;
neighbor 10.0.0.9;

}
}

user@PE7# show routing-options
router-id 10.9.9.7;
autonomous-system 7019;

Verification

Confirm that the configuration is working properly.

• Verifying That Device PE4 Is Receiving the AIGP Attribute from Its EBGP Neighbor

PE2 on page 2793

• Checking the IGP Metric on page 2793

• Verifying That Device PE4 Adds the IGP Metric to the AIGP Attribute on page 2794

• Verifying That Device PE7 Is Receiving the AIGP Attribute from Its EBGP Neighbor

PE1 on page 2794

• Verifying the Resolving AIGPMetric on page 2795

• Verifying the Presence of AIGP Attributes in BGP Updates on page 2798

Verifying That Device PE4 Is Receiving the AIGP Attribute from Its EBGP Neighbor PE2

Purpose Make sure that the AIGP policy on Device PE2 is working.

Action user@PE4> show route receive-protocol bgp 10.9.9.5 extensive
* 55.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 299888
     Nexthop: 10.100.1.5
     AS path: 7018 I

AIGP: 20

* 99.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 299888
     Nexthop: 10.100.1.5
     AS path: 7018 I

AIGP: 30

Meaning On Device PE2, the aigp-originate statement is configured with a distance of 20

(aigp-originate distance 20). This statement is applied to route 55.0.0.0/24. Likewise,

the aigp-originate distance 30 statement is applied to route 99.0.0.0/24. Thus, when

Device PE4 receives these routes, the AIGP attribute is attached with the configured

metrics.

Checking the IGPMetric

Purpose From Device PE4, check the IGPmetric to the BGP next hop 10.100.1.5.
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Action user@PE4> show route 10.100.1.5
inet.0: 30 destinations, 40 routes (30 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.100.1.5/32      *[OSPF/10] 05:35:50, metric 2
                    > to 10.0.0.22 via fe-1/2/2.10
                    [BGP/170] 03:45:07, localpref 100, from 10.9.9.5
                      AS path: 7018 I
                    > to 10.0.0.22 via fe-1/2/2.10

Meaning The IGPmetric for this route is 2.

Verifying That Device PE4 Adds the IGPMetric to the AIGP Attribute

Purpose Make sure thatDevicePE4adds the IGPmetric to theAIGPattributewhen it readvertises

routes to its IBGP neighbor, Device PE1.

Action user@PE4> show route advertising-protocol bgp 10.9.9.1 extensive

* 55.0.0.0/24 (1 entry, 1 announced)
 BGP group internal type Internal
     Route Label: 300544
     Nexthop: 10.100.1.4
     Flags: Nexthop Change
     Localpref: 100
     AS path: [13979] 7018 I

AIGP: 22

* 99.0.0.0/24 (1 entry, 1 announced)
 BGP group internal type Internal
     Route Label: 300544
     Nexthop: 10.100.1.4
     Flags: Nexthop Change
     Localpref: 100
     AS path: [13979] 7018 I

AIGP: 32

Meaning The IGPmetric is added to the AIGPmetric (20 + 2 = 22 and 30 + 2 = 32), because the

next hop is changed for these routes.

Verifying That Device PE7 Is Receiving the AIGP Attribute from Its EBGP Neighbor PE1

Purpose Make sure that the AIGP policy on Device PE1 is working.
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Action user@PE7> show route receive-protocol bgp 10.0.0.9 extensive
* 44.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300096
     Nexthop: 10.0.0.9
     AS path: 13979 I

AIGP: 203

* 55.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300112
     Nexthop: 10.0.0.9
     AS path: 13979 7018 I

AIGP: 25

* 99.0.0.0/24 (1 entry, 1 announced)
     Accepted
     Route Label: 300112                
     Nexthop: 10.0.0.9
     AS path: 13979 7018 I

AIGP: 35

Meaning The 44.0.0.0/24 route is originated at Device PE4. The 55.0.0.0/24 and 99.0.0.0/24

routes are originated at Device PE2. The IGP distances are added to the configured AIGP

distances.

Verifying the Resolving AIGPMetric

Purpose Confirm that if the prefix is resolved through recursion and the recursive next hops have

AIGPmetrics, the prefix has the sum of the AIGP values that are on the recursive BGP

next hops.

Action Add a static route to 66.0.0.0/24.1.

[edit routing-options]
user@PE2# set static route 66.0.0.0/24 discard

2. Delete the existing terms in the aigp policy statement on Device PE2.

[edit policy-options policy-statement aigp]
user@PE2# delete term 10
user@PE2# delete term 20

3. Configure a recursive route lookup for the route to 66.0.0.0.

The policy shows the AIGPmetric for prefix 66.0.0.0/24 (none) and its recursive next
hop. Prefix 66.0.0.0/24 is resolved by 55.0.0.1. Prefix 66.0.0.0/24 does not have its
own AIGPmetric being originated, but its recursive next hop, 55.0.0.1, has an AIGP
value.

[edit policy-options policy-statement aigp]
user@PE2# set term 10 from route-filter 55.0.0.1/24 exact
user@PE2# set term 10 then aigp-originate distance 20
user@PE2# set term 10 then next-hop 10.100.1.5
user@PE2# set term 10 then accept
user@PE2# set term 20 from route-filter 66.0.0.0/24 exact
user@PE2# set term 20 then next-hop 55.0.0.1
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user@PE2# set term 20 then accept

4. On Device PE4, run the show route 55.0.0.0 extensive command.

The value of Metric2 is the IGPmetric to the BGP next hop. When Device PE4

readvertises these routes to its IBGP peer, Device PE1, the AIGPmetric is the sum of

AIGP + its Resolving AIGPmetric + Metric2.

Prefix 55.0.0.0 shows its own IGPmetric 20, as defined and advertised byDevice PE2.

It does not showa resolving AIGP value because it does not have a recursive BGPnext

hop. The value of Metric2 is 2.

user@PE4> show route 55.0.0.0 extensive
inet.0: 31 destinations, 41 routes (31 active, 0 holddown, 0 hidden)
55.0.0.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 55.0.0.0/24 -> {indirect(262151)}
Page 0 idx 0 Type 1 val 928d1b8
    Flags: Nexthop Change
    Nexthop: 10.100.1.4
    Localpref: 100
    AS path: [13979] 7018 I
    Communities:
    AIGP: 22
Path 55.0.0.0 from 10.9.9.5 Vector len 4.  Val: 0
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Address: 0x925da38
                Next-hop reference count: 4
                Source: 10.9.9.5
                Next hop type: Router, Next hop index: 1004
                Next hop: 10.0.0.22 via fe-1/2/2.10, selected
                Label operation: Push 299888
                Label TTL action: prop-ttl
                Protocol next hop: 10.100.1.5
                Push 299888
                Indirect next hop: 93514d8 262151
                State: <Active Ext>
                Local AS: 13979 Peer AS:  7018
                Age: 22:03:26   Metric2: 2

AIGP: 20
                Task: BGP_7018.10.9.9.5+58560
                Announcement bits (3): 3-KRT 4-BGP_RT_Background 5-Resolve 
tree 1 
                AS path: 7018 I
                Accepted
                Route Label: 299888
                Localpref: 100
                Router ID: 10.9.9.5
                Indirect next hops: 1
                        Protocol next hop: 10.100.1.5 Metric: 2
                        Push 299888
                        Indirect next hop: 93514d8 262151
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.0.0.22 via fe-1/2/2.10
                        10.100.1.5/32 Originating RIB: inet.0
                          Metric: 2                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.0.0.22 via fe-1/2/2.10
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5. On Device PE4, run the show route 66.0.0.0 extensive command.

Prefix 66.0.0.0/24 shows the Resolving AIGP, which is the sumof its ownAIGPmetric

and its recursive BGP next hop:

66.0.0.1 = 0, 55.0.0.1 = 20, 0+20 = 20

user@PE4> show route 66.0.0.0 extensive
inet.0: 31 destinations, 41 routes (31 active, 0 holddown, 0 hidden)
66.0.0.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 66.0.0.0/24 -> {indirect(262162)}
Page 0 idx 0 Type 1 val 928cefc
    Flags: Nexthop Change
    Nexthop: 10.100.1.4
    Localpref: 100
    AS path: [13979] 7018 I
    Communities:
Path 66.0.0.0 from 10.9.9.5 Vector len 4.  Val: 0
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Address: 0x925d4e0
                Next-hop reference count: 4
                Source: 10.9.9.5
                Next hop type: Router, Next hop index: 1006
                Next hop: 10.0.0.22 via fe-1/2/2.10, selected
                Label operation: Push 299888, Push 299888(top)
                Label TTL action: prop-ttl, prop-ttl(top)
                Protocol next hop: 55.0.0.1
                Push 299888
                Indirect next hop: 9353e88 262162
                State: <Active Ext>
                Local AS: 13979 Peer AS:  7018
                Age: 31:42      Metric2: 2

Resolving-AIGP: 20
                Task: BGP_7018.10.9.9.5+58560
                Announcement bits (3): 3-KRT 4-BGP_RT_Background 5-Resolve 
tree 1 
                AS path: 7018 I
                Accepted
                Route Label: 299888
                Localpref: 100
                Router ID: 10.9.9.5
                Indirect next hops: 1

Protocol next hop: 55.0.0.1 Metric: 2 AIGP: 20
                        Push 299888
                        Indirect next hop: 9353e88 262162
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.0.0.22 via fe-1/2/2.10
                        55.0.0.0/24 Originating RIB: inet.0
                          Metric: 2                       Node path count: 1
                          Indirect nexthops: 1
                                Protocol Nexthop: 10.100.1.5 Metric: 2 Push 
299888
                                Indirect nexthop: 93514d8 262151
                                Indirect path forwarding nexthops: 1
                                        Nexthop: 10.0.0.22 via fe-1/2/2.10
                                10.100.1.5/32 Originating RIB: inet.0
                                  Metric: 2                               Node
 path count: 1
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                                  Forwarding nexthops: 1
                                        Nexthop: 10.0.0.22 via fe-1/2/2.10

Verifying the Presence of AIGP Attributes in BGP Updates

Purpose If the AIGP attribute is not enabled under BGP (or the group or neighbor hierarchies), the

AIGP attribute is silently discarded. Enable traceoptions and include the packets flag in
the detail option in the configuration to confirm the presence of the AIGP attribute in

transmitted or received BGP updates. This is useful when debugging AIGP issues.

Action Configure Device PE2 and Device PE4 for traceoptions.1.

user@host> show protocols bgp
traceoptions {
file bgp size 1m files 5;
flag packets detail;

}

2. Check the traceoptions file on Device PE2.

The following sample shows Device PE2 advertising prefix 99.0.0.0/24 to Device PE4

(10.9.9.4) with an AIGPmetric of 20:

user@PE2> show log bgp
Mar 22 09:27:18.982150 BGP SEND 10.9.9.5+49652 -> 10.9.9.4+179
Mar 22 09:27:18.982178 BGP SEND message type 2 (Update) length 70
Mar 22 09:27:18.982198 BGP SEND Update PDU length 70
Mar 22 09:27:18.982248 BGP SEND flags 0x40 code Origin(1): IGP
Mar 22 09:27:18.982273 BGP SEND flags 0x40 code ASPath(2) length 6: 7018
Mar 22 09:27:18.982295 BGP SEND flags 0x80 code AIGP(26): AIGP: 20
Mar 22 09:27:18.982316 BGP SEND flags 0x90 code MP_reach(14): AFI/SAFI 1/4
Mar 22 09:27:18.982341 BGP SEND         nhop 10.100.1.5 len 4
Mar 22 09:27:18.982372 BGP SEND 99.0.0.0/24 (label 301664)
Mar 22 09:27:33.665412 bgp_send: sending 19 bytes to abcd::10:255:170:84 
(External AS 13979)

3. Verify that the routewas receivedonDevicePE4using theshowroute receive-protocol
command.

AIGP is not enabledonDevicePE4, so theAIGPattribute is silently discarded for prefix

99.0.0.0/24 and does not appear in the following output:

user@PE4> show route receive-protocol bgp 10.9.9.5 extensive | find 55.0.0.0
* 99.0.0.0/24 (2 entries, 1 announced)
     Accepted
     Route Label: 301728
     Nexthop: 10.100.1.5
     AS path: 7018 I

4. Check the traceoptions file on Device PE4.

The following output from the traceoptions log shows that the 99.0.0.0/24 prefix
was received with the AIGP attribute attached:

user@PE4> show log bgp
Mar 22 09:41:39.650295 BGP RECV 10.9.9.5+64690 -> 10.9.9.4+179
Mar 22 09:41:39.650331 BGP RECV message type 2 (Update) length 70
Mar 22 09:41:39.650350 BGP RECV Update PDU length 70
Mar 22 09:41:39.650370 BGP RECV flags 0x40 code Origin(1): IGP
Mar 22 09:41:39.650394 BGP RECV flags 0x40 code ASPath(2) length 6: 7018
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Mar 22 09:41:39.650415 BGP RECV flags 0x80 code AIGP(26): AIGP: 20
Mar 22 09:41:39.650436 BGP RECV flags 0x90 code MP_reach(14): AFI/SAFI 1/4
Mar 22 09:41:39.650459 BGP RECV         nhop 10.100.1.5 len 4
Mar 22 09:41:39.650495 BGP RECV 99.0.0.0/24 (label 301728)
Mar 22 09:41:39.650574 bgp_rcv_nlri: 99.0.0.0/24
Mar 22 09:41:39.650607 bgp_rcv_nlri: 99.0.0.0/24 belongs to meshgroup
Mar 22 09:41:39.650629 bgp_rcv_nlri: 99.0.0.0/24 qualified bnp->ribact 0x0 
l2afcb 0x0

Meaning Performing this verification helps with AIGP troubleshooting and debugging issues. It

enables you to verify which devices in your network send and receive AIGP attributes.

Related
Documentation

Understanding BGP Path Selection on page 2827•

• Examples: Configuring Internal BGP Peering on page 2662

BGP Policy Configuration

• Example: Configuring BGP Interactions with IGPs on page 2799

• Example: Configuring BGP Route Advertisement on page 2803

• Example: Configuring EBGPMultihop on page 2811

• Example: Configuring BGP Route Preference (Administrative Distance) on page 2820

• Example: Configuring BGP Path Selection on page 2827

• Example: Removing Private AS Numbers on page 2837

Example: Configuring BGP Interactions with IGPs

• Understanding Routing Policies on page 2799

• Example: Injecting OSPF Routes into the BGP Routing Table on page 2800

Understanding Routing Policies

Each routingpolicy is identifiedbyapolicy name. Thenamecancontain letters, numbers,

and hyphens (-) and can be up to 255 characters long. To include spaces in the name,

enclose the entire name in double quotation marks. Each routing policy namemust be

unique within a configuration.

Once a policy is created and named, it must be applied before it is active. You apply

routing policies using the import and export statements at the protocols>protocol-name

level in the configuration hierarchy.

In the import statement, you list the name of the routing policy to be evaluated when

routes are imported into the routing table from the routing protocol.

In the export statement, you list the name of the routing policy to be evaluated when

routes are being exported from the routing table into a dynamic routing protocol. Only

active routes are exported from the routing table.

To specify more than one policy and create a policy chain, you list the policies using a

space as a separator. If multiple policies are specified, the policies are evaluated in the
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order in which they are specified. As soon as an accept or reject action is executed, the

policy chain evaluation ends.

Example: Injecting OSPF Routes into the BGP Routing Table

This example shows how to create a policy that injects OSPF routes into the BGP routing

table.

• Requirements on page 2800

• Overview on page 2800

• Configuration on page 2800

• Verification on page 2802

• Troubleshooting on page 2803

Requirements

Before you begin:

• Configure network interfaces.

• Configure external peer sessions. See “Example: Configuring External BGP

Point-to-Point Peer Sessions” on page 2640.

• Configure interior gateway protocol (IGP) sessions between peers.

Overview

In this example, you create a routing policy called injectpolicy1 and a routing term called

injectterm1. The policy injects OSPF routes into the BGP routing table.

Configuration

• Configuring the Routing Policy on page 2800

• Configuring Tracing for the Routing Policy on page 2801

Configuring the Routing Policy

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set policy-options policy-statement injectpolicy1 term injectterm1 from protocol ospf
set policy-options policy-statement injectpolicy1 term injectterm1 from area 0.0.0.1
set policy-options policy-statement injectpolicy1 term injectterm1 then accept
set protocols bgp export injectpolicy1

Copyright © 2014, Juniper Networks, Inc.2800

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To inject OSPF routes into a BGP routing table:

1. Create the policy term.

[edit policy-options policy-statement injectpolicy1]
user@host# set term injectterm1

2. Specify OSPF as amatch condition.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set from protocol ospf

3. Specify the routes from an OSPF area as amatch condition.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set from area 0.0.0.1

4. Specify that the route is to be accepted if the previous conditions are matched.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set then accept

5. Apply the routing policy to BGP.

[edit]
user@host# set protocols bgp export injectpolicy1

Results Confirm your configuration by entering the show policy-options and show protocols bgp

commands from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement injectpolicy1 {
term injectterm1 {
from {
protocol ospf;
area 0.0.0.1;

}
then accept;

}
}

user@host# show protocols bgp
export injectpolicy1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Tracing for the Routing Policy

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.
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set policy-options policy-statement injectpolicy1 term injectterm1 then trace
set routing-options traceoptions file ospf-bgp-policy-log
set routing-options traceoptions file size 5m
set routing-options traceoptions file files 5
set routing-options traceoptions flag policy

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Include a trace action in the policy.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# then trace

2. Configure the tracing file for the output.

[edit routing-options traceoptions]
user@host# set file ospf-bgp-policy-log
user@host# set file size 5m
user@host# set file files 5
user@host# set flag policy

Results Confirm your configuration by entering the showpolicy-optionsand show routing-options

commands from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement injectpolicy1 {
term injectterm1 {
then {
trace;

}
}

}

user@host# show routing-options
traceoptions {
file ospf-bgp-policy-log size 5m files 5;
flag policy;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying That the Expected BGP Routes Are Present

Purpose Verify the effect of the export policy.

Action From operational mode, enter the show route command.
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Troubleshooting

• Using theshowlogCommandtoExaminetheActionsof theRoutingPolicyonpage2803

Using the show log Command to Examine the Actions of the Routing Policy

Problem The routing table contains unexpected routes, or routes are missing from the routing

table.

Solution If you configure policy tracing as shown in this example, you can run the show log

ospf-bgp-policy-log command to diagnose problems with the routing policy. The show

log ospf-bgp-policy-log command displays information about the routes that the

injectpolicy1 policy term analyzes and acts upon.

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Example: Configuring BGP Route Advertisement

• Understanding Route Advertisement on page 2803

• Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 2807

Understanding Route Advertisement

All routing protocols use the Junos OS routing table to store the routes that they learn

and to determine which routes they should advertise in their protocol packets. Routing

policy allows you to control which routes the routing protocols store in and retrieve from

the routing table. For information about routing policy, see the Routing Policy Feature

Guide for Routing Devices.

When configuring BGP routing policy, you can perform the following tasks:

• Applying Routing Policy on page 2803

• Setting BGP to Advertise Inactive Routes on page 2804

• Configuring BGP to Advertise the Best External Route to Internal Peers on page 2805

• Configuring HowOften BGP Exchanges Routes with the Routing Table on page 2806

• Disabling Suppression of Route Advertisements on page 2807

Applying Routing Policy

You define routing policy at the [edit policy-options] hierarchy level. To apply policies

you have defined for BGP, include the import and export statements within the BGP

configuration.

You can apply policies as follows:

• BGP global import and export statements—Include these statements at the [edit

protocols bgp] hierarchy level (for routing instances, include these statements at the

[edit routing-instances routing-instance-name protocols bgp] hierarchy level).
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• Group import and export statements—Include these statements at the [edit protocols

bgpgroupgroup-name]hierarchy level (for routing instances, include these statements

at the [edit routing-instances routing-instance-name protocols bgp group group-name]

hierarchy level).

• Peer import and export statements—Include these statements at the [edit protocols

bgp group group-name neighbor address] hierarchy level (for routing instances, include

these statements at the [edit routing-instances routing-instance-name protocols bgp

group group-name neighbor address] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A

group-level importorexport statementoverridesaglobalBGP importorexport statement.

To apply policies, see the following sections:

• ApplyingPolicies toRoutesBeing Imported intotheRoutingTablefromBGPonpage2804

• ApplyingPolicies toRoutesBeingExportedfromtheRoutingTable intoBGPonpage2804

Applying Policies to Routes Being Imported into the Routing Table from BGP

To apply policy to routes being imported into the routing table from BGP, include the

import statement, listing the names of one or more policies to be evaluated:

import [ policy-names ];

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

If you specify more than one policy, they are evaluated in the order specified, from first

to last, and the first matching filter is applied to the route. If no match is found, BGP

places into the routing tableonly those routes thatwere learned fromBGProutingdevices.

Applying Policies to Routes Being Exported from the Routing Table into BGP

To apply policy to routes being exported from the routing table into BGP, include the

export statement, listing the names of one or more policies to be evaluated:

export [ policy-names ];

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

If you specify more than one policy, they are evaluated in the order specified, from first

to last, and the first matching filter is applied to the route. If no routes match the filters,

the routing table exports into BGP only the routes that it learned from BGP.

Setting BGP to Advertise Inactive Routes

By default, BGP stores the route information it receives from update messages in the

Junos OS routing table, and the routing table exports only active routes into BGP, which

BGP then advertises to its peers. To have the routing table export to BGP the best route

learned by BGP even if Junos OS did not select it to be an active route, include the

advertise-inactive statement:

advertise-inactive;
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For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Configuring BGP to Advertise the Best External Route to Internal Peers

In general, deployed BGP implementations do not advertise the external route with the

highest local preference value to internal peers unless it is the best route. Although this

behavior was required by an earlier version of the BGP version 4 specification, RFC 1771,

it was typically not followed in order to minimize the amount of advertised information

and to prevent routing loops. However, there are scenarios in which advertising the best

external route is beneficial, in particular, situations that can result in IBGP routeoscillation.

In Junos OS Release 9.3 and later, you can configure BGP to advertise the best external

route intoan internalBGP(IBGP)meshgroup, a route reflector cluster, or anautonomous

system (AS) confederation, even when the best route is an internal route.

NOTE: In order to configure the advertise-external statement on a route

reflector, youmust disable intracluster reflection with the no-client-reflect

statement.

When a routing device is configured as a route reflector for a cluster, a route advertised

by the route reflector is considered internal if it is received from an internal peer with the

same cluster identifier or if both peers have no cluster identifier configured. A route

received from an internal peer that belongs to another cluster, that is, with a different

cluster identifier, is considered external.

In a confederation, when advertising a route to a confederation border router, any route

from a different confederation sub-AS is considered external.

You can also configure BGP to advertise the external route only if the route selection

process reaches thepointwhere themultiple exit discriminator (MED)metric is evaluated.

As a result, an external route with an AS path worse (that is, longer) than that of the

active path is not advertised.

Junos OS also provides support for configuring a BGP export policy that matches on the

state of an advertised route. You canmatch on either active or inactive routes. For more

information, see the Routing Policy Feature Guide for Routing Devices.

To configure BGP to advertise the best external path to internal peers, include the

advertise-external statement:

advertise-external;

NOTE: The advertise-external statement is supported at both the group and

neighbor level. If you configure the statement at the neighbor level, youmust
configure it for all neighbors in a group.Otherwise, the group is automatically
split into different groups.

For a complete list of hierarchy levels at which you can configure this
statement, see the statement summary section for this statement.
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To configure BGP to advertise the best external path only if the route selection process

reaches the point where the MED value is evaluated, include the conditional statement:

advertise-external {
conditional;

}

Configuring HowOften BGP Exchanges Routes with the Routing Table

BGP stores the route information it receives from update messages in the routing table,

and the routing table exports active routes from the routing table into BGP. BGP then

advertises the exported routes to its peers. By default, the exchange of route information

between BGP and the routing table occurs immediately after the routes are received.

This immediate exchange of route information might cause instabilities in the network

reachability information. To guard against this, you can delay the time between when

BGP and the routing table exchange route information.

To configure how often BGP and the routing table exchange route information, include

the out-delay statement:

out-delay seconds;

By default, the routing table retains some of the route information learned from BGP. To

have the routing table retain all or none of this information, include the keep statement:

keep (all | none);

Fora list of hierarchy levelsatwhich youcan include thesestatements, see thestatement

summary sections for these statements.

The routing table can retain the route information learned fromBGP inoneof the following

ways:

• Default (omit the keep statement)—Keep all route information that was learned from

BGP, except for routes whose AS path is looped andwhose loop includes the local AS.

• keep all—Keep all route information that was learned from BGP.

• keep none—Discard routes that were received from a peer and that were rejected by

import policyor other sanity checking, suchasASpathor next hop.Whenyouconfigure

keep none for the BGP session and the inbound policy changes, Junos OS forces

readvertisement of the full set of routes advertised by the peer.

In an AS path healing situation, routes with looped paths theoretically could become

usable during a soft reconfiguration when the AS path loop limit is changed. However,

there is a significant memory usage difference between the default and keep all.

Consider the following scenarios:

• A peer readvertises routes back to the peer fromwhich it learned them.

This can happen in the following cases:

• Another vendor's routing device advertises the routes back to the sending peer.
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• The JunosOSpeer’s default behavior of not readvertising routes back to the sending

peer is overridden by configuring advertise-peer-as.

• A provider edge (PE) routing device discards any VPN route that does not have any of

the expected route targets.

When keep all is configured, the behavior of discarding routes received in the above

scenarios is overridden.

Disabling Suppression of Route Advertisements

Junos OS does not advertise the routes learned from one EBGP peer back to the same

externalBGP(EBGP)peer. In addition, the softwaredoesnotadvertise those routesback

to any EBGP peers that are in the same AS as the originating peer, regardless of the

routing instance. You canmodify this behavior by including the advertise-peer-as

statement in the configuration. Todisable thedefault advertisement suppression, include

the advertise-peer-as statement:

advertise-peer-as;

NOTE: The route suppression default behavior is disabled if the as-override

statement is included in the configuration.

If you include the advertise-peer-as statement in the configuration, BGP advertises the

route regardless of this check.

To restore the default behavior, include the no-advertise-peer-as statement in the

configuration:

no-advertise-peer-as;

If you include both the as-override and no-advertise-peer-as statements in the

configuration, the no-advertise-peer-as statement is ignored. You can include these

statements at multiple hierarchy levels.

For a list of hierarchy levelsatwhich youcan include thesestatements, see thestatement

summary section for these statements.

Example: Configuring BGP Prefix-Based Outbound Route Filtering

This example shows how to configure a Juniper Networks router to accept route filters

from remote peers and perform outbound route filtering using the received filters.

• Requirements on page 2808

• Overview on page 2808

• Configuration on page 2808

• Verification on page 2810
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Requirements

Before you begin:

• Configure the router interfaces.

• Configure an interior gateway protocol (IGP).

Overview

You can configure a BGP peer to accept route filters from remote peers and perform

outbound route filtering using the received filters. By filtering out unwanted updates, the

sendingpeer saves resourcesneededtogenerateand transmitupdates, and the receiving

peer saves resources needed to process updates. This feature canbe useful, for example,

in a virtual private network (VPN) in which subsets of customer edge (CE) devices are

not capable of processing all the routes in the VPN. The CE devices can use prefix-based

outbound route filtering to communicate to the provider edge (PE) routing device to

transmit only a subset of routes, such as routes to the main data centers only.

Themaximumnumberof prefix-basedoutbound route filters that aBGPpeer canaccept

is 5000. If a remote peer sendsmore than5000outbound route filters to a peer address,

the additional filters are discarded, and a system logmessage is generated.

You can configure interoperability for the routing device as a whole or for specific BGP

groups or peers only.

Topology

In the sample network, Device CE1 is a router from another vendor. The configuration

shown in this example is on Juniper Networks Router PE1.

Figure 52 on page 2808 shows the sample network.

Figure 52: BGP Prefix-Based Outbound Route Filtering

CE1 PE1 P PE2 CE3

CE4CE2

Other Vendor
g0

41
11
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

PE1 set protocols bgp group cisco-peers type external
set protocols bgp group cisco-peers description “to CE1”
set protocols bgp group cisco-peers local-address 192.168.165.58
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set protocols bgp group cisco-peers peer-as 35
set protocols bgp group cisco-peers outbound-route-filter bgp-orf-cisco-mode
set protocols bgp group cisco-peers outbound-route-filter prefix-based accept inet
set protocols bgp group cisco-peers neighbor 192.168.165.56
set routing-options autonomous-system 65500

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Router PE1 to accept route filters from Device CE1 and perform outbound

route filtering using the received filters:

1. Configure the local autonomous system.

[edit routing-options]
user@PE1# set autonomous-system 65500

2. Configure external peering with Device CE1.

[edit protocols bgp group cisco-peers]
user@PE1# set type external
user@PE1# set description “to CE1”
user@PE1# set local-address 192.168.165.58
user@PE1# set peer-as 35
user@PE1# set neighbor 192.168.165.56

3. Configure Router PE1 to accept IPv4 route filters from Device CE1 and perform

outbound route filtering using the received filters.

[edit protocols bgp group cisco-peers]
user@PE1# set outbound-route-filter prefix-based accept inet

4. (Optional) Enable interoperabilitywith routing devices that use the vendor-specific

compatibility code of 130 for outbound route filters and the code type of 128.

The IANA standard code is 3, and the standard code type is 64.

[edit protocols bgp group cisco-peers]
user@PE1# set outbound-route-filter bgp-orf-cisco-mode

Results From configurationmode, confirm your configuration by entering the showprotocols and

showrouting-optionscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@PE1# show protocols
group cisco-peers {
type external;
description “to CE1”;
local-address 192.168.165.58;
peer-as 35;
outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
inet;

}

2809Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



}
}
neighbor 192.168.165.56;

}

user@PE1# show routing-options
autonomous-system 65500;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Outbound Route Filter on page 2810

• Verifying the BGP Neighbor Mode on page 2810

Verifying the Outbound Route Filter

Purpose Display informationabout theprefix-basedoutbound route filter received fromDeviceCE1.

Action From operational mode, enter the show bgp neighbor orf detail command.

user@PE1> show bgp neighbor orf 192.168.165.56 detail
   Peer: 192.168.165.56 Type: External   
   Group: cisco-peers                                            

   inet-unicast
    Filter updates recv:          4 Immediate:          0
    Filter: prefix-based            receive     
            Updates recv:          4 
      Received filter entries:
        seq 10 2.2.0.0/16 deny minlen 0 maxlen 0
        seq 20 3.3.0.0/16 deny minlen 24 maxlen 0
        seq 30 4.4.0.0/16 deny minlen 0 maxlen 28
        seq 40 5.5.0.0/16 deny minlen 24 maxlen 28

Verifying the BGP Neighbor Mode

Purpose Verify that the bgp-orf-cisco-mode setting is enabled for the peer by making sure that

theORFCiscoMode option is displayed in the show bgp neighbor command output.

Action From operational mode, enter the show bgp neighbor command.

user@PE1> show bgp neighbor
Peer: 192.168.165.56 AS 35       Local: 192.168.165.58 AS 65500   
  Type: External    State: Active         Flags: <>
  Last State: Idle          Last Event: Start
  Last Error: None
  Export: [ adv_stat ] 
  Options: <Preference LocalAddress AddressFamily PeerAS Refresh>
  Options: <ORF ORFCiscoMode>                   
  Address families configured: inet-unicast 
  Local Address: 192.168.165.58 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Trace options: detail open detail refresh
  Trace file: /var/log/orf size 5242880 files 20
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Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

• Example: Configuring BGP to Advertise the Best External Route to Internal Peers

• Example: Setting BGP to Advertise Inactive Routes

Example: Configuring EBGPMultihop

• Understanding BGPMultihop on page 2811

• Example: Configuring EBGPMultihop Sessions on page 2811

Understanding BGPMultihop

When external BGP (EBGP) peers are not directly connected to each other, they must

cross one or more non-BGP routers to reach each other. Configuring multihop EBGP

enables the peers to pass through the other routers to form peer relationships and

exchange update messages. This type of configuration is typically used when a Juniper

Networks routing device needs to run EBGPwith a third-party router that does not allow

direct connection of the two EBGPpeers. EBGPmultihop enables a neighbor connection

between two EBGP peers that do not have a direct connection.

Example: Configuring EBGPMultihop Sessions

This example shows how to configure an external BGP (EBGP) peer that is more than

one hop away from the local router. This type of session is called amultihopBGP session.

• Requirements on page 2811

• Overview on page 2811

• Configuration on page 2812

• Verification on page 2818

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

The configuration to enable multihop EBGP sessions requires connectivity between the

two EBGP peers. This example uses static routes to provide connectivity between the

devices.

Unlike directly connected EBGP sessions in which physical address are typically used in

the neighbor statements, youmust use loopback interface addresses formultihop EBGP

by specifying the loopback interface address of the indirectly connected peer. In thisway,

EBGPmultihop is similar to internal BGP (IBGP).

Finally, you must add themultihop statement. Optionally, you can set a maximum

time-to-live (TTL) value with the ttl statement. The TTL is carried in the IP header of

BGPpackets. If you do not specify a TTL value, the system’s defaultmaximumTTL value
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is used. The default TTL value is 64 for multihop EBGP sessions. Another option is to

retain the BGP next-hop value for route advertisements by including the

no-nexthop-change statement.

Figure 53 on page 2812 shows a typical EBGPmultihop network.

Device C andDevice E have an established EBGP session. Device D is not a BGP-enabled

device. All of the devices have connectivity via static routes.

Figure 53: Typical Network with EBGPMultihop Sessions

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device C set interfaces fe-1/2/0 unit 9 description to-D
set interfaces fe-1/2/0 unit 9 family inet address 10.10.10.9/30
set interfaces lo0 unit 3 family inet address 192.168.40.4/32
set protocols bgp group external-peers type external
set protocols bgp group external-peersmultihop ttl 2
set protocols bgp group external-peers local-address 192.168.40.4
set protocols bgp group external-peers export send-static
set protocols bgp group external-peers peer-as 18
set protocols bgp group external-peers neighbor 192.168.6.7
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.10.10.14/32 next-hop 10.10.10.10
set routing-options static route 192.168.6.7/32 next-hop 10.10.10.10
set routing-options router-id 192.168.40.4
set routing-options autonomous-system 17

Device D set interfaces fe-1/2/0 unit 10 description to-C
set interfaces fe-1/2/0 unit 10 family inet address 10.10.10.10/30
set interfaces fe-1/2/1 unit 13 description to-E
set interfaces fe-1/2/1 unit 13 family inet address 10.10.10.13/30
set interfaces lo0 unit 4 family inet address 192.168.6.6/32
set routing-options static route 192.168.40.4/32 next-hop 10.10.10.9
set routing-options static route 192.168.6.7/32 next-hop 10.10.10.14
set routing-options router-id 192.168.6.6

Device E set interfaces fe-1/2/0 unit 14 description to-D
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set interfaces fe-1/2/0 unit 14 family inet address 10.10.10.14/30
set interfaces lo0 unit 5 family inet address 192.168.6.7/32
set protocols bgp group external-peersmultihop ttl 2
set protocols bgp group external-peers local-address 192.168.6.7
set protocols bgp group external-peers export send-static
set protocols bgp group external-peers peer-as 17
set protocols bgp group external-peers neighbor 192.168.40.4
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.10.10.8/30 next-hop 10.10.10.13
set routing-options static route 192.168.40.4/32 next-hop 10.10.10.13
set routing-options router-id 192.168.6.7
set routing-options autonomous-system 18

Device C

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device C:

1. Configure the interface to the directly connected device (to-D), and configure the

loopback interface.

[edit interfaces fe-1/2/0 unit 9]
user@C# set description to-D
user@C# set family inet address 10.10.10.9/30

[edit interfaces lo0 unit 3]
user@C# set family inet address 192.168.40.4/32

2. Configure an EBGP session with Device E.

The neighbor statement points to the loopback interface on Device E.

[edit protocols bgp group external-peers]
user@C# set type external
user@C# set local-address 192.168.40.4
user@C# set export send-static
user@C# set peer-as 18
user@C# set neighbor 192.168.6.7

3. Configure themultihopstatement toenableDeviceCandDeviceE tobecomeEBGP

peers.

Because the peers are two hops away from each other, the example uses the ttl 2

statement.

[edit protocols bgp group external-peers]
user@C# setmultihop ttl 2

4. Configure connectivity to Device E, using static routes.

Youmust configure a route to both the loopback interface address and to the

address on the physical interface.

[edit routing-options]
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user@C# set static route 10.10.10.14/32 next-hop 10.10.10.10
user@C# set static route 192.168.6.7/32 next-hop 10.10.10.10

5. Configure the local router ID and the autonomous system (AS) number.

[edit routing-options]
user@C# set router-id 192.168.40.4
user@C# set autonomous-system 17

6. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-static term 1]
user@C# set from protocol static
user@C# set then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@C# show interfaces
fe-1/2/0 {
unit 9 {
description to-D;
family inet {
address 10.10.10.9/30;

}
}

}
lo0 {
unit 3 {
family inet {
address 192.168.40.4/32;

}
}

}

user@C# show protocols
bgp {
group external-peers {
type external;
multihop {
ttl 2;

}
local-address 192.168.40.4;
export send-static;
peer-as 18;
neighbor 192.168.6.7;

}
}

user@C# show policy-options
policy-statement send-static {
term 1 {
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from protocol static;
then accept;

}
}

user@C# show routing-options
static {
route 10.10.10.14/32 next-hop 10.10.10.10;
route 192.168.6.7/32 next-hop 10.10.10.10;

}
router-id 192.168.40.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Repeat these steps for all BFD sessions in the topology.

Configuring Device D

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device D:

1. Set the CLI to Device D.

user@host> set cli logical-systemD

2. Configure the interfaces to thedirectly connecteddevices, andconfigurea loopback

interface.

[edit interfaces fe-1/2/0 unit 10]
user@D# set description to-C
user@D# set family inet address 10.10.10.10/30

[edit interfaces fe-1/2/1 unit 13]
user@D# set description to-E
user@D# set family inet address 10.10.10.13/30

[edit interfaces lo0 unit 4]
user@D# set family inet address 192.168.6.6/32

3. Configure connectivity to the other devices using static routes to the loopback

interface addresses.

OnDeviceD, youdonotneedstatic routes to thephysical addressesbecauseDevice

D is directly connected to Device C and Device E.

[edit routing-options]
user@D# set static route 192.168.40.4/32 next-hop 10.10.10.9
user@D# set static route 192.168.6.7/32 next-hop 10.10.10.14

4. Configure the local router ID.

[edit routing-options]
user@D# set router-id 192.168.6.6
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Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

showrouting-optionscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@D# show interfaces
fe-1/2/0 {
unit 10 {
description to-C;
family inet {
address 10.10.10.10/30;

}
}

}
fe-1/2/1 {
unit 13 {
description to-E;
family inet {
address 10.10.10.13/30;

}
}

}
lo0 {
unit 4 {
family inet {
address 192.168.6.6/32;

}
}

}

user@D# show protocols

user@D# show routing-options
static {
route 192.168.40.4/32 next-hop 10.10.10.9;
route 192.168.6.7/32 next-hop 10.10.10.14;

}
router-id 192.168.6.6;

If you are done configuring the device, enter commit from configuration mode.

Repeat these steps for all BFD sessions in the topology.

Configuring Device E

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device E:

1. Set the CLI to Device E.

user@host> set cli logical-system E

2. Configure the interface to the directly connected device (to-D), and configure the

loopback interface.

[edit interfaces fe-1/2/0 unit 14]
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user@E# set description to-D
user@E# set family inet address 10.10.10.14/30

[edit interfaces lo0 unit 5]
user@E# set family inet address 192.168.6.7/32

3. Configure an EBGP session with Device E.

The neighbor statement points to the loopback interface on Device C.

[edit protocols bgp group external-peers]
user@E# set local-address 192.168.6.7
user@E# set export send-static
user@E# set peer-as 17
user@E# set neighbor 192.168.40.4

4. Configure themultihop statement toenableDeviceCandDeviceE tobecomeEBGP

peers.

Because the peers are two hops away from each other, the example uses the ttl 2

statement.

[edit protocols bgp group external-peers]
user@E# setmultihop ttl 2

5. Configure connectivity to Device E, using static routes.

Youmust configure a route to both the loopback interface address and to the

address on the physical interface.

[edit routing-options]
user@E# set static route 10.10.10.8/30 next-hop 10.10.10.13
user@E# set static route 192.168.40.4/32 next-hop 10.10.10.13

6. Configure the local router ID and the autonomous system (AS) number.

[edit routing-options]
user@E# set router-id 192.168.6.7
user@E# set autonomous-system 18

7. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-static term 1]
user@E# set from protocol static
user@E# set then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@E# show interfaces
fe-1/2/0 {
unit 14 {
description to-D;
family inet {
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address 10.10.10.14/30;
}

}
}
lo0 {
unit 5 {
family inet {
address 192.168.6.7/32;

}
}

}

user@E# show protocols
bgp {
group external-peers {
multihop {
ttl 2;

}
local-address 192.168.6.7;
export send-static;
peer-as 17;
neighbor 192.168.40.4;

}
}

user@E# show policy-options
policy-statement send-static {
term 1 {
from protocol static;
then accept;

}
}

user@E# show routing-options
static {
route 10.10.10.8/30 next-hop 10.10.10.13;
route 192.168.40.4/32 next-hop 10.10.10.13;

}
router-id 192.168.6.7;
autonomous-system 18;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying Connectivity on page 2818

• Verifying That BGP Sessions Are Established on page 2819

• Viewing Advertised Routes on page 2819

Verifying Connectivity

Purpose Make sure that Device C can ping Device E, specifying the loopback interface address as

the source of the ping request.

The loopback interface address is the source address that BGPwill use.
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Action From operational mode, enter the ping 10.10.10.14 source 192.168.40.4 command from

Device C, and enter the ping 10.10.10.9 source 192.168.6.7 command from Device E.

user@C> ping 10.10.10.14 source 192.168.40.4

PING 10.10.10.14 (10.10.10.14): 56 data bytes
64 bytes from 10.10.10.14: icmp_seq=0 ttl=63 time=1.262 ms
64 bytes from 10.10.10.14: icmp_seq=1 ttl=63 time=1.202 ms
^C
--- 10.10.10.14 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.202/1.232/1.262/0.030 ms

user@E> ping 10.10.10.9 source 192.168.6.7

PING 10.10.10.9 (10.10.10.9): 56 data bytes
64 bytes from 10.10.10.9: icmp_seq=0 ttl=63 time=1.255 ms
64 bytes from 10.10.10.9: icmp_seq=1 ttl=63 time=1.158 ms
^C
--- 10.10.10.9 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.158/1.206/1.255/0.049 ms

Meaning The static routes are working if the pings work.

Verifying That BGP Sessions Are Established

Purpose Verify that the BGP sessions are up.

Action From operational mode, enter the show bgp summary command.

user@C> show bgp summary

Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 2          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.168.6.7              18        147        147       0       1     1:04:27 
0/2/2/0              0/0/0/0

user@E> show bgp summary

Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 2          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.168.40.4             17        202        202       0       1     1:02:18 
0/2/2/0              0/0/0/0

Meaning The output shows that both devices have one peer each. No peers are down.

Viewing Advertised Routes

Purpose Check to make sure that routes are being advertised by BGP.
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Action Fromoperationalmode, enter the showrouteadvertising-protocolbgpneighborcommand.

user@C> show route advertising-protocol bgp 192.168.6.7

inet.0: 5 destinations, 7 routes (5 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.10.10.14/32          Self                                    I
* 192.168.6.7/32          Self                                    I

user@E> show route advertising-protocol bgp 192.168.40.4

inet.0: 5 destinations, 7 routes (5 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.10.10.8/30           Self                                    I
* 192.168.40.4/32         Self                                    I

Meaning The send-static routing policy is exporting the static routes from the routing table into

BGP. BGP is advertising these routes between the peers because the BGP peer session

is established.

Related
Documentation

Examples: Configuring External BGP Peering on page 2639•

• BGP Configuration Overview

Example: Configuring BGP Route Preference (Administrative Distance)

• Understanding Route Preference Values on page 2820

• Example: Configuring the Preference Value for BGP Routes on page 2821

Understanding Route Preference Values

The Junos OS routing protocol process assigns a default preference value (also known

as an administrative distance) to each route that the routing table receives. The default

value depends on the source of the route. The preference value is a value from 0

through 4,294,967,295 (2
32
– 1), with a lower value indicating amore preferred route.

Table 227 on page 2820 lists the default preference values.

Table 227: Default Route Preference Values

Statement to Modify Default Preference
Default
PreferenceHow Route Is Learned

–0Directlyconnectednetwork

–4System routes

static5Static and Static LSPs

RSVP preference as described in the Junos OSMPLS
Applications Library for Routing Devices

7RSVP-signaled LSPs

LDP preference, as described in the Junos OSMPLS
Applications Library for Routing Devices

9LDP-signaled LSPs
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Table 227: Default Route Preference Values (continued)

Statement to Modify Default Preference
Default
PreferenceHow Route Is Learned

OSPF preference10OSPF internal route

IS-IS preference15IS-IS Level 1 internal route

IS-IS preference18IS-IS Level 2 internal route

–30Redirects

–40Kernel

–50SNMP

–55Router discovery

RIP preference100RIP

RIPng preference100RIPng

MulticastProtocols FeatureGuide forRoutingDevices105PIM

MulticastProtocols FeatureGuide forRoutingDevices110DVMRP

aggregate130Aggregate

OSPF external-preference150OSPF AS external routes

IS-IS external-preference160IS-IS Level 1 external route

IS-IS external-preference165IS-IS Level 2 external route

BGP preference, export, import170BGP

MulticastProtocols FeatureGuide forRoutingDevices175MSDP

In general, the narrower the scopeof the statement, the higher precedence its preference

value is given, but the smaller the set of routes it affects. Tomodify thedefault preference

value for routes learned by routing protocols, you generally apply routing policy when

configuring the individual routing protocols. You also canmodify some preferences with

other configuration statements, which are indicated in the table.

Example: Configuring the Preference Value for BGP Routes

This example shows how to specify the preference for routes learned from BGP. Routing

information can be learned frommultiple sources. To break ties among equally specific

routes learned frommultiple sources, each source has a preference value. Routes that

are learned through explicit administrative action, such as static routes, are preferred
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over routes learned from a routing protocol, such as BGP or OSPF. This concept is called

administrative distance by some vendors.

• Requirements on page 2822

• Overview on page 2822

• Configuration on page 2823

• Verification on page 2825

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Routing information can be learned frommultiple sources, such as through static

configuration, BGP, or an interior gateway protocol (IGP). When Junos OS determines a

route’s preference to become the active route, it selects the route with the lowest

preference as the active route and installs this route into the forwarding table. By default,

the routing software assigns a preference of 170 to routes that originated from BGP. Of

all the routing protocols, BGP has the highest default preference value, which means

that routes learned by BGP are the least likely to become the active route.

Somevendorshaveapreference (distance)of 20 for externalBGP(EBGP)andadistance

of 200 for internal BGP (IGBP). Junos OS uses the same value (170) for both EBGP and

IBGP. However, this difference between vendors has no operational impact because

Junos OS always prefers EBGP routes over IBGP routes.

Another area in which vendors differ is in regard to IGP distance compared to BGP

distance. For example, some vendors assign a distance of 110 to OSPF routes. This is

higher than the EBGP distance of 20 , and results in the selection of an EBGP route over

an equivalent OSPF route. In the same scenario, Junos OS chooses the OSPF route,

because of the default preference 10 for an internal OSPF route and 150 for an external

OSPF route, which are both lower than the 170 preference assigned to all BGP routes.

In a multivendor environment, youmight want to change the preference value for BGP

routes so that JunosOSchooses anEBGP route insteadof anOSPF route. To accomplish

this goal, one option is to include the preference statement in the EBGP configuration.

Tomodify the default BGP preference value, include the preferece statement, specifying

a value from 0 through 4,294,967,295 (2
32
– 1).

TIP: Another way to achievemultivendor compatibility is to include the
advertise-inactive statement in the EBGP configuration. This causes the

routing table to export to BGP the best route learned by BGP even if Junos
OS did not select it to be an active route. By default, BGP stores the route
information it receives from updatemessages in the Junos OS routing table,
and the routing table exports only active routes into BGP, which BGP then
advertises to its peers. The advertise-inactive statement causes Junos OS to

advertise thebestBGProute that is inactivebecauseof IGPpreference.When
youuse the advertise-inactive statement, the JunosOSdevice uses theOSPF
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route for forwarding, and the other vendor’s device uses the EBGP route for
forwarding. However, from the perspective of an EBGP peer in a neighboring
AS, both vendors’ devices appear to behave the sameway.

Topology

In the sample network, Device R1 andDevice R2 have EBGP routes to each other and also

OSPF routes to each other.

This example shows the routing tables in the following cases:

• Accept the default preference values of 170 for BGP and 10 for OSPF.

• Change the BGP preference to 8.

Figure 54 on page 2823 shows the sample network.

Figure 54: BGP Preference Value Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 4 family inet address 1.12.0.1/30
set interfaces lo0 unit 2 family inet address 10.255.71.24/32
set protocols bgp export send-direct
set protocols bgp group ext type external
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set protocols bgp group ext preference 8
set protocols bgp group ext peer-as 65000
set protocols bgp group ext neighbor 1.12.0.2
set protocols ospf area 0.0.0.0 interface fe-1/2/0.4
set protocols ospf area 0.0.0.0 interface 10.255.71.24
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 65500

Device R2 set interfaces fe-1/2/0 unit 6 family inet address 1.12.0.2/30
set interfaces lo0 unit 3 family inet address 10.255.14.177/32
set protocols bgp export send-direct
set protocols bgp group ext type external
set protocols bgp group ext peer-as 65500
set protocols bgp group ext neighbor 1.12.0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/0.6
set protocols ospf area 0.0.0.0 interface 10.255.14.177
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 65000

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 4 family inet address 1.12.0.1/30
user@R1# set lo0 unit 2 family inet address 10.255.71.24/32

2. Configure the local autonomous system.

[edit routing-options]
user@R1# set autonomous-system 65500

3. Configure the external peering with Device R2.

[edit protocols bgp]
user@R1# set export send-direct
user@R1# set group ext type external
user@R1# set group ext preference 8
user@R1# set group ext peer-as 65000
user@R1# set group ext neighbor 1.12.0.2

4. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface fe-1/2/0.4
user@R1# set interface 10.255.71.24

5. Configure the routing policy.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept
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Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 4 {
family inet {
address 1.12.0.1/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 10.255.71.24/32;

}
}

}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}

user@R1# show protocols
protocols {
bgp {
export send-direct;
group ext {
type external;
preference 8;
peer-as 65000;
neighbor 1.12.0.2;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.4;
interface 10.255.71.24;

}
}

}

user@R1# show routing-options
autonomous-system 65500;

If you are done configuring the device, enter commit from configuration mode.

Repeat these steps on Device R2.

Verification

Confirm that the configuration is working properly.

2825Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Verifying the Preference

Purpose Make sure that the routing tables on Device R1 and Device R2 reflect the fact that Device

R1 is using the configured EBGP preference of 8, and Device R2 is using the default EBGP

preference of 170.

Action From operational mode, enter the show route command.

user@R1> show route
inet.0: 5 destinations, 7 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.12.0.0/30        *[Direct/0] 3d 07:03:01
                    > via fe-1/2/0.4
                    [BGP/8] 01:04:49, localpref 100
                      AS path: 65000 I
                    > to 1.12.0.2 via fe-1/2/0.4
1.12.0.1/32        *[Local/0] 3d 07:03:01
                      Local via fe-1/2/0.4
10.255.14.177/32   *[BGP/8] 01:04:49, localpref 100
                      AS path: 65000 I
                    > to 1.12.0.2 via fe-1/2/0.4
                    [OSPF/10] 3d 07:02:16, metric 1
                    > to 1.12.0.2 via fe-1/2/0.4
10.255.71.24/32    *[Direct/0] 3d 07:03:01
                    > via lo0.2
224.0.0.5/32       *[OSPF/10] 5d 03:42:16, metric 1
                      MultiRecv

user@R2> show route
inet.0: 5 destinations, 7 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.12.0.0/30        *[Direct/0] 3d 07:03:30
                    > via fe-1/2/0.6
                    [BGP/170] 00:45:36, localpref 100
                      AS path: 65500 I
                    > to 1.12.0.1 via fe-1/2/0.6
1.12.0.2/32        *[Local/0] 3d 07:03:30
                      Local via fe-1/2/0.6
10.255.14.177/32   *[Direct/0] 3d 07:03:30
                    > via lo0.3
10.255.71.24/32    *[OSPF/10] 3d 07:02:45, metric 1
                    > to 1.12.0.1 via fe-1/2/0.6
                    [BGP/170] 00:45:36, localpref 100
                      AS path: 65500 I
                    > to 1.12.0.1 via fe-1/2/0.6
224.0.0.5/32       *[OSPF/10] 5d 03:42:45, metric 1
                      MultiRecv

Meaning The output shows that on Device R1, the active path to Device R2’s loopback interface

(10.255.14.177/32) is a BGP route. The output also shows that on Device R2, the active

path to Device R1’s loopback interface (10.255.71.24/32) is an OSPF route.

Related
Documentation

Route Preferences Overview•

• Understanding External BGP Peering Sessions on page 2639
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• BGP Configuration Overview

Example: Configuring BGP Path Selection

• Understanding BGP Path Selection on page 2827

• Example: Ignoring the AS Path AttributeWhen Selecting the Best Path on page 2830

Understanding BGP Path Selection

For each prefix in the routing table, the routing protocol process selects a single best

path. After the best path is selected, the route is installed in the routing table. The best

path becomes the active route if the sameprefix is not learned by a protocolwith a lower

(more preferred) global preference value, also known as the administrative distance.

The algorithm for determining the active route is as follows:

1. Verify that the next hop can be resolved.

2. Choose the path with the lowest preference value (routing protocol process

preference).

Routes that are not eligible to be used for forwarding (for example, because theywere

rejected by routing policy or because a next hop is inaccessible) have a preference of

–1 and are never chosen.

3. Prefer the path with higher local preference.

For non-BGP paths, choose the path with the lowest preference2 value.

4. If the accumulated interior gateway protocol (AIGP) attribute is enabled, prefer the

path with the lower AIGP attribute.

5. Prefer the pathwith the shortest autonomous system (AS) path value (skipped if the

as-path-ignore statement is configured).

A confederation segment (sequence or set) has a path length of 0. An AS set has a

path length of 1.

6. Prefer the route with the lower origin code.

Routes learned from an IGP have a lower origin code than those learned from an

exterior gateway protocol (EGP), and both have lower origin codes than incomplete

routes (routes whose origin is unknown).

7. Prefer the path with the lowest multiple exit discriminator (MED)metric.

Depending on whether nondeterministic routing table path selection behavior is

configured, there are two possible cases:

• If nondeterministic routing table path selection behavior is not configured (that is,

if the path-selection cisco-nondeterministic statement is not included in the BGP

configuration), for paths with the same neighboring AS numbers at the front of the

AS path, prefer the path with the lowest MEDmetric. To always compare MEDs

whether or not the peer ASs of the compared routes are the same, include the

path-selection always-compare-med statement.
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• If nondeterministic routing table path selection behavior is configured (that is, the

path-selection cisco-nondeterministic statement is included in the BGP

configuration), prefer the path with the lowest MEDmetric.

ConfederationsarenotconsideredwhendeterminingneighboringASs.AmissingMED

metric is treated as if a MEDwere present but zero.

NOTE: MED comparison works for single path selection within an AS
(when the route does not include an AS path), though this usage Is
uncommon.

By default, only the MEDs of routes that have the same peer autonomous systems

(ASs) are compared. You can configure routing table path selection options to obtain

different behaviors.

8. Prefer strictly internal paths, which include IGP routes and locally generated routes

(static, direct, local, and so forth).

9. Prefer strictly external BGP(EBGP)pathsover external paths learned through internal

BGP (IBGP) sessions.

10. Prefer the path whose next hop is resolved through the IGP route with the lowest

metric.

NOTE: A path is considered a BGP equal-cost path (and will be used for
forwarding) if a tie-break is performed after the previous step. All paths
with the same neighboring AS, learned by amultipath-enabled BGP
neighbor, are considered.

BGPmultipathdoesnotapply topaths that share thesameMED-plus-IGP
cost yet differ in IGP cost. Multipath path selection is based on the IGP
cost metric, even if two paths have the sameMED-plus-IGP cost.

11. If both paths are external, prefer the currently active path tominimize route-flapping.

This rule is not used if any one of the following conditions is true:

• path-selection external-router-id is configured.

• Both peers have the same router ID.

• Either peer is a confederation peer.

• Neither path is the current active path.

12. Prefer a primary route over a secondary route. A primary route is one that belongs to

the routing table. A secondary route is one that is added to the routing table through

an export policy.

13. Prefer the path from the peerwith the lowest router ID. For any pathwith an originator

ID attribute, substitute the originator ID for the router ID during router ID comparison.
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14. Prefer the path with the shortest cluster list length. The length is 0 for no list.

15. Prefer the path from the peer with the lowest peer IP address.

Routing Table Path Selection

The shortest AS path step of the algorithm, by default, evaluates the length of the AS

path and determines the active path. You can configure an option that enables Junos

OS to skip this step of the algorithm by including the as-path-ignore option.

NOTE: The as-path-ignore option is not supported for routing instances.

To configure routing table path selection behavior, include the path-selection statement:

path-selection {
(always-compare-med | cisco-non-deterministic | external-router-id);
as-path-ignore;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Routing table path selection can be configured in one of the following ways:

• Emulate theCisco IOSdefault behavior (cisco-non-deterministic). Thismodeevaluates

routes in the order that they are received and does not group them according to their

neighboring AS. With cisco-non-deterministicmode, the active path is always first. All

inactive, but eligible, paths follow the active path and are maintained in the order in

which they were received, with the most recent path first. Ineligible paths remain at

the end of the list.

As an example, suppose you have three path advertisements for the 192.168.1.0 /24

route:

• Path 1—learned through EBGP; AS Path of 65010; MED of 200

• Path 2—learned through IBGP; AS Path of 65020; MED of 150; IGP cost of 5

• Path 3—learned through IBGP; AS Path of 65010; MED of 100; IGP cost of 10

These advertisements are received in quick succession, within a second, in the order

listed. Path 3 is receivedmost recently, so the routing device compares it against path

2, the next most recent advertisement. The cost to the IBGP peer is better for path 2,

so the routing device eliminates path 3 from contention. When comparing paths 1 and

2, the routingdevicepreferspath 1because it is received fromanEBGPpeer. This allows

the routing device to install path 1 as the active path for the route.
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NOTE: We do not recommend using this configuration option in your
network. It is provided solely for interoperability to allowall routing devices
in the network tomake consistent route selections.

• Always comparing MEDs whether or not the peer ASs of the compared routes are the

same (always-compare-med).

• Override the rule that If both paths are external, the currently active path is preferred

(external-router-id). Continuewith thenext step (Step 12) in thepath-selectionprocess.

• Adding the IGP cost to the next-hop destination to the MED value before comparing

MED values for path selection (med-plus-igp).

BGPmultipath does not apply to paths that share the sameMED-plus-IGP cost, yet

differ in IGP cost. Multipath path selection is based on the IGP cost metric, even if two

paths have the sameMED-plus-IGP cost.

Effects of Advertising Multiple Paths to a Destination

BGPadvertisesonly theactivepath, unless youconfigureBGPtoadvertisemultiplepaths

to a destination.

Suppose a routing device has in its routing table four paths to a destination and is

configured to advertise up to three paths (add-path send path-count 3). The three paths

are chosen based on path selection criteria. That is, the three best paths are chosen in

path-selection order. The best path is the active path. This path is removed from

consideration and a new best path is chosen. This process is repeated until the specified

number of paths is reached.

Example: Ignoring the AS Path AttributeWhen Selecting the Best Path

If multiple BGP routes to the same destination exist, BGP selects the best path based

on the routeattributesof thepaths.Oneof the routeattributes that affects thebest-path

decision is the length of the AS paths of each route. Routes with shorter AS paths are

preferredover thosewith longerASpaths.Althoughnot typicallypractical, somescenarios

might require that the AS path length be ignored in the route selection process. This

example shows how to configure a routing device to ignore the AS path attribute.

• Requirements on page 2830

• Overview on page 2831

• Configuration on page 2832

• Verification on page 2837

Requirements

No special configuration beyond device initialization is required before you configure this

example.
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Overview

Onexternally connected routingdevices, thepurposeof skipping theASpathcomparison

might be to forceanexternal BGP (EBGP) versus internal BGP (IBGP)decision to remove

traffic from your network as soon as possible. On internally connected routing devices,

youmight want your IBGP-only routers to default to the local externally connected

gateway. The local IBGP-only (internal) routers skip the AS path comparison andmove

down thedecision tree touse theclosest interior gatewayprotocol (IGP)gateway (lowest

IGPmetric). Doing this might be an effective way to force these routers to use a LAN

connection instead of their WAN connection.

CAUTION: Whenyou includetheas-path-ignorestatementonaroutingdevice

inyournetwork, youmightneed to include itonall otherBGP-enableddevices
in your network to prevent routing loops and convergence issues. This is
especially true for IBGP path comparisons.

In this example, Device R2 is learning about the loopback interface address on Device

R4 (4.4.4.4/32) from Device R1 and Device R3. Device R1 is advertising 4.4.4.4/32 with

anAS-path of 1 5 4, andDeviceR3 is advertising 4.4.4.4/32with anAS-path of 3 4. Device

R2 selects the path for 4.4.4.4/32 from Device R3 as the best path because the AS path

is shorter than the AS path from Device R1.

This example modifies the BGP configuration on Device R2 so that the AS-path length

is not used in the best-path selection.

Device R1 has a lower router ID (1.1.1.1) than Device R3 (1.1.1.1). If all other path selection

criteria are equal (or, as in this case, ignored), the route learned from Device R1 is used.

Because theAS-pathattribute is being ignored, thebestpath is towardDeviceR1because

of its lower router ID value.

Figure 55 on page 2832 shows the sample topology.

2831Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Figure 55: Topology for Ignoring the AS-Path Lengh
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 192.168.10.1/24
set interfaces fe-1/2/1 unit 10 family inet address 192.168.50.2/24
set interfaces lo0 unit 1 family inet address 1.1.1.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.10.2 peer-as 2
set protocols bgp group ext neighbor 192.168.50.1 peer-as 5
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
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set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.20.0/24 next-hop 192.168.10.2
set routing-options static route 192.168.30.0/24 next-hop 192.168.10.2
set routing-options static route 192.168.40.0/24 next-hop 192.168.50.1
set routing-options router-id 1.1.1.1
set routing-options autonomous-system 1

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 192.168.10.2/24
set interfaces fe-1/2/1 unit 3 family inet address 192.168.20.2/24
set interfaces lo0 unit 2 family inet address 2.2.2.2/32
set protocols bgp path-selection as-path-ignore
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.10.1 peer-as 1
set protocols bgp group ext neighbor 192.168.20.1 peer-as 3
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.50.0/24 next-hop 192.168.10.1
set routing-options static route 192.168.40.0/24 next-hop 192.168.10.1
set routing-options static route 192.168.30.0/24 next-hop 192.168.20.1
set routing-options router-id 2.2.2.2
set routing-options autonomous-system 2

Device R3 set interfaces fe-1/2/0 unit 4 family inet address 192.168.20.1/24
set interfaces fe-1/2/1 unit 5 family inet address 192.168.30.1/24
set interfaces lo0 unit 3 family inet address 1.1.1.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.20.2 peer-as 2
set protocols bgp group ext neighbor 192.168.30.2 peer-as 4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.20.2
set routing-options static route 192.168.50.0/24 next-hop 192.168.20.2
set routing-options static route 192.168.40.0/24 next-hop 192.168.30.2
set routing-options router-id 3.3.3.3
set routing-options autonomous-system 3

Device R4 set interfaces fe-1/2/0 unit 6 family inet address 192.168.30.2/24
set interfaces fe-1/2/1 unit 7 family inet address 192.168.40.1/24
set interfaces lo0 unit 4 family inet address 4.4.4.4/32
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set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.30.1 peer-as 3
set protocols bgp group ext neighbor 192.168.40.2 peer-as 5
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.40.2
set routing-options static route 192.168.50.0/24 next-hop 192.168.40.2
set routing-options static route 192.168.40.0/24 next-hop 192.168.30.1
set routing-options router-id 4.4.4.4
set routing-options autonomous-system 4

Device R5 set interfaces fe-1/2/0 unit 8 family inet address 192.168.40.2/24
set interfaces fe-1/2/1 unit 9 family inet address 192.168.50.1/24
set interfaces lo0 unit 5 family inet address 5.5.5.5/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.40.1 peer-as 4
set protocols bgp group ext neighbor 192.168.50.2 peer-as 1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.50.2
set routing-options static route 192.168.20.0/24 next-hop 192.168.50.2
set routing-options static route 192.168.30.0/24 next-hop 192.168.40.1
set routing-options router-id 5.5.5.5
set routing-options autonomous-system 5

Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit 2 family inet address 192.168.10.2/24
user@R2# set fe-1/2/1 unit 3 family inet address 192.168.20.2/24
user@R2# set lo0 unit 2 family inet address 2.2.2.2/32

2. Configure EBGP.

[edit protocols bgp group ext]
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user@R2# set type external
user@R2# set export send-direct
user@R2# set export send-static
user@R2# set export send-local
user@R2# set neighbor 192.168.10.1 peer-as 1
user@R2# set neighbor 192.168.20.1 peer-as 3

3. Configure the autonomous system (AS) path attribute to be ignored in the Junos

OS path selection algorithm.

[edit protocols bgp]
user@R2# set path-selection as-path-ignore

4. Configure the routing policy.

[edit policy-options]
user@R2# set policy-statement send-direct term 1 from protocol direct
user@R2# set policy-statement send-direct term 1 then accept
user@R2# set policy-statement send-local term 1 from protocol local
user@R2# set policy-statement send-local term 1 then accept
user@R2# set policy-statement send-static term 1 from protocol static
user@R2# set policy-statement send-static term 1 then accept

5. Configure some static routes.

[edit routing-options static]
user@R2# set route 192.168.50.0/24 next-hop 192.168.10.1
user@R2# set route 192.168.40.0/24 next-hop 192.168.10.1
user@R2# set route 192.168.30.0/24 next-hop 192.168.20.1

6. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@R2# set router-id 2.2.2.2
user@R2# set autonomous-system 2

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
address 192.168.10.2/24;

}
}

}
fe-1/2/1 {
unit 3 {
family inet {
address 192.168.20.2/24;

}
}

}
lo0 {
unit 2 {
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family inet {
address 2.2.2.2/32;

}
}

}

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
policy-statement send-local {
term 1 {
from protocol local;
then accept;

}
}
policy-statement send-static {
term 1 {
from protocol static;
then accept;

}
}

user@R2# show protocols
bgp {
path-selection as-path-ignore;
group ext {
type external;
export [ send-direct send-static send-local ];
neighbor 192.168.10.1 {
peer-as 1;

}
neighbor 192.168.20.1 {
peer-as 3;

}
}

}

user@R21# show routing-options
static {
route 192.168.50.0/24 next-hop 192.168.10.1;
route 192.168.40.0/24 next-hop 192.168.10.1;
route 192.168.30.0/24 next-hop 192.168.20.1;

}
router-id 2.2.2.2;
autonomous-system 2;

If you are done configuring the device, enter commit from configuration mode. Repeat

the configuration on the other devices in the network, changing the interface names and

IP addresses, as needed.
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Verification

Confirm that the configuration is working properly.

• Checking the Neighbor Status on page 2837

Checking the Neighbor Status

Purpose Make sure that from Device R2, the active path to get to AS 4 is through AS 1 and AS 5,

not through AS 3.

NOTE: To verify the functionality of the as-path-ignore statement, youmight

need to run the restart routing command to force reevaluation of the active

path.This isbecause forBGP, ifbothpathsareexternal, the JunosOSbehavior
is to prefer the currently active path. This behavior helps tominimize
route-flapping. Use caution when restarting the routing protocol process in
a production network.

Action From operational mode, enter the restart routing command.

user@R2> restart routing
Routing protocols process started, pid 49396

From operational mode, enter the show route 4.4.4.4 protocol bgp command.

user@R2> show route 4.4.4.4 protocol bgp
inet.0: 12 destinations, 25 routes (12 active, 0 holddown, 4 hidden)
+ = Active Route, - = Last Active, * = Both

4.4.4.4/32         *[BGP/170] 00:00:12, localpref 100
                      AS path: 1 5 4 I
                    > to 192.168.10.1 via fe-1/2/0.2
                    [BGP/170] 00:00:08, localpref 100
                      AS path: 3 4 I
                    > to 192.168.20.1 via fe-1/2/1.3

Meaning The asterisk (*) is next to the path learned from R1, meaning that this is the active path.

The AS path for the active path is 1 5 4, which is longer than the AS path (3 4) for the

nonactive path learned from Router R3.

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Example: Removing Private AS Numbers

• Understanding Private AS Number Removal from AS Paths on page 2838

• Example: Removing Private AS Numbers from AS Paths on page 2839
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Understanding Private AS Number Removal fromAS Paths

Bydefault, whenBGPadvertisesASpaths to remote systems, it includes all ASnumbers,

including private AS numbers. You can configure the software so that it removes private

AS numbers fromASpaths. Doing this is useful when any of the following circumstances

are true:

• A remote AS for which you provide connectivity is multihomed, but only to the local

AS.

• The remote AS does not have an officially allocated AS number.

• It is not appropriate to make the remote AS a confederation member AS of the local

AS.

Most companies acquire their own AS number. Some companies also use private AS

numbers to connect to their public AS network. These companies might use a different

private AS number for each region in which their company does business. In any

implementation, announcingaprivateASnumber to the Internetmustbeavoided.Service

providers canuse the remove-private statement topreventadvertisingprivateASnumbers

to the Internet.

In an enterprise scenario, suppose that you havemultiple AS numbers in your company,

some of which are private AS numbers, and one with a public AS number. The one with

apublicASnumberhasadirect connection to the serviceprovider. In theAS that connects

directly to the service provider, you can use the remove-private statement to filter out

any private AS numbers in the advertisements that are sent to the service provider.

CAUTION: Changing configuration statements that affect BGP peers, such
as enabling or disabling remove-private or renaming a BGP group, resets the

BGP sessions. Changes that affect BGP peers should only bemade when
resetting a BGP session is acceptable.

The AS numbers are stripped from the AS path starting at the left end of the AS path

(the end where AS paths have beenmost recently added). The routing device stops

searching for private ASs when it finds the first nonprivate AS or a peer’s private AS. If

the AS path contains the AS number of the external BGP (EBGP) neighbor, BGP does

not remove the private AS number.

NOTE: As of Junos OS 10.0R2 and later, if there is a need to send prefixes to
an EBGP peer that has an AS number that matches an AS number in the AS
path, consider using the as-override statement instead of the remove-private

statement.

The operation takes place after any confederation member ASs have already been

removed from the AS path, if applicable.

Copyright © 2014, Juniper Networks, Inc.2838

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Thesoftware is preconfiguredwith knowledgeof the setofASnumbers that is considered

private, a range that isdefined in the InternetAssignedNumbersAuthority (IANA)assigned

numbers document. The set of AS numbers reserved as private are in the range

from 64,512 through 65,534, inclusive.

Example: Removing Private AS Numbers fromAS Paths

This example demonstrates the removal of a private AS number from the advertised AS

path to avoid announcing the private AS number to the Internet.

• Requirements on page 2839

• Overview on page 2839

• Configuration on page 2839

• Verification on page 2842

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Service providers and enterprise networks use the remove-private statement to prevent

advertising private AS numbers to the Internet. The remove-private statement works in

the outbound direction. You configure the remove-private statement on a device that

has a public AS number and that is connected to one or more devices that have private

AS numbers. Generally, you would not configure this statement on a device that has a

private AS number.

Figure 56 on page 2839 shows the sample topology.

Figure 56: Topology for Removing a Private AS from the Advertised AS
Path
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In this example, Device R1 is connected to its service provider using private AS number

65535. The example shows the remove-private statement configured on Device ISP to

prevent Device R1’s private AS number from being announced to Device R2. Device R2

sees only the AS number of the service provider.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 192.168.10.1/24
set interfaces lo0 unit 1 family inet address 10.10.10.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 100
set protocols bgp group ext neighbor 192.168.10.10
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.20.0/24 next-hop 192.168.10.10
set routing-options autonomous-system 65535

Device ISP set interfaces fe-1/2/0 unit 2 family inet address 192.168.10.10/24
set interfaces fe-1/2/1 unit 3 family inet address 192.168.20.20/24
set interfaces lo0 unit 2 family inet address 10.10.0.1/32
set protocols bgp group ext type external
set protocols bgp group ext neighbor 192.168.10.1 peer-as 65535
set protocols bgp group ext neighbor 192.168.20.1 remove-private
set protocols bgp group ext neighbor 192.168.20.1 peer-as 200
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit 4 family inet address 192.168.20.1/24
set interfaces lo0 unit 3 family inet address 10.10.20.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 100
set protocols bgp group ext neighbor 192.168.20.20
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.20.20
set routing-options autonomous-system 200

Device ISP

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device ISP:

1. Configure the interfaces.

[edit interfaces]
user@ISP# set fe-1/2/0 unit 2 family inet address 192.168.10.10/24
user@ISP# set fe-1/2/1 unit 3 family inet address 192.168.20.20/24
user@ISP# set lo0 unit 2 family inet address 10.10.0.1/32

2. Configure EBGP.
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[edit protocols bgp group ext]
user@ISP# set type external
user@ISP# set neighbor 192.168.10.1 peer-as 65535
user@ISP# set neighbor 192.168.20.1 peer-as 200

3. For the neighbor in autonomous system (AS) 200 (Device R2), remove private AS

numbers from the advertised AS paths.

[edit protocols bgp group ext]
user@ISP# set neighbor 192.168.20.1 remove-private

4. Configure the AS number.

[edit routing-options]
user@ISP# set autonomous-system 100

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@ISP# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
address 192.168.10.10/24;

}
}

}
fe-1/2/1 {
unit 3 {
family inet {
address 192.168.20.20/24;

}
}

}
lo0 {
unit 2 {
family inet {
address 10.10.0.1/32;

}
}

}

user@ISP# show protocols
bgp {
group ext {
type external;
neighbor 192.168.10.1 {
peer-as 65535;

}
neighbor 192.168.20.1 {
remove-private;
peer-as 200;

}
}

}
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user@ISP# show routing-options
autonomous-system 100;

If you are done configuring the device, enter commit from configuration mode. Repeat

the configuration on Device R1 and Device R2, changing the interface names and IP

address, as needed, and adding the routing policy configuration.

Verification

Confirm that the configuration is working properly.

• Checking the Neighbor Status on page 2842

• Checking the Routing Tables on page 2843

• Checking theASPathWhenthe remove-privateStatement IsDeactivatedonpage2843

Checking the Neighbor Status

Purpose Make sure that Device ISP has the remove-private setting enabled in its neighbor session

with Device R2.

Action From operational mode, enter the show bgp neighbor 192.168.20.1 command.

user@ISP> show bgp neighbor 192.168.20.1
Peer: 192.168.20.1+179 AS 200  Local: 192.168.20.20+60216 AS 100  
  Type: External    State: Established    Flags: <ImportEval Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference RemovePrivateAS PeerAS Refresh>
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.10.20.1      Local ID: 10.10.0.1         Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  Local Interface: fe-1/2/1.3                       
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 200)
  Peer does not support Addpath
  Table inet.0 Bit: 10001
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            3
    Accepted prefixes:            2
    Suppressed due to damping:    0
    Advertised prefixes:          1
  Last traffic (seconds): Received 10   Sent 16   Checked 55  
  Input messages:  Total 54     Updates 3       Refreshes 0     Octets 1091
  Output messages: Total 54     Updates 1       Refreshes 0     Octets 1118
  Output Queue[0]: 0
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Meaning The RemovePrivateAS option shows that Device ISP has the expected setting.

Checking the Routing Tables

Purpose Make sure that the devices have the expected routes and AS paths.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.20.1/32      *[BGP/170] 00:28:57, localpref 100
                      AS path: 100 200 I
                    > to 192.168.10.10 via fe-1/2/0.1

user@ISP> show route protocol bgp

inet.0: 7 destinations, 11 routes (7 active, 0 holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32      *[BGP/170] 00:29:40, localpref 100
                      AS path: 65535 I
                    > to 192.168.10.1 via fe-1/2/0.2
10.10.20.1/32      *[BGP/170] 00:29:36, localpref 100
                      AS path: 200 I
                    > to 192.168.20.1 via fe-1/2/1.3
192.168.10.0/24     [BGP/170] 00:29:40, localpref 100
                      AS path: 65535 I
                    > to 192.168.10.1 via fe-1/2/0.2
192.168.20.0/24     [BGP/170] 00:29:36, localpref 100
                      AS path: 200 I
                    > to 192.168.20.1 via fe-1/2/1.3

user@R2> show route protocol bgp
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32      *[BGP/170] 00:29:53, localpref 100
                      AS path: 100 I
                    > to 192.168.20.20 via fe-1/2/0.4

Meaning Device ISP has the private AS number 65535 in its AS path to Device R1. However, Device

ISP does not advertise this private AS number to Device R2. This is shown in the routing

table of Device R2. Device R2’s path to Device R1 contains only the AS number for Device

ISP.

Checking the AS PathWhen the remove-private Statement Is Deactivated

Purpose Verify that without the remove-private statement, the private AS number appears in

Device R2’s routing table.

Action From configuration mode on Device ISP, enter the deactivate remove-private command

and then recheck the routing table on Device R2.

[protocols bgp group ext neighbor 192.168.20.1]
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user@ISP# deactivate remove-private
user@ISP# commit

user@R2> show route protocol bgp
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32      *[BGP/170] 00:00:54, localpref 100
                      AS path: 100 65535 I
                    > to 192.168.20.20 via fe-1/2/0.4

Meaning Private AS number 65535 appears in Device R2’s AS path to Device R1.

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

BGP BFD Configuration

• Example: Configuring BFD for BGP on page 2844

• Example: Configuring BFD Authentication for BGP on page 2853

Example: Configuring BFD for BGP

• Understanding BFD for BGP on page 2844

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845

Understanding BFD for BGP

TheBidirectional Forwarding Detection (BFD) protocol is a simple hellomechanism that

detects failures in a network. Hello packets are sent at a specified, regular interval. A

neighbor failure isdetectedwhen the routingdevice stops receivinga replyafter a specified

interval. BFD works with a wide variety of network environments and topologies. The

failure detection timers for BFD have shorter time limits than default failure detection

mechanisms for BGP, so they provide faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. You can use the clear bfd adaptation command to return BFD

interval timers to their configured values. The clear bfd adaptation command is hitless,

meaning that the command does not affect traffic flow on the routing device.

In JunosOSRelease8.3 and later, BFD is supported on internal BGP (IBGP) andmultihop

external BGP (EBGP) sessions as well as on single-hop EBGP sessions. In Junos OS

Release 9.1 through Junos OS Release 11.1, BFD supports IPv6 interfaces in static routes

only. In Junos OS Release 11.2 and later, BFD supports IPv6 interfaces with BGP.
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Example: Configuring BFD on Internal BGP Peer Sessions

This example shows how to configure internal BGP (IBGP) peer sessions with the

Bidirectional Forwarding Detection (BFD) protocol to detect failures in a network.

• Requirements on page 2845

• Overview on page 2845

• Configuration on page 2846

• Verification on page 2850

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Theminimum configuration to enable BFD on IBGP sessions is to include the

bfd-liveness-detectionminimum-interval statement in the BGP configuration of all

neighbors participating in the BFD session. Theminimum-interval statement specifies

the minimum transmit and receive intervals for failure detection. Specifically, this value

represents the minimum interval after which the local routing device transmits hello

packets aswell as theminimum interval that the routing device expects to receive a reply

from a neighbor with which it has established a BFD session. You can configure a value

from 1 through 255,000milliseconds.

Optionally, you can specify theminimum transmit and receive intervals separately using

the transmit-interval minimum-interval andminimum-receive-interval statements. For

information about these and other optional BFD configuration statements, see

bfd-liveness-detection.

NOTE: BFD is an intensive protocol that consumes system resources.
Specifying aminimum interval for BFD less than 100ms for Routing
Engine-based sessions and less than 10ms for distributed BFD sessions can
cause undesired BFD flapping.

Dependingonyournetworkenvironment, theseadditional recommendations
might apply:

• For large-scalenetworkdeploymentswitha largenumberofBFDsessions,
specify aminimum interval of 300ms for Routing Engine-based sessions
and 100ms for distributed BFD sessions.

• For very large-scale network deployments with a large number of BFD
sessions, contact JuniperNetworkscustomersupport formore information.

• For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify aminimum
interval of 2500ms for Routing Engine-based sessions. For distributed
BFDsessionswithNSRconfigured, theminimuminterval recommendations
are unchanged and depend only on your network deployment.
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BFD is supported on the default routing instance (the main router), routing instances,

and logical systems. This example shows BFD on logical systems.

Figure 57 on page 2846 shows a typical network with internal peer sessions.

Figure 57: Typical Network with IBGP Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device A set logical-systems A interfaces lt-1/2/0 unit 1 description to-B
set logical-systems A interfaces lt-1/2/0 unit 1 encapsulation ethernet
set logical-systems A interfaces lt-1/2/0 unit 1 peer-unit 2
set logical-systems A interfaces lt-1/2/0 unit 1 family inet address 10.10.10.1/30
set logical-systems A interfaces lo0 unit 1 family inet address 192.168.6.5/32
set logical-systems A protocols bgp group internal-peers type internal
set logical-systems A protocols bgp group internal-peers traceoptions file bgp-bfd
set logical-systems A protocols bgp group internal-peers traceoptions flag bfd detail
set logical-systems A protocols bgp group internal-peers local-address 192.168.6.5
set logical-systems A protocols bgp group internal-peers export send-direct
set logical-systems A protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems A protocols bgp group internal-peers neighbor 192.163.6.4
set logical-systems A protocols bgp group internal-peers neighbor 192.168.40.4
set logical-systems A protocols ospf area 0.0.0.0 interface lo0.1 passive
set logical-systems A protocols ospf area 0.0.0.0 interface lt-1/2/0.1
set logical-systems A policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems A policy-options policy-statement send-direct term 2 then accept
set logical-systems A routing-options router-id 192.168.6.5
set logical-systems A routing-options autonomous-system 17

Device B set logical-systems B interfaces lt-1/2/0 unit 2 description to-A
set logical-systems B interfaces lt-1/2/0 unit 2 encapsulation ethernet
set logical-systems B interfaces lt-1/2/0 unit 2 peer-unit 1
set logical-systems B interfaces lt-1/2/0 unit 2 family inet address 10.10.10.2/30
set logical-systems B interfaces lt-1/2/0 unit 5 description to-C
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set logical-systems B interfaces lt-1/2/0 unit 5 encapsulation ethernet
set logical-systems B interfaces lt-1/2/0 unit 5 peer-unit 6
set logical-systems B interfaces lt-1/2/0 unit 5 family inet address 10.10.10.5/30
set logical-systems B interfaces lo0 unit 2 family inet address 192.163.6.4/32
set logical-systems B protocols bgp group internal-peers type internal
set logical-systems B protocols bgp group internal-peers local-address 192.163.6.4
set logical-systems B protocols bgp group internal-peers export send-direct
set logical-systems B protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems B protocols bgp group internal-peers neighbor 192.168.40.4
set logical-systems B protocols bgp group internal-peers neighbor 192.168.6.5
set logical-systems B protocols ospf area 0.0.0.0 interface lo0.2 passive
set logical-systems B protocols ospf area 0.0.0.0 interface lt-1/2/0.2
set logical-systems B protocols ospf area 0.0.0.0 interface lt-1/2/0.5
set logical-systems B policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems B policy-options policy-statement send-direct term 2 then accept
set logical-systems B routing-options router-id 192.163.6.4
set logical-systems B routing-options autonomous-system 17

Device C set logical-systems C interfaces lt-1/2/0 unit 6 description to-B
set logical-systems C interfaces lt-1/2/0 unit 6 encapsulation ethernet
set logical-systems C interfaces lt-1/2/0 unit 6 peer-unit 5
set logical-systems C interfaces lt-1/2/0 unit 6 family inet address 10.10.10.6/30
set logical-systems C interfaces lo0 unit 3 family inet address 192.168.40.4/32
set logical-systems C protocols bgp group internal-peers type internal
set logical-systems C protocols bgp group internal-peers local-address 192.168.40.4
set logical-systems C protocols bgp group internal-peers export send-direct
set logical-systems C protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems C protocols bgp group internal-peers neighbor 192.163.6.4
set logical-systems C protocols bgp group internal-peers neighbor 192.168.6.5
set logical-systems C protocols ospf area 0.0.0.0 interface lo0.3 passive
set logical-systems C protocols ospf area 0.0.0.0 interface lt-1/2/0.6
set logical-systems C policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems C policy-options policy-statement send-direct term 2 then accept
set logical-systems C routing-options router-id 192.168.40.4
set logical-systems C routing-options autonomous-system 17

Configuring Device A

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device A:

1. Set the CLI to Logical System A.

user@host> set cli logical-systemA

2. Configure the interfaces.

[edit interfaces lt-1/2/0 unit 1]
user@host:A# set description to-B
user@host:A# set encapsulation ethernet
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user@host:A# set peer-unit 2
user@host:A# set family inet address 10.10.10.1/30

[edit interfaces lo0 unit 1]
user@host:A# set family inet address 192.168.6.5/32

3. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though

Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@host:A# set type internal
user@host:A# set local-address 192.168.6.5
user@host:A# set export send-direct
user@host:A# set neighbor 192.163.6.4
user@host:A# set neighbor 192.168.40.4

4. Configure BFD.

[edit protocols bgp group internal-peers]
user@host:A# set bfd-liveness-detectionminimum-interval 1000

Youmust configure the sameminimum interval on the connecting peer.

5. (Optional) Configure BFD tracing.

[edit protocols bgp group internal-peers]
user@host:A# set traceoptions file bgp-bfd
user@host:A# set traceoptions flag bfd detail

6. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@host:A# set interface lo0.1 passive
user@host:A# set interface lt-1/2/0.1

7. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@host:A# set from protocol direct
user@host:A# set then accept

8. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@host:A# set router-id 192.168.6.5
user@host:A# set autonomous-system 17

9. If you are done configuring the device, enter commit from configuration mode.

Repeat these steps to configure Device B and Device C.

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.
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user@host:A# show interfaces
lt-1/2/0 {
unit 1 {
description to-B;
encapsulation ethernet;
peer-unit 2;
family inet {
address 10.10.10.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.6.5/32;

}
}

}

user@host:A# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

user@host:A# show protocols
bgp {
group internal-peers {
type internal;
traceoptions {
file bgp-bfd;
flag bfd detail;

}
local-address 192.168.6.5;
export send-direct;
bfd-liveness-detection {
minimum-interval 1000;

}
neighbor 192.163.6.4;
neighbor 192.168.40.4;

}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface lt-1/2/0.1;

}
}

user@host:A# show routing-options
router-id 192.168.6.5;
autonomous-system 17;
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Verification

Confirm that the configuration is working properly.

• Verifying That BFD Is Enabled on page 2850

• Verifying That BFD Sessions Are Up on page 2850

• Viewing Detailed BFD Events on page 2851

• Viewing Detailed BFD Events After Deactivating and Reactivating a Loopback

Interface on page 2852

Verifying That BFD Is Enabled

Purpose Verify that BFD is enabled between the IBGP peers.

Action Fromoperationalmode, enter the showbgpneighbor command. You can use the |match

bfd filter to narrow the output.

user@host:A> show bgp neighbor | match bfd
Options: <BfdEnabled>
  BFD: enabled, up
  Trace file: /var/log/A/bgp-bfd size 131072 files 10
  Options: <BfdEnabled>
  BFD: enabled, up
  Trace file: /var/log/A/bgp-bfd size 131072 files 10

Meaning The output shows that Logical System A has two neighbors with BFD enabled. When

BFD isnotenabled, theoutputdisplaysBFD:disabled,down, and the<BfdEnabled>option

is absent. If BFD is enabled and the session is down, the output displays BFD: enabled,

down. The output also shows that BFD-related events are being written to a log file

because trace operations are configured.

Verifying That BFD Sessions Are Up

Purpose Verify that the BFD sessions are up, and view details about the BFD sessions.

Action From operational mode, enter the show bfd session extensive command.

user@host:A> show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
192.163.6.4              Up                       3.000     1.000        3   
 Client BGP, TX interval 1.000, RX interval 1.000
 Session up time 00:54:40
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Logical system 12, routing table index 25
 Min async interval 1.000, min slow interval 1.000
 Adaptive async TX interval 1.000, RX interval 1.000
 Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
 Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
 Local discriminator 10, remote discriminator 9
 Echo mode disabled/inactive
 Multi-hop route table 25, local-address 192.168.6.5

                                                  Detect   Transmit
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Address                  State     Interface      Time     Interval  Multiplier
192.168.40.4             Up                       3.000     1.000        3   
 Client BGP, TX interval 1.000, RX interval 1.000
 Session up time 00:48:03
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Logical system 12, routing table index 25
 Min async interval 1.000, min slow interval 1.000
 Adaptive async TX interval 1.000, RX interval 1.000
 Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
 Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
 Local discriminator 14, remote discriminator 13
 Echo mode disabled/inactive
 Multi-hop route table 25, local-address 192.168.6.5

2 sessions, 2 clients
Cumulative transmit rate 2.0 pps, cumulative receive rate 2.0 pps

Meaning The TX interval 1.000, RX interval 1.000 output represents the setting configuredwith the

minimum-interval statement. All of the other output represents the default settings for

BFD. Tomodify the default settings, include the optional statements under the

bfd-liveness-detection statement.

Viewing Detailed BFD Events

Purpose View the contents of the BFD trace file to assist in troubleshooting, if needed.

Action From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd
Aug 15 17:07:25 trace_on: Tracing to "/var/log/A/bgp-bfd" started
Aug 15 17:07:26.492190 bgp_peer_init: BGP peer 192.163.6.4 (Internal AS 17) local
 address 192.168.6.5 not found.  Leaving peer idled
Aug 15 17:07:26.493176 bgp_peer_init: BGP peer 192.168.40.4 (Internal AS 17) local
 address 192.168.6.5 not found.  Leaving peer idled
Aug 15 17:07:32.597979 task_connect: task BGP_17.192.163.6.4+179 addr 
192.163.6.4+179: No route to host
Aug 15 17:07:32.599623 bgp_connect_start: connect 192.163.6.4 (Internal AS 17): 
No route to host
Aug 15 17:07:36.869394 task_connect: task BGP_17.192.168.40.4+179 addr 
192.168.40.4+179: No route to host
Aug 15 17:07:36.870624 bgp_connect_start: connect 192.168.40.4 (Internal AS 17):
 No route to host
Aug 15 17:08:04.599220 task_connect: task BGP_17.192.163.6.4+179 addr 
192.163.6.4+179: No route to host
Aug 15 17:08:04.601135 bgp_connect_start: connect 192.163.6.4 (Internal AS 17): 
No route to host
Aug 15 17:08:08.869717 task_connect: task BGP_17.192.168.40.4+179 addr 
192.168.40.4+179: No route to host
Aug 15 17:08:08.869934 bgp_connect_start: connect 192.168.40.4 (Internal AS 17):
 No route to host
Aug 15 17:08:36.603544 advertising receiving-speaker only capabilty to neighbor 
192.163.6.4 (Internal AS 17)
Aug 15 17:08:36.606726 bgp_read_message: 192.163.6.4 (Internal AS 17): 0 bytes 
buffered
Aug 15 17:08:36.609119 Initiated BFD session to peer 192.163.6.4 (Internal AS 
17): address=192.163.6.4 ifindex=0 ifname=(none) txivl=1000 rxivl=1000 mult=3 
ver=255
Aug 15 17:08:36.734033 advertising receiving-speaker only capabilty to neighbor 

2851Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



192.168.40.4 (Internal AS 17)
Aug 15 17:08:36.738436 Initiated BFD session to peer 192.168.40.4 (Internal AS 
17): address=192.168.40.4 ifindex=0 ifname=(none) txivl=1000 rxivl=1000 mult=3 
ver=255
Aug 15 17:08:40.537552 BFD session to peer 192.163.6.4 (Internal AS 17) up
Aug 15 17:08:40.694410 BFD session to peer 192.168.40.4 (Internal AS 17) up

Meaning Before the routes are established, the No route to hostmessage appears in the output.

After the routes are established, the last two lines show that both BFD sessions come

up.

Viewing Detailed BFD Events After Deactivating and Reactivating a Loopback Interface

Purpose Check to see what happens after bringing down a router or switch and then bringing it

back up. To simulate bringing down a router or switch, deactivate the loopback interface

on Logical System B.

Action From configuration mode, enter the deactivate logical-systems B interfaces lo0 unit 2

family inet command.

1.

user@host:A# deactivate logical-systems B interfaces lo0 unit 2 family inet
user@host:A# commit

2. From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd
...
Aug 15 17:20:55.995648 bgp_read_v4_message:9747: NOTIFICATION received from 
192.163.6.4 (Internal AS 17): code 6 (Cease) subcode 6 (Other Configuration 
Change)
Aug 15 17:20:56.004508 Terminated BFD session to peer 192.163.6.4 (Internal 
AS 17)
Aug 15 17:21:28.007755 task_connect: task BGP_17.192.163.6.4+179 addr 
192.163.6.4+179: No route to host
Aug 15 17:21:28.008597 bgp_connect_start: connect 192.163.6.4 (Internal AS 
17): No route to host

3. From configuration mode, enter the activate logical-systems B interfaces lo0 unit 2

family inet command.

user@host:A# activate logical-systems B interfaces lo0 unit 2 family inet
user@host:A# commit

4. From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd
...
Aug 15 17:25:53.623743 advertising receiving-speaker only capabilty to neighbor
 192.163.6.4 (Internal AS 17)
Aug 15 17:25:53.631314 Initiated BFD session to peer 192.163.6.4 (Internal AS
 17): address=192.163.6.4 ifindex=0 ifname=(none) txivl=1000 rxivl=1000 mult=3
 ver=255
Aug 15 17:25:57.570932 BFD session to peer 192.163.6.4 (Internal AS 17) up

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview
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Example: Configuring BFD Authentication for BGP

• Understanding BFD Authentication for BGP on page 2853

• Example: Configuring BFD Authentication for BGP on page 2854

Understanding BFD Authentication for BGP

Bidirectional Forwarding Detection protocol (BFD) enables rapid detection of

communication failures between adjacent systems. By default, authentication for BFD

sessions is disabled. However, when you run BFD over Network Layer protocols, the risk

of service attacks can be significant.We strongly recommend using authentication if you

are running BFDovermultiple hops or through insecure tunnels. Beginningwith JunosOS

Release 9.6, Junos OS supports authentication for BFD sessions running over BGP. BFD

authentication is not supported on MPLS OAM sessions. BFD authentication is only

supported in the Canada and United States version of the Junos OS image and is not

available in the export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.

The following sections describe the supported authentication algorithms, security

keychains, and level of authentication that can be configured:

• BFD Authentication Algorithms on page 2853

• Security Authentication Keychains on page 2854

• Strict Versus Loose Authentication on page 2854

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFD session. One ormore passwords can be configured. Thismethod

is the least secureandshouldbeusedonlywhenBFDsessionsarenot subject topacket

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keysmatches and the sequence number is greater than

or equal to the last sequence number received. Althoughmore secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

methodworks in the samemanneras keyedMD5,but the sequencenumber is updated

with every packet. Althoughmore secure than keyed MD5 and simple passwords, this

methodmight take additional time to authenticate the session.
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• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,

packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updated with

everypacket.Althoughmoresecure thankeyedSHAandsimplepasswords, thismethod

might take additional time to authenticate the session.

NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates.When the security authentication keychain is configuredand

associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one ormore keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allowsmultiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Example: Configuring BFD Authentication for BGP

Beginning with Junos OS Release 9.6, you can configure authentication for BFD sessions

running over BGP. Only three steps are needed to configure authentication on a BFD

session:

1. Specify the BFD authentication algorithm for the BGP protocol.

2. Associate the authentication keychain with the BGP protocol.
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3. Configure the related security authentication keychain.

The followingsectionsprovide instructions for configuringandviewingBFDauthentication

on BGP:

• Configuring BFD Authentication Parameters on page 2855

• Viewing Authentication Information for BFD Sessions on page 2856

Configuring BFD Authentication Parameters

BFDauthenticationcanbeconfigured for theentireBGPprotocol, or a specificBGPgroup,

neighbor, or routing instance.

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1,meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use.

[edit]
user@host# set protocols bgp bfd-liveness-detection authentication algorithm
keyed-sha-1

user@host# set protocols bgp group bgp-gr1 bfd-liveness-detection authentication
algorithm keyed-sha-1

user@host#setprotocolsbgpgroupbgp-gr1neighbor 10.10.10.7bfd-liveness-detection
authentication algorithm keyed-sha-1

NOTE: Nonstop active routing is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on BGPwith the unique

security authentication keychain attributes.

The keychain name you specify must match a keychain name configured at the [edit

security authentication key-chains] hierarchy level.

[edit]
user@host#setprotocolsbgpbfd-liveness-detectionauthenticationkeychainbfd-bgp
user@host# set protocols bgp group bgp-gr1 bfd-liveness-detection authentication
keychain bfd-bgp

user@host#setprotocolsbgpgroupbgp-gr1neighbor 10.10.10.7bfd-liveness-detection
authentication keychain bfd-bgp

NOTE: The algorithm and keychainmust be configured on both ends of
the BFD session, and theymust match. Anymismatch in configuration
prevents the BFD session from being created.
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3. Specify the unique security authentication information for BFD sessions:

• Thematching keychain name as specified in Step 2.

• At least one key, a unique integer between 0 and 63. Creating multiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security]
user@host# set authentication-key-chains key-chain bfd-bgp key 53 secret
$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from

nonauthenticated sessions to authenticated sessions.

[edit]
user@host# set protocols bgp bfd-liveness-detection authentication loose-check
user@host# set protocols bgp group bgp-gr1 bfd-liveness-detection authentication
loose-check

user@host#setprotocolsbgpgroupbgp-gr1neighbor 10.10.10.7bfd-liveness-detection
authentication loose-check

5. (Optional) View your configuration using the show bfd session detail or show bfd

session extensive command.

6. Repeat these steps to configure the other end of the BFD session.

NOTE: BFDauthentication isonly supported in theCanadaandUnitedStates
version of the Junos OS image and is not available in the export version.

Viewing Authentication Information for BFD Sessions

You can view the existing BFD authentication configuration using the show bfd session

detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the bgp-gr1 BGP group.

It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-bgp.

The authentication keychain is configured with two keys. Key 1 contains the secret data

“$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm” and a start time of June 1, 2009, at 9:46:02

AM PST. Key 2 contains the secret data “$9$a5jiKW9l.reP38ny.TszF2/9” and a start time

of June 1, 2009, at 3:29:20 PM PST.

[edit protocols bgp]
group bgp-gr1 {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-bgp;

}
}

}

Copyright © 2014, Juniper Networks, Inc.2856

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



[edit security]
authentication key-chains {
key-chain bfd-bgp {
key 1 {
secret “$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm”;
start-time “2009-6-1.09:46:02 -0700”;

}
key 2 {
secret “$9$a5jiKW9l.reP38ny.TszF2/9”;
start-time “2009-6-1.15:29:20 -0700”;

}
}

}

If youcommit theseupdates toyour configuration, youseeoutput similar to the following.

In the output for the show bfd session detail command, Authenticate is displayed to

indicate that BFD authentication is configured. For more information about the

configuration, use the showbfdsessionextensivecommand.Theoutput for this command

provides the keychain name, the authentication algorithm andmode for each client in

the session, and the overall BFD authentication configuration status, keychain name,

and authentication algorithm andmode.

show bfd session detail

user@host# show bfd session detail

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client BGP, TX interval 0.300, RX interval 0.300, Authenticate
 Session up time 3d 00:34
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 

show bfd session extensive

user@host# show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client BGP, TX interval 0.300, RX interval 0.300, Authenticate

keychain bfd-bgp, algo keyed-sha-1, mode strict
 Session up time 00:04:42
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 
 Min async interval 0.300, min slow interval 1.000
 Adaptive async TX interval 0.300, RX interval 0.300
 Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
 Remote min TX interval 0.300, min RX interval 0.300, multiplier 3
 Local discriminator 2, remote discriminator 2
 Echo mode disabled/inactive
Authentication enabled/active, keychain bfd-bgp, algo keyed-sha-1, mode strict

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview
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BGP Load Balancing Configuration

• Examples: Configuring BGPMultipath on page 2858

• Example: Advertising Multiple BGP Paths to a Destination on page 2875

• Example: Advertising Multiple Paths in BGP on page 2901

• ConfiguringECMPNextHops forRSVPandLDPLSPs for LoadBalancingonpage2926

Examples: Configuring BGPMultipath

• Understanding BGPMultipath on page 2858

• Example: Load Balancing BGP Traffic on page 2858

• Example:ConfiguringSingle-HopEBGPPeers toAcceptRemoteNextHopsonpage2863

Understanding BGPMultipath

The Junos OS BGPmultipath feature supports the following applications:

• Loadbalancingacrossmultiple linksbetween two routingdevicesbelonging todifferent

autonomous systems (ASs)

• Load balancing across a common subnet or multiple subnets to different routing

devices belonging to the same peer AS

• Loadbalancingacrossmultiple linksbetween two routingdevicesbelonging todifferent

external confederation peers

• Load balancing across a common subnet or multiple subnets to different routing

devices belonging to external confederation peers

In a common scenario for load balancing, a customer is multihomed tomultiple routers

in a point of presence (POP). The default behavior is to send all traffic across only one

of the available links. Load balancing causes traffic to use two or more of the links.

BGPmultipathdoesnotapply topaths that share the sameMED-plus-IGPcost, yet differ

in IGP cost. Multipath path selection is based on the IGP cost metric, even if two paths

have the sameMED-plus-IGP cost.

Example: Load Balancing BGP Traffic

This example shows how to configure BGP to select multiple equal-cost external BGP

(EBGP) or internal BGP (IBGP) paths as active paths.

• Requirements on page 2859

• Overview on page 2859

• Configuration on page 2860

• Verification on page 2862
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Requirements

Before you begin:

• Configure the device interfaces.

• Configure an interior gateway protocol (IGP).

• Configure BGP.

• Configure a routing policy that exports routes (such as direct routes or IGP routes)

from the routing table into BGP.

Overview

The following steps show how to configure per-packet load balancing:

1. Define a load-balancing routing policy by including one or more policy-statement

statements at the [edit policy-options] hierarchy level, defining an action of

load-balance per-packet:

policy-statement policy-name {
from {
match-conditions;
route-filter destination-prefix match-type <actions>;
prefix-list name;

}
then {
load-balance per-packet;

}
}

2. Apply the policy to routes exported from the routing table to the forwarding table. To

do this, include the forwarding-table and export statements:

forwarding-table {
export policy-name;

}

You cannot apply the export policy to VRF routing instances.

3. Specify all next hops of that route, if more than one exists, when allocating a label

corresponding to a route that is being advertised.

4. Configure the forwarding-options hash key for MPLS to include the IP payload.

NOTE: On some platforms, you can increase the number of paths that are
load balanced by using the chassis maximum-ecmp statement. With this

statement, you can change themaximum number of equal-cost
load-balanced paths to 32 or 64.

In this example, Device R1 is in AS 65000 and is connected to both Device R2 and

Device R3, which are in AS 65001. This example shows the configuration on Device R1.
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Topology

Figure 58 on page 2860 shows the topology used in this example.

Figure 58: BGP Load Balancing

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocols bgp group external type external
set protocols bgp group external peer-as 65001
set protocols bgp group external multipath
set protocols bgp group external neighbor 10.0.1.1
set protocols bgp group external neighbor 10.0.0.2
set policy-options policy-statement loadbal from route-filter 10.0.0.0/16 orlonger
set policy-options policy-statement loadbal then load-balance per-packet
set routing-options forwarding-table export loadbal
set routing-options autonomous-system 65000

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP peer sessions:

1. Configure the BGP group.

[edit protocols bgp group external]
user@R1# set type external
user@R1# set peer-as 65001
user@R1# set neighbor 10.0.1.1
user@R1# set neighbor 10.0.0.2

2. Enable the BGP group to usemultiple paths.
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NOTE: To disable the default check requiring that paths accepted by
BGPmultipathmust have the same neighboring autonomous system
(AS), include themultiple-as option.

[edit protocols bgp group external]
user@R1# setmultipath

3. Configure the load-balancing policy.

[edit policy-options policy-statement loadbal]
user@R1# set from route-filter 10.0.0.0/16 orlonger
user@R1# set then load-balance per-packet

4. Apply the load-balancing policy.

[edit routing-options]
user@R1# set forwarding-table export loadbal

5. Configure the local autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 65000

Results From configuration mode, confirm your configuration by entering the show protocols,

showpolicy-options, and showrouting-options commands. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

[edit]
user@R1# show protocols
bgp {
group external {
type external;
peer-as 65001;
multipath;
neighbor 10.0.1.1;
neighbor 10.0.0.2;

}
}

[edit]
user@R1# show policy-options
policy-statement loadbal {
from {
route-filter 10.0.0.0/16 orlonger;

}
then {
load-balance per-packet;

}
}

[edit]
user@R1# show routing-options
autonomous-system 65000;
forwarding-table {
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export loadbal;
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly:

• Verifying Routes on page 2862

• Verifying Forwarding on page 2863

Verifying Routes

Purpose Verify that routes are learned from both routers in the neighboring AS.

Action From operational mode, run the show route command.

user@R1> show route 10.0.2.0
inet.0: 12 destinations, 15 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.2.0/30        *[BGP/170] 03:12:32, localpref 100
                      AS path: 65001 I
                      to 10.0.1.1 via ge-1/2/0.0
                    > to 10.0.0.2 via ge-1/2/1.0
                    [BGP/170] 03:12:32, localpref 100
                      AS path: 65001 I
                    > to 10.0.1.1 via ge-1/2/0.0

user@R1> show route 10.0.2.0 detail
inet.0: 12 destinations, 15 routes (12 active, 0 holddown, 0 hidden)
10.0.2.0/30 (2 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 262142
                Next-hop reference count: 3
                Source: 10.0.0.2
                Next hop: 10.0.1.1 via ge-1/2/0.0
                Next hop: 10.0.0.2 via ge-1/2/1.0, selected
                State: <Active Ext>
                Local AS: 65000 Peer AS: 65001
                Age: 3:18:30 
                Task: BGP_65001.10.0.0.2+55402
                Announcement bits (1): 2-KRT 
                AS path: 65001 I
                Accepted Multipath
                Localpref: 100
                Router ID: 192.168.2.1
         BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 602
                Next-hop reference count: 5
                Source: 10.0.1.1
                Next hop: 10.0.1.1 via ge-1/2/0.0, selected
                State: <NotBest Ext>
                Inactive reason: Not Best in its group - Active preferred
                Local AS: 65000 Peer AS: 65001
                Age: 3:18:30 
                Task: BGP_65001.10.0.1.1+53135
                AS path: 65001 I
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                Accepted
                Localpref: 100
                Router ID: 192.168.3.1

Meaning The active path, denoted with an asterisk (*), has two next hops: 10.0.1.1 and 10.0.0.2 to

the 10.0.2.0 destination. The 10.0.1.1 next hop is copied from the inactive path to the

active path.

NOTE: The show route detail command output designates one gateway as

selected. This output ispotentially confusing in thecontextof loadbalancing.

Theselectedgateway isused formanypurposes inaddition todecidingwhich
gateway to install into thekernelwhen JunosOS isnotperformingper-packet
load-balancing. For instance, the pingmpls command uses the selected

gatewaywhensendingpackets.Multicastprotocolsuse theselectedgateway
in some cases to determine the upstream interface. Therefore, even when
Junos OS is performing per-packet load-balancing by way of a
forwarding-table policy, the selected gateway information is still required
for other purposes. It is useful to display the selected gateway for
troubleshooting purposes. Additionally, it is possible to use forwarding-table
policy to override what is installed into the kernel (for example, by using the
install-nexthop action). In this case, the next-hop gateway installed in the

forwarding table might be a subset of the total gateways displayed in the
show route command.

Verifying Forwarding

Purpose Verify that both next hops are installed in the forwarding table.

Action From operational mode, run the show route forwarding-table command.

user@R1> show route forwarding-table destination 10.0.2.0
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
10.0.2.0/30        user     0                    ulst 262142     2
                              10.0.1.1           ucst   602     5 ge-1/2/0.0
                              10.0.0.2           ucst   522     6 ge-1/2/1.0

Example: Configuring Single-Hop EBGP Peers to Accept Remote Next Hops

This example shows how to configure a single-hop external BGP (EBGP) peer to accept

a remote next hop with which it does not share a common subnet.

• Requirements on page 2864

• Overview on page 2864

• Configuration on page 2865

• Verification on page 2872
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Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

In somesituations, it is necessary to configurea single-hopEBGPpeer toaccepta remote

next hop with which it does not share a common subnet. The default behavior is for any

next-hopaddress received fromasingle-hopEBGPpeer that is not recognized as sharing

a common subnet to be discarded. The ability to have a single-hop EBGP peer accept a

remote next hop to which it is not directly connected also prevents you from having to

configure the single-hop EBGP neighbor as amultihop session. When you configure a

multihop session in this situation, all next-hop routes learned through this EBGPpeer are

labeled indirect even when they do share a common subnet. This situation breaks

multipath functionality for routes that are recursively resolved over routes that include

these next-hop addresses. Configuring the accept-remote-nexthop statement allows a

single-hopEBGPpeer toaccepta remotenexthop,which restoresmultipath functionality

for routes that are resolved over these next-hop addresses. You can configure this

statement at the global, group, and neighbor hierarchy levels for BGP. The statement is

also supported on logical systems and the VPN routing and forwarding (VRF) routing

instance type. Both the remote next-hop and the EBGP peer must support BGP route

refresh as defined inRFC2918,RouteRefreshCapability in BGP-4. If the remote peer does

not support BGP route refresh, the session is reset.

NOTE: You cannot configure both themultihop and accept-remote-nexthop

statements for the same EBGP peer.

When you enable a single-hop EBGP peer to accept a remote next hop, youmust also

configure an import routing policy on the EBGP peer that specifies the remote next-hop

address.

This example includes an import routing policy, agg_route, that enables a single-hop

external BGP peer (Device R1) to accept the remote next-hop 1.1.10.10 for the route to

the 1.1.230.0/23 network. At the [edit protocolsbgp]hierarchy level, the example includes

the import agg_route statement to apply the policy to the external BGPpeer and includes

the accept-remote-nexthop statement to enable the single-hop EBGP peer to accept

the remote next hop.

Figure 59 on page 2865 shows the sample topology.
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Figure 59: Topology for Accepting a Remote Next Hop

Configuration

• Device R0 on page 2866

• Configuring Device R1 on page 2868

• Configuring Device R2 on page 2871

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R0 set interfaces fe-1/2/0 unit 1 family inet address 1.1.0.1/30
set interfaces fe-1/2/1 unit 2 family inet address 1.1.1.1/30
set interfaces lo0 unit 1 family inet address 10.255.14.179/32
set protocols bgp group ext type external
set protocols bgp group ext export test_route
set protocols bgp group ext export agg_route
set protocols bgp group ext peer-as 65000
set protocols bgp group extmultipath
set protocols bgp group ext neighbor 1.1.0.2
set protocols bgp group ext neighbor 1.1.1.2
set policy-options policy-statement agg_route term 1 from protocol static
set policy-options policy-statement agg_route term 1 from route-filter 1.1.230.0/23 exact
set policy-options policy-statement agg_route term 1 then accept
set policy-options policy-statement test_route term 1 from protocol static
set policy-options policy-statement test_route term 1 from route-filter 1.1.10.10/32 exact
set policy-options policy-statement test_route term 1 then accept
set routing-options static route 1.1.10.10/32 reject
set routing-options static route 1.1.230.0/23 reject
set routing-options autonomous-system 65500

Device R1 set interfaces fe-1/2/0 unit 3 family inet address 1.1.0.2/30
set interfaces fe-1/2/1 unit 4 family inet address 1.12.0.1/30
set interfaces fe-1/2/2 unit 5 family inet address 1.1.1.2/30
set interfaces lo0 unit 2 family inet address 10.255.71.24/32
set protocols bgp accept-remote-nexthop

2865Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



set protocols bgp group ext type external
set protocols bgp group ext import agg_route
set protocols bgp group ext peer-as 65500
set protocols bgp group extmultipath
set protocols bgp group ext neighbor 1.1.0.1
set protocols bgp group ext neighbor 1.1.1.1
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.71.24
set protocols bgp group int neighbor 10.255.14.177
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set protocols ospf area 0.0.0.0 interface 10.255.71.24
set policy-options policy-statement agg_route term 1 from protocol bgp
set policy-options policy-statement agg_route term 1 from route-filter 1.1.230.0/23 exact
set policy-options policy-statement agg_route term 1 then next-hop 1.1.10.10
set policy-options policy-statement agg_route term 1 then accept
set routing-options autonomous-system 65000

Device R2 set interfaces fe-1/2/0 unit 6 family inet address 1.12.0.2/30
set interfaces lo0 unit 3 family inet address 10.255.14.177/32
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.14.177
set protocols bgp group int neighbor 10.255.71.24
set protocols ospf area 0.0.0.0 interface fe-1/2/0.6
set protocols ospf area 0.0.0.0 interface 10.255.14.177
set routing-options autonomous-system 65000

Device R0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R0:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@R0# set family inet address 1.1.0.1/30

[edit interfaces fe-1/2/1 unit 2]
user@R0# set family inet address 1.1.1.1/30

[edit interfaces lo0 unit 1]
user@R0# set family inet address 10.255.14.179/32

2. Configure EBGP.

[edit protocols bgp group ext]
user@R0# set type external
user@R0# set peer-as 65000
user@R0# set neighbor 1.1.0.2
user@R0# set neighbor 1.1.1.2

3. Enable multipath BGP between Device R0 and Device R1.

[edit protocols bgp group ext]
user@R0# setmultipath
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4. Configure static routes to remote networks.

These routes are not part of the topology. The purpose of these routes is to

demonstrate the functionality in this example.

[edit routing-options]
user@R0# set static route 1.1.10.10/32 reject
user@R0# set static route 1.1.230.0/23 reject

5. Configure routing policies that accept the static routes.

[edit policy-options policy-statement agg_route term 1]
user@R0# set from protocol static
user@R0# set from route-filter 1.1.230.0/23 exact
user@R0# set then accept

[edit policy-options policy-statement test_route term 1]
user@R0# set from protocol static
user@R0# set from route-filter 1.1.10.10/32 exact
user@R0# set then accept

6. Export the agg_route and test_route policies from the routing table into BGP.

[edit protocols bgp group ext]
user@R0# set export test_route
user@R0# set export agg_route

7. Configure the autonomous system (AS) number.

[edit routing-options]
user@R0# set autonomous-system 65500

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R0# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 1.1.0.1/30;

}
}

}
fe-1/2/1 {
unit 2 {
family inet {
address 1.1.1.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 10.255.14.179/32;

}
}
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}

user@R0# show policy-options
policy-statement agg_route {
term 1 {
from {
protocol static;
route-filter 1.1.230.0/23 exact;

}
then accept;

}
}
policy-statement test_route {
term 1 {
from {
protocol static;
route-filter 1.1.10.10/32 exact;

}
then accept;

}
}

user@R0# show protocols
bgp {
group ext {
type external;
export [ test_route agg_route ];
peer-as 65000;
multipath;
neighbor 1.1.0.2;
neighbor 1.1.1.2;

}
}

user@R0# show routing-options
static {
route 1.1.10.10/32 reject;
route 1.1.230.0/23 reject;

}
autonomous-system 65500;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R1# set family inet address 1.1.0.2/30

[edit interfaces fe-1/2/1 unit 4]
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user@R1# set family inet address 1.12.0.1/30

[edit interfaces fe-1/2/2 unit 5]
user@R1# set family inet address 1.1.1.2/30

[edit interfaces lo0 unit 2]
user@R1# set family inet address 10.255.71.24/32

2. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface fe-1/2/1.4
user@R1# set interface 10.255.71.24

3. Enable Device R1 to accept the remote next hop.

[edit protocols bgp]
user@R1# set accept-remote-nexthop

4. Configure IBGP.

[edit protocols bgp group int]
user@R1# set type internal
user@R1# set local-address 10.255.71.24
user@R1# set neighbor 10.255.14.177

5. Configure EBGP.

[edit protocols bgp group ext]
user@R1# set type external
user@R1# set peer-as 65500
user@R1# set neighbor 1.1.0.1
user@R1# set neighbor 1.1.1.1

6. Enable multipath BGP between Device R0 and Device R1.

[edit protocols bgp group ext]
user@R1# setmultipath

7. Configure a routing policy that enables a single-hop external BGP peer (Device R1)

to accept the remote next-hop 1.1.10.10 for the route to the 1.1.230.0/23 network.

[edit policy-options policy-statement agg_route term 1]
user@R1# set from protocol bgp
user@R1# set from route-filter 1.1.230.0/23 exact
user@R1# set then next-hop 1.1.10.10
user@R1# set then accept

8. Import the agg_route policy into the routing table on Device R1.

[edit protocols bgp group ext]
user@R1# set import agg_route

9. Configure the autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 65000

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output
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does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 1.1.0.2/30;

}
}

}
fe-1/2/1 {
unit 4 {
family inet {
address 1.12.0.1/30;

}
}

}
fe-1/2/2 {
unit 5 {
family inet {
address 1.1.1.2/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 10.255.71.24/32;

}
}

}

user@R1# show policy-options
policy-statement agg_route {
term 1 {
from {
protocol bgp;
route-filter 1.1.230.0/23 exact;

}
then {
next-hop 1.1.10.10;
accept;

}
}

}

user@R1# show protocols
bgp {
accept-remote-nexthop;
group ext {
type external;
import agg_route;
peer-as 65500;
multipath;
neighbor 1.1.0.1;
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neighbor 1.1.1.1;
}
group int {
type internal;
local-address 10.255.71.24;
neighbor 10.255.14.177;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.4;
interface 10.255.71.24;

}
}

user@R1# show routing-options
autonomous-system 65000;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 6]
user@R2# set family inet address 1.12.0.2/30

[edit interfaces lo0 unit 3]
user@R2# set family inet address 10.255.14.177/32

2. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface fe-1/2/0.6
user@R2# set interface 10.255.14.177

3. Configure IBGP.

[edit protocols bgp group int]
user@R2# set type internal
user@R2# set local-address 10.255.14.177
user@R2# set neighbor 10.255.71.24

4. Configure the autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 65000

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.
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user@R2# show interfaces
fe-1/2/0 {
unit 6 {
family inet {
address 1.12.0.2/30;

}
}

}
lo0 {
unit 3 {
family inet {
address 10.255.14.177/32;

}
}

}

user@R2# show protocols
bgp {
group int {
type internal;
local-address 10.255.14.177;
neighbor 10.255.71.24;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.6;
interface 10.255.14.177;

}
}

user@R2# show routing-options
autonomous-system 65000;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That the Multipath Route with the Indirect Next Hop Is in the Routing

Table on page 2872

• Deactivating and Reactivating the accept-remote-nexthop Statement on page 2874

Verifying That the Multipath Route with the Indirect Next Hop Is in the Routing Table

Purpose Verify that Device R1 has a route to the 1.1.230.0/23 network.

Action From operational mode, enter the show route 1.1.230.0 extensive command.

user@R1> show route 1.1.230.0 extensive
inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
Restart Complete
1.1.230.0/23 (2 entries, 1 announced)
TSI:
KRT in-kernel 1.1.230.0/23 -> {indirect(262142)}
Page 0 idx 1 Type 1 val 9168f6c
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    Nexthop: 1.1.10.10
    Localpref: 100
    AS path: [65000] 65500 I
    Communities:
Path 1.1.230.0 from 1.1.0.1 Vector len 4.  Val: 1
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Address: 0x90c44d8
                Next-hop reference count: 4
                Source: 1.1.0.1
                Next hop type: Router, Next hop index: 262143
                Next hop: 1.1.0.1 via fe-1/2/0.3, selected
                Next hop: 1.1.1.1 via fe-1/2/2.5
                Protocol next hop: 1.1.10.10
                Indirect next hop: 91c0000 262142
                State: <Active Ext>
                Local AS: 65000 Peer AS: 65500
                Age: 2:55:31    Metric2: 0 
                Task: BGP_65500.1.1.0.1+64631
                Announcement bits (3): 2-KRT 3-BGP_RT_Background 4-Resolve tree 
1 
                AS path: 65500 I
                Accepted Multipath
                Localpref: 100
                Router ID: 10.255.14.179
                Indirect next hops: 1
                        Protocol next hop: 1.1.10.10
                        Indirect next hop: 91c0000 262142
                        Indirect path forwarding next hops: 2
                                Next hop type: Router
                                Next hop: 1.1.0.1 via fe-1/2/0.3
                                Next hop: 1.1.1.1 via fe-1/2/2.5
                        1.1.10.10/32 Originating RIB: inet.0
                          Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 1.1.0.1 via fe-1/2/0.3
                                Nexthop: 1.1.1.1 via fe-1/2/2.5
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Address: 0x90c44d8
                Next-hop reference count: 4
                Source: 1.1.1.1
                Next hop type: Router, Next hop index: 262143
                Next hop: 1.1.0.1 via fe-1/2/0.3, selected
                Next hop: 1.1.1.1 via fe-1/2/2.5
                Protocol next hop: 1.1.10.10
                Indirect next hop: 91c0000 262142
                State: <NotBest Ext>
                Inactive reason: Not Best in its group - Update source
                Local AS: 65000 Peer AS: 65500
                Age: 2:55:27    Metric2: 0 
                Task: BGP_65500.1.1.1.1+53260
                AS path: 65500 I
                Accepted
                Localpref: 100
                Router ID: 10.255.14.179
                Indirect next hops: 1
                        Protocol next hop: 1.1.10.10
                        Indirect next hop: 91c0000 262142
                        Indirect path forwarding next hops: 2
                                Next hop type: Router
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                                Next hop: 1.1.0.1 via fe-1/2/0.3
                                Next hop: 1.1.1.1 via fe-1/2/2.5
                        1.1.10.10/32 Originating RIB: inet.0
                          Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 1.1.0.1 via fe-1/2/0.3
                                Nexthop: 1.1.1.1 via fe-1/2/2.5

Meaning The output shows that Device R1 has a route to the 1.1.230.0 network with the multipath

feature enabled (AcceptedMultipath). The output also shows that the route has an

indirect next hop of 1.1.10.10.

Deactivating and Reactivating the accept-remote-nexthop Statement

Purpose Make sure that themultipath routewith the indirect next hop is removed from the routing

table when you deactivate the accept-remote-nexthop statement.

Action From configuration mode, enter the deactivate protocols bgp accept-remote-nexthop

command.

1.

user@R1# deactivate protocols bgp accept-remote-nexthop
user@R1# commit

2. From operational mode, enter the show route 1.1.230.0 command.

user@R1> show route 1.1.230.0

3. From configurationmode, reactivate the statement by entering the activate protocols

bgp accept-remote-nexthop command.

user@R1# activate protocols bgp accept-remote-nexthop
user@R1# commit

4. From operational mode, reenter the show route 1.1.230.0 command.

user@R1> show route 1.1.230.0

inet.0: 11 destinations, 13 routes (11 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

1.1.230.0/23       *[BGP/170] 03:13:19, localpref 100
                      AS path: 65500 I
                    > to 1.1.0.1 via fe-1/2/0.3
                      to 1.1.1.1 via fe-1/2/2.5
                    [BGP/170] 03:13:15, localpref 100, from 1.1.1.1
                      AS path: 65500 I
                    > to 1.1.0.1 via fe-1/2/0.3
                      to 1.1.1.1 via fe-1/2/2.5

Meaning When the accept-remote-nexthop statement is deactivated, the multipath route to the

1.1.230.0 network is removed from the routing table .

Related
Documentation

Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport

Routers

•

• Example: Load Balancing BGP Traffic with Unequal Bandwidth Allocated to the Paths
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Example: AdvertisingMultiple BGP Paths to a Destination

• Understanding the Advertisement of Multiple Paths to a Single Destination in

BGP on page 2875

• Example: Advertising Multiple Paths in BGP on page 2876

Understanding the Advertisement of Multiple Paths to a Single Destination in
BGP

BGP peers advertise routes to each other in update messages. BGP stores its routes in

the JunosOS routing table (inet.0). For eachprefix in the routing table, the routingprotocol

process selects a single best path, called the active path. Unless you configure BGP to

advertise multiple paths to the same destination, BGP advertises only the active path.

Instead of advertising only the active path to a destination, you can configure BGP to

advertise multiple paths to the destination. Within an autonomous system (AS), the

availability of multiple exit points to reach a destination provides the following benefits:

• Fault tolerance—Path diversity leads to reduction in restoration time after failure. For

instance, a border after receiving multiple paths to the same destination can

precompute a backup path and have it ready so that when the primary path becomes

invalid, the border routing device can use the backup to quickly restore connectivity.

Without a backup path, the restoration time depends on BGP reconvergence, which

includeswithdrawandadvertisementmessages in thenetworkbeforeanewbestpath

can be learned.

• Load balancing—The availability of multiple paths to reach the same destination

enables load balancing of traffic, if the routingwithin theASmeets certain constraints.

• Maintenance—The availability of alternate exit points allows for gracefulmaintenance

operation of routers.

The following limitations apply to advertising multiple routes in BGP:

• Address families supported:

• IPv4 unicast (family inet unicast)

• IPv6 unicast (family inet6 unicast)

• IPv4 labeled unicast (family inet labeled-unicast)

• IPv6 labeled unicast (family inet6 labeled-unicast)

• Internal BGP (IBGP) peers only. No support on external BGP (EBGP) peers.

• Master instance only. No support for routing instances.

• Graceful restart supported, but not nonstop active routing (NSR).

• No BGPMonitoring Protocol (BMP) support.
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• No support for EBGP sessions between confederations.

• Prefix policies enable you to filter routes on a router that is configured to advertise

multiple paths to a destination. Prefix policies can only match prefixes. They cannot

match route attributes, and they cannot change the attributes of routes.

Example: AdvertisingMultiple Paths in BGP

In this example, BGP routers are configured to advertise multiple paths instead of

advertising only the active path. Advertisingmultiple paths in BGP is specified in Internet

draft draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP.

• Requirements on page 2876

• Overview on page 2876

• Configuration on page 2877

• Verification on page 2895

Requirements

This example uses the following hardware and software components:

• Eight BGP-enabled devices.

• Five of the BGP-enabled devices do not necessarily need to be routers. For example,

they can be EX Series Ethernet Switches.

• Three of the BGP-enabled devices are configured to sendmultiple paths or receive

multiple paths (or both send and receive multiple paths). These three BGP-enabled

devices must be M Series Multiservice Edge Routers, MX Series 3D Universal Edge

Routers, or T Series Core Routers.

• The three routers must be running Junos OS Release 11.4 or later.

Overview

The following statements are used for configuring multiple paths to a destination:

[edit protocols bgp group group-name family family]
add-path {
receive;
send {
path-count number;
prefix-policy [ policy-names ];

}
}

In this example, Router R5, Router R6, and Router R7 redistribute static routes into BGP.

Router R1 and Router R4 are route reflectors. Router R2 and Router R3 are clients to

Route Reflector R1. Router R8 is a client to Route Reflector R4.

Route reflection is optional whenmultiple-path advertisement is enabled in BGP.

With the add-path send path-count 6 configuration, Router R1 is configured to send up

to six paths (per destination) to Router R4.
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With theadd-path receive configuration, RouterR4 is configured to receivemultiple paths

from Router R1.

With the add-path send path-count 6 configuration, Router R4 is configured to send up

to six paths to Router R8.

With theadd-path receive configuration, RouterR8 is configured to receivemultiple paths

from Router R4.

The add-path send prefix-policy allow_199 policy configuration (along with the

corresponding route filter) limits Router R4 to sending multiple paths for only the

199.1.1.1/32 route.

Topology Diagram

Figure 60 on page 2877 shows the topology used in this example.

Figure 60: Advertisement of Multiple Paths in BGP

Configuration

• Configuring Router R1 on page 2880

• Configuring Router R2 on page 2883

• Configuring Router R3 on page 2885

• Configuring Router R4 on page 2887

• Configuring Router R5 on page 2889

• Configuring Router R6 on page 2891

• Configuring Router R7 on page 2892

• Configuring Router R8 on page 2894

• Results on page 2894

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Router R1 set interfaces fe-0/0/0 unit 12 family inet address 10.0.12.1/24
set interfaces fe-0/0/1 unit 13 family inet address 10.0.13.1/24
set interfaces fe-1/0/0 unit 14 family inet address 10.0.14.1/24
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set interfaces fe-1/2/0 unit 15 family inet address 10.0.15.1/24
set interfaces lo0 unit 10 family inet address 10.0.0.10/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.10
set protocols bgp group rr cluster 10.0.0.10
set protocols bgp group rr neighbor 10.0.0.20
set protocols bgp group rr neighbor 10.0.0.30
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.15.2 local-address 10.0.15.1
set protocols bgp group e1 neighbor 10.0.15.2 peer-as 2
set protocols bgp group rr_rr type internal
set protocols bgp group rr_rr local-address 10.0.0.10
set protocols bgp group rr_rr neighbor 10.0.0.40 family inet unicast add-path send
path-count 6

set protocols ospf area 0.0.0.0 interface lo0.10 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.12
set protocols ospf area 0.0.0.0 interface fe-0/0/1.13
set protocols ospf area 0.0.0.0 interface fe-1/0/0.14
set protocols ospf area 0.0.0.0 interface fe-1/2/0.15
set routing-options router-id 10.0.0.10
set routing-options autonomous-system 1

Router R2 set interfaces fe-1/2/0 unit 21 family inet address 10.0.12.2/24
set interfaces fe-1/2/1 unit 26 family inet address 10.0.26.1/24
set interfaces lo0 unit 20 family inet address 10.0.0.20/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.20
set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.26.2 peer-as 2
set protocols ospf area 0.0.0.0 interface lo0.20 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.21
set protocols ospf area 0.0.0.0 interface fe-1/2/1.28
set policy-options policy-statement set_nh_self then next-hop self
set routing-options autonomous-system 1

Router R3 set interfaces fe-1/0/1 unit 31 family inet address 10.0.13.2/24
set interfaces fe-1/0/2 unit 37 family inet address 10.0.37.1/24
set interfaces lo0 unit 30 family inet address 10.0.0.30/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.30
set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.37.2 peer-as 2
set protocols ospf area 0.0.0.0 interface lo0.30 passive
set protocols ospf area 0.0.0.0 interface fe-1/0/1.31
set protocols ospf area 0.0.0.0 interface fe-1/0/2.37
set policy-options policy-statement set_nh_self then next-hop self
set routing-options autonomous-system 1

Router R4 set interfaces fe-1/2/0 unit 41 family inet address 10.0.14.2/24
set interfaces fe-1/2/1 unit 48 family inet address 10.0.48.1/24
set interfaces lo0 unit 40 family inet address 10.0.0.40/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.40
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set protocols bgp group rr family inet unicast add-path receive
set protocols bgp group rr neighbor 10.0.0.10
set protocols bgp group rr_client type internal
set protocols bgp group rr_client local-address 10.0.0.40
set protocols bgp group rr_client cluster 10.0.0.40
set protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast add-path send
path-count 6

set protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast add-path send
prefix-policy allow_199

set protocols ospf area 0.0.0.0 interface fe-1/2/0.41
set protocols ospf area 0.0.0.0 interface lo0.40 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/1.48
set routing-options autonomous-system 1
set policy-options policy-statement allow_199 from route-filter 199.1.1.1/32 exact
set policy-options policy-statement allow_199 then accept

Router R5 set interfaces fe-1/2/0 unit 51 family inet address 10.0.15.2/24
set interfaces lo0 unit 50 family inet address 10.0.0.50/32
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.15.1 export s2b
set protocols bgp group e1 neighbor 10.0.15.1 peer-as 1
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then as-path-expand 2
set policy-options policy-statement s2b then accept
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject
set routing-options static route 198.1.1.1/32 reject

Router R6 set interfaces fe-1/2/0 unit 62 family inet address 10.0.26.2/24
set interfaces lo0 unit 60 family inet address 10.0.0.60/32
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.26.1 export s2b
set protocols bgp group e1 neighbor 10.0.26.1 peer-as 1
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then accept
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject
set routing-options static route 198.1.1.1/32 reject

Router R7 set interfaces fe-1/2/0 unit 73 family inet address 10.0.37.2/24
set interfaces lo0 unit 70 family inet address 10.0.0.70/32
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then accept
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.37.1 export s2b
set protocols bgp group e1 neighbor 10.0.37.1 peer-as 1
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject

Router R8 set interfaces fe-1/2/0 unit 84 family inet address 10.0.48.2/24
set interfaces lo0 unit 80 family inet address 10.0.0.80/32
set protocols bgp group rr type internal
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set protocols bgp group rr local-address 10.0.0.80
set protocols bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive
set protocols ospf area 0.0.0.0 interface lo0.80 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.84
set routing-options autonomous-system 1

Configuring Router R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Router R1:

1. Configure the interfaces to Router R2, Router R3, Router R4, and Router R5, and
configure the loopback (lo0) interface.

[edit interfaces]
user@R1# set fe-0/0/0 unit 12 family inet address 10.0.12.1/24

user@R1# set fe-0/0/1 unit 13 family inet address 10.0.13.1/24

user@R1# set fe-1/0/0 unit 14 family inet address 10.0.14.1/24

user@R1# set fe-1/2/0 unit 15 family inet address 10.0.15.1/24

user@R1#set lo0 unit 10 family inet address 10.0.0.10/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]
user@R1# set group rr type internal
user@R1# set group rr local-address 10.0.0.10
user@R1# set group rr cluster 10.0.0.10
user@R1# set group rr neighbor 10.0.0.20
user@R1# set group rr neighbor 10.0.0.30

user@R1# set group rr_rr type internal
user@R1# set group rr_rr local-address 10.0.0.10

user@R1# set group e1 type external
user@R1# set group e1 neighbor 10.0.15.2 local-address 10.0.15.1
user@R1# set group e1 neighbor 10.0.15.2 peer-as 2

3. Configure Router R1 to send up to six paths to its neighbor, Router R4.

Thedestinationof thepathscanbeanydestination thatRouterR1 can reach through
multiple paths.

[edit protocols bgp]
user@R1# set group rr_rr neighbor 10.0.0.40 family inet unicast add-path send
path-count 6

4. Configure OSPF on the interfaces.

[edit protocols ospf]
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user@R1# set area 0.0.0.0 interface lo0.10 passive
user@R1# set area 0.0.0.0 interface fe-0/0/0.12
user@R1# set area 0.0.0.0 interface fe-0/0/1.13
user@R1# set area 0.0.0.0 interface fe-1/0/0.14
user@R1# set area 0.0.0.0 interface fe-1/2/0.15

5. Configure the router ID and the autonomous system number.

[edit routing-options]
user@R1# set router-id 10.0.0.10
user@R1# set autonomous-system 1

6. If you are done configuring the device, commit the configuration.

user@R1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-0/0/0 {
unit 12 {
family inet {
address 10.0.12.1/24;

}
}

}
fe-0/0/1 {
unit 13 {
family inet {
address 10.0.13.1/24;

}
}

}
fe-1/0/0 {
unit 14 {
family inet {
address 10.0.14.1/24;

}
}

}
fe-1/2/0 {
unit 15 {
family inet {
address 10.0.15.1/24;

}
}

}
lo0 {
unit 10 {
family inet {
address 10.0.0.10/32;

}
}
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}

user@R1# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.10;
cluster 10.0.0.10;
neighbor 10.0.0.20;
neighbor 10.0.0.30;

}
group e1 {
type external;
neighbor 10.0.15.2 {
local-address 10.0.15.1;
peer-as 2;

}
}
group rr_rr {
type internal;
local-address 10.0.0.10;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {
send {
path-count 6;

}
}

}
}

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.10 {
passive;

}
interface fe-0/0/0.12;
interface fe-0/0/1.13;
interface fe-1/0/0.14;
interface fe-1/2/0.15;

}
}

user@R1# show routing-options
router-id 10.0.0.10;
autonomous-system 1;
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Configuring Router R2

Step-by-Step
Procedure

To configure Router R2:

Configure the loopback (lo0) interface and the interfaces to Router R6 and Router
R1.

[edit interfaces]

1.

user@R2# set fe-1/2/0 unit 21 family inet address 10.0.12.2/24

user@R2# set fe-1/2/1 unit 26 family inet address 10.0.26.1/24

user@R2# set lo0 unit 20 family inet address 10.0.0.20/32

2. Configure BGP and OSPF on Router R2’s interfaces.

[edit protocols]
user@R2# set bgp group rr type internal
user@R2# set bgp group rr local-address 10.0.0.20

user@R2# set bgp group e1 type external
user@R2# set bgp group e1 neighbor 10.0.26.2 peer-as 2

user@R2# set ospf area 0.0.0.0 interface lo0.20 passive
user@R2# set ospf area 0.0.0.0 interface fe-1/2/0.21
user@R2# set ospf area 0.0.0.0 interface fe-1/2/1.28

3. For routes sent from Router R2 to Router R1, advertise Router R2 as the next hop,
becauseRouterR1 doesnot havea route toRouterR6’s address on the 10.0.26.0/24
network.

[edit]
user@R2# set policy-options policy-statement set_nh_self then next-hop self

user@R2# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]
user@R2# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options,and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 21 {
family inet {
address 10.0.12.2/24;
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}
}

}
fe-1/2/1 {
unit 26 {
family inet {
address 10.0.26.1/24;

}
}

}
lo0 {
unit 20 {
family inet {
address 10.0.0.20/32;

}
}

}

user@R2# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.20;
neighbor 10.0.0.10 {
export set_nh_self;

}
}
group e1 {
type external;
neighbor 10.0.26.2 {
peer-as 2;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.20 {
passive;

}
interface fe-1/2/0.21;
interface fe-1/2/1.28;

}
}

user@R2# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

}
}

user@R2# show routing-options
autonomous-system 1;
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Configuring Router R3

Step-by-Step
Procedure

To configure Router R3:

Configure the loopback (lo0) interface and the interfaces to Router R7 and Router
R1.

[edit interfaces]

1.

user@R3# set fe-1/0/1 unit 31 family inet address 10.0.13.2/24

user@R3# set fe-1/0/2 unit 37 family inet address 10.0.37.1/24

user@R3# set lo0 unit 30 family inet address 10.0.0.30/32

2. Configure BGP and OSPF on Router R3’s interfaces.

[edit protocols]
user@R3# set bgp group rr type internal
user@R3# set bgp group rr local-address 10.0.0.30

user@R3# set bgp group e1 type external
user@R3# set bgp group e1 neighbor 10.0.37.2 peer-as 2

user@R3# set ospf area 0.0.0.0 interface lo0.30 passive
user@R3# set ospf area 0.0.0.0 interface fe-1/0/1.31
user@R3# set ospf area 0.0.0.0 interface fe-1/0/2.37

3. For routes sent from Router R3 to Router R1, advertise Router R3 as the next hop,
because Router R1 does not have a route to Router R7’s address on the 10.0.37.0/24
network.

[edit]
user@R3# set policy-options policy-statement set_nh_self then next-hop self

user@R3# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]
user@R3# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R3# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/0/1 {
unit 31 {
family inet {
address 10.0.13.2/24;
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}
}

}
fe-1/0/2 {
unit 37 {
family inet {
address 10.0.37.1/24;

}
}

}
lo0 {
unit 30 {
family inet {
address 10.0.0.30/32;

}
}

}

user@R3# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.30;
neighbor 10.0.0.10 {
export set_nh_self;

}
}
group e1 {
type external;
neighbor 10.0.37.2 {
peer-as 2;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.30 {
passive;

}
interface fe-1/0/1.31;
interface fe-1/0/2.37;

}
}
user@R3# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

}
}

user@R3# show routing-options
autonomous-system 1;
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Configuring Router R4

Step-by-Step
Procedure

To configure Router R4:

Configure the interfaces to Router R1 and Router R8, and configure the loopback
(lo0) interface.

[edit interfaces]

1.

user@R4# set fe-1/2/0 unit 41 family inet address 10.0.14.2/24

user@R4# set fe-1/2/1 unit 48 family inet address 10.0.48.1/24

user@R4# set lo0 unit 40 family inet address 10.0.0.40/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]
user@R4# set group rr type internal
user@R4# set group rr local-address 10.0.0.40
user@R4# set group rr neighbor 10.0.0.10

user@R4# set group rr_client type internal
user@R4# set group rr_client local-address 10.0.0.40
user@R4# set group rr_client cluster 10.0.0.40

3. Configure Router R4 to send up to six paths to its neighbor, Router R8.

Thedestinationof thepathscanbeanydestination thatRouterR4can reach through
multiple paths.

[edit protocols bgp]
user@R4# set group rr_client neighbor 10.0.0.80 family inet unicast add-path send
path-count 6

4. Configure Router R4 to receive multiple paths from its neighbor, Router R1.

Thedestinationof thepathscanbeanydestination thatRouterR1 can reach through
multiple paths.

[edit protocols bgp group rr family inet unicast]
user@R4# set add-path receive

5. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.0]
user@R4# set interface fe-1/2/0.41
user@R4# set interface lo0.40 passive
user@R4# set interface fe-1/2/1.48

6. Configure a policy that allows Router R4 to send Router R8multiple paths to the
199.1.1.1/32 route.

Router R4 receivesmultiple paths for the 198.1.1.1/32 route and the 199.1.1.1/32 route.
However, because of this policy, Router R4 only sends multiple paths for the
199.1.1.1/32 route.

[edit protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast]
user@R4# set add-path send prefix-policy allow_199
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[edit policy-options policy-statement allow_199]
user@R4# set from route-filter 199.1.1.1/32 exact
user@R4# set then accept

7. Configure the autonomous system number.

[edit routing-options]
user@R4# set autonomous-system 1

8. If you are done configuring the device, commit the configuration.

user@R4# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 41 {
family inet {
address 10.0.14.2/24;

}
}

}
fe-1/2/1 {
unit 48 {
family inet {
address 10.0.48.1/24;

}
}

}
lo0 {
unit 40 {
family inet {
address 10.0.0.40/32;

}
}

}

user@R4# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.40;
family inet {
unicast {
add-path {
receive;

}
}

}
neighbor 10.0.0.10;

}
group rr_client {

Copyright © 2014, Juniper Networks, Inc.2888

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



type internal;
local-address 10.0.0.40;
cluster 10.0.0.40;
neighbor 10.0.0.80 {
family inet {
unicast {
add-path {
send {
path-count 6;
prefix-policy allow_199;

}
}

}
}

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.40 {
passive;

}
interface fe-1/2/0.41;
interface fe-1/2/1.48;

}
}

user@R4# show policy-options
policy-statement allow_199 {
from {
route-filter 199.1.1.1/32 exact;

}
then accept;

}

user@R4# show routing-options
autonomous-system 1;

Configuring Router R5

Step-by-Step
Procedure

To configure Router R5:

Configure the loopback (lo0) interface and the interface to Router R1.

[edit interfaces]

1.

user@R5# set fe-1/2/0 unit 51 family inet address 10.0.15.2/24

user@R5# set lo0 unit 50 family inet address 10.0.0.50/32

2. Configure BGP on Router R5’s interface.

[edit protocols bgp group e1]
user@R5# set type external
user@R5# set neighbor 10.0.15.1 peer-as 1

3. Create static routes for redistribution into BGP.

[edit routing-options]
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user@R5# set static route 199.1.1.1/32 reject
user@R5# set static route 198.1.1.1/32 reject

4. Redistribute static and direct routes into BGP.

[edit protocols bgp group e1 neighbor 10.0.15.1]
user@R5# set export s2b

[edit policy-options policy-statement s2b]
user@R5# set from protocol static
user@R5# set from protocol direct
user@R5# set then as-path-expand 2
user@R5# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R5# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R5# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R5# show interfaces
fe-1/2/0 {
unit 51 {
family inet {
address 10.0.15.2/24;

}
}

}
lo0 {
unit 50 {
family inet {
address 10.0.0.50/32;

}
}

}

user@R5# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.15.1 {
export s2b;
peer-as 1;

}
}

}

user@R5# show policy-options
policy-statement s2b {
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from protocol [ static direct ];
then {
as-path-expand 2;
accept;

}
}

user@R5# show routing-options
static {
route 198.1.1.1/32 reject;
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R6

Step-by-Step
Procedure

To configure Router R6:

Configure the loopback (lo0) interface and the interface to Router R2.

[edit interfaces]

1.

user@R6# set fe-1/2/0 unit 62 family inet address 10.0.26.2/24

user@R6# set lo0 unit 60 family inet address 10.0.0.60/32

2. Configure BGP on Router R6’s interface.

[edit protocols]
user@R6# set bgp group e1 type external
user@R6# set bgp group e1 neighbor 10.0.26.1 peer-as 1

3. Create static routes for redistribution into BGP.

[edit]
user@R6# set routing-options static route 199.1.1.1/32 reject
user@R6# set routing-options static route 198.1.1.1/32 reject

4. Redistribute static and direct routes from Router R6’s routing table into BGP.

[edit protocols bgp group e1 neighbor 10.0.26.1]
user@R6# set export s2b

[edit policy-options policy-statement s2b]
user@R6# set from protocol static
user@R6# set from protocol direct
user@R6# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R6# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R6# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output
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does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R6# show interfaces
fe-1/2/0 {
unit 62 {
family inet {
address 10.0.26.2/24;

}
}

}
lo0 {
unit 60 {
family inet {
address 10.0.0.60/32;

}
}

}

user@R6# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.26.1 {
export s2b;
peer-as 1;

}
}

}

user@R6# show policy-options
policy-statement s2b {
from protocol [ static direct ];
then accept;

}

user@R6# show routing-options
static {
route 198.1.1.1/32 reject;
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R7

Step-by-Step
Procedure

To configure Router R7:

Configure the loopback (lo0) interface and the interface to Router R3.

[edit interfaces]

1.

user@R7# set fe-1/2/0 unit 73 family inet address 10.0.37.2/24

user@R7# set lo0 unit 70 family inet address 10.0.0.70/32

2. Configure BGP on Router R7’s interface.

[edit protocols bgp group e1]
user@R7# set type external
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user@R7# set neighbor 10.0.37.1 peer-as 1

3. Create a static route for redistribution into BGP.

[edit]
user@R7# set routing-options static route 199.1.1.1/32 reject

4. Redistribute static and direct routes from Router R7’s routing table into BGP.

[edit protocols bgp group e1 neighbor 10.0.37.1]
user@R7# set export s2b

[edit policy-options policy-statement s2b]
user@R7# set from protocol static
user@R7# set from protocol direct
user@R7# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R7# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R7# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R7# show interfaces
fe-1/2/0 {
unit 73 {
family inet {
address 10.0.37.2/24;

}
}

}
lo0 {
unit 70 {
family inet {
address 10.0.0.70/32;

}
}

}

user@R7# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.37.1 {
export s2b;
peer-as 1;

}
}

}
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user@R7# show policy-options
policy-statement s2b {
from protocol [ static direct ];
then accept;

}

user@R7# show routing-options
static {
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R8

Step-by-Step
Procedure

To configure Router R8:

Configure the loopback (lo0) interface and the interface to Router R4.

[edit interfaces]

1.

user@R8# set fe-1/2/0 unit 84 family inet address 10.0.48.2/24

user@R8# set lo0 unit 80 family inet address 10.0.0.80/32

2. Configure BGP and OSPF on Router R8’s interface.

[edit protocols]
user@R8# set bgp group rr type internal
user@R8# set bgp group rr local-address 10.0.0.80

user@R8# set ospf area 0.0.0.0 interface lo0.80 passive
user@R8# set ospf area 0.0.0.0 interface fe-1/2/0.84

3. Configure Router R8 to receive multiple paths from its neighbor, Router R4.

Thedestinationof thepathscanbeanydestination thatRouterR4can reach through
multiple paths.

[edit protocols]
user@R8# set bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive

4. Configure the autonomous system number.

[edit]
user@R8# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R8# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R8# show interfaces
fe-1/2/0 {
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unit 84 {
family inet {
address 10.0.48.2/24;

}
}

}
lo0 {
unit 80 {
family inet {
address 10.0.0.80/32;

}
}

}

user@R8# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.80;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {
receive;

}
}

}
}

}
}
ospf {
area 0.0.0.0 {
interface lo0.80 {
passive;

}
interface fe-1/2/0.84;

}
}

user@R8# show routing-options
autonomous-system 1;

Verification

Confirm that the configuration is working properly.

• Verifying That the BGP Peers Have the Ability to Send and Receive Multiple

Paths on page 2896

• Verifying That Router R1 Is Advertising Multiple Paths on page 2896

• Verifying That Router R4 Is Receiving and Advertising Multiple Paths on page 2897

• Verifying That Router R8 Is Receiving Multiple Paths on page 2898

• Checking the Path ID on page 2898
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Verifying That the BGP Peers Have the Ability to Send and Receive Multiple Paths

Purpose Make sure that one or both of the following strings appear in the output of the show bgp

neighbor command:

• NLRI's for which peer can receivemultiple paths: inet-unicast

• NLRI's for which peer can sendmultiple paths: inet-unicast

Action user@R1> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1       Local: 10.0.0.10+65237 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
...  NLRI's for which peer can receive multiple paths: inet-unicast
...

user@R4> show bgp neighbor 10.0.0.10
Peer: 10.0.0.10+65237 AS 1     Local: 10.0.0.40+179 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
...
  NLRI's for which peer can send multiple paths: inet-unicast
...

user@R4> show bgp neighbor 10.0.0.80
Peer: 10.0.0.80+55416 AS 1     Local: 10.0.0.40+179 AS 1    
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  ,,,
  NLRI's for which peer can receive multiple paths: inet-unicast
  ...

user@R8> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1       Local: 10.0.0.80+55416 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
  ...
  NLRI's for which peer can send multiple paths: inet-unicast
  ...

Verifying That Router R1 Is Advertising Multiple Paths

Purpose Make sure that multiple paths to the 198.1.1.1/32 destination andmultiple paths to the

199.1.1.1/32 destination are advertised to Router R4.
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Action user@R1> show route advertising-protocol bgp 10.0.0.40
inet.0: 21 destinations, 25 routes (21 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.15.2                    100        2 2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Meaning When you see one prefix andmore than one next hop, it means that multiple paths are

advertised to Router R4.

Verifying That Router R4 Is Receiving and Advertising Multiple Paths

Purpose Make sure that multiple paths to the 199.1.1.1/32 destination are received from Router R1

and advertised to Router R8.Make sure thatmultiple paths to the 198.1.1.1/32 destination

are received from Router R1, but only one path to this destination is advertised to Router

R8.

Action user@R4> show route receive-protocol bgp 10.0.0.10
inet.0: 19 destinations, 22 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.15.2                    100        2 2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

user@R4> show route advertising-protocol bgp 10.0.0.80
inet.0: 19 destinations, 22 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Meaning The show route receive-protocol command shows that Router R4 receives two paths to

the 198.1.1.1/32 destination and three paths to the 199.1.1.1/32 destination. The show route

advertising-protocol command shows that Router R4 advertises only one path to the

198.1.1.1/32 destination and advertises all three paths to the 199.1.1.1/32 destination.
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Because of the prefix policy that is applied to Router R4, Router R4 does not advertise

multiple paths to the 198.1.1.1/32 destination. Router R4 advertises only one path to the

198.1.1.1/32 destination even though it receives multiple paths to this destination.

Verifying That Router R8 Is Receiving Multiple Paths

Purpose Make sure that Router R8 receives multiple paths to the 199.1.1.1/32 destination through

Router R4.Make sure that Router R8 receives only one path to the 198.1.1.1/32 destination

through Router R4.

Action user@R8> show route receive-protocol bgp 10.0.0.40
inet.0: 18 destinations, 20 routes (18 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Checking the Path ID

Purpose On the downstream devices, Router R4 and Router R8, verify that a path ID uniquely

identifies the path. Look for the Addpath Path ID: string.
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Action user@R4> show route 199.1.1.1/32 detail

inet.0: 18 destinations, 20 routes (18 active, 0 holddown, 0 hidden)
199.1.1.1/32 (3 entries, 3 announced)
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 9
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.0.20
                Indirect next hop: 92041c8 262146
                State: <Active Int Ext>
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (3): 2-KRT 3-BGP RT Background 4-Resolve tree 
1 
                AS path: 2 I (Originator) Cluster list:  10.0.0.10
                AS path:  Originator ID: 10.0.0.20
                Accepted
                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 1
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.0.30
                Indirect next hop: 92042ac 262151
                State: <NotBest Int Ext>
                Inactive reason: Not Best in its group - Router ID
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (1): 3-BGP RT Background 
                AS path: 2 I (Originator) Cluster list:  10.0.0.10
                AS path:  Originator ID: 10.0.0.30
                Accepted
                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 2
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.15.2
                Indirect next hop: 92040e4 262150
                State: <Int Ext>
                Inactive reason: AS path
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (1): 3-BGP RT Background 
                AS path: 2 2 I
                Accepted
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                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 3

user@R8> show route 199.1.1.1/32 detail

inet.0: 17 destinations, 19 routes (17 active, 0 holddown, 0 hidden)
199.1.1.1/32 (3 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 9
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.0.20
                Indirect next hop: 91fc0e4 262148
                State: <Active Int Ext>
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                Announcement bits (2): 2-KRT 4-Resolve tree 1 
                AS path: 2 I (Originator) Cluster list:  10.0.0.40 10.0.0.10
                AS path:  Originator ID: 10.0.0.20
                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 1
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.0.30
                Indirect next hop: 91fc1c8 262152
                State: <NotBest Int Ext>
                Inactive reason: Not Best in its group - Router ID
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                AS path: 2 I (Originator) Cluster list:  10.0.0.40 10.0.0.10
                AS path:  Originator ID: 10.0.0.30
                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 2
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.15.2
                Indirect next hop: 91fc2ac 262153
                State: <Int Ext>
                Inactive reason: AS path
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                AS path: 2 2 I (Originator) Cluster list:  10.0.0.40
                AS path:  Originator ID: 10.0.0.10
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                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 3

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Example: AdvertisingMultiple Paths in BGP

In this example, BGP routers are configured to advertise multiple paths instead of

advertising only the active path. Advertisingmultiple paths in BGP is specified in Internet

draft draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP.

• Requirements on page 2901

• Overview on page 2901

• Configuration on page 2902

• Verification on page 2920

Requirements

This example uses the following hardware and software components:

• Eight BGP-enabled devices.

• Five of the BGP-enabled devices do not necessarily need to be routers. For example,

they can be EX Series Ethernet Switches.

• Three of the BGP-enabled devices are configured to sendmultiple paths or receive

multiple paths (or both send and receive multiple paths). These three BGP-enabled

devices must be M Series Multiservice Edge Routers, MX Series 3D Universal Edge

Routers, or T Series Core Routers.

• The three routers must be running Junos OS Release 11.4 or later.

Overview

The following statements are used for configuring multiple paths to a destination:

[edit protocols bgp group group-name family family]
add-path {
receive;
send {
path-count number;
prefix-policy [ policy-names ];

}
}

In this example, Router R5, Router R6, and Router R7 redistribute static routes into BGP.

Router R1 and Router R4 are route reflectors. Router R2 and Router R3 are clients to

Route Reflector R1. Router R8 is a client to Route Reflector R4.

Route reflection is optional whenmultiple-path advertisement is enabled in BGP.
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With the add-path send path-count 6 configuration, Router R1 is configured to send up

to six paths (per destination) to Router R4.

With theadd-path receive configuration, RouterR4 is configured to receivemultiple paths

from Router R1.

With the add-path send path-count 6 configuration, Router R4 is configured to send up

to six paths to Router R8.

With theadd-path receive configuration, RouterR8 is configured to receivemultiple paths

from Router R4.

The add-path send prefix-policy allow_199 policy configuration (along with the

corresponding route filter) limits Router R4 to sending multiple paths for only the

199.1.1.1/32 route.

Topology Diagram

Figure 60 on page 2877 shows the topology used in this example.

Figure 61: Advertisement of Multiple Paths in BGP

Configuration

• Configuring Router R1 on page 2905

• Configuring Router R2 on page 2908

• Configuring Router R3 on page 2910

• Configuring Router R4 on page 2912

• Configuring Router R5 on page 2914

• Configuring Router R6 on page 2916

• Configuring Router R7 on page 2917

• Configuring Router R8 on page 2919

• Results on page 2919

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.
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Router R1 set interfaces fe-0/0/0 unit 12 family inet address 10.0.12.1/24
set interfaces fe-0/0/1 unit 13 family inet address 10.0.13.1/24
set interfaces fe-1/0/0 unit 14 family inet address 10.0.14.1/24
set interfaces fe-1/2/0 unit 15 family inet address 10.0.15.1/24
set interfaces lo0 unit 10 family inet address 10.0.0.10/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.10
set protocols bgp group rr cluster 10.0.0.10
set protocols bgp group rr neighbor 10.0.0.20
set protocols bgp group rr neighbor 10.0.0.30
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.15.2 local-address 10.0.15.1
set protocols bgp group e1 neighbor 10.0.15.2 peer-as 2
set protocols bgp group rr_rr type internal
set protocols bgp group rr_rr local-address 10.0.0.10
set protocols bgp group rr_rr neighbor 10.0.0.40 family inet unicast add-path send
path-count 6

set protocols ospf area 0.0.0.0 interface lo0.10 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.12
set protocols ospf area 0.0.0.0 interface fe-0/0/1.13
set protocols ospf area 0.0.0.0 interface fe-1/0/0.14
set protocols ospf area 0.0.0.0 interface fe-1/2/0.15
set routing-options router-id 10.0.0.10
set routing-options autonomous-system 1

Router R2 set interfaces fe-1/2/0 unit 21 family inet address 10.0.12.2/24
set interfaces fe-1/2/1 unit 26 family inet address 10.0.26.1/24
set interfaces lo0 unit 20 family inet address 10.0.0.20/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.20
set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.26.2 peer-as 2
set protocols ospf area 0.0.0.0 interface lo0.20 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.21
set protocols ospf area 0.0.0.0 interface fe-1/2/1.28
set policy-options policy-statement set_nh_self then next-hop self
set routing-options autonomous-system 1

Router R3 set interfaces fe-1/0/1 unit 31 family inet address 10.0.13.2/24
set interfaces fe-1/0/2 unit 37 family inet address 10.0.37.1/24
set interfaces lo0 unit 30 family inet address 10.0.0.30/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.30
set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.37.2 peer-as 2
set protocols ospf area 0.0.0.0 interface lo0.30 passive
set protocols ospf area 0.0.0.0 interface fe-1/0/1.31
set protocols ospf area 0.0.0.0 interface fe-1/0/2.37
set policy-options policy-statement set_nh_self then next-hop self
set routing-options autonomous-system 1

Router R4 set interfaces fe-1/2/0 unit 41 family inet address 10.0.14.2/24
set interfaces fe-1/2/1 unit 48 family inet address 10.0.48.1/24
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set interfaces lo0 unit 40 family inet address 10.0.0.40/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.40
set protocols bgp group rr family inet unicast add-path receive
set protocols bgp group rr neighbor 10.0.0.10
set protocols bgp group rr_client type internal
set protocols bgp group rr_client local-address 10.0.0.40
set protocols bgp group rr_client cluster 10.0.0.40
set protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast add-path send
path-count 6

set protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast add-path send
prefix-policy allow_199

set protocols ospf area 0.0.0.0 interface fe-1/2/0.41
set protocols ospf area 0.0.0.0 interface lo0.40 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/1.48
set routing-options autonomous-system 1
set policy-options policy-statement allow_199 from route-filter 199.1.1.1/32 exact
set policy-options policy-statement allow_199 then accept

Router R5 set interfaces fe-1/2/0 unit 51 family inet address 10.0.15.2/24
set interfaces lo0 unit 50 family inet address 10.0.0.50/32
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.15.1 export s2b
set protocols bgp group e1 neighbor 10.0.15.1 peer-as 1
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then as-path-expand 2
set policy-options policy-statement s2b then accept
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject
set routing-options static route 198.1.1.1/32 reject

Router R6 set interfaces fe-1/2/0 unit 62 family inet address 10.0.26.2/24
set interfaces lo0 unit 60 family inet address 10.0.0.60/32
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.26.1 export s2b
set protocols bgp group e1 neighbor 10.0.26.1 peer-as 1
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then accept
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject
set routing-options static route 198.1.1.1/32 reject

Router R7 set interfaces fe-1/2/0 unit 73 family inet address 10.0.37.2/24
set interfaces lo0 unit 70 family inet address 10.0.0.70/32
set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then accept
set protocols bgp group e1 type external
set protocols bgp group e1 neighbor 10.0.37.1 export s2b
set protocols bgp group e1 neighbor 10.0.37.1 peer-as 1
set routing-options autonomous-system 2
set routing-options static route 199.1.1.1/32 reject
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Router R8 set interfaces fe-1/2/0 unit 84 family inet address 10.0.48.2/24
set interfaces lo0 unit 80 family inet address 10.0.0.80/32
set protocols bgp group rr type internal
set protocols bgp group rr local-address 10.0.0.80
set protocols bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive
set protocols ospf area 0.0.0.0 interface lo0.80 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.84
set routing-options autonomous-system 1

Configuring Router R1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Router R1:

1. Configure the interfaces to Router R2, Router R3, Router R4, and Router R5, and
configure the loopback (lo0) interface.

[edit interfaces]
user@R1# set fe-0/0/0 unit 12 family inet address 10.0.12.1/24

user@R1# set fe-0/0/1 unit 13 family inet address 10.0.13.1/24

user@R1# set fe-1/0/0 unit 14 family inet address 10.0.14.1/24

user@R1# set fe-1/2/0 unit 15 family inet address 10.0.15.1/24

user@R1#set lo0 unit 10 family inet address 10.0.0.10/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]
user@R1# set group rr type internal
user@R1# set group rr local-address 10.0.0.10
user@R1# set group rr cluster 10.0.0.10
user@R1# set group rr neighbor 10.0.0.20
user@R1# set group rr neighbor 10.0.0.30

user@R1# set group rr_rr type internal
user@R1# set group rr_rr local-address 10.0.0.10

user@R1# set group e1 type external
user@R1# set group e1 neighbor 10.0.15.2 local-address 10.0.15.1
user@R1# set group e1 neighbor 10.0.15.2 peer-as 2

3. Configure Router R1 to send up to six paths to its neighbor, Router R4.

Thedestinationof thepathscanbeanydestination thatRouterR1 can reach through
multiple paths.

[edit protocols bgp]
user@R1# set group rr_rr neighbor 10.0.0.40 family inet unicast add-path send
path-count 6
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4. Configure OSPF on the interfaces.

[edit protocols ospf]
user@R1# set area 0.0.0.0 interface lo0.10 passive
user@R1# set area 0.0.0.0 interface fe-0/0/0.12
user@R1# set area 0.0.0.0 interface fe-0/0/1.13
user@R1# set area 0.0.0.0 interface fe-1/0/0.14
user@R1# set area 0.0.0.0 interface fe-1/2/0.15

5. Configure the router ID and the autonomous system number.

[edit routing-options]
user@R1# set router-id 10.0.0.10
user@R1# set autonomous-system 1

6. If you are done configuring the device, commit the configuration.

user@R1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-0/0/0 {
unit 12 {
family inet {
address 10.0.12.1/24;

}
}

}
fe-0/0/1 {
unit 13 {
family inet {
address 10.0.13.1/24;

}
}

}
fe-1/0/0 {
unit 14 {
family inet {
address 10.0.14.1/24;

}
}

}
fe-1/2/0 {
unit 15 {
family inet {
address 10.0.15.1/24;

}
}

}
lo0 {
unit 10 {
family inet {
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address 10.0.0.10/32;
}

}
}

user@R1# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.10;
cluster 10.0.0.10;
neighbor 10.0.0.20;
neighbor 10.0.0.30;

}
group e1 {
type external;
neighbor 10.0.15.2 {
local-address 10.0.15.1;
peer-as 2;

}
}
group rr_rr {
type internal;
local-address 10.0.0.10;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {
send {
path-count 6;

}
}

}
}

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.10 {
passive;

}
interface fe-0/0/0.12;
interface fe-0/0/1.13;
interface fe-1/0/0.14;
interface fe-1/2/0.15;

}
}

user@R1# show routing-options
router-id 10.0.0.10;
autonomous-system 1;
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Configuring Router R2

Step-by-Step
Procedure

To configure Router R2:

Configure the loopback (lo0) interface and the interfaces to Router R6 and Router
R1.

[edit interfaces]

1.

user@R2# set fe-1/2/0 unit 21 family inet address 10.0.12.2/24

user@R2# set fe-1/2/1 unit 26 family inet address 10.0.26.1/24

user@R2# set lo0 unit 20 family inet address 10.0.0.20/32

2. Configure BGP and OSPF on Router R2’s interfaces.

[edit protocols]
user@R2# set bgp group rr type internal
user@R2# set bgp group rr local-address 10.0.0.20

user@R2# set bgp group e1 type external
user@R2# set bgp group e1 neighbor 10.0.26.2 peer-as 2

user@R2# set ospf area 0.0.0.0 interface lo0.20 passive
user@R2# set ospf area 0.0.0.0 interface fe-1/2/0.21
user@R2# set ospf area 0.0.0.0 interface fe-1/2/1.28

3. For routes sent from Router R2 to Router R1, advertise Router R2 as the next hop,
becauseRouterR1 doesnot havea route toRouterR6’s address on the 10.0.26.0/24
network.

[edit]
user@R2# set policy-options policy-statement set_nh_self then next-hop self

user@R2# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]
user@R2# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options,and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 21 {
family inet {
address 10.0.12.2/24;
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}
}

}
fe-1/2/1 {
unit 26 {
family inet {
address 10.0.26.1/24;

}
}

}
lo0 {
unit 20 {
family inet {
address 10.0.0.20/32;

}
}

}

user@R2# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.20;
neighbor 10.0.0.10 {
export set_nh_self;

}
}
group e1 {
type external;
neighbor 10.0.26.2 {
peer-as 2;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.20 {
passive;

}
interface fe-1/2/0.21;
interface fe-1/2/1.28;

}
}

user@R2# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

}
}

user@R2# show routing-options
autonomous-system 1;
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Configuring Router R3

Step-by-Step
Procedure

To configure Router R3:

Configure the loopback (lo0) interface and the interfaces to Router R7 and Router
R1.

[edit interfaces]

1.

user@R3# set fe-1/0/1 unit 31 family inet address 10.0.13.2/24

user@R3# set fe-1/0/2 unit 37 family inet address 10.0.37.1/24

user@R3# set lo0 unit 30 family inet address 10.0.0.30/32

2. Configure BGP and OSPF on Router R3’s interfaces.

[edit protocols]
user@R3# set bgp group rr type internal
user@R3# set bgp group rr local-address 10.0.0.30

user@R3# set bgp group e1 type external
user@R3# set bgp group e1 neighbor 10.0.37.2 peer-as 2

user@R3# set ospf area 0.0.0.0 interface lo0.30 passive
user@R3# set ospf area 0.0.0.0 interface fe-1/0/1.31
user@R3# set ospf area 0.0.0.0 interface fe-1/0/2.37

3. For routes sent from Router R3 to Router R1, advertise Router R3 as the next hop,
because Router R1 does not have a route to Router R7’s address on the 10.0.37.0/24
network.

[edit]
user@R3# set policy-options policy-statement set_nh_self then next-hop self

user@R3# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]
user@R3# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R3# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R3# show interfaces
fe-1/0/1 {
unit 31 {
family inet {
address 10.0.13.2/24;
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}
}

}
fe-1/0/2 {
unit 37 {
family inet {
address 10.0.37.1/24;

}
}

}
lo0 {
unit 30 {
family inet {
address 10.0.0.30/32;

}
}

}

user@R3# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.30;
neighbor 10.0.0.10 {
export set_nh_self;

}
}
group e1 {
type external;
neighbor 10.0.37.2 {
peer-as 2;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.30 {
passive;

}
interface fe-1/0/1.31;
interface fe-1/0/2.37;

}
}
user@R3# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

}
}

user@R3# show routing-options
autonomous-system 1;
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Configuring Router R4

Step-by-Step
Procedure

To configure Router R4:

Configure the interfaces to Router R1 and Router R8, and configure the loopback
(lo0) interface.

[edit interfaces]

1.

user@R4# set fe-1/2/0 unit 41 family inet address 10.0.14.2/24

user@R4# set fe-1/2/1 unit 48 family inet address 10.0.48.1/24

user@R4# set lo0 unit 40 family inet address 10.0.0.40/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]
user@R4# set group rr type internal
user@R4# set group rr local-address 10.0.0.40
user@R4# set group rr neighbor 10.0.0.10

user@R4# set group rr_client type internal
user@R4# set group rr_client local-address 10.0.0.40
user@R4# set group rr_client cluster 10.0.0.40

3. Configure Router R4 to send up to six paths to its neighbor, Router R8.

Thedestinationof thepathscanbeanydestination thatRouterR4can reach through
multiple paths.

[edit protocols bgp]
user@R4# set group rr_client neighbor 10.0.0.80 family inet unicast add-path send
path-count 6

4. Configure Router R4 to receive multiple paths from its neighbor, Router R1.

Thedestinationof thepathscanbeanydestination thatRouterR1 can reach through
multiple paths.

[edit protocols bgp group rr family inet unicast]
user@R4# set add-path receive

5. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.0]
user@R4# set interface fe-1/2/0.41
user@R4# set interface lo0.40 passive
user@R4# set interface fe-1/2/1.48

6. Configure a policy that allows Router R4 to send Router R8multiple paths to the
199.1.1.1/32 route.

Router R4 receivesmultiple paths for the 198.1.1.1/32 route and the 199.1.1.1/32 route.
However, because of this policy, Router R4 only sends multiple paths for the
199.1.1.1/32 route.

[edit protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast]
user@R4# set add-path send prefix-policy allow_199
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[edit policy-options policy-statement allow_199]
user@R4# set from route-filter 199.1.1.1/32 exact
user@R4# set then accept

7. Configure the autonomous system number.

[edit routing-options]
user@R4# set autonomous-system 1

8. If you are done configuring the device, commit the configuration.

user@R4# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 41 {
family inet {
address 10.0.14.2/24;

}
}

}
fe-1/2/1 {
unit 48 {
family inet {
address 10.0.48.1/24;

}
}

}
lo0 {
unit 40 {
family inet {
address 10.0.0.40/32;

}
}

}

user@R4# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.40;
family inet {
unicast {
add-path {
receive;

}
}

}
neighbor 10.0.0.10;

}
group rr_client {
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type internal;
local-address 10.0.0.40;
cluster 10.0.0.40;
neighbor 10.0.0.80 {
family inet {
unicast {
add-path {
send {
path-count 6;
prefix-policy allow_199;

}
}

}
}

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.40 {
passive;

}
interface fe-1/2/0.41;
interface fe-1/2/1.48;

}
}

user@R4# show policy-options
policy-statement allow_199 {
from {
route-filter 199.1.1.1/32 exact;

}
then accept;

}

user@R4# show routing-options
autonomous-system 1;

Configuring Router R5

Step-by-Step
Procedure

To configure Router R5:

Configure the loopback (lo0) interface and the interface to Router R1.

[edit interfaces]

1.

user@R5# set fe-1/2/0 unit 51 family inet address 10.0.15.2/24

user@R5# set lo0 unit 50 family inet address 10.0.0.50/32

2. Configure BGP on Router R5’s interface.

[edit protocols bgp group e1]
user@R5# set type external
user@R5# set neighbor 10.0.15.1 peer-as 1

3. Create static routes for redistribution into BGP.

[edit routing-options]
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user@R5# set static route 199.1.1.1/32 reject
user@R5# set static route 198.1.1.1/32 reject

4. Redistribute static and direct routes into BGP.

[edit protocols bgp group e1 neighbor 10.0.15.1]
user@R5# set export s2b

[edit policy-options policy-statement s2b]
user@R5# set from protocol static
user@R5# set from protocol direct
user@R5# set then as-path-expand 2
user@R5# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R5# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R5# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R5# show interfaces
fe-1/2/0 {
unit 51 {
family inet {
address 10.0.15.2/24;

}
}

}
lo0 {
unit 50 {
family inet {
address 10.0.0.50/32;

}
}

}

user@R5# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.15.1 {
export s2b;
peer-as 1;

}
}

}

user@R5# show policy-options
policy-statement s2b {
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from protocol [ static direct ];
then {
as-path-expand 2;
accept;

}
}

user@R5# show routing-options
static {
route 198.1.1.1/32 reject;
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R6

Step-by-Step
Procedure

To configure Router R6:

Configure the loopback (lo0) interface and the interface to Router R2.

[edit interfaces]

1.

user@R6# set fe-1/2/0 unit 62 family inet address 10.0.26.2/24

user@R6# set lo0 unit 60 family inet address 10.0.0.60/32

2. Configure BGP on Router R6’s interface.

[edit protocols]
user@R6# set bgp group e1 type external
user@R6# set bgp group e1 neighbor 10.0.26.1 peer-as 1

3. Create static routes for redistribution into BGP.

[edit]
user@R6# set routing-options static route 199.1.1.1/32 reject
user@R6# set routing-options static route 198.1.1.1/32 reject

4. Redistribute static and direct routes from Router R6’s routing table into BGP.

[edit protocols bgp group e1 neighbor 10.0.26.1]
user@R6# set export s2b

[edit policy-options policy-statement s2b]
user@R6# set from protocol static
user@R6# set from protocol direct
user@R6# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R6# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R6# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output
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does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R6# show interfaces
fe-1/2/0 {
unit 62 {
family inet {
address 10.0.26.2/24;

}
}

}
lo0 {
unit 60 {
family inet {
address 10.0.0.60/32;

}
}

}

user@R6# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.26.1 {
export s2b;
peer-as 1;

}
}

}

user@R6# show policy-options
policy-statement s2b {
from protocol [ static direct ];
then accept;

}

user@R6# show routing-options
static {
route 198.1.1.1/32 reject;
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R7

Step-by-Step
Procedure

To configure Router R7:

Configure the loopback (lo0) interface and the interface to Router R3.

[edit interfaces]

1.

user@R7# set fe-1/2/0 unit 73 family inet address 10.0.37.2/24

user@R7# set lo0 unit 70 family inet address 10.0.0.70/32

2. Configure BGP on Router R7’s interface.

[edit protocols bgp group e1]
user@R7# set type external
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user@R7# set neighbor 10.0.37.1 peer-as 1

3. Create a static route for redistribution into BGP.

[edit]
user@R7# set routing-options static route 199.1.1.1/32 reject

4. Redistribute static and direct routes from Router R7’s routing table into BGP.

[edit protocols bgp group e1 neighbor 10.0.37.1]
user@R7# set export s2b

[edit policy-options policy-statement s2b]
user@R7# set from protocol static
user@R7# set from protocol direct
user@R7# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R7# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@R7# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R7# show interfaces
fe-1/2/0 {
unit 73 {
family inet {
address 10.0.37.2/24;

}
}

}
lo0 {
unit 70 {
family inet {
address 10.0.0.70/32;

}
}

}

user@R7# show protocols
bgp {
group e1 {
type external;
neighbor 10.0.37.1 {
export s2b;
peer-as 1;

}
}

}
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user@R7# show policy-options
policy-statement s2b {
from protocol [ static direct ];
then accept;

}

user@R7# show routing-options
static {
route 199.1.1.1/32 reject;

}
autonomous-system 2;

Configuring Router R8

Step-by-Step
Procedure

To configure Router R8:

Configure the loopback (lo0) interface and the interface to Router R4.

[edit interfaces]

1.

user@R8# set fe-1/2/0 unit 84 family inet address 10.0.48.2/24

user@R8# set lo0 unit 80 family inet address 10.0.0.80/32

2. Configure BGP and OSPF on Router R8’s interface.

[edit protocols]
user@R8# set bgp group rr type internal
user@R8# set bgp group rr local-address 10.0.0.80

user@R8# set ospf area 0.0.0.0 interface lo0.80 passive
user@R8# set ospf area 0.0.0.0 interface fe-1/2/0.84

3. Configure Router R8 to receive multiple paths from its neighbor, Router R4.

Thedestinationof thepathscanbeanydestination thatRouterR4can reach through
multiple paths.

[edit protocols]
user@R8# set bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive

4. Configure the autonomous system number.

[edit]
user@R8# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R8# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R8# show interfaces
fe-1/2/0 {

2919Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



unit 84 {
family inet {
address 10.0.48.2/24;

}
}

}
lo0 {
unit 80 {
family inet {
address 10.0.0.80/32;

}
}

}

user@R8# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.80;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {
receive;

}
}

}
}

}
}
ospf {
area 0.0.0.0 {
interface lo0.80 {
passive;

}
interface fe-1/2/0.84;

}
}

user@R8# show routing-options
autonomous-system 1;

Verification

Confirm that the configuration is working properly.

• Verifying That the BGP Peers Have the Ability to Send and Receive Multiple

Paths on page 2921

• Verifying That Router R1 Is Advertising Multiple Paths on page 2921

• Verifying That Router R4 Is Receiving and Advertising Multiple Paths on page 2922

• Verifying That Router R8 Is Receiving Multiple Paths on page 2923

• Checking the Path ID on page 2923
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Verifying That the BGP Peers Have the Ability to Send and Receive Multiple Paths

Purpose Make sure that one or both of the following strings appear in the output of the show bgp

neighbor command:

• NLRI's for which peer can receivemultiple paths: inet-unicast

• NLRI's for which peer can sendmultiple paths: inet-unicast

Action user@R1> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1       Local: 10.0.0.10+65237 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
...  NLRI's for which peer can receive multiple paths: inet-unicast
...

user@R4> show bgp neighbor 10.0.0.10
Peer: 10.0.0.10+65237 AS 1     Local: 10.0.0.40+179 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
...
  NLRI's for which peer can send multiple paths: inet-unicast
...

user@R4> show bgp neighbor 10.0.0.80
Peer: 10.0.0.80+55416 AS 1     Local: 10.0.0.40+179 AS 1    
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  ,,,
  NLRI's for which peer can receive multiple paths: inet-unicast
  ...

user@R8> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1       Local: 10.0.0.80+55416 AS 1    
  Type: Internal    State: Established    Flags: <Sync>
  ...
  NLRI's for which peer can send multiple paths: inet-unicast
  ...

Verifying That Router R1 Is Advertising Multiple Paths

Purpose Make sure that multiple paths to the 198.1.1.1/32 destination andmultiple paths to the

199.1.1.1/32 destination are advertised to Router R4.

2921Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Action user@R1> show route advertising-protocol bgp 10.0.0.40
inet.0: 21 destinations, 25 routes (21 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.15.2                    100        2 2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Meaning When you see one prefix andmore than one next hop, it means that multiple paths are

advertised to Router R4.

Verifying That Router R4 Is Receiving and Advertising Multiple Paths

Purpose Make sure that multiple paths to the 199.1.1.1/32 destination are received from Router R1

and advertised to Router R8.Make sure thatmultiple paths to the 198.1.1.1/32 destination

are received from Router R1, but only one path to this destination is advertised to Router

R8.

Action user@R4> show route receive-protocol bgp 10.0.0.10
inet.0: 19 destinations, 22 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.15.2                    100        2 2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

user@R4> show route advertising-protocol bgp 10.0.0.80
inet.0: 19 destinations, 22 routes (19 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Meaning The show route receive-protocol command shows that Router R4 receives two paths to

the 198.1.1.1/32 destination and three paths to the 199.1.1.1/32 destination. The show route

advertising-protocol command shows that Router R4 advertises only one path to the

198.1.1.1/32 destination and advertises all three paths to the 199.1.1.1/32 destination.
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Because of the prefix policy that is applied to Router R4, Router R4 does not advertise

multiple paths to the 198.1.1.1/32 destination. Router R4 advertises only one path to the

198.1.1.1/32 destination even though it receives multiple paths to this destination.

Verifying That Router R8 Is Receiving Multiple Paths

Purpose Make sure that Router R8 receives multiple paths to the 199.1.1.1/32 destination through

Router R4.Make sure that Router R8 receives only one path to the 198.1.1.1/32 destination

through Router R4.

Action user@R8> show route receive-protocol bgp 10.0.0.40
inet.0: 18 destinations, 20 routes (18 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
* 10.0.0.50/32            10.0.15.2                    100        2 2 I
* 10.0.0.60/32            10.0.0.20                    100        2 I
* 10.0.0.70/32            10.0.0.30                    100        2 I
* 198.1.1.1/32            10.0.0.20                    100        2 I
* 199.1.1.1/32            10.0.0.20                    100        2 I
                          10.0.0.30                    100        2 I
                          10.0.15.2                    100        2 2 I
* 200.1.1.0/30            10.0.0.20                    100        2 I

Checking the Path ID

Purpose On the downstream devices, Router R4 and Router R8, verify that a path ID uniquely

identifies the path. Look for the Addpath Path ID: string.

2923Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Action user@R4> show route 199.1.1.1/32 detail

inet.0: 18 destinations, 20 routes (18 active, 0 holddown, 0 hidden)
199.1.1.1/32 (3 entries, 3 announced)
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 9
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.0.20
                Indirect next hop: 92041c8 262146
                State: <Active Int Ext>
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (3): 2-KRT 3-BGP RT Background 4-Resolve tree 
1 
                AS path: 2 I (Originator) Cluster list:  10.0.0.10
                AS path:  Originator ID: 10.0.0.20
                Accepted
                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 1
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.0.30
                Indirect next hop: 92042ac 262151
                State: <NotBest Int Ext>
                Inactive reason: Not Best in its group - Router ID
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (1): 3-BGP RT Background 
                AS path: 2 I (Originator) Cluster list:  10.0.0.10
                AS path:  Originator ID: 10.0.0.30
                Accepted
                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 2
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.10
                Next hop type: Router, Next hop index: 676
                Next hop: 10.0.14.1 via lt-1/2/0.41, selected
                Protocol next hop: 10.0.15.2
                Indirect next hop: 92040e4 262150
                State: <Int Ext>
                Inactive reason: AS path
                Local AS:     1 Peer AS:     1
                Age: 1:44:37    Metric2: 2 
                Task: BGP_1.10.0.0.10+65237
                Announcement bits (1): 3-BGP RT Background 
                AS path: 2 2 I
                Accepted
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                Localpref: 100
                Router ID: 10.0.0.10
                Addpath Path ID: 3

user@R8> show route 199.1.1.1/32 detail

inet.0: 17 destinations, 19 routes (17 active, 0 holddown, 0 hidden)
199.1.1.1/32 (3 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 9
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.0.20
                Indirect next hop: 91fc0e4 262148
                State: <Active Int Ext>
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                Announcement bits (2): 2-KRT 4-Resolve tree 1 
                AS path: 2 I (Originator) Cluster list:  10.0.0.40 10.0.0.10
                AS path:  Originator ID: 10.0.0.20
                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 1
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.0.30
                Indirect next hop: 91fc1c8 262152
                State: <NotBest Int Ext>
                Inactive reason: Not Best in its group - Router ID
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                AS path: 2 I (Originator) Cluster list:  10.0.0.40 10.0.0.10
                AS path:  Originator ID: 10.0.0.30
                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 2
         BGP    Preference: 170/-101
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 10.0.0.40
                Next hop type: Router, Next hop index: 1045
                Next hop: 10.0.48.1 via lt-1/2/0.84, selected
                Protocol next hop: 10.0.15.2
                Indirect next hop: 91fc2ac 262153
                State: <Int Ext>
                Inactive reason: AS path
                Local AS:     1 Peer AS:     1
                Age: 1:56:51    Metric2: 3 
                Task: BGP_1.10.0.0.40+179
                AS path: 2 2 I (Originator) Cluster list:  10.0.0.40
                AS path:  Originator ID: 10.0.0.10
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                Accepted
                Localpref: 100
                Router ID: 10.0.0.40
                Addpath Path ID: 3

Related
Documentation

Understanding the Advertisement of Multiple Paths to a Single Destination in BGP on

page 2636

•

• Understanding Adding AS Numbers to BGP AS Paths

Configuring ECMPNext Hops for RSVP and LDP LSPs for Load Balancing

The JunosOS supports configurations of 16, 32, or 64 equal-costmultipath (ECMP) next

hops for RSVP and LDP LSPs on M10i routers with an Enhanced CFEB, M320, M120, MX

Series, and T Series routers, and routing devices. For networks with high-volume traffic,

this provides more flexibility to load-balance the traffic over as many as 64 LSPs.

To configure the maximum limit for ECMP next hops, include themaximum-ecmp

next-hops statement at the [edit chassis] hierarchy level:

[edit chassis]
maximum-ecmp next-hops;

You can configure amaximumECMP next-hop limit of 16, 32, or 64 using this statement.

The default limit is 16.

NOTE: MXSeries routerswithoneormoreModularPortConcentrator (MPC)
cards andwith Junos OS 11.4 or earlier installed, support the configuration of
themaximum-ecmp statement with only 16 next hops. You should not

configure themaximum-ecmp statement with 32 or 64 next hops.When you

commit the configuration with 32 or 64 next hops, the following warning
message appears:

Error: Number ofmembers in Unilist NH exceeds themaximum supported 16 on

Trio.

The following types of routes support the ECMPmaximum next-hop configuration for

as many as 64 ECMP gateways:

• Static IPv4 and IPv6 routes with direct and indirect next-hop ECMPs

• LDP ingress and transit routes learned through associated IGP routes

• RSVP ECMP next hops created for LSPs

• OSPF IPv4 and IPv6 route ECMPs

• ISIS IPv4 and IPv6 route ECMPs

• EBGP IPv4 and IPv6 route ECMPs

• IBGP (resolving over IGP routes) IPv4 and IPv6 route ECMPs
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TheenhancedECMP limit of up to64ECMPnexthops is alsoapplicable for Layer 3VPNs,

Layer 2VPNs, Layer 2 circuits, andVPLSservices that resolveover anMPLS route, because

the available ECMP paths in the MPLS route can also be used by such traffic.

NOTE:

The followingFPCsonM320,T640,andT1600 routersonly support 16ECMP
next hops:

• (M320, T640, and T1600 routers only) Enhanced II FPC1

• (M320, T640, and T1600 routers only) Enhanced II FPC2

• (M320 and T640 routers only) Enhanced II FPC3

• (T640 and T1600 routers only) FPC2

• (T640 and T1600 routers only) FPC3

If a maximum ECMP next-hop limit of 32 or 64 is configured on anM320,

T640,orT1600routerwithanyof theseFPCs installed, thePacketForwarding
Engines on these FPCs use only the first 16 ECMP next hops. For Packet
Forwarding Engines on FPCs that support only 16 ECMPnext hops, the Junos
OS generates a system logmessage if a maximum ECMP next-hop limit of
32or64 is configured.However, forPacket ForwardingEnginesonother FPCs

installed on the router, a maximum configured ECMP limit of 32 or 64 ECMP

next hops is applicable.

NOTE: If RSVP LSPs are configured with bandwidth allocation, for ECMP
next hops withmore than 16 LSPs, traffic is not distributed optimally based
on bandwidths configured. Some LSPs with smaller allocated bandwidths
receivemore traffic than the ones configuredwith higher bandwidths. Traffic
distributiondoesnotstrictlycomplywith theconfiguredbandwidthallocation.
This caveat is applicable to the following routers:

• T1600 and T640 routers with Enhanced Scaling FPC1, Enhanced Scaling
FPC2, Enhanced Scaling FPC3, Enhanced Scaling FPC 4, and all Type 4
FPCs

• M320 routers with Enhanced III FPC1, Enhanced III FPC2, and Enhanced III
FPC3

• MXSeries routers with all types of FPCs and DPCs, excluding MPCs. This
caveat is not applicable to MX Series routers with line cards based on the

Junos Trio chipset.

• M120 routers with Type 1, Type 2, and Type 3 FPCs

• M10i routers with Enhanced CFEB

Next-hop cloning and permutations are disabled on T Series routers with Enhanced

Scaling FPCs (EnhancedScaling FPC1, EnhancedScaling FPC2, EnhancedScaling FPC3,
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and Enhanced Scaling FPC 4) that support enhanced load-balancing capability. As a

result, memory utilization is reduced for a highly scaled systemwith a high number of

next hops on ECMP or aggregated interfaces. Next-hop cloning and permutations are

also disabled on T Series routers with Type-4 FPCs.

To view the details of the ECMP next hops, issue the show route command. The show

route summary command also shows the current configuration for the maximum ECMP

limit. To view details of the ECMP LDP paths, issue the traceroutempls ldp command.

Related
Documentation

maximum-ecmp•

IBGP Scaling Configuration

• Example: Configuring BGP Route Reflectors on page 2928

• Example: Configuring BGP Confederations on page 2945

Example: Configuring BGP Route Reflectors

• Understanding BGP Route Reflectors on page 2928

• Example: Configuring a Route Reflector on page 2930

Understanding BGP Route Reflectors

Because of the internal BGP (IBGP) full-mesh requirement, most networks use route

reflectors to simplify configuration. The formula to compute the number of sessions

required for a full mesh is v * (v - 1)/2, where v is the number of BGP-enabled devices.

The full-meshmodel does not scale well. Using a route reflector, you group routers into

clusters, which are identified by numeric identifiers unique to the autonomous system

(AS).Within the cluster, youmust configure aBGP session froma single router (the route

reflector) to each internal peer. With this configuration, the IBGP full-mesh requirement

is met.

To use route reflection in an AS, you designate one or more routers as a route

reflector—typically, one per point of presence (POP). Route reflectors have the special

BGP ability to readvertise routes learned from an internal peer to other internal peers.

So rather than requiring all internal peers to be fully meshed with each other, route

reflection requires only that the route reflector be fully meshed with all internal peers.

The route reflector and all of its internal peers form a cluster, as shown in

Figure 62 on page 2929.

NOTE: For some JuniperNetworksdevices, youmust haveanAdvancedBGP
Feature license installedoneachdevice thatusesa route reflector. For license
details, see the Junos OS Initial Configuration Guide for Security Devices.
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Figure 62: Simple Route Reflector Topology (One Cluster)

Figure 62 on page 2929 showsRouter RR configured as the route reflector for Cluster 127.

The other routers are designated internal peers within the cluster. BGP routes are

advertised to Router RR by any of the internal peers. RR then readvertises those routes

to all other peers within the cluster.

You can configure multiple clusters and link them by configuring a full mesh of route

reflectors (see Figure 63 on page 2929).

Figure 63: Basic Route Reflection (Multiple Clusters)

Figure63onpage2929showsRouteReflectorsRR 1, RR2,RR3, andRR4as fullymeshed

internal peers. When a router advertises a route to RR 1, RR 1 readvertises the route to

the other route reflectors, which, in turn, readvertise the route to the remaining routers

within the AS. Route reflection allows the route to be propagated throughout the AS

without the scaling problems created by the full mesh requirement.

2929Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



However, as clusters become large, a full mesh with a route reflector becomes difficult

to scale, as does a full mesh between route reflectors. To help offset this problem, you

can group clusters of routers together into clusters of clusters for hierarchical route

reflection (see Figure 64 on page 2930).

Figure 64: Hierarchical Route Reflection (Clusters of Clusters)

Figure64onpage2930showsRR2,RR3, andRR4as the route reflectors forClusters 127,

19, and 45, respectively. Rather than fully mesh those route reflectors, the network

administrator has configured them as part of another cluster (Cluster 6) for which RR 1

is the route reflector. When a router advertises a route to RR 2, RR 2 readvertises the

route to all the routers within its own cluster, and then readvertises the route to RR 1. RR

1 readvertises the route to the routers in its cluster, and those routers propagate the route

down through their clusters.

Example: Configuring a Route Reflector

This example shows how to configure a route reflector.

• Requirements on page 2930

• Overview on page 2930

• Configuration on page 2932

• Verification on page 2940

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Generally, internal BGP (IBGP)-enabled devices need to be fully meshed, because IBGP

does not readvertise updates to other IBGP-enabled devices. The full mesh is a logical

mesh achieved through configuration of multiple neighbor statements on each

IBGP-enabled device. The full mesh is not necessarily a physical full mesh. Maintaining

a full mesh (logical or physical) does not scale well in large deployments.
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Figure 65 on page 2932 shows an IBGP network with Device A acting as a route reflector.

Device B andDevice C are clients of the route reflector. Device D andDevice E are outside

the cluster, so they are nonclients of the route reflector.

On Device A (the route reflector), youmust form peer relationships with all of the

IBGP-enabled devices by including the neighbor statement for the clients (Device B and

Device C) and the nonclients (Device D and Device E). Youmust also include the cluster

statement and a cluster identifier. The cluster identifier can be any 32-bit value. This

example uses the loopback interface IP address of the route reflector.

On Device B and Device C, the route reflector clients, you only need one neighbor

statement that forms a peer relationship with the route reflector, Device A.

On Device D and Device E, the nonclients, you need a neighbor statement for each

nonclient device (D-to-E and E-to-D). You also need a neighbor statement for the route

reflector (D-to-A and E-to-A). Device D and Device E do not need neighbor statements

for the client devices (Device B and Device C).

TIP: Device D and Device E are considered to be nonclients because they
have explicitly configured peer relationships with each other. Tomake them
RRroute reflector clients, remove the neighbor 192.168.5.5 statement from

theconfigurationonDeviceD, and remove theneighbor 192.168.0.1 statement

from the configuration on Device E.
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Figure 65: IBGPNetwork Using a Route Reflector

BC

192.168.40.4

192.163.6.4

AS 17

192.168.0.1

192.168.5.5

A

E

D

192.168.6.5

g0
40

86
7

Route Reflector

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device A set interfaces fe-0/0/0 unit 1 description to-B
set interfaces fe-0/0/0 unit 1 family inet address 10.10.10.1/30
set interfaces fe-0/0/1 unit 3 description to-D
set interfaces fe-0/0/1 unit 3 family inet address 10.10.10.9/30
set interfaces lo0 unit 1 family inet address 192.168.6.5/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.168.6.5
set protocols bgp group internal-peers export send-ospf
set protocols bgp group internal-peers cluster 192.168.6.5
set protocols bgp group internal-peers neighbor 192.163.6.4
set protocols bgp group internal-peers neighbor 192.168.40.4
set protocols bgp group internal-peers neighbor 192.168.0.1
set protocols bgp group internal-peers neighbor 192.168.5.5
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.1
set protocols ospf area 0.0.0.0 interface fe-0/0/1.3
set policy-options policy-statement send-ospf term 2 from protocol ospf
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set policy-options policy-statement send-ospf term 2 then accept
set routing-options router-id 192.168.6.5
set routing-options autonomous-system 17

Device B set interfaces fe-0/0/0 unit 2 description to-A
set interfaces fe-0/0/0 unit 2 family inet address 10.10.10.2/30
set interfaces fe-0/0/1 unit 5 description to-C
set interfaces fe-0/0/1 unit 5 family inet address 10.10.10.5/30
set interfaces lo0 unit 2 family inet address 192.163.6.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.163.6.4
set protocols bgp group internal-peers export send-ospf
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.2
set protocols ospf area 0.0.0.0 interface fe-0/0/1.5
set policy-options policy-statement send-ospf term 2 from protocol ospf
set policy-options policy-statement send-ospf term 2 then accept
set routing-options router-id 192.163.6.4
set routing-options autonomous-system 17

Device C set interfaces fe-0/0/0 unit 6 description to-B
set interfaces fe-0/0/0 unit 6 family inet address 10.10.10.6/30
set interfaces lo0 unit 3 family inet address 192.168.40.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.168.40.4
set protocols bgp group internal-peers export send-ospf
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.6
set policy-options policy-statement send-ospf term 2 from protocol ospf
set policy-options policy-statement send-ospf term 2 then accept
set routing-options router-id 192.168.40.4
set routing-options autonomous-system 17

Device D set interfaces fe-0/0/0 unit 4 description to-A
set interfaces fe-0/0/0 unit 4 family inet address 10.10.10.10/30
set interfaces fe-0/0/1 unit 7 description to-E
set interfaces fe-0/0/1 unit 7 family inet address 10.10.10.13/30
set interfaces lo0 unit 4 family inet address 192.168.0.1/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.168.0.1
set protocols bgp group internal-peers export send-ospf
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols bgp group internal-peers neighbor 192.168.5.5
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.4
set protocols ospf area 0.0.0.0 interface fe-0/0/1.7
set policy-options policy-statement send-ospf term 2 from protocol ospf
set policy-options policy-statement send-ospf term 2 then accept
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 17

Device E set interfaces fe-0/0/0 unit 8 description to-D
set interfaces fe-0/0/0 unit 8 family inet address 10.10.10.14/30
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set interfaces lo0 unit 5 family inet address 192.168.5.5/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.168.5.5
set protocols bgp group internal-peers export send-ospf
set protocols bgp group internal-peers neighbor 192.168.0.1
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set protocols ospf area 0.0.0.0 interface fe-0/0/0.8
set policy-options policy-statement send-ospf term 2 from protocol ospf
set policy-options policy-statement send-ospf term 2 then accept
set routing-options router-id 192.168.5.5
set routing-options autonomous-system 17

Configuring the Route Reflector

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IBGP in the network using Juniper Networks Device A as a route reflector:

1. Configure the interfaces.

[edit interfaces]
user@A# set fe-0/0/0 unit 1 description to-B
user@A# set fe-0/0/0 unit 1 family inet address 10.10.10.1/30
user@A# set fe-0/0/1 unit 3 description to-D
user@A# set fe-0/0/1 unit 3 family inet address 10.10.10.9/30
user@A# set lo0 unit 1 family inet address 192.168.6.5/32

2. Configure BGP, including the cluster identifier and neighbor relationships with all

IBGP-enabled devices in the autonomous system (AS).

Also apply the policy that redistributes OSPF routes into BGP.

[edit protocols bgp group internal-peers]
user@A# set type internal
user@A# set local-address 192.168.6.5
user@A# set export send-ospf
user@A# set cluster 192.168.6.5
user@A# set neighbor192.163.6.4
user@A# set neighbor 192.168.40.4
user@A# set neighbor 192.168.0.1
user@A# set neighbor 192.168.5.5

3. Configure static routing or an interior gateway protocol (IGP).

This example uses OSPF.

[edit protocols ospf area 0.0.0.0]
user@A# set interface lo0.1 passive
user@A# set interface fe-0/0/0.1
user@A# set interface fe-0/0/1.3

4. Configure the policy that redistributes OSPF routes into BGP.

[edit policy-options policy-statement send-ospf term 2]
user@A# set from protocol ospf
user@A# set then accept
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5. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@A# set router-id 192.168.6.5
user@A# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@A# show interfaces
fe-0/0/0 {
unit 1 {
description to-B;
family inet {
address 10.10.10.1/30;

}
}

}
fe-0/0/1 {
unit 3 {
description to-D;
family inet {
address 10.10.10.9/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 192.168.6.5/32;

}
}

}

user@A# show protocols
bgp {
group internal-peers {
type internal;
local-address 192.168.6.5;
export send-ospf;
cluster 192.168.6.5;
neighbor 192.163.6.4;
neighbor 192.168.40.4;
neighbor 192.168.0.1;
neighbor 192.168.5.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface fe-0/0/0.1;
interface fe-0/0/1.3;

2935Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



}
}

user@A# show policy-options
policy-statement send-ospf {
term 2 {
from protocol ospf;
then accept;

}
}

user@A# show routing-options
router-id 192.168.6.5;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

NOTE: Repeat these steps for each nonclient BGP peer within the cluster
that you are configuring, if the other nonclient devices are from Juniper
Networks. Otherwise, consult the device’s documentation for instructions.

Configuring Client Peers

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure client peers:

1. Configure the interfaces.

[edit interfaces]
user@B# set fe-0/0/0 unit 2 description to-A
user@B# set fe-0/0/0 unit 2 family inet address 10.10.10.2/30
user@B# set fe-0/0/1 unit 5 description to-C
user@B# set fe-0/0/1 unit 5 family inet address 10.10.10.5/30
user@B# set lo0 unit 2 family inet address 192.163.6.4/32

2. Configure the BGP neighbor relationship with the route reflector.

Also apply the policy that redistributes OSPF routes into BGP.

[edit protocols bgp group internal-peers]
user@B# set type internal
user@B# set local-address 192.163.6.4
user@B# set export send-ospf
user@B# set neighbor 192.168.6.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@B# set interface lo0.2 passive
user@B# set interface fe-0/0/0.2
user@B# set interface fe-0/0/1.5

4. Configure the policy that redistributes OSPF routes into BGP.
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[edit policy-options policy-statement send-ospf term 2]
user@B# set from protocol ospf
user@B# set then accept

5. Configure the router ID and the AS number.

[edit routing-options]
user@B# set router-id 192.163.6.4
user@B# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@B# show interfaces
fe-0/0/0 {
unit 2 {
description to-A;
family inet {
address 10.10.10.2/30;

}
}

}
fe-0/0/1 {
unit 5 {
description to-C;
family inet {
address 10.10.10.5/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.163.6.4/32;

}
}

}

user@B# show protocols
bgp {
group internal-peers {
type internal;
local-address 192.163.6.4;
export send-ospf;
neighbor 192.168.6.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface fe-0/0/0.2;
interface fe-0/0/1.5;
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}
}

user@B# show policy-options
policy-statement send-ospf {
term 2 {
from protocol ospf;
then accept;

}
}

user@B# show routing-options
router-id 192.163.6.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

NOTE: Repeat these steps for each client BGP peer within the cluster that
you are configuring if the other client devices are from Juniper Networks.
Otherwise, consult the device’s documentation for instructions.

Configuring Nonclient Peers

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure nonclient peers:

1. Configure the interfaces.

[edit interfaces]
user@D# set fe-0/0/0 unit 4 description to-A
user@D# set fe-0/0/0 unit 4 family inet address 10.10.10.10/30
user@D# set fe-0/0/1 unit 7 description to-E
user@D# set fe-0/0/1 unit 7 family inet address 10.10.10.13/30
user@D# set lo0 unit 4 family inet address 192.168.0.1/32

2. Configure the BGP neighbor relationships with the RRroute reflector and with the

other nonclient peers.

Also apply the policy that redistributes OSPF routes into BGP.

[edit protocols bgp group internal-peers]
user@D# set type internal
user@D# set local-address 192.168.0.1
user@D# set export send-ospf
user@D# set neighbor 192.168.6.5
user@D# set neighbor 192.168.5.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@D# set interface lo0.4 passive
user@D# set interface fe-0/0/0.4

Copyright © 2014, Juniper Networks, Inc.2938

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



user@D# set interface fe-0/0/1.7

4. Configure the policy that redistributes OSPF routes into BGP.

[edit policy-options policy-statement send-ospf term 2]
user@D# set from protocol ospf
user@D# set then accept

5. Configure the router ID and the AS number.

[edit routing-options]
user@D# set router-id 192.168.0.1
user@D# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@D# show interfaces
fe-0/0/0 {
unit 4 {
description to-A;
family inet {
address 10.10.10.10/30;

}
}

}
fe-0/0/1 {
unit 7 {
description to-E;
family inet {
address 10.10.10.13/30;

}
}

}
lo0 {
unit 4 {
family inet {
address 192.168.0.1/32;

}
}

}

user@D# show protocols
bgp {
group internal-peers {
type internal;
local-address 192.168.0.1;
export send-ospf;
neighbor 192.168.6.5;
neighbor 192.168.5.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.4 {
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passive;
}
interface fe-0/0/0.4;
interface fe-0/0/1.7;

}
}

user@D# show policy-options
policy-statement send-ospf {
term 2 {
from protocol ospf;
then accept;

}
}

user@D# show routing-options
router-id 192.168.0.1;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

NOTE: Repeat these steps for each nonclient BGP peer within the cluster
that you are configuring if the other nonclient devices are from Juniper
Networks. Otherwise, consult the device’s documentation for instructions.

Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2940

• Verifying BGP Groups on page 2943

• Verifying BGP Summary Information on page 2943

• Verifying Routing Table Information on page 2943

Verifying BGP Neighbors

Purpose Verify thatBGP is runningonconfigured interfacesand that theBGPsession is established

for each neighbor address.

Action From operational mode, enter the show bgp neighbor command.

user@A> show bgp neighbor
Peer: 192.163.6.4+179 AS 17    Local: 192.168.6.5+62857 AS 17   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-ospf ] 
  Options: <Preference LocalAddress Cluster Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.163.6.4     Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
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  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            6
    Accepted prefixes:            1
    Suppressed due to damping:    0
    Advertised prefixes:          6
  Last traffic (seconds): Received 5    Sent 3    Checked 19  
  Input messages:  Total 2961   Updates 7       Refreshes 0     Octets 56480
  Output messages: Total 2945   Updates 6       Refreshes 0     Octets 56235
  Output Queue[0]: 0

Peer: 192.168.0.1+179 AS 17    Local: 192.168.6.5+60068 AS 17   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-ospf ] 
  Options: <Preference LocalAddress Cluster Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.168.0.1     Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 3   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            6
    Accepted prefixes:            1
    Suppressed due to damping:    0
    Advertised prefixes:          6
  Last traffic (seconds): Received 18   Sent 20   Checked 12  
  Input messages:  Total 15     Updates 5       Refreshes 0     Octets 447
  Output messages: Total 554    Updates 4       Refreshes 0     Octets 32307
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  Output Queue[0]: 0

Peer: 192.168.5.5+57458 AS 17  Local: 192.168.6.5+179 AS 17   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-ospf ] 
  Options: <Preference LocalAddress Cluster Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.168.5.5     Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 2   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            7
    Accepted prefixes:            7
    Suppressed due to damping:    0
    Advertised prefixes:          6
  Last traffic (seconds): Received 17   Sent 3    Checked 9   
  Input messages:  Total 2967   Updates 7       Refreshes 0     Octets 56629
  Output messages: Total 2943   Updates 6       Refreshes 0     Octets 56197
  Output Queue[0]: 0

Peer: 192.168.40.4+53990 AS 17 Local: 192.168.6.5+179 AS 17   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ send-ospf ] 
  Options: <Preference LocalAddress Cluster Refresh>
  Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 192.168.40.4    Local ID: 192.168.6.5       Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 1   
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-unicast
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
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  Peer supports 4 byte AS extension (peer-as 17)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            7
    Accepted prefixes:            7
    Suppressed due to damping:    0
    Advertised prefixes:          6
  Last traffic (seconds): Received 5    Sent 23   Checked 52  
  Input messages:  Total 2960   Updates 7       Refreshes 0     Octets 56496
  Output messages: Total 2943   Updates 6       Refreshes 0     Octets 56197
  Output Queue[0]: 0

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From operational mode, enter the show bgp group command.

user@A> show bgp group
Group Type: Internal    AS: 17                     Local AS: 17
  Name: internal-peers  Index: 0                   Flags: <>
  Export: [ send-ospf ] 
  Options: <Cluster>
  Holdtime: 0
  Total peers: 4        Established: 4
  192.163.6.4+179
  192.168.40.4+53990
  192.168.0.1+179
  192.168.5.5+57458
  inet.0: 0/26/16/0

Groups: 1  Peers: 4    External: 0    Internal: 4    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                26          0          0          0          0          0

Verifying BGP Summary Information

Purpose Verify that the BGP configuration is correct.

Action From operational mode, enter the show bgp summary command.

user@A> show bgp summary

Groups: 1 Peers: 4 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                26          0          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.163.6.4              17       2981       2965       0       0    22:19:15 0/6/1/0              0/0/0/0
192.168.0.1              17         36        575       0       0       13:43 0/6/1/0              0/0/0/0
192.168.5.5              17       2988       2964       0       0    22:19:10 0/7/7/0              0/0/0/0
192.168.40.4             17       2980       2964       0       0    22:19:14 0/7/7/0              0/0/0/0

Verifying Routing Table Information

Purpose Verify that the routing table contains the IBGP routes.
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Action From operational mode, enter the show route command.

user@A> show route
inet.0: 12 destinations, 38 routes (12 active, 0 holddown, 10 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.0/30      *[Direct/0] 22:22:03
                    > via fe-0/0/0.1
                    [BGP/170] 22:20:55, MED 2, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:51, MED 3, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
10.10.10.1/32      *[Local/0] 22:22:03
                      Local via fe-0/0/0.1
10.10.10.4/30      *[OSPF/10] 22:21:13, metric 2
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:51, MED 4, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
10.10.10.8/30      *[Direct/0] 22:22:03
                    > via fe-0/0/1.3
                    [BGP/170] 22:20:51, MED 2, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:55, MED 3, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
10.10.10.9/32      *[Local/0] 22:22:03
                      Local via fe-0/0/1.3
10.10.10.12/30     *[OSPF/10] 22:21:08, metric 2
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:55, MED 4, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
192.163.6.4/32     *[OSPF/10] 22:21:13, metric 1
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:55, MED 1, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:51, MED 3, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
192.168.0.1/32     *[OSPF/10] 22:21:08, metric 1
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:51, MED 1, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:55, MED 3, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
192.168.5.5/32     *[OSPF/10] 22:21:08, metric 2
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 00:15:24, MED 1, localpref 100, from 192.168.0.1
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:55, MED 4, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
192.168.6.5/32     *[Direct/0] 22:22:04
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                    > via lo0.1
                    [BGP/170] 22:20:51, MED 2, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
                    [BGP/170] 22:20:55, MED 2, localpref 100, from 192.168.40.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
192.168.40.4/32    *[OSPF/10] 22:21:13, metric 2
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:55, MED 1, localpref 100, from 192.163.6.4
                      AS path: I
                    > to 10.10.10.2 via fe-0/0/0.1
                    [BGP/170] 22:20:51, MED 4, localpref 100, from 192.168.5.5
                      AS path: I
                    > to 10.10.10.10 via fe-0/0/1.3
224.0.0.5/32       *[OSPF/10] 22:22:07, metric 1
                      MultiRecv

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Example: Configuring BGP Confederations

• Understanding BGP Confederations on page 2945

• Example: Configuring BGP Confederations on page 2946

Understanding BGP Confederations

BGP confederations are another way to solve the scaling problems created by the BGP

full mesh requirement. BGP confederations effectively break up a large autonomous

system (AS) into subautonomous systems (sub-ASs). Each sub-ASmust be uniquely

identified within the confederation AS by a sub-AS number. Typically, sub-AS numbers

are taken from the private AS numbers between 64,512 and 65,535.

Withinasub-AS, the same internalBGP(IBGP) fullmesh requirementexists. Connections

toother confederationsaremadewith standardexternal BGP(EBGP), andpeers outside

the sub-ASare treated as external. To avoid routing loops, a sub-ASuses a confederation

sequence, which operates like an AS path but uses only the privately assigned sub-AS

numbers.

The confederation AS appears whole to other confederation ASs. The AS path received

by other ASs shows only the globally assigned AS number. It does not include the

confederation sequenceor theprivately assigned sub-ASnumbers. The sub-ASnumbers

are removed when the route is advertised out of the confederation AS.

Figure 66 on page 2946 shows an AS divided into four confederations.
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Figure 66: BGP Confederations
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Figure66onpage 2946 showsAS3divided into four sub-ASs, 64517, 64550, 65300, and

65410, which are linked through EBGP sessions. Because the confederations are

connected by EBGP, they do not need to be fully meshed. EBGP routes are readvertised

to other sub-ASs.

Example: Configuring BGP Confederations

This example shows how to configure BGP confederations.

• Requirements on page 2946

• Overview on page 2946

• Configuration on page 2947

• Verification on page 2949

Requirements

• Configure network interfaces.

• Configure external peer sessions. See “Example: Configuring External BGP

Point-to-Point Peer Sessions” on page 2640.

• Configure interior gateway protocol (IGP) sessions between peers.

• Configure a routing policy to advertise the BGP routes.

Overview

Within a BGP confederation, the links between the confederation member autonomous

systems (ASs) must be external BGP (EBGP) links, not internal BGP (IBGP) links.

Similar to route reflectors, BGP confederations reduce the number of peer sessions and

TCPsessions tomaintain connectionsbetween IBGP routingdevices. BGPconfederation

is onemethod used to solve the scaling problems created by the IBGP full mesh

requirement. BGP confederations effectively break up a large AS into subautonomous
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systems. Each sub-ASmust be uniquely identified within the confederation AS by a

sub-AS number. Typically, sub-AS numbers are taken from the private AS numbers

between64512and65535.Withinasub-AS, thesame IBGPfullmesh requirementexists.

Connections to other confederations are made with standard EBGP, and peers outside

the sub-ASare treated as external. To avoid routing loops, a sub-ASuses a confederation

sequence, which operates like an AS path but uses only the privately assigned sub-AS

numbers.

Figure 67 on page 2947 shows a sample network in which AS 17 has two separate

confederations: sub-AS 64512 and sub-AS 64513, each of which has multiple routers.

Within a sub-AS, an IGP is used to establish network connectivity with internal peers.

Between sub-ASs, an EBGP peer session is established.

Figure 67: Typical Network Using BGP Confederations

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

All Devices in Sub-AS
64512

set routing-options autonomous-system 64512
set routing-options confederation 17members 64512
set routing-options confederation 17members 64513
set protocols bgp group sub-AS-64512 type internal
set protocols bgp group sub-AS-64512 local-address 192.168.5.1
set protocols bgp group sub-AS-64512 neighbor 192.168.8.1
set protocols bgp group sub-AS-64512 neighbor 192.168.15.1

Border Device in
Sub-AS 64512

set protocols bgp group to-sub-AS-64513 type external
set protocols bgp group to-sub-AS-64513 peer-as 64513
set protocols bgp group to-sub-AS-64513 neighbor 192.168.5.2

All Devices in Sub-AS
64513

set routing-options autonomous-system 64513
set routing-options confederation 17members 64512
set routing-options confederation 17members 64513
set protocols bgp group sub-AS-64513 type internal
set protocols bgp group sub-AS-64513 local-address 192.168.5.2
set protocols bgp group sub-AS-64513 neighbor 192.168.9.1
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set protocols bgp group sub-AS-64513 neighbor 192.168.16.1

Border Device in
Sub-AS 64513

set protocols bgp group to-sub-AS-64512 type external
set protocols bgp group to-sub-AS-64512 peer-as 64512
set protocols bgp group to-sub-AS-64512 neighbor 192.168.5.1

Step-by-Step
Procedure

This procedure shows the steps for the devices that are in sub-AS 64512.

The autonomous-system statement sets the sub-AS number of the device.

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure BGP confederations:

1. Set the sub-AS number for the device.

[edit routing-options]
user@host# set autonomous-system 64512

2. In the confederation, include all sub-ASs in the main AS.

Thenumber 17 represents themainAS.Themembers statement lists all the sub-ASs

in the main AS.

[edit routing-options confederation]
user@host# set 17members 64512
user@host# set 17members 64513

3. On the border device in sub-AS 64512, configure an EBGP connection to the border

device in AS 64513.

[edit protocols bgp group to-sub-AS-64513]
user@host# set type external
user@host# set neighbor 192.168.5.2
user@host# set peer-as 64513

4. Configure an IBGP group for peering with the devices within sub-AS 64512.

[edit protocols bgp group sub-AS-64512]
user@host# set type internal
user@host# set local-address 192.168.5.1
user@host# neighbor 192.168.8.1
user@host# neighbor 192.168.15.1

Results Fromconfigurationmode, confirmyour configurationbyentering the showrouting-options

and showprotocolscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@host# show routing-options
autonomous-system 64512;
confederation 17 members [ 64512 64513 ];

user@host# show protocols
bgp {
group to-sub-AS-64513 { # On the border devices only
type external;

Copyright © 2014, Juniper Networks, Inc.2948

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



peer-as 64513;
neighbor 192.168.5.2;

}
group sub-AS-64512 {
type internal;
local-address 192.168.5.1;
neighbor 192.168.8.1;
neighbor 192.168.15.1;

}
}

If you are done configuring the device, enter commit from configuration mode.

Repeat these steps for sSub-AS 64513.

Verification

Confirm that the configuration is working properly.

• Verifying BGP Neighbors on page 2949

• Verifying BGP Groups on page 2950

• Verifying BGP Summary Information on page 2951

Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for

each neighbor address.

Action From the CLI, enter the show bgp neighbor command.

Sample Output

user@host> show bgp neighbor
Peer: 10.255.245.12+179 AS 35  Local: 10.255.245.13+2884 AS 35
  Type: Internal    State: Established  (route reflector client)Flags: Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: Preference LocalAddress HoldTime Cluster AddressFamily Rib-group Refresh

  Address families configured: inet-vpn-unicast inet-labeled-unicast
  Local Address: 10.255.245.13 Holdtime: 90 Preference: 170
  Flags for NLRI inet-vpn-unicast: AggregateLabel
  Flags for NLRI inet-labeled-unicast: AggregateLabel
  Number of flaps: 0
  Peer ID: 10.255.245.12    Local ID: 10.255.245.13    Active Holdtime: 90
  Keepalive Interval: 30
  NLRI advertised by peer: inet-vpn-unicast inet-labeled-unicast
  NLRI for this session: inet-vpn-unicast inet-labeled-unicast
  Peer supports Refresh capability (2)
Restart time configured on the peer: 300
  Stale routes from peer are kept for: 60
  Restart time requested by this peer: 300
  NLRI that peer supports restart for: inet-unicast inet6-unicast
  NLRI that restart is negotiated for: inet-unicast inet6-unicast
  NLRI of received end-of-rib markers: inet-unicast inet6-unicast
  NLRI of all end-of-rib markers sent: inet-unicast inet6-unicast
  Table inet.0 Bit: 10000
    RIB State: restart is complete
    Send state: in sync
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    Active prefixes: 4
    Received prefixes: 6
    Suppressed due to damping: 0
  Table inet6.0 Bit: 20000
    RIB State: restart is complete
    Send state: in sync
    Active prefixes: 0
    Received prefixes: 2
    Suppressed due to damping: 0
  Last traffic (seconds): Received 3    Sent 3    Checked 3
  Input messages:  Total 9      Updates 6       Refreshes 0     Octets 403
  Output messages: Total 7      Updates 3       Refreshes 0     Octets 365
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options: detail packets
  Trace file: /var/log/bgpgr size 131072 files 10

Meaning The output shows a list of the BGP neighbors with detailed session information. Verify

the following information:

• Each configured peering neighbor is listed.

• For State, each BGP session is Established.

• For Type, each peer is configured as the correct type (either internal or external).

• For AS, the AS number of the BGP neighbor is correct.

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From the CLI, enter the show bgp group command.

Sample Output

user@host> show bgp group
Group Type: Internal    AS: 10045       Local AS: 10045
  Name: pe-to-asbr2                                     Flags: Export Eval
  Export: [ match-all ]
  Total peers: 1        Established: 1
  10.0.0.4+179
  bgp.l3vpn.0: 1/1/0
  vpn-green.inet.0: 1/1/0

Groups: 1   Peers: 1    External: 0    Internal: 1    Down peers: 0   Flaps: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l3vpn.0            1          1          0          0          0          0

Meaning The output shows a list of the BGP groups with detailed group information. Verify the

following information:

• Each configured group is listed.

• For AS, each group's remote AS is configured correctly.

• For Local AS, each group's local AS is configured correctly.

• For Group Type, each group has the correct type (either internal or external).

Copyright © 2014, Juniper Networks, Inc.2950

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• For Total peers, the expected number of peers within the group is shown.

• For Established, the expected number of peers within the group have BGP sessions in

the Established state.

• The IP addresses of all the peers within the group are present.

Verifying BGP Summary Information

Purpose Verify that the BGP configuration is correct.

Action From the CLI, enter the show bgp summary command.

Sample Output

user@host> show bgp summary
Groups: 1 Peers: 3 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 6          4          0          0          0          0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped...
10.0.0.2        65002      88675      88652       0       2       42:38 2/4/0   
             0/0/0
10.0.0.3        65002      54528      54532       0       1     2w4d22h 0/0/0   
             0/0/0
10.0.0.4        65002      51597      51584       0       0     2w3d22h 2/2/0   
             0/0/0

Meaning TheoutputshowsasummaryofBGPsession information.Verify the following information:

• For Groups, the total number of configured groups is shown.

• For Peers, the total number of BGP peers is shown.

• For Down Peers, the total number of unestablished peers is 0. If this value is not zero,

one or more peering sessions are not yet established.

• Under Peer, the IP address for each configured peer is shown.

• Under AS, the peer AS for each configured peer is correct.

• Under Up/Dwn State, the BGP state reflects the number of paths received from the

neighbor, the number of these paths that have been accepted, and the number of

routes being damped (such as 0/0/0). If the field is Active, it indicates a problem in

the establishment of the BGP session.

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

BGP Security Configuration

• Example: Configuring BGP Route Authentication on page 2952

• Examples: Configuring TCP and BGP Security on page 2958
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Example: Configuring BGP Route Authentication

• Understanding Route Authentication on page 2952

• Example: Configuring Route Authentication for BGP on page 2953

Understanding Route Authentication

The use of router and route authentication and route integrity greatly mitigates the risk

of being attacked by amachine or router that has been configured to share incorrect

routing information with another router. In this kind of attack, the attacked router can be

tricked into creating a routing loop, or the attacked router’s routing table can be greatly

increased thus impacting performance, or routing information can be redirected to a

place in the network for the attacker to analyze it. Bogus route advertisements can be

sentoutonasegment. Theseupdates canbeaccepted into the routing tablesof neighbor

routers unless an authenticationmechanism is in place to verify the source of the routes.

Router and route authentication enables routers to share information only if they can

verify that they are talking to a trusted source, basedonapassword (key). In thismethod,

ahashedkey is sentalongwith the routebeing sent toanother router. The receiving router

compares the sent key to its own configured key. If they are the same, it accepts the

route. By using a hashing algorithm, the key is not sent over thewire in plain text. Instead,

a hash is calculated using the configured key. The routing update is used as the input

text, along with the key, into the hashing function. This hash is sent along with the route

update to the receiving router. The receiving router compares the received hash with a

hash it generates on the route update using the preshared key configured on it. If the two

hashes are the same, the route is assumed to be from a trusted source. The key is known

only to the sending and receiving routers.

To further strengthen security, you can configure a series of authentication keys (a

keychain). Each key has a unique start timewithin the keychain. Keychain authentication

allows you to change the password information periodically without bringing down

peering sessions. This keychain authentication method is referred to as hitless because

thekeys roll over fromone to thenextwithout resettinganypeeringsessionsor interrupting

the routing protocol.

The sending peer uses the following rules to identify the active authentication key:

• Thestart time is less thanor equal to the current time (in otherwords, not in the future).

• The start time is greater than that of all other keys in the chain whose start time is less

than the current time (in other words, closest to the current time).

The receiving peer determines the keywithwhich it authenticates based on the incoming

key identifier.

The sending peer identifies the current authentication key based on a configured start

timeand thengenerates a hash value using the current key. The sendingpeer then inserts

a TCP-enhanced authentication option object into the BGP updatemessage. The object

contains an object ID (assigned by IANA), the object length, the current key, and a hash

value.
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The receiving peer examines the incoming TCP-enhanced authentication option, looks

up the received authentication key, and determineswhether the key is acceptable based

on the start time, the system time, and the tolerance parameter. If the key is accepted,

the receiving peer calculates a hash and authenticates the update message.

Initial application of a keychain to a TCP session causes the session to reset. However,

once the keychain is applied, the addition or removal of a password from the keychain

does not cause the TCP session to reset. Also, the TCP session does not reset when the

keychain changes from one authentication algorithm to another.

Example: Configuring Route Authentication for BGP

All BGP protocol exchanges can be authenticated to guarantee that only trusted routing

devicesparticipate inautonomoussystem(AS) routingupdates.Bydefault, authentication

is disabled.

• Requirements on page 2953

• Overview on page 2953

• Configuration on page 2954

• Verification on page 2956

Requirements

Before you begin:

• Configure the router interfaces.

• Configure an interior gateway protocol (IGP).

Overview

When you configure authentication, the algorithm creates an encoded checksum that is

included in the transmitted packet. The receiving routing device uses an authentication

key (password) to verify the packet’s checksum.

This example includes the followingstatements for configuringandapplying thekeychain:

• key—A keychain can havemultiple keys. Each key within a keychain must be identified

by a unique integer value. The range of valid identifier values is from 0 through 63.

The key can be up to 126 characters long. Characters can include any ASCII strings. If

you include spaces, enclose all characters in quotation marks (“ ”).

• tolerance—(Optional) For each keychain, you can configure a clock-skew tolerance

value in seconds. The clock-skew tolerance is applicable to the receiver accepting keys

for BGP updates. The configurable range is 0 through 999,999,999 seconds. During

the tolerance period, either the current or previous password is acceptable.

• key-chain—For each keychain, youmust specify a name. This example defines one

keychain: bgp-auth. You can havemultiple keychains on a routing device. For example,

you can have a keychain for BGP, a keychain for OSPF, and a keychain for LDP.
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• secret—For each key in the keychain, youmust set a secret password. This password

can be entered in either encrypted or plain text format in the secret statement. It is

always displayed in encrypted format.

• start-time—Each key must specify a start time in UTC format. Control gets passed

from one key to the next. When a configured start time arrives (based on the routing

device’s clock), the key with that start time becomes active. Start times are specified

in the local time zone for a routing device andmust be unique within the keychain.

• authentication-key-chain—Enables you to apply a keychain at the global BGP level for

all peers, for a group, or for a neighbor. This example applies the keychain to the peers

defined in the external BGP (EBGP) group called ext.

• authentication-algorithm—For each keychain, you can specify a hashing algorithm. The

algorithm can be AES-128, MD5, or SHA-1.

You associate a keychain and an authentication algorithmwith a BGP neighboring

session.

This example configures a keychain named bgp-auth. Key 0 will be sent and accepted

starting at 2011-6-23.20:19:33 -0700, and will stop being sent and accepted when the

next key in the keychain (key 1) becomes active. Key 1 becomes active one year later at

2012-6-23.20:19:33 -0700, andwill not stop being sent and accepted unless another key

is configured with a start time that is later than the start time of key 1. A clock-skew

tolerance of 30 seconds applies to the receiver accepting the keys. During the tolerance

period, either the current or previous key is acceptable. The keys are shared-secret

passwords. This means that the neighbors receiving the authenticated routing updates

must have the same authentication keychain configuration, including the same keys

(passwords). SoRouter R0andRouter R1must have the sameauthentication-key-chain

configuration if they are configured as peers. This example shows the configuration on

only one of the routing devices.

Topology Diagram

Figure 68 on page 2954 shows the topology used in this example.

Figure 68: Authentication for BGP

R1R0

g0
41

11
7

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocols bgp group ext type external
set protocols bgp group ext peer-as 65530
set protocols bgp group ext neighbor 172.16.2.1
set routing-options autonomous-system 65533
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set protocols bgp group ext authentication-key-chain bgp-auth
set protocols bgp group ext authentication-algorithmmd5
set security authentication-key-chains key-chain bgp-auth tolerance 30
set security authentication-key-chains key-chain bgp-auth key 0 secret
this-is-the-secret-password

set security authentication-key-chains key-chain bgp-auth key 0 start-time
2011-6-23.20:19:33-0700

set security authentication-key-chains key-chain bgp-auth key 1 secret
this-is-another-secret-password

set security authentication-key-chains key-chain bgp-auth key 1 start-time
2012-6-23.20:19:33-0700

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Router R1 to accept route filters from Device CE1 and perform outbound

route filtering using the received filters:

1. Configure the local autonomous system.

[edit routing-options]
user@R1# set autonomous-system 65533

2. Configure one or more BGP groups.

[edit protocols bgp group ext]
user@R1# set type external
user@R1# set peer-as 65530
user@R1# set neighbor 172.16.2.1

3. Configure authentication with multiple keys.

[edit security authentication-key-chains key-chain bgp-auth]
user@R1# set key 0 secret this-is-the-secret-password
user@R1# set key 0 start-time 2011-6-23.20:19:33-0700
user@R1# set key 1 secret this-is-another-secret-password
user@R1# set key 1 start-time 2012-6-23.20:19:33-0700

The start time of each key must be unique within the keychain.

4. Apply the authentication keychain to BGP, and set the hashing algorithm.

[edit protocols bgp group ext]
user@R1# set authentication-key-chain bgp-auth
user@R1# set authentication-algorithmmd5

5. (Optional) Apply a clock-skew tolerance value in seconds.

[edit security authentication-key-chains key-chain bgp-auth]
user@R1# set tolerance 30

Results From configuration mode, confirm your configuration by entering the show protocols,

show routing-options, and show security commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@R1# show protocols
bgp {
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group ext {
type external;
peer-as 65530;
neighbor 172.16.2.1;
authentication-key-chain bgp-auth;
authentication-algorithmmd5;

}
}

user@R1# show routing-options
autonomous-system 65533;

user@R1# show security
authentication-key-chains {
key-chain bgp-auth {
tolerance 30;
key 0 {
secret
"$9$5T6AREylK8RhxNdwaJn/CtO1cyKvWx9AylMWdVgoJDjqP5FCA0z3IEhcMWLxNbgJDi.F6A";
## SECRET-DATA

start-time “2011-6-23.20:19:33 -0700”;
}
key 1 {
secret "$9$UyD.59CuO1h9AylKW-dqmfT369CuRhSP5hrvMN-JGDiqfu0IleWpuh.";
## SECRET-DATA

start-time “2012-6-23.20:19:33 -0700”;
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Repeat theprocedure for everyBGP-enableddevice in thenetwork, using theappropriate

interface names and addresses for each BGP-enabled device.

Verification

Confirm that the configuration is working properly.

• Verifying Authentication for the Neighbor on page 2956

• Verifying That Authorization Messages Are Sent on page 2957

• Checking Authentication Errors on page 2958

• Verifying the Operation of the Keychain on page 2958

Verifying Authentication for the Neighbor

Purpose Make sure that theAutheKeyChainoption appears in theoutput of the showbgpneighbor

command.

Action From operational mode, enter the show bgp neighbor command.

user@R1> show bgp neighbor
Peer: 172.16.2.1+179 AS 65530  Local: 172.16.2.2+1222 AS 65533
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
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  Export: [ direct-lo0 ]
  Options: <Preference PeerAS Refresh>
  Options: <AutheKeyChain>
  Authentication key is configured
  Authentication key chain: jni
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 172.16.2.1       Local ID: 10.255.124.35    Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0
  Local Interface: fe-0/0/1.0
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              2
    Received prefixes:            2
    Suppressed due to damping:    0
    Advertised prefixes:          1
  Last traffic (seconds): Received 2    Sent 2    Checked 2
  Input messages:  Total 21     Updates 2       Refreshes 0     Octets 477
  Output messages: Total 22     Updates 1       Refreshes 0     Octets 471
  Output Queue[0]: 0

Verifying That Authorization Messages Are Sent

Purpose Confirm that BGP has the enhanced authorization option.

Action From operational mode, enter themonitor traffic interface fe-0/0/1 command.

user@R1> monitor traffic interface fe-0/0/1
verbose output suppressed, use <detail> or <extensive> for full protocol decode
Listening on fe-0/0/1, capture size 96 bytes

13:08:00.618402  In arp who-has 172.16.2.66 tell 172.16.2.69
13:08:02.408249 Out IP 172.16.2.2.1122 > 172.16.2.1.646: P
1889289217:1889289235(18) ack 2215740969 win 58486 <nop,nop,timestamp 167557
1465469,nop,Enhanced Auth keyid 0 diglen 12 digest: fe3366001f45767165f17037>:
13:08:02.418396  In IP 172.16.2.1.646 > 172.16.2.2.1122: P 1:19(18) ack 18 win
57100 <nop,nop,timestamp 1466460 167557,nop,Enhanced Auth keyid 0 diglen 12
digest: a18c31eda1b14b2900921675>:
13:08:02.518146 Out IP 172.16.2.2.1122 > 172.16.2.1.646: . ack 19 win 58468
<nop,nop,timestamp 167568 1466460,nop,Enhanced Auth keyid 0 diglen 12 digest:
c3b6422eb6bd3fd9cf79742b>
13:08:28.199557 Out IP 172.16.2.2.nerv > 172.16.2.1.bgp: P
286842489:286842508(19) ack 931203976 win 57200 <nop,Enhanced Auth keyid 0
diglen 12 digest: fc0e42900a73736bcc07c1a4>: BGP, length: 19
13:08:28.209661  In IP 172.16.2.1.bgp > 172.16.2.2.nerv: P 1:20(19) ack 19 win
56835 <nop,Enhanced Auth keyid 0 diglen 12 digest: 0fc8578c489fabce63aeb2c3>:
BGP, length: 19
13:08:28.309525 Out IP 172.16.2.2.nerv > 172.16.2.1.bgp: . ack 20 win 57181
<nop,Enhanced Auth keyid 0 diglen 12 digest: ef03f282fb2ece0039491df8>
13:08:32.439708 Out IP 172.16.2.2.1122 > 172.16.2.1.646: P 54:72(18) ack 55 win
58432 <nop,nop,timestamp 170560 1468472,nop,Enhanced Auth keyid 0 diglen 12
digest: 76e0cf926f348b726c631944>:
13:08:32.449795  In IP 172.16.2.1.646 > 172.16.2.2.1122: P 55:73(18) ack 72 win
57046 <nop,nop,timestamp 1469463 170560,nop,Enhanced Auth keyid 0 diglen 12
digest: dae3eec390d18a114431f4d8>:
13:08:32.549726 Out IP 172.16.2.2.1122 > 172.16.2.1.646: . ack 73 win 58414
<nop,nop,timestamp 170571 1469463,nop,Enhanced Auth keyid 0 diglen 12 digest:
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851df771aee2ea7a43a0c46c>
13:08:33.719880  In arp who-has 172.16.2.66 tell 172.16.2.69
^C
35 packets received by filter
0 packets dropped by kernel

Checking Authentication Errors

Purpose Check the number of packets dropped by TCP because of authentication errors.

Action From operational mode, enter the show system statistics tcp | match auth command.

user@R1> show system statistics tcp | match auth
        0 send packets dropped by TCP due to auth errors
        58 rcv packets dropped by TCP due to auth errors

Verifying the Operation of the Keychain

Purpose Check the number of packets dropped by TCP because of authentication errors.

Action From operational mode, enter the show security keychain detail command.

user@R1> show security keychain detail
keychain                 Active-ID       Next-ID       Transition  Tolerance
                       Send  Receive   Send  Receive 
 bgp-auth                3     3        1     1        1d 23:58    30    
  Id 3, Algorithm hmac-md5, State send-receive, Option basic
  Start-time Wed Aug 11 16:28:00 2010, Mode send-receive
  Id 1, Algorithm hmac-md5, State inactive, Option basic
  Start-time Fri Aug 20 11:30:57 2010, Mode send-receive  

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Examples: Configuring TCP and BGP Security

• Understanding Security Options for BGPwith TCP on page 2958

• Example: Configuring a Filter to Block TCPAccess to a Port Except fromSpecified BGP

Peers on page 2959

• Example: Configuring a Filter to Limit TCP Access to a Port Based On a Prefix

List on page 2964

• Example: Limiting TCP Segment Size for BGP on page 2967

Understanding Security Options for BGPwith TCP

Among routing protocols, BGP is unique in using TCPas its transport protocol. BGPpeers

areestablishedbymanual configurationbetween routingdevices tocreateaTCPsession

on port 179. A BGP-enabled device periodically sends keepalive messages to maintain

the connection.

Over time, BGP has become the dominant interdomain routing protocol on the Internet.

However, it has limited guarantees of stability and security. Configuring security options

for BGPmust balance suitable securitymeasureswith acceptable costs. No onemethod
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has emerged as superior to other methods. Each network administrator must configure

security measures that meet the needs of the network being used.

For detailed information about the security issues associated with BGP’s use of TCP as

a transport protocol, see RFC 4272, BGP Security Vulnerabilities Analysis.

Example:ConfiguringaFilter toBlockTCPAccess toaPortExcept fromSpecified
BGP Peers

This example shows how to configure a standard stateless firewall filter that blocks all

TCP connection attempts to port 179 from all requesters except from specified BGP

peers.

• Requirements on page 2959

• Overview on page 2959

• Configuration on page 2959

• Verification on page 2962

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

In this example, you create a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requesters except the specified BGP peers.

The stateless firewall filter filter_bgp179matches all packets from the directly connected

interfaces on Device A and Device B to the destination port number 179.

Figure 69 on page 2959 shows the topology used in this example. Device C attempts to

makeaTCPconnection toDeviceE.DeviceEblocks theconnectionattempt.Thisexample

shows the configuration on Device E.

Figure 69: Typical Network with BGP Peer Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.
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Device C set interfaces ge-1/2/0 unit 10 description to-E
set interfaces ge-1/2/0 unit 10 family inet address 10.10.10.10/30
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 17
set protocols bgp group external-peers neighbor 10.10.10.9
set routing-options autonomous-system 22

Device E set interfaces ge-1/2/0 unit 0 description to-A
set interfaces ge-1/2/0 unit 0 family inet address 10.10.10.1/30
set interfaces ge-1/2/1 unit 5 description to-B
set interfaces ge-1/2/1 unit 5 family inet address 10.10.10.5/30
set interfaces ge-1/0/0 unit 9 description to-C
set interfaces ge-1/0/0 unit 9 family inet address 10.10.10.9/30
set interfaces lo0 unit 2 family inet filter input filter_bgp179
set interfaces lo0 unit 2 family inet address 192.168.0.1/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 22
set protocols bgp group external-peers neighbor 10.10.10.2
set protocols bgp group external-peers neighbor 10.10.10.6
set protocols bgp group external-peers neighbor 10.10.10.10
set routing-options autonomous-system 17
set firewall family inet filter filter_bgp179 term 1 from source-address 10.10.10.2/32
set firewall family inet filter filter_bgp179 term 1 from source-address 10.10.10.6/32
set firewall family inet filter filter_bgp179 term 1 from destination-port bgp
set firewall family inet filter filter_bgp179 term 1 then accept
set firewall family inet filter filter_bgp179 term 2 then reject

Configuring Device E

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device E with a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requestors except specified BGP peers:

1. Configure the interfaces.

user@E# set interfaces ge-1/2/0 unit 0 description to-A
user@E# set interfaces ge-1/2/0 unit 0 family inet address 10.10.10.1/30

user@E# set interfaces ge-1/2/1 unit 5 description to-B
user@E# set interfaces ge-1/2/1 unit 5 family inet address 10.10.10.5/30

user@E# set interfaces ge-1/0/0 unit 9 description to-C
user@E# set interfaces ge-1/0/0 unit 9 family inet address 10.10.10.9/30

2. Configure BGP.

[edit protocols bgp group external-peers]
user@E# set type external
user@E# set peer-as 22
user@E# set neighbor 10.10.10.2
user@E# set neighbor 10.10.10.6
user@E# set neighbor 10.10.10.10
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3. Configure the autonomous system number.

[edit routing-options]
user@E# set autonomous-system 17

4. Define the filter term that accepts TCP connection attempts to port 179 from the
specified BGP peers.

[edit firewall family inet filter filter_bgp179]
user@E# set term 1 from source-address 10.10.10.2/32
user@E# set term 1 from source-address 10.10.10.6/32
user@E# set term 1 from destination-port bgp
user@E# set term 1 then accept

5. Define the other filter term to reject packets from other sources.

[edit firewall family inet filter filter_bgp179]
user@E# set term 2 then reject

6. Apply the firewall filter to the loopback interface.

[edit interfaces lo0 unit 2 family inet]
user@E# set filter input filter_bgp179
user@E# set address 192.168.0.1/32

Results From configurationmode, confirm your configuration by entering the show firewall, show

interfaces, show protocols, and show routing-options commands. If the output does not

display the intended configuration, repeat the instructions in this example to correct the

configuration.

user@E# show firewall
family inet {
filter filter_bgp179 {
term 1 {
from {
source-address {
10.10.10.2/32;
10.10.10.6/32;

}
destination-port bgp;

}
then accept;

}
term 2 {
then {
reject;

}
}

}
}

user@E# show interfaces
lo0 {
unit 2 {
family inet {
filter {
input filter_bgp179;

2961Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



}
address 192.168.0.1/32;

}
}

}
ge-1/2/0 {
unit 0 {
description to-A;
family inet {
address 10.10.10.1/30;

}
}

}
ge-1/2/1 {
unit 5 {
description to-B;
family inet {
address 10.10.10.5/30;

}
}

}
ge-1/0/0 {
unit 9 {
description to-C;
family inet {
address 10.10.10.9/30;

}
}

}

user@E# show protocols
bgp {
group external-peers {
type external;
peer-as 22;
neighbor 10.10.10.2;
neighbor 10.10.10.6;
neighbor 10.10.10.10;

}
}

user@E# show routing-options
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That the Filter Is Configured on page 2963

• Verifying the TCP Connections on page 2963

• Monitoring Traffic on the Interfaces on page 2963
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Verifying That the Filter Is Configured

Purpose Make sure that the filter is listed in output of the show firewall filter command.

Action user@E> show firewall filter filter_bgp179
Filter: filter_bgp179

Verifying the TCP Connections

Purpose Verify the TCP connections.

Action Fromoperationalmode, run the showsystemconnectionsextensivecommandonDeviceC

and Device E.

The output on Device C shows the attempt to establish a TCP connection. The output

on Device E shows that connections are established with Device A and Device B only.

user@C> show system connections extensive | match 10.10.10

tcp4       0      0  10.10.10.9.51872     10.10.10.10.179       SYN_SENT

user@E> show system connections extensive | match 10.10.10

tcp4       0      0  10.10.10.5.179        10.10.10.6.62096     ESTABLISHED
tcp4       0      0  10.10.10.6.62096      10.10.10.5.179       ESTABLISHED
tcp4       0      0  10.10.10.1.179        10.10.10.2.61506     ESTABLISHED
tcp4       0      0  10.10.10.2.61506      10.10.10.1.179       ESTABLISHED

Monitoring Traffic on the Interfaces

Purpose Use themonitor traffic command to compare the traffic on an interface that establishes

aTCPconnectionwith the trafficonan interface thatdoesnotestablishaTCPconnection.

Action From operational mode, run themonitor traffic command on the Device E interface to

Device B and on the Device E interface to Device C. The following sample output verifies

that in the first example, acknowledgment (ack) messages are received. In the second

example, ackmessages are not received.

user@E> monitor traffic size 1500 interface ge-1/2/1.5
19:02:49.700912 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: P 
3330573561:3330573580(19) ack 915601686 win 16384 <nop,nop,timestamp 1869518816 
1869504850>: BGP, length: 19
19:02:49.801244  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: . ack 19 win 16384 
<nop,nop,timestamp 1869518916 1869518816>
19:03:03.323018  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: P 1:20(19) ack 19 win 
16384 <nop,nop,timestamp 1869532439 1869518816>: BGP, length: 19
19:03:03.422418 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: . ack 20 win 16384 
<nop,nop,timestamp 1869532539 1869532439>
19:03:17.220162 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: P 19:38(19) ack 20 win
 16384 <nop,nop,timestamp 1869546338 1869532439>: BGP, length: 19
19:03:17.320501  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: . ack 38 win 16384 
<nop,nop,timestamp 1869546438 1869546338>

user@E> monitor traffic size 1500 interface ge-1/0/0.9

18:54:20.175471 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
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 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869009240 0,sackOK,eol>
18:54:23.174422 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869012240 0,sackOK,eol>
18:54:26.374118 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869015440 0,sackOK,eol>
18:54:29.573799 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>
18:54:32.773493 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>
18:54:35.973185 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>

Example: Configuring a Filter to Limit TCPAccess to a Port BasedOn aPrefix List

This example showshowtoconfigurea standard stateless firewall filter that limits certain

TCPand InternetControlMessageProtocol (ICMP) traffic destined for theRoutingEngine

by specifying a list of prefix sources that contain allowed BGP peers.

• Requirements on page 2964

• Overview on page 2964

• Configuration on page 2964

• Verification on page 2966

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requesters except BGP peers that have a specified prefix.

A source prefix list, plist_bgp179, is created that specifies the list of source prefixes that

contain allowed BGP peers.

The stateless firewall filter filter_bgp179matches all packets from the source prefix list

plist_bgp179 to the destination port number 179.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

• Configure the Filter on page 2965

• Results on page 2965

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy
level.

set policy-options prefix-list plist_bgp179 apply-path "protocols bgp group<*>neighbor
<*>"

set firewall family inet filter filter_bgp179 term 1 from source-address 0.0.0.0/0
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set firewall family inet filter filter_bgp179term1 fromsource-prefix-listplist_bgp179except
set firewall family inet filter filter_bgp179 term 1 from destination-port bgp
set firewall family inet filter filter_bgp179 term 1 then reject
set firewall family inet filter filter_bgp179 term 2 then accept
set interfaces lo0 unit 0 family inet filter input filter_bgp179
set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Configure the Filter

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the filter:

1. Expand theprefix listbgp179 to includeall prefixespointed toby theBGPpeer group
defined by protocols bgp group <*> neighbor <*>.

[edit policy-options prefix-list plist_bgp179]
user@host# set apply-path "protocols bgp group <*> neighbor <*>"

2. Define the filter term that rejects TCP connection attempts to port 179 from all
requesters except the specified BGP peers.

[edit firewall family inet filter filter_bgp179]
user@host# set term term1 from source-address 0.0.0.0/0
user@host# set term term1 from source-prefix-list bgp179 except
user@host# set term term1 from destination-port bgp
user@host# set term term1 then reject

3. Define the other filter term to accept all packets.

[edit firewall family inet filter filter_bgp179]
user@host# set term term2 then accept

4. Apply the firewall filter to the loopback interface.

[edit interfaces lo0 unit 0 family inet]
user@host# set filter input filter_bgp179
user@host# set address 127.0.0.1/32

Results

From configurationmode, confirm your configuration by entering the show firewall, show

interfaces, and showpolicy-optionscommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show firewall
family inet {
filter filter_bgp179 {
term 1 {
from {
source-address {
0.0.0.0/0;

}
source-prefix-list {
plist_bgp179 except;
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}
destination-port bgp;

}
then {
reject;

}
}
term 2 {
then {
accept;

}
}

}
}

user@host# show interfaces
lo0 {
unit 0 {
family inet {
filter {
input filter_bgp179;

}
address 127.0.0.1/32;

}
}

}

user@host# show policy-options
prefix-list plist_bgp179 {
apply-path "protocols bgp group <*> neighbor <*>";

}

If you are done configuring the device, enter commit from configuration mode.

Repeat the procedure, where appropriate, for every BGP-enabled device in the network,

using the appropriate interface names and addresses for each BGP-enabled device.

Verification

Confirm that the configuration is working properly.

Displaying the Firewall Filter Applied to the Loopback Interface

Purpose Verify that the firewall filter filter_bgp179 is applied to the IPv4 input traffic at logical

interface lo0.0.

Action Use the show interfaces statistics operationalmode command for logical interface lo0.0,

and include the detail option. Under the Protocol inet section of the command output
section, the Input Filters field displays the name of the stateless firewall filter applied
to the logical interface in the input direction:

[edit]
user@host> show interfaces statistics lo0.0 detail
  Logical interface lo0.0 (Index 321) (SNMP ifIndex 16) (Generation 130)
    Flags: SNMP-Traps Encapsulation: Unspecified
    Traffic statistics:
     Input  bytes  :                    0
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     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: Unlimited, Generation: 145, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter_bgp179
      Addresses, Flags: Primary
        Destination: Unspecified, Local: 127.0.0.1, Broadcast: Unspecified, 
Generation: 138

Example: Limiting TCP Segment Size for BGP

Thisexampleshowshowtoavoid InternetControlMessageProtocol (ICMP)vulnerability

issues by limiting TCP segment size when you are using maximum transmission unit

(MTU) discovery. Using MTU discovery on TCP paths is onemethod of avoiding BGP

packet fragmentation.

• Requirements on page 2967

• Overview on page 2967

• Configuration on page 2968

• Verification on page 2970

• Troubleshooting on page 2970

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

TCP negotiates a maximum segment size (MSS) value during session connection

establishment between two peers. The MSS value negotiated is primarily based on the

maximum transmission unit (MTU) of the interfaces to which the communicating peers

are directly connected. However, due to variations in link MTU on the path taken by the

TCP packets, some packets in the network that are well within the MSS value might be

fragmented when the packet size exceeds the link's MTU.

To configure the TCPMSS value, include the tcp-mss statement with a segment size

from 1 through 4096.

If the router receives a TCPpacketwith the SYNbit and theMSSoption set, and theMSS

option specified in the packet is larger than the MSS value specified by the tcp-mss

statement, the router replaces theMSSvalue in thepacketwith the lower value specified

by the tcp-mss statement.
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The configured MSS value is used as the maximum segment size for the sender. The

assumption is that the TCPMSS value used by the sender to communicatewith the BGP

neighbor is the same as the TCPMSS value that the sender can accept from the BGP

neighbor. If the MSS value from the BGP neighbor is less than theMSS value configured,

the MSS value from the BGP neighbor is used as the maximum segment size for the

sender.

This feature is supported with TCP over IPv4 and TCP over IPv6.

Topology Diagram

Figure 70 on page 2968 shows the topology used in this example.

Figure 70: TCPMaximumSegment Size for BGP
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

R0 set interfaces fe-1/2/0 unit 1 family inet address 1.1.0.1/30
set interfaces lo0 unit 1 family inet address 10.255.14.179/32
set protocols bgp group-int tcp-mss 2020
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.14.179
set protocols bgp group int mtu-discovery
set protocols bgp group int neighbor 10.255.71.24 tcp-mss 2000
set protocols bgp group int neighbor 10.255.14.177
set protocols bgp group int neighbor 10.0.14.4 tcp-mss 4000
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface 10.255.14.179
set routing-options autonomous-system 65000

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Router R0:

1. Configure the interfaces.

[edit interfaces]
user@R0# set fe-1/2/0 unit 1 family inet address 1.1.0.1/30
user@R0# set lo0 unit 1 family inet address 10.255.14.179/32

2. Configure an interior gateway protocol (IGP), OSPF in this example.

[edit protocols ospf area 0.0.0.0]
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user@R0# set interface fe-1/2/0.1
user@R0# set interface 10.255.14.179

3. Configure one or more BGP groups.

[edit protocols bgp group int]
user@R0# set type internal
user@R0# set local-address 10.255.14.179

4. Configure MTU discovery to prevent packet fragmentation.

[edit protocols bgp group int]
user@R0# setmtu-discovery

5. Configure the BGP neighbors, with the TCPMSS set globally for the group or

specifically for the various neighbors.

[edit protocols bgo group int]
user@R0# set tcp-mss 2020
user@R0# set neighbor 10.255.14.177
user@R0# set neighbor 10.255.71.24 tcp-mss 2000
user@R0# set neighbor 10.0.14.4 tcp-mss 4000

NOTE: The TCPMSS neighbor setting overrides the group setting.

6. Configure the local autonomous system.

[edit routing-options]
user@R0# set autonomous-system 65000

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@R0# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 1.1.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 10.255.14.179/32;

}
}

}

user@R0# show protocols
bgp {
group int {
type internal;
local-address 10.255.14.179;
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mtu-discovery;
tcp-mss 2020;
neighbor 10.255.71.24 {
tcp-mss 2000;

}
neighbor 10.255.14.177;
neighbor 10.0.14.4 {
tcp-mss 4000;

}
}

}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.1;
interface 10.255.14.179;

}
}

user@R0# show routing-options
autonomous-system 65000;

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, run the following commands:

• show system connections extensive | find <neighbor-address>, to check the negotiated

TCPMSS value.

• monitor traffic interface, to monitor BGP traffic and to make sure that the configured

TCPMSS value is used as the MSS option in the TCP SYN packet.

Troubleshooting

• MSS Calculation with MTU Discovery on page 2970

MSS Calculation with MTU Discovery

Problem Consider an example in which two routing devices (R1 and R2) have an internal BGP

(IBGP) connection. On both of the routers, the connected interfaces have 4034 as the

IPv4 MTU.

user@R1# show protocols bgp | display set
[edit]
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 45.45.45.2
set protocols bgp group ibgp mtu-discovery
set protocols bgp group ibgp neighbor 45.45.45.1

user@R1# run show interfaces xe-0/0/3 extensive | matchmtu

  Link-level type: Ethernet, MTU: 4048, LAN-PHY mode, Speed: 10Gbps,
    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
    Protocol inet, MTU: 4034, Generation: 180, Route table: 0
    Protocol multiservice, MTU: Unlimited, Generation: 181, Route table: 0
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In the following packet capture on Device R1, the negotiated MSS is 3994. In the show

system connections extensive information for MSS, it is set to 2048.

05:50:01.575218 Out 
        Juniper PCAP Flags [Ext], PCAP Extension(s) total length 16
          Device Media Type Extension TLV #3, length 1, value: Ethernet (1)
          Logical Interface Encapsulation Extension TLV #6, length 1, value: 
Ethernet (14)
          Device Interface Index Extension TLV #1, length 2, value: 137
          Logical Interface Index Extension TLV #4, length 4, value: 69
        -----original packet-----
        00:21:59:e1:e8:03 > 00:19:e2:20:79:01, ethertype IPv4 (0x0800), length 
78: (tos 0xc0, ttl 64, id 53193, offset 0, flags [DF], proto: TCP (6), length: 
64) 45.45.45.2.62840 > 45.45.45.1.bgp: S 2939345813:2939345813(0) win 16384 **mss
3994,nop,wscale 0,nop,nop,timestamp 70559970 0,sackOK,eol>
05:50:01.575875 In 
        Juniper PCAP Flags [Ext, no-L2, In], PCAP Extension(s) total length 16
          Device Media Type Extension TLV #3, length 1, value: Ethernet (1)
          Logical Interface Encapsulation Extension TLV #6, length 1, value: 
Ethernet (14)          
          Device Interface Index Extension TLV #1, length 2, value: 137
          Logical Interface Index Extension TLV #4, length 4, value: 69
        -----original packet-----
  PFE proto 2 (ipv4): (tos 0xc0, ttl 255, id 37709, offset 0, flags [DF], proto:
 TCP (6), length: 64) 45.45.45.1.bgp > 45.45.45.2.62840: S 2634967984:2634967984(0)
 ack 2939345814 win 16384 **mss 3994,nop,wscale 0,nop,nop,timestamp 174167273 
70559970,sackOK,eol>

user@R1# run show system connections extensive | find 45.45

tcp4       0      0  45.45.45.2.62840                              45.45.45.1.179
                                ESTABLISHED
   sndsbcc:          0 sndsbmbcnt:          0  sndsbmbmax:     131072
sndsblowat:       2048 sndsbhiwat:      16384
   rcvsbcc:          0 rcvsbmbcnt:          0  rcvsbmbmax:     131072
rcvsblowat:          1 rcvsbhiwat:      16384
   proc id:      19725  proc name:        rpd
       iss: 2939345813      sndup: 2939345972
    snduna: 2939345991     sndnxt: 2939345991      sndwnd:      16384
    sndmax: 2939345991    sndcwnd:      10240 sndssthresh: 1073725440
       irs: 2634967984      rcvup: 2634968162
    rcvnxt: 2634968162     rcvadv: 2634984546      rcvwnd:      16384
       rtt:          0       srtt:       1538        rttv:       1040
    rxtcur:       1200   rxtshift:          0       rtseq: 2939345972
    rttmin:       1000  mss:        2048

Solution This is expected behavior with JunosOS. TheMSS value is equal to theMTU valueminus

the IP or IPv6 and TCP headers. This means that the MSS value is generally 40 bytes

less than the MTU (for IPv4) and 60 bytes less than the MTU (for IPv6). This value is

negotiated between the peers. In this example, it is 4034 - 40 = 3994. Junos OS then

rounds this value to amultiple of 2 KB. The value is 3994 / 2048 * 2048=2048. So it is

not necessary to see sameMSS value with in the show system connections output.

3994 / 2048 = 1.95

1.95 is rounded to 1.

1 * 2048 = 2048

2971Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

BGP Flap Configuration

• Example: Preventing BGP Session Resets on page 2972

• Examples: Configuring BGP Flap Damping on page 2979

Example: Preventing BGP Session Resets

• Understanding BGP Session Resets on page 2972

• Example:PreventingBGPSessionFlapsWhenVPNFamiliesAreConfiguredonpage2972

Understanding BGP Session Resets

Certain configuration actions and events cause BGP sessions to be reset (dropped and

then reestablished).

If you configure both route reflection andVPNs on the same routing device, the following

modifications to the route reflection configuration cause current BGP sessions to be

reset:

• Addingacluster ID—IfaBGPsessionshares thesameautonomoussystem(AS)number

with the group where you add the cluster ID, all BGP sessions are reset regardless of

whether the BGP sessions are contained in the same group.

• Creating a new route reflector—If you have an internal BGP (IBGP) group with an AS

number and create a new route reflector group with the same AS number, all BGP

sessions in the IBGP group and the new route reflector group are reset.

• Changing configuration statements that affect BGP peers, such as renaming a BGP

group, resets the BGP sessions.

• If you change the address family specified in the [edit protocols bgp family] hierarchy

level, all currentBGPsessionson the routingdevicearedroppedand then reestablished.

Example: Preventing BGP Session FlapsWhen VPN Families Are Configured

This example shows a workaround for a known issue in which BGP sessions sometimes

go down and then come back up (in other words, flap) when virtual private network

(VPN) families are configured. If any VPN family (for example, inet-vpn, inet6-vpn,

inet-mpvn, inet-mdt, inet6-mpvn, l2vpn, iso-vpn, and soon) is configuredonaBGPmaster

instance, a flap of either a route reflector (RR) internal BGP (IBGP) session or an external

BGP (EBGP) session causes flaps of other BGP sessions configured with the same VPN

family.

• Requirements on page 2973

• Overview on page 2974

• Configuration on page 2975

• Verification on page 2978
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Requirements

Before you begin:

• Configure router interfaces.

• Configure an interior gateway protocol (IGP).

• Configure BGP.

• Configure VPNs.
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Overview

When a router or switch is configured as either a route reflector (RR) or an AS boundary

router (an external BGP peer) and a VPN family (for example, the family inet-vpn unicast

statement) is configured, a flapof either theRR IBGPsessionor theEBGPsession causes

flaps of all other BGP sessions that are configured with the family inet-vpn unicast

statement. This example shows how to prevent these unnecessary session flaps.

The reason for the flapping behavior is related to BGP operation in Junos OSwhen

originating VPN routes.

BGP has the following twomodes of operation with respect to originating VPN routes:

• If BGP does not need to propagate VPN routes because the session has no EBGP peer

and no RR clients, BGP exports VPN routes directly from the instance.inet.0 routing

table to other PE routers. This behavior is efficient in that it avoids the creation of two

copies of many routes (one in the instance.inet.0 table and one in the bgp.l3vpn.0

table).

• If BGP does need to propagate VPN routes because the session has an EBGP peer or

RR clients, BGP first exports the VPN routes from the instance.inet.0 table to the

bgp.l3vpn.0 table. Then BGP exports the routes to other PE routers. In this scenario,

two copies of the route are needed to enable best-route selection. A PE router might

receive the sameVPN route fromaCE device and also fromanRR client or EBGPpeer.

When, because of a configuration change, BGP transitions from needing two copies of

a route to not needing two copies of a route (or the reverse), all sessions over which VPN

routes are exchanged go down and then come back up. Although this example focuses

on the family inet-vpn unicast statement, the concept applies to all VPN network layer

reachability information (NLRI) families. This issue impacts logical systems as well. All

BGP sessions in the master instance related to the VPN NLRI family are brought down

to implement the table advertisement change for the VPN NLRI family. Changing an RR

to a non-RR or the reverse (by adding or removing the cluster statement) causes the

table advertisement change. Also, configuring the first EBGP session or removing the

EBGPsession from the configuration in themaster instance for aVPNNLRI family causes

the table advertisement change.

The way to prevent these unnecessary session flaps is to configure an extra RR client or

EBGP session as a passive session with a neighbor address that does not exist. This

example focuses on the EBGP case, but the same workaround works for the RR case.

When a session is passive, the routing device does not send Open requests to a peer.

Once you configure the routing device to be passive, the routing device does not originate

the TCP connection. However, when the routing device receives a connection from the

peer and an Openmessage, it replies with another BGP Openmessage. Each routing

device declares its own capabilities.

Figure71onpage2975showsthetopology for theEBGPcase.RouterR1hasan IBGPsession

withRouters R2 andR3andanEBGPsessionwithRouter R4. All sessions have the family

inet-vpn unicast statement configured. If the R1-R4 EBGP session flaps, the R1-R2 and

R1-R3 BGP sessions flap also.
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Figure 71: Topology for the EBGP Case
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Figure 72 on page 2975 shows the topology for the RR case. Router R1 is the RR, and

Router R3 is the client. Router R1 has IBGP sessions with Routers R2 and R3. All sessions

have the family inet-vpn unicast statement configured. If the R1-R3 session flaps, the

R1-R2 and R1-R4 sessions flap also.

Figure 72: Topology for the RR Case
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocols bgp family inet-vpn unicast
set protocols bgp family l2vpn signaling
set protocols bgp group R1-R4 type external
set protocols bgp group R1-R4 local-address 4.4.4.2
set protocols bgp group R1-R4 neighbor 4.4.4.1 peer-as 200
set protocols bgp group R1-R2-R3 type internal
set protocols bgp group R1-R2-R3 log-updown
set protocols bgp group R1-R2-R3 local-address 15.15.15.15
set protocols bgp group R1-R2-R3 neighbor 12.12.12.12
set protocols bgp group R1-R2-R3 neighbor 13.13.13.13
set protocols bgp group Fake type external
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set protocols bgp group Fake passive
set protocols bgp group Fake neighbor 100.100.100.100 peer-as 500

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the EBGP scenario:

1. Configure one or more VPN families.

[edit protocols bgp]
user@R1# set family inet-vpn unicast
user@R1# set family l2vpn signaling

2. Configure the EBGP session.

[edit protocols bgp]
user@R1# set group R1-R4 type external
user@R1# set group R1-R4 local-address 4.4.4.2
user@R1# set group R1-R4 neighbor 4.4.4.1 peer-as 200

3. Configure the IBGP sessions.

[edit protocols bgp]
user@R1# set group R1-R2-R3 type internal
user@R1# set group R1-R2-R3 local-address 15.15.15.15
user@R1# set group R1-R2-R3 neighbor 12.12.12.12
user@R1# set group R1-R2-R3 neighbor 13.13.13.13

4. (Optional) Configure BGP so that it generates a syslogmessage whenever a BGP

peer makes a state transition.

[edit protocols bgp]
user@R1# set group R1-R2-R3 log-updown

Enabling the log-updown statement causes BGP state transitions to be logged at

warning level.

Step-by-Step
Procedure

To verify that unnecessary session flaps are occurring:

Run the show bgp summary command to verify that the sessions have been

established.

1.

user@R1> show bgp summary
Groups: 2 Peers: 3 Down peers: 0
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
inet.0      0         0         0          0       0          0
Peer        AS  InPkt OutPkt OutQ Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
4.4.4.1     200 6     5      0    0     1:08 Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0
12.12.12.12 100 3     7      0    0     1:18 Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0
13.13.13.13 100 3     6      0    0     1:14 Establ
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bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0

2. Deactivate the EBGP session.

user@R1# deactivate group R1-R4
user@R1# commit

Mar 10 18:27:40 R1: rpd[1464]: bgp_peer_delete:6589: NOTIFICATION sent to 
4.4.4.1 (External AS 200): code 6 (Cease) subcode 3 (Peer Unconfigured), 
Reason: Peer Deletion
Mar 10 18:27:40 R1: rpd[1464]: bgp_adv_main_update:7253: NOTIFICATION sent 
to 12.12.12.12 (Internal AS 100): code 6 (Cease) subcode 6 (Other 
Configuration Change), Reason: Configuration change - VPN table advertise
Mar 10 18:27:40 R1: rpd[1464]: bgp_adv_main_update:7253: NOTIFICATION sent 
to 13.13.13.13 (Internal AS 100): code 6 (Cease) subcode 6 (Other 
Configuration Change), Reason: Configuration change - VPN table advertise

3. Run the show bgp summary command to view the session flaps.

user@R1> show bgp summary
Groups: 1 Peers: 2 Down peers: 2
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
inet.0      0         0         0          0       0          0
Peer        AS   InPkt  OutPkt OutQ Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
12.12.12.12 100  4      9      0    1     19   Active
13.13.13.13 100  4      8      0    1     19   Active

user@R1> show bgp summary
Groups: 1 Peers: 2 Down peers: 0
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
inet.0      0         0         0          0       0          0
Peer        AS  InPkt OutPkt OutQ Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
12.12.12.12 100 2     3      0    1     0    Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0
13.13.13.13 100 2     3      0    1     0    Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To prevent unnecessary BGP session flaps:

1. Add a passive EBGP sessionwith a neighbor address that does not exist in the peer

autonomous system (AS).

[edit protocols bgp]
user@R1# set group Fake type external
user@R1# set group Fake passive
user@R1# set neighbor 100.100.100.100 peer-as 500
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2. Run the show bgp summary command to verify that the real sessions have been

established and the passive session is idle.

user@R1> show bgp summary
Groups: 3 Peers: 4 Down peers: 1
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
Peer            AS  InPkt OutPkt OutQ Flaps Last Up/Dwn   
State|#Active/Received/Accepted/Damped...
4.4.4.1         200 9500  9439   0    0     2d   23:14:23 Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0
12.12.12.12     100 10309 10239  0    0     3d    5:17:49 Establ
bgp.l3vpn.0: 0/0/0/0
13.13.13.13     100 10306 10241  0    0     3d    5:18:25 Establ
bgp.l3vpn.0: 0/0/0/0
100.100.100.100 500 0     0      0    0     2d   23:38:52 Idle

Verification

Confirm that the configuration is working properly.

• Bringing Down the EBGP Session on page 2978

• Verifying That the IBGP Sessions Remain Up on page 2978

Bringing Down the EBGP Session

Purpose Try to cause the flap issue after the workaround is configured.

Action user@R1# deactivate group R1-R4
user@R1# commit

Verifying That the IBGP Sessions Remain Up

Purpose Make sure that the IBGP sessions do not flap after the EBGP session is deactivated.
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Action user@R1> show bgp summary
Groups: 2 Peers: 3 Down peers: 1
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
Peer            AS  InPkt OutPkt OutQ Flaps Last Up/Dwn    
State|#Active/Received/Accepted/Damped...
12.12.12.12     100 10312 10242  0    0     3d    5:19:01  Establ
bgp.l3vpn.0: 0/0/0/0
13.13.13.13     100 10309 10244  0    0     3d    5:19:37  Establ
bgp.l3vpn.0: 0/0/0/0
100.100.100.100 500 0     0      0    0     2d   23:40:04  Idle 

user@R1> show bgp summary
Groups: 3 Peers: 4 Down peers: 1
Table       Tot Paths Act Paths Suppressed History Damp State Pending
bgp.l3vpn.0 0         0         0          0       0          0
bgp.l2vpn.0 0         0         0          0       0          0
Peer            AS  InPkt OutPkt OutQ Flaps Last Up/Dwn    
State|#Active/Received/Accepted/Damped...
4.4.4.1         200 5     4      0    0     28             Establ
bgp.l3vpn.0: 0/0/0/0
bgp.l2vpn.0: 0/0/0/0
12.12.12.12     100 10314 10244  0    0     3d    5:19:55  Establ
bgp.l3vpn.0: 0/0/0/0 
13.13.13.13     100 10311 10246  0    0     3d    5:20:31  Establ
bgp.l3vpn.0: 0/0/0/0
100.100.100.100 500 0     0      0    0     2d   23:40:58  Idle

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Examples: Configuring BGP Flap Damping

• Understanding Damping Parameters on page 2979

• Example: Configuring Damping Parameters on page 2980

• Example: Configuring BGP Route Flap Damping Based on the MBGPMVPN Address

Family on page 2989

Understanding Damping Parameters

BGP route flapping describes the situation in which BGP systems send an excessive

number of update messages to advertise network reachability information. BGP flap

damping is a method of reducing the number of update messages sent between BGP

peers, thereby reducing the load on these peers, without adversely affecting the route

convergence time for stable routes.

Flap damping reduces the number of update messages by marking routes as ineligible

for selection as the active or preferable route. Marking routes in this way leads to some

delay, or suppression, in the propagation of route information, but the result is increased

network stability. You typically apply flapdamping toexternalBGP(EBGP) routes (routes

in different ASs). You can also apply flap damping within a confederation, between

confederation member ASs. Because routing consistency within an AS is important, do
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not apply flap damping to internal BGP (IBGP) routes. (If you do, it is ignored.) The

exception to this rule is when flap damping is applied at the address family level, which

is supported in Junos OS Release 12.2 and later. When you apply flap damping at the

address family level, it works for both IBGP and EBGP.

By default, route flap damping is not enabled. Damping is applied to external peers and

to peers at confederation boundaries.

When you enable damping, default parameters are applied, as summarized in

Table 228 on page 2980.

Table 228: Damping Parameters

Possible ValuesDefault ValueDescriptionDampingParameter

1 through 4515 (minutes)Decay half-life—Number of minutes after which an
arbitrary value is halved if a route stays stable.

half-lifeminutes

1 through 72060 (minutes)Maximum hold-down time for a route, in minutes.max-suppressminutes

1 through 20,000750Reuse threshold—Arbitrary value belowwhich a
suppressed route can be used again.

reuse

1 through 20,0003000Cutoff (suppression) threshold—Arbitrary valueabove
which a route can no longer be used or included in
advertisements.

suppress

To change the default BGP flap damping values, you define actions by creating a named

set of damping parameters and including it in a routing policy with the damping action.

For the damping routing policy to work, you also must enable BGP route flap damping.

Example: Configuring Damping Parameters

This example shows how to configure damping parameters.

• Requirements on page 2980

• Overview on page 2980

• Configuration on page 2981

• Verification on page 2985

Requirements

Before you begin, configure router interfaces and configure routing protocols.

Overview

This example has three routing devices. DeviceR2 has external BGP (EBGP) connections

with Device R1 and Device R3.

Device R1 and Device R3 have some static routes configured for testing purposes, and

these static routes are advertised through BGP to Device R2.

DeviceR2damps routes received fromDeviceR1andDeviceR3according to thesecriteria:
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• Damp all prefixes with amask length equal to or greater than 17 more aggressively

than routes with amask length between 9 and 16.

• Damp routes with amask length between 0 and 8, inclusive, less than routes with a

mask length greater than 8.

• Do not damp the 10.128.0.0/9 prefix at all.

The routing policy is evaluated when routes are being exported from the routing table

into the forwarding table. Only the active routes are exported from the routing table.

Figure 73 on page 2981 shows the sample network.

Figure 73: BGP Flap Damping Topology

“CLI Quick Configuration” on page 2981 shows the configuration for all of the devices in

Figure 73 on page 2981.

The section “Step-by-Step Procedure” on page 2982 describes the steps on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces lo0 unit 0 family inet address 192.168.0.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct-and-static
set protocols bgp group ext peer-as 200
set protocols bgp group ext neighbor 10.0.0.2
set policy-options policy-statement send-direct-and-static term 1 from protocol direct
set policy-options policy-statement send-direct-and-static term 1 from protocol static
set policy-options policy-statement send-direct-and-static term 1 then accept
set routing-options static route 172.16.0.0/16 reject
set routing-options static route 172.16.128.0/17 reject
set routing-options static route 172.16.192.0/20 reject
set routing-options static route 10.0.0.0/9 reject
set routing-options static route 224.0.0.0/7 reject
set routing-options static route 10.224.0.0/11 reject
set routing-options static route 0.0.0.0/0 reject
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.1/30
set interfaces lo0 unit 0 family inet address 192.168.0.2/32
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set protocols bgp damping
set protocols bgp group ext type external
set protocols bgp group ext import damp
set protocols bgp group ext export send-direct
set protocols bgp group ext neighbor 10.0.0.1 peer-as 100
set protocols bgp group ext neighbor 10.1.0.2 peer-as 300
set policy-options policy-statement damp term 1 from route-filter 10.128.0.0/9 exact
damping dry

set policy-options policy-statement damp term 1 from route-filter 0.0.0.0/0
prefix-length-range /0-/8 damping timid

set policy-options policy-statement damp term 1 from route-filter 0.0.0.0/0
prefix-length-range /17-/32 damping aggressive

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options damping aggressive half-life 30
set policy-options damping aggressive suppress 2500
set policy-options damping timid half-life 5
set policy-options damping dry disable
set routing-options autonomous-system 200

Device R3 set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.2/30
set interfaces lo0 unit 0 family inet address 192.168.0.3/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct-and-static
set protocols bgp group ext peer-as 200
set protocols bgp group ext neighbor 10.1.0.1
set policy-options policy-statement send-direct-and-static term 1 from protocol direct
set policy-options policy-statement send-direct-and-static term 1 from protocol static
set policy-options policy-statement send-direct-and-static term 1 then accept
set routing-options static route 10.128.0.0/9 reject
set routing-options autonomous-system 300

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure damping parameters:

1. Configure the interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit 0 family inet address 10.1.0.1/30

user@R2# set lo0 unit 0 family inet address 192.168.0.2/32

2. Configure the BGP neighbors.

[edit protocols bgp group ext]
user@R2# set type external
user@R2# set neighbor 10.0.0.1 peer-as 100
user@R2# set neighbor 10.1.0.2 peer-as 300
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3. Create and configure the damping parameter groups.

[edit policy-options]
user@R2# set damping aggressive half-life 30
user@R2# set damping aggressive suppress 2500
user@R2# set damping timid half-life 5
user@R2# set damping dry disable

4. Configure the damping policy.

[edit policy-options policy-statement damp term 1]
user@R2# set from route-filter 10.128.0.0/9 exact damping dry
user@R2# set from route-filter 0.0.0.0/0 prefix-length-range /0-/8 damping timid
user@R2# set from route-filter 0.0.0.0/0 prefix-length-range /17-/32 damping
aggressive

5. Enable damping for BGP.

[edit protocols bgp]
user@R2# set damping

6. Apply the policy as an import policy for the BGP neighbor.

[edit protocols bgp group ext]
user@R2# set import damp

NOTE: You can refer to the same routing policy one or more times in
the same or different import statements.

7. Configure an export policy.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

8. Apply the export policy.

[edit protocols bgp group ext]
user@R2# set export send-direct

9. Configure the autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 200

Results Fromconfigurationmode, confirmyour configurationby issuing the showinterfaces, show

protocols, show policy-options, and show routing-options commands. If the output does

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 0 {
family inet {
address 10.0.0.2/30;

}
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}
}
fe-1/2/1 {
unit 0 {
family inet {
address 10.1.0.1/30;

}
}

}
lo0 {
unit 0 {
family inet {
address 192.168.0.2/32;

}
}

}

user@R2# show protocols
bgp {
damping;
group ext {
type external;
import damp;
export send-direct;
neighbor 10.0.0.1 {
peer-as 100;

}
neighbor 10.1.0.2 {
peer-as 300;

}
}

}

user@R2# show policy-options
policy-statement damp {
term 1 {
from {
route-filter 10.128.0.0/9 exact damping dry;
route-filter 0.0.0.0/0 prefix-length-range /0-/8 damping timid;
route-filter 0.0.0.0/0 prefix-length-range /17-/32 damping aggressive;

}
}

}
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
}
damping aggressive {
half-life 30;
suppress 2500;

}
damping timid {
half-life 5;

}
damping dry {
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disable;
}

user@R2# show routing-options
autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Causing Some Routes to Flap on page 2985

• Checking the Route Flaps on page 2985

• Verifying Route Flap Damping on page 2986

• Displaying the Details of a Damped Route on page 2987

• Verifying That Default Damping Parameters Are in Effect on page 2987

• Filtering the Damping Information on page 2988

Causing Some Routes to Flap

Purpose To verify your route flap damping policy, some routes must flap. Having a live Internet

feed almost guarantees that a certain number of route flaps will be present. If you have

control over a remote systemthat is advertising the routes, youcanmodify theadvertising

router's policy to effect the advertisement and withdrawal of all routes or of a given

prefix. In a test environment, you can cause routes to flap by clearing the BGP neighbors

or by restarting the routing process on the BGP neighbors, as shown here.

Action From operational mode on Device R1 and Device R3, enter the restart routing command.

CAUTION: Use this command cautiously in a production network.

user@R1> restart routing

R1 started, pid 10474

user@R3> restart routing

R3 started, pid 10478

Meaning On Device R2, all of the routes from the neighbors are withdrawn and re-advertised.

Checking the Route Flaps

Purpose View the number of neighbor flaps.

Action From operational mode, enter the show bgp summary command.

user@R2> show bgp summary
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Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0               
                      12          1         11          0         11          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
10.0.0.1                100         10         10       0       4        2:50 
0/9/0/9              0/0/0/0
10.1.0.2                300         10         10       0       4        2:53 
1/3/1/2              0/0/0/0

Meaning Thisoutputwascapturedafter the routingprocesswas restartedonDeviceR2’sneighbors

four times.

Verifying Route Flap Damping

Purpose Verify that routes are being hidden due to damping.

Action From operational mode, enter the show route damping suppressed command.

user@R2> show route damping suppressed

inet.0: 15 destinations, 17 routes (6 active, 0 holddown, 11 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0           [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
10.0.0.0/9          [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
10.0.0.0/30         [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
10.1.0.0/30         [BGP ] 00:00:15, localpref 100
                      AS path: 300 I, validation-state: unverified
                    > to 10.1.0.2 via fe-1/2/1.0
10.224.0.0/11       [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
172.16.0.0/16       [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
172.16.128.0/17     [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
172.16.192.0/20     [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
192.168.0.1/32      [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0
192.168.0.3/32      [BGP ] 00:00:15, localpref 100
                      AS path: 300 I, validation-state: unverified
                    > to 10.1.0.2 via fe-1/2/1.0
224.0.0.0/7         [BGP ] 00:00:12, localpref 100
                      AS path: 100 I, validation-state: unverified
                    > to 10.0.0.1 via fe-1/2/0.0

Copyright © 2014, Juniper Networks, Inc.2986

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Meaning The output shows some routing instability. Eleven routes are hidden due to damping.

Displaying the Details of a Damped Route

Purpose Display the details of damped routes.

Action From operational mode, enter the show route damping suppressed 172.16.192.0/20 detail

command.

user@R2> show route damping suppressed 172.16.192.0/20 detail

inet.0: 15 destinations, 17 routes (6 active, 0 holddown, 11 hidden)
172.16.192.0/20 (1 entry, 0 announced)
         BGP                 /-101
                Next hop type: Router, Next hop index: 758
                Address: 0x9414484
                Next-hop reference count: 9
                Source: 10.0.0.1
                Next hop: 10.0.0.1 via fe-1/2/0.0, selected
                Session Id: 0x100201
                State: <Hidden Ext>
                Local AS:   200 Peer AS:   100
                Age: 52 
                Validation State: unverified 
                Task: BGP_100.10.0.0.1+55922
                AS path: 100 I
                Localpref: 100
                Router ID: 192.168.0.1

Merit (last update/now): 4278/4196
                damping-parameters: aggressive
                Last update:       00:00:52 First update:       01:01:55
                Flaps: 8
                Suppressed. Reusable in:       01:14:40
                Preference will be: 170

Meaning Thisoutput indicates that thedisplayed routehasamask length that is equal toor greater

than /17, and confirms that it has been correctly mapped to the aggressive damping

profile. You can also see the route’s current (and last) figure of merit value, and when

the route is expected to become active if it remains stable.

Verifying That Default Damping Parameters Are in Effect

Purpose Locating a damped route with a /16 mask confirms that the default parameters are in

effect.

Action From operational mode, enter the show route damping suppressed detail | match 0/16

command.

user@R2> show route damping suppressed detail | match 0/16

172.16.0.0/16 (1 entry, 0 announced)

user@R2> show route damping suppressed 172.16.0.0/16 detail

inet.0: 15 destinations, 17 routes (6 active, 0 holddown, 11 hidden)
172.16.0.0/16 (1 entry, 0 announced)
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         BGP                 /-101
                Next hop type: Router, Next hop index: 758
                Address: 0x9414484
                Next-hop reference count: 9
                Source: 10.0.0.1
                Next hop: 10.0.0.1 via fe-1/2/0.0, selected
                Session Id: 0x100201
                State: <Hidden Ext>
                Local AS:   200 Peer AS:   100
                Age: 1:58 
                Validation State: unverified 
                Task: BGP_100.10.0.0.1+55922
                AS path: 100 I
                Localpref: 100
                Router ID: 192.168.0.1
                Merit (last update/now): 3486/3202

Default damping parameters used
                Last update:       00:01:58 First update:       01:03:01
                Flaps: 8
                Suppressed. Reusable in:       00:31:40
                Preference will be: 170

Meaning Routes with a /16 mask are not impacted by the custom damping rules. Therefore, the

default damping rules are in effect.

To repeat, the custom rules are as follows:

• Damp all prefixes with amask length equal to or greater than 17 more aggressively

than routes with amask length between 9 and 16.

• Damp routes with amask length between 0 and 8, inclusive, less than routes with a

mask length greater than 8.

• Do not damp the 10.128.0.0/9 prefix at all.

Filtering the Damping Information

Purpose Use OR groupings or cascaded piping to simplify the determination of what damping

profile is being used for routes with a givenmask length.

Action From operational mode, enter the show route damping suppressed command.

user@R2> show route damping suppressed detail | match "0 announced | damp"

0.0.0.0/0 (1 entry, 0 announced)
                damping-parameters: timid
10.0.0.0/9 (1 entry, 0 announced)
                Default damping parameters used
                damping-parameters: aggressive
                damping-parameters: aggressive
10.224.0.0/11 (1 entry, 0 announced)
                Default damping parameters used
172.16.0.0/16 (1 entry, 0 announced)
                Default damping parameters used
172.16.128.0/17 (1 entry, 0 announced)
                damping-parameters: aggressive
172.16.192.0/20 (1 entry, 0 announced)
                damping-parameters: aggressive
192.168.0.1/32 (1 entry, 0 announced)
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                damping-parameters: aggressive
192.168.0.3/32 (1 entry, 0 announced)
                damping-parameters: aggressive
224.0.0.0/7 (1 entry, 0 announced)
                damping-parameters: timid

Meaning When you are satisfied that your EBGP routes are correctly associated with a damping

profile, you can issue the clear bgp damping operational mode command to restore an

active status to your damped routes, which will return your connectivity to normal

operation.

Example: Configuring BGP Route Flap Damping Based on theMBGPMVPN
Address Family

This example shows how to configure anmultiprotocol BGPmulticast VPN (also called

Next-Generation MVPN) with BGP route flap damping.

• Requirements on page 2989

• Overview on page 2989

• Configuration on page 2990

• Verification on page 2997

Requirements

This example uses Junos OS Release 12.2. BGP route flap damping support for MBGP

MVPN, specifically, and on an address family basis, in general, is introduced in Junos OS

Release 12.2.

Overview

BGP route flap damping helps to diminish route instability caused by routes being

repeatedly withdrawn and readvertised when a link is intermittently failing.

This example uses the default damping parameters and demonstrates an MBGPMVPN

scenariowith three provider edge (PE) routing devices, three customer edge (CE) routing

devices, and one provider (P) routing device.

Figure 74 on page 2989 shows the topology used in this example.

Figure 74: MBGPMVPNwith BGP Route Flap Damping
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On PE Device R4, BGP route flap damping is configured for address family inet-mvpn. A

routing policy called dampPolicy uses the nlri-route-typematch condition to damp only

MVPN route types 3, 4, and 5. All other MVPN route types are not damped.

This example shows the full configuration on all devices in the “CLI Quick Configuration”

on page 2990 section. The “Configuring Device R4” on page 2993 section shows the

step-by-step configuration for PE Device R4.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces ge-1/2/0 unit 1 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 1 family mpls
set interfaces lo0 unit 1 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.1
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.1

Device R2 set interfaces ge-1/2/0 unit 2 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 2 family mpls
set interfaces ge-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 5 family mpls
set interfaces vt-1/2/0 unit 2 family inet
set interfaces lo0 unit 2 family inet address 1.1.1.2/32
set interfaces lo0 unit 102 family inet address 100.1.1.2/32
set protocolsmpls interface ge-1/2/1.5
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.2
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/1.5
set protocols ldp interface ge-1/2/1.5
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface ge-1/2/0.2
set routing-instances vpn-1 interface vt-1/2/0.2
set routing-instances vpn-1 interface lo0.102
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 provider-tunnel ldp-p2mp
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.102 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/0.2
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
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set routing-instances vpn-1 protocols pim interface ge-1/2/0.2mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.2
set routing-options autonomous-system 1001

Device R3 set interfaces ge-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces ge-1/2/0 unit 6 family mpls
set interfaces ge-1/2/1 unit 9 family inet address 10.1.1.9/30
set interfaces ge-1/2/1 unit 9 family mpls
set interfaces ge-1/2/2 unit 13 family inet address 10.1.1.13/30
set interfaces ge-1/2/2 unit 13 family mpls
set interfaces lo0 unit 3 family inet address 1.1.1.3/32
set protocolsmpls interface ge-1/2/0.6
set protocolsmpls interface ge-1/2/1.9
set protocolsmpls interface ge-1/2/2.13
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.6
set protocols ospf area 0.0.0.0 interface ge-1/2/1.9
set protocols ospf area 0.0.0.0 interface ge-1/2/2.13
set protocols ldp interface ge-1/2/0.6
set protocols ldp interface ge-1/2/1.9
set protocols ldp interface ge-1/2/2.13
set protocols ldp p2mp
set routing-options router-id 1.1.1.3

Device R4 set interfaces ge-1/2/0 unit 10 family inet address 10.1.1.10/30
set interfaces ge-1/2/0 unit 10 family mpls
set interfaces ge-1/2/1 unit 17 family inet address 10.1.1.17/30
set interfaces ge-1/2/1 unit 17 family mpls
set interfaces vt-1/2/0 unit 4 family inet
set interfaces lo0 unit 4 family inet address 1.1.1.4/32
set interfaces lo0 unit 104 family inet address 100.1.1.4/32
set protocols rsvp interface all aggregate
set protocolsmpls interface all
set protocolsmpls interface ge-1/2/0.10
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.4
set protocols bgp group ibgp family inet-vpn unicast
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling damping
set protocols bgp group ibgp neighbor 1.1.1.2 import dampPolicy
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.10
set protocols ldp interface ge-1/2/0.10
set protocols ldp p2mp
set policy-options policy-statement dampPolicy term term1 from family inet-mvpn
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 3
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 4
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 5
set policy-options policy-statement dampPolicy term term1 then accept
set policy-options policy-statement dampPolicy then damping no-damp
set policy-options policy-statement dampPolicy then accept
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set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set policy-options damping no-damp disable
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.4
set routing-instances vpn-1 interface ge-1/2/1.17
set routing-instances vpn-1 interface lo0.104
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.104 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.17
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.17 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 1001

Device R5 set interfaces ge-1/2/0 unit 14 family inet address 10.1.1.14/30
set interfaces ge-1/2/0 unit 14 family mpls
set interfaces ge-1/2/1 unit 21 family inet address 10.1.1.21/30
set interfaces ge-1/2/1 unit 21 family mpls
set interfaces vt-1/2/0 unit 5 family inet
set interfaces lo0 unit 5 family inet address 1.1.1.5/32
set interfaces lo0 unit 105 family inet address 100.1.1.5/32
set protocolsmpls interface ge-1/2/0.14
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.5
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.14
set protocols ldp interface ge-1/2/0.14
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.5
set routing-instances vpn-1 interface ge-1/2/1.21
set routing-instances vpn-1 interface lo0.105
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.105 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.21
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.21 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 1001

Device R6 set interfaces ge-1/2/0 unit 18 family inet address 10.1.1.18/30
set interfaces ge-1/2/0 unit 18 family mpls
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set interfaces lo0 unit 6 family inet address 1.1.1.6/32
set protocols sap listen 224.1.1.1
set protocols ospf area 0.0.0.0 interface lo0.6 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.18
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.6

Device R7 set interfaces ge-1/2/0 unit 22 family inet address 10.1.1.22/30
set interfaces ge-1/2/0 unit 22 family mpls
set interfaces lo0 unit 7 family inet address 1.1.1.7/32
set protocols ospf area 0.0.0.0 interface lo0.7 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.22
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.7

Configuring Device R4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces]
user@R4# set ge-1/2/0 unit 10 family inet address 10.1.1.10/30
user@R4# set ge-1/2/0 unit 10 family mpls

user@R4# set ge-1/2/1 unit 17 family inet address 10.1.1.17/30
user@R4# set ge-1/2/1 unit 17 family mpls

user@R4# set vt-1/2/0 unit 4 family inet

user@R4# set lo0 unit 4 family inet address 1.1.1.4/32
user@R4# set lo0 unit 104 family inet address 100.1.1.4/32

2. Configure MPLS and the signaling protocols on the interfaces.

[edit protocols]
user@R4# setmpls interface all
user@R4# setmpls interface ge-1/2/0.10
user@R4# set rsvp interface all aggregate
user@R4# set ldp interface ge-1/2/0.10
user@R4# set ldp p2mp

3. Configure BGP.

The BGP configuration enables BGP route flap damping for the inet-mvpn address
family. The BGP configuration also imports into the routing table the routing policy
called dampPolicy. This policy is applied to neighbor PE Device R2.

[edit protocols bgp group ibgp]
user@R4# set type internal
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user@R4# set local-address 1.1.1.4
user@R4# set family inet-vpn unicast
user@R4# set family inet-vpn any
user@R4# set family inet-mvpn signaling damping
user@R4# set neighbor 1.1.1.2 import dampPolicy
user@R4# set neighbor 1.1.1.5

4. Configure an interior gateway protocol.

[edit protocols ospf]
user@R4# set traffic-engineering

[edit protocols ospf area 0.0.0.0]
user@R4# set interface all
user@R4# set interface lo0.4 passive
user@R4# set interface ge-1/2/0.10

5. Configure a damping policy that uses the nlri-route-typematch condition to damp
only MVPN route types 3, 4, and 5.

[edit policy-options policy-statement dampPolicy term term1]
user@R4# set from family inet-mvpn
user@R4# set from nlri-route-type 3
user@R4# set from nlri-route-type 4
user@R4# set from nlri-route-type 5
user@R4# set then accept

6. Configure the damping policy to disable BGP route flap damping.

The no-damp policy (damping no-damp disable) causes any damping state that is
present in the routing table to be deleted. The then damping no-damp statement
applies the no-damp policy as an action and has no frommatch conditions.
Therefore, all routes that are not matched by term1 are matched by this term, with
the result that all other MVPN route types are not damped.

[edit policy-options policy-statement dampPolicy]
user@R4# set then damping no-damp
user@R4# set then accept

[edit policy-options]
user@R4# set damping no-damp disable

7. Configure the parent_vpn_routes to accept all other BGP routes that are not from
the inet-mvpn address family.

This policy is applied as an OSPF export policy in the routing instance.

[edit policy-options policy-statement parent_vpn_routes]
user@R4# set from protocol bgp
user@R4# set then accept

8. Configure the VPN routing and forwarding (VRF) instance.

[edit routing-instances vpn-1]
user@R4# set instance-type vrf
user@R4# set interface vt-1/2/0.4
user@R4# set interface ge-1/2/1.17
user@R4# set interface lo0.104
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user@R4# set route-distinguisher 100:100
user@R4# set vrf-target target:1:1
user@R4# set protocols ospf export parent_vpn_routes
user@R4# set protocols ospf area 0.0.0.0 interface lo0.104 passive
user@R4# set protocols ospf area 0.0.0.0 interface ge-1/2/1.17
user@R4# set protocols pim rp static address 100.1.1.2
user@R4# set protocols pim interface ge-1/2/1.17 mode sparse
user@R4# set protocolsmvpn

9. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@R4# set router-id 1.1.1.4
user@R4# set autonomous-system 1001

10. If you are done configuring the device, commit the configuration.

user@R4# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, show routing-instances, and show routing-options

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@R4# show interfaces
ge-1/2/0 {
unit 10 {
family inet {
address 10.1.1.10/30;

}
family mpls;

}
}
ge-1/2/1 {
unit 17 {
family inet {
address 10.1.1.17/30;

}
family mpls;

}
}
vt-1/2/0 {
unit 4 {
family inet;

}
}
lo0 {
unit 4 {
family inet {
address 1.1.1.4/32;

}
}
unit 104 {
family inet {
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address 100.1.1.4/32;
}

}
}

user@R4# show protocols
rsvp {
interface all {
aggregate;

}
}
mpls {
interface all;
interface ge-1/2/0.10;

}
bgp {
group ibgp {
type internal;
local-address 1.1.1.4;
family inet-vpn {
unicast;
any;

}
family inet-mvpn {
signaling {
damping;

}
}
neighbor 1.1.1.2 {
import dampPolicy;

}
neighbor 1.1.1.5;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface lo0.4 {
passive;

}
interface ge-1/2/0.10;

}
}
ldp {
interface ge-1/2/0.10;
p2mp;

}

user@R4# show policy-options
policy-statement dampPolicy {
term term1 {
from {
family inet-mvpn;
nlri-route-type [ 3 4 5 ];

}
then accept;
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}
then {
damping no-damp;
accept;

}
}
policy-statement parent_vpn_routes {
from protocol bgp;
then accept;

}
damping no-damp {
disable;

}

user@R4# show routing-instances
vpn-1 {
instance-type vrf;
interface vt-1/2/0.4;
interface ge-1/2/1.17;
interface lo0.104;
route-distinguisher 100:100;
vrf-target target:1:1;
protocols {
ospf {
export parent_vpn_routes;
area 0.0.0.0 {
interface lo0.104 {
passive;

}
interface ge-1/2/1.17;

}
}
pim {
rp {
static {
address 100.1.1.2;

}
}
interface ge-1/2/1.17 {
mode sparse;

}
}
mvpn;

}
}

user@R4# show routing-optons
router-id 1.1.1.4;
autonomous-system 1001;

Verification

Confirm that the configuration is working properly.

• Verifying That Route Flap Damping Is Disabled on page 2998

• Verifying Route Flap Damping on page 2998
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Verifying That Route Flap Damping Is Disabled

Purpose Verify the presenceof the no-damppolicy,which disables damping forMVPN route types

other than 3, 4, and 5.

Action From operational mode, enter the show policy damping command.

user@R4> show policy damping
Default damping information:
  Halflife: 15 minutes
  Reuse merit: 750 Suppress/cutoff merit: 3000
  Maximum suppress time: 60 minutes
  Computed values:
    Merit ceiling: 12110
    Maximum decay: 6193
Damping information for "no-damp":
Damping disabled

Meaning Theoutput shows that thedefaultdampingparametersare ineffectand that theno-damp

policy is also in effect for the specified route types.

Verifying Route Flap Damping

Purpose Check whether BGP routes have been damped.

Action From operational mode, enter the show bgp summary command.

user@R4> show bgp summary
Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l3vpn.0          
                       6          6          0          0          0          0
bgp.l3vpn.2          
                       0          0          0          0          0          0
bgp.mvpn.0           
                       2          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
1.1.1.2                1001       3159       3155       0       0    23:43:47 
Establ
  bgp.l3vpn.0: 3/3/3/0
  bgp.l3vpn.2: 0/0/0/0
  bgp.mvpn.0: 1/1/1/0
  vpn-1.inet.0: 3/3/3/0
  vpn-1.mvpn.0: 1/1/1/0
1.1.1.5                1001       3157       3154       0       0    23:43:40 
Establ
  bgp.l3vpn.0: 3/3/3/0
  bgp.l3vpn.2: 0/0/0/0
  bgp.mvpn.0: 1/1/1/0
  vpn-1.inet.0: 3/3/3/0
  vpn-1.mvpn.0: 1/1/1/0

Meaning The Damp State field shows that zero routes in the bgp.mvpn.0 routing table have been

damped. Further down, the last number in the State field shows that zero routes have

been damped for BGP peer 1.1.1.2.
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Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

BGPMonitoring Configuration

• Example: Configuring BGP Trace Operations on page 2999

• Tracing BMPOperations on page 3005

Example: Configuring BGP Trace Operations

• Understanding Trace Operations for BGP Protocol Traffic on page 2999

• Example: Viewing BGP Trace Files on Logical Systems on page 3001

Understanding Trace Operations for BGP Protocol Traffic

You can trace various BGP protocol traffic to help you debug BGP protocol issues. To

trace BGP protocol traffic, include the traceoptions statement at the [edit protocols bgp]

hierarchy level. For routing instances, include the traceoptions statement at the [edit

routing-instances routing-instance-name protocols bgp] hierarchy level.

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

You can specify the following BGP protocol-specific trace options using the flag

statement:

• 4byte-as—4-byte AS events.

• bfd—BFD protocol events.

• damping—Damping operations.

• graceful-restart—Graceful restart events.

• keepalive—BGP keepalive messages.

• nsr-synchronization—Nonstop active routing synchronization events.

• open—BGP open packets. These packets are sent between peers when they are

establishing a connection.

• packets—All BGP protocol packets.

• refresh—BGP refresh packets.

• update—BGPupdate packets. These packets provide routing updates to BGP systems.
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Global tracing options are inherited from the configuration set by the traceoptions

statement at the [edit routing-options] hierarchy level. You can override the following

global trace options for the BGP protocol using the traceoptions flag statement included

at the [edit protocols bgp] hierarchy level:

• all—All tracing operations

• general—All normaloperationsand routing tablechanges (acombinationof thenormal

and route trace operations)

• normal—Normal events

• policy—Policy processing

• route—Routing information

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

You can optionally specify one or more of the following flag modifiers:

• detail—Detailed trace information.

• filter—Filter trace information. Applies only to route and damping tracing flags.

• receive—Packets being received.

• send—Packets being transmitted.

NOTE: Use theall trace flagand thedetail flagmodifierwithcautionbecause

thesemight cause the CPU to become very busy.

NOTE: If you only enable the update flag, received keepalive messages do

not generate a tracemessage.

You can filter trace statements and display only the statement information that passes

through the filter by specifying the filter flagmodifier. The filtermodifier is only supported

for the route and damping tracing flags.

Thematch-on statement specifies filter matches based on prefixes. It is used to match

on route filters.

NOTE: Per-neighbor trace filtering is not supported on a BGP per-neighbor
level for route and damping flags. Trace option filtering support is on a peer

group level.
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Example: Viewing BGP Trace Files on Logical Systems

This example shows how to list and view files that are stored on a logical system.

• Requirements on page 3001

• Overview on page 3001

• Configuration on page 3002

• Verification on page 3005

Requirements

• Youmust have the view privilege for the logical system.

• Configure anetwork, suchas theBGPnetwork shown in “Example: Configuring Internal

BGP Peering Sessions on Logical Systems” on page 2674.

Overview

Logical systems have their individual directory structure created in the

/var/logical-systems/logical-system-name directory. It contains the following

subdirectories:

• /config—Contains the active configuration specific to the logical system.

• /log—Contains system log and tracing files specific to the logical system.

Tomaintain backward compatibility for the log files with previous versions of Junos

OS, a symbolic link (symlink) from the /var/logs/logical-system-name directory to the

/var/logical-systems/logical-system-name directory is created when a logical system

is configured.

• /tmp—Contains temporary files specific to the logical system.

The file system for each logical system enables logical system users to view trace logs

andmodify logical system files. Logical system administrators have full access to view

andmodify all files specific to the logical system.

Logical system users and administrators can save and load configuration files at the

logical-system level using the save and load configurationmode commands. In addition,

they can also issue the show log,monitor, and file operational mode commands at the

logical-system level.

This example shows how to configure and view a BGP trace file on a logical system. The

steps can be adapted to apply to trace operations for any Junos OS hierarchy level that

supports trace operations.

TIP: To view a list of hierarchy levels that support tracing operations, enter
the help apropos traceoptions command in configurationmode.
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Configuration

• Configuring Trace Operations on page 3002

• Viewing the Trace File on page 3002

• Deactivating and Reactivating Trace Logging on page 3004

• Results on page 3005

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set logical-systems A protocols bgp group internal-peers traceoptions file bgp-log
set logical-systems A protocols bgp group internal-peers traceoptions file size 10k
set logical-systems A protocols bgp group internal-peers traceoptions file files 2
set logical-systemsAprotocols bgp group internal-peers traceoptions flag update detail

Configuring Trace Operations

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the trace operations:

1. Configure trace operations on the logical system.

[edit logical-systems A protocols bgp group internal-peers]
user@host# set traceoptions file bgp-log
user@host# set traceoptions file size 10k
user@host# set traceoptions file files 2
user@host# set traceoptions flag update detail

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Viewing the Trace File

Step-by-Step
Procedure

To view the trace file:

1. In operational mode on themain router, list the directories on the logical system.

user@host> file list /var/logical-systems/A
/var/logical-systems/A:
config/
log/
tmp/

2. In operational mode on themain router, list the log files on the logical system.

user@host> file list /var/logical-systems/A/log/
/var/logical-systems/A/log:
bgp-log

3. View the contents of the bgp-log file.
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user@host> file show /var/logical-systems/A/log/bgp-log
Aug 10 17:12:01 trace_on: Tracing to "/var/log/A/bgp-log" started
Aug 10 17:14:22.826182 bgp_peer_mgmt_clear:5829: NOTIFICATION sent to 
192.163.6.4 (Internal AS 17): code 6 (Cease) subcode 4 (Administratively 
Reset), Reason: Management session cleared BGP neighbor
Aug 10 17:14:22.826445 bgp_send: sending 21 bytes to 192.163.6.4 (Internal 
AS 17)
Aug 10 17:14:22.826499
Aug 10 17:14:22.826499 BGP SEND 192.168.6.5+64965 -> 192.163.6.4+179
Aug 10 17:14:22.826559 BGP SEND message type 3 (Notification) length 21
Aug 10 17:14:22.826598 BGP SEND Notification code 6 (Cease) subcode 4 
(Administratively Reset)
Aug 10 17:14:22.831756 bgp_peer_mgmt_clear:5829: NOTIFICATION sent to 
192.168.40.4 (Internal AS 17): code 6 (Cease) subcode 4 (Administratively 
Reset), Reason: Management session cleared BGP neighbor
Aug 10 17:14:22.831851 bgp_send: sending 21 bytes to 192.168.40.4 (Internal
 AS 17)
Aug 10 17:14:22.831901
Aug 10 17:14:22.831901 BGP SEND 192.168.6.5+53889 -> 192.168.40.4+179
Aug 10 17:14:22.831959 BGP SEND message type 3 (Notification) length 21
Aug 10 17:14:22.831999 BGP SEND Notification code 6 (Cease) subcode 4 
(Administratively Reset)
...

4. Filter the output of the log file.

user@host> file show /var/logical-systems/A/log/bgp-log | match "flags 0x40"
Aug 10 17:14:54.867460 BGP SEND flags 0x40 code Origin(1): IGP
Aug 10 17:14:54.867595 BGP SEND flags 0x40 code ASPath(2) length 0: <null>
Aug 10 17:14:54.867650 BGP SEND flags 0x40 code NextHop(3): 192.168.6.5
Aug 10 17:14:54.867692 BGP SEND flags 0x40 code LocalPref(5): 100
Aug 10 17:14:54.884529 BGP RECV flags 0x40 code Origin(1): IGP
Aug 10 17:14:54.884581 BGP RECV flags 0x40 code ASPath(2) length 0: <null>
Aug 10 17:14:54.884628 BGP RECV flags 0x40 code NextHop(3): 192.163.6.4
Aug 10 17:14:54.884667 BGP RECV flags 0x40 code LocalPref(5): 100
Aug 10 17:14:54.911377 BGP RECV flags 0x40 code Origin(1): IGP
Aug 10 17:14:54.911422 BGP RECV flags 0x40 code ASPath(2) length 0: <null>
Aug 10 17:14:54.911466 BGP RECV flags 0x40 code NextHop(3): 192.168.40.4
Aug 10 17:14:54.911507 BGP RECV flags 0x40 code LocalPref(5): 100
Aug 10 17:14:54.916008 BGP SEND flags 0x40 code Origin(1): IGP
Aug 10 17:14:54.916054 BGP SEND flags 0x40 code ASPath(2) length 0: <null>
Aug 10 17:14:54.916100 BGP SEND flags 0x40 code NextHop(3): 192.168.6.5
Aug 10 17:14:54.916143 BGP SEND flags 0x40 code LocalPref(5): 100
Aug 10 17:14:54.920304 BGP RECV flags 0x40 code Origin(1): IGP
Aug 10 17:14:54.920348 BGP RECV flags 0x40 code ASPath(2) length 0: <null>
Aug 10 17:14:54.920393 BGP RECV flags 0x40 code NextHop(3): 10.0.0.10
Aug 10 17:14:54.920434 BGP RECV flags 0x40 code LocalPref(5): 100

5. View the tracing operations in real time.

user@host> clear bgp neighbor logical-systemA
Cleared 2 connections

CAUTION: Clearing theBGPneighbor table is disruptive in a production
environment.

6. Run themonitor start command with an optionalmatch condition.

user@host> monitor start A/bgp-log | match 0.0.0.0/0
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Aug 10 19:21:40.773467 BGP RECV         0.0.0.0/0
Aug 10 19:21:40.773685 bgp_rcv_nlri: 0.0.0.0/0
Aug 10 19:21:40.773778 bgp_rcv_nlri: 0.0.0.0/0 belongs to meshgroup 
Aug 10 19:21:40.773832 bgp_rcv_nlri: 0.0.0.0/0 qualified bnp->ribact 0x0 
l2afcb 0x0

7. Pause themonitor command by pressing Esc-Q.

To unpause the output, press Esc-Q again.

8. Halt themonitor command by pressing Enter and typingmonitor stop.

[Enter]
user@host> monitor stop

9. When you are finished troubleshooting, consider deactivating trace logging to avoid

any unnecessary impact to system resources.

[edit protocols bgp group internal-peers]
user@host:A# deactivate traceoptions
user@host:A# commit

When configuration is deactivated, it appears in the configuration with the inactive

tag.To reactivate trace operations, use the activate configuration-mode statement.

[edit protocols bgp group internal-peers]
user@host:A# show

type internal;
inactive: traceoptions {
    file bgp-log size 10k files 2;
    flag update detail;
    flag all;
}
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;

10. To reactivate trace operations, use the activate configuration-mode statement.

[edit protocols bgp group internal-peers]
user@host:A# activate traceoptions
user@host:A# commit

Deactivating and Reactivating Trace Logging

Step-by-Step
Procedure

To deactivate and reactivate the trace file:

When you are finished troubleshooting, consider deactivating trace logging to avoid

an unnecessary impact to system resources.

1.

[edit protocols bgp group internal-peers]
user@host:A# deactivate traceoptions
user@host:A# commit

When configuration is deactivated, the statement appears in the configurationwith

the inactive tag.

[edit protocols bgp group internal-peers]
user@host:A# show
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type internal;
inactive: traceoptions {
    file bgp-log size 10k files 2;
    flag update detail;
    flag all;
}
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;

2. To reactivate logging, use the activate configuration-mode statement.

[edit protocols bgp group internal-peers]
user@host:A# activate traceoptions
user@host:A# commit

Results

Fromconfigurationmode, confirmyour configurationbyentering the showlogical-systems

Aprotocolsbgpgroup internal-peerscommand. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show logical-systems A protocols bgp group internal-peers
traceoptions {
file bgp-log size 10k files 2;
flag update detail;

}

Verification

Confirm that the configuration is working properly.

Verifying That the Trace Log File Is Operating

Purpose Make sure that events are being written to the log file.

Action user@host:A> show log bgp-log
Aug 12 11:20:57 trace_on: Tracing to "/var/log/A/bgp-log" started

Related
Documentation

Understanding External BGP Peering Sessions on page 2639•

• BGP Configuration Overview

Tracing BMPOperations

You can trace BMP operations for all BMP stations by configuring the traceoptions

statement at the [edit routing-options bmp] hierarchy level or for specific BMP stations

at the [edit rouiting-options bmp station station-name] hierarchy level.

To trace BMP operations, complete the following steps:

1. Configure the traceoptions statement:

traceoptions {
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file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

2. Specify the name of the file to receive the output of the tracing operation using the

fileoption. Enclose thenamewithinquotationmarks.All filesareplaced in thedirectory

/var/log. We recommend that you place BMP tracing output in the file bmp-log.

3. (Optional) Specify themaximum number of trace files using the files option. When a

trace file named trace-file.0 reaches its maximum size, it is renamed trace-file.0, then

trace-file.1, and so on, until the maximum number of trace files is reached. Then, the

oldest trace file is overwritten. If you specify a maximum number of files, youmust

also specify a maximum file size with the size option.

4. (Optional)Specify themaximumsizeof each trace file using the sizeoption in kilobytes

(KB), megabytes (MB), or gigabytes (GB). When a trace file named trace-file reaches

this size, it is renamed trace-file.0.When the trace-fileagain reaches itsmaximumsize,

trace-file.0 is renamed trace-file.1 and trace-file is renamed trace-file.0. This renaming

schemecontinuesuntil themaximumnumberof trace files is reached.Then, theoldest

trace file is overwritten. If you specify a maximum file size, you also must specify a

maximum number of trace files with the files option.

5. (Optional) You can specify that the log files are eitherworld-readalbe (accessible to

all userson thedevice)orno-world-readable (notaccessible toall userson thedevice).

6. You can specify the following BMP-specific trace options using the flag statement:

• all—Trace all BMPmonitoring operations.

• down—Downmessages.

• error—Error conditions.

• event—Major events, station establishment, errors, and events.

• general—General events.

• normal—Normal events.

• packets—All messages.

• policy—Policy processing.

• route—Routing information.

• route-monitoring—Route monitoring messages.

• state—State transitions.

• statistics—Statistics messages.

• task—Routing protocol task processing.

• timer—Routing protocol timer processing.

• up—Upmessages.

• write—Writing of messages.
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You can optionally specify one or more of the following flag modifiers:

• detail—Provide detailed trace information.

• disable—Disable the tracing flag.

• receive—Trace the packets being received.

• send—Trace the packets being transmitted.

NOTE: Use the all trace flag and the detail flagmodifier with caution due

to the increased computer processing power required.

Related
Documentation

Configuring BGPMonitoring Protocol Version 3 on page 2685•

Configuration Statements

• accept-remote-nexthop on page 3010

• advertise-external on page 3011

• advertise-inactive on page 3013

• advertise-peer-as on page 3014

• algorithm (BGP BFD Authentication) on page 3015

• apply-groups on page 3017

• apply-groups-except on page 3017

• authentication (BGP BFD Liveness Detection) on page 3018

• authentication-algorithm on page 3020

• authentication-key (Protocols BGP and BMP) on page 3021

• authentication-key-chain (Protocols BGP and BMP) on page 3022

• bfd-liveness-detection (Protocols BGP) on page 3023

• bgp on page 3027

• bgp-orf-cisco-mode on page 3028

• cluster on page 3030

• connection-mode on page 3031

• damping (Protocols BGP) on page 3032

• description (Protocols BGP) on page 3034

• detection-time (BFD Liveness Detection) on page 3035

• disable (Protocols BGP) on page 3036

• disable (BGP Graceful Restart) on page 3037

• export (Protocols BGP) on page 3038

• family (Protocols BGP) on page 3039
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• graceful-restart (Protocols BGP) on page 3043

• group (Protocols BGP) on page 3044

• hold-down on page 3047

• hold-down-interval (BGP BFD Liveness Detection) on page 3049

• hold-time (Protocols BGP) on page 3051

• import (Protocols BGP) on page 3053

• include-mp-next-hop on page 3055

• initiation-message on page 3056

• keep on page 3057

• key-chain (BGP BFD Authentication) on page 3059

• local-address (Protocols BGP) on page 3061

• local-address (Protocols BMP) on page 3063

• local-as on page 3064

• local-port on page 3066

• local-preference on page 3067

• log-updown (Protocols BGP) on page 3068

• loops on page 3069

• loose-check (BGP BFD Authentication) on page 3071

• maximum-ecmp on page 3072

• metric-out (Protocols BGP) on page 3073

• minimum-interval (BFD Liveness Detection) on page 3075

• minimum-interval (transmit-interval) on page 3077

• minimum-receive-interval (BFD Liveness Detection) on page 3079

• monitor (Protocols BMP) on page 3080

• mtu-discovery on page 3081

• multihop on page 3083

• multiplier (BFD Liveness Detection) on page 3085

• neighbor (Protocols BGP) on page 3087

• no-adaptation (BFD Liveness Detection) on page 3090

• no advertise-peer-as on page 3091

• no-aggregator-id on page 3092

• no-client-reflect on page 3093

• out-delay on page 3094

• outbound-route-filter on page 3096

• passive (Protocols BGP) on page 3097

• path-selection on page 3098

• peer-as (Protocols BGP) on page 3100
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• post-policy on page 3101

• pre-policy on page 3102

• preference (Protocols BGP) on page 3103

• remove-private on page 3104

• restart-time (BGP Graceful Restart) on page 3106

• route-monitoring on page 3107

• session-mode on page 3108

• stale-routes-time on page 3109

• station on page 3110

• station-address on page 3111

• station-port on page 3112

• statistics-timeout on page 3113

• tcp-mss (Protocols BGP) on page 3114

• threshold (detection-time) on page 3115

• threshold (transmit-interval) on page 3117

• traceoptions (Protocols BGP) on page 3119

• traceoptions (Protocols BMP) on page 3122

• transmit-interval (BFD Liveness Detection) on page 3124

• version (BFD Liveness Detection) on page 3126
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accept-remote-nexthop

Syntax accept-remote-nexthop;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify that a single-hop EBGP peer accepts a remote next hop with which it does not

share a common subnet. Configure a separate import policy on the EBGPpeer to specify

the remote next hop. You cannot configuremultihop and accept-remote-nexthop

statements for the same EBGP peer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringSingle-HopEBGPPeers toAcceptRemoteNextHopsonpage2863

• Understanding Route Advertisement on page 2803

• multipath
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advertise-external

Syntax advertise-external {conditional};

Hierarchy Level [edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
neighbor-address]

Release Information Statement introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description SpecifyBGPtoadvertise thebest external route intoan IBGPmeshgroup, a route reflector

cluster, or an AS confederation even if the best route is an internal route.

In general, deployed BGP implementations do not advertise the external route with the

highest local preference value to internal peers unless it is the best route. Although this

behavior was required by an earlier version of the BGP version 4 specification, RFC 1771,

it was typically not followed in order to minimize the amount of advertised information

and to prevent routing loops. However, there are scenarios in which advertising the best

external route is beneficial, in particular, situations that can result in IBGP routeoscillation.

The advertise-external statement is supported at both the group and neighbor level. If

you configure the statement at the neighbor level, youmust configure it for all neighbors

in a group. Otherwise, the group is automatically split into different groups.

In a confederation, when advertising a route to a confederation border router, any route

from a different confederation sub-AS is considered external. When configuring the

advertise-external statement for an AS confederation, it is recommended that EBGP

peers belonging to different autonomous systems are configured in a separate EBGP

peer group. This ensures consistency while BGP sends the best external route to peers

in the configured peer group.

To configure the advertise-external statement on a route reflector, you must disable

intracluster reflection with the no-client-reflect statement.

When a routing device is configured as a route reflector for a cluster, a route advertised

by the route reflector is considered internal if it is received from an internal peer with the

same cluster identifier or if both peers have no cluster identifier configured. A route

received from an internal peer that belongs to another cluster, that is, with a different

cluster identifier, is considered external.

The conditional option causes BGP to advertise the external route only if the route

selection process reaches the point where the multiple exit discriminator (MED)metric
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is evaluated. As a result, an external route with an AS path longer than that of the active

path is not advertised.

Junos OS also provides support for configuring a BGP export policy that matches on the

state of an advertised route. You canmatch on either active or inactive routes.

Default BGP does not advertise the external route with the highest local preference value to

internal peers unless it is the best route.

Options conditional—(Optional)Advertise thebestexternalpathonly if the route selectionprocess

reaches the point atwhich themultiple exit discriminator (MED)metric is evaluated.

The conditional option restricts advertisement to when the best external path and

the active path are equal until the MED step of the route selection process. This

implies that external routes with a longer AS path length than the active path, for

instance, are not advertised. The criteria used for selecting the best external path is

the same whether or not the conditional option is configured.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP to Advertise the Best External Route to Internal Peers

• advertise-inactive on page 3013
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advertise-inactive

Syntax advertise-inactive;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing table to export to BGP the best route learned by BGP even if Junos

OS did not select this route to be an active route.

One way to achieve multivendor compatibility is to include the advertise-inactive

statement in the external BGP (EBGP) configuration. By default, BGP stores the route

information it receives from update messages in the Junos OS routing table, and the

routing table exports only active routes into BGP, which BGP then advertises to its peers.

The advertise-inactive statement causes Junos OS to advertise the best BGP route that

is inactive because of IGP preference. When you use the advertise-inactive statement,

the Junos OS device uses, for example, the OSPF route for forwarding, and the other

vendor’s device uses the EBGP route for forwarding. However, from the perspective of

an EBGP peer in a neighboring AS, both vendors’ devices appear to behave the same

way.

Default By default, BGP stores the route information it receives from update messages in the

Junos OS routing table, and the routing table exports only active routes into BGP, which

BGP then advertises to its peers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Setting BGP to Advertise Inactive Routes•

• Example: Configuring the Preference Value for BGP Routes on page 2821

• Example: Configuring BGP Route Preference (Administrative Distance) on page 2820
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• advertise-external on page 3011

advertise-peer-as

Syntax advertise-peer-as;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable the default behavior of suppressing AS routes.

If you include theadvertise-peer-as statement in theconfiguration,BGPadvertises routes

learned from one external BGP (EBGP) peer back to another EBGP peer in the same

autonomous system (AS).

Another way to disable the route suppression default behavior is with the as-override

statement. If you include both the as-override and no-advertise-peer-as statements in

the configuration, the no-advertise-peer-as statement is ignored.

Default By default, Junos OS does not advertise the routes learned from one EBGP peer back to

the same external BGP (EBGP) peer. In addition, the software does not advertise those

routes back to any EBGPpeers that are in the sameAS as the originating peer, regardless

of the routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Disabling Suppression of Route Advertisements

• Example: Configuring a Layer 3 VPN with Route Reflection and AS Override

• no-advertise-peer-as on page 3091
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algorithm (BGP BFD Authentication)

Syntax algorithm algorithm-name;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
authentication],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection authentication],

[edit protocols bgp bgp bfd-liveness-detection authentication],
[edit protocols bgp group group-name bfd-liveness-detection authentication],
[edit protocols bgp group group-name neighbor address bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp bgp bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the algorithm used to authenticate the specified BFD session.

Options algorithm-name—Authentication algorithm name: simple-password, keyed-md5,

keyed-sha-1,meticulous-keyed-md5,meticulous-keyed-sha-1.

simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFDsession.Oneormorepasswordscanbeconfigured.Thismethod

is the least secure and should be used only when BFD sessions are not subject to

packet interception.

keyed-md5—KeyedMessage Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically.With thismethod, packets are accepted at the receiving

end of the session if one of the keys matches and the sequence number is greater

than or equal to the last sequence number received. Althoughmore secure than a

simple password, this method is vulnerable to replay attacks. Increasing the rate at

which the sequence number is updated can reduce this risk.
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meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

method works in the samemanner as keyed MD5, but the sequence number is

updated with every packet. Althoughmore secure than keyed MD5 and simple

passwords, this method can take additional time to authenticate the session.

keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,

packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updatedwith

every packet. Althoughmore secure than keyed SHA and simple passwords, this

method can take additional time to authenticate the session.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BGP Route Authentication on page 2952

• Example: Configuring EBGPMultihop Sessions on page 2811

• authentication on page 3018

• bfd-liveness-detection on page 3023

• key-chain on page 3059

• loose-check on page 3071
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apply-groups

Syntax apply-groups [ group-names ];

Hierarchy Level All hierarchy levels

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply a configuration group to a specific hierarchy level in a configuration, to have a

configuration inherit the statements in the configuration group.

You can specify more than one group name. Youmust list them in order of inheritance

priority. Theconfigurationdata in the first group takespriority over thedata in subsequent

groups.

Options group-names—One or more names specified in the groups statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

• Applying a Junos Configuration Group

• groups

apply-groups-except

Syntax apply-groups-except [ group-names ];

Hierarchy Level All hierarchy levels except the top level

Release Information Statement introduced before Junos OS Release 7.4.

Description Disable inheritance of a configuration group.

Options group-names—One or more names specified in the groups statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

• groups

• Disabling Inheritance of a Junos OS Configuration Group
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authentication (BGP BFD Liveness Detection)

Syntax authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check ;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit protocols bgp bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the router and route authentication to mitigate the risk of being attacked by a

machine or router that has been configured to share incorrect routing information with

another router. Router and route authentication enables routers to share information

only if they can verify that they are talking to a trusted source, basedonapassword (key).

In this method, a hashed key is sent along with the route being sent to another router.

The receiving router compares the sent key to its ownconfigured key. If they are the same,

the receiving router accepts the route.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring BFD for Static Routes on page 2319•

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BGP Route Authentication on page 2952

• algorithm on page 3015
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• bfd-liveness-detection on page 3023

• key-chain on page 3059

• loose-check on page 3071
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authentication-algorithm

Syntax authentication-algorithm algorithm;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name protocols ldp session session-address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ldp session session-address],

[edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit protocols ldp session session-address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address],

[edit routing-instances routing-instance-name protocols ldp session session-address],
[edit routing-options bmp],
[edit routing-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced for BGP in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.3.

Description Configure an authentication algorithm type.

Options algorithm—Specify one of the following types of authentication algorithms:

• aes-128-cmac-96—Cipher-basedmessage authentication code (AES128, 96 bits).

• hmac-sha-1-96—Hash-basedmessage authentication code (SHA1, 96 bits).

• md5—Message digest 5.

Default: hmac-sha-1-96

NOTE: The default is not displayed in the output of the show bgp bmp

command unless a key or key-chain is also configured.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Authentication for BGP on page 2953

• Configuring BGPMonitoring Protocol Version 3 on page 2685

authentication-key (Protocols BGP and BMP)

Syntax authentication-key key;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address],

[edit routing-options bmp],
[edit routing-options bmp station station-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced for BMP version 3 in Junos OS Release 13.3.

Description Configure an MD5 authentication key (password). Neighboring routing devices use the

same password to verify the authenticity of BGP packets sent from this system.

Options key—Authentication password. It can be up to 126 characters. Characters can include

any ASCII strings. If you include spaces, enclose all characters in quotation marks

(“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Authentication for BGP on page 2953

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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authentication-key-chain (Protocols BGP and BMP)

Syntax authentication-key-chain key-chain;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address],

[edit routing-options bmp],
[edit routing-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.3.

Description Apply and enable an authentication keychain to the routing device. Note that the

referenced key chain must be defined. When configuring the authentication key update

feature for BGP, you cannot commit the 0.0.0.0/allow statement with authentication

keys or key chains. The CLI issues a warning and fails to commit the configuration.

Options key-chain—Authentication keychain name. It can be up to 126 characters. Characters can

include any ASCII strings. If you include spaces, enclose all characters in quotation

marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Authentication for BGP on page 2953

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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bfd-liveness-detection (Protocols BGP)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
hold-down-intervalmilliseconds;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

detection-time threshold and transmit-interval threshold options introduced in Junos OS

Release 8.2

Support for logical routers introduced in Junos OS Release 8.3.

Support for IBGP andmultihop EBGP sessions introduced in Junos OS Release 8.3.

holddown-interval statement introduced in Junos OS Release 8.5. You can configure this

statement only for EBGP peers at the [edit protocols bgp group group-name neighbor

address] hierarchy level.

no-adaptation statement introduced in Junos OS Release 9.0.

Support for BFD authentication introduced in Junos OS Release 9.6.
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Support for BFD on IPv6 interfaces with BGP introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional failure detection (BFD) timers and authentication for BGP.

For IBGP andmultihop EBGP support, configure the bfd-liveness-detection statement

at theglobal [editbgpprotocols]hierarchy level. Youcanalsoconfigure IBGPandmultihop

support for a routing instance or a logical system.
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Options authentication algorithm algorithm-name (Optional)—Configure the algorithm used to

authenticate the specified BFD session: simple-password, keyed-md5, keyed-sha-1,

meticulous-keyed-md5,meticulous-keyed-sha-1.

authentication key-chain key-chain-name (Optional)—Associate a security key with the

specified BFD session using the name of the security keychain. The keychain name

must match one of the keychains configured in the authentication-key-chains

key-chain statement at the [edit security] hierarchy level.

authentication loose-check—(Optional) Configure loose authentication checking on the

BFD session. Use only for transitional periods when authentication may not be

configured at both ends of the BFD session.

detection-time thresholdmilliseconds (Optional)—Configure a threshold. When the BFD

session detection time adapts to a value equal to or greater than the threshold, a

single trap and a single system logmessage are sent.

holddown-intervalmilliseconds (Optional)—Configure an interval specifying how long a

BFD session must remain up before a state change notification is sent. When you

configure the hold-down interval for the BFD protocol for EBGP, the BFD session is

unaware of the BGP session during this time. In this case, if the BGP session goes

downduring the configured hold-down interval, BFDalready assumes it is downand

does not send a state change notification. The holddown-interval statement is

supported only for EBGP peers at the [edit protocols bgp group group-nameneighbor

address]hierarchy level. If theBFDsessiongoesdownand thencomesbackupduring

the configured hold-down interval, the timer is restarted. Youmust configure the

hold-down interval on both EBGP peers. If you configure the hold-down interval for

a multihop EBGP session, youmust also configure a local IP address by including

the local-address statement at the [edit protocols bgp group group-name] hierarchy

level.

Range: 0 through 255,000

Default: 0

minimum-intervalmilliseconds (Required)—Configure the minimum intervals at which

the local routing device transmits hello packets and then expects to receive a reply

from a neighbor with which it has established a BFD session. This value represents

the minimum interval at which the local routing device transmits hello packets as

well as the minimum interval that the routing device expects to receive a reply from

a neighbor with which it has established a BFD session. You can configure a value in

the range from 1 through 255,000milliseconds. Optionally, instead of using this

statement, you can specify the minimum transmit and receive intervals separately

(using theminimum-receive-interval and transmit-interval minimal-interval

statements).

Range: 1 through 255,000

minimum-receive-intervalmilliseconds (Optional)—Configure only theminimum interval

at which the local routing device expects to receive a reply from a neighbor with

which it has established a BFD session.

Range: 1 through 255,000
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multiplier number (Optional)—Configure the number of hello packets not received by a

neighbor that causes the originating interface to be declared down.

Range: 1 through 255

Default: 3

no-adaptation (Optional)—Configure BFD sessions not to adapt to changing network

conditions.We recommendthat younotdisableBFDadaptationunless it ispreferable

to not to have BFD adaptation enabled in your network.

transmit-interval thresholdmilliseconds (Optional)—Configure a threshold. When the

BFD session transmit interval adapts to a value greater than the threshold, a single

trap and a single systemmessage are sent. The interval threshold must be greater

than theminimum transmit interval.

Range: 0 through 4,294,967,295 (232 – 1)

transmit-intervalminimum-intervalmilliseconds (Optional)—Configureonly theminimum

interval at which the local routing device transmits hello packets to a neighbor with

which it has established a BFD session.

Range: 1 through 255,000

version (Optional)—Configure the BFD version to detect.

Range: 1 or automatic (autodetect the BFD version)

Default: automatic

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD for Static Routes on page 2319

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845

• Example: Configuring BFD Authentication for BGP on page 2854

• Understanding BFD for BGP on page 2844
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bgp

Syntax bgp { ... }

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable BGP on the routing device or for a routing instance.

Default BGP is disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BGP Feature Guide for Routing Devices
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bgp-orf-cisco-mode

Syntax bgp-orf-cisco-mode;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp outbound-route-filter],
[edit logical-systems logical-system-name protocols bgp group group-name
outbound-route-filter],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name outbound-route-filter,

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address outbound-route-filter],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options outbound-route-filter],

[edit logical-systems logical-system-name routing-options outbound-route-filter],
[edit protocols bgp outbound-route-filter],
[edit protocols bgp group group-name outbound-route-filter],
[edit protocols bgp group group-name neighbor address outbound-route-filter],
[edit routing-instances routing-instance-name protocols bgp outbound-route-filter],
[edit routing-instances routing-instance-name protocols bgp group group-name
outbound-route-filter],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address outbound-route-filter],

[edit routing-instances routing-instance-name routing-options outbound-route-filter],
[edit routing-options outbound-route-filter]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Support for the BGP group and neighbor hierarchy levels introduced in Junos OS

Release 9.2.

Support for the BGP group and neighbor hierarchy levels introduced in JunosOSRelease

9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable interoperability with routing devices that use the vendor-specific outbound route

filter compatibility code of 130 and code type of 128.

NOTE: To enable interoperability for all BGP peers configured on the routing
device, includethestatementat the [edit routing-optionsoutbound-route-filter]

hierarchy level.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 2807
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cluster

Syntax cluster cluster-identifier;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the cluster identifier to be used by the route reflector cluster in an internal BGP

group.

CAUTION:

If you configure both route reflection and VPNs on the same routing device,
the followingmodifications to the route reflectionconfigurationcausecurrent
BGP sessions to be reset:

• Adding a cluster ID—If a BGP session shares the sameASnumberwith the
group where you add the cluster ID, all BGP sessions are reset regardless
of whether the BGP sessions are contained in the same group.

• Creating a new route reflector—If you have an IBGP group with an AS
number and create a new route reflector group with the same AS number,
all BGP sessions in the IBGP group and the new route reflector group are
reset.

NOTE: If you change the address family specified in the [edit protocols bgp

family] hierarchy level, all current BGP sessions on the routing device are

dropped and then reestablished.

Copyright © 2014, Juniper Networks, Inc.3030

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Options cluster-identifier—4-byte identifier (such as an IPv4 address).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Route Reflectors on page 2928

• Understanding External BGP Peering Sessions on page 2639

• no-client-reflect on page 3093

connection-mode

Syntax connection-mode (active | passive);

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced for BMP in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced for BMP in Junos OS Release 13.3.

Description Specifies whether the BMP station connection is active or passive.

Options active—BMP initiates the connection to the BMP station.

passive—BMP does not initiate a connection the BMP station. However, it does listen for

a connection request from active BMP stations and will connect if a station is

available.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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damping (Protocols BGP)

Syntax damping;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp family family],
[edit logical-systems logical-system-name protocols bgp family family],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name family family],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
family family],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
family family],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp family family],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp family family],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name family family],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name family family],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address family family],

[edit protocols bgp],
[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name family family],
[edit protocols bgp group group-name neighbor address],
[edit protocols bgp group group-name neighbor address family family],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp family family],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-nameprotocolsbgpgroupgroup-name family family],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address family family]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for flap damping at the address family level introduced in JunosOSRelease 12.2.

Description Enable route flap damping. BGP route flapping describes the situation in which BGP

systemssendanexcessivenumberofupdatemessages toadvertisenetwork reachability

information. Flap damping reduces the number of update messages sent between BGP
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peers, thereby reducing the load on these peers, without adversely affecting the route

convergence time for stable routes.

You typically apply flap damping to external BGP (EBGP) routes (that is, to routes in

different ASs). You can also apply it within a confederation, between confederation

member ASs. Because routing consistency within an AS is important, do not apply flap

damping to internal BGP (IBGP) routes. (If you do, it is ignored.) The exception to this

rule is when flap damping is applied at the address family level. When you apply flap

damping at the address family level, it works for both IBGP and EBGP.

Default Flap damping is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring BGP Flap Damping on page 2979

• Example: Configuring BGP Route Flap Damping Based on the MBGPMVPN Address

Family on page 2989

3033Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



description (Protocols BGP)

Syntax description text-description;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Provide a description of the global, group, or neighbor configuration. If the text includes

oneormore spaces, enclose it in quotationmarks (“ “ ). The test is displayed in theoutput

of the show command and has no effect on the configuration.

Options text-description—Text description of the configuration. It is limited to 255 characters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BGP Feature Guide for Routing Devices
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detection-time (BFD Liveness Detection)

Syntax detection-time {
thresholdmilliseconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPNs and VPLS.

Description Enable BFD failure detection. The BFD failure detection timers are adaptive and can be

adjusted to be faster or slower. The lower the BFD failure detection timer value, the faster

the failure detection and vice versa. For example, the timers can adapt to a higher value

if the adjacency fails (that is, the timer detects failures more slowly). Or a neighbor can

negotiate a higher value for a timer than the configured value. The timers adapt to a

higher valuewhenaBFDsession flapoccursmore than three times inaspanof 15seconds.

A back-off algorithm increases the receive (Rx) interval by two if the local BFD instance
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is the reason for the session flap. The transmission (Tx) interval is increased by two if

the remote BFD instance is the reason for the session flap. You can use the clear bfd

adaptation command to return BFD interval timers to their configured values. The clear

bfd adaptation command is hitless, meaning that the command does not affect traffic

flow on the routing device.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for BGP on page 2844

• bfd-liveness-detection on page 3023

• threshold on page 3115

disable (Protocols BGP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit protocols bgp],
[edit routing-instances routing-instance-name protocols bgp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable BGP on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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disable (BGPGraceful Restart)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp graceful-restart],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-namegraceful-restart],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
graceful-restart],

[edit protocols bgp graceful-restart],
[edit protocols bgp group group-name graceful-restart],
[edit protocols bgp group group-name neighbor address graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable graceful restart for BGP. Graceful restart allows a routing device undergoing a

restart to inform its adjacent neighbors and peers of its condition.

NOTE: When you disable graceful restart at one level in the configuration
statement hierarchy, it is also disabled at lower levels in the same hierarchy.
For example, if you disable graceful restart at the [edit protocols bgp group

group-name] hierarchy level, it is disabled for all the peers in the group.

Therefore, if you want to enable graceful restart for some peers in a group
and disable it for others, enable graceful restart at the [edit protocols bgp

group group-name] hierarchy level and disable graceful restart for each peer

at the [edit protocols bgp group group-name neighbor address] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• graceful-restart on page 1765
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export (Protocols BGP)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to routes being exported from the routing table into BGP.

If you specify more than one policy, they are evaluated in the order specified, from left

to right, and the first matching filter is applied to the route. If no routes match the filters,

the routing table exports into BGP only the routes that it learned from BGP. If an action

specified in one of the policies manipulates a route characteristic, the policy framework

software carries the new route characteristic forward during the evaluation of the

remaining policies. For example, if the action specified in the first policy of a chain sets

a route’smetric to 500, this routematches the criterion ofmetric 500 defined in the next

policy.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Route Advertisement on page 2803

• Routing Policy Feature Guide for Routing Devices

• import on page 3053
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family (Protocols BGP)

Syntax family {
(inet | inet6 | inet-vpn | inet6-vpn | iso-vpn) {
(any | flow | labeled-unicast | multicast | unicast) {
accepted-prefix-limit {
maximum number;
teardown <percentage-threshold> idle-timeout (forever |minutes);

}
add-path {
send {
path-count number;
prefix-policy [ policy-names ];
}

receive;
}
aigp [disable];
loops number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
protection;

rib-group group-name;
topology name {
community {
target identifier;

}
}

flow {
no-validate policy-name;

}
labeled-unicast {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
aggregate-label {
community community-name:

}
explicit-null {
connected-only;

}
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
resolve-vpn;
rib (inet.3 | inet6.3);
rib-group group-name;
traffic-statistics {
file filename <world-readable | no-world-readable>;
interval seconds;

}
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}
}
route-target {
accepted-prefix-limit {
maximum number;
proxy-generate <route-target-policy route-target-policy-name>;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
advertise-default;
external-paths number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
}
(evpn | inet-mdt | inet-mvpn | inet6-mvpn | l2vpn) {
signaling {
accepted-prefix-limit {
maximum number;
teardown <percentage-threshold> idle-timeout (forever |minutes);

}
add-path {
send {
path-count number;
prefix-policy [ policy-names ];
}

receive;
}
aigp [disable];
damping;
loops number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
rib-group group-name;

}
}

}
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Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

inet-mvpn and inet6-mpvn statements introduced in Junos OS Release 8.4.

inet-mdt statement introduced in Junos OS Release 9.4.

Support for the loops statement introduced in Junos OS Release 9.6.

evpn statement introduced in Junos OS Release 13.2.

Description Enable multiprotocol BGP (MP-BGP) by configuring BGP to carry network layer

reachability information (NLRI) for address families other than unicast IPv4, to specify

MP-BGP to carry NLRI for the IPv6 address family, or to carry NLRI for VPNs.
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Options any—Configure the family type to be both unicast andmulticast.

evpn—Configure NLRI parameters for Ethernet VPNs (EVPNs).

inet—Configure NLRI parameters for IPv4.

inet6—Configure NLRI parameters for IPv6.

inet-mdt—ConfigureNLRIparameters for themulticastdistribution tree(MDT)subaddress

family identifier (SAFI) for IPv4 traffic in Layer 3 VPNs.

inet-mvpn—Configure NLRI parameters for IPv4 for multicast VPNs.

inet6-mvpn—Configure NLRI parameters for IPv6 for multicast VPNs.

inet-vpn—Configure NLRI parameters for IPv4 for Layer 3 VPNs.

inet6-vpn—Configure NLRI parameters for IPv6 for Layer 3 VPNs.

iso-vpn—Configure NLRI parameters for IS-IS for Layer 3 VPNs.

l2vpn—Configure NLRI parameters for IPv4 for MPLS-based Layer 2 VPNs and VPLS.

labeled-unicast—Configure the family type to be labeled-unicast. This means that the

BGP peers are being used only to carry the unicast routes that are being used by

labeled-unicast for resolving the labeled-unicast routes.This statement is supported

only with inet and inet6.

multicast—Configure the family type to bemulticast. This means that the BGP peers are

being used only to carry the unicast routes that are being used bymulticast for

resolving the multicast routes.

unicast—Configure the family type to be unicast. This means that the BGP peers only

carry the unicast routes that are being used for unicast forwarding purposes. The

default family type is unicast.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IBGP Sessions Between PE Routers in VPNs

• Understanding Multiprotocol BGP

• autonomous-system on page 2346

• local-as on page 3064
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graceful-restart (Protocols BGP)

Syntax graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure graceful restart for BGP. Graceful restart allows a routing device undergoing

a restart to inform its adjacent neighbors and peers of its condition. Graceful restart is

disabled by default.

To configure the duration of the BGP graceful restart period, include the restart-time

statement at the [edit protocols bgp graceful-restart] hierarchy level. To set the length

of time the router waits to receive messages from restarting neighbors before declaring

them down, include the stale-routes-time statement at the [edit protocols bgp

graceful-restart] hierarchy level.

NOTE: If you configure graceful restart after a BGP session has been
established, theBGPsession restartsand thepeersnegotiategraceful restart
capabilities.

Configure graceful restart globally at the [edit routing-options] or [edit routing-instances

instance-name routing-options] hierarchy level to enable the feature. You cannot enable

graceful restart for specific protocols unless graceful restart is also enabled globally. You

can, optionally, modify the global settings at the individual protocol level.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• Junos OS High Availability Library for Routing Devices
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group (Protocols BGP)

Syntax group group-name {
advertise-inactive;
allow [ network/mask-length ];
authentication-key key;
cluster cluster-identifier;
damping;
description text-description;
export [ policy-names ];
family {
(inet | inet6 | inet-vpn | inet6-vpn | l2-vpn) {
(any | multicast | unicast | signaling) {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
add-path {
send {
path-count number;
prefix-policy [ policy-names ];
}

receive;
}
aigp [disable];
damping;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
rib-group group-name;
topology name {
community {
target identifier;

}
}

}
flow {
no-validate policy-name;

}
labeled-unicast {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
explicit-null {
connected-only;

}
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
resolve-vpn;
rib inet.3;
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rib-group group-name;
}

}
route-target {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
advertise-default;
external-paths number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
}

}
hold-time seconds;
import [ policy-names ];
ipsec-sa ipsec-sa;
keep (all | none);
local-address address;
local-as autonomous-system <private>;
local-preference local-preference;
log-updown;
metric-outmetric;
multihop <ttl-value>;
multipath {
multiple-as;

}
no-aggregator-id;
no-client-reflect;
out-delay seconds;
passive;
peer-as autonomous-system;
preference preference;
remove-private;
tcp-mss segment-size;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
type type;
neighbor address {
... peer-specific-options ...

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit protocols bgp],
[edit routing-instances routing-instance-name protocols bgp]
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Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Define a BGP peer group. BGP peer groups share a common type, peer autonomous

system (AS) number, and cluster ID, if present. To configuremultiple BGPgroups, include

multiple group statements.

By default, the group’s options are identical to the global BGP options. To override the

global options, include group-specific options within the group statement.

The group statement is one of the statements youmust include in the configuration to

run BGP on the routing device.

Each groupmust contain at least one peer.

Options group-name—Name of the BGP group.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BGP Feature Guide for Routing Devices
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hold-down

Syntax hold-down {
seconds;
flaps number;
period seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description If the connection to a BMP station flaps and the hold-down statement is configured, the

station is prevented from reconnecting to the device for the specified period of time. A

flap iswhen theTCPsessionunexpectedly switches fromestablished tonon-established.

If you alter the configuration of the hold-down statement, the hold down timer and flap

counter are reset.

You can effectively disable the hold-down statement by setting the flaps option to 10

and the period option to 30 seconds.

Options seconds—Specify the time in seconds towaitbeforeallowing theBMPstation to reconnect

to the device.

Default: 600 seconds

Range: 30 through 65,535 seconds

flaps number—Specify the number of BMP station flaps allowed before terminating the

connection to the BMP station and triggering the hold down timer.

Default: 3 flaps

Range: 2 to 10 flaps

period seconds—Specify the time in seconds for the BGP station flaps (specified using

the flaps option) to occur before triggering the hold down timer. Every time a flap

occurs, the number of flaps in the last time period is checked to see if the criteria is

met.

For example, if you defined the period as 60 seconds and the flaps as 4 and the BGP

station flaps just 2 times in a 60 second period, the hold down timer would not be

triggered. However, if the BGP station flaps 4 times in a 60 second period, the hold

down timer would be triggered.

Default: 300 seconds

Range: 30 through 65,535 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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hold-down-interval (BGP BFD Liveness Detection)

Syntax holddown-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an interval specifying how long a BFD session must remain up before a state

change notification is sent.

When you configure the hold-down interval for the BFD protocol for EBGP, the BFD

session is unaware of the BGP session during this time. In this case, if the BGP session

goes down during the configured hold-down interval, BFD already assumes the BGP

session is down and does not send a state change notification. The holddown-interval

statement is supported only for EBGP peers at the [edit protocols bgp group group-name

neighbor address] hierarchy level. If the BFD session goes down and then comes back up

during the configured hold-down interval, the timer is restarted. Youmust configure the

hold-down interval on both EBGP peers. If you configure the hold-down interval for a

multihop EBGP session, youmust also configure a local IP address by including the

local-address statement at the [edit protocols bgp group group-name] hierarchy level.

Options milliseconds—Specify the hold-down interval value.

Range: 0 through 255,000

Default: 0

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023
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hold-time (Protocols BGP)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the hold-time value to use when negotiating a connection with the peer. The

hold-time value is advertised in openpackets and indicates to the peer the length of time

that it should consider the sender valid. If the peer does not receive a keepalive, update,

or notification message within the specified hold time, the BGP connection to the peer

is closed and routing devices through that peer become unavailable.

The hold time is three times the interval at which keepalive messages are sent.

BGP on the local routing device uses the smaller of either the local hold-time value or

the peer’s hold-time value received in the openmessage as the hold time for the BGP

connection between the two peers.

Starting in Junos OS Release 12.3, the BGP hold-time value can be zero (0). This implies

that the speaker does not expect keepalivemessages from its peer tomaintain the BGP

session. When negotiating between two peers, if one side requests a nonzero hold time

and the other requests a zero hold time, the negotiation settles on the nonzero value and

keepalive intervalsaredeterminedaccordingly.Bothsidesmustbeset to zero for keepalive

messages to stop being sent.

Options seconds—Hold time.

Range: 10 through 65,535 seconds (or 0 for infinite hold time)

Default: 90 seconds
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TIP: When you set a hold-time value of 1 though 19 seconds, we recommend
that you also configure the BGP precision-timers statement. The

precision-timers statement ensures that if scheduler slip messages occur,

the routing device continues to send keepalive messages. When the
precision-timers statement is included, keepalive message generation is

performed in a dedicated kernel thread, which helps to prevent BGP session
flaps.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BGPMessages Overview on page 2635

• precision-timers
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import (Protocols BGP)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more routing policies to routes being imported into the Junos OS routing

table from BGP.

If you specify more than one policy, they are evaluated in the order specified, from left

to right, and the first matching filter is applied to the route. If no match is found, BGP

places into the routing tableonly those routes thatwere learned fromBGProutingdevices.

The policy framework software evaluates the routing policies in a chain sequentially. If

an action specified in one of the policies manipulates a route characteristic, the policy

framework software carries the new route characteristic forward during the evaluation

of the remaining policies. For example, if the action specified in the first policy of a chain

sets a route’smetric to 500, this routematches the criterion ofmetric 500 defined in the

next policy.

It is also important to understand that in Junos OS, although an import policy (inbound

route filter) might reject a route, not use it for traffic forwarding, and not include it in an

advertisement to other peers, the router retains these routes as hidden routes. These

hidden routes are not available for policy or routing purposes. However, they do occupy

memory space on the router. A service provider filtering routes to control the amount of

information being kept in memory and processed by a router might want the router to

entirely drop the routes being rejected by the import policy.

Hidden routescanbeviewedbyusing the showroutereceive-protocolbgpneighbor-address

hidden command. The hidden routes can then be retained or dropped from the routing

table by configuring the keep all | none statement at the [edit protocols bgp] or [edit

protocols bgp group group-name] hierarchy level.
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The rules of BGP route retention are as follows:

• By default, all routes learned from BGP are retained, except those where the AS path

is looped. (The AS path includes the local AS.)

• By configuring the keep all statement, all routes learned from BGP are retained, even

those with the local AS in the AS path.

• By configuring the keep none statement, all routes received are discarded. When this

statement is configured and the inbound policy changes, Junos OS re-advertises all

the routes advertised by the peer.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Interactions with IGPs on page 2799

• Understanding Route Advertisement on page 2803

• Routing Policy Feature Guide for Routing Devices

• export on page 3038
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include-mp-next-hop

Syntax include-mp-next-hop;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable multiprotocol updates to contain next-hop reachability information.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Multiprotocol BGP
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initiation-message

Syntax initiation-message text;

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description (Optional) Allows you to specify an initiation message for a type 0 TLV to be sent to the

BMP station. Themessage is transmitted when a BMP station establishes a connection

to thedevice. Youcanprovide some information to theBMPstation systemadministrator

(for example, a contact phone number). The initiation message includes a type 1 TLV

containing theSNMPsysDescr value specified in RFC 1213Management Information Base

for Network Management of TCP/IP-based internets: MIB-II and a type 2 TLV containing

theSNMPsysNamevaluealso fromRFC1213.Thestring in the initiation-messagemessage

is UTF-8.

The normal time for sending an initiation message is when the BMP session is first

established. However, an initiation message change also triggers the transmission of an

initiation message to current BMP sessions.

Another event that triggers the transmission of an initiationmessage iswhen you change

in the sysName or sysDescr values in the SNMP configuration. The initiation message is

sent to current BMP sessions.

Options text—Specify a character string for a type 0 TLV to send with the initiation message.

Range: 1 through 255 characters

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685

Copyright © 2014, Juniper Networks, Inc.3056

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



keep

Syntax keep (all | none);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Control whether or not Junos OS keeps in memory and hides certain routes.

If the keep none statement is used, Junos OS does not retain in memory and hide routes

that are rejected because of a BGP import policy. Nor does BGP keep in memory and

hide routes that are declared unfeasible due to BGP sanity checks. The keep none

statement causes Junos OS to discard frommemory the routes that are rejected due to

BGP-specific logic or BGP evaluation. When a route is rejected because of some

non-BGP-specific reason, the keep none statement has no effect on this route. This

rejected route is retained in memory and hidden even though keep none is configured.

An example of this type of hidden route is a route for which the protocol nexthop is

unresolved.

The routing table can retain the route information learned fromBGP inoneof the following

ways:

• Default (omit the keep statement)—Keep all route information that was learned from

BGP, except for routes whose AS path is looped andwhose loop includes the local AS.

• keep all—Keep all route information that was learned from BGP.

• keep none—Discard routes that were received from a peer and that were rejected by

import policyor other sanity checking, suchasASpathor next hop.Whenyouconfigure

keep none for the BGP session and the inbound policy changes, Junos OS forces

readvertisement of the full set of routes advertised by the peer.
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In an AS path healing situation, routes with looped paths theoretically could become

usable during a soft reconfiguration when the AS path loop limit is changed. However,

there is a significant memory usage difference between the default and keep all.

Consider the following scenarios:

• A peer readvertises routes back to the peer fromwhich it learned them.

This can happen in the following cases:

• Another vendor's routing device advertises the routes back to the sending peer.

• The JunosOSpeer’s default behavior of not readvertising routes back to the sending

peer is overridden by configuring advertise-peer-as.

• A provider edge (PE) routing device discards any VPN route that does not have any of

the expected route targets.

When keep all is configured, the behavior of discarding routes received in the above

scenarios is overridden.

CAUTION: Whenyouconfigurekeep(all |none), theassociatedBGPsessions

are restarted.

Default By default, BGP retains incoming rejected routes in memory and hides them. If you do

not include the keep statement, most routes are retained in the routing table. BGP keeps

all route information that was learned from BGP, except for routes whose AS path is

looped and whose loop includes the local AS.

Options all—Retain all routes.

none—Discard routes that were received from a peer and that were rejected by import

policy or other sanity checking. When keep none is configured for the BGP session

and the inbound policy changes, Junos OS forces readvertisement of the full set of

routes advertised by the peer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• out-delay on page 3094

• Interprovider VPN Example—MP-EBGP Between ISP Peer Routers

• Example: Configuring Conditional Installation of Prefixes in a Routing Table
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key-chain (BGP BFD Authentication)

Syntax key-chain key-chain-name;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
authentication],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection authentication],

[edit protocols bgp bgp bfd-liveness-detection authentication],
[edit protocols bgp group group-name bgp bfd-liveness-detection authentication],
[edit protocols bgp group group-name neighbor address bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associate a security key with the specified BFD session using the name of the security

keychain. Each key has a unique start time within the keychain. Keychain authentication

allows you to change the password information periodically without bringing down

peering sessions. This keychain authentication method is referred to as hitless because

thekeys roll over fromone to thenextwithout resettinganypeeringsessionsor interrupting

the routing protocol.

Options key-chain-name—Name of the authentication keychain. The keychain namemustmatch

one of the keychains configuredwith the key-chain key-chain-name statement at the

[edit security authentication-key-chain] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring BFD for Static Routes on page 2319•

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845

• Example: Configuring BGP Route Authentication on page 2952
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• Example: Configuring EBGPMultihop Sessions on page 2811
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local-address (Protocols BGP)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the address of the local end of a BGP session. This address is used to accept

incoming connections to thepeer and to establish connections to the remotepeer.When

none of the operational interfaces are configured with the specified local address, a

session with a BGP peer is placed in the idle state.

You generally configure a local address to explicitly configure the system’s IP address

fromBGP’s point of view. This IP address can be either an IPv6 or IPv4 address. Typically,

an IP address is assigned to a loopback interface, and that IP address is configured here.

For internal BGP (IBGP) peering sessions, generally the loopback interface (lo0) is used

to establish connections between the IBGP peers. The loopback interface is always up

as long as the device is operating. If there is a route to the loopback address, the IBGP

peering session stays up. If a physical interface address is used instead and that interface

goes up and down, the IBGP peering session also goes up and down. Thus, the loopback

interface provides fault tolerance in case the physical interface or the link goes down, if

the device has link redundancy.

When a device peers with a remote device’s loopback interface address, the local device

expects BGP update messages to come from (be sourced by) the remote device’s

loopback interface address. The local-address statement enables you to specify the

source information in BGP update messages. If you omit the local-address statement,

the expected source of BGP update messages is based on the device’s source address

selection rules, which normally result in the egress interface address being the expected

source of update messages. When this happens, the peering session is not established

because amismatch exists between the expected source address (the egress interface
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of the peer) and the actual source (the loopback interface of the peer). To ensure that

the expected source address matches the actual source address, specify the loopback

interface address in the local-address statement.

NOTE: Although a BGP session can be established when only one of the
paired routing devices has local-address configured,we strongly recommend

that you configure local-address on both paired routing devices for IBGP and

multihop EBGP sessions. The local-address statement ensures that

deterministic fixed addresses are used for the BGP session end-points.

If you include the default-address-selection statement in the configuration, the software

chooses the system default address as the source formost locally generated IP packets.

For protocols in which the local address is unconstrained by the protocol specification,

for example IBGP andmultihop EBGP, if you do not configure a specific local address

when configuring the protocol, the local address is chosen using the samemethods as

other locally generated IP packets.

Default If you do not configure a local address, BGP uses the routing device’s source address

selection rules to set the local address.

Options address—IPv6 or IPv4 address of the local end of the connection.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Internal BGPPeering Sessions on Logical Systems on page 2674

• Example: Configuring Internal BGP Peer Sessions on page 2663

• Understanding Internal BGP Peering Sessions on page 2662

• router-id on page 2424
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local-address (Protocols BMP)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description (Optional) Specifies the IPv4 or IPv6 address for the BMP connection on the device. We

recommend that you configure a local address. For both active and passive modes,

configure a loopback local address. This provides a consistent local endpoint, is useful

for debugging, and assures greater reliability for the BMP connection since it is not tied

to a single router interface.

For passive mode, specifying a local address is required. It also provides some security

against a malicious BMP connection. For active mode, we also recommend configuring

a local address to help ensure reliability.

If you change the local address, the BMP station connection flaps when you commit the

configuration.

Options address—Specify the IPv4 or IPv6 address for the BMP connection on the local device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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local-as

Syntax local-as autonomous-system <loops number> <private | alias> <no-prepend-global-as>;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

alias option introduced in Junos OS Release 9.5.

no-prepend-global-as option introduced in Junos OS Release 9.6.

Description Specify the local autonomous system (AS) number. An AS is a set of routing devices

that areunder a single technical administrationandgenerally usea single interior gateway

protocol (IGP) andmetrics to propagate routing information within the set of routing

devices.

Internet service providers (ISPs) sometimes acquire networks that belong to a different

AS. When this occur, there is no seamless method for moving the BGP peers of the

acquirednetwork to theASof theacquiring ISP. Theprocessof configuring theBGPpeers

with the newAS number can be time-consuming and cumbersome. In this case, it might

notbedesirable tomodifypeerarrangementsorconfiguration.During this kindof transition

period, it canbeuseful to configureBGP-enableddevices in the newAS touse the former

AS number in BGP updates. This former AS number is called a local AS.

NOTE: If you are using BGP on the routing device, youmust configure an AS
number before you specify the local as number.

In Junos OS Release 9.1 and later, the AS numeric range in plain-number
format isextendedtoprovideBGPsupport for4-byteASnumbers, asdefined
in RFC 4893, BGP Support for Four-octet AS Number Space.

In JunosOSRelease9.3 and later, you canalso configure a4-byteASnumber
using the AS-dot notation format of two integer values joined by a period:
<16-bit high-order value in decimal>.<16-bit low-order value in decimal>. For
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example, the 4-byte AS number of 65546 in plain-number format is
represented as 1.10 in the AS-dot notation format.

Options alias—(Optional) Configure the local AS as an alias of the global AS number configured

for the router at the [edit routing-options] hierarchy level. As a result, a BGP peer

considers any localAS towhich it is assignedasequivalent to theprimaryASnumber

configured for the routing device.When you use the alias option, only the AS (global

or local) used to establish the BGP session is prepended in the AS path sent to the

BGP neighbor.

autonomous-system—AS number.

Range: 1 through 4,294,967,295 (232 – 1) in plain-number format

Range: 0.0 through 65535.65535 in AS-dot notation format

loops number—(Optional) Specify the number of times detection of the AS number in

the AS_PATH attribute causes the route to be discarded or hidden. For example, if

you configure loops 1, the route is hidden if the AS number is detected in the path

one or more times. This is the default behavior. If you configure loops 2, the route is

hidden if the AS number is detected in the path two or more times.

NOTE: If you configure the local AS values for any BGP group, the detection
of routing loops is performed using both the AS and the local AS values for
all BGP groups.

If the local AS for the EBGP or IBGP peer is the same as the current AS, do
not use the local-as statement to specify the local AS number.

When you configure the local ASwithin a VRF, this impacts the AS path
loop-detectionmechanism. All of the local-as statements configured on the

devicearepartofasingleASdomain.TheASpath loop-detectionmechanism
is based on looking for amatching AS present in the domain.

Range: 1 through 10

Default: 1

no-prepend-global-as—(Optional) Specify to strip the global AS and to prepend only the

local AS in AS paths sent to external peers.

private—(Optional) Configure to use the local AS only during the establishment of the

BGP session with a BGP neighbor but to hide it in the AS path sent to external BGP

peers. Only the global AS is included in the AS path sent to external peers.

NOTE: The private and alias options aremutually exclusive. You cannot

configure both options with the same local-as statement.

3065Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring BGP Local AS on page 2740

• Example: Configuring a Local AS for EBGP Sessions on page 2745

• autonomous-system on page 2346

• family on page 3039

local-port

Syntax local-port port;

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specifies the listening port for the BMP station connection.

If youconfigure theconnection-mode statementasactive, donot configure the local-port
statement. If you configure the connection-mode statement as passive, you must
configure local-port statement.

If you change the local port, the BMP station connection flaps when you commit the

configuration.

Options port—Specify the local port for the BMP station connection.

Range: 1 through 65,535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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local-preference

Syntax local-preference local-preference;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Modify thevalueof theLOCAL_PREFpathattribute,which isametricusedbyBGPsessions

to indicate the degree of preference for an external route. The routewith the highest local

preference value is preferred.

TheLOCAL_PREFpathattributealways is used in inbound routingpolicy and is advertised

to internal BGPpeers and toneighboring confederations. It is never advertised to external

BGP peers.

Default If you omit this statement, the LOCAL_PREF path attribute, if present, is not modified.

Options local-preference—Preference to assign to routes learned from BGP or from the group or

peer.

Range: 0 through 4,294,967,295 (232 – 1)

Default: If the LOCAL_PREF path attribute is present, do not modify its value. If a BGP
route is received without a LOCAL_PREF attribute, the route is handled locally (it is

stored in the routing table and advertised by BGP) as if it were received with a

LOCAL_PREF value of 100. By default, non-BGP routes that are advertised by BGP

are advertised with a LOCAL_PREF value of 100.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring the Local Preference Value for BGP Routes on page 2688•

• Understanding Internal BGP Peering Sessions on page 2662
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• preference on page 3103

log-updown (Protocols BGP)

Syntax log-updown;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify to generate a log amessage whenever a BGP peer makes a state transition.

Messages are logged using the system logging mechanism located at the [edit system

syslog] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Preventing BGP Session Resets on page 2972

• Junos OS Administration Library for Routing Devices

• traceoptions on page 3119
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loops

Syntax loops number;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp family address-family],
[edit logical-systems logical-system-name protocols bgp group group-name family
address-family],

[edit logical-systems logical-system-name protocols bgp group group-name local-as],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
family address-family],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
local-as]

[edit logical-systems logical-system-name protocols bgp local-as],
[edit logical-systems logical-system-name routing-optionsautonomous-systemas-number],
[edit protocols bgp family address-family],
[edit protocols bgp group group-name family address-family],
[edit protocols bgp group group-name local-as],
[edit protocols bgp group group-name neighbor address family address-family],
[edit protocols bgp group group-name neighbor address local-as]
[edit protocols bgp local-as],
[edit routing-options autonomous-system as-number]

Release Information Statement introduced in Junos OS Release 9.6.

Description Globally, for the local-AS BGP attribute, or the specified address family, allow the local

device’s AS number to be in the received AS paths, and specify the number of times

detection of the local device’s AS number in the AS_PATH attribute causes the route to

be discarded or hidden. For example, if you configure loops 1, the route is hidden if the

local device’s AS number is detected in the path one ormore times. This prevents routing

loops and is the default behavior. If you configure loops 2, the route is hidden if the local

device’s AS number is detected in the path two or more times.

Some examples of BGP address families are as follows:

• inet unicast

• inet-vpnmulticast

• inet6 any

• l2vpn auto-discovery-only

• ...

This list is truncated for brevity. For a complete list of protocol families for which you can

specify the loops statement, enter the help apropos loops configuration command at the

[edit protcols bgp] hierarchy level on your device.

[edit protocols bgp]
user@host# help apropos loops
set family inet unicast loops 
    Allow local AS in received AS paths
set family inet unicast loops <loops> 
    AS-Path loop count
set family inet multicast loops 
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    Allow local AS in received AS paths
set family inet multicast loops <loops> 
    AS-Path loop count
set family inet flow loops 
    Allow local AS in received AS paths
set family inet flow loops <loops> 
    AS-Path loop count
set family inet any loops 
    Allow local AS in received AS paths
set family inet any loops <loops> 
    AS-Path loop count
set family inet labeled-unicast loops 
    Allow local AS in received AS paths
...

NOTE: When you configure the loops statement for a specific BGP address

family, that value is used to evaluate the AS path for routes received by a
BGP peer for the specified address family, rather than the loops value
configured for the global AS number with the loops statement at the [edit

routing-options autonomous-system as-number] hierarchy level.

Options number—Number of times detection of the AS number in the AS_PATH attribute causes

the route to be discarded or hidden.

Range: 1 through 10

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Disabling Suppression of Route Advertisements

• autonomous-system on page 2346

• family on page 3039

• local-as on page 3064
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loose-check (BGP BFD Authentication)

Syntax loose-check ;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
authentication],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection authentication],

[edit protocols bgp bgp bfd-liveness-detection authentication],
[edit protocols bgp group group-name bfd-liveness-detection authentication],
[edit protocols bgp group group-name neighbor address bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection authentication],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify loose authentication checking on the BFD session. Use loose authentication for

transitional periods only when authentication might not be configured at both ends of

the BFD session.

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD for Static Routes on page 2319

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845

• Example: Configuring BGP Route Authentication on page 2952

• Example: Configuring EBGPMultihop Sessions on page 2811
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maximum-ecmp

Syntax maximum-ecmp next-hops;

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 13.2 for QFX switches.

Description Configure 16, 32, or 64 ECMP next hops for RSVP or LDP LSPs, or MPLS static LSPs that

are configured using set protocolsmpls static-label-switched-path.

Default 16

Options next-hops—Specify the number of next hops (16, 32, or 64) for RSVP or LDP LSPs, or

MPLS static LSPs

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

•
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metric-out (Protocols BGP)

Syntax metric-out (metric | minimum-igp offset | igp (delay-med-update | offset);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Option delay-med-update introduced in Junos OS Release 9.0.

Description Specify the metric for all routes sent using the multiple exit discriminator (MED, or

MULTI_EXIT_DISC) path attribute in update messages. This path attribute is used to

discriminate amongmultiple exit points to a neighboringAS. If all other factors are equal,

the exit point with the lowest metric is preferred.

You can specify a constantmetric value by including themetricoption. For configurations

inwhich a BGP peer sends third-party next hops that require the local system to perform

next-hop resolution—IBGP configurations, configurations within confederation peers, or

EBGP configurations that include themultihop command—you can specify a variable

metric by including theminimum-igp or igp option.

You can increase or decrease the variable metric calculated from the IGPmetric (either

from the igp orminimum-igp statement) by specifying a value for offset. The metric is

increasedby specifying apositive value for offset, anddecreasedby specifying a negative

value for offset.

In JunosOSRelease 9.0 and later, you can specify that a BGP group or peer not advertise

updates for theMEDpathattributes used to calculate IGPcosts for BGPnext hops unless

theMED is lower. You can also configure an interval to delaywhenMED updates are sent

by including themed-igp-update-intervalminutes statement at the [edit routing-options]

hierarchy level.

Options delay-med-update—Specify that a BGP group or peer configured with themetric-out igp

statement not advertise MED updates unless the current MED value is lower than
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the previously advertised MED value, or another attribute associated with the route

has changed, or the BGP peer is responding to a refresh route request.

NOTE: You cannot configure the delay-med–update statement at the global

BGP level.

igp—Set the metric to the most recent metric value calculated in the IGP to get to the

BGP next hop. Routes learned from an EBGP peer usually have a next hop on a

directly connected interface and thus the IGP value is equal to zero. This is the value

advertised.

metric—Primary metric on all routes sent to peers.

Range: 0 through 4,294,967,295 (232 – 1)

Default: Nometric is sent.

minimum-igp—Set the metric to the minimummetric value calculated in the IGP to get

to the BGPnext hop. If a newly calculatedmetric is greater than theminimummetric

value, themetric value remains unchanged. If a newly calculatedmetric is lower, the

metric value is lowered to that value. When you change a neighbor’s export policy

from any configuration to a configuration that sets the minimum IGP offset on an

exported route, the advertised MED is not updated if the value would increase as a

result, even if the previous configuration does not use aminimum IGP-based MED

value. This behavior helps to prevent unnecessary route flapping when an IGP cost

changes, by not forcing a route update if themetric value increases past the previous

lowest known value.

offset—Increases or decreases the metric by this value.

Range: –231 through 231 – 1

Default: None

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED

Updates on page 2730

• Examples: Configuring BGPMED on page 2701

• Example: Configuring the MED Attribute Directly on page 2703

• Understanding the MED Attribute on page 2701

• med-igp-update-interval on page 2389
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minimum-interval (BFD Liveness Detection)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Configure the minimum interval after which the local routing device transmits hello

packets and then expects to receive a reply fromaneighborwithwhich it has established

a BFD session. Optionally, instead of using this statement, you can specify theminimum

transmit and receive intervals separately using theminimum-interval (specified under
the transmit-interval statement) andminimum-receive-interval statements.

Options milliseconds—Specify the minimum interval value for BFD liveliness detection.

Range: 1 through 255,000
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023

• minimum-receive-interval on page 3079

• transmit-interval on page 3124
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minimum-interval (transmit-interval)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection transmit-interval],

[edit protocols bgp bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection transmit-interval]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Configure theminimum interval atwhich the local routing device transmits hello packets

to a neighbor with which it has established a BFD session. Optionally, instead of using
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this statement at this hierarchy level, you can configure the minimum transmit interval

using theminimum-interval statement at the bfd-liveness-detection hierarchy level.

Options milliseconds—Minimum transmit interval value.

Range: 1 through 255,000

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for the

transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023

• minimum-interval on page 3075

• threshold on page 3117
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minimum-receive-interval (BFD Liveness Detection)

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Configure theminimum interval after which the local routing devicemust receive a reply

from a neighbor with which it has established a BFD session. Optionally, instead of using

this statement, youcanconfigure theminimumreceive intervalusing theminimum-interval

statement.

Options milliseconds—Specify the minimum receive interval value.

Range: 1 through 255,000
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023

• minimum-interval on page 3075

• transmit-interval on page 3124

monitor (Protocols BMP)

Syntax monitor (enable | disable);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bmp],
[edit logical-systems logical-system-name protocols bgp group group-name bmp],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bmp],

[edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit protocols bgp bmp],
[edit protocols bgp group group-name bmp],
[edit protocols bgp group group-name neighbor address bmp],
[edit routing-options bmp],
[edit routing-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description BMPmonitoring is enabledbydefault. Youcanexplicitly enableBMPmonitoringordisable

it. You can also selectively enable or disable BMPmonitoring at various hierarchy levels

(for example, [edit protocols bgp group group-name] or [edit protocols bgp group

group-nameneighboraddress]). If you disable BMPmonitoring,withdrawalmessages are

sent for any previously advertised routes. These are followed by a downmessage. If you

enable BMPmonitoring, an upmessage is sent first and then the route advertisements

follow.

Options enable—Enable BMPmonitoring.

Default: BMPmonitoring is enabled by default.

disable—Disable BMPmonitoring.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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mtu-discovery

Syntax mtu-discovery;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure TCP path maximum transmission unit (MTU) discovery.

TCP pathMTU discovery enables BGP to automatically discover the best TCP pathMTU

for each BGP session. In Junos OS, TCP path MTU discovery is disabled by default for all

BGP neighbor sessions.

When MTU discovery is disabled, TCP sessions that are not directly connected transmit

packets of 512-byte maximum segment size (MSS). These small packets minimize the

chances of packet fragmentation at a device along the path to the destination. However,

becausemost links use an MTU of at least 1500 bytes, 512-byte packets do not result in

the most efficient use of link bandwidth. For directly connected EBGP sessions, MTU

mismatches prevent the BGP session from being established. As a workaround, enable

path MTU discovery within the EBGP group.

PathMTUdiscovery dynamically determines theMTU size on the network path between

the source and the destination, with the goal of avoiding IP fragmentation. Path MTU

discovery works by setting the Don’t Fragment (DF) bit in the IP headers of outgoing

packets. When a device along the path has an MTU that is smaller than the packet, the

device drops the packet. The device also sends back an ICMP Fragmentation Needed

(Type 3, Code 4) message that contains the device’s MTU, thus allowing the source to

reduce its path MTU appropriately. The process repeats until the MTU is small enough

to traverse the entire path without fragmentation.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Limiting TCP Segment Size for BGP on page 2967

• Configuring the Junos OS for IPv6 Path MTU Discovery

• Configuring the Junos OS for Path MTU Discovery on Outgoing GRE Tunnel Connections
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multihop

Syntax multihop {
no-nexthop-change;
ttl ttl-value;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure an EBGPmultihop session.

For Layer 3 VPNs, you configure the EBGPmultihop session between the PE and CE

routing devices. This allows you to configure one or more routing devices between the

PE and CE routing devices.

An external confederation peer is a special case that allows unconnected third-party

next hops. You do not need to configure multihop sessions explicitly in this particular

case becausemultihop behavior is implied.

If you have external BGP confederation peer-to-loopback addresses, you still need the

multihop configuration.

NOTE: You cannot configure the accept-remote-nexthop statement at the

same time.

Default If you omit this statement, all EBGP peers are assumed to be directly connected (that

is, you are establishing a nonmultihop, or “regular,” BGP session), and the default

time-to-live (TTL) value is 1.

3083Copyright © 2014, Juniper Networks, Inc.

Chapter 32: Configuration



The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring EBGPMultihop Sessions on page 2811

• Configuring EBGPMultihop Sessions Between PE and CE Routers in Layer 3 VPNs

• accept-remote-nexthop on page 3010

• no-nexthop-change

• ttl
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multiplier (BFD Liveness Detection)

Syntax multiplier number;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Configure the number of hello packets not received by a neighbor that causes the

originating interface to be declared down.

Options number—Number of hello packets.

Range: 1 through 255

Default: 3
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023
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neighbor (Protocols BGP)

Syntax neighbor address {
accept-remote-nexthop;
advertise-external <conditional>;
advertise-inactive;
(advertise-peer-as | no-advertise-peer-as);
as-override;
authentication-algorithm algorithm;
authentication-key key;
authentication-key-chain key-chain;
cluster cluster-identifier;
damping;
description text-description;
export [ policy-names ];
family {
(inet | inet6 | inet-mvpn | inet6-mpvn | inet-vpn | inet6-vpn | iso-vpn | l2-vpn) {
(any | flow | multicast | unicast | signaling) {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
damping;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
rib-group group-name;
topology name {
community {
target identifier;

}
}

}
flow {
no-validate policy-name;

}
labeled-unicast {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
aggregate-label {
community community-name:

}
explicit-null {
connected-only;

}
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
resolve-vpn;
rib inet.3;
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rib-group group-name;
topology name {
community {
target identifier;

}
}

}
}
route-target {
advertise-default;
external-paths number;
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
}
signaling {
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
}

}
graceful-restart {
disable;
restart-time seconds;
stale-routes-time seconds;

}
hold-time seconds;
import [ policy-names ];
ipsec-sa ipsec-sa;
keep (all | none);
local-address address;
local-as autonomous-system <private>;
local-interface interface-name;
local-preference preference;
log-updown;
metric-out (metric | minimum-igp <offset> | igp <offset>);
mtu-discovery;
multihop <ttl-value>;
multipath {
multiple-as;

}
no-aggregator-id;
no-client-reflect;
out-delay seconds;
passive;
peer-as autonomous-system;
preference preference;
tcp-mss segment-size;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
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flag flag <flag-modifier> <disable>;
}
vpn-apply-export;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Explicitly configure a neighbor (peer). To configure multiple BGP peers, includemultiple

neighbor statements.

By default, the peer’s options are identical to those of the group. You can override these

options by including peer-specific option statements within the neighbor statement.

The neighbor statement is one of the statements you can include in the configuration to

define aminimal BGP configuration on the routing device. (You can include an allow all

statement in place of a neighbor statement.)

Options address—IPv6 or IPv4 address of a single peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BGP Feature Guide for Routing Devices
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no-adaptation (BFD Liveness Detection)

Syntax no-adaptation;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.0

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Configure BFD sessions not to adapt to changing network conditions. We recommend

that you do not disable BFD adaptation unless it is preferable to have BFD adaptation

disabled in your network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring BFD for Layer 2 VPN and VPLS•
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• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023

no advertise-peer-as

Syntax no-advertise-peer-as;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable the default behavior of suppressing AS routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Route Advertisement on page 2803

• Understanding Route Advertisement on page 2803

• advertise-peer-as on page 3014
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no-aggregator-id

Syntax no-aggregator-id;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Preventdifferent routingdeviceswithinanAS fromcreatingaggregate routes that contain

different AS paths.

JunosOSperforms routeaggregation,which is theprocessofcombining thecharacteristics

of different routes so that only a single route is advertised. Aggregation reduces the

amountof information thatBGPmust storeandexchangewithotherBGPsystems.When

aggregation occurs, the local routing device adds the local AS number and the router ID

to the aggregator path attiribute. The no-aggregator-id statement causes Junos OS to

place a 0 in the router ID field and thus eliminate the possibility of having multiple

aggregate advertisements in the network, each with different path information.

Default If you omit this statement, the router ID is included in the BGP aggregator path attribute.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Update Messages on page 2636
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no-client-reflect

Syntax no-client-reflect;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable intracluster route redistributionby the systemactingas the route reflector. Include

this statementwhen theclient cluster is fullymeshed toprevent the sendingof redundant

route advertisements. Route reflection provides a way to decrease BGP control traffic

andminimizing the number of update messages sent within the AS.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Route Reflectors on page 2928

• cluster on page 3030
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out-delay

Syntax out-delay seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Control how often BGP and the routing table exchange route information by specifying

how long a route must be present in the Junos OS routing table before it is exported to

BGP. Use this time delay to help bundle routing updates and to avoid sending updates

too often.

Alternatively or in addition, external BGP (EBGP) sessions can also use the route-flap

damping mechanism upon the reception of BGPmessages coming from an external

neighbor.

BGP stores the route information it receives from update messages in the routing table,

and the routing table exports active routes from the routing table into BGP. BGP then

advertises the exported routes to its peers. The out-delay statement enables a form of

rate limiting. The delay is added to each update for each prefix individually. When a

routing device changes its best path to a destination prefix, the device does not inform

its peer about the change unless the route has been present in its routing table for the

specified out-delay. If you use out-delay to perform rate-limiting, you can expect a less

bursty pattern of updates. Youwill see a pattern in which updates arrive in a steady flow,

and two updates for the same prefix are always spaced by at least the out-delay timer

value (for example, 30seconds).Thus, theout-delay setting isuseful for limitingoscillation

(sometimes called churn) in a network. Keep in mind that, regardless of the out-delay

setting, BGP peers exchange routes immediately after neighbor establishment. The

out-delay setting is only designed to delay the exchange of routes between BGP and the

local routing table.
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Caution is warranted because an out-delay can delay convergence. If your network is

configured in a way that avoids oscillation, setting an out-delay is not necessary.

When configured, the out-delay value displays asOutbound Timerwhen using show bgp

group or show bgp group neighbor commands.

Default By default, the exchange of route information between BGP and the routing table occurs

immediately after the routes are received. This immediate exchange of route information

mightcause instabilities in thenetwork reachability information. If youomit this statement,

routes are exported to BGP immediately after they have been added to the routing table.

Options seconds—Output delay time.

Range: 0 through 65,535 seconds

Default: 0 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• keep on page 3057
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outbound-route-filter

Syntax outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
(inet | inet6);

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a BGP peer to accept outbound route filters from a remote peer.

Options accept—Specify that outbound route filters from a BGP peer be accepted.

inet—Specify that IPv4 prefix-based outbound route filters be accepted.

inet6—Specify that IPv6 prefix-based outbound route filters be accepted.

NOTE: You can specify that both IPv4 and IPv6 outbound route filters be
accepted.

prefix-based—Specify that prefix-based filters be accepted.

The bgp-orf-cisco-mode statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 2807

passive (Protocols BGP)

Syntax passive;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name
neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device so that active openmessages are not sent to the peer. Once

you configure the routing device to be passive, the routing device will wait for the peer

to issue an open request before a message is sent.

Default If you omit this statement, all explicitly configured peers are active, and each peer

periodically sends open requests until its peer responds.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:PreventingBGPSessionFlapsWhenVPNFamiliesAreConfiguredonpage2972
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path-selection

Syntax path-selection {
(always-compare-med | cisco-non-deterministic | external-router-id);
as-path-ignore;
l2vpn-use-bgp-rules;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit protocols bgp],
[edit routing-instances routing-instance-name protocols bgp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

med-plus-igp option introduced in Junos OS Release 8.1.

as-path-ignore and l2vpn-use-bgp-rules options introduced in Junos OS Release 10.2.

Description Configure BGP path selection.

Default If the path-selection statement is not included in the configuration, only themultiple exit

discriminators (MEDs) of routes that have the same peer ASs are compared.

Options always-compare-med—Always compare MEDs whether or not the peer ASs of the

compared routes are the same.

NOTE: We recommend that you configure the always-compare-med option.

as-path-ignore—Inthebest-pathalgorithm,skip thestep thatcompares theautonomous

system (AS) path lengths. By default, the best-path algorithm evaluates the length

of the AS paths and prefers the route with the shortest AS path length.

NOTE: Theas-path-ignorestatement isnot supportedwith routing instances.

cisco-non-deterministic—Emulate the Cisco IOS default behavior. This mode evaluates

routes in the order that they are received and does not group themaccording to their

neighboring AS. With cisco-non-deterministicmode, the active path is always first.

All inactive, but eligible, paths follow the active path and aremaintained in the order
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in which they were received, with the most recent path first. Ineligible paths remain

at the end of the list.

Asanexample, supposeyouhave threepathadvertisements for the 192.168.1.0 /24 route:

• Path 1—learned through EBGP; AS Path of 65010; MED of 200

• Path 2—learned through IBGP; AS Path of 65020; MED of 150; IGP cost of 5

• Path 3—learned through IBGP; AS Path of 65010; MED of 100; IGP cost of 10

These advertisements are received in quick succession, within a second, in the order

listed. Path 3 is receivedmost recently, so the routing device compares it against

path 2, the next most recent advertisement. The cost to the IBGP peer is better for

path 2, so the routing device eliminates path 3 from contention. When comparing

paths 1 and 2, the routing device prefers path 1 because it is received from an EBGP

peer. This allows the routing device to install path 1 as the active path for the route.

NOTE: Wedonot recommendusing this configurationoption inyournetwork.
It is provided solely for interoperability to allow all routing devices in the
network tomake consistent route selections.

external-router-id—Compare the router ID between external BGP paths to determine the

active path.

igp-multiplier number—Themultiplier value for the IGP cost to a next-hop address. This

option is useful for making the MED and IGP cost comparable.

Range: 1 through 1000

Default: 1

med-multipliernumber—Themultiplier value for theMEDcalculation. Thisoption is useful

for making the MED and IGP cost comparable.

Range: 1 through 1000

Default: 1

med-plus-igp—Add the IGP cost to the indirect next-hop destination to the MED before

comparing MED values for path selection. This statement only affects best-path

selection. It does not affect the advertised MED.

The other option is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding BGP Path Selection on page 2827

• Example: Ignoring the AS Path AttributeWhen Selecting the Best Path on page 2830
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peer-as (Protocols BGP)

Syntax peer-as autonomous-system;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the neighbor (peer) autonomous system (AS) number.

ForEBGP, thepeer is inanotherAS, so theASnumber youspecify in thepeer-as statement

must be different from the local router’s AS number, which you specify in the

autonomous-system statement. For IBGP, the peer is in the same AS, so the two AS

numbers that you specify in the autonomous-system and peer-as statements must be

the same.

TheASnumeric range in plain-number format hasbeenextended in JunosOSRelease9.1

to provide BGP support for 4-byte AS numbers, as defined in RFC 4893, BGP Support for

Four-octet AS Number Space. RFC 4893 introduces two new optional transitive BGP

attributes, AS4_PATH and AS4_AGGREGATOR. These new attributes are used to

propagate 4-byte AS path information across BGP speakers that do not support 4-byte

AS numbers. RFC 4893 also introduces a reserved, well-known, 2-byte AS number, AS

23456. This reserved AS number is called AS_TRANS in RFC 4893. All releases of the

Junos OS support 2-byte AS numbers.

In Junos OS Release 9.2 and later, you can also configure a 4-byte AS number using the

AS-dot notation format of two integer values joined by a period: <16-bit high-order value

in decimal>.<16-bit low-order value in decimal>. For example, the 4-byte AS number

of 65,546 in plain-number format is represented as 1.10 in the AS-dot notation format.

With the introduction of 4-byte AS numbers, youmight have a combination of routers

that support 4-byte AS numbers and 2-byte AS numbers. For more information about

what happens when establishing BGP peer relationships between 4-byte and 2-byte

capable routers, see the following topics:
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• Using 4-Byte Autonomous System Numbers in BGP Networks Technology Overview.

Options autonomous-system—AS number.

Range: 1 through 4,294,967,295 (232 – 1) in plain-number format for 4-byte AS numbers

Range: 1 through 65,535 in plain-number format for 2-byte AS numbers (this is a subset
of the 4-byte range)

Range: 0.0 through 65535.65535 in AS-dot notation format for 4-byte AS numbers

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

post-policy

Syntax post-policy {
exclude-non-eligible;

}

Hierarchy Level [edit protocols bgp bmp route-monitoring],
[edit protocols bgp group group-name bmp route-monitoring],
[edit protocols bgp group neighborgroup-name neighbor address bmp route-monitoring],
[edit routing-options bmp route-monitoring],
[edit rouiting-options bmp station station-name route-monitoring]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description For BMP route monitoring, allows you to excludes routes that are non-eligible for the

decision process (for example, protocol nexthop not resolved). This represents the view

of the BGP routes after running the import policy. If the import policy has rejected the

BGP route, the route does not exist in the post policy view.

Options exclude-non-eligible—Exclude routes that are non-eligible for the decision process.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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pre-policy

Syntax pre-policy {
exclude-non-feasible;

}

Hierarchy Level [edit protocols bgp bmp route-monitoring],
[edit protocols bgp group group-name bmp route-monitoring],
[edit protocols bgp group neighborgroup-name neighbor address bmp route-monitoring],
[edit routing-options bmp route-monitoring],
[edit rouiting-options bmp station station-name route-monitoring]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Excludes routes that are non-feasible from the BMP route monitoring decision process

(for example, a route loop). This represents the view of the BGP routes before running

the import policy.

Options exclude-non-feasible—Exclude routes that are non-feasible for the decision process.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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preference (Protocols BGP)

Syntax preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the preference for routes learned from BGP.

At the BGP global level, the preference statement sets the preference for routes learned

fromBGP. You can override this preference in a BGP group or peer preference statement.

At thegrouporpeer level, thepreferencestatement sets thepreference for routes learned

from the group or peer. Use this statement to override the preference set in the BGP

global preference statement when you want to favor routes from one group or peer over

those of another.

Options preference—Preference to assign to routes learned from BGP or from the group or peer.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 170 for the primary preference

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• local-preference on page 3067

• Example: Configuring the Preference Value for BGP Routes on page 2821
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remove-private

Syntax remove-private all replace nearest;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description When advertising AS paths to remote systems, have the local system strip private

AS numbers from the AS path. The numbers are stripped from the AS path starting at

the left end of the AS path (the end where AS paths have beenmost recently added).

The routing device stops searching for private ASs when it finds the first nonprivate AS

or a peer’s private AS. If the ASpath contains the ASnumber of the external BGP (EBGP)

neighbor, BGP does not remove the private AS number.

NOTE: As of Junos OS 10.0R2 and higher, if there is a need to send prefixes
to an EBGP peer that has an AS number that matches an AS number in the
AS path, consider using the as-override statement instead of the

remove-private statement.

The operation takes place after any confederation member ASs have already been

removed from the AS path, if applicable.

The Junos OS recognizes the set of AS numbers that is considered private, a range that

isdefined in the InternetAssignedNumbersAuthority (IANA)assignednumbersdocument.

The set of reserved AS numbers is in the range from 64,512 through 65,535.

Options all—Remove all private AS numbers from the original path. Do not stop the process of

removing private AS numbers, even if a public AS number is encountered.
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nearest—When you use the all and replace options, choose the last (right-most) public

AS number encountered in the original AS path for the replacement value, as the AS

path is processed from left to right. If nopublicASnumber is encountered, thedefault

replacement value is used. (See the replace option for information about the default

replacement value.)

replace—Whenyouuse thealloption, insteadof a removingprivateASnumbers, perform

a replace operation. The default replacement value for the private AS number is the

local AS number at the BGP group level for the BGP peer. If you are unsure about

the replacement value, check the local AS value displayed in the output of the show

bgp group group-name command.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Removing Private AS Numbers from AS Paths on page 2839
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restart-time (BGPGraceful Restart)

Syntax restart-time seconds;

Hierarchy Level [edit protocols (bgp | rip | ripng) graceful-restart],
[edit logical-systems logical-system-name protocols (bgp | rip | ripng) graceful-restart
(Enabling Globally)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp graceful-restart],

[edit routing-instances routing-instance-name protocols bgp graceful-restart]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the duration of the BGP, RIP, or next-generation RIP (RIPng) graceful restart

period.

Options seconds—Length of time for the graceful restart period.

Range: 1 through 600 seconds

Default: Varies by protocol:

• BGP—120 seconds

• RIP and RIPng—60 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart Options for RIP and RIPng on page 1743

• Configuring Graceful Restart for QFabric Systems

• stale-routes-time on page 1774
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route-monitoring

Syntax route-monitoring {
none;
post-policy {
exclude-non-eligble;

}
pre-policy {
exclude-non-feasible;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bmp],
[edit logical-systems logical-system-name protocols bgp group group-name bmp],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bmp],

[edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit protocols bgp bmp],
[edit protocols bgp group group-name bmp],
[edit protocols bgp group group-name neighbor address bmp],
[edit routing-options bmp],
[edit routing-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specify whether BMP should send pre-policy route monitoring messages, post-policy

route monitoring messages, both types of messages, or none at all. The pre-policy can

be configured to exclude routes that are non-feasible for the decision process (for

example, a route loop). The post-policy can be configured to exclude routes that are not

eligible for the decision process (for example, protocol nexthop not resolved).

You can also selectively enable or disable BMP route monitoring at various hierarchy

levels (for example, [edit protocols bgp group group-name] or [edit protocols bgp group

group-name neighbor address]).

Options none—Explicitly disables BMP route montioring.

Default: If you configure the route-monitoring statement at the [edit routing-options
bmp] hierarchy level, the default option is pre-policy.If you configure the

route-monitoring statement at any of the [edit protocols bgp] hierarchy levels, the

default option is to inherit the configuration from the route-monitoring statement

configured at the [edit routing-options bmp] hierarchy level.

The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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session-mode

Syntax session-mode (automatic | multihop | single-hop);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 11.1.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description ConfigureBFDsessionmodetobesingle-hopormultihop.Bydefault, BGPusessingle-hop

BFDsessions if the peer is directly connected to the router’s interface. BGPusesmultihop

BFD sessions if the peer is not directly connected to the router’s interface. If the peer

session’s local-address option is configured, the directly connected check is based partly

on the source address that would be used for BGP and BFD.

For backward compatibility, you can override the default behavior by configuring the

single-hop ormultihop option. Before Junos OS Release 11.1, the behavior was to assume

that IBGP peer sessions were multihop.

Options automatic—ConfigureBGPtousesingle-hopBFDsessions if thepeer isdirectly connected

to the router’s interface, andmultihop BFD sessions if the peer is not directly

connected to the router’s interface

multihop—Configure BGP to usemultihop BFD sessions.

single-hop—Configure BGP to use single-hop BFD sessions.

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring BFD Authentication for BGP on page 2854•

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845
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• Example: Configuring BFD Authentication for BGP on page 2854

• Understanding BFD Authentication for BGP on page 2853

stale-routes-time

Syntax stale-routes-time seconds;

Hierarchy Level [edit logical-systems logical-routing-name protocols bgp graceful-restart],
[edit logical-systems logical-routing-name routing-instances routing-instance-nameprotocols
bgp graceful-restart],

[edit protocols bgp graceful-restart],
[edit routing-instances routing-instance-name protocols bgp graceful-restart]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify themaximumtimethat stale routesarekeptduringa restart. Thestale-routes-time

statement allows you to set the length of time the routing device waits to receive

messages from restarting neighbors before declaring them down.

Options seconds—Time the router device waits to receive messages from restarting neighbors

before declaring them down.

Range: 1 through 600 seconds

Default: 300 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Graceful Restart Options for BGP on page 1740

• Configuring Graceful Restart for QFabric Systems

• restart-time (BGPGraceful Restart) on page 1773
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station

Syntax station station-name {
authentication-algorithm (aes-128-cmac-96 | hmac-sha-1-96 | md5);
authentication-key key;
authentication-key-chain authentication-key-chain;
connection-mode (active | passive);
hold-down {
seconds;
flaps flaps;
period seconds;

}
initiation-message text;
local-address address;
local-port port;
monitor (disable | enable);
priority (high | low | medium);
route-monitoring {
none;
post-policy {
exclude-non-eligble;

}
pre-policy {
exclude-non-feasible;

}
}
station-address (ip-address | name);
station-port port-number;
statistics-timeout seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier>;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit routing-options bmp]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specify and configure a BMPmonitoring station. Be aware that each BMPmonitoring

station can use a significant amount of a device’s resources. You can configure up to 3

BMPmonitoring stations.

Options station-name—Specify a name for the BMP station.

The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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station-address

Syntax station-address (address | station-name);

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specify the name or address for the BMPmonitoring station. You can specify one or the

other but not both.

Options station-address—Specify the address for the BMP station. The address should be a valid

IPv4 or IPv6 address.

station-name—Specify the name for the BMP station.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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station-port

Syntax station-port port;

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specify the port number for the BMPmonitoring station.

Options port—Specify the port number for the BMPmonitoring station. If the connection-mode
statement is configured as active a station port number is required. If the

connection-mode statement is configuredaspassive, youmustnotconfigureastation

port number.

Range: 1 though 65535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685

• connection-mode on page 3031
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statistics-timeout

Syntax statistics-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Specify how often statistics messages are sent to the BMPmonitoring station. If you

configure a value of 0, no statistics messages are sent.

Options seconds—Specify the number for the BMPmonitoring station.

Default: 3600 seconds

Range: 15 though 65535 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BGPMonitoring Protocol Version 3 on page 2685
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tcp-mss (Protocols BGP)

Syntax tcp-mss segment-size;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor neighbor-name],

[edit protocols bgp],
[edit protocol bgp group group-name],
[edit protocols bgp group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
neighbor-name]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure themaximum segment size (MSS) for the TCP connection for BGP neighbors.

TheMSS is only valid in increments of 2 KB. The value used is based on the value set, but

is rounded down to the nearest multiple of 2048.

Options segment-size—MSS for the TCP connection.

Range: 1 through 4096

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Limiting TCP Segment Size for BGP on page 2967
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threshold (detection-time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
detection-time],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection detection-time],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection detection-time],

[edit protocols bgp bfd-liveness-detection detection-time],
[edit protocols bgp group group-name bfd-liveness-detection detection-time],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection detection-time]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
detection-time]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPNs and VPLS.

Description Specify the threshold for the adaptation of the BFD session detection time. When the

detection time adapts to a value equal to or greater than the threshold, a single trap and

a single system logmessage are sent.
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NOTE: The threshold valuemust be equal to or greater than the transmit
interval.

The threshold timemust be equal to or greater than the value specified in
theminimum-interval or theminimum-receive-interval statement.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319
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threshold (transmit-interval)

Syntax thresholdmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection transmit-interval],

[edit protocols bgp bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection transmit-interval]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Specify the threshold for the adaptation of the BFD session transmit interval. When the

transmit interval adapts to a value greater than the threshold, a single trap and a single

systemmessage are sent.
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Options milliseconds—Value for the transmit interval adaptation threshold.

Range: 0 through 4,294,967,295 (232 – 1)

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for

the transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023
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traceoptions (Protocols BGP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

4byte-as statement introduced in Junos OS Release 9.2.

4byte-as statement introduced in Junos OS Release 9.2 for EX Series switches.

Description ConfigureBGPprotocol-level tracingoptions.Tospecifymore thanone tracingoperation,

includemultiple flag statements.

NOTE: The traceoptions statement is not supported on QFabric systems.

Default The default BGP protocol-level tracing options are inherited from the routing protocols

traceoptions statement included at the [edit routing-options] hierarchy level. The default

group-level trace options are inherited from the BGP protocol-level traceoptions

statement. The default peer-level trace options are inherited from the group-level

traceoptions statement.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file name—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place BGP tracing output in the file bgp-log.
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files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten. If you specify a maximum number of files, youmust also specify a

maximum file size with the size option.

Range: 2 through 1000 files

Default: 10 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

BGP Tracing Flags

• 4byte-as—4-byte AS events.

• bfd—BFD protocol events.

• damping—Damping operations.

• graceful-restart—Graceful restart events.

• keepalive—BGPkeepalivemessages. If youenable the theBGPupdate flagonly, received

keepalive messages do not generate a trace message.

• nsr-synchronization—Nonstop routing synchronization events.

• open—Openpackets. Thesepacketsare sentbetweenpeerswhen theyareestablishing

a connection.

• packets—All BGP protocol packets.

• refresh—BGP refresh packets.

• update—Update packets. These packets provide routing updates to BGP systems. If

youenableonly this flag, receivedkeepalivemessagesdonotgeneratea tracemessage.

Use the keepalive flag to generate a trace message for keepalive messages.

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

Copyright © 2014, Juniper Networks, Inc.3120

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Provide detailed trace information.

• filter—Provide filter trace information. Applies only to route, damping, and update

tracing flags.

• receive—Trace the packets being received.

• send—Trace the packets being transmitted.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0.When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then, the oldest trace file is

overwritten. If you specify a maximum file size, you also must specify a maximum

number of trace files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• log-updown on page 3068 statement

• Understanding Trace Operations for BGP Protocol Traffic on page 2999

• Configuring OSPF Refresh and Flooding Reduction in Stable Topologies on page 3430
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traceoptions (Protocols BMP)

Syntax traceoptions {
file file-name <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options bmp],
[edit logical-systems logical-system-name routing-options bmp station station-name],
[edit routing-options bmp],
[edit rouiting-options bmp station station-name]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Statement introduced in Junos OS Release 13.3.

Description Configure tracingoptions forBMPmonitoring. To specifymore thanone tracingoperation,

includemultiple flag statements.

Options file file-name—Name of the file to receive the output of the tracing operation. Enclose

the namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place BMP tracing output in the file bmp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file.0 reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten. If you specify a maximum number of files, youmust also specify a

maximum file size with the size option.

Range: 2 through 1000 files

Default: 10 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

• all—Trace all BMPmonitoring operations.

• down—Downmessages.

• error—Error conditions.

• event—Major events, station establishment, errors, and events.

• general—General events.

• normal—Normal events.

• packets—All messages.

• policy—Policy processing.

• route—Routing information.

• route-monitoring—Route monitoring messages.

• state—State transitions.
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• statistics—Statistics messages.

• task—Routing protocol task processing.

• timer—Routing protocol timer processing.

• up—Upmessages.

• write—Writing of messages.

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Provide detailed trace information.

• disable—Disable the tracing flag.

• receive—Trace the packets being received.

• send—Trace the packets being transmitted.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0.When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then, the oldest trace file is

overwritten. If you specify a maximum file size, you also must specify a maximum

number of trace files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing BMPOperations on page 3005

• Understanding Trace Operations for BGP Protocol Traffic on page 2999

• Configuring OSPF Refresh and Flooding Reduction in Stable Topologies on page 3430
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transmit-interval (BFD Liveness Detection)

Syntax transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Specify the transmit interval for the bfd-liveness-detection statement. The negotiated

transmit interval for a peer is the interval between the sending of BFD packets to peers.

The receive interval for a peer is theminimum time that it requires between packets sent

from its peer; the receive interval is not negotiated between peers. To determine the

transmit interval, each peer compares its configuredminimum transmit interval with its
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peer'sminimumreceive interval. The largerof the twonumbers isacceptedas the transmit

interval for that peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD for Static Routes on page 2319

• bfd-liveness-detection on page 3023

• threshold on page 3117

• minimum-interval on page 3077

• minimum-receive-interval on page 3079
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version (BFD Liveness Detection)

Syntax version (0 | 1 | automatic);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Description Specify the BFD version for detection. You can explicitly configure BFD version 0, version

1, or the routing device can automatically detect the BFD version. By default, the routing

device automatically detects the BFD version, which is either 0 or 1.

Options Configure the BFD version to detect: 0 (BFD version 0), 1 (BFD version 1), or automatic

(autodetect the BFD version)

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS

• Example: Configuring BFD Authentication for BGP on page 2854

• Example: Configuring BFD on Internal BGP Peer Sessions on page 2845

• Example: Configuring BFD Authentication for BGP on page 2854

• Understanding BFD Authentication for BGP on page 2853
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CHAPTER 33

Administration

• Routine Monitoring on page 3129

• Operational Commands on page 3129

RoutineMonitoring

• Monitoring BGP Routing Information on page 3129

Monitoring BGP Routing Information

Purpose Use themonitoring functionality tomonitorBGP routing informationon the routingdevice.

Action To view BGP routing information in the CLI, enter the following commands:

• show bgp summary

• show bgp neighbor

Related
Documentation

show bgp neighbor on page 1802•

• show bgp summary on page 3158

Operational Commands

• clear bgp damping

• clear bgp neighbor

• clear bgp table

• show bgp bmp

• show bgp group

• show bgp neighbor

• show bgp summary

• show policy damping

• show route damping

• show route detail
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clear bgp damping

Syntax clear bgp damping
<logical-system (all | logical-system-name)>
<prefix>

Syntax (EX Series
Switch and QFX

Series)

clear bgp damping
<prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear BGP route flap damping information.

Options none—Clear all BGP route flap damping information.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

prefix—(Optional)Clear route flapdamping information foronly thespecifieddestination

prefix.

Required Privilege
Level

clear

Related
Documentation

show policy damping on page 3163•

• show route damping on page 2482

List of Sample Output clear bgp damping on page 3130

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear bgp damping

user@host> clear bgp damping
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clear bgp neighbor

Syntax clear bgp neighbor
<as as-number>
<instance instance-name>
<logical-system (all | logical-system-name)>
<malformed-route>
<neighbor>
<soft | soft-inbound>
<soft-minimum-igp>

Syntax (EX Series
Switch and QFX

Series)

clear bgp neighbor
<as as-number>
<instance instance-name>
<malformed-route>
<neighbor>
<soft | soft-inbound>
<soft-minimum-igp>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

malformed-route option introduced in Junos OS Release 13.2.

Description Perform one of the following tasks:

• Change the state of one or more BGP neighbors to IDLE. For neighbors in the

ESTABLISHED state, this command drops the TCP connection to the neighbors and

then reestablishes the connection.

• (soft keyword only) Reapply export policies or import policies, respectively, to one or

more BGP neighbors without changing their state.

• (soft-inbound keyword only) Reapply export policies or import policies, respectively,

and send refresh updates to one or more BGP neighbors without changing their state.

Options none—Change the state of all BGP neighbors to IDLE.

as as-number—(Optional) Apply this command only to neighbors in the specified

autonomous system (AS).

instance instance-name—(Optional) Apply this command only to neighbors for the

specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

malformed-route—(Optional)Removemalformed routes. If a specificneighbor isprovided,

Junos OS removes malformed routes for that particular neighbor. Otherwise, Junos

OS removes malformed routes for all BGP neighbors. To find routes that have

malformed attributes, run the show route hidden command, and look for routes

marked withMalformedAttr in the AS path field.
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neighbor—(Optional) IP address of aBGPpeer. Apply this commandonly to the specified

neighbor.

soft—(Optional) Reapply any export policies to neighbors without clearing the state.

soft-inbound—(Optional) Reapply any import policies and send refresh updates to

neighbors without clearing the state.

soft-minimum-igp—(Optional) Provides soft refresh of the outbound state when the

interior gateway protocol (IGP) metric is reset.

Required Privilege
Level

clear

Related
Documentation

show bgp neighbor on page 1802•

List of Sample Output clear bgp neighbor on page 3132

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear bgp neighbor

user@host> clear bgp neighbor
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clear bgp table

Syntax clear bgp table table-name
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

clear bgp table table-name

Release Information Command introduced in Junos OS Release 9.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Request that BGP refresh routes in a specified routing table.

Options logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

table-name—Request that BGP refresh routes in the specified table.

Additional Information In some cases, a prefix limit is associated with a routing table for a VPN instance. When

this limit is exceeded (for example, because of a networkmisconfiguration), some routes

might not be inserted in the table. Such routes need to be added to the table after the

network issue is resolved. Use the clear bgp table command to request that BGP refresh

routes in a VPN instance table.

Required Privilege
Level

clear

List of Sample Output clear bgp table private.inet.0 on page 3133
clear bgp table inet.6 logical-system all on page 3133
clear bgp table private.inet.6 logical-system ls1 on page 3133
clear bgp table logical-system all inet.0 on page 3133
clear bgp table logical-system ls2 private.inet.0 on page 3134

Output Fields This command produces no output.

Sample Output

clear bgp table private.inet.0

user@host> clear bgp table private.inet.0

clear bgp table inet.6 logical-system all

user@host> clear bgp table inet.6 logical-system all

clear bgp table private.inet.6 logical-system ls1

user@host> clear bgp table private.inet.6 logical-system ls1

clear bgp table logical-system all inet.0

user@host> clear bgp table logical-system all inet.0
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clear bgp table logical-system ls2 private.inet.0

user@host> clear bgp table logical-system ls2 private.inet.0
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show bgp bmp

Syntax show bgp bmp

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display information about the BGPMonitoring Protocol (BMP).

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show bgp bmp on page 3135

Output Fields Table 229 on page 3135 lists the output fields for the show bgp bmp command. Output

fields are listed in the approximate order in which they appear.

Table 229: show bgp bmpOutput Fields

Field DescriptionField Name

IP address andport number of themonitoring station towhichBGP
Monitoring Protocol (BMP) statistics are sent.

BMP station address/port

Status of the BMP session: UP or DOWN.BMP session state

Memory used by the active BMP session.Memory consumed by BMP

Amount of time, in seconds, between transmissions of BMP data
to the monitoring station.

Statistics timeout

Threshold, in bytes, at which the routing device stops collecting
BMP data.

Memory limit

Amountof time, in seconds, afterwhich the routingdeviceattempts
to resume a BMP session that was ended after the configured
memory threshold was exceeded.

Memory-connect retry
timeout

Sample Output

show bgp bmp

user@host> show bgp bmp
  BMP station address/port: 172.24.24.157+5454
  BMP session state: DOWN
  Memory consumed by BMP: 0
  Statistics timeout: 15
  Memory limit: 10485760
  Memory connect retry timeout: 600
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show bgp group

Syntax show bgp group
<brief | detail | summary>
<group-name>
<exact-instance instance-name>
<instance instance-name>
<logical-system (all | logical-system-name)>
<rtf>

Syntax (EX Series
Switch and QFX

Series)

show bgp group
<brief | detail | summary>
<group-name>
<exact-instance instance-name>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

exact-instance option introduced in Junos OS Release 11.4.

Description Display information about the configured BGP groups.

Options none—Display group information about all BGP groups.

brief | detail | summary—(Optional) Display the specified level of output.

group-name—(Optional) Display group information for the specified group.

exact-instance instance-name—(Optional) Display information for the specified instance

only.

instance instance-name—(Optional)Display informationaboutBGPgroups for all routing

instances whose name begins with this string (for example, cust1, cust11, and cust111

are all displayed when you run the show bgp group instance cust1 command). The

instance name can bemaster for themain instance, or any valid configured instance

name or its prefix.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

rtf—(Optional) Display BGP group route targeting information.

Required Privilege
Level

view

List of Sample Output show bgp group on page 3141
show bgp group brief on page 3141
show bgp group detail on page 3142
show bgp group rtf detail on page 3143
show bgp group summary on page 3143
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Output Fields Table 230 on page 3138 describes the output fields for the show bgp group command.

Output fields are listed in the approximate order in which they appear.

Table 230: show bgp group Output Fields

Level of
OutputField DescriptionField Name

All levelsType of BGP group: Internal or External.Group Type or Group

rtf detailIndex number for the BGP peer group. The index number
differentiates between groups when a single BGP group is split
because of different configuration options at the group and peer
levels.

group-index

brief detail
none

AS number of the peer. For internal BGP (IBGP), this number is the
same as Local AS.

AS

brief detail
none

AS number of the local routing device.Local AS

brief detail
none

Name of a specific BGP group.Name

brief detail
none

Unique index number of a BGP group.Index

brief detail
none

Flags associated with the BGP group. This field is used by Juniper
Networks customer support.

Flags

brief detail
none

Options associated with the remove-private statement.Remove-private options

brief detail
none

Maximumnumberof secondsallowedtoelapsebetweensuccessive
keepalive or update messages that BGP receives from a peer in the
BGP group, after which the connection to the peer is closed and
routing devices through that peer become unavailable.

Holdtime

brief detail
none

Export policies configured for the BGP group with the export
statement.

Export

All levelsTime, in seconds, that updates tomultiple exit discriminator (MED)
are delayed. Also displays the time remaining before the interval is
set to expire

MED tracks IGPmetric update delay

brief detail
none

Time between sample periods for labeled-unicast traffic statistics,
in seconds.

Traffic Statistics Interval

brief detail
none

Total number of peers in the group.Total peers

All levelsNumber of peers in the group that are in the established state.Established
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Table 230: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

summaryMultipurpose field that displays information about BGP peer
sessions. The field’s contents depend upon whether a session is
establishedandwhether itwasestablished in themain routingdevice
or in a routing instance.

• If a peer is not established, the field shows the state of the peer
session: Active, Connect, or Idle.

• If a BGPsession is established in themain routing device, the field
shows the number of active, received, accepted, and damped
routes that are received from a neighbor and appear in the inet.0
(main) and inet.2 (multicast) routing tables. For example,
8/10/10/2 and 2/4/4/0 indicate the following:

• 8 active routes, 10 received routes, 10 accepted routes, and 2
damped routes from a BGP peer appear in the inet.0 routing
table.

• 2 active routes, 4 received routes, 4 accepted routes, and no
damped routes from a BGP peer appear in the inet.2 routing
table.

Active/Received/Accepted/Damped

All levelsList of peerswhoaremembers of the group. Theaddress is followed
by the peer’s port number.

ip-addresses

detailNumber of seconds until queued routes are sent. If this time has
already elapsed, this field displays the number of seconds by which
the updates are delayed.

Route Queue Timer

detailNumber of prefixes that are queued up for sending to the peers in
the group.

Route Queue

noneNumber of active, received, accepted, and damped routes in the
routing table. For example, inet.0: 7/10/9/0 indicates the following:

• 7 active routes, 10 received routes, 9 accepted routes, and no
damped routes fromaBGPpeerappear in the inet.0 routing table.

inet.number
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Table 230: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

detailInformation about the routing table.

• Received prefixes—Total number of prefixes from the peer, both
active and inactive, that are in the routing table.

• Active prefixes—Number of prefixes received from the peer that
are active in the routing table.

• Suppressed due to damping—Number of routes currently inactive
becauseofdampingorother reasons.These routesdonotappear
in the forwarding table and are not exported by routing protocols.

• Advertised prefixes—Number of prefixes advertised to a peer.

• Received external prefixes—Total number of prefixes from the
external BGP (EBGP) peers, both active and inactive, that are in
the routing table.

• Active external prefixes—Number of prefixes received from the
EBGP peers that are active in the routing table.

• Externals suppressed—Number of routes received from EBGP
peers currently inactive because of damping or other reasons.

• Received internalprefixes—Total numberofprefixes fromthe IBGP
peers, both active and inactive, that are in the routing table.

• Active internal prefixes—Number of prefixes received from the
IBGP peers that are active in the routing table.

• Internalssuppressed—Numberof routes received from IBGPpeers
currently inactive because of damping or other reasons.

• RIB State—Status of the graceful restart process for this routing
table: BGP restart is complete, BGP restart in progress, VPN restart
in progress, or VPN restart is complete.

Table inet.number

All levelsTotal number of groups.Groups

All levelsTotal number of peers.Peers

All levelsTotal number of external peers.External

All levelsTotal number of internal peers.Internal

All levelsTotal number of unavailable peers.Down peers

All levelsTotal number of flaps that occurred.Flaps

brief, noneName of a routing table.Table

brief, noneTotal number of routes.Tot Paths

brief, noneNumber of active routes.Act Paths

brief, noneNumber of routes currently inactive because of damping or other
reasons. These routes do not appear in the forwarding table and are
not exported by routing protocols.

Suppressed
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Table 230: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

brief, noneNumberofwithdrawn routes stored locally to keep trackofdamping
history.

History

brief, noneNumber of active routes with a figure ofmerit greater than zero, but
lower than the threshold at which suppression occurs.

Damp State

brief, noneRoutes being processed by the BGP import policy.Pending

detailGroup the peer belongs to in the BGP configuration.Group

detailMask of the received target included in the advertised route.Receivemask

detailNumber of route entries received.Entries

detailRoute target that is to be passed by route-target filtering. If a route
advertised from the provider edge (PE) routing device matches an
entry in the route-target filter, the route is passed to the peer.

Target

detailMask which specifies that the peer receive routes with the given
route target.

Mask

Sample Output

show bgp group

user@host> show bgp group
 Groups: 2  Peers: 2    External: 0    Internal: 2    Down peers: 1   Flaps: 0
 Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending

 inet.0               
                        0          0          0          0          0          0

 bgp.l3vpn.0          
                        0          0          0          0          0          0

 bgp.rtarget.0        
                        2          0          0          0          0          0

show bgp group brief

user@host> show bgp group brief
 Groups: 2  Peers: 2    External: 0    Internal: 2    Down peers: 1   Flaps: 0
 Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending

 inet.0               
                        0          0          0          0          0          0

 bgp.l3vpn.0          
                        0          0          0          0          0          0

 bgp.rtarget.0        
                        2          0          0          0          0          0
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show bgp group detail

user@host> show bgp group detail
Group Type: Internal    AS: 1                      Local AS: 1
  Name: ibgp            Index: 0                   Flags: <Export Eval>
  Holdtime: 0
  Total peers: 3        Established: 0
  22.0.0.2
  22.0.0.8
  22.0.0.5

Groups: 1  Peers: 3    External: 0    Internal: 3    Down peers: 3   Flaps: 3
  Table bgp.l3vpn.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table bgp.mdt.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table VPN-A.inet.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table VPN-A.mdt.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0     
    Received internal prefixes:   0
    Active internal prefixes:     0
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    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete

show bgp group rtf detail

user@host> show bgp group rtf detail
 Group: internal (group-index: 0)
     Receive mask: 00000002
     Table: bgp.rtarget.0                                    Entries: 2
         Target                           Mask
         100:100/64                       00000002
         200:201/64                       (Group)
 Group: internal (group-index: 1)
     Table: bgp.rtarget.0                                    Entries: 1
         Target                           Mask
         200:201/64                       (Group)

show bgp group summary

user@host> show bgp group summary
Group        Type       Peers     Established    Active/Received/Accepted/Damped
ibgp         Internal   3         0          

Groups: 1  Peers: 3    External: 0    Internal: 3    Down peers: 3   Flaps: 3
  bgp.l3vpn.0      : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  bgp.mdt.0        : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  VPN-A.inet.0     : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  VPN-A.mdt.0      : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
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show bgp neighbor

Syntax show bgp neighbor
<exact-instance instance-name>
<instance instance-name>
<logical-system (all | logical-system-name)>
<neighbor-address>
<orf (detail | neighbor-address)

Syntax (EX Series
Switch and QFX

Series)

show bgp neighbor
<instance instance-name>
<exact-instance instance-name>
<neighbor-address>
<orf (neighbor-address | detail)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

orf option introduced in Junos OS Release 9.2.

exact-instance option introduced in Junos OS Release 11.4.

Description Display information about BGP peers.

Options none—Display information about all BGP peers.

exact-instance instance-name—(Optional) Display information for the specified instance

only.

instance instance-name—(Optional) Display information about BGP peers for all routing

instances whose name begins with this string (for example, cust1, cust11, and cust111

are all displayed when you run the show bgp neighbor instance cust1 command).

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

neighbor-address—(Optional) Display information for only the BGP peer at the specified

IP address.

orf (detail | neighbor-address)—(Optional) Display outbound route-filtering information

for all BGP peers or only for the BGP peer at the specified IP address. The default is

to display brief output. Use the detail option to display detailed output.

Additional Information For information about the local-address, nlri, hold-time, and preference statements, see

the Junos OS Routing Protocols Library for Routing Devices.

Required Privilege
Level

view

Related
Documentation

clear bgp neighbor on page 3131•
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List of Sample Output show bgp neighbor on page 3151
show bgp neighbor (CLNS) on page 3152
show bgp neighbor (Layer 2 VPN) on page 3152
show bgp neighbor (Layer 3 VPN) on page 3154
show bgp neighbor neighbor-address on page 3155
show bgp neighbor neighbor-address on page 3156
show bgp neighbor orf neighbor-address detail on page 3157

Output Fields Table 154 on page 1803 describes the output fields for the showbgpneighbor command.

Output fields are listed in the approximate order in which they appear.

Table 231: show bgp neighbor Output Fields

Field DescriptionField Name

Address of the BGP neighbor. The address is followed by the neighbor port number.Peer

AS number of the peer.AS

Address of the local routing device. The address is followed by the peer port number.Local

Type of peer: Internal or External.Type

Current state of the BGP session:

• Active—BGP is initiating a transport protocol connection in an attempt to connect to a peer. If the
connection is successful, BGP sends an Openmessage.

• Connect—BGP is waiting for the transport protocol connection to be completed.

• Established—TheBGPsessionhasbeenestablished,and thepeersareexchangingupdatemessages.

• Idle—This is the first stage of a connection. BGP is waiting for a Start event.

• OpenConfirm—BGP has acknowledged receipt of an openmessage from the peer and is waiting
to receive a keepalive or notification message.

• OpenSent—BGP has sent an openmessage and is waiting to receive an openmessage from the
peer.

State

Internal BGP flags:

• Aggregate Label—BGP has aggregated a set of incoming labels (labels received from the peer) into
a single forwarding label.

• CleanUp—The peer session is being shut down.

• Delete—This peer has been deleted.

• Idled—This peer has been permanently idled.

• ImportEval—At the last commit operation, this peer was identified as needing to reevaluate all
received routes.

• Initializing—The peer session is initializing.

• SendRtn—Messages are being sent to the peer.

• Sync—This peer is synchronized with the rest of the peer group.

• TryConnect—Another attempt is being made to connect to the peer.

• Unconfigured—This peer is not configured.

• WriteFailed—An attempt to write to this peer failed.

Flags
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Previous state of the BGP session:

• Active—BGP is initiating a transport protocol connection in an attempt to connect to a peer. If the
connection is successful, BGP sends an Openmessage.

• Connect—BGP is waiting for the transport protocol connection to be completed.

• Established—TheBGPsessionhasbeenestablished,and thepeersareexchangingupdatemessages.

• Idle—This is the first stage of a connection. BGP is waiting for a Start event.

• OpenConfirm—BGP has acknowledged receipt of an openmessage from the peer and is waiting
to receive a keepalive or notification message.

• OpenSent—BGP has sent an openmessage and is waiting to receive an openmessage from the
peer.

Last state

Last activity that occurred in the BGP session:

• Closed—The BGP session closed.

• ConnectRetry—The transport protocol connection failed, and BGP is trying again to connect.

• HoldTime—The session ended because the hold timer expired.

• KeepAlive—The local routing device sent a BGP keepalive message to the peer.

• Open—The local routing device sent a BGP openmessage to the peer.

• OpenFail—The local routing device did not receive an acknowledgment of a BGP openmessage
from the peer.

• RecvKeepAlive—The local routing device received a BGP keepalive message from the peer.

• RecvNotify—The local routing device received a BGP notification message from the peer.

• RecvOpen—The local routing device received a BGP openmessage from the peer.

• RecvUpdate—The local routing device received a BGP update message from the peer.

• Start—The peering session started.

• Stop—The peering session stopped.

• TransportError—A TCP error occurred.

Last event

Last error that occurred in the BGP session:

• Cease—An error occurred, such as a version mismatch, that caused the session to close.

• Finite StateMachine Error—In setting up the session, BGP received amessage that it did not
understand.

• Hold Time Expired—The session's hold time expired.

• Message Header Error—The header of a BGPmessage wasmalformed.

• OpenMessage Error—A BGP openmessage contained an error.

• None—No errors occurred in the BGP session.

• UpdateMessage Error—A BGP update message contained an error.

Last error

Name of the export policy that is configured on the peer.Export

Name of the import policy that is configured on the peer.Import
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Configured BGP options:

• AddressFamily—Configured address family: inet or inet-vpn.

• AutheKeyChain—Authentication key change is enabled.

• DropPathAttributes—Certain path attributes are configured to be dropped from neighbor updates
during inbound processing.

• GracefulRestart—Graceful restart is configured.

• HoldTime—Hold time configured with the hold-time statement. The hold time is three times the
interval at which keepalive messages are sent.

• IgnorePathAttributes—Certain path attributes are configured to be ignored in neighbor updates
during inbound processing.

• Local Address—Address configured with the local-address statement.

• Multihop—Allow BGP connections to external peers that are not on a directly connected network.

• NLRI—Configured MBGP state for the BGP group:multicast, unicast, or both if you have configured
nlri any.

• Peer AS—Configured peer autonomous system (AS).

• Preference—Preference value configured with the preference statement.

• Refresh—Configured to refresh automatically when the policy changes.

• Rib-group—Configured routing table group.

Options

Path attribute codes that are dropped from neighbor updates.Path-attributes
dropped

Path attribute codes that are ignored during neighbor updates.Path-attributes ignored

(appears only if the authentication-keychain statement has been configured) Name of the
authentication keychain enabled.

Authentication key
change

(appears only if the authentication-algorithm statement has been configured) Type of authentication
algorithm enabled: hmac ormd5.

Authentication
algorithm

Names of configured address families for the VPN.Address families
configured

Address of the local routing device.Local Address

Options associated with the remove-private statement.Remove-privateoptions

Hold time configuredwith the hold-time statement. The hold time is three times the interval at which
keepalive messages are sent.

Holdtime

Flags related to labeled-unicast:

• TrafficStatistics—Collection of statistics for labeled-unicast traffic is enabled.

Flags for NLRI
inet-label-unicast
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Information about labeled-unicast traffic statistics:

• Options—Options configured for collecting statistics about labeled-unicast traffic.

• File—Name and location of statistics log files.

• size—Size of all the log files, in bytes.

• files—Number of log files.

Traffic statistics

Time between sample periods for labeled-unicast traffic statistics, in seconds.Traffic Statistics
Interval

Preference value configured with the preference statement.Preference

Time for which the route is available in Junos OS routing table before it is exported to BGP. This field
is displayed in the output only if the out-delay parameter is configured to a non-zero value.

Outbound Timer

Number of times the BGP session has gone down and then come back up.Number of flaps

Router identifier of the peer.Peer ID

Index number for the BGPpeer group. The index number differentiates between groupswhen a single
BGP group is split because of different configuration options at the group and peer levels.

Group index

Index that is unique within the BGP group to which the peer belongs.Peer index

Router identifier of the local routing device.Local ID

Name of the interface on the local routing device.Local Interface

Hold time that the local routing device negotiated with the peer.Active holdtime

Keepalive interval, in seconds.Keepalive Interval

Status of BFD failure detection.BFD

Name of directly connected interface over which direct EBGP peering is established.Local Address

Names of address families configured for restart.NLRI for restart
configured on peer

Address families supported by the peer: unicast ormulticast.NLRI advertisedbypeer

Address families being used for this session.NLRI for this session

Remote peer’s ability to send and request full route table readvertisement (route refresh capability).
For more information, see RFC 2918, Route Refresh Capability for BGP-4.

Peer supports Refresh
capability

Configured time allowed for restart on the neighbor.Restart timeconfigured
on peer
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

When graceful restart is negotiated, the maximum time allowed to hold routes from neighbors after
the BGP session has gone down.

Stale routes from peer
are kept for

Graceful restart restarter-mode is disabled on the peer.Peer does not support
Restarter functionality

Graceful restart helper-mode is disabled on the peer.Peer does not support
Receiver functionality

Restart time requested by this neighbor during capability negotiation.Restart time requested
by this peer

When this field appears, the BGP speaker has restarted (Restarting), and this peer should not wait
for the end-of-ribmarker from the speaker before advertising routing information to the speaker.

Restart flag received
from the peer

Neighbor supports graceful restart for this address family.NLRI thatpeer supports
restart for

Neighbor supporting this address family saves all forwarding states.NLRI peer can save
forwarding state

Neighbor saves all forwarding states for this address family.NLRI that peer saved
forwarding for

Router supports graceful restart for this address family.NLRI that restart is
negotiated for

Address families for which end-of-routing-table markers are received from the neighbor.NLRI of received
end-of-ribmarkers

Address families for which end-of-routing-table markers are sent to the neighbor.NLRI of all end-of-rib
markers sent

Peer understands 4-byte AS numbers in BGPmessages. The peer is running Junos OS Release 9.1 or
later.

Peer supports4byteAS
extension (peer-as 1)

Appears in the command output of the local router if the downstream peer is configured to receive
multiple BGP routes to a single destination, instead of only receiving the active route.

Possible value is inet-unicast.

NLRIs for which peer
can receivemultiple
paths

Appears in the commandoutput of the local router if the upstreampeer is configured to sendmultiple
BGP routes to a single destination, instead of only sending the active route.

Possible value is inet-unicast.

NLRIs for which peer
can sendmultiple
paths: inet-unicast
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

Information about the routing table:

• RIB State—BGP is in the graceful restart process for this routing table: restart is complete or restart
in progress.

• Bit—Number that represents the entry in the routing table for this peer.

• Send state—State of the BGP group: in sync, not in sync, or not advertising.

• Active prefixes—Number of prefixes received from the peer that are active in the routing table.

• Received prefixes—Total number of prefixes from the peer, both active and inactive, that are in the
routing table.

• Accepted prefixes—Total number of prefixes from the peer that have been accepted by a routing
policy.

• Suppressed due to damping—Number of routes currently inactive because of damping or other
reasons. These routes do not appear in the forwarding table and are not exported by routing
protocols.

Table inet.number

Last time any traffic was received from the peer or sent to the peer, and the last time the local routing
device checked.

Last traffic (seconds)

Messages thatBGPhas received fromthe receive socketbuffer, showing the total numberofmessages,
number of update messages, number of times a policy is changed and refreshed, and the buffer size
in octets. The buffer size is 16 KB.

Inputmessages

Messages that BGP haswritten to the transmit socket buffer, showing the total number ofmessages,
number of update messages, number of times a policy is changed and refreshed, and the buffer size
in octets. The buffer size is 16 KB.

Outputmessages

Information about dropped path attributes:

• Code—Path attribute code.

• Count—Path attribute count.

Input dropped path
attributes

Information about ignored path attributes:

• Code—Path attribute code.

• Count—Path attribute count.

Input ignored path
attributes

Number of BGP packets that are queued to be transmitted to a particular neighbor for a particular
routing table. Output queue 0 is for unicast NLRIs, and queue 1 is for multicast NLRIs.

Output queue

Configured tracing of BGP protocol packets and operations.Trace options

Name of the file to receive the output of the tracing operation.Trace file

(orf option only) Number of outbound-route filters received for each configured address family.

NOTE: The counter is cumulative. For example, the counter is increased after the remote peer either
resends or clears the outbound route filtering prefix list.

Filter Updates recv
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Table 231: show bgp neighbor Output Fields (continued)

Field DescriptionField Name

(orf option only) Number of route updates received with the immediate flag set. The immediate flag
indicates that the BGP peer should readvertise the updated routes.

NOTE: The counter is cumulative. For example, the counter is increased after the remote peer either
resends or clears the outbound route filtering prefix list.

Immediate

(orf option only) Type of prefix filter received: prefix-based or extended-community.Filter

(orf option only) List of received filters displayed.Received filter entries

(orf option only) Numerical order assigned to this prefix entry among all the received outbound route
filter prefix entries.

seq

(orf option only) Address for the prefix entry that matches the filter.prefix

(orf option only) Minimum prefix length, in bits, required to match this prefix.minlength

(orf option only) Maximum prefix length, in bits, required to match this prefix.maxlength

(orf option only) For this prefix match, whether to permit or deny route updates.match

Sample Output

show bgp neighbor

user@host > show bgp neighbor
Peer: 10.255.7.250+179 AS 10   Local: 10.255.7.248+63740 AS 10
  Type: Internal    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ redist_static ]
  Options: <Preference LocalAddress PeerAS Refresh>
  Local Address: 10.255.7.248 Holdtime: 90 Preference: 170 Outbound Timer: 50
  Number of flaps: 0
  Peer ID: 10.255.7.250    Local ID: 10.255.7.248      Active Holdtime: 90
  Keepalive Interval: 30         Group index: 0    Peer index: 0
  BFD: disabled, down
  NLRI for restart configured on peer: inet-unicast
  NLRI advertised by peer: inet-unicast
  NLRI for this session: inet-unicast
  Peer supports Refresh capability (2)
  Stale routes from peer are kept for: 300
  Peer does not support Restarter functionality
  NLRI that restart is negotiated for: inet-unicast
  NLRI of received end-of-rib markers: inet-unicast
  NLRI of all end-of-rib markers sent: inet-unicast
  Peer supports 4 byte AS extension (peer-as 10)
  Peer does not support Addpath
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            1
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    Accepted prefixes:            1
    Suppressed due to damping:    0
    Advertised prefixes:          1
  Last traffic (seconds): Received 9    Sent 5    Checked 5
  Input messages:  Total 36     Updates 2       Refreshes 0     Octets 718
  Output messages: Total 37     Updates 1       Refreshes 0     Octets 796
  Output Queue[0]: 0

Peer: 10.255.162.214+52193 AS 100 Local: 10.255.167.205+179 AS 100  
   Type: Internal    State: Established  (route reflector client)Flags: <Sync>
   Last State: OpenConfirm   Last Event: RecvKeepAlive
   Last Error: None
   Options: <Preference LocalAddress Cluster AddressFamily Rib-group Refresh>
   Address families configured: inet-unicast inet-vpn-unicast route-target
   Local Address: 10.255.167.205 Holdtime: 90 Preference: 170
   Number of flaps: 0
   Peer ID: 10.255.162.214  Local ID: 10.255.167.205    Active Holdtime: 90
   Keepalive Interval: 30         Group index: 0    Peer index: 1   

show bgp neighbor (CLNS)

user@host> show bgp neighbor
Peer: 10.245.245.1+179 AS 200  Local: 10.245.245.3+3770 AS 100  
  Type: External    State: Established    Flags: <ImportEval Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Multihop Preference LocalAddress HoldTime AddressFamily PeerAS     
Rib-group Refresh>
  Address families configured: iso-vpn-unicast
  Local Address: 10.245.245.3 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.245.245.1     Local ID: 10.245.245.3     Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  NLRI advertised by peer: iso-vpn-unicast
  NLRI for this session: iso-vpn-unicast
  Peer supports Refresh capability (2)
  Table bgp.isovpn.0 Bit: 10000
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:              3
    Received prefixes:            3
    Suppressed due to damping:    0
    Advertised prefixes:          3
  Table aaaa.iso.0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: not advertising
    Active prefixes:              3
    Received prefixes:            3
    Suppressed due to damping:    0
  Last traffic (seconds): Received 6    Sent 5    Checked 5   
  Input messages:  Total 1736   Updates 4       Refreshes 0     Octets 33385
  Output messages: Total 1738   Updates 3       Refreshes 0     Octets 33305
  Output Queue[0]: 0
  Output Queue[1]: 0

show bgp neighbor (Layer 2 VPN)

user@host> show bgp neighbor
Peer: 10.69.103.2     AS 65100 Local: 10.69.103.1     AS 65103
  Type: External    State: Active         Flags: <ImportEval>
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  Last State: Idle          Last Event: Start
  Last Error: None
  Export: [ BGP-INET-import ] 
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily   PeerAS
 Refresh>
  Address families configured: inet-unicast
  Local Address: 10.69.103.1 Holdtime: 90 Preference: 170
  Number of flaps: 0
Peer: 10.69.104.2     AS 65100 Local: 10.69.104.1     AS 65104
  Type: External    State: Active         Flags: <ImportEval>
  Last State: Idle          Last Event: Start
  Last Error: None
  Export: [ BGP-L-import ] 
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily PeerAS
 Refresh>
  Address families configured: inet-labeled-unicast
  Local Address: 10.69.104.1 Holdtime: 90 Preference: 170
  Number of flaps: 0
Peer: 10.255.14.182+179 AS 69    Local: 10.255.14.176+2131 AS 69   
  Type: Internal    State: Established    Flags: <ImportEval>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily 
  Rib-group Refresh>
  Address families configured: inet-vpn-unicast l2vpn
  Local Address: 10.255.14.176 Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 10.255.14.182    Local ID: 10.255.14.176    Active Holdtime: 90
  Keepalive Interval: 30
  NLRI for restart configured on peer: inet-vpn-unicast l2vpn
  NLRI advertised by peer: inet-vpn-unicast l2vpn
  NLRI for this session: inet-vpn-unicast l2vpn
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-vpn-unicast l2vpn
  NLRI peer can save forwarding state: inet-vpn-unicast l2vpn
  NLRI that peer saved forwarding for: inet-vpn-unicast l2vpn
  NLRI that restart is negotiated for: inet-vpn-unicast l2vpn
  NLRI of received end-of-rib markers: inet-vpn-unicast l2vpn
  Table bgp.l3vpn.0 Bit: 10000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            10
    Received prefixes:          10
    Suppressed due to damping:  0
  Table bgp.l2vpn.0 Bit: 20000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table BGP-INET.inet.0 Bit: 30000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
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    Suppressed due to damping:  0
  Table BGP-L.inet.0 Bit: 40000
    RIB State: BGP restart in progress
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table LDP.inet.0 Bit: 50000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table OSPF.inet.0 Bit: 60000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table RIP.inet.0 Bit: 70000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table STATIC.inet.0 Bit: 80000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Table L2VPN.l2vpn.0 Bit: 90000
    RIB State: BGP restart is complete
    RIB State: VPN restart in progress
    Send state: in sync
    Active prefixes:            1
    Received prefixes:          1
    Suppressed due to damping:  0
  Last traffic (seconds): Received 0    Sent 0    Checked 0   
  Input messages:  Total 14     Updates 13      Refreshes 0     Octets 1053
  Output messages: Total 3      Updates 0       Refreshes 0     Octets 105
  Output Queue[0]: 0
  Output Queue[1]: 0
  Output Queue[2]: 0
  Output Queue[3]: 0
  Output Queue[4]: 0
  Output Queue[5]: 0
  Output Queue[6]: 0
  Output Queue[7]: 0
  Output Queue[8]: 0

show bgp neighbor (Layer 3 VPN)

user@host> show bgp neighbor
Peer: 4.4.4.4+179     AS 10045 Local: 5.5.5.5+1214    AS 10045
  Type: Internal    State: Established    Flags: <ImportEval>
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  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Export: [ match-all ] Import: [ match-all ]
  Options: <Preference LocalAddress HoldTime GracefulRestart AddressFamily 
   Rib-group Refresh>
  Address families configured: inet-vpn-unicast
  Local Address: 5.5.5.5 Holdtime: 90 Preference: 170
  Flags for NLRI inet-labeled-unicast: TrafficStatistics
  Traffic Statistics: Options: all File: /var/log/bstat.log
                                         size 131072 files 10
  Traffic Statistics Interval: 60
  Number of flaps: 0
  Peer ID: 192.168.1.110    Local ID: 192.168.1.111    Active Holdtime: 90
  Keepalive Interval: 30
  NLRI for restart configured on peer: inet-vpn-unicast
  NLRI advertised by peer: inet-vpn-unicast
  NLRI for this session: inet-vpn-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-vpn-unicast
  NLRI peer can save forwarding state: inet-vpn-unicast
  NLRI that peer saved forwarding for: inet-vpn-unicast
  NLRI that restart is negotiated for: inet-vpn-unicast
  NLRI of received end-of-rib markers: inet-vpn-unicast
  NLRI of all end-of-rib markers sent: inet-vpn-unicast
  Table bgp.l3vpn.0 Bit: 10000
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Table vpn-green.inet.0 Bit: 20001
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:            2
    Received prefixes:          2
    Suppressed due to damping:  0
  Last traffic (seconds): Received 15   Sent 20   Checked 20  
  Input messages:  Total 40     Updates 2       Refreshes 0     Octets 856
  Output messages: Total 44     Updates 2       Refreshes 0     Octets 1066
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options: detail packets
  Trace file: /var/log/bgpgr.log size 131072 files 10

show bgp neighbor neighbor-address

user@host> show bgp neighbor 192.168.1.111
Peer: 10.255.245.12+179 AS 35  Local: 10.255.245.13+2884 AS 35   
  Type: Internal    State: Established  (route reflector client)Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: <Preference LocalAddress HoldTime Cluster AddressFamily Rib-group 
  Refresh>
  Address families configured: inet-vpn-unicast inet-labeled-unicast
  Local Address: 10.255.245.13 Holdtime: 90 Preference: 170
  Flags for NLRI inet-vpn-unicast: AggregateLabel
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  Flags for NLRI inet-labeled-unicast: AggregateLabel
  Number of flaps: 0
  Peer ID: 10.255.245.12    Local ID: 10.255.245.13    Active Holdtime: 90
  Keepalive Interval: 30
BFD: disabled
  NLRI advertised by peer: inet-vpn-unicast inet-labeled-unicast
  NLRI for this session: inet-vpn-unicast inet-labeled-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 300 
  Stale routes from peer are kept for: 60 
  Restart time requested by this peer: 300 
  NLRI that peer supports restart for: inet-unicast inet6-unicast 
  NLRI that restart is negotiated for: inet-unicast inet6-unicast 
  NLRI of received end-of-rib markers: inet-unicast inet6-unicast 
  NLRI of all end-of-rib markers sent: inet-unicast inet6-unicast 
  Table inet.0 Bit: 10000
    RIB State: restart is complete 
    Send state: in sync
    Active prefixes: 4
    Received prefixes: 6
    Suppressed due to damping: 0
  Table inet6.0 Bit: 20000
    RIB State: restart is complete 
    Send state: in sync
    Active prefixes: 0
    Received prefixes: 2
    Suppressed due to damping: 0
  Last traffic (seconds): Received 3    Sent 3    Checked 3   
  Input messages:  Total 9      Updates 6       Refreshes 0     Octets 403
  Output messages: Total 7      Updates 3       Refreshes 0     Octets 365
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options: detail packets
  Trace file: /var/log/bgpgr size 131072 files 10

show bgp neighbor neighbor-address

user@host> show bgp neighbor 192.168.4.222
Peer: 192.168.4.222+4902 AS 65501 Local: 192.168.4.221+179 AS 65500
  Type: External    State: Established    Flags: <Sync>
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Cease
  Export: [ export-policy ] Import: [ import-policy ]
  Options: <Preference HoldTime AddressFamily PeerAS PrefixLimit Refresh>
  Address families configured: inet-unicast inet-multicast
  Holdtime: 60000 Preference: 170
  Number of flaps: 4
  Last flap event: RecvUpdate
  Error: 'Cease' Sent: 5 Recv: 0
  Peer ID: 10.255.245.6     Local ID: 10.255.245.5     Active Holdtime: 60000
  Keepalive Interval: 20000      Peer index: 0   
  BFD: disabled, down
  Local Interface: fxp0.0                           
  NLRI advertised by peer: inet-unicast inet-multicast
  NLRI for this session: inet-unicast inet-multicast
  Peer supports Refresh capability (2)
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              8
    Received prefixes:            10
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    Accepted prefixes:            10
    Suppressed due to damping:    0
    Advertised prefixes:          3
  Table inet.2 Bit: 20000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              0
    Received prefixes:            0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0
  Last traffic (seconds): Received 357  Sent 357  Checked 357 
  Input messages:  Total 4 Updates 2  Refreshes 0  Octets 211
  Output messages: Total 4 Updates 1  Refreshes 0  Octets 147
  Output Queue[0]: 0
  Output Queue[1]: 0
  Trace options:  all
  Trace file: /var/log/bgp size 10485760 files 10

show bgp neighbor orf neighbor-address detail

user@host > show bgp neighbor orf 192.168.165.56 detail
Peer: 192.168.165.56+179 Type: External   
  Group: ext1

  inet-unicast
    Filter updates recv:          1 Immediate:          1
    Filter: prefix-based  receive  
      Received filter entries:
        seq 1: prefix 2.2.2.2/32: minlen 32: maxlen 32: match deny: 

  inet6-unicast
    Filter updates recv:          0 Immediate:          1
    Filter: prefix-based  receive
      Received filter entries:
        *:*
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show bgp summary

Syntax show bgp summary
<exact-instance instance-name>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

show bgp summary
<exact-instance instance-name>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

exact-instance option introduced in Junos OS Release 11.4.

Description Display BGP summary information.

Options none—Display BGP summary information for all routing instances.

exact-instance instance-name—(Optional) Display information for the specified instance

only.

instance instance-name—(Optional) Display information for all routing instances whose

name begins with this string (for example, cust1, cust11, and cust111 are all displayed

when you run the showbgp summary instance cust1 command). The instance name

can bemaster for the main instance, or any valid configured instance name or its

prefix.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show bgp summary (When a Peer Is Not Established) on page 3161
show bgp summary (When a Peer Is Established) on page 3161
show bgp summary (CLNS) on page 3161
show bgp summary (Layer 2 VPN) on page 3161
show bgp summary (Layer 3 VPN) on page 3162

Output Fields Table 232 onpage 3158describes the output fields for the showbgpsummary command.

Output fields are listed in the approximate order in which they appear.

Table 232: show bgp summary Output Fields

Field DescriptionField Name

Number of BGP groups.Groups

Number of BGP peers.Peers
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Table 232: show bgp summary Output Fields (continued)

Field DescriptionField Name

Number of down BGP peers.Down peers

Name of routing table.Table

Total number of paths.Tot Paths

Number of active routes.Act Paths

Number of routes currently inactive becauseof dampingor other reasons. These routes donot appear
in the forwarding table and are not exported by routing protocols.

Suppressed

Number of withdrawn routes stored locally to keep track of damping history.History

Number of routes with a figure of merit greater than zero, but still active because the value has not
reached the threshold at which suppression occurs.

Damp State

Routes in process by BGP import policy.Pending

Address of each BGP peer. Each peer has one line of output.Peer

Peer's AS number.AS

Number of packets received from the peer.InPkt

Number of packets sent to the peer.OutPkt

Number of BGP packets that are queued to be transmitted to a particular neighbor. It normally is 0
because the queue usually is emptied quickly.

OutQ

Number of times the BGP session has gone down and then come back up.Flaps

Last time since the neighbor transitioned to or from the established state.Last Up/Down
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Table 232: show bgp summary Output Fields (continued)

Field DescriptionField Name

Multipurpose field that displays information about BGP peer sessions. The field’s contents depend
upon whether a session is established and whether it was established on themain routing device or
in a routing instance.

• If a peer is not established, the field shows the state of the peer session: Active, Connect, or Idle.

In general, the Idle state is the first stage of a connection. BGP iswaiting for a Start event. A session
can be idle for other reasons as well. The reason that a session is idle is sometimes displayed. For
example: Idle (Removal in progress) or Idle (LicenseFailure).

• If a BGP session is established on themain routing device, the field shows the number of active,
received, accepted, and damped routes that are received from a neighbor and appear in the inet.0
(main) and inet.2 (multicast) routing tables. For example, 8/10/10/2 and 2/4/4/0 indicate the
following:

• 8 active routes, 10 received routes, 10 accepted routes, and 2 damped routes from a BGP peer
appear in the inet.0 routing table.

• 2 active routes, 4 received routes, 4 accepted routes, and no damped routes from a BGP peer
appear in the inet.2 routing table.

• If a BGP session is established in a routing instance, the field indicates the established (Establ)
state, identifies the specific routing table that receives BGP updates, and shows the number of
active, received, and damped routes that are received from a neighbor. For example, Establ
VPN-AB.inet.0: 2/4/0 indicates the following:

• The BGP session is established.

• Routes are received in the VPN-AB.inet.0 routing table.

• The local routing device has two active routes, four received routes, and no damped routes from
a BGP peer.

When a BGP session is established, the peers are exchanging update messages.

State|#Active
/Received/Accepted
/Damped
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Sample Output

show bgp summary (When a Peer Is Not Established)

user@host> show bgp summary
Groups: 2 Peers: 4 Down peers: 1
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 6          4          0          0          0          0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped...
10.0.0.3        65002         86         90       0       2       42:54 0/0/0   

0/0/0
10.0.0.4        65002         90         91       0       1       42:54 0/2/0   

0/0/0
10.0.0.6        65002         87         90       0       3           3 Active
10.1.12.1       65001         89         89       0       1       42:54 4/4/0   

0/0/0

show bgp summary (When a Peer Is Established)

user@host> show bgp summary
Groups: 1 Peers: 3 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 6          4          0          0          0          0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped...
10.0.0.2        65002      88675      88652       0       2       42:38 2/4/0   

0/0/0
10.0.0.3        65002      54528      54532       0       1     2w4d22h 0/0/0   

 0/0/0
10.0.0.4        65002      51597      51584       0       0     2w3d22h 2/2/0   

0/0/0

show bgp summary (CLNS)

user@host> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped...
10.245.245.1      200       1735       1737       0       0    14:26:12 Establ
  bgp.isovpn.0: 3/3/0
  aaaa.iso.0: 3/3/0

show bgp summary (Layer 2 VPN)

user@host> show bgp summary
Groups: 1 Peers: 5 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            1          1          0          0          0          0
inet.0                 0          0          0          0          0          0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last 
Up/Dwn State|#Active/Received/Damped...
10.255.245.35   65299         72         74       0       1       19:00 Establ 
  bgp.l2vpn.0: 1/1/0 
  frame-vpn.l2vpn.0: 1/1/0
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10.255.245.36   65299       2164       2423       0       4       19:50 Establ 
  bgp.l2vpn.0: 0/0/0 
  frame-vpn.l2vpn.0: 0/0/0
10.255.245.37   65299         36         37       0       4       17:07 Establ 
  inet.0: 0/0/0
10.255.245.39   65299        138        168       0       6       53:48 Establ 
  bgp.l2vpn.0: 0/0/0 
  frame-vpn.l2vpn.0: 0/0/0
10.255.245.69   65299        134        140       0       6       53:42 Establ 
  inet.0: 0/0/0

show bgp summary (Layer 3 VPN)

user@host> show bgp summary
Groups: 2 Peers: 2 Down peers: 0 
Table          Tot Paths  Act Paths Suppressed    History Damp State Pending 
bgp.l3vpn.0            2          2          0          0          0       0 
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped... 
10.39.1.5           2         21         22       0       0        6:26 Establ 
  VPN-AB.inet.0: 1/1/0 
10.255.71.15        1         19         21       0       0        6:17 Establ 
  bgp.l3vpn.0: 2/2/0 
  VPN-A.inet.0: 1/1/0 
  VPN-AB.inet.0: 2/2/0 
  VPN-B.inet.0: 1/1/0 
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show policy damping

Syntax show policy damping
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

show policy damping

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about BGP route flap damping parameters.

Options none—Display information about BGP route flap damping parameters.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information In the output from this command, figure-of-merit values correlate with the probability

of future instability of a routing device. Routes with higher figure-of-merit values are

suppressed for longer periods of time. The figure-of-merit value decays exponentially

over time. A figure-of-merit value of zero is assigned to each new route. The value is

increased each time the route is withdrawn or readvertised, or when one of its path

attributes changes.

Required Privilege
Level

view

Related
Documentation

“Configuring BGP Flap Damping Parameters” in the Routing Policy Feature Guide for

Routing Devices

•

• clear bgp damping on page 3130

• show route damping on page 2482

List of Sample Output show policy damping on page 3164

Output Fields Table233onpage3163describes theoutput fields for the showpolicydampingcommand.

Output fields are listed in the approximate order in which they appear.

Table 233: show policy damping Output Fields

Field DescriptionField Name

Decay half-life, in minutes. The value represents the period during which the accumulated
figure-of-merit value is reduced by half if the route remains stable. If a route has flapped, but then
becomes stable, the figure-of-merit value for the route decays exponentially. For example, for a route
with a figure-of-merit value of 1500, if no incidents occur, its figure-of-merit value is reduced to 750
after 15 minutes and to 375 after another 15 minutes.

Halflife
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Table 233: show policy damping Output Fields (continued)

Field DescriptionField Name

Figure-of-merit valuebelowwhichasuppressed routecanbeusedagain.A suppressed routebecomes
reusablewhen its figure-of-merit value decays to a value below a reuse threshold, and the route once
again is considered usable and can be installed in the forwarding table and exported from the routing
table.

Reusemerit

Figure-of-merit value abovewhich a route is suppressed for use or inclusion in advertisements.When
a route's figure-of-merit value reaches a particular level, called the cutoff or suppression threshold,
the route is suppressed.When a route is suppressed, the routing table no longer installs the route into
the forwarding table and no longer exports this route to any of the routing protocols.

Suppress/cutoff merit

Maximum hold-down time, in minutes. The value represents the maximum time that a route can be
suppressed nomatter how unstable it has been before this period of stability.

Maximum suppress
time

• Merit ceiling—Maximummerit that a flapping route can collect.

• Maximumdecay—Maximum decay half-life, in minutes.

Computed values

Sample Output

show policy damping

user@host> show policy damping
Default damping information:
  Halflife: 15 minutes
  Reuse merit: 750 Suppress/cutoff merit: 3000
  Maximum suppress time: 60 minutes
  Computed values:
    Merit ceiling: 12110
    Maximum decay: 6193
Damping information for "standard-damping":
  Halflife: 10 minutes
  Reuse merit: 4000 Suppress/cutoff merit: 8000
  Maximum suppress time: 30 minutes
  Computed values:
    Merit ceiling: 32120
    Maximum decay: 12453
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show route damping

Syntax show route damping (decayed | history | suppressed)
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

show route damping (decayed | history | suppressed)
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the BGP routes for which updates might have been reduced because of route

flap damping.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

decayed—Display route damping entries that might no longer be valid, but are not

suppressed.

history—Display entries that have already been withdrawn, but have been logged.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

suppressed—Display entries that havebeen suppressedandare no longer being installed

into the forwarding table or exported by routing protocols.

Required Privilege
Level

view

Related
Documentation

clear bgp damping on page 3130•

• show policy damping on page 3163

List of Sample Output show route damping decayed detail on page 3168
show route damping history on page 3169
show route damping history detail on page 3169

Output Fields Table211onpage2482 lists theoutput fields for theshowroutedampingcommand.Output

fields are listed in the approximate order in which they appear.

Table 234: show route damping Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing table—for example, inet.0.routing-table-name

All levelsNumber of destinations for which there are routes in the routing table.destinations

3165Copyright © 2014, Juniper Networks, Inc.

Chapter 33: Administration



Table 234: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumberof routes in the routing tableand total numberof routes in the following
states:

• active

• holddown (routes that are in a pending state before being declared inactive)

• hidden (the routes are not used because of a routing policy)

number routes

detail extensiveDestination prefix. The entry value is the number of routes for this destination,
and the announced value is the number of routes being announced for this
destination.

destination-prefix
(entry, announced)

All levelsProtocol fromwhich the route was learned and the preference value for the
route.

• +—Aplus sign indicates the active route, which is the route installed from the
routing table into the forwarding table.

• -—A hyphen indicates the last active route.

• *—An asterisk indicates that the route is both the active and the last active
route. An asterisk before a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is
preferred. In order to use common comparison routines, Junos OS stores the 1's
complement of the LocalPref value in the Preference2 field. For example, if the
LocalPref value for Route 1 is 100, the Preference2 value is -101. If the LocalPref
value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred
because it has a higher LocalPref value and a lower Preference2 value.

[protocol,
preference]

detail extensiveNumber of references made to the next hop.Next-hop reference
count

detail extensiveIP address of the route source.Source

detail extensiveNetwork layer address of the directly reachable neighboring system.Next hop

detail extensiveInterfaceused to reach thenexthop. If there ismore thanone interfaceavailable
to the next hop, the interface that is actually used is followed by the word
Selected.

via

detail extensiveNetwork layer address of the remote routing device that advertised the prefix.
This address is used to derive a forwarding next hop.

Protocol next hop

detail extensiveIndex designation used to specify the mapping between protocol next hops,
tags, kernel export policy, and the forwarding next hops.

Indirect next hop

detail extensiveFlags for this route. For a description of possible values for this field, see the
output field table for the show route detail command.

State

detail extensiveAS number of the local routing device.Local AS

detail extensiveAS number of the peer routing device.Peer AS
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Table 234: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveHow long the route has been known.Age

detail extensiveMetric for the route.Metric

detail extensiveName of the protocol that has added the route.Task

detail extensiveList of protocols thatannounce this route.n-Resolve inet indicates that the route
is used for route resolution for next hops found in the routing table. n is an index
used by Juniper Networks customer support only.

Announcementbits

All levelsAS path through which the route was learned. The letters at the end of the AS
path indicate the path origin, providing an indication of the state of the route at
the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local AS number associated with the AS path if
more than one AS number is configured on the routing device or if AS path
prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the
order does not matter. A set commonly results from route aggregation. The
numbers in each AS set are displayed in ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an
unrecognized attribute and associated hexadecimal value if BGP receives
attribute 128(attributeset)andyouhavenotconfiguredan independentdomain
in any routing instance.

AS path

brief noneNext hop to the destination. An angle bracket (>) indicates that the route is the
selected route.

to

brief noneInterfaceused to reach thenexthop. If there ismore thanone interfaceavailable
to the next hop, the interface that is actually used is followed by the word
Selected.

via

detail extensiveCommunity path attribute for the route. See the output field table for the show
route detail command.

Communities

All levelsLocal preference value included in the route.Localpref

detail extensiveBGP router ID as advertised by the neighbor in the openmessage.Router ID

detail extensiveLast updated and current figure-of-merit value.Merit (last
update/now)
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Table 234: show route damping Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveName that identifies the damping parameters used, which is defined in the
damping statement at the [edit policy-options] hierarchy level.

damping-parameters

detail extensiveTime of most recent change in path attributes.Last update

detail extensiveTimeof first change inpathattributes,which started the routedampingprocess.First update

detail extensiveNumber of times the route has gone up or down or its path attributes have
changed.

Flaps

All levels(suppressed keyword only) This route is currently suppressed. A suppressed
route does not appear in the forwarding table and routing protocols do not
export it.

Suppressed

All levels(suppressedkeywordonly)Timewhenasuppressed routewill againbeavailable.Reusable in

All levels(suppressed keyword only) Preference value that will be applied to the route
when it is again active.

Preference will be

Sample Output

show route damping decayed detail

user@host> show route damping decayed detail
inet.0: 173319 destinations, 1533668 routes (172625 active, 4 holddown, 108083 
hidden)
10.0.111.0/24 (7 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next-hop reference count: 151973
                Source: 172.23.2.129
                Next hop: via so-1/2/0.0
                Next hop: via so-5/1/0.0, selected
                Next hop: via so-6/0/0.0
                Protocol next hop: 172.23.2.129
                Indirect next hop: 89a1a00 264185
                State: <Active Ext>
                Local AS: 65000 Peer AS:   65490
                Age: 3:28       Metric2: 0
                Task: BGP_65490.172.23.2.129+179
                Announcement bits (6): 0-KRT 1-RT 4-KRT 5-BGP.0.0.0.0+179       

         6-Resolve tree 2 7-Resolve tree 3
                AS path: 65490 65520 65525 65525 65525 65525 I ()
                Communities: 65501:390 65501:2000 65501:3000 65504:701
                Localpref: 100
                Router ID: 172.23.2.129
                Merit (last update/now): 1934/1790
                damping-parameters: damping-high
                Last update:       00:03:28 First update:       00:06:40
                Flaps: 2
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show route damping history

user@host> show route damping history
inet.0: 173320 destinations, 1533529 routes (172624 active, 6 holddown, 108122 
hidden)
+ = Active Route, - = Last Active, * = Both

10.108.0.0/15       [BGP ] 2d 22:47:58, localpref 100
                      AS path: 65220 65501 65502 I
                    > to 192.168.60.85 via so-3/1/0.0

show route damping history detail

user@host> show route damping history detail
inet.0: 173319 destinations, 1533435 routes (172627 active, 2 holddown, 108105 
hidden)
10.108.0.0/15 (3 entries, 1 announced)
         BGP                 /-101
                Next-hop reference count: 69058
                Source: 192.168.60.85
                Next hop: 192.168.60.85 via so-3/1/0.0, selected
                State: <Hidden Ext>
                Inactive reason: Unusable path 
                Local AS: 65000 Peer AS:  65220
                Age: 2d 22:48:10
                Task: BGP_65220.192.168.60.85+179
                AS path: 65220 65501 65502 I ()
                Communities: 65501:390 65501:2000 65501:3000 65504:3561
                Localpref: 100
                Router ID: 192.168.80.25
                Merit (last update/now): 1000/932
                damping-parameters: set-normal
                Last update:       00:01:05 First update:       00:01:05
                Flaps: 1
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show route detail

Syntax show route detail
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route detail
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display detailed information about the active entries in the routing tables.

Options none—Display all active entries in the routing table on all systems.

destination-prefix—(Optional) Display active entries for the specified address or range

of addresses.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route detail on page 3179
show route detail (with BGPMultipath) on page 3184
show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint
LSPs) on page 3185

Output Fields Table 212 on page 2487 describes the output fields for the show route detail command.

Output fields are listed in the approximate order in which they appear.

Table 235: show route detail Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active)

• holddown (routes that are in the pending state before being declared inactive)

• hidden (routes that are not used because of a routing policy)

number routes
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Table 235: show route detail Output Fields (continued)

Field DescriptionField Name

Routedestination (for example:10.0.0.1/24).Theentryvalue is thenumberof routes for thisdestination,
and the announced value is the number of routes being announced for this destination. Sometimes
the route destination is presented in another format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id:source (Layer2circuit only; for example,
10.1.1.195:NoCtrlWord:1:1:Local/96).

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

route-destination
(entry, announced)

(Next-to-the-last-hop routing device for MPLS only) Depth of the MPLS label stack, where the
label-popping operation is needed to remove one or more labels from the top of the stack. A pair of
routes is displayed, because the pop operation is performed onlywhen the stack depth is two ormore
labels.

• S=0 route indicates that a packet with an incoming label stack depth of 2 ormore exits this routing
device with one fewer label (the label-popping operation is performed).

• If there is no S= information, the route is a normal MPLS route, which has a stack depth of 1 (the
label-popping operation is not performed).

label stacking

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[protocol, preference]

(IS-IS only). In IS-IS, a single AS can be divided into smaller groups called areas. Routing between
areas is organized hierarchically, allowing a domain to be administratively divided into smaller areas.
This organization is accomplished by configuring Level 1 and Level 2 intermediate systems. Level 1
systems route within an area. When the destination is outside an area, they route toward a Level 2
system. Level 2 intermediate systems route between areas and toward other ASs.

Level

IP subnet augmented with a 64-bit prefix.Route Distinguisher

Provider multicast service interface (MVPN routing table).PMSI

Type of next hop. For a description of possible values for this field, see Table 213 on page 2491.Next-hop type
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Table 235: show route detail Output Fields (continued)

Field DescriptionField Name

Number of references made to the next hop.Next-hop reference
count

Indicates that the number of flood next-hop branches exceeded the system limit of 32 branches, and
only a subset of the flood next-hop branches were installed in the kernel.

Floodnexthopbranches
exceedmaximum
message

IP address of the route source.Source

Network layer address of the directly reachable neighboring system.Next hop

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
nameof the interface that is actually used is followedby thewordSelected. This field can also contain
the following information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

via

Name of the LSP used to reach the next hop.Label-switched-path
lsp-path-name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

Label operation

(Local only) Local interface name.Interface

Network layer address of the remote routing device that advertised the prefix. This address is used
to derive a forwarding next hop.

Protocol next hop

Index designation used to specify themapping betweenprotocol next hops, tags, kernel export policy,
and the forwarding next hops.

Indirect next hop

State of the route (a route can be in more than one state). See Table 214 on page 2493.State

AS number of the local routing device.Local AS

How long the route has been known.Age

Accumulated interior gateway protocol (AIGP) BGP attribute.AIGP

Cost value of the indicated route. For routes within an AS, the cost is determined by IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

Metricn
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Table 235: show route detail Output Fields (continued)

Field DescriptionField Name

Metric value for BGPpath selection towhich the IGPcost to thenext-hopdestinationhasbeenadded.MED-plus-IGP

For MPLS LSPs, state of the TTL propagation attribute. Can be enabled or disabled for all
RSVP-signaled and LDP-signaled LSPs or for specific VRF routing instances.

For sample output, see show route table.

TTL-Action

Name of the protocol that has added the route.Task

List of protocols that announce this route. n-Resolve inet indicates that the route is used for route
resolution for next hops found in the routing table. n is an index used by Juniper Networks customer
support only.

Announcement bits

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• Recorded—The AS path is recorded by the sample process (sampled).

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the number that precedes the AS path. This number represents the number
of ASs present in the AS path, when calculated as defined in RFC 4271. This value is used in the
AS-path merge process, as defined in RFC 4893.

• [ ]—If more than one AS number is configured on the routing device, or if AS path prepending is
configured, brackets enclose the local AS number associated with the AS path.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that theoriginof theprefix is not verifiedagainst thedatabase.This isbecause
the database got populated and the validation is not called for in the BGP import policy, although
origin validation is enabled, or the origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Point-to-multipoint root address, multicast source address, andmulticast group address when
multipoint LDP (M-LDP) inband signaling is configured.

FECs bound to route
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Table 235: show route detail Output Fields (continued)

Field DescriptionField Name

MPLS label assigned to the Layer 2 circuit virtual connection.VC Label

Maximum transmission unit (MTU) of the Layer 2 circuit.MTU

VLAN identifier of the Layer 2 circuit.VLAN ID

Forwarding equivalent class (FEC) bound to this route. Applicable only to routes installed by LDP.Prefixes bound to route

Community pathattribute for the route. SeeTable 215onpage2495 for all possible values for this field.Communities

Layer 2 encapsulation (for example, VPLS).Layer2-info: encaps

Control flags: none or Site Down.control flags

Maximum transmission unit (MTU) information.mtu

First label in a block of labels and label block size. A remote PE routing device uses this first label
when sending traffic toward the advertising PE routing device.

Label-Base, range

Layer 2 VPN and VPLS network layer reachability information (NLRI).status vector

Current active path when BGPmultipath is configured.AcceptedMultipath

Path currently contributing to BGPmultipath.Accepted
MultipathContrib

Local preference value included in the route.Localpref

BGP router ID as advertised by the neighbor in the openmessage.Router ID

In a routing table group, the name of the primary routing table in which the route resides.Primary Routing Table

In a routing table group, the name of one or more secondary tables in which the route resides.Secondary Tables

Table 213 on page 2491 describes all possible values for the Next-hop Types output field.

Table 236: Next-hop Types Output Field Values

DescriptionNext-Hop Type

Broadcast next hop.Broadcast (bcast)

Deny next hop.Deny

Discard next hop.Discard
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Table 236: Next-hop Types Output Field Values (continued)

DescriptionNext-Hop Type

Flood next hop. Consists of components called branches,
up to amaximum of 32 branches. Each flood next-hop
branch sends a copy of the traffic to the forwarding
interface. Used by point-to-multipoint RSVP,
point-to-multipoint LDP, point-to-multipoint CCC, and
multicast.

Flood

Next hop is waiting to be resolved into a unicast or
multicast type.

Hold

Indexed next hop.Indexed (idxd)

Used with applications that have a protocol next hop
address that is remote. You are likely to see this next-hop
type for internal BGP (IBGP) routes when the BGP next
hop is a BGP neighbor that is not directly connected.

Indirect (indr)

Used for anetworkaddressassigned toan interface.Unlike
the router next hop, the interface next hop does not
reference any specific node on the network.

Interface

Local address on an interface. This next-hop type causes
packetswith thisdestinationaddress tobe received locally.

Local (locl)

Wire multicast next hop (limited to the LAN).Multicast (mcst)

Multicast discard.Multicast discard (mdsc)

Multicast groupmember.Multicast group (mgrp)

Receive.Receive (recv)

Discard. An ICMP unreachable message was sent.Reject (rjct)

Resolving next hop.Resolve (rslv)

Regular multicast next hop.Routedmulticast (mcrt)

A specific node or set of nodes towhich the routing device
forwards packets that match the route prefix.

To qualify as next-hop type router, the route must meet
the following criteria:

• Must not be a direct or local subnet for the routing
device.

• Must have a next hop that is directly connected to the
routing device.

Router

Routing table next hop.Table
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Table 236: Next-hop Types Output Field Values (continued)

DescriptionNext-Hop Type

Unicast.Unicast (ucst)

List of unicast next hops. A packet sent to this next hop
goes to any next hop in the list.

Unilist (ulst)

Table214onpage2493describesall possible values for theStateoutput field. A route can

be in more than one state (for example, <Active NoReadvrt Int Ext>).

Table 237: State Output Field Values

DescriptionValue

Route needs accounting.Accounting

Route is active.Active

Path with a lower multiple exit discriminator (MED) is
available.

Always CompareMED

Shorter AS path is available.AS path

Cisco nondeterministic MED is enabled, and a path with a
lower MED is available.

Cisco Non-deterministic MED
selection

Route is a clone.Clone

Length of cluster list sent by the route reflector.Cluster list length

Route has been deleted.Delete

Exterior route.Ex

BGP route received from an external BGP neighbor.Ext

Forces all protocols to be notified of a change to any route,
active or inactive, for a prefix. When not set, protocols are
informed of a prefix only when the active route changes.

FlashAll

Route not used because of routing policy.Hidden

Route needs forwarding RPF check.IfCheck

Path through next hop with lower IGPmetric is available.IGPmetric

Flags for this route, which was not selected as best for a
particular destination.

Inactive reason

Route being added.Initial
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Table 237: State Output Field Values (continued)

DescriptionValue

Interior route.Int

BGP route received from an internal BGP peer or a BGP
confederation peer.

Int Ext

Direct, static, IGP, or EBGP path is available.Interior > Exterior > Exterior via
Interior

Path with a higher local preference value is available.Local Preference

Route is a martian (ignored because it is obviously invalid).Martian

Route exempt frommartian filtering.MartianOK

Path with lower metric next hop is available.Next hop address

Path from neighbor with lower IP address is available.No difference

Route not to be advertised.NoReadvrt

Route not chosen because it does not have the lowest MED.NotBest

Incoming BGP AS is not the best of a group (only one AS can
be the best).

Not Best in its group

Route not to be installed in the forwarding table.NotInstall

Path with a greater number of next hops is available.Number of gateways

Path with a lower origin code is available.Origin

Routependingbecauseofahold-downconfiguredonanother
route.

Pending

Route scheduled for release.Release

Route from a higher-numbered routing table is available.RIB preference

64-bit prefix added to IP subnets to make them unique.Route Distinguisher

Route with a lower metric or MED is available.RouteMetric or MED comparison

Route with lower preference value is availableRoute Preference

Path through a neighbor with lower ID is available.Router ID

Route not a primary route.Secondary
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Table 237: State Output Field Values (continued)

DescriptionValue

Path is not usable because of one of the following conditions:

• The route is damped.

• The route is rejected by an import policy.

• The route is unresolved.

Unusable path

Last tiebreaker is the lowest IP address value.Update source

Table 215 on page 2495 describes the possible values for the Communities output field.

Table 238: Communities Output Field Values

DescriptionValue

4bytes, encoding a 32-bit area number. For AS-external routes, the value is0. A nonzero value
identifies the route as internal to the OSPF domain, and as within the identified area. Area
numbers are relative to a particular OSPF domain.

area-number

Link-bandwidth community value used for unequal-cost load balancing. When BGP has
several candidate paths available for multipath purposes, it does not perform unequal-cost
load balancing according to the link-bandwidth community unless all candidate paths have
this attribute.

bandwidth: local AS
number:link-bandwidth-number

Unique configurable number that identifies the OSPF domain.domain-id

Unique configurable number that further identifies the OSPF domain.domain-id-vendor

Link-bandwidth number: from 0 through 4,294,967,295 (bytes per second).link-bandwidth-number

Local AS number: from 1 through 65,535.local AS number

1 byte. Currently this is only used if the route type is 5 or 7. Setting the least significant bit in
the field indicates that the route carries a type 2metric.

options

(Used with VPNs) Identifies where the route came from.origin

1 byte, encoded as 1 or 2 for intra-area routes (depending on whether the route came from a
type 1 or a type 2 LSA); 3 for summary routes; 5 for external routes (area number must be0);
7 for NSSA routes; or 129 for sham link endpoint addresses.

ospf-route-type

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x8000. The format is
area-number:ospf-route-type:options.

route-type-vendor

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x0306. The format is
area-number:ospf-route-type:options.

rte-type

Defines which VPN the route participates in; target has the format 32-bit IP address:16-bit
number. For example, 10.19.0.0:100.

target
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Table 238: Communities Output Field Values (continued)

DescriptionValue

Incoming IANA codes with a value between 0x1 and0x7fff. This code of the BGP extended
community attribute is accepted, but it is not recognized.

unknown IANA

Incoming IANA codeswith a value above0x8000. This code of the BGPextended community
attribute is accepted, but it is not recognized.

unknownOSPF vendor
community

Sample Output

show route detail

user@host> show route detail

inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
10.10.0.0/16 (1 entry, 1 announced)
        *Static Preference: 5
                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    69 
                Age: 1:31:43 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

10.31.1.0/30 (2 entries, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 2
                Next hop: via so-0/3/0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:30:17 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I
         OSPF   Preference: 10
                Next-hop reference count: 1
                Next hop: via so-0/3/0.0, selected
                State: <Int>
                Inactive reason: Route Preference
                Local AS:    69 
                Age: 1:30:17    Metric: 1 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

10.31.1.1/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 7
                Interface: so-0/3/0.0
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:30:20 
                Task: IF
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                Announcement bits (1): 3-Resolve tree 2 
                AS path: I

...

10.31.2.0/30 (1 entry, 1 announced)
        *OSPF   Preference: 10
                Next-hop reference count: 9
                Next hop: via so-0/3/0.0
                Next hop: 10.31.1.6 via ge-3/1/0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:29:56    Metric: 2 
                Area: 0.0.0.0
                Task: OSPF
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

224.0.0.2/32 (1 entry, 1 announced)
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

224.0.0.22/32 (1 entry, 1 announced)
        *IGMP   Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:43 
                Task: IGMP
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

10.255.70.103/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 100096
                State: <Active Int>
                Local AS:    69 
                Age: 1:25:49    Metric: 2 
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

10.255.71.238/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
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                Next-hop reference count: 6
                Next hop: via so-0/3/0.0 weight 0x1, selected
                Label-switched-path green-r1-r2
                State: <Active Int>
                Local AS:    69 
                Age: 1:25:49    Metric: 1 
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

private__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

47.0005.80ff.f800.0000.0108.0001.0102.5507.1052/152 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
0   (1 entry, 1 announced)
        *MPLS   Preference: 0
                Next hop type: Receive
                Next-hop reference count: 6
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:45    Metric: 1 
                Task: MPLS
                Announcement bits (1): 0-KRT 
                AS path: I

...

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

  299840 (1 entry, 1 announced)
  TSI:
  KRT in-kernel 299840 /52 -> {indirect(1048575)}
          *RSVP   Preference: 7/2
                  Next hop type: Flood
                  Address: 0x9174a30
                  Next-hop reference count: 4
                  Next hop type: Router, Next hop index: 798
                  Address: 0x9174c28
                  Next-hop reference count: 2
                  Next hop: 8.0.0.2 via lt-1/2/0.9 weight 0x1
                  Label-switched-path R2-to-R4-2p2mp
                  Label operation: Pop      
                  Next hop type: Router, Next hop index: 1048574
                  Address: 0x92544f0
                  Next-hop reference count: 2
                  Next hop: 7.0.0.2 via lt-1/2/0.7 weight 0x1
                  Label-switched-path R2-to-R200-p2mp
                  Label operation: Pop      
                  Next hop: 6.0.0.2 via lt-1/2/0.5 weight 0x8001
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                  Label operation: Pop      
                  State: <Active Int>     
                  Age: 1:29       Metric: 1 
                  Task: RSVP
                  Announcement bits (1): 0-KRT 
                  AS path: I...

800010 (1 entry, 1 announced)
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: via vt-3/2/0.32769, selected
                Label operation: Pop      
                State: <Active Int>
                Age: 1:29:30 
                Task: Common L2 VC
                Announcement bits (1): 0-KRT 
                AS path: I

vt-3/2/0.32769 (1 entry, 1 announced)
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: 10.31.1.6 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 800012, Push 100096(top)
                Protocol next hop: 10.255.70.103
                Push 800012
                Indirect next hop: 87272e4 1048574
                State: <Active Int>
                Age: 1:29:30    Metric2: 2 
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

abcd::10:255:71:52/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:44 
                Task: IF
                AS path: I

ff02::2/128 (1 entry, 1 announced)
        *PIM    Preference: 0
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                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::d/128 (1 entry, 1 announced)
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:45 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::16/128 (1 entry, 1 announced)
        *MLD    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    69 
                Age: 1:31:43 
                Task: MLD
                Announcement bits (1): 0-KRT 
                AS path: I

private.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.16385, selected
                State: <Active NoReadvrt Int>
                Age: 1:31:44 
                Task: IF
                AS path: I

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

10.255.70.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.70.103:1
                Next-hop reference count: 7
                Source: 10.255.70.103
                Protocol next hop: 10.255.70.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    69 Peer AS:    69
                Age: 1:25:49    Metric2: 1 
                AIGP 210
                Task: BGP_69.10.255.70.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 10.255.70.103
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                Primary Routing Table bgp.l2vpn.0

10.255.71.52:1:1:1/96 (1 entry, 1 announced)
        *L2VPN  Preference: 170/-1
                Next-hop reference count: 5
                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:31:40    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:Site-Down, 
                mtu: 0
                Label-base: 800016, range: 8, status-vector: 0x9F 

10.255.71.52:1:5:1/96 (1 entry, 1 announced)
        *L2VPN  Preference: 170/-101
                Next-hop reference count: 5
                Protocol next hop: 10.255.71.52
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:31:40    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:, mtu: 0
                Label-base: 800008, range: 8, status-vector: 0x9F 

...

l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.245.255.63:CtrlWord:4:3:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
                Label operation: Push 100000[0]
                Protocol next hop: 10.245.255.63 Indirect next hop: 86af000 296
                State: <Active Int>
                Local AS:    99
                Age: 10:21
                Task: l2 circuit
                Announcement bits (1): 0-LDP
                AS path: I
                VC Label 100000, MTU 1500, VLAN ID 512

show route detail (with BGPMultipath)

user@host> show route detail

10.1.1.8/30 (2 entries, 1 announced)
        *BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 262142
                Address: 0x901a010
                Next-hop reference count: 2
                Source: 10.1.1.2
                Next hop: 10.1.1.2 via ge-0/3/0.1, selected
                Next hop: 10.1.1.6 via ge-0/3/0.5
                State: <Active Ext>
                Local AS:     1 Peer AS:     2
                Age: 5:04:43
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               Validation State: unverified 
                Task: BGP_2.10.1.1.2+59955
                Announcement bits (1): 0-KRT 
                AS path: 2 I
                Accepted Multipath
                Localpref: 100
                Router ID: 1.1.1.2
         BGP    Preference: 170/-101
                Next hop type: Router, Next hop index: 678
                Address: 0x8f97520
                Next-hop reference count: 9
                Source: 10.1.1.6
                Next hop: 10.1.1.6 via ge-0/3/0.5, selected
                State: <NotBest Ext>
                Inactive reason: Not Best in its group - Active preferred
                Local AS:     1 Peer AS:     2
                Age: 5:04:43 
             Validation State: unverified
                Task: BGP_2.10.1.1.6+58198
                AS path: 2 I
                Accepted MultipathContrib       
                Localpref: 100
                Router ID: 1.1.1.3

show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show route label 299872 detail
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
299872 (1 entry, 1 announced)
        *LDP    Preference: 9
                Next hop type: Flood
                Next-hop reference count: 3
                Address: 0x9097d90
                Next hop: via vt-0/1/0.1
                Next-hop index: 661
                Label operation: Pop      
                Address: 0x9172130
                Next hop: via so-0/0/3.0
                Next-hop index: 654
                Label operation: Swap 299872
                State: **Active Int>
                Local AS:  1001 
                Age: 8:20       Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 10.255.72.166, grp 232.1.1.1,
 src 192.168.142.2
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PART 11

Intermediate System to Intermediate
System

• Overview on page 3189

• Configuration on page 3197

• Administration on page 3327
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CHAPTER 34

Overview

• IS-IS Overview on page 3189

IS-IS Overview

• IS-IS Overview on page 3189

• Understanding BFD Authentication for IS-IS on page 3194

• Understanding Hitless Authentication Key Rollover for IS-IS on page 3195

IS-IS Overview

The IS-IS protocol is an interior gateway protocol (IGP) that uses link-state information

to make routing decisions.

IS-IS is a link-state IGP that uses the shortest-path-first (SPF) algorithm to determine

routes. IS-IS evaluates the topology changes and determines whether to perform a full

SPF recalculation or a partial route calculation (PRC). This protocol originally was

developed for routing InternationalOrganization forStandardization (ISO)Connectionless

Network Protocol (CLNP) packets.

Like OSPF routing, IS-IS uses hello packets that allow network convergence to occur

quickly when network changes are detected. IS-IS uses the SPF algorithm to determine

routes. Using SPF, IS-IS evaluates network topology changes and determines if a full or

partial route calculation is required.

NOTE: Because IS-IS uses ISO addresses, the configuration of IP version 6
(IPv6) and IP version 4 (IPv4) implementations of IS-IS is identical.

This section discusses the following topics:

• IS-IS Terminology on page 3190

• ISO Network Addresses on page 3190

• IS-IS Packets on page 3192

• Persistent Route Reachability on page 3193
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• IS-IS Support for Multipoint Network Clouds on page 3193

• Installing a Default Route to the Nearest Routing Device That Operates at Both IS-IS

Levels on page 3193

IS-IS Terminology

An IS-IS network is a single autonomous system (AS), also called a routing domain, that

consists of end systems and intermediate systems. End systems are network entities that

send and receive packets. Intermediate systems send and receive packets and relay

(forward) packets. (Intermediate system is theOpenSystem Interconnection [OSI] term

for a router.) ISO packets are called network PDUs.

In IS-IS, a single AS can be divided into smaller groups called areas. Routing between

areas is organized hierarchically, allowing a domain to be administratively divided into

smaller areas. This organization is accomplished by configuring Level 1 and Level 2

intermediate systems. Level 1 systems route within an area; when the destination is

outside an area, they route toward a Level 2 system. Level 2 intermediate systems route

between areas and toward other ASs. No IS-IS area functions strictly as a backbone.

Level 1 routers share intra-area routing information, and Level 2 routers share interarea

information about IP addresses available within each area. Uniquely, IS-IS routers can

act as both Level 1 and Level 2 routers, sharing intra-area routeswith other Level 1 routers

and interarea routes with other Level 2 routers.

The propagation of link-state updates is determined by the level boundaries. All routers

within a level maintain a complete link-state database of all other routers in the same

level. Each router then uses the Dijkstra algorithm to determine the shortest path from

the local router to other routers in the link-state database.

ISO Network Addresses

IS-IS uses ISO network addresses. Each address identifies a point of connection to the

network, such as a router interface, and is called a network service access point (NSAP).

IS-IS supports multiple NSAP addresses on the loopback lo0 interface.

An end system can havemultiple NSAP addresses, in which case the addresses differ

only by the last byte (called the n-selector). Each NSAP represents a service that is

available at that node. In addition to having multiple services, a single node can belong

to multiple areas.

Eachnetwork entity alsohasa special networkaddress calledanetwork entity title (NET).

Structurally, an NET is identical to an NSAP address but has an n-selector of 00. Most

end systems and intermediate systems have one NET. Intermediate systems that

participate in multiple areas can havemultiple NETs.

The following ISO addresses illustrate the IS-IS address format:

49.0001.00a0.c96b.c490.00
49.0001.2081.9716.9018.00

NETs take several forms, depending on your network requirements. NET addresses are

hexadecimaland range from8octets to20octets in length.Generally, the formatconsists
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of an authority and format Identifier (AFI), a domain ID, an area ID, a system identifier,

and a selector. The simplest format omits the domain ID and is 10 octets long. For

example, the NET address 49.0001.1921.6800.1001.00 consists of the following parts:

• 49—AFI

• 0001—Area ID

• 1921.6800.1001—System identifier

• 00—Selector

The system identifier must be unique within the network. For an IP-only network, we

recommend using the IP address of an interface on the router. Configuring a loopback

NET address with the IP address is helpful when troubleshooting is required on the

network.

The first portion of the address is the area number, which is a variable number from 1

through 13 bytes. The first byte of the area number (49) is the authority and format

indicator (AFI). The next bytes are the assigned domain (area) identifier, which can be

from 0 through 12 bytes. In the examples above, the area identifier is 0001.

The next six bytes form the system identifier. The system identifier can be any six bytes

that are unique throughout the entire domain. The system identifier commonly is the

media access control (MAC) address (as in the first example, 00a0.c96b.c490) or the

IP address expressed in binary-coded decimal (BCD) (as in the second example,

2081.9716.9018, which corresponds to IP address 208.197.169.18). The last byte (00) is

the n-selector.

NOTE: The system identifier cannot be0000.0000.0000.All 0s is an illegal
setting, and the adjacency is not formedwith this setting.

To provide help with IS-IS debugging, the Junos
®
operating system (Junos OS) supports

dynamic mapping of ISO system identifiers to the hostname. Each system can be

configured with a hostname, which allows the system identifier-to-hostnamemapping

tobecarried in adynamichostname type, length, andvalue (TLV) tuple in IS-IS link-state

PDUs. This enables intermediate systems in the routing domain to learn about the ISO

system identifier of a particular intermediate system.
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IS-IS Packets

Each IS-IS PDU shares a common header. IS-IS uses the following PDUs to exchange

protocol information:

• IS-IS hello (IIH) PDUs—Broadcast to discover the identity of neighboring IS-IS systems

and to determine whether the neighbors are Level 1 or Level 2 intermediate systems.

IS-IS hello PDUs establish adjacencies with other routers and have three different

formats: one for point-to-point hello packets, one for Level 1 broadcast links, and one

for Level 2 broadcast links. Level 1 routers must share the same area address to form

anadjacency,while Level 2 routersdonothave this limitation. The request for adjacency

is encoded in the Circuit type field of the PDU.

Hello PDUs have a preset length assigned to them. The IS-IS router does not resize

any PDU tomatch themaximum transmission unit (MTU) on a router interface. Each

interface supports themaximum IS-IS PDU of 1492 bytes, and hello PDUs are padded

tomeet the maximum value. When the hello is sent to a neighboring router, the

connecting interface supports the maximum PDU size.

• Link-state PDUs—Contain information about the state of adjacencies to neighboring

IS-IS systems. Link-state PDUs are flooded periodically throughout an area.

Also included is metric and IS-IS neighbor information. Each link-state PDUmust be

refreshed periodically on the network and is acknowledged by information within a

sequence number PDU.

On point-to-point links, each link-state PDU is acknowledged by a partial sequence

number PDU (PSNP), but on broadcast links, a complete sequence number PDU

(CSNP) is sent out over the network. Any router that finds newer link-state PDU

information in the CSNP then purges the out-of-date entry and updates the link-state

database.

Link-state PDUs support variable-length subnet mask addressing.

• Complete sequence number PDUs (CSNPs)—Contain a complete list of all link-state

PDUs in the IS-IS database. CSNPs are sent periodically on all links, and the receiving

systems use the information in the CSNP to update and synchronize their link-state

PDU databases. The designated router multicasts CSNPs on broadcast links in place

of sending explicit acknowledgments for each link-state PDU.

Containedwithin theCSNP isa link-statePDU identifier, a lifetime, a sequencenumber,

and a checksum for each entry in the database. Periodically, a CSNP is sent on both

broadcast and point-to-point links to maintain a correct database. Also, the

advertisement of CSNPs occurswhen an adjacency is formedwith another router. Like

IS-IS hello PDUs, CSNPs come in two types: Level 1 and Level 2.

When a device receives a CSNP, it checks the database entries against its own local

link-state database. If it detects missing information, the device requests specific

link-state PDU details using a partial sequence number PDU (PSNP).

• Partial sequence number PDUs (PSNPs)—Sentmulticast by a receiverwhen it detects

that it is missing a link-state PDU (when its link-state PDU database is out of date).

The receiver sends a PSNP to the system that transmitted the CSNP, effectively
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requesting that themissing link-state PDU be transmitted. That routing device, in turn,

forwards the missing link-state PDU to the requesting routing device.

A PSNP is used by an IS-IS router to request link-state PDU information from a

neighboring router. A PSNP can also explicitly acknowledge the receipt of a link-state

PDUonapoint-to-point link.Onabroadcast link, aCSNP isusedas implicit knowledge.

Like hello PDUs and CSNPs, the PSNP also has two types: Level 1 and Level 2.

Whenadevice comparesaCSNP to its local databaseanddetermines that a link-state

PDU ismissing, the router issuesaPSNPfor themissing link-statePDU,which is returned

in a link-state PDU from the router sending the CSNP. The received link-state PDU is

thenstored in the localdatabase, andanacknowledgment is sentback to theoriginating

router.

Persistent Route Reachability

IPv4 and IPv6 route reachability information in IS-IS link-state PDUs is preserved when

you commit a configuration. IP prefixes are preservedwith their original packet fragment

upon link-state PDU regeneration.

IS-IS Support for Multipoint Network Clouds

IS-IS does not support multipoint configurations. Therefore, when configuring Frame

Relay or Asynchronous Transfer Mode (ATM) networks, youmust configure them as

collections of point-to-point links, not as multipoint clouds.

Installing a Default Route to the Nearest Routing Device That Operates at Both
IS-IS Levels

When a routing device that operates as both a Level 1 and Level 2 router (Router B)

determines that it can reach at least one area other than its own (for example, in Area

Y), it sets the ATTACHED bit in its Level 1 link-state PDU. Thereafter, the Level 1 router

(Router A) introduces a default route pointing to the nearest attached routing device

that operates as both a Level 1 and Level 2 router (Router B). See Figure 75 on page 3193.

Figure 75: Install Default Route to Nearest Routing Device That Operates
at Both Level 1 and Level 2
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Related
Documentation

IS-IS Feature Guide for Routing Devices•

Understanding BFD Authentication for IS-IS

Bidirectional Forwarding Detection (BFD) enables rapid detection of communication

failuresbetweenadjacent systems.Bydefault, authentication forBFDsessions isdisabled.

However, when running BFD over Network Layer protocols, the risk of service attacks can

be significant. We strongly recommend using authentication if you are running BFD over

multiple hops or through insecure tunnels. Beginning with Junos OS Release 9.6, Junos

OS supports authentication for BFD sessions running over IS-IS. BFD authentication is

only supported in the domestic image and is not available in the export image.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.

The following sections describe the supported authentication algorithms, security

keychains, and level of authentication that can be configured:

• BFD Authentication Algorithms on page 3194

• Security Authentication Keychains on page 3195

• Strict Versus Loose Authentication on page 3195

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFDsession.Oneormorepasswordsmightbeconfigured.Thismethod

is the least secureandshouldbeusedonlywhenBFDsessionsarenot subject topacket

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keysmatches and the sequence number is greater than

or equal to the last sequence number received. Althoughmore secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

methodworks in the samemanneras keyedMD5,but the sequencenumber is updated

with every packet. Althoughmore secure than keyed MD5 and simple passwords, this

methodmight take additional time to authenticate the session.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,
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packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updated with

everypacket.Althoughmoresecure thankeyedSHAandsimplepasswords, thismethod

might take additional time to authenticate the session.

NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates.When the security authentication keychain is configuredand

associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one ormore keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allowsmultiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Related
Documentation

Example: Configuring BFD Authentication for IS-IS on page 3229•

Understanding Hitless Authentication Key Rollover for IS-IS

IS-IS protocol exchanges can be authenticated to guarantee that only trusted routing

devices participate in routing. By default, authentication is disabled. The authentication

algorithm creates an encoded checksum that is included in the transmitted packet. The

receiving routing device uses an authentication key (password) to verify the packet’s

checksum.
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If you configure authentication for all peers, each peer in that group inherits the group’s

authentication.

You can update authentication keys without resetting any IS-IS neighbor sessions. This

is referred to as hitless authentication key rollover.

Hitless authentication key rollover uses authentication keychains, which consist of the

authentication keys that are being updated. The keychain includes multiple keys. Each

key in the keychain has a unique start time. At the next key’s start time, a rollover occurs

from the current key to the next key, and the next key becomes the current key.

You can choose the algorithm through which authentication is established. You can

configureMD5or SHA-1 authentication. You associate a keychain and the authentication

algorithmwith an IS-IS neighboring session. Each key contains an identifier and a secret

password.

The sending peer chooses the active key based on the system time and the start times

of the keys in the keychain. The receiving peer determines the key with which it

authenticates based on the incoming key identifier.

You can configure either RFC 5304-based encoding or RFC 5310-based encoding for the

IS-IS protocol transmission encoding format.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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CHAPTER 35

Configuration

• Configuration Guidelines on page 3197

• Configuration Examples on page 3202

• Configuration Tasks on page 3262

• Configuration Statements on page 3264

Configuration Guidelines

• Example: Configuring IS-IS on page 3197

Example: Configuring IS-IS

This example shows how to configure IS-IS.

• Requirements on page 3197

• Overview on page 3197

• Configuration on page 3198

• Verification on page 3200

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you configure the two IS-IS routing devices in a single area. The devices

have NET addresses 49.0002.0192.0168.0001.00 and 49.0002.0192.0168.0002.00 on

the lo0 interfaces. Additionally, you configure the ISO family on the IS-IS interfaces.

For Junos OS security devices only, you configure themode packet-based statement at

the [edit security forwarding-options family iso] hierarchy level.

Figure 76 on page 3198 shows the topology used in this example.
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Figure 76: Simple IS-IS Topology
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“CLIQuickConfiguration” onpage3198 shows the configuration for both of thedevices in

Figure 76onpage3198.Thesection “Step-by-StepProcedure”onpage3198describes the

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set security forwarding-options family isomode packet-based
set interfaces ge-1/2/0 unit 0 description to-R2
set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces ge-1/2/0 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.1/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0001.00
set protocols isis interface ge-1/2/0.0
set protocols isis interface lo0.0

Device R2 set security forwarding-options family isomode packet-based
set interfaces ge-1/2/0 unit 0 description to-R1
set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces ge-1/2/0 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.2/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0002.00
set protocols isis interface ge-1/2/0.0
set protocols isis interface lo0.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IS-IS:

1. Enable IS-IS if your router is in secure context.

[edit security forwarding-options family iso]
user@R1# setmode packet-based

2. Create the interface that connects to Device R2, and configure the ISO family on

the interface.

[edit interfaces ge-1/2/0 unit 0]
user@R1# set description to-R2
user@R1# set family inet address 10.0.0.1/30
user@R1# set family iso
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3. Create the loopback interface, set the IP address, and set the NET address.

[edit interfaces lo0 unit 0]
user@R1# set family inet address 192.168.0.1/32
user@R1# set family iso address 49.0002.0192.0168.0001.00

4. Enable IS-IS on the interfaces.

[edit protocols isis]
user@R1# set interface ge-1/2/0.0
user@R1# set interface lo0.0

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, and showsecuritycommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@R1# show security
forwarding-options {
family iso {
mode packet-based;

}
}

user@R1# show interfaces
ge-1/2/0 {
unit 0 {
description to-R2;
family inet {
address 10.0.0.1/30;

}
family iso;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.1/32;

}
family iso {
address 49.0002.0192.0168.0001.00;

}
}

}

user@R1# show protocols
isis {
interface ge-1/2/0.0;
interface lo0.0;

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying IS-IS Interface Configuration on page 3200

• Verifying IS-IS Interface Configuration in Detail on page 3200

• Verifying IS-IS Adjacencies on page 3201

• Verifying IS-IS Adjacencies in Detail on page 3201

Verifying IS-IS Interface Configuration

Purpose Verify the status of the IS-IS-enabled interfaces.

Action From operational mode, enter the show isis interface brief command.

user@R1> show isis interface brief
IS-IS interface database:
Interface             L CirID Level 1 DR        Level 2 DR        L1/L2 Metric
lo0.0                 0   0x1 Passive           Passive                 0/0
ge-1/2/0.0            3   0x1 R2.02         R2.02              10/10

Meaning Verify that the output shows the intended configuration of the interfaces on which IS-IS

is enabled.

Verifying IS-IS Interface Configuration in Detail

Purpose Verify the details of IS-IS-enabled interfaces.

Action From operational mode, enter the show isis interface detail command.

user@R1> show isis interface detail
IS-IS interface database:
lo0.0
  Index: 75, State: 0x6, Circuit id: 0x1, Circuit type: 0
  LSP interval: 100 ms, CSNP interval: disabled
  Adjacency advertisement: Advertise
  Level Adjacencies Priority Metric Hello (s) Hold (s) Designated Router
    1             0       64      0 Passive
    2             0       64      0 Passive
ge-1/2/0.0
  Index: 77, State: 0x6, Circuit id: 0x1, Circuit type: 3
  LSP interval: 100 ms, CSNP interval: 10 s
  Adjacency advertisement: Advertise
  Level Adjacencies Priority Metric Hello (s) Hold (s) Designated Router
    1             1       64     10     9.000       27 R2.02 (not us)
    2             1       64     10     9.000       27 R2.02 (not us)

Meaning Check the following output fields and verify that the output shows the intended

configuration of IS-IS-enabled interfaces:

• Interface—Interface configured for IS-IS.

• State—Internal implementation information.

• Circuit id—Circuit identifier.
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• Circuit type—Configured level of IS-IS:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

• link-state PDU interval—Time between IS-IS information messages.

• L or Level—Type of adjacency:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

• Adjacencies—Adjacencies established on the interface.

• Priority—Priority value established on the interface.

• Metric—Metric value for the interface.

• Hello(s)—Intervals between hello PDUs.

• Hold(s)—Hold time on the interface.

Verifying IS-IS Adjacencies

Purpose Display brief information about IS-IS neighbors.

Action From operational mode, enter the show isis adjacency brief command.

user@R1> show isis adjacency brief
Interface             System         L State        Hold (secs) SNPA
ge-1/2/0.0            R2         1  Up                    6  0:5:85:8f:c8:bd
ge-1/2/0.0            R2         2  Up                    6  0:5:85:8f:c8:bd

Meaning Verify the adjacent routers in the IS-IS database.

Verifying IS-IS Adjacencies in Detail

Purpose Display extensive information about IS-IS neighbors.

Action From operational mode, enter the show isis adjacency extensive command.

user@R1> show isis adjacency extensive
R2
  Interface: ge-1/2/0.0, Level: 1, State: Up, Expires in 6 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 00:40:28 ago
  Circuit type: 3, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bd
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.0.2
  Transition log:
  When                  State        Event           Down reason
  Thu May 31 11:18:48   Up           Seenself        

R2
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  Interface: ge-1/2/0.0, Level: 2, State: Up, Expires in 8 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 00:40:28 ago
  Circuit type: 3, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bd
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.0.2
  Transition log:
  When                  State        Event           Down reason
  Thu May 31 11:18:48   Up           Seenself        

Meaning Check the following fields and verify the adjacency information about IS-IS neighbors:

• Interface—Interface through which the neighbor is reachable.

• L or Level—Configured level of IS-IS:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

An exclamation point before the level number indicates that the adjacency is missing

an IP address.

• State—Status of the adjacency: Up, Down, New,One-way, Initializing, or Rejected.

• Event—Message that identifies the cause of a state.

• Down reason—Reason the adjacency is down.

• Restart capable—A neighbor is configured for graceful restart.

• Transition log—List of transitions includingWhen, State, and Reason.

Related
Documentation

Understanding IS-IS Configuration•

• Example: Configuring Designated Router Election Priority for IS-IS on page 3259

• Junos OS Feature Support Reference for SRX Series and J Series Devices

Configuration Examples

• Example: Configuring Multi-Level IS-IS on page 3203

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211

• Example: Redistributing OSPF Routes into IS-IS on page 3215

• Example: Configuring BFD for IS-IS on page 3223

• Example: Configuring BFD Authentication for IS-IS on page 3229

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232

• Example: Configuring IS-IS Multicast Topology on page 3241

• Example: Configuring IS-IS for CLNS on page 3256

• Example: Configuring IS-IS Designated Routers on page 3258

• Example: Enabling Packet Checksums on IS-IS Interfaces on page 3259
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Example: ConfiguringMulti-Level IS-IS

This example shows how to configure a multi-level IS-IS topology.

• Requirements on page 3203

• Overview on page 3203

• Configuration on page 3204

• Verification on page 3208

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

Like OSPF, the IS-IS protocol supports the partitioning of a routing domain into multiple

areas with levels that control interarea flooding. The use of multiple levels improves

protocol scalability, as Level 2 (backbone) link-state PDUs are normally not flooded into

a Level 1 area.

An IS-IS Level 2 area is analogous to the OSPF backbone area (0), while a Level 1 area

operates much like an OSPF totally stubby area, in that a default route is normally used

to reach both inter-level and AS external routes.

Unlike OSPF, IS-IS area boundaries occur between routers, such that a given routing

device is always wholly contained within a particular area. Level 1 adjacencies can be

formed between routers that share a common area number, while a Level 2 adjacency

can be formed between routers that might or might not share an area number.

Figure 77 on page 3203 shows the topology used in this example.

Figure 77: IS-ISMulti-Level Topology
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“CLI Quick Configuration” on page 3204 shows the configuration for all of the devices in

Figure77onpage3203.Thesection “Step-by-StepProcedure”onpage3205describes the

steps on Device R5.

This example has the following characteristics:

• Device R5 functions as a Level 1/Level 2 router to interconnect the Level 2 backbone

area 49.001 and the Level 1 area 49.002 containing Device R6 and Device R7.

• The system ID is based on the devices’ IPv4 lo0 addresses.

• Loss of any individual interface does not totally disrupt the IS-IS operation.

• The IPv4 lo0 addresses of all routers are reachable through IS-IS.

• The link between Device R3 and Device S1 appears in area 49.001 as an intra-area

route. No IS-IS adjacencies can be established on this interface. This is accomplished

by configuring the passive statement on Device R3’s interface to Device S1.

• The loopback addresses of Level 2 devices do not appear in a Level 1 area.

• There is only one adjacency for each device pairing.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R3 set interfaces fe-1/2/0 unit 0 description to-R4
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.17/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces fe-1/2/1 unit 0 description to-R5
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.21/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces fe-1/2/2 unit 0 family inet address 10.0.0.41/30
set interfaces fe-1/2/2 unit 0 description to-S1
set interfaces lo0 unit 0 family inet address 192.168.0.3/32
set interfaces lo0 unit 0 family iso address 49.001.0192.0168.0003.00
set protocols isis interface fe-1/2/0.0 level 1 disable
set protocols isis interface fe-1/2/1.0 level 1 disable
set protocols isis interface lo0.0 level 1 disable
set protocols isis interface fe-1/2/2.0 passive

Device R4 set interfaces fe-1/2/0 unit 0 description to-R3
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.18/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces fe-1/2/1 unit 0 description to-R5
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.25/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.4/32
set interfaces lo0 unit 0 family iso address 49.001.0192.0168.0004.00
set protocols isis interface fe-1/2/0.0 level 1 disable
set protocols isis interface fe-1/2/1.0 level 1 disable
set protocols isis interface lo0.0 level 1 disable
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Device R5 set interfaces fe-1/2/0 unit 0 description to-R3
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.22/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces fe-1/2/1 unit 0 description to-R4
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.26/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces fe-1/2/2 unit 0 description to-R6
set interfaces fe-1/2/2 unit 0 family inet address 10.0.0.29/30
set interfaces fe-1/2/2 unit 0 family iso
set interfaces fe-1/2/3 unit 0 description to-R7
set interfaces fe-1/2/3 unit 0 family inet address 10.0.0.38/30
set interfaces fe-1/2/3 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.5/32
set interfaces lo0 unit 0 family iso address 49.002.0192.0168.0005.00
set protocols isis interface fe-1/2/0.0 level 1 disable
set protocols isis interface fe-1/2/1.0 level 1 disable
set protocols isis interface fe-1/2/2.0 level 2 disable
set protocols isis interface fe-1/2/3.0 level 2 disable
set protocols isis interface lo0.0 level 1 disable

Device R6 set interfaces fe-1/2/0 unit 0 description to-R5
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.30/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces fe-1/2/1 unit 0 description to-R7
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.33/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.6/32
set interfaces lo0 unit 0 family iso address 49.002.0192.0168.0006.00
set protocols isis interface fe-1/2/0.0 level 2 disable
set protocols isis interface fe-1/2/1.0 level 2 disable
set protocols isis interface lo0.0 level 2 disable

Device R7 set interfaces fe-1/2/0 unit 0 description to-R6
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.34/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces fe-1/2/1 unit 0 description to-R5
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.37/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.7/32
set interfaces lo0 unit 0 family iso address 49.002.0192.0168.0007.00
set protocols isis interface fe-1/2/0.0 level 2 disable
set protocols isis interface fe-1/2/1.0 level 2 disable
set protocols isis interface lo0.0 level 2 disable

Device S1 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.42/30
set interfaces fe-1/2/0 unit 0 description to-R3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure multi-level IS-IS:

1. Configure the network interfaces.

3205Copyright © 2014, Juniper Networks, Inc.

Chapter 35: Configuration



Enable IS-IS on the interfacesby Including the ISOaddress family on each interface.

[edit interfaces]
user@R5# set fe-1/2/0 unit 0 description to-R3
user@R5# set fe-1/2/0 unit 0 family inet address 10.0.0.22/30
user@R5# set fe-1/2/0 unit 0 family iso
user@R5# set fe-1/2/1 unit 0 description to-R4
user@R5# set fe-1/2/1 unit 0 family inet address 10.0.0.26/30
user@R5# set fe-1/2/1 unit 0 family iso
user@R5# set fe-1/2/2 unit 0 description to-R6
user@R5# set fe-1/2/2 unit 0 family inet address 10.0.0.29/30
user@R5# set fe-1/2/2 unit 0 family iso
user@R5# set fe-1/2/3 unit 0 description to-R7
user@R5# set fe-1/2/3 unit 0 family inet address 10.0.0.38/30
user@R5# set fe-1/2/3 unit 0 family iso

2. Configure two loopback interface addresses.

One address is for IPv4.

The other is for the IS-IS area 49.002 so that Device R5 can form adjacencies with

the other Level 1 devices in area 49.002. Even though Device R5’s NET identifies

itself asbelonging to theLevel 1 area49.002, its loopback interface is not configured

as a Level 1 interface. Doing so would cause the route to Device R5’s loopback to

be injected into the Level 1 area.

[edit interfaces lo0 unit 0]
user@R5# set family inet address 192.168.0.5/32
user@R5# set family iso address 49.002.0192.0168.0005.00

3. Specify the IS-IS level on a per-interface basis.

DeviceR5becomes adjacent to the other routing devices on the same level on each

link.

Bydefault, IS-IS is enabled for IS-ISareasonall interfacesonwhich the ISOprotocol

family is enabled (at the [edit interfaces interface-name unit logical-unit-number]

hierarchy level). To disable IS-IS at any particular level on an interface, include the

disable statement.

Device R5’s loopback interface is configured to run Level 2 only. If Level 1 operation

were enabled on lo0.0, Device R5 would include its loopback address in its Level 1

link-state PDU, which is incorrect for this example in which the loopback addresses

of Level 2 devices must not appear in a Level 1 area.

Unlike OSPF, youmust explicitly list the router’s lo0 interface at the [edit protocols

isis] hierarchy level, because this interface is the source of the router’s NET, and

thereforemustbeconfiguredasan IS-IS interface. In IS-IS, the lo0 interfaceoperates

in the passive mode by default, which is ideal because adjacency formation can

never occur on a virtual interface.

[edit protocols isis]
user@R5# set interface fe-1/2/0.0 level 1 disable
user@R5# set interface fe-1/2/1.0 level 1 disable
user@R5# set interface fe-1/2/0.0 level 2 disable
user@R5# set interface fe-1/2/3.0 level 2 disable
user@R5# set interface lo0.0 level 1 disable
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Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@R5# show interfaces
fe-1/2/0 {
unit 0{
description to-R3;
family inet {
address 10.0.0.22/30;

}
family iso;

}
}
fe-1/2/1 {
unit 0 {
description to-R4;
family inet {
address 10.0.0.26/30;

}
family iso;

}
}
fe-1/2/2 {
unit 0 {
description to-R6;
family inet {
address 10.0.0.29/30;

}
family iso;

}
}
fe-1/2/3 {
unit 0 {
description to-R7;
family inet {
address 10.0.0.38/30;

}
family iso;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.5/32;

}
family iso {
address 49.002.0192.0168.0005.00;

}
}

}

user@R5# show protocols
isis {
interface fe-1/2/0.0 {
level 1 disable;
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}
interface fe-1/2/1.0 {
level 1 disable;

}
interface fe-1/2/0.0 {
level 2 disable;

}
interface fe-1/2/3.0 {
level 2 disable;

}
interface lo0.0 {
level 1 disable;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking Interface-to-Area Associations on page 3208

• Verifying IS-IS Adjacencies on page 3208

• Examining the IS-IS Database on page 3209

Checking Interface-to-Area Associations

Purpose Make sure that the interface-to-area associations are configured as expected.

Action From operational mode, enter the show isis interface command.

user@R5> show isis interface
IS-IS interface database:
Interface             L CirID Level 1 DR        Level 2 DR        L1/L2 Metric
lo0.0                 0   0x1 Disabled          Passive                 0/0
fe-1/2/0.0           2   0x3 Disabled          R5.03              10/10
fe-1/2/1.0           2   0x2 Disabled          R5.02              10/10
fe-1/2/0.0           1   0x1 R6.02         Disabled               10/10
fe-1/2/3.0           1   0x4 R5.04         Disabled               10/10

Meaning The output shows that Device R5’s interfaces have been correctly configured with the

ISO family, and that the interfaces have been placed into the correct levels.

You can also see that Device R5 has elected itself as the designated intermediate system

(DIS) on its broadcast-capable IS-IS interfaces.

Verifying IS-IS Adjacencies

Purpose Verify that the expected adjacencies have formed between Device R5 and its IS-IS

neighbors.

Action From operational mode, enter the show isis adjacency detail command.

user@R5> show isis adjacency detail
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R3
  Interface: fe-1/2/0.0, Level: 2, State: Up, Expires in 25 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 03:19:31 ago
  Circuit type: 2, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bc
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R5.03, IP addresses: 10.0.0.21

R4
  Interface: fe-1/2/1.0, Level: 2, State: Up, Expires in 24 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 03:19:36 ago
  Circuit type: 2, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bc
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R5.02, IP addresses: 10.0.0.25

R6
  Interface: fe-1/2/0.0, Level: 1, State: Up, Expires in 6 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 03:20:24 ago
  Circuit type: 1, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bd
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R6.02, IP addresses: 10.0.0.30

R7
  Interface: fe-1/2/3.0, Level: 1, State: Up, Expires in 21 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 03:19:29 ago
  Circuit type: 1, Speaks: IP, IPv6, MAC address: 0:5:85:8f:c8:bc
  Topologies: Unicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R5.04, IP addresses: 10.0.0.37

Meaning These results confirm that Device R5 has two Level 2 adjacencies and two Level 1

adjacencies.

Examining the IS-IS Database

Purpose Because Device R5 is a L1/L2 attached router, examine the Level 1 link-state database

associatedwith area 49.002 to confirm that loopback addresses frombackbone routers

are not being advertised into the Level 1 area.

Action From operational mode, enter the show isis database detail command.

user@R5> show isis database detail
IS-IS level 1 link-state database:

R5.00-00 Sequence: 0x19, Checksum: 0x7488, Lifetime: 727 secs
   IS neighbor: R5.04                     Metric:       10
   IS neighbor: R6.02                     Metric:       10
   IP prefix: 10.0.0.28/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.36/30                    Metric:       10 Internal Up

R5.04-00 Sequence: 0x14, Checksum: 0x2668, Lifetime: 821 secs
   IS neighbor: R5.00                     Metric:        0
   IS neighbor: R7.00                     Metric:        0

R6.00-00 Sequence: 0x17, Checksum: 0xa65, Lifetime: 774 secs
   IS neighbor: R6.02                     Metric:       10
   IS neighbor: R7.02                     Metric:       10
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   IP prefix: 10.0.0.28/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.32/30                    Metric:       10 Internal Up
   IP prefix: 192.168.0.6/32                  Metric:        0 Internal Up

R6.02-00 Sequence: 0x13, Checksum: 0xd1c0, Lifetime: 908 secs
   IS neighbor: R5.00                     Metric:        0
   IS neighbor: R6.00                     Metric:        0

R7.00-00 Sequence: 0x17, Checksum: 0xe39, Lifetime: 775 secs
   IS neighbor: R5.04                     Metric:       10
   IS neighbor: R7.02                     Metric:       10
   IP prefix: 10.0.0.32/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.36/30                    Metric:       10 Internal Up
   IP prefix: 192.168.0.7/32                  Metric:        0 Internal Up

R7.02-00 Sequence: 0x13, Checksum: 0x404d, Lifetime: 966 secs
   IS neighbor: R6.00                     Metric:        0
   IS neighbor: R7.00                     Metric:        0

IS-IS level 2 link-state database:

R3.00-00 Sequence: 0x17, Checksum: 0x5f84, Lifetime: 1085 secs
   IS neighbor: R4.02                     Metric:       10
   IS neighbor: R5.03                     Metric:       10
   IP prefix: 10.0.0.16/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.20/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.40/30                    Metric:       10 Internal Up
   IP prefix: 192.168.0.3/32                  Metric:        0 Internal Up

R4.00-00 Sequence: 0x17, Checksum: 0xab3a, Lifetime: 949 secs
   IS neighbor: R4.02                     Metric:       10
   IS neighbor: R5.02                     Metric:       10
   IP prefix: 10.0.0.16/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.24/30                    Metric:       10 Internal Up
   IP prefix: 192.168.0.4/32                  Metric:        0 Internal Up

R4.02-00 Sequence: 0x14, Checksum: 0xf2a8, Lifetime: 1022 secs
   IS neighbor: R3.00                     Metric:        0
   IS neighbor: R4.00                     Metric:        0

R5.00-00 Sequence: 0x1f, Checksum: 0x20d7, Lifetime: 821 secs
   IS neighbor: R5.02                     Metric:       10
   IS neighbor: R5.03                     Metric:       10
   IP prefix: 10.0.0.20/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.24/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.28/30                    Metric:       10 Internal Up
   IP prefix: 10.0.0.32/30                    Metric:       20 Internal Up
   IP prefix: 10.0.0.36/30                    Metric:       10 Internal Up
   IP prefix: 192.168.0.5/32                  Metric:        0 Internal Up
   IP prefix: 192.168.0.6/32                  Metric:       10 Internal Up
   IP prefix: 192.168.0.7/32                  Metric:       10 Internal Up

R5.02-00 Sequence: 0x14, Checksum: 0x6135, Lifetime: 977 secs
   IS neighbor: R4.00                     Metric:        0
   IS neighbor: R5.00                     Metric:        0

R5.03-00 Sequence: 0x14, Checksum: 0x1483, Lifetime: 1091 secs
   IS neighbor: R3.00                     Metric:        0
   IS neighbor: R5.00                     Metric:        0
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Meaning This display indicates that Device R5’s loopback interface is correctly configured to run

Level 2 only. Had Level 1 operation been enabled on lo0.0, Device R5 would have then

included its loopback address in its Level 1 link-state PDU.

You can also see that Device R5 has Level 2 link-state PDUs, received from its adjacent

neighbors.

Like an OSPF totally stubby area, no backbone (Level 2) or external prefixes are leaked

into a Level 1 area, by default. Level 1 prefixes are leaked up into the IS-IS backbone,

however, as can be seen in Device R5’s Level 2 link-state PDU.

Related
Documentation

Understanding IS-IS Areas•

Example: Configuring Hitless Authentication Key Rollover for IS-IS

This example shows how to configure hitless authentication key rollover for IS-IS.

• Requirements on page 3211

• Overview on page 3211

• Configuration on page 3212

• Verification on page 3215

Requirements

No special configuration beyonddevice initialization is required before configuring hitless

authentication key rollover for IS-IS.

Overview

Authentication guarantees that only trusted routers participate in routing updates. This

keychain authentication method is referred to as hitless because the keys roll over from

one to thenextwithout resettinganypeering sessionsor interrupting the routingprotocol.

Junos OS supports both RFC 5304, IS-IS Cryptographic Authentication and RFC 5310,

IS-IS Generic Cryptographic Authentication.

This example includes the following statements for configuring the keychain:

• algorithm—For each key in the keychain, you can specify an encryption algorithm. The

algorithm can be SHA-1 or MD-5.

• key—A keychain can havemultiple keys. Each key within a keychain must be identified

by a unique integer value. The range of valid identifier values is from 0 through 63.

• key-chain—For each keychain, youmust specify a name. This example defines two

keychains: base-key-global and base-key-inter.

• options—For each key in the keychain, you can specify the encoding for the message

authenticationcode:isis-enhancedorbasic. Thebasic (RFC5304)operation is enabled

by default.
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When you configure the isis-enhanced option, Junos OS sends RFC 5310-encoded

routingprotocolpacketsandacceptsbothRFC5304-encodedandRFC5310-encoded

routing protocol packets that are received from other devices.

When you configure basic (or do not include the options statement in the key

configuration), Junos OS sends and receives RFC 5304-encoded routing protocols

packets, and drops 5310-encoded routing protocol packets that are received from

other devices.

Because this setting is for IS-ISonly, theTCPand theBFDprotocols ignore theencoding

option configured in the key.

• secret—For each key in the keychain, youmust set a secret password. This password

can be entered in either encrypted or plain text format in the secret statement. It is

always displayed in encrypted format.

• start-time—Each key must specify a start time in UTC format. Control gets passed

from one key to the next. When a configured start time arrives (based on the routing

device’s clock), the key with that start time becomes active. Start times are specified

in the local time zone for a routing device andmust be unique within the key chain.

Youcanapply a keychain globally toall interfacesormoregranularly to specific interfaces.

Thisexample includes the followingstatements forapplying thekeychain toall interfaces

or to particular interfaces:

• authentication-key-chain—Enables you to apply a keychain at the global IS-IS level for

all Level 1 or all Level 2 interfaces.

• hello-authentication-key-chain—Enables you to apply a keychain at the individual IS-IS

interface level. The interface configuration overrides the global configuration.

Figure 78 on page 3212 shows the topology used in the example.

Figure 78: Hitless Authentication Key Rollover for IS-IS
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This example shows the configuration for Router R0.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.
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set interfaces ge-0/0/0 unit 0 description "interface A"
set interfaces ge-0/0/0 unit 0 family inet address 10.0.0.1/30
set interfaces ge-0/0/0 unit 0 family iso
set interfaces ge-0/0/0 unit 0 family inet6 address fe80::200:f8ff:fe21:67cf/128
set interfaces ge-0/0/1 unit 0 description "interface B"
set interfaces ge-0/0/1 unit 0 family inet address 10.0.0.5/30
set interfaces ge-0/0/1 unit 0 family iso
set interfaces ge-0/0/1 unit 0 family inet6 address 10FB::C:ABC:1F0C:44DA/128
set interfaces ge-0/0/2 unit 0 description "interface C"
set interfaces ge-0/0/2 unit 0 family inet address 10.0.0.9/30
set interfaces ge-0/0/2 unit 0 family iso
set interfaces ge-0/0/2 unit 0 family inet6 address ff06::c3/128
set security authentication-key-chains key-chain base-key-global key 63 secret
"$9$jfkqfTQnCpBDiCt"

set security authentication-key-chains key-chain base-key-global key 63 start-time
"2011-8-6.06:54:00-0700"

set security authentication-key-chains key-chain base-key-global key 63 algorithm
hmac-sha-1

set security authentication-key-chains key-chain base-key-global key 63 options
isis-enhanced

set security authentication-key-chains key-chain base-key-inter key 0 secret
"$9$8sgx7Vws4ZDkWLGD"

set security authentication-key-chains key-chain base-key-inter key 0 start-time
"2011-8-6.06:54:00-0700"

set security authentication-key-chains key-chain base-key-inter key 0 algorithmmd5
set security authentication-key-chains key-chain base-key-inter key 0 options basic
set protocols isis level 1 authentication-key-chain base-key-global
set protocols isis interface ge-0/0/0.0 level 1 hello-authentication-key-chain
base-key-inter

Step-by-Step
Procedure

To configure hitless authentication key rollover for IS-IS:

Configure the Router R0 interfaces.

[edit interfaces ge-0/0/0 unit 0]

1.

user@R0# set description "interface A"
user@R0# set family inet address 10.0.0.1/30
user@R0# set family iso
user@R0# set family inet6 address fe80::200:f8ff:fe21:67cf/128
[edit interfaces ge-0/0/1 unit 0]
user@R0# set interfaces ge-0/0/1 unit 0 description "interface B"
user@R0# set interfaces ge-0/0/1 unit 0 family inet address 10.0.0.5/30
user@R0# set interfaces ge-0/0/1 unit 0 family iso
user@R0# set interfaces ge-0/0/1 unit 0 family inet6 address
10FB::C:ABC:1F0C:44DA/128

[edit interfaces ge-0/0/2 unit 0]
user@R0# set description "interface C"
user@R0# set family inet address 10.0.0.9/30
user@R0# set interfaces ge-0/0/2 unit 0 family iso
user@R0# set interfaces ge-0/0/2 unit 0 family inet6 address ff06::c3/128

2. Configure one or more authentication keys.

[edit security authentication-key-chains key-chain base-key-global]
user@R0# set key 63 secret "$9$jfkqfTQnCpBDiCt"
user@R0# set key 63 start-time "2011-8-6.06:54:00-0700"
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user@R0# set key 63 algorithm hmac-sha-1
user@R0# set key 63 options isis-enhanced
[edit security authentication-key-chains key-chain base-key-inter]
user@R0# set key 0 secret "$9$8sgx7Vws4ZDkWLGD"
user@R0# set key 0 start-time "2011-8-6.06:54:00-0700"
user@R0# set key 0 algorithmmd5
user@R0# set key 0 options basic

3. Apply the base-key-global keychain to all Level 1 IS-IS interfaces on Router R0.

[edit protocols isis level 1]
user@R0# set authentication-key-chain base-key-global

4. Apply the base-key-inter keychain to the ge-0/0/0.0 interface on Router R0.

[edit protocols isis interface ge-0/0/0.0 level 1]
user@R0# set hello-authentication-key-chain base-key-inter

5. If you are done configuring the device, commit the configuration.

user@R0# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, and showsecuritycommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@R0# show interfaces
ge-0/0/0 {
unit 0 {
description "interface A";
family inet {
address 10.0.0.1/30;

}
family iso;
family inet6 {
address fe80::200:f8ff:fe21:67cf/128;

}
}

}
ge-0/0/1 {
unit 0 {
description "interface B";
family inet {
address 10.0.0.5/30;

}
family iso;
family inet6 {
address 10FB::C:ABC:1F0C:44DA/128;

}
}

}
ge-0/0/2 {
unit 0 {
description "interface C";
family inet {
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address 10.0.0.9/30;
}
family iso;
family inet6 {
address ff06::c3/128;

}
}

}

user@R0# show protocols
isis {
level 1 authentication-key-chain base-key-global;
interface ge-0/0/0.0 {
level 1 hello-authentication-key-chain base-key-inter;

}
}

user@R0# show security
authentication-key-chains {
key-chain base-key-global {
key 63 {
secret "$9$jfkqfTQnCpBDiCt"; ## SECRET-DATA
start-time "2011-8-6.06:54:00-0700";
algorithm hmac-sha-1;
options isis-enhanced;

}
}
key-chain base-key-inter {
key 0 {
secret "$9$8sgx7Vws4ZDkWLGD"; ## SECRET-DATA
start-time "2011-8-6.06:54:00-0700";
algorithmmd5;
options basic;

}
}

}

Verification

To verify the configuration, run the following commands:

• show isis authentication

• show security keychain

Related
Documentation

Understanding Hitless Authentication Key Rollover for IS-IS on page 3195•

Example: Redistributing OSPF Routes into IS-IS

This example shows how to redistribute OSPF routes into an IS-IS network.

• Requirements on page 3216

• Overview on page 3216
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• Configuration on page 3217

• Verification on page 3222

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

Export policy can be applied to IS-IS to facilitate route redistribution.

JunosOSdoesnot support theapplicationof import policy for link-state routingprotocols

like IS-IS because such policies can lead to inconsistent link-state database (LSDB)

entries, which in turn can result in routing inconstancies.

In this example, OSPF routes 192.168.0/24 through 192.168.3/24 are redistributed into

IS-IS area 49.0002 from Device R2.

In addition, policies are configured to ensure that Device R1 can reach destinations on

the 10.0.0.44/30network, and thatDeviceR3can reachdestinationson the 10.0.0.36/30

network. This enables end-to-end reachability.

Figure 79 on page 3216 shows the topology used in this example.

Figure 79: IS-IS Route Redistribution Topology
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“CLI Quick Configuration” on page 3217 shows the configuration for all of the devices in

Figure 79onpage3216.Thesection “Step-by-StepProcedure”onpage3218describes the

stepsonDeviceR2. “Step-by-StepProcedure”onpage3219describes thestepsonDevice

R3.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 0 description to-R7
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.38/30
set interfaces fe-1/2/0 unit 0 family iso
set interfaces lo0 unit 0 family inet address 172.16.3.5/32
set interfaces lo0 unit 0 family iso address 49.0002.0172.0016.0305.00
set protocols isis interface fe-1/2/0.38
set protocols isis interface lo0.0

Device R2 set interfaces fe-1/2/1 unit 0 description to-R5
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.37/30
set interfaces fe-1/2/1 unit 0 family iso
set interfaces fe-1/2/0 unit 0 description to-OSPF-network
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.45/30
set interfaces lo0 unit 0 family inet address 172.16.9.7/32
set interfaces lo0 unit 0 family iso address 49.0002.0172.0016.0907.00
set protocols isis export ospf-isis
set protocols isis export send-direct-to-isis-neighbors
set protocols isis interface fe-1/2/1.0
set protocols isis interface lo0.0
set protocols ospf export send-direct-to-ospf-neighbors
set protocols ospf area 0.0.0.1 interface fe-1/2/0.0
set protocols ospf area 0.0.0.1 interface lo0.0 passive
set policy-options policy-statement ospf-isis term 1 from protocol ospf
set policy-options policy-statement ospf-isis term 1 from route-filter 192.168.0.0/22
longer

set policy-options policy-statement ospf-isis term 1 then accept
set policy-options policy-statement send-direct-to-isis-neighbors from protocol direct
set policy-options policy-statement send-direct-to-isis-neighbors from route-filter
10.0.0.44/30 exact

set policy-options policy-statement send-direct-to-isis-neighbors then accept
set policy-options policy-statement send-direct-to-ospf-neighbors from protocol direct
set policy-options policy-statement send-direct-to-ospf-neighbors from route-filter
10.0.0.36/30 exact

set policy-options policy-statement send-direct-to-ospf-neighbors then accept

Device R3 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.46/30
set interfaces lo0 unit 0 family inet address 192.168.1.1/32
set interfaces lo0 unit 0 family inet address 192.168.2.1/32
set interfaces lo0 unit 0 family inet address 192.168.3.1/32
set interfaces lo0 unit 0 family inet address 192.168.0.1/32
set protocols ospf export ospf
set protocols ospf area 0.0.0.1 interface fe-1/2/0.0
set protocols ospf area 0.0.0.1 interface lo0.0 passive
set policy-options policy-statement ospf term 1 from protocol static
set policy-options policy-statement ospf term 1 then accept
set routing-options static route 192.168.0.0/24 discard
set routing-options static route 192.168.1.0/24 discard
set routing-options static route 192.168.3.0/24 discard
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set routing-options static route 192.168.2.0/24 discard

Step-by-Step
Procedure

To configure Device R2:

Configure the network interfaces.1.

[edit interfaces]
user@R2# set fe-1/2/1 unit 0 description to-R5
user@R2# set fe-1/2/1 unit 0 family inet address 10.0.0.37/30
user@R2# set fe-1/2/1 unit 0 family iso
user@R2# set fe-1/2/0 unit 0 description to-OSPF-network
user@R2# set fe-1/2/0 unit 0 family inet address 10.0.0.45/30
user@R2# set lo0 unit 0 family inet address 172.16.9.7/32
user@R2# set lo0 unit 0 family iso address 49.0002.0172.0016.0907.00

2. Configure IS-IS on the interface facing Device R1 and the loopback interface.

[edit protocols isis]
user@R2# set interface fe-1/2/1.0
user@R2# set interface lo0.0

3. Configure the policy that enables Device R1 to reach the 10.0.0.44/30 network.

[edit policy-options policy-statement send-direct-to-isis-neighbors]
user@R2# set from protocol direct
user@R2# set from route-filter 10.0.0.44/30 exact
user@R2# set then accept

4. Apply the policy that enables Device R1 to reach the 10.0.0.44/30 network.

[edit protocols isis]
user@R2# set export send-direct-to-isis-neighbors

5. Configure OSPF on the interfaces.

[edit protocols ospf]
user@R2# set area 0.0.0.1 interface fe-1/2/0.0
user@R2# set area 0.0.0.1 interface lo0.0 passive

6. Configure the OSPF route redistribution policy.

[edit policy-options policy-statement ospf-isis term 1]
user@R2# set from protocol ospf
user@R2# set from route-filter 192.168.0.0/22 longer
user@R2# set then accept

7. Apply the OSPF route redistribution policy to the IS-IS instance.

[edit protocols isis]
user@R2# set export ospf-isis

8. Configure the policy that enables Device R3 to reach the 10.0.0.36/30 network.

[edit policy-options policy-statement send-direct-to-ospf-neighbors]
user@R2# set from protocol direct
user@R2# set from route-filter 10.0.0.36/30 exact
user@R2# set then accept

9. Apply the policy that enables Device R3 to reach the 10.0.0.36/30 network.

[edit protocols ospf]
user@R2# set export send-direct-to-ospf-neighbors
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure multi-level IS-IS:

1. Configure the network interfaces.

Multiple addresses are configured on the loopback interface to simulate multiple

route destinations.

[edit interfaces]
user@R3# set fe-1/2/0 unit 0 family inet address 10.0.0.46/30
user@R3# set lo0 unit 0 family inet address 192.168.1.1/32
user@R3# set lo0 unit 0 family inet address 192.168.2.1/32
user@R3# set lo0 unit 0 family inet address 192.168.3.1/32
user@R3# set lo0 unit 0 family inet address 192.168.0.1/32

2. Configure static routes to the loopback interface addresses.

These are the routes that are redistributed into IS-IS.

[edit routing-options static]
user@R3# set route 192.168.0.0/24 discard
user@R3# set route 192.168.1.0/24 discard
user@R3# set route 192.168.3.0/24 discard
user@R3# set route 192.168.2.0/24 discard

3. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.1]
user@R3# set interface fe-1/2/0.0
user@R3# set interface lo0.0 passive

4. Configure the OSPF policy to export the static routes.

[edit policy-options policy-statement ospf term 1]
user@R3# set from protocol static
user@R3# set then accept

5. Apply the OSPF export policy.

[edit protocols ospf]
user@R3# set export ospf

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showpolicy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

Device R2 user@R2# show interfaces
fe-1/2/1 {
unit 0 {
description to-R5;
family inet {
address 10.0.0.37/30;

}
family iso;

}
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}
fe-1/2/0 {
unit 0 {
description to-OSPF-network;
family inet {
address 10.0.0.45/30;

}
}

}
lo0 {
unit 0 {
family inet {
address 172.16.9.7/32;

}
family iso {
address 49.0002.0172.0016.0907.00;

}
}

}

user@R2# show protocols
isis {
export [ ospf-isis send-direct-to-isis-neighbors ];
interface fe-1/2/1.0;
interface lo0.0;

}
ospf {
export send-direct-to-ospf-neighbors;
area 0.0.0.1 {
interface fe-1/2/0.0;
interface lo0.0 {
passive;

}
}

}

user@R2# show policy-options
policy-statement ospf-isis {
term 1 {
from {
protocol ospf;
route-filter 192.168.0.0/22 longer;

}
then accept;

}
}
policy-statement send-direct-to-isis-neighbors {
from {
protocol direct;
route-filter 10.0.0.44/30 exact;

}
then accept;

}
policy-statement send-direct-to-ospf-neighbors {
from {
protocol direct;
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route-filter 10.0.0.36/30 exact;
}
then accept;

}

Device R3 user@R3# show interfaces
fe-1/2/0 {
unit 0 {
family inet {
address 10.0.0.46/30;

}
}

}
lo0 {
unit 0 {
family inet {
address 192.168.1.1/32;
address 192.168.2.1/32;
address 192.168.3.1/32;
address 192.168.0.1/32;

}
}

}

user@R3# show protocols
ospf {
export ospf;
area 0.0.0.1 {
interface fe-1/2/0.0;
interface lo0.0 {
passive;

}
}

}

user@R3# show policy-options
policy-statement ospf {
term 1 {
from protocol static;
then accept;

}
}

user@R3# show routing-options
static {
route 192.168.0.0/24 discard;
route 192.168.1.0/24 discard;
route 192.168.3.0/24 discard;
route 192.168.2.0/24 discard;

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying OSPF Route Advertisement on page 3222

• Verifying Route Redistribution on page 3222

• Verifying Connectivity on page 3223

Verifying OSPF Route Advertisement

Purpose Make sure that the expected routes are advertised by OSPF.

Action From operational mode on Device R2, enter the show route protocol ospf command.

user@R2> show route protocol ospf

inet.0: 15 destinations, 15 routes (15 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.0/24     *[OSPF/150] 03:54:21, metric 0, tag 0
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.0.1/32     *[OSPF/10] 03:54:21, metric 1
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.1.0/24     *[OSPF/150] 03:54:21, metric 0, tag 0
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.1.1/32     *[OSPF/10] 03:54:21, metric 1
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.2.0/24     *[OSPF/150] 03:54:21, metric 0, tag 0
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.2.1/32     *[OSPF/10] 03:54:21, metric 1
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.3.0/24     *[OSPF/150] 03:54:21, metric 0, tag 0
                    > to 10.0.0.46 via fe-1/2/0.0
192.168.3.1/32     *[OSPF/10] 03:54:21, metric 1
                    > to 10.0.0.46 via fe-1/2/0.0
224.0.0.5/32       *[OSPF/10] 03:56:03, metric 1
                         MultiRecv

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

Meaning The 192.168/16 routes are advertised by OSPF.

Verifying Route Redistribution

Purpose Make sure that the expected routes are redistributed fromOSPF into IS-IS.

Action From operational mode on Device R1, enter the show route protocol isis command.

user@R1> show route protocol isis

inet.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.44/30       *[IS-IS/160] 03:45:24, metric 20
                    > to 10.0.0.37 via fe-1/2/0.0
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172.16.9.7/32      *[IS-IS/15] 03:49:46, metric 10
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.0.0/24     *[IS-IS/160] 03:49:46, metric 10
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.0.1/32     *[IS-IS/160] 03:49:46, metric 11, tag2 1
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.1.0/24     *[IS-IS/160] 03:49:46, metric 10
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.1.1/32     *[IS-IS/160] 03:49:46, metric 11, tag2 1
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.2.0/24     *[IS-IS/160] 03:49:46, metric 10
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.2.1/32     *[IS-IS/160] 03:49:46, metric 11, tag2 1
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.3.0/24     *[IS-IS/160] 03:49:46, metric 10
                    > to 10.0.0.37 via fe-1/2/0.0
192.168.3.1/32     *[IS-IS/160] 03:49:46, metric 11, tag2 1
                    > to 10.0.0.37 via fe-1/2/0.0

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

Meaning The 192.168/16 routes are redistributed into IS-IS.

Verifying Connectivity

Purpose Check that Device R1 can reach the destinations on Device R3.

Action From operational mode, enter the ping command.

user@R1> ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1): 56 data bytes
64 bytes from 192.168.1.1: icmp_seq=0 ttl=63 time=2.089 ms
64 bytes from 192.168.1.1: icmp_seq=1 ttl=63 time=1.270 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=63 time=2.135 ms

Meaning These results confirm that Device R1 can reach the destinations in the OSPF network.

Related
Documentation

Understanding Routing Policies•

Example: Configuring BFD for IS-IS

This example describes how to configure the Bidirectional Forwarding Detection (BFD)

protocol to detect failures in an IS-IS network.

• Requirements on page 3223

• Overview on page 3224

• Configuration on page 3224

• Verification on page 3227

Requirements

Before you begin, configure IS-IS on both routers. See “Example: Configuring IS-IS” on

page 3197 for information about the required IS-IS configuration.
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This example uses the following hardware and software components:

• Junos OS Release 7.3 or later

• MSeries, MX Series, and T Series routers

Overview

This example shows two routers connected to each other. A loopback interface is

configured on each router. IS-IS and BFD protocols are configured on both routers.

Figure 80 on page 3224 shows the sample network.

Figure 80: Configuring BFD for IS-IS

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Router R1

set protocols isis interface so-0/0/0 bfd-liveness-detection detection-time threshold 5
set protocols isis interface so-0/0/0 bfd-liveness-detectionminimum-interval 2
set protocols isis interface so-0/0/0 bfd-liveness-detectionminimum-receive-interval 1
set protocols isis interface so-0/0/0 bfd-liveness-detection no-adaptation
setprotocols isis interfaceso-0/0/0bfd-liveness-detection transmit-interval threshold3
set protocols isis interface so-0/0/0 bfd-liveness-detection transmit-interval
minimum-interval 1

set protocols isis interface so-0/0/0 bfd-liveness-detectionmultiplier 2
set protocols isis interface so-0/0/0 bfd-liveness-detection version automatic

Router R2

set protocols isis interface so-0/0/0 bfd-liveness-detection detection-time threshold 6
set protocols isis interface so-0/0/0 bfd-liveness-detectionminimum-interval 3
set protocols isis interface so-0/0/0 bfd-liveness-detectionminimum-receive-interval 1
set protocols isis interface so-0/0/0 bfd-liveness-detection no-adaptation
setprotocols isis interfaceso-0/0/0bfd-liveness-detection transmit-interval threshold4
set protocols isis interface so-0/0/0 bfd-liveness-detection transmit-interval
minimum-interval 1

set protocols isis interface so-0/0/0 bfd-liveness-detectionmultiplier 2
set protocols isis interface so-0/0/0 bfd-liveness-detection version automatic
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

NOTE: TosimplyconfigureBFDfor IS-IS,only theminimum-intervalstatement

is required. The BFD protocol selects default parameters for all the other
configurationstatementswhenyouuse thebfd-liveness-detection statement

without specifying any parameters.

NOTE: Youcanchangeparametersatany timewithout stoppingor restarting
the existing session. BFD automatically adjusts to the new parameter value.
However, no changes to BFD parameters take place until the values
resynchronize with each BFD peer.

To configure BFD for IS-IS on Routers R1 and R2:

1. Enable BFD failure detection for IS-IS.

[edit protocols isis]
user@R1# set interface so-0/0/0 bfd-liveness-detection

[edit protocols isis]
user@R2# set interface so-0/0/0 bfd-liveness-detection

2. Configure the threshold for the adaptation of the detection time, which must be

greater than themultiplier number multiplied by the minimum interval.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# set detection-time threshold 5

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# set detection-time threshold 6

3. Configure the minimum transmit and receive intervals for failure detection.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# setminimum-interval 2

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# setminimum-interval 3

4. Configure only the minimum receive interval for failure detection.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# setminimum-receive-interval 1

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# setminimum-receive-interval 1

5. Disable BFD adaptation.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# set no-adaptation
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[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# set no-adaptation

6. Configure the threshold for the transmit interval, which must be greater than the

minimum transmit interval.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# set transmit-interval threshold 3

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# set transmit-interval threshold 4

7. Configure the minimum transmit interval for failure detection.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# set transmit-interval minimum-interval 1

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# set transmit-interval minimum-interval 1

8. Configure themultiplier number, which is the number of hello packets not received

by the neighbor that causes the originating interface to be declared down.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# setmultiplier 2

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# setmultiplier 2

9. Configure the BFD version used for detection.

The default is to have the version detected automatically.

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R1# set version automatic

[edit protocols isis interface so-0/0/0 bfd-liveness-detection]
user@R2# set version automatic

Results

From configuration mode, confirm your configuration by issuing the show protocols isis

interface command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@R1# show protocols isis interface so-0/0/0

    bfd-liveness-detection {
        version automatic;
        minimum-interval 2;
        minimum-receive-interval 1;
        multiplier 2;
        no-adaptation;
        transmit-interval {
            minimum-interval 1;
            threshold 3;
        }
        detection-time {
            threshold 5;
        }
}
...
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user@R2# show protocols isis interface so-0/0/0

    bfd-liveness-detection {
        version automatic;
        minimum-interval 3;
        minimum-receive-interval 1;
        multiplier 2;
        no-adaptation;
        transmit-interval {
            minimum-interval 1;
            threshold 4;
        }
        detection-time {
            threshold 6;
        }
}
...

Verification

Confirm that the configuration is working properly.

• Verifying the Connection Between Routers R1 and R2 on page 3227

• Verifying That IS-IS Is Configured on page 3228

• Verifying That BFD Is configured on page 3228

Verifying the Connection Between Routers R1 and R2

Purpose Make sure that Routers R1 and R2 are connected to each other.

Action Ping theother router tocheck theconnectivitybetween the two routersasper thenetwork

topology.

user@R1> ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=64 time=1.367 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=64 time=1.662 ms
64 bytes from 10.0.0.2: icmp_seq=2 ttl=64 time=1.291 ms
^C
--- 10.0.0.2 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.291/1.440/1.662/0.160 ms

user@R2> ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1): 56 data bytes
64 bytes from 10.0.0.1: icmp_seq=0 ttl=64 time=1.287 ms
64 bytes from 10.0.0.1: icmp_seq=1 ttl=64 time=1.310 ms
64 bytes from 10.0.0.1: icmp_seq=2 ttl=64 time=1.289 ms
^C
--- 10.0.0.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.287/1.295/1.310/0.010 ms

Meaning Routers R1 and R2 are connected to each other.
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Verifying That IS-IS Is Configured

Purpose Make sure that the IS-IS instance is running on both routers.

Action Use the show isis database statement to check if the IS-IS instance is running on both

routers, R1 and R2.

user@R1> show isis database

IS-IS level 1 link-state database:
LSP ID         Sequence Checksum Lifetime Attributes
R1.00-00       0x4a571   0x30c5     1195 L1 L2
R2.00-00       0x4a586   0x4b7e     1195 L1 L2
R2.02-00       0x330ca1  0x3492     1196 L1 L2
  3 LSPs

IS-IS level 2 link-state database:
LSP ID         Sequence Checksum Lifetime Attributes
R1.00-00       0x4a856   0x5db0     1194 L1 L2
R2.00-00       0x4a89d   0x149b     1194 L1 L2
R2.02-00       0x1fb2ff  0xd302     1194 L1 L2
  3 LSPs

user@R2> show isis database

IS-IS level 1 link-state database:
LSP ID            Sequence Checksum Lifetime Attributes
R1.00-00          0x4b707   0xcc80     1195 L1 L2
R2.00-00          0x4b71b   0xeb37     1198 L1 L2
R2.02-00          0x33c2ce  0xb52d     1198 L1 L2
  3 LSPs

IS-IS level 2 link-state database:
LSP ID             Sequence Checksum Lifetime Attributes
R1.00-00           0x4b9f2   0xee70     1192 L1 L2
R2.00-00           0x4ba41   0x9862     1197 L1 L2
R2.02-00               0x3   0x6242     1198 L1 L2
  3 LSPs

Meaning IS-IS is configured on both routers, R1 and R2.

Verifying That BFD Is configured

Purpose Make sure that the BFD instance is running on both routers, R1 and R2.

Action Use the show bfd session detail statement to check if BFD instance is running on the

routers.

user@R1> show bfd session detail
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.2                 Up        so-0/0/0     2.000     1.000        2   
 Client ISIS R2, TX interval 0.001, RX interval 0.001
 Client ISIS R1, TX interval 0.001, RX interval 0.001
 Session down time 00:00:00, previous up time 00:00:15
 Local diagnostic NbrSignal, remote diagnostic NbrSignal
 Remote state AdminDown, version 1
 Router 3, routing table index 17
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1 sessions, 2 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

user@R2> show bfd session detail
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.1                 Up        so-0/0/0     2.000     1.000        2   
 Client ISIS R2, TX interval 0.001, RX interval 0.001
 Session down time 00:00:00, previous up time 00:00:05
 Local diagnostic NbrSignal, remote diagnostic NbrSignal
 Remote state AdminDown, version 1
 Router 2, routing table index 15

1 sessions, 1 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 1.0 pps

Meaning BFD is configured on Routers R1 and R2 for detecting failures in the IS-IS network.

Related
Documentation

Understanding BFD for IS-IS•

Example: Configuring BFD Authentication for IS-IS

This example shows how to configure BFD authentication for IS-IS.

• Requirements on page 3229

• Overview on page 3229

• Configuration on page 3230

• Verification on page 3231

Requirements

Before you begin, configure IS-IS on both routers. See “Example: Configuring IS-IS” on

page 3197 for information about the required IS-IS configuration.

Overview

In this example, a BFD authentication keychain is configuredwithmeticulous keyedMD5

authentication.

Figure 81 on page 3229 shows the topology used in this example.

Figure 81: IS-IS BFD Authentication Topology
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“CLIQuickConfiguration”onpage3230shows theconfiguration for bothof thedevices in

Figure81onpage3229.Thesection “Step-by-StepProcedure”onpage3230describes the

steps on Device R1.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set security authentication-key-chains key-chain secret123 description for-isis-bfd
set security authentication-key-chains key-chain secret123 key 1 secret "$9$cW-yrv"
set security authentication-key-chains key-chain secret123 key 1 start-time
"2012-5-31.13:00:00 -0700"

set security authentication-key-chains key-chain secret123 key 2 secret "$9$m5T3"
set security authentication-key-chains key-chain secret123 key 2 start-time
"2013-5-31.13:00:00 -0700"

set security authentication-key-chains key-chain secret123 key 3 secret "$9$mTQn"
set security authentication-key-chains key-chain secret123 key 3 start-time
"2014-5-31.13:00:00 -0700"

set protocols isis interface ge-1/2/0.0 bfd-liveness-detectionminimum-interval 100
set protocols isis interface ge-1/2/0.0 bfd-liveness-detection authentication key-chain
secret123

set protocols isis interface ge-1/2/0.0 bfd-liveness-detection authentication algorithm
meticulous-keyed-md5

Device R2 set security authentication-key-chains key-chain secret123 description for-isis-bfd
set security authentication-key-chains key-chain secret123 key 1 secret "$9$cW-yrv"
set security authentication-key-chains key-chain secret123 key 1 start-time
"2012-5-31.13:00:00 -0700"

set security authentication-key-chains key-chain secret123 key 2 secret "$9$m5T3"
set security authentication-key-chains key-chain secret123 key 2 start-time
"2013-5-31.13:00:00 -0700"

set security authentication-key-chains key-chain secret123 key 3 secret "$9$mTQn"
set security authentication-key-chains key-chain secret123 key 3 start-time
"2014-5-31.13:00:00 -0700"

set protocols isis interface ge-1/2/0.0 bfd-liveness-detectionminimum-interval 100
set protocols isis interface ge-1/2/0.0 bfd-liveness-detection authentication key-chain
secret123

set protocols isis interface ge-1/2/0.0 bfd-liveness-detection authentication algorithm
meticulous-keyed-md5

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IS-IS BFD authentication:

1. Configure the authentication keychain.

[edit security authentication-key-chains key-chain secret123]
user@R1# set description for-isis-bfd
user@R1# set key 1 secret "$9$cW-yrv"
user@R1# set key 1 start-time "2012-5-31.13:00:00 -0700"
user@R1# set key 2 secret "$9$m5T3"
user@R1# set key 2 start-time "2013-5-31.13:00:00 -0700"
user@R1# set key 3 secret "$9$mTQn"
user@R1# set key 3 start-time "2014-5-31.13:00:00 -0700"
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2. Enable BFD.

[edit protocols isis interface ge-1/2/0.0 bfd-liveness-detection]
user@R1# setminimum-interval 100

3. Apply the authentication keychain.

[edit protocols isis interface ge-1/2/0.0 bfd-liveness-detection]
user@R1# set authentication key-chain secret123

4. Set the authentication type.

[edit protocols isis interface ge-1/2/0.0 bfd-liveness-detection]
user@R1# set authentication algorithmmeticulous-keyed-md5

Results From configurationmode, confirm your configuration by entering the showprotocols and

show security commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@R1# show protocols
isis {
interface ge-1/2/0.0 {
bfd-liveness-detection {
minimum-interval 100;
authentication {
key-chain secret123;
algorithmmeticulous-keyed-md5;

}
}

}
}

user@R1# show security
authentication-key-chains {
key-chain secret123 {
description for-isis-bfd;
key 1 {
secret "$9$cW-yrv"; ## SECRET-DATA
start-time "2012-5-31.13:00:00 -0700";

}
key 2 {
secret "$9$m5T3"; ## SECRET-DATA
start-time "2013-5-31.13:00:00 -0700";

}
key 3 {
secret "$9$mTQn"; ## SECRET-DATA
start-time "2014-5-31.13:00:00 -0700";

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.
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Verifying IS-IS BFD Authentication

Purpose Verify the status of IS-IS BFD authentication.

Action From operational mode, enter the show bfd session extensive command.

user@R1> show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.2                 Down      ge-1/2/0.0     0.300     1.000        3   
 Client ISIS L1, TX interval 0.100, RX interval 0.100, Authenticate 

keychain secret123, algo meticulous-keyed-md5, mode strict
 Client ISIS L2, TX interval 0.100, RX interval 0.100, Authenticate 

keychain secret123, algo meticulous-keyed-md5, mode strict
 Session down time 00:35:13, previous up time 00:12:17
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Logical system 2, routing table index 85
 Min async interval 0.100, min slow interval 1.000
 Adaptive async TX interval 0.100, RX interval 0.100
 Local min TX interval 1.000, minimum RX interval 0.100, multiplier 3
 Remote min TX interval 0.100, min RX interval 0.100, multiplier 3
 Local discriminator 2, remote discriminator 1
 Echo mode disabled/inactive, no-absorb, no-refresh
Authentication enabled/active, keychain secret123, algo meticulous-keyed-md5, 
mode strict
  Session ID: 0x100101

1 sessions, 2 clients
Cumulative transmit rate 1.0 pps, cumulative receive rate 10.0 pps

Meaning The output shows that BFD authentication is enabled on IS-IS Level 1 and Level 2.

Related
Documentation

Configuring BFD Authentication for IS-IS•

• Example: Configuring BFD for IS-IS

Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies

• Understanding IS-IS IPv4 and IPv6 Unicast Topologies on page 3232

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3233

Understanding IS-IS IPv4 and IPv6 Unicast Topologies

You can configure IS-IS to calculate an alternate IPv6 unicast topology, in addition to

the normal IPv4 unicast topology, and add the corresponding routes to inet6.0. The IS-IS

interface metrics for the IPv4 topology can be configured independently of the IPv6

metrics. Youcanalso selectively disable interfaces fromparticipating in the IPv6 topology

while continuing to participate in the IPv4 topology. This enables you to exercise control

over the paths that unicast data takes through a network.

A topology is the set of joined nodes. IS-IS evaluates all the paths in a single topology

for each IS-IS level and uses the shortest-path-first (SPF) algorithm to determine the

best path among all the feasible paths. Topology discovery and SPF calculation is

performed in a protocol-neutral fashion because it is done at Layer 2 of the OSI model.
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If you load the topologywith reachability information for a certain protocol (for example,

IP), the assumption is that the circuits that are supposed to provide reachability between

routing devices can carry the protocol. The SPF algorithm has a per-link orientation, not

a per-address family or per-protocol orientation.

Multitopology routing enables you to override this default behavior by enabling a

per-address family, per-protocol SPF calculation.

The additional CPU load associated with multiple runs of the SPF algorithm is generally

not an issuewith theprocessingpoweravailableon today’s routingdevice control planes.

Themultitopologyextensionsalter existing type, length, andvalue (TLV) tuplesbyadding

a topology ID. Each routing device in a given topologymaintains its adjacencies and runs

a per-topology SPF calculation.

Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies

Thisexampleshowshowtoconfigure IS-IS tocalculateanalternate IPv6unicast topology,

in addition to the normal IPv4 unicast topology.

• Requirements on page 3233

• Overview on page 3233

• Configuration on page 3235

• Verification on page 3238

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

This example focuses on IPv4 and IPv6 unicast topologies. The IS-IS interface metrics

for the IPv4 topology can be configured independently of the IPv6metrics. You can also

selectively disable interfaces from participating in the IPv6 topology while continuing to

participate in the IPv4 topology. This enables you to exercise control over the paths that

unicast data takes through a network.

To enable an IPv6 unicast topology for IS-IS, include the ipv6-unicast statement:

isis {
topologies {
ipv6-unicast;

}
}

To configure a metric for the IPv6 unicast topology, include the ipv6-unicast-metric

statement:

isis {
interface interface-name {
level level-number {
ipv6-unicast-metric number;

}
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}
}

To exclude an interface from the IPv6 unicast topologies for IS-IS, include the

no-ipv6-unicast statement:

isis {
interface interface-name {
no-ipv6-unicast;

}
}

Figure 82 onpage 3234 shows the topology used in this example. The black lines indicate

link membership in the IPv6 topology. The gray lines indicate membership to the IPv4

topology. Using regular TLVs, it would not be possible to build multiple topologies and

run an SPF calculation based on them. Themultitopology extensions describe an

extension to carry the set of supported protocols in the hello packet. After activating

multitopology routing support on a link, the link carries all the topologies that the

underlying circuit is able to relay.

Figure 82: IS-IS IPv4 and IPv6 Unicast Topologies
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“CLI Quick Configuration” on page 3235 shows the configuration for all of the devices in

Figure82onpage3234.Thesection “Step-by-StepProcedure”onpage3236describes the

steps on Device R1.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/0 unit 0 family inet6 address 2001:db8:0:5::/64 eui-64
set interfaces so-1/2/1 unit 0 family inet address 10.0.0.13/30
set interfaces so-1/2/1 unit 0 family iso
set interfaces so-1/2/2 unit 0 family inet address 10.0.0.17/30
set interfaces so-1/2/2 unit 0 family iso
set interfaces so-1/2/2 unit 0 family inet6 address 2001:db8:0:1::/64 eui-64
set interfaces lo0 unit 0 family inet address 192.168.0.1/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0001.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::1/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.0
set protocols isis interface so-1/2/1.0 no-ipv6-unicast
set protocols isis interface so-1/2/2.0
set protocols isis interface lo0.0

Device R2 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/0 unit 0 family inet6 address 2001:db8:0:5::/64 eui-64
set interfaces so-1/2/1 unit 0 family inet address 10.0.0.9/30
set interfaces so-1/2/1 unit 0 family iso
set interfaces so-1/2/1 unit 0 family inet6 address 2001:db8:0:4::/64 eui-64
set interfaces lo0 unit 0 family inet address 192.168.0.2/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0002.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::2/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.2
set protocols isis interface so-1/2/1.0
set protocols isis interface lo0.0

Device R3 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.18/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/0 unit 0 family inet6 address 2001:db8:0:1::/64 eui-64
set interfaces so-1/2/1 unit 0 family inet address 10.0.0.25/30
set interfaces so-1/2/1 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.3/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0003.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::3/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.0
set protocols isis interface so-1/2/1.0 no-ipv6-unicast
set protocols isis interface lo0.0

Device R4 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.5/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/0 unit 0 family inet6 address 2001:db8:0:2::/64 eui-64
set interfaces so-1/2/1 unit 0 family inet address 10.0.0.10/30

3235Copyright © 2014, Juniper Networks, Inc.

Chapter 35: Configuration



set interfaces so-1/2/1 unit 0 family iso
set interfaces so-1/2/1 unit 0 family inet6 address 2001:db8:0:1::/64 eui-64
set interfaces so-1/2/2 unit 0 family inet address 10.0.0.21/30
set interfaces so-1/2/2 unit 0 family iso
set interfaces lo0 unit 0 family inet address 192.168.0.4/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0004.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::4/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.0
set protocols isis interface so-1/2/1.0
set protocols isis interface so-1/2/2.0 no-ipv6-unicast
set protocols isis interface lo0.0

Device R5 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.14/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/1 unit 0 family inet address 10.0.0.22/30
set interfaces so-1/2/1 unit 0 family iso
set interfaces so-1/2/2 unit 0 family inet address 10.0.0.26/30
set interfaces so-1/2/2 unit 0 family iso
set interfaces so-1/2/3 unit 0 family iso
set interfaces so-1/2/3 unit 0 family inet6 address 2001:db8:0:3::/64 eui-64
set interfaces lo0 unit 0 family inet address 192.168.0.5/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0005.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::5/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.0 no-ipv6-unicast
set protocols isis interface so-1/2/1.0 no-ipv6-unicast
set protocols isis interface so-1/2/2.0 no-ipv6-unicast
set protocols isis interface so-1/2/3.0
set protocols isis interface lo0.0

Device R6 set interfaces so-1/2/0 unit 0 family inet address 10.0.0.6/30
set interfaces so-1/2/0 unit 0 family iso
set interfaces so-1/2/0 unit 0 family inet6 address 2001:db8:0:2::/64 eui-64
set interfaces so-1/2/1 unit 0 family iso
set interfaces so-1/2/1 unit 0 family inet6 address 2001:db8:0:3::/64 eui-64
set interfaces lo0 unit 0 family inet address 192.168.0.6/32
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0006.00
set interfaces lo0 unit 0 family inet6 address 2001:db8::6/128
set protocols isis topologies ipv6-unicast
set protocols isis interface so-1/2/0.0
set protocols isis interface so-1/2/1.0
set protocols isis interface lo0.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure an alternate IPv6 unicast topology:

1. Configure the interfaces.

[edit interfaces]
user@R1# set so-1/2/0 unit 0 family inet address 10.0.0.1/30
user@R1# set so-1/2/0 unit 0 family iso
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user@R1# set so-1/2/0 unit 0 family inet6 address 2001:db8:0:5::/64 eui-64
user@R1# set so-1/2/1 unit 0 family inet address 10.0.0.13/30
user@R1# set so-1/2/1 unit 0 family iso
user@R1# set so-1/2/2 unit 0 family inet address 10.0.0.17/30
user@R1# set so-1/2/2 unit 0 family iso
user@R1# set so-1/2/2 unit 0 family inet6 address 2001:db8:0:1::/64 eui-64
user@R1# set lo0 unit 0 family inet address 192.168.0.1/32
user@R1# set lo0 unit 0 family iso address 49.0002.0192.0168.0001.00
user@R1# set lo0 unit 0 family inet6 address 2001:db8::1/128

2. Enable IS-IS on the interfaces.

[edit protocols isis]
user@R1# set interface so-1/2/0.0
user@R1# set interface so-1/2/1.0
user@R1# set interface so-1/2/2.0
user@R1# set interface lo0.0

3. Enable multitopology routing on the IS-IS interfaces.

The ipv6-unicast statement enables multitopology IS-IS routing on all interfaces

that have family iso and family inet6 configured and are listed at the [edit protocols

isis interface] hierarchy level.

[edit protocols isis]
user@R1# set topologies ipv6-unicast

4. Disable IPv6 unicast support on a given interface.

If you do not want to runmultitopology IS-IS routing for IPv6 on a given interface,

you can disable multitopology routing by including the no-ipv6-unicast statement

in the IS-IS interface configuration.

[edit protocols isis]
user@R1# set interface so-1/2/1.0 no-ipv6-unicast

Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
so-1/2/0 {
unit 0 {
family inet {
address 10.0.0.1/30;

}
family iso;
family inet6 {
address 2001:db8:0:5::/64 {
eui-64;

}
}

}
}
so-1/2/1 {
unit 0 {
family inet {
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address 10.0.0.13/30;
}
family iso;

}
}
so-1/2/2 {
unit 0 {
family inet {
address 10.0.0.17/30;

}
family iso;
family inet6 {
address 2001:db8:0:1::/64 {
eui-64;

}
}

}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.1/32;

}
family iso {
address 49.0002.0192.0168.0001.00;

}
family inet6 {
address 2001:db8::1/128;

}
}

}

user@R1# show protocols
isis {
topologies ipv6-unicast;
interface so-1/2/0.0;
interface so-1/2/1.0 {
no-ipv6-unicast;

}
interface so-1/2/2.0;
interface lo0.0;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the Topologies on Neighbors on page 3238

• Checking the IS-IS SPF Calculations on page 3239

• Checking the Tcpdump Output on page 3240

Checking the Topologies on Neighbors

Purpose Determine what topologies are supported on neighboring IS-IS devices.
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Action From operational mode, enter the show isis adjacency detail command.

user@R1> show isis adjacency detail

R2
  Interface: so-1/2/0.0, Level: 3, State: Up, Expires in 24 secs
  Priority: 0, Up/Down transitions: 1, Last transition: 05:28:16 ago
  Circuit type: 3, Speaks: IP, IPv6
Topologies: Unicast, IPV6-Unicast

  Restart capable: Yes, Adjacency advertisement: Advertise
  IP addresses: 10.0.0.2
  IPv6 addresses: fe80::2a0:a514:0:24c

R5
  Interface: so-1/2/1.0, Level: 3, State: Up, Expires in 21 secs
  Priority: 0, Up/Down transitions: 1, Last transition: 05:27:47 ago
  Circuit type: 3, Speaks: IP, IPv6
Topologies: Unicast

  Restart capable: Yes, Adjacency advertisement: Advertise
  IP addresses: 10.0.0.14

R3
  Interface: so-1/2/2.0, Level: 3, State: Up, Expires in 22 secs
  Priority: 0, Up/Down transitions: 1, Last transition: 05:27:25 ago
  Circuit type: 3, Speaks: IP, IPv6
Topologies: Unicast, IPV6-Unicast

  Restart capable: Yes, Adjacency advertisement: Advertise
  IP addresses: 10.0.0.18
  IPv6 addresses: fe80::2a0:a514:0:124c

Meaning Asexpected, theadjacencywithDeviceR5only supports the IPv4unicast topology,while

theadjacencieswithDeviceR2andDeviceR3 support both the IPv4and IPv6 topologies.

Checking the IS-IS SPF Calculations

Purpose Verify that separate SPF calculations are being run for IPv4 and IPv6.

Action From operational mode, enter the show isis spf brief command.

user@R1> show isis spf brief
IPV4 Unicast IS-IS level 1 SPF results:
Node             Metric     Interface        NH   Via             SNPA
R6.00        20         so-1/2/1.0      IPV4 R5        
R4.00        20         so-1/2/0.0       IPV4 R2        
R5.00        10         so-1/2/1.0      IPV4 R5        
R3.00        10         so-1/2/2.0      IPV4 R3        
R2.00        10         so-1/2/0.0       IPV4 R2        
R1.00        0
  6 nodes

IPV4 Unicast IS-IS level 2 SPF results:
Node             Metric     Interface        NH   Via             SNPA
R6.00        20         so-1/2/1.0      IPV4 R5        
R4.00        20         so-1/2/0.0       IPV4 R2        
R5.00        10         so-1/2/1.0      IPV4 R5        
R3.00        10         so-1/2/2.0      IPV4 R3        
R2.00        10         so-1/2/0.0       IPV4 R2        
R1.00        0
  6 nodes
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IPV6 Unicast IS-IS level 1 SPF results:
Node             Metric     Interface        NH   Via             SNPA
R5.00        40         so-1/2/0.0       IPV6 R2        
R6.00        30         so-1/2/0.0       IPV6 R2        
R4.00        20         so-1/2/0.0       IPV6 R2        
R3.00        10         so-1/2/2.0      IPV6 R3        
R2.00        10         so-1/2/0.0       IPV6 R2        
R1.00        0
  6 nodes

IPV6 Unicast IS-IS level 2 SPF results:
Node             Metric     Interface        NH   Via             SNPA
R5.00        40         so-1/2/0.0       IPV6 R2        
R6.00        30         so-1/2/0.0       IPV6 R2        
R4.00        20         so-1/2/0.0       IPV6 R2        
R3.00        10         so-1/2/2.0      IPV6 R3        
R2.00        10         so-1/2/0.0       IPV6 R2        
R1.00        0
  6 nodes

Meaning As expected, SPF calculations are being performed for IPv4 and IPv6 topologies.

Checking the TcpdumpOutput

Purpose Verify that the link can be amember of both the IPv4 unicast topology and the IPv6

unicast topology.

Action user@R1> monitor traffic detail interface so-1/2/0.0
[...]

15:52:35.719540  In IS-IS, length 82
        p2p IIH, hlen: 20, v: 1, pdu-v: 1, sys-id-len: 6 (0), max-area: 3 (0)
          source-id: 0192.0168.0002, holding time: 27s, Flags: [Level 1, Level 
2]
          circuit-id: 0x01, PDU length: 82
            Point-to-point Adjacency State TLV #240, length: 15
              Adjacency State: Up (0)
              Extended Local circuit-ID: 0x00000054
              Neighbor System-ID: 0192.0168.0001
              Neighbor Extended Local circuit-ID: 0x00000043
            Protocols supported TLV #129, length: 2
              NLPID(s): IPv4 (0xcc), IPv6 (0x8e)
            IPv4 Interface address(es) TLV #132, length: 4
              IPv4 interface address: 10.0.0.2
            IPv6 Interface address(es) TLV #232, length: 16
              IPv6 interface address: fe80::2a0:a514:0:24c
            Area address(es) TLV #1, length: 4
              Area address (length: 3): 49.0002
            Restart Signaling TLV #211, length: 3
              Flags [none], Remaining holding time 0s
            Multi Topology TLV #229, length: 4
              IPv4 unicast Topology (0x000), Flags: [none]
              IPv6 unicast Topology (0x002), Flags: [none]

Meaning The IS-IS hello (IIH) packet shows that IPv4 and IPv6 are supported. The hello packet

lists valid IPv4 and IPv6 addresses, and therefore the routing device can create valid

next-hop entries. The supported protocols are listed in the multitopology TLV #229.
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Related
Documentation

Example: Configuring IS-IS Dual Stacking of IPv4 and IPv6 Unicast Addresses•

Example: Configuring IS-ISMulticast Topology

• IS-IS Multicast Topologies Overview on page 3241

• Example: Configuring IS-IS Multicast Topology on page 3242

IS-ISMulticast Topologies Overview

Mostmulticast routing protocols perform a reverse-path forwarding (RPF) check on the

source of multicast data packets. If a packet comes in on the interface that is used to

send data to the source, the packet is accepted and forwarded to one or more

downstream interfaces. Otherwise, the packet is discarded and a notification is sent to

the multicast routing protocol running on the interface.

In certain instances, the unicast routing table used for the RPF check is also the table

used for forwarding unicast data packets. Thus, unicast andmulticast routing are

congruent. In other cases, where it is preferred that multicast routing be independent of

unicast routing, themulticast routing protocols are configured to perform the RPF check

using an alternate unicast routing table inet.2.

You can configure IS-IS to calculate an alternate IPv4multicast topology, in addition to

the normal IPv4 unicast topology, and add the corresponding routes to inet.2. The IS-IS

interface metrics for the multicast topology can be configured independently of the

unicast metrics. You can also selectively disable interfaces from participating in the

multicast topology while continuing to participate in the regular unicast topology. This

enables you toexercise control over thepaths thatmulticastdata takes throughanetwork

so that it is independent of unicast data paths. You can also configure IS-IS to calculate

an alternate IPv6multicast topology, in addition to the normal IPv6 unicast topology.

NOTE: IS-IS only starts advertising the routes when the interface routes are
in inet.2.

Table 239 on page 3241 lists the various IPv4 statements you can use to configure IS-IS

topologies.

Table 239: IPv4 Statements

DescriptionStatement

Enables an alternate IPv4multicast topology.ipv4-multicast

Configures the multicast metric for an alternate IPv4multicast topology.ipv4-multicast-metric number

Excludes an interface from the IPv4multicast topology.no-ipv4-multicast

Excludes an interface from the IPv4 unicast topologies.no-unicast-topology
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Table 240 on page 3242 lists the various IPv6 statements you can use to configure IS-IS

topologies.

Table 240: IPv6 Statements

DescriptionStatement

Enables an alternate IPv6multicast topology.ipv6-multicast

Configures the multicast metric for an alternate IPv6multicast topology.ipv6-multicast-metric number

Configures the unicast metric for an alternate IPv6multicast topology.ipv6-unicast-metric number

Excludes an interface from the IPv6multicast topology.no-ipv6-multicast

Excludes an interface from the IPv6 unicast topologies.no-ipv6-unicast

Fora list of hierarchy levelsatwhich youcan include thesestatements, see thestatement

summary sections for these statements.

Example: Configuring IS-ISMulticast Topology

This example shows how to configure a multicast topology for an IS-IS network.

• Requirements on page 3242

• Overview on page 3242

• Configuration on page 3243

• Verification on page 3247

Requirements

Before you begin, configure IS-IS on all routers. See “Example: Configuring IS-IS” on

page 3197 for information about the required IS-IS configuration.

This example uses the following hardware and software components:

• Junos OS Release 7.3 or later

• MSeries, MX Series, and T Series routers

Overview

This example shows an IS-IS multicast topology configuration. Three routers are

connected to each other. A loopback interface is configured on each router.

Figure 83 on page 3243 shows the sample network.
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Figure 83: Configuring IS-ISMulticast Topology

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Router R1

set protocols isis traceoptions file isis size 5mworld-readable
set protocols isis traceoptions flag error
set protocols isis topologies ipv4-multicast
set protocols isis interface so-0/0/0 level 1 metric 15
set protocols isis interface so-0/0/0 level 1 ipv4-multicast-metric 18
set protocols isis interface so-0/0/0 level 2metric 20
set protocols isis interface so-0/0/0 level 2 ipv4-multicast-metric 14
set protocols isis interface so-1/0/0 level 1 metric 13
set protocols isis interface so-1/0/0 level 1 ipv4-multicast-metric 12
set protocols isis interface so-1/0/0 level 2metric 29
set protocols isis interface so-1/0/0 level 2 ipv4-multicast-metric 23
set protocols isis interface fxp0.0 disable

Router R2

set protocols isis traceoptions file isis size 5mworld-readable
set protocols isis traceoptions flag error
set protocols isis topologies ipv4-multicast
set protocols isis interface so-0/0/0 level 1 metric 13
set protocols isis interface so-0/0/0 level 1 ipv4-multicast-metric 12
set protocols isis interface so-0/0/0 level 2metric 29
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set protocols isis interface so-0/0/0 level 2 ipv4-multicast-metric 23
set protocols isis interface so-1/0/0 level 1 metric 14
set protocols isis interface so-1/0/0 level 1 ipv4-multicast-metric 18
set protocols isis interface so-1/0/0 level 2metric 32
set protocols isis interface so-1/0/0 level 2 ipv4-multicast-metric 26
set protocols isis interface fxp0.0 disable

Router R3

set protocols isis traceoptions file isis size 5mworld-readable
set protocols isis traceoptions flag error
set protocols isis topologies ipv4-multicast
set protocols isis interface so-0/0/0 level 1 metric 19
set protocols isis interface so-0/0/0 level 1 ipv4-multicast-metric 11
set protocols isis interface so-0/0/0 level 2metric 27
set protocols isis interface so-0/0/0 level 2 ipv4-multicast-metric 21
set protocols isis interface so-1/0/0 level 1 metric 16
set protocols isis interface so-1/0/0 level 1 ipv4-multicast-metric 26
set protocols isis interface so-1/0/0 level 2metric 30
set protocols isis interface so-1/0/0 level 2 ipv4-multicast-metric 20
set protocols isis interface fxp0.0 disable

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IS-IS multicast topologies:

1. Enable the multicast topology for IS-IS by using the ipv4-multicast statement.

Routers R1, R2, and R3

[edit protocols isis]
user@host# set traceoptions file isis size 5mworld-readable
user@host# set traceoptions flag error
user@host# set topologies ipv4-multicast

2. Enable multicast metrics on the first SONET/SDH Interface by using the

ipv4-multicast-metric statement.

Router R1

[edit protocols isis interface so-0/0/0 ]
user@R1# set level 1 metric 15
user@R1# set level 1 ipv4-multicast-metric 18
user@R1# set level 2metric 20
user@R1# set level 2 ipv4-multicast-metric 14

Router R2

[edit protocols isis interface so-0/0/0]
user@R2# set level 1 metric 13
user@R2# set level 1 ipv4-multicast-metric 12
user@R2# set level 2metric 29
user@R2# set level 2 ipv4-multicast-metric 23

Router R3

[edit protocols isis interface so-0/0/0]
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user@R3# set level 1 metric 19
user@R3# set level 1 ipv4-multicast-metric 11
user@R3# set level 2metric 27
user@R3# set level 2 ipv4-multicast-metric 21

3. Enablemulticastmetricsonasecondsonet Interfacebyusing the ipv4-multicast-metric

statement.

Router R1

[edit protocols isis interface so-1/0/0]
user@R1# set level 1 metric 13
user@R1# set level 1 ipv4-multicast-metric 12
user@R1# set level 2metric 29
user@R1# set level 2 ipv4-multicast-metric 23

Router R2

[edit protocols isis interface so-1/0/0]
user@R2# set level 1 metric 14
user@R2# set level 1 ipv4-multicast-metric 18
user@R2# set level 2metric 32
user@R2# set level 2 ipv4-multicast-metric 26

Router R3

[edit protocols isis interface so-1/0/0]
user@R3# set level 1 metric 16
user@R3# set level 1 ipv4-multicast-metric 26
user@R3# set level 2metric 30
user@R3# set level 2 ipv4-multicast-metric 20

4. Disable the out-of-bandmanagement port, fxp0.

Routers R1, R2, and R3

[edit protocols isis]
user@host# set interface fxp0.0 disable

5. If you are done configuring the routers, commit the configuration.

Routers R1, R2, and R3

[edit]
user@host# commit

Results From configuration mode, confirm your configuration by using the show protocols isis

statement. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

Router R1

user@R1# show protocols isis

traceoptions {
    file isis size 5m world-readable;
    flag error;
}
topologies ipv4-multicast;
interface so-0/0/0 {
    level 1 {
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        metric 15;
        ipv4-multicast-metric 18;
    }
    level 2 {
        metric 20;
        ipv4-multicast-metric 14;
    }
}
interface so-1/0/0 {
    level 1 {
        metric 13;
        ipv4-multicast-metric 12;
    }
    level 2 {
        metric 29;
        ipv4-multicast-metric 23;
    }
}
interface fxp0.0 {
    disable;
}

Router R2

user@R2# show protocols isis

traceoptions {
    file isis size 5m world-readable;
    flag error;
}
topologies ipv4-multicast;
interface so-0/0/0 {
    level 1 {
        metric 13;
        ipv4-multicast-metric 12;
    }
    level 2 {
        metric 29;
        ipv4-multicast-metric 23;
    }
}
interface so-1/0/0 {
    level 1 {
        metric 14;
        ipv4-multicast-metric 18;
    }
    level 2 {
        metric 32;
        ipv4-multicast-metric 26;
    }
}
interface fxp0.0 {
    disable;
}

Router R3

user@R3# show protocols isis

traceoptions {
    file isis size 5m world-readable;
    flag error;
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}
topologies ipv4-multicast;
interface so-0/0/0 {
    level 1 {
        metric 19;
        ipv4-multicast-metric 11;
    }
    level 2 {
        metric 27;
        ipv4-multicast-metric 21;
    }
}
interface so-1/0/0 {
    level 1 {
        metric 16;
        ipv4-multicast-metric 26;
    }
    level 2 {
        metric 30;
        ipv4-multicast-metric 20;
    }
}
interface fxp0.0 {
    disable;
}

Verification

Confirm that the configuration is working properly.

• Verifying the Connection Between Routers R1, R2, and R3 on page 3247

• Verifying That IS-IS Is Configured on page 3249

• Verifying the Configured Multicast Metric Values on page 3251

• Verifying the Configuration of the Multicast Topology on page 3252

Verifying the Connection Between Routers R1, R2, and R3

Purpose Make sure that Routers R1, R2, and R3 are connected to each other.

Action Ping the other two routers from any router, to check the connectivity between the three

routers as per the network topology.

user@R1> ping 10.0.3.9

PING 10.0.3.9 (10.0.3.9): 56 data bytes
64 bytes from 10.0.3.9: icmp_seq=0 ttl=64 time=1.299 ms
64 bytes from 10.0.3.9: icmp_seq=1 ttl=64 time=52.304 ms
64 bytes from 10.0.3.9: icmp_seq=2 ttl=64 time=1.271 ms
64 bytes from 10.0.3.9: icmp_seq=3 ttl=64 time=1.343 ms
64 bytes from 10.0.3.9: icmp_seq=4 ttl=64 time=1.434 ms
64 bytes from 10.0.3.9: icmp_seq=5 ttl=64 time=1.306 ms
^C
--- 10.0.3.9 ping statistics ---
6 packets transmitted, 6 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.271/9.826/52.304/18.997 ms

user@R1> ping 10.0.3.10
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PING 10.0.3.10 (10.0.3.10): 56 data bytes
64 bytes from 10.0.3.10: icmp_seq=0 ttl=64 time=1.431 ms
64 bytes from 10.0.3.10: icmp_seq=1 ttl=64 time=1.296 ms
64 bytes from 10.0.3.10: icmp_seq=2 ttl=64 time=1.887 ms
^C
--- 10.0.3.10 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.296/1.538/1.887/0.253 ms

user@R2> ping 10.0.2.9

PING 10.0.2.9 (10.0.2.9): 56 data bytes
64 bytes from 10.0.2.9: icmp_seq=0 ttl=64 time=1.365 ms
64 bytes from 10.0.2.9: icmp_seq=1 ttl=64 time=1.813 ms
64 bytes from 10.0.2.9: icmp_seq=2 ttl=64 time=1.290 ms
^C
--- 10.0.2.9 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.290/1.489/1.813/0.231 ms

user@R2> ping 10.0.2.10

PING 10.0.2.10 (10.0.2.10): 56 data bytes
64 bytes from 10.0.2.10: icmp_seq=0 ttl=63 time=1.318 ms
64 bytes from 10.0.2.10: icmp_seq=1 ttl=63 time=1.394 ms
64 bytes from 10.0.2.10: icmp_seq=2 ttl=63 time=1.366 ms
64 bytes from 10.0.2.10: icmp_seq=3 ttl=63 time=1.305 ms
^C
--- 10.0.2.10 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.305/1.346/1.394/0.036 ms

user@R3> ping 10.0.1.10

PING 10.0.1.10 (10.0.1.10): 56 data bytes
64 bytes from 10.0.1.10: icmp_seq=0 ttl=63 time=1.316 ms
64 bytes from 10.0.1.10: icmp_seq=1 ttl=63 time=1.418 ms
64 bytes from 10.0.1.10: icmp_seq=2 ttl=63 time=1.277 ms
^C
--- 10.0.1.10 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.277/1.337/1.418/0.059 ms

user@R3> ping 10.0.1.9

PING 10.0.1.9 (10.0.1.9): 56 data bytes
64 bytes from 10.0.1.9: icmp_seq=0 ttl=64 time=1.381 ms
64 bytes from 10.0.1.9: icmp_seq=1 ttl=64 time=1.499 ms
64 bytes from 10.0.1.9: icmp_seq=2 ttl=64 time=1.300 ms
64 bytes from 10.0.1.9: icmp_seq=3 ttl=64 time=1.397 ms
^C
--- 10.0.1.9 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.300/1.394/1.499/0.071 ms

Meaning Routers R1, R2, and R3 have a peer relationship with each other.
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Verifying That IS-IS Is Configured

Purpose Make sure that the IS-IS instance is running on Routers R1, R2, and R3, and that they are

adjacent to each other.

Action Use the show isisadjacencydetail command tocheck theadjacencybetween the routers.

Router R1

user@R1> show isis adjacency detail

R2
  Interface: so-0/0/0, Level: 1, State: Up, Expires in 8 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:23:59 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.1.10

R2
  Interface: so-0/0/0, Level: 2, State: Up, Expires in 8 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:23:58 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.1.10

R3
  Interface: so-1/0/0, Level: 1, State: Up, Expires in 7 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:24:20 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.02, IP addresses: 10.0.2.10

R3
  Interface: so-1/0/0, Level: 2, State: Up, Expires in 6 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:24:20 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.02, IP addresses: 10.0.2.10

Router R2

user@R2> show isis adjacency detail

R1
  Interface: so-0/0/0, Level: 1, State: Up, Expires in 20 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:27:50 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.1.9

R1
  Interface: so-0/0/0, Level: 2, State: Up, Expires in 26 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:27:50 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
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  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R2.02, IP addresses: 10.0.1.9

R3
  Interface: so-1/0/0, Level: 1, State: Up, Expires in 8 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:27:22 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.03, IP addresses: 10.0.3.10

R3
  Interface: so-1/0/0, Level: 2, State: Up, Expires in 8 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:27:22 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bd
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.03, IP addresses: 10.0.3.10

Router R3

user@R3> show isis adjacency detail

R2
  Interface: so-0/0/0, Level: 1, State: Up, Expires in 18 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:33:09 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.03, IP addresses: 10.0.3.9

R2
  Interface: so-0/0/0, Level: 2, State: Up, Expires in 22 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:33:09 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.03, IP addresses: 10.0.3.9

R1
  Interface: so-1/0/0, Level: 1, State: Up, Expires in 21 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:33:59 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.02, IP addresses: 10.0.2.9

R1
  Interface: so-1/0/0, Level: 2, State: Up, Expires in 19 secs
  Priority: 64, Up/Down transitions: 1, Last transition: 2d 19:33:59 ago
  Circuit type: 3, Speaks: IP, MAC address: 0:1b:c0:86:54:bc
  Topologies: IPV4-Multicast
  Restart capable: Yes, Adjacency advertisement: Advertise
  LAN id: R3.02, IP addresses: 10.0.2.9

Meaning IS-IS is configured on Routers R1, R2, and R3, and they are adjacent to each other.
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Verifying the ConfiguredMulticast Metric Values

Purpose Make sure that the SPF calculations are accurate as per the configuredmulticast metric

values on Routers R1, R2, and R3.

Action Use the show isis spf results command to check the SPF calculations for the network.

Router R1

user@R1> show isis spf results
...
IPV4 Multicast IS-IS level 1 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R3.03  28         so-1/0/0       IPV4 R3    0:1b:c0:86:54:bd
R2.00  18         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bd
R3.00  17         so-1/0/0       IPV4 R3    0:1b:c0:86:54:bd
R1.00  0
  4 nodes

IPV4 Multicast IS-IS level 2 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R3.03  40         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bd
R3.00  22         so-1/0/0       IPV4 R3    0:1b:c0:86:54:bd
R2.00  14         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bd
R1.00  0
  4 nodes

Router R2

user@R2> show isis spf results
...
IPV4 Multicast IS-IS level 1 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R3.02  29         so-0/0/0       IPV4 R1    0:1b:c0:86:54:bc
R3.00  18         so-1/0/0       IPV4 R3    0:1b:c0:86:54:bd
R1.00  12         so-0/0/0       IPV4 R1    0:1b:c0:86:54:bc
R2.02  12
R2.00  0
  5 nodes

IPV4 Multicast IS-IS level 2 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R3.02  45         so-0/0/0       IPV4 R1    0:1b:c0:86:54:bc
R3.00  26         so-1/0/0       IPV4 R3    0:1b:c0:86:54:bd
R1.00  23         so-0/0/0       IPV4 R1    0:1b:c0:86:54:bc
R2.02  23
R2.00  0
  5 nodes

Router R3

user@R3> show isis spf results
...
IPV4 Multicast IS-IS level 1 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R3.02  26
R1.00  23         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bc
R2.02  23         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bc
R2.00  11         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bc
R3.03  11
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R3.00  0
  6 nodes

IPV4 Multicast IS-IS level 2 SPF results:
Node   Metric     Interface      NH   Via   SNPA
R2.02  34         so-1/0/0       IPV4 R1    0:1b:c0:86:54:bc
R2.00  21         so-0/0/0       IPV4 R2    0:1b:c0:86:54:bc
R3.03  21
R1.00  20         so-1/0/0       IPV4 R1    0:1b:c0:86:54:bc
R3.02  20
R3.00  0
  6 nodes

Meaning Theconfiguredmulticastmetric valuesareused inSPFcalculations for the IS-ISnetwork.

Verifying the Configuration of the Multicast Topology

Purpose Make sure that the multicast topology is configured on Routers R1, R2, and R3.

Action Use the showisisdatabasedetailcommand toverify themulticast topologyconfiguration

on the routers.

Router R1

user@R1> show isis database detail

IS-IS level 1 link-state database:

R1.00-00 Sequence: 0x142, Checksum: 0xd07, Lifetime: 663 secs
   IPV4 Unicast IS neighbor: R2.02   Metric:       15
   IPV4 Unicast IS neighbor: R3.02   Metric:       15
   IPV4 Multicast IS neighbor: R2.02  Metric:       18
   IPV4 Multicast IS neighbor: R3.02  Metric:       17
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       15 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       15 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0xf02b, Lifetime: 883 secs
   IPV4 Unicast IS neighbor: R2.02   Metric:       13
   IPV4 Unicast IS neighbor: R3.03   Metric:       14
   IPV4 Multicast IS neighbor: R2.02  Metric:       12
   IPV4 Multicast IS neighbor: R3.03  Metric:       18
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       13 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       14 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 913 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R2.00   Metric:        0

R3.00-00 Sequence: 0x13c, Checksum: 0xc8de, Lifetime: 488 secs
   IPV4 Unicast IS neighbor: R3.02   Metric:       16
   IPV4 Unicast IS neighbor: R3.03   Metric:       19
   IPV4 Multicast IS neighbor: R3.02  Metric:       26
   IPV4 Multicast IS neighbor: R3.03  Metric:       11
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       16 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       19 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 625 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R3.00   Metric:        0
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R3.03-00 Sequence: 0x138, Checksum: 0xad56, Lifetime: 714 secs
   IPV4 Unicast IS neighbor: R2.00   Metric:        0
   IPV4 Unicast IS neighbor: R3.00   Metric:        0

IS-IS level 2 link-state database:

R1.00-00 Sequence: 0x142, Checksum: 0x2c7c, Lifetime: 816 secs
   IPV4 Unicast IS neighbor: R2.02   Metric:       20
   IPV4 Unicast IS neighbor: R3.02   Metric:       31
   IPV4 Multicast IS neighbor: R2.02  Metric:       14
   IPV4 Multicast IS neighbor: R3.02  Metric:       22
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       20 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       29 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0x4826, Lifetime: 966 secs
   IPV4 Unicast IS neighbor: R2.02   Metric:       29
   IPV4 Unicast IS neighbor: R3.03   Metric:       32
   IPV4 Multicast IS neighbor: R2.02  Metric:       23
   IPV4 Multicast IS neighbor: R3.03  Metric:       26
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       29 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       28 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       32 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 966 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R2.00   Metric:        0

R3.00-00 Sequence: 0x13d, Checksum: 0x1b19, Lifetime: 805 secs
   IPV4 Unicast IS neighbor: R3.02   Metric:       30
   IPV4 Unicast IS neighbor: R3.03   Metric:       27
   IPV4 Multicast IS neighbor: R3.02  Metric:       20
   IPV4 Multicast IS neighbor: R3.03  Metric:       21
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       30 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       27 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 844 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R3.00   Metric:        0

R3.03-00 Sequence: 0x139, Checksum: 0xab57, Lifetime: 844 secs
   IPV4 Unicast IS neighbor: R2.00   Metric:        0
   IPV4 Unicast IS neighbor: R3.00   Metric:        0

Router R2

user@R2> show isis database detail

IS-IS level 1 link-state database:

R1.00-00 Sequence: 0x142, Checksum: 0xd07, Lifetime: 524 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       15
   IPV4 Unicast IS neighbor: R3.02    Metric:       15
   IPV4 Multicast IS neighbor: R2.02   Metric:       18
   IPV4 Multicast IS neighbor: R3.02   Metric:       17
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       15 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       15 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0xf02b, Lifetime: 748 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       13
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   IPV4 Unicast IS neighbor: R3.03    Metric:       14
   IPV4 Multicast IS neighbor: R2.02   Metric:       12
   IPV4 Multicast IS neighbor: R3.03   Metric:       18
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       13 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       14 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 777 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R2.00   Metric:        0

R3.00-00 Sequence: 0x13d, Checksum: 0xc6df, Lifetime: 1102 secs
   IPV4 Unicast IS neighbor: R3.02    Metric:       16
   IPV4 Unicast IS neighbor: R3.03    Metric:       19
   IPV4 Multicast IS neighbor: R3.02   Metric:       26
   IPV4 Multicast IS neighbor: R3.03   Metric:       11
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       16 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       19 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 488 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

R3.03-00 Sequence: 0x138, Checksum: 0xad56, Lifetime: 577 secs
   IPV4 Unicast IS neighbor: R2.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

IS-IS level 2 link-state database:

R1.00-00 Sequence: 0x142, Checksum: 0x2c7c, Lifetime: 676 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       20
   IPV4 Unicast IS neighbor: R3.02    Metric:       31
   IPV4 Multicast IS neighbor: R2.02   Metric:       14
   IPV4 Multicast IS neighbor: R3.02   Metric:       22
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       20 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       29 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0x4826, Lifetime: 831 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       29
   IPV4 Unicast IS neighbor: R3.03    Metric:       32
   IPV4 Multicast IS neighbor: R2.02   Metric:       23
   IPV4 Multicast IS neighbor: R3.03   Metric:       26
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       29 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       28 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       32 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 831 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
   IPV4 Unicast IS neighbor: R2.00    Metric:        0

R3.00-00 Sequence: 0x13d, Checksum: 0x1b19, Lifetime: 667 secs
   IPV4 Unicast IS neighbor: R3.02    Metric:       30
   IPV4 Unicast IS neighbor: R3.03    Metric:       27
   IPV4 Multicast IS neighbor: R3.02   Metric:       20
   IPV4 Multicast IS neighbor: R3.03   Metric:       21
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       30 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       27 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 707 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
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   IPV4 Unicast IS neighbor: R3.00    Metric:        0

R3.03-00 Sequence: 0x139, Checksum: 0xab57, Lifetime: 707 secs
   IPV4 Unicast IS neighbor: R2.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

Router R3

user@R3> show isis database detail

IS-IS level 1 link-state database:

R1.00-00 Sequence: 0x143, Checksum: 0xb08, Lifetime: 1155 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       15
   IPV4 Unicast IS neighbor: R3.02    Metric:       15
   IPV4 Multicast IS neighbor: R2.02   Metric:       18
   IPV4 Multicast IS neighbor: R3.02   Metric:       17
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       15 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       15 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0xf02b, Lifetime: 687 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       13
   IPV4 Unicast IS neighbor: R3.03    Metric:       14
   IPV4 Multicast IS neighbor: R2.02   Metric:       12
   IPV4 Multicast IS neighbor: R3.03   Metric:       18
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       13 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       14 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 716 secs
   IPV4 Unicast IS neighbor: R1.00   Metric:        0
   IPV4 Unicast IS neighbor: R2.00   Metric:        0

R3.00-00 Sequence: 0x13d, Checksum: 0xc6df, Lifetime: 1044 secs
   IPV4 Unicast IS neighbor: R3.02    Metric:       16
   IPV4 Unicast IS neighbor: R3.03    Metric:       19
   IPV4 Multicast IS neighbor: R3.02   Metric:       26
   IPV4 Multicast IS neighbor: R3.03   Metric:       11
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       16 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       19 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 430 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

R3.03-00 Sequence: 0x138, Checksum: 0xad56, Lifetime: 519 secs
   IPV4 Unicast IS neighbor: R2.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

IS-IS level 2 link-state database:

R1.00-00 Sequence: 0x142, Checksum: 0x2c7c, Lifetime: 617 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       20
   IPV4 Unicast IS neighbor: R3.02    Metric:       31
   IPV4 Multicast IS neighbor: R2.02   Metric:       14
   IPV4 Multicast IS neighbor: R3.02   Metric:       22
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       20 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       29 Internal Up

R2.00-00 Sequence: 0x13f, Checksum: 0x4826, Lifetime: 769 secs
   IPV4 Unicast IS neighbor: R2.02    Metric:       29
   IPV4 Unicast IS neighbor: R3.03    Metric:       32
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   IPV4 Multicast IS neighbor: R2.02   Metric:       23
   IPV4 Multicast IS neighbor: R3.03   Metric:       26
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       29 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       28 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       32 Internal Up

R2.02-00 Sequence: 0x13c, Checksum: 0x57e2, Lifetime: 769 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
   IPV4 Unicast IS neighbor: R2.00    Metric:        0

R3.00-00 Sequence: 0x13d, Checksum: 0x1b19, Lifetime: 610 secs
   IPV4 Unicast IS neighbor: R3.02    Metric:       30
   IPV4 Unicast IS neighbor: R3.03    Metric:       27
   IPV4 Multicast IS neighbor: R3.02   Metric:       20
   IPV4 Multicast IS neighbor: R3.03   Metric:       21
   IP IPV4 Unicast prefix: 10.0.1.8/30  Metric:       31 Internal Up
   IP IPV4 Unicast prefix: 10.0.2.8/30  Metric:       30 Internal Up
   IP IPV4 Unicast prefix: 10.0.3.8/30  Metric:       27 Internal Up

R3.02-00 Sequence: 0x139, Checksum: 0xfb0e, Lifetime: 649 secs
   IPV4 Unicast IS neighbor: R1.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

R3.03-00 Sequence: 0x139, Checksum: 0xab57, Lifetime: 649 secs
   IPV4 Unicast IS neighbor: R2.00    Metric:        0
   IPV4 Unicast IS neighbor: R3.00    Metric:        0

Meaning Multicast topology is configured on Routers R1, R2, and R3.

Related
Documentation

Example: Configuring Multitopology Routing Based on a Multicast Source•

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232

Example: Configuring IS-IS for CLNS

• Understanding IS-IS for CLNS on page 3256

• Example: Configuring IS-IS for CLNS on page 3256

Understanding IS-IS for CLNS

IS-IS extensions provide the basic interior gateway protocol (IGP) support for collecting

intradomain routing information forConnectionlessNetworkService (CLNS)destinations

within a CLNS network. Routers that learn host addresses through End

System-to-Intermediate System (ES-IS) can advertise the addresses to other routers

(intermediate systems) by using IS-IS.

For more information about IS-IS, see the ISO 10589 standard.

Example: Configuring IS-IS for CLNS

This example shows how to create a routing instance and enable the IS-IS protocol on

all interfaces.

• Requirements on page 3257

• Overview on page 3257
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• Configuration on page 3257

• Verification on page 3258

Requirements

Before you begin, configure the network interfaces. See the Junos OS Interfaces

Configuration Guide for Security Devices.

Overview

The configuration instructions in this topic describe how to create a routing instance

called aaaa, enable IS-IS onall interfaces, define theBGPexport policy name (dist-bgp),

family (ISO), and protocol (BGP), and apply the export policy to IS-IS.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set routing-instances aaaa protocols isis clns-routing
set routing-instances aaaa protocols isis interface all
set routing-instances aaaa protocols isis no-ipv4-routing no-ipv6-routing
set policy-options policy-statement dist-bgp from family iso protocol bgp
set policy-options policy-statement dist-bgp then accept
set routing-instances aaaa protocols isis export dist-bgp

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IS-IS for CLNS:

1. Enable CLNS routing.

[edit routing-instances aaaa]
user@host# set protocols isis clns-routing

2. Enable IS-IS on all interfaces.

[edit routing-instances aaaa]
user@host# set protocols isis interface all

3. (Optional) Disable IPv4 and IPv6 routing to configure a pure CLNS network.

[edit routing-instances aaaa]
user@host# set protocols isis no-ipv4-routing no-ipv6-routing

4. Define the BGP export policy name, family, and protocol.

[edit policy-options]
user@host# set policy-statement dist-bgp from family iso protocol bgp

5. Define the action for the export policy.

[edit policy-options]
user@host# set policy-statement dist-bgp then accept
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6. Apply the export policy to IS-IS.

[edit routing-instances aaaa]
user@host# set protocols isis export dist-bgp

Results From configuration mode, confirm your configuration by entering the show

routing-instances and showpolicy-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@host# show routing-instances
aaaa {
protocols {
isis {
export dist-bgp;
no-ipv4-routing;
no-ipv6-routing;
clns-routing;
interface all;

}

user@host# show policy-options
policy-statement dist-bgp {
from {
family iso;
protocol bgp;

}
then accept;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the ISO Routes on page 3258

• Checking the SPF Calculations on page 3258

Verifying the ISO Routes

Purpose Verify that the expected ISO routes are displayed in the IS-IS routing table.

Action From operational mode, enter the show isis route command.

Checking the SPF Calculations

Purpose Display information about IS-IS shortest-path-first (SPF) calculations.

Action From operational mode, enter the show isis spf command.

Example: Configuring IS-IS Designated Routers

• Understanding IS-IS Designated Routers on page 3259

• Example: Configuring Designated Router Election Priority for IS-IS on page 3259
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Understanding IS-IS Designated Routers

A router advertises its priority to become a designated router in its hello packets. On all

multiaccess networks (physical networks that support the attachment ofmore than two

routers, such as Ethernet networks), IS-IS uses the advertised priorities to elect a

designated router for thenetwork. This router is responsible for sendingnetwork link-state

advertisements, which describe all the routers attached to the network. These

advertisements are flooded throughout a single area. The priority value is meaningful

only on amultiaccess network. It has nomeaning on a point-to-point interface.

A router’s priority for becoming the designated router is indicated by an arbitrary number

from0 through 127,which you configure on the IS-IS interface. The routerwith thehighest

priority becomes the designated router for the area (Level 1, Level 2, or both), also

configured on the IS-IS interface. If routers in the network have the same priority, then

the router with the highest MAC address is elected as the designated router. By default,

routers have a priority value of 64.

Example: Configuring Designated Router Election Priority for IS-IS

This example shows how to configure the designated router election priority for IS-IS.

Before you begin:

• Configure network interfaces. See the Junos OS Interfaces Configuration Guide for

Security Devices.

• Enable IS-IS on the interfaces. See “Example: Configuring IS-IS” on page 3197.

In this example, you configure the priority for logical interface ge-0/0/1.0 to be 100 and

the level number tobe 1. If this interfacehas thehighest priority value, the router becomes

the designated router for the Level 1 area.

To configure a designated router election priority for IS-IS:

[edit]
user@host# set protocols isis interface ge-0/0/1.0 level 1 priority 100

Related
Documentation

Example: Configuring IS-IS•

Example: Enabling Packet Checksums on IS-IS Interfaces

This example shows how to enable packet checksums for IS-IS interfaces.

• Requirements on page 3259

• Overview on page 3260

• Configuration on page 3260

• Verification on page 3261

Requirements

Before you begin, configure IS-IS on both routers. See “Example: Configuring IS-IS” on

page 3197 for information about the sample IS-IS configuration.
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Overview

Junos OS supports IS-IS checksums as documented in RFC 3358,Optional Checksums

in Intermediate System to Intermediate System (ISIS).

IS-IS protocol data units (PDUs) include link-state PDUs, complete sequence number

PDUs (CSNPs), partial sequence number PDUs (PSNPs), and IS-IS hello (IIH) packets.

These PDUs can be corrupt due to faulty implementations of Layer 2 hardware or lack

of checksums on a specific network technology. Corruption of length or type, length, and

value (TLV) fields can lead to the generation of extensive numbers of empty link-state

PDUs in the receiving node. Because authentication is not a replacement for a checksum

mechanism, youmightwant toenable theoptional checksumTLVonyour IS-IS interfaces.

The checksum cannot be enabled with MD5 hello authentication on the same interface.

Figure 84 on page 3260 shows the topology used in this example.

Figure 84: IS-IS ChecksumTopology
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This example describes the steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set protocols isis traceoptions file isis
set protocols isis traceoptions flag all
set protocols isis interface fe-1/2/0.1 checksum

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure IS-IS checksums:

1. Enable checksums.

[edit protocols isis interface fe-1/2/0.1]
user@R1# set checksum

2. (Optional) Enable tracing for tracking checksum operations.

[edit protocols isis traceoptions]
user@R1# set file isis
user@R1# set flag all
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Results From configuration mode, confirm your configuration by entering the show protocols

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@R1# show protocols
isis {
traceoptions {
file isis;
flag all;

}
interface fe-1/2/0.1 {
checksum;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying Checksums

Purpose Verify that checksums are performed.

Action From operational mode, enter the show log isis | match checksum command.

user@R1> show log isis | match checksum

May 31 16:47:39.513267     sequence 0x49 checksum 0x8e64
May 31 16:47:39.513394     sequence 0x4e checksum 0x34b3
May 31 16:47:39.513517     sequence 0x50 checksum 0x9dcb
May 31 16:47:46.563781     sequence 0x45 checksum 0x7e1a
May 31 16:47:46.563970     sequence 0x46 checksum 0x226d
May 31 16:47:46.564104     sequence 0x52 checksum 0x99cd
May 31 16:47:46.581087     sequence 0x49 checksum 0x8e64
May 31 16:47:46.581222     sequence 0x4e checksum 0x34b3
May 31 16:47:46.581353     sequence 0x50 checksum 0x9dcb
May 31 16:47:55.799090     sequence 0x45 checksum 0x7e1a
May 31 16:47:55.799223     sequence 0x46 checksum 0x226d
May 31 16:47:55.799347     sequence 0x52 checksum 0x99cd
May 31 16:47:55.818255     sequence 0x49 checksum 0x8e64
May 31 16:47:55.818473     sequence 0x4e checksum 0x34b3
May 31 16:47:55.818606     sequence 0x50 checksum 0x9dcb
May 31 16:48:03.455816     sequence 0x49 checksum 0x8e64
May 31 16:48:03.455973     sequence 0x4e checksum 0x34b3

Meaning The output shows that checksum information is captured in the IS-IS trace log file.

Related
Documentation

Understanding Checksums on IS-IS Interfaces•
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Configuration Tasks

• Configuring IS-IS Authentication on page 3262

• Configuring AuthenticationWithout Network-Wide Deployment on page 3263

Configuring IS-IS Authentication

All IS-IS protocol exchanges can be authenticated to guarantee that only trusted routing

devices participate in the autonomous system (AS) routing. By default, IS-IS

authentication is disabled on the routing device.

To configure IS-IS authentication, youmust define an authentication password and

specify the authentication type.

You can configure one of the following authentication methods:

• Simpleauthentication—Usesa textpassword that is included in the transmittedpacket.

The receiving routingdeviceusesanauthentication key (password) to verify thepacket.

Simpleauthentication is included for compatibilitywithexisting IS-IS implementations.

However, we recommend that you do not use this authentication method because it

is insecure (the text can be “sniffed”).

CAUTION: A simple password that exceeds 254 characters is truncated.

• HMAC-MD5authentication—Usesan iteratedcryptographichash function.The receiving

routing device uses an authentication key (password) to verify the packet.

Youcanalsoconfiguremore fine-grained interface-level authentication for hellopackets.

To enable authentication and specify an authentication method, include the

authentication-type statement, specifying the simple ormd5 authentication type:

authentication-type authentication;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

To configure a password, include the authentication-key statement. The authentication

password for all routing devices in a domain must be the same.

authentication-key key;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

To configure hitless authentication key rollover, include the authentication-key-chain

(Protocols IS-IS) statement.

The password can contain up to 255 characters. If you include spaces, enclose all

characters in quotation marks (“ ”).
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If you are using the Junos OS IS-IS software with another implementation of IS-IS, the

other implementationmust be configured to use the samepassword for the domain, the

area, and all interfaces that are shared with a Junos OS implementation.

Authentication of hello packets, partial sequence number PDU (PSNP), and complete

sequence number PDU (CSNP) can be suppressed to enable interoperability with the

routing software of different vendors. Different vendors handle authentication in various

ways, and suppressing authentication for different PDU typesmight be the simplestway

to allow compatibility within the same network.

Toconfigure IS-IS togenerateauthenticatedpackets, butnot tocheck theauthentication

on received packets, include the no-authentication-check statement:

no-authentication-check;

To suppress authentication of IS-IS hello packets, include the no-hello-authentication

statement:

no-hello-authentication;

To suppress authentication of PSNPs, include the no-psnp-authentication statement:

no-psnp-authentication;

To suppress authentication of CSNPs, include the no-csnp-authentication statement:

no-csnp-authentication;

Fora list of hierarchy levelsatwhich youcan include thesestatements, see thestatement

summary sections for these statements.

NOTE: The authentication and the no-authentication statementsmust be

configuredat the samehierarchy level. Configuringauthenticationat the [edit

protocols isis interface interface-name] hierarchy level and configuring

no-authentication at the [edit protocols isis] hierarchy level has no effect.

Related
Documentation

Configuring AuthenticationWithout Network-Wide Deployment on page 3263•

Configuring AuthenticationWithout Network-Wide Deployment

To allow the use of authentication without requiring network-wide deployment, include

the loose-authentication-check statement:

loose-authentication-check;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Related
Documentation

Example: Configuring Hitless Authentication Key Rollover for IS-IS•
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Configuration Statements

• authentication-key (Protocols IS-IS) on page 3266

• authentication-key-chain (Protocols IS-IS) on page 3267

• authentication-type (Protocols IS-IS) on page 3268

• bfd-liveness-detection (Protocols IS-IS) on page 3269

• checksum (Protocols IS-IS) on page 3271

• csnp-interval on page 3272

• disable (Protocols IS-IS) on page 3273

• export (Protocols IS-IS) on page 3274

• external-preference (Protocols IS-IS) on page 3275

• family (Protocols IS-IS) on page 3276

• hello-authentication-key on page 3277

• hello-authentication-key-chain on page 3278

• hello-authentication-type on page 3279

• hello-interval (Protocols IS-IS) on page 3280

• hello-padding on page 3281

• hold-time (Protocols IS-IS) on page 3283

• ignore-attached-bit on page 3284

• interface (Protocols IS-IS) on page 3285

• ipv4-multicast on page 3287

• ipv4-multicast-metric on page 3288

• ipv6-multicast on page 3288

• ipv6-multicast-metric on page 3289

• ipv6-unicast on page 3290

• ipv6-unicast-metric on page 3291

• isis on page 3292

• level (Global IS-IS) on page 3293

• loose-authentication-check on page 3294

• lsp-interval on page 3295

• lsp-lifetime on page 3296

• max-areas on page 3297

• mesh-group (Protocols IS-IS) on page 3298

• metric (Protocols IS-IS) on page 3299

• no-adjacency-holddown on page 3300

• no-authentication-check on page 3301

• no-csnp-authentication on page 3301
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• no-hello-authentication on page 3302

• no-ipv4-multicast on page 3302

• no-ipv4-routing on page 3303

• no-ipv6-multicast on page 3304

• no-ipv6-routing on page 3305

• no-ipv6-unicast on page 3306

• no-psnp-authentication on page 3306

• no-unicast-topology on page 3307

• overload (Protocols IS-IS) on page 3308

• passive (Protocols IS-IS) on page 3311

• point-to-point on page 3312

• preference (Protocols IS-IS) on page 3313

• prefix-export-limit (Protocols IS-IS) on page 3314

• priority (Protocols IS-IS) on page 3315

• reference-bandwidth (Protocols IS-IS) on page 3316

• rib-group (Protocols IS-IS) on page 3317

• topologies (Protocols IS-IS) on page 3318

• traceoptions (Protocols IS-IS) on page 3319

• traffic-engineering (Protocols IS-IS) on page 3322

• wide-metrics-only on page 3325
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authentication-key (Protocols IS-IS)

Syntax authentication-key key;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Authentication key (password). Neighboring routing devices use the password to verify

the authenticity of packets sent from this interface. For the key to work, you also must

include the authentication-type statement.

All routing devices must use the same password. If you are using the Junos OS IS-IS

software with another implementation of IS-IS, the other implementation must be

configured touse thesamepassword for thedomain, thearea, andall interfacesadjacent

to the Juniper Networks routing device.

Default If you do not include this statement and the authentication-type statement, IS-IS

authentication is disabled.

Options key—Authentication password. The password can be up to 1024 characters long.

Characters can includeanyASCII strings. If you includespaces, encloseall characters

in quotation marks (“ ”).

CAUTION: A simple password for authentication is truncated if it exceeds
254 characters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS
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authentication-key-chain (Protocols IS-IS)

Syntax authentication-key-chain key-chain-name;

Hierarchy Level [edit logical-systems name protocols isis level level-number],
[edit logical-systemsname routing-instances instance-nameprotocols isis level level-number],
[edit protocols isis level level-number],
[edit routing-instances instance-name protocols isis level level-number]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply and enable an authentication keychain to the routing device.

Options key-chain—Authentication keychain name. It can be up to 126 characters. Characters can

include any ASCII strings. If you include spaces, enclose all characters in quotation

marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211

• Example: Configuring Route Authentication for BGP on page 2953

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Understanding Hitless Authentication Key Rollover for IS-IS on page 3195
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authentication-type (Protocols IS-IS)

Syntax authentication-type authentication;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable authentication and specify the authentication scheme for IS-IS. If you enable

authentication, youmust specify a password by including the authentication-key

statement.

Default If you do not include this statement and the authentication-key statement, IS-IS

authentication is disabled.

Options authentication—Authentication scheme:

• md5—UseHMACauthentication in combinationwithMD5.HMAC-MD5authentication

is defined in RFC 2104, HMAC: Keyed-Hashing for Message Authentication.

• simple—Use a simple password for authentication. The password is included in the

transmitted packet, making this method of authentication relatively insecure. We

recommend that you not use this authentication method.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS

• authentication-key on page 3266

• no-authentication-check on page 3301
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bfd-liveness-detection (Protocols IS-IS)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

detection-time threshold and transmit-interval threshold options added in Junos OS

Release 8.2.

Support for logical systems introduced in Junos OS Release 8.3.

no-adaptation statement introduced in Junos OS Release 9.0.

authenticationalgorithm,authenticationkey-chain, andauthentication loose-checkoptions

introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional failure detection timers and authentication.

Options authentication algorithm algorithm-name—Configure the algorithm used to authenticate

the specified BFD session: simple-password, keyed-md5, keyed-sha-1,

meticulous-keyed-md5,meticulous-keyed-sha-1.

authentication key-chain key-chain-name—Associate a security key with the specified

BFD session using the name of the security keychain. The name you specify must

match one of the keychains configured in the authentication-key-chains key-chain

statement at the [edit security] hierarchy level.

authentication loose-check—(Optional) Configure loose authentication checking on the

BFD session. Use only for transitional periods when authentication might not be

configured at both ends of the BFD session.
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detection-time thresholdmilliseconds—Configure a threshold for the adaptation of the

BFD session detection time. When the detection time adapts to a value equal to or

greater than the threshold, a single trap and a single system logmessage are sent.

minimum-intervalmilliseconds—Configure the minimum interval after which the local

routing device transmits a hello packet and then expects to receive a reply from the

neighbor with which it has established a BFD session. Optionally, instead of using

this statement, youcanspecify theminimumtransmitand receive intervals separately

using the transmit-interval minimum-interval andminimum-receive-interval

statements.

Range: 1 through 255,000

minimum-receive-intervalmilliseconds—Configure the minimum interval after which the

local routing device expects to receive a reply from a neighbor with which it has

established a BFD session. Optionally, instead of using this statement, you can

configure the minimum receive interval using theminimum-interval statement.

Range: 1 through 255,000

multiplier number—Configure the number of hello packets not received by a neighbor

that causes the originating interface to be declared down.

Range: 1 through 255

Default: 3

no-adaptation—Specify that BFD sessions not adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to

have BFD adaptation enabled in your network.

transmit-interval thresholdmilliseconds—Configure the threshold for the adaptation of

the BFD session transmit interval. When the transmit interval adapts to a value

greater than the threshold, a single trap and a single systemmessage are sent. The

interval threshold must be greater than theminimum transmit interval.

Range: 0 through 4,294,967,295 (232 – 1)

transmit-interval minimum-intervalmilliseconds—Configure a minimum interval after

which the local routing device transmits hello packets to a neighbor. Optionally,

instead of using this statement, you can configure the minimum transmit interval

using theminimum-interval statement.

Range: 1 through 255,000

version—Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect

the BFD version)

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD for IS-IS

• Example: Configuring BFD Authentication for IS-IS
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checksum (Protocols IS-IS)

Syntax checksum;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable checksums for packets on this interface.

Junos OS supports IS-IS checksums as documented in RFC 3358,Optional Checksums

in Intermediate System to Intermediate System (ISIS).

The checksum cannot be enabled with MD5 hello authentication on the same interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Packet Checksums on IS-IS Interfaces
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csnp-interval

Syntax csnp-interval (seconds | disable);

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the interval between complete sequence number PDUs (CSNPs) on a LAN

interface.

If the routing device is the designated router on a LAN, IS-IS sends CSN packets every

10 seconds. If the routing device is on a point-to-point interface, it sends CSN packets

every 5 seconds. To protect against link-state PDU flooding, we recommendmodifying

the default interval.

To modify the CSNP interval, include the csnp-interval statement.

To configure the interface not to send any CSNPs, specify the disable option.

Default By default, IS-IS sends CSNPs periodically. If the routing device is the designated router

on a LAN, IS-IS sendsCSNPs every 10 seconds. If the routing device is on apoint-to-point

interface, it sends CSNPs every 5 seconds.

Options disable—Do not send CSNPs on this interface.

seconds—Number of seconds between the sending of CSNPs.

Range: 1 through 65,535 seconds

Default: 10 seconds on LAN broadcast links. 5 seconds on point-to-point links.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Transmission Frequency for CSNP Packets on IS-IS Interfaces
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disable (Protocols IS-IS)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name protocols isis traffic-engineering],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols isis interface interface-name level level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis traffic-engineering],

[edit protocols isis],
[edit protocols isis interface interface-name],
[edit protocols isis interface interface-name level level-number],
[edit protocols isis traffic-engineering],
[edit routing-instances routing-instance-name protocols isis],
[edit routing-instances routing-instance-name protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number],

[edit routing-instances routing-instance-name protocols isis traffic-engineering]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable IS-IS on the routing device, on an interface, or on a level.

At the [edit protocols isis traffic-engineering] hierarchy level, disable IS-IS support for

traffic engineering.

Enabling IS-IS on an interface (by including the interface statement at the [edit protocols

isis] or the [edit routing-instances routing-instance-name protocols isis] hierarchy level),

disabling it (by including the disable statement), and not actually having IS-IS run on an

interface (by including the passive statement) are mutually exclusive states.

Default IS-IS is enabled for Level 1 and Level 2 routers on all interfaces on which family iso is

enabled.

IS-IS support for traffic engineering is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multi-Level IS-IS on page 3203

• IS-IS Overview on page 3189
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export (Protocols IS-IS)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being exported from the routing table into IS-IS.

All routing protocols store the routes that they learn in the routing table. The routing table

uses this collected route information to determine the active routes to destinations. The

routing table then installs the active routes into its forwarding table and exports them

into the routing protocols. It is these exported routes that the protocols advertise.

For each protocol, you control which routes the protocol stores in the routing table and

which routes the routing table exports into theprotocol from the routing table bydefining

a routing policy for that protocol.

NOTE: For IS-IS, you cannot apply routing policies that affect how routes are
imported into the routing table; doing sowith a link-state protocol can easily
lead to an inconsistent topology database.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Redistributing OSPF Routes into IS-IS

• Example: Configuring an IS-IS Default Route Policy on Logical Systems
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external-preference (Protocols IS-IS)

Syntax external-preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the preference of external routes.

Options preference—Preference value.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 15 (for Level 1 internal routes), 18 (for Level 2 internal routes), 160 (for Level 1
external routes), 165 (for Level 2 external routes)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Route Preferences Overview

• Example: Redistributing OSPF Routes into IS-IS

• Example: Redistributing BGP Routes with a Specific Community Tag into IS-IS

• preference on page 3313
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family (Protocols IS-IS)

Syntax family inet {
shortcuts {
multicast-rpf-routes;

}
}
family inet6 {
shortcuts;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis traffic-engineering],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis traffic-engineering],

[edit protocols isis traffic-engineering],
[edit routing-instances routing-instance-name protocols isis traffic-engineering]

Release Information Statement introduced in Junos OS Release 9.3.

Support for IPv6 for IGP shortcuts introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the address family for traffic engineering IS-IS interior gateway protocol (IGP)

shortcuts.

Options inet—IPv4 address family

inet6—IPv6 address family

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•
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hello-authentication-key

Syntax hello-authentication-key password;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level number],

[edit protocols isis interface interface-name level number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configureanauthenticationkey (password) forhellopackets.Neighboring routingdevices

use the password to verify the authenticity of packets sent from an interface. For the key

to work, you also must include the hello-authentication-type statement.

Default By default, hello authentication is not configured on an interface. However, if IS-IS

authentication is configured, the hello packets are authenticated using the IS-IS

authentication type and password.

Options password—Authentication password. The password can be up to 255 characters.

Characters can includeanyASCII strings. If you includespaces, encloseall characters

in quotation marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• authentication-key on page 3266

• authentication-type on page 3268

• hello-authentication-type on page 3279
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hello-authentication-key-chain

Syntax hello-authentication-key-chain key-chain-name;

Hierarchy Level [edit logical-systems name protocols isis interface interface-name level level-number],
[edit logical-systems name routing-instances instance-name protocols isis interface
interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply an authentication keychain to the IS-IS interface.

Options key-chain-name—Authenticationkeychainname. It canbeup to 126characters.Characters

can includeanyASCII strings. If you includespaces, encloseall characters inquotation

marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS
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hello-authentication-type

Syntax hello-authentication-type (md5 | simple);

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level number],

[edit protocols isis interface interface-name level number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable authentication on an interface for hello packets. If you enable authentication on

hello packets, youmust specify a password by including the hello-authentication-key

statement.

Youcanconfigureauthentication for agiven IS-IS level onan interface.Onapoint-to-point

link, if you enable hello authentication for both IS-IS levels, the password configured for

Level 1 is used for both levels.

CAUTION: If no authentication is configured for Level 1 on a point-to-point
linkwithboth levelsenabled, thehellopacketsaresentwithoutanypassword,
regardless of the Level 2 authentication configurations.

Default By default, hello authentication is not configured on an interface. However, if IS-IS

authentication is configured, the hello packets are authenticated using the IS-IS

authentication type and password.

Options md5—Specifies Message Digest 5 as the packet verification type.

simple—Specifies simple authentication as the packet verification type.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• authentication-key on page 3266

• authentication-type on page 3268

• hello-authentication-key on page 3277
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hello-interval (Protocols IS-IS)

Syntax hello-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Modify the frequencywithwhich the routingdevicesendshellopacketsoutofan interface,

in seconds.

Routing devices send hello packets at a fixed interval on all interfaces to establish and

maintain neighbor relationships. This interval is advertised in the hello interval field in the

hello packet.

You can send out hello packets in subsecond intervals. To send out hello packets every

333milliseconds, set the hello-interval value to 1.

Options seconds—Frequency of transmission for hello packets.

Range: 1 through 20,000 seconds

Default: 3 seconds (for designated intermediate system [DIS] routers), 9 seconds (for

non-DIS routers)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• hold-time
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hello-padding

Syntax hello-padding (adaptive | disable | loose | strict);

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure padding on hello packets to accommodate asymmetrical maximum transfer

units (MTUs) from different hosts.

This helps to prevent a premature adjacency Up state when one routing device’s MTU

does not meet the requirements to establish the adjacency.

As an OSI Layer 2 protocol, IS-IS does not support data fragmentation. Therefore,

maximumpacket sizesmust be established and supported between two routers. During

adjacency establishment, the IS-IS protocol makes sure that the link supports a packet

size of 1492 bytes by padding outgoing hello packets up to the maximum packet size of

1492 bytes.

This is the default behavior of the Junos OS IS-IS implementation. However, Junos OS

provides an option to disable hello padding that can override this behavior.

There are four types of hello padding:

• Adaptive padding—Onpoint-to-point connections, the hello packets are padded from

the initial detection of a new neighbor until the neighbor verifies the adjacency as Up

in the adjacency state type, length, and value (TLV) tuple. If the neighbor does not

support theadjacencystateTLV, thenpaddingcontinues.OnLANconnections, padding

starts from the initial detection of a new neighbor until there is at least one active

adjacency on the interface. Adaptive padding has more overhead than loose padding

and is able to detect MTU asymmetry from one side of the connection. This one-sided

detection can result in generation of extra link-state PDUs that are flooded throughout

the network. Specify the adaptive option to configure enough padding to establish an

adjacency to neighbors.

• Disabled padding—Padding is disabled on all types of interfaces for all adjacency

states. Specify the disable option to accommodate interfaces that support less than

the default packet size of 1492 bytes.

• Loose padding (the default)—The hello packet is padded from the initial detection of

a new neighbor until the adjacency transitions to the Up state. Loose padding might

not be able to detect certain situations such as asymmetrical MTUs between the

routing devices. Specify the loose option to configure enough padding to initialize an

adjacency to neighbors.
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• Strict padding—Padding is done on all interface types and for all adjacency states, and

is continuous. Strict padding has the most overhead. The advantage is that strict

paddingdetectsMTU issuesonboth sidesof a link. Specify the strictoption toconfigure

padding to allow all adjacency states with neighbors.

Options adaptive—Configure padding until the neighbor adjacency is established and active.

disable—Disable padding on all types of interfaces for all adjacency states.

loose—Configure padding until the state of the adjacency is initialized.

strict—Configure padding for all adjacency states.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS
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hold-time (Protocols IS-IS)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-namelevel
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Set the length of timeaneighbor considers this router to be operative (up) after receiving

a hello packet. If the neighbor does not receive another hello packet within the specified

time, itmarks this routing device as inoperative (down). The hold time itself is advertised

in the hello packets.

The hold time specifies how long a neighbor should consider this routing device to be

operative without receiving another hello packet. If the neighbor does not receive a hello

packet from this routing device within the hold time, it marks the routing device as being

unavailable.

Options seconds—Hold-time value, in seconds.

Range: 3 through 65,535 seconds, or 1 to send out hello packets every 333milliseconds

Default: 9 seconds (for designated intermediate system [DIS] routers), 27 seconds (for

non-DIS routers; three times the default hello interval)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS

• hello-interval on page 3280
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ignore-attached-bit

Syntax ignore-attached-bit;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Ignore the attached bit on IS-IS Level 1 routers. Configuring this statement enables the

routing device to ignore the attached bit on incoming Level 1 link-state PDUs. If the

attached bit is ignored, no default route, which points to the routing devicewhich has set

the attached bit, is installed.

There might be times, such as during a denial-of-service (DoS) attack, that you do not

want a Level 1 router to be able to forward traffic based on a default route.

To prevent a routing device from being able to reach interarea destinations, you can

prevent the routing device from installing the default route without affecting the status

of its IS-IS adjacencies. The ignore-attached-bit statement is used to tell the routing

device to ignore the presence of the attached bit in Level 1 link-state PDUs, which blocks

the installation of the IS-IS default route.

Default The ignore-attached-bit statement is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•
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interface (Protocols IS-IS)

Syntax interface (all | interface-name) {
disable;
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
multiplier number;

}
checksum;
csnp-interval (seconds | disable);
hello-padding (adaptive | loose | strict);
ldp-synchronization {
disable;
hold-time seconds;

}
lsp-intervalmilliseconds;
mesh-group (value | blocked);
no-adjacency-holddown;
no-ipv4-multicast;
no-ipv6-multicast;
no-ipv6-unicast;
no-unicast-topology;
passive;
point-to-point;
level level-number {
disable;
hello-authentication-key key;
hello-authentication-key-chain key-chain-name;
hello-authentication-type authentication;
hello-interval seconds;
hold-time seconds;
ipv4-multicast-metricmetric;
ipv6-multicast-metricmetric;
ipv6-unicast-metricmetric;
metricmetric;
passive;
priority number;
te-metricmetric;

}
}
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Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure interface-specific IS-ISproperties. Toconfiguremore thanone interface, include

the interface statement multiple times.

Enabling IS-IS on an interface (by including the interface statement at the [edit protocols

isis] or the [edit routing-instances routing-instance-name protocols isis] hierarchy level),

disabling it (by including the disable statement), and not actually having IS-IS run on an

interface (by including the passive statement) are mutually exclusive states.

Options all—Have JunosOScreate IS-IS interfacesautomatically. If you include this option, disable

IS-IS on themanagement interface (fxp0).

interface-name—Name of an interface. Specify the full interface name, including the

physical and logical address components.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS

• Example: Configuring Multi-Level IS-IS
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ipv4-multicast

Syntax ipv4-multicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis topologies],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis topologies],

[edit protocols isis topologies],
[edit routing-instances routing-instance-name protocols isis topologies]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure alternate IPv4multicast topologies.

NOTE: The IS-IS interfacemetrics for the IPv4 topology can be configured
independentlyof the IPv6metrics. Youcanalso selectivelydisable interfaces
from participating in the IPv6 topology while continuing to participate in the
IPv4 topology. This lets you exercise control over the paths that unicast data
takes through a network.

Default Multicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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ipv4-multicast-metric

Syntax ipv4-multicast-metricmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the multicast topology metric value for the level.

Options metric—Metric value.

Range: 0 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241

ipv6-multicast

Syntax ipv6-multicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis topologies],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis topologies],

[edit protocols isis topologies],
[edit routing-instances routing-instance-name protocols isis topologies]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure alternate IPv6multicast topologies.

Default Multicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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ipv6-multicast-metric

Syntax ipv6-multicast-metricmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify the IPv6 alternate multicast topology metric value for the level.

Options metric—Metric value.

Range: 0 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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ipv6-unicast

Syntax ipv6-unicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis topologies],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis topologies],

[edit protocols isis topologies],
[edit routing-instances routing-instance-name protocols isis topologies]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure alternate IPv6 unicast topologies.

This statement causes IS-IS to calculate an alternate IPv6 unicast topology, in addition

to the normal IPv4 unicast topology, and add the corresponding routes to inet6.0.

NOTE: The IS-IS interfacemetrics for the IPv4 topology can be configured
independentlyof the IPv6metrics. Youcanalso selectivelydisable interfaces
from participating in the IPv6 topology while continuing to participate in the
IPv4 topology. This lets you exercise control over the paths that unicast data
takes through a network.

Default IPv6 unicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232
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ipv6-unicast-metric

Syntax ipv6-unicast-metricmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify the IPv6 unicast topology metric value for the level. The IS-IS interface metrics

for the IPv4 topology can be configured independently of the IPv6metrics.

Options metric—Metric value.

Range: 0 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232
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isis

Syntax isis { ... }

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable IS-IS routing on the routing device or for a routing instance.

The isis statement is the one statement youmust include in the configuration to run IS-IS

on the routing device or in a routing instance.

Default IS-IS is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS on page 3197

• Example: Configuring Multi-Level IS-IS on page 3203
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level (Global IS-IS)

Syntax level level-number {
authentication-key key;
authentication-key-chain (Protocols IS-IS) key-chain-name;
authentication-type type;
external-preference preference;
no-csnp-authentication;
no-hello-authentication;
no-psnp-authentication;
preference preference;
wide-metrics-only;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the global-level properties.

YoucanadministrativelydivideasingleAS into smaller groupscalledareas.Youconfigure

each routing device interface to be in an area. Any interface can be in any area. The area

address applies to the entire routing device. You cannot specify one interface to be in

one area and another interface in a different area. To route between areas, youmust

have two adjacent Level 2 routers that communicate with each other.

Level 1 routers can only route within their IS-IS area. To send traffic outside their area,

Level 1 routersmust sendpackets to thenearest intra-areaLevel 2 router. A routingdevice

can be a Level 1 router, a Level 2 router, or both. You specify the router level on a

per-interface basis, and a routing device becomes adjacent to other routing devices on

the same level on that link only.

You can configure one Level 1 routing process and one Level 2 routing process on each

interface, and you can configure the two levels differently.

Options level-number—IS-IS level number.

Values: 1 or 2

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS

• Example: Configuring Multi-Level IS-IS
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loose-authentication-check

Syntax loose-authentication-check;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Allow the use of MD5 authentication without requiring network-wide deployment.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Hitless Authentication Key Rollover for IS-IS
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lsp-interval

Syntax lsp-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the link-state PDU interval time.

By default, the routing device sends one link-state PDU packet out an interface every

100milliseconds. To disable the transmission of all link-state PDUs, set the interval to 0.

Link-state PDU throttling by use of the lsp-interval statement controls the flooding pace

to neighboring routing devices in order to not overload them.

Also, consider that control traffic (such as link-state PDUs and related packets) might

delay user traffic (information packets) because control traffic always has precedence

in terms of scheduling on the routing device interface cards. Unfortunately, the control

traffic transmission rate is not decreased on low-bandwidth interfaces, such as DS-0 or

fractional T1 and E1 interface. Line control traffic stays the same. On a low-bandwidth

circuit that is transmitting 30 full-MTU-sized packets, there is not much bandwidth left

over for other types of packets.

Default By default, the routing device sends one link-state PDU out an interface every

100milliseconds.

Options milliseconds—Numberofmillisecondsbetween thesendingof link-statePDUs.Specifying

a value of 0 blocks all link-state PDU transmission.

Range: 0 through 1000milliseconds

Default: 100milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring theTransmission Frequency for Link-StatePDUson IS-IS Interfaces
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lsp-lifetime

Syntax lsp-lifetime seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how long a link-state PDU originating from the routing device should persist in

thenetwork.The routingdevicesends link-statePDUsoftenenoughso that the link-state

PDU lifetime never expires.

Because link-statePDUshaveamaximum lifetime, theyneed tobe refreshed. Refreshing

means that a routing device needs to re-originate its link-state PDUs periodically. The

re-origination interval must be less than the link-state PDU’s lifetime. For example, if the

link-statePDU is valid for 1200 seconds, the routing device needs to refresh the link-state

PDU in less than 1200 seconds to avoid removal of the link-state PDU from the link-state

databasebyother routingdevices.The recommendedmaximumlink-statePDUorigination

interval is the lifetimeminus 300 seconds. So, in a default environment this would be

900 seconds. In Junos OS, the refresh interval is derived from the lifetime and is equal

to the lifetimeminus 317 seconds. You can change the lifetime to a higher value to reduce

the number of refreshes in the network. (You would rarely want to increase the number

of refreshes.) Often theses periodic link-state PDU refreshes are referred to as refresh

noise, and network administrators want to reduce this noise as much as possible.

The show isis overview command displays the link-state PDU lifetime.

Default By default, link-state PDUs are maintained in network databases for 1200 seconds

(20minutes) before being considered invalid. This length of time, called the LSP lifetime,

normally is sufficient to guarantee that link-state PDUs never expire.

Options seconds—link-state PDU lifetime, in seconds.

Range: 350 through 65,535 seconds

Default: 1200 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring theTransmission Frequency for Link-StatePDUson IS-IS Interfaces

• http://www.juniper.net/us/en/training/certification/JNCIP_studyguide.pdf
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max-areas

Syntax max-areas number;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis]

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Modify the maximum number of IS-IS areas advertised.

This value is included in the Maximum Address Area field of the IS-IS common PDU

header included in all outgoing PDUs.

Themaximum number of areas you can advertise is restricted to 36 to ensure that the

IIH PDUs have enough space to include other type, length, and value (TLV) fields, such

as the Authentication and IPv4 and IPv6 Interface Address TLVs.

Options number—Maximumnumberofareas to include in the IS-IShello (IIH)PDUsand link-state

PDUs.

Range: 3 through 36

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multi-Level IS-IS
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mesh-group (Protocols IS-IS)

Syntax mesh-group (blocked | value);

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an interface to bepart of amesh group,which is a set of fully connectednodes.

Amesh group is a set of routing devices that are fully connected. That is, they have a fully

meshed topology. When link-state PDUs are being flooded throughout an area, each

router within a mesh group receives only a single copy of a link-state PDU instead of

receiving one copy from each neighbor, thus minimizing the overhead associated with

the flooding of link-state PDUs.

To create amesh group and designate that an interface be part of the group, assign a

mesh-group number to all the routing device interfaces in the group. To prevent an

interface in the mesh group from flooding link-state PDUs, configure blocking on that

interface.

Options blocked—Configure the interface so that it does not flood link-state PDUs.

value—Number that identifies the mesh group.

Range: 1 through 4,294,967,295 (232 – 1; 32 bits are allocated to identify a mesh group)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Mesh Groups of IS-IS Interfaces
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metric (Protocols IS-IS)

Syntax metricmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the metric value for the level.

All IS-IS routes have a cost, which is a routing metric that is used in the IS-IS link-state

calculation. The cost is an arbitrary, dimensionless integer that can be from 1 through 63,

or from 1 through 16,777,215 (2
24
– 1) if you are using widemetrics.

Similar to other routing protocols, IS-IS provides a way of exporting routes from the

routing table into the IS-IS network. When a route is exported into the IS-IS network

without a specified metric, IS-IS uses default metric values for the route, depending on

the protocol that was used to learn the route.

Table 241 on page 3299 depicts IS-IS route export metric default values.

Table 241: Default Metric Values for Routes Exported into IS-IS

Default Metric ValueProtocol Used for Learning the Route

10Direct

Same as reported by the protocol used for exporting the routeStatic

10Aggregate

10Generate

Same as reported by the protocol used for exporting the routeRIP

Same as reported by the protocol used for exporting the routeOSPF

10BGP

The default metric values behavior can be customized by using routing policies.

Options metric—Metric value.

Range: 1 through 63, or 1 through 16,777,215 (if you have configured widemetrics)
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Default: 10 (for all interfaces except lo0), 0 (for the lo0 interface)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: EnablingWide IS-IS Metrics for Traffic Engineering

• te-metric

• wide-metrics-only on page 3325

no-adjacency-holddown

Syntax no-adjacency-holddown;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable the hold-down timer for IS-IS adjacencies.

A hold-down timer delays the advertising of adjacencies by waiting until a time period

has elapsed before labeling adjacencies in the up state. You can disable this hold-down

timer,which labels adjacencies up faster. However, disabling thehold-down timer creates

more frequent link-state PDU updates and SPF computation.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• hold-time on page 3283
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no-authentication-check

Syntax no-authentication-check;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Generate authenticated packets and check the authentication on received packets, but

do not reject packets that cannot be authenticated.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•

• csnp-interval on page 3272

• hello-authentication-type on page 3279

no-csnp-authentication

Syntax no-csnp-authentication;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Suppress authentication check on complete sequence number PDU (CSNP) packets.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• csnp-interval on page 3272
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no-hello-authentication

Syntax no-hello-authentication;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Suppress authentication check on complete sequence number hello packets.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• hello-authentication-type on page 3279

no-ipv4-multicast

Syntax no-ipv4-multicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Exclude an interface from IPv4multicast topologies.

Default Multicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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no-ipv4-routing

Syntax no-ipv4-routing;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable IP version 4 (IPv4) routing.

Disabling IPv4 routing has the following results:

• The routing device does not advertise the network layer protocol identifier (NLPID) for

IPv4 in the Junos OS link-state PDU fragment zero.

• The routing device does not advertise any IPv4 prefixes in Junos OS link-state PDUs.

• The routing device does not advertise the NLPID for IPv4 in Junos OS hello packets.

• The routing device does not advertise any IPv4 addresses in Junos OS hello packets.

• The routing device does not calculate any IPv4 routes.

NOTE: Note: Even when no-ipv4-routing is configured, an IS-IS traceoptions

logcan list rejected IPv4addresses.Whenaconfiguration iscommitted, IS-IS
schedules a scan of the routing table to determine whether any routes need
to be exported into the IS-IS link state database. The implicit default export
policy action is to reject everything. IPv4 addresses from the routing table
are examined for export, rejected by the default policy, and the rejections are
logged.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232
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no-ipv6-multicast

Syntax no-ipv6-multicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Exclude an interface from the IPv6multicast topologies.

Default Multicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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no-ipv6-routing

Syntax no-ipv6-routing;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Disable IP version 6 (IPv6) routing.

Disabling IPv6 routing has the following results:

• The routing device does not advertise the network layer protocol identifier (NLPID) for

IPv6 in the Junos OS link-state PDU fragment zero.

• The routing device does not advertise any IPv6 prefixes in Junos OS link-state PDUs.

• The routing device does not advertise the NLPID for IPv6 in Junos OS hello packets.

• The routing device does not advertise any IPv6 addresses in Junos OS hello packets.

• The routing device does not calculate any IPv6 routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232
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no-ipv6-unicast

Syntax no-ipv6-unicast;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Excludean interface fromthe IPv6unicast topologies. This enables you toexercise control

over the paths that unicast data takes through a network.

Default IPv6 unicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232

no-psnp-authentication

Syntax no-psnp-authentication;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Suppress authentication check on partial sequence number PDU (PSNP) packets.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IS-IS Authentication on page 3262
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no-unicast-topology

Syntax no-unicast-topology;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Exclude an interface from the IPv4 unicast topologies.

Default IPv4 unicast topologies are disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Multicast Topology on page 3241
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overload (Protocols IS-IS)

Syntax overload {
advertise-high-metrics;
allow-route-leaking;
timeout seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the local routing device so that it appears to be overloaded. This statement

causes the routing device to continue participating in IS-IS routing, but prevents it from

being used for transit traffic. Traffic destined to immediately attached subnets continues

to transit the routing device.

You can also advertise maximum link metrics in network layer reachability information

(NLRI) instead of setting the overload bit.

You configure or disable overloadmode in IS-IS with or without a timeout. Without a

timeout, overloadmode is set until it is explicitly deleted from the configuration. With a

timeout, overloadmode is set if the time elapsed since the IS-IS instance started is less

than the specified timeout.

A timer is started for the difference between the timeout and the time elapsed since the

instance started. If the time elapsed after the IS-IS instance is enabled is less than the

specified timeout, overloadmode is set.When the timerexpires, overloadmode is cleared.

Inoverloadmode, the routingdevice IS-ISadvertisementsareoriginatedwith theoverload

bit set. This causes the transit traffic to take paths around the routing device. However,

the overloaded routing device’s own links are still accessible.

The value of the overload bit depends on these three scenarios:

1. When the overload bit has already been set to a given value and the routing process

is restarted: Link-state PDUs are regenerated with the overload bit cleared.

2. When the overload bit is reset to a lesser value while the routing process is running:

Link-state PDUs are regenerated with the overload bit cleared.

3. When the overload bit is reset to a greater value while the routing process is running:

Link-state PDUs are regenerated with the overload bit set to the difference between

the old and new value.

Inoverloadmode, the routingdeviceadvertisement is originatedwithall the transit routing

device links (except stub) set to ametric of 0xFFFF. The stub routing device links are
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advertised with the actual cost of the interfaces corresponding to the stub. This causes

the transit traffic toavoid theoverloaded routingdeviceand takepathsaround the routing

device.

Tounderstand the reason for setting theoverloadbit, consider thatBGPconverges slowly.

It is not very good at detecting that a neighbor is down because it has slow-paced

keepalive timers. Once the BGP neighbor is determined to be down, it can take up to 2

minutes for a BGP router to declare the neighbor down. IS-IS is much quicker. IS-IS only

takes 10-30 seconds to detect absent peers. It is the slowness of BGP, more precisely

the slowness of internal BGP (IBGP), that necessitates the use of the overload bit. IS-IS

and BGP routing are mutually dependent on each other. If both do not converge at the

same time, traffic is dropped without notification (black holed).

Youmight want to configure the routing device so that it appears to be overloadedwhen

you are restarting routing on the device. Setting the overload bit for a fixed amount of

time right after a restart of the routing protocol process (rpd) ensures that the router

does not receive transit traffic while the routing protocols (especially IBGP) are still

converging.

Setting the overload bit is useful when performing hardware or software maintenance

work on a routing device. After the maintenance work, clear the overload bit to carry on

forwarding transit traffic.Manual clearing of the overloadbit is not alwayspossible.What

is needed is an automated way of clearing the overload bit after some amount of time.

Most networks use a time value of 300 seconds. This 5-minute value provides a good

balance, allowing time to bring up even large internal IBGPmeshes, while still relatively

quick.

Another appropriate application for setting for the overload bit is on dedicated devices

suchasBGP route reflectors,whichare intentionally notmeant to carry any transit traffic.

In this case, you would not use the timer.

You can verify that the overload bit is set by running the show isis database command.
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Options advertise-high-metrics—Advertise maximum link metrics in NLRIs instead of setting the

overload bit.

Theadvertise-high-metric setting is only validwhile the routingdevice is in overloadmode.

When advertise-high-metric is configured, IS-IS does not set the overloadbit. Rather,

it sets the metric to 63 or 16,777,214, depending whether wide metrics are enabled.

This allows the overloaded routing device to be used for transit as a last resort.

An L1-L2 router in overloadmode stops leaking route information between L1 and L2

levels and clears its attached bit. This is also true when advertise-high-metrics is

configured.

allow-route-leaking—Enable leaking of route information into the network even if the

overload bit is set.

NOTE: The allow-route-leaking option does not work if the routing device is

in dynamic overloadmode. Dynamic overload can occur if the device has
exceeded its resource limits, such as the prefix limit.

timeout seconds—Number of seconds at which the overloading is reset.

Range: 60 through 1800 seconds

Default: 0 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS
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passive (Protocols IS-IS)

Syntax passive;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name],
[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Advertise the direct interface addresses on an interface or into a level on the interface

without actually running IS-IS on that interface or level.

This statement effectively prevents IS-IS from running on the interface. To enable IS-IS

on an interface, include the interface statement at the [edit protocols isis] or the [edit

routing-instances routing-instance-name protocols isis] hierarchy level. To disable it,

include the disable statement at those hierarchy levels. The three states—enabling,

disabling, or not running IS-IS on an interface—are mutually exclusive.

NOTE: Configuring IS-IS on a loopback interface automatically renders it as
a passive interface, irrespective of whether the passive statement was used

in the configuration of the interface.

If neither passivemode nor the family iso option is configured on the IS-IS interface, then

the routing device treats the interface as not being operational, and no direct IPv4/IPv6

routes are exported into IS-IS. (You configure the family iso option at the [edit interfaces

interface-name unit logical-unit-number] hierarchy level.)

Default Bydefault, IS-ISmustbeconfiguredonan interfaceora level for direct interfaceaddresses

to be advertised into that level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multi-Level IS-IS on page 3203

• disable
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point-to-point

Syntax point-to-point;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name],

[edit protocols isis interface interface-name],
[edit routing-instances routing-instance-name protocols isis interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an IS-IS interface to behave like a point-to-point connection.

You can use the point-to-point statement to configure a LAN interface to act like a

point-to-point interface for IS-IS. You do not need an unnumbered LAN interface, and it

has no effect if configured on an interface that is already point-to-point.

The point-to-point statement affects only IS-IS protocol procedures on that interface.

All other protocols continue to treat the interface as a LAN interface. Only two IS-IS

routing devices can be connected to the LAN interface, and both must be configured as

point-to-point.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• IS-IS Overview on page 3189

• Understanding IS-IS Designated Routers on page 3259

• Example: Configuring Synchronization Between IS-IS and LDP

Copyright © 2014, Juniper Networks, Inc.3312

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



preference (Protocols IS-IS)

Syntax preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the preference of internal routes.

Route preferences (also known as administrative distances) are used to select which

route is installed in the forwarding table when several protocols calculate routes to the

same destination. The route with the lowest preference value is selected.

To change the preference values, include the preference statement (for internal routes)

or the external-preference statement.

Options preference—Preference value.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 15 (for Level 1 internal routes), 18 (for Level 2 internal routes), 160 (for Level 1
external routes), 165 (for Level 2 external routes)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Route Preferences Overview

• Example: Redistributing OSPF Routes into IS-IS

• Example: Redistributing BGP Routes with a Specific Community Tag into IS-IS

• external-preference on page 3275
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prefix-export-limit (Protocols IS-IS)

Syntax prefix-export-limit number;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a limit to the number of prefixes exported into IS-IS.

By default, there is no limit to the number of prefixes that can be exported into IS-IS. To

configure a limit to the number of prefixes that can be exported into IS-IS, include the

prefix-export-limit statement. The prefix-export-limit statement protects the rest of the

network from amalicious policy by applying a threshold filter for exported routes.

The number of prefixes depends on the size of your network. Good design advice is to

set it to double the total number of IS-IS Level 1 and Level 2 routing devices in your

network.

If the number of prefixes exported into IS-IS exceeds the configured limit, the overload

bit is set and the overload state is reached. When other routers detect that this bit is set,

theydonot use this routingdevice for transit traffic, but theydouse it for packetsdestined

to the overloaded routing device’s directly connected networks and IP prefixes. The

overload state can be cleared by using the clear isis overload command.

The show isis overview command displays the prefix export limit when it is configured.

Options number—Prefix limit.

Range: 0 through 4,294,967,295 (232 – 1)

Default: None

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Redistributing BGP Routes with a Specific Community Tag into IS-IS

• Example: Redistributing OSPF Routes into IS-IS
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priority (Protocols IS-IS)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols isis interface interface-name level
level-number],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis interface interface-name level level-number],

[edit protocols isis interface interface-name level level-number],
[edit routing-instances routing-instance-name protocols isis interface interface-name level
level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the interface’s priority for becoming the designated router. The interface with

the highest priority value becomes that level’s designated router.

The priority value is meaningful only on amultiaccess network. It has nomeaning on a

point-to-point interface.

A routing device advertises its priority to become a designated router in its hello packets.

On all multiaccess networks, IS-IS uses the advertised priorities to elect a designated

router for the network. This routing device is responsible for sending network link-state

advertisements, which describe all the routing devices attached to the network. These

advertisements are flooded throughout a single area.

A routing device’s priority for becoming the designated router is indicated by an arbitrary

number from0through 127. Routingdeviceswithahigher valuearemore likely tobecome

the designated router.

Options number—Priority value.

Range: 0 through 127

Default: 64

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS Designated Routers on page 3258
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reference-bandwidth (Protocols IS-IS)

Syntax reference-bandwidth reference-bandwidth;

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Optimize routing based on bandwidth by setting the reference bandwidth used in

calculating the default interface cost.

All IS-IS interfaces havea cost,which is a routingmetric that is used in the IS-IS link-state

calculation. Routes with lower total path metrics are preferred over those with higher

path metrics. When there are several equal-cost routes to a destination, traffic is

distributed equally among them.

The cost of a route is described by a single dimensionlessmetric that is determined using

the following formula:

cost = reference-bandwidth/bandwidth

For example, if you set the reference bandwidth to 1 Gbps (that is, reference-bandwidth

is set to 1,000,000,000), a 100-Mbps interface has a routing metric of 10.

All IS-IS interfaces havea cost,which is a routingmetric that is used in the IS-IS link-state

calculation. Routes with lower total path metrics are preferred over those with higher

path metrics.

Options reference-bandwidth—Reference bandwidth value in bits per second.

Range: 9600 through 1,000,000,000,000 bps

Default: None

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS

• http://www.juniper.net/us/en/training/certification/JNCIP_studyguide.pdf
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rib-group (Protocols IS-IS)

Syntax rib-group {
inet group-name;
inet6 group-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Install routes learned from IS-IS routing instances into routing tables in the IS-IS routing

table group. You can install IPv4 routes or IPv6 routes.

Support for IPv6 routing table groups in IS-IS enables IPv6 routes that are learned from

IS-IS routing instances to be installed into other routing tables defined in an IS-IS routing

table group.

Options group-name—Name of the routing table group.

inet—Install IPv4 IS-IS routes.

inet6—Install IPv6 IS-IS routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• Example: Importing Direct and Static Routes Into a Routing Instance

• Understanding Multiprotocol BGP
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topologies (Protocols IS-IS)

Syntax topologies {
ipv4-multicast;
ipv6-multicast;
ipv6-unicast;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure alternate IS-IS topologies.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IS-IS IPv4 and IPv6 Unicast Topologies on page 3232

• Example: Configuring IS-IS Multicast Topology on page 3241
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traceoptions (Protocols IS-IS)

Syntax traceoptions {
file name <size size> <files number> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis],

[edit protocols isis],
[edit routing-instances routing-instance-name protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure IS-ISprotocol-level tracingoptions. To specifymore thanone tracingoperation,

includemultiple flag statements.

NOTE: The traceoptions statement is not supported on QFabric systems.

Default The default IS-IS protocol-level tracing options are those inherited from the routing

protocols traceoptions statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file name—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks (“ ”). All files are placed in the directory /var/log. We

recommend that you place IS-IS tracing output in the file isis-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 10 files

flag flag—Tracing operation to perform. To specify more than one flag, includemultiple

flag statements.

IS-IS Protocol-Specific Tracing Flags
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• csn—Complete sequence number PDU (CSNP) packets

• error—Errored IS-IS packets

• graceful-restart—Graceful restart operation

• hello—Hello packets

• ldp-synchronization—Synchronization between IS-IS and LDP

• lsp—Link-state PDUs

• lsp-generation—Link-state PDU generation packets

• packets—All IS-IS protocol packets

• psn—Partial sequence number PDU (PSNP) packets

• spf—Shortest-path-first calculations

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations, including adjacency changes

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Provide detailed trace information.

• receive—Trace the packets being received.

• send—Trace the packets being transmitted.

no-world-readable—(Optional) Prevent any user from reading the log file.
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size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0.When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then, the oldest trace file is

overwritten. Note that if you specify a maximum file size, you also must specify a

maximum number of trace files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Transmission Frequency for CSNPs on IS-IS Interfaces

• Example: Configuring theTransmission Frequency for Link-StatePDUson IS-IS Interfaces

• Example: Enabling Packet Checksums on IS-IS Interfaces
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traffic-engineering (Protocols IS-IS)

Syntax traffic-engineering {
disable;
credibility-protocol-preference;
family inet {
shortcuts {
multicast-rpf-routes;

}
}
family inet6 {
shortcuts;

}
multipath {
lsp-equal-cost;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols isis],
[edit protocols isis]

Release Information Statement introduced before Junos OS Release 7.4.

Support for the family statement introduced in Junos OS Release 9.3.

Support for thecredibility-protocol-preference statement introduced in JunosOSRelease

9.4.

Support for themultipath statement introduced in Junos OS Release 9.6.

Support for the lsp-equal-cost statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure traffic engineering properties for IS-IS.

IS-IS always performs shortest-path-first (SPF) calculations to determine next hops.

For prefixes reachable through a particular next hop, IS-IS places that next hop for that

prefix in the inet.0 routing table. In addition, for routers running MPLS, IS-IS installs the

prefix for IPv4 routes in the inet.3 routing table as well. The inet.3 table, which is present

on the ingress router, contains the host address of eachMPLS label-switchedpath (LSP)

egress router. BGP uses this routing table to resolve next-hop addresses.

If you enable IS-IS traffic engineering shortcuts and if there is a label-switched path to

a point along the path to that prefix, IS-IS installs the prefix in the inet.3 routing table

and uses the LSP as a next hop. The net result is that for BGP egress routers for which

there is no LSP, BGPautomatically uses an LSPalong the path to reach the egress router.

In JunosOSRelease 9.3 and later, IS-IS traffic engineering shortcuts support IPv6 routes.

LSPs to be used for shortcuts continue to be signaled using IPv4. However, by default,

shortcut routes calculated through IPv6 routes are added to the inet6.3 routing table.

The default behavior is for only BGP to use LSPs in its calculations. If you configureMPLS

so that both BGPand interior gateway protocols use LSPs for forwarding traffic, shortcut

routes calculated through IPv6 are added to the inet6.0 routing table. IS-IS ensures that

the IPv6 routes running over the IPv4 MPLS LSP are correctly de-encapsulated at the
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tunnel egress by pushing an extra IPv6 explicit null label between the IPv6 payload and

the IPv4 transport label.

RSVP LSPs with a higher preference than IS-IS routes are not considered during the

computation of traffic engineering shortcuts.

To configure IS-IS so that it uses LSPs as shortcuts when installing information in the

inet.3 or inet6.3 routing table, include the following statements:

family inet {
shortcuts {
multicast-rpf-routes;

}
}
family inet6 {
shortcuts;

}

For IPv4 traffic, include the inet statement. For IPv6 traffic, include the inet6 statement.

To configure load balancing across multiple LSPs, include themultipath statement.

When traffic engineering shortcuts are used, RSVP first looks at themetric2 value, which

is derived from the IGP cost. After this, RSVP considers the LSPmetric value. So, if a

certain path changes for an LSP and the cost changes, not all LSPs are used to load-

balance the network.

When a route with an improvedmetric is added to the IS-IS internal routing table, IS-IS

flushes all next-hop information (including LSP next-hop information) for a route. This

is undesirable, because certain equal-cost multipath (ECMP) combinations can be lost

during route calculation. To override this default behavior for load balancing, include the

lsp-equal-cost statement to retain the equal cost path information in the routing table.

multipath {
lsp-equal-cost;

}

Because the inet.3 routing table is present only on ingress routers, you can configure LSP

shortcuts only on these routers.

Default IS-IS traffic engineering support is enabled.

By default, IS-IS supports traffic engineering by exchanging basic information with the

traffic engineering database. To disable this support, and to disable IS-IS shortcuts if

they are configured, include the disable statement.
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Options credibility-protocol-preference—Specify that IS-IS should use the configured protocol

preference for IGP routes to determine the traffic engineering database credibility

value. By default, the traffic engineering database prefers IS-IS routes even when

the routes of another IGP are configured with a lower, that is, more preferred value.

Use this statement to override this default behavior.

The traffic engineering database assigns a credibility value to each IGP and prefers

the routes of the IGP with the highest credibility value. In Junos OS Release 9.4 and

later, you can configure IS-IS to take protocol preference into account to determine

the traffic engineering database credibility value. When protocol preference is used

to determine the credibility value, IS-IS routes are not automatically preferred by

the traffic engineering database, depending on your configuration. For example,

OSPF routes have a default preference value of 10, whereas IS-IS Level 1 routes have

a default preference value of 15.When protocol preference is enabled, the credibility

value is determined by deducting the protocol preference value from a base value

of 512. Using default protocol preference values, OSPF has a credibility value of 502,

whereas IS-IShasacredibility valueof497. Because the traffic engineeringdatabase

prefers IGP routes with the highest credibility value, OSPF routes are now preferred.

NOTE: This feature is also supported for OSPFv2.

lsp-equal-cost—Configure LSPs to be retained as equal cost paths for load balancing

when a better pathmetric is found during the IS-IS internal routing table calculation.

When a route with an improvedmetric is added to the IS-IS internal routing table,

IS-IS flushes all next-hop information (including LSP next-hop information) for a

route.This isundesirable,becausecertainequal-costmultipath(ECMP)combinations

can be lost during route calculation. To override this default IS-IS behavior, include

the lsp-equal-cost statement for load balancing, so that the equal cost path

information is retained in the routing table.

multipath—Enable load balancing for multiple LSPs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling OSPF Traffic Engineering Support on page 3481

• Example: Enabling IS-IS Traffic Engineering Support

• traffic-engineering (OSPF) on page 3566
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wide-metrics-only

Syntax wide-metrics-only;

Hierarchy Level [edit logical-systems logical-system-name protocols isis level level-number],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
isis level level-number],

[edit protocols isis level level-number],
[edit routing-instances routing-instance-name protocols isis level level-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure IS-IS to generate metric values greater than 63 on a per IS-IS level basis.

Normally, IS-IS metrics can have values up to 63, and IS-IS generates two type, length,

and value (TLV) tuples, one for an IS-IS adjacency and the second for an IP prefix. To

allow IS-IS to support traffic engineering, a second pair of TLVs has been added to IS-IS,

one for IPprefixes and the second for IS-ISadjacencyand traffic engineering information.

With these TLVs, IS-IS metrics can have values up to 16,777,215 (2
24
– 1).

To configure IS-IS to generate only the new pair of TLVs and thus to allow the wider

range of metric values, include thewide-metrics-only statement.

Default Bydefault, JunosOSsupports the sendingand receivingofwidemetrics. JunosOSallows

amaximummetric value of 63 and generates both pairs of TLVs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: EnablingWide IS-IS Metrics for Traffic Engineering

• te-metric

3325Copyright © 2014, Juniper Networks, Inc.

Chapter 35: Configuration



Copyright © 2014, Juniper Networks, Inc.3326

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



CHAPTER 36

Administration

• Operational Commands on page 3327

Operational Commands

• clear isis adjacency

• clear isis database

• clear isis overload

• clear isis statistics

• show isis adjacency

• show isis authentication

• show isis database

• show isis hostname

• show isis interface

• show isis overview

• show isis route

• show isis statistics
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clear isis adjacency

Syntax clear isis adjacency
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>
<neighbor>

Syntax (EX Series
Switches and QFX

Series)

clear isis adjacency
<instance instance-name>
<interface interface-name>
<neighbor>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Remove entries from the IS-IS adjacency database.

Options none—Remove all entries from the adjacency database.

instance instance-name—(Optional)Clearall adjacencies for thespecified routing instance

only.

interface interface-name—(Optional)Clearall adjacencies for thespecified interfaceonly.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

neighbor—(Optional) Clear adjacencies for the specified neighbor only.

Required Privilege
Level

clear

Related
Documentation

show isis adjacency on page 3336•

List of Sample Output clear isis adjacency on page 3328

Output Fields See show isis adjacency for an explanation of output fields.

Sample Output

clear isis adjacency

The following sample output displays IS-IS adjacency database information before and

after the clear isis adjacency command is entered:

user@host> show isis adjacency
IS-IS adjacency database:
Interface     System         L State        Hold (secs) SNPA
so-1/0/0.0    karakul        3 Up                    26
so-1/1/3.0    1921.6800.5080 3 Up                    23
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so-5/0/0.0    1921.6800.5080 3 Up                    19

user@host> clear isis adjacency karakul

user@host> show isis adjacency
IS-IS adjacency database:
Interface     System         L State        Hold (secs) SNPA
so-1/0/0.0    karakul        3 Initializing          26
so-1/1/3.0    1921.6800.5080 3 Up                    24
so-5/0/0.0    1921.6800.5080 3 Up                    21
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clear isis database

Syntax clear isis database
<entries>
<instance instance-name>
<logical-system (all | logical-system-name)>
<purge>

Syntax (EX Series
Switches and QFX

Series)

clear isis database
<entries>
<instance instance-name>
<purge>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

purge option introduced in Junos OS Release 9.0.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Remove the entries from the IS-IS link-state database, which contains prefixes and

topology information. You can also use purgewith any of the options to initiate a

network-wide purge of link-state PDUs rather than the local deletion of entries from the

IS-IS link-state database.

CAUTION: In a production network, the purge command optionmight cause

short-term network-wide traffic disruptions.

Options none—Remove all entries from the IS-IS link-state database for all routing instances.

entries—(Optional) Name of the database entry.

instance instance-name—(Optional) Clear all entries for the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

purge—(Optional) Discard all entries in the IS-IS link-state database.

Required Privilege
Level

clear

Related
Documentation

show isis database on page 3342•

List of Sample Output clear isis database on page 3331

Output Fields See show isis database for an explanation of output fields.
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Sample Output

clear isis database

The following sample output displays IS-IS link-state database information before and

after the clear isis database command is entered:

user@host> show isis database
IS-IS level 1 link-state database:
LSP ID                  Sequence Checksum Lifetime (secs)
crater.00-00                0x12   0x84dd            1139
  1 LSPs
IS-IS level 2 link-state database:
LSP ID                  Sequence Checksum Lifetime (secs)
crater.00-00                0x19   0xe92c            1134
badlands.00-00              0x16   0x1454             985
carlsbad.00-00              0x33   0x220b            1015
ranier.00-00                0x2e   0xfc31            1007
1921.6800.5066.00-00        0x11   0x7313             566
1921.6800.5067.00-00        0x14   0xd9d4             939
  6 LSPs

user@host> clear isis database

user@host> show isis database
IS-IS level 1 link-state database:
LSP ID                  Sequence Checksum Lifetime (secs)

IS-IS level 2 link-state database:
LSP ID                  Sequence Checksum Lifetime (secs)
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clear isis overload

Syntax clear isis overload
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

clear isis overload
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Reset the IS-IS dynamic overload bit. This command can appear to not work, continuing

to display overload after execution. The bit is reset only if the root cause is corrected by

configuration remotely or locally.

When other routers detect that the overload bit is set, they do not use this routing device

for transit traffic, but theydouse it forpacketsdestined to theoverloaded routingdevice’s

directly connected networks and IP prefixes.

Options none—Reset the IS-IS dynamic overload bit.

instance instance-name—(Optional)Reset the IS-ISdynamicoverloadbit for the specified

routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show isis database on page 3342•

List of Sample Output clear isis overload on page 3332

Output Fields See show isis database for an explanation of output fields.

Sample Output

clear isis overload

The following sample output displays IS-IS database information before and after the

clear isis overload command is entered:

user@host> show isis database
IS-IS level 1 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
pro3-c.00-00                     0x4   0x10db     1185 L1 L2 Overload

  1 LSPs
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IS-IS level 2 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
pro3-c.00-00                     0x5   0x429f     1185 L1 L2 Overload

pro2-a.00-00                   0x91e   0x2589      874 L1 L2
pro2-a.02-00                     0x1    0xcbc      874 L1 L2
  3 LSPs

user@host> clear isis overload

user@host> show isis database
IS-IS level 1 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
pro3-c.00-00                     0xa   0x429e     1183 L1 L2
  1 LSPs

IS-IS level 2 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
pro3-c.00-00                     0xc   0x9c39     1183 L1 L2
pro2-a.00-00                   0x91e   0x2589      783 L1 L2
pro2-a.02-00                     0x1    0xcbc      783 L1 L2
  3 LSPs
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clear isis statistics

Syntax clear isis statistics
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

clear isis statistics
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Set statistics about IS-IS traffic to zero.

Options none—Set IS-IS traffic statistics to zero for all routing instances.

instance instance-name—(Optional) Set IS-IS traffic statistics to zero for the specified

routing instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

show isis statistics on page 3361•

List of Sample Output clear isis statistics on page 3334

Output Fields See show isis statistics for an explanation of output fields.

Sample Output

clear isis statistics

The following sample output displays IS-IS statistics before and after the

clear isis statistics command is entered:

user@host> show isis statistics
IS-IS statistics for merino:

PDU type     Received  Processed      Drops       Sent     Rexmit
LSP             12793      12793          0       8666        719
IIH            116751     116751          0     118834          0
CSNP           203956     203956          0     204080          0
PSNP             7356       7350          6       8635          0
Unknown             0          0          0          0          0
Totals         340856     340850          6     340215        719

Total packets received: 340856 Sent: 340934

SNP queue length:           0 Drops:          0
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LSP queue length:           0 Drops:          0

SPF runs:                1064
Fragments rebuilt:       1087
LSP regenerations:        436
Purges initiated:           0

user@host> clear isis statistics

user@host> show isis statistics
IS-IS statistics for merino:

PDU type     Received  Processed      Drops       Sent     Rexmit
LSP                 0          0          0          0          0
IIH                 3          3          0          3          0
CSNP                2          2          0          4          0
PSNP                0          0          0          0          0
Unknown             0          0          0          0          0
Totals              5          5          0          7          0

Total packets received: 5 Sent: 7

SNP queue length:           0 Drops:          0
LSP queue length:           0 Drops:          0

SPF runs:                   0
Fragments rebuilt:          0
LSP regenerations:          0
Purges initiated:           0
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show isis adjacency

Syntax show isis adjacency
<system-id>
<brief | detail | extensive>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis adjacency
<system-id>
<brief | detail | extensive>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about IS-IS neighbors.

Options none—Display standard information about IS-IS neighbors for all routing instances.

system id—(Optional) Display information about IS-IS neighbors for the specified

intermediate system.

brief | detail | extensive—(Optional) Display standard information about IS-IS neighbors

with the specified level of output.

instance instance-name—(Optional) Display information about IS-IS neighbors for the

specified routing instance.

logical-system (all | logical-system-name)—(Optional) Display information about IS-IS

neighbors for all logical systems or for a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear isis adjacency on page 3328•

List of Sample Output show isis adjacency on page 3338
show isis adjacency brief on page 3338
show isis adjacency detail on page 3339
show isis adjacency extensive on page 3339

Output Fields Table242onpage3336describes theoutput fields for the showisisadjacencycommand.

Output fields are listed in the approximate order in which they appear.

Table 242: show isis adjacency Output Fields

Level of OutputField DescriptionField Name

All levelsInterface through which the neighbor is reachable.Interface
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Table 242: show isis adjacency Output Fields (continued)

Level of OutputField DescriptionField Name

briefSystem identifier (sysid), displayed as a name, if possible.System

All levelsLevel:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

Anexclamationpoint (!)preceding the levelnumber indicates that theadjacency
is missing an IP address.

L or Level

All levelsState of the adjacency: Up, Down, New,One-way, Initializing, or Rejected.State

briefRemaining hold time of the adjacency.Hold (secs)

briefSubnetwork point of attachment (MAC address of the next hop).SNPA

detailHow long until the adjacency expires, in seconds.Expires in

detail extensivePriority to become the designated intermediate system.Priority

detailCount of adjacency status changes from Up to Down or from Down to Up.Up/Down
transitions

detailTime of the last Up/Down transition.Last transition

detailBit mask of levels on this interface: 1=Level 1 router; 2=Level 2 router; 3=both
Level 1 and Level 2 router.

Circuit type

detail extensiveProtocols supported by this neighbor.Speaks

detail extensiveMAC address of the interface.MAC address

detail extensiveSupported topologies.Topologies

detail extensiveWhether a neighbor is capable of graceful restart: Yes or No.Restart capable

detail extensiveThis routing device has signaled to advertise this interface to its neighbors in
their link-state PDUs.

Adjacency
advertisement:
Advertise

detail extensiveThis neighbor has signaled not to advertise the interface in the routing device's
outbound link-state PDUs.

Adjacency
advertisement:
Suppress

detail extensiveIP address of this neighbor.IP addresses
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Table 242: show isis adjacency Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveList of recent transitions, including:

• When—Time at which an IS-IS adjacency transition occurred.

• State—Current state of the IS-IS adjacency (up, down, or rejected).

• Up—Adjacency is up and operational.

• Down—Adjacency is down and not available.

• Rejected—Adjacency has been rejected.

• Event—Type of transition that occurred.

• Seenself—Possible routing loop has been detected.

• Interface down—IS-IS interface has gone down and is no longer available.

• Error—Adjacency error.

• Down reason—Reason that an IS-IS adjacency is down:

• 3-Way Handshake Failed—Connection establishment failed.

• Address Mismatch—Address mismatch caused link failure.

• Aged Out—Link expired.

• ISO AreaMismatch—IS-IS areamismatch caused link failure.

• Bad Hello—Unacceptable hello message caused link failure.

• BFD Session Down—Bidirectional failure detection caused link failure.

• Interface Disabled—IS-IS interface is disabled.

• Interface Down—IS-IS interface is unavailable.

• Interface Level Disabled—IS-IS level is disabled.

• Level Changed—IS-IS level has changed on the adjacency.

• Level Mismatch—Levels on adjacency are not compatible.

• MPLS LSP Down—Label-switched path (LSP) is unavailable.

• MTTopology Changed—IS-IS topology has changed.

• MTTopologyMismatch—IS-IS topology is mismatched.

• Remote System ID Changed—Adjacency peer system ID changed.

• Protocol Shutdown—IS-IS protocol is disabled.

• CLI Command—Adjacency brought down by user.

• Unknown—Unknown.

Transition log

Sample Output

show isis adjacency

user@host> show isis adjacency
Interface             System         L State        Hold (secs) SNPA
at-2/3/0.0            ranier         3  Up                   23

show isis adjacency brief

The output for the show isis adjacency brief command is identical to that for the show

isis adjacency command. For sample output, see show isis adjacency on page 3338.
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show isis adjacency detail

user@host> show isis adjacency detail
ranier
  Interface: at-2/3/0.0, Level: 3, State: Up, Expires in 21 secs
  Priority: 0, Up/Down transitions: 1, Last transition: 00:01:09 ago
  Circuit type: 3, Speaks: IP, IPv6
  Topologies: Unicast
  Restart capable: Yes
  IP addresses: 11.1.1.2

show isis adjacency extensive

user@host> show isis adjacency extensive
ranier
  Interface: at-2/3/0.0, Level: 3, State: Up, Expires in 22 secs
  Priority: 0, Up/Down transitions: 1, Last transition: 00:01:16 ago
  Circuit type: 3, Speaks: IP, IPv6
  Topologies: Unicast
  Restart capable: Yes
  IP addresses: 11.1.1.2
  Transition log:
  When                  State        Event           Down reason
  Wed Nov  8 21:24:25   Up           Seenself
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show isis authentication

Syntax show isis authentication
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis authentication
<instance instance-name>

Release Information Command introduced in Junos OS Release 7.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Support for hitless authentication key rollover introduced in Junos OS Release 11.2.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about IS-IS authentication.

Options none—Display information about IS-IS authentication.

instance instance-name—(Optional)Display IS-ISauthentication for thespecified routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show isis authentication on page 3341
show isis authentication (With Hitless Authentication Key Rollover
Configured) on page 3341

Output Fields Table 243 on page 3340 describes the output fields for the show isis authentication

command. Output fields are listed in the approximate order in which they appear.

Table 243: show isis authentication Output Fields

Field DescriptionField Name

Interface name.Interface

IS-IS level.Level

IS-IS Hello (IIH) packet authentication type.

Displays thenameof theactive keychain if hitless authentication key rollover
is configured.

IIH Auth

Complete sequence number authentication type.CSNAuth

Partial sequence number authentication type.PSNAuth
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Table 243: show isis authentication Output Fields (continued)

Field DescriptionField Name

Layer 1 link-state PDU authentication type.L1 LSP
Authentication

Layer 2 link-state PDU authentication type.L2 LSP
Authentication

Sample Output

show isis authentication

user@host> show isis authentication
Interface             Level IIH Auth  CSN Auth  PSN Auth
at-2/3/0.0            1     Simple    Simple    Simple
                      2     MD5       MD5       MD5

L1 LSP Authentication: Simple
L2 LSP Authentication: MD5

show isis authentication (With Hitless Authentication Key Rollover Configured)

user@host> show isis authentication
Interface             Level IIH Auth  CSN Auth  PSN Auth
so-0/1/3.0            2     hakrhello MD5       MD5     

L2 LSP Authentication: MD5
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show isis database

Syntax show isis database
<system-id>
<brief | detail | extensive>
<instance instance-name>
<level (1 | 2)>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis database
<system-id>
<brief | detail | extensive>
<level (1 | 2)>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the entries in the IS-IS link-state database, which contains data about PDU

packets.

Options none—Display standard informationabout IS-IS link-statedatabaseentries for all routing

instances.

system id—(Optional) Display IS-IS link-state database entries for the specified

intermediate system.

brief | detail | extensive—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display IS-IS link-state database entries for the

specified routing instance.

level (1 | 2)—(Optional) Display IS-IS link-state database entries for the specified IS-IS

level.

logical-system (all | logical-system-name)—(Optional) Display standard information

about IS-IS link-state database entries for all logical systems or for a particular

logical system.

Required Privilege
Level

view

Related
Documentation

clear isis database on page 3330•

List of Sample Output show isis database on page 3344
show isis database brief on page 3345
show isis database detail on page 3345
show isis database extensive on page 3345
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Output Fields Table 244onpage3343describes theoutput fields for the show isisdatabase command.

Output fields are listed in the approximate order inwhich they appear. Fields that contain

internal IS-IS information useful only in troubleshooting obscure problems are not

described in the table. Formoredetails about these fields, contact your customer support

representative.

Table 244: show isis database Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface on which the link-state PDU has been received; always
IS-IS for this command.

Interface name

All levelsLevel of intermediate system:

• 1—Intermediate systemrouteswithinanarea;when thedestination is outside
an area, it routes toward a Level 2 system.

• 2—Intermediate system routes between areas and toward other ASs.

level

All levelsLink-state PDU identifier.LSP ID

All levelsSequence number of the link-state PDU.Sequence

All levelsChecksum value of the link-state PDU.Checksum

All levelsRemaining lifetime of the link-state PDU, in seconds.Lifetime (secs)

none briefAttributes of the specified database: L1, L2,Overload, or Attached (L1 only).Attributes

none briefTotal number of link-state PDUs in the specified link-state database.# LSPs

detail extensivePrefix advertised by this link-state PDU.IP prefix

detail extensiveIS-IS neighbor of the advertising system.IS neighbor

detail extensive(J Series routers only) An ES-IS neighbor of the advertising system.ES neighbor

detail extensiveIPv4 prefix advertised by this link-state PDU.IP prefix

detail extensiveIPv6 prefix advertised by this link-state PDU.V6 prefix

detail extensiveMetric of the prefix or neighbor.Metric

extensive• LSP ID—Link state PDU identifier of the header.

• Length—Header length.

• Allocated Length—Amount of length available for the header.

• Router ID—Address of the local routing device.

• Remaining Lifetime—Remaining lifetime of the link-state PDU, in seconds.

Header
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Table 244: show isis database Output Fields (continued)

Level of OutputField DescriptionField Name

extensive• LSP ID—The identifier for the link-state PDU.

• Length—Packet length.

• Lifetime—Remaining lifetime, in seconds.

• Checksum—The checksum of the link-state PDU.

• Sequence—The sequence number of the link-state PDU. Every time the
link-state PDU is updated, this number increments.

• Attributes—Packet attributes.

• NLPID—Network layer protocol identifier.

• Fixed length—Specifies the set length for the packet.

Packet

extensive• Area Address—Area addresses that the routing device can reach.

• Speaks—Supported routing protocols.

• IP router id—ID of the routing device (usually the IP address).

• IP address—IPv4 address.

• Hostname—Assigned name of the routing device.

• IP prefix—IP prefix of the routing device.

• Metric—IS-IS metric that measures the cost of the adjacency between the
originating routing device and the advertised routing device.

• IP extended prefix—Extended IP prefix of the routing device.

• IS neighbor—Directly attached neighbor’s name andmetric.

• IS extended neighbor—Directly attached neighbor’s name, metric, and IP
address.

TLVs

Sample Output

show isis database

user@host> show isis database
IS-IS level 1 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
kobuk.00-00                      0x3   0x3167     1057 L1 L2
camaro.00-00                     0x5   0x770e     1091 L1 L2
ranier.00-00                     0x4   0xaa95     1091 L1 L2
glacier.00-00                    0x4   0x206f     1089 L1 L2
glacier.02-00                    0x1   0xd141     1089 L1 L2
badlands.00-00                   0x3   0x87a2     1093 L1 L2
  6 LSPs

IS-IS level 2 link-state database:
LSP ID                      Sequence Checksum Lifetime Attributes
kobuk.00-00                      0x6   0x8d6b     1096 L1 L2
camaro.00-00                     0x9   0x877b     1101 L1 L2
ranier.00-00                     0x8   0x855d     1103 L1 L2
glacier.00-00                    0x7   0xf892     1098 L1 L2
glacier.02-00                    0x1   0xd141     1089 L1 L2
badlands.00-00                   0x6    0x562     1105 L1 L2
  6 LSPs
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show isis database brief

The output for the show isis database brief command is identical to that for the show isis

database command. For sample output, see show isis database on page 3344.

show isis database detail

user@host> show isis database logical-systemCE3 sisira.00-00 detail

IS-IS level 1 link-state database:

sisira.00-00 Sequence: 0x11, Checksum: 0x10fc, Lifetime: 975 secs
   IS neighbor: hemantha-CE3.02               Metric:       10
   ES neighbor: 0015.0015.0015                Metric:       10 Down
   ES neighbor: 0025.0025.0025                Metric:       10 Down
   ES neighbor: 0030.0030.0030                Metric:       10 Down
   ES neighbor: 0040.0040.0040                Metric:       10 Down
   ES neighbor: sisira                        Metric:        0
   IP prefix: 1.0.0.0/24                      Metric:       10 External Down
   IP prefix: 3.0.0.0/24                      Metric:       10 External Down
   IP prefix: 4.0.0.0/24                      Metric:       10 External Down
   IP prefix: 5.0.0.0/24                      Metric:       10 Internal Up
   IP prefix: 15.15.15.15/32                  Metric:       10 External Down
   IP prefix: 25.25.25.25/32                  Metric:       10 External Down
   IP prefix: 30.30.30.30/32                  Metric:       10 External Down
   IP prefix: 40.40.40.40/32                  Metric:       10 External Down
   IP prefix: 60.60.60.60/32                  Metric:        0 Internal Up

IS-IS level 2 link-state database:

sisira.00-00 Sequence: 0x13, Checksum: 0x69ac, Lifetime: 993 secs
   IS neighbor: hemantha-CE3.02               Metric:       10
   IP prefix: 1.0.0.0/24                      Metric:       10 External Down
   IP prefix: 3.0.0.0/24                      Metric:       10 External Down
   IP prefix: 4.0.0.0/24                      Metric:       10 External Down
   IP prefix: 5.0.0.0/24                      Metric:       10 Internal Up
   IP prefix: 15.15.15.15/32                  Metric:       10 External Down
   IP prefix: 25.25.25.25/32                  Metric:       10 External Down
   IP prefix: 30.30.30.30/32                  Metric:       10 External Down
   IP prefix: 40.40.40.40/32                  Metric:       10 External Down
   IP prefix: 50.50.50.50/32                  Metric:       10 Internal Up
   IP prefix: 60.60.60.60/32                  Metric:        0 Internal Up
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0015.0015.0015/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0025.0025.0025/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0030.0030.0030/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0040.0040.0040/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0060.0060.0060/152
                                              Metric:        0 Internal Up

show isis database extensive

user@host> show isis database logical-systemCE3 sisira.00-00 extensive

IS-IS level 1 link-state database:

sisira.00-00 Sequence: 0x11, Checksum: 0x10fc, Lifetime: 970 secs
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   IS neighbor: hemantha-CE3.02               Metric:       10
     Two-way fragment: hemantha-CE3.02-00, Two-way first fragment: 
hemantha-CE3.02-00
   ES neighbor: 0015.0015.0015                Metric:       10 Down
   ES neighbor: 0025.0025.0025                Metric:       10 Down
   ES neighbor: 0030.0030.0030                Metric:       10 Down
   ES neighbor: 0040.0040.0040                Metric:       10 Down
   ES neighbor: sisira                        Metric:        0
   IP prefix: 1.0.0.0/24                      Metric:       10 External Down
   IP prefix: 3.0.0.0/24                      Metric:       10 External Down
   IP prefix: 4.0.0.0/24                      Metric:       10 External Down
   IP prefix: 5.0.0.0/24                      Metric:       10 Internal Up
   IP prefix: 15.15.15.15/32                  Metric:       10 External Down
   IP prefix: 25.25.25.25/32                  Metric:       10 External Down
   IP prefix: 30.30.30.30/32                  Metric:       10 External Down
   IP prefix: 40.40.40.40/32                  Metric:       10 External Down
   IP prefix: 60.60.60.60/32                  Metric:        0 Internal Up

  Header: LSP ID: sisira.00-00, Length: 336 bytes
    Allocated length: 336 bytes, Router ID: 0.0.0.0
    Remaining lifetime: 970 secs, Level: 1, Interface: 333
    Estimated free bytes: 144, Actual free bytes: 0
    Aging timer expires in: 970 secs
    Protocols: IP, IPv6, CLNS

  Packet: LSP ID: sisira.00-00, Length: 336 bytes, Lifetime : 1198 secs
    Checksum: 0x10fc, Sequence: 0x11, Attributes: 0xb L1 L2 Attached
    NLPID: 0x83, Fixed length: 27 bytes, Version: 1, Sysid length: 0 bytes
    Packet type: 18, Packet version: 1, Max area: 0

  TLVs:
    Area address: 60.0006.80ff.f800.0000.0108.0001 (13)
    Speaks: IP
    Speaks: IPV6
    Speaks: CLNP
    Hostname: sisira
    ES neighbor TLV: Internal, Metric: default 0, Up
      ES: sisira
    IS neighbor: hemantha-CE3.02, Internal, Metric: default 10
    IS extended neighbor: hemantha-CE3.02, Metric: default 10
    ES neighbor TLV: External, Metric: default 10, Down
      ES: 0040.0040.0040
    ES neighbor TLV: External, Metric: default 10, Down
      ES: 0025.0025.0025
    ES neighbor TLV: External, Metric: default 10, Down
      ES: 0015.0015.0015
    ES neighbor TLV: External, Metric: default 10, Down
      ES: 0030.0030.0030
    IP external prefix: 3.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 40.40.40.40/32, Internal, Metric: default 10, Down
    IP external prefix: 4.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 25.25.25.25/32, Internal, Metric: default 10, Down
    IP external prefix: 15.15.15.15/32, Internal, Metric: default 10, Down
    IP external prefix: 1.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 30.30.30.30/32, Internal, Metric: default 10, Down
    IP extended prefix: 3.0.0.0/24 metric 10 down
    IP extended prefix: 40.40.40.40/32 metric 10 down
    IP extended prefix: 4.0.0.0/24 metric 10 down
    IP extended prefix: 25.25.25.25/32 metric 10 down
    IP extended prefix: 15.15.15.15/32 metric 10 down
    IP extended prefix: 1.0.0.0/24 metric 10 down
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    IP extended prefix: 30.30.30.30/32 metric 10 down
    IP prefix: 60.60.60.60/32, Internal, Metric: default 0, Up
    IP prefix: 5.0.0.0/24, Internal, Metric: default 10, Up
    IP extended prefix: 60.60.60.60/32 metric 0 up
    IP extended prefix: 5.0.0.0/24 metric 10 up
  No queued transmissions

IS-IS level 2 link-state database:

sisira.00-00 Sequence: 0x13, Checksum: 0x69ac, Lifetime: 988 secs
   IS neighbor: hemantha-CE3.02               Metric:       10
     Two-way fragment: hemantha-CE3.02-00, Two-way first fragment: 
hemantha-CE3.02-00
   IP prefix: 1.0.0.0/24                      Metric:       10 External Down
   IP prefix: 3.0.0.0/24                      Metric:       10 External Down
   IP prefix: 4.0.0.0/24                      Metric:       10 External Down
   IP prefix: 5.0.0.0/24                      Metric:       10 Internal Up
   IP prefix: 15.15.15.15/32                  Metric:       10 External Down
   IP prefix: 25.25.25.25/32                  Metric:       10 External Down
   IP prefix: 30.30.30.30/32                  Metric:       10 External Down
   IP prefix: 40.40.40.40/32                  Metric:       10 External Down
   IP prefix: 50.50.50.50/32                  Metric:       10 Internal Up
   IP prefix: 60.60.60.60/32                  Metric:        0 Internal Up
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0015.0015.0015/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0025.0025.0025/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0030.0030.0030/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0040.0040.0040/152
                                              Metric:       10 External Down
   ISO prefix: 60.0006.80ff.f800.0000.0108.0001.0060.0060.0060/152
                                              Metric:        0 Internal Up

  Header: LSP ID: sisira.00-00, Length: 427 bytes
    Allocated length: 427 bytes, Router ID: 0.0.0.0
    Remaining lifetime: 988 secs, Level: 2, Interface: 333
    Estimated free bytes: 130, Actual free bytes: 0
    Aging timer expires in: 988 secs
    Protocols: IP, IPv6, CLNS

  Packet: LSP ID: sisira.00-00, Length: 427 bytes, Lifetime : 1198 secs
    Checksum: 0x69ac, Sequence: 0x13, Attributes: 0x3 L1 L2
    NLPID: 0x83, Fixed length: 27 bytes, Version: 1, Sysid length: 0 bytes
    Packet type: 20, Packet version: 1, Max area: 0

  TLVs:
    Area address: 60.0006.80ff.f800.0000.0108.0001 (13)
    Speaks: IP
    Speaks: IPV6
    Speaks: CLNP
    Hostname: sisira
    IS neighbor: hemantha-CE3.02, Internal, Metric: default 10
    IS extended neighbor: hemantha-CE3.02, Metric: default 10
    IP external prefix: 3.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 40.40.40.40/32, Internal, Metric: default 10, Down
    IP external prefix: 4.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 25.25.25.25/32, Internal, Metric: default 10, Down
    IP external prefix: 15.15.15.15/32, Internal, Metric: default 10, Down
    IP external prefix: 1.0.0.0/24, Internal, Metric: default 10, Down
    IP external prefix: 30.30.30.30/32, Internal, Metric: default 10, Down
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    IP extended prefix: 3.0.0.0/24 metric 10 down
    IP extended prefix: 40.40.40.40/32 metric 10 down
    IP extended prefix: 4.0.0.0/24 metric 10 down
    IP extended prefix: 25.25.25.25/32 metric 10 down
    IP extended prefix: 15.15.15.15/32 metric 10 down
    IP extended prefix: 1.0.0.0/24 metric 10 down
    IP extended prefix: 30.30.30.30/32 metric 10 down
    ISO prefix-neighbor TLV: Internal, Metric: default 0, Up
      Prefix : 60.0006.80ff.f800.0000.0108.0001.0060.0060.0060/152
    ISO prefix-neighbor TLV: External, Metric: default 10, Down
      Prefix : 60.0006.80ff.f800.0000.0108.0001.0040.0040.0040/152
    ISO prefix-neighbor TLV: External, Metric: default 10, Down
      Prefix : 60.0006.80ff.f800.0000.0108.0001.0025.0025.0025/152
    ISO prefix-neighbor TLV: External, Metric: default 10, Down
      Prefix : 60.0006.80ff.f800.0000.0108.0001.0015.0015.0015/152
    ISO prefix-neighbor TLV: External, Metric: default 10, Down
      Prefix : 60.0006.80ff.f800.0000.0108.0001.0030.0030.0030/152
    IP prefix: 60.60.60.60/32, Internal, Metric: default 0, Up
    IP prefix: 5.0.0.0/24, Internal, Metric: default 10, Up
    IP prefix: 50.50.50.50/32, Internal, Metric: default 10, Up
    IP extended prefix: 60.60.60.60/32 metric 0 up
    IP extended prefix: 5.0.0.0/24 metric 10 up
    IP extended prefix: 50.50.50.50/32 metric 10 up
  No queued transmissions
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show isis hostname

Syntax show isis hostname
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis hostname

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display IS-IS hostname database information.

Options none—Display IS-IS hostname database information.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show isis hostname on page 3349

Output Fields Table245onpage3349describes theoutput fields for the showisishostnamecommand.

Output fields are listed in the approximate order in which they appear.

Table 245: show isis hostnameOutput Fields

Field DescriptionField Name

System identifier mapped to the hostname.System Id

Hostnamemapped to the system identifier.Hostname

Type of mapping between system identifier and hostname.

• Dynamic—Hostnamemapping determined as described in
RFC 2763, Dynamic Hostname Exchange Mechanism for IS-IS.

• Static—Hostnamemapping configured by user.

Type

Sample Output

show isis hostname

user@host> show isis hostname
   IS-IS hostname database:
   System Id      Hostname                                         Type
   1921.6800.4201 isis1                                            Dynamic
   1921.6800.4202 isis2                                            Static
   1921.6800.4203 isis3                                            Dynamic
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show isis interface

Syntax show isis interface
<brief | detail | extensive>
<interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis interface
<brief | detail | extensive>
<interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display status information about IS-IS-enabled interfaces.

NOTE: If the configuredmetric for an IS-IS level is above 63, and the
wide-metrics-only statement is not configured, the show isis interface detail

command and the show isis interface extensive command display 63 as the

metric value for that level. Configure thewide-metrics-only statement to

generatemetric values greater than 63 on a per IS-IS level basis.

The show isis interface command displays the configuredmetric value for an

IS-IS level irrespective of whether is configured or not.

Options none—Display standard information about all IS-IS-enabled interfaces.

brief | detail | extensive—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified interface only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

Example: EnablingWide IS-IS Metrics for Traffic Engineering•

List of Sample Output show isis interface on page 3352
show isis interface brief on page 3352
show isis interface detail on page 3353
show isis interface extensive on page 3353
show isis interface extensive (With LDP) on page 3353

Output Fields Table 246 on page 3351 describes the output fields for the show isis interface command.

Output fields are listed in the approximate order in which they appear.
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Table 246: show isis interface Output Fields

Level of OutputField DescriptionField Name

detailName of the interface.interface-name

detailRoutingdevice selectedbyother routers that is responsible for sending link-state
advertisements that describe the network. Used only on broadcast networks.

Designated router

detailInterface index assigned by the Junos OS kernel.Index

detailInternal implementation information.State

detailCircuit identifier.Circuit id

detailCircuit type:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

Circuit type

detailInterval between link-state PDUs sent from the interface.LSP interval

detail extensiveInterval between complete sequence number PDUs sent from the interface.CSNP interval

detailSystem identifier.Sysid

none briefInterface through which the adjacency is made.Interface

All levelsLevel:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

L or Level

none briefCircuit identifier.CirID

none briefLevel 1 designated intermediate system.Level 1 DR

none briefLevel 2 designated intermediate system.Level 2 DR

none briefInterface's metric for Level 1 and Level 2. If there is no information, the metric
is 0.

L1/L2Metric

detail extensiveThis routing device has signaled to advertise this interface to its neighbors in
their label-switched paths (LSPs).

Adjacency
advertisement:
Advertise

detail extensiveThis neighbor has signaled not to advertise this interface in the routing device’s
outbound LSPs.

Adjacency
advertisement:
Suppress

detailNumber of adjacencies established on this interface.Adjacencies
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Table 246: show isis interface Output Fields (continued)

Level of OutputField DescriptionField Name

detailPriority value for this interface.Priority

detailMetric value for this interface.Metric

detail extensiveInterface's hello interval.Hello(s) / Hello
Interval

detail extensiveInterface's hold time.Hold(s) /HoldTime

detailRouter responsible for sendingnetwork link-stateadvertisements,whichdescribe
all the routing devices attached to the network.

Designated Router

extensiveType of hello padding:

• Adaptive—Onpoint-to-point connections, thehellopacketsarepadded from
the initial detectionofanewneighbor until theneighbor verifies theadjacency
as Up in the adjacency state TLV. If the neighbor does not support the
adjacency state TLV, then padding continues. On LAN connections, padding
starts from the initial detection of a new neighbor until there is at least one
active adjacency on the interface.

• Loose—(Default) The hello packet is padded from the initial detection of a
new neighbor until the adjacency transitions to the Up state.

• Strict—Padding is performed on all interface types and for all adjacency
states, and is continuous.

Hello padding

extensiveCurrent LDP synchronization state: in sync, in holddown, or not supported.LDP sync state

extensiveReason for being in the LDP sync state.reason

extensiveConfigured value of the hold timer.config holdtime

extensiveIf the state is not in sync and the hold time is not infinity, then this field displays
the remaining hold time in seconds.

remaining

Sample Output

show isis interface

user@host> show isis interface
IS-IS interface database:
Interface             L CirID Level 1 DR        Level 2 DR        L1/L2 Metric
at-2/3/0.0            3   0x1 Point to Point    Point to Point         10/10
lo0.0                 0   0x1 Passive           Passive                 0/0

show isis interface brief

The output for the show isis interface brief command is identical to that for the show isis

interface command. For sample output, see show isis interface on page 3352.
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show isis interface detail

user@host> show isis interface detail
IS-IS interface database:
at-2/3/0.0
  Index: 66, State: 0x6, Circuit id: 0x1, Circuit type: 3
  LSP interval: 100 ms, CSNP interval: 5 s
  Level Adjacencies Priority Metric Hello (s) Hold (s) Designated Router
    1             1       64     10     9.000       27
    2             1       64     10     9.000       27
lo0.0
  Index: 64, State: 0x6, Circuit id: 0x1, Circuit type: 0
  LSP interval: 100 ms, CSNP interval: disabled
  Level Adjacencies Priority Metric Hello (s) Hold (s) Designated Router
    1             0       64      0 Passive
    2             0       64      0 Passive

show isis interface extensive

user@host> show isis interface extensive
IS-IS interface database:
at-2/3/0.0
  Index: 66, State: 0x6, Circuit id: 0x1, Circuit type: 3
  LSP interval: 100 ms, CSNP interval: 5 s, Loose Hello padding
  Level 1
    Adjacencies: 1, Priority: 64, Metric: 10
    Hello Interval: 9.000 s, Hold Time: 27 s
  Level 2
    Adjacencies: 1, Priority: 64, Metric: 10
    Hello Interval: 9.000 s, Hold Time: 27 s
lo0.0
  Index: 64, State: 0x6, Circuit id: 0x1, Circuit type: 0
  LSP interval: 100 ms, CSNP interval: disabled, Loose Hello padding
  Level 1
    Adjacencies: 0, Priority: 64, Metric: 0
    Passive
  Level 2
    Adjacencies: 0, Priority: 64, Metric: 0
    Passive

show isis interface extensive (With LDP)

user@host> show isis interface extensive
IS-IS interface database:
so-1/1/2.0
  Index: 114, State: 0x6, Circuit id: 0x1, Circuit type: 2
  LSP interval: 100 ms, CSNP interval: 20 s, Loose Hello padding
  Adjacency advertisement: Advertise
  LDP sync state: in sync, for: 00:01:28, reason: LDP up during config
  config holdtime: 20 seconds
  Level 2
    Adjacencies: 1, Priority: 64, Metric: 11
    Hello Interval: 9.000 s, Hold Time: 27 s
    IPV4 MulticastMetric: 10
    IPV6 UnicastMetric: 10
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show isis overview

Syntax show isis overview
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis overview
<instance instance-name>

Release Information Command introduced in Junos OS Release 8.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display IS-IS overview information.

Options none—Display standard overview information about IS-IS for all routing instances.

instance instance-name—(Optional)Displayoverview information for thespecified routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show isis overview on page 3356

Output Fields Table247onpage3354 lists theoutput fields for the showisisoverviewcommand.Output

fields are listed in the approximate order in which they appear.

Table 247: show isis overviewOutput Fields

Field DescriptionField Name

IS-IS routing intance.Instance

Router ID of the routing device.Router ID

Adjacency holddown capability: enabled or disabled.Adjacency holddown

Maximum number of IS-IS areas advertised by the routing device.MaximumAreas

Lifetime of the link-state PDU, in seconds.LSP life time

Attached bit capability: enabled or disabled.Attached bit evaluation

Delay before performing consecutive shortest-path-first (SPF) calculations.SPF delay

Delay before performing additional SPF calculations after the maximum number of consecutive SPF
calculations is reached.

SPF holddown
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Table 247: show isis overviewOutput Fields (continued)

Field DescriptionField Name

Maximumnumber of SPF calculations that canbeperformed in succession before the holddown timer
begins.

SPF rapid runs

Overload bit capability is enabled.Overload bit at startup
is set

Overload high metrics capability: enabled or disabled.Overload highmetrics

Time period after which overload is reset and the time that remains before the timer is set to expire.Overload timeout

Traffic engineering capability: enabled or disabled.Traffic engineering

Graceful restart capability: enabled or disabled.Restart

Time period for complete reacquisition of IS-IS neighbors.Restart duration

Graceful restart helper capability: enabled or disabled.Helper mode

IS-IS level:

• 1—Level 1 information

• 2—Level 2 information

Level

IP Protocol version 4 capability is enabled.IPv4 is enabled

IP Protocol version 6 capability is enabled.IPv6 is enabled

(J Series routers only) OSI CLNP capability is enabled.CLNS is enabled

Preference value of internal routes.Internal route
preference

Preference value of external routes.External route
preference

Number of prefixes allowed to be exported, as configured by the prefix-export-limit statement.Prefix export limit

Number of prefixes exported.Prefix export count

Wide areametrics capability is enabled.Wide areametrics are
enabled

Narrowmetrics capability is enabled.Narrowmetrics are
enabled

3355Copyright © 2014, Juniper Networks, Inc.

Chapter 36: Administration



Sample Output

show isis overview

user@host> show isis overview
Instance: master
  Router ID: 10.255.107.183
  Adjacency holddown: disabled
  Maximum Areas: 3
  LSP life time: 1200
  Attached bit evaluation: enabled
  SPF delay: 200 msec, SPF holddown: 5000 msec, SPF rapid runs: 3
  IPv4 is enabled, IPv6 is enabled
  Traffic engineering: enabled
  Restart: Disabled
    Helper mode: Enabled
  Level 1
    Internal route preference: 15
    External route preference: 160
    Wide metrics are enabled, Narrow metrics are enabled
  Level 2
    Internal route preference: 18
    External route preference: 165
    Prefix export limit: 5, Prefix export count: 5
    Wide metrics are enabled
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show isis route

Syntax show isis route
<destination>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<topology (ipv4-multicast | ipv6-multicast | ipv6-unicast | unicast)>

Syntax (EX Series
Switches and QFX

Series)

show isis route
<destination>
<inet | inet6>
<instance instance-name>
<topology (ipv4-multicast | ipv6-multicast | ipv6-unicast | unicast)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the routes in the IS-IS routing table.

Options none—Display all routes in the IS-IS routing table for all supported address families for

all routing instances.

destination—(Optional) Destination address for the route.

inet | inet6—(Optional) Display inet (IPv4) or inet6 (IPv6) routes, respectively.

instance instance-name—(Optional)Display routes for the specified routing instanceonly.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

topology (ipv4-multicast | ipv6-multicast | ipv6-unicast | unicast)—(Optional) Display

routes for the specified topology only, or use unicast to display information, if

available, for both IPv4 and IPv6 unicast topologies.

Required Privilege
Level

view

List of Sample Output show isis route logical-system on page 3358
show isis route (CLNS) on page 3358
show isis route on page 3359

Output Fields Table248onpage3357describes theoutput fields for theshowisisroutecommand.Output

fields are listed in the approximate order in which they appear.

Table 248: show isis route Output Fields

Field DescriptionField Name

Number of the current version of the IS-IS routing table.Current version
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Table 248: show isis route Output Fields (continued)

Field DescriptionField Name

Version of Level 1 SPF that was run.L1

Version of Level 2 SPF that was run.L2

Destination of the route.Prefix

IS-IS level:

• 1—Level 1 only

• 2—Level 2 only

• 3—Level 1 and Level 2

L

Version of SPF that generated the route.Version

Metric value associated with the route.Metric

Metric type: int (internal) or ext (external).Type

Interface to the next hop.Interface

System identifier of the next hop, displayed as a name if possible.Via

ISO routing table entries.ISO Routes

MAC address.snpa

Sample Output

show isis route logical-system

user@host> show isis route logical-system ls1
IS-IS routing table             Current version: L1: 8 L2: 11
Prefix             L Version Metric Type Interface    Via
10.9.7.0/30        2      11     20 int  gr-0/2/0.0   h                  
10.9.201.1/32      2      11     60 int  gr-0/2/0.0   h                  
IPV6 Unicast IS-IS routing table             Current version: L1: 9 L2: 11
Prefix             L Version Metric Type Interface    Via
8009:3::a09:3200/126 2      11     20 int gr-0/2/0.0  h                  

show isis route (CLNS)

user@host> show isis route
IS-IS routing table             Current version: L1: 10 L2: 8
IPv4/IPv6 Routes
Prefix             L Version   Metric Type Interface    Via
0.0.0.0/0          1      10       10 int  fe-0/0/1.0   ISIS.0 
ISO Routes
Prefix  L   Version   Metric Type Interface    Via    snpa
0/0     
        1        10       10 int  fe-0/0/1.0   isis.0 0:12:0:34:0:56 
47.0005.80ff.f800.0000.0108.0001/104
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        1        10        0 int 
47.0005.80ff.f800.0000.0108.0001.1921.6800.4001/152
        1        10       10 int  fe-0/0/1.0 isis.0 0:12:0:34:0:56
47.0005.80ff.f800.0000.0108.0001.1921.6800.4002/152
        1        10       20 int  fe-0/0/1.0 isis.0 0:12:0:34:0:56
47.0005.80ff.f800.0000.0108.0002/104
        1        10        0 int 
47.0005.80ff.f800.0000.0108.0002.1921.6800.4001/152
        1        10       10 int  fe-0/0/1.0 isis.0 0:12:0:34:0:56

show isis route

user@host> show isis route

IS-IS routing table             Current version: L1: 4 L2: 13
IPv4/IPv6 Routes
----------------
Prefix                   L   Version  Metric Type Interface       NH   Via
10.255.71.52/32          2      13       10   int  ae0.0           IPV4 camaro  

10.255.71.238/32         2      13       20   int  so-6/0/0.0      IPV4 olympic 

                                                   as0.0           IPV4 glacier 

10.255.71.239/32         2      13       20   int  so-6/0/0.0      IPV4 olympic 

                                                   ae0.0           IPV4 camaro  

10.255.71.242/32         2      13       10   int  as0.0           IPV4 glacier 

10.255.71.243/32         2      13       10   int  so-6/0/0.0      IPV4 olympic 

12.13.0.0/30             2      13       20   int  so-6/0/0.0      IPV4 olympic 

12.15.0.0/30             2      13       20   int  so-6/0/0.0      IPV4 olympic 

13.15.0.0/30             2      13       30   int  ae0.0           IPV4 camaro  

                                                   so-6/0/0.0      IPV4 olympic 

                                                   as0.0           IPV4 glacier 

13.16.0.0/30             2      13       25   int  as0.0           IPV4 glacier 

14.15.0.0/30             2      13       20   int  ae0.0           IPV4 camaro  

192.2.1.0/30             2      13       30   int  so-6/0/0.0      IPV4 olympic 

                                                   as0.0           IPV4 glacier 

1eee::/64                2      13       30   int  so-6/0/0.0      IPV6 olympic 

                                                   as0.0           IPV6 glacier 

abcd::10:255:71:52/128   2      13       10   int  ae0.0           IPV6 camaro  

abcd::10:255:71:238/128  2      13       20   int  so-6/0/0.0      IPV6 olympic 

                                                   as0.0           IPV6 glacier 

abcd::10:255:71:239/128  2      13       20   int  so-6/0/0.0      IPV6 olympic 
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                                                   ae0.0           IPV6 camaro  

abcd::10:255:71:242/128  2      13       10   int  as0.0           IPV6 glacier 

abcd::10:255:71:243/128  2      13       10   int  so-6/0/0.0      IPV6 olympic 
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show isis statistics

Syntax show isis statistics
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show isis statistics
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display statistics about IS-IS traffic.

Options none—Display IS-IS traffic statistics for all routing instances.

instance instance-name—(Optional) Display statistics for the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear isis statistics on page 3334•

List of Sample Output show isis statistics on page 3363

Output Fields Table 249 on page 3362 describes the output fields for the show isis statistics command.

Output fields are listed in the approximate order in which they appear.
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Table 249: show isis statistics Output Fields

Field DescriptionField Name

PDU type:

• CSNP—Complete sequence number PDUs contain a complete list of all link-state PDUs in the IS-IS
database. CSNPs are sent periodically on all links, and the receiving systems use the information
in the CSNP to update and synchronize their link-state PDU databases. The designated router
multicasts CSNPs on broadcast links in place of sending explicit acknowledgments for each
link-state PDU.

• IIH—IS-IS hello packets are broadcast to discover the identity of neighboring IS-IS systems and to
determine whether the neighbors are Level 1 or Level 2 intermediate systems.

• LSP—Link-state PDUs contain information about the state of adjacencies to neighboring IS-IS
systems. Link-state PDUs are flooded periodically throughout an area.

• PSNP—Partial sequence number PDUs are sent multicast by a receiver when it detects that it is
missing a link-state PDU (when its link-state PDU database is out of date). The receiver sends a
PSNP to the system that transmitted the CSNP, effectively requesting that the missing link-state
PDU be transmitted. That routing device, in turn, forwards the missing link-state PDU to the
requesting routing device.

• Unknown—The PDU type is unknown.

PDU type

Number of PDUs received since IS-IS started or since the statistics were set to zero.Received

Number of PDUs received less the number dropped.Processed

Number of PDUs dropped.Drops

Number of PDUs transmitted since IS-IS started or since the statistics were set to zero.Sent

Number of PDUs retransmitted since IS-IS started or since the statistics were set to zero.Rexmit

Total number of PDUs received and transmitted since IS-IS started or since the statistics were set to
zero.

Total packets
received/sent

Number ofCSPNandPSNPpackets currentlywaiting in thequeue for processing. This value is almost
always 0.

SNP queue length

Number of link-state PDUs waiting in the queue for processing. This value is almost always 0.LSP queue length

Number of shortest-path-first (SPF) calculations that have been performed. If this number is
incrementing rapidly, it indicates that the network is unstable.

SPF runs

Number of link-state PDU fragments that the local system has computed.Fragments rebuilt

Number of link-state PDUs that have been regenerated. A link-state PDU is regenerated when it is
nearing the end of its lifetime and it has not changed.

LSP regenerations

Number of purges that the system initiated. Apurge is initiated if the softwaredecides that a link-state
PDUmust be removed from the network.

Purges initiated
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Sample Output

show isis statistics

user@host> show isis statistics
IS-IS statistics for merino:

PDU type     Received  Processed      Drops       Sent     Rexmit
LSP             12227      12227          0       8184        683
IIH            113808     113808          0     115817          0
CSNP           198868     198868          0     198934          0
PSNP             6985       6979          6       8274          0
Unknown             0          0          0          0          0
Totals         331888     331882          6     331209        683

Total packets received: 331888 Sent: 331892

SNP queue length:           0 Drops:          0
LSP queue length:           0 Drops:          0

SPF runs:                1014
Fragments rebuilt:       1038
LSP regenerations:        425
Purges initiated:           0
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PART 12

Open Shortest Path First

• Overview on page 3367

• Configuration on page 3379

• Administration on page 3569
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CHAPTER 37

Overview

• OSPF Overview on page 3367

OSPFOverview

• OSPF Overview on page 3368

• OSPF Areas and Router Functionality Overview on page 3373

• Packets Overview on page 3375

• OSPF External Metrics Overview on page 3378
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OSPFOverview
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OSPF isan interior gatewayprotocol (IGP) that routespacketswithinasingleautonomous

system (AS). OSPF uses link-state information to make routing decisions, making route

calculationsusing theshortest-path-first (SPF)algorithm(also referred toas theDijkstra

algorithm). Each router running OSPF floods link-state advertisements throughout the

AS or area that contain information about that router’s attached interfaces and routing

metrics. Each router uses the information in these link-state advertisements to calculate

the least cost path to each network and create a routing table for the protocol.

Junos OS supports OSPF version 2 (OSPFv2) and OSPF version 3 (OSPFv3), including

virtual links, stub areas, and for OSPFv2, authentication. Junos OS does not support

type-of-service (ToS) routing.

OSPF was designed for the Transmission Control Protocol/Internet Protocol (TCP/IP)

environmentandasa result explicitly supports IP subnettingand the taggingof externally

derived routing information.OSPFalsoprovides for theauthenticationof routingupdates.

OSPF routes IP packets based solely on the destination IP address contained in the IP

packetheader.OSPFquicklydetects topological changes, suchaswhen router interfaces

become unavailable, and calculates new loop-free routes quickly and with aminimum

of routing overhead traffic.

NOTE: On SRX Series devices, when only one link-protection is configured
under the OSPF interface, the device does not install an alternative route in
the forwarding table. When the per-packet load-balancing is enabled as a
workaround, the device does not observe both theOSPFmetric and sending
the traffic through both the interfaces.

An OSPF AS can consist of a single area, or it can be subdivided into multiple areas. In a

single-area OSPF network topology, each router maintains a database that describes

the topology of the AS. Link-state information for each router is flooded throughout the

AS. In a multiarea OSPF topology, each router maintains a database that describes the

topology of its area, and link-state information for each router is flooded throughout that

area. All routers maintain summarized topologies of other areas within an AS. Within

each area, OSPF routers have identical topological databases. When the AS or area

topology changes, OSPF ensures that the contents of all routers’ topological databases

converge quickly.

All OSPFv2 protocol exchanges can be authenticated. OSPFv3 relies on IPsec to provide

this functionality. Thismeans that only trusted routers can participate in theAS’s routing.

A variety of authentication schemes can be used. A single authentication scheme is

configured for each area, which enables some areas to use stricter authentication than

others.

Externally derived routing data (for example, routes learned from BGP) is passed

transparently throughout the AS. This externally derived data is kept separate from the

OSPF link-statedata. Eachexternal routecanbe taggedby theadvertising router, enabling

the passing of additional information between routers on the boundaries of the AS.
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NOTE: By default, Junos OS is compatible with RFC 1583,OSPF Version 2. In
Junos OS Release 8.5 and later, you can disable compatibility with RFC 1583
by including the no-rfc-1583 statement. Formore information, see “Example:

Disabling OSPFv2 Compatibility with RFC 1583” on page 3406.

This topic describes the following information:

• OSPF Default Route Preference Values on page 3370

• OSPF Routing Algorithm on page 3370

• OSPF Three-Way Handshake on page 3371

• OSPF Version 3 on page 3372

OSPF Default Route Preference Values

The Junos OS routing protocol process assigns a default preference value to each route

that the routing table receives. The default value depends on the source of the route.

The preference value is from 0 through 4,294,967,295 (232 – 1), with a lower value

indicating amore preferred route. Table 250 on page 3370 lists the default preference

values for OSPF.

Table 250: Default Route Preference Values for OSPF

Statement to Modify Default PreferenceDefault PreferenceHow Route Is Learned

OSPF preference10OSPF internal route

OSPF external-preference150OSPF AS external routes

OSPF Routing Algorithm

OSPF uses the shortest-path-first (SPF) algorithm, also referred to as the Dijkstra

algorithm, to determine the route to each destination. All routing devices in an area run

this algorithm in parallel, storing the results in their individual topological databases.

Routing devices with interfaces to multiple areas runmultiple copies of the algorithm.

This section provides a brief summary of how the SPF algorithmworks.

Whena routingdevice starts, it initializesOSPFandwaits for indications from lower-level

protocols that the router interfacesare functional. The routingdevice thenuses theOSPF

helloprotocol toacquireneighbors, by sendinghellopackets to its neighborsand receiving

their hello packets.

On broadcast or nonbroadcast multiaccess networks (physical networks that support

the attachment of more than two routing devices), the OSPF hello protocol elects a

designated router for thenetwork. This routingdevice is responsible for sending link-state

advertisements (LSAs) that describe the network, which reduces the amount of network

traffic and the size of the routing devices’ topological databases.

The routing device then attempts to form adjacencieswith some of its newly acquired

neighbors. (Onmultiaccess networks, only the designated router andbackupdesignated
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router formadjacencieswithother routingdevices.)Adjacenciesdetermine thedistribution

of routing protocol packets. Routing protocol packets are sent and received only on

adjacencies, and topological database updates are sent only along adjacencies. When

adjacencieshavebeenestablished, pairs of adjacent routers synchronize their topological

databases.

A routing device sends LSA packets to advertise its state periodically and when its state

changes. These packets include information about the routing device’s adjacencies,

which allows detection of nonoperational routing devices.

Using a reliable algorithm, the routing device floods LSAs throughout the area, which

ensures that all routing devices in an area have exactly the same topological database.

Each routing device uses the information in its topological database to calculate a

shortest-path tree, with itself as the root. The routing device then uses this tree to route

network traffic.

The description of the SPF algorithm up to this point has explained how the algorithm

works within a single area (intra-area routing). For internal routers to be able to route to

destinations outside the area (interarea routing), the area border routers must inject

additional routing information into the area. Because the area border routers are

connected to the backbone, they have access to complete topological data about the

backbone. The area border routers use this information to calculate paths to all

destinations outside its areaand thenadvertise thesepaths to thearea’s internal routers.

Autonomoussystem(AS)boundary routers flood informationaboutexternalautonomous

systems throughout the AS, except to stub areas. Area border routers are responsible

for advertising the paths to all AS boundary routers.

OSPF Three-Way Handshake

OSPF creates a topology map by flooding LSAs across OSPF-enabled links. LSAs

announce the presence of OSPF-enabled interfaces to adjacent OSPF interfaces. The

exchange of LSAs establishes bidirectional connectivity between all adjacent OSPF

interfaces (neighbors) using a three-way handshake, as shown in Figure 85onpage 3371.

Figure 85: OSPF Three-Way Handshake

In Figure85onpage3371,RouterAsendshellopacketsoutall itsOSPF-enabled interfaces

when it comes online. Router B receives the packet, which establishes that Router B can

receive traffic from Router A. Router B generates a response to Router A to acknowledge

receipt of the hello packet. When Router A receives the response, it establishes that

Router B can receive traffic from Router A. Router A then generates a final response

packet to informRouter B that Router A can receive traffic fromRouter B. This three-way

handshake ensures bidirectional connectivity.
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As new neighbors are added to the network or existing neighbors lose connectivity, the

adjacencies in the topology map are modified accordingly through the exchange (or

absence) of LSAs. These LSAs advertise only the incremental changes in the network,

which helps minimize the amount of OSPF traffic on the network. The adjacencies are

shared and used to create the network topology in the topological database.

OSPF Version 3

OSPFv3 is a modified version of OSPF that supports IP version 6 (IPv6) addressing.

OSPFv3 differs fromOSPFv2 in the following ways:

• All neighbor ID information is based on a 32-bit router ID.

• The protocol runs per link rather than per subnet.

• Router and network link-state advertisements (LSAs) do not carry prefix information.

• Two new LSA types are included: link-LSA and intra-area-prefix-LSA.

• Flooding scopes are as follows:

• Link-local

• Area

• AS

• Link-local addresses are used for all neighbor exchanges except virtual links.

• Authentication is removed. The IPv6 authentication header relies on the IP layer.

• The packet format has changed as follows:

• Version number 2 is now version number 3.

• The db option field has been expanded to 24 bits.

• Authentication information has been removed.

• Hello messages do not have address information.

• Two new option bits are included: R and V6.

• Type 3 summary LSAs have been renamed inter-area-prefix-LSAs.

• Type 4 summary LSAs have been renamed inter-area-router-LSAs.

Related
Documentation

Understanding OSPF Areas and Backbone Areas on page 3384•

• OSPF Configuration Overview

• OSPF Version 3 for IPv6

• Example: Disabling OSPFv2 Compatibility with RFC 1583 on page 3406
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OSPF Areas and Router Functionality Overview

In OSPF, a single autonomous system (AS) can be divided into smaller groups called

areas. This reduces the number of link-state advertisements (LSAs) and other OSPF

overhead traffic sent on the network, and it reduces the size of the topology database

that each router must maintain. The routing devices that participate in OSPF routing

perform one or more functions based on their location in the network.

This topic describes the following OSPF area types and routing device functions:

• Areas on page 3373

• Area Border Routers on page 3373

• Backbone Areas on page 3373

• AS Boundary Routers on page 3374

• Backbone Router on page 3374

• Internal Router on page 3374

• Stub Areas on page 3374

• Not-So-Stubby Areas on page 3374

• Transit Areas on page 3375

Areas

An area is a set of networks and hosts within an AS that have been administratively

grouped together.We recommend that youconfigureanareaasacollectionof contiguous

IP subnetted networks. Routing devices that are wholly within an area are called internal

routers. All interfaces on internal routers are directly connected to networks within the

area.

The topology of an area is hidden from the rest of the AS, thus significantly reducing

routing traffic in the AS. Also, routing within the area is determined only by the area’s

topology, providing the area with some protection from bad routing data.

All routing devices within an area have identical topology databases.

Area Border Routers

Routing devices that belong tomore than one area and connect one ormoreOSPF areas

to thebackboneareaare calledareaborder routers (ABRs).At least one interface iswithin

the backbone while another interface is in another area. ABRs also maintain a separate

topological database for each area to which they are connected.

Backbone Areas

AnOSPF backbone area consists of all networks in area ID 0.0.0.0, their attached routing

devices, and all ABRs. The backbone itself does not have any ABRs. The backbone

distributes routing information between areas. The backbone is simply another area, so

the terminology and rules of areas apply: a routing device that is directly connected to

the backbone is an internal router on the backbone, and the backbone’s topology is

hidden from the other areas in the AS.
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The routing devices that make up the backbonemust be physically contiguous. If they

arenot, youmustconfigure virtual links tocreate theappearanceofbackboneconnectivity.

You can create virtual links between any two ABRs that have an interface to a common

nonbackbone area. OSPF treats two routing devices joined by a virtual link as if theywere

connected to an unnumbered point-to-point network.

AS Boundary Routers

Routing devices that exchange routing information with routing devices in non-OSPF

networks are called AS boundary routers. They advertise externally learned routes

throughout the OSPF AS. Depending on the location of the AS boundary router in the

network, it can be an ABR, a backbone router, or an internal router (with the exception

of stub areas). Internal routers within a stub area cannot be an AS boundary router

because stub areas cannot contain any Type 5 LSAs.

Routing devices within the area where the AS boundary router resides know the path to

that AS boundary router. Any routing device outside the area only knows the path to the

nearest ABR that is in the same area where the AS boundary router resides.

Backbone Router

Backbone routers are routing devices that have one or more interfaces connected to the

OSPF backbone area (area ID 0.0.0.0).

Internal Router

Routing devices that connect to only one OSPF area are called internal routers. All

interfaces on internal routers are directly connected to networks within a single area.

Stub Areas

Stub areas are areas through which or into which AS external advertisements are not

flooded. Youmight want to create stub areas whenmuch of the topological database

consists of AS external advertisements. Doing so reduces the size of the topological

databases and therefore the amount of memory required on the internal routers in the

stub area.

Routing deviceswithin a stub area rely on the default routes originated by the area’s ABR

to reach external AS destinations. Youmust configure the default-metric option on the

ABR before it advertises a default route. Once configured, the ABR advertises a default

route in place of the external routes that are not being advertised within the stub area,

so that routing devices in the stub area can reach destinations outside the area.

The following restrictions apply to stub areas: you cannot create a virtual link through a

stub area, a stub area cannot contain an AS boundary router, the backbone cannot be a

stub area, and you cannot configure an area as both a stub area and a not-so-stubby

area.

Not-So-Stubby Areas

An OSPF stub area has no external routes in it, so you cannot redistribute from another

protocol into a stub area. A not-so-stubby area (NSSA) allows external routes to be
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floodedwithin the area. These routes are then leaked into other areas. However, external

routes from other areas still do not enter the NSSA.

The following restriction applies to NSSAs: you cannot configure an area as both a stub

area and an NSSA.

Transit Areas

Transit areas are used to pass traffic from one adjacent area to the backbone (or to

another area if the backbone ismore than two hops away froman area). The traffic does

not originate in, nor is it destined for, the transit area.

Related
Documentation

OSPF Overview on page 3368•

• Packets Overview on page 3375

• OSPF Configuration Overview

• Understanding OSPF Areas and Backbone Areas on page 3384

• Understanding OSPF Stub Areas, Totally Stubby Areas, and Not-So-Stubby Areas on

page 3391

Packets Overview

There are several types of link-state advertisement (LSA) packets.

This topic describes the following information:

• OSPF Packet Header on page 3375

• Hello Packets on page 3376

• Database Description Packets on page 3376

• Link-State Request Packets on page 3376

• Link-State Update Packets on page 3376

• Link-State Acknowledgment Packets on page 3377

• Link-State Advertisement Packet Types on page 3377

OSPF Packet Header

AllOSPFv2packetshaveacommon24-byteheader, andOSPFv3packetshaveacommon

16-byte header, that contains all information necessary to determine whether OSPF

should accept the packet. The header consists of the following fields:

• Version number—The current OSPF version number. This can be either 2 or 3.

• Type—Type of OSPF packet.

• Packet length—Length of the packet, in bytes, including the header.

• Router ID—IP address of the router fromwhich the packet originated.

• Area ID—Identifier of the area in which the packet is traveling. Each OSPF packet is

associated with a single area. Packets traveling over a virtual link are labeled with the

backbone area ID, 0.0.0.0. .

3375Copyright © 2014, Juniper Networks, Inc.

Chapter 37: Overview



• Checksum—Fletcher checksum.

• Authentication—(OSPFv2only)Authenticationschemeandauthentication information.

• Instance ID—(OSPFv3 only) Identifier used when there are multiple OSPFv3 realms

configured on a link.

Hello Packets

Routersperiodically sendhellopacketsonall interfaces, including virtual links, to establish

andmaintain neighbor relationships. Hello packets are multicast on physical networks

that have amulticast or broadcast capability, which enables dynamic discovery of

neighboring routers. (On nonbroadcast networks, dynamic neighbor discovery is not

possible, so youmust configure all neighbors statically as described in “Example:

ConfiguringanOSPFv2 InterfaceonaNonbroadcastMultiaccessNetwork” onpage3411.)

Hello packets consist of the OSPF header plus the following fields:

• Network mask—(OSPFv2 only) Network mask associated with the interface.

• Hello interval—Howoften the router sendshellopackets.All routersonasharednetwork

must use the same hello interval.

• Options—Optional capabilities of the router.

• Router priority—The router’s priority to become the designated router.

• Router dead interval—How long the router waits without receiving any OSPF packets

from a router before declaring that router to be down. All routers on a shared network

must use the same router dead interval.

• Designated router—IP address of the designated router.

• Backup designated router—IP address of the backup designated router.

• Neighbor—IPaddressesof the routers fromwhichvalidhellopacketshavebeen received

within the time specified by the router dead interval.

Database Description Packets

When initializing an adjacency, OSPF exchanges database description packets, which

describe the contents of the topological database. These packets consist of the OSPF

header, packet sequence number, and the link-state advertisement’s header.

Link-State Request Packets

When a router detects that portions of its topological database are out of date, it sends

a link-state request packet to a neighbor requesting a precise instance of the database.

These packets consist of theOSPFheader plus fields that uniquely identify the database

information that the router is seeking.

Link-State Update Packets

Link-state update packets carry one or more link-state advertisements one hop farther

from their origin. The router multicasts (floods) these packets on physical networks that

support multicast or broadcast mode. The router acknowledges all link-state update
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packets and, if retransmission is necessary, sends the retransmitted advertisements

unicast.

Link-state update packets consist of the OSPF header plus the following fields:

• Number of advertisements—Number of link-state advertisements included in this

packet.

• Link-state advertisements—The link-state advertisements themselves.

Link-State Acknowledgment Packets

The router sends link-state acknowledgment packets in response to link-state update

packets to verify that the update packets have been received successfully. A single

acknowledgment packet can include responses to multiple update packets.

Link-state acknowledgment packets consist of the OSPF header plus the link-state

advertisement header.

Link-State Advertisement Packet Types

Link-state request, link-state update, and link-state acknowledgment packets are used

to reliably flood link-state advertisement packets. OSPF sends the following types of

link-state advertisements:

• Router link advertisements—Are sent by all routers to describe the state and cost of

the router’s links to the area. These link-state advertisements are flooded throughout

a single area only.

• Network linkadvertisements—Aresentbydesignated routers todescribeall the routers

attached to the network. These link-state advertisements are flooded throughout a

single area only.

• Summary link advertisements—Are sent by area border routers to describe the routes

that they know about in other areas. There are two types of summary link

advertisements: those used when the destination is an IP network, and those used

when the destination is anASboundary router. Summary link advertisements describe

interarea routes, that is, routes todestinationsoutside theareabutwithin theAS.These

link-state advertisements are flooded throughout the advertisement’s associated

areas.

• AS external link advertisement—Are sent by AS boundary routers to describe external

routes that they know about. These link-state advertisements are flooded throughout

the AS (except for stub areas).

Each link-state advertisement type describes a portion of the OSPF routing domain. All

link-state advertisements are flooded throughout the AS.

Each link-state advertisement packet begins with a common 20-byte header.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Areas and Router Functionality Overview on page 3373

• OSPF Configuration Overview
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• OSPF Designated Router Overview on page 3379

• Understanding OSPFv2 Authentication

• OSPF Timers Overview on page 3445

OSPF External Metrics Overview

When OSPF exports route information from external autonomous systems (ASs), it

includes a cost, or external metric, in the route. OSPF supports two types of external

metrics: Type 1 and Type 2. The difference between the twometrics is how OSPF

calculates the cost of the route. Type 1 external metrics are equivalent to the link-state

metric, where the cost is equal to the sum of the internal costs plus the external cost.

This means that Type 1 external metrics include the external cost to the destination as

well as the cost (metric) to reach the AS boundary router. Type 2 external metrics are

greater than the cost of any path internal to the AS. Type 2 external metrics use only the

external cost to the destination and ignore the cost (metric) to reach the AS boundary

router. By default, OSPF uses the Type 2 external metric.
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CHAPTER 38

Configuration

• Basic OSPF Area Configuration on page 3379

• Advanced OSPF Area Configuration on page 3390

• OSPF Interface Configuration on page 3407

• OSPF Route Control Configuration on page 3422

• OSPF Fault Detection Configuration on page 3445

• OSPF Redundancy Features Configuration on page 3462

• OSPF Traffic Engineering Configuration on page 3478

• OSPF Database Protection Configuration on page 3490

• OSPF Policy Configuration on page 3492

• OSPFMonitoring Configuration on page 3525

• Configuration Statements on page 3531

Basic OSPF Area Configuration

• Examples: Configuring OSPF Designated Routers on page 3379

• Examples: Configuring OSPF Areas on page 3384

Examples: Configuring OSPF Designated Routers

• OSPF Designated Router Overview on page 3379

• Example: Configuring an OSPF Router Identifier on page 3380

• Example: Controlling OSPF Designated Router Election on page 3382

OSPF Designated Router Overview

Large LANs that havemany routing devices and therefore many OSPF adjacencies can

produce heavy control-packet traffic as link-state advertisements (LSAs) are flooded

across the network. To alleviate the potential traffic problem, OSPF uses designated

routers on all multiaccess networks (broadcast and nonbroadcast multiaccess [NBMA]

networks types). Rather than broadcasting LSAs to all their OSPF neighbors, the routing

devices send their LSAs to the designated router. Eachmultiaccess network has a

designated router, which performs twomain functions:

• Originate network link advertisements on behalf of the network.
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• Establish adjacencies with all routing devices on the network, thus participating in the

synchronizing of the link-state databases.

In LANs, the election of the designated router takes place when the OSPF network is

initially established. When the first OSPF links are active, the routing device with the

highest router identifier (defined by the router-id configuration value, which is typically

the IP address of the routing device, or the loopback address) is elected the designated

router. The routing device with the second highest router identifier is elected the backup

designated router. If the designated router fails or loses connectivity, the backup

designated router assumes its role and a new backup designated router election takes

place between all the routers in the OSPF network.

OSPFuses the router identifier for twomainpurposes: toelectadesignated router, unless

youmanually specify a priority value, and to identify the routing device fromwhich a

packet is originated. At designated router election, the router priorities are evaluated first,

and the routing device with the highest priority is elected designated router. If router

priorities tie, the routing device with the highest router identifier, which is typically the

routing device’s IP address, is chosen as the designated router. If you do not configure a

router identifier, the IP address of the first interface to come online is used. This is usually

the loopback interface.Otherwise, the first hardware interfacewith an IP address is used.

At least one routing device on each logical IP network or subnet must be eligible to be

the designated router for OSPFv2. At least one routing device on each logical link must

be eligible to be the designated router for OSPFv3.

By default, routing devices have a priority of 128. A priority of 0marks the routing device

as ineligible to become the designated router. A priority of 1 means the routing device

has the least chanceof becomingadesignated router. A priority of 255means the routing

device is always the designated router.

Example: Configuring an OSPF Router Identifier

This example shows how to configure an OSPF router identifier.

• Requirements on page 3380

• Overview on page 3381

• Configuration on page 3381

• Verification on page 3382

Requirements

Before you begin:

• Identify the interfaces on the routing device that will participate in OSPF. Youmust

enable OSPF on all interfaces within the network on which OSPF traffic is to travel.

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.
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Overview

The router identifier is used by OSPF to identify the routing device fromwhich a packet

originated. Junos OS selects a router identifier according to the following set of rules:

1. By default, Junos OS selects the lowest configured physical IP address of an interface

as the router identifier.

2. If a loopback interface is configured, the IPaddressof the loopback interfacebecomes

the router identifier.

3. If multiple loopback interfaces are configured, the lowest loopback address becomes

the router identifier.

4. If a router identifier is explicitly configured using the router-idaddress statement under

the [edit routing-options] hierarchy level, the above three rules are ignored.

NOTE: If the router identifier is modified in a network, the link-state
advertisements(LSAs)advertisedbytheprevious router identifierare retained
in the OSPF database until the LSA retransmit interval has timed out.

If the router identifier is not configured explicitly and an interface IP address is used as

the router identifier, theestablishedOSPFadjacency flapswhen the interfacegoesdown,

or when it is brought back into the network. When the interface is brought back into the

network, or a new interface is introduced into the network, the router identifier is selected

again based on the rules stated above. Hence, it is strongly recommended that you

explicitly configure the router identifier under the [edit routing-options] hierarchy level

to avoid unpredictable behavior if the interface address on a loopback interface changes.

NOTE: The router identifier behavior described here holds good even when
configuredunder [edit routing-instances routing-instance-name routing-options]

and [edit logical-systems logical-system-name routing-instances

routing-instance-name routing-options] hierarchy levels.

In this example, you configure the OSPF router identifier by setting its router ID value to

the IP address of the device, which is 177.162.4.24.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF router identifier, copy the following command and paste

it into the CLI.

[edit]
set routing-options router-id 177.162.4.24

Step-by-Step
Procedure

To configure an OSPF router identifier:

Configure the OSPF router identifier by entering the [router-id] configuration value.1.

[edit]
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user@host# set routing-options router-id 177.162.4.24

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show routing-options router-id command. If

the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@host# show routing-options router-id
router-id 177.162.4.24;

Verification

After you configure the router ID and activate OSPF on the routing device, the router ID

is referencedbymultipleOSPFoperationalmodecommands that youcanuse tomonitor

and troubleshoot theOSPFprotocol. The router ID fields are clearlymarked in theoutput.

Example: Controlling OSPF Designated Router Election

This example shows how to control OSPF designated router election.

• Requirements on page 3382

• Overview on page 3382

• Configuration on page 3382

• Verification on page 3383

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

Overview

This example showshowtocontrolOSPFdesignated router election.Within theexample,

you set the OSPF interface to ge-/0/0/1 and the device priority to 200. The higher the

priority value, the greater likelihood the routing devicewill become the designated router.

By default, routing devices have a priority of 128. A priority of 0marks the routing device

as ineligible to become the designated router. A priority of 1 means the routing device

has the least chance of becoming a designated router.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF designated router election, copy the following command

and paste it into the CLI.
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[edit]
set protocols ospf area 0.0.0.3 interface ge-0/0/1 priority 200

Step-by-Step
Procedure

To control OSPF designated router election:

Configure an OSPF interface and specify the device priority.1.

NOTE: To specify an OSPFv3 interface, include the ospf3 statement at

the [edit protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.3 interface ge-0/0/1 priority 200

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.3 {
interface ge-0/0/1.0 {
priority 200;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Designated Router Election on page 3383

Verifying the Designated Router Election

Purpose Based on the priority you configured for a specific OSPF interface, you can confirm the

address of thearea’s designated router. TheDR ID,DR, orDR-ID field displays theaddress

of the area’s designated router. The BDR ID, BDR, or BDR-ID field displays the address

of the backup designated router.

Action From operational mode, enter the show ospf interface and the show ospf neighbor

commands for OSPFv2, and enter the showospf3 interface and the showospf3 neighbor

commands for OSPFv3.

Related
Documentation

OSPF Areas and Router Functionality Overview on page 3373•
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• OSPF Configuration Overview

Examples: Configuring OSPF Areas

• Understanding OSPF Areas and Backbone Areas on page 3384

• Example: Configuring a Single-Area OSPF Network on page 3385

• Example: Configuring a Multiarea OSPF Network on page 3387

Understanding OSPF Areas and Backbone Areas

OSPF networks in an autonomous system (AS) are administratively grouped into areas.

Each area within an AS operates like an independent network and has a unique 32-bit

area ID, which functions similar to a network address. Within an area, the topology

database contains only information about the area, link-state advertisements (LSAs)

are flooded only to nodes within the area, and routes are computed only within the area.

The topology of an area is hidden from the rest of the AS, thus significantly reducing

routing traffic in the AS. Subnetworks are divided into other areas, which are connected

to form the whole of the main network. Routing devices that are wholly within an area

are called internal routers. All interfaces on internal routers are directly connected to

networks within the area.

The central area of an AS, called the backbone area, has a special function and is always

assigned the area ID 0.0.0.0. (Within a simple, single-area network, this is also the ID of

the area.) Area IDs are unique numeric identifiers, in dotted decimal notation, but they

are not IP addresses. Area IDs need only be unique within an AS. All other networks or

areas in the ASmust be directly connected to the backbone area by a routing device that

has interfaces in more than one area. These connecting routing devices are called area

border routers (ABRs). Figure 86 on page 3384 shows an OSPF topology of three areas

connected by two ABRs.

Figure 86: Multiarea OSPF Topology
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Because all areas are adjacent to the backbone area, OSPF routers send all traffic not

destined for their own area through the backbone area. The ABRs in the backbone area

are then responsible for transmitting the traffic through the appropriate ABR to the

destination area. The ABRs summarize the link-state records of each area and advertise

destination address summaries to neighboring areas. The advertisements contain the

IDof the area inwhich eachdestination lies, so that packets are routed to the appropriate

ABR. For example, in theOSPFareas shown inFigure86onpage3384, packets sent from

Router A to Router C are automatically routed through ABR B.

JunosOSsupportsactivebackbonedetection.Activebackbonedetection is implemented

to verify that ABRs are connected to the backbone. If the connection to the backbone

area is lost, then the routing device’s defaultmetric is not advertised, effectively rerouting

traffic through another ABR with a valid connection to the backbone. Active backbone

detection enables transit through an ABRwith no active backbone connection. An ABR

advertises toother routingdevices that it is anABReven if theconnection to thebackbone

is down, so that the neighbors can consider it for interarea routes.

An OSPF restriction requires all areas to be directly connected to the backbone area so

that packets can be properly routed. All packets are routed first to the backbone area by

default. Packets that are destined for an area other than the backbone area are then

routed to the appropriate ABR and on to the remote host within the destination area.

Example: Configuring a Single-Area OSPF Network

This example shows how to configure a single-area OSPF network.

• Requirements on page 3385

• Overview on page 3385

• Configuration on page 3386

• Verification on page 3387

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

Overview

To activate OSPF on a network, youmust enable the OSPF protocol on all interfaces

within the network onwhichOSPF traffic is to travel. To enableOSPF, youmust configure

one or more interfaces on the device within an OSPF area. Once the interfaces are

configured, OSPF LSAs are transmitted on all OSPF-enabled interfaces, and the network

topology is shared throughout the network.

In an autonomous system (AS), the backbone area is always assigned area ID 0.0.0.0

(within a simple, single-area network, this is also the ID of the area). Area IDs are unique

numeric identifiers, in dotted decimal notation. Area IDs need only be unique within an
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AS. All other networks or areas in the ASmust be directly connected to the backbone

area by area border routers that have interfaces in more than one area. Youmust also

create a backbone area if your network consists of multiple areas. In this example, you

create the backbone area and add interfaces, such as ge-0/0/0, as needed to the OSPF

area.

To use OSPF on the device, youmust configure at least one OSPF area, such as the one

shown in Figure 87 on page 3386.

Figure 87: Typical Single-Area OSPF Network Topology

Configuration

CLI Quick
Configuration

Toquickly configurea single-areaOSPFnetwork, copy the followingcommandandpaste

it into the CLI. You repeat this configuration for all interfaces that are part of the OSPF

area.

[edit]
set protocols ospf area 0.0.0.0 interface ge-0/0/0

Step-by-Step
Procedure

To configure a single-area OSPF network:

Configure the single-area OSPF network by specifying the area ID and associated

interface.

1.

NOTE: For a single-area OSPFv3 network, include the ospf3 statement

at the [edit protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.0 interface ge-0/0/0

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface ge-0/0/0.0;

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the Interfaces in the Area

Purpose Verify that the interface for OSPF or OSPFv3 has been configured for the appropriate

area. Confirm that the Area field displays the value that you configured.

Action From operational mode, enter the show ospf interface command for OSPFv2, and enter

the show ospf3 interface command for OSPFv3.

Example: Configuring aMultiarea OSPF Network

This example shows how to configure a multiarea OSPF network. To reduce traffic and

topology maintenance for the devices in an OSPF autonomous system (AS), you can

group the OSPF-enabled routing devices into multiple areas.

• Requirements on page 3387

• Overview on page 3388

• Configuration on page 3388

• Verification on page 3390

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.
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Overview

To activate OSPF on a network, youmust enable the OSPF protocol on all interfaces

within the network onwhichOSPF traffic is to travel. To enableOSPF, youmust configure

one or more interfaces on the device within an OSPF area. Once the interfaces are

configured, OSPF LSAs are transmitted on all OSPF-enabled interfaces, and the network

topology is shared throughout the network.

Each OSPF area consists of routing devices configured with the same area number. The

backbone area is always assigned area ID 0.0.0.0. (All area identifiers (IDs) must be

unique within an AS.) All other networks or areas in the ASmust be directly connected

to the backbone area by a router that has interfaces in more than one area. In

Figure88onpage3388,DevicesAandCare in thebackbonearea (area0), andDevicesD

andEare in area 2. DeviceBhasa special role. This is the areaborder router that connects

area 0 and area 2. The area border router maintains a separate topological database for

each area to which it is connected.

To reduce traffic and topologymaintenance for the devices in anOSPFAS, you can group

them intomultiple areas as shown in Figure 88 on page 3388. In this example, you create

thebackbonearea, create anadditional area (area2) andassign it uniquearea ID0.0.0.2,

and you configure Device B as the area border router, where interface ge-0/0/0

participates in OSPF area 0 and interface ge-0/0/2 participates in OSPF area 2.

Figure 88: Typical Multiarea OSPF Network Topology

Configuration

CLI Quick
Configuration

Toquickly configure amultiareaOSPFnetwork, copy the following commands andpaste

them into the CLI. You repeat this configuration for all interfaces that are part of the

OSPF area.

Device A [edit]
set protocols ospf area 0.0.0.0 interface ge-0/0/0
set protocols ospf area 0.0.0.0 interface ge-0/0/1

Device C [edit]
set protocols ospf area 0.0.0.0 interface ge-0/0/0

Device B [edit]
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set protocols ospf area 0.0.0.0 interface ge-0/0/0
set protocols ospf area 0.0.0.2 interface ge-0/0/2

Device D [edit]
set protocols ospf area 0.0.0.2 interface ge-0/0/0
set protocols ospf area 0.0.0.2 interface ge-0/0/2

Device E [edit]
set protocols ospf area 0.0.0.2 interface ge-0/0/2

Step-by-Step
Procedure

To configure a multiarea OSPF network:

Configure the backbone area.1.

NOTE: For anOSPFv3network, include theospf3 statementat the [edit

protocols] hierarchy level.

[edit]
user@A# set protocols ospf area 0.0.0.0 interface ge-0/0/0
user@A# set protocols ospf area 0.0.0.0 interface ge-0/0/1

[edit]
user@C# set protocols ospf area 0.0.0.0 interface ge-0/0/0

[edit]
user@B# set protocols ospf area 0.0.0.0 interface ge-0/0/0

2. Configure an additional area for your OSPF network.

[edit]
user@B# set protocols ospf area 0.0.0.2 interface ge-0/0/2

[edit]
user@D# set protocols ospf area 0.0.0.2 interface ge-0/0/0
user@D# set protocols ospf area 0.0.0.2 interface ge-0/0/2

[edit]
user@E# set protocols ospf area 0.0.0.2 interface ge-0/0/2

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@A# show protocols ospf
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;

}
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user@C# show protocols ospf
area 0.0.0.0 {
interface ge-0/0/0.0;

}

user@B# show protocols ospf
area 0.0.0.0 {
interface ge-0/0/0.0;

}
area 0.0.0.2 {
interface ge-0/0/2.0;

}

user@D# show protocols ospf
area 0.0.0.2 {
interface ge-0/0/0.0;
interface ge-0/0/2.0;

}

user@E# show protocols ospf
area 0.0.0.2 {
interface ge-0/0/2.0;

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Interfaces in the Area on page 3390

Verifying the Interfaces in the Area

Purpose Verify that the interface for OSPF or OSPFv3 has been configured for the appropriate

area. Confirm that the Area field displays the value that you configured.

Action From operational mode, enter the show ospf interface command for OSPFv2, and enter

the show ospf3 interface command for OSPFv3.

Related
Documentation

OSPF Areas and Router Functionality Overview on page 3373•

• OSPF Configuration Overview

Advanced OSPF Area Configuration

• Examples: Configuring OSPF Stub and Not-So-Stubby Areas on page 3391

• Example: Configuring OSPF Multiarea Adjacency on page 3401

• Example: Disabling OSPFv2 Compatibility with RFC 1583 on page 3405
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Examples: Configuring OSPF Stub and Not-So-Stubby Areas

• Understanding OSPF Stub Areas, Totally Stubby Areas, and Not-So-Stubby

Areas on page 3391

• Example: Configuring OSPF Stub and Totally Stubby Areas on page 3392

• Example: Configuring OSPF Not-So-Stubby Areas on page 3396

UnderstandingOSPFStubAreas,TotallyStubbyAreas,andNot-So-StubbyAreas

Figure 89 on page 3391 shows an autonomous system (AS) acrosswhichmany external

routes are advertised. If external routes make up a significant portion of a topology

database, you can suppress the advertisements in areas that do not have links outside

thenetwork.Bydoingso, youcan reduce theamountofmemory thenodesuse tomaintain

the topology database and free it for other uses.

Figure 89: OSPF ASNetwork with Stub Areas and NSSAs
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Area 0.0.0.3 Area 0.0.0:4

Static customer routes
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To control the advertisement of external routes into an area, OSPF uses stub areas. By

designating an area border router (ABR) interface to the area as a stub interface, you

suppress external route advertisements through the ABR. Instead, the ABR advertises a

default route (through itself) in place of the external routes and generates network

summary (Type3) link-stateadvertisements (LSAs). Packetsdestined for external routes

are automatically sent to the ABR, which acts as a gateway for outbound traffic and

routes the traffic appropriately.

NOTE: Youmust explicitly configure the ABR to generate a default route
when attached to a stub or not-so-stubby-area (NSSA). To inject a default
route with a specifiedmetric value into the area, youmust configure the
default-metric option and specify ametric value.

Forexample, area0.0.0.3 inFigure89onpage3391 is notdirectly connected to theoutside

network. All outbound traffic is routed through the ABR to the backbone and then to the
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destination addresses. By designating area 0.0.0.3 as a stub area, you reduce the size of

the topology database for that area by limiting the route entries to only those routes

internal to the area.

A stub area that only allows routes internal to the area and restricts Type 3 LSAs from

entering the stub area is often called a totally stubby area. You can convert area 0.0.0.3

to a totally stubby area by configuring the ABR to only advertise and allow the default

route to enter into the area. External routes and destinations to other areas are no longer

summarized or allowed into a totally stubby area.

NOTE: If you incorrectly configure a totally stubby area, youmight encounter
network connectivity issues. You should have advanced knowledge of OSPF
and understand your network environment before configuring totally stubby
areas.

Similar toarea0.0.0.3 in Figure89onpage3391, area0.0.0.4hasnoexternal connections.

However, area 0.0.0.4 has static customer routes that are not internal OSPF routes. You

can limit the external route advertisements to the area and advertise the static customer

routes by designating the area an NSSA. In an NSSA, the AS boundary router generates

NSSA external (Type 7) LSAs and floods them into the NSSA, where they are contained.

Type 7 LSAs allow an NSSA to support the presence of AS boundary routers and their

corresponding external routing information. The ABR converts Type 7 LSAs into AS

external (Type 5 ) LSAs and leaks them to the other areas, but external routes fromother

areas are not advertised within the NSSA.

Example: Configuring OSPF Stub and Totally Stubby Areas

This example shows how to configure an OSPF stub area and a totally stubby area to

control the advertisement of external routes into an area.

• Requirements on page 3392

• Overview on page 3393

• Configuration on page 3394

• Verification on page 3395

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.
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Overview

The backbone area, which is 0 in Figure 90 on page 3394, has a special function and is

always assigned the area ID 0.0.0.0. Area IDs are unique numeric identifiers, in dotted

decimal notation. Area IDs need only be unique within an autonomous system (AS). All

other networks or areas (such as 3, 7, and 9) in the ASmust be directly connected to the

backbone area by area border routers (ABRs) that have interfaces inmore than one area.

Stub areas are areas through which or into which OSPF does not flood AS external

link-state advertisements (Type 5 LSAs). Youmight create stub areas whenmuch of

the topology database consists of AS external advertisements and youwant tominimize

the size of the topology databases on the internal routers in the stub area.

The following restrictions apply to stub areas:

• You cannot create a virtual link through a stub area.

• A stub area cannot contain an AS boundary router.

• You cannot configure the backbone as a stub area.

• You cannot configure an area as both a stub area and an not-so-stubby area (NSSA).

In this example, you configure each routing device in area 7 (area ID 0.0.0.7) as a stub

router and some additional settings on the ABR:

• stub—Specifies that this area become a stub area and not be flooded with Type 5

LSAs. Youmust include the stub statement on all routing devices that are in area 7

because this area has no external connections.

• default-metric—Configures the ABR to generate a default routewith a specifiedmetric

into the stub area. This default route enables packet forwarding from the stub area to

external destinations. You configure this option only on the ABR. The ABR does not

automatically generate a default route when attached to a stub. Youmust explicitly

configure this option to generate a default route.

• no-summaries—(Optional) Prevents the ABR from advertising summary routes into

the stub area by converting the stub area into a totally stubby area. If configured in

combinationwith thedefault-metric statement, a totally stubbyareaonly allows routes

internal to the area and advertises the default route into the area. External routes and

destinations to other areas are no longer summarized or allowed into a totally stubby

area. Only the ABR requires this additional configuration because it is the only routing

device within the totally stubby area that creates Type 3 LSAs used to receive and

send traffic from outside of the area.
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NOTE:

In Junos OS Release 8.5 and later, the following applies:

• A router-identifier interface that is not configured to run OSPF is no longer
advertised as a stub network in OSPF LSAs.

• OSPF advertises a local route with a prefix length of 32 as a stub link if the
loopback interface is configured with a prefix length other than 32. OSPF
alsoadvertises thedirect routewith theconfiguredmask length, as inearlier
releases.

Figure 90: OSPF Network Topology with Stub Areas and NSSAs
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Configuration

CLI Quick
Configuration

To quickly configure anOSPF stub area, copy the following command and paste it into

the CLI. Youmust configure all routing devices that are part of the stub area.

•

[edit]
set protocols ospf area 0.0.0.7 stub

• To quickly configure the ABR to inject a default route into the area, copy the following

command and paste it into the CLI. You apply this configuration only on the ABR.

[edit]
set protocols ospf area 0.0.0.7 stub default-metric 10

• (Optional) To quickly configure the ABR to restrict all summary advertisements and

allow only internal routes and default route advertisements into the area, copy the

following command and paste it into the CLI. You apply this configuration only on the

ABR.

[edit]
set protocols ospf area 0.0.0.7 stub no-summaries
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Step-by-Step
Procedure

To configure OSPF stub areas:

On all routing devices in the area, configure an OSPF stub area.1.

NOTE: To specify anOSPFv3 stub area, include the ospf3 statement at

the [edit protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.7 stub

2. On the ABR, inject a default route into the area.

[edit]
user@host# set protocols ospf area 0.0.0.7 stub default-metric 10

3. (Optional) On the ABR, restrict summary LSAs from entering the area. This step

converts the stub area into a totally stubby area.

[edit]
user@host# set protocols ospf area 0.0.0.7 stub no-summaries

4. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

Configuration on all routing devices:

user@host# show protocols ospf
area 0.0.0.7 {
stub;

}

Configuration on the ABR (the output also includes the optional setting):

user@host# show protocols ospf
area 0.0.0.7 {
stub default-metric 10 no-summaries;

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Interfaces in the Area on page 3396

• Verifying the Type of OSPF Area on page 3396
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Verifying the Interfaces in the Area

Purpose Verify that the interface for OSPF has been configured for the appropriate area. Confirm

that the output includes Stub as the type of OSPF area.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Verifying the Type of OSPF Area

Purpose Verify that the OSPF area is a stub area. Confirm that the output displays Normal Stub

as the Stub type.

Action From operational mode, enter the show ospf overview command for OSPFv2, and enter

the show ospf3 overview command for OSPFv3.

Example: Configuring OSPF Not-So-Stubby Areas

This example shows how to configure an OSPF not-so-stubby area (NSSA) to control

the advertisement of external routes into an area.

• Requirements on page 3396

• Overview on page 3396

• Configuration on page 3398

• Verification on page 3400

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

Thebackbonearea,which is0 inFigure91onpage3398,hasaspecial functionand isalways

assigned the area ID 0.0.0.0. Area IDs are unique numeric identifiers, in dotted decimal

notation. Area IDs need only be unique within an AS. All other networks or areas (such

as 3, 7, and 9) in the ASmust be directly connected to the backbone area by ABRs that

have interfaces in more than one area.

Copyright © 2014, Juniper Networks, Inc.3396

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



AnOSPFstubareahasnoexternal routes, so youcannot redistribute routes fromanother

protocol into a stub area. OSPF NSSAs allow external routes to be flooded within the

area.

In addition, youmight have a situation when exporting Type 7 LSAs into the NSSA is

unnecessary. When an AS boundary router is also an ABRwith an NSSA attached, Type

7 LSAs are exported into the NSSA by default. If the ABR is attached to multiple NSSAs,

a separate Type 7 LSA is exported into each NSSA by default. During route redistribution,

this routingdevicegeneratesbothType5LSAsandType7LSAs.Youcandisableexporting

Type 7 LSAs into the NSSA.

NOTE: The following restriction applies to NSSAs: You cannot configure an
area as both a stub area and an NSSA.

You configure each routing device in area 9 (area ID 0.0.0.9) with the following setting:

• nssa—Specifies an OSPF NSSA. Youmust include the nssa statement on all routing

devices in area 9 because this area only has external connections to static routes.

You also configure the ABR in area 9 with the following additional settings:

• no-summaries—Prevents the ABR from advertising summary routes into the NSSA. If

configured in combination with the default-metric statement, the NSSA only allows

routes internal to the area and advertises the default route into the area. External

routes and destinations to other areas are no longer summarized or allowed into the

NSSA.Only theABR requires this additional configuration because it is the only routing

device within the NSSA that creates Type 3 LSAs used to receive and send traffic from

outside the area.

• default-lsa—Configures the ABR to generate a default route into the NSSA. In this

example, you configure the following:

• default-metric—Specifies that the ABR generate a default route with a specified

metric into the NSSA. This default route enables packet forwarding from the NSSA

to external destinations. You configure this option only on the ABR. The ABR does

not automatically generate a default route when attached to an NSSA. Youmust

explicitly configure this option for the ABR to generate a default route.

• metric-type—(Optional)Specifies theexternalmetric type for thedefault LSA,which

can be either Type 1 or Type 2. When OSPF exports route information from external

ASs, it includes a cost, or external metric, in the route. The difference between the

twometrics is how OSPF calculates the cost of the route. Type 1 external metrics

are equivalent to the link-state metric, where the cost is equal to the sum of the

internal costs plus the external cost. Type 2 external metrics use only the external

cost assigned by the AS boundary router. By default, OSPF uses the Type 2 external

metric.

• type-7—(Optional) Floods Type 7 default LSAs into the NSSA if the no-summaries

statement is configured. Bydefault,when theno-summaries statement is configured,

a Type 3 LSA is injected into NSSAs for Junos OS release 5.0 and later. To support

backward compatibilitywith earlier JunosOS releases, include the type-7 statement.
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The second example also shows the optional configuration required to disable exporting

Type 7 LSAs into the NSSA by including the no-nssa-abr statement on the routing device

that performs the functions of both an ABR and an AS boundary router.

Figure 91: OSPF Network Topology with Stub Areas and NSSAs
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Configuration

• Configuring Routing Devices to Participate in a Not-So-Stubby-Area on page 3398

• Disabling the Export of Type 7 Link State Advertisements into Not-So-Stubby

Areas on page 3400

Configuring Routing Devices to Participate in a Not-So-Stubby-Area

CLI Quick
Configuration

To quickly configure an OSPF NSSA, copy the following command and paste it into the

CLI. Youmust configure all routing devices that are part of the NSSA.

[edit]
set protocols ospf area 0.0.0.9 nssa

To quickly configure an ABR that participates in an OSPF NSSA, copy the following

commands and paste them into the CLI.

[edit]
set protocols ospf area 0.0.0.9 nssa default-lsa default-metric 10
set protocols ospf area 0.0.0.9 nssa default-lsametric-type 1
set protocols ospf area 0.0.0.9 nssa default-lsa type-7
set protocols ospf area 0.0.0.9 nssa no-summaries

Step-by-Step
Procedure

To configure OSPF NSSAs:

On all routing devices in the area, configure an OSPF NSSA.1.

NOTE: To specify an OSPFv3 NSSA area, include the ospf3 statement

at the [edit protocols] hierarchy level.
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[edit]
user@host# set protocols ospf area 0.0.0.9 nssa

2. On the ABR, enter OSPF configuration mode and specify the NSSA area 0.0.0.9

that you already created.

[edit ]
user@host# edit protocols ospf area 0.0.0.9 nssa

3. On the ABR, inject a default route into the area.

[edit protocols ospf area 0.0.0.9 nssa]
user@host# set default-lsa default-metric 10

4. (Optional) On the ABR, specify the external metric type for the default route.

[edit protocols ospf area 0.0.0.9 nssa]
user@host# set default-lsametric-type 1

5. (Optional) On the ABR, specify the flooding of Type 7 LSAs.

[edit protocols ospf area 0.0.0.9 nssa]
user@host# set default-lsa type-7

6. On the ABR, restrict summary LSAs from entering the area.

[edit protocols ospf area 0.0.0.9 nssa]
user@host# set no-summaries

7. If you are done configuring the devices, commit the configuration.

[edit protocols ospf area 0.0.0.9 nssa]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

Configuration on all routing devices in the area:

user@host# show protocols ospf
area 0.0.0.9 {
nssa;

}

Configuration on the ABR. The output also includes the optionalmetric-type and type-7

statements.

user@host# show protocols ospf
area 0.0.0.9 {
nssa {
default-lsa {
default-metric 10;
metric-type 1;
type-7;

}
no-summaries;

}
}
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To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Disabling the Export of Type 7 Link State Advertisements into Not-So-Stubby Areas

CLI Quick
Configuration

To quickly disable exporting Type 7 LSAs into the NSSA, copy the following command

and paste it into the CLI. You configure this setting on an AS boundary router that is also

an ABRwith an NSSA area attached.

[edit]
set protocols ospf no-nssa-abr

Step-by-Step
Procedure

You can configure this setting if you have an AS boundary router that is also an ABRwith

an NSSA area attached.

1. Disable exporting Type 7 LSAs into the NSSA.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf no-nssa-abr

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
no-nssa-abr;

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Interfaces in the Area on page 3400

• Verifying the Type of OSPF Area on page 3401

• Verifying the Type of LSAs on page 3401

Verifying the Interfaces in the Area

Purpose Verify that the interface for OSPF has been configured for the appropriate area. Confirm

that the output includes Stub NSSA as the type of OSPF area.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.
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Verifying the Type of OSPF Area

Purpose Verify that the OSPF area is a stub area. Confirm that the output displays Not so Stubby

Stub as the Stub type.

Action From operational mode, enter the show ospf overview command for OSPFv2, and enter

the show ospf3 overview command for OSPFv3.

Verifying the Type of LSAs

Purpose Verify the type of LSAs that are in the area. If you disabled exporting Type 7 LSAs into an

NSSA, confirm that the Type field does not include NSSA as a type of LSA.

Action From operational mode, enter the show ospf database command for OSPFv2, and enter

the show ospf3 database command for OSPFv3.

Related
Documentation

Example: Configuring OSPFv3 Stub and Totally Stubby Areas•

• OSPF Areas and Router Functionality Overview on page 3373

• OSPF Configuration Overview

Example: Configuring OSPFMultiarea Adjacency

• Multiarea Adjacency for OSPF on page 3401

• Example: Configuring Multiarea Adjacency for OSPF on page 3402

Multiarea Adjacency for OSPF

An area is a set of networks and hosts within an autonomous system (AS) that have

been administratively grouped together. By default, a single interface can belong to only

one OSPF area. However, in some situations, youmight want to configure an interface

to belong tomore than one area. Doing so allows the corresponding link to be considered

an intra-area link in multiple areas and to be preferred over other higher-cost intra-area

paths. For example, you can configure an interface to belong to multiple areas with a

high-speed backbone link between two area border routers (ABRs) so you can create

multiarea adjacencies that belong to different areas.

In Junos OS Release 9.2 and later, you can configure a logical interface to belong tomore

than one OSPFv2 area. Support for OSPFv3 was introduced in Junos OS Release 9.4. As

defined inRFC5185,OSPFMulti-AreaAdjacency, theABRsestablishmultipleadjacencies

belonging to different areas over the same logical interface. Eachmultiarea adjacency

is announced as a point-to-point unnumbered link in the configured area by the routers

connected to the link. For each area, one of the logical interfaces is treated as primary,

and the remaining interfaces that are configured for theareaaredesignatedas secondary.

Any logical interface not configured as a secondary interface for an area is treated as the

primary interface for that area. A logical interface can be configured as primary interface

only for one area. For any other area for which you configure the interface, youmust

configure it as a secondary interface.
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Example: ConfiguringMultiarea Adjacency for OSPF

This example shows how to configure multiarea adjacency for OSPF.

• Requirements on page 3402

• Overview on page 3402

• Configuration on page 3403

• Verification on page 3405

Requirements

Before you begin, plan your multiarea OSPF network. See “Example: Configuring a

Multiarea OSPF Network” on page 3387.

Overview

By default, a single interface can belong to only one OSPF area. You can configure a

single interface to belong inmultiple OSPF areas. Doing so allows the corresponding link

to be considered an intra-area link in multiple areas and to be preferred over other

higher-cost intra-area paths. When configuring a secondary interface, consider the

following:

• For OSPFv2, you cannot configure point-to-multipoint and nonbroadcastmultiaccess

(NBMA) network interfaces as a secondary interface because secondary interfaces

are treated as a point-to-point unnumbered link.

• Secondary interfaces are supported for LAN interfaces (the primary interface can be

aLAN interface, butanysecondary interfacesare treatedaspoint-to-pointunnumbered

links over the LAN). In this scenario, youmust ensure that there are only two routing

devices on the LAN or that there are only two routing devices on the LAN that have

secondary interfaces configured for a specific OSPF area.

• Since the purpose of a secondary interface is to advertise a topological path through

an OSPF area, you cannot configure a secondary interface or a primary interface with

one or more secondary interfaces to be passive. Passive interfaces advertise their

address, but do not run the OSPF protocol (adjacencies are not formed and hello

packets are not generated).

• Any logical interface not configured as a secondary interface for an area is treated as

a primary interface for that area. A logical interface can be configured as the primary

interface only for one area. For any other area for which you configure the interface,

youmust configure it as a secondary interface.

• You cannot configure the secondary statement with the interface all statement.

• You cannot configure a secondary interface by its IP address.

In this example, you configure an interface to be in two areas, creating amultiarea

adjacency with a link between two ABRs: ABR R1 and ABR R2. On each ABR, area 0.0.0.1

contains the primary interface and is the primary link between theABRs, andarea0.0.0.2

contains the secondary logical interface, which you configure by including the secondary

statement. You configure interface so-0/0/0 on ABR R1 and interface so-1/0/0 on ABR

R2.
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Configuration

CLI Quick
Configuration

To quickly configure a secondary logical interface for an OSPF area, copy the following

commands and paste them into the CLI.

Configuration on ABR R1:

[edit]
set interfaces so-0/0/0 unit 0 family inet address 192.168.8.45/30
set routing-options router-id 10.255.0.1
set protocols ospf area 0.0.0.1 interface so-0/0/0
set protocols ospf area 0.0.0.2 interface so-0/0/0 secondary

Configuration on ABR R2:

[edit]
set interfaces so-1/0/0 unit 0 family inet address 192.168.8.37/30
set routing-options router-id 10.255.0.2
set protocols ospf area 0.0.0.1 interface so-1/0/0
set protocols ospf area 0.0.0.2 interface so-1/0/0 secondary

Step-by-Step
Procedure

To configure a secondary logical interface:

Configure the device interfaces.1.

NOTE: For OSPFv3, on each interface specify the inet6 address family

and include the IPv6 address.

[edit]
user@R1# set interfaces so-0/0/0 unit 0 family inet address 192.168.8.45/30

[edit]
user@R2# set interfaces so-1/0/0 unit 0 family inet address 192.168.8.37/30

2. Configure the router identifier.

[edit]
user@R1# set routing-options router-id 10.255.0.1

[edit]
user@R2# set routing-options router-id 10.255.0.2

3. On each ABR, configure the primary interface for the OSPF area.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@R1# set protocols ospf 0.0.0.1 interface so-0/0/0

[edit ]
user@R2# set protocols ospf 0.0.0.2 interface so-1/0/0
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4. On each ABR, configure the secondary interface for the OSPF area.

[edit ]
user@R1# set protocols ospf area 0.0.0.1 so-0/0/0 secondary

[edit ]
user@R2# set protocols ospf area 0.0.0.2 so-1/0/0 secondary

5. If you are done configuring the devices, commit the configuration.

[edit protocols ospf area 0.0.0.1 ]
user@host# commit

Results

Confirm your configuration by entering the show interfaces, show routing-options, and

the show protocols ospf commands. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

Configuration on ABR R1:

user@R1# show interfaces
so-0/0/0 {
unit 0 {
family inet {
address 192.168.8.45/30;

}
}

}

user@R1# show routing-options
router-id 10.255.0.1;

user@R1# show protocols ospf
area 0.0.0.1 {
interface so-0/0/0.0;

}
area 0.0.0.2 {
interface so-0/0/0.0 {
secondary;

}
}

Configuration on ABR R2:

user@R2# show interfaces
so-0/0/0 {
unit 0 {
family inet {
address 192.168.8.37/30;

}
}

}

user@R2# show routing-options
router-id 10.255.0.2;

user@R2# show protocols ospf
area 0.0.0.1 {
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interface so-1/0/0.0;
}
area 0.0.0.2 {
interface so-1/0/0.0 {
secondary;

}
}

Verification

Confirm that the configuration is working properly.

• Verifying the Secondary Interface on page 3405

• Verifying the Interfaces in the Area on page 3405

• Verifying Neighbor Adjacencies on page 3405

Verifying the Secondary Interface

Purpose Verify that the secondary interface appears for the configured area. The Secondary field

displays if the interface is configured as a secondary interface. The output might also

show the same interface listed in multiple areas.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Verifying the Interfaces in the Area

Purpose Verify the interfaces configured for the specified area.

Action Fromoperationalmode, enter the showospf interfaceareaarea-id command forOSPFv2,

and enter the show ospf3 interface area area-id command for OSPFv3..

Verifying Neighbor Adjacencies

Purpose Verify the primary and secondary neighbor adjacencies. The Secondary field displays if

the neighbor is on a secondary interface.

Action From operational mode, enter the show ospf neighbor detail command for OSPFv2, and

enter the show ospf3 neighbor detail command for OSPFv3.

Related
Documentation

OSPF Areas and Router Functionality Overview on page 3373•

• Understanding OSPF Areas and Backbone Areas on page 3384

• OSPF Configuration Overview

Example: Disabling OSPFv2 Compatibility with RFC 1583

• OSPFv2 Compatibility with RFC 1583 Overview on page 3406

• Example: Disabling OSPFv2 Compatibility with RFC 1583 on page 3406
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OSPFv2 Compatibility with RFC 1583 Overview

In the first implementation of OSPF (RFC1583,OSPF Version 2), the summary route

assumes the cost of the granular route with the lowest cost. OSPF RFC 2328,OSPF

Version 2 changes the behavior so that the summary route assumes the cost of the

granular route with the highest cost. OSPF readvertises the summary route whenever

thecostof thesummarychanges.Whenusing thedefaultRFC 1583behavior, thishappens

when the granular route with the lowest metric is changed or lost. When RFC 2328 is

used, this happens when the granular route with the highest cost is changed or lost.

By default, the Junos OS implementation of OSPF is compatible with RFC 1583. This

means that Junos OSmaintains a single best route to an autonomous system (AS)

boundary router in the OSPF routing table, rather thanmultiple intra-AS paths, if they

are available. You can disable compatibility with RFC 1583. It is preferable to do so when

thesameexternaldestination isadvertisedbyASboundary routers thatbelong todifferent

OSPF areas. When you disable compatibility with RFC 1583, the OSPF routing table

maintains themultiple intra-ASpaths thatareavailable,which the router uses tocalculate

AS external routes as defined in RFC 2328. Being able to use multiple available paths to

calculate an AS external route can prevent routing loops.

Example: Disabling OSPFv2 Compatibility with RFC 1583

This example shows how to disable OSPFv2 compatibility with RFC 1583 on the routing

device.

• Requirements on page 3406

• Overview on page 3406

• Configuration on page 3406

• Verification on page 3407

Requirements

No special configuration beyond device initialization is required before disabling OSPFv2

compatibility with RFC 1583.

Overview

The introduction of RFC 2328 changed themethod used to calculate the routes in an

OSPF network. By default, the Junos OS implementation of OSPFv2 is compatible with

RFC 1583, soOSPF uses theminimumcost to determine the route to any of the networks

within the specified range. When you disable RFC 1583 compatibility, OSPF uses the

maximum cost to determine the route to any of the networks within the specified range.

Tominimize the potential for routing loops, configure the same RFC compatibility on all

OSPF devices in an OSPF domain.

Configuration

CLI Quick
Configuration

To quickly disable OSPFv2 compatibility with RFC 1583, copy the following command

and paste it into the CLI. You configure this setting on all devices that are part of the

OSPF domain.

[edit]
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set protocols ospf no-rfc-1583

Step-by-Step
Procedure

To disable OSPFv2 compatibility with RFC 1583:

Disable RFC 1583.1.

[edit]
user@host# set protocols ospf no-rfc-1583

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

NOTE: Repeat thisconfigurationoneach routingdevice thatparticipates
in an OSPF routing domain.

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
no-rfc-1583;

Verification

Confirm that the configuration is working properly.

Verifying the OSPF Routes

Purpose Verify that the OSPF routing table maintains the intra-AS paths with the largest metric,

which the router uses to calculate AS external routes.

Action From operational mode, enter the show ospf route detail command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

OSPF Interface Configuration

• Examples: Configuring OSPF Interfaces on page 3407

Examples: Configuring OSPF Interfaces

• About OSPF Interfaces on page 3408

• Example:Configuringan InterfaceonaBroadcastorPoint-to-PointNetworkonpage3409
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• Example: Configuring an OSPFv2 Interface on a Nonbroadcast Multiaccess

Network on page 3411

• Example:ConfiguringanOSPFv2 InterfaceonaPoint-to-MultipointNetworkonpage3414

• Example: Configuring OSPF Demand Circuits on page 3416

• Example: Configuring a Passive OSPF Interface on page 3418

• Example: Configuring OSPFv2 Peer interfaces on page 3420

About OSPF Interfaces

To activate OSPF on a network, youmust enable the OSPF protocol on one or more

interfaces on each device within the network on which traffic is to travel. How you

configure the interface depends on whether the interface is connected to a broadcast

or point-to-point network, a point-to-multipoint network, a nonbroadcast multiaccess

(NBMA) network, or across a demand circuit.

• A broadcast interface behaves as if the routing device is connected to a LAN.

• A point-to-point interface provides a connection between a single source and a single

destination (there is only one OSPF adjacency).

• A point-to-multipoint interface provides a connection between a single source and

multiple destinations.

• An NBMA interface behaves in a similar fashion to a point-to-multipoint interface, but

youmight configure an NBMA interface to interoperate with other equipment.

• A demand circuit is a connection on which you can limit traffic based on user

agreements. The demand circuit can limit bandwidth or access time based on

agreements between the provider and user.

You can also configure an OSPF interface to be passive, to operate in passive traffic

engineering mode, or to be a peer interface.

• A passive interface advertises its address, but does not run the OSPF protocol

(adjacencies are not formed and hello packets are not generated).

• An interface operating in OSPF passive traffic engineering mode floods link address

information within the autonomous system (AS) andmakes it available for traffic

engineering calculations.

• A peer interface can be configured for OSPFv2 routing devices. A peer interface is

required for Generalized MPLS (GMPLS) to transport traffic engineering information

through a link separate from the control channel. You establish this separate link by

configuringapeer interface.Thepeer interfacenamemustmatch theLinkManagement

Protocol (LMP) peer name. A peer interface is optional for a hierarchy of RSVP

label-switched paths (LSPs). After you configure the forwarding adjacency, you can

configure OSPFv2 to advertise the traffic engineering properties of a forwarding

adjacency to a specific peer.

Point-to-point interfaces differ frommultipoint in that only one OSPF adjacency is

possible. (A LAN, for instance, can havemultiple addresses and can run OSPF on each

subnet simultaneously.)Assuch,whenyouconfigureanumberedpoint-to-point interface
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to OSPF by name, multiple OSPF interfaces are created. One, which is unnumbered, is

the interface on which the protocol is run. An additional OSPF interface is created for

eachaddress configuredon the interface, if any,which is automaticallymarkedaspassive.

ForOSPFv3, oneOSPF-specific interfacemust be createdper interface nameconfigured

under OSPFv3. OSPFv3 does not allow interfaces to be configured by IP address.

Enabling OSPF on an interface (by including the interface statement), disabling it (by

including the disable statement), and not actually having OSPF run on an interface (by

including the passive statement) are mutually exclusive states.

NOTE: When you configure OSPFv2 on an interface, youmust also include
the family inet statement at the [edit interfaces interface-name unit

logical-unit-number] hierarchy level. When you configure OSPFv3 on an

interface, youmust also include the family inet6 statement at the [edit

interfaces interface-nameunit logical-unit-number]hierarchy level. In JunosOS

Release 9.2 and later, you can configure OSPFv3 to support address families
other than unicast IPv6.

Example: Configuring an Interface on a Broadcast or Point-to-Point Network

This example showshowtoconfigureanOSPF interfaceonabroadcastorpoint-to-point

network.

• Requirements on page 3409

• Overview on page 3409

• Configuration on page 3410

• Verification on page 3411

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

If the interface on which you are configuring OSPF supports broadcast mode (such as a

LAN), or if the interface supports point-to-point mode (such as a PPP interface or a

point-to-point logical interface on Frame Relay), you specify the interface by including

the IP address or the interface name for OSPFv2, or only the interface name for OSPFv3.

In Junos OS Release 9.3 and later, an OSPF point-to-point interface can be an Ethernet
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interface without a subnet. If you configure an interface on a broadcast network,

designated router and backup designated router election is performed.

NOTE: Usingboththe interfacenameandthe IPaddressof thesame interface
produces an invalid configuration.

In this example, you configure interface ge-0/2/0 as an OSPFv2 interface in OSPF area

0.0.0.1.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF interface on a broadcast or point-to-point network, copy

the following commands and paste them into the CLI.

[edit]
set interfaces ge-0/2/0 unit 0 family inet address 10.0.0.1
set protocols ospf area 0.0.0.1 interface ge-0/2/0

Step-by-Step
Procedure

To configure an OSPF interface on a broadcast or point-to-point network:

Configure the interface.1.

NOTE: For an OSPFv3 interface, specify an IPv6 address.

[edit]
user@host# set interfaces ge-0/2/0 unit 0 family inet address 10.0.0.1

2. Create an OSPF area.

NOTE: For an OSPFv3 interface, include the ospf3 statement at the

[edit protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.1

3. Assign the interface to the area.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface ge-0/2/0

4. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1 ]
user@host# commit

Copyright © 2014, Juniper Networks, Inc.3410

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Results

Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
ge-0/2/0 {
unit 0 {
family inet {
address 10.0.0.1/32;

}
}

}

user@host# show protocols ospf
area 0.0.0.1 {
interface ge-0/2/0.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces and the showprotocols

ospf3 commands.

Verification

Confirm that the configuration is working properly.

Verifying the OSPF Interface

Purpose Verify the interface configuration. Depending on your deployment, the Type field might

display LAN or P2P.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Example: Configuring an OSPFv2 Interface on a Nonbroadcast Multiaccess
Network

ThisexampleshowshowtoconfigureanOSPFv2 interfaceonanonbroadcastmultiaccess

(NBMA) network.

• Requirements on page 3411

• Overview on page 3412

• Configuration on page 3413

• Verification on page 3414

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.
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• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

When you configure OSPFv2 on an NBMA network, you can use nonbroadcast mode

rather than point-to-multipoint mode. Using this mode offers no advantages over

point-to-multipointmode, but it hasmoredisadvantages thanpoint-to-multipointmode.

Nevertheless, youmight occasionally find it necessary to configure nonbroadcast mode

to interoperate with other equipment. Because there is no autodiscovery mechanism,

youmust configure each neighbor.

Nonbroadcast mode treats the NBMA network as a partially connected LAN, electing

designated and backup designated routers. All routing devices must have a direct

connection to both the designated and backup designated routers, or unpredictable

results occur.

When you configure the interface, specify either the IP address or the interface name.

Using both the IP address and the interface name produces an invalid configuration. For

nonbroadcast interfaces, specify the IP address of the nonbroadcast interface as the

interface name.

In this example, you configure theAsynchronousTransferMode (ATM) interfaceat-0/1/0

as an OSPFv2 interface in OSPF area 0.0.0.1, and you and specify the following settings:

• interface-type nbma—Sets the interface to run in NBMAmode. Youmust explicitly

configure the interface to run in NBMAmode.

• neighbor address <eligible>—Specifies the IP address of the neighboring device. OSPF

routing devices normally discover their neighbors dynamically by listening to the

broadcast ormulticast hello packets on the network. Because an NBMA network does

not support broadcast (or multicast), the device cannot discover its neighbors

dynamically, so youmust configure all the neighbors statically. To configure multiple

neighbors, includemultiple neighbor statements. If you want the neighbor to be a

designated router, include the eligible keyword.

• poll-interval—Specifies the length of time, in seconds, before the routing device sends

hello packets out of the interface before it establishes adjacency with a neighbor.

Routing devices send hello packets for a longer interval on nonbroadcast networks to

minimize the bandwidth required on slowWAN links. The range is from 1 through 255

seconds. Bydefault, thedevice sendshellopacketsout the interfaceevery 120seconds

before it establishes adjacency with a neighbor.

Once the routing device detects an active neighbor, the hello packet interval changes

from the time specified in the poll-interval statement to the time specified in the

hello-interval statement.
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Configuration

CLI Quick
Configuration

To quickly configure an OSPFv2 interface on an NBMA network, copy the following

commands and paste them into the CLI.

[edit]
set interfaces at-0/1/0 unit 0 family inet address 192.0.2.1
set protocols ospf area 0.0.0.1 interface at-0/1/0.0 interface-type nbma
set protocols ospf area 0.0.0.1 interface at-0/1/0.0 neighbor 192.0.2.2 eligible
set protocols ospf area 0.0.0.1 interface at-0/1/0.0 poll-interval 130

Step-by-Step
Procedure

To configure an OSPFv2 interface on an NBMA network:

Configure the interface.1.

[edit]
user@host# set interfaces at-0/1/0 unit 0 family inet address 192.0.2.1

2. Create an OSPF area.

[edit]
user@host# edit protocols ospf area 0.0.0.1

3. Assign the interface to the area.

In this example, include theeligible keyword toallow theneighbor tobeadesignated

router.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface at-0/1/0 interface-type nbma neighbor 192.0.2.2 eligible

4. Configure the poll interval.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface at-0/1/0 poll-interval 130

5. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1 ]
user@host# commit

Results

Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
at-0/1/0 {
unit 0 {
family inet {
address 192.0.2.1/32;

}
}

}

user@host# show protocols ospf
area 0.0.0.1 {
interface at-0/1/0.0 {
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interface-type nbma;
neighbor 192.0.2.2 eligible;
poll-interval 130;

}
}

Verification

Confirm that the configuration is working properly.

Verifying the OSPF Interface

Purpose Verify the interface configuration. Confirm that the Type field displays NBMA.

Action From operational mode, enter the show ospf interface detail command.

Example: Configuring an OSPFv2 Interface on a Point-to-Multipoint Network

This example shows how to configure an OSPFv2 interface on a point-to-multipoint

network.

• Requirements on page 3414

• Overview on page 3414

• Configuration on page 3415

• Verification on page 3415

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

When you configure OSPFv2 on a nonbroadcast multiaccess (NBMA) network, such as

amultipoint Asynchronous Transfer Mode (ATM) or Frame Relay, OSPFv2 operates by

default in point-to-multipoint mode. In this mode, OSPFv2 treats the network as a set

ofpoint-to-point links. Because there is noautodiscoverymechanism, youmust configure

each neighbor.

When you configure the interface, specify either the IP address or the interface name.

Using both the IP address and the interface name produces an invalid configuration.

In this example, you configure ATM interface at-0/1/0 as an OSPFv2 interface in OSPF

area 0.0.0.1, and you and specify 192.0.2.1 as the neighbor’s IP address.
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Configuration

CLI Quick
Configuration

To quickly configure an OSPFv2 interface on a point-to-multipoint network, copy the

following commands and paste them into the CLI.

[edit]
set interfaces at-0/1/0 unit 0 family inet address 192.0.2.2
set protocols ospf area 0.0.0.1 interface at-0/1/0 neighbor 192.0.2.1

Step-by-Step
Procedure

To configure an OSPFv2 interface on a point-to-multipoint network:

Configure the interface.1.

[edit]
user@host# set interfaces at-0/1/0 unit 0 family inet address 192.0.2.2

2. Create an OSPF area.

[edit]
user@host# edit protocols ospf area 0.0.0.1

3. Assign the interface to the area and specify the neighbor.

[edit protocols ospf area 0.0.0.1]
user@host# set interface at-0/1/0 neighbor 192.0.2.1

To configure multiple neighbors, include a neighbor statement for each neighbor.

4. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1]
user@host# commit

Results

Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
at-0/1/0 {
unit 0 {
family inet {
address 192.0.2.2/32;

}
}

}

user@host# show protocols ospf
area 0.0.0.1 {
interface at-0/1/0.0 {
neighbor 192.0.2.1;

}
}

Verification

Confirm that the configuration is working properly.
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Verifying the OSPF Interface

Purpose Verify the interface configuration. Confirm that the Type field displays P2MP.

Action From operational mode, enter the show ospf interface detail command.

Example: Configuring OSPF Demand Circuits

This example shows how to configure an OSPF demand circuit interface.

• Requirements on page 3416

• Overview on page 3416

• Configuration on page 3417

• Verification on page 3418

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

NOTE: If you are using OSPF demand circuits over an ISDN link, youmust
configure an ISDN interface and enable dial-on-demand routing. See the
Junos OS Network Interfaces Library for Routing Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

OSPF sends periodic hello packets to establish andmaintain neighbor adjacencies and

uses link-state advertisements (LSAs) tomake routing calculations anddecisions. OSPF

support for demand circuits is defined in RFC 1793, Extending OSPF to Support Demand

Circuits, and suppresses the periodic hello packets and LSAs. A demand circuit is a

connection onwhich you can limit traffic based on user agreements. The demand circuit

can limit bandwidth or access timebasedonagreements between the provider and user.

You configure demand circuits on an OSPF interface. When the interface becomes a

demand circuit, all hello packets and LSAs are suppressed as soon as OSPF

synchronization is achieved. LSAs have a DoNotAge bit that stops the LSA from aging

and prevents periodic updates from being sent. Hello packets and LSAs are sent and

received on a demand-circuit interface only when there is a change in the network

topology. This reduces the amount of traffic through the OSPF interface.
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Consider the following when configuring OSPF demand circuits:

• Periodichellosareonly suppressedonpoint-to-pointandpoint-to-multipoint interfaces.

If you configure demand circuits on an OSPF broadcast network or on an OSPF

nonbroadcast multiaccess (NBMA) network, periodic hello packets are still sent.

• Demand circuit support on an OSPF point-to-multipoint interface resembles that for

point-to-point interfaces. If you configure a point-to-multipoint interface as a demand

circuit, the device negotiates hello suppression separately on each interface that is

part of the point-to-multipoint network.

This example assumes that you have a point-to-point connection between two devices

using SONET/SDH interfaces. A demand-circuit interface automatically negotiates the

demand-circuit connection with its OSPF neighbor. If the neighbor does not support

demand circuits, then no demand circuit connection is established.

In this example, you configureOSPF interface so-0/1/0 inOSPFarea0.0.0.1 as a demand

circuit.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF demand circuit interface, copy the following command

andpaste it into theCLI. Youmustconfigurebothneighboring interfaces forOSPFdemand

circuits for the connection to be established.

[edit]
set protocols ospf area 0.0.0.1 interface so-0/1/0 demand-circuit

Step-by-Step
Procedure

To configure an OSPF demand circuit interface on one neighboring interface:

Create an OSPF area.1.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit ]
user@host# edit protocols ospf area 0.0.0.1

2. Configure the neighboring interface as a demand circuit.

[edit protocols ospf area 0.0.0.1]
user@host# set interface so-0/1/0 demand-circuit

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1]
user@host# commit

NOTE: Repeat this entire configuration on the other neighboring
interface.
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Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols
ospf {
area 0.0.0.1 {
interface so-0/1/0.0 {
demand-circuit;
}

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the Status of Neighboring Interfaces

Purpose Verify information about the neighboring interface. When the neighbor is configured for

demand circuits, a DC flag displays.

Action From operational mode, enter the show ospf neighbor detail command for OSPFv2, and

enter the show ospf3 neighbor detail command for OSPFv3.

Example: Configuring a Passive OSPF Interface

This example showshowtoconfigureapassiveOSPF interface.ApassiveOSPF interface

advertises its address but does not run the OSPF protocol.

• Requirements on page 3418

• Overview on page 3419

• Configuration on page 3419

• Verification on page 3420

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.
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Overview

By default, OSPFmust be configured on an interface for direct interface addresses to be

advertised as interior routes. To advertise the direct interface addresseswithout actually

running OSPF on that interface (adjacencies are not formed and hello packets are not

generated), you configure that interface as a passive interface.

Enabling OSPF on an interface (by including the interface statement), disabling it (by

including the disable statement), and not actually having OSPF run on an interface (by

including the passive statement) are mutually exclusive states.

NOTE: If you do not want to see notifications for state changes in a passive
OSPF interface, you can disable theOSPF traps for the interface by including
theno-interface-state-trapsstatement.Theno-interface-state-trapsstatement

is supported only for OSPFv2.

In this example, you configure interface ge-0/2/0 as a passive OSPF interface in area

0.0.0.1 by including the passive statement.

Configuration

CLI Quick
Configuration

To quickly configure a passive OSPF interface, copy the following command and paste

it into the CLI.

[edit]
set protocols ospf area 0.0.0.1 interface ge-0/2/0 passive

Step-by-Step
Procedure

To configure a passive OSPF interface:

Create an OSPF area.1.

NOTE: For an OSPFv3 interface, include the ospf3 statement at the

[edit protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.1

2. Configure the passive interface.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface ge-0/2/0 passive

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1]
user@host# commit
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Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.1 {
interface ge-0/2/0.0 {
passive;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the Status of OSPF Interfaces

Purpose Verify the status of the OSPF interface. If the interface is passive, the Adj count field is 0

because noadjacencies havebeen formed.Next to this field, youmight also see theword

Passive.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Example: Configuring OSPFv2 Peer interfaces

This example shows how to configure an OSPFv2 peer interface.

• Requirements on page 3420

• Overview on page 3421

• Configuration on page 3421

• Verification on page 3421

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.
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• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

• Configure Generalized MPLS per your network requirements. See LMP Configuration

Overview in the Junos OSMPLS Applications Library for Routing Devices.

Overview

You can configure an OSPFv2 peer interface for many reasons, including when you

configure Generalized MPLS (GMPLS). This example configures a peer interface for

GMPLS. GMPLS requires traffic engineering information to be transported through a link

separate from the control channel. You establish this separate link by configuring a peer

interface. The OSPFv2 peer interface namemust match the Link Management Protocol

(LMP) peer name. You configure GMPLS and the LMP settings separately fromOSPF.

This exampleassumes thatGMPLSand theLMPpeernamedoxc1arealreadyconfigured,

and you need to configure the OSPFv2 peer interface in area 0.0.0.0.

Configuration

CLI Quick
Configuration

To quickly configure an OSPFv2 peer interface, copy the following command and paste

it into the CLI.

[edit]
set protocols ospf area 0.0.0.0 peer-interface oxc1

Step-by-Step
Procedure

To configure a peer OSPFv2 interface used by the LMP:

Create an OSPF area.1.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Configure the peer interface.

[edit protocols ospf area 0.0.0.0]
user@host# set peer-interface oxc1

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0]
user@host# commit

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
peer-interface oxc1;

}

Verification

Confirm that the configuration is working properly.
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Verifying the Configured OSPFv2 Peer

Purpose Verify the status of the OSPFv2 peer. When an OSPFv2 peer is configured for GMPLS,

the Peer Name field displays the name of the LMP peer that you created for GMPLS,

which is also the configured OSPFv2 peer.

Action From operational mode, enter the show link-management command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

OSPF Route Control Configuration

• Examples: Configuring OSPF Route Summarization on page 3422

• Examples: Configuring OSPF Traffic Control on page 3431

• Example: Configuring OSPF Overload Mode on page 3441

Examples: Configuring OSPF Route Summarization

• Understanding OSPF Route Summarization on page 3422

• Example:SummarizingRangesofRoutes inOSPFLink-StateAdvertisementsonpage3423

• Example: Limiting the Number of Prefixes Exported to OSPF on page 3428

• Configuring OSPF Refresh and Flooding Reduction in Stable Topologies on page 3430

Understanding OSPF Route Summarization

Area border routers (ABRs) send summary link advertisements to describe the routes to

other areas. Depending on the number of destinations, an area can get flooded with a

largenumberof link-state records,whichcanutilize routingdevice resources. Tominimize

the number of advertisements that are flooded into an area, you can configure the ABR

to coalesce, or summarize, a range of IP addresses and send reachability information

about these addresses in a single link-state advertisement (LSA). You can summarize

one ormore ranges of IP addresses, where all routes thatmatch the specified area range

are filtered at the area boundary, and the summary is advertised in their place.

For anOSPF area, you can summarize and filter intra-area prefixes. All routes thatmatch

the specified area range are filtered at the area boundary, and the summary is advertised

in their place. For an OSPF not-so-stubby area (NSSA), you can only coalesce or filter

NSSA external (Type 7) LSAs before they are translated into AS external (Type 5) LSAs

and enter the backbone area. All external routes learned within the area that do not fall

into the range of one of the prefixes are advertised individually to other areas.

In addition, you can also limit the number of prefixes (routes) that are exported into

OSPF. By setting a user-definedmaximum number of prefixes, you prevent the routing

device from flooding an excessive number of routes into an area.
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Example: Summarizing Ranges of Routes in OSPF Link-State Advertisements

This example shows how to summarize routes sent into the backbone area.

• Requirements on page 3423

• Overview on page 3423

• Configuration on page 3424

• Verification on page 3428

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configurea static route. SeeExamples: ConfiguringStaticRoutes in the JunosOSRouting

Protocols Library for Routing Devices.

Overview

You can summarize a range of IP addresses tominimize the size of the backbone router’s

link-state database. All routes that match the specified area range are filtered at the

area boundary, and the summary is advertised in their place.

Figure 92 on page 3424 shows the topology used in this example. R5 is the ABR between

area0.0.0.4and thebackbone. Thenetworks in area0.0.0.4are 10.0.8.4/30, 10.0.8.0/30,

and 10.0.8.8/30, which can be summarized as 10.0.8.0/28. R3 is the ABRbetweenNSSA

area0.0.0.3 and the backbone. The networks in area0.0.0.3 are 10.0.4.4/30, 10.0.4.0/30,

and 10.0.4.12/30, which can be summarized as 10.0.4.0/28. Area 0.0.0.3 also contains

external static route 3.0.0.8 that you will prevent from flooding throughout the network.
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Figure 92: Summarizing Ranges of Routes in OSPF
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In this example, youconfigure theABRs for route summarizationby including the following

settings:

• area-range—For an area, summarizes a range of IP addresses when sending summary

intra-area linkadvertisements. For anNSSA, summarizesa rangeof IPaddresseswhen

sending NSSA link-state advertisements (Type 7 LSAs). The specified prefixes are

used toaggregateexternal routes learnedwithin theareawhen the routesareadvertised

to other areas.

• network/mask-length—Indicates the summarized IP address range and the number of

significant bits in the network mask.

• restrict—On the NSSA ABR, prevents the configured summary from being advertised.

In this example, we do not want to flood the external route outside of area 0.0.0.3.

Configuration

CLI Quick
Configuration

To quickly configure route summarization for an OSPF area, copy the following

commands and paste them into the CLI. The following is the configuration on ABR R5:

•

[edit]
set interfaces fe-0/0/1 unit 0 family inet address 10.0.8.3
set interfaces fe-0/0/2 unit 0 family inet address 10.0.8.4
set interfaces fe-0/0/0 unit 0 family inet address 10.0.2.3
set interfaces fe-0/0/4 unit 0 family inet address 10.0.2.5
set protocols ospf area 0.0.0.4 stub
set protocols ospf area 0.0.0.4 interface fe-0/0/1
set protocols ospf area 0.0.0.4 interface fe-0/0/2
set protocols ospf area 0.0.0.0 interface fe-0/0/0
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set protocols ospf area 0.0.0.0 interface fe-0/0/4
set protocols ospf area 0.0.0.4 area-range 10.0.8.0/28

• To quickly configure route summarization for an OSPF NSSA, copy the following

commands and paste them into the CLI. The following is the configuration on ABR R3:

[edit]
set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.10
set interfaces fe-0/0/2 unit 0 family inet address 10.0.4.1
set interfaces fe-0/0/0 unit 0 family inet address 10.0.2.1
set interfaces fe-0/0/4 unit 0 family inet address 10.0.2.7
set protocols ospf area 0.0.0.3 interface fe-0/0/1
set protocols ospf area 0.0.0.3 interface fe-0/0/2
set protocols ospf area 0.0.0.0 interface fe-0/0/0
set protocols ospf area 0.0.0.0 interface fe-0/0/4
set protocols ospf area 0.0.0.3 area-range 10.0.4.0/28
set protocols ospf area 0.0.0.3 nssa
set protocols ospf area 0.0.0.3 nssa area-range 3.0.0.0/8 restrict

Step-by-Step
Procedure

To summarize routes sent to the backbone area:

Configure the interfaces.1.

NOTE: For OSPFv3, include IPv6 addresses.

[edit]
user@R5# set interfaces fe-0/0/1 unit 0 family inet address 10.0.8.3
user@R5# set interfaces fe-0/0/2 unit 0 family inet address 10.0.8.4
user@R5# set interfaces fe-0/0/0 unit 0 family inet address 10.0.2.3
user@R5# set interfaces fe-0/0/4 unit 0 family inet address 10.0.2.5

[edit]
user@R3# set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.10
user@R3# set interfaces fe-0/0/2 unit 0 family inet address 10.0.4.1
user@R3# set interfaces fe-0/0/0 unit 0 family inet address 10.0.2.1
user@R3# set interfaces fe-0/0/4 unit 0 family inet address 10.0.2.7

2. Configure the type of OSPF area.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@R5# set protocols ospf area 0.0.0.4 stub

[edit]
user@R3# set protocols ospf area 0.0.0.3 nssa

3. Assign the interfaces to the OSPF areas.

user@R5# set protocols ospf area 0.0.0.4 interface fe-0/0/1
user@R5# set protocols ospf area 0.0.0.4 interface fe-0/0/2
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user@R5# set protocols ospf area 0.0.0.0 interface fe-0/0/0
user@R5# set protocols ospf area 0.0.0.0 interface fe-0/0/4

user@R3# set protocols ospf area 0.0.0.3 interface fe-0/0/1
user@R3# set protocols ospf area 0.0.0.3 interface fe-0/0/2
user@R3# set protocols ospf area 0.0.0.0 interface fe-0/0/0
user@R3# set protocols ospf area 0.0.0.0 interface fe-0/0/4

4. Summarize the routes that are flooded into the backbone.

[edit]
user@R5# set protocols ospf area 0.0.0.4 area-range 10.0.8.0/28

[edit]
user@R3# set protocols ospf area 0.0.0.3 area-range 10.0.4.0/28

5. On ABR R3, restrict the external static route from leaving area 0.0.0.3.

[edit]
user@R3# set protocols ospf area 0.0.0.3 nssa area-range 3.0.0.0/8 restrict

6. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

Configuration on ABR R5:

user@R5# show interfaces
fe-0/0/0 {
unit 0 {
family inet {
address 10.0.2.3/32;

}
}

}
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.8.3/32;

}
}

}
fe-0/0/2 {
unit 0 {
family inet {
address 10.0.8.4/32;

}
}

}
fe-0/0/4 {
unit 0 {
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family inet {
address 10.0.2.5/32;

}
}

}

user@R5# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/0.0;
interface fe-0/0/4.0;

}
area 0.0.0.4 {
stub;
area-range 10.0.8.0/28;
interface fe-0/0/1.0;
interface fe-0/0/2.0;

}

Configuration on ABR R3:

user@R3# show interfaces
fe-0/0/0 {
unit 0 {
family inet {
address 10.0.2.1/32;

}
}

}
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.4.10/32;

}
}

}
fe-0/0/2 {
unit 0 {
family inet {
address 10.0.4.1/32;

}
}

}
fe-0/0/4 {
unit 0 {
family inet {
address 10.0.2.7/32;

}
}

}

user@R3t# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/0.0;
interface fe-0/0/4.0;

}
area 0.0.0.3 {
nssa {
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area-range 3.0.0.0/8 restrict;
}
area-range 10.0.4.0/28;
interface fe-0/0/1.0;
interface fe-0/0/2.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces and show protocols

ospf3 commands.

Verification

Confirm that the configuration is working properly.

Verifying the Summarized Route

Purpose Verify that the routes you configured for route summarization are being aggregated by

the ABRs before the routes enter the backbone area. Confirm route summarization by

checking the entries of the OSPF link-state database for the routing devices in the

backbone.

Action From operational mode, enter the show ospf database command for OSPFv2, and enter

the show ospf3 database command for OSPFv3.

Example: Limiting the Number of Prefixes Exported to OSPF

This example shows how to limit the number of prefixes exported to OSPF.

• Requirements on page 3428

• Overview on page 3429

• Configuration on page 3429

• Verification on page 3430

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.
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Overview

By default, there is no limit to the number of prefixes (routes) that can be exported into

OSPF. By allowing any number of routes to be exported into OSPF, the routing device

can become overwhelmed and potentially flood an excessive number of routes into an

area.

Youcan limit thenumberof routesexported intoOSPF tominimize the loadon the routing

device and prevent this potential problem. If the routing device exceeds the configured

prefix export value, the routing device purges the external prefixes and enters into an

overload state. This state ensures that the routing device is not overwhelmed as it

attempts to process routing information. The prefix export limit number can be a value

from 0 through 4,294,967,295.

In this example, you configure a prefix export limit of 100,000 by including the

prefix-export-limit statement.

Configuration

CLI Quick
Configuration

To quickly limit the number of prefixes exported to OSPF, copy the following command

and paste it into the CLI.

[edit]
set protocols ospf prefix-export-limit 100000

Step-by-Step
Procedure

To limit the number of prefixes exported to OSPF:

Configure the prefix export limit value.1.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@host# set protocols ospf prefix-export-limit 100000

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
prefix-export-limit 100000;

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.
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Verification

Confirm that the configuration is working properly.

Verifying the Prefix Export Limit

Purpose Verify the prefix export counter that displays the number or routes exported into OSPF.

Action From operational mode, enter the show ospf overview command for OSPFv2, and enter

the show ospf3 overview command for OSPFv3.

Configuring OSPF Refresh and Flooding Reduction in Stable Topologies

The OSPF standard requires that every link-state advertisement (LSA) be refreshed

every30minutes.The JuniperNetworks implementation refreshesLSAsevery50minutes.

By default, any LSA that is not refreshed expires after 60minutes. This requirement can

result in traffic overhead thatmakes it difficult to scale OSPF networks. You can override

the default behavior by specifying that the DoNotAge bit be set in self-originated LSAs

when they are initially sent by the router or switch. Any LSA with the DoNotAge bit set is

reflooded only when a change occurs in the LSA. This feature thus reduces protocol

traffic overhead while permitting any changed LSAs to be flooded immediately. Routers

or switches enabled for flood reduction continue to send hello packets to their neighbors

and to age self-originated LSAs in their databases.

The Juniper implementationofOSPF refreshand flooding reduction isbasedonRFC4136,

OSPF Refresh and Flooding Reduction in Stable Topologies. However, the Juniper

implementation does not include the forced-flooding interval defined in the RFC. Not

implementing the forced-flooding interval ensures that LSAs with the DoNotAge bit set

are reflooded only when a change occurs.

This feature is supported for the following:

• OSPFv2 and OSPFv3 interfaces

• OSPFv3 realms

• OSPFv2 and OSPFv3 virtual links

• OSPFv2 sham links

• OSPFv2 peer interfaces

• All routing instances supported by OSPF

• Logical systems

To configure flooding reduction for an OSPF interface, include the flood-reduction

statementat the [editprotocols (ospf |ospf3)areaarea-id interface interface-id]hierarchy

level.
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NOTE: If you configure flooding reduction for an interface configured as a
demand circuit, the LSAs are not initially flooded, but sent only when their
content has changed. Hello packets and LSAs are sent and received on a
demand-circuit interfaceonlywhenachangeoccurs in thenetwork topology.

In the following example, the OSPF interface so-0/0/1.0 is configured for flooding

reduction. As a result, all the LSAs generated by the routes that traverse the specified

interfacehave theDoNotAgebit setwhen theyare initially flooded, andLSAsare refreshed

only when a change occurs.

[edit]
protocols ospf {
area 0.0.0.0 {
interface so-0/0/1.0 {
flood-reduction;

}
interface lo0.0;
interface so-0/0/0.0;

}
}

NOTE: Beginning with Junos OS Release 12.2, you can configure a global
default link-state advertisement (LSA) flooding interval in OSPF for
self-generated LSAs by including the lsa-refresh-intervalminutes statement

at the [edit protocols (ospf | ospf3)] hierarchy level. The Juniper Networks

implementation refreshes LSAs every 50minutes. The range is 25 through
50minutes.Bydefault, anyLSAthat isnot refreshedexpiresafter60minutes.

If you have both the global LSA refresh interval configured for OSPF and
OSPF flooding reduction configured for a specific interface in an OSPF area,
the OSPF flood reduction configuration takes precedence for that specific
interface.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

Examples: Configuring OSPF Traffic Control

• Understanding OSPF Traffic Control on page 3431

• Example: Controlling the Cost of Individual OSPF Network Segments on page 3433

• Example:DynamicallyAdjustingOSPFInterfaceMetricsBasedonBandwidthonpage3437

• Example: Controlling OSPF Route Preferences on page 3439

Understanding OSPF Traffic Control

Once a topology is shared across the network, OSPF uses the topology to route packets

between network nodes. Each path between neighbors is assigned a cost based on the
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throughput, round-trip time, and reliability of the link. The sum of the costs across a

particular path between hosts determines the overall cost of the path. Packets are then

routed along the shortest path using the shortest-path-first (SPF) algorithm. Routes

with lower total path metrics are preferred over those with higher path metrics.

You can use the following methods to control OSPF traffic:

• Control the cost of individual OSPF network segments

• Dynamically adjust OSPF interface metrics based on bandwidth

• Control OSPF route selection

Controlling the Cost of Individual OSPF Network Segments

OSPF uses the following formula to determine the cost of a route:

cost = reference-bandwidth / interface bandwidth

You canmodify the reference-bandwidth value, which is used to calculate the default

interface cost. The interface bandwidth value is not user-configurable and refers to the

actual bandwidth of the physical interface.

By default, OSPF assigns a default cost metric of 1 to any link faster than 100Mbps, and

a default cost metric of 0 to the loopback interface (lo0). No bandwidth is associated

with the loopback interface.

To control the flow of packets across the network, OSPF allows you to manually assign

a cost (or metric) to a particular path segment. When you specify a metric for a specific

OSPF interface, that value is used to determine the cost of routes advertised from that

interface. For example, if all routers in the OSPF network use default metric values, and

you increase the metric on one interface to 5, all paths through that interface have a

calculatedmetric higher than the default and are not preferred.

NOTE: Any value you configure for themetric overrides the default behavior
of using the reference-bandwidth value to calculate the route cost for that
interface.

When there aremultiple equal-cost routes to the same destination in a routing table, an

equal-cost multipath (ECMP) set is formed. If there is an ECMP set for the active route,

the Junos OS software uses a hash algorithm to choose one of the next-hop addresses

in the ECMP set to install in the forwarding table.

Youcanconfigure JunosOSso thatmultiple next-hopentries in anECMPset are installed

in the forwarding table. Define a load-balancing routing policy by including one or more

policy-statement configuration statements at the [edit policy-options] hierarchy level,

with the action load-balanceper-packet. Then apply the routing policy to routes exported

from the routing table to the forwarding table.

Copyright © 2014, Juniper Networks, Inc.3432

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Dynamically Adjusting OSPF Interface Metrics Based on Bandwidth

You can specify a set of bandwidth threshold values and associatedmetric values for

an OSPF interface or for a topology on an OSPF interface. When the bandwidth of an

interface changes, the Junos OS automatically sets the interface metric to the value

associated with the appropriate bandwidth threshold value. Junos OS uses the smallest

configuredbandwidth threshold value that is equal to or greater than theactual interface

bandwidth to determine the metric value. If the interface bandwidth is greater than any

of theconfiguredbandwidth thresholdvalues, themetric valueconfigured for the interface

is used instead of any of the bandwidth-basedmetric values configured. The ability to

recalculate the metric for an interface when its bandwidth changes is especially useful

for aggregate interfaces.

NOTE: Youmust also configure ametric for the interface when you enable
bandwidth-basedmetrics.

Controlling OSPF Route Preferences

You can control the flow of packets through the network using route preferences. Route

preferences are used to select which route is installed in the forwarding table when

several protocols calculate routes to the same destination. The route with the lowest

preference value is selected.

By default, internal OSPF routes have a preference value of 10, and external OSPF routes

have a preference value of 150. Although the default settings are appropriate for most

environments, youmight want to modify the default settings if all of the routing devices

in your OSPF network use the default preference values, or if you are planning tomigrate

fromOSPF to a different interior gateway protocol (IGP). If all of the devices use the

default route preference values, you can change the route preferences to ensure that

thepath throughaparticular device is selected for the forwarding table any timemultiple

equal-cost paths to a destination exist. Whenmigrating fromOSPF to a different IGP,

modifying the route preferences allows you to perform themigration in a controlled

manner.

Example: Controlling the Cost of Individual OSPF Network Segments

This example shows how to control the cost of individual OSPF network segments.

• Requirements on page 3433

• Overview on page 3434

• Configuration on page 3435

• Verification on page 3437

Requirements

Before you begin:
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• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

Overview

All OSPF interfaces have a cost, which is a routing metric that is used in the link-state

calculation. Routes with lower total path metrics are preferred to those with higher path

metrics. In this example, we explore how to control the cost of OSPF network segments.

By default, OSPF assigns a default cost metric of 1 to any link faster than 100Mbps, and

a default cost metric of 0 to the loopback interface (lo0). No bandwidth is associated

with the loopback interface. This means that all interfaces faster than 100Mbps have

the same default cost metric of 1. If multiple equal-cost paths exist between a source

anddestinationaddress,OSPF routespacketsalongeachpathalternately, in round-robin

fashion.

Having the samedefaultmetricmight not be a problem if all of the interfaces are running

at the same speed. If the interfaces operate at different speeds, youmight notice that

traffic is not routed over the fastest interface because OSPF equally routes packets

across the different interfaces. For example, if your routing device has Fast Ethernet and

Gigabit Ethernet interfaces running OSPF, each of these interfaces have a default cost

metric of 1.

In the first example, you set the reference bandwidth to 10g (10 Gbps, as denoted by

10,000,000,000 bits) by including the reference-bandwidth statement. With this

configuration, OSPF assigns the Fast Ethernet interface a default metric of 100, and the

Gigabit Ethernet interface ametric of 10. Since the Gigabit Ethernet interface has the

lowest metric, OSPF selects it when routing packets. The range is 9600 through

1,000,000,000,000 bits.

Figure93onpage3435 shows three routingdevices in area0.0.0.0 andassumes that the

linkbetweenDeviceR2andDeviceR3 is congestedwithother traffic. Youcanalsocontrol

the flow of packets across the network by manually assigning ametric to a particular

path segment. Any value you configure for the metric overrides the default behavior of

using the reference-bandwidth value to calculate the route cost for that interface. To

prevent the traffic from Device R3 going directly to Device R2, you adjust the metric on

the interface on Device R3 that connects with Device R1 so that all traffic goes through

Device R1.

In the second example, you set the metric to 5 on interface fe-1/0/1 on Device R3 that

connectswithDeviceR1 by including themetric statement. The range is 1 through65,535.
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Figure 93: OSPFMetric Configuration
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Configuration

• Configuring the Reference Bandwidth on page 3435

• Configuring a Metric for a Specific OSPF Interface on page 3436

Configuring the Reference Bandwidth

CLI Quick
Configuration

To quickly configure the reference bandwidth, copy the following command and paste

it into the CLI.

[edit]
set protocols ospf reference-bandwidth 10g

Step-by-Step
Procedure

To configure the reference bandwidth:

Configure the reference bandwidth to calculate the default interface cost.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf reference-bandwidth 10g

TIP: As a shortcut in this example, you enter 10g to specify 10 Gbps

reference bandwidth. Whether you enter 10g or 10000000000, the

output of show protocols ospf command displays 10 Gbps as 10g, not

10000000000.

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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NOTE: Repeat thisentireconfigurationonall routingdevices inashared
network.

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
reference-bandwidth 10g;

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Configuring aMetric for a Specific OSPF Interface

CLI Quick
Configuration

To quickly configure ametric for a specific OSPF interface, copy the following command

and paste it into the CLI.

[edit]
set protocols ospf area 0.0.0.0 interface fe-1/0/1 metric 5

Step-by-Step
Procedure

To configure the metric for a specific OSPF interface:

Create an OSPF area.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Configure the metric of the OSPF network segment.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-1/0/1 metric 5

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0 ]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface fe-1/0/1.0 {
metric 5;

}
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}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Configured Metric on page 3437

• Verifying the Route on page 3437

Verifying the ConfiguredMetric

Purpose Verify the metric setting on the interface. Confirm that the Cost field displays the

interface’s configuredmetric (cost). When choosing paths to a destination, OSPF uses

the path with the lowest cost.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Verifying the Route

Purpose When choosing paths to a destination, OSPF uses the path with the lowest total cost.

Confirm that OSPF is using the appropriate path.

Action From operational mode, enter the show route command.

Example: Dynamically Adjusting OSPF InterfaceMetrics Based on Bandwidth

This example shows how to dynamically adjust OSPF interface metrics based on

bandwidth.

• Requirements on page 3437

• Overview on page 3438

• Configuration on page 3438

• Verification on page 3439

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.
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Overview

You can specify a set of bandwidth threshold values and associatedmetric values for

an OSPF interface. When the bandwidth of an interface changes, the Junos OS

automatically sets the interface metric to the value associated with the appropriate

bandwidth threshold value. When you configure bandwidth-basedmetric values, you

typically configure multiple bandwidth andmetric values.

In this example, you configure OSPF interface ae0 for bandwidth-basedmetrics by

including the bandwidth-based-metrics statement and the following settings:

• bandwidth—Specifies the bandwidth threshold in bits per second. The range is 9600

through 1,000,000,000,000,000.

• metric—Specifies the metric value to associate with a specific bandwidth value. The

range is 1 through 65,535.

Configuration

CLI Quick
Configuration

To quickly configure bandwidth threshold values and associatedmetric values for an

OSPF interface, copy the following commands, remove any line breaks, and then paste

the commands into the CLI.

[edit]
set protocols ospf area 0.0.0.0 interface ae0.0metric 5
set protocols ospf area 0.0.0.0 interface ae0.0 bandwidth-based-metrics bandwidth 1g
metric 60

set protocols ospf area 0.0.0.0 interface ae0.0 bandwidth-based-metrics bandwidth 10g
metric 50

To configure the metric for a specific OSPF interface:

1. Create an OSPF area.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Configure the metric of the OSPF network segment.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface ae0metric 5

3. Configure the bandwidth threshold values and associatedmetric values.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface ae0.0 bandwidth-based-metrics bandwidth 1gmetric 60
user@host# set interface ae0.0 bandwidth-based-metrics bandwidth 10gmetric 50

4. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0 ]
user@host# commit
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Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface ae0.0 {
bandwidth-based-metrics {
bandwidth 1gmetric 60;
bandwidth 10gmetric 50;

}
metric 5;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the ConfiguredMetric

Purpose Verify the metric setting on the interface. Confirm that the Cost field displays the

interface’s configuredmetric (cost). When choosing paths to a destination, OSPF uses

the path with the lowest cost.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Example: Controlling OSPF Route Preferences

This example shows how to control OSPF route selection in the forwarding table. This

example also shows how youmight control route selection if you are migrating from

OSPF to another IGP.

• Requirements on page 3439

• Overview on page 3440

• Configuration on page 3440

• Verification on page 3441

Requirements

This example assumes that OSPF is properly configured and running in your network,

and you want to control route selection because you are planning tomigrate fromOSPF

to a different IGP.

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices or the Junos OS Interfaces Configuration Guide for Security Devices.

• Configure the IGP that you want to migrate to. See the Junos OS Routing Protocols

Library for Routing Devices.
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Overview

Routepreferencesare used to selectwhich route is installed in the forwarding tablewhen

several protocols calculate routes to the same destination. The route with the lowest

preference value is selected.

By default, internal OSPF routes have a preference value of 10, and external OSPF routes

have a preference value of 150. Youmight want tomodify this setting if you are planning

to migrate fromOSPF to a different IGP. Modifying the route preferences enables you to

perform themigration in a controlled manner.

This example makes the following assumptions:

• OSPF is already running in your network.

• You want to migrate fromOSPF to IS-IS.

• Youconfigured IS-ISper yournetwork requirementsandconfirmed it isworkingproperly.

In this example, you increase the OSPF route preference values to make them less

preferred than IS-IS routesby specifying 168 for internalOSPF routesand 169 for external

OSPF routes. IS-IS internal routes have a preference of either 15 (for Level1) or 18 (for

Level 2), and external routes have a preference of 160 (for Level 1) or 165 (for Level 2).

In general, it is preferred to leave the new protocol at its default settings to minimize

complexitiesandsimplify any futureadditionof routingdevices to thenetwork. Tomodify

the OSPF route preference values, configure the following settings:

• preference—Specifies the routepreference for internalOSPF routes. Bydefault, internal

OSPF routes have a value of 10. The range is from 0 through 4,294967,295 (2
32
– 1).

• external-preference—Specifies the routepreference forexternalOSPF routes.Bydefault,

external OSPF routes have a value of 150. The range is from 0 through 4,294967,295

(2
32
– 1).

Configuration

CLI Quick
Configuration

To quickly configure the OSPF route preference values, copy the following command

and paste it into the CLI.

[edit]
set protocols ospf preference 168 external-preference 169

To configure route selection:

1. EnterOSPF configurationmode and set the external and internal routing preferences.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf preference 168 external-preference 169

2. If you are done configuring the device, commit the configuration.
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[edit]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
preference 168;
external-preference 169;

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the Route on page 3441

Verifying the Route

Purpose Verify that the IGP is using theappropriate route. After thenew IGPbecomes thepreferred

protocol (in this example, IS-IS), you should monitor the network for any issues. After

you confirm that thenew IGP isworkingproperly, you can remove theOSPFconfiguration

from the routing device by entering the delete ospf command at the [edit protocols]

hierarchy level.

Action From operational mode, enter the show route command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

Example: Configuring OSPFOverloadMode

• OSPF Overload Function Overview on page 3441

• Example:ConfiguringOSPFtoMakeRoutingDevicesAppearOverloadedonpage3442

OSPFOverload Function Overview

If the time elapsed after the OSPF instance is enabled is less than the specified timeout,

overloadmode is set.

You can configure the local routing device so that it appears to be overloaded. An

overloaded routingdevicedetermines it is unable tohandleanymoreOSPF transit traffic,

which results in sending OSPF transit traffic to other routing devices. OSPF traffic to

directly attached interfaces continues to reach the routing device. Youmight configure

overloadmode for many reasons, including:

• If you want the routing device to participate in OSPF routing, but do not want it to be

used for transit traffic. This could include a routing device that is connected to the
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network for analysis purposes, but is not considered part of the production network,

such as network management routing devices.

• If you are performing maintenance on a routing device in a production network. You

canmove traffic off that routing device so network services are not interrupted during

your maintenance window.

You configure or disable overloadmode in OSPF with or without a timeout. Without a

timeout, overloadmode is set until it is explicitly deleted from the configuration. With a

timeout, overloadmode is set if the time elapsed since the OSPF instance started is less

than the specified timeout.

A timer is started for the difference between the timeout and the time elapsed since the

instance started. When the timer expires, overloadmode is cleared. In overloadmode,

the router link-state advertisement (LSA) is originated with all the transit router links

(except stub) set to ametric of 0xFFFF. The stub router links are advertised with the

actual cost of the interfaces corresponding to the stub. This causes the transit traffic to

avoid theoverloaded routingdeviceand to takepathsaround the routingdevice.However,

the overloaded routing device’s own links are still accessible.

NOTE: The routing device can also dynamically enter the overload state,
regardless of configuring the device to appear overloaded. For example, if
the routingdeviceexceeds theconfiguredOSPFprefix limit, the routingdevice
purges the external prefixes and enters into an overload state. You can limit
the number of routes exported intoOSPF tominimize the load on the routing
device and prevent this potential problem.

Example: Configuring OSPF toMake Routing Devices Appear Overloaded

This example shows how to configure a routing device running OSPF to appear to be

overloaded.

• Requirements on page 3442

• Overview on page 3443

• Configuration on page 3443

• Verification on page 3444

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382
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• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

You can configure a local routing device runningOSPF to appear to be overloaded, which

allows the local routing device to participate in OSPF routing, but not for transit traffic.

When configured, the transit interface metrics are set to the maximum value of 65535.

This example includes the following settings:

• overload—Configures the local routingdevice so it appears tobeoverloaded.Youmight

configure this if you want the routing device to participate in OSPF routing, but do not

want it to be used for transit traffic, or you are performing maintenance on a routing

device in a production network.

• timeout seconds—(Optional) Specifies the number of seconds at which the overload

is reset. If no timeout interval is specified, the routing device remains in the overload

state until the overload statement is deleted or a timeout is set. In this example, you

configure60 seconds as the amount of time the routing device remains in the overload

state. By default, the timeout interval is 0 seconds (this value is not configured). The

range is from 60 through 1800 seconds.

Configuration

CLI Quick
Configuration

To quickly configure a local routing device to appear as overloaded, copy the following

command and paste it into the CLI.

[edit]
set protocols ospf overload timeout 60

Step-by-Step
Procedure

To configure a local routing device to appear overloaded:

Enter OSPF configuration mode.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host edit protocols ospf

2. Configure the local routing device to be overloaded.

[edit protocols ospf]
user@host set overload

3. (Optional) Configure the number of seconds at which overload is reset.

[edit protocols ospf]
user@host set overload timeout 60
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4. If you are done configuring the device, commit the configuration.

[edit protocols ospf]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration. The output includes the optional timeout statement.

user@host# show protocols ospf
overload timeout 60;

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying Traffic Has Moved Off Devices on page 3444

• Verifying Transit Interface Metrics on page 3444

• Verifying the Overload Configuration on page 3444

• Verifying the Viable Next Hop on page 3445

Verifying Traffic Has Moved Off Devices

Purpose Verify that the traffic has moved off the upstream devices.

Action From operational mode, enter the show interfaces detail command.

Verifying Transit Interface Metrics

Purpose Verify that the transit interface metrics are set to the maximum value of 65535 on the

downstream neighboring device.

Action From operational mode, enter the show ospf database router detail advertising-router

address command for OSPFv2, and enter the show ospf3 database router detail

advertising-router address command for OSPFv3.

Verifying the Overload Configuration

Purpose Verify thatoverload is configuredby reviewing theConfiguredoverload field. If theoverload

timer is also configured, this field also displays the time that remains before it is set to

expire.

Action From operational mode, enter the show ospf overview command for OSPFv2, and the

show ospf3 overview command for OSPFv3.
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Verifying the Viable Next Hop

Purpose Verify the viable next hop configuration on the upstream neighboring device. If the

neighboring device is overloaded, it is not used for transit traffic and is not displayed in

the output.

Action From operational mode, enter the show route address command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

OSPF Fault Detection Configuration

• Example: Configuring OSPF Timers on page 3445

• Example: Configuring BFD for OSPF on page 3451

• Example: Configuring BFD Authentication for OSPF on page 3457

Example: Configuring OSPF Timers

• OSPF Timers Overview on page 3445

• Example: Configuring OSPF Timers on page 3446

OSPF Timers Overview

OSPF routingdevices constantly track the statusof their neighbors, sendingand receiving

hello packets that indicate whether each neighbor still is functioning, and sending and

receiving link-state advertisement (LSA) and acknowledgment packets. OSPF sends

packets and expects to receive packets at specified intervals.

You configure OSPF timers on the interface of the routing device participating in OSPF.

Depending on the timer, the configured interval must be the same on all routing devices

on a shared network (area).

You can configure the following OSPF timers:

• Hello interval—Routing devices send hello packets at a fixed interval on all interfaces,

including virtual links, to establish andmaintain neighbor relationships. The hello

interval specifies the length of time, in seconds, before the routing device sends a hello

packet out of an interface. This interval must be the same on all routing devices on a

shared network. By default, the routing device sends hello packets every 10 seconds

(broadcast and point-to-point networks) and 30 seconds (nonbroadcast multiple

access (NBMA) networks).

• Poll interval—(OSPFv2, Nonbroadcast networks only) Routing devices send hello

packets for a longer interval on nonbroadcast networks to minimize the bandwidth

required on slowWAN links. The poll interval specifies the length of time, in seconds,

before the routing device sends hello packets out of the interface before establishing

adjacency with a neighbor. By default, the routing device sends hello packets every

120 seconds until active neighbors are detected.
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Once the routing device detects an active neighbor, the hello packet interval changes

from the time specified in the poll interval to the time specified in the hello interval.

• LSA retransmission interval—When a routing device sends LSAs to its neighbors, the

routing device expects to receive an acknowledgment packet from each neighbor

within a certain amount of time. The LSA retransmission interval specifies the length

of time, in seconds, that the routing device waits to receive an LSA packet before

retransmitting the LSA to an interface’s neighbors. By default, the routing device waits

5 seconds for an acknowledgment before retransmitting the LSA.

• Dead interval—If a routingdevicedoesnot receiveahellopacket fromaneighborwithin

a fixed amount of time, the routing device modifies its topology database to indicate

that the neighbor is nonoperational. The dead interval specifies the length of time, in

seconds, that the routing device waits before declaring that a neighboring routing

device is unavailable. This is an interval during which the routing device receives no

hello packets from the neighbor. This interval must be the same on all routing devices

on a shared network. By default, this interval is four times the default hello interval,

which is40seconds (broadcastandpoint-to-point networks)and 120seconds (NBMA

networks).

• Transit delay—Before a link-state update packet is propagated out of an interface, the

routingdevicemust increase theageof thepacket. The transit delay sets theestimated

time required to transmit a link-state update on the interface. By default, the transit

delay is 1 second. You should never have to modify the transit delay time.

Example: Configuring OSPF Timers

This example shows how to configure the OSPF timers.

• Requirements on page 3446

• Overview on page 3447

• Configuration on page 3448

• Verification on page 3451

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.
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Overview

The default OSPF timer settings are optimal for most networks. However, depending on

your network requirements, youmight need to modify the timer settings. This example

explains why youmight need to modify the following timers:

• Hello interval

• Dead interval

• LSA retransmission interval

• Transit delay

Hello Interval and Dead Interval

Thehello interval and thedead interval optimize convergence timesbyefficiently tracking

neighbor status. By lowering the values of the hello interval and the dead interval, you

can increase the convergence of OSPF routes if a path fails. These intervals must be the

same on all routing devices on a shared network. Otherwise, OSPF cannot establish the

appropriate adjacencies.

In the first example, you lower the hello interval to 2 seconds and the dead interval to 8

seconds on point-to-point OSPF interfaces fe-0/0/1 and fe-1/0/1 in area 0.0.0.0 by

configuring the following settings:

• hello-interval—Specifies the lengthof time, in seconds, before the routingdevice sends

a hello packet out of an interface. By default, the routing device sends hello packets

every 10 seconds. The range is from 1 through 255 seconds.

• dead-interval—Specifies the length of time, in seconds, that the routing device waits

before declaring that a neighboring routing device is unavailable. This is an interval

duringwhich the routingdevice receives nohello packets fromtheneighbor. Bydefault,

the routing device waits 40 seconds (four times the hello interval). The range is 1

through 65,535 seconds.

LSA Retransmission Interval

The link-state advertisement (LSA) retransmission interval optimizes the sending and

receiving of LSA and acknowledgement packets. Youmust configure the LSA

retransmission interval to be equal to or greater than 3 seconds to avoid triggering a

retransmit trap because the Junos OS delays LSA acknowledgments by up to 2 seconds.

If you have a virtual link, youmight find increased performance by increasing the value

of the LSA retransmission interval.
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In the second example, you increase the LSA retransmission timer to 8 seconds onOSPF

interface fe-0/0/1 in area 0.0.0.1 by configuring the following setting:

• retransmit-interval—Specifies the length of time, in seconds, that the routing device

waits to receive an LSA packet before retransmitting LSA to an interface’s neighbors.

By default, the routing device retransmits LSAs to its neighbors every 5 seconds. The

range is from 1 through 65,535 seconds.

Transit Delay

The transit delay sets the time the routing device uses to age a link-state update packet.

If you have a slow link (for example, one with an average propagation delay of multiple

seconds), you should increase the age of the packet by a similar amount. Doing this

ensures that you do not receive a packet back that is younger than the original copy.

In the final example, you increase the transit delay to2 secondsonOSPF interface fe-1/0/1

in area 0.0.0.1. By configuring the following setting, this causes the routing device to age

the link-state update packet by 2 seconds:

• transit-delay—Sets the estimated time required to transmit a link-state update on the

interface.Youshouldnever have tomodify the transit delay time.Bydefault, the routing

device ages the packet by 1 second. The range is from 1 through 65,535 seconds.

Configuration

• Configuring the Hello Interval and the Dead Interval on page 3448

• Controlling the LSA Retransmission Interval on page 3449

• Specifying the Transit Delay on page 3450

Configuring the Hello Interval and the Dead Interval

CLI Quick
Configuration

To quickly configure the hello and dead intervals, copy the following commands and

paste them into the CLI.

[edit]
set protocols ospf area 0.0.0.0 interface fe-0/0/1 hello-interval 2
set protocols ospf area 0.0.0.0 interface fe-0/0/1 dead-interval 8
set protocols ospf area 0.0.0.0 interface fe-1/0/1 hello-interval 2
set protocols ospf area 0.0.0.0 interface fe-1/0/1 dead-interval 8

Step-by-Step
Procedure

To configure the hello and dead intervals:

Create an OSPF area.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Specify the interfaces.

Copyright © 2014, Juniper Networks, Inc.3448

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



[edit protocols ospf area 0.0.0.0]
user@host# set interface fe-0/0/1
user@host# set interface fe-1/0/1

3. Configure the hello interval.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-0/0/1 hello-interval 2
user@host# set interface fe-1/0/1 hello-interval 2

4. Configure the dead interval.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-0/0/1 dead-interval 8
user@host# set interface fe-1/0/1 dead-interval 8

5. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0 ]
user@host# commit

NOTE: Repeat thisentireconfigurationonall routingdevices inashared
network.

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/1.0 {
hello-interval 2;
dead-interval 8;

}
interface fe-1/0/1.0 {
hello-interval 2;
dead-interval 8;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Controlling the LSA Retransmission Interval

CLI Quick
Configuration

To quickly configure the LSA retransmission interval, copy the following command and

paste it into the CLI.

[edit]
set protocols ospf area 0.0.0.1 interface fe-0/0/1 retransmit-interval 8

Step-by-Step
Procedure

To configure the LSA retransmission interval:

Create an OSPF area.1.
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NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.1

2. Specify the interface.

[edit protocols ospf area 0.0.0.1]
user@host# set interface fe-0/0/1

3. Configure the LSA retransmission interval.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface fe-0/0/1 retransmit-interval 8

4. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.1 {
interface fe-0/0/1.0 {
retransmit-interval 8;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Specifying the Transit Delay

CLI Quick
Configuration

To quickly configure the transit delay, copy the following command and paste it into the

CLI.

[edit]
set protocols ospf area 0.0.0.1 interface fe-1/0/1 transit-delay 2

Step-by-Step
Procedure

To configure the transit delay:

Create an OSPF area.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.1
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2. Specify the interface.

[edit protocols ospf area 0.0.0.1]
user@host# set interface fe-1/0/1

3. Configure the transit delay.

[edit protocols ospf area 0.0.0.1 ]
user@host# set interface fe-1/0/1 transit-delay 2

4. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.1 ]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.1 {
interface fe-1/0/1.0 {
transit-delay 2;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the Timer Configuration

Purpose Verify that the interface for OSPF or OSPFv3 has been configured with the applicable

timer values. Confirm that the Hello field, the Dead field, and the ReXmit field display

the values that you configured.

Action From operational mode, enter the show ospf interface detail for OSPFv2, and enter the

show ospf3 interface detail command for OSPFv3.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

Example: Configuring BFD for OSPF

• BFD for OSPF Overview on page 3451

• Example: Configuring BFD for OSPF on page 3454

BFD for OSPFOverview

TheBidirectional Forwarding Detection (BFD) protocol is a simple hellomechanism that

detects failures in a network. BFD works with a wide variety of network environments

and topologies. A pair of routing devices exchange BFD packets. Hello packets are sent

3451Copyright © 2014, Juniper Networks, Inc.

Chapter 38: Configuration



at a specified, regular interval. A neighbor failure is detected when the routing device

stops receiving a reply after a specified interval. The BFD failure detection timers have

shorter time limits than the OSPF failure detection mechanisms, so they provide faster

detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. You can use the clear bfd adaptation command to return BFD

interval timers to their configured values. The clear bfd adaptation command is hitless,

meaning that the command does not affect traffic flow on the routing device.

NOTE: BFD is supported for OSPFv3 in Junos OS Release 9.3 and later.

You can configure the following BFD protocol settings:

• detection-time threshold—Threshold for the adaptation of the detection time. When

theBFDsessiondetection timeadapts toavalueequal toor greater than theconfigured

threshold, a single trap and a single system logmessage are sent.

• full-neighbors-only—Ability to establishBFDsessions only forOSPFneighborswith full

neighbor adjacency. The default behavior is to establish BFD sessions for all OSPF

neighbors. This setting is available in Junos OS Release 9.5 and later.

• minimum-interval—Minimum transmit and receive interval for failure detection. This

setting configures both the minimum interval after which the local routing device

transmitshellopacketsand theminimumintervalafterwhich the routingdeviceexpects

to receive a reply from the neighbor with which it has established a BFD session. Both

intervals are in milliseconds. You can also specify the minimum transmit and receive

intervals separately using the transmit-interval minimum-interval and

minimum-receive-interval statements.
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NOTE: BFD is an intensive protocol that consumes system resources.
Specifying aminimum interval for BFD of less than 100ms for Routing
Engine-based sessions and 10ms for distributed BFD sessions can cause
undesired BFD flapping.

Depending on your network environment, these additional
recommendationsmight apply:

• For large-scale network deployments with a large number of BFD
sessions, specifyaminimumintervalof300msforRoutingEngine-based
sessions and 100ms for distributed BFD sessions.

• For very large-scale network deployments with a large number of BFD
sessions, contact Juniper Networks customer support for more
information.

• For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify aminimum
interval of 2500ms for Routing Engine-based sessions. Without NSR,
Routing Engine-based sessions can have aminimum interval of 100ms.
InOSPFv3,BFD isalwaysbased in theRoutingEngine,meaning thatBFD
is not distributed. For distributed BFD sessionswith NSR configured, the
minimum interval recommendations are unchanged and depend only
on your network deployment.

• minimum-receive-interval—Minimum receive interval for failure detection. This setting

configures theminimum receive interval, inmilliseconds, afterwhich the routing device

expects to receive a hello packet from a neighbor with which it has established a BFD

session. You can also specify theminimum receive interval using theminimum-interval

statement.

• multiplier—Multiplier for hello packets. This setting configures the number of hello

packets that are not received by a neighbor, which causes the originating interface to

bedeclareddown.Bydefault, threemissedhellopackets cause theoriginating interface

to be declared down.

• no-adaptation—Disables BFD adaption. This setting disables BFD sessions from

adapting to changing network conditions. This setting is available in Junos OS

Release 9.0 and later.

NOTE: We recommend that you do not disable BFD adaptation unless it
is preferable not to have BFD adaptation in your network.

• transmit-interval minimum-interval—Minimum transmit interval for failure detection.

This setting configures the minimum transmit interval, in milliseconds, at which the

local routingdevice transmitshellopackets to theneighborwithwhich it hasestablished

a BFD session. You can also specify the minimum transmit interval using the

minimum-interval statement.
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• transmit-interval threshold—Threshold for the adaptation of the BFD session transmit

interval. When the transmit interval adapts to a value greater than the threshold, a

single trap and a single system logmessage are sent. The threshold value must be

greater than theminimum transmit interval. If you attempt to commit a configuration

with a threshold value less than theminimum transmit interval, the routing device

displays an error and does not accept the configuration.

• version—BFD version. This setting configures the BFD version used for detection. You

can explicitly configure BFD version 1, or the routing device can automatically detect

the BFD version. By default, the routing device automatically detects the BFD version

automatically, which is either 0 or 1.

You can also trace BFD operations for troubleshooting purposes.

Example: Configuring BFD for OSPF

This example shows how to configure the Bidirectional Forwarding Detection (BFD)

protocol for OSPF.

• Requirements on page 3454

• Overview on page 3454

• Configuration on page 3456

• Verification on page 3457

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

An alternative to adjusting the OSPF hello interval and dead interval settings to increase

route convergence is to configure BFD. The BFD protocol is a simple hello mechanism

that detects failures in a network. The BFD failure detection timers have shorter timer

limits than the OSPF failure detection mechanisms, thereby providing faster detection.
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BFD is useful on interfaces that are unable to detect failure quickly, such as Ethernet

interfaces. Other interfaces, such as SONET interfaces, already have built-in failure

detection. Configuring BFD on those interfaces is unnecessary.

YouconfigureBFDonapair of neighboringOSPF interfaces.Unlike theOSPFhello interval

and dead interval settings, you do not have to enable BFD on all interfaces in an OSPF

area.

In this example, you enable failure detection by including the bfd-liveness-detection

statement on the neighbor OSPF interface fe-0/1/0 in area 0.0.0.0 and configure the

BFD packet exchange interval to 300milliseconds, configure 4 as the number of missed

hello packets that causes the originating interface to be declared down, and configure

BFD sessions only for OSPF neighbors with full neighbor adjacency by including the

following settings:

• full-neighbors-only—In Junos OS Release 9.5 and later, configures the BFD protocol to

establish BFD sessions only for OSPF neighbors with full neighbor adjacency. The

default behavior is to establish BFD sessions for all OSPF neighbors.

• minimum-interval—Configures the minimum interval, in milliseconds, after which the

local routingdevice transmits hellopackets aswell as theminimum interval afterwhich

the routing device expects to receive a reply from the neighbor with which it has

established a BFD session. You can configure a number in the range from 1 through

255,000milliseconds. Youcanalso specify theminimumtransmit and receive intervals

separately using the transmit-intervalminimum-interval andminimum-receive-interval

statements.

NOTE: BFD is an intensive protocol that consumes system resources.
Specifying aminimum interval for BFD of less than 100ms for Routing
Engine-based sessions and 10ms for distributed BFD sessions can cause
undesired BFD flapping.

Depending on your network environment, these additional
recommendationsmight apply:

• For large-scale network deployments with a large number of BFD
sessions, specifyaminimumintervalof300msforRoutingEngine-based
sessions and 100ms for distributed BFD sessions.

• For very large-scale network deployments with a large number of BFD
sessions, contact Juniper Networks customer support for more
information.

• For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify aminimum
interval of 2500ms for Routing Engine-based sessions. For distributed
BFD sessions with NSR configured, theminimum interval
recommendations are unchanged and depend only on your network
deployment.
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• multiplier—Configures the number of hello packets not received by a neighbor that

causes the originating interface to be declared down. By default, three missed hello

packets cause the originating interface to be declared down. You can configure a value

in the range from 1 through 255.

Configuration

CLI Quick
Configuration

To quickly configure the BFD protocol for OSPF, copy the following commands, remove

any line breaks, and then paste the commands into the CLI.

[edit]
setprotocolsospfarea0.0.0.0 interface fe-0/0/1bfd-liveness-detectionminimum-interval
300

set protocols ospf area 0.0.0.0 interface fe-0/0/1 bfd-liveness-detectionmultiplier 4
setprotocolsospfarea0.0.0.0 interfacefe-0/0/1bfd-liveness-detectionfull-neighbors-only

Step-by-Step
Procedure

To configure the BFD protocol for OSPF on one neighboring interface:

Create an OSPF area.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Specify the interface.

[edit protocols ospf area 0.0.0.0]
user@host# set interface fe-0/0/1

3. Specify the minimum transmit and receive intervals.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-0/0/1 bfd-liveness-detectionminimum-interval 300

4. Configure the number of missed hello packets that cause the originating interface

to be declared down.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-0/0/1 bfd-liveness-detectionmultiplier 4

5. Configure BFD sessions only for OSPF neighbors with full neighbor adjacency.

[edit protocols ospf area 0.0.0.0 ]
user@host# set interface fe-0/0/1 bfd-liveness-detection full-neighbors-only

6. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0 ]
user@host# commit

NOTE: Repeat this entire configuration on the other neighboring
interface.
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Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/1.0 {
bfd-liveness-detection {
minimum-interval 300;
multiplier 4;
full-neighbors-only;

}
}

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the BFD Sessions

Purpose Verify that the OSPF interfaces have active BFD sessions, and that session components

have been configured correctly.

Action From operational mode, enter the show bfd session detail command.

Meaning The output displays information about the BFD sessions.

• The Address field displays the IP address of the neighbor.

• The Interface field displays the interface you configured for BFD.

• The State field displays the state of the neighbor and should show Full to reflect the

full neighbor adjacency that you configured.

• The Transmit Interval field displays the time interval you configured to send BFD

packets.

• The Multiplier field displays the multiplier you configured.

Related
Documentation

OSPF Configuration Overview•

• BFD Authentication for OSPF Overview on page 3458

Example: Configuring BFD Authentication for OSPF

• BFD Authentication for OSPF Overview on page 3458

• Configuring BFD Authentication for OSPF on page 3459
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BFD Authentication for OSPFOverview

Bidirectional Forwarding Detection (BFD) enables rapid detection of communication

failuresbetweenadjacent systems.Bydefault, authentication forBFDsessions isdisabled.

However, when you run BFD over Network Layer protocols, the risk of service attacks can

be significant. We strongly recommend using authentication if you are running BFD over

multiple hops or through insecure tunnels. Beginning with Junos OS Release 9.6, Junos

OS supports authentication for BFD sessions running over OSPFv2. BFD authentication

is not supported on MPLS OAM sessions. BFD authentication is only supported in the

Canada and United States version of the Junos OS image and is not available in the

export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.

The following sections describe the supported authentication algorithms, security

keychains, and level of authentication that can be configured:

• BFD Authentication Algorithms on page 3458

• Security Authentication Keychains on page 3459

• Strict Versus Loose Authentication on page 3459

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFD session. One ormore passwords can be configured. Thismethod

is the least secureandshouldbeusedonlywhenBFDsessionsarenot subject topacket

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keysmatches and the sequence number is greater than

or equal to the last sequence number received. Althoughmore secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

methodworks in the samemanneras keyedMD5,but the sequencenumber is updated

with every packet. Althoughmore secure than keyed MD5 and simple passwords, this

methodmight take additional time to authenticate the session.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,
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packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updated with

everypacket.Althoughmoresecure thankeyedSHAandsimplepasswords, thismethod

might take additional time to authenticate the session.

NOTE: Nonstop active routing (NSR) is not supported with the
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates.When the security authentication keychain is configuredand

associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one ormore keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allowsmultiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Configuring BFD Authentication for OSPF

Beginning with Junos OS Release 9.6, you can configure authentication for BFD sessions

running over OSPFv2. Routing instances are also supported.

The followingsectionsprovide instructions for configuringandviewingBFDauthentication

on OSPF:

• Configuring BFD Authentication Parameters on page 3459

• Viewing Authentication Information for BFD Sessions on page 3461

Configuring BFD Authentication Parameters

Only three steps are needed to configure authentication on a BFD session:
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1. Specify the BFD authentication algorithm for the OSPFv2 protocol.

2. Associate the authentication keychain with the OSPFv2 protocol.

3. Configure the related security authentication keychain.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1,meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use for BFD authentication on an

OSPF route or routing instance.

[edit]
user@host# set protocols ospf area 0.0.0.1 interface if2-ospf bfd-liveness-detection
authentication algorithm keyed-sha-1

NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on the specified OSPF

route or routing instance with the unique security authentication keychain attributes.

This keychain should match the keychain name configured at the [edit security

authentication key-chains] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.1 interface if2-ospf bfd-liveness-detection
authentication keychain bfd-ospf

NOTE: The algorithm and keychainmust be configured on both ends of
the BFD session, and theymust match. Anymismatch in configuration
prevents the BFD session from being created.

3. Specify the unique security authentication information for BFD sessions:

• Thematching keychain name as specified in Step 2.

• At least one key, a unique integer between 0 and 63. Creatingmultiple keys enables

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security]
user@host# authentication-key-chains key-chain bfd-ospf key 53 secret
$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from

nonauthenticated sessions to authenticated sessions.
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[edit]
user@host>setprotocolsospf interface if2-ospfbfd-liveness-detectionauthentication
loose-check

5. (Optional) View your configuration using the show bfd session detail or show bfd

session extensive command.

6. Repeat the steps in this procedure to configure the other end of the BFD session.

NOTE: BFDauthentication isonly supported in theCanadaandUnitedStates
version of the Junos OS image and is not available in the export version.

Viewing Authentication Information for BFD Sessions

You can view the existing BFD authentication configuration using the show bfd session

detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the if2-ospfBGP group.

It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-ospf.

The authentication keychain is configured with two keys. Key 1 contains the secret data

“$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm” and a start time of June 1, 2009, at 9:46:02

AM PST. Key 2 contains the secret data “$9$a5jiKW9l.reP38ny.TszF2/9” and a start time

of June 1, 2009, at 3:29:20 PM PST.

[edit protocols ospf]
area 0.0.0.1 {
interface if2-ospf {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-ospf;

}
}

}
}
[edit security]
authentication key-chains {
key-chain bfd-ospf {
key 1 {
secret “$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm”;
start-time “2009-6-1.09:46:02 -0700”;

}
key 2 {
secret “$9$a5jiKW9l.reP38ny.TszF2/9”;
start-time “2009-6-1.15:29:20 -0700”;

}
}

}

If youcommit theseupdates toyour configuration, youseeoutput similar to the following.

In the output for the show bfd session detail command, Authenticate is displayed to

indicate that BFD authentication is configured.
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show bfd session detail

user@host# show bfd session detail

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.9.1.33            Up        so-7/1/0.0          0.600     0.200      3
  Client OSPF, TX interval 0.200, RX interval 0.200, multiplier 3, Authenticate
  Session up time 3d 00:34
  Local diagnostic None, remote diagnostic None
  Remote state Up, version 1
  Replicated

1 sessions, 1 clients
Cumulative transmit rate 10.0 pps, cumulative receive rate 10.0 pps

For more information about the configuration, use the show bfd session extensive

command.Theoutput for this commandprovides the keychainname, theauthentication

algorithm andmode for each client in the session, and the overall BFD authentication

configuration status, keychain name, and authentication algorithm andmode.

show bfd session extensive

user@host# show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.9.1.33            Up        so-7/1/0.0          0.600     0.200      3
  Client OSPF, TX interval 0.200, RX interval 0.200, multiplier 3, Authenticate

keychain bfd-ospf, algo keyed-md5, mode loose

  Session up time 3d 00:34
  Local diagnostic None, remote diagnostic None
  Remote state Up, version 1
  Replicated
  Min async interval 0.200, min slow interval 1.000
  Adaptive async tx interval 0.200, rx interval 0.200
  Local min tx interval 0.200, min rx interval 0.200, multiplier 3
  Remote min tx interval 0.100, min rx interval 0.100, multiplier 3
  Threshold transmission interval 0.000, Threshold for detection time 0.000
  Local discriminator 11, remote discriminator 80
  Echo mode disabled/inactive
Authentication enabled/active, keychain bfd-ospf, algo keyed-sha-1, mode strict
1 sessions, 1 clients
Cumulative transmit rate 10.0 pps, cumulative receive rate 10.0 pps

Related
Documentation

OSPF Configuration Overview•

• BFD for OSPF Overview on page 3451

OSPF Redundancy Features Configuration

• Examples: Configuring Graceful Restart for OSPF on page 3462

Examples: Configuring Graceful Restart for OSPF

• Graceful Restart for OSPF Overview on page 3463

• Example: Configuring Graceful Restart for OSPF on page 3464

Copyright © 2014, Juniper Networks, Inc.3462

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• Example: Configuring the Helper Capability Mode for OSPFv2 Graceful

Restart on page 3468

• Example: Configuring the Helper Capability Mode for OSPFv3 Graceful

Restart on page 3472

• Example: Disabling Strict LSA Checking for OSPF Graceful Restart on page 3475

Graceful Restart for OSPFOverview

Graceful restart allows a routing device undergoing a restart to inform its adjacent

neighbors and peers of its condition. During a graceful restart, the restarting device and

its neighbors continue forwarding packets without disrupting network performance.

Because neighboring devices assist in the restart (these neighbors are called helper

routers), the restarting device can quickly resume full operation without recalculating

algorithms.

NOTE: Onabroadcast linkwithasingleneighbor,when theneighbor initiates
anOSPFv3 graceful restart operation, the restartmight be terminated at the
point when the local routing device assumes the role of a helper. A change
in the LSA is considered a topology change, which terminates the neighbor’s
restart operation.

Graceful restart is disabled by default. You can globally enable graceful restart for all

routingprotocols by including the graceful-restart statement at the [edit routing-options]

hierarchy level. To enable graceful restart specifically for OSPF, first you need to globally

enable graceful restart for all routing protocols.

This topic describes the following information:

• Helper Mode for Graceful Restart on page 3463

• Planned and Unplanned Graceful Restart on page 3464

Helper Mode for Graceful Restart

Whenadevice enabled forOSPF graceful restart restarts, it retains routes learned before

the restart in its forwarding table. The device does not allow newOSPF link-state

advertisements (LSAs) to update the routing table. This device continues to forward

traffic to other OSPF neighbors (or helper routers), and sends only a limited number of

LSAs during the restart period. To reestablish OSPF adjacencies with neighbors, the

restarting device must send a grace LSA to all neighbors. In response, the helper routers

enter helpermode(theability toassist aneighboringdeviceattemptingagraceful restart)

and send an acknowledgment back to the restarting device. If there are no topology

changes, the helper routers continue to advertise LSAs as if the restarting device had

remained in continuous OSPF operation.

NOTE: Helpermode isenabledbydefaultwhenyoustart the routingplatform,
even if graceful restart is not enabled. You can disable helper mode
specifically for OSPF.
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When the restarting device receives replies from all the helper routers, the restarting

device selects routes, updates the forwarding table, and discards the old routes. At this

point, full OSPF adjacencies are reestablished and the restarting device receives and

processes OSPF LSAs as usual. When the helper routers no longer receive grace LSAs

from the restarting device or when the topology of the network changes, the helper

routers also resume normal operation.

Beginning with Junos OS Release 11.4, you can configure restart signaling-based helper

mode forOSPFv2 graceful restart configurations. The JunosOS implementation is based

onRFC4811,OSPFOut-of-BandLinkStateDatabase (LSDB)Resynchronization, RFC4812,

OSPFRestartSignaling, andRFC4813,OSPFLink-LocalSignaling. In restart signaling-based

helper mode implementations, the restarting device informs its restart status to its

neighbors only after the restart is complete. When the restart is complete, the restarting

device sends hello messages to its helper routers with the restart signal (RS) bit set in

the hello packet header. When a helper router receives a hello packet with the RS bit set

in the header, the helper router returns a hellomessage to the restarting device. The reply

hello message from the helper router contains the ResyncState flag and the

ResyncTimeout timer that enable the restarting device to keep track of the helper routers

that are syncing upwith it.When all helpers complete the synchronization, the restarting

device exits the restart mode.

NOTE: Restart signaling-basedgraceful restarthelpermode isnot supported
for OSPFv3 configurations.

Planned and Unplanned Graceful Restart

OSPF supports two types of graceful restart: planned and unplanned. During a planned

restart, the restarting routingdevice informs theneighborsbefore restarting.Theneighbors

act as if the routing device is still within the network topology, and continue forwarding

traffic to the restarting routing device. A grace period is set to specifywhen the neighbors

shouldconsider the restarting routingdeviceaspartof the topology.Duringanunplanned

restart, the routing device restarts without warning.

Example: Configuring Graceful Restart for OSPF

This example shows how to configure graceful restart specifically for OSPF.

• Requirements on page 3464

• Overview on page 3465

• Configuration on page 3465

• Verification on page 3468

Requirements

Before you begin:
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• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

Graceful restart enables a routing device undergoing a restart to inform its adjacent

neighborsandpeersof its condition.Duringagraceful restart, the restarting routingdevice

and its neighbors continue forwarding packets without disrupting network performance.

By default, graceful restart is disabled. You can globally enable graceful restart for all

routingprotocols by including the graceful-restart statement at the [edit routing-options]

hierarchy level, or you can enable graceful restart specifically for OSPF by including the

graceful-restart statement at the [edit protocols (ospf|ospf3)] hierarchy level.

The first exampleshowshowtoenablegraceful restart andconfigure theoptional settings

for the grace period interval. In this example, interfaces fe-1/1/1 and fe-1/1/2 are in OSPF

area 0.0.0.0, and you configure those interfaces for graceful restart. The grace period

interval for OSPF graceful restart is determined as equal to or less than the sum of the

notify-duration time interval and the restart-duration time interval. The grace period is

the number of seconds that the routing device’s neighbors continue to advertise the

routing device as fully adjacent, regardless of the connection state between the routing

device and its neighbors.

Thenotify-duration statementconfigureshow long(in seconds) the routingdevicenotifies

helper routers that it has completed graceful restart by sending purged grace link-state

advertisements (LSAs) over all interfaces. By default, the routing device sends grace

LSAs for 30 seconds. The range is from 1 through 3600 seconds.

The restart-duration statement configures the amount of time the routing device waits

(in seconds) to complete reacquisition of OSPF neighbors from each area. By default,

the routing device allows 180 seconds. The range is from 1 through 3600 seconds.

The second example shows how to disable graceful restart for OSPF by including the

disable statement.

Configuration

• Enabling Graceful Restart for OSPF on page 3465

• Disabling Graceful Restart for OSPF on page 3467

Enabling Graceful Restart for OSPF

CLI Quick
Configuration

To quickly enable graceful restart for OSPF, copy the following commands and paste

them into the CLI.

[edit]
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set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
set interfaces fe-1/1/2 unit 0 family inet address 10.0.0.5
set protocols ospf area 0.0.0.0 interface fe-1/1/1
set protocols ospf area 0.0.0.0 interface fe-1/1/2
set routing-options graceful-restart
set protocols ospf graceful-restart restart-duration 190
set protocols ospf graceful-restart notify-duration 40

Step-by-Step
Procedure

To enable graceful restart for OSPF:

Configure the interfaces.1.

NOTE: For OSPFv3, use IPv6 addresses.

[edit]
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.5

2. Configure OSPF on the interfaces.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/1
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/2

3. Configure graceful restart globally

[edit]
user@host#edit routing-options graceful-restart

4. Configure OSPF graceful restart.

[edit]
user@host# edit protocols ospf graceful-restart

5. (Optional) Configure the restart duration time.

[edit protocols ospf graceful-restart]
user@host# set restart-duration 190

6. (Optional) Configure the notify duration time.

[edit protocols ospf graceful-restart]
user@host# set notify-duration 40

7. If you are done configuring the device, commit the configuration.

[edit protocols ospf graceful-restart]
user@host# commit
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Results Confirm your configuration by entering the show interfaces and show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
fe-1/1/1 {
unit 0 {
family inet {
address 10.0.0.4/32;

}
}

}
fe-1/1/2 {
unit 0 {
family inet {
address 10.0.0.5/32;

}
}

}
user@host# show protocols ospf
graceful-restart {
restart-duration 190;
notify-duration 40;

}
area 0.0.0.0 {
interface fe-1/1/1.0;
interface fe-1/1/2.0;

}

To confirm an OSPFv3 configuration, enter the show interfaces and the show protocols

ospf3 commands.

Disabling Graceful Restart for OSPF

CLI Quick
Configuration

To quickly disable graceful restart for OSPF, copy the following command and paste it

into the CLI.

[edit]
user@host# set protocols ospf graceful-restart disable

Step-by-Step
Procedure

To disable graceful restart for OSPF:

Disable graceful restart for the OSPF protocol only.1.

This command does not affect the global graceful restart configuration setting.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf graceful-restart disable

2. If you are done configuring the device, commit the configuration.
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[edit]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
graceful-restart disable;

To confirm an OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPF Graceful Restart Configuration on page 3468

• Verifying Graceful Restart Status on page 3468

Verifying the OSPF Graceful Restart Configuration

Purpose Verify information about your OSPF graceful restart configuration.

Action From operational mode, enter the show ospf overview command for OSPFv2. Enter the

show ospf3 overview command for OSPFv3.

Meaning TheRestart field displays the status of graceful restart as either enabled or disabled. The

Restart duration field displays howmuch time the restarted routing device requires to

complete reacquisition of OSPF neighbors. The Restart grace period field displays how

much time the neighbors should consider the restarted routing device as part of the

topology.

Verifying Graceful Restart Status

Purpose Verify the status of graceful restart.

Action From operational mode, enter the show route instance detail command.

Meaning TheRestartState fielddisplaysPending if the restart hasnotbeencompletedorComplete

if the restart has finished. The Path selection timeout field indicates the amount of time

remaining until graceful restart is declared complete. There is a more detailed Restart

State field that displays a list of protocols that have or have not yet completed graceful

restart for the specified routing table.

Example: Configuring the Helper Capability Mode for OSPFv2 Graceful Restart

This example shows how to disable and reenable the helpermode capability forOSPFv2

graceful restart.

• Requirements on page 3469

• Overview on page 3469
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• Configuration on page 3469

• Verification on page 3471

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

TheOSPFgraceful restarthelpercapabilityassistsaneighboring routingdeviceattempting

a graceful restart. By default, the helper capability is globally enabledwhen you start the

routing platform. This means that the helper capability is enabled when you start OSPF,

even if graceful restart is not globally enabled or specifically enabled for OSPF. You can

further modify your graceful restart configuration to disable the helper capability.

Beginning with Junos OS Release 11.4, you can configure restart signaling-based helper

mode for OSPFv2 graceful restart configurations. Both the standard and restart

signaling-based helper modes are enabled by default.

In the first example, interfaces fe-1/1/1 and fe-1/1/2 are in OSPFv2 area 0.0.0.0, and you

configure those interfaces for graceful restart. You then disable the standard OSPFv2

graceful restart helper capability by including the helper-disable standard statement.

This configuration is useful if you have an environment that contains other vendor

equipment that is configured for restart signaling-based graceful restart.

NOTE: Thehelper-disablestatementandtheno-strict-lsa-checkingstatement

cannot be configured at the same time. If you attempt to configure both
statements at the same time, the routing device displays awarningmessage
when you enter the show protocols ospf command.

Thesecondexampleshowshowto reenable thestandardOSPFv2 restarthelpercapability

that you disabled in the first example.

Configuration

• Disabling Helper Mode for OSPFv2 on page 3470

• Reenabling Helper Mode for OSPFv2 on page 3471
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Disabling Helper Mode for OSPFv2

CLI Quick
Configuration

To quickly enable graceful restart for OSPFv2 with helper mode disabled, copy the

following commands and paste them into the CLI.

[edit]
set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
set interfaces fe-1/1/2 unit 0 family inet address 10.0.0.5
set protocols ospf area 0.0.0.0 interface fe-1/1/1
set protocols ospf area 0.0.0.0 interface fe-1/1/2
set protocols ospf graceful-restart helper-disable standard

Step-by-Step
Procedure

To enable graceful restart for OSPFv2 with helper mode disabled:

Configure the interfaces.1.

[edit]
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.5

2. Configure OSPFv2 on the interfaces

[edit]
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/1
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/2

3. Disable the OSPFv2 graceful restart helper capability.

If you disable the OSPFv2 graceful restart helper capability, you cannot disable

strict LSA checking.

[edit]
user@host# set protocols ospf graceful-restart helper-disable standard

4. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
fe-1/1/1 {
unit 0 {
family inet {
address 10.0.0.4/32;

}
}

}
fe-1/1/2 {
unit 0 {
family inet {
address 10.0.0.5/32;

}
}

}
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user@host# show protocols ospf
graceful-restart {
helper-disable {
standard;

}
}
area 0.0.0.0 {
interface fe-1/1/1.0;
interface fe-1/1/2.0;

}

Reenabling Helper Mode for OSPFv2

CLI Quick
Configuration

To quickly reenable standard helper-mode for OSPFv2, copy the following command

and paste it into the CLI.

[edit]
delete protocols ospf graceful-restart helper-disable standard

NOTE: To reenable restart signaling-based helper mode, include the
restart-signaling statement. To reenable both standard and restart

signaling-based helper mode, include the both statement.

Step-by-Step
Procedure

To reenable standard helper mode for OSPFv2:

Delete the standard helper-mode statement from the OSPFv2 configuration.1.

[edit]
user@host# delete protocols ospf graceful-restart helper-disable standard

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results After you reenable standard helper mode, the show protocols ospf command no longer

displays the graceful restart configuration.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPFv2 Graceful Restart Configuration on page 3471

• Verifying Graceful Restart Status on page 3472

Verifying the OSPFv2 Graceful Restart Configuration

Purpose Verify information about your OSPFv2 graceful restart configuration. The Restart field

displays the status of graceful restart as either enabled or disabled, the Graceful restart

helpermode field displays the status of the standard helpermode capability as enabled

or disabled, and theRestart-signaling helpermode field displays the status of the restart
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signaling-based helper mode as enabled or disabled. By default, both standard and

restart signaling-based helper modes are enabled.

Action From operational mode, enter the show ospf overview command.

Verifying Graceful Restart Status

Purpose Verify the status of graceful restart. The Restart State field displays Pending if the restart

has not completed, or Complete if the restart has finished. The Path selection timeout

field indicates the amount of time remaining until graceful restart is declared complete.

There is a more detailed Restart State field that displays a list of protocols that have

completed graceful restart or have not yet completed graceful restart for the specified

routing table.

Action From operational mode, enter the show route instance detail command.

Example: Configuring the Helper Capability Mode for OSPFv3 Graceful Restart

This example shows how to disable and reenable the helpermode capability forOSPFv3

graceful restart.

• Requirements on page 3472

• Overview on page 3472

• Configuration on page 3473

• Verification on page 3475

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

TheOSPFgraceful restarthelpercapabilityassistsaneighboring routingdeviceattempting

a graceful restart. By default, the helper capability is globally enabledwhen you start the

routing platform. This means that the helper capability is enabled when you start OSPF,

even if graceful restart is not globally enabled or specifically enabled for OSPF. You can

further modify your graceful restart configuration to disable the helper capability.
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In the first example, interfaces fe-1/1/1 and fe-1/1/2 are in OSPFv3 area 0.0.0.0, and you

configure those interfaces for graceful restart. You then disable the OSPFv3 graceful

restart helper capability by including the helper-disable statement.

NOTE: Thehelper-disablestatementandtheno-strict-lsa-checkingstatement

cannot be configured at the same time. If you attempt to configure both
statements at the same time, the routing device displays awarningmessage
when you enter the show protocols ospf command.

The second example shows how to reenable the OSPFv3 restart helper capability that

you disabled in the first example.

Configuration

• Disabling Helper Mode for OSPFv3 on page 3473

• Reenabling Helper Mode for OSPFv3 on page 3474

Disabling Helper Mode for OSPFv3

CLI Quick
Configuration

To quickly enable graceful restart for OSPFv3 with helper mode disabled, copy the

following commands and paste them into the CLI.

[edit]
set interfaces fe-1/1/1 unit 0 family inet6 address 2002:0a00:0004::
set interfaces fe-1/1/2 unit 0 family inet6 address 2002:0a00:0005::
set protocols ospf3 area 0.0.0.0 interface fe-1/1/1
set protocols ospf3 area 0.0.0.0 interface fe-1/1/2
set protocols ospf3 graceful-restart helper-disable

Step-by-Step
Procedure

To enable graceful restart for OSPFv3 with helper mode disabled:

Configure the interfaces.1.

[edit]
user@host# set interfaces fe-1/1/1 unit 0 family inet6 address 2002:0a00:0004::
user@host# set interfaces fe-1/1/1 unit 0 family inet address 2002:0a00:0005::

2. Configure OSPFv3 on the interfaces

[edit]
user@host# set protocols ospf3 area 0.0.0.0 interface fe-1/1/1
user@host# set protocols ospf3 area 0.0.0.0 interface fe-1/1/2

3. Disable the OSPFv3 graceful restart helper capability.

If you disable the OSPFv3 graceful restart helper capability, you cannot disable

strict LSA checking.

[edit]
user@host# set protocols ospf3 graceful-restart helper-disable

4. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Results Confirm your configuration by entering the show interfaces and the showprotocols ospf3

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
fe-1/1/1 {
unit 0 {
family inet6 {
address 2002:0a00:0004::/128;

}
}

}
fe-1/1/2 {
unit 0 {
family inet6 {
address 2002:0a00:0005::/128;

}
}

}
user@host# show protocols ospf3
graceful-restart {
helper-disable;

}
area 0.0.0.0 {
interface fe-1/1/1.0;
interface fe-1/1/2.0;

}

Reenabling Helper Mode for OSPFv3

CLI Quick
Configuration

To quickly reenable helper-mode for OSPFv3, copy the following command and paste

it into the CLI.

[edit]
delete protocols ospf3 graceful-restart helper-disable

Step-by-Step
Procedure

To reenable helper mode for OSPFv3:

Delete the standard helper-mode statement from the OSPFv3 configuration.1.

[edit]
user@host# delete protocols ospf3 graceful-restart helper-disable

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results After you reenable standard helper mode, the showprotocols ospfs command no longer

displays the graceful restart configuration.
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Verification

Confirm that the configuration is working properly.

• Verifying the OSPFv3 Graceful Restart Configuration on page 3475

• Verifying Graceful Restart Status on page 3475

Verifying the OSPFv3 Graceful Restart Configuration

Purpose Verify information about your OSPFv3 graceful restart configuration. The Restart field

displays the status of graceful restart as either enabled or disabled, and theHelpermode

field displays the status of the helper mode capability as either enabled or disabled.

Action From operational mode, enter the show ospf3 overview command.

Verifying Graceful Restart Status

Purpose Verify the status of graceful restart. The Restart State field displays Pending if the restart

has not completed, or Complete if the restart has finished. The Path selection timeout

field indicates the amount of time remaining until graceful restart is declared complete.

There is a more detailed Restart State field that displays a list of protocols that have

completed graceful restart or have not yet completed graceful restart for the specified

routing table.

Action From operational mode, enter the show route instance detail command.

Example: Disabling Strict LSA Checking for OSPF Graceful Restart

This example shows how to disable strict link-state advertisement (LSA) checking for

OSPF graceful restart.

• Requirements on page 3475

• Overview on page 3476

• Configuration on page 3476

• Verification on page 3477

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.
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Overview

You can disable strict LSA checking to prevent the termination of graceful restart by a

helping router. Youmight configure this option for interoperability with other vendor

devices. TheOSPF graceful restart helper capabilitymust be enabled if you disable strict

LSA checking. By default, LSA checking is enabled.

In this example, interfaces fe-1/1/1and fe-1/1/2are inOSPFarea0.0.0.0, andyouconfigure

those interfaces for graceful restart. You then disable strict LSA checking by including

the no-strict-lsa-checking statement.

NOTE: Thehelper-disablestatementandtheno-strict-lsa-checkingstatement

cannot be configured at the same time. If you attempt to configure both
statements at the same time, the routing device displays awarningmessage
when you enter the show protocols ospf command.

Configuration

CLI Quick
Configuration

To quickly enable graceful restart for OSPF with strict LSA checking disabled, copy the

following commands and paste them into the CLI.

[edit]
set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
set interfaces fe-1/1/2 unit 0 family inet address 10.0.0.5
set protocols ospf area 0.0.0.0 interface fe-1/1/1
set protocols ospf area 0.0.0.0 interface fe-1/1/2
set protocols ospf graceful-restart no-strict-lsa-checking

Step-by-Step
Procedure

To enable graceful restart for OSPF with strict LSA checking disabled:

Configure the interfaces.1.

NOTE: For OSPFv3, use IPv6 addresses.

[edit]
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.4
user@host# set interfaces fe-1/1/1 unit 0 family inet address 10.0.0.5

2. Configure OSPF on the interfaces

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/1
user@host# set protocols ospf area 0.0.0.0 interface fe-1/1/2

3. Disable strict LSA checking.
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If you disable the strict LSA checking, OSPF graceful restart helper capability must

be enabled (which is the default behavior).

[edit]
user@host# set protocols ospf graceful-restart no-strict-lsa-checking

4. If you are done configuring the device, commit the configuration.

[edit ]
user@host# commit

Results Confirm your configuration by entering the show interfaces and the show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces
fe-1/1/1 {
unit 0 {
family inet {
address 10.0.0.4/32;

}
}

}
fe-1/1/2 {
unit 0 {
family inet {
address 10.0.0.5/32;

}
}

}
user@host# show protocols ospf
graceful-restart {
no-strict-lsa-checking;

}
area 0.0.0.0 {
interface fe-1/1/1.0;
interface fe-1/1/2.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces and the showprotocols

ospf3 commands.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPF Graceful Restart Configuration on page 3477

• Verifying Graceful Restart Status on page 3478

Verifying the OSPF Graceful Restart Configuration

Purpose Verify information about your OSPF graceful restart configuration. The Restart field

displays the status of graceful restart as either enabled or disabled.
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Action From operational mode, enter the show ospf overview command for OSPFv2, and enter

the show ospf3 overview command for OSPFv3.

Verifying Graceful Restart Status

Purpose Verify the status of graceful restart. The Restart State field displays Pending if the restart

has not completed, or Complete if the restart has finished. The Path selection timeout

field indicates the amount of time remaining until graceful restart is declared complete.

There is a more detailed Restart State field that displays a list of protocols that have

completed graceful restart or have not yet completed graceful restart for the specified

routing table.

Action From operational mode, enter the show route instance detail command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

• GracefulRestartConceptsonpage1735 in the JunosOSHighAvailabilityLibrary forRouting

Devices

OSPF Traffic Engineering Configuration

• Examples: Configuring OSPF Traffic Engineering on page 3478

• Example: Configuring OSPF Passive Traffic Engineering Mode on page 3487

Examples: Configuring OSPF Traffic Engineering

• OSPF Support for Traffic Engineering on page 3478

• Example: Enabling OSPF Traffic Engineering Support on page 3481

• Example: Configuring the Traffic Engineering Metric for a Specific OSPF

Interface on page 3485

OSPF Support for Traffic Engineering

Traffic engineering allows you to control the path that data packets follow, bypassing

the standard routing model, which uses routing tables. Traffic engineering moves flows

from congested links to alternate links that would not be selected by the automatically

computed destination-based shortest path.

To help provide traffic engineering and MPLS with information about network topology

and loading, extensions have been added to the Junos OS implementation of OSPF.

When traffic engineering is enabled on the routing device, you can enable OSPF traffic

engineeringsupport.Whenyouenable traffic engineering forOSPF, theshortest-path-first

(SPF) algorithm takes into account the various label-switched paths (LSPs) configured

under MPLS and configures OSPF to generate opaque link-state advertisements (LSAs)

that carry traffic engineeringparameters. Theparameters are used topopulate the traffic

engineering database. The traffic engineering database is usedexclusively for calculating

explicit paths for the placement of LSPs across the physical topology. The Constrained
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Shortest Path First (CSPF) algorithm uses the traffic engineering database to compute

the paths that MPLS LSPs take. RSVP uses this path information to set up LSPs and to

reserve bandwidth for them.

By default, traffic engineering support is disabled. To enable traffic engineering, include

the traffic-engineering statement. You can also configure the following OSPF traffic

engineering extensions:

• advertise-unnumbered-interfaces—(OSPFv2 only) Advertises the link-local identifier

in the link-local traffic engineering LSA packet. This statement must be included on

both ends of an unnumbered link to allow an ingress LER to update the link in its traffic

engineering database and use it for CSPF calculations. The link-local identifier is then

used by RSVP to signal unnumbered interfaces as defined in RFC 3477, Signalling

Unnumbered Links in Resource Reservation Protocol - Traffic Engineering (RSVP-TE).

• credibility-protocol-preference—(OSPFv2 only) Assigns a credibility value to OSPF

routes in the traffic engineering database. By default, Junos OS prefers IS-IS routes in

the traffic engineering database over other interior gateway protocol (IGP) routes even

if the routes of another IGP are configured with a lower, that is, more preferred,

preference value. The traffic engineering database assigns a credibility value to each

IGP and prefers the routes of the IGP with the highest credibility value. In Junos OS

Release 9.4 and later, you can configureOSPF to take protocol preference into account

to determine the traffic engineering database credibility value. When protocol

preference is used to determine the credibility value, IS-IS routes are not automatically

preferred by the traffic engineering database, depending on your configuration.

• ignore-lsp-metrics—Ignores RSVP LSPmetrics in OSPF traffic engineering shortcut

calculations or when you configure LDP over RSVP LSPs. This option avoids mutual

dependency between OSPF and RSVP, eliminating the time period when the RSVP

metric used for tunneling traffic is not up to date. In addition, If you are using RSVP for

traffic engineering, you can run LDP simultaneously to eliminate the distribution of

external routes in the core. The LSPs established by LDP are tunneled through the

LSPs established by RSVP. LDP effectively treats the traffic-engineered LSPs as single

hops.

• multicast-rpf-routes—(OSPFv2 only) Installs unicast IPv4 routes (not LSPs) in the

multicast routing table (inet.2) for multicast reverse-path forwarding (RPF) checks.

The inet.2 routing table consists of unicast routes used for multicast RPF lookup. RPF

is an antispoofing mechanism used to check if the packet is coming in on an interface

that is also sending data back to the packet source.

• no-topology—(OSPFv2 only) To disable the dissemination of link-state topology

information. If disabled, traffic engineering topology information is no longer distributed

within the OSPF area.

• shortcuts—Configures OSPF to use MPLS LSPs as shortcut next hops. By default,

shortcut routes calculated throughOSPFv2 are installed in the inet.3 routing table, and

shortcut routes calculated through OSPFv3 are installed in the inet6.3 routing table.
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NOTE: Whenever possible, useOSPF IGP shortcuts configured at the [edit

protocolsmpls traffic-engineering bgp-igp] hierarchy level instead of traffic

engineering shortcuts configured at the [edit protocols (ospf | ospf3)

traffic-engineering shortcuts] hierarchy level.

If you configureOSPF IGP shortcuts, inet.3 routes aremoved into the inet.0

routing table. In addition, you can verify the data path using ping or

traceroute commands since the ping and traceroute packets get tunneled

into the LSP. In case of a VPN enabled device, we recommend using [edit

protocolsmpls traffic-engineeringbgp-igp-both-ribs]becauseBGPnext-hop

resolution for VPN prefixes relies on entries in the inet.3 table.

If you configure traffic engineering shortcuts, OSPF treats the MPLS LSP
as a candidate next hop and installs the routes in the inet.3 (for OSPFv2)

and inet6.3 (for OSPFv3) routing tables. The only use for these tables is to

allow BGP to perform next-hop resolution. In addition, you cannot verify
the data path of these routes using ping or traceroute commands because

the ping and traceroute packets get tunneled into the LSP.

• lsp-metric-info-summary—Advertises the LSPmetric in summary LSAs to treat the

LSP as a link. This configuration allows other routing devices in the network to use this

LSP. To accomplish this, you need to configure MPLS and OSPF traffic engineering to

advertise the LSPmetric in summary LSAs.

When you enable traffic engineering on the routing device, you can also configure an

OSPFmetric that is used exclusively for traffic engineering. The traffic engineeringmetric

is used for information injected into the traffic engineering database. Its value does not

affect normal OSPF forwarding.

CAUTION: When the OSPF traffic engineering configuration is considerably
modified, the routing table entries are deleted and the routing table is
recreated. Changes to configuration that can cause this behavior include
enabling or disabling:

• Traffic engineering shortcuts

• IGP shortcuts

• LDP tunneling

• Multiprotocol LSP

• Advertise summarymetrics

• Multicast RPF routes
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Example: Enabling OSPF Traffic Engineering Support

This example shows how to enable OSPF traffic engineering support to advertise the

label-switched path (LSP) metric in summary link-state advertisements (LSAs).

• Requirements on page 3481

• Overview on page 3481

• Configuration on page 3482

• Verification on page 3485

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure BGP per your network requirements. See the Junos OS Routing Protocols

Library for Routing Devices

• Configure MPLS per your network requirements. See the Junos OSMPLS Applications

Library for Routing Devices.

Overview

You can configure OSPF to treat an LSP as a link and have other routing devices in the

network use this LSP. To accomplish this, you configure MPLS and OSPF traffic

engineering to advertise the LSPmetric in summary LSAs.

In this example, there are four routing devices in area 0.0.0.0, and you want OSPF to

treat the LSP named R1-to-R4 that goes from the ingress Device R1 to the egress Device

R4 as a link.

ForOSPF, youenable traffic engineeringonall four routingdevices in theareaby including

the traffic-engineering statement. This configuration ensures that the shortest-path-first

(SPF) algorithm takes into account the LSPs configured under MPLS and configures

OSPF to generate LSAs that carry traffic engineering parameters. You further ensure that

OSPF uses the MPLS LSP as the next hop and advertises the LSPmetric in summary

LSAs, by including the optional shortcuts lsp-metric-into-summary statement on the

ingress Device R1.

For MPLS, you enable traffic engineering so that MPLS performs traffic engineering on

both BGP and IGP destinations by including the traffic-engineering bgp-igp statement,

and you include the LSP named R1-to-R4 by including the label-switched-path

lsp-path-name to address statement on the ingress Device R1. The address specified in

the to statement on the ingress Device R1 must match the router ID of the egress Device

R4 for the LSP to function as a direct link to the egress routing device and to be used as

input to the OSPF SPF calculations. In this example, the router ID of the egress Device

R4 is 10.0.0.4.
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

CLI Quick
Configuration

ToquicklyenableOSPFtraffic engineeringsupport toadvertise theLSPmetric in summary

LSAs, copy the following commands and paste them into the CLI.

Configuration on R1:

[edit]
set routing-options router-id 10.0.0.1
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf traffic-engineering shortcuts lsp-metric-into-summary
set protocols mpls traffic-engineering bgp-igp
set protocols mpls label-switched-path R1-to-R4 to 10.0.0.4

Configuration on R2:

[edit]
set routing-options router-id 10.0.0.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf traffic-engineering

Configuration on R3:

[edit]
set routing-options router-id 10.0.0.3
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf traffic-engineering

Configuration on R4:

[edit]
set routing-options router-id 10.0.0.4
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf traffic-engineering

Step-by-Step
Procedure

To enable OSPF traffic engineering support to advertise LSPmetrics in summary LSAs:

Configure the router ID.1.

[edit]
user@R1# set routing-options router-id 10.0.0.1

[edit]
user@R2# set routing-options router-id 10.0.0.2

[edit]
user@R3# set routing-options router-id 10.0.0.3

[edit]
user@R4# set routing-options router-id 10.0.0.4
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2. Configure the OSPF area and add the interfaces.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@R1# set protocols ospf area 0.0.0.0 interface all
user@R1# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

[edit]
user@R2# set protocols ospf area 0.0.0.0 interface all
user@R2# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

[edit]
user@R3# set protocols ospf area 0.0.0.0 interface all
user@R3# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

[edit]
user@R4# set protocols ospf area 0.0.0.0 interface all
user@R4# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

3. Enable OSPF traffic engineering.

[edit]
user@R1 set protocols ospf traffic-engineering shortcuts lsp-metric-into-summary

[edit]
user@R2 set protocols ospf traffic-engineering

[edit]
user@R3 set protocols ospf traffic-engineering

[edit]
user@R4 set protocols ospf traffic-engineering

4. On Device R1, configure MPLS traffic engineering.

[edit ]
user@R1 set protocol mpls traffic-engineering bgp-igp
user@R1 set protocolsmpls label-switched-path R1-to-R4 to 10.0.0.4

5. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show routing-options, show protocols ospf,

and show protocolsmpls commands. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

Output for R1:

user@host# show routing-options
router-id 10.0.0.1;

user@host# show protocols ospf
traffic-engineering {
shortcuts lsp-metric-into-summary;
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}
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

user@host# show protocolsmpls
traffic-engineering bgp-igp;
label-switched-path R1-to-R4 {
to 10.0.0.4;

}

Output for R2:

user@host# show routing-options
router-id 10.0.0.2;

user@host# show protocols ospf
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

Output for R3:

user@host# show routing-options
router-id 10.0.0.3;

user@host# show protocols ospf
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

Output for R4:

user@host# show routing-options
router-id 10.0.0.4;

user@host# show protocols ospf
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

To confirm your OSPFv3 configuration, enter the show routing-options, show protocols

ospf3, and show protocolsmpls commands.
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Verification

Confirm that the configuration is working properly.

• Verifying the Traffic Engineering Capability for OSPF on page 3485

• Verifying OSPF Entries in the Traffic Engineering Database on page 3485

• Verifying That the Traffic Engineering Database Is Learning Node Information from

OSPF on page 3485

Verifying the Traffic Engineering Capability for OSPF

Purpose Verify that traffic engineering has been enabled for OSPF. By default, traffic engineering

is disabled.

Action From operational mode, enter the show ospf overview command for OSPFv2, and enter

the show ospf3 overview for OSPFv3.

Verifying OSPF Entries in the Traffic Engineering Database

Purpose Verify theOSPF information in the traffic engineeringdatabase.TheProtocol fielddisplays

OSPF and the area fromwhich the information was learned.

Action From operational mode, enter the show ted database command.

VerifyingThat theTrafficEngineeringDatabase IsLearningNode Information fromOSPF

Purpose Verify that OSPF is reporting node information. The Protocol name field displays OSPF

and the area fromwhich the information was learned.

Action From operational mode, enter the show ted protocol command.

Example: Configuring theTraffic EngineeringMetric for aSpecificOSPF Interface

This example shows how to configure theOSPFmetric value used for traffic engineering.

• Requirements on page 3485

• Overview on page 3486

• Configuration on page 3486

• Verification on page 3487

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• ConfigureOSPF for trafficengineering.See “Example:EnablingOSPFTrafficEngineering

Support” on page 3481
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Overview

You can configure an OSPFmetric that is used exclusively for traffic engineering. To

modify thedefault valueof the traffic engineeringmetric, include the te-metric statement.

TheOSPF traffic engineeringmetric does not affect normalOSPF forwarding. By default,

the traffic engineeringmetric is the samevalueas theOSPFmetric. The range is 1 through

65,535.

In this example, you configure the OSPF traffic engineering metric on OSPF interface

fe-0/1/1 in area 0.0.0.0.

Configuration

CLI Quick
Configuration

To quickly configure the OSPF traffic engineeringmetric for a specific interface, copy the

following command and paste it into the CLI.

[edit]
set protocols ospf area 0.0.0.0 interface fe-0/1/1 te-metric 10

Step-by-Step
Procedure

To configure an OSPF traffic engineering metric for a specific interface used only for

traffic engineering:

1. Create an OSPF area.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Configure the traffic engineering metric of the OSPF network segments.

[edit protocols ospf area 0.0.0.0]
user@host set interface fe-0/1/1 te-metric 10

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf area 0.0.0.0]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.0 {
interface fe-0/1/1.0 {
te-metric 10;

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.
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Verification

Confirm that the configuration is working properly.

Verifying the Configured Traffic Engineering Metric

Purpose Verify the traffic engineeringmetric value.Confirm thatMetric fielddisplays theconfigured

traffic engineering metric.

Action From operational mode, enter the show ted database extensive command.

Related
Documentation

OSPF Configuration Overview•

• Junos OSMPLS Applications Library for Routing Devices

Example: Configuring OSPF Passive Traffic EngineeringMode

• OSPF Passive Traffic Engineering Mode on page 3487

• Example: Configuring OSPF Passive Traffic Engineering Mode on page 3487

OSPF Passive Traffic EngineeringMode

Ordinarily, interior routing protocols such as OSPF are not run on links between

autonomous systems. However, for inter-AS traffic engineering to function properly,

information about the inter-AS link—in particular, the address on the remote

interface—mustbemadeavailable inside theautonomoussystem(AS).This information

is not normally included either in the external BGP (EBGP) reachability messages or in

the OSPF routing advertisements.

To flood this link address information within the AS andmake it available for traffic

engineering calculations, youmust configure OSPF passive mode for traffic engineering

on each inter-AS interface. Youmust also supply the remote address for OSPF to

distribute and include it in the traffic engineering database. OSPF traffic engineering

mode allows MPLS label-switched paths (LSPs) to dynamically discover OSPF AS

boundary routersand toallow routers toestablisha traffic engineeringLSPacrossmultiple

autonomous systems.

Example: Configuring OSPF Passive Traffic EngineeringMode

This example shows how to configure OSPF passive mode for traffic engineering on an

inter-AS interface.TheASboundary router linkbetween theEBGPpeersmustbeadirectly

connected link andmust be configured as a passive traffic engineering link.

• Requirements on page 3487

• Overview on page 3488

• Configuration on page 3488

• Verification on page 3489

Requirements

Before you begin:

3487Copyright © 2014, Juniper Networks, Inc.

Chapter 38: Configuration



• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure BGP per your network requirements. See the Junos OS Routing Protocols

Library for Routing Devices.

• Configure the LSPper your network requirements. See the JunosOSMPLSApplications

Library for Routing Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

You can configure OSPF passive mode for traffic engineering on an inter-AS interface.

The address used for the remote node of the OSPF passive traffic engineering link must

be the sameas theaddressused for theEBGP link. In this example, youconfigure interface

so-1/1/0 in area 0.0.0.1 as the inter-AS link to distribute traffic engineering information

with OSPF within the AS and include the following settings:

• passive—Advertises the direct interface addresses on an interface without actually

running OSPF on that interface. A passive interface is one for which the address

information is advertised as an internal route in OSPF, but on which the protocol does

not run.

• traffic-engineering—Configures an interface in OSPF passive traffic-engineeringmode

to enable dynamic discovery of OSPF AS boundary routers. By default, OSPF passive

traffic-engineering mode is disabled.

• remote-node-id—Specifies the IP address at the far end of the inter-AS link. In this

example, the remote IP address is 192.168.207.2.

Configuration

To quickly configure OSPF passive mode for traffic engineering, copy the following

command, remove any line breaks, and paste it into the CLI.

[edit]
setprotocolsospfarea0.0.0.1 interfaceso-1/1/0passive traffic-engineering remote-node-id
192.168.207.2

Step-by-Step
Procedure

To configure OSPF passive traffic engineering mode:

Create an OSPF area.1.
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NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.1

2. Configure interface so-1/1/0asapassive interface configured for traffic engineering,

and specify the IP address at the far end of the inter-AS link.

[edit protocols ospf area 0.0.0.1]
user@host# set interface so-1/1/0 passive traffic-engineering remote-node-id
192.168.207.2

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
area 0.0.0.1 {
interface so-1/1/0.0 {
passive {
traffic-engineering {
remote-node-id 192.168.207.2;

}
}

}
}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying the Status of OSPF Interfaces

Purpose Verify the status of OSPF interfaces. If the interface is passive, the Adj count field is 0

because noadjacencies havebeen formed.Next to this field, youmight also see theword

Passive.

Action From operational mode, enter the show ospf interface detail command for OSPFv2, and

enter the show ospf3 interface detail command for OSPFv3.

Related
Documentation

OSPF Configuration Overview•

• About OSPF Interfaces on page 3408

• Junos OSMPLS Applications Library for Routing Devices
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OSPF Database Protection Configuration

• Example: Configuring OSPF Database Protection on page 3490

Example: Configuring OSPF Database Protection

• OSPF Database Protection Overview on page 3490

• Configuring OSPF Database Protection on page 3491

OSPF Database Protection Overview

OSPF database protection allows you to limit the number of link-state advertisements

(LSAs) not generated by the local router in a given OSPF routing instance, helping to

protect the link-state database from being flooded with excessive LSAs. This feature is

particularly useful if VPN routing and forwarding is configured on your provider edge and

customeredge routersusingOSPFas the routingprotocol. Anoverrun link-statedatabase

on the customer edge router can exhaust resources on the provider edge router and

impact the rest of the service provider network.

When you enable OSPF database protection, themaximumnumber of LSAs you specify

includes all LSAs whose advertising router ID is not equal to the local router ID

(nonself-generated LSAs). These might include external LSAs as well as LSAs with any

scope such as the link, area, and autonomous system (AS).

Once the specified maximum LSA count is exceeded, the database typically enters into

the ignore state. In this state, all neighbors are brought down, and nonself-generated

LSAs are destroyed. In addition, the database sends out hellos but ignores all received

packets. As a result, the database does not form any full neighbors, and therefore does

not learn about new LSAs. However, if you have configured thewarning-only option, only

a warning is issued and the database does not enter the ignore state but continues to

operate as before.

You can also configure one or more of the following options:

• Awarning threshold for issuing a warning message before the LSA limit is reached.

• An ignore state time during which the databasemust remain in the ignore state and

after which normal operations can be resumed.

• An ignore state count that limits thenumberof times thedatabasecanenter the ignore

state, after which it must enter the isolate state. The isolate state is very similar to the

ignore state, but has one important difference: once the database enters the isolate

state, it must remain there until you issue a command to clear database protection

before it can return to normal operations.

• A reset time during which the databasemust stay out of the ignore or isolate state

before it is returned to a normal operating state.
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Configuring OSPF Database Protection

By configuring OSPF database protection, you can help prevent your OSPF link-state

database from being overrun with excessive LSAs that are not generated by the local

router. You specify the maximum number of LSAs whose advertising router ID is not the

same as the local router ID in an OSPF instance. This feature is particularly useful if your

provider edgeandcustomeredge routersareconfiguredwithVPNroutingand forwarding

using OSPF.

OSPF database protection is supported on:

• Logical systems

• All routing instances supported by OSPFv2 and OSPFv3

• OSPFv2 and OSPFv3 topologies

• OSPFv3 realms

To configure OSPF database protection:

1. Include the database-protection statement at one of the following hierarchy levels:

• [edit protocols ospf | ospf3]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols (ospf |ospf3)]

• [edit routing-instances routing-instance-name protocols (ospf |ospf3)]

• [edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |

ipv4-multicast | ipv6-unicast | ipv6-multicast)]

2. Include themaximum-lsa number statement.

NOTE: Themaximum-lsa statement ismandatory, and there is no default

value for it. If you omit this statement, you cannot configure OSPF
database protection.

3. (Optional) Include the following statements:

• ignore-count number—Specify the number of times the database can enter the

ignore state before it goes into the isolate state.

• ignore-time seconds—Specify the time limit the databasemust remain in the ignore

state before it resumes regular operations.

• reset-time seconds—Specify the time during which the databasemust operate

without being in either the ignore or isolate state before it is reset to a normal

operating state.

• warning-threshold percent—Specify the percent of the maximum LSA number that

must be exceeded before a warning message is issued.
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4. (Optional) Include thewarning-only statement to prevent thedatabase fromentering

the ignore state or isolate state when themaximum LSA count is exceeded.

NOTE: If you include thewarning-only statement, values for the other

optional statements at the same hierarchy level are not used when the
maximum LSA number is exceeded.

5. Verify your configuration by checking the database protection fields in the output of

the show ospf overview command.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

OSPF Policy Configuration

• Examples: Configuring OSPF Routing Policy on page 3492

• Examples: Configuring Routing Policy for Network Summaries on page 3508

Examples: Configuring OSPF Routing Policy

• Understanding OSPF Routing Policy on page 3492

• Example: Injecting OSPF Routes into the BGP Routing Table on page 3494

• Example: Redistributing Static Routes into OSPF on page 3497

• Example: Configuring an OSPF Import Policy on page 3500

• Example: Configuring a Route Filter Policy to Specify Priority for Prefixes Learned

Through OSPF on page 3504

Understanding OSPF Routing Policy

Each routingpolicy is identifiedbyapolicy name. Thenamecancontain letters, numbers,

and hyphens (-) and can be up to 255 characters long. To include spaces in the name,

enclose the entire name in double quotation marks. Each routing policy namemust be

unique within a configuration. Once a policy is created and named, it must be applied

before it is active.

In the import statement, you list thenameof the routingpolicyused to filterOSPFexternal

routes from being installed into the routing tables of OSPF neighbors. You can filter the

routes, but not link-state address (LSA) flooding. An external route is a route that is

outside the OSPF Autonomous System (AS). The import policy does not impact the

OSPF database. This means that the import policy has no impact on the link-state

advertisements.

In the export statement, you list the name of the routing policy to be evaluated when

routes are being exported from the routing table into OSPF.

By default, if a routing device has multiple OSPF areas, learned routes from other areas

are automatically installed into area 0 of the routing table.
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To specify more than one policy and create a policy chain, you list the policies using a

space as a separator. If multiple policies are specified, the policies are evaluated in the

order in which they are specified. As soon as an accept or reject action is executed, the

policy chain evaluation ends.

This topic describes the following information:

• Routing Policy Terms on page 3493

• Routing Policy Match Conditions on page 3493

• Routing Policy Actions on page 3494

Routing Policy Terms

Routing policies aremade up of one ormore terms. A term is a named structure in which

match conditions and actions are defined. You can define one or more terms. The name

can contain letters, numbers, and hyphens ( - ) and can be up to 255 characters long. To

include spaces in the name, enclose the entire name in double quotation marks.

Each term contains a set of match conditions and a set of actions:

• Matchconditionsare criteria thata routemustmatchbefore theactions canbeapplied.

If a route matches all criteria, one or more actions are applied to the route.

• Actions specify whether to accept or reject the route, control how a series of policies

are evaluated, andmanipulate the characteristics associated with a route.

Routing Policy Match Conditions

Amatchconditiondefines the criteria that a routemustmatch for anaction to takeplace.

You can define one or morematch conditions for each term. If a routematches all of the

match conditions for a particular term, the actions defined for that term are processed.

Each term can include two statements, from and to, that define the match conditions:

• In the from statement, you define the criteria that an incoming route must match. You

can specify one or more match conditions. If you specify more than one, they all must

match the route for a match to occur.

The from statement is optional. If you omit the from and the to statements, all routes

are considered to match.

NOTE: Inexportpolicies,omitting the fromstatement fromaroutingpolicy

termmight lead to unexpected results. For more information, see the
Routing Policy Feature Guide for Routing Devices.

• In the to statement, you define the criteria that an outgoing route must match. You

can specify one or more match conditions. If you specify more than one, they all must

match the route for a match to occur.

Theorder of thematch conditions in a term is not important because a routemustmatch

all match conditions in a term for an action to be taken.
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For a complete list ofmatchconditions, seeRoutingPolicyMatchConditions in theRouting

Policy Feature Guide for Routing Devices.

Routing Policy Actions

An action defines what the routing device does with the route when the route matches

all the match conditions in the from and to statements for a particular term. If a term

doesnothave fromand to statements, all routesare considered tomatchand theactions

apply to all routes.

Each term can have one or more of the following types of actions. The actions are

configured under the then statement.

• Flow control actions, which affect whether to accept or reject the route and whether

to evaluate the next term or routing policy.

• Actions that manipulate route characteristics.

• Trace action, which logs route matches.

The then statement is optional. If you omit it, one of the following occurs:

• The next term in the routing policy, if one exists, is evaluated.

• If the routingpolicy hasnomore terms, thenext routingpolicy, if oneexists, is evaluated.

• If there are nomore terms or routing policies, the accept or reject action specified by

the default policy is executed.

For a complete list of routing policy actions, see Actions in Routing Policy TermsRouting

Policy Feature Guide for Routing Devices

Example: Injecting OSPF Routes into the BGP Routing Table

This example shows how to create a policy that injects OSPF routes into the BGP routing

table.

• Requirements on page 3494

• Overview on page 3495

• Configuration on page 3495

• Verification on page 3497

• Troubleshooting on page 3497

Requirements

Before you begin:

• Configure network interfaces.

• Configure external peer sessions. See “Example: Configuring External BGP

Point-to-Point Peer Sessions” on page 2640.

• Configure interior gateway protocol (IGP) sessions between peers.
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Overview

In this example, you create a routing policy called injectpolicy1 and a routing term called

injectterm1. The policy injects OSPF routes into the BGP routing table.

Configuration

• Configuring the Routing Policy on page 3495

• Configuring Tracing for the Routing Policy on page 3496

Configuring the Routing Policy

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set policy-options policy-statement injectpolicy1 term injectterm1 from protocol ospf
set policy-options policy-statement injectpolicy1 term injectterm1 from area 0.0.0.1
set policy-options policy-statement injectpolicy1 term injectterm1 then accept
set protocols bgp export injectpolicy1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To inject OSPF routes into a BGP routing table:

1. Create the policy term.

[edit policy-options policy-statement injectpolicy1]
user@host# set term injectterm1

2. Specify OSPF as amatch condition.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set from protocol ospf

3. Specify the routes from an OSPF area as amatch condition.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set from area 0.0.0.1

4. Specify that the route is to be accepted if the previous conditions are matched.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# set then accept

5. Apply the routing policy to BGP.

[edit]
user@host# set protocols bgp export injectpolicy1

Results Confirm your configuration by entering the show policy-options and show protocols bgp

commands from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.
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user@host# show policy-options
policy-statement injectpolicy1 {
term injectterm1 {
from {
protocol ospf;
area 0.0.0.1;

}
then accept;

}
}

user@host# show protocols bgp
export injectpolicy1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Tracing for the Routing Policy

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set policy-options policy-statement injectpolicy1 term injectterm1 then trace
set routing-options traceoptions file ospf-bgp-policy-log
set routing-options traceoptions file size 5m
set routing-options traceoptions file files 5
set routing-options traceoptions flag policy

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

1. Include a trace action in the policy.

[edit policy-options policy-statement injectpolicy1 term injectterm1]
user@host# then trace

2. Configure the tracing file for the output.

[edit routing-options traceoptions]
user@host# set file ospf-bgp-policy-log
user@host# set file size 5m
user@host# set file files 5
user@host# set flag policy

Results Confirm your configuration by entering the showpolicy-optionsand show routing-options

commands from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement injectpolicy1 {
term injectterm1 {
then {
trace;

}
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}
}

user@host# show routing-options
traceoptions {
file ospf-bgp-policy-log size 5m files 5;
flag policy;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying That the Expected BGP Routes Are Present

Purpose Verify the effect of the export policy.

Action From operational mode, enter the show route command.

Troubleshooting

• Using theshowlogCommandtoExamine theActionsof theRoutingPolicyonpage3497

Using the show log Command to Examine the Actions of the Routing Policy

Problem The routing table contains unexpected routes, or routes are missing from the routing

table.

Solution If you configure policy tracing as shown in this example, you can run the show log

ospf-bgp-policy-log command to diagnose problems with the routing policy. The show

log ospf-bgp-policy-log command displays information about the routes that the

injectpolicy1 policy term analyzes and acts upon.

Example: Redistributing Static Routes into OSPF

This example shows how to create a policy that redistributes static routes into OSPF.

• Requirements on page 3497

• Overview on page 3498

• Configuration on page 3498

• Verification on page 3499

Requirements

Before you begin:

• Configure the device interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure static routes.SeeExamples:ConfiguringStaticRoutes in the JunosOSRouting

Protocols Library for Routing Devices.
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Overview

In this example, you create a routing policy called exportstatic1 and a routing term called

exportstatic1. The policy injects static routes into OSPF. This example includes the

following settings:

• policy-statement—Defines the routing policy. You specify the name of the policy and

further define the elements of the policy. The policy namemust be unique and can

contain letters, numbers, and hyphens ( - ) and be up to 255 characters long.

• term—Defines the match condition and applicable actions for the routing policy. The

termnamecan contain letters, numbers, and hyphens ( - ) andbeup to 255 characters

long. You specify the name of the term and define the criteria that an incoming route

mustmatchby including the from statementand theaction to take if the routematches

the conditions by including the then statement. In this example you specify the static

protocol match condition and the accept action.

• export—Applies the export policy you created to be evaluated when routes are being

exported from the routing table into OSPF.

Configuration

CLI Quick
Configuration

To quickly create a policy that injects static routes into OSPF, copy the following

commands and paste them into the CLI.

[edit]
set policy-optionspolicy-statement exportstatic1 termexportstatic1 fromprotocol static
set policy-options policy-statement exportstatic1 term exportstatic1 then accept
set protocols ospf export exportstatic1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

To inject static routes into OSPF:

1. Create the routing policy.

[edit]
user@host# edit policy-options policy-statement exportstatic1

2. Create the policy term.

[edit policy-options policy-statement exportstatic1]
user@host# set term exportstatic1

3. Specify static as amatch condition.

[edit policy-options policy-statement exportstatic1 term exportstatic1]
user@host# set from protocol static

4. Specify that the route is to be accepted if the previous condition is matched.

[edit policy-options policy-statement exportstatic1 term exportstatic1]
user@host# set then accept

5. Apply the routing policy to OSPF.
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NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@host# set protocols ospf export exportstatic1

6. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show policy-options and show protocols ospf

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement exportstatic1 {
term exportstatic1 {
from protocol static;
then accept;

}
}

user@host# show protocols ospf
export exportstatic1;

To confirm your OSPFv3 configuration, enter the show policy-options and the show

protocols ospf3 commands.

Verification

Confirm that the configuration is working properly.

• Verifying That the Expected Static Routes Are Present on page 3499

• Verifying That AS External LSAs Are Added to the Routing Table on page 3499

Verifying That the Expected Static Routes Are Present

Purpose Verify the effect of the export policy.

Action From operational mode, enter the show route command.

Verifying That AS External LSAs Are Added to the Routing Table

Purpose On the routing device where you configured the export policy, verify that the routing

device originates an AS external LSA for the static routes that are added to the routing

table.

Action From operational mode, enter the show ospf database command for OSPFv2, and enter

the show ospf3 database command for OSPFv3.
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Example: Configuring an OSPF Import Policy

This example shows how to create an OSPF import policy. OSPF import policies apply

to external routes only. An external route is a route that is outside theOSPF autonomous

system (AS).

• Requirements on page 3500

• Overview on page 3500

• Configuration on page 3501

• Verification on page 3503

Requirements

Before you begin:

• Configure static routes.SeeExamples:ConfiguringStaticRoutes in the JunosOSRouting

Protocols Library for Routing Devices.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385 .

Overview

External routes are learned by AS boundary routers. External routes can be advertised

throughout the OSPF domain if you configure the AS boundary router to redistribute the

route into OSPF. An external route might be learned by the AS boundary router from a

routing protocol other than OSPF, or the external route might be a static route that you

configure on the AS boundary router.

For OSPFv3, the link-state advertisement (LSA) is referred to as the interarea prefix LSA

and performs the same function as a network-summary LSA performs for OSPFv2. An

area border router (ABR) originates an interarea prefix LSA for each IPv6 prefix thatmust

be advertised into an area.

OSPF import policy allows you toprevent external routes frombeingadded to the routing

tables of OSPF neighbors. The import policy does not impact the OSPF database. This

means that the import policyhasno impacton the link-stateadvertisements. The filtering

is done only on external routes in OSPF. The intra-area and interarea routes are not

considered for filtering. The default action is to accept the route when the route does

not match the policy.

This example includes the following OSPF policy settings:

• policy-statement—Defines the routing policy. You specify the name of the policy and

further define the elements of the policy. The policy namemust be unique and can

contain letters, numbers, and hyphens ( - ) and be up to 255 characters long.
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• export—Applies the export policy you created to be evaluatedwhen network summary

LSAsare flooded intoanarea. In this example, theexport policy is namedexport_static.

• import—Applies the import policy you created to prevent external routes from being

added to the routing table. In this example, the import policy is named filter_routes.

The devices you configure in this example represent the following functions:

• R1—Device R1 is in area 0.0.0.0 and has a direct connection to device R2. R1 has an

OSPF export policy configured. The export policy redistributes static routes from R1’s

routing table intoR1’sOSPFdatabase.Because thestatic route is inR1’sOSPFdatabase,

the route is advertised in an LSA to R1’s OSPF neighbor. R1’s OSPF neighbor is device

R2.

• R2—Device R2 is in area 0.0.0.0 and has a direct connection to device R1. R2 has an

OSPF importpolicyconfigured thatmatches thestatic route to the 10.0.16.0/30network

and prevents the static route from being installed in R2’s routing table. R2’s OSPF

neighbor is device R1.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF import policy, copy the following commands, removing

any line breaks, and then paste the commands into the CLI.

Configuration on Device R1:

[edit]
set interfaces so-0/2/0 unit 0 family inet address 10.0.2.1/30
set protocols ospf export export_static
set protocols ospf area 0.0.0.0 interface so-0/2/0
set policy-options policy-statement export_static from protocol static
set policy-options policy-statement export_static then accept

Configuration on Device R2:

[edit]
set interfaces so-0/2/0 unit 0 family inet address 10.0.2.2/30
set protocols ospf import filter_routes
set protocols ospf area 0.0.0.0 interface so-0/2/0
set policy-options policy-statement filter_routes from route-filter 10.0.16.0/30 exact
set policy-options policy-statement filter_routes then reject

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

To configure an OSPF import policy:

1. Configure the interfaces.

[edit]
user@R1# set interfaces so-0/2/0 unit 0 family inet address 10.0.2.1/30

[edit]
user@R2# set interfaces so-0/2/0 unit 0 family inet address 10.0.2.2/30
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2. Enable OSPF on the interfaces.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@R1# set protocols ospf area 0.0.0.0 interface so-0/2/0

[edit]
user@R2# set protocols ospf area 0.0.0.0 interface so-0/2/0

3. On R1, redistribute the static route into OSPF.

[edit]
user@R1# set protocols ospf export export_static
user@R1# set policy-options policy-statement export_static from protocol static
user@R1# set policy-options policy-statement export_static then accept

4. On R2, configure the OSPF import policy.

[edit]
user@R2# set protocols ospf import filter_routes
user@R2# set policy-options policy-statement filter_routes from route-filter
10.0.16.0/30 exact

user@R2# set policy-options policy-statement filter_routes then reject

5. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show interfaces, show policy-options, and

showprotocols ospf commands on the appropriate device. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

Output for R1:

user@R1# show interfaces
so-0/2/0 {
unit 0 {
family inet {
address 10.0.2.1/30;

}
}

}

user@R1# show policy-options
policy-statement export_static {
from protocol static;
then accept;

}

user@R1# show protocols ospf
export export_static;
area 0.0.0.0 {
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interface so-0/2/0.0;
}

Output for R2:

user@R2# show interfaces
so-0/2/0 {
unit 0 {
family inet {
address 10.0.2.2/30;

}
}

}

user@R2# show policy-options
policy-statement filter_routes {
from {
route-filter 10.0.16.0/30 exact;

}
then reject;

}

user@R2# show protocols ospf
import filter_routes;
area 0.0.0.0 {
interface so-0/2/0.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces, show policy-options,

show routing-options, and show protocols ospf3 commands on the appropriate device.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPF Database on page 3503

• Verifying the Routing Table on page 3503

Verifying the OSPF Database

Purpose Verify that OSPF is advertising the static route in the OSPF database.

Action From operational mode, enter the show ospf database for OSPFv2, and enter the show

ospf3 database command for OSPFv3.

Verifying the Routing Table

Purpose Verify the entries in the routing table.

Action From operational mode, enter the show route command.
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Example: Configuring aRoute Filter Policy toSpecify Priority for Prefixes Learned
Through OSPF

This example showshowtocreateanOSPF import policy that prioritizes specific prefixes

learned through OSPF.

• Requirements on page 3504

• Overview on page 3504

• Configuration on page 3505

• Verification on page 3507

Requirements

Before you begin:

• Configure the device interfaces.

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

• Configure a single-areaOSPFnetwork. See “Example: Configuring aSingle-AreaOSPF

Network” on page 3385.

• Configure a multiarea OSPF network. See “Example: Configuring a Multiarea OSPF

Network” on page 3387.

Overview

In a network with a large number of OSPF routes, it can be useful to control the order in

which routes are updated in response to a network topology change. In Junos OS

Release 9.3 and later, you can specify a priority of high, medium, or low for prefixes

included in anOSPF import policy. In the event of anOSPF topology change, high priority

prefixes are updated in the routing table first, followed bymedium and then low priority

prefixes.

OSPF import policy can only be used to set priority or to filter OSPF external routes. If an

OSPF import policy is applied that results in a reject terminating action for a nonexternal

route, then the reject action is ignored and the route is accepted anyway. By default, such

a route is now installed in the routing table with a priority of low. This behavior prevents

traffic black holes, that is, silently discarded traffic, by ensuring consistent routing within

the OSPF domain.

In general, OSPF routes that are not explicitly assigned a priority are treated as priority

medium, except for the following:

• Summary discard routes have a default priority of low.

• Local routes that are not added to the routing table are assigned a priority of low.

• External routes that are rejected by import policy and thus not added to the routing

table are assigned a priority of low.
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Any available match criteria applicable to OSPF routes can be used to determine the

priority. Two of themost commonly usedmatch criteria for OSPF are the route-filter and

tag statements.

In this example, the routing device is in area0.0.0.0,with interfaces fe-0/1/0and fe-1/1/0

connecting to neighboring devices. You configure an import routing policy named

ospf-import to specify a priority for prefixes learned through OSPF. Routes associated

with these prefixes are installed in the routing table in the order of the prefixes’ specified

priority. Routes matching 200.3.0.0/16 orlonger are installed first because they have a

priority of high. Routes matching 200.2.0.0/16 orlonger are installed next because they

haveapriorityofmedium. Routesmatching200.1.0.0/16orlongerare installed lastbecause

they have a priority of low. You then apply the import policy to OSPF.

NOTE: The priority value takes effect when a new route is installed, or when
there is a change to an existing route.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set interfaces fe-0/1/0 unit 0 family inet address 192.168.8.4/30
set interfaces fe-0/2/0 unit 0 family inet address 192.168.8.5/30
set policy-options policy-statement ospf-import term t1 from route-filter 200.1.0.0/16
orlonger

set policy-options policy-statement ospf-import term t1 then priority low
set policy-options policy-statement ospf-import term t1 then accept
set policy-options policy-statement ospf-import term t2 from route-filter 200.2.0.0/16
orlonger

set policy-options policy-statement ospf-import term t2 then priority medium
set policy-options policy-statement ospf-import term t2 then accept
set policy-options policy-statement ospf-import term t3 from route-filter 200.3.0.0/16
orlonger

set policy-options policy-statement ospf-import term t3 then priority high
set policy-options policy-statement ospf-import term t3 then accept
set protocols ospf import ospf-import
set protocols ospf area 0.0.0.0 interface fe-0/1/0.0
set protocols ospf area 0.0.0.0 interface fe-0/2/0.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure an OSPF import policy that prioritizes specific prefixes:

1. Configure the device interfaces.

[edit interfaces]
user@host# set fe-0/1/0 unit 0 family inet address 192.168.8.4/30
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user@host# set fe-0/2/0 unit 0 family inet address 192.168.8.5/30

2. Enable OSPF on the interfaces.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit protocols ospf area 0.0.0.0]
user@host# set interface fe-0/1/0.0
user@host# set interface fe-0/2/0.0

3. Configure the policy to specify the priority for prefixes learned through OSPF.

[edit policy-options policy-statement ospf-import]
user@host# set term t1 from route-filter 200.1.0.0/16 orlonger
user@host# set term t1 then priority low
user@host# set term t1 then accept

user@host# set term t2 from route-filter 200.2.0.0/16 orlonger
user@host# set term t2 then priority medium
user@host# set term t2 then accept

user@host# set term t3 from route-filter 200.3.0.0/16 orlonger
user@host# set term t3 then priority high
user@host# set term t3 then accept

4. Apply the policy to OSPF.

[edit protocols ospf]
user@host# set import ospf-import

5. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols ospf, and show policy-options commands. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

user@host# show interfaces
fe-0/1/0 {
unit 0 {
family inet {
address 192.168.8.4/30;

}
}

}
fe-0/2/0 {
unit 0 {
family inet {
address 192.168.8.5/30;

}
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}
}

user@host# show protocols ospf
import ospf-import;
area 0.0.0.0 {
interface fe-0/1/0.0;
interface fe-0/2/0.0;

}

user@host# show policy-options
policy-statement ospf-import {
term t1 {
from {
route-filter 200.1.0.0/16 orlonger;

}
then {
priority low;
accept;

}
}
term t2 {
from {
route-filter 200.2.0.0/16 orlonger;

}
then {
priority medium;
accept;

}
}
term t3 {
from {
route-filter 200.3.0.0/16 orlonger;

}
then {
priority high;
accept;

}
}

}

To confirm your OSPFv3 configuration, enter the show interfaces, show protocols ospf3,

and show policy-options commands.

Verification

Confirm that the configuration is working properly.

Verifying the Prefix Priority in the OSPF Routing Table

Purpose Verify the priority assigned to the prefix in the OSPF routing table.

Action Fromoperationalmode, enter the showospf route detail for OSPFv2, and enter the show

ospf3 route detail command for OSPFv3.
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Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

• Routing Policy Match Conditions in the Routing Policy Feature Guide for Routing Devices

• Actions in Routing Policy Terms in the Routing Policy Feature Guide for Routing Devices

Examples: Configuring Routing Policy for Network Summaries

• Import and Export Policies for Network Summaries Overview on page 3508

• Example: Configuring an OSPF Export Policy for Network Summaries on page 3508

• Example: Configuring an OSPF Import Policy for Network Summaries on page 3517

Import and Export Policies for Network Summaries Overview

By default, OSPF uses network-summary link-state advertisements (LSAs) to transmit

route information across area boundaries. Each area border router (ABR) floods

network-summary LSAs to other routing devices in the samearea. TheABRalso controls

which routes fromtheareaareused togeneratenetwork-summaryLSAs intootherareas.

Each ABRmaintains a separate topological database for each area to which they are

connected. In JunosOSRelease9.1 and later, youcanconfigureexport and import policies

for OSPFv2 and OSPFv3 that enable you to control how network-summary LSAs, which

contain information about interarea OSPF prefixes, are distributed and generated. For

OSPFv3, theLSA is referred toas the interareaprefix LSAandperforms thesame function

as a network-summary LSA performs for OSPFv2. An ABR originates an interarea prefix

LSA for each IPv6 prefix that must be advertised into an area.

The export policy enables you to specify which summary LSAs are flooded into an area.

The import policy enables you to control which routes learned from an area are used to

generate summary LSAs into other areas. You define a routing policy at the [edit

policy-options policy-statement policy-name] hierarchy level. As with all OSPF export

policies, the default for network-summary LSA export policies is to reject everything.

Similarly, as with all OSPF import policies, the default for network-summary LSA import

policies is to accept all OSPF routes.

Example: Configuring an OSPF Export Policy for Network Summaries

ThisexampleshowshowtocreateanOSPFexportpolicy tocontrol thenetwork-summary

(Type 3) LSAs that the ABR floods into an OSPF area.

• Requirements on page 3508

• Overview on page 3509

• Configuration on page 3511

• Verification on page 3516

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.
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• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382

Overview

OSPFusesnetwork-summaryLSAs to transmit route informationacrossareaboundaries.

Depending on your network environment, youmight want to further filter the

network-summary LSAs between OSPF areas. For example, if you create OSPF areas to

define administrative boundaries, youmight not want to advertise internal route

information between those areas. To further improve the control of route distribution

betweenmultiple OSPF areas, you can configure network summary policies on the ABR

for the area that you want to filter the advertisement of network-summary LSAs.

NOTE: For OSPFv3, the LSA is referred to as the interarea prefix LSA and
performsthesamefunctionasanetwork-summaryLSAperformsforOSPFv2.
An ABR originates an interarea prefix LSA for each IPv6 prefix that must be
advertised into an area. In this topic, the terms network summary policy and
network-summary policy are used to describe both OSPFv2 and OSPFv3
functionality.

The following guidelines apply to export network summary policies:

• You should have a thorough understanding of your network before configuring these

policies. Incorrect network summary policy configurationmight result in an unintended

result such as suboptimal routing or dropped traffic.

• We recommend that you use the route-filter policy match condition for these types of

policies.

• We recommend that you use the accept and reject routing policy terms for these types

of policies.

Figure 94 on page 3510 shows a sample topology with three OSPF areas. R4 generates

network summaries for the routes in area 4 and sends them out of area 4 to area 0. R3

generates network summaries for the routes in area 3 and sends them out of area 3 to

area 0.
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Figure94: SampleTopologyUsed for anOSPFExportNetworkSummary
Policy

In this example, you configure R4 with an export network summary policy named

export-policy that only allows routes thatmatch the 10.0.4.4 prefix from area 3 into area

4. The export policy controls the network-summary LSAs that R4 floods into area 4. This

results in only the allowed interarea route to enter area 4, and all other interarea routes

to be purged from the OSPF database and the routing table of the devices in area 4. You

first define the policy and then apply it to the ABR by including the

network-summary-export statement forOSPFv2or the inter-area-prefix-export statement

for OSPFv3.

The devices operate as follows:

• R1—Device R1 is an internal router in area 3. Interface fe-0/1/0 has an IP address of

10.0.4.13/30 and connects to R3. Interface fe-0/0/1 has an IP address of 10.0.4.5/30

and connects to R2.

• R2—Device R2 is an internal router in area 3. Interface fe-0/0/1 has an IP address of

10.0.4.6/30 and connects to R1. Interface fe-1/0/0 has an IP address of 10.0.4.1 and

connects to R3.

• R3—Device R3 participates in area 3 and area 0. R3 is the ABR between area 3 and

area 0, and passes network-summary LSAs between the areas. Interface fe-1/0/0 has

an IP address of 10.0.4.2/30 and connects to R2. Interface fe-1/1/0 has an IP address

of 10.0.4.14/30 and connects to R1. Interface fe-0/0/1 has an IP address of 10.0.2.1/30

and connects to R4.

• R4—Device R4 participates in area 0 and area 4. R4 is the ABR between area 0 and

area 4, and passes network-summary LSAs between the areas. Interface fe-0/0/1 has

an IP address of 10.0.2.4/30 and connects to R3. Interface fe-1/1/0 has an IP address

of 10.0.8.6/30 and connects to R5. Interface fe-1/0/0 has an IP address of 10.0.8.9/30

and connects to R6.

• R5—Device R5 is an internal router in area 4. Interface fe-1/1/0 has an IP address of

10.0.8.5/30 and connects to R4.

• R6—Device R6 is an internal router in area 4. Interface fe-1/0/0 has an IP address of

10.0.8.10/30 and connects to R4.
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Configuration

CLI Quick
Configuration

To quickly configure an OSPF export policy for network summaries, copy the following

commands, removing any line breaks, and then paste the commands into the CLI.

Configuration on Device R1:

[edit]
set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.13/30
set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.5/30
set protocols ospf area 0.0.0.3 interface fe-0/1/0
set protocols ospf area 0.0.0.3 interface fe-0/0/1

Configuration on Device R2:

[edit]
set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.6/30
set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.1/30
set protocols ospf area 0.0.0.3 interface fe-0/1/0
set protocols ospf area 0.0.0.3 interface fe-1/0/0

Configuration on Device R3:

[edit]
set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.2/30
set interfaces fe-1/1/0 unit 0 family inet address 10.0.4.14/30
set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
set protocols ospf area 0.0.0.3 interface fe-1/0/0
set protocols ospf area 0.0.0.3 interface fe-1/1/0
set protocols ospf area 0.0.0.0 interface fe-0/0/1

Configuration on Device R4:

[edit]
set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.6/30
set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.9/30
setpolicy-optionspolicy-statementexport-policy termterm1 fromroute-filter 10.0.4.4/30
prefix-length-range /30-/30

set policy-options policy-statement export-policy term term1 then accept
set protocols ospf area 0.0.0.0 interface fe-0/0/1
set protocols ospf area 0.0.0.4 interface fe-0/1/0
set protocols ospf area 0.0.0.4 interface fe-1/0/0
set protocols ospf area 0.0.0.4 network-summary-export export-policy

Configuration on Device R5:

[edit]
set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.5/30
set protocols ospf area 0.0.0.4 interface fe-0/1/0

Configuration on Device R6:

[edit]
set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.10/30
set protocols ospf area 0.0.0.4 interface fe-1/0/0
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

To configure an configure an OSPF export policy for network summaries:

1. Configure the interfaces.

NOTE: For OSPFv3, use IPv6 addresses.

[edit]
user@R1# set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.13/30
user@R1# set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.5/30

[edit]
user@R2# set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.6/30
user@R2# set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.1/30

[edit]
user@R3# set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.2/30
user@R3# set interfaces fe-1/1/0 unit 0 family inet address 10.0.4.14/30
user@R3#set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30

[edit]
user@R4# set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
user@R4# set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.6/30
user@R4# set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.9/30

[edit]
user@R5# set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.5/30

[edit]
user@R6# set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.10/30

2. Enable OSPF on the interfaces.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@R1# set protocols ospf area 0.0.0.3 interface fe-0/1/0
user@R1# set protocols ospf area 0.0.0.3 interface fe-0/0/1

[edit]
user@R2# set protocols ospf area 0.0.0.3 interface fe-0/1/0
user@R2# set protocols ospf area 0.0.0.3 interface fe-1/0/0

[edit]
user@R3# set protocols ospf area 0.0.0.3 interface fe-1/0/0
user@R3# set protocols ospf area 0.0.0.3 interface fe-1/1/0
user@R3# set protocols ospf area 0.0.0.0 interface fe-0/0/1

[edit]
user@R4# set protocols ospf area 0.0.0.0 interface fe-0/0/1

Copyright © 2014, Juniper Networks, Inc.3512

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



user@R4# set protocols ospf area 0.0.0.4 interface fe-1/1/0
user@R4# set protocols ospf area 0.0.0.4 interface fe-1/0/0

[edit]
user@R5# set protocols ospf area 0.0.0.4 interface fe-1/1/0

[edit]
user@R6# set protocols ospf area 0.0.0.4 interface fe-1/0/0

3. On R4, configure the export network summary policy.

[edit ]
user@R4# set policy-options policy-statement export-policy term term1 from
route-filter 10.0.4.4/30 prefix-length-range /30-/30

user@R4#setpolicy-optionspolicy-statementexport-policy termterm1thenaccept

4. On R4, apply the export network summary policy to OSPF.

NOTE: For OSPFv3, include the inter-area-prefix-export statement at

the [edit protocols ospf3 area area-id] hierarchy level.

[edit]
user@R4# set protocols ospf area 0.0.0.4 network-summary-export export-policy

5. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show interfaces, show policy-options, and

showprotocols ospf commands on the appropriate device. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

Output for R1:

user@R1# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.4.5/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.4.13/30;

}
}

}

user@R1# show protocols ospf
area 0.0.0.3 {
interface fe-0/1/0.0;
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interface fe-0/0/1.0;
}

Output for R2:

user@R2# show interfaces
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.4.6/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.4.1/30;

}
}

}

user@R2# show protocols ospf
area 0.0.0.3 {
interface fe-0/1/0.0;
interface fe-1/0/0.0;

}

Output for R3:

user@R3# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.2.1/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.4.2/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.4.14/30;

}
}

}

user@R3# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/1.0;

}
area 0.0.0.3 {
interface fe-1/0/0.0;
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interface fe-1/1/0.0;
}

Output for R4:

user@R4# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.2.1/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.8.9/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.8.6/30;

}
}

}

user@R4# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/1.0;

}
area 0.0.0.4 {
network-summary-export export-policy;
interface fe-1/0/0.0;
interface fe-1/1/0.0;

}

user@R4# show policy-options
policy-statement export-policy {
term term1 {
from {
route-filter 10.0.4.4/30 prefix-length-range /30-/30;

}
then accept;

}
}

Output for R5:

user@R5# show interfaces
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.8.5/30;

}
}

}
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user@R5# show protocols ospf
area 0.0.0.4 {
interface fe-1/1/0.0;

}

Output for R6:

user@R6# show interfaces
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.8.10/30;

}
}

}

user@R6# show protocols ospf
area 0.0.0.4 {
interface fe-1/0/0.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces, show policy-options,

and show protocols ospf3 commands on the appropriate device.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPF Database on page 3516

• Verifying the Routing Table on page 3516

Verifying the OSPF Database

Purpose Verify that the OSPF database for the devices in area 4 includes the interarea route that

we permitted on the ABR R4. The other interarea routes that are not specified should

age out or no longer be present in the OSPF database.

Action Fromoperationalmode, enter the showospfdatabasenetsummaryarea0.0.0.4command

for OSPFv2, and enter the show ospf3 database inter-area-prefix area 0.0.0.4 command

for OSPFv3.

Verifying the Routing Table

Purpose Verify that the routes corresponding to the rejected network summaries are no longer

present in R4’s, R5’s, or R6’s routing table.

Action From operational mode, enter the show route protocol ospf command for both OSPFv2

and OSPFv3.
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Example: Configuring an OSPF Import Policy for Network Summaries

ThisexampleshowshowtocreateanOSPF importpolicy tocontrol thenetwork-summary

(Type 3) LSAs that the ABR advertises out of an OSPF area.

• Requirements on page 3517

• Overview on page 3517

• Configuration on page 3519

• Verification on page 3524

Requirements

Before you begin:

• Configure the router identifiers for the devices in your OSPF network. See “Example:

Configuring an OSPF Router Identifier” on page 3380.

• Control OSPF designated router election. See “Example: ControllingOSPFDesignated

Router Election” on page 3382.

Overview

OSPFusesnetwork-summaryLSAs to transmit route informationacrossareaboundaries.

Depending on your network environment, youmight want to further filter the

network-summary LSAs between OSPF areas. For example, if you create OSPF areas to

define administrative boundaries, youmight not want to advertise internal route

information between those areas. To further improve the control of route distribution

betweenmultiple OSPF areas, you can configure network summary policies on the ABR

for the area that you want to filter the advertisement of network-summary LSAs.

NOTE: For OSPFv3, the LSA is referred to as the interarea prefix LSA and
performsthesamefunctionasanetwork-summaryLSAperformsforOSPFv2.
An ABR originates an interarea prefix LSA for each IPv6 prefix that must be
advertised into an area. In this topic, the terms network summary policy and
network-summary policy are used to describe both OSPFv2 and OSPFv3
functionality.

The following guidelines apply to import network summary policies:

• You should have a thorough understanding of your network before configuring these

policies. Incorrect network summary policy configurationmight result in an unintended

result such as suboptimal routing or dropped traffic.

• We recommend that you use the route-filter policy match condition for these types of

policies.

• We recommend that you use the accept and reject routing policy terms for these types

of policies.
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Figure 95 on page 3518 shows a sample topology with three OSPF areas. R4 generates

network summaries for the routes in area 4 and sends them out of area 4 to area 0. R3

generates network summaries for the routes in area 3 and sends them out of area 3 to

area 0.

Figure95: SampleTopologyUsed for anOSPF ImportNetworkSummary
Policy

In this example, you configure R3 with an import network summary policy named

import-policy so R3 only generates network summaries for the route 10.0.4.12/30. The

import policy controls the routesand therefore thenetwork summaries thatR3advertises

out of area 3, so applying this policy means that R3 only advertises route 10.0.4.12/30

out of area 3. This results in existing network summaries from other interarea routes

getting purged from theOSPFdatabase in area0andarea4, aswell as the routing tables

of the devices in areas 0 and area 4. You first define the policy and then apply it to the

ABR by including the network-summary-import statement for OSPFv2 or the

inter-area-prefix-import statement for OSPFv3.

The devices operate as follows:

• R1—Device R1 is an internal router in area 3. Interface fe-0/1/0 has an IP address of

10.0.4.13/30 and connects to R3. Interface fe-0/0/1 has an IP address of 10.0.4.5/30

and connects to R2.

• R2—Device R2 is an internal router in area 3. Interface fe-0/0/1 has an IP address of

10.0.4.6/30 and connects to R1. Interface fe-1/0/0 has an IP address of 10.0.4.1/30

and connects to R3.

• R3—Device R3 participates in area 3 and area 0. R3 is the ABR between area 3 and

area 0, and passes network-summary LSAs between the areas. Interface fe-1/0/0 has

an IP address of 10.0.4.2/30 and connects to R2. Interface fe-1/1/0 has an IP address

of 10.0.4.14/30 and connects to R1. Interface fe-0/0/1 has an IP address of 10.0.2.1/30

and connects to R4.

• R4—Device R4 participates in area 0 and area 4. R4 is the ABR between area 0 and

area 4, and passes network-summary LSAs between the areas. Interface fe-0/0/1 has

an IP address of 10.0.2.1/30 and connects to R3. Interface fe-1/1/0 has an IP address

of 10.0.8.6/30 and connects to R5. Interface fe-1/0/0 has an IP address of 10.0.8.9/30

and connects to R6.
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• R5—Device R5 is an internal router in area 4. Interface fe-1/1/0 has an IP address of

10.0.8.5/30 and connects to R4.

• R6—Device R6 is an internal router in area 4. Interface fe-1/0/0 has an IP address of

10.0.8.10/30 and connects to R4.

Configuration

CLI Quick
Configuration

To quickly configure an OSPF import policy for network summaries, copy the following

commands, removing any line breaks, and then paste the commands into CLI.

Configuration on Device R1:

[edit]
set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.13/30
set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.5/30
set protocols ospf area 0.0.0.3 interface fe-0/1/0
set protocols ospf area 0.0.0.3 interface fe-0/0/1

Configuration on Device R2:

[edit]
set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.6/30
set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.1/30
set protocols ospf area 0.0.0.3 interface fe-0/1/0
set protocols ospf area 0.0.0.3 interface fe-1/0/0

Configuration on Device R3:

[edit]
set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.2/30
set interfaces fe-1/1/0 unit 0 family inet address 10.0.4.14/30
set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
setpolicy-optionspolicy-statement import-policy termterm1fromroute-filter 10.0.4.12/30
prefix-length-range /30-/30

set policy-options policy-statement import-policy term term1 then accept
set protocols ospf area 0.0.0.3 interface fe-1/0/0
set protocols ospf area 0.0.0.3 interface fe-1/1/0
set protocols ospf area 0.0.0.0 interface fe-0/0/1
set protocols ospf area 0.0.0.3 network-summary-import import-policy

Configuration on Device R4:

[edit]
set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.6/30
set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.9/30
set protocols ospf area 0.0.0.0 interface fe-0/0/1
set protocols ospf area 0.0.0.4 interface fe-1/1/0
set protocols ospf area 0.0.0.4 interface fe-1/0/0

Configuration on Device R5:

[edit]
set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.5/30
set protocols ospf area 0.0.0.4 interface fe-1/1/0

Configuration on Device R6:
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[edit]
set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.10/30
set protocols ospf area 0.0.0.4 interface fe-1/0/0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

To configure an configure an OSPF export policy for network summaries:

1. Configure the interfaces.

NOTE: For OSPFv3, use IPv6 addresses.

[edit]
user@R1# set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.13/30
user@R1# set interfaces fe-0/0/1 unit 0 family inet address 10.0.4.5/30

[edit]
user@R2# set interfaces fe-0/1/0 unit 0 family inet address 10.0.4.6/30
user@R2# set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.1/30

[edit]
user@R3# set interfaces fe-1/0/0 unit 0 family inet address 10.0.4.2/30
user@R3# set interfaces fe-1/1/0 unit 0 family inet address 10.0.4.14/30
user@R3#set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30

[edit]
user@R4# set interfaces fe-0/0/1 unit 0 family inet address 10.0.2.1/30
user@R4# set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.6/30
user@R4# set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.9/30

[edit]
user@R5# set interfaces fe-1/1/0 unit 0 family inet address 10.0.8.5/30

[edit]
user@R6# set interfaces fe-1/0/0 unit 0 family inet address 10.0.8.10/30

2. Enable OSPF on the interfaces.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols]

hierarchy level.

[edit]
user@R1# set protocols ospf area 0.0.0.3 interface fe-0/1/0
user@R1# set protocols ospf area 0.0.0.3 interface fe-0/0/1

[edit]
user@R2# set protocols ospf area 0.0.0.3 interface fe-0/1/0
user@R2# set protocols ospf area 0.0.0.3 interface fe-1/0/0

[edit]
user@R3# set protocols ospf area 0.0.0.3 interface fe-1/0/0
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user@R3# set protocols ospf area 0.0.0.3 interface fe-1/1/0
user@R3# set protocols ospf area 0.0.0.0 interface fe-0/0/1

[edit]
user@R4# set protocols ospf area 0.0.0.0 interface fe-0/0/1
user@R4# set protocols ospf area 0.0.0.4 interface fe-1/1/0
user@R4# set protocols ospf area 0.0.0.4 interface fe-1/0/0

[edit]
user@R5# set protocols ospf area 0.0.0.4 interface fe-1/1/0

[edit]
user@R6# set protocols ospf area 0.0.0.4 interface fe-1/0/0

3. On R3, configure the import network summary policy.

[edit ]
user@R3# set policy-options policy-statement import-policy term term1 from
route-filter 10.0.4.12/30 prefix-length-range /30-/30

user@R3#setpolicy-optionspolicy-statementexport-policy termterm1thenaccept

4. On R3, apply the import network summary policy to OSPF.

NOTE: For OSPFv3, include the inter-area-prefix-export statement at

the [edit protocols ospf3 area area-id] hierarchy level.

[edit]
user@R3# set protocols ospf area 0.0.0.4 network-summary-import import-policy

5. If you are done configuring the devices, commit the configuration.

[edit]
user@host# commit

Results Confirm your configuration by entering the show interfaces, show policy-options, and

showprotocols ospf commands on the appropriate device. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

Output for R1:

user@R1# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.4.5/30;

}
}

}
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.4.13/30;

}
}
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}

user@R1# show protocols ospf
area 0.0.0.3 {
interface fe-0/1/0.0;
interface fe-0/0/1.0;

}

Output for R2:

user@R2# show interfaces
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.4.6/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.4.1/30;

}
}

}

user@R2# show protocols ospf
area 0.0.0.3 {
interface fe-0/1/0.0;
interface fe-1/0/0.0;

}

Output for R3:

user@R3# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.2.1/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.4.2/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.4.14/30;

}
}

}

user@R3# show protocols ospf
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area 0.0.0.0 {
interface fe-0/0/1.0;

}
area 0.0.0.3 {
network-summary-export export-policy;
interface fe-1/0/0.0;
interface fe-1/1/0.0;

}

user@R3# show policy-options
policy-statement export-policy {
term term1 {
from {
route-filter 10.0.4.12/30 prefix-length-range /30-/30;

}
then accept;

}
}

Output for R4:

user@R4# show interfaces
fe-0/0/1 {
unit 0 {
family inet {
address 10.0.2.1/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.8.9/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.0.8.6/30;

}
}

}

user@R4# show protocols ospf
area 0.0.0.0 {
interface fe-0/0/1.0;

}
area 0.0.0.4 {
interface fe-0/1/0.0;
interface fe-1/0/0.0;

}

Output for R5:

user@R5# show interfaces
fe-1/1/0 {
unit 0 {
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family inet {
address 10.0.8.5/30;

}
}

}

user@R5# show protocols ospf
area 0.0.0.4 {
interface fe-1/1/0.0;

}

Output for R6:

user@R6# show interfaces
fe-1/0/0 {
unit 0 {
family inet {
address 10.0.8.10/30;

}
}

}

user@R6# show protocols ospf
area 0.0.0.4 {
interface fe-1/0/0.0;

}

To confirm your OSPFv3 configuration, enter the show interfaces, show policy-options,

and show protocols ospf3 commands on the appropriate device.

Verification

Confirm that the configuration is working properly.

• Verifying the OSPF Database on page 3524

• Verifying the Routing Table on page 3524

Verifying the OSPF Database

Purpose Verify that the OSPF database for the devices in area 4 includes the interarea route that

we are advertising from R3. Any other routes from area 3 should not be advertised into

area 4, so those entries should age out or no longer be present in the OSPF database.

Action Fromoperationalmode, enter the showospfdatabasenetsummaryarea0.0.0.4command

for OSPFv2, and enter the show ospf3 database inter-area-prefix area 0.0.0.4 command

for OSPFv3.

Verifying the Routing Table

Purpose Verify that the specified route is included in R4’s, R5’s, or R6’s routing table. Any other

routes from area 3 should not be advertised into area 4.

Action From operational mode, enter the show route protocol ospf command for both OSPFv2

and OSPFv3.
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Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

• Routing Policy Match Conditions in the Routing Policy Feature Guide for Routing Devices

• Actions in Routing Policy Terms in the Routing Policy Feature Guide for Routing Devices

OSPFMonitoring Configuration

• Example: Configuring OSPF Trace Options on page 3525

Example: Configuring OSPF Trace Options

• Tracing OSPF Protocol Traffic on page 3525

• Example: Tracing OSPF Protocol Traffic on page 3526

Tracing OSPF Protocol Traffic

Tracing operations record detailedmessages about the operation ofOSPF. You can trace

OSPFprotocol traffic tohelpdebugOSPFprotocol issues.Whenyou traceOSPFprotocol

traffic, you specify the name of the file and the type of information you want to trace.

You can specify the following OSPF protocol-specific trace options:

• database-description—Alldatabasedescriptionpackets,whichareused insynchronizing

the OSPF topological database

• error—OSPF error packets

• event—OSPF state transitions

• flooding—Link-state flooding packets

• graceful-restart—Graceful-restart events

• hello—Hellopackets,whichareused toestablishneighboradjacenciesand todetermine

whether neighbors are reachable

• ldp-synchronization—Synchronization events between OSPF and LDP

• lsa-ack—Link-state acknowledgment packets, which are used in synchronizing the

OSPF topological database

• lsa-analysis—Link-state analysis. Specific to the Juniper Networks implementation of

OSPF, Junos OS performs LSA analysis before running the shortest-path-first (SPF)

algorithm.LSAanalysishelps tospeed thecalculationsperformedby theSPFalgorithm.

• lsa-request—Link-state request packets, which are used in synchronizing the

OSPF topological database

• lsa-update—Link-state updates packets, which are used in synchronizing the

OSPF topological database

• nsr-synchronization—Nonstop routing synchronization events

• on-demand—Trace demand circuit extensions
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• packet-dump—Dump the contents of selected packet types

• packets—All OSPF packets

• restart-signaling—(OSPFv2 only) Restart-signaling graceful restart events

• spf—Shortest path first (SPF) calculations

You can optionally specify one or more of the following flag modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

NOTE: Use the detail flagmodifier with caution as it might cause the CPU to

become very busy.

Global tracing options are inherited from the configuration set by the traceoptions

statement at the [edit routing-options] hierarchy level. You can override the following

global traceoptions for theOSPFprotocolusing the traceoptionsflagstatement included

at the [edit protocols ospf] hierarchy level:

• all—All tracing operations

• general—All normaloperationsand routing tablechanges (acombinationof thenormal

and route trace operations)

• normal—Normal events

• policy—Policy processing

• route—Routing information

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

NOTE: Usethe trace flagallwithcautionas itmightcause theCPUtobecome

very busy.

Example: Tracing OSPF Protocol Traffic

This example shows how to trace OSPF protocol traffic.

• Requirements on page 3527

• Overview on page 3527

• Configuration on page 3528

• Verification on page 3531
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Requirements

This example assumes that OSPF is properly configured and running in your network,

and you want to trace OSPF protocol traffic for debugging purposes.

Overview

You can traceOSPF protocol traffic to help debugOSPF protocol issues.When you trace

OSPF protocol traffic, you specify the name of the file and the type of information you

want to trace. All files are placed in a directory on the routing device’s hard disk. On M

Series and T Series routers, trace files are stored in the /var/log directory.

This example shows a few configurations that might be useful when debugging OSPF

protocol issues. The verification output displayed is specific to each configuration.

TIP: Tokeep trackof your log files, createameaningful anddescriptive name
so it is easy to remember the content of the trace file. We recommend that
you place global routing protocol tracing output in the file routing-log, and

OSPF tracing output in the file ospf-log.

In the first example, you globally enable tracing operations for all routing protocols that

are actively running on your routing device to the file routing-log. With this configuration,

you keep the default settings for the trace file size and the number of trace files. After

enabling global tracing operations, you enable tracing operations to provide detailed

information about OSPF packets, including link-state advertisements, requests, and

updates, database description packets, and hello packets to the file ospf-log, and you

configure the following options:

• size—Specifies the maximum size of each trace file, in KB, MB, or GB. In this example,

you configure 10 KB as themaximum size. When the file reaches its maximum size, it

is renamed with a .0 extension. When the file again reaches its maximum size, it is

renamedwith a .1 extension, and the newly created file is renamedwith a .0 extension.

This renaming scheme continues until the maximum number of trace files is reached.

Then, the oldest trace file is overwritten. If you specify a maximum file size, youmust

also specify a maximum number of trace files with the files option. You specify k for

KB,m for MB, and g for GB. By default, the trace file size is 128 KB. The file size range

is 10 KB through themaximum file size supported on your system.

• files—Specifies the maximum number of trace files. In this example, you configure a

maximum of 5 trace files. When a trace file reaches its maximum size, it is renamed

with a .0 extension, then a .1 extension, and so on until the maximum number of trace

files is reached. When themaximum number of files is reached, the oldest trace file is

overwritten. If youspecifyamaximumnumberof files, youmustalsospecifyamaximum

file size with the size option. By default, there are 10 files. The range is 2 through 1000

files.

In the second example, you trace all SPF calculations to the file ospf-log by including

the spf flag. You keep the default settings for the trace file size and the number of trace

files.
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In the third example, you trace the creation, receipt, and retransmission of all LSAs to

the file ospf-log by including the lsa-request, lsa-update, and lsa-ack flags. You keep the

default settings for the trace file size and the number of trace files.

Configuration

• ConfiguringGlobalTracingOperationsandTracingOSPFPacket Informationonpage3528

• Tracing SPF Calculations on page 3529

• Tracing Link-State Advertisements on page 3530

Configuring Global Tracing Operations and Tracing OSPF Packet Information

CLI Quick
Configuration

To quickly enable global tracing operations for all routing protocols actively running on

your routing device and to trace detailed information about OSPF packets, copy the

following commands and paste them into the CLI.

[edit]
set routing-options traceoptions file routing-log
set protocols ospf traceoptions file ospf-log
set protocols ospf traceoptions file files 5 size 10k
set protocols ospf traceoptions flag lsa-ack
set protocols ospf traceoptions flag database-description
set protocols ospf traceoptions flag hello
set protocols ospf traceoptions flag lsa-update
set protocols ospf traceoptions flag lsa-request

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, seeModifying the Junos OS

Configuration in CLI User Guide.

To configure global routing tracing operations and tracing operations for OSPF packets:

1. Configure tracing at the routing options level to collect information about the active

routing protocols on your routing device.

[edit]
user@host# edit routing-options traceoptions

2. Configure the filename for the global trace file.

[edit routing-options traceoptions]
user@host# set file routing-log

3. Configure the filename for the OSPF trace file.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf traceoptions
user@host# set file ospf-log

4. Configure the maximum number of trace files.
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[edit protocols ospf traceoptions]
user@host# set file files 5

5. Configure the maximum size of each trace file.

[edit protocols ospf traceoptions]
user@host# set file size 10k

6. Configure tracing flags.

[edit protocols ospf traceoptions]
user@host# set flag lsa-ack
user@host# set flag database-description
user@host# set flag hello
user@host# set flag lsa-update
user@host# set flag lsa-request

7. If you are done configuring the device, commit the configuration.

[edit protocols ospf traceoptions]
user@host# commit

Results Confirm your configuration by entering the show routing-options and the show protocols

ospf commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show routing-options
traceoptions {
file routing-log;

}

user@host# show protocols ospf
traceoptions {
file ospf-log size 10k files 5;
flag lsa-ack;
flag database-description;
flag hello;
flag lsa-update;
flag lsa-request;

}

To confirm your OSPFv3 configuration, enter the show routing-options and the show

protocols ospf3 commands.

Tracing SPF Calculations

CLI Quick
Configuration

To quickly trace SPF calculations, copy the following commands and paste them into

the CLI.

[edit]
set protocols ospf traceoptions file ospf-log
set protocols ospf traceoptions flag spf

Step-by-Step
Procedure

To configure SPF tracing operations for OSPF:

Configure the filename for the OSPF trace file.1.

3529Copyright © 2014, Juniper Networks, Inc.

Chapter 38: Configuration



NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf traceoptions
user@host# set file ospf-log

2. Configure the SPF tracing flag.

[edit protocols ospf traceoptions]
user@host# set flag spf

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf traceoptions]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
traceoptions {
file ospf-log ;
flag spf;

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Tracing Link-State Advertisements

CLI Quick
Configuration

To quickly trace the creation, receipt, and retransmission of all LSAs, copy the following

commands and paste them into the CLI.

[edit]
set protocols ospf traceoptions file ospf-log
set protocols ospf traceoptions flag lsa-request
set protocols ospf traceoptions flag lsa-update
set protocols ospf traceoptions flag lsa-ack

Step-by-Step
Procedure

To configure link-state advertisement tracing operations for OSPF:

Configure the filename for the OSPF trace file.1.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit

protocols] hierarchy level.

[edit]
user@host# edit protocols ospf traceoptions
user@host# set file ospf-log
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2. Configure the link-state advertisement tracing flags.

[edit protocols ospf traceoptions]
user@host# set flag lsa-request
user@host# set flag lsa-update
user@host# set flag lsa-ack

3. If you are done configuring the device, commit the configuration.

[edit protocols ospf traceoptions]
user@host# commit

Results Confirm your configuration by entering the show protocols ospf command. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show protocols ospf
traceoptions {
file ospf-log;
flag lsa-request;
flag lsa-update;
flag lsa-ack;

}

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

Verification

Confirm that the configuration is working properly.

Verifying Trace Operations

Purpose Verify that the Trace options field displays the configured trace operations, and verify

that the Trace file field displays the location on the routing device where the file is saved,

the name of the file to receive the output of the tracing operation, and the size of the file.

Action From operational mode, enter the show ospf overview extensive command for OSPFv2,

and enter the show ospf3 overview extensive command for OSPFv3.

Related
Documentation

OSPF Overview on page 3368•

• OSPF Configuration Overview

• Junos OS Tracing and Logging Operations in the Junos OS Administration Library for

Routing Devices

• Example: Tracing Global Routing Protocol Operations in the Junos OS Routing Protocols

Library for Routing Devices

Configuration Statements

• area on page 3533

• area-range on page 3535
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• authentication (Protocols OSPF) on page 3537

• context-identifier (Protocols OSPF) on page 3538

• bfd-liveness-detection (Protocols OSPF) on page 3539

• database-protection on page 3543

• disable (OSPF) on page 3545

• export (Protocols OSPF) on page 3547

• external-preference (Protocols OSPF) on page 3548

• graceful-restart (Protocols OSPF) on page 3549

• import (Protocols OSPF) on page 3551

• interface (Protocols OSPF) on page 3552

• no-nssa-abr on page 3554

• no-rfc-1583 on page 3555

• ospf on page 3556

• overload (Protocols OSPF) on page 3557

• preference (Protocols OSPF) on page 3558

• prefix-export-limit (Protocols OSPF) on page 3559

• reference-bandwidth (Protocols OSPF) on page 3560

• rib-group (Protocols OSPF) on page 3561

• topology (OSPF) on page 3562

• traceoptions (Protocols OSPF) on page 3563

• traffic-engineering (OSPF) on page 3566
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area

Syntax area area-id {
interface interface-name {
passive;
topology (ipv4-multicast | name) {
disable;

}
}
virtual-link neighbor-id router-id transit-area area-id {
topology (ipv4-multicast | name) {
disable;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify thearea identifier for this routingdevice tousewhenparticipating inOSPF routing.

All routing devices in an areamust use the same area identifier to establish adjacencies.

Specifymultiple area statements to configure the routing device as anareaborder router.

An area border router does not automatically summarize routes between areas. Use the

area-range statement to configure route summarization. By definition, an area border

router must be connected to the backbone area either through a physical link or through

a virtual link. To create a virtual link, include the virtual-link statement.

To specify that the routing device is directly connected to the OSPF backbone, include

the area 0.0.0.0 statement.

All routingdeviceson thebackbonemustbecontiguous. If theyarenot, use the virtual-link

statement to create the appearance of connectivity to the backbone.
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You can also configure any interface that belongs to one or more topologies to advertise

thedirect interfaceaddresseswithoutactually runningOSPFon that interface. Bydefault,

OSPFmust be configured on an interface in order for direct interface addresses to be

advertised as interior routes.

NOTE: If you configure an interface with the passive statement, it applies to

all the topologies to which the interface belongs. You cannot configure an
interface as passive for only one specific topology and have it remain active
for any other topologies to which it belongs.

Options area-id—Area identifier. The identifier can be up to 32 bits. It is common to specify the

area number as a simple integer or an IP address. Area number 0.0.0.0 is reserved

for the OSPF backbone area.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• OSPF Areas and Router Functionality Overview on page 3373

• Understanding Multiple Address Families for OSPFv3

• virtual-link
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area-range

Syntax area-range network/mask-length <exact> <override-metricmetric> <restrict>;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3) area area-id],
[edit logical-systems logical-system-name protocols (ospf | ospf3) area area-id nssa],
[edit logical-systems logical-system-name realm (ipv4-unicast | ipv4-multicast |
ipv6-multicast) area area-id],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) area area-id],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) area area-id nssa],

[edit logical-systems logical-system-name routing-instances routing-instance-name realm
(ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id],

[edit protocols (ospf | ospf3) area area-id],
[edit protocols (ospf | ospf3) area area-id nssa],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id],
[edit routing-instances routing-instance-name protocols (ospf | ospf3) area area-id],
[edit routing-instances routing-instance-name protocols (ospf | ospf3) area area-id nssa],
[edit routing-instances routing-instance-name realm (ipv4-unicast | ipv4-multicast |
ipv6-multicast) area area-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description (Area border routers only) For an area, summarize a range of IP addresseswhen sending

summary link advertisements (within an area). To summarize multiple ranges, include

multiple area-range statements.

For a not-so-stubby area (NSSA), summarize a range of IP addresses when sending

NSSA link-state advertisements. The specified prefixes are used to aggregate external

routes learned within the area when the routes are advertised to other areas. To specify

multiple prefixes, includemultiple area-range statements. All external routes learned

within the area that do not fall into one of the prefixes are advertised individually to other

areas.

Default By default, area border routing devices do not summarize routes being sent from one

area to other areas, but rather send all routes explicitly.

Options exact—(Optional) Summarization of a route is advertised only when an exact match is

made with the configured summary range.

mask-length—Number of significant bits in the network mask.

network—IP address. You can specify one or more IP addresses.
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override-metricmetric—(Optional) Override the metric for the IP address range and

configure a specific metric value.

restrict—(Optional) Do not advertise the configured summary. This hides all routes that

are contained within the summary, effectively creating a route filter.

Range: 1 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Summarizing Ranges of Routes in OSPF Link-State Advertisements on

page 3423
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authentication (Protocols OSPF)

Syntax authentication {
md5 key-identifier {
key key-value;
start-time YYYY-MM-DD.hh:mm;

}
simple-password key;

}

Hierarchy Level [edit logical-systems logical-system-name protocols ospf area area-id interface
interface-name],

[edit logical-systems logical-system-name protocols ospf area area-id virtual-link],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf area area-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf area area-id virtual-link],

[edit protocols ospf area area-id interface interface-name],
[edit protocols ospf area area-id virtual-link],
[edit routing-instances routing-instance-name protocols ospf area area-id interface
interface-name],

[edit routing-instances routing-instance-name protocols ospf area area-id virtual-link]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure an authentication key (password). Neighboring routers use the password to

verify the authenticity of packets sent from this interface.

All routers that are connected to the same IP subnet must use the same authentication

scheme and password.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding OSPFv2 Authentication

• Example: Configuring MD5 Authentication for OSPFv2 Exchanges

• Example: Configuring a Transition of MD5 Keys on an OSPFv2 Interface

• Example: Configuring Simple Authentication for OSPFv2 Exchanges
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context-identifier (Protocols OSPF)

Syntax context-identifer identifier

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf |ospf3) area area-id],
[edit protocols (ospf | ospf3) area area-id ]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure OSPF context-identifier information.

Options identifer—IPv4 address that defines a protection pair. The context identifier is manually

configured on both the primary and protector provider edge (PE) devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show ospf context-identifier on page 3586
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bfd-liveness-detection (Protocols OSPF)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
full-neighbors-only
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3) area area-id interface
interface-name],

[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) area area-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id interface
interface-name],

[edit protocols (ospf | ospf3) area area-id interface interface-name],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id
interface interface-name],

[edit routing-instances routing-instance-nameprotocols (ospf | ospf3)areaarea-id interface
interface-name],

[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

detection-time threshold and transmit-interval threshold options added in Junos OS

Release 8.2.

Support for logical systems introduced in Junos OS Release 8.3.

no-adaptation option introduced in Junos OS Release 9.0.

no-adaptation option introduced in Junos OS Release 9.0 for EX Series switches.

Support for OSPFv3 introduced in Junos OS Release 9.3.

Support for OSPFv3 introduced in Junos OS Release 9.3 for EX Series switches.

full-neighbors-only option introduced in Junos OS Release 9.5.

full-neighbors-only option introduced in Junos OS Release 9.5 for EX Series switches.
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authenticationalgorithm,authenticationkey-chain, andauthentication loose-checkoptions

introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional failure detection timers and authentication for OSPF.

The remaining statements are explained separately.
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Options authentication algorithm algorithm-name—Configure the algorithm used to authenticate

the specified BFD session: simple-password, keyed-md5, keyed-sha-1,

meticulous-keyed-md5, ormeticulous-keyed-sha-1.

authentication key-chain key-chain-name—Associate a security key with the specified

BFD session using the name of the security keychain. The name you specify must

match one of the keychains configured in the authentication-key-chains key-chain

statement at the [edit security] hierarchy level.

authentication loose-check—(Optional) Configure loose authentication checking on the

BFD session. Use only for transitional periods when authentication may not be

configured at both ends of the BFD session.

detection-time thresholdmilliseconds—Configure a threshold for the adaptation of the

BFD session detection time. When the detection time adapts to a value equal to or

greater than the threshold, a single trap and a single system logmessage are sent.

full-neighbors-only—EstablishBFDsessionsonly forOSPFneighbors in the full state. The

default behavior is to establish BFD sessions for all OSPF neighbors.

minimum-intervalmilliseconds—Configure the minimum interval after which the local

routing device transmits a hello packet and then expects to receive a reply from the

neighbor with which it has established a BFD session. Optionally, instead of using

this statement, you can configure the minimum transmit and receive intervals

separatelyusing the transmit-intervalminimum-intervalandminimum-receive-interval

statements.

Range: 1 through 255,000milliseconds

minimum-receive-intervalmilliseconds—Configure the minimum interval after which the

routingdeviceexpects to receivea reply fromaneighborwithwhich it hasestablished

a BFD session. Optionally, instead of using this statement, you can configure the

minimum receive interval using theminimum-interval statement.

Range: 1 through 255,000milliseconds

multiplier number—Configure the number of hello packets not received by a neighbor

that causes the originating interface to be declared down.

Range: 1 through 255

Default: 3

no-adaptation—Specify that BFD sessions should not adapt to changing network

conditions.We recommendthat younotdisableBFDadaptationunless it ispreferable

not to have BFD adaptation enabled in your network.

transmit-interval thresholdmilliseconds—Configure the threshold for the adaptation of

the BFD session transmit interval. When the transmit interval adapts to a value

greater than the threshold, a single trap and a single systemmessage are sent. The

interval threshold must be greater than theminimum transmit interval.

Range: 0 through 4,294,967,295 (232 – 1)

transmit-intervalminimum-intervalmilliseconds—Configure theminimumintervalatwhich

the routingdevice transmitshellopackets toaneighborwithwhich it hasestablished
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a BFD session. Optionally, instead of using this statement, you can configure the

minimum transmit interval using theminimum-interval statement.

Range: 1 through 255,000

version—Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect

the BFD version).

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BFD for OSPF on page 3454

• Example: Configuring BFD Authentication for OSPF on page 3457
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database-protection

Syntax database-protection {
ignore-count number;
ignore-time seconds;
maximum-lsa number;
reset-time seconds;
warning-only;
warning-threshold percent;

}

Hierarchy Level [edit protocols (ospf | ospf3)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-unicast | ipv6-multicast)]

Release Information Statement introduced in Junos OS Release 10.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the maximum number of link-state advertisements (LSAs) that are not

generated by the router or switch in a given OSPF instance.

Default By default, OSPF database protection is not enabled.

Options ignore-count number—Configure the number of times the database can enter the ignore

state. When the ignore count is exceeded, the database enters the isolate state.

Range: 1 through 32

Default: 5

ignore-time seconds—Configure the time the databasemust remain in the ignore state

before it resumes regular operations (enters retry state).

Range: 30 through 3,600 seconds

Default: 300 seconds

maximum-lsanumber—Configure themaximumnumberofLSAswhoseadvertising router

ID is different from the local router ID in a givenOSPF instance. This includes external

LSAs aswell as LSAswith any scope, such as the link, area, and autonomous system

(AS). This value is mandatory.

Range: 1 through 1,000,000

Default: None

reset-time seconds—Configure the time period during which the databasemust operate

without being in the ignore or isolate state before it is reset to a normal operating

state.

Range: 60 through 86,400 seconds

Default: 600 seconds
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warning-only—Specify that only a warning should be issued when themaximum LSA

number is exceeded. If configured, no other action is taken against the database.

warning-threshold percent—Configure the percentage of the maximum number of LSAs

to be exceeded before a warning message is logged.

Range: 30 through 100 percent

Default: 75 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• OSPF Database Protection Overview on page 3490

• Configuring OSPF Database Protection on page 3491
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disable (OSPF)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols (ospf | ospf3) area area-id interface
interface-name],

[edit logical-systems logical-system-name protocols ospf area area-id
peer-interfaceinterface-name],

[edit logical-systems logical-system-name protocols (ospf | ospf3) virtual-link],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) area area-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) virtual-link],

[edit logical-systems logical-system-name routing-instances routing-instances protocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id interface
interface-name],

[edit protocols (ospf | ospf3)],
[edit protocols (ospf | ospf3) area area-id interface interface-name],
[edit protocols (ospf | ospf3) virtual-link],
[edit protocols ospf area area-id peer-interface interface-name],
[edit protocols ospf area area-id virtual-link neighbor-id router-id transit-area area-id],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id
interface interface-name],

[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-nameprotocols (ospf |ospf3)areaarea-id interface
interface-name],

[edit routing-instances routing-instance-name protocols (ospf | ospf3) virtual-link],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable OSPF, an OSPF interface, or an OSPF virtual link.

By default, control packets sent to the remote end of a virtual link must be forwarded

using the default topology. In addition, the transit area path consists only of links that
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are in the default topology. You can disable a virtual link for a configured topology, but

not for a default topology. Include the disable statement at the [edit protocols ospf area

area-idvirtual-linkneighbor-id router-id transit-areaarea-id topologyname]hierarchy level.

NOTE: If you disable the virtual link by including the disable statement at the

[edit protocols ospf area area-id virtual-link neighbor-id router-id transit-area

area-id]hierarchy level, youdisable thevirtual link for all topologies, including

the default topology. You cannot disable the virtual link only in the default
topology.

Default The configured object is enabled (operational) unless explicitly disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• OSPF Configuration Overview

• Configuring RSVP and OSPF for LMP Peer Interfaces
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export (Protocols OSPF)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to routes being exported from the routing table into OSPF.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding OSPF Routing Policy on page 3492

• Import and Export Policies for Network Summaries Overview on page 3508

• import on page 3551

• Routing Policy Feature Guide for Routing Devices
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external-preference (Protocols OSPF)

Syntax external-preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-nameprotocolsospf3 realm(ip4-unicast | ipv4-multicast
| ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast }
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the route preference for OSPF external routes.

Options preference—Preference value.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 150

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Controlling OSPF Route Preferences on page 3439

• preference on page 3558
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graceful-restart (Protocols OSPF)

Syntax graceful-restart {
disable;
helper-disable (standard | restart-signaling | both);
no-strict-lsa-checking;
notify-duration seconds;
restart-duration seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf]

Release Information Statement introduced before Junos OS Release 7.4.

Support for the no-strict-lsa-checking statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the helper mode standard, restart-signaling, and both options introduced in

Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure graceful restart for OSPF.

Graceful restart allows a routing device to restart with minimal effects to the network,

and is enabled for all routing protocols at the [edit routing-options] hierarchy level.

Options disable—Disable graceful restart for OSPF.

helper-disable (standard | restart-signaling| both)—Disable helper mode for graceful

restart. When helper mode is disabled, a device cannot help a neighboring device

that is attempting to restart. Beginningwith JunosOSRelease 11.4, you can configure

restart signaling-based helpermode forOSPFv2 graceful restart configurations. The

standard, restart-signaling, and both options are only supported forOSPFv2. Specify

standard to disable helpermode for standard graceful restart (based on RFC 3623).

Specify restart-signaling to disable helpermode for restart signaling-based graceful

restart (based on RFC4811, RFC 4812, and RFC 4813). Specify both to disable helper

mode for both standard and restart signaling-based graceful restart. The last

committed statement takes precedence over the previously configured statement.

Default: Helper mode is enabled by default. For OSPFv2, both standard and
restart-signaling based helper modes are enabled by default.

no-strict-lsa-checking—Disable strict OSPF link-state advertisement (LSA) checking to

prevent the terminationofgraceful restartbyahelping router. LSAchecking is enabled

by default.

NOTE: Thehelper-disablestatementandtheno-strict-lsa-checkingstatement

cannot be configured at the same time. If you attempt to configure both
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statements at the same time, the routing device displays awarningmessage
when you enter the show protocols (ospf | ospf3) command.

notify-duration seconds—Estimated time needed to send out purged grace LSAs over all

the interfaces.

Range: 1 through 3600 seconds

Default: 30 seconds

restart-duration seconds—Estimated time needed to reacquire a full OSPF neighbor from

each area.

Range: 1 through 3600 seconds

Default: 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Graceful Restart for OSPF on page 3464

• Example: Configuring the Helper Capability Mode for OSPFv2 Graceful Restart on

page 3468

• Example: Configuring the Helper Capability Mode for OSPFv3 Graceful Restart on

page 3472

• Example: Disabling Strict LSA Checking for OSPF Graceful Restart on page 3475

• Configuring Graceful Restart for QFabric Systems

• Junos OS High Availability Library for Routing Devices

Copyright © 2014, Juniper Networks, Inc.3550

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



import (Protocols OSPF)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Filter OSPF routes from being added to the routing table.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding OSPF Routing Policy on page 3492

• Import and Export Policies for Network Summaries Overview on page 3508

• export on page 3547

• Routing Policy Feature Guide for Routing Devices
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interface (Protocols OSPF)

Syntax interface interface-name {
disable;
authentication key <key-id identifier>;
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
multiplier number;

}
dead-interval seconds;
demand-circuit;
hello-interval seconds;
ipsec-sa name;
interface-type type;
ldp-synchronization {
disable;
hold-time seconds;

}
metricmetric;
neighbor address <eligible>;
no-interface-state-traps;
passive;
poll-interval seconds;
priority number;
retransmit-interval seconds;
te-metricmetric;
topology (ipv4-multicast | name) {
metricmetric;

}
transit-delay seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3) area area-id],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3) area area-id],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id],

[edit protocols (ospf | ospf3) area area-id],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast) area area-id],
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[edit routing-instances routing-instance-name protocols (ospf | ospf3) area area-id],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast) area area-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the topology statement introduced in Junos OS Release 9.0.

Support for the topology statement introduced in Junos OS Release 9.0 for EX Series

switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Support for the no-interface-state-traps statement introduced in Junos OS Release 10.3.

This statement is supported only for OSPFv2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable OSPF routing on a routing device interface.

Youmust include at least one interface statement in the configuration to enable OSPF

on the routing device.

Options interface-name—Name of the interface. Specify the interface by IP address or interface

name for OSPFv2, or only the interface name for OSPFv3. Using both the interface

name and IP address of the same interface produces an invalid configuration. To

configure all interfaces, you can specify all. Specifying a particular interface and all

produces an invalid configuration.

NOTE: For nonbroadcast interfaces, specify the IP address of the
nonbroadcast interface as interface-name.

The remaining statements are explained separately.

NOTE: You cannot run both OSPF and ethernet-tcc encapsulation between

two Juniper Networks routing devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• OSPF Configuration Overview

• Example: Configuring Multitopology Routing Based on Applications

• Example: Configuring Multitopology Routing Based on a Multicast Source

• Example: Configuring Multiple Address Families for OSPFv3

• neighbor
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no-nssa-abr

Syntax no-nssa-abr;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable exporting Type 7 link-state advertisements into not-so-stubby-areas (NSSAs)

for an autonomous system boundary router (ASBR) or an area border router (ABR).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring OSPF Not-So-Stubby Areas on page 3396
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no-rfc-1583

Syntax no-rfc-1583;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Disable compatibility with RFC 1583,OSPF Version 2. If the same external destination is

advertised by AS boundary routers that belong to different OSPF areas, disabling

compatibility with RFC 1583 can prevent routing loops.

Default Compatibility with RFC 1583 is enabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control-level—To add this statement to the configuration.

Related
Documentation

• Example: Disabling OSPFv2 Compatibility with RFC 1583 on page 3406
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ospf

Syntax ospf { ... }

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable OSPF routing on the routing device.

Youmust include the ospf statement to enable OSPF on the routing device.

Default OSPF is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• OSPF Configuration Overview

• [edit protocols ospf] Hierarchy Level
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overload (Protocols OSPF)

Syntax overload {
timeout seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (oospf | ospf3)],
[edit logical-systems logical-system-nameprotocols ospf topology (default | ipv4-multicast
| name)],

[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical systems logical-system-name routing-instances routing-instance-nameprotocols
ospf topology (default | ipv4-multicast | name)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf topology (default | ipv4-multicast | name)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf topology (default |
ipv4-multicast | name],

[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for Multitopology Routing introduced in Junos OS Release 9.0.

Support for Multitopology Routing introduced in Junos OS Release 9.0 for EX Series

switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the local routing device so that it appears to be overloaded. Youmight do this

when you want the routing device to participate in OSPF routing, but do not want it to

be used for transit traffic.

NOTE: Traffic destined to directly attached interfaces continues to reach
the routing device.

Options timeout seconds—(Optional) Number of seconds at which the overloading is reset. If no

timeout interval is specified, the routing device remains in overload state until the

overload statement is deleted or a timeout is set.

Range: 60 through 1800 seconds

Default: 0 seconds
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NOTE: Multitopology Routing does not support the timeout option.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringOSPFtoMakeRoutingDevicesAppearOverloadedonpage3442

• Example: Configuring Multitopology Routing Based on Applications

• Example: Configuring Multitopology Routing Based on a Multicast Source

preference (Protocols OSPF)

Syntax preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the route preference for OSPF internal routes.

Options preference—Preference value.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 10

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Controlling OSPF Route Preferences on page 3439

• external-preference on page 3548
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prefix-export-limit (Protocols OSPF)

Syntax prefix-export-limit number;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-nameprotocols ospf topology (default | ipv4-multicast
| name)],

[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf topology (default | ipv4-multicast | name)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf topology (default | ipv4-multicast | name)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf topology (default |
ipv4-multicast | name)],

[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for Multitopology Routing introduced in Junos OS Release 9.0.

Support for Multitopology Routing introduced in Junos OS Release 9.0 for EX Series

switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a limit to the number of prefixes exported into OSPF.

Options number—Prefix limit.

Range: 0 through 4,294,967,295 (232 – 1)

Default: None

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Limiting the Number of Prefixes Exported to OSPF on page 3428

• Example: Configuring Multitopology Routing Based on Applications

• Example: Configuring Multitopology Routing Based on a Multicast Source
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reference-bandwidth (Protocols OSPF)

Syntax reference-bandwidth reference-bandwidth;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the reference bandwidth used in calculating the default interface cost. The cost is

calculated using the following formula:

cost = ref-bandwidth/bandwidth

Options reference-bandwidth—Reference bandwidth, in bits per second.

Range: 9600 through 1,000,000,000,000 bits

Default: 100 Mbps (100,000,000 bits)

NOTE: The default behavior is to use the reference-bandwidth value to
calculate the cost of OSPF interfaces. You can override this behavior for any
OSPF interface by configuring a specific cost with themetric statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Controlling the Cost of Individual OSPF Network Segments on page 3433

• metric
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rib-group (Protocols OSPF)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Install routes learned fromOSPF routing instances into routing tables in theOSPF routing

table group.

Options group-name—Name of the routing table group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Exporting Specific Routes from One Routing Table Into Another Routing Table

• Example: Importing Direct and Static Routes Into a Routing Instance

• Understanding Multiprotocol BGP

• interface-routes on page 2382

• rib-group on page 2421
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topology (OSPF)

Syntax topology (default | ipv4-multicast | name) {
spf-options {
delaymilliseconds;
holddownmilliseconds;
rapid-runs number;

}
topology-id number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols ospf],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf],

[edit protocols ospf],
[edit routing-instances routing-instance-name protocols ospf]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable a topology for OSPFmultitopology routing. Youmust first configure one or more

topologies under the [edit routing-options] hierarchy level.

Options default—Name of the default topology. This topology is automatically created, and all

routes that correspond to it are automatically added to the inet.0 routing table. You

canmodify certain default parameters, such as for the SPF algorithm.

ipv4-multicast—Name of the topology for IPv4multicast traffic.

name—Name of a topology you configured at the [edit routing-options] hierarchy level

to create a topology for a specific type of traffic, such as voice or video.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multitopology Routing Based on Applications

• Example: Configuring Multitopology Routing Based on a Multicast Source
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traceoptions (Protocols OSPF)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit logical-systems logical-system-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(ospf | ospf3)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],

[edit protocols (ospf | ospf3)],
[edit protocols ospf3 realm (ipv4-unicast | ipv4-multicast | ipv6-multicast)],
[edit routing-instances routing-instance-name protocols (ospf | ospf3)],
[edit routing-instances routing-instance-name protocols ospf3 realm (ipv4-unicast |
ipv4-multicast | ipv6-multicast)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the realm statement introduced in Junos OS Release 9.2.

Support for the realm statement introduced in Junos OS Release 9.2 for EX Series

switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure OSPF protocol-level tracing options.

To specify more than one tracing operation, includemultiple flag statements.

NOTE: The traceoptions statement is not supported on QFabric systems.

Default The default OSPF protocol-level tracing options are those inherited from the routing

protocols traceoptions statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place OSPF tracing output in the file ospf-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten.
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If you specify amaximumnumber of files, you alsomust specify amaximum file size

with the size option.

Range: 2 through 1000 files

Default: 10 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

OSPF Tracing Flags

• database-description—Database description packets, which are used in synchronizing

the OSPF and OSPFv3 topological database.

• error—OSPF and OSPFv3 error packets.

• event—OSPF and OSPFv3 state transitions.

• flooding—Link-state flooding packets.

• graceful-restart—Graceful-restart events.

• hello—Hellopackets,whichareused toestablishneighboradjacenciesand todetermine

whether neighbors are reachable.

• ldp-synchronization—Synchronization events between OSPF and LDP.

• lsa-ack—Link-state acknowledgment packets, which are used in synchronizing the

OSPF topological database.

• lsa-analysis—Link-state analysis. Specific to the Juniper Networks implementation of

OSPF, Junos OS performs LSA analysis before running the shortest-path-first (SPF)

algorithm.LSAanalysishelps tospeed thecalculationsperformedby theSPFalgorithm.

• lsa-request—Link-state request packets, which are used in synchronizing the

OSPF topological database.

• lsa-update—Link-state updates packets, which are used in synchronizing the OSPF

topological database.

• nsr-synchronization—Nonstop routing synchronization events.

• on-demand—Trace demand circuit extensions.

• packet-dump—Content of selected packet types.

• packets—All OSPF packets.

• restart-signaling—(OSPFv2 only) Restart-signaling graceful restart events.

• spf—Shortest-path-first (SPF) calculations.

Global Tracing Flags
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• all—All tracing operations.

• general—A combination of the normal and route trace operations.

• normal—All normal operations. If you do not specify this option, only unusual or

abnormal operations are traced.

• policy—Policy operations and actions.

• route—Routing table changes.

• state—State transitions.

• task—Routing protocol task processing.

• timer—Routing protocol timer processing.

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information.

• receive—Packets being received.

• send—Packets being transmitted.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0.When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then, the oldest trace file is

overwritten.

If youspecify amaximumfile size, youalsomust specify amaximumnumberof trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Example: Tracing OSPF Protocol Traffic on page 3526
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traffic-engineering (OSPF)

Syntax traffic-engineering {
<advertise-unnumbered-interfaces>;
<credibility-protocol-preference>;
ignore-lsp-metrics;
multicast-rpf-routes;
no-topology;
shortcuts {
lsp-metric-into-summary;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols (ospf | ospf3)],
[edit protocols (ospf | ospf3)]

Release Information Statement introduced before Junos OS Release 7.4.

multicast-rpf-routes option introduced in Junos OS Release 7.5.

advertise-unnumbered-interfaces option introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for OSPFv3 (ospf3) introduced in Junos OS Release 9.4.

Support for OSPFv3 (ospf3) introduced in Junos OS Release 9.4 for EX Series switches.

credibility-protocol-preference statement introduced in Junos OS Release 9.4.

credibility-protocol-preference statement introduced in Junos OS Release 9.4 for EX

Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable the OSPF traffic engineering features.

Default Traffic engineering support is disabled.

Options advertise-unnumbered-interfaces—(Optional) (OSPFv2 only) Include the link-local

identifier in the link-local traffic-engineering link-stateadvertisement. This statement

must be included on both ends of an unnumbered link to allow an ingress LER to

update the link in its traffic engineering database and use it for CSPF calculations.

The link-local identifier is then used by RSVP to signal unnumbered interfaces as

defined in RFC 3477.

credibility-protocol-preference—(Optional) (OSPFv2only)Use theconfiguredpreference

value for OSPF routes to calculate the traffic engineering database credibility value

used to select IGP routes. Use this statement to override the default behavior, in

which the traffic engineering database prefers IS-IS routes even if OSPF routes are

configured with a lower, that is, preferred, preference value. For example, OSPF

routes have a default preference value of 10, whereas IS-IS Level 1 routes have a

default preference value of 15. When protocol preference is enabled, the credibility

value is determined by deducting the protocol preference value from a base value

of 512. Using default protocol preference values, OSPF has a credibility value of 502,

whereas IS-IShasacredibility valueof497. Because the traffic engineeringdatabase

prefers IGP routes with the highest credibility value, OSPF routes are now preferred.

Copyright © 2014, Juniper Networks, Inc.3566

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



multicast-rpf-routes—(Optional) (OSPFv2 only) Install routes for multicast RPF checks

into the inet.2 routing table. The inet.2 routing table consists of unicast routes used

formulticast RPF lookup. RPF is an antispoofingmechanism used to checkwhether

the packet is coming in on an interface that is also sending data back to the packet

source.

NOTE: Youmust enable OSPF traffic engineering shortcuts to use the
multicast-rpf-routes statement. Youmust not allowLSPadvertisements into

OSPFwhen configuring themulticast-rpf-routes statement.

no-topology—(Optional) (OSPFv2 only) Disable the dissemination of the link-state

topology information.

The remaining statements are explained separately.

CAUTION: When the OSPF traffic engineering configuration is considerably
modified, the routing table entries are deleted and the routing table is
recreated. Changes to configuration that can cause this behavior include
enabling or disabling:

• Traffic engineering shortcuts

• IGP shortcuts

• LDP tunneling

• Multiprotocol LSP

• Advertise summarymetrics

• Multicast RPF routes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling OSPF Traffic Engineering Support on page 3481
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CHAPTER 39

Administration

• Routine Monitoring on page 3569

• Operational Commands on page 3569

RoutineMonitoring

• Monitoring OSPF Routing Information on page 3569

Monitoring OSPF Routing Information

Purpose Use themonitoring functionality tomonitorOSPF routing informationon routingdevices.

Action To view OSPF routing information in the CLI, enter the following CLI commands:

• show ospf neighbor

• show ospf interface

• show ospf statistics

Related
Documentation

show (ospf | ospf3) interface on page 3596•

• clear (ospf | ospf3) neighbor on page 3576

• show (ospf | ospf3) statistics on page 3624

Operational Commands

• clear (ospf | ospf3) database

• clear (ospf | ospf3) database-protection

• clear (ospf | ospf3) io-statistics

• clear (ospf | ospf3) neighbor

• clear (ospf | ospf3) statistics

• clear (ospf | ospf3) overload

• show (ospf | ospf3) backup coverage

• show (ospf | ospf3) backup neighbor
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• show ospf context-identifier

• show ospf database

• show (ospf | ospf3) interface

• show (ospf | ospf3) io-statistics

• show (ospf | ospf3) log

• show (ospf | ospf3) neighbor

• show (ospf | ospf3) overview

• show (ospf | ospf3) route

• show (ospf | ospf3) statistics
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clear (ospf | ospf3) database

Syntax clear (ospf | ospf3) database
<advertising-router (router-id | self)>
<area area-id>
<asbrsummary>
<external>
<instance instance-name>
<inter-area-prefix>
<inter-area-router>
<intra-area-prefix>
<link-local>
<logical-system (all | logical-system-name)>
<lsa-id lsa-id>
<netsummary>
<network>
<nssa>
<opaque-area>
<purge>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>
<router>

Syntax (EX Series
Switch and QFX

Series)

clear (ospf | ospf3) database
<advertising-router (router-id | self)>
<area area-id>
<asbrsummary>
<external>
<instance instance-name>
<inter-area-prefix>
<inter-area-router>
<intra-area-prefix>
<link-local>
<lsa-id lsa-id>
<netsummary>
<network>
<nssa>
<opaque-area>
<purge>
<router>

Release Information Command introduced before Junos OS Release 7.4.

advertising-router router-id, netsummary, network, nssa, opaque-area, and router options

added in Junos OS Release 8.3. Youmust use the purge command with these options.

area area-id option added in Junos OS Release 8.3.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option added in Junos OS Release 9.2.

advertising-router (router-id | self) option added in Junos OS Release 9.5.

advertising-router (router-id | self)option introduced in JunosOSRelease9.5 forEXSeries

switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description With the master Routing Engine, delete entries in the Open Shortest Path First (OSPF)

link-state advertisement (LSA) database. With the backup Routing Engine, delete the
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OSPF LSA database and sync the new database with the master Routing Engine. You

can also use the purge command with any of the options to discard rather than delete

the specified LSA entries.

CAUTION: This command is useful only for testing. Use it with care, because
it causes significant network disruption.

Options none—Delete all LSAs other than the system’s own LSAs, which are regenerated. To

resynchronize the database, the system destroys all adjacent neighbors that are in

the state EXSTART or higher. The neighbors are then reacquired and the databases

are synchronized.

advertising-router (router-id | self)—(Optional) Discard entries for the LSA entries

advertised by the specified routing device or by this routing device.

area area-id—(Optional) Discard entries for the LSAs in the specified area.

asbrsummary—(Optional) Discard summary AS boundary router LSA entries.

external—(Optional) Discard external LSAs.

instance instance-name—(Optional) Delete or discard entries for the specified routing

instance only.

inter-area-prefix—(OSPFv3 only) (Optional) Discard interarea prefix LSAs.

inter-area-router—(OSPFv3 only) (Optional) Discard interarea router LSAs.

intra-area-prefix—(OSPFv3 only) (Optional) Discard intra-area prefix LSAs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

link-local—(Optional) Delete link-local LSAs.

lsa-id lsa-id—(Optional) Discard the LSA entries with the specified LSA identifier.

netsummary—(Optional) Discard summary network LSAs.

network—(Optional) Discard network LSAs.

nssa—(Optional) Discard not-so-stubby area (NSSA) LSAs.

opaque-area—(Optional) Discard opaque area-scope LSAs.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(OSPFv3 only) (Optional) Delete

the entries for the specified OSPFv3 realm, or address family. Use the realm option

to specify anaddress family forOSPFv3other than IPv6unicast,which is thedefault.

router—(Optional) Discard router LSAs.
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purge—(Optional) Discard all entries in the link-state advertisement database. All

link-state advertisements are set toMAXAGE and are flooded. The database is

repopulated when the originators of the link-state advertisements receive the

MAXAGE link-state advertisements and reissue them.

Required Privilege
Level

clear

Related
Documentation

show ospf database on page 3588•

• show ospf3 database

List of Sample Output clear ospf database on page 3573

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear ospf database

user@host> clear ospf database
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clear (ospf | ospf3) database-protection

Syntax clear (ospf | ospf3) database-protection
<instance instance-name>

Release Information Command introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear the Open Shortest Path First (OSPF) link-state database from its isolated state.

Reset the ignore count, ignore timer, and reset timer, and resume normal operations.

Options instance instance-name—(Optional)Clear theOSPF link-statedatabase for the specified

routing instance only.

Required Privilege
Level

clear

Output Fields This command produces no output.

Sample Output

clear ospf database-protection

user@host> clear ospf database-protection
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clear (ospf | ospf3) io-statistics

Syntax clear (ospf | osfp3) io-statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

clear (ospf | osfp3) io-statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Open Shortest Path First (OSPF) input and output statistics.

Options none—Clear OSPF input and output statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

List of Sample Output clear ospf io-statistics on page 3575

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear ospf io-statistics

user@host> clear ospf io-statistics
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clear (ospf | ospf3) neighbor

Syntax clear (ospf | ospf3) neighbor
<area area-id>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>
<neighbor>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switch and QFX

Series)

clear (ospf | ospf3) neighbor
<area area-id>
<instance instance-name>
<interface interface-name>
<neighbor>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Tear down Open Shortest Path First (OSPF) neighbor connections.

Options none—Tear down OSPF connections with all neighbors for all routing instances.

area area-id—(Optional) Tear down neighbor connections for the specified area only.

instance instance-name—(Optional) Tear down neighbor connections for the specified

routing instance only.

interface interface-name—(Optional) Tear down neighbor connections for the specified

interface only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

neighbor—(Optional) Clear the state of the specified neighbor only.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(Optional) (OSPFv3 only) Clear

the state of the specified OSPFv3 realm, or address family. Use the realm option to

specify an address family for OSPFv3 other than IPv6 unicast, which is the default.

Required Privilege
Level

clear

Related
Documentation

show (ospf | ospf3) neighbor on page 3607•

List of Sample Output clear ospf neighbor on page 3577

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear ospf neighbor

user@host> clear ospf neighbor
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clear (ospf | ospf3) statistics

Syntax clear (ospf | osfp3) statistics
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switch and QFX

Series)

clear (ospf | osfp3) statistics
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Open Shortest Path First (OSPF) statistics.

Options none—Clear OSPF statistics.

instance instance-name—(Optional) Clear statistics for the specified routing instance

only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(Optional) (OSPFv3 only) Clear

statistics for the specified OSPFv3 realm, or address family. Use the realm option to

specify an address family for OSPFv3 other than IPv6 unicast, which is the default.

Required Privilege
Level

clear

Related
Documentation

show (ospf | ospf3) statistics on page 3624•

List of Sample Output clear ospf statistics on page 3578

Output Fields See show (ospf | ospf3) statistics for an explanation of output fields.

Sample Output

clear ospf statistics

The following sample output displays OSPF statistics before and after the clear ospf

statistics command is entered:

user@host> show ospf statistics

Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello           3254          2268           3             1
     DbD             41            46           0             0
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   LSReq              8             7           0             0
LSUpdate            212           154           0             0
   LSAck             65            98           0             0

DBDs retransmitted     :                    3, last 5 seconds :          0
LSAs flooded           :                   12, last 5 seconds :          0
LSAs flooded high-prio :                    0, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    3, last 5 seconds :          0
LSAs requested         :                    5, last 5 seconds :          0
LSAs acknowledged      :                   19, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
  626 subnet mismatches

user@host> clear ospf statistics

user@host> show ospf statistics
Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello              3             1           3             1
     DbD              0             0           0             0
   LSReq              0             0           0             0
LSUpdate              0             0           0             0
   LSAck              0             0           0             0

DBDs retransmitted     :                    0, last 5 seconds :          0
LSAs flooded           :                    0, last 5 seconds :          0
LSAs flooded high-prio :                    0, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    0, last 5 seconds :          0
LSAs requested         :                    0, last 5 seconds :          0
LSAs acknowledged      :                    0, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
  None
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clear (ospf | ospf3) overload

Syntax clear (ospf | ospf3) overload
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

clear (ospf | ospf3) overload
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear the Open Shortest Path First (OSPF) overload bit and rebuild link-state

advertisements (LSAs).

Options none—Clear the overload bit and rebuild LSAs for all routing instances.

instance instance-name—(Optional) Clear the overload bit and rebuild LSAs for the

specified routing instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

List of Sample Output clear ospf overload on page 3580

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear ospf overload

user@host> clear ospf overload
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show (ospf | ospf3) backup coverage

Syntax show (ospf | ospf3) backup coverage
<instance instance-name>
< logical-system (all | logical-system-name)>
<realm (ipv4-unicast | ipv46-unicast>
<topology topology-name>

Syntax (QFX Series) show (ospf | ospf3) backup coverage
<instance instance-name>
<topology topology-name>

Release Information Command introduced in Junos OS Release 10.0.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about the level of backup coverage available for all the nodes and

prefixes in the network.

Options none—Display informationabout the level backupcoverage for allOSPF routing instances

in all logical systems.

logical-system (all | logical-system-name)—(Optional) Display information about the

level of backup coverage for all logical systems or for a specific logical system.

instance instance-name—(Optional) Display information about the level of backup

coverage for a specific OSPF routing instance.

realm(ipv4-unicast | ipv6-unicast)—(Optional) (OSPFv3only)Display informationabout

the level of backup coverage for the specific OSPFv3 realm, or address family.

topology(default | topology-name)—(Optional) (OSPFv2only)Display informationabout

the level of backup coverage for the specific OSPF topology.

Required Privilege
Level

view

Related
Documentation

show (ospf | ospf3) backup lsp•

List of Sample Output show ospf backup coverage on page 3582
show ospf3 backup coverage on page 3582

Output Fields Table 251 on page 3581 lists the output fields for the show (ospf | ospf3) backup coverage

command. Output fields are listed in the approximate order in which they appear.

Table 251: show (ospf | ospf3) backup coverage Output Fields

Field DescriptionField Name

Information about backup coverage for each OSPF node.Node Coverage

Area number. Area 0.0.0.0 is the backbone.Area
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Table251: show(ospf |ospf3)backupcoverageOutputFields (continued)

Field DescriptionField Name

Number of nodes for which backup coverage is available.Covered Nodes

Total number of OSPF nodes.Total Nodes

Information about backup coverage for each type of OSPF route.Route Coverage

Type of OSPF path: Intra, Inter, Ext1, Ext2, and All.Path Type

Foreachpath type, thenumberof routes forwhichbackupcoverage
is available.

Covered Routes

For each path type, the total number of configured routes.Total Routes

For all nodes and for each path type, the percentage for which
backup coverage is available.

Percent Covered

Sample Output

show ospf backup coverage

user@host> show ospf backup coverage
Topology default coverage:

Node Coverage:

Area             Covered  Total  Percent
                   Nodes  Nodes  Covered
0.0.0.0                4      5   80.00%

Route Coverage:

Path Type  Covered   Total  Percent
            Routes  Routes  Covered
Intra            8      14   57.14%
Inter            0       0  100.00%
Ext1             0       0  100.00%
Ext2             1       1  100.00%
All              9      15   60.00%

show ospf3 backup coverage

user @host > show ospf3 backup coverage
show ospf3 backup coverage   
Node Coverage:

Area             Covered  Total  Percent
                   Nodes  Nodes  Covered
0.0.0.0                4      5   80.00%

Route Coverage:

Path Type  Covered   Total  Percent
            Routes  Routes  Covered
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Intra            4       6   66.67%
Inter            0       0  100.00%
Ext1             0       0  100.00%
Ext2             1       1  100.00%
All              5       7   71.43%
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show (ospf | ospf3) backup neighbor

Syntax show (ospf | ospf3) backup neighbor
<area area-id>
<instance (default | instance-name)>
<logical-system (default | ipv4-multicast | logical-system-name)>
<topology (default | ipv4-multicast | topology-name)>

Syntax (QFX Series) show (ospf | ospf3) backup neighbor
<area area-id>
<instance instance-name>
<topology (default | ipv4-multicast | topology-name)>

Release Information Command introduced in Junos OS Release 10.0.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the neighbors throughwhich direct next hops for the backup paths are available.

Options none—Display all neighbors that have direct next hops for backup paths.

area area-id—(Optional) Display the area information.

instance (default | instance-name)—(Optional) Display information about the default

routing instance or a particular routing instance.

logical-system (default | ipv4-multicast | logical-system-name)—(Optional) Display

information about the default logical system, IPv4multicast logical system, or a

particular logical system.

topology (default | ipv4-multicast | topology-name)—(OSPFv2 only) (Optional) Display

information about the default topology, IPv4multicast topology, or a particular

topology.

Required Privilege
Level

view

Related
Documentation

show (ospf | ospf3) backup spf•

List of Sample Output show ospf backup neighbor on page 3585

Output Fields Table 252onpage 3584 lists the output fields for the show(ospf |ospf3)backupneighbor

command. Output fields are listed in the approximate order in which they appear.

Table 252: show (ospf |ospf3) backup neighbor Output Fields

Level of OutputField DescriptionField Name

All levelsMetric from the backup neighbor to the OSPF node.Neighbor to Self
Metric

All levelsMetric from the OSPF node to the backup neighbor.Self to Neighbor
Metric
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Table 252: show (ospf |ospf3) backup neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInterface and address of the direct next hop.Direct next-hop

Sample Output

show ospf backup neighbor

user@host> show ospf backup neighbor
Topology default backup neighbors:

Area 0.0.0.5 backup neighbors:

10.0.0.5
  Neighbor to Self Metric: 5
  Self to Neighbor Metric: 5
  Direct next-hop: ge-4/0/0.111 via 10.0.175.5

10.0.0.6
  Neighbor to Self Metric: 5
  Self to Neighbor Metric: 5
  Direct next-hop: ge-4/1/0.110 via 10.0.176.6

3585Copyright © 2014, Juniper Networks, Inc.

Chapter 39: Administration



show ospf context-identifier

Syntax show ospf context-identifier
<brief | detail>
<area area-id>
<context-id>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show ospf context-identifier
<brief | detail>
<area area-id>
<context-id>
<instance instance-name>

Release Information Command introduced in Junos OS Release 10.4.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the context identifier information processed and advertised by Open Shortest

Path First (OSPF) for egress protection.

Options none—Display information about all context identifiers.

brief | detail—(Optional) Display the specified level of output.

areaarea-id—(Optional)Display informationabout thecontext identifier for the specified

area.

context-id—(Optional) Display information about the specified context identifier.

instance instance-name—(Optional) Display information about the context identifier for

the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

egress-protection (Layer 2 circuit) in the Junos OS VPNs Library for Routing Devices•

• egress-protection (MPLS) in the Junos OS VPNs Library for Routing Devices

List of Sample Output show ospf context-identifier on page 3587
show ospf context-identifier detail on page 3587

Output Fields Table253onpage3587 lists theoutput fields for theshowospfcontext-identifiercommand.

Output fields are listed in the approximate order in which they appear.
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Table 253: show ospf context-identifier Output Fields

Level of OutputField DescriptionField Name

All levelsIPv4 address that defines a protection pair. The context is manually configured
on both primary and protector provider edge (PE) devices.

Context

All levelsState of the path: active or inactive.Status

All levelsAdvertised OSPFmetric.Metric

All levelsOSPF area number.Area

detailOther advertisements received by the OSPF node:

• Advertising router– Address of the device that sent the advertisement.

• Type–Type of OSPF path: inter-area and stub.

• Metric–Advertised OSPFmetric.

• None–No additional advertisements were received by the OSPF node.

Other
Advertisements

Sample Output

show ospf context-identifier

user@host> show ospf context-identifier
Context-id: 2.2.4.3
  Status: active, Metric: 65534, PE role: protector, Area: 0.0.0.0

show ospf context-identifier detail

user@host> show ospf context-identifier detail
Context-id: 88.24.13.1
                Status: inactive, Metric: 0, PE role: protector, Area: 0.0.0.13
                Other Advertisements: 
                  Advertising router: 8.8.8.103
                    Type: stub link
                    Metric: 65534
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show ospf database

Syntax show ospf database
<brief | detail | extensive | summary>
<advertising-router (address | self)>
<area area-id>
<asbrsummary>
<external>
<instance instance-name>
<link-local>
<logical-system (all | logical-system-name)>
<lsa-id lsa-id>
<netsummary>
<network>
<nssa>
<opaque-area>
<router>

Syntax (EX Series
Switches and QFX

Series)

show ospf database
<brief | detail | extensive | summary>
<advertising-router (address | self)>
<area area-id>
<asbrsummary>
<external>
<instance instance-name>
<link-local>
<lsa-id lsa-id>
<netsummary>
<network>
<nssa>
<opaque-area>
<router>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

advertising-router self (address | self) option introduced in Junos OS Release 9.5.

advertising-router self (address | self) option introduced in Junos OS Release 9.5 for EX

Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the entries in the OSPF version 2 (OSPFv2) link-state database, which contains

data about link-state advertisement (LSA) packets.

Options none—Display standard information about entries in the OSPFv2 link-state database for

all routing instances.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

advertising-router (address | self)—(Optional) Display the LSAs advertised either by a

particular routing device or by this routing device.

area area-id—(Optional) Display the LSAs in a particular area.
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asbrsummary—(Optional) Display summary AS boundary router LSA entries.

external—(Optional) Display external LSAs.

instance instance-name—(Optional) Display all OSPF database information under the

named routing instance.

link-local—(Optional) Display information about link-local LSAs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsa-id lsa-id—(Optional) Display the LSA with the specified LSA identifier.

netsummary—(Optional) Display summary network LSAs.

network—(Optional) Display information about network LSAs.

nssa—(Optional) Display information about not-so-stubby area (NSSA) LSAs.

opaque-area—(Optional) Display opaque area-scope LSAs.

router—(Optional) Display information about router LSAs.

Required Privilege
Level

view

Related
Documentation

clear (ospf | ospf3) database on page 3571•

List of Sample Output show ospf database on page 3591
show ospf database brief on page 3591
show ospf database detail on page 3591
show ospf database extensive on page 3593
show ospf database summary on page 3595

Output Fields Table254onpage3589describes theoutput fields for the showospfdatabasecommand.

Output fields are listed in the approximate order in which they appear.

Table 254: show ospf database Output Fields

Level of OutputField DescriptionField Name

All levelsArea number. Area 0.0.0.0 is the backbone area.area

All levelsTypeof linkadvertisement:ASBRSum,Extern,Network,NSSA,OpaqArea,Router,
or Summary.

Type

All levelsLSA identifier included in theadvertisement. Anasterisk preceding the identifier
marks database entries that originated from the local routing device.

ID

All levelsAddress of the routing device that sent the advertisement.Adv Rtr

All levelsLink sequence number of the advertisement.Seq

3589Copyright © 2014, Juniper Networks, Inc.

Chapter 39: Administration



Table 254: show ospf database Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsTime elapsed since the LSA was originated, in seconds.Age

All levelsOptional OSPF capabilities associated with the LSA.Opt

All levelsChecksum value of the LSA.Cksum

All levelsLength of the advertisement, in bytes.Len

detail extensiveRouter link-state advertisement information:

• bits—Flags describing the routing device that generated the LSP.

• link count—Number of links in the advertisement.

• id—ID of a routing device or subnet on the link.

• data—For stub networks, the subnet mask. Otherwise, the IP address of the
routing device that generated the LSP.

• type—Type of link. It can be PointToPoint, Transit, Stub, or Virtual.

• TOS count—Number of type-of-service (ToS) entries in the advertisement.

• TOS 0metric—Metric for ToS 0.

• TOS—Type-of-service (ToS) value.

• metric—Metric for the ToS.

Router

detail extensiveNetwork link-state advertisement information:

• mask—Network mask.

• attached router—ID of the attached neighbor.

Network

detail extensiveSummary link-state advertisement information:

• mask—Network mask.

• TOS—Type-of-service (ToS) value.

• metric—Metric for the ToS.

Summary

extensiveHow long until the LSA is regenerated.Gen timer

extensiveHow long until the LSA expires.Aging timer

extensiveHow long ago the route was installed.Installed hh:mm:ss
ago

extensiveHow long until the route expires.expires in hh:mm:ss

extensiveHow long ago the LSA was sent.sent hh:mm:ss ago

extensiveHow long ago the route was changed.Last changed
hh:mm:ss ago

extensiveNumber of times the route has changed.Change count
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Table 254: show ospf database Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveIndicates that this is a local advertisement.Ours

summaryNumber of router link-state advertisements in the link-state database.Router LSAs

summaryNumber of network link-state advertisements in the link-state database.Network LSAs

summaryNumber of summary link-state advertisements in the link-state database.Summary LSAs

summaryNumber of not-so-stubby area link-state advertisements in the link-state
database.

NSSA LSAs

Sample Output

show ospf database

user@host> show ospf database
OSPF link state database, Area 0.0.0.1
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.70.103    10.255.70.103    0x80000002   215  0x20 0x4112  48
Router  *10.255.71.242    10.255.71.242    0x80000002   214  0x20 0x11b1  48
Summary *23.1.1.0         10.255.71.242    0x80000002   172  0x20 0x6d72  28
Summary *24.1.1.0         10.255.71.242    0x80000002   177  0x20 0x607e  28
NSSA    *33.1.1.1         10.255.71.242    0x80000002   217  0x28 0x73bd  36

    OSPF link state database, Area 0.0.0.2
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.52     10.255.71.52     0x80000004   174  0x20 0xd021  36
Router  *10.255.71.242    10.255.71.242    0x80000003   173  0x20 0xe191  36
Network *23.1.1.1         10.255.71.242    0x80000002   173  0x20 0x9c76  32
Summary *12.1.1.0         10.255.71.242    0x80000001   217  0x20 0xfeec  28
Summary *24.1.1.0         10.255.71.242    0x80000002   177  0x20 0x607e  28
NSSA    *33.1.1.1         10.255.71.242    0x80000001   222  0x28 0xe047  36

    OSPF link state database, Area 0.0.0.3
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.238    10.255.71.238    0x80000003   179  0x20 0x3942  36
Router  *10.255.71.242    10.255.71.242    0x80000003   177  0x20 0xf37d  36
Network *24.1.1.1         10.255.71.242    0x80000002   177  0x20 0xc591  32
Summary *12.1.1.0         10.255.71.242    0x80000001   217  0x20 0xfeec  28
Summary *23.1.1.0         10.255.71.242    0x80000002   172  0x20 0x6d72  28
NSSA    *33.1.1.1         10.255.71.242    0x80000001   222  0x28 0xeb3b  36

show ospf database brief

The output for the show ospf database brief command is identical to that for the show

ospf database command. For sample output, see show ospf database on page 3591.

show ospf database detail

user@host> show ospf database detail
    OSPF link state database, Area 0.0.0.1
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.70.103    10.255.70.103    0x80000002   261  0x20 0x4112  48
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  bits 0x0, link count 2
  id 10.255.71.242, data 12.1.1.1, Type PointToPoint (1)
  TOS count 0, TOS 0 metric 1
  id 12.1.1.0, data 255.255.255.0, Type Stub (3)
  TOS count 0, TOS 0 metric 1
Router  *10.255.71.242    10.255.71.242    0x80000002   260  0x20 0x11b1  48
  bits 0x3, link count 2
  id 10.255.70.103, data 12.1.1.2, Type PointToPoint (1)
  TOS count 0, TOS 0 metric 1
  id 12.1.1.0, data 255.255.255.0, Type Stub (3)
  TOS count 0, TOS 0 metric 1
Summary *23.1.1.0         10.255.71.242    0x80000002   218  0x20 0x6d72  28
  mask 255.255.255.0
  TOS 0x0, metric 1
Summary *24.1.1.0         10.255.71.242    0x80000002   223  0x20 0x607e  28
  mask 255.255.255.0
  TOS 0x0, metric 1
NSSA    *33.1.1.1         10.255.71.242    0x80000002   263  0x28 0x73bd  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 12.1.1.2, tag 0.0.0.0

    OSPF link state database, Area 0.0.0.2
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.52     10.255.71.52     0x80000004   220  0x20 0xd021  36
  bits 0x0, link count 1
  id 23.1.1.1, data 23.1.1.2, Type Transit (2)
  TOS count 0, TOS 0 metric 1
Router  *10.255.71.242    10.255.71.242    0x80000003   219  0x20 0xe191  36
  bits 0x3, link count 1
  id 23.1.1.1, data 23.1.1.1, Type Transit (2)
  TOS count 0, TOS 0 metric 1
Network *23.1.1.1         10.255.71.242    0x80000002   219  0x20 0x9c76  32
  mask 255.255.255.0
  attached router 10.255.71.242
  attached router 10.255.71.52
Summary *12.1.1.0         10.255.71.242    0x80000001   263  0x20 0xfeec  28
  mask 255.255.255.0
  TOS 0x0, metric 1
Summary *24.1.1.0         10.255.71.242    0x80000002   223  0x20 0x607e  28
  mask 255.255.255.0
  TOS 0x0, metric 1
NSSA    *33.1.1.1         10.255.71.242    0x80000001   268  0x28 0xe047  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 23.1.1.1, tag 0.0.0.0

    OSPF link state database, Area 0.0.0.3
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.238    10.255.71.238    0x80000003   225  0x20 0x3942  36
  bits 0x0, link count 1
  id 24.1.1.1, data 24.1.1.2, Type Transit (2)
  TOS count 0, TOS 0 metric 1
Router  *10.255.71.242    10.255.71.242    0x80000003   223  0x20 0xf37d  36
  bits 0x3, link count 1
  id 24.1.1.1, data 24.1.1.1, Type Transit (2)
  TOS count 0, TOS 0 metric 1
Network *24.1.1.1         10.255.71.242    0x80000002   223  0x20 0xc591  32
  mask 255.255.255.0
  attached router 10.255.71.242
  attached router 10.255.71.238
Summary *12.1.1.0         10.255.71.242    0x80000001   263  0x20 0xfeec  28
  mask 255.255.255.0
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  TOS 0x0, metric 1
Summary *23.1.1.0         10.255.71.242    0x80000002   218  0x20 0x6d72  28
  mask 255.255.255.0
  TOS 0x0, metric 1
NSSA    *33.1.1.1         10.255.71.242    0x80000001   268  0x28 0xeb3b  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 24.1.1.1, tag 0.0.0.0

show ospf database extensive

user@host> show ospf database extensive
    OSPF link state database, Area 0.0.0.1
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.70.103    10.255.70.103    0x80000002   286  0x20 0x4112  48
  bits 0x0, link count 2
  id 10.255.71.242, data 12.1.1.1, Type PointToPoint (1)
  TOS count 0, TOS 0 metric 1
  id 12.1.1.0, data 255.255.255.0, Type Stub (3)
  TOS count 0, TOS 0 metric 1
  Aging timer 00:55:14
  Installed 00:04:43 ago, expires in 00:55:14
  Last changed 00:04:43 ago, Change count: 2
Router  *10.255.71.242    10.255.71.242    0x80000002   285  0x20 0x11b1  48
  bits 0x3, link count 2
  id 10.255.70.103, data 12.1.1.2, Type PointToPoint (1)
  TOS count 0, TOS 0 metric 1
  id 12.1.1.0, data 255.255.255.0, Type Stub (3)
  TOS count 0, TOS 0 metric 1
  Gen timer 00:45:15
  Aging timer 00:55:15
  Installed 00:04:45 ago, expires in 00:55:15, sent 00:04:43 ago
  Last changed 00:04:45 ago, Change count: 2, Ours
Summary *23.1.1.0         10.255.71.242    0x80000002   243  0x20 0x6d72  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:57
  Aging timer 00:55:57
  Installed 00:04:03 ago, expires in 00:55:57, sent 00:04:01 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
Summary *24.1.1.0         10.255.71.242    0x80000002   248  0x20 0x607e  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:52
  Aging timer 00:55:52
  Installed 00:04:08 ago, expires in 00:55:52, sent 00:04:06 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
NSSA    *33.1.1.1         10.255.71.242    0x80000002   288  0x28 0x73bd  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 12.1.1.2, tag 0.0.0.0
  Gen timer 00:45:12
  Aging timer 00:55:12
  Installed 00:04:48 ago, expires in 00:55:12, sent 00:04:48 ago
  Last changed 00:04:48 ago, Change count: 2, Ours

    OSPF link state database, Area 0.0.0.2
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.52     10.255.71.52     0x80000004   245  0x20 0xd021  36
  bits 0x0, link count 1
  id 23.1.1.1, data 23.1.1.2, Type Transit (2)
  TOS count 0, TOS 0 metric 1
  Aging timer 00:55:55
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  Installed 00:04:02 ago, expires in 00:55:55
  Last changed 00:04:02 ago, Change count: 2
Router  *10.255.71.242    10.255.71.242    0x80000003   244  0x20 0xe191  36
  bits 0x3, link count 1
  id 23.1.1.1, data 23.1.1.1, Type Transit (2)
  TOS count 0, TOS 0 metric 1
  Gen timer 00:45:56
  Aging timer 00:55:56
  Installed 00:04:04 ago, expires in 00:55:56, sent 00:04:02 ago
  Last changed 00:04:04 ago, Change count: 2, Ours
Network *23.1.1.1         10.255.71.242    0x80000002   244  0x20 0x9c76  32
  mask 255.255.255.0
  attached router 10.255.71.242
  attached router 10.255.71.52
  Gen timer 00:45:56
  Aging timer 00:55:56
  Installed 00:04:04 ago, expires in 00:55:56, sent 00:04:02 ago
  Last changed 00:04:04 ago, Change count: 1, Ours
Summary *12.1.1.0         10.255.71.242    0x80000001   288  0x20 0xfeec  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:12
  Aging timer 00:55:12
  Installed 00:04:48 ago, expires in 00:55:12, sent 00:04:04 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
Summary *24.1.1.0         10.255.71.242    0x80000002   248  0x20 0x607e  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:52
  Aging timer 00:55:52
  Installed 00:04:08 ago, expires in 00:55:52, sent 00:04:04 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
NSSA    *33.1.1.1         10.255.71.242    0x80000001   293  0x28 0xe047  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 23.1.1.1, tag 0.0.0.0
  Gen timer 00:45:07
  Aging timer 00:55:07
  Installed 00:04:53 ago, expires in 00:55:07, sent 00:04:04 ago
  Last changed 00:04:53 ago, Change count: 1, Ours

    OSPF link state database, Area 0.0.0.3
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len
Router   10.255.71.238    10.255.71.238    0x80000003   250  0x20 0x3942  36
  bits 0x0, link count 1
  id 24.1.1.1, data 24.1.1.2, Type Transit (2)
  TOS count 0, TOS 0 metric 1
  Aging timer 00:55:50
  Installed 00:04:07 ago, expires in 00:55:50
  Last changed 00:04:07 ago, Change count: 2
Router  *10.255.71.242    10.255.71.242    0x80000003   248  0x20 0xf37d  36
  bits 0x3, link count 1
  id 24.1.1.1, data 24.1.1.1, Type Transit (2)
  TOS count 0, TOS 0 metric 1
  Gen timer 00:45:52
  Aging timer 00:55:52
  Installed 00:04:08 ago, expires in 00:55:52, sent 00:04:06 ago
  Last changed 00:04:08 ago, Change count: 2, Ours
Network *24.1.1.1         10.255.71.242    0x80000002   248  0x20 0xc591  32
  mask 255.255.255.0
  attached router 10.255.71.242
  attached router 10.255.71.238
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  Gen timer 00:45:52
  Aging timer 00:55:52
  Installed 00:04:08 ago, expires in 00:55:52, sent 00:04:06 ago
  Last changed 00:04:08 ago, Change count: 1, Ours
Summary *12.1.1.0         10.255.71.242    0x80000001   288  0x20 0xfeec  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:12
  Aging timer 00:55:12
  Installed 00:04:48 ago, expires in 00:55:12, sent 00:04:13 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
Summary *23.1.1.0         10.255.71.242    0x80000002   243  0x20 0x6d72  28
  mask 255.255.255.0
  TOS 0x0, metric 1
  Gen timer 00:45:57
  Aging timer 00:55:57
  Installed 00:04:03 ago, expires in 00:55:57, sent 00:04:01 ago
  Last changed 00:04:48 ago, Change count: 1, Ours
NSSA    *33.1.1.1         10.255.71.242    0x80000001   293  0x28 0xeb3b  36
  mask 255.255.255.255
  Type 2, TOS 0x0, metric 0, fwd addr 24.1.1.1, tag 0.0.0.0
  Gen timer 00:45:07
  Aging timer 00:55:07
  Installed 00:04:53 ago, expires in 00:55:07, sent 00:04:13 ago
  Last changed 00:04:53 ago, Change count: 1, Ours

show ospf database summary

user@host> show ospf database summary
Area 0.0.0.1:
   2 Router LSAs
   2 Summary LSAs
   1 NSSA LSAs
Area 0.0.0.2:
   2 Router LSAs
   1 Network LSAs
   2 Summary LSAs
   1 NSSA LSAs
Area 0.0.0.3:
   2 Router LSAs
   1 Network LSAs
   2 Summary LSAs
   1 NSSA LSAs
Externals:
Interface fe-2/2/1.0:
Interface ge-0/3/2.0:
Interface so-0/1/2.0:
Interface so-0/1/2.0:
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show (ospf | ospf3) interface

Syntax show (ospf | ospf3) interface
<brief | detail | extensive>
<area area-id>
<interface-name>
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ip4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switches and QFX

Series)

show (ospf | ospf3) interface
<brief | detail | extensive>
<area area-id>
<interface-name>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

area option introduced in Junos OS Release 9.2.

area option introduced in Junos OS Release 9.2 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the status of OSPF interfaces.

Options none—Display standard informationabout thestatusofallOSPF interfaces for all routing

instances

brief | detail | extensive—(Optional) Display the specified level of output.

area area-id—(Optional) Display information about the interfaces that belong to the

specified area.

interface-name—(Optional) Display information for the specified interface.

instance instance-name—(Optional)DisplayallOSPF interfacesunder thenamed routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(OSPFv3 only) (Optional) Display

information about the interfaces for the specified OSPFv3 realm, or address family.

Use the realmoption to specify anaddress family forOSPFv3other than IPv6unicast,

which is the default.

Required Privilege
Level

view

List of Sample Output show ospf interface brief on page 3599
show ospf interface detail on page 3599
show ospf3 interface detail on page 3599
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show ospf interface detail(WhenMultiarea Adjacency Is Configured) on page 3599
show ospf interface area area-id on page 3600
show ospf interface extensive (When Flooding Reduction Is Enabled) on page 3601
showospf interfaceextensive(WhenLDPSynchronization IsConfigured)onpage3601

Output Fields Table255onpage3597 lists theoutput fields for theshow(ospf|ospf3) interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 255: show (ospf | ospf3) interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface running OSPF version 2 or OSPF version 3.Interface

All levelsState of the interface: BDR, Down, DR, DRother, Loop, PtToPt, orWaiting.State

All levelsNumber of the area that the interface is in.Area

All levelsAddress of the area's designated router.DR ID

All levelsBackup designated router for a particular subnet.BDR ID

All levelsNumber of neighbors on this interface.Nbrs

detail extensiveType of interface: LAN, NBMA, P2MP, P2P, or Virtual.Type

detail extensiveIP address of the neighbor.Address

detail extensiveNetmask of the neighbor.Mask

detail extensive(OSPFv3) IPv6 prefix length, in bits.Prefix-length

detail extensive(OSPFv3) OSPF version 3 interface index.OSPF3-Intf-Index

detail extensiveInterface maximum transmission unit (MTU).MTU

detail extensiveInterface cost (metric).Cost

detail extensiveAddress of the designated router.DR addr

detail extensiveAddress of the backup designated router.BDR addr

detail extensiveNumber of adjacent neighbors.Adj count

detail extensiveIndicates that this interface is configured as a secondary interface for this area.
This interface can belong to more than one area, but can be designated as a
primary interface for only one area.

Secondary

extensiveIndicates that this interface is configured with flooding reduction. All
self-originated LSAs from this interface are initially sent with the DoNotAge bit
set. As a result, LSAs are refreshed only when a change occurs.

Flood Reduction
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Table 255: show (ospf | ospf3) interface Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveRouter priority used in designated router (DR) election on this interface.Priority

extensiveList of link-state advertisements (LSAs) that might be about to flood this
interface.

Flood list

extensiveAcknowledgment list. List of pending acknowledgments on this interface.Ack list

extensiveList of packet descriptors.Descriptor list

detail extensiveConfigured value for the hello timer.Hello

detail extensiveConfigured value for the dead timer.Dead

detail extensive(OSPFv2) Authenticationmechanism for sending and receiving OSPF protocol
packets:

• MD5—The MD5mechanism is configured in accordance with RFC 2328.

• None—No authentication method is configured.

• Password—A simple password (RFC 2328) is configured.

Auth type

(Multiarea adjacency) Name of topology: default or name.Topology

extensive(OSPFv2 and LDP synchronization) Current state of LDP synchronization: in
sync, in holddown, and not supported.

LDP sync state

extensive(OSPFv2 and LDP synchronization) Reason for the current state of LDP
synchronization. The LDP session might be up or down, or adjacency might be
up or down.

reason

extensive(OSPFv2 and LDP synchronization) Configured value of the hold timer.

If the state is not synchronized, and the hold time is not infinity, the remaining
field displays thenumber of seconds that remain until the configuredhold timer
expires.

config holdtime

detail extensive(OSPFv2) Name of the IPSec security association name.IPSec SA name

detail extensive(OSPFv2 andMD5) Number from 0 to 255 that uniquely identifies an MD5 key.Active key ID

detail extensive(OSPFv2 and MD5) Time at which the routing device starts using an MD5 key
to authenticate OSPF packets transmitted on the interface on which this key
is configured. Toauthenticate receivedOSPFprotocol packets, the keybecomes
effective immediately after the configuration is committed. If the start time
option is not configured, the key is effective immediately for send and receive
and is displayed as Start time 1970 Jan 01 00:00:00 PST.

Start time

detail extensiveConfigured value for the Retransmit timer.ReXmit

detail extensiveType of area.Stub, Not Stub, or
Stub NSSA
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Sample Output

show ospf interface brief

user@host> show ospf interface brief
Intf                State     Area            DR ID           BDR ID       Nbrs
at-5/1/0.0          PtToPt   0.0.0.0         0.0.0.0         0.0.0.0         1
ge-2/3/0.0          DR       0.0.0.0         192.168.4.16    192.168.4.15    1
lo0.0               DR       0.0.0.0         192.168.4.16    0.0.0.0         0
so-0/0/0.0          Down     0.0.0.0         0.0.0.0         0.0.0.0         0
so-6/0/1.0          PtToPt   0.0.0.0         0.0.0.0         0.0.0.0         1
so-6/0/2.0          Down     0.0.0.0         0.0.0.0         0.0.0.0         0
so-6/0/3.0          PtToPt   0.0.0.0         0.0.0.0         0.0.0.0         1

show ospf interface detail

user@host> show ospf interface detail
Interface              State     Area            DR ID           BDR ID Nbrs
fe-0/0/1.0             BDR      0.0.0.0         192.168.37.12   10.255.245.215 1
Type LAN, address 192.168.37.11, Mask 255.255.255.248, MTU 4460, Cost 40
DR addr 192.168.37.12, BDR addr 192.168.37.11, Adj count 1, Priority 128
Hello 10, Dead 40, ReXmit 5, Not Stub
t1-0/2/1.0             PtToPt   0.0.0.0         0.0.0.0         0.0.0.0 0
Type P2P, Address 0.0.0.0, Mask 0.0.0.0, MTU 1500, Cost 2604
  Adj count 0
Hello 10, Dead 40, ReXmit 5, Not Stub
Auth type: MD5, Active key ID 3, Start time 2002 Nov 19 10:00:00 PST
IPsec SA Name: sa

show ospf3 interface detail

user@host> show ospf3 interface so-0/0/3.0 detail
Interface              State     Area           DR-ID         BDR-ID     Nbrs
so-0/0/3.0             PtToPt   0.0.0.0        0.0.0.0       0.0.0.0        1
Address fe80::2a0:a5ff:fe28:1dfc, Prefix-length 64
OSPF3-Intf-index 1, Type P2P, MTU 4470, Cost 12, Adj-count 1
Hello 10, Dead 40, ReXmit 5, Not Stub

show ospf interface detail
(WhenMultiarea Adjacency Is Configured)

user@host> show ospf interface detail
regress@router> show ospf interface detail
Interface           State   Area            DR ID           BDR ID          Nbrs
lo0.0               DR      0.0.0.0         10.255.245.2    0.0.0.0            0

  Type: LAN, Address: 127.0.0.1, Mask: 255.255.255.255, MTU: 65535, Cost: 0
  DR addr: 127.0.0.1, Adj count: 0, Priority: 128
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 0
lo0.0               DR      0.0.0.0         10.255.245.2    0.0.0.0            0

  Type: LAN, Address: 10.255.245.2, Mask: 255.255.255.255, MTU: 65535, Cost: 0
  DR addr: 10.255.245.2, Adj count: 0, Priority: 128
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 0
so-0/0/0.0          PtToPt  0.0.0.0         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
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  Adj count: 1
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1
so-0/0/0.0          PtToPt  0.0.0.0         0.0.0.0         0.0.0.0            0

  Type: P2P, Address: 192.168.37.46, Mask: 255.255.255.254, MTU: 4470, Cost: 1
  Adj count: 0, , Passive
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Passive, Cost: 1
so-1/0/0.0          PtToPt  0.0.0.0         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
  Adj count: 1
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1
so-1/0/0.0          PtToPt  0.0.0.0         0.0.0.0         0.0.0.0            0

  Type: P2P, Address: 192.168.37.54, Mask: 255.255.255.254, MTU: 4470, Cost: 1
  Adj count: 0, , Passive
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Passive, Cost: 1
so-0/0/0.0          PtToPt  1.1.1.1         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
  Adj count: 1, Secondary                                        
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1
so-1/0/0.0          PtToPt  1.1.1.1         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
  Adj count: 1, Secondary                                         
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1
so-0/0/0.0          PtToPt  2.2.2.2         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
  Adj count: 1, Secondary                                         
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1
so-1/0/0.0          PtToPt  2.2.2.2         0.0.0.0         0.0.0.0            1

  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 1
  Adj count: 1, Secondary                                        
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1

show ospf interface area area-id

user@host> show ospf interface area 1.1.1.1
Interface           State   Area            DR ID           BDR ID          Nbrs
so-0/0/0.0          PtToPt  1.1.1.1         0.0.0.0         0.0.0.0            1
so-1/0/0.0          PtToPt  1.1.1.1         0.0.0.0         0.0.0.0            1
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show ospf interface extensive
(When Flooding Reduction Is Enabled)

user@host> show ospf interface extensive
Interface           State   Area            DR ID           BDR ID          Nbrs
fe-0/0/0.0          PtToPt  0.0.0.0         0.0.0.0         0.0.0.0            0

  Type: P2P, Address: 10.10.10.1, Mask: 255.255.255.0, MTU: 1500, Cost: 1
  Adj count: 0
  Secondary, Flood Reduction 
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  Topology default (ID 0) -> Cost: 1

show ospf interface extensive
(When LDP Synchronization Is Configured)

user@host> show ospf interface extensive
Interface              State     Area            DR ID           BDR ID       
Nbrs
so-1/0/3.0             Down     0.0.0.0         0.0.0.0         0.0.0.0         
0
  Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 4470, Cost: 65535
  Adj count: 0
  Hello: 10, Dead: 40, ReXmit: 5, Not Stub
  Auth type: None
  LDP sync state: in holddown, for: 00:00:08, reason: LDP down during config
           config holdtime: 10 seconds, remaining: 1
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show (ospf | ospf3) io-statistics

Syntax show (ospf | ospf3) io-statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | ospf3) io-statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Open Shortest Path First (OSPF) input and output statistics.

Options none—Display OSPF input and output statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear (ospf | ospf3) statistics on page 3578•

List of Sample Output show ospf io-statistics on page 3602

Output Fields Table 256 on page 3602 lists the output fields for the show ospf io-statistics command.

Output fields are listed in the approximate order in which they appear.

Table 256: show (ospf | ospf3) io-statistics Output Fields

Field DescriptionField Name

Number of OSPF packets read since the last time the routing
protocol was started.

Packets read

Total number of packets divided by the total number of times the
OSPF read operation is scheduled to run.

average per run

Maximum number of packets for a given run among all scheduled
runs.

max run

Number of faulty packets received with errors.Receive errors

Sample Output

show ospf io-statistics

user@host> show ospf io-statistics

Packets read: 7361, average per run: 1.00, max run: 1
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Receive errors:
  None
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show (ospf | ospf3) log

Syntax show (ospf | osfp3) log
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>
<topology topology-name>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | osfp3) log
<instance instance-name>
<topology topology-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

topology option introduced in Junos OS Release 9.0.

topology option introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the entries in the Open Shortest Path First (OSPF) log of SPF calculations.

Options none—Display entries in the OSPF log of SPF calculations for all routing instances.

instance instance-name—(Optional) Display entries for the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

topology topology-name—(Optional) (OSPFv2 only) Display entries for the specified

topology.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(OSPFv3 only) (Optional) Display

entries for the specified OSPFv3 realm, or address family. Use the realm option to

specify an address family for OSPFv3 other than IPv6 unicast, which is the default.

Required Privilege
Level

view

List of Sample Output show ospf log on page 3605
show ospf log topology voice on page 3605

Output Fields Table 257 on page 3604 lists the output fields for the show (ospf | ospf3) log command.

Output fields are listed in the approximate order in which they appear.

Table 257: show (ospf | ospf3) log Output Fields

Field DescriptionField Name

Time, in weeks (w) and days (d), since the SPF calculation was
made.

When
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Table 257: show (ospf | ospf3) log Output Fields (continued)

Field DescriptionField Name

Type of calculation: Cleanup, External, Interarea, NSSA, Redist, SPF,
Stub, Total, or Virtuallink.

Type

Amount of time, in seconds, that elapsed during the operation, or
the time required to complete the SPF calculation. The start time
is the time displayed in theWhen field.

Elapsed

Sample Output

show ospf log

user@host> show ospf log
When            Type            Elapsed

1w4d 17:25:58   Stub            0.000017
1w4d 17:25:58   SPF             0.000070
1w4d 17:25:58   Stub            0.000019
1w4d 17:25:58   Interarea       0.000054
1w4d 17:25:58   External        0.000005
1w4d 17:25:58   Cleanup         0.000203
1w4d 17:25:58     Total         0.000537
1w4d 17:24:48   SPF             0.000125
1w4d 17:24:48   Stub            0.000017
1w4d 17:24:48   SPF             0.000100
1w4d 17:24:48   Stub            0.000016
1w4d 17:24:48   Interarea       0.000056
1w4d 17:24:48   External        0.000005
1w4d 17:24:48   Cleanup         0.000238
1w4d 17:24:48     Total         0.000600
...

show ospf log topology voice

user@host> show ospf log topology voice
Topology voice SPF log:                    

   Last instance of each event type
When            Type            Elapsed
00:06:11        SPF             0.000116
00:06:11        Stub            0.000114
00:06:11        Interarea       0.000126
00:06:11        External        0.000067
00:06:11        NSSA            0.000037
00:06:11        Cleanup         0.000186

   Maximum length of each event type
When            Type            Elapsed
00:13:43        SPF             0.000140
00:13:33        Stub            0.000116
00:13:43        Interarea       0.000128
00:13:33        External        0.000075
00:13:38        NSSA            0.000039
00:13:53        Cleanup         0.000657

   Last 100 events
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When            Type            Elapsed

00:13:53        SPF             0.000090
00:13:53        Stub            0.000041
00:13:53        Interarea       0.000123
00:13:53        External        0.000040
00:13:53        NSSA            0.000038
00:13:53        Cleanup         0.000657
00:13:53          Total         0.001252
.
.
00:06:11        SPF             0.000116
00:06:11        Stub            0.000114
00:06:11        Interarea       0.000126
00:06:11        External        0.000067
00:06:11        NSSA            0.000037
00:06:11        Cleanup         0.000186
00:06:11          Total         0.000818
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show (ospf | ospf3) neighbor

Syntax show (ospf | ospf3) neighbor
<brief | detail | extensive>
<area area-id>
<instance (all | instance-name)>
<interface interface-name>
<logical-system (all | logical-system-name)>
<neighbor>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switches and QFX

Series)

show (ospf | ospf3) neighbor
<brief | detail | extensive>
<area area-id>
<instance (all | instance-name)>
<interface interface-name>
<neighbor>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

instance all option introduced in Junos OS Release 9.1.

instance all option introduced in Junos OS Release 9.1 for EX Series switches.

area, interface, and realm options introduced in Junos OS Release 9.2.

area and interface options introduced in Junos OS Release 9.2 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about OSPF neighbors.

CPUutilizationmight increasewhile thedevice learns itsOSPFneighbors.We recommend

that you use the show (ospf | ospf3) neighbor command after the device learns and

establishesOSPFneighboradjacencies.Dependingon thesizeof yournetwork, thismight

take several minutes. If you receive a “timeout communicating with routing daemon”

errorwhenusing the show(ospf | ospf3)neighbor command,wait severalminutes before

attempting to use the command again. This is not a critical system error, but youmight

experience a delay in using the CLI.

Options none—Display standard information about all OSPF neighbors for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

area area-id—(Optional) Display information about theOSPF neighbors for the specified

area.

instance (all | instance-name)—(Optional) Display all OSPF interfaces for all routing

instances or under the named routing instance.

interface interface-name—(Optional) Display information about OSPF neighbors for the

specified logical interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.
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neighbor—(Optional) Display information about the specified OSPF neighbor.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(OSPFv3 only) (Optional) Display

information about the OSPF neighbors for the specified OSPFv3 realm, or address

family. Use the realmoption to specify an address family forOSPFv3 other than IPv6

unicast, which is the default.

Required Privilege
Level

view

Related
Documentation

clear (ospf | ospf3) neighbor on page 3576•

List of Sample Output show ospf neighbor brief on page 3610
show ospf neighbor detail on page 3610
show ospf neighbor extensive on page 3611
show ospf3 neighbor detail on page 3612
show ospf neighbor area area-id on page 3612
show ospf neighbor interface interface-name on page 3612
show ospf3 neighbor instance all (OSPFv3Multiple Family Address Support
Enabled) on page 3612

Output Fields Table258onpage3608liststheoutputfieldsfor theshow(ospf|ospf3)neighborcommand.

Output fields are listed in the approximate order in which they appear.

Table 258: show (ospf | ospf3) neighbor Output Fields

Level of OutputField DescriptionField Name

All levelsAddress of the neighbor.Address

All levelsInterface through which the neighbor is reachable.Interface
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Table 258: show (ospf | ospf3) neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the neighbor:

• Attempt—Valid only for neighbors attached to nonbroadcast networks. It
indicates that no recent information has been received from the neighbor,
but that a more concerted effort must bemade to contact the neighbor.

• Down—Initial state of a neighbor conversation. It indicates that no recent
information has been received from the neighbor. Hello packets might
continue to be sent to neighbors in the Down state, although at a reduced
frequency.

• Exchange—Routing device is describing its entire link-state database by
sending database description packets to the neighbor. Each packet has a
sequence number and is explicitly acknowledged.

• ExStart—First step in creating an adjacency between the two neighboring
routing devices. The goal of this step is to determine which routing device is
the master, and to determine the initial sequence number.

• Full—Neighboring routingdevicesare fullyadjacent.Theseadjacenciesappear
in router link and network link advertisements.

• Init—A hello packet has recently been sent by the neighbor. However,
bidirectional communication has not yet been establishedwith the neighbor.
This statemight occur, for example, because the routing device itself did not
appear in the neighbor's hello packet.

• Loading—Link-state request packets are sent to theneighbor toacquiremore
recent advertisements that have been discovered (but not yet received) in
the Exchange state.

• 2Way—Communicationbetween the two routingdevices is bidirectional. This
state has been ensured by the operation of the Hello Protocol. This is the
most advanced state short of beginning adjacency establishment. The
(backup) designated router is selected from the set of neighbors in state
2Way or greater.

State

All levelsRouter ID of the neighbor.ID

All levelsPriority of the neighbor to become the designated router.Pri

All levelsNumber of seconds until the neighbor becomes unreachable.Dead

extensiveNumber of link-state acknowledgments received.Link state
acknowledgment
list

detail extensiveTotal number of link-state advertisements retransmitted. For extensive output
only, the following information is also displayed:

• Type—Type of link advertisement: ASBR, Sum, Extern, Network, NSSA,
OpaqArea, Router, or Summary.

• LSA ID—LSA identifier included in the advertisement. An asterisk preceding
the identifier marks database entries that originated from the local routing
device.

• Adv rtr—Address of the routing device that sent the advertisement.

• Seq—Link sequence number of the advertisement.

Link state
retransmission list
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Table 258: show (ospf | ospf3) neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(OSPFv3 only) If the neighbor uses virtual links, the Neighbor-address is the
site-local, local, or global address. If the neighbor uses a physical interface, the
Neighbor-address is an IPv6 link-local address.

Neighbor-address

detail extensiveArea that the neighbor is in.area

detail extensive(OSPFv3 only) Displays the OSPFv3 interface index.OSPF3-Intf-Index

detail extensiveOption bits received in the hello packets from the neighbor.opt

detail extensiveAddress of the designated router.DR orDR-ID

detail extensiveAddress of the backup designated router.BDR or BDR-ID

detail extensiveLength of time since the neighbor came up.Up

detail extensiveLength of time since the adjacency with the neighbor was established.adjacent

Sample Output

show ospf neighbor brief

user@host> show ospf neighbor brief
  Address         Intf               State      ID              Pri  Dead
192.168.254.225  fxp3.0              2Way      10.250.240.32    128   36
192.168.254.230  fxp3.0              Full      10.250.240.8     128   38
192.168.254.229  fxp3.0              Full      10.250.240.35    128   33
10.1.1.129       fxp2.0              Full      10.250.240.12    128   37
10.1.1.131       fxp2.0              Full      10.250.240.11    128   38
10.1.2.1         fxp1.0              Full      10.250.240.9     128   32
10.1.2.81        fxp0.0              Full      10.250.240.10    128   33

show ospf neighbor detail

user@host> show ospf neighbor detail
  Address         Interface             State      ID              Pri  Dead
10.5.1.2         ge-1/2/0.1             Full      10.5.1.2         128   37  
  area 0.0.0.1, opt 0x42, DR 10.5.1.2, BDR 10.5.1.1
  Up 06:09:28, adjacent 05:17:36
    Link state acknowledgment list:  3 entries

    Link state retransmission list:  9 entries

10.5.10.2        ge-1/2/0.10            ExStart   10.5.1.38        128   34  
  area 0.0.0.1, opt 0x42, DR 10.5.10.2, BDR 10.5.10.1
  Up 06:09:28
    master, seq 0xac1530f8, rexmit DBD in 3 sec
    rexmit LSREQ in 0 sec
10.5.11.2        ge-1/2/0.11            Full      10.5.1.42        128   38  
  area 0.0.0.1, opt 0x42, DR 10.5.11.2, BDR 10.5.11.1
  Up 06:09:28, adjacent 05:26:46
    Link state retransmission list:  1 entries
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10.5.12.2        ge-1/2/0.12            ExStart   10.5.1.46        128   33  
  area 0.0.0.1, opt 0x42, DR 10.5.12.2, BDR 10.5.12.1
  Up 06:09:28
    master, seq 0xac188a68, rexmit DBD in 2 sec
    rexmit LSREQ in 0 sec

show ospf neighbor extensive

user@host> show ospf neighbor extensive
  Address         Interface             State      ID              Pri  Dead
10.5.1.2         ge-1/2/0.1             Full      10.5.1.2         128   33  
  area 0.0.0.1, opt 0x42, DR 10.5.1.2, BDR 10.5.1.1
  Up 06:09:42, adjacent 05:17:50
    Link state retransmission list:

      Type      LSA ID           Adv rtr          Seq

     Summary  10.8.56.0        172.25.27.82     0x8000004d

     Router   10.5.1.94        10.5.1.94        0x8000005c

     Network  10.5.24.2        10.5.1.94        0x80000036

     Summary  10.8.57.0        172.25.27.82     0x80000024

     Extern   1.10.90.0        10.8.1.2         0x80000041

     Extern   1.4.109.0        10.6.1.2         0x80000041

     Router   10.5.1.190       10.5.1.190       0x8000005f

     Network  10.5.48.2        10.5.1.190       0x8000003d

     Summary  10.8.58.0        172.25.27.82     0x8000004d

     Extern   1.10.91.0        10.8.1.2         0x80000041

     Extern   1.4.110.0        10.6.1.2         0x80000041

     Router   10.5.1.18        10.5.1.18        0x8000005f

     Network  10.5.5.2         10.5.1.18        0x80000033

     Summary  10.8.59.0        172.25.27.82     0x8000003a

     Summary  10.8.62.0        172.25.27.82     0x80000025

10.5.10.2        ge-1/2/0.10            ExStart   10.5.1.38        128   38  
  area 0.0.0.1, opt 0x42, DR 10.5.10.2, BDR 10.5.10.1
  Up 06:09:42
    master, seq 0xac1530f8, rexmit DBD in 2 sec
    rexmit LSREQ in 0 sec
10.5.11.2        ge-1/2/0.11            Full      10.5.1.42        128   33  
  area 0.0.0.1, opt 0x42, DR 10.5.11.2, BDR 10.5.11.1
  Up 06:09:42, adjacent 05:27:00
    Link state retransmission list:

      Type      LSA ID           Adv rtr          Seq

     Summary  10.8.58.0        172.25.27.82     0x8000004d
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     Extern   1.10.91.0        10.8.1.2         0x80000041

     Extern   1.1.247.0        10.5.1.2         0x8000003f

     Extern   1.4.110.0        10.6.1.2         0x80000041

     Router   10.5.1.18        10.5.1.18        0x8000005f

     Network  10.5.5.2         10.5.1.18        0x80000033

     Summary  10.8.59.0        172.25.27.82     0x8000003a

show ospf3 neighbor detail

user@host> show ospf3 neighbor detail
ID               Interface              State     Pri   Dead
10.255.71.13     fe-0/0/2.0             Full      128   30
  Neighbor-address fe80::290:69ff:fe9b:e002
  area 0.0.0.0, opt 0x13, OSPF3-Intf-Index 2
  DR-ID 10.255.71.13, BDR-ID 10.255.71.12
  Up 02:51:43, adjacent 02:51:43

show ospf neighbor area area-id

user@host >show ospf neighbor area 1.1.1.1
Address          Interface              State     ID               Pri  Dead
192.168.37.47    so-0/0/0.0             Full      10.255.245.4     128    33
  Area 1.1.1.1
192.168.37.55    so-1/0/0.0             Full      10.255.245.5     128    37
  Area 1.1.1.1

show ospf neighbor interface interface-name

user@host >show ospf neighbor interface so-0/0/0.0
Address          Interface              State     ID               Pri  Dead
192.168.37.47    so-0/0/0.0             Full      10.255.245.4     128    37
  Area 0.0.0.0
192.168.37.47    so-0/0/0.0             Full      10.255.245.4     128    33
  Area 1.1.1.1
192.168.37.47    so-0/0/0.0             Full      10.255.245.4     128    32
  Area 2.2.2.2

show ospf3 neighbor instance all (OSPFv3Multiple Family Address Support Enabled)

user @host > show ospf3 neighbor instance all
Instance: ina
    Realm: ipv6-unicast
    ID               Interface              State     Pri   Dead
   100.1.1.1        fe-0/0/2.0             Full      128     37
       Neighbor-address fe80::217:cb00:c87c:8c03
   Instance: inb
   Realm: ipv4-unicast
   ID               Interface              State     Pri   Dead
  100.1.2.1        fe-0/0/2.1             Full      128     33
      Neighbor-address fe80::217:cb00:c97c:8c03
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show (ospf | ospf3) overview

Syntax show (ospf | ospf3) overview
<brief | extensive>
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | ospf3) overview
<brief | extensive>
<instance instance-name>

Release Information Command introduced in Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Database protection introduced in Junos 10.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Open Shortest Path First (OSPF) overview information.

Options none—Display standard information about all OSPF neighbors for all routing instances.

brief | extensive—(Optional) Display the specified level of output.

instance instance-name—(Optional)DisplayallOSPF interfacesunder thenamed routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(Optional) (OSPFv3 only) Display

information about the specified OSPFv3 realm, or address family. Use the realm

option to specify an address family for OSPFv3 other than IPv6 unicast, which is the

default.

Required Privilege
Level

view

List of Sample Output show ospf overview on page 3615
show ospf overview (With Database Protection) on page 3616
show ospf3 overview (With Database Protection) on page 3616
show ospf overview extensive on page 3616

Output Fields Table 155onpage 1819 lists theoutput fields for the showospfoverviewcommand.Output

fields are listed in the approximate order in which they appear.

Table 259: show ospf overviewOutput Fields

Level of OutputField DescriptionField name

All levelsOSPF routing instance.Instance
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Table 259: show ospf overviewOutput Fields (continued)

Level of OutputField DescriptionField name

All levelsRouter ID of the routing device.Router ID

All levelsRoute table index.Route table index

All levelsOverload capability is enabled. If the overload timer is also configured, display
the time that remains before it is set to expire. This field is not displayed after
the timer expires.

Configured
overload

All levelsTopology identifier.Toplogy

All levelsNumber of prefixes exported into OSPF.Prefix export count

All levelsNumber of complete Shortest Path First calculations.Full SPF runs

All levelsDelay before performing consecutive Shortest Path First calculations.SPF delay

All levelsDelay before performing additional Shortest Path First (SPF) calculations after
the maximum number of consecutive SPF calculations is reached.

SPF holddown

All levelsMaximum number of Shortest Path First calculations that can be performed in
succession before the hold-down timer begins.

SPF rapid runs

All levelsRefresh period for link-state advertisement (in minutes).LSA refresh time

All levelsCurrent state of database protection.Database
protection state

All levelsThreshold atwhich awarningmessage is logged (percentage ofmaximumLSA
count).

Warning threshold

All levelsNumber of LSAs whose router ID is not equal to the local router ID: Current,
Warning (threshold), and Allowed.

Non self-generated
LSAs

All levelsHow long the database has been in the ignore state.Ignore time

All levelsHow long the databasemust stay out of the ignore or isolated state before it
returns to normal operations.

Reset time

All levelsNumberof times thedatabasehasbeen in the ignore state:CurrentandAllowed.Ignore count

All levelsGraceful restart capability: enabled or disabled.Restart

All levelsTime period for complete reacquisition of OSPF neighbors.Restart duration

All levelsTimeperiod forwhich theneighbors shouldconsider the restarting routingdevice
as part of the topology.

Restart grace
period
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Table 259: show ospf overviewOutput Fields (continued)

Level of OutputField DescriptionField name

All levels(OSPFv2) Standard graceful restart helper capability (based on RFC 3623):
enabled or disabled.

Graceful restart
helper mode

All levels(OSPFv2) Restart signaling-based graceful restart helper capability (based on
RFC 4811, RFC 4812, and RFC 4813): enabled or disabled.

Restart-signaling
helper mode

All levels(OSPFv3) Graceful restart helper capability: enabled or disabled.Helper mode

extensiveOSPF-specific trace options.Trace options

extensiveName of the file to receive the output of the tracing operation.Trace file

All levelsArea number. Area 0.0.0.0 is the backbone area.Area

All levelsStub type of area: Normal Stub, Not Stub, or Not so Stubby Stub.Stub type

All levelsType of authentication: None, Password, orMD5.

NOTE: The Authentication Type field refers to the authentication configured at
the [edit protocols ospf area area-id] level. Any authentication configured for an
interface in this area will not affect the value of this field.

Authentication
Type

All levelsNumber of area border routers.Area border routers

All levelsNumber of autonomous system boundary routers.Neighbors

Sample Output

show ospf overview

user@host> show ospf overview
Instance: master
    Router ID: 10.255.245.6
    Route table index: 0
   Configured overload, expires in 118 seconds
    LSA refresh time: 50 minutes
  Restart: Enabled
     Restart duration: 20 sec
     Restart grace period: 40 sec
     Helper mode: enabled
  Area: 0.0.0.0
      Stub type: Not Stub
      Authentication Type: None
      Area border routers: 0, AS boundary routers: 0
      Neighbors
        Up (in full state): 0
    Topology: default (ID 0)
      Prefix export count: 0
      Full SPF runs: 1
      SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3

3615Copyright © 2014, Juniper Networks, Inc.

Chapter 39: Administration



show ospf overview (With Database Protection)

user@host> show ospf overview
Instance: master
  Router ID: 10.255.112.218
  Route table index: 0
  LSA refresh time: 50 minutes
  Traffic engineering
  Restart: Enabled
    Restart duration: 180 sec
    Restart grace period: 210 sec
    Graceful restart helper mode: Enabled
    Restart-signaling helper mode: Enabled
  Database protection state: Normal
    Warning threshold: 70 percent
    Non self-generated LSAs: Current 582, Warning 700, Allowed 1000
    Ignore time: 30, Reset time: 60
    Ignore count: Current 0, Allowed 1
  Area: 0.0.0.0
    Stub type: Not Stub
    Authentication Type: None
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 160
  Topology: default (ID 0)
    Prefix export count: 0
    Full SPF runs: 70
    SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3
    Backup SPF: Not Needed

show ospf3 overview (With Database Protection)

user@host> show ospf3 overview
Instance: master
  Router ID: 10.255.112.128
  Route table index: 0
  LSA refresh time: 50 minutes
  Database protection state: Normal
    Warning threshold: 80 percent
    Non self-generated LSAs: Current 3, Warning 8, Allowed 10
    Ignore time: 30, Reset time: 60
    Ignore count: Current 0, Allowed 2
  Area: 0.0.0.0
    Stub type: Not Stub
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 1
  Topology: default (ID 0)
    Prefix export count: 0
    Full SPF runs: 7
    SPF delay: 0.200000 sec, SPF holddown: 5 sec, SPF rapid runs: 3
    Backup SPF: Not Needed

show ospf overview extensive

user@host> show ospf overview extensive
Instance: master
  Router ID: 1.1.1.103
  Route table index: 0
  Full SPF runs: 13, SPF delay: 0.200000 sec
  LSA refresh time: 50 minutes
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  Restart: Disabled
  Trace options: lsa
  Trace file: /var/log/ospf size 131072 files 10
  Area: 0.0.0.0
    Stub type: Not Stub
    Authentication Type: None
    Area border routers: 0, AS boundary routers: 0
    Neighbors
      Up (in full state): 1
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show (ospf | ospf3) route

Syntax show (ospf | ospf3) route
<brief | detail | extensive>
<abr | asbr | extern | inter | intra>
<destination>
<instance (default | ipv4-multicast | instance-name)>
<logical-system (default | ipv4-multicast | logical-system-name)>
<network>
<no-backup-coverage>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>
<router>
<topology (default | ipv4-multicast | topology-name)>
<transit>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | ospf3) route
<brief | detail | extensive>
<abr | asbr | extern | inter | intra>
<destination>
<instance instance-name
<network>
<no-backup-coverage>
<router>
<topology (default | ipv4-multicast | topology-name)>
<transit>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

topology option introduced in Junos OS Release 9.0.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the entries in the Open Shortest Path First (OSPF) routing table.

Options none—Display standard information about all entries in the OSPF routing table for all

routing instances and all topologies.

destination—Display routes to the specified IP address (with optional destination prefix

length).

brief | detail | extensive—(Optional) Display the specified level of output.

abr—(Optional) Display routes to area border routers.

asbr—(Optional) Display routes to autonomous system border routers.

extern—(Optional) Display external routes.

inter—(Optional) Display interarea routes.

intra—(Optional) Display intra-area routes.
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instance (default | ipv4-multicast | instance-name)—(Optional) Display entries for the

default routing instance, the IPv4multicast routing instance, or for the specified

routing instance.

logical-system (default | ipv4-multicast | logical-system-name)—(Optional) Perform this

operation on the default logical system, the IPv4multicast logical system, or on a

particular logical system.

network—(Optional) Display routes to networks.

no-backup-coverage—(Optional) Display routes with no backup coverage.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(OSPFv3 only) (Optional) Display

entries in the routing table for the specified OSPFv3 realm, or address family. Use

the realm option to specify an address family for OSPFv3 other than IPv6 unicast,

which is the default.

router—(Optional) Display routes to all routers.

topology (default | ipv4-multicast | topology-name)—(OSPFv2 only) (Optional) Display

routes for the default OSPF topology, IPv4multicast topology, or for a particular

topology.

transit—(Optional) (OSPFv3 only) Display OSPFv3 routes to pseudonodes.

Required Privilege
Level

view

List of Sample Output show ospf route on page 3621
show ospf route detail on page 3621
show ospf3 route on page 3621
show ospf3 route detail on page 3622
show ospf route topology voice on page 3622

Output Fields Table 260 on page 3619 list the output fields for the show (ospf | ospf3) route command.

Output fields are listed in the approximate order in which they appear.

Table 260: show (ospf | ospf3) route Output Fields

Output LevelField DescriptionField Name

All levelsName of the topology.Topology

All levelsDestination of the route.Prefix

All levelsHow the route was learned:

• Inter—Interarea route

• Ext1—External type 1 route

• Ext2—External type 2 route

• Intra—Intra-area route

Path type
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Table 260: show (ospf | ospf3) route Output Fields (continued)

Output LevelField DescriptionField Name

All levelsThe type of routing device fromwhich the route was learned:

• AS BR—Route to AS border router.

• Area BR—Route to area border router.

• Area/AS BR—Route to router that is both an Area BR and AS BR.

• Network—Network router.

• Router—Route to a router that is neither an Area BR nor an AS BR.

• Transit—(OSPFv3only)Route toapseudonode representinga transitnetwork,
LAN, or nonbroadcast multiaccess (NBMA) link.

• Discard—Route to a summary discard.

Route type

All levelsNext-hop type: LSP or IP.NH Type

All levelsRoute's metric value.Metric

All levels(OSPFv3 only) Interface through which the route's next hop is reachable.NH-interface

All levels(OSPFv3 only) IPv6 address of the next hop.NH-addr

All levels(OSPFv2 only) Interface through which the route's next hop is reachable.NextHop Interface

All levels(OSPFv2 only) If the NH Type is IP, then it is the address of the next hop. If the
NH Type is LSP, then it is the name of the label-switched path.

Nexthopaddr/label

detailArea ID of the route.Area

detailRouter fromwhich the route was learned.Origin

detailRoute was learned through a not-so-stubby area (NSSA) link-state
advertisement (LSA).

Type 7

detailRoute was learned through NSSA LSA and the propagate bit was set.P-bit

detailForwarding address is nonzero. FwdNZ is only displayed if the route is learned
through an NSSA LSA.

FwdNZ

detailOptional capabilities propagated in the router LSA. This field is in the output for
intra-area router routes only (when Route Type is Area BR, AS BR, Area/AS BR,
or Router), not for interarea router routes or network routes. Three bits in this
field are defined as follows:

• 0x4 (V)—Routing device is at the end of a virtual active link.

• 0x2 (E)—Routing device is an autonomous system boundary router.

• 0x1 (B)—Routing device is an area border router.

optional-capability
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Table 260: show (ospf | ospf3) route Output Fields (continued)

Output LevelField DescriptionField Name

detailThe priority assigned to the prefix:

• high

• medium

• low

NOTE: The priority field applies only to routes of type Network.

priority

Sample Output

show ospf route

user@host> show ospf route
Prefix               Path   Route       NH   Metric  NextHop       Nexthop 
                     Type   Type        Type         Interface     addr/label
10.255.71.12         Intra  Router      IP   1       fe-0/0/2.0    192.16.22.86 
10.255.71.13/32      Intra  Network     IP   0       lo0.0
192.168.222.84/30    Intra  Network     LSP  1       fe-0/0/2.0    lsp-ab

show ospf route detail

user@host> show ospf route detail
Topology default Route Table:

Prefix             Path   Route       NH   Metric  NextHop       Nexthop
                   Type   Type        Type         Interface     addr/label
10.255.14.174      Inter  AS BR       IP      210  t1-3/0/1.0
   area 0.0.0.2, origin 10.255.14.185
10.255.14.178      Intra  Router      IP      200  t3-3/1/3.0
   area 0.0.0.2, origin 10.255.14.178, optional-capability 0x0
10.210.1.0/30      Intra  Network     IP       10  t3-3/1/2.0
   area 0.0.0.2, origin 10.255.14.172, priority medium
100.1.1.1/32       Inter  Network     IP      210  t1-3/0/1.0
   area 0.0.0.2, origin 10.255.14.185, priority low
112.3.1.0/24       Ext2   Network     IP        0  t1-3/0/1.0
   area 0.0.0.0, origin 10.255.14.174, priority high
200.3.3.0/30       Inter  Network     IP      220  t1-3/0/1.0
   area 0.0.0.2, origin 10.255.14.185, priority high

show ospf3 route

user@host> show ospf3 route
Prefix               Path   Route       NH   Metric  NextHop       Nexthop      

                     Type   Type        Type         Interface     addr/label
10.255.71.13         Intra  Router      IP        1       
  NH-interface fe-0/0/2.0, NH-addr fe80::290:69ff:fe9b:e002
10.255.71.13;0.0.0.2
10.255.245.1         Intra  Router      IP       40  fxp1.1        192.168.36.17

  area 0.0.0.0, origin 10.255.245.1 optional-capability 0x0,
10.255.245.3         Intra  AS BR       IP        1  fxp2.3        192.168.36.34

  area 0.0.0.0, origin 10.255.245.3 optional-capability 0x0,
10.255.245.1/32      Intra  Network     IP       40  fxp1.1        192.168.36.17
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  area 0.0.0.0, origin 10.255.245.1, priority high   
10.255.245.2/32      Intra  Network     IP        0  lo0.0
  area 0.0.0.0, origin 10.255.245.2, priority medium 
10.255.245.3/32      Intra  Network     IP        1  fxp2.3        192.168.36.34

  area 0.0.0.0, origin 10.255.245.3, priority low    
                     Intra  Transit     IP        1       
  NH-interface fe-0/0/2.0
192::168:222:84/126  Intra  Network     IP        1       
  NH-interface fe-0/0/2.0
abcd::71:12/128      Intra  Network     IP        0       
  NH-interface lo0.0
abcd::71:13/128      Intra  Network     LSP       1       
  NH-interface fe-0/0/2.0, NH-addr lsp-cd

show ospf3 route detail

user@host> show ospf3 route detail
Prefix                                       Path   Route       NH    Metric
                                             type   type        type
10.255.14.174                                Intra  Area/AS BR  IP    110
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.174, Optional-capability 0x3
10.255.14.178                                Intra  Router      IP    200
   NH-interface t3-3/1/3.0
   Area 0.0.0.0, Origin 10.255.14.178, Optional-capability 0x0
10.255.14.185;0.0.0.2                        Intra  Transit     IP    200
   NH-interface t1-3/0/1.0
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.185
1000:1:1::1/128                              Inter  Network     IP    110
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.174, Priority low
1001:2:1::/48                                Ext1   Network     IP    110
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.174, Fwd NZ, Priority medium
1002:1:7::/48                                Ext2   Network     IP    0
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.174, Fwd NZ, Priority low
1002:3:4::/48                                Ext2   Network     IP    0
   NH-interface so-1/2/2.0
   Area 0.0.0.0, Origin 10.255.14.174, Fwd NZ, Priority high
abcd::10:255:14:172/128                      Intra  Network     IP    0
   NH-interface lo0.0
   Area 0.0.0.0, Origin 10.255.14.172, Priority low

show ospf route topology voice

user@host show ospf route topology voice
Topology voice Route Table:                
Prefix             Path   Route       NH   Metric  NextHop       Nexthop
                   Type   Type        Type         Interface     addr/label
10.255.8.2         Intra  Router      IP        1  so-0/2/0.0
10.255.8.3         Intra  Router      IP        2  so-0/2/0.0
10.255.8.1/32      Intra  Network     IP        0  lo0.0
10.255.8.2/32      Intra  Network     IP        1  so-0/2/0.0
10.255.8.3/32      Intra  Network     IP        2  so-0/2/0.0
192.168.8.0/29     Intra  Network     IP        2  so-0/2/0.0
192.168.8.44/30    Intra  Network     IP        2  so-0/2/0.0
192.168.8.46/32    Intra  Network     IP        1  so-0/2/0.0
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192.168.8.48/30    Intra  Network     IP        1  so-0/2/1.0
192.168.8.52/30    Intra  Network     IP        2  so-0/2/0.0
192.168.9.44/30    Intra  Network     IP        1  so-0/2/0.0
192.168.9.45/32    Intra  Network     IP        2  so-0/2/0.0
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show (ospf | ospf3) statistics

Syntax show (ospf | ospf3) statistics
<instance instance-name>
<logical-system (all | logical-system-name)>
<realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)>

Syntax (EX Series
Switch and QFX

Series)

show (ospf | ospf3) statistics
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

realm option introduced in Junos OS Release 9.2.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display OSPF statistics.

Options none—Display OSPF statistics for all routing instances.

instance instance-name—(Optional)Displayall statistics for thespecified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

realm (ipv4-multicast | ipv4-unicast | ipv6-multicast)—(Optional) (OSPFv3 only) Display

all statistics for the specified OSPFv3 realm, or address family. Use the realm option

to specify anaddress family forOSPFv3other than IPv6unicast,which is thedefault.

Required Privilege
Level

view

Related
Documentation

clear (ospf | ospf3) statistics on page 3578•

List of Sample Output show ospf statistics on page 3626
show ospf statistics logical-system all on page 3626
show ospf3 statistics on page 3627

Output Fields Table261onpage3624lists theoutput fields for theshow(ospf|ospf3)statisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 261: show (ospf | ospf3) statistics Output Fields

Field DescriptionField Name

Type of OSPF packet.Packet type

Total number of packets sent and received.Total Sent/Total Received

Total number of packets sent and received in the last 5 seconds.Last 5 seconds Sent/Last 5
seconds Received
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Table 261: show (ospf | ospf3) statistics Output Fields (continued)

Field DescriptionField Name

Total number of database description packets retransmitted, and
number retransmitted in the last 5 seconds.

DBDs retransmitted

Total number of link-state advertisements flooded, and number
flooded in the last 5 seconds.

LSAs flooded

Total number of high priority link-state advertisements flooded,
and number flooded in the last 5 seconds.

A link-stateadvertisement is deemedahighpriority if it has changed
since it was last sent.

LSAs flooded high-prio

Total number of link-state advertisements retransmitted, and
number retransmitted in the last 5 seconds.

LSAs retransmitted

Totalnumberof link-stateadvertisements transmitted toaneighbor,
and number transmitted in the last 5 seconds.

LSAs transmitted to nbr

Total numberof link-stateadvertisements requestedbyneighboring
devices, and number requested in the last 5 seconds.

LSAs requested

Total number of link-state advertisements acknowledged, and
number acknowledged in the last 5 seconds.

LSAs acknowledged

Total number of entries in the extended queue.Flood queue depth

Total number of retransmission entries waiting to be sent from the
OSPF routing instance.

Total rexmit entries

Total numberofdatabasedescription summarieswaiting tobesent
from the OSPF routing instance.

db summaries

Total number of link-state request entries waiting to be sent from
the OSPF routing instance.

lsreq entries

Number and type of receive errors. Some sample receive errors
include:

• mtumismatches

• no interface found

• no virtual link found

• nssamismatches

• stub areamismatches

• subnetmismatches

If there are no receive errors, the output displays none.

Receive errors
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Sample Output

show ospf statistics

user@host> show ospf statistics
Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello             31            14           2             2
     DbD              9            10           0             0
   LSReq              2             2           0             0
LSUpdate              8            16           0             0
   LSAck              9             9           0             0

DBDs retransmitted     :                    3, last 5 seconds :          0
LSAs flooded           :                   12, last 5 seconds :          0
LSAs flooded high-prio :                    0, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    3, last 5 seconds :          0
LSAs requested         :                    5, last 5 seconds :          0
LSAs acknowledged      :                   19, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
  862 no interface found
  115923 no virtual link found

show ospf statistics logical-system all

user@host> show ospf statistics logical-system all
logical-system: C
OSPF instance is not running
-----

logical-system: B

Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello         313740        313653           1             0
     DbD              3             2           0             0
   LSReq              1             1           0             0
LSUpdate           2752          1825           0             0
   LSAck           1821          2747           0             0

DBDs retransmitted     :                    0, last 5 seconds :          0
LSAs flooded           :                 2741, last 5 seconds :          0
LSAs flooded high-prio :                   10, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    2, last 5 seconds :          0
LSAs requested         :                    1, last 5 seconds :          0
LSAs acknowledged      :                 1831, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
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  None
-----

logical-system: A

Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello         313698        313695           0             0
     DbD              2             3           0             0
   LSReq              1             1           0             0
LSUpdate           1825          2752           0             0
   LSAck           2747          1821           0             0

DBDs retransmitted     :                    0, last 5 seconds :          0
LSAs flooded           :                 1825, last 5 seconds :          0
LSAs flooded high-prio :                   10, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    1, last 5 seconds :          0
LSAs requested         :                    2, last 5 seconds :          0
LSAs acknowledged      :                 2748, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
  None
-----

show ospf3 statistics

user@host> show ospf3 statistics
Packet type             Total                  Last 5 seconds
                   Sent      Received        Sent      Received
   Hello              0             0           0             0
     DbD              0             0           0             0
   LSReq              0             0           0             0
LSUpdate              0             0           0             0
   LSAck              0             0           0             0

DBDs retransmitted     :                    0, last 5 seconds :          0
LSAs flooded           :                    0, last 5 seconds :          0
LSAs flooded high-prio :                    0, last 5 seconds :          0
LSAs retransmitted     :                    0, last 5 seconds :          0
LSAs transmitted to nbr:                    0, last 5 seconds :          0
LSAs requested         :                    0, last 5 seconds :          0
LSAs acknowledged      :                    0, last 5 seconds :          0

Flood queue depth      :               0
Total rexmit entries   :               0
db summaries           :               0
lsreq entries          :               0

Receive errors:
  None
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PART 13

Routing Information Protocol

• Overview on page 3631

• Configuration on page 3637

• Administration on page 3725
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CHAPTER 40

Overview

• RIP Overview on page 3631

RIP Overview

• RIP Overview on page 3631

RIP Overview

RIP is an interior gateway protocol (IGP) that uses a distance-vector algorithm to

determine the best route to a destination, using the hop count as the metric.

In a RIP network, each router's forwarding table is distributed among the nodes through

the flooding of routing table information. Because topology changes are flooded

throughout the network, every nodemaintains the same list of destinations. Packets are

then routed to these destinations based on path-cost calculations done at each node in

the network.

NOTE: In general, the term RIP refers to RIP version 1 and RIP version 2.

This topic contains the following sections:

• Distance-Vector Routing Protocols on page 3631

• RIP Protocol Overview on page 3632

• RIP Packets on page 3633

• Maximizing Hop Count on page 3634

• Split Horizon and Poison Reverse Efficiency Techniques on page 3634

• Limitations of Unidirectional Connectivity on page 3635

Distance-Vector Routing Protocols

Distance-vector routing protocols transmit routing information that includes a distance

vector, typically expressed as the number of hops to the destination. This information is

flooded out all protocol-enabled interfaces at regular intervals (every 30 seconds in the

case of RIP) to create a network map that is stored in each node's local topology

database. Figure 96 on page 3632 shows how distance-vector routing works.
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Figure 96: Distance-Vector Protocol

InFigure96onpage3632,RoutersAandBhaveRIPenabledonadjacent interfaces.Router

A has known RIP neighbors Routers C, D, and E, which are 1, 2, and 3 hops away,

respectively. Router B has known RIP neighbors Routers X, Y, and Z, which are 1, 2, and 3

hops away, respectively. Every 30 seconds, each router floods its entire routing table

information out all RIP-enabled interfaces. In this case, flooding exchanges routing table

information across the RIP link.

When Router A receives routing information from Router B, it adds 1 to the hop count to

determine the new hop count. For example, Router X has a hop count of 1, but when

Router A imports the route to X, the newhop count is 2. The imported route also includes

information about where the route was learned, so that the original route is imported as

a route to Router X through Router B with a hop count of 2.

Whenmultiple routes to the same host are received, RIP uses the distance-vector

algorithm to determine which path to import into the forwarding table. The route with

the smallest hop count is imported. If there aremultiple routeswith the same hop count,

all are imported into the forwarding table, and traffic is sentalong thepaths in round-robin

fashion.

RIP Protocol Overview

The RIP IGP uses the Bellman-Ford, or distance-vector, algorithm to determine the best

route toadestination. RIPuses thehopcountas themetric. RIPenableshosts and routers

to exchange information for computing routes through an IP-based network. RIP is

intended to be used as an IGP in reasonably homogeneous networks of moderate size.

The Junos
®
operating system (Junos OS) supports RIP versions 1 and 2.

NOTE: RIP is not supported for multipoint interfaces.

RIPversion 1packetscontain theminimal informationnecessary to routepackets through

a network. However, this version of RIP does not support authentication or subnetting.

RIP uses User Datagram Protocol (UDP) port 520.

RIP has the following architectural limitations:
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• The longest network path cannot exceed 15 hops (assuming that each network, or

hop, has a cost of 1).

• RIP depends on counting to infinity to resolve certain unusual situations—When the

network consists of several hundred routers, and when a routing loop has formed, the

amount of time and network bandwidth required to resolve a next hopmight be great.

• RIP uses only a fixedmetric to select a route. Other IGPs use additional parameters,

such as measured delay, reliability, and load.

RIP Packets

RIP packets contain the following fields:

• Command—Indicates whether the packet is a request or responsemessage. Request

messages seek information for the router’s routing table. Responsemessages are sent

periodically andalsowhena requestmessage is received. Periodic responsemessages

are called update messages. Update messages contain the command and version

fields and 25 destinations (by default), each of which includes the destination IP

address and themetric to reach that destination.

NOTE: Beginning with Junos OS Release 11.1, three additional command
field typesareavailable tosupportRIPdemandcircuits.Whenyouconfigure
an interface for RIP demand circuits, the command field indicateswhether
the packet is an update request, update response, or update acknowledge
message. Neighbor interfaces send updates on demand, not periodically.
These command field types are only valid on interfaces configured for RIP
demand circuits. For more detailed information, see RIP Demand Circuits
Overview.

• Version number—Version of RIP that the originating router is running.

• Address family identifier—Address family used by the originating router. The family is

always IP.

• Address—IP address included in the packet.

• Metric—Value of the metric advertised for the address.

• Mask—Mask associated with the IP address (RIP version 2 only).

• Next hop—IP address of the next-hop router (RIP version 2 only).

Routing information is exchanged in a RIP network by RIP request and RIP response

packets. A router that has just booted can broadcast a RIP request on all RIP-enabled

interfaces. Any routers running RIP on those links receive the request and respond by

sending a RIP response packet immediately to the router. The response packet contains

the routing table information required to build the local copy of the network topology

map.
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In the absence of RIP request packets, all RIP routers broadcast a RIP response packet

every 30 seconds on all RIP-enabled interfaces. The RIP broadcast is the primary way in

which topology information is flooded throughout the network.

Once a router learns about a particular destination through RIP, it starts a timer. Every

time it receives a new response packetwith information about the destination, the router

resets the timer to zero. However, if the router receives no updates about a particular

destination for 180 seconds, it removes the destination from its RIP routing table.

In addition to the regular transmissionofRIPpackets every 30seconds, if a router detects

anewneighbor or detects that an interface is unavailable, it generatesa triggeredupdate.

The new routing information is immediately broadcast out all RIP-enabled interfaces,

and the change is reflected in all subsequent RIP response packets.

Maximizing Hop Count

The successful routing of traffic across a RIP network requires that every node in the

network maintain the same view of the topology. Topology information is broadcast

between RIP neighbors every 30 seconds. If Router A is many hops away from a new

host, RouterB, the route toBmight take significant time topropagate through thenetwork

and be imported into Router A's routing table. If the two routers are 5 hops away from

each other, Router A cannot import the route to Router B until 2.5 minutes after Router

B isonline (30secondsperhop). For largenumbersofhops, thedelaybecomesprohibitive.

To help prevent this delay from growing arbitrarily large, RIP enforces amaximum hop

count of 15 hops. Any prefix that is more than 15 hops away is treated as unreachable

andassignedahopcount equal to infinity. Thismaximumhopcount is called thenetwork

diameter.

Split Horizon and Poison Reverse Efficiency Techniques

BecauseRIP functionsbyperiodically flooding theentire routing tableout to thenetwork,

it generates a lot of traffic. The split horizon and poison reverse techniques can help

reduce the amount of network traffic originated by RIP hosts andmake the transmission

of routing information more efficient.

If a router receives a set of route advertisements on aparticular interface, RIP determines

that those advertisements do not need to be retransmitted out the same interface. This

technique, known as split horizon, helps limit the amount of RIP routing traffic by

eliminating information that other neighbors on that interface have already learned.

Figure 97 on page 3634 shows an example of the split horizon technique.

Figure 97: Split Horizon Example
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In Figure97onpage3634, Router Aadvertises routes toRoutersC, D, andE toRouter B. In

this example, Router A can reach Router C in 2 hops.When Router A advertises the route

toRouter B, Router B imports it as a route toRouter C throughRouter A in 3 hops. If Router

B then readvertised this route to Router A, Router A would import it as a route to Router

C through Router B in 4 hops. However, the advertisement from Router B to Router A is

unnecessary, because Router A can already reach the route in 2 hops. The split horizon

technique helps reduce extra traffic by eliminating this type of route advertisement.

Similarly, the poison reverse technique helps to optimize the transmission of routing

information and improve the time to reachnetwork convergence. If Router A learns about

unreachable routes throughoneof its interfaces, it advertises those routesasunreachable

(hopcountof 16)out thesame interface. Figure98onpage3635showsanexampleof the

poison reverse technique.

Figure 98: Poison Reverse Example

In Figure 98 on page 3635, Router A learns through one of its interfaces that routes to

Routers C, D, and E are unreachable. Router A readvertises those routes out the same

interface as unreachable. The advertisement informs Router B that Routers C, D, and E

are definitely not reachable through Router A.

Limitations of Unidirectional Connectivity

Because RIP processes routing information based solely on the receipt of routing table

updates, it cannotensurebidirectional connectivity. AsFigure99onpage3635shows,RIP

networks are limited by their unidirectional connectivity.

Figure 99: Limitations of Unidirectional Connectivity
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In Figure99onpage3635, RoutersAandD flood their routing table information toRouter

B. Because the path to Router E has the fewest hopswhen routed through Router A, that

route is imported into Router B's forwarding table. However, suppose that Router A can

transmit traffic but is not receiving traffic from Router B because of an unavailable link

or invalid routing policy. If the only route to Router E is through Router A, any traffic

destined for Router A is lost, because bidirectional connectivity was never established.

OSPF establishes bidirectional connectivity with a three-way handshake.

Related
Documentation

• Junos OS Feature Support Reference for SRX Series and J Series Devices

• RIP Configuration Overview

• Example: Configuring RIP on page 3637
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CHAPTER 41

Configuration

• RIP Configuration Tasks on page 3637

• RIP Configuration Statements on page 3699

RIP Configuration Tasks

• Example: Configuring RIP on page 3637

• Example: Configuring Authentication for RIP Routes on page 3644

• Example: Configuring BFD for RIP on page 3650

• Example: Configuring BFD Authentication for RIP on page 3656

• Example: Applying Policies to RIP Routes Imported from Neighbors on page 3664

• Examples: Controlling Traffic with Metrics in a RIP Network on page 3670

• Example:ConfiguringtheSendingandReceivingofRIPv1andRIPv2Packetsonpage3678

• Example: Redistributing Routes Among RIP Instances on page 3682

• Example: Configuring RIP Timers on page 3687

• Example: Tracing RIP Protocol Traffic on page 3694

Example: Configuring RIP

• Understanding Basic RIP Routing on page 3637

• Example: Configuring a Basic RIP Network on page 3638

Understanding Basic RIP Routing

RIP is an interior gateway protocol (IGP) that routes packetswithin a single autonomous

system (AS). By default, RIP does not advertise the subnets that are directly connected

through thedevice's interfaces. For traffic topass throughaRIPnetwork, youmust create

a routing policy to export these routes. Advertising only the direct routes propagates the

routes to the immediately adjacent RIP-enabled router only. To propagate all routes

through the entire RIP network, youmust configure the routing policy to export the routes

learned through RIP.
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Example: Configuring a Basic RIP Network

This example shows how to configure a basic RIP network.

• Requirements on page 3638

• Overview on page 3638

• Configuration on page 3638

• Verification on page 3641

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you configure a basic RIP network, create a RIP group called rip-group,

and add the directly connected interfaces to the RIP group. Then you configure a routing

policy to advertise direct routes using policy statement advertise-routes-through-rip.

By default, Junos OS does not advertise RIP routes, not even routes that are learned

through RIP. To advertise RIP routes, youmust configure and apply an export routing

policy that advertises RIP-learned and direct routes.

In JunosOS, you do not need to configure theRIP version. RIP version 2 is used by default.

To use RIP on the device, youmust configure RIP on all of the RIP interfaces within the

network. Figure 100 on page 3638 shows the topology used in this example.

Figure 100: Sample RIP Network Topology
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“CLI Quick Configuration” on page 3638 shows the configuration for all of the devices in

Figure100onpage3638.Thesection“Step-by-StepProcedure”onpage3639describesthe

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
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set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a basic RIP network:

1. Configure the network interfaces.

This example showsmultiple loopback interface addresses to simulate attached

networks.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Create the RIP group and add the interface.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3639Copyright © 2014, Juniper Networks, Inc.

Chapter 41: Configuration



3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
rip {
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Checking the Routing Table on page 3641

• Looking at the Routes That Device R1 Is Advertising to Device R2 on page 3641

• Looking at the Routes That Device R1 Is Receiving from Device R2 on page 3642

• Verifying the RIP-Enabled Interfaces on page 3642

• Verifying the Exchange of RIP Messages on page 3642

• Verifying Reachability of All Hosts in the RIP Network on page 3643

Checking the Routing Table

Purpose Verify that the routing table is populated with the expected routes..

Action From operational mode, enter the show route protocol rip command.

user@R1> show route protocol rip
inet.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30        *[RIP/100] 00:59:15, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
172.16.2.2/32      *[RIP/100] 02:52:48, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
172.16.3.3/32      *[RIP/100] 00:45:05, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.2.2/32     *[RIP/100] 02:52:48, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.3.3/32     *[RIP/100] 00:45:05, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
224.0.0.9/32       *[RIP/100] 00:45:09, metric 1
                         MultiRecv

Meaning The output shows that the routes have been learned from Device R2 and Device R3.

If you were to delete the from protocol rip condition in the routing policy on Device R2,

the remote routes from Device R3 would not be learned on Device R1.

Looking at the Routes That Device R1 Is Advertising to Device R2

Purpose Verify that Device R1 is sending the expected routes.

Action From operational mode, enter the show route advertising-protocol rip command.

user@R1> show route advertising-protocol rip 10.0.0.1
inet.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.1/32      *[Direct/0] 05:18:26
                    >    via lo0.1
192.168.1.1/32     *[Direct/0] 05:18:25
                    >    via lo0.1

Meaning Device R1 is sending routes to its directly connected networks.
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Looking at the Routes That Device R1 Is Receiving fromDevice R2

Purpose Verify that Device R1 is receiving the expected routes.

Action From operational mode, enter the show route receive-protocol rip command.

user@R1> show route receive-protocol rip 10.0.0.2
inet.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30        *[RIP/100] 02:31:22, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
172.16.2.2/32      *[RIP/100] 04:24:55, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
172.16.3.3/32      *[RIP/100] 02:17:12, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.2.2/32     *[RIP/100] 04:24:55, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.3.3/32     *[RIP/100] 02:17:12, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1

Meaning Device R1 is receiving from Device R2 all of Device R2’s directly connected networks.

Device R1 is also receiving fromDevice R2 all of Device R3’s directly connected networks,

which Device R2 learned from Device R3 through RIP.

Verifying the RIP-Enabled Interfaces

Purpose Verify that all RIP-enabled Interfaces are available and active.

Action From operational mode, enter the show rip neighbor command.

user@R1> show rip neighbor
                  Local  Source          Destination     Send   Receive   In
Neighbor          State  Address         Address         Mode   Mode     Met 
--------          -----  -------         -----------     ----   -------  --- 
fe-1/2/0.1           Up 10.0.0.1        224.0.0.9        mcast  both     1

Meaning The output shows that the RIP-enabled interface on Device R1 is operational.

In general for this command, the output shows a list of the RIP neighbors that are

configured on the device. Verify the following information:

• Each configured interface is present. Interfaces are listed in alphabetical order.

• Each configured interface is up. The state of the interface is listed in the Local State

column.AstateofUp indicates that the link is passingRIP traffic. A stateofDn indicates

that the link is notpassingRIP traffic. In apoint-to-point link, this stategenerallymeans

that either the end point is not configured for RIP or the link is unavailable.

Verifying the Exchange of RIPMessages

Purpose Verify that RIP messages are being sent and received on all RIP-enabled interfaces.
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Action From operational mode, enter the show rip statistics command.

user@R1> show rip statistics
RIPv2 info: port 520; holddown 120s. 
    rts learned  rts held down  rqsts dropped  resps dropped
              5              0              0              0

fe-1/2/0.1:  5 routes learned; 2 routes advertised; timeout 180s; update interval
 30s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                     2669           10            2
Triggered Updates Sent              2            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received           2675           11            2
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
RIP Requests Ignored                0            0            0
none                                0            0            0

Meaning The output shows the number of RIP routes learned. It also shows the number of RIP

updates sentand receivedon theRIP-enabled interfaces.Verify the following information:

• The number of RIP routes learnedmatches the number of expected routes learned.

Subnets learned by direct connectivity through an outgoing interface are not listed as

RIP routes.

• RIPupdatesarebeing sent oneachRIP-enabled interface. If noupdatesarebeing sent,

the routing policy might not be configured to export routes.

• RIP updates are being received on each RIP-enabled interface. If no updates are being

received, the routing policy might not be configured to export routes on the host

connected to that subnet. The lack of updates might also indicate an authentication

error.

Verifying Reachability of All Hosts in the RIP Network

Purpose Use the traceroute command on each loopback address in the network to verify that all

hosts in the RIP network are reachable from each Juniper Networks device.

Action From operational mode, enter the traceroute command.

user@R1> traceroute 192.168.3.3
traceroute to 192.168.3.3 (192.168.3.3), 30 hops max, 40 byte packets
 1  10.0.0.2 (10.0.0.2)  1.094 ms  1.028 ms  0.957 ms
 2  192.168.3.3 (192.168.3.3)  1.344 ms  2.245 ms  2.125 ms

Meaning Each numbered row in the output indicates a routing hop in the path to the host. The

three-time increments indicate the round-trip time (RTT) between the device and the

hop for each traceroute packet.
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To ensure that the RIP network is healthy, verify the following information:

• The final hop in the list is the host you want to reach.

• Thenumberof expectedhops to thehostmatches thenumberofhops in the traceroute

output. The appearance of more hops than expected in the output indicates that a

network segment is probably unreachable. It might also indicate that the incoming or

outgoing metric on one or more hosts has been set unexpectedly.

Related
Documentation

Example: Configuring Point-to-Multipoint RIP Networks•

Example: Configuring Authentication for RIP Routes

• Understanding RIP Authentication on page 3644

• Example: Configuring Route Authentication for RIP on page 3644

• Enabling Authentication with Plain-Text Passwords (CLI Procedure) on page 3649

• Enabling Authentication with MD5 Authentication (CLI Procedure) on page 3649

Understanding RIP Authentication

RIPv2 provides authentication support so that RIP links can require authentication keys

(passwords) before they become active. Authentication provides an additional layer of

securityon thenetworkbeyond theother security features.Bydefault, thisauthentication

is disabled.

Authentication keys can be specified in either plain-text or MD5 form. Authentication

requiresall routerswithin theRIPnetworkor subnetwork tohave the sameauthentication

type and key (password) configured.

This type of authentication is not supported on RIPv1 networks.

Example: Configuring Route Authentication for RIP

This example shows how to configure authentication for a RIP network.

• Requirements on page 3644

• Overview on page 3644

• Configuration on page 3645

• Verification on page 3648

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

You can configure the router to authenticateRIP route queries. By default, authentication

is disabled. You can use one of the following authentication methods:
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• Simpleauthentication—Usesa textpassword that is included in the transmittedpacket.

The receiving router uses an authentication key (password) to verify the packet.

• MD5authentication—Createsanencodedchecksumthat is included in the transmitted

packet. The receiving routerusesanauthenticationkey (password) toverify thepacket’s

MD5 checksum.

This example shows MD5 authentication.

Figure 101 on page 3645 shows the topology used in this example.

Figure 101: RIP Authentication Network Topology
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“CLI Quick Configuration” on page 3645 shows the configuration for all of the devices in

Figure 101onpage3645.Thesection“Step-by-StepProcedure”onpage3646describes the

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set protocols rip authentication-typemd5
set protocols rip authentication-key "$9$ONLRBhreK87dsM8i.5FAtM8XxNb"
set protocols rip traceoptions file rip-authentication-messages
set protocols rip traceoptions flag auth
set protocols rip traceoptions flag packets
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2

3645Copyright © 2014, Juniper Networks, Inc.

Chapter 41: Configuration



set protocols rip group rip-group neighbor fe-1/2/1.5
set protocols rip authentication-typemd5
set protocols rip authentication-key "$9$Lf1Xds2gJDHmoJCu1hKvoJGUjq"
set protocols rip traceoptions file rip-authentication-messages
set protocols rip traceoptions flag auth
set protocols rip traceoptions flag packets
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set protocols rip authentication-typemd5
set protocols rip authentication-key "$9$G.UkP5T39tOz3K87V4oz36/Cu"
set protocols rip traceoptions file rip-authentication-messages
set protocols rip traceoptions flag auth
set protocols rip traceoptions flag packets
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure RIP authentication:

1. Configure the network interfaces.

This example showsmultiple loopback interface addresses to simulate attached

networks.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Create the RIP group and add the interface.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
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user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip

5. Require MD5 authentication for RIP route queries received on an interface.

The passwords must match on neighboring RIP routers. If the password does not

match, the packet is rejected. The password can be from 1 through 16 contiguous

characters long and can include any ASCII strings.

Donotenter thepasswordasshownhere.Thepasswordshownhere is theencrypted

password that is displayed in the configuration after the actual password is already

configured.

[edit protocols rip]
user@R1# set authentication-typemd5
user@R1# set authentication-key "$9$ONLRBhreK87dsM8i.5FAtM8XxNb"

6. Configure tracing operations to track authentication.

[edit protocols rip traceoptions]
user@R1# set file rip-authentication-messages
user@R1# set flag auth
user@R1# set flag packets

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
rip {
traceoptions {
file rip-authentication-messages;
flag auth;
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flag packets;
}
authentication-typemd5;
authentication-key "$9$ONLRBhreK87dsM8i.5FAtM8XxNb"; ## SECRET-DATA
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking for Authentication Failures on page 3648

• Verifying That MD5 Authentication Is Enabled in RIP Update Packets on page 3649

Checking for Authentication Failures

Purpose Verify that there are no authentication failures.

Action From operational mode, enter the show rip statistics command.

user@R1> show rip statistics
RIPv2 info: port 520; holddown 120s. 
    rts learned  rts held down  rqsts dropped  resps dropped
              5              0              0              0

fe-1/2/0.1:  5 routes learned; 2 routes advertised; timeout 180s; update interval
 30s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                     2669           10            2
Triggered Updates Sent              2            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received           2675           11            2
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
RIP Requests Ignored                0            0            0
none                                0            0            0

Meaning The output shows that there are no authentication failures.
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Verifying That MD5 Authentication Is Enabled in RIP Update Packets

Purpose Use tracing operations to verify that MD5 authentication is enabled in RIP updates.

Action From operational mode, enter the show log command.

user@R1> show log rip-authentication-messages | matchmd5
Feb 15 15:45:13.969462          sending msg 0xb9a8c04, 3 rtes (needs MD5)
Feb 15 15:45:43.229867          sending msg 0xb9a8c04, 3 rtes (needs MD5)
Feb 15 15:46:13.174410          sending msg 0xb9a8c04, 3 rtes (needs MD5)
Feb 15 15:46:42.716566          sending msg 0xb9a8c04, 3 rtes (needs MD5)
Feb 15 15:47:11.425076          sending msg 0xb9a8c04, 3 rtes (needs MD5)
...

Meaning The (needsMD5) output shows that all route updates require MD5 authentication.

Enabling Authentication with Plain-Text Passwords (CLI Procedure)

To configure authentication that requires a plain-text password to be included in the

transmitted packet, enable simple authentication by performing these steps on all RIP

devices in the network:

1. Navigate to the top of the configuration hierarchy.

2. Perform the configuration tasks described in Table 262 on page 3649.

3. If you are finished configuring the router, commit the configuration.

Table 262: Configuring Simple RIP Authentication

CLI Configuration EditorTask

From the [edit] hierarchy level, enter

edit protocols rip

Navigate to Rip level in the configuration hierarchy.

Set the authentication type to simple:

set authentication-type simple

Set the authentication type to simple.

Set the authentication key to a simple-text password:

set authentication-key password

Set the authentication key to a simple-text password.

The password can be from 1 through 16 contiguous characters
long and can include any ASCII strings.

Enabling Authentication with MD5 Authentication (CLI Procedure)

To configure authentication that requires an MD5 password to be included in the

transmitted packet, enable MD5 authentication by performing these steps on all RIP

devices in the network:

1. Navigate to the top of the configuration hierarchy.

2. Perform the configuration tasks described in Table 263 on page 3650.

3. If you are finished configuring the router, commit the configuration.
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Table 263: ConfiguringMD5 RIP Authentication

CLI Configuration EditorTask

From the [edit] hierarchy level, enter

edit protocols rip

Navigate to Rip level in the configuration hierarchy.

Set the authentication type tomd5:

set authentication-typemd5

Set the authentication type toMD5.

Set the MD5 authentication key:

set authentication-key password

Set the MD5 authentication key (password).

The key canbe from 1 through 16 contiguous characters long and
can include any ASCII strings.

Related
Documentation

Example: Configuring RIP on page 3637•

Example: Configuring BFD for RIP

• Understanding BFD for RIP on page 3650

• Example: Configuring BFD for RIP on page 3651

Understanding BFD for RIP

TheBidirectional ForwardingDetection (BFD) Protocol is a simple hellomechanism that

detects failures in a network. Hello packets are sent at a specified, regular interval. A

neighbor failure isdetectedwhen the routingdevice stops receivinga replyafter a specified

interval. BFD works with a wide variety of network environments and topologies. BFD

failure detection times are shorter than RIP detection times, providing faster reaction

times to various kindsof failures in thenetwork. Insteadofwaiting for the routingprotocol

neighbor timeout, BFD provides rapid detection of link failures. BFD timers are adaptive

and can be adjusted to bemore or less aggressive. For example, a timer can adapt to a

higher value if the adjacency fails, or a neighbor can negotiate a higher value for a timer

than the one configured.

BFDenables quick failover betweenaprimary anda secondary routedpath. Theprotocol

tests the operational status of the interface multiple times per second. BFD provides for

configuration timers and thresholds for failure detection. For example, if the minimum

interval is set for 50millisecondsand the thresholduses thedefault valueof threemissed

messages, a failure is detected on an interface within 200milliseconds of the failure.

Intervening devices (for example, an Ethernet LAN switch) hide link-layer failures from

routing protocol peers, such as when two routers are connected by way of a LAN switch,

where the local interface status remains up even when a physical fault happens on the

remote link. Link-layer failure detection times vary, depending on the physicalmedia and

the Layer 2 encapsulation. BFD can provide fast failure detection times for all media

types, encapsulations, topologies, and routing protocols.
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To enable BFD for RIP, both sides of the connection must receive an update message

from the peer. By default, RIP does not export any routes. Therefore, youmust enable

update messages to be sent by configuring an export policy for routes before a BFD

session is triggered.

Example: Configuring BFD for RIP

This example shows how to configure Bidirectional Forwarding Detection (BFD) for a

RIP network.

• Requirements on page 3651

• Overview on page 3651

• Configuration on page 3653

• Verification on page 3655

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

To enable failure detection, include the bfd-liveness-detection statement:

bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
version (1 | automatic);

}

Optionally, you can specify the threshold for the adaptation of the detection time by

including the threshold statement. When the BFD session detection time adapts to a

value equal to or greater than the threshold, a single trap and a system logmessage are

sent.

To specify the minimum transmit and receive interval for failure detection, include the

minimum-interval statement. This value represents the minimum interval at which the

local routing device transmits hello packets as well as the minimum interval at which

the routingdeviceexpects to receivea reply fromaneighborwithwhich it hasestablished

aBFDsession.Youcanconfigureavalue in the range from1 through255,000milliseconds.

This examples sets a minimum interval of 600milliseconds.
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NOTE: BFD is an intensive protocol that consumes system resources.
Specifying aminimum interval for BFD of less than 100ms for Routing
Engine-based sessions and 10ms for distributed BFD sessions can cause
undesired BFD flapping.

Dependingonyournetworkenvironment, theseadditional recommendations
might apply:

• For large-scalenetworkdeploymentswitha largenumberofBFDsessions,
specify aminimum interval of 300ms for Routing Engine-based sessions
and 100ms for distributed BFD sessions.

• For very large-scale network deployments with a large number of BFD
sessions, contact JuniperNetworkscustomersupport formore information.

• For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify aminimum
interval of 2500ms for Routing Engine-based sessions. For distributed
BFDsessionswithnonstopactive routingconfigured, theminimuminterval
recommendations are unchanged and depend only on your network
deployment.

You can optionally specify the minimum transmit and receive intervals separately.

To specify only the minimum receive interval for failure detection, include the

minimum-receive-interval statement.This value represents theminimum interval atwhich

the local routing device expects to receive a reply from a neighbor with which it has

established a BFD session. You can configure a value in the range from 1 through

255,00milliseconds.

To specify only the minimum transmit interval for failure detection, include the

transmit-intervalminimum-interval statement.This value represents theminimuminterval

at which the local routing device transmits hello packets to the neighbor with which it

has established a BFD session. You can configure a value in the range from 1 through

255,000milliseconds.

To specify the number of hello packets not received by a neighbor that causes the

originating interface to be declared down, include themultiplier statement. The default

is 3, and you can configure a value in the range from 1 through 255.

To specify the threshold for detecting the adaptation of the transmit interval, include

the transmit-interval threshold statement. The threshold valuemust be greater than the

transmit interval.

To specify the BFD version used for detection, include the version statement. The default

is to have the version detected automatically.

You can trace BFD operations by including the traceoptions statement at the [edit

protocols bfd] hierarchy level.
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In Junos OS Release 9.0 and later, you can configure BFD sessions not to adapt to

changing network conditions. To disable BFD adaptation, include the no-adaptation

statement. We recommend that you not disable BFD adaptation unless it is preferable

not to have BFD adaptation enabled in your network.

Figure 102 on page 3653 shows the topology used in this example.

Figure 102: RIP BFDNetwork Topology
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“CLI Quick Configuration” on page 3653 shows the configuration for all of the devices in

Figure 102onpage3653.Thesection“Step-by-StepProcedure”onpage3654describesthe

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set protocols bfd traceoptions file bfd-trace
set protocols bfd traceoptions flag all
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set protocols rip group rip-group export advertise-routes-through-rip
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set protocols rip group rip-group neighbor fe-1/2/0.6
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a BFD for a RIP network:

1. Configure the network interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

2. Create the RIP group and add the interface.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip

5. Enable BFD.

[edit protocols rip group rip-group]
user@R1# set bfd-liveness-detectionminimum-interval 600

6. Configure tracing operations to track BFDmessages.

[edit protocols bfd traceoptions]
user@R1# set file bfd-trace
user@R1# set flag all

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
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unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}

user@R1# show protocols
bfd {
traceoptions {
file bfd-trace;
flag all;

}
}
rip {
group rip-group {
export advertise-routes-through-rip;
bfd-liveness-detection {
minimum-interval 600;

}
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That the BFD Sessions Are Up on page 3655

• Checking the BFD Trace File on page 3656

Verifying That the BFD Sessions Are Up

Purpose Make sure that the BFD sessions are operating.

Action From operational mode, enter the show bfd session command.

user@R1> show bfd session
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.2                 Up        fe-1/2/0.1     1.800     0.600        3   

1 sessions, 1 clients
Cumulative transmit rate 1.7 pps, cumulative receive rate 1.7 pps

Meaning The output shows that there are no authentication failures.
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Checking the BFD Trace File

Purpose Use tracing operations to verify that BFD packets are being exchanged.

Action From operational mode, enter the show log command.

user@R1> show log bfd-trace
Feb 16 10:26:32 PPM Trace: BFD periodic xmit to 10.0.0.2 (IFL 124, rtbl 53, 
single-hop port)
Feb 16 10:26:32 Received Downstream TraceMsg (24) len 86:
Feb 16 10:26:32    IfIndex (3) len 4: 0
Feb 16 10:26:32    Protocol (1) len 1: BFD
Feb 16 10:26:32    Data (9) len 61: (hex) 42 46 44 20 70 61 63 6b 65 74 20 66 72
 6f 6d 20 31 30 2e
Feb 16 10:26:32 PPM Trace: BFD packet from 10.0.0.1 (IFL 73, rtbl 56, ttl 255) 
absorbed
Feb 16 10:26:32 Received Downstream TraceMsg (24) len 60:
Feb 16 10:26:32    IfIndex (3) len 4: 0
Feb 16 10:26:32    Protocol (1) len 1: BFD
Feb 16 10:26:32    Data (9) len 35: (hex) 42 46 44 20 70 65 72 69 6f 64 69 63 20
 78 6d 69 74 20 6f
...

Meaning The output shows the normal functioning of BFD.

Related
Documentation

Example: Configuring RIP on page 3637•

• Example: Configuring Authentication for RIP Routes on page 3644

• Example: Configuring Point-to-Multipoint RIP Networks

Example: Configuring BFD Authentication for RIP

• Understanding BFD Authentication for RIP on page 3656

• Example: Configuring BFD Authentication for RIP on page 3658

Understanding BFD Authentication for RIP

BFD enables rapid detection of communication failures between adjacent systems. By

default, authentication for BFD sessions is disabled. However, when running BFD over

Network Layer protocols, the risk of service attacks can be significant. We strongly

recommend using authentication if you are running BFD over multiple hops or through

insecure tunnels.Beginningwith JunosOSRelease9.6, JunosOSsupportsauthentication

for BFD sessions running over RIP. BFD authentication is only supported in the domestic

image and is not available in the export image.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.
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The following sections describe the supported authentication algorithms, security

keychains, and the level of authentication that can be configured:

• BFD Authentication Algorithms on page 3657

• Security Authentication Keychains on page 3657

• Strict Versus Loose Authentication on page 3658

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate theBFD session. One ormore passwords can be configured. Thismethod

is the least secureandshouldbeusedonlywhenBFDsessionsarenot subject topacket

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keysmatches and the sequence number is greater than

or equal to the last sequence number received. Althoughmore secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

methodworks in the samemanneras keyedMD5,but the sequencenumber is updated

with every packet. Althoughmore secure than keyed MD5 and simple passwords, this

methodmight take additional time to authenticate the session.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,

packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the samemanner as keyed SHA, but the sequence number is updated with

everypacket.Althoughmoresecure thankeyedSHAandsimplepasswords, thismethod

might take additional time to authenticate the session.

NOTE: Nonstop active routing is not supportedwithmeticulous-keyed-md5
andmeticulous-keyed-sha-1 authentication algorithms. BFD sessions using
these algorithmsmight go down after a switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates.When the security authentication keychain is configuredand
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associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one ormore keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allowsmultiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Example: Configuring BFD Authentication for RIP

This example shows how to configure Bidirectional Forwarding Detection (BFD)

authentication for a RIP network.

• Requirements on page 3658

• Overview on page 3658

• Configuration on page 3659

• Verification on page 3663

Requirements

No special configuration beyond device initialization is required before configuring this

example.

The devices must be running Junos OS Release 9.6 or later.

Overview

Only three steps are needed to configure authentication on a BFD session:

1. Specify the BFD authentication algorithm for the RIP protocol.

2. Associate the authentication keychain with the RIP protocol.

3. Configure the related security authentication keychain.

Figure 103 on page 3659 shows the topology used in this example.
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Figure 103: RIP BFD Authentication Network Topology
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“CLI Quick Configuration” on page 3659 shows the configuration for all of the devices in

Figure103onpage3659.Thesection“Step-by-StepProcedure”onpage3660describesthe

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set protocols bfd traceoptions file bfd-trace
set protocols bfd traceoptions flag all
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
setprotocols rip group rip-groupbfd-liveness-detectionauthentication key-chainbfd-rip
set protocols rip group rip-group bfd-liveness-detection authentication algorithm
keyed-md5

set protocols rip group rip-group bfd-liveness-detection authentication loose-check
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
set security authentication-key-chains key-chain bfd-rip key 53 secret
"$9$d1V2aZGi.fzDiORSeXxDikqmT"

set security authentication-key-chains key-chain bfd-rip key 53 start-time
"2012-2-16.12:00:00 -0800"

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
setprotocols rip group rip-groupbfd-liveness-detectionauthentication key-chainbfd-rip
set protocols rip group rip-group bfd-liveness-detection authentication algorithm
keyed-md5

set protocols rip group rip-group bfd-liveness-detection authentication loose-check
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct
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set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
set security authentication-key-chains key-chain bfd-rip key 53 secret
"$9$d1V2aZGi.fzDiORSeXxDikqmT"

set security authentication-key-chains key-chain bfd-rip key 53 start-time
"2012-2-16.12:00:00 -0800"

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set protocols rip group rip-group bfd-liveness-detectionminimum-interval 600
setprotocols rip group rip-groupbfd-liveness-detectionauthentication key-chainbfd-rip
set protocols rip group rip-group bfd-liveness-detection authentication algorithm
keyed-md5

set protocols rip group rip-group bfd-liveness-detection authentication loose-check
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
set security authentication-key-chains key-chain bfd-rip key 53 secret
"$9$d1V2aZGi.fzDiORSeXxDikqmT"

set security authentication-key-chains key-chain bfd-rip key 53 start-time
"2012-2-16.12:00:00 -0800"

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a BFD authentication:

1. Configure the network interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

2. Create the RIP group and add the interface.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip
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5. Enable BFD.

[edit protocols rip group rip-group]
user@R1# set bfd-liveness-detectionminimum-interval 600

6. Specify the algorithm (keyed-md5, keyed-sha-1,meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use.

NOTE: Nonstop active routing is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after
a switchover.

[edit protocols rip group rip-group]
user@R1# set bfd-liveness-detection authentication algorithm keyed-md5

7. Specify the keychain to be used to associate BFD sessions on RIP with the unique

security authentication keychain attributes.

The keychain you specify must match a keychain name configured at the [edit

security authentication key-chains] hierarchy level.

The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session

from being created.

[edit protocols rip group rip-group]
user@R1# set bfd-liveness-detection authentication key-chain bfd-rip

8. (Optional) Specify loose authentication checking if you are transitioning from

nonauthenticated sessions to authenticated sessions.

[edit protocols rip group rip-group]
user@R1# set bfd-liveness-detection authentication loose-check

9. Specify the unique security authentication information for BFD sessions:

• Thematching keychain name as specified in Step 7.

• At least one key, a unique integer between0and63. Creatingmultiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security authentication-key-chains key-chain bfd-rip]
user@R1# set key 53 secret "$9$d1V2aZGi.fzDiORSeXxDikqmT"
user@R1# set key 53 start-time "2012-2-16.12:00:00 -0800"

10. Configure tracing operations to track BFD authentication.

[edit protocols bfd traceoptions]
user@R1# set file bfd-trace
user@R1# set flag all
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Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, and show security commands. If the output does

not display the intended configuration, repeat the configuration instructions in this

example to correct it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}

user@R1# show protocols
bfd {
traceoptions {
file bfd-trace;
flag all;

}
}
rip {
group rip-group {
export advertise-routes-through-rip;
bfd-liveness-detection {
minimum-interval 600;

}
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

user@R1# show security
authentication-key-chains {
key-chain bfd-rip {
key 53 {
secret "$9$d1V2aZGi.fzDiORSeXxDikqmT"; ## SECRET-DATA
start-time "2012-2-16.12:00:00 -0800";

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying That the BFD Sessions Are Authenticated on page 3663

• Viewing Extensive Information About the BFD Authentication on page 3663

• Checking the BFD Trace File on page 3664

Verifying That the BFD Sessions Are Authenticated

Purpose Make sure that the BFD sessions are authenticated.

Action From operational mode, enter the show bfd session detail command.

user@R1> show bfd session detail
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.2                 Up        fe-1/2/0.1     1.800     0.600        3   
 Client RIP, TX interval 0.600, RX interval 0.600, Authenticate
 Session up time 01:39:34
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Logical system 6, routing table index 53

1 sessions, 1 clients
Cumulative transmit rate 1.7 pps, cumulative receive rate 1.7 pps

Meaning Authenticate is displayed to indicate that BFD authentication is configured.

Viewing Extensive Information About the BFD Authentication

Purpose View the keychain name, the authentication algorithm andmode for each client in the

session, and the BFD authentication configuration status.

Action From operational mode, enter the show bfd session extensive command.

user@R1> show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
10.0.0.2                 Up        fe-1/2/0.1     1.800     0.600        3   
 Client RIP, TX interval 0.600, RX interval 0.600, Authenticate 

keychain bfd-rip, algo keyed-md5, mode loose
 Session up time 01:46:29
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Logical system 6, routing table index 53
 Min async interval 0.600, min slow interval 1.000
 Adaptive async TX interval 0.600, RX interval 0.600
 Local min TX interval 0.600, minimum RX interval 0.600, multiplier 3
 Remote min TX interval 0.600, min RX interval 0.600, multiplier 3
 Local discriminator 225, remote discriminator 226
 Echo mode disabled/inactive
Authentication enabled/active, keychain bfd-rip, algo keyed-md5, mode loose
  Session ID: 0x300501

1 sessions, 1 clients
Cumulative transmit rate 1.7 pps, cumulative receive rate 1.7 pps
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Meaning The output shows the keychain name, the authentication algorithm andmode for the

client in the session, and the BFD authentication configuration status.

Checking the BFD Trace File

Purpose Use tracing operations to verify that BFD packets are being exchanged.

Action From operational mode, enter the show log command.

user@R1> show log bfd-trace
Feb 16 10:26:32 PPM Trace: BFD periodic xmit to 10.0.0.2 (IFL 124, rtbl 53, 
single-hop port)
Feb 16 10:26:32 Received Downstream TraceMsg (24) len 86:
Feb 16 10:26:32    IfIndex (3) len 4: 0
Feb 16 10:26:32    Protocol (1) len 1: BFD
Feb 16 10:26:32    Data (9) len 61: (hex) 42 46 44 20 70 61 63 6b 65 74 20 66 72
 6f 6d 20 31 30 2e
Feb 16 10:26:32 PPM Trace: BFD packet from 10.0.0.1 (IFL 73, rtbl 56, ttl 255) 
absorbed
Feb 16 10:26:32 Received Downstream TraceMsg (24) len 60:
Feb 16 10:26:32    IfIndex (3) len 4: 0
Feb 16 10:26:32    Protocol (1) len 1: BFD
Feb 16 10:26:32    Data (9) len 35: (hex) 42 46 44 20 70 65 72 69 6f 64 69 63 20
 78 6d 69 74 20 6f
...

Meaning The output shows the normal functioning of BFD.

Related
Documentation

Example: Configuring BFD for RIP on page 3650•

• Example: Configuring Authentication for RIP Routes on page 3644

• Example: Configuring RIP on page 3637

Example: Applying Policies to RIP Routes Imported fromNeighbors

• Understanding RIP Import Policy on page 3664

• Example: Applying Policies to RIP Routes Imported from Neighbors on page 3664

Understanding RIP Import Policy

Thedefault RIP import policy is to accept all receivedRIP routes that pass a sanity check.

To filter routes being imported by the local routing device from its neighbors, include the

import statement, and list the names of one or more policies to be evaluated. If you

specify more than one policy, they are evaluated in order (first to last) and the first

matching policy is applied to the route. If nomatch is found, the local routing device does

not import any routes.

Example: Applying Policies to RIP Routes Imported fromNeighbors

This example shows how to configure an import policy in a RIP network.

• Requirements on page 3665

• Overview on page 3665
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• Configuration on page 3665

• Verification on page 3668

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, Device R1 has an import policy that accepts the 10/8 and 192.168/16 RIP

routes and rejects all other RIP routes. This means that the 172.16/16 RIP routes are

excluded from Device R1’s routing table.

Anexportpolicy is also shownbecauseanexportpolicy is requiredaspart of theminimum

configuration for RIP.

Figure 104 on page 3665 shows the topology used in this example.

Figure 104: RIP Import Policy Network Topology
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“CLI Quick Configuration” on page 3665 shows the configuration for all of the devices in

Figure104onpage3665.Thesection“Step-by-StepProcedure”onpage3666describesthe

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip import rip-import
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
set policy-options policy-statement rip-import term 1 from protocol rip
setpolicy-optionspolicy-statement rip-import term1 fromroute-filter 10.0.0.0/8orlonger
set policy-options policy-statement rip-import term 1 from route-filter 192.168.0.0/16
orlonger
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set policy-options policy-statement rip-import term 1 then accept
set policy-options policy-statement rip-import term 2 then reject

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a RIP import policy:

1. Configure the network interfaces.

This example showsmultiple loopback interface addresses to simulate attached

networks.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Create the RIP group and add the interface.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled.

You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
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user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip

5. Configure the import policy.

[edit policy-options policy-statement rip-import]
user@R1# set term 1 from protocol rip
user@R1# set term 1 from route-filter 10.0.0.0/8 orlonger
user@R1# set term 1 from route-filter 192.168.0.0/16 orlonger
user@R1# set term 1 then accept
user@R1# set term 2 then reject

6. Apply the import policy.

[edit protocols rip]
user@R1# set import rip-import

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
rip {
import rip-import;
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
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term 1 {
from protocol [ direct rip ];
then accept;

}
}
policy-statement rip-import {
term 1 {
from {
protocol rip;
route-filter 10.0.0.0/8 orlonger;
route-filter 192.168.0.0/16 orlonger;

}
then accept;

}
term 2 {
then reject;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Looking at the Routes That Device R2 Is Advertising to Device R1 on page 3668

• Looking at the Routes That Device R1 Is Receiving from Device R2 on page 3669

• Checking the Routing Table on page 3669

• Testing the Import Policy on page 3669

Looking at the Routes That Device R2 Is Advertising to Device R1

Purpose Verify that Device R2 is sending the expected routes.

Action From operational mode, enter the show route advertising-protocol rip command.

user@R2> show route advertising-protocol rip 10.0.0.2

inet.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30        *[Direct/0] 2d 01:17:44
                    >    via fe-1/2/0.5
172.16.2.2/32      *[Direct/0] 2d 04:09:52
                    >    via lo0.2
172.16.3.3/32      *[RIP/100] 23:40:02, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5
192.168.2.2/32     *[Direct/0] 2d 04:09:52
                    >    via lo0.2
192.168.3.3/32     *[RIP/100] 23:40:02, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5

Meaning Device R2 is sending 172.16/16 routes to Device R1.
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Looking at the Routes That Device R1 Is Receiving fromDevice R2

Purpose Verify that Device R1 is receiving the expected routes.

Action From operational mode, enter the show route receive-protocol rip command.

user@R1> show route receive-protocol rip 10.0.0.2
inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30        *[RIP/100] 01:06:03, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.2.2/32     *[RIP/100] 01:06:03, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.3.3/32     *[RIP/100] 01:06:03, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1

Meaning The output shows that the 172.16/16 routes are excluded.

Checking the Routing Table

Purpose Verify that the routing table is populated with the expected routes.

Action From operational mode, enter the show route protocol rip command.

user@R1> show route protocol rip

inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30        *[RIP/100] 00:54:34, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.2.2/32     *[RIP/100] 00:54:34, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
192.168.3.3/32     *[RIP/100] 00:54:34, metric 3, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1
224.0.0.9/32       *[RIP/100] 00:49:00, metric 1
                         MultiRecv

Meaning The output shows that the routes have been learned from Device R2 and Device R3.

If you delete or deactivate the import policy, the routing table contains the 172.16/16

routes.

Testing the Import Policy

Purpose By using the test policy command, monitor the number of rejected prefixes.

Action From operational mode, enter the test policy rip-import 172.16/16 command.

user@R1> test policy rip-import 172.16/16
Policy rip-import: 0 prefix accepted, 1 prefix rejected

Meaning The output shows that the policy rejected one prefix.
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Related
Documentation

Example: Configuring RIP on page 3637•

Examples: Controlling Traffic with Metrics in a RIP Network

• Understanding Traffic Control with Metrics in a RIP Network on page 3670

• Example: Controlling Traffic in a RIP Network with an Incoming Metric on page 3671

• Example: Controlling Traffic in a RIP Network with an Outgoing Metric on page 3672

• Example: Configuring the Metric Value Added to Imported RIP Routes on page 3674

Understanding Traffic Control with Metrics in a RIP Network

To tune a RIP network and to control traffic flowing through the network, you increase

or decrease the cost of the paths through the network. RIP provides two ways to modify

the path cost: an incomingmetric and an outgoing metric, which are each set to 1 by

default. In other words, by default, themetric of routes that RIP imports from a neighbor

or exports to a neighbor is incremented by 1. These routes include those learned from

RIP aswell as those learned fromother protocols. Themetrics are attributes that specify

the cost of any route advertised through a host. By increasing or decreasing the

metrics—and thus the cost—of links throughout the network, you can control packet

transmission across the network.

The incomingmetricmodifies the cost of an individual segmentwhen a route across the

segment is imported into the routing table. For example, if you set the incomingmetric

on the segment to 3, the individual segment cost along the link is changed from 1 to 3.

The increased cost affects all route calculations through that link. Other routes thatwere

previously excluded because of a high hop count might now be included in the router's

forwarding table.

Theoutgoingmetricmodifies thepathcost for all the routesadvertisedoutofaparticular

interface. Unlike the incomingmetric, the outgoingmetric modifies the routes that other

routers are learning and thereby controls the way they send traffic.

If an exported route was learned from amember of the same RIP group, the metric

associatedwith that route is thenormalRIPmetric. For example, aRIP routewithametric

of 5 learned from a neighbor configured with an incomingmetric of 2 is advertised with

a combinedmetric of 7 when advertised to neighbors in the same group. However, if this

route was learned from a RIP neighbor in a different group or from a different protocol,

the route is advertised with the metric value configured in the outgoing metric for that

group.

Youmightwant to increase themetric of routes todecrease the likelihood thataparticular

route is selected and installed in the routing table. This process is sometimes referred to

as route poisoning. Some reasons that youmightwant topoisona route are that the route

is relatively expensive to use, or it has relatively low bandwidth.

A route with a higher metric than another route becomes the active route only when the

lower-metric route becomes unavailable. In this way, the higher-metric route serves as

a backup path.
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Oneway to increase themetric of imported routes is toconfigurean importpolicy.Another

way is to include themetric-in statement in the RIP neighbor configuration. One way to

increase the metric of export routes is to configure an export policy. Another way is to

include themetric-out statement in the RIP neighbor configuration.

Example: Controlling Traffic in a RIP Network with an IncomingMetric

This example shows how to control traffic with an incomingmetric.

• Requirements on page 3671

• Overview on page 3671

• Configuration on page 3672

• Verification on page 3672

Requirements

Before you begin, define RIP groups, and add interfaces to the groups. Then configure a

routing policy to export directly connected routes and routes learned through the RIP

routing exchanges. See “Example: Configuring a Basic RIP Network” on page 3638.

Overview

In this example, routes toRouterDare receivedbyRouterAacrossbothof itsRIP-enabled

interfaces as shown in Figure 105 on page 3671. Because the route through Router B and

the route throughRouter C have the samenumber of hops, both routes are imported into

the forwarding table.However, because theT3 link fromRouterB toRouterDhasahigher

bandwidth than theT1 link fromRouterC toRouterD, youwant traffic to flow fromRouter

A through Router B to Router D.

Figure 105: Controlling Traffic in a RIP Network with the IncomingMetric

To force this flow, you canmodify the route metrics as they are imported into Router A's

routing table. By setting the incomingmetric on the interface from Router A to Router C,

youmodify themetric on all routes received through that interface. Setting the incoming

route metric on Router A changes only the routes in Router A's routing table, and affects

only how Router A sends traffic to Router D. Router D's route selection is based on its

own routing table, which, by default, includes no adjustedmetric values.

In the example, Router C receives a route advertisement from Router D and readvertises

the route to Router A. When Router A receives the route, it applies the incomingmetric

on the interface. Insteadof incrementing themetricby 1 (thedefault), RouterA increments

it by 3 (the configured incomingmetric), giving the route from Router A to Router D
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through Router C a total path metric of 4. Because the route through Router B has a

metric of 2, it becomes the preferred route for all traffic from Router A to Router D.

This example uses a RIP group called alpha 1 on interface g3–0/0/0.

Configuration

Step-by-Step
Procedure

To control traffic with an incomingmetric:

Enable RIP on the interface.1.

[edit protocols rip]
user@host# set group alpha1 neighbor ge-0/0/0

2. Set the incomingmetric.

[edit protocols rip]
user@host# setmetric-in 3

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify that the configuration is working properly, enter the show route protocols rip

command.

Example: Controlling Traffic in a RIP Network with an OutgoingMetric

This example shows how to control traffic with an outgoing metric.

• Requirements on page 3672

• Overview on page 3672

• Configuration on page 3673

• Verification on page 3673

Requirements

Before you begin:

• Define RIP groups, and add interfaces to the groups. Then configure a routing policy

to export directly connected routes and routes learned through RIP routing exchanges.

See “Example: Configuring a Basic RIP Network” on page 3638.

• Control traffic with an incomingmetric. See “Example: Controlling Traffic in a RIP

Network with an Incoming Metric” on page 3671.

Overview

In this example, each route from Router A to Router D has two hops as shown in

Figure 106 on page 3673. However, because the link from Router A to Router B in the RIP

group has a higher bandwidth than the link fromRouter A to Router C in RIP group Alpha

1, you want traffic from Router D to Router A to flow through Router B. To control the
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way Router D sends traffic to Router A, you can alter the routes that Router D receives

by configuring the outgoing metric on Router A's interfaces in the Alpha 1 RIP group.

Figure 106: Controlling Traffic in a RIP Network with the OutgoingMetric

If the outgoingmetric for the Alpha 1 RIP group—the A-to-C link—is changed to 3, Router

D calculates the total path metric from Router A through Router C as 4. In contrast, the

unchanged default total path metric to Router A through Router B in the RIP group is 2.

The fact that Router A's interfaces belong to two different RIP groups allows you to

configure two different outgoing metrics on its interfaces, because you configure path

metrics at the group level.

By configuring the outgoing metric, you control the way Router A sends traffic to Router

D. By configuring the outgoing metric on the same router, you control the way Router D

sends traffic to Router A.

This example uses an outgoing metric of 3.

Configuration

Step-by-Step
Procedure

To control traffic with an outgoing metric:

Set the outgoing metric.1.

[edit protocols rip group alpha1]
user@host# setmetric-out 3

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

Toverify that the configuration isworkingproperly, enter the showprotocols rip command.
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Example: Configuring theMetric Value Added to Imported RIP Routes

This example shows how to change the default metric to be added to incoming routes

to control the route selection process.

• Requirements on page 3674

• Overview on page 3674

• Configuration on page 3674

• Verification on page 3677

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

Normally, whenmultiple routes are available, RIP selects the route with the lowest hop

count. Changing the default metric enables you to control the route selection process

such that a route with a higher hop count can be preferred over of a route with a lower

hop count.

Figure 107 on page 3674 shows the topology used in this example.

Figure 107: RIP IncomingMetrics Network Topology
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Device R1 has two potential paths to reach 172.16.2.2/32. The default behavior is to send

traffic out the 0.1/30 interface facing Device R2. Suppose, though, that the path through

Device R3 is less expensive to use or has higher bandwidth links. This example shows

howtouse themetric-in statement to ensure thatDeviceR1 uses thepath throughDevice

R3 to reach 172.16.2.2/32. “CLIQuickConfiguration” onpage3674shows theconfiguration

for all of thedevices inFigure 107onpage3674.Thesection “Step-by-StepProcedure”on

page 3675 describes the steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 description to-R2
set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces ge-1/2/1 unit 10 description to-R3
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set interfaces ge-1/2/1 unit 10 family inet address 10.0.0.10/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip group primary export advertise-routes-through-rip
set protocols rip group primary neighbor ge-1/2/1.10
set protocols rip group secondary export advertise-routes-through-rip
set protocols rip group secondary neighbor fe-1/2/0.1 metric-in 4
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces ge-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor ge-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces ge-1/2/1 unit 9 family inet address 10.0.0.9/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set protocols rip group rip-group neighbor ge-1/2/1.9
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a RIPmetrics:

1. Configure the network interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 description to-R2
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set ge-1/2/1 unit 10 description to-R3
user@R1# set ge-1/2/1 unit 10 family inet address 10.0.0.10/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
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user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Create the RIP groups and add the interfaces.

To configure RIP in Junos OS, youmust configure one or more groups that contain

the interfaces on which RIP is enabled. You do not need to enable RIP on the

loopback interface.

For the interface that is facing Device R2, themetric-in 4 setting causes this route

to be less likely to be chosen as the active route.

[edit protocols rip]
user@R1# set group primary neighbor ge-1/2/1.10
user@R1# set group secondary neighbor fe-1/2/0.1 metric-in 4

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip]
user@R1# set group primary export advertise-routes-through-rip
user@R1# set group secondary export advertise-routes-through-rip

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
description to-R2;
family inet {
address 10.0.0.1/30;

}
}

}
ge-1/2/1 {
unit 10 {
description to-R3;
family inet {
address 10.0.0.10/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}

Copyright © 2014, Juniper Networks, Inc.3676

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



}
}

user@R1# show protocols
rip {
group primary {
export advertise-routes-through-rip;
neighbor ge-1/2/1.10;

}
group secondary {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1 {
metric-in 4;

}
}

}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That the Expected Route Is Active on page 3677

• Removing the metric-in Statement on page 3677

Verifying That the Expected Route Is Active

Purpose Make sure that to reach 172.16.2.2/32, Device R1 uses the path through Device R3.

Action From operational mode, enter the show route 172.16.2.2 command.

user@R1> show route 172.16.2.2
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.2.2/32      *[RIP/100] 00:15:46, metric 3, tag 0
                    > to 10.0.0.9 via ge-1/2/1.10

Meaning The to 10.0.0.9 via ge-1/2/1.10 output shows that Device R1 uses the path through Device

R3 to reach 172.16.2.2/32. Themetric for this route is 3.

Removing themetric-in Statement

Purpose Delete or deactivate themetric-in statement to see what happens to the 172.16.2.2/32

route.

Action From configuration mode, deactivate themetric-in statement.1.
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[edit protocols rip group secondary neighbor fe-1/2/0.1]
user@R1# deactivatemetric-in
user@R1# commit

2. From operational mode, enter the show route 172.16.2.2 command.

user@R1> show route 172.16.2.2
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.2.2/32      *[RIP/100] 00:00:06, metric 2, tag 0
                    > to 10.0.0.2 via fe-1/2/0.1

Meaning The to 10.0.0.2 via fe-1/2/0.1 output shows that Device R1 uses the path through Device

R2 to reach 172.16.2.2/32. Themetric for this route is 2.

Related
Documentation

Example: Applying Policies to RIP Routes Imported from Neighbors on page 3664•

Example: Configuring the Sending and Receiving of RIPv1 and RIPv2 Packets

• Understanding the Sending and Receiving of RIPv1 and RIPv2 Packets on page 3678

• Example:ConfiguringtheSendingandReceivingofRIPv1andRIPv2Packetsonpage3678

Understanding the Sending and Receiving of RIPv1 and RIPv2 Packets

RIP version 1 (RIPv1) and RIP version 2 (RIPv2) can run simultaneously. This might make

sense when you are migrating a RIPv1 network to a RIPv2 network. This also allows

interoperation with a device that supports RIPv1 but not RIPv2.

By default, when RIP is enabled on an interface, Junos OS receives both RIPv1 and RIPv2

packets and sends only RIPv2 packets. You can configure this behavior by including the

send and receive statements in the RIP configuration.

Example: Configuring the Sending and Receiving of RIPv1 and RIPv2 Packets

This example shows how to configurewhether the RIP updatemessages conform to RIP

version 1 (RIPv1) only, to RIP version 2 (RIPv2) only, or to both versions. You can also

disable the sending or receiving of update messages.

• Requirements on page 3678

• Overview on page 3678

• Configuration on page 3679

• Verification on page 3681

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

By default, when RIP is enabled on an interface, Junos OS receives both RIPv1 and RIPv2

packets and sends only RIPv2 packets.
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Figure 108 on page 3679 shows the topology used in this example.

Figure 108: Sending and Receiving RIPv1 and RIPv2 Packets Network
Topology
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In this example, Device R1 is configured to receive only RIPv2 packets.

“CLI Quick Configuration” on page 3679 shows the configuration for all of the devices in

Figure108onpage3679.Thesection“Step-by-StepProcedure”onpage3680describesthe

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1 receive version-2
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
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set protocols rip group rip-group neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure a RIP packet versions that can be received:

1. Configure the network interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Create the RIP groups and add the interfaces.

To configure RIP in Junos OS, youmust configure one or more groups that contain

the interfaces on which RIP is enabled. You do not need to enable RIP on the

loopback interface.

For the interface that is facing Device R2, the receive version-2 setting causes this

interface to accept only RIPv2 packets.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1 receive version-2

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;
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}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
rip {
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1 {
receive version-2;

}
}

}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying That the Receive Mode Is Set to RIPv2 Only

Purpose Make sure that the interfacing Device R2 is configured to receive only RIPv2 packets,

instead of both RIPv1 and RIPv2 packets.

Action From operational mode, enter the show rip neighbor command.

user@R1> show rip neighbor

                  Local  Source          Destination     Send   Receive   In
Neighbor          State  Address         Address         Mode   Mode     Met 
--------          -----  -------         -----------     ----   -------  --- 
fe-1/2/0.1           Up 10.0.0.1        224.0.0.9       mcast  v2 only    1

Meaning In the output, the ReceiveMode field displays v2 only. The default ReceiveMode is both.

Related
Documentation

Example: Configuring RIP on page 3637•
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Example: Redistributing Routes Among RIP Instances

• Understanding Route Redistribution Among RIP instances on page 3682

• Example: Redistributing Routes Between Two RIP Instances on page 3683

Understanding Route Redistribution Among RIP instances

You can redistribute routes among RIP processes. Another way to say this is to export

RIP routes from one RIP instance to other RIP instances.

In JunosOS, route redistributionamong routing instances isaccomplishedbyusing routing

table groups, also calledRIB groups. Routing table groups allowyou to import and export

routes from a protocol within one routing table into another routing table.

NOTE: In contrast, the policy-based import and export functions allow you
importandexport routesbetweendifferentprotocolswithin thesamerouting
table.

Consider the following partial example:

protocols {
rip {
rib-group inet-to-voice;

}
}
routing-instances {
voice {
protocols {
rip {
rib-group voice-to-inet;

}
}

}
}
routing-options {
rib-groups {
inet-to-voice {
import-rib [ inet.0 voice.inet.0 ];

}
voice-to-inet {
import-rib [ voice.inet.0 inet.0 ];

}
}

}

Theway to read the import-rib statement is as follows. Take the routes from the protocol

(RIP, in this case), and import them into the primary (or local) routing table and also into

any other routing tables listed after this. The primary routing table is the routing table

where the routing table group is being used. That would be either inet.0 if used in the

main routing instanceor voice.inet.0 if usedwithin the routing instance. In the inet-to-voice

routing table group, inet.0 is listed first because this routing table group is used in the
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main routing instance. In the voice-to-inet routing table group, voice.inet.0 is listed first

because this routing table group is used in the voice routing instance.

Example: Redistributing Routes Between Two RIP Instances

This example showshowtoconfigureaRIP routing instanceandcontrol the redistribution

of RIP routes between the routing instance and themaster instance.

• Requirements on page 3683

• Overview on page 3683

• Configuration on page 3683

• Verification on page 3687

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

When you create a routing instance called voice, Junos OS creates a routing table called

voice.inet.0. The example shows how to install routes learned through themaster RIP

instance into the voice.inet.0 routing table. The example also shows how to install routes

learned through the voice routing instance into inet.0. This is done by configuring routing

table groups. RIP routes are installed into each routing table that belongs to a routing

table group.

Figure 109 on page 3683 shows the topology used in this example.

Figure 109: Redistributing Routes Between RIP Instances Network
Topology
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“CLI Quick Configuration” on page 3683 shows the configuration for all of the devices in

Figure109onpage3683.Thesection“Step-by-StepProcedure”onpage3684describesthe

steps on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
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set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip group to-R2 export advertise-routes-through-rip
set protocols rip group to-R2 neighbor fe-1/2/0.1
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip rib-group inet-to-voice
set protocols rip group to-R3 export advertise-routes-through-rip
set protocols rip group to-R3 neighbor fe-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
set routing-instances voice protocols rip group to-R1 export advertise-routes-through-rip
set routing-instances voice interface fe-1/2/0.2
set routing-instances voice protocols rip rib-group voice-to-inet
set routing-instances voice protocols rip group to-R1 neighbor fe-1/2/0.2
set routing-options rib-groups inet-to-voice import-rib inet.0
set routing-options rib-groups inet-to-voice import-rib voice.inet.0
set routing-options rib-groups voice-to-inet import-rib voice.inet.0
set routing-options rib-groups voice-to-inet import-rib inet.0

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group to-R2 export advertise-routes-through-rip
set protocols rip group to-R2 neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To redistribute RIP routes between routing instances:

1. Configure the network interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit 2 family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit 5 family inet address 10.0.0.5/30

user@R2# set lo0 unit 2 family inet address 192.168.2.2/32
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user@R2# set lo0 unit 2 family inet address 172.16.2.2/32

2. Create the routing instance, and add one ormore interfaces to the routing instance.

[edit routing-instances voice]
user@R2# set interface fe-1/2/0.2

3. Create the RIP groups and add the interfaces.

[edit protocols rip group to-R3]
user@R2# set neighbor fe-1/2/1.5

[edit routing-instances voice protocols rip group to-R1]
user@R2# set neighbor fe-1/2/0.2

4. Create the routing table groups.

[edit routing-options rib-groups]
user@R2# set inet-to-voice import-rib inet.0
user@R2# set inet-to-voice import-rib voice.inet.0

user@R2# set voice-to-inet import-rib voice.inet.0
user@R2# set voice-to-inet import-rib inet.0

5. Apply the routing table groups.

[edit protocols rip]
user@R2# set rib-group inet-to-voice

[edit routing-instances voice protocols rip]
user@R2# set rib-group voice-to-inet

6. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R2# set from protocol direct
user@R2# set from protocol rip
user@R2# set then accept

7. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group to-R3]
user@R2# set export advertise-routes-through-rip

[edit routing-instances voice protocols rip group to-R1]
user@R2# set export advertise-routes-through-rip

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, show routing-instances, and show routing-options

commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@R2# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
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address 10.0.0.2/30;
}

}
}
fe-1/2/1 {
unit 5 {
family inet {
address 10.0.0.5/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.2.2/32;
address 172.16.2.2/32;

}
}

}

user@R2# show protocols
rip {
rib-group inet-to-voice;
group to-R3 {
export advertise-routes-through-rip;
neighbor fe-1/2/1.5;

}
}

user@R2# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

user@R2# show routing-instances
voice {
interface fe-1/2/0.2;
protocols {
rip {
rib-group voice-to-inet;
group to-R1 {
export advertise-routes-through-rip;
neighbor fe-1/2/0.2;

}
}

}
}

user@R2# show routing-options
rib-groups {
inet-to-voice {
import-rib [ inet.0 voice.inet.0 ];

}
voice-to-inet {
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import-rib [ voice.inet.0 inet.0 ];
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Checking the Routing Tables

Purpose Make sure that the routing tables contain the expected routes.

Action From operational mode, enter the show route protocol rip command.

user@R2> show route protocol rip
inet.0: 9 destinations, 9 routes (9 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.1/32      *[RIP/100] 01:58:14, metric 2, tag 0
                    > to 10.0.0.1 via fe-1/2/0.2
172.16.3.3/32      *[RIP/100] 02:06:03, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5
192.168.1.1/32     *[RIP/100] 01:58:14, metric 2, tag 0
                    > to 10.0.0.1 via fe-1/2/0.2
192.168.3.3/32     *[RIP/100] 02:06:03, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5
224.0.0.9/32       *[RIP/100] 01:44:13, metric 1
                         MultiRecv

voice.inet.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.1/32      *[RIP/100] 02:06:03, metric 2, tag 0
                    > to 10.0.0.1 via fe-1/2/0.2
172.16.3.3/32      *[RIP/100] 01:58:14, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5
192.168.1.1/32     *[RIP/100] 02:06:03, metric 2, tag 0
                    > to 10.0.0.1 via fe-1/2/0.2
192.168.3.3/32     *[RIP/100] 01:58:14, metric 2, tag 0
                    > to 10.0.0.6 via fe-1/2/0.5
224.0.0.9/32       *[RIP/100] 01:44:13, metric 1
                         MultiRecv

Meaning The output shows that both routing tables contain all of the RIP routes.

Related
Documentation

Example: Configuring RIP on page 3637•

• Example: Applying Policies to RIP Routes Imported from Neighbors on page 3664

Example: Configuring RIP Timers

• Understanding RIP Timers on page 3688

• Example: Configuring RIP Timers on page 3688
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Understanding RIP Timers

RIP uses several timers to regulate its operation.

The update interval is the interval at which routes that are learned by RIP are advertised

toneighbors. This timer controls the interval between routingupdates. Theupdate interval

is set to 30 seconds, by default, with a small random amount of time added when the

timer is reset. This added time prevents congestion that can occur if all routing devices

update their neighbors simultaneously.

To configure the update time interval, include the update-interval statement:

update-interval seconds;

seconds can be a value from 10 through 60.

You can set a route timeout interval. If a route is not refreshed after being installed in the

routing table by the specified time interval, the route ismarked as invalid and is removed

from the routing table after the hold-down period expires.

To configure the route timeout for RIP, include the route-timeout statement:

route-timeout seconds;

seconds can be a value from 30 through 360. The default value is 180 seconds.

RIP routesexpirewheneithera route timeout limit ismetora routemetric reaches infinity,

and the route is no longer valid. However, the expired route is retained in the routing table

for a specified period so that neighbors can be notified that the route has been dropped.

This time period is set by configuring the hold-down timer. Upon expiration of the

hold-down timer, the route is removed from the routing table.

To configure the hold-down timer for RIP, include the holddown statement:

holddown seconds;

seconds can be a value from 10 through 180. The default value is 120 seconds.

NOTE: In Junos OS Release 11.1 and later, a retransmission timer is available
for RIP demand circuits.

Generally,we recommendagainst changing theRIP timers, unless theeffectsofachange

arewell understood. The route timeout shouldbeat least three times theupdate interval.

Normally, the default values are best left in effect for standard operations.

Example: Configuring RIP Timers

This example shows how to configure the RIP update interval and how tomonitor the

impact of the change.

• Requirements on page 3689

• Overview on page 3689
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• Configuration on page 3689

• Verification on page 3692

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, Device R2 has an update interval of 60 seconds for its neighbor, Device

R1, and an update interval of 10 seconds for its neighbor, Device R3.

This example is not necessarily practical, but it is shown for demonstration purposes.

Generally,we recommendagainst changing theRIP timers, unless theeffectsofachange

are well understood. Normally, the default values are best left in effect for standard

operations.

Anexportpolicy is also shownbecauseanexportpolicy is requiredaspart of theminimum

configuration for RIP.

Figure 110 on page 3689 shows the topology used in this example.

Figure 110: RIP Timers Network Topology
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“CLI Quick Configuration” on page 3689 shows the configuration for all of the devices in

Figure 110onpage3689.Thesection“Step-by-StepProcedure”onpage3690describesthe

steps on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept
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Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2 update-interval 60
set protocols rip group rip-group neighbor fe-1/2/1.5 update-interval 10
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the RIP update interval:

1. Configure the network interfaces.

This example showsmultiple loopback interface addresses to simulate attached

networks.

[edit interfaces]
user@R2# set fe-1/2/0 unit 2 family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit 5 family inet address 10.0.0.5/30

user@R2# set lo0 unit 2 family inet address 192.168.2.2/32
user@R2# set lo0 unit 2 family inet address 172.16.2.2/32

2. Configure different update intervals for the two RIP neighbors.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R2# set neighbor fe-1/2/0.2 update-interval 60
user@R2# set neighbor fe-1/2/1.5 update-interval 10

3. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R2# set from protocol direct
user@R2# set from protocol rip
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user@R2# set then accept

4. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R2# set export advertise-routes-through-rip

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R2# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
address 10.0.0.2/30;

}
}

}
fe-1/2/1 {
unit 5 {
family inet {
address 10.0.0.5/30;

}
}

}
lo0 {
unit 2 {
family inet {
address 192.168.2.2/32;
address 172.16.2.2/32;

}
}

}

user@R2# show protocols
rip {
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.2 {
update-interval 60;

}
neighbor fe-1/2/1.5 {
update-interval 10;

}
}

}

user@R2# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
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}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking the RIP Updates Sent by Device R2 on page 3692

• Checking the RIP Updates Received by Device R2 on page 3693

• Checking the RIP Updates Received by Device R3 on page 3693

Checking the RIP Updates Sent by Device R2

Purpose Make sure that the RIP update packets are sent at the expected interval.

Action From operational mode, enter the show rip statistics command.

user@R2> show rip statistics
RIPv2 info: port 520; holddown 120s. 
    rts learned  rts held down  rqsts dropped  resps dropped
              4              2              0              0

fe-1/2/0.2:  2 routes learned; 5 routes advertised; timeout 180s; update interval
60s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                      123            5            1
Triggered Updates Sent              0            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received            244           10            2
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
RIP Requests Ignored                0            0            0
none                                0            0            0

fe-1/2/1.5:  2 routes learned; 5 routes advertised; timeout 180s; update interval
10s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                      734           32            6
Triggered Updates Sent              0            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received            245           11            2
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
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RIP Requests Ignored                0            0            0
none                                0            0            0

Meaning The update interval field shows that the interval is 60 seconds for Neighbor R1 and 10

seconds forNeighborR3.TheUpdatesSent field shows thatDeviceR2 is sendingupdates

to Device R1 at roughly 1/6 of the rate that it is sending updates to Device R3.

Checking the RIP Updates Received by Device R2

Purpose Make sure that the RIP update packets are sent at the expected interval.

Action From operational mode, enter the show rip statistics command.

user@R1> show rip statistics
RIPv2 info: port 520; holddown 120s. 
    rts learned  rts held down  rqsts dropped  resps dropped
              5              0              0              0

fe-1/2/0.1:  5 routes learned; 2 routes advertised; timeout 180s; update interval
 30s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                      312           10            2
Triggered Updates Sent              2            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received            181            5            1
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               1            0            0
RIP Requests Ignored                0            0            0
none                                0            0            0

Meaning The RIPv2 Updates Received field shows the number of updates received from Device

R2.

Checking the RIP Updates Received by Device R3

Purpose Make sure that the RIP update packets are sent at the expected interval.

Action From operational mode, enter the show rip statistics command.

user@R3> show rip statistics
RIPv2 info: port 520; holddown 120s. 
    rts learned  rts held down  rqsts dropped  resps dropped
              5              0              0              0

fe-1/2/0.6:  5 routes learned; 2 routes advertised; timeout 180s; update interval
 30s
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                      314           11            2
Triggered Updates Sent              1            0            0
Responses Sent                      0            0            0
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Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received            827           31            6
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
RIP Requests Ignored                0            0            0
none                                0            0            0

Meaning The RIPv2 Updates Received field shows the number of updates received from Device

R2.

Related
Documentation

Example: Configuring RIP on page 3637•

• Example: Configuring RIP Demand Circuits

Example: Tracing RIP Protocol Traffic

• Understanding RIP Trace Operations on page 3694

• Example: Tracing RIP Protocol Traffic on page 3695

Understanding RIP Trace Operations

You can trace various types of RIP protocol traffic to help debug RIP protocol issues.

To trace RIP protocol traffic, include the traceoptions statement at the [edit protocols

rip] hierarchy level:

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Youcanspecify the followingRIPprotocol-specific traceoptionsusing the flag statement:

• auth—RIP authentication

• error—RIP error packets

• expiration—RIP route expiration processing

• holddown—RIP hold-down processing

• nsr-synchronization—Nonstop active routing synchronization events

• packets—All RIP packets

• request—RIP information packets

• trigger—RIP triggered updates

• update—RIP update packets
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You can optionally specify one or more of the following flag modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

NOTE: Use the detail flagmodifierwith caution as thismay cause theCPU

to become very busy.

Global tracing options are inherited from the configuration set by the traceoptions

statement at the [edit routing-options] hierarchy level. You can override the following

global trace options for the RIP protocol using the traceoptions flag statement included

at the [edit protocols rip] hierarchy level:

• all—All tracing operations

• general—All normaloperationsand routing tablechanges (acombinationof thenormal

and route trace operations)

• normal—Normal events

• policy—Policy processing

• route—Routing information

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

NOTE: Use the trace flag allwith caution because this may cause the CPU

to become very busy.

Example: Tracing RIP Protocol Traffic

This example shows how to trace RIP protocol operations.

• Requirements on page 3695

• Overview on page 3696

• Configuration on page 3696

• Verification on page 3698

Requirements

No special configuration beyond device initialization is required before configuring this

example.
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Overview

In this example, Device R1 is set to trace routing information updates.

Anexportpolicy is also shownbecauseanexportpolicy is requiredaspart of theminimum

configuration for RIP.

Figure 111 on page 3696 shows the topology used in this example.

Figure 111: RIP Trace Operations Network Topology
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“CLI Quick Configuration” on page 3696 shows the configuration for all of the devices in

Figure 111onpage3696.Thesection “Step-by-StepProcedure”onpage3697describes the

steps on Device R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces lo0 unit 1 family inet address 172.16.0.1/32
set interfaces lo0 unit 1 family inet address 192.168.1.1/32
set protocols rip traceoptions file rip-trace-file
set protocols rip traceoptions flag route
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.1
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.5/30
set interfaces lo0 unit 2 family inet address 192.168.2.2/32
set interfaces lo0 unit 2 family inet address 172.16.2.2/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.2
set protocols rip group rip-group neighbor fe-1/2/1.5
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip
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set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Device R3 set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30
set interfaces lo0 unit 3 family inet address 192.168.3.3/32
set interfaces lo0 unit 3 family inet address 172.16.3.3/32
set protocols rip group rip-group export advertise-routes-through-rip
set protocols rip group rip-group neighbor fe-1/2/0.6
set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
direct

set policy-options policy-statement advertise-routes-through-rip term 1 from protocol
rip

set policy-options policy-statement advertise-routes-through-rip term 1 then accept

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the RIP update interval:

1. Configure the network interfaces.

This example showsmultiple loopback interface addresses to simulate attached

networks.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set lo0 unit 1 family inet address 172.16.0.1/32
user@R1# set lo0 unit 1 family inet address 192.168.1.1/32

2. Configure the RIP group, and add the interface to the group.

ToconfigureRIP in JunosOS, youmust configureagroup that contains the interfaces

on which RIP is enabled. You do not need to enable RIP on the loopback interface.

[edit protocols rip group rip-group]
user@R1# set neighbor fe-1/2/0.1

3. Configure RIP tracing operations.

[edit protocols rip traceoptions]
user@R1# set file rip-trace-file
user@R1# set flag route

4. Create the routing policy to advertise both direct and RIP-learned routes.

[edit policy-options policy-statement advertise-routes-through-rip term 1]
user@R1# set from protocol direct
user@R1# set from protocol rip
user@R1# set then accept

5. Apply the routing policy.

In Junos OS, you can only apply RIP export policies at the group level.

[edit protocols rip group rip-group]
user@R1# set export advertise-routes-through-rip
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Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show policy-options commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct

it.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
lo0 {
unit 1 {
family inet {
address 172.16.0.1/32;
address 192.168.1.1/32;

}
}

}

user@R1# show protocols
rip {
traceoptions {
file rip-trace-file;
flag route;

}
group rip-group {
export advertise-routes-through-rip;
neighbor fe-1/2/0.1;

}
}

user@R1# show policy-options
policy-statement advertise-routes-through-rip {
term 1 {
from protocol [ direct rip ];
then accept;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Checking the Log File

Purpose Make sure that the RIP route updates are logged in the configured log file.

Action Deactivate the extra loopback interface address on Device R3.1.

[edit interfaces lo0 unit 3 family inet]
user@R3# deactivate address 172.16.3.3/32
user@R3# commit
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2. From operational mode on Device R1, enter the show log rip-trace-file commandwith

the | match 172.16.3.3 option.

user@R1> show log rip-trace-file | match 172.16.3.3
Mar  1 11:39:53.975192 Setting RIPv2 rtbit on route 172.16.3.3/32, tsi = 
0xbb69228
Mar  1 11:39:59.847118  172.16.3.3/32: metric-in: 16, change: 3 -> 16; # gw: 
1, pkt_upd_src 10.0.0.2, inx: 0, rte_upd_src 10.0.0.2
Mar  1 11:39:59.847568 CHANGE   172.16.3.3/32       nhid 591 gw 10.0.0.2     
   RIP      pref 100/0 metric 3/0 fe-1/2/0.1 <Delete Int>
Mar  1 11:39:59.847629 Best routeto 172.16.3.3/32gotdeleted. Doing route calculation
 on the stored rte-info

Meaning The output shows that the route to 172.16.3.3/32 was deleted.

Related
Documentation

Example: Configuring RIP on page 3637•

RIP Configuration Statements

• any-sender on page 3700

• authentication-key (Protocols RIP) on page 3701

• authentication-type (Protocols RIP) on page 3702

• bfd-liveness-detection (Protocols RIP) on page 3703

• check-zero on page 3706

• export (Protocols RIP) on page 3707

• group (Protocols RIP) on page 3708

• holddown (Protocols RIP) on page 3710

• import (Protocols RIP) on page 3711

• message-size on page 3712

• metric-in (Protocols RIP) on page 3713

• metric-out (Protocols RIP) on page 3714

• neighbor (Protocols RIP) on page 3715

• preference (Protocols RIP) on page 3716

• receive (Protocols RIP) on page 3717

• rib-group (Protocols RIP) on page 3718

• rip on page 3718

• route-timeout (Protocols RIP) on page 3719

• send (Protocols RIP) on page 3720

• traceoptions (Protocols RIP) on page 3721

• update-interval (Protocols RIP) on page 3724
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any-sender

Syntax any-sender;

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Disable strict sender address checks.

If the senderofaRIPmessagedoesnotbelong to thesubnetof the interface, themessage

is discarded. This situation might cause problems with dropped packets when RIP is

running on point-to-point interfaces, or when the addresses on the interfaces do not fall

in the same subnet. You can resolve this by disabling strict address checks on the RIP

traffic.

NOTE: The any-sender statement is supported only for peer-to-peer

interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637
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authentication-key (Protocols RIP)

Syntax authentication-key password;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Require authentication for RIP route queries received on an interface.

Options password—Authentication password. If the password does not match, the packet is

rejected. The password can be from 1 through 16 contiguous characters long and

can include any ASCII strings.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Authentication for RIP on page 3644
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authentication-type (Protocols RIP)

Syntax authentication-type type;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the type of authentication for RIP route queries received on an interface.

Default If you do not include this statement and the authentication-key statement, RIP

authentication is disabled.

Options type—Authentication type:

• md5—Use the MD5 algorithm to create an encoded checksum of the packet. The

encoded checksum is included in the transmitted packet. The receiving routing device

uses the authentication key to verify the packet, discarding it if the digest does not

match. This algorithm provides amore secure authentication scheme.

• none—Disable authentication. If none is configured, the configured authentication key

is ignored.

• simple—Use a simple password. The password is included in the transmitted packet,

which makes this method of authentication relatively insecure. The password can be

from 1 through 16 contiguous letters or digits long.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Route Authentication for RIP on page 3644

• authentication-key on page 3701
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bfd-liveness-detection (Protocols RIP)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced in Junos OS Release 8.0.

Options detection-time threshold and transmit-interval threshold introduced in Junos OS

Release 8.2.

Support for logical systems introduced in Junos OS Release 8.3.

Option no-adaptation introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Optionsauthenticationalgorithm,authenticationkey-chain, andauthentication loose-check

introduced in Junos OS Release 9.6.

Optionsauthenticationalgorithm,authenticationkey-chain, andauthentication loose-check

introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional failure detection timers and authentication.

Options authentication algorithm algorithm-name—Configure the algorithm used to authenticate

the specified BFD session: simple-password, keyed-md5, keyed-sha-1,

meticulous-keyed-md5, ormeticulous-keyed-sha-1.

authentication key-chain key-chain-name—Associate a security key with the specified

BFD session using the name of the security keychain. The name you specify must

match one of the keychains configured in the authentication-key-chains key-chain

statement at the [edit security] hierarchy level.
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authentication loose-check—(Optional) Configure loose authentication checking on the

BFD session. Use only for transitional periods when authentication is not configured

at both ends of the BFD session.

detection-time thresholdmilliseconds—Configure a threshold for the adaptation of the

BFD session detection time. When the detection time adapts to a value equal to or

greater than the threshold, a single trap and a single system logmessage are sent.

minimum-intervalmilliseconds—Configure the minimum interval after which the local

routing device transmits a hello packet and then expects to receive a reply from the

neighbor with which it has established a BFD session. Optionally, instead of using

this statement, youcanspecify theminimumtransmitand receive intervals separately

using the transmit-interval minimum-interval andminimum-receive-interval

statements.

Range: 1 through 255,000milliseconds

minimum-receive-intervalmilliseconds—Configure the minimum interval after which the

local routing device expects to receive a reply from a neighbor with which it has

established a BFD session. Optionally, instead of using this statement, you can

configure the minimum receive interval using theminimum-interval statement.

Range: 1 through 255,000milliseconds

multiplier number—Configure the number of hello packets not received by a neighbor

that causes the originating interface to be declared down.

Range: 1 through 255

Default: 3

no-adaptation—Configure BFD sessions not to adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to

have BFD adaptation enabled in your network.

transmit-interval thresholdmilliseconds—Configure the threshold for the adaptation of

the BFD session transmit interval. When the transmit interval adapts to a value

greater than the threshold, a single trap and a single systemmessage are sent. The

interval threshold must be greater than theminimum transmit interval.

Range: 0 through 4,294,967,295 (232 – 1)

transmit-interval minimum-intervalmilliseconds—Configure a minimum interval after

which the local routing device transmits hello packets to a neighbor. Optionally,

instead of using this statement, you can configure the minimum transmit interval

using theminimum-interval statement.

Range: 1 through 255,000

version—Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect

the BFD version).

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring BFD for RIP on page 3651

• Example: Configuring BFD Authentication for RIP on page 3658
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check-zero

Syntax (check-zero | no-check-zero);

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Someof the reserved fields inRIP version 1 packetsmust be zero,whereas inRIP version 2

packets,mostof these reserved fields cancontainnonzerovalues.Bydefault, RIPdiscards

version 1 packets that have nonzero values in the reserved fields and version 2 packets

that havenonzero values in the fields thatmustbe zero. This default behavior implements

the RIP version 1 and version 2 specifications.

If you find that you are receiving RIP version 1 packetswith nonzero values in the reserved

fields or RIP version 2 packets with nonzero values in the fields that must be zero, you

can configure RIP to receive these packets even though they are being sent in violation

of the specifications in RFC 1058 and RFC 2453.

Check whether the reserved fields in a RIP packet are zero:

• check-zero—Discard version 1 packets that have nonzero values in the reserved fields

and version 2 packets that have nonzero values in the fields that must be zero. This

default behavior implements the RIP version 1 and version 2 specifications.

• no-check-zero—ReceiveRIP version 1 packetswith nonzero values in the reserved fields

or RIP version 2 packets with nonzero values in the fields that must be zero. This is in

spite of the fact that they are being sent in violation of the specifications in RFC 1058

and RFC 2453.

Default check-zero

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637
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export (Protocols RIP)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name],

[edit protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Apply a policy to routes being exported to the neighbors.

By default, RIP does not export routes it has learned to its neighbors. To enable RIP to

export routes, apply one or more export policies.

If no routes match the policies, the local routing device does not export any routes to its

neighbors. Export policies override any metric values determined through calculations

involving the values configured with themetric-in andmetric-out statements.

NOTE: The export policy on RIP does not support manipulating routing
information of the next hop.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637

• import on page 3711
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group (Protocols RIP)

Syntax group group-name {
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
threshold milliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
transmit-interval {
threshold milliseconds;
minimum-interval milliseconds;

}
multiplier number;
version (0 | 1 | automatic);

}
demand-circuit;
export policy;
max-retrans-time seconds;
metric-outmetric;
preference number;
route-timeout seconds;
update-interval seconds;
neighbor neighbor-name {
authentication-key password;
authentication-type type;
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
threshold milliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
transmit-interval {
threshold milliseconds;
minimum-interval milliseconds;

}
multiplier number;
version (0 | 1 | automatic);

}
(check-zero | no-check-zero);
demand-circuit;
import policy-name;
max-retrans-time seconds;
message-size number;
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metric-inmetric;
metric-outmetric;
receive receive-options;
route-timeout seconds;
send send-options;
update-interval seconds;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit protocols rip],
[edit routing-instances routing-instance-name protocols rip]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a set of RIP neighbors that share an export policy andmetric. The export policy

andmetric govern what routes to advertise to neighbors in a given group. Each group

must contain at least one neighbor. You should create a group for every export policy.

Options group-name—Name of a group, up to 16 characters long.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637
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holddown (Protocols RIP)

Syntax holddown seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit protocols rip],
[edit routing-instances routing-instance-name protocols rip]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configurehow long theexpired route is retained in the routing tablebeforebeing removed.

When the hold-down timer runs on RIP demand circuits, routes are advertised as

unreachableonother interfaces.When thehold-down timerexpires, the route is removed

from the routing table if all destinations detect that the route is unreachable or the

remaining destinations are down.

Options seconds—Estimated time to wait before making updates to the routing table.

Range: 10 through 180 seconds

Default: 120 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP Timers on page 3688

• RIP Demand Circuits Overview
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import (Protocols RIP)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being imported by the local routing device from

neighbors.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Applying Policies to RIP Routes Imported from Neighbors on page 3664

• Routing Policy Feature Guide for Routing Devices

• export on page 3707
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message-size

Syntax message-size number;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement for SRX Series devices introduced in Junos OS Release 9.5.

Statement for J Series platform introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the number of route entries to be included in every RIP update message.

TIP: To ensure interoperability with other vendors’ equipment, use the
standard of 25 route entries permessage. Do not change the default number
of route entries in a RIP updatemessage.

Options number—Number of route entries per update message.

Range: 25 through 255 entries

Default: 25 entries

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637
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metric-in (Protocols RIP)

Syntax metric-inmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify themetric to add to incoming routes when the routing device advertises into RIP

routes thatwere learned fromother protocols.Use this statement to configure the routing

device to prefer RIP routes learned through a specific neighbor.

Options metric—Metric value.

Range: 1 through 16

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Metric Value Added to Imported RIP Routes on page 3674
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metric-out (Protocols RIP)

Syntax metric-outmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify themetric value to add to routes transmitted to the neighbor. Use this statement

to control how other routing devices prefer RIP routes sent from this neighbor.

If you have included the export statement, RIP exports routes it has learned to the

neighbors configured by including the neighbor statement.

Themetric associatedwithaRIP route (unlessmodifiedbyanexport policy) is thenormal

RIPmetric. For example, aRIP routewithametric of 5 learned fromaneighbor configured

with ametric-in value of 2 is advertised with a combinedmetric of 7 when advertised to

RIP neighbors in the same group. However, if this route was learned from a RIP neighbor

in a different group or from a different protocol, the route is advertised with the metric

value configured for that group with themetric-out statement.

Themetric for a route can bemodified with an export policy. That metric is seen when

the route is exported to the next hop.

To increase the metric for routes advertised outside a group, include themetric-out

statement.

Options metric—Metric value.

Range: 1 through 16

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Controlling Traffic with Metrics in a RIP Network on page 367050
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neighbor (Protocols RIP)

Syntax neighbor neighbor-name {
authentication-key password;
authentication-type type;
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
threshold milliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
transmit-interval {
threshold milliseconds;
minimum-interval milliseconds;

}
multiplier number;
version (0 | 1 | automatic);

}
(check-zero | no-check-zero);
demand-circuit;
import policy-name;
max-retrans-time seconds;
message-size number;
metric-inmetric;
metric-outmetric;
receive receive-options;
route-timeout seconds;
send send-options;
update-interval seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name],

[edit protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure neighbor-specific RIP parameters, thereby overriding the defaults set for the

routing device.

Options neighbor-name—Name of an interface over which a routing device communicates to its

neighbors.

The remaining statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637

preference (Protocols RIP)

Syntax preference preference;

Hierarchy Level [edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name],

[edit protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify the preference of external routes learned by RIP as compared to those learned

from other routing protocols.

By default, Junos OS assigns a preference of 100 to routes that originate fromRIP.When

Junos OS determines a route’s preference to become the active route, the software

selects the route with the lowest preference and installs this route into the forwarding

table.

Options preference—Preference value. A lower value indicates amore preferred route.

Range: 0 through 4,294,967,295 (232 – 1)

Default: 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Route Preferences Overview
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receive (Protocols RIP)

Syntax receive receive-options;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure RIP receive options.

Options receive-options—One of the following:

• both—Accept both RIP version 1 and version 2 packets.

• none—Do not receive RIP packets.

• version-1—Accept only RIP version 1 packets.

• version-2—Accept only RIP version 2 packets.

Default: both

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringtheSendingandReceivingofRIPv1andRIPv2Packetsonpage3678

• send on page 3720
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rib-group (Protocols RIP)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit protocols rip],
[edit routing-instances routing-instance-name protocols rip]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Install RIP routes into multiple routing tables by configuring a routing table group.

Options group-name—Name of the routing table group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Redistributing Routes Between Two RIP Instances on page 3683

rip

Syntax rip {...}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable RIP routing on the routing device.

Default RIP is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP on page 3637
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route-timeout (Protocols RIP)

Syntax route-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the route timeout interval for RIP. If a route is not refreshedafter being installed

in the routing table by the specified timeout interval, the route is marked as invalid and

is removed from the routing table after the hold-down period expires.

Options seconds—Estimated time to wait before making updates to the routing table.

Range: 30 through 360 seconds

Default: 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP Timers on page 3688

• RIP Demand Circuits Overview

3719Copyright © 2014, Juniper Networks, Inc.

Chapter 41: Configuration



send (Protocols RIP)

Syntax send send-options;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure RIP send options.

Options send-options—One of the following:

• broadcast—Broadcast RIP version 2 packets (RIP version 1 compatible).

• multicast—Multicast RIP version 2 packets. This is the default.

• none—Do not send RIP updates.

• version-1—Broadcast RIP version 1 packets.

Default: multicast

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringtheSendingandReceivingofRIPv1andRIPv2Packetsonpage3678

• receive on page 3717
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traceoptions (Protocols RIP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit protocols rip],
[edit routing-instances routing-instance-name protocols rip]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Set RIP protocol-level tracing options.

NOTE: The traceoptions statement is not supported on QFabric systems.

Default The default RIP protocol-level trace options are inherited from the global traceoptions

statement.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. We recommend that you place RIP tracing output in the

file /var/log/rip-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten. If you specify a maximum number of files, youmust also specify a

maximum file size with the size option.

Range: 2 through 1000 files

Default: 10 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

RIP Tracing Options

• auth—RIP authentication

• error—RIP error packets
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• expiration—RIP route expiration processing

• holddown—RIP hold-down processing

• nsr-synchronization—Nonstop routing synchronization events

• packets—All RIP packets

• request—RIP information packets such as request, poll, and poll entry packets

• trigger—RIP triggered updates

• update—RIP update packets

Global Tracing Options

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Provide detailed trace information.

• receive—Trace the packets being received.

• receive-detail—Provide detailed trace information for packets being received.

• send—Trace the packets being transmitted.

• send-detail—Provide detailed trace information for packets being transmitted.

no-world-readable—(Optional) Prevent any user from reading the log file.
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size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB). When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then, the oldest trace file is overwritten.

If youspecify amaximumfile size, youmustalso specify amaximumnumberof trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 128 KB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Tracing RIP Protocol Traffic on page 3695
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update-interval (Protocols RIP)

Syntax update-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols rip],
[edit logical-systems logical-system-name protocols rip group group-name],
[edit logical-systems logical-system-name protocols rip group group-name neighbor
neighbor-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
rip group group-name neighbor neighbor-name],

[edit protocols rip],
[edit protocols rip group group-name],
[edit protocols rip group group-name neighbor neighbor-name],
[edit routing-instances routing-instance-name protocols rip],
[edit routing-instances routing-instance-name protocols rip group group-name],
[edit routing-instances routing-instance-name protocols rip group group-name neighbor
neighbor-name]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the interval at which routes learned by RIP are sent to neighbors. This timer

controls the interval between routing updates. This timer is set to 30 seconds, by default,

with a small random amount of time added when the timer is reset. This added time

prevents congestion that can happen if all routing devices update their neighbors

simultaneously.

Options seconds—Estimated time to wait before making updates to the routing table.

Range: 10 through 60 seconds

Default: 30 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RIP Timers on page 3688
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CHAPTER 42

Administration

• Routine Monitoring on page 3725

• RIP Operational Commands on page 3725

RoutineMonitoring

• Monitoring RIP Routing Information on page 3725

Monitoring RIP Routing Information

Purpose Use themonitoring functionality to monitor RIP routing on routing devices.

Action To view RIP routing information in the CLI, enter the following CLI commands:

• show rip statistics

• show rip neighbor

Related
Documentation

show rip neighbor on page 3730•

• show rip statistics on page 3732

RIP Operational Commands

• clear rip general-statistics

• clear rip statistics

• show rip general-statistics

• show rip neighbor

• show rip statistics
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clear rip general-statistics

Syntax clear rip general-statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

clear rip general-statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear RIP general statistics.

Options none—Clear RIP general statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show rip general-statistics on page 3728•

List of Sample Output clear rip general-statistics on page 3726

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear rip general-statistics

user@host> clear rip general-statistics
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clear rip statistics

Syntax clear rip statistics
<instance (all | instance-name)>
<logical-system (all | logical-system-name)>
<neighbor>
<peer (all | address)>

Syntax (EX Series
Switches and QFX

Series)

clear rip statistics
<instance (all | instance-name)>
<neighbor>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear RIP statistics.

Options none—Reset RIP counters for all neighbors for all routing instances.

instance (all | instance-name)—(Optional) Clear RIP statistics for all instances or for the

specified routing instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

neighbor—(Optional) Clear RIP statistics for the specified neighbor only.

peer (all | address)—(Optional) Clear RIP statistics for a single peer or all peers.

Required Privilege
Level

clear

Related
Documentation

show rip statistics on page 3732•

List of Sample Output clear rip statistics on page 3727

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear rip statistics

user@host> clear rip statistics
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show rip general-statistics

Syntax show rip general-statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and QFX

Series)

show rip general-statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display brief RIP statistics.

Options none—Display brief RIP statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear rip general-statistics on page 3726•

List of Sample Output show rip general-statistics on page 3728

Output Fields Table264onpage3728 lists theoutput fields for the showripgeneral-statisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 264: show rip general-statistics Output Fields

Field DescriptionField Name

Number of invalid messages received.badmsgs

Number of packets received with nomatching interface.no recv intf

Amount of memory currently used by RIP.curr memory

Most memory used by RIP.maxmemory

Sample Output

show rip general-statistics

user@host> show rip general-statistics
RIPv2 I/O info:
     bad msgs       :         0
     no recv intf   :         0
     curr memory    :         0
     max memory     :         0
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show rip neighbor

Syntax show rip neighbor
<instance (all | instance-name)>
<logical-system (all | logical-system-name)>
<name>

Syntax (EX Series
Switches and QFX

Series)

show rip neighbor
<instance (all | instance-name)>
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about RIP neighbors.

Options none—Display information about all RIP neighbors for all instances.

instance (all | instance-name)—(Optional) Display RIP neighbor information for all

instances or for only the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

name—(Optional) Display detailed information about only the specified RIP neighbor.

Required Privilege
Level

view

List of Sample Output show rip neighbor on page 3731
show rip neighbor (With Demand Circuits Configured) on page 3731

Output Fields Table265onpage3730 lists theoutput fields for the showripneighborcommand.Output

fields are listed in the approximate order in which they appear.

Table 265: show rip neighbor Output Fields

Field DescriptionField Name

Name of the RIP neighbor.

NOTE: Beginning with Junos OS Release 11.1, when you configure
demand circuits, the output displays a demand circuit (DC) flag
next to neighbor interfaces configured for demand circuits.

If you configure demand circuits at the [edit protocols rip group
group-name neighbor neighbor-name] hierarchy level, the output
showsonly theneighboring interface that youspecifically configured
as a demand circuit. If you configure demand circuits at the [edit
protocols rip group group-name] hierarchy level, all of the interfaces
in thegroupareconfiguredasdemandcircuits. Therefore, theoutput
shows all of the interfaces in that group as demand circuits.

Neighbor
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Table 265: show rip neighbor Output Fields (continued)

Field DescriptionField Name

State of the connection: Up or Dn (Down).State

Address of the port on the local router.Source Address

Address of the port on the remote router.Destination Address

Send options: broadcast,multicast, none, or version 1.SendMode

Type of packets to accept: both, none, version 1, or version 2.ReceiveMode

Metric added to incoming routes when advertising into RIP routes
that were learned from other protocols.

In Met

Sample Output

show rip neighbor

user@host> show rip neighbor
                  Local  Source          Destination     Send    Receive  In
Neighbor          State  Address         Address         Mode    Mode     Met
--------          -----  -------         -----------     ----    -------  ---
ge-2/3/0.0           Up  192.168.9.105   192.168.9.107   bcast   both       1
at-5/1/1.42          Dn  (null)          (null)          mcast   v2 only    3
at-5/1/0.42          Dn  (null)          (null)          mcast   both       3
at-5/1/0.0           Up  20.0.0.1        224.0.0.9       mcast   both       3
so-0/0/0.0           Up  192.168.9.97    224.0.0.9       mcast   both       3

show rip neighbor (With Demand Circuits Configured)

user@host> show rip neighbor
                  Local  Source          Destination     Send   Receive  In
Neighbor          State  Address         Address         Mode   Mode     Met
--------          -----  -------         -----------     ----   -------  ---
so-0/1/0.0(DC)       Up  10.10.10.2      224.0.0.9       mcast  both       1
so-0/2/0.0(DC)       Up  13.13.13.2      224.0.0.9       mcast  both       1
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show rip statistics

Syntax show rip statistics
<instance (all | instance-name)>
<logical-system (all | logical-system-name)>
<name>
<peer (all | address)>

Syntax (EX Series
Switches and QFX

Series)

show rip statistics
<instance (all | instance-name)>
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display RIP statistics about messages sent and received on an interface, as well as

information received from advertisements from other routing devices.

Options none—Display RIP statistics for all routing instances.

instance (all | instance-name)—(Optional) Display RIP statistics for all instances or for

only the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

name—(Optional) Display detailed information about only the specified RIP neighbor.

peer (all | address)—(Optional) Display RIP statistics for a single peer or all peers.

Required Privilege
Level

view

Related
Documentation

clear rip statistics on page 3727•

List of Sample Output show rip statistics on page 3733

Output Fields Table266onpage3733 lists theoutput fields for the showripstatisticscommand.Output

fields are listed in the approximate order in which they appear.
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Table 266: show rip statistics Output Fields

Field DescriptionField Name

Information about RIP on the specified interface:

• port—UDP port number used for RIP.

• update interval—Interval between routing table updates, in seconds.

• holddown—Hold-down interval, in seconds.

• timeout—Timeout interval, in seconds.

• restart in progress—Graceful restart status. Displayed when RIP is or has been in the process of
graceful restart.

• restart time—Estimated time for the graceful restart to finish, in seconds.

• restart will complete in—Remaining time for the graceful restart to finish, in seconds.

• rts learned—Number of routes learned through RIP.

• rts held down—Number of routes held down by RIP.

• rqsts dropped—Number of received request packets that were dropped.

• resps dropped—Number of received response packets that were dropped.

RIP info

Name of the logical interface and its statistics:

• routes learned—Number of routes learned on the logical interface.

• routes advertised—Number of routes advertised by the logical interface.

logical-interface

List of counter types:

• Updates Sent—Number of update messages sent.

• Triggered Updates Sent—Number of triggered update messages sent.

• Responses Sent—Number of responsemessages sent.

• BadMessages—Number of invalid messages received.

• RIPv1 Updates Received—Number of RIPv1 update messages received.

• RIPv1 Bad Route Entries—Number of RIPv1 invalid route entry messages received.

• RIPv1 Updates Ignored—Number of RIPv1 update messages ignored.

• RIPv2 Updates Received—Number of RIPv2 update messages received.

• RIPv2 Bad Route Entries—Number of RIPv2 invalid route entry messages received.

• RIPv2 Updates Ignored—Number of RIPv2 update messages ignored.

• Authentication Failures—Number of received update messages that failed authentication.

• RIP Requests Received—Number of RIP request messages received.

• RIP Requests Ignored—Number of RIP request messages ignored.

Counter

Total number of packets for the selected counter.Total

Number of packets for the selected counter in the most recent 5-minute period.Last 5min

Number of packets for the selected counter in the most recent 1-minute period.Lastminute

Sample Output

show rip statistics

user@host> show rip statistics so-0/0/0.0
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RIP info: port 520; update interval: 30s; holddown 180s; timeout 120s
restart in progress: restart time 60s; restart will complete in 55s
    rts learned  rts held down  rqsts dropped  resps dropped
              0              0              0              0
so-0/0/0.0:  0 routes learned; 501 routes advertised
Counter                         Total   Last 5 min  Last minute
-------                   -----------  -----------  -----------
Updates Sent                        0            0            0
Triggered Updates Sent              0            0            0
Responses Sent                      0            0            0
Bad Messages                        0            0            0
RIPv1 Updates Received              0            0            0
RIPv1 Bad Route Entries             0            0            0
RIPv1 Updates Ignored               0            0            0
RIPv2 Updates Received              0            0            0
RIPv2 Bad Route Entries             0            0            0
RIPv2 Updates Ignored               0            0            0
Authentication Failures             0            0            0
RIP Requests Received               0            0            0
RIP Requests Ignored                0            0            0
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PART 14

MPLS Applications

• Overview on page 3737

• Configuration on page 3753

• Administration on page 3813

• Troubleshooting on page 3933

3735Copyright © 2014, Juniper Networks, Inc.



Copyright © 2014, Juniper Networks, Inc.3736

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



CHAPTER 43

Overview

• MPLS Overview on page 3737

• MPLS Features on page 3748

MPLSOverview

• MPLS on the QFX Series Overview on page 3737

• Understanding MPLS Components for the QFX Series on page 3738

• Understanding MPLS Label Operations on the QFX Series on page 3741

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Using MPLS-Based Layer 3 VPNs on the QFX Series on page 3747

MPLS on the QFX Series Overview

You can configure Multiprotocol Label Switching (MPLS) on QFX Series devices to

increase transport efficiency in thenetwork.MPLSservicescanbeused toconnect various

sites to a backbone network and to ensure better performance for low-latency

applications such as voice over IP (VoIP) and other business-critical functions.

MPLS has the following advantages over conventional packet forwarding:

• Packets arriving on different ports can be assigned different labels.

• Apacket arriving at a particular provider edge (PE) switch can be assigned a label that

is different from that of the same packet entering the network at a different PE switch.

As a result, forwarding decisions that depend on the ingress PE switch can be easily

made.

• Sometimes it is desirable to force a packet to follow a particular route that is explicitly

chosen at or before the time the packet enters the network, rather than letting it follow

the routechosenby thenormaldynamic routingalgorithmas thepacket travels through

the network. In MPLS, a label can be used to represent the route so that the packet

need not carry the identity of the explicit route.

Related
Documentation

MPLS Feature Support on the QFX Series Overview on page 3748•

• Understanding MPLS Components for the QFX Series on page 3738

• Understanding MPLS Label Operations on the QFX Series on page 3741
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• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Junos OSMPLS Applications Library for Routing Devices

UnderstandingMPLS Components for the QFX Series

MPLSforQFXSeriesdevices includesanumberof components.While somecomponents

are required for all MPLS applications, others might not be, depending on the specific

application.

This topic includes:

• Provider Edge Switches on page 3738

• Provider Switch on page 3739

• Components Required for All Switches in the MPLS Network on page 3739

Provider Edge Switches

To implement MPLS on a network, youmust configure two provider edge (PE)

switches—that is, an ingress PE switch and an egress PE switch. In addition, youmust

configureoneormoreprovider switchesas transit switcheswithin thenetwork to support

the forwarding of MPLS packets.

The ingress PE switch (the entry point to the MPLS tunnel) receives a packet, analyzes

it, and pushes an MPLS label onto it. This label places the packet in a forwarding

equivalence class (FEC) and determines its handling and destination through the MPLS

tunnel. The egress PE switch (the exit point from theMPLS tunnel) pops theMPLS label

off the outgoing packet.

Within an MPLS tunnel, the network traffic is bidirectional. Therefore, each PE switch

can be configured to be both an ingress switch and an egress switch, depending on the

direction of the traffic.

The following MPLS components are configured on the PE switches but not on the

provider switches:

• MPLS Protocol and Label-Switched Paths on page 3738

• IP Over MPLS for Customer Edge Interfaces on page 3738

• BGP Layer 3 VPN Configuration on page 3739

• Routing Instances for Layer 3 VPN on page 3739

MPLS Protocol and Label-Switched Paths

EachPEswitchmustbeconfigured tosupport theMPLSprotocol. Youmustalsoconfigure

label-switched paths (LSPs) at the [edit protocolsmpls] hierarchy level.

IP Over MPLS for Customer Edge Interfaces

You can configure the customer edge interfaces of the PE switches for IP over MPLS

using a Layer 3 interface and a static route from the ingress PE switch to the egress PE

switch. See “Configuring MPLS on Provider Edge Switches” on page 3772.
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BGP Layer 3 VPN Configuration

If you are implementing a Layer 3 virtual private network (VPN), youmust configure the

BGP routing protocol on the PE switches.

Routing Instances for Layer 3 VPN

If you are implementing a Layer 3 VPN, youmust configure a routing instance. A routing

instance is a collection of routing tables, interfaces, and routing protocol parameters.

The set of interfaces belongs to the routing tables, and the routing protocol parameters

control the information in the routing tables.

QFXSeriesdevicessupportVPNroutingand forwarding(VRF) routing instances forLayer

3 VPNs.

Each routing instance has a unique name and a corresponding IP unicast table. For

example, if youconfigurea routing instancewith thenamemy-instance, its corresponding

IP unicast table will bemy-instance.inet.0. All routes formy-instance are installed in

my-instance.inet.0.

Provider Switch

Youmust configure one ormore provider switches as transit switcheswithin the network

to support the forwarding of MPLS packets. You can add provider switches without

changing the configuration of the PE switches.

A provider switch does not analyze packets. It refers to an MPLS label forwarding table

and swaps one label for another. The new label determines the next hop along theMPLS

tunnel. A provider switch cannot perform push or pop operations.

Components Required for All Switches in theMPLS Network

The followingMPLScomponentsareconfiguredonboth thePEswitchesand theprovider

switches:

• Interior Gateway Protocol on page 3739

• MPLS Protocol on page 3740

• RSVP on page 3740

• Family mpls on page 3740

Interior Gateway Protocol

MPLSworks in coordinationwithOSPF as the interior gateway protocol (IGP). Therefore,

youmust configure OSPF as the IGP on the loopback interface and core interfaces of

both the PE switches and the provider switches.

The core interfaces can be either Gigabit Ethernet or 10-Gigabit Ethernet interfaces, and

theycanbeconfiguredaseither individual interfacesor asaggregatedEthernet interfaces.
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NOTE: The core interfaces cannot be configured with VLAN tagging or a
VLANID.Whenyouconfigure themtobelongto familympls, theyare removed

from the default VLAN if they weremembers of that VLAN. They operate as
an exclusive tunnel for MPLS traffic.

MPLS Protocol

Youmust enable theMPLSprotocol on all switches that participate in theMPLSnetwork

and apply it to the core interfaces of both the PE and provider switches. You do not need

to apply it to the loopback interface because the MPLS protocol uses the framework

established by the RSVP signaling protocol to create LSPs. On the PE switches, the

configuration of the MPLS protocol must also include the definition of an LSP.

RSVP

RSVP is a signaling protocol that allocates and distributes labels throughout an MPLS

network.RSVPsetsupunidirectionalpathsbetween the ingressPEswitchand theegress

PE switch. RSVPmakes the LSPs dynamic; it can detect topology changes and outages

and establish new LSPs to allow traffic to move around a failure.

Youmust enable RSVP and apply it to the loopback interface and the core interface of

both thePEandprovider switches.Thepathmessagecontains theconfigured information

about the resources required for the LSP to be established.

When the egress PE switch receives the path message, it sends a reservation message

back to the ingress PE switch. This reservation message is passed along from switch to

switch along the same path as the original path message. Once the ingress PE switch

receives this reservation message, an RSVP path is established.

The established LSP stays active as long as the RSVP session remains active. RSVP

continuesactivity through the transmissionsand responses toRSVPpathand reservation

messages. If themessages stop for threeminutes, the RSVP session terminates and the

LSP is lost.

RSVP runsasa separate softwareprocess in JunosOSand is not in thepacket-forwarding

path.

Family mpls

Youmust configure the core interfaces used for MPLS traffic to belong to family mpls.

NOTE: You can enable family mpls on either individual interfaces or on

aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

Related
Documentation

MPLS Feature Support on the QFX Series Overview on page 3748•

• Understanding Using MPLS-Based Layer 3 VPNs on the QFX Series on page 3747

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744
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• Configuring MPLS on Provider Edge Switches on page 3772

• Configuring MPLS on Provider Switches on page 3775

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring a Global MPLS EXP Classifier on page 3782

• Junos OSMPLS Applications Library for Routing Devices

• Junos OS VPNs Library for Routing Devices

UnderstandingMPLS Label Operations on the QFX Series

In the traditional packet-forwarding paradigm, as a packet travels from one switch to

thenext, an independent forwardingdecision ismadeateachhop.The IPnetworkheader

is analyzed and the next hop is chosen based on this analysis and on the information in

the routing table. In an MPLS environment, the analysis of the packet header is made

only once,whenapacket enters theMPLS tunnel (that is, thepathused forMPLS traffic).

When an IP packet enters a label-switched path (LSP), the ingress provider edge (PE)

switch examines the packet and assigns it a label based on its destination, placing the

label in the packet’s header. The label transforms the packet from one that is forwarded

based on its IP routing information to one that is forwarded based on information

associated with the label. The packet is then forwarded to the next provider switch in

the LSP. This switch and all subsequent switches in the LSP do not examine any of the

IP routing information in the labeled packet. Rather, they use the label to look up

information in their label forwarding table. They then replace the old label with a new

label and forward the packet to the next switch in the path. When the packet reaches

the egress PE switch, the label is removed, and the packet again becomes a native IP

packet and is forwarded based on its IP routing information.

This topic describes:

• MPLS Label-Switched Paths and MPLS Labels on page 3741

• Reserved Labels on page 3742

• MPLS Label Operations on page 3742

• Penultimate-Hop Popping and Ultimate-Hop Popping on page 3743

MPLS Label-Switched Paths andMPLS Labels

When a packet enters the MPLS network, it is assigned to an LSP. Each LSP is identified

by a label, which is a short (20-bit), fixed-length value at the front of theMPLS label (32

bits). Labels are used as lookup indexes for the label forwarding table. For each label,

this table stores forwarding information. Because no additional parsing or lookup is done

on the encapsulated packet, MPLS supports the transmission of any other protocols

within the packet payload.

NOTE: The implementationofMPLSonQFXSeriesdevicessupportspackets
with asmany as two labels.
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Figure 112 on page 3742 shows the encoding of a single label. The encoding appears after

data link layer headers, but before any network layer header.

Figure 112: Label Encoding

Reserved Labels

Labels range from 0 through 1,048,575. Labels 0 through 999,999 are for internal use.

Some of the reserved labels (in the range 0 through 15) have well-definedmeanings.

The following reserved labels are used by QFX Series devices:

• 0, IPv4 Explicit Null label—This value is valid only when it is the sole label entry (no

label stacking). It indicates that the label must be popped on receipt. Forwarding

continues based on the IP version 4 (IPv4) packet.

• 1, Router Alert label—Whenapacket is receivedwith a top label value of 1, it is delivered

to the local software module for processing.

• 3, Implicit Null label—This label is used in the signaling protocol (RSVP) only to request

label poppingby thedownstreamswitch. It never actually appears in theencapsulation.

Labels with a value of 3must not be used in the data packet as real labels. No payload

type (IPv4 or IPv6) is implied with this label.

MPLS Label Operations

QFX Series devices support the following MPLS label operations:

• Push

• Pop

• Swap

The push operation affixes a new label to the top of the IP packet. For IPv4 packets, the

new label is the first label. The time to live (TTL) field value in thepacketheader isderived
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fromthe IPpacket header. Thepushoperation cannotbeapplied toapacket that already

has an MPLS label.

The pop operation removes a label from the beginning of the packet. Once the label is

removed, the TTL is copied from the label into the IP packet header, and the underlying

IP packet is forwarded as a native IP packet

The swap operation removes an existing MPLS label from an IP packet and replaces it

with a newMPLS label, based on the following:

• Incoming interface

• Label

• Label forwarding table

Figure 113 onpage 3743 showsan IPpacketwithout a label arriving on the customer edge

interface (ge-0/0/1) of the ingressPE switch. The ingressPE switch examines thepacket

and identifies that packet’s destination as the egress PE switch. The ingress PE switch

applies label 100 to the packet and sends the MPLS packet to its outgoing MPLS core

interface (ge-0/0/5). The MPLS packet is transmitted on the MPLS tunnel through the

provider switch,where it arrives at interface ge-0/0/5with label 100. The provider switch

swaps label 100with label 200 and forwards theMPLS packet through its core interface

(ge-0/0/7) to the next hop on the tunnel, which is the egress PE switch. The egress PE

switch receives the MPLS packet through its core interface (ge-0/0/7), removes the

MPLS label, and sends the IP packet out of its customer edge interface (ge-0/0/1) to a

destination that is beyond the tunnel.

Figure 113: MPLS Label Swapping

Figure 113 on page 3743 shows the path of a packet as it passes in one direction from the

ingress PE switch to the egress PE switch. However, the MPLS configuration also allows

traffic to travel in the reverse direction. Thus, each PE switch operates as both an ingress

switch and an egress switch.

Penultimate-Hop Popping and Ultimate-Hop Popping

The switches enable penultimate-hop popping (PHP) by default with IP over MPLS

configurations.With PHP, the penultimate provider switch is responsible for popping the

MPLS label and forwarding the traffic to the egress PE switch. The egress PE switch then

performs an IP route lookup and forwards the traffic. This reduces the processing load

on the egress PE switch, because it is not responsible for popping the MPLS label.

• The default advertised label is label 3 (Implicit Null label). If label 3 is advertised, the

penultimate-hop switch removes the label and sends the packet to the egress PE

switch.
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• If ultimate-hop popping is enabled, label 0 (IPv4 Explicit Null label) is advertised and

the egress PE switch of the LSP removes the label.

Related
Documentation

Understanding MPLS Components for the QFX Series on page 3738•

• Configuring MPLS on Provider Edge Switches on page 3772

• Configuring MPLS on Provider Switches on page 3775

• Junos OSMPLS Applications Library for Routing Devices

• Junos OS VPNs Library for Routing Devices

Understanding CoSMPLS EXP Classifiers and Rewrite Rules

You can use class of service (CoS) within MPLS networks to prioritize certain types of

traffic during periods of congestion by applying packet classifiers and rewrite rules to the

MPLS traffic. (For information about DSCP and IEEE 802.1p classifiers and general

information about classifiers, see “Understanding CoS Classifiers” on page 5334. For

information about DSCP and IEEE 802.1p rewrite rules, see “Understanding CoS Rewrite

Rules” on page 5414.)

When a packet enters a customer-edge interface on the ingress provider edge (PE)

switch, the switch associates the packet with a particular CoS servicing level before

placing the packet onto the label-switched path (LSP). The switches within the LSP

utilize the CoS value set at the ingress PE switch. The CoS value that was embedded in

theclassifier is translatedandencoded in theMPLSheaderbymeansof theexperimental

(EXP) bits.

EXP classifiersmap incomingMPLSpackets to a forwarding class and a loss priority, and

assign MPLS packets to output queues based on the forwarding class mapping. EXP

classifiers are behavior aggregate (BA) classifiers.

EXP rewrite rules change (rewrite) the CoS value of the EXP bits in outgoing packets on

the egress queues of the switch so that the new (rewritten) value matches the policies

of a targeted peer. Policy matching allows the downstream routing platform or switch

in a neighboring network to classify each packet into the appropriate service group.

NOTE: There is no default EXP classifier. There is no default EXP rewrite rule.
If you want to classify incoming MPLS packets using the EXP bits, youmust
configure a global EXP classifier. If you want to rewrite the EXP bit value at
the egress interface, youmust configure EXP rewrite rules and apply them
to logical interfaces.

This topic includes:

• EXP Classifiers on page 3745

• EXP Rewrite Rules on page 3745

• Schedulers on page 3746
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EXP Classifiers

Unlike DSCP and IEEE 802.1p BA classifiers, EXP classifiers are global to the switch and

apply to all switch interfaces. When you configure and apply an EXP classifier, MPLS

traffic on all interfaces uses the EXP classifier, even on interfaces that also have a fixed

classifier. If an interface has both anEXPclassifier and a fixed classifier, the EXP classifier

is applied to MPLS traffic and the fixed classifier is applied to all other traffic.

Also unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. If you

want to classifyMPLS traffic based on the EXP bits, youmust explicitly configure an EXP

classifier and apply it the switch interfaces. Each EXP classifier has eight entries that

correspond to the eight EXP CoS values (0 through 7, which correspond to bits 000

through 111).

You can configure as many EXP classifiers as you want. However, the switch uses only

one MPLS EXP classifier as a global classifier on all interfaces. After you configure an

MPLS EXP classifier, you can configure it as the global EXP classifier by including the

EXP classifier in the [edit class-of-service system-defaults classifiers exp] hierarchy. All

switch interfaces use the global EXP classifier to classify MPLS traffic.

Only one EXP classifier can be configured as the global EXP classifier at any time. If you

want to change the global EXP classifier, delete the global EXP classifier configuration

(use the user@switch# delete class-of-service system-defaults classifiers exp
configuration statement), then configure the new global EXP classifier.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface,

the MPLS traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is

applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers

are not applied to MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use a fixed IEEE

802.1p classifier for MPLS traffic on some interfaces and the global EXP classifier for

MPLS traffic on other interfaces. When you configure a global EXP classifier, all MPLS

traffic on all interfaces uses the EXP classifier.

NOTE: The switch uses only the outermost label of incoming EXP packets
for classification.

NOTE: MPLS packets with 802.1Q tags are not supported.

EXP Rewrite Rules

As MPLS packets enter or exit a network, edge switches might be required to alter the

class-of-service (CoS) settings of the packets. EXP rewrite rules set the value of the EXP

CoS bits within the header of the outgoing MPLS packet. Each rewrite rule reads the

current forwarding class and loss priority associatedwith the packet, locates the chosen
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CoS value from a table, and writes that CoS value into the packet header, replacing the

old CoS value. EXP rewrite rules apply only to MPLS traffic.

EXP rewrite rules apply only to logical interfaces. You cannot apply EXP rewrite rules to

physical interfaces.

There are no default EXP rewrite rules. If you want to rewrite the EXP value in MPLS

packets, youmust configure EXP rewrite rules and apply them to logical interfaces. If no

rewrite rules are applied, all MPLS labels that are pushed have a value of zero (0). The

EXP value remains unchanged on MPLS labels that are swapped.

You can configure asmany EXP rewrite rules as you want, but you can only apply 16 EXP

rewrite rules at any time on the switch. On a given logical interface, all pushed MPLS

labels have the same EXP rewrite rule applied to them. You can apply different EXP

rewrite rules to different logical interfaces on the same physical interface.

You can apply an EXP rewrite rule to an interface that has a DSCP, DSCP IPv6, or IEEE

802.1p rewrite rule. Only MPLS traffic uses the EXP rewrite rule. MPLS traffic does not

use DSCP or DSCP IPv6 rewrite rules.

If the switch is performing penultimate hoppopping (PHP), EXP rewrite rules do not take

effect. If both an EXP classifier and an EXP rewrite rule are configured on the switch, then

the EXP value from the last popped label is copied into the inner label. If either an EXP

classifier or an EXP rewrite rule (but not both) is configured on the switch, then the inner

label EXP value is sent unchanged.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

Schedulers

The schedulers for usingCoSwithMPLSare the sameas for theotherCoSconfigurations

on theQFXSeries. Default schedulers are provided only for the best-effort, fcoe, no-loss,

and network-control forwarding classes. If you configure a custom forwarding class for

MPLS traffic, you need to configure a scheduler to support that forwarding class and

provide bandwidth to that forwarding class. See “Understanding CoS Output Queue

Schedulers” onpage5371 and “Example: ConfiguringQueueSchedulers” onpage5511 for

more information.

Related
Documentation

Understanding CoS Classifiers on page 5334•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring CoS Bits for an MPLS Network on page 3781
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Understanding UsingMPLS-Based Layer 3 VPNs on the QFX Series

On the QFX Series, you can use MPLS-based Layer 3 virtual private networks (VPNs) to

securely connect geographically diverse sites across an MPLS network. MPLS services

can be used to connect various sites to a backbone network and to ensure better

performance for low-latency applications such as voice over IP (VoIP) and other

business-critical functions.

A VPN uses a public telecommunications infrastructure, such as the Internet, to provide

remote offices or individual users with secure access to their organization’s network.

VPNs are designed to provide the same level of performance and security as privately

owned or leased networks but without the attendant costs.

This topic describes:

• MPLS-Based Layer 3 VPNs on page 3747

MPLS-Based Layer 3 VPNs

In Junos OS, Layer 3 VPNs are based on RFC 4364, BGP/MPLS IP Virtual Private Networks.

RFC 4364 defines amechanism by which service providers can use their IP backbones

to provide VPN services to their customers. A Layer 3 VPN is a set of sites that share

common routing information and whose connectivity is controlled by a collection of

policies. The sites that make up a Layer 3 VPN are connected over a provider’s existing

public Internet backbone.

Customer networks, because they are private, can use either public or private addresses,

as defined in RFC 1918, Address Allocation for Private Internets. When customer networks

that use private addresses connect to the public Internet infrastructure, the private

addresses might overlap with the same private addresses used by other network users.

BGP/MPLS VPNs solve this problem by adding a VPN identifier prefix to each address

from a particular VPN site, thereby creating an address that is unique both within the

VPN and on the public Internet. In addition, each VPN has its own VPN-specific routing

table that contains the routing information for that VPN only. Two different VPNs can

use overlapping addresses. Each route within a VPN is assigned an MPLS label (for

example, MPLS-ARCH, MPLS-BGP, or MPLS-ENCAPS). When BGP distributes a VPN

route, it also distributes an MPLS label for that route. Before a customer data packet

travels across the service provider’s backbone, it is encapsulated along with the MPLS

label that corresponds to the route within the customer’s VPN that is the best match

based on the packet’s destination address. This MPLS packet is further encapsulated

with another MPLS label or with an IP, so that it gets tunneled across the backbone to

the egress provider edge (PE) switch. Thus, the backbone core switches do not need to

know the VPN routes.

Related
Documentation

Understanding MPLS Label Operations on the QFX Series on page 3741•

• Understanding MPLS Components for the QFX Series on page 3738

• Junos OS VPNs Library for Routing Devices

• Junos OSMPLS Applications Library for Routing Devices
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MPLS Features

• MPLS Feature Support on the QFX Series Overview on page 3748

• Supported MPLS and ECMP Scaling Values on page 3750

MPLS Feature Support on the QFX Series Overview

This topic describes the major MPLS features that are supported and not supported on

the QFX Series.

NOTE: The command-line interface (CLI) on QFX Series devices displays
even the MPLS related configuration statements that are not supported.
However, configuring the unsupported statements on a device will have no
effect on the operation of the device. See the following topics for the list of
supported MPLS related configuration statements on QFX Series devices:

• “[editprotocolsmpls]HierarchyLevel”onpage3798for the listofsupported
configuration statements at the [edit protocolsmpls] hierarchy level

• “[editprotocols rsvp]HierarchyLevel”onpage3802for the listof supported
configuration statements at the [edit protocols rsvp] hierarchy level

• Supported MPLS Features on page 3748

• Unsupported MPLS Features on page 3749

SupportedMPLS Features

Table267onpage3748 lists themajorMPLSfeatures thataresupportedontheQFXSeries

and the Juniper Networks Junos operating system (Junos OS) release in which theywere

introduced.

Table 267: MPLS Features

Supported Junos ReleaseFeature

Junos OS 12.2X50-D10QFX standalone switch as an MPLS provider edge (PE) switch or provider switch

Junos OS 12.2X50-D10QFX standalone switch as a route reflector for BGP labeled routes

Junos OS 12.2X50-D10RSVP as a signaling protocol for MPLS

Junos OS 12.2X50-D10OSPF version 2 (OSPFv2) as an interior gateway protocol (IGP) for MPLS

Junos OS 12.2X50-D10Graceful restart for OSPF and RSVP protocols

Junos OS 12.2X50-D10IP over MPLS label-switched paths (LSPs)

Junos OS 12.2X50-D10Static LSPs
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Table 267: MPLS Features (continued)

Supported Junos ReleaseFeature

Junos OS 12.2X50-D10BGP labeled unicast

Junos OS 12.2X50-D10MPLS firewall filters

Junos OS 12.2X50-D10SNMPMIB support

Junos OS 12.3X50-D10Class of service (CoS) for MPLS traffic

Junos OS 12.3X50-D10MPLS-based Layer 3 virtual private networks (VPNs)

Junos OS 12.3X50-D10Automatic bandwidth allocation for LSPs

Junos OS 12.3X50-D10MPLS OAM-LSP ping and traceroute

Junos OS 12.3X50-D10Maximum transmission unit (MTU) discovery for MPLS paths

Junos OS 12.3X50-D10LDP tunneling (LDP over RSVP)

Junos OS 12.3X50-D10IPv6 tunneling for MPLS to tunnel IPv6 traffic over an MPLS-based IPv4 network

UnsupportedMPLS Features

The following major MPLS features are not supported on the QFX Series:

• MPLS-based Layer 2 virtual private networks (VPNs)

• Virtual Private LAN Service (VPLS)

• IS-IS as an interior gateway protocol (IGP) for MPLS

• Inter BGP autonomous system (AS) MPLS traffic. Only a single BGP AS is supported.

• LSP signaling across multiple OSPF areas. Only a single OSPF area is supported.

• IPv6 over MPLS LSPs

• Link coloring using administrative groups

• MPLS traffic engineering

• MPLS-based circuit cross-connects (CCC)

• Node protection, link protection, and egress protection

• Configuring LSP priority and preemption

• Bidirectional Forwarding Detection (BFD) for MPLS LSPs

• Point-to-multipoint LSP support

• Fast reroute

• Classifiers for MPLS firewall filters
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• MPLS over routed VLAN interfaces (RVIs) and Layer 3 subinterfaces

• Port mirroring on MPLS interfaces

Related
Documentation

MPLS Configuration Guidelines on page 3753•

• Supported MPLS and ECMP Scaling Values on page 3750

• Issues and Limitations in Operation ofMPLS Features on theQFXSeries on page 3933

• Understanding MPLS Components for the QFX Series on page 3738

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Junos OSMPLS Applications Library for Routing Devices

SupportedMPLS and ECMPScaling Values

This topic lists the MPLS and Equal Cost Multi Path (ECMP) scaling values supported

on Juniper QFX switches.

Table268onpage3750 lists theMPLSscaling values supportedon JuniperQFXswitches.

Table 268: MPLS Scaling Values

Scaling ValueFeature

3MaximumnumberofMPLS labels inapacket’s label
stack

1000Maximumnumber of tunnel (combination of routes
and LSPs) initiations

4000Maximum number of MPLS labels on provider
switches

512Maximum number of unique next-hops on egress
provider edge (PE) switches

768Maximum number of MPLS firewall filters

Table269onpage3750 lists theECMPscalingvaluessupportedon JuniperQFXswitches

deployed as ingress PE switches.

Table 269: ECMP Scaling Values on QFX Switches Deployed as Ingress PE Switches

Scaling ValueFeature

128Maximum number of BGP prefixes

(Maximum number of ECMP groups is 128)

8 LSPs with 128 BGP prefixes, 16 LSPs with 64 BGP prefixes, and so onMaximum number of LSPs with respect to BGP
prefixes
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Related
Documentation

• MPLS Feature Support on the QFX Series Overview on page 3748

• MPLS Configuration Guidelines on page 3753

3751Copyright © 2014, Juniper Networks, Inc.

Chapter 43: Overview



Copyright © 2014, Juniper Networks, Inc.3752

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



CHAPTER 44

Configuration

• Configuration Guidelines on page 3753

• Configuration Examples on page 3754

• Configuration Tasks on page 3771

• Configuration Statements on page 3798

Configuration Guidelines

• MPLS Configuration Guidelines on page 3753

MPLS Configuration Guidelines

When configuring MPLS on QFX Series devices, keep the following in mind:

• QFX3500andQFX3600 standalone switches support up to 8000external IP prefixes

only. Therefore, we recommend the following:

• If your ingress provider edge (PE) switch needs to supportmore than 8000 external

IP prefixes, use a larger capacity device as an ingress PE switch.

• If you use aQFX3500orQFX3600switch as a route reflector for BGP labeled routes,

use it as a dedicated route reflector (that is, the switch must not participate in

managing data traffic).

• If you use a QFX3500 or QFX3600 switch as a PE switch or as a route reflector for

BGP labeled routes, configure routingpolicieson thePEswitchand the route reflector

to filter external IP routes from the routing table.

The configuration example for a routing policy named fib_policy (at the [edit

policy-options and [edit routing-options hierarchy levels) to filter BGP labeled routes

from the inet.0 routing table is given below:

user@switch# show policy-options
policy-statement fib_policy {
from {
protocol bgp;
rib inet.0;

}
then reject;

}

user@switch# show routing-options
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forwarding-table {
export fib_policy;

}

• MPLS traffic engineering is not supported on QFX Series devices. Therefore, youmust

disable constrained-path LSP computation on PE switches by configuring the no-cspf

statement at the [edit protocolsmpls] hierarchy level.

• Packet fragmentation using the allow-fragmentation statement at the [edit protocols

mpls path-mtu] hierarchy level is not supported on QFX Series devices. Therefore, you

must ensure that the maximum transmission unit (MTU) values configured on every

MPLS interface is sufficient to handle MPLS packets. The packets whose size exceeds

the MTU value of an interface will be dropped.

Related
Documentation

Configuring MPLS on Provider Edge Switches on page 3772•

• Configuring MPLS on Provider Switches on page 3775

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• MPLS Feature Support on the QFX Series Overview on page 3748

Configuration Examples

• Example: Configuring MPLS-Based Layer 3 VPNs on page 3754

• Example: Tunneling IPv6 Traffic over MPLS IPv4 Networks on page 3763

Example: ConfiguringMPLS-Based Layer 3 VPNs

You can implement an MPLS-based Layer 3 virtual private network (VPN) on QFX3500

switches to interconnect sites for customers whowant the service provider to handle all

the Layer 3 routing functions. To support an MPLS-based Layer 3 VPN, you need to add

components of the Layer 3 VPN to the configuration of the two provider edge (PE)

switches. You do not need to change the configuration of the provider switches.

This example shows how to configure an MPLS-based Layer 3 VPN spanning two

corporate sites:

• Requirements on page 3755

• Overview and Topology on page 3755

• Configuring the Local PE Switch on page 3758

• Configuring the Remote PE Switch on page 3760
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Requirements

This example uses the following software and hardware components:

• Junos OS Release 12.3 or later for the QFX Series

• Three QFX3500 switches

Before you configure the Layer 3 VPN components, youmust configure the basic

components for an MPLS network:

• Configure two PE switches. See “Configuring MPLS on Provider Edge Switches” on

page 3772.

• Configureoneormoreprovider switches.See “ConfiguringMPLSonProviderSwitches”

on page 3775.

Overview and Topology

Layer 3 VPNs allow customers to leverage the service provider’s technical expertise to

ensure efficient site-to-site routing. The customer’s customer edge (CE) switch uses a

routingprotocol suchasBGPorOSPF tocommunicatewith theserviceprovider’sprovider

edge (PE) switch to carry IP prefixes across the network. MPLS-based Layer 3 VPNs use

only IP over MPLS; other protocol packets are not supported. This example includes two

PE switches, PE1 and PE2.

In the basic MPLS configuration of the PE switches using IP over MPLS, the PE switches

were configured to use OSPF as the routing protocol between the MPLS switches and

RSVP as the signaling protocol. Traffic engineering was enabled. A label-switched path

(LSP) was configured.

The following components must be added to the PE switches for an MPLS-based Layer

3 VPN:

• BGP group with family inet-vpn unicast

• Routing instance with instance type vrf

Figure 114 on page 3755 illustrates the topology of this MPLS-based Layer 3 VPN.

Figure 114: MPLS-Based Layer 3 VPN

Table270onpage3756showsthesettingsof thecustomeredge interfaceon the localCE

switch.
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Table 270: Local CE Switch in theMPLS-Based Layer 3 VPN Topology

DescriptionSettingsProperty

CE1QFX3500 switchLocal CE switch hardware

Interface that connects CE1 to PE1.ge-0/0/14 unit 0
family inet
address 51.51.0.14/16

Customer edge interface

Table 271 on page 3756 shows the settings of the customer edge interface on the remote

CE switch.

Table 271: Remote CE Switch in theMPLS-Based Layer 3 VPN Topology

DescriptionSettingsProperty

CE2QFX3500 switchRemote CE switch hardware

Interface that connects CE2 to PE2.ge-0/0/14 unit 0
family inet
address 11.22.26.1/16

Customer edge interface

Table 272 on page 3756 shows the Layer 3 VPN components of the local PE switch.

Table 272: Layer 3 VPN Components of the Local PE Switch

DescriptionSettingsProperty

PE1QFX3500 switchLocal PE switch hardware

Connects PE1 to CE1.

NOTE: The family inet configuration
should already have been completed as
part of the basic MPLS configuration of
the PE switch for IP over MPLS. It is
included here to showwhat was
specified for that portion of the
configuration.

ge-0/0/14 unit 0
family inet
address 51.51.0.1/16

Customer edge interface

Connects PE1 to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

xe-0/0/6 unit 0
family inet address 60.0.0.60/16
family mpls

Core interface
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Table 272: Layer 3 VPN Components of the Local PE Switch (continued)

DescriptionSettingsProperty

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

lo0 unit 0
family inet address 21.21.21.21/32

Loopback interface

Added for theLayer3VPNconfiguration.bgpBGP

Added for theLayer3VPNconfiguration.L3VPN-1Routing instance

Table 273 on page 3757 shows the Layer 3 VPN components of the remote PE switch.

Table 273: Layer 3 VPN Components of the Remote PE Switch

DescriptionSettingsProperty

PE2QFX3500 switchRemote PE switch hardware

Connects PE2 to CE2.

For theLayer3VPNconfiguration, added
family mpls.

NOTE: The family inet configuration
should already have been completed as
part of the basic MPLS configuration of
the PE switch for IP over MPLS. It is
included here to showwhat was
specified for that portion of the
configuration.

ge-0/0/14 unit 0
family inet
address 11.22.26.14/16
family mpls

Customer edge interface

Connects PE1 to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

xe-0/0/6 unit 0
family inet address 60.2.0.60/16
family mpls

Core interface

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

lo0 unit 0
family inet address 22.22.22.22/32

Loopback interface

Added for theLayer3VPNconfiguration.bgpBGP

Added for theLayer3VPNconfiguration.L3VPN-1Routing instances

3757Copyright © 2014, Juniper Networks, Inc.

Chapter 44: Configuration



Configuring the Local PE Switch

CLI Quick
Configuration

To quickly configure the Layer 3 VPN components on the local PE switch, copy the

following commands and paste them into the switch terminal window of PE1:

[edit]
set protocols bgp local-address 21.21.21.21 family inet-vpn unicast
set protocols bgp group PE1-PE2 type internal
set protocols bgp neighbor 22.22.22.22
set routing-instances L3VPN-1 instance-type vrf
set routing-instances L3VPN-1 description "BETWEEN PE1 AND PE2"
set routing-instances L3VPN-1 interface ge-0/0/14.0
set routing-instances L3VPN-1 route-distinguisher 21:21
set routing-instances L3VPN-1 vrf-target target:21:21
set routing-instances L3VPN-1 vrf-table-label
set routing-options router-id 21.21.21.21
set routing-options autonomous-system 10

Step-by-Step
Procedure

To configure the Layer 3 VPN components on the local PE switch:

1. Configure BGP, specifying the loopback address as the local address and specifying

family inet-vpn unicast:

[edit protocols bgp]
user@switchPE1# set local-address 21.21.21.21 family inet-vpn unicast

2. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@switchPE1# set group PE1-PE2 type internal

3. Configure the BGP neighbor, specifying the loopback address of the remote PE

switch as the neighbor’s address:

[edit protocols bgp]
user@switchPE1# set neighbor 22.22.22.22

4. Configure the routing instance, specifying the routing-instance name and using vrf

as the instance type:

[edit routing-instances]
user@switchPE1# set L3VPN-1 instance-type vrf

5. Configure a description for this routing instance:

[edit routing-instances]
user@switchPE1# set L3VPN-1 description "BETWEEN PE1 AND PE2"

6. Configure the routing instance to use a route distinguisher:

[edit routing-instances]
user@switchPE1# set L3VPN-1 route-distinguisher 21:21

NOTE: Each routing instance that you configure on a PE switchmust
have a unique route distinguisher associated with it. VPN routing
instances require a route distinguisher to allow BGP to distinguish
between potentially identical network layer reachability information
(NLRI)messages received fromdifferentVPNs. If youconfiguredifferent
VPN routing instances with the same route distinguisher, the commit
fails.
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7. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switchPE1# set L3VPN-1 vrf-target target:21:21

NOTE: You can createmore complex policies by explicitly configuring
VRF importandexportpoliciesusing the importandexportoptions.See
the Junos OS VPNs Library for Routing Devices.

8. Configure this routing instance with vrf-table-label, which maps the inner label of

a packet to a specific VPN routing and forwarding (VRF) table and allows the

examination of the encapsulated IP header:

[edit routing-instances]
user@switchPE1# set L3VPN-1 vrf-table-label

9. Configure the router ID and autonomous system (AS):

NOTE: We recommend that you explicitly configure the router identifier
under the [edit routing-options] hierarchy level to avoid unpredictable

behavior if the interface address on a loopback interface changes.

[edit routing-options]
user@switchPE1# set router-id 21.21.21.21 autonomous-system 10

Results Display the results of the configuration:

user@switchPE1> show configuration

interfaces {
ge-0/0/14 {
unit 0 {
family inet {
address 51.51.0.1/16;

}
}

}
lo0 {
unit 0 {
family inet {
address 21.21.21.21/32;

}
}

}
xe-0/0/6 {
unit 0 {
family inet {
address 60.0.0.60/16;

}
family mpls;

}
}
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protocols {
mpls {
label-switched-path 21-22 {
from 21.21.21.21;
to 22.22.22.22;
no-cspf;

}
interface xe-0/0/6.0;
interface lo0.0;

bgp {
local-address 21.21.21.21;
family inet-vpn {
unicast;

}
group PE1-PE2 {
type internal;
neighbor 22.22.22.22;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/0/14.0;
interface lo0.0;
interface xe-0/0/6.0;

}
}

}
routing-instances {
L3VPN-1 {
instance-type vrf;
description "BETWEEN PE1 AND PE2";
route-distinguisher 21:21;
vrf-target target:21:21;
vrf-table-label;

}
routing-options {
router-id 21.21.21.21;
autonomous-system 10;

Configuring the Remote PE Switch

CLI Quick
Configuration

To quickly configure the Layer 3 VPN components on the remote PE switch, copy the

following commands and paste them into the switch terminal window of PE2:

[edit]
set protocols bgp local-address 22.22.22.22 family inet-vpn unicast
set protocols bgp group PE1-PE2 type internal
set protocols bgp neighbor 21.21.21.21
set routing-instances L3VPN-1 instance-type vrf
set routing-instances L3VPN-1 description "BETWEEN PE1 AND PE2"
set routing-instances L3VPN-1 interface ge-0/0/14.0
set routing-instances L3VPN-1 route-distinguisher 21:21
set routing-instances L3VPN-1 vrf-target target:21:21
set routing-instances L3VPN-1 vrf-table-label;
set routing-options router-id 22.22.22.22
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set routing-options autonomous-system 10

Step-by-Step
Procedure

To configure Layer 3 VPN components on the remote PE switch:

1. Configure BGP, specifying the loopback address as the local address and specifying

family inet-vpn unicast:

[edit protocols bgp]
user@switchPE2# set local-address 22.22.22.22 family inet-vpn unicast

2. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@switchPE2# set group PE1-PE2 type internal

3. Configure the BGP neighbor, specifying the loopback address of the remote PE

switch as the neighbor’s address:

[edit protocols bgp]
user@switchPE2# set neighbor 21.21.21.21

4. Configure the routing instance, specifying the routing-instance name and using vrf

as the instance type:

[edit routing-instances]
user@switchPE2# set L3VPN-1 instance-type vrf

5. Configure a description for this routing instance:

[edit routing-instances]
user@switchPE1# set L3VPN-1 description "BETWEEN PE1 AND PE2"

6. Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@switchPE2# set L3VPN-1 interface ge-0/0/14.0

7. Configure the routing instance to use a route distinguisher, using the format

ip-address:number:

[edit routing-instances]
user@switchPE2# set L3VPN-1 route-distinguisher 21:21

8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switchPE2# set L3VPN-1 vrf-target target:21:21

9. Configure this routing instance with vrf-table-label, which maps the inner label of

a packet to a specific VPN routing and forwarding (VRF) table and allows the

examination of the encapsulated IP header.

[edit routing-instances]
user@switchPE2# set L3VPN-1 vrf-tabel-label

10. Configure the router ID and autonomous system (AS):

[edit routing-options]
user@switchPE2# set router-id 22.22.22.22 autonomous-system 10

Results Display the results of the configuration:

user@switchPE2> show configuration

interfaces {
ge-0/0/14 {
unit 0 {
family inet {
address 11.22.26.14/16;

}
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}
}
lo0 {
unit 0 {
family inet {
address 22.22.22.22/32;

}
}

}
xe-0/0/6 {
unit 0 {
family inet {
address 60.2.0.60/16;

}
family mpls;

}
}
protocols {
mpls {
label-switched-path 22-21 {
from 22.22.22.22;
to 21.21.21.21;
no-cspf;

}
interface xe-0/0/6.0;
interface lo0.0;

bgp {
local-address 22.22.22.22;
family inet-vpn {
unicast;

}
group PE1-PE2 {
type internal;
neighbor 21.21.21.21;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/0/14.0;
interface lo0.0;
interface xe-0/0/6.0;

}
}

}
routing-instances {
L3VPN-1 {
instance-type vrf;
description"BETWEEN PE1 AND PE2";
route-distinguisher 21:21;
vrf-target target:21:21;
vrf-table-label;

}
routing-options {
router-id 22.22.22.22;
autonomous-system 10;
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Related
Documentation

Configuring MPLS on Provider Edge Switches on page 3772•

• Configuring MPLS on Provider Switches on page 3775

Example: Tunneling IPv6 Traffic over MPLS IPv4 Networks

This example shows how to configure JunosOS to tunnel IPv6 over anMPLS-based IPv4

network. External BGP (EBGP) is used between the customer edge (CE) and provider

edge (PE) devices. The remote CE devices have different AS numbers for loop detection.

• Requirements on page 3763

• Overview on page 3763

• Configuration on page 3766

• Verification on page 3771

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Detailed information about the Juniper Networks implementation of IPv6 over MPLS is

described in the following Internet drafts:

• Internet draft draft-ietf-l3vpn-bgp-ipv6-07.txt, BGP-MPLS IP VPN extension for IPv6

VPN (expires January 2006)

• Internet draft draft-ooms-v6ops-bgp-tunnel-06.txt,Connecting IPv6 Islands over IPv4

MPLS using IPv6 Provider Edge Routers (expires July 2006)

These Internet drafts are available on the IETF website at http://www.ietf.org/.

This example shows you how to interconnect a two IPv6 networks over an IPv4-based

network core, giving you the ability to provide IPv6 servicewithout having to upgrade the

routers in your core network. Multiprotocol Border Gateway Protocol (MP-BGP) is

configured toexchange routesbetween the IPv6networks, anddata is tunneledbetween

these IPv6 networks by means of IPv4-based MPLS.

In Figure 115 on page 3764, PE1 andPE2 are dual-stack BGP routers or switches,meaning

they have both IPv4 and IPv6 stacks. The PE devices link the IPv6 networks through the

customer edge (CE) routers or switches to the IPv4 core network. The CE devices and

the PE devices connect through a link layer that can carry IPv6 traffic. The PE devices

use IPv6 on the CE router-facing interfaces and use IPv4 and MPLS on the core-facing

interfaces.Note thatoneof theconnected IPv6networkscouldbe theglobal IPv6 Internet.
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Figure 115: IPv6 Networks Linked byMPLS IPv4 Tunnels

The two PE devices are linked through an MP-BGP session using IPv4 addresses. They

use the session to exchange IPv6 routes with an IPv6 (value 2) address family indicator

(AFI) and a subsequent AFI (SAFI) (value 4). Each PE router sets the next hop for the

IPv6 routes advertised on this session to its own IPv4address. BecauseMP-BGP requires

the BGP next hop to correspond to the same address family as the network layer

reachability information (NLRI), this IPv4 address needs to be embeddedwithin an IPv6

format.

The PE devices can learn the IPv6 routes from the CE devices connected to them using

MP-BGP or through static configuration. Note that if BGP is used as the

PE-router-to-CE-router protocol, the MP-BGP session between the PE device and CE

device could occur over an IPv4 or IPv6 Transmission Control Protocol (TCP) session.

Also, the BGP routes exchanged on that session would have SAFI unicast. Youmust

configure an export policy to pass routes between IBGP and EBGP, and between BGP

and any other protocol.

The PE routers have MPLS LSPs routed to each others’ IPv4 addresses. IPv4 provides

signaling for the LSPs bymeans of RSVP. These LSPs are used to resolve the next-hop

addresses of the IPv6 routes learned fromMP-BGP. The next hops use IPv4-mapped

IPv6 addresses, while the LSPs use IPv4 addresses.

The PE devices always advertise IPv6 routes to each other using a label value of 2, the

explicit null label for IPv6 as defined in RFC 3032,MPLS Label Stack Encoding. As a

consequence, each of the forwarding next hops for the IPv6 routes learned from remote

PE routers normally push two labels. The inner label is 2 (this label could be different if

the advertising PE device is not a Juniper Networks routing or switching platform), and

the outer label is the LSP label. If the LSP is a single-hop LSP, then only Label 2 is pushed.

It is also possible for the PE devices to exchange plain IPv6 routes using SAFI unicast.

However, there is onemajor advantage in exchanging labeled IPv6 routes. The
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penultimate-hop router for an MPLS LSP can pop the outer label and then send the

packet with the inner label as an MPLS packet. Without the inner label, the

penultimate-hop router would need to discover whether the packet is an IPv4 or IPv6

packet to set the protocol field in the Layer 2 header correctly.

WhenthePE1device inFigure 115onpage3764receivesan IPv6packet fromtheCE1device,

it performs a lookup in the IPv6 forwarding table. If the destination matches a prefix

learned from the CE2 device, then no labels need to be pushed and the packet is simply

sent to the CE2 device. If the destinationmatches a prefix that was learned from the PE2

device, then thePE1 router pushes two labels onto thepacket and sends it to theProvider

router. The inner label is 2 and the outer label is the LSP label for the PE2 router.

Each provider router in the service provider’s network handles the packet as it would any

MPLS packet, swapping labels as it passes from provider router to provider router. The

penultimate-hop provider router for the LSP pops the outer label and sends the packet

to the PE2 router.When the PE2 router receives the packet, it recognizes the IPv6 explicit

null label on the packet (Label 2). It pops this label and treats it as an IPv6 packet,

performing a lookup in the IPv6 forwarding table and forwarding the packet to the CE3

router.

This example includes the following settings:

• In addition to configuring the family inet6 statement on all the CE router–facing

interfaces, youmust also configure the statement on all the core-facing interfaces

running MPLS. Both configurations are necessary because the router must be able to

process any IPv6packets it receives on these interfaces. You should not seeany regular

IPv6 traffic arrive on these interfaces, but you will receive MPLS packets tagged with

Label 2. Even though Label 2 MPLS packets are sent in IPv4, these packets are treated

as native IPv6 packets.

• Youenable IPv6 tunnelingby including the ipv6-tunneling statement in theconfiguration

for the PE routers. This statement allows IPv6 routes to be resolved over an MPLS

network by converting all routes stored in the inet.3 routing table to IPv4-mapped IPv6

addresses and then copying them into the inet6.3 routing table. This routing table can

be used to resolve next hops for both inet6 and inet6-vpn routes.

NOTE: BGPautomatically runs its import policy evenwhen copying routes
from a primary routing table group to a secondary routing table group. If
IPv4 labeled routesarrive fromaBGPsession (for example,whenyouhave
configured the labeled-unicast statement at the [edit protocols bgp family

inet] hierarchy level on the PE router), the BGP neighbor’s import policy

also accepts IPv6 routes, since the neighbor’s import policy is run while
doing the copy operation to the inet6.3 routing table.

• When you configure MP-BGP to carry IPv6 traffic, the IPv4 MPLS label is removed at

the destination PE router. The remaining IPv6 packet without a label can then be

forwarded to the IPv6 network. To enable this, include the explicit-null statement in

the BGP configuration.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces xe-0/0/5 unit 2 family inet6 address ::10.1.1.2/126
set interfaces xe-0/0/5 unit 2 family mpls
set interfaces xe-0/0/6 unit 5 family inet address 10.1.1.5/30
set interfaces xe-0/0/6 unit 5 family inet6
set interfaces xe-0/0/6 unit 5 family mpls
set interfaces lo0 unit 2 family inet address 1.1.1.2/32
set protocolsmpls ipv6-tunneling
set protocolsmpls interface xe-0/0/5.2
set protocolsmpls interface xe-0/0/6.5
set protocols bgp group toCE1 type external
set protocols bgp group toCE1 local-address ::10.1.1.2
set protocols bgp group toCE1 family inet6 unicast
set protocols bgp group toCE1 export send-bgp6
set protocols bgp group toCE1 peer-as 1
set protocols bgp group toCE1 neighbor ::10.1.1.1
set protocols bgp group toPE2 type internal
set protocols bgp group toPE2 local-address 1.1.1.2
set protocols bgp group toPE2 family inet6 labeled-unicast explicit-null
set protocols bgp group toPE2 export next-hop-self
set protocols bgp group toPE2 export send-v6
set protocols bgp group toPE2 neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface xe-0/0/6.5
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols rsvp interface xe-0/0/6.5
set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-bgp6 from family inet6
set policy-options policy-statement send-bgp6 from protocol bgp
set policy-options policy-statement send-bgp6 then accept
set policy-options policy-statement send-v6 from family inet6
set policy-options policy-statement send-v6 from protocol bgp
set policy-options policy-statement send-v6 from protocol direct
set policy-options policy-statement send-v6 then accept
set routing-options router-id 1.1.1.2
set routing-options autonomous-system 2

Device PE2 set interfaces xe-0/0/5 unit 10 family inet address 10.1.1.10/30
set interfaces xe-0/0/5 unit 10 family inet6
set interfaces xe-0/0/5 unit 10 family mpls
set interfaces xe-0/0/6 unit 13 family inet6 address ::10.1.1.13/126
set interfaces xe-0/0/6 unit 13 family mpls
set interfaces lo0 unit 4 family inet address 1.1.1.4/32
set protocolsmpls ipv6-tunneling
set protocolsmpls interface xe-0/0/5.10
set protocolsmpls interface xe-0/0/6.13
set protocols bgp group toPE1 type internal
set protocols bgp group toPE1 local-address 1.1.1.4
set protocols bgp group toPE1 family inet6 labeled-unicast explicit-null
set protocols bgp group toPE1 export next-hop-self
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set protocols bgp group toPE1 export send-v6
set protocols bgp group toPE1 neighbor 1.1.1.2
set protocols bgp group toCE3 type external
set protocols bgp group toCE3 local-address ::10.1.1.13
set protocols bgp group toCE3 family inet6 unicast
set protocols bgp group toCE3 export send-bgp6
set protocols bgp group toCE3 peer-as 3
set protocols bgp group toCE3 neighbor ::10.1.1.14
set protocols ospf area 0.0.0.0 interface xe-0/0/5.10
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols rsvp interface xe-0/0/5.10
set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-bgp6 from family inet6
set policy-options policy-statement send-bgp6 from protocol bgp
set policy-options policy-statement send-bgp6 then accept
set policy-options policy-statement send-v6 from family inet6
set policy-options policy-statement send-v6 from protocol bgp
set policy-options policy-statement send-v6 from protocol direct
set policy-options policy-statement send-v6 then accept
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 2

Device P set interfaces xe-0/0/5 unit 6 family inet address 10.1.1.6/30
set interfaces xe-0/0/5 unit 6 family inet6
set interfaces xe-0/0/5 unit 6 family mpls
set interfaces xe-0/0/6 unit 9 family inet address 10.1.1.9/30
set interfaces xe-0/0/6 unit 9 family inet6
set interfaces xe-0/0/6 unit 9 family mpls
set interfaces lo0 unit 3 family inet address 1.1.1.3/32
set protocolsmpls interface xe-0/0/5.6
set protocolsmpls interface xe-0/0/6.9
set protocols ospf area 0.0.0.0 interface xe-0/0/5.6
set protocols ospf area 0.0.0.0 interface xe-0/0/6.9
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols rsvp interface xe-0/0/5.6
set protocols rsvp interface xe-0/0/6.9
set routing-options router-id 1.1.1.3
set routing-options autonomous-system 2

Device CE1 set interfaces xe-0/0/5 unit 1 family inet6 address ::10.1.1.1/126
set interfaces xe-0/0/5 unit 1 family mpls
set interfaces lo0 unit 1 family inet6 address ::1.1.1.1/128
set protocols bgp group toPE1 type external
set protocols bgp group toPE1 local-address ::10.1.1.1
set protocols bgp group toPE1 family inet6 unicast
set protocols bgp group toPE1 export send-v6
set protocols bgp group toPE1 peer-as 2
set protocols bgp group toPE1 neighbor ::10.1.1.2
set policy-options policy-statement send-v6 from family inet6
set policy-options policy-statement send-v6 from protocol direct
set policy-options policy-statement send-v6 then accept
set routing-options router-id 1.1.1.1
set routing-options autonomous-system 1

Device CE3 set interfaces xe-0/0/5 unit 14 family inet6 address ::10.1.1.14/126
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set interfaces xe-0/0/5 unit 14 family mpls
set interfaces lo0 unit 5 family inet6 address ::1.1.1.5/128
set protocols bgp group toPE2 type external
set protocols bgp group toPE2 local-address ::10.1.1.14
set protocols bgp group toPE2 family inet6 unicast
set protocols bgp group toPE2 export send-v6
set protocols bgp group toPE2 peer-as 2
set protocols bgp group toPE2 neighbor ::10.1.1.13
set policy-options policy-statement send-v6 from family inet6
set policy-options policy-statement send-v6 from protocol direct
set policy-options policy-statement send-v6 then accept
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 3

Configuring Device PE1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]
user@PE1# set xe-0/0/5 unit 2 family inet6 address ::10.1.1.2/126
user@PE1# set xe-0/0/5 unit 2 family mpls

user@PE1# set xe-0/0/6 unit 5 family inet address 10.1.1.5/30
user@PE1# set xe-0/0/6 unit 5 family inet6
user@PE1# set xe-0/0/6 unit 5 family mpls

user@PE1# set lo0 unit 2 family inet address 1.1.1.2/32

2. Configure MPLS on the interfaces.

[edit protocols mpls]
user@PE1# set ipv6-tunneling
user@PE1# set interface xe-0/0/5.2
user@PE1# set interface xe-0/0/6.5

3. Configure BGP.

[edit protocols bgp]
user@PE1# set group toCE1 type external
user@PE1# set group toCE1 local-address ::10.1.1.2
user@PE1# set group toCE1 family inet6 unicast
user@PE1# set group toCE1 export send-bgp6
user@PE1# set group toCE1 peer-as 1
user@PE1# set group toCE1 neighbor ::10.1.1.1

user@PE1# set group toPE2 type internal
user@PE1# set group toPE2 local-address 1.1.1.2
user@PE1# set group toPE2 family inet6 labeled-unicast explicit-null
user@PE1# set group toPE2 export next-hop-self
user@PE1# set group toPE2 export send-v6
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user@PE1# set group toPE2 neighbor 1.1.1.4

4. Configure OSPF

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface xe-0/0/6.5
user@PE1# set interface lo0.2 passive

5. Configure a signaling protocol.

[edit protocols]
user@PE1# set rsvp interface xe-0/0/6.5

6. Configure the routing policies.

[edit policy-options]
user@PE1# set policy-statement next-hop-self then next-hop self

user@PE1# set policy-statement send-bgp6 from family inet6
user@PE1# set policy-statement send-bgp6 from protocol bgp
user@PE1# set policy-statement send-bgp6 then accept

user@PE1# set policy-statement send-v6 from family inet6
user@PE1# set policy-statement send-v6 from protocol bgp
user@PE1# set policy-statement send-v6 from protocol direct
user@PE1# set policy-statement send-v6 then accept

7. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@PE1# set router-id 1.1.1.2
user@PE1# set autonomous-system 2

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
xe-0/0/5 {
unit 2 {
family inet6 {
address ::10.1.1.2/126;

}
family mpls;

}
}
xe-0/0/6 {
unit 5 {
family inet {
address 10.1.1.5/30;

}
family inet6;
family mpls;

}
}
lo0 {
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unit 2 {
family inet {
address 1.1.1.2/32;

}
}

}

user@R1# show policy-options
policy-statement next-hop-self {
then {
next-hop self;

}
}
policy-statement send-bgp6 {
from {
family inet6;
protocol bgp;

}
then accept;

}
policy-statement send-v6 {
from {
family inet6;
protocol [ bgp direct ];

}
then accept;

}

user@R1# show protocols
mpls {
ipv6-tunneling;
interface xe-0/0/5.2;
interface xe-0/0/6.5;

}
bgp {
group toCE1 {
type external;
local-address ::10.1.1.2;
family inet6 {
unicast;

}
export send-bgp6;
peer-as 1;
neighbor ::10.1.1.1;

}
group toPE2 {
type internal;
local-address 1.1.1.2;
family inet6 {
labeled-unicast {
explicit-null;

}
}
export [ next-hop-self send-v6 ];
neighbor 1.1.1.4;

}
}
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ospf {
area 0.0.0.0 {
interface xe-0/0/6.5;
interface lo0.2 {
passive;

}
}

}
rsvp {
interface xe-0/0/6.5;

}

user@R1# show routing-options
router-id 1.1.1.2;
autonomous-system 2;

If you are done configuring the device, enter commit from configuration mode.

Configure the other devices in the topology, as shown in “CLI Quick Configuration” on

page 3766.

Verification

Confirm that the configuration is working properly.

Verifying That the CE Devices Have Connectivity

Purpose Make sure that the tunnel is operating.

Action From operational mode, enter the ping command.

user@CE1> ping ::10.1.1.14
PING6(56=40+8+8 bytes) ::10.1.1.1 --> ::10.1.1.14
16 bytes from ::10.1.1.14, icmp_seq=0 hlim=61 time=10.687 ms
16 bytes from ::10.1.1.14, icmp_seq=1 hlim=61 time=9.239 ms
16 bytes from ::10.1.1.14, icmp_seq=2 hlim=61 time=1.842 ms

user@CE3> ping ::10.1.1.1
PING6(56=40+8+8 bytes) ::10.1.1.14 --> ::10.1.1.1
16 bytes from ::10.1.1.1, icmp_seq=0 hlim=61 time=1.484 ms
16 bytes from ::10.1.1.1, icmp_seq=1 hlim=61 time=1.338 ms
16 bytes from ::10.1.1.1, icmp_seq=2 hlim=61 time=1.351 ms

Meaning The IPv6 CE devices can communicate over the core IPv4 network.

Related
Documentation

Configuration Tasks

• Configuring MPLS on Provider Edge Switches on page 3772

• Configuring MPLS on Provider Switches on page 3775

• Configuring Static Label Switched Paths for MPLS on page 3776

• Configuring MPLS Firewall Filters on page 3778
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• Configuring CoS Bits for an MPLS Network on page 3781

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring MPLS to Gather Statistics on page 3784

• Configuring Automatic Bandwidth Allocation for LSPs on page 3785

• Configuring Reporting of Automatic Bandwidth Allocation Statistics on page 3792

• Configuring MPLS Firewall Filters and Policers on page 3795

ConfiguringMPLS on Provider Edge Switches

To implement MPLS, youmust configure two provider edge (PE) switches—an ingress

PE switch and an egress PE switch—and at least one provider switch. You can configure

the customer edge (CE) interfaces on the PE switches of theMPLSnetwork using IP over

MPLS.

This topic describes how to configure an ingress PE switch and an egress PE switch using

IP over MPLS:

1. Configuring the Ingress PE Switch on page 3772

2. Configuring the Egress PE Switch on page 3773

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]
user@switch# set lo0 unit 0 family inet address 192.168.10.1/32
user@switch# set xe-0/0/5 unit 0 family inet address 10.1.5.1/24
user@switch# set xe-0/0/6 unit 0 family inet address 10.1.6.1/24

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as core interfaces.

2. Configure OSPF on the loopback interface and the core interfaces:

NOTE: You can use the switch address as an alternative to the loopback
interface.

[edit protocols ospf]
user@switch# set area 0.0.0.0 interface lo0.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0
user@switch# set area 0.0.0.0 interface xe-0/0/6.0

3. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set interface lo0.0
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0
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4. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0

5. Configure family mpls on the logical units of the core interfaces, thereby identifying

the interfaces that will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family mpls
user@switch# set xe-0/0/6 unit 0 family mpls

6. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP

address:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 family inet address 121.100.10.1/16

7. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface xe-0/0/3.0

8. Configure an LSPon the ingressPE switch (192.168.10.1) to send IPpackets overMPLS

to the egress PE switch (192.168.12.1):

[edit protocols mpls]
user@switch# set label-switched-path lsp_1 to 192.168.12.1

9. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path lsp_1 no-cspf

NOTE: We recommend disabling constrained-path LSP computation
becauseMPLS traffic engineering is not supportedonQFXSeries devices.

10. Configure a static route from the ingress PE switch to the egress PE switch, thereby

indicating to the routing protocol that the packets will be forwarded over the MPLS

LSP that has been set up to that destination:

[edit routing-options]
user@switch# set static route 2.2.2.0/24 next-hop 192.168.10.1
user@switch# set static route 2.2.2.0/24 resolve

Configuring the Egress PE Switch

To configure the egress PE switch:

1. Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]
user@switch# set lo0 unit 0 family inet address 192.168.12.1/32
user@switch# set xe-0/0/5 unit 0 family inet address 10.1.20.1/24
user@switch# set xe-0/0/6 unit 0 family inet address 10.1.21.1/24

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as core interfaces.

2. Configure OSPF on the loopback interface and the core interfaces:
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NOTE: You can use the switch address as an alternative to the loopback
interface.

[edit protocols ospf]
user@switch# set area 0.0.0.0 interface lo0.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0
user@switch# set area 0.0.0.0 interface xe-0/0/6.0

3. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set rsvp interface lo0.0
user@switch# set rsvp interface xe-0/0/5.0
user@switch# set rsvp interface xe-0/0/6.0

4. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0

5. Configure family mpls on the logical units of the core interfaces, thereby identifying

the interfaces that will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family mpls
user@switch# set xe-0/0/6 unit 0 family mpls

6. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP

address:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 family inet address 2.2.2.1/16

7. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface xe-0/0/3

8. Configure an LSP on the egress PE switch (192.168.12.1) to send IP packets over MPLS

to the ingress PE switch (192.168.10.1):

[edit protocols mpls]
user@switch# set label-switched-path lsp_2 to 192.168.10.1

9. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path lsp_2 no-cspf

NOTE: We recommend disabling constrained-path LSP computation
becauseMPLS traffic engineering is not supportedonQFXSeries devices.

10. Configure a static route from the ingress PE switch to the egress PE switch, thereby

indicating to the routing protocol that the packets will be forwarded over the MPLS

LSP that has been set up to that destination:

[edit routing-options]
user@switch# set static route 121.121.121.0/24 next-hop 192.168.12.1
user@switch# set static route 121.121.121.0/24 resolve
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Related
Documentation

MPLS Configuration Guidelines on page 3753•

• Configuring MPLS on Provider Switches on page 3775

• MPLS Feature Support on the QFX Series Overview on page 3748

• Understanding MPLS Components for the QFX Series on page 3738

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

ConfiguringMPLS on Provider Switches

To implement MPLS, youmust configure at least one provider switch as a transit switch

for the MPLS packets.

MPLS requires the configuration of an interior gateway protocol (OSPF) and a signaling

protocol (RSVP) on the core interfaces and the loopback interface of all the switches.

This procedure includes the configuration of OSPF on the provider switch.

To configure the provider switch, complete the following tasks:

1. Configure OSPF on the loopback and core interfaces:

NOTE: You can use the switch address as an alternative to the loopback
interface.

[edit protocols ospf]
user@switch# set area 0.0.0.0 interface lo0.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0
user@switch# set area 0.0.0.0 interface xe-0/0/6.0
user@switch# set area 0.0.0.0 interface ae0

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as core interfaces.

2. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0
user@switch# set interface ae0

3. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set interface lo0.0
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0
user@switch# set interface ae0

4. Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]
user@switch# set lo0 unit 0 family inet address 127.1.1.1/32
user@switch# set xe-0/0/5 unit 0 family inet address 10.1.5.1/24
user@switch# set xe-0/0/6 unit 0 family inet address 10.1.6.1/24
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user@switch# set ae0 unit 0 family inet address 10.1.9.2/24

5. Configure family mpls on the logical units of the core interfaces, thereby identifying

the interfaces that will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family mpls
user@switch# set xe-0/0/6 unit 0 family mpls
user@switch# set ae0 unit 0 family mpls

NOTE: You can configure family mpls on either individual interfaces or

aggregated Ethernet interfaces. You cannot configure it on tagged VLAN
interfaces.

Related
Documentation

Configuring MPLS on Provider Edge Switches on page 3772•

• MPLS Configuration Guidelines on page 3753

• MPLS Feature Support on the QFX Series Overview on page 3748

• Understanding MPLS Components for the QFX Series on page 3738

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

Configuring Static Label Switched Paths for MPLS

Configuring static label-switched paths (LSPs) for MPLS is similar to configuring static

routes on individual switches. As with static routes, there is no error reporting, liveliness

detection, or statistics reporting.

To configure static LSPs, configure the ingress PE switch and each provider switch along

the path up to and including the egress PE switch.

For the ingress PE switch, configure which packets to tag (based on the packet’s

destination IP address), configure the next switch in the LSP, and the tag to apply to the

packet. Manually assigned labels can have values from 0 through 1,048,575.

For the transit switches in the path, configure the next switch in the path and the tag to

apply to the packet. Manually assigned labels can have values from 1,000,000 through

1,048,575.

The egress PE switch removes the label and forwards the packet to the IP destination.

However, if the previous switch removed the label, the egress switch examines the

packet’s IP header and forwards the packet toward its IP destination.

Before you configure a static LSP, youmust configure the basic components for anMPLS

network:

• Configure two PE switches. See “Configuring MPLS on Provider Edge Switches” on

page 3772.
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NOTE: Do not configure LSPs at the [edit protocolsmpls

label-switched-path] hierarchy level on the PE switches.

• Configureoneormoreprovider switches.See “ConfiguringMPLSonProviderSwitches”

on page 3775.

This topicdescribeshowtoconfigurean ingressPEswitch, oneormoreprovider switches,

and an egress PE switch for static LSP:

1. Configuring the Ingress PE Switch on page 3777

2. Configuring the Provider and the Egress PE Switch on page 3777

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for every core interface:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family inet address address

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as core interfaces.

2. Configure the name associated with the static LSP:

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name

3. Configure the next hop switch for the LSP:

[edit protocols mpls]
user@switch# setstatic-label-switched-path lsp-name ingressnext-hopaddress-of-next-hop

4. Specify the address of the egress switch for the LSP:

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name ingress to address-of-egress-switch

5. Configure the new label that you want to add to the top of the label stack:

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name ingress push out-label

Configuring the Provider and the Egress PE Switch

To configure a static LSP for MPLS on the provider and egress PE switch:

1. Configure a transit static LSP:

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name transit incoming-label

2. Configure the next hop switch for the LSP:

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name transit incoming-label next-hop
address-of-next-hop
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3. Only for provider switches, remove the label at the top of the label stack and replace

it with the specified label:

[edit protocols mpls]
user@switch# setstatic-label-switched-path lsp-name transit incoming-labelswapout-label

4. Only for the egress PE switch, remove the label at the top of the label stack:

NOTE: If there is another label in the stack, that label becomes the label
at the topof the label stack.Otherwise, thepacket is forwardedasanative
protocol packet (typically, as an IP packet).

[edit protocols mpls]
user@switch# set static-label-switched-path lsp-name transit incoming-label pop

Related
Documentation

Configuring MPLS on Provider Edge Switches on page 3772•

• Configuring MPLS on Provider Switches on page 3775

• Understanding MPLS Label Operations on the QFX Series on page 3741

ConfiguringMPLS Firewall Filters

You can configure firewall filters to filter MPLS traffic. To use an MPLS firewall filter, you

must first configure the filter and then apply it to an interface you have configured for

forwarding MPLS traffic.

NOTE: You can configure ingress MPLS firewall filters only. Egress MPLS
firewall filters are not supported.

Whenyouconfigure anMPLS firewall filter, youdefine filtering criteria (terms,withmatch

conditions) for the packets and an action (action, or action modifier) for the switch to

take if the packets match the filtering criteria.

• Table 274 on page 3779 describes the match conditions you can configure for MPLS

firewall filters at the [edit firewall family mpls filter filter-name term term-name from]

hierarchy level.

NOTE: If a packet hasmultiple MPLS labels, the filter applies thematch
conditions to only the bottom label in the label stack.
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Table 274: SupportedMatch Conditions for MPLS Firewall Filters

DescriptionMatch Condition

Experimental (EXP) bit number or range of bit numbers in the MPLS header of a
packet.

Fornumber, youcanspecifyoneormorevalues from0through7 inbinary, decimal
or hexadecimal format, as given below:

• A single EXP bit—for example, exp 3

• Several EXP bits—for example, exp 0,4

• A range of EXP bits—for example, exp [0-5]

exp number

MPLS label value or range of label values in the MPLS header of a packet.

Fornumber, youcanspecifyoneormorevalues from0through 1048575 indecimal
or hexadecimal format, as given below:

• A single label—for example, label 3

• Several labels—for example, label 0,4

• A range of labels—for example, label [0-5]

label number

• Table275onpage3779describes theactions youcanconfigure forMPLS firewall filters

at the [edit firewall family mpls filter filter-name term term-name then] hierarchy level.

Table 275: Supported Actions for MPLS Firewall Filters

DescriptionAction

Accept a packetaccept

Count the number of packets that pass this filter or term.

NOTE: We recommend that you configure a counter for each term in a firewall
filter, so that you canmonitor the number of packets that match the conditions
specified in each filter term.

count counter-name

Discard a packet silently without sending an Internet Control Message Protocol
(ICMP)message

discard

• Configuring an MPLS Firewall Filter on page 3779

• Applying an MPLS Firewall Filter to an MPLS Interface on page 3780

Configuring anMPLS Firewall Filter

To configure an MPLS firewall filter:

1. Configure the filter name, termname, and at least onematch condition—for example,

match on MPLS packets with EXP bits set to either 0 or 4:

[edit firewall familympls]
user@switch# set filter ingress-exp-filter term term-one from exp 0,4
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2. In each firewall filter term, specify the actions to take if the packet matches all the

conditions in that term—for example, count MPLS packets with EXP bits set to either

0 or 4:

[edit firewall family mpls filter ingress-exp-filter term term-one then]
user@switch# set count counter0
user@switch# set accept

Applying anMPLS Firewall Filter to anMPLS Interface

To apply theMPLS firewall filter to an interface you have configured for forwardingMPLS

traffic (using the family mpls statement at the [edit interfaces interface-name unit

unit-number] hierarchy level):

NOTE: You can apply firewall filters only to filter MPLS packets that enter
an interface.

1. Apply the firewall filter to an MPLS interface—for example, apply the firewall filter to

interface xe-0/0/5:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family mpls filter input ingress-exp-filter

2. Review your configuration and issue the commit command:

[edit interfaces]
user@switch# commit
commit complete

Related
Documentation

MPLS Feature Support on the QFX Series Overview on page 3748•

• Supported MPLS and ECMP Scaling Values on page 3750
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Configuring CoS Bits for anMPLSNetwork

When traffic enters a labeled-switch path (LSP) tunnel, the CoS bits in theMPLS header

are set in one of two ways:

• The number of the output queue into which the packet was buffered and the packet

loss priority (PLP) bit are written into the MPLS header and are used as the packet’s

CoS value. This behavior is the default, and no configuration is required. The Junos OS

Class of Service Library for Routing Devices explains the IP CoS values, and summarizes

how the CoS bits are treated.

• You set a fixed CoS value on all packets entering the LSP tunnel. A fixed CoS value

means that all packets entering the LSP receive the same class of service.

To set a fixed CoS value on all packets entering the LSP:

1. Specify a class of service value for the LSP:

NOTE: TheCoS value set using the class-of-service statement at the [edit

protocolsmpls] hierarchy level supersedes the CoS value set at the [edit

class-of-service] hierarchy level for an interface. Effectively, the CoS value

configured for an LSP overrides the CoS value set for an interface.

[edit protocols mpls]
user@switch# set class-of-service cos-value

Related
Documentation

Understanding CoS Classifiers on page 5334•

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Defining CoS Rewrite Rules on page 5693
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Configuring a Global MPLS EXP Classifier

EXP packet classification associates incoming packets with a particular MPLS CoS

servicing level. EXP behavior aggregate (BA) classifiers examine the MPLS EXP value in

thepacketheader todetermine theCoSsettingsapplied to thepacket. EXPBAclassifiers

allow you to set the forwarding class and loss priority of an MPLS packet based on the

incoming CoS value.

You can configure as many EXP classifiers as you want, however, the switch uses only

one MPLS EXP classifier as a global classifier on all interfaces. All switch interfaces use

the global EXP classifier to classify MPLS traffic.

If an EXP classifier is configured, MPLS traffic uses the EXP classifier. If an EXP classifier

is not configured, then if a fixed classifier is applied to the interface, theMPLS traffic uses

the fixed classifier. If no EXP classifier and no fixed classifier is applied to the interface,

MPLS traffic is treated as best-effort traffic. DSCP classifiers are not applied to MPLS

traffic.

NOTE: There is no default MPLS EXP classifier. If you want to use anMPLS
EXP classifier, youmust configure it. The MPLS EXP classifier is global and
applies to all interfaces on the switch that transport MPLS traffic. You can
configure asmanyMPLS EXP classifiers as you want, but you can only use
oneMPLS EXP classifier on switch interfaces at any time.

To configure a unicast MPLS EXP classifier using the CLI:

1. Create an EXP classifier and associate it with a forwarding class, a loss priority, and

a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1 | exp) classifier-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

2. Apply the EXP classifier to the switch interfaces:

[edit class-of-service]
user@switch# set system-defaults classifiers exp classifier-name

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783
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Configuring Rewrite Rules for MPLS EXP Classifiers

You configure EXP rewrite rules to alter CoS values in outgoing MPLS packets on the

outbound interfaces of a switch tomatch the policies of a targeted peer. Policymatching

allows the downstream routing platform or switch in a neighboring network to classify

each packet into the appropriate service group.

To configure an EXP CoS rewrite rule, create the rule by giving it a name and associating

it with a forwarding class, loss priority, and code point. This creates a rewrite table. After

the rewrite rule is created, enable it on a logical interface. EXP rewrite rules can only be

enabled on logical interfaces, not on physical interfaces. You can also apply an existing

EXP rewrite rule on a logical interface.

NOTE: There are no default rewrite rules.

You can configure as many EXP rewrite rules as you want, but you can only use 16 EXP

rewrite rules at any time on the switch. On a given logical interface, all pushed MPLS

labels have the same EXP rewrite rule applied to them. You can apply different EXP

rewrite rules to different logical interfaces on the same physical interface.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured, or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: To replace an existing rewrite rule on the interface with a new rewrite
rule of the same type, first explicitly remove the existing rewrite rule and then
apply the new rule.

To create an EXP rewrite rule for MPLS traffic and enable it on a logical interface:

1. Create an EXP rewrite rule:

user@switch# set class-of-service rewrite-rules exp rewrite-rule-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

For example, to configure an EXP rewrite rule named exp-rr-1 for a forwarding class

namedmpls-1with a loss priority of low that rewrites the EXP code point value to001:

user@switch# set class-of-service rewrite-rules exp exp-rr-1 forwarding-classmpls-1
loss-priority low code-points 001

2. Apply the rewrite rule to a logical interface:

user@switch # set class-of-service interfaces interface-name unit logical-unit rewrite-rules
exp rewrite-rule-name

For example, to apply a rewrite rule named exp-rr-1 to logical interface xe-0/0/10.0:
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user@switch# set class-of-service interfaces xe-0/0/10 unit 0 rewrite-rules exp exp-rr-1

NOTE: In this example, all forwarding classes assigned to port xe-0/0/10
must have rewrite rules. Do not mix forwarding classes that have rewrite
rules with forwarding classes that do not have rewrite rules on the same
interface.

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Monitoring CoS Rewrite Rules on page 5812

• Defining CoS Rewrite Rules on page 5693

• Configuring a Global MPLS EXP Classifier on page 3782

ConfiguringMPLS to Gather Statistics

You can configure MPLS so that it periodically gathers traffic statistics about all MPLS

sessions, including transit sessions, by configuring the statistics statement. Youmust

configure the statistics statement if you want to collect MPLS traffic statistics using

SNMP polling of MPLSManagement Information Bases (MIBs).

To enable MPLS statistics collection, include the statistics statement:

statistics {
auto-bandwidth;
file filename <files number> <size size> <world-readable | no-world-readable>;
interval seconds;
no-transit-statistics;

}

You can configure these statements at the following hierarchy levels:

• [edit protocolsmpls]

• [edit logical-systems logical-system-name protocolsmpls]

The default interval is 300 seconds.

If you configure the file option, the statistics are placed in a file, with one entry per LSP.

During the specified interval, the following information is recorded in this file:

• The number of packets, number of bytes, packets per second, and bytes per second

transmitted by each LSP. Feature parity for the display of packet and byte statistics

for sub-LSPs of a point-to-multipoint LSP on the Junos Trio chipset is supported in

Junos OS Releases 11.1R2, 11.2R2, and 11.4.

• The percent of bandwidth transmitted over a given LSP in relation to the bandwidth

percentage configured for that LSP. If no bandwidth is configured for an LSP, 0 percent

is recorded in the percentage column.
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At the end of each periodic report, a summary shows the current time, total number of

sessions, number of sessions read, number of sessions ignored, and read errors, if any.

Ignored sessions are typically those not in the up state or those with a reserved

(0 through 15) incoming label (typically the egress point of an LSP). The reason for a

read error appears on the same line as the entry for the LSP onwhich the error occurred.

Gathering statistics is an unreliable process; occasional read errors might affect their

accuracy. Sample output follows:

lsp6                    0 pkt              0 Byte      0 pps        0 Bps    0
lsp5                    0 pkt              0 Byte      0 pps        0 Bps    0
lsp6.1              34845 pkt        2926980 Byte   1049 pps    88179 Bps  132
lsp5.1                  0 pkt              0 Byte      0 pps        0 Bps    0
lsp4                    0 pkt              0 Byte      0 pps        0 Bps    0
Dec  7 17:28:38 Total 6 sessions: 5 success, 0 fail, 1 ignored

Related
Documentation

Configuring Automatic Bandwidth Allocation for LSPs on page 3785•

Configuring Automatic Bandwidth Allocation for LSPs

Automatic bandwidth allocation allows an MPLS tunnel to automatically adjust its

bandwidth allocation based on the volume of traffic flowing through the tunnel. You can

configure an LSP with minimal bandwidth, and this feature can dynamically adjust the

LSP’sbandwidthallocationbasedoncurrent trafficpatterns.Thebandwidthadjustments

do not interrupt traffic flow through the tunnel.

At the end of the automatic bandwidth allocation time interval, the current maximum

average bandwidth usage is compared with the allocated bandwidth for the LSP. If the

LSP needsmore bandwidth, an attempt is made to set up a new path where bandwidth

is equal to the current maximum average usage. If the attempt is successful, the LSP’s

traffic is routed through the new path and the old path is removed. If the attempt fails,

the LSP continues to use its current path.

If you have configured link and node protection for the LSP and traffic has been switched

to the bypass LSP, the automatic bandwidth allocation feature continues to operate and

take bandwidth samples from the bypass LSP. For the first bandwidth adjustment cycle,

themaximumaverage bandwidth usage taken from the original link and node-protected

LSP is used to resignal the bypass LSP if more bandwidth is needed.

If you have configured fast-reroute for the LSP, youmight not be able to use this feature

to adjust the bandwidth. Because the LSPs use a fixed filter (FF) reservation style, when

a new path is signaled, the bandwidth might be double-counted. Double-counting can

preventa fast-rerouteLSP fromeveradjusting itsbandwidthwhenautomaticbandwidth

allocation is enabled.

To configure automatic bandwidth allocation, complete the steps in the following

sections:

• Configuring Automatic Bandwidth Allocation on LSPs on page 3786

• Requesting Automatic Bandwidth Allocation Adjustment on page 3791
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Configuring Automatic Bandwidth Allocation on LSPs

To enable automatic bandwidth allocation on an LSP, include the auto-bandwidth

statement:

auto-bandwidth {
adjust-interval seconds;
adjust-threshold percent;
adjust-threshold-overflow-limit number;
adjust-threshold-underflow-limit number;
maximum-bandwidth bps;
minimum-bandwidth bps;
minimum-bandwidth-adjust-interval
minimum-bandwidth-adjust-threshold-change
minimum-bandwidth-adjust-threshold-value
monitor-bandwidth;

}

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name]

If anLSPhasanautomaticbandwidthconfiguration, youcandisableautomaticbandwidth

adjustments on a particular path (either primary or secondary) by configuring a static

bandwidth value and by disabling theCSPF computation (using the no-cspf statement).

For example:

user@host> show protocolsmpls
label-switched-path primary-path {
to 192.168.0.1;
ldp-tunneling;
optimize-timer 3571;
least-fill;
link-protection;
adaptive;
auto-bandwidth {
adjust-interval 7177;
adjust-threshold 5;
minimum-bandwidth 1m;
maximum-bandwidth 2500000000;
adjust-threshold-overflow-limit 2;
resignal-minimum-bandwidth;

}
primary primary-path;
secondary secondary-path {
bandwidth 0;
no-cspf;
priority 0 0;

}
}
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The statements configured at the [edit protocolsmpls label-switched-path

label-switched-path-name auto-bandwidth] hierarchy level are optional and explained in

the following sections:

• Configuring the Automatic Bandwidth Allocation Interval on page 3787

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787

• Configuring the Automatic Bandwidth Adjustment Threshold on page 3788

• Configuring a Limit on Bandwidth Overflow and Underflow Samples on page 3788

• Configuring Passive Bandwidth Utilization Monitoring on page 3790

Configuring the Automatic Bandwidth Allocation Interval

At the end of the automatic bandwidth allocation interval, the automatic bandwidth

computation and new path setup process is triggered.

NOTE: To prevent unnecessary resignaling of LSPs, it is best to configure an
LSP adjustment interval that is at least three times longer than the MPLS
automaticbandwidth statistics interval. For example, if youconfigureavalue
of 30 seconds for theMPLSautomatic bandwidth statistics interval (interval

statement at the [edit protocolsmpls statistics] hierarchy level), you should

configure a value of at least 90 seconds for the LSP adjustment interval
(adjust-interval statement at the [edit protocolsmpls label-switched-path

label-switched-path-name auto-bandwidth] hierarchy level). See also

“Configuring Reporting of Automatic Bandwidth Allocation Statistics” on
page 3792.

To specify the bandwidth reallocation interval in seconds for a specific LSP, include the

adjust-interval statement:

adjust-interval seconds;

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

Configuring the Maximum andMinimumBounds of the LSP’s Bandwidth

You canmaintain the LSP’s bandwidth betweenminimum andmaximum bounds by

specifying values for theminimum-bandwidth andmaximum-bandwidth statements.

To specify the minimum amount of bandwidth allocated for a specific LSP, include the

minimum-bandwidth statement:

minimum-bandwidth bps;

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]
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• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

To specify the maximum amount of bandwidth allocated for a specific LSP, include the

maximum-bandwidth statement:

maximum-bandwidth bps;

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

Configuring the Automatic Bandwidth Adjustment Threshold

Use theadjust-threshold statement to specify the sensitivity of theautomatic bandwidth

adjustment of an LSP to changes in bandwidth utilization. You can set the threshold for

when to triggerautomaticbandwidthadjustments.Whenconfigured,bandwidthdemand

for the current interval is determined and compared to the LSP’s current bandwidth

allocation. If the percentage difference in bandwidth is greater than or equal to the

specified adjust-threshold percentage, the LSP’s bandwidth is adjusted to the current

bandwidth demand.

For example, assume that the current bandwidth allocation is 100megabits per second

(Mbps) and that the percentage configured for the adjust-threshold statement is 15

percent. If the bandwidth demand increases to 110Mbps, the bandwidth allocation is not

adjusted. However, if the bandwidth demand increases to 120 Mbps (20 percent over

thecurrentallocation)ordecreases to80Mbps (20percentunder thecurrentallocation),

thebandwidthallocation is increased to 120Mbpsor decreased to80Mbps, respectively.

To configure the threshold for automatic bandwidth adjustment, include the

adjust-threshold statement:

adjust-threshold percent;

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

Configuring a Limit on Bandwidth Overflow and Underflow Samples

The automatic bandwidth adjustment timer is a periodic timer which is triggered every

adjust interval to determine whether any bandwidth adjustments are required on the

LSP's active path. This interval is typically configured as a long period of time, usually

hours. If, at the end of adjust interval, the change in bandwidth is above a certain adjust

threshold, the LSP is resignaled with the new bandwidth.

During the automatic bandwidth adjustment interval, the router might receive a steady

increase in traffic (increasing bandwidth utilization) on an LSP, potentially causing

Copyright © 2014, Juniper Networks, Inc.3788

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



congestion or packet loss. To prevent this, you can define a second trigger to prematurely

expire the automatic bandwidth adjustment timer before the end of the current

adjustment interval.

Every statistics interval, the router samples the average bandwidth utilization of an LSP

and if this has exceeded the current maximum average bandwidth utilization, the

maximum average bandwidth utilization is updated.

During each sample period, the following conditions are also checked:

• Is the current average bandwidth utilization above the active bandwidth of the path?

• Has thedifferencebetween theaveragebandwidthutilizationand theactivebandwidth

exceeded the adjust threshold (bandwidth utilization has changed significantly)?

If these conditions are true, it is considered to be one bandwidth overflow sample. Using

the adjust-threshold-overflow-limit statement, you can define a limit on the number of

bandwidth overflow samples such that when the limit is reached, the current automatic

bandwidth adjustment timer is expired and a bandwidth adjustment is triggered. Once

this adjustment is complete, the normal automatic bandwidth adjustment timer is reset

to expire after the periodic adjustment interval.

To specify a limit on the number of bandwidth overflow samples before triggering an

automaticbandwidthallocationadjustment, configure theadjust-threshold-overflow-limit

statement:

adjust-threshold-overflow-limit number;

Similarly, if the current average bandwidth utilization is below the active bandwidth of

the path by the configured adjusted threshold (meaning that bandwidth utilization has

gone down significantly), the sample is considered to be an underflow sample. The

adjusted(newsignaling)bandwidthafteranadjustmentduetounderflow is themaximum

averagebandwidthamong theunderflowsamples. Youcanspecify a limit on thenumber

of bandwidth underflow samples before triggering an automatic bandwidth allocation

adjustment by configuring the adjust threshold-underflow-limit statement:

adjust-threshold-underflow-limit number;

These statements can be configured at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

Youmust configure the adjust-thresholdandminimum-bandwidth statementswhenever

you configure the adjust-threshold-underflow-limit statement. Youmust configure the

adjust-threshold andmaximum-bandwidth statements whenever you configure the

adjust-threshold-overflow-limit statement

• Youmust configure a nonzero value for the adjust-threshold statement if you configure

the adjust-threshold-overflow-limit or adjust-threshold-underflow-limit statement.
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• Anybandwidth increaseordecreasebelowthevalueconfigured for theadjust-threshold

statement does not constitute an overflow or underflow condition.

• To prevent unlimited increases in LSP bandwidth (to limit overflow beyond a certain

bandwidth), youmust also configure themaximum-bandwidth statement when you

configure the adjust-threshold-overflow-limit statement.

The following describes the other aspects of the adjust-threshold-overflow-limit

statement:

• It only applies to bandwidth overflows. If the bandwidth is decreasing, the normal

automatic bandwidth adjustment interval is used.

• It does not affect manually triggered automatic bandwidth adjustment.

• It applies to single-class DiffServ-TE LSPs.

• Because the adjust-threshold-overflow-limit statement can trigger a bandwidth

adjustment, it cannotbeenabledat thesametimeas themonitor-bandwidthstatement

(for information about that statement, see “Configuring Passive Bandwidth Utilization

Monitoring” on page 3790).

• You cannot configure automatic bandwidth adjustments to occur more often than

every 300 seconds. The adjust-threshold-overflow-limit statement is subject to the

sameminimum value with regard to the minimum frequency of adjustment allowed.

Overflow condition based adjustments can occur no sooner than 300 seconds from

the start of the overflow condition. Therefore it is required that:

sample interval x adjust-threshold-overflow-limit >= 300s

These values are checked during the commit operation. An error is returned if the value

is less than 300 seconds.

• If you change the value of the adjust-threshold-overflow-limit statement on a working

router, you can expect the following behavior:

• If you increase the current value of the adjust-threshold-overflow-limit statement,

the old value is replaced with the new one.

• If you decrease the current value of the adjust-threshold-overflow-limit statement

and the current bandwidth overflow count is less than the new value, the old value

is replaced with the new one.

• If you decrease the current value of the adjust-threshold-overflow-limit statement

and the current bandwidth overflow count is greater than the new value, the

adjustment timer is immediately expired and a bandwidth adjustment is initiated.

Configuring Passive Bandwidth Utilization Monitoring

Use themonitor-bandwidth statement to switch to a passive bandwidth utilization

monitoringmode. In thismode, no automatic bandwidth adjustments aremade, but the

maximum average bandwidth utilization is continuously monitored and recorded.

To configure passive bandwidth utilization monitoring, include themonitor-bandwidth

statement:
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monitor-bandwidth;

You can include this statement at the following hierarchy levels:

• [edit protocolsmpls label-switched-path lsp-name auto-bandwidth]

• [edit logical-systems logical-system-nameprotocolsmpls label-switched-path lsp-name

auto-bandwidth]

If youhaveconfiguredanLSPwithprimaryandsecondarypaths, theautomaticbandwidth

allocation statistics are carried over to the secondary path if the primary path fails. For

example, consider a primary pathwhose adjustment interval is half complete andwhose

maximum average bandwidth usage is currently calculated as 50Mbps. If the primary

pathsuddenly fails, the time remaining for thenextadjustmentand themaximumaverage

bandwidth usage are carried over to the secondary path.

Requesting Automatic Bandwidth Allocation Adjustment

For MPLS LSP automatic bandwidth allocation adjustment, the minimum value for the

adjustment interval is 5 minutes (300 seconds). Youmight find it necessary to trigger a

bandwidth allocation adjustmentmanually, for example in the following circumstances:

• When you are testing automatic bandwidth allocation in a network lab.

• When the LSP is configured for automatic bandwidth allocation inmonitor mode (the

monitor-bandwidth statement is included in the configuration as described in

“ConfiguringPassiveBandwidthUtilizationMonitoring”onpage3790),andwantto initiate

an immediate bandwidth adjustment.

To use the requestmpls lsp adjust-autobandwidth command, the followingmust be true:

• Automatic bandwidth allocation must be enabled on the LSP.

• The criteria required to trigger a bandwidth adjustment have beenmet (the difference

between the adjust bandwidth and the current LSP path bandwidth is greater than

the threshold limit).

A manually triggered bandwidth adjustment operates only on the active LSP path. Also,

if you have enabled periodic automatic bandwidth adjustment, the periodic automatic

bandwidth adjustment parameters (the adjustment interval and themaximum average

bandwidth) are not reset after a manual adjustment.

For example, suppose the periodic adjust interval is 10 hours and there are currently

5 hours remaining before an automatic bandwidth adjustment is triggered. If you initiate

a manual adjustment with the requestmpls lsp adjust-autobandwidth command, the

adjust timer is not reset and still has 5 hours remaining.

Tomanually trigger abandwidthallocationadjustment, youneed touse the requestmpls

lsp adjust-autobandwidth command. You can trigger the command for all affected LSPs

on the router, or you can specify a particular LSP:

user@host> requestmpls lsp adjust-autobandwidth
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Onceyouexecute thiscommand, theautomaticbandwidthadjustmentvalidationprocess

is triggered. If all the criteria for adjustment are met, the LSP’s active path bandwidth is

adjusted to the adjusted bandwidth value determined during the validation process.

Related
Documentation

Configuring MPLS to Gather Statistics on page 3784•

• Configuring Reporting of Automatic Bandwidth Allocation Statistics on page 3792

• requestmpls lsp adjust-autobandwidth on page 3840

• showmpls lsp on page 3870

Configuring Reporting of Automatic Bandwidth Allocation Statistics

Automatic bandwidth allocation allows an MPLS tunnel to automatically adjust its

bandwidth allocation based on the volume of traffic flowing through the tunnel. You can

configure the device to collect statistics related to automatic bandwidth allocation by

completing the following steps:

1. To collect statistics related to automatic bandwidth allocation, configure the

auto-bandwidth option for the statistics statement at the [edit protocolsmpls]

hierarchy level. These settings apply to all LSPs configured on the router on which

you have also configured the auto-bandwidth statement at the [edit protocolsmpls

label-switched-path label-switched-path-name] hierarchy level.

statistics {
auto-bandwidth;
file filename <files number> <size size> <world-readable | no-world-readable>;
interval seconds;
no-transit-statistics;

}

2. Specify the filename for the files used to store theMPLS trace operation output using

the file option. All files are placed in the directory /var/log. We recommend that you

place MPLS tracing output in the filempls-log.

3. Specify the maximum number of trace files using the files number option. When a

trace file named trace-file reaches its maximum size, it is renamed trace-file.0, then

trace-file.1, and so on, until the maximum number of trace files is reached. Then the

oldest trace file is overwritten.

4. Specify the interval for calculating the averagebandwidth usageby configuring a time

in seconds using the interval option. You can also set the adjustment interval on a

specific LSP by configuring the interval option at the [edit protocolsmpls

label-switch-path label-switched-path-name statistics] hierarchy level.
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NOTE: To prevent unnecessary resignaling of LSPs, it is best to configure
an LSP adjustment interval that is at least three times longer than the
MPLS automatic bandwidth statistics interval. For example, if you
configure a value of 30 seconds for the MPLS automatic bandwidth
statistics interval (interval statement at the [edit protocolsmpls statistics]

hierarchy level), you should configure a value of at least 90 seconds for
the LSP adjustment interval (adjust-interval statement at the [edit

protocolsmpls label-switched-path label-switched-path-name

auto-bandwidth] hierarchy level).

5. To trace automatic bandwidth allocation, include the autobw-state flag for theMPLS

traceoptions statement at the [edit protocolsmpls] hierarchy level.

The following configuration enables theMPLS traceoptions for automatic bandwidth
allocation. The trace records are stored in a file called auto-band-trace (the filename
is user configurable):

[edit protocols mpls]
traceoptions {
file auto-band-trace size 10k files 10 world-readable;
flag autobw-state;

}

6. Using the show log command, you can display the automatic bandwidth allocation

statistics file generated when you configure the auto-bandwidth statement. The

following shows sample log file output taken from anMPLS statistics file named

auto-band-stats on a router configured with an LSP named E-D. The log file shows

that LSP E-D is operating over its reserved bandwidth limit initially. BeforeOct 30

17:14:57, the router triggered an automatic bandwidth adjustment (youmight see two

sessions for an LSP undergoing an automatic bandwidth adjustment). ByOct 29

17:16:57, the LSP has been reestablished at a higher bandwidth and is now shown

using less than 100 percent of its Reserved Bw (reserved bandwidth).

user@host> show log auto-band-stats
E-D          (LSP ID 5, Tunnel ID 6741)          209 pkt          17094 Byte 
     1 pps       90 Bps Util 240.01% Reserved Bw       37 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 
17:13:57 Total 1 sessions: 1 success, 0 fail, 0 ignored
E-D          (LSP ID 5, Tunnel ID 6741)          241 pkt          19737 Byte 
     1 pps       88 Bps Util 234.67% Reserved Bw       37 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 
17:14:27 Total 1 sessions: 1 success, 0 fail, 0 ignored
E-D          (LSP ID 5, Tunnel ID 6741)          276 pkt          22607 Byte 
     1 pps       95 Bps Util 253.34% Reserved Bw       37 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 
17:14:57 Total 1 sessions: 1 success, 0 fail, 0 ignored
E-D          (LSP ID 5, Tunnel ID 6741)            0 pkt              0 Byte 
     0 pps        0 Bps Util  0.00% Reserved Bw       37 Bps
E-D          (LSP ID 6, Tunnel ID 6741)            0 pkt              0 Byte 
     0 pps        0 Bps Util  0.00% Reserved Bw      101 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1decr nh 
0x952c308, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 17:15:27 Total
 2 sessions: 2 success, 0 fail, 0 ignored
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E-D          (LSP ID 5, Tunnel ID 6741)            0 pkt              0 Byte 
     0 pps        0 Bps Util  0.00% Reserved Bw       37 Bps
E-D          (LSP ID 6, Tunnel ID 6741)           33 pkt           2695 Byte 
     1 pps       89 Bps Util 87.69% Reserved Bw      101 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1decr nh 
0x952c308, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 17:15:57 Total
 2 sessions: 2 success, 0 fail, 0 ignored
E-D          (LSP ID 5, Tunnel ID 6741)            0 pkt              0 Byte 
     0 pps        0 Bps Util  0.00% Reserved Bw       37 Bps
E-D          (LSP ID 6, Tunnel ID 6741)           65 pkt           5338 Byte 
     1 pps       88 Bps Util 86.70% Reserved Bw      101 Bps
decr nh 0x952c224, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1decr nh 
0x952c308, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 17:16:27 Total
 2 sessions: 2 success, 0 fail, 0 ignored
E-D          (LSP ID 6, Tunnel ID 6741)           97 pkt           7981 Byte 
     1 pps       88 Bps Util 86.70% Reserved Bw      101 Bps
decr nh 0x952c308, type 4, flags 0x0, n_gw 1, nhid 0 to refcount 1Oct 30 
17:16:57 Total 1 sessions: 1 success, 0 fail, 0 ignored

7. Issue the showmpls lsp autobandwidth command to display current information
about automatic bandwidth allocation. The following shows sample output from the

showmpls lsp autobandwidth command taken at about the same time as the log file

shown previously:

user@host> show mpls lsp autobandwidth    
Lspname               Last         Requested    Reserved     Highwater    
AdjustTime LastAdjust 
                      BW           BW           BW           mark         Left
 (sec)                    
E-D                   300bps      812.005bps  812bps      1.56801kbps 294 sec
    Wed Oct 30 17:15:26 2013

8. Issue the file show command to display the MPLS trace file. You need to specify the

file location and file name (the file is located in /var/log/. The following shows sample

trace file output is taken from anMPLS trace file named auto-band-trace.0.gz on a

router configured with an LSP named E-D. The trace file shows that LSP E-D is

operating over its reserved bandwidth limit initially. AtOct 30 17:15:26, the router

triggers an automatic bandwidth adjustment (youmight see two sessions for an LSP

undergoing an automatic bandwidth adjustment). ByOct 29 17:15:57, the LSP has

been reestablished at a higher bandwidth and is now shown using less than 100

percent of its Reserved Bw (reserved bandwidth).

user@host> file show /var/log/auto-band-trace.0.gz 
Oct 30 17:13:57 trace_on: Tracing to "/var/log/E/auto-band-trace" started
Oct 30 17:13:57.466825 LSP E-D (id 5) new bytes arrived           2714 in 29 
sec
Oct 30 17:14:27.466713 E-D          (LSP ID 5, Tunnel ID 6741)          241 
pkt          19737 Byte      1 pps       88 Bps Util 234.67% Reserved Bw     
  37 Bps
Oct 30 17:14:27.466962 LSP E-D (id 5, old id 5); sampled bytes      19737 > 
bytes recorded      17094
Oct 30 17:14:27.467035 LSP E-D (id 5) new bytes arrived           2643 in 29 
sec
Oct 30 17:14:57.466599 E-D          (LSP ID 5, Tunnel ID 6741)          276 
pkt          22607 Byte      1 pps       95 Bps Util 253.34% Reserved Bw     
  37 Bps
Oct 30 17:14:57.466758 LSP E-D (id 5, old id 5); sampled bytes      22607 > 
bytes recorded      19737
Oct 30 17:14:57.466825 LSP E-D (id 5) new bytes arrived           2870 in 29 
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sec
Oct 30 17:15:26.265816 Adjust Autobw: LSP E-D (id 5) curr adj bw 300bps updated
 with 812.005bps
Oct 30 17:15:26.266064 mpls LSP E-D Autobw change 512.005bps >= threshold 75bps
Oct 30 17:15:26.363372 Autobw Success: LSP E-D ()  (old id 5 new id 6) update
 prev active bw 300 bps with 812 bps
Oct 30 17:15:26.363686 RPD_MPLS_PATH_BANDWIDTH_CHANGE: MPLS path  (lsp E-D) 
bandwidth changed, path bandwidth 812 bps
Oct 30 17:15:27.364751 RPD_MPLS_LSP_BANDWIDTH_CHANGE: MPLS LSP E-D bandwidth 
changed, lsp bandwidth 812 bps
Oct 30 17:15:27.466849 E-D          (LSP ID 5, Tunnel ID 6741)            0 
pkt              0 Byte      0 pps        0 Bps Util  0.00% Reserved Bw      
 37 Bps
Oct 30 17:15:27.467050 E-D          (LSP ID 6, Tunnel ID 6741)            0 
pkt              0 Byte      0 pps        0 Bps Util  0.00% Reserved Bw      
101 Bps
Oct 30 17:15:57.466858 E-D          (LSP ID 5, Tunnel ID 6741)            0 
pkt              0 Byte      0 pps        0 Bps Util  0.00% Reserved Bw      
 37 Bps
Oct 30 17:15:57.467106 E-D          (LSP ID 6, Tunnel ID 6741)           33 
pkt           2695 Byte      1 pps       89 Bps Util 87.69% Reserved Bw      
101 Bps
Oct 30 17:15:57.467201 LSP E-D (id 6, old id 5); LSP up after autobw adjustment
 and active for 30 sec
Oct 30 17:15:57.467398 LSP E-D (id 6) psb bytes           2695 < bytes recorded
          22607 total bytes           2695 in 30 sec
Oct 30 17:15:57.467461 First sample of the adjust interval after automatic bw
 adjustment
Oct 30 17:15:57.467594 Update curr max avg bw 0bps of LSP E-D with new bw 
716.225bps
Oct 30 17:16:27.466830 E-D          (LSP ID 5, Tunnel ID 6741)            0 
pkt              0 Byte      0 pps        0 Bps Util  0.00% Reserved Bw      
 37 Bps
Oct 30 17:16:27.467079 E-D          (LSP ID 6, Tunnel ID 6741)           65 
pkt           5338 Byte      1 pps       88 Bps Util 86.70% Reserved Bw      
101 Bps
Oct 30 17:16:27.467171 LSP E-D (id 6, old id 6); sampled bytes       5338 > 
bytes recorded       2695
Oct 30 17:16:27.467237 LSP E-D (id 6) new bytes arrived           2643 in 29 
sec
Oct 30 17:16:57.466712 E-D          (LSP ID 6, Tunnel ID 6741)           97 
pkt           7981 Byte      1 pps       88 Bps Util 86.70% Reserved Bw      
101 Bps
Oct 30 17:16:57.466870 LSP E-D (id 6, old id 6); sampled bytes       7981 > 
bytes recorded       5338

Related
Documentation

Configuring Automatic Bandwidth Allocation for LSPs on page 3785•

• showmpls lsp autobandwidth on page 3884

ConfiguringMPLS Firewall Filters and Policers

You can configure an MPLS firewall filter to count packets based on the EXP bits for the

top-level MPLS label in a packet. You can also configure policers for MPLS LSPs.
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The following sections discuss MPLS firewall filters and policers:

• Configuring MPLS Firewall Filters on page 3796

• Examples: Configuring MPLS Firewall Filters on page 3796

• Configuring Policers for LSPs on page 3797

ConfiguringMPLS Firewall Filters

You can configure an MPLS firewall filter to count packets based on the EXP bits for the

top-level MPLS label in a packet. You can then apply this filter to a specific interface on

input or output. You can also configure a policer for the MPLS filter to police (that is,

rate-limit) the traffic on the interface to which the filter is attached. You cannot apply

MPLS firewall filters to loopback interfaces.

You can configure the following match conditions for MPLS filters at the [edit firewall

family mpls filter filter-name term term-name from] hierarchy level:

• exp

• label

TheseexpmatchconditioncanacceptEXPbits in the range0 through7.Youcanconfigure

the following choices:

• A single EXP bit—for example, exp 3;

• Several EXP bits—for example, exp 0, 4;

• A range of EXP bits—for example, exp [0-5];

The labelmatch condition can accept a range of values from 0 to 1048575.

If you do not specify a match criterion (that is, you do not configure the from statement

and use only the then statement with the count action keyword), all the MPLS packets

passing through the interface on which the filter is applied will be counted.

You also can configure any of the following action keywords at the [edit firewall family

mpls filter filter-name term term-name then] hierarchy level:

• accept

• count

• discard

• policer

• three-color-policer

Examples: ConfiguringMPLS Firewall Filters

The following examples illustrate how youmight configure an MPLS firewall filter and

then apply the filter to an interface. This filter is configured to count MPLS packets with

EXP bits set to either 0 or 4.
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The following shows a configuration for an MPLS firewall filter:

[edit firewall]
family mpls {
filter expf {
term expt0 {
from {
exp 0,4;

}
then {
count counter0;
accept;

}
}

}
}

Configuring Policers for LSPs

MPLS LSP policing allows you to control the amount of traffic forwarded through a

particular LSP. Policing helps to ensure that the amount of traffic forwarded through an

LSP never exceeds the requested bandwidth allocation. LSP policing is supported on

regular LSPs, LSPs configured with DiffServ-aware traffic engineering, andmulticlass

LSPs. You can configuremultiple policers for eachmulticlass LSP. For regular LSPs, each

LSP policer is applied to all of the traffic traversing the LSP. The policer's bandwidth

limitationsbecomeeffectiveas soonas the total sumof traffic traversing theLSPexceeds

the configured limit.

You configure the multiclass LSP and DiffServ-aware traffic engineering LSP policers in

a filter. The filter can be configured to distinguish between the different class types and

apply the relevantpolicer toeachclass type. Thepolicersdistinguishbetweenclass types

based on the EXP bits.

You configure LSPpolicers under the familyany filter. The familyany filter is usedbecause

the policer is applied to traffic entering the LSP. This traffic might be from different

families: IPv6, MPLS, and so on. You do not need to knowwhat sort of traffic is entering

the LSP, as long as the match conditions apply to all types of traffic.

LSP Policer Limitations

When configuring MPLS LSP policers, be aware of the following limitations:

• LSP policers are supported for packet LSPs only.

• LSP policers are supported for unicast next hops only. Multicast next hops are not

supported.

• LSP policers are not supported on aggregated interfaces.

• The LSP policer runs before any output filters.

• Traffic sourced from the Routing Engine (for example, ping traffic) does not take the

same forwarding path as transit traffic. This type of traffic cannot be policed.
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Related
Documentation

Overview of Policers on page 4441•

Configuration Statements

• [edit protocols mpls] Hierarchy Level on page 3798

• [edit protocols rsvp] Hierarchy Level on page 3802

• auto-bandwidth on page 3804

• adjust-interval on page 3805

• adjust-threshold on page 3805

• adjust-threshold-overflow-limit on page 3806

• adjust-threshold-underflow-limit on page 3806

• exp on page 3807

• maximum-bandwidth (Protocols MPLS) on page 3808

• minimum-bandwidth on page 3808

• minimum-bandwidth-adjust-interval on page 3809

• minimum-bandwidth-adjust-threshold-change on page 3809

• minimum-bandwidth-adjust-threshold-value on page 3810

• monitor-bandwidth on page 3810

• system-defaults on page 3811

[edit protocolsmpls] Hierarchy Level

This topic lists the supported configuration statements at the [edit protocolsmpls]

hierarchy level on the QFX Series. Formore information about these statements, see the

Junos OSMPLS Applications Library for Routing Devices.

NOTE: The command-line interface (CLI) on QFX Series devices displays
even the MPLS related configuration statements that are not supported.
However, configuring the unsupported statements on a device will have no
effect on the operation of the device.

protocols {
mpls {
admin-down;
advertisement-hold-time seconds;
class-of-service cos-value;
diffserv-te{
bandwidth-model {
extended-mam;
mam;
rdm;

}
te-class-matrix {
tenumber {
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priority priority;
traffic-class {
ctnumber priority priority;

}
}

}
}
disable;
exclude-srlg;
explicit-null;
hop-limit number;
interface (interface-name | all) {
disable;

}
ipv6-tunneling;
label-switched-path lsp-name {
adaptive;
admin-down;
associate-backup-pe-groups;
associate-lsp lsp-name {
from from-ip-address;

}
auto-bandwidth {
adjust-interval seconds;
adjust-threshold percentage;
maximum-bandwidth bps;
minimum-bandwidth bps;
monitor-bandwidth;

}
backup;
bandwidth bps {
ct0 bps;
ct1 bps;
ct2 bps;
ct3 bps;

}
class-of-service cos-value;
corouted-bidirectional;
corouted-bidirectional-passive;
description text;
disable;
exclude-srlg;
from address;
hop-limit number;
install {
destination-prefix/prefix-length <active>;

}
inter-domain;
ldp-tunneling;
lsp-attributes {
encoding-type (ethernet | packet | pdh | sonet-sdh);
gpid (ethernet | hdlc | ipv4 | pos-scrambling-crc-16 | pos-no-scrambling-crc-16 |
pos-scrambling-crc-32 | pos-no-scrambling-crc-32 | ppp);

signal-bandwidth type;
switching-type (fiber | lambda | psc-1 | tdm);

}
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metricmetric;
no-cspf;
no-decrement-ttl;
no-install-to-address;
no-record;
oam{
lsp-ping-interval seconds;
mpls-tp-mode seconds;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}
}
optimize-hold-dead-delay seconds;
optimize-timer seconds;
p2mp lsp-name;
policing {
filter filter-name;
no-auto-policing;

}
preference preference;
primary path-name {
adaptive;
class-of-service cos-value;
hop-limit number;
no-cspf;
no-decrement-ttl;
optimize-timer seconds;
preference preference;
(record | no-record);
select (manual | unconditional);
standby;

}
(record | no-record);
retry-limit number;
retry-timer seconds;
revert-timer seconds;
secondary path-name {
adaptive;
bandwidth bps {
ct0 bps;
ct1 bps;
ct2 bps;
ct3 bps;

}
class-of-service cos-value;
hop-limit number;
no-cspf;
no-decrement-ttl;
optimize-timer seconds;
preference preference;
(record | no-record);
select (manual | unconditional);
standby;
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}
standby;
jtemplate;
to address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}
log-updown {
no-trap {
mpls-lsp-traps;
rfc3812-traps;

}
(syslog | no-syslog);
trap;
trap-path-down;
trap-path-up;

}
mib-mpls-show-p2mp;
no-cspf;
no-decrement-ttl;
no-propagate-ttl;
no-record;
oam{
lsp-ping-interval seconds;
mpls-tp-mode seconds;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}
}
optimize-aggressive;
optimize-hold-dead-delay;
optimize-switchover-delay;
optimize-timer;
path path-name {
(address | hostname) <loose | strict>;

}
path-mtu {
rsvp {
mtu-signaling;

}
}
preference;
record;
revert-timer;
rsvp-error-hold-time;
smart-optimize-timer;
standby;
static-label-switched-path lsp-name {
bypass bypass-name {
description string;
next-hop (address | interface-name | address/interface-name);
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push out-label;
to address;

}
ingress {
class-of-service cos-value;
description string;
install {
destination-prefix <active>;

}
metricmetric;
next-hop (address | interface-name | address/interface-name);
no-install-to-address;
policing {
filter filter-name;
no-auto-policing;

}
preference preference;
push out-label;
to address;

}
transit incoming-label {
description string;
next-hop (address | interface-name | address/interface-name);
pop;
swap out-label;

}
statistics {
auto-bandwidth;
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

interval seconds;
}
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag;
}
transit-lsp-association transit-association-lsp-group-name {
from-1 address-of-associated-lsp-1;
from-2 address-of-associated-lsp-2;
lsp-name-1 name-of-associated-lsp-1;
lsp-name-2 name-of-associated-lsp-2;

}
}

}

Related
Documentation

Junos OSMPLS Applications Library for Routing Devices•

[edit protocols rsvp] Hierarchy Level

This topic lists the supported configuration statements at the [edit protocols rsvp]

hierarchy level on the QFX Series. Formore information about these statements, see the

Junos OSMPLS Applications Library for Routing Devices.
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NOTE: The command-line interface (CLI) on QFX Series devices displays
even the RSVP related configuration statements that are not supported.
However, configuring the unsupported statements on a device will have no
effect on the operation of the device.

protocols {
rsvp {
disable;
graceful-deletion-timeout seconds;
graceful-restart {
disable;
helper-disable;
maximum-helper-recovery-time seconds;
maximum-helper-restart-time seconds;

}
hello-acknowledgements;
interface interface-name {
(aggregate | no-aggregate);
authentication-key key;
bandwidth bps;
disable;
hello-interval seconds;
(reliable | no-reliable);
subscription {
percentage;
ct0 percentage;
ct1 percentage;
ct2 percentage;
ct3 percentage;

}
update-threshold percentage;

}
keep-multiplier number;
load-balance bandwidth;
no-interface-hello;
no-node-id-subobject;
no-p2mp-sublsp;
node-hello
preemption {
(aggressive | disabled | normal);
soft-preemption cleanup-timer seconds;

}
refresh-time seconds;
setup-protection;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
tunnel-services {
devices device-names;

}
}
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}

Related
Documentation

Junos OSMPLS Applications Library for Routing Devices•

auto-bandwidth

Syntax auto-bandwidth {
adjust-interval seconds;
adjust-threshold percent;
adjust-threshold-overflow-limit number;
adjust-threshold-underflow-limit number;
maximum-bandwidth bps;
minimum-bandwidth bps;
minimum-bandwidth-adjust-interval
minimum-bandwidth-adjust-threshold-change
minimum-bandwidth-adjust-threshold-value
monitor-bandwidth;

}

Hierarchy Level [edit protocols mpls label-switched-path lsp-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Allow an MPLS tunnel to automatically adjust its bandwidth allocation based on the

volume of traffic flowing through the tunnel.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Automatic Bandwidth Allocation for LSPs on page 3785

• requestmpls lsp adjust-autobandwidth on page 3840
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adjust-interval

Syntax adjust-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the bandwidth reallocation interval.

Options seconds—Bandwidth reallocation interval, in seconds.

Range: 300 through 315,360,000 seconds

Default: 86,400 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Automatic Bandwidth Allocation Interval on page 3787

adjust-threshold

Syntax adjust-threshold percent;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify how sensitive the automatic bandwidth adjustment for a label-switched path

(LSP) is to changes in bandwidth utilization.

Options percent—Bandwidthdemand for thecurrentbandwidthadjustment interval isdetermined

andcompared to theLSP’s currentbandwidthallocation. If thepercentagedifference

in bandwidth is greater than or equal to the percentage specified by this statement,

the LSP’s bandwidth is adjusted to the current bandwidth demand.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Automatic Bandwidth Adjustment Threshold on page 3788
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adjust-threshold-overflow-limit

Syntax adjust-threshold-overflow-limit number;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced in Junos OS Release 7.5.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the number of consecutive bandwidth overflow samples before triggering a

bandwidth adjustment.

Options number—Number of consecutive bandwidth overflow samples.

Range: 1 through 65,535

Default: This feature is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Limit on Bandwidth Overflow and Underflow Samples on page 3788

adjust-threshold-underflow-limit

Syntax adjust-threshold-underflow-limit number;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced in Junos OS Release 11.3.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the number of consecutive bandwidth underflow samples before triggering a

bandwidth adjustment.

Options number—Number of consecutive bandwidth underflow samples.

Range: 1 through 65,535

Default: This feature is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Limit on Bandwidth Overflow and Underflow Samples on page 3788
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exp

Syntax exp classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Rewrite Rule
Configuration

exp rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Global Classifier
Association with

Interfaces

exp classifier-name;

Hierarchy Level [edit class-of-service classifiers],
[edit class-of-service rewrite-rules]
[edit class-of-service system-defaults classifiers]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Define the EXP code point mapping that is applied to MPLS packets. EXP classifiers are

not applied to any traffic except MPLS traffic.

You can configure as many EXP classifiers as you want. However, the switch uses only

one EXP classifier as a global MPLS classifier on all interfaces. You specify the global

EXP classifier in the [edit class-of-service system-defaults] hierarchy.

Options classifier-name—Name of the EXP classifier.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

3807Copyright © 2014, Juniper Networks, Inc.

Chapter 44: Configuration



maximum-bandwidth (Protocols MPLS)

Syntax maximum-bandwidth bps;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the maximum amount of bandwidth in bits per second (bps).

Options bps—Maximum amount of bandwidth.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787

minimum-bandwidth

Syntax minimum-bandwidth bps;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Set the minimum bandwidth in bps for an LSP with automatic bandwidth allocation

enabled.

Options bps—Miniminum bandwidth for the LSP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787
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minimum-bandwidth-adjust-interval

Syntax minimum-bandwidth-adjust-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the duration (in seconds) for which minimum bandwidth is frozen.

Options seconds—Minimum bandwidth reallocation interval, in seconds.

Range: 300 through 31,536,000 seconds.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787

minimum-bandwidth-adjust-threshold-change

Syntax minimum-bandwidth-adjust-threshold-change percentage;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the percentage change in maximum average bandwidth to freeze the minimum

bandwidth.

Options percentage—Percentage change in maximum average bandwidth.

Range: Range: 0 through 100 percent.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787
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minimum-bandwidth-adjust-threshold-value

Syntax minimum-bandwidth-adjust-threshold-value bps;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Specify the value in bits per second (bps) to freeze the minimum bandwidth if the

maximum average bandwidth falls below this value.

Options bps—Threshold value for minimum bandwidth if the maximum average bandwidth falls

below the specified value.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theMaximumandMinimumBounds of the LSP’s Bandwidth onpage 3787

monitor-bandwidth

Syntax monitor-bandwidth;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name
auto-bandwidth],

[edit protocols mpls label-switched-path lsp-name auto-bandwidth]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Do not automatically adjust bandwidth allocation. However, the maximum average

bandwidth utilization is monitored on the LSP, and the information is recorded in the

MPLS statistics file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Passive Bandwidth Utilization Monitoring on page 3790
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system-defaults

Syntax system-defaults {
classifiers exp classifier-name;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the global EXP classifier used on all interfaces to classify MPLS traffic.

Although you can configure as many EXP classifiers as you want, the switch uses only

one EXP classifier as a global MPLS classifier on all interfaces. All switch interfaces use

the EXP classifier specified as the system default to classify MPLS traffic.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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CHAPTER 45

Administration

• Routine Monitoring on page 3813

• Operational Mode Commands on page 3815

RoutineMonitoring

• Verifying That MPLS IsWorking Correctly on page 3813

Verifying That MPLS IsWorking Correctly

To verify that MPLS is working correctly, perform the following tasks:

1. Verifying the Physical Layer on the Switches on page 3813

2. Verifying the Routing Protocol on page 3814

3. Verifying the Core Interfaces Being Used for the MPLS Traffic on page 3814

4. Verifying RSVP on page 3814

Verifying the Physical Layer on the Switches

Purpose Verify that the interfaces are up. Perform this verification task on each of the switches.

Action user@switch> show interfaces xe-* terse

Interface               Admin Link Proto    Local                 Remote
xe-0/0/0                up    up
xe-0/0/0.0              up    up
xe-0/0/1.0              up    up  
xe-0/0/2.0              up    up   
xe-0/0/3.0              up    up   inet       2.2.2.1/16
xe-0/0/4.0              up    up   
xe-0/0/5.0              up    up   inet      10.1.5.1/24   
                                   mpls    
xe-0/0/6.0              up    up   inet      10.1.6.1/24
                                   mpls    

Meaning The show interfaces terse command displays status information about the 10-Gigabit

Ethernet interfaces on the switch. This output verifies that the interfaces are up. The

output for the protocol family (Proto column) of the core interfaces (xe-0/0/5.0 and
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xe-0/0/6.0), shows that these interfaces are configured as both inet andmpls. The Local

column for the core interfaces shows the IP address configured for these interfaces.

Verifying the Routing Protocol

Purpose Verify the state of the configured routing protocol. You should perform this verification

task on each of the switches. The state should be Full. If you have configured OSPF as

the routing protocol, use the show ospf neighbor command to verify that the routing

protocol is communicating with the switch neighbors.

Action user@switch> show ospf neighbor

Address          Interface              State     ID               Pri  Dead
127.1.1.1        xe—0/0/5               Full      10.10.10.10      128    39

Meaning The show ospf neighbor command displays the status of the routing protocol that has

been configured on this switch. The output shows that the state is Full, meaning that the

routingprotocol isoperatingcorrectly—that is, hellopacketsarebeingexchangedbetween

directly connected neighbors. For additional information on checking andmonitoring

routing protocols, see the Junos OS Routing Protocols and Policies Command Reference .

Verifying the Core Interfaces Being Used for theMPLS Traffic

Purpose Verify that the state of the MPLS interface is Up. You should perform this verification

task on each of the switches.

Action user@switch> showmpls interface

Interface        State       Administrative groups
ge—0/0/5            Up          <none>
ge—0/0/6            Up          <none>

Meaning The showmpls interface command displays the status of the core interfaces that have

beenconfigured tobelong to familympls. This output shows that the interfaceconfigured

to belong to family mpls is up.

Verifying RSVP

Purpose Verify the state of the RSVP session. You should perform this verification task on each

of the switches.
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Actionuser@switch> show rsvp session

Ingress RSVP: 1 sessions
To              From            State   Rt Style Labelin Labelout LSPname
127.1.1.3       127.1.1.1         Up       0  1 FF       -   300064 lsp_to_pe2_ge1
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions
To              From            State   Rt Style Labelin Labelout LSPname
127.1.1.1       127.1.1.3         Up       0  1 FF  299968        - lsp_to_pe1_ge1
Total 1 displayed, Up 1, Down 0

Transit RSVP: 0 sessions
Total 0 displayed, Up 0, Down 0

Meaning This output confirms that the RSVP sessions are up.

Related
Documentation

Configuring MPLS on Provider Edge Switches on page 3772•

• Configuring MPLS on Provider Switches on page 3775

Operational Mode Commands

• clear mpls lsp

• clear rsvp session

• clear rsvp statistics

• ping mpls bgp

• ping mpls l2circuit

• ping mpls l3vpn

• ping mpls ldp

• ping mpls lsp-end-point

• ping mpls rsvp

• request mpls lsp adjust-autobandwidth

• show link-management

• show link-management peer

• show link-management routing

• show link-management statistics

• show link-management te-link

• showmpls call-admission-control

• showmpls cspf

• showmpls diffserv-te

• show route forwarding-table

• showmpls interface
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• showmpls lsp

• showmpls lsp autobandwidth

• showmpls path

• showmpls static-lsp

• show rsvp interface

• show rsvp neighbor

• show rsvp session

• show rsvp statistics

• show rsvp version

• show ted database

• show ted link

• show ted protocol

• traceroute mpls ldp

• traceroute mpls rsvp
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clear mpls lsp

Syntax clear mpls lsp
<autobandwidth>
<logical-system (all | logical-system-name)>
<name name>
<optimize | optimize-aggressive>
<path regular-expression>
<statistics>

Syntax (EX and QFX
Series Switches)

clear mpls lsp
<autobandwidth>
<name name>
<optimize | optimize-aggressive>
<path regular-expression>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Release the routes and states associated with MPLS label-switched paths (LSPs), and

start new LSPs.

CAUTION: ThiscommanddisconnectsexistingResourceReservationProtocol
(RSVP) sessions on the ingress routing device. If there is a time lag between
the old path being torn down and the new path being set up, this command
might impact traffic traveling along the LSPs.

Options none—Reset and restart all LSPs that originated from this routing device; that is, all LSPs

for which this routing device is the ingress routing device. Depending on the number

of LSPs involved, it might take a while to restart all the LSPs.

autobandwidth—(Optional) Clear LSP autobandwidth counters.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

name name—(Optional) Reset and restart the specified LSP or group of LSPs. You can

includewildcard characters in the interface name, as described in the Junos Network

Interfaces Configuration Guide.

optimize |optimize-aggressive—(Optional)Runnonpreemptiveoptimizationoraggressive

optimization computation now.

path regular-expression—(Optional) Clear the specific LSP path matching the specified

regular expression.
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statistics—(Optional) Clear LSP statistics. You cannot clear the MPLS LSP statistics

using a regular expression (name and path options) on transit routers.

Required Privilege
Level

clear

Related
Documentation

showmpls lsp on page 3870•

• show rsvp session on page 3901

List of Sample Output clear mpls lsp on page 3818

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mpls lsp

user@host> clear mpls lsp
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clear rsvp session

Syntax clear rsvp session
<connection-destination address>
<connection-source address>
<gracefully>
<logical-system (all | logical-system-name)>
<lsp-id identifier>
<name name>
<optimize-fast-reroute>
<tunnel-id identifier>

Syntax (EX and QFX
Series Switches)

clear rsvp session
<connection-destination address>
<connection-source address>
<gracefully>
<lsp-id identifier>
<name name>
<optimize-fast-reroute>
<tunnel-id identifier>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Reset and restart Resource Reservation Protocol (RSVP) sessions.

Options none—Reset and restart all RSVP sessions for which this routing device is the ingress,

transit, or egress routing device.

connection-source address—(Optional) Source address for GMPLS andMPLS LSPs from

the RSVP sender template.

connection-destination address—(Optional) Destination address for GMPLS and MPLS

LSPs from the RSVP sender template.

gracefully—(Optional) Gracefully reset an RSVP session for a nonpacket LSP in two

passes. In the first pass, the Admin-Status object is signaled along the path to the

other endpoint of the RSVP session. In the second pass, the path used by the RSVP

session is torn down. This option can only be used on the ingress or egress routing

device of the RSVP session and is only valid for nonpacket LSPs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsp-id identifier—(Optional) LSP identifier (source port) for the RSVP sender template.

name name—(Optional) Reset and restart the specified RSVP session.

optimize-fast-reroute—(Optional) Begin fast reroute optimization.

tunnel-id identifier—(Optional) Tunnel identifier (destination port) for the RSVP session.
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Required Privilege
Level

clear

Related
Documentation

clear mpls lsp on page 3817•

• show rsvp session on page 3901

List of Sample Output clear rsvp session on page 3820

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear rsvp session

user@host> clear rsvp session
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clear rsvp statistics

Syntax clear rsvp statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

clear rsvp statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Clear Resource Reservation Protocol (RSVP) packet and error statistics.

Options none—Clear RSVP packet and error statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show rsvp statistics on page 3910•

List of Sample Output clear rsvp statistics on page 3821

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear rsvp statistics

user@host> clear rsvp statistics
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pingmpls bgp

Syntax pingmpls bgp fec
<bottom-label-ttl>
<count count>
<destination address>
<detail>
<exp forwarding-class>
<instance routing-instance-name>
<logical-system (all | logical-system-name)>
<size bytes>
<source source-address>
<sweep>

Release Information Command introduced in Junos OS Release 11.1.

Description Check the operability of MPLS BGP-signaled label-switched path (LSP) connections.

Press Ctrl+c to interrupt a pingmpls bgp command.

Options bottom-label-ttl—(Optional) Time-to-live (TTL) value for the bottom label in the label

stack. The range of values is 1 through 255. The default value is 255.

countcount—(Optional)Numberofping requests tosend. Ifcount is not specified, fiveping

requests are sent. The range of values is 1 through 1,000,000. The default value is

5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

fec—Ping a BGP-signaled LSP using the forwarding equivalence class (FEC) prefix and

length.

instance routing-instance-name—(Optional) Allows you to ping a combination of the

routing instance and forwarding equivalence class (FEC) associated with an LSP.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

size bytes—(Optional) Size of the LSP ping request packet (88 through 65468 bytes).

Packets are 4-byte aligned. For example, If you enter a size of 89, 90, 91, or 92, the

router or switch uses a size value of 92 bytes. If you enter a packet size that is smaller

than theminimum size, an error message is displayed reminding you of the 88-byte

minimum.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).
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sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

Additional Information If the LSP changes, the label and interface information displayed when you issued the

ping command continues to be used. Youmust configure MPLS at the [edit protocols

mpls] hierarchy level on the remote router or switch to ping an LSP terminating there.

Youmust configure MPLS even if you intend to ping only BGP forwarding equivalence

classes (FECs).

In asymmetric MTU scenarios, the echo responsemight be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls bgp fec count on page 3823

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with error codes are not counted in

the receivedpackets count. They are accounted for separately. Todisplay the error codes,

use the detail option (for example, pingmpls bgp 10.255.245.222 detail).

Sample Output

pingmpls bgp fec count

user@host> pingmpls bgp 10.255.245.222 count 10
!!!xxx...x--- lsping statistics ---10 packets transmitted, 3 packets received, 
70% packet loss 4 packets received with error status, not counted as received.
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pingmpls l2circuit

Syntax pingmpls l2circuit (interface interface-name | virtual-circuitvirtual-circuit-id neighboraddress)
<count count>
<destination address>
<detail>
<exp forwarding-class>
<logical-system (all | logical-system-name)>
reply-mode (application-level-control-channel | ip-udp | no-reply)
<size bytes>
<source source-address>
<sweep>
<v1>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

The size and sweep options were introduced in Junos OS Release 9.6.

The reply-mode option and its suboptions are introduced in Junos OS Release 10.4R1.

Description Check the operability of the MPLS Layer 2 circuit connections. Type Ctrl+c to interrupt a

pingmpls l2circuit command. You can also issue this command within logical systems.

Options countcount—(Optional)Numberofping requests tosend. Ifcount is not specified, fiveping

requests are sent. The range of values is 1 through 1,000,000. The default value is

5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

interface interface-name—Pingan interfaceconfigured for theLayer 2 circuit on theegress

provider edge (PE) router.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

reply-mode—(Optional) Reply mode for the ping request. This option has the following

suboptions:

application-level-control-channel—Reply using an application level control channel.

ip-udp—Reply using an IPv4 or IPv6 UDP packet.

no-reply—Do not reply to the ping request.

NOTE: The reply-mode option and its suboptions

application-level-control-channel, ip-udp, and no-reply are also available

in Junos OS Release 10.2R4 and 10.3R2.
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size bytes—(Optional) Size of the label-switched path (LSP) ping request packet (96

through 65468 bytes). Packets are 4-byte aligned. For example, If you enter a size

of 97, 98, 99, or 100, the router or switch uses a size value of 100 bytes. If you enter

a packet size that is smaller than theminimum size, an error message is displayed

reminding you of the 96-byte minimum.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

v1—(Optional) Use the type 9 Layer 2 circuit type, length, and value (TLV).

virtual-circuit virtual-circuit-id neighbor address—Ping the virtual circuit identifier on the

egress PE router or switch and the specified neighbor, testing the integrity of the

Layer 2 circuit between the ingress and egress PE routers or switches.

Additional Information Youmust configure MPLS at the [edit protocolsmpls] hierarchy level on the egress PE

router or switch (the router or switch receiving the MPLS echo packets) to ping a Layer

2 circuit.

In asymmetric MTU scenarios, the echo responsemay be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls l2circuit interface on page 3825
pingmpls l2circuit virtual-circuit detail on page 3825
pingmpls l2circuit interface <interface-name> reply-mode on page 3826

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with an error code are not counted

in the received packets count. They are accounted for separately.

Sample Output

pingmpls l2circuit interface

user@host> pingmpls l2circuit interface so-1/0/0.1
Request for seq 1, to interface 69, labels <100000, 100208>, packet size 100
Reply for seq 1, return code: Egress-ok, time: 0.439 ms 

pingmpls l2circuit virtual-circuit detail

user@host> pingmpls l2circuit virtual-circuit 200 neighbor 10.255.245.122/32 detail
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Request for seq 1, to interface 68, labels <100048, 100128>, packet size 100

Reply for seq 1, return code: Egress-ok time: 0.539 ms

pingmpls l2circuit interface <interface-name> reply-mode

user@host> pingmpls l2circuit interface lt-1/2/0.21 reply-modeapplication-level-control-channel
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
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pingmpls l3vpn

Syntax pingmpls l3vpn prefix prefix-name
<l3vpn-name>
<bottom-label-ttl>
<count count>
<destination address>
<detail>
<exp forwarding-class>
<logical-system (all | logical-system-name)>
<size bytes>
<source source-address>
<sweep>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

The size and sweep options were introduced in Junos OS Release 9.6.

Description Check the operability of a MPLS Layer 3 virtual private network (VPN) connection. Type

Ctrl+c to interrupt a pingmpls l3vpn command.

Options bottom-label-ttl—(Optional) Display the time-to-live value for the bottom label in the

label stack.

count count—(Optional) Number of ping requests to send. If count is not specified, five

ping requests are sent. The range of values is 1 through 1,000,000. The default value

is 5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

l3vpn-name—(Optional) Layer 3 VPN name.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

prefixprefix-name—Ping to testwhetheraprefix is present inaprovider edge (PE) router’s

or switch's VPN routing and forwarding (VRF) table, by means of a Layer 3 VPN

destination prefix. This option does not test the connection between a PE router or

switch and a customer edge (CE) router or switch.

size bytes—(Optional) Size of the label-switched path (LSP) ping request packet (96

through 65468 bytes). Packets are 4-byte aligned. For example, If you enter a size

of 97, 98, 99, or 100, the router or switch uses a size value of 100 bytes. If you enter

a packet size that is smaller than theminimum size, an error message is displayed

reminding you of the 96-byte minimum.
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source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

Additional Information Youmust configure MPLS at the [edit protocolsmpls] hierarchy level on the egress PE

router or switch (the router or switch receiving the MPLS echo packets) to ping a Layer

2 circuit.

In asymmetric MTU scenarios, the echo responsemay be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

If the Layer 3 VPN traffic transits a route reflector within the network, the pingmpls l3vpn

command does not work.

Required Privilege
Level

network

List of Sample Output pingmpls l3vpn on page 3828
pingmpls l3vpn detail on page 3828

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. When an echo reply is received with an error

code, the packets are not counted in the received packets count, and are counted

seperately..

Sample Output

pingmpls l3vpn

user@host> pingmpls l3vpn vpn1 prefix 10.255.245.122/32
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

pingmpls l3vpn detail

user@host> pingmpls l3vpn vpn1 prefix 10.255.245.122/32 detail
Request for seq 1, to interface 68, labels <100128, 100112> 
Reply for seq 1, return code: Egress-ok 
Request for seq 2, to interface 68, labels <100128, 100112> 
Reply for seq 2, return code: Egress-ok 
Request for seq 3, to interface 68, labels <100128, 100112> 
Reply for seq 3, return code: Egress-ok 
Request for seq 4, to interface 68, labels <100128, 100112> 
Reply for seq 4, return code: Egress-ok 
Request for seq 5, to interface 68, labels <100128, 100112> 
Reply for seq 5, return code: Egress-ok
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--- lsping statistics --- 
5 packets transmitted, 5 packets received, 0% packet loss
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pingmpls ldp

Syntax pingmpls ldp fec
<count count>
<destination address>
<detail>
<exp forwarding-class>
<instance routing-instance-name>
<logical-system (all | logical-system-name)>
<p2mp root-addr ip-address lsp-id identifier>
<size bytes>
<source source-address>
<sweep>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

size and sweep options introduced in Junos OS Release 9.6.

instance option introduced in Junos OS Release 10.0.

p2mp, root-address, and lsp-id options introduced in Junos OS Release 11.2.

Description Check the operability of MPLS LDP-signaled label-switched path (LSP) connections.

Type Ctrl+c to interrupt a pingmpls command.

Options countcount—(Optional)Numberofping requests tosend. Ifcount is not specified, fiveping

requests are sent. The range of values is 1 through 1,000,000. The default value is

5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

fec—Ping an LDP-signaled LSP using the forwarding equivalence class (FEC) prefix and

length.

instance routing-instance-name—(Optional) Allows you to ping a combination of the

routing instance and forwarding equivalence class (FEC) associated with an LSP.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

p2mp root-addr ip-address lsp-id identifier—(Optional) Ping the end points of a

point-to-multipoint LSP. Enter the IP address of the point-to-multipoint LSP root

and the ID number of the point-to-multipoint LSP.

size bytes—(Optional) Size of the LSP ping request packet (88 through 65468 bytes).

Packets are 4-byte aligned. For example, If you enter a size of 89, 90, 91, or 92, the

router or switch uses a size value of 92 bytes. If you enter a packet size that is smaller

than theminimum size, an error message is displayed reminding you of the 88-byte

minimum.
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source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

Additional Information If the LSP changes, the label and interface information displayed when you issued the

ping command continues to be used. Youmust configure MPLS at the [edit protocols

mpls] hierarchy level on the remote router or switch to ping an LSP terminating there.

Youmust configure MPLS even if you intend to ping only LDP forwarding equivalence

classes (FECs).

You can configure the ping interval for the pingmpls ldp command by specifying a new

time in seconds using the lsp-ping-interval statement at the [edit protocols ldp oam]

hierarchy level. For more information, see the Junos OSMPLS Applications Library for

Routing Devices.

In asymmetric MTU scenarios, the echo responsemay be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls ldp fec count on page 3831
pingmpls ldp p2mp root-addr lsp-id on page 3831

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with error codes are not counted in

the received packets count. They are accounted for separately.

Sample Output

pingmpls ldp fec count

user@host> pingmpls ldp 10.255.245.222 count 10
!!!xxx...x--- lsping statistics ---10 packets transmitted, 3 packets received, 
70% packet loss 4 packets received with error status, not counted as received.

pingmpls ldp p2mp root-addr lsp-id

user@host>pingmpls ldp p2mp root-addr 10.1.1.1/32 lsp-id 1 count 1
Request for seq 1, to interface 71, no label stack.
Request for seq 1, to interface 70, label 299786
Reply for seq 1, egress 10.1.1.3, return code: Egress-ok, time: 18.936 ms
        Local transmit time: 2009-01-12 03:50:03 PST 407.281 ms
        Remote receive time: 2009-01-12 03:50:03 PST 426.217 ms
Reply for seq 1, egress 10.1.1.4, return code: Egress-ok, time: 18.936 ms
        Local transmit time: 2009-01-12 03:50:03 PST 407.281 ms
        Remote receive time: 2009-01-12 03:50:03 PST 426.217 ms
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Reply for seq 1, egress 10.1.1.5, return code: Egress-ok, time: 18.936 ms
        Local transmit time: 2009-01-12 03:50:03 PST 407.281 ms
        Remote receive time: 2009-01-12 03:50:03 PST 426.217 ms
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pingmpls lsp-end-point

Syntax pingmpls lsp-end-point prefix-name
<count count>
<destination address>
<detail>
<exp forwarding-class>
<instance routing-instance-name>
<logical-system (all | logical-system-name)>
<size bytes>
<source source-address>
<sweep>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

The size and sweep options were introduced in Junos OS Release 9.6.

The instance option was introduced in Junos OS Release 10.0.

Description Check the operability of MPLS label-switched path (LSP) endpoint connections. Type

Ctrl+c to interrupt a pingmpls command.

Options countcount—(Optional)Numberofping requests tosend. Ifcount is not specified, fiveping

requests are sent. The range of values is 1 through 1,000,000. The default value is

5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

instance routing-instance-name—(Optional) Ping a combination of the routing instance

and forwarding equivalence class (FEC) associated with an LSP connection.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

prefix-name—LDP forwarding equivalence class (FEC) prefix or RSVP LSP endpoint

address.

size bytes—(Optional) Size of the LSP ping request packet. If the endpoint is LDP-based,

the minimum size of the packet is 88 bytes. If the endpoint is RSVP-based, the

minimum size of the packet is 100 bytes. Themaximum size in either case is

65468 bytes.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).
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Additional Information If the LSP changes, the label and interface information displayed when you issued the

ping command continues to be used. Youmust configure MPLS at the [edit protocols

mpls] hierarchy level on the remote router or switch to ping an LSP terminating there.

Youmust configure MPLS even if you intend to ping only LDP forwarding equivalence

classes (FECs).

In asymmetric MTU scenarios, the echo responsemay be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls lsp-end-point detail on page 3834

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with an error code are not counted

in the received packets count. They are accounted for separately.

Sample Output

pingmpls lsp-end-point detail

user@host> pingmpls lsp-end-point 10.255.245.119 detail
Route to end point address is via LDP FEC 
Request for seq 1, to interface 67, label 100032 
Reply for seq 1, return code: Egress-ok 
Request for seq 2, to interface 67, label 100032 
Reply for seq 2, return code: Egress-ok 
Request for seq 3, to interface 67, label 100032 
Reply for seq 3, return code: Egress-ok 
Request for seq 4, to interface 67, label 100032 
Reply for seq 4, return code: Egress-ok 
Request for seq 5, to interface 67, label 100032 
Reply for seq 5, return code: Egress-ok
--- lsping statistics --- 
5 packets transmitted, 5 packets received, 0% packet loss
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pingmpls rsvp

Syntax pingmpls rsvp
<lsp-name>
<count count>
<destination address>
<detail>
<dynamic-bypass>
<egress egress-address>
<exp forwarding-class>
<interface interface-name>
<logical-system (all | logical-system-name)>
<manual-bypass>
<multipoint>
<size bytes>
<source source-address>
<standby standby-path-name>
<sweep>

Release Information Command introduced before Junos OS Release 7.4.

The egress andmultipoint options were introduced in Junos OS Release 9.2.

The size and sweep options were introduced in Junos OS Release 9.6.

The dynamic-bypass andmanual-bypass options were introduced in Junos OS Release

10.2.

Description Check the operability of MPLS RSVP-signaled label-switched path (LSP) connections.

Type Ctrl+c to interrupt a pingmpls command.

Options countcount—(Optional)Numberofping requests tosend. Ifcount is not specified, fiveping

requests are sent. The range of values is 1 through 1,000,000. The default value is

5.

destination address—(Optional) Specify an address other than the default (127.0.0.1/32)

for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requests sentand received.

NOTE: When using the detail option, the reported time is based on the

system time configured on the local and remote routers. Differences in
thesesystemtimescan result in inaccurateonewayping trip timesbeing
reported.

In practice, it is difficult to synchronize the system times of independent
JuniperNetworks routerswithsufficientaccuracy toprovideameaningful
time value for the detail option (even when synchronized using NTP).

dynamic-bypass—(Optional)PingdynamicallygeneratedbypassLSPs,used forprotecting

other LSPs.
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egress egress-address—(Optional) Only the specified egress router or switch responds

to the ping request.

exp forwarding-class—(Optional)Valueof the forwardingclass for theMPLSpingpackets.

interface—(Optional) Specify the name of the interface protected by themanual bypass

LSP.Thisoption isonlyavailablewhenyouhavealsoused themanual-bypassoption.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on the specified logical system.

lsp-name—Ping an RSVP-signaled LSP using an LSP name.

manual-bypass—(Optional) Ping manually configured bypass LSPs, used for protecting

other LSPs. For this option, youmust also specify the interface protected by the

manual bypass LSP using the interface option.

multipoint—(Optional) Send ping requests to each of the egress routers or switches

participating in a point-to-multipoint LSP. You can also include the egress option to

ping a specific egress router or switch participating in a point-to-multipoint LSP.

size bytes—(Optional) Size of the LSP ping request packet (100 through 65468 bytes).

Packets are 4-byte aligned. For example, if you enter a size of 101, 102, 103, or 104,

the router or switch uses a size value of 104 bytes. If you enter a packet size that is

smaller than theminimum size, an error message is displayed reminding you of the

100-byte minimum.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface.

standby standby-path-name—(Optional) Name of the standby path.

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

Additional Information If the LSP changes, the label and interface information displayed when you issued the

ping command continues to be used. Youmust configure MPLS at the [edit protocols

mpls] hierarchy level on the remote router or switch to ping an LSP terminating there.

Youmust configure MPLS even if you intend to ping only LDP forwarding equivalence

classes (FECs).

In asymmetric MTU scenarios, the echo responsemay be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls rsvp (Echo Reply Received) on page 3837
pingmpls rsvp (Echo Reply with Error Code) on page 3837
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pingmpls rsvp detail on page 3837
pingmpls rsvpmultipoint egress detail count on page 3837
pingmpls rsvpmultipoint detail count on page 3837
pingmpls rsvp destination detail count size on page 3838
pingmpls rsvp destination detail sweep size on page 3838

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with an error code are not counted

in the received packets count. They are accounted for separately.

Sample Output

pingmpls rsvp (Echo Reply Received)

user@host> pingmpls rsvp test1
!!!!!--- lsping statistics ---5 packets transmitted, 5 packets received, 0% packet
 loss

pingmpls rsvp (Echo Reply with Error Code)

user@host> pingmpls rsvp test2
!!xxx--- lsping statistics ---5 packets transmitted, 2 packets received, 60% 
packet loss3 packets received with error status, not counted as received.

pingmpls rsvp detail

user@host> pingmpls rsvp to-green detail
Request for seq 1, to interface 67, labels <100095, 0, 0>
Reply for seq 1, return code: Egress-ok
Request for seq 2, to interface 67, labels <100095, 0, 0>
Reply for seq 2, return code: Egress-ok

pingmpls rsvpmultipoint egress detail count

user@host>pingmpls rsvp sample-lspmultipoint egress 192.168.1.3 detail count 1
Request for seq 1, to interface 70, label 299952
Request for seq 1, to interface 70, no label stack.
Request for seq 1, to interface 67, no label stack.

Reply for seq 1, egress 192.168.1.3, return code: Egress-ok, time: 0.242 ms
 Local transmit time: 1205310695s 215737us
 Remote receive time: 1205310695s 215979us

--- lsping, egress 192.168.1.3 statistics ---
1 packets transmitted, 1 packets received, 0% packet loss

pingmpls rsvpmultipoint detail count

user@host>pingmpls rsvp sample-lspmultipoint detail count 1
Request for seq 1, to interface 70, label 299952
Request for seq 1, to interface 70, no label stack.
Request for seq 1, to interface 67, no label stack.

Reply for seq 1, return code: Unknown TLV, time: 9.877 ms
 Local transmit time: 1205310615s 347317us
 Remote receive time: 1205310615s 357194us
Reply for seq 1, egress 192.168.1.3, return code: Egress-ok, time: 0.351 ms
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 Local transmit time: 1205310615s 347262us
 Remote receive time: 1205310615s 347613us
Reply for seq 1, egress 192.168.1.13, return code: Egress-ok, time: 0.301 ms
 Local transmit time: 1205310615s 347167us
 Remote receive time: 1205310615s 347468us
Timeout for seq 1, egress 192.168.1.1
Timeout for seq 1, egress 192.168.1.4
Timeout for seq 1, egress 192.168.1.14

--- lsping, egress 192.168.1.1 statistics ---
1 packets transmitted, 0 packets received, 100% packet loss

--- lsping, egress 192.168.1.3 statistics ---
1 packets transmitted, 1 packets received, 0% packet loss

--- lsping, egress 192.168.1.4 statistics ---
1 packets transmitted, 0 packets received, 100% packet loss

--- lsping, egress 192.168.1.13 statistics ---
1 packets transmitted, 1 packets received, 0% packet loss

--- lsping, egress 192.168.1.14 statistics ---
1 packets transmitted, 0 packets received, 100% packet loss

pingmpls rsvp destination detail count size

user@host>pingmpls rsvp chaser-access destination 192.168.0.1 detail count 1 size 4468

Request for seq 1, to interface 88, label 299984, packet size 4468 
Reply for seq 1, return code: Egress-ok, time: 44.804 ms
        Local transmit time: 2009-03-30 22:05:02 CEST 408.629 ms
        Remote receive time: 2009-03-30 22:05:02 CEST 453.433 ms

--- lsping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss

pingmpls rsvp destination detail sweep size

user@router> pingmpls rsvp chaser-access destination 192.168.0.1 detail sweep size 4500
Request for seq 1, to interface 86, no label stack., packet size 100 
Reply for seq 1, return code: Egress-ok, time: -39.264 ms
        Local transmit time: 2009-04-24 14:05:40 CEST 541.423 ms
        Remote receive time: 2009-04-24 14:05:40 CEST 502.159 ms
Request for seq 2, to interface 86, no label stack., packet size 2300 
Reply for seq 2, return code: Egress-ok, time: -38.179 ms
        Local transmit time: 2009-04-24 14:05:41 CEST 544.240 ms
        Remote receive time: 2009-04-24 14:05:41 CEST 506.061 ms
Request for seq 3, to interface 86, no label stack., packet size 4500 
Timeout for seq 3
Request for seq 4, to interface 86, no label stack., packet size 3400 
Reply for seq 4, return code: Egress-ok, time: -37.545 ms
        Local transmit time: 2009-04-24 14:05:45 CEST 549.953 ms
        Remote receive time: 2009-04-24 14:05:45 CEST 512.408 ms
Request for seq 5, to interface 86, no label stack., packet size 3952 
Reply for seq 5, return code: Egress-ok, time: -37.176 ms
        Local transmit time: 2009-04-24 14:05:46 CEST 555.881 ms
        Remote receive time: 2009-04-24 14:05:46 CEST 518.705 ms
Request for seq 6, to interface 86, no label stack., packet size 4228 
Reply for seq 6, return code: Egress-ok, time: -36.962 ms
        Local transmit time: 2009-04-24 14:05:47 CEST 561.809 ms
        Remote receive time: 2009-04-24 14:05:47 CEST 524.847 ms
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Request for seq 7, to interface 86, no label stack., packet size 4368 
Reply for seq 7, return code: Egress-ok, time: -36.922 ms
        Local transmit time: 2009-04-24 14:05:48 CEST 568.738 ms
        Remote receive time: 2009-04-24 14:05:48 CEST 531.816 ms
Request for seq 8, to interface 86, no label stack., packet size 4440 
Reply for seq 8, return code: Egress-ok, time: -36.855 ms
        Local transmit time: 2009-04-24 14:05:49 CEST 575.669 ms
        Remote receive time: 2009-04-24 14:05:49 CEST 538.814 ms
Request for seq 9, to interface 86, no label stack., packet size 4476 
Timeout for seq 9
Request for seq 10, to interface 86, no label stack., packet size 4460 
Reply for seq 10, return code: Egress-ok, time: -36.906 ms
        Local transmit time: 2009-04-24 14:05:53 CEST 584.382 ms
        Remote receive time: 2009-04-24 14:05:53 CEST 547.476 ms
Request for seq 11, to interface 86, no label stack., packet size 4480 
Timeout for seq 11
Request for seq 12, to interface 86, no label stack., packet size 4472 
Timeout for seq 12
Request for seq 13, to interface 86, no label stack., packet size 4468 
Reply for seq 13, return code: Egress-ok, time: -36.943 ms
        Local transmit time: 2009-04-24 14:06:00 CEST 594.884 ms
        Remote receive time: 2009-04-24 14:06:00 CEST 557.941 ms
Request for seq 14, to interface 86, no label stack., packet size 4476 
Timeout for seq 14
Request for seq 15, to interface 86, no label stack., packet size 4472 
Timeout for seq 15

--- lsp ping sweep result---
Maximum Transmission Unit (MTU) is 4468 bytes

3839Copyright © 2014, Juniper Networks, Inc.

Chapter 45: Administration



requestmpls lsp adjust-autobandwidth

Syntax request mpls lsp adjust-autobandwidth
<logical-system (all | logical-system-name)>
<name lsp-name>

Syntax (EX and QFX
Series Switches)

request mpls lsp adjust-autobandwidth
<name lsp-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Manually trigger a bandwidth allocation adjustment for active label-switched paths

(LSPs).

Without running this command, the bandwidth adjustment is recomputed at a

configurable interval. The default interval is 5 minutes. If you do not want to wait for the

periodic adjustment (for example, during a software demonstration), this command is

useful.

During bandwidth allocation adjustment, the LSP stays up to enable the bandwidth to

be changed without dropping any traffic. This functionality is often referred to as

make-before-break.

Options none—Manually trigger a bandwidth allocation adjustment for all active LSP paths.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

name lsp-name—(Optional) Manually trigger a bandwidth allocation adjustment on the

specified LSP only.

Additional Information For this command to work properly, the following conditions must exist:

• Automatic bandwidth allocation must be enabled on the LSP. The parameters for

adjustment interval andmaximum average bandwidth are not reset after you issue

the requestmpls lsp adjust-autobandwidth command.

• The difference between the adjusted bandwidth and the current LSP path bandwidth

must be greater than the threshold limit.

Required Privilege
Level

maintenance

Related
Documentation

auto-bandwidth on page 3804•

• Configuring Automatic Bandwidth Allocation for LSPs on page 3785

List of Sample Output requestmpls lsp adjust-auto-bandwidth on page 3841
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Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

requestmpls lsp adjust-auto-bandwidth

user@host> requestmpls lsp adjust-auto-bandwidth
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show link-management

Syntax show link-management

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description DisplayMultiprotocolLabelSwitching(MPLS)peerandtrafficengineering link information.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show link-management peer on page 3846•

• show link-management routing on page 3848

• show link-management statistics on page 3851

• show link-management te-link on page 3853

List of Sample Output show link-management on page 3845

Output Fields Table276onpage3842describestheoutputfieldsfortheshowlink-managementcommand.

Output fields are listed in the approximate order in which they appear.

Table 276: show link-management Output Fields

Field DescriptionField Name

Name of the peer.Peer Name

Internal identifier for the peer. The range of values is 0 through 64,000.System identifier

State of the peer: Up or Down.State

Address to which a control channel is established.Control address

Identifier assigned to the control channel by the local peer. The range of values is 1 through
4,294,967,296.

CC local ID

Identifier assigned to the control channel by the remote peer. The range of values is 1 through
4,294,967,296.

CC remote ID

State of the control channel: Up or Down.State

Sequencenumberof thehellomessagebeingsent to thepeer. The rangeof values is 1 through
4,294,967,295.

TxSeqNum

Sequence number of the last hello message received from the peer. The range of values is
0 through 4,294,967,295.

RcvSeqNum
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Table 276: show link-management Output Fields (continued)

Field DescriptionField Name

Code thatprovides informationabout thecontrol channel. Currently supportsonly codevalue
R, which indicates that the control channel is restarting after a failure in the control plane, as
when the Link Management Protocol (LMP) process starts or restarts.

Flags

Traffic-engineered links that are managed by their peer.TE links

Name of the traffic-engineered link.TE link name

State of the traffic-engineered link: Up, Down, or Init.State

Identifier of the local side of the link.Local identifier

Identifier of the remote side of the link.Remote identifier

Address of the local side of the link.Local address

Address of the remote side of the link.Remote address

Physical layer media type determined by the interfaces contained in the traffic-engineered
link. Typical values include SDH/SONET, Ethernet, Packet, and PDH.

Encoding

Type of switching that can be performed on the traffic-engineered link. Supported values are
PSC-1 and Packet.

Switching

Smallest single allocation of bandwidth possible on the traffic-engineered link. This number
is equal to the smallest bandwidth interface that is a member of the traffic-engineered link
(in bps).

Minimumbandwidth

Largest single allocation of bandwidth possible on the traffic-engineered link. This number
is equal to the largest bandwidth interface that is a member of the link (in bps).

Maximumbandwidth

Sum of the bandwidth, in bits per second (bps) andmegabits per second (Mbps), of all
interfaces that are members of the link.

Total bandwidth

Sum of the bandwidths of all interfaces that are members of the link and that are not yet
allocated (in bps).

Available bandwidth

Name of the interface.Name

State of the interface: Up or Down.State

Identifier of the local side of the interface.Local ID

Identifier of the remote side of the interface.Remote ID

Bandwidth, in bps or Mbps, of the member interface.Bandwidth

Whether the resource is allocated to an LSP: Yes or No.Used
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Table 276: show link-management Output Fields (continued)

Field DescriptionField Name

LSP name.LSP-name
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Sample Output

show link-management

user@host> show link-management
Peer name: PEER-A, System identifier: 11973
 State: Up, Control address: 10.255.245.4
   CC local ID CC remote ID State       TxSeqNum  RcvSeqNum Flags
         24547        24547 Up              1027       1026
  TE links:
   pro4-ba

 TE link name: pro4-ba, State: Init
  Local identifier: 2662, Remote identifier: 0, Encoding: SDH/SONET, Switching:
  PSC-1,
  Minimum bandwidth: 155.52Mbps, Maximum bandwidth: 155.52Mbps, Total bandwidth:

  155.52Mbps,
  Available bandwidth: 155.52Mbps
    Name        State Local ID  Remote ID      Bandwidth Used  LSP-name
    so-1/0/2    Up       21271          0     155.52Mbps   No
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show link-management peer

Syntax show link-management peer
<name peer-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display Multiprotocol Label Switching (MPLS) peer link information.

Options none—Display all peer link information.

name peer-name—(Optional) Display information for the specified peer only.

Required Privilege
Level

view

Related
Documentation

show link-management on page 3842•

• show link-management routing on page 3848

• show link-management statistics on page 3851

• show link-management te-link on page 3853

List of Sample Output show link-management peer on page 3847

Output Fields Table 277 on page 3846 describes the output fields for the show link-management peer

command. Output fields are listed in the approximate order in which they appear.

Table 277: show link-management peer Output Fields

Field DescriptionField Name

Name of the peer.Peer Name

Internal identifier for the peer. The range of values is 0 through 64,000.System identifier

State of the peer: Up or Down.State

Address to which a control channel is established.Control address

How often the routing device sends Link Management Protocol (LMP) hello packets.Hello interval

How long LMPwaits before declaring the control channel to be dead. This is an interval during which
the routing device receives no LMP hello packets from the neighbor on a control that is active or up.

Hello dead interval

Identifier assigned to the control channel by the local peer. The range of values is 1 through
4,294,967,296.

CC local ID

Identifier assigned to the control channel by the remote peer. The range of values is 1 through
4,294,967,296.

CC remote ID
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Table 277: show link-management peer Output Fields (continued)

Field DescriptionField Name

State of the control channel: Up or Down.State

Sequence number of the hello message being sent to the peer. The range of values is 1 through
4,294,967,295.

TxSeqNum

Sequence number of the last hello message received from the peer. The range of values is 0 through
4,294,967,295.

RcvSeqNum

Code that provides information about the control channel. Currently supports only code value R,
which indicates that the control channel is restarting after a failure in the control plane, as when the
Link Management Protocol (LMP) process starts or restarts.

Flags

Traffic-engineered links that are managed by their peer.TE links

Sample Output

show link-management peer

user@host> show link-management peer
Peer name: sonet, System identifier: 41448
  State: Up, Control address: 70.70.70.70
  Hello interval: 10000, Hello dead interval: 30000
    CC local ID CC remote ID State       TxSeqNum  RcvSeqNum Flags
           3265            0 ConfSnd            1          0 R
   TE links:
    to-sonet
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show link-management routing

Syntax show link-management routing
<peer <name name> | te-link <name name>>
<resource <name name>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description DisplayMultiprotocol Label Switching (MPLS)peer or traffic engineering link information

from the routing process.

Options none—Display all peer and traffic-engineered link information.

peer <name name>—(Optional) Display information for all peers or for the specified peer

only.

resource <name name>—(Optional) Display information for all resources or for the

specified resource only.

te-link<namename>—(Optional)Display information forall traffic-engineered forwarding

paths or for the specified path only.

Required Privilege
Level

view

Related
Documentation

show link-management on page 3842•

• show link-management peer on page 3846

• show link-management statistics on page 3851

• show link-management te-link on page 3853

List of Sample Output show link-management routing on page 3850

Output Fields Table278onpage3848describes theoutput fields for the showlink-management routing

command. Output fields are listed in the approximate order in which they appear.

Table 278: show link-management routing Output Fields

Field DescriptionField Name

Name of the peer.Peer Name

Internal identifier for the peer. The range of values is 0 through 64,000.System identifier

State of the peer: Up or Down.State

Address to which a control channel is established.Control address

Interface over which control packets are sent.Control channel
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Table 278: show link-management routing Output Fields (continued)

Field DescriptionField Name

State of the control channel.State

Traffic-engineered link name.TE link name

State of the traffic-engineered link: Up or Down.State

Identifier of the local side of the link.Local identifier

Identifier of the remote side of the link.Remote identifier

Address of the local side of the link.Local address

Address of the remote side of the link.Remote address

Physical layermedia typedeterminedby the interfaces contained in the traffic-engineered link. Typical
values include SDH/SONET, Ethernet, and Packet.

Encoding

Smallest single allocation of bandwidth, in bits per second (bps) or megabits per second (Mbps),
possible on the traffic-engineered link. This number is equal to the smallest bandwidth interface that
is a member of the traffic-engineered link.

Minimumbandwidth

Largest single allocation of bandwidth, in bps or Mbps, possible on the traffic-engineered link. This
number is equal to the largest bandwidth interface that is a member of the link (in bps).

Maximumbandwidth

Sum of the bandwidth, in bps or Mbps, of all interfaces that are members of the link.Total bandwidth

Sum of the bandwidth, in bps or Mbps, of all interfaces that are members of the link and that are not
yet allocated.

Available bandwidth

Forwarding adjacency LSP information.Resource

Type of resource. The type is always a forwarding adjacency LSP.Type

State of the LSP: Up or Down.State

Internal identifier for the peer. The range of values is 0 through 64,000.System Identifier

Bandwidth resource, in bps or Mbps, on the TE-link learned from the routing process.Total bandwidth

• Encoding—Physical layermedia typedeterminedby the interfacescontained in the traffic-engineered
link. Typical values include SDH/SONET, Ethernet, and Packet.

• Switching—Type of switching that can be performed on the traffic-engineered link: PSC-1 and
Packet.

• Granularity—Layer 2 data for switching Layer 2 LSPs for this resource. Not supported. This value is
always unknown.

Traffic parameters
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Sample Output

show link-management routing

user@host> show link-management routing
Peer name: __rpd:fe-0/1/0.0, System identifier: 2147483649
 State: Up, Control address: (null)
   Control-channel                   State
   fe-0/1/0.0                        Active

Peer name: __rpd:fe-0/1/2.0, System identifier: 2147483650
 State: Up, Control address: (null)
   Control-channel                   State
   fe-0/1/2.0                        Active

Peer name: __rpd:so-0/2/0.0, System identifier: 2147483651
 State: Down, Control address: (null)
   Control-channel                   State
   so-0/2/0.0

Peer name: __rpd:so-0/2/1.0, System identifier: 2147483652
 State: Down, Control address: (null)
   Control-channel                   State
   so-0/2/1.0

...

 TE link name: __rpd:fe-0/1/0.0, State: Up
  Local identifier: 2147483649, Remote identifier: 0,
  Local address: 192.168.37.66, Remote address: 192.168.37.66, 
  Encoding: Ethernet, Minimum bandwidth: 0bps, Maximum bandwidth: 100Mbps, 
  Total bandwidth: 100Mbps, Available bandwidth: 100Mbps

 TE link name: __rpd:fe-0/1/2.0, State: Up
  Local identifier: 2147483650, Remote identifier: 0,
  Local address: 192.168.37.73, Remote address: 192.168.37.73, 
  Encoding: Ethernet, Minimum bandwidth: 0bps, Maximum bandwidth: 100Mbps, 
  Total bandwidth: 100Mbps, Available bandwidth: 100Mbps

 TE link name: __rpd:so-0/2/0.0, State: Down
  Local identifier: 2147483651, Remote identifier: 0,
  Local address: 192.168.37.82, Remote address: 192.168.37.95, 
  Encoding: Ethernet, Minimum bandwidth: 0bps, Maximum bandwidth: 155.52Mbps,
  Total bandwidth: 155.52Mbps, Available bandwidth: 155.52Mbps

...

Resource: falsp-bd, Type: LSP, State: Dn  System identifier: 2147483652, 
Total bandwidth: 0bps,  Traffic parameters: Encoding: Packet, Switching: Packet,
 Granularity: Unknown

Resource: falsp-be, Type: LSP, State: Up  System identifier: 2147483654, 
Total bandwidth: bw[1]=10Mbps,  Traffic parameters: Encoding: Packet, 
Switching: Packet, Granularity: Unknown
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show link-management statistics

Syntax show link-management statistics
<peer <name name>>

Release Information Command introduced in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display statistical information for Link Management Protocol (LMP) packets.

Options none—Display information for all peers.

peer <name name>—(Optional) Display information for all peers or for the specified peer

only.

Required Privilege
Level

view

Related
Documentation

show link-management on page 3842•

• show link-management peer on page 3846

• show link-management routing on page 3848

• show link-management te-link on page 3853

List of Sample Output show link-management statistics on page 3852

Output Fields Table279onpage3851describes theoutput fields for theshowlink-managementstatistics

command. Output fields are listed in the approximate order in which they appear.

Table 279: show link-management statistics Output Fields

Field DescriptionField Name

Number of received packets by message type. If the count for a message type is zero, that message
type is not displayed. If the count for all message types is zero, this field is not displayed.

Received packets

Numberof receivedbadpacketsbymessage type. If thecount for amessage type is zero, thatmessage
type is not displayed. If the count for all message types is zero, this field is not displayed.

Received bad packets

Number of packets that are too small.Small packets

Number of packets specifying the wrong LMP version.Wrong protocol version

Number of packets destined for an unknown peer.Messages for unknown
peer

Number of packets indicating a state that does not match the recipient.Messages for bad state

Number of configAck and LinkSummaryAck packets received that have a stale message ID.Staleacknowledgments
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Table 279: show link-management statistics Output Fields (continued)

Field DescriptionField Name

Number of configNack and LinkSummaryNack packets received that have a stale message ID.Stale negative
acknowledgments

Number of sent packets by message type. If the count for a message type is zero, that message type
is not displayed. If the count for all message types is zero, this field is not displayed.

Sent packets

Number of retransmitted packets by message type. If the count for a message type is zero, that
message type is not displayed. If the count for all message types is zero, this field is not displayed.

Retransmitted packets

Number of packets sent, by message type, that have been dropped by the receiver after the LMP
retransmission interval has been exceeded. If the count for amessage type is zero, thatmessage type
is not displayed. If the count for all message types is zero, this field is not displayed.

Dropped packets

Sample Output

show link-management statistics

user@host> show link-management statistics peer pro4-a
Statistics for peer pro4-a
    Received packets
        Config: 1
        Hello: 2572
    Small packets: 0
    Wrong protocol version: 0
    Messages for unknown peer: 0
    Messages for bad state: 0
    Stale acknowledgments: 0
    Stale negative acknowledgments: 0
    Sent packets
        Config: 2
        ConfigAck: 1
        Hello: 2572
    Retransmitted packets
        Config: 1

Copyright © 2014, Juniper Networks, Inc.3852

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show link-management te-link

Syntax show link-management te-link
<brief | detail>
<name name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the resources used to set up Multiprotocol Label Switching (MPLS)

traffic-engineered forwarding paths.

Options none—Display information for all traffic-engineered links.

brief | detail—(Optional) Display the specified level of output.

namename—(Optional)Display information for the specified traffic-engineered link only.

Required Privilege
Level

view

Related
Documentation

show link-management on page 3842•

• show link-management peer on page 3846

• show link-management routing on page 3848

• show link-management statistics on page 3851

List of Sample Output show link-management te-link on page 3854

Output Fields Table280onpage3853describes theoutput fields for the showlink-management te-link

command. Output fields are listed in the approximate order in which they appear.

Table 280: show link-management te-link Output Fields

Field DescriptionField Name

Traffic-engineered link name.TE link name

State of the traffic-engineered link: Up or Down.State

Identifier of the local side of the link.Local identifier

Identifier of the remote side of the link.Remote identifier

Address of the local side of the link.Local address

Address of the remote side of the link.Remote address

Physical layermedia typedeterminedby the interfaces contained in the traffic-engineered link. Typical
values include SDH/SONET, Ethernet, Packet, and PDH.

Encoding
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Table 280: show link-management te-link Output Fields (continued)

Field DescriptionField Name

Type of switching that can be performed on the traffic-engineered link. Supported values are PSC-1
and Packet.

Switching

Smallest single allocation of bandwidth, in bits per second (bps) or megabits per second (Mbps),
possible on the traffic-engineered link. This number is equal to the smallest bandwidth interface that
is a member of the traffic-engineered link.

Minimumbandwidth

Largest single allocation of bandwidth, in bps or Mbps, possible on the traffic-engineered link. This
number is equal to the largest bandwidth interface that is a member of the link.

Maximumbandwidth

Sum of the bandwidth, in bps or Mbps, of all interfaces that are members of the link (in bps).Total bandwidth

Sum of the bandwidth, in bps or Mbps, of all interfaces that are members of the link and that are not
yet allocated.

Available Bandwidth

Name of the interface.Name

State of the interface: Up or Down.State

Identifier of the local side of the interface.Local ID

Identifier of the remote side of the interface.Remote ID

Bandwidth, in bps or Mbps, of the member interface.Bandwidth

Whether the resource is allocated to an LSP: Yes or No.Used

LSP name.LSP-name

Sample Output

show link-management te-link

user@host> show link-management te-link
TE link name: FA-bd, State: Up
  Local identifier: 4144, Remote identifier: 0, Local address: 2.2.2.1, 
  Remote address: 2.2.2.2, Encoding: Ethernet, Switching: Packet, 
  Minimum bandwidth: 0bps, Maximum bandwidth: 0bps, Total bandwidth: 0bps,   
Available bandwidth: 0bps
    Name        State Local ID  Remote ID      Bandwidth Used  LSP-name
    falsp-bd    Dn       43077          0           0bps No

 TE link name: FA-be, State: Up
  Local identifier: 4145, Remote identifier: 0, Local address: 1.1.1.1, 
   Remote address: 1.1.1.2, Encoding: Ethernet, Switching: Packet, 
  Minimum bandwidth: 0bps, Maximum bandwidth: 10Mbps, Total bandwidth: 10Mbps,  
 Available bandwidth: 8Mbps
    Name        State Local ID  Remote ID      Bandwidth Used  LSP-name
    falsp-be    Up       43076          0         10Mbps  Yes  e2elsp-bf
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showmpls call-admission-control

Syntax showmpls call-admission-control
<logical-system (all | logical-system-name)>
<lsp-name>

Syntax (EX Series
Switches)

showmpls call-admission-control
<lsp-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description DisplayMultiprotocol Label Switching (MPLS) label-switchedpath (LSP) call admission

control (CAC) information.

Options none—Display CAC information for all LSPs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsp-name—(Optional) Display CAC information for the specified LSP only.

Additional Information The available bandwidth on an LSP path at a particular class type is the total path

bandwidth at that class typeminus the total bandwidth reserved by any Layer 2

connection at that class type.

Required Privilege
Level

view

List of Sample Output showmpls call-admission-control on page 3856

Output Fields Table281onpage3855describes theoutput fields for theshowmplscall-admission-control

command. Output fields are listed in the approximate order in which they appear.

Table 281: showmpls call-admission-control Output Fields

Field DescriptionField Name

CurrentavailablebandwidthoneachLSPpath.Dependingonwhether theLSP isanE-LSPora regular
LSP, either per-class bandwidth or a single bandwidth value (corresponding to best-effort bandwidth
at ct0) is displayed. The available bandwidth on an LSP path at a particular class type is the total
path bandwidth at that class typeminus the total bandwidth reserved by some Layer 2 connections
at that class type.

Available bandwidth

Different Layer 2 connections that had some bandwidth requirement and were admitted into an LSP
path.

Layer2 connections

LSP pathname.LSP name

Neighbor address fromwhich CAC and bandwidth booking are configured for Layer 2 circuits.Neighbor address

Interface name and circuit information.Circuit
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Table 281: showmpls call-admission-control Output Fields (continued)

Field DescriptionField Name

LSP's primary standby path.Primary

LSP's secondary standby path.Standby

Bandwidth constraints associated with a Layer 2 circuit route.VC bandwidth

Sample Output

showmpls call-admission-control

user@host# showmpls call-admission-control

LSP name: pro1-be
 *Primary  
  Available bandwidth: 0bps

LSP name: pro1-be-1
 *Primary  
  Available bandwidth: 60kbps

LSP name: pro1-be-gold
 *Primary  
  Available bandwidth: <ct0 50kbps> <ct1 20kbps> <ct2 30kbps> <ct3 0bps> 
    Layer2 connections:
    Neighbor address: 10.255.245.215, Circuit: so-0/3/0.0(vc 5)
    VC bandwidth: <ct0 50kbps> <ct1 40kbps> <ct2 40kbps> 

LSP name: pro1-be-gold-2
 *Primary  
  Available bandwidth: <ct0 0bps> <ct1 40kbps> <ct2 40kbps> <ct3 0bps> 

LSP name: pro1-be-silver
 *Primary   prim1           
  Available bandwidth: <ct0 10kbps> <ct1 20kbps> <ct2 0bps> <ct3 40kbps> 
    Layer2 connections:
    Neighbor address: 10.255.245.215, Circuit: so-0/3/0.1(vc 3)
    VC bandwidth: <ct0 20kbps> <ct1 20kbps> 
  Standby   sec1            
  Available bandwidth: <ct0 10kbps> <ct1 10kbps> <ct2 20kbps> <ct3 0bps> 
    Layer2 connections:
    Neighbor address: 10.255.245.215, Circuit: so-0/3/0.1(vc 3)
    VC bandwidth: <ct0 20kbps> <ct1 20kbps> 
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showmpls cspf

Syntax showmpls cspf
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

showmpls cspf

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display Multiprotocol Label Switching (MPLS) Constrained Shortest Path First (CSPF)

statistics.

Options none—Display MPLS CSFP statistics.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmpls cspf on page 3858

Output Fields Table 282 on page 3857 describes the output fields for the showmpls cspf command.

Output fields are listed in the approximate order in which they appear.

Table 282: showmpls cspf Output Fields

Field DescriptionField Name

Number of LSPs queued for automatic path computation.Queue length

Current queue length.current

Maximum queue length (high-water mark).maximum

Number of aborted computation attempts.dequeued

Counters for label-switched path computations.Paths

Sum of the next four fields.total

Number of path computations that were successfully completed.successful

Number of path computations that failed because the destination
is unreachable.

no route

Number of path computations that failed because of lack of
memory.

Sys Error
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Table 282: showmpls cspf Output Fields (continued)

Field DescriptionField Name

Total number of CSPF computations. A single path might require
multiple CSPF computations.

CSPFs

Time, in seconds, required to perform the label-switched path
computation.

Time

Total amount of time consumed by the CSPF path computation
algorithm.

Total

Total number of CSPF computations.CSPFs

Average amount of time required for each CSPF computation.Avg per CSPF

Percentage of routing process CPU used in the CSPF computation.%of rpd

Sample Output

showmpls cspf

user@host> showmpls cspf
CSPF statistics
Queue length   current       maximum      dequeued
                     0             0             0
Paths            total    successful      no route     sys error         CSPFs
                     0             0             0             0             0
Time (secs)      total         CSPFs  avg per CSPF      % of rpd
              0.000000      0.000000      0.000000        0.0000
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showmpls diffserv-te

Syntax showmpls diffserve-te
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

showmpls diffserve-te

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description DisplayMultiprotocol Label Switching (MPLS) label-switched path (LSP) Differentiated

Services (DiffServ) class and preemption priority information.

Options none—Display DiffServ classes and priorities used by MPLS LSPs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmpls diffserv-te on page 3860

Output Fields Table283onpage3859describes theoutput fields for theshowmplsdiffserv-tecommand.

Output fields are listed in the approximate order in which they appear.

Table 283: showmpls diffserv-te Output Fields

Field DescriptionField Name

Bandwidth constraint model supported. Themaximum allocation
model (MAM)forEXP-inferredLSPs(E-LSPs) iscurrently supported.

Bandwidthmodel

DiffServ traffic engineering class.TE class

MPLSclass type that corresponds to theDiffServ traffic engineering
class:

• ct0—Best effort

• ct1—Assured forwarding

• ct2—Expedited forwarding

• ct3—Network control

Traffic class

MPLSpreemption priority for this class type, a value from0 through
7. Interior gateway protocols (IGPs) distribute information about
the available bandwidth for each traffic engineering class.

Priority
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Sample Output

showmpls diffserv-te

user@host> showmpls diffserv-te
Bandwidth model: Maximum Allocation Model with support for E-LSPs.
TE class     Traffic class       Priority
te0          ct0                 3
te1          ct1                 2
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show route forwarding-table

Syntax show route forwarding-table
<detail | extensive | summary>
<ccc ccc-interface-name>
<destination>
<family family-name>
<label label>
<matching ip_prefix>
<multicast>
<vpn vpn>

Release Information Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the Routing Engine's forwarding table, including the network-layer prefixes and

their next hops. This command is used to help verify that the routing protocol process

has relayed the correction information to the forwarding table. The Routing Engine

constructs andmaintainsoneormore routing tables. Fromthe routing tables, theRouting

Engine derives a table of active routes, called the forwarding table.

Options none—Display the routes in the forwarding table.

detail | extensive | summary—(Optional) Display the specified level of output.

ccc—(Optional) Display the specified circuit cross-connect interface name for entries to

match.

destination—(Optional) Display the destination prefix.

family family-name—(Optional) Display routing table entries for the specified family:

ethernet-switching, inet, inet6, iso,mpls, vlan classification.

label label—(Optional) Display route entries for the specified label name.

matching ip_prefix—(Optional) Display route entries for the specified IP prefix.

multicast—(Optional) Display route entries for multicast routes.

vpn vpn—(Optional) Display route entries for the specified VPN.

Required Privilege
Level

view

Related
Documentation

Example: Configuring MPLS on EX Series Switches•

• Configuring MPLS on Provider Switches (CLI Procedure)

List of Sample Output show route forwarding-table on page 3863
show route forwarding-table summary on page 3864
show route forwarding-table extensive on page 3864
show route forwarding-table ccc on page 3866
show route forwarding-table family on page 3866
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show route forwarding-table label on page 3866
show route forwarding-tablematching on page 3867
show route forwarding-tablemulticast on page 3867

Output Fields Table219onpage2529 lists theoutput fields for theshowrouteforwarding-table command.

Output fields are listed in the approximate order inwhich they appear. Field namesmight

be abbreviated (as shown in parentheses) when no level of output is specified or when

the detail keyword is used instead of the extensive keyword.

Table 284: show route forwarding-table Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing table (for example, inet, inet6,mpls).Routing table

All levelsAddress family (for example, IP, IPv6, ISO,MPLS).Address family

detail, extensiveDestination of the route.Destination

All levelsHow the route was placed into the forwarding table. When the detail keyword
is used, the route typemight be abbreviated (as shown in parentheses):

• cloned (clon)—(TCP or multicast only) Cloned route.

• destination (dest)—Remoteaddressesdirectly reachable throughan interface.

• destination down (iddn)—Destination route for which the interface is
unreachable.

• interface cloned (ifcl)—Cloned route for which the interface is unreachable.

• route down (ifdn)—Interface route for which the interface is unreachable.

• ignore (ignr)—Ignore this route.

• interface (intf)—Installed as a result of configuring an interface.

• permanent (perm)—Routes installed by the kernel when the routing table is
initialized.

• user—Routes installed by the routing protocol process or as a result of the
configuration.

Route Type (Type)

detail, extensiveNumber of routes to reference.Route reference
(RtRef)

extensiveRoute type flags:

• none—No flags are enabled.

• accounting—Route has accounting enabled.

• cached—Cache route.

• incoming-iface interface-number—Check against incoming interface.

• prefix load balance—Load balancing is enabled for this prefix.

• sent to PFE—Route has been sent to the Packet Forwarding Engine.

• static—Static route.

Flags

detail, extensiveIP address of the next hop to the destination.Nexthop
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Table 284: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

detail, extensiveNext-hop type. When the detail keyword is used, the next-hop typemight be
abbreviated (as indicated in parentheses):

• broadcast (bcst)—Broadcast.

• deny—Deny.

• hold—Next hop is waiting to be resolved into a unicast or multicast type.

• indexed (idxd)—Indexed next hop.

• indirect (indr)—Indirect next hop.

• local (locl)—Local address on an interface.

• routedmulticast (mcrt)—Regular multicast next hop

• multicast (mcst)—Wire multicast next hop (limited to the LAN).

• multicast discard (mdsc)—Multicast discard.

• multicast group (mgrp)—Multicast groupmember.

• receive (recv)—Receive.

• reject (rjct) Discard. An ICMP unreachable message was sent.

• resolve (rslv)—Resolving the next hop.

• unicast (ucst)—Unicast.

• unilist (ulst)—List of unicast next hops. A packet sent to this next hop goes
to any next hop in the list.

Next hop type
(Type)

detail, extensive noneSoftware index of the next hop that is used to route the traffic for a given prefix.Index

extensiveLogical interface index fromwhich the route is learned. For example, for interface
routes, this is the logical interface index of the route itself. For static routes, this
field is zero. For routes learned through routing protocols, this is the logical
interface index fromwhich the route is learned.

Route
interface-index

none detail, extensiveNumber of routes that refer to this next hop.Reference (NhRef)

none detail, extensiveInterface used to reach the next hop.Next-hop interface
(Netif)

extensiveIndex number of the alternate next hop interface. Seen withmulticast option
only.

Alternate forward
nh index

extensiveThe next hop layer 3 interface. This option can be expressed as a VLAN name
and is only seen with themulticast option.

Next-hop L3
Interface

extensiveThe next hop layer 2 interfaces. Seen withmulticast option only.Next-hop L2
Interfaces

Sample Output

show route forwarding-table

user@switch> show route forwarding-table

Routing table: default.inet
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Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            user     2 0:12:f2:21:cf:0    ucst   333     5 me0.0
default            perm     0                    rjct    36     2
0.0.0.0/32         perm     0                    dscd    34     1
2.2.2.0/24         intf     0                    rslv  1309     1 ae0.0
2.2.2.0/32         dest     0 2.2.2.0            recv  1307     1 ae0.0
2.2.2.1/32         dest     0 0:21:59:cc:89:c0   ucst  1320     1 ae0.0
2.2.2.2/32         intf     0 2.2.2.2            locl  1308     2
2.2.2.2/32         dest     0 2.2.2.2            locl  1308     2
2.2.2.255/32       dest     0 2.2.2.255          bcst  1306     1 ae0.0
3.3.3.0/24         intf     0                    rslv  1313     1 ae1.0
3.3.3.0/32         dest     0 3.3.3.0            recv  1311     1 ae1.0
3.3.3.1/32         intf     0 3.3.3.1            locl  1312     2
3.3.3.1/32         dest     0 3.3.3.1            locl  1312     2
3.3.3.2/32         dest     0 0:21:59:cc:89:c1   ucst  1321    24 ae1.0
3.3.3.255/32       dest     0 3.3.3.255          bcst  1310     1 ae1.0
4.4.4.0/24         user     0 3.3.3.2            ucst  1321    24 ae1.0
8.8.8.8/32         user     0 3.3.3.2            ucst  1321    24 ae1.0
9.9.9.9/32         intf     0 9.9.9.9            locl  1280     1
10.10.10.10/32     user     0 3.3.3.2            ucst  1321    24 ae1.0
10.93.8.0/21       intf     0                    rslv   323     1 me0.0
10.93.8.0/32       dest     0 10.93.8.0          recv   321     1 me0.0
10.93.13.238/32    intf     0 10.93.13.238       locl   322     2
10.93.13.238/32    dest     0 10.93.13.238       locl   322     2
10.93.15.254/32    dest     0 0:12:f2:21:cf:0    ucst   333     5 me0.0
10.93.15.255/32    dest     0 10.93.15.255       bcst   320     1 me0.0
14.14.14.0/24      ifdn     0                    rslv  1319     1 ge-0/0/25.0
14.14.14.0/32      iddn     0 14.14.14.0         recv  1317     1 ge-0/0/25.0
14.14.14.2/32      user     0                    rjct    36     2
14.14.14.2/32      intf     0 14.14.14.2         locl  1318     2
14.14.14.2/32      iddn     0 14.14.14.2         locl  1318     2
14.14.14.255/32    iddn     0 14.14.14.255       bcst  1316     1 ge-0/0/25.0
224.0.0.0/4        perm     1                    mdsc    35     1
224.0.0.1/32       perm     0 224.0.0.1          mcst    31     3
224.0.0.5/32       user     1 224.0.0.5          mcst    31     3
255.255.255.255/32 perm     0                    bcst    32     1

show route forwarding-table summary

user@switch> show route forwarding-table summary

Routing table: default.inet
Internet:
         user:          6 routes
         perm:          5 routes
         intf:          8 routes
         dest:         12 routes
         ifdn:          1 routes
         iddn:          3 routes

show route forwarding-table extensive

user@switch> show route forwarding-table summary

Routing table: default.inet [Index 0]
Internet:

Destination:  default
  Route type: user
  Route reference: 2                   Route interface-index: 0
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  Flags: sent to PFE, rt nh decoupled
  Nexthop: 0:12:f2:21:cf:0
  Next-hop type: unicast               Index: 333      Reference: 5
  Next-hop interface: me0.0

Destination:  default
  Route type: permanent
  Route reference: 0                   Route interface-index: 0
  Flags: none
  Next-hop type: reject                Index: 36       Reference: 2

Destination:  0.0.0.0/32
  Route type: permanent
  Route reference: 0                   Route interface-index: 0
  Flags: sent to PFE
  Next-hop type: discard               Index: 34       Reference: 1

Destination:  2.2.2.0/24
  Route type: interface
  Route reference: 0                   Route interface-index: 66
  Flags: sent to PFE
  Next-hop type: resolve               Index: 1309     Reference: 1
  Next-hop interface: ae0.0

Destination:  2.2.2.0/32
  Route type: destination
  Route reference: 0                   Route interface-index: 66
  Flags: sent to PFE
  Nexthop: 2.2.2.0
  Next-hop type: receive               Index: 1307     Reference: 1
  Next-hop interface: ae0.0

Destination:  2.2.2.1/32
  Route type: destination
  Route reference: 0                   Route interface-index: 66
  Flags: sent to PFE
  Nexthop: 0:21:59:cc:89:c0
  Next-hop type: unicast               Index: 1320     Reference: 1
  Next-hop interface: ae0.0

Destination:  2.2.2.2/32
  Route type: interface
  Route reference: 0                   Route interface-index: 0
  Flags: sent to PFE
  Nexthop: 2.2.2.2
  Next-hop type: local                 Index: 1308     Reference: 2

Destination:  2.2.2.2/32
  Route type: destination
  Route reference: 0                   Route interface-index: 66
  Flags: none
  Nexthop: 2.2.2.2
  Next-hop type: local                 Index: 1308     Reference: 2

Destination:  2.2.2.255/32
  Route type: destination
  Route reference: 0                   Route interface-index: 66
  Flags: sent to PFE
  Nexthop: 2.2.2.255
  Next-hop type: broadcast             Index: 1306     Reference: 1
  Next-hop interface: ae0.0
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show route forwarding-table ccc

user@switch> show route forwarding-table ccc ge-0/0/0.10
Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
ge-0/0/0.10  (CCC) user     0 3.3.3.2           Push 300112  1343     2 ae1.0

show route forwarding-table family

user@switch> show route forwarding-table family mpls

Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd    50     1
0                  user     0                    recv    49     3
1                  user     0                    recv    49     3
2                  user     0                    recv    49     3
299776             user     0                   Pop    1334     2 ge-0/0/0.10
299792             user     0                   Pop    1339     2 ge-0/0/0.14
299808             user     0                   Pop    1341     2 ge-0/0/0.2
299824             user     0                   Pop    1344     2 ge-0/0/0.11
299840             user     0                   Pop    1345     2 ge-0/0/0.13
299856             user     0                   Pop    1346     2 ge-0/0/0.18
299872             user     0                   Pop    1347     2 ge-0/0/0.16
299888             user     0                   Pop    1348     2 ge-0/0/0.7
299904             user     0                   Pop    1349     2 ge-0/0/0.20
299920             user     0                   Pop    1350     2 ge-0/0/0.19
299936             user     0                   Pop    1351     2 ge-0/0/0.17
299952             user     0                   Pop    1352     2 ge-0/0/0.9
299968             user     0                   Pop    1353     2 ge-0/0/0.1
299984             user     0                   Pop    1354     2 ge-0/0/0.12
300000             user     0                   Pop    1355     2 ge-0/0/0.8
300016             user     0                   Pop    1356     2 ge-0/0/0.4
300032             user     0                   Pop    1357     2 ge-0/0/0.5
300048             user     0                   Pop    1358     2 ge-0/0/0.3
300064             user     0                   Pop    1359     2 ge-0/0/0.15
ge-0/0/0.1  (CCC)  user     0 3.3.3.2           Push 300064  1340     2 ae1.0
ge-0/0/0.2  (CCC)  user     0 3.3.3.2           Push 299872  1328     2 ae1.0
ge-0/0/0.3  (CCC)  user     0 3.3.3.2           Push 299792  1323     2 ae1.0
ge-0/0/0.4  (CCC)  user     0 3.3.3.2           Push 300016  1337     2 ae1.0
ge-0/0/0.5  (CCC)  user     0 3.3.3.2           Push 299824  1325     2 ae1.0
ge-0/0/0.7  (CCC)  user     0 3.3.3.2           Push 299920  1331     2 ae1.0
ge-0/0/0.8  (CCC)  user     0 3.3.3.2           Push 299840  1326     2 ae1.0
ge-0/0/0.9  (CCC)  user     0 3.3.3.2           Push 299888  1329     2 ae1.0
ge-0/0/0.10  (CCC) user     0 3.3.3.2           Push 300112  1343     2 ae1.0
ge-0/0/0.11  (CCC) user     0 3.3.3.2           Push 299776  1322     2 ae1.0
ge-0/0/0.12  (CCC) user     0 3.3.3.2           Push 299952  1333     2 ae1.0
ge-0/0/0.13  (CCC) user     0 3.3.3.2           Push 300096  1342     2 ae1.0
ge-0/0/0.14  (CCC) user     0 3.3.3.2           Push 299984  1335     2 ae1.0
ge-0/0/0.15  (CCC) user     0 3.3.3.2           Push 299936  1332     2 ae1.0
ge-0/0/0.16  (CCC) user     0 3.3.3.2           Push 299808  1324     2 ae1.0
ge-0/0/0.17  (CCC) user     0 3.3.3.2           Push 300000  1336     2 ae1.0
ge-0/0/0.18  (CCC) user     0 3.3.3.2           Push 300032  1338     2 ae1.0
ge-0/0/0.19  (CCC) user     0 3.3.3.2           Push 299904  1330     2 ae1.0
ge-0/0/0.20  (CCC) user     0 3.3.3.2           Push 299856  1327     2 ae1.0

show route forwarding-table label

user@switch> show route forwarding-table label 29976
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Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
299776             user     0                   Pop    1334     2 ge-0/0/0.10

show route forwarding-tablematching

user@switch> show route forwarding-tablematching 3

Routing table: default.inet
Internet:

show route forwarding-tablemulticast

user@switch> show route forwarding-tablemulticast

Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
224.0.0.0/4        perm     1                    mdsc    35     1
224.0.0.1/32       perm     0 224.0.0.1          mcst    31     3
224.0.0.5/32       user     1 224.0.0.5          mcst    31     3

Routing table: __master.anon__.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
224.0.0.0/4        perm     0                    mdsc  1289     1
224.0.0.1/32       perm     0 224.0.0.1          mcst  1285     1

Routing table: default.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
ff00::/8           perm     0                    mdsc    43     1
ff02::1/128        perm     0 ff02::1            mcst    39     1
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showmpls interface

Syntax showmpls interface
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

showmpls interface

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display information about Multiprotocol Label Switching (MPLS)-enabled interfaces.

Options none—Display information about MPLS-enabled interfaces.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information MPLS isenabledonan interfacewhen the interface is configuredwithboth the setprotocol

mpls interface interface-name and set interface interface-name unit 0 family mpls

statements.

Required Privilege
Level

view

List of Sample Output showmpls interface on page 3869

Output Fields Table285onpage3868describes theoutput fields for the showmpls interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 285: showmpls interface Output Fields

Field DescriptionField Name

Name of the interface.Interface

State of the interface: Up or Dn (down).State

Administratively assigned colors of the link.Administrative groups

Maximum number of MPLS labels upon which MPLS can operate
on a logical interface. This is configured using themaximum-labels
statementat the [edit logical-systems logical-system-name interfaces
interface-name unit logical-unit-number family mpls] or the [edit
interfaces interface-name unit logical-unit-number family mpls]
hierarchy levels.

Maximum labels

Time (in seconds) that a static LSPmust wait before traffic reverts
from the bypass path to the original path. This is configured using
the protection-revert-time statement at the [edit logical-systems
logical-system-name protocolsmpls interface interface-name static]
or the [edit protocolsmpls interface interface-name static] hierarchy
levels.

Staticprotection revert time
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Table 285: showmpls interface Output Fields (continued)

Field DescriptionField Name

Enabled or Disabled: Enabled indicates that the
always-mark-connection-protection-tlv statement is configured at
the [edit logical-systems logical-system-nameprotocolsmpls interface
interface-name static] or the [edit protocolsmpls interface
interface-name static] hierarchy levels. When this statement is
configured, it marks all OAM traffic transiting this interface in
preparation for switching the traffic to an alternate path based on
the OAM functionality. To switch traffic to the bypass LSP, the
switch-away-lsps statement must be configured.

Alwaysmark connection
protection tlv

Enabled or Disabled: Enabled indicates that the switch-away-lsps
statement is configured at the [edit logical-systems
logical-system-name protocolsmpls interface interface-name static]
or the [edit protocolsmpls interface interface-name static] hierarchy
levels. This enables you to switchanLSPaway fromanetworknode
using a bypass LSP. This feature can be used in maintenance of
active networks when a network device needs to be replaced
without interrupting traffic passing through the network. The LSPs
can be either static or dynamic.

Switch away lsps

Sample Output

showmpls interface

user@host> showmpls interface

Interface: ge-0/2/1.57
  State: Up
  Administrative group: <none>
  Maximum labels: 5
  Static protection revert time: 5 seconds
  Always mark connection protection tlv: Disabled
  Switch away lsps : Disabled
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showmpls lsp

Syntax showmpls lsp
<brief | detail | extensive | terse>
<autobandwidth>
<bidirectional | unidirectional>
<bypass>
<count-active-routes>
<defaults>
<descriptions>
<down | up>
<logical-system (all | logical-system-name)>
<lsp-type>
<name name>
<p2mp>
<statistics>
<transit>

Syntax (EX Series
Switches)

showmpls lsp
<brief | detail | extensive | terse>
<bidirectional | unidirectional>
<bypass>
<descriptions>
<down | up>
<lsp-type>
<name name>
<p2mp>
<statistics>
<transit>

Release Information Command introduced before Junos OS Release 7.4.

defaults option added in Junos OS Release 8.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

autobandwidth option added in Junos OS Release 11.4.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display information about configured and active dynamicMultiprotocol Label Switching

(MPLS) label-switched paths (LSPs).

Options none—Display standard informationaboutall configuredandactivedynamicMPLSLSPs.

brief | detail | extensive | terse—(Optional) Display the specified level of output. The

extensive option displays the same information as the detail option, but covers the

most recent 50 events.

autobandwidth—(Optional) Display automatic bandwidth information. This option is

explained separately (see showmpls lsp autobandwidth).

bidirectional | unidirectional—(Optional) Display bidirectional or unidirectional LSP

information, respectively.

bypass—(Optional) Display LSPs used for protecting other LSPs.
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count-active-routes—(Optional) Display active routes for LSPs.

defaults—(Optional) Display the MPLS LSP default settings.

descriptions—(Optional) Display the MPLS label-switched path (LSP) descriptions. To

view this information, youmust configure the description statement at the [edit

protocol mpls lsp] hierarchy level. Only LSPs with a description are displayed. This

command is only valid for the ingress routing device, because the description is not

propagated in RSVPmessages.

down | up—(Optional) Display only LSPs that are inactive or active, respectively.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsp-type—(Optional) Display information about a particular LSP type:

• bypass—Sessions for bypass LSPs.

• egress—Sessions that terminate on this routing device.

• ingress—Sessions that originate from this routing device.

• transit—Sessions that pass through this routing device.

name name—(Optional) Display information about the specified LSP or group of LSPs.

p2mp—(Optional) Display information about point-to-multipoint LSPs.

statistics—(Optional) (Ingress and transit routers only) Display accounting information

aboutLSPs.Statisticsarenotavailable for LSPson theegress routingdevice, because

the penultimate routing device in the LSP sets the label to 0. Also, as the packet

arrives at the egress routing device, the hardware removes its MPLS header and the

packet reverts to being an IPv4 packet. Therefore, it is counted as an IPv4 packet,

not an MPLS packet.

NOTE: If a bypass LSP is configured for the primary static LSP, display
cumulative statistics of packets traversing through the protected LSP
and bypass LSPwhen traffic is re-optimized when the protected LSP
link is restored.

When used with the bypass option (showmpls lsp bypass statistics),

display statistics for the traffic that flows only through the bypass LSP.

transit—(Optional) Display LSPs transiting this routing device.

Required Privilege
Level

view

Related
Documentation

clear mpls lsp on page 3817•
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• showmpls lsp autobandwidth on page 3884

List of Sample Output showmpls lsp defaults on page 3878
showmpls lsp descriptions on page 3878
showmpls lsp detail on page 3878
showmpls lsp extensive on page 3879
showmpls lsp ingress extensive on page 3880
showmpls lsp extensive (automatic bandwidth adjustment enabled) on page 3881
showmpls lsp p2mp on page 3882
showmpls lsp p2mp detail on page 3882
showmpls lsp detail count-active-routes on page 3882
showmpls lsp statistics extensive on page 3883

Output Fields Table286onpage3872describes theoutput fields for theshowmplslspcommand.Output

fields are listed in the approximate order in which they appear.

Table 286: showmpls lsp Output Fields

Level of OutputField DescriptionField Name

All levelsInformation about LSPs on the ingress routing device. Each session has one line
of output.

Ingress LSP

All levelsInformation about the LSPs on the egress routing device. MPLS learns this
information by querying RSVP, which holds all the transit and egress session
information. Each session has one line of output.

Egress LSP

All levelsNumber of LSPs on the transit routing devices and the state of these paths.
MPLS learns this information by querying RSVP, which holds all the transit and
egress session information.

Transit LSP

All levelsName of the point-to-multipoint LSP. Dynamically generated P2MP LSPs used
forVPLS floodingusedynamically generatedP2MPLSPnames. Thenameuses
the format identifier:vpls:router-id:routing-instance-name. The identifier is
automatically generated by Junos OS.

P2MP name

All levelsNumber of destination LSPs the point-to-multipoint LSP is transmitting to.P2MPbranchcount

All levelsAn asterisk (*) under this heading indicates that the LSP is a primary path.P

detail extensive(detail and extensive) Destination (egress routing device) of the LSP.address

briefDestination (egress routing device) of the session.To

brief detailSource (ingress routing device) of the session.From

brief detailState of the LSP handled by this RSVP session: Up, Dn (down), or Restart.State

detail extensiveNumber of active routes (prefixes) installed in the forwarding table. For ingress
LSPs, the forwarding table is the primary IPv4 table (inet.0). For transit and
egress RSVP sessions, the forwarding table is the primaryMPLS table (mpls.0).

Active Route
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

briefNumber of active routes (prefixes) installed in the routing table. For ingress
RSVP sessions, the routing table is the primary IPv4 table (inet.0). For transit
andegressRSVPsessions, the routing table is theprimaryMPLS table (mpls.0).

Rt

briefPath. An asterisk (*) underneath this column indicates that the LSP is a primary
path.

P

detail extensive(Ingress LSP) Name of the active path: Primary or Secondary.ActivePath

brief detailName of the LSP.LSPname

extensiveDisplays the number of packets and the number of bytes transmitted over the
LSP. These counters are reset to zero whenever the LSP path is optimized (for
example, during an automatic bandwidth allocation).

Statistics

extensiveDisplays the number of packets and the number of bytes transmitted over the
LSP. These counters continue to iterate even if the LSP path is optimized. You
can reset these counters to zero using the clear mpls lsp statistics command.

Aggregatestatistics

brief extensiveDisplays the number of packets transmitted over the LSP.Packets

brief extensiveDisplays the number of bytes transmitted over the LSP.Bytes

detailType of LSP: multiclass LSP (multiclass diffServ-TE LSP) or
Differentiated-Services-aware traffic engineering LSP (diffServ-TE LSP).

DiffServeInfo

detail extensiveType of LSP: static Static configured or dynamic Dynamic configured. Also
indicates if the LSP is aPenultimatehoppoppingLSPor anUltimatehoppopping
LSP.

LSPtype

All levels(Bypass LSP) Destination address (egress routing device) for the bypass LSP.Bypass

detailIndicates whether the RSVP session is for the primary or secondary LSP path.
LSPpath canbe eitherprimaryor secondaryand canbedisplayedon the ingress,
egress, and transit routing devices.

LSPpath

All levels(GMPLS) The LSP allows data to travel in both directions between GMPLS
devices.

Bidir

All levels(GMPLS) The LSP allows data to travel both ways between GMPLS devices.Bidirectional

detailFast reroute has been requested by the ingress routing device.FastReroute
desired

detailLink protection has been requested by the ingress routing device.Link protection
desired

detail extensive(Ingress LSP)CSPF load-balancing rule thatwas configured to select the LSP's
path among equal-cost paths: Most-fill, Least-fill, or Random.

LoadBalance
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsSignal type for GMPLS LSPs. The signal type determines the peak data rate for
the LSP: DS0, DS3, STS-1, STM-1, or STM-4.

Signal type

All levelsLSP encoding type: Packet, Ethernet, PDH, SDH/SONET, Lambda, or Fiber.Encoding type

All levelsType of switching on the links needed for the LSP: Fiber, Lamda, Packet, TDM,
or PSC-1.

Switching type

All levelsGeneralized Payload Identifier (identifier of the payload carried by an LSP):
HDLC, Ethernet, IPv4, PPP, or Unknown.

GPID

All levelsConfiguredprotection capability desired for the LSP:Extra,Enhanced,none,One
plus one,One to one, or Shared.

Protection

All levels(Bidirectional LSPs) Incoming label for reverse direction traffic for this LSP.Upstream label in

All levels(Bidirectional LSPs) Outgoing label for reverse direction traffic for this LSP.Upstream label out

All levels(Bidirectional LSPs) Label the upstream node suggests to use in the Resv
message that is sent.

Suggested label
received

All levels(Bidirectional LSPs) Label the downstream node suggests to use in the Resv
message that is returned.

Suggested label
sent

detail extensive(Ingress LSP) The LSP is performing autobandwidth allocation.Autobandwidth

detail extensive(Ingress LSP) Configuredminimum value of the LSP, in bps.MinBW

detail extensive(Ingress LSP) Configuredmaximum value of the LSP, in bps.MaxBW

detail extensive(Ingress LSP) Displays the current dynamically specified minimum bandwidth
allocation for the LSP, in bps.

DynamicMinBW

detail extensive(Ingress LSP) Configured value for the adjust-timer statement, indicating the
total amount of time allowed before bandwidth adjustment will take place, in
seconds.

Adjustment Timer

detail extensive(Ingress LSP) Configured value for the adjust-threshold statement. Specifies
how sensitive the automatic bandwidth adjustment for an LSP is to changes in
bandwidth utilization.

Adjustment
Threshold

detail extensive(Ingress LSP) Time in seconds until the next automatic bandwidth adjustment
sample is taken.

Time for Next
Adjustment

detail extensive(Ingress LSP) Date and time since the last automatic bandwidth adjustment
was completed.

Time of Last
Adjustment

detail extensive(Ingress LSP) Current value of the actual maximum average bandwidth
utilization, in bps.

Max AvgBWutil
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Ingress LSP) Configured value of the threshold overflow limit.Overflow limit

detail extensive(Ingress LSP) Current value for the overflow sample count.Overflow sample
count

detail extensive(Ingress LSP) Current value of the bandwidth adjustment timer, indicating the
amount of time remaining until the bandwidth adjustment will take place, in
seconds.

Bandwidth
Adjustment in nnn
second(s)

detail extensive(Ingress LSP) Configured value of the threshold underflow limit.Underflow limit

detail extensive(Ingress LSP) Current value for the underflow sample count.Underflow sample
count

detail extensive(Ingress LSP) The highest sample bandwidth among the underflow samples
recorded currently. This is the signaling bandwidth if an adjustment occurs
because of an underflow.

UnderflowMax
AvgBW

detail extensive(Ingress LSP) A value of * indicates that the path is active. The absence of *
indicates that thepath is notactive. In the followingexample, “long” is theactive
path.

*Primary long
Standby short

Active path
indicator

detail extensive(Ingress LSP) Name of the primary path.Primary

detail extensive(Ingress LSP) Name of the secondary path.Secondary

detail extensive(Ingress LSP) Name of the path in standbymode.Standby

detail extensive(Ingress LSP) State of the path: Up or Dn (down).State

detail extensive(Ingress LSP) Class-of-service value.COS

detail extensive(Ingress LSP) Active bandwidth for the LSP path for each MPLS class type, in
bps.

Bandwidth per
class

detail extensive(Ingress LSP) Configured value of the setup priority and the hold priority
respecitively (the setup priority is displayed first), where 0 is the highest priority
and 7 is the lowest priority. If you have not explicitly configured these values,
the default values are displayed (7 for the setup priority and 0 for the hold
priority).

Priorities

detail extensive(IngressLSP)Configuredvalueof theoptimize timer, indicating the total amount
of time allowed before path reoptimization, in seconds.

OptimizeTimer

detail extensive(Ingress LSP) Configured value of the smart optimize timer, indicating the total
amount of time allowed before path reoptimization, in seconds.

SmartOptimizeTimer
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Ingress LSP)Current valueof theoptimize timer, indicating theamount of time
remaining until the path will be reoptimized, in seconds.

Reoptimization in
xxx seconds

detail extensive(Ingress LSP) Computed explicit route. A series of hops, each with an address
followed by a hop indicator. The value of the hop indicator can be strict (S) or
loose (L).

Computed ERO (S
[L] denotes strict
[loose] hops)

detail extensive(Ingress LSP) Constrained Shortest Path First metric for this path.CSPFmetric

detail extensive(Ingress LSP) Received record route. A series of hops, each with an address
followed by a flag. (In most cases, the received record route is the same as the
computed explicit route. If Received RRO is different from Computed ERO, there
is a topology change in the network, and the route is taking a detour.) The
following flags identify the protection capability and status of the downstream
node:

• 0x01—Local protection available. The link downstream from this node is
protected by a local repair mechanism. This flag can be set only if the Local
protection flag was set in the SESSION_ATTRIBUTE object of the
corresponding Path message.

• 0x02—Local protection in use. A local repairmechanism is in use tomaintain
this tunnel (usually because of an outage of the link it was routed over
previously).

• 0x03—Combination of 0x01 and 0x02.

• 0x04—Bandwidth protection. The downstream routing device has a backup
path providing the same bandwidth guarantee as the protected LSP for the
protected section.

• 0x08—Node protection. The downstream routing device has a backup path
providing protection against link and node failure on the corresponding path
section. If the downstream routing device can set up only a link-protection
backup path, the Local protection available bit is set but the Node protection
bit is cleared.

• 0x09—Detour is established. Combination of 0x01 and 0x08.

• 0x10—Preemption pending. The preempting node sets this flag if a pending
preemption is in progress for the traffic engine LSP. This flag indicates to the
ingress legacy edge router (LER) of this LSP that it should be rerouted.

• 0x20—Node ID. Indicates that the address specified in theRRO’s IPv4or IPv6
sub-object is a node ID address, which refers to the router address or router
ID. Nodes must use the same address consistently.

• 0xb—Detour is in use. Combination of 0x01, 0x02, and 0x08.

Received RRO

extensive(Ingress LSP) Log entry number of each LSP path event. The numbers are in
chronologicaldescendingorder,withamaximumof50 indexnumbersdisplayed.

Index number

extensive(Ingress LSP) Date of the LSP event.Date

extensive(Ingress LSP) Time of the LSP event.Time

extensive(Ingress LSP) Description of the LSP event.Event

extensive(Ingress LSP) Date and time the LSP was created.Created
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive(Bypass) RSVP reservation style. This field consists of two parts. The first is the
number of active reservations. The second is the reservation style, which can
be FF (fixed filter), SE (shared explicit), orWF (wildcard filter).

Resv style

brief detailIncoming label for this LSP.Labelin

brief detailOutgoing label for this LSP.Labelout

brief detailName of the LSP.LSPname

detailNumber of seconds remaining in the lifetime of the reservation.Time left

detailDate and time when the RSVP session was initiated.Since

detailSender's traffic specification, which describes the sender's traffic parameters.Tspec

detailProtocol ID and sender or receiver port used in this RSVP session.Port number

detailAddress of the previous-hop (upstream) routing device or client, interface the
neighbor used to reach this router, and number of packets received from the
upstream neighbor.

PATH rcvfrom

detailAddress of the next-hop (downstream) routing device or client, interface used
to reach this neighbor, and number of packets sent to the downstream routing
device.

PATH sentto

detailAddress of the previous-hop (upstream) routing device or client, interface the
neighbor used to reach this routing device, and number of packets received
from the upstream neighbor. The output in this field, which is consistent with
that in the PATH rcvfrom field, indicates that the RSVP negotiation is complete.

RESV rcvfrom

detailRecorded route for the session, taken from the record route object.Record route

detailNumber of soft preemptions that occurred on a path and when the last soft
preemption occurred. Only successful soft preemptions are counted (those
that actually resulted in a new path being used).

Soft preempt

detailPath is in the process of being soft preempted. This display is removed once
the ingress router has calculated a new path.

Soft preemption
pending
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Table 286: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

defaultsDefault settings for MPLS traffic engineered LSPs:

• LSP Holding Priority—Determines the degree to which an LSP holds on to its
session reservation after the LSP has been set up successfully.

• LSPSetupPriority—DetermineswhetheranewLSPthatpreemptsanexisting
LSP can be established.

• Hop Limit—Specifies the maximum number of routers the LSP can traverse
(including the ingress and egress).

• Bandwidth—Specifies the bandwidth in bits per second for the LSP.

• LSP Retry Timer—Length of time in seconds that the ingress router waits
between attempts to establish the primary path.

MPLS-TE LSP
Defaults

TheXML tagnameof thebandwidth tagunder theauto-bandwidth taghasbeenupdated

tomaximum-average-bandwidth . You can see thenew tagwhen you issue the showmpls

lsp extensive commandwith the | display xml pipe option. If you have any scripts that use

the bandwidth tag, ensure that they are updated tomaximum-average-bandwidth.

Sample Output

showmpls lsp defaults

user@host> showmpls lsp defaults
   MPLS-TE LSP Defaults
      LSP Holding Priority      0
      LSP Setup Priority        7
      Hop Limit                 255
      Bandwidth                 0
      LSP Retry Timer           30 seconds

showmpls lsp descriptions

user@host> showmpls lsp descriptions
Ingress LSP: 3 sessions
To              LSP name                              Description
10.0.0.195      to-sanjose                            to-sanjose-desc
10.0.0.195      to-sanjose-other-desc                 other-desc
Total 2 displayed, Up 2, Down 0

showmpls lsp detail

user@host> showmpls lsp detail
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  ActivePath:  (primary)
  LSPtype: Static Configured, Penultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 

Copyright © 2014, Juniper Networks, Inc.3878

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
Total 1 displayed, Up 1, Down 0

Egress LSP: 1 sessions

192.168.0.5
  From: 192.168.0.4, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: -
  Resv style: 1 FF, Label in: 3, Label out: -
  Time left:  157, Since: Wed Jul 18 17:55:12 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 46128 protocol 0
  PATH rcvfrom: 10.0.0.18 (lt-1/2/0.17) 3 pkts
  Adspec: received MTU 1500 
  PATH sentto: localclient
  RESV rcvfrom: localclient 
  Record route: 10.0.0.22 10.0.0.18 <self>  
Total 1 displayed, Up 1, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp extensive

user@host> showmpls lsp extensive
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  ActivePath:  (primary)
  LSPtype: Static Configured, Ultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
   11 Sep 20 15:54:35.032 Make-before-break: Switched to new instance
   10 Sep 20 15:54:34.029 Record Route:  10.0.0.18 10.0.0.22
    9 Sep 20 15:54:34.029 Up
    8 Sep 20 15:54:20.271 Originate make-before-break call
    7 Sep 20 15:54:20.271 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    6 Sep 20 15:52:10.247 Selected as active path
    5 Sep 20 15:52:10.246 Record Route:  10.0.0.18 10.0.0.22
    4 Sep 20 15:52:10.243 Up
    3 Sep 20 15:52:09.745 Originate Call
    2 Sep 20 15:52:09.745 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    1 Sep 20 15:51:39.903 CSPF failed: no route toward 192.168.0.4
  Created: Thu Sep 20 15:51:08 2012
Total 1 displayed, Up 1, Down 0
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Egress LSP: 1 sessions

192.168.0.5
  From: 192.168.0.4, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: -
  Resv style: 1 FF, Label in: 3, Label out: -
  Time left:  148, Since: Thu Sep 20 15:52:10 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 49601 protocol 0
  PATH rcvfrom: 10.0.0.18 (lt-1/2/0.17) 27 pkts
  Adspec: received MTU 1500 
  PATH sentto: localclient
  RESV rcvfrom: localclient 
  Record route: 10.0.0.22 10.0.0.18 <self>
Total 1 displayed, Up 1, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp ingress extensive

user@host> showmpls lsp ingress extensive
Ingress LSP: 1 sessions

50.0.0.1
  From: 10.0.0.1, State: Up, ActiveRoute: 0, LSPname: test
  ActivePath:  (primary)
  LSPtype: Static Configured
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    OptimizeTimer: 300
    SmartOptimizeTimer: 180
    Reoptimization in 240 second(s).
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 3)
 1.1.1.2 S 4.4.4.1 S 5.5.5.2 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          1.1.1.2 4.4.4.1 5.5.5.2
   17 Aug  3 13:17:33.601 CSPF: computation result ignored, new path less avail 
bw[3 times]
   16 Aug  3 13:02:51.283 CSPF: computation result ignored, new path no benefit[2
 times]
   15 Aug  3 12:54:36.678 Selected as active path
   14 Aug  3 12:54:36.676 Record Route:  1.1.1.2 4.4.4.1 5.5.5.2
   13 Aug  3 12:54:36.676 Up
   12 Aug  3 12:54:33.924 Deselected as active
   11 Aug  3 12:54:33.924 Originate Call
   10 Aug  3 12:54:33.923 Clear Call
    9 Aug  3 12:54:33.923 CSPF: computation result accepted  1.1.1.2 4.4.4.1 
5.5.5.2
    8 Aug  3 12:54:33.922 2.2.2.2: No Route toward dest
    7 Aug  3 12:54:28.177 CSPF: computation result ignored, new path no benefit[4
 times]
    6 Aug  3 12:35:03.830 Selected as active path
    5 Aug  3 12:35:03.828 Record Route:  2.2.2.2 3.3.3.2
    4 Aug  3 12:35:03.827 Up
    3 Aug  3 12:35:03.814 Originate Call
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    2 Aug  3 12:35:03.814 CSPF: computation result accepted  2.2.2.2 3.3.3.2
    1 Aug  3 12:34:34.921 CSPF failed: no route toward 50.0.0.1
  Created: Tue Aug  3 12:34:35 2010
Total 1 displayed, Up 1, Down 0

showmpls lsp extensive (automatic bandwidth adjustment enabled)

user@host> showmpls lsp extensive
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  ActivePath:  (primary)
  Node/Link protection desired
  LSPtype: Static Configured, Penultimate hop popping
  LoadBalance: Random
  Autobandwidth 
  MinBW: 300bps, MaxBW: 1000bps, Dynamic MinBW: 1000bps
  Adjustment Timer: 300 secs AdjustThreshold: 25%
  Max AvgBW util: 963.739bps, Bandwidth Adjustment in 0 second(s).
  Min BW Adjust Interval: 1000, MinBW Adjust Threshold (in %): 50
  Overflow limit: 0, Overflow sample count: 0
  Underflow limit: 0, Underflow sample count: 9, Underflow Max AvgBW: 614.421bps

  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    Bandwidth: 1000bps
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          192.168.0.6(flag=0x20) 10.0.0.18(Label=299792) 192.168.0.4(flag=0x20) 
10.0.0.22(Label=3)
   12 Apr 30 10:25:17.024 Make-before-break: Switched to new instance
   11 Apr 30 10:25:16.023 Record Route:  192.168.0.6(flag=0x20) 
10.0.0.18(Label=299792) 192.168.0.4(flag=0x20) 10.0.0.22(Label=3)
   10 Apr 30 10:25:16.023 Up
    9 Apr 30 10:25:16.023 Automatic Autobw adjustment succeeded: BW changes from
 300 bps to 1000 bps
    8 Apr 30 10:25:15.946 Originate make-before-break call
    7 Apr 30 10:25:15.946 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    6 Apr 30 10:16:42.891 Selected as active path
    5 Apr 30 10:16:42.891 Record Route:  192.168.0.6(flag=0x20) 
10.0.0.18(Label=299776) 192.168.0.4(flag=0x20) 10.0.0.22(Label=3)
    4 Apr 30 10:16:42.890 Up
    3 Apr 30 10:16:42.828 Originate Call
    2 Apr 30 10:16:42.828 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    1 Apr 30 10:16:14.064 CSPF: could not determine self[2 times]
  Created: Tue Apr 30 10:15:16 2013
Total 1 displayed, Up 1, Down 0

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0
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showmpls lsp p2mp

user@host> showmpls lsp p2mp
Ingress LSP: 2 sessions
P2MP name: p2mp-lsp1, P2MP branch count: 1
To              From            State Rt P ActivePath       LSPname
10.255.245.51   10.255.245.50   Up     0 * path1            p2mp-branch-1
P2MP name: p2mp-lsp2, P2MP branch count: 1
To              From            State Rt P ActivePath       LSPname
10.255.245.51   10.255.245.50   Up     0 * path1            p2mp-st-br1
Total 2 displayed, Up 2, Down 0

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp p2mp detail

user@host> showmpls lsp p2mp detail
Ingress LSP: 2 sessions
P2MP name: p2mp-lsp1, P2MP branch count: 1

10.255.245.51
  From: 10.255.245.50, State: Up, ActiveRoute: 0, LSPname: p2mp-branch-1
  ActivePath: path1 (primary)
  P2MP name: p2mp-lsp1
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary   path1            State: Up
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 25)
 192.168.208.17 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt):

          192.168.208.17
P2MP name: p2mp-lsp2, P2MP branch count: 1

10.255.245.51
  From: 10.255.245.50, State: Up, ActiveRoute: 0, LSPname: p2mp-st-br1
  ActivePath: path1 (primary)
  P2MP name: p2mp-lsp2
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary   path1            State: Up
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 25)
 192.168.208.17 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt):

          192.168.208.17
Total 2 displayed, Up 2, Down 0

showmpls lsp detail count-active-routes

user@host> showmpls lsp detail count-active-routes
Ingress LSP: 1 sessions

213.119.192.2
  From: 156.154.162.128, State: Up, ActiveRoute: 1, LSPname: to-lahore
  ActivePath:  (primary)
  LSPtype: Static Configured
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  LoadBalance: Random
  Autobandwidth
  MinBW: 5Mbps MaxBW: 250Mbps
  Adjustment Timer: 300 secs
  Max AvgBW util: 60.2599Mbps, Bandwidth Adjustment in 0 second(s).
  Overflow limit: 0, Overflow sample count: 0
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    Bandwidth: 5Mbps
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 4)
 10.252.0.177 S
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.252.0.177
Total 1 displayed, Up 1, Down 0

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp statistics extensive

user@host> show mpls lsp statistics extensive
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  Statistics: Packets 302, Bytes 28992
  Aggregate statistics: Packets 302, Bytes 28992
  ActivePath:  (primary)
  LSPtype: Static Configured, Penultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
    6 Oct  3 11:18:28.281 Selected as active path
    5 Oct  3 11:18:28.281 Record Route:  10.0.0.18 10.0.0.22
    4 Oct  3 11:18:28.280 Up
    3 Oct  3 11:18:27.995 Originate Call
    2 Oct  3 11:18:27.995 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    1 Oct  3 11:17:59.118 CSPF failed: no route toward 192.168.0.4[2 times]
  Created: Wed Oct  3 11:17:01 2012
Total 1 displayed, Up 1, Down 0
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showmpls lsp autobandwidth

Syntax showmpls lsp autobandwidth
<brief | detail | extensive>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display automatic bandwidth information for the LSP(s).

Options brief | detail | extensive—(Optional) Display the specified level of output. The extensive

optiondisplays thesame informationas thedetail option, but covers themost recent

50 events.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

showmpls lsp on page 3870•

List of Sample Output showmpls lsp autobandwidth on page 3885

Output Fields Table 287 onpage 3884describes the output fields for the showmpls lspautobandwidth

command. Output fields are listed in the approximate order in which they appear.

Table 287: showmpls lsp autobandwidth Output Fields

Level of OutputField DescriptionField Name

All LevelsDestination (egress routing device) of the session.To

All LevelsSource (ingress routing device) of the session.From

All LevelsName of the LSP.LSPname

detail extensive(Ingress LSP) Configuredminimum value of the LSP, in bps.Min BW

detail extensive(Ingress LSP) Configuredmaximum value of the LSP, in bps.Max BW

detail extensive(Ingress LSP) Current value of the actual maximum average bandwidth
utilization, in bps.

Max AvgBWutil

detail extensive(Ingress LSP) Configured value of the threshold overflow limit.Overflow limit

detail extensive(Ingress LSP) Current value for the overflow sample count.Overflow sample
count

detail extensive(Ingress LSP) Configured value of the threshold underflow limit.Underflow limit
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Table 287: showmpls lsp autobandwidth Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Ingress LSP) Current value for the underflow sample count.Underflow sample
count

detail extensive(Ingress LSP) Configured value for the adjust-timer statement, indicating the
total amount of time allowed before bandwidth adjustment will take place, in
seconds.

Adjustment Timer

detail extensive(Ingress LSP) Configured value for the adjust-threshold statement. Specifies
how sensitive the automatic bandwidth adjustment for an LSP is to changes in
bandwidth utilization.

Adjustment
Threshold

detail extensive(Ingress LSP) Time in seconds until the next automatic bandwidth adjustment
sample is taken.

Time for Next
Adjustment

detail extensive(Ingress LSP) Date and time since the last automatic bandwidth adjustment
was completed.

Time of Last
Adjustment

detail extensivePrevious active bandwidth of the LSP.Last BW

detail extensiveBandwidth requested in the previous automatic bandwidth adjustment.LastRequestedBW

detail extensiveBandwidth signaled in the previous automatic bandwidth adjustment.Last Signaled BW

detail extensiveMaximum bandwidth used by the LSP.HighestWatermark
BW

detail extensiveTotal number of attempts to adjust automatic bandwidth including failed and
successful adjustments.

Total AutoBw
Adjustments

detail extensiveNumber of successful automatic bandwidth adjustments.Successful
Adjustments

detail extensiveNumber of failed automatic bandwidth adjustments.FailedAdjustments

Sample Output

showmpls lsp autobandwidth

user@host> showmpls lsp autobandwidth extensive
To: 10.255.106.133,
From: 10.255.106.135, LSPname: r0-r1
Min BW: 100kbps, Max BW: 0bps, Max AvgBW util: 2.33249Mbps
Overflow limit: 0, Overflow sample count: 0
Underflow limit: 0, Underflow sample count: 0
Adjustment Timer: 300 sec, Adjustment Threshold: 0
Time for Next Adjustment: 23 sec, Time of Last Adjustment: Fri Jun  3 21:05:37
2011
Last BW: 100kbps, Last Requested BW: 2.2169Mbps, Last Signaled BW: 2.2169Mbps,
Highest Watermark BW: 2.33249Mbps
Total AutoBw Adjustments: 1, Successful Adjustments: 1, Failed Adjustments: 0
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showmpls path

Syntax showmpls path
<logical-system (all | logical-system-name)>
<path-name>

Syntax (EX Series
Switches)

showmpls path
<path-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display dynamic Multiprotocol Label Switching (MPLS) label-switched paths (LSPs).

Options none—Display standard information about all MPLS LSPs.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

path-name—(Optional) Display information about the specified LSP only.

Required Privilege
Level

view

List of Sample Output showmpls path on page 3887

Output Fields Table 288 on page 3887 describes the output fields for the showmpls path command.

Output fields are listed in the approximate order in which they appear.

Table 288: showmpls path Output Fields

Field DescriptionField Name

Information about ingress LSPs. Each path has one line of output.Path name

Addresses of the routing devices that form the LSP.Address

Whether the address is a configured as a strict or loose address.Strict/loose address

Sample Output

showmpls path

user@host> showmpls path
Path name        Address          Strict/loose address
p1               123.456.55.6     Strict
                 123.456.1.6      Loose
p2               191.456.1.4      Strict
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showmpls static-lsp

Syntax showmpls static-lsp
<brief | detail | extensive | terse>
<bypass>
<descriptions>
<down | up>
<ingress>
<logical-system (all | logical-system-name)>
<lsp-type>
<name name>
<statistics>
<transit>

Release Information Command introduced in Junos OS Release 10.1.

Description Display information about configured and active static Multiprotocol Label Switching

(MPLS) label-switched paths (LSPs).

Options none—Display standard information about all configured and active static MPLS LSPs.

brief | detail | extensive | terse—(Optional) Display the specified level of output. The

extensive option displays the same information as the detail option, but covers the

most recent 50 events.

bypass—(Optional) Display LSPs used for protecting other static LSPs.

descriptions—(Optional) Display the MPLS static LSP descriptions. To view this

information, youmust configure the description statement at the [edit protocols

mpls static-label-switched-path path-name bypass], [edit protocolsmpls

static-label-switched-path path-name ingress], or [edit protocolsmpls

static-label-switched-path path-name transit incoming-label] hierarchy levels. Only

static LSPs with a description are displayed.

down | up—(Optional) Display only static LSPs that are inactive or active, respectively.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsp-type—(Optional) Display information about a particular LSP type:

• bypass—Sessions for bypass LSPs.

• ingress—Sessions that originate from this routing device.

• transit—Sessions that pass through this routing device.

name name—(Optional) Display information about the specified static LSP or group of

LSPs.

statistics—(Optional) Display accounting information about static LSPs.

transit—(Optional) Display static LSPs transiting this routing device.
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Required Privilege
Level

view

List of Sample Output showmpls static-lsp extensive on page 3890
showmpls static-lsp statistics ingress on page 3890

Output Fields Table289onpage3889describes theoutput fields for theshowmplsstatic-lspcommand.

Output fields are listed in the approximate order in which they appear.

Table 289: showmpls static-lsp Output Fields

Level of OutputField DescriptionField Name

All levelsInformation about the static LSPs on the ingress routing device. Each session
has one line of output.

Ingress LSPs

All levelsNumber of static LSPs on the transit routing devices and the state of these
paths.MPLS learns this informationbyqueryingRSVP,whichholdsall the transit
and egress session information.

Transit LSPs

All levelsInformation about the bypass LSPs configured on the routing device. Each
session has one line of output.

Bypass LSPs

All levelsName of the static LSP.LSPname

All levelsDestination (egress routing device) of the session.To

All levelsState of the static LSP handled by this RSVP session:Up,Dn (down), orRestart.State

All levelsNumber of packet transiting the static LSP (statistics option only).Packets

All levelsNumber of bytes transiting the static LSP (statistics option only).Bytes

detail, extensiveIP address for the next-hop router for the static LSP.Nexthop

All levels(Bypass LSP) Destination address (egress routing device) for the bypass LSP.Bypass

detail, extensiveLink protection has been requested by the ingress routing device.Link protection
desired

detail, extensiveLabel operation to perform: Push, Pop, Swap.LabelOperation

detail, extensiveOutgoing label to use for the MPLS packet in either push or swap label
operations.

Outgoing-label

extensive(Ingress LSP) Date and time the static LSP was created.Created

detail, extensiveBandwidth configured for the static LSP.Bandwidth

All levels(Bypass) RSVP reservation style. This field consists of two parts: the number
of active reservations and the reservation style, which can be FF (fixed filter),
SE (shared explicit), orWF (wildcard filter).

Resv style
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Sample Output

showmpls static-lsp extensive

user@host> showmpls static-lsp extensive
Ingress LSPs:
LSPname: alpha-to-beta, To: 192.168.14.1
  State: Dn
  Nexthop: 192.168.10.1
  LabelOperation: Push, Outgoing-label: 1000001
  Created: Thu Jan 14 16:44:43 2010
  Bandwidth: 0 bps
Total 1, displayed 1, Up 0, Down 1

Transit LSPs:
Total 0, displayed 0, Up 0, Down 0

Bypass LSPs:
Total 0, displayed 0, Up 0, Down 0

showmpls static-lsp statistics ingress

user@host> showmpls static-lsp statistics ingress
Ingress LSPs:
LSPname                      To              State     Packets            Bytes
alpha-to-beta                192.168.14.1    Dn             NA               NA
Total 1, displayed 1, Up 0, Down 1
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show rsvp interface

Syntax show rsvp interface
<brief | detail | extensive>
<link-management>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show rsvp interface
<brief | detail | extensive>
<link-management>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the status of Resource Reservation Protocol (RSVP)-enabled interfaces and

packet statistics.

Options none—Display standard information about the status of RSVP-enabled interfaces and

packet statistics.

brief | detail | extensive | link-management—(Optional) Display the specified level of

output.

link-management—(Optional) Use the link-management option to display the control

peers and corresponding TE-link information created by the Link Management

Protocol (LMP).

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show rsvp interface brief on page 3894
show rsvp interface detail on page 3894
show rsvp interface extensive on page 3894
show rsvp interface link-management on page 3895

Output Fields Table290onpage3891 lists theoutput fields for theshowrsvp interfacecommand.Output

fields are listed in the approximate order in which they appear.

Table 290: show rsvp interface Output Fields

Level of OutputField DescriptionField Name

All levelsNumber of interfaces on which RSVP is active. Each interface has one line of
output.

RSVP interface

All levelsName of the interface.Interface

detailIndex of the interface.Index
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Table 290: show rsvp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the interface.

• Disabled—No traffic engineering information is displayed.

• Down—Interface is not operational.

• Enabled—Displays traffic engineering information.

• Up—Interface is operational.

State

detailInterface does not support RSVP authentication.NoAuthentication

detailInterface does not support refresh reduction.NoAggregate

detailInterface does not support refresh reduction message ID extension.NoReliable

detailInterface does not support link protection.NoLinkProtection

detailFrequency at which RSVP hellos are sent on this interface (in seconds).HelloInterval

detailIP address of the local interface.Address

None specifiedNext-hop link address to transmit messages.Active control
channel

None specifiedTraffic-engineered links that aremanaged by the peer they are associatedwith.TElink

All levelsNumber of reservations that are actively reserving bandwidth on the interface.Active resv

detailNumber of times an RSVP session was preempted on this interface.PreemptionCnt

detailPercentage change in reserved bandwidth to trigger an IGP update.Update threshold

All levelsUser-configured subscription factor.Subscription

extensiveBandwidth allocated for the specified bandwidth constraint.bc number

extensiveBandwidth allocated for the specified class type.ct number

All levelsTotal interface bandwidth, in bps.Static BW

al levelsAmount of bandwidth that RSVP is allowed to reserve, in bps. It is equal to
(static bandwidth * subscription factor).

Available BW

All levelsCurrently reserved bandwidth, in bps.Reserved BW

detailNumber of times a soft preemption occurred on this interface. This number is
not included in the PreemptionCnt value.

SoftPreemptionCnt

detailCurrently overbooked bandwidth, in bps, by class type (ct0 through ct3).Overbooked BW
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Table 290: show rsvp interface Output Fields (continued)

Level of OutputField DescriptionField Name

briefHighest bandwidth that has ever been reserved on this interface, in bps.Highwater mark

detailType of RSVP packet.PacketType

detailTotal number of packets sent.Total Sent

detailTotal number of packets received since RSVPwas enabled.Total Received

detailNumber of packets sent in the last 5 seconds.Last5secondsSent

detailNumber of packets received in the last 5 seconds.Last 5 seconds
Received

detailStatistics about Path messages, which are sent from the RSVP sender along
the data paths and store path state information in each node along the path.

Path

detailStatistics about PathErr messages, which are advisory messages that are sent
upstream to the sender.

PathErr

detailStatistics about PathTearmessages, which remove path states and dependent
reservation states in any routers along a path.

PathTear

detailStatistics about Resv messages, which are sent from the RSVP receiver along
the data paths and store reservation state information in each node along the
path.

Resv

detailStatistics about ResvErr messages, which are advisory messages that are sent
when an attempt to establish a reservation fails.

ResvErr

detailStatistics about ResvTear messages, which remove reservation states along
a path.

ResvTear

detailNumber of RSVP hello packets that have been sent to and received from
the neighbor.

Hello

detailAcknowledgemessage for refresh reductions.Ack

detailSummary refresh messages.Srefresh

detailStatistics for the number of end-to-end RSVPmessages sent.EndtoEnd RSVP

extensiveCoS transmit queue number and its associated forwarding class designation.Queue

extensiveConfigured bandwidth in Mbps and configured bandwidth as a percentage of
the specified queue.

TxRate

extensiveWeight of the queue relative to other configured queues, in percentage.Priority

3893Copyright © 2014, Juniper Networks, Inc.

Chapter 45: Administration



Table 290: show rsvp interface Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveLow, High, None, or Exact. None indicates no rate limiting. Exact indicates the
queue transmits at the configured rate only.

queue-priority-value

Sample Output

show rsvp interface brief

user@host> show rsvp interface brief
RSVP interface: 1 active
                  Active Subscr- Static      Available   Reserved    Highwater
Interface   State resv   iption  BW          BW          BW          mark
de0.0     Up         1    23%    10Mbps      989.992kbps 1.31Mbps    1.31Mbps

show rsvp interface detail

user@host> show rsvp interface detail
so-0/1/1.0  Index 6, State: Ena/Up
  NoAuthentication, NoAggregate, NoReliable, NoLinkProtection
  HelloInterval 3(second)
  Address 192.168.207.29, 10.255.245.194
  ActiveResv 0, PreemptionCnt 0, Update threshold 10% 
  Subscription 100%, StaticBW 155.52Mbps, AvailableBW 155.52Mbps 
ReservedBW [0] 155Mbps[1] 0bps[2] 0bps[3] 0bps[4] 0bps[5] 0bps[6] 0bps[7] 0bps
SoftPreemptionCnt1
OverbookedBW [0] 0bps[1] 0bps[2] 0bps[3] 0bps[4] 155Mbps[5] 0bps[6] 0bps[7] 0bps
PacketType              Total                  Last 5 seconds
                   Sent      Received        Sent      Received
  Path                16             0           1             0
  PathErr              0             0           0             0
  PathTear             1             0           0             0
  Resv                 0            11           0             1
  ResvErr              0             0           0             0
  ResvTear             0             0           0             0
  Hello               66            67           1             1
  Ack                  0             0           0             0
  Srefresh             0             0           0             0
  EndtoEnd RSVP        0             0           0             0
...

show rsvp interface extensive

user@host> show rsvp interface extensive
so-1/0/0.0 Index 72, State Ena/Up
  NoAuthentication, NoAggregate, NoReliable, NoLinkProtection
  HelloInterval 9(second)
  Address 192.168.213.22, 10.255.240.175
  ActiveResv 1, PreemptionCnt 0, Update threshold 10%
  Subscription 100%, 
  bc0 = (ct0+ct1+ct2+ct3), StaticBW 622.08Mbps
  bc1 = (ct1+ct2+ct3), StaticBW 466.56Mbps
  bc2 = (ct2+ct3), StaticBW 311.04Mbps
  bc3 = ct3, StaticBW 155.52Mbps
  ct0: StaticBW 155.52Mbps, AvailableBW 522.08Mbps
  ReservedBW [0] 0bps[1] 0bps[2] 0bps[3] 0bps[4] 0bps[5] 0bps[6] 0bps[7] 0bps
  ct1: StaticBW 155.52Mbps, AvailableBW 366.56Mbps
  ReservedBW [0] 100Mbps[1] 0bps[2] 0bps[3] 0bps[4] 0bps[5] 0bps[6] 0bps[7] 0bps
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  ct2: StaticBW 155.52Mbps, AvailableBW 311.04Mbps
  ReservedBW [0] 0bps[1] 0bps[2] 0bps[3] 0bps[4] 0bps[5] 0bps[6] 0bps[7] 0bps
  ct3: StaticBW 155.52Mbps, AvailableBW 155.52Mbps
  ReservedBW [0] 0bps[1] 0bps[2] 0bps[3] 0bps[4] 0bps[5] 0bps[6] 0bps[7] 0bps
  Queue          TxRate             Priority Exact
    0            155.52Mbps         25%      Low
    1            155.52Mbps         25%      Low
    2            155.52Mbps         25%      Low
    3            155.52Mbps         25%      Low

show rsvp interface link-management

user@host> show rsvp interface link-management
RSVP interface: 2 active
PEER-C  State: Up
Active Control Channel: so-0/1/0.0

  TElink: TElnk1, Link ID: 37811
  ActiveResv 0, PreemptionCnt 0
  StaticBW 155.52Mbps, ReservedBW: 0bps, AvailableBW: 155.52Mbps

  TElink: TElnk2, Link ID: 37808
  ActiveResv 1, PreemptionCnt 0
  StaticBW 155.52Mbps, ReservedBW: 0bps, AvailableBW: 155.52Mbps

PEER-B  State: Up
Active Control Channel: so-1/0/0.0

  TElink: TElnkAB1, Link ID: 1598
  ActiveResv 0, PreemptionCnt 0
  StaticBW 622.08Mbps, ReservedBW: 0bps, AvailableBW: 622.08Mbps

  TElink: TElnkAB2, Link ID: 1597
  ActiveResv 0, PreemptionCnt 0
  StaticBW 622.08Mbps, ReservedBW: 0bps, AvailableBW: 622.08Mbps
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show rsvp neighbor

Syntax show rsvp neighbor
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show rsvp neighbor
<brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display Resource Reservation Protocol (RSVP) neighbors that were discovered

dynamically during the exchange of RSVP packets.

Options none—Display standard information about RSVP neighbors.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show rsvp neighbor on page 3900
show rsvp neighbor detail on page 3900

Output Fields Table291onpage3896 lists theoutput fields for theshowrsvpneighborcommand.Output

fields are listed in the approximate order in which they appear.

Table 291: show rsvp neighbor Output Fields

Level of OutputField DescriptionField Name

All levelsNumber of neighbors that the routing device has learned of. Each neighbor has
one line of output.

RSVP neighbor

detailName of the interface where the neighbor has been detected. In the case of
generalized MPLS (GMPLS) LSPs, the name of the peer where the neighbor
has been detected.

via

All levelsAddress of a learned neighbor.Address

All levelsLength of time the neighbor has been idle, in seconds.Idle

All levelsNumber of neighbor up or down transitions detected by RSVP hello packets. If
the up count is 1 greater than the down count, the neighbor is currently up.
Otherwise, the neighbor is down. Neighbors that do not support RSVP hello
packets, suchas routers running JunosOSRelease3.2or earlier, arenot reported
as up or down.

Up/Dn
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Table 291: show rsvp neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of neighbor up or down transitions detected by RSVP hello packets. If
the up count is 1 greater than the down count, the neighbor is currently up.
Otherwise, the neighbor is down. Neighbors that do not support RSVP hello
packets, suchas routers running JunosOSRelease3.2or earlier, arenot reported
as up or down.

Up cnt and Down
cnt

detailState of the RSVP neighbor:

• Up—Routing device can detect RSVP Hello messages from the neighbor.

• Down—Routing device has received one of the following indications:

• Communication failure from the neighbor.

• Communication from IGP that the neighbor is unavailable.

• Change in the sequence numbers in the RSVPHellomessages sent by the
neighbor.

• Restarting—RSVP neighbor is unavailable andmight be restarting. The
neighbor remains in this state until it has restarted or is declared dead. This
state is possible only when graceful restart is enabled.

• Restarted—RSVP neighbor has restarted and is undergoing state recovery
(graceful restart) procedures.

• Dead—Routing device has lost all communication with the RSVP neighbor.
Any RSVP sessions with that neighbor are torn down.

status

All levelsTime elapsed since the neighbor state changed either from up to down or from
down to up. The format is hh:mm:ss.

LastChange

detailTime elapsed since the neighbor state changed either from up to down or from
down to up.

Last changed time

All levelsFrequency at which RSVP hellos are sent on this interface (in seconds).HelloInt

All levelsNumber of hello packets sent to and received from the neighbor.HelloTx/Rx

detailNumber of RSVP hello packets that have been sent to and received from the
neighbor.

Hello

detailNumber of Path and Resv messages that this routing device has received from
the neighbor.

Message received

detailIdentification provided by the remote routing device during Hello message
exchange.

Remote Instance

detailIdentification sent to the remote routingdeviceduringHellomessageexchange.Local Instance
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Table 291: show rsvp neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

detailMeasureofprocessingoverhead requestsof refreshmessages.Refresh reduction
extensions improve routing device performance by reducing the process
overhead, thus increasing the number of LSPs a routing device can support.
Refresh reduction can have the following values:

• operational—All four RSVP refresh reduction extensions—message ack,
bundling, summary refresh, andstaged refresh timer—are functionalbetween
the two neighboring routing devices. For a detailed explanation of these
extensions, see RFC 2961.

• incomplete—SomeRSVPrefresh reductionextensionsare functionalbetween
the two neighboring routing devices.

• no operational—Either the refresh reduction feature has been turned off, or
the remote routing device cannot support the refresh reduction extensions.

Refresh reduction

detailNeighboring routing device’s status with regard to refresh reduction:

• enabled—Remote routingdevicehas requested refresh reductionduringRSVP
message exchanges.

• disabled—Remote routing device does not require refresh reduction.

Remote end

detailAn RSVP refresh reduction extension:

• enabled—Both local and remote routing devices support the ack-extension
(RFC 2961).

• disabled—Remote routing device does not support the ack-extension.

Ack-extension

detailStatusof theMPLS fast reroutemechanismthatprotects traffic from link failure:

• enabled—Linkprotection feature hasbeen turnedon, protecting theneighbor
with a bypass LSP.

• disabled—No link protection feature has been enabled for this neighbor.

Link protection

detailName of the bypass LSP.LSP name

detailStatus of the bypass LSP. It can have the following values:

• does not exist—Bypass LSP is not available.

• connecting—Routing device is in the process of establishing a bypass LSP,
and the LSP is not available for link protection at the moment.

• operational—Bypass LSP is up and running.

• down—Bypass LSP has gone down, with themost probable cause a node or
a link failure on the bypass path.

Bypass LSP

detailNumber of user LSPs (or routes) that are being protected by a bypass LSP
(before link failure).

Backup routes

detailNumber of LSPs that have been temporarily established to maintain traffic by
refreshing the downstream LSPs during link failure (not a one-to-one
correspondence).

Backup LSPs

detailExplicit route object's (ERO) path that is taken by the bypass LSP.Bypass explicit
route
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Table 291: show rsvp neighbor Output Fields (continued)

Level of OutputField DescriptionField Name

detailLength of time a neighbor waits to receive a Hello from the restarting node
before declaring the node dead and deleting the states (in milliseconds).

Restart time

detailLength of time during which the restarting node attempts to recover its lost
stateswithhelp from its neighbors (inmilliseconds). Recovery time is advertised
by the restartingnode to its neighbors, andapplies tonodal faults. The restarting
node considers its graceful restart complete after this time has elapsed.

Recovery time
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Sample Output

show rsvp neighbor

user@host> show rsvp neighbor
RSVP neighbor: 2 learned
Address            Idle Up/Dn LastChange HelloInt HelloTx/Rx 
192.168.207.203       0  3/2       13:01        3   366/349 
192.168.207.207       0  1/0       22:49        3   448/448 

show rsvp neighbor detail

user@host> show rsvp neighbor detail
RSVP neighbor: 2 learned
Address: 192.168.207.203   via: ecstasyl status: Up
   Last changed time: 28:47, Idle: 0 sec, Up cnt: 3, Down cnt: 2
   Message received: 632
   Hello: sent 673, received 656, interval 3 sec
   Remote instance: 0x6432838a, Local instance: 0x74b72e36
   Refresh reduction:  operational
     Remote end: enabled,  Ack-extension: enabled
   Link protection:  enabled
     LSP name: Bypass_to_192.168.207.203
     Bypass LSP: operational,  Backup routes: 1,  Backup LSPs: 0
     Bypass explicit route: 192.168.207.207 192.168.207.224
  Restart time: 60000 msec, Recovery time: 0 msec
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show rsvp session

Syntax show rsvp session
<brief | detail | extensive | terse>
<bidirectional | unidirectional>
<bypass>
<down | up>
<interface interface-name>
<logical-system (all | logical-system-name)>
<lsp-type>
<name session-name>
<p2mp>
<session-type>
<statistics>
<te-link te-link>

Syntax (EX and QFX
Series Switches)

show rsvp session
<brief | detail | extensive | terse>
<bidirectional | unidirectional>
<bypass>
<down | up>
<interface interface-name>
<lsp-type>
<name session-name>
<p2mp>
<session-type>
<statistics>
<te-link te-link>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 13.2X51-D15 for the QFX Series.

Description Display information about Resource Reservation Protocol (RSVP) sessions.

Options none—Display standard information about all RSVP sessions.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

bidirectional | unidirectional—(Optional) Display information about bidirectional or

unidirectional RSVP sessions only, respectively.

bypass—(Optional) Display RSVP sessions for bypass LSPs.

down | up—(Optional) Display only LSPs that are inactive or active, respectively.

interface interface-name—(Optional) Display RSVP sessions for the specified interface

only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

lsp-type—(Optional) Display information about RSVP sessions with regard to LSPs:
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bypass—Sessions used for bypass LSPs.•

• lsp—Sessions used to set up LSPs.

• nolsp—Sessions not used to set up LSPs.

name session-name—(Optional) Display information about the named session.

p2mp—(Optional) Display point-to-multipoint information.

session-type—(Optional) Display information about a particular session type:

• egress—Sessions that terminate on this routing device.

• ingress—Sessions that originate from this routing device.

• transit—Sessions that transit through this routing device.

statistics—(Optional) Display packet statistics.

te-link te-link—(Optional) Display sessions with reservations on the specified TE link.

Required Privilege
Level

view

Related
Documentation

clear rsvp session on page 3819•

List of Sample Output show rsvp session on page 3906
show rsvp session statistics on page 3906
show rsvp session detail on page 3906
show rsvp session detail (PathMTUOutput Field) on page 3907
show rsvp session detail (GMPLS) on page 3907
show rsvp session extensive on page 3908
show rsvp session p2mp (Ingress Router) on page 3908
show rsvp session p2mp (Transit Router) on page 3909

Output Fields Table 292 on page 3902 describes the output fields for the show rsvp session command.

Output fields are listed in the approximate order in which they appear.

Table 292: show rsvp session Output Fields

Level of OutputField DescriptionField Name

detailInformation about ingress RSVP sessions.Ingress RSVP

All levelsInformation about ingress RSVP sessions. Each session has one line of output.Ingress RSVP

All levelsInformation about egress RSVP sessions.Egress RSVP

All levelsInformation about the transit RSVP sessions.Transit RSVP

All levels(Appears only when the p2mp option is specified). Name of the
point-to-multipoint LSP path.

P2MP name
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Table 292: show rsvp session Output Fields (continued)

Level of OutputField DescriptionField Name

All levels(Appears only when the p2mp option is specified). Number of LSPs receiving
packets from the point-to-multipoint LSP.

P2MPbranchcount

All levelsDestination (egress routing device) of the session.To

All levelsSource (ingress routing device) of the session.From

All levelsState of the path: Up, Down, or AdminDn. AdminDn indicates that the LSP is
being taken down gracefully.

State

detailDestination (egress routing device) of the LSP.Address

detailSource (ingress routing device) of the session.From

brief detailState of the LSP that is being handled by this RSVP session. It can be eitherUp,
Dn (down), or AdminDn. AdminDn indicates that the LSP is being taken down
gracefully.

LSPstate

briefNumber of active routes (prefixes) that have been installed in the routing table.
For ingress RSVP sessions, the routing table is the primary IPv4 table (inet.0).
For transit andegressRSVPsessions, the routing table is theprimaryMPLS table
mpls.0).

Rt

detailNumber of active routes (prefixes) that have been installed in the forwarding
table. For ingress RSVP sessions, the forwarding table is the primary IPv4 table
(inet.0). For transit andegressRSVPsessions, the forwarding table is theprimary
MPLS table (mpls.0).

Active Route

brief detailName of the LSP.LSPname

detailIndicates whether the RSVP session is for the primary or secondary LSP path.
LSPpath canbe eitherprimaryor secondaryand canbedisplayedon the ingress,
egress, and transit routing devices. LSPpath can also indicate when a graceful
LSP deletion has been triggered.

LSPpath

detail(Egress routing device) Destination address for the bypass LSP.Bypass

detail(When LSP is bidirectional) LSP will allow data to travel in both directions
between GMPLS devices.

Bidir

detail(When LSP is bidirectional) LSP will allow data to travel both ways between
GMPLS devices.

Bidirectional

detail(When LSP is bidirectional) Incoming label for reverse direction traffic for
this LSP.

Upstream label in

detail(When LSP is bidirectional) Outgoing label for reverse direction traffic for
this LSP.

Upstream label out
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Table 292: show rsvp session Output Fields (continued)

Level of OutputField DescriptionField Name

detail(When LSP is bidirectional) Label the upstream node suggests for use in the
Resv message that is sent.

Recovery label
received

detail(When LSP is bidirectional) Label the downstream node suggests for use in its
Resv messages that is returned.

Recovery label sent

detail(When LSP is bidirectional) Label the upstream node suggests for use in the
Resv message that is sent.

Suggested label
received

detail(When LSP is bidirectional) Label the downstream node suggests for use in its
Resv message that is returned.

Suggested label
sent

brief detailRSVP reservation style. This field consists of two parts. The first is the number
ofactive reservations.Thesecond is the reservationstyle,whichcanbeFF (fixed
filter), SE (shared explicit), orWF (wildcard filter).

Resv style or Style

brief detailIncoming label for this LSP.Label in

brief detailOutgoing label for this LSP.Label out

brief detailNumber of seconds remaining in the lifetime of the reservation.Time left

detailDate and time when the RSVP session was initiated.Since

detailSender's traffic specification, which describes the sender's traffic parameters.Tspec

detailIndicates whether the LSP is a multiclass LSP (multiclass diffServ-TE LSP) or
a Differentiated-Services-aware traffic engineering LSP (diffServ-TE LSP).

DiffServ info

detailBandwidth for each class type (ct0, ct1, ct2, or ct3).bandwidth

detailProtocol ID and sender/receiver port used in this RSVP session.Port number

extensiveNon-PHP indicates that ultimate hop popping has been requested by the LSP
using this RSVP session

Attrib flags

detailFast reroute has been requested by the ingress routing device.FastReroute
desired

detailSoft preemption has been requested by the ingress routing device.Soft preemption
desired

detail extensive(Data [not a bypass or backup] LSP when the protection scheme has been
requested) Fast reroute (one-to-one backup) has been requested by the
ingress routing device.

FastReroute
desired

detail extensive(Data [not a bypass or backup] LSP when the protection scheme has been
requested) Link protection (many-to-one backup) has been requested by the
ingress routing device.

Link protection
desired
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Table 292: show rsvp session Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Data [not a bypass or backup] LSP when the protection scheme has been
requested)Nodeand linkprotection (many-to-onebackup)hasbeen requested
by the ingress routing device.

Node/Link
protection desired

detail extensiveLSP type:

• LinkprotectedLSP—LSPhasbeenprotectedby linkprotectionat theoutgoing
interface. The name of the bypass used is also listed here (extensive).

• Node/LinkprotectedLSP—LSPhasbeenprotectedbynodeand linkprotection
at the outgoing interface. The name of the bypass used is also listed here
(extensive).

• Protection down—LSP is not currently protected.

• Bypass LSP—LSP that is used to protected one or more user LSPs in case of
link failure.

• Backup LSP at Point-of-Local-Repair (PLR)—LSP that has been temporarily
established to protected a user LSP at the ingress of a failed link.

• Backup LSPatMerge Point (MP)—LSP that has been temporarily established
to protected a user LSP at the egress of a failed link.

Type

extensiveNew bypass (the bypass name is also displayed) has been activated to protect
the LSP.

New bypass

extensiveLink protection (the bypass name is also displayed) has been activated for
the LSP.

Link protection up,
using bypass-name

extensiveA link down event occurred, and traffic is being switched over to the bypass LSP.Creating backup
LSP, link down

extensiveLink has come back up and the LSP has been restored. Because the backup
LSP is no longer needed, it is deleted.

Deleting backup
LSP, protected LSP
restored

detailDisplays the value of the path MTU received from the network (through
signaling) and the value used for forwarding. This value is only displayed on
ingress routing devices with the allow-fragmentation statement configured at
the [edit protocolsmpls path-mtu] hierarchy level. If there is a detour LSP, the
path MTU for the detour is also displayed.

Pathmtu

detailAddress of the previous-hop (upstream) routing device or client, interface the
neighbor used to reach this routing device, and number of packets received
from the upstream neighbor.

PATH rcvfrom

detailMTU signaled from the ingress routing device to the egress routing device by
means of the adspec object.

Adspec

detailAddress of the next-hop (downstream) routing device or client, interface used
to reach this neighbor (or peer-name in the GMPLS LSP case), and number of
packets sent to the downstream routing device.

PATH sentto
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Table 292: show rsvp session Output Fields (continued)

Level of OutputField DescriptionField Name

detailExplicit route for the session. Normally this value will be the same as that of
record route. Differences indicate that path rerouting has occurred, typically
during fast reroute.

Explct route

detailRecorded route for the session, taken from the record route object. Normally
this valuewill be the sameas that of explct route. Differences indicate that path
rerouting has occurred, typically during fast reroute.

Record route

Sample Output

show rsvp session

user@host> show rsvp session
Ingress RSVP: 1 sessions
To              From            State   Rt Style Labelin Labelout LSPname
10.255.245.214  10.255.245.212  AdminDn  0  1 FF       -    22293 LSP Bidir
Total 1 displayed, Up 1, Down 0

Egress RSVP: 2 sessions
To              From            State Rt Style Labelin Labelout LSPname
10.255.245.194  10.255.245.195  Up     0  1 FF   39811        - Gpro3-ba Bidir
10.255.245.194  10.255.245.195  Up     0  1 FF       3        - pro3-ba
Total 2 displayed, Up 2, Down 0

Transit RSVP: 1 sessions
To              From            State Rt Style Labelin Labelout LSPname
10.255.245.198  10.255.245.197  Up     0  1 SE  100000        3 pro3-de
Total 1 displayed, Up 1, Down 0

show rsvp session statistics

user@host> show rsvp session statistics
Ingress RSVP: 2 sessions 
To              From           State   Packets      Bytes    LSPname 
10.255.245.24   10.255.245.22     Up         0        0      pro3-bd 
10.255.245.24   10.255.245.22     Up     44868    2333136  pro3-bd-2 
Total 2 displayed, Up 2, Down 0 
Egress RSVP: 2 sessions 
To              From           State   Packets      Bytes    LSPname 
10.255.245.22   10.255.245.24     Up         0          0    pro3-db 
10.255.245.22   10.255.245.24     Up         0          0  pro3-db-2 
Total 2 displayed, Up 2, Down 0 
Transit RSVP: 0 sessions 
Total 0 displayed, Up 0, Down 0 

show rsvp session detail

user@host> show rsvp session detail
Ingress RSVP: 1 sessions
1.1.1.1
  From: 2.2.2.2, LSPstate: Up, ActiveRoute: 0
  LSPname: to-a, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 3
  Resv style: 1 FF, Label in: -, Label out: 3
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  Time left:    -, Since: Fri Mar 26 18:42:42 2004
  Tspec: rate 300kbps size 300kbps peak Infbps m 20 M 1500
  DiffServ info: diffServ-TE LSP, bandwidth: <ct1 300kbps> 
  Port number: sender 1 receiver 15876 protocol 0
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  PATH sentto: 192.168.37.16 (t1-0/2/1.0) 1 pkt

show rsvp session detail (PathMTUOutput Field)

user@host> show rsvp session detail
Ingress RSVP: 1 sessions
10.255.245.3
  From: 10.255.245.5, LSPstate: Up, ActiveRoute: 3
  LSPname: to-c, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 100432
  Resv style: 1 FF, Label in: -, Label out: 100432
  Time left:    -, Since: Mon Aug 16 17:54:40 2006
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 9192
  Port number: sender 1 receiver 57843 protocol 0
  FastReroute desired
  PATH rcvfrom: localclient 
  Adspec: sent MTU 4470
  Path mtu: received 4470, using 4458 for forwarding
  PATH sentto: 192.168.37.89 (so-0/2/3.0) 11 pkts
  RESV rcvfrom: 192.168.37.89 (so-0/2/3.0) 10 pkts
  Explct route: 192.168.37.89 
  Record route: <self> 192.168.37.89 192.168.37.87  
    Detour is Up
    Detour Tspec: rate 0bps size 0bps peak Infbps m 20 M 9192
    Detour adspec: sent MTU 1512
    Path mtu: received 1512, using 1500 for forwarding

show rsvp session detail (GMPLS)

user@host> show rsvp session detail
Ingress RSVP: 1 sessions
192.168.4.1
  From: 192.168.1.1, LSPstate: Dn, ActiveRoute: 0
  LSPname: gmpls-r1–to-r3, LSPpath: Primary
  Bidirectional, Upstream label in: 21253, Upstream label out: —
  Suggested label received: -, Suggested label sent: 21253
  Recovery label received: -, Recovery label sent: —
  Resv style: 0 —, Label in: -, Label out: —
  Time left:    -, Since: Mon Aug 16 17:54:40 2006
  Tspec: rate 0bps size 0bps peak 155.52Mbps m 20 M 1500
  Port number: sender 2 receiver 46115 protocol 0
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  PATH MTU: received 0
  PATH sentto: 10.35.1.5 (so-0/2/3.0) 11 pkts
  Explct route: 100.100.100.100 93.93.93.93
  Record route: <self> 100.100.100.100 93.93.93.93
  Total 1 displayed, Up 0, Down 1
  Egress RSVP: 0 sessions
  Total 0 displayed, Up 0, Down 0
  Transit RSVP: 0 sessions
  Total 0 displayed, Up 0, Down 0
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show rsvp session extensive

user@host> show rsvp session extensive
Ingress RSVP: 1 sessions

192.168.0.4
  From: 192.168.0.5, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  LSPtype: Static Configured
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 299808
  Resv style: 1 FF, Label in: -, Label out: 299808
  Time left:    -, Since: Thu Sep 20 15:54:20 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 2 receiver 61576 protocol 0
  Attrib flags: Non-PHP
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  Path MTU: received 1500
  PATH sentto: 10.0.0.18 (lt-1/2/0.17) 41 pkts
  RESV rcvfrom: 10.0.0.18 (lt-1/2/0.17) 40 pkts
  Explct route: 10.0.0.18 10.0.0.22 
  Record route: <self> 10.0.0.18 10.0.0.22
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions

192.168.0.5
  From: 192.168.0.4, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: -
  Resv style: 1 FF, Label in: 3, Label out: -
  Time left:  140, Since: Thu Sep 20 15:52:10 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 49601 protocol 0
  PATH rcvfrom: 10.0.0.18 (lt-1/2/0.17) 44 pkts
  Adspec: received MTU 1500 
  PATH sentto: localclient
  RESV rcvfrom: localclient             
  Record route: 10.0.0.22 10.0.0.18 <self>
Total 1 displayed, Up 1, Down 0

Transit RSVP: 0 sessions
Total 0 displayed, Up 0, Down 0

show rsvp session p2mp (Ingress Router)

user@host> show rsvp session p2mp
Ingress RSVP: 3 sessions
P2MP name: test, P2MP branch count: 1
To              From            State   Rt Style Labelin Labelout LSPname 
10.255.10.95    10.255.10.2     Up       0  1 SE    -           3 to-pe1
P2MP name: test2, P2MP branch count: 2
To              From            State   Rt Style Labelin Labelout LSPname 
10.255.10.23    10.255.10.2     Up       0  1 SE    -      299776 to-pe3
10.255.10.16    10.255.10.2     Up       0  1 SE    -      299776 to-pe4
Total 3 displayed, Up 3, Down 0

Egress RSVP: 0 sessions
Total 0 displayed, Up 0, Down 0
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Transit RSVP: 0 sessions
Total 0 displayed, Up 0, Down 0

show rsvp session p2mp (Transit Router)

user@host> show rsvp session p2mp
Ingress RSVP: 1 sessions
P2MP name: test, P2MP branch count: 1
To              From            State   Rt Style Labelin  Labelout LSPname 
10.255.10.23    10.255.10.95    Up       0  1 SE    -       299792 to-pe2
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions
P2MP name: test, P2MP branch count: 1
To              From            State   Rt Style Labelin Labelout  LSPname 
10.255.10.95    10.255.10.2     Up       0  1 SE    3        -     to-pe1
Total 1 displayed, Up 1, Down 0

Transit RSVP: 2 sessions
P2MP name: test2, P2MP branch count: 2
To              From            State   Rt Style Labelin Labelout  LSPname 
10.255.10.23    10.255.10.2     Up       0  1 SE  299776   299808  to-pe3
10.255.10.16    10.255.10.2     Up       0  1 SE  299776   299856  to-pe4
Total 2 displayed, Up 2, Down 0
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show rsvp statistics

Syntax show rsvp statistics
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show rsvp statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display Resource Reservation Protocol (RSVP) packet and error statistics.

Options none—Display RSVP packet and error statistics.

logical-system(all |logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear rsvp statistics on page 3821•

List of Sample Output show rsvp statistics on page 3912

Output Fields Table293onpage3910describes theoutput fields for the showrsvpstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 293: show rsvp statistics Output Fields

Field DescriptionField Name

Statistics about different RSVPmessages.Packet Type

Total number of packets sent since RSVPwas enabled.Total Sent

Total number of packets received since RSVPwas enabled.Total Received

Total number of packets sent in the last 5 seconds.Last 5 seconds Sent

Number of packets received in the last 5 seconds.Last 5 seconds
Received

Statistics about Path messages, which are sent from the RSVP sender along the data paths and
which store path state information in each node along the path.

Path

Statistics aboutPathErrmessages,whichareadvisorymessages that are sent upstreamto the sender.PathErr

Statistics about PathTear messages, which remove path states and dependent reservation states in
any routing devices along a path.

PathTear
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Table 293: show rsvp statistics Output Fields (continued)

Field DescriptionField Name

Statistics about fixed-filter reservation style messages, which consist of distinct reservations among
explicit senders.

Resv FF

Statistics about wildcard-filter reservation style messages, which consist of shared reservations
among wildcard senders.

ResvWF

Statistics about shared-explicit reservation style messages, which consist of shared reservations
among explicit senders.

Res SE

Statistics about ResvErr messages, which are advisory messages that are sent when an attempt to
establish a reservation fails.

ResvErr

Statistics about ResvTear messages, which remove reservation states along a path.ResvTear

Statistics about ResvConfirmmessages, which are responses to confirm a reservation request.ResvConf

Acknowledgemessage for refresh reductions.Ack

Summary refresh messages.SRefresh

Number of RSVP hello packets that have been sent to and received from the neighbor.Hello

Statistics for the number of End-to-end RSVPmessages.EndtoEnd RSVP

Statistics about errored RSVP packets.Errors

The packet was not processed because its length is inappropriate.Rcv pkt bad length

The packet is not one of the well-known RSVP types, as defined in RFC 2205, Resource ReSerVation
Protocol (RSVP).

Rcv pkt unknown type

The packet is not an RSVP version 1 packet.Rcv pkt bad version

The packet failed authentication checks.Rcv pkt auth fail

The RSVP checksum check failed.Rcv pkt bad checksum

General packet processing failed because the packet was badly formed.Rcv pkt bad format

An internal resource failure occurred.Memory allocation fail

A reservation was received, but no sender is active.No path information

The same session contains inconsistent reservation styles.Resv style conflict

There were inconsistent port numbers for the same session.Port conflict

An interface for the receive reservation packets cannot be located.Resv no interface
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Table 293: show rsvp statistics Output Fields (continued)

Field DescriptionField Name

Number of PathErr packets delivered to the local client.PathErr to client

Number of ResvErr packets delivered to the local client.ResvErr to client

Number of times the sender timed out because the path was removed.Path timeout

Number of times the receiver timed out because the reservation was removed.Resv timeout

Records the number of RSVP incomingmessages that are considered out of order. This is detected
from themessage ID object’s sequence number.

Message out-of-order

A neighboring routing device replies with an ACK object that contains an unknownmessage ID. This
can indicate amessage ID handshake problem. For example, a router receives an ACK for message
IDs 1, 2, and 3. However, it only has state for message IDs 1 and 3. The router increments the unknown
ack counter by 1.

Unknown ackmsg

If a neighboring router receives an unknownmessage ID in anRSVP refreshmessage, the router sends
a Resv nack message back to the sender. This can happen if that neighbor has been rebooted. For
this case, the router sends a regular RSVP refresh message to recover the state and start the
message-ID handshake process again.

Recv nack

Number of times the samemessage ID is used by two different RSVPmessages. This duplication is
usually caused when a neighboring routing device restarts.

Recv duplicatedmsg-id

Counter of packets discarded because a TE link was not found.No TE-link to recv Hop

Number of RSVP packets received on an interface that is not enabled for RSVP.Rcv pkt disabled
interface

Number of times the buffer for assembling an outgoing RSVPmessage was not large enough.Transmit buffer full

Number of times the RSVP task failed to send out a packet.Transmit failure

Number of times the RSVP task failed to read an incoming packet.Receive failure

NumberofResvmessagesdiscardedbecause theMPLS label is not valid for theP2MPLSPapplication.P2MPRESV discarded
by appl

Number of RSVP packets dropped due to rate limiting.Rate limit

NumberofRSVPerrormessages thathave loopedback to their originator. This is detectedbychecking
the error node address in the ERROR_SPEC object.

Err msg loop detected

Sample Output

show rsvp statistics

user@host> show rsvp statistics
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   PacketType              Total                  Last 5 seconds
                    Sent      Received        Sent      Received
   Path               355           408           0             0
   PathErr              2            13           0             0
   PathTear           101           139           0             0
   Resv FF              0             0           0             0
   Resv WF              0             0           0             0
   Resv SE            419           225           0             0
   ResvErr              0             0           0             0
   ResvTear             0            13           0             0
   ResvConf             0             0           0             0
   Ack                682          1414           0             0
   SRefresh        395198        236030           5             2
   Hello           578809        578221           4             4
   EndtoEnd RSVP        0             0           0             0

   Errors                          Total            Last 5 seconds
   Rcv pkt bad length                0                         0
   Rcv pkt unknown type              0                         0
   Rcv pkt bad version               0                         0
   Rcv pkt auth fail                 0                         0
   Rcv pkt bad checksum              0                         0
   Rcv pkt bad format                0                         0
   Memory allocation fail            0                         0
   No path information              10                         0
   Resv style conflict               0                         0
   Port conflict                     0                         0
   Resv no interface                 0                         0
   PathErr to client                38                         0
   ResvErr to client                 0                         0
   Path timeout                      8                         0
   Resv timeout                     57                         0
   Message out-of-order              0                         0
   Unknown ack msg                2978                         0
   Recv nack                        86                         0
   Recv duplicated msg-id            5                         0
   No TE-link to recv Hop            0                         0
   Rcv pkt disabled interface        0                         0
   Transmit buffer full              0                         0
   Transmit failure                  0                         0
   Receive failure                   0                         0
   P2MP RESV discarded by appl       0                         0
   Rate limit                      306                         0
   Err msg loop detected             0                         0
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show rsvp version

Syntax show rsvp version
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show rsvp version

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display information about the Resource Reservation Protocol (RSVP) protocol settings,

such as the version of the RSVP software, the refresh timer and keepmultiplier, and local

RSVP graceful restart capabilities on a routing device.

Options none—Display RSVP protocol settings.

logical-system(all |logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show rsvp version on page 3915

Output Fields Table 294 on page 3914 describes the output fields for the show rsvp version command.

Output fields are listed in the approximate order in which they appear.

Table 294: show rsvp version Output Fields

Field DescriptionField Name

RSVP software version.Resource ReSerVation
Protocol, version

Status of RSVP: Enabled or Disabled.RSVP protocol

Configured time interval used to generate periodic RSVPmessages.R(refresh timer)

Number of RSVPmessages that can be lost before an RSVP state is declared stale.K(keepmultiplier)

Currently configured preemption capability: Aggressive, Disabled, or Normal. The default is Normal.Preemption

Time, in seconds, that an LSP is kept after it has been soft preempted. This is a global property of the
RSVP protocol.

Soft-preemption
cleanup

Currently configured value for the graceful-deletion-timeout statement. The router that initiates the
graceful deletion procedure for an RSVP session waits for the graceful deletion timeout interval to
ensure that all routers along the path (especially the ingress and egress routers) have prepared for
the LSP to be taken down.

Graceful deleting
timeout
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Table 294: show rsvp version Output Fields (continued)

Field DescriptionField Name

Status of the nonstop active routing feature for RSVP on the restarting device: Disabled,
Enabled/Master, or Enabled/Standby.

NSRMode

State of the nonstop active routing feature for RSVP on the restarting device.

Possible values are:

• Idle

• TE-link sync complete

• Neighbor sync complete

• Path state sync complete

• Resv state sync complete

• Bypass sync complete

• Init sync complete

NSR State

Status of point-to-point and point-to-multipoint LSP setup protection configuration on the device:
Enabled or Disabled

Setup protection

Status of the graceful restart feature for RSVP on the restarting routing device: Enabled or Disabled.Graceful restart

Status of the helper mode feature: Enabled or Disabled. When this feature is enabled, the restarting
routing device can help the neighbor with its RSVP restart procedures.

Restart helper mode

Number of milliseconds (ms) configured for themaximum helper restart time. Themaximum helper
restart time is the length of time the routing device waits before declaring that an RSVP neighbor
attempting to restart gracefully is down.

Maximumhelper restart
time

Number of milliseconds configured for the maximum helper recovery time. Themaximum helper
recovery time is the amount of time the routing device maintains the state of an RSVP neighbor
attempting to restart gracefully.

Maximum helper
recovery time

Number of milliseconds that a neighbor waits to receive a Hello message from the restarting node
before declaring the node dead and deleting the states.

Restart time

Number ofmilliseconds duringwhich the restarting node attempts to recover its lost states with help
from its neighbors. Recovery time is advertised by the restarting node to its neighbors, and applies to
nodal faults. The restarting node considers its graceful restart complete after this time has elapsed.

Recovery time

Point-to-point transit LSP nexthopmode on PTX Series devices. The possible values are Chained or
Unchained

P2ptransitLSPnexthop
mode

Point-to-multipoint transit LSPnexthopmodeonPTXSeriesdevices. Thepossible valuesareChained
or Unchained

P2mp transit LSP
nexthopmode

Sample Output

show rsvp version

user@host> show rsvp version
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Resource ReSerVation Protocol, version 1. rfc2205 
   RSVP protocol:                Enabled
   R(refresh timer):             30 seconds
   K(keep multiplier):           3
   Preemption:                   Normal
   Soft-preemption cleanup:      30 seconds
   Graceful deletion timeout:    30 seconds
   NSR mode:                     Enabled/Master
   NSR state:                    Init sync complete
   Setup protection:             Disabled
   Graceful restart:             Disabled
   Restart helper mode:          Enabled
   Maximum helper restart time:  20000 msec
   Maximum helper recovery time: 180000 msec
   Restart time:                 0 msec
   P2p transit LSP nexthop mode: Unchained
   P2mp transit LSP nexthop mode: Unchained
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show ted database

Syntax show ted database
<brief | detail | extensive>
<logical-system (all | logical-system-name)>
<system-name>

Syntax (EX Series
Switches)

show ted database
<brief | detail | extensive>
<system-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the entries in the Multiprotocol Label Switching (MPLS) traffic engineering

database.

Options none—Display standard information about all entries in the traffic engineering database.

brief | detail | extensive—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

system-name—(Optional)Display traffic engineeringdatabase information foraparticular

system.

Required Privilege
Level

view

List of Sample Output show ted database brief on page 3919
show ted database detail system-name on page 3920
show ted database extensive on page 3920

Output Fields Table 295 on page 3917 describes the output fields for the show teddatabase command.

Output fields are listed in the approximate order in which they appear.

Table 295: show ted database Output Fields

Level of OutputField DescriptionField Name

All levelsNumber of nodes and pseudonodes participating in IS-IS and OSPF domain
routing.

TED database

briefHostname and address of the node that the link is coming from. An address of
.00 indicates that the node is the routing device itself. An address in the range
0.01 through 0.FF indicates that the node is a pseudonode. If the node contains
a router ID, it is displayed in parentheses.

ID

extensiveHostname and address of the node that the link is coming from. An address of
.00 indicates that the node is the routing device itself. An address in the range
0.01 through 0.FF indicates that the node is a pseudonode.

NodeID
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Table 295: show ted database Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsType of node. It can be either Rtr (router) or Net (pseudonode).Type

All levelsHow long since the node was last refreshed, in seconds.Age(s)

All levelsNumber of nodes pointing toward this node.LnkIn

All levelsNumber of nodes to which this node points.LnkOut

All levelsProtocol that reported the node information:

• IS-IS(1)—IS-IS Level 1.

• IS-IS(2)—IS-IS Level 2.

• OSPF (area-number)—OSPF from the specified area.

Protocol

detail extensiveAddress on the far end of a link.To

detail extensiveAddress of the local interface being used to reach the remote node.Local

detail extensiveAddress of the interface on the remote node.Remote

extensiveConfigured traffic engineering metric.Metric

extensiveTotal interface bandwidth in bps.Static BW

extensiveSubscription factor for the interface, which is the percentage of the link
bandwidth that can be used for the RSVP reservation process. You configure
this by including the subscription statement when configuring RSVP.

Reservable
bandwidth

extensive(Must include diffserv-te statement when configuring LSPs) Amount of
bandwidth actually reserved by RSVP for each priority level. The bandwidth
shown is for the entire interface, not for each individual LSP.

Available BW
[priority]

extensiveBandwidth constraint model used by the LSPs.Diffserv-TE BW
Model

extensive(Must include the diffserv-te statement when configuring LSPs) Amount of
bandwidth actually reserved by RSVP for each traffic engineering class.

Available BW
[TE-class]

extensiveTotal interface bandwidth used by an MPLS traffic class, in bps.Static BW
[CT-class]
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Table 295: show ted database Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the interface switching capability descriptor, which is a
subtype length value (TLV) of the link TLV. n is the index number.

• Switching type—Type of switching to be performed on a particular link:

• PSC-1—Packet switch-capable 1

• PSC-2—Packet switch-capable 2

• PSC-3—Packet switch-capable 3

• PSC-4—Packet switch-capable 4

• L2SC—Layer-2-switch-capable

• TDM—Time-division-multiplexing-capable

• LSC—Lambda switch-capable

• FSC—Fiber switch-capable

• Encoding type—Encoding of the LSP being requested:

• Packet

• Ethernet

• ANSI/ETSI PDH

• Reserved

• SDH /SONET

• DigitalWrapper

• Lambda (photonic)

• Fiber

• FiberSDH/SONET

• Maximum LSP BW [priority] bps—Maximum LSP bandwidth information.
Amountofbandwidthactually reserved for eachpriority level. Thebandwidth
shown is for the entire interface.

• [n]—Priority level. The range is from 0 (high) through 7 (low).

• nMbps—Amount of the maximum bandwidth.

• MinimumLSPBW—MinimumLSPbandwidth inMbps. Amount of bandwidth
actually reserved for eachpriority level. Thebandwidth shown is for the entire
interface.Minimum LSP BW is displayed only when switching type is PSC-1 or
TDM.

• InterfaceMTU—Displayed only when switching type is TDM.

• InterfacesupportsstandardSONET/SDH—Displayedonlywhen switching type
is TDM.

Interface Switching
Capability
Descriptor (n)

Sample Output

show ted database brief

user@host> show ted database brief
TED database: 6 ISIS nodes 6 INET nodes
ID                            Type Age(s) LnkIn LnkOut Protocol
cheviot.00(123.456.1.10)      Rtr    383      1      1 IS-IS(2) IS-IS(1)
corriedale.00(123.456.1.11)   Rtr     36      2      0 IS-IS(2) IS-IS(1)
wolff.00(123.456.1.12)        Rtr    399      0      0 IS-IS(2) IS-IS(1)
perendale.00(123.456.1.13)    Rtr    385      2      0 IS-IS(2) IS-IS(1)
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merino.00(123.456.1.14)       Rtr    379      1      3 IS-IS(2) IS-IS(1)
romney.00(123.456.1.15)       Rtr    427      0      2 IS-IS(2) IS-IS(1)

show ted database detail system-name

user@host> show ted database detail merino
TED database: 6 ISIS nodes 6 INET nodes
NodeID: merino.00(123.456.1.14)
  Type: Rtr, Age: 507 secs, LinkIn: 1, LinkOut: 3
  Protocol: IS-IS(2)
    To: corriedale.00(123.456.1.11), Local: 123.456.8.206, Remote: 123.456.8.207

    To: perendale.00(123.456.1.13), Local: 123.456.8.204, Remote: 123.456.8.205
    To: cheviot.00(123.456.1.10), Local: 123.456.10.65, Remote: 123.456.10.66
  Protocol: IS-IS(1)
    To: corriedale.00(123.456.1.11), Local: 123.456.8.206, Remote: 123.456.8.207

    To: perendale.00(123.456.1.13), Local: 123.456.8.204, Remote: 123.456.8.205
    To: cheviot.00(123.456.1.10), Local: 123.456.10.65, Remote: 123.456.10.66

show ted database extensive

user@host> show ted database extensive
TED database: 0 ISIS nodes 2 INET nodes
NodeID: 10.255.245.196
  Type: Rtr, Age: 46 secs, LinkIn: 1, LinkOut: 1
  Protocol: OSPF(0.0.0.0)
    To: 10.255.245.24, Local: 4.4.4.4, Remote: 5.5.5.5
      Metric: 1
      Static BW: 155.52Mbps
      Reservable BW: 155.52Mbps
      Available BW [TE-class] bps:
       [te0] 155.52Mbps   [te1] 155.52Mbps   [te2] 155.52Mbps   [te3] 155.52Mbps

       [te4] 155.52Mbps   [te5] 155.52Mbps   [te6] 155.52Mbps   [te7] 155.52Mbps

    Diffserv-TE BW model: Maximum allocation model
      Static BW [CT-class] bps:
       [ct0] 155.52Mbps   [ct1] 155.52Mbps   [ct2] 155.52Mbps   [ct3] 155.52Mbps

      Interface Switching Capability Descriptor(1):
        Switching type: PSC-1
        Encoding type: SDH/SONET
        Maximum LSP BW [priority] bps:
         [0] 155.52Mbps   [1] 155.52Mbps   [2] 155.52Mbps   [3] 155.52Mbps
         [4] 155.52Mbps   [5] 155.52Mbps   [6] 155.52Mbps   [7] 155.52Mbps
        Minimum LSP BW: 155.52Mbps
        Interface MTU: 1285
      Interface Switching Capability Descriptor(2):
        Switching type: TDM
        Encoding type: SDH/SONET
        Maximum LSP BW [priority] bps:
         [0] 155.52Mbps   [1] 155.52Mbps   [2] 155.52Mbps   [3] 155.52Mbps
         [4] 155.52Mbps   [5] 155.52Mbps   [6] 155.52Mbps   [7] 155.52Mbps
        Minimum LSP BW: 155.52Mbps
        Interface supports standard SONET/SDH 
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show ted link

Syntax show ted link
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show ted link
<brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display Multiprotocol Label Switching (MPLS) traffic engineering database link

information.

Options none—Display standard information about traffic engineering database link information.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show ted link brief on page 3922
show ted link detail on page 3922

Output Fields Table296onpage3921describes theoutput fields for the showted linkcommand.Output

fields are listed in the approximate order in which they appear.

Table 296: show ted link Output Fields

Level of OutputField DescriptionField Name

briefHostname and address of the node that the link is coming from. An address of
.00 indicates that the node is the routing device itself. An address in the range
0.01 through 0.FF indicates that the node is a pseudonode.

ID

briefHostname and address of the node that the link is going to. An address of .00
indicates that the node is the routing device itself. An address in the range 0.01
through0.FF indicates that the node is a pseudonode.

-->ID

detailHostname and address of the node that the link is coming from. An address of
.00 indicates that the node is the routing device itself. An address in the range
0.01 through 0.FF indicates that the node is a pseudonode.

hostname

detailHostname and address of the node that the link is going to. An address of .00
indicates that the node is the routing device itself. An address in the range 0.01
through0.FF indicates that the node is a pseudonode.

hostname

All levelsNumber of paths CSPF on the local routing device has placed on the link.Local Path
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Table 296: show ted link Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsAmount of bandwidth the local routing device has placed on the link.Local BW

Sample Output

show ted link brief

user@host> show ted link brief
TED link:
ID                         ->ID                          LocalPath LocalBW
cheviot.00(123.456.1.10)     merino.00(123.456.1.14)             0 0bps
merino.00(123.456.1.14)      corriedale.00(123.456.1.11)         0 0bps
merino.00(123.456.1.14)      perendale.00(123.456.1.13)          0 0bps
merino.00(123.456.1.14)      cheviot.00(123.456.1.10)            0 0bps
romney.00(123.456.1.15)      corriedale.00(123.456.1.11)         0 0bps
romney.00(123.456.1.15)      perendale.00(123.456.1.13)          0 0bps

show ted link detail

user@host> show ted link detail
TED link:
cheviot.00(123.456.1.10)->merino.00(123.456.1.14), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
merino.00(123.456.1.14)->corriedale.00(123.456.1.11), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
merino.00(123.456.1.14)->perendale.00(123.456.1.13), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
merino.00(123.456.1.14)->cheviot.00(123.456.1.10), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
romney.00(123.456.1.15)->corriedale.00(123.456.1.11), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
romney.00(123.456.1.15)->perendale.00(123.456.1.13), LocalPath 0
  localBW [0] 0bps       [1] 0bps      [2] 0bps       [3] 0bps
  localBW [4] 0bps       [5] 0bps      [6] 0bps       [7] 0bps
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show ted protocol

Syntax show ted protocol
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show ted protocol
<brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display information about the protocols fromwhich the Multiprotocol Label Switching

(MPLS) traffic engineering database learned about its nodes.

Options none—Displaystandard informationabout theprotocols fromwhich the trafficengineering

database learned about its nodes.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show ted protocol on page 3923

Output Fields Table 297 on page 3923 describes the output fields for the show ted protocol command.

Output fields are listed in the approximate order in which they appear.

Table 297: show ted protocol Output Fields

Field DescriptionField Name

Protocol that reported the node information:

• IS-IS(1)—IS-IS Level 1.

• IS-IS(2)—IS-IS Level 2.

• OSPF (area-number)—OSPF from the specified area.

Protocol name

If the protocols provide conflicting information about a node, the protocol with
thehighest credibility value is theone that the traffic engineeringdatabaseuses.

Credibility

Address the protocol uses as the local address.Self node

Sample Output

show ted protocol

user@host> show ted protocol
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Protocol name        Credibility  Self node
IS-IS(2)             2  (highest) corriedale.00(123.456.1.11)
IS-IS(1)             1            corriedale.00(123.456.1.11)
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traceroutempls ldp

Syntax traceroutempls <ldp> fec
<destination>
<detail>
<exp>
<fanout>
<logical-system>
<no-resolve>
<paths>
<retries>
<routing-instance>
<source>
<ttl>
<update>
<wait>

Release Information Command introduced in Junos OS Release 8.4.

Description Trace route to a remote host for an MPLS label-switched path signaled by the LDP. Use

traceroutempls ldp as a debugging tool to locate MPLS label-switched path forwarding

issues in a network. (Currently supported for IPv4 packets only.)

Options fec—Specify the IPaddressandoptional prefix of the forwardingequivalenceclass (FEC).

destination—(Optional) Specify the destination address to use when sending probes.

detail—(Optional) Display detailed output.

exp—(Optional) Specify the class-of-service to use when sending probes. The range of

values is 0 through 7. The default value is 7.

fanout—(Optional) Specify the maximum number of nexthops to search per node. The

range of values is 1 through 16. The default value is 16.

logical-system—(Optional) Specify the name of the logical system for the traceroute

attempt.

no-resolve—(Optional) Specify not to resolve the hostname that corresponds to the IP

address.

paths—(Optional)Specify thenumberof paths to search. The rangeof values is 1 through

255. The default value is 16.

retries—(Optional) Specify the number of times to resend probe. values. The range of

values is 1 through 9. The default value is 3.

routing-instance routing-instance-name—(Optional) Specify the name of the routing

instance for the traceroute attempt.

source source-address—(Optional) Specify the sourceaddress of theoutgoing traceroute

packets.
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ttlvalue—(Optional)Specify themaximumtime-to-live value to include in the traceroute

request, in seconds. The range of values is 1 through 125 and the default value is 64.

wait seconds—(Optional) Specify the number of seconds to wait before resending a

probe. The range of values is 5 through 15 and the default value is 10 seconds.

Required Privilege
Level

network

List of Sample Output traceroutempls ldp on page 3927
traceroutempls ldp detail on page 3927

Output Fields Table298onpage3926describestheoutput fields for thetraceroutemplsldp feccommand

and the traceroutempls ldp fec detail commands. Output fields are listed in the

approximate order in which they appear.

Table 298: traceroutempls ldp Output Fields

Level of OutputField DescriptionField Name

all levelsProbe options specified in the traceroutempls ldp fec
command.

Probe options

none specifiedTime to live value of the labeled packet.ttl

none specifiedOutgoing label used for forwarding the packet along
the label-switched paths.

Label

none specifiedSignaling protocol used. For this command, it is LDP.Protocol

none specifiedAddress of the next hop.Address

none specifiedAddress of the previous hop. Previous hop address
of the first hop is null.

Previous Hop

none specifiedForwarding status from the first hop to the last-hop
label-switching router (egress point in the
label-switched paths).

Probe status

detailAddress of the hops in the label-switched path from
the first hop to the last hop. Depth indicates the level
of the hop.

Hop

detailAddress of the previous hop. Parent value for the first
hop is null.

Parent

detailReturn code for reporting the result of processing the
echo request by the receiver.

Return Code

detailTime for the echo request to reach the receiver.Response time

detailLabels or addresses used by the specified multipath
type. If multipaths are not used, the value is none.

Multipath type
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Table 298: traceroutempls ldp Output Fields (continued)

Level of OutputField DescriptionField Name

detailLabel stack used to forward the packet.Label Stack

Sample Output

traceroutempls ldp

user@router> traceroutempls ldp 4.4.4.4

  Probe options: ttl 64, retries 3, wait 10, paths 16, exp 7, fanout 16
  ttl    Label  Protocol    Address          Previous Hop     Probe Status
    1   100016  LDP         24.24.24.1       (null)           Success
    2   100000  LDP         20.20.20.2       24.24.24.1       Success
    3        3  LDP         22.22.22.4       20.20.20.2       Egress

Path 1 via fe-0/3/3.101 destination 127.0.0.64

traceroutempls ldp detail

user@router> traceroutempls ldp 4.4.4.4 detail

  Probe Options: ttl 64, retries 3, wait 10, paths 3, exp 7
  Hop 24.24.24.1 Depth 1
    Parent (null)
    Return code: Label switched at stack-depth 1
    Response time 165.93 msec
    Multipath type: IP bitmask
      Address Range 1: 127.0.0.0 ~ 127.0.3.255
    Label Stack:
      Label 1 Value 100032 Protocol LDP

  Hop 20.20.20.2 Depth 2
    Parent 24.24.24.1
    Return code: Upstream interface index unknown label-switched at stack-depth 
1
    Response time 19.05 msec
    Multipath type: IP bitmask
      Address Range 1: 127.0.0.0 ~ 127.0.3.255
    Label Stack:
      Label 1 Value 100000 Protocol LDP

  Hop 22.22.22.4 Depth 3
    Parent 20.20.20.2
    Return code: Egress-ok at stack-depth 1
    Response time 0.79 msec
    Multipath type: None
    Label Stack:
      Label 1 Value 3 Protocol LDP
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traceroutempls rsvp

Syntax traceroutempls <rsvp> lsp-name
<detail>
<egress>
<exp>
<logical-system>
<multipoint>
<no-resolve>
<retries>
<source source-address>
<ttl>

Release Information Command introduced in Junos OS Release 9.2.

egress,multipoint, and ttl options added in Junos OS Release 11.2.

Description Trace route to a remote host for an MPLS LSP signaled by RSVP. Use traceroutempls

rsvp as a debugging tool to locate MPLS label-switched path (LSP) forwarding issues

in a network. (Currently supported for IPv4 packets only.)

Options lsp-name—Specify the name of the LSP to be traced.

detail—(Optional) Display detailed output.

egress—(Optional) Request that a specific point-to-multipoint egress node reply to the

trace route. The trace routewould follow the associated sub-LSP to the egress node.

exp—(Optional) Specify the class of service to use when sending probes. The range of

values is 0 through 7. The default value is 7.

logical-system—(Optional) Specify the name of the logical system for the traceroute

attempt.

multipoint—(Optional) Perform a trace route on a point-to-multipoint LSP.

no-resolve—(Optional) Specify not to resolve the hostname that corresponds to the IP

address.

retries—(Optional) Specify the number of times to resend probe. The range of values is

1 through 9. The default value is 3.

source source-address—(Optional) Specify the sourceaddress of theoutgoing traceroute

packets.

ttl—(Optional) Specify the number of hops to follow before forcing the trace route to

quit.

Required Privilege
Level

network

List of Sample Output traceroutempls rsvp on page 3930
traceroutempls rsvp detail on page 3930
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traceroutempls rsvpmultipoint (branch node for sub-LSPs) on page 3931
traceroutempls rsvpmultipoint (single-hop sub-LSPs) on page 3931

Output Fields Table 299onpage 3929describes the output fields for the traceroutempls rsvp lsp-name

and traceroutempls rsvp lsp-name detail commands. Output fields are listed in the

approximate order in which they appear.

Table 299: traceroutempls rsvp Output Fields

Level of OutputField DescriptionField Name

all levelsProbe options specified in the traceroutempls rsvp
lsp-name command.

Probe options

none specifiedTime-to-live value of the labeled packet.ttl

none specifiedMPLS label used to forward the packets along the LSP.Label

none specifiedSignaling protocol used. For this command, it is
RSVP-TE.

Protocol

none specifiedAddress of the next hop.Address

none specifiedAddress of the previous hop. Previous hop address of
the first hop is null.

Previous Hop

none specifiedForwarding status from the first hop to the last-hop
label-switching router (egress point in the
label-switched paths). Displays Success if the trace to
a hop is successful or Egress if the trace has reached
the last router on the path.

Probe status

detailAddressof thehops in the label-switchedpath fromthe
first hop to the last hop. Depth indicates the level of the
hop.

Hop

detailAddress of the previous hop. Parent value for the first
hop is null.

Parent

detailReturn code for reporting the result of processing the
echo request by the receiver.

Return Code

detailDisplays the timestampwhen the MPLS echo request
is sent to the next hop.

Sendertimestamp

detailTimestampwhen the echo request from the previous
hop is received and acknowledged with an echo
response by the next hop.

Receiver
timestamp

detailTime for the echo request to reach the receiver.Response time

detailSize of the largest packet that includes the label stack
forwarded to the next hop.

MTU
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Table 299: traceroutempls rsvp Output Fields (continued)

Level of OutputField DescriptionField Name

detailLabels or addresses used by the specified multipath
type. If multipaths are not used, the value is none.

Multipath type

detailLabel stack used to forward the packet.Label stack

all levelsDisplays the sub-lsp path number for this traceroute,
the interface used, and the destination address.

Path

Sample Output

traceroutempls rsvp

user@host> traceroutempls rsvp lsp-chicago-atlanta

     Probe options: retries 3, exp 7

     ttl    Label  Protocol    Address          Previous Hop     Probe Status
       1   299792  RSVP—TE        192.168.1.2      (null)           Success
       2   299803  RSVP—TE        192.168.2.3      192.168.1.2      Success
       3        3  RSVP—TE        192.168.3.4      192.168.2.3      Egress

     Path 1 via ge-0/0/0.1 destination 127.0.0.64

traceroutempls rsvp detail

user@host> traceroutempls rsvp lsp-chicago-atlanta detail
Probe options: retries 3, exp 7

   Hop 192.168.1.2 Depth 1
     Probe status: Success
     Parent: (null)
     Return code: Label-switched at stack-depth 1
     Sender timestamp: 2008-04-17 09:35:27 EDT 400.88 msec
     Receiver timestamp: 2008-04-17 09:35:27 EDT 427.87 msec
     Response time: 26.99 msec
     MTU: Unknown
     Multipath type: IP bitmask
       Address Range 1: 127.0.0.64 ~ 127.0.0.127
     Label Stack:
       Label 1 Value 299792 Protocol RSVP-TE

Hop 192.168.2.3 Depth 2
     Probe status: Success
     Parent: 192.168.1.2
     Return code: Upstream interface index unknown label-switched at stack-depth
 1
     Sender timestamp: 2008-04-17 09:35:27 EDT 522.13 msec
     Receiver timestamp: 2008-04-17 09:35:27 EDT 548.69 msec
     Response time: 26.55 msec
     MTU: 1518
     Multipath type: IP bitmask
       Address Range 1: 127.0.0.64 ~ 127.0.0.127
     Label Stack:
       Label 1 Value 299803 Protocol RSVP-TE
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traceroutempls rsvpmultipoint (branch node for sub-LSPs)

The following traceroute output is for a point-to-multipoint LSP where the penultimate

node is a branch node for the sub-LSPs.

user@host> traceroute mpls rsvp multipoint p2mplsp
  Probe options: retries 3, exp 7

  ttl    Label  Protocol    Address          Previous Hop     Probe Status
    1   300000  RSVP-TE     81.1.2.2         (null)           Success
    2   299968  RSVP-TE     81.2.3.3         81.1.2.2         Success
    3   299952  RSVP-TE     81.3.4.4         81.2.3.3         Success
    4   299920  RSVP-TE     81.4.6.6         81.3.4.4         Egress

  Path 1 via lt-1/2/0.102 destination 127.0.0.64

  ttl    Label  Protocol    Address          Previous Hop     Probe Status
    4   299920  RSVP-TE     81.4.5.5         81.3.4.4         Egress

  Path 2 via lt-1/2/0.102 destination 127.0.0.64

traceroutempls rsvpmultipoint (single-hop sub-LSPs)

The following traceroute output is for a point-to-multipoint LSPwithmultiple single-hop

sub-LSPs.

user@host> traceroute mpls rsvp multipoint p2mplsp
  Probe options: retries 3, exp 7

   ttl    Label  Protocol    Address          Previous Hop     Probe Status
     1        0  RSVP-TE     81.1.2.2         (null)           Egress

   Path 1 via lt-1/2/0.102 destination 127.0.0.64

   ttl    Label  Protocol    Address          Previous Hop     Probe Status
     1        0  RSVP-TE     81.1.8.8         (null)           Egress

   Path 2 via lt-1/2/0.108 destination 127.0.0.64

   ttl    Label  Protocol    Address          Previous Hop     Probe Status
     1        0  RSVP-TE     81.1.9.9         (null)           Egress

   Path 3 via lt-1/2/0.109 destination 127.0.0.64
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CHAPTER 46

Troubleshooting

• Troubleshooting Procedures on page 3933

Troubleshooting Procedures

• Issues and Limitations in Operation ofMPLS Features on theQFXSeries on page 3933

Issues and Limitations in Operation of MPLS Features on the QFX Series

The following issues exist in the operation of MPLS features on QFX Series devices. In

each case, the described behavior is the expected behavior.

• Configuring an MPLS firewall filter on a switch that is deployed as an egress provider

edge (PE) switch has no effect.

• Configuring the revert-timer statement at the [edit protocolsmpls] hierarchy level has

no effect.

• If you configure the BGP labeled unicast address family (using the labeled-unicast

statement at the [edit protocols bgp family inet] hierarchy level) on a QFX switch

deployed as a route reflector for BGP labeled routes, path selection will occur at the

route reflector, and a single best path will be advertised. This will result in loss of BGP

multipath information.

Related
Documentation

• MPLS Feature Support on the QFX Series Overview on page 3748
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PART 15

Multicast

• Overview on page 3937

• Configuration on page 3977

• Administration on page 4257
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CHAPTER 47

Overview

• Introduction to PIM Basics on page 3937

• Introduction to PIM Sparse Mode on page 3940

• Introduction to Static RP on page 3944

• Introduction to Anycast RP on page 3944

• Introduction to PIM Bootstrap Router on page 3945

• Introduction to PIM Filtering on page 3946

• Introduction to PIM RPT and SPT Cutover on page 3948

• Introduction to IGMP on page 3957

• Introduction to IGMP Snooping on page 3961

• Introduction to MLD on page 3965

• Introduction to MSDP on page 3968

• Introduction to Source-Specific Multicast on page 3970

• Introduction to Multicast VLAN Registration on page 3974

Introduction to PIM Basics

• PIM Overview on page 3937

• PIM on Aggregated Interfaces on page 3940

PIMOverview

The predominant multicast routing protocol in use on the Internet today is Protocol

Independent Multicast, or PIM. The type of PIM used on the Internet is PIM sparsemode.

PIM sparse mode is so accepted that when the simple term “PIM” is used in an Internet

context, some form of sparse mode operation is assumed.

PIMemergedas analgorithm toovercome the limitations of dense-modeprotocols such

as the Distance Vector Multicast Routing Protocol (DVMRP), which was efficient for

dense clusters ofmulticast receivers, but did not scale well for the larger, sparser, groups

encountered on the Internet. The Core Based Trees (CBT) Protocol was intended to

support sparse mode as well, but CBT, with its all-powerful core approach, made

placement of the core critical, and large conference-type applications (many-to-many)
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resulted in bottlenecks in the core. PIM was designed to avoid the dense-mode scaling

issues of DVMRP and the potential performance issues of CBT at the same time.

PIM is one of the most rapidly evolving specifications on the Internet today. Since its

introduction in 1995, PIM has already seen twomajor revisions to its packet structure

(PIM version 1 [PIMv1] and PIM version 2 [PIMv2]), twomajor RFCs (RFC 2362 obsoleted

RFC 2117), and numerous drafts describing major components of PIM, such as

many-to-many trees and source-specific multicast (SSM). Long-lasting RFCs are not a

featureofPIM, andvirtually all ofPIMmustbe researched, understood, and implemented

directly from Internet drafts. In fact, no current RFC describes PIMv1 at all. The drafts

have all expired, and PIMv1 was never issued as an official RFC.

PIM itself is not nonstandard or unstable, however. PIM has been a promising multicast

routingprotocol since its inception, especiallyPIMsparsemode, the first real sparse-mode

multicast routingprotocol.Work continuesonPIM inanumberof areas, frombidirectional

trees tonetworkmanagement, and the rapidpaceofdevelopmentmakesdrafts essential

for PIM.

PIMv1 andPIMv2 can coexist on the same routing device and even on the same interface.

Themain difference between PIMv1 and PIMv2 is the packet format. PIMv1 messages

use Internet Group Management Protocol (IGMP) packets, whereas PIMv2 has its own

IP protocol number (103) and packet structure. All routing devices connecting to an IP

subnet such as a LANmust use the same PIM version. Some PIM implementations can

recognize PIMv1 packets and automatically switch the routing device interface to PIMv1.

Because the difference between PIMv1 and PIMv2 involves the message format, but not

the meaning of the message or how the routing device processes the PIMmessage, a

routing device can easily mix PIMv1 and PIMv2 interfaces.

PIM is used for efficient routing to multicast groups that might span wide-area and

interdomain internetworks. It is called “protocol independent”because it doesnotdepend

on a particular unicast routing protocol. Junos OS supports bidirectional mode, sparse

mode, densemode, and sparse-densemode.

PIM operates in several modes: bidirectional mode, sparse mode, densemode, and

sparse-densemode. In sparse-densemode, somemulticast groups are configured as

densemode (flood-and-prune, [S,G] state) and others are configured as sparse mode

(explicit join to rendezvous point [RP], [*,G] state).

PIM drafts also establish a mode known as PIM source-specific mode, or PIM SSM. In

PIM SSM there is only one specific source for the content of a multicast group within a

given domain.
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Because thePIMmode you choosedetermines thePIMconfigurationproperties, you first

must decidewhether PIMoperates in bidirectional, sparse, dense, or sparse-densemode

in your network. Eachmode has distinct operating advantages in different network

environments.

• In sparse mode, routing devices must join and leavemulticast groups explicitly.

Upstream routing devices do not forward multicast traffic to a downstream routing

device unless the downstream routing device has sent an explicit request (by means

of a join message) to the rendezvous point (RP) routing device to receive this traffic.

The RP serves as the root of the sharedmulticast delivery tree and is responsible for

forwarding multicast data from different sources to the receivers.

Sparsemode is well suited to the Internet, where frequent interdomain join messages

and prunemessages are common.

• Bidirectional PIM is similar to sparsemode, and is especially suited to applications that

must scale to support a largenumberofdispersedsourcesand receivers. Inbidirectional

PIM, routingdevicesbuild sharedbidirectional treesanddonot switch toasource-based

tree. Bidirectional PIM scales well because it needs no source-specific (S,G) state.

Instead, it builds only group-specific (*,G) state.

• Unlike sparsemode and bidirectionalmode, in which data is forwarded only to routing

devices sendinganexplicitPIM join request, densemode implementsa flood-and-prune

mechanism, similar to the Distance Vector Multicast Routing Protocol (DVMRP). In

densemode, a routing device receives the multicast data on the incoming interface,

then forwards the traffic to the outgoing interface list. Flooding occurs periodically and

is used to refresh state information, such as the source IP address andmulticast group

pair. If the routing device has no interested receivers for the data, and the outgoing

interface listbecomesempty, the routingdevicesendsaPIMprunemessageupstream.

Densemode works best in networks where few or no prunes occur. In such instances,

dense mode is actually more efficient than sparse mode.

• Sparse-densemode,as thename implies, allows the interface tooperateonaper-group

basis in either sparse or densemode. A group specified as “dense” is not mapped to

an RP. Instead, data packets destined for that group are forwarded bymeans of PIM

densemode rules. A group specified as “sparse” ismapped to an RP, and data packets

are forwarded bymeans of PIM sparse-mode rules. Sparse-densemode is useful in

networks implementing auto-RP for PIM sparse mode.

Basic PIMNetwork Components

PIMdensemode requires only amulticast sourceand series ofmulticast-enabled routing

devices running PIM densemode to allow receivers to obtain multicast content. Dense

modemakes sure that all multicast traffic gets everywhere by periodically flooding the

network with multicast traffic, and relies on prunemessages to make sure that subnets

where all receivers are uninterested in that particular multicast group stop receiving

packets.

PIM sparsemode ismore complicated and requires the establishment of special routing

devices called rendezvous points (RPs) in the network core. These routing devices are

where upstream join messages from interested receivers meet downstream traffic from
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the source of themulticast group content. A network can havemanyRPs, but PIM sparse

mode allows only one RP to be active for any multicast group.

If there is only one RP in a routing domain, the RP and adjacent links might become

congested and form a single point of failure for all multicast traffic. Thus, multiple RPs

are the rule, but the issue then becomes how othermulticast routing devices find the RP

that is the source of the multicast group the receiver is trying to join. This RP-to-group

mapping iscontrolledbyaspecialbootstrap router (BSR) running thePIMBSRmechanism.

There can bemore than one bootstrap router as well, also for single-point-of-failure

reasons.

The bootstrap router does not have to be an RP itself, although this is a common

implementation. Thebootstrap router'smain function is tomanage the collection of RPs

and allow interested receivers to find the source of their group's multicast traffic. PIM

bootstrapmessages are sourced from the loopback address, which is always up. The

loopback address must be routable. If it is not routable, then the bootstrap router is

unable to send bootstrapmessages to update the RP domain members. The show pim

bootstrap command displays only those bootstrap routers that have routable loopback

addresses.

PIM SSM can be seen as a subset of a special case of PIM sparse mode and requires no

specialized equipment other than that used for PIM sparse mode (and IGMP version 3).

Bidirectional PIM RPs, unlike RPs for PIM sparse mode, do not need to perform PIM

Register tunneling or other specific protocol action. Bidirectional PIM RPs implement no

specific functionality. RP addresses are simply a location in the network to rendezvous

toward. In fact, for bidirectional PIM, RP addresses need not be loopback interface

addresses or even be addresses configured on any routing device, as long as they are

covered by a subnet that is connected to a bidirectional PIM-capable routing device and

advertised to the network.

Related
Documentation

Supported IP Multicast Protocol Standards in theMulticast Protocols Feature Guide for

Routing Devices

•

PIM on Aggregated Interfaces

If you configure PIM on an aggregated (ae- or as-) interface, each of the interfaces in the

aggregate is included in the multicast output interface list and carries the single stream

of replicated packets in a load-sharing fashion. Themulticast aggregate interface is

“expanded” into its constituent interfaces in the next-hop database.

Related
Documentation

PIM Overview on page 3937•

• interface on page 4139

Introduction to PIM SparseMode

• Understanding PIM Sparse Mode on page 3941

• Designated Router on page 3943
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Understanding PIM SparseMode

A Protocol Independent Multicast (PIM) sparse-mode domain uses reverse-path

forwarding (RPF) to create a path fromadata source to the receiver requesting the data.

When a receiver issues an explicit join request, an RPF check is triggered. A (*,G) PIM join

message is sent toward theRP from the receiver's designated router (DR). (By definition,

this message is actually called a join/prunemessage, but for clarity in this description, it

is called either join or prune, depending on its context.) The join message is multicast

hop by hop upstream to the ALL-PIM-ROUTERS group (224.0.0.13) by means of each

router’s RPF interface until it reaches the RP. The RP router receives the (*,G) PIM join

message and adds the interface on which it was received to the outgoing interface list

(OIL) of the rendezvous-point tree (RPT) forwarding state entry. This builds the RPT

connecting the receiver with the RP. The RPT remains in effect, even if no active sources

generate traffic.

NOTE: State—the (*,G) or (S,G) entries—is the information used for
forwarding unicast or multicast packets. S is the source IP address, G is the
multicast group address, and * represents any source sending to group G.
Routers keep track of themulticast forwarding state for the incoming and
outgoing interfaces for each group.

When a source becomes active, the source DR encapsulatesmulticast data packets into

a PIM register message and sends them bymeans of unicast to the RP router.

If the RP router has interested receivers in the PIM sparse-mode domain, it sends a PIM

join message toward the source to build a shortest-path tree (SPT) back to the source.

The source sends multicast packets out on the LAN, and the source DR encapsulates

the packets in a PIM register message and forwards the message toward the RP router

bymeans of unicast. TheRP router receives PIM registermessages back from the source,

and thus adds a new source to the distribution tree, keeping track of sources in a PIM

table. Once an RP router receives packets natively (with S,G), it sends a register stop

message to stop receiving the register messages by means of unicast.

In actual application,many receiverswithmultiple SPTs are involved in amulticast traffic

flow. To illustrate the process, we track the multicast traffic from the RP router to one

receiver. In such a case, the RP router begins sending multicast packets down the RPT

toward the receiver’s DR for delivery to the interested receivers. When the receiver’s DR

receives the first packet from the RPT, the DR sends a PIM join message toward the

source DR to start building an SPT back to the source. When the source DR receives the

PIM join message from the receiver’s DR, it starts sending traffic down all SPTs. When

the first multicast packet is received by the receiver’s DR, the receiver’s DR sends a PIM

prunemessage to the RP router to stop duplicate packets from being sent through the

RPT. In turn, the RP router stops sending multicast packets to the receiver’s DR, and

sends a PIM prunemessage for this source over the RPT toward the source DR to halt

multicast packet delivery to the RP router from that particular source.

If the RP router receives a PIM register message from an active source but has no

interested receivers in the PIM sparse-mode domain, it still adds the active source into
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the PIM table. However, after adding the active source into the PIM table, the RP router

sends a register stopmessage. The RP router discovers the active source’s existence and

no longer needs to receive advertisement of the source (which utilizes resources).

NOTE: If the number of PIM joinmessages exceeds the configuredMTU, the
messages are fragmented in IPv6 PIM sparsemode. To avoid the
fragmentation of PIM join messages, themulticast traffic receives the
interface MTU instead of the path MTU.

Themajor characteristics of PIM sparse mode are as follows:

• Routers with downstream receivers join a PIM sparse-mode tree through an explicit

join message.

• PIM sparse-mode RPs are the routers where receivers meet sources.

• Senders announce their existence to one or more RPs, and receivers query RPs to find

multicast sessions.

• Once receivers get content fromsources through theRP, the last-hop router (the router

closest to the receiver) can optionally remove the RP from the shared distribution tree

(*,G) if the new source-based tree (S,G) is shorter. Receivers can then get content

directly from the source.

The transitional aspect of PIM sparse mode from shared to source-based tree is one

of the major features of PIM, because it prevents overloading the RP or surrounding

core links.

Thereare related issues regarding source,RPs, and receiverswhensparsemodemulticast

is used:

• Sources must be able to send to all RPs.

• RPsmust all know one another.

• Receivers must send explicit join messages to a known RP.

• Receivers initially need to know only one RP (they later learn about others).

• Receivers can explicitly prune themselves from a tree.

• Receivers that never transition to a source-based tree are effectively running Core

Based Trees (CBT)`.

PIM sparse mode has standard features for all of these issues.

Rendezvous Point

The RP router serves as the information exchange point for the other routers. All routers

in a PIM domain must provide mapping to an RP router. It is the only router that needs

to know the active sources for a domain—the other routers just need to know how to

reach the RP. In this way, the RPmatches receivers with sources.
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The RP router is downstream from the source and forms one end of the shortest-path

tree. As shown inFigure 116onpage3943, theRP router is upstreamfromthe receiver and

thus forms one end of the rendezvous-point tree.

Figure 116: Rendezvous Point as Part of the RPT and SPT

The benefit of using the RP as the information exchange point is that it reduces the

amount of state in non-RP routers. No network flooding is required to provide non-RP

routers information about active sources.

RPMapping Options

RPs can be learned by one of the following mechanisms:

• Static configuration

• Anycast RP

• Auto-RP

• Bootstrap router

We recommend a static RPmappingwith anycast RP and a bootstrap router (BSR)with

auto-RP configuration, because static mapping provides all the benefits of a bootstrap

router and auto-RP without the complexity of the full BSR and auto-RPmechanisms.

Related
Documentation

Understanding Static RP on page 3944•

• Understanding RPMapping with Anycast RP on page 3945

• Understanding the PIM Bootstrap Router on page 3945

• Understanding PIM Auto-RP

Designated Router

In a PIM sparse mode (PIM-SM) domain, there are two types of designated routers to

consider:

• The receiver DR sends PIM join and PIM prunemessages from the receiver network

toward the RP.

• The source DR sends PIM register messages from the source network to the RP.

Neighboring PIM routers multicast periodic PIM hello messages to each other every

30 seconds (the default). The PIM hello message usually includes a holdtime value for

the neighbor to use, but this is not a requirement. If the PIM hello message does not

include a holdtime value, a default timeout value (in Junos OS, 105 seconds) is used. On
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receipt of aPIMhellomessage, a router stores the IPaddressandpriority for that neighbor.

If the DR priorities match, the router with the highest IP address is selected as the DR.

If a DR fails, a new one is selected using the same process of comparing IP addresses.

NOTE: In PIM densemode (PIM-DM), a DR is elected by the same process
thatPIM-SMuses.However, theonly time that aDRhasanyeffect inPIM-DM
iswhen IGMPv1 is used on the interface. (IGMPv2 is the default.) In this case,
the DR also functions as the IGMPQuery Router because IGMPv1 does not
have a Query Router electionmechanism.

Introduction to Static RP

• Understanding Static RP on page 3944

Understanding Static RP

Protocol Independent Multicast (PIM) sparse mode is the most commonmulticast

protocol used on the Internet. PIM sparse mode is the default mode whenever PIM is

configured on any interface of the device. However, because PIMmust not be configured

on the network management interface, youmust disable it on that interface.

Each any-sourcemulticast (ASM) group has a shared tree through which receivers learn

about newmulticast sources and new receivers learn about all multicast sources. The

rendezvous point (RP) router is the root of this shared tree and receives the multicast

traffic from the source. To receivemulticast traffic from the groups served by the RP, the

device must determine the IP address of the RP for the source.

You can configure a static rendezvous point (RP) configuration that is similar to static

routes. A static configuration has the benefit of operating in PIM version 1 or version 2.

When you configure the static RP, the RP address that you select for a particular group

must be consistent across all routers in a multicast domain.

One commonway for the device to locate RPs is by static configuration of the IP address

of the RP. A static configuration is simple and convenient. However, if the statically

defined RP router becomes unreachable, there is no automatic failover to another RP

router. To remedy this problem, you can use anycast RP.

Related
Documentation

Configuring Local PIM RPs on page 3995•

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 3997

Introduction to Anycast RP

• Understanding RPMapping with Anycast RP on page 3945
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Understanding RPMapping with Anycast RP

Having a single active rendezvous point (RP) per multicast group is much the same as

having a single server providing any service. All traffic converges on this single point,

although other servers are sitting idle, and convergence is slowwhen the resource fails.

In multicast specifically, there might be closer RPs on the shared tree, so the use of a

single RP is suboptimal.

For the purposes of load balancing and redundancy, you can configure anycast RP. You

can use anycast RP within a domain to provide redundancy and RP load sharing. When

an RP fails, sources and receivers are taken to a new RP bymeans of unicast routing.

When you configure anycast RP, you bypass the restriction of having one active RP per

multicast group, and instead deploy multiple RPs for the same group range. The RP

routers share one unicast IP address. Sources from one RP are known to other RPs that

use the Multicast Source Discovery Protocol (MSDP). Sources and receivers use the

closest RP, as determined by the interior gateway protocol (IGP).

Anycast means that multiple RP routers share the same unicast IP address. Anycast

addresses are advertised by the routing protocols. Packets sent to the anycast address

are sent to the nearest RP with this address. Anycast addressing is a generic concept

and is used in PIM sparse mode to add load balancing and service reliability to RPs.

Anycast RP is defined in Internet draft draft-ietf-mboned-anycast-rp-08.txt, Anycast RP

Mechanism Using PIM and MSDP. To access Internet RFCs and drafts, go to the IETF

website at http://www.ietf.org .

Related
Documentation

Configuring the Static PIM RP Address on the Non-RP Routing Device on page 3997•

• Example: Configuring Multiple RPs in a Domain with Anycast RP on page 4005

• Example: Configuring PIM AnycastWith or Without MSDP on page 3999

Introduction to PIM Bootstrap Router

• Understanding the PIM Bootstrap Router on page 3945

Understanding the PIM Bootstrap Router

To determine which router is the rendezvous point (RP), all routers within a PIM

sparse-modedomaincollectbootstrapmessages.APIMsparse-modedomain isagroup

of routers that all share the same RP router. The domain bootstrap router initiates

bootstrapmessages, which are sent hop by hop within the domain. The routers use

bootstrapmessages to distribute RP information dynamically and to elect a bootstrap

router when necessary.

Related
Documentation

Configuring PIM Bootstrap Properties for IPv4 or IPv6•
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Introduction to PIM Filtering

• Understanding Multicast Message Filters on page 3946

• Filtering MAC Addresses on page 3947

• Filtering RP and DR Register Messages on page 3947

UnderstandingMulticast Message Filters

Multicast sources and routers generate a considerable number of control messages,

especially when using PIM sparsemode. Thesemessages form distribution trees, locate

rendezvous points (RPs) and designated routers (DRs), and transition from one type of

tree to another. In most cases, this multicast messaging system operates transparently

and efficiently. However, in some configurations, more control over the sending and

receiving of multicast control messages is necessary.

You can configure multicast filtering to control the sending and receiving of multicast

control messages.

To prevent unauthorized groups and sources from registering with an RP router, you can

define a routing policy to reject PIM register messages from specific groups and sources

and configure the policy on the designated router or the RP router.

• If you configure the reject policy on an RP router, it rejects incoming PIM register

messages from the specified groups and sources. The RP router also sends a register

stopmessage bymeans of unicast to the designated router. On receiving the register

stopmessage, the designated router sends periodic null register messages for the

specified groups and sources to the RP router.

• If you configure the reject policy on a designated router, it stops sending PIM register

messages for the specified groups and sources to the RP router.

NOTE: If youhaveconfigured the rejectpolicyonanRProuter,we recommend
that you configure the same policy on all the RP routers in your multicast
network.

NOTE: If you delete a group and source address from the reject policy
configured on an RP router and commit the configuration, the RP router will
register the group and source only when the designated router sends a null
register message.

Related
Documentation

Filtering MAC Addresses on page 3947•

• Filtering RP and DR Register Messages on page 3947

• Filtering MSDP SAMessages on page 3969
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FilteringMACAddresses

Whena router is exclusively configuredwithmulticast protocols onan interface,multicast

sets the interface media access control (MAC) filter to multicast promiscuous mode,

and the number of multicast groups is unlimited. However, when the router is not

exclusively used formulticasting and other protocols such as OSPF, Routing Information

Protocol version2(RIPv2), orNetworkTimeProtocol (NTP)areconfiguredonan interface,

each of these protocols individually requests that the interface program the MAC filter

to pick up its respective multicast group only. In this case, without multicast configured

on the interface, the maximum number of multicast MAC filters is limited to 20. For

example, the maximum number of interface MAC filters for protocols such as OSPF

(multicast group 224.0.0.5) is 20, unless a multicast protocol is also configured on the

interface.

No configuration is necessary for MAC filters.

Filtering RP and DR Register Messages

You can filter Protocol Independent Multicast (PIM) register messages sent from the

designated router (DR) or to the rendezvous point (RP). The PIM RP keeps track of all

active sources in a single PIM sparse mode domain. In some cases, more control over

which sources anRPdiscovers, orwhich sources aDRnotifies otherRPsabout, is desired.

A high degree of control over PIM register messages is provided by RP and DR register

message filtering. Message filtering also prevents unauthorized groups and sources from

registering with an RP router.

Register messages that are filtered at a DR are not sent to the RP, but the sources are

available to local users. Register messages that are filtered at an RP arrive from source

DRs, but are ignored by the router. Sources onmulticast group traffic can be limited or

directed by using RP or DR register message filtering alone or together.

If the action of the register filter policy is to discard the registermessage, the router needs

to send a register-stopmessage to the DR. Register-stopmessages are throttled to

prevent malicious users from triggering them on purpose to disrupt the routing process.

Multicast group and source information is encapsulated inside unicast IP packets. This

feature allows the router to inspect the multicast group and source information before

sending or accepting the PIM register message.

Incoming registermessages toanRParepassed through theconfigured registermessage

filtering policy before any further processing. If the register message is rejected, the RP

router sends a register-stopmessage to the DR. When the DR receives the register-stop

message, the DR stops sending register messages for the filtered groups and sources to

the RP. Two fields are used for register message filtering:

• Groupmulticast address

• Source address

The syntax of the existing policy statements is used to configure the filtering on these

two fields. The route-filter statement is useful for multicast group address filtering, and
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the source-address-filter statement is useful for source address filtering. In most cases,

the action is to reject the register messages, but more complex filtering policies are

possible.

Filtering cannot be performed on other header fields, such as DR address, protocol, or

port. In some configurations, an RPmight not send register-stopmessages when the

policy action is to discard the register messages. This has no effect on the operation of

the feature, but the router will continue to receive register messages.

When anycast RP is configured, register messages can be sent or received by the RP. All

the RPs in the anycast RP set need to be configured with the same RP register message

filtering policies. Otherwise, it might be possible to circumvent the filtering policy.

Related
Documentation

Understanding RPMapping with Anycast RP on page 3945•

• Configuring Register Message Filters on a PIM RP and DR on page 4013

Introduction to PIM RPT and SPT Cutover

• Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point

Trees on page 3948

• Building an RPT Between the RP and Receivers on page 3949

• PIM Sparse Mode Source Registration on page 3950

• Multicast Shortest-Path Tree on page 3953

• SPT Cutover on page 3954

• SPT Cutover Control on page 3957

UnderstandingMulticast Rendezvous Points, Shared Trees, and Rendezvous-Point Trees

In a shared tree, the root of the distribution tree is a router, not a host, and is located

somewhere in the core of the network. In the primary sparse modemulticast routing

protocol, Protocol Independent Multicast sparse mode (PIM SM), the core router at the

root of the shared tree is the rendezvous point (RP). Packets from the upstream source

and join messages from the downstream routers “rendezvous” at this core router.

In theRPmodel, other routers donot need to know theaddresses of the sources for every

multicast group. All they need to know is the IP address of the RP router. The RP router

discovers the sources for all multicast groups.

The RPmodel shifts the burden of finding sources ofmulticast content from each router

(the (S,G) notation) to the network (the (*,G) notation knows only the RP). Exactly how

the RP finds the unicast IP address of the source varies, but theremust be somemethod

to determine the proper source for multicast content for a particular group.

Consider a set ofmulticast routerswithout any activemulticast traffic for a certain group.

When a router learns that an interested receiver for that group is on one of its directly

connected subnets, the router attempts to join the distribution tree for that group back

to the RP, not to the actual source of the content.

Copyright © 2014, Juniper Networks, Inc.3948

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



To join the shared tree, or rendezvous-point tree (RPT) as it is called in PIM sparsemode,

the router must do the following:

• Determine the IP address of the RP for that group. Determining the address can be as

simple as static configuration in the router, or as complex as a set of nested protocols.

• Build the shared tree for that group. The router executes an RPF check on the RP

address in its routing table, which produces the interface closest to the RP. The router

now detects that multicast packets from this RP for this group need to flow into the

router on this RPF interface.

• Senda joinmessageouton this interfaceusing thepropermulticastprotocol (probably

PIM sparse mode) to inform the upstream router that it wants to join the shared tree

for that group. This message is a (*,G) join message because S is not known. Only the

RP is known, and the RP is not actually the source of themulticast packets. The router

receiving the (*,G) joinmessage adds the interface onwhich themessagewas received

to its outgoing interface list (OIL) for the group and also performs an RPF check on the

RP address. The upstream router then sends a (*,G) join message out from the RPF

interface toward the source, informing the upstream router that it also wants to join

the group.

Each upstream router repeats this process, propagating join messages from the RPF

interface, building the shared tree as it goes. The process stops when the join message

reaches one of the following:

• The RP for the group that is being joined

• A router along the RPT that already has amulticast forwarding state for the group that

is being joined

In either case, the branch is created, and packets can flow from the source to the RP and

from the RP to the receiver. Note that there is no guarantee that the shared tree (RPT)

is the shortest path tree to the source. Most likely it is not. However, there are ways to

“migrate” a shared tree to an SPT once the flow of packets begins. In other words, the

forwarding state can transition from (*,G) to (S,G). The formation of both types of tree

depends heavily on the operation of the RPF check and the RPF table.

Related
Documentation

Understanding Multicast Reverse Path Forwarding•

Building an RPT Between the RP and Receivers

The RPT is the path between the RP and receivers (hosts) in a multicast group (see

Figure 117onpage3950).TheRPT isbuilt bymeansofaPIM joinmessage froma receiver's

DR:

1. Areceiver sendsa request to joingroup(G) inan InternetGroupManagementProtocol

(IGMP)hostmembership report. APIMsparse-mode router, the receiver’sDR, receives

the report on a directly attached subnet and creates an RPT branch for the multicast

group of interest.

2. The receiver’s DR sends a PIM joinmessage to its RPF neighbor, the next-hop address

in the RPF table, or the unicast routing table.
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3. The PIM join message travels up the tree and is multicast to the ALL-PIM-ROUTERS

group (224.0.0.13). Each router in the tree finds its RPF neighbor by using either the

RPF table or the unicast routing table. This is done until the message reaches the RP

and forms the RPT. Routers along the path set up themulticast forwarding state to

forward requestedmulticast traffic back down the RPT to the receiver.

Figure 117: Building an RPT Between the RP and the Receiver

PIM SparseMode Source Registration

TheRPT is aunidirectional tree, permitting traffic to flowdown fromtheRP to the receiver

inonedirection. Formulticast traffic to reach the receiver fromthesource, anotherbranch

of the distribution tree, called the shortest-path tree, needs to be built from the source's

DR to the RP.

The shortest-path tree is created in the following way:

1. The source becomes active, sending out multicast packets on the LAN to which it is

attached. The source’s DR receives the packets and encapsulates them in a PIM

register message, which it sends to the RP router (see Figure 118 on page 3951).

2. When the RP router receives the PIM registermessage from the source, it sends a PIM

join message back to the source.
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Figure 118: PIM Register Message and PIM Join Message Exchanged

3. The source’s DR receives the PIM join message and begins sending traffic down the

SPT toward the RP router (see Figure 119 on page 3952).

4. Once traffic is receivedby theRP router, it sendsa register stopmessage to the source’s

DR to stop the register process.
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Figure 119: Traffic Sent from the Source to the RP Router

5. The RP router sends the multicast traffic down the RPT toward the receiver (see

Figure 120 on page 3952).

Figure 120: Traffic Sent from the RP Router Toward the Receiver
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Multicast Shortest-Path Tree

The distribution tree used for multicast is rooted at the source and is the shortest-path

tree (SPT) aswell. Consider a set ofmulticast routerswithout any activemulticast traffic

for a certain group (that is, they have nomulticast forwarding state for that group).When

a router learns that an interested receiver for that group is on oneof its directly connected

subnets, the router attempts to join the tree for that group.

To join the distribution tree, the router determines the unicast IP address of the source

for that group. This address can be a simple static configuration on the router, or as

complex as a set of protocols.

To build the SPT for that group, the router executes an a reverse path forwarding (RPF)

check on the source address in its routing table. The RPF check produces the interface

closest to the source, which is where multicast packets from this source for this group

need to flow into the router.

The router next sends a join message out on this interface using the proper multicast

protocol to inform the upstream router that it wants to join the distribution tree for that

group. This message is an (S,G) join message because both S and G are known. The

router receiving the (S,G) join message adds the interface on which the message was

received to its output interface list (OIL) for the group and also performs an RPF check

on the source address. The upstream router then sends an (S,G) join message out on

the RPF interface toward the source, informing the upstream router that it also wants to

join the group.

Each upstream router repeats this process, propagating joins out on the RPF interface,

building the SPT as it goes. The process stops when the join message does one of two

things:

• Reaches the router directly connected to the host that is the source.

• Reaches a router that already has multicast forwarding state for this source-group

pair.

In either case, the branch is created, each of the routers has multicast forwarding state

for the source-group pair, and packets can flow down the distribution tree from source

to receiver. The RPF check at each router makes sure that the tree is an SPT.

SPTs are always the shortest path, but they are not necessarily short. That is, sources

and receivers tend to be on the periphery of a router network, not on the backbone, and

multicast distribution trees have a tendency to sprawl across almost every router in the

network. Becausemulticast traffic can overwhelm a slow interface, and one packet can

easily become a hundred or a thousand on the opposite side of the backbone, it makes

sense to provide a shared tree as a distribution tree so that the multicast source can be

locatedmore centrally in the network, on the backbone. This sharing of distribution trees

with roots in the core network is accomplished by amulticast rendezvous point.

Related
Documentation

Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point

Trees on page 3948

•
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SPT Cutover

Instead of continuing to use the SPT to the RP and the RPT toward the receiver, a direct

SPT is created between the source and the receiver in the following way:

1. Once the receiver’s DR receives the first multicast packet from the source, the DR

sends a PIM join message to its RPF neighbor (see Figure 121 on page 3954).

2. Thesource’sDR receives thePIM joinmessage, andanadditional (S,G) state is created

to form the SPT.

3. Multicast packets from that particular source begin coming from the source's DR and

flowing down the new SPT to the receiver’s DR. The receiver’s DR is now receiving

two copies of eachmulticast packet sent by the source—one from the RPT and one

from the new SPT.

Figure 121: Receiver DR Sends a PIM Join Message to the Source

4. To stop duplicate multicast packets, the receiver’s DR sends a PIM prunemessage

toward the RP router, letting it know that the multicast packets from this particular

source coming in from the RPT are no longer needed (see Figure 122 on page 3955).
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Figure 122: PIM PruneMessage Is Sent from the Receiver’s DR Toward
the RP Router

5. The PIM prunemessage is received by the RP router, and it stops sending multicast

packets down to the receiver’s DR. The receiver’s DR is gettingmulticast packets only

for this particular source over the new SPT. However, multicast packets from the

source are still arriving from the source’s DR toward the RP router (see

Figure 123 on page 3955).

Figure 123: RP Router Receives PIM PruneMessage
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6. To stop the unneededmulticast packets from this particular source, the RP router

sends a PIM prunemessage to the source’s DR (see Figure 124 on page 3956).

Figure 124: RP Router Sends a PIM PruneMessage to the Source DR

7. The receiver’s DR now receives multicast packets only for the particular source from

the SPT (see Figure 125 on page 3956).

Figure 125: Source’s DR Stops Sending Duplicate Multicast Packets
Toward the RP Router
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SPT Cutover Control

In some cases, the last-hop router needs to stay on the shared tree to the RP and not

transition to a direct SPT to the source. Youmight not want the last-hop router to

transition when, for example, a low-bandwidth multicast stream is forwarded from the

RP to a last-hop router. All routers between last hop and source must maintain and

refresh the SPT state. This can become a resource-intensive activity that does not add

much to the network efficiency for a particular pair of source andmulticast group

addresses.

In these cases, you configure an SPT threshold policy on the last-hop router to control

the transition to a direct SPT. An SPT cutover threshold of infinity applied to a

source-group address pairmeans the last-hop routerwill never transition to a direct SPT.

For all other source-group address pairs, the last-hop router transitions immediately to

a direct SPT rooted at the source DR.

Introduction to IGMP

• Understanding Group Membership Protocols on page 3957

• Understanding IGMP on page 3959

Understanding GroupMembership Protocols

There is a big difference between themulticast protocols used between host and router

and between themulticast routers themselves. Hosts on a given subnetwork need to

inform their router only whether or not they are interested in receiving packets from a

certain multicast group. The source host needs to inform its routers only that it is the

source of traffic for a particular multicast group. In other words, no detailed knowledge

of the distribution tree is needed by any hosts; only a groupmembership protocol is

needed to inform routers of their participation in a multicast group. Between adjacent

routers, on the other hand, themulticast routing protocolsmust avoid loops as they build

a detailed sense of the network topology and distribution tree from source to leaf. So,

different multicast protocols are used for the host-router portion and the router-router

portion of the multicast network.

Multicastgroupmembershipprotocolsenablea router todetectwhenahostonadirectly

attached subnet, typically a LAN, wants to receive traffic from a certain multicast group.

Even if more than one host on the LANwants to receive traffic for that multicast group,

the router sends only one copy of each packet for that multicast group out on that

interface, because of the inherent broadcast nature of LANs. When themulticast group

membership protocol informs the router that there are no interestedhosts on the subnet,

the packets are withheld and that leaf is pruned from the distribution tree.
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The Internet Group Management Protocol (IGMP) and the Multicast Listener Discovery

(MLD) Protocol are the standard IP multicast groupmembership protocols: IGMP and

MLD have several versions that are supported by hosts and routers:

• IGMPv1—The original protocol defined in RFC 1112. An explicit join message is sent to

the router, but a timeout is used to determine when hosts leave a group. This process

wastes processing cycles on the router, especially on older or smaller routers.

• IGMPv2—Defined in RFC 2236. Among other features, IGMPv2 adds an explicit leave

message to the join message so that routers canmore easily determine when a group

has no interested listeners on a LAN.

• IGMPv3—Defined in RFC 3376. Among other features, IGMPv3 optimizes support for

a single source of content for a multicast group, or source-specific multicast (SSM).

• MLDv1—Defined in RFC 2710. MLDv1 is similar to IGMPv2.

• MLDv2—Defined in RFC 3810. MLDv2 similar to IGMPv3.

The various versions of IGMP and MLD are backward compatible. It is common for a

router to runmultipleversionsof IGMPandMLDonLAN interfaces.Backwardcompatibility

is achieved by dropping back to themost basic of all versions run on a LAN. For example,

if one host is running IGMPv1, any router attached to the LAN running IGMPv2 can drop

back to IGMPv1 operation, effectively eliminating the IGMPv2 advantages. Running

multiple IGMP versions ensures that both IGMPv1 and IGMPv2 hosts find peers for their

versions on the router.

Related
Documentation

Examples: Configuring MLD on page 4059•
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Understanding IGMP

The IPv4address schemeassigns classDaddresses for IPmulticast. IGMP is theprotocol

that uses these addresses, which can be in the range 224.0.0.0 to 239.255.255.255. The

following addresses have specific functions or are unavailable:

• 224.0.0.0 is reserved—you cannot assign it to a group.

• 224.0.0.1 is the all-hosts address—a packet sent to this address reaches all hosts on

a subnet.

• 224.0.0.2 is the all-routers address—a packet sent to this address reaches all routers

on a subnet.

This implementation of IGMP complies with IGMP versions 1, 2, and 3. IGMPv3 supports

source-specific join and leavemessages and is backward compatible with IGMPv1 and

IGMPv2.

IGMPv2mode interfaces exchange the following types of messages between routers

and hosts:

• Groupmembership queries

• Groupmembership reports

• Leave groupmembership messages

IGMPv3mode interfaces exchange the following types of messages with IGMPv3 hosts:

• Groupmembership queries

• IGMPv3 groupmembership reports

IGMPmanages the membership of hosts and routers in multicast groups. IP hosts use

IGMP to report their multicast groupmemberships to any immediately neighboring

multicast routers. Multicast routers use IGMP to learn, for each of their attached physical

networks, which groups havemembers.

A router receives explicit join and prunemessages from those neighboring routers that

have downstream groupmembers. When PIM is the multicast protocol in use, IGMP

begins the process as follows:

1. To join amulticast group,G, a host conveys itsmembership information through IGMP.

2. The router then forwards data packets addressed to amulticast group to only those

interfaces on which explicit join messages have been received.

3. A designated router (DR) sends periodic join and prunemessages toward a

group-specific rendezvous point (RP) for each group forwhich it has activemembers.

One or more routers are automatically or statically designated as the RP, and all

routers must explicitly join through the RP.

4. Each router along the path toward the RP builds a wild card (any-source) state for

the group and sends join and prunemessages toward the RP.
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The term route entry is used to refer to the state maintained in a router to represent

the distribution tree.

A route entry can include such fields as:

• source address

• group address

• incoming interface fromwhich packets are accepted

• list of outgoing interfaces to which packets are sent

• timers

• flag bits

The wild card route entry's incoming interface points toward the RP.

The outgoing interfaces point to the neighboring downstream routers that have sent

join and prunemessages toward the RP as well as the directly connected hosts that

have requestedmembership to group G.

5. This state creates a shared, RP-centered, distribution tree that reaches all group

members.

IGMP is also used as the transport for several relatedmulticast protocols (for example,

DistanceVectorMulticastRoutingProtocol [DVMRP]andProtocol IndependentMulticast

version 1 [PIMv1]).

A router receives explicit join and prunemessages from those neighboring routers that

have downstream groupmembers. When PIM is the multicast protocol in use, IGMP

begins the process as follows:

1. To join amulticast group,G, a host conveys itsmembership information through IGMP.

2. The router then forwards data packets addressed to amulticast groupG to only those

interfaces on which explicit join messages have been received.

3. A designated router (DR) sends periodic join and prunemessages toward a

group-specific rendezvous point (RP) for each group forwhich it has activemembers.

One or more routers are automatically or statically designated as the RP, and all

routers must explicitly join through the RP.

4. Each router along the path toward the RP builds a wild card (any-source) state for

the group and sends join and prunemessages toward the RP.

The term route entry is used to refer to the state maintained in a router to represent

the distribution tree.

A route entry can include such fields as:

• source address

• group address

• incoming interface fromwhich packets are accepted

• list of outgoing interfaces to which packets are sent
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• timers

• flag bits

The wild card route entry's incoming interface points toward the RP.

The outgoing interfaces point to the neighboring downstream routers that have sent

join and prunemessages toward the RP as well as the directly connected hosts that

have requestedmembership to group G.

5. This state creates a shared, RP-centered, distribution tree that reaches all group

members.

IGMP is an integral part of IP andmust be enabled on all routers and hosts that need to

receive IP multicast traffic.

For each attached network, a multicast router can be either a querier or a nonquerier.

Thequerier routerperiodically sendsgeneral querymessages to solicit groupmembership

information. Hosts on the network that are members of a multicast group send report

messages. When a host leaves a group, it sends a leave groupmessage.

IGMP version 3 (IGMPv3) supports inclusion and exclusion lists. Inclusion lists enable

you to specify which sources can send to amulticast group. This type of multicast group

is called a source-specific multicast (SSM) group, and its multicast address is 232/8.

IGMPv3 provides support for source filtering. For example, a router can specify particular

routers fromwhich it accepts or rejects traffic. With IGMPv3, amulticast router can learn

which sources are of interest to neighboring routers.

Exclusionmodeworks the opposite of an inclusion list. It allows any source but the ones

listed to send to the SSM group.

IGMPv3 interoperateswith versions 1and2of theprotocol.However, to remaincompatible

with older IGMP hosts and routers, IGMPv3 routers must also implement versions 1 and

2of the protocol. IGMPv3 supports the followingmembership-report record types:mode

is allowed, allow new sources, and block old sources.

Related
Documentation

Supported IP Multicast Protocol Standards•

Introduction to IGMP Snooping

• IGMP Snooping Overview on page 3962
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IGMP Snooping Overview

With IGMP snooping enabled, a switchmonitors the IGMP (Internet GroupManagement

Protocol) traffic between hosts andmulticast routers and uses what it learns to forward

multicast traffic to only the downstream interfaces that are connected to interested

receivers. This conserves bandwidth by allowing the switch to sendmulticast traffic to

only those interfaces that are connected to devices that want to receive the traffic

(instead of flooding the traffic to all the downstream VLAN interfaces).

This IGMP snooping topic includes:

• How IGMP SnoopingWorks on page 3962

• How IGMP SnoopingWorks with Routed VLAN Interfaces on page 3962

• How Hosts Join and Leave Multicast Groups on page 3963

• IGMP Snooping and Forwarding Interfaces on page 3963

• General Forwarding Rules on page 3964

• Using a Switch as an IGMPQuerier on page 3964

How IGMP SnoopingWorks

A switch usually learns unicast MAC addresses by checking the source address field of

the frames it receives and then sends any traffic for that unicast address only to the

appropriate interface.However, amulticastMACaddress canneverbe the sourceaddress

for apacket. Asa result,whenaswitch receives traffic for amulticastdestinationaddress,

it floods the traffic on the relevant VLAN, which can cause a significant amount of traffic

to be sent unnecessarily.

IGMP snooping prevents this flooding. When you enable IGMP snooping, the switch

monitors IGMP packets between receivers andmulticast routers and uses the content

of the packets to build amulticast cache table—a database of multicast groups and the

interfaces that are connected to members of the groups. When the switch receives

multicast packets, it uses the cache table to selectively forward the traffic to only the

interfaces that are connected to members of the appropriate multicast groups.

NOTE: IGMP snooping is enabled by default on the default VLAN only. With
versions of Junos OS for the QFX Series previous to 13.2, IGMP snooping is
enabled by default on all VLANs.

NOTE: You cannot configure IGMP snooping on a secondary (private) VLAN.

How IGMP SnoopingWorks with Routed VLAN Interfaces

A switch can use a routed VLAN interface (RVI) to forward traffic between VLANs that

connect to it. IGMP snoopingworkswith Layer 2 interfaces andRVIs to forwardmulticast

traffic in a switched network.
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When a switch receives a multicast packet, its Packet Forwarding Engines perform a

multicast lookup on the packet to determine how to forward the packet to its local

interfaces. From the results of the lookup, each Packet Forwarding Engine extracts a list

of Layer 3 interfaces that have ports local to the Packet Forwarding Engine. If the list

includes an RVI, the switch provides a bridgemulticast group ID for the RVI to the Packet

Forwarding Engine.

ForVLANsthat includemulticast receivers, thebridgemulticast ID includesasub-next-hop

ID, which identifies the Layer 2 interfaces in the VLAN that are interested in receiving the

multicast stream.ThePacket ForwardingEngine then forwardsmulticast traffic tobridge

multicast IDs that havemulticast receivers for a givenmulticast group.

HowHosts Join and LeaveMulticast Groups

Hosts can join multicast groups in two ways:

• By sending an unsolicited IGMP join message to amulticast router that specifies the

IP multicast group that the host is attempting to join.

• By sending an IGMP join message in response to a general query from amulticast

router.

Amulticast router continues to forwardmulticast traffic to a VLAN provided that at least

onehoston thatVLAN responds to theperiodic general IGMPqueries. For ahost to remain

amember of a multicast group, therefore, it must continue to respond to the periodic

general IGMP queries.

To leave amulticast group, either a host cannot respond to the periodic general IGMP

queries, which results in a “silent leave” (the only leave option for IGMPv1), or a host can

send a group-specific IGMPv2 leavemessage.

IGMP Snooping and Forwarding Interfaces

To determine how to forwardmulticast traffic, a switch with IGMP snooping enabled

maintains information about the following interfaces in its multicast forwarding table:

• Multicast-router interfaces—These interfaces lead towardmulticast routers or IGMP

queriers.

• Group-member interfaces—These interfaces lead toward hosts that are members of

multicast groups.

The switch learns about these interfaces by monitoring IGMP traffic. If an interface

receives IGMPqueries or Protocol IndependentMulticast (PIM) updates, the switch adds

the interface to its multicast forwarding table as amulticast-router interface. If an

interface receivesmembership reports for amulticast group, the switchadds the interface

to its multicast forwarding table as a group-member interface.

Table entries for interfaces that the switch learnsabout are subject toaging. For example,

if a learnedmulticast-router interface does not receive IGMP queries or PIM helloswithin

a certain interval, the switch removes the entry for that interface from its multicast

forwarding table.

3963Copyright © 2014, Juniper Networks, Inc.

Chapter 47: Overview



NOTE: For a switch to learnmulticast-router interfaces and group-member
interfaces,an IGMPqueriermustexist in thenetwork.This isoftenamulticast
router, but if there is nomulticast router on the local network, you can
configure the switch itself to be an IGMP querier.

You can statically configure an interface to be amulticast-router interface or a

group-member interface. The switch adds a static interface to its multicast forwarding

tablewithout having to learn about the interface, and the entry in the table is not subject

to aging. You can have amix of statically configured and dynamically learned interfaces

on a switch.

General Forwarding Rules

Multicast traffic received on a switch interface in a VLAN on which IGMP snooping is

enabled is forwarded according to the following rules.

IGMP traffic is forwarded as follows:

• IGMP general queries received on amulticast-router interface are forwarded to all

other interfaces in the VLAN.

• IGMP group-specific queries received on amulticast-router interface are forwarded to

only those interfaces in the VLAN that are members of the group.

• IGMP reports received on a host interface are forwarded tomulticast-router interfaces

in the same VLAN, but not to the other host interfaces in the VLAN.

Multicast traffic that is not IGMP traffic is forwarded as follows:

• Amulticast packet with a destination address of 224.0.0.0/24 is flooded to all other

interfaces on the VLAN.

• An unregisteredmulticast packet—that is, a packet for a group that has no current

members—is forwarded to all multicast-router interfaces in the VLAN.

• A registeredmulticast packet is forwarded only to those host interfaces in the VLAN

that are members of the multicast group and to all multicast-router interfaces in the

VLAN.

Using a Switch as an IGMPQuerier

If IGMP snooping is enabled on a pure Layer 2 a local network (that is, Layer 3 is not

enabledon thenetwork), and there isnotmulticast router in thenetwork,multicast traffic

might not be properly forwarded through the network. This problem occurs if the local

network is configured such that multicast traffic must be forwarded between switches

in order to reach amulticast receiver. In this case, an upstream switch does not forward

multicast traffic to a downstream switch (and therefore to the multicast receivers

attached to the downstream switch) because the downstream switch does not forward

IGMP reports to the upstream switch. You can solve this problem by configuring one of

the switches to be an IGMP querier. This switch sends periodic general query packets to
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all the switches in the network, which ensures that the snoopingmembership tables are

updated and prevents any multicast traffic loss.

If you configure multiple switches to be IGMP queriers, the switch with the highest

(greatest) IGMP querier source address takes precedence and acts as the querier.

Switches with lower IGMP querier source addresses stop sending IGMP queries unless

they do not receive IGMP queries for 255 seconds. If a switch with a lower IGMP querier

source address does not receive any IGMP queries during that period, it starts sending

queries again.

To configure a switch to act as an IGMP querier, enter the following:

[edit protocols]
user@switch# set igmp-snooping vlan vlan-name igmp-querier source-address source address

NOTE: The igmp-querier statement is not supported on QFabric systems.

Related
Documentation

Example: Configuring IGMP Snooping on page 4049•

• Configuring IGMP Snooping on page 4048

• Changing the IGMP Snooping Group Timeout Value on page 4051

• Monitoring IGMP Snooping on page 4257

• Configuring IGMP on page 4026

• RFC 3171, IANA Guidelines for IPv4 Multicast Address Assignments

• IGMPv1—See RFC 1112, Host extensions for IP multicasting.

• IGMPv2—See RFC 2236, Internet Group Management Protocol, Version 2.

• IGMPv3—See RFC 3376, Internet Group Management Protocol, Version 3.

Introduction toMLD

• Understanding MLD on page 3965

UnderstandingMLD

TheMulticast Listener Discovery (MLD) Protocolmanages themembership of hosts and

routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for

each of their attached physical networks, which groups have interested listeners. Each

routing device maintains a list of host multicast addresses that have listeners for each

subnetwork, as well as a timer for each address. However, the routing device does not

need to know the address of each listener—just the address of each host. The routing

device provides addresses to the multicast routing protocol it uses, which ensures that

multicast packets are delivered to all subnetworks where there are interested listeners.

In this way, MLD is used as the transport for the Protocol Independent Multicast (PIM)

Protocol.
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MLD is an integral part of IPv6 andmust be enabled on all IPv6 routing devices and hosts

that need to receive IP multicast traffic. The Junos OS supports MLD versions 1 and 2.

Version 2 is supported for source-specific multicast (SSM) include and excludemodes.

In includemode, the receiver specifies the source or sources it is interested in receiving

the multicast group traffic from. Excludemode works the opposite of includemode. It

allows the receiver to specify the source or sources it is not interested in receiving the

multicast group traffic from.

For each attached network, a multicast routing device can be either a querier or a

nonquerier. A querier routing device, usually one per subnet, solicits groupmembership

information by transmitting MLD queries. When a host reports to the querier routing

device that it has interested listeners, thequerier routingdevice forwards themembership

information to the rendezvous point (RP) routing device by means of the receiver's

(host's) designated router (DR). This builds the rendezvous-point tree (RPT) connecting

the hostwith interested listeners to theRP routing device. TheRPT is the initial path used

by the sender to transmit information to the interested listeners. Nonquerier routing

devices do not transmit MLD queries on a subnet but can do so if the querier routing

device fails.

All MLD-configured routing devices start as querier routing devices on each attached

subnet(seeFigure 126onpage3966).Thequerier routingdeviceonthe right is the receiver's

DR.

Figure 126: Routing Devices Start Up on a Subnet

To elect the querier routing device, the routing devices exchange query messages

containing their IPv6 source addresses. If a routing device hears a querymessagewhose

IPv6 source address is numerically lower than its own selected address, it becomes a

nonquerier. In Figure 127 onpage 3967, the routing device on the left has a source address

numerically lower than the one on the right and therefore becomes the querier routing

device.

NOTE: In thepracticalapplicationofMLD, several routingdevicesonasubnet
are nonqueriers. If the elected querier routing device fails, query messages
are exchangedamong the remaining routingdevices. The routingdevicewith
the lowest IPv6 source address becomes the newquerier routing device. The
IPv6 Neighbor Discovery Protocol (NDP) implementation drops incoming
Neighbor Announcement (NA)messages that have a broadcast ormulticast
address in the target link-layeraddressoption.Thisbehavior is recommended
by RFC 2461.
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Figure 127: Querier Routing Device Is Determined

Thequerier routingdevicesendsgeneralMLDquerieson the link-scopeall-nodesmulticast

address FF02::1 at short intervals to all attached subnets to solicit groupmembership

information (see Figure 128 on page 3967). Within the query message is themaximum

response delay value, specifying the maximum allowed delay for the host to respond

with a report message.

Figure 128: General Query Message Is Issued

If interested listeners are attached to the host receiving the query, the host sends a report

containing the host's IPv6 address to the routing device (see Figure 129 on page 3967). If

the reported address is not yet in the routing device's list of multicast addresses with

interested listeners, the address is added to the list and a timer is set for the address. If

the address is already on the list, the timer is reset. The host's address is transmitted to

the RP in the PIM domain.

Figure 129: Reports Are Received by the Querier Routing Device

If the host has no interestedmulticast listeners, it sends a donemessage to the querier

routing device. On receipt, the querier routing device issues amulticast address-specific

query containing the last listenerquery interval value to themulticast address of the host.

If the routing device does not receive a report from themulticast address, it removes the

multicast address from the list and notifies the RP in the PIM domain of its removal (see

Figure 130 on page 3968).
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Figure 130: Host HasNo InterestedReceivers andSends aDoneMessage
to Routing Device

If a donemessage is not received by the querier routing device, the querier routing device

continues to sendmulticast address-specific queries. If the timer set for the address on

receipt of the last report expires, the querier routing device assumes there are no longer

interested listeners on that subnet, removes the multicast address from the list, and

notifies the RP in the PIM domain of its removal (see Figure 131 on page 3968).

Figure 131: Host Address Timer Expires and Address Is Removed from
Multicast Address List

Related
Documentation

Examples: Configuring MLD on page 4059•

Introduction toMSDP

• Understanding MSDP on page 3968

• Filtering MSDP SAMessages on page 3969

UnderstandingMSDP

The Multicast Source Discovery Protocol (MSDP) is used to connect multicast routing

domains. It typically runson the same router as theProtocol IndependentMulticast (PIM)

sparse-mode rendezvous point (RP). Each MSDP router establishes adjacencies with

internal and external MSDP peers similar to the way BGP establishes peers. These peer

routers inform each other about active sources within the domain. When they detect

active sources, the routers cansendPIMsparse-modeexplicit joinmessages to theactive

source.

The peer with the higher IP address passively listens to a well-known port number and

waits for the side with the lower IP address to establish a Transmission Control Protocol

(TCP) connection. When a PIM sparse-mode RP that is running MSDP becomes aware

of a new local source, it sends source-active type, length, and values (TLVs) to its MSDP

peers.Whenasource-activeTLV is received, apeer-reverse-path-forwarding (peer-RPF)

check (not the same as amulticast RPF check) is done to make sure that this peer is in
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the path that leads back to the originating RP. If not, the source-active TLV is dropped.

This TLV is counted as a “rejected” source-active message.

The MSDP peer-RPF check is different from the normal RPF checks done by non-MSDP

multicast routers. The goal of the peer-RPF check is to stop source-active messages

from looping. Router R accepts source-activemessages originated by Router S only from

neighbor Router N or an MSDPmesh groupmember. For more information about

configuring MSDPmesh groups, see “Example: Configuring MSDPwith Active Source

Limits and Mesh Groups” on page 4088.

Router R locates its MSDP peer-RPF neighbor (Router N) deterministically. A series of

rules is applied in a particular order to received source-activemessages, and the first rule

that applies determines the peer-RPF neighbor. All source-active messages from other

routers are rejected.

The six rules applied to source-active messages originating at Router S received at

Router R from Router X are as follows:

1. If Router X originated the source-activemessage (Router X is Router S), thenRouter X

is also the peer-RPF neighbor, and its source-active messages are accepted.

2. If Router X is a member of the Router Rmesh group, or is the configured peer, then

Router X is the peer-RPF neighbor, and its source-active messages are accepted.

3. If Router X is the BGP next hop of the active multicast RPF route toward Router S

(Router X installed the route on Router R), then Router X is the peer-RPF neighbor,

and its source-active messages are accepted.

4. If Router X is an external BGP (EBGP) or internal BGP (IBGP) peer of Router R, and

the last autonomous system(AS)number in theBGPAS-path toRouter S is the same

asRouterX'sASnumber, thenRouterX is thepeer-RPFneighbor, and its source-active

messages are accepted.

5. If Router X uses the same next hop as the next hop to Router S, then Router X is the

peer-RPF neighbor, and its source-active messages are accepted.

6. If Router X fits noneof these criteria, thenRouter X is not anMSDPpeer-RPFneighbor,

and its source-active messages are rejected.

TheMSDP peers that receive source-active TLVs can be constrained by BGP reachability

information. If the AS path of the network layer reachability information (NLRI) contains

the receiving peer's AS number prepended second to last, the sending peer is using the

receiving peer as a next hop for this source. If the split horizon information is not being

received, the peer can be pruned from the source-active TLV distribution list.

Related
Documentation

Configuring MSDP on page 4083•

FilteringMSDP SAMessages

Along with applying MSDP source active (SA) filters on all external MSDP sessions (in

and out) to prevent SAs for groups and sources from leaking in and out of the network,

you need to apply bootstrap router (BSR) filters. Applying a BSR filter to the boundary

of a network prevents foreign BSRmessages (which announce RP addresses) from
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leaking into your network. Since the routers in a PIM sparse-mode domain need to know

the address of only oneRP router, havingmore than one in the network can create issues.

If you did not use multicast scoping to create boundary filters for all customer-facing

interfaces, youmight want to use PIM join filters. Multicast scopes prevent the actual

multicast data packets from flowing in or out of an interface. PIM join filters prevent PIM

sparse-mode state from being created in the first place. Since PIM join filters apply only

to the PIM sparse-mode state, it might bemore beneficial to use multicast scoping to

filter the actual data.

NOTE: When you apply firewall filters, firewall actionmodifiers, such as log,

sample, andcount,workonlywhenyouapply the filteronan inbound interface.

Themodifiers do not work on an outbound interface.

Related
Documentation

Understanding Multicast Administrative Scoping•

• Filtering Incoming PIM Join Messages on page 4012

• Example: Configuring PIM BSR Filters on page 4009

Introduction to Source-Specific Multicast

• Source-Specific Multicast Groups Overview on page 3970

• Understanding PIM Source-Specific Mode on page 3971

• PIM SSM on page 3972

Source-Specific Multicast Groups Overview

Source-specificmulticast (SSM) is a servicemodel that identifies session traffic by both

source and group address. SSM implemented in Junos OS has the efficient explicit join

procedures of Protocol Independent Multicast (PIM) sparse mode but eliminates the

immediate shared tree and rendezvous point (RP) procedures using (*,G) pairs. The (*)

is a wildcard referring to any source sending to group G, and “G” refers to the IPmulticast

group. SSM builds shortest-path trees (SPTs) directly represented by (S,G) pairs. The

“S” refers to the source's unicast IP address, and the “G” refers to the specific multicast

group address. The SSM (S,G) pairs are called channels to differentiate them from

any-source multicast (ASM) groups. Although ASM supports both one-to-many and

many-to-many communications, ASM's complexity is in its method of source discovery.

For example, if you click a link in a browser, the receiver is notified about the group

information, but not the source information. With SSM, the client receives both source

and group information.

SSM is ideal for one-to-manymulticast services suchasnetworkentertainmentchannels.

However, many-to-manymulticast services might require ASM.

To deploy SSM successfully, you need an end-to-endmulticast-enabled network and

applications that use an Internet Group Management Protocol version 3 (IGMPv3) or

Multicast Listener Discovery version 2 (MLDv2) stack, or you need to configure SSM
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mapping from IGMPv1 or IGMPv2 to IGMPv3. An IGMPv3 stack provides the capability of

a host operating system to use the IGMPv3 protocol. IGMPv3 is available for Windows

XP, Windows Vista, andmost UNIX operating systems.

SSMmapping allows operators to support an SSM network without requiring all hosts

to support IGMPv3. This support exists in static (S,G) configurations, but SSMmapping

also supports dynamic per-source group state information, which changes as hosts join

and leave the group using IGMP.

SSM is typically supportedwith a subset of IGMPv3 and PIM sparsemode known as PIM

SSM. Using SSM, a client can receive multicast traffic directly from the source. PIM SSM

uses the PIM sparse-mode functionality to create an SPT between the client and the

source, but builds the SPT without the help of an RP.

An SSM-configured network has distinct advantages over a traditionally configured PIM

sparse-modenetwork.There isnoneed for shared treesorRPmapping(noRP is required),

or forRP-to-RPsourcediscovery through theMulticastSourceDiscoveryProtocol (MSDP).

Understanding PIM Source-Specific Mode

RFC 1112, the original multicast RFC, supported both many-to-many and one-to-many

models. These came to be known collectively as any-source multicast (ASM) because

ASM allowed one or many sources for a multicast group's traffic. However, an ASM

networkmust be able to determine the locations of all sources for a particular multicast

group whenever there are interested listeners, no matter where the sources might be

located in the network. In ASM, the key function of source discovery is a required function

of the network itself.

Multicast source discovery appears to be an easy process, but in sparse mode it is not.

In densemode, it is simple enough to flood traffic to every router in the whole network

so that every router learns the source address of the content for that multicast group.

However, the flooding presents scalability and network resource use issues and is not a

viable option in sparse mode.

PIMsparsemode (like any sparsemodeprotocol) achieves the required sourcediscovery

functionality without flooding at the cost of a considerable amount of complexity. The

RP routersmust be addedandmust knowallmulticast sources, and complicated shared

distribution trees must be built to the RPs.

In an environment where many sources come and go, such as for a videoconferencing

service, ASM is appropriate. However, by ignoring themany-to-manymodel and focusing

attention on the one-to-many source-specific multicast (SSM)model, several

commercially promising multicast applications, such as television channel distribution

over the Internet,might bebrought to the Internetmuchmorequickly andefficiently than

if full ASM functionality were required of the network.

PIM SSM is simpler than PIM sparse mode because only the one-to-manymodel is

supported. Initial commercial multicast Internet applications are likely to be available to

subscribers (that is, receivers that issue joinmessages) fromonlya single source (a special

case of SSM covers the need for a backup source). PIM SSM therefore forms a subset

of PIM sparse mode. PIM SSM builds shortest-path trees (SPTs) rooted at the source
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immediatelybecause inSSM, the router closest to the interested receiverhost is informed

of theunicast IPaddressof the source for themulticast traffic. That is, PIMSSMbypasses

the RP connection stage through shared distribution trees, as in PIM sparse mode, and

goes directly to the source-based distribution tree.

PIM SSM introduces new terms for many of the concepts in PIM sparse mode. PIM SSM

can technically be used in the entire 224/4multicast address range, although PIM SSM

operation is guaranteed only in the 232/8 range (232.0.0/24 is reserved). The new SSM

terms are appropriate for Internet video applications and are summarized in

Table 300 on page 3972.

Table 300: ASM and SSMTerminology

Source-Specific MulticastAny-Source MulticastTerm

S,GGAddress identifier

channelgroupAddress designation

subscribe, unsubscribejoin, leaveReceiver operations

224/4 (guaranteed only for
232/8)

224/4 excluding 232/8Group address range

Although PIMSSMdescribes receiver operations as subscribe and unsubscribe, the same

PIM sparse mode join and leavemessages are used by both forms of the protocol. The

terminology change distinguishes ASM from SSM even though the receiver messages

are identical.

PIM SSM

PIMsource-specificmulticast (SSM)usesasubsetofPIMsparsemodeand IGMPversion3

(IGMPv3) to allow a client to receive multicast traffic directly from the source. PIM SSM

uses the PIM sparse-mode functionality to create an SPT between the receiver and the

source, but builds the SPT without the help of an RP.

By default, the SSM groupmulticast address is limited to the IP address range from

232.0.0.0 through232.255.255.255.However, youcanextendSSMoperations intoanother

ClassD rangeby including thessm-groupsstatementat the [edit routing-optionsmulticast]

hierarchy level. The default SSM address range from 232.0.0.0 through 232.255.255.255

cannotbeused in thessm-groupsstatement.This statement is foraddingothermulticast

addresses to the default SSM group addresses. This statement does not override the

default SSM group address range.

Youcanalsoconfigure the JunosOStoacceptany-sourcemulticast (ASM) joinmessages

(*,G) for groupaddresses thatarewithin thedefault or configured rangeof source-specific

multicast (SSM) groups. This allows you to support a mix of any-source and

source-specific multicast groups simultaneously.
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An SSM-configured network has distinct advantages over a traditionally configured PIM

sparse-modenetwork.There isnoneed for shared treesorRPmapping(noRP is required),

or for RP-to-RP source discovery through MSDP.

Deploying SSM is easy. You need to configure PIM sparse mode on all router interfaces

and issue the necessary SSM commands, including specifying IGMPv3 on the receiver's

LAN. If PIMsparsemode isnot explicitly configuredonboth thesourceandgroupmember

interfaces, multicast packets are not forwarded. Source lists, supported in IGMPv3, are

used in PIM SSM. As sources become active and start sending multicast packets,

interested receivers in the SSM group receive the multicast packets.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of

IGMPv3), announcingadesire to join groupGandsourceS (seeFigure 132onpage3973).

The directly connected PIM sparse-mode router, the receiver's DR, sends an (S,G) join

message to its RPF neighbor for the source. Notice in Figure 132 on page 3973 that theRP

is not contacted in this process by the receiver, as would be the case in normal PIM

sparse-mode operations.

Figure 132: Receiver Announces Desire to Join Group G and Source S

The (S,G) join message initiates the source tree and then builds it out hop by hop until it

reaches the source. In Figure 133 on page 3973, the source tree is built across the network

to Router 3, the last-hop router connected to the source.

Figure 133: Router 3 (Last-Hop Router) Joins the Source Tree

Using the source tree, multicast traffic is delivered to the subscribing host (see

Figure 134 on page 3974).
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Figure 134: (S,G) State Is Built Between the Source and the Receiver

To configure additional SSM groups, include the ssm-groups statement at the [edit

routing-optionsmulticast] hierarchy level.

Related
Documentation

Source-Specific Multicast Groups Overview on page 3970•

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 4103

Introduction toMulticast VLAN Registration

• Understanding Multicast VLAN Registration on page 3974

UnderstandingMulticast VLAN Registration

Multicast VLAN registration (MVR) enables you to efficiently distribute IPTVmulticast

streams across an Ethernet ring-based Layer 2 network and reduce the amount of

bandwidth consumed by this multicast traffic.

In a standard Layer 2 network, a multicast stream received on one VLAN is never

distributed to interfaces outside that VLAN. If hosts in multiple VLANs request the same

multicast stream,a separate copyof thatmulticast stream isdistributed to the requesting

VLANs.

MVR introduces the concept of amulticast source VLAN (MVLAN), which is created by

MVR and becomes the only VLAN over which IPTVmulticast traffic flows throughout

the Layer 2 network. The Juniper Networks EX Series Ethernet Switch or the QFX Series

that is enabled for MVR selectively forwards IPTVmulticast traffic from interfaces on

the MVLAN (source interfaces) to hosts that are connected to interfaces that are not

part of the MVLAN. These interfaces are known asMVR receiver ports. The MVR receiver

ports can receive traffic from a port on the MVLAN but cannot send traffic onto the

MVLAN, and they remain in their own VLANs for bandwidth and security reasons.

This topic includes:

• HowMVRWorks on page 3974

HowMVRWorks

In many ways, MVR is similar to IGMP snooping. Both MVR and IGMP snooping monitor

IGMP join and leavemessages and build forwarding tables based on themedia access

control (MAC) addresses of the hosts sending those IGMPmessages. Whereas IGMP

snooping operates within a given VLAN to regulate multicast traffic, MVR can operate
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with hosts on different VLANs in a Layer 2 network to selectively deliver IPTVmulticast

traffic to requestinghosts, thereby reducing theamount of bandwidthneeded to forward

multicast traffic.

When you configure an MVLAN, you assign a range of multicast group addresses to it.

You then configure other VLANs to be MVR receiver VLANs, which receive multicast

streams from the MVLAN. The MVR receiver ports comprise all the interfaces that exist

on any of the MVR receiver VLANs. Interfaces that are on the MVLAN itself cannot be

MVR receiver ports for that MVLAN.

NOTE: MVR is supported on VLANs running IGMP version 2 (IGMPv2) only.

MVRModes

MVRoperates in twomodes: MVR transparentmode andMVRproxymode. Bothmodes

enable MVR to forward only one copy of a multicast stream to the Layer 2 network.

• MVR Transparent Mode on page 3975

• MVR Proxy Mode on page 3975

MVR Transparent Mode

In MVR transparent mode, the switch receives one copy of each IPTVmulticast stream

and then replicates the streamonly to thosehosts thatwant to receive it,while forwarding

all other types ofmulticast traffic withoutmodification. Transparentmode is the default

mode.

The switch handles IGMP packets destined for both the multicast source VLAN and

multicast receiver VLANs in the same way that it handles themwhen MVR is not being

used. That is, when a host on a VLAN sends IGMP join and leavemessages, the switch

floods themessages to all router interfaces in the VLAN. Similarly, when aVLAN receives

IGMP queries from its router interfaces, it floods the queries to all interfaces in the VLAN.

If a host on amulticast receiver port joins an MVR group on themulticast receiver VLAN,

the appropriate bridging entry is added and the MVLAN forwards that group’s IPTV

multicast traffic on that port (even though that port is not in the MVLAN). Likewise, if a

host on amulticast receiver port leaves an MVR group on themulticast receiver VLAN,

the appropriate bridging entry is deleted, and the MVLAN stops forwarding that group’s

IPTVmulticast traffic on that port. In addition, you can configure the switch to statically

install the bridging entries on themulticast receiver VLAN.

MVR Proxy Mode

When you use MVR in proxy mode, the switch acts as a proxy for any MVR group in both

the upstream and downstream directions. In the downstream direction, the switch acts

as the querier for the groups in the MVR receiver VLANs. In the upstream direction, the

switch originates the IGMP reports and leaves and answers IGMP queries frommulticast

routers.When theMVR receiver VLANs receive IGMP joins and leaves, the switch creates

bridgingentrieson theMVLANasneeded, as it does inMVRtransparentmode. Inaddition,

the switchsendsout IGMP joinsand leaveson theMVLANbasedon thesebridgingentries.
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ConfiguringMVRproxymodeon theMVLANautomatically enables IGMPsnoopingproxy

mode on all MVR receiver VLANs as well as on the MVLAN.

Related
Documentation

• Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053
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CHAPTER 48

Configuration

• PIM Basics on page 3977

• PIM Designated Router on page 3984

• PIM Sparse Mode on page 3986

• Static RP on page 3995

• Anycast RP on page 3998

• PIM Bootstrap Router on page 4007

• PIM Filtering on page 4010

• PIM RPT and SPT Cutover on page 4015

• PIM and the BFD Protocol on page 4021

• IGMP on page 4026

• IGMP Snooping on page 4047

• IGMP Snooping (Original CLI Only) on page 4051

• IGMP Snooping (ELS CLI Only) on page 4059

• MLD on page 4059

• MSDP on page 4083

• Source-Specific Multicast on page 4098

• PIM Configuration Statements on page 4110

• IGMP Configuration Statements on page 4180

• IGMP Snooping Configuration Statements on page 4203

• IGMP Snooping Configuration Statements (Original CLI Only) on page 4215

• IGMP Snooping Configuration Statements (ELS CLI Only) on page 4219

• MSDP Configuration Statements on page 4230

• Source-Specific Multicast Configuration Statements on page 4251

PIM Basics

• Changing the PIM Version on page 3978

• Modifying the PIM Hello Interval on page 3978

• PreservingMulticastPerformancebyDisablingResponse to thepingUtilityonpage3979
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• Configuring PIM Trace Options on page 3980

• Disabling PIM on page 3982

Changing the PIM Version

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on themode you are

configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols

pim rp static address address] hierarchy level). However, PIMv2 is the default for interface

mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly

configured versions override the defaults.

To configure the PIM version, include the version statement:

version (1 | 2);

Modifying the PIMHello Interval

Routing devices send hello messages at a fixed interval on all PIM-enabled interfaces.

By using hellomessages, routing devices advertise their existence as PIM routing devices

on the subnet.Withall PIM-enabled routingdevicesadvertised, a singledesignated router

for the subnet is established.

When a routing device is configured for PIM, it sends a hello message at a 30-second

default interval. The interval range is from0 through 255.When the interval counts down

to 0, the routing device sends another hello message, and the timer is reset. A routing

device that receives no response from a neighbor in 3.5 times the interval value drops

the neighbor. In the case of a 30-second interval, the amount of time a routing device

waits for a response is 105 seconds.

If a PIM hello message contains the hold-time option, the neighbor timeout is set to the

hold-time sent in the message. If a PIM hello message does not contain the hold-time

option, the neighbor timeout is set to the default hello hold time.

Tomodify how often the routing device sends hello messages out of an interface:

1. This example shows the configuration for the routing instance. Configure the interface

globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface fe-3/0/2.0]
user@host# set hello-interval 255

2. Verify the configuration by checking the Hello Option Holdtime field in the output of

the show pim neighbors detail command.

user@host> show pim neighbors detail
Instance: PIM.master
Interface: fe-3/0/2.0
Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
Rx Join: Group Source Timeout
225.1.1.1 192.168.195.78 0
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225.1.1.1 0

Interface: lo0.0
Address: 10.255.245.91, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768
Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 0
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Related
Documentation

show pim neighbors on page 4375 in the CLI Explorer•

PreservingMulticast Performance by Disabling Response to the ping Utility

The ping utility uses ICMP Echomessages to verify connectivity to any device with an IP

address. However, in the case of multicast applications, a single ping sent to amulticast

address can degrade the performance of routers because the stream of packets is

replicatedmultiple times.

You can disable the router's response to ping (ICMP Echo) packets sent to multicast

addresses. The system responds normally to unicast ping packets.

To disable the router's response to ping packets sent to multicast addresses:

1. Include the no-multicast-echo statement:

[edit system]
user@host# set no-multicast-echo

2. Verify the configuration by checking the echo drops with broadcast or multicast

destination address field in the output of the show system statistics icmp command.

user@host> show system statistics icmp

icmp:
0 drops due to rate limit
0 calls to icmp_error
0 errors not generated because old message was icmp
Output histogram:
echo reply: 21
0 messages with bad code fields
0 messages less than the minimum length
0 messages with bad checksum
0 messages with bad source address
0 messages with bad length
100 echo drops with broadcast or multicast destination address
0 timestamp drops with broadcast or multicast destination address
Input histogram:
echo: 21
21 message responses generated
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Related
Documentation

Configuring the Junos OS to Disable the Routing Engine Response to Multicast Ping

Packets in the Junos OS Administration Library for Routing Devices

•

• show system statistics icmp in the CLI Explorer

Configuring PIM Trace Options

Tracing operations record detailed messages about the operation of routing protocols,

suchas the various typesof routingprotocol packets sent and received, and routingpolicy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace assert messages, which are used to resolve which
of the parallel routers connected to amultiaccess LAN is
responsible for forwarding packets to the LAN.

assert

Trace bootstrap, RP, and auto-RPmessages.autorp

Trace bidirectional PIM designated-forwarder (DF)
election events.

bidirectional-df-election

Trace bootstrapmessages, which are sent periodically
by the PIM domain's bootstrap router and are forwarded,
hop by hop, to all routers in that domain.

bootstrap

Trace general events.general

Trace graft and graft acknowledgment messages.graft

Trace hello packets, which are sent so that neighboring
routers can discover one another.

hello

Trace joinmessages, which are sent to join a branch onto
the multicast distribution tree.

join

Tracemessages related to multicast data tunnels.mdt

Trace normal events.normal

Trace nonstop routing synchronization eventsnsr-synchronization

Trace all PIM packets.packets

Trace poison-route-reverse packets.policy

Trace prunemessages, which are sent to prune a branch
off the multicast distribution tree.

prune
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DescriptionFlag

Trace register and register-stopmessages. Register
messagesare sent to theRPwhenamulticast source first
starts sending to a group.

register

Trace routing information.route

Trace candidate RP advertisements.rp

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on PIM packets of a particular type.

To configure tracing operations for PIM:

1. (Optional)Configure tracingat the [routing-optionshierarchy level to traceall protocol
packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the PIM trace file.

[edit protocols pim traceoptions]
user@host# set file pim-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols pim traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols pim traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols pim traceoptions]
user@host# set file world-readable

6. Configure tracing flags.

Suppose you are troubleshooting issues with PIM version 1 control packets that are

received on an interface configured for PIM version 2. The following example shows

how to trace messages associated with this problem.

[edit protocols pim traceoptions]
user@host# set flag packets | match “Rx V1 Require V2”

7. View the trace file.
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user@host> file list /var/log
user@host> file show /var/log/pim-trace

Related
Documentation

PIM Overview on page 3937•

• Junos OS Tracing and Logging Operations in the Junos OS Administration Library for

Routing Devices

Disabling PIM

By default, when configured, the PIM protocol is enabled on all interfaces for all families.

If desired, you can disable PIM at the protocol, interface, or family hierarchy levels.

The hierarchy in which you configure PIM is critical. In general, the most specific

configuration takes precedence. However, if PIM is disabled at the protocol level, then

any disable statements with respect to an interface or family are ignored.

For example, the order of precedence for disabling PIM on a particular interface family

is:

1. If PIM is disabled at the [edit protocols pim interface interface-name family] hierarchy

level, then PIM is disabled for that interface family.

2. If PIM is not configured at the [edit protocols pim interface interface-name family]

hierarchy level, but is disabled at the [edit protocols pim interface interface-name]

hierarchy level, then PIM is disabled for all families on the specified interface.

3. If PIM is not configuredat either the [editprotocolspim interface interface-name family]

hierarchy level or the [edit protocols pim interface interface-name] hierarchy level, but

is disabled at the [edit protocolspim]hierarchy level, then thePIMprotocol is disabled

globally for all interfaces and all families.

The following sections describe how to disable PIM at the various hierarchy levels.

• Disabling the PIM Protocol on page 3982

• Disabling PIM On an Interface on page 3983

• Disabling PIM for a Family on page 3983

• Disabling PIM for a Rendezvous Point on page 3984

Disabling the PIM Protocol

You can explicitly disable the PIM protocol. Disabling the PIM protocol disables the

protocol for all interfaces and all families. This is accomplished at the [edit protocols

pim] hierarchy level:

[edit protocols]
pim {
disable;

}

To disable the PIM protocol:

1. Include the disable statement.
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user@host# set protocols pim disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

Disabling PIMOn an Interface

You can disable the PIM protocol on a per-interface basis. This is accomplished at the

[edit protocols pim interface interface-name] hierarchy level:

[edit protocols]
pim {
interface interface-name {
disable;

}
}

To disable PIM on an interface:

1. Include the disable statement.

user@host# set protocols pim interface fe-0/1/0 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

Disabling PIM for a Family

You can disable the PIM protocol on a per-family basis. This is accomplished at the [edit

protocols pim family] hierarchy level:

[edit protocols]
pim {
family inet {
disable;

}
family inet6 {
disable;

}
}

To disable PIM for a family:

1. Include the disable statement.

user@host# set protocols pim family inet disable
user@host# set protocols pim family inet6 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

3983Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



Disabling PIM for a Rendezvous Point

You can disable the PIM protocol for a rendezvous point (RP) on a per-family basis. This

is accomplished at the [edit protocols pim rp local family] hierarchy level:

[edit protocols]
pim {
rp {
local {
family inet {
disable;

}
family inet6 {
disable;

}
}

}
}

To disable PIM for an RP family:

1. Use the disable statement.

user@host# set protocols pim rp local family inet disable
user@host# set protocols pim rp local family inet6 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

PIMDesignated Router

• Configuring Interface Priority for PIM Designated Router Selection on page 3984

• Configuring PIM Designated Router Election on Point-to-Point Links on page 3985

Configuring Interface Priority for PIM Designated Router Selection

A designated router (DR) sends periodic join messages and prunemessages toward a

group-specific rendezvous point (RP) for each group for which it has active members.

When a Protocol Independent Multicast (PIM) router learns about a source, it originates

a Multicast Source Discovery Protocol (MSDP) source-address message if it is the DR

on the upstream interface.

By default, every PIM interface has an equal probability (priority 1) of being selected as

the DR. Configuring the interface DR priority helps ensure that changing an IP address

does not alter your forwarding model.

To configure the interface designated router priority:

1. This example shows the configuration for the routing instance. Configure the interface

globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface ge-0/0/0.0 family inet]
user@host# set priority 5
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2. Verify the configuration by checking the Hello Option DR Priority field in the output of

the show pim neighbors detail command.

user@host> show pim neighbors detail

Instance: PIM.master
Interface: ge-0/0/0.0
Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 5
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
Rx Join: Group Source Timeout
225.1.1.1 192.168.195.78 0
225.1.1.1 0

Interface: lo0.0
Address: 10.255.245.91, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768
Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 0
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Related
Documentation

Configuring PIM Designated Router Election on Point-to-Point Links on page 3985•

• Understanding PIM Sparse Mode on page 3941

• show pim neighbors on page 4375 in the CLI Explorer

Configuring PIM Designated Router Election on Point-to-Point Links

To comply with the latest PIM drafts, enable designated router (DR) election on all PIM

interfaces, including point-to-point (P2P) interfaces. (DR election is enabled by default

on all other interfaces.) One of the two routers might join a multicast group on its P2P

link interface. The DR on that link is responsible for initiating the relevant join messages.

To enable DR election on point-to-point interfaces:

1. On both point-to-point link routers, configure the router globally or in the routing

instance. This example shows the configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set dr-election-on-p2p

2. Verify the configuration by checking the State field in the output of the show pim

interfaces command. The possible values for the State field are DR, NotDR, and P2P.

When a point-to-point link interface is elected to be the DR, the interface state

becomes DR instead of P2P.
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3. If the showpiminterfacescommandcontinues to report theP2Pstate, consider running

the restart routing command on both routers on the point-to-point link. Then recheck

the state.

CAUTION: Do not restart a software process unless specifically asked to
do so by your Juniper Networks customer support representative.
Restarting a software process during normal operation of a routing
platform could cause interruption of packet forwarding and loss of data.

[edit]
user@host# run restart routing

Related
Documentation

Understanding PIM Sparse Mode on page 3941•

• Configuring Interface Priority for PIM Designated Router Selection on page 3984

• show pim interfaces on page 4358 in the CLI Explorer

PIM SparseMode

• Enabling PIM Sparse Mode on page 3986

• Configuring PIM Join Load Balancing on page 3987

• Modifying the Join State Timeout on page 3990

• Example: Enabling Join Suppression on page 3991

Enabling PIM SparseMode

In PIM sparse mode (PIM-SM), the assumption is that very few of the possible receivers

want packets from a source, so the network establishes and sends packets only on

branches that have at least one leaf indicating (by message) a desire for the traffic.

WANs are appropriate networks for sparse-mode operation.

By default, PIM is disabled. When you enable PIM, it operates in sparsemode by default.

You do not need to configure Internet Group Management Protocol (IGMP) version 2 for

a sparse mode configuration. After you enable PIM, by default, IGMP version 2 is also

enabled.
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All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on themode you are

configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols

pim rp static address address] hierarchy level). However, PIMv2 is the default for interface

mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly

configured versions override the defaults. The following example explicitly configures

PIMv2 on the interfaces.

You can configure PIM sparse mode globally or for a routing instance. This example

shows how to configure PIM sparse mode globally on all interfaces. It also shows how

to configure a static RP router and how to configure the non-RP routers.

To configure the router properties for PIM sparse mode:

1. Configure the static RP router.

[edit protocols pim]
user@host# set rp local family inet address 192.168.3.253

2. Configure theRP router interfaces.When configuring all interfaces, exclude the fxp0.0

management interface by including the disable statement for that interface.

[edit protocols pim]
user@host# set interface all mode sparse
user@host# set interface all version 2
user@host# set interface fxp0.0 disable

3. Configure the non-RP routers. Include the following configuration onall of the non-RP

routers.

[edit protocols pim]
user@host# set rp static address 192.168.3.253 version 2
user@host# set interface all mode sparse
user@host# set interface all version 2
user@host# set interface fxp0.0 disable

4. Monitor the operation of PIM sparse mode.

• show pim interfaces

• show pim join

• show pim neighbors

• show pim rps

Related
Documentation

Understanding PIM Sparse Mode on page 3941•

Configuring PIM Join Load Balancing

By default, PIM join messages are sent toward a source based on the RPF routing table

check. If there is more than one equal-cost path toward the source, then one upstream

interface is chosen to send the joinmessage.This interface is alsoused for all downstream

traffic, so even though there are alternative interfaces available, the multicast load is

concentrated on one upstream interface and routing device.
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For PIM sparsemode, you can configure PIM join load balancing to spread joinmessages

and traffic across equal-cost upstream paths (interfaces and routing devices) provided

by unicast routing toward a source. PIM join load balancing is only supported for PIM

sparse mode configurations.

PIM join load balancing is supported on draft-rosenmulticast VPNs (also referred to as

dual PIMmulticast VPNs). PIM join load balancing is not supported onmultiprotocol

BGP-basedmulticast VPNs (also referred to as next-generation Layer 3 VPNmulticast).

When PIM join load balancing is enabled in a draft-rosen Layer 3 VPN scenario, the load

balancing is achieved based on the join counts for the far-end PE routing devices, not for

any intermediate P routing devices.

If an internal BGP (IBGP)multipath forwarding VPN route is available, the JunosOS uses

the multipath forwarding VPN route to send join messages to the remote PE routers to

achieve load balancing over the VPN.

By default, whenmultiple PIM joins are received for different groups, all joins are sent to

the same upstream gateway chosen by the unicast routing protocol. Even if there are

multiple equal-cost paths available, these alternative paths are not utilized to distribute

multicast traffic from the source to the various groups.

When PIM join load balancing is configured, the PIM joins are distributed equally among

all equal-cost upstream interfaces and neighbors. Every new join triggers the selection

of the least-loaded upstream interface and neighbor. If there are multiple neighbors on

the same interface (for example, on a LAN), join load balancing maintains a value for

each of the neighbors and distributes multicast joins (and downstream traffic) among

these as well.

Join counts for interfaces and neighbors are maintained globally, not on a per-source

basis. Therefore, there is noguarantee that joins for aparticular sourceare load-balanced.

However, the joins for all sources and all groups known to the routing device are

load-balanced. There is also no way to administratively give preference to one neighbor

over another: all equal-cost paths are treated the same way.

Youcanconfiguremessage filteringgloballyor for a routing instance.This exampleshows

the global configuration.

You configure PIM join load balancing on the non-RP routers in the PIM domain.

1. Determine if there aremultiple paths available for a source (for example, an RP) with

the output of the show pim join extensive or show pim source commands.

user@host> show pim join extensive
Instance: PIM.master Family: INET

Group: 224.1.1.1
    Source: *
    RP: 10.255.245.6
    Flags: sparse,rptree,wildcard
    Upstream interface: t1-0/2/3.0
    Upstream neighbor: 192.168.38.57
    Upstream state: Join to RP
    Downstream neighbors:
        Interface: t1–0/2/1.0
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            192.168.38.16 State: JOIN Flags; SRW Timeout: 164
Group: 224.2.127.254
    Source: *
    RP: 10.255.245.6
    Flags: sparse,rptree,wildcard
    Upstream interface: so–0/3/0.0
    Upstream neighbor: 192.168.38.47
    Upstream state: Join to RP
    Downstream neighbors:
        Interface: t1–0/2/3.0
            192.168.38.16 State: JOIN Flags; SRW Timeout: 164

Note that for this router, the RP at IP address 10.255.245.6 is the source for two

multicast groups: 224.1.1.1 and 224.2.127.254. This router has two equal-cost paths

through two different upstream interfaces (t1-0/2/3.0 and so-0/3/0.0) with two

different neighbors (192.168.38.57 and 192.168.38.47). This router is a good candidate

for PIM join load balancing.

2. On the non-RP router, configure PIM join load balancing.

[edit protocols pim rp]
user@host# set static address 10.10.10.1
user@host# set interface all mode sparse version 2
user@host# set join-load-balance

The static address is the address of the RP.

3. Monitor the operation.

If load balancing is enabled for this router, the number of PIM joins sent on each

interface is shown in the output for the show pim interfaces command.

user@host> show pim interfaces
Instance: PIM.master

Name             Stat Mode        IP V State NbrCnt JoinCnt   DR address
lo0.0            Up   Sparse       4 2 DR         0       0   10.255.168.58
pe-1/2/0.32769   Up   Sparse       4 2 P2P        0       0 
so-0/3/0.0       Up   Sparse       4 2 P2P        1       1 
t1-0/2/1.0       Up   Sparse       4 2 P2P        1       0 
t1-0/2/3.0       Up   Sparse       4 2 P2P        1       1 
lo0.0            Up   Sparse       6 2 DR         0       0   fe80::2a0:a5ff:4b7

Note that the two equal-cost paths shown by the showpim interfaces command now

have nonzero join counts. If the counts differ by more than one and were zero (0)

when load balancing commenced, an error occurs (joins before load balancing are

not redistributed). The join count alsoappears in the showpimneighborsdetailoutput:

user@host> show pim neighbors detail
Interface: so-0/3/0.0

    Address: 192.168.38.46, IPv4, PIM v2, Mode: Sparse, Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1689116164
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.38.47, IPv4, PIM v2, Join Count: 1
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 102 remaining
        Hello Option DR Priority: 1
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        Hello Option Generation ID: 792890329
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Interface: t1-0/2/3.0

    Address: 192.168.38.56, IPv4, PIM v2, Mode: Sparse, Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 678582286
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.38.57, IPv4, PIM v2, Join Count: 1
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 97 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1854475503
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Note that the join count is nonzero on the two load-balanced interfaces toward the

upstream neighbors.

PIM join load balancing only takes effect when the feature is configured. Prior joins

are not redistributed to achieve perfect load balancing. In addition, if an interface or

neighbor fails, the new joins are redistributed among remaining active interfaces and

neighbors. However, when the interface or neighbor is restored, prior joins are not

redistributed. The clear pim join-distribution command redistributes the existing flows

tonewor restoredupstreamneighbors. Redistributing theexisting flowscauses traffic

to be disrupted, so we recommend that you perform PIM join redistribution during a

maintenance window.

Related
Documentation

clear pim join-distribution in the CLI Explorer•

• show pim interfaces on page 4358 in the CLI Explorer

• show pim neighbors on page 4375 in the CLI Explorer

• show pim source on page 4386 in the CLI Explorer

Modifying the Join State Timeout

This section describes how to configure the join state timeout.

A downstream router periodically sends join messages to refresh the join state on the

upstream router. If the join state is not refreshed before the timeout expires, the join state

is removed.

By default, the join state timeout is 210 seconds. You can change this timeout to allow

additional time to receive the joinmessages. Because themessagesare called join-prune

messages, the name used is the join-prune-timeout statement.

Tomodify the timeout, include the join-prune-timeout statement:

user@host# set protocols pim join-prune-timeout 230

The join timeout value can be from 210 through 240 seconds.
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Related
Documentation

join-prune-timeout on page 4141•

Example: Enabling Join Suppression

This example describes how to enable PIM join suppression.

• Requirements on page 3991

• Overview on page 3991

• Configuration on page 3993

• Verification on page 3995

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 3986.

Overview

PIM join suppression enables a router on amultiaccess network to defer sending join

messages to an upstream router when it sees identical join messages on the same

network. Eventually, only one router sends these join messages, and the other routers

suppress identical messages. Limiting the number of joinmessages improves scalability

and efficiency by reducing the number of messages sent to the same router.

This example includes the following statements:

• override-interval—Sets the maximum time in milliseconds to delay sending override

joinmessages.Whena router seesaprunemessage for a join it is currently suppressing,

it waits before it sends an override join message. Waiting helps avoid multiple

downstream routers sending override join messages at the same time. The override

interval is a random timer with a value of 0 through themaximum override value.

• propagation-delay—Sets a value in milliseconds for a prune pending timer, which

specifies how long to wait before executing a prune on an upstream router. During this

period, the router waits for any prune override join messages that might be currently

suppressed. The period for the prune pending timer is the sum of the override-interval

value and the value specified for propagation-delay.

• reset-tracking-bit—Enables PIM join suppression on eachmultiaccess downstream

interface. This statement resets a trackingbit field (T-bit) on the LANprunedelay hello

option fromthedefault of 1 (join suppressiondisabled) to0 (join suppressionenabled).
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Whenmultiple identical join messages are received, a random join suppression timer

is activated, with a range of 66 through 84milliseconds. The timer is reset each time

join suppression is triggered.

Figure 135 on page 3992 shows the topology used in this example.

Figure 135: Join Suppression
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The items in the figure represent the following functions:

• Host 0 is the multicast source.

• Host 1, Host 2, Host 3, and Host 4 are receivers.

• Router R0 is the first-hop router and the RP.

• Router R1 is an upstream router.

• Routers R2, R3, R4, and R5 are downstream routers in the multicast LAN.
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This example shows the configuration of the downstream devices: Routers R2, R3, R4,

and R5.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set protocols pim traceoptions file pim.log
set protocols pim traceoptions file size 5m
set protocols pim traceoptions file world-readable
set protocols pim traceoptions flag join detail
set protocols pim traceoptions flag prune detail
set protocols pim traceoptions flag normal detail
set protocols pim traceoptions flag register detail
set protocols pim rp static address 10.255.112.160
set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim interface fxp0.0 disable
set protocols pim reset-tracking-bit
set protocols pim propagation-delay 500
set protocols pim override-interval 4000

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure PIM join suppression on a non-RP downstream router in themulticast LAN:

1. Configure PIM sparse mode on the interfaces.

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set rp static address 10.255.112.160
[edit protocols pim]
user@host# set interface all mode sparse version 2
[edit protocols pim]
user@host# set interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable

2. Enable the join suppression timer.

[edit protocols pim]
user@host# set reset-tracking-bit

3. Configure the prune override interval value.

[edit protocols pim]
user@host# set override-interval 4000
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4. Configure the propagation delay of the link.

[edit protocols pim]
user@host# set propagation-delay 500

5. (Optional) Configure PIM tracing operations.

[edit protocols pim]
user@host# set traceoptions file pim.log size 5mworld-readable
[edit protocols pim]
user@host# set traceoptions flag join detail
[edit protocols pim]
user@host# set traceoptions flag normal detail
[edit protocols pim]
user@host# set traceoptions flag register detail

6. If you are done configuring the device, commit the configuration.

[edit protocols pim]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show protocols

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show protocols
pim {
traceoptions {
file pim.log size 5mworld-readable;
flag join detail;
flag prune detail;
flag normal detail;
flag register detail;

}
rp {
static {
address 10.255.112.160;

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
reset-tracking-bit;
propagation-delay 500;
override-interval 4000;

}
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Verification

Toverify theconfiguration, run the followingcommandson theupstreamanddownstream

routers:

• show pim join extensive

• showmulticast route extensive

Related
Documentation

Example: Configuring the PIM Assert Timeout on page 4015•

• Example: Configuring PIM RPF Selection

• Example: Configuring the PIM SPT Threshold Policy on page 4018

• Enabling PIM Sparse Mode on page 3986

• PIM Overview on page 3937

Static RP

• Configuring Local PIM RPs on page 3995

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 3997

Configuring Local PIM RPs

LocalRPconfigurationmakes the routingdeviceastaticallydefinedRP.Consider statically

defining an RP if the network does not havemany different RPs defined or if the RP

assignment does not change very often. The Junos IPv6 PIM implementation supports

only static RP configuration. Automatic RPannouncement andbootstrap routers are not

available with IPv6.

You can configure a local RP globally or for a routing instance. This example shows how

to configure a local RP in a routing instance for IPv4 or IPv6.

To configure the routing device’s RP properties:

1. Configure the routing instance as the local RP.

[routing-instances VPN-A protocols pim]
user@host# set rp local

2. Configure the IP protocol family and IP address.

IPv6 PIM hello messages are sent to every interface on which you configure family

inet6, whether at the PIM level of the hierarchy or not. As a result, if you configure an

interface with both family inet at the [edit interface interface-name] hierarchy level

and family inet6 at the [edit protocols pim interface interface-name] hierarchy level,

PIM sends both IPv4 and IPv6 hellos to that interface.

By default, PIM operates in sparse mode on an interface. If you explicitly configure

sparse mode, PIM uses this setting for all IPv6multicast groups. However, if you

configure sparse-densemode, PIM does not accept IPv6multicast groups as dense

groups and operates in sparse mode over them.
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[edit routing-instances VPN-A protocols pim rp local]
user@host# set family inet6 address 2001:db8:85a3::8a2e:370:7334
user@host# set family inet address 10.1.2.254

3. (IPv4 only) Configure the routing device’s RP priority.

NOTE: The priority statement is not supported for IPv6, but is included

here for informational purposes. The routing device’s priority value for
becoming the RP is included in the bootstrapmessages that the routing
device sends. Use a smaller number to increase the likelihood that the
routingdevicebecomestheRPfor localmulticastgroups.EachPIMrouting
deviceuses thepriority valueandother factors todetermine thecandidate
RPs for a particular group range. After the set of candidate RPs is
distributed, each routing device determines algorithmically the RP from
the candidate RP set using a hash function. By default, the priority value
is set to 1. If this value is set to 0, the bootstrap router can override the
group range being advertised by the candidate RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set priority 5

4. Configure the groups for which the routing device is the RP.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6

groups (224.0.0.0/4or FF70::/12 toFFF0::/12). The followingexample limits thegroups

for which this routing device can be the RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set group-ranges fec0::/10
user@host# set group-ranges 10.1.2.0/24

5. (IPv4 only) Modify the local RP hold time.

If the local routing device is configured as an RP, it is considered a candidate RP for

its local multicast groups. For candidate RPs, the hold time is used by the bootstrap

router to time out RPs, and applies to the bootstrap RP-set mechanism. The RP hold

time is part of the candidate RP advertisement message sent by the local routing

device to the bootstrap router. If the bootstrap router does not receive a candidate

RP advertisement from an RPwithin the hold time, it removes that routing device

from its list of candidate RPs. The default hold time is 150 seconds.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set hold-time 200

6. (Optional) Override dynamic RP for the specified group address range.

If you configure both static RPmapping and dynamic RPmapping (such as auto-RP)

in a single routing instance, allow the staticmapping to take precedence for the given

static RP group range, and allow dynamic RPmapping for all other groups.

If you exclude this statement from the configuration and you use both static and

dynamic RPmechanisms for different group rangeswithin the same routing instance,

the dynamic RPmapping takes precedence over the static RPmapping, even if static

RP is defined for a specific group range.
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[edit routing-instances VPN-A protocols pim rp local]
user@host# set override

7. Monitor the operation of PIM by running the showpim commands. Run showpim? to

display the supported commands.

Related
Documentation

PIM Overview on page 3937•

• Understanding MLD on page 3965

Configuring the Static PIM RP Address on the Non-RP Routing Device

Consider staticallydefininganRP if thenetworkdoesnothavemanydifferentRPsdefined

or if the RP assignment does not change very often. The Junos IPv6 PIM implementation

supportsonly staticRPconfiguration.AutomaticRPannouncementandbootstrap routers

are not available with IPv6.

You configure a static RPaddress on the non-RP routing device. This enables the non-RP

routing device to recognize the local statically defined RP. For example, if R0 is a non-RP

router and R1 is the local RP router, you configure R0 with the static RP address of R1.

The static IP address is the routable address assigned to the loopback interface on R1.

In the following example, the loopback address of the RP is

2001:db8:85a3::8a2e:370:7334.

You can configure a static RP address globally or for a routing instance. This example

shows how to configure a static RP address in a routing instance for IPv6.

To configure the static RP address:

1. On a non-RP routing device, configure the routing instance to point to the routable

address assigned to the loopback interface of the RP.

[routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334

NOTE: Logical systems are also supported. You can configure a static RP
address in a logical system only if the logical system is not directly
connected to a source.

2. (Optional) Set the PIM sparse mode version.

For each static RP address, you can optionally specify the PIM version. The default

PIM version is version 1.

[edit routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334 version 2
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NOTE: The default PIM version can be version 1 or version 2, depending
on themode you are configuring. PIM version 1 is the default for RPmode
([edit pim rp static address address]). PIM version 2 is the default for

interfacemode ([edit pim interface interface-name]). Explicitly configured

versions override the defaults.

3. (Optional) Set the group address range.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6

groups (224.0.0.0/4or FF70::/12 toFFF0::/12). The followingexample limits thegroups

for which the 2001:db8:85a3::8a2e:370:7334 address can be the RP.

[edit routing-instances VPN-A protocols pim rp]
user@host#setstaticaddress2001:db8:85a3::8a2e:370:7334group-rangesfec0::/10

The RP that you select for a particular groupmust be consistent across all routers in

a multicast domain.

4. (Optional) Override dynamic RP for the specified group address range.

If you configure both static RPmapping and dynamic RPmapping (such as auto-RP)

in a single routing instance, allow the staticmapping to take precedence for the given

static RP group range, and allow dynamic RPmapping for all other groups.

If you exclude this statement from the configuration and you use both static and

dynamic RPmechanisms for different group rangeswithin the same routing instance,

the dynamic RPmapping takes precedence over the static RPmapping, even if static

RP is defined for a specific group range.

[edit routing-instances VPN-A protocols pim rp static address
2001:db8:85a3::8a2e:370:7334]

user@host# set override

5. Monitor the operation of PIM by running the showpim commands. Run showpim? to

display the supported commands.

Related
Documentation

PIM Overview on page 3937•

• Understanding MLD on page 3965

Anycast RP

• Example: Configuring PIM AnycastWith or Without MSDP on page 3999

• Configuring a PIM Anycast RP Router with MSDP on page 4002

• Configuring a PIM Anycast RP Router Using Only PIM on page 4003

• Configuring All PIM Anycast Non-RP Routers on page 4004

• Example: Configuring Multiple RPs in a Domain with Anycast RP on page 4005
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Example: Configuring PIM AnycastWith orWithout MSDP

WhenyouconfigureanycastRP, youbypass the restrictionofhavingoneactive rendezvous

point (RP) per multicast group, and instead deploy multiple RPs for the same group

range. The RP routers share one unicast IP address. Sources from one RP are known to

otherRPs thatuse theMulticastSourceDiscoveryProtocol (MSDP).Sourcesand receivers

use the closest RP, as determined by the interior gateway protocol (IGP).

You can use anycast RP within a domain to provide redundancy and RP load sharing.

When an RP stops operating, sources and receivers are taken to a new RP bymeans of

unicast routing.

You can configure anycast RP to use PIM and MSDP for IPv4, or PIM alone for both IPv4

and IPv6 scenarios. Both are discussed in this section.

We recommendastaticRPmappingwithanycastRPoverabootstrap routerandauto-RP

configuration because it provides all the benefits of a bootstrap router and auto-RP

without the complexity of the BSR and auto-RPmechanisms.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on themode you are

configuring. PIMv1 is the default RPmode (at the [edit protocols pim rp static address

address] hierarchy level). However, PIMv2 is the default for interface mode (at the [edit

protocols pim interface interface-name] hierarchy level). Explicitly configured versions

override the defaults. This example explicitly configures PIMv2 on the interfaces.

The following example shows an anycast RP configuration for the RP routers, first with

MSDP and then using PIM alone, and for non-RP routers.

1. For a network using an RP with MSDP, configure the RP using the lo0 loopback

interface, which is always up. Include the address statement and specify the unique

and routable router ID and the RP address at the [edit interfaces lo0unit 0 family inet]

hierarchy level. In this example, the router ID is 198.58.3.254and the sharedRPaddress

is 198.58.3.253. Include the primary statement for the first address. Including the

primary statement selects the router’sprimaryaddress fromall thepreferredaddresses

on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32;
primary;
address 198.58.3.253/32;

}
}

}
}

2. Specify the RP address. Include the address statement at the [edit protocols pim rp

local] hierarchy level (the same address as the secondary lo0 interface).
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For all interfaces, include themode statement to set the mode to sparse and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0management

interface by including the disable statement for that interface.

protocols {
pim {
rp {
local {
family inet;
address 198.58.3.253;

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}
}

3. Configure MSDP peering. Include the peer statement to configure the address of the

MSDP peer at the [edit protocolsmsdp] hierarchy level. For MSDP peering, use the

unique, primaryaddresses insteadof theanycastaddress.Tospecify the local address

for MSDP peering, include the local-address statement at the [edit protocolsmsdp

peer] hierarchy level.

protocols {
msdp {
peer 198.58.3.250 {
local-address address 198.58.3.254;

}
}

}

NOTE: If youneed to configure aPIMRP for both IPv4and IPv6 scenarios,
perform Step 4 and Step 5. Otherwise, go to Step 6.

4. Configure an RP using the lo0 loopback interface, which is always up. Include the

address statement to specify the unique and routable router address and the RP

address at the [edit interfaces lo0 unit 0 family inet] hierarchy level. In this example,

the router ID is 198.58.3.254 and the shared RP address is 198.58.3.253. Include the

primary statement on the first address. Including the primary statement selects the

router’s primary address from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32 {
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primary;
}
address 198.58.3.253/32;

}
}

}
}

5. Include the address statement at the [edit protocols pim rp local] hierarchy level to

specify the RP address (the same address as the secondary lo0 interface).

For all interfaces, include themode statement to set the mode to sparse, and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0management

interface by Including the disable statement for that interface.

Include the anycast-pim statement to configure anycast RP without MSDP (for

example, if IPv6 is used for multicasting). The other RP routers that share the same

IP address are configured using the rp-set statement. There is one entry for each RP,

and themaximum that can be configured is 15. For each RP, specify the routable IP

address of the router andwhetherMSDP source active (SA)messages are forwarded

to the RP.

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

protocols {
pim {
rp {
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;

}
local-address 198.58.3.254; #If not configured, use lo0 primary

}
}

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

6. Configure the non-RP routers. The anycast RP configuration for a non-RP router is

the same whether MSDP is used or not. Specify a static RP by adding the address at

the [edit protocols pim rp static] hierarchy level. Include the version statement at the

[edit protocols pim rp static address] hierarchy level to specify PIM version 2.
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protocols {
pim {
rp {
static {
address 198.58.3.253 {
version 2;

}
}

}
}

}

7. Include themode statement at the [edit protocols pim interface all] hierarchy level to

specify sparsemode on all interfaces. Then include the version statement at the [edit

protocols pim rp interface allmode] to configure all interfaces for PIM version 2.When

configuring all interfaces, exclude the fxp0.0management interface by including the

disable statement for that interface.

protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

Configuring a PIM Anycast RP Router with MSDP

Add the address statement at the [edit protocols pim rp local] hierarchy level to specify

the RP address (the same address as the secondary lo0 interface).

For all interfaces, use themode statement to set the mode to sparse and the version

statement to specifyPIMversion2at the [editprotocolspimrp local interfaceall]hierarchy

level. When configuring all interfaces, exclude the fxp0.0management interface by

adding the disable statement for that interface.

protocols {
pim {
rp {
local {
family inet;
address 198.58.3.253;

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}
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}
}

ToconfigureMSDPpeering, add thepeerstatement toconfigure theaddressof theMSDP

peer at the [edit protocolsmsdp] hierarchy level. For MSDP peering, use the unique,

primary addresses instead of the anycast address. To specify the local address forMSDP

peering, add the local-address statement at the [edit protocolsmsdp peer] hierarchy

level.

protocols {
msdp {
peer 198.58.3.250 {
local-address 198.58.3.254;

}
}

}

Configuring a PIM Anycast RP Router Using Only PIM

In this example, configure an RP using the lo0 loopback interface, which is always up.

Use the address statement to specify the unique and routable router address and the

RP address at the [edit interfaces lo0 unit 0 family inet] hierarchy level. In this case, the

router ID is 198.58.3.254/32 and the shared RP address is 198.58.3.253/32. Add the flag

statementprimary to the first address.Using this flag selects the router's primaryaddress

from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32 {
primary;

}
address 198.58.3.253/32;

}
}

}
}

Add the address statement at the [edit protocols pim rp local] hierarchy level to specify

the RP address (the same address as the secondary lo0 interface).

For all interfaces, use themode statement to set the mode to sparse, and include the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface all]

hierarchy level.Whenconfiguringall interfaces, exclude the fxp0.0management interface

by adding the disable statement for that interface.

Use the anycast-pim statement to configure anycast RP without MSDP (for example, if

IPv6 is used for multicasting). The other RP routers that share the same IP address are

configured using the rp-set statement. There is one entry for each RP, and themaximum

that can be configured is 15. For each RP, specify the routable IP address of the router

and whether MSDP source active (SA) messages are forwarded to the RP.
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protocols {
pim {
rp {
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;

}
local-address 198.58.3.254; #If not configured, use lo0 primary

}
}

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

Configuring All PIM Anycast Non-RP Routers

Use themode statement at the [edit protocols pim rp interface all] hierarchy level to

specify sparse mode on all interfaces. Then add the version statement at the [edit

protocols pim rp interface all mode] to configure all interfaces for PIM version 2. When

configuringall interfaces, exclude the fxp0.0management interfacebyadding thedisable

statement for that interface.

protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}
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Example: ConfiguringMultiple RPs in a Domain with Anycast RP

This example shows how to configure anycast RP on each RP router in the PIM-SM

domain. With this configuration you can deploy more than one RP for a single group

range. This enables load balancing and redundancy.

• Requirements on page 4005

• Overview on page 4005

• Configuration on page 4005

• Verification on page 4007

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 3986.

Overview

When you configure anycast RP, the RP routers in the PIM-SM domain use a shared

address. In this example, the shared address is 10.1.1.2/32. Anycast RP uses Multicast

Source Discovery Protocol (MSDP) to discover andmaintain a consistent view of the

active sources. AnycastRPalso requires anRPselectionmethod, suchas static, auto-RP,

or bootstrapRP.This exampleuses staticRPandshowsonlyoneRP router configuration.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

RP Routers set interfaces lo0 unit 0 family inet address 192.168.132.1/32 primary
set interfaces lo0 unit 0 family inet address 10.1.1.2/32
set protocolsmsdp local-address 192.168.132.1
set protocolsmsdp peer 192.168.12.1
set protocols pim rp local address 10.1.1.2
set routing-options router-id 192.168.132.1

Non-RP Routers set protocols pim rp static address 10.1.1.2
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Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure anycast RP:

1. On each RP router in the domain, configure the shared anycast address on the
router’s loopback address.

[edit interfaces]
user@host# set lo0 unit 0 family inet address 10.1.1.2/32

2. On each RP router in the domain, make sure that the router’s regular loopback
address is the primary address for the interface, and set the router ID.

[edit interfaces]
user@host# set lo0 unit 0 family inet address 192.168.132.1/32 primary

[edit routing-options]
user@host# set router-id 192.168.132.1

3. On each RP router in the domain, configure the local RP address, using the shared
address.

[edit protocols pim]
user@host# set rp local address 10.1.1.2

4. On each RP router in the domain, create MSDP sessions to the other RPs in the
domain.

[edit protocols msdp]
user@host# set local-address 192.168.132.1
user@host# set peer 192.168.12.1

5. Oneachnon-RP router in thedomain, configurea staticRPaddressusing the shared
address.

[edit protocols pim]
user@host# set rp static address 10.1.1.2

6. If you are done configuring the devices, commit the configuration.

user@host# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@host# show interfaces
lo0 {
unit 0 {
family inet {
address 192.168.132.1/32 {
primary;

}
address 10.1.1.2/32;
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}
}

}

On the RP routers:

user@host# show protocols
msdp {
local-address 192.168.132.1;
peer 192.168.12.1;

}
pim {
rp {
local {
address 10.1.1.2;

}
}

}

On the non-RP routers:

user@host# show protocols
pim {
rp {
static {
address 10.1.1.2;

}
}

}

user@host# show routing-options
router-id 192.168.132.1;

Verification

To verify the configuration, run the show pim rps extensive inet command.

Related
Documentation

Example: Configuring PIM AnycastWith or Without MSDP on page 3999•

• Understanding PIM Sparse Mode on page 3941

• Understanding RPMapping with Anycast RP on page 3945

PIM Bootstrap Router

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 4007

• Example: Rejecting PIM Bootstrap Messages at the Boundary

of a PIM Domain on page 4009

• Example: Configuring PIM BSR Filters on page 4009

Configuring PIM Bootstrap Properties for IPv4 or IPv6

For correct operation, every multicast router within a PIM domain must be able to map

a particular multicast group address to the same rendezvous point (RP). The bootstrap
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router mechanism is one way that a multicast router can learn the set of group-to-RP

mappings. Bootstrap routers are supported in IPv4 and IPv6.

To determine which routing device is the RP, all routing devices within a PIM domain

collect bootstrapmessages. A PIM domain is a contiguous set of routing devices that

implement PIM. All devices are configured to operate within a common boundary. The

domain'sbootstrap router initiatesbootstrapmessages,whichare senthopbyhopwithin

the domain. The routing devices use bootstrapmessages to distribute RP information

dynamically and to elect a bootstrap router when necessary.

You can configure bootstrap properties globally or for a routing instance. This example

shows the global configuration.

To configure the bootstrap router properties:

1. Configure the bootstrap priority.

By default, each routing device has a bootstrap priority of 0, whichmeans the routing

device can never be the bootstrap router. The routing device with the highest priority

value is elected to be the bootstrap router. In the case of a tie, the routing device with

the highest IP address is elected to be the bootstrap router. A simple bootstrap

configuration assigns a bootstrap priority value to a routing device.

NOTE: In the IPv4-only configuration, specifying a bootstrap priority of 0
disables the bootstrap function and does not cause the routing device to
send BSR packets with a 0 in the priority field. In the combined IPv4 and
IPv6 configuration, specifying a bootstrap priority of 0 does not disable
the function, but causes the routing device to send BSR packets with a 0
in the priority field. To disable the bootstrap function in the IPv4 and IPv6
configuration, delete the bootstrap statement.

user@host# edit protocols pim rp
user@host# set bootstrap family inet priority 3

2. (Optional)Create importandexportpolicies tocontrol the flowofbootstrapmessages

toand fromtheRP, andapply thepolicies toPIM. Import andexport policies areuseful

when some of the routers in your PIM domain have interfaces that connect to other

PIMdomains.Configuringapolicypreventsbootstrapmessages fromcrossingdomain

boundaries. The import statement prevents messages from being imported into the

RP. The export statement prevents messages from being exported from the RP.

[edit protocols pim rp]
user@host# set bootstrap family inet import pim-bootstrap-import
user@host# set bootstrap family inet export pim-bootstrap-export
user@host# exit

3. Configure the policies.

user@host# edit policy-options policy-statement pim-bootstrap-import
[edit policy-options policy-statement pim-bootstrap-import]
user@host# set from interface se-0/0/0
user@host# set then reject
user@host# exit
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user@host# edit policy-options policy-statement pim-bootstrap-export
user@host# set from interface se-0/0/0
user@host# set then reject
user@host# exit

4. Monitor the operation of PIM bootstrap routers by running the show pim bootstrap

command.

Related
Documentation

Understanding PIM Sparse Mode on page 3941•

• Example: Rejecting PIM Bootstrap Messages at the Boundary of a PIM Domain on

page 4009

• show pim bootstrap on page 4356 in the CLI Explorer

Example: Rejecting PIM BootstrapMessages at the Boundary of a PIM Domain

In this example, the from interfaceso-0-1/0then rejectpolicy statement rejects bootstrap

messages from the specified interface (the example is configured for both IPv4 and IPv6

operation):

protocols {
pim {
rp {
bootstrap {
family inet {
priority 1;
import pim-import;
export pim-export;

}
family inet6 {
priority 1;
import pim-import;
export pim-export;

}
}

}
}

}
policy-options {
policy-statement pim-import {
from interface so-0/1/0;
then reject;

}
policy-statement pim-export {
to interface so-0/1/0;
then reject;

}
}

Example: Configuring PIM BSR Filters

Configure a filter to prevent BSRmessages from entering or leaving your network. Add

this configuration to all routers:
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protocols {
pim {
rp {
bootstrap-import no-bsr;
bootstrap-export no-bsr;

}
}

}
policy-options {
policy-statement no-bsr {
then reject;

}
}

PIM Filtering

• Configuring Interface-Level PIM Neighbor Policies on page 4010

• Filtering Outgoing PIM Join Messages on page 4011

• Filtering Incoming PIM Join Messages on page 4012

• Configuring Register Message Filters on a PIM RP and DR on page 4013

Configuring Interface-Level PIM Neighbor Policies

You can configure a policy to filter unwanted PIM neighbors. In the following example,

the PIM interface compares neighbor IP addresses with the IP address in the policy

statement before any hello processing takes place. If any of the neighbor IP addresses

(primary or secondary) match the IP address specified in the prefix list, PIM drops the

hello packet and rejects the neighbor.

If you configure a PIM neighbor policy after PIM has already established a neighbor

adjacency to an unwanted PIM neighbor, the adjacency remains intact until the neighbor

hold time expires.When the unwanted neighbor sends another hellomessage to update

its adjacency, the router recognizes the unwanted address and rejects the neighbor.

To configure a policy to filter unwanted PIM neighbors:

1. Configure the policy. The neighbor policy must be a properly structured policy

statement that uses a prefix list (or a route filter) containing the neighbor primary

address (or any secondary IP addresses) in a prefix list, and the reject option to reject

the unwanted address.

[edit policy-options]
user@host# set prefix-list nbrGroup 1 20.20.20.1/32
user@host# set policy-statement nbr-policy from prefix-list nbrGroup1
user@host# set policy-statement nbr-policy then reject

2. Configure the interface globally or in the routing instance. This example shows the

configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set neighbor-policy nbr-policy

3. Verify the configuration by checking the Hello dropped on neighbor policy field in the

output of the show pim statistics command.
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Related
Documentation

Understanding PIM Sparse Mode on page 3941•

• Routing Policy Feature Guide for Routing Devices

• show pim statistics on page 4389 in the CLI Explorer

Filtering Outgoing PIM Join Messages

When the core of your network is using MPLS, PIM join and prunemessages stop at the

customer edge (CE) routers and are not forwarded toward the core, because these

routers do not have PIM neighbors on the core-facing interfaces. When the core of your

network is using IP, PIM join and prunemessages are forwarded to the upstream PIM

neighbors in the core of the network.

When the core of your network is using amix of IP and MPLS, youmight want to filter

certain PIM join and prunemessages at the upstream egress interface of the CE routers.

Youcan filterPIMsparsemode(PIM-SM) joinandprunemessagesat theegress interfaces

for IPv4 and IPv6 in the upstream direction. Themessages can be filtered based on the

group address, source address, outgoing interface, PIM neighbor, or a combination of

these values. If the filter is removed, the join is sent after thePIMperiodic join timer expires.

To filter PIM sparse mode join and prunemessages at the egress interfaces, create a

policy rejecting the group address, source address, outgoing interface, or PIM neighbor,

and then apply the policy.

The following example filters PIM join and prunemessages for group addresses 224.0.1.2

and 225.1.1.1.

1. In configuration mode, create the policy.

user@host#setpolicy-optionspolicy-statementblock-groupstermt1 fromroute-filter
224.0.1.2/32 exact

user@host#setpolicy-optionspolicy-statementblock-groupstermt1 fromroute-filter
225.1.1.1/32 exact

user@host# set policy-options policy-statement block-groups term t1 then reject
user@host# set policy-options policy-statement block-groups term last then accept

2. Verify the policy configuration by running the show policy-options command.

user@host# show policy-options
policy-statement block-groups {
term t1 {
from {
route-filter 224.0.1.2/32 exact;
route-filter 225.1.1.1/32 exact;
then reject;

}
term last {
then accept;

}
}

3. Apply the PIM join and prunemessage filter.
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user@host> set protocols pim export block-groups

4. After the configuration is committed, use the show pim statistics command to verify

that outgoing PIM join and prunemessages are being filtered.

user@host> show pim statistics | grep filtered
RP Filtered Source                     0

Rx Joins/Prunes filtered               0

Tx Joins/Prunes filtered               254

The egress filter count is shown on the Tx Joins/Prunes filtered line.

Related
Documentation

Filtering Incoming PIM Join Messages on page 4012•

Filtering Incoming PIM Join Messages

Multicast scoping controls the propagation of multicast messages. Whereas multicast

scoping prevents the actualmulticast data packets from flowing in or out of an interface,

PIM join filters prevent a state from being created in a router. A state—the (*,G) or (S,G)

entries—is the information used for forwarding unicast or multicast packets. Using PIM

join filters prevents the transport of multicast traffic across a network and the dropping

of packets at a scopeat the edgeof thenetwork. Also, PIM join filters reduce thepotential

for denial-of-service (DoS) attacks and PIM state explosion—large numbers of PIM join

messages forwarded to each router on the rendezvous-point tree (RPT), resulting in

memory consumption.

TousePIM join filters toefficiently restrictmulticast traffic fromcertain sourceaddresses,

create and apply the routing policy across all routers in the network.

See Table 301 on page 4012 for a list of match conditions.

Table 301: PIM Join Filter Match Conditions

Matches OnMatch Condition

Router interface or interfaces specified by name or IP addressinterface

Neighbor address (the source address in the IP header of the join and
prunemessage)

neighbor

Multicast group address embedded in the join and prunemessageroute-filter

Multicast source address embedded in the join and prunemessagesource-address-filter

The following example shows how to create a PIM join filter. The filter is composed of a

route filter and a source address filter—bad-groups and bad-sources, respectively. the

bad-groups filter prevents (*,G) or (S,G) joinmessages from being received for all groups

listed. The bad-sources filter prevents (S,G) join messages from being received for all

sources listed. The bad-groups filter and bad-sources filter are in two different terms. If

route filters and source address filters are in the same term, they are logically ANDed.
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To filter incoming PIM join messages:

1. Configure the policy.

[edit policy-statement pim-join-filter term bad-groups]
user@host# set from route-filter 224.0.1.2/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term bad-sources]
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term last]
user@host# set then accept

2. Apply one or more policies to routes being imported into the routing table from PIM.

[edit protocols pim]
user@host# set import pim-join-filter

3. Verify the configuration by checking the output of the show pim join and show policy

commands.

Related
Documentation

Understanding Multicast Administrative Scoping•

• Filtering Outgoing PIM Join Messages on page 4011

• show pim join on page 4361 in the CLI Explorer

• show policy in the CLI Explorer

Configuring Register Message Filters on a PIM RP and DR

PIM registermessagesare sent to the rendezvouspoint (RP)byadesignated router (DR).

When a source for a group starts transmitting, the DR sends unicast PIM register packets

to the RP.

Register messages have the following purposes:

• Notify the RP that a source is sending to a group.

• Deliver the initial multicast packets sent by the source to the RP for delivery down the

shortest-path tree (SPT).

ThePIMRPkeeps track of all active sources in a singlePIMsparsemodedomain. In some

cases, you want more control over which sources an RP discovers, or which sources a

DR notifies other RPs about. A high degree of control over PIM register messages is

provided by RP or DR register message filtering. Message filtering prevents unauthorized

groups and sources from registering with an RP router.

You configure RP or DR register message filtering to control the number and location of

multicast sources that an RP discovers. You can apply register message filters on a DR

tocontrol outgoing registermessages, or apply themonanRP tocontrol incoming register

messages.
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When anycast RP is configured, all RPs in the anycast RP set need to be configured with

the same register message filtering policy.

You can configure message filtering globally or for a routing instance. These examples

show the global configuration.

ToconfigureanRPfilter todrop the registerpackets formulticastgroup range224.1.1.0/24

from source address 10.10.94.2:

1. On the RP, configure the policy.

[edit policy-options policy-statement incoming-policy-for-rp from]
user@host# set route-filter 224.1.1.0/24 orlonger
user@host# set source-address-filter 10.10.94.2/32 exact
user@host# set then reject
user@host# exit

2. Apply the policy to the RP.

[edit protocols pim rp]
user@host# set rp-register-policy incoming-policy-for-rp
user@host# set local address 10.10.10.5
user@host# exit

To configure a DR filter to prevent sending register packets for group range 224.1.1.0/24

and source address 10.10.10.1/32:

1. On the DR, configure the policy.

[edit policy-options policy-statement outgoing-policy-for-rp]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.10.1/32 exact
user@host# set then reject
user@host# exit

2. Apply the policy to the DR.

The static address is the address of the RP to which you do not want the DR to send

the filtered register messages.

[edit protocols pim rp]
user@host# set dr-register-policy outgoing-policy-for-dr
user@host# set static 10.10.10.3
user@host# exit

To configure a policy expression to accept registermessages formulticast group 224.1.1.5

but reject those for 224.1.1.1:

1. On the RP, configure the policies.

[edit policy-options policy-statement reject_224_1_1_1]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.94.2/32 exact
user@host# set then reject
user@host# exit

[edit policy-options policy-statement accept_224_1_1_5]
user@host# set term one from route-filter 224.1.1.5/32 exact
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user@host# set term one from source-address-filter 10.10.94.2/32 exact
user@host# set term one then accept
user@host# set term two then reject
user@host# exit

2. Apply the policies to the RP.

[edit protocols pim rp]
user@host# set rp-register-policy [ reject_224_1_1_1 | accept_224_1_1_5 ]
user@host# set local address 10.10.10.5

Tomonitor the operation of the filters, run the show pim statistics command. The

command output contains the following fields related to filtering:

• RP Filtered Source

• Rx Joins/Prunes filtered

• Tx Joins/Prunes filtered

• Rx Register msgs filtering drop

• Tx Register msgs filtering drop

Related
Documentation

PIM Sparse Mode Source Registration on page 3950•

• Filtering RP and DR Register Messages on page 3947

• show pim statistics on page 4389 in the CLI Explorer

PIM RPT and SPT Cutover

• Example: Configuring the PIM Assert Timeout on page 4015

• Example: Configuring the PIM SPT Threshold Policy on page 4018

Example: Configuring the PIM Assert Timeout

This example shows how to configure the timeout period for a PIM assert forwarder.

• Requirements on page 4015

• Overview on page 4016

• Configuration on page 4017

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 3986.

4015Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration

http://www.juniper.net/techpubs/content-applications/cli-explorer/junos/


Overview

The role ofPIMassertmessages is todetermine the forwarder onanetworkwithmultiple

routers. The forwarder is the router that forwards multicast packets to a network with

multicast groupmembers. The forwarder is generally the same as the PIM DR.

A router sends an assert message when it receives a multicast packet on an interface

that is listed in the outgoing interface list of the matching routing entry. Receiving a

message on an outgoing interface is an indication that more than one router forwards

the samemulticast packets to a network.

In Figure 136 on page 4017, both routing devices R1 and R2 forwardmulticast packets for

the same (S,G) entry on a network. Both devices detect this situation and both devices

send assert messages on the Ethernet network. An assert message contains, in addition

to a source address and group address, a unicast cost metric for sending packets to the

source, and a preferencemetric for the unicast cost. The preferencemetric expresses a

preference between unicast routing protocols. The routing device with the smallest

preferencemetricbecomes the forwarder (alsocalled theassertwinner). If thepreference

metrics are equal, the device that sent the lowest unicast cost metric becomes the

forwarder. If the unicast metrics are also equal, the routing device with the highest IP

address becomes the forwarder. After the transmission of assert messages, only the

forwarder continues to forwardmessages on the network.

Whenanassertmessage is receivedand theRPFneighbor is changed to theassertwinner,

the assert timer is set to an assert timeout period. The assert timeout period is restarted

every time a subsequent assert message for the route entry is received on the incoming

interface. When the assert timer expires, the routing device resets its RPF neighbor

according to its unicast routing table. Then, ifmultiple forwarders still exist, the forwarders

reenter the assert message cycle. In effect, the assert timeout period determines how

oftenmulticast routing devices enter a PIM assert message cycle.

The range is from 5 through 210 seconds. The default is 180 seconds.

Assertmessages are useful for LANs that connectmultiple routing devices and no hosts.

Figure 136 on page 4017 shows the topology for this example.
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Figure 136: PIM Assert Topology
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Configuration

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure an assert timeout:

1. Configure the timeout period, in seconds.

[edit protocols pim]
user@host# set assert-timeout 60

2. (Optional) Trace assert messages.

[edit protocols pim]
user@host# set traceoptions file PIM.log
user@host# set traceoptions flag assert detail

3. If you are done configuring the device, commit the configuration.

user@host# commit

4. To verify the configuration, run the following commands:

• show pim join

• show pim statistics

Related
Documentation

Configuring PIM Trace Options on page 3980•

• SPT Cutover on page 3954

• SPT Cutover Control on page 3957

4017Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



Example: Configuring the PIM SPT Threshold Policy

This example shows how to apply a policy that suppresses the transition from the

rendezvous-point tree (RPT) rooted at the RP to the shortest-path tree (SPT) rooted at

the source.

• Requirements on page 4018

• Overview on page 4018

• Configuration on page 4019

• Verification on page 4021

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 3986.

Overview

Multicast routing devices running PIM sparse mode can forward the same stream of

multicast packets onto the same LAN through an RPT rooted at the RP or through an

SPT rooted at the source. In some cases, the last-hop routing device needs to stay on

the shared RPT to the RP and not transition to a direct SPT to the source. Receiving the

multicast data traffic on SPT is optimal but introducesmore state in the network, which

might not bedesirable in somemulticast deployments. Ideally, low-bandwidthmulticast

streams can be forwarded on the SPT, and high-bandwidth streams can use the SPT.

This example shows how to configure such a policy.

This example includes the following settings:

• spt-threshold—Enables you toconfigureanSPTthresholdpolicyon the last-hop routing

device to control the transition to a direct SPT.When you include this statement in the

main PIM instance, the PE router stays on the RPT for control traffic.

• infinity—Applies an SPT cutover threshold of infinity to a source-group address pair,

so that the last-hop routing device never transitions to a direct SPT. For all other

source-group address pairs, the last-hop routing device transitions immediately to a

directSPT rootedat thesourceDR.This statementmust referenceaproperly configured

policy to set the SPT cutover threshold for a particular source-group pair to infinity.

The use of values other than infinity for the SPT threshold is not supported. You can

configure more than one policy.

• policy-statement—Configures the policy. The simplest type of SPT threshold policy

uses a route filter and source address filter to specify the multicast group and source
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addresses and to set the SPT threshold for that pair of addresses to infinity. The policy

is applied to the main PIM instance.

This example sets the SPT transition value for the source-group pair 10.10.10.1 and

224.1.1.1 to infinity. When the policy is applied to the last-hop router, multicast traffic

from this source-group pair never transitions to a direct SPT to the source. Traffic will

continue to arrive through the RP. However, traffic for any other source-group address

combination at this router transitions to a direct SPT to the source.

Note these points when configuring the SPT threshold policy:

• Configurationchanges to theSPTthresholdpolicyaffecthowthe routingdevicehandles

the SPT transition.

Note these points when configuring the SPT threshold policy:

• Configurationchanges to theSPTthresholdpolicyaffecthowthe routingdevicehandles

the SPT transition.

Note these points when configuring the SPT threshold policy:

• Configurationchanges to theSPTthresholdpolicyaffecthowthe routingdevicehandles

the SPT transition.

• When thepolicy is configured for the first time, the routingdevice continues to transition

to the direct SPT for the source-group address pair until the PIM-join state is cleared

with the clear pim join command.

• If you do not clear the PIM-join state when you apply the infinity policy configuration

for the first time, youmust apply it before the PE router is brought up.

• When the policy is deleted for a source-group address pair for the first time, the routing

device does not transition to the direct SPT for that source-group address pair until

the PIM-join state is cleared with the clear pim join command.

• When thepolicy is changed for a source-groupaddresspair for the first time, the routing

device does not use the newpolicy until the PIM-join state is clearedwith the clear pim

join command.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set policy-options policy-statement spt-infinity-policy term one from route-filter
224.1.1.1/32 exact

setpolicy-optionspolicy-statementspt-infinity-policytermonefromsource-address-filter
10.10.10.1/32 exact

set policy-options policy-statement spt-infinity-policy term one then accept
set policy-options policy-statement spt-infinity-policy term two then reject
set protocols pim spt-threshold infinity spt-infinity-policy
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure an SPT threshold policy:

1. Apply the policy.

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set spt-threshold infinity spt-infinity-policy
[edit protocols pim]
user@host# exit

2. Configure the policy.

[edit]
user@host# edit policy-options policy-statement spt-infinity-policy
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from route-filter 224.1.1.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from source-address-filter 10.10.10.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one then accept
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term two then reject
[edit policy-options policy-statement spt-infinity-policy]
user@host# exit
policy-statement {

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

4. Clear the PIM join cache to force the configuration to take effect.

[edit]
user@host# run clear pim join

Results

Confirm your configuration by entering the show policy-options command and the show

protocolscommandfromconfigurationmode. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement spt-infinity-policy {
term one {
from {
route-filter 224.1.1.1/32 exact;
source-address-filter 10.10.10.1/32 exact;

}
then accept;

}
term two {
then reject;
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}
}

user@host# show protocols
pim {
spt-threshold {
infinity spt-infinity-policy;

}
}

Verification

To verify the configuration, run the show pim join command.

Related
Documentation

SPT Cutover Control on page 3957•

PIM and the BFD Protocol

• Configuring BFD for PIM on page 4021

• Configuring BFD Authentication for PIM on page 4023

Configuring BFD for PIM

TheBidirectional ForwardingDetection (BFD) Protocol is a simple hellomechanism that

detects failures in a network. BFD works with a wide variety of network environments

and topologies. A pair of routing devices exchanges BFD packets. Hello packets are sent

at a specified, regular interval. A neighbor failure is detected when the routing device

stops receiving a reply after a specified interval. The BFD failure detection timers have

shorter time limits than the Protocol Independent Multicast (PIM) hello hold time, so

they provide faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. You can use the clear bfd adaptation command to return BFD

interval timers to their configured values. The clear bfd adaptation command is hitless,

meaning that the command does not affect traffic flow on the routing device.

Youmust specify the minimum transmit andminimum receive intervals to enable BFD

on PIM.

To enable failure detection:

1. Configure the interface globally or in a routing instance.

This example shows the global configuration.
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[edit protocols pim]
user@host# edit interface fe-1/0/0.0 family inet bfd-liveness-detection

2. Configure the minimum transmit interval.

This is the minimum interval after which the routing device transmits hello packets

toaneighborwithwhich it hasestablishedaBFDsession.Specifyingan interval smaller

than 300ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# set transmit-interval 350

3. Configure the minimum interval after which the routing device expects to receive a

reply from a neighbor with which it has established a BFD session.

Specifying an interval smaller than 300ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# setminimum-receive-interval 350

4. (Optional) Configure other BFD settings.

As an alternative to setting the receive and transmit intervals separately, configure
one interval for both.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# setminimum-interval 350

5. Configure the threshold for the adaptation of the BFD session detection time.

When the detection time adapts to a value equal to or greater than the threshold, a
single trap and a single system logmessage are sent.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# set detection-time threshold 800

6. Configure the number of hello packets not received by a neighbor that causes the
originating interface to be declared down.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# setmultiplier 50

7. Configure the BFD version.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# set version 1

8. Specify that BFD sessions should not adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to
have BFD adaptation enabled in your network.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# set no-adaptation

9. Verify the configuration by checking the output of the show bfd session command.

Related
Documentation

show bfd session in the CLI Explorer•
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Configuring BFD Authentication for PIM

Beginning with Junos OS Release 9.6, you can configure authentication for Bidirectional

ForwardingDetection (BFD)sessions runningoverProtocol IndependentMulticast (PIM).

Routing instances are also supported. The following steps are needed to configure

authentication on a BFD session:

1. Specify the BFD authentication algorithm for the PIM protocol.

2. Associate the authentication keychain with the PIM protocol.

3. Configure the related security authentication keychain.

The followingsectionsprovide instructions for configuringandviewingBFDauthentication

on PIM:

• Configuring BFD Authentication Parameters on page 4023

• Viewing Authentication Information for BFD Sessions on page 4024

Configuring BFD Authentication Parameters

BFD authentication is only supported in the Canada and United States version of the

Junos OS image and is not available in the export version.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1,meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use for BFD authentication on a PIM

route or routing instance.

[edit protocols pim]
user@host# set interface ge-0/1/5 family inet bfd-liveness-detection authentication
algorithm keyed-sha-1

NOTE: Nonstop active routing (NSR) is not supported with the
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on the specified PIM route

or routing instance with the unique security authentication keychain attributes.

The keychain you specify must match the keychain name configured at the [edit

security authentication key-chains] hierarchy level.

[edit protocols pim]
user@host# set interface ge-0/1/5 family inet bfd-liveness-detection authentication
keychain bfd-pim
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NOTE: The algorithm and keychainmust be configured on both ends of
the BFD session, and theymust match. Anymismatch in configuration
prevents the BFD session from being created.

3. Specify the unique security authentication information for BFD sessions:

• Thematching keychain name as specified in Step 2.

• At least one key, a unique integer between 0 and 63. Creating multiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security]
user@host# set authentication-key-chains key-chain bfd-pim key 53 secret
$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from

nonauthenticated sessions to authenticated sessions.

[edit protocols pim]
user@host# set interface ge-0/1/5 family inet bfd-liveness-detection authentication
loose-check

5. (Optional) View your configuration by using the show bfd session detail or show bfd

session extensive command.

6. Repeat these steps to configure the other end of the BFD session.

Viewing Authentication Information for BFD Sessions

You can view the existing BFDauthentication configuration by using the showbfdsession

detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the ge-0/1/5 interface.

It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-pim.

The authentication keychain is configured with two keys. Key 1 contains the secret data

“$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm” and a start time of June 1, 2009, at 9:46:02

AM PST. Key 2 contains the secret data “$9$a5jiKW9l.reP38ny.TszF2/9” and a start time

of June 1, 2009, at 3:29:20 PM PST.

[edit protocols pim]
interface ge-0/1/5 {
family inet {
bfd-liveness-detection {
authentication {
key-chain bfd-pim;
algorithm keyed-sha-1;

}
}

}
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}
[edit security]
authentication key-chains {
key-chain bfd-pim {
key 1 {
secret “$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm”;
start-time “2009-6-1.09:46:02 -0700”;

}
key 2 {
secret “$9$a5jiKW9l.reP38ny.TszF2/9”;
start-time “2009-6-1.15:29:20 -0700”;

}
}

}

If you commit theseupdates to your configuration, you seeoutput similar to the following

example. In theoutput for the showbfdsessiondetailcommand,Authenticate is displayed

to indicate that BFD authentication is configured. For more information about the

configuration, use the showbfdsessionextensivecommand.Theoutput for this command

provides the keychain name, the authentication algorithm andmode for each client in

the session, and the overall BFD authentication configuration status, keychain name,

and authentication algorithm andmode.

show bfd session detail

user@host# show bfd session detail

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client PIM, TX interval 0.300, RX interval 0.300, Authenticate
 Session up time 3d 00:34
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 

show bfd session extensive

user@host# show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client PIM, TX interval 0.300, RX interval 0.300, Authenticate

keychain bfd-pim, algo keyed-sha-1, mode strict
 Session up time 00:04:42
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 
 Min async interval 0.300, min slow interval 1.000
 Adaptive async TX interval 0.300, RX interval 0.300
 Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
 Remote min TX interval 0.300, min RX interval 0.300, multiplier 3
 Local discriminator 2, remote discriminator 2
 Echo mode disabled/inactive
Authentication enabled/active, keychain bfd-pim, algo keyed-sha-1, mode strict

Related
Documentation

Understanding Bidirectional Forwarding Detection Authentication for PIM•

4025Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



• Configuring BFD for PIM on page 4021

• authentication-key-chains on page 4748

• bfd-liveness-detection on page 4119

• show bfd session in the CLI Explorer

IGMP

• Configuring IGMP on page 4026

• Enabling IGMP on page 4028

• Changing the IGMP Version on page 4029

• Modifying the IGMP Host-Query Message Interval on page 4030

• Modifying the IGMP Last-Member Query Interval on page 4030

• Specifying Immediate-Leave Host Removal for IGMP on page 4031

• Filtering Unwanted IGMP Reports at the IGMP Interface Level on page 4032

• Accepting IGMPMessages from Remote Subnetworks on page 4033

• Modifying the IGMP Query Response Interval on page 4034

• Modifying the IGMP Robustness Variable on page 4035

• Limiting the Maximum IGMPMessage Rate on page 4036

• Enabling IGMP Static Group Membership on page 4036

• Recording IGMP Join and Leave Events on page 4043

• Limiting theNumberof IGMPMulticastGroup JoinsonLogical Interfacesonpage4044

• Tracing IGMP Protocol Traffic on page 4045

• Disabling IGMP on page 4047

Configuring IGMP

Before you begin:

1. Determine whether the router is directly attached to anymulticast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determinewhether toconfiguremulticast tousesparse, dense, or sparse-densemode.

Eachmode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-densemode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.
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6. Determine whether to configure multicast to use its own RPF routing table when

configuring PIM in sparse, dense, or sparse-densemode.

7. Configure the SAP and SDP protocols to listen formulticast session announcements.

See Configuring the Session Announcement Protocol.

To configure the Internet Group Management Protocol (IGMP), include the igmp

statement:

igmp {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-policy [ policy-names ];
immediate-leave;
oif-mapmap-name;
promiscuous-mode;
ssm-map ssm-map-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

Bydefault, IGMP is enabledonall interfacesonwhich youconfigureProtocol Independent

Multicast (PIM), and on all broadcast interfaces on which you configure the Distance

Vector Multicast Routing Protocol (DVMRP).
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NOTE: You can configure IGMP on an interfacewithout configuring PIM. PIM
is generally not needed on IGMPdownstream interfaces. Therefore, only one
“pseudo PIM interface” is created to represent all IGMP downstream
(IGMP-only) interfaces on the router. This reduces the amount of router
resources, such asmemory, that are consumed. Youmust configure PIM on
upstream IGMP interfaces to enablemulticast routing, perform reverse-path
forwarding for multicast data packets, populate themulticast forwarding
table for upstream interfaces, and in the case of bidirectional PIM and PIM
sparsemode, todistribute IGMPgroupmemberships intothemulticast routing
domain.

Enabling IGMP

The Internet Group Management Protocol (IGMP)manages multicast groups by

establishing, maintaining, and removing groups on a subnet. Multicast routing devices

use IGMP to learn which groups havemembers on each of their attached physical

networks. IGMPmust be enabled for the router to receive IPv4multicast packets. IGMP

isonlyneeded for IPv4networks, becausemulticast ishandleddifferently in IPv6networks.

IGMP is automatically enabled on all IPv4 interfaces on which you configure PIM and on

all IPv4 broadcast interfaces when you configure DVMRP.

If IGMP isnot runningonan interface—either becausePIMandDVMRParenot configured

on the interfaceor because IGMP is explicitly disabledon the interface—youcanexplicitly

enable IGMP.

To explicitly enable IGMP:

1. If PIMandDVMRPare not running on the interface, explicitly enable IGMPby including

the interface name.

[edit protocols igmp]
user@host# set interface fe-0/0/0.0

2. See if IGMP is disabled on any interfaces. In the following example, IGMP is disabled

on a Gigabit Ethernet interface.

[edit protocols igmp]
user@host# show
interface fe-0/0/0.0;
interface ge-1/0/0.0 {
disable;

}

3. Enable IGMP on the interface by deleting the disable statement.

[edit protocols igmp]
delete interface ge-1/0/0.0 disable

4. Verify the configuration.

[edit protocols igmp]
user@host# show
interface fe-0/0/0.0;

Copyright © 2014, Juniper Networks, Inc.4028

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



interface ge-1/0/0.0;

5. Verify the operation of IGMP on the interfaces by checking the output of the show

igmp interface command.

Related
Documentation

Understanding IGMP on page 3959•

• Disabling IGMP on page 4047

• show igmp interface on page 4298

Changing the IGMPVersion

By default, the routing device runs IGMPv2. Routing devices running different versions of

IGMP determine the lowest common version of IGMP that is supported by hosts on their

subnet and operate in that version.

To enable source-specific multicast (SSM) functionality, you must configure version 3

on thehostand thehost’sdirectly connected routingdevice. If a sourceaddress is specified

in a multicast group that is statically configured, the version must be set to IGMPv3.

If a static multicast group is configured with the source address defined, and the IGMP

version is configured to be version 2, the source is ignored and only the group is added.

In this case, the join is treated as an IGMPv2 group join.

If you configure the IGMP version setting at the individual interface hierarchy level, it

overrides the interface all statement.

If youhavealready configured the routingdevice to use IGMPversion 1 (IGMPv1) and then

configure it to use IGMPv2, the routingdevice continues touse IGMPv1 for up to6minutes

and then uses IGMPv2.

To change to IGMPv3 for SSM functionality:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/0/0 version 3

2. Verify the configuration by checking the version field in the output of the show igmp

interfaces command. The show igmp statistics command has version-specific output

fields, such as V1 Membership Report, V2 Membership Report, and V3 Membership

Report.

Related
Documentation

Understanding IGMP on page 3959•

• show pim interfaces on page 4358

• show igmp statistics on page 4302

• RFC 2236, Internet Group Management Protocol, Version 2

• RFC 3376, Internet Group Management Protocol, Version 3
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Modifying the IGMPHost-Query Message Interval

The objective of IGMP is to keep routers up to date with groupmembership of the entire

subnet. Routers need not knowwho all themembers are, only thatmembers exist. Each

host keeps track of which multicast groups are subscribed to. On each link, one router is

elected the querier. The IGMP querier router periodically sends general host-query

messages on each attached network to solicit membership information. Themessages

are sent to the all-systemsmulticast group address, 224.0.0.1.

The query interval, the response interval, and the robustness variable are related in that

they are all variables that are used to calculate the groupmembership timeout. The

groupmembership timeout is the number of seconds that must pass before amulticast

router determines that nomore members of a host group exist on a subnet. The group

membership timeout is calculated as the (robustness variable x query-interval) +

(query-response-interval). If no reports are received for a particular group before the

groupmembership timeout has expired, the routing device stops forwarding

remotely-originatedmulticast packets for that group onto the attached network.

Bydefault, host-querymessagesare sent every 125 seconds. You can change this interval

to change the number of IGMPmessages sent on the subnet.

Tomodify the query interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the IGMPQuery Interval field in the output of the

show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in

the output of the show igmp statistics command.

Related
Documentation

Understanding IGMP on page 3959•

• Modifying the IGMP Query Response Interval on page 4034

• Modifying the IGMP Robustness Variable on page 4035

• show igmp interface on page 4298

• show igmp statistics on page 4302

Modifying the IGMP Last-Member Query Interval

The last-memberquery interval is themaximumamountof timebetweengroup-specific

query messages, including those sent in response to leave-groupmessages. You can

configure this interval to change the amount of time it takes a routing device to detect

the loss of the last member of a group.

Copyright © 2014, Juniper Networks, Inc.4030

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



When the routing device that is serving as the querier receives a leave-groupmessage

from a host, the routing device sends multiple group-specific queries to the group being

left. Thequerier sendsaspecific numberof thesequeriesataspecific interval. Thenumber

of queries sent is called the last-member query count. The interval at which the queries

are sent is called the last-memberquery interval. Becauseboth settings are configurable,

you can adjust the leave latency. The IGMP leave latency is the time between a request

to leave amulticast group and the receipt of the last byte of data for themulticast group.

The last-member query count x (times) the last-member query interval = (equals) the

amount of time it takes a routing device to determine that the last member of a group

has left the group and to stop forwarding group traffic.

The default last-member query interval is 1 second. You can configure a subsecond

interval up to one digit to the right of the decimal point. The configurable range is 0.1

through 0.9, then in 1-second intervals 1 through 999,999.

Tomodify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response

to a group-specific query.

[edit protocols igmp]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the IGMP Last Member Query Interval field in the

output of the show igmp interfaces command.

NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Related
Documentation

Modifying the IGMP Robustness Variable on page 4035•

• show pim interfaces on page 4358

Specifying Immediate-Leave Host Removal for IGMP

The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships.When this setting is enabled, the routingdevice leaves themulticast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking,meaning that the device keeps track

of the hosts that send join messages. This allows IGMP to determine when the last host

sends a leavemessage for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entrywithout first sending IGMPgroup-specific queries to the interface.

The interface is pruned from themulticast tree for the multicast group specified in the

IGMP leavemessage. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even whenmultiplemulticast groups are

being used simultaneously.
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When immediate leave isdisabledandonehost sendsa leavegroupmessage, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from themulticast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

To enable immediate leave on an interface:

1. Configure immediate leave on the IGMP interface.

[edit protocols IGMP]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the

show igmp interface command.

Related
Documentation

Understanding IGMP on page 3959•

• show igmp interface on page 4298

Filtering Unwanted IGMPReports at the IGMP Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The

group-policy statement enables you to filter unwanted IGMP reports at the interface

level. When this statement is enabled on a router running IGMP version 2 (IGMPv2) or

version 3 (IGMPv3), after the router receives an IGMP report, the router compares the

groupagainst the specifiedgrouppolicy andperforms theactionconfigured in thatpolicy

(for example, rejects the report if the policy matches the defined address or network).

You define the policy to match only IGMP group addresses (for IGMPv2) by using the

policy's route-filter statement tomatch thegroupaddress.Youdefine thepolicy tomatch

IGMP (source, group) addresses (for IGMPv3) by using the policy's route-filter statement

to match the group address and the policy's source-address-filter statement to match

the source address.

To filter unwanted IGMP reports:

1. Configure an IGMPv2 policy.

[edit policy-statement reject_policy_v2]
user@host# set from route-filter 224.1.1.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
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user@host# set then reject

2. Configure an IGMPv3 policy.

[edit policy-statement reject_policy_v3]
user@host# set from route-filter 224.1.1.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

3. Apply the policies to the IGMP interfaces on which you prefer not to receive specific

group or (source, group) reports. In this example, ge-0/0/0.1 is running IGMPv2, and

ge-0/1/1.0 is running IGMPv3.

[edit protocols igmp]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v2
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v3

4. Verify the operation of the filter by checking the Rejected Report field in the output

of the show igmp statistics command.

Related
Documentation

Understanding IGMP on page 3959•

• Example: Configuring Policy Chains and Route Filters

• show igmp statistics on page 4302

Accepting IGMPMessages fromRemote Subnetworks

Bydefault, IGMP interfaces accept IGMPmessages only from the same subnet. Including

the promiscuous-mode statement enables the routing device to accept IGMPmessages

from indirectly connected subnets.

NOTE: When you enable IGMP on an unnumbered Ethernet interface that
uses a /32 loopback address as a donor address, youmust configure IGMP

promiscuousmode to accept the IGMP packets received on this interface.

NOTE: When enabling promiscuous-mode, all routers on the ethernet
segmentmust be configured with the promiscuousmode statement.
Otherwise, only the interface configured with lowest IPv4 address acts as
the querier for IGMP for this Ethernet segment.

To enable IGMP promiscuous mode on an interface:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/1/1.0 promiscuous-mode

2. Verify the configuration by checking the Promiscuous Mode field in the output of the

show igmp interface command.
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3. Verify the operation of the filter by checking the Rx non-local field in the output of the

show igmp statistics command.

Related
Documentation

Understanding IGMP on page 3959•

• Configuring the Loopback Interface in the JunosOSNetwork Interfaces Library for Routing

Devices

• show igmp interface on page 4298

• show igmp statistics on page 4302

Modifying the IGMPQuery Response Interval

The query response interval is the maximum amount of time that can elapse between

when the querier router sends a host-query message and when it receives a response

from a host. Configuring this interval allows you to adjust the burst peaks of IGMP

messages on the subnet. Set a larger interval tomake the traffic less bursty. Bursty traffic

refers toanunevenpatternofdata transmission: sometimesaveryhighdata transmission

rate, whereas at other times a very low data transmission rate.

The query response interval, the host-query interval, and the robustness variable are

related in that they are all variables that are used to calculate the groupmembership

timeout. Thegroupmembership timeout is thenumberof seconds thatmustpassbefore

a multicast router determines that nomore members of a host group exist on a subnet.

Thegroupmembership timeout is calculatedas the (robustness variable xquery-interval)

+ (query-response-interval). If no reports are received for a particular group before the

groupmembership timeout has expired, the routing device stops forwarding remotely

originatedmulticast packets for that group onto the attached network.

Thedefault query response interval is 10 seconds. Youcanconfigurea subsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

Tomodify the query response interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-response-interval 0.4

2. Verify the configuration by checking the IGMP Query Response Interval field in the

output of the show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in

the output of the show igmp statistics command.

Related
Documentation

Understanding IGMP on page 3959•

• Modifying the IGMP Host-Query Message Interval on page 4030

• Modifying the IGMP Robustness Variable on page 4035

• show igmp interface on page 4298
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• show igmp statistics on page 4302

Modifying the IGMPRobustness Variable

Fine-tune the IGMP robustness variable to allow for expected packet loss on a subnet.

The robust count automatically changes certain IGMPmessage intervals for IGMPv2 and

IGMPv3. Increasing the robust count allows for more packet loss but increases the leave

latency of the subnetwork.

When the query router receives an IGMP leavemessage on a shared network running

IGMPv2, the query router must send an IGMP group query message a specified number

of times. The number of IGMP group query messages sent is determined by the robust

count.

The value of the robustness variable is also used in calculating the following IGMP

message intervals:

• Groupmember interval—Amount of time that must pass before a multicast router

determines that there are nomore members of a group on a network. This interval is

calculated as follows: (robustness variable x query-interval) + (1 x

query-response-interval).

• Other querier present interval—The robust count is used to calculate the amount of

time thatmustpassbeforeamulticast routerdetermines that there is no longeranother

multicast router that is the querier. This interval is calculated as follows: (robustness

variable x query-interval) + (0.5 x query-response-interval).

• Last-member query count—Number of group-specific queries sent before the router

assumes there are no localmembers of a group. The number of queries is equal to the

value of the robustness variable.

In IGMPv3, a change of interface state causes the system to immediately transmit a

state-change report from that interface. In case the state-change report is missed by

one ormoremulticast routers, it is retransmitted. The number of times it is retransmitted

is the robust countminus one. In IGMPv3, the robust count is also a factor in determining

the groupmembership interval, the older version querier interval, and the other querier

present interval.

By default, the robustness variable is set to 2. Youmight want to increase this value if

you expect a subnet to lose packets.

The number can be from 2 through 10.

To change the value of the robustness variable:

1. Configure the robust count.

When you set the robust count, you are in effect configuring the number of times the

querier retries queries on the connected subnets.

[edit protocols igmp]
user@host# set robust-count 5

4035Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



2. Verify the configuration by checking the IGMP Robustness Count field in the output

of the show igmp interfaces command.

Related
Documentation

Modifying the IGMP Host-Query Message Interval on page 4030•

• Modifying the IGMP Query Response Interval on page 4034

• Modifying the IGMP Last-Member Query Interval on page 4030

• show pim interfaces on page 4358

• RFC 2236, Internet Group Management Protocol, Version 2

• RFC 3376, Internet Group Management Protocol, Version 3

Limiting theMaximum IGMPMessage Rate

This sectiondescribeshowtochange the limit for themaximumnumberof IGMPpackets

transmitted in 1 second by the router.

Increasing the maximum number of IGMP packets transmitted per secondmight be

useful on a router with a large number of interfaces participating in IGMP.

To change the limit for the maximum number of IGMP packets the router can transmit

in 1 second, include themaximum-transmit-rate statement and specify the maximum

number of packets per second to be transmitted.

Related
Documentation

maximum-transmit-rate (Protocols IGMP) on page 4192•

Enabling IGMP Static GroupMembership

You can create IGMP static groupmembership to test multicast forwarding without a

receiver host. When you enable IGMP static groupmembership, data is forwarded to an

interface without that interface receiving membership reports from downstream hosts.

The router on which you enable static IGMP groupmembership must be the designated

router (DR) for the subnet. Otherwise, traffic does not flow downstream.

When enabling IGMP static groupmembership, you cannot configure multiple groups

using the group-count, group-increment, source-count, and source-increment statements

if the all option is specified as the IGMP interface.

Class-of-service (CoS)adjustment isnot supportedwith IGMPstaticgroupmembership.

In this example, you create static group 225.1.1.1.

1. On the DR, configure the static groups to be created by including the static statement

and group statement and specifying which IP multicast address of the group to be

created. When creating groups individually, you must specify a unique address for

each group.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1
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2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1 ;

}
}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

NOTE: When you configure static IGMP group entries on point-to-point links
that connect routing devices to a rendezvous point (RP), the static IGMP
group entries do not generate join messages toward the RP.

When you create IGMP static groupmembership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of static groupsbeautomatically created. This is usefulwhen youwant to test forwarding

to multiple receivers without having to configure each receiver separately.

In this example, you create three groups.

1. On the DR, configure the number of static groups to be created by including the

group-count statement and specifying the number of groups to be created.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 group-count 3

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1 {
group-count 3;

}
}

}

3. After you have committed the configuration and after the source is sending traffic,

use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.2, and

225.1.1.3 have been created.

user@host> show igmp group
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Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.2
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.3
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

When you create IGMP static groupmembership to test multicast forwarding on an

interface onwhich youwant to receivemulticast traffic, you can also configure the group

address to be automatically incremented for each group created. This is useful when

youwant to test forwarding tomultiple receiverswithouthaving toconfigureeach receiver

separately and when you do not want the group addresses to be sequential.

In this example, you create three groups and increase the group address by an increment

of two for each group.

1. On the DR, configure the group address increment by including the group-increment

statement and specifying the number by which the address should be incremented

for each group. The increment is specified in dotted decimal notation similar to an

IPv4 address.

[edit protocols igmp]
user@host#set interface fe-0/1/2staticgroup225.1.1.1 group-count3group-increment
0.0.0.2

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
group-increment 0.0.0.2;
group-count 3;

}
}

}

3. After you have committed the configuration and after the source is sending traffic,

use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.3, and

225.1.1.5 have been created.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.3
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         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.5
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

When you create IGMP static groupmembership to test multicast forwarding on an

interface on which you want to receive multicast traffic, and your network is operating

in source-specific multicast (SSM)mode, you can also specify that themulticast source

address be accepted. This is useful when you want to test forwarding to multicast

receivers from a specific multicast source.

If you specify a group address in the SSM range, youmust also specify a source.

If a source address is specified in amulticast group that is statically configured, the IGMP

version on the interface must be set to IGMPv3. IGMPv2 is the default value.

In this example, you create group 225.1.1.1 and accept IP address 10.0.0.2 as the only

source.

1. On the DR, configure the source address by including the source statement and

specifying the IPv4 address of the source host.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created and

that source 10.0.0.2 has been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
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When you create IGMP static groupmembership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of multicast sources be automatically accepted. This is useful when you want to test

forwarding to multicast receivers frommore than one specified multicast source.

In this example, you create group 255.1.1.1 and accept addresses 10.0.0.2, 10.0.0.3, and

10.0.0.4 as the sources.

1. On the DR, configure the number of multicast source addresses to be accepted by

including the source-count statement and specifying the number of sources to be

accepted.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2 {
source-count 3;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created and

that sources 10.0.0.2, 10.0.0.3, and 10.0.0.4 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.3
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.4
         Last reported by: Local
         Timeout: 0 Type: Static
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When you configure static groups on an interface onwhich youwant to receivemulticast

traffic, and specify that a number of multicast sources be automatically accepted, you

canalso specify thenumberbywhich theaddress shouldbe incremented for each source

accepted. This is useful when you want to test forwarding to multiple receivers without

having to configure each receiver separately and you do not want the source addresses

to be sequential.

In this example, you create group 225.1.1.1 and accept addresses 10.0.0.2, 10.0.0.4, and

10.0.0.6 as the sources.

1. Configure the multicast source address increment by including the source-increment

statement and specifying the number by which the address should be incremented

for each source. The increment is specified in dotted decimal notation similar to an

IPv4 address.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3 source-increment 0.0.0.2

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2 {
source-count 3;
source-increment 0.0.0.2;

}
}

}
}

3. After you have committed the configuration and after the source is sending traffic,

use the showigmpgroupcommand toverify that static group225.1.1.1 hasbeencreated

and that sources 10.0.0.2, 10.0.0.4, and 10.0.0.6 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.4
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.6
         Last reported by: Local
         Timeout: 0 Type: Static
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When you configure static groups on an interface onwhich youwant to receivemulticast

traffic and your network is operating in source-specific multicast (SSM)mode, you can

specify that certain multicast source addresses be excluded.

By default the multicast source address configured in a static group operates in include

mode. In includemode themulticast traffic for the group is accepted from the source

address configured. You can also configure the static group to operate in excludemode.

In excludemode themulticast traffic for the group is accepted from any address other

than the source address configured.

If a source address is specified in amulticast group that is statically configured, the IGMP

version on the interface must be set to IGMPv3. IGMPv2 is the default value.

In this example, you exclude address 10.0.0.2 as a source for group 225.1.1.1.

1. On the DR, configure amulticast static group to operate in excludemode by including

the exclude statement and specifying which IPv4 source address to exclude.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 exclude source 10.0.0.2

2. After youcommit theconfiguration,use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
exclude;
source 10.0.0.2;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group detail command to verify that static group 225.1.1.1 has been created

and that the static group is operating in excludemode.

user@host> show igmp group detail
Interface: fe-0/1/2
     Group: 225.1.1.1
         Group mode: Exclude
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

Related
Documentation

Enabling MLD Static Group Membership on page 4070•

• group (Protocols IGMP) on page 4184

• group-count (Protocols IGMP) on page 4185

• group-increment (Protocols IGMP) on page 4185

• source-count (Protocols IGMP) on page 4199
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• source-increment (Protocols IGMP) on page 4199

• static (Protocols IGMP) on page 4200

Recording IGMP Join and Leave Events

To determinewhether IGMP tuning is needed in a network, you can configure the routing

device to record IGMP join and leaveevents. Youcan recordevents globally for the routing

device or for individual interfaces.

Table 302 on page 4043 describes the recordable IGMP events.

Table 302: IGMP Event Messages

DefinitionERRMSG Tag

Records IGMP join events.RPD_IGMP_JOIN

Records IGMP leave events.RPD_IGMP_LEAVE

Records when IGMP accounting is enabled on an IGMP interface.RPD_IGMP_ACCOUNTING_ON

Records when IGMP accounting is disabled on an IGMP interface.RPD_IGMP_ACCOUNTING_OFF

Records IGMPmembership timeout events.RPD_IGMP_MEMBERSHIP_TIMEOUT

To enable IGMP accounting:

1. Enableaccountinggloballyoronan IGMP interface.This exampleshowsbothoptions.

[edit protocols igmp]
user@host# set accounting
user@host# set interface fe-0/1/0.2 accounting

2. Configure the events to be recorded and filter the events to a system log file with a

descriptive filename, such as igmp-events.

[edit system syslog file igmp-events]
user@host# set any info
user@host# setmatch “.*RPD_IGMP_JOIN.* | .*RPD_IGMP_LEAVE.* |
.*RPD_IGMP_ACCOUNTING.* | .*RPD_IGMP_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.

This example rotates the file size when it reaches 100 KB and keeps three files.

[edit system syslog file igmp-events]
user@host# set archive size 100000
user@host# set archive files 3
user@host# set archive archive-sites “ftp://user@host1//var/tmp” password
“anonymous”

user@host# set archive archive-sites “ftp://user@host2//var/tmp” password “test”
user@host# set archive transfer-interval 24
user@host# set archive start-time 2011-01-07:12:30
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4. You canmonitor the system log file as entries are added to the file by running the

monitor start andmonitor stop commands.

user@host>monitor start igmp-events

*** igmp-events ***
Apr 16 13:08:23  host mgd[16416]: UI_CMDLINE_READ_LINE: User 'user', command 
'run monitor start igmp-events '
monitor 

Related
Documentation

Understanding IGMP on page 3959•

• Specifying Log File Size, Number, and Archiving Properties on page 6139

Limiting the Number of IGMPMulticast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of IGMPmulticast group joins

for logical interfaces.When this statement is enabled on a router running IGMP version 2

(IGMPv2) or version 3 (IGMPv3), the limit is applied upon receipt of the group report.

Once the group limit is reached, subsequent join requests are rejected.

When configuring limits for IGMPmulticast groups, keep the following in mind:

• Each any-source group (*,G) counts as one group toward the limit.

• Each source-specific group (S,G) counts as one group toward the limit.

• Groups in IGMPv3 excludemode are counted toward the limit.

• Multiple source-specific groups count individually toward the group limit, even if they

are for the same group. For example, (S1, G1) and (S2, G1) would count as two groups

toward the configured limit.

• Combinations of any-source groups and source-specific groups count individually

toward the group limit, even if they are for the same group. For example, (*, G1) and

(S, G1) would count as two groups toward the configured limit.

• Configuring and committing a group limit on a network that is lower thanwhat already

exists on the network results in the removal of all groups from the configuration. The

groups must then request to rejoin the network (up to the newly configured group

limit).

• You can dynamically limit multicast groups on IGMP logical interfaces using dynamic

profiles.

Beginningwith JunosOS 12.2, youcanoptionally configurea system logwarning threshold

for IGMPmulticast group joins received on the logical interface. It is helpful to review the

system logmessages for troubleshooting purposes and to detect if an excessive amount

of IGMPmulticast group joins have been received on the interface. These log messages

conveywhentheconfiguredgroup limithasbeenexceeded,whentheconfigured threshold

hasbeenexceeded, andwhen thenumberof groupsdropbelowtheconfigured threshold.

Thegroup-threshold statementenables you toconfigure the thresholdatwhichawarning

message is logged. The range is 1 through 100 percent. The warning threshold is a

percentageof thegroup limit, soyoumustconfigure thegroup-limitstatement toconfigure
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a warning threshold. For instance, when the number of groups exceed the configured

warning threshold, but remainbelowtheconfiguredgroup limit,multicast groupscontinue

to be accepted, and the device logs the warning message. In addition, the device logs a

warningmessageafter thenumberofgroupsdropbelowtheconfiguredwarning threshold.

You can further specify the amount of time (in seconds) between the log messages by

configuring the log-interval statement. The range is 6 through 32,767 seconds.

Youmight consider throttling log messages because every entry added after the

configured threshold and every entry rejected after the configured limit causes awarning

message tobe logged.By configuringa log interval, youcan throttle theamountof system

log warning messages generated for IGMPmulticast group joins.

To limit multicast group joins on an IGMP logical interface:

1. Access the logical interface at the IGMP protocol hierarchy level.

[edit]
user@host# edit protocols igmp interface interface-name

2. Specify the group limit for the interface.

[edit protocols igmp interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols igmp interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols igmp interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocols igmp command. To verify the

operation of IGMP on the interface, including the configured group limit and the optional

warning threshold and interval between log messages, use the show igmp interface

command.

Related
Documentation

Enabling IGMP Static Group Membership on page 4036•

Tracing IGMP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

suchas the various typesof routingprotocol packets sent and received, and routingpolicy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace notifications.client-notification

4045Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



DescriptionFlag

Trace general flow.general

Trace group operations.group

Trace host notifications.host-notification

Trace leave groupmessages (IGMPv2 only).leave

Tracemtrace packets. Use themtrace command to
troubleshoot the software.

mtrace

Trace normal events.normal

Trace all IGMP packets.packets

Trace policy processing.policy

Trace IGMPmembership query messages, including
general and group-specific queries.

query

Tracemembership report messages.report

Trace routing information.route

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on IGMP packets of a particular type. To configure tracing

operations for IGMP:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the IGMP trace file.

[edit protocols igmp traceoptions]
user@host# set file igmp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols igmp traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.
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[edit protocols igmp traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols igmp traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular

multicast group. The following example shows how to flag all events for packets

associated with the group IP address.

[edit protocols igmp traceoptions]
user@host# set flag group |match 232.1.1.2

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/igmp-trace

Related
Documentation

Understanding IGMP on page 3959•

• Junos OS Tracing and Logging Operations in the Junos OS Administration Library for

Routing Devices

• mtrace on page 4281 in the CLI Explorer

Disabling IGMP

To disable IGMP on an interface, include the disable statement:

disable;

You can include this statement at the following hierarchy levels:

• [edit protocols igmp interface interface-name]

• [edit logical-systems logical-system-name protocols igmp interface interface-name]

Related
Documentation

Enabling IGMP on page 4028•

IGMP Snooping

• Configuring IGMP Snooping on page 4048

• Example: Configuring IGMP Snooping on page 4049

• Using a Switch as an IGMPQuerier on page 4051
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Configuring IGMP Snooping

With IGMP snooping enabled, a switchmonitors the IGMP (Internet GroupManagement

Protocol) traffic between hosts andmulticast routers and uses what it learns to forward

multicast traffic to only the downstream interfaces that are connected to interested

receivers. This conserves bandwidth by allowing the switch to sendmulticast traffic to

only those interfaces that are connected to devices that want to receive the traffic

(instead of flooding the traffic to all the downstream VLAN interfaces).

NOTE: You cannot configure IGMP snooping on a secondary VLAN.

To enable IGMP snooping and configure individual options as needed for your network

by using the CLI:

1. Enable IGMP snooping on a VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan

2. Configure the switch to immediately remove groupmembership from interfaces on

a VLANwhen it receives a leavemessage through that VLAN, and have it not forward

any membership queries for the multicast group to the VLAN (IGMPv2 only):

[edit protocols]
user@switch# set igmp-snooping vlan vlan-name immediate-leave

3. Configure an interface to belong to amulticast group:

[edit protocols]
user@switch# set igmp-snooping vlan-name interface interface-name static group
group-address

4. Configure an interface to forward IGMP queries received frommulticast routers.

[edit protocols]
user@switch# set igmp-snooping vlan vlan-name interface interface-name
multicast-router-interface

5. Configure the switch to wait for four timeout intervals before timing out a multicast

group on a VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan vlan-name robust-count 4

6. If you want the switch to act as an IGMP querier, enter the following:

[edit protocols]
user@switch# set igmp-snoopingvlanvlan-name igmp-queriersource-addresssourceaddress

The switch uses the address that you configure as the source address in the IGMP

queries that it sends. If there are any multicast routers on the same local network,

make sure the source address for the IGMP querier is greater (a higher number) than

the IP addresses for those routers on the network. This ensures that switch is always

the IGMP querier on the network.

NOTE: The igmp-querier statement is not supported on QFabric systems.
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Related
Documentation

IGMP Snooping Overview on page 3962•

• Example: Configuring IGMP Snooping on page 4049

• Changing the IGMP Snooping Group Timeout Value on page 4051

• Monitoring IGMP Snooping on page 4257

Example: Configuring IGMP Snooping

With IGMP snooping enabled, a switchmonitors the IGMP (Internet GroupManagement

Protocol) traffic between hosts andmulticast routers and uses what it learns to forward

multicast traffic to only the downstream interfaces that are connected to interested

receivers. This conserves bandwidth by allowing the switch to sendmulticast traffic to

only those interfaces that are connected to devices that want to receive the traffic

(instead of flooding the traffic to all the downstream VLAN interfaces).

This example describes how to configure IGMP snooping:

• Requirements on page 4049

• Overview and Topology on page 4049

• Configuration on page 4050

Requirements

This example requires Junos OS Release 11.1 or later on a QFX Series product.

Before you configure IGMP snooping, be sure you have:

• Configured the employee-vlan VLAN

• Assigned interfaces ge-0/0/1, ge-0/0/2, and ge-0/0/3 to employee-vlan

Overview and Topology

In this example you configure an interface to receive multicast traffic from a source and

configure somemulticast-related behavior for downstream interfaces. The example

assumes that IGMP snooping was previously disabled for the VLAN.

Table 303 on page 4049 shows the components of the topology for this example.

Table 303: Components of the IGMP Snooping Topology

SettingsComponents

employee-vlan, tag 20VLAN name

ge-0/0/1, ge-0/0/2, ge-0/0/3Interfaces in employee-vlan

225.100.100.100Multicast IP address for employee-vlan
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Configuration

To configure basic IGMP snooping on a switch:

CLI Quick
Configuration

To quickly configure IGMP snooping, copy the following commands and paste them into

a terminal window:

[edit protocols]
set igmp-snooping vlan employee-vlan
set igmp-snooping vlan employee-vlan interface ge-0/0/3 static group 225.100.100.100
set igmp-snooping vlan employee-vlan interface ge-0/0/2multicast-router-interface
set igmp-snooping vlan employee-vlan robust-count 4

Step-by-Step
Procedure

Configure IGMP snooping:

1. Enable and configure IGMP snooping on the VLAN employee-vlan:

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan

2. Configure a interface to belong to amulticast group:

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan interface ge-0/0/3 static group
225.100.100.100

3. Configure an interface to forward IGMP queries received frommulticast routers.

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan interface ge-0/0/2
multicast-router-interface

4. Configure the switch towait for four timeout intervals before timing out amulticast

group on a VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan robust-count 4

Results Check the results of the configuration:

user@switch# show protocols igmp-snooping
vlan employee-vlan {
robust-count 4;
}
interface ge-0/0/2 {
multicast-router-interface;

}
interface ge-0/0/3 {
static {
group 255.100.100.100;

}
}

}

Related
Documentation

IGMP Snooping Overview on page 3962•

• Configuring IGMP Snooping on page 4048

• Changing the IGMP Snooping Group Timeout Value on page 4051

• Monitoring IGMP Snooping on page 4257
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• Example: Setting Up Bridging with Multiple VLANs on page 1451.

Using a Switch as an IGMPQuerier

If IGMP snooping is enabled on a pure Layer 2 a local network (that is, Layer 3 is not

enabledon thenetwork), and there isnotmulticast router in thenetwork,multicast traffic

might not be properly forwarded through the network. This problem occurs if the local

network is configured such that multicast traffic must be forwarded between switches

in order to reach amulticast receiver. In this case, an upstream switch does not forward

multicast traffic to a downstream switch (and therefore to the multicast receivers

attached to the downstream switch) because the downstream switch does not forward

IGMP reports to the upstream switch. You can solve this problem by configuring one of

the switches to be an IGMP querier. This switch sends periodic general query packets to

all the switches in the network, which ensures that the snoopingmembership tables are

updated and prevents any multicast traffic loss.

If you configure multiple switches to be IGMP queriers, the switch with the highest

(greatest) IGMP querier source address takes precedence and acts as the querier.

Switches with lower IGMP querier source addresses stop sending IGMP queries unless

they do not receive IGMP queries for 255 seconds. If a switch with a lower IGMP querier

source address does not receive any IGMP queries during that period, it starts sending

queries again.

To configure a switch to act as an IGMP querier, enter the following:

[edit protocols]
user@switch# set igmp-snooping vlan vlan-name igmp-querier source-address source address

NOTE: The igmp-querier statement is not supported on QFabric systems.

Related
Documentation

IGMP Snooping Overview on page 3962•

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• Changing the IGMP Snooping Group Timeout Value on page 4051

• Monitoring IGMP Snooping on page 4257

IGMP Snooping (Original CLI Only)

• Changing the IGMP Snooping Group Timeout Value on page 4051

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

• Example: Configuring Multicast VLAN Registration on page 4054

Changing the IGMP Snooping Group Timeout Value

The IGMP snooping group timeout value determines how long a switch waits to receive

an IGMP query from amulticast router before removing amulticast group from its
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multicast cache table. A switch calculates the timeout value by using the query-interval

and query-response-interval values.

When you enable IGMP snooping, the query-interval and query-response-interval values

are applied to all VLANs on the switch. The values are:

• query-interval—125 seconds

• query-response-interval—10 seconds

The switch automatically calculates the group timeout value for an IGMP

snooping-enabled switch by multiplying the query-interval value by 2 (the default

robust-count value) and then adding the query-response-interval value. By default, the

switch waits 260 seconds to receive an IGMP query before removing amulticast group

from its multicast cache table: (125 x 2) + 10 = 260.

Youcanmodify thegroup timeout valuebychanging the robust-count value. For example,

if you want the system to wait 510 seconds before timing groups out—(125 x 4) + 10 =

510—enter this command:

[edit protocols]
user@switch# set igmp-snooping vlan employee-vlan robust-count (IGMP Snooping) 4

Related
Documentation

Verifying the IGMP Snooping Group Timeout Value on page 4258•

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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ConfiguringMulticast VLAN Registration (CLI Procedure)

Multicast VLAN registration (MVR) enables hosts that are not part of amulticast source

VLAN (MVLAN) to still receive multicast streams from the MVLAN, allowing an MVLAN

to be shared across a Layer 2 network. Hosts remain in their own VLANs for bandwidth

and security reasons but are able to receive multicast streams from the MVLAN.

You can configure one ormore VLANs on a switch to beMVLANs orMVR receiver VLANs.

By default, MVR is not configured on EX Series switches and the QFX Series.

NOTE: MVR is supported on VLANs running IGMP version 2 (IGMPv2) only.

NOTE: When you configure MVR, the following restrictions apply:

• You cannot enablemulticast protocols on VLAN interfaces that are
members of MVLANs.

• If you configure anMVLAN in proxymode, IGMP snooping proxymode is
automatically enabledonallMVR receiverVLANsof thisMVLAN. If aVLAN
is an MVR receiver VLAN for multiple MVLANs, all of the MVLANsmust
have proxymode enabled or all must have proxymode disabled. You can
enable proxymode only on VLANs that are configured as MVR source
VLANs and that are not configured for Q-in-Q tunneling.

• After you configure a VLAN as anMVLAN, that VLAN is no longer available
for other uses.

To configure MVR:

1. Configure the VLAN namedmv0 to be an MVLAN:

[edit protocols]
user@switch# set igmp-snooping vlanmv0 data-forwarding source groups
225.10.0.0/16

2. Configure the MVLANmv0 to be a proxy VLAN:

[edit protocols]
user@switch# set igmp-snooping vlanmv0 proxy source-address 10.0.0.1

3. Configure the VLAN named v2 to be an MVR receiver VLANwith mv0 as its source:

[edit protocols]
user@switch# set igmp-snooping vlan v2 data-forwarding receiver source-vlansmv0

4. Install forwarding entries in the MVR receiver VLAN:

[edit protocols]
user@switch# set igmp-snooping vlanmv0 data-forwarding receiver install

Related
Documentation

Example: Configuring Multicast VLAN Registration on page 4054•
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• Understanding Multicast VLAN Registration on page 3974

Example: ConfiguringMulticast VLAN Registration

Multicast VLAN registration (MVR) enables hosts that are not part of a multicast VLAN

(MVLAN) to receivemulticast streams from theMVLAN, which enable theMVLAN to be

shared across the Layer 2 network and eliminate the need to send duplicate multicast

streams to each requesting VLAN in the network. Hosts remain in their own VLANs for

bandwidth and security reasons.

This example describes how to configureMVRonEXSeries switches and theQFXSeries.

• Requirements on page 4054

• Overview and Topology on page 4054

• Configuration on page 4057

Requirements

This example uses the following hardware and software components:

• One EX Series switch or the QFX Series

• Junos OS Release 9.6 or later for EX Series switches or Junos OS Release 12.3 or later

for the QFX Series

Before you configure MVR, be sure you have:

• Configured two or more VLANs on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• “Example: Setting Up BridgingwithMultiple VLANs” on page 1451 for theQFX Series

• Connected the switch to a network that can transmit IPTVmulticast streams from a

video server.

• Connected a host that is capable of receiving IPTVmulticast streams to an interface

in one of the VLANs.

Overview and Topology

In a standard Layer 2 network, a multicast stream received on one VLAN is never

distributed to interfaces outside that VLAN. If hosts in multiple VLANs request the same

multicast stream,a separate copyof thatmulticast stream isdistributed to the requesting

VLANs.

MVR introduces the concept of amulticast source VLAN (MVLAN), which is created by

MVRandbecomes theonlyVLANoverwhichmulticast traffic flows throughout the Layer

2 network. Multicast traffic can then be selectively forwarded from interfaces on the

MVLAN (source ports) to hosts that are connected to interfaces (multicast receiver

ports) that are not part of the multicast source VLAN. When you configure an MVLAN,

you assign a range of multicast group addresses to it. You then configure other VLANs
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to be MVR receiver VLANs, which receive multicast streams from the MVLAN. The MVR

receiver ports comprise all the interfaces that exist on any of the MVR receiver VLANs.

You can configure MVR to operate in one of twomodes: transparent mode (the default

mode) or proxy mode. Both modes enable MVR to forward only one copy of a multicast

stream to the Layer 2 network.

In transparent mode, the switch receives one copy of each IPTVmulticast stream and

then replicates the stream only to those hosts that want to receive it, while forwarding

allother typesofmulticast trafficwithoutmodification.Figure 137onpage4056showshow

MVR operates in transparent mode.

In proxymode, the switch acts as a proxy for the IGMPmulticast router in theMVLAN for

MVR groupmemberships established in the MVR receiver VLANs and generates and

sends IGMPpackets into theMVLANasneeded.Figure 138onpage4057showshowMVR

operates in proxy mode.

This example shows how to configure MVR in both transparent mode and proxy mode

on an EX Series switch or the QFX Series. The topology includes a video server that is

connected to amulticast router, which in turn forwards the IPTVmulticast traffic in the

MVLAN to the Layer 2 network.

Figure 137 onpage4056 shows theMVR topology in transparentmode. InterfacesP1 and

P2 on Switch C belong to service VLAN s0 and MVLANmv0. Interface P4 of Switch C

also belongs to service VLAN s0. In the upstreamdirection of the network, only non-IPTV

traffic is being carried in individual customer VLANs of service VLAN s0. VLAN c0 is an

example of this type of customer VLAN. IPTV traffic is being carried on MVLANmv0. If

any host on any customerVLANconnected to port P4 requests anMVRstream, SwitchC

takes the stream fromVLANmv0 and replicates that stream onto port P4with tagmv0.

IPTV traffic, along with other network traffic, flows from port P4 out to the Digital

Subscriber Line Access Multiplexer (DSLAM) D1.
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Figure 137: MVR Topology in Transparent Mode

Figure 138 on page 4057 shows theMVR topology in proxymode. Interfaces P1 andP2 on

Switch C belong to MVLANmv0 and customer VLAN c0. Interface P4 on Switch C is an

accessport of customerVLANc0. In theupstreamdirectionof thenetwork, onlynon-IPTV

traffic is beingcarriedoncustomerVLANc0.Any IPTV traffic requestedbyhostsonVLAN

c0 is replicated untagged to port P4 based on streams received in MVLANmv0. IPTV

traffic flows from port P4 out to an IPTV-enabled device in Host H1. Other traffic, such

as data and voice traffic, also flows from port P4 to other network devices in Host H1.
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Figure 138: MVR Topology in ProxyMode

For information on VLAN tagging, see the topic for your platform:

• Understanding Bridging and VLANs on EX Series Switches

• “Understanding Bridging and VLANs” on page 1402 on the QFX Series

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit protocols

igmp-snooping] hierarchy level.

set vlanmv0 data-forwarding source groups 225.10.0.0/16
set vlan v2 data-forwarding receiver source-vlansmv0
set vlan v2 data-forwarding receiver install
set vlanmv0 proxy source-address 10.1.1.1
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Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure MVR:

1. Configure VLANmv0 to be an MVLAN:

[edit protocols igmp-snooping]
user@switch# set vlanmv0 data-forwarding source groups 225.10.0.0/16

2. Configure VLAN v2 to be amulticast receiver VLANwith mv0 as its source:

[edit protocols igmp-snooping]
user@switch# set vlan v2 data-forwarding receiver source-vlansmv0

3. (Optional) Install forwarding entries in the multicast receiver VLAN v2:

[edit protocols igmp-snooping]
user@switch# set vlan v2 data-forwarding receiver install

4. (Optional) Configure MVR in proxy mode:

[edit protocols igmp-snooping]
user@switch# set vlanmv0 proxy source-address 10.1.1.1

Results From configurationmode, confirm your configuration by entering the show command at

the [edit protocols igmp-snooping] hierarchy level. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

[edit protocols igmp-snooping]
user@switch# show
vlanmv0 {
proxy {
source-address 10.1.1.1;

}
data-forwarding {
source {
groups 225.10.0.0/16;

}
}

}
vlan v2 {
data-forwarding {
receiver {
source-vlansmv0;
install;

}
}

}

Related
Documentation

Configuring Multicast VLAN Registration (CLI Procedure) on page 4053•

• Understanding Multicast VLAN Registration on page 3974

Copyright © 2014, Juniper Networks, Inc.4058

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



IGMP Snooping (ELS CLI Only)

• Configuring VLAN-Specific IGMP Snooping Parameters on page 4059

Configuring VLAN-Specific IGMP Snooping Parameters

All of the IGMPsnooping statements configuredwith the igmp-snooping statement,with

the exception of the traceoptions statement, can be qualified with the same statement

at the VLAN level. To configure IGMP snooping parameters at the VLAN level, include

the vlan statement:

vlan vlan-id;
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

}

You can include this statement at the following hierarchy levels:

• [edit bridge-domains bridge-domain-name protocols igmp-snooping]

• [edit routing-instances routing-instance-name bridge-domains bridge-domain-name

protocols igmp-snooping]

Related
Documentation

Multicast Overview•

• Understanding Multicast Snooping

MLD

• Examples: Configuring MLD on page 4059

Examples: ConfiguringMLD

• Understanding MLD on page 4060

• Configuring MLD on page 4063

• Enabling MLD on page 4064
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• Modifying the MLD Version on page 4065

• Modifying the MLD Host-Query Message Interval on page 4065

• Modifying the MLD Query Response Interval on page 4066

• Modifying the MLD Last-Member Query Interval on page 4066

• Specifying Immediate-Leave Host Removal for MLD on page 4067

• Filtering Unwanted MLD Reports at the MLD Interface Level on page 4068

• Example: Modifying the MLD Robustness Variable on page 4069

• Limiting the MaximumMLDMessage Rate on page 4070

• Enabling MLD Static Group Membership on page 4070

• Example: Recording MLD Join and Leave Events on page 4077

• Configuring theNumberofMLDMulticastGroupJoinsonLogical Interfacesonpage4079

• Tracing MLD Protocol Traffic on page 4081

• Disabling MLD on page 4082

UnderstandingMLD

TheMulticast Listener Discovery (MLD) Protocolmanages themembership of hosts and

routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for

each of their attached physical networks, which groups have interested listeners. Each

routing device maintains a list of host multicast addresses that have listeners for each

subnetwork, as well as a timer for each address. However, the routing device does not

need to know the address of each listener—just the address of each host. The routing

device provides addresses to the multicast routing protocol it uses, which ensures that

multicast packets are delivered to all subnetworks where there are interested listeners.

In this way, MLD is used as the transport for the Protocol Independent Multicast (PIM)

Protocol.

MLD is an integral part of IPv6 andmust be enabled on all IPv6 routing devices and hosts

that need to receive IP multicast traffic. The Junos OS supports MLD versions 1 and 2.

Version 2 is supported for source-specific multicast (SSM) include and excludemodes.

In includemode, the receiver specifies the source or sources it is interested in receiving

the multicast group traffic from. Excludemode works the opposite of includemode. It

allows the receiver to specify the source or sources it is not interested in receiving the

multicast group traffic from.

For each attached network, a multicast routing device can be either a querier or a

nonquerier. A querier routing device, usually one per subnet, solicits groupmembership

information by transmitting MLD queries. When a host reports to the querier routing

device that it has interested listeners, thequerier routingdevice forwards themembership

information to the rendezvous point (RP) routing device by means of the receiver's

(host's) designated router (DR). This builds the rendezvous-point tree (RPT) connecting

the hostwith interested listeners to theRP routing device. TheRPT is the initial path used

by the sender to transmit information to the interested listeners. Nonquerier routing

devices do not transmit MLD queries on a subnet but can do so if the querier routing

device fails.
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All MLD-configured routing devices start as querier routing devices on each attached

subnet(seeFigure 126onpage3966).Thequerier routingdeviceonthe right is the receiver's

DR.

Figure 139: Routing Devices Start Up on a Subnet

To elect the querier routing device, the routing devices exchange query messages

containing their IPv6 source addresses. If a routing device hears a querymessagewhose

IPv6 source address is numerically lower than its own selected address, it becomes a

nonquerier. In Figure 127 onpage 3967, the routing device on the left has a source address

numerically lower than the one on the right and therefore becomes the querier routing

device.

NOTE: In thepracticalapplicationofMLD, several routingdevicesonasubnet
are nonqueriers. If the elected querier routing device fails, query messages
are exchangedamong the remaining routingdevices. The routingdevicewith
the lowest IPv6 source address becomes the newquerier routing device. The
IPv6 Neighbor Discovery Protocol (NDP) implementation drops incoming
Neighbor Announcement (NA)messages that have a broadcast ormulticast
address in the target link-layeraddressoption.Thisbehavior is recommended
by RFC 2461.

Figure 140: Querier Routing Device Is Determined

Thequerier routingdevicesendsgeneralMLDquerieson the link-scopeall-nodesmulticast

address FF02::1 at short intervals to all attached subnets to solicit groupmembership

information (see Figure 128 on page 3967). Within the query message is themaximum

response delay value, specifying the maximum allowed delay for the host to respond

with a report message.
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Figure 141: General Query Message Is Issued

If interested listeners are attached to the host receiving the query, the host sends a report

containing the host's IPv6 address to the routing device (see Figure 129 on page 3967). If

the reported address is not yet in the routing device's list of multicast addresses with

interested listeners, the address is added to the list and a timer is set for the address. If

the address is already on the list, the timer is reset. The host's address is transmitted to

the RP in the PIM domain.

Figure 142: Reports Are Received by the Querier Routing Device

If the host has no interestedmulticast listeners, it sends a donemessage to the querier

routing device. On receipt, the querier routing device issues amulticast address-specific

query containing the last listenerquery interval value to themulticast address of the host.

If the routing device does not receive a report from themulticast address, it removes the

multicast address from the list and notifies the RP in the PIM domain of its removal (see

Figure 130 on page 3968).

Figure 143: Host HasNo Interested Receivers and Sends aDoneMessage
to Routing Device

If a donemessage is not received by the querier routing device, the querier routing device

continues to sendmulticast address-specific queries. If the timer set for the address on

receipt of the last report expires, the querier routing device assumes there are no longer

interested listeners on that subnet, removes the multicast address from the list, and

notifies the RP in the PIM domain of its removal (see Figure 131 on page 3968).
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Figure 144: Host Address Timer Expires and Address Is Removed from
Multicast Address List

ConfiguringMLD

Toconfigure theMulticast ListenerDiscovery (MLD)Protocol, include themld statement:

mld {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-policy [ policy-names ];
immediate-leave;
oif-map [map-names ];
passive;
ssm-map ssm-map-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
maximum-transmit-rate packets-per-second;
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

By default, MLD is enabled on all broadcast interfaces when you configure Protocol

IndependentMulticast (PIM)or theDistanceVectorMulticastRoutingProtocol (DVMRP).
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EnablingMLD

The Multicast Listener Discovery (MLD) Protocol manages multicast groups by

establishing, maintaining, and removing groups on a subnet. Multicast routing devices

useMLDto learnwhichgroupshavemembersoneachof their attachedphysicalnetworks.

MLDmustbeenabled for the router to receive IPv6multicastpackets.MLD isonlyneeded

for IPv6 networks, becausemulticast is handled differently in IPv4 networks. MLD is

enabled on all IPv6 interfaces on which you configure PIM and on all IPv6 broadcast

interfaces when you configure DVMRP.

MLD specifies different behaviors for multicast listeners and for routers. When a router

is also a listener, the router responds to its ownmessages. If a router has more than one

interface to the same link, it needs to perform the router behavior over only one of those

interfaces. Listeners, on theotherhand,mustperformthe listenerbehavioronall interfaces

connected to potential receivers of multicast traffic.

If MLD is not running on an interface—either because PIM andDVMRPare not configured

on the interface or becauseMLD is explicitly disabled on the interface—you can explicitly

enable MLD.

To explicitly enable MLD:

1. If PIM and DVMRP are not running on the interface, explicitly enableMLD by including

the interface name.

[edit protocols mld]
user@host# set interface fe-0/0/0.0

2. Check to see if MLD is disabled on any interfaces. In the following example, MLD is

disabled on a Gigabit Ethernet interface.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0 {
    disable;
}

3. Enable MLD on the interface by deleting the disable statement.

[edit protocols mld]
delete interface ge-0/0/0.0 disable

4. Verify the configuration.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0;

5. Verify theoperationofMLDbychecking theoutputof the showmld interfacecommand.
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Modifying theMLD Version

By default, the router supports MLD version 1 (MLDv1). To enable the router to use MLD

version 2 (MLDv2) for source-specific multicast (SSM) only, include the version 2

statement.

If you configure the MLD version setting at the individual interface hierarchy level, it

overrides configuring the IGMP version using the interface all statement.

If a sourceaddress is specified in amulticast group that is statically configured, the version

must be set to MLDv2.

To change an MLD interface to version 2:

1. Configure the MLD interface.

[edit protocols mld]
user@host# set interface fe-0/0/0.0 version 2

2. Verify the configuration by checking the version field in the output of the showmld

interface command. The showmld statistics command has version-specific output

fields, such as the counters in theMLDMessage type field.

Modifying theMLDHost-Query Message Interval

The objective of MLD is to keep routers up to date with IPv6 groupmembership of the

entire subnet. Routers need not knowwho all themembers are, only thatmembers exist.

Each host keeps track of which multicast groups are subscribed to. On each link, one

router is elected thequerier. TheMLDquerier routerperiodically sendsgeneral host-query

messagesoneachattachednetwork tosolicitmembership information.Thesemessages

solicit groupmembership information and are sent to the link-scope all-nodes address

FF02::1. A general host-query message has amaximum response time that you can set

by configuring the query response interval.

The query response timeout, the query interval, and the robustness variable are related

in that they are all variables that are used to calculate themulticast listener interval. The

multicast listener interval is the number of seconds that must pass before a multicast

router determines thatnomoremembersof ahost groupexist onasubnet. Themulticast

listener interval is calculated as the (robustness variable x query-interval) + (1 x

query-response-interval). If no reports are received for a particular group before the

multicast listener interval has expired, the routing device stops forwarding

remotely-originatedmulticast packets for that group onto the attached network.

Bydefault, host-querymessagesare sent every 125 seconds. You can change this interval

to change the number of MLDmessages sent on the subnet.

Tomodify the query interval:

1. Configure the interval.

[edit protocols mld]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.
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2. Verify the configuration by checking theMLDQuery Interval field in the output of the

showmld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the

output of the showmld statistics command.

Modifying theMLDQuery Response Interval

The query response interval is the maximum amount of time that can elapse between

when the querier router sends a host-query message and when it receives a response

from a host. You can change this interval to adjust the burst peaks of MLDmessages on

the subnet. Set a larger interval to make the traffic less bursty.

The query response timeout, the query interval, and the robustness variable are related

in that they are all variables that are used to calculate themulticast listener interval. The

multicast listener interval is the number of seconds that must pass before a multicast

router determines thatnomoremembersof ahost groupexist onasubnet. Themulticast

listener interval is calculated as the (robustness variable x query-interval) + (1 x

query-response-interval). If no reports are received for a particular group before the

multicast listener interval has expired, the routing device stops forwarding

remotely-originatedmulticast packets for that group onto the attached network.

Thedefault query response interval is 10 seconds. Youcanconfigurea subsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

Tomodify the query response interval:

1. Configure the interval.

[edit protocols mld]
user@host# set query-response-interval 0.5

2. Verify theconfigurationbychecking theMLDQueryResponse Interval field in theoutput

of the showmld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the

output of the showmld statistics command.

Modifying theMLD Last-Member Query Interval

The last-member query interval (also called the last-listener query interval) is the

maximumamountof timebetweengroup-specific querymessages, including those sent

in response to donemessages sent on the link-scope-all-routers address FF02::2. You

can lower this interval to reduce the amount of time it takes a router to detect the loss

of the last member of a group.

When the routing device that is serving as the querier receives a leave-group (done)

message from a host, the routing device sends multiple group-specific queries to the

group. The querier sends a specific number of these queries, and it sends them at a

specific interval. The number of queries sent is called the last-listener query count. The

interval atwhich thequeriesare sent is called the last-listenerquery interval. Both settings

are configurable, thus allowing you to adjust the leave latency. The IGMP leave latency
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is the time between a request to leave amulticast group and the receipt of the last byte

of data for the multicast group.

The last-listener query count x (times) the last-listener query interval = (equals) the

amount of time it takes a routing device to determine that the last member of a group

has left the group and to stop forwarding group traffic.

Thedefault last-listenerquery interval is 1 second.Youcanconfigureasubsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

Tomodify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response

to a group-specific query.

[edit protocols mld]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking theMLD Last Member Query Interval field in the

output of the show igmp interfaces command.

NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Specifying Immediate-Leave Host Removal for MLD

The immediate leave setting is useful for minimizing the leave latency of MLD

memberships.When this setting is enabled, the routingdevice leaves themulticast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking,meaning that the device keeps track

of the hosts that send join messages. This allows MLD to determine when the last host

sends a leavemessage for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sendingMLD group-specific queries to the interface.

The interface is pruned from themulticast tree for the multicast group specified in the

MLD leavemessage. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even whenmultiplemulticast groups are

being used simultaneously.

When immediate leave isdisabledandonehost sendsa leavegroupmessage, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from themulticast group.

Immediate leave is disabled by default for both MLD version 1 and MLD version 2.
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NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

To enable immediate leave:

1. Configure immediate leave on the MLD interface.

[edit protocols mld]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the

showmld interface command.

Filtering UnwantedMLD Reports at theMLD Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The

group-policy statement enables you to filter unwantedMLD reports at the interface level.

When the group-policy statement is enabled on a router, after the router receives anMLD

report, the router compares the group against the specified group policy and performs

the action configured in that policy (for example, rejects the report if the policy matches

the defined address or network).

Youdefine thepolicy tomatchonlyMLDgroupaddresses (forMLDv1)byusing thepolicy's

route-filter statement to match the group address. You define the policy to match MLD

(source, group) addresses (for MLDv2) by using the policy's route-filter statement to

match the group address and the policy's source-address-filter statement to match the

source address.

To filter unwanted MLD reports:

1. Configure an MLDv1 policy.

[edit policy-statement reject_policy_v1]
user@host# set from route-filter fec0:1:1:4::/64 exact
user@host# set then reject

2. Configure an MLDv2 policy.

[edit policy-statement reject_policy_v2]
user@host# set from route-filter fec0:1:1:4::/64 exact
user@host# set from source-address-filter fe80::2e0:81ff:fe05:1a8d/32 orlonger
user@host# set then reject
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3. Apply the policies to theMLD interfaceswhere you prefer not to receive specific group

or (source, group) reports. In this example,ge-0/0/0.1 is runningMLDv1 andge-0/1/1.0

is running MLDv2.

[edit protocols mld]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v1
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v2

4. Verify the operation of the filter by checking the Rejected Report field in the output of

the showmld statistics command.

Example: Modifying theMLD Robustness Variable

Thisexampleshowshowtoconfigureandverify theMLDrobustnessvariable inamulticast

domain.

• Requirements on page 4069

• Overview on page 4069

• Configuration on page 4070

• Verification on page 4070

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Enable IPv6 unicast routing. See the Junos OS Routing Protocols Library for Routing

Devices.

• Enable PIM. See “PIM Overview” on page 3937.

Overview

The MLD robustness variable can be fine-tuned to allow for expected packet loss on a

subnet. Increasing the robust count allows for more packet loss but increases the leave

latency of the subnetwork.

The value of the robustness variable is used in calculating the following MLDmessage

intervals:

• Groupmember interval—Amount of time that must pass before a multicast router

determines that there are nomore members of a group on a network. This interval is

calculated as follows: (robustness variable x query-interval) + (1 x

query-response-interval).

• Other querier present interval—Amount of time that must pass before a multicast

router determines that there is no longer another multicast router that is the querier.

This interval is calculated as follows: (robustness variable x query-interval) + (0.5 x

query-response-interval).
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• Last-member query count—Number of group-specific queries sent before the router

assumes there are no local members of a group. The default number is the value of

the robustness variable.

By default, the robustness variable is set to 2. The number can be from 2 through 10. You

might want to increase this value if you expect a subnet to lose packets.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocolsmld robust-count 5

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To change the value of the robustness variable:

1. Configure the robust count.

[edit protocols mld]
user@host# set robust-count 5

2. If you are done configuring the device, commit the configuration.

[edit protocols mld]
user@host# commit

Verification

To verify the configuration is working properly, check theMLDRobustness Count field in

the output of the showmld interfaces command.

Limiting theMaximumMLDMessage Rate

You can change the limit for the maximum number of MLD packets transmitted in 1

second by the router.

Increasing themaximumnumberofMLDpackets transmittedper secondmightbeuseful

on a router with a large number of interfaces participating in MLD.

To change the limit for the maximum number of MLD packets the router can transmit in

1 second, include themaximum-transmit-rate statement and specify the maximum

number of packets per second to be transmitted.

EnablingMLD Static GroupMembership

You can create MLD static groupmembership to test multicast forwarding without a

receiver host. When you enable MLD static groupmembership, data is forwarded to an

interface without that interface receiving membership reports from downstream hosts.

Copyright © 2014, Juniper Networks, Inc.4070

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Class-of-service (CoS) adjustment is not supportedwithMLD static groupmembership.

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic, you can specify the number of static groups to be automatically created.

In this example, you create static group ff0e::1:ff05:1a8d.

1. Configure the static groups to be created by including the static statement and group

statement and specifying which IPv6multicast address of the group to be created.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff0e::1:ff05:1a8d;

}
}

3. After you have committed the configuration and after the source is sending traffic,

use the showmld group command to verify that static group ff0e::1:ff05:1a8d has

been created.

user@host> showmld group
Interface: fe-0/1/2
Group: ff0e::1:ff05:1a8d 
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: 0 Type: Static

NOTE: Youmust specify a unique address for each group.

Automatically create
static groups

When you create MLD static groupmembership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of static groupsbeautomatically created. This is usefulwhen youwant to test forwarding

to multiple receivers without having to configure each receiver separately.

In this example, you create three groups.

1. Configure the number of static groups to be created by including the group-count

statement and specifying the number of groups to be created.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d group-count 3

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.
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user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff0e::1:ff05:1a8d {
group-count 3;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommandtoverify thatstaticgroups ff0e::1:ff05:1a8d, ff0e::1:ff05:1a8e,

and ff0e::1:ff05:1a8f have been created.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8e
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8f
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

Automatically
increment group

addresses

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic and you specify the number of static groups to be automatically created, you can

also configure the group address to be automatically incremented by some number of

addresses.

In this example, you create three groups and increase the group address by an increment

of two for each group.

1. Configure the group address increment by including the group-increment statement

and specifying the number by which the address should be incremented for each

group. The increment is specified in a format similar to an IPv6 address.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d group-count 3
group-increment ::2

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
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group ff0e::1:ff05:1a8d {
group-increment ::2;
group-count 3;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommandtoverify that staticgroups ff0e::1:ff05:1a8d, ff0e::1:ff05:1a8f,

and ff0e::1:ff05:1a91 have been created.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8f
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a91
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

Specifymulticast
source address (in

SSMmode)

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic and your network is operating in source-specific multicast (SSM)mode, you can

specify the multicast source address to be accepted.

If you specify a group address in the SSM range, youmust also specify a source.

If a source address is specified in amulticast group that is statically configured, the MLD

version must be set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you create group ff0e::1:ff05:1a8d and accept IPv6 address

fe80::2e0:81ff:fe05:1a8d as the only source.

1. Configure the source address by including the source statement and specifying the

IPv6 address of the source host.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
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group ff0e::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand toverify that static group ff0e::1:ff05:1a8dhasbeencreated

and that source fe80::2e0:81ff:fe05:1a8d has been accepted.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

Automatically specify
multicast sources

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic, you can specify a number of multicast sources to be automatically accepted.

In this example, you create static group ff0e::1:ff05:1a8d and accept

fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8e, and fe80::2e0:81ff:fe05:1a8f as the

source addresses.

1. Configure the number of multicast source addresses to be accepted by including the

source-count statement and specifying the number of sources to be accepted.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d source-count 3

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff0e::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand toverify that static group ff0e::1:ff05:1a8dhasbeencreated

and that sources fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8e, and

fe80::2e0:81ff:fe05:1a8f have been accepted.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
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         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8e
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8f
         Last reported by: Local
         Timeout: 0 Type: Static

Automatically
increment source

addresses

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic, and specify a number ofmulticast sources to be automatically accepted, you can

also specify the number by which the address should be incremented for each source

accepted.

In this example, you create static group ff0e::1:ff05:1a8d and accept

fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8f, and fe80::2e0:81ff:fe05:1a91 as the

sources.

1. Configure the number of multicast source addresses to be accepted by including the

source-increment statement and specifying the number of sources to be accepted.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d source-count 3 source-increment ::2

2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff0e::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;
source-increment ::2;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand toverify that static group ff0e::1:ff05:1a8dhasbeencreated

and that sources fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8f, and

fe80::2e0:81ff:fe05:1a91 have been accepted.

user@host> showmld group

Interface: fe-0/1/2

4075Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8f
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff0e2::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a91
         Last reported by: Local
         Timeout: 0 Type: Static

Interface: fe-0/1/2
Group: ff0e::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: 0 Type: Static
Group: ff0e::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8f
Last reported by: Local
Timeout: 0 Type: Static
Group: ff0e::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a91
Last reported by: Local
Timeout: 0 Type: Static

Excludemulticast
source addresses (in

SSMmode)

When you configure static groups on an interface onwhich youwant to receivemulticast

traffic and your network is operating in source-specific multicast (SSM)mode, you can

specify that certain multicast source addresses be excluded.

By default the multicast source address configured in a static group operates in include

mode. In includemode themulticast traffic for the group is accepted from the configured

source address. You can also configure the static group to operate in excludemode. In

excludemode themulticast traffic for the group is accepted fromany address other than

the configured source address.

If a source address is specified in amulticast group that is statically configured, the MLD

version must be set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you exclude address fe80::2e0:81ff:fe05:1a8d as a source for group

ff0e::1:ff05:1a8d.

1. Configure amulticast static group tooperate in excludemodeby including the exclude

statement and specifying which IPv6 source address to be excluded.

[edit protocols mld]
user@host# set interface fe-0/1/2 static group ff0e::1:ff05:1a8d exclude source
fe80::2e0:81ff:fe05:1a8d
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2. After youcommit theconfiguration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff0e::1:ff05:1a8d {
exclude;
source fe80::2e0:81ff:fe05:1a8d;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmld group detail command to verify that static group ff0e::1:ff05:1a8d has been

created and that the static group is operating in excludemode.

user@host> showmld group detail
Interface: fe-0/1/2
     Group: ff0e::1:ff05:1a8d
         Group mode: Exclude
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

Similar configuration is available for IPv4multicast traffic using the IGMP protocol.

Example: RecordingMLD Join and Leave Events

This example shows how to determine whether MLD tuning is needed in a network by

configuring the routing device to record MLD join and leave events.

• Requirements on page 4077

• Overview on page 4077

• Configuration on page 4078

• Verification on page 4079

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Enable IPv6 unicast routing. See the Junos OS Routing Protocols Library for Routing

Devices.

• Enable PIM. See “PIM Overview” on page 3937.

Overview

Table 304 on page 4078 describes the recordable MLD join and leave events.
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Table 304: MLD Event Messages

DefinitionERRMSG Tag

Records MLD join events.RPD_MLD_JOIN

Records MLD leave events.RPD_MLD_LEAVE

Records when MLD accounting is enabled on an MLD interface.RPD_MLD_ACCOUNTING_ON

Records when MLD accounting is disabled on an MLD interface.RPD_MLD_ACCOUNTING_OFF

Records MLDmembership timeout events.RPD_MLD_MEMBERSHIP_TIMEOUT

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocolsmld interface fe-0/1/0.2 accounting
set system syslog file mld-events any info
set system syslog file mld-eventsmatch ".*RPD_MLD_JOIN.* | .*RPD_MLD_LEAVE.* |
.*RPD_MLD_ACCOUNTING.* | .*RPD_MLD_MEMBERSHIP_TIMEOUT.*"

set system syslog file mld-events archive size 100000
set system syslog file mld-events archive files 3
set system syslog file mld-events archive transfer-interval 1440
set system syslog file mld-events archive archive-sites "ftp://user@host1//var/tmp"
password "anonymous"

set system syslog file mld-events archive archive-sites "ftp://user@host2//var/tmp"
password "test"

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure recording of MLD join and leave events:

1. EnableaccountinggloballyoronanMLD interface.This example shows the interface
configuration.

[edit protocols mld]
user@host# set interface fe–0/1/0.2 accounting

2. Configure the events to be recorded, and filter the events to a system log file with

a descriptive filename, such asmld-events.

[edit system syslog filemld-events]
user@host# set any info
[edit system syslog filemld-events]
user@host# setmatch “.*RPD_MLD_JOIN.* | .*RPD_MLD_LEAVE.* |
.*RPD_MLD_ACCOUNTING.* | .*RPD_MLD_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.
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This example rotates the file every 24 hours (1440minutes)when it reaches 100KB

and keeps three files.

[edit system syslog filemld-events]
user@host# set archive size 100000
[edit system syslog filemld-events]
user@host# set archive files 3
[edit system syslog filemld-events]
user@host# set archive archive-sites “ftp://user@host1//var/tmp” password
“anonymous”

[edit system syslog filemld-events]
user@host#setarchivearchive-sites“ftp://user@host2//var/tmp”password“test”
[edit system syslog filemld-events]
user@host# set archive transfer-interval 1440
[edit system syslog filemld-events]
user@host# set archive start-time 2011–01–07:12:30

4. If you are done configuring the device, commit the configuration.

[edit system syslog filemld-events]]
user@host# commit

Verification

You can view the system log file by running the file show command.

user@host> file showmld-events

You canmonitor the system log file as entries are added to the file by running themonitor

start andmonitor stop commands.

user@host>monitor start mld-events

*** mld-events ***
Apr 16 13:08:23  host mgd[16416]: UI_CMDLINE_READ_LINE: User 'user', command 'run
 monitor start mld-events '
monitor 

Configuring the Number of MLDMulticast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of MLDmulticast group joins

for logical interfaces. When this statement is enabled on a router running MLD version 2,

the limit is applied upon receipt of the group report. Once the group limit is reached,

subsequent join requests are rejected.

When configuring limits for MLDmulticast groups, keep the following in mind:

• Each any-source group (*,G) counts as one group toward the limit.

• Each source-specific group (S,G) counts as one group toward the limit.

• Groups in MLDv2 excludemode are counted toward the limit.

• Multiple source-specific groups count individually toward the group limit, even if they

are for the same group. For example, (S1, G1) and (S2, G1) would count as two groups

toward the configured limit.
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• Combinations of any-source groups and source-specific groups count individually

toward the group limit, even if they are for the same group. For example, (*, G1) and

(S, G1) would count as two groups toward the configured limit.

• Configuring and committing a group limit on a network that is lower thanwhat already

exists on the network results in the removal of all groups from the configuration. The

groups must then request to rejoin the network (up to the newly configured group

limit).

• You candynamically limitmulticast groups onMLD logical interfaces by using dynamic

profiles. For detailed information about creating dynamic profiles, see the Junos OS

Subscriber Management and Services Library.

Beginningwith JunosOS 12.2, youcanoptionally configurea system logwarning threshold

for MLDmuticast group joins received on the logical interface. It is helpful to review the

system logmessages for troubleshooting purposes and to detect if an excessive amount

of MLDmulticast group joins have been received on the interface. These log messages

conveywhentheconfiguredgroup limithasbeenexceeded,whentheconfigured threshold

hasbeenexceeded, andwhen thenumberof groupsdropbelowtheconfigured threshold.

Thegroup-threshold statementenables you toconfigure the thresholdatwhichawarning

message is logged. The range is 1 through 100 percent. The warning threshold is a

percentageof thegroup limit, soyoumustconfigure thegroup-limitstatement toconfigure

a warning threshold. For instance, when the number of groups exceed the configured

warning threshold, but remainbelowtheconfiguredgroup limit,multicast groupscontinue

to be accepted, and the device logs a warning message. In addition, the device logs a

warningmessageafter thenumberofgroupsdropbelowtheconfiguredwarning threshold.

You can further specify the amount of time (in seconds) between the log messages by

configuring the log-interval statement. The range is 6 through 32,767 seconds.

Youmight consider throttling log messages because every entry added after the

configured threshold and every entry rejected after the configured limit causes awarning

message tobe logged.By configuringa log interval, youcan throttle theamountof system

log warning messages generated for MLDmulticast group joins.

To limit multicast group joins on an MLD logical interface:

1. Access the logical interface at the MLD protocol hierarchy level.

[edit]
user@host# edit protocolsmld interface interface-name

2. Specify the group limit for the interface.

[edit protocols mld interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols mld interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols mld interface interface-name]
user@host# set log-interval seconds
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To confirm your configuration, use the show protocolsmld command. To verify the

operation of MLD on the interface, including the configured group limit and the optional

warning threshold and interval between log messages, use the showmld interface

command.

TracingMLD Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

suchas the various typesof routingprotocol packets sent and received, and routingpolicy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace notifications.client-notification

Trace general flow.general

Trace group operations.group

Trace host notifications.host-notification

Trace leave groupmessages.leave

Tracemtrace packets. Use themtrace command to
troubleshoot the software.

mtrace

Trace normal events.normal

Trace all MLD packets.packets

Trace policy processing.policy

Trace MLDmembership query messages, including
general and group-specific queries.

query

Tracemembership report messages.report

Trace routing information.route

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer
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In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on MLD packets of a particular type. To configure tracing

operations for MLD:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the MLD trace file.

[edit protocols mld traceoptions]
user@host# set file mld-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols mld traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols mld traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols mld traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular

interface. The following example shows how to flag all events for packets associated

with the interface name.

[edit protocols mld traceoptions]
user@host# set flag all | match fe-1/0/1.0

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/mld-trace

DisablingMLD

To disable MLD on an interface, include the disable statement:

interface interface-name {
disable;

}

You can include this statement at the following hierarchy levels:

• [edit protocolsmld]

• [edit logical-systems logical-system-name protocolsmld]

Related
Documentation

Configuring IGMP•
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MSDP

• Configuring MSDP on page 4083

• Tracing MSDP Protocol Traffic on page 4084

• Configuring the Interface to Accept Traffic from a Remote Source on page 4086

• Example: Configuring MSDP on page 4087

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088

• Example: Configuring PIM AnycastWith or Without MSDP on page 4094

• Configuring a PIM Anycast RP Router with MSDP on page 4097

ConfiguringMSDP

To configure the Multicast Source Discovery Protocol (MSDP), include themsdp

statement:

msdp {
disable;
active-source-limit {
maximum number;
threshold number;

}
data-encapsulation (disable | enable);
export [ policy-names ];
group group-name {
... group-configuration ...

}
hold-time seconds;
import [ policy-names ];
local-address address;
keep-alive seconds;
peer address {
... peer-configuration ...

}
rib-group group-name;
source ip-prefix</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}
sa-hold-time seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier > <disable>;

}
group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
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peer address {
... samestatementsasat the [edit protocolsmsdppeeraddress]hierarchy level shown
just following ...

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}
peer address {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

By default, MSDP is disabled.

Related
Documentation

Example: Configuring MSDP in a Routing Instance•

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088

TracingMSDP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

suchas the various typesof routingprotocol packets sent and received, and routingpolicy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all
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DescriptionFlag

Trace general events.general

Trace keepalive messages.keepalive

Trace normal events.normal

Trace all MSDP packets.packets

Trace policy processing.policy

Trace MSDP changes to the routing table.route

Trace source-active packets.source-active

Trace source-active request packets.source-active-request

Trace source-active response packets.source-active-response

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

You can configure MSDP tracing for all peers, for all peers in a particular group, or for a

particular peer.

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on MSDP peers in a particular group. To configure tracing

operations for MSDP:

1. (Optional) Configure tracing by including the traceoptions statement at the [edit

routing-options] hierarchy level and set the all-packets-trace and all flags to trace all

protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the MSDP trace file.

[edit protocols msdp group groupa traceoptions]
user@host# set file msdp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols msdp group groupa traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols msdp group groupa traceoptions]
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user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols msdp group groupa traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Supposeyouare troubleshooting issueswith the source-active

cache for groupa. The following example shows how to trace messages associated

with the group address.

[edit protocols msdp group groupa traceoptions]
user@host# set flag source-active | match 230.0.0.3

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/msdp-trace

Related
Documentation

Understanding MSDP on page 3968•

• Junos OS Tracing and Logging Operations in the Junos OS Administration Library for

Routing Devices

Configuring the Interface to Accept Traffic from a Remote Source

You can configure an incoming interface to accept traffic froma remote source. A remote

source is a source that is not on the same subnet as the incoming interface. This enables

the remote source to be learned andadvertised byMSDPso that receivers in otherMSDP

areas can join the source. You do not need to disable RPF checking, but you do need to

ensure that the best path to reach the remote source is through the incoming interface.

In this sample configuration, the incoming interface (ge-1/3/0) is on a provider edge (PE)

router on the receiver side of a multicast VPN.

To accept traffic from a remote source:

1. Edit the incoming interface.

[edit protocols pim interface ge-1/3/0.0]
user@host# set accept-remote-source

2. If the incoming interface is not the only way to reach the remote source, ensure that

the best path to reach the remote source is through the incoming interface. One way

to do this is to use AS path prepending on the other possible routes.

[edit policy-options policy-statement as-path-prepend term prepend]
user@host# set from route-filter 192.168.0.0/16 orlonger
user@host# set from route-filter 172.16.0.0/16 orlonger
user@host# set then as-path-prepend "1 1 1 1"

Another way to do this might be to configure a static route on the receiver side PE

router to the source.

4. After the configuration is committed, use the show pim statistics and showmsdp

source commands to verify that the interface is accepting traffic from the remote

source.
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Related
Documentation

Example: Allowing MBGPMVPN Remote Sources•

• Understanding Prepending AS Numbers to BGP AS Paths in the Routing Policy Feature

Guide for Routing Devices

• showmsdp source on page 4316 in the CLI Explorer

• show pim statistics on page 4389 in the CLI Explorer

Example: ConfiguringMSDP

Configure a router to act as a PIM sparse-mode rendezvous point and an MSDP peer:

[edit]
routing-options {
interface-routes {
rib-group ifrg;

}
rib-groups {
ifrg {
import-rib [inet.0 inet.2];

}
mcrg {
export-rib inet.2;
import-rib inet.2;

}
}

}
protocols {
bgp {
group lab {
type internal;
family any;
neighbor 192.168.6.18 {
local-address 192.168.6.17;

}
}

}
pim {
dense-groups {
224.0.1.39/32;
224.0.1.40/32;

}
rib-groupmcrg;
rp {
local {
address 192.168.1.1;

}
}
interface all {
mode sparse-dense;
version 1;

}
}
msdp {
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rib-groupmcrg;
group lab {
peer 192.168.6.18 {
local-address 192.168.6.17;

}
}

}
}

Example: ConfiguringMSDPwith Active Source Limits andMesh Groups

This example shows how to configure MSDP to filter source-active messages and limit

the flooding of source-active messages.

• Requirements on page 4088

• Overview on page 4088

• Configuration on page 4092

• Verification on page 4094

Requirements

Before you begin:

• Configure the router interfaces. See the JunosOSNetwork Interfaces Library for Routing

Devices.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Library for Routing Devices.

• Enable PIM sparse mode. See “PIM Overview” on page 3937.

• Configure the router as a PIM sparse-mode RP. See “Configuring Local PIM RPs” on

page 3995.

Overview

A router interested in MSDPmessages, such as an RP, might have to process a large

number of MSDPmessages, especially source-active messages, arriving from other

routers. Because of the potential need for a router to examine, process, and create state

tables formanyMSDPpackets, there is a possibility of anMSDP-baseddenial-of-service

(DoS) attack on a router running MSDP. Tominimize this possibility, you can configure

the router to limit the number of source active messages the router accepts. Also, you

can configure a threshold for applying random early discard (RED) to drop some but not

all MSDP active source messages. Beginning with Junos OS 12.2, you can optionally

configure a warning threshold so the device can log warningmessages in the system log

when a certain number of source-active messages have been received. It is helpful to

reviewthesystemlogmessages for troubleshootingpurposesand todetect if anexcessive

amount of source-active messages have been received. These log messages convey

when the configuredmessage limit has been exceeded, when the configured warning

threshold has been exceeded, and when the number of messages drop below the

configured warning threshold.
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By default, the router accepts 25,000 source active messages before ignoring the rest.

The limit can be from 1 through 1,000,000. The limit is applied to both the number of

messages and the number of MSDP peers.

By default, the router accepts 24,000 source-active messages before applying the RED

profile to prevent a possible DoS attack. This number can also range from 1 through

1,000,000. The next 1000messages are screened by the RED profile and the accepted

messages processed. If you configure no drop profiles (as this example does not), RED

is still in effect and functions as the primarymechanism formanaging congestion. In the

defaultREDdropprofile,when thepacketqueue fill-level is0percent, thedropprobability

is 0 percent. When the fill-level is 100 percent, the drop probability is 100 percent.

NOTE: The router ignores source-activemessages with encapsulated TCP
packets.MulticastdoesnotuseTCP;segments insidesource-activemessages
aremost likely the result of worm activity.

The number configured for the threshold must be less than the number configured for

the maximum number of active MSDP sources.

The warning threshold is a percentage of maximum number of MSDP source-active

messages received, so youmust configure the source-active message limit to configure

a warning threshold. The range for the warning threshold is 1 through 100 percent. You

can further specify the amount of time (in seconds) between the log messages. The

range is 6 through 32,767 seconds.

You can configure an active source limit globally, for a group, or for a peer. If active source

limits are configured at multiple levels of the hierarchy (as shown in this example), all

are applied.

You can configure an active source limit for an address range as well as for a specific

peer. A per-source active source limit uses an IP prefix and prefix length instead of a

specific address. You can configure more than one per-source active source limit. The

longest match determines the limit.

Per-source active source limits can be combined with active source limits at the peer,

group, and global (instance) hierarchy level. Per-source limits are applied before any

other type of active source limit. Limits are tested in the following order:

• Per-source

• Per-peer or group

• Per-instance

An active source messagemust “pass” all limits established before being accepted. For

example, if a source is configured with an active source limit of 10,000 active multicast

groupsand the instance is configuredwitha limitof5000(and therearenoother sources

or limits configured), only 5000 active source messages are accepted from this source.

MSDPmesh groups are groups of peers configured in a full-mesh topology that limits

the flooding of source-activemessages to neighboring peers. Everymesh groupmember
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musthaveapeer connectionwitheveryothermeshgroupmember.Whenasource-active

message is received from amesh groupmember, the source-active message is always

accepted but is not flooded to other members of the samemesh group. However, the

source-active message is flooded to non-mesh group peers or members of other mesh

groups. By default, standard flooding rules apply ifmesh-group is not specified.

CAUTION: When configuring MSDPmesh groups, youmust configure all
members thesameway. If youdonotconfigurea fullmesh, excessive flooding
of source-activemessages can occur.

Acommonapplication forMSDPmeshgroups ispeer-reverse-path-forwarding(peer-RPF)

check bypass. For example, if there are two MSDP peers inside an autonomous system

(AS), and only one of them has an external MSDP session to another AS, the internal

MSDP peer often rejects incoming source-active messages relayed by the peer with the

external link. Rejection occurs because the external MSDP peer must be reachable by

the internal MSDP peer through the next hop toward the source in another AS, and this

next-hop condition is not certain. To prevent rejections, configure an MSDPmesh group

on the internal MSDP peer so it always accepts source-active messages.

NOTE: An alternative way to bypass the peer-RPF check is to configure a
default peer. In networkswith only oneMSDPpeer, especially stub networks,
the source-activemessage always needs to be accepted. AnMSDP default
peer is an MSDP peer fromwhich all source-activemessages are accepted
without performing the peer-RPF check. You can establish a default peer at
the peer or group level by including the default-peer statement.

Table 305 on page 4090 explains how flooding is handled by peers in this example.

Figure 145onpage4091 illustratessource-activemessagefloodingbetweendifferentmesh

groups and peers within the samemesh group.

Table 305: Source-Active Message Flooding Explanation

Source-ActiveMessageNot
Flooded To

Source-Active Message
Flooded To

Source-Active Message
Received From

Peer 22Peer 11, Peer 12, Peer 13,
Peer 31, Peer 32

Peer 21

Peer 12, Peer 13Peer 21, Peer 22, Peer 31,
Peer 32

Peer 11

–Peer 21, Peer 22, Peer 11,
Peer 12, Peer 13, Peer 32

Peer 31
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Figure 145: Source-Active Message Flooding

This example includes the following settings:

• active-source-limit maximum 10000—Applies a limit of 10,000 active sources to all

other peers.

• active-source-limit log-warning 80—(Optional) Applies a warning threshold of 80

percent. In this example, the active sourcemaximum is 10,000, so the device will start

logging warning messages once it receives 8,000 active source messages.

• active-source-limit log-interval 20—(Optional) Applies a 20 second waiting period

between system logmessages.

• data-encapsulation disable—On an RP router using MSDP, disables the default

encapsulation of multicast data received in MSDP register messages inside MSDP

source-active messages.

MSDPdata encapsulationmainly concerns bursty sources ofmulticast traffic. Sources

that send only one packet every fewminutes have trouble with the timeout of state

relationships between sources and their multicast groups (S,G). Routers lose data

while they attempt to reestablish (S,G) state tables. As a result, multicast register

messages contain data, and this data encapsulation inMSDP source-activemessages

can be turned on or off through configuration.

By default, MSDP data encapsulation is enabled. An RP running MSDP takes the data

packets arriving in the source's register message and encapsulates the data inside an

MSDP source-active message.

However, data encapsulation creates both amulticast forwarding cache entry in the

inet.1 table (this is also the forwarding table) and a routing table entry in the inet.4

table.Withoutdataencapsulation,MSDPcreatesonly a routing table entry in the inet.4

table. In some circumstances, such as the presence of Internet worms or other forms

of DoS attack, the router's forwarding tablemight fill up with these entries. To prevent

the forwarding table from filling up with MSDP entries, you can configure the router

not to use MSDP data encapsulation. However, if you disable data encapsulation, the

router ignores and discards the encapsulated data. Without data encapsulation,
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multicastapplicationswithbursty sourceshaving transmit intervals greater thanabout

3 minutes might not work well.

• groupMSDP-group local-address 10.1.2.3—Specifies theaddressof the local router (this

router).

• groupMSDP-groupmodemesh-group—Specifies that all peers belonging to the

MSDP-group group are mesh groupmembers.

• groupMSDP-group peer 10.10.10.10—Prevents the sending of source-active messages

to neighboring peer 10.10.10.10.

• groupMSDP-group peer 10.10.10.10 active-source-limitmaximum7500—Applies a limit

of 7500 active sources to MSDP peer 10.10.10.10 in groupMSDP-group.

• peer 10.0.0.1 active-source-limitmaximum5000 threshold4000—Applies a threshhold

of 4000 active sources and a limit of 5000 active sources to MSDP peer 10.0.0.1.

• source 10.1.0.0/16 active-source-limit maximum 500—Applies a limit of 500 active

sources to any source on the 10.1.0.0/16 network.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocolsmsdp data-encapsulation disable
set protocolsmsdp active-source-limit maximum 10000
set protocolsmsdp active-source-limit log-warning 80
set protocolsmsdp active-source-limit log-interval 20
set protocolsmsdp peer 10.0.0.1 active-source-limit maximum 5000
set protocolsmsdp peer 10.0.0.1 active-source-limit threshold 4000
set protocolsmsdp source 10.1.0.0/16 active-source-limit maximum 500
set protocolsmsdp groupMSDP-groupmodemesh-group
set protocolsmsdp groupMSDP-group local-address 10.1.2.3
set protocolsmsdp groupMSDP-group peer 10.10.10.10 active-source-limit maximum
7500

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure MSDP source active routes andmesh groups:

1. (Optional) Disable data encapsulation.

[edit protocols msdp]
user@host# set data-encapsulation disable

2. Configure the active source limits.

[edit protocols msdp]
user@host# set peer 10.0.0.1 active-source-limit maximum 5000 threshold 4000
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user@host# set groupMSDP-group peer 10.10.10.10 active-source-limit maximum
7500

user@host# set active-source-limit maximum 10000
user@host# set source 10.1.0.0/16 active-source-limit maximum 500

3. (Optional) Configure the threshold at which warningmessages are logged and the
amount of time between log messages.

[edit protocols msdp]
user@host# set active-source-limit log-warning 80
user@host# set active-source-limit log-interval 20

4. Configure the mesh group.

[edit protocols msdp]
user@host# set groupMSDP-groupmodemesh-group
user@host# set groupMSDP-group peer 10.10.10.10
user@host# set groupMSDP-group local-address 10.1.2.3

5. If you are done configuring the device, commit the configuration.

[edit routing-instances]
user@host# commit

Results

Confirm your configuration by entering the show protocols command.

user@host# show protocols
msdp {
data-encapsulation disable;
active-source-limit {
maximum 10000;
log-warning 80;
log-interval 20;

}
peer 10.0.0.1 {
active-source-limit {
maximum 5000;
threshold 4000;

}
}
source 10.1.0.0/16 {
active-source-limit {
maximum 500;

}
}
groupMSDP-group {
modemesh-group;
local-address 10.1.2.3;
peer 10.10.10.10 {
active-source-limit {
maximum 7500;

}
}

}
}
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Verification

To verify the configuration, run the following commands:

• showmsdp source-active

• showmsdp statistics

Related
Documentation

Example: Configuring MSDP in a Routing Instance•

• Filtering MSDP SAMessages on page 3969

• ConfiguringREDDropProfiles in the JunosOSClass of Service Library for RoutingDevices

• Configuring Local PIM RPs on page 3995

Example: Configuring PIM AnycastWith orWithout MSDP

WhenyouconfigureanycastRP, youbypass the restrictionofhavingoneactive rendezvous

point (RP) per multicast group, and instead deploy multiple RPs for the same group

range. The RP routers share one unicast IP address. Sources from one RP are known to

otherRPs thatuse theMulticastSourceDiscoveryProtocol (MSDP).Sourcesand receivers

use the closest RP, as determined by the interior gateway protocol (IGP).

You can use anycast RP within a domain to provide redundancy and RP load sharing.

When an RP stops operating, sources and receivers are taken to a new RP bymeans of

unicast routing.

You can configure anycast RP to use PIM and MSDP for IPv4, or PIM alone for both IPv4

and IPv6 scenarios. Both are discussed in this section.

We recommendastaticRPmappingwithanycastRPoverabootstrap routerandauto-RP

configuration because it provides all the benefits of a bootstrap router and auto-RP

without the complexity of the BSR and auto-RPmechanisms.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on themode you are

configuring. PIMv1 is the default RPmode (at the [edit protocols pim rp static address

address] hierarchy level). However, PIMv2 is the default for interface mode (at the [edit

protocols pim interface interface-name] hierarchy level). Explicitly configured versions

override the defaults. This example explicitly configures PIMv2 on the interfaces.

The following example shows an anycast RP configuration for the RP routers, first with

MSDP and then using PIM alone, and for non-RP routers.

1. For a network using an RP with MSDP, configure the RP using the lo0 loopback

interface, which is always up. Include the address statement and specify the unique

and routable router ID and the RP address at the [edit interfaces lo0unit 0 family inet]

hierarchy level. In this example, the router ID is 198.58.3.254and the sharedRPaddress

is 198.58.3.253. Include the primary statement for the first address. Including the
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primary statement selects the router’sprimaryaddress fromall thepreferredaddresses

on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32;
primary;
address 198.58.3.253/32;

}
}

}
}

2. Specify the RP address. Include the address statement at the [edit protocols pim rp

local] hierarchy level (the same address as the secondary lo0 interface).

For all interfaces, include themode statement to set the mode to sparse and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0management

interface by including the disable statement for that interface.

protocols {
pim {
rp {
local {
family inet;
address 198.58.3.253;

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}
}

3. Configure MSDP peering. Include the peer statement to configure the address of the

MSDP peer at the [edit protocolsmsdp] hierarchy level. For MSDP peering, use the

unique, primaryaddresses insteadof theanycastaddress.Tospecify the local address

for MSDP peering, include the local-address statement at the [edit protocolsmsdp

peer] hierarchy level.

protocols {
msdp {
peer 198.58.3.250 {
local-address address 198.58.3.254;

}
}

}
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NOTE: If youneed to configure aPIMRP for both IPv4and IPv6 scenarios,
perform Step 4 and Step 5. Otherwise, go to Step 6.

4. Configure an RP using the lo0 loopback interface, which is always up. Include the

address statement to specify the unique and routable router address and the RP

address at the [edit interfaces lo0 unit 0 family inet] hierarchy level. In this example,

the router ID is 198.58.3.254 and the shared RP address is 198.58.3.253. Include the

primary statement on the first address. Including the primary statement selects the

router’s primary address from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32 {
primary;

}
address 198.58.3.253/32;

}
}

}
}

5. Include the address statement at the [edit protocols pim rp local] hierarchy level to

specify the RP address (the same address as the secondary lo0 interface).

For all interfaces, include themode statement to set the mode to sparse, and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0management

interface by Including the disable statement for that interface.

Include the anycast-pim statement to configure anycast RP without MSDP (for

example, if IPv6 is used for multicasting). The other RP routers that share the same

IP address are configured using the rp-set statement. There is one entry for each RP,

and themaximum that can be configured is 15. For each RP, specify the routable IP

address of the router andwhetherMSDP source active (SA)messages are forwarded

to the RP.

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

protocols {
pim {
rp {
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;

}
local-address 198.58.3.254; #If not configured, use lo0 primary
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}
}

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

6. Configure the non-RP routers. The anycast RP configuration for a non-RP router is

the same whether MSDP is used or not. Specify a static RP by adding the address at

the [edit protocols pim rp static] hierarchy level. Include the version statement at the

[edit protocols pim rp static address] hierarchy level to specify PIM version 2.

protocols {
pim {
rp {
static {
address 198.58.3.253 {
version 2;

}
}

}
}

}

7. Include themode statement at the [edit protocols pim interface all] hierarchy level to

specify sparsemode on all interfaces. Then include the version statement at the [edit

protocols pim rp interface allmode] to configure all interfaces for PIM version 2.When

configuring all interfaces, exclude the fxp0.0management interface by including the

disable statement for that interface.

protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

Configuring a PIM Anycast RP Router with MSDP

Add the address statement at the [edit protocols pim rp local] hierarchy level to specify

the RP address (the same address as the secondary lo0 interface).
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For all interfaces, use themode statement to set the mode to sparse and the version

statement to specifyPIMversion2at the [editprotocolspimrp local interfaceall]hierarchy

level. When configuring all interfaces, exclude the fxp0.0management interface by

adding the disable statement for that interface.

protocols {
pim {
rp {
local {
family inet;
address 198.58.3.253;

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}
}

ToconfigureMSDPpeering, add thepeerstatement toconfigure theaddressof theMSDP

peer at the [edit protocolsmsdp] hierarchy level. For MSDP peering, use the unique,

primary addresses instead of the anycast address. To specify the local address forMSDP

peering, add the local-address statement at the [edit protocolsmsdp peer] hierarchy

level.

protocols {
msdp {
peer 198.58.3.250 {
local-address 198.58.3.254;

}
}

}

Source-Specific Multicast

• Example: Configuring PIM SSM on a Network on page 4098

• Example: Configuring an SSM-Only Domain on page 4100

• Example: Configuring SSMMapping on page 4100

• Example: Configuring Source-Specific Multicast Groups with Any-Source

Override on page 4103

• Example:ConfiguringSSMMaps forDifferentGroups toDifferentSourcesonpage4106

Example: Configuring PIM SSM on a Network

The following example shows how PIM SSM is configured between a receiver and a

source in the network illustrated in Figure 146 on page 4099.
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Figure 146: Network onWhich to Configure PIM SSM
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This example shows how to configure the IGMP version to IGMPv3 on all receiving host

interfaces.

1. Enable IGMPv3onall host-facing interfaces, anddisable IGMPon the fxp0.0 interface

on Router 1.

user@router1# set protocols igmp interface all version 3
user@router1# set protocols igmp interface fxp0.0 disable

NOTE: When you configure IGMPv3 on a router, hosts on interfaces
configured with IGMPv2 cannot join the source tree.

2. After the configuration is committed, use the show configuration protocol igmp

command to verify the IGMP protocol configuration.

user@router1> show configuration protocol igmp

[edit protocols igmp]
interface all {
version 3;

}
interface fxp0.0 {
disable;

}

3. Use the show igmp interface command to verify that IGMP interfaces are configured.

user@router1> show igmp interface
Interface      State    Querier      Timeout Version Groups
fe-0/0/0.0     Up       198.58.3.245     213       3      0
fe-0/0/1.0     Up       198.58.3.241     220       3      0
fe-0/0/2.0     Up       198.58.3.237     218       3      0
Configured Parameters:
IGMP Query Interval (1/10 secs): 1250
IGMP Query Response Interval (1/10 secs): 100
IGMP Last Member Query Interval (1/10 secs): 10
IGMP Robustness Count: 2
Derived Parameters:
IGMP Membership Timeout (1/10 secs): 2600
IGMP Other Querier Present Timeout (1/10 secs): 2550

4. Use the showpim join extensive command to verify the PIM join state on Router 2 and

Router 3 (the upstream routers).

user@router2> show pim join extensive
232.1.1.1       10.4.1.2                        sparse
     Upstream interface: fe-1/1/3.0
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     Upstream State: Local Source
     Keepalive timeout: 209
     Downstream Neighbors:
        Interface: so-1/0/2.0
            10.10.71.1       State: Join   Flags: S    Timeout: 209

5. Use the showpim join extensive command to verify the PIM join state on Router 1 (the

router connected to the receiver).

user@router1> show pim join extensive
232.1.1.1       10.4.1.2                        sparse
     Upstream interface: so-1/0/2.0
     Upstream State: Join to Source
     Keepalive timeout: 209
     Downstream Neighbors:
        Interface: fe-0/2/3.0
            10.3.1.1         State: Join   Flags: S    Timeout: Infinity

Example: Configuring an SSM-Only Domain

DeployinganSSM-only domain ismuch simpler thandeployinganASMdomainbecause

it only requires a few configuration steps. Enable PIM sparse mode on all interfaces by

adding themode statement at the [edit protocols pim interface all] hierarchy level.When

configuringall interfaces, exclude the fxp0.0management interfacebyadding thedisable

statement for that interface. Then configure IGMPv3 on all host-facing interfaces by

adding the version statement at the [edit protocols igmp interface interface-name]

hierarchy level.

In the following example, the host-facing interface is fe-0/1/2:

[edit]
protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}
igmp {
interface fe-0/1/2 {
version 3;

}
}

}

Example: Configuring SSMMapping

SSMmapping does not require that all hosts support IGMPv3. SSMmapping translates

IGMPv1 or IGMPv2membership reports to an IGMPv3 report. This enables hosts running

IGMPv1 or IGMPv2 to participate in SSM until the hosts transition to IGMPv3.
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SSMmapping applies to all group addresses that match the policy, not just those that

conform to SSM addressing conventions (232/8 for IPv4, ff30::/32 through ff3F::/32 for

IPv6).

We recommend separate SSMmaps for IPv4 and IPv6 if both address families require

SSM support. If you apply an SSMmap containing both IPv4 and IPv6 addresses to an

interface in an IPv4 context (using IGMP), only the IPv4 addresses in the list are used. If

there are no such addresses, no action is taken. Similarly, if you apply an SSMmap

containing both IPv4 and IPv6 addresses to an interface in an IPv6 context (using MLD),

only the IPv6 addresses in the list are used. If there are no such addresses, no action is

taken.

In this example, you create a policy to match the group addresses that you want to

translate to IGMPv3. Then you define the SSMmap that associates the policy with the

source addresses where these group addresses are found. Finally, you apply the SSM

map to one or more IGMP (for IPv4) or MLD (for IPv6) interfaces.

1. Create an SSM policy named ssm-policy-example. The policy termsmatch the IPv4

SSM group address 232.1.1.1/32 and the IPv6 SSM group address ff35::1/128. All other

addresses are rejected.

user@router1# set policy-options policy-statement ssm-policy-example termA from
route-filter 232.1.1.1/32 exact

user@router1# set policy-options policy-statement ssm-policy-example term A then
accept

user@router1# set policy-options policy-statement ssm-policy-example term B from
route-filter ff35::1/128 exact

user@router1# set policy-options policy-statement ssm-policy-example term B then
accept

2. After the configuration is committed, use the show configuration policy-options

command to verify the policy configuration.

user@host> show configuration policy-options

[edit policy-options]
policy-statement ssm-policy-example {
term A {
from {
route-filter 232.1.1.1/32 exact;

}
then accept;

}
term B {
from {
route-filter ff35::1/128 exact;

}
then accept;

}
then reject;

}

The group addresses must match the configured policy for SSMmapping to occur.
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3. Define two SSMmaps, one called ssm-map-ipv6-example and one called

ssm-map-ipv4-example, by applying the policy and configuring the source addresses

as amulticast routing option.

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv6-example policy
ssm-policy-example

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv6-example source
fec0::1 fec0::12

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example policy
ssm-policy-example

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example source
10.10.10.4

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example source
192.168.43.66

4. After the configuration is committed, use the show configuration routing-options

command to verify the policy configuration.

user@host> show configuration routing-options

[edit routing-options]
multicast {
ssm-map ssm-map-ipv6-example {
policy ssm-policy-example;
source [ fec0::1 fec0::12 ];

}
ssm-map ssm-map-ipv4-example {
policy ssm-policy-example;
source [ 10.10.10.4 192.168.43.66 ];

}
}

We recommend separate SSMmaps for IPv4 and IPv6.

5. Apply SSMmaps for IPv4-to-IGMP interfaces and SSMmaps for IPv6-to-MLD

interfaces:

user@host#setprotocols igmpinterfacefe-0/1/0.0ssm-mapssm-map-ipv4-example
user@host# setprotocolsmld interface fe-0/1/1.0 ssm-mapssm-map-ipv6-example

6. After the configuration is committed, use the show configuration protocol command

to verify the IGMP and MLD protocol configuration.

user@router1> show configuration protocol

[edit protocols]
igmp {
interface fe-0/1/0.0 {
ssm-map ssm-map-ipv4-example;

}
}
mld {
interface fe-/0/1/1.0 {
ssm-map ssm-map-ipv6-example;

}
}

7. Use the show igmp interface and the showmld interface commands to verify that the

SSMmaps are applied to the interfaces.
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user@host> show igmp interface fe-0/1/0.0
Interface: fe-0/1/0.0
     Querier: 192.168.224.28
     State:         Up Timeout:    None Version:   2 Groups:   2 
     SSM Map: ssm-map-ipv4-example

user@host> showmld interface fe-0/1/1.0
Interface: fe-0/1/1.0
     Querier: fec0:0:0:0:1::12
     State:         Up Timeout:    None Version:   2 Groups:   2 
     SSM Map: ssm-map-ipv6-example

Example: Configuring Source-Specific Multicast Groups with Any-Source Override

This example shows how to extend source-specific multicast (SSM) group operations

beyond thedefault IP address rangeof 232.0.0.0 through 232.255.255.255. This example

also shows how to accept any-source multicast (ASM) join messages (*,G) for group

addresses that arewithin the default or configured range of SSMgroups. This allows you

to support a mix of any-source and source-specific multicast groups simultaneously.

• Requirements on page 4103

• Overview on page 4103

• Configuration on page 4105

• Verification on page 4106

Requirements

Before you begin, configure the router interfaces. See the Junos OS Network Interfaces

Library for Routing Devices.

Overview

To deploy SSM, configure PIM sparsemode on all routing device interfaces and issue the

necessary SSMcommands, including specifying IGMPv3orMLDv2 on the receiver's LAN.

If PIM sparse mode is not explicitly configured on both the source and groupmembers

interfaces, multicast packets are not forwarded. Source lists, supported in IGMPv3 and

MLDv2, are used in PIM SSM. Only sources that are specified send traffic to the SSM

group.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of

IGMPv3orMLDv2) to join groupGandsourceS(seeFigure 147onpage4104). Thedirectly

connectedPIMsparse-mode router, the receiver's designated router (DR), sendsan (S,G)

join message to its reverse-path forwarding (RPF) neighbor for the source. Notice in

Figure 147onpage4104that theRP isnotcontacted in thisprocessby the receiver, aswould

be the case in normal PIM sparse-mode operations.
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Figure 147: Receiver SendsMessages to Join Group G and Source S

The (S,G) join message initiates the source tree and then builds it out hop by hop until it

reaches the source. In Figure 148onpage4104, the source tree is built across the network

to Router 3, the last-hop router connected to the source.

Figure 148: Router 3 (Last-Hop Router) Joins the Source Tree

Using the source tree, multicast traffic is delivered to the subscribing host (see

Figure 149 on page 4104).

Figure 149: (S,G) State Is Built Between the Source and the Receiver

SSM can operate in includemode or in excludemode. In excludemode the receiver

specifies a list of sources that it does notwant to receive themulticast group traffic from.

The routing device forwards traffic to the receiver from any source except the sources

specified in the exclusion list. The receiver accepts traffic from any sources except the

sources specified in the exclusion list.

This example works with the simple RPF topology shown in Figure 150 on page 4104.

Figure 150: Simple RPF Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface all
set protocols pim rp local address 10.255.72.46
set protocols pim rp local group-ranges 239.0.0.0/24
set protocols pim interface fe-1/0/0.0mode sparse
set protocols pim interface lo0.0mode sparse
set routing-optionsmulticast ssm-groups 232.0.0.0/8
set routing-optionsmulticast ssm-groups 239.0.0.0/8
set routing-optionsmulticast asm-override-ssm

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure an RPF policy:

1. Configure OSPF.

[edit protocols ospf]
user@host# set area 0.0.0.0 interface fxp0.0 disable
user@host# set area 0.0.0.0 interface all

2. Configure PIM sparse mode.

[edit protocols pim]
user@host# set rp local address 10.255.72.46
user@host# set rp local group-ranges 239.0.0.0/24
user@host# set interface fe-1/0/0.0mode sparse
user@host# set interface lo0.0mode sparse

3. Configure additional SSM groups.

[edit routing-options]
user@host# set ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ]

4. Configure the RP to accept ASM join messages for groups within the SSM address
range.

[edit routing-options]
user@host# setmulticast asm-override-ssm

5. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show protocols and show routing-options

commands.
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user@host# show protocols
ospf {
area 0.0.0.0 {
interface fxp0.0 {
disable;

}
interface all;

}
}
pim {
rp {
local {
address 10.255.72.46;
group-ranges {
239.0.0.0/24;

}
}

}
interface fe-1/0/0.0 {
mode sparse;

}
interface lo0.0 {
mode sparse;

}
}

user@host# show routing-options
multicast {
ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ];
asm-override-ssm;

}

Verification

To verify the configuration, run the following commands:

• show igmp group

• show igmp statistics

• show pim join

Related
Documentation

Source-Specific Multicast Groups Overview on page 3970•

Example: Configuring SSMMaps for Different Groups to Different Sources

• Multiple SSMMaps and Groups for Interfaces on page 4106

• Example: Configuring Multiple SSMMaps Per Interface on page 4107

Multiple SSMMaps and Groups for Interfaces

Youcanconfiguremultiple source-specificmulticast (SSM)mapsso thatdifferentgroups

map to different sources, which enables a single multicast group to map to different

sources for different interfaces.
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Example: ConfiguringMultiple SSMMaps Per Interface

This example shows how to assign more than one SSMmap to an IGMP interface.

• Requirements on page 4107

• Overview on page 4107

• Configuration on page 4107

• Verification on page 4109

Requirements

This example requires Junos OS Release 11.4 or later.

Overview

In this example, you configure a routing policy, POLICY-ipv4-example1, that maps

multicast group join messages over an IGMP logical interface to IPv4multicast source

addresses based on destination IP address as follows:

Multicast Source
Addresses

Multicast Group Join
Messages for a Route
Filter at This Destination
AddressRouting Policy Name

10.10.10.4,
192.168.43.66

232.1.1.1POLICY-ipv4-example1 term 1

10.10.10.5,
192.168.43.67

232.1.1.2POLICY-ipv4-example1 term 2

You apply routing policy POLICY-ipv4-example1 to IGMP logical interface fe-0/1/0.0.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure this example, perform the following task:

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set policy-options policy-statement POLICY-ipv4-example1 term 1 from route-filter
232.1.1.1/32 exact

set policy-options policy-statement POLICY-ipv4-example1 term 1 then ssm-source
10.10.10.4

set policy-options policy-statement POLICY-ipv4-example1 term 1 then ssm-source
192.168.43.66

set policy-options policy-statement POLICY-ipv4-example1 term 1 then accept
set policy-options policy-statement POLICY-ipv4-example1 term 2 from route-filter
232.1.1.2/32 exact

set policy-options policy-statement POLICY-ipv4-example1 term 2 then ssm-source
10.10.10.5
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set policy-options policy-statement POLICY-ipv4-example1 term 2 then ssm-source
192.168.43.67

set policy-options policy-statement POLICY-ipv4-example1 term 2 then accept
set protocols igmp interface fe-0/1/0.0 ssm-map-policy POLICY-ipv4-example1

Step-by-Step
Procedure

To configure multiple SSMmaps per interface:

Configure protocol-independent routing options for route filter 232.1.1.1, and specify
the multicast source addresses to which matching multicast groups are to be
mapped.

[edit policy-options policy-statement POLICY-ipv4-example1 term 1]

1.

user@host# set from route-filter 232.1.1.1/32 exact
user@host# set then ssm-source 10.10.10.4
user@host# set then ssm-source 192.168.43.66
user@host# set then accept

2. Configure protocol-independent routing options for route filter 232.1.1.2, and specify
the multicast source addresses to which matching multicast groups are to be
mapped.

[edit policy-options policy-statement POLICY-ipv4-example1 term 2]
user@host# set from route-filter 232.1.1.2/32 exact
user@host# set then ssm-source 10.10.10.5
user@host# set then ssm-source 192.168.43.67
user@host# set then accept

3. Apply the policy map POLICY-ipv4-example1 to IGMP logical interface fe-0/1/1/0.

[edit protocols igmp interface fe-0/1/0.0]
user@host# set ssm-map-policy POLICY-ipv4-example1

Results After the configuration is committed, confirm the configuration by entering the
showpolicy-optionsand showprotocolsconfigurationmodecommands. If thecommand
output does not display the intended configuration, repeat the instructions in this
procedure to correct the configuration.

user@host#> show policy-options
policy-statement POLICY-ipv4-example1 {
term 1 {
from {
route-filter 232.1.1.1/32 exact;

}
then {
ssm-source [ 10.10.10.4 192.168.43.66 ];
accept;

}
}
term 2{
from {
route-filter 232.1.1.2/32 exact;

}
then {
ssm-source [ 10.10.10.5 192.168.43.67 ];
accept;

}
}
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}

user@host# show protocols
igmp {
interface fe-0/1/0.0 {
ssm-map-policy POLICY-ipv4-example1;

}
}

Verification

Confirm that the configuration is working properly.

• Displaying Information About IGMP-Enabled Interfaces on page 4109

• Displaying the PIM Groups on page 4109

• Displaying the Entries in the IP Multicast Forwarding Table on page 4109

Displaying Information About IGMP-Enabled Interfaces

Purpose Verify that the SSMmap policy POLICY-ipv4-example1 is applied to logical interface

fe-0/1/0.0.

Action Use the show igmp interface operational mode command for the IGMP logical interface

to which you applied the SSMmap policy.

user@host> show igmp interface
Interface: fe-0/1/0.0
    Querier: 10.111.30.1
    State:         Up Timeout:    None Version:  2 Groups:      2
    SSM Map Policy: POLICY-ipv4-example1;

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

The command output displays the name of IGMP logical interface (fe-0/1/0.0), the

address of the routing device that has been elected to sendmembership queries and

group information.

Displaying the PIM Groups

Purpose Verify the Protocol Independent Multicast (PIM) source and group pair (S,G) entries.

Action Use the show pim join extensive 232.1.1.1 operational mode command to display the PIM

source and group pair (S,G) entries for the 232.1.1.1 group.

Displaying the Entries in the IP Multicast Forwarding Table

Purpose Verify that the IP multicast forwarding table displays the mroute state.
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Action Use the showmulticast routeextensiveoperationalmodecommandtodisplay theentries

in the IP multicast forwarding table to verify that the Route state is active and that the

Forwarding state is forwarding.

Related
Documentation

Example: Configuring Source-Specific Multicast•

• Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs

PIM Configuration Statements

• address (Anycast RPs) on page 4112

• address (Local RPs) on page 4113

• address (Static RPs) on page 4114

• algorithm on page 4115

• anycast-pim on page 4116

• assert-timeout on page 4117

• authentication (Protocols PIM) on page 4118

• bfd-liveness-detection (Protocols PIM) on page 4119

• bootstrap on page 4120

• bootstrap-export on page 4121

• bootstrap-import on page 4122

• bootstrap-priority on page 4123

• detection-time (BFD for PIM) on page 4124

• disable (PIM) on page 4125

• dr-election-on-p2p on page 4126

• dr-register-policy on page 4126

• embedded-rp on page 4127

• export (Protocols PIM Bootstrap) on page 4128

• export (Protocols PIM) on page 4128

• family (Bootstrap) on page 4129

• family (Protocols PIM) on page 4130

• family (Local RP) on page 4131

• group (RPF Selection) on page 4132

• group-ranges on page 4133

• hello-interval (Protocols PIM) on page 4134

• hold-time (Protocols PIM) on page 4135

• import (Protocols PIM Bootstrap) on page 4136

• import (Protocols PIM) on page 4137

• infinity on page 4138
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• interface on page 4139

• join-load-balance on page 4140

• join-prune-timeout on page 4141

• key-chain (Protocols PIM) on page 4142

• local on page 4143

• local-address (Protocols PIM) on page 4144

• loose-check on page 4145

• maximum-rps on page 4146

• minimum-interval (PIM BFD Liveness Detection) on page 4147

• minimum-interval (PIM BFD Transmit Interval) on page 4148

• minimum-receive-interval on page 4149

• mode (Protocols PIM) on page 4150

• multiplier on page 4150

• neighbor-policy on page 4151

• next-hop (PIM RPF Selection) on page 4151

• no-adaptation (PIM BFD Liveness Detection) on page 4152

• override-interval on page 4153

• pim on page 4154

• prefix-list (PIM RPF Selection) on page 4157

• priority (Bootstrap) on page 4158

• priority (PIM Interfaces) on page 4159

• priority (PIM RPs) on page 4160

• propagation-delay on page 4161

• reset-tracking-bit on page 4162

• rib-group (Protocols PIM) on page 4163

• rp on page 4164

• rp-register-policy on page 4166

• rp-set on page 4167

• rpf-selection on page 4168

• source (PIM RPF Selection) on page 4169

• spt-threshold on page 4170

• static (Protocols PIM) on page 4171

• threshold (PIM BFD Detection Time) on page 4172

• threshold (PIM BFD Transmit Interval) on page 4173

• transmit-interval (PIM BFD Liveness Detection) on page 4174

• traceoptions (Protocols PIM) on page 4175

• version (BFD) on page 4178
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• version (PIM) on page 4179

• wildcard-source (PIM RPF Selection) on page 4180

address (Anycast RPs)

Syntax address address <forward-msdp-sa>;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local (inet | inet6) anycast-pim
rp-set],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local (inet | inet6) anycast-pim rp-set],

[edit protocols pim rp local (inet | inet6) anycast-pim rp-set],
[edit routing-instances routing-instance-nameprotocolspim rp local(inet | inet6)anycast-pim
rp-set]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the anycast rendezvouspoint (RP) addresses in theRP set.Multiple addresses

can be configured in an RP set. If the RP has peer Multicast Source Discovery Protocol

(MSDP) connections, then the RPmust forward MSDP source active (SA) messages.

Options address—RP address in an RP set.

forward-msdp-sa—(Optional) Forward MSDP SAs to this address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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address (Local RPs)

Syntax address address;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the local rendezvous point (RP) address.

Options address—Local RP address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995
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address (Static RPs)

Syntax address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
override;
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp static],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp static],

[edit protocols pim static],
[edit routing-instances routing-instance-name protocols pim rp static]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure static rendezvous point (RP) addresses. You can configure a static RP in a

logical system only if the logical system is not directly connected to a source.

For each static RP address, you can optionally specify the PIM version and the groups

for which this address can be the RP. The default PIM version is version 1.

Options address—Static RP address.

Default: 224.0.0.0/4

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 3997
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algorithm

Syntax algorithm algorithm-name;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection authentication],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the algorithm to use for BFD authentication.

Options algorithm-name—Name of algorithm to use for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text. One or more

passwords can be configured.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive rates greater than 100ms.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

rates greater than 100ms.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional Forwarding Detection Authentication for PIM

• Configuring BFD Authentication for PIM on page 4023

• authentication on page 4118
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anycast-pim

Syntax anycast-pim {
rp-set {
address address <forward-msdp-sa>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure properties for anycast RP using PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM AnycastWith or Without MSDP on page 3999
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assert-timeout

Syntax assert-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Multicast routing devices running PIM sparse mode often forward the same stream of

multicast packets onto the same LAN through the rendezvous-point tree (RPT) and

shortest-path tree (SPT). PIM assert messages help routing devices determine which

routing device forwards the traffic and prunes the RPT for this group. By default, routing

devices enter an assert cycle every 180 seconds. You can configure this assert timeout

to be between 5 and 210 seconds.

Options seconds—Time for routing device to wait before another assert message cycle.

Range: 5 through 210 seconds

Default: 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM Assert Timeout on page 4015
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authentication (Protocols PIM)

Syntax authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}

Hierarchy Level [edit protocols pim interface interface-name family (inet | inet6) bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface family (inet | inet6)
interface-name bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the algorithm, security keychain, and level of authentication for BFD sessions

running on PIM interfaces.

The remaining statements are explained separately.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 4023

• Configuring BFD for PIM on page 4021

• Understanding Bidirectional Forwarding Detection Authentication for PIM

• bfd-liveness-detection on page 4119

• key-chain (Protocols PIM) on page 4142

• loose-check on page 4145
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bfd-liveness-detection (Protocols PIM)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}

Hierarchy Level [edit protocols pim interface interface-name family (inet | inet6)],
[edit routing-instances routing-instance-nameprotocolspim interface interface-name family
(inet | inet6)]

Release Information Statement introduced in Junos OS Release 8.1.

authentication option introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional forwarding detection (BFD) timers and authentication for PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• Configuring BFD Authentication for PIM on page 4023
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bootstrap

Syntax bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure parameters to control bootstrap routers andmessages.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6
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bootstrap-export

Syntax bootstrap-export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM bootstrapmessages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6

• bootstrap-import on page 4122

4121Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



bootstrap-import

Syntax bootstrap-import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more import policies to control incoming PIM bootstrapmessages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6

• bootstrap-export on page 4121
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bootstrap-priority

Syntax bootstrap-priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure whether this routing device is eligible to be a bootstrap router. In the case of

a tie, the routing device with the highest IP address is elected to be the bootstrap router.

Options number—Priority for becoming the bootstrap router. A value of 0means that the routing

device is not eligible to be the bootstrap router.

Range: 0 through 255

Default: 0

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4
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detection-time (BFD for PIM)

Syntax detection-time {
thresholdmilliseconds;

}

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable BFD failure detection. The BFD failure detection timers are adaptive and can be

adjusted to be faster or slower. The lower the BFD failure detection timer value, the faster

the failure detection and vice versa. For example, the timers can adapt to a higher value

if the adjacency fails (that is, the timer detects failures more slowly). Or a neighbor can

negotiate a higher value for a timer than the configured value. The timers adapt to a

higher valuewhenaBFDsession flapoccursmore than three times inaspanof 15seconds.

A back-off algorithm increases the receive (Rx) interval by two if the local BFD instance

is the reason for the session flap. The transmission (Tx) interval is increased by two if

the remote BFD instance is the reason for the session flap. You can use the clear bfd

adaptation command to return BFD interval timers to their configured values. The clear

bfd adaptation command is hitless, meaning that the command does not affect traffic

flow on the routing device.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119

• threshold on page 4172
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disable (PIM)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim family (inet | inet6)],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim],
[edit protocols pim family (inet | inet6)],
[edit protocols pim interface interface-name],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

disable statement extended to the [family] hierarchy level in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Explicitly disable PIM at the protocol, interface or family hierarchy levels.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling PIM on page 3982

• disable (PIM Graceful Restart)
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dr-election-on-p2p

Syntax dr-election-on-p2p;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable PIM designated router (DR) election on point-to-point (P2P) links.

Default No PIM DR election is performed on point-to-point links.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Designated Router Election on Point-to-Point Links on page 3985

dr-register-policy

Syntax dr-register-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to control outgoing PIM register messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Register Message Filters on a PIM RP and DR on page 4013

• rp-register-policy on page 4166
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embedded-rp

Syntax embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure properties for embedded IP version 6 (IPv6) RPs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Embedded RP for IPv6
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export (Protocols PIM Bootstrap)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap family (inet | inet6)],

[edit protocols pim rp bootstrap family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap family (inet |
inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM bootstrapmessages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6

• import (Protocols PIM Bootstrap) on page 4136

export (Protocols PIM)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM join and prunemessages. PIM

join and prune filters can be applied to PIM-SM and PIM-SSMmessages. PIM join and

prune filters cannot be applied to PIM-DMmessages.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Filtering Outgoing PIM Join Messages on page 4011
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family (Bootstrap)

Syntax family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap],

[edit protocols pim rp bootstrap],
[edit routing-instances routing-instance-name protocols pim rp bootstrap]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which IP protocol type bootstrap properties to apply.

Options inet—Apply IP version 4 (IPv4) local RP properties.

inet6—Apply IPv6 local RP properties.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6
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family (Protocols PIM)

Syntax family (inet | inet6) {
disable;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Enable the PIM protocol for the specified family.

Options inet—Enable the PIM protocol for the IP version 4 (IPv4) address family.

inet6—Enable the PIM protocol for the IP version 6 (IPv6) address family.

The remaining statement is explained separately.

Related
Documentation

• Disabling PIM on page 3982

• disable (PIM Graceful Restart)

• disable (PIM) on page 4125
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family (Local RP)

Syntax family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
rp-set {
address address <forward-msdp-sa>;

}
}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local],

[edit protocols pim rp local],
[edit routing-instances routing-instance-name protocols pim rp local]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which IP protocol type local RP properties to apply.

Options inet—Apply IP version 4 (IPv4) local RP properties.

inet6—Apply IPv6 local RP properties.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995
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group (RPF Selection)

Syntax group group-address{
sourcesource-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-name edit protocols pim rpf-selection]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the PIM group address for which you configure RPF selectiongroup (RPF
Selection).

Default By default, PIM RPF selection is not configured.

Options group-address—PIM group address for which you configure RPF selection.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection
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group-ranges

Syntax group-ranges {
destination-ip-prefix</prefix-length>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name protocols pim rp embedded-rp],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp embedded-rp],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp embedded-rp],
[edit protocols pim rp local family (inet | inet6)],
[edit protocols pim rp static address address],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp embedded-rp],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp static address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description Configure the address ranges of the multicast groups for which this routing device can

be a rendezvous point (RP).

Default The routing device is eligible to be the RP for all IPv4 or IPv6 groups (224.0.0.0/4 or

FF70::/12 to FFF0::/12).

Options destination-ip-prefix</prefix-length>—Addresses or address ranges forwhich this routing

device can be an RP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995 in theMulticast Protocols Feature Guide for

Routing Devices

• Configuring PIM Embedded RP for IPv6 in theMulticast Protocols Feature Guide for

Routing Devices

• Example: Configuring Bidirectional PIM
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hello-interval (Protocols PIM)

Syntax hello-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify how often the routing device sends PIM hello packets out of an interface.

Options seconds—Length of time between PIM hello packets.

Range: 0 through 255

Default: 30 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• hold-time on page 4135

• Modifying the PIM Hello Interval on page 3978
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hold-time (Protocols PIM)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description Specify the time period for which a neighbor is to consider the sending routing device

(this routing device) to be operative (up).

Options seconds—Hold time.

Range: 0 through 255

Default: 150 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995 in theMulticast Protocols Feature Guide for

Routing Devices

• Example: Configuring Bidirectional PIM
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import (Protocols PIM Bootstrap)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap (inet | inet6)],

[edit protocols pim rp bootstrap (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more import policies to control incoming PIM bootstrapmessages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6

• export (Protocols PIM Bootstrap) on page 4128
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import (Protocols PIM)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to routes being imported into the routing table from PIM. Use

the import statement to filter PIM join messages and prevent them from entering the

network.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Filtering Incoming PIM Join Messages on page 4012
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infinity

Syntax infinity [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim spt-threshold],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim spt-threshold],

[edit protocols pim spt-threshold],
[edit routing-instances routing-instance-name protocols pim spt-threshold]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one ormore policies to set the SPT threshold to infinity for a source-group address

pair. Use the infinity statement to prevent the last-hop routing device from transitioning

from the RPT rooted at the RP to an SPT rooted at the source for that source-group

address pair.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM SPT Threshold Policy on page 4018
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interface

Syntax interface (all | interface-name) {
disable;
family (inet | inet6) {
disable;

}
hello-interval seconds;
mode (dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}

Hierarchy Level [edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable PIM on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. Toconfigureall interfaces, youcanspecify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• PIM on Aggregated Interfaces on page 3940
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join-load-balance

Syntax join-load-balance {
automatic;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable load balancing of PIM join messages across interfaces and routing devices.

Options automatic—Enablesautomatic loadbalancingofPIM joinmessages.Whenanew interface

or neighbor is introduced into thenetwork, ECMP joins are redistributedwithminimal

disruption to traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Make-Before-Break Join Load Balancing

• Configuring PIM Join Load Balancing on page 3987

• clear pim join-distribution in the CLI Explorer
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join-prune-timeout

Syntax join-prune-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the timeout for the join state. If theperiodic join refreshmessage is not received

before the timeout expires, the join state is removed.

Options seconds—Number of seconds to wait for the periodic join message to arrive.

Range: 210 through 240 seconds

Default: 210 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the Join State Timeout on page 3990
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key-chain (Protocols PIM)

Syntax key-chain key-chain-name;

Hierarchy Level [edit protocols pim interface interface-name family {inet | inet6} bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-nameprotocolspim interface interface-name family
{inet | inet6} bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement modified in Junos OS Release 12.2 to include family in the hierarchy level.

Description Specify the security keychain to use for BFD authentication.

Options key-chain-name—Nameof the security keychain to use for BFDauthentication. Thename

is a unique integer between 0 and 63. This must match one of the keychains in the

authentication-key-chains statement at the [edit security] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 4023

• Understanding Bidirectional Forwarding Detection Authentication for PIM

• authentication on page 4118
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local

Syntax local {
disable;
address address;
family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
rp-set {
address address <forward-msdp-sa>;

}
}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

The remaining statements are explained separately.

Description Configure the routing device’s RP properties.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995
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local-address (Protocols PIM)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)
anycast-pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6) anycast-pim],

[edit protocols pim rp local family (inet | inet6) anycast-pim],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)
anycast-pim]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device local address for the anycast rendezvous point (RP). If this

statement is omitted, the router ID is used as this address.

Options address—Anycast RP IPv4 or IPv6 address, depending on family configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM AnycastWith or Without MSDP on page 3999
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loose-check

Syntax loose-check;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection authentication],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify loose authentication checking on the BFD session. Use loose authentication for

transitional periods only when authentication might not be configured at both ends of

the BFD session.

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smoothmigration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 4023

• Understanding Bidirectional Forwarding Detection Authentication for PIM

• authentication on page 4118
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maximum-rps

Syntax maximum-rps limit;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp embedded-rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp embedded-rp],

[edit protocols pim rp embedded-rp],
[edit routing-instances routing-instance-name protocols pim rp embedded-rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Limit the number of RPs that the routing device acknowledges.

Options limit—Number of RPs.

Range: 1 through 500

Default: 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Embedded RP for IPv6
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minimum-interval (PIM BFD Liveness Detection)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the minimum interval after which the local routing device transmits hello

packets and then expects to receive a reply fromaneighborwithwhich it has established

a BFD session. Optionally, instead of using this statement, you can specify theminimum

transmit and receive intervals separately using the transmit-interval minimum-interval

andminimum-receive-interval statements.

Options milliseconds—Minimum transmit and receive interval.

Range: 1 through 255,000milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021
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minimum-interval (PIM BFD Transmit Interval)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection transmit-interval],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the minimum interval after which the local routing device transmits hello

packets to a neighbor with which it has established a BFD session. Optionally, instead

of using this statement, you can configure the minimum transmit interval using the

minimum-interval statement at the [edit protocols pim interface interface-name

bfd-liveness-detection] hierarchy level.

Options milliseconds—Minimum transmit interval value.

Range: 1 through 255,000

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for the

transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119

• minimum-interval on page 4147

• threshold on page 4173
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minimum-receive-interval

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure theminimum interval after which the local routing devicemust receive a reply

from a neighbor with which it has established a BFD session. Optionally, instead of using

this statement, youcanconfigure theminimumreceive intervalusing theminimum-interval

statement at the [edit protocols pim interface interface-name bfd-liveness-detection]

hierarchy level.

Options milliseconds—Minimum receive interval.

Range: 1 through 255,000milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021
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mode (Protocols PIM)

Syntax mode (dense | sparse | sparse-dense);

Hierarchy Level [edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure PIM to operate in sparse, dense, or sparse-densemode.

NOTE: The QFX Series does not support dense or sparse-densemode.

Options dense—Operate in densemode.

sparse—Operate in sparse mode.

sparse-dense—Operate in sparse-densemode.

Default: sparse

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

multiplier

Syntax multiplier number;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of hello packets not received by a neighbor that causes the

originating interface to be declared down.

Options number—Number of hello packets.

Range: 1 through 255

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021
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neighbor-policy

Syntax neighbor-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply a PIM interface-level policy to filter neighbor IP addresses.

Options policy-name—Name of the policy that filters neighbor IP addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface-Level PIM Neighbor Policies on page 4010

next-hop (PIM RPF Selection)

Syntax next-hop next-hop-address;

Hierarchy Level [edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
source source-address],

[edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
wildcard-source],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses source source-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresseswildcard-source]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the specific next-hop address for the PIM group source.

Options next-hop-address—Specific next-hop address for the PIM group source.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection
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no-adaptation (PIM BFD Liveness Detection)

Syntax no-adaptation;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.0

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure BFD sessions not to adapt to changing network conditions. We recommend

that you do not disable BFD adaptation unless it is preferable to have BFD adaptation

disabled in your network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119
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override-interval

Syntax override-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim]
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the maximum time in milliseconds to delay sending override join messages for a

multicast network that has join suppression enabled. When a router or switch sees a

prunemessage for a join it is currently suppressing, it waits for the interval specified by

the override timer before it sends an override join message.

Options This is a random timer with a value in milliseconds.

Range: 0 throughmaximum override value

Default: 2000milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 3991

• propagation-delay on page 4161

• reset-tracking-bit on page 4162
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pim

Syntax pim {
disable;
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
family (inet | inet6) {
disable;

}
graceful-restart {
disable;
restart-duration seconds;

}
import [ policy-names ];
interface interface-name {
accept-remote-source;
disable;
family (inet | inet6) {
disable;

}
hello-interval seconds;
mode (dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance;
join-prune-timeout;
nonstop-routing;
override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group group-name;
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-import [ policy-names ];
bootstrap-export [ policy-names ];
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bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
local {
family (inet | inet6) {
address address;
anycast-pim {
disable;
rp-set {
address address <forward-msdp-sa>;

}
local-address address;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;

}
}
rp-register-policy [ policy-names ];
spt-threshold {
infinity [ policy-names ];

}
static {
address address {
group-ranges {
version version;
destination-ip-prefix</prefix-length>;
}

}
}

}
rpf-selection {
group group-address{
source source-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

traceoptions {
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file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-devices [ mt-fpc/pic/port ];

}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

family statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable PIM on the routing device.

The statements are explained separately.

Default PIM is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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prefix-list (PIM RPF Selection)

Syntax prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
source source-address],

[edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
wildcard-source],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses source source-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresseswildcard-source]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description (Optional) Configure a list of prefixes (addresses) for multiple PIM groups.

Options prefix-list-addresses—List of prefixes (addresses) for multiple PIM groups.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection
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priority (Bootstrap)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap (inet | inet6)],

[edit protocols pim rp bootstrap (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device’s likelihood to be elected as the bootstrap router.

Options number—Routing device’s priority for becoming the bootstrap router. A higher value

corresponds to a higher priority.

Range: 0 through a 32-bit number

Default: 0 (The routing device has the least likelihood of becoming the bootstrap router
and sends packets with a priority of 0.)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4

• Configuring PIM Bootstrap Properties for IPv4 or IPv6

• bootstrap-priority on page 4123
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priority (PIM Interfaces)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device’s likelihood to be elected as the designated router.

Options number—Routing device’s priority for becoming the designated router. A higher value

corresponds to a higher priority.

Range: 0 through a 32-bit number

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface Priority for PIM Designated Router Selection on page 3984
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priority (PIM RPs)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description For PIM-SM, configure this routing device’s priority for becoming an RP.

For bidirectional PIM, configure this RP address’ priority for becoming an RP.

Thebootstrap router uses this fieldwhenselecting the list of candidate rendezvouspoints

to send in the bootstrapmessage. A smaller number increases the likelihood that the

routing device or RP address becomes the RP. A priority value of 0means that bootstrap

router can override the group range being advertised by the candidate RP.

Options number—Priority for becoming an RP. A lower value corresponds to a higher priority.

Range: 0 through 255

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 3995 in theMulticast Protocols Feature Guide for

Routing Devices

• Example: Configuring Bidirectional PIM
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propagation-delay

Syntax propagation-delaymilliseconds;

Hierarchy Level [edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set a delay for implementing a PIM prunemessage on the upstream routing device on a

multicast network for which join suppression has been enabled. The routing devicewaits

for the prune pending period to detect whether a join message is currently being

suppressed by another routing device.

Options milliseconds—Interval for the prune pending timer, which is the sum of the

propagation-delay value and the override-interval value.

Range: 250 through 2000milliseconds

Default: 500milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 3991

• override-interval on page 4153

• reset-tracking-bit on page 4162
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reset-tracking-bit

Syntax reset-tracking-bit;

Hierarchy Level [edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Change the value of a tracking bit (T-bit) field in the LAN prune delay hello option from

the default of 1 to 0, which enables join suppression for a multicast interface. When the

network starts receiving multiple identical join messages, join suppression triggers a

random timer with a value of 66 through 84milliseconds (1.1 × periodic through 1.4 ×

periodic,where periodic is 60 seconds). This creates an interval duringwhich no identical

join messages are sent. Eventually, only one of the identical messages is sent. Join

suppression is triggered each time identical messages are sent for the same join.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 3991

• override-interval on page 4153

• propagation-delay on page 4161
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rib-group (Protocols PIM)

Syntax rib-group {
inet group-name;
inet6 group-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Associate a routing table group with PIM.

Options table-name—Name of the routing table. The namemust be one that you defined with

the rib-groups statement at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Dedicated PIM RPF Routing Table
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rp

Syntax rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;
}

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-export [ policy-names ];
bootstrap-import [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
group-rp-mapping {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
local {
family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
address address <forward-msdp-sa>;
rp-set {

}
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}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
}
register-limit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
register-probe-time register-probe-time;
}
rp-register-policy [ policy-names ];
static {
address address {
override;
version version;
group-ranges {
destination-ip-prefix</prefix-length>;

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device as an actual or potential RP. A routing device can be an RP

for more than one group.

The remaining statements are explained separately.

Default If you do not include the rp statement, the routing device can never become the RP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Understanding PIM Sparse Mode on page 3941

rp-register-policy

Syntax rp-register-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to control incoming PIM register messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Register Message Filters on a PIM RP and DR on page 4013

• dr-register-policy on page 4126
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rp-set

Syntax rp-set {
address address <forward-msdp-sa>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim local family (inet | inet6)
anycast-pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim local family (inet | inet6) anycast-pim],

[edit protocols pim local family (inet | inet6) anycast-pim],
[edit routing-instances routing-instance-name protocols pim local family (inet | inet6)
anycast-pim]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a set of rendezvous point (RP) addresses for anycast RP. You can configure

up to 15 RPs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM AnycastWith or Without MSDP on page 3999
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rpf-selection

Syntax rpf-selection {
group group-address {
sourcesource-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure thePIMRPFnext-hopneighbor for a specific groupandsource for aVRF routing

instance.

The remaining statements are explained separately.

Default If you omit the rpf-selection statement, PIM RPF checks typically choose the best path

determined by the unicast protocol for all multicast flows.

Options source-address—Specific source address for the PIM group.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection
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source (PIM RPF Selection)

Syntax source source-address {
next-hop next-hop-address;

}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim rpf-selection group
group-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the source address for the PIM group.

Options source-address—Specific source address for the PIM group.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection
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spt-threshold

Syntax spt-threshold {
infinity [ policy-names ];

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the SPT threshold to infinity for a source-group address pair. Last-hopmulticast

routing devices running PIM sparse mode can forward the same stream of multicast

packets onto the same LAN through an RPT rooted at the RP or an SPT rooted at the

source. By default, last-hop routing devices transition to a direct SPT to the source. You

can configure this routing device to set the SPT transition value to infinity to prevent this

transition for any source-group address pair.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM SPT Threshold Policy on page 4018
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static (Protocols PIM)

Syntax static {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
override;
version version;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure static RP addresses. The default static RP address is 224.0.0.0/4. To configure

other addresses, include one or more address statements. You can configure a static RP

in a logical system only if the logical system is not directly connected to a source.

For each static RP address, you can optionally specify the PIM version and the groups

for which this address can be the RP. The default PIM version is version 1.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 3997
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threshold (PIM BFD Detection Time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection detection-time],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection detection-time]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the threshold for the adaptation of the BFD session detection time. When the

detection time adapts to a value equal to or greater than the threshold, a single trap and

a single system logmessage are sent.

NOTE: The threshold valuemust be equal to or greater than the transmit
interval.

The threshold timemust be equal to or greater than the value specified in
theminimum-interval or theminimum-receive-interval statement.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119

• detection-time on page 4124

• minimum-interval on page 4147

• minimum-receive-interval on page 4149
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threshold (PIM BFD Transmit Interval)

Syntax thresholdmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection transmit-interval],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the threshold for the adaptation of the BFD session transmit interval. When the

transmit interval adapts to a value greater than the threshold, a single trap and a single

systemmessage are sent.

Options milliseconds—Value for the transmit interval adaptation threshold.

Range: 0 through 4,294,967,295 (232 – 1)

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for

the transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119
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transmit-interval (PIM BFD Liveness Detection)

Syntax transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the transmit interval for the bfd-liveness-detection statement. The negotiated

transmit interval for a peer is the interval between the sending of BFD packets to peers.

The receive interval for a peer is the minimum interval between receiving packets sent

from its peer; the receive interval is not negotiated between peers. To determine the

transmit interval, each peer compares its configuredminimum transmit interval with its

peer'sminimumreceive interval. The largerof the twonumbers isacceptedas the transmit

interval for that peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021

• bfd-liveness-detection on page 4119

• threshold on page 4173

• minimum-interval on page 4148

• minimum-receive-interval on page 4149
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traceoptions (Protocols PIM)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure PIM tracing options.

To specify more than one tracing operation, includemultiple flag statements.

Default ThedefaultPIM traceoptionsare those inherited fromthe routingprotocol's traceoptions

statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the pim-log file.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, youmust also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

PIM Tracing Flags

• assert—Assert messages

• bidirectional-df-election—BidirectionalPIMdesignated-forwarder (DF)electionevents
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• bootstrap—Bootstrapmessages

• cache—Packets in the PIM sparse mode routing cache

• graft—Graft and graft acknowledgment messages

• hello—Hello packets

• join—Join messages

• mt—Multicast tunnel messages

• nsr-synchronization—Nonstop active routing (NSR) synchronization messages

• packets—All PIM packets

• prune—Prunemessages

• register—Register and register stopmessages

• rp—Candidate RP advertisements

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.
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no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 0 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Trace Options on page 3980

• Tracing DVMRP Protocol Traffic

• Tracing MSDP Protocol Traffic on page 4084

• Configuring PIM Trace Options on page 3980
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version (BFD)

Syntax version (0 | 1 | automatic);

Hierarchy Level [edit protocols piminterface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the bidirectional forwarding detection (BFD) protocol version that you want to

detect.

Options Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect the BFD

version)

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 4021
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version (PIM)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim rp static address address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp static address address],

[edit protocols pim interface interface-name],
[edit protocols pim rp static address address],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim rp static address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the version of PIM.

Options version—PIM version number.

Range: 1 or 2

Default: PIMv1 for rendezvous point (RP) mode (at the [edit protocols pim rp static

address address] hierarchy level). PIMv2 for interface mode (at the [edit protocols

pim interface interface-name] hierarchy level).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling PIM Sparse Mode on page 3986

• Configuring PIM Dense Mode Properties

• Configuring PIM Sparse-Dense Mode Properties
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wildcard-source (PIM RPF Selection)

Syntax wildcard-source {
next-hop next-hop-address;

}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim rpf-selection group
group-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Use a wildcard for the multicast source instead of (or in addition to) a specific multicast

source.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection

IGMP Configuration Statements

• accounting (Protocols IGMP) on page 4181

• accounting (Protocols IGMP Interface) on page 4181

• asm-override-ssm on page 4182

• disable (Protocols IGMP) on page 4182

• exclude (Protocols IGMP) on page 4183

• group (Protocols IGMP) on page 4184

• group-count (Protocols IGMP) on page 4185

• group-increment (Protocols IGMP) on page 4185

• group-limit on page 4186

• group-policy (Protocols IGMP) on page 4187

• igmp on page 4188

• immediate-leave (Protocols IGMP) on page 4190

• interface (Protocols IGMP) on page 4191

• maximum-transmit-rate (Protocols IGMP) on page 4192

• oif-map on page 4192

• passive (IGMP) on page 4193

• promiscuous-mode (Protocols IGMP) on page 4194
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• query-interval (Protocols IGMP) on page 4194

• query-last-member-interval (Protocols IGMP) on page 4195

• query-response-interval (Protocols IGMP) on page 4196

• robust-count (Protocols IGMP) on page 4197

• source (Protocols IGMP) on page 4198

• source-count (Protocols IGMP) on page 4199

• source-increment (Protocols IGMP) on page 4199

• static (Protocols IGMP) on page 4200

• traceoptions (Protocols IGMP) on page 4201

• version (Protocols IGMP) on page 4203

accounting (Protocols IGMP)

Syntax accounting;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable the collection of IGMP join and leave event statistics on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Recording IGMP Join and Leave Events on page 4043

accounting (Protocols IGMP Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable the collection of IGMP join and leave event statistics for an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Recording IGMP Join and Leave Events on page 4043
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asm-override-ssm

Syntax asm-override-ssm;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable the routing device to accept any-source multicast join messages (*,G) for group

addresses that are within the default or configured range of source-specific multicast

groups.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 4103

disable (Protocols IGMP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable IGMP on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling IGMP on page 4047
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exclude (Protocols IGMP)

Syntax exclude;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure thestaticgroup tooperate inexcludemode. Inexcludemodeall sourcesexcept

the address configured are accepted for the group. If this statement is not included, the

group operates in includemode.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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group (Protocols IGMP)

Syntax groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static],
[edit protocols igmp interface interface-name static]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the IGMPmulticast group address and (optionally) the source address for the

multicast group being statically configured on an interface.

NOTE: Youmust specify a unique address for each group.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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group-count (Protocols IGMP)

Syntax group-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the number of static groups to be created.

Options number—Number of static groups.

Default:

Range: 1 through 512

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036

group-increment (Protocols IGMP)

Syntax group-increment increment;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of times the address should be incremented for each static group

created. The increment is specified in dotteddecimal notation similar to an IPv4 address.

Options increment—Number of times the address should be incremented.

Default: 0.0.0.1

Range: 0.0.0.1 through 255.255.255.255

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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group-limit

Syntax group-limit limit;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a limit for the number of multicast groups (or [S,G] channels in IGMPv3)

allowedon an interface. After this limit is reached, new reports are ignored and all related

flows are not flooded on the interface.

To confirm the configured group limit on the interface, use the show igmp interface

command.

Default By default, there is no limit to the number of multicast groups that can join the interface.

Options limit—group limit value for the interface.

Range: 1 through 32767

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting theNumberof IGMPMulticastGroup JoinsonLogical Interfacesonpage4044

• group-threshold

• log-interval

Copyright © 2014, Juniper Networks, Inc.4186

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



group-policy (Protocols IGMP)

Syntax group-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description When this statement is enabled on a router running IGMPversion 2 (IGMPv2) or version 3

(IGMPv3), after the router receivesan IGMP report, the router compares thegroupagainst

the specified grouppolicy andperforms theaction configured in that policy (for example,

rejects the report).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Filtering Unwanted IGMP Reports at the IGMP Interface Level on page 4032
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igmp

Syntax igmp {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-limit limit;
group-policy [ policy-names ];
group-threshold
immediate-leave;
log-interval
oif-mapmap-name;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable IGMP on the router or switch. IGMPmust be enabled for the router or switch to

receive multicast packets.

The remaining statements are explained separately.
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Default IGMP is disabled on the router or switch. IGMP is automatically enabled on all broadcast

interfaces when you configure Protocol Independent Multicast (PIM) or Distance Vector

Multicast Routing Protocol (DVMRP).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP on page 4028
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immediate-leave (Protocols IGMP)

Syntax immediate-leave;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships.When this setting is enabled, the routingdevice leaves themulticast group

immediately after the last host leaves the multicast group.

Starting in JunosOSRelease9.3, both IGMPversion2and IGMPversion3dohost tracking

when the immediate-leave statement is configured. Thismeans that themulticast group

leaves only when the last host leaves. The routing device keeps track of the hosts that

send join messages. This allows IGMP to determine when the last host sends a leave

message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entrywithout first sending IGMPgroup-specific queries to the interface.

The interface is pruned from themulticast tree for the multicast group specified in the

IGMP leavemessage. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even whenmultiplemulticast groups are

being used simultaneously.

When immediate leave isdisabledandonehost sendsa leavegroupmessage, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from themulticast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the routing device only knows about the one interested host and
does not know about the others.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Specifying Immediate-Leave Host Removal for IGMP on page 4031

interface (Protocols IGMP)

Syntax interface interface-name {
disable;
(accounting | no-accounting);
group-limit limit;
group-policy [ policy-names ];
immediate-leave;
oif-mapmap-name;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable IGMP on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. Toconfigureall interfaces, youcanspecify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP on page 4028
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maximum-transmit-rate (Protocols IGMP)

Syntax maximum-transmit-rate packets-per-second;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the transmission rate of IGMP packets

Options packets-per-second—Maximum number of IGMP packets transmitted in one second by

the routing device.

Range: 1 through 10000

Default: 500 packets

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Maximum IGMPMessage Rate on page 4036

oif-map

Syntax oif-mapmap-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associates an outgoing interface (OIF) map to the IGMP interface. The OIF map is a

routing policy statement that can contain multiple terms.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs
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passive (IGMP)

Syntax passive <allow-receive> <send-general-query> <send-group-query>;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

allow-receive, send-general-query, and send-group-query options were added in Junos

OS Release 10.0.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that IGMP run on the interface and either not send and receive control traffic or

selectively send and receive control traffic such as IGMP reports, queries, and leaves.

NOTE: You can selectively activate up to two out of the three available
options for the passive statement while keeping the other functions passive

(inactive). Activating all three options would be equivalent to not using the
passive statement.

Options allow-receive—Enables IGMP to receive control traffic on the interface.

send-general-query—Enables IGMP to send general queries on the interface.

send-group-query—Enables IGMP to send group-specific and group-source-specific

queries on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs

• Enabling IGMP on page 4028
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promiscuous-mode (Protocols IGMP)

Syntax promiscuous-mode;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],
[edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.2 for dynamic profiles.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that the interface accepts IGMP reports from hosts on any subnetwork. Note

that when enabling promiscuous-mode, all routing devices on the ethernet segment

mustbe configuredwith thepromiscuousmodestatement.Otherwise, only the interface

configuredwith lowest IPv4addressactsas thequerier for IGMPfor thisEthernet segment.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Profile for Client Access

• Accepting IGMPMessages from Remote Subnetworks on page 4033

query-interval (Protocols IGMP)

Syntax query-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how often the querier routing device sends general host-query messages.

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Host-Query Message Interval on page 4030

• query-last-member-interval (Protocols IGMP) on page 4195

• query-response-interval (Protocols IGMP) on page 4196
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query-last-member-interval (Protocols IGMP)

Syntax query-last-member-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how often the querier routing device sends group-specific query messages.

Options seconds—Time interval, in fractions of a second or seconds.

Range: 0.1 through 0.9, then in 1-second intervals 1 through 999999

Default: 1 second

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Last-Member Query Interval on page 4030

• query-interval (Protocols IGMP) on page 4194

• query-response-interval (Protocols IGMP) on page 4196
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query-response-interval (Protocols IGMP)

Syntax query-response-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how long the querier routing device waits to receive a response to a host-query

message from a host.

Options seconds—The query response interval must be less than the query interval.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Query Response Interval on page 4034

• query-interval (Protocols IGMP) on page 4194

• query-last-member-interval (Protocols IGMP) on page 4195
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robust-count (Protocols IGMP)

Syntax robust-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Tune the expected packet loss on a subnet. This factor is used to calculate the group

member interval, other querier present interval, and last-member query count.

Options number—Robustness variable.

Range: 2 through 10

Default: 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Robustness Variable on page 4035
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source (Protocols IGMP)

Syntax source ip-address {
source-count number;
source-increment increment;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the IP version 4 (IPv4) unicast source address for the multicast group being

statically configured on an interface.

Options ip-address—IPv4 unicast address.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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source-count (Protocols IGMP)

Syntax source-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address source],

[edit protocols igmp interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of multicast source addresses that should be accepted for each

static group created.

Options number—Number of source addresses.

Default: 1

Range: 1 through 1024

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036

source-increment (Protocols IGMP)

Syntax source-increment number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address source],

[edit protocols igmp interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of times the multicast source address should be incremented for

each static group created. The increment is specified in dotted decimal notation similar

to an IPv4 address.

Options increment—Number of times the source address should be incremented.

Default: 0.0.0.1

Range: 0.0.0.1 through 255.255.255.255

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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static (Protocols IGMP)

Syntax static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Test multicast forwarding on an interface without a receiver host.

The static statement simulates IGMP joins on a routing device statically on an interface

withoutany IGMPhosts. It is supported forboth IGMPv2and IGMPv3 joins. This statement

is especially useful for testing multicast forwarding on an interface without a receiver

host.

NOTE: Toprevent joining toomany groups accidentally, the static statement

is not supported with the interface all statement.

The remaining statements are explained separately.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 4036
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traceoptions (Protocols IGMP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure IGMP tracing options.

To specify more than one tracing operation, includemultiple flag statements.

To trace the paths of multicast packets, use themtrace command.

Default Thedefault IGMPtraceoptionsare those inherited fromthe routingprotocols traceoptions

statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the file igmp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, youmust also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

IGMP Tracing Flags

• leave—Leave groupmessages (for IGMP version 2 only).

• mtrace—Mtrace packets. Use themtrace command to troubleshoot the software.

• packets—All IGMP packets.
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• query—IGMPmembershipquerymessages, includinggeneralandgroup-specificqueries.

• report—Membership report messages.

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.
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If you specify a maximum file size, youmust also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing IGMP Protocol Traffic on page 4045

version (Protocols IGMP)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the version of IGMP.

Options version—IGMP version number.

Range: 1, 2, or 3

Default: IGMP version 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Changing the IGMP Version on page 4029

IGMP Snooping Configuration Statements

• data-forwarding on page 4204

• disable (IGMP Snooping) on page 4205

• group (IGMP Snooping) on page 4205

• groups (Multicast VLAN Registration) on page 4206

• igmp-querier on page 4206

• igmp-snooping on page 4207

• install (Multicast VLAN Registration) on page 4208

• interface (IGMP Snooping) on page 4208
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• multicast-router-interface (IGMP Snooping) on page 4209

• proxy (Multicast VLAN Registration) on page 4209

• receiver on page 4210

• robust-count (IGMP Snooping) on page 4210

• source (Multicast VLAN Registration) on page 4211

• source-address (IGMP Querier) on page 4211

• source-vlans on page 4212

• static (IGMP Snooping) on page 4212

• traceoptions (IGMP Snooping) on page 4213

• version (IGMP Snooping) on page 4215

data-forwarding

Syntax data-forwarding {
receiver {
source-vlans vlan-list;
install;

}
source {
groups group-prefix;

}
}

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the VLAN to be amulticast source VLAN (MVLAN) or a multicast VLAN

registration (MVR) receiver VLAN. Each data-forwardingVLAN,which can be amulticast

source VLAN (MVLAN) or a multicast receiver VLAN, must have exactly one source

statement or exactly one receiver statement. A data-forwarding VLAN can operate only

in IGMP version 2 (IGMPv2) mode.

The remaining statements are explained separately.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

Copyright © 2014, Juniper Networks, Inc.4204

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



disable (IGMP Snooping)

Syntax disable;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable IGMP snooping on all interfaces in a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

group (IGMP Snooping)

Syntax group ip-address;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name interface interface-name static]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a static multicast group using a valid IP multicast address.

Default None.

Options ip-address—IP address of the multicast group receiving data on an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show igmp-snooping vlans on page 4312

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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groups (Multicast VLAN Registration)

Syntax groups group-prefix;

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name) data-forwarding source]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the IP address range of the multicast VLAN (MVLAN) source interfaces.

Default Disabled

Options group-prefix—IP address range of the source group. Each MVLANmust have exactly one

groups statement. If there are multiple MVLANs on the switch, their group ranges

must be unique.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

igmp-querier

Syntax igmp-querier source-addresssource address;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the switch to be an IGMPquerier. If there are anymulticast routers on the same

local network, make sure the source address for the IGMP querier is greater (a higher

number) than the IP addresses for those routers on thenetwork. This ensures that switch

is always the IGMP querier on the network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312

• show configuration protocols igmp on page 4292
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igmp-snooping

Syntax igmp-snooping {
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable> <match
regex>;

flag flag (detail | disable | receive | send);
}
vlan vlan-name {
data-forwarding {
source {
groups group-prefix;

}
receiver {
source-vlans vlan-list;
install ;

}
}
disable;
immediate-leave;
interface interface-name {
multicast-router-interface;
static {
group ip-address;

}
}
robust-count number;
version number;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

version statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable and configure IGMP snooping.

The remaining statements are explained separately.

Default IGMP snooping is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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install (Multicast VLAN Registration)

Syntax install;

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name) data-forwarding receiver]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Install forwarding entries in the multicast receiver VLAN. By default, the multicast VLAN

(MVLAN) installs forwarding entries for MVLAN groups only.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

interface (IGMP Snooping)

Syntax interface interface-name {
multicast-router-interface;
static {
group ip-address;

}
}

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable IGMP snooping on an interface and configure interface-specific properties.

The remaining statements are explained separately.

Options interface-name—Name of the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312
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multicast-router-interface (IGMP Snooping)

Syntax multicast-router-interface;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an interface to forward IGMPmessages to multicast routers.

Default Disabled. If this statement is disabled, the interface drops IGMPmessages it receives.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show igmp-snooping vlans on page 4312

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

proxy (Multicast VLAN Registration)

Syntax proxy source-address ip-address;

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify that the VLAN operate in proxy mode. The proxy option is supported only for a

VLAN acting as a data-forwarding source.

Default Disabled

Options source-address ip-address—IP address of the source VLAN to act as proxy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053
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receiver

Syntax receiver {
source-vlans vlan-list;
install;

}

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name) data-forwarding]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure a VLAN as amulticast receiver VLAN of the multicast VLAN (MVLAN).

The remaining statements are explained separately.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

robust-count (IGMP Snooping)

Syntax robust-count number;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the number of intervals the switch waits before removing amulticast group

from themulticast forwarding table. Configure the length of each interval using the

query-interval statement.

Default 2 intervals

Options number—Number of intervals the switch waits before timing out a multicast group.

Range: 2 through 10

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312
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source (Multicast VLAN Registration)

Syntax source {
groups group-prefix;

}

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name) data-forwarding]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure a VLAN to be amulticast source VLAN (MVLAN).

The remaining statement is explained separately.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

source-address (IGMPQuerier)

Syntax src-address source address;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name igmp-querier]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the address that the switch uses as the source address in the IGMP queries

that it sends. If there are anymulticast routers on the same local network, make sure the

source address for the IGMP querier is greater (a higher number) than the IP addresses

for those routers on the network. This ensures that switch is always the IGMP querier on

the network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312

• show configuration protocols igmp on page 4292
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source-vlans

Syntax source-vlans vlan-list;

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name) data-forwarding receiver]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify a list of multicast VLANs (MVLANs) fromwhich this multicast receiver VLAN

receives multicast traffic. Either all of these MVLANsmust be in proxy mode or none of

them can be in proxy mode.

Default Disabled

Options vlan-list—Names of the MVLANs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast VLAN Registration on page 4054

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

static (IGMP Snooping)

Syntax static {
group ip-address;

}

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Statically define multicast groups on an interface.

The remaining statement is explained separately.

Default Nomulticast groups are statically defined.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312
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traceoptions (IGMP Snooping)

Syntax traceoptions {
file filename <files number> <no-stamp> <size size> <replace> <world-readable |
no-world-readable>;

flag flag (detail | disable | receive | send);
}

Hierarchy Level For platforms without ELS:

[edit protocols igmp-snooping]

For platforms with ELS:

[edit protocols igmp-snooping vlan]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define tracing operations for IGMP snooping.

Default The traceoptions feature is disabled by default.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached (xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—All tracing operations.

• general—Trace general IGMP snooping protocol events.

• krt—Trace communication over routing sockets.

• nexthop—Trace next-hop related events.

• normal—Trace normal IGMP snooping protocol events.

• packets—Trace all IGMP packets.

• policy—Trace policy processing.

• query—Trace IGMPmembership query messages.

• report—Tracemembership report messages.
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• route—Trace routing information.

• state—Trace IGMP state transitions.

• task—Trace routing protocol task processing.

• timer—Trace routing protocol timer processing.

• vlan—Trace VLAN related events.

no-stamp—(Optional) Do not time stamp trace file.

no-world-readable—(Optional) Restrict file access to the user who created the file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it

is renamed trace-file.0, then trace-file.1, and so on, until the maximum number of

trace files is reached. Then the oldest trace file is overwritten. If you specify a

maximum number of files, you also must specify a maximum file size with the files

option. Use xk to specify KB, xm to specify MB, or xg to specify gigabytes.

Range: 10 KB through 1 gigabytes

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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version (IGMP Snooping)

Syntax version number;

Hierarchy Level [edit protocols igmp-snooping vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the IGMPversion for the IGMPgeneral query that the switch sends to hostswhen

an interfacecomesup.Theconfigured IGMPversionaffectsonly the versionof thegeneral

queries sent by a switch. It does not affect the version of IGMPmessages that the switch

can snoop. For example, If the switch is configured for IGMP version 1 (IGMPv1), it can

snoop IGMPv2 and IGMPv3messages.

Default If you do not configure the version statement, the default is IGMPv2.

Options version—IGMP version number.

Range: 1 and 2.

NOTE: IGMP v3 snooping is not supported.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IGMP Snooping (CLI Procedure)

• Configuring IGMP Snooping on page 4048

IGMP Snooping Configuration Statements (Original CLI Only)

• disable (IGMP Snooping) on page 4216

• igmp-snooping on page 4217

• immediate-leave (IGMP Snooping) on page 4218

• vlan (IGMP Snooping) on page 4219
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disable (IGMP Snooping)

Syntax disable;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable IGMP snooping on all interfaces in a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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igmp-snooping

Syntax igmp-snooping {
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable> <match
regex>;

flag flag (detail | disable | receive | send);
}
vlan vlan-name {
data-forwarding {
source {
groups group-prefix;

}
receiver {
source-vlans vlan-list;
install ;

}
}
disable;
immediate-leave;
interface interface-name {
multicast-router-interface;
static {
group ip-address;

}
}
robust-count number;
version number;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

version statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable and configure IGMP snooping.

The remaining statements are explained separately.

Default IGMP snooping is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048
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immediate-leave (IGMP Snooping)

Syntax immediate-leave;

Hierarchy Level [edit protocols igmp-snooping vlan vlan-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description After the switch receives a leave groupmembership message from a host, immediately

remove the groupmembership from the interface and suppress the sending of any

group-specific queries for the multicast group.

NOTE: When configuring this statement, ensure that the IGMP interface has
only one IGMPv2host connected. Ifmore thanone IGMPv2host is connected
to the switch through the same interface and one of the hosts sends a leave
message, the switch removes all hosts on the interface from themulticast
group. The switch loses contact with the hosts in themulticast group that
did not send a leavemessage until they send join requests in response to the
next general multicast listener query from the router.

Default The immediate-leave feature is disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312
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vlan (IGMP Snooping)

Syntax vlan vlan-name {
immediate-leave;
interface interface-name {
multicast-router-interface;
static {
group ip-address;

}
}
version number;

}

Hierarchy Level [edit protocols igmp-snooping]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

version statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure IGMP snooping parameters for a VLAN.

The remaining statements are explained separately.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range. For IGMP snooping, secondary private VLANs are not listed.

Default IGMP snooping options apply to the specified VLAN.

Options vlan-name—Name of a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• show igmp-snooping vlans on page 4312

IGMP Snooping Configuration Statements (ELS CLI Only)

• group-limit on page 4220

• host-only-interface on page 4221

• igmp-snooping on page 4222

• immediate-leave (Bridge Domains) on page 4223
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• interface (Bridge Domains) on page 4224

• l2-querier on page 4225

• query-interval (Bridge Domains) on page 4226

• query-last-member-interval (Bridge Domains) on page 4227

• query-response-interval (Bridge Domains) on page 4228

• source-address on page 4229

• vlan (IGMP Snooping) on page 4230

group-limit

Syntax group-limit limit;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

[edit protocols igmp-snooping vlan interface]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure a limit for the number of multicast groups (or [S,G] channels in IGMPv3)

allowedon an interface. After this limit is reached, new reports are ignored and all related

flows are not flooded on the interface.

Default By default, there is no limit to the number of multicast groups joining an interface.

Options limit—a 32-bit number for the limit on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

Copyright © 2014, Juniper Networks, Inc.4220

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



host-only-interface

Syntax host-only-interface;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

[edit protocols igmp-snooping vlan interface]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configurean interfaceasahost-facing interface. IGMPqueries receivedon these interfaces

are dropped.

Default The interface can either be a host-side or multicast-routing device interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

• multicast-router-interface
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igmp-snooping

Syntax igmp-snooping {
vlan vlan-id {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
immediate-leave;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
l2-querier {
source-address ip-address;

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <flag-modifier>;
}

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Enable IGMP snooping on the router or switch.

Default IGMP snooping is disabled on the router or switch.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding IGMP Snooping

• IGMP Snooping in MC-LAG Active-Active on MX Series Routers Overview
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immediate-leave (Bridge Domains)

Syntax immediate-leave;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

[edit protocols igmp-snooping vlan interface]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships.When this setting is enabled, the routingdevice leaves themulticast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking,meaning that the device keeps track

of the hosts that send join messages. This allows IGMP to determine when the last host

sends a leavemessage for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entrywithout first sending IGMPgroup-specific queries to the interface.

The interface is pruned from themulticast tree for the multicast group specified in the

IGMP leavemessage. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even whenmultiplemulticast groups are

being used simultaneously.

When immediate leave isdisabledandonehost sendsa leavegroupmessage, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from themulticast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the routing device only knows about the one interested host and
does not know about the others.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

interface (Bridge Domains)

Syntax interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping]

[edit protocols igmp-snooping vlan],

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Enable IGMP snooping on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. Toconfigureall interfaces, youcanspecify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping
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l2-querier

Syntax l2-querier {
source-address ip-address;

}

Hierarchy Level [edit protocols igmp-snooping vlan],

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure the switch to be an IGMP querier. Also configure the source address to use for

IGMP snooping queries

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation
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query-interval (Bridge Domains)

Syntax query-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

[edit protocols igmp-snooping vlan]

Release Information Statement introduced before Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure the interval for host-query message timeouts.

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

• query-last-member-interval (Bridge Domains) on page 4227

• query-response-interval (Bridge Domains) on page 4228
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query-last-member-interval (Bridge Domains)

Syntax query-last-member-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

[edit protocols igmp-snooping vlan],

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure the interval for group-specific query timeouts.

Options seconds—Time interval, in fractions of a second or seconds.

Range: 0.1 through 0.9, then in 1-second intervals 1 through 1024

Default: 1 second

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

• query-interval on page 4226

• query-response-interval on page 4228
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query-response-interval (Bridge Domains)

Syntax query-response-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

[edit protocols igmp-snooping vlan],

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Specify how long to wait to receive a response to a specific query message from a host.

Options seconds—Time interval. This interval must be less than the host-query interval.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping

• query-interval (Bridge Domains) on page 4226

• query-last-member-interval (Bridge Domains) on page 4227
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source-address

Syntax source-address ip-address;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping proxy],
[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id proxy],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping proxy],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id proxy]

[edit protocols igmp-snooping vlan [edit protocols igmp-snooping l2-querier]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Specify the IP address to use as the source for IGMP snooping reports in proxy mode.

Reports are sent with address 0.0.0.0 as the source address unless there is a source

address configured.

Options ip-address—IP address to use as the source for proxy-mode IGMP snooping reports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping
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vlan (IGMP Snooping)

Syntax vlan vlan-id {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
groupmulticast-group-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

}

Hierarchy Level [edit protocols igmp-snooping ],

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure IGMP snooping parameters for a particular VLAN.

Default By default, IGMP snooping options apply to all VLANs.

Options vlan-id—Apply the parameters to this VLAN.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN-Specific IGMP Snooping Parameters on page 4059

• igmp-snooping on page 4222

MSDPConfiguration Statements

• active-source-limit on page 4232

• authentication-key on page 4233

• data-encapsulation on page 4234

• default-peer on page 4235
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• disable (Protocols MSDP) on page 4236

• export (Protocols MSDP) on page 4237

• group on page 4238

• import (Protocols MSDP) on page 4239

• local-address on page 4240

• maximum on page 4241

• mode (Protocols MSDP) on page 4242

• msdp on page 4243

• peer (Protocols MSDP) on page 4245

• rib-group (Protocols MSDP) on page 4246

• source on page 4247

• threshold on page 4248

• traceoptions (Protocols MSDP) on page 4249

4231Copyright © 2014, Juniper Networks, Inc.

Chapter 48: Configuration



active-source-limit

Syntax active-source-limit {
log-interval seconds;
log-warning value;
maximum number;
threshold number;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-nameprotocolsmsdpsource ip-address/prefix-length],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp source ip-address/prefix-length],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit protocolsmsdp source ip-address/prefix-length],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp source
ip-address/prefix-length]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the number of active source messages the routing device accepts.

Default If you do not include this statement, the router accepts any number of MSDP active

source messages.

Options The options are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088
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authentication-key

Syntax authentication-key peer-key;

Hierarchy Level [edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp group group-name peer
address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associate a Message Digest 5 (MD5) signature option authentication key with an MSDP

peering session.

Default If youdonot include this statement, the routingdeviceacceptsanyvalidMSDPmessages

from the peer address.

Options peer-key—MD5 authentication key. The peer key can be a text string up to 16 letters and

digits long. Strings can include any ASCII characterswith the exception of (, ), &, and

[. If you include spaces in an MSDP authentication key, enclose all characters in

quotation marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance
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data-encapsulation

Syntax data-encapsulation (disable | enable);

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a rendezvous point (RP) using MSDP to encapsulate multicast data received

in MSDP register messages inside forwarded MSDP source-active messages.

Default If you do not include this statement, the RP encapsulates multicast data.

Options disable—(Optional) Do not use MSDP data encapsulation.

enable—Use MSDP data encapsulation.

Default: enable

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088
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default-peer

Syntax default-peer;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Establish this peer as the default MSDP peer and accept source-active messages from

the peer without the usual peer-reverse-path-forwarding (peer-RPF) check.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088
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disable (Protocols MSDP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name peer
address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Explicitly disable MSDP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling MSDP
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export (Protocols MSDP)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being exported from the routing table into MSDP.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance

• import on page 4239
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group

Syntax group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
peer address; {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an MSDP peer group. MSDP peers within groups share common tracing options,

if present and not overridden for an individual peerwith thepeer statement. To configure
multiple MSDP groups, includemultiple group statements.

By default, the group's options are identical to the global MSDP options. To override the

global options, include group-specific options within the group statement.

The groupmust contain at least one peer.

Options group-name—Name of the MSDP group.

The remaining statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance

import (Protocols MSDP)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being imported into the routing table fromMSDP.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance

• export on page 4237
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local-address

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the local end of an MSDP session. Youmust configure at least one peer for

MSDPto function.Whenconfiguringapeer, youmust include this statement. Thisaddress

is used to accept incoming connections to the peer and to establish connections to the

remote peer.

Options address—IP address of the local end of the connection.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance
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maximum

Syntax maximum number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the maximum number of MSDP active source messages the router accepts.

Options number—Maximum number of active source messages.

Range: 1 through 1,000,000

Default: 25,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088

• threshold on page 4248
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mode (Protocols MSDP)

Syntax mode (mesh-group | standard);

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure groups of peers in a full mesh topology to limit excessive flooding of

source-active messages to neighboring peers. The default flooding mode is standard.

Default If you do not include this statement, default flooding is applied.

Options mesh-group—Group of peers that are mesh groupmembers.

standard—Use standard MSDP source-active flooding rules.

Default: standard

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088
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msdp

Syntax msdp {
disable;
active-source-limit {
log-interval seconds;
log-warning value;
maximum number;
threshold number;

}
data-encapsulation (disable | enable);
export [ policy-names ];
group group-name {
... group-configuration ...

}
hold-time seconds;
import [ policy-names ];
local-address address;
keep-alive seconds;
peer address {
... peer-configuration ...

}
rib-group group-name;
source ip-prefix</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}
sa-hold-time seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
peer address {
... same statements as at the [edit protocolsmsdp peer address] hierarchy level shown
just following ...

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}
peer address {
disable;
active-source-limit {
maximum number;
threshold number;
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}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.4 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description EnableMSDPon the router or switch. Youmust also configure at least onepeer forMSDP

to function.

Default MSDP is disabled on the router or switch.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance
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peer (Protocols MSDP)

Syntax peer address {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an MSDP peering relationship. An MSDP routing devicemust knowwhich routing

devices are its peers. You define the peer relationships explicitly by configuring the

neighboring routing devices that are the MSDP peers of the local routing device. After

peer relationships are established, the MSDP peers exchangemessages to advertise

active multicast sources. To configure multiple MSDP peers, includemultiple peer

statements.

By default, the peer's options are identical to the global or group-level MSDP options.

To override the global or group-level options, include peer-specific options within the

peer (Protocols MSDP) statement.

At least one peer must be configured for MSDP to function. Youmust configure address

and local-address.

Options address—Name of the MSDP peer.

The remaining statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance

rib-group (Protocols MSDP)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associate a routing table group with MSDP.

Options group-name—Name of the routing table group. The namemust be one that you defined

with the rib-groups statement at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance
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source

Syntax source ip-address</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the number of active source messages the routing device accepts from sources in

this address range.

Default If you do not include this statement, the routing device accepts any number of MSDP

active source messages.

Options The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088
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threshold

Syntax threshold number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the randomearlydetection (RED) threshold forMSDPactive sourcemessages.

This number must be less than the configured or default maximum.

Options number—RED threshold for active source messages.

Range: 1 through 1,000,000

Default: 24,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringMSDPwithActiveSourceLimits andMeshGroupsonpage4088

• maximum on page 4241
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traceoptions (Protocols MSDP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure MSDP tracing options.

To specify more than one tracing operation, includemultiple flag statements.

Default The default MSDP trace options are those inherited from the routing protocol's

traceoptions statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in themsdp-log file.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten.
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If you specify a maximum number of files, youmust also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

MSDP Tracing Flags

• keepalive—Keepalive messages

• packets—All MSDP packets

• route—MSDP changes to the routing table

• source-active—Source-active packets

• source-active-request—Source-active request packets

• source-active-response—Source-active response packets

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:
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• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Do not allow any user to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing MSDP Protocol Traffic on page 4084

Source-Specific Multicast Configuration Statements

• asm-override-ssm on page 4252

• policy (SSMMaps) on page 4253

• ssm-groups on page 4254

• ssm-map (Protocols IGMP) on page 4255

• ssm-map (Routing Options Multicast) on page 4255

• ssm-map-policy (IGMP) on page 4256
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asm-override-ssm

Syntax asm-override-ssm;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable the routing device to accept any-source multicast join messages (*,G) for group

addresses that are within the default or configured range of source-specific multicast

groups.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 4103
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policy (SSMMaps)

Syntax policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast ssm-map ssm-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast
ssm-map ssm-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast ssm-map
ssm-map-name],

[edit routing-optionsmulticast ssm-map ssm-map-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply one or more policies to an SSMmap.

Options policy-names—Name of one or more policies for SSMmapping.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To view this statement in the configuration.

Related
Documentation

• Example: Configuring SSMMapping on page 4100
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ssm-groups

Syntax ssm-groups [ ip-addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure source-specific multicast (SSM) groups.

By default, the SSM groupmulticast address is limited to the IP address range from

232.0.0.0 through232.255.255.255.However, youcanextendSSMoperations intoanother

Class D range by including the ssm-groups statement in the configuration. The default

SSM address range from 232.0.0.0 through 232.255.255.255 cannot be used in the

ssm-groups statement. This statement is for adding other multicast addresses to the

default SSM group addresses. This statement does not override the default SSM group

address range.

IGMPv3 supports SSM groups. By utilizing inclusion lists, only sources that are specified

send to the SSM group.

Options ip-addresses—List of one ormore additional SSMgroup addresses separated by a space.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 4103
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ssm-map (Protocols IGMP)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply an SSMmap to an IGMP interface.

Options ssm-map-name—Name of SSMmap.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSMMapping on page 4100

ssm-map (Routing OptionsMulticast)

Syntax ssm-map ssm-map-name {
policy [ policy-names ];
source [ addresses ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure SSMmapping.

Options ssm-map-name—Name of the SSMmap.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSMMapping on page 4100
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ssm-map-policy (IGMP)

Syntax ssm-map-policy ssm-map-policy-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply an SSMmap policy to an IGMP interface.

Options ssm-map-policy-name—Name of SSMmap policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringSSMMaps forDifferentGroups toDifferentSourcesonpage4106
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CHAPTER 49

Administration

• Routine Monitoring on page 4257

• Monitoring Commands for Multicast Protocols on page 4258

RoutineMonitoring

• Monitoring IGMP Snooping on page 4257

• Verifying the IGMP Snooping Group Timeout Value on page 4258

Monitoring IGMP Snooping

Purpose Use themonitoring feature to view status and information about the IGMP snooping

configuration.

Action To display IGMP snooping details in the CLI, enter the following commands:

• show igmp-snooping vlans

• show igmp-snooping statistics

• show igmp-snooping route

• show igmp-snoopingmembership

Meaning Table 306 on page 4257 summarizes the IGMP snooping details displayed.

Table 306: Summary of IGMP Snooping Output Fields

ValuesField

IGMP Snooping Monitor

VLAN for which IGMP snooping is enabled.VLAN

Interface connected to amulticast router.Interfaces

Number of the multicast groups learned by the VLAN.Groups

Multicast router.MRouters

Multicast receiver.Receivers
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Table 306: Summary of IGMP Snooping Output Fields (continued)

ValuesField

IGMP Route Information

VLAN for which IGMP snooping is enabled.VLAN

Next hop assigned by the switch after performing the route lookup.Next-Hop

Multicast groups learned by the VLAN.Group

Related
Documentation

IGMP Snooping Overview on page 3962•

• Example: Configuring IGMP Snooping on page 4049

• Configuring IGMP Snooping on page 4048

• Changing the IGMP Snooping Group Timeout Value on page 4051

Verifying the IGMP Snooping Group Timeout Value

Purpose Verify that the IGMP snooping group timeout value has been changed correctly from its

default value.

Action Display the IGMP snooping membership information, which contains the group timeout

value that was derived from the IGMP configuration:

user@switch> show igmp-snoopingmembership detail
VLAN: v43 Tag: 43 (Index: 4)
      Group: 225.0.0.1
      Receiver count: 1, Flags: <v2–hosts>
          ge-0/0/15.0 Uptime: 00:00:05 timeout: 510

Meaning The IGMP snooping group timeout value determines how long a switch waits to receive

an IGMP query from amulticast router before removing amulticast group from its

multicast cache table. When you enable IGMP snooping, the default IGMP snooping

group timeout valueof 260seconds is applied toall VLANs,whichmeans that the switch

waits 260 seconds to receive an IGMP query before removing amulticast group from its

multicast cache table. You can change the timeout value by using the robust-count

option.

Related
Documentation

Changing the IGMP Snooping Group Timeout Value on page 4051•

Monitoring Commands for Multicast Protocols

• clear igmpmembership

• clear igmp-snooping membership

• clear igmp statistics

• clear igmp-snooping statistics
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• clear msdp cache

• clear msdp statistics

• clear multicast bandwidth-admission

• clear multicast scope

• clear multicast sessions

• clear multicast statistics

• clear pim join

• clear pim register

• clear pim statistics

• mtrace

• mtrace from-source

• mtracemonitor

• mtrace to-gateway

• show configuration protocols igmp

• show igmp group

• show igmp interface

• show igmp statistics

• show igmp-snooping membership

• show igmp-snooping route

• show igmp-snooping statistics

• show igmp-snooping vlans

• showmsdp

• showmsdp source

• showmsdp source-active

• showmsdp statistics

• showmulticast flow-map

• showmulticast interface

• showmulticast mrinfo

• showmulticast next-hops

• showmulticast pim-to-igmp-proxy

• showmulticast pim-to-mld-proxy

• showmulticast route

• showmulticast rpf

• showmulticast scope

• showmulticast sessions

• showmulticast usage

• show pim bootstrap
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• show pim interfaces

• show pim join

• show pim neighbors

• show pim rps

• show pim source

• show pim statistics

• show system statistics igmp

• test msdp
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clear igmpmembership

Syntax clear igmpmembership
<group address-range>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear igmpmembership
<group address-range>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Internet Group Management Protocol (IGMP) groupmembers.

Options none—Clear all IGMPmembers on all interfaces and for all address ranges.

groupaddress-range—(Optional) Clear all IGMPmembers that are in a particular address

range. An example of a range is 224.2/16. If you omit the destination prefix length,

the default is /32.

interface interface-name—(Optional) Clear all IGMP groupmembers on an interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp group on page 4294•

• show igmp interface on page 4298

List of Sample Output clear igmpmembership on page 4261
clear igmpmembership interface on page 4262
clear igmpmembership group on page 4262

Output Fields See show igmp group for an explanation of output fields.

Sample Output

clear igmpmembership

The following sample output displays IGMP group information before and after the clear

igmpmembership command is entered:

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         224.2.127.253   10.1.128.1          186
so-0/0/0         224.2.127.254   10.1.128.1          186
so-0/0/0         239.255.255.255 10.1.128.1          187
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so-0/0/0         224.1.127.255   10.1.128.1          188
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0

user@host> clear igmpmembership
Clearing Group Membership Info for so-0/0/0
Clearing Group Membership Info for so-1/0/0
Clearing Group Membership Info for so-2/0/0

user@host> show igmp group
Interface        Group           Last Reported   Timeout
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0

clear igmpmembership interface

The following sample output displays IGMP group information before and after the clear

igmpmembership interface command is issued:

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         224.2.127.253   10.1.128.1          210
so-0/0/0         239.255.255.255 10.1.128.1          210
so-0/0/0         224.1.127.255   10.1.128.1          215
so-0/0/0         224.2.127.254   10.1.128.1          216
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0

user@host> clear igmpmembership interface so-0/0/0
Clearing Group Membership Info for so-0/0/0

user@host> show igmp group
Interface        Group           Last Reported   Timeout
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0

clear igmpmembership group

The following sample output displays IGMP group information before and after the clear

igmpmembership group command is entered:

user@host> show igmp group
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Interface        Group           Last Reported   Timeout
so-0/0/0         224.2.127.253   10.1.128.1          210
so-0/0/0         239.255.255.255 10.1.128.1          210
so-0/0/0         224.1.127.255   10.1.128.1          215
so-0/0/0         224.2.127.254   10.1.128.1          216
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0

user@host> clear igmpmembership group 239.225/16
Clearing Group Membership Range 239.225.0.0/16 on so-0/0/0
Clearing Group Membership Range 239.225.0.0/16 on so-1/0/0
Clearing Group Membership Range 239.225.0.0/16 on so-2/0/0

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         224.1.127.255   10.1.128.1          231
so-0/0/0         224.2.127.254   10.1.128.1          233
so-0/0/0         224.2.127.253   10.1.128.1          236
local            224.0.0.6       (null)                0
local            224.0.0.5       (null)                0
local            224.2.127.254   (null)                0
local            239.255.255.255 (null)                0
local            224.0.0.2       (null)                0
local            224.0.0.13      (null)                0
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clear igmp-snoopingmembership

Syntax clear igmp-snoopingmembership
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear IGMP snooping membership information.

Options vlan vlan-name—(Optional) Name of the VLAN.

Required Privilege
Level

view

Related
Documentation

show igmp-snoopingmembership on page 4305•

List of Sample Output clear igmp-snoopingmembership on page 4264

Sample Output

clear igmp-snoopingmembership

user@switch> clear igmp-snoopingmembership vlan employee-vlan

Copyright © 2014, Juniper Networks, Inc.4264

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



clear igmp statistics

Syntax clear igmp statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

clear igmp statistics
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Internet Group Management Protocol (IGMP) statistics.

Options none—Clear IGMP statistics on all interfaces.

interface interface-name—(Optional) Clear IGMP statistics for the specified interface

only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp statistics on page 4302•

List of Sample Output clear igmp statistics on page 4265

Output Fields See show igmp statistics for an explanation of output fields.

Sample Output

clear igmp statistics

The following sample output displays IGMP statistics information before and after the

clear igmp statistics command is entered:

user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query           8883        459          0
V1 Membership Report          0          0          0
DVMRP                     19784      35476          0
PIM V1                    18310          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
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Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0

IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local               1227

user@host> clear igmp statistics
user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query              0          0          0
V1 Membership Report          0          0          0
DVMRP                         0          0          0
PIM V1                        0          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0
IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local                  0
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clear igmp-snooping statistics

Syntax clear igmp-snooping statistics

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear IGMP snooping statistics.

Required Privilege
Level

view

Related
Documentation

show igmp-snooping statistics on page 4310•

List of Sample Output clear igmp-snooping statistics on page 4267

Sample Output

clear igmp-snooping statistics

user@switch> clear igmp-snooping statistics
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clear msdp cache

Syntax clear msdp cache
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear theentries in theMulticastSourceDiscoveryProtocol (MSDP) source-active cache.

Options none—Clear entries in the MSDP source-active cache for all instances, logical systems,

and peers.

instance instance-name—(Optional) Clear entries for a specific MSDP instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

peer peer-address—(Optional) Clear theMSDP source-active cache entries learned from

a specific peer.

Required Privilege
Level

clear

Related
Documentation

showmsdp source-active on page 4318•

List of Sample Output clear msdp cache on page 4268

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear msdp cache

user@host> clear msdp cache
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clear msdp statistics

Syntax clear msdp statistics
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear Multicast Source Discovery Protocol (MSDP) peer statistics.

Options none—Clear MSDP statistics for all peers.

instance instance-name—(Optional) Clear statistics for the specified instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

peer peer-address—(Optional) Clear the statistics for the specified peer.

Required Privilege
Level

clear

Related
Documentation

showmsdp statistics on page 4321•

List of Sample Output clear msdp statistics on page 4269

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear msdp statistics

user@host> clear msdp statistics
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clear multicast bandwidth-admission

Syntax clear multicast bandwidth-admission
<group group-address>
<inet | inet6>
<instance instance-name>
<interface interface-name>
<source source-address>

Release Information Command introduced in Junos OS Release 8.3.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Reapply IP multicast bandwidth admissions.

Options none—Reapply multicast bandwidth admissions for all IPv4 forwarding entries in the

master routing instance.

group group-address—(Optional) Reapply multicast bandwidth admissions for the

specified group.

inet—(Optional) Reapply multicast bandwidth admission settings for IPv4 flows.

inet6—(Optional) Reapply multicast bandwidth admission settings for IPv6 flows.

instance instance-name—(Optional) Reapply multicast bandwidth admission settings

for the specified instance. If you do not specify an instance, the command applies

to the master routing instance.

interface interface-name—(Optional) Examines the corresponding outbound interface in

the relevant entries and acts as follows:

• If the interface is congested, and it was admitted previously, it is removed.

• If the interface was rejected previously, the clear multicast bandwidth-admission

command enables the interface to be admitted as long as enough bandwidth

exists on the interface.

• If you do not specify an interface, issuing the clearmulticast bandwidth-admission

command readmits any previously rejected interface for the relevant entries as

long as enough bandwidth exists on the interface.

Tomanually reject previously admitted outbound interfaces, youmust specify the

interface.

source source-address—(Optional) Use with the group option to reapply multicast

bandwidth admission settings for the specified (source, group) entry.

Required Privilege
Level

clear
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Related
Documentation

showmulticast interface on page 4327•

List of Sample Output clear multicast bandwidth-admission on page 4271

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast bandwidth-admission

user@host> clear multicast bandwidth-admission
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clear multicast scope

Syntax clear multicast scope
<inet | inet6>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear multicast scope
<inet | inet6>
<interface interface-name>

Release Information Command introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 option introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear IP multicast scope statistics.

Options none—(Same as logical-system all) Clear multicast scope statistics.

inet—(Optional) Clear multicast scope statistics for IPv4 family addresses.

inet6—(Optional) Clear multicast scope statistics for IPv6 family addresses.

interface interface-name—(Optional) Clear multicast scope statistics on a specific

interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmulticast scope on page 4348•

List of Sample Output clear multicast scope on page 4272

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast scope

user@host> clear multicast scope
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clear multicast sessions

Syntax clear multicast sessions
<logical-system (all | logical-system-name)>
<regular-expression>

Syntax (EX Series
Switch and the QFX

Series)

clear multicast sessions
<regular-expression>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear IP multicast sessions.

Options none—(Same as logical-system all) Clear multicast sessions.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

regular-expression—(Optional) Clear only multicast sessions that contain the specified

regular expression.

Required Privilege
Level

clear

Related
Documentation

showmulticast sessions on page 4350•

List of Sample Output clear multicast sessions on page 4273

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast sessions

user@host> clear multicast sessions
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clear multicast statistics

Syntax clear multicast statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear multicast statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear IP multicast statistics.

Options none—Clear multicast statistics for all supported address families on all interfaces.

inet—(Optional) Clear multicast statistics for IPv4 family addresses.

inet6—(Optional) Clear multicast statistics for IPv6 family addresses.

instance instance-name—(Optional) Clear multicast statistics for the specified instance.

interface interface-name—(Optional) Clear multicast statistics on a specific interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmulticast statistics•

List of Sample Output clear multicast statistics on page 4274

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast statistics

user@host> clear multicast statistics
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clear pim join

Syntax clear pim join
<group-address>
<bidirectional | dense | sparse>
<exact>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<rp ip-address/prefix | source ip-address/prefix>
<sg | star-g>

Syntax (EX Series
Switch and the QFX

Series)

clear pim join
<group-address>
<dense | sparse>
<exact>
<inet | inet6>
<instance instance-name>
<rp ip-address/prefix | source ip-address/prefix>
<sg | star-g>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Multiple new filter options introduced in Junos OS Release 13.2.

Description Clear the Protocol Independent Multicast (PIM) join and prune states.

Options none—Clear thePIM join andprune states for all groups, family addresses, and instances.

group-address—(Optional) Clear the PIM join and prune states for a group address.

bidirectional | dense | sparse—(Optional) Clear PIM bidirectional mode, densemode, or

sparse and source-specific multicast (SSM)mode entries.

exact—(Optional)Clear only thegroup that exactlymatches the specifiedgroupaddress.

inet | inet6—(Optional)Clear thePIMentries for IPv4or IPv6 familyaddresses, respectively.

instance instance-name—(Optional) Clear the entries for a specific PIM-enabled routing

instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

rp ip-address/prefix | source ip-address/prefix—(Optional) Clear the PIM entries with a

specified rendezvouspoint (RP)addressandprefix orwithaspecified sourceaddress

and prefix. You can omit the prefix.

sg | star-g—(Optional) Clear PIM (S,G) or (*,G) entries.
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Additional Information The clear pim join command cannot be used to clear the PIM join and prune state on a

backup Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim join on page 4361•

List of Sample Output clear pim join on page 4276
clear pim join inet6 on page 4276
clear pim join inet6 star-g on page 4276

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pim join

user@host> clear pim join
Cleared 8 Join/Prune states

clear pim join inet6

user@host> clear pim join inet6
Cleared 4 Join/Prune states

clear pim join inet6 star-g

user@host> clear pim join inet6 star-g
Cleared 1 Join/Prune states
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clear pim register

Syntax clear pim register
<inet | inet6>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear pim register
<inet | inet6>
<instance instance-name>
<interface interface-name>

Syntax (PTX Series) clear pim register
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Protocol Independent Multicast (PIM) register message counters.

Options none—Clear PIM register message counters for all family addresses, instances, and

interfaces.

inet | inet6—(Optional) Clear PIM register message counters for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Clear register message counters for a specific

PIM-enabled routing instance.

interface interface-name—(Optional) Clear PIM register message counters for a specific

interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information The clear pim register command cannot be used to clear the PIM register state on a

backup Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim statistics on page 4389•

List of Sample Output clear pim register on page 4278

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear pim register

user@host> clear pim register
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clear pim statistics

Syntax clear pim statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear pim statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Protocol Independent Multicast (PIM) statistics.

Options none—Clear PIM statistics for all family addresses, instances, and interfaces.

inet | inet6—(Optional)ClearPIMstatistics for IPv4or IPv6 family addresses, respectively.

instance instance-name—(Optional) Clear statistics for a specific PIM-enabled routing

instance.

interface interface-name—(Optional) Clear PIM statistics for a specific interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Additional Information The clear pim statistics command cannot be used to clear the PIM statistics on a backup

Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim statistics on page 4389•

List of Sample Output clear pim statistics on page 4279

Output Fields See show pim statistics for an explanation of output fields.

Sample Output

clear pim statistics

The followingsampleoutputdisplaysPIMstatisticsbeforeandafter theclearpimstatistics

command is entered:

4279Copyright © 2014, Juniper Networks, Inc.

Chapter 49: Administration



user@host> show pim statistics
PIM statistics on all interfaces:
PIM Message type       Received       Sent  Rx errors
Hello                         0          0          0
Register                      0          0          0
Register Stop                 0          0          0
Join Prune                    0          0          0
Bootstrap                     0          0          0
Assert                        0          0          0
Graft                         0          0          0
Graft Ack                     0          0          0
Candidate RP                  0          0          0
V1 Query                   2111       4222          0
V1 Register                   0          0          0
V1 Register Stop              0          0          0
V1 Join Prune             14200      13115          0
V1 RP Reachability            0          0          0
V1 Assert                     0          0          0
V1 Graft                      0          0          0
V1 Graft Ack                  0          0          0
PIM statistics summary for all interfaces:
Unknown type                            0
V1 Unknown type                         0
Unknown Version                         0
Neighbor unknown                        0
Bad Length                              0
Bad Checksum                            0
Bad Receive If                          0
Rx Intf disabled                     2007
Rx V1 Require V2                        0
Rx Register not RP                      0
RP Filtered Source                      0
Unknown Reg Stop                        0
Rx Join/Prune no state               1040
Rx Graft/Graft Ack no state             0
...

user@host> clear pim statistics
user@host> show pim statistics
PIM statistics on all interfaces:
PIM Message type       Received       Sent  Rx errors
Hello                         0          0          0
Register                      0          0          0
Register Stop                 0          0          0
Join Prune                    0          0          0
Bootstrap                     0          0          0
Assert                        0          0          0
Graft                         0          0          0
Graft Ack                     0          0          0
Candidate RP                  0          0          0
V1 Query                      1          0          0
V1 Register                   0          0          0
...
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mtrace

Syntax mtrace source
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 9.5 for SRX1400, SRX3400, SRX3600,

SRX5600, and SRX5800 devices.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 12.3 for the PTX Series.

Description Display trace information about an IP multicast path.

Options source—Source hostname or address.

logical-system (logical-system-name)—(Optional) Perform this operation on a logical

system.

routing-instance routing-instance-name—(Optional) Trace a particular routing instance.

Additional Information Themtrace command for multicast traffic is similar to the traceroute command used for

unicast traffic. Unlike traceroute,mtrace traces traffic backwards, from the receiver to

the source.

Required Privilege
Level

view

List of Sample Output mtrace source on page 4283

Output Fields Table307onpage4281describes theoutput fields for themtracecommand.Output fields

are listed in the approximate order in which they appear.

Table 307: mtrace Output Fields

Field DescriptionField Name

IP address of the receiver.Mtrace from

IP address of the source.to

IP address of the multicast group (if any).via group

Indicates the full reverse path query has begun.Querying full reverse path

Number of hops from the source to the named router or switch.number-of-hops

Name of the router or switch for this hop.router-name

Address of the router or switch for this hop.address
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Table 307: mtrace Output Fields (continued)

Field DescriptionField Name

Protocol used (for example, PIM).protocol

Average round-trip time, in milliseconds (ms).Round trip time

Time-to-live (TTL) threshold.total ttl of
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Sample Output

mtrace source

user@host> mtrace 192.1.4.2
Mtrace from 192.1.4.2 to 192.1.1.2 via group 0.0.0.0
Querying full reverse path... * * 
  0  routerA.lab.mycompany.net (192.1.1.2)
 -1  routerB.lab.mycompany.net (192.1.2.2)  PIM  thresh^ 1  
 -2  routerC.lab.mycompany.net (192.1.3.2)  PIM  thresh^ 1  
 -3  hostA.lab.mycompany.net (192.1.4.2)
Round trip time 2 ms; total ttl of 2 required.
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mtrace from-source

Syntax mtrace from-source source source
<brief | detail>
<extra-hops extra-hops>
<group group>
<interval interval>
<loop>
<max-hopsmax-hops>
<max-queriesmax-queries>
<multicast-response | unicast-response>
<no-resolve>
<no-router-alert>
<response response>
<routing-instance routing-instance-name>
<ttl ttl>
<wait-timewait-time>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display trace informationaboutan IPmulticast path fromasource to this router or switch.

If youspecifyagroupaddresswith this command, JunosOSreturnsadditional information,

such as packet rates and losses.

Options brief | detail—(Optional) Display the specified level of output.

extra-hopsextra-hops—(Optional)Numberofhops to takeafter reachinganonresponsive

router. You can specify a number between 0 and 255.

group group—(Optional) Group address for which to trace the path. The default group

address is 0.0.0.0.

interval interval—(Optional) Number of seconds towait before gathering statistics again.

The default value is 10 seconds.

loop—(Optional) Loop indefinitely, displaying rate and loss statistics.

max-hopsmax-hops—(Optional) Maximum hops to trace toward the source. The range

of values is 0 through 255. The default value is 32 hops.

max-queriesmax-queries—(Optional) Maximum number of query attempts for any hop.

The range of values is 1 through 32. The default is 3.

multicast-response—(Optional) Always request the response using multicast.

no-resolve—(Optional) Do not attempt to display addresses symbolically.

no-router-alert—(Optional) Do not use the router-alert IP option.

response response—(Optional) Send trace response to a host or multicast address.
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routing-instance routing-instance-name—(Optional) Trace a particular routing instance.

source source—Source hostname or address.

ttl ttl—(Optional) IP time-to-live (TTL) value. You can specify a number between 0 and

255. Local queries to the multicast group use a value of 1. Otherwise, the default

value is 127.

unicast-response—(Optional) Always request the response using unicast.

wait-timewait-time—(Optional) Number of seconds to wait for a response. The default

value is 3.

Required Privilege
Level

view

List of Sample Output mtrace from-source on page 4286

Output Fields Table308onpage4285describes theoutput fields for themtracefrom-sourcecommand.

Output fields are listed in the approximate order in which they appear.

Table 308: mtrace from-source Output Fields

Field DescriptionField Name

IP address of the receiver.Mtrace from

IP address of the source.to

IP address of the multicast group (if any).via group

Indicates the full reverse path query has begun.Querying full reverse path

Number of hops from the source to the named router or switch.number-of-hops

Name of the router or switch for this hop.router-name

Address of the router or switch for this hop.address

Protocol used (for example, PIM).protocol

Average round-trip time, in milliseconds (ms).Round trip time

Time-to-live (TTL) threshold.total ttl of

Source address.source

Response destination address.Response Dest

Average packet rate for all traffic at each hop.Overall
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Table 308: mtrace from-source Output Fields (continued)

Field DescriptionField Name

Number of packets lost, number of packets sent, percentage of
packets lost, and average packet rate at each hop.

PacketStatistics forTraffic
From

IP address receiving the multicast.Receiver

IP address sending the mtrace query.Query source

Sample Output

mtrace from-source

user@host> mtrace from-source source 192.1.4.2 group 225.1.1.1
Mtrace from 192.1.4.2 to 192.1.1.2 via group 225.1.1.1
Querying full reverse path... * * 
  0  routerA.lab.mycompany.net (192.1.1.2)
 -1  routerB.lab.mycompany.net (192.1.2.2)  PIM  thresh^ 1  
 -2  routerC.lab.mycompany.net (192.1.3.2)  PIM  thresh^ 1  
 -3  hostA.lab.mycompany.net (192.1.4.2)
Round trip time 2 ms; total ttl of 2 required.

Waiting to accumulate statistics...Results after 10 seconds:

Source        Response Dest    Overall     Packet Statistics For Traffic From
192.1.4.2 192.1.1.2    Packet      192.1.4.2 To 225.1.1.1
     v       __/  rtt    2 ms     Rate       Lost/Sent = Pct  Rate
192.1.2.1 
192.1.3.2  routerC.lab.mycompany.net 
     v     ^      ttl    2                      0/0    = --    0 pps
192.1.4.1 
192.1.2.2   routerB.lab.mycompany.net 
     v      \__   ttl    3                      ?/0            0 pps
192.1.1.2   192.1.1.2
  Receiver      Query Source
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mtracemonitor

Syntax mtracemonitor

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Listen passively for IP multicast responses. To exit themtracemonitor command, type

Ctrl+c.

Options none—Trace themaster instance.

Required Privilege
Level

view

List of Sample Output mtracemonitor on page 4288

Output Fields Table 309 on page 4287 describes the output fields for the mtracemonitor command.

Output fields are listed in the approximate order in which they appear.

Table 309: mtracemonitor Output Fields

Field DescriptionField Name

Date and time of the query.Mtrace query at

Address of the host issuing the query.by

Response destination.resp to

Query ID number.qid

IP address of the query source and default group destination.packet from...to

IP address of the multicast source and the response address.from...to

IP address of the group to trace.via group

Maximum hop setting.mxhop
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Sample Output

mtracemonitor

user@host> mtracemonitor
Mtrace query at Oct 22 13:36:14 by 192.1.3.2, resp to 224.0.1.32, qid 74a5b8
packet from 192.1.3.2 to 224.0.0.2
from 192.1.3.2 to 192.1.3.38 via group 224.1.1.1 (mxhop=60)

Mtrace query at Oct 22 13:36:17 by 192.1.3.2, resp to 224.0.1.32, qid 1d07ba
packet from 192.1.3.2 to 224.0.0.2
from 192.1.3.2 to 192.1.3.38 via group 224.1.1.1 (mxhop=60)

Mtrace query at Oct 22 13:36:20 by 192.1.3.2, resp to same, qid 2fea1d
packet from 192.1.3.2 to 224.0.0.2
from 192.1.3.2 to 192.1.3.38 via group 224.1.1.1 (mxhop=60)

Mtrace query at Oct 22 13:36:30 by 192.1.3.2, resp to same, qid 7c88ad
packet from 192.1.3.2 to 224.0.0.2
from 192.1.3.2 to 192.1.3.38 via group 224.1.1.1 (mxhop=60)
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mtrace to-gateway

Syntax mtrace to-gateway gateway gateway
<brief | detail>
<extra-hops extra-hops>
<group group>
<interface interface-name>
<interval interval>
<loop>
<max-hopsmax-hops>
<max-queriesmax-queries>
<multicast-response | unicast-response>
<no-resolve>
<no-router-alert>
<response response>
<routing-instance routing-instance-name>
<ttl ttl>
<unicast-response>
<wait-timewait-time>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display trace information about amulticast path from this router or switch to a gateway

router or switch.

Options gateway gateway—Send the trace query to a gatewaymulticast address.

brief | detail—(Optional) Display the specified level of output.

extra-hopsextra-hops—(Optional)Numberofhops to takeafter reachinganonresponsive

router or switch. You can specify a number between 0 and 255.

group group—(Optional) Group address for which to trace the path. The default group

address is 0.0.0.0.

interface interface-name—(Optional) Source address for sending the trace query.

interval interval—(Optional) Number of seconds towait before gathering statistics again.

The default value is 10.

loop—(Optional) Loop indefinitely, displaying rate and loss statistics.

max-hopsmax-hops—(Optional) Maximum hops to trace toward the source. You can

specify a number between 0 and 255.. The default value is 32.

max-queriesmax-queries—(Optional) Maximum number of query attempts for any hop.

You can specify a number between 0 and 255. The default value is 3.

multicast-response—(Optional) Always request the response using multicast.

no-resolve—(Optional) Do not attempt to display addresses symbolically.
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no-router-alert—(Optional) Do not use the router-alert IP option.

response response—(Optional) Send trace response to a host or multicast address.

routing-instance routing-instance-name—(Optional) Trace a particular routing instance.

ttl ttl—(Optional) IP time-to-live value. You can specify a number between 0 and 225.

Local queries to the multicast group use TTL 1. Otherwise, the default value is 127.

unicast-response—(Optional) Always request the response using unicast.

wait-timewait-time—(Optional) Number of seconds to wait for a response. The default

value is 3.

Required Privilege
Level

view

List of Sample Output mtrace to-gateway on page 4290

Output Fields Table310onpage4290describes theoutput fields for themtrace to-gateway command.

Output fields are listed in the approximate order in which they appear.

Table 310: mtrace to-gateway Output Fields

Field DescriptionField Name

IP address of the receiver.Mtrace from

IP address of the source.to

IP address of the multicast group (if any).via group

Indicates the full reverse path query has begun.Querying full reverse path

Number of hops from the source to the named router or switch.number-of-hops

Name of the router or switch for this hop.router-name

Address of the router or switch for this hop.address

Protocol used (for example, PIM).protocol

Average round-trip time, in milliseconds (ms).Round trip time

Time-to-live (TTL) threshold.total ttl of

Sample Output

mtrace to-gateway

user@host> mtrace to-gateway gateway 192.1.3.2 group 225.1.1.1 interface 192.1.1.73 brief

Mtrace from 192.1.1.73 to 192.1.1.2 via group 225.1.1.1
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Querying full reverse path... * * 
  0  routerA.lab.mycompany.net (192.1.1.2)
 -1  routerA.lab.mycompany.net (192.1.1.2)  PIM  thresh^ 1  
 -2  routerB.lab.mycompany.net (192.1.2.2)  PIM  thresh^ 1  
 -3  routerC.lab.mycompany.net (192.1.3.2)  PIM  thresh^ 1  
Round trip time 2 ms; total ttl of 3 required.
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show configuration protocols igmp

Syntax show configuration protocols igmp

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Internet Group Management Protocol (IGMP) information.

Required Privilege
Level

view

Related
Documentation

IGMP Snooping Overview on page 3962•

• Configuring IGMP Snooping on page 4048

List of Sample Output show configuration protocols igmp on page 4292

Output Fields Table 311 on page 4292 describes the output fields for the show configuration protocols

igmp command that relate to IGMP querying.

Table 311: show igmp group Output Fields

Level of OutputField DescriptionField Name

All levelsEnables notification for join and leave events.accounting

All levelsConfigured source address for the IGMP querier.igmp-querier

All levelsName of the interface that receives IGMPmembership reports.interface

All levelsInterval atwhich the IGMPquerier sendsgeneral host-querymessages to solicit
membership information.

query-interval

All levelsHow long the IGMP querier waits to receive a response from a query message
before sending another query.

query-response-
interval

Source address of IGMP queries.src-address

All levelsIGMP version.version

Sample Output

show configuration protocols igmp

user@switch> show configuration protocols igmp
query-interval 150;
query-response-interval 50;
accounting;
interface vlan.43 {
 version 2;
 }
igmp-querier {
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  src-address 10.0.0.2;
}

4293Copyright © 2014, Juniper Networks, Inc.

Chapter 49: Administration



show igmp group

Syntax show igmp group
<brief | detail>
<group-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show igmp group
<brief | detail>
<group-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Internet Group Management Protocol (IGMP) groupmembership information.

Options none—Display standard information about membership for all IGMP groups.

brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Display groupmembership for the specified IP address only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmpmembership on page 4261•

List of Sample Output show igmp group (IncludeMode) on page 4295
show igmp group (ExcludeMode) on page 4296
show igmp group brief on page 4296
show igmp group detail on page 4296

Output Fields Table 311 on page 4292 describes the output fields for the show igmp group command.

Output fields are listed in the approximate order in which they appear.

Table 312: show igmp group Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface that received the IGMPmembership report. A name of
local indicates that the local routing device joined the group itself.

Interface

All levelsGroup address.Group

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

All levelsSource address.Source

Copyright © 2014, Juniper Networks, Inc.4294

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 312: show igmp group Output Fields (continued)

Level of OutputField DescriptionField Name

detailTime remaining until the group traffic is no longer forwarded. The timer is
refreshed when a listener in includemode sends a report. A group in exclude
mode or configured as a static group displays a zero timer.

Source timeout

All levelsAddress of the host that last reportedmembership in this group.Last reported by

brief noneTime remaining until the groupmembership is removed.Timeout

detailTime remaininguntil agroup inexcludemodemoves to includemode.The timer
is refreshed when a listener in excludemode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group timeout

All levelsType of groupmembership:

• Dynamic—Host reported themembership.

• Static—Membership is configured.

Type

Sample Output

show igmp group (IncludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.2
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.3
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.4
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.2
        Group mode: Include
        Source: 10.0.0.4
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Source: 0.0.0.0
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        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group (ExcludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group brief

The output for the show igmpgroup brief command is identical to that for the show igmp

group command.

show igmp group detail

user@host> show igmp group detail
Interface: t1-0/1/0.0
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.2
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.3
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.4
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.2
        Group mode: Include
        Source: 10.0.0.4
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
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        Last reported by: Local
        Group timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
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show igmp interface

Syntax show igmp interface
<brief | detail>
<interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and the QFX

Series)

show igmp interface
<brief | detail>
<interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about Internet Group Management Protocol (IGMP)-enabled

interfaces.

Options none—Display standard information about all IGMP-enabled interfaces.

brief | detail—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified IGMP-enabled

interface only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmpmembership on page 4261•

List of Sample Output show igmp interface on page 4300
show igmp interface brief on page 4300
show igmp interface detail on page 4301
show igmp interface <interface-name> on page 4301

Output Fields Table313onpage4298describes theoutput fields for the showigmp interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 313: show igmp interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface

All levelsAddress of the routing device that has been elected to sendmembership queries.Querier

All levelsState of the interface: Up or Down.State
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Table 313: show igmp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the source-specific multicast (SSM)map policy that has been applied to the
IGMP interface.

SSMMap Policy

All levelsHow long until the IGMP querier is declared to be unreachable, in seconds.Timeout

All levelsIGMP version being used on the interface: 1 , 2 , or 3.Version

All levelsNumber of groups on the interface.Groups

All levelsMaximumnumber of groups allowed on the interface. Any joins requested after the limit
is reached are rejected.

Group limit

All levelsConfigured threshold at which a warning message is generated.

This threshold isbasedonapercentageof groups receivedon the interface. If thenumber
of groups received reaches the configured threshold, the device generates a warning
message.

Group threshold

All levelsTime (in seconds) between consecutive log messages.Group log-interval

All levelsState of the immediate leave option:

• On—Indicates that the router removes a host from themulticast group as soon as the
router receives a leave groupmessage from a host associated with the interface.

• Off—Indicates that after receiving a leave groupmessage, instead of removing a host
from themulticast group immediately, the router sends a group query to determine if
another receiver responds.

Immediate Leave

All levelsState of the promiscuous mode option:

• On—Indicates that the router can accept IGMP reports from subnetworks that are not
associated with its interfaces.

• Off—Indicates that the router can accept IGMP reports only from subnetworks that
are associated with its interfaces.

PromiscuousMode

All levelsState of the passive mode option:

• On—Indicates that the router can run IGMP on the interface but not send or receive
control traffic such as IGMP reports, queries, and leaves.

• Off—Indicates that the router can run IGMPonthe interfaceandsendor receivecontrol
traffic such as IGMP reports, queries, and leaves.

The passive statement enables you to selectively activate up to two out of a possible
three available query or control traffic options. When enabled, the following options
appear after the on state declaration:

• send-general-query—The interface sends general queries.

• send-group-query—The interface sends group-specific and group-source-specific
queries.

• allow-receive—The interface receives control traffic.

Passive

All levelsName of the OIF map (if configured) associated with the interface.OIFmap
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Table 313: show igmp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the source-specificmulticast (SSM)map (if configured) used on the interface.SSMmap

All levelsInformation configured by the user:

• IGMPQuery Interval—Interval (in seconds) at which this router sends membership
queries when it is the querier.

• IGMPQuery Response Interval—Time (in seconds) that the router waits for a report in
response to a general query.

• IGMPLastMemberQuery Interval—Time (in seconds) that the router waits for a report
in response to a group-specific query.

• IGMP Robustness Count—Number of times the router retries a query.

Configured
Parameters

All levelsDerived information:

• IGMPMembership Timeout—Timeout period (in seconds) for groupmembership. If no
report is received for these groups before the timeout expires, the groupmembership
is removed.

• IGMPOther Querier Present Timeout—Time (in seconds) that the router waits for the
IGMP querier to send a query.

DerivedParameters

Sample Output

show igmp interface

user@host> show igmp interface
Interface: at-0/3/1.0
    Querier: 10.111.30.1
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-A
Interface: so-1/0/0.0
    Querier: 10.111.10.1
    State:         Up Timeout:    None Version:  2 Groups:      2
    SSM Map Policy: ssm-policy-B
Interface: so-1/0/1.0
    Querier: 10.111.20.1
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-C
Immediate Leave: On
Promiscuous Mode: Off

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

show igmp interface brief

The output for the show igmp interface brief command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 4300.
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show igmp interface detail

The output for the show igmp interface detail command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 4300.

show igmp interface <interface-name>

user@host# show igmp interface ge-3/2/0.0
Interface: ge-3/2/0.0
  Querier: 20.1.1.1 
  State: Up Timeout:    None Version:  3 Groups:      1 
  Group limit: 8   
  Group threshold: 60
  Group log-interval: 10   
  Immediate leave:  Off 
  Promiscuous mode:  Off  
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show igmp statistics

Syntax show igmp statistics
<brief | detail>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show igmp statistics
<brief | detail>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Internet Group Management Protocol (IGMP) statistics.

Options none—Display IGMP statistics for all interfaces.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional)Display IGMPstatistics about the specified interface

only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmp statistics on page 4265•

List of Sample Output show igmp statistics on page 4303
show igmp statistics interface on page 4304

Output Fields Table314onpage4302describes theoutput fields for the showigmpstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 314: show igmp statistics Output Fields

Field DescriptionField Name

Heading for IGMP packet statistics for all interfaces or for the specified interface name.IGMP packet statistics
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Table 314: show igmp statistics Output Fields (continued)

Field DescriptionField Name

Summary of IGMP statistics:

• Membership Query—Number of membership queries sent and received.

• V1Membership Report—Number of version 1 membership reports sent and received.

• DVMRP—Number of DVMRPmessages sent or received.

• PIM V1—Number of PIM version 1 messages sent or received.

• Cisco Trace—Number of Cisco trace messages sent or received.

• V2Membership Report—Number of version 2 membership reports sent or received.

• Group Leave—Number of group leavemessages sent or received.

• Mtrace Response—Number of Mtrace responsemessages sent or received.

• Mtrace Request—Number of Mtrace request messages sent or received.

• DomainWide Report—Number of domain-wide reports sent or received.

• V3Membership Report—Number of version 3membership reports sent or received.

• Other Unknown types—Number of unknownmessage types received.

• IGMP v3 unsupported type—Number of messages received with unknown and unsupported IGMP
version 3message types.

• IGMP v3 source required for SSM—Number of IGMP version 3messages received that contained no
source.

• IGMP v3mode not applicable for SSM—Number of IGMP version 3messages received that did not
contain a mode applicable for source-specific multicast (SSM).

IGMPMessage type

Number of messages received.Received

Number of messages sent.Sent

Number of received packets that contained errors.Rx errors

Summary of IGMP statistics for all interfaces.

• Bad Length—Number of messages received with length errors so severe that further classification
could not occur.

• Bad Checksum—Number of messages received with a bad IP checksum. No further classification
was performed.

• Bad Receive If—Number of messages received on an interface not enabled for IGMP.

• Rx non-local—Number of messages received from senders that are not local.

• Timed out—Number of groups that timed out as a result of not receiving an explicit leavemessage.

• Rejected Report—Number of reports dropped because of the IGMP group policy.

• Total Interfaces—Number of interfaces configured to support IGMP.

IGMPGlobal Statistics

Sample Output

show igmp statistics

user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query           8883        459          0
V1 Membership Report          0          0          0
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DVMRP                         0          0          0
PIM V1                        0          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0

IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local               1227
Timed out                     0
Rejected Report               0
Total Interfaces              2

show igmp statistics interface

user@host> show igmp statistics interface fe-1/0/1.0
IGMP interface packet statistics for fe-1/0/1.0
IGMP Message type      Received       Sent  Rx errors
Membership Query              0        230          0
V1 Membership Report          0          0          0
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show igmp-snoopingmembership

Syntax show igmp-snoopingmembership
<brief | detail>
<interface interface-name>
<vlan vlan-id | vlan-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

IGMPv3 output introduced in Junos OS Release 12.1 for the QFX Series.

Description Display IGMP snooping membership information.

Options none—Display general parameters.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional)Display IGMPsnooping information for the specified

interface.

vlan vlan-id | vlan-name—(Optional) Display IGMPsnooping information for the specified

VLAN.

Required Privilege
Level

view

Related
Documentation

Monitoring IGMP Snooping on page 4257•

• Configuring IGMP Snooping on page 4048

• show igmp-snooping route on page 4308

• show igmp-snooping statistics on page 4310

• show igmp-snooping vlans on page 4312

List of Sample Output show igmp-snoopingmembership on page 4306
show igmp-snoopingmembership detail on page 4307

Output Fields Table 315 on page 4305 lists the output fields for the show igmp-snoopingmembership

command. Output fields are listed in the approximate order in which they appear.

Table 315: show igmp-snoopingmembership Output Fields

Level of OutputField DescriptionField Name

AllName of the VLAN.VLAN

AllInterfaces assigned to the VLAN.Interfaces

detailNumerical identifier of the VLAN.Tag
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Table 315: show igmp-snoopingmembership Output Fields (continued)

Level of OutputField DescriptionField Name

detailNames of multicast router
interfaces.

Router
interfaces

detailWhether the multicast router
interface is static or dynamic.

• static or dynamic

detailFor static interfaces, length of time
since the interface was configured
as amulticast router interface; for
dynamic interfaces, length of time
since the first query was received
on the interface.

• Uptime

detailQuery timeout in seconds.• timeout

detailIP multicast address of the
multicast group.

Group

detailNumber of interfaces that have
membership in a multicast group.

Receiver count

detailIGMP version of the host sending a
join message.

Flags

detailLength of time amulticast group
has been active on the interface.

Uptime

AllTime (in seconds) left until the
entry for the multicast group is
removed.

timeout

detailLasthost to reportmembership for
the multicast group.

Last reporter

detailSource addresses fromwhich
multicast streams are allowed
based on IGMPv3 reports.

Include source

Sample Output

show igmp-snoopingmembership

user@switch> show igmp-snoopingmembership
VLAN: v1
    224.1.1.1      *               258 secs
        Interfaces: ge-0/0/0.0
    224.1.1.3      *               258 secs
        Interfaces: ge-0/0/0.0
    224.1.1.5      *               258 secs
        Interfaces: ge-0/0/0.0
    224.1.1.7      *               258 secs
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        Interfaces: ge-0/0/0.0
    224.1.1.9      *               258 secs
        Interfaces: ge-0/0/0.0
    224.1.1.11     *               258 secs
        Interfaces: ge-0/0/0.0

show igmp-snoopingmembership detail

user@switch> show igmp-snoopingmembership detail
VLAN: v43 Tag: 43 (Index: 4)
   Group: 225.0.0.2
   Receiver count: 1, Flags: <V3-hosts>
     ge-0/0/15.0 Uptime: 00:00:11 timeout: 248 Last reporter: 10.2.10.16
       Include source: 1.2.1.1, 1.3.1.1
VLAN: v44 Tag: 44 (Index: 5)
   Group: 225.0.0.1
   Receiver count: 1, Flags: <V2-hosts>
     ge-0/0/21.0 Uptime: 00:00:02 timeout: 257
VLAN: v110 Tag: 110 (Index: 4)
 Router interfaces:
         ge-0/0/3.0 static Uptime: 00:08:45
         ge-0/0/2.0 static Uptime: 00:08:45
         ge-0/0/4.0 dynamic Uptime: 00:16:41 timeout: 254
     Group: 225.0.0.3
     Receiver count: 1, Flags: <V3-hosts>
         ge-0/0/5.0 Uptime: 00:00:19 timeout: 259
     Group: 225.1.1.1
     Receiver count: 1, Flags: <V2-hosts>
         ge-0/0/5.0 Uptime: 00:22:43 timeout: 96
     Group: 225.2.2.2
     Receiver count: 1, Flags: <V2-hosts Static>
         ge-0/0/5.0 Uptime: 00:23:13
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show igmp-snooping route

Syntax show igmp-snooping route
<brief | detail>
<ethernet-switching <brief | detail | vlan (vlan-id | vlan-name )>>
<inet <brief | detail | vlan vlan-name>>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display IGMP snooping route information.

Options none—Display general parameters.

brief | detail—(Optional) Display the specified level of output.

ethernet-switching—(Optional) Display Ethernet switching information.

inet—(Optional) Display inet information.

vlan vlan-name—(Optional) Display route information for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

Monitoring IGMP Snooping on page 4257•

• Configuring IGMP Snooping on page 4048

• show igmp-snooping statistics on page 4310

• show igmp-snooping vlans on page 4312

List of Sample Output show igmp-snooping route on page 4309
show igmp-snooping route vlan v1 on page 4309

Output Fields Table316onpage4308 lists theoutput fields for the showigmp-snoopingroutecommand.

Output fields are listed in the approximate order in which they appear.

Table 316: show igmp-snooping route Output Fields

Field DescriptionField Name

(For internal use only. Value is always 0.)Table

Name of the VLAN.VLAN

Multicast group address.Group

Interfaces on which IGMP packets were snooped.Interfaces

ID associated with the next-hop device.Next-hop
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Sample Output

show igmp-snooping route

user@switch> show igmp-snooping route
VLAN             Group          Next-hop
V11              224.1.1.1, *        533
        Interfaces: ge-0/0/13.0, ge-0/0/1.0
VLAN             Group          Next-hop
v12              224.1.1.3, *        534
        Interfaces: ge-0/0/13.0, ge-0/0/0.0

show igmp-snooping route vlan v1

user@switch> show igmp-snooping route vlan v1
Table: 0
VLAN             Group          Next-hop
v1               224.1.1.1, *       1266
        Interfaces: ge-0/0/0.0
v1               224.1.1.3, *       1266
        Interfaces: ge-0/0/0.0
v1               224.1.1.5, *       1266
        Interfaces: ge-0/0/0.0
v1               224.1.1.7, *       1266
        Interfaces: ge-0/0/0.0
v1               224.1.1.9, *       1266
        Interfaces: ge-0/0/0.0
v1               224.1.1.11, *      1266
        Interfaces: ge-0/0/0.0
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show igmp-snooping statistics

Syntax show igmp-snooping statistics

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display IGMP snooping statistics.

Required Privilege
Level

view

Related
Documentation

Monitoring IGMP Snooping on page 4257•

• Configuring IGMP Snooping on page 4048

• show igmp-snooping route on page 4308

• show igmp-snooping vlans on page 4312

List of Sample Output show igmp-snooping statistics on page 4311

Output Fields Table 317 on page 4310 lists the output fields for the show igmp-snooping statistics

command. Output fields are listed in the approximate order in which they appear.

Table 317: show igmp-snooping statistics Output Fields

Field DescriptionField Name

IGMP packet has illegal or bad length.Bad length

IGMP or IP checksum is incorrect.Bad checksum

Packet was received through an invalid interface.Invalid interface

Number of packets received from senders that are not local.Not local

Unknown IGMP type.Receive unknown

Number of timeouts for all multicast groups.Timed out

Type of IGMPmessage (Queries, Reports, Leaves, orOther).IGMP Type

Number of IGMP packets received.Received

Number of IGMP packets transmitted.Transmitted

Number of general receive errors.Recv Errors
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Sample Output

show igmp-snooping statistics

user@switch> show igmp-snooping statistics
Bad length: 0 Bad checksum: 0 Invalid interface: 0
Not local: 0 Receive unknown: 0 Timed out: 58

    IGMP Type           Received      Transmitted    Recv Errors
    Queries:               74295               0              0
    Reports:            18148423               0       16333523
    Leaves:                    0               0              0
    Other:                     0               0              0
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show igmp-snooping vlans

Syntax show igmp-snooping vlans
<brief | detail>
<vlan vlan-id | vlan-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display IGMP snooping VLAN information.

Options none—Display general parameters.

brief | detail—(Optional) Display the specified level of output.

vlan vlan-id | vlan vlan-number—(Optional) Display VLAN information for the specified

VLAN.

Required Privilege
Level

view

Related
Documentation

Monitoring IGMP Snooping on page 4257•

• Configuring IGMP Snooping on page 4048

• show igmp-snooping route on page 4308

• show igmp-snooping statistics on page 4310

List of Sample Output show igmp-snooping vlans on page 4313
show igmp-snooping vlans vlan on page 4313
show igmp-snooping vlans vlan detail on page 4313

Output Fields Table318onpage4312 lists theoutput fields for the showigmp-snoopingvlanscommand.

Output fields are listed in the approximate order in which they appear.

Table 318: show igmp-snooping vlans Output Fields

Level of OutputField DescriptionField Name

All levelsName of the VLAN.VLAN

All levelsSource address for IGMP snooping queries (if switch is an IGMP
querier)

IGMP-L2-Querier

All levelsNumber of interfaces in the VLAN.Interfaces

All levelsNumber of groups in the VLAN.Groups

All levelsNumber of multicast routers associated with the VLAN.MRouters

All levelsNumber of host receivers in the VLAN.Receivers
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Table 318: show igmp-snooping vlans Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumerical identifier of the VLAN.Tag

detailInterface participates in a tagged (802.1Q) or untagged (native)
VLAN.

tagged | untagged

detailInternal VLAN interface identifier.vlan-interface

detailMembership timeout value.Membership timeout

detailTimeout value for interfacesdynamicallymarkedas router or switch
interfaces (interfaces that receive queries). When the querier
timeout is reached, the switch marks the interface as a host
interface.

Querier timeout

detailName of the interface.Interface

detailNumber of dynamic groups on an interface.Reporters

Sample Output

show igmp-snooping vlans

user@switch> show igmp-snooping vlans
VLAN     Interfaces Groups MRouters Receivers
default     0           0      0         0
v1          11          50     0         0
v10         1           0      0         0
v11         1           0      0         0
v180        3           0      1         0
v181        3           0      0         0
v182        3           0      0         0

show igmp-snooping vlans vlan

user@switch> show igmp-snooping vlans vlan v10
user@switch> show igmp-snooping vlans vlan v10 
VLAN       Interfaces Groups MRouters Receivers
v10        1          0      0        0

show igmp-snooping vlans vlan detail

user@switch> show igmp-snooping vlans vlan v10 detail
VLAN: v10, Tag: 10, vlan-interface: vlan.10
        Interface: ge-0/0/10.0, tagged, Groups: 0
IGMP-L2-Querier: Stopped, SourceAddress: 10.10.1.2
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showmsdp

Syntax showmsdp
<brief | detail>
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display Multicast Source Discovery Protocol (MSDP) information.

Options none—Display standard MSDP information for all routing instances.

brief | detail—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

peer peer-address—(Optional) Display information about the specified peer only,

Required Privilege
Level

view

Related
Documentation

showmsdp source on page 4316•

• showmsdp source-active on page 4318

• showmsdp statistics on page 4321

List of Sample Output showmsdp on page 4315
showmsdp brief on page 4315
showmsdp detail on page 4315

Output Fields Table 319 on page 4314 describes the output fields for the showmsdp command. Output

fields are listed in the approximate order in which they appear.

Table 319: showmsdpOutput Fields

Level of OutputField DescriptionField Name

All levelsIP address of the peer.Peer address

All levelsLocal address of the peer.Local address

All levelsStatus of the MSDP connection: Listen, Established, or Inactive.State

All levelsTime at which the most recent peer-state change occurred.Last up/down
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Table 319: showmsdpOutput Fields (continued)

Level of OutputField DescriptionField Name

All levelsPeer group name.Peer-Group

All levelsNumber of source-active cache entries advertised by each peer that were
accepted, compared to the number that were received, in the format
number-accepted/number-received.

SA Count

detailNumber of peer connection retries.Peer Connect Retries

detailNumber of seconds before another message is sent to a peer.State timer expires

detailNumber of seconds to wait for a response from the peer before the peer is
declared unavailable.

Peer Times out

detailNumber of entries in the source-active cache accepted from the peer.SA accepted

detailNumber of entries in the source-active cache received by the peer.SA received

Sample Output

showmsdp

user@host> showmsdp
Peer address    Local address   State       Last up/down Peer-Group SA Count
198.32.8.193    198.32.8.195    Established  5d 19:25:44 North23    120/150 
198.32.8.194    198.32.8.195    Established  3d 19:27:27 North23    300/345  
198.32.8.196    198.32.8.195    Established  5d 19:39:36 North23    10/13 
198.32.8.197    198.32.8.195    Established  5d 19:32:27 North23    5/6 
198.32.8.198    198.32.8.195    Established  3d 19:33:04 North23    2305/3000 

showmsdp brief

The output for the showmsdp brief command is identical to that for the showmsdp

command. For sample output, see showmsdp on page 4315.

showmsdp detail

user@host> showmsdp detail
Peer: 10.255.70.15
Local address: 10.255.70.19
State: Established
Peer Connect Retries: 0
State timer expires: 22
Peer Times out: 49
SA accepted: 0
SA received: 0
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showmsdp source

Syntax showmsdp source
<instance instance-name>
<logical-system (all | logical-system-name)>
<source-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display multicast sources learned fromMulticast Source Discovery Protocol (MSDP).

Options none—Display standard MSDP source information for all routing instances.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

source-address—(Optional) IP address and optional prefix length. Display information

for the specified source address only.

Required Privilege
Level

view

Related
Documentation

showmsdp on page 4314•

• showmsdp source-active on page 4318

• showmsdp statistics on page 4321

List of Sample Output showmsdp source on page 4317
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Output Fields Table 320 on page 4317 describes the output fields for the showmsdp source command.

Output fields are listed in the approximate order in which they appear.

Table 320: showmsdp source Output Fields

Field DescriptionField Name

IP address of the source.Source address

Length of the prefix for this IP address./Len

Discovery method for this multicast source:

• Configured—Source-active limit explicitly configured for this
source.

• Dynamic—Source-active limit established when this source was
discovered.

Type

Source-active limit applied to this source.Maximum

Source-active threshold applied to this source.Threshold

Number of source-active messages received from this source
exceeding the establishedmaximum.

Exceeded

Sample Output

showmsdp source

user@host> showmsdp source
Source address /Len   Type      Maximum   Threshold    Exceeded
0.0.0.0        /0     Configured        5      none       0
10.1.0.0       /16    Configured      500      none       0
10.1.1.1       /32    Configured    10000      none       0
10.1.1.2       /32    Dynamic        6936      none       0
10.1.5.5       /32    Dynamic         500      none         123
10.2.1.1       /32    Dynamic           2      none       0
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showmsdp source-active

Syntax showmsdp source-active
<brief | detail>
<group group>
<instance instance-name>
<local>
<logical-system (all | logical-system-name)>
<originator originator>
<peer peer-address>
<source source-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the Multicast Source Discovery Protocol (MSDP) source-active cache.

Options none—Display standardMSDP source-active cache information for all routing instances.

brief | detail—(Optional) Display the specified level of output.

groupgroup—(Optional)Display source-active cache information for the specified group.

instance instance-name—(Optional) Display information for the specified instance.

local—(Optional) Display all source-active caches originated by this router.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

originator originator—(Optional) Display information about the peer that originated the

source-active cache entries.

peer peer-address—(Optional) Display the source-active cache of the specified peer.

sourcesource-address—(Optional)Display thesource-activecacheof thespecifiedsource.

Required Privilege
Level

view

Related
Documentation

showmsdp on page 4314•

• showmsdp source on page 4316

• showmsdp statistics on page 4321

List of Sample Output showmsdp source-active on page 4319
showmsdp source-active brief on page 4319
showmsdp source-active detail on page 4320
showmsdp source-active source on page 4320

Output Fields Table 321 on page 4319 describes the output fields for the showmsdp source-active

command. Output fields are listed in the approximate order in which they appear.
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Table 321: showmsdp source-active Output Fields

Field DescriptionField Name

Number of times all peers have exceeded configured active source limits.Global active
source limit
exceeded

Configured number of active source messages accepted by the device.Global active
source limit
maximum

Configured threshold for applying random early discard (RED) to drop some
but not all MSDP active source messages.

Global active
source limit
threshold

Threshold at which awarningmessage is logged (percentage of the number of
active source messages accepted by the device).

Global active
source limit
log-warning

Time (in seconds) between consecutive log messages.Global active
source limit log
interval

Multicast address of the group.Group address

IP address of the source.Source address

IP address of the peer.Peer address

Router ID configured on the source of the rendezvous point (RP) that originated
themessage, or the loopback address when the router ID is not configured.

Originator

Flags: Accept, Reject, or Filtered.Flags

Sample Output

showmsdp source-active

user@host> showmsdp source-active
Group address   Source address  Peer address    Originator      Flags
230.0.0.0       192.168.195.46  local           10.255.14.30    Accept
230.0.0.1       192.168.195.46  local           10.255.14.30    Accept
230.0.0.2       192.168.195.46  local           10.255.14.30    Accept
230.0.0.3       192.168.195.46  local           10.255.14.30    Accept
230.0.0.4       192.168.195.46  local           10.255.14.30    Accept

showmsdp source-active brief

The output for the showmsdp source-active brief command is identical to that for the

showmsdp source-active command. For sample output, see showmsdp source-active
on page 4319.
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showmsdp source-active detail

The output for the showmsdp source-active detail command is identical to that for the

showmsdp source-active command. For sample output, see showmsdp source-active
on page 4319.

showmsdp source-active source

user@host> showmsdp source-active source 192.168.215.246
Global active source limit exceeded: 0
Global active source limit maximum: 25000
Global active source limit threshold: 24000
Global active source limit log-warning: 100
Global active source limit log interval: 0

Group address   Source address  Peer address    Originator      Flags
226.2.2.1       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.3       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.4       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.5       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.7       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.10      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.11      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.13      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.14      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.15      192.168.215.246 10.255.182.140  10.255.182.140  Accept
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showmsdp statistics

Syntax showmsdp statistics
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display statistics about Multicast Source Discovery Protocol (MSDP) peers.

Options none—Display statistics about all MSDP peers for all routing instances.

instance instance-name—(Optional) Display statistics about a specific MSDP instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

peer peer-address—(Optional) Display statistics about a particular MSDP peer.

Required Privilege
Level

view

Related
Documentation

clear msdp statistics on page 4269•

List of Sample Output showmsdp statistics on page 4323
showmsdp statistics peer on page 4323

Output Fields Table322onpage4321describes theoutput fields for the showmsdpstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 322: showmsdp statistics Output Fields

Field DescriptionField Name

Number of times all peers have exceeded configured active source
limits.

Global active source limit
exceeded

Configured number of active source messages accepted by the
device.

Global active source limit
maximum

Configured threshold for applying random early discard (RED) to
drop some but not all MSDP active source messages.

Global active source limit
threshold

Threshold at which a warning message is logged (percentage of
the number of active source messages accepted by the device).

Global active source limit
log-warning

Time (in seconds) between consecutive log messages.Global active source limit
log interval

Address of peer.Peer
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Table 322: showmsdp statistics Output Fields (continued)

Field DescriptionField Name

How long ago the peer state changed.Last State Change

How long ago the last message was received from the peer.Lastmessage received from
the peer

Number of reverse path forwarding (RPF) failures.RPF Failures

Number of times the remote peer closed.Remote Closes

Number of peer timeouts.Peer Timeouts

Number of source-active messages sent.SAmessages sent

Number of source-active messages received.SAmessages received

Number of source-active request messages sent.SA requestmessages sent

Number of source-active request messages received.SA requestmessages
received

Number of source-active responsemessages sent.SAresponsemessagessent

Number of source-active responsemessages received.SA responsemessages
received

Number of times this peer has exceeded configured source-active
limits.

Active source exceeded

Configured number of active source messages accepted by this
peer.

Active sourceMaximum

Configured threshold on this peer for applying randomearly discard
(RED) to drop some but not all MSDP active source messages.

Active source threshold

Configured threshold on this peer at which a warning message is
logged (percentage of the number of active source messages
accepted by the device).

Active source log-warning

Time (in seconds) between consecutive logmessages on this peer.Active source log-interval

Number of keepalive messages sent.Keepalivemessages sent

Number of keepalive messages received.Keepalivemessages
received

Number of unknownmessages received.Unknownmessages
received
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Table 322: showmsdp statistics Output Fields (continued)

Field DescriptionField Name

Number of error messages received.Error messages received

Sample Output

showmsdp statistics

user@host> showmsdp statistics
Global active source limit exceeded: 0
Global active source limit maximum: 10
Global active source limit threshold: 8
Global active source limit log-warning: 60
Global active source limit log interval: 60

Peer: 10.255.245.39
Last State Change: 11:54:49 (00:24:59)
Last message received from peer: 11:53:32 (00:26:16)
RPF Failures: 0
Remote Closes: 0
Peer Timeouts: 0
SA messages sent: 376
SA messages received: 459
SA request messages sent: 0
SA request messages received: 0
SA response messages sent: 0
SA response messages received: 0
Active source exceeded: 0
Active source Maximum: 10
Active source threshold: 8
Active source log-warning: 60
Active source log-interval 120
Keepalive messages sent: 17
Keepalive messages received: 19
Unknown messages received: 0
Error messages received: 0

showmsdp statistics peer

user@host> showmsdp statistics peer 10.255.182.140
Peer: 10.255.182.140
    Last State Change: 8:19:23 (00:01:08)
    Last message received from peer: 8:20:05 (00:00:26)
    RPF Failures: 0
    Remote Closes: 0
    Peer Timeouts: 0
    SA messages sent: 17
    SA messages received: 16
    SA request messages sent: 0
    SA request messages received: 0
    SA response messages sent: 0
    SA response messages received: 0
    Active source exceeded: 20
    Active source Maximum: 10
    Active source threshold: 8
    Active source log-warning: 60
    Active source log-interval: 120
    Keepalive messages sent: 0
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    Keepalive messages received: 0
    Unknown messages received: 0
    Error messages received: 0
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showmulticast flow-map

Syntax showmulticast flow-map
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast flow-map
<brief | detail>

Release Information Command introduced in Junos OS Release 8.2.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about IP multicast flowmaps.

Options none—Display configuration information about IP multicast flowmaps on all systems.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast flow-map on page 4326
showmulticast flow-map detail on page 4326

Output Fields Table 323 on page 4325 describes the output fields for the showmulticast flow-map

command. Output fields are listed in the approximate order in which they appear.

Table 323: showmulticast flow-mapOutput Fields

Levels of OutputField DescriptionField Name

All levelsName of the flowmap.Name

All levelsName of the policy associated with the flowmap.Policy

All levelsCache timeout value assigned to the flowmap.Cache-timeout

All levelsBandwidth setting associated with the flowmap.Bandwidth

noneWhether or not adaptive mode is enabled for the flowmap.Adaptive

detailName of the flowmap.Flow-map

detailWhether or not adaptive mode is enabled for the flowmap.Adaptive
Bandwidth

detailRedundant sources defined for the same destination group.RedundantSources
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Sample Output

showmulticast flow-map

user@host> showmulticast flow-map
Instance: master
Name            Policy                  Cache timeout        Bandwidth Adaptive
map2            policy2                         never          2000000 no
map1            policy1                    60 seconds          2000000 no

Sample Output

showmulticast flow-map detail

user@host> showmulticast flow-map detail
Instance: master
Flow-map: map1
    Policy:             policy1
    Cache Timeout:      600 seconds
    Bandwidth:          2000000
    Adaptive Bandwidth: yes
    Redundant Sources:  11.11.11.11
    Redundant Sources:  11.11.11.12
    Redundant Sources:  11.11.11.13
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showmulticast interface

Syntax showmulticast interface
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast interface

Release Information Command introduced in Junos OS Release 8.3.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display bandwidth information about IP multicast interfaces.

Options none—Display all interfaces that havemulticast configured.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast interface on page 4328

Output Fields Table 324 on page 4327 describes the output fields for the showmulticast interface

command. Output fields are listed in the approximate order in which they appear.

Table 324: showmulticast interface Output Fields

Field DescriptionField Name

Name of the multicast interface.Interface

Maximum bandwidth setting, in bits per second, for this interface.Maximumbandwidth (bps)

Amountofbandwidth, inbitsper second, remainingon the interface.Remainingbandwidth(bps)

Amount of bandwidth, in bits per second, used by any flows that
are mapped to the interface.

NOTE: Adding themappedbandwidthdeduction value to the local
bandwidth deduction value results in the total deduction value for
the interface.

This field does not appear in the output when the no QoS
adjustment feature is disabled.

Mapped bandwidth
deduction (bps)

4327Copyright © 2014, Juniper Networks, Inc.

Chapter 49: Administration



Table 324: showmulticast interface Output Fields (continued)

Field DescriptionField Name

Amountofbandwidth, inbitsper second, usedbyanymapped flows
that are traversing the interface.

NOTE: Adding themappedbandwidthdeduction value to the local
bandwidth deduction value results in the total deduction value for
the interface.

This field does not appear in the output when the no QoS
adjustment feature is disabled.

Local bandwidth deduction
(bps)

State of the reverse OIF mapping feature (on or off).

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Reverse OIFmapping

State of the no QoS adjustment feature (on or off) for interfaces
that are using reverse OIF mapping.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Reverse OIFmapping no
QoS adjustment

Amount of time amapped interface remains active after the last
mapping ends.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Leave timer

State (on) of the no QoS adjustment feature when this feature is
enabled.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

NoQoS adjustment

Sample Output

showmulticast interface

user@host> showmulticast interface
Interface                Maximum bandwidth (bps) Remaining bandwidth (bps)
fe-0/0/3                                10000000                         0
fe-0/0/3.210                            10000000                  –2000000
fe-0/0/3.220                           100000000                 100000000
fe-0/0/3.230                            20000000                  18000000
fe-0/0/2.200                           100000000                 100000000
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showmulticast mrinfo

Syntax showmulticast mrinfo
<host>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about IP multicast networks, including neighboring

multicast router addresses.

Options none—Display configuration information about all multicast networks.

host—(Optional) Display configuration information about a particular host. Replace host

with a hostname or IP address.

Required Privilege
Level

view

List of Sample Output showmulticast mrinfo on page 4330

Output Fields Table325onpage4329describes theoutput fields for theshowmulticastmrinfocommand.

Output fields are listed in the approximate order in which they appear.

Table 325: showmulticast mrinfo Output Fields

Field DescriptionField Name

Query address, hostname (DNS name or IP address of the source address), andmulticast protocol
version or the software version of another vendor.

source-address

Queried router interface address and directly attached neighbor interface address, respectively.ip-address-1--->ip-address-2

Name or IP address of neighbor.(name or ip-address)

Neighbor's multicast profile:

• metric—Alwayshasavalueof 1, becausemrinfoqueries thedirectly connected interfacesofadevice.

• threshold—Multicast threshold time-to-live (TTL). The range of values is 0 through 255.

• type—Multicast connection type: pim or tunnel.

• flags—Flags for this route:

• querier—Queried router is the designated router for the neighboring session.

• leaf—Link is a leaf in the multicast network.

• down—Link status indicator.

[metric/threshold/type/
flags]
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Sample Output

showmulticast mrinfo

user@host> showmulticast mrinfo 10.35.4.1
10.35.4.1 (10.35.4.1) [version 12.0]:
  192.168.195.166 -> 0.0.0.0 (local) [1/0/pim/querier/leaf]
  10.38.20.1 -> 0.0.0.0 (local) [1/0/pim/querier/leaf]
  10.47.1.1 -> 10.47.1.2 (10.47.1.2) [1/5/pim]
  0.0.0.0 -> 0.0.0.0 (local) [1/0/pim/down]
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showmulticast next-hops

Syntax showmulticast next-hops
<brief | detail>
<identifier-number>
<inet | inet6>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast next-hops
<brief | detail>
<identifier-number>
<inet | inet6>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 option introduced in Junos OS Release 10.0 for EX Series switches.

detailoptiondisplayofnext-hop IDnumber introduced in JunosOSRelease 11.1 forMSeries

and T Series routers and EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display the entries in the IP multicast next-hop table.

Options none—Display standard information about all entries in themulticast next-hop table for

all supported address families.

brief | detail—(Optional) Display the specified level of output.

When you include the detail option on M Series and T Series routers and EX Series

switches, the downstream interface name includes the next-hop ID number in

parentheses, in the form fe-0/1/2.0-(1048574)where 1048574 is the next-hop ID

number.

identifier-number—(Optional) Show a particular next hop by ID number. The range of

values is 1 through 65,535.

inet | inet6—(Optional) Display entries for IPv4 or IPv6 family addresses, respectively.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast next-hops on page 4332
showmulticast next-hops (Bidirectional PIM on page 4332
showmulticast next-hops brief on page 4333
showmulticast next-hops detail on page 4333

Output Fields Table 326 on page 4332 describes the output fields for the showmulticast next-hops

command. Output fields are listed in the approximate order in which they appear.
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Table 326: showmulticast next-hops Output Fields

Field DescriptionField Name

Protocol family (such as INET).Family

Next-hop identifier of theprefix. The identifier is returnedby the routingdevice's
Packet Forwarding Engine.

ID

Number of cache entries that are using this next hop.Refcount

Kernel reference count for the next hop.KRefcount

Interface names associated with eachmulticast next-hop ID.Downstream
interface

List of interfaces that accept incoming traffic. Only shown for routes that do
not use strict RPF-based forwarding, for example for bidirectional PIM.

Incoming interface
list

Sample Output

showmulticast next-hops

user@host> showmulticast next-hops
Family: INET
ID      Refcount  KRefcount Downstream interface
262142          4          2 so-1/0/0.0
262143          2          1 mt-1/1/0.49152
262148          2          1 mt-1/1/0.32769

showmulticast next-hops (Bidirectional PIM

user@host> showmulticast next-hops
Family: INET
ID          Refcount KRefcount Downstream interface
2097151            8         4 ge-0/0/1.0

Family: INET6
ID          Refcount KRefcount Downstream interface
2097157            2         1 ge-0/0/1.0

Family: Incoming interface list
ID          Refcount KRefcount Downstream interface
513                5         2 lo0.0
                               ge-0/0/1.0
514                5         2 lo0.0
                               ge-0/0/1.0
                               xe-4/1/0.0
515                3         1 lo0.0
                               ge-0/0/1.0
                               xe-4/1/0.0
544                1         0 lo0.0
                               xe-4/1/0.0
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showmulticast next-hops brief

The output for the showmulticast next-hops brief command is identical to that for the

showmulticast next-hops command. For sample output, see showmulticast next-hops
on page 4332.

showmulticast next-hops detail

user@host> showmulticast next-hops detail
Family: INET
ID          Refcount KRefcount Downstream interface
1048577            2         1 fe-0/1/2.0-(1048574)
                               ge-0/2/3.0-(1048576)
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showmulticast pim-to-igmp-proxy

Syntax showmulticast pim-to-igmp-proxy
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast pim-to-igmp-proxy
<instance instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 9.6 for EX Series switches.

instance option introduced in Junos OS Release 10.3.

instance option introduced in Junos OS Release 10.3 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about PIM-to-IGMPmessage translation, also known

as PIM-to-IGMP proxy.

Options none—Display configuration information about PIM-to-IGMPmessage translation for all

routing instances.

instance instance-name—(Optional)Displayconfiguration informationaboutPIM-to-IGMP

message translation for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

Configuring PIM-to-IGMP and PIM-to-MLDMessage Translation•

List of Sample Output showmulticast pim-to-igmp-proxy on page 4335
showmulticast pim-to-igmp-proxy instance on page 4335

Output Fields Table327onpage4334describestheoutput fields for theshowmulticastpim-to-igmp-proxy

command. Output fields are listed in the order in which they appear.

Table 327: showmulticast pim-to-igmp-proxy Output Fields

Field DescriptionField Name

Routing instance. Default instance ismaster (inet.0 routing table).Instance

State of PIM-to-IGMPmessage translation, also known as
PIM-to-IGMPproxy, on theconfiguredupstream interfaces:enabled
or disabled.

Proxy state

Name of upstream interface (nomore than two allowed) onwhich
PIM-to-IGMPmessage translation is configured.

interface-name
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Sample Output

showmulticast pim-to-igmp-proxy

user@host> showmulticast pim-to-igmp-proxy
Instance: master Proxy state: enabled
ge-0/1/0.1
ge-0/1/0.2

showmulticast pim-to-igmp-proxy instance

user@host> showmulticast pim-to-igmp-proxy instance VPN-A
Instance: VPN-A Proxy state: enabled
ge-0/1/0.1
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showmulticast pim-to-mld-proxy

Syntax showmulticast pim-to-mld-proxy
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast pim-to-mld-proxy
<instance instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 9.6 for EX Series switches.

instance option introduced in Junos OS Release 10.3.

instance option introduced in Junos OS Release 10.3 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about PIM-to-MLDmessage translation, also known

as PIM-to-MLD proxy.

Options none—Display configuration information about PIM-to-MLDmessage translation for all

routing instances.

instance instance-name—(Optional)Displayconfiguration informationaboutPIM-to-MLD

message translation for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast pim-to-mld-proxy on page 4337
showmulticast pim-to-mld-proxy instance on page 4337

Output Fields Table328onpage4336describes theoutput fields for theshowmulticastpim-to-mld-proxy

command. Output fields are listed in the order in which they appear.

Table 328: showmulticast pim-to-mld-proxy Output Fields

Field DescriptionField Name

State of PIM-to-MLDmessage translation, also known as
PIM-to-MLD proxy, on the configured upstream interfaces: enabled
or disabled.

Proxy state

Name of upstream interface (nomore than two allowed) onwhich
PIM-to-MLDmessage translation is configured.

interface-name
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Sample Output

showmulticast pim-to-mld-proxy

user@host> showmulticast pim-to-mld-proxy
Instance: master Proxy state: enabled
ge-0/5/0.1
ge-0/5/0.2

showmulticast pim-to-mld-proxy instance

user@host> showmulticast pim-to-mld-proxy instance VPN-A
Instance: VPN-A Proxy state: enabled
ge-0/5/0.1
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showmulticast route

Syntax showmulticast route
<brief | detail | extensive | summary>
<active | all | inactive>
<group group>
<inet | inet6>
<instance instance name>
<logical-system (all | logical-system-name)>
<regular-expression>
<source-prefix source-prefix>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast route
<brief | detail | extensive | summary>
<active | all | inactive>
<group group>
<inet | inet6>
<instance instance name>
<regular-expression>
<source-prefix source-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display theentries in the IPmulticast forwarding table. Youcandisplay similar information

with the show route table inet.1 command.

Options none—Display standard information about all entries in the multicast forwarding table

for all routing instances.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

active | all | inactive—(Optional)Display all active entries, all entries, or all inactive entries,

respectively, in the multicast forwarding table.

group group—(Optional) Display the cache entries for a particular group.

inet | inet6—(Optional) Displaymulticast forwarding table entries for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Display entries in the multicast forwarding table for

a specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

regular-expression—(Optional) Display information about themulticast forwarding table

entries that match a UNIX OS-style regular expression.
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source-prefix source-prefix—(Optional) Display the cache entries for a particular source

prefix.

Required Privilege
Level

view

List of Sample Output showmulticast route on page 4340
showmulticast route (Bidirectional PIM) on page 4341
showmulticast route brief on page 4341
showmulticast route detail on page 4341
showmulticast route extensive (Bidirectional PIM) on page 4342
showmulticast route instance <instance-name> on page 4343
showmulticast route summary on page 4343

Output Fields Table329onpage4339describes theoutput fields for theshowmulticast routecommand.

Output fields are listed in the approximate order in which they appear.

Table 329: showmulticast route Output Fields

Level of OutputField DescriptionField Name

All levelsIPv4 address family (INET) or IPv6 address family (INET6).family

All levelsGroup address.

For any-source multicast routes, for example for bidirectional PIM, the group
address includes the prefix length.

Group

All levelsPrefix and length of the source as it is in the multicast forwarding table.Source

All levelsList of interfaces that accept incoming traffic. Only shown for routes that do
not use strict RPF-based forwarding, for example for bidirectional PIM.

Incoming interface
list

All levelsName of the interface on which the packet with this source prefix is expected
to arrive.

Upstream interface

All levelsList of interface names towhich the packet with this source prefix is forwarded.Downstream
interface list

extensiveTotal number of outgoing interfaces for each (S,G) entry.Number of
outgoing interfaces

detail extensiveName of the multicast session.Sessiondescription

detail extensiveRate at which packets are being forwarded for this source and group entry (in
Kbps and pps), and number of packets that have been forwarded to this prefix.
If one ormore of the kilobits per second packet forwarding statistic queries fails
or times out, the statistics field displays Forwarding statistics are not available.

NOTE: On QFX Series switches, this field does not report valid statistics.

Statistics

detail extensiveNext-hop identifier of theprefix. The identifier is returnedby the routingdevice’s
Packet Forwarding Engine and is also displayed in the output of the show
multicast nexthops command.

Next-hop ID
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Table 329: showmulticast route Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveFor bidirectional PIM, incoming interface list identifier.

Identifiers for interfaces that accept incoming traffic. Only shown for routes
that do not use strict RPF-based forwarding, for example for bidirectional PIM.

Incoming interface
list ID

detail extensiveTheprotocol thatmaintains the activemulticast forwarding route for this group
or source.

When the showmulticast route extensive command is used with the
display-origin-protocol option, the field name is only Protocol and notUpstream
Protocol. However, this field also displays the protocol that installed the active
route.

Upstream protocol

summaryType of multicast route. Values can be (S,G) or (*,G).Route type

summary extensiveWhether the group is Active or Inactive.Route state

summaryNumber of multicast routes.Route count

extensiveWhether the prefix is pruned or forwarding.Forwarding state

extensiveNumber of seconds until the prefix is removed from themulticast forwarding
table.Avalueofnever indicatesapermanent forwardingentry.Avalueof forever
indicates routes that do not have keepalive times.

Cache
lifetime/timeout

extensiveNumber of times that the upstream interface was not available.Wrong incoming
interface
notifications

extensiveTime since the creation of a multicast route.Uptime

Sample Output

showmulticast route

user@host> showmulticast route
Family: INET

Group: 228.0.0.0
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0

Group: 239.1.1.1
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0

Group: 239.1.1.1
    Source: 10.255.70.15/32
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    Upstream interface: so-1/0/0.0
    Downstream interface list:
        mt-1/1/0.1081344

Family: INET6

showmulticast route (Bidirectional PIM)

user@host> showmulticast route
Family: INET

Group: 224.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 224.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 225.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 225.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
Family: INET6

showmulticast route brief

The output for the showmulticast route brief command is identical to that for the show

multicast routecommand.For sampleoutput, seeshowmulticast routeonpage4340or
showmulticast route (Bidirectional PIM) on page 4341.

showmulticast route detail

user@host> showmulticast route detail
Family: INET

Group: 228.0.0.0
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0
    Session description: Unknown
    Statistics: 8 kBps, 100 pps, 45272 packets
    Next-hop ID: 262142
    Upstream protocol: PIM
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Group: 239.1.1.1
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0
    Session description: Administratively Scoped
    Statistics: 0 kBps, 0 pps, 13404 packets
    Next-hop ID: 262142
    Upstream protocol: PIM

Group: 239.1.1.1
    Source: 10.255.70.15/32
    Upstream interface: so-1/0/0.0
    Downstream interface list:
        mt-1/1/0.1081344
    Session description: Administratively Scoped
    Statistics: 46 kBps, 1000 pps, 921077 packets

    Next-hop ID: 262143
    Upstream protocol: PIM

Family: INET6

showmulticast route extensive (Bidirectional PIM)

user@host> showmulticast route extensive
Family: INET

Group: 224.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097153
    Incoming interface list ID: 585
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Group: 224.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097153
    Incoming interface list ID: 589
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0
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Family: INET6

showmulticast route instance <instance-name>

user@host> showmulticast route instance v1 extensive
Instance: v1 Family: INET

Group: 224.1.1.1
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Group: 224.1.1.2
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Group: 224.1.1.3
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Instance: v1 Family: INET6

showmulticast route summary

user@host>showmulticast route summary
Instance: master Family: INET

Route type   Route state    Route count
(S,G)             Active             2
(S,G)             Inactive           3

Instance: master Family: INET6
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showmulticast rpf

Syntax showmulticast rpf
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<prefix>
<summary>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast rpf
<inet | inet6>
<instance instance-name>
<prefix>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about multicast reverse-path-forwarding (RPF) calculations.

Options none—Display RPF calculation information for all supported address families.

inet | inet6—(Optional) Display the RPF calculation information for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional)Display informationaboutmulticastRPFcalculations

for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

prefix—(Optional) Display the RPF calculation information for the specified prefix.

summary—(Optional) Display a summary of all multicast RPF information.

Required Privilege
Level

view

List of Sample Output showmulticast rpf on page 4345
showmulticast rpf inet6 on page 4346
showmulticast rpf prefix on page 4347
showmulticast rpf summary on page 4347
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Output Fields Table 330onpage4345describes the output fields for the showmulticast rpf command.

Output fields are listed in the approximate order in which they appear.

Table 330: showmulticast rpf Output Fields

Field DescriptionField Name

Name of the routing instance. (Displayed whenmulticast is
configured within a routing instance.)

Instance

Prefix and lengthof the sourceas it exists in themulticast forwarding
table.

Source prefix

How the route was learned.Protocol

Upstream RPF interface.

NOTE: The displayed interface information does not apply to
bidirectional PIM RP addresses. This is because the showmulticast
rpf command does not take into account equal-cost paths or the
designated forwarder. For accurate upstream RPF interface
information, alwaysuse the showpimjoinextensivecommandwhen
bidirectional PIM is configured.

Interface

Upstream RPF neighbor.

NOTE: The displayed neighbor information does not apply to
bidirectional PIM. This is because the showmulticast rpf command
does not take into account equal-cost paths or the designated
forwarder. For accurateupstreamRPFneighbor information, always
use the show pim join extensive command when bidirectional PIM
is configured.

Neighbor

Sample Output

showmulticast rpf

user@host> showmulticast rpf

Multicast RPF table: inet.0, 12 entries

0.0.0.0/0
    Protocol: Static

10.255.14.132/32
    Protocol: Direct
    Interface: lo0.0

10.255.245.91/32
    Protocol: IS-IS
    Interface: so-1/1/1.0
    Neighbor: 192.168.195.21

127.0.0.1/32
Inactive172.16.0.0/12
Protocol: Static
Interface: fxp0.0
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Neighbor: 192.168.14.254

192.168.0.0/16
Protocol: Static
Interface: fxp0.0
Neighbor: 192.168.14.254

192.168.14.0/24
Protocol: Direct
Interface: fxp0.0

192.168.14.132/32
Protocol: Local

192.168.195.20/30
Protocol: Direct
Interface: so-1/1/1.0

192.168.195.22/32
Protocol: Local

192.168.195.36/30
Protocol: IS-IS
Interface: so-1/1/1.0
Neighbor: 192.168.195.21

showmulticast rpf inet6

user@host> showmulticast rpf inet6

Multicast RPF table: inet6.0, 12 entries

::10.255.14.132/128
    Protocol: Direct
    Interface: lo0.0

::10.255.245.91/128
Protocol: IS-IS
Interface: so-1/1/1.0
Neighbor: fe80::2a0:a5ff:fe28:2e8c

::192.168.195.20/126
Protocol: Direct
Interface: so-1/1/1.0

::192.168.195.22/128
Protocol: Local

::192.168.195.36/126
Protocol: IS-IS
Interface: so-1/1/1.0
Neighbor: fe80::2a0:a5ff:fe28:2e8c

::192.168.195.76/126
Protocol: Direct
Interface: fe-2/2/0.0

::192.168.195.77/128
Protocol: Local
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fe80::/64
Protocol: Direct
Interface: so-1/1/1.0

fe80::290:69ff:fe0c:993a/128
Protocol: Local

fe80::2a0:a5ff:fe12:84f/128
Protocol: Direct
Interface: lo0.0

ff02::2/128
Protocol: PIM

ff02::d/128
Protocol: PIM

showmulticast rpf prefix

user@host> showmulticast rpf ff02::/16

Multicast RPF table: inet6.0, 13 entries

ff02::2/128
    Protocol: PIM

ff02::d/128
    Protocol: PIM

...

showmulticast rpf summary

user@host> showmulticast rpf summary

Multicast RPF table: inet.0, 16 entries
Multicast RPF table: inet6.0, 12 entries
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showmulticast scope

Syntax showmulticast scope
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast scope
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display administratively scoped IPmulticast information.

Options none—Display standard informationaboutadministratively scopedmulticast information

for all supported address families in all routing instances.

inet | inet6—(Optional) Display scopedmulticast information for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Display administratively scoped information for a

specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast scope on page 4349
showmulticast scope inet on page 4349
showmulticast scope inet6 on page 4349

Output Fields Table331onpage4348describes theoutput fields for theshowmulticastscopecommand.

Output fields are listed in the approximate order in which they appear.

Table 331: showmulticast scope Output Fields

Field DescriptionField Name

Name of the multicast scope.Scope name

Range of multicast groups that are scoped.Group Prefix

Interface that is the boundary of the administrative scope.Interface

Number of kernel resolve rejects.Resolve Rejects
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Sample Output

showmulticast scope

user@host> showmulticast scope
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
232-net              232.232.0.0/16     fe-0/0/0.1                      0
local                239.255.0.0/16     fe-0/0/0.1                      0
local                ff05::/16          fe-0/0/0.1                      0
larry                ff05::1234/128     fe-0/0/0.1                      0

showmulticast scope inet

user@host> showmulticast scope inet
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
232-net              232.232.0.0/16     fe-0/0/0.1                      0
local                239.255.0.0/16     fe-0/0/0.1                      0

showmulticast scope inet6

user@host> showmulticast scope inet6
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
local                ff05::/16          fe-0/0/0.1                      0
larry                ff05::1234/128     fe-0/0/0.1                      0
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showmulticast sessions

Syntax showmulticast sessions
<brief | detail | extensive>
<logical-system (all | logical-system-name)>
<regular-expression>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast sessions
<brief | detail | extensive>
<regular-expression>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about announced IPmulticast sessions.

Options none—Display standard informationaboutallmulticast sessions for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

regular-expression—(Optional)Display informationaboutannouncedsessions thatmatch

a UNIX-style regular expression.

Required Privilege
Level

view

List of Sample Output showmulticast sessions on page 4351
showmulticast sessions regular-expression detail on page 4351

Output Fields Table 332 on page 4350 describes the output fields for the showmulticast sessions

command. Output fields are listed in the approximate order in which they appear.

Table 332: showmulticast sessions Output Fields

Field DescriptionField Name

Name of the known announcedmulticast sessions.session-name
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Sample Output

showmulticast sessions

user@host> showmulticast sessions
1-Department of Biological Sciences, LSU
  ...
  Monterey Bay - DockCam
  Monterey Bay - JettyCam
  Monterey Bay - StandCam
  Monterey DockCam
  Monterey DockCam / ROV cam
  ...
  NASA TV (MPEG-1)
  ...
  UO Broadcast - NASA Videos - 25 Years of Progress
  UO Broadcast - NASA Videos - Journey through the Solar System
  UO Broadcast - NASA Videos - Life in the Universe
  UO Broadcast - NASA Videos - Nasa and the Airplane
  UO Broadcasts OPB's Oregon Story
  UO DOD News Clips
  UO Medical Management of Biological Casualties (1)
  UO Medical Management of Biological Casualties (2)
  UO Medical Management of Biological Casualties (3)
...
  376 active sessions.

showmulticast sessions regular-expression detail

user@host> showmulticast sessions "NASA TV" detail
SDP Version: 0  Originated by: -@128.223.83.33
 Session: NASA TV (MPEG-1)
 Description: NASA television in MPEG-1 format, provided by Private University. 
Please contact the UO if you have problems with this feed.
 Email: Your Name Here <multicast@lists.private.edu>
 Phone: Your Name Here <888/555-1212>
Bandwidth: AS:1000
Start time: permanent
Stop time: none
Attribute: type:broadcast
Attribute: tool:IP/TV Content Manager 3.4.14
Attribute: live:capture:1
Attribute: x-iptv-capture:mp1s
Media: video 54302 RTP/AVP 32 31 96 97
Connection Data: 224.2.231.45 ttl 127
Attribute: quality:8
Attribute: framerate:30
Attribute: rtpmap:96 WBIH/90000
Attribute: rtpmap:97 MP4V-ES/90000
Attribute: x-iptv-svr:video 128.223.91.191 live
Attribute: fmtp:32 type=mpeg1
Media: audio 28848 RTP/AVP 14 0 96 3 5 97 98 99 100 101 102 10 11 103 104 105 106
 Connection Data: 224.2.145.37 ttl 127
Attribute: rtpmap:96 X-WAVE/8000
Attribute: rtpmap:97 L8/8000/2
Attribute: rtpmap:98 L8/8000
Attribute: rtpmap:99 L8/22050/2
Attribute: rtpmap:100 L8/22050
Attribute: rtpmap:101 L8/11025/2
Attribute: rtpmap:102 L8/11025
Attribute: rtpmap:103 L16/22050/2
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Attribute: rtpmap:104 L16/22050

  1 matching sessions.
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showmulticast usage

Syntax showmulticast usage
<brief | detail>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast usage
<brief | detail>
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display usage information about the 10most active Distance Vector Multicast Routing

Protocol (DVMRP) or Protocol Independent Multicast (PIM) groups.

Options none—Display multicast usage information for all supported address families for all

routing instances.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display usage information for IPv4 or IPv6 family addresses,

respectively.

instance instance-name—(Optional) Display information about the most active DVMRP

or PIM groups for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast usage on page 4354
showmulticast usage brief on page 4354
showmulticast usage instance on page 4354
showmulticast usage detail on page 4355

Output Fields Table333onpage4353describes theoutput fields for theshowmulticastusagecommand.

Output fields are listed in the approximate order in which they appear.

Table 333: showmulticast usage Output Fields

Field DescriptionField Name

Name of the routing instance. (Displayed whenmulticast is configured within
a routing instance.)

Instance
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Table 333: showmulticast usage Output Fields (continued)

Field DescriptionField Name

Group address.Group

Number of sources.Sources

Number of packets that have been forwarded to this prefix. If one or more of
the packets forwarded statistic queries fails or times out, the packets field
displays unavailable.

Packets

Number of bytes that have been forwarded to this prefix. If one or more of the
packets forwarded statistic queries fails or times out, the bytes field displays
unavailable.

Bytes

IP address.Prefix

Prefix length./len

Number of multicast groups.Groups

Sample Output

showmulticast usage

user@host> showmulticast usage
Group           Sources Packets              Bytes
228.0.0.0       1       52847                4439148
239.1.1.1       2       13450                1125530

Prefix          /len Groups Packets              Bytes
10.255.14.144   /32  2      66254                5561304
10.255.70.15    /32  1      43                   3374...

showmulticast usage brief

The output for the showmulticast usage brief command is identical to that for the show

multicast usage command. For sample output, see showmulticast usageonpage4354.

showmulticast usage instance

user@host> showmulticast usage instance VPN-A
Group           Sources Packets              Bytes
224.2.127.254   1       5538                 509496
224.0.1.39      1       13                   624
224.0.1.40      1       13                   624

Prefix          /len Groups Packets              Bytes
192.168.195.34  /32  1      5538                 509496
10.255.14.30    /32  1      13                   624
10.255.245.91   /32  1      13                   624
...
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showmulticast usage detail

user@host> showmulticast usage detail
Group           Sources Packets              Bytes
228.0.0.0       1       53159                4465356
    Source: 10.255.14.144   /32 Packets: 53159 Bytes: 4465356
239.1.1.1       2       13450                1125530
    Source: 10.255.14.144   /32 Packets: 13407 Bytes: 1122156
    Source: 10.255.70.15    /32 Packets: 43 Bytes: 3374

Prefix          /len Groups Packets              Bytes
10.255.14.144   /32  2      66566                5587512
    Group: 228.0.0.0       Packets: 53159 Bytes: 4465356
    Group: 239.1.1.1       Packets: 13407 Bytes: 1122156
10.255.70.15    /32  1      43                   3374
    Group: 239.1.1.1       Packets: 43 Bytes: 3374
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show pim bootstrap

Syntax show pim bootstrap
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim bootstrap
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

instance option introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description For sparse mode only, display information about Protocol Independent Multicast (PIM)

bootstrap routers.

Options none—Display PIM bootstrap router information for all routing instances.

instance instance-name—(Optional) Display information about bootstrap routers for a

specific PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim bootstrap on page 4357
show pim bootstrap instance on page 4357

Output Fields Table334onpage4356describes theoutput fields for the showpimbootstrapcommand.

Output fields are listed in the approximate order in which they appear.

Table 334: show pim bootstrap Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Bootstrap router.BSR

Priority of the routing device as elected to be the bootstrap router.Pri

Local routing device address.Local address

Local routing device address priority to be elected as the bootstrap
router.

Pri

Local routing device election state: Candidate, Elected, or Ineligible.State
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Table 334: show pim bootstrap Output Fields (continued)

Field DescriptionField Name

How longuntil the local routingdevicedeclares thebootstrap router
to be unreachable, in seconds.

Timeout

Sample Output

show pim bootstrap

user@host> show pim bootstrap
Instance: PIM.master

BSR                    Pri Local address           Pri State      Timeout
None                     0 10.255.71.46              0 InEligible       0
feco:1:1:1:1:0:aff:785c 34 feco:1:1:1:1:0:aff:7c12   0 InEligible       0

show pim bootstrap instance

user@host> show pim bootstrap instance VPN-A
Instance: PIM.VPN-A

BSR             Pri Local address   Pri State      Timeout
None              0 192.168.196.105   0 InEligible       0
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show pim interfaces

Syntax show pim interfaces
<inet | inet6>
<instance (instance-name | all)>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim interfaces
<inet | inet6>
<instance (instance-name | all)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Commmand introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Support for the instance all option added in Junos OS Release 12.1.

Description Display information about the interfaces onwhichProtocol IndependentMulticast (PIM)

is configured.

Options none—Display interface information for all family addresses for the main instance.

inet | inet6—(Optional) Display interface information for IPv4 or IPv6 family addresses,

respectively.

instance (instance-name | all)—(Optional) Display information about interfaces for a

specific PIM-enabled routing instance or for all routing instances.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim interfaces on page 4359

Output Fields Table335onpage4358describes theoutput fields for the showpiminterfacescommand.

Output fields are listed in the approximate order in which they appear.

Table 335: show pim interfaces Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Interface name.Name

State of the interface. The state also is displayed in the show interfaces command.State
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Table 335: show pim interfaces Output Fields (continued)

Field DescriptionField Name

PIMmode running on the interface:

• B—In bidirectionalmode,multicast groups are carried across the network over bidirectional shared
trees. This type of tree minimizes PIM routing state, which is especially important in networks with
numerous and dispersed senders and receivers.

• S—Insparsemode, routingdevicesmust joinand leavemulticast groupsexplicitly.Upstreamrouting
devices do not forwardmulticast traffic to this routing device unless this device has sent an explicit
request (using a join message) to receive multicast traffic.

• Dense—Unlike sparse mode, where data is forwarded only to routing devices sending an explicit
request, dense mode implements a flood-and-prunemechanism, similar to DVMRP (the first
multicast protocol used to support the multicast backbone). (Not supported on QFX Series.)

• Sparse-Dense—Sparse-densemode allows the interface to operate on a per-group basis in either
sparse or densemode. A group specified as dense is not mapped to a rendezvous point (RP).
Instead, data packets destined for that group are forwarded using PIM-Dense Mode (PIM-DM)
rules. A group specified as sparse is mapped to an RP, and data packets are forwarded using
PIM-Sparse Mode (PIM-SM) rules. (Not supported on QFX Series.)

Whensparse-densemode isconfigured, theoutput includesbothSandD.Whenbidirectional-sparse
mode is configured, the output includes S and B. When bidirectional-sparse-densemode is
configured, the output includes B, S, and D.

Mode

Version number of the address family on the interface: 4 (IPv4) or 6 (IPv6).IP

PIM version running on the interface: 1 or 2.V

State of PIM on the interface:

• Active—Bidirectional mode is enabled on the interface and on all PIM neighbors.

• DR—Designated router.

• NotCap—Bidirectional mode is not enabled on the interface. This can happen when bidirectional
PIM is not configured locally, when one of the neighbors is not configured for bidirectional PIM, or
when one of the neighbors has not implemented the bidirectional PIM protocol.

• NotDR—Not the designated router.

• P2P—Point to point.

State

Number of neighbors that have been seen on the interface.NbrCnt

Number of (s,g) join messages that have been seen on the interface.JoinCnt(sg)

Number of (*,g) join messages that have been seen on the interface.JointCnt(*g)

Address of the designated router.DR address

Sample Output

show pim interfaces

user@host> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
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Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name               Stat Mode IP V State        NbrCnt JoinCnt(sg/*g) DR address
ge-0/3/0.0         Up   S     4 2 NotDR,NotCap      1 0/0            40.0.0.3
ge-0/3/3.50        Up   S     4 2 DR,NotCap         1 9901/100       50.0.0.2
ge-0/3/3.51        Up   S     4 2 DR,NotCap         1 0/0            51.0.0.2
pe-1/2/0.32769     Up   S     4 2 P2P,NotCap        0 0/0
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show pim join

Syntax show pim join
<brief | detail | extensive | summary>
<bidirectional | dense | sparse>
<exact>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<range>
<rp ip-address/prefix | source ip-address/prefix>
<sg | star-g>

Syntax (EX Series
Switch and the QFX

Series)

show pim join
<brief | detail | extensive | summary>
<dense | sparse>
<exact>
<inet | inet6>
<instance instance-name>
<range>
<rp ip-address/prefix | source ip-address/prefix>
<sg | star-g>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

summary option introduced in Junos OS Release 9.6.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Support for bidirectional PIM added in Junos OS Release 12.1.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Multiple new filter options introduced in Junos OS Release 13.2.

Description Display information about Protocol Independent Multicast (PIM) groups for all PIM

modes.

For bidirectional PIM, display information about PIM group ranges (*,G-range) for each

active bidirectional RP group range, in addition to each of the joined (*,G) routes.

Options none—Display the standard information about PIM groups for all supported family

addresses for all routing instances.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

bidirectional | dense | sparse—(Optional) Display information about PIM bidirectional

mode, densemode, or sparse and source-specific multicast (SSM)mode entries.

exact—(Optional) Display information about only the group that exactly matches the

specified group address.

inet | inet6—(Optional) Display PIM group information for IPv4 or IPv6 family addresses,

respectively.
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instance instance-name—(Optional) Display information about groups for the specified

PIM-enabled routing instance only.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

range—(Optional) Address range of the group, specified as prefix/prefix-length.

rp ip-address/prefix | source ip-address/prefix—(Optional) Display information about the

PIM entries with a specified rendezvous point (RP) address and prefix or with a

specified source address and prefix. You can omit the prefix.

sg | star-g—(Optional) Display information about PIM (S,G) or (*,G) entries.

Required Privilege
Level

view

Related
Documentation

clear pim join on page 4275•

List of Sample Output show pim join summary on page 4366
show pim join (PIM SparseMode) on page 4366
show pim join (Bidirectional PIM) on page 4366
show pim join inet6 on page 4367
show pim join inet6 star-g on page 4367
show pim join instance <instance-name> on page 4367
show pim join detail on page 4368
show pim join extensive (PIM SparseMode) on page 4368
show pim join extensive (Bidirectional PIM) on page 4369
show pim join extensive (Bidirectional PIMwith a Directly Connected Phantom
RP) on page 4370
show pim join instance <instance-name> extensive on page 4371
show pim join extensive (Ingress NodewithMultipoint LDP Inband Signaling for
Point-to-Multipoint LSPs) on page 4371
show pim join extensive (Egress NodewithMultipoint LDP Inband Signaling for
Point-to-Multipoint LSPs) on page 4372

Output Fields Table336onpage4362describes theoutput fields for theshowpimjoincommand.Output

fields are listed in the approximate order in which they appear.

Table 336: show pim join Output Fields

Level of OutputField DescriptionField Name

brief detail extensive summary noneName of the routing instance.Instance

brief detail extensive summary noneName of the address family: inet (IPv4) or inet6
(IPv6).

Family

summaryType of multicast route: (S,G) or (*,G).Route type

summaryNumber of (S,G) routes and number of (*,G) routes.Route count
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Table 336: show pim join Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive noneRendezvous Point Tree.R

brief detail extensive noneSparse.S

brief detail extensive noneWildcard.W

brief detail extensive noneGroup address.Group

All levelsFor bidirectional PIM, length of the IP prefix for RP
group ranges.

Bidirectional group
prefix length

brief detail extensive noneMulticast source:

• * (wildcard value)

• ipv4-address

• ipv6-address

Source

brief detail extensive noneRendezvous point for the PIM group.RP

brief detail extensive nonePIM flags:

• bidirectional—Bidirectional mode entry.

• dense—Densemode entry.

• rptree—Entry is on the rendezvous point tree.

• sparse—Sparse mode entry.

• spt—Entry is on the shortest-path tree for the
source.

• wildcard—Entry is on the shared tree.

Flags

brief detail extensive noneRPF interface toward the source address for the
source-specific state (S,G) or toward the
rendezvous point (RP) address for the
non-source-specific state (*,G).

For bidirectional PIM, RP Linkmeans that the
interface is directly connected to a subnet that
contains a phantom RP address.

ApseudomultipointLDP(M-LDP) interfaceappears
onegressnodes inM-LDPpoint-to-multipoint LSPs
with inband signaling.

Upstream interface
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Table 336: show pim join Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the upstream neighbor: Direct,
Local, Unknown, or a specific IP address.

ForbidirectionalPIM,Directmeans that the interface
is directly connected to a subnet that contains a
phantom RP address.

ThemultipointLDP(M-LDP) rootappearsonegress
nodes in M-LDP point-to-multipoint LSPs with
inband signaling.

Upstream neighbor

extensiveInformation about the upstream interface:

• JointoRP—Sendinga join to the rendezvouspoint.

• Join to Source—Sending a join to the source.

• Local RP—Sending neither join messages nor
prunemessages toward the RP, because this
routing device is the rendezvous point.

• LocalSource—Sending neither joinmessages nor
prunemessages toward the source, because the
source is locally attached to this routing device.

• Prune to RP—Sending a prune to the rendezvous
point.

• Prune to Source—Sending a prune to the source.

NOTE: RP group range entries have None in the
Upstream state field because RP group ranges do
not trigger actual PIM join messages between
routing devices.

Upstream state
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Table 336: show pim join Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about downstream interfaces:

• Interface—Interface name for the downstream
neighbor.

A pseudo PIM-SM interface appears for all
IGMP-only interfaces.

A pseudomultipoint LDP (M-LDP) interface
appears on ingress root nodes in M-LDP
point-to-multipoint LSPs with inband signaling.

• Interface address—Address of the downstream
neighbor.

• State—Information about the downstream
neighbor: join or prune.

• Flags—PIM join flags: R (RPtree), S (Sparse),W
(Wildcard), or zero.

• Uptime—Time since the downstream interface
joined the group.

• Time since last Join—Time since the last join
message was received from the downstream
interface.

• Time since last Prune—Time since the last prune
message was received from the downstream
interface.

Downstream
neighbors

extensiveTotal number of outgoing interfaces for each (S,G)
entry.

Number of
downstream
interfaces

extensiveLength of time between assert cycles on the
downstream interface. Not displayed if the assert
timer is null.

Assert Timeout

extensiveTime remaining until the downstream join state is
updated (in seconds). If the downstream join state
is not updated before this keepalive timer reaches
zero, the entry is deleted. If there is a directly
connected host, Keepalive timeout is Infinity.

Keepalive timeout

extensiveTime since the creation of (S,G) or (*,G) state. The
uptime is not refreshed every time a PIM join
message is received for an existing (S,G) or (*,G)
state.

Uptime

extensiveInterfaces on the routing device that forward
bidirectional PIM traffic.

The reasons for forwarding bidirectional PIM traffic
are that the interface is thewinner of thedesignated
forwarder election (DFWinner), or the interface is
the reverse path forwarding (RPF) interface toward
the RP (RPF).

Bidirectional
accepting
interfaces
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Sample Output

show pim join summary

user@host> show pim join summary
Instance: PIM.master Family: INET

Route type            Route count
(s,g)                 2
(*,g)                 1

Instance: PIM.master Family: INET6

show pim join (PIM SparseMode)

user@host> show pim join
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join (Bidirectional PIM)

user@host> show pim join
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            

Group: 224.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)

Group: 225.1.1.0
    Bidirectional group prefix length: 24
    Source: *
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    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            

Group: 225.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join inet6

user@host> show pim join inet6
Instance: PIM.master Family: INET6
 R = Rendezvous Point Tree, S = Sparse, W = Wildcard

 Group: ff04::e000:101
     Source: *
     RP: ::46.0.0.13
     Flags: sparse,rptree,wildcard
     Upstream interface: Local                 

 Group: ff04::e000:101
     Source: ::1.1.1.1
     Flags: sparse
     Upstream interface: unknown (no neighbor)

 Group: ff04::e800:101
     Source: ::1.1.1.1
     Flags: sparse
     Upstream interface: unknown (no neighbor)

 Group: ff04::e800:101
     Source: ::1.1.1.2
     Flags: sparse
     Upstream interface: unknown (no neighbor)

show pim join inet6 star-g

user@host> show pim join inet6 star-g
Instance: PIM.master Family: INET6
 R = Rendezvous Point Tree, S = Sparse, W = Wildcard

 Group: ff04::e000:101
     Source: *
     RP: ::46.0.0.13
     Flags: sparse,rptree,wildcard
     Upstream interface: Local

show pim join instance <instance-name>

user@host> show pim join instance VPN-A
Instance: PIM.VPN-A Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 235.1.1.2
    Source: *
    RP: 10.10.47.100
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    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 235.1.1.2
    Source: 192.168.195.74
    Flags: sparse,spt
    Upstream interface: at-0/3/1.0

Group: 235.1.1.2
    Source: 192.168.195.169
    Flags: sparse
    Upstream interface: so-1/0/1.0

Instance: PIM.VPN-A Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join detail

user@host> show pim join detail
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join extensive (PIM SparseMode)

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: so-1/0/0.0
            10.111.10.2 State: Join Flags: SRW Timeout: 174
            Uptime: 00:03:49 Time since last Join: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: SRW  Timeout: Infinity
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            Uptime: 00:03:49 Time since last Join: 00:01:49
    Number of downstream interfaces: 2

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local Source, Local RP
    Keepalive timeout: 344
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: so-1/0/0.0
            10.111.10.2 State: Join Flags: S Timeout: 174
            Uptime: 00:03:49 Time since last Prune: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: S   Timeout: Infinity
            Uptime: 00:03:49 Time since last Prune: 00:01:49
    Number of downstream interfaces: 2

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0
    Upstream neighbor: 10.111.10.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 344
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: Pseudo-GMP
            fe-0/0/0.0 fe-0/0/1.0 fe-0/0/3.0
        Interface: so-1/0/0.0 (pruned)
            10.111.10.2 State: Prune Flags: SR Timeout: 174
            Uptime: 00:03:49 Time since last Prune: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: S   Timeout: Infinity
            Uptime: 00:03:49 Time since last Prune: 00:01:49
    Number of downstream interfaces: 3

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join extensive (Bidirectional PIM)

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
    Number of downstream interfaces: 0  
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Group: 225.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
     Downstream neighbors:
         Interface: lt-1/0/10.24
             10.0.24.4 State: Join   RW  Timeout: 185
         Interface: lt-1/0/10.23
             10.0.23.3 State: Join   RW  Timeout: 184
     Number of downstream interfaces: 2

Group: 225.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-4/1/0.0    (DF Winner)
    Number of downstream interfaces: 0  

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join extensive (Bidirectional PIMwith a Directly Connected PhantomRP)

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-4/1/0.0    (DF Winner)
    Number of downstream interfaces: 0  
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show pim join instance <instance-name> extensive

user@host> show pim join instance VPN-A extensive
Instance: PIM.VPN-A Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 235.1.1.2
    Source: *
    RP: 10.10.47.100
    Flags: sparse,rptree,wildcard
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: mt-1/1/0.32768
            10.10.47.101 State: Join Flags: SRW Timeout: 156
            Uptime: 00:03:49 Time since last Join: 00:01:49
    Number of downstream interfaces: 1

Group: 235.1.1.2
    Source: 192.168.195.74
    Flags: sparse,spt
    Upstream interface: at-0/3/1.0
    Upstream neighbor: 10.111.30.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 156
    Uptime: 00:14:52

Group: 235.1.1.2
    Source: 192.168.195.169
    Flags: sparse
    Upstream interface: so-1/0/1.0
    Upstream neighbor: 10.111.20.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 156
    Uptime: 00:14:52

show pim join extensive (Ingress NodewithMultipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 232.1.1.1
    Source: 192.168.219.11
    Flags: sparse,spt
    Upstream interface: fe-1/3/1.0            
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 
    Uptime: 11:27:55 
    Downstream neighbors:
        Interface: Pseudo-MLDP            
        Interface: lt-1/2/0.25            
            1.2.5.2 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:27:55 Time since last Join: 11:27:55

Group: 232.1.1.2
    Source: 192.168.219.11
    Flags: sparse,spt
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    Upstream interface: fe-1/3/1.0            
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 
    Uptime: 11:27:41 
    Downstream neighbors:
        Interface: Pseudo-MLDP            

Group: 232.1.1.3
    Source: 192.168.219.11
    Flags: sparse,spt
    Upstream interface: fe-1/3/1.0            
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 
    Uptime: 11:27:41 
    Downstream neighbors:
        Interface: Pseudo-MLDP            

Group: 232.2.2.2
    Source: 1.2.7.7
    Flags: sparse,spt
    Upstream interface: lt-1/2/0.27           
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 
    Uptime: 11:27:25 
    Downstream neighbors:
        Interface: Pseudo-MLDP            

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: ff3e::1:2
    Source: abcd::1:2:7:7
    Flags: sparse,spt
    Upstream interface: lt-1/2/0.27           
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 
    Uptime: 11:27:26 
    Downstream neighbors:
        Interface: Pseudo-MLDP 

show pim join extensive (Egress NodewithMultipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 227.1.1.1
    Source: *
    RP: 1.1.1.1
    Flags: sparse,rptree,wildcard
    Upstream interface: Local                 
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 11:31:33 
    Downstream neighbors:
        Interface: fe-1/3/0.0             
            192.168.209.9 State: Join Flags: SRW  Timeout: Infinity
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            Uptime: 11:31:33 Time since last Join: 11:31:32

Group: 232.1.1.1
    Source: 192.168.219.11
    Flags: sparse,spt
    Upstream protocol: MLDP
    Upstream interface: Pseudo MLDP           
    Upstream neighbor: MLDP LSP root <1.1.1.2>
    Upstream state: Join to Source
    Keepalive timeout: 
    Uptime: 11:31:32 
    Downstream neighbors:
        Interface: so-0/1/3.0             
            192.168.92.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:30 Time since last Join: 11:31:30
    Downstream neighbors:
        Interface: fe-1/3/0.0             
            192.168.209.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:32 Time since last Join: 11:31:32

Group: 232.1.1.2
    Source: 192.168.219.11
    Flags: sparse,spt
    Upstream protocol: MLDP
    Upstream interface: Pseudo MLDP           
    Upstream neighbor: MLDP LSP root <1.1.1.2>
    Upstream state: Join to Source
    Keepalive timeout: 
    Uptime: 11:31:32 
    Downstream neighbors:
        Interface: so-0/1/3.0             
            192.168.92.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:30 Time since last Join: 11:31:30
    Downstream neighbors:
        Interface: lt-1/2/0.14            
            1.1.4.4 State: Join Flags: S Timeout: 177
            Uptime: 11:30:33 Time since last Join: 00:00:33
    Downstream neighbors:
        Interface: fe-1/3/0.0             
            192.168.209.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:32 Time since last Join: 11:31:32

Group: 232.1.1.3
    Source: 192.168.219.11
    Flags: sparse,spt
    Upstream protocol: MLDP
    Upstream interface: Pseudo MLDP           
    Upstream neighbor: MLDP LSP root <1.1.1.2>
    Upstream state: Join to Source
    Keepalive timeout: 
    Uptime: 11:31:32 
    Downstream neighbors:
        Interface: fe-1/3/0.0             
            192.168.209.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:32 Time since last Join: 11:31:32

Group: 232.2.2.2                        
    Source: 1.2.7.7
    Flags: sparse,spt
    Upstream protocol: MLDP
    Upstream interface: Pseudo MLDP           
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    Upstream neighbor: MLDP LSP root <1.1.1.2>
    Upstream state: Join to Source
    Keepalive timeout: 
    Uptime: 11:31:30 
    Downstream neighbors:
        Interface: so-0/1/3.0             
            192.168.92.9 State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:30 Time since last Join: 11:31:30

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: ff3e::1:2
    Source: abcd::1:2:7:7
    Flags: sparse,spt
    Upstream protocol: MLDP
    Upstream interface: Pseudo MLDP           
    Upstream neighbor: MLDP LSP root <1.1.1.2>
    Upstream state: Join to Source
    Keepalive timeout: 
    Uptime: 11:31:32 
    Downstream neighbors:
        Interface: fe-1/3/0.0             
            fe80::21f:12ff:fea5:c4db State: Join Flags: S   Timeout: Infinity
            Uptime: 11:31:32 Time since last Join: 11:31:32
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show pim neighbors

Syntax show pim neighbors
<brief | detail>
<inet | inet6>
<instance (instance-name | all)>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim neighbors
<brief | detail>
<inet | inet6>
<instance (instance-name | all)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Support for the instance all option added in Junos OS Release 12.1.

Description Display information about Protocol Independent Multicast (PIM) neighbors.

Options none—(Sameasbrief)Displaystandard informationaboutPIMneighbors forall supported

family addresses for the main instance.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display information about PIM neighbors for IPv4 or IPv6 family

addresses, respectively.

instance (instance-name | all)—(Optional) Display information about neighbors for the

specified PIM-enabled routing instance or for all routing instances.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim neighbors on page 4377
show pim neighbors brief on page 4377
show pim neighbors instance on page 4377
show pim neighbors detail on page 4377
show pim neighbors detail (With BFD) on page 4378

Output Fields Table337onpage4376describes theoutput fields for the showpimneighborscommand.

Output fields are listed in the approximate order in which they appear.
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Table 337: show pim neighbors Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsInterface through which the neighbor is reachable.Interface

All levelsAddress of the neighboring PIM routing device.Neighbor addr

All levelsIP version: 4 or 6.IP

All levelsPIM version running on the neighbor: 1 or 2.V

All levelsPIMmode of the neighbor: Sparse, Dense, SparseDense, or Unknown. When the
neighbor is running PIM version 2, this mode is always Unknown.

Mode

brief noneCan be one or more of the following:

• B—Bidirectional Capable.

• H—Hello Option Holdtime.

• G—Generation Identifier.

• P—Hello Option DR Priority.

• L—Hello Option LAN Prune Delay.

Option

All levelsTimetheneighborhasbeenoperational since thePIMprocesswas last initialized,
in the format dd:hh:mm:ss ago for less than a week and nwnd:hh:mm:ss ago for
more than a week.

Uptime

detailAddress of the neighboring PIM routing device.Address

detailStatus and operational state of the Bidirectional Forwarding Detection (BFD)
protocol on the interface: Enabled,Operational state is up, or Disabled.

BFD

detailTime for which the neighbor is available, in seconds. The range of values is
0 through 65,535.

Hello Option
Holdtime

detailDefault holdtime and the time remaining if the holdtime option is not in the
received hello message.

Hello Default
Holdtime

detailDesignated router election priority. The range of values is 0 through 255.Hello Option DR
Priority

detail9-digit or 10-digit number used to tag hello messages.Hello Option
Generation ID

detailNeighbor can process bidirectional PIMmessages.Hello Option
Bi-Directional PIM
supported

detailTime to wait before the neighbor receives prunemessages, in the format delay
nnnms override nnnnms.

Hello Option LAN
Prune Delay
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Table 337: show pim neighbors Output Fields (continued)

Level of OutputField DescriptionField Name

detailNeighbor is capable of join suppression.Join Suppression
supported

detailInformation about joins received from the neighbor.

• Group—Group addresses in the join message.

• Source—Address of the source in the join message.

• Timeout—Time for which the join is valid.

Rx Join

Sample Output

show pim neighbors

user@host> show pim neighbors
Instance: PIM.master
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority

Interface           IP V Mode        Option      Uptime Neighbor addr
so-1/0/0.0           4 2             HPLG      00:07:10 10.111.10.2

show pim neighbors brief

The output for the show pim neighbors brief command is identical to that for the show

pim neighbors command. For sample output, see show pim neighbors on page 4377.

show pim neighbors instance

user@host> show pim neighbors instance VPN-A
Instance: PIM.VPN-A
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority

Interface           IP V Mode        Option      Uptime Neighbor addr
at-0/3/1.0           4 2             HPLG      00:07:54 10.111.30.2
mt-1/1/0.32768       4 2             HPLG      00:07:22 10.10.47.101
so-1/0/1.0           4 2             HPLG      00:07:50 10.111.20.2

show pim neighbors detail

user@host> show pim neighbors detail
Instance: PIM.master
Interface: ge-0/0/1.0

    Address: 10.10.1.1, IPv4, PIM v2, Mode: SparseDense, sg Join Count: 0, tsg 
Join Count: 2
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 2053759302
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported
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    Address: 10.10.1.2, IPv4, PIM v2, sg Join Count: 0, tsg Join Count: 2
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 93 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1734018161
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported

Interface: lo0.0

    Address: 10.255.179.246,    IPv4, PIM v2, Mode: SparseDense, sg Join Count: 
0, tsg Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1997462267
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported

show pim neighbors detail (With BFD)

user@host> show pim neighbors detail
Instance: PIM.master
Interface: fe-1/0/0.0
    Address: 192.168.11.1,        IPv4, PIM v2, Mode: Sparse
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 836607909
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.11.2,        IPv4, PIM v2
        BFD: Enabled, Operational state is up
        Hello Default Holdtime: 105 seconds 104 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1907549685
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Interface: fe-1/0/1.0
    Address: 192.168.12.1,        IPv4, PIM v2
        BFD: Disabled
        Hello Default Holdtime: 105 seconds 80 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1971554705
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms 
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show pim rps

Syntax show pim rps
<brief | detail | extensive>
<group-address>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim rps
<brief | detail | extensive>
<group-address>
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display information about Protocol Independent Multicast (PIM) rendezvous points

(RPs).

Options none—Display standard information about PIM RPs for all groups and family addresses

for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

group-address—(Optional) Display the RPs for a particular group. If you specify a group

address, the output lists the routing device that is the RP for that group.

inet | inet6—(Optional)Display information for IPv4or IPv6 family addresses, respectively.

instance instance-name—(Optional) Display information about RPs for a specific

PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Bidirectional PIM•

List of Sample Output show pim rps on page 4382
show pim rps brief on page 4382
show pim rps <group-address> (Bidirectional PIM) on page 4382
show pim rps <group-address> (PIM DenseMode) on page 4382
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show pim rps <group-address> (SSMRangeWithout asm-override-ssm
Configured) on page 4382
show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and
a Sparse-Mode RP) on page 4383
show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and
a Bidirectional RP) on page 4383
show pim rps instance on page 4383
show pim rps extensive (PIM SparseMode) on page 4383
show pim rps extensive (Bidirectional PIM) on page 4384
show pim rps extensive (PIM Anycast RP in Use) on page 4384

Output Fields Table338onpage4380describes theoutput fields for theshowpimrpscommand.Output

fields are listed in the approximate order in which they appear.

Table 338: show pim rps Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsName of the address family: inet (IPv4) or inet6 (IPv6).Family or Address
family

All levelsAddress of the rendezvous point.RP address

brief noneType of RP:

• auto-rp—Address of the RP known through the Auto-RP protocol.

• bootstrap—Address of the RP known through the bootstrap router protocol
(BSR).

• embedded—Address of the RP known through an embedded RP (IPv6).

• static—Address of RP known through static configuration.

Type

All levelsHow long to keep the RP active, with time remaining, in seconds.Holdtime

All levelsHow long until the local routing device determines the RP to be unreachable,
in seconds.

Timeout

All levelsNumber of groups currently using this RP.Groups

brief noneAddresses of groups that this RP can span.Group prefixes

detail extensiveAddress andmethod by which the RP was learned.Learned via

All levelsThe PIMmode of the RP: bidirectional or sparse.

If a sparse and bidirectional RPs are configuredwith the sameRP address, they
appear as separate entries in both formats.

Mode

detail extensiveHow long the RP has been active, in the format hh:mm:ss.Time Active
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Table 338: show pim rps Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveIndex value of the order in which Junos OS finds and initializes the interface.

For bidirectional RPs, the Device Index output field is omitted because
bidirectionalRPsdonot require encapsulationandde-encapsulation interfaces.

Device Index

detail extensiveLogical unit number of the interface.

For bidirectional RPs, the Subunit output field is omitted because bidirectional
RPs do not require encapsulation and de-encapsulation interfaces.

Subunit

detail extensiveEither the encapsulation or the de-encapsulation logical interface, depending
on whether this routing device is a designated router (DR) facing an RP router,
or is the local RP, respectively.

For bidirectional RPs, the Interface output field is omitted because bidirectional
RPs do not require encapsulation and de-encapsulation interfaces.

Interface

detail extensive

group-address

Addresses of groups that this RP spans.Group Ranges

detail extensiveNumber of groups currently using this RP.Active groups using
RP

detail extensiveTotal number of active groups for this RP.total

extensiveCurrent register state for each group:

• Group—Multicast group address.

• Source—Multicast sourceaddress forwhich thePIM register is sentor received,
depending on whether this router is a designated router facing an RP router,
or is the local RP, respectively:

• First Hop—PIM-designated routing device that sent the Register message
(the source address in the IP header).

• RP Address—RP to which the Register message was sent (the destination
address in the IP header).

• State:

On the designated router:

• Send—Sending Register messages.

• Probe—Sent a null register. If a Register-Stopmessage does not arrive in
5 seconds, the designated router resumes sending Register messages.

• Suppress—Received a Register-Stopmessage. The designated router is
waiting for the timer to resume before changing to Probe state.

• On the RP:

• Receive—Receiving Register messages.

Register State for
RP

extensiveIf anycast RP is configured, the addresses of the RPs in the set.Anycast-PIM rpset

extensiveIf anycast RP is configured, the local address used by the RP.Anycast-PIM local
address used
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Table 338: show pim rps Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveIf anycast RP is configured, the current register state for each group:

• Group—Multicast group address.

• Source—Multicast sourceaddress forwhich thePIM register is sentor received,
depending onwhether this routing device is a designated router facing an RP
router, or is the local RP, respectively.

• Origin—How the information was obtained:

• DIRECT—From a local attachment

• MSDP—From the Multicast Source Discovery Protocol (MSDP)

• DR—From the designated router

Anycast-PIM
Register State

group-addressFor sparsemodeandbidirectionalmode, the identity of theRP for the specified
group address.

RP selected

Sample Output

show pim rps

user@host> show pim rps
Instance: PIM.master
Address family INET
RP address      Type        Mode   Holdtime Timeout Groups Group prefixes
10.10.1.3       static      bidir       150    None      2 224.1.3.0/24
                                                           225.1.3.0/24
10.10.13.2      static      bidir       150    None      2 224.1.1.0/24
                                                           225.1.1.0/24

show pim rps brief

The output for the show pim rps brief command is identical to that for the show pim rps

command. For sample output, see show pim rps on page 4382.

show pim rps <group-address> (Bidirectional PIM)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

224.1.0.0/16
        11.4.12.75 (Bidirectional)

RP selected: 11.4.12.75

show pim rps <group-address> (PIM DenseMode)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

Dense Mode active for group 224.1.1.1

show pim rps <group-address> (SSMRangeWithout asm-override-ssmConfigured)

user@host> show pim rps 224.1.1.1
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Instance: PIM.master

Source-specific Mode (SSM) active for group 224.1.1.1

show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and a Sparse-Mode RP)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

Source-specific Mode (SSM) active with Sparse Mode ASM override for group 224.1.1.1

224.1.0.0/16
        11.4.12.75

RP selected: 11.4.12.75

show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and a Bidirectional RP)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

Source-specific Mode (SSM) active with Sparse Mode ASM override for group 224.1.1.1

224.1.0.0/16
        11.4.12.75 (Bidirectional)

RP selected: (null)

show pim rps instance

user@host> show pim rps instance VPN-A
Instance: PIM.VPN-A
Address family INET
RP address               Type        Holdtime Timeout Groups Group prefixes
10.10.47.100             static             0    None      1 224.0.0.0/4

Address family INET6

show pim rps extensive (PIM SparseMode)

user@host> show pim rps extensive
Instance: PIM.master

Family: INET
RP: 10.255.245.91
Learned via: static configuration
Time Active: 00:05:48
Holdtime: 45 with 36 remaining
Device Index: 122
Subunit: 32768
Interface: pd-6/0/0.32768
Group Ranges:
    224.0.0.0/4, 36s remaining
Active groups using RP:
    225.1.1.1

    total 1 groups active

Register State for RP:
Group           Source          FirstHop        RP Address      State    Timeout
225.1.1.1       192.168.195.78  10.255.14.132   10.255.245.91   Receive        0
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show pim rps extensive (Bidirectional PIM)

user@host> show pim rps extensive
Instance: PIM.master
Address family INET

RP: 10.10.1.3
Learned via: static configuration
Mode: Bidirectional
Time Active: 01:58:07
Holdtime: 150
Group Ranges:
        224.1.3.0/24
        225.1.3.0/24

RP: 10.10.13.2
Learned via: static configuration
Mode: Bidirectional
Time Active: 01:58:07
Holdtime: 150
Group Ranges:
        224.1.1.0/24
        225.1.1.0/24

show pim rps extensive (PIM Anycast RP in Use)

user@host> show pim rps extensive
Instance: PIM.master

Family: INET
RP: 10.10.10.2
Learned via: static configuration
Time Active: 00:54:52
Holdtime: 0
Device Index: 130
Subunit: 32769
Interface: pimd.32769
Group Ranges:
    224.0.0.0/4
Active groups using RP:
    224.10.10.10

    total 1 groups active

Anycast-PIM rpset:
           10.100.111.34
           10.100.111.17
           10.100.111.55

Anycast-PIM local address used: 10.100.111.1
Anycast-PIM Register State:
Group                      Source                               Origin
224.1.1.1                  10.10.95.2                           DIRECT
224.1.1.2                  10.10.95.2                           DIRECT
224.10.10.10               10.10.70.1                           MSDP
224.10.10.11               10.10.70.1                           MSDP
224.20.20.1                10.10.71.1                           DR

Address family INET6

Anycast-PIM rpset:
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           ab::1
           ab::2
Anycast-PIM local address used: cd::1

Anycast-PIM Register State:
Group                    Source                               Origin
::224.1.1.1              ::10.10.95.2                         DIRECT
::224.1.1.2              ::10.10.95.2                         DIRECT
::224.20.20.1            ::10.10.71.1                         DR
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show pim source

Syntax show pim source
<brief | detail>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<source-prefix>

Syntax (EX Series
Switch and the QFX

Series)

show pim source
<brief | detail>
<inet | inet6>
<instance instance-name>
<source-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about theProtocol IndependentMulticast (PIM) source reverse path

forwarding (RPF) state.

Options none—Display standard information about the PIM RPF state for all supported family

addresses for all routing instances.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional)Display information for IPv4or IPv6 family addresses, respectively.

instance instance-name—(Optional)Display informationabout theRPFstate for a specific

PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

source-prefix—(Optional) Display the state for source RPF states in the given range.

Required Privilege
Level

view

List of Sample Output show pim source on page 4387
show pim source brief on page 4387
show pim source detail on page 4387
show pim source (Egress NodewithMultipoint LDP Inband Signaling for
Point-to-Multipoint LSPs) on page 4388

Output Fields Table 339 on page 4387 describes the output fields for the show pim source command.

Output fields are listed in the approximate order in which they appear.
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Table 339: show pim source Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Address of the source or reverse path.Source

Prefix and prefix length for the route used to reach the RPF address.Prefix/length

UpstreamProtocol

RPF interface toward the source address.

A pseudomultipoint LDP (M-LDP) interface appears on egress nodes inM-LDP
point-to-multipoint LSPs with inband signaling.

Upstream interface

Address of the RPF neighbor used to reach the source address.

Themultipoint LDP (M-LDP) root appears on egress nodes in M-LDP
point-to-multipoint LSPs with inband signaling.

UpstreamNeighbor

Sample Output

show pim source

user@host> show pim source
Instance: PIM.master Family: INET

Source 10.255.14.144
    Prefix 10.255.14.144/32
    Upstream interface Local
    Upstream neighbor Local

Source 10.255.70.15
    Prefix 10.255.70.15/32
    Upstream interface so-1/0/0.0
    Upstream neighbor 10.111.10.2

Instance: PIM.master Family: INET6

show pim source brief

The output for the show pim source brief command is identical to that for the show pim

source command. For sample output, see show pim source on page 4387.

show pim source detail

user@host> show pim source detail
Instance: PIM.master Family: INET

Source 10.255.14.144
    Prefix 10.255.14.144/32
    Upstream interface Local
    Upstream neighbor Local
    Active groups:228.0.0.0
        239.1.1.1
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        239.1.1.1

Source 10.255.70.15
    Prefix 10.255.70.15/32
    Upstream interface so-1/0/0.0
    Upstream neighbor 10.111.10.2
    Active groups:239.1.1.1

Instance: PIM.master Family: INET6

show pim source (Egress NodewithMultipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show pim source
Instance: PIM.master Family: INET

Source 1.1.1.1
    Prefix 1.1.1.1/32
    Upstream interface Local
    Upstream neighbor Local

Source 1.2.7.7
    Prefix 1.2.7.0/24
    Upstream protocol MLDP
    Upstream interface Pseudo MLDP
    Upstream neighbor MLDP LSP root <1.1.1.2>

Source 192.168.219.11
    Prefix 192.168.219.0/28
    Upstream protocol MLDP
    Upstream interface Pseudo MLDP
    Upstream neighbor MLDP LSP root <1.1.1.2>

Instance: PIM.master Family: INET6

Source abcd::1:2:7:7
    Prefix abcd::1:2:7:0/120
    Upstream protocol MLDP
    Upstream interface Pseudo MLDP
    Upstream neighbor MLDP LSP root <1.1.1.2>
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show pim statistics

Syntax show pim statistics
<inet |inet6)>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim statistics
<inet |inet6)>
<instance instance-name>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display Protocol Independent Multicast (PIM) statistics.

Options none—Display PIM statistics.

inet | inet6—(Optional) Display IPv4 or IPv6 PIM statistics, respectively.

instance instance-name—(Optional) Display statistics for a specific routing instance

enabled by Protocol Independent Multicast (PIM).

interface interface-name—(Optional) Display statistics about the specified interface.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear pim statistics on page 4279•

List of Sample Output show pim statistics on page 4396
show pim statistics inet interface <interface-name> on page 4398
show pim statistics inet6 interface <interface-name> on page 4398
show pim statistics instance <instance-name> on page 4399
show pim statistics interface <interface-name> on page 4400

Output Fields Table340onpage4390describes theoutput fields for the showpimstatisticscommand.

Output fields are listed in the approximate order in which they appear.
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Table 340: show pim statistics Output Fields

Field DescriptionField Name

Name of the routing instance.

This field only appears if you specify an interface, for example:

• inet interface interface-name

• inet6 interface interface-name

• interface interface-name

Instance

Output is for IPv4 or IPv6 PIM statistics. INET indicates IPv4
statistics, and INET6 indicates IPv6 statistics.

This field only appears if you specify an interface, for example:

• inet interface interface-name

• inet6 interface interface-name

• interface interface-name

Family

PIM statistics for all interfaces or for the specified interface.PIM statistics

Message type for which statistics are displayed.PIMmessage type

Number of received statistics.Received

Number of messages sent of a certain type.Sent

Number of received packets that contained errors.Rx errors

PIM version 2 hello packets.V2 Hello

PIM version 2 register packets.V2 Register

PIM version 2 register stop packets.V2 Register Stop

PIM version 2 join and prune packets.V2 Join Prune

PIM version 2 bootstrap packets.V2 Bootstrap

PIM version 2 assert packets.V2 Assert

PIM version 2 graft packets.V2 Graft

PIM version 2 graft acknowledgment packets.V2 Graft Ack

PIM version 2 candidate RP packets.V2 Candidate RP
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

PIM version 2 control messages related to PIM densemode
(PIM-DM) state refresh.

State refresh is an extension to PIM-DM. It not supported in Junos
OS.

V2 State Refresh

PIM version 2 send and receive messages associated with
bidirectional PIM designated forwarder election.

V2 DF Election

PIM version 1 query packets.V1 Query

PIM version 1 register packets.V1 Register

PIM version 1 register stop packets.V1 Register Stop

PIM version 1 join and prune packets.V1 Join Prune

PIM version 1 RP reachability packets.V1 RP Reachability

PIM version 1 assert packets.V1 Assert

PIM version 1 graft packets.V1 Graft

PIM version 1 graft acknowledgment packets.V1 Graft Ack

Auto-RP announce packets.AutoRP Announce

Auto-RPmapping packets.AutoRPMapping

Auto-RP packets with an unknown type.AutoRPUnknown type

Auto-RP announce packets.Anycast Register

Auto-RP announce packets.Anycast Register Stop

Summary of PIM statistics for all interfaces.Global Statistics

Numberof hellopacketsdroppedbecauseofaconfiguredneighbor
policy.

Hello dropped on neighbor
policy

Number of PIM control packets received with an unknown type.Unknown type

Number of PIM version 1 control packets receivedwith an unknown
type.

V1 Unknown type

Number of PIM control packets received with an unknown version.
The version is not version 1 or version 2.

Unknown Version
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

Number of PIM control packets received (excluding PIM hello)
without first receiving the hello packet.

Neighbor unknown

Number of PIM control packets received for which the packet size
does not match the PIM length field in the packet.

Bad Length

Number of PIM control packets received for which the calculated
checksum does not match the checksum field in the packet.

Bad Checksum

Number of PIM control packets received on an interface that does
not have PIM configured.

Bad Receive If

Number of PIM control packets received that contain data for TCP
Bad register packets.

Rx Bad Data

Number of PIM control packets received on an interface that has
PIM disabled.

Rx Intf disabled

Number of PIM version 1 control packets received on an interface
configured for PIM version 2.

Rx V1 Require V2

Number of PIM version 2 control packets received on an interface
configured for PIM version 1.

Rx V2 Require V1

Number of PIM register packets received when the routing device
is not the RP for the group.

Rx Register not RP

Number of PIM register packets received when the RP does not
have a unicast route back to the source.

Rx Register no route

Number of PIM register packets received when the RP does not
have a de-encapsulation interface.

Rx Register no decap if

Number of NULL register timeout packets.Null Register Timeout

Number of PIM packets received when the routing device has a
source address filter configured for the RP.

RP Filtered Source

Number of register stopmessages received with an unknown type.Rx Unknown Reg Stop

Number of join and prunemessages received for which the routing
device has no state.

Rx Join/Prune no state

Number of join and prunemessages received on the interface used
to reach the upstream routing device, toward the RP.

Rx Join/Prune on upstream
if

Number of join or prunemessages received for invalid multicast
group addresses.

Rx Join/Prune for invalid
group
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

Number of join and prunemessages received and dropped.Rx Join/Prunemessages
dropped

Number of PIM sparse mode join messages received for a group
that is configured for densemode.

Rx sparse join for dense
group

Number of graft and graft acknowledgmentmessages received for
which the router or switch has no state.

Rx Graft/Graft Ack no state

Number of graft messages received on the interface used to reach
the upstream routing device, toward the RP.

Rx Graft on upstream if

Number of BSRmessages received in which the PIMmessage type
is Candidate-RP-Advertisement, not Bootstrap.

Rx CRP not BSR

Number of BSRmessages received in which the PIMmessage type
is Bootstrap.

Rx BSRwhen BSR

Number of BSRmessages received on an interface that is not the
RPF interface.

Rx BSR not RPF if

Number of PIM hello packets received with options that Junos OS
does not support.

Rx unknown hello opt

NumberofPIMcontrol packets received forwhich the routingdevice
has no state for the data type.

Rx data no state

NumberofPIMcontrol packets received forwhich the routingdevice
has no state for the RP.

Rx RP no state

Number of PIM aggregate MDT packets received.Rx aggregate

NumberofPIMcontrolpackets receivedwithamalformed IPunicast
or multicast address family.

Rxmalformed packet

Number of PIM control packets received with no RP address.No RP

Number of PIM register packets receivedwhen the first-hop routing
device does not have an encapsulation interface.

No register encap if

Number of PIM control packets received when the routing device
does not have a unicast route to the the interface used to reach the
upstream routing device, toward the RP.

No route upstream

Number of PIM control packets with an unusable nexthop. A path
can be unusable if the route is hidden or the link is down.

Nexthop Unusable

NumberofPIMcontrol packets received forwhich the routingdevice
has an RPmismatch.

RPmismatch
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

RPmode (sparse or bidirectional) mismatches encountered when
processing join and prunemessages.

RPmodemismatch

NumberofPIMcontrol packets received forwhich the routingdevice
has an unknown RPF neighbor for the source.

RPF neighbor unknown

The number of join and prunemessages filtered because of
configured route filters and source address filters.

Rx Joins/Prunes filtered

The number of join and prunemessages filtered because of
configured route filters and source address filters.

Tx Joins/Prunes filtered

Number of packets received with an invalid embedded RP address
in PIM join messages and other types of messages sent between
routing domains.

Embedded-RP invalid addr

Number of times the limit configured with themaximum-rps
statement is exceeded. Themaximum-rps statement limits the
number of embedded RPs created in a specific routing instance.
The range is from 1 through 500. The default is 100.

Embedded-RP limit exceed

Number of packets in which the embedded RP for IPv6 is added.

The following receiveevents trigger extractionofan IPv6embedded
RP address on the routing device:

• Multicast Listener Discovery (MLD) report for an embedded RP
multicast group address

• PIM joinmessagewithanembeddedRPmulticast groupaddress

• Static embedded RPmulticast group address associated with
an interface

• Packets sent to an embedded RPmulticast group address
received on the DR

An embedded RP node discovered through these receive events is
added if it does not already exist on the routing platform.

Embedded-RP added

Number of packets in which the embedded RP for IPv6 is removed.
The embedded RP is removed whenever all PIM join states using
this RP are removed or the configuration changes to remove the
embedded RP feature.

Embedded-RP removed

Number of received register messages dropped because of a filter
configured for PIM register messages.

Rx Register msgs filtering
drop

Numberof registermessagesdroppedbecauseofa filter configured
for PIM register messages.

Tx Register msgs filtering
drop

Error counter for join and prunemessages received on
non-bidirectional PIM interfaces.

Rx Bidir Join/Prune on
non-Bidir if
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

Error counter for join and prunemessages received on
non-designated forwarder interfaces.

Rx Bidir Join/Prune on
non-DF if

Maximum number of (S,G) IPv4multicast routes accepted for the
VPN routing and forwarding (VRF) routing instance. If this number
is met, additional (S,G) entries are not accepted.

V4 (S,G)Maximum

Number of accepted (S,G) IPv4multicast routes.V4 (S,G) Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of (S,G) IPv4multicast routes accepted by
the device).

V4 (S,G) Threshold

Time (in seconds) between consecutive log messages.V4 (S,G) Log Interval

Maximum number of (S,G) IPv6multicast routes accepted for the
VPN routing and forwarding (VRF) routing instance. If this number
is met, additional (S,G) entries are not accepted.

V6 (S,G)Maximum

Number of accepted (S,G) IPv6multicast routes.V6 (S,G) Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of (S,G) IPv6multicast routes accepted by
the device).

V6 (S,G) Threshold

Time (in seconds) between consecutive log messages.V6 (S,G) Log Interval

Maximumnumberofgroup-to-rendezvouspoint (RP) IPv4multicast
mappings accepted for the VRF routing instance. If this number is
met, additional mappings are not accepted.

V4 (grp-prefix, RP)
Maximum

Number of accepted group-to-RP IPv4multicast mappings.V4 (grp-prefix, RP)
Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of group-to-RP IPv4multicast mappings
accepted by the device).

V4 (grp-prefix, RP)
Threshold

Time (in seconds) between consecutive log messages.V4 (grp-prefix, RP) Log
Interval

Maximum number of group-to RP IPv6multicast mappings
accepted for the VRF routing instance. If this number is met,
additional mappings are not accepted.

V6 (grp-prefix, RP)
Maximum

Number of accepted group-to-RP IPv6multicast mappings.V6 (grp-prefix, RP)
Accepted
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Table 340: show pim statistics Output Fields (continued)

Field DescriptionField Name

Threshold at which a warning message is logged (percentage of
the maximum number of group-to-RP IPv6multicast mappings
accepted by the device).

V6 (grp-prefix, RP)
Threshold

Time (in seconds) between consecutive log messages.V6 (grp-prefix, RP) Log
Interval

Maximumnumberof IPv4PIMregistersaccepted for theVRF routing
instance. If this number is met, additional PIM registers are not
accepted.

You configure the register limits on the RP.

V4 Register Maximum

Number of accepted IPv4 PIM registers.V4 Register Accepted

Threshold at which a warning message is logged (percentage of
themaximumnumberof IPv4PIM registersacceptedby thedevice).

V4 Register Threshold

Time (in seconds) between consecutive log messages.V4 Register Log Interval

Maximumnumberof IPv6PIMregistersaccepted for theVRF routing
instance. If this number is met, additional PIM registers are not
accepted.

You configure the register limits on the RP.

V6 Register Maximum

Number of accepted IPv6 PIM registers.V6 Register Accepted

Threshold at which a warning message is logged (percentage of
themaximumnumberof IPv6PIM registersacceptedby thedevice).

V6 Register Threshold

Time (in seconds) between consecutive log messages.V6 Register Log Interval

Sample Output

show pim statistics

user@host> show pim statistics
PIM Message type        Received       Sent  Rx errors
V2 Hello                      15         32          0
V2 Register                    0        362          0
V2 Register Stop             483          0          0
V2 Join Prune                 18        518          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V2 State Refresh               0          0          0
V2 DF Election                 0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
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V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Global Statistics

Hello dropped on neighbor policy              0
Unknown type                                  0
V1 Unknown type                               0
Unknown Version                               0
ipv4 BSR pkt drop due to excessive rate       0
ipv6 BSR pkt drop due to excessive rate       0
Neighbor unknown                              0
Bad Length                                    0
Bad Checksum                                  0
Bad Receive If                                0
Rx Bad Data                                   0
Rx Intf disabled                              0
Rx V1 Require V2                              0
Rx V2 Require V1                              0
Rx Register not RP                            0
Rx Register no route                          0
Rx Register no decap if                       0
Null Register Timeout                         0
RP Filtered Source                            0
Rx Unknown Reg Stop                           0
Rx Join/Prune no state                        0
Rx Join/Prune on upstream if                  0
Rx Join/Prune for invalid group               5
Rx Join/Prune messages dropped                0
Rx sparse join for dense group                0
Rx Graft/Graft Ack no state                   0
Rx Graft on upstream if                       0
Rx CRP not BSR                                0
Rx BSR when BSR                               0
Rx BSR not RPF if                             0
Rx unknown hello opt                          0
Rx data no state                              0
Rx RP no state                                0
Rx aggregate                                  0
Rx malformed packet                           0
Rx illegal TTL                                0
Rx illegal destination address                0
No RP                                         0
No register encap if                          0
No route upstream                             0
Nexthop Unusable                              0
RP mismatch                                   0
RP mode mismatch                              0
RPF neighbor unknown                          0
Rx Joins/Prunes filtered                      0
Tx Joins/Prunes filtered                      0
Embedded-RP invalid addr                      0
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Embedded-RP limit exceed                      0
Embedded-RP added                             0
Embedded-RP removed                           0
Rx Register msgs filtering drop               0
Tx Register msgs filtering drop               0
Rx Bidir Join/Prune on non-Bidir if           0
Rx Bidir Join/Prune on non-DF if              0

Sample Output

show pim statistics inet interface <interface-name>

user@host> show pim statistics inet interface ge-0/3/0.0
Instance: PIM.master Family: INET

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          4          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Sample Output

show pim statistics inet6 interface <interface-name>

user@host> show pim statistics inet6 interface ge-0/3/0.0
Instance: PIM.master Family: INET6

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          4          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
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Anycast Register               0          0          0
Anycast Register Stop          0          0          0

show pim statistics instance <instance-name>

user@host> show pim statistics instance VPN-A
PIM Message type        Received       Sent  Rx errors
V2 Hello                      31         37          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0         16          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V2 State Refresh               0          0          0
V2 DF Election                 0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Global Statistics

Hello dropped on neighbor policy              0
Unknown type                                  0
V1 Unknown type                               0
Unknown Version                               0
Neighbor unknown                              0
Bad Length                                    0
Bad Checksum                                  0
Bad Receive If                                0
Rx Bad Data                                   0
Rx Intf disabled                              0
Rx V1 Require V2                              0
Rx V2 Require V1                              0
Rx Register not RP                            0
Rx Register no route                          0
Rx Register no decap if                       0
Null Register Timeout                         0
RP Filtered Source                            0
Rx Unknown Reg Stop                           0
Rx Join/Prune no state                        0
Rx Join/Prune on upstream if                  0
Rx Join/Prune for invalid group               0
Rx Join/Prune messages dropped                0
Rx sparse join for dense group                0
Rx Graft/Graft Ack no state                   0
Rx Graft on upstream if                       0
Rx CRP not BSR                                0
Rx BSR when BSR                               0
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Rx BSR not RPF if                             0
Rx unknown hello opt                          0
Rx data no state                              0
Rx RP no state                                0
Rx aggregate                                  0
Rx malformed packet                           0
Rx illegal TTL                                0
Rx illegal destination address                0
No RP                                         0
No register encap if                          0
No route upstream                            28
Nexthop Unusable                              0
RP mismatch                                   0
RP mode mismatch                              0
RPF neighbor unknown                          0
Rx Joins/Prunes filtered                      0
Tx Joins/Prunes filtered                      0
Embedded-RP invalid addr                      0
Embedded-RP limit exceed                      0
Embedded-RP added                             0
Embedded-RP removed                           0
Rx Register msgs filtering drop               0
Tx Register msgs filtering drop               0
Rx Bidir Join/Prune on non-Bidir if           0
Rx Bidir Join/Prune on non-DF if              0
V4 (S,G) Maximum                             10
V4 (S,G) Accepted                             9
V4 (S,G) Threshold                           80
V4 (S,G) Log Interval                        80
V6 (S,G) Maximum                              8
V6 (S,G) Accepted                             8
V6 (S,G) Threshold                           50
V6 (S,G) Log Interval                       100
V4 (grp-prefix, RP) Maximum                 100
V4 (grp-prefix, RP) Accepted                  5
V4 (grp-prefix, RP) Threshold                80
V4 (grp-prefix, RP) Log Interval             10
V6 (grp-prefix, RP) Maximum                  20
V6 (grp-prefix, RP) Accepted                  0
V6 (grp-prefix, RP) Threshold                90
V6 (grp-prefix, RP) Log Interval             20
V4 Register Maximum                         100
V4 Register Accepted                         10
V4 Register Threshold                        80
V4 Register Log Interval                     10
V6 Register Maximum                          20
V6 Register Accepted                          0
V6 Register Threshold                        90
V6 Register Log Interval                     20

Sample Output

show pim statistics interface <interface-name>

user@host> show pim statistics interface ge-0/3/0.0
Instance: PIM.master Family: INET

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          3          0
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V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Instance: PIM.master Family: INET6

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          3          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0
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show system statistics igmp

Syntax show system statistics igmp

Syntax (EX Series
Switches)

show system statistics igmp
<all-members>
<local>
<membermember-id>

Syntax (TXMatrix
Router)

show system statistics igmp
<all-chassis | all-lcc | lcc number | scc>

Syntax(TXMatrixPlus
Router)

show system statistics igmp
<all-chassis | all-lcc | lcc number | sfc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display system-wide Internet Group Management Protocol (IGMP) statistics.

Options none—Display system statistics for IGMP.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only ) (Optional) Display

system statistics for IGMP for all the routers in the chassis.

all-lcc—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TXMatrix

router, display system statistics for IGMP for all T640 routers (or line-card chassis)

connected to the TXMatrix router. On a TXMatrix Plus router, display system

statistics for IGMP for all connected T1600 or T4000 LCCs.

all-members—(EX4200switchesonly) (Optional)Display IGMPstatistics forallmembers

of the Virtual Chassis configuration.

lcc number—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX

Matrix router, display system statistics for IGMP for a specific T640 router that is

connected to the TXMatrix router. On a TXMatrix Plus router, display system

statistics for IGMP for a specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.
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local—(EX4200 switches only) (Optional) Display IGMP statistics for the local Virtual

Chassis member.

membermember-id—(EX4200 switches only) (Optional) Display IGMP statistics for the

specified member of the Virtual Chassis configuration. Replacemember-idwith a

value from 0 through 9.

scc—(TXMatrix routers only) (Optional) Display system statistics for IGMP for the TX

Matrix router (or switch-card chassis).

sfc number—(TXMatrix Plus routers only) (Optional) Display system statistics for IGMP

for the TXMatrix Plus router. Replace numberwith 0.

Additional Information By default, when you issue the show system statistics igmp command on themaster

RoutingEngineofaTXMatrix router or aTXMatrixPlus router, thecommand isbroadcast

to all the master Routing Engines of the LCCs connected to it in the routing matrix.

Likewise, if you issue the same command on the backup Routing Engine of a TXMatrix

or a TXMatrix Plus router, the command is broadcast to all backup Routing Engines of

the LCCs that are connected to it in the routing matrix.

Required Privilege
Level

view

Related
Documentation

Routing Matrix with a TXMatrix Plus Router Solutions Page•

List of Sample Output show system statistics igmp on page 4403
show system statistics igmp (EX Series Switches) on page 4403
show system statistics igmp (TXMatrix Plus Router) on page 4404

Sample Output

show system statistics igmp

user@host> show system statistics igmp
igmp:
        17178 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent

show system statistics igmp (EX Series Switches)

user@host> show system statistics igmp
igmp:
         0 messages received
         0 messages received with too few bytes
         0 messages received with bad checksum
         0 membership queries received
         0 membership queries received with invalid fields
         0 membership reports received
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         0 membership reports received with invalid fields
         0 membership reports received for groups to which we belong
         0 Membership reports sent

show system statistics igmp (TXMatrix Plus Router)

user@host> show system statistics igmp
sfc0-re0:
--------------------------------------------------------------------------
igmp:
        0 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent

lcc0-re0:
--------------------------------------------------------------------------
igmp:
        0 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent

lcc1-re0:
--------------------------------------------------------------------------
igmp:
        0 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent

lcc2-re0:
--------------------------------------------------------------------------
igmp:
        0 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent

lcc3-re0:
--------------------------------------------------------------------------
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igmp:
        0 messages received
        0 messages received with too few bytes
        0 messages received with bad checksum
        0 membership queries received
        0 membership queries received with invalid field(s)
        0 membership reports received
        0 membership reports received with invalid field(s)
        0 membership reports received for groups to which we belong
        0 membership reports sent
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test msdp

Syntax test msdp (dependent-peers prefix | rpf-peer originator)
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Find Multicast Source Discovery Protocol (MSDP) peers.

Options dependent-peers prefix—Find downstream dependent MSDP peers.

rpf-peeroriginator—Find theMSDP reverse-path-forwarding (RPF)peer for theoriginator.

instance instance-name—(Optional) Find MDSP peers for the specified routing instance.

logical-system(all | logical-system-name)—(Optional)Performthisoperationonall logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output test msdp dependent-peers on page 4406

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

test msdp dependent-peers

user@host> test msdp dependent-peers 10.0.0.1/24
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PART 16

Security

• Overview on page 4409

• Configuration on page 4479

• Administration on page 4669

• Troubleshooting on page 4699
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CHAPTER 50

Overview

• Firewall Filters on page 4409

• Policers on page 4441

• Port Security on page 4451

• Device Security on page 4471

Firewall Filters

• Overview of Firewall Filters on page 4409

• Understanding Filter-Based Forwarding on page 4412

• Understanding How Firewall Filters Are Evaluated on page 4412

• Understanding How Firewall Filters Control Packet Flows on page 4414

• Understanding Firewall Filter Match Conditions on page 4415

• Firewall Filter Match Conditions and Actions on page 4419

• Understanding How a Firewall Filter Tests a Protocol on page 4433

• Understanding Firewall Filter Planning on page 4434

• Planning the Number of Firewall Filters to Create on page 4435

• Understanding Firewall Filter Processing Points for Bridged and Routed

Packets on page 4439

• Applying Firewall Filters to Interfaces on page 4440

Overview of Firewall Filters

Firewall filters provide rules that define whether to accept or discard packets that are

transiting an interface on aQFXSeries product. If a packet is accepted, you can configure

additional actions to perform on the packet, such as class-of-service (CoS) marking

(grouping similar types of traffic together and treating each type of traffic as a classwith

its own level of service priority) and traffic policing (controlling the maximum rate of

traffic sent or received). You configure firewall filters to determine whether to accept or

discard a packet before it enters or exits any of these:

• Port

• VLAN
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• Layer 3 (routed) interface

• Routed VLAN interface (RVI)

An ingress firewall filter is applied to packets that are entering an interface or VLAN, and

an egress firewall filter is applied to packets that are exiting an interface or VLAN.

NOTE: Firewall filters are sometimes called access control lists (ACLs).

• Firewall Filter Types on page 4410

• Firewall Filter Components on page 4411

• Firewall Filter Processing on page 4411

Firewall Filter Types

The following firewall filter types are supported on the QFX Series:

• Port (Layer 2) firewall filter—Port firewall filters apply to Layer 2 traffic transiting system

ports.

• VLAN firewall filter—VLAN firewall filters provide access control for packets that enter

a VLAN, are bridged within a VLAN, or leave a VLAN.

• Router (Layer 3) firewall filter—You can apply a router firewall filter in both ingress and

egress directions on IPv4 or IPv6 Layer 3 (routed) interfaces, routed VLAN interfaces

(RVI)anda loopback interface,which filters traffic sent to theswitch itself or generated

by the switch. (Youapply a filter to a loopback interface in the input direction to protect

the switch from unwanted traffic. Youmight want to apply a filter to a loopback

interface in the output direction so that you can set the forwarding class and DSCP bit

value for packets that originate on the switch itself. This feature gives you very fine

control over the classification of CPU generated packets. For example, youmightwant

toassigndifferentDSCPvaluesand forwarding classes to traffic generatedbydifferent

routing protocols so the traffic for those protocols can be treated in a differentiated

manner by other devices.)

NOTE: You can apply a firewall filter to amanagement interface (for
example,me0) on a QFX3500 device. You cannot apply a firewall filter to

amanagement interface on a QFX3000-G or QFX3000-M system.

• MPLS filter—You can apply a firewall filter to an MPLS interface

To apply a firewall filter:

1. Configure the firewall filter.

2. Apply the firewall filter to a port, VLAN, or router interface.
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NOTE: You can apply only one firewall filter to a port, VLAN, or interface for
a given direction. For example, for interface ge-0/0/6.0, you can apply one
filter for the ingress direction and one for the egress direction.

Firewall Filter Components

In a firewall filter, you first define the family address type (ethernet-switching, inet (for

IPv4), inet6 (for IPv6), or mpls) and then define one or more terms that specify the

filtering criteria and the action to take if a match occurs.

Each term consists of the following components:

• Matchconditions—Specify values thatapacketmust contain tobeconsideredamatch.

You can specify values for most fields in the IP, TCP, UDP, or ICMP headers. You can

also match on interface names.

• Action—Specifies what to do if a packet matches the match conditions. A filter can

accept, discard, or reject amatching packet and then perform additional actions, such

as counting, classifying, and policing. If no action is specified for a term, the default is

to accept the matching packet.

Firewall Filter Processing

If there are multiple terms in a filter, the order of the terms is important. If a packet

matches the first term, the switch executes the action defined by that term, and no other

terms are evaluated. If the switch does not find amatch between the packet and the

first term, it compares thepacket to thenext term. If nomatchoccursbetween thepacket

and the second term, the system continues to compare the packet to each successive

term in the filter until a match is found. If the packet does not match any terms in the

filter, the switch discards the packet by default.

Related
Documentation

Understanding Firewall Filter Planning on page 4434•

• Understanding Firewall Filter Processing Points for Bridged and Routed Packets on

page 4439

• Understanding How Firewall Filters Are Evaluated on page 4412

• Understanding Firewall Filter Match Conditions on page 4415

• Overview of Policers on page 4441

• Configuring Firewall Filters on page 4531
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Understanding Filter-Based Forwarding

Youcanuse firewall filters in conjunctionwith virtual routing instances to specifydifferent

routes for packets to travel in their networks. To set up this feature–called filter-based

forwarding–you specify a filter andmatch criteria and then specify the virtual routing

instance to send packets to.

Youmight want to use filter-based forwarding to route specific types of traffic through

a firewall or other security device before the traffic continues on its path. You can also

use filter-based forwarding to give certain types of traffic preferential treatment. For

example, youmight want to ensure that the highest-priority traffic is forwarded over a

40-Gigabit Ethernet link. Youmight also use filter-based forwarding to obtain more

control over load balancing than dynamic routing protocols provide.

NOTE: You can create asmany as 128 filters or terms that direct packets to
a given virtual routing instance.

Filters used for filter-based forwarding consumememory in two ternary content

addressable memories (TCAMs), and this affects the number of supported filters. See

“Planning theNumber of Firewall Filters toCreate” onpage4435and “UnderstandingFIP

Snooping, FBF, andMVRFilterScalability” onpage4872 formore information.Thesection

FBF Filter VFP TCAM Consumption in the latter topic specifically addresses the number

of supported filters when using filter-based forwarding.

Related
Documentation

Understanding Virtual Router Routing Instances on page 2304•

• Overview of Firewall Filters on page 4409

• Example: Using Filter-Based Forwarding to Route Application Traffic to a Security

Device on page 4479

Understanding How Firewall Filters Are Evaluated

A firewall filter consists of one or more terms, and the order of the terms within a filter is

important. Before you configure firewall filters, you should understand how the QFX

Series products evaluate the termswithin a filter and howpackets are evaluated against

the terms.

When a firewall filter consists of a single term, the filter is evaluated as follows:

• If the packet matches all the conditions, the action in the then statement is taken.

• If thepacketmatchesall theconditions, andnoaction is specified in the then statement,

the default action accept is taken.

• If the packet does not match all the conditions, the switch discards it.
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When a firewall filter consists of more than one term, the filter is evaluated sequentially:

1. The packet is evaluated against the conditions in the from statement in the first term.

2. If the packet matches all the conditions in the term, the action in the then statement

is taken and the evaluation ends. Subsequent terms in the filter are not evaluated.

3. If the packet does not match all the conditions in the term, the packet is evaluated

against the conditions in the from statement in the second term.

This process continues until the packet matches all the conditions in the from

statement in one of the subsequent terms or there are nomore terms in the filter.

4. If a packet passes through all the terms in the filter without a match, the switch

discards it.

NOTE: The order of conditions in a from statement is not important because

a packet must match all the conditions to be considered amatch.

Figure 151onpage4413showshowQFXSeriesproductsevaluate the termswithina firewall

filter.

Figure 151: Evaluation of TermsWithin a Firewall Filter

If you do not include a from statement in a term, all packets will match the term and be

processed by the then statement. If a term does not contain a then statement or if an

action has not been configured in the then statement, the term accepts any matching

packets.

Every firewall filter contains an implicit deny statement at the end of the filter, which is

equivalent to the following explicit filter term:
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term implicit-rule {
then discard;

}

Consequently, a packet that does not match any of the terms in a firewall filter is

discarded. If you configure a filter that has no terms, all packets that pass through the

filter are discarded.

NOTE: Firewall filtering is supported on packets that are at least 64 bytes
long.

Related
Documentation

Overview of Firewall Filters on page 4409•

• Understanding Firewall Filter Match Conditions on page 4415

• Overview of Policers on page 4441

• Configuring Firewall Filters on page 4531

Understanding How Firewall Filters Control Packet Flows

A switch supports firewall filters that allow you to control flows of data packets and local

packets.Datapackets transit a switchas theyare forwarded fromasource toadestination.

Local packets are destined for or sent by a Routing Engine (they do not transit a switch).

Local packets usually contain routing protocol data, data for IP services such as Telnet

orSSH,ordata for administrativeprotocols suchas the InternetControlMessageProtocol

(ICMP).

Firewall filters affect packet flows entering into or exiting from a switch as follows:

• Ingress firewall filters affect the flow of data packets that are received on switch

interfaces. When a switch receives a data packet, the Packet Forwarding Engine in the

system that contains the ingress interface determines where to forward the packet by

looking in its Layer 2 or Layer 3 forwarding table for the best route to the destination.

Data packets are forwarded to an egress interface. Locally destined packets are

forwarded to the Routing Engine.

• Egress firewall filters affect data packets that are transiting a switch but do not affect

packets sent by the Routing Engine. These filters are applied by the Packet Forwarding

Engine in the system that contains the egress interface.

Figure 152 on page 4415 illustrates the application of ingress and egress firewall filters to

control the flow of packets through a switch:

1. Ingress firewall filter applied to locally destined packets that are received on switch

interfaces and are destined for the Routing Engine.

2. Ingress firewall filter applied to data packets that are received on switch interfaces

and will transit the switch.

3. Egress firewall filter applied to data packets that are transiting the switch.
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Figure 152: Application of Firewall Filters to Control Packet Flow

Related
Documentation

Understanding Firewall Filter Processing Points for Bridged and Routed Packets on

page 4439

•

• Understanding How Firewall Filters Are Evaluated on page 4412

• Configuring Firewall Filters on page 4531

Understanding Firewall Filter Match Conditions

Before you define terms for firewall filters, youmust understand how the conditions in a

termarehandledandhowto specify interface, numeric, address, andbit-field filtermatch

conditions to achieve the desired filter results.

• Filter Match Conditions on page 4415

• Numeric Filter Match Conditions on page 4416

• Interface Filter Match Conditions on page 4416

• IP Address Filter Match Conditions on page 4417

• MAC Address Filter Match Conditions on page 4417

• Bit-Field Filter Match Conditions on page 4418

Filter Match Conditions

In the from statement of a firewall filter term, you specify the conditions that the packet

must match for the action in the then statement to be taken. All conditions must match

for the action to be implemented. The order in which you specifymatch conditions is not

important, becauseapacketmustmatchall the conditions in a term for amatch tooccur.

If you specifymultiple values for the same condition, amatch on any one of those values

matches that condition. For example, if you specify multiple IP source addresses using

thesource-addressstatement, apacket thatcontainsanyoneof those IPsourceaddresses
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matches the condition. In some cases you can specify multiple values for the same

condition by enclosing the possible values in square brackets, as in:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set protocol (icmp | udp)

In other cases youmust enter multiple statements, as in:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-address 10.1.1.1
user@switch# set source-address 10.1.1.2

If you specify nomatch conditions in a term, that termmatches all packets.

NOTE: Unlike traditional Junos OS firewall filters, you cannot use except in

a condition statement to negate the condition.

Numeric Filter Match Conditions

You can specify numeric filter match conditions that are identified by a numeric value,

such as port and protocol numbers. For numeric filter match conditions, you specify the

condition and a single value that a field in a packet must contain to be considered a

match.

You can specify the numeric value in one of the following ways:

• Single number—Amatch occurs if the value of the field matches the number. For

example, to match Telnet traffic:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-port 23

• Text synonym for a single number—Amatch occurs if the value of the field matches

the number that corresponds to the synonym. For example, to match Telnet traffic:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-port telnet

• To specify multiple values for the samematch condition in a filter term, enter each

value in its ownmatch statement. For example, a match occurs in the following term

if the value of the source port in the packet is 22 or 23.

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-port 22
user@switch# set source-port 23

Interface Filter Match Conditions

You can specify an interface filter match condition to match an interface on which a

packet is received or transmitted. For example, if you apply a filter to a VLAN youmight

want the filter to match on some interfaces that participate in the VLAN and not match

on other interfaces in the VLAN. When you specify the name of the interface, youmust

include a logical unit.

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set interface ge-0/0/6.0
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In this example, the final character (0) specifies the logical unit. You can include the

wildcard (*) as part of the interface name. For example:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set interface ge-0/*/6.0
user@switch# set interface ge-0/1/*.0
user@switch# set interface ge-0/0/6.*

Note that youmust specify a value or a wildcard for the logical unit.

IP Address Filter Match Conditions

You can specify an address filter match condition to match an IP source or destination

address or prefix in a packet. Specify the address or prefix type and the address or prefix

itself. For example:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set destination-address 10.2.1.0/24;

If you omit the prefix length, it defaults to /32. For example:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set destination-address 10
[edit firewall family family-name filter filter-name term term-name from]
user@switch# show
destination-address {
10.0.0.0/32;
}

To specifymore than one IP address or prefix in a filter term, enter each address or prefix

in its ownmatch statement. For example, a match occurs in the following term if the

source address of a packet matches either of the following prefixes:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-address 10.1.0.0/16
user@switch# set source-address 10.2.0.0/16

MACAddress Filter Match Conditions

You can specify a MAC address filter match condition to match a source or destination

MAC address. You specify the address type and value that a packet must contain to be

considered amatch.

Youcanspecify theMACaddressas six hexadecimalbytes inanyof the following formats:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set destination-mac-address 00:11:22:33:44:55

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set destination-mac-address 0011.2233.4455

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set destination-mac-address 001122334455

Regardless of the formats you use, the system resolves the address to the standard

format, in this case 00:11:22:33:44:55.

To specify more than one MAC address in a filter term, enter each MAC address in its

ownmatch statement. For example, a match occurs in the following term if the value of

the MAC source address matches either of the following addresses:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set source-mac-address 00:11:22:33:44:55
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user@switch# set source-mac-address 00:11:22:33:20:15

Bit-Field Filter Match Conditions

You can specify bit-field filter match conditions to match particular bits within certain

fields in Ethernet frames and IP, TCP, UDP, and ICMP headers. You usually specify the

field and the bit within the field that must be set in a packet to be considered amatch.

Inmostcasesyoucanuseakeyword tospecify thebit youwant tomatchon. Forexample,

to match on a TCP SYN packet you can enter syn, as in:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set tcp-flags syn

You can also enter 0x02 because the SYN bit is the third least-significant bit of the 8-bit

tcp-flags field:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set tcp-flags 0x02

Tomatchmultiple bit-field values, use the logical operators, which are described in

Table341onpage4418.Theoperatorsare listed inorder fromhighestprecedence to lowest

precedence. Operations are evaluated from left to right.

Table 341: Actions for Firewall Filters

DescriptionLogical Operators

Negation!

Logical AND&

Logical OR|

If you use a logical operator, enclose the values in quotation marks and do not include

any spaces. For example, the following statement matches the second packet of a TCP

handshake:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set tcp-flags "syn&ack"

To negate amatch, precede the value with an exclamation point. For example, the

following statement matches only the initial packet of a TCP handshake:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set tcp-flags "syn&!ack"

You can use text synonyms to specify some common bit-field matches. For example,

the following statement also matches the initial packet of a TCP handshake:

[edit firewall family family-name filter filter-name term term-name from]
user@switch# set tcp-initial

Related
Documentation

Overview of Firewall Filters on page 4409•

• Understanding How a Firewall Filter Tests a Protocol on page 4433

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531
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Firewall Filter Match Conditions and Actions

Each term in a firewall filter consists ofmatch conditions and an action. Match conditions

are the fields and values that a packet must contain to be considered amatch. You can

define single or multiple match conditions inmatch statements. You can also include no

match statement, in which case the termmatches all packets.

Whenapacketmatchesa filter, a switch takes theaction specified in the term. In addition,

you can specify action modifiers to count, mirror, rate-limit, and classify packets. If no

match conditions are specified for the term, the switch accepts the packet by default.

This topic describes the variousmatch conditions, actions, and actionmodifiers that you

can define in a firewall filter.

• Table342onpage4419describes thematchconditionsyoucanspecifywhenconfiguring

a firewall filter. Some of the numeric range and bit-field match conditions allow you

to specify a text synonym. To see a list of all the synonyms for amatch condition, type

? at the appropriate place in a statement.

• Table 343 on page 4430 shows the actions that you can specify in a term.

• Table344onpage4431showstheactionmodifiersyoucanusetocount,mirror, rate-limit,

and classify packets.

Table 342: SupportedMatch Conditions for Firewall Filters

Direction and InterfaceDescriptionMatch Condition

Egress and ingress ports.ARP request packet or ARP reply packet.arp-type

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces, and IPv6
(inet6) interfaces.

IP destination address field, which is the
address of the final destination node.

destination-address
ip-address

Ingress ports, VLANs and IPv4 (inet)
interfaces.

Egress ports and VLANs.

Destinationmedia access control (MAC)
address of the packet.

destination-mac-addressmac-address
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

TCP or UDP destination port field.
Typically, you specify this match in
conjunction with the protocolmatch
statement. For the following well-known
ports you can specify text synonyms (the
port numbers are also listed):

afs (1483), bgp (179), biff (512), bootpc
(68), bootps (67),

cmd (514), cvspserver (2401),

dhcp (67), domain (53),

eklogin (2105), ekshell (2106), exec (512),

finger (79), ftp (21), ftp-data (20),

http (80), https (443),

ident (113), imap (143),

kerberos-sec (88), klogin (543), kpasswd
(761), krb-prop (754), krbupdate (760),
kshell (544),

ldap (389), login (513),

mobileip-agent (434),mobilip-mn (435),
msdp (639),

netbios-dgm (138), netbios-ns (137),
netbios-ssn(139),nfsd(2049),nntp(119),
ntalk (518), ntp (123),

pop3 (110), pptp (1723), printer (515),

radacct(1813),radius(1812), rip(520), rkinit
(2108),

smtp (25), snmp (161), snmptrap (162),
snpp(444), socks(1080), ssh(22), sunrpc
(111), syslog (514),

tacacs-ds (65), talk (517), telnet (23), tftp
(69), timed (525),

who (513),

xdmcp (177),

zephyr-clt (2103), zephyr-hm (2104)

destination-port value
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Egress and ingress IPv4 (inet)
interfaces.

Match a range of TCP or UDP port ranges
while using the available memory more
efficiently.Using this conditionallowsyou
to configure more firewall filters than if
youconfigure individualdestinationports.

destination-port range-optimize range

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces and IPv6
(inet6) interfaces.

IP destination prefix list field. You can
define a list of IP address prefixes under
a prefix-list alias for frequent use. Define
this list at the [edit policy-options]
hierarchy level.

destination-prefix-list prefix-list

Ingress ports and VLANs.

EgressportsandVLANs(Numbermust
be the VLAN ID of the VLAN you want
to match).

802.1Q VLAN ID field in the Ethernet
frame. The tag values can be 1–4094.

dot1q-tag number

Ingress ports and VLANs.

Egress ports and VLANs.

802.1Qpriority field in the Ethernet frame
(used for class-of-service priorities).
Values can be 0–7.

In place of the numeric value, you can
specify one of the following text
synonyms (the field values are also
listed):

• best-effort (0)—Best effort

• background (1)—Background

• standard (2)—Standard or spare

• excellent-load (3)—Excellent load

• controlled-load (4)—Controlled load

• video (5)—Video

• voice (6)—Voice

• network-control (7)—Network control
reserved traffic

dot1q-user-priority number
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

Differentiated Services code point
(DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP
header. Themost-significant6bits of this
byte form the DSCP.

You can specify DSCP in hexadecimal,
binary, or decimal form.

In place of the numeric value, you can
specify one of the following text
synonyms (the field values are also
listed):

• be—best effort (default)

• ef (46)—as defined in RFC 3246, An
Expedited Forwarding PHB.

• af11 (10), af12 (12), af13 (14);

af21 (18), af22 (20), af23 (22);

af31 (26), af32 (28), af33 (30);

af41 (34), af42 (36), af43 (38)

These four classes, with three drop
precedences in each class, for a total
of 12 code points, are defined in RFC
2597, Assured Forwarding PHB.

• cs0, cs1, cs2, cs3, cs4, cs5, cs6, cs7, cs5

dscp value
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports and VLANs.

Egress ports and VLANs.

Ethernet type field of a packet. The
EtherType value specifies what protocol
isbeing transported in theEthernet frame.
In place of the numeric value, you can
specify one of the following text
synonyms (the field values are also
listed):

• aarp(0x80F3)—EtherTypevalueAARP

• appletalk (0x809B)—EtherType value
AppleTalk

• arp (0x0806)—EtherType value ARP

• fcoe (0x8906)—EtherType value FCoE

• fip (0x8914)—EtherType value FIP

• ipv4 (0x0800)—EtherType value IPv4

• ipv6 (0x08DD)—EtherType value IPv6

• mpls-multicast (0x8848)—EtherType
value MPLSmulticast

• mpls-unicast (0x8847)—EtherType
value MPLS unicast

• oam(0x88A8)—EtherType valueOAM

• ppp (0x880B)—EtherType value PPP

• pppoe-discovery(0x8863)—EtherType
value PPPoE Discovery Stage

• pppoe-session (0x8864)—EtherType
value PPPoE Session Stage

• sna (0x80D5)—EtherType value SNA

ether-type value

Ingress MPLS interfaces.

Egress MPLS interfaces.

Match on MPLS EXP bits.exp

Ingress ports and VLANs.IP fragmentation flags. In place of the
numeric value, you can specify one of the
following text synonyms (the
hexadecimal values are also listed):

• is-fragment

• dont-fragment (0x4000)

• more-fragments (0x2000)

• reserved (0x8000)

fragment-flags value
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

ICMP code field. Because themeaning of
the value depends upon the associated
icmp-type, you must specify a value for
icmp-type along with a value for
icmp-code. In place of the numeric value,
you can specify one of the following text
synonyms (the field values are also
listed). The keywords are grouped by the
ICMPtypewithwhich theyareassociated:

• IPv4:
parameter-problem—ip-header-bad
(0), required-option-missing (1)

• IPv6:
parameter-problem—ip6-header-bad
(0), unrecognized-next-header (1),
unrecognized-option (2)

• redirect—redirect-for-network (0),
redirect-for-host (1),
redirect-for-tos-and-net (2),
redirect-for-tos-and-host (3)

• time-exceeded—ttl-eq-zero-
during-reassembly (1),
ttl-eq-zero-during-transit (0)

• IPv4:
unreachable—network-unreachable(0),
host-unreachable (1),
protocol-unreachable (2),
port-unreachable (3),
fragmentation-needed (4),
source-route-failed (5),
destination-network-unknown (6),
destination-host-unknown (7),
source-host-isolated (8),
destination-network-prohibited (9),
destination-host-prohibited (10),
network-unreachable-for-TOS (11),
host-unreachable-for-TOS (12),
communication-prohibited-by-filtering
(13), host-precedence-violation (14),
precedence-cutoff-in-effect (15)

• IPv6:
unreachable—address-unreachable(3),
administratively-prohibited (1),
no-route-to-destination (0),
port-unreachable (4)

icmp-code value
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

ICMPmessage type field. Typically, you
specify thismatch inconjunctionwith the
protocolmatch statement to determine
which protocol is being used on the port.
In place of the numeric value, you can
specify one of the following text
synonyms (the field values are also
listed):

IPv4: echo-reply (0), destination
unreachable (3), source-quench (4),
redirect (5), echo-request (8), IPv4
(inet)-advertisement (9), IPv4
(inet)-solicit (10), time-exceeded (11),
parameter-problem (12), timestamp (13),
timestamp-reply (14), info-request (15),
info-reply (16),mask-request (17),
mask-reply (18)

IPv6: destination-unreachable (1),
packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request
(128),echo-reply(129),membership-query
(130),membership-report (131),
membership-termination (132),
router-solicit (133), router-advertisement
(134), neighbor-solicit (135),
neighbor-advertisement (136), redirect
(137), router-renumbering (138),
node-information-request (139),
node-information-reply (140)

See also icmp-code variable.

icmp-type value

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces and IPv6
(inet6) interfaces.

Interface onwhich the packet is received,
including the logical unit. You can include
the wildcard character (*) as part of an
interface name or logical unit.

NOTE: An interface fromwhich a packet
is sent cannot be used as amatch
condition.

interface interface-name

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

32-bit address that is the final destination
node address for the packet.

ip-destination-address address

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

Specify any to create amatch if anything
is specified in the options field in the IP
header.

ip-options
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IP precedence field. In place of the
numeric field value, you can specify one
of the following text synonyms (the field
valuesarealso listed):critical-ecp (0xa0),
flash (0x60), flash-override (0x80),
immediate (0x40), internet-control
(0xc0), net-control (0xe0), priority
(0x20), or routine (0x00).

ip-precedence ip-precedence-field

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IP protocol field.ip-protocol number

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IPaddressof the sourcenodesending the
packet.

ip-source-address address

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IP version of the packet.ip-version address

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

Using this conditioncausesamatch if the
More Fragments flag is enabled in the IP
header or if the fragment offset is not
zero.

is-fragment

Ingress ports and VLANs.

Egress ports and VLANs.

Match on logical link control (LLC) layer
packets for non-Subnet Access Protocol
(SNAP) Ethernet Encapsulation type.

l2-encap-type llc-non-snap

Ingress MPLS interfaces.

Egress MPLS interfaces.

Match on MPLS label bits.label

Ingress ports and VLANs.

Egress ports and VLANs.

VLAN identifier used for MAC learning.learn-vlan-id number

Ingress ports, VLANs, and IPv6 (inet6)
interfaces.

Egress IPv6 (inet6) interfaces.

IPv4 or IPv6 protocol value. In place of
the numeric value, you can specify one of
the following text synonyms(thenumeric
values are also listed):

hop-by-hop(0),icmp(1), icmp6(58), igmp
(2), ipip (4), tcp (6), egp (8), udp(17), ipv6
(41), routing(43), fragment(44),rsvp(46),
gre (47), esp (50), ah (51), icmp6 (58),
no-next-header (59), dstopts (60), ospf
(89), pim (103), vrrp (112), sctp (132)

next-header
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, IPv4 (inet), and
IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

Packet length in bytes. Youmust enter a
value between 0 and 65535.

packet-length

Ingress ports, VLANs, and IPv6 (inet6)
interfaces.

Egress IPv6 (inet6) interfaces.

IPv4 or IPv6 protocol value. In place of
the numeric value, you can specify one of
the following text synonyms(thenumeric
values are also listed):

hop-by-hop(0),icmp(1), icmp6(58), igmp
(2), ipip (4), tcp (6), egp (8), udp(17), ipv6
(41), routing(43), fragment(44),rsvp(46),
gre (47), esp (50), ah (51), icmp6 (58),
no-next-header (59), dstopts (60), ospf
(89), pim (103), vrrp (112), sctp (132)

payload-protocol

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IP precedence bits in the type-of-service
(ToS) byte in the IP header. (This byte
can also used for the DiffServ DSCP.) In
place of the numeric value, you can
specify one of the following text
synonyms (the numeric values are also
listed):

• routine (0)

• priority (1)

• immediate (2)

• flash (3)

• flash-override (4)

• critical-ecp (5)

• internet-control (6)

• net-control (7)

precedence value

Ingress ports, VLANs and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

IPv4 or IPv6 protocol value. In place of
the numeric value, you can specify one of
the following text synonyms(thenumeric
values are also listed):

hop-by-hop (0),icmp (1), icmp6, igmp (2),
ipip (4), tcp(6),egp(8),udp(17), ipv6(41),
routing (43), fragment (44),rsvp (46), gre
(47), esp (50), ah (51), icmp6 (58),
no-next-header (59), dstopts (60), ospf
(89), pim (103), vrrp (112), sctp (132)

protocol type
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Egress and ingress IPv4 (inet)
interfaces.

Match the radio-access technology (RAT)
type specified in the8-bit Tech-Type field
of Proxy Mobile IPv4 (PMIPv4) access
technology type extension. The
technology type specifies the access
technology through which the mobile
device is connected to the access
network. Specify a single value, a range
of values, or a set of values. You can
specify a technology type as a numeric
value from 0 through 255 or as a system
keyword.

• Numeric value 1 matches IEEE 802.3.

• Numeric value 2 matches IEEE
802.11a/b/g.

• Numeric value3matches IEEE802.16e

• Numeric value 4matches IEEE
802.16m.

• Text string eutranmatches 4G.

• Text string geranmatches 2G.

• Text string utranmatches 3G.

•

rat-type
tech-type-value

Egress and ingress IPv4 (inet)
interfaces.

Sample the packet traffic. Apply this
option only if you have enabled traffic
sampling.

sample

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

IP source address field, which is the
address of the node that sent the packet.

source-address
ip-address

Ingress ports and VLANs.

Egress ports and VLANs.

Source media access control (MAC)
address of the packet.

source-mac-addressmac-address

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

TCP or UDP source port. Typically, you
specify thismatch inconjunctionwith the
protocolmatch statement. In placeof the
numeric field, you can specify one of the
text synonyms listed under
destination-port.

source-port value

Egress and ingress IPv4 (inet)
interfaces.

Match a range of TCP or UDP port ranges
while using the available memory more
efficiently.Using this conditionallowsyou
to configure more firewall filters than if
you configure individual source ports.

source-port range-optimize range
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Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

IP source prefix list. You can define a list
of IP address prefixes under a prefix-list
alias for frequent use. Define this list at
the [edit policy-options] hierarchy level.

source-prefix-list prefix-list

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

Match packets of an established TCP
connection. This condition matches
packets other than those used to set up
a TCP connection—that is, three-way
handshake packets are not matched.

When you specify tcp-established, a
switch does not implicitly verify that the
protocol is TCP. Youmust also specify
the protocol tcpmatch condition.

tcp-established

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

One or more TCP flags:

• ack (0x10)

• fin (0x01)

• push (0x08)

• rst (0x04)

• syn (0x02)

• urgent (0x20)

tcp-flags value

Ingress ports, VLANs, IPv4 (inet)
interfaces, and IPv6 (inet6) interfaces.

Egress IPv4 (inet) interfaces.

Match the first TCP packet of a
connection. A match occurs when the
TCP flag SYN is set and the TCP flag ACK
is not set.

Whenyouspecify tcp-initial, a switchdoes
not implicitly verify that the protocol is
TCP. Youmust also specify the protocol
tcpmatch condition.

tcp-initial

Ingress ports, VLANs, and IPv6 (inet6)
interfaces.

Egress IPv6 (inet6) interfaces.

8-bit field that specifies the
class-of-service (CoS) priority of the
packet. The traffic-class field is used to
specify a DiffServ code point (DSCP)
value. This field was previously used as
the type-of-service (ToS) field in IPv4,
and, the semantics of this field (for
example, DSCP) are identical to those of
IPv4.

You can specify one of the following text
synonyms (the field values are also
listed):

af11 (10), af12 (12), af13 (14), af21 (18), af22
(20), af23 (22), af31 (26), af32 (28), af33
(30), af41 (34), af42 (36), af43 (38), cs0
(0), cs1 (8), cs2 (16), cs3 (24), cs4 (32),
cs5 (40), cs6 (48), cs7 (56), ef (46)

traffic-class

4429Copyright © 2014, Juniper Networks, Inc.

Chapter 50: Overview



Table 342: SupportedMatch Conditions for Firewall Filters (continued)

Direction and InterfaceDescriptionMatch Condition

Ingress IPv4 (inet) interfaces.

Egress IPv4 (inet) interfaces.

IPTime-to-live (TTL) field indecimal. The
value can be 1-255.

ttl value

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

Matchon the IEEE802.1puser priority bits
in the customer VLAN tag (the inner tag
in a dual-tag frame with 802.1Q VLAN
tags). Specify a single value or multiple
values from 0 through 7.

user-vlan-1p-priority value

Ingress ports, VLANs, and IPv4 (inet)
interfaces.

Egress IPv4 (inet) interfaces.

Match the firstVLAN identifier that is part
of the payload.

user-vlan-id number

Ingress ports and VLANs.

Egress ports and VLANs.

VLAN names or ID.vlan (vlan-name | vlan-id )

Use then statements todefineactions that shouldoccur if apacketmatchesall conditions

in a from statement. Table 343 on page 4430 shows the actions that you can specify in a

term. (If you do not include a then statement, the system accepts packets that match

the filter.)

Table 343: Actions for Firewall Filters

DescriptionAction

Accept a packet. This is the default action for packets thatmatch a term.accept

Discard a packet silently without sending an Internet Control Message
Protocol (ICMP)message.

discard

Discardapacket and senda “destinationunreachable” ICMPv4message
(type 3). To log rejected packets, configure the syslog action modifier.

You can specify one of the following message types:
administratively-prohibited (default), bad-host-tos, bad-network-tos,
host-prohibited, host-unknown, host-unreachable, network-prohibited,
network-unknown, network-unreachable, port-unreachable,
precedence-cutoff, precedence-violation, protocol-unreachable,
source-host-isolated, source-route-failed, or tcp-reset.

If you specify tcp-reset, the system sends a TCP reset if the packet is a
TCP packet; otherwise nothing is sent.

If you do not specify a message type, the ICMP notification “destination
unreachable” is sent with the default message “communication
administratively filtered.”

NOTE: The reject action is supported on ingress interfaces only.

rejectmessage-type
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Table 343: Actions for Firewall Filters (continued)

DescriptionAction

Forwardmatched packets to a virtual routing instance.routing-instance instance-name

Forwardmatched packets to a specific VLAN.

NOTE: The vlan action is supported on ingress interfaces only.

vlan VLAN-name

Youcanalso specify theactionmodifiers listed inTable344onpage4431 tocount,mirror,

rate-limit, and classify packets.

Table 344: ActionModifiers for Firewall Filters

DescriptionAction Modifier

Mirror traffic (copy packets) to an analyzer configured at the [edit
ethernet-switching-options analyzer] hierarchy level.

You can specify port mirroring for ingress port, VLAN, and IPv4 (inet)
firewall filters only.

analyzer analyzer-name

Count the number of packets that match the term.count counter-name

Differentiated Services code point (DSCP). The DiffServ protocol uses
the type-of-service (ToS) byte in the IP header. Themost-significant 6
bits of this byte form the DSCP.

You can specify DSCP in hexadecimal, binary, or decimal form.

In place of the numeric value, you can specify one of the following text
synonyms (the field values are also listed):

• be—best effort (default)

• ef (46)—as defined in RFC 3246, An Expedited Forwarding PHB.

• af11 (10), af12 (12), af13 (14);

af21 (18), af22 (20), af23 (22);

af31 (26), af32 (28), af33 (30);

af41 (34), af42 (36), af43 (38)

These four classes, with three drop precedences in each class, for a
total of 12 code points, are defined in RFC 2597, Assured Forwarding
PHB.

• cs0, cs1, cs2, cs3, cs4, cs5, cs6, cs7, cs5

dscp value
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Table 344: ActionModifiers for Firewall Filters (continued)

DescriptionAction Modifier

Classify the packet in one of the following forwarding classes:

• best-effort

• fcoe

• mcast

• network-control

• no-loss

NOTE: To configure a forwarding class, youmust also configure loss
priority.

forwarding-class class

Log the packet's header information in the Routing Engine. To view this
information, enter the show firewall log operational mode command.

NOTE: The log action modifier is supported on ingress interfaces only.

log

Set the packet loss priority (PLP).

NOTE: The loss-priorityactionmodifier is supportedon ingress interfaces
only.

NOTE: The loss-priority actionmodifier is not supported in combination
with the policer action.

loss-priority (low |medium-low |medium-high | high)

Send packets to a policer (for the purpose of applying rate limiting).

You can specify a policer for ingress port, VLAN, IPv4 (inet), IPv6 (inet6),
and MPLS filters.

NOTE: The policer action modifier is not supported in combination with
the loss-priority action.

policer policer-name

Log an alert for this packet.

NOTE: The syslogactionmodifier is supportedon ingress interfacesonly.

syslog

Send packets to a three-color policer (for the purpose of applying rate
limiting).

You can specify a three-color policer for ingress and egress port, VLAN,
IPv4 (inet), IPv6 (inet6), and MPLS filters.

NOTE: The policer action modifier is not supported in combination with
the loss-priority action.

three-color-policer three-color-policer-name

Related
Documentation

Understanding Firewall Filter Match Conditions on page 4415•

• Understanding How Firewall Filters Are Evaluated on page 4412

• Understanding How a Firewall Filter Tests a Protocol on page 4433

• Overview of Policers on page 4441

• Understanding Port Mirroring on page 4713
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• Configuring Firewall Filters on page 4531

Understanding How a Firewall Filter Tests a Protocol

When examining match conditions in a firewall filter, a switch tests only the fields that

you specify. It does not implicitly test any fields that you do not explicitly configure. For

example, if you specify a match condition of source-port ssh, there is no implied test to

determine if the protocol is TCP. In this case, the switch considers any packet that has a

value of 22 (decimal) in the 2-byte field that follows a presumed IP header to be amatch.

To ensure that the termmatches on TCP packets, you also specify a protocol tcpmatch

condition.

For the following match conditions, you should explicitly specify the protocol match

condition in the same term:

• destination-port—Specify protocol tcp or protocol udp.

• icmp-code—Specify protocol icmp and icmp-type.

• icmp-type—Specify protocol tcp or protocol udp.

• source-port—Specify protocol tcp or protocol udp.

• tcp-flags—Specify protocol tcp.

Related
Documentation

Overview of Firewall Filters on page 4409•

• Understanding Firewall Filter Match Conditions on page 4415

• Configuring Firewall Filters on page 4531
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Understanding Firewall Filter Planning

Before you create a firewall filter and apply it, determine what you want the filter to

accomplish and how to use its match conditions and actions to achieve your goals. It is

important that you understand how packets are matched, the default and configured

actions of the firewall filter, and where to apply the firewall filter.

You can apply nomore than one firewall filter per port, VLAN, or router interface per

direction (input and output). For example, for a given port you can apply at most one

filter in the input direction and one filter in the output direction. You should try to be

conservative in thenumberof terms (rules) that you include in each firewall filter, because

a large number of terms requires longer processing time during a commit operation and

canmake testing and troubleshooting more difficult.

Before you configure and apply firewall filters, answer the following questions for each

of them:

1. What is the purpose of the filter?

For example, the system can drop packets based on header information, rate-limit

traffic, classify packets into forwarding classes, log and count packets, or prevent

denial-of-service attacks.

2. What are the appropriatematch conditions? Determine the packet header fields that

the packet must contain for a match. Possible fields include:

• Layer 2 header fields—SourceanddestinationMACaddresses, 802.1Q tag, Ethernet

type, or VLAN.

• Layer3header fields—Sourceanddestination IPaddresses, protocols, and IPoptions

(IP precedence, IP fragmentation flags, or TTL type).

• TCP header fields—Source and destination ports and flags.

• ICMP header fields—Packet type and code.

3. What are the appropriate actions to take if a match occurs?

The system can accept, discard, or reject packets.

4. What additional action modifiers might be required?

For example, you can configure the system tomirror (copy) packets to a specified

port, count matching packets, apply traffic management, or police packets.

5. Onwhat port, router interface, or VLAN should the firewall filter be applied?

Start with the following basic guidelines:

• If packets entering or leaving a Layer 2 interface (port) need to be filtered, apply

the filter at the [edit family ethernet switching filter] hierarchy level. This is a port

filter.

• If packets entering or leaving any port in a specific VLAN need to be filtered, use a

VLAN filter.
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• If packets entering or leaving a Layer 3 (routed) interface or routed VLAN interface

(RVI) need to be filtered, use a router firewall filter. Apply the filter to the interface

at the [edit family inet] hierarchy level. You can also apply a router firewall filter on

a loopback interface.

Before you choose the interfaceorVLANonwhich to apply a firewall filter, understand

how that placement can affect traffic flow to other interfaces. In general, apply a filter

close to the source device if the filter matches on source or destination IP addresses,

IP protocols, or protocol information—such as ICMPmessage types, and TCP or UDP

port numbers. However, you should apply a filter close to the destination device if the

filter matches only on a source IP address. When you apply a filter too close to the

sourcedevice, the filter couldprevent that sourcedevice fromaccessingother services

that are available on the network.

NOTE: Egress firewall filters do not affect the flow of locally generated
control packets from the Routing Engine.

6. In which direction should the firewall filter be applied?

You typically configure different actions for traffic entering an interface than you

configure for traffic exiting an interface.

7. Howmany filters should I create?

See “Planning the Number of Firewall Filters to Create” on page 4435 for information

about howmany firewall filters you can apply.

Related
Documentation

Overview of Firewall Filters on page 4409•

• Overview of Policers on page 4441

• Understanding How Firewall Filters Are Evaluated on page 4412

• Planning the Number of Firewall Filters to Create on page 4435

• Configuring Firewall Filters on page 4531

Planning the Number of Firewall Filters to Create

• Understanding HowMany Firewall Filters Are Supported on page 4436

• Egress Filters on page 4437

• Avoid Configuring too Many Filters on page 4437

• Policers can Limit Egress Filters on page 4438

• Planning for Filter-Specific Policers on page 4438

• Planning for Filter-Based Forwarding on page 4439
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Understanding HowMany Firewall Filters Are Supported

QFX3500, QFX3600, and QFX5100 switches and QFabric Node devices support the

maximum numbers of firewall filter terms per type of attachment point shown in

Table 345 on page 4436.

Table 345: Supported Firewall Filter Numbers

QFX5100QFX3500, QFX3600Filter Type

1536768Ingress

10241024Egress

These totals are applied in aggregate. For example, on the QFX3500 and QFX3600 you

can apply a total of 768 terms in all your port filters, Layer 3 filters, and VLAN filters that

are applied in the input direction and 1024 terms in port filters, Layer 3 filters, and VLAN

filters that are applied in the output direction.

NOTE: If you want to createmore than 512 egress VLAN filters, your first
VLAN ID should be 6 and the subsequent VLAN IDs should increase by 1. For
example, to create 1024 egress VLAN filters, the first VLAN ID would be 6,
the second ID would be 7, and the sequence would continue through VLAN
ID 1029. Similarly, if you want to create fewer than 512 egress VLAN filters
but want the total number of terms in those filters to exceed 512, you should
number your VLAN IDs in the samemanner. If you do not use this approach
to create your VLAN IDs, the total number of allowed terms or filters will be
less than 1024 andmight be 512.

The ternary content addressablememory (TCAM) for firewall filters is divided into slices

that accommodate 256 terms, and all the terms in a memory slice must be in filters of

the same type and applied in the same direction. A memory slice is reserved as soon as

youcommit a filter. For example, if youcreateaport filter andapply it in the inputdirection,

a memory slice is reserved that will only store ingress port filters. If you create and apply

only one ingress port filter and that filter has only one term, the rest of this slice is unused

and is unavailable for other filter types.

Continuing with the above example, assume that you create and apply 256 ingress port

filterswithone termeachso thatonememory slice is filled.This leaves twomorememory

slicesavailable for ingress filters. (Remember that themaximumnumberof ingress terms

is 768.) If you then create and apply an ingress Layer 3 filter with one term, another

memory slice is reserved for ingress Layer 3 filters. Asbefore, the rest of the slice is unused

and is unavailable for different filter types. At this point there is onememory sliceavailable

for any ingress filter type.

Now assume that you create and apply a VLAN ingress filter. The final memory slice is

reserved for VLAN ingress filters. Memory allocation for ingress filters (once again

assuming one term per filter) is as follows:
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• Slice 1: Filled with 256 ingress port filters. You cannot commit any more ingress port

filters.

• Slice 2: Contains one ingress Layer 3 filter with one term. You can commit 255more

terms in ingress Layer 3 filters.

• Slice 3: Contains one ingress VLAN filter with one term. You can commit 255more

terms in ingress VLAN filters.

Here is another example. Assume that you create 257 ingress port filters with one term

per filter–that is, youcreateonemore termthanasinglememory slice canaccommodate.

When you apply the filters and commit the configuration, the filter memory allocation

is:

• Slice 1: Filledwith256 ingressport filters. Youcannotapplyanymore ingressport filters.

• Slice 2: Contains one ingress port filter. You can apply 255more terms in ingress port

filters.

• Slice 3: This slice is unassigned. You can create and apply 256 terms in ingress filters

of any type (port, Layer 3, or VLAN), but all the filters must be of the same type.

Egress Filters

All of theprecedingprinciples also apply to egress filters, but fourmemory slices are used

because IPv4 Layer 3 filters and IPv6 Layer 3 filters are stored in separate slices. The

memory slices for egress filters are the same size as those for ingress filters, so the

maximum number of egress filter terms is therefore 1024.

Avoid Configuring tooMany Filters

If youviolateanyof these restrictionsandcommitaconfiguration that isnot in compliance,

JunosOS rejects theexcessive filters. For example, if youconfigure300 ingressport filters

and 300 ingress Layer 3 filters and try to commit the configuration, Junos OS does the

following (again assuming one term per filter):

• Accepts the 300 ingress port filters (storing them in twomemory slices).

• Accepts the first 256 ingress Layer 3 filters it processes (storing them in the third

memory slice).

• Rejects the remaining 44 ingress Layer 3 filters.

NOTE: In this situation, be sure to delete excessive filters (for example, the
remaining44 ingressLayer 3 filters) fromtheconfigurationbefore you reboot
the device. If you reboot a device that has a noncompliant configuration, you
cannot predict which filters are installed after the reboot. Using the example
above, the 44 ingress Layer 3 filters that were originally rejectedmight be
installed, and 44 of the port filters that were originally acceptedmight be
rejected.
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Policers can Limit Egress Filters

The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

You can prevent this problem from occurring by ensuring that egress firewall filter terms

with counter actions are placed earlier in your configuration file than terms that include

policers. In this circumstance, Junos OS commits policers even if there is not enough

TCAM space for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Planning for Filter-Specific Policers

You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this, rate limiting is applied in aggregate, so if you configure a policer to discard traffic

thatexceeds 1Gbpsand reference thatpolicer in threedifferent terms, the totalbandwidth
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allowed by the filter is 1 Gbps. However, the behavior of a filter-specific policer is affected

by how the firewall filter terms that reference the policer are stored in ternary content

addressable memory (TCAM). If you create a filter-specific policer and reference it in

multiple firewall filter terms, the policer allowsmore traffic than expected if the terms

are stored in different TCAM slices. For example, if you configure a policer to discard

traffic that exceeds 1 Gbps and reference that policer in three different terms that are

stored in three separatememory slices, the total bandwidthallowedby the filter is 3Gbps,

not 1 Gbps.

To prevent this unexpected behavior from occurring, use the information about TCAM

slices presented above to organize your configuration file so that all the firewall filter

terms that reference a given filter-specific policer are stored in the same TCAM slice.

Planning for Filter-Based Forwarding

Youcanuse firewall filters in conjunctionwith virtual routing instances to specifydifferent

routes for packets to travel in their networks. To set up this feature–called filter-based

forwarding–you specify a filter andmatch criteria and then specify the virtual routing

instance to sendpackets to. Filters used in thiswayalsoconsumememory inanadditional

TCAM. See “Understanding FIP Snooping, FBF, andMVR Filter Scalability” on page 4872

for more information. The section FBF Filter VFP TCAM Consumption in this topic

specifically addresses thenumberof supported filterswhenusing filter-based forwarding.

Related
Documentation

Overview of Firewall Filters on page 4409•

• Understanding How Firewall Filters Are Evaluated on page 4412

• Understanding Firewall Filter Planning on page 4434

• Configuring Firewall Filters on page 4531

• Understanding Filter-Based Forwarding on page 4412

Understanding Firewall Filter Processing Points for Bridged and Routed Packets

You apply firewall filters at multiple processing points in the forwarding path. At each

processing point, the action to be taken on a packet is determined by the configuration

of the filter and the results of the lookup in the forwarding or routing table.

For both bridged (Layer 2) unicast packets and routed (Layer 3) unicast packets, firewall

filters are applied in the prescribed order shown below (assuming that each filter is

present and a packet is accepted by each one).

Bridged packets:

1. Ingress port filter

2. Ingress VLAN filter

3. Egress VLAN filter

4. Egress port filter
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Routed packets:

1. Ingress port firewall filter

2. Ingress VLAN firewall filter (Layer 2 CoS)

3. Ingress router firewall filter (Layer 3 CoS)

4. Egress router firewall filter

5. Egress VLAN firewall filter

6. Egress port filter

NOTE: MAClearningoccursbefore filtersareapplied, soQFXSeriesproducts
learn the MAC addresses of packets that are dropped by ingress filters.

Related
Documentation

Overview of Firewall Filters on page 4409•

• Understanding How Firewall Filters Control Packet Flows on page 4414

• Configuring Firewall Filters on page 4531

Applying Firewall Filters to Interfaces

For a firewall filter to work, youmust apply it to at least one interface. To do this, include

the filter statement when configuring a logical interface at the [edit interfaces] hierarchy

level:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family family-name filter (input |
output) filter-name

In the input statement, specify a firewall filter to be evaluatedwhen packets are received

on the interface. Input filters applied to a loopback interface affect only traffic destined

for the Routing Engine.

In the output statement, specify a filter to be evaluated when packets exit the interface.

NOTE: When you create a loopback interface, it is important to apply an
ingress filter to it so the Routing Engine is protected. We recommend that
when you apply a filter to the loopback interface lo0, you include the

apply-groups statement. Doing so ensures that the filter is automatically

inherited on every loopback interface, including lo0 and other loopback

interfaces.

Related
Documentation

Configuring Firewall Filters on page 4531•
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Policers

• Overview of Policers on page 4441

• Understanding Policers with Link Aggregation Groups on page 4446

• Understanding Color-Blind Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Aware Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking on page 4449

• Understanding Color-Aware Mode for Two-Rate Tricolor Marking on page 4449

Overview of Policers

Aswitchpolices traffic by limiting the inputor output transmission rateofaclassof traffic

according to user-defined criteria. Policing (or rate-limiting) traffic allows you to control

the maximum rate of traffic sent or received on an interface and to provide multiple

priority levels or classes of service.

• Policer Overview on page 4441

• Policer Types on page 4442

• Policer Actions on page 4443

• Policer Colors on page 4443

• Filter-Specific Policers on page 4444

• Suggested Naming Convention for Policers on page 4444

• Policer Counters on page 4445

• Policer Algorithms on page 4445

• HowMany Policers are Supported? on page 4445

• Policers can Limit Egress Firewall Filters on page 4445

Policer Overview

You use policers to apply limits to traffic flow and set consequences for packets that

exceed these limits—usually applying a higher loss priority—so that if packets encounter

downstreamcongestion, theycanbediscarded first. Policersapplyonly tounicastpackets.

Policers provide two functions:metering andmarking. A policermeters (measures) each

packet against traffic rates and burst sizes that you configure. It then passes the packet

and themetering result to themarker,whichassignsapacket losspriority that corresponds

to the metering result. Figure 153 on page 4442 illustrates this process.
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Figure 153: Flow of Tricolor Marking Policer Operation
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After you name and configure a policer, you use it by specifying it as an action in one or

more firewall filters.

Policer Types

A switch supports three types of policers:

• Single-rate two-color marker—A two-color policer (or “policer” when used without

qualification) meters the traffic stream and classifies packets into two categories of

packet loss priority (PLP) according to a configured bandwidth and burst-size limit.

You canmark packets that exceed the bandwidth and burst-size limit with a specified

PLP or simply discard them.

You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-color policer is most useful for metering traffic at the port
(physical interface) level.

• Single-rate three-color marker—This type of policer is defined in RFC 2697, A Single

RateThreeColorMarker, aspartofanassured forwarding(AF)per-hop-behavior (PHB)

classification system for a Differentiated Services (DiffServ) environment. This type

of policer meters traffic based on one rate—the configured committed information

rate (CIR) as well as the committed burst size (CBS) and the excess burst size (EBS).

The CIR specifies the average rate at which bits are admitted to the switch. The CBS

specifies the usual burst size in bytes and the EBS specifies the maximum burst size

in bytes. The EBSmust be greater than or equal to the CBS, and neither can be 0.

You can specify this type of policer in an ingress or egress firewall.

NOTE: Asingle-rate three-colormarker (TCM) ismostusefulwhenaservice
is structured according to packet length and not peak arrival rate.

• Two-rate three-color marker—This type of policer is defined in RFC 2698, A Two Rate

Three Color Marker, as part of an assured forwarding per-hop-behavior classification

system for a Differentiated Services environment. This type of policer meters traffic

basedon two rates—theCIRandpeak information rate (PIR)alongwith their associated

burst sizes, the CBS and peak burst size (PBS). The PIR specifies the maximum rate

at which bits are admitted to the network andmust be greater than or equal to the

CIR.
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You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-rate three-color policer is most useful when a service is
structured according to arrival rates and not necessarily packet length.

See Table 346 on page 4443 for information about howmetering results are applied for

each of these policer types.

Policer Actions

Policer actions are implicit or explicit and vary by policer type. Implicitmeans that Junos

OS assigns the loss priority automatically. Table 346 on page 4443 describes the policer

actions.

Table 346: Policer Actions

Configurable ActionImplicit ActionMarkingPolicer

NoneAssign low loss
priority

Green (conforming)Single-rate two-color

DiscardNoneRed (nonconforming)

NoneAssign low loss
priority

Green (conforming)Single-rate
three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the EBS)

NoneAssign low loss
priority

Green (conforming)Two-rate three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the PIR
and PBS)

NOTE: If you specify a policer in an egress firewall filter, the only supported
action is discard.

Policer Colors

Single-rate and two-rate three-color policers can operate in twomodes:
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• Color-blind—In color-blind mode, the three-color policer assumes that all packets

examined have not been previouslymarked ormetered. In otherwords, the three-color

policer is “blind” to any previous coloring a packet might have had.

• Color-aware—In color-aware mode, the three-color policer assumes that all packets

examined have been previously marked or metered. In other words, the three-color

policer is “aware” of the previous coloring a packet might have had. In color-aware

mode, the three-color policer can increase the PLP of a packet but cannot decrease

it. For example, if a color-aware three-color policer meters a packet with a medium

PLPmarking, it can raise the PLP level to high but cannot reduce the PLP level to low.

Filter-Specific Policers

You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this, rate limiting is applied in aggregate, so if you configure a policer to discard traffic

thatexceeds 1Gbpsand reference thatpolicer in threedifferent terms, the totalbandwidth

allowed by the filter is 1 Gbps. However, the behavior of a filter-specific policer is affected

by how the firewall filter terms that reference the policer are stored in TCAM. If you create

a filter-specific policer and reference it in multiple firewall filter terms, the policer allows

more traffic than expected if the terms are stored in different TCAM slices. For example,

if you configure a policer to discard traffic that exceeds 1 Gbps and reference that policer

in three different terms that are stored in three separate memory slices, the total

bandwidth allowed by the filter is 3 Gbps, not 1 Gbps.

To prevent this unexpected behavior from occurring, use the information about TCAM

slices presented in “Planning the Number of Firewall Filters to Create” on page 4435 to

organize your configuration file so that all the firewall filter terms that reference a given

filter-specific policer are stored in the same TCAM slice.

Suggested Naming Convention for Policers

We recommend that you use the naming convention policertypeTCM#-color typewhen

configuring three-color policers and policer#when configuring two-color policers. TCM

stands for three-color marker. Because policers can be numerous andmust be applied

correctly to work, a simple naming convention makes it easier to apply the policers

properly. For example, the first single-rate, color-aware three-color policer configured

would be named srTCM1-ca. The second two-rate, color-blind three-color configured

would be named trTCM2-cb. The elements of this naming convention are explained

below:

• sr (single-rate)

• tr (two-rate)

• TCM (tricolor marking)

• 1 or 2 (number of marker)

• ca (color-aware)

• cb (color-blind)
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Policer Counters

Each policer that you configure includes an implicit counter that counts the number of

packets that exceed the rate limits that are specified for the policer. If you use the same

policer in multiple terms—either within the same filter or in different filters—the implicit

counter counts all the packets that are policed in all of these terms. If youwant to obtain

separate packet counts for each term, use these options:

• Configure a unique policer for each term.

• Configure only one policer, but use a unique, explicit counter in each term.

Policer Algorithms

Policing uses the token-bucket algorithm, which enforces a limit on average bandwidth

while allowing bursts up to a specifiedmaximum value. It offers more flexibility than the

leaky bucket algorithm in allowing a certain amount of bursty traffic before it starts

discarding packets.

HowMany Policers are Supported?

You can configure and commit the following numbers of policers on QFX3500 and

QFX3600 devices when they are operating as standalone switches:

• Two-color policers used in ingress firewall filters: 767

• Three-color policers used in ingress firewall filters: 767

• Two-color policers used in egress firewall filters: 1022

• Three-color policers used in egress firewall filters: 512

Policers can Limit Egress Firewall Filters

The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.
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• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Related
Documentation

Understanding Color-Blind Mode for Single-Rate Tricolor Marking on page 4447•

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking on page 4449

• Understanding Color-Aware Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Aware Mode for Two-Rate Tricolor Marking on page 4449

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

Understanding Policers with Link Aggregation Groups

If you apply a policer to a link aggregation group (LAG) on a QFX3500 switch or node,

the policer applies to all the interfaces in the LAG in aggregate. For example, if you

configure a policer to rate-limit at 1 Gbps and apply the policer (by using a firewall filter)

to a LAG that has twomember interfaces on a single switch or node, the total allowed

throughput for both members is 1 Gbps.

If you apply a policer to a LAG that hasmembers on different nodes in aQFabric network

Node group or redundant server Node group, the configured rate applies to the interface

on each node. For example, if you configure a policer to rate-limit at 1 Gbps and apply

the policer to a LAG that has onemember on server node A and onemember on server

nodeB, theallowed throughput for eachmember is 1Gbps, for a total allowed throughput

of 2 Gbps.

Related
Documentation

Overview of Policers on page 4441•

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538
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Understanding Color-BlindMode for Single-Rate Tricolor Marking

With the color-blind mode of single-rate tricolor marking, all packets are evaluated

against theCBS. If apacket exceeds theCBS, it is evaluatedagainst theEBS. In color-blind

mode, the policer supports three loss priorities only: low, medium-high, and high.

Packets that exceed the CBS but are below the EBS are marked yellow (medium-high).

Packets that exceed the EBSaremarked red (high), as shown in Table 347 on page 4447.

Table 347: Color-BlindMode TCMColor-to-PLPMapping

MeaningPLPColor

Conforming.lowGreen

Packet exceeds the CIR and CBS but does not exceed the EBS.medium-highYellow

Packet exceeds the EBS.highRed

Related
Documentation

Overview of Policers on page 4441•

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

Understanding Color-AwareMode for Single-Rate Tricolor Marking

In color-aware mode, the treatment the packet receives depends on its classification.

Marking can increase a preassigned PLP but cannot decrease it.

Summary of PLP Changes

Table 348 on page 4447 shows how a packet’s incoming priority can bemodified with

single-rate marking.

Table 348: Color-AwareMode Single-Rate PLPMapping

Outgoing
PLPPossible CasesPacket Metered Against

Incoming
PLP

lowConformingCIR, CBS, and EBSlow

medium-highPacket exceeds the CIR and CBS but
does not exceed the EBS.

highPacket exceeds the EBS.

medium-lowPacket does not exceed the EBS.EBS onlymedium-low

highPacket exceeds the EBS.

medium-highPacket does not exceed the EBS.EBS onlymedium-high

highPacket exceeds the EBS.
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Table 348: Color-AwareMode Single-Rate PLPMapping (continued)

Outgoing
PLPPossible CasesPacket Metered Against

Incoming
PLP

highAll cases.Notmeteredby thepolicer.high

The following sections describe single-rate color-aware PLPmapping in more detail.

Effect on Green Packets (Low PLP)

Packets belonging to the green class have already beenmarked by a classifier with low

PLP. Themarking policer can leave the PLP unchanged or increase it to medium-high or

high, so these packets are therefore metered against both the CBS and the EBS. For

example, if a behavior aggregate ormultifield classifiermarks a packet with lowPLP and

the two-rate TCM policer is in color-aware mode, the output loss priority is as follows:

• If the rate of traffic flow is less than the CIR, packets remain marked as low PLP.

• If bursts exceed the CBS but not the EBS, some of the packets are marked as

medium-high PLP, and some of the packets remain marked as low PLP.

• If bursts exceed the EBS, some of the packets are marked as high PLP, and some of

the packets remain marked as low PLP.

Effect on Yellow Packets (Medium PLP)

Packets belonging to the yellow class have already beenmarked by a classifier with

medium-low or medium-high PLP. Themarking policer can leave the PLP unchanged or

increase it to high, so these packets are therefore metered against the EBS only. For

example, if a behavior aggregate ormultifield classifiermarks a packetwithmedium-low

PLP and the two-rate TCM policer is in color-aware mode, the output loss priority is as

follows:

• If the rateof traffic flow is less than theCBS, thepackets remainmarkedasmedium-low

PLP.

• If the rate of traffic flow is greater than the CBS but less than the EBS, the packets

remain marked as medium-low PLP.

• If the rate of traffic flow is greater than the EBS, some of the packets are marked as

high PLP and some remain marked as medium-low PLP.

If a BA or multifield classifier marks a packet with medium-high PLP and the two-rate

TCM policer is in color-aware mode, the policer assigns output loss priority as follows:

• If the rate of traffic flow is less than the CBS, the packets remain marked as

medium-high PLP.

• If the rate of traffic flow is greater than the CBS but less than the EBS, the packets

remain marked as medium-high PLP.

• If the rate of traffic flow is greater than the EBS, some of the packets are marked as

high PLP and some remain marked as medium-high PLP.
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Effect on Red Packets (High PLP)

Packets belonging to the red class have already beenmarked by a classifier with high

PLP. Because the policer cannot decrease the PLP, it does not change it, and these

packets are not metered against the CBS or the EBS.

Related
Documentation

Overview of Policers on page 4441•

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

Understanding Color-BlindMode for Two-Rate Tricolor Marking

With the color-blindmode of two-rate tricolormarking, all packets are evaluated against

the committed information rate (CIR). If a packet exceeds the CIR, it is evaluated against

the peak information rate (PIR). Packets that exceed the CIR but are below the PIR are

marked yellow (medium-high). Packets that exceed the PIR are marked red (high).

Table 349: Color-BlindMode TCMColor-to-PLPMapping

MeaningPLPColor

Packet does not exceed the CIR.lowGreen

Packet exceeds the CIR but does not exceed the PIR.medium-highYellow

Packet exceeds the PIR.highRed

Related
Documentation

Overview of Policers on page 4441•

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

Understanding Color-AwareMode for Two-Rate Tricolor Marking

In color-aware mode, the treatment the packet receives depends on its classification.

Marking can increase the preassigned PLP but cannot decrease it

Summary of PLP Changes

Table 350 on page 4449 shows how a packet’s incoming priority can bemodified with

two-rate marking.

Table 350: Color-AwareMode Two-Rate PLPMapping

Outgoing
PLPPossible CasesPacket Metered Against

Incoming
PLP

lowPacket does not exceed the CIR.CIR and PIRlow

medium-highPacket exceeds the CIR but not the
PIR.

highPacket exceeds the PIR.
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Table 350: Color-AwareMode Two-Rate PLPMapping (continued)

Outgoing
PLPPossible CasesPacket Metered Against

Incoming
PLP

medium-lowPacket does not exceed the PIR.PIR onlymedium-low

highPacket exceeds the PIR.

medium-highPacket does not exceed the PIR.PIR onlymedium-high

highPacket exceeds the PIR.

highAll cases.Notmeteredby thepolicer.high

The following sections describe color-aware two-rate PLPmapping in more detail.

Effect on Green Packets (Low PLP)

Packets belonging to the green class have already beenmarked by a classifier with low

PLP. Themarking policer can leave the packet’s PLP unchanged or increase the PLP to

medium-high or high. These packets are thereforemetered against both the CIR and the

PIR. For example, if a behavior aggregate or multifield classifier marks a packet with low

PLP and the two-rate TCM policer is in color-aware mode, the output loss priority is as

follows:

• If the rate of traffic flow is less than the CIR, the packets remain marked as low PLP.

• If the rate of traffic flow is greater than the CIR but less than the PIR, some of the

packets are marked as medium-high PLP and some of the packets remain marked as

low PLP.

• If the rate of traffic flow is greater than the PIR, some of the packets are marked as

high PLP and some of the packets remain marked as low PLP.

Effect on Yellow Packets (MediumPLP)

Packets belonging to the yellow class have already beenmarked by a classifier with

medium-low or medium-high PLP. Themarking policer can leave the PLP unchanged or

increase it tohigh. Thesepackets are thereforemeteredagainst thePIRonly. For example,

if a behavior aggregate (BA) or multifield classifier marks a packet with medium-low

PLP and the two-rate TCM policer is in color-aware mode, the policer assigns output

loss priority as follows:

• If the rateof traffic flow is less than theCIR, thepackets remainmarkedasmedium-low

PLP.

• If the rateof traffic flow is greater than theCIRbut less than thePIR, thepackets remain

marked as medium-low PLP.

• If the rate of traffic flow is greater than the PIR, some of the packets are marked as

high PLP and some of the packets remain marked as medium-low PLP.
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If a BA or multifield classifier marks a packet with medium-high PLP and the two-rate

TCM policer is in color-aware mode, the policer assigns output loss priority as follows:

• If the rateof traffic flow is less than theCIR, thepackets remainmarkedasmedium-high

PLP.

• If the rateof traffic flow is greater than theCIRbut less than thePIR, thepackets remain

marked as medium-high PLP.

• If the rate of traffic flow is greater than the PIR, some of the packets are marked as

high PLP and some of the packets remain marked as medium-high PLP.

Effect on Red Packets (High PLP)

Packets belonging to the red class have already beenmarked by a classifier with high

PLP. Because the policer cannot decrease the PLP, it does not change it, and these

packets are not metered against the CIR or the PIR.

Related
Documentation

Overview of Policers on page 4441•

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

Port Security

• Overview of Access Port Protection on page 4451

• Port Security Overview on page 4454

• Understanding DHCP Snooping for Port Security on page 4456

• Understanding DAI for Port Security on page 4463

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Trusted and Untrusted Ports on page 4467

• Understanding Trusted DHCP Servers for Port Security on page 4467

• Understanding DHCP Option 82 for Port Security on page 4468

• Understanding Static ARP Entries on page 4470

Overview of Access Port Protection

Port security features can protect a switch against various types of attacks. Protection

methods against some common attacks are:

• Mitigation of Ethernet Switching Table Overflow Attacks on page 4452

• Mitigation of Rogue DHCP Server Attacks on page 4452

• Protection Against ARP Spoofing Attacks on page 4452

• Protection Against DHCP Snooping Database Alteration Attacks on page 4453

• Protection Against DHCP Starvation Attacks on page 4453
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Mitigation of Ethernet Switching Table Overflow Attacks

In an overflowattack on an Ethernet switching table, an intruder sends somany requests

fromnewMACaddresses that the table cannot learn all the addresses. The attack forces

the switch to send broadcast messages when it needs to send traffic to addresses for

which it lacks MAC addresses. In addition to generating unnecessary traffic, the attacker

might be able to sniff the broadcast packets.

Tomitigate such attacks, you can configure a limit for learned MAC addresses or allow

only specific MAC addresses. Use the MAC limit feature to control the total number of

MAC addresses that can be added to the Ethernet switching table for the specified

interface or interfaces. By setting the MAC addresses that are explicitly allowed, you

ensure that the addresses of network devices whose network access is critical are

guaranteed to be included in the Ethernet switching table.

Mitigation of Rogue DHCP Server Attacks

By default, all access ports are untrusted, and all trunk ports are trusted with regard to

DHCP. Trusted ports allow DHCP servers to provide IP addresses and other information

to requesting devices. If someone connects an unauthorized DHCP server to a trusted

port, theunauthorized server can start issuing IPaddressesandconfiguration information

to the network’s DHCP clients. The information provided to the clients by this server can

disrupt their network access. The unauthorized server might also assign itself as the

default gateway device for the network. An attacker can then sniff the network traffic

and perpetrate aman-in-the-middle attack—that is, it misdirects traffic intended for a

legitimate network device to a device of its choice.

Tomitigate this problem, set the interface towhich the unauthorized server is connected

as untrusted. That action blocks all ingress DHCP server messages from that interface.

.

NOTE: Theswitch logsallDHCPserverpackets thatare receivedonuntrusted
ports. For example:

5 untrustedDHCPOFFER received, interface xe-:0/0/2.0[65], vlan v1[10] server

ip/mac 12.12.12.1/00:00:00:00:01:12 offer ip/clientmac

12.12.12.253/00:AA:BB:CC:DD:01

You can use thesemessages to detect unauthorized DHCP servers on the
network.

NOTE: If you attach a DHCP server to an access port, youmust configure
the port as trusted.

Protection Against ARP Spoofing Attacks

In ARP spoofing, an attacker sends faked ARPmessages on the network. The attacker

associates its ownMAC address with the IP address of a network device connected to
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the switch. Any traffic sent to that IP address is instead sent to the attacker. Now the

attacker can create various types of problems, including sniffing the packets that were

meant for another host and perpetrating man-in-the middle attacks. (In a

man-in-the-middle attack, the attacker intercepts messages between two hosts, reads

them, and perhaps alters them, all without the original hosts knowing that their

communications have been compromised.)

ToprotectagainstARPspoofingonyour switch, enablebothDHCPsnoopinganddynamic

ARP inspection (DAI). DHCP snooping builds andmaintains the DHCP snooping table.

That table contains the MAC addresses, IP addresses, lease times, binding types, VLAN

information, and interface information for the untrusted interfaces on the switch. DAI

uses the information in the DHCP snooping table to validate ARP packets. Invalid ARP

packets are blocked, and when they are blocked, a system logmessage is recorded that

includes the type of ARP packet and the sender’s IP address and MAC address.

See “Example: Configuring DHCP Snooping and DAI to Protect the Switch from ARP

Spoofing Attacks” on page 4513.

Protection Against DHCP Snooping Database Alteration Attacks

In an attack designed to alter the DHCP snooping database, an intruder introduces a

DHCP client on one of the switch's untrusted access interfaces that has a MAC address

identical to that of a client on another untrusted port. The intruder acquires the DHCP

lease, which results in changes to the entries in the DHCP snooping table. Subsequently,

what would have been valid ARP requests from the legitimate client are blocked.

To protect against this type of alteration of theDHCP snooping database, configureMAC

addresses thatareexplicitly allowedon the interface. See “Example:ConfiguringAllowed

MACAddresses toProtect theSwitch fromDHCPSnoopingDatabaseAlterationAttacks”

on page 4518.

Protection Against DHCP Starvation Attacks

In a DHCP starvation attack, an attacker floods an Ethernet LANwith DHCP requests

from spoofed (counterfeit) MAC addresses so that trusted DHCP servers cannot keep

up with requests from legitimate DHCP clients. The address space of those servers is

completely used up, so they can no longer assign IP addresses and lease times to clients.

DHCP requests from those clients are either dropped—that is, the result is a denial of

service (DoS)—or directed to a rogue DHCP server set up by the attacker to imitate a

legitimate DHCP server.

Toprotect theswitch fromDHCPstarvationattacks, use theMAC limiting feature.Specify

themaximumnumberofMACaddresses that theswitchcan learnon theaccess interfaces

to which DHCP clients connect. The DHCP server or servers can then supply only the

specified number of IP addresses over each of those interfaces. If a DHCP starvation

attack occurs after themaximum number of IP addresses has been assigned, the attack

fails.

Related
Documentation

Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465•

• Configuring MAC Limiting on page 4545

• Verifying That MAC Limiting Is Working Correctly on page 4674
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• Understanding DHCP Option 82 for Port Security on page 4468

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 4495

• Understanding DAI for Port Security on page 4463

Port Security Overview

Ethernet LANs are vulnerable to attacks such as address spoofing (forging) and Layer 2

denial of service (DoS)onnetworkdevices. Port security features helpprotect theaccess

ports on your switch against the loss of information and productivity that can result from

such attacks.

Juniper Networks Junos operating system (Junos OS) provides features to help secure

ports on the switch. Ports can be categorized as either trusted or untrusted. You apply

policies appropriate to each category to protect ports against various types of attacks.

Basic port security features are enabled in the switch's default configuration. You can

configure additional features with minimal configuration steps.

Depending on the particular feature, you can configure the feature either on VLANs or

interfaces.

Port security features supported on switches are:

• DHCP snooping—Filters and blocks ingress Dynamic Host Configuration Protocol

(DHCP) server messages on untrusted ports; builds andmaintains an IP address to

MAC address binding (IP-MAC binding) database, which is called the DHCP snooping

database.

NOTE: DHCP snooping is not enabled in the default switch configurations.
DHCP snooping is enabled on a per-VLAN basis. The details of enabling
DHCP snooping depend on the particular switch.

• DHCPv6 snooping—DHCP snooping for IPv6.

• DHCP option 82—Also known as the DHCP Relay Agent information option. This

DHCPv4 feature helps protect the switch against attacks such as spoofing of IP

addressesandmediaaccesscontrol (MAC)addressesandDHCP IPaddress starvation.

Option 82 provides information about the network location of a DHCP client, and the

DHCP server uses this information to implement IP addresses or other parameters for

the client.

• DHCPv6 option 37—Option 37 is the DHCP for IPv6 (DHCPv6) equivalent of option 82

and is enabled by default when DHCPv6 snooping is enabled on a VLAN.

• DynamicARP inspection (DAI)—PreventsAddressResolutionProtocol (ARP)spoofing

attacks. ARP requests and replies are compared against entries in the DHCP snooping

database, and filtering decisions are made on the basis of the results of those

comparisons. You enable DAI on a VLAN.
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• IPv6 Neighbor Discovery (ND) inspection—Prevents IPv6 address spoofing attacks.

Neighbor discovery requests and replies are compared against entries in the DHCPv6

snoopingdatabase, and filteringdecisionsaremadeon thebasis of the results of those

comparisons. You enable ND inspection on a VLAN.

• IP source guard—Mitigates the effects of IP address spoofing attacks on the Ethernet

LAN. With IP source guard enabled, the source IP address in the packet sent from an

untrusted access interface is validated against the source MAC address in the DHCP

snooping database. The packet is forwarded if the source IP-MAC binding is valid; if

the binding is not valid, the packet is discarded. You enable IP source guard on a VLAN.

EX Series switches support IPv6 source guard also.

NOTE: IP source guard is not supported on the QFX Series.

• MAC limiting—Protects against flooding of the Ethernet switching table (also known

as theMAC forwarding table or Layer 2 forwarding table). You can enableMAC limiting

on an interface.

• MACmove limiting—(Not supported on EX9200) Tracks MACmovement and detects

MAC spoofing on access ports. You enable this feature on a VLAN.

• Persistent MAC learning—Also known as sticky MAC. Persistent MAC learning enables

interfaces to retain dynamically learned MAC addresses across switch reboots You

enable this feature on an interface.

• Trusted DHCP server—Configuring the DHCP server on a trusted port protects against

rogue DHCP servers sending leases. You enable this feature on an interface (port). By

default, access ports are untrusted, and trunk ports are trusted. (Access ports are the

switch ports that connect to Ethernet endpoints such as user PCs and laptops, servers,

and printers. Trunk ports are the switch ports that connect an Ethernet switch to other

switches or to routers.)

Related
Documentation

Security Features for EX Series Switches Overview•

• Understanding DHCP Snooping for Port Security on page 4456

• Understanding DHCP Snooping for Port Security

• Understanding IPv6 Neighbor Discovery Inspection

• Understanding DAI for Port Security on page 4463

• Understanding IP Source Guard for Port Security on EX Series Switches

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches

• Understanding DHCP Option 82 for Port Security on EX Series Switches
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Understanding DHCP Snooping for Port Security

DHCP snooping enables the switch to monitor and control DHCPmessages received

from untrusted devices connected to the switch. When DHCP snooping is enabled, the

system snoops the DHCPmessages to view DHCP lease information and build and

maintain a database of valid IP address to MAC address (IP-MAC) bindings called the

DHCP snooping database. Only clients with valid bindings are allowed access to the

network.

• DHCP Snooping Basics on page 4456

• DHCP Snooping Process on page 4457

• DHCP Server Access on page 4458

• DHCP Snooping Table on page 4461

• Static IP Address Additions to the DHCP Snooping Database on page 4461

• Snooping DHCP Packets That Have Invalid IP Addresses on page 4461

• Prioritizing Snooped Packets on page 4462

DHCP Snooping Basics

DynamicHostConfigurationProtocol (DHCP)allocates IPaddressesdynamically, leasing

addresses to devices so that the addresses can be reusedwhen no longer needed. Hosts

and end devices that require IP addresses obtained through DHCPmust communicate

with a DHCP server across the LAN.

DHCP snooping acts as a guardian of network security by keeping track of valid IP

addressesassigned todownstreamnetworkdevicesbya trustedDHCPserver (theserver

is connected to a trusted network port).

By default, all trunk ports on the switch are trusted and all access ports are untrusted

for DHCP snooping.

WhenDHCP snooping is enabled, the lease information from the switch is used to create

the DHCP snooping database, a mapping of IP address to MAC-address pairs.

NOTE: DHCP snooping is disabled in the default switch configuration. You
must explicitly enable DHCP snooping by setting examine-dhcp at the [edit

ethernet-switching-options secure-access-port] hierarchy level.

Entries in the DHCP database are updated in these events:

• When a DHCP client releases an IP address (sends a DHCPRELEASEmessage), the

associatedmapping entry is deleted from the database.

• If you move a network device from one VLAN to another, typically the device needs to

acquire a new IP address. Therefore, its entry in the database, including the VLAN ID,

is updated.
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• When the lease time (timeout value) assigned by the DHCP server expires, the

associated entry is deleted from the database.

TIP: By default, the IP-MAC bindings are lost when the switch is rebooted
and DHCP clients (the network devices, or hosts) must reacquire bindings.
However, you can configure the bindings to persist by setting the
dhcp-snooping-file statement to store the database file either locally or

remotely.

Youcanconfigure theswitch to snoopDHCPserver responsesonly fromparticularVLANs.

Doing this prevents spoofing of DHCP server messages.

You configure DHCP snooping per VLAN, not per interface (port). DHCP snooping is

disabled by default.

DHCP Snooping Process

The basic process of DHCP snooping consists of the following steps:

NOTE: When DHCP snooping is enabled for a VLAN, all DHCP packets sent
from that network devices in that VLAN are subjected to DHCP snooping.
The final IP-MAC binding occurs when the DHCP server sends DHCPACK to
the DHCP client.

1. The network device sends DHCPDISCOVER packet to request IP address.

2. The switch forwards the packet to the DHCP server.

3. Theserver sendsaDHCPOFFERpacket tooffer anaddress. If theDHCPOFFERpacket

is from a trusted interface, the switch forwards the packet to the DHCP client.

4. The network device sends a DHCPREQUEST packet to accept the IP address. The

switch adds an IP-MAC placeholder binding to the database. The entry is considered

a placeholder until a DHCPACK packet is received from the server. Until then, the IP

address could still be assigned to some other host.

5. The server sends a DHCPACK packet to assign the IP address or a DHCPNAK packet

to deny the address request.

6. Theswitchupdates theDHCPdatabase inaccordancewith the typeofpacket received:

• Upon receipt of a DHCPACK packet, the switch updates lease information for the

IP-MAC binding in its database.

• Upon receipt of a DHCPNACK packet, the switch deletes the placeholder.

NOTE: TheDHCPdatabase is updatedonly after theDHCPREQUESTpacket
has been sent.
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For general information about the messages that the DHCP client and DHCP server

exchange during the assignment of an IP address for the client, see the Junos OS System

Basics Configuration Guide.

DHCP Server Access

A switch’s access to the DHCP server can be configured in three ways:

• Switch, DHCP Clients, and DHCP Server Are All on the Same VLAN on page 4458

• Switch Acts as DHCP Server on page 4459

• Switch Acts as Relay Agent on page 4460

Switch, DHCP Clients, and DHCP Server Are All on the Same VLAN

When the switch, DHCP clients, and DHCP server are all members of the same VLAN, the

DHCP server can be connected to the switch in one of two ways:

• The server is directly connected to the same switch as the one connected to the DHCP

clients (thehosts, or networkdevices, that are requesting IPaddresses fromtheserver).

The VLAN is enabled for DHCP snooping to protect the untrusted access ports. The

trunk port is configured by default as a trusted port. See Figure 154 on page 4458.

• The server is connected toan intermediary switch (Switch 2) that is connected through

a trunk port to the switch (Switch 1) that the DHCP clients are connected to. Switch 2

is being used as a transit switch. The VLAN is enabled for DHCP snooping to protect

the untrusted access ports. The trunk port is configured by default as a trusted port.

See Figure 155 on page 4459—in the figure, ge-0/0/11 is a trusted trunk port.

Figure 154: DHCP Server Connected Directly to Switch
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Figure 155: DHCP Server Connected Directly to Switch 2, with Switch 2
Connected to Switch 1 Through a Trusted Trunk Port

Switch Acts as DHCP Server

NOTE: TheswitchactingasaDHCPserver isnot supportedon theQFXSeries
switch.

The switch itself is configured as a DHCP server; this is known as a “local” configuration.

See Figure 156 on page 4460.
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Figure 156: Switch Is the DHCP Server

Switch Acts as Relay Agent

The switch functions as a relay agent when the DHCP clients or the DHCP server is

connected to the switch through a Layer 3 interface. The Layer 3 interfaces on the switch

are configured as routed VLAN interfaces (RVIs,) or integrated routing and bridging

interfaces (IRBs). The trunk interfaces are trusted by default.

These two scenarios illustrate the switch acting as a relay agent:

• The DHCP server and clients are in different VLANs.

• The switch is connected to a router that is in turn connected to the DHCP server. See

Figure 157 on page 4461.
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Figure 157: Switch Acting as Relay Agent Through Router to DHCPServer

DHCP Snooping Table

The software creates a DHCP snooping information table that displays the content of

theDHCP snooping database. The table shows current IP-MACbindings, aswell as lease

time, type of binding, names of associated VLANs, and associated interface.

To display the DHCP snooping database, issue the operational mode command show

dhcp snooping binding.

Static IP Address Additions to the DHCP Snooping Database

You can add specific static IP addresses to the database as well as have the addresses

dynamically assigned through DHCP snooping. To add static IP addresses, you supply

the IP address, the MAC address of the device, the interface on which the device is

connected, and theVLANwithwhich the interface is associated.No lease time is assigned

to the entry. The statically configured entry never expires.

Snooping DHCP Packets That Have Invalid IP Addresses

If you enable DHCP snooping on a VLAN and then devices on that VLAN send DHCP

packets that request invalid IP addresses, these invalid IP addresses will be stored in the

DHCP snooping database until they are deleted when their default timeout is reached.

To eliminate this unnecessary consumption of space in the DHCP snooping database,

the switch drops the DCHP packets that request invalid IP addresses, preventing the

snooping of these packets. The invalid IP addresses are:

• 0.0.0.0

• 128.0.x.x

• 191.255.x.x
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• 192.0.0.x

• 223.255.255.x

• 224.x.x.x

• 240.x.x.x to 255.255.255.255

Prioritizing Snooped Packets

NOTE: Prioritizing snooped packets is not supported on the QFX Series.

You can use class-of-service (CoS) forwarding classes and queues to prioritize DHCP

snooped packets for a specified VLAN. This type of configuration places the DHCP

snoopedpackets for thatVLAN in thedesiredegressqueue, so that the securityprocedure

does not interfere with the transmittal of high-priority traffic. For additional information,

seeExample:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic.

Related
Documentation

Port Security Overview on page 4454•

• Understanding Trusted DHCP Servers for Port Security on page 4467

• Understanding DHCP Option 82 for Port Security on EX Series Switches

• Understanding DHCP Services for Switches on page 36

• DHCP/BOOTP Relay for Switches Overview

• Example: Configuring Basic Port Security Features on page 4488

• Enabling DHCP Snooping (CLI Procedure) on page 4551

• Enabling DHCP Snooping (J-Web Procedure)

• Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI Procedure)

Copyright © 2014, Juniper Networks, Inc.4462

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Understanding DAI for Port Security

Dynamic ARP inspection (DAI) protects switches against ARP spoofing.

DAI inspects Address Resolution Protocol (ARP) packets on the LAN and uses the

information in the DHCP snooping database on the switch to validate ARP packets and

to protect against ARP spoofing (also knownasARPpoisoning or ARP cache poisoning).

ARP requests and replies are compared against entries in the DHCP snooping database,

and filtering decisions are made based on the results of those comparisons. When an

attacker tries to use a forged ARP packet to spoof an address, the switch compares the

address with entries in the database. If the media access control (MAC) address or IP

address in the ARP packet does notmatch a valid entry in the DHCP snooping database,

the packet is dropped.

ARP packets are sent to the Routing Engine and are rate-limited to protect the switch

from CPU overload.

• Address Resolution Protocol on page 4463

• ARP Spoofing on page 4463

• Dynamic ARP Inspection on page 4464

• Prioritizing Inspected Packets on page 4464

Address Resolution Protocol

Sending IP packets on amulti-access network requires mapping an IP address to an

Ethernet MAC address.

Ethernet LANs use ARP tomapMAC addresses to IP addresses.

The switch maintains this mapping in a cache that it consults when forwarding packets

to network devices. If theARPcachedoes not contain an entry for the destination device,

the host (the DHCP client) broadcasts an ARP request for that device's address and

stores the response in the cache.

ARP Spoofing

ARP spoofing is one way to initiate man-in-the-middle attacks. The attacker sends an

ARP packet that spoofs the MAC address of another device on the LAN. Instead of the

switch sending traffic to the proper network device, the switch sends the traffic to the

device with the spoofed address that is impersonating the proper device. If the

impersonating device is the attacker's machine, the attacker receives all the traffic from

the switch that must have gone to another device. The result is that traffic from the

switch is misdirected and cannot reach its proper destination.

One type of ARP spoofing is gratuitous ARP, which is when a network device sends an

ARP request to resolve its own IP address. In normal LAN operation, gratuitous ARP

messages indicate that twodeviceshave the sameMACaddress. Theyarealsobroadcast

when a network interface card (NIC) in a device is changed and the device is rebooted,

so that other devices on the LAN update their ARP caches. In malicious situations, an

attacker can poison the ARP cache of a network device by sending an ARP response to
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the device that directs all packets destined for a certain IP address to go to a different

MAC address instead.

To prevent MAC spoofing through gratuitous ARP and through other types of spoofing,

the switches examine ARP responses through DAI.

Dynamic ARP Inspection

DAI examines ARP requests and responses on the LAN and validates ARP packets. The

switch interceptsARPpackets fromanaccessport and validates themagainst theDHCP

snooping database. If no IP-MAC entry in the database corresponds to the information

in the ARP packet, DAI drops the ARP packet and the local ARP cache is not updated

with the information in that packet. DAI also drops ARP packets when the IP address in

the packet is invalid. ARP probe packets are not subjected to dynamic ARP inspection.

The switch always forwards such packets.

Junos OS for EX Series switches and the QFX Series uses DAI for ARP packets received

on access ports because these ports are untrusted by default. Trunk ports are trusted

by default, and therefore ARP packets bypass DAI on them.

You configure DAI for eachVLAN, not for each interface (port). By default, DAI is disabled

for all VLANs.

If you set an interface to be a DHCP trusted port, it is also trusted for ARP packets.

NOTE:

• If your switch uses Junos OS for EX Series switches with support for the
EnhancedLayer2Software(ELS)configurationstyle, seeEnablingaTrusted
DHCP Server (CLI Procedure) for information about configuring an access
interface to be a DHCP trusted port. .

• If your switch is not using JunosOS for EX Series switcheswith support for
the Enhanced Layer 2 Software (ELS) configuration style, see “Enabling a
TrustedDHCPServer (CLIProcedure)”onpage4555 for informationabout
configuring an access interface to be a DHCP trusted port.

For packets directed to the switch to which a network device is connected, ARP queries

are broadcast on the VLAN. The ARP responses to those queries are subjected to the

DAI check.

ForDAI, allARPpacketsare trapped to thePFE.TopreventCPUoverloading,ARPpackets

destined for the Routing Engine are rate-limited.

If the DHCP server goes down and the lease time for an IP-MAC entry for a previously

valid ARP packet runs out, that packet is blocked.

Prioritizing Inspected Packets

NOTE: Prioritizing inspected packets is not supported on the QFX Series.
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You can use class-of-service (CoS) forwarding classes and queues to prioritize DAI

packets for a specified VLAN. This type of configuration places inspected packets for

that VLAN in the egress queue, that you specify, ensuring that the security procedure

does not interfere with the transmission of high-priority traffic.

Related
Documentation

Port Security Overview on page 4454•

• Understanding DHCP Snooping for Port Security on page 4456

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy Network

Traffic

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553

• Enabling Dynamic ARP Inspection (CLI Procedure)

• Enabling Dynamic ARP Inspection (J-Web Procedure)

UnderstandingMAC Limiting andMACMove Limiting for Port Security

MAC limiting protects against flooding of the Ethernet switching table (also known as

the MAC forwarding table or Layer 2 forwarding table). You enable this feature on Layer

2 interfaces (ports). MACmove limiting detects MACmovement and MAC spoofing on

access interfaces. You enable this feature on VLANs.

• MAC Limiting on page 4465

• MACMove Limiting on page 4466

• Actions for MAC Limiting on page 4466

• MAC Addresses That Exceed the MAC Limit or MACMove Limit on page 4466

MAC Limiting

MAC limiting sets a limit on the number ofMACaddresses that canbe learnedona single

Layer 2 access interface or on all the Layer 2 access interfaces on the switch. Junos OS

provides two MAC limiting methods:

• MaximumnumberofMACaddresses—Youconfigure themaximumnumberofdynamic

MAC addresses allowed per interface. When the limit is exceeded, incoming packets

with newMACaddresses can be ignored, dropped, or logged. You can also specify that

the interface be shut down or temporarily disabled.

• Allowed MAC addresses—You configure specific “allowed” MAC addresses for the

access interface. Any MAC address that is not in the list of configured addresses is not
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learned, and the switch logs an appropriate message. Allowed MAC binds MAC

addresses to a VLAN so that the address does not get registered outside the VLAN. If

anallowedMACsetting conflictswithadynamicMACsetting, theallowedMACsetting

takes precedence.

NOTE: If you do not want the system to logmessages about invalid MAC
addresses receivedbyan interface thathasbeenconfigured for allowedMAC
addresses, disable the logging by configuring the no-allowed-mac-log

statement.

You configure MAC limiting per interface, not per VLAN. You can specify the maximum

number of dynamic MAC addresses that can be learned on a single Layer 2 access

interface (including tagged-access interfaces) or on all Layer 2 access interfaces.

MACMove Limiting

MACmove limiting causes the switch to track the number of times a MAC address can

move to a new interface (port). It can help to prevent MAC spoofing, and it can also

detect and prevent loops.

If a MAC address moves more than the configured number of times within 1 second, the

switch performs the configured action. You can configure MACmove limiting to apply to

all VLANs or to a specific VLAN.

Actions for MAC Limiting

You can choose to have one of the following actions performed when the limit of MAC

addresses or the limit of MACmoves is exceeded:

• drop—Drop the packet and generate a system log entry. This is the default.

• log—Do not drop the packet but generate a system log entry.

• none—Take no action.

• shutdown—Disable the interface and generate an alarm. If you configure the switch

with the port-error-disable statement, the disabled interface recovers automatically

upon expiration of the specified timeout. If this is not configured, you can bring up the

disabled interfaces by running the clear ethernet-switching port-error command.

Seedescriptionsof results of these variousaction settings in “VerifyingThatMACLimiting

Is Working Correctly” on page 4674.

If you set aMAC limit to apply to all interfaces on the switch, you can override that setting

for a particular interface by specifying action none. See “Configuring the none Action to

Override a MAC Limit Applied to All Interfaces (CLI Procedure)” on page 4549

MACAddresses That Exceed theMAC Limit or MACMove Limit

If you have configured the port-error-disable statement, you can view which interfaces

are temporarily disabled because the MAC limit or MACmove limit was exceeded. Use

the show ethernet-switching interfaces command.
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The log messages that indicate the MAC limit or MACmove limit has been exceeded

include the offending MAC addresses.

Related
Documentation

Port Security Overview on page 4454•

• Configuring MAC Limiting on page 4545

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• Verifying That MAC Limiting Is Working Correctly on page 4674

• Verifying That MACMove Limiting Is Working Correctly on page 4677

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 4495

• Example: Configuring Basic Port Security Features on page 4488

• no-allowed-mac-log on page 4598

Understanding Trusted and Untrusted Ports

Bydefault, all accessportsareuntrustedandall trunkportsare trusted in regard toDHCP.

Trusted ports allow DHCP servers to provide IP addresses and other information to

requesting devices. Untrusted ports drop traffic from DHCP servers to prevent

unauthorized servers from providing any configuration information to clients.

If you attach a DHCP server to an access port, you must configure the port as trusted.

Before you do so, ensure that the server is physically secure—that is, that access to the

server is monitored and controlled.

Related
Documentation

Understanding DHCP Snooping for Port Security on page 4456•

• Example: Configuring Basic Port Security Features on page 4488

• Enabling a Trusted Port for DHCP on page 4556

Understanding Trusted DHCP Servers for Port Security

Any interfaceon theswitch that connects toaDHCPserver canbeconfiguredasa trusted

port. Configuring a DHCP server on a trusted port protects against rogue DHCP servers

sending leases.

Ensure that the DHCP server interface is physically secure—that is, that access to the

server is monitored and controlled at the site—before you configure the port as trusted.

Related
Documentation

Understanding DHCP Snooping for Port Security on page 4456•

• Example: Configuring Basic Port Security Features on page 4488

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing
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• Enabling a Trusted DHCP Server (CLI Procedure) on page 4555

• Enabling a Trusted DHCP Server (CLI Procedure)

• Enabling a Trusted DHCP Server (J-Web Procedure)

Understanding DHCPOption 82 for Port Security

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Hosts on untrusted access interfaces

on Ethernet LAN switches send requests for IP addresses in order to access the Internet.

The switch forwardsor relays these requests toDHCPservers, and the servers sendoffers

for IPaddress leases in response.Attackers canuse thesemessages toperpetrateaddress

spoofing and starvation.

Option 82 provides information about the network location of a DHCP client, and the

DHCP server uses this information to implement IP addresses or other parameters for

the client. The Juniper Networks Junos operating system (Junos OS) implementation of

DHCP option 82 supports RFC 3046, DHCP Relay Agent Information Option, at

http://tools.ietf.org/html/rfc3046.

This topic covers:

• DHCP Option 82 Processing on page 4468

• Suboption Components of Option 82 on page 4469

• Configurations That Support Option 82 on page 4469

DHCPOption 82 Processing

If DHCP option 82 is enabled on the switch, then when a DHCP client that is connected

to the switch on an untrusted interface sends a DHCP request, the switch inserts

information about the client's network location into the packet header of that request.

The switch then sends the request to the DHCP server. The DHCP server reads the

option 82 information in the packet header and uses it to implement the IP address or

anotherparameter for theclient.See“SuboptionComponentsofOption82”onpage4469

for details about option 82 information.

You can enable DHCP option 82 on a single VLAN or on all VLANs on the switch. You can

also configure it on Layer 3 interfaces (in routed VLAN interfaces, or RVIs) when the

switch is functioning as a relay agent.

When option 82 is enabled on the switch, then this sequence of events occurs when a

DHCP client sends a DHCP request:

1. The switch receives the request and inserts the option 82 information in the packet

header.

2. The switch forwards or relays the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response back to the switch. It does not alter the option 82 information.
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4. The switch strips the option 82 information from the response packet.

5. The switch forwards the response packet to the client.

NOTE: To use the DHCP option 82 feature, youmust ensure that the DHCP
server is configured to accept option 82. If it is not configured to accept
option 82, then when it receives requests containing option 82 information,
it does not use the information in setting parameters and it does not echo
the information in its responsemessage.

Suboption Components of Option 82

When configuring DHCP option 82, you can use the following suboptions:

• circuit ID—Identifies the circuit (interface and/or VLAN) on the switch on which the

request was received. The circuit ID contains the interface name and/or VLAN name,

with the two elements separated by a colon—for example, xe-0/0/10:vlan1. If the

request packet is received on a Layer 3 interface, the circuit ID is just the interface

name—for example, xe-0/0/10.

Use the prefix option to add an optional prefix to the circuit ID. If you enable the prefix

option, the hostname for the switch is used as the prefix; for example,

switch1:xe-0/0/10:vlan1..

You can also specify that the interface description be used rather than the interface

name and that the VLAN ID be used rather than the VLAN name.

• remote ID—Identifies the host. By default, the remote ID is the MAC address of the

switch. You can specify that the remote IDbe the hostnameof the switch, the interface

description, or a character string of your choice. You can also add an optional prefix to

the remote ID.

• vendor ID—Identifies the vendor of the host. If you specify the vendor-id option but do

not enter a value, the default value Juniper is used. To specify a value, you type a

character string.

Configurations That Support Option 82

You can use option 82 with the following configurations:

• The DHCP client and the DHCP server are on the same VLAN. In this case the switch

forwards the requests from the clients on untrusted access interfaces to the server on

a trusted interface. For this configuration, you set DHCP option 82 at the [edit

ethernet-switching-options secure-access-port vlan] hierarchy level.

• The DHCP client or the DHCP server is connected to the switch through a Layer 3

interface and the switch is configured to relayDHCP requests. Figure 158 onpage4470

illustrates a scenario for the switch-as-relay-agent; in this instance, the switch relays

requests through a router to the server.
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Figure 158: Switch Relays DHCP Requests to Server

For the configuration shown in Figure 158 on page 4470, you set DHCPoption 82 at the

[edit forwarding-options helpers bootp] hierarchy level.

Related
Documentation

Overview of Access Port Protection on page 4451•

• DHCP and BOOTP Relay Overview on page 4718

• dhcp-option82 on page 4608

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

Understanding Static ARP Entries

You can create explicit mappings between IP addresses and MAC addresses, which are

called static ARP table entries. Unlike dynamically learned ARP entries, static entries do

not age out. Youmight want to create static ARP entries in a troubleshooting situation

or if your device is unable to learn a MAC address dynamically for any reason.

Related
Documentation

Configuring Static ARP Entries on page 1526•

• arp
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Device Security

• Understanding Storm Control on page 4471

• Understanding Unicast RPF on page 4473

• Understanding Unknown Unicast Forwarding on page 4477

Understanding Storm Control

A traffic storm occurs when broadcast packets prompt receiving devices to broadcast

packets in response. This prompts further responses, creating a snowball effect. The

switch is flooded with packets, which creates unnecessary traffic that leads to poor

performance or even a complete loss of service by some clients. Storm control causes

a device to monitor traffic levels and take a specified action when a specified traffic

level—called the storm control level—is exceeded, thus preventing packets from

proliferating and degrading service. You can configure devices to drop broadcast and

unknown unicast packets, shut down interfaces, or temporarily disable interfaces when

the storm control level is exceeded.

Storm control is disabled by default. If you configure storm control and do not specify a

storm control level, the default level is 80 percent of the available bandwidth for ingress

traffic. You can change the storm control level by configuring it as a specific bandwidth

value. (The levelconfiguration statement,whichallowsyou toconfigure the stormcontrol

level as a percentage of the combined broadcast and unknown unicast streams, is

deprecated andmight be removed from future releases.We recommend that you phase

out its use and replace it with the bandwidth statement.)

NOTE: There is no default rate limiting of BUM traffic to 80%onMX
platforms. If the storm control profile is not attached to the IFL, BUM traffic
can go up to the line rate.

NOTE: Whenyouconfigurestormcontrolbandwidth, thevalueyouconfigure
is rounded off internally to the closest multiple of 64 Kbps, and the
rounded-off value represents the bandwidth that is actually enforced. For
example, if you configure a bandwidth limit of 150 Kbps, storm control
enforces a bandwidth limit of 128 Kbps.

NOTE: Stormcontrolmustbedisabledonall Ethernet interfaces thatbelong
to the FCoE VLAN to prevent FCoE traffic from being dropped. Configuring
storm control on an Ethernet interface and including that interface in an
FCoE-FC gatewaymay have undesirable effects, including FCoE packet loss.
After disabling storm control on all interfaces, enable storm control on any
interfaces that are not part of an FCoE-FC gateway on which you want to
use storm control.
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CAUTION: The Junos OS allows you to configure a storm control value that
exceeds thebandwidthof the interface. If youconfigurean interface thisway,
storm control does not drop broadcast or unknown unicast packets even if
they consume all the available bandwidth.

Broadcast, multicast, and unicast packets are sent as part of normal operations, so to

recognize a storm, youmust be able to identify when traffic has reached an abnormal

level. Suspect a stormwhen operations begin timing out and network response times

slow down. Users might be unable to access expected services. Monitor the percentage

of broadcast and unknown unicast traffic in the network when it is operating normally.

This data can then be used as a benchmark to determinewhen traffic levels are too high.

Youcan thenconfigure stormcontrol to set the level atwhich youwant todropbroadcast

and unknown unicast traffic.

Related
Documentation

Example: Configuring Storm Control to Prevent Network Outages on page 4527•

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

• Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway on page 5056

• action-shutdown on page 4650

• interface (Storm Control) on page 4666

• port-error-disable on page 4600

• storm-control on page 4667
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Understanding Unicast RPF

Unicast reverse-path forwarding (RPF)helpsprotect the switchagainst denial-of-service

(DoS) and distributed denial-of-service (DDoS) attacks by verifying the unicast source

address of each packet that arrives on an ingress interfacewhere unicast RPF is enabled.

It alsohelps ensure that traffic arrivingon ingress interfaces comes fromanetwork source

that the receiving interface can reach.

When you enable unicast RPF, the switch forwards a packet only if the receiving interface

is the best return path to the packet's unicast source address. This is known as strict

mode unicast RPF.

NOTE: On Juniper Networks EX3200, EX4200, and EX4300 Ethernet
Switches, the switch applies unicast RPF globally to all interfaces when
unicast RPF is configured on any interface. For additional information, see
“Limitations of the Unicast RPF Implementation on EX3200, EX4200, and
EX4300 Switches” on page 4476.

This topic covers:

• Unicast RPF for Switches Overview on page 4473

• Unicast RPF Implementation on page 4474

• When to Enable Unicast RPF on page 4474

• When Not to Enable Unicast RPF on page 4475

• Limitations of the Unicast RPF Implementation on EX3200, EX4200, and EX4300

Switches on page 4476

Unicast RPF for Switches Overview

Unicast RPF functions as an ingress filter that reduces the forwarding of IP packets that

mightbe spoofinganaddress. Bydefault, unicastRPF isdisabledon the switch interfaces.

The type of unicast RPF provided on the switches—that is, strict mode unicast RPF is

especially useful on untrusted interfaces. An untrusted interface is an interface where

untrusted users or processes can place packets on the network segment.

The switch supports only the active paths method of determining the best return path

back to a unicast source address. The active paths method looks up the best reverse

path entry in the forwarding table. It does not consider alternate routes specified using

routing-protocol-specific methods when determining the best return path.

If the forwarding table lists the receiving interface as the interface to use to forward the

packet back to its unicast source, it is the best return path interface.

Use strict mode unicast RPF only on symmetrically routed interfaces. (For information

aboutsymmetrically routed interfaces, see “WhentoEnableUnicastRPF”onpage4474.)

For more information about strict unicast RPF, see RFC 3704, Ingress Filtering for

Multihomed Networks at http://www.ietf.org/rfc/rfc3704.txt.
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Unicast RPF Implementation

This section includes:

• Unicast RPF Packet Filtering on page 4474

• Bootstrap Protocol (BOOTP) and DHCP Requests on page 4474

• Default Route Handling on page 4474

Unicast RPF Packet Filtering

When you enable unicast RPF on the switch, the switch handles traffic in the following

manner:

• If the switch receivesapacketon the interface that is thebest returnpath to theunicast

source address of that packet, the switch forwards the packet.

• If the best return path from the switch to the packet's unicast source address is not

the receiving interface, the switch discards the packet.

• If the switch receives apacket that has a source IPaddress that doesnot havea routing

entry in the forwarding table, the switch discards the packet.

Bootstrap Protocol (BOOTP) and DHCP Requests

Bootstrap protocol (BOOTP) and DHCP request packets are sent with a broadcast MAC

address and therefore the switch does not perform unicast RPF checks on them. The

switch forwards all BOOTP packets and DHCP request packets without performing

unicast RPF checks.

Default Route Handling

If the best return path to the source is the default route (0.0.0.0) and the default route

points to reject, the switch discards the packets. If the default route points to a valid

network interface, the switch performs a normal unicast RPF check on the packets.

When to Enable Unicast RPF

Enable unicast RPF when you want to ensure that traffic arriving on a network interface

comes from a source that resides on a network that that interface can reach. You can

enable unicast RPF on untrusted interfaces to filter spoofed packets. For example, a

common application for unicast RPF is to help defend an enterprise network from

DoS/DDoS attacks coming from the Internet.

Enable unicast RPF only on symmetrically routed interfaces. A symmetrically routed

interface uses the same route in both directions between the source and the destination,

asshown inFigure 159onpage4475.Symmetrical routingmeansthat ifan interface receives

a packet, the switch uses the same interface to send a reply to the packet source (the

receiving interface matches the forwarding-table entry for the best return path to the

source).
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Figure 159: Symmetrically Routed Interfaces

Enabling unicast RPF on asymmetrically routed interfaces (where different interfaces

receive a packet and reply to its source) results in packets from legitimate sources being

filtered (discarded) because the best return path is not the same interface that received

the packet.

The following switch interfaces are most likely to be symmetrically routed and thus are

candidates for unicast RPF enabling:

• The service provider edge to a customer

• The customer edge to a service provider

• A single access point out of the network (usually on the network perimeter)

• A terminal network that has only one link

NOTE: Because unicast RPF is enabled globally on EX3200, EX4200, and
EX4300 switches, ensure that all interfaces are symmetrically routed before
you enable unicast RPF on these switches. Enabling unicast RPF on
asymmetrically routed interfaces results in packets from legitimate sources
being filtered.

TIP: Enabling unicast RPF as close as possible to the traffic source stops
spoofed traffic before it can proliferate or reach interfaces that do not have
unicast RPF enabled.

When Not to Enable Unicast RPF

Typically, you will not enable unicast RPF if:

• Switch interfaces are multihomed.

• Switch interfaces are trusted interfaces.

• BGP is carrying prefixes and some of those prefixes are not advertised or are not

accepted by the ISP under its policy. (The effect in this case is the same as filtering an

interface by using an incomplete access list.)

• Switch interfaces face the network core. Core-facing interfaces are usually

asymmetrically routed.

An asymmetrically routed interface uses different paths to send and receive packets

between thesourceand thedestination, as shown inFigure 160onpage4476.Thismeans
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that if an interface receives a packet, that interface does notmatch the forwarding table

entry as the best return path back to the source. If the receiving interface is not the best

returnpath to the sourceof apacket, unicastRPFcauses the switch todiscard thepacket

even though it comes from a valid source.

Figure 160: Asymmetrically Routed Interfaces

NOTE: DonotenableunicastRPFonEX3200,EX4200,andEX4300switches
if any switch interfaces are asymmetrically routed, because unicast RPF is
enabled globally on all interfaces of these switches. All switch interfaces
must be symmetrically routed for you to enable unicast RPFwithout the risk
of the switch discarding traffic that you want to forward.

Limitationsof theUnicastRPF ImplementationonEX3200,EX4200,andEX4300
Switches

On EX3200, EX4200, and EX4300 switches, the switch implements unicast RPF on a

global basis. You cannot enable unicast RPF on a per-interface basis. Unicast RPF is

globally disabled by default.

• Whenyouenable unicastRPFonany interface, it is automatically enabledonall switch

interfaces, including link aggregation groups (LAGs), integrated routing and bridging

(IRB) interfaces, and routed VLAN interfaces (RVIs).

• When you disable unicast RPF on the interface (or interfaces) on which you enabled

unicast RPF, it is automatically disabled on all switch interfaces.

NOTE: Youmust explicitly disable unicast RPF on every interface on which
it was explicitly enabled or unicast RPF remains enabled on all switch
interfaces.

QFX switches and EX3200 and EX4200 switches do not perform unicast RPF filtering

on equal-cost multipath (ECMP) traffic. The unicast RPF check examines only one best

return path to the packet source, but ECMP traffic employs an address block consisting

of multiple paths. Using unicast RPF to filter ECMP traffic on these switches can result

in the switch discarding packets that you want to forward because the unicast RPF filter

does not examine the entire ECMP address block.

Related
Documentation

Example: Configuring Unicast RPF on an EX Series Switch•

• Configuring Unicast RPF (CLI Procedure) on page 4562
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• Disabling Unicast RPF (CLI Procedure) on page 4564

Understanding UnknownUnicast Forwarding

Unknown unicast traffic consists of unicast packets with unknown destination MAC

addresses. By default, the switch floods these unicast packets that are traveling in a

VLAN to all interfaces that aremembers of the VLAN. Forwarding this type of traffic can

create unnecessary traffic that leads to poor network performance or even a complete

loss of network service. This is known as a traffic storm.

To prevent a storm, you can disable the flooding of unknown unicast packets to all VLAN

interfaces by configuring one VLAN or all VLANs to forward all unknown unicast traffic

to a specific interface. This channels the unknown unicast traffic to a single interface.

Related
Documentation

• Configuring Unknown Unicast Forwarding (CLI Procedure)

• Configuring Unknown Unicast Forwarding (CLI Procedure) on page 4565

• Understanding Storm Control on EX Series Switches

• Understanding Storm Control on EX Series Switches

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches
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CHAPTER 51

Configuration

• Firewall and Policer Configuration Examples on page 4479

• Port Security Configuration Examples (Original CLI Only) on page 4488

• Device Security Configuration Example (Original CLI Only) on page 4527

• Device Security Configuration Example (ELS CLI Only) on page 4529

• Firewall and Policer Configuration Tasks on page 4531

• Port Security Configuration Tasks (Original CLI Only) on page 4542

• Device Security Configuration Tasks on page 4562

• Configuration Statements for Firewall Filters on page 4565

• Configuration Statements for Policers on page 4573

• Configuration Statements for Port Security on page 4591

• Configuration Statements for Port Security (Original CLI Only) on page 4603

• Configuration Statements for Port Security (ELS CLI Only) on page 4630

• Configuration Statements for Device Security on page 4649

• Configuration Statements for Device Security (ELS CLI Only) on page 4656

• Configuration Statements for Device Security (Original CLI Only) on page 4662

Firewall and Policer Configuration Examples

• Example: Using Filter-Based Forwarding to Route Application Traffic to a Security

Device on page 4479

• Example: Using Two-Color Policers and Prefix Lists on page 4483

• Example: Using Policers to Manage Oversubscription on page 4486

Example: Using Filter-Based Forwarding to Route Application Traffic to a Security Device

You can configure filter-based forwarding by using a firewall filter to forwardmatched

traffic to a specific virtual routing instance.

This example describes how to set up filter-based forwarding:

• Requirements on page 4480

• Overview and Topology on page 4480
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• Configuration on page 4480

• Verification on page 4482

Requirements

This example requires Junos OS Release 12.2X50-D20 or later.

Overview and Topology

In this example, traffic from one application server that is destined for a different

application server is matched by a firewall filter based on the IP address of the source

application server. Any matching packets are routed to a virtual routing instance that

sends the traffic to a security device. In this case, the security device must be able to

forward the traffic to the destination application server. For this example, assume that

the address of the destination application server is 192.168.0.1.

Configuration

To configure filter-based forwarding:

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste them into the CLI at the [edit] hierarchy level.

[edit]
set interfaces xe-0/0/0 unit 0 family inet address 10.1.0.1/24
set interfaces xe-0/0/3 unit 0 family inet address 10.1.3.1/24
set firewall family inet filter f1 term t1 from source-address 10.1.0.50/32
set firewall family inet filter f1 term t1 from protocol tcp
set interfaces xe-0/0/0 unit 0 family inet filter input f1
set routing-instances vrf01 instance-type virtual-router
set routing-instances vrf01 interface xe-0/0/3.0
set routing-instances vrf01 routing-options static route 192.168.0.1/24 next-hop 10.1.3.254
set firewall family inet filter f1 term t1 then routing-instance vrf01

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.To configure filter-based forwarding:

1. Configure an interface to connect to the application server:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family inet address 10.1.0.1/24

2. Configure an interface to connect to the security device:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 family inet address 10.1.3.1/24

3. Createa firewall filter thatmatchespacketsbasedon theaddressof theapplication

server that the traffic will be sent from. Also configure the filter so that it matches

only TCP packets:

[edit firewall]
user@switch# set family inet filter f1 term t1 from source-address 10.1.0.50/32
user@switch# set firewall family inet filter f1 term t1 from protocol tcp

4. Apply the filter to the interface that connects to the source application server and

configure it to match incoming packets:

[edit interfaces]
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user@switch# set xe-0/0/0 unit 0 family inet filter input f1

5. Create a virtual router:

[edit]
user@switch# set routing-instances vrf01 instance-type virtual-router

6. Associate the virtual router with the interface that connects to the security device:

[edit routing-instances]
user@switch# set vrf01 interface xe-0/0/3.0

7. Configure the routing information for the virtual routing instance:

[edit routing-instances]
user@switch# set vrf01 routing-options static route 192.168.0.1/24 next-hop 10.1.3.254

8. Set the filter to forward packets to the virtual router:

[edit firewall]
user@switch# set family inet filter f1 term t1 then routing-instance vrf01

Results

Check the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
filter {
input f1;

}
address 10.1.0.1/24;

}
}

}
xe-0/0/3 {
unit 0 {
family inet {
address 10.1.3.1/24;

}
}

}
}
firewall {
family inet {
filter f1 {
term t1 {
from {
source-address {
10.1.0.50/32;

}
protocol tcp;

}
then {
routing-instance vrf01;

}
}

}
}
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}
routing-instances {
vrf01 {
instance-type virtual-router;
interface xe-0/0/1.0;
routing-options {
static {
route 12.34.56.0/24 next-hop 10.1.3.254;

}
}

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That Filter-Based ForwardingWas Configured on page 4482

Verifying That Filter-Based ForwardingWas Configured

Purpose Verify that filter-based forwarding was properly enabled on the switch.

Action Use the show interfaces filters command:1.

user@switch> show interfaces filters xe-0/0/0.0
Interface        Admin Link Proto Input Filter         Output Filter
xe-0/0/0.0       up    down inet f1

2. Use the show route forwarding-table command:

user@switch> show route forwarding-table

Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            user     1 0:12:f2:21:cf:0    ucst   331     4 me0.0
default            perm     0                    rjct    36     3
0.0.0.0/32         perm     0                    dscd    34     1
10.1.0.0/24        ifdn     0                    rslv   613     1 xe-0/0/0.0
10.1.0.0/32        iddn     0 10.1.0.0           recv   611     1 xe-0/0/0.0
10.1.0.1/32        user     0                    rjct    36     3
10.1.0.1/32        intf     0 10.1.0.1           locl   612     2
10.1.0.1/32        iddn     0 10.1.0.1           locl   612     2
10.1.0.255/32      iddn     0 10.1.0.255         bcst   610     1 xe-0/0/0.0
10.1.1.0/26        ifdn     0                    rslv   583     1 vlan.0
10.1.1.0/32        iddn     0 10.1.1.0           recv   581     1 vlan.0
10.1.1.1/32        user     0                    rjct    36     3
10.1.1.1/32        intf     0 10.1.1.1           locl   582     2
10.1.1.1/32        iddn     0 10.1.1.1           locl   582     2
10.1.1.63/32       iddn     0 10.1.1.63          bcst   580     1 vlan.0
255.255.255.255/32 perm     0                    bcst    32     1

Routing table: vrf01.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   559     2
0.0.0.0/32         perm     0                    dscd   545     1
10.1.3.0/24        ifdn     0                    rslv   617     1 xe-0/0/3.0
10.1.3.0/32        iddn     0 10.1.3.0           recv   615     1 xe-0/0/3.0
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10.1.3.1/32        user     0                    rjct   559     2
192.168.0.1/24     user     0 10.1.3.254         ucst   616     2 xe-0/0/3.0
192.168.0.1/24     user     0 10.1.3.254         ucst   616     2 xe-0/0/3.0
10.1.3.255/32      iddn     0 10.1.3.255         bcst   614     1 xe-0/0/3.0
224.0.0.0/4        perm     0                    mdsc   546     1
224.0.0.1/32       perm     0 224.0.0.1          mcst   529     1
255.255.255.255/32 perm     0                    bcst   543     1

Routing table: default.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    60     1

Routing table: vrf01.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   600     1

Meaning The output indicates that the filter was created on the interface and that the virtual

routing instance is forwarding matching traffic to the correct IP address.

Related
Documentation

Configuring Firewall Filters on page 4531•

• Understanding Filter-Based Forwarding on page 4412

• Understanding Virtual Router Routing Instances on page 2304

Example: Using Two-Color Policers and Prefix Lists

If you provide specific amounts of bandwidth to internal or external customers, you can

use policing to make sure that customers do not consumemore bandwidth than they

should receive. For example, youmight connectmanycustomers toone 10-Gbps interface

and want to ensure that none of them congest the interface by using more bandwidth

than they have been allotted.

You could accomplish this by creating a two-color policer similar to the following for

each customer:

firewall {
policer Limit-Customer-1 {
if-exceeding {
bandwidth-limit 100m;
burst-size-limit 150m;

}
then discard;

}

Creating a policer for each customer is clearly not a scalable solution, however. As an

alternative, you can create prefix lists that group classes of customers and then create

policers for each prefix list. For example, you could create prefix lists such as

Class-A-Customer-Prefixes, Class-B-Customer-Prefixes, and Class-C-Customer-Prefixes

(at the [edit policy-options] hierarchy level) and create the following corresponding

policers:
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firewall {
policer Class-A {
if-exceeding {
bandwidth-limit 100m;
burst-size-limit 150m;

}
then discard;

}
policer Class-B {
if-exceeding {
bandwidth-limit 75m;
burst-size-limit 100m;

}
then discard;

}
policer Class-C {
if-exceeding {
bandwidth-limit 50m;
burst-size-limit 75m;

}
then discard;

}
}

Youmust create filter terms that specify the prefix lists in their from statements and the

corresponding policers in their then statements similar to the following:

firewall
family inet {
filter Class-A-Customers {
term term-1 {
from {
destination-prefix-list {
Class-A-Customer-Prefixes;

}
}
then policer Class-A;

}
}
filter Class-B-Customers {
term term-1 {
from {
destination-prefix-list {
Class-B-Customer-Prefixes;

}
}
then policer Class-B;

}
}
filter Class-C-Customers {
term term-1 {
from {
destination-prefix-list {
Class-C-Customer-Prefixes;

}
}
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then policer Class-C;
}

}
}

Here are the steps to create this firewall configuration:

1. Create the first policer:

[edit firewall]
user@switch# set policer Class-A if-exceeding bandwidth-limit 100mburst-size-limit 150m
user@switch# set policer Class-A then discard

2. Create the second policer:

[edit firewall]
user@switch# set policer Class-B if-exceeding bandwidth-limit 75m burst-size-limit 100m
user@switch# set policer Class-B then discard

3. Create the third policer:

[edit firewall]
user@switch# set policer Class-C if-exceeding bandwidth-limit 50m burst-size-limit 75m
user@switch# set policer Class-C then discard

4. Create a filter for class A customers:

[edit firewall]
user@switch# edit family inet filter Class-A-Customers

5. Configure the filter to send packets matching the Class-A-Customer-Prefixes prefix

list to the Class-A policer:

[edit firewall family inet filter Class-A-Customers]
user@switch# set term term-1 from source-prefix-list Class-A-Customers
user@switch# set term term-1 then policer Class-A

6. Create a filter for class B customers:

[edit firewall]
user@switch# edit family inet filter Class-B-Customers

7. Configure the filter to send packets matching the Class-B-Customer-Prefixes prefix

list to the Class-B policer:

[edit firewall family inet filter Class-B-Customers]
user@switch# set term term-1 from source-prefix-list Class-B-Customers
user@switch# set term term-1 then policer Class-B

8. Create a filter for class C customers:

[edit firewall]
user@switch# edit family inet filter Class-C-Customers

9. Configure the filter to send packets matching the Class-C-Customer-Prefixes prefix

list to the Class-C policer:

[edit firewall family inet filter Class-C-Customers]
user@switch# set term term-1 from source-prefix-list Class-C-Customers
user@switch# set term term-1 then policer Class-C

10. Apply the filters you created to the appropriate interfaces in the output direction.

NOTE: Note that the implicit deny statement in this filter will block traffic
from any source that does not match one of the prefix lists. If you want the
filter to allow this traffic, youmust include an explicit term for this purpose.
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Related
Documentation

Overview of Policers on page 4441•

• Applying Firewall Filters to Interfaces on page 4440

• prefix-list

Example: Using Policers toManage Oversubscription

Youmight want to use a policer when an interface is oversubscribed and you want to

control what will happen if congestion occurs. For example, youmight have servers

connected to a switch as listed in Table 351 on page 4486.

Table 351: Servers Connected to Switch

IP AddressConnectionServer Type

10.0.0.11-gigabit interfaceNetwork application server

10.0.0.21-gigabit interfaceAuthentication server

10.0.0.310-gigabit interfaceDatabase server

In this example, users access services provided by the network application server, which

requests information fromthedatabase server as appropriate.When it receives a request

from a user, the network application server first contacts the authentication server to

verify the user’s credentials. When a user is authenticated and the network application

server provides the requested service, all the packets sent from the database server to

the application server must transit the 1-Gigabit Ethernet interface connected to the

application server twice—once on ingress to the application server and again on egress

to the user.

The sequence of events for a user session is as follows:

1. A user connects to the application server and requests a service.

2. The application server requests the user’s credentials and relays them to the

authentication server.

3. If the authentication server verifies the credentials, the application server initiates the

requested service.

4. The application server requests the files necessary to meet the user’s request from

the database server.

5. The database server sends the requested files to the application server.

6. The application server includes the requested files in its response to the user.

Traffic from the database server to the application server might congest the 1-gigabit

interface towhich that theapplicationserver is connected.This congestionmightprevent

the server from responding to requests from users and creating new sessions for them.

You can use policing to make sure that this does not occur.
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To create this firewall configuration, perform the following steps on the database server:

1. Create a policer to drop traffic from the database server to the application server if it

exceeds certain limits:

[edit firewall]
user@switch# set policer Database-Egress-Policer if-exceeding bandwidth-limit 400
burst-size-limit 500m
user@switch# set policer Database-Egress-Policer then discard

2. Create a filter to examine traffic from the database server to the application server:

[edit firewall]
user@switch# edit family inet filter Database-Egress-Filter

3. Configure the filter to apply the policer to traffic egressing the database server and

destined for the application server:

[edit firewall family inet filter Database-Egress-Filter]
user@switch# set term term-1 from destination-address 10.0.0.1
user@switch# set term term-1 then policer Database-Egress-Policer

4. If required, configure a term to allow traffic from the database server to other

destinations (otherwise the traffic will be dropped by the implicit deny statement):

[edit firewall family inet filter Database-Egress-Filter]
user@switch# set term term-2 then accept

Note that omitting a from statement causes the term tomatch all packets, which is

the desired behavior.

5. Install the egress filter as an output filter on the database server interface that is

connected the application server:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 family inet filter output Database-Egress-Filter

Here is how the final configuration would appear:

firewall {
policer Database-Egress-Policer {
if-exceeding {
bandwidth-limit 400;
burst-size-limit 500m;

}
then discard;

}
family inet {
filter Database-Egress-Filter {
term term-1 {
from {
destination-address {
10.0.0.1/24;

}
}
then policer Database-Egress-Policer;

}
term term-2 { # If required, include this term so that traffic from the database server
to other destinations is allowed.
then accept;

}
}
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}
]

Related
Documentation

Overview of Policers on page 4441•

Port Security Configuration Examples (Original CLI Only)

• Example: Configuring Basic Port Security Features on page 4488

• Example: Configuring MAC Limiting to Protect the Switch from DHCP Starvation

Attacks on page 4495

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 4499

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 4518

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

Example: Configuring Basic Port Security Features

YoucanconfigureDHCPsnooping,dynamicARP inspection(DAI),MAC limiting,persistent

MAC learning, and MACmove limiting on the access ports of switches to protect the

switches and the Ethernet LAN against address spoofing and Layer 2 denial-of-service

(DoS) attacks. You can also configure a trustedDHCP server and specific (allowed)MAC

addresses for the switch interfaces.

This example describes how to configure basic port security features on a switch:

• Requirements on page 4488

• Overview and Topology on page 4489

• Configuration on page 4491

• Verification on page 4492

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series
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• A DHCP server to provide IP addresses to network devices on the switch

Before you configure basic port security features, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• “Configuring VLANs” on page 1534 for the QFX Series

NOTE: In this example, the DHCP server and its clients are all members of a
single VLAN on the switch.

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

To protect the devices from such attacks, you can configure:

• DHCP snooping to validate DHCP server messages

• DAI to protect against MAC spoofing

• MAC limiting to constrain the number of MAC addresses the switch adds to its MAC

address cache

• MACmove limiting to help prevent MAC spoofing

• Persistent MAC learning (sticky MAC) to constrain the MAC addresses that can be

learned on an interface to the first ones learned, even after a reboot of the switch

• TrustedDHCPserver configuredona trustedport toprotectagainst rogueDHCPservers

sending leases

This example shows how to configure these security features on a switch connected to

a DHCP server.

The setup for this example includes the VLAN employee-vlan on the switch.

Figure 161 on page 4490 illustrates the topology for this example.
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Figure 161: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 352 on page 4490.

Table 352: Components of the Port Security Topology

SettingsProperties

One EX Series switch or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch is initially configured with the default port security setup. In

the default switch configuration:

• Secure port access is activated on the switch.

• DHCP snooping and DAI are disabled on all VLANs.

• All access ports are untrusted, and all trunk ports are trusted for DHCP snooping.

In theconfiguration tasks for this example, you set theDHCPserver as trusted; youenable

DHCP snooping, DAI, and MACmove limiting on a VLAN; you set a value for a MAC limit

onsome interfaces; youconfiguresomespecific (allowed)MACaddressesonan interface;

and you configure persistent MAC learning on an interface.
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Configuration

To configure basic port security on a switch whose DHCP server and client ports are in a

single VLAN:

CLI Quick
Configuration

To quickly configure basic port security on the switch, copy the following commands and

paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/1mac-limit 4
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88
set interface ge-0/0/2mac-limit 4
set interface ge-0/0/1 persistent-learning
set interface ge-0/0/8 dhcp-trusted
set vlan employee-vlan arp-inspection
set vlan employee-vlan examine-dhcp
set vlan employee-vlanmac-move-limit 5

Step-by-Step
Procedure

Configure basic port security on the switch:

1. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan examine-dhcp

2. Specify the interface (port) fromwhich DHCP responses are allowed:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted

3. Enable dynamic ARP inspection (DAI) on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan arp-inspection

4. Configure a MAC limit of 4 and use the default action, drop. (Packets are dropped,

and the MAC address is not added to the Ethernet switching table if the MAC limit

is exceeded on the interfaces):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 4
user@switch# set interface ge-0/0/2mac-limit 4

5. Allow learned MAC addresses for a particular interface to persist across restarts of

the switch and interface-down events by enabling persistent MAC learning:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1 persistent-learning

6. Configure a MACmove limit of 5 and use the default action, drop. (Packets are

dropped, and the MAC address is not added to the Ethernet switching table if a

MAC address has exceeded the MACmove limit):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlanmac-move-limit 5

7. Configure allowed MAC addresses:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
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user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Results

Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 4;
persistent-learning;

}
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83
00:05:85:3a:82:85 00:05:85:3a:82:88 ];

mac-limit 4;
}
interface ge-0/0/8.0 {
dhcp-trusted;

}
vlan employee-vlan {
arp-inspection
examine-dhcp;
mac-move-limit 5;

}

Verification

To confirm that the configuration is working properly:

• Verifying That DHCP Snooping Is Working Correctly on the Switch on page 4492

• Verifying That DAI Is Working Correctly on the Switch on page 4493

• Verifying That MAC Limiting, MACMove Limiting, and Persistent MAC Learning Are

Working Correctly on the Switch on page 4494

• VerifyingThatAllowedMACAddressesAreWorkingCorrectlyontheSwitchonpage4494

Verifying That DHCP Snooping IsWorking Correctly on the Switch

Purpose Verify that DHCP snooping is working on the switch.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee—vlan   ge-0/0/2.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database, and nothing would be shown in the output of the show dhcp

snooping binding command.

Verifying That DAI IsWorking Correctly on the Switch

Purpose Verify that DAI is working on the switch.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.
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Verifying That MAC Limiting, MACMove Limiting, and Persistent MAC Learning Are
Working Correctly on the Switch

Purpose Verify that MAC limiting, MACmove limiting, and persistent MAC learning are working on

the switch.

Action Suppose that two packets have been sent from hosts on ge-0/0/1 and five packets from

hosts on ge-0/0/2, with both interfaces set to a MAC limit of 4with the default action

drop and ge-0/0/1 enabled for persistent MAC learning.

Display the MAC addresses learned:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 4 learned, 2 persistent entries
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    All-members
  employee-vlan        00:05:85:3A:82:77   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0

Now suppose packets have been sent from two of the hosts on ge-0/0/2 after they have

beenmoved to other interfacesmore than five times in 1 second, with employee-vlan set

to a MACmove limit of 5with the default action drop.

Display the MAC addresses in the table:

user@switch> show ethernet-switching table

Ethernet-switching table:  7 entries, 2 learned, 2 persistent entries
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    All-members
  employee-vlan        00:05:85:3A:82:77   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The first sample output shows thatwith aMAC limit of 4 for each interface, the fifthMAC

address on ge-0/0/2was not learned because it exceeded the MAC limit. The second

sample output shows that MAC addresses for three of the hosts on ge-/0/0/2were not

learned, because the hosts had beenmoved back more than five times in 1 second.

Interface ge-0/0/1.0 was enabled for persistent MAC learning, so the MAC addresses

associated with this interface are of the type persistent.

Verifying That AllowedMAC Addresses AreWorking Correctly on the Switch

Purpose Verify that allowed MAC addresses are working on the switch.
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Action Display the MAC cache information after five allowed MAC addresses have been

configured on interface ge-0/0/2:

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning Because the MAC limit value for this interface has been set to 4, only four of the five

configured allowed addresses are learned.

Related
Documentation

Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

•

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 4518

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 4499

• Example: Configuring MAC Limiting to Protect the Switch from DHCP Starvation Attacks

• Configuring Port Security (CLI Procedure) on page 4543

• Configuring Port Security (J-Web Procedure)

• secure-access-port

• secure-access-port on page 4622

• show arp inspection statistics on page 4688

• show dhcp snooping binding on page 4689

• show ethernet-switching table

• show ethernet-switching table on page 1700

Example: ConfiguringMAC Limiting to Protect the Switch fromDHCP Starvation Attacks

In a DHCP starvation attack, an attacker floods an Ethernet LANwith DHCP requests

from spoofed (counterfeit) MAC addresses. The switch's trusted DHCP server or servers

cannot keep upwith the requests and can no longer assign IP addresses and lease times

to legitimateDHCP clients on the switch. Requests from those clients are either dropped

or directed to a rogue DHCP server set up by the attacker.
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This example describes how to configure MAC limiting, a port security feature, to protect

the switch against DHCP starvation attacks:

• Requirements on page 4496

• Overview and Topology on page 4496

• Configuration on page 4497

• Verification on page 4498

Requirements

This example uses the following hardware and software components:

• One QFX3500 switch

• Junos OS Release 12.1 or later for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure MAC limiting, a port security feature, to mitigate DHCP starvation

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured the VLAN employee-vlan on the switch. See “Example: Setting Up Bridging

with Multiple VLANs” on page 1451.

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch against one common type of attack,

a DHCP starvation attack.

This example showshowtoconfigureport security featuresona switch that is connected

to a DHCP server.

The setup for this example includes the VLAN employee-vlan on the switch.

Figure 162 on page 4497 illustrates the topology for this example.
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Figure 162: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 353 on page 4497.

Table 353: Components of the Port Security Topology

SettingsProperties

One QFX3500 switchSwitch hardware

employee-vlanVLAN name and ID

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• NoMAC limit is set on any of the interfaces.

• DHCP snooping is disabled on the VLAN employee-vlan.

• All access interfaces are untrusted, which is the default setting.

Configuration

To configure the MAC limiting port security feature to protect the switch against DHCP

starvation attacks:
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CLI Quick
Configuration

To quickly configure MAC limiting, copy the following commands and paste them into

the switch terminal window:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 3 action drop
user@switch# set interface ge-0/0/2mac-limit 3 action drop

Step-by-Step
Procedure

Configure MAC limiting:

ConfigureaMAC limit of3onge-0/0/1andspecify thatpacketswithnewaddresses

be dropped if the limit has been exceeded on the interface:

1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/1mac-limit (Access Port Security) 3 action drop

2. ConfigureaMAC limitof3onge-0/0/2andspecify thatpacketswithnewaddresses

be dropped if the limit has been exceeded on the interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2mac-limit 3 action drop

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 3 action drop;

}
interface ge-0/0/2.0 {
mac-limit 3 action drop;

}

Verification

Confirm that the configuration is working properly.

Verifying That MAC Limiting IsWorking Correctly on the Switch

Purpose Verify that MAC limiting is working on the switch.

Copyright © 2014, Juniper Networks, Inc.4498

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display theMACaddresses learnedwhenDHCPrequestsaresent fromhostsonge-0/0/1

and from hosts on ge-0/0/2, with both interfaces set to a MAC limit of 3with the action

drop:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 6 learned
  VLAN           MAC address         Type         Age    Interfaces

  default        *                   Flood          -    ge-0/0/2.0
  default        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:80   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  default        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  default        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0

Meaning The sample output shows thatwith aMAC limit of 3 for each interface, theDHCP request

for a fourth MAC address on ge-0/0/2was dropped because it exceeded the MAC limit.

Because only 3 MAC addresses can be learned on each of the two interfaces, attempted

DHCP starvation attacks fail.

Related
Documentation

Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465•

• Configuring MAC Limiting on page 4545

Example:ConfiguringMACLimiting, IncludingDynamicandAllowedMACAddresses, toProtect
the Switch from Ethernet Switching Table Overflow Attacks

In an Ethernet switching table overflow attack, an intruder sends somany requests from

newMACaddresses that the Ethernet switching table fills up and then overflows, forcing

the switch to broadcast all messages.

This example describes how to configure MAC limiting and allowedMAC addresses, two

port security features, to protect the switch from Ethernet switching table attacks:

• Requirements on page 4499

• Overview and Topology on page 4500

• Configuration on page 4501

• Verification on page 4502

Requirements

This example uses the following hardware and software components:

• One EX Series switch or QFX3500 switch
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• Junos OS Release 9.0 or later for EX Series switches or Junos OS 12.1 or later for the

QFX Series.

• A DHCP server to provide IP addresses to network devices on the switch

Before youconfigure specific port security features tomitigate commonaccess-interface

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from an attack on the Ethernet

switching table that causes the table to overflowand thus forces the switch to broadcast

all messages.

This example shows how to configure port security features on a switch connected to a

DHCP server.

Thesetup for this example includes theVLANemployee-vlanon theswitch.Theprocedure

for creating that VLAN is described in the topic Example: Setting UpBridgingwithMultiple

VLANs for EX Series Switches and “Example: Setting Up Bridging with Multiple VLANs”

onpage1451 for theQFXSeries.Thatprocedure isnot repeatedhere.Figure163onpage4500

illustrates the topology for this example.

Figure 163: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 354 on page 4501.
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Table 354: Components of the Port Security Topology

SettingsProperties

One EX Series switch or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, use theMAC limit feature to control the total number of MAC addresses

that can be added to the Ethernet switching table for the specified interface. Use the

allowed MAC addresses feature to ensure that the addresses of network devices whose

network access is critical are guaranteed to be included in the Ethernet switching table.

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• NoMAC limit is set on any of the interfaces.

• All access interfaces are untrusted, which is the default setting.

Configuration

ToconfigureMAC limitingandsomeallowedMACaddresses toprotect the switchagainst

Ethernet switching table overflow attacks:

CLI Quick
Configuration

To quickly configure MAC limiting, clear the MAC forwarding table, and configure some

allowed MAC addresses, copy the following commands and paste them into the switch

terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/1mac-limit 4 action drop
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
exit
exit
clear ethernet-switching-table interface ge-0/0/1

Step-by-Step
Procedure

Configure MAC limiting and some allowed MAC addresses:

Configure a MAC limit of 4 on ge-0/0/1 and specify that incoming packets with

different addresses be dropped once the limit is exceeded on the interface:

1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit (Access Port Security) 4 action drop
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2. Clear the current entries for interface ge-0/0/1 from the MAC address forwarding

table :

user@switch# clear ethernet-switching-table interface ge-0/0/1

3. Configure the allowed MAC addresses on ge-0/0/2:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 4 action drop;

}
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83 00:05:85
:3a:82:85 ];

}

Verification

To confirm that the configuration is working properly:

• Verifying That MAC Limiting Is Working Correctly on the Switch on page 4502

Verifying That MAC Limiting IsWorking Correctly on the Switch

Purpose Verify that MAC limiting is working on the switch.

Action Display the MAC cache information after DHCP requests have been sent from hosts on

ge-0/0/1, with the interface set to a MAC limit of 4with the action drop, and after four

allowed MAC addresses have been configured on interface ge/0/0/2:

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN              MAC address         Type         Age    Interfaces

  employee-vlan     00:05:85:3A:82:71   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:74   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan     *                   Flood          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan     *                   Flood          -    ge-0/0/2.0

Meaning The sample output shows that with a MAC limit of 4 for the interface, the DHCP request

for a fifthMACaddress on ge-0/0/1was dropped because it exceeded theMAC limit and
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that only the specified allowed MAC addresses have been learned on the ge-0/0/2

interface.

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• Configuring MAC Limiting (CLI Procedure) on page 1527

• Configuring MAC Limiting on page 4545

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• Configuring MAC Limiting (J-Web Procedure)

Example: Configuring a DHCP Server Interface as Untrusted to Protect the Switch fromRogue
DHCP Server Attacks

In a rogueDHCPserver attack, anattacker has introduceda rogueserver into thenetwork,

allowing it to give IP address leases to the network's DHCP clients and to assign itself as

the gateway device.

This example describes how to configure aDHCP server interface as untrusted to protect

the switch from a rogue DHCP server:

• Requirements on page 4503

• Overview and Topology on page 4504

• Configuration on page 4505

• Verification on page 4505

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 9.0 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure an untrusted DHCP server interface to mitigate rogue DHCP server

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Enabled DHCP snooping on the VLAN.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• “Example: Setting Up BridgingwithMultiple VLANs” on page 1451 for theQFX Series
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Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from rogue DHCP server attacks.

This example showshowtoexplicitly configureanuntrusted interfaceonanEX3200-24P

switch and a QFX3500 switch. Figure 164 on page 4504 illustrates the topology for this

example.

Figure 164: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 355 on page 4504.

Table 355: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.
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• DHCP snooping is enabled on the VLAN employee-vlan.

• The interface (port) where the rogue DHCP server has connected to the switch is

currently trusted.

Configuration

To configure the DHCP server interface as untrusted because the interface is being used

by a rogue DHCP server:

CLI Quick
Configuration

Toquickly set the rogueDHCPserver interfaceasuntrusted, copy the followingcommand

and paste it into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/8 no-dhcp-trusted

Step-by-Step
Procedure

To set the DHCP server interface as untrusted:

• Specify the interface (port) fromwhich DHCP responses are not allowed:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 no-dhcp-trusted

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/8.0 {
no-dhcp-trusted;

}

Verification

Confirm that the configuration is working properly.

Verifying That the DHCP Server Interface Is Untrusted

Purpose Verify that the DHCP server is untrusted.

Action Send some DHCP requests from network devices (here they are DHCP clients)

connected to the switch.

1.

2. Display the DHCP snooping information when the port on which the DHCP server

connects to the switch is not trusted.

Meaning There isnooutput fromthecommandbecausenoentriesareaddedto theDHCPsnooping

database.

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• Enabling a Trusted DHCP Server (CLI Procedure) on page 4555

• Enabling a Trusted DHCP Server (J-Web Procedure)

• secure-access-port
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• secure-access-port on page 4622

• show dhcp snooping binding on page 4689

Example: Configuring DHCP Snooping, DAI , andMAC Limiting on a Switch with Access to a
DHCP Server Through a Second Switch

You can configure DHCP snooping, dynamic ARP inspection (DAI), and MAC limiting on

the access interfaces of switches to protect the switch and the Ethernet LAN against

address spoofing and Layer 2 denial-of-service (DoS) attacks. To obtain those basic

settings, you can use the switch's default configuration for port security, configure the

MAC limit, and enable DHCP snooping and DAI on a VLAN. You can configure those

features when the DHCP server is connected to a different switch from the one to which

the DHCP clients (network devices) are connected.

This example describes how to configure port security features on a switch whose hosts

obtain IP addresses and lease times from a DHCP server connected to a second switch:

• Requirements on page 4506

• Overview and Topology on page 4507

• Configuring a VLAN, Interfaces, and Port Security Features on Switch 1 on page 4508

• Configuring a VLAN and Interfaces on Switch 2 on page 4510

• Verification on page 4511

Requirements

This example uses the following hardware and software components:

• One EX Series switch or QFX3500 switch—“Switch 1” in this example.

• An additional EX Series switch or QFX3500 switch—”Switch 2” in this example. You

do not configure port security on this second switch.

• Junos OS Release 9.0 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series.

• A DHCP server connected to Switch 2. You use the server to provide IP addresses to

network devices connected to Switch 1.

• At least two network devices (hosts) that you connect to access interfaces on Switch

1. These devices are DHCP clients.

Before you configure DHCP snooping, DAI, and MAC limiting port security features, be

sure you have:

• Connected the DHCP server to Switch 2.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• “Example: Setting Up BridgingwithMultiple VLANs” on page 1451 for theQFX Series
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Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

To protect the devices from such attacks, you can configure:

• DHCP snooping to validate DHCP server messages

• DAI to protect against ARP spoofing

• MAC limiting to constrain the number of MAC addresses the switch adds to its MAC

address cache

This example shows how to configure these port security features on Switch 1. Switch 1

is connected toanother switch (Switch2) that isnot configuredwithport security features.

Thatsecondswitch isconnected toaDHCPserver. (SeeFigure 165onpage4507.)Network

devices (hosts) that are connected to Switch 1 send requests for IP addresses (that is,

the devices are DHCP clients). Those requests are transmitted fromSwitch 1 to Switch 2

and then to the DHCP server connected to Switch 2. Responses to the requests are

transmitted along the reverse path of the one followed by the requests.

The setup for this example includes the VLAN employee-vlan on both switches.

Figure 165 on page 4507 shows the network topology for the example.

Figure 165: Network Topology for Port Security Setupwith TwoSwitches
on the Same VLAN

The components of the topology for this example are shown in Table 356 on page 4508.
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Table 356: Components of Port Security Setup on Switch 1 with a DHCP Server Connected to
Switch 2

SettingsProperties

One EX Series switch or one QFX3500 switch (Switch 1), and an
additional EX Series switch or QFX3500 switch (Switch 2)

Switch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/11Trunk interface on both switches

ge-0/0/1, ge-0/0/2, and ge-0/0/3Access interfaces on Switch 1

ge-0/0/1Access interface on Switch 2

ge-0/0/1 on Switch 2Interface for DHCP server

Switch 1 is initially configured with the default port security setup. In the default

configuration on the switch:

• Secure port access is activated on the switch.

• The switch does not drop any packets, which is the default setting.

• DHCP snooping and dynamic ARP inspection (DAI) are disabled on all VLANs.

• All access interfaces are untrusted and trunk interfaces are trusted; these are the

default settings.

In the configuration tasks for this example, you configure a VLAN on both switches.

In addition to configuring the VLAN, you enable DHCP snooping on Switch 1. In this

example, you also enable DAI and a MAC limit of 5 on Switch 1.

Because the interface that connects Switch 2 to Switch 1 is a trunk interface, you do not

have to configure this interface to be trusted. As noted above, trunk interfaces are

automatically trusted, so DHCPmessages coming from theDHCP server to Switch 2 and

then on to Switch 1 are trusted.

Configuring a VLAN, Interfaces, and Port Security Features on Switch 1

CLI Quick
Configuration

To quickly configure a VLAN, interfaces, and port security features, copy the following

commands and paste them into the switch terminal window:

[edit]
set ethernet-switching-options secure-access-port interface ge-0/0/1mac-limit 5 action drop
clear ethernet-switching table interface ge-0/0/1
set ethernet-switching-options secure-access-port vlan employee-vlan arp-inspection
set ethernet-switching-options secure-access-port vlan employee-vlan examine-dhcp
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlanmembers 20
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set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20
set vlans employee-vlan vlan-id 20

Step-by-Step
Procedure

To configure MAC limiting, a VLAN, and interfaces on Switch 1 and enable DAI and DHCP

on the VLAN:

1. Configure the VLAN employee-vlanwith VLAN ID 20:

[edit vlans]
user@switch1# set employee-vlan vlan-id 20

2. Configure an interface on Switch 1 as a trunk interface:

[edit interfaces]
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching port-mode trunk

3. Associate the VLANwith interfaces ge-0/0/1, ge-0/0/2, ge-0/0/3, and ge-0/0/11:

[edit interfaces]
user@switch1# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/2 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/3 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20

4. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch1# set vlan employee-vlan examine-dhcp

5. Enable DAI on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch1# set vlan employee-vlan arp-inspection

6. Configure a MAC limit of 5 on ge-0/0/1 and use the default action, drop (packets

with new addresses are dropped if the limit has been exceeded):

[edit ethernet-switching-options secure-access-port]
user@switch1# set interface ge-0/0/1mac-limit 5 drop

7. Clear the existing MAC address table entries from interface ge-0/0/1:

user@switch1# clear ethernet-switching table interface ge-0/0/1

Results Display the results of the configuration:

[edit]
user@switch1# show
ethernet-switching-options {
secure-access-port {
interface ge-0/0/1.0{
mac-limit 5 action drop;

}
vlan employee-vlan {
arp-inspection;
examine-dhcp;

}
}

}
interfaces {
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
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members 20;
}

}
}

}
ge-0/0/2 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/3 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 20;

}
}

}
}

}
vlans {
employee-vlan {
vlan-id 20;

}
}

Configuring a VLAN and Interfaces on Switch 2

To configure the VLAN and interfaces on Switch 2:

CLI Quick
Configuration

To quickly configure the VLAN and interfaces on Switch 2, copy the following commands

and paste them into the switch terminal window:

[edit]
set interfaces ge-0/0/1 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
set vlans employee-vlan vlan-id 20

Step-by-Step
Procedure

To configure the VLAN and interfaces on Switch 2:

Configure an interface on Switch 2 as a trunk interface:1.

[edit interfaces]
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user@switch2# set ge-0/0/11 unit 0 ethernet-switching port-mode trunk

2. Associate the VLANwith interfaces ge-0/0/1 and ge-0/0/11:

[edit interfaces]
user@switch2# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
user@switch2# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20

Results Display the results of the configuration:

[edit]
user@switch2# show
interfaces {
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 20;

}
}

}
}

}
vlans {
employee-vlan {
vlan-id 20;

}
}

Verification

To confirm that the configuration is working properly.

• Verifying That DHCP Snooping Is Working Correctly on Switch 1 on page 4511

• Verifying That DAI Is Working Correctly on Switch 1 on page 4512

• Verifying That MAC Limiting Is Working Correctly on Switch 1 on page 4512

Verifying That DHCP Snooping IsWorking Correctly on Switch 1

Purpose Verify that DHCP snooping is working on Switch 1.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display theDHCPsnooping informationwhenthe interface throughwhichSwitch2sends

theDHCPserver replies to clients connected toSwitch 1 is trusted. Theserver hasprovided

the IP addresses and leases:

user@switch1> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:90    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:91    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/3.0

Meaning The output shows, for each MAC address, the assigned IP address and lease time—that

is, the time, in seconds, remaining before the lease expires.

Verifying That DAI IsWorking Correctly on Switch 1

Purpose Verify that DAI is working on Switch 1.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch1> show arp inspection statistics
ARP inspection statistics:
Interface    Packets received  ARP inspection pass  ARP inspection failed
----------   –-------------–-  -------------------  ---------------------
ge-0/0/1.0                  7                    5                      2
ge-0/0/2.0                 10                   10                      0
ge-0/0/3.0                 18                   15                      3

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.

Verifying That MAC Limiting IsWorking Correctly on Switch 1

Purpose Verify that MAC limiting is working on Switch 1.
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Action Display the MAC addresses that are learned when DHCP requests are sent from hosts

on ge-0/0/1:

user@switch1> show ethernet-switching table

Ethernet-switching table:  6 entries, 5 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/1.0
  employee-vlan        *                   Flood          -    ge-0/0/1.0

Meaning The sample output shows that five MAC addresses have been learned for interface

ge-0/0/1, which corresponds to the MAC limit of 5 set in the configuration. The last line

of the output shows that a sixth MAC address request was dropped, as indicated by the

asterisk (*) in theMAC address column.

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• Configuring Port Security (CLI Procedure) on page 4543

• Configuring Port Security (J-Web Procedure)

• secure-access-port

• secure-access-port on page 4622

• show arp inspection statistics on page 4688

• show dhcp snooping binding on page 4689

• show ethernet-switching table

• show ethernet-switching table on page 1700

Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitchfromARPSpoofingAttacks

In an ARP spoofing attack, the attacker associates its ownMAC address with the IP

address of a network device connected to the switch. Traffic intended for that IP address

is nowsent to theattacker insteadof being sent to the intendeddestination. Theattacker

can send faked, or “spoofed,” ARPmessages on the LAN.

NOTE: When dynamic ARP inspection (DAI) is enabled, the switch logs the
number of invalid ARP packets that it receives on each interface, along with
the sender’s IP andMAC addresses. You can use these logmessages to
discover ARP spoofing on the network. ARPprobe packets are not subjected
to dynamic ARP inspection. The switch always forwards such packets.
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This example describes how to configure DHCP snooping and dynamic ARP inspection

(DAI), two port security features, to protect the switch against ARP spoofing attacks:

• Requirements on page 4514

• Overview and Topology on page 4514

• Configuration on page 4515

• Verification on page 4516

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP snooping and DAI (two port security features) to mitigate

ARP spoofing attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• “Example: Setting Up BridgingwithMultiple VLANs” on page 1451 for theQFX Series

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch against one common type of attack,

an ARP spoofing attack.

In anARPspoofing attack, the attacker sends fakedARPmessages, thus creating various

types of problems on the LAN—for example, the attacker might launch aman-in-the

middle attack.

This example showshowtoconfigureport security featuresona switch that is connected

to a DHCP server. The setup for this example includes the VLAN employee-vlan on the

switch. The procedure for creating that VLAN is described in the topic Example: Setting

UpBridgingwithMultipleVLANs for EXSeries Switchesand “Example: SettingUpBridging

withMultipleVLANs”onpage 1451 for theQFXSeries. Thatprocedure is not repeatedhere.

Figure 166 on page 4515 illustrates the topology for this example.
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Figure 166: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 357 on page 4515.

Table 357: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1,ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• DHCP snooping is disabled on the VLAN employee-vlan.

• All access ports are untrusted, which is the default setting.

Configuration

To configure DHCP snooping and dynamic ARP inspection (DAI) to protect the switch

against ARP attacks:
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CLI Quick
Configuration

ToquicklyconfigureDHCPsnoopinganddynamicARP inspection(DAI), copy the following

commands and paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted
user@switch# set vlan employee-vlan examine-dhcp
user@switch# set vlan employee-vlan arp-inspection

Step-by-Step
Procedure

Configure DHCP snooping and dynamic ARP inspection (DAI) on the VLAN:

Set the ge-0/0/8 interface as trusted:1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted

2. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan examine-dhcp

3. Enable DAI on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan arp-inspection

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/8.0 {
dhcp-trusted;

}
vlan employee-vlan {
arp-inspection;
examine-dhcp;

}

Verification

Confirm that the configuration is working properly.

• Verifying That DHCP Snooping Is Working Correctly on the Switch on page 4516

• Verifying That DAI Is Working Correctly on the Switch on page 4517

Verifying That DHCP Snooping IsWorking Correctly on the Switch

Purpose Verify that DHCP snooping is working on the switch.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display theDHCPsnooping informationwhentheportonwhich theDHCPserver connects

to the switch is trusted. The following output results when requests are sent from the

MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp-snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN            Interface
-----------------   ----------    -----    ----     ----            ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee-vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee-vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee-vlan   ge-0/0/3.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

Verifying That DAI IsWorking Correctly on the Switch

Purpose Verify that DAI is working on the switch.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• Enabling DHCP Snooping (CLI Procedure) on page 4551

• Enabling DHCP Snooping (J-Web Procedure)

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553
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• Enabling Dynamic ARP Inspection (J-Web Procedure)

• secure-access-port

• secure-access-port on page 4622

• show arp inspection statistics on page 4688

• show dhcp snooping binding on page 4689

Example: Configuring AllowedMACAddresses to Protect the Switch fromDHCP Snooping
Database Alteration Attacks

In one type of attack on the DHCP snooping database, an intruder introduces a DHCP

client on an untrusted access interface with a MAC address identical to that of a client

on another untrusted interface. The intruder then acquires the DHCP lease of that other

client, thus changing the entries in the DHCP snooping table. Subsequently, what would

have been valid ARP requests from the legitimate client are blocked.

This exampledescribes how to configure allowedMACaddresses, a port security feature,

to protect the switch from DHCP snooping database alteration attacks:

• Requirements on page 4518

• Overview and Topology on page 4518

• Configuration on page 4520

• Verification on page 4520

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure specific port security features tomitigate common access-inteface

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• “Example: Setting Up BridgingwithMultiple VLANs” on page 1451 for theQFX Series

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from an attack on the DHCP snooping

database that alters the MAC addresses assigned to some clients.
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This example showshowtoconfigureport security featuresona switch that is connected

to a DHCP server.

The setup for this example includes the VLAN employee-vlan on the switch.

Figure 167 on page 4519 illustrates the topology for this example.

Figure 167: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 358 on page 4519.

Table 358: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• DHCP snooping is enabled on the VLAN employee-vlan.

• All access ports are untrusted, which is the default setting.
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Configuration

To configure allowed MAC addresses to protect the switch against DHCP snooping

database alteration attacks:

CLI Quick
Configuration

To quickly configure some allowed MAC addresses on an interface, copy the following

commands and paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Step-by-Step
Procedure

To configure some allowed MAC addresses on an interface:

Configure the five allowed MAC addresses on an interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83 00:05:85
:3a:82:85 00:05:85:3a:82:88 ];

}

Verification

Confirm that the configuration is working properly.

• VerifyingThatAllowedMACAddressesAreWorkingCorrectlyontheSwitchonpage4520

Verifying That AllowedMAC Addresses AreWorking Correctly on the Switch

Purpose Verify that allowed MAC addresses are working on the switch.
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Action Display the MAC cache information:

user@switch> show ethernet-switching table
Ethernet-switching table:  6 entries, 5 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:88   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The output shows that the five MAC addresses configured as allowed MAC addresses

have been learned and are displayed in the MAC cache. The last MAC address in the list,

one that had not been configured as allowed, has not been added to the list of learned

addresses.

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• Configuring MAC Limiting (CLI Procedure) on page 1527

• Configuring MAC Limiting (J-Web Procedure)

• secure-access-port

• secure-access-port on page 4622

• show ethernet-switching table

• show ethernet-switching table on page 1700

Example: Setting Up DHCPOption 82with a Switchwith No Relay Agent Between Clients and
a DHCP Server

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

This example describes how to configure DHCPoption 82 on a switchwith DHCP clients,

DHCP server, and switch all on the same VLAN:

• Requirements on page 4521

• Overview and Topology on page 4522

• Configuration on page 4523

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch
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• Junos OS Release 9.3 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP option 82 on the switch, be sure you have:

• Connected and configured the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If it is not configured for DHCP option 82, it does not use the DHCP option
82 information in the requests sent to it when it formulates its reply
messages.

• Configured the employee VLAN on the switch and associated the interfaces on which

the clients and the server connect to the switch with that VLAN. See the task for your

platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• “Configuring VLANs” on page 1534 for the QFX Series

Overview and Topology

If DHCP option 82 is enabled on the switch, then when a network device—a DHCP

client—that is connected to the switch on an untrusted interface sends a DHCP request,

the switch inserts information about the client's network location into the packet header

of that request. The switch then sends the request to the DHCP server. The DHCP server

reads the option 82 information in the packet header and uses it to implement the IP

address or other parameter for the client.

DHCP option 82 is enabled on an individual VLAN or on all VLANs on the switch.

When option 82 is enabled on the switch, then this sequence of events occurs when a

DHCP client sends a DHCP request:

1. The switch receives the request and inserts the option 82 information in the packet

header.

2. The switch forwards the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response back to the switch. It does not alter the option 82 information.

4. The switch strips the option 82 information from the response packet.

5. The switch forwards the response packet to the client.

Figure 168 on page 4523 illustrates the topology for this example.
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Figure 168:NetworkTopologyforConfiguringDHCPOption82onaSwitch
That Is on the Same VLAN as the DHCP Clients and the DHCP Server

In this example, you configure DHCP option 82 on the switch. The switch connects to the

DHCPserver on interfacege-0/0/8. TheDHCPclients connect to the switchon interfaces

ge-0/0/1, ge-0/0/2, and ge-0/0/3. The switch, server, and clients are all members of the

employee VLAN.

Configuration

CLI Quick
Configuration

To quickly configure DHCP option 82, copy the following commands and paste them

into the switch terminal window:

set ethernet-switching-options secure-access-port vlan employee dhcp-option82
setethernet-switching-optionssecure-access-portvlanemployeedhcp-option82circuit-idprefix
hostname
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 circuit-id
use-vlan-id
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
prefix mac
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
use-string employee-switch1
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 vendor-id

Step-by-Step
Procedure

To configure DHCP option 82:

1. Specify DHCP option 82 for the employee VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82

2. Configure a prefix for the circuit ID suboption (the prefix is always the hostname of

the switch):

[edit ethernet-switching-options secure-access-port]
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user@switch# set vlan employee dhcp-option82 circuit-id prefix hostname

3. Specify that the circuit ID suboption value contains the VLAN ID rather than the

VLAN name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-vlan-id

4. Specify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id

5. Configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix mac

6. Specify that the remote ID suboption value contain a character string (here, the

string is employee-switch1):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-string employee-switch1

7. Configure a vendor ID suboption value, and use the default value. To use the default

value, do not type a character string after the vendor-id option keyword:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 vendor-id

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
vlan employee {
dhcp-option82 {
circuit-id {
prefix hostname;
use-vlan-id;

}
remote-id {
prefix mac;
use-string employee-switch1;

}
vendor-id;

}
}

Related
Documentation

Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

•

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

• secure-access-port

• secure-access-port on page 4622
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Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients and a
DHCP Server

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

This example describes how to configureDHCPoption82ona switch that is on the same

VLANwith theDHCPclientsbutonadifferentVLANfromtheDHCPserver. in thisexample,

the switch acts as a relay agent:

• Requirements on page 4525

• Overview and Topology on page 4526

• Configuration on page 4526

Requirements

This example uses the following hardware and software components:

• One EX4200-24P switch or one QFX3500 switch

• Junos OS Release 9.3 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP option 82 on the switch, be sure you have:

• Connected and configured the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If it isnotconfigured forDHCPoption82, it doesnotuse theDHCPoption82
information in the requests sent to itwhen it formulates its replymessages.

• Configured the employee VLAN on the switch and associated the interfaces on which

the clients connect to the switch with that VLAN. See the task for your platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• “Configuring VLANs” on page 1534 for the QFX Series

• Configured the corporate VLAN for the DHCP server.

• Configured the switch as a BOOTP relay agent. See DHCP/BOOTP Relay for Switches

Overview.

• Configured the routed VLAN interface (RVI) to allow the switch to relay packets to the

server and receive packets from the server. See Configuring Routed VLAN Interfaces

(CLIProcedure)or “ConfiguringRoutedVLAN Interfaces”onpage 1532 for theQFXSeries.
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Overview and Topology

If DHCP option 82 is enabled on the switch, then when a network device—a DHCP

client—that is connected to the switch on an untrusted interface sends a DHCP request,

the switch inserts information about the client's network location into the packet header

of that request. The switch then sends the request (in this setting, it relays the request)

to theDHCPserver. TheDHCPserver reads theoption82 information in thepacketheader

and uses it to implement the IP address or other parameter for the client.

When option 82 is enabled on the switch, then this sequence of events occurs when a

DHCP client sends a DHCP request:

1. The switch receives the request and inserts the option 82 information in the packet

header.

2. The switch relays the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response back to the switch. It does not alter the option 82 information.

4. The switch strips the option 82 information from the response packet.

5. The switch forwards the response packet to the client.

In this example, you configure option 82 on the switch. The switch is configured as a

BOOTP relay agent. The switch connects to the DHCP server through the routed VLAN

interface (RVI) that you configured. The switch and clients aremembers of the employee

VLAN. The DHCP server is a member of the corporate VLAN.

Configuration

To configure DHCP option 82:

CLI Quick
Configuration

To quickly configure DHCP option 82, copy the following commands and paste them

into the switch terminal window:

set forwarding-options helpers bootp dhcp-option82
set forwarding-options helpers bootp dhcp-option82 circuit-id prefix hostname
set forwarding-options helpers bootp dhcp-option82 circuit-id use-vlan-id
set forwarding-options helpers bootp dhcp-option82 remote-id
set forwarding-options helpers bootp dhcp-option82 remote-id prefix mac
set forwarding-options helpers bootp dhcp-option82 remote-id use-string employee-switch1
set forwarding-options helpers bootp dhcp-option82 vendor-id

Step-by-Step
Procedure

To configure DHCP option 82:

1. Specify DHCP option 82 for the employee VLAN:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82

2. Configure a prefix for the circuit ID suboption (the prefix is always the hostname of

the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id prefix hostname

3. Specify that the circuit ID suboption value contains the VLAN ID rather than the

VLAN name (the default):
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[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-vlan-id

4. Specify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id

5. Configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix mac

6. Specify that the remote ID suboption value contains a character string (here, the

string is employee-switch1):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id use-string employee-switch1

7. Configure a vendor ID suboption value, and use the default value. To use the default

value, do not type a character string after the vendor-id option keyword:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-id

Results Check the results of the configuration:

[edit forwarding-options helpers bootp]
user@switch# show
dhcp-option82 {
circuit-id {
prefix hostname;
use-vlan-id;

}
remote-id {
prefix mac;
use-string employee-switch1;

}
vendor-id;

}

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

•

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

• forwarding-options

Device Security Configuration Example (Original CLI Only)

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

Example: Configuring Storm Control to Prevent Network Outages

Using stormcontrol canpreventproblemscausedbybroadcast storms.Youcanconfigure

storm control to rate-limit broadcast traffic and unknown unicast traffic at a specified
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level and to drop packets when the specified traffic level is exceeded, which prevents

packets fromproliferating and degrading service or causing a security issue. You can also

configure the switch to shut down or temporarily disable an interface when the storm

control limit is exceeded.

This example shows how to configure storm control:

NOTE: This example uses a Junos OS release that does not supports the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Example: Configuring Storm Control to
Prevent Network Outages” on page 4529.

• Requirements on page 4528

• Overview and Topology on page 4528

• Configuration on page 4529

Requirements

This example uses the following hardware and software components:

• A switch

• Junos OS Release 11.1 or later

Overview and Topology

A traffic storm occurs when broadcast packets prompt receiving devices to broadcast

packets in response. This prompts further responses, creating a snowball effect. The

switch is flooded with packets, and the resulting unnecessary traffic leads to poor

performance or even a complete loss of service by some clients. Storm control causes

a device to monitor traffic levels and take a specified action when a specified traffic

level—called the storm control level—is exceeded, thus preventing packets from

proliferating and degrading service.

Storm control monitors the incoming broadcast traffic and unknown unicast traffic and

compares it with the level that you specify. If broadcast traffic and unknown unicast

traffic exceed the specified level, the switchdropspackets for the controlled traffic types.

Storm control is enabled by default on all interfaces, and the default level is 80 percent

of the available bandwidth.

This example shows how to configure the storm control level on interface xe-0/0/0 by

setting the level to a traffic rate of 5000000 Kbps, based on the total of the combined

broadcast andunknownunicast streams. If broadcast traffic andunknownunicast traffic

exceed these levels, the switch drops packets for the controlled traffic types.
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Configuration

Step-by-Step
Procedure

To configure storm control for a 10-Gigabit Ethernet interface to the equivalent of

50 percent of the available bandwidth:

• Specify the level of allowed broadcast traffic and unknown unicast traffic on a specific

interface:

[edit ethernet-switching-options]
user@switch# set storm-control interface xe-0/0/0 bandwidth 5000000

Results Display the results of the configuration:

[edit ethernet-switching-options]
user@switch# show storm-control
interface xe-0/0/0 {
bandwidth 5000000;

}

Related
Documentation

Understanding Storm Control on page 4471•

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

• action-shutdown on page 4650

• interface (Storm Control) on page 4666

• port-error-disable on page 4600

Device Security Configuration Example (ELS CLI Only)

• Example: Configuring Storm Control to Prevent Network Outages on page 4529

Example: Configuring Storm Control to Prevent Network Outages

Storm control enables you to prevent network outages caused by broadcast storms on

the LAN. You can configure storm control on to rate-limit broadcast traffic, multicast

traffic, and unknown unicast traffic at a specified level and to have packets dropped

when the specified traffic level is exceeded, therebypreventingpackets fromproliferating

and degrading the LAN.

NOTE: This example uses a Junos OS release that supports the Enhanced
Layer 2 Software (ELS) configuration style. If your switch runs software that
does not support ELS, see “Example: Configuring Storm Control to Prevent
Network Outages” on page 4527. .

• Requirements on page 4530

• Overview and Topology on page 4530

• Configuration on page 4530
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Requirements

This example uses the following hardware and software components:

• One QFX Series switch running Junos OSwith ELS

• Junos OS Release 13.2 or later

Overview and Topology

A storm is generated whenmessages are broadcast on a network and eachmessage

prompts a receiving node to respond by broadcasting its ownmessages on the network.

This, in turn, prompts further responses, creating a snowball effect and resulting in a

broadcast storm that can cause network outages.

You can use storm control to prevent broadcast storms by specifying the amount, also

known as the storm control level, of broadcast traffic, multicast traffic, and unknown

unicast traffic to be allowed on an interface. You specify the storm control level as the

traffic rate in kilobits per second (Kbps) of the combined applicable traffic streams or

as thepercentageofavailablebandwidthusedby thecombinedapplicable traffic streams.

By default, storm control is enabled on all interfaces at a level of 80 percent of the

available bandwidth.

Storm control monitors the level of applicable incoming traffic and compares it with the

level that you specify. If the combined level of the applicable traffic exceeds the specified

level, the switch drops packets for the controlled traffic types. As an alternative to having

the switch drop packets, you can configure storm control to shut down interfaces or

temporarilydisable interfaces(see theaction-shutdownstatementor the recovery-timeout

statement) when the storm control level is exceeded.

The topology used in this example consists of one switch connected to various network

devices. This example shows how to configure the storm control level on interface

xe-0/0/0 by setting the level to a traffic rate of 15,000 Kbps, based on the traffic rate

of the combined applicable traffic streams. If the combined traffic exceeds this level, the

switch drops packets for the controlled traffic types to prevent a network outage.

Configuration

CLI Quick
Configuration

To quickly configure storm control based on the traffic rate in kilobits per second of the

combined traffic streams, copy the following command and paste it into the switch

terminal window:

[edit]
set forwarding-options storm-control-profiles sc-profile all bandwidth-level 15000
set interfaces xe-0/0/0 unit 0 family ethernet-switching storm-control sc-profile

Step-by-Step
Procedure

To configure storm control:

Configure a storm control profile, sc-profile, and specify the traffic rate in kilobits

per second of the combined traffic streams:

1.

[edit]
user@switch> set forwarding-optionsstorm-control-profilessc-profileallbandwidth-level
15000
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2. Bind the storm control profile, sc, to a logical interface:

[edit]
user@switch> set interfaces xe-0/0/0 unit 0 family ethernet-switching storm-control
sc-profile

Results Display the results of the configuration:

[edit forwarding-options]
user@switch> show storm-control-profiles sc-profile
all {
bandwidth 15000;

}

[edit]
user@switch> show interfaces xe-0/0/0
unit 0 {
family ethernet-switching {
vlan {
members default;

}
storm-control sc-profile;

}
}

Related
Documentation

Understanding Storm Control on page 4471•

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

Firewall and Policer Configuration Tasks

• Configuring Firewall Filters on page 4531

• Applying Firewall Filters to Interfaces on page 4535

• Assigning Forwarding Classes and Loss Priority on page 4536

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Configuring MPLS Firewall Filters and Policers on page 4540

Configuring Firewall Filters

You can configure firewall filters in a switch to control traffic that enters switch ports or

enters and exits VLANs and Layer 3 (routed) interfaces. To use a firewall filter, you must

configure the filter and then apply it to a port, VLAN, or Layer 3 interface.

• Configuring a Firewall Filter on page 4532

• Applying a Firewall Filter to a Port on page 4533

• Applying a Firewall Filter to a VLAN on page 4534

• Applying a Firewall Filter to a Layer 3 (Routed) Interface on page 4534
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Configuring a Firewall Filter

To configure a firewall filter:

1. Configure the family address type, filter name, term name, and at least onematch

condition—for example, match on packets that contain a specific source address:

[edit]
user@switch# set firewall family ethernet-switching filter ingress-port-filter term term-one
from source-address 192.0.2.14

For a firewall filter that is applied to a port or VLAN, specify the family address type

ethernet-switching. For a firewall filter that is applied to a Layer 3 (routed) interface,

specify the family address type inet.

The filter and term names can contain letters, numbers, and hyphens (-) and can be

up to 64 characters long. Each filter namemust be unique. A filter can contain one or

more terms, and each term namemust be unique within a filter.

2. Configure additional match conditions. For example, match on packets that contain

a specific source port:

[edit firewall family ethernet-switching filter ingress-port-filter term
term-one from]
user@switch# set source-port 80

You can specify one ormorematch conditions in a single from statement. For amatch

to occur, the packet must match all the conditions in the term. The from statement

is optional, but if included ina term, it cannotbeempty. If youomit the from statement,

all packets are considered to match.

3. If you want to apply a firewall filter to multiple interfaces and be able to see counters

specific to each interface, configure the interface-specific option:

[edit firewall family ethernet-switching filter ingress-port-filter]
user@switch# set interface-specific

4. In each firewall filter term, specify the actions to take if the packet matches all the

conditions in that term. You can specify an action and action modifiers:

• To specify a filter action, for example, to discard packets thatmatch the conditions

of the filter term:

[edit firewall family ethernet-switching filter ingress-port-filter term
term-one then]
user@switch# set discard

You can specify nomore than one action (accept, discard, reject, routing-instance,

or vlan) per term.

• To specify action modifiers, for example, to count and classify packets to a

forwarding class:

[edit firewall family ethernet-switching filter ingress-port-filter term
term-one then]
user@switch# set count counter-one
user@switch# set forwarding-class expedited-forwarding
user@switch# set loss-priority high
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You can specify any of the following action modifiers in a then statement:

• analyzeranalyzer-name—Mirror port traffic toa specifiedanalyzer,which youmust

configure at the [ethernet-switching-options] level.

• count counter-name—Count the number of packets that pass this filter term.

NOTE: We recommend that you configure a counter for each term in
a firewall filter, so that you canmonitor the number of packets that
match the conditions specified in each filter term.

NOTE: On the QFX Series, filters automatically count packets that
have been dropped on ingress because of cyclic redundancy check
(CRC) errors.

• forwarding-class class—Assign packets to a forwarding class.

• log—Log the packet header information in the Routing Engine.

• loss-priority priority—Set the priority of dropping a packet.

• policer policer-name—Apply rate-limiting to the traffic.

• syslog—Log an alert for this packet.

If you omit the then statement or do not specify an action, packets thatmatch all the

conditions in the from statement are accepted. However, you should always explicitly

configure an action in the then statement. You can include nomore than one action

statement, but you can use any combination of action modifiers. For an action or

action modifier to take effect, all conditions in the from statement must match.

NOTE: Implicit discard is also applicable to a firewall filter applied to the
loopback interface, lo0.

Applying a Firewall Filter to a Port

To apply a firewall filter to an ingress port:

1. Provide ameaningful description of the firewall filter in the configuration of the port

to which the filter will be applied:

[edit]
user@switch# set interfaces ge-0/0/6 description "filter to limit tcp traffic at trunk port for
employee-vlan"

2. Apply the filter to the interface, specifying the unit number, family address type, the

direction of the filter (for packets entering the port), and the filter name:

[edit]
user@switch# set ge-0/0/6 unit 0 family ethernet-switching filter input ingress-port-filter
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For firewall filters that are applied to ports, the family address typemust be

ethernet-switching.

NOTE: You can apply only one filter to a port for a given direction (ingress
or egress).

Applying a Firewall Filter to a VLAN

To apply a firewall filter to a VLAN:

1. Provide ameaningful description of the firewall filter in the configuration of the VLAN

to which the filter will be applied:

[edit]
user@switch# set vlans employee-vlan vlan-id 20 description "filter to block rogue devices
on employee-vlan"

2. Apply firewall filters to filter packets that are entering or exiting the VLAN:

• To apply a filter to match packets that are entering the VLAN:

[edit]
user@switch# set vlans employee-vlan vlan-id 20 filter input ingress-vlan-rogue-block

• To apply a firewall filter to match packets that are exiting the VLAN:

[edit]
user@switch# set vlans employee-vlan vlan-id 20 filter output egress-vlan-filter

NOTE: Youcanapplyonlyone filter toaVLANforagivendirection (ingress
or egress).

Applying a Firewall Filter to a Layer 3 (Routed) Interface

To apply a firewall filter to a Layer 3 routed interface:

1. Provide ameaningful description of the firewall filter in the configuration of the

interface to which the filter will be applied:

[edit]
user@switch# set interfaces ge-0/1/6description "filter to count andmonitor traffic on layer
3 interface"

2. You can apply firewall filters to filter packets that enter or exit a Layer 3 routed

interface:

• To apply a firewall filter to filter packets that enter a Layer 3 interface:

[edit]
user@switch# set interfaces ge-0/1/6 unit 0 family inet filter input ingress-router-filter

• To apply a firewall filter to filter packets that exit a Layer 3 interface:

[edit]
user@switch# set interfaces ge-0/1/6 unit 0 family inet filter output egress-router-filter
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For firewall filters applied to Layer 3 routed interfaces, the family address typemust

be inet.

NOTE: You can apply only one filter to an interface for a given direction
(ingress or egress).

Related
Documentation

Overview of Firewall Filters on page 4409•

• Firewall Filter Match Conditions and Actions on page 4419

• Verifying That Firewall Filters Are Operational on page 4672

• Monitoring Firewall Filter Traffic on page 4669

• Configuring Port Mirroring on page 4730

Applying Firewall Filters to Interfaces

For a firewall filter to work, youmust apply it to at least one interface. To do this, include

the filter statement when configuring a logical interface at the [edit interfaces] hierarchy

level:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family family-name filter (input |
output) filter-name

In the input statement, specify a firewall filter to be evaluatedwhen packets are received

on the interface. Input filters applied to a loopback interface affect only traffic destined

for the Routing Engine.

In the output statement, specify a filter to be evaluated when packets exit the interface.

NOTE: When you create a loopback interface, it is important to apply an
ingress filter to it so the Routing Engine is protected. We recommend that
when you apply a filter to the loopback interface lo0, you include the

apply-groups statement. Doing so ensures that the filter is automatically

inherited on every loopback interface, including lo0 and other loopback

interfaces.

Related
Documentation

Configuring Firewall Filters on page 4531•

4535Copyright © 2014, Juniper Networks, Inc.

Chapter 51: Configuration



Assigning Forwarding Classes and Loss Priority

You can configure firewall filters to assign packet loss priority (PLP) and forwarding

classes so that if congestion occurs, the marked packets can be dropped according to

the priority you set. The valid match conditions are one or more of the six packet header

fields: destination address, source address, IP protocol, sourceport, destinationport, and

DSCP. In other words, you can set the forwarding class and the PLP for each packet

entering or an interface with a specific destination address, source address, IP protocol,

source port, destination port, or DSCP.

NOTE: Junos OS assigns forwarding classes and PLP on ingress only. Do not
use a filter that assigns forwarding classes or PLP as an egress filter.

When tricolor marking is enabled, a switch supports four PLP designations: low,

medium-low,medium-high, and high. You can also specify any of the forwarding classes

listed in Table 359 on page 4536

Table 359: Unicast Forwarding Classes

For CoS Traffic TypeUnicast Forwarding Class

Best-effort trafficbe

Guaranteed delivery for TCP trafficno-loss

Guaranteed delivery for Fibre Channel over Ethernet (FCoE) trafficfcoe

Network-control trafficnc

To assign forwarding classes in firewall filters:

1. Configure the family address type and filter name:

[edit]
user@switch# edit firewall family ethernet-switching filter ingress-filter

2. Configure the terms of the filter as appropriate, including the forwarding-class and

loss-priority action modifiers. For example, each of the following terms in the filter

examines various packet header fields and assigns the appropriate forwarding class

and packet loss priority:

• The term corp-trafficmatches all IPv4 packets with a 10.1.1.0/24 source address

and assigns the packets to forwarding class no-losswith a loss priority of low:

[edit firewall family ethernet-switching filter ingress-filter]
user@switch# set term corp-traffic from source-address 10.1.1.0/24;
user@switch# set term corp-traffic then forwarding-class no-loss
user@switch# set term corp-traffic then loss-priority low

• The term data-trafficmatches all IPv4 packets with a 10.1.2.0/24 source address

and assigns the packets to forwarding class be (best effort) with a loss priority of

medium-high:
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[edit firewall family ethernet-switching filter ingress-filter]
user@switch# set term data-traffic from source-address 10.1.2.0/24;
user@switch# set term data-traffic then forwarding-class be
user@switch# set term data-traffic then loss-priority medium-high

• Because the loss of network-generated packets can jeopardize proper network

operation, the delay of these packets is preferable to discarding these packets. The

term network-traffic assigns the packets with an IP precedence of net-control to

forwarding class nc (network control) with a loss priority of low:

[edit firewall family ethernet-switching filter ingress-filter]
user@switch# set term network-traffic from precedence net-control
user@switch# set term network-traffic then forwarding-class nc
user@switch# set term network-traffic then loss-priority low

• The last term accept-trafficmatches any packets that did not match on any of the

preceding terms and assigns the packets to forwarding class bewith a loss priority

of high:

[edit firewall family ethernet-switching filter ingress-filter]
user@switch# set term accept-traffic then forwarding-class be
user@switch# set term accept-traffic then loss-priority high

3. Apply the filter ingress-filter toaport, VLAN,or Layer3 interface. For informationabout

applying the filter, see “ConfiguringFirewall Filters” onpage4531. (Assigning forwarding

classes and PLP is supported only on ingress filters.)

Related
Documentation

Configuring Firewall Filters on page 4531•

• Verifying That Firewall Filters Are Operational on page 4672

• Monitoring Firewall Filter Traffic on page 4669

• Overview of Policers on page 4441

• Understanding CoS Classifiers on page 5334

• Understanding CoS Forwarding Classes on page 5354

Configuring Color-Blind Egress Policers for Medium-Low PLP

If you use color-blind mode and want to configure an egress policer that marks packets

to havemedium-low PLP, youmust configure a single-rate two-color policer at the [edit

firewall policerpolicer-name]hierarchy level, because color-blindmodedoes not support

medium-low priority. For example:

1. Specify thenameof thepolicer, thebandwidth limit inbits per second (bps) to control

the traffic rate on an interface, and themaximum allowed burst size to control the

amount of traffic bursting:

[edit]
user@switch# set firewall policer policer-name if-exceeding bandwidth-limit bytes
burst-size-limit bytes

2. Specify medium-low loss priority for matching packets:

[edit]
user@switch# set firewall policer policer-name then loss-priority medium-low;

3. Apply the filter to a port, VLAN, or Layer 3 interface.
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Related
Documentation

Overview of Policers on page 4441•

• Understanding Color-Blind Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking on page 4449

• Configuring Firewall Filters on page 4531

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

Configuring Two-Color and Three-Color Policers to Control Traffic Rates

You can rate-limit traffic by configuring a policer and specifying it as an action modifier

for a term in a firewall filter. By default, if you specify the same policer in multiple terms,

Junos OS creates a separate policer instance for each term and applies rate limiting

separately for each instance. For example, if you configure a policer to discard traffic that

exceeds 1 Gbps and reference that policer in three different terms, each policer instance

enforces a 1-Gbps limit. In this case, the total bandwidth allowed by the filter is 3 Gbps.

You can also configure a policer to be filter-specific, whichmeans that Junos OS creates

only one policer instance regardless of howmany times the policer is referenced. When

you do this, rate limiting is applied in aggregate, so if you configure a policer to discard

traffic that exceeds 1 Gbps and reference that policer in three different terms, the total

bandwidth allowed by the filter is 1 Gbps.

NOTE: You can include two-color policer actions on ingress firewall filters
only. You can include three-color policer actions on ingress and egress filters.

1. Configuring Two-Color Policers on page 4538

2. Configuring Three-Color Policers on page 4539

3. Specifying Policers in a Firewall Filter Configuration on page 4539

4. Applying a Firewall Filter That Includes a Policer on page 4540

Configuring Two-Color Policers

To configure a two-color policer:

1. Specify the name of the policer, the bandwidth limit to control the traffic rate on an

interface, and themaximumallowedburst size tocontrol theamountof trafficbursting:

[edit firewall]
user@switch# set policer policer-name <filter-specific> if-exceeding bandwidth-limit bps
burst-size-limit bytes

The policer name can contain letters, numbers, and hyphens (-) and can have as

many as 64 characters.

The range for the bandwidth limit is 32000 (32k) through 102,300,000,000

(102300m) bps.
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Todetermine the value for the burst-size limit,multiply the bandwidth of the interface

on which the filter is applied by the amount of time to allow a burst of traffic at that

bandwidth to occur and divide the result by 8:

maximumburst size=(interfacebandwidth)X(allowable time forburst) / (8bits/byte)

The range for the burst-size limit is 1 through 2,147,450,880 bytes.

2. Specify the policer action to discard or assign a loss priority to packets that exceed

the rate limits:

[edit firewall policer policer-name]
user@switch# set then (discard | loss-priority low | loss-priority high)

Configuring Three-Color Policers

To configure a three-color policer:

1. Specify the name of the policer and (optionally) whether to automatically discard

packets with high loss priority (PLP):

[edit firewall]
user@switch# set three-color-policer policer-name
user@switch# set three-color-policer policer-name action loss-priority high then discard

2. Specifywhether the three-color policer shouldbe single-rate or two-rate andwhether

it should be color-aware or color-blind:

[edit firewall three-color-policer policer-name]
user@switch# set (single-rate | two-rate) (color-aware | color-blind)

3. For single-rate three-color policers, configure the CIR, CBS, and EBS:

[edit firewall three-color-policer policer-name single-rate]
user@switch# set committed-information-rate bps
user@switch# set committed-burst-size bytes
user@switch# set excess-burst-size bytes

4. For two-rate three-color policers, configure the CIR, CBS, PIR, and PBS:

[edit firewall three-color-policer policer-name single-rate]
user@switch# set committed-information-rate bps
user@switch# set committed-burst-size bytes
user@switch# set peak-information-rate bps
user@switch# set peak-burst-size bytes

Specifying Policers in a Firewall Filter Configuration

To use a two-color policer, configure a filter term that includes the action policer:

[edit firewall family family-name]
user@switch# set filter filter-name term name then name

For example, the following commands apply a two-color policer to all packets sent from

192.0.2.0/24.

[edit firewall family family-name]
user@switch# set filter limit—hosts term term1 from source-address 192.0.2.0/24
user@switch# set filter limit—hosts term term1 then policer policer1

To use a three-color policer, configure a filter term that includes the action

three-color-policer:

[edit firewall family name]
user@switch# set filter name term name frommatch-condition
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user@switch# set filter name term name then three-color-policer (single-rate | two-rate) name

For example, the following commands apply a single-rate three-color policer to all

packets received or sent by interface ge-0/0/6 (depending on whether the filter is an

ingress or egress filter).

[edit firewall family name]
user@switch# set filter srTCM term term-one from interface ge-0/0/6
user@switch# set filter srTCM term term-one then three-color-policer single-rate srTCM1-ca

Youmust specifywhether the three-color policer is single-rate or two-rate, and thismust

match the policer itself. Otherwise, the configuration listing includes an error message

indicating that the three-color policer you referenced in the filter does not exist.

Applying a Firewall Filter That Includes a Policer

A firewall filter that includes one or more policer action modifiers must be applied to a

port, VLAN, or Layer 3 interface like anyother filter. For informationabout applying firewall

filters, see “Configuring Firewall Filters” on page 4531.

NOTE: You can include two-color policer actions on ingress firewall filters
only. You can include three-color policer actions on ingress and egress filters.

Related
Documentation

Configuring Firewall Filters on page 4531•

• Overview of Policers on page 4441

• Verifying That Two-Color Policers Are Operational on page 4683

• Verifying That Three-Color Policers Are Operational on page 4682

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

ConfiguringMPLS Firewall Filters and Policers

You can configure an MPLS firewall filter to count packets based on the EXP bits for the

top-level MPLS label in a packet. You can also configure policers for MPLS LSPs.

The following sections discuss MPLS firewall filters and policers:

• Configuring MPLS Firewall Filters on page 4540

• Examples: Configuring MPLS Firewall Filters on page 4541

• Configuring Policers for LSPs on page 4542

ConfiguringMPLS Firewall Filters

You can configure an MPLS firewall filter to count packets based on the EXP bits for the

top-level MPLS label in a packet. You can then apply this filter to a specific interface on

input or output. You can also configure a policer for the MPLS filter to police (that is,

rate-limit) the traffic on the interface to which the filter is attached. You cannot apply

MPLS firewall filters to loopback interfaces.

You can configure the following match conditions for MPLS filters at the [edit firewall

family mpls filter filter-name term term-name from] hierarchy level:
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• exp

• label

TheseexpmatchconditioncanacceptEXPbits in the range0 through7.Youcanconfigure

the following choices:

• A single EXP bit—for example, exp 3;

• Several EXP bits—for example, exp 0, 4;

• A range of EXP bits—for example, exp [0-5];

The labelmatch condition can accept a range of values from 0 to 1048575.

If you do not specify a match criterion (that is, you do not configure the from statement

and use only the then statement with the count action keyword), all the MPLS packets

passing through the interface on which the filter is applied will be counted.

You also can configure any of the following action keywords at the [edit firewall family

mpls filter filter-name term term-name then] hierarchy level:

• accept

• count

• discard

• policer

• three-color-policer

Examples: ConfiguringMPLS Firewall Filters

The following examples illustrate how youmight configure an MPLS firewall filter and

then apply the filter to an interface. This filter is configured to count MPLS packets with

EXP bits set to either 0 or 4.

The following shows a configuration for an MPLS firewall filter:

[edit firewall]
family mpls {
filter expf {
term expt0 {
from {
exp 0,4;

}
then {
count counter0;
accept;

}
}

}
}
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Configuring Policers for LSPs

MPLS LSP policing allows you to control the amount of traffic forwarded through a

particular LSP. Policing helps to ensure that the amount of traffic forwarded through an

LSP never exceeds the requested bandwidth allocation. LSP policing is supported on

regular LSPs, LSPs configured with DiffServ-aware traffic engineering, andmulticlass

LSPs. You can configuremultiple policers for eachmulticlass LSP. For regular LSPs, each

LSP policer is applied to all of the traffic traversing the LSP. The policer's bandwidth

limitationsbecomeeffectiveas soonas the total sumof traffic traversing theLSPexceeds

the configured limit.

You configure the multiclass LSP and DiffServ-aware traffic engineering LSP policers in

a filter. The filter can be configured to distinguish between the different class types and

apply the relevantpolicer toeachclass type. Thepolicersdistinguishbetweenclass types

based on the EXP bits.

You configure LSPpolicers under the familyany filter. The familyany filter is usedbecause

the policer is applied to traffic entering the LSP. This traffic might be from different

families: IPv6, MPLS, and so on. You do not need to knowwhat sort of traffic is entering

the LSP, as long as the match conditions apply to all types of traffic.

LSP Policer Limitations

When configuring MPLS LSP policers, be aware of the following limitations:

• LSP policers are supported for packet LSPs only.

• LSP policers are supported for unicast next hops only. Multicast next hops are not

supported.

• LSP policers are not supported on aggregated interfaces.

• The LSP policer runs before any output filters.

• Traffic sourced from the Routing Engine (for example, ping traffic) does not take the

same forwarding path as transit traffic. This type of traffic cannot be policed.

Related
Documentation

Overview of Policers on page 4441•

Port Security Configuration Tasks (Original CLI Only)

• Configuring Port Security (CLI Procedure) on page 4543

• Configuring MAC Limiting on page 4545

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• Configuring Autorecovery for MAC Limited or Storm Control Interfaces (CLI

Procedure) on page 4549

• Configuring the none Action to Override a MAC Limit Applied to All Interfaces (CLI

Procedure) on page 4549

• Configuring Static ARP Entries on page 4550
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• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI

Procedure) on page 4550

• Enabling DHCP Snooping (CLI Procedure) on page 4551

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553

• Enabling a Trusted DHCP Server (CLI Procedure) on page 4555

• Enabling a Trusted Port for DHCP on page 4556

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

Configuring Port Security (CLI Procedure)

Ethernet LANs are vulnerable to attacks such as address spoofing and Layer 2 denial of

service (DoS) on network devices. Port security features such as DHCP snooping, DAI

(dynamicARP inspection),MAC limiting,MACmove limiting, andpersistentMAC learning,

as well as trusted DHCP server, help protect the access ports on the switch against the

losses of information and productivity that can result from such attacks.

Depending on the particular feature, you can configure the port security feature either

on:

• VLANs—A specific VLAN or all VLANs

• Interfaces—A specific interface or all interfaces

NOTE: If you configure one of the port security features on all VLANs or all
interfaces, theswitchsoftwareenables thatport security featureonallVLANs
and all interfaces that are not explicitly configured with other port security
features.

However, if you do explicitly configure one of the port security features on a
specific VLAN or on a specific interface, youmust explicitly configure any
additional port security features that you want to apply to that VLAN or
interface. Otherwise, the switch software automatically applies the default
values for the feature.

For example, if you disable DHCP snooping on all VLANs and decide to
explicitly enable IP source guard only on a specific VLAN, youmust also
explicitlyenableDHCPsnoopingonthatspecificVLAN.Otherwise, thedefault
value of no DHCP snooping applies to that VLAN.

To configure port security features using the CLI:

• Enabling DHCP Snooping on page 4544

• Enabling Dynamic ARP Inspection (DAI) on page 4544

• Limiting Dynamic MAC Addresses on an Interface on page 4544
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• Enabling Persistent MAC Learning on an Interface on page 4545

• Limiting MAC Address Movement on page 4545

• Configuring Trusted DHCP Servers on an Interface on page 4545

Enabling DHCP Snooping

You can configure DHCP snooping to allow the device to monitor DHCPmessages

received, ensure that hosts only use the IP addresses assigned to them, and allowaccess

only to authorized DHCP servers.

To enable DHCP snooping:

• On a specific VLAN:

[edit vlans forwarding-options dhcp-security]
user@switch# set vlan default examine-dhcp

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all examine-dhcp

Enabling Dynamic ARP Inspection (DAI)

You can enable DAI to protect against ARP snooping. To enable DAI:

• On a single VLAN (here, the VLAN is employee-vlan):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan arp-inspection

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all arp-inspection

Limiting DynamicMACAddresses on an Interface

Limit the number of dynamic MAC addresses allowed on an interface and specify the

action to take if the limit is exceeded—for example, set a MAC limit of 5with an action

of drop:

• On a single interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 5 action drop

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit 5 action drop

You can also specify the actions log (do not drop the packet but generate an alarm, an

SNMP trap, or a system log entry), none (no action), or shutdown (disable the interface

and generate an alarm) to occur if the number of dynamic MAC addresses is exceeded.
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Enabling Persistent MAC Learning on an Interface

You can configure learned MAC addresses to persist on an interface across restarts of

the switch:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1 persistent-learning

LimitingMACAddress Movement

You can limit the number of times a MAC address canmove from its original interface in

1 second—for example, set a MACmove limit of 5with an action of drop if the limit is

exceeded:

• On a single VLAN (here, the VLAN is employee-vlan):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlanmac-move-limit 5 action drop

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all mac-move-limit 5 action drop

You can also specify the actions log (do not drop the packet but generate an alarm, an

SNMP trap, or a system log entry), none (no action), or shutdown (disable the interface

or VLAN and generate an alarm) to occur if the MAC address moves more than the

specified number of times in 1 second.

Configuring Trusted DHCP Servers on an Interface

Configure a trusted DHCP server on an interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1 dhcp-trusted

Related
Documentation

Configuring Port Security (J-Web Procedure)•

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Monitoring Port Security on page 4671

• Port Security Overview on page 4454

• secure-access-port

• secure-access-port on page 4622

ConfiguringMAC Limiting

To configure MAC limiting on a specific interface or on all interfaces:

1. To limit the number of dynamic MAC addresses, set a MAC limit of 5.
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The action is not specified, so the switch performs the default action drop if the limit

is exceeded:

• On a single interface (here, the interface is xe-0/0/1):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface xe-0/0/1mac-limit (Access Port Security) 5

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit 5

CAUTION: Do not set the MAC limit to 1. The first learnedMAC address is
often inserted into the forwarding database automatically. (For instance,
the first MAC address inserted into the forwarding database for routed
VLAN interfaces is the MAC address of the RVI. For Aggregated Ethernet
bundles using LACP, the first MAC address inserted into the forwarding
database in the forwarding table is the source address of the protocol
packet.) The switch therefore fails to learnMACaddresses other than the
automatic addresses when the MAC limit is set to 1, and this causes
problemswith MAC learning and forwarding.

2. To specify allowed MAC addresses:

• On a single interface (here, the interface is xe-0/0/2):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface xe-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface xe-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface xe-0/0/2 allowed-mac 00:05:85:3A:82:83

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all allowed-mac 00:05:85:3A:82:80
user@switch# set interface all allowed-mac 00:05:85:3A:82:81
user@switch# set interface all allowed-mac 00:05:85:3A:82:83

Related
Documentation

Port Security Overview on page 4454•

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Overview of Access Port Protection on page 4451

• Verifying That MAC Limiting Is Working Correctly on page 4674

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 4499

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 4495

• no-allowed-mac-log on page 4598
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ConfiguringMACMove Limiting (CLI Procedure)

WhenMACmove limiting is configured, MAC address movements are tracked by the

switch and, if a MAC address changes more than the configured number of times within

1 second, the changes to MAC addresses are dropped, logged, ignored, or the interface

is shut down.

NOTE: Although you enable this feature on VLANs, theMACmove limitation
pertains to thenumberofmovements foreach individualMACaddress rather
than the total number of MAC addressmoves in the VLAN. For example, If
theMACmove limit is set to 1, the switch allows an unlimited number ofMAC
addressmovementswithin theVLANas longas the sameMACaddress does
not changemore than once.

You configure MACmove limiting per VLAN, not per interface (port). In the default

configuration, the number of MACmoves permitted is unlimited.

You can choose to have one of the following actions performed when the MACmove

limit is exceeded:

• drop—Drop the packet and generate a system log entry. This is the default.

• log—Do not drop the packet but generate a system log entry.

• none—Take no action.

• shutdown—Disable the interfaces in the VLAN and generate a system log entry. If you

haveconfigured theswitchwith theport-error-disablestatement, thedisabled interfaces

recover automatically upon expiration of the specified disable timeout. If you have not

configured the switch for autorecovery from port error disabled conditions, you can

bring up the disabled interfaces by running the clear ethernet-switching port-error

command.

4547Copyright © 2014, Juniper Networks, Inc.

Chapter 51: Configuration



To configure a MACmove limit for MAC addresses within a specific VLAN or for MAC

addresses within all VLANs, using the CLI:

• On a single VLAN: To limit the number of MAC address movements that can bemade

by an individual MAC address within the VLAN employee-vlan, set a MACmove limit

of 5:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlanmac-move-limit 5

The action is not specified, so the switch performs the default action drop if it tracks

thatan individualMACaddresswithin theemployee-vlanhasmovedmore than5 times

within one second.

• On all VLANs: To limit the number of MACmovements that can bemade by individual

MAC addresses within all VLANs, set a MACmove limit of 5:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all mac-move-limit 5

The action is not specified, so the switch performs the default action drop if it tracks

that an individual MAC addresswithin any of the VLANs hasmovedmore than 5 times

within 1 second.

Related
Documentation

Configuring MACMove Limiting (J-Web Procedure)•

• Example: Configuring Basic Port Security Features on page 4488

• Verifying That MACMove Limiting Is Working Correctly on page 4677

• Monitoring Port Security on page 4671

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• clear ethernet-switching port-error

• clear ethernet-switching port-error on page 4686

• port-error-disable on page 4600

• port-error-disable on page 4600

• secure-access-port

• secure-access-port on page 4622
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Configuring Autorecovery for MAC Limited or Storm Control Interfaces (CLI Procedure)

An Ethernet access interface might shut down or be disabled as a result of one of the

following configurations:

• MAC limiting—mac-limit statement is configured with action shutdown.

• MACmove limiting—mac-move-limit statement is configured with action shutdown.

• Storm control—storm-control statement is configured with the action shutdown.

You can configure a device to automatically restore the disabled interfaces to service

after a specified period of time. Autorecovery applies to all the interfaces that have been

disabled due to MAC limiting, MACmove limiting, or storm control errors.

Toconfigureautorecovery fromthedisabledstatedue toMAC limiting,MACmove limiting,

or storm control shutdown actions:

[edit ethernet-switching-options]
user@switch# set port-error-disable disable-timeout seconds

NOTE: Youmustspecify thedisable timeoutvalue—there isnodefaultdisable
timeout period. If you do not specify a timeout value, youmust use the clear

ethernet-switching port-error command to clear the errors and restore the

interfaces to service.

Related
Documentation

Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465•

• Configuring MAC Limiting on page 4545

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• Understanding Storm Control on page 4471

Configuring the none Action to Override aMAC Limit Applied to All Interfaces (CLI Procedure)

If you set a MAC limit in your port security settings to apply to all interfaces, you can

override that setting for a particular interface by specifying the action none.

To use the none action to override a MAC limit setting:

1. Set the MAC limit for all interfaces—for example, a limit of 5with action drop:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit (Access Port Security) 5 action drop

2. Change the action for one interface with this command.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface xe-0/0/2mac-limit action none

Related
Documentation

Configuring MAC Limiting on page 4545•

• Example: Configuring Basic Port Security Features on page 4488
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• Verifying That MAC Limiting Is Working Correctly on page 4674

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 4499

• Example: Configuring MAC Limiting to Protect the Switch from DHCP Starvation Attacks

Configuring Static ARP Entries

Youcancreate staticARPtableentries,whichareexplicitmappingsbetween IPaddresses

and MAC addresses.

• To configure a static ARP entry:

[edit interfaces interface-name unit logical-unit-number family inet address
address]
user@switch# set arp ip-address (mac |multicast-mac)mac-address

The IP address that you specify must be part of the subnet defined in the enclosing

address statement.

To associate a multicast MAC address with a unicast IP address, use themulticast-mac

statement.

Specify the MAC address as 6 hexadecimal bytes in one of the following formats:

nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn; for example, 0011.2233.4455 or 00:11:22:33:44:55.

Related
Documentation

Understanding Static ARP Entries on page 4470•

• arp

Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

You can add static (fixed) IP addresses and bind them to fixed MAC addresses in the

DHCP snooping database. These bindings are labeled as “static” in the database, while

those bindings that have been added through the process of DHCP snooping are labeled

“dynamic.”

To configure a static IP address/MAC address binding in the DHCP snooping database

(replace ge-0/0/2, 10.0.10.12, data-vlan, and 00:05:85:3A:82:80with values for your

configuration):

[edit ethernet-switching-options secure-access-port]
user@switch# set interfacege-0/0/2static-ip 10.0.10.12vlandata-vlanmac00:05:85:3A:82:80

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Verifying That DHCP Snooping Is Working Correctly on page 4673•

• Understanding DHCP Snooping for Port Security on page 4456

• secure-access-port
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• secure-access-port on page 4622

Enabling DHCP Snooping (CLI Procedure)

DHCP snooping allows the switch tomonitor and control DHCPmessages received from

untrusted devices connected to the switch. It builds andmaintains a database of valid

IP-address/MAC-address (IP-MAC) bindings called the DHCP snooping database.

NOTE: If you configure DHCP snooping for all VLANs and you enable a
different port security feature on a specific VLAN, youmust also explicitly
enable DHCP snooping on that VLAN. Otherwise, the default value of no
DHCP snooping applies to that VLAN.

This topic describes:

• Enabling DHCP Snooping on page 4552

• Applying CoS Forwarding Classes to Prioritize Snooped Packets on page 4552
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Enabling DHCP Snooping

You configure DHCP snooping per VLAN, not per interface (port). By default, DHCP

snooping is disabled for all VLANs. You can enable DHCP snooping on all VLANs or on

specific VLANs.

To enable DHCP snooping on a VLAN or all VLANs:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name examine-dhcp

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all examine-dhcp

TIP: By default, the IP-MAC bindings are lost when the switch is rebooted
and DHCP clients (the network devices, or hosts) must reacquire bindings.
However, you can configure the bindings to persist by setting the
dhcp-snooping-file statement to store the database file either locally or

remotely.

TIP: For private VLANs (PVLANs), enable DHCP snooping on the primary
VLAN. If you enable DHCP snooping only on a community VLAN, DHCP
messages coming from PVLAN trunk ports are not snooped.

Applying CoS Forwarding Classes to Prioritize Snooped Packets

On EX Series switches youmight need to use class of service (CoS) to protect packets

from critical applications from being dropped during periods of network congestion and

delay and youmight also need the port security features of DHCP snooping on the same

ports through which those critical packets are entering and leaving.

NOTE: This is not supported on the QFX Series switch.

To apply CoS forwarding classes and queues to snooped packets:

1. Create a user-defined forwarding class to be used for prioritizing snooped packets:

[edit class-of-service]
user@switch# set forwarding-classes class class-name queue queue-number

2. Enable DHCP snooping on a specific VLAN or on all VLANs and apply the desired

forwarding class on the snooped packets:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name examine-dhcp forwarding-class class-name
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• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all examine-dhcp forwarding-class class-name

Related
Documentation

Enabling DHCP Snooping (J-Web Procedure)•

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy Network

Traffic

• Verifying That DHCP Snooping Is Working Correctly on page 4673

• Monitoring Port Security on page 4671

• Understanding DHCP Snooping for Port Security on page 4456

• class-of-service on page 5717

• secure-access-port

• secure-access-port on page 4622

Enabling Dynamic ARP Inspection (CLI Procedure)

Dynamic ARP inspection (DAI) protects switches against ARP spoofing. DAI inspects

ARP packets on the LAN and uses the information in the DHCP snooping database on

the switch to validate ARP packets and to protect against ARP cache poisoning.

This topic describes:

• Enabling DAI on page 4554

• Applying CoS Forwarding Classes to Prioritize Inspected Packets on page 4554
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Enabling DAI

You configure DAI for eachVLAN, not for each interface (port). By default, DAI is disabled

for all VLANs.

To enable DAI on a VLAN or all VLANs:

• On a single VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name arp-inspection

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all arp-inspection

Applying CoS Forwarding Classes to Prioritize Inspected Packets

Youmight need to use class of service (CoS) to protect packets fromcritical applications

from being dropped during periods of network congestion and delay and youmight also

need theport security featuresofDHCPsnoopingon the sameports throughwhich those

critical packets are entering and leaving.

To apply CoS forwarding classes and queues to DAI packets:

1. Create a user-defined forwarding class to be used for prioritizing DAI packets:

[edit class-of-service]
user@switch# set forwarding-classes class class-name queue queue-number

2. Enable DAI on a specific VLAN or on all VLANs and apply the desired forwarding class

on the DAI packets:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name arp-inspection  forwarding-class class-name

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all arp-inspection forwarding-class class-name

Related
Documentation

Enabling Dynamic ARP Inspection (J-Web Procedure)•

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy Network

Traffic

• Verifying That DAI Is Working Correctly on page 4673

• Monitoring Port Security on page 4671
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• Understanding DAI for Port Security on page 4463

• Understanding DAI for Port Security on page 4463

• class-of-service on page 5717

• secure-access-port

• secure-access-port on page 4622

Enabling a Trusted DHCP Server (CLI Procedure)

You can configure any interface on a switch that connects to a DHCP server as a trusted

interface (port). Configuring a DHCP server on a trusted interface protects against rogue

DHCP servers sending leases.

You configure a trustedDHCPserver onan interface, not onaVLAN.Bydefault, all access

interfaces are untrusted, and all trunk interfaces are trusted.

To configure a trusted interface for a DHCP server by using the CLI (here, the interface

is ge-0/0/8):

[edit ethernet-switching-options secure-access port]
user@switch# set interface ge-0/0/8 dhcp-trusted

Related
Documentation

Enabling a Trusted DHCP Server (J-Web Procedure)•

• Example: Configuring Basic Port Security Features on page 4488

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Verifying That a Trusted DHCP Server Is Working Correctly on page 4681

• Monitoring Port Security on page 4671

• Understanding Trusted DHCP Servers for Port Security on page 4467

• secure-access-port

• secure-access-port on page 4622
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Enabling a Trusted Port for DHCP

By default, all access ports are untrusted and all trunk ports are trusted with regard to

DHCP. Trusted ports allow DHCP servers to provide IP addresses and other information

to requesting devices. Untrusted ports drop traffic from DHCP servers to prevent

unauthorized servers from providing any configuration information to clients.

If you attach a DHCP server to an access port, you must configure it as trusted. You

configure a trusted DHCP server on an interface, not on a VLAN.

NOTE: Before you attach aDHCP server to a trusted access port, ensure that
the server is physically secure—that is, that access to the server ismonitored
and controlled.

• To configure a trusted interface for a DHCP server by using the CLI (here, the interface

is xe-0/0/8):

[edit ethernet-switching-options secure-access port]
user@switch# set interface xe-0/0/8 dhcp-trusted

Related
Documentation

Enabling a Trusted DHCP Server (J-Web Procedure)•

• Example: Configuring Basic Port Security Features on page 4488

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Verifying That a Trusted DHCP Server Is Working Correctly on page 4681

• Monitoring Port Security on page 4671

• Understanding Trusted and Untrusted Ports on page 4467
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Setting Up DHCPOption 82 on the Switch with No Relay Agent Between Clients and DHCP
Server (CLI Procedure)

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

You can configure the DHCP option 82 feature in two topologies:

• The switch, DHCP clients, and DHCP server are all on the same VLAN. The switch

forwards the clients' requests to the server and forwards the server's replies to the

clients. This topic describes this configuration.

• The switch functions as a relay agent when the DHCP clients or the DHCP server is

connected to the switch through a Layer 3 interface. On the switch, these interfaces

areconfiguredas routedVLAN interfaces, orRVIs. Theswitch relays theclients' requests

to the server and then forwards the server's replies to the clients. This configuration is

described in “Setting Up DHCP Option 82 with the Switch as a Relay Agent Between

Clients and DHCP Server (CLI Procedure)” on page 4560.

Before you configure DHCP option 82 on the switch, perform these tasks:

• Connect and configure the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If the server is not configured for DHCP option 82, the server does not use
theDHCPoption82 information in the requestssent to itwhen it formulates
its reply messages.

• Configure a VLAN on the switch and associate the interfaces on which the clients and

the server connect to the switch with that VLAN.
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To configure DHCP option 82:

NOTE: Replace values displayed in italics with values for your configuration.

1. Specify DHCP option 82 for all VLANs associated with the switch or for a specified

VLAN. (You can also configure the feature for a VLAN range.)

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all dhcp-option82

The remaining steps are optional.

2. To configure a prefix for the circuit ID suboption (the prefix is always the hostname

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id prefix hostname

3. To specify that the circuit ID suboption value should contain the interface description

rather than the interface name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-interface-description

4. To specify that the circuit ID suboption value should contain the VLAN ID rather than

the VLAN name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-vlan-id

5. Tospecify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id

6. To configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix mac

7. To specify that the prefix for the remote ID suboption be the hostname of the switch

rather than the MAC address of the switch (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix hostname

8. Tospecify that the remote ID suboption value should contain the interfacedescription:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-interface-description

9. To specify that the remote ID suboption value should contain a character string:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-stringmystring

10. To configure a vendor ID suboption and use the default value (the default value is

Juniper), do not type a character string after the vendor-id option keyword:

[edit ethernet-switching-options secure-access-port]
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user@switch# set vlan employee dhcp-option82 vendor-id

11. To specify that the vendor ID suboption value should contain a character string value

that you specify rather than Juniper (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 vendor-idmystring

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

•

• secure-access-port

• secure-access-port on page 4622

• Understanding DHCP Option 82 for Port Security on EX Series Switches

• Understanding DHCP Option 82 for Port Security on page 4468

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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SettingUpDHCPOption82with theSwitchasaRelayAgentBetweenClientsandDHCPServer
(CLI Procedure)

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help switches against attacks such as spoofing (forging) of IP addresses and MAC

addresses, and DHCP IP address starvation. Option 82 provides information about the

network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

You can configure the DHCP option 82 feature in two topologies:

• The switch functions as a relay agent when the DHCP clients or the DHCP server is

connected to the switch through a Layer 3 interface. On the switch, these interfaces

areconfiguredas routedVLAN interfaces, orRVIs. Theswitch relays theclients' requests

to the server and then forwards the server's replies to the clients. This topic describes

this configuration.Theconfiguration for this topology is thesameregardlessofwhether

your switch is running Junos OS for EX Series switches with support for the Enhanced

Layer 2 Software (ELS) configuration style or not.

• The switch, DHCP clients, and DHCP server are all on the same VLAN. The switch

forwards the clients' requests to the server and forwards the server's replies to the

clients. This configuration for this topology differs if your switch is running Junos OS

for EX Series switches with support for the Enhanced Layer 2 Software (ELS)

configuration style.

• If your switch is running JunosOSforEXSeries switcheswithsupport for theEnhanced

Layer 2 Software (ELS) configuration style. see Setting Up DHCP Option 82 on the

Switch with No Relay Agent Between Clients and DHCP Server (CLI Procedure).

• If your switch is running Junos OS for EX Series switches without support for ELS,

see “SettingUpDHCPOption82on theSwitchwithNoRelayAgentBetweenClients

and DHCP Server (CLI Procedure)” on page 4557.

Before you configure DHCP option 82 on the switch, perform these tasks:

• Connect and configure the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If the server is not configured for DHCP option 82, the server does not use
theDHCPoption82 information in the requestssent to itwhen it formulates
its reply messages.

• Configure the VLAN on the switch and associate the interfaces on which the clients

connect to the switch with that VLAN.

• Configure the routed VLAN interface (RVI) to allow the switch to relay packets to the

server and receive packets from the server. See Configuring Routed VLAN Interfaces

(CLIProcedure)or “ConfiguringRoutedVLAN Interfaces”onpage 1532 for theQFXSeries.

• Configure the switch as a BOOTP relay agent. See DHCP/BOOTP Relay for Switches

Overview.
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To configure DHCP option 82:

NOTE: Replace values displayed in italics with values for your configuration.

1. Specify DHCP option 82 for the BOOTP server:

• On all interfaces that connect to the server:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82

• On a specific interface that connects to the server:

[edit forwarding-options helpers bootp]
user@switch# set interface ge-0/0/10 dhcp-option82

The remaining stepsareoptional. They showconfigurations for all interfaces; include

the specific interface designation to configure any of the following options on a

specific interface:

2. To configure a prefix for the circuit ID suboption (the prefix is always the hostname

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id prefix hostname

3. To specify that the circuit ID suboption value should contain the interface description

rather than the interface name (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-interface-description

4. To specify that the circuit ID suboption value should contain the VLAN ID rather than

the VLAN name (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-vlan-id

5. Tospecify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id

6. To configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix mac

7. To specify that the prefix for the remote ID suboption be the hostname of the switch

rather than the MAC address of the switch (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix hostname

8. Tospecify that the remote ID suboption value should contain the interfacedescription:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id use-interface-description

9. To specify that the remote ID suboption value should contain a character string:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id use-stringmystring

10. To configure a vendor ID suboption and use the default value (the default value is

Juniper), do not type a character string after the vendor-id option keyword:
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[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-id

11. To specify that the vendor ID suboption value contains a character string value that

you specify rather than Juniper (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-idmystring

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

•

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

• Understanding DHCP Option 82 for Port Security on EX Series Switches

• Understanding DHCP Option 82 for Port Security on page 4468

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

Device Security Configuration Tasks

• Configuring Unicast RPF (CLI Procedure) on page 4562

• Disabling Unicast RPF (CLI Procedure) on page 4564

• Configuring Unknown Unicast Forwarding (CLI Procedure) on page 4565

Configuring Unicast RPF (CLI Procedure)

Unicast reverse-path forwarding (RPF) canhelp protect your LAN fromdenial-of-service

(DoS)anddistributeddenial-of-service (DDoS)attacksonuntrusted interfaces. Enabling

unicast RPF on the switch interfaces filters traffic with source addresses that do not use

the incoming interface as the best return path back to the source.When a packet comes

into an interface, if that interface is not the best return path to the source, the switch

discards the packet. If the incoming interface is the best return path to the source, the

switch forwards the packet.

NOTE: On EX3200, EX4200, and EX4300 switches, you can enable unicast
RPFonlyglobally—that is, onall switch interfaces.Youcannotenableunicast
RPF on a per-interface basis.

Before you begin:

• OnanEX8200,EX6200, orQFXSeries switch, ensure that the selectedswitch interface

is symmetrically routedbefore youenableunicastRPF.Asymmetrically routed interface

is an interface that uses the same route in both directions between the source and the

destination. Do not enable unicast RPF on asymmetrically routed interfaces. An
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asymmetrically routed interface uses different paths to send and receive packets

between the source and the destination.

• On an EX3200, EX4200, or EX4300 switch, ensure that all switch interfaces are

symmetrically routed before you enable unicast RPF on an interface.When you enable

unicast RPF on any interface, it is enabled globally on all switch interfaces. Do not

enable unicast RPF on asymmetrically routed interfaces. An asymmetrically routed

interface uses different paths to send and receive packets between the source and

the destination.

To enable unicast RPF, configure it explicitly on a selected customer-edge interface:

[edit interfaces]

user@switch# set ge-1/0/10 unit 0 family inet rpf-check

BEST PRACTICE: On EX3200, EX4200, and EX4300 switches, unicast RPF
is enabled globally on all switch interfaces, regardless of whether you
configure it explicitly on only one interface or only on some interfaces.

OnEX3200,EX4200,andEX4300switches,we recommend that youenable
unicast RPF explicitly on either all interfaces or only one interface. To avoid
possible confusion, do not enable it on only some interfaces:

• Enabling unicast RPF explicitly on only one interfacemakes it easier if you
choose todisable it in the futurebecauseyoumustexplicitlydisableunicast
RPF on every interface on which you explicitly enabled it. If you explicitly
enable unicast RPF on two interfaces and you disable it on only one
interface, unicast RPF is still implicitly enabled globally on the switch. The
drawbackof thisapproach is that theswitchdisplays the flag that indicates
that unicast RPF is enabled only on interfaces on which unicast RPF is
explicitly enabled, so even though unicast RPF is enabled on all interfaces,
this status is not displayed.

• Enabling unicast RPF explicitly on all interfacesmakes it easier to know
whether unicast RPF is enabled on the switch because every interface
shows the correct status. (Only interfaces on which you explicitly enable
unicast RPF display the flag that indicates that unicast RPF is enabled.)
The drawback of this approach is that if you want to disable unicast RPF,
youmust explicitly disable it on every interface. If unicast RPF is enabled
on any interface, it is implicitly enabled on all interfaces.

Related
Documentation

Example: Configuring Unicast RPF on an EX Series Switch•

• Verifying Unicast RPF Status on page 4679

• Disabling Unicast RPF (CLI Procedure) on page 4564

• Troubleshooting Unicast RPF

• Understanding Unicast RPF on page 4473
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Disabling Unicast RPF (CLI Procedure)

Unicast reverse-path forwarding (RPF) canhelp protect your LAN fromdenial-of-service

(DoS) anddistributeddenial-of-service (DDoS) attacks on untrusted interfaces. Unicast

RPF filters traffic with source addresses that do not use the incoming interface as the

best return path back to the source. If the network configuration changes so that an

interface that has unicast RPF enabled becomes a trusted interface or becomes

asymmetrically routed (the interface that receives a packet is not the best return path

to the packet’s source), disable unicast RPF.

To disable unicast RPF on an EX3200, EX4200, or EX4300 switch, youmust delete it

from every interface on which you explicitly configured it. If you do not disable unicast

RPF on every interface on which you explicitly enabled it, it remains implicitly enabled

on all interfaces. If you attempt to delete unicast RPF from an interface on which it was

not explicitly enabled, thewarning: statement not foundmessage appears. If you do not

disable unicast RPF on every interface on which you explicitly enabled it, unicast RPF

remains implicitly enabled on all interfaces of the EX3200, EX4200, or EX4300 switch.

On EX8200, EX6200, and QFX Series switches, the switch does not apply unicast RPF

to an interface unless you explicitly enable that interface for unicast RPF.

To disable unicast RPF, delete its configuration from the interface:

[edit interfaces]

user@switch# delete ge-1/0/10 unit 0 family inet rpf-check

NOTE: On EX3200, EX4200, and EX4300 switches, if you do not disable
unicastRPFonevery interfaceonwhich youexplicitly enabled it, unicastRPF
remains implicitly enabled on all interfaces.

Related
Documentation

Example: Configuring Unicast RPF on an EX Series Switch•

• Verifying Unicast RPF Status on page 4679

• Configuring Unicast RPF (CLI Procedure) on page 4562

• Understanding Unicast RPF on page 4473
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Configuring UnknownUnicast Forwarding (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches or QFX Series with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your
EX Series switch runs software that does not support ELS, see Configuring
Unknown Unicast Forwarding (CLI Procedure). For ELS details, see “Getting
Started with Enhanced Layer 2 Software” on page 58

Unknown unicast traffic consists of packets with unknown destination MAC addresses.

By default, the switch floods these packets to all interfaces associated with a VLAN.

Forwarding such traffic to interfaces on the switch can create a security issue.

Toprevent floodingunknownunicast traffic across the switch, configureunknownunicast

forwarding todirectall unknownunicastpacketswithinaVLANout toaspecific interface.

You can configure each VLAN to divert unknown unicast traffic to different interfaces or

use one interface for multiple VLANs.

To configure unknown unicast forwarding options:

• Configure unknown unicast forwarding for a specific VLAN (here, the VLAN name is

employee), and specify the interface to which all unknown unicast traffic will be

forwarded:

[edit switch-options]
user@switch# set unknown-unicast-forwarding vlan vlan-name interface ge-x/y/z.0

Related
Documentation

Verifying That Unknown Unicast Packets Are Forwarded to a Single Interface•

• Understanding Unknown Unicast Forwarding on page 4477

Configuration Statements for Firewall Filters

• family on page 4566

• filter on page 4567

• filter (Layer 2 and Layer 3 Interfaces) on page 4568

• filter (VLANs) on page 4569

• firewall on page 4570

• from on page 4571

• interface-specific on page 4572

• term on page 4572

• then (Filters) on page 4573
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family

Syntax family family-name {
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}

Hierarchy Level [edit firewall]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a firewall filter for IP version 4 or IP version 6.

Options family-name—Type of addressing protocol:

• ethernet-switching—Filter Layer 2 Ethernet packets and Layer 3 (IP) packets (allows

some Layer 3 filtering).

• inet—Filter Layer 3 IPv4 packets (provides additional Layer 3 filter options).

• inet6—Filter Layer 3 IPv6 packets (provides additional Layer 3 filter options).

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409
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filter

Syntax filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}

Hierarchy Level [edit firewall family family-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure firewall filters.

Options filter-name—Name that identifies the filter. The name can contain letters, numbers, and

hyphens (-), and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409
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filter (Layer 2 and Layer 3 Interfaces)

Syntax filter (input | output) filter-name;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply a firewall filter to traffic transiting a port or Layer 3 interface.

Default All incoming traffic is accepted unmodified on the port or Layer 3 interface, and all

outgoing traffic is sent unmodified from the port or Layer 3 interface.

Options filter-name—Nameofa firewall filter definedat the [edit firewall family family-name filter]

hierarchy level.

input—Apply a firewall filter to traffic entering the port or Layer 3 interface.

output—Apply a firewall filter to traffic exiting the port or Layer 3 interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409
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filter (VLANs)

Syntax filter (input | output) filter-name;

Hierarchy Level [edit vlans vlan-name]
[edit vlans vlan-name forwarding-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply a firewall filter to traffic ingressing or egressing a VLAN.

Default All incoming traffic is accepted unmodified to a VLAN, and all outgoing traffic is sent

unmodified from a VLAN.

Options filter-name—Nameofa firewall filter definedat the [edit firewall family family-name filter]

hierarchy level.

input—Apply a firewall filter to VLAN ingress traffic.

output—Apply a firewall filter to VLAN egress traffic.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409

4569Copyright © 2014, Juniper Networks, Inc.

Chapter 51: Configuration



firewall

Syntax firewall {
family family-name {
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}
policer policer-name {
filter-specific;
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}
three-color-policer policer-name {
action {
loss-priority high then discard;

}
single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure firewall filters and policers.

The remaining statements are explained separately.
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Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Firewall Filters on page 4409

from

Syntax from {
match-conditions;

}

Hierarchy Level [edit firewall family family-name filter filter-name term term-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Match packet fields to values specified in amatch condition. If the from statement is not

included in a firewall filter configuration, all packets are considered to match and the

actions and action modifiers in the then statement are implemented.

Options match-conditions—Conditions thatdefine thevaluesor fields that the incomingoroutgoing

packets must contain for a match. You can specify one or more match conditions.

If you specify more than one, they all must match for a match to occur and for the

action in the then statement to be implemented.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Understanding Firewall Filter Match Conditions on page 4415
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interface-specific

Syntax interface-specific;

Hierarchy Level [edit firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure separate counters for each interface to which a filter is applied.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409

term

Syntax term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

Hierarchy Level [edit firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a firewall filter term.

Options term-name—Name that identifies the term. The name can contain letters, numbers, and

hyphens (-), and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Overview of Firewall Filters on page 4409
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then (Filters)

Syntax then {
action;
action-modifiers;

}

Hierarchy Level [edit firewall family family-name filter filter-name term term-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a firewall filter action.

Options action—Actions to accept, discard, or forwardpackets thatmatchall conditions specified

in a filter term.

action-modifiers—Additional actions to analyze, classify, count, or police packets that

match all conditions specified in a filter term.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Understanding Firewall Filter Match Conditions on page 4415

Configuration Statements for Policers

• action on page 4574

• bandwidth-limit on page 4574

• burst-size-limit on page 4575

• color-aware on page 4576

• color-blind on page 4577

• committed-burst-size on page 4578

• committed-information-rate on page 4579

• excess-burst-size on page 4580

• filter-specific on page 4581

• firewall on page 4582

• if-exceeding on page 4583

• loss-priority high then discard (Three-Color Policer) on page 4584

• peak-burst-size on page 4585

• peak-information-rate on page 4586

• policer on page 4587
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• single-rate on page 4588

• then (Policers) on page 4589

• three-color-policer on page 4590

• two-rate on page 4591

action

Syntax action {
loss-priority high then discard;

}

Hierarchy Level [edit firewall three-color-policer name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Discard traffic on a logical interface using tricolor marking policing.

Options The statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

bandwidth-limit

Syntax bandwidth-limit bps;

Hierarchy Level [edit firewall policer policer-name if-exceeding]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the traffic rate in bits per second.

Options bps—Traffic rate inbitsper second.Specifybpsasadecimal valueorasadecimalnumber

followed by one of the abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 32000 bps (32 Kbps) through 10,000,000,000 bps (10 Gbps)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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burst-size-limit

Syntax burst-size-limit bytes;

Hierarchy Level [edit firewall policer policer-name if-exceeding]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the maximum allowed burst size to control the amount of traffic bursting.

Options bytes—Decimal value or a decimal number followed by k (thousand), m (million), or g

(giga).

Range: 1 through 2,147,450,880 bytes (2147 MB)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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color-aware

Syntax color-aware;

Hierarchy Level [edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the way preclassified packets are metered. In color-aware mode, the switch

can assign a higher packet-loss priority, but cannot assign a lower packet loss priority

(PLP). For example, suppose an upstream device assignsmedium-high PLP to a packet

because the packet exceeded its committed information rate (CIR). The switch cannot

change the PLP to low even if the packet conforms to the configured CIR of the

appropriate interface. On the other hand, if an upstream device assigns low PLP to a

packet but the packet exceeds the CIR and committed burst size (CBS) of the switch

interface, the switch can increase the PLP tomedium-high.

Default If you omit the color-aware statement, the default behavior is color-aware mode.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Overview of Policers on page 4441

• Understanding Color-Aware Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Aware Mode for Two-Rate Tricolor Marking on page 4449

• color-blind on page 4577
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color-blind

Syntax color-blind;

Hierarchy Level [edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the way preclassified packets are metered. In color-blind mode, the switch

ignores any preclassification of packets and can assign a higher or lower packet loss

priority (PLP). For example, suppose an upstream device assigns medium-high PLP to

a packet because the packet exceeded the CIR on the upstream device. The switch can

change the PLP to low if the packet conforms to the CIR of the appropriate interface.

Default If you omit the color-blind statement, the default behavior is color-aware mode.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Overview of Policers on page 4441

• Understanding Color-Blind Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking on page 4449

• Configuring Color-Blind Egress Policers for Medium-Low PLP on page 4537

• color-aware on page 4576
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committed-burst-size

Syntax committed-burst-size bytes;

Hierarchy Level [edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumber of bytes allowed for incoming traffic to burst above the

committed information rate and still be marked with low packet loss priority (green).

NOTE: When you include the committed-burst-size statement in the

configuration, youmust also include the committed-information-rate

statement at the same hierarchy level.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 512 bytes through 268435456 bytes (268MB)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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committed-information-rate

Syntax committed-information-rate bits-per-second;

Hierarchy Level [edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the guaranteed bandwidth under normal line conditions and the average rate

up to which packets are marked with low packet loss priority (green).

NOTE: When you include the committed-information-rate statement in the

configuration, youmust also include the committed-burst-size statement at

the same hierarchy level.

Options bits-per-second—Number of bits per second. You can specify a value in bits per second

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 32,000 bps through 10,000,000,000 bps (10 gbps)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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excess-burst-size

Syntax excess-burst-size bytes;

Hierarchy Level [edit firewall three-color-policer policer-name single-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumber of bytes allowed for incoming traffic to burst above the

committed information rate and still be marked with medium-high packet loss priority

(yellow). Packets that exceed the excess burst size (EBS) are marked with high packet

loss priority (red).

NOTE: Whenyou includetheexcess-burst-sizestatement in theconfiguration,

youmust also include the committed-burst-size and

committed-information-rate statements at the same hierarchy level.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 512 bytes through 268435456 bytes (268MB)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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filter-specific

Syntax filter-specific;

Hierarchy Level [edit firewall policer policer-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a policer to be filter-specific, which means that Junos OS creates only one

policer instance regardless of howmany times the policer is referenced. If you use a

filter-specific policer in multiple terms, both of the following are true:

• Traffic is policed at the aggregate rate. For example, if you create a policer that has a

bandwidth limit of 100 Mbps and use the policer in two terms, the total allowed

bandwidth for both terms is 100 Mbps—not 100Mbps for each term.

• The implicit counter counts all the packets are that matched by any of the terms. For

example, if you reference the same filter-specific policer in term1 and term2, and term1

matches 1000 packets and term2matches 500 packets, the implicit counter shows

1500matches for the policer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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firewall

Syntax firewall {
family family-name {
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}
policer policer-name {
filter-specific;
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}
three-color-policer policer-name {
action {
loss-priority high then discard;

}
single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure firewall filters and policers.

The remaining statements are explained separately.
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Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions and Actions on page 4419

• Configuring Firewall Filters on page 4531

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Firewall Filters on page 4409

if-exceeding

Syntax if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}

Hierarchy Level [edit firewall policer policer-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure policer rate limits.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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loss-priority high then discard (Three-Color Policer)

Syntax loss-priority high then discard;

Hierarchy Level [edit firewall three-color-policer policer-name action]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For packets with high loss priority, discard the packets. The loss priority setting is not

configurable. Include this statement if you do not want the switch to forward packets

that have high packet-loss priority.

For single-rate three-color policers, Junos OS assigns high loss priority to packets that

exceed the committed information rate and the excess burst size.

For two-rate three-color policers, Junos OS assigns high loss priority to packets that

exceed the peak information rate and the peak burst size.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441

Copyright © 2014, Juniper Networks, Inc.4584

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



peak-burst-size

Syntax peak-burst-size bytes;

Hierarchy Level [edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the maximum number of bytes allowed for incoming packets to burst above

thepeak information rate (PIR)andstill bemarkedwithmedium-highpacket losspriority

(yellow). Packets that exceed the peak burst size (PBS) are marked with high packet

loss priority (red).

NOTE: When you include the peak-burst-size statement in the configuration,

youmust also include the committed-burst-size and peak-information-rate

statements at the same hierarchy level.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 1500 bytes through 100,000,000,000 bytes (100 GB)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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peak-information-rate

Syntax peak-information-rate bits-per-second;

Hierarchy Level [edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumachievable rate.Packets thatexceed thecommitted information

rate (CIR) but are below the peak information rate (PIR) are marked with medium-high

packet loss priority (yellow). Packets that exceed the PIR are marked with high packet

loss priority (red). You can configure a discard action for packets that exceed the PIR.

NOTE: When you include the peak-information-rate statement in the

configuration, youmust also include the committed-information-rate and

peak-burst-size statements at the same hierarchy level.

Options bits-per-second—Number of bits per second. You can specify a value in bits per second

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 32,000 bps through 10,000,000,000 bps (10 gbps)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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policer

Syntax policer policer-name {
filter-specific;
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}

Hierarchy Level [edit firewall]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure policer rate limits and actions. To activate a policer, you must include the

policer action modifier in the then statement in a firewall filter term.

Each policer that you configure includes an implicit counter that counts the number of

packets that exceed the rate limits that are specified for the policer. If you use the same

policer in multiple terms—either within the same filter or across filters—the policer’s

implicit counter is used to count packets that are policed in all of these terms. If youwant

to obtain separate packet counts for each term, use these approaches:

• Configure a unique policer for each term.

• Configure only one policer, but use a unique, explicit counter in each term.

Options policer-name—Name that identifies the policer. The name can contain letters, numbers,

hyphens (-), and can be up to 64 characters long.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Configuring Firewall Filters on page 4531

• Overview of Policers on page 4441
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single-rate

Syntax single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}

Hierarchy Level [edit firewall three-color-policer policer-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a single-rate three-color policer in which marking is based on the committed

information rate (CIR), committed burst size (CBS), and excess burst size (EBS).

Packets that conformto theCIRor theCBSareassigned low losspriority (green). Packets

that exceed the CIR and the CBS but are within the EBS are assignedmedium-high loss

priority (yellow). Packets that exceed the EBS are assigned high loss priority (red).

Green and yellow packets are always forwarded; this action is not configurable. You can

configure red packets to be discarded. By default, red packets are forwarded.

The remaining statements are explained separately.

Options policer-name—Nameof the three-color policer. Use this namewhen youapply thepolicer

to an interface.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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then (Policers)

Syntax then {
policer-action;

}

Hierarchy Level [edit firewall policer policer-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a policer action.

Options policer-action—Allowed policer actions are discard, loss-priority high, and loss-priority

low. discard causes the system to drop traffic that exceeds the rate limits defined

by the policer. Use loss-priority high to allow the system to forwardmatching traffic

in some cases.

NOTE: If you specify a policer in an egress firewall filter, the only supported
action is discard.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Configuring Firewall Filters on page 4531

• Overview of Policers on page 4441
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three-color-policer

Syntax three-color-policer policer-name {
action {
loss-priority high then discard;

}
single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}
}

Hierarchy Level [edit firewall],
[edit logical-systems logical-system-name firewall]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a three-color policer.

Options policer-name—Nameof the three-color policer. Use this namewhen youapply thepolicer

to an interface.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Overview of Policers on page 4441
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two-rate

Syntax two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}

Hierarchy Level [edit firewall three-color-policer policer-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a two-rate three-color policer in which marking is based on the committed

information rate (CIR), committed burst size (CBS), peak information rate (PIR), and

peak burst size (PBS).

Packets that conformto theCIRor theCBSareassigned low losspriority (green). Packets

that exceed the CIR and the CBS but are within the PIR or the PBS are assigned

medium-high losspriority (yellow).Packets that exceed thePIRand thePBSareassigned

high loss priority (red).

Green and yellow packets are always forwarded; this action is not configurable. You can

configure red packets to be discarded. By default, red packets are forwarded.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Configuration Statements for Port Security

• circuit-id on page 4592

• dhcp-snooping-file on page 4593

• fc-map on page 4594

• fcoe-trusted on page 4596

• mac-move-limit on page 4597

• no-allowed-mac-log on page 4598

• no-gratuitous-arp-request on page 4598

• persistent-learning on page 4599

• port-error-disable on page 4600

• vendor-id on page 4602

• write-interval on page 4603
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circuit-id

Syntax circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security option-82 ]

• For platforms without ELS:

[editethernet-switching-optionssecure-access-portvlan(all |vlan-name)dhcp-option82],
[edit forwarding-options helpers bootp dhcp-option82] ,
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Configure the circuit-id suboption (suboption 1) ofDHCPoption82 (theDHCP relayagent

informationoption) inDHCPpacketsdestined for aDHCPserver. This suboption identifies

the circuit (the interface, the VLAN, or both) on which the DHCP request arrived.

The remaining statements are explained separately.

Default If DCHP option 82 is enabled on the switch, the circuit ID is supplied by default in the

format interface-name:vlan-name or, on a Layer 3 interface, just interface-name.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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dhcp-snooping-file

Syntax dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options secure-access-port]

For platforms with ELS:

[edit system processes] dhcp-service ]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specifya localpathnameor remoteURL for theDHCPsnoopingdatabase file tomaintain

persistence of IP-MAC bindings.

The remaining statements are explained separately.

Default The IP-MACbindings in the DHCP snooping database file are not persistent. If the switch

is rebooted, the bindings are lost.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 4456
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fc-map

Syntax fc-map fc-map-value;

Hierarchy Level Original CLI

[edit ethernet-switching options secure-access-port vlan (all | vlan-name) examine-fip]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security]

NOTE: The fc-map configuration statement is in a different hierarchy on the

original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

QFX Series that Support FCoE-FC Gateway Configuration

[edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Set the FCoEmapped address prefix (FC-MAP) value for the FCoE VLAN tomatch the

FC switch (or FCoE forwarder) FC-MAP value for the FC fabric. The FC-MAP value is a

uniqueMAC address prefix an FC switch uses to identify FCoE traffic for a given FC fabric

(traffic on a particular FCoE VLAN).

You can configure the FC-MAP value or use the default value. The default FC-MAP value

is different for VN_Port to VF_Port (VN2VF_Port) FIP snooping (0x0EFC00) than for

VN_Port to VN_Port (VN2VN_Port) FIP snooping.

The FC switch provides the FC-MAP value to FCoE nodes (ENodes) in the FIP discovery

advertisement message. If the EX Series switch or the QFX Series FCoE VLAN FC-MAP

valuedoesnotmatch theFCswitchFC-MAPvalue, neitherdevicediscovers theFCswitch

on that VLAN, and the ENodes on that VLAN cannot access the FC switch. The FC switch

accepts only FCoE traffic that uses the correct FC-MAPvalue as part of theVN_PortMAC

address.

When the QFX Series acts as an FCoE-FC gateway, the FC-MAP value for the gateway

and the FCoE devicesmustmatch the FC switch FC-MAP value in order to communicate

with the FC switch.

NOTE: Changing the FC-MAP value causes all logins to drop and forces the
ENodes to log in again.

Options fc-map-value—FC-MAP value, hexadecimal value preceded by “0x”.
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Range: 0x0EFC00 through 0x0EFCFF

Default: 0x0EFC00forVN2VF_PortFIPsnooping0x0EFD00forVN2VN_PortFIPsnooping

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• examine-fip on page 4613

• show fip snooping on page 5254

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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fcoe-trusted

Syntax fcoe-trusted;

Hierarchy Level Original CLI

[edit ethernet-switching-options secure-access-port interface interface-name]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security interface interface-name]

NOTE: The fcoe-trusted configuration statement is in a different hierarchy

on the original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

QFX Series that Support FCoE-FC Gateway Configuration

[edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced for the FC fabric in Junos OS Release 11.3 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Configure the specified 10-Gigabit Ethernet interface to trust FibreChannel over Ethernet

(FCoE) traffic. If an interface is connected to another switch such as an FCoE forwarder

(FCF) or a transit switch, you can configure the interface as trusted so that the interface

forwardsFCoE traffic fromthe switch to theFCoEdeviceswithout installing FIP snooping

filters.

(QFXSeries FCoE-FCgateway)Configure the specified local FibreChannel fabric to trust

FCoE traffic on all ports in the fabric. Changing the fabric ports from untrusted to trusted

removes any existing FIP snooping filters from the ports. Changing the fabric ports from

trusted to untrusted by removing the fcoe-trusted configuration from the fabric forces

all of the FCoE sessions on those ports to log out so thatwhen the ENodes andVN_Ports

log in again, the switch can build the appropriate FIP snooping filters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fip snooping on page 5254

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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mac-move-limit

Syntax mac-move-limit limit <fabric-limit limit> action action;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options secure-access-port (all | vlan-name)]

For platforms with ELS:

[edit vlans vlan-name switch-options],

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the number of times a MAC address canmove to a new interface (port) in

1 second and the action to be taken by the switch if the MAC address move limit is

exceeded.

Default The default move limit is unlimited. The default action is drop.

Options fabric-limit—Specify the maximum number of moves in a QFabric system. If you do not

specify a fabric limit, the value formac-move-limit applies to the QFabric system.

limit—Maximum number of moves to a new interface per second.

action action—(Optional) Action to take when the MAC address move limit is reached:

• drop—Drop the packet and generate an alarm, an SNMP trap, or a system log entry.

This is the default.

• log—Do not drop the packet but generate an alarm, an SNMP trap, or a system log

entry.

• none—No action.

• shutdown—Disable the interface and generate an alarm. If you have configured the

switch with the port-error-disable statement, the disabled interfaces recover

automatically upon expiration of the specified disable timeout. If you have not

configured the switch for autorecovery from port error disabled conditions, you can

bring up the disabled interfaces by running the clear-ethernet-switch-port command.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• mac-limit on page 4617

• Example: Configuring Basic Port Security Features on page 4488

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)
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no-allowed-mac-log

Syntax no-allowed-mac-log;

Hierarchy Level • For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)]

• For platforms with ELS:

[edit switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify that the switch should not log messages when it receives packets from invalid

MAC addresses on an interface that has been configured for allowed MAC addresses.

Default The switch logs messages when it receives packets from invalid MAC addresses on an

interface that has been configured for particular allowed (specific) MAC addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Configuring MAC Limiting on page 4545

• allowed-mac on page 4605

• mac-limit on page 4617

no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure theswitchnot to respond togratuitousARPrequests.Youcandisable responses

to gratuitous ARP requests on both Layer 2 Ethernet switching interfaces and routed

VLAN interfaces (RVIs).

Default Gratuitous ARP responses are enabled on all Ethernet switching interfaces and RVIs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routed VLAN Interfaces on page 1532
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persistent-learning

Syntax persistent-learning;

Hierarchy Level • For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)]

• For platforms with ELS:

[edit switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 11.4 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Hierarchy level [edit switch-options interface interface-name] introduced in Junos OS

Release 13.2X50-D10

Description Specify that learned MAC addresses persist on the specified interfaces across restarts

of the switch and link-down conditions. This feature is also known as sticky MAC.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 4488

• Configuring Persistent MAC Learning (CLI Procedure)

• Configuring Persistent MAC Learning (CLI Procedure)
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port-error-disable

Syntax port-error-disable {
(disable-timeout seconds | recovery-timeout seconds);

}

Hierarchy Level For platforms without ELS:•

[edit ethernet-switching-options]

• For platforms with ELS:

[edit switch-options ]

Release Information Statement introduced in Junos OS Release 11.1 on the QFX Series.

Description Disable rather than block an interface when enforcing MAC limiting, MACmove limiting,

and storm control, and allow the interface to recover automatically from the error

condition after a specified period of time:

NOTE: The port-error-disable configuration does not apply to preexisting

error conditions. It affects only error conditions that are detected after you
enable and commit the port-error-disable statement. To clear a preexisting

error condition and restore the interface to service, use the clear
ethernet-switching port-error command.

• If you enable themac-limit statement with the shutdown option and also enable the
port-error-disable statement, the switchdisables (rather thanshutsdown) the interface

when the MAC address limit is reached.

• If you have enabled themac-move-limit statementwith the shutdown option and you
enable the port-error-disable statement, the switch disables (rather than shuts down)

the interface when themaximum number of moves to a new interface is reached.

• If you enable the storm-control statement with the action-shutdown option and you
also enable port-error-disable, the switch disables (rather than shuts down) the

interface when broadcast traffic and unknown unicast traffic exceed the specified

levels.

Default Not enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465•

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527
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• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

• action-shutdown on page 4650

• disable-timeout on page 4609

• clear ethernet-switching port-error on page 4686
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vendor-id

Syntax vendor-id <string>;

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security option-82]

• For platforms without ELS:

[editethernet-switching-optionssecure-access-portvlan(all |vlan-name)dhcp-option82],
[edit forwarding-options helpers bootp dhcp-option82],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Insert a vendor ID in the DHCP option 82 information in a DHCP request packet header

before forwarding or relaying the request to a DHCP server.

Default If vendor-id is not explicitly configured for DHCP option 82, then no vendor ID is set.

Options string—(Optional) A single string that designates the vendor ID.

Range: 1–255 characters

Default: If you specify vendor-idwith no string value, then the default vendor ID Juniper
Networks is configured.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

Copyright © 2014, Juniper Networks, Inc.4602

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



write-interval

Syntax write-interval seconds;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options secure-access-port dhcp-snooping-file]

For platforms with ELS:

[edit system processes] dhcp-service dhcp-snooping-file]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how frequently the switch writes the database entries frommemory into the

specified DHCP snooping database file.

Default None

Options seconds—Value in seconds.

Range: 60 through 86400

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 4456

Configuration Statements for Port Security (Original CLI Only)

• allowed-mac on page 4605

• arp-inspection on page 4606

• dhcp-trusted on page 4607

• dhcp-option82 on page 4608

• disable-timeout (Port Error Disable) on page 4609

• ethernet-switching-options on page 4610

• examine-dhcp on page 4612

• examine-fip on page 4613

• forwarding-class (for DHCP Snooping or DAI Packets) on page 4614

• interface (Secure Access Port) on page 4615

• location on page 4616

• mac on page 4616

• mac-limit on page 4617

• no-dhcp-trusted on page 4618

• prefix (Remote ID for Option 82) on page 4619
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• remote-id on page 4620

• secure-access-port on page 4622

• static-ip on page 4623

• timeout (DHCP Snooping) on page 4624

• use-interface-description on page 4625

• use-string on page 4626

• use-vlan-id on page 4627

• vlan (Static IP) on page 4628

• vlan (Secure Access Port) on page 4629
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allowed-mac

Syntax allowed-macmac-address-list

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify particular MAC addresses to be added to the MAC address cache.

NOTE: Although this configuration restricts theaddresses that canbeadded
to theMACaddress cache, it does not block the switch from receiving Layer 2
control packets—such as Link Layer Discovery Protocol (LLDP)
packets—transmitted fromMAC addresses that are not specified in the list
of allowedMACaddresses. Control packetsdonot undergo theMACaddress
check, and they are therefore included in the statistics of packets received,
though, they are not forwarded to another destination.

Default Allowed MAC addresses take precedence over dynamic MAC values. For example, if the

mac-limit statement is set to four and three allowed MACs are configured, only one

dynamic MAC can be learned on that interface.

Options mac-address-list—One or more MAC addresses configured as allowed MAC addresses

for a specified interface or all interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Configuring MAC Limiting on page 4545

• Configuring MACMove Limiting (CLI Procedure) on page 4547

• mac-limit on page 4617

• no-allowed-mac-log on page 4598
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arp-inspection

Syntax (arp-inspection | no-arp-inspection) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}

Hierarchy Level [editethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Perform dynamic ARP inspection on all VLANs or on the specified VLAN.

• arp-inspection—Enable ARP inspection.

NOTE: When ARP inspection is enabled, the switch logs ARP request
packets that it rejects.

• no-arp-inspection—Disable ARP inspection.

Default Disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553

• Example: Configuring Basic Port Security Features on page 4488Example: Configuring

DHCP Snooping, DAI , and MAC Limiting on a Switch with Access to a DHCP Server

Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

Copyright © 2014, Juniper Networks, Inc.4606

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



dhcp-trusted

Syntax (dhcp-trusted | no-dhcp-trusted);

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (Access Port Security) (all |
interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Allow or deny DHCP responses from the specified interfaces (ports) or all interfaces.

• dhcp-trusted—Allow DHCP responses.

• no-dhcp-trusted—Deny DHCP responses.

Default Trusted for trunk ports, untrusted for access ports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Access Port Protection on page 4451

• Enabling a Trusted Port for DHCP on page 4556
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dhcp-option82

Syntax dhcp-option82 {
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]
[edit forwarding-options helpers bootp]
[edit forwarding-options helpers bootp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description When the switch receives a DHCP request from a DHCP client connected on one of the

switch's interfaces, have the switch insert DHCP option 82 (also known as the DHCP

relay agent information option) information in the DHCP request packet header before

it forwards or relays the request to a DHCP server. The server uses the option 82

information, which provides details about the circuit and host the request came from, in

formulating the reply; the server does not, however, make any changes to the option 82

information in the packet header. The switch receives the reply and then removes the

DHCP option 82 information before forwarding the reply to the client.

The remaining statements are explained separately.

Default Insertion of DHCP option 82 information is not enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

•

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches
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• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

disable-timeout (Port Error Disable)

Syntax disable-timeout timeout;

Hierarchy Level [edit ethernet-switching-options port-error-disable]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify how long Ethernet switching interfaces remain in a disabled state due to MAC

limiting, MACmove limiting, or storm control errors.

NOTE: If youmodify an existing timeout value, the new timeout value does
notaffect currentlydisabled interfacesareconfigured forautomatic recovery.
The new timeout value applies only to subsequent port errors. Run the clear

ethernet-switchingport-errorcommandtorestorecurrentlydisabled interfaces.

Default The disable timeout statement is not enabled.

Options timeout—Time, in seconds, that an interface remains disabled. The disabled interface

automatically returns to service when the specified time expires.

Range: 10 through 3600 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

• action-shutdown on page 4650
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
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dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Overview of Access Port Protection on page 4451

• Understanding Storm Control on page 4471

examine-dhcp

Syntax (examine-dhcp | no-examine-dhcp);

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series

Description Enable DHCP snooping on all VLANs or on the specified VLAN.

• examine-dhcp—Enable DHCP snooping.

NOTE: WhenDHCP snooping is enabled, the switch logs DHCPDISCOVER
packets that it rejects.

• no-examine-dhcp—Disable DHCP snooping.

Default Disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Enabling DHCP Snooping (CLI Procedure) on page 4551
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examine-fip

Syntax examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement examine-vn2vn introduced in Junos OS Release 12.2 for the QFX Series.

Description NOTE: This statement supports the original CLI. If your switch runs the
Enhanced Layer 2 Software (ELS) CLI, see examine-vn2vf for VN_Port to
VF_Port (VN2VF_Port) FIP snooping, and see examine-vn2vn for VN_Port to
VN_Port (VN2VN_Port) FIP snooping. For ELS details, see “Getting Started
with Enhanced Layer 2 Software” on page 58.

Enable FIP snooping on a specified VLAN. Ensure that the VLAN is a dedicated FCoE

VLAN that transports only FCoE traffic.

(QFX Series only) Enable VN2VN_Port FIP snooping on the specified VLAN. The VLAN

must be a dedicated FCoE VLAN that transports only VN2VN_Port traffic. One FCoE

VLAN cannot support both VN2VF_Port FIP snooping and VN2VN_Port FIP snooping.

Configureseparate,dedicatedFCoEVLANsforVN2VN_PortFIPsnoopingandVN2VN_Port

FIP snooping.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• vlan

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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forwarding-class (for DHCP Snooping or DAI Packets)

Syntax forwarding-class class class-name;

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name) (examine-dhcp
| arp-inspection)]

Release Information Statement introduced in Junos OS Release 11.2 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Assign a user-defined or a predefined forwarding class to the packets that have been

checked for DHCP snooping or dynamic ARP inspection (DAI).

NOTE: To assign a user-defined class, youmust first configure the
user-defined class by using the forwarding-classes configuration statement
at the [edit class-of-service] hierarchy level.

Default Disabled.

Options class-name—Name of the forwarding class. The forwarding class can be one of the

predefined forwarding classes (best-effort, assured-forwarding,

expedited-forwarding, network-control) or it canbeauser-defined forwarding class.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy Network

Traffic

• Understanding Junos OS CoS Components for EX Series Switches

• Understanding DHCP Snooping for Port Security on page 4456

• Understanding DAI for Port Security on page 4463
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interface (Secure Access Port)

Syntax interface (all | interface-name) {
allowed-macmac-address-list;
(dhcp-trusted | no-dhcp-trusted);
mac-limit limit action action;
no-allowed-mac-log;
static-ip ip-address {
vlan vlan-name;
macmac-address;

}
}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply port security features to all interfaces or to the specified interface.

The remaining statements are explained separately.

Options all—Apply port security features to all interfaces. Does not apply to QFabric systems.

interface-name—Apply port security features to the specified interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Access Port Protection on page 4451

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Trusted and Untrusted Ports on page 4467

• Configuring MAC Limiting on page 4545

• Enabling a Trusted Port for DHCP on page 4556
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location

Syntax location local_pathname | remote_URL;

Hierarchy Level [edit ethernet-switching-options secure-access-port dhcp-snooping-file]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify either a local pathname or a remote URL as the location in which to store the

DHCP snooping database.

Options local_pathname | remote_URL —Location for storing the DHCP snooping database.

• local_pathname—Use /path to store the database on a local switch.

• remote_URL—Use ftp://ip-address or ftp:// hostname/path to store the database at

a remote location.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

mac

Syntax macmac-address;

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (Access Port Security) (all
| interface-name) static-ip ip-address vlan (DHCP Bindings on Access Ports) vlan-name]

[edit vlans vlan-name forwarding-options dhcp-security group group-name interface
interface-name static-ip ip-address]

Release Information Statement introduced in Junos OS Release 11.1 on the QFX Series switches.

Description Specify a media access control (MAC) address (hardware address) for the specified

static IP address.

Options mac-address—Value in hexadecimal format.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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mac-limit

Syntax mac-limit limit {
<action action>;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify thenumberofMACaddresses that canbedynamically added to theMACaddress

cache for this access interface (port) and the action to be taken if the limit is exceeded.

Default The default action is drop.

Options limit—Maximum number of MAC addresses.

action action—(Optional) Action to take when the MAC address limit is exceeded:

• drop—Drop the packet and generate a system log entry. This is the default.

• log—Do not drop the packet but generate a system log entry.

• none—No action.

• shutdown—Disable the interface and generate an alarm. If you configure the switch

with the port-error-disable statement, the disabled interface recovers automatically

upon expiration of the specified timeout. If this statement is not configured, you can

bring up the disabled interfaces by running the clear ethernet-switching port-error

command.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Configuring MAC Limiting on page 4545

• allowed-mac on page 4605
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no-dhcp-trusted

Syntax (dhcp-trusted | no-dhcp-trusted);

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (Access Port Security) (all
| interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Port security features, such as DHCP snooping and dynamic ARP inspection inspect

packets only on untrusted interfaces.

Allow or deny DHCP responses from the specified interfaces (ports) or all interfaces.

• dhcp-trusted—Allow DHCP responses.

• no-dhcp-trusted—Deny DHCP responses.

Default Trusted for trunk ports, untrusted for access ports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Access Port Protection on page 4451

• Enabling a Trusted Port for DHCP on page 4556
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prefix (Remote ID for Option 82)

Syntax prefix hostname | mac | none;

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name) dhcp-option82
remote-id]

[edit forwarding-options helpers bootp dhcp-option82 remote-id]
[edit forwarding-options helpers bootp interface interface-namedhcp-option82 remote-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configureanoptionalprefix for the remote IDsuboption in theDHCPoption82 information

that is inserted by the switch into the packet header of aDHCP request before it forwards

or relays the request to a DHCP server.

Default If prefix is not explicitly specified, no prefix is appended to the remote ID.

Options hostname—Nameof thehost system(theswitch) that is forwardingor relaying theDHCP

request from the DHCP client to the DHCP server.

mac—MAC address of the host system (the switch) that is forwarding or relaying the

DHCP request from the DHCP client to the DHCP server.

none—No prefix is applied to the remote ID.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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remote-id

Syntax remote-id {
host-name host-name;
prefix hostname | mac | none; | host
use-interface-description;
use-string string;

}

Hierarchy Level For platforms with ELS:•

[edit vlans vlan-name forwarding-options dhcp-security option-82 ]

• For platforms without ELS:

[editethernet-switching-optionssecure-access-portvlan(all |vlan-name)dhcp-option82],
[edit forwarding-options helpers bootp dhcp-option82],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security option-82]

introduced in JunosOSRelease 13.2X50-D10. (See “GettingStartedwith EnhancedLayer

2 Software” on page 58 for information about ELS.)

Description Insert the remote-id suboption of DHCP option 82 (also known as the DHCP relay agent

information option) in DHCP request packet headers before forwarding or relaying

requests toaDHCPserver. This suboptionprovidesa trusted identifier for thehost system

that has forwarded or relayed requests to the server.

The remaining statements are explained separately, and their availability depends on

the hierarchy level at which remote-id is specified, as follows:

• The statement prefix is not supported at the [edit vlans vlan-name forwarding-options

dhcp-security option-82] hierarchy level.

• The statement host-name is supported only at the [edit vlans vlan-name

forwarding-options dhcp-security option-82] hierarchy level.

Default If remote-id is not explicitly set, no remote ID value is inserted in theDHCP request packet

header.

If remote-id is explicitly set, but is not qualified by a keyword:

• At the [edit vlans vlan-name forwarding-options dhcp-security] hierarchy level, the

default keyword value is interface-name.

• At all other hierarchy levels, the remote-id default keyword value of is theMACaddress

of the switch.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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secure-access-port

Syntax secure-access-port {
deactivate;
dhcp-snooping-file {
location (local_pathname | remote_URL);
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-macmac-address-list;
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit {
<action action>;

}
no-allowed-mac-log;
persistent-learning;
static-ip ip-address {
vlan vlan-name;
macmac-address;

}
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit action action;

}

Hierarchy Level [edit ethernet-switching-options]
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Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configureport security features, includingMAC limitingandwhether interfacescan receive

DHCP responses, and apply dynamic ARP inspection, DHCP snooping, DHCP option 82,

and MACmove limiting on no VLANs, specific VLANs, or all VLANs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Access Port Protection on page 4451

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Trusted and Untrusted Ports on page 4467

• Configuring MAC Limiting on page 4545

• Enabling a Trusted Port for DHCP on page 4556

static-ip

Syntax static-ip ip-address;
macmac-address;
vlan vlan-name;

}

Hierarchy Level [edit ethernet-switching-optionssecure-access-port interface (all | interface-name)]
[edit vlans vlan-name forwarding-options dhcp-security group group-name interface
interface-name]

Release Information Statement introduced in Junos OS Release 12.1 on the QFX Series.

Description Bind a static IP address to a MAC address in the DHCP snooping database.

Options ip-address—IP address assigned to the device connected on the specified interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 4550
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timeout (DHCP Snooping)

Syntax timeout seconds;

Hierarchy Level [edit ethernet-switching-options secure-access-port dhcp-snooping-file]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a timeout value for remote read andwrite operations. This value determines the

amount of time that the switch waits for a remote system to respond when the DHCP

snooping database is stored on a remote FTP site.

Default None

Options seconds—Value in seconds.

Range: 10 through 3600

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 4456
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use-interface-description

Syntax use-interface-description;

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security option-82 circuit-id]

• For platforms without ELS:

[edit ethernet-switching-optionssecure-access-port vlan(all |vlan-name)dhcp-option82
circuit-id],

[edit forwarding-options helpers bootp dhcp-option82 circuit-id],
[edit forwarding-optionshelpersbootp interface interface-namedhcp-option82circuit-id],
[edit ethernet-switching-optionssecure-access-port vlan(all |vlan-name)dhcp-option82
remote-id],

[edit forwarding-options helpers bootp dhcp-option82 remote-id],
[edit forwarding-optionshelpersbootp interface interface-namedhcp-option82remote-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Use the interface description rather than the interface name (which is the default value)

in the circuit ID or remote ID value in the DHCP option 82 information.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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use-string

Syntax use-string string;

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security option-82 remote-id]

• For platforms without ELS:

[edit ethernet-switching-optionssecure-access-port vlan(all |vlan-name)dhcp-option82
remote-id],

[edit forwarding-options helpers bootp dhcp-option82 remote-id] ,
[edit forwarding-optionshelpersbootp interface interface-namedhcp-option82remote-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Use a string rather than the MAC address of the host system (the default) in the remote

ID value in the DHCP option 82 information.

Options string—Character string used as the remote ID value.

Range: 1–255 characters

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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use-vlan-id

Syntax use-vlan-id;

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security option-82 circuit-id]

• For platforms without ELS:

[edit forwarding-options helpers bootp dhcp-option82-circuit-id],
[edit forwarding-optionshelpersbootp interface interface-namedhcp-option82-circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Use the VLAN ID rather than the VLAN name (the default) in the circuit ID value in the

DHCP option 82 information.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 4521

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 4525

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4557

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 4560

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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vlan (Static IP)

Syntax vlan vlan-name;

Hierarchy Level [editethernet-switching-optionssecure-access-port interface (all | interface-name)static-ip
ip-address]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series switches.

Description Associate a static IP address with the specified VLAN.

Options vlan-name—Name of a VLAN associated with the specified interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 4550
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vlan (Secure Access Port)

Syntax vlan (all | vlan-name) {
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
dhcp-option82
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(arp-inspection | no-arp-inspection);
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;
}
(examine-dhcp | no-examine-dhcp);
mac-move-limitlimit action action;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply DHCP snooping, dynamic ARP inspection (DAI), DHCP option 82, and MACmove

limiting.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range.
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The remaining statements are explained separately.

Options all—Apply DHCP snooping, DAI, DHCP option 82, and MACmove limiting to all VLANs.

vlan-name—Apply DHCP snooping, DAI, DHCP option 82, and MACmove limiting to the

specified VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of Access Port Protection on page 4451

• Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465

• Understanding Trusted and Untrusted Ports on page 4467

• Configuring MAC Limiting on page 4545

• Enabling a Trusted Port for DHCP on page 4556

Configuration Statements for Port Security (ELS CLI Only)

• accept-source-mac on page 4631

• arp-inspection on page 4633

• dhcp-security on page 4635

• dhcp-service on page 4637

• group (DHCP Security) on page 4638

• interface (DHCP Security) on page 4639

• interface-mac-limit on page 4640

• no-dhcp-snooping on page 4642

• no-option-82 on page 4643

• option-82 on page 4644

• overrides (DHCP Security) on page 4645

• recovery-timeout on page 4646

• static-ip on page 4647

• switch-options on page 4648

• trusted on page 4649

• untrusted on page 4649
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accept-source-mac

Syntax accept-source-mac {
mac-addressmac-address {
policer {
input cos-policer-name;
output cos-policer-name;

}
}

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Packet Transport Routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description For Gigabit Ethernet intelligent queuing (IQ) interfaces only, accept traffic from and to

the specified remote media access control (MAC) address.

The accept-source-mac statement is equivalent to the source-address-filter statement,

which is valid for aggregated Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces

only. To allow the interface to receive packets from specific MAC addresses, include the

accept-source-mac statement.

OnuntaggedGigabitEthernet interfaces, youshouldnotconfigure thesource-address-filter

statement and the accept-source-mac statement simultaneously. On tagged Gigabit

Ethernet interfaces, you should not configure the source-address-filter statement and

the accept-source-mac statementwith an identicalMACaddress specified in both filters.

The statements are explained separately.

NOTE: Thepolicerstatement isnotsupportedonPTXSeriesPacketTransport

Routers.

NOTE: OnQFX platforms, if you configure source MAC addresses for an
interface using the static-mac or persistent-learning statements and later
configure a different MAC address for the same interface using the
accept-source-mac statement, the MAC addresses that you previously

configured for the interface remain in the ethernet-switching table and can
still be used to send packets to the interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring MAC Address Filtering

• Configuring MAC Filtering on PTX Series Packet Transport Routers

• source-filtering
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arp-inspection

Syntax arp-inspection {
forwarding-class class-name;

}

Hierarchy Level For platforms with ELS:•

[edit vlans vlan-name forwarding-options dhcp-security],
[edit forwarding-options dhcp-relay ]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)],
[edit forwarding-options dhcp-relay ]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Perform dynamic ARP inspection (DAI) on all VLANs or on the specified VLAN.

WhenDAI is enabled, the switch logs invalidARPpackets that it receivesoneach interface,

along with the sender’s IP and MAC addresses. ARP probe packets are not subjected to

dynamic ARP inspection. The switch always forwards such packets.

NOTE: If you configure DAI at the [edit vlans vlan-name forwarding-options

dhcp-security] hierarchy level:

• DAI can be configured only for a specific VLAN, not for a list or a range of
VLAN IDs.

• DHCP snooping is automatically enabled on the specified VLAN.

• The forwarding-class statement isnotavailableat the [edit vlansvlan-name

forwarding-options dhcp-security] hierarchy level.

See Enabling Dynamic ARP Inspection (CLI Procedure) for more information
about this configuration.

NOTE: On EX9200 switches, DAI is not supported in anMC-LAG scenario.

The remaining statement is explained separately.

Default Disabled.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy Network

Traffic

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553

• Enabling Dynamic ARP Inspection (J-Web Procedure)
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dhcp-security

Syntax dhcp-security {
arp-inspection;
group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
}
overrides {
no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
ipv6-source-guard;
nd-inspection;
no-dhcp-snooping;
option-82 {
circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {
host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {
use-string string;

}
}

}

Hierarchy Level [edit vlans vlan-name forwarding-options]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure port security features on the switch. DHCP snooping is enabled automatically

if you configure any of the following port security features within this hierarchy:

• Dynamic ARP inspection (DAI)

• IP source guard

• DHCP option 82
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• Static IP

For switches that support DHCPv6, both DHCP snooping and DHCPv6 snooping are

enabled automatically if you configure any of the features listed above or any of the

following IPv6 features:

• IPv6 Neighbor Discovery inspection

• IPv6 source guard

• Static IPv6

NOTE: On EX9200 switches, DHCP snooping, DAI, and IP source guard are
not supported in anMC-LAG scenario.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Dynamic ARP Inspection (CLI Procedure)

• Configuring IP Source Guard (CLI Procedure)

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)
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dhcp-service

Syntax dhcp-service {
dhcp-snooping-file (local_pathname | remote_URL);
write-interval interval;

}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Enable DHCP services on the switch. DHCP services automate network-parameter

assignment to network devices. The DHCP service process is enabled by default on your

switch. However, by default, IP-MAC bindings in the DHCP snooping database do not

persist. You can configure the IP-MAC bindings in the DHCP database to persist through

switch reboots by configuring a storage location for the DHCP database file. When

specifying the location for the DHCPdatabase, youmust also specify how frequently the

switch writes the database entries into the DHCP snooping database file.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Persistent Bindings in the DHCP or DHCPv6 Snooping Database (CLI

Procedure)
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group (DHCP Security)

Syntax group group-name {
interface interface-name {
static-ip ip-address {
macmac-address;

}
static-ipv6 ip-address {
macmac-address;

}
}
overrides {
no-option37;
no-option-82;
trusted;
untrusted;

}
}

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Support for the static-ipv6 and no-option37 statements introduced in Junos OS Release

13.2X51-D20 for EX Series switches.

Description Specify the name of a group of access interfaces that you want to configure for DHCP

security attributes that are different from the attributes set for other interfaces in the

VLAN. A groupmust contain at least one interface. The remaining statements are

explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

• Enabling a Trusted DHCP Server (CLI Procedure)

• Understanding DHCP Snooping for Port Security on page 4456
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interface (DHCP Security)

Syntax interface interface-name {
static-ip ip-address {
macmac-address;

}
static-ipv6 ip-address {
macmac-address;

}
}

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security group group-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Support for the static-ipv6 statement introduced in Junos OS Release 13.2X51-D20 for

EX Series switches.

Description Configure an interface for a static IPv4 or IPv6 address to MAC address binding (IP-MAC

binding) or configure an interface to belong to a group within the VLAN that has DHCP

security attributes that are different from the attributes of other interfaces in the VLAN.

The remaining statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

• Enabling a Trusted DHCP Server (CLI Procedure)

• Configuring Port Security (CLI Procedure)
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interface-mac-limit

Syntax interface-mac-limit limit {
packet-action action;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

Support at [edit switch-options], [edit switch-options interface interface-name], [edit

vlans vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.

Support at hierarchy levels under [edit vlans vlan-name] introduced in Junos OS Release

13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.
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Description (MX Series routers, EX Series switches, and the QFX Series) Configure a limit to the

number of MAC addresses that can be learned from a bridge domain or VLAN, virtual

switch, or set of bridge domains or VLANs.

Default All devices except the EXSeries switches: 1024MACaddresses for each logical interface;

EX Series switches: 65,536 MAC addresses for each interface and VLAN.

Options limit—Maximum number of MAC addresses learned from an interface.

Range: 1 through 131,071MACaddressesper interface, or 1 through65,535MACaddresses
per interface

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Learning and Forwarding for Bridge Domains Overview

• Layer 2 Learning and Forwarding for VLANs Overview on page 1401

• Layer 2 LearningandForwarding forBridgeDomains FunctioningasSwitcheswith Layer 2

Trunk Ports

• Configuring MAC Limiting (CLI Procedure) on page 1539
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no-dhcp-snooping

Syntax no-dhcp-snooping;

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Disable DHCP snooping for the specified VLAN.

NOTE: ExplicitlydisablingDHCPsnoopingalsodisablesanyotherportsecurity
features thatyouhaveenabledunder [editvlansvlan-name forwarding-options

dhcp-security], including dynamic ARP inspection (DAI) and IP source guard

for the specified VLAN.

There is no configuration statement that explicitly enables DHCP snooping.

Default DHCP snooping is not enabled.

NOTE: Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style does not have a
configuration statement that explicitly enables DHCP snooping.

DHCP snooping is enabled automatically by Junos OS if any of the following
is configured at the [edit vlans vlan-name forwarding-options dhcp-security]

hierarchy level:

• DAI

• IP source guard

• Static IP

• DHCP option 82

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 4456
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no-option-82

Syntax no-option-82;

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security group group-name overrides]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure a specific group of one or more access interfaces within the VLAN not to

transmit DHCP option 82 information, even if the VLAN is configured to use option 82.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• option-82 on page 4644

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Understanding DHCP Option 82 for Port Security on EX Series Switches

• Understanding DHCP Snooping for Port Security on page 4456
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option-82

Syntax option-82 {
circuit-id {
prefix (host-name | routing-instance-name);
use-interface-description;
use-vlan-id;

}
remote-id {
host-name;
use-interface-description;
use-string string;

}
vendor-id;
use-string string;

}

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description When the switch receives a DHCP request from a DHCP client connected on one of the

switch's interfaces, have the switch insert DHCP option 82 (also known as the DHCP

relay agent information option) information in the DHCP request packet header before

it forwards or relays the request to a DHCP server. The server uses the option 82

information, which provides details about the circuit and host the request came from, in

formulating the reply; the server does not, however, make any changes to the option 82

information in the packet header. The switch receives the reply and then removes the

DHCP option 82 information before forwarding the reply to the client.

The remaining statements are explained separately.

Default Insertion of DHCP option 82 information is not enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• no-option-82 on page 4643

• Understanding DHCP Option 82 for Port Security on EX Series Switches

• Understanding DHCP Snooping for Port Security on page 4456

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

Copyright © 2014, Juniper Networks, Inc.4644

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://tools.ietf.org/html/rfc3046.


overrides (DHCP Security)

Syntax overrides (trusted | untrusted |no-option37 | no-option-82);

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security group group-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Support for the no-option37 option introduced in Junos OS Release 13.2X51-D20 for EX

Series switches.

Description Modify selected attributes of a specific interface within a group of interfaces that is

configured within a specified VLAN.

Options no-option37—The interface specified in this group does not support DHCPv6 option 37.

no-option82—The interface specified in this group does not support DHCP option 82.

trusted—The interface specified in this group is trusted. DHCP snooping does not apply

to the trusted interface. Likewise, DAI and IP source guard—even if they are enabled

for the VLAN—do not apply to the interface that is configuredwith the overrides and

the trusted options. Access interfaces are untrusted by default.

untrusted—(Only for EX9200) The interface specified in this group is untrusted. Trunk

interface are trusted by default. Access interfaces are untrusted by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling a Trusted DHCP Server (CLI Procedure)

• Understanding DHCP Snooping for Port Security on page 4456

• Understanding DHCP Option 82 for Port Security on EX Series Switches
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recovery-timeout

Syntax recovery-timeout seconds;

Hierarchy Level [edit interfaces interface-name family ethernet-switching]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Disable rather than block an interface when enforcing MAC limiting, MACmove limiting,

or rate-limiting configuration options for shutting down the interface, and allow the

interface to recover automatically from the error condition after the specified period of

time:

• If you have enabled MAC limiting with the shutdown option and you enable

recovery-timeout, the switch disables (rather than shuts down) the interfacewhen the

MAC address limit is reached.

• If youhaveenabledMACmove limiting (Not supportedonEX9200)with the shutdown

option and you enable recovery-timeout, the switch disables (rather than shuts down)

the interface when themaximum number of moves to a new interface is reached.

• If you have enabled storm control with the action-shutdown option and you enable

recovery-timeout the switch disables (rather than shuts down) the interface when

applicable traffic exceeds the specified levels. Depending upon the configuration,

applicable traffic could include broadcast, unknown unicast, andmulticast traffic.

NOTE: The recovery-timeout configuration does not apply to pre-existing

error conditions. It impacts only error conditions that are detected after
recovery-timeout has been enabled and committed. To clear a pre-existing

error condition and restore the interface to service, use the operationalmode
command clear ethernet-switching recovery-timeout.

Default Not enabled.

Options seconds—Number of seconds that the interface remains in a disabled state due to a port

error prior to automatic recovery.

Range: 10 through 3600

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

action-shutdown•

• Configuring MAC Limiting (CLI Procedure) on page 1539

• Configuring MACMove Limiting (CLI Procedure)
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• Configuring or Disabling Storm Control (CLI Procedure)

static-ip

Syntax static-ip ip-address {
vlan vlan-name;
macmac-address;

}

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security group group-name interface
interface-name]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See “Getting Started with Enhanced Layer 2 Software”

on page 58 for information about ELS.)

Description Configure a static IP address toMACaddress (IP-MAC) binding to be added to theDHCP

snooping database.

NOTE: The VLAN is specified at the higher hierarchy level when static-ip is

configured at [edit vlans vlan-name forwarding-options dhcp-security group

group-name interface interface-name].

Options ip-address—Static IP address assigned to a device connected on the specified interface.

macmac-address—Static MAC address assigned to a device connected on the specified

interface.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 4550

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)
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switch-options

Syntax switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action drop;

}
no-mac-learning;
static-mac static-mac-address {
vlan-id number;

}
}
interface-mac-limit limit {
packet-action drop;

}
mac-statistics;
mac-table-size limit {
packet-action drop;

}
no-mac-learning;
service-id number;

}

Hierarchy Level [edit number],
[edit vlans vlan--name],
[edit logical-systems logical-system-name routing-instances routing-instance-name vlans
vlan-name],

[edit routing-instances routing-instance-name vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure Layer 2 learning and forwarding properties for a VLAN or a virtual switch.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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trusted

Syntax trusted;

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security group group-name overrides]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description AllowDHCP responses from the specified interface. The interface is not subject to DHCP

snooping, even if the VLAN is enabled for DHCP snooping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling a Trusted DHCP Server (CLI Procedure)

• Understanding Trusted DHCP Servers for Port Security on page 4467

• Understanding DHCP Snooping for Port Security on page 4456

untrusted

Syntax untrusted;

Hierarchy Level [edit vlans vlan-name forwarding-options dhcp-security group group-name overrides]

Release Information Statement introduced in Junos OS Release 13.2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Override the default behavior of a trunk interface from trusted to untrusted.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling a Trusted DHCP Server (CLI Procedure)

• Understanding Trusted DHCP Servers for Port Security on page 4467

• Understanding DHCP Snooping for Port Security on page 4456

Configuration Statements for Device Security

• action-shutdown on page 4650

• interface (Unknown Unicast Forwarding) on page 4651

• no-broadcast on page 4652

• no-multicast on page 4653

• no-unknown-unicast on page 4654
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• rpf-check on page 4655

• unknown-unicast-forwarding on page 4656

action-shutdown

Syntax action-shutdown;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options storm-control]

For platforms with ELS:

[edit forwarding-options storm-control-profiles]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Shut down or disable interfaces when the storm control level is exceeded, as follows:

• If yousetboth theaction-shutdownandtheport-error-disablestatements, theaffected

interfacesaredisabled temporarily and recoverautomaticallywhen thedisable timeout

expires.

• If you set the action-shutdown statement and do not set the port-error-disable

statement, the affected interfaces are shut down when the storm control level is

exceeded, and they do not recover automatically. Youmust issue the clear

ethernet-switchingport-error command toclear theport error and restore the interfaces

to service.

Default The action-shutdown feature is disabled. If the stormcontrol level is exceeded, the switch

drops broadcast and unknown unicast messages on the specified interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

• port-error-disable on page 4600

• disable-timeout on page 4609

• clear ethernet-switching port-error on page 4686
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interface (UnknownUnicast Forwarding)

Syntax interface interface-name;

Hierarchy Level • For platforms with ELS:

[edit switch-options unknown-unicast-forwarding vlan vlan-name]

• For platforms without ELS:

[edit ethernet-switching-options unknown-unicast-forwarding vlan vlan-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Hierarchy level [edit switch-options] introduced in Junos OS Release 13.2X50-D10. (See

“Getting Started with Enhanced Layer 2 Software” on page 58 for information about

ELS.)

Description Specify the interface to which unknown unicast packets will be forwarded.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show vlans

• show ethernet-switching table

• Configuring Unknown Unicast Forwarding (CLI Procedure)

• Understanding Unknown Unicast Forwarding on page 4477
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no-broadcast

Syntax no-broadcast;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options storm-control interface (all | interface-name)]

For platforms with ELS:

[edit forwarding-options storm-control-profiles]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For interfaces configured for storm control, disable broadcast traffic storm control on

the interface.

Default When storm control is enabled on an interface, it is enabled for both unknown unicast

traffic and broadcast traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527
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no-multicast

Syntax no-multicast;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options storm-control interface (all | interface-name)]

For platforms with ELS:

[edit forwarding-options storm-control-profiles]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable storm control for allmulticast traffic (both registeredmulticast and unregistered

multicast) for the specified interface or for all interfaces.

Default Storm control is enabled for unknown unicast traffic, multicast traffic, and broadcast

traffic.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527
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no-unknown-unicast

Syntax no-unknown-unicast;

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options storm-control interface (all | interface-name)]

For platforms with ELS:

[edit forwarding-options storm-control-profiles]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For interfaces configured for stormcontrol, disable unknownunicast traffic stormcontrol

on the interface.

Default When storm control is enabled on an interface, it is enabled for both unknown unicast

traffic and broadcast traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527
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rpf-check

Syntax rpf-check;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet],
[edit interfaces interface-name unit logical-unit-number family inet6]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description On EX3200 and EX4200 switches, enable a reverse-path forwarding (RPF) check on

unicast traffic (except ECMP packets) on all ingress interfaces.

On EX4300 switches, enable a reverse-path forwarding (RPF) check on unicast traffic,

including ECMP packets, on all ingress interfaces.

On EX8200 and EX6200 switches, enable an RPF check on unicast traffic, including

ECMP packets, on the selected ingress interfaces.

On QFX Series switches, enable an RPF check on unicast traffic (except ECMP packets)

on the selected ingress interfaces.

Default Unicast RPF is disabled on all interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast RPF on an EX Series Switch

• Configuring Unicast RPF (CLI Procedure) on page 4562

• Disabling Unicast RPF (CLI Procedure) on page 4564

• Understanding Unicast RPF on page 4473
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unknown-unicast-forwarding

Syntax unknown-unicast-forwarding {
vlan vlan-name {
interface interface-name;

}
}

Hierarchy Level • For platforms with ELS:

[edit switch-options]

• For platforms without ELS:

[edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Hierarchy level [edit switch-options] introduced in Junos OS Release 13.2X50-D10. (See

“Getting Started with Enhanced Layer 2 Software” on page 58 for information about

ELS.)

Description Configure the switch to forward all unknown unicast packets in a VLAN or on all VLANs

to a particular interface.

The remaining statements are explained separately.

Default Unknown unicast packets are flooded to all interfaces that belong to the same VLAN.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show vlans

• show ethernet-switching table

• Configuring Unknown Unicast Forwarding (CLI Procedure)

• Configuring Unknown Unicast Forwarding (CLI Procedure) on page 4565

• Understanding Unknown Unicast Forwarding on page 4477

Configuration Statements for Device Security (ELS CLI Only)

• bandwidth-level on page 4657

• bandwidth-percentage on page 4658

• no-registered-multicast on page 4659

• no-unregistered-multicast on page 4660

• storm-control on page 4661

• storm-control-profiles on page 4661
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bandwidth-level

Syntax bandwidth-level kbps;

Hierarchy Level [edit forwarding-options storm-control-profiles profile-name all]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure the storm control level as the bandwidth in kilobits per second of the available

bandwidth used by the combined broadcast, multicast, and unknown unicast traffic

streams.

NOTE: When you configure storm control level on an aggregated Ethernet
interface, thestormcontrol level for eachmemberof theaggregatedEthernet
interface is set to that bandwidth. For example, if you configure a storm
control level of 15,000 Kbps on ae1, and ae1 has twomembers, ge-0/0/0
and ge-0/0/1, eachmember has a storm control level of 15,000 Kbps. Thus,
the storm control level on ae1 allows a traffic rate of up to 30,000 Kbps of
combined broadcast, multicast, and unknown unicast traffic.

Default On EX4300 switches—If you do not specify the storm control level using either the

bandwidth-levelor thebandwidth-percentage statements, thestormcontrol leveldefaults

to 80 percent of the available bandwidth used by the combined broadcast, unknown

unicast, andmulticast traffic streams.

On EX9200 switches—Storm control is not enabled by default.

Options bandwidth-level kbps—Traffic rate in kilobits per second of the combined broadcast,

multicast, and unknown unicast traffic streams.

Range: 100 through 10,000,000

Default: None

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• bandwidth-percentage on page 4658

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Configuring or Disabling Storm Control (CLI Procedure)
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bandwidth-percentage

Syntax bandwidth-percentage percentage;

Hierarchy Level [edit forwarding-options storm-control-profiles profile-name all]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Configure the storm control level as the percentage of available bandwidth used by the

combined broadcast, multicast, and unknown unicast traffic streams on an interface.

The storm control level is configured as part of the storm control profile.

NOTE: When you configure storm control level on an aggregated Ethernet
interface, thestormcontrol level for eachmemberof theaggregatedEthernet
interface is set to that bandwidth. For example, if you configure a storm
control level of 15,000 Kbps on ae1, and ae1 has twomembers, ge-0/0/0
and ge-0/0/1, eachmember has a storm control level of 15,000 Kbps. Thus,
the storm control level on ae1 allows a traffic rate of up to 30,000 Kbps of
combined broadcast, multicast, and unknown unicast traffic.

Default On EX4300 switches—The storm control level is 80 percent of the available bandwidth

used by the combined broadcast, unknown unicast, andmulticast traffic streams.

On EX9200 switches—Storm control is not enabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• bandwidth-level on page 4657

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Configuring or Disabling Storm Control (CLI Procedure)
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no-registered-multicast

Syntax no-registered-multicast;

Hierarchy Level • For platforms with ELS:

[edit forwarding-options storm-control-profiles profile-name all]

• For platforms without ELS:

[edit ethernet-switching-options storm-control interface (all | interface-name)],

Release Information Statement introduced in Junos OS Release 10.3 for EX Series switches.

Hierarchy level [edit forwarding-options] introduced in Junos OS Release 13.2X50-D10.

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description (EX8200 switches only) Disable storm control for registeredmulticast traffic for the

specified interface or for all interfaces.

(EX4300 and EX9200 switches only) Exclude storm control for registeredmulticast

traffic from a storm control profile.

Default EX4300 and EX8200 switches—Storm control is enabled for unknown unicast traffic,

multicast traffic, and broadcast traffic. The default storm control level is 80 percent of

the available bandwidth used by the combined applicable traffic streams.

EX9200 switches—Storm control is not enabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• no-multicast

• no-unregistered-multicast on page 4660

• Understanding Storm Control on EX Series Switches

• Understanding Storm Control on EX Series Switches
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no-unregistered-multicast

Syntax no-unregistered-multicast;

Hierarchy Level • For platforms with ELS:

[edit forwarding-options storm-control-profiles profile-name all]

• For platforms without ELS:

[edit ethernet-switching-options storm-control interface (all | interface-name)],

Release Information Statement introduced in Junos OS Release 10.3 for EX Series switches.

Hierarchy level [edit forwarding-options] introduced in Junos OS Release 13.2X50-D10.

(See “GettingStartedwithEnhancedLayer 2Software”onpage58 for informationabout

ELS.)

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description (EX8200 switches only) Disable storm control for unregisteredmulticast traffic for the

specified interface or for all interfaces.

(EX4300 and EX9200 switches only) Exclude storm control for unregisteredmulticast

traffic from a storm control profile.

Default EX4300 and EX8200 switches—Storm control is enabled for unknown unicast traffic,

multicast traffic, and broadcast traffic. The default storm control level is 80 percent of

the available bandwidth used by the combined applicable traffic streams.

EX9200 switches—Storm control is not enabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• no-multicast

• no-registered-multicast on page 4659

• Understanding Storm Control on EX Series Switches

• Understanding Storm Control on EX Series Switches
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storm-control

Syntax storm-control storm-control-profile;

Hierarchy Level [edit interfaces interface-name unit number family ethernet-switching]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Bind a storm control profile to a logical interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Understanding Storm Control on EX Series Switches

storm-control-profiles

Syntax storm-control-profiles profile-name {
action-shutdown;
all {
bandwidth-level;
bandwidth-percentage;
no-broadcast;
no-multicast;
no-registered-multicast;
no-unknown-unicast;
no-unregistered-multicast;

}
}

Hierarchy Level [edit forwarding-options]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure a storm control profile on the switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Understanding Storm Control on EX Series Switches
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Configuration Statements for Device Security (Original CLI Only)

• bandwidth on page 4663

• ethernet-switching-options on page 4664

• interface (Storm Control) on page 4666

• storm-control on page 4667
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bandwidth

Syntax bandwidth bandwidth;

Hierarchy Level [edit ethernet-switching-options storm-control interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For interfaces configured for storm control, configure the storm control level as the

bandwidth in kilobits per second (Kbps). If the combination of broadcast and unknown

unicast traffic exceeds this level, the switch performs the appropriate action.

Default None.

Options bandwith—Broadcast and unknown unicast traffic rate in Kbps.

Range: 100 through 10000000 Kbps

Default: None

NOTE: Whenyouconfigurestormcontrolbandwidth, thevalueyouconfigure
is rounded off internally to the closest multiple of 64 Kbps, and the
rounded-off value represents the bandwidth that is actually enforced. For
example, if you configure a bandwidth limit of 150 Kbps, storm control
enforces a bandwidth limit of 128 Kbps.

CAUTION: Junos OS allows you to configure a storm control value that
exceeds the bandwidth of the interface. If you configure an interface with
such a value, storm control does not drop broadcast or unknown unicast
packets even if they consume all the available bandwidth.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

• action-shutdown on page 4650

• port-error-disable on page 4600

• disable-timeout on page 4609

• clear ethernet-switching port-error on page 4686
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
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dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Overview of Access Port Protection on page 4451

• Understanding Storm Control on page 4471

interface (Storm Control)

Syntax interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}

Hierarchy Level [edit ethernet-switching-options storm-control]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply storm control to all interfaces or to the specified interface.

The remaining statement is explained separately.

Default Storm control is disabled.

Options all—Apply storm control to all interfaces.

interface-name—Apply storm control to the specified interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527
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storm-control

Syntax storm-control {
action-shutdown;
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply storm control to all interfaces or to the specified interfaces.

The statements are explained separately.

NOTE: The no-multicast option is not supported on QFabric systems.

Default By default, storm control is enabled on all switch interfaces at a level of 80 percent of

the combined broadcast, multicast, and unknown unicast streams. You can change the

storm control level by configuring it as a specific bandwidth value.

When you configure storm control bandwidth on an aggregated Ethernet interface, each

member of the aggregated interface is assigned that bandwidth. For example, if you

configure 7000000 Kbps on aggregated interface ae1, and ae1 has twomembers,

xe-2:0/0/0 and xe-2:0/0/1, eachmember is allowed a bandwidth level of 7000000

Kbps. Thus, the storm control bandwidth on ae1 could be as much as 14000000 Kbps

of combined broadcast and unknown unicast traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Storm Control on page 4471

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

• port-error-disable on page 4600

• disable-timeout on page 4609

• clear ethernet-switching port-error on page 4686

4667Copyright © 2014, Juniper Networks, Inc.

Chapter 51: Configuration



Copyright © 2014, Juniper Networks, Inc.4668

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



CHAPTER 52

Administration

• Routine Monitoring on page 4669

• Monitoring Commands on page 4683

RoutineMonitoring

• Monitoring Firewall Filter Traffic on page 4669

• Monitoring Port Security on page 4671

• Verifying That Firewall Filters Are Operational on page 4672

• Verifying That DAI Is Working Correctly on page 4673

• Verifying That DHCP Snooping Is Working Correctly on page 4673

• Verifying That MAC Limiting Is Working Correctly on page 4674

• Verifying That MACMove Limiting Is Working Correctly on page 4677

• Verifying That the Port Error Disable Setting Is Working Correctly on page 4678

• Verifying Unicast RPF Status on page 4679

• Verifying That a Trusted DHCP Server Is Working Correctly on page 4681

• Verifying That Three-Color Policers Are Operational on page 4682

• Verifying That Two-Color Policers Are Operational on page 4683

Monitoring Firewall Filter Traffic

You can use operational mode commands to monitor firewall filter traffic.

• MonitoringTraffic forAll Firewall Filters andPolicersThatAreConfiguredonpage4669

• Monitoring Traffic for a Specific Firewall Filter on page 4670

• Monitoring Traffic for a Specific Policer on page 4670

Monitoring Traffic for All Firewall Filters and Policers That Are Configured

Purpose Monitor the number of packets and bytes that matched the firewall filters andmonitor

the number of packets that exceeded policer rate limits:

Action Use the show firewall operational mode command:

user@switch> show firewall
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Filter: egress-vlan-watch-employee
Counters:
Name                                                Bytes              Packets
counter-employee-web                                 3348                   27
Filter: ingress-port-limit-tcp-icmp
Counters:
Name                                                Bytes              Packets
icmp-counter                                          560                   10
Policers:
Name                                              Packets
icmp-connection-policer                                10
tcp-connection-policer                                  0
Filter: ingress-vlan-rogue-block
Filter: ingress-vlan-limit-guest

Meaning The show firewall command displays the names of all firewall filters, counters, and

policers that are configured. For each counter that is specified in a filter configuration,

the output field shows the byte count and packet count for the term inwhich the counter

is specified. For each policer that is specified in a filter configuration, the output field

shows the packet count for packets that exceed the specified rate limits.

Monitoring Traffic for a Specific Firewall Filter

Purpose Monitor the number of packets and bytes that matched a firewall filter andmonitor the

number of packets that exceeded policer rate limits.

Action Use the show firewall filter filter-name operational mode command:

user@switch> show firewall filter ingress-port-limit-tcp-icmp
Filter: ingress-port-limit-tcp-icmp
Counters:
Name                                                Bytes              Packets
icmp-counter                                          560                    10

Meaning The showfirewall filter filter-namecommand limits thedisplay information to thecounters

and policers that are defined for the specified filter.

Monitoring Traffic for a Specific Policer

Purpose Monitor the number of packets that exceeded the rate limits of a policer:

Action Use the show firewall policer policer-name operational mode command:

user@switch> show firewall policer icmp-connection-policer
Filter: ingress-port-limit-tcp-icmp
Policers:
Name                                              Packets
icmp-connection-policer                                10

Meaning The show firewall policer policer-name command displays the number of packets that

exceeded the rate limits for the specified policer.
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Related
Documentation

Configuring Firewall Filters on page 4531•

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Verifying That Firewall Filters Are Operational on page 4672

Monitoring Port Security

Purpose Use themonitoring functionality to view these port security details:

• DHCP snooping database for a VLAN or all VLANs

• ARP inspection details for all interfaces

Action Tomonitor port security in the J-Web interface, selectMonitor > Security > Port Security.

To monitor andmanipulate the DHCP snooping database and ARP inspection statistics

in the CLI, enter the following commands:

• show dhcp snooping binding

• clear dhcp snooping binding—In addition to clearing the whole database, you can clear

database entries for specified VLANs or MAC addresses.

• show arp inspection statistics

• clear arp inspection statistics

NOTE: OnEX4300switches, tomonitor andmanipulate theDHCPsnooping
database and ARP inspection statistics in the CLI, enter the following
commands:

• show dhcp-security binding

• cleardhcp-securitybinding—Inaddition toclearing thewholedatabase, you

can clear database entries for specified VLANs or IP Address.

• show dhcp-security arp inspection statistics

• clear arp inspection statistics

Meaning The J-Web Port Security Monitoring page comprises two sections:

• DHCP Snooping Details—Displays the DHCP snooping database for all the VLANs for

which DHCP snooping is enabled. To view the DHCP snooping database for a specific

VLAN, select the specific VLAN from the list.

• ARP Inspection Details—Displays the ARP inspection details for all interfaces. The

information includes details of the number of packets that passedARP inspection and

the number of packets that failed the inspection. The pie chart graphically represents

these statistics when you select an interface. To view ARP inspection statistics for a

specific interface, select the interface from the list.
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Youcanuse the followingoptionson thepage toclearDHCPsnoopingandARP inspection

details:

• Clear All—Clears the DHCP snooping database, either for all VLANs if the option ALL

has been selected in the Select VLANs list or for the specific VLAN that has been

selected in that list.

• Clear—Deletes a specific IP address from the DHCP snooping database.

To clear ARP inspection details on the page, click Clear All in the ARP inspection details

section.

NOTE: ClearAll button in theARP inspectiondetails section is not supported
on EX4300 switches.

Use the CLI commands to showand clear DHCP snooping database andARP inspection

statistics details.

Related
Documentation

Configuring Port Security (CLI Procedure) on page 4543•

• Configuring Port Security (J-Web Procedure)

• Example: Configuring Basic Port Security Features on page 4488

Verifying That Firewall Filters Are Operational

Purpose Verify that firewall filters are working properly after you apply them to ports, VLANs, or

Layer 3 interfaces.

Action Use the show firewall operational mode command to verify that the firewall filters are

working properly:

user@switch> show firewall
Filter: egress-vlan-watch-employee
Counters:
Name                                                Bytes              Packets
counter-employee-web                                    0                    0
Filter: ingress-port-limit-tcp-icmp
Counters:
Name                                                Bytes              Packets
icmp-counter                                          560                  10
Policers:
Name                                              Packets
icmp-connection-policer                                10
tcp-connection-policer                                  0
Filter: ingress-vlan-rogue-block
Filter: ingress-vlan-limit-guest

Meaning The show firewall command displays the names of all firewall filters, counters, and

policers that are configured. For each counter that is specified in a filter configuration,

the output field shows the byte count and packet count for the term inwhich the counter
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is specified. In theaboveexample, the icmp-counter in the filter ingress-port-limit-tcp-icmp

shows that the filter matched 10 packets. For each policer that is specified in a filter

configuration, the output field shows the packet count for packets that exceed the

specified rate limits. The policer icmp-connection-policer shows that 10 ICMP packets

were policed.

Related
Documentation

Configuring Firewall Filters on page 4531•

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

• Monitoring Firewall Filter Traffic on page 4669

Verifying That DAI IsWorking Correctly

Purpose Verify that dynamic ARP inspection (DAI) is working on the switch.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.

Related
Documentation

Enabling Dynamic ARP Inspection (CLI Procedure) on page 4553•

• Enabling Dynamic ARP Inspection (J-Web Procedure)

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Monitoring Port Security on page 4671

Verifying That DHCP Snooping IsWorking Correctly

Purpose Verify thatDHCPsnooping isworkingon theswitchand that theDHCPsnoopingdatabase

is correctly populated with both dynamic and static bindings.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC address        IP address  Lease (seconds) Type     VLAN      Interface

00:05:85:3A:82:77  192.0.2.17  600             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:79  192.0.2.18  653             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:80  192.0.2.19  720             dynamic  employee  ge-0/0/2.0
00:05:85:3A:82:81  192.0.2.20  932             dynamic  employee  ge-0/0/2.0
00:05:85:3A:82:83  192.0.2.21  1230            dynamic  employee  ge-0/0/2.0
00:05:85:27:32:88  192.0.2.22  —               static   data      ge-0/0/4.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires. Static IP addresses have no assigned lease time. The statically configured entry

never expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database and nothing would be shown in the output of the show dhcp

snooping binding command.

Related
Documentation

Enabling DHCP Snooping (CLI Procedure) on page 4551•

• Enabling DHCP Snooping (J-Web Procedure)

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 4550

• Example: Configuring Basic Port Security Features on page 4488

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 4506

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 4513

• Monitoring Port Security on page 4671

• Troubleshooting Port Security

Verifying That MAC Limiting IsWorking Correctly

MAC limiting protects against flooding of the Ethernet switching table by setting a limit

on the number ofMACaddresses that can be learned on a single Layer 2 access interface

(port).
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Junos OS provides two MAC limiting methods:

• MaximumnumberofMACaddresses—Youconfigure themaximumnumberofdynamic

MAC addresses allowed per interface. When the limit is exceeded, incoming packets

with newMACaddresses can be ignored, dropped, or logged. You can also specify that

the interface be shut down or temporarily disabled.

• Allowed MAC addresses—You configure specific “allowed” MAC addresses for the

access interface. Any MAC address that is not in the list of configured addresses is not

learned, and the switch logs an appropriatemessage. The allowedMACmethod binds

MAC addresses to a VLAN so that the address is not registered outside the VLAN. If an

allowed MAC setting conflicts with a dynamic MAC setting, the allowed MAC setting

takes precedence.

This topic includes the following tasks:

1. Verifying That MAC Limiting for Dynamic MAC Addresses Is Working

Correctly on page 4675

2. Verifying That Allowed MAC Addresses AreWorking Correctly on page 4676

3. Verifying That Interfaces Are Shut Down on page 4676

4. Customizing the Ethernet Switching Table Display to View Information for a Specific

Interface on page 4677

Verifying That MAC Limiting for DynamicMACAddresses IsWorking Correctly

Purpose Verify that MAC limiting for dynamic MAC addresses is working.

Action Display the MAC addresses that have been learned. The following sample output shows

the results of sending two packets from hosts connected to xe-1:0/0/1 and five packets

from hosts connected to xe-1:0/0/2, with both interfaces configured with a MAC limit of

4 and the action drop:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 6 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:77   Learn          0    xe-1:0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    xe-1:0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    xe-1:0/0/2.0

Meaning The output shows that the fifth packet received on the xe-1:0/0/2 interfacewas dropped

because it exceeded the MAC limit for that interface. The address was not learned, and

thus an asterisk (*) rather than an address appears in the MAC address column in the

first line of the sample output.
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Verifying That AllowedMACAddresses AreWorking Correctly

Purpose Verify that allowed MAC addresses are working.

Action Display the MAC cache information after allowed MAC addresses have been configured

on an interface. The following sample shows the MAC cache after four allowed MAC

addresseshadbeenconfiguredon interface xe-1:0/0/2anda fifthMACaddressappeared

on the interface.

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    xe-1:0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    xe-1:0/0/2.0
  employee-vlan        *                   Flood          -    xe-1:0/0/2.0

Meaning Because the fifth address was not allowed it was not learned, and an asterisk (*) rather

thananaddress appears in theMACaddress column in the last line of the sampleoutput.

Verifying That Interfaces Are Shut Down

Purpose Verify that an interface is shut down when the MAC limit is exceeded.

Action Formore information about interfaces that have been shut down because theMAC limit

was exceeded, use the show ethernet-switching interfaces command.

user@switch> show ethernet-switching interfaces
Interface    State  VLAN members        Tag   Tagging  Blocking 

bme0.32770     down   mgmt     untagged unblocked

xe-0/0/0.0     down   v1       untagged MAC limit exceeded

xe- 0/0/1.0      up     v1       untagged unblocked

xe-0/0/2.0      up     v1       untagged unblocked

me0.0          up     mgmt     untagged unblocked
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NOTE: You can configure interfaces to recover automatically when the MAC
limit has been exceeded by specifying the port-error-disable statement with

a disable timeout value. The switch automatically restores the disabled

interface to service when the disable timeout expires. The port-error-disable

configuration does not apply to preexisting error conditions—it affects only
error conditions that are detected after the port-error-disable statement has

been enabled and the configuration has been committed. To clear a
preexisting error condition and restore the interface to service, use the clear

ethernet-switching port-error command.

Customizing the Ethernet Switching Table Display to View Information for a
Specific Interface

Purpose Youcanuse the showethernet-switchingtablecommandtoview information fora specific

interface.

Action For example, to display the MAC addresses that have been learned on the xe-0/0/2

interface, enter:

user@switch> show ethernet-switching table interface xe-0/0/2.0
Ethernet-switching table: 1 unicast entries

  VLAN              MAC address       Type         Age Interfaces

  v1                *                 Flood          - All-members

  v1                00:00:06:00:00:00 Learn          0 xe-0/0/2.0

Meaning The MAC limit value for the xe-0/0/2 interface had been set to 1, and the output shows

that only one MAC address was learned and added to the MAC cache.

Related
Documentation

Configuring MAC Limiting on page 4545•

• Monitoring Port Security on page 4671

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 4518

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 4495

Verifying That MACMove Limiting IsWorking Correctly

Purpose Verify that MACmove limiting is working on the switch.
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Action Display theMAC addresses in the Ethernet switching table whenMACmove limiting has

been configured for a VLAN. The following sample shows the results after two of the

hosts on ge-0/0/2 sent packets after the MAC addresses for those hosts hadmoved to

other interfaces more than five times in 1 second. The VLAN, employee-vlan, was set to

a MACmove limit of 5with the action drop:

user@switch> show ethernet-switching table

Ethernet-switching table:  7 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The last two lines of the sample output show that MAC addresses for two hosts on

ge-0/0/2were not learned, because the hosts had beenmoved back and forth from the

original interfaces more than five times in 1 second.

Related
Documentation

Configuring MACMove Limiting (CLI Procedure) on page 4547•

• Configuring MACMove Limiting (J-Web Procedure)

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

• Example: Configuring Basic Port Security Features on page 4488

• Monitoring Port Security on page 4671

Verifying That the Port Error Disable Setting IsWorking Correctly

Purpose Verify that theport error disable setting isworking as expected forMAC limitedand storm

control interfaces.

Action Display information about interfaces:

user@switch> show ethernet-switching interfaces
Interface        State    VLAN members           Blocking 
xe-2:0/0/0.0  up       T1122                  unblocked
xe-2:0/0/1.0  down     default                MAC limit exceeded
xe-2:0/0/2.0  down     default                Storm control in effect
xe-2:0/0/3.0  down     default                unblocked
xe-2:0/0/4.0  down     default                unblocked
xe-2:0/0/5.0  down     default                unblocked
xe-2:0/0/6.0  down     default                unblocked

Meaning For interfaces disabled by port security features, the sample output from the show

ethernet-switching interfaces command specifies the reasons that the interfaces are

disabled:
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• MAC limit exceeded—The interface is temporarily disabled because of amac-limit
error. The disabled interface is automatically restored to service when the

disable-timeout (Port Error Disable) expires.

• MACmove limit exceeded—The interface is temporarily disabled because of a

mac-move-limit error. The disabled interface is automatically restored to servicewhen

the disable-timeout expires.

• Storm control in effect—The interface is temporarily disabled because of a

storm-control error. The disabled interface is automatically restored to service when
the disable-timeout (Port Error Disable) expires.

Related
Documentation

Understanding MAC Limiting and MACMove Limiting for Port Security on page 4465•

• port-error-disable on page 4600

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

Verifying Unicast RPF Status

Purpose Verify that unicast reverse-path forwarding (RPF) is enabled and is working on the

interface.

Action Use one of the show interfaces interface-name commands with either the extensive or

detail options to verify that unicast RPF is enabled and working on the switch. The

following example displays output from the show interfaces ge- extensive command.

user@switch> show interfaces ge-1/0/10 extensive
Physical interface: ge-1/0/10, Enabled, Physical link is Down
  Interface index: 139, SNMP ifIndex: 58, Generation: 140
  Link-level type: Ethernet, MTU: 1514, Speed: Auto, MAC-REWRITE Error: None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:19:e2:50:95:ab, Hardware address: 00:19:e2:50:95:ab
  Last flapped   : Never
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
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  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 assured-forw                   0                    0                    0

    5 expedited-fo                   0                    0                    0

    7 network-cont                   0                    0                    0

  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Incomplete
  Packet Forwarding Engine configuration:
    Destination slot: 1

  Logical interface ge-1/0/10.0 (Index 69) (SNMP ifIndex 59) (Generation 135)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
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     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
        Protocol inet, Generation: 144, Route table: 0

Flags: uRPF
      Addresses, Flags: Is-Preferred Is-Primary 

Meaning The show interfaces ge-1/0/10 extensive command (and the show interfaces ge-1/0/10

detail command) displays in-depth information about the interface. The Flags: output

field near the bottom of the display reports the unicast RPF status. If unicast RPF has

not been enabled, the uRPF flag is not displayed.

On EX3200, EX4200, and EX4300 switches, unicast RPF is implicitly enabled on all

switch interfaces, including aggregated Ethernet interfaces (also referred to as link

aggregationgroupsor LAGs), integrated routingandbridging (IRB) interfaces, and routed

VLAN interfaces (RVIs) when you enable unicast RPF on a single interface. However, the

unicast RPF status is shown as enabled only on interfaces for which you have explicitly

configured unicast RPF. Thus, the uRPF flag is not displayed on interfaces for which you

have not explicitly configured unicast RPF even though unicast RPF is implicitly enabled

on all interfaces on EX3200 and EX4200 switches.

Related
Documentation

show interfaces xe-•

• Example: Configuring Unicast RPF on an EX Series Switch

• Configuring Unicast RPF (CLI Procedure) on page 4562

• Disabling Unicast RPF (CLI Procedure) on page 4564

• Troubleshooting Unicast RPF

Verifying That a Trusted DHCP Server IsWorking Correctly

Purpose Verify that a DHCP trusted server is working on the switch. See what happens when the

DHCP server is trusted and then untrusted.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee—vlan   ge-0/0/2.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database and nothing would be shown in the output of the show dhcp

snooping binding command.

Related
Documentation

Enabling a Trusted DHCP Server (CLI Procedure) on page 4555•

• Enabling a Trusted Port for DHCP on page 4556

• Enabling a Trusted DHCP Server (J-Web Procedure)

• Example: Configuring Basic Port Security Features on page 4488

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 4503

• Monitoring Port Security on page 4671

• Troubleshooting Port Security

Verifying That Three-Color Policers Are Operational

Purpose Verify that three-color policers in firewall filter configurations are working properly.

Action Use the following operational mode commands to verify that a three-color policer is

working properly:

• show class-of-service forwarding-table classifiers

• show interfaces interface-name extensive
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• show interfaces queue interface-name

Related
Documentation

Overview of Policers on page 4441•

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

Verifying That Two-Color Policers Are Operational

Purpose Verify that two-color policers in firewall filter configurations are working properly.

Action Use the show firewall policer operational mode command to verify that the policers are

working properly:

user@switch> show firewall policer
Filter: egress-vlan-watch-employee
Filter: ingress-port-filter
Filter: ingress-port-limit-tcp-icmp
Policers:
Name                                              Packets
icmp-connection-policer                                10
tcp-connection-policer                                539
Filter: ingress-vlan-rogue-block
Filter: ingress-vlan-limit-guest

Meaning The show firewall policer command displays the names of all firewall filters and policers

that are configured. For each policer that is specified in a filter configuration, the output

field shows the current packet count for all packets that exceed the specified rate limits.

Related
Documentation

Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538•

• Configuring Firewall Filters on page 4531

• Monitoring Firewall Filter Traffic on page 4669

Monitoring Commands

• clear arp inspection statistics

• clear dhcp snooping binding

• clear ethernet-switching port-error

• clear firewall

• show arp inspection statistics

• show dhcp snooping binding

• show firewall

• show firewall policer

• show interfaces filters
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clear arp inspection statistics

Syntax clear arp inspection statistics
<interface interface>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear ARP inspection statistics.

Options none—Clears ARP statistics on all interfaces.

interface interface-names—(Optional) Clear ARP statistics on one or more interfaces.

Required Privilege
Level

clear

Related
Documentation

show arp inspection statistics on page 4688•

• Example: Configuring Basic Port Security Features on page 4488

• Verifying That DAI Is Working Correctly on page 4673

List of Sample Output clear arp inspection statistics on page 4684

Output Fields This command produces no output.

Sample Output

clear arp inspection statistics

user@switch> clear arp inspection statistics
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clear dhcp snooping binding

Syntax clear dhcp snooping binding
<mac (all |mac-address)>
<vlan (all | vlan-name)>
<vlan (all | vlan-name) mac (all |mac-address)>

Release Information Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear the DHCP snooping database information.

Options mac (all |mac-address)—(Optional) Clear DHCP snooping information for the specified

MAC address or all MAC addresses.

vlan (all | vlan-name)—(Optional) Clear DHCP snooping information for the specified

VLAN or all VLANs.

Required Privilege
Level

clear

Related
Documentation

Example: Configuring Basic Port Security Features on page 4488•

• show dhcp snooping binding on page 4689

List of Sample Output clear dhcp snooping binding on page 4685

Output Fields This command produces no output.

Sample Output

clear dhcp snooping binding

user@switch> clear dhcp snooping binding
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clear ethernet-switching port-error

Syntax clear ethernet-switching port-error
<interface interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear all MAC limiting, MACmove limiting, and storm control errors from all the Ethernet

switching interfaces on the switch or from the specified interface, and restore the

interfaces or the specified interface to service.

Options none—Clear all MAC limiting, MACmove limiting, and storm control errors from all the

Ethernet switching interfaces on the switch and restore the interfaces to service.

interface interface-name—(Optional)Clear allMAC limiting,MACmove limiting, andstorm

control errors from the specified interface and restore the interface to service.

Required Privilege
Level

clear

Related
Documentation

Configuring MAC Limiting on page 4545•

• Example: Configuring Storm Control to Prevent Network Outages on page 4527

• Configuring Port Security (CLI Procedure) on page 4543

• port-error-disable on page 4600

• Configuring Autorecovery forMACLimited or StormControl Interfaces (CLI Procedure)

on page 4549

Output Fields This command produces no output.
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clear firewall

Syntax clear firewall (all | counter counter-name | filter filter-name)

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear statistics provided by firewall filters.

When you clear the counters of a filter, this not only impacts the counters shown by the

CLI, but also the ones tracked by SNMP 2.

Options all—Clear the packet and byte counts for all firewall filter counters and clear the packet

counts for all policer counters.

counter counter-name—Clear the packet and byte counts for the specified firewall filter

counter.

filter filter-name—Clear the packet and byte counts for the specified firewall filter.

Required Privilege
Level

clear

Related
Documentation

Verifying That Firewall Filters Are Operational on page 4672•

• Verifying That Two-Color Policers Are Operational on page 4683

• Overview of Firewall Filters on page 4409

• Overview of Policers on page 4441

Sample Output

clear firewall all

user@switch> clear firewall all

clear firewall counter

user@switch> clear firewall counter port-filter-counter

clear firewall filter

user@switch> clear firewall filter ingress-port-filter
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show arp inspection statistics

Syntax show arp inspection statistics

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display ARP inspection statistics.

Required Privilege
Level

view

Related
Documentation

clear arp inspection statistics on page 4684•

• Example: Configuring Basic Port Security Features on page 4488

• Verifying That DAI Is Working Correctly on page 4673

List of Sample Output show arp inspection statistics on page 4688

Output Fields Table 360 on page 4688 lists the output fields for the show arp inspection statistics

command. Output fields are listed in the approximate order in which they appear.

Table 360: show arp inspection statistics Output Fields

Level of OutputField DescriptionField Name

All levelsInterface on which ARP inspection has been applied.Interface

All levelsTotal number of packets total that underwent ARP inspection.Packets received

All levelsTotal number of packets that passed ARP inspection.ARP inspection pass

All levelsTotal number of packets that failed ARP inspection.ARP inspection failed

Sample Output

show arp inspection statistics

user@switch> show arp inspection statistics

Interface     Packets received     ARP inspection pass  ARP inspection failed
---------     -----------------    -------------------  ---------------------
  ge-0/0/0                    0                      0                      0
  ge-0/0/1                    0                      0                      0
  ge-0/0/2                    0                      0                      0
  ge-0/0/3                    0                      0                      0
  ge-0/0/4                    0                      0                      0
  ge-0/0/5                    0                      0                      0
  ge-0/0/6                    0                      0                      0
  ge-0/0/7                  703                    701                      2
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show dhcp snooping binding

Syntax show dhcp snooping binding
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the DHCP snooping database information.

Options interface interface-name—(Optional) Display the DHCP snooping database information

for an interface.

vlanvlan-name—(Optional)Display theDHCPsnoopingdatabase information foraVLAN.

Required Privilege
Level

view

Related
Documentation

clear dhcp snooping binding•

• Example: Configuring Basic Port Security Features on page 4488

• Verifying That DHCP Snooping Is Working Correctly on page 4673

List of Sample Output show dhcp snooping binding on page 4689

Output Fields Table361onpage4689lists theoutput fields for theshowdhcpsnoopingbindingcommand.

Output fields are listed in the approximate order in which they appear.

Table 361: show dhcp snooping binding Output Fields

Level of OutputField DescriptionField Name

All levelsMAC address of the network device; bound to the IP address.MACAddress

All levelsIP address of the network device; bound to the MAC address.IP Address

All levelsLease granted to the IP address.Lease

All levelsHow the MAC address was acquired.Type

All levelsVLAN name of the network device whose MAC address is shown.VLAN

All levelsInterface address (port).Interface

Sample Output

show dhcp snooping binding

user@switch> show dhcp snooping binding
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DHCP Snooping Information:
MAC Address             IP Address Lease   Type     VLAN    Interface
-----------------       ---------- -----   -------  ----    ---------
00:00:01:00:00:03       192.0.2.0  640     dynamic  guest    ge-0/0/12.0
00:00:01:00:00:04       192.0.2.1  720     dynamic  guest    ge-0/0/12.0
00:00:01:00:00:05       192.0.2.5  800     dynamic  guest    ge-0/0/13.0
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show firewall

Syntax show firewall
<counter counter-name>
<filter filter-name>
<log <detail | interface interface-name>>
<terse>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display statistics about configured firewall filters.

Options counter counter-name—(Optional) Display statistics about a particular firewall filter

counter.

filter filter-name—(Optional) Display statistics about a particular firewall filter.

log—(Optional) Display log entries for all firewall filter activity.

terse—(Optional) Display firewall filter names only.

Required Privilege
Level

view

Related
Documentation

Verifying That Firewall Filters Are Operational on page 4672•

• Verifying That Two-Color Policers Are Operational on page 4683

• Overview of Firewall Filters on page 4409

• Overview of Policers on page 4441

List of Sample Output show firewall on page 4692
show firewall filter filter-name on page 4693
show firewall counter counter-name on page 4693
show firewall log on page 4693
show firewall log detail on page 4693

Output Fields Table362onpage4691 lists theoutput fields for theshowfirewallcommand.Output fields

are listed in the approximate order in which they appear.

Table 362: show firewall Output Fields

Level of OutputField DescriptionField Name

All levelsNameof the filter that is configuredat the [edit firewall family family-name filter]
hierarchy level.

Filter
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Table 362: show firewall Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsDisplay filter counter information:

• Name—Name of a filter counter that has been configured with the count
firewall filter action modifier.

• Bytes—Number of bytes that match the filter termwhere the count action
modifier was specified.

• Packets—Number of packets that matched the filter termwhere the count
action modifier was specified.

Counters

All levelsDisplay policer information:

• Name—Name of the policer that is configured at the [edit firewall policer]
hierarchy level.

• Packets—Number of packets that matched the filter termwhere the policer
action modifier was specified. This is the number of packets that exceeded
the rate limits that the policer specifies.

Policers

All levelsFilter action:

• A—Accept

• D—Discard

Action

All levelsInterface on which the firewall filter is applied.Interface

All levelsName of the packet protocol.Protocol

All levelsLength of the packet.Packet Length

All levelsSource address of the packet.Src Addr

All levelsDestination address of the packet.Dest Addr

Sample Output

show firewall

user@switch> show firewall
Filter: egress-vlan-watch-employee
Counters:
Name                                                Bytes              Packets
counter-employee-web                                    0                    0
Filter: ingress-port-limit-tcp-icmp
Counters:
Name                                                Bytes              Packets
icmp-counter                                            560                 10
Policers:
Name                                              Packets
icmp-connection-policer                                 10
tcp-connection-policer                                  0
Filter: ingress-vlan-rogue-block
Filter: ingress-vlan-limit-guest
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show firewall filter filter-name

user@switch> show firewall filter ingress-port-limit-tcp-icmp
Filter: ingress-port-limit-tcp-icmp
Counters:
Name                                                Bytes              Packets
icmp-counter                                          560                 10
Policers:
Name                                              Packets
icmp-connection-policer                                10
tcp-connection-policer                                  0

show firewall counter counter-name

user@switch> show firewall counter icmp-counter
Filter: ingress-port-voip-class-filter
Counters:
Name                                                Bytes              Packets
icmp-counter                                          560                 10

show firewall log

user@switch> show firewall log
Log :

Time      Filter    Action Interface     Protocol        Src Addr               
          Dest Addr
08:00:53  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:52  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:51  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:50  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:49  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:48  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4
08:00:47  pfe       R      ge-1/0/6.0    ICMP            192.168.3.5            
         192.168.3.4

show firewall log detail

user@switch> show firewall log detail
Log :

Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0Name of protocol: TCP, Packet Length: 50824, Source address: 
172.17.22.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 1020, Source address: 172.17.22.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 172.17.22.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
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interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 172.17.22.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 172.17.22.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2010-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 172.17.22.108:829, 
Destination address: 192.168.70.66:513
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show firewall policer

Syntax show firewall policer
<policer-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display statistics about configured policers.

Options none—Display the count of policed packets for all configured policers.

policer-name—(Optional) Display the count of policed packets for the specified policer.

Required Privilege
Level

view

Related
Documentation

Verifying That Firewall Filters Are Operational on page 4672•

• Verifying That Two-Color Policers Are Operational on page 4683

• Overview of Firewall Filters on page 4409

• Overview of Policers on page 4441

List of Sample Output show firewall policer on page 4695
show firewall policer policer-name on page 4696

Output Fields Table363onpage4695lists theoutput fields for theshowfirewallpolicercommand.Output

fields are listed in the approximate order in which they appear.

Table 363: show firewall policer Output Fields

Level of OutputField DescriptionField Name

All levelsNameof the filter that is configuredat the [edit firewall family family-name filter]
hierarchy level.

Filter

All levelsDisplay policer information:

• Filter—Name of filter that specifies the policer action modifier.

• Name—Name of policer.

• Packets—Numberof packets thatmatched the filter term inwhich thepolicer
action modifier is specified. This is the number of packets that exceed the
rate limits that the policer specifies.

Policers

Sample Output

show firewall policer

user@switch> show firewall policer
Filter: egress-vlan-filter
Filter: ingress-port-filter
Policers:
Name                                              Packets
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icmp-connection-policer                                 0
tcp-connection-policer                                  0
Filter: ingress-vlan-rogue-block

show firewall policer policer-name

user@switch> show firewall policer tcp-connection-policer
Filter: ingress-port-filter
Policers:
Name                                              Packets
tcp-connection-policer                                  0
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show interfaces filters

Syntax show interfaces filters
<interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display firewall filters that are configured on each interface in a switch.

Options none—Display firewall filter information about all interfaces.

interface-name—(Optional)Display firewall filter informationabout aparticular interface.

Required Privilege
Level

view

Related
Documentation

show firewall on page 4691•

List of Sample Output show interfaces filters on page 4697
show interfaces filters interface-name on page 4698

Output Fields Table 364 on page 4697 lists the output fields for the show interfaces filters command.

Output fields are listed in the approximate order in which they appear.

Table 364: show interfaces filters Output Fields

Level of OutputField DescriptionField Name

All levelsName of the physical interface.Interface

All levelsInterface state: up or down.Admin

All levelsLink state: up or down.Link

All levelsProtocol that is configured on the interface.Proto

All levelsName of the firewall filter to be evaluated when packets are received on the
interface.

Input Filter

All levelsName of the firewall filter to be evaluatedwhen packets are transmitted on the
interface.

Output Filter

Sample Output

show interfaces filters

user@switch> show interfaces filters
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/0/6        up    up
ge-0/0/6.0      up    up   eth-switch ingress-port-limit-tcp-icmp
ge-0/0/7        up    down
ge-0/0/8        up    down
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ge-0/0/9        up    down
ge-0/0/10       up    down
ge-0/0/10.0     up    down 

show interfaces filters interface-name

user@switch> show interfaces filters ge-0/0/6
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/0/6        up    up
ge-0/0/6.0      up    up eth-switch ingress-port-limit-tcp-icmp
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CHAPTER 53

Troubleshooting

• Troubleshooting Procedures on page 4699

Troubleshooting Procedures

• Troubleshooting Firewall Filter Configuration on page 4699

• Troubleshooting Policer Configuration on page 4705

Troubleshooting Firewall Filter Configuration

Use the following information to troubleshoot your firewall filter configuration.

• FirewallFilterConfigurationReturnsaNoSpaceAvailable inTCAMMessageonpage4699

• Filter Counts Previously Dropped Packet on page 4701

• Matching Packets Not Counted on page 4701

• Counter ResetWhen Editing Filter on page 4702

• Cannot Include loss-priority and policer Actions in Same Term on page 4702

• Cannot Egress Filter Certain Traffic Originating on QFX Switch on page 4702

• Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling on page 4703

• Egress Firewall Filters with Private VLANs on page 4703

• Egress Filtering of L2PT Traffic Not Supported on page 4704

• Cannot Drop BGP Packets in Certain Circumstances on page 4704

• Invalid Statistics for Policer on page 4704

• Policers can Limit Egress Filters on page 4704

Firewall Filter Configuration Returns a No Space Available in TCAMMessage

Problem When a firewall filter configuration exceeds the amount of available Ternary Content

Addressable Memory (TCAM) space, the system returns the following syslogdmessage:

No space available in tcam. 
Rules for filter filter-name will not be installed.

A switch returns this message during the commit operation if the firewall filter that has

been applied to a port, VLAN, or Layer 3 interface exceeds the amount of space available

in the TCAM table. The filter is not applied, but the commit operation for the firewall filter

configuration is completed in the CLI module.
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Solution When a firewall filter configuration exceeds the amount of available TCAM table space,

youmust configure a new firewall filter with fewer filter terms so that the space

requirements for the filter do not exceed the available space in the TCAM table.

You can perform either of the following procedures to correct the problem:

To delete the filter and its binding and apply the new smaller firewall filter to the same

binding:

1. Delete the filter and its binding to ports, VLANs, or Layer 3 interfaces. For example:

[edit]
user@switch# delete firewall family ethernet-switching filter ingress-vlan-rogue-block
user@switch# delete vlans employee-vlan description "filter to block rogue devices on
employee-vlan"
user@switch# delete vlans employee-vlan filter input ingress-vlan-rogue-block

2. Commit the changes:

[edit]
user@switch# commit

3. Configure a smaller filter with fewer terms that does not exceed the amount of

available TCAM space. For example:

[edit]
user@switch# set firewall family ethernet-switching filter new-ingress-vlan-rogue-block ...

4. Apply (bind) the new firewall filter to a port, VLAN , or Layer 3 interface. For example:

[edit]
user@switch# set vlans employee-vlan description "filter to block rogue devices on
employee-vlan"
user@switch# set vlans employee-vlan filter input new-ingress-vlan-rogue-block

5. Commit the changes:

[edit]
user@switch# commit

To apply a new firewall filter and overwrite the existing binding but not delete the original

filter:

1. Configure a firewall filter with fewer terms than the original filter:

[edit]
user@switch# set firewall family ethernet-switching filter new-ingress-vlan-rogue-block...

2. Apply the firewall filter to the port, VLAN, or Layer 3 interfaces to overwrite the binding

of the original filter—for example:

[edit]
user@switch# set vlans employee-vlan description "smaller filter to block rogue devices on
employee-vlan"
user@switch# set vlans employee-vlan filter input new-ingress-vlan-rogue-block

Because you can apply nomore than one firewall filter per VLAN per direction, the

binding of the original firewall filter to the VLAN is overwritten with the new firewall

filter new-ingress-vlan-rogue-block.

3. Commit the changes:

[edit]
user@switch# commit
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NOTE: The original filter is not deleted and is still available in the
configuration.

Filter Counts Previously Dropped Packet

Problem If you configure two or more filters in the same direction for a physical interface and one

of the filters includesacounter, the counterwill be incorrect if the followingcircumstances

apply:

• You configure the filter that is applied to packets first to discard certain packets. For

example, imagine that you have a VLAN filter that accepts packets sent to 10.10.1.0/24

addresses and implicitly discards packets sent to any other addresses. You apply the

filter to the admin VLAN in the output direction, and interface xe-0/0/1 is a member

of that VLAN.

• You configure a subsequent filter to accept and count packets that are dropped by

the first filter. In this example, you have a port filter that accepts and counts packets

sent to 192.168.1.0/24addresses that is alsoapplied toxe-0/0/1 in theoutputdirection.

TheegressVLAN filter is applied first andcorrectly discardspackets sent to 192.168.1.0/24

addresses. The egress port filter is applied next and counts the discarded packets as

matchedpackets.Thepacketsarenot forwarded,but thecounterdisplayedby theegress

port filter is incorrect.

Remember that the order in which filters are applied depends on the direction in which

they are applied, as indicated here:

Ingress filters:

1. Port (Layer 2) filter

2. VLAN filter

3. Router (Layer 3) filter

Egress filters:

1. Router (Layer 3) filter

2. VLAN filter

3. Port (Layer 2) filter

Solution This is expected behavior.

Matching Packets Not Counted

Problem If you configure two egress filters with counters for a physical interface and a packet

matches both of the filters, only one of the counters includes that packet.

For example:
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• You configure an egress port filter with a counter for interface xe-0/0/1.

• You configure an egress VLAN filter with a counter for the adminVLAN, and interface

xe-0/0/1 is a member of that VLAN.

• A packet matches both filters.

In this case, the packet is counted by only one of the counters even though it matched

both filters.

Solution This is expected behavior.

Counter ResetWhen Editing Filter

Problem If you edit a firewall filter term, the value of any counter associated with any term in the

same filter is set to0, including the implicit counter for any policer referencedby the filter.

Consider the following examples:

• Assume that your filter has term1, term2, and term3, and each term has a counter that

has already countedmatching packets. If you edit any of the terms in any way, the

counters for all the terms are reset to 0.

• Assume that your filter has term1 and term2. Also assume that term2 has a policer

action modifier and the implicit counter of the policer has already counted 1000

matching packets. If you edit term1 or term2 in any way, the counter for the policer

referenced by term2 is reset to 0.

Solution This is expected behavior.

Cannot Include loss-priority and policer Actions in Same Term

Problem You cannot include both of the following actions in the same firewall filter term in a QFX

Series switch:

• loss-priority

• policer

If you do so, you see the following error message when you attempt to commit the

configuration: “cannot support policer action if loss-priority is configured.”

Solution This is expected behavior.

Cannot Egress Filter Certain Traffic Originating on QFX Switch

Problem On aQFXSeries switch, you cannot filter certain traffic with a firewall filter applied in the

output direction if the traffic originates on the QFX switch. This limitation applies to

control traffic for protocols such as ICMP (ping), STP, LACP, and so on.

Solution This is expected behavior.
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Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling

Problem If you create a firewall filter that includes amatch condition of dot1q-tag or

dot1q-user-priorityandapply the filter on input toa trunkport that participates in a service

VLAN, thematch condition does not work if the Q-in-Q EtherType is not 0x8100. (When

Q-in-Qtunneling is enabled, trunk interfacesareassumedtobepartof theserviceprovider

or data center network and therefore participate in service VLANs.)

Solution This is expected behavior. To set the Q-in-Q EtherType to 0x8100, enter the set
dot1q-tunneling ethertype 0x8100 statemen at the [edit ethernet-switching-options]
hierarchy level. Youmust also configure the other end of the link to use the same

Ethertype.

Egress Firewall Filters with Private VLANs

Problem If youapply a firewall filter in theoutputdirection toaprimaryVLAN, the filter alsoapplies

to the secondaryVLANs that aremembersof theprimaryVLANwhen the traffic egresses

with the primary VLAN tag or isolated VLAN tag, as listed below:

• Traffic forwarded from a secondary VLAN trunk port to a promiscuous port (trunk or

access)

• Traffic forwarded from a secondary VLAN trunk port that carries an isolated VLAN to

a PVLAN trunk port.

• Traffic forwarded from a promiscuous port (trunk or access) to a secondary VLAN

trunk port

• Traffic forwarded from a PVLAN trunk port. to a secondary VLAN trunk port

• Traffic forwarded from a community port to a promiscuous port (trunk or access)

If you apply a firewall filter in the output direction to a primary VLAN, the filter does not

apply to traffic that egresses with a community VLAN tag, as listed below:

• Traffic forwarded from a community trunk port to a PVLAN trunk port

• Traffic forwarded from a secondary VLAN trunk port that carries a community VLAN

to a PVLAN trunk port

• Traffic forwarded from a promiscuous port (trunk or access) to a community trunk

port

• Traffic forwarded from a PVLAN trunk port. to a community trunk port

If you apply a firewall filter in the output direction to a community VLAN, the following

behaviors apply:

• The filter is applied to traffic forwarded from a promiscuous port (trunk or access) to

a community trunk port (because the traffic egresses with the community VLAN tag).

• The filter is applied to traffic forwarded from a community port to a PVLAN trunk port

(because the traffic egresses with the community VLAN tag).
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• The filter is not applied to traffic forwarded from a community port to a promiscuous

port (because the traffic egresses with the primary VLAN tag or untagged).

Solution These are expected behaviors. They occur only if you apply a firewall filter to a private

VLAN in the output direction and do not occur if you apply a firewall filter to a private

VLAN in the input direction.

Egress Filtering of L2PT Traffic Not Supported

Problem Egress filtering of L2PT traffic is not supported on the QFX3500 switch. That is, if you

configure L2PT to tunnel a protocol on an interface, you cannot also use a firewall filter

to filter traffic for that protocol on that interface in the output direction. If you commit a

configuration for this purpose, the firewall filter is not applied to theL2PT-tunneled traffic.

Solution This is expected behavior.

Cannot Drop BGP Packets in Certain Circumstances

Problem BGP packets with a time-to-live (TTL) value greater than 1 cannot be discarded using a

firewall filter applied to a loopback interface or applied on input to a Layer 3 interface.

BGP packets with TTL value of 1 or 0 can be discarded using a firewall filter applied to a

loopback interface or applied on input to a Layer 3 interface.

Solution This is expected behavior.

Invalid Statistics for Policer

Problem If you apply a single-rate two-color policer in more than 128 terms in a firewall filter, the

output of the show firewall command displays incorrect data for the policer.

Solution This is expected behavior.

Policers can Limit Egress Filters

Problem The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

Copyright © 2014, Juniper Networks, Inc.4704

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

Solution You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Related
Documentation

Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872•

• Configuring Firewall Filters on page 4531

• Verifying That Firewall Filters Are Operational on page 4672

Troubleshooting Policer Configuration

• Incomplete Count of Packet Drops on page 4706

• Counter ResetWhen Editing Filter on page 4706

• Invalid Statistics for Policer on page 4706

• Egress Policers on QFX3500 Devices Might AllowMore Throughput Than Is

Configured on page 4706

• Filter-Specific Egress Policers on QFX3500 Devices Might AllowMore Throughput

Than Is Configured on page 4707

• Policers Can Limit Egress Filters on page 4708
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Incomplete Count of Packet Drops

Problem Under certain circumstances, Junos OSmight display a misleading number of packets

dropped by an ingress policer.

If packets are dropped because of ingress admission control, policer statistics might not

showthenumberofpacketdropsyouwouldexpectbycalculating thedifferencebetween

ingress and egress packet counts. This might happen if you apply an ingress policer to

multiple interfaces, and the aggregate ingress rate of those interfaces exceeds the line

rate of a common egress interface. In this case, packets might be dropped from the

ingress buffer. These drops are not included in the count of packets dropped by the

policer, which causes policer statistics to underreport the total number of drops.

Solution This is expected behavior.

Counter ResetWhen Editing Filter

Problem If you edit a firewall filter term, the value of any counter associated with any term in the

same filter is set to0, including the implicit counter for any policer referencedby the filter.

Consider the following examples:

• Assume that your filter has term1, term2, and term3, and each term has a counter that

has already countedmatching packets. If you edit any of the terms in any way, the

counters for all the terms are reset to 0.

• Assume that your filter has term1 and term2. Also assume that term2 has a policer

action modifier and the implicit counter of the policer has already counted 1000

matching packets. If you edit term1 or term2 in any way, the counter for the policer

referenced by term2 is reset to 0.

Solution This is expected behavior.

Invalid Statistics for Policer

Problem If you apply a single-rate two-color policer in more than 128 terms in a firewall filter, the

output of the show firewall command displays incorrect data for the policer.

Solution This is expected behavior.

Egress Policers on QFX3500 Devices Might AllowMore Throughput Than Is
Configured

Problem If you configure a policer to rate-limit throughput and apply it on egress to multiple

interfaces on a QFX3500 switch or Node, the measured aggregate policed rate might

be twice the configured rate, depending onwhich interfaces you apply the policer to. The

doubling of the policed rate occurs if you apply a policer to multiple interfaces and both

of the following are true:
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• There is at least one policed interface in the range xe-0/0/0 to xe-0/0/23 or the range

xe-0/1/1 to xe-0/1/7.

• There is at least one policed interface in the range xe-0/0/24 to xe-0/0/47 or the range

xe-0/1/8 to xe-0/1/15.

For example, if you configure a policer to rate-limit traffic at 1 Gbps and apply the policer

(by using a firewall filter) to xe-0/0/0 and xe-0/0/24 in the output direction, each

interface is rate-limited at 1 Gbps, for a total allowed throughput of 2 Gbps. The same

behavior occurs if you apply the policer to xe-0/1/1 and xe-0/0/24—each interface is

rate-limited at 1 Gbps.

If you apply the same policer on egress tomultiple interfaces in these groups, each group

is rate-limited at 1 Gbps. For example, if you apply the policer to xe-0/0/0 through

xe-0/0/4 (five interfaces) and xe-0/0/24 through xe-0/0/33 (ten interfaces), each

group is rate-limited at 1 Gbps, for a total allowed throughput of 2 Gbps.

Here is another example: If you apply the policer to xe-0/0/0 through xe-0/0/4 and

xe-0/1/1 through xe-0/1/5 (a total of ten interfaces), that group is rate-limited at 1 Gbps

in aggregate. If you also apply the policer to xe-0/0/24, that one interface is rate-limited

at 1 Gbps while the other ten are still rate-limited at 1 Gbps in aggregate.

Interfaces xe-0/1/1 through xe-0/1/15 are physically located on the QSFP+ uplink ports,

according to the following scheme:

• xe-0/1/1 through xe-0/1/3 are on Q0.

• xe-0/1/4 through xe-0/1/7 are on Q1.

• xe-0/1/8 through xe-0/1/11 are on Q2.

• xe-0/1/2 through xe-0/1/15 are on Q3.

Thedoublingof thepoliced rateoccurs only if thepolicer is applied in theoutputdirection.

If you configure a policer as described above but apply it in the input direction, the total

allowed throughput for all interfaces is 1 Gbps.

Solution This is expected behavior.

Filter-SpecificEgressPolicersonQFX3500DevicesMightAllowMoreThroughput
Than Is Configured

Problem You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this, rate limiting is applied in aggregate, so if you configure a policer to discard traffic

thatexceeds 1Gbpsand reference thatpolicer in threedifferent terms, the totalbandwidth

allowed by the filter is 1 Gbps. However, the behavior of a filter-specific policer is affected

by how the firewall filter terms that reference the policer are stored in ternary content

addressable memory (TCAM). If you create a filter-specific policer and reference it in

multiple firewall filter terms, the policer allowsmore traffic than expected if the terms

are stored in different TCAM slices. For example, if you configure a policer to discard

traffic that exceeds 1 Gbps and reference that policer in three different terms that are
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stored in three separatememory slices, the total bandwidthallowedby the filter is 3Gbps,

not 1 Gbps.

Solution To prevent this unexpected behavior, use the information about TCAM slices presented

in “Planning the Number of Firewall Filters to Create” on page 4435 to organize your

configuration file so that all the firewall filter terms that reference a given filter-specific

policer are stored in the same TCAM slice.

Policers Can Limit Egress Filters

Problem The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

Solution You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.
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You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.
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PART 17

Services

• Overview on page 4713

• Configuration on page 4721

• Administration on page 4775

• Troubleshooting on page 4779
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CHAPTER 54

Overview

• Port Mirroring on page 4713

• DHCP Relay on page 4718

Port Mirroring

• Understanding Port Mirroring on page 4713

• Understanding Layer 3 Logical Interfaces on page 4718

Understanding Port Mirroring

• Port Mirroring Overview on page 4713

• Port-Mirroring Terminology on page 4714

• Port Mirroring Constraints and Limitations on page 4715

Port Mirroring Overview

Portmirroring copies packets entering or exiting a port or entering a VLAN and sends the

copies to a local interface for local monitoring or to a VLAN for remote monitoring. Use

port mirroring to send traffic to applications that analyze traffic for purposes such as

monitoringcompliance, enforcingpolicies, detecting intrusions,monitoringandpredicting

traffic patterns, correlating events, and so on.

Port mirroring is needed for traffic analysis on a switch because a switch normally sends

packets only to the port to which the destination device is connected. You configure port

mirroring on the switch to send copies of unicast traffic to a local interface or a VLAN

and run an analyzer application on a device connected to the interface or VLAN. You

configure port mirroring by using the analyzer statement.

Keep performance in mind when configuring port mirroring. For example, If youmirror

traffic frommultiple ports, the mirrored traffic may exceed the capacity of the output

interface.We recommend that you limit the amount of copied traffic by selecting specific

interfaces instead of using the all keyword. You can also limit the amount of mirrored

traffic by usinga firewall filter.Mirroringonly thenecessary packets reduces thepossibility

of a performance impact.
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You can use port mirroring to copy any of the following:

• All packets entering or exiting an interface (in any combination)—For example, you

can send copies of the packets entering some interfaces and the packets exiting other

interfaces to the same local interface or VLAN. If you configure port mirroring to copy

packets exiting an interface, traffic that originates on that switch or Node device (in a

QFabric system) is not copied when it egresses. Only switched traffic is copied on

egress. (See the limitation on egress mirroring below.)

• All packets entering a VLAN—You cannot use port mirroring to copy packets exiting a

VLAN.

• Firewall-filtered sample—Sample of packets entering a port or VLAN. Configure a

firewall filter to select certain packets for mirroring.

NOTE: Firewall filters are not supported on egress ports; therefore, you
cannot specify policy-based sampling of packets exiting an interface.

Port-Mirroring Terminology

Table 365 on page 4714 lists the terms used in the documentation about port mirroring

and provides definitions.

Table 365: Port Mirroring Terms and Definitions

DescriptionTerm

Port-mirroring configuration. The analyzer includes a name, source interfaces or source
VLAN, and a destination for mirrored packets (either a local access interface or a VLAN).

Analyzer

Access interface towhich packet copies are sent and towhich a device running an analyzer
application is connected.

The following limitations apply to an output interface:

• Cannot also be a source port.

• Cannot be used for switching.

• Cannot be an aggregated Ethernet interface (LAG).

• Does not participate in Layer 2 protocols, such as Spanning Tree Protocol (STP).

• Loses any existing VLAN associations when you configure it as an analyzer output
interface.

If the capacity of the output interface is insufficient to handle the traffic from the source
ports, overflow packets are dropped.

Output interface (also known as
monitor interface)
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Table 365: Port Mirroring Terms and Definitions (continued)

IP address of the device running an analyzer application. The device can be on a remote
network. When you use this feature, the mirrored packets are GRE-encapsulated. The
analyzer device must be able to de-encapsulate GRE-encapsulated packets, or the
GRE-encapsulated packetsmust be de-encapsulated before reaching the analyzer device.
(You can use a network sniffer to de-encapsulate the packets.)

• An output IP address cannot be in the same subnetwork as any of the switch’s
management interfaces.

• If you create virtual routing instances and also create an analyzer configuration that
includes an output IP address, the output address belongs to the default virtual routing
instance (inet.0 routing table).

Output IP address

VLAN to which copies are sent and to which a device running an analyzer application is
connected. The analyzer VLAN can spanmultiple switches.

The following limitations apply to an output VLAN:

• Cannot be a private VLAN or VLAN range.

• Cannot be shared bymultiple analyzer statements.

• An output VLAN interface cannot be amember of any other VLAN.

• An output VLAN interface cannot be an aggregated Ethernet interface (LAG).

• On the source (monitored) switch, only one interface can be amember of the analyzer
VLAN.

Output VLAN (also known as
monitor or analyzer VLAN)

Interface that provides traffic to bemirrored. This traffic can be entering or exiting the
interface. (Ingress or egress traffic can bemirrored.) An input interface cannot also be an
output interface for an analyzer.

Input interface (also known as
mirrored or monitored interface)

Computer running an analyzer application.Monitoring station

Port-mirroring configuration in which the mirrored packets are sent to an interface on the
same switch.

Local port mirroring

Flooding mirrored packets to an analyzer VLAN that you create to receive mirror traffic or
sending the mirrored packets to a remote IP address. (You cannot sendmirrored packets
to a remote IP address on a QFabric system.)

Remote port mirroring

Mirroring of packets that match thematch a firewall filter term. The action analyzer
analyzer-name is used in the firewall filter to send the packets to the analyzer.

Policy-basedmirroring

Port Mirroring Constraints and Limitations

• Local and Remote Port Mirroring on page 4715

• Remote Port Mirroring Only on page 4717

Local and Remote Port Mirroring

The following constraints and limitations apply to local and remote port mirroring with

the QFX Series:

• You can create a total of four port-mirroring configurations onaQFXSeries standalone

switch.
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• You can create a total of four port-mirroring configurations on each Node group in a

QFabric system, subject to the following constraints:

• Asmany as four of the configurations can be for local port mirroring.

• Asmany as three of the configurations can be for remote port mirroring.

• Regardless of whether you are configuring a standalone switch or a Node group, the

following limits apply:

• There can be nomore than two configurations that mirror ingress traffic. (If you

configure a firewall filter to send traffic to a port mirror—that is, you use the analyzer

action modifier in a filter term—this counts as an ingress mirroring configuration for

switch or Node group on which the filter is applied.)

• There can be nomore than two configurations that mirror egress traffic.

NOTE: OnQFabric systems, there isnosystem-wide limiton the totalnumber
of mirror sessions.

• You can configure nomore than one type of output in one port-mirroring configuration.

That is, you can use nomore than one of the following to complete a set analyzername

output statement:

• interface

• ip-address

• vlan

• If you configure Junos OS tomirror egress packets, do not configure more than 2000

VLANs on a QFX3500 device or QFabric system. If you do so, some VLAN packets

might contain incorrect VLAN IDs. This applies to any VLAN packets—not only the

mirrored copies.

• The ratio and loss-priority options are not supported.

• Packets with physical layer errors are filtered out and are not sent to the output port

or VLAN.

• If you use sFlowmonitoring to sample traffic, it does not sample the mirror copies

when they exit from the output interface.

• You cannot mirror packets exiting or entering the following ports:

• Dedicated Virtual Chassis interfaces

• Management interfaces (me0 or vme0)

• Fibre Channel interfaces

• Routed VLAN interfaces

• An aggregated Ethernet interface cannot be an output interface.
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• Do not include an 802.1Q subinterface that has a unit number other than 0 in a port

mirroring configuration. Port mirroring does not work with subinterfaces if their unit

number isnot0. (Youconfigure802.1Qsubinterfacesusing thevlan-tagging statement.)

• When packet copies are sent out the output interface, they are not modified for any

changes that are normally applied on egress, such as CoS rewriting.

• An interface can be the input interface for only onemirroring configuration. Do not use

the same interface as the input interface for multiple mirroring configurations.

• CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be

mirrored on egress.

• VLAN-basedmirroring is not supported for STP traffic.

• (QFabric systems only) If you configure a QFabric analyzer to mirror egress traffic and

the input andoutput interfaces are ondifferentNodedevices, themirrored copies have

incorrect VLAN IDs. This limitation does not apply if you configure a QFabric analyzer

tomirror egress traffic and the inputandoutput interfacesareon the sameNodedevice.

In this case the mirrored copies have the correct VLAN IDs (as long as you do not

configure more than 2000 VLANs on the QFabric system).

Remote Port Mirroring Only

The following constraints and limitations apply to remote port mirroring with the QFX

Series:

• If you configure an output IP address, the address cannot be in the same subnetwork

as any of the switch’s management interfaces.

• If you create virtual routing instances and also create an analyzer configuration that

includesanoutput IPaddress, theoutput addressbelongs to thedefault virtual routing

instance (inet.0 routing table).

• An output VLAN cannot be a private VLAN or VLAN range.

• An output VLAN cannot be shared bymultiple analyzer statements.

• An output VLAN interface cannot be amember of any other VLAN.

• An output VLAN interface cannot be an aggregated Ethernet interface.

• On the source (monitored) switch, only one interface can be amember of the analyzer

VLAN.

Related
Documentation

Configuring Port Mirroring on page 4730•

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726

• Troubleshooting Port Mirroring on page 4779
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Understanding Layer 3 Logical Interfaces

A Layer 3 logical interface is a logical division of a physical interface that operates at the

network level and therefore can receive and forward 802.1Q VLAN tags. You can use

Layer 3 logical interfaces to route traffic amongmultiple VLANs along a single trunk line

that connects a JuniperNetworksQFX3500Switch to a Layer 2 switch.Only onephysical

connection is required between the switches.

To create Layer 3 logical interfaces on a switch, enable VLAN tagging, partition the

physical interface into logical partitions, and bind the VLAN ID to the logical interface.

We recommend that you use the VLAN ID as the logical interface number when you

configure the logical interface. QFX Series systems support amaximumof 4089VLANs,

which includes the default VLAN. You can, however, assign a VLAN ID in the range of 1

to 4094, but five of these VLAN IDs are reserved for internal use.

VLAN tagging places the VLAN ID in the frame header, allowing each physical interface

to handlemultiple VLANs. Double-tagging, which is assigningmore than one VLAN ID in

the frame header, is not supported. When you configure multiple VLANs on an interface,

youmust also enable tagging on that interface. Junos OS on switches supports a subset

of the 802.1Q standard for receiving and forwarding routed or bridged Ethernet frames

with single VLAN tags and running Virtual Router Redundancy Protocol (VRRP) over

802.1Q-tagged interfaces.

Related
Documentation

Interfaces Overview on page 1839•

• Configuring a Layer 3 Logical Interface on page 2019

• Configuring DHCP and BOOTP Relay on page 4733

• Junos OS Network Interfaces Library for Routing Devices

DHCP Relay

• DHCP and BOOTP Relay Overview on page 4718

DHCP and BOOTP Relay Overview

You can configure a Juniper Networks switch to act as a Dynamic Host Configuration

Protocol (DHCP) or Bootstrap Protocol (BOOTP) relay agent. This means that if the

switch receivesabroadcastDHCPorBOOTP request froma locally attachedhost (client),

it relays the message to a specified DHCP or BOOTP server. You should configure the

switch to be a DHCP/BOOTP relay agent if you have locally attached hosts and a distant

DHCP or BOOTP server.
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NOTE: Because DHCP and BOOTPmessages are broadcast and are not
directed toaspecific server, switch,or router, Juniper switchescannot function
as both a DHCP server and a DHCP/BOOTP relay agent at the same time.
The Junos operating system (Junos OS) generates a commit error if both
options are configured at the same time, and the commit operation does not
succeed until one of the options is removed.

Related
Documentation

• Configuring DHCP and BOOTP Relay on page 4733

• bootp on page 4768
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CHAPTER 55

Configuration

• Configuration Examples on page 4721

• Configuration Tasks on page 4730

• Configuration Statements for Port Mirroring on page 4736

• Configuration Statements for Encryption on page 4746

• Configuration Statements for DHCP Relay on page 4766

Configuration Examples

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726

Example: Configuring Port Mirroring for Local Analysis

Use port mirroring to send traffic to applications that analyze traffic for purposes such

as monitoring compliance, enforcing policies, detecting intrusions, monitoring and

predicting traffic patterns, correlating events, and so on. Port mirroring copies packets

enteringor exitingan interfaceor enteringaVLANandsends thecopies toa local interface

for local monitoring.

This example describes how to configure port mirroring to copy traffic sent by employee

computers to a switch to an access interface on the same switch.

• Requirements on page 4721

• Overview and Topology on page 4722

• Mirroring All Employee Traffic for Local Analysis on page 4722

• Mirroring Employee-to-Web Traffic for Local Analysis on page 4723

• Verification on page 4725

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1

• A switch
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Overview and Topology

This topic includes two related examples that describe how tomirror traffic entering

interfaces on the switch to an access interface on the same switch. The first example

shows how tomirror all traffic sent by employee computers to the switch. The second

example includes a filter to mirror only the employee traffic going to theWeb.

In this example, xe-0/0/0 and xe-0/0/6 serve as connections for employee computers.

Interface xe-0/0/47 is connected to a device running an analyzer application.

NOTE: Multiple ports mirrored to one interface can cause buffer overflow
and dropped packets.

Figure 169 on page 4722 shows the network topology for this example.

Figure 169: Network Topology for Local Port Mirroring Example

Server running traffic analyzer Employee computers

xe-0/0/47 xe-0/0/6 xe-0/0/0

g0
40

59
6

Mirroring All Employee Traffic for Local Analysis

To configure port mirroring for all traffic sent by employee computers for local analysis,

perform the tasks explained in this section.

CLI Quick
Configuration

To quickly configure local port mirroring for ingress traffic to the two ports connected to

employee computers, copy the following commands and paste them into a switch

terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching
set interfaces xe-0/0/6 unit 0 family ethernet-switching
set interfaces xe-0/0/47 unit 0 family ethernet-switching
set ethernet-switching options analyzer employee-monitor input ingress interface xe-0/0/0.0
set ethernet-switching options analyzer employee-monitor input ingress interface xe-0/0/6.0
set ethernet-switching options analyzer employee-monitor output interface xe-0/0/47.0

Step-by-Step
Procedure

Toconfigureananalyzer calledemployee-monitorandspecify the input (source) interfaces

and the output interface:

1. Configure the interfaces connected to employee computers as input interfaces for

the port-mirror analyzer employee-monitor:
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[edit ethernet-switching-options]
user@switch# set analyzer employee-monitor input ingress interface xe–0/0/0.0
user@switch# set analyzer employee-monitor input ingress interface xe–0/0/6.0

2. Configure the output analyzer interface for the employee-monitor analyzer. Thiswill

be the destination interface for the mirrored packets:

[edit ethernet-switching-options]
user@switch# set analyzer employee-monitor output interface xe-0/0/47.0

Results Check the results of the configuration:

[edit]
user@switch# show ethernet-switching-options
analyzer employee-monitor {
input {
ingress {
interface xe-0/0/0.0;
interface xe-0/0/6.0;

}
}
output {
interface {
xe-0/0/47.0;

}
}

}
}

Mirroring Employee-to-Web Traffic for Local Analysis

Tomirror only traffic sent by employees to theWeb for local analysis, perform the tasks

explained in this section.

CLI Quick
Configuration

To quickly configure local port mirroring of traffic from employee computers that is

destined for theWeb, copy the followingcommandsandpaste them intoaswitch terminal

window:

[edit]
set ethernet-switching-options analyzer employee–web–monitor output interface xe-0/0/47.0
set firewall family ethernet-switching filter watch-employee term employee-to-corp from
destination-address 192.0.2.16/28
set firewall family ethernet-switching filter watch-employee term employee-to-corp from
source-address 192.0.2.16/28
set firewall family ethernet-switching filterwatch-employee termemployee-to-corp then accept
set firewall family ethernet-switching filter watch-employee term employee-to-web from
destination-port 80
set firewall familyethernet-switching filterwatch-employeetermemployee-to-webthenanalyzer
employee-web-monitor
set interfaces xe-0/0/0 unit 0 family ethernet-switching filter input watch-employee
set interfaces xe-0/0/6 unit 0 family ethernet-switching filter input watch-employee
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Step-by-Step
Procedure

Toconfigure localportmirroringof employee-to-web traffic fromthe twoports connected

to employee computers:

1. Configure the output interface:

[edit interfaces]
user@switch# set xe-0/0/47 unit 0 family ethernet-switching

2. Configure the employee-web-monitor analyzer output. (Configure only the

output—the input comes from the filter.)

[edit ethernet-switching-options]
user@switch# set analyzer employee-web-monitor output interface xe-0/0/47.0

3. Configure a firewall filter calledwatch-employee that includes a term tomatch

traffic sent to theWeb and send it to the analyzer employee-web-monitor. Traffic

to and from the corporate subnet (destination or source address of 192.0.2.16/28)

does not need to be copied, so create another term to accept that traffic before it

reaches the term that sendsWeb traffic to the analyzer:

[edit firewall family ethernet-switching]
user@switch# set filterwatch-employee termemployee-to-corp fromdestination-address
192.0.2.16/28
user@switch# set filter watch-employee term employee-to-corp from source-address
192.0.2.16/28
user@switch# set filter watch-employee term employee-to-corp then accept
user@switch# set filterwatch-employee termemployee-to-web fromdestination-port 80
user@switch# set filter watch-employee term employee-to-web then analyzer
employee-web-monitor

4. Apply the firewall filter to the appropriate interfaces as an ingress filter (egress

filters do not allow analyzers):

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching filter input watch-employee
user@switch# set xe-0/0/6 unit 0 family ethernet-switching filter input watch-employee

Results Check the results of the configuration:

[edit]
user@switch# show ethernet-switching-options
analyzer employee-web-monitor {
output {
interface xe-0/0/47.0;
}

}
}
...
firewall family ethernet-switching {
filter watch-employee {
term employee-to-web {
from {
destination-port 80;

}
then analyzer employee-web-monitor;

}
}

}
...
interfaces {
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xe-0/0/0 {
unit 0 {
family ethernet-switching {
filter {
input watch-employee;

}
}

}
}
xe-0/0/6 {
family ethernet-switching {
filter {
input watch-employee;

}
}

}
}

Verification

Verifying That the Analyzer Has Been Correctly Created

Purpose Verify that the analyzer named employee-monitor or employee-web-monitor has been

created on the switch with the appropriate input interfaces and appropriate output

interface.

Action You can verify that the port mirror analyzer has been configured as expected using the

show analyzer command.

user@switch> show analyzer
  Analyzer name                : employee-monitor
  Output interface             : xe-0/0/47.0
  Mirror ratio                 : 1
  Loss priority                : Low
  Ingress monitored interfaces : xe-0/0/0.0
  Ingress monitored interfaces : xe-0/0/6.0
  Egress monitored interfaces  : None

Meaning This output shows that the employee-monitor analyzer:

• Has a ratio of 1 (mirroring every packet, the default setting)

• Has a loss priority of low (set this option to high only when the analyzer output is to a

VLAN)

• Is mirroring the traffic entering the xe-0/0/0 and xe-0/0/6 interfaces

• Is sending the mirrored traffic to the xe-0/0/47 interface

Related
Documentation

Understanding Port Mirroring on page 4713•

• Configuring Port Mirroring on page 4730
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Example: Configuring Port Mirroring for Remote Analysis

Use port mirroring to send traffic to applications that analyze traffic for purposes such

as monitoring compliance, enforcing policies, detecting intrusions, monitoring and

predicting traffic patterns, correlating events, and so on. Port mirroring copies packets

entering or exiting an interface or entering a VLAN and sends the copies either to a local

interface for localmonitoringor toaVLAN for remotemonitoring. This exampledescribes

how to configure port mirroring for remote analysis.

• Requirements on page 4726

• Overview and Topology on page 4726

• Mirroring All Employee Traffic for Remote Analysis on page 4727

• Mirroring Employee-to-Web Traffic for Remote Analysis on page 4728

• Verification on page 4730

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.1 for the QFX Series

• A switch

Overview and Topology

This topic includes two related examples that describe how tomirror traffic entering

ports on the switch to an analyzer VLAN so that you can perform analysis using a remote

device. The first example shows how tomirror all traffic sent by employee computers to

the switch. The second example includes a filter tomirror only the employee traffic going

to theWeb.

In this example:

• Interfaces ge-0/0/0 and ge-0/0/1 are Layer 2 interfaces that connect to employee

computers.

• Interface ge-0/0/10 is a Layer 2 interface that connects to another switch.

• VLAN remote-analyzer is configuredonall switches in the topology to carry themirrored

traffic.

NOTE: In addition to performing the configuration steps described here, you
must also configure the analyzer VLAN (remote-analyzer in this example) on

the other switches that are used to connect the source switch (the one in
this configuration) to the one that themonitoring station is connected to.
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Mirroring All Employee Traffic for Remote Analysis

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, and then copy and paste the commands into the CLI at the edit

hierarchy level:

[edit]
set vlans remote-analyzer vlan-id 999
set interfaces ge-0/0/10 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/10 unit 0 family ethernet-switching vlanmembers 999
set ethernet-switching-options analyzer employee-monitor input ingress interface ge-0/0/0.0
set ethernet-switching-options analyzer employee-monitor input ingress interface ge-0/0/1.0
set ethernet-switching-options analyzer employee-monitor output vlan remote-analyzer

Step-by-Step
Procedure

To configure basic remote port mirroring:

1. Configure the analyzer VLAN (called remote-analyzer in this example):

[edit vlans]
user@switch# set vlans remote-analyzer vlan-id 999

2. Configure the interface connected to another switch for trunk mode and associate

it with the remote-analyzer VLAN:

[edit interfaces]
user@switch# set ge-0/0/10 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-0/0/10 unit 0 family ethernet-switching vlanmembers 999

3. Configure the employee-monitor analyzer:

[edit ethernet-switching-options]
user@switch# set analyzer employee–monitor
user@switch# set analyzer employee-monitor input ingress interface ge-0/0/0.0
user@switch# set analyzer employee-monitor input ingress interface ge-0/0/1.0
user@switch# set analyzer employee-monitor output vlan remote-analyzer

4. Configure the remote-analyzer VLAN on the switches that connect this switch to

the monitoring workstation.

Results Check the results of the configuration:

[edit]
user@switch# show
ethernet-switching-options {
analyzer employee-monitor {
input {
ingress {
interface ge-0/0/0.0;
interface ge-0/0/1.0;

}
}
output {
vlan {
remote-analyzer;

}
}

}
}
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Mirroring Employee-to-Web Traffic for Remote Analysis

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, and then copy and paste the commands into the CLI at the edit

hierarchy level:

[edit]
set vlans remote-analyzer vlan-id 999
set interfaces ge-0/0/10 unit 0 family ethernet-switching port mode trunk
set interfaces ge-0/0/10 unit 0 family ethernet-switching vlanmembers 999set
ethernet-switching-options analyzer employee-web-monitor loss-priority high output vlan 999
set firewall family ethernet-switching filter watch-employee term employee-to-web from
destination-port 80
set firewall familyethernet-switching filterwatch-employeetermemployee-to-webthenanalyzer
employee-web-monitor
set ge-0/0/0 unit 0 family ethernet-switching filter input watch-employee
set interfaces ge-0/0/1 unit 0 family ethernet-switching filter input watch-employee

Step-by-Step
Procedure

1. Configure the analyzer VLAN (called remote-analyzer in this example):

[edit vlans]
user@switch# set remote-analyzer vlan-id 999

2. Configure an interface to associate it with the remote-analyzer VLAN:

[edit interfaces]
user@switch# set interfaces ge-0/0/10 unit 0 family ethernet-switching port mode trunk
user@switch# set ge-0/0/10 unit 0 family ethernet-switching vlanmembers 999

3. Configure the employee-web-monitor analyzer. (Configure only the output—the

input comes from the filter.)

[edit ethernet-switching-options]
user@switch# set ethernet-switching-optionsanalyzer employee-web-monitor output
vlan 999

4. Configure a firewall filter calledwatch-employee to match traffic sent to theWeb

and send it to the analyzer employee-web-monitor:

[edit firewall family ethernet-switching]
user@switch# set filterwatch-employee termemployee-to-web fromdestination-port 80
user@switch# set filter watch-employee term employee-to-web then analyzer
employee-web-monitor

5. Apply the firewall filter to the appropriate interfaces as an ingress filter:

[edit interfaces]
user@switch# set ge-0/0/0 unit 0 family ethernet-switching filterinput watch-employee
user@switch# set ge-0/0/1 unit 0 family ethernet-switching filter input watch-employee

6. Configure the remote-analyzer VLAN on the switches that connect this switch to

the monitoring workstation.

Results Check the results of the configuration:

[edit]
user@switch# show
interfaces {
...
ge-0/0/10 {
unit 0 {
family ethernet-switching {
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port-mode trunk;
vlan {
members remote-analyzer;

}
}

}
}
ge-0/0/0 {
unit 0 {
family ethernet-switching {
filter {
input watch-employee;

}
}

}
}
ge-0/0/1 {
unit 0 {
family ethernet-switching {
filter {
input watch-employee;

}
}

}
}

}
...
firewall {
family ethernet-switching {
...
filter watch-employee {
term employee-to-web {
from {
destination-port 80;

}
then analyzer employee-web-monitor;

}
}

}
}
ethernet-switching-options {
analyzer employee-web-monitor {
output {
vlan {
999;

}
}

}
vlans {
remote-analyzer {
vlan-id 999;

}
}
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Verification

Verifying That the Analyzer Has Been Correctly Created

Purpose Verify that the analyzer named employee-monitor or employee-web-monitor has been

created on the switch with the appropriate input interfaces and appropriate output

interface.

Action You can verify the port mirror analyzer is configured as expected using the show analyzer

command.

user@switch> show analyzer
 Analyzer name                : employee-monitor
 Output VLAN                  : remote-analyzer 
 Ingress monitored interfaces : ge-0/0/0.0
 Ingress monitored interfaces : ge-0/0/1.0

Meaning This output shows that the employee-monitor analyzer is mirroring the traffic entering

ge-0/0/0 and ge-0/0/1 and is sending the mirror traffic to the analyzer remote-analyzer.

Related
Documentation

Understanding Port Mirroring on page 4713•

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Overview of Firewall Filters on page 4409

Configuration Tasks

• Configuring Port Mirroring on page 4730

• Configuring DHCP and BOOTP Relay on page 4733

Configuring Port Mirroring

You use port mirroring to copy packets and send the copies to a device running an

application such as a network analyzer or intrusion detection application so that you can

analyze traffic without delaying it. You canmirror traffic entering or exiting a port or

entering a VLAN, and you can send the copies to a local access interface or to a VLAN

through a trunk interface.

We recommend that youdisableportmirroringwhenyouarenotusing it. Toavoidcreating

a performance issue If you do enable port mirroring, we recommend that you select

specific input interfaces instead of using the all keyword. You can also limit the amount

of mirrored traffic by using a firewall filter.

NOTE: If youwant to createadditional analyzerswithoutdeletinganexisting
analyzer, first disable the existing analyzer using the disable analyzer
analyzer-name command.
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NOTE: Youmust configure port mirroring output interfaces as family
ethernet-switching.

• Configuring Port Mirroring for Local Analysis on page 4731

• Configuring Port Mirroring for Remote Analysis on page 4731

• Filtering the Traffic Entering an Analyzer on page 4732

Configuring Port Mirroring for Local Analysis

Tomirror interface traffic to a local interface on the switch:

1. If you want to mirror traffic that is ingressing or egressing specific interfaces, choose

a name for the port-mirroring configuration and configure what traffic should be

mirrored by specifying the interfaces and direction of traffic:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name input (ingress | egress) interface interface-name

NOTE: If youconfigure JunosOStomirror egresspackets, donotconfigure
more than 2000 VLANs. If you do so, some VLAN packets might contain
incorrect VLAN IDs.

NOTE: If you configuremirroring for packets that egress an access
interface, the original packets lose any VLAN tags when they exit the
access interface, but themirrored (copied) packets retain the VLAN tags
when they are sent to the analyzer system.

2. If you want to specify that all traffic entering a VLAN should bemirrored, choose a

name for the port-mirroring configuration and specify the VLAN:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name input ingress vlan vlan-name

NOTE: You cannot configure port mirroring to copy traffic that egresses
a VLAN.

3. Configure the destination interface for the mirrored packets:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name output interface interface-name

Configuring Port Mirroring for Remote Analysis

Tomirror traffic to a VLAN for analysis at a remote location:

1. Configure a VLAN to carry the mirrored traffic:

[edit]
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user@switch# set vlans vlan-name vlan-id number

2. Configure the interface that connects to another switch (the uplink interface) to trunk

mode and associate it with the appropriate VLAN:

[edit]
user@switch# set interfaces interface-name unit 0 family ethernet-switching port-mode
trunk vlanmembers (vlan-name | vlan-id)

3. Configure the analyzer:

a. Choose a name for the analyzer:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name

b. Specify the interface to bemirrored and whether the traffic should bemirrored on

ingress or egress:

[edit ethernet-switching-options]
user@switch# setanalyzeranalyzer-name input(ingress |egress) interface interface-name

c. Specify the appropriate IP address or VLAN as the output (a VLAN is specified in

this example:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name output vlan (vlan-name | vlan-id)

If you specify an IP address as the output, note the following constraints:

• The address cannot be in the same subnetwork as any of the switch’s

management interfaces.

• If you create virtual routing instances and also create an analyzer configuration

that includes an output IP address, the output address belongs to the default

virtual routing instance (inet.0 routing table).

• Theanalyzer devicemustbeable tode-encapsulateGRE-encapsulatedpackets,

or the GRE-encapsulated packets must be de-encapsulated before reaching

the analyzer device. (You can use a network sniffer to de-encapsulate the

packets.)

Filtering the Traffic Entering an Analyzer

In addition to specifying which traffic to mirror by configuring an analyzer, you can also

use a firewall filter to exercise more control over which packets are copied. For example,

youmight use a filter to specify that only traffic from certain applications bemirrored.

The filter can use any of the available match conditions andmust have an action of

analyzeranalyzer-name. If youuse the sameanalyzer inmultiple filters or terms, theoutput

packets are copied only once.

NOTE: You can include the action analyzer in ingress firewall filters only. You

can apply ingress filters with this action to ports (Layer 2 interfaces), Layer 3
interfaces, and VLANs.

When you use a firewall filter as the input to an analyzer, you output the copied traffic

to a local interface or a VLAN just as you do when a firewall is not involved.
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To configure port mirroring with filters:

1. Configure an analyzer for local or remote analysis. Configure only the output. For

example, for local analysis enter:

[edit ethernet-switching-options]
user@switch# set analyzer analyzer-name output interface interface-name

NOTE: Do not configure input to this analyzer.

2. Create a firewall filter using any of the available match conditions and specify the

action as analyzer analyzer-name.

3. Apply the firewall filter to the interfaces or VLAN that should provide the input to the

analyzer:

[edit]
user@switch# set interfaces interface-name unit 0 family ethernet-switching filter input
filter-name
[edit]
user@switch# set vlan (vlan-name | vlan-id) filter input filter-name

Related
Documentation

Understanding Port Mirroring on page 4713•

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726

• Overview of Firewall Filters on page 4409

Configuring DHCP and BOOTP Relay

Youcanconfigure theQFXSeries toactasaDynamicHostConfigurationProtocol (DHCP)

and Bootstrap Protocol (BOOTP) relay agent. This means that if a locally attached host

can issue a DHCP or BOOTP request as a broadcast message and the switch relays the

message to a specified DHCP or BOOTP server. You should configure a switch to be a

DHCP and BOOTP relay agent if you have locally attached hosts and a remote DHCP or

BOOTP server.

If you configure a switch to be a DHCP relay agent, you can also enable smart DHCP

relay, which allows you to configure alternative gateway addresses for a DHCP server so

that if the server fails to reply to the requests sent using the primary gateway address,

the switch can resend the requests via the alternative gateway addresses. To use this

feature, youmust configure a routed VLAN interface or Layer 3 logical interface with

multiple IP addresses and configure that interface to be a relay agent.

• Configuring a DHCP and BOOTP Relay Agent on page 4733

• Configuring DHCP Smart Relay on page 4735

Configuring a DHCP and BOOTP Relay Agent

To configure a switch to act as a DHCP and BOOTP relay agent, include the bootp

statement at the [edit forwarding-options helpers] hierarchy level:
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[edit forwarding-options helpers]
bootp {
apply-secondary-as-giaddr text-description;
client-response-ttl number;
description text-description;
interface (interface-name | interface-group) {
client-response-ttl number;
description text-description;
maximum-hop-count number;
minimum-wait-time seconds;
no-listen;
server address
apply-secondary-as-giaddr

}
maximum-hop-count number;
minimum-wait-time seconds;
relay-agent-option;
server server-identifier

}

To include a description of the BOOTP service, DHCP service, or interface, use the

description statement.

To configure a logical interface or a group of logical interfaces with a specific DHCP relay

or BOOTP configuration, include the interface statement.

To stop packets from being forwarded, include the no-listen statement.

To set the maximum allowed number in the hops field of the BOOTPmessage, include

themaximum-hop-count statement. BOOTPmessages that have a larger number in the

hops field than themaximum allowed are not forwarded. If you omit the

maximum-hop-count statement, the default maximum number of hops is four.

To set theminimumallowed number of seconds in the secs field of the BOOTPmessage,

include theminimum-wait-time statement. This setting configures a minimum number

of seconds since the client sent its first BOOTP request. BOOTPmessages that have a

smaller number in the secs field than theallowedminimumarenot forwarded.Thedefault

value for the minimumwait time is zero (0).

To set the IP address that specify the DHCP or BOOTP server for the router, switch, or

interface, include the server statement. You can includemultiple server statements.

To set an IP time-to-live (TTL) value for DHCP response packets sent to a DHCP client,

include the client-response-ttl statement.

The following example demonstrates a BOOTP relay agent configuration.

user@host# show forwarding-options
helpers {
bootp {
description "dhcp relay agent global parameters";
server 192.168.55.44;
server 172.16.0.3 routing-instance c3;
maximum-hop-count 10;
minimum-wait-time 8;
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interface {
xe-0/0/1 {
description "use this info for this interface";
server 10.10.10.10;
server 192.168.14.14;
maximum-hop-count 11;
minimum-wait-time 3;

}
xe-0/0/2 {
no-listen; ###ignore DHCPDISCOVERmessages on this interface

}
all {
description "globals apply to all other interfaces";

}
}

}
}

Configuring DHCP Smart Relay

You can use DHCP smart relay to provide redundancy and resiliency to your DHCP relay

configuration. Smart relay provides additional relay functionality and requires all of the

configuration settings required by DHCP relay. To use DHCP smart relay, you also need

an interfacewithmultiple IP addresses assigned to it. You canachieve this bydoing either

of the following tasks:

• Create a routed VLAN interface and assign at least two IP addresses to it. See

“ConfiguringRoutedVLAN Interfaces”onpage 1532and“Example:ConfiguringRouting

Between VLANs on One Switch” on page 1428 for information about this approach.

• Create a Layer 3 logical interface (by using VLAN tagging) and assign at least two IP

addresses to it. See “Understanding Layer 3 Logical Interfaces” on page 1851 and

“ConfiguringaLayer3Logical Interface”onpage2019for informationaboutthisapproach.

Once you have created an interfacewithmultiple IP addresses, complete the smart relay

configuration by entering one of the following statements:

• set forwarding-options helpers bootp smart-relay-global: Use this statement to enable

smart relay on all the interfaces that are configured as relay agents.

• set forwarding-options helpers bootp interface interface-name smart-relay-agent: Use

this statement to enable smart relay on a specific interface.

When smart relay is configured for an interface, the switch initially sends DHCP request

(discover) messages out of that interface using the primary address of the interface as

the gateway IP address (in the giaddr field) for the DHCPmessage. If no DHCP offer

message is received from a server in reply, the switch allows the client to send as many

as three more discover messages using the same gateway IP address. If no DHCP offer

message is received after three retries, the switch resends the discover message using

the alternate IP address as the gateway IP address. If you configure more than two IP

addresses on the relay agent interface, the switch repeats this process until a DHCPoffer

message is received or all of the IP addresses have been used without success.
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Configuration Statements for Port Mirroring

• analyzer on page 4737

• egress on page 4738

• ethernet-switching-options on page 4739

• ingress (ethernet-switching-options) on page 4741

• input on page 4742

• interface (Port Mirroring) on page 4743

• ip-address (Port Mirroring) on page 4744

• output on page 4745

• vlan (Port Mirroring) on page 4746
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analyzer

Syntax analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options]

For platforms with ELS:

[edit forwarding-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Option output vlan added in Junos OS Release 12.1 for the QFX Series.

Option output ip-address added in Junos OS Release 12.3 for the QFX Series.

Description Configure port mirroring. You can create a total of four port-mirroring configurations on

the QFX Series, subject to the following limits:

• There can be nomore than two configurations that mirror ingress traffic.

• There can be nomore than two configurations that mirror egress traffic.

Default Port mirroring is disabled, and Junos OS creates no default analyzers.

Options all—Mirror all the access interfaces. Using this option does not cause the QSFP+ or

management interfaces to bemirrored.

CAUTION: Configuring thealloption inaQFabric systemcausesall theaccess

interfacesonall thenodes tobemirrored.Becautiousaboutusing thisoption
on a QFabric system.
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name—Name of the analyzer. The name can include as many as 125 characters; must

begin with a letter; and can include uppercase letters, lowercase letters, numbers,

dashes, and underscores. No other special characters are allowed.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721

egress

Syntax egress {
interface (all | interface-name);

}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name input]

For platforms with ELS:

[edit forwarding-options analyzer name input]

Release Information Statement introduced in Junos OS Release 11.2 for the QFX Series.

Description Specify interfaces for which egressing traffic is mirrored.

The statement is explained separately.

NOTE: If you configure Junos OS tomirror egress packets, do not configure
more than 2000 VLANs. If you do so, some of themirrored packets might
contain incorrect VLAN IDs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {
disable-timeout timeout;

}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
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dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Overview of Access Port Protection on page 4451

• Understanding Storm Control on page 4471

ingress (ethernet-switching-options)

Syntax ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name input]

For platforms with ELS:

[edit forwarding-options analyzer name input]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the interfaces or VLANs for which incoming traffic is mirrored as part of a port

mirroring configuration.

The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.routing-control—To add this

statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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input

Syntax input {
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
egress {
interface (all | interface-name);

}
}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name]

For platforms with ELS:

[edit forwarding-options analyzer name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the traffic to bemirrored. The definition can be a combination of traffic entering

or exiting specific ports or VLANs.

The statements are explained separately.

Default No default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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interface (Port Mirroring)

Syntax interface (all | interface-name);

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name input (egress | ingress)],
[edit ethernet-switching-options analyzer name output]

For platforms with ELS:

[edit forwarding-options analyzer name input (egress | ingress)]
[edit forwarding-options analyzer name output]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the interfaces for which ingressing traffic is mirrored. Specify the interface that

mirrored traffic should be copied to (the output interface).

Options all—Apply port mirroring to all interfaces on the switch (except the output interface).

Mirroring a high volume of traffic can cause performance issues, so you should

generally select specific input interfaces.

CAUTION: Configuringall inaQFabric systemcausesall theaccess interfaces

on all the nodes to bemirrored. Be cautious about using this option on a
QFabric system.

interface-name—Apply port mirroring to the specified interface only.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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ip-address (Port Mirroring)

Syntax ip-address ip-address;

Hierarchy Level [edit ethernet-switching-options analyzer name output]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the IP address towhich traffic should bemirrored (the IP address of the analyzer

system). The device can be on a remote network. The analyzer device must be able to

de-encapsulate GRE-encapsulated packets, or the GRE-encapsulated packets must be

de-encapsulated before reaching the analyzer device. (You can use a network sniffer to

de-encapsulate the packets.) This statement is not supported on QFabric systems.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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output

Syntax output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name]

For platforms with ELS:

[edit forwarding-options analyzer name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Option output vlan added in Junos OS Release 12.1 for the QFX Series.

Description Configure the destination for mirrored traffic, either an interface on the switch (for local

monitoring) or a VLAN (for remote monitoring).

The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721
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vlan (Port Mirroring)

Syntax vlan (vlan-id | vlan-name);

Hierarchy Level For platforms without ELS:

[edit ethernet-switching-options analyzer name input ingress],
[edit ethernet-switching-options analyzer name output]

For platforms with ELS:

[edit forwarding-options analyzer name input (egress | ingress)]
[edit forwarding-options analyzer name output]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Optionoutput vlan added in Junos OS Release 12.1 for the QFX Series.

Description Specify that traffic entering into a VLAN should bemirrored. Configure mirrored traffic

to be sent to a VLAN for remote monitoring (output).

Options vlan-id—Numeric VLAN identifer.

vlan-name—Name of the VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Configuring Port Mirroring on page 4730

• Example: Configuring Port Mirroring for Local Analysis on page 4721

Configuration Statements for Encryption

• authentication-key-chains on page 4748

• cache-size on page 4749

• cache-timeout-negative on page 4750

• ca-name on page 4750

• certificates on page 4751

• certification-authority on page 4752

• crl (Encryption Interface) on page 4752

• encoding on page 4753

• enrollment-retry on page 4753

• enrollment-url on page 4754

• file on page 4754

• key (Authentication Keychain) on page 4755
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• key-chain (Security) on page 4756

• ldap-url on page 4757

• local on page 4758

• maximum-certificates on page 4759

• path-length on page 4759

• secret on page 4760

• security on page 4761

• ssh-known-hosts on page 4762

• start-time (Authentication Key Transmission) on page 4763

• traceoptions on page 4765
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authentication-key-chains

Syntax authentication-key-chains {
key-chain key-chain-name {
description text-string;
key key {
algorithm (md5 | hmac-sha-1);
options (basic | isis-enhanced);
secret secret-data;
start-time yyyy-mm-dd.hh:mm:ss;

}
tolerance seconds;

}
}

Hierarchy Level [edit security]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the BFD protocol introduced in Junos OS Release 9.6.

Support for the BFD protocol introduced in Junos OS Release 9.6 for EX Series switches.

Support for IS-IS introduced in JUNOSOS Release 11.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure authentication key updates for the Border Gateway Protocol (BGP), the Label

Distribution Protocol (LDP) routing protocols, the Bidirectional Forwarding Detection

(BFD) protocol, and the Intermediate System-to-Intermediate System (IS-IS) protocol.

Whentheauthentication-key-chainsstatement is configuredat the [editsecurity]hierarchy

level, and is associated with the BGP, LDP, or IS-IS protocols at the [edit protocols]

hierarchy level or with the BFD protocol using the bfd-liveness-detection statement,

authentication keyupdates canoccurwithout interrupting routingandsignalingprotocols

such as Open Shortest Path First (OSPF) and Resource Reservation Setup Protocol

(RSVP).

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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cache-size

Syntax cache-size bytes;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure the cache size for digital certificates.

Options bytes—Cache size for digital certificates.

Range: 64 through 4,294,967,295

Default: 2megabytes (MB)

NOTE: We recommend that you limit your cache size to 4MB.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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cache-timeout-negative

Syntax cache-timeout-negative seconds;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure a negative cache for digital certificates.

Options seconds—Negative time to cache digital certificates, in seconds.

Range: 10 through 4,294,967,295

Default: 20

CAUTION: Configuring a large negative cache value can lead to a
denial-of-service attack.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration

Related
Documentation

• Configuring Digital Certificates for an ES PIC

ca-name

Syntax ca-name ca-identity;

Hierarchy Level [edit security certificates certification-authority]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Specify the certificate authority (CA) identity to use in the certificate request.

Options ca-identity—CA identity to use in the certificate request.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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certificates

Syntax certificates {
cache-size bytes;
cache-timeout-negative seconds;
certification-authority ca-profile-name {
ca-name ca-identity;
crl file-name;
encoding (binary | pem);
enrollment-url url-name;
file certificate-filename;
ldap-url url-name;

}
enrollment-retry attempts;
local certificate-name {
certificate-key-string;
load-key-fileURL filename;

}
maximum-certificates number;
path-length certificate-path-length;

}

Hierarchy Level [edit security]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure the digital certificates for IPsec.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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certification-authority

Syntax certification-authority ca-profile-name {
ca-name ca-identity;
crl file-name;
encoding (binary | pem);
enrollment-url url-name;
file certificate-filename;
ldap-url url-name;

}

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure a certificate authority profile name.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration

Related
Documentation

• Configuring Digital Certificates for an ES PIC

crl (Encryption Interface)

Syntax crl file-name;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure the certificate revocation list (CRL). A CRL is a time-stamped list identifying

revoked certificates, which is signed by a CA andmade available to the participating

IPsec peers on a regular periodic basis.

Options file-name—Specify the file fromwhich to read the CRL.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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encoding

Syntax encoding (binary | pem);

Hierarchy Level [edit security ike policy ike-peer-address],
[edit security certificates certification-authority ca-profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Specify the file format used for the local-certificate and local-key-pair statements.

Options binary—Binary file format.

pem—Privacy-enhancedmail (PEM), an ASCII base 64 encoded format.

Default: binary

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC

• Configuring an IKE Policy for Digital Certificates for an ES PIC

enrollment-retry

Syntax enrollment-retry attempts;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Specify howmany times a router or switch can resend a digital certificate request.

Options attempts—Number of enrollment retries.

Range: 0 through 100

Default: 0

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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enrollment-url

Syntax enrollment-url url-name;

Hierarchy Level [edit security certificates certification-authority ca-profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Specify where your router or switch sends Simple Certificate Enrollment Protocol-based

(SCEP-based) certificate enrollment requests (certificate authority URL).

Options url-name—Certificate authority URL.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC

file

Syntax file certificate-filename;

Hierarchy Level [edit security certificates certification-authority ca-profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Specify the file fromwhich to read the digital certificate.

Options certificate-filename—File fromwhich to read the digital certificate.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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key (Authentication Keychain)

Syntax key key {
algorithm (md5 | hmac-sha-1);
options (basic | isis-enhanced);
secret secret-data;
start-time yyyy-mm-dd.hh:mm:ss;

}

Hierarchy Level [edit security authentication-key-chains key-chain key-chain-name]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the BFD protocol introduced in Junos OS Release 9.6.

Support for the BFD protocol introduced in Junos OS Release 9.6 for EX Series switches.

Support for IS-IS introduced in JUNOSOS Release 11.2.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Configure the authentication element.

Options key—Each key within a keychain is identified by a unique integer value.

Range: 0 through 63

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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key-chain (Security)

Syntax keychain key-chain-name {
description text-string;
key key {
algorithm (md5 | hmac-sha-1);
options (basic | isis-enhanced);
secret secret-data;
start-time yyyy-mm-dd.hh:mm:ss;

}
tolerance seconds;

}

Hierarchy Level [edit security authentication-key-chains]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the BFD protocol introduced in Junos OS Release 9.6.

Support for the BFD protocol introduced in Junos OS Release 9.6 for EX Series switches.

Support for IS-IS introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Create the key-chain configuration for the Border Gateway Protocol (BGP), the Label

Distribution Protocol (LDP) routing protocols, the Bidirectional Forwarding Detection

(BFD) protocol, and the Intermediate System-to-Intermediate System (IS-IS) protocol.

Options key-chain-name—Authenticationkeychainname. It canbeup to 126characters.Characters

can includeanyASCII strings. If you includespaces, encloseall characters inquotation

marks (“ ”).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• authentication-key-chains on page 4748

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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ldap-url

Syntax <ldap-url url-name>;

Hierarchy Level [edit security certificates certification-authority ca-profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

(Optional) Specify the Lightweight Directory Access Protocol (LDAP) URL for digital

certificates.

Options url-name—Name of the LDAP URL.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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local

Syntax local certificate-name {
certificate-key-string;
load-key-fileURL filename;

}

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Import a paired X.509 private key and authentication certificate, to enable Junos XML

protocol client applications to establish Secure Sockets Layer (SSL) connections to the

router or switch.

Options certificate-namecertificate-key-string—String of alphanumeric characters that constitute

the private key and certificate.

certificate-name—Name that uniquely identifies the certificate.

load-key-fileURL filename—File that contains the private key and certificate. It can be

one of two types of values:

• Pathname of a file on the local disk (assuming you have already used anothermethod

to copy the certificate file to the router’s or switch’s local disk)

• URL to the certificate file location (for instance, on the computer where the Junos XML

protocol client application runs)

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Importing SSL Certificates for Junos XML Protocol Support
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maximum-certificates

Syntax maximum-certificates number;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure the maximum number of peer digital certificates to be cached.

Options number—Maximum number of peer digital certificates to be cached.

Range: 64 through 4,294,967,295 peer certificates

Default: 1024 peer certificates

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC

path-length

Syntax path-length certificate-path-length;

Hierarchy Level [edit security certificates]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description (Encryption interface on M Series and T Series routers and EX Series switches only)

Configure the digital certificate path length.

Options certificate-path-length—Digital certificate path length.

Range: 2 through 15 certificates

Default: 15 certificates

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Digital Certificates for an ES PIC
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secret

Syntax secret secret-data;

Hierarchy Level [edit security authentication-key-chains key-chain key-chain-name key key]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the BFD protocol introduced in Junos OS Release 9.6.

Support for the BFD protocol introduced in Junos OS Release 9.6 for EX Series switches.

Support for IS-IS introduced in JUNOSOS Release 11.2.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Specify a password in encrypted text or plain text format. The secret password always

appears in encrypted format.

Options secret-data—Password to use; it can include spaces if the character string is enclosed in

quotation marks.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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security

Syntax security {
authentication-key-chains {
key-chain key-chain-name {
key key {
secret secret-data;
start-time yyyy-mm-dd.hh:mm:ss;

}
}

certificates {
cache-size bytes;
cache-timeout-negative seconds;
certification-authority ca-profile-name {
ca-name ca-identity;
crl file-name;
encoding (binary | pem);
enrollment-url url-name;
file certificate-filename;
ldap-url url-name;

}
enrollment-retry attempts;
local certificate-filename {
certificate-key-string;
load-key-file key-file-name;

}
maximum-certificates number;
path-length certificate-path-length;

}
ssh-known-hosts {
host {
fetch-from-server host-name;
load-key-file file-name;

}
}
traceoptions {
file filename <files number> <size size>;
flag flag;
level level;
no-remote-trace

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure security services. Most of the configuration statements do not have default

values. If you do not specify an identifier for a statement that does not have a default

value, you cannot commit the configuration.

Required Privilege
Level
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Related
Documentation

ssh-known-hosts

Syntax ssh-known-hosts {
host host-name {
fetch-from-server host-name;
load-key-file file-name;

}
}

Hierarchy Level [edit security ssh-known-hosts]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure SSH support for known hosts and for administering SSH host key updates.

Options host host-name—Hostname of the SSH known host entry. This option has the following

suboptions:

• fetch-from-serverhost-name—RetrieveSSHpublichost key information fromaspecified

server.

• load-key-file filename—Import SSH host key information from the

/var/tmp/ssh-known-hosts file.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding Security Features on the QFabric System

• Configuring SSH Host Keys for Secure Copying of Data on page 1241
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start-time (Authentication Key Transmission)

Syntax start-time (now | yyyy-mm-dd.hh:mm:ss);

Hierarchy Level [edit security authentication-key-chains key-chain key-chain-name key key]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the BFD protocol introduced in Junos OS Release 9.6.

Support for the BFD protocol introduced in Junos OS Release 9.6 for EX Series switches.

Support for IS-IS introduced in JUNOSOS Release 11.2.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Specify a start time for key transmission. You do not need to specify an end time for the

key. If a new key is present with a new start time, the keychain rolls over to the new one.

The start timemust be unique within the keychain.

Options now—Start time as the current year, month, day, hour, minute, and second.

daydays—Start time as the specified number of days after the current day. For example,

if the current day is the 12th and you configure start-time 2day, the start time will be

on the 14th, exactly two days after the configuration is entered.

hourhours—Start timeas thespecifiednumberofhoursafter thecurrenthour. Forexample,

if the current hour is 9:00 and you configure start-time 3hour, the start time will be

in 12:00, exactly three hours after the configuration is entered.

minuteminutes—Start time as the specified number of minutes after the current minute.

For example, if the current minute is 27 minutes after the hour and you configure

start-time5min, the start timewill be in32minutesafter thehour, exactly fiveminutes

after the configuration is entered.

monthmonths—Start time as the specified number of months after the current month.

For example, if the currentmonth isMarch and you configure start-time4month, the

start time will be in July, exactly four months after the configuration is entered.

secondseconds—Start time as the specified number of seconds after the current second.

For example, if thecurrent second is 10:20:40andyouconfigure start-time10seconds,

the start timewill be 10:20:50, exactly 10 seconds after the configuration is entered.

yearyears—Start timeas the specifiednumberof years after the current year. For example,

if the current year is 2011 and you configure start-time 1year, the start time will be in

2012, exactly one year after the configuration is entered.

yyyy–mm-dd.hh:mm:ss—Start time in UTC (Coordinated Universal Time). The start time

must be unique within the keychain.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring theAuthenticationKeyUpdateMechanismforBGPandLDPRoutingProtocols

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring BFD Authentication for Static Routes on page 2332

• Example: Configuring Hitless Authentication Key Rollover for IS-IS on page 3211
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traceoptions

Syntax traceoptions {
file filename <files number> <size size>;
flag all;
flag certificates;
flag database;
flag general;
flag ike;
flag parse;
flag policy-manager;
flag routing-socket;
flag timer;
level
no-remote-trace

}

Hierarchy Level [edit security],
[edit services ipsec-vpn]

Traceoptions canbeconfiguredat either the [edit security]or the [edit services ipsec-vpn]

hierarchy level, but not at both levels.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure security trace options.

To specify more than one trace option, includemultiple flag statements. Trace option

output is recorded in the /var/log/kmd file.

NOTE: The traceoptionsstatement is not supported on QFabric systems.

Options files number—(Optional)Maximumnumber of trace files.When a trace file (for example,

kmd) reaches itsmaximum size, it is renamed kmd.0, then kmd.1, and so on, until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 0 files

size size—(Optional) Maximum size of each trace file, in kilobytes (KB).When a trace file

(for example, kmd) reaches this size, it is renamed, kmd.0, then kmd.1and soon, until

themaximumnumberof trace files is reached.Then theoldest trace file isoverwritten.

Default: 1024 KB
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flag flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Trace all security events.

• certificates—Trace certificate events.

• database—Trace database events.

• general—Trace general events.

• ike—Trace IKEmodule processing.

• parse—Trace configuration processing.

• policy-manager—Trace policy manager processing.

• routing-socket—Trace routing socket messages.

• timer—Trace internal timer events.

level level—(Optional) Set traceoptions level.

• all—match all levels.

• error—Match error conditions.

• info—Match informational messages.

• notice—Match conditions that should be handled specially.

• verbose—Match verbosemessages.

• warning—Match warning messages.

no-remote-trace—(Optional) Disable remote tracing

Required Privilege
Level

admin—To view the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Tracing Operations for Security Services
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CHAPTER 56

Administration

• Monitoring Commands for Port Mirroring on page 4775

Monitoring Commands for Port Mirroring

• show analyzer
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show analyzer

Syntax show analyzer <analyzer-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about port mirroring.

Options analyzer-name—(Optional) Displays the status of a specific analyzer (port-mirroring

configuration).

Required Privilege
Level

view

Related
Documentation

Layer 2 Port Mirroring Overview•

• Port Mirroring Constraints and Limitations on page 4715

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726

List of Sample Output show analyzer on page 4776

Output Fields Table366onpage4776describes theoutput fields for theshowanalyzercommand.Output

fields are listed in the approximate order in which they appear.

Table 366: show analyzer Output Fields

Field DescriptionField Name

Name of the analyzer.Analyzer name

Local interface to which mirror packets are sent. If you configure an output
interface, you cannot also configure an output VLAN.

Output interface

VLAN to which mirror packets are sent. If you configure an output VLAN, you
cannot also configure an output interface.

Output VLAN

Interfaces for which egress traffic is mirrored.Egressmonitored interfaces

Interfaces for which ingress traffic is mirrored.Ingressmonitored interfaces

VLANs for which ingress traffic is mirrored.Ingressmonitored VLANs

Sample Output

show analyzer

user@switch> show analyzer
Analyzer name                  : employee-monitor
  Output interface             : ge-0/0/10.0
  Output VLAN                  : remote-analyzer
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  Egress monitored interfaces  : ge-0/0/7.0
  Ingress monitored interfaces : ge-0/0/8.0
  Ingress monitored interfaces : ge-0/0/9.0
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CHAPTER 57

Troubleshooting

• Troubleshooting Procedures on page 4779

Troubleshooting Procedures

• Troubleshooting Port Mirroring on page 4779

Troubleshooting Port Mirroring

• Port Mirroring Constraints and Limitations on page 4779

• Egress Port Mirroring with VLAN Translation on page 4781

• Egress Port Mirroring with Private VLANs on page 4781

Port Mirroring Constraints and Limitations

• Local and Remote Port Mirroring on page 4779

• Remote Port Mirroring Only on page 4781

Local and Remote Port Mirroring

The following constraints and limitations apply to local and remote port mirroring with

the QFX Series:

• You can create a total of four port-mirroring configurations onaQFXSeries standalone

switch.

• You can create a total of four port-mirroring configurations on each Node group in a

QFabric system, subject to the following constraints:

• Asmany as four of the configurations can be for local port mirroring.

• Asmany as three of the configurations can be for remote port mirroring.

• Regardless of whether you are configuring a standalone switch or a Node group, the

following limits apply:

• There can be nomore than two configurations that mirror ingress traffic. (If you

configure a firewall filter to send traffic to a port mirror—that is, you use the analyzer

action modifier in a filter term—this counts as an ingress mirroring configuration for

switch or Node group on which the filter is applied.)

• There can be nomore than two configurations that mirror egress traffic.
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NOTE: OnQFabric systems, there isnosystem-wide limiton the totalnumber
of mirror sessions.

• You can configure nomore than one type of output in one port-mirroring configuration.

That is, you can use nomore than one of the following to complete a set analyzername

output statement:

• interface

• ip-address

• vlan

• If you configure Junos OS tomirror egress packets, do not configure more than 2000

VLANs on a QFX3500 device or QFabric system. If you do so, some VLAN packets

might contain incorrect VLAN IDs. This applies to any VLAN packets—not only the

mirrored copies.

• The ratio and loss-priority options are not supported.

• Packets with physical layer errors are filtered out and are not sent to the output port

or VLAN.

• If you use sFlowmonitoring to sample traffic, it does not sample the mirror copies

when they exit from the output interface.

• You cannot mirror packets exiting or entering the following ports:

• Dedicated Virtual Chassis interfaces

• Management interfaces (me0 or vme0)

• Fibre Channel interfaces

• Routed VLAN interfaces

• An aggregated Ethernet interface cannot be an output interface.

• Do not include an 802.1Q subinterface that has a unit number other than 0 in a port

mirroring configuration. Port mirroring does not work with subinterfaces if their unit

number isnot0. (Youconfigure802.1Qsubinterfacesusing thevlan-tagging statement.)

• When packet copies are sent out the output interface, they are not modified for any

changes that are normally applied on egress, such as CoS rewriting.

• An interface can be the input interface for only onemirroring configuration. Do not use

the same interface as the input interface for multiple mirroring configurations.

• CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be

mirrored on egress.

• VLAN-basedmirroring is not supported for STP traffic.

• (QFabric systems only) If you configure a QFabric analyzer to mirror egress traffic and

the input andoutput interfaces are ondifferentNodedevices, themirrored copies have

incorrect VLAN IDs. This limitation does not apply if you configure a QFabric analyzer
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tomirror egress traffic and the inputandoutput interfacesareon the sameNodedevice.

In this case the mirrored copies have the correct VLAN IDs (as long as you do not

configure more than 2000 VLANs on the QFabric system).

Remote Port Mirroring Only

The following constraints and limitations apply to remote port mirroring with the QFX

Series:

• If you configure an output IP address, the address cannot be in the same subnetwork

as any of the switch’s management interfaces.

• If you create virtual routing instances and also create an analyzer configuration that

includesanoutput IPaddress, theoutput addressbelongs to thedefault virtual routing

instance (inet.0 routing table).

• An output VLAN cannot be a private VLAN or VLAN range.

• An output VLAN cannot be shared bymultiple analyzer statements.

• An output VLAN interface cannot be amember of any other VLAN.

• An output VLAN interface cannot be an aggregated Ethernet interface.

• On the source (monitored) switch, only one interface can be amember of the analyzer

VLAN.

Egress Port Mirroring with VLAN Translation

Problem If you create a port-mirroring configuration that mirrors customer VLAN (CVLAN) traffic

on egress and the traffic undergoes VLAN translation before being mirrored, the VLAN

translation does not apply to the mirrored packets. That is, the mirrored packets retain

the service VLAN (SVLAN) tag that should be replaced by the CVLAN tag on egress. The

original packets are unaffected—on these packets VLAN translation works properly, and

the SVLAN tag is replaced with the CVLAN tag on egress.

Solution This is expected behavior.

Egress Port Mirroring with Private VLANs

Problem If you create a port-mirroring configuration that mirrors private VLAN (PVLAN) traffic on

egress, the mirrored traffic (the traffic that is sent to the analyzer system) has the VLAN

tag of the ingress VLAN instead of the egress VLAN. For example, assume the following

PVLAN configuration:

• Promiscuous trunk port that carries primary VLANs pvlan100 and pvlan400.

• Isolated access port that carries secondary VLAN isolated200. This VLAN is amember

of primary VLAN pvlan100.

• Community port that carries secondary VLAN comm300. This VLAN is also amember

of primary VLAN pvlan100.

• Output interface(monitor interface) thatconnects to theanalyzer system.This interface

forwards the mirrored traffic to the analyzer.
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If a packet for pvlan100 enters on the promiscuous trunk port and exits on the isolated

access port, the original packet is untagged on egress because it is exiting on an access

port. However, themirror copy retains the tag for pvlan100when it is sent to the analyzer.

Here is another example: If a packet for comm300 ingresses on the community port and

egresses on the promiscuous trunk port, the original packet carries the tag for pvlan100

on egress, as expected. However, the mirrored copy retains the tag for comm300when

it is sent to the analyzer.

Solution This is expected behavior.

Related
Documentation

• Understanding Port Mirroring on page 4713

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726
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PART 18

Storage

• Overview on page 4785

• Configuration on page 4921

• Administration on page 5147

• Troubleshooting on page 5279
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CHAPTER 58

Overview

• Software Features Overview on page 4785

• Fibre Channel, FCoE, FIP, and FIP Snooping on page 4791

• DCBX on page 4905

Software Features Overview

• Overview of Fibre Channel on the QFX Series on page 4786

• Overview of FIP on page 4790
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Overview of Fibre Channel on the QFX Series

Fibre Channel (FC) is a high-speed network technology that interconnects network

elements and allows them to communicate with one another. The International

Committee for Information Technology Standards (INCITS) T11 Technical Committee

sets FC standards.

FC networks provide high-performance characteristics such as lossless transport

combined with flexible network topology. FC is primarily used in storage area networks

(SANs) because it provides reliable, lossless, in-order frame transport between initiators

and targets. FC components include initiators, targets, and FC-capable switches that

interconnect FC devices andmay also interconnect FC devices with Fibre Channel over

Ethernet (FCoE) devices. Initiators originate I/O commands. Targets receive I/O

commands. For example, a server can initiate an I/O request to a storage device target.

Juniper Networks QFX Series can function as an FCoE-FC gateway or as an FCoE transit

switch.

FCoE transports native FC frames over an Ethernet network by encapsulating the

unmodified frames in Ethernet. It also provides protocol extensions to discover FCoE

devices through the Ethernet network. FCoE requires that the Ethernet network support

data center bridging (DCB) extensions that ensure lossless transport and allow the

Layer 2 Ethernet domain to meet the requirements of FC transport.

TheFCoE-FCgateway functionality is a licensed featureon theQFXSeries.AsanFCoE-FC

gateway, the switch connects FCoE devices on an Ethernet network to a SAN FC switch.

You do not need a license to use the switch as an FCoE transit switch. As an FCoE transit

switch, the switch:

• Is a Layer 2 data center bridging (DCB) switch that can transport FCoE frames.

• Implements FCoE Initialization Protocol (FIP) snooping.

• Connects multiple FCoE endpoints to the FC network.

NOTE: TheQFX3600switchdoesnotsupportFCbecause itdoesnotsupport
native FC port configuration. The QFX3600 switch supports FCoE.

QFX3500andQFX3600Virtual Chassis switches do not support FC or FCoE
.

This topic describes:

• Fibre Channel Transport Protocol on page 4787

• How FCWorks on the QFX Series on page 4787

• Supported FC Features and Functions on page 4789

• Lossless Transport Support on page 4789
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Fibre Channel Transport Protocol

The Fibre Channel Protocol is a transport protocol that consists of five layers as shown

in Table 367 on page 4787:

Table 367: Fibre Channel Protocol Layers

DescriptionFC Protocol Layer

Physical (cabling, connectors, and so on)FC-0

Data link layerFC-1

Network layer (defines the main protocols)FC-2

Common servicesFC-3

Protocol mappingFC-4

The FC protocol layers are generally split into three groups:

• FC-0 and FC-1 are the physical layers.

• FC-2 is the protocol layer, similar to OSI Layer 3.

• FC-3 and FC-4 are the services layers.

The FCoE-FC gateway operates the physical layers and the protocol layer, and provides

FIP and service redirection at the services layer.

How FCWorks on the QFX Series

The switch connects devices that support FC and Ethernet (such as FCoE servers on an

Ethernet network) to an FC SAN, thus converging the Ethernet and FC networks on a

single physical network infrastructure. The switch provides the class-of-service (CoS)

features needed to handle the different types of traffic appropriately.

To converge FC and Ethernet networks, you can configure the switch as an:

• FCoE-FC Gateway on page 4787

• FCoE Transit Switch on page 4788

• FCoE VLANs on page 4788

FCoE-FC Gateway

When the switch functions as an FCoE-FC gateway, the switch aggregates FCoE traffic

and performs the encapsulation and de-encapsulation of native FC frames in Ethernet

as it transports the frames between FCoE devices in the Ethernet network and the FC

switch. In effect, the switch translates Ethernet to FC and FC to Ethernet.

The gateway receives FC frames encapsulated in Ethernet from FCoE devices through

an FCoE VLAN interface composed of one or more 10-Gigabit Ethernet interfaces. The
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gateway removes the Ethernet encapsulation from the FC frames, and then sends the

native FC frames to the FC switch through a native FC interface.

The gateway receives native FC frames from the FC switch on the gateway’s native FC

interfaces. The gateway encapsulates the native FC frames in Ethernet, and then sends

theencapsulated frames to theappropriateFCoEdevice through theFCoEVLAN interface.

To FCoE devices, the gateway behaves like an FC switch and can presentmultiple virtual

F_Ports (VF_Ports) on a single interface. To an FC switch, the gateway behaves like an

FC node that is doing N_Port ID virtualization (NPIV).

FCoE Transit Switch

When the switch functions as an FCoE transit switch, it forwards traffic (including FCoE

traffic) based on Layer 2 media access control (MAC) forwarding and is a normal

DCB-enabled Layer 2 switch that also performs FIP snooping. The switch aggregates

FCoE traffic and passes it through to an FCF. The switch does not remove the Ethernet

encapsulation fromtheFC frames, but it doespreserve theclassof service (CoS) required

to transport FC frames.

The switch inspects (snoops) FIP information in order to create filters that permit only

valid FCoE traffic to flow through the switch between FCoE devices and the FCF. The

switch does not use native FC ports because the FC frames are encapsulated in Ethernet

when they flow between the FCoE devices and the FCF. Virtual point-to-point links

between each FCoE device and the FCF pass transparently through the switch, so the

switch is not seen as a terminating point or an intermediate point by FCoE devices or by

the FCF.

FCoE VLANs

On the QFX Series, all FCoE traffic must travel in a VLAN dedicated to transporting only

FCoE traffic. Only FCoE interfaces should bemembers of an FCoE VLAN. Ethernet traffic

that is not FCoE or FIP traffic must travel in a different VLAN.

NOTE: OnaQFX3500orQFabricsystemNodedevice, thesameVLANcannot
be used in both transit switchmode and FCoE-FC gatewaymode.

NOTE: FCoE VLANs (any VLAN that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features. IGMPsnooping isenabledbydefaultonallVLANs;besure todisable
IGMP snooping on FCoE VLANs.

You can configure more than one FCoE VLAN, but any given virtual link must be in only

one FCoE VLAN.

NOTE: All 10-Gigabit Ethernet interfaces that connect to FCoE devicesmust
have a native VLAN configured in order to transport FIP traffic, because FIP
VLANdiscovery andnotification framesare exchangedasuntaggedpackets.
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BEST PRACTICE: Only FCoE traffic is permitted on the FCoE VLAN. A native
VLANmight need to carry untagged traffic of different types and protocols.
Therefore, it is a good practice to keep the native VLAN separate from FCoE
VLANs.

Supported FC Features and Functions

QFX Series supports the following features and functionality:

• As an FCoE-FC gateway:

• DCB, including Data Center Bridging Capability Exchange protocol (DCBX),

priority-based flow control (PFC), enhanced transmission service (ETS), and

10-Gigabit Ethernet interfaces

• FCoE Initialization Protocol (FIP)

• Proxy for FCoE devices when communicating with FC switches and acts as a proxy

for FC switches when communicating with FCoE devices

• Up to 12 native FC interfaces per QFX3500 switch (each interface can be configured

as a 2-Gigabit, 4-Gigabit, or 8-Gigabit Ethernet interface)

• As an FCoE transit switch:

• DCB functions

• FIP snooping

• Transparent Layer 2 MAC forwarding of FCoE frames

Lossless Transport Support

TheQFXSeries supports up to six lossless forwarding classes. For lossless transport, you

must enable PFC on the IEEE 802.1p code point of lossless forwarding classes. The

following limitations apply to support lossless transport:

• The external cable length from the QFX3500 or QFabric system Node device to other

devices cannot exceed 300meters.

• The internal cable length from the QFabric systemNode device to the QFabric system

Interconnect device cannot exceed 150meters.

• For FCoE traffic, the interface maximum transmission unit (MTU)must be at least

2180 bytes to accommodate the packet payload, headers, and checks.

Related
Documentation

Understanding Fibre Channel on page 4792•

• Understanding an FCoE-FC Gateway on page 4808

• Understanding FCoE Transit Switch Functionality on page 4804

• Understanding FCoE on page 4799

• Understanding DCB Features and Requirements on page 4795
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• Overview of FIP on page 4790

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Understanding Fibre Channel Terminology on page 4895

Overview of FIP

Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) is a Layer 2 protocol that

establishes andmaintains FibreChannel (FC) virtual links betweenpairs of FCoEdevices

suchasserverFCoENodes(ENodes)andFCswitches. FIPcanalsoestablishandmaintain

virtual links between FCoE devices and an FCoE-FC gateway such as the QFX Series,

where the gateway acts on behalf of the FC switch.

FIP enables FCoE devices to discover one another and to initialize andmaintain virtual

links over a physical Ethernet network. This allows FCoE devices in the Ethernet network

to access storage devices in the FC storage area network (SAN).

FIP solves the problem presented by the FC requirement for point-to-point connections

(FC does not permit point-to-multipoint connections) by creating a unique virtual link

for each connection between an ENode VN_Port and an FC switch VF_Port. Multiple

virtual links can use a single physical link and virtual links can traverse Ethernet transit

(passthrough) switches while appearing to be direct point-to-point connections to the

FC switch.

FIP has its own EtherType (0x8914) to distinguish its traffic from payload-carrying FCoE

traffic and other Ethernet traffic. FIP operations occur on a per-VLAN basis.

For more details about FIP, see the Technical Committee T11 organization document

Fibre Channel Backbone - 5 (FC-BB-5) Rev 2.00 available at

http://www.t11.org/ftp/t11/pub/fc/bb-5/09-056v5.pdf.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding Fibre Channel on page 4792

• Understanding FIP Functions on page 4817

• Understanding FIP Implementation on page 4821

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

• Understanding Fibre Channel Virtual Links on page 4828

• Understanding FCoE on page 4799

• Understanding an FCoE-FC Gateway on page 4808

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Understanding Fibre Channel Terminology on page 4895
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Fibre Channel, FCoE, FIP, and FIP Snooping

• Understanding Fibre Channel on page 4792

• Understanding DCB Features and Requirements on page 4795

• Understanding FCoE on page 4799

• Understanding FCoE Transit Switch Functionality on page 4804

• Understanding an FCoE-FC Gateway on page 4808

• Understanding FCoE-FC Gateway Functions on page 4812

• Understanding FCoE and FIP Session High Availability on page 4815

• Understanding FIP Functions on page 4817

• Understanding FIP Implementation on page 4821

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

• Understanding Fibre Channel Virtual Links on page 4828

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Understanding OxID Hash Control for FCoE Traffic Load Balancing on page 4857

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

• Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872

• Understanding MC-LAGs on an FCoE Transit Switch on page 4881

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding Fibre Channel Terminology on page 4895
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Understanding Fibre Channel

Fibre Channel (FC) is a serial I/O interconnect network technology capable of supporting

multiple protocols. It is used primarily for storage area networks (SANs). The committee

standardizing FC is the International Committee for Information Technology Standards

(INCITS).

When configured as a Fibre Channel over Ethernet (FCoE)-FC gateway, the QFX Series

supports the transport of native FC traffic between FC switches and the gateway’s native

FC interfaces.

NOTE: TheQFX3600switchdoesnotsupportFCbecause itdoesnotsupport
native FC port configuration. In addition, QFX3500 and QFX3600 Virtual
Chassis switches do not support FC.

FC concepts include:

• FC Fabrics on page 4792

• FC Port Types on page 4792

• FC Switches on page 4793

• Adapters on page 4793

• N_Port ID Virtualization (NPIV) on page 4793

• FC Services on page 4794

FC Fabrics

An FC fabric is a switched network topology that interconnects FC devices using FC

switches, usually to create a SAN. An FC switch is a Layer 3 network switch that is

compatible with the FC protocol, forwards FC traffic, and provides FC services to the

components of the FC fabric. FC devices are usually servers or storage devices such as

disk arrays.

Switches called FCoE forwarders (FCFs) perform a subset of FC switch functions. An

FCF is a Layer 3 network switch that is compatible with the FC protocol and forwards FC

traffic, but does not provide network services.

When configured as an FCoE-FC gateway, the QFX Series acts a proxy for the FCF

functionality of anFCswitch.ThegatewayprovidesFCoEdeviceson theEthernetnetwork

access to theFCnetworkwithout requiring theFCswitches in theSANtosupportEthernet

interfaces. The gateway is not an FCF and does not provide FC services.

FC network design often uses two fabrics (dual-rail topology) for redundancy. The two

fabrics connect to edgedevices but are otherwise unconnected, so that if one fabric goes

down, the other fabric can continue to provide connectivity.

FC Port Types

The QFX Series supports the following FC port types:
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• N_Port—An N_Port is a port on the node of an FC device such as a server or a storage

device and is also known as a node port.

• F_Port—An F_Port is a port on an FC switch that connects to an FC device N_Port in a

point-to-point connection. F_Ports are also known as fabric ports.

These port types are a subset of the existing FC port types that can be supported in an

FC fabric.

FC Switches

FC switches provide FC services to the FC network. FC switches forward Layer 3 traffic.

They may transport a combination of native FC traffic and other traffic, such as Internet

Small Computer Systems Interface (iSCSI) or FCoE, or they may transport only native

FC traffic. When an FC switch supports FCoE, it combines FCoE termination functions

with the FC stack on an FC switching element. This is also known as a dual-stack switch.

When FC switches support FCoE, they present virtual FC interfaces in the form of virtual

F_Ports (VF_Ports) to theFCoEnodes (ENodes)onFCoEdevices.AVF_Port is anendpoint

in a virtual point-to-point connectionwith an ENode virtual N_Port (VN_Port). A VF_Port

emulates a native FC F_Port and performs similar functions. A VF_Port is an intermediate

port in a connection between an FCoE device such as a server in the Ethernet network

and a storage device in the FC SAN.

FC switches that support FCoE contain at least one lossless Ethernet media access

controller (MAC) paired with an FCoE controller. The lossless Ethernet MAC implements

Ethernet extensions to avoid frame loss due to congestion. The FCoE controller

instantiates and terminates virtual port instances as they are needed. Each VF_Port

instance has one unique virtual link to an ENode VN_Port.

FCoE support also requires one FCoE Link End Point (LEP) for each VF_Port connection.

An FCoE LEP is a virtual FC interface mapped onto the physical Ethernet interface. It

transmits and receives FCoE frames on the virtual link, and handles FC frame

encapsulation for traffic going from the FC switch to the FCoE device and frame

de-encapsulation of traffic received from the FCoE device.

When you configure theQFXSeries as an FCoE-FC gateway, the gateway performs these

FC-to-Ethernet and Ethernet-to-FC conversion functions so that the FC switch does not

need Ethernet (FCoE) ports.

Adapters

FC host bus adapters (HBAs) in FC switches and devices perform functions similar to

thoseofEthernet adapters inEthernet switchesanddevices. Switches thatperformFCoE

functions and FCoEdevices have converged network adapters (CNAs) that support both

native FC and Ethernet functionality.

N_Port ID Virtualization (NPIV)

FC requires a unique point-to-point link between the FC switch (F_Port) and each host

N_Port. In order to avoid using one physical link for each F_Port to N_Port connection, the

port connections must be virtualized so that they can share a physical link while

maintaining logical separation.
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FC accomplishes this by enabling you to create an independent virtual link for each FC

session bymapping each session to a virtualized N_Port. This process is called N_Port ID

virtualization (NPIV).

NPIVmakes each virtual link look like adedicatedpoint-to-point link. In thisway,multiple

FC devices andmultiple applications or virtual machines (VMs) on a single FC device

can connect to an FC switch using one physical port instead of using a physical port for

eachconnection. The virtual link createsa secureboundarybetween traffic fromdifferent

sources on a single physical connection.

NPIV works by creating a unique virtual port identifier for each logical connection on a

physical port. Conceptually, this is similar to splitting a single physical interface into

multiple logical interfaces or subinterfaces. A virtual port identifier consists of the port’s

unique worldwide name (WWN) combined with a Fibre Channel ID (FCID) that the FC

switch assigns to the virtual connection. This creates a virtual host bus adapter (HBA)

for each virtual link that uniquely identifies the link to the FC switch.

FC Services

When you configure theQFXSeries as an FCoE-FC gateway, the gateway connects FCoE

devices in theEthernetnetwork to theFC fabric. ThegatewaydoesnotprovideFCservices

directly. The gateway logs in to the FC fabric and obtains FC services from the FC fabric,

including:

• Management servers

• Zone server—Defines which devices can connect to each other in the FC fabric.

• Fabric configuration server—Discovers FC fabric topology and attributes.

• Policy server—Distributes the rules for administering, managing, and controlling

access to FC fabric resources.

• HBAmanagement server—Registers HBA information with the FC fabric.

• Domain manager—Allocates domain IDs to virtual switches.

• Fabric login server—Provides login services to the gateway so that the native FC ports

on thegatewaycanperform initial fabric login (FLOGI) to theFC fabric and subsequent

fabric discovery (FDISC) logins for the physical and virtual ports on the FCoE devices

in the Ethernet network. This includes allocating Fibre Channel IDs (FCIDs) to ports.

• Name server—Discovers, registers, and unregisters N_Port attributes, including the

attributes of the native FC ports on the gateway that connect to the FC fabric.

• Event server—Validates incoming events to ensure transaction integrity.

• Time server—Maintains a common time for devices in the FC fabric.

• Fabric controller

• Fabric Shortest Path First (FSPF)—The FC fabric provides link-state path selection

to the gateway.
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• State change notification (SCN) / registered state change notification server

(RSCN)—Notifies theappropriatenodeswhennewdevicescomeonline,whenother

nodes fail, or when changes on an online node affect system operation.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding FCoE on page 4799

• Understanding an FCoE-FC Gateway on page 4808

• Understanding Fibre Channel Terminology on page 4895

Understanding DCB Features and Requirements

Data center bridging (DCB) is a set of enhancements to the IEEE 802.1 bridge

specifications. DCBmodifies and extends Ethernet behavior to support I/O convergence

in thedata center. I/O convergence includesbut is not limited to the transport of Ethernet

LAN traffic and Fibre Channel (FC) storage area network (SAN) traffic on the same

physical Ethernet network infrastructure.

A converged architecture saves cost by reducing the number of networks and switches

required to support both types of traffic, reducing the number of interfaces required,

reducing cable complexity, and reducing administration activities.

The Juniper Networks QFX Series supports the DCB features required to transport

converged Ethernet and FC traffic while providing the class-of-service (CoS) and other

characteristics FC requires for transmitting storage traffic. To accommodate FC traffic,

DCB specifications provide:

• A flow control mechanism called priority-based flow control (PFC, described in

IEEE 802.1Qbb) to help provide lossless transport.

• Adiscovery andexchangeprotocol for conveying configurationandcapabilities among

neighbors to ensure consistent configuration across the network, called Data Center

Bridging Capability Exchange protocol (DCBX), which is an extension of Link Layer

Data Protocol (LLDP, described in IEEE 802.1AB).

• A bandwidthmanagementmechanism called enhanced transmission selection (ETS,

described in IEEE 802.1Qaz).

• Acongestionmanagementmechanismcalledquantizedcongestionnotification (QCN,

described in IEEE 802.1Qau).

The switch supports the PFC, DCBX, and ETS standards but does not support QCN. The

switch also provides the high-bandwidth interfaces (10-Gbpsminimum) required to

support DCB and converged traffic.

This topic describes the DCB standards and requirements the switch supports:

• Lossless Transport on page 4796

• ETS on page 4797

• DCBX on page 4797
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Lossless Transport

FC traffic requires lossless transport (defined as no frames dropped because of

congestion). Standard Ethernet does not support lossless transport, but the DCB

extensions toEthernetalongwithproperbuffermanagementenableanEthernetnetwork

to provide the level of class of service (CoS) necessary to transport FC frames

encapsulated in Ethernet over an Ethernet network.

This section describes these factors in creating lossless transport over Ethernet:

• PFC on page 4796

• Buffer Management on page 4796

• Physical Interfaces on page 4796

PFC

PFC is a link-level flow control mechanism similar to Ethernet PAUSE (described in

IEEE 802.3x). Ethernet PAUSE stops all traffic on a link for a period of time. PFC enables

you to divide traffic on a link into eight priorities and stop the traffic of a selected priority

without stopping the traffic assigned to other priorities on the link.

Pausing the traffic of a selected priority enables you to provide lossless transport for

traffic assigned that priority and at the same time use standard lossy Ethernet transport

for the rest of the link traffic.

Buffer Management

Buffer management is critical to the proper functioning of PFC, because if buffers are

allowed to overflow, frames are dropped and transport is not lossless.

For each lossless flow priority, the switch requires sufficient buffer space to:

• Store frames sent during the time it takes to send the PFC pause frame across the

cable between devices.

• Store the frames that are already on thewire when the sender receives the PFC pause

frame.

The propagation delay due to cable length and speed, as well as processing speed,

determines the amount of buffer space needed to prevent frame loss due to congestion.

The switch automatically sets the threshold for sending PFC pause frames to

accommodate delay from cables as long as 150meters (492 feet) and to accommodate

large frames that might be on the wire when the switch sends the pause frame. This

ensures that the switch sends pause frames early enough to allow the sender to stop

transmitting before the receive buffers on the switch overflow.

Physical Interfaces

The switch supports 10-Gbps, full-duplex interfaces. The switch enables DCB capability

only on 10-Gbps (or faster) Ethernet interfaces.
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ETS

PFC divides traffic into up to eight separate streams (priorities, configured on the switch

as forwarding classes) on a physical link. ETS enables you tomanage the link bandwidth

by:

• Grouping the priorities into priority groups (configured on the switch as forwarding

class sets).

• Specifying the bandwidth available to each of the priority groups as a percentage of

the total available link bandwidth.

• Allocating the bandwidth to the individual priorities in the priority group.

The available link bandwidth is the bandwidth remaining after servicing strict priority

flows.

Managing link bandwidth with ETS provides several advantages:

• There is uniformmanagement of all types of traffic on the link, both

congestion-managed traffic and standard Ethernet traffic.

• When a priority group does not use all of its allocated bandwidth, other priority groups

on the link can use that bandwidth as needed.

When a priority in a priority group does not use all of its allocated bandwidth, other

priorities in the group can use that bandwidth.

The result is better bandwidthutilization, becausepriorities that consist of bursty traffic

can share bandwidth during periods of low traffic transmission instead of consuming

their entire bandwidth allocation when traffic loads are light.

• You can assign traffic types with different service needs to different priorities so that

each traffic type receives appropriate treatment.

• Strict priority traffic retains its allocated bandwidth.

DCBX

DCB devices use DCBX to exchange configuration information with directly connected

peers (switches and endpoints such as servers). DCBX is an extension of LLDP. If you

disable LLDP on an interface, that interface cannot run DCBX. If you attempt to enable

DCBX on an interface on which LLDP is disabled, the configuration commit fails.

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.

You can configure DCBX operation for PFC, ETS, and for Layer 2 and Layer 4 applications

such as FCoE and iSCSI. DCBX is enabled or disabled on a per-interface basis.
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Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding FCoE on page 4799

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding DCBX on page 4905

• Understanding Fibre Channel Terminology on page 4895

• Example: Configuring CoS PFC for FCoE Traffic on page 4921
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Understanding FCoE

Fibre Channel over Ethernet (FCoE) is a method of supporting converged Fibre Channel

(FC) and Ethernet traffic on a data center bridging (DCB) network. FCoE encapsulates

unmodified FC frames in Ethernet to transport the FC frames over a physical Ethernet

network. The T11 Technical Committee, which is the International Committee for

Information Technology Standards (INCITS) committee responsible for FC interfaces,

developed the FCoE standard to provide amethod for transporting FC frames over a

DCB network. The T11 document Fibre Channel Backbone - 5 (FC-BB-5) Rev 2.00 at

http://www.t11.org/ftp/t11/pub/fc/bb-5/09-056v5.pdf provides details about the FCoE

version 1 standard.

NOTE: The switch does not support T11 Annex F FCoE Pre-FIP Virtual Link
Instantiation Protocol.

To theEthernet network, anFCoE frame is the sameasanyother Ethernet framebecause

the Ethernet encapsulation provides the header information needed to forward the

frames.However, toachieve the losslessbehavior thatFC transport requires, theEthernet

network must conform to DCB standards.

DCB standards create an environment over which FCoE can transport native FC traffic

encapsulated in Ethernet while preserving the mandatory class of service (CoS) and

other characteristics that FC traffic requires.

SupportingFCoE inaDCBnetwork requires that theFCoEdevices in theEthernetnetwork

and the FC switches at the edge of the SAN network handle both Ethernet and native

FC traffic. To handle Ethernet traffic, an FC switch does one of two things:

• Incorporates FCoE interfaces.

• Uses an FCoE-FC gateway such as a QFX Series to de-encapsulate FCoE traffic from

FCoE devices into native FC and to encapsulate native FC traffic from the FC switch

into FCoE and forward it to FCoE devices through the Ethernet network.

NOTE: QFX3500 and QFX3600 Virtual Chassis switches do not support
FCoE .

FCoE concepts include:

• FCoE Devices on page 4800

• FCoE Frames on page 4801

• Virtual Links on page 4802

• FCoE VLANs on page 4802
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FCoE Devices

Each FCoE device has a converged network adapter (CNA) that combines the functions

of an FC host bus adapter (HBA) and a lossless Ethernet network interface card (NIC)

with 10-Gbps Ethernet ports. The portion of the CNA that handles FCoE traffic is called

an FCoE Node (ENode). An ENode combines FCoE termination functions and the client

part of the FC stack on the CNA.

ENodes present virtual FC interfaces to FC switches in the form of virtual N_Ports

(VN_Ports). AVN_Port is anendpoint in a virtual point-to-point connectioncalledavirtual

link. Theother endpointof thevirtual link is anFCswitch (or FCF)port. AVN_Port emulates

a native FC N_Port and performs similar functions: handling the creation, detection, and

flow ofmessages to and from the FC switch. A single ENode can hostmultiple VN_Ports.

Each VN_Port has a separate, unique virtual link with a FC switch.

ENodes contain at least one lossless Ethernet media access controller (MAC). Each

EthernetMAC ispairedwithanFCoEcontroller. The losslessEthernetMAC isa full-duplex

EthernetMACthat implementsEthernet extensions toavoid frame lossdue tocongestion

and supports frames of at least 2500 bytes. The FCoE controller instantiates and

terminates VN_Port instances dynamically as they are needed for FCoE sessions. Each

VN_Port instance has a unique virtual link to an FC switch.

NOTE: A session is a fabric login (FLOGI) or fabric discovery (FDISC) login to
the FC SAN fabric. Session does not refer to end-to-end server-to-storage
sessions.

ENodes also contain one FCoE link end point (LEP) for each VN_Port connection. An

FCoE LEP is a virtual FC interface mapped onto the physical Ethernet interface.

An FCoE LEP:

• Transmits and receives FCoE frames on the virtual link.

• Handles FC frame encapsulation for traffic going from the server to the FC switch.

• Performs frame de-encapsulation of traffic received from the FC switch.

Figure 170 on page 4801 shows a block diagram of the major ENode components.
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Figure 170: ENode Components
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FCoE Frames

The FCoE protocol specification replaces the FC0 and FC1 layers of the FC stack with

Ethernet, but retains the FC frame header. Retaining the FC frame header enables the

FC frame to pass directly to a native FC SAN after de-encapsulation. The FCoE header

carries the FC start of file (SOF) bits and end of file (EOF) bits in an encoded format.

FCoE supports two frame types, control frames and data frames. FCoE Initialization

Protocol (FIP) carries all of the discovery and fabric login frames.

FIP control frames handle FCoE device discovery, initializing communication, and

maintaining communication. Theydonot carry adatapayload. FIP has its ownEtherType

(0x8914) todistinguishFIP traffic fromFCoE traffic andotherEthernet traffic. Toestablish

communication, the ENode uses the globally unique MAC address assigned to it by the

CNAmanufacturer.

After FIP establishes a connection between FCoE devices, the FCoE data frames handle

the transportof theFC framesencapsulated inEthernet. FCoEalsohas itsownEtherType

(0x8906) to distinguish FCoE frames fromother Ethernet traffic and ensure the in-order

frame handling that FC requires. FCoE frames include:

• 2112 bytes FC payload

• 24 bytes FC header

• 14 bytes standard Ethernet header

• 14 bytes FCoE header

• 8 bytes cyclic redundancy check (CRC) plus EOF

• 4 bytes VLAN header

• 4 bytes frame check sequence (FCS)
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The payload, headers, and checks add up to 2180 bytes. Therefore, interfaces that carry

FCoE traffic should have a configuredmaximum transmission unit (MTU) of 2180 or

larger. An MTU size of 2180 bytes is the minimum size; some network administrators

prefer an MTU of 2240 or 2500 bytes.

Virtual Links

Native FC uses point-to-point physical links between FC devices. In FCoE, virtual links

replace the physical links. A virtual link emulates a point-to-point link between two FCoE

device endpoints, such as a server VN_Port and an FC switch (or FCF) VF_Port.

Each FCoE interface can support multiple virtual links. The MAC addresses of the FCoE

endpoints (the VN_Port and the VF_Port) uniquely identify each virtual link and allow

traffic for multiple virtual links to share the same physical link while maintaining data

separation and security.

Avirtual linkexists inoneFCoEVLANandcannotbelong tomore thanoneVLAN.Although

the FC switch and the FCoE device detect a virtual link as a point-to-point connection,

virtual links do not need to be direct connections between a VF_Port and a VN_Port. A

virtual link can traverseoneormore transit switches, also knownaspassthroughswitches.

A transit switch can transparently aggregate virtual links while still appearing and

functioning as a point-to-point connection to the FCoE devices. However, a virtual link

must remain within a single Layer 2 domain.

FCoE VLANs

On the QFX Series, all FCoE traffic must travel in a VLAN dedicated to transporting only

FCoE traffic. Only FCoE interfaces should bemembers of an FCoE VLAN. Ethernet traffic

that is not FCoE or FIP traffic must travel in a different VLAN.

NOTE: OnaQFX3500orQFabricsystemNodedevice, thesameVLANcannot
be used in both transit switchmode and FCoE-FC gatewaymode.

NOTE: FCoE VLANs (any VLAN that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features. IGMPsnooping isenabledbydefaultonallVLANs;besure todisable
IGMP snooping on FCoE VLANs.

You can configure more than one FCoE VLAN, but any given virtual link must be in only

one FCoE VLAN.

Copyright © 2014, Juniper Networks, Inc.4802

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



NOTE: All 10-Gigabit Ethernet interfaces that connect to FCoE devicesmust
have a native VLAN configured in order to transport FIP traffic, because FIP
VLANdiscovery andnotification framesare exchangedasuntaggedpackets.

On QFX5100 switches that use the Enhanced Layer 2 Software (ELS) CLI, it
is not sufficient only to configure the native VLAN on the interface, the
interfacemust also be configured as amember of the native VLAN. (This is
because the ELS CLI does not support tagged-access interfacemode, so
interfaces that aremembers of FCoEVLANsmust use trunkmode, and trunk
port interfacesmust be explicitly included asmembers of a native VLAN.)

In addition, the VLAN IDmust match the native VLAN ID that you configure
on the physical interface. For example, to configure a native VLANwith an
ID of 20 on interface xe-0/0/15 that is amember of an FCoE VLAN, youmust

include both of the following statements in the configuration:

1. Configure the native VLAN on the interface:

user@switch# set interfaces xe-0/0/15 native-vlan-id 20

(The equivalent configuration statement on a non-ELS device such as a
QFX3500 or QFX3600 switch would be set interfaces xe-0/0/15 unit 0
family ethernet-switching native-vlan-id 20.)

2. Configure the port as amember of the native VLAN (this step is not
required on QFX3500 and QFX3600 switches):

user@switch# set interfaces xe-0/0/15 unit 0 family ethernet-switching vlan
members 20

BEST PRACTICE: Only FCoE traffic is permitted on the FCoE VLAN. A native
VLANmight need to carry untagged traffic of different types and protocols.
Therefore, it is a good practice to keep the native VLAN separate from FCoE
VLANs.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding Fibre Channel on page 4792

• Understanding DCB Features and Requirements on page 4795

• Understanding FCoE Transit Switch Functionality on page 4804

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• Understanding Fibre Channel Terminology on page 4895

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Example: Configuring CoS PFC for FCoE Traffic on page 4921
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Understanding FCoE Transit Switch Functionality

You can use the QFX Series as a Fibre Channel over Ethernet (FCoE) transit switch. An

FCoE transit switch is a Layer 2 data center bridging (DCB) switch that can transport

FCoE frames and implements FCoE Initialization Protocol (FIP) snooping. A DCB switch

transports both FCoE and Ethernet LAN traffic over the same network infrastructure

while preserving the class of service (CoS) that Fibre Channel (FC) traffic requires.

An FCoE transit switch does not encapsulate or de-encapsulate FC frames in Ethernet.

It is an access switch that transports FC frames that have already been encapsulated in

Ethernet between FCoE initiators such as servers and a storage area network (SAN) FC

switch that supports both Ethernet and native FC traffic on its interfaces. The transit

switch acts as a passthrough switch and is transparent to the FC switch, which detects

each connection to an FCoE device as a direct point-to-point link.

When aQFX Series acts as a transit switch, the VLANs you configure for FCoE traffic can

use any of the switch ports on the QFX Series or QFabric system Node device because

the traffic in both directions is standard Ethernet traffic, not native FC traffic.

NOTE: The Ethernet interfaces that connect to FCoE devicesmust include
a native VLAN to transport FIP traffic, because FIP VLAN discovery and
notification frames are exchanged as untagged packets. It is a good practice
to keep the native VLAN separate from the VLANs that carry FCoE traffic.
FCoEVLANsshouldcarryonlyFCoEtraffic, butother typesofuntagged traffic
might use the native VLAN.

QFX3500 and QFX3600 switches and QFabric systemNode devices only
require thatyouconfigure thenativeVLANontheFCoE interfaces thatbelong
to the FCoE VLAN by including the [set interfaces interface-name unit unit

family ethernet-switching native-vlan-id native-vlan-id] statement in the

configuration.

QFX5100 switches require that you include two statements in the
configuration to configure a native VLANon FCoE interfaces. Include the [set

interfaces interface-namenative-vlan-idvlan-id]statement in theconfiguration

to configure the native VLAN on the interface, and also include the [set

interfaces interface-name unit unit family ethernet-switching native-vlan-id

vlan-id] statement in the configuration to configure the port as amember of

the native VLAN.

FCoE traffic should use a VLAN dedicated only to FCoE traffic. Do not mix FCoE traffic

with standard Ethernet traffic on a VLAN on the switch.

NOTE: FCoE VLANs (any VLAN that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features. IGMPsnooping isenabledbydefaultonallVLANs;besure todisable
IGMP snooping on FCoE VLANs.
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NOTE: On aQFX3500 switch or on aQFabric systemNode device, the same
VLAN cannot be used in both transit switchmode and FCoE-FC gateway
mode. If you configure both a transit switch and an FCoE-FC gateway on the
sameQFX3500 switch or QFabric systemNode device, configure different
FCoE VLANs for the transit switch and the FCoE-FC gateway.

Transit switch architecture differs from FCoE-FC gateway architecture. As an FCoE-FC

gateway, the system transports traffic to the FC SAN as native FC frames, and the VLAN

must use an FCoE VLAN interface and native FC interfaces to transport that traffic. As a

transit switch, the system forwards Ethernet traffic, and requires DCB configuration for

lossless transport of that traffic and FIP snooping at FCoE device access ports, but not

the FCoE-FC gateway features necessary for transporting FC traffic.

The QFX Series complies with DCB standards for ensuring lossless transport and low

latency, and provides 10-Gbps ports for FCoE traffic. For lossless transport to function

correctly, youmust use priority-based flow control (PFC, described in IEEE 802.1Qbb) to

create bandwidth reservations and ensure proper CoS for FCoE traffic.

FIP snooping adds security by filtering access so that only traffic from servers that have

successfully logged in to the FC network passes through the transit switch and reaches

the FC network. The Technical Committee T11 organization specifications describe two

types of FIP snooping:

• The FC-BB-5 specification describes VN_Port to VF_Port (VN2VF_Port) FIP snooping,

which provides security for communication between FCoE device VN_Ports on the

Ethernet network and FCF or FC switch VF_Ports.

• The FC-BB-6 specification describes VN_Port to VN_Port (VN2VN_Port) FIP snooping,

which provides security for communication between FCoE device VN_Ports on the

Ethernet network.

To accommodate the larger size of Ethernet-encapsulated frames, FCoE interfaces

should be configured with amaximum transmission unit (MTU) size of at least 2180

bytes.

The transit switch transparently connects FCoE-capable devices such as servers in an

Ethernet LAN to an FC switch or to a gateway switch (hereafter referred to as the FC

switch), as shown inFigure 171 onpage4806.The transit switchactsasa transparentDCB

access layer between FCoE servers and the FC switch.
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Figure 171: FCoETransit SwitchConnecting FCoEDevices to an FCSwitch
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The transit switch performs FIP snooping at the ports connected to the FCoE devices.

For VN2VF_Port FIP snooping, at the SAN edge, the FC switch must be able to convert

the FCoE traffic to native FC traffic. (VN2VN_Port FIP snooping switches traffic between

VN_Ports directly through the transit switch, without going through the FC switch, so no

conversion of FCoE traffic to native FC traffic is needed.)

Encapsulated FCoE traffic flows through the transit switch to the FCoE ports on the FC

switch. The FC switch removes the Ethernet encapsulation from the FCoE frames to

restore the native FC frames. Native FC traffic travels out native FC ports to storage

devices in the FC SAN.

Native FC traffic from storage devices flows to the FC switch FC ports, and the FC switch

encapsulates that traffic in Ethernet as FCoE traffic. The FCoE traffic flows through the

transit switch to the appropriate FCoE device.

NOTE: TheFCswitchandFCfabricapplyappropriate zoningcheckson traffic
to and from each ENode and provide FC services (for example, name server,
fabric login server, or event server).

NOTE: The QFX3500 switch supports VN_Port to VN_Port FIP snooping to
allowFCoE initiators and targets to communicate directly through the switch
without going through an FCoE forwarder (FCF) or an FC switch. An FCoE
VLANcansupporteitherVN2VF_PortFIPsnooping(FC-BB-5)orVN2VN_Port
FIP snooping (FC-BB-6), but not both. The sameQFX3500 switch can have
multiple FCoEVLANsconfigured, someFCoEVLANs forVN2VFFIP snooping
traffic and others for VN2VN FIP snooping traffic.
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For load balancing, increasing available bandwidth, and port failover protection, you can

configure the 10-Gigabit Ethernet interfaces that belong to an FCoE VLAN as a link

aggregation group (LAG). In addition, creating a LAG prevents spanning tree algorithms

from blocking physical links and wasting bandwidth.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding DCB Features and Requirements on page 4795

• Understanding an FCoE-FC Gateway on page 4808

• Understanding FCoE on page 4799

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

• Understanding Fibre Channel Terminology on page 4895

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066
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Understanding an FCoE-FC Gateway

AFibreChanneloverEthernet (FCoE)-FibreChannel (FC)gatewayconnectsFCoEdevices

on an Ethernet network to an FC switch in an FC storage area network (SAN) as shown

inFigure 172onpage4808.ToFCoEdevicessuchasservers, theFCoE-FCgatewaypresents

virtual fabric ports (VF_Ports) and appears to be an FCoE forwarder (FCF). To the FC

switch, the FCoE-FC gateway presents a proxy node port (NP_Port) and appears to be

an FC device.

Figure 172: FCoE-FC Gateway Topology
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The FCoE-FC gateway handles FCoE Initialization Protocol (FIP) and FCoE traffic on the

interfaces connected to FCoE devices. The gateway forwards native FC traffic on the

interfaces to the FC switch. The gateway does not provide FC services (such as fabric

login server or name server). It is a proxy for an FCF, not an FCF or an FC switch. The

gateway transparently substitutes for the FC switch when communicating with FCoE

devices and transparently substitutes for FCoE devices when communicating with the

FC switch.

The gateway does not use an FC domain ID, so it extends the SAN fabric while saving

domain resources. Using the gateway also means that the FC switch does not have to

handle FCoE traffic (and therefore requires no FCoE blades or ports). The gateway

converges Ethernet and FC backbones to leverage existing resources.

• Gateway FC Fabric on page 4809

• Fabric Services on page 4810

• FCoE-FC Gateway Traffic Switching on page 4810
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Gateway FC Fabric

A gateway FC fabric is a QFX Series configuration construct. It is not the same thing as

anFC fabric in theSAN; thegatewayFC fabric is local to theswitch. It createsassociations

that connect FCoE devices with converged network adapters (CNAs) on the Ethernet

network to an FC switch on the Fibre Channel network. A gateway FC fabric consists of:

• A unique fabric name.

• A unique fabric ID.

• At least one dedicated VLAN for FCoE traffic. VLANs that carry FCoE traffic should not

carry any other type of traffic.

NOTE: On a QFX3500 or QFabric systemNode device, the same VLAN
cannot be used in both transit switchmode and FCoE-FC gatewaymode.

• At least one FCoE VLAN interface (Layer 3 VLAN interface) that includes one or more

10-Gigabit Ethernet interfaces connected to FCoE devices. The FCoE VLANs transport

traffic between the FCoE servers and the FCoE-FC gateway. Each FCoE VLANmust

carry only FCoE traffic. You cannot mix FCoE traffic and standard Ethernet traffic on

the same VLAN.

The 10-Gigabit Ethernet interfaces that connect to FCoE devicesmust include a native

VLAN to transport FIP traffic because FIP VLAN discovery and notification frames are

exchanged as untagged packets.

EachFCoEVLAN interfacecanpresentmultipleVF_Port interfaces to theFCoEnetwork.

NOTE: Storm control must be disabled on all Ethernet interfaces that
belong to the FCoE VLAN to prevent FCoE traffic from being dropped.

• One or more native FC interfaces. The native FC interfaces transport traffic between

the gateway and the FC switch.

TIP: If the network does not use a dual-rail architecture for redundancy,
configuremore than one native FC interface for each FC fabric to create
redundant connections between the FCoE devices and the FC switch. If
one physical link goes down, any sessions it carried can log in again and
connect to the FC switch on a different interface. Even in dual-rail
architecturenetworks,creating redundantconnectionsbetweentheQFabric
system and the FC switch is the best practice.

YoucanalsoconfigureFIPparameters for the fabricor accept thedefault FIPparameters.

VN_Port to VF_Port (VN2VF_Port) FIP snooping is automatically enabled on all

server-facingportsbecauseall portsareuntrustedbydefault. YoucandisableVN2VF_Port

FIP snooping on a port-by-port basis bymarking a port as an FCoE trusted interface. You
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can disable VN2VF_Port FIP snooping on all Ethernet ports in an FC fabric by configuring

the fabric as FCoE trusted.

Because the switch has 12 native FC ports and each FC fabric requires aminimumof one

native FC port, the switch supports a maximum of 12 FC fabrics. However, as a best

practice for redundancy, we recommend that you assign at least two native FC interfaces

to each FC fabric.

On a QFabric system, all of the FC and FCoE traffic that belongs to a particular gateway

FC fabric must ingress and egress the same gateway Node device. Gateway FC fabrics

do not span across Node devices. All of the native FC interfaces and the Ethernet

interfaces that belong to the FCoE VLANmust reside on the same gateway Node device

to be included in an FC fabric on that Node device.

Traffic from FC and FCoE devices that are not in the same FC fabric remain separate and

cannot communicate with each other through the gateway.

Fabric Services

The FC switch provides all FC services (domainmanager, name server, fabric login server,

and so on) except FIP to the FCoE devices. The FC switch assigns all FCIDs (through

N_Port ID virtualization) and fabric attributes to FCoE device VN_Ports.

The FCoE-FC gateway does not provide FC services (except FIP). The gateway relays

communication between the FC switch and the FCoE devices, encapsulates and

de-encapsulatesnativeFCframes, convergesEthernetandFCbackbones, andaggregates

FCoE device VN_Port sessions.

FCoE-FC Gateway Traffic Switching

All traffic that flows through the gateway FC fabric is switched through the FC switch.

Even if two hosts on the Ethernet FCoE network connect directly to the gateway, FCoE

communication between them goes through the FC switch, as shown in

Figure 173 on page 4811.
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Figure 173: Traffic Switching Between FCoE Hosts Connected to the FC
Network by an FCoE-FC Gateway
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For example, FCoE host server Host1 sends frames destined for FCoE host server Host2.

Both Host1 and Host2 are directly connected to the gateway. The communication path

looks like this:

1. Host1 sends FCoE frames destined for Host2 to the gateway .

2. The gateway de-encapsulates the FCoE frames fromHost1 into native FC frames and

switches them to the FC switch.

3. The FC switch processes the native FC frames and sends them back to the gateway

destined for Host2.

4. The gateway encapsulates the FC frames in Ethernet and sends the resulting FCoE

frames to Host2.

5. WhenHost2 replies, theFCoE reply goes to thegateway.Thegatewayde-encapsulates

the reply and switches it to the FC switch for processing. The FC switch then sends it

back to the gateway, which encapsulates the FC frames and sends them to Host1.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding Fibre Channel on page 4792

• Understanding FCoE-FC Gateway Functions on page 4812

• Overview of FIP on page 4790

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway on page 5056
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• Understanding Fibre Channel Terminology on page 4895

Understanding FCoE-FC Gateway Functions

When it functions as a Fibre Channel over Ethernet (FCoE)-Fibre Channel (FC) gateway,

the QFX Series provides the following functions:

• Login and Logout on page 4812

• FCoE and FC Frame Handling on page 4812

• Data Center Bridging on page 4812

• Disabling the Fabric WWNVerification Check on page 4813

• Load Balancing on page 4814

Login and Logout

Each of the native FC interfaces on the gateway performs a fabric login (FLOGI) to the

FCswitchwheneach interface initializes. This establishes the linkbetweeneachgateway

FC interface and the FC switch.

When FCoE devices on the Ethernet network send an FCoE Initialization Protocol (FIP)

login (FIP FLOGI) or FIP discovery (FIP FDISC) request to the gateway, the gateway acts

on behalf of those devices and converts their FIP FLOGI and FIP FDISC requests to FC

FDISC requests. The gateway then sends the FC FDISC requests to the FC switch. When

the FC switch responds to an FDISC request, the gateway converts the FC response into

a FIP response and sends it to the appropriate FCoE device.

The gateway also converts FIP logout (LOGO) requests fromFCoE devices into FC LOGO

requests to the FC switch, and converts the FC switch response into a FIP response for

the FCoE device.

FCoE and FC Frame Handling

When it receives FCoE frames from FCoE devices, the gateway strips away the Ethernet

encapsulation from the FC frame before sending the native FC frame to the FC switch.

When it receives native FC frames from the FC switch, the gateway encapsulates the

native FC frames in Ethernet before sending the resulting FCoE frames to the appropriate

VN_Port.

Data Center Bridging

TheEthernetportsconnected to theFCoEdevicesare 10-GbpsEthernetportsandsupport

data center bridging (DCB) specifications:

• Priority-based flow control (PFC, described in IEEE 802.1Qbb)

• Data Center Bridging Capability Exchange protocol (DCBX), which is an extension of

Link Layer Data Protocol (LLDP, described in IEEE 802.1AB)

• Enhanced transmission selection (ETS, described in IEEE 802.1Qaz)

• 10-Gigabit Ethernet ports
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Disabling the FabricWWNVerification Check

The gateway connects to a SAN fabric using the gateway NP_Ports (native FC ports).

When the NP_Ports initialize, each port sends a FLOGI to the FC switch to which it is

connected in theSAN fabric. The FC switch sends aFLOGI accept (FLOGI-ACC)message

back toeachNP_Port. TheFLOGI-ACCmessage includes theSANfabricworldwidename

(WWN).Thegatewayuses theSANfabricWWNin themulticastdiscoveryadvertisement

(MDA) that the gateway sends to the ENodes in the FCoE network.

Some FC switches substitute their ownWWN (often the FC switch’s virtual WWN) for

the SAN fabric WWN in the FLOGI-ACCmessage. When the FC switch substitutes its

ownWWN for the fabric WWN, gateway NP_Ports that log in to the same SAN fabric

might receive different fabric WWNs in the FLOGI-ACCmessages if the NP_Ports are

connected to different FC switches in that SAN fabric. This creates a problem, because

different fabric WWNs indicate different SAN fabrics. But in this scenario, the different

fabric WWNs come from different FC switches in the same SAN fabric.

If the gateway receives different fabric WWNs on NP_Ports that are connected to the

same SAN fabric, the gateway uses the first fabric WWN it receives in the MDA it sends

to the ENodes. The gateway isolates the NP_Ports connected to that fabric that receive

a different fabric WWN in the FLOGI-ACCmessage. No ENode sessions are assigned to

the isolated NP_Ports. FC traffic is assigned only to NP_Ports that receive a fabric WWN

that matches the fabric WWN received by the first NP_Port to log in to the FC fabric. (If

an NP_Port receives a fabricWWN that does not match the fabricWWN received by the

first NP_Port to log in to the FC fabric, it does not carry traffic to the SAN fabric.)

In summary, the scenario is:

1. The gateway has multiple NP_Ports connected to more than one FC switch in a SAN

fabric.

2. When the NP_Ports initialize, each NP_Port sends a FLOGI to the FC switch to which

it is connected.

3. The FC switches substitute their ownWWNs for the fabric WWN in the FLOGI-ACC

message, so different NP_Ports receive different fabric WWNs.

4. In the MDA the gateway sends to FCoE devices, the gateway uses the fabric WWN

that the first NP_Port to log in to the fabric receives in the FLOGI-ACCmessage. If

other NP_Ports receive a different fabric WWN from other FC switches in the SAN

fabric, that fabric WWN is not advertised.

5. NP_Ports that receive a fabric WWN that does not match the first received fabric

WWN are isolated, and the ENode sessions cannot use those ports.

To prevent this from happening, you can disable the gateway fabric WWN verification

check so that all NP_Ports connected to a SAN fabric are used to carry traffic between

the gateway and the FC switch, regardless of the fabric WWN the NP_Port receives in

the FLOGI-ACCmessage.
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NOTE: Disabling or enabling the fabricWWN verification check logs out all
FCoE sessions.

Load Balancing

The switch performs automatic link load balancing for the connections between the

gateway and the FC SAN and can also perform load balancing for the connections

between the gateway and the FCoE devices in the Ethernet network. On the native FC

links (NP_Ports) between the gateway and the FC SAN, the gateway can use one of the

following three load-balancing algorithms:

• Simple load balancing—The switch assigns each ENode FLOGI session and VN_Port

FDISC session to the least-loaded link. The switch can place FDISC sessions on a

different link than the parent FLOGI session (an ENode FLOGI session and its

subsequent FDISC sessions can be placed on different links). Simple load balancing

is thedefault load-balancingalgorithm.Rebalancing the link loaddisruptsonly selected

sessions to minimize the impact (the switch uses an algorithm to log out only the

sessions that need to bemoved to other links to balance the loadwhen those sessions

log in again).

• ENode-based load balancing—When an ENode logs in to the fabric, the switch places

all subsequent VN_Port FDISC sessions associated with that ENode on the same link

as the ENode FLOGI session, regardless of the link load. NewENode FLOGIs are placed

on the least-loaded link. The switch calculates the link load based on the combined

total of FLOGIs and FDISCs on each NP_Port link. Rebalancing the link load disrupts

all sessions (all sessions log out and then log in again).

• FLOGI-based loadbalancing—Similar toENode-based loadbalancing;whenanENode

logs in to the fabric, theswitchplacesall subsequentVN_PortFDISCsessionsassociated

with that ENode on the same link as the ENode FLOGI session, regardless of the link

load. New ENode FLOGIs are placed on the least-loaded link.

NOTE: Changing the load-balancing algorithmwhen FCoE sessions are
running forces the FCoE sessions to log out, then log in again.

You can balance the load on the Ethernet ports facing the FCoE devices by configuring

those ports as a link aggregation group (LAG).

Related
Documentation

Understanding Fibre Channel on page 4792•

• Understanding an FCoE-FC Gateway on page 4808

• Understanding DCB Features and Requirements on page 4795

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Disabling the Fabric WWNVerification Check on page 5047

• Monitoring Fibre Channel Interface Load Balancing on page 5147
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Understanding FCoE and FIP Session High Availability

The QFX Series provides high availability features to maintain storage network sessions

when a system process is terminated and during certain types of upgrades:

• High Availability for Fibre Channel Process Termination (FCoE-FC Gateway

Mode) on page 4815

• High Availability for FIP Snooping on page 4815

• Nonstop Software Upgrade (QFabric Systems) on page 4816

HighAvailability forFibreChannelProcessTermination(FCoE-FCGatewayMode)

In FCoE-FC gatewaymode, the QFX3500 switch provides high availability to restore the

FCoEsessions runningon theswitch incase theFibreChannel (FC)process is terminated.

A session is a fabric login (FLOGI) or fabric discovery (FDISC) login to the FC SAN fabric,

not an end-to-end server-to-storage session.

The switch stores FCoE session data in a persistent storagemodule. If the FC process

terminates, the switch restores the existing FCoE sessions on the same interfaces that

they were on before the FC process terminated. Data traffic for existing sessions is not

affected during session restoration.

For a brief time, the system does not process control traffic because of the FC process

restart and session restoration. During this brief time, no new FCoE sessions can be

established, and no existing sessions can log out.

NOTE: During the restoration process, if the FC process does not receive an
interface up notification from a particular interface within a certain time, the
switch timesout the restoreoperationanddiscards thedataon that interface.
The previously existing FCoE sessions on that interface are not restored, and
the ENodesmust log in again.

NOTE: AnFCprocess restart andsession restoration resets theFibreChannel
statistics.

If the FC process terminates repeatedly, the operating system disables the process until

youmanually restart it. To restart the FCprocessmanually, issue the restart fibre-channel

command.

High Availability for FIP Snooping

You can configure the system to perform FIP snooping on Ethernet interfaces that are

connected to FCoE devices that have ENodes. The QFX Series provides high availability

to restore running FIP snooping sessions in case the Ethernet switching process is

terminated.
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The Ethernet switching process stores the FIP snooping state in a persistent storage

module. If theEthernet switchingprocess terminates, theQFXSeries restores theexisting

FIP snooping sessions on the same interfaces that they were on before the Ethernet

switching process terminated. The high availability features preserve:

• Logged in ENodes

• Discovered FCFs

• Existing sessions

• Existing FIP snooping filters

Thecomplete restorationprocess, including reconcilingall valid states, takesamaximum

of 8 seconds. During the restoration process, the switch can learn a new FCF or a new

FC switch, and newENodes can log in to the FCnetwork. However, FDISCmessages from

an ENode that is already logged in to the networkmight be dropped if the ENode has not

yet been restored.

When the Ethernet switching process terminates ungracefully, the FIP keepalive timer

is reset to the normal initial value, not the value at the time of the Ethernet switching

process termination.

In the event of an Ethernet switching process termination, ENodes remain logged in, and

existing sessions are not interrupted.

NOTE: An Ethernet switching process restart and session restoration resets
the FIP snooping statistics.

Nonstop Software Upgrade (QFabric Systems)

OnQFabric systemNodegroups thathavemore thanoneNodedevice, nonstopsoftware

upgrade (NSSU) enables you to upgrade theNode deviceswithminimal packet loss and

maximum uptime. NSSU automates software upgrades on the QFabric system

components in an orderly and consistent manner to maximize system uptime.

The system upgrades components with redundant architectures, such as redundant

serverNodegroups andnetworkNodegroups that have twoormoremembers, in stages.

While the system upgrades one component, the redundant component continues to

function.

For example,while onemember of a redundant server Node group is upgraded, the other

member continues to forward traffic. When the first Node groupmember completes the

upgrade, it comes online while the system upgrades the secondmember.

NSSU provides high availability for the lossless traffic forwarding required to support

storage networks. If your system design includes redundancy (redundant Node devices

in Node groups, LAGs, and so on) so that an alternate traffic path is available, when you

upgrade a Node device, traffic is not impacted.
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In fully redundant topologies,NSSUpreservesFIP session, FIP snooping filter, VN2VF_Port

session, and VN2VN_Port session information and prevents traffic loss in most cases.

An exception is that Node devices that are directly connected to ENodes experience

momentary traffic loss when the Node device reboots.

Related
Documentation

Understanding an FCoE-FC Gateway on page 4808•

• Understanding FCoE on page 4799

• Understanding Nonstop Software Upgrade for QFabric Systems

• Performing a Nonstop Software Upgrade on the QFabric System

Understanding FIP Functions

Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) performs four major

functions:

• FIP VLAN discovery: FCoE device FCoE nodes (ENodes) discover the FCoE VLANs on

which to transmit and receive FIP and FCoE traffic.

• FIP discovery: FCoE devices discover Fibre Channel (FC) switches to which they can

connect.

• Initialization: FCoE devices perform fabric login (FLOGI) and fabric discovery (FDISC)

to create a virtual link with an FC switch.

• Maintenance: The QFX Series ensures that the virtual link between the FCoE device

and the FC switch remains valid, and also that the link termination logout (LOGO)

functions properly.

When you configure the switch as an FCoE-FC gateway, it converts FIP requests and

information from FCoE devices into FC requests and information and relays them to the

FC switch. To FCoE devices, the gateway appears to be an FCoE forwarder (FCF) and

presents virtual fabric port (VF_Port) interfaces to the server ENode. To FC switches, the

gateway appears to be an FC device that supports N_Port ID virtualization (NPIV) and

presents an N_Port interface to the FC switch F_Port interface. When you configure the

QFXSeries as an FCoE transit switch, you do not configure FIP parameters on the switch.

FIP FLOGI, FDISC, and LOGO are similar to the same processes in the native FC protocol.

This topic describes:

• FIP VLAN Discovery on page 4818

• FIP Discovery on page 4818

• FIP FLOGI on page 4819

• FIP FDISC on page 4820

• FIP Maintenance (Keepalive Messages) on page 4820

• FIP LOGO on page 4821
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FIP VLANDiscovery

The gateway supports FIP VLAN discovery. Host ENodes use FIP VLAN discovery to

discover the FCoE VLANs on which they will send and receive FIP and FCoE traffic and

on which they will establish a virtual link with the FC switch. This means FCoE devices

do not needmanually configured FCoE VLANs.

FIPVLANdiscovery and notification takes place on the native VLAN that the FCoEdevice

uses for Ethernet traffic:

1. The ENode sends a FIP VLAN discovery request to amulticast address called

ALL-FCF-MACs to which all FC switches and FCFs on the VLAN listen.

2. The FC switches and FCFs respond on the native VLANwith a list of the FCoE VLANs

that are available for login.

3. The ENode selects an FCoE VLAN and continues the FIP process on that VLAN.

Except for FIP VLAN discovery, all other FIP and FCoE traffic runs on an FCoE VLAN.

BEST PRACTICE: Only FCoE traffic is permitted on the FCoE VLAN. A native
VLANmight need to carry untagged traffic of different types and protocols.
Therefore, it is a good practice to keep the native VLAN separate from FCoE
VLANs.

FIP Discovery

The FIP discovery process allows an FCoE device ENode MAC to locate (discover) the

FC switches in the FCoE VLAN to which it belongs. The ENode selects an FC switch to

log in to from the available FC switches. Either the ENode MAC or the FC switch can

initiate the FIP discovery process.

Server ENode MACs initiate FIP discovery:

1. WhenanENodeMACcomesonline, it sendsamulticastdiscovery solicitationmessage

on its FCoE VLAN to amulticast address called ALL-FCF-MACs to which all FCFs

(including the FCF functionality of FC switches) on the VLAN listen. The discovery

solicitationmessage includes theENode’saddressingmodeandthemaximumprotocol

data unit (PDU) size the ENode MAC uses for FCoE traffic.

The ENode uses the globally unique ENode MAC address assigned to it by the

converged network adapter (CNA)manufacturer as an identifier in the FIP frame

header.

2. The FCFs on the VLAN that have a similar supported addressing mode, match the

maximum FCoE size, and can accept a login from the ENode reply to the discovery

solicitationmessage by sending a solicited unicast discovery advertisementmessage

to the soliciting ENode MAC.

3. The ENode MAC compiles a list of FCFs that are available for login, selects an FCF

(the FCF with the highest priority setting), and is then ready to log in to the FCF.
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The FIP discovery process is similar when the FC switch or FCF initiates discovery:

1. FCF MACs periodically send unsolicited multicast discovery advertisements on the

FCoE VLAN to the ALL-ENode-MACsmulticast address, to which all ENode MACs on

the VLAN listen. The FIP keepalive advertisement period timer (FKA_ADV_PERIOD)

controls the interval betweenmulticast discovery advertisements. Themulticast

discoveryadvertisements informENodeson theVLANthatFCFVF_Portsareavailable

for establishing virtual links with ENode VN_Ports.

2. ENodes on the FCoE VLAN create an entry for the FCF-MAC in their FCF-MAC lists.

3. An ENode can respond to the unsolicited multicast discovery advertisement with a

unicast discovery solicitation message to the FCF.

4. Upon receiving theENode’sunicastdiscovery solicitation, theFCF replieswithaunicast

discovery advertisement sent to the ENode MAC.

After the ENodeMAC selects an FCF to log in to, FIP initialization begins. To proceed from

discovery to initialization, the server ENode addressing modemust match the FCF

addressing mode andmaximum FCoE size. In addition, the FCFmust be configured to

allow FIP FLOGI from that ENode.

FIP FLOGI

FIP initialization is the server ENode login process to the FCF after the ENode discovers

the FCFs (including FC switches) on the FCoE VLAN:

1. The ENode sends a fabric login (FLOGI) request message to the FCF.

2. The FCF replies to confirm the ENode login and provides the ENode a locally unique

MAC address to use for FCoE frame transactions. The locally unique MAC address

identifies the VN_Port interface of the ENode for the session the login establishes.

(The ENode continues to use the globally unique ENode MAC address for FIP frame

transactions.)

The locally unique ENode MAC address for FCoE operations depends on whether the

ENode address mode is configured as a fabric-provided MAC address (FPMA) or as a

server-provided MAC address (SPMA; the gateway does not support ENodes in SPMA

mode and rejects login attempts from ENodes in SPMAmode):

• For FPMAmode, the FCF provides a MAC address to the ENode during the FIP FLOGI

exchange. The FPMAMAC address is a 48-bit value that is unique to the local fabric

and consists of a 24-bit FCoEmapped address prefix (FC-MAP) and a 24-bit FC

identifier (FCID). You can configure the FC-MAP value on the FCF or use the default

value of 0EFC00h. The FCoE device must use the same FC-MAP value as the FCF, or

else discovery and login fail.

• For SPMAmode, the server provides its MAC address to the FCF. The FCF compares

the server MAC address to a list of addresses approved for FCoE access. The gateway

does not support ENodes in SPMAmode.

Successful login instantiates a secure virtual link between the ENode and the FCF and

terminates the FIP virtual link instantiation phase. The initiating server behind the ENode
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can exchange FC payloads with storage devices in the FC SAN by sending FCoE frames

over the virtual link.

FIP FDISC

After an ENode successfully logs in to an FCF and establishes a virtual link, the ENode

can request more virtual links (sessions) over the same physical link by sending a FIP

fabric discovery (FDISC) request. FDISC allows the creation of multiple separate secure

VN_Port virtual linksononephysical link. Eachvirtual link receivesa locally unique identifier

from the FCF to enable security and separation between theVN_Port virtual links sharing

a physical ENode port. This is called N_Port ID virtualization (NPIV).

FDISC is similar to FLOGI in that it requests a login and a unique ID from the FCF. The

difference is thatFLOGIobtains the initial loginand ID for thephysical link,whereasFDISC

obtains additional logins and IDs so thatmultiple virtual links can share one physical link

securely.

After a VN_Port FDISC is complete, the application using that VN_Port can send FCoE

frames over the virtual link.

FIPMaintenance (Keepalive Messages)

Although FCoE protocol handles the payload communication between the initiating

ENode and the target FC device, FIP continues to run in the background. FIP constantly

updates ENode FCF lists by listening to the periodic FCFmulticast discovery

advertisements, and it verifies the ability to reach the FCF by transmitting periodic FIP

keepalive advertisements.

TheENodesendsperiodicENodeFIPkeepaliveadvertisements to theFCFwith theENode

MAC address as the identifier. The ENode also sends periodic VN_Port FIP keepalive

advertisementsonbehalf of eachVN_Porton theENode, using theVN_PortMACaddress

as the source MAC. The VN_Port FIP keepalive advertisements occur every 90 seconds.

The keepalive advertisements reset the session timer for the virtual link connection to

the FCF. If the FCF does not receive a keepalive advertisement for a logged-in ENode or

VN_Port before the session timer expires, the virtual link is terminated.

The periodic unsolicited multicast discovery advertisements the FCF sends to the

ALL-ENode-MACs address continuously verify that the FCF is still reachable. The ENode

and the FCF periodic unsolicited multicast discovery advertisements occur at the

configuredFIPkeepaliveadvertisementperiod interval (FKA_ADV_PERIOD)plusorminus

a random offset to prevent a flood of simultaneous keepalive advertisements.

If the FCF does not receive the ENode keepalive advertisements before the FCF’s FIP

keepalive timer expires, the FCF considers the virtual link to the ENode as “down” and

terminates the virtual link to the ENode. The keepalive timer expires in 2.5 times the

configured timer value. This also terminates anyVN_Port virtual links instantiated by that

ENode.

If the FCF does not receive a VN_Port keepalive advertisement before the FCF’s FIP

keepalive timer expires, the FCF considers the virtual link to the VN_Port as “down” and

terminates the virtual link to that VN_Port. The VN_Port keepalive timer expires in 2.5

times the configured timer value.
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If the ENode does not receive the FCF unsolicited multicast discovery advertisement

before the ENode’s FIP keepalive timer expires, the ENode considers the virtual link to

the FCF as “down” and all of the VN_Port virtual links to that FCF on the ENode are

terminated.

FIP LOGO

FIP handles ENode and VN_Port logout when a session is finished.

Related
Documentation

Overview of FIP on page 4790•

• Understanding FIP Implementation on page 4821

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

• Understanding Fibre Channel Virtual Links on page 4828

• Understanding FCoE on page 4799

Understanding FIP Implementation

In a network that converges Fibre Channel (FC) and Ethernet traffic, when you configure

the QFX Series as a Fibre Channel over Ethernet (FCoE)-FC gateway, it translates FCoE

Initialization Protocol (FIP) frames from FCoE nodes (ENodes) into native FC frames for

FCswitchesand translatesnativeFC frames fromFCswitches intoFIP frames for ENodes.

To an FCoE device, the gateway appears to be an FCoE forwarder (FCF) and presents a

fabric port (F_Port) interface to the FCoE device ENode. To an FC switch, the gateway

appears to be an FC host capable of N_Port ID virtualization (NPIV) and presents a node

port (N_Port) interface to the FC switch F_Port interface.

NOTE: The N_Ports that the gateway presents to the FC switch are called
proxy N_Ports (NP_Ports). To the FC switch, the gateway NP_Ports appear
to be native FC N_Ports that are capable of performing NPIV. The NP_Ports
areproxies for theFCoEdevices in theEthernetnetwork.TheNP_Portsconvert
FCoE traffic from the FCoE devices into native FC traffic for the FC switch.
The NP_Ports also convert native FC traffic from the FC switch into FCoE
traffic for the FCoE devices on the Ethernet network.

• FIP Basics on page 4821

• Fabric Login and FIP Login Overview on page 4822

• Proxy FIP Discovery on page 4823

• Proxy FIP Initialization on page 4824

• Proxy FIP Maintenance on page 4824

• Proxy FIP Logout on page 4825

FIP Basics

FIP is enabled by default on all VLAN interfaces that belong to each FC fabric configured

on the gateway. You can configure FIP parameters at a global level or on an individual
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interface. When you configure a parameter on an interface, it overrides the global

configuration only for that interface. If you do not explicitly configure a FIP parameter,

the gateway uses the default value.

In order for the gateway to connect FCoE devices with FCFs, the FIP parameters you

configure on the gatewaymust be compatible with the parameters configured on the

FC switch (for example, the FC-MAP values of the FC switch and of the FC fabric FIP

configuration on the gatewaymust match, or the FC switch drops the frames).

When theNP_Ports on thegateway comeup, theyperformanFCFLOGI to the connected

FC switch. Successful login establishes communication between the gateway and the

FC switch, and gateway NP_Ports are marked for sending FDISCmessages. Successful

login also creates a next-hop entry in the gateway for the FC switch. If the FC switch

rejects the FLOGI request, no link is established. The gatewaymaintains a list of valid

FCF-MACs with which ENodes can connect.

After establishing communication with an FC switch, the gateway can connect FCoE

devices in the Ethernet network to the FC switch. All of the subsequent connections the

gatewaymakes with FC switches as a proxy for ENodes (on behalf of ENodes) are

virtualized (NPIV) connections.

Fabric Login and FIP Login Overview

Figure 174 on page 4822 provides a brief overview of the FCoE-FC gateway fabric login to

the FC switch and the FCoE device FIP login to the gateway.

Figure 174: FCoE-FC Gateway Fabric Login and FIP Login
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The numbers in the following list correspond to the numbers in Figure 174 on page 4822

and briefly describe each step of the login process:

1. The FCoE-FC gateway NP_Port sends an FC fabric login (FLOGI) request to the FC

switch F_Port.

2. The FC switch accepts the gateway FLOGI.

3. The gateway sends FIP multicast discovery advertisements on the FCoE VLAN (the

gateway F_Port interface) to all connected FCoE device ENodes.
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4. The FCoE device ENode sends a discovery solicitation message to the gateway.

5. The gateway responds with a unicast discovery advertisement to the ENode.

NOTE: Thegateway limits thenumberofdiscovery solicitations it accepts
from FCoE devices to amaximum of 100 outstanding requests at any
given time. If the gatewayhas 100discovery solicitations outstanding, the
gateway does not respond to new discovery solicitations. Instead, the
gateway drops new discovery solicitations and reports the number of
dropped discovery solicitations in the Dropped field of the show

fibre-channel fip statistics command output. When there are fewer than

100 outstanding discovery solicitations, the system responds to new
requests as usual with a discovery advertisement.

6. The FCoE device sends a FIP FLOGI or FIP FDISCmessage to the gateway.

7. The gateway converts the FIP FLOGI or FIP FDISC to an FC FDISC and forwards it to

the FC switch to obtain a login for the FCoE device.

8. The FC switch responds to the FC FDISC by sending a new ID for the NPIV session to

the gateway.

9. The gateway converts the FC FDISC response from the FC switch to a FIP FDISC

response and forwards it to the FCoE device.

The following sections describe some of these steps in greater detail.

Proxy FIP Discovery

After the gateway establishes a connection with an FC switch:

1. The gateway sends periodic FIP multicast discovery advertisements on the FCoE

VLAN so that ENodes can add the gateway to their FCF lists.

2. The ENode initializes and sends amulticast discovery solicitation message on the

FCoE VLAN. If the ENode has already initialized and has a list of FCFs, it can send a

unicast discovery solicitation message to a particular FCF such as the gateway.

NOTE: Thegateway limits thenumberofdiscovery solicitations it accepts
from FCoE devices to amaximum of 100 outstanding requests at any
given time. If the gatewayhas 100discovery solicitations outstanding, the
gateway does not accept newdiscovery solicitations until there are fewer
than 100 discovery solicitations outstanding.

3. When the gateway receives a multicast discovery solicitation from an ENode, it

responds by sending a unicast discovery advertisement to that ENode.

When the gateway receives a unicast discovery solicitation from an ENode, it also

responds with a unicast discovery advertisement to the ENode.

To the ENode, the gateway appears to be an FCF.
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The FIP discovery process adds the ENode to the gateway ENode database.

Proxy FIP Initialization

1. If the ENode chooses to log in to the gateway, it responds to the gateway’s unicast

discovery advertisement by sending a login request in the form of a FIP FLOGI if it is

the initial connection to the gateway. If the ENode already has an established session

with the gateway and another application or virtual machine wants to connect to the

gateway, the ENode sends a FIP FDISC to the gateway.

2. The gateway receives the FIP FLOGI or FIP FDISC from the ENode, converts it into an

FC FDISC, and sends it through the least-loaded NP_Port to the FC switch on behalf

of the ENode. The FC FDISCmessage requests an FCID for the new virtual link.

NOTE: The gateway converts both ENode FIP FLOGI and FIP FDISC
messages into FC FDISCmessages, because the gateway has already
performed FC FLOGI with the FC switch, so all subsequent connection
requests on the gateway NP_Port are FDISC requests for virtual (NPIV)
connections. FDISCmessages request a virtual N_Port connection over
an existing physical N_Port connection.

3. The FC switch processes the request, accepts it, assigns a unique FCID for the

connection, and then sends the response to the gateway. If the FC switch rejects the

FDISC request, no virtual link is established.

4. The gatewaymaps the FC switch response to the ENode VN_Port, converts the FC

acceptancemessage to a FIP FLOGI or FIP FDISC response, and sends it to the ENode

VN_Port.

5. The ENode VN_Port accepts the FCID, and the virtual link is established.

If an ENode sends an FDISC, the proxy gateway switch checks whether the ENode has

alreadyperformedaFLOGI tocreate the initial connection. If theENodehasnotperformed

a FLOGI, the FDISC request is dropped.

The FC protocol does not recognize multipoint-to-point connections. Although the

gateway can aggregate traffic frommultiple FCoE servers on one NP_Port, each virtual

link appears to be an individual point-to-point link between an FCoE ENodeVN_Port and

the FC switch, not as an aggregatedmultipoint-to-point link. The gateway is essentially

invisible to the FC protocol, so the virtual link looks and acts like a point-to-point link

from the FCoE device to the FC switch.

Proxy FIPMaintenance

The gateway sends and receives periodic FIP keepalive messages to and from ENode

VN_Ports to maintain the connection between the gateway and the ENodes.
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Proxy FIP Logout

As with FIP discovery and FIP FLOGI, the gateway represents the FCoE device in

transactions with the FC switch and represents the FC switch in transactions with the

FCoE device:

1. An ENode VN_Port sends a FIP LOGOmessage to log off and terminate the virtual

link connection.

2. The gateway converts the FIP LOGO to an FC LOGO and relays it to the FC switch.

3. The FC switch responds to the LOGO request.

4. The gateway converts the FC LOGO response to a FIP LOGO response and relays it

to the VN_Port, completing the logout and terminating the virtual link.

Related
Documentation

Overview of FIP on page 4790•

• Understanding FIP Functions on page 4817

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

• Understanding Fibre Channel Virtual Links on page 4828

• Understanding FCoE on page 4799

• Configuring FIP on an FCoE-FC Gateway on page 5059

Understanding FIP Parameters on an FCoE-FC Gateway

By default, FIP is enabled, and the default FIP settings are valid on all FCoE interfaces

that are part of the gatewayFC fabric. You can configure someFIPparameters at a global

level or on a specific interface. Some FIP parameters can be configured only at the global

level or only at the individual interface level. When you configure a parameter at the

interface level, the configuration overrides the global setting for that interface only.

• FIP Keepalive Advertisement Period on page 4825

• Addressing Mode on page 4826

• FC-MAP on page 4827

• FCoE Trusted Fabric on page 4827

• MaximumNumber of FCoE Sessions Per ENode on page 4827

• Priority on page 4828

FIP Keepalive Advertisement Period

The FIP keepalive advertisement period (fka-adv-period) is the time interval between

messages that verify the connection is still valid and the device at the other end of the

virtual link is still reachable. The ENode sends an ENode FIP keepalive advertisement to

the gatewaywith the ENodeMACaddress as the source address to verify its reachability.

The ENode also sends VN_Port FIP keepalive messages for every VN_Port on the ENode

that is logged in to the gateway, with the VN_Port MAC address as the source address.
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The FIP keepalive advertisement period also determines the time interval between

unsolicitedmulticastdiscoveryadvertisements fromthegateway to theALL-ENode-MACs

multicast address. Unsolicited multicast discovery advertisements serve as keepalive

messages from the gateway to the ENodes and also advertise the gateway’s presence

on the network.

The gateway sends the periodic unsolicited multicast discovery advertisements to the

ENodes. On the gateway, you can configure a global FIP keepalive advertisement period

for an FC fabric and you can configure a FIP keepalive advertisement period for individual

interfaces to override the global setting.

AddressingMode

For FIP transactions, the ENode identifies itself using the globally unique MAC address

assigned to theCNAby themanufacturer. After FIP has establisheda virtual link between

an ENode VN_Port and the gateway, for FCoE transactions, the VN_Port identifies itself

using a locally unique MAC address. The format of the locally unique MAC address

dependson theaddressingmode the fabric supportsand theaddressingmode theENode

is programmed to use.

The addressing mode is not a configurable parameter on the gateway. FC fabrics on the

gateway support only the fabric provided MAC address (FPMA) addressing mode for

FCoE transactions. The gateway does not support the server provided MAC address

(SPMA) addressing mode. ENodes that use SPMA cannot log in to the gateway.

The FC switch assigns a locally unique FPMA to an ENode MAC through the FLOGI or

FDISC process:

1. During the FIP discovery process, the ENode compiles a list of compatible FCFs

(including the gateway) in the fabric. A compatible addressing mode is one of the

criteria an FCFmust meet to be added to an ENode’s compatible FCFs list.

2. The ENode MAC transmits a FLOGI or FDISC to the FCF that includes the addressing

modes the ENode supports.

3. If the FCF supports an addressing mode the ENode uses, the FCF accepts the FLOGI

or FDISCandassigns the FPMA in theacceptmessage (FIP FLOGI LS_ACCor FIPNPIV

FDISC LS_ACC). If the ENode uses an addressing mode that is incompatible with the

FCF, the FLOGI or FDISC is rejected.

The FPMA uniquely identifies a single VN_Port at that ENode MAC in FCoE transactions

with theFCF.EachVN_Port connection receives itsownuniqueFPMAto identify its virtual

link connection. When an ENode uses NPIV to create multiple VN_Ports, each VN_Port

virtual link receives its own unique FPMA to identify its traffic.

An FPMA consists of two concatenated 24-bit values:

1. The upper 24 bits are the FCF’s FC-MAP value, which is a MAC address prefix that is

unique to the fabric.

2. The lower 24 bits are the locally unique FCID that the FCF (FC switch) assigns to the

VN_Port.
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The combination of these values guarantees that each FPMA is unique within a fabric.

FC-MAP

The FCoEmapped address prefix (FC-MAP) value is a MAC address prefix used by the

FCF that is unique within a given fabric. The FCF uses the FC-MAP for FCoE traffic within

that fabric. The FCF rejects FCoE traffic that uses an FC-MAP value that does notmatch

theFCF’sFC-MAPvalue. Inmostcases, theFCFuses thedefault FC-MAPvalue (0EFC00),

but a pool of 256 values is available (0EFC00 through 0EFCFF).

The gateway learns FC switches in the fabric that match the gateway fabric’s FC-MAP

value. To learn and communicate with an FC switch, the FC-MAP value for a fabric (or

for the fabric’s FCoE VLAN) on the gatewaymust match the FC switch’s FC-MAP value.

If the FC-MAP values do not match, no connection is established.

NOTE: Changing the FC-MAP value causes all logins to drop and forces the
ENodes to log in again.

FCoE Trusted Fabric

By default, all interfaces are untrusted interfaces. You can globally configure all of the

ports in a specified gateway FC fabric to be FCoE trusted. This reduces system overhead

by eliminating the need for filters. The total number of FCoE sessions (ENode to FCF

sessions) the systemcansupport is 2500sessions. Sessionsaredefinedas thecombined

number of VN_Port to VF_Port sessions and VN_Port to VN_Port sessions. (Although

VN2VF and VN2VN sessions run in different FCoE VLANs, the session limit is a system

limit, not a per-VLAN limit.)

NOTE: Asession is a FLOGI or FDISC login to the FCSAN fabric. Sessiondoes
not refer to end-to-end server-to-storage sessions. There is no limit to the
number of end-to-end server-to-storage sessions.

NOTE: Changing the fabric ports from untrusted to trusted removes any
existing FIP snooping filters from the ports and terminates the existing
sessions. Changing the fabric ports from trusted to untrusted forces all of
the FCoE sessions on those ports to log out so that when the ENodes and
VN_Ports log in again, the switch can build the appropriate FIP snooping
filters.

MaximumNumber of FCoE Sessions Per ENode

You can configure the maximum number of FCoE session logins from each ENode that

are permitted on the gateway FC fabric. The number of sessions is the ENode FLOGI

sessionplus theVN_Port FDISCsessionson thatENode.Regardlessofwhether the fabric

is trusted or untrusted, the maximum number of FCoE sessions per ENode is
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2500 sessions. The total number of sessions cannot exceed the gateway fabric’s

maximum limit of 2500 sessions.

Themaximum number of FCoE sessions per ENode is a global configuration for all

members of the gateway FC fabric and cannot be configured on a per-interface basis.

NOTE: Session does not refer to end-to-end server-to-storage sessions.
There is no limit to the number of end-to-end server-to-storage sessions.

Priority

When the FIP discovery process offers an ENode the choice of more than one FCF-MAC

on a given FCF to use for login, the ENode chooses the FCF-MAC towhich to send a login

request based on the FCF-MAC priority. The lower the priority number, the higher the

FCF-MAC’s priority. The ENode selects the highest-priority (lowest priority number)

FCF-MAC for the login request.

AnENodecan receivemultipleFCF-MACadvertisements fromthesameFCF in twoways:

• During the FIP discovery process, an FCF can receive an ENode MAC’s multicast

discovery solicitation onmultiple FCF-MACs. Each FCF-MAC replies with a unicast

discoveryadvertisement to theENode.TheENodedetermines that theadvertisements

are fromthesameFCF, because thevalue in theName_Identifier descriptor is the same

in each advertisement.

• During the FIP discovery process, an ENode MAC can receive unsolicited multicast

discovery advertisements frommultiple FCF-MACs on the same FCF. The ENode

determines that the advertisements are from the same FCF, because the value in the

Name_Identifier descriptor is the same in each advertisement.

On thegateway, you canconfigure thepriority value for anentire fabric or for an individual

interface. The default value for both the fabric and the individual interfaces is 128 (the

highest priority is 0; the lowest priority is 255).

Related
Documentation

Overview of FIP on page 4790•

• Understanding FIP Functions on page 4817

• Understanding FIP Implementation on page 4821

• Understanding Fibre Channel Virtual Links on page 4828

• Understanding FCoE on page 4799

• Configuring FIP on an FCoE-FC Gateway on page 5059

Understanding Fibre Channel Virtual Links

A virtual link emulates a secure point-to-point connection between the virtual node port

(VN_Port) of a Fibre Channel over Ethernet (FCoE) node (ENode) and the virtual fabric

port (VF_Port) of an FCoE forwarder (FCF). The combination of the FCFmedia access

control (MAC) address and the VN_Port MAC address uniquely identifies each virtual
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link. Uniquely identifying each virtual link enables the logical separation of traffic that

belongs to each virtual link. A single physical link betweenanENodeandanFCFcancarry

multiple virtual links andmaintain secure, separate transport of traffic on the different

virtual links.

Virtual links are necessary because Fibre Channel protocol does not recognize

multipoint-to-point connections. Even whenmultiple connections are aggregated on

one physical port, FCoE Initialization Protocol (FIP) presents each virtual link as an

individual point-to-point link between an ENode VN_Port and an FCF VF_Port.

Related
Documentation

Overview of FIP on page 4790•

• Understanding FIP Functions on page 4817

• Understanding FIP Implementation on page 4821

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

• Understanding FCoE on page 4799

Understanding Interfaces on an FCoE-FC Gateway

When the QFX Series functions as an FCoE-FC gateway to connect FCoE devices on an

Ethernet network to a Fibre Channel (FC) switch in a storage area network (SAN), it

handles FCoE traffic from hosts and native FC traffic from the FC switch. To support this

architecture, each local FC fabric configuredon thegateway(in the fc-fabricsconfiguration

hierarchy) must have:

• An Ethernet-network-facing F_Port interface for the FCoE VLAN to connect to FCoE

device VN_Ports in the form of an FCoE VLAN interface. Multiple VF_Ports are initiated

on the F_Port interface, one VF_Port for each ENode that logs in to the FC network.

• One or two blocks of six proxy N_Port (NP_Port) interfaces to connect to FC switch

fabric ports (F_Ports).

Each FC fabric is local to the gateway on which you configure it. This means that both

the FC switch and the FCoE devicesmust be connected to the same gateway (QFX3500

switch or QFabric system Node device), and that all of the interfaces configured for the

local fabric alsomustbeon that gateway. FC fabric traffic doesnot flowbetweendifferent

Node devices in a QFabric system.

This topic describes:

• Native FC Interfaces to the FC Switch on page 4830

• FIP Login Session Limits on page 4831

• Trusted and Untrusted Interfaces on page 4835

• Buffer-to-Buffer Credit Recovery on page 4835

• FCoE VLAN Interface to FCoE Devices on page 4836

• Assigning Interfaces to a Fibre Channel Fabric on page 4839

• Deleting a Fibre Channel Interface on page 4840
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Native FC Interfaces to the FC Switch

Youmust configure either 6 or 12 of the physical interfaces on the gateway as native FC

NP_Port interfaces toconnect toFCswitchF_Port interfaces. Bydefault, all of thegateway

interfaces are Ethernet interfaces, so youmust explicitly configure the interfaces that

you want to use as FC interfaces.

Youcanconfigure theFC-capableports xe-0/0/0 throughxe-0/0/5as fc-0/0/0 through

fc-0/0/5, and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to

create blocks of native FC interfaces. You cannot individually configure a single port as

anativeFC interface.Within theseport blocks, youcannotmix FC interfaceswithEthernet

interfaces. All of the ports in a block must be either native FC interfaces or Ethernet

interfaces.

You cannot configure ports xe-0/0/6 through xe-0/0/41 and ports xe-0/1/1 through

xe-0/1/15 as native FC ports; they can only be Ethernet ports. Native FC ports do not

handle Ethernet traffic (including FCoE traffic); they handle only native FC traffic and

must connect to native FC ports.

You can configure:

• Six native FC interfaces by configuring either ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 or ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• Twelve native FC interfaces by configuring ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• No native FC interfaces by leaving ports xe-0/0/0 through xe-0/0/5 and ports

xe-0/0/42 through xe-0/0/47 in their default state as Ethernet interfaces.

EachnativeFC interfacecanbelong toonlyone local FC fabric configuredon thegateway.

You can configure up to 12 FC fabrics on a gateway, but each FC fabricmust use different

native FC interfaces to connect to an FCF. (Although the native FC ports are configured

in blocks, each individual port can belong to a different FC fabric.) Native FC interfaces

can be configured as loopback interfaces.

• Port Mode on page 4830

• NPIV on page 4831

• Port Speed on page 4831

Port Mode

The gateway presents a proxy N_Port (NP_Port) interface to the FC switch. An NP_Port

connects to a single FC switch F_Port using a point-to-point link (in other architectures

an N_Port can also connect in a point-to-point link to another N_Port, but that is not a

valid configuration on the gateway).

Youmust explicitly configure each native FC interface connected to an FC switch as an

NP_Port. The gateway NP_Ports act as a proxy for the FCoE device virtual N_Ports

(VN_Ports) when the VN_Ports attempt to connect to the FC switch.
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When the FC switch is a trusted switch, configure the fabric as fcoe-trusted to reduce

overhead caused by the VN_Port to VF_Port (VN2VF_Port) FIP snooping filters that are

automatically installed on untrusted ports.

NPIV

FC requires a unique point-to-point link between the FC switch and each host N_Port.

Thegatewaycreatesan independent virtual link for eachFCoEdevice sessionbymapping

each FCoE device to a virtualized N_Port through the gateway’s proxy function. This

process is called N_Port ID virtualization (NPIV).

NPIVmakes each virtual link look like a dedicated point-to-point link to the FC switch.

In this way, multiple FCoE devices, multiple applications, andmultiple virtual machines

on an FCoE device can connect to an FC switch using one physical port instead of using

a physical port for each host connection. The virtual link creates a secure boundary

between traffic from different sources that are on a single physical port.

FCoE-FC gatewaymode implements NPIV as follows:

1. An NP_Port on the gateway comes up and logs in to the attached F_Port on the FC

switch. The FC switch sees the gateway port as a physical FC device N_Port and

assigns it a unique FCID. This establishes the physical point-to-point link between the

gateway and the FC switch.

2. The gateway receives a FIP discovery message from an FCoE device that seeks to log

in to the FC network. To the FCoE device, the gateway presents a virtual F_Port

(VF_Port) interface and appears to be an FCF.

3. The gateway converts the FCoE device’smessage into an FC fabric discovery (FDISC)

message and sends it through the least-loaded physical NP_Port to the FC switch.

The FDISCmessage requests an FCID for the new virtual link.

4. The FC switch processes the request, accepts it, assigns a unique FCID for the

connection, and sends the response.

5. The gatewaymaps the FC switch response to the host FCoE device’s VN_Port and

sends a FIP acceptance advertisement to the FCoE device.

6. The FCoE device accepts the FCID.

If the FC switch rejects the FDISC, the gateway relays the rejection to the FCoE device

VN_Port.

Port Speed

The gateway supports configuring FC port speeds of 2 Gbps, 4 Gbps, or 8 Gbps. FC ports

can also autonegotiate the port speed to 2, 4, or 8 Gbps.

FIP Login Session Limits

A FIP login session is a fabric login (FLOGI) or fabric discovery (FDISC) login to the FC

SAN fabric. (A session here does not refer to an end-to-end server-to-storage session;

there is no limit to the number of end-to-end server-to-storage sessions.) You can limit

the maximum number of FIP login sessions on each gateway Node device (QFX3500
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switch or QFabric system Node device configured in FCoE-FC gatewaymode), on each

local gateway FC fabric, and on each individual NP_Port interface in a local FC fabric:

• Gateway Node devices and Node groups—The total number of FIP login sessions on

the gateway Node or Node group (the sum of the sessions on all of the NP_Port

interfaces in all of the local FC fabrics on the gateway Node or Nodes) cannot exceed

the limit. When a gateway reaches the maximum session limit, the gateway sends

subsequent multicast discovery advertisements (MDAs) with the availability bit set

to 0 (zero) to prevent additional ENode login attempts. If the maximum number of

sessions is running on the gateway, ENodes cannot use the gateway to log in new

sessions to the FC switch.When the number of sessions falls below themaximum, the

gateway sets the availability bit in MDAs to 1 so that ENodes can again log in new

sessions.When a session slot becomes available, the system accepts the first session

request to fill the slot.

• FC fabric—The total number of FIP login sessions on an FC fabric (the sum of the

sessions on all of the NP_Port interfaces that belong to the fabric) cannot exceed the

limit. When a fabric reaches the maximum session limit, the gateway sends MDAs

associatedwith that fabricwith the availability bit set to0 to prevent additional ENode

login attempts.

NOTE: OtherFC fabricson thesamegatewaycanstill acceptENode logins
as long as themaximum session limit for those fabrics and themaximum
session limit for the gateway (the Node device) have not beenmet.

• NP_Port interfaces—The total number of FIP login sessions cannot exceed the

interface’s limit. When an interface reaches the maximum session limit, the gateway

removes it from the load-balancing list for that FC fabric to prevent the gateway from

attempting to assign new sessions to the interface. Other interfaces in the FC fabric

can still accept logins until the FC fabric or gateway reaches itsmaximumsession limit.

However, the interface that reached themaximum session limit cannot be assigned

new sessions until the number of sessions on the interface falls below the limit.

BEST PRACTICE: Configure amaximum session limit for each NP_Port
interface that is less thanorequal to thenumberofFIPsessions thedirectly
connected FC switch port is configured to support. This prevents the
gateway fromattempting toassignnew login sessions toan interfacewhen
the connected FC switch port reaches its maximum number of sessions.

• FCoE Trusted and Untrusted Interface Session Limits on page 4833

• Configuring Consistent Session Limits on page 4833

• Decreasing Session Limits on page 4834

• Increasing Session Limits on page 4834

• Effect of Deactivating and Then Reactivating the Configuration on Session

Limits on page 4834
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FCoE Trusted and Untrusted Interface Session Limits

ThemaximumnumberofVN2VF_PortFCoE login sessions thateachgatewaycansupport

is 2500 sessions, regardless of whether interfaces are trusted or untrusted. (In software

releases earlier than Junos OSRelease 12.3, the session limit on untrusted interfaces and

untrusted fabrics was 376 sessions.)

Configuring Consistent Session Limits

The system does not perform commit checks to enforce consistent session limit

configuration. For example, the system does not prevent you from configuring a higher

limit for ENode sessions than the total session limit for the gatewayNode device, or from

configuringahigher limit onan interface thanon the fabric towhich the interfacebelongs.

To prevent unexpected FIP login rejections, you should configure consistent Node device,

fabric, and interface session limits. For example:

• The session limit of an interface should not exceed the session limit of the fabric to

which it belongs.

• For interfaces that belong to the same fabric, the sum of the interface session limits

should not exceed the fabric session limit.

• The fabric session limit shouldnotexceed thesession limitof thegatewayNodedevice.

• For fabrics that belong to the samegatewayNodedevice, the sumof the fabric session

limits should not exceed the Node device session limit.

Session limit configuration considerations include:

• The fabric session limit restricts howmany sessions can run on the NP_Port interfaces

that belong to that fabric. If the combined session limits of the interfaces exceed the

fabric session limit, the total number of sessions on the interfaces is the fabric limit.

For example, if a fabric has three NP_Port interfaces, and each NP_Port interface has

a limit of 500 sessions (total of 1500 sessions for the three interfaces), but the fabric

has a limit of 1000 sessions, the combined number of sessions on the three interfaces

is limited to 1000 sessions.

• The gateway Node device session limit restricts howmany sessions can run on the

fabrics that belong to that gateway. If the combined session limits of the fabrics exceed

the gateway Node device session limit, the total number of sessions on the fabrics is

the gateway Node device limit.

For example, if a gateway has two fabrics, and each fabric has a limit of 1000 sessions

(total of 2000 sessions for the two fabrics), but the gateway has a limit of 1500

sessions, the combined number of sessions on the two fabrics is limited to 1500

sessions.

Hierarchically, thegatewayNodedevice session limit is themaximum limit for all sessions

on the gateway, regardless of fabric and interface session limits. In the same way, the

fabric session limit supersedes the interface session limit.

Whensession limitsareexceeded,nonew loginsareaccepteduntil a sessionslotbecomes

free.
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Decreasing Session Limits

If youdecrease thesession limit, thecurrently logged in sessionsare terminatedas follows:

• Gateway Node devices and Node groups—Decreasing the session limit terminates all

of the sessions on the Node device (all sessions on all interfaces on all fabrics). If the

gateway Node device is part of a Node group, all sessions on all members of the Node

group are terminated.

• Fabric—Decreasing thesession limit terminatesall of thesessionsonall of the interfaces

that belong to the fabric.

• NP_Port interfaces—Decreasing the session limit terminates all of the sessions on the

interface and also terminates all of the sessions on any other interfaces that belong

to the same fabric.

After you decrease a session limit, the sessions are terminated even if the new session

limit is greater than the number of currently active sessions. For example:

• An interface has 300 active sessions.

• The current session limit is 1000 sessions.

• You decrease the session limit to 500 sessions and commit the new configuration.

• All 300 sessions are logged out, even though the new session limit is greater than the

number of sessions running.

After the session limit change takes effect, the ENodes log in again and establish new

sessions, up to the new session limits.

Increasing Session Limits

Increasing the session limits does not disrupt logged in sessions.

Effect of Deactivating and Then Reactivating the Configuration on Session Limits

If you decrease session limits, all ENodes are logged out. Deactivating and then

reactivating the configuration can have the same effect as decreasing the session limit,

which results in the ENodes being logged out.

The ENode logouts occur because when you deactivate the configuration, the system

reverts to the default session limit of 2500 sessions (themaximumnumber of sessions).

When you reactivate the configuration, the system uses the configured session limit.

Unless the configured session limit is equal to the maximum session limit, reactivating

the configuration decreases the session limit, which causes the ENodes to be logged out.

For example, if you:

1. Configure and commit a limit of 400 sessions.

2. Allow ENodes to log in and start sessions.

3. Deactivate the configuration.
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4. Reactivate the configuration.

5. The ENode sessions are logged out because deactivating the session increased the

session limit from 400 to 2500.

Because an increase in the session limit does not affect existing sessions, the running

ENode sessions are not affected. However, reactivating the configuration decreased the

session limit from 2500 back to 400. The session limit decrease causes the ENode

sessions to be logged out.

Trusted and Untrusted Interfaces

By default, gateway fabric interfaces are untrusted interfaces. If you do not configure a

gateway fabric as an FCoE trusted fabric to set all of the gateway fabric interfaces as

trusted interfaces, the gateway installs VN2VF_Port FIP snooping filters on the fabric

ports.

If you configure a gateway fabric as an FCoE trusted fabric, the gateway does not install

VN2VF_Port FIP snooping filters on the fabric interfaces. This is usually done when the

gateway is connected to an FCoE transit switch that has VN2VF_Port FIP snooping

enabled.

Regardless of whether an interface is trusted or untrusted, themaximum session limit is

2500 sessions.

NOTE: The session limit for a Node group is the same as the session limit for
an individualNodedevice, 2500sessions. Even ifmore thanoneNodedevice
inaNodegroup isactingasanFCoE-FCgateway, the totalmaximumnumber
of sessions on all Node devices in the Node group is 2500 sessions.

The default maximum login session value for Node devices (on QFabric systems, the

maximumapplies to each Node device), trusted fabrics, and interfaces in trusted fabrics

is 2500 sessions.

Buffer-to-Buffer Credit Recovery

Buffer-to-buffer credits represent the number of receive buffers an interface can use to

store FC frames. Buffer-to-buffer credit determines buffer-to-buffer flow control. When

an interface transmits a frame, it decrements its buffer-to-buffer credit count by one.

When the destination interface forwards the frame and frees a buffer, it sends a receiver

ready (R_RDY) primitive to the transmitting interface. Each R_RDY primitive the

transmitting interface receives increments its buffer-to-buffer credit count by one.

Both interfaces on an FC link track buffer-to-buffer credits. As long as buffer-to-buffer

credits are available, the transmitter continues to send frames. If the number of

buffer-to-buffer credits reaches zero (0), transmission stopsuntil buffer-to-buffer credits

areavailable, as indicatedby the receptionofanR_RDYprimitive. Buffer-to-buffer credits

cancompensate for longcabledistances to limit throughputandpreventbuffer overflow.

However, if frame corruption or errors transmitting R_RDY primitives occur, the

buffer-to-buffer credit counters on the sending and receiving interfaces do not have the
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same values. This causes the permanent loss of buffer-to-buffer credits. When credits

are lost, the buffer credit count can decrement to zero and indicate that there is no

available buffer space even if buffer space is actually available. This can result in

unnecessary link idle time.

To recover lost buffer-to-buffer credits, you can configure a buffer-to-buffer credit state

changenumber (BB_SC_N).BB_SC_Nmustbeconfiguredonbothendsof theconnection.

If only one end of the connection is configured for BB_SC_N, the feature is disabled. The

twodirectly connectedFC interfaces communicate theBB_SC_Nvalueduring fabric login

(FLOGI).

When you enable BB_SC_N on the interfaces on both ends of an FC link, the interfaces

exchangebuffer-to-buffer statechangesend(BB_SCs)andbuffer-to-buffer statechange

receive (BB_SCr) primitives to track thenumber of frames sent and thenumber ofR_RDY

primitives received. The state change number determines the number of frames and

R_RDY primitives the interfaces exchange between consecutive BB_SCn primitives and

betweenconsecutiveBB_SCrprimitives.Thestatechangeprimitives informeach interface

of the other interface’s frame count and R_RDY count states.

The state counters shouldmatch so that each interface knows and agreeswith the other

interface’s state. If the interface at either end of the link detects a discrepancy, it knows

that a frame or an R_RDY primitive was corrupted or dropped.

For example, if a receiving interface has sent two R_RDY primitives but the BB_SCr that

the interface receives fromthesending interfaceonly countsoneR_RDYprimitive received,

it reveals that one R_RDY primitive was not delivered successfully and that one

buffer-to-buffer credit was lost. When one of the interfaces on the link detects a

discrepancy, the interfacescan takecorrectiveactionand recover the lostbuffer-to-buffer

credits.

Enabling the buffer-to-buffer credit recovery feature does not impact buffer resources

and has an insignificant impact on processing resources.

If buffer-to-buffer credit recovery is not used, then when there is no buffer credit on a

port, a timeout and recovery mechanism prevents buffer overflow.

FCoE VLAN Interface to FCoE Devices

Each FC fabric configured on the gateway includes at least one FCoE VLAN interface to

connect the FCoE devices on the FCoEVLAN to the FC switch. (Including the FCoEVLAN

interface and the native FC interfaces in the FC fabric configuration connects them.)

FCoE VLANs can include any Ethernet interface on the switch that is in tagged-access

or trunk mode. The best practice is to configure Ethernet interfaces that belong to FCoE

VLANs in tagged-access port mode.

NOTE: The Ethernet interfaces that connect to FCoE devicesmust include
a native VLAN to transport FIP traffic, because FIP VLAN discovery and
notification frames are exchanged as untagged packets.
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FCoEVLANs should carry only FCoE traffic. You should notmix FCoE traffic and standard

Ethernet traffic on the same VLAN.

NOTE: FCoE VLANs (any VLAN that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features.

Each FCoE VLAN interface can belong to only one FC fabric configured on the gateway.

A gateway FC fabric can havemore than one FCoE VLAN, but each FCoE VLAN in the FC

fabric must belong only to that FC fabric. You can configure more than one FC fabric on

a gateway; each FC fabric must use different FCoE VLAN interfaces to connect to FCoE

devices.

NOTE: Stormcontrolmustbedisabledonall Ethernet interfaces thatbelong
to the FCoE VLAN to prevent FCoE traffic from being dropped.

• Port Mode on page 4837

• Disabling Storm Control on FCoE Interfaces on page 4838

• NPIV Support on page 4839

• VN2VF_Port FIP Snooping on page 4839

Port Mode

Youmust explicitly configure the FCoE VLAN interface in F_Port mode. All members of

the FCoE VLAN use the FCoE VLAN interface as the connection to the gateway NP_Port

interfaces and ultimately to the FC switch.

All of the 10-Gigabit Ethernet interfaces that are members of an FCoE VLAN should be

configured as tagged-access port mode interfaces. However, the system also supports

configuring these interfaces in trunk port mode.

BEST PRACTICE: Use tagged-access port mode for Ethernet interfaces that

areconnectedtoconvergednetworkadapters (CNAs) inFCoEaccessdevices.

Use trunk port mode when an Ethernet interface is an interswitch link

(ISL)—that is, when the port is connected to another switch. For example, if
a port is connected to a transit switch that is performing VN2VF_Port FIP
snooping, configure the port in trunkmode and as an FCoE trusted port.

The tagged-access portmodewas not available in JunosOSRelease 11.3 and

earlier releases. In Release 11.3 and earlier, only trunk portmodewas used for

Ethernet interfaces that belong to an FCoE VLAN. Because tagged-access

mode is now available, using trunkmode for interfaces connected to FCoE

CNAs is not recommended.

4837Copyright © 2014, Juniper Networks, Inc.

Chapter 58: Overview



If an existing configuration uses trunkmode for ports connected to FCoE

CNAs, you can change the port mode to tagged-accesswithout disrupting

traffic. Althoughwe recommendchanging theportmodeof theseports from
trunkmode to tagged-accessmode as a best practice, it is not mandatory.

New configurations should use tagged-accessmode for interfaces that

connect to FCoE devices.

There are several advantages of configuring Ethernet ports connected to FCoE devices

in tagged-accessmode instead of in trunkmode:

• It is standard practice to configure ISL ports as trunk ports.

• It is standard practice not to configure ports that connect to servers as trunk ports.

• Whenan interface goes down, if that interface is in trunkmode, then the FCoE sessions

on that interface are terminated only after the gateway stops receiving FIP keepalive

messages from the ENode and exceeds 2.5 times the FIP keepalive timeout

advertisement value. If the interface is in tagged-accessmode and the interface goes

down, the gateway sends a FIP message to terminate the sessions on the interface.

• Similarly, if an ENode session moves from one interface to another interface, if the

original interface is in trunkmode, the session is not removed from the interface until

the gateway stops receiving FIP keepalive messages and exceeds 2.5 times the FIP

keepalive advertisement timeout value. But if the interface is in tagged-accessmode,

the gateway detects that the session is no longer on the interface, does not refresh

the FIP keepalive timer, and thus ages out the session.

NOTE: FIP is enabled on the FCoEVLAN,which is a Layer 3 interface. Aswith
other Layer 3 interfaces under Junos OS, when the last member (10-Gigabit
Ethernet interface) of the FCoE VLAN is deleted, the FCoE VLAN interface is
internallymarkedas “down.”WhentheLayer3FCoEVLAN interface ismarked
as “down”, FIP stops runningon it.When the lastmember interface is deleted
from an FCoE VLAN and FIP stops running, the result could be an immediate
timeout for the VN_Ports that were connected on that interface, regardless
of whether the port mode is tagged-access or trunk.

Disabling Storm Control on FCoE Interfaces

Storm control is not supported on the FCoE interfaces of an FCoE-FC gateway VLAN.

Enabling storm control on an FCoE-FC gateway VLAN interfacemay cause FCoE packet

loss. Storm control is disabled by default on all interfaces. However, if you enabled storm

control globally on all switch interfaces or on any interfaces that are part of the FCoE

VLAN interface, youmust disable storm control on the Ethernet interfaces of the FCoE

VLAN.

If storm control is enabled on only a few interfaces of the FCoE VLAN, you can disable

storm control on individual interfaces by including the delete ethernet-switching-options
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storm-control interface interface-name statement in the configuration, where

interface-name is the name of the interface on which you want to disable storm control.

If stormcontrol is enabledglobally on the switchwhen the switch is actingasanFCoE-FC

gateway, it is often easiest to disable storm control on all interfaces, then enable storm

control only on Ethernet interfaces that are not part of the FCoE VLAN interface.

If storm control is enabled globally, you can disable storm control in either of two ways:

• Disable storm control on all interfaces, then enable storm control on the interfaces

you want to use storm control. (From the default configuration, you cannot disable

stormcontrol on individual interfacesbecause thedefault configuration enables storm

control on all interfaces, not on individual interfaces.)

For example, if youwant interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22 to use storm

control, disable storm control on all interfaces, then enable storm control on those

three interfaces:

1. Disable storm control on all interfaces:

user@switch# delete ethernet-switching-options storm-control interface all

2. Enable storm control on interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22:

user@switch# set ethernet-switching-options storm-control interface xe-0/0/20
user@switch# set ethernet-switching-options storm-control interface xe-0/0/21
user@switch# set ethernet-switching-options storm-control interface xe-0/0/22

• Disable storm control for all unknown unicast traffic on all interfaces by including the

following statement in your configuration:

user@switch# setethernet-switching-optionsstorm-control interfaceallno-unknown-unicast

NPIV Support

The gateway supports FCoE device NPIV. For example, a single physical FCoE device can

havemultiple virtual machines running on it. Each virtual machine can instantiate a

separate virtual connection to the gateway, which results in its own virtual link to the FC

switch. In this way, an FCoE device can havemultiple separate connections to the FC

SAN on a single physical port.

This is similar to the NPIV function the gateway performs with the FC switch to support

multiple virtual FCoE device connections on one physical NP_Port.

The gateway presents multiple VF_Port interfaces on each FCoE VLAN interface to

support the requirement for unique, secure virtual links.

VN2VF_Port FIP Snooping

The FCoE-facing ports that belong to an FCoE VLAN on a gateway are enabled for

VN2VF_Port FIP snooping automatically. You can disable VN2VF_Port FIP snooping on

any individual interface by configuring it as a trusted interface.

Assigning Interfaces to a Fibre Channel Fabric

You assign at least one FCoE VLAN interface and at least one native FC interface to each

FC fabric you configure on the gateway. All of the interfaces that belong to an FC fabric
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must resideon the samegatewaydevice. Interfacesondifferent gateways cannot belong

to the same FC fabric, because an FC fabric is local to a single gateway device.

Deleting a Fibre Channel Interface

To delete an FC interface or an FCoE VLAN interface, youmust delete the interface from

the fabric first and then delete the interface from the switch.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding Fibre Channel on page 4792

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring a Fibre Channel Interface on page 5049

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface on

page 5072

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway on page 5056

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface on

page 5072

• Deleting a Fibre Channel Interface on page 5055

• Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Understanding Fibre Channel Terminology on page 4895
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Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric

You can balance or rebalance the load on the ports in an FCoE-FC gateway proxy fabric

in order to avoid overutilizing or underutilizing the links. Load balancing is distributing

sessionsacross theavailablenativeFibreChannel (FC) interfaces (NP_Ports) thatbelong

to a local gateway FC fabric to create a relatively equal load on all the fabric links. Load

rebalancing is redistributing the existing sessions across the available NP_Port links on

a local gateway FC fabric.

NOTE: A session is a fabric login (FLOGI) or fabric discovery (FDISC) login
to the FCSAN fabric. Session does not refer to end-to-end server-to-storage
sessions.

The fabric-facing NP_Port links of an FCoE-FC gateway use different load-balancing

methods than the FCoE-network-facing Ethernet links. You can balance the load on the

FCoE-network facing Ethernet portmembers of the FCoE-FC gateway by configuring the

ports in a link aggregation group (LAG). This topic focuses on NP_Port load balancing.

Balancing the load on FCoE-FC gateway NP_Port links consists of two steps:

1. Choosing the algorithm used to balance and rebalance the link load

2. Choosing whether to rebalance link loads automatically or only when you explicitly

request a rebalance (load-rebalancing method)

You can configure a different load-balancing algorithm and use a different rebalancing

method for each local FC fabric on the FCoE-FC gateway. The load-balancing algorithm

and automated rebalancing, if configured, apply to all NP_Port interfaces in the local FC

fabric.

This topic describes:

• Load-Balancing Algorithms on page 4842

• Load-Rebalancing Methods on page 4846

• NP_Port Interface FIP Session Limit Effect on Load Balancing on page 4847

• Load-Balancing Triggers and Timing on page 4847

• Load Rebalancing Behavior When a Link Goes Down on page 4849

• Interface Load Calculation Algorithm on page 4850

• Load-Balancing Scenarios on page 4851

• Load Balancing on the FCoE Interfaces (Ethernet Links) on page 4856
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Load-Balancing Algorithms

You can choose one of three load-balancing algorithms to configure the way the switch

balances the link loads. The switch uses the configured algorithm to balance the link

loads when NP_Ports are initialized and whenever link loads are rebalanced. Regardless

ofwhether youconfigureautomated load rebalancingoruseon-demand load rebalancing,

the switch uses the configured algorithm to balance the link load:

• Simple load balancing—The switch assigns each ENode FLOGI session and VN_Port

FDISC session to the least-loaded link. The switch can place FDISC sessions on a

different link than the parent FLOGI session (an ENode FLOGI session and its

subsequent FDISC sessions can be placed on different links). Simple load balancing

is thedefault load-balancingalgorithm.Rebalancing the link loaddisruptsonly selected

sessions to minimize the impact (the switch uses an algorithm to log out only the

sessions that need to bemoved to other links to balance the loadwhen those sessions

log in again).

• ENode-based load balancing—When an ENode logs in to the fabric, the switch places

all subsequent VN_Port FDISC sessions associated with that ENode on the same link

as the ENode FLOGI session, regardless of the link load. NewENode FLOGIs are placed

on the least-loaded link. The switch calculates the link load based on the combined

total of FLOGIs and FDISCs on each NP_Port link. Rebalancing the link load disrupts

all sessions (all sessions log out and then log in again).

• FLOGI-based loadbalancing—Similar toENode-based loadbalancing;whenanENode

logs in to the fabric, theswitchplacesall subsequentVN_PortFDISCsessionsassociated

with that ENode on the same link as the ENode FLOGI session, regardless of the link

load. New ENode FLOGIs are placed on the least-loaded link.

OnedifferencebetweenENode-based loadbalancingandFLOGI-based loadbalancing

is that the switch calculates the link load based only on the number of FLOGIs on each

NP_Port link. The algorithm does not count FDISCs. Another difference is that instead

of disrupting all sessions on a link load rebalance, the system disrupts only selected

sessions to minimize the impact (the switch uses an algorithm to log out only the

sessions that need to bemoved to other links to balance the loadwhen those sessions

log in again).

NOTE: Changing the load-balancing algorithmwhen FCoE sessions are
running forces the FCoE sessions to log out and then log in again.

If you do not explicitly configure the load-balancing algorithm, the switch uses simple

load balancing by default on the all NP_Port interfaces that belong to a given local FC

fabric.
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The following sections describe how each algorithmworks, its advantages and

disadvantages, and what happens when NP_Port links come up for the first time, when

an NP_Port link is added to existing links, and when you rebalance the link load:

• Simple Load Balancing on page 4843

• ENode-Based Load Balancing on page 4844

• FLOGI-Based Load Balancing on page 4844

• Load-Balancing Algorithm Comparison on page 4845

Simple Load Balancing

Simple loadbalancingprovides themost equal loadbalancingacross links becauseeach

VN_Port FDISC session can be assigned to the least-loaded link, regardless of whether

the parent ENode FLOGI session is on that link. (The parent ENode is the ENode that

originates the logins to the fabric. After the parent ENode logs in, the VN_Ports on that

ENode can log in to the fabric using FDISC.)

The FCoE-FC gateway performs simple load balancing by default on the NP_Ports that

connect the gateway to the FC SAN.When an ENode sends a FLOGI request to the

gateway, the gateway checks the NP_Ports that connect it to the FC SAN and assigns

the new session to the least-loaded link.

Every time an ENode sends a FLOGI or an FDISC request, the gateway assigns the new

session to the least-loaded NP_Port link. After the gateway assigns an ENode FLOGI

session to an NP_Port, subsequent FDISC requests by the same ENode can result in

sessions being assigned to different NP_Ports, because the gateway always assigns the

new session to the least-loaded interface.

NOTE: Because VN_Port sessionsmight be placed on a different link than
their parent ENode, if the link that contains the ENode goes down, only the
ENode session and any of its VN_Port sessions that are on that link go down.
VN_Port sessions on other links remain active as long as the link is up and
the VN_Port is not logged out.

Whenanew link comesup, the switch logsoutenoughsessions so thatwhen thesessions

log in again, they are placed on the new link and the link loads are balanced. The switch

uses an algorithm to log out sessions in the least disruptive manner by first logging out

FDISCs whose FLOGI is not on the same link, then the least-loaded FLOGIs (loaded in

terms of related FDISC logins).

Similarly, when you rebalance an existing link load, the switch logs out only enough

sessions so that when the sessions log in again, they balance the load on the existing

links. In this case (rebalance without a new link up), the switch takes into account the

dependencies between FLOGIs and FDISCs when selecting sessions to log out.

The simple load-balancing algorithm uses the sum of the FLOGI and FDISC sessions to

determine the session load on each link for both initial load balancing and load

rebalancing.
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ENode-Based Load Balancing

ENode-based load balancing can result in a less balanced load across the NP_Port links

because the VN_Port FDISC sessions are assigned to the same link as the parent ENode

FLOGI session, regardless of howmany FDISC sessions are associated with the ENode.

However, ENode-based load balancing has the advantage of keeping all of the sessions

associated with a particular ENode on one link, which provides better control and

predictability.

When you use the ENode-based load-balancing algorithm, the gateway assigns the

ENode to an NP_Port link when the ENode sends its FLOGImessage to the gateway. The

gateway places the ENode session on the least-loaded link at that time. The VN_Port

FDISC sessions associated with an ENode are placed on the same link as the ENode

FLOGI session, regardless of the link load. Essentially, the ENode sessions are

load-balanced, but the VN_Port sessions are not.

ENode-based load balancing ensures that each ENode and its associated VN_Port

sessions are assigned to the same NP_Port link. ENode-based load balancing provides

more control and predictability and ensures that if the link carrying an ENode goes down,

all of the ENodes associated VN_Port sessions also go down.

ThedisadvantageofENode-based loadbalancing is that if oneENodehasa largenumber

of sessions and the other ENodes do not, the link that carries the ENode with the large

number of sessions might have amuch larger load than the other NP_Port links in the

gateway proxy fabric.

For example, if a gateway fabric has two NP_Ports connected to the FC fabric, and two

ENodes log in to the fabric, one ENode session is placed on each link. If two VN_Port

sessions are initiated on one of the ENodes, those sessions are placed on the same link

as the parent ENode. If 1000VN_Port sessions are initiated on the other ENode, all of the

1000 VN_Port sessions are placed on the same link as that ENode. In this case, one link

has 3 sessions (1 ENode FLOGI session and 2 VN_Port FDISC sessions) and the other link

has 1001 sessions (1 ENode FLOGI session and 1000 VN_Port FDISC sessions).

When a new link comes up or when you rebalance an existing load, the switch logs out

all sessions (FLOGIs and FDISCs) in the fabric. As the sessions log in again, the switch

assigns them to NP_Ports in a balancedmanner, with all FDISCs assigned to the same

link as the parent FLOGI. A new link coming up or a rebalance disrupts all of the existing

sessions.

The ENode-based load-balancing algorithm uses the sum of the FLOGI and FDISC

sessions to determine the session load on each link for both initial load balancing and

load rebalancing.

FLOGI-Based Load Balancing

FLOGI-based load balancing is similar to ENode-based load balancing in most ways:
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• It can result in a less balanced load across the NP_Port links because the VN_Port

FDISC sessions are assigned to the same link as the parent ENode FLOGI session,

regardless of howmany FDISC sessions are associated with the ENode.

• When an ENode logs in with a FLOGI, the gateway places the session on the

least-loaded link, and the FDISC logins associated with the FLOGI are placed on the

same link, regardless of link load.

• Provides control and predictability because each ENode and its associated VN_Port

(FDISC) sessions are assigned to the same link, so if the link anENode is on goesdown,

all of its associated sessions also go down.

• If one ENode has a large number of sessions and the other ENodes do not, the link that

carries the ENode with the large number of sessions might have amuch larger load

than the other NP_Port links in the gateway proxy fabric.

FLOGI-based load balancing differs from ENode-based load balancing in two important

ways:

1. The switch uses the sum of the FLOGI sessions on a link to determine the link load.

The switch does not use FDISC sessions when calculating the number of sessions on

a link. (ENode-based load balancing uses the sum of the FLOGI and FDISC sessions

to calculate the number of sessions on a link.)

2. When a new link comes up or when you rebalance an existing load, the switch logs

out enough FLOGI (and FDISC) sessions so thatwhen the FLOGI sessions log in again,

the load is balanced. The switchbalances the loadbasedonly on thenumberof FLOGI

sessions, not the sum of FLOGI and FDISC sessions. However, the FDISC sessions

associated with a FLOGI follow the FLOGI to the new link if the FLOGI session is part

of the rebalancing.

The FLOGI-based load-balancing algorithm uses only the FLOGI sessions to determine

the session load on each link for both initial load balancing and load rebalancing.

Load-Balancing Algorithm Comparison

Table368onpage4845compares the three load-balancingalgorithmsandsummarizes

their differences, advantages, and disadvantages.

Table 368: Load-Balancing AlgorithmComparison

DisadvantagesAdvantages

Session
Count
Method

SessionDisruption
on Rebalance

Session
Assignment

Load-Balancing
Algorithm

• Less session
control and
predictability

• Most equal session
distribution across
links

• Minimumnumber of
sessions logged out
when rebalancing

• Least disruptive
algorithm

Sum of
FLOGI and
FDISC
sessions

Minimumnumberof
selected sessions
logged out (FDISC
sessions can be
logged out
independent of the
parent FLOGI
session)

FDISC sessions
can be placed on
different links
than the parent
FLOGI session

Simple (default
algorithm)
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Table 368: Load-Balancing AlgorithmComparison (continued)

DisadvantagesAdvantages

Session
Count
Method

SessionDisruption
on Rebalance

Session
Assignment

Load-Balancing
Algorithm

• Most disruptive
algorithm; all
sessions logged
out on rebalance

• Might result in
lessbalanced link
load because
FDISCs are
placed on the
same link as
parent FLOGI

• Better session
control and
predictability (on link
down, all sessions
associated with an
ENode go down)

Sum of
FLOGI and
FDISC
sessions

All sessions are
logged out

FDISC sessions
arealwaysplaced
on the same link
as the parent
FLOGI session

ENode-based

• Might result in
lessbalanced link
load because
FDISCs are
placed on the
same link as
parent FLOGI

• Better session
control and
predictability (on link
down, all sessions
associated with an
ENode go down)

• Minimumnumber of
sessions logged out
when rebalancing

FLOGI
sessions only
(FDISC
sessions not
included in
the session
count)

Minimumnumberof
selected sessions
logged out (but
FDISC sessions
logged out when
parent FLOGI
session is logged
out)

FDISC sessions
arealwaysplaced
on the same link
as the parent
FLOGI session

FLOGI-based

Load-RebalancingMethods

The load-rebalancing method determines the way the system redistributes sessions to

balance the loadon theNP_Ports thatbelong toa local FC fabric onanFCoE-FCgateway.

Youcan rebalance theexisting loadonexistingNP_Port linksusingeitherof twomethods:

• Automated load rebalancing—When a load rebalancing trigger occurs, the switch

automatically rebalances the link loads by redistributing the sessions across the active

NP_Port links. There are three possible load rebalancing triggers:

1. When you enable automated load rebalancing, the switch checks the load balance

on the existing NP_Port links. If the links are already balanced, the switch does not

rebalance the link load. If the links are not balanced, the switch rebalances the link

loads using the configured load-balancing algorithm.

Enabling automated load rebalancing causes sessions to be logged out in

accordance with the configured load-balancing algorithm if the link load is

unbalanced. If the link load is already balanced when you enable automated load

rebalancing, the links are not rebalanced. (Disabling automated load rebalancing

is not disruptive because the link load is already balanced.)

2. When a new NP_Port link comes up on a local FCoE-FC gateway fabric, the switch

rebalances the link loadusing theconfigured load-balancingalgorithm if automated

load balancing is enabled.

3. When the port speed is changed (unless the port speed change does not change

the actual port speed, for example, changing the port speed from auto to 8 Gbps).
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Use automated load rebalancing if youwant link loads to be rebalanced automatically

when a load-balancing trigger occurs, instead of at times of your choosing. Keep in

mind that load rebalancing is a disruptive event (sessions are logged out).

• On-demand load rebalancing—You choose when to rebalance the NP_Port links by

explicitly requesting a load rebalance using an operational command. The system

rebalances the link load only when you issue the rebalancing command.

Use on-demand load rebalancing if you only want to rebalance the link load once or

if you want to rebalance the link loads at controlled times instead of automatically.

You can also request a load rebalancing dry run. A dry run simulates rebalancing and

lists the sessions that might be affected if you choose to perform an actual

load-rebalancing operation. The link loads are not rebalanced when you request a dry

run.

NP_Port Interface FIP Session Limit Effect on Load Balancing

Themaximumnumberof FIP login sessionsconfigured for eachNP_Port interfaceaffects

load balancing. When an interface reaches its maximum number of FIP login sessions,

that interface is removed from the list of interfaces used for load balancing. The other

interfaces in the gateway fabric continue to accept ENode login sessions until they reach

their configuredmaximum session limit. Only interfaces that have not reached their

maximum session limit are included in the load-balancing calculations.

NOTE: If allNP_Port interfaces inagateway fabric reach their FIP loginsession
limits, the fabric sends subsequent multicast discovery advertisements
(MDAs) with the availability bit set to 0 (zero) to prevent additional ENode
login attempts. While themaximum number of sessions is running on the
gateway fabric, ENodes cannot use that fabric to log in to the FC switch.
When the number of sessions falls below themaximum, the gateway sets
the availability bit in MDAs to 1 so that ENodes can log in to the fabric again.

Load-Balancing Triggers and Timing

Several events trigger load balancing. Some of the events trigger load balancing only

whenautomated loadbalancing isenabled.Otherevents trigger load rebalancingwhether

or not automated rebalancing is enabled.

This sectiondescribes the load-balancing triggers,what happenswhen the trigger action

occurs, and how the switch determines if and when to balance the link load:

• Load-Balancing Triggers on page 4847

• Load-Balancing Timer on page 4848

Load-Balancing Triggers

Table 369 on page 4848describes the four different events can trigger load balancing or

load rebalancing. In every case, link load rebalancing uses the configured load-balancing

algorithm to determine the placement of sessions on links.
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Table 369: Load-Balancing Triggers and Actions

ActionTrigger Event

Triggers a load-rebalancing operation regardless of whether or not
automated load rebalancing is enabled. (The new link has no sessions,
so the sessions on other links must be redistributed to balance the
load.)

The link load is not rebalanced if there are no sessions on the existing
linksor if thereare so fewsessionson theexisting links that they cannot
be redistributed.

New link comes up

The switch checks the NP_Port link load. If the load is not balanced
across the links, the switch rebalances the link load. If the load is already
balanced, nothing happens.

NOTE: Requesting a dry run displays sessions thatmight be disrupted
if you rebalance the link load, but does not rebalance the link load.

On-demand load
rebalancing request
issued from CLI

The switch checks the NP_Port link load. If the load is not balanced
across the links, the switch rebalances the link load. If the load is already
balanced, nothing happens.

Automated load
balancing configured
for the first time

If automated rebalancing is enabled, changing the port speed brings
the port up and down (flaps the port) and causes the switch to
rebalance the link loads. If the port speed change does not change the
actual port speed (for example, changing the port speed from auto to
8 Gbps), the link loads are not rebalanced.

If automated rebalancing is not enabled, port speed changes do not
cause link load rebalancing.

NP_Port speed change

NOTE: WhenanNP_Port link goesdown, it doesnot trigger load rebalancing.
The loads on the remaining active links are already balanced, and as the
sessions logged out from the down link log in again, they are they assigned
to links in a balancedmanner determined by the configured load-balancing
algorithm.

Load-Balancing Timer

When you trigger load balancing from the CLI, the load-balancing action occurs

immediately after you execute the command. However, when a load-balancing trigger

occurs that is notaCLI command, the switchdoesnotbalance the link loads immediately.

Instead, the switch follows an intelligent timer process:

1. The switch checks the current load balance on the NP_Port links in the local gateway

FC fabric. If the load is already balanced, the switch does nothing, and there is no

session disruption.

2. If the check shows that the link load is not balanced, the switch starts a 10-second

timer. If no other load-balancing triggers occur during the 10-second interval, the

switch rebalances the load.
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If another load-balancing trigger occursduring the 10-second interval, the timer resets

to 10 seconds. The 10-second timer prevents the switch from performing multiple

disruptive load-rebalancing actions in a short period of time.

NOTE: Theswitchprocessesnewsessions that log inafter the timer starts
in the normal manner. The new sessions are considered in the
load-balancing evaluation and operation.

3. At amaximum of 30 seconds after the first load-balancing trigger occurs, the switch

checks the link loadbalanceagain. If the linksarealreadybalanced, the switchcancels

the load-rebalancing operation. If the links are not balanced, the switch rebalances

the link loads.

NOTE: If the triggerevent that started the load-rebalancing timer isno longer
valid when the timer elapses, the switch cancels the rebalancing operation.
For example, if a newNP_Port link comesupand triggers the timer, thengoes
down before the timer expires, the original link up event is no longer valid,
and the switch cancels the rebalancing operation (unless another valid
rebalancing trigger occurs in that time frame).

When a link load rebalancing operation is in progress, the switch defers any

load-rebalancing triggers that occur until the load-rebalancing operation is complete.

The new rebalancing operation begins after the current rebalancing operation finishes

if a check shows that rebalancing is required.

If you explicitly request load rebalancing from the CLI using the request fibre-channel

proxy load-rebalanceoperational command, theswitch rejects thecommandanddisplays

an error message stating that rebalancing is already in progress.

Load Rebalancing BehaviorWhen a Link Goes Down

If an NP_Port link goes down, the ENode and VN_Port sessions on that link are logged

out. The ENodes and VN_Port sessions log in again and are assigned to NP_Port links

based on the link load and the load-balancing algorithm. If a link goes down, the switch

does not rebalance the remaining load on the remaining links to avoid disrupting the

existing ENode and VN_Port sessions. (Also, it is not necessary to rebalance the links in

that manner because after a link goes down, the sessions on the remaining links are

already balanced. As the logged out sessions log back in, the switch places them on the

remaining active links in a balancedmanner, according to the configured load-balancing

algorithm.)

NOTE: When you use the simple load-balancing algorithm, an ENode and
its associated VN_Port sessionsmight be on different links. In that case, if
the NP_Port with the ENode goes down, only the VN_Ports on the same link
are logged out. VN_Ports on other links remain up and running.
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Interface Load Calculation Algorithm

Aweighted round-robin (WRR) algorithm determines the interface load based on:

• The current number of sessions on the interface

NOTE: Theconfigured load-balancingalgorithmdetermineshowtheswitch
countsthenumberofsessions.ForsimpleandENode-based loadbalancing,
the number of sessions is the sum of the FLOGI and FDISC sessions on
each link. For FLOGI-based load balancing, the number of sessions is the
sum of the FLOGI sessions on each link.

• The interface weight, which is the speed of the Fibre Channel link (2 Gbps, 4 Gbps, or

8 Gbps)

The interface load algorithm is:

(number-of-sessions * max-weight) / weight

wheremax-weight is an internal constant.

If the load on the FC interfaces is equal, the session is assigned to the interface with the

highest link speed (the greatest weight).

For example, if the three FC interfaces have the characteristics shown in

Table 370 on page 4850, the loads of the interfaces are not equal:

Table 370: FC Interface Session-Based Load-Balancing Characteristics
for Unequal Loads

Weight (Speed)Number of SessionsInterface

4 Gbps4fc-0/0/0

2 Gbps1fc-0/0/1

8 Gbps8fc-0/0/2

In this example, interfaces fc-0/0/0 and fc-0/0/2 have a greater load than fc-0/0/1. For

simple load balancing, the gateway assigns the next new FLOGI or FDISC to fc-0/0/1

because it is the least-loaded interface. For both ENode-based and FLOGI-based load

balancing, the gateway assigns the next new FLOGI to fc-0/0/1 because it is the

least-loaded interface. Thenall VN_Port FDISCs fromthatENode follow theENodeFLOGI

and are also assigned to fc-0/0/1 regardless of the link load.

For another example, if the three FC interfaces have the characteristics shown in

Table 371 on page 4851, the loads of the interfaces are equal:
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Table 371: FC Interface Session-Based Load-Balancing Characteristics
for Equal Loads

Weight (Speed)Number of SessionsInterface

4 Gbps4fc-0/0/0

2 Gbps2fc-0/0/1

8 Gbps8fc-0/0/2

In this case, all interfaces have the same relative load. For simple load balancing, the

gateway assigns the next new FLOGI or FDISC to fc-0/0/2 because although the loads

of the three interfacesareequal, fc-0/0/2has thegreatestweight. For bothENode-based

and FLOGI-based load balancing, the gateway assigns the next new FLOGI to fc-0/0/2,

and all VN_Port FDISCs from that ENode follow the ENode FLOGI and are also assigned

to fc-0/0/2 regardless of the link load.

After thegatewayestablishesasessionbetweenanENodeoraVN_PortandanFCswitch

on anNP_Port, the session remains on thatNP_Port until the ENodeor VN_Port performs

a LOGO.

If the physical FC interface link goes down, the FLOGI and FDISC sessions on the down

link are logged out. The ENodes and VN_Ports log in again to start new sessions on other

NP_Ports in the local gatewayFC fabric inaccordancewith theconfigured load-balancing

algorithm (assuming there is more than one NP_Port connected to the FC fabric).

Load-Balancing Scenarios

The configured load-balancing algorithm, the sequence in which ENodes log in to the FC

network, the current session count (number of sessions per interface) and the interface

speed determine the way the session load is balanced across the native FC interfaces

(NP_Ports) in a gateway FC fabric. Whether you are balancing the link load for the first

time or rebalancing an existing link load, theway the load is distributed across the active

links is the same.

NOTE: Theway the switch counts the number of sessions on aport depends
onthe load-balancingalgorithm.ForsimpleandENode-based loadbalancing,
the sum of the FLOGI and FDISC sessions equals the session count. For
FLOGI-based loadbalancing,only theFLOGIsessionsarecounted in the total
session count.

The following scenarios demonstrate how sessions are assigned to links for each

load-balancing algorithm:

• Simple Load-Balancing Algorithm Scenario on page 4852

• ENode-Based Load-Balancing Algorithm Scenarios on page 4853

• FLOGI-Based Load-Balancing Algorithm Scenarios on page 4854
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All of the scenarios use the topology shown in Figure 175 on page 4852.

Figure 175: Sample Load-Balancing Topology
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Simple Load-Balancing Algorithm Scenario

Simple load balancing results in the most equal load distribution among the NP_Ports

connected to an FC SAN fabric because VN_Port FDISC sessions do not need to “follow”

theparentENodeFLOGI sessionon thesame linkbetween thegatewayand theFC fabric.

When a new FLOGI or FDISC session is initiated, it is assigned to the least-loaded link.

The simple load-balancing algorithm example uses the topology shown in

Figure 175 on page 4852 and has the following characteristics:

• QFX Series configured as an FCoE-FC gateway

• Two gateway NP_Ports, fc-0/0/0 and fc-0/0/1, connected to an FC SAN fabric switch

at a speed of 8 Gbps

• Three ENodes, ENode_A, ENode_B, and ENode_C connected to the gateway

• NP_Ports fc-0/0/0 and fc-0/0/1, and ENode_A, ENode_B, and ENode_C, belong to the

same local FC fabric on the gateway

When the NP_Ports initialize, they send FLOGI messages to the FC switch and log in to

the FCSAN fabric. The gateway then advertises the fabric to the ENodes on the Ethernet

side of the network. At this point, the load on both of the NP_Ports is equal. Now the

ENodes and VN_Ports start to log in to the fabric:

1. ENode_A sends a FLOGI to log in to the fabric. Because the loads on the twoNP_Ports

are equal, the session for ENode_A is randomly placed on one of the links. In this

example, the ENode_A FLOGI session is placed on port fc-0/0/0.

2. Enode_B logs in. Because the load is less on port fc-0/0/1, the Enode_B FLOGI session

is placed on port fc-0/0/1.
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3. ENode_C logs in. Because the link loads are equal, the ENode_C login session is

randomly placed on one of the links. In this example, the ENode_C login session is

placed on port fc-0/0/0.

4. A VN_Port on ENode_A sends an FDISC to log in to the fabric. Because port fc-0/0/1

currently is the least-loaded link, the VN_Port session is placed on port fc-0/0/1, even

though its parent ENode session is on port fc-0/0/0.

5. AseachnewVN_Port sessioncomesup, it is placedon the least-loaded link, regardless

of the link on which its parent ENode session is placed.

ENode-Based Load-Balancing Algorithm Scenarios

ENode-based load balancing ensures that VN_Port FDISC sessions are placed on the

same link as their parent ENodeFLOGI sessions, regardlessof the link load. ENode-based

loadbalancing can result in a less-balanced loadamong theNP_Port links, but it provides

the control and predictability of keeping ENodes and their VN_Port sessions on the same

link.

The examples in this section use the topology shown in Figure 175 on page 4852.

• QFX Series configured as an FCoE-FC gateway

• Two gateway NP_Ports, fc-0/0/0 and fc-0/0/1, connected to an FC SAN fabric switch

at a speed of 8 Gbps

• Three ENodes connected to the gateway:

• ENode_A, which has 2 VN_Port FDISC sessions

• ENode_B, which has 20 VN_Port FDISC sessions

• ENode_C, which has 100 VN_Port FDISC sessions

• NP_Ports fc-0/0/0 and fc-0/0/1, and ENode_A, ENode_B, and ENode_C, belong to the

same local FC fabric on the gateway

When the NP_Ports initialize, they send FLOGI messages to the FC switch and log in to

the FCSAN fabric. The gateway then advertises the fabric to the ENodes on the Ethernet

side of the network. At this point, the load on both of the NP_Ports is equal. Now the

ENodes and VN_Ports start to log in to the fabric. As the following two scenarios show,

how these sessions are placed on the links depends on the sequence in which they log

in to the fabric.

Scenario 1:

1. ENode_A sends a FLOGI to log in to the fabric. Because the loads on the twoNP_Ports

are equal, the session for ENode_A is randomly placed on one of the links. In this

example, the ENode_A FLOGI session is placed on port fc-0/0/0.

2. ENode_B logs in. Because the load is lessonport fc-0/0/1, theENode_BFLOGI session

is placed on port fc-0/0/1.

3. The two VN_Ports on ENode_A log in to the fabric. Their sessions are placed on

port fc-0/0/0, following ENode_A on the link. Now port fc-0/0/0 has a greater load

(one FLOGI session plus twoFDISC sessions) thanport fc-0/0/1 (one FLOGI session).
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4. The 20 VN_Ports on ENode_B log in to the fabric. Their sessions are placed on

port fc-0/0/1, following ENode_B on the link. Now port fc-0/0/0 has a lesser load

(one FLOGI, two FDISC) than port fc-0/0/1.

5. ENode_C logs in. Because the load is lessonport fc-0/0/0, theENode_CFLOGI session

is placed on port fc-0/0/0.

6. The 100 VN_Ports on ENode_C log in to the fabric. Their sessions follow the ENode_C

session onto port fc-0/0/0.

7. If more VN_Ports come up, their FDISC sessions are placed on the same link as the

corresponding parent ENode session.

Scenario 2:

1. ENode_A sends a FLOGI to log in to the fabric. Because the loads on the twoNP_Ports

are equal, the session for ENode_A is randomly placed on one of the links. In this

example, the ENode_A FLOGI session is placed on port fc-0/0/0.

2. ENode_B logs in. Because the load is lessonport fc-0/0/1, theENode_BFLOGI session

is placed on port fc-0/0/1.

3. The two VN_Ports on ENode_A log in to the fabric. Their sessions are placed on

port fc-0/0/0, following ENode_A on the link. Now port fc-0/0/0 has a greater load

(one FLOGI session plus twoFDISC sessions) thanport fc-0/0/1 (one FLOGI session).

4. In this step, the login sequence in Scenario 2 differs from the login sequence in

Scenario 1, resulting in a different placement of sessions on the links, and therefore a

different load on the links. ENode_C logs in before the ENode_BVN_Ports log in, which

changes the session count on the links compared to the first scenario. Because the

load in this scenario is less on port fc-0/0/1, the ENode_C FLOGI session is placed on

port fc-0/0/1 (instead of port fc-0/0/0 as in the first scenario).

5. The 20 VN_Ports on ENode_B log in to the fabric. Their sessions are placed on

port fc-0/0/1, following ENode_B on the link. Now port fc-0/0/0 carries one FLOGI

and two FDISC sessions, and port fc-0/0/1 carries two FLOGI and 20 FDISC sessions.

6. The 100 VN_Ports on ENode_C log in to the fabric. Their sessions follow the ENode_C

sessionontoport fc-0/0/1. Nowport fc-0/0/1 carries 2 FLOGI and 120FDISC sessions,

whereas port fc-0/0/0 carries one FLOGI and two FDISC sessions.

7. If more VN_Ports come up, their FDISC sessions are placed on the same link as the

corresponding parent ENode session.

Because of the sequence of ENode logins in Scenario 2, port fc-0/0/1 carries a greater

load thanport fc-0/0/0. If the simple load-balancingalgorithmhadbeenused, theFLOGI

and FDISC sessions would be allocated to the two links evenly. However, because the

FDISC sessions are placed on the same link as their parent FLOGI sessions, this example

demonstrateshowusing theENode-based load-balancingalgorithmcan leadtoscenarios

in which the link loads are not equal.

FLOGI-Based Load-Balancing Algorithm Scenarios

FLOGI-based load balancing is similar inmanyways to ENode-based load balancing. An

important difference that affects how the switch places sessions on links is that for
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FLOGI-based load balancing, only the FLOGI sessions are counted when the link load is

calculated. FDISC sessions are not counted to determine the link load. Because

ENode-based loadbalancinguses the sumof theFLOGIandFDISCsessions todetermine

the link load, an interfacewithexactly the samecombinationofFLOGIandFDISCsessions

can have a different session count depending on the algorithm used. A different session

count can change the interface to which the switch assigns the next session.

Aswith ENode-based loadbalancing, FLOGI-based loadbalancing ensures thatVN_Port

FDISC sessions are placed on the same link as their parent ENode FLOGI sessions,

regardless of the link load. FLOGI-based load balancing can result in a less-balanced

load among the NP_Port links, but it provides the control and predictability of keeping

ENodes and their VN_Port sessions on the same link.

The examples in this section use the topology shown in Figure 175 on page 4852.

• QFX Series configured as an FCoE-FC gateway

• Two gateway NP_Ports, fc-0/0/0 and fc-0/0/1, connected to an FC SAN fabric switch

at a speed of 8 Gbps

• Three ENodes connected to the gateway:

• ENode_A, which has 2 VN_Port FDISC sessions

• ENode_B, which has 20 VN_Port FDISC sessions

• ENode_C, which has 100 VN_Port FDISC sessions

• NP_Ports fc-0/0/0 and fc-0/0/1, and ENode_A, ENode_B, and ENode_C, belong to the

same local FC fabric on the gateway

When the NP_Ports initialize, they send FLOGI messages to the FC switch and log in to

the FCSAN fabric. The gateway then advertises the fabric to the ENodes on the Ethernet

side of the network. At this point, the load on both of the NP_Ports is equal. Now the

ENodes and VN_Ports start to log in to the fabric.

Because FLOGI-based load balancing does not count FDISC sessions when calculating

the link load, how the sessions are placed on the link depends only on the number of

FLOGI sessions per interface, not on the number of FLOGI sessions plus FDISC sessions.

Thismeans that an ENodewith a FLOGI session andmany FDISC sessions is counted as

having the same load as an ENode with a FLOGI session and no FDISC sessions.

Scenario 1:

1. ENode_A sends a FLOGI to log in to the fabric. Because the loads on the twoNP_Ports

are equal, the session for ENode_A is randomly placed on one of the links. In this

example, the ENode_A FLOGI session is placed on port fc-0/0/0.

2. ENode_B logs in. Because the load is lessonport fc-0/0/1, theENode_BFLOGI session

is placed on port fc-0/0/1.

3. The two VN_Ports on ENode_A log in to the fabric. Their sessions are placed on

port fc-0/0/0, following ENode_A on the link. However, unlike simple load balancing

or ENode-based load balancing, the session count of the two ports is still equal (one

session each) because the FDISC sessions are not used in the session count.
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4. The 20 VN_Ports on ENode_B log in to the fabric. Their sessions are placed on

port fc-0/0/1, following ENode_B on the link. Again, unlike simple load balancing or

ENode-based load balancing, the session count of the two ports is still equal (one

session each) because the FDISC sessions are not used in the session count.

5. ENode_C logs in. Because the link loads are counted as equal, the ENode_C login

session is randomly placed on one of the links. In this example, the ENode_C login

session is placed on port fc-0/0/0.

6. The 100 VN_Ports on ENode_C log in to the fabric. Their sessions follow the ENode_C

session onto port fc-0/0/0.

7. If more VN_Ports come up, their FDISC sessions are placed on the same link as the

corresponding parent ENode session.

If a fourth ENode, ENode_D, sends a FLOGI to log in to the fabric, it is placed on

port fc-0/0/1 because port fc-0/0/0 has a session count of two (two FLOGIs from

ENode_A and ENode_C, FDISCs not counted) and port fc-0/0/1 has a session count of

one (one FLOGI fromENode_B, FDISCsnot counted), so port fc-0/0/1 is the least-loaded

port.

With FLOGI-based load balancing, it is possible for ENodes with many FDISC sessions

to be placed on the same link, whereas ENodes with few FDISC sessions are placed on

different links because only FLOGIs are used in the session count.

Load Balancing on the FCoE Interfaces (Ethernet Links)

You can achieve load balancing on the 10-Gigabit Ethernet interfaces that belong to an

FCoEVLANbyconfiguring them inoneormore linkaggregationgroups (LAGs). Inaddition

to loadbalancing, LAGsoffer theadvantagesofprotectingagainstport failover, increasing

available linkbandwidth, andpreventing spanning-treealgorithms fromblockingphysical

links and wasting bandwidth.

Related
Documentation

Understanding an FCoE-FC Gateway on page 4808•

• Understanding FCoE-FC Gateway Functions on page 4812

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Defining the Proxy Load-Balancing Algorithm on page 5056

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

• show fibre-channel proxy fabric-state on page 5241

• request fibre-channel proxy load-rebalance on page 5164

• Monitoring Fibre Channel Interface Load Balancing on page 5147
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Understanding OxID Hash Control for FCoE Traffic Load Balancing

The originator exchange identifier (OxID) field is one of several fields that the switch can

use in its hash functioncomputation for FCoE traffic loadbalancingovermultipleoutgoing

links in an Ethernet link aggregation group (LAG). The originator of an exchange between

a pair of Fibre Channel (FC) endpoints (such as an FCoE host and an FC storage device)

uses the OxID field as an identifier for that exchange. The originator also uses the OxID

field to track the progress of the series of sequences that comprise the exchange.

WhenFCoE traffic traverses a LAG, it can takemultiple different links between the source

and destination endpoints. The idea is to distribute the FCoE traffic across the LAG links,

thus balancing the link load. The switch creates a hash value from some of the packet

header fields, and uses the hash value to assign each packet to one of the LAG links. The

switch always uses five packet header fields to compute the hash value:

• Source ID (SID)

• Destination ID (DID)

• Fabric ID (FID)

• Source Port ID (SPID)

• Source Module ID (SMID)

In addition, the OxID field is included by default in the FCoE load-balancing hash

computation.However, if youdonotwant touse theOxID field in theFCoE load-balancing

hash computation, you can remove it from the computation by using the set

forwarding-options hash-key family fcoe oxid disable command.

Including the OxID field in the load-balancing hash computation allows different

exchanges between a pair of Fibre Channel (FC) endpoints (such as an FCoE host and

an FC storage device) to take different paths across the network, thus improving the

aggregate network throughput.

However, if the paths between different sets of FC endpoints have common links,

congestion on one set of FC endpoints can affect the other set of endpoints. Such

congestion can happen if the FCoE traffic on the two sets of endpoints uses the same

priority (IEEE 802.1p code point). It is common for networks to use priority 3 (IEEE 802.1p

codepoint011) for FCoE traffic.However, on theQFX3500switch, youcanassigndifferent

IEEE priorities to different lossless FCoE flows as described in “Understanding CoS IEEE

802.1p Priorities for Lossless Traffic Flows” on page 5427 to further separate the traffic

flows.

Related
Documentation

Enabling and Disabling CoS OxID Hash Control on page 5059•
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Understanding VN_Port to VF_Port FIP Snooping on an FCoE Transit Switch

Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) snooping is a security

mechanism that is designed to prevent unauthorized access and data transmission to a

Fibre Channel (FC) network. It works by filtering traffic to permit only servers that have

logged in to an FC network to access that network.

You explicitly enableVN_Port toVF_Port (VN2VF_Port) FIP snooping (FC-BB-5) on FCoE

VLANs when the QFX Series is an FCoE transit switch at the access edge that connects

FCoE devices on the Ethernet network to FC switches or gateways at the FC storage area

network (SAN)edge.The transit switchappliesFIPsnooping filtersat theportsassociated

with the FCoE VLANs on which you enable VN2VF_Port FIP snooping. An FCoE transit

switch is a data center bridging (DCB) switch with FIP snooping capability.

An FCoE device that has a converged network adapter (CNA) uses the FIP process to

log in to the FC network as an FCoE Node (ENode). The login process establishes a

dedicated virtual link between a virtual N_Port (VN_Port) on the ENode and a virtual

F_Port (VF_Port) on the FC switch. This dedicated virtual link emulates a point-to-point

connection. The emulated connection is called a virtual link.

Virtual linkspass transparently through theswitch.TheENodeVN_Portand theFCswitch

VF_Portdonotdetect the transit switch, andvirtual linksappear tobedirectpoint-to-point

links.

The QFX Series applies VN2VF_Port FIP snooping firewall filters at the directly attached

edge ports associated with the FCoE VLANs on which you enable VN2VF_Port FIP

snooping. FIP snooping provides security for virtual links by creating firewall filters based

on information gathered (snooped) about FC devices during FIP transactions.

TheQFXSeriesalso supportsVN_Port toVN_Port (VN2VN_Port) FIP snooping (FC-BB-6)

to allow FCoE initiators and targets to communicate directly through the switch without

going through an FCoE forwarder (FCF) or an FC switch, as described in “Understanding

VN_Port to VN_Port FIP Snooping on an FCoE Transit Switch” on page 4865.

NOTE: AnFCoEVLANcansupporteitherVN2VF_PortFIPsnooping(FC-BB-5)
or VN2VN_Port FIP snooping (FC-BB-6), but not both. The sameQFX Series
switch can havemultiple FCoE VLANs configured, some for VN2VF_Port FIP
snooping traffic and others for VN2VN_Port FIP snooping traffic. On FCoE
VLANs that are configuredasVN2VN_Port snoopingVLANs, VN2VF_Port FIP
snooping traffic is dropped.

When you enable VN2VF_Port FIP snooping, the system snoops VN_Port to
VF_PortpacketsandenforcessecurityonlyonVN2VF_Port virtual links.When
youenableVN2VN_PortFIPsnooping, thesystemsnoopsVN_Port toVN_Port
packets and enforces security only on VN2VN_Port virtual links.
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This topic describes:

• FC Network Security on page 4859

• VN2VF_Port FIP Snooping Functions on page 4860

• FIP Snooping Firewall Filters on page 4860

• Session Scalability on page 4860

• VN2VF_Port FIP Snooping Implementation on page 4861

• T11 VN2VF_Port FIP Snooping Specification on page 4864

FC Network Security

In traditional FC networks, the FC switch is usually a trusted entity, and server ENodes

connect directly to its VF_Ports. After an ENode gains access to the network through the

fabric login (FLOGI) process, the FC switch enforces zoning configurations, ensures that

the ENode uses valid addresses, monitors the connection, and performs other security

functions to prevent unauthorized access.

However, FCoE exposes FC frames to Ethernet networks, which do not have the same

level of security as native FC networks. VN2VF_Port FIP snooping firewall filters emulate

the native FC network security functions by preventing unauthorized access to the FC

switch through the transit switch and by ensuring the security of the virtual link between

each ENode and the FC switch, as shown in Figure 176 on page 4859. VN2VF_Port FIP

snooping also prevents man-in-the-middle attacks.

Figure 176: FCoE Transit Switch Performs VN2VF_Port FIP Snooping
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The transit switchperformsVN2VF_Port FIP snoopingat theports connected to theFCoE

devices. At theSANedge, the FC switchmust be able to convert the FCoE traffic to native

FC traffic.
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VN2VF_Port FIP Snooping Functions

WhenVN2VF_Port FIP snooping is enabled, theQFX3500 transit switch sets andapplies

filters to block all FCoE traffic by default. The transit switch monitors FIP logins,

solicitations, and advertisements that pass through it and gathers information about the

ENode address and the address of the port on the FC switch. The transit switch uses the

information to construct firewall filters that permit access only to logged-in ENodes. All

other traffic on the VLAN is denied.

For example, when an ENode on an FCoE VLAN performs a successful login to an FC

switch port, the transit switch snoops the FIP information and constructs a firewall filter

that provides access for the ENode to that port on the FC switch.

The firewall filters enable FCoE frames to pass through the transit switch only on a virtual

link established between an FCoE device ENode VN_Port and the FC switch VF_Port to

which it has logged in. The firewall filters ensure that ENodes can only connect to the FC

switches they have successfully logged in to and that only valid FCoE traffic along valid

paths is transmitted. VN2VF_Port FIP snooping maintains the filters by tracking FCoE

sessions (ENode to FCF sessions).

FIP Snooping Firewall Filters

The effect of the firewall filters is to protect the FCoE ports. VN2VF_Port FIP snooping

performs the following actions and checks to ensure that FCoE traffic is valid:

• Denies ENodes that use the FC switch media access control (MAC) address as the

source address.

• Enables ENodes to transmit FIP and FCoE frames to the FC switch address.

• Ensures that the FCoE source address the FC switch assigns or accepts is only used

for FCoE traffic.

• Ensures that FCoE frames are only addressed to the accepting FC switch.

Session Scalability

The system supports up to 2500 total FIP snooping sessions on an interface, a gateway

FC fabric, a QFX Series switch, a QFabric Node device, or a QFabric Node group. For

example, you can:

• Place all 2500 sessions on one FCoE interface.

• Split the 2500 sessions amongmultiple FCoE interfaces on one FCoE VLAN.

• Split the 2500 sessions amongmultiple FCoE interfaces onmultiple FCoE VLANs.

• Split the 2500 sessions among the FCoE interfaces onmultiple gateway FC fabrics on

a switch.

• Split the 2500 sessions among the FCoE interfaces onmultiple gateway FC fabrics on

multiple Node devices in a QFabric Node group.
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Regardless of how you allocate the sessions among interfaces and local FC fabrics on a

QFX Series switch or on a QFabric systemNode device or Node group, the combined FIP

session limit is a maximum of 2500 sessions.

NOTE: The total numberof sessions thesystemcansupport is thecombined
number of VN2VF_Port sessions and VN2VN_Port sessions. If VN2VN_Port
sessions are active, the total number of available VN2VF_Port sessions is
reduced.

VN2VF_Port FIP Snooping Implementation

You enable VN2VF_Port FIP snooping on a per-VLAN basis on VLANs that carry FCoE

traffic. The switch snoops FIP frames at the ports associated with FCoE VLANs enabled

for VN2VF_Port FIP snooping. The switch then installs the resulting firewall filters on the

ports to ensure that all VN2VF_Port FIP snooping occurs on the switch network edge.

VN2VF_Port FIP snooping FCoE VLANsmust meet the following criteria:

• An FCoE VLAN should be dedicated to FCoE traffic only.

• An FCoE VLAN cannot support both VN2VF_Port FIP snooping and VN2VN_Port FIP

snooping simultaneously. Youmust configure separate FCoE VLANs for VN2VF_Port

FIP snooping traffic and for VN2VN_Port FIP snooping traffic.

NOTE: Changing an FCoE VLAN from VN2VF_Port FIP snoopingmode to
VN2VN_Port snoopingmode terminates the existing virtual links on the
VLAN. The transit switch removes the existing FIP snooping filters, creates
the new FIP snooping filters, and applies them to the FIP snooping ports.
If you downgrade the software to Junos OS Release 12.1 or earlier, VLANs
configuredforVN2VN_PortFIPsnooping revert toVN2VF_PortFIPsnooping
VLANs.

• ForQFX3500switches,QFX3600switches,andQFabricsystemNodedevices, configure

all accessports thatbelong toanFCoEVLAN(ports connected toaconvergednetwork

adapter [CNA] inanFCoEdevice) in tagged-accessportmode.Accessportsassociated

with an FCoE VLAN should not be configured as access ports or trunk ports on these

platforms, although trunk port configuration is supported.

However, on QFX5100 switches that run the Enhanced Layer 2 Software (ELS) CLI,

configure access ports that belong to an FCoE VLAN in trunk interface mode.

• All ports connected to an FC switch (or FCoE forwarder) must be configured in trunk

port mode. Ports connected to an FC switch must be configured as trusted ports.

• FIP traffic uses the native VLAN (FIP VLAN discovery and notification frames are

exchanged as untagged packets).

• All FCoE VLAN traffic must be tagged and cannot belong to the native VLAN.

• FCoE VLAN traffic cannot be untagged or priority-tagged.
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When you enable VN2VF_Port FIP snooping, the switch inspects FIP frames.

The VN2VF_Port FIP snooping implementation includes these considerations:

• ENode-Facing Interfaces on page 4862

• Network-Facing Interfaces on page 4863

• FC-MAP on page 4863

ENode-Facing Interfaces

Whenthe interfaces thatbelong toanFCoEVLANconnectdirectly toFCoEdevices (there

is no other transit switch between the FCoE devices and the QFX Series switch), we

recommend that you enable VN2VF_Port FIP snooping on all FCoE VLANs that connect

VN_Ports toVF_Ports. EnablingFIP snoopingensures secureconnectionsbetweenserver

ENodesandFCswitches. (EnablingVN2VN_PortFIPsnoopingensuressecureconnections

on FCoE VLANs that connect VN_Ports to other VN_Ports). FIP snooping should always

be enabled at the access edge.

Systems that run Enhanced Layer 2Software (ELS) such as theQFX5100 switch support

a slightly different configuration on ENode-facing interfaces than systems that do not

run ELS. This section describes:

• Non-ELS Port Mode for FCoE Interfaces on page 4862

• ELS Interface Mode for FCoE Interfaces on page 4862

• Trusted and Untrusted FCoE Interfaces on page 4863

Non-ELS Port Mode for FCoE Interfaces

The interfaces that belong to FCoE VLANs (interfaces that connect to CNAs in FCoE

devices) on systems that do not support ELS should be configured in tagged-access port

mode. After you enable VN2VF_Port FIP snooping on an FCoE VLAN, the transit switch

denies FCoE traffic fromany ENode on that VLANuntil the ENode performs a valid fabric

login with an FC switch.

The tagged-accessportmodewasnotavailable in JunosOSRelease 11.3andprior releases.

In Release 11.3 and earlier, trunk port mode was used for Ethernet interfaces that

connected to FCoE access devices. Because tagged-accessmode is now available, using

trunkmode for interfaces connected to FCoE CNAs is not recommended.

If an existing configuration uses trunkmode for ports connected to FCoE CNAs, you can

change the port mode to tagged-accesswithout disrupting traffic. Although we

recommend changing the port mode of these ports from trunk to tagged-access as a

best practice, it is not mandatory. New configurations should use tagged-accessmode

for interfaces that connect to FCoE devices.

ELS Interface Mode for FCoE Interfaces

The interfaces that belong to FCoE VLANs (interfaces that connect to CNAs in FCoE

devices) on systems that support ELS shouldbe configured in trunk interfacemode. After

you enable VN2VF_Port FIP snooping on an FCoE VLAN, the transit switch denies FCoE

traffic from any ENode on that VLAN until the ENode performs a valid fabric login with

an FC switch.
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Trusted and Untrusted FCoE Interfaces

Do not configure ENode-facing interfaces as FCoE trusted interfaces when VN2VF_Port

FIP snooping is enabled on those interfaces. If you enable VN2VF_Port FIP snooping on

an FCoE VLAN and you configure ENode-facing interfaces that are members of the FIP

snooping VLAN as fcoe-trusted, then FCoE devices might not be able to log in to the FC

network.

Changingports fromuntrusted to trusted removesanyexistingVN2VF_Port FIP snooping

filters fromtheports and terminates theexisting sessions. Changing the fabric ports from

trusted to untrusted forces all of the FCoE sessions on those ports to log out so that

when the ENodes and VN_Ports log in again, the switch can build the appropriate

VN2VF_Port FIP snooping filters.

Network-Facing Interfaces

When the switch acts an FCoE transit switch, youmust configure any interface that is

connected toa switchasanFCoE trusted interface in trunkportmodeandasa 10-Gigabit

Ethernet interface.

Switch-facing Ethernet interfaces have the following requirements and behaviors:

• Youmust explicitly configure switch-facing trunk ports on an FCoE transit switch as

FCoE trusted interfaces.

• After you configure an FC switch-facing trunk port as a trusted interface, the FCoE

transit switch always processes FC switch frames because they come from a source

on a trusted interface.

• All ports in an FCoE VLANmust be configured as tagged access or trunk ports.

FC-MAP

When theswitchactsasanFCoE transit switchandyouenableVN2VF_Port FIP snooping

on an FCoE VLAN, you can optionally specify a 24-bit FCoEmapped address prefix

(FC-MAP) value. On a given VLAN, the transit switch learns only those FC switches that

have amatching FC-MAP value. If the transit switch FCoE VLAN FC-MAP value does not

match the FC switch FC-MAP value, the transit switch does not discover the FC switch

on thatVLAN, and theENodeson thatVLANcannot access theFCswitch. AnFCoEVLAN

can have one and only one FC-MAP value.

The FC-MAP value is a MAC address prefix unique to an FC switch in the FC SAN fabric

that the FC switch uses to identify FCoE traffic for a given FC fabric (traffic on a particular

FCoEVLAN). The FC switch combines the FC-MAP valuewith a unique 24-bit FCID value

for the ENode VN_Port during the login process. This creates a 48-bit identifier that is

unique to the fabric. The FC switch assigns this 48-bit value to the ENode VN_Port as its

MAC address and unique identifier for the session. Each VN_Port session the ENode

establishes with the FC switch receives a unique FCID from the FC switch, so an FCoE

device can host multiple virtual links (one for each VN_Port) to an FC switch, each with

a 48-bit MAC address that is unique to the fabric.
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The VN2VF_Port FIP snooping filter compares the configured FC-MAP value with the

FC-MAP value in the header of frames coming from the ENode VN_Port. If the values do

not match, the transit switch denies access.

NOTE: Changing theFC-MAPvaluecausesall logins tobedroppedandforces
ENodes to log in again.

NOTE: Do not configure static MAC addresses with the FC-MAP value as a
prefix (the first 24 bits of the MAC address). If you configure a static MAC
address that uses theFC-MAPvalueasaprefix, the systemdeletes the static
MAC address automatically after you enable FIP snooping. The static MAC
address configuration is not restored even if you disable FIP snooping later.
(The system considers a static MAC address with the FC-MAP value as the
prefix to be amisconfiguration.) Do not use aMACaddresswith the FC-MAP
value as the prefix for any traffic other than the FIP snooping traffic when
the QFX Series is acting as a transit switch.

T11 VN2VF_Port FIP Snooping Specification

For more details about VN2VF_Port FIP snooping, see

http://www.t11.org/ftp/t11/pub/fc/bb-5/08-264v3.pdf for the Technical Committee T11

organization document Increasing FCoE Robustness using FIP Snooping.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding DCB Features and Requirements on page 4795

• Understanding FCoE Transit Switch Functionality on page 4804

• Understanding an FCoE-FC Gateway on page 4808

• Overview of FIP on page 4790

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

• Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface on

page 5072

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Understanding Fibre Channel Terminology on page 4895

Copyright © 2014, Juniper Networks, Inc.4864

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://www.t11.org/ftp/t11/pub/fc/bb-5/08-264v3.pdf


Understanding VN_Port to VN_Port FIP Snooping on an FCoE Transit Switch

VN_Port to VN_Port (VN2VN_Port) Fibre Channel over Ethernet (FCoE) Initialization

Protocol (FIP) snooping (FC-BB-6) on an FCoE transit switch is conceptually similar to

VN_Port to VF_Port (VN2VF_Port) FIP snooping (FC-BB-5) on an FCoE transit switch.

AnFCoE transit switch is adatacenterbridging (DCB)switchwithFIP snoopingcapability.

VN2VN_Port FIP snooping provides security in the form of filters. The filters help prevent

unauthorized access and data transmission on a bridge that connects ENodes on the

Ethernet network.

Themain difference between VN2VN_Port FIP snooping and VN2VF_Port FIP snooping

is that you use VN2VN_Port FIP snooping when the FCoE devices reside on the Ethernet

network, so there is noneed to forward traffic betweenFCoEdevices to theFibreChannel

(FC) network, and you useVN2VF_Port FIP snoopingwhen FCoEdevices on the Ethernet

network need to access targets on the FC network, so FCoE traffic must be forwarded

to the FC network. See “Understanding VN_Port to VF_Port FIP Snooping on an FCoE

Transit Switch” on page 4858 for information about VN2VF_Port FIP snooping.

You enable VN2VN_Port FIP snooping on the FCoE VLAN that transports the VN2VN

traffic. The transit switchappliesVN2VN_Port FIP snooping filters at theports associated

with the FCoE VLANs on which you enable VN2VN FIP snooping.

A key benefit of VN2VN_Port FIP snooping is that it enables FCoE initiators and targets

to communicate directly through the switch without going through an FCoE forwarder

(FCF) or an FC switch. The transit switch does not differentiate between initiators and

targetsbecause the transit switch seesbothVN_PortsasFIPvirtual link endpoints.Direct

VN2VN_Port communication requires secure access (FIP snooping filters) because

ENodes are not trusted entities.

This topic describes:

• VN2VN_Port FIP Snooping and FIP Snooping Virtual Links on page 4865

• VN2VN_Port Communication Modes on page 4866

• Network Security on page 4867

• VN2VN_Port FIP Snooping Functions on page 4867

• Scalability on page 4867

• VN2VN_Port FIP Snooping Implementation on page 4867

• ENode-Facing Interfaces on page 4868

• Network-Facing Interfaces (Connecting to Another Transit Switch) on page 4869

• Beacon Period (VN2VN_Port FIP Snooping Link Maintenance) on page 4870

• QFabricSystemDifferences inVN2VN_PortFIPSnoopingTrafficHandlingonpage4870

VN2VN_Port FIP Snooping and FIP Snooping Virtual Links

FIP snooping under the T11 FC-BB-5 specification requires that an FC switch or an FCF

be in the path between two VN_Ports when they communicate. Introduced in the T11

FC-BB-6 specification (see http://www.t11.org/ftp/t11/pub/fc/bb-6/10-019v3.pdf),

VN2VN_Port FIP snooping allows the FCoE transit switch to connect two VN_Ports to
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each other directly, without going through an FC switch or an FCF, provided that the

ENodes have logged in to the FC network.

In VN2VF_Port FIP snooping, when an ENode logs in to the FC network, the FCoE transit

switch snoops the FIP communication between the ENode and the FC switch. In

VN2VN_Port FIP snooping mode, the transit switch creates filters on the switch access

ports to control VN_Port access to other VN_Ports on the Ethernet network. The

VN2VN_Port FIP snooping filters allow the switch to establish a dedicated virtual link

that emulates a point-to-point connection between two VN_Ports, through the switch.

Virtual links pass transparently through the transit switch. The VN_Ports do not detect

the transit switch, and virtual links appear to be direct point-to-point links.

You explicitly enable VN2VN_Port FIP snooping on FCoE VLANs when the QFX Series

switch or QFabric system is an FCoE transit switch connecting FCoE devices on the

Ethernet network to each other and to FC switches or gateways at the FC storage area

network (SAN) edge.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoEVLANs for
VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping traffic.
On FCoE VLANs that are configured as VN2VN_Port FIP snooping VLANs,
VN_Port to VF_Port traffic is dropped.

When you enable FIP snooping, the systemsnoopsVN2VF_Port packets and
enforces security only on VN_Port to VF_Port virtual links. When you enable
VN2VN_PortFIPsnooping, thesystemsnoopsVN_Port toVN_PortFIPpackets
and enforces security only on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

theFCoEVLANsonwhichyouenableVN2VN_PortFIPsnooping.VN2VN_PortFIPsnooping

provides security for virtual links by creating filters based on information gathered

(snooped) about FCoE devices during FIP transactions.

VN2VN_Port CommunicationModes

The transit switch supports two VN2VN_Port communication modes:

• Point-to-point mode

• Multipoint mode

In point-to-point mode, two ENodes are connected to the network and form a single

VN_Port to VN_Port virtual link. This is analogous to the point-to-point FC link between

an FC initiator and an FC target.

In multipoint mode, multiple ENodes are connected to the network and formmultiple

virtual links. Each virtual link is created between one pair of VN_Ports. This is analogous

to loopmode in traditional FC networks.
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TheVN2VN_Port communicationmode is not configured; it is determined by the number

of ENodes connected to the network.

Network Security

In traditional FC networks, the FC switch is usually a trusted entity and the server ENodes

are untrusted entities. The ENodes connect directly to the FC switch VF_Ports. After an

ENode gains access to the network through the fabric login (FLOGI) process, the FC

switch enforces zoning configurations, ensures that the ENode uses valid addresses,

monitors the connection, and performs other security functions to prevent unauthorized

access.

However, FCoE exposes FC frames to Ethernet networks, which do not have the same

level of security as native FC networks. VN2VN_Port FIP snooping filters emulate the

native FC network security functions by preventing unauthorized access and by ensuring

the security of the virtual link between ENode VN_Ports. The transit switch performs

VN2VN_Port FIP snooping at the ports connected to the FCoE VN_Port devices.

VN2VN_Port FIP Snooping Functions

When you enable VN2VN_Port FIP snooping, the transit switch sets and applies filters

to block all FCoE traffic on the VLAN by default. The transit switch monitors FIP logins,

solicitations, and advertisements that pass through it and gathers information about the

ENode address. The transit switch uses the information to construct filters that permit

access only to logged-in ENodes. All other traffic on the VLAN is denied.

The filters enable FCoE frames to pass through the transit switch only on a virtual link

established between two VN_Ports. The filters ensure that ENodes can only connect to

other ENodes if they have successfully logged in to each other, and that only valid FCoE

traffic along valid paths is transmitted. VN2VN_Port FIP snooping maintains the filters

by tracking VN_Port to VN_Port sessions.

Scalability

Because ENodes are untrusted and the system needs to apply filters to untrusted FIP

snooping interfaces, the total number of combined VN2VN_Port FIP snooping sessions

per switch is 376 sessions (ENode to ENode sessions) on untrusted interfaces. On

interfaces that are configured as trusted interfaces, no FIP snooping filters are applied.

NOTE: The total numberof sessions thesystemcansupport is thecombined
number of VN2VF_Port sessions and VN2VN_Port sessions. If VN2VF_Port
sessions are active, the total number of available VN2VN_Port sessions is
reduced.

VN2VN_Port FIP Snooping Implementation

You enable VN2VN_Port FIP snooping on a per-VLAN basis on VLANs that carry FCoE

traffic. The switch snoops FIP frames at the ports associated with FCoE VLANs enabled

for VN2VN_Port FIP snooping. The switch then installs the resulting filters on the

ENode-facing ports to ensure that all FIP snooping occurs on the switch network edge.
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VN2VN_Port FIP snooping FCoE VLANsmust meet the following criteria:

• An FCoE VLAN should be dedicated to FCoE traffic only.

• An FCoE VLAN cannot support both VN2VF_Port FIP snooping (FC-BB-5) and

VN2VN_Port FIP snooping (FC-BB-6) simultaneously. Youmust configure separate

FCoE VLANs for FIP snooping traffic and for VN2VN_Port FIP snooping traffic.

NOTE: Changing an FCoE VLAN from VN2VF_Port FIP snoopingmode to
VN2VN_Port FIPsnoopingmode terminates theexistingvirtual linkson the
VLAN. The transit switch removes the existing FIP snooping filters, creates
the new FIP snooping filters, and applies them to the FIP snooping ports.
If you downgrade the software to Junos OS Release 12.1 or earlier, VLANs
configuredforVN2VN_PortFIPsnooping revert toVN2VF_PortFIPsnooping
VLANs.

• For QFX3500 switches, QFX3600 switches, and QFabric system Node devices, as a

bestpractice, youshouldconfigureall accessports thatbelong toanFCoEVLAN(ports

connected to a converged network adapter [CNA] in an FCoE device) in tagged-access

port mode. However, access and trunk port modes are also supported. For QFX5100

switches, configure access ports that belong to an FCoEVLAN in trunk interfacemode.

• Access ports should be configured as untrusted ports.

• All ports connected to another transit switch must be configured in trunk port mode.

• FIP traffic uses the native VLAN.

• You can enable VN2VN_Port FIP snooping on a native VLAN.

ENode-Facing Interfaces

Whenthe interfaces thatbelong toanFCoEVLANconnectdirectly toFCoEdevices (there

is no other transit switch between the FCoE devices and the QFX Series switch), we

recommendthat youeitherenableVN2VN_PortFIPsnoopingonall FCoEVLANs toensure

secure connections between VN_Ports, or enable VN2VF_Port FIP snooping on FCoE

VLANs that connect ENodes to an FC switch. FIP snooping should always be enabled at

the access edge.

Systems that run Enhanced Layer 2Software (ELS) such as theQFX5100 switch support

a slightly different configuration on ENode-facing interfaces than systems that do not

run ELS. This section describes:

• Non-ELS Port Mode for FCoE Interfaces on page 4868

• ELS Interface Mode for FCoE Interfaces on page 4869

• Trusted and Untrusted FCoE Interfaces on page 4869

Non-ELS Port Mode for FCoE Interfaces

The interfaces that belong to FCoE VLANs (interfaces that connect to CNAs in FCoE

devices) should be configured in tagged-access port mode, unless your CNA does not

support tagged VN2VN traffic. After you enable VN2VN_Port FIP snooping on an FCoE
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VLAN, the transit switchdeniesFCoE traffic fromanyENodeon thatVLANuntil theENode

performs a valid fabric login (FIP FLOGI) with another ENode.

The tagged-accessportmodewasnotavailable in JunosOSRelease 11.3andprior releases.

In Release 11.3 and earlier, trunk port mode was used for Ethernet interfaces that

connected to FCoE access devices. Because tagged-accessmode is now available, using

trunkmode for interfaces connected to FCoE CNAs is not recommended.

If an existing configuration uses trunkmode for ports connected to FCoE CNAs, you can

change the port mode to tagged-accesswithout disrupting traffic. Although we

recommend changing the port mode of these ports from trunk to tagged-access as a

best practice, it is not mandatory. New configurations should use tagged-accessmode

for interfaces that connect to FCoE devices.

ELS Interface Mode for FCoE Interfaces

The interfaces that belong to FCoE VLANs (interfaces that connect to CNAs in FCoE

devices) on systems that support ELS shouldbe configured in trunk interfacemode. After

you enable VN2VF_Port FIP snooping on an FCoE VLAN, the transit switch denies FCoE

traffic from any ENode on that VLAN until the ENode performs a valid fabric login with

an FC switch.

Trusted and Untrusted FCoE Interfaces

Do not configure ENode-facing interfaces as FCoE trusted interfaces when VN2VF_Port

FIP snooping is enabled on those interfaces. If you enable VN2VF_Port FIP snooping on

an FCoE VLAN and you configure ENode-facing interfaces that are members of the FIP

snooping VLAN as fcoe-trusted, then FCoE devices might not be able to log in to the FC

network.

Changingports fromuntrusted to trusted removesanyexistingVN2VF_Port FIP snooping

filters fromtheports and terminates theexisting sessions. Changing the fabric ports from

trusted to untrusted forces all of the FCoE sessions on those ports to log out so that

when the ENodes and VN_Ports log in again, the switch can build the appropriate

VN2VF_Port FIP snooping filters.

Network-Facing Interfaces (Connecting to Another Transit Switch)

Configure any interface that is connected to another transit switch (not to an ENode) as

an FCoE trusted interface, in trunk port mode, and as a 10-Gigabit Ethernet interface.

Network-facing Ethernet interfaces have the following requirements and behaviors:

• Youmust explicitly configure network-facing trunk ports on an FCoE transit switch as

FCoE trusted interfaces.

• After you configure a network-facing trunk port as a trusted interface, the FCoE transit

switch always processes frames from the connected switch because they come from

a source on a trusted interface.

• As a best practice, configure ports in an FCoEVLANas tagged access ports, but access

and trunk port modes are also supported to accommodate whatever types of VN2VN

traffic your CNA supports.
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Beacon Period (VN2VN_Port FIP Snooping LinkMaintenance)

The transit switch needs to maintain the virtual links between VN_Ports, and needs to

knowwhen sessions begin and end, and when to install and remove the FIP snooping

filters. FIP snooping uses a FIP keepalive advertisement to accomplish this task.

VN2VN_Port FIP snooping does not exchange FIP keepalive timer information. Instead,

you configure a beacon period, which performs the same function as a keepalive timer.

Thebeaconperiod is the time intervalbetweenmessageswhichverify that theconnection

is still valid and that the device at the other end of the virtual link is still reachable. You

set the beacon period value for each FCoE VLAN that you configure to do VN2VN_Port

FIP snooping.

NOTE: Explicitly set the beacon period when you configure VN2VN_Port FIP
snooping. VN_Ports do not automatically send beacons.

ENodes transmit periodicmulticastN_Port_IDbeacons to theALL-VN2VN-ENode-MACs

address. The transmission period varies by a randomdelay of between 0ms and 100ms

to avoid synchronized bursts of multicast traffic on the network.

If the transit switch does not receive a beaconmessage from an ENode within 2.5 times

the configured beacon period, the transit switch considers the virtual link to be downand

terminates the virtual link to that ENode.

QFabric SystemDifferences in VN2VN_Port FIP Snooping Traffic Handling

Configuring VN2VN_Port FIP snooping on a QFabric system is the same as configuring

VN2VN_Port FIP snooping on the QFX Series. However, there are internal differences in

the way a QFabric system handles VN2VN_Port FIP snooping traffic compared to the

wayaQFXSeries switchhandlesVN2VN_PortFIPsnooping traffic.The internaldifferences

are transparent. Whether you configure VN2VN_Port FIP snooping on a QFabric system

or on the QFX Series, the proper FIP snooping filters and forwarding information are

installed on each device.

On the QFX Series, the VN2VN_Port FIP snooping traffic does not cross a fabric

(Interconnect device). VN2VN_Port traffic enters and exits ports on a single switch, so

the ingress port and the egress port have access to the same local forwarding and FIP

snooping databases.

However, on a QFabric system, VN2VN_Port FIP snooping traffic might enter on the

ingress port of one Node device, traverse the Interconnect device fabric, and exit on the

egress port of a different Node device. In this case, the QFabric systemmust ensure that

the FIP snooping database and forwarding information for the VN2VN_Port traffic is

installed correctly on both of the Node devices so that traffic is correctly filtered and

forwarded.

Forexample, Figure 177onpage4871showsthatVN2VN_Port traffic fromFCoEhostENode

E1 enters theQFabric systematNodedeviceND1, traverses the Interconnectdevice fabric,

and then exits from Node device ND2 before arriving at FCoE host ENode E2. Similarly,
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VN2VN_Port traffic from FCoE host ENode E2 enters the QFabric system at Node device

ND2, traverses the Interconnectdevice fabric, and thenexits fromNodedeviceND1before

arriving at FCoE host ENode E1.

Figure 177: VN2VN_Port Traffic Across a QFabric Interconnect Device
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When the QFabric system receives a FLOGI ACC from either ENode E1 or ENode E2, the

QFabric system creates and installs the correct VN2VN_Port FIP snooping filters on both

Node devices, and updates the forwarding tables accordingly.

In addition, the QFabric systemmust also ensure that the VN2VN_Port FIP snooping

session statistics are correctly counted. Even though a session is running on each of the

two Node devices, the QFabric system counts the complete VN2VN_Port connection as

one session because the two Node devices belong to the same session. This ensures

that VN2VN_Port sessions that traverse the Interconnect device fabric are counted as

one unique session, not as two separate sessions.

Related
Documentation

Understanding DCB Features and Requirements on page 4795•

• Understanding FCoE Transit Switch Functionality on page 4804

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• Overview of FIP on page 4790

• Understanding Fibre Channel Terminology on page 4895

• Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073
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Understanding FIP Snooping, FBF, andMVR Filter Scalability

The VLAN filter processor (VFP) ternary content addressable memory (TCAM) stores

the VLAN filter configuration for three filter types:

• FibreChanneloverEthernet (FCoE) InitializationProtocol (FIP) snooping—FIPsnooping

filters prevent an FCoE device from gaining unauthorized access to a Fibre Channel

(FC) storagedeviceor toanother FCoEdevice.VN2VF_Port FIP snooping filtersprevent

an FCoE device from gaining unauthorized access to devices on an FC network.

VN2VN_Port FIP snooping filters prevent an FCoE device from gaining unauthorized

access to another FCoE device directly through the QFX Series or QFabric system,

without traversing the FC network.

The VFP TCAM stores the VN2VF_Port and VN2VN_Port FIP snooping filters that the

switch automatically creates when you enable FIP snooping on a VLAN that carries

FCoE traffic. See “Understanding VN_Port to VF_Port FIP Snooping on an FCoE Transit

Switch”onpage4858and“UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoE

Transit Switch” on page 4865 for more information.

• Filter-based forwarding (FBF)—FBF enables you to use firewall filters to direct packets

to virtual routing instances. The switch then forwards the matching packets based on

theconfigurationof the routing instances.TheVFPTCAMstores the termsyouconfigure

for FBF filters. See “Understanding Filter-Based Forwarding” on page 4412 for more

information.

• Multicast VLAN registration (MVR)—MVR enables you to configure amulticast source

VLAN (MVLAN) that is shared across a Layer 2 network. An MVLAN distributes IPTV

multicast streamsacrossdifferentVLANswithouthaving tocreateaseparatemulticast

streamfor eachVLAN,andwithout compromising thesecurity andseparationof traffic

in the different VLANs. TheVFPTCAMstores theMVR rules you configure forMVLANs.

See “UnderstandingMulticast VLAN Registration” on page 3974 formore information.

FIP snooping filters, FBF filters, and MVR rules share the VFP TCAMmemory space. In

most use cases, the VFP TCAMmemory is sufficient to store filter terms and information

for all three applications.

• VFP TCAM Architecture and Allocation on page 4872

• VFP TCAM Entry Consumption on page 4873

• Rejected Filter Configurations (No Available VFP TCAM Space) on page 4876

• VFP TCAM Allocation and Consumption (Scaling) Examples on page 4877

• Filter Configuration Recommendations on page 4879

VFP TCAMArchitecture and Allocation

Whenpackets arrive at an ingress interface, theVFPTCAM is the first TCAM in the packet

pipeline. The VFP TCAM stores a total of 1024 entries. The 1024 entries are partitioned

into four equal slices of 256 entries.

TheVFPTCAMallocates entries to three filter types (FIP snooping filters, FBF filter terms,

and MVR rules) in 256-entry slices. The VFP TCAM dynamically allocates the minimum

number ofmemory slices required to store the filters for aparticular filter type, as needed.
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The TCAM does not allocate partial slices to a filter type, and slices cannot be shared

among filter types. At any given time, each slice contains entries for one and only one

filter type.

For example, if you configure one MVR rule, the system allocates a whole slice to MVR

rules, even if the MVR rule consumes only one TCAM entry. The remaining 256 entries in

the slice allocated to MVR rules can store subsequently configured MVR rules, but not

FIP snooping or FBF filters. Similarly, if FIP snooping filters consume 50 entries of a

256-entry slice, the remaining 206 entries in the FIP snooping slice are available only to

store more FIP snooping filters, not to store FBF filter terms or MVR rules.

The VFP TCAM allocates slices to a filter type only if there is at least one configured filter

or rule for that filter type. If no filters exist for a filter type, then the VFP TCAM does not

allocate a slice to that filter type.

NOTE: The VFP TCAM rejects partial filters. For example, if an FBF filter
containssix terms,but there isonly space in theTCAMfor fourof those terms,
the whole filter is not committed.

Each filter type can use from zero slices to all four slices of VFP TCAM space. However,

if one filter type uses three slices, then only one slice remains, so only one other filter type

can use the remaining slice. In that situation, if you configure filters for all three filter

types, the last filter type that you configure receives no TCAM space for its filter entries.

Filters that receive no TCAM entry space are not implemented.

VFP TCAMEntry Consumption

FIPsnooping filters, FBF filters, andMVRrules consumeVFPTCAMentry space indifferent

ways:

• FIP Snooping Filter VFP TCAM Consumption on page 4873

• FBF Filter VFP TCAM Consumption on page 4874

• MVR Filter VFP TCAM Consumption on page 4875

• VFP TCAM Consumption Summary Table on page 4875

FIP Snooping Filter VFP TCAMConsumption

VN2VF_Port FIP snooping filters consume VFP TCAM entry space differently than

VN2VN_Port FIP snooping filters:

• VN2VF_Port FIP Snooping Filter VFP TCAM Consumption on page 4874

• VN2VN_Port FIP Snooping Filter VFP TCAM Consumption on page 4874

NOTE: One FCoE VLAN cannot support both VN2VF_Port traffic and
VN2VN_Port traffic. Configure separate FCoE VLANs for VN2VF_Port traffic
and for VN2VN_Port traffic.
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VN2VF_Port FIP Snooping Filter VFP TCAMConsumption

The switch uses an algorithm that allows one 256-entry slice of the VFP TCAM to store

the maximum possible number of VN2VF_Port FIP snooping filters (2500 filters).

VN2VF_Port FIP snooping filters never consumemore than one slice of the VFP TCAM.

Regardless of whether there is one VN2VF_Port FIP snooping session or there are 2500

VN2VF_Port FIP snooping sessions, VN2VF_Port FIP snooping filters consume one slice

of the VFP TCAM. (If there are no VN2VF_Port or VN2VN_Port FIP snooping sessions, the

TCAM does not allocate a slice for FIP snooping filters.)

VN2VN_Port FIP Snooping Filter VFP TCAMConsumption

VN2VN_Port FIP snooping filters consume one VFP TCAM entry for each VN2VN_Port

session. Themaximum number of VN2VN_Port FIP snooping sessions is 376 sessions

per switch. (If you configure an interface that carries VN2VN_Port FIP snooping traffic as

a trusted interface, the switch does not apply filters on the trusted interface.)

Because the switch can have up to 376 VN2VN_Port sessions running simultaneously,

with each session consuming one entry, VN2VN_Port FIP snooping filters consume VFP

TCAM space as follows:

• 1–256 filters consume one slice

• 257–376 filters consume two slices

FBF Filter VFP TCAMConsumption

Each FBF filter term is double-wide, so each FBF filter term consumes two entries in the

VFPTCAM.One256-entry slice cancontainup to 128FBF filter terms. FBF filters consume

VFP TCAM space as follows:

• 1–128 entries consume one slice

• 129–256 entries consume two slices

• 257–384 entries consume three slices

• 385–512 entries consume four slices

NOTE: In practice, FBF filters can consume only three slices of the VFP
TCAM because FBF filters are also stored simultaneously in the ingress
filter processor (IFP)TCAM, and the IFPTCAMcanstoreonly 384FBF filter
terms (768 entries, or 3 TCAM slices).

For example, if you configure FBF filters that contain 200 terms, then the FBF filters

require 400 VFP TCAM entries and consume 2 slices.

FBF filter entries are simultaneously stored in the VFP TCAM and the IFP TCAM. The IFP

TCAMcan only contain up to 768 entries—256 fewer entries (1 slice) than theVFPTCAM.

As with the VFP TCAM, FBF filters consume two IFP TCAM entries per filter term. In

addition to FBF filter terms, the IFP TCAM stores filter entries for firewall filters.
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CAUTION: Theremust be enough space in the VFP TCAM and the IFP TCAM
for the FBF filter entries. If both TCAMs do not have enough space for the
FBF filters, the switch rejects the portion of the configuration that it cannot
store and sends a syslogmessage to notify you.

For example, if you configure FBF filters that have400 terms, even though theVFPTCAM

has enough space to store the resulting 800 entries, the switch rejects a portion of the

configuration because the IFP TCAM can store amaximum of only 768 entries. If the IFP

TCAM stores no other filter entries, the switch rejects 32 FBF filter entries.

In another example, if you configure firewall filters that have a total of 200 terms, which

consume 200 entries in the IFP TCAM, and you then configure FBF filters that have a

total of 300 terms, the switch rejects a portion of the configuration because the FBF

filters require 600 entries. Combinedwith the 200 entries required for the firewall filters,

the total number of 800 entries exceeds themaximumof 768 entries that the IFP TCAM

can store. In this case, the switch accepts the first 768 entries and rejects the rest of the

filter entries. The switch installs the filter entries in the order that they are committed;

the rejected entries are the last entries the switch attempts to commit after the TCAM

space is exhausted.

The IFP TCAM limit of 768 entries means that the true maximum number of FBF filter

terms is 384 terms, even though the VFP TCAM can store up to 512 FBF terms.

MVR Filter VFP TCAMConsumption

EachMVR rule consumes one entry in the VFP TCAM, soMVR rules consume VFP TCAM

space as follows:

• 1–256 rules consume one slice

• 257–512 rules consume two slices

• 513–758 rules consume three slices

• 759–1024 rules consume four slices

VFP TCAMConsumption Summary Table

Table 372 on page 4876 summarizes VFP TCAM consumption.

NOTE: FBF filters are simultaneously stored in the VFP TCAM and in the IFP
TCAM. Due to the IFP TCAM limit of 768 entries (384 FBF filters), which is
256 entries fewer than theVFPTCAM, the effective VFPTCAMconsumption
limit for FBF filters is lower than the total amount of VFP TCAM entry space,
even when no other filters consume VFP TCAM space.
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Table 372: VFP TCAMEntry Consumption Summary

Other Limitations
MaximumVFP TCAMSlices
Consumed

VPF TCAM Entry
ConsumptionFilter Type

2500 session maximumOneslice(regardlessofnumber
of sessions)

Never consumesmore than
one slice

VN2VF_Port FIP snooping
filters

376 session maximumTwoOne entry per sessionVN2VN_PortFIPsnooping
filters

384 filters (due to IFP TCAM
limitation)

Three (due to IFP TCAM
limitation)

Two entries per filterFBF filters

1024 rule maximumFourOne entry per ruleMVR rules

Rejected Filter Configurations (No Available VFP TCAMSpace)

If there is not enough space available in the VFP TCAM to store the FIP snooping filters,

the configured FBF filters, and the MVR rules, the switch rejects only the portion of the

configuration that it cannot store. Any portion of the filter configuration that the TCAM

can store, is stored. In most cases, even if the switch rejects part of the configuration,

part of the configuration is also stored.

If the switch rejects any portion of a configuration, the switch sends a syslog message

to notify you of the failure. The switch does not generate a commit error, and the rejected

portionof theconfiguration remainson the switch, even though the rejectedconfiguration

does not function. (The accepted portions of the configuration function as expected.)

The syslog message shows you the filter configuration that the switch rejected.

We strongly recommend that you always delete rejected filter configurations from the

switch. It is important to delete rejected filter configurations because:

• Even though the rejected configuration remains on the switch, it does not function.

• After a reboot, there is noguarantee that the same filterswill be rejected. Thepreviously

rejected filters might be accepted, and other filters that had previously been accepted

might be rejected. Therefore, the functioning filter configuration could be changed

inadvertently and unexpectedly.

• Even if aVFPTCAMslicebecomesavailable, the switchdoesnotautomatically allocate

the available slice to the rejected configuration. To use the available slice, youmust

delete and reconfigure the rejected configuration.

For example, you configure FBF filters andMVR rules on a switch, and that switch also

transports FCoE traffic with VN2VF_Port FIP snooping (never consumesmore than

one slice) enabled on FCoE access interfaces. After you commit the configuration, you

check the syslog. You find that the VN2VF_Port FIP snooping and FBF filters consume

all four slices of the VFP TCAM, and the MVR configuration was rejected. Instead of

deleting theMVRconfiguration, you leave it on theswitch.Subsequently, allVN2VF_Port

FIP snooping sessions end, the FIP snooping filters time out and are removed from the

VFPTCAM, so the slice thatwasallocated toVN2VF_Port FIP snooping filters becomes

free. However, the MVR rules do not automatically receive the free slice.
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To force the switch to allocate the free slice to the MVR rules, you should delete the

MVRrules fromtheconfigurationand then reconfigure theMVRrules.Whenyoucommit

the new configuration, check the syslog messages to ensure that the MVR rule

configuration was accepted.

In this example, you could also choose to free a VFP TCAM slice for MVR rule storage

by deleting someof the FBF filters. To do this, you delete both the unneeded FBF filters

and the MVR rule configuration. Then you reconfigure the MVR rules, and check the

syslog to ensure that the configuration was successful.

VFP TCAMAllocation and Consumption (Scaling) Examples

The following examples illustrate how FIP snooping entries, FBF filter entries, and MVR

rule entries consume VFP TCAM slices:

• Example 1: Three Filter Types Consume Three Slices on page 4877

• Example 2: Three Filter Types Consume Four Slices on page 4877

• Example 3: Two Filter Types Consume Four Slices on page 4878

• Example 4: Three Filter Types Oversubscribe the VFP TCAM on page 4878

Example 1: Three Filter Types Consume Three Slices

Filters and rules are configured in the following sequence:

• 100 VN2VN_Port FIP snooping filters (1 slice)

• 2 MVR rules (1 slice, 2 entries)

• 60 FBF filter terms (1 slice, 120 entries)

One slice remains free. The slice allocated to VN2VN_Port FIP snooping filters can store

156more filters before another slice is required. The slice allocated to MVR rules can

store 254more rules before another slice is required. The slice allocated to FBF filters

can store 68more filter terms (136 entries) before another slice is required. Providing

that the IFPTCAMhasspace for theFBF filter terms, the switchaccepts this configuration

and rejects no filters.

Example 2: Three Filter Types Consume Four Slices

Filters and rules are configured in the following sequence:

• 2000 VN2VF_Port FIP snooping filters (always 1 slice)

• 18 MVR rules (1 slice, 18 entries)

• 150 FBF filter terms (2 slices, 300 entries)

All four slices are allocated to filter types. The slice allocated to MVR rules can store

238more rules before it is full. The slice allocated to FBF filters can store 106more filter

terms (212 entries) before it is full. Providing that the IFP TCAM has space for the FBF

filter terms, the switch accepts this configuration and rejects no filters.

4877Copyright © 2014, Juniper Networks, Inc.

Chapter 58: Overview



NOTE: If you configuremore MVR rules or FBF filters than entry space
remaining in the slices, the switch rejects those rules and filters because no
slice is available. The switch installs filters in the order that they were
configured, so if filters are rejected, the filters configured last are rejected.

Example 3: Two Filter Types Consume Four Slices

Filters and rules are configured in the following sequence:

• 50 VN2VF_Port FIP snooping filters (always 1 slice)

• 300 FBF filter terms (3 slices, 600 entries)

All four slices are allocated to filter types. No slices are available for MVR rules. The third

slice allocated to FBF filters can store 84more filter terms (168 entries) before it

consumes all of its entry space. Providing that the IFP TCAM has space for the FBF filter

terms, the switch accepts this configuration and rejects no filters.

NOTE: If you configureMVR rules or if you configuremore than 84more FBF
filters, the switch rejects those rules and filters because no slice is available
for the MVR rules, and the FBF filter slice has entry space for only 84more
filter terms.

Example 4: Three Filter Types Oversubscribe the VFP TCAM

Filters and rules are configured in the following sequence:

• 1750 VN2VF_Port FIP snooping filters (always 1 slice)

• 10 MVR rules (1 slice, 10 entries)

• 275 FBF filter terms (2 slices, 512 accepted entries, 38 rejected entries)

All four slices are allocated to filter types. The slice allocated to MVR rules can store 246

more rules before it is full, but the number of FBF filter terms exceeds the amount of

available VFP TCAM storage space. (The 275 FBF filter terms consume 550 VFP TCAM

entries. However, there are only two available slices, for a total of 512 available entry

spaces, so only 256 FBF filter terms can be stored, leaving 19 rejected FBF filter terms.)

The switch accepts the VN2VF_Port FIP snooping filters, the MVR rules, and 256 FBF

filter terms. The switch retains the excess FBF filters in the configuration, but does not

install those filters in the VFP TCAM. In this case, you delete the rejected FBF filter terms

from the configuration. Alternatively, you could delete the MVR rules from the

configuration to free a slice of the TCAM, and then delete and reconfigure the rejected

FBF filters so that the system allocates the freed slice to the FBF filters.
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NOTE: The sequence of configurationmakes a difference; if there is not
enough VFP TCAM space for a given filter type, the switch installs the filters
that fit in the order they are configured. For example, if you configure the FBF
filters before you configure theMVR rules, the VFP TCAM allocates one slice
to FIP snooping filters, three slices to FBF filters (assuming the IFP TCAM
has available space), and no slices to MVR rules, because all four slices are
allocated before the switch attempts to install the MVR rules in the VFP
TCAM.

Filter Configuration Recommendations

To utilize the VFP TCAM spacemost efficiently:

• Configure and Maintain the Fewest Number of Filters Needed on page 4879

• Always Delete Rejected Filter Configurations on page 4880

Configure andMaintain the Fewest Number of Filters Needed

To conserve VFP TCAM entry space, and because FBF filter storage also depends on the

availability of IFP TCAM space, we recommend that you configure as few FBF filters and

MVR rules as is practical to serve your network needs. Themore filters you configure, the

greater the possibility of exceeding TCAM storage capacity.

Several factors determine VFP TCAM consumption:

• Type of filters configured—Different filter types consume different amounts of VFP

TCAM space. VN2VF_Port FIP snooping filters never consumemore than one slice.

MVR rules and VN2VN_Port FIP snooping filters consume entries in a slice at a rate of

one entry per MVR rule or VN2VN_Port session. FBF filter terms consume entries in a

slice at a rate of two entries per FBF filter term.

• Numberof filters configured—Although thenumberof filtersdoesnotaffect thenumber

of slices allocated to the VN2VF_Port FIP snooping filter type (it is always one slice for

one or more VN2VF_Port FIP snooping filters and no slice for no FIP snooping filters),

the number of VN2VN_Port FIP snooping filters, MVR rules, and FBF filter terms that

you configure determine howmany VFP TCAM slices are required for each filter type.

For example, if you configure 257 MVR rules, the MVR rule entries consume 2 slices.

One slice stores 256MVR rules (entries), and one slice stores 1MVR rule (entry). In this

case, if you can eliminate one MVR rule, you can free a slice to allocate to other filter

types.

• Sequence of filter configuration—If you configure toomany filters for the VFP TCAM

to store, the last filters you configure are not stored in the TCAM.

Always check the syslog after you configure FBF filters or MVR rules to ensure that the

configuration was not rejected. If you enable FIP snooping on access ports, check the

syslog to ensure that the configuration was not rejected due to lack of VFP TCAM

space.

If you check the syslog and a filter configuration has been rejected, delete the filters

that were rejected from the configuration.
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TIP: If you no longer need an FBF filter or an MVR rule, delete it from the
configuration to conserve VFP TCAM space. Enable VN2VF_Port or
VN2VN_Port FIP snooping on access ports only if the switch port is directly
connected toFCoEdevices. (FIPsnoopingshouldbeperformedat theaccess
edge. FIP snooping should not be performed on traffic that has already been
snooped and filtered at the access edge. If another switch between the QFX
SeriesorQFabricsystemandtheFCoEdevicesalreadyperformsFIPsnooping,
do not enable FIP snooping on the QFX Series or QFabric system.)

Always Delete Rejected Filter Configurations

The switch does not return a commit error if it rejects any portion of a configuration.

Instead, the switch sends a syslog message to report the rejected portion of the

configuration. The rejected portion of the configuration remains on the switch, but does

not function.

After you configure FBF filters or MVR rules, or enable FIP snooping, check the syslog

messages to ensure that the switch accepted the configuration. If the switch rejected

any portion of the configuration, delete that portion of the configuration. (You do not

need to delete the portion of the configuration that was accepted, unless you want to

reconfigure those filters or rules.)

CAUTION: If youdonotdelete rejected filter configurations, and if you reboot
the system, you cannot predict which filters the system installs after the
reboot. For example, a switch with the following configuration hasmore
configured filters than the VFP TCAM can support:

• VN2VF_Port FIP snooping sessions (always consumes one slice)

• 20MVR rules (consume one slice)

• 300 FBF filters (attempt to consume three slices, but because only two
slices are available, 256 filters consume two slices, and the remaining
44 filters are rejected)

If you do not delete the 44 rejected FBF filters, then if the switch reboots, the
44 FBF filters that were rejectedmight be accepted, and 44 different FBF
filters might be rejected. This unpredictable behavior is the reason that you
should check the syslogmessagesafter you configure filters, and if any filters
were rejected, you should always delete the rejected filters from the
configuration.

Related
Documentation

UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858•

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

• Understanding Filter-Based Forwarding on page 4412

• Understanding Multicast VLAN Registration on page 3974
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• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Example: Using Filter-Based Forwarding to Route Application Traffic to a Security

Device on page 4479

• Configuring Multicast VLAN Registration (CLI Procedure) on page 4053

UnderstandingMC-LAGs on an FCoE Transit Switch

Multichassis link aggregation groups (MC-LAGs) provide redundancy and loadbalancing

between twoQFXSeries switches,multihomingsupport for clientdevices suchas servers,

and a loop-free Layer 2 network without running Spanning Tree Protocol (STP).

You can use anMC-LAG to provide a redundant aggregation layer for Fibre Channel over

Ethernet (FCoE) traffic. To support lossless transport of FCoE traffic across an MC-LAG,

youmust configure the appropriate class of service (CoS) on both of the QFX Series

switcheswithMC-LAG portmembers. The CoS configurationmust be the same on both

of theMC-LAGswitchesbecauseMC-LAGsdonotcarry forwardingclassand IEEE802.1p

priority information.

Ports that are part of an FCoE-FC gateway configuration (a virtual FCoE-FC gateway

fabric) do not support MC-LAGs. Ports that are members of an MC-LAG act as

passthrough transit switch ports.

QFX Series switches support MC-LAGs. QFabric system Node devices do not support

MC-LAGs, and QFX3500 and QFX3600 Virtual Chassis switches do not support FCoE.

This topic describes:

• Supported Topology on page 4881

• FIP Snooping and FCoE Trusted Ports on page 4883

• CoS and Data Center Bridging (DCB) on page 4884

Supported Topology

QFX Series switches that are not directly connected to FCoE hosts and that act as

passthrough transit switches support MC-LAGs for FCoE traffic in an inverted-U network

topology. Figure 178onpage4882showsan inverted-UtopologyusingQFX3500switches.
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Figure 178:SupportedTopology foranMC-LAGonanFCoETransitSwitch
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The following rules and guidelines apply to MC-LAGs when used for FCoE traffic. The

rulesandguidelineshelpensure theproperhandlingand lossless transport characteristics

required for FCoE traffic:

• The two QFX Series switches that form the MC-LAG (Switches S1 and S2) cannot use

ports that are part of an FCoE-FC gateway fabric. The MC-LAG switch ports must be

passthrough transit switch ports (used as part of an intermediate transit switch that

is not directly connected to FCoE hosts).

• MC-LAG Switches S1 and S2 cannot be not directly connected to the FCoE hosts.

• The twoQFXSeries switches that serveasaccessdevices for FCoEhosts (FCoETransit

Switches TS1 and TS2) use standard LAGs to connect toMC-LAG Switches S1 and S2.

FCoE Transit Switches TS1 and TS2 can be standalone QFX Series switches or they

can be Node devices in a QFabric system.

• Transit Switches TS1 and TS2must use transit switch ports for the FCoE hosts and for

the standard LAGs to MC-LAG Switches S1 and S2.

• Enable FIP snooping on the FCoE VLAN on Transit Switches TS1 and TS2. You can

configure either VN_Port toVF_Port (VN2VF_Port) FIP snooping or VN_Port toVN_Port

(VN2VN_Port) FIP snooping, depending on whether the FCoE hosts need to access

targets in the FC SAN (VN2VF_Port FIP snooping) or targets in the Ethernet network

(VN2VN_Port FIP snooping).

FIP snooping shouldbeperformedat theaccess edgeand is not supportedonMC-LAG

switches. Do not enable FIP snooping onMC-LAG Switches S1 and S2. (Do not enable

FIP snooping on the MC-LAG ports that connect Switches S1 and S2 to Switches TS1

and TS2 or on the LAG ports that connect Switch S1 to S2.)

• TheCoSconfigurationmustbeconsistenton theMC-LAGswitches.BecauseMC-LAGs

carry no forwarding class or priority information, each MC-LAG switch needs to have
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the same CoS configuration to support lossless transport. (On each MC-LAG switch,

the name, egress queue, and CoS provisioning of each forwarding class must be the

same, and the priority-based flow control (PFC) configuration must be the same.)

Transit Switches (Server Access)

The role of FCoE Transit Switches TS1 and TS2 is to connect FCoE hosts in amultihomed

fashion to theMC-LAG switches. In essence, Transit Switches TS1 and TS2 act as access

switches for the FCoE hosts. (FCoE hosts are directly connected to Transit Switches TS1

and TS2.)

The transit switch configuration depends on whether you want to do VN2VF_Port FIP

snooping or VN2VN_Port FIP snooping, andwhether theQFXSeries transit switches also

have ports configured as part of an FCoE-FC gateway virtual fabric. Ports that the QFX

Series switch uses in an FCoE-FC gateway virtual fabric cannot be included in the transit

switch LAG connection to the MC-LAG switches. (Ports cannot belong to both a transit

switchandanFCoE-FCgateway; youmustusedifferentports foreachmodeofoperation.)

MC-LAG Switches (FCoE Aggregation)

The role of MC-LAG Switches S1 and S2 is to provide redundant, load-balanced

connections between FCoE transit switches. In essence, MC-LAG Switches S1 and S2

act as aggregation switches. FCoE hosts are not directly connected to the MC-LAG

switches.

The MC-LAG switch configuration is the same regardless of which type of FIP snooping

that FCoE Transit Switches TS1 and TS2 perform.

FIP Snooping and FCoE Trusted Ports

Tomaintain secureaccess, enableVN2VF_Port FIP snoopingorVN2VN_Port FIP snooping

at the transit switch access ports connected directly to the FCoE hosts. FIP snooping

should be performed at the access edge of the network to prevent unauthorized access.

For example, in Figure 178 on page 4882, you enable FIP snooping on the FCoEVLANs on

Transit Switches TS1 andTS2 that include the access ports connected to the FCoEhosts.

Do not enable FIP snooping on the switches used to create the MC-LAG. For example, in

Figure178onpage4882,youwouldnotenableFIPsnoopingontheFCoEVLANsonSwitches

S1 and S2.

Configure links between switches as FCoE trustedports to reduce FIP snooping overhead

andensure that the systemperformsFIP snooping only at the access edge. In the sample

topology, configure the Transit Switch TS1 and TS2 LAG ports connected to theMC-LAG

switches as FCoE trusted ports, configure theSwitchS1 andS2MC-LAGports connected

to Switches TS1 and TS2 as FCoE trusted ports, and configure the ports in the LAG that

connects Switches S1 to S2 as FCoE trusted ports.
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CoS and Data Center Bridging (DCB)

The MC-LAG links do not carry forwarding class or priority information. The following

CoS properties must have the same configuration on each MC-LAG switch or on each

MC-LAG interface to support lossless transport:

• FCoE forwarding class name—For example, the forwarding class for FCoE traffic could

use the default fcoe forwarding class on both MC-LAG switches.

• FCoE output queue—For example, the fcoe forwarding class could bemapped to

queue 3 on both MC-LAG switches (queue 3 is the default mapping for the fcoe

forwarding class).

• Classifier—The forwarding class for FCoE traffic must bemapped to the same IEEE

802.1pcodepointoneachmember interfaceof theMC-LAGonbothMC-LAGswitches.

For example, the FCoE forwarding class fcoe could bemapped to IEEE 802.1p code

point 011 (code point 011 is the default mapping for the fcoe forwarding class).

• Priority-based flow control (PFC)—PFCmust be enabled on the FCoE code point on

each MC-LAG switch and applied to each MC-LAG interface using a congestion

notification profile.

Youmustalsoconfigureenhancedtransmissionselection(ETS)on theMC-LAG interfaces

to provide sufficient scheduling resources (bandwidth, priority) for lossless transport.

The ETS configuration can be different on each MC-LAG switch, as long as enough

resources are scheduled to support lossless transport for the expected FCoE traffic.

LLDP and DCBXmust be enabled on each MC-LAGmember interface (LLDP and DCBX

are enabled by default on all interfaces).

NOTE: Aswithall otherFCoEconfigurations, FCoEtraffic requiresadedicated
VLAN that carries only FCoE traffic, and IGMP snoopingmust be disabled on
the FCoE VLAN.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage4940

• Example: Configuring Multichassis Link Aggregation on page 1904
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Understanding CoS Flow Control (Ethernet PAUSE and PFC)

Flow control supports lossless transmission by regulating traffic flows to avoid dropping

frames during periods of congestion. Flow control stops and resumes the transmission

of network traffic between two connected peer nodes on a full-duplex Ethernet physical

link. Controlling the flow by pausing and restarting it prevents buffers on the nodes from

overflowing and dropping frames. You configure flow control on a per-interface basis.

The QFX Series supports twomethods of flow control:

• IEEE 802.3X Ethernet PAUSE

• IEEE 802.1Qbb priority-based flow control (PFC)

Ethernet PAUSE and PFC are link-level flow control mechanisms.

Ethernet PAUSE pauses transmission of all traffic on a physical Ethernet link.

PFC decouples the pause function from the physical Ethernet link and enables you to

divide traffic on one link into eight priorities. You can think of the eight priorities as eight

“lanes” of traffic that aremapped to forwarding classes and output queues. Each priority

ismapped to a 3-bit IEEE 802.1p CoS code point flag in the VLANheader. You can enable

PFC on one or more priorities (IEEE 802.1p code points) on a link. When PFC-enabled

traffic is paused on a link, traffic that is not PFC-enabled continues to flow (or is dropped

if congestion is severe enough).

Use Ethernet PAUSE when you want to prevent packet loss on all of the traffic on a link.

Use PFC to prevent traffic loss only on specified types of traffic (for example, Fibre

Channel over Ethernet traffic).

NOTE: Depending on the amount of traffic on a link or assigned to a priority,
pausing traffic can cause ingress port congestion and spread congestion
through the network.

Attempting to configure both Ethernet PAUSE and PFC on a link causes a commit error.

Ethernet PAUSE and PFC are mutually exclusive configurations on an interface.

By default, all forms of flow control are disabled. Youmust explicitly enable flow control

on interfaces to pause traffic.

• Ethernet PAUSE on page 4885

• PFC on page 4889

• Lossless Transport Support Summary on page 4893

Ethernet PAUSE

Ethernet PAUSE is a congestion relief feature that works by providing link-level flow

control for all trafficona full-duplexEthernet link. EthernetPAUSEworks inbothdirections

on the link. In one direction, an interface generates and sends Ethernet PAUSEmessages

to stop the connected peer from sendingmore traffic. In the other direction, the interface
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responds to Ethernet PAUSEmessages it receives from the connected peer to stop

sending traffic. Ethernet PAUSE also works on aggregated Ethernet interfaces. For

example, if the connected peer interfaces are called Node A and Node B:

• When the receive buffers on interface Node A reach a certain level of fullness, the

interface generates and sends an Ethernet PAUSEmessage to the connected peer

(interface Node B) to tell the peer to stop sending frames. The Node B buffers store

framesuntil the timeperiod specified in the Ethernet PAUSE frameelapses; thenNode

B resumes sending frames to Node A.

• When interface Node A receives an Ethernet PAUSEmessage from interface Node B,

interfaceNodeAstops transmitting framesuntil the timeperiodspecified in theEthernet

PAUSE frame elapses; then Node A resumes transmission. (The Node A transmit

buffers store frames until Node A resumes sending frames to Node B.)

In this scenario, if Node B sends an Ethernet PAUSE frame with a time value of 0 to

Node A, the 0 time value indicates to Node A that it can resume transmission. This

happens when the Node B buffer empties to below a certain threshold and the buffer

can once again accept traffic.

Symmetric flow controlmeans an interface has the same Ethernet PAUSE configuration

in both directions. The Ethernet PAUSE generation and Ethernet PAUSE response

functions are both configured as enabled, or they are both disabled. You configure

symmetric flow control by including the flow-control statement at the [edit interfaces

interface-name ether-options] hierarchy level.

Asymmetric flowcontrolallows you to configure theEthernetPAUSE functionality in each

direction independentlyonan interface.Theconfiguration forgeneratingEthernetPAUSE

messages and for responding to Ethernet PAUSEmessages does not have to be the

same. It can be enabled in both directions, disabled in both directions, or enabled in one

direction and disabled in the other direction. You configure asymmetric flow control by

including the configured-flow-control statement at the [edit interfaces interface-name

ether-options] hierarchy level.

Onanyparticular interface, symmetricandasymmetric flowcontrolaremutuallyexclusive.

Asymmetric flow control overrides and disables symmetric flow control. (If PFC is

configuredonan interface, thePFCconfigurationoverridesEthernetPAUSE flowcontrol.)

The QFX Series supports both symmetric and asymmetric flow control.

• Symmetric Flow Control on page 4886

• Asymmetric Flow Control on page 4887

Symmetric Flow Control

Symmetric flow control configures both the receive and transmit buffers in the same

state. The interface canboth sendEthernetPAUSEmessages and respond to them(flow

control is enabled), or the interface cannot send Ethernet PAUSEmessages or respond

to them (flow control is disabled).

When you enable symmetric flow control on an interface, the Ethernet PAUSE behavior

dependson theconfigurationof theconnectedpeer.Withsymmetric flowcontrol enabled,

the interface can perform any Ethernet PAUSE functions that the connected peer can
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perform. (Whensymmetric flowcontrol isdisabled, the interfacedoesnot sendor respond

to Ethernet PAUSEmessages.)

Asymmetric Flow Control

Asymmetric flowcontrol enablesyou tospecify independentlywhetherornot the interface

receive buffer generates and sends Ethernet PAUSEmessages to stop the connected

peer from transmitting traffic, andwhether or not the interface transmit buffer responds

to Ethernet PAUSEmessages it receives from the connected peer and stops transmitting

traffic. The receive buffer configuration determines if the interface transmits Ethernet

PAUSEmessages, and the transmit buffer configuration determines if the interface

receives and responds to Ethernet PAUSEmessages:

• Receivebufferson—EnableEthernetPAUSEtransmission(generateandsendEthernet

PAUSE frames)

• Transmit buffers on—Enable Ethernet PAUSE reception (respond to received Ethernet

PAUSE frames)

Youmust explicitly set the flowcontrol for both the receive buffer and the transmit buffer

(onoroff) toconfigureasymmetricEthernetPAUSE.Table373onpage4887describes the

configured flow control state when you set the receive (Rx) and transmit (Tx) buffers

on an interface:

Table 373: Asymmetric Ethernet PAUSE Flow Control Configuration

Configured Flow Control State
Transmit (Tx)
Buffer

Receive (Rx)
Buffer

Interface generates and sends Ethernet PAUSEmessages. Interface does not respond
to Ethernet PAUSEmessages (interface continues to transmit even if peer requests
that the interface stop sending traffic).

OffOn

Interface responds to Ethernet PAUSEmessages received from the connected peer,
but does not generate or send Ethernet PAUSEmessages. (The interface does not
request that the connected peer stop sending traffic.)

OnOff

Same functionality as symmetric Ethernet PAUSE. Interface generates and sends
Ethernet PAUSEmessages and responds to received Ethernet PAUSEmessages.

OnOn

Ethernet PAUSE flow control is disabled.OffOff

The configured flow control is the Ethernet PAUSE state configured on the interface.

On 1-Gigabit Ethernet interfaces, the QFX Series supports autonegotiation of Ethernet

PAUSE with the connected peer. (The QFX Series does not support autonegotiation on

10-Gigabit Ethernet interfaces.) Autonegotiation enables the interface to exchange state

advertisementswith theconnectedpeer so that the twodevicescanagreeon theEthernet

PAUSE configuration. Each interface advertises its flow control state to the connected

peer using a combination of the Ethernet PAUSE and ASM_DIR bits, as described in

Table 374 on page 4888:
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Table 374: Flow Control State Advertised to the Connected Peer (Autonegotiation)

DescriptionASM_DIR BitPAUSE BitTx Buffer StateRx Buffer State

The interface advertises no
Ethernet PAUSE capability. This
is equivalent to disabling flow
control on an interface.

00OffOff

The interface advertises
symmetric flowcontrol (both the
transmission of Ethernet PAUSE
messages and the ability to
receive and respond to Ethernet
PAUSEmessages).

01OnOn

The interface advertises
asymmetric flow control (the
transmission of Ethernet PAUSE
messages, but not the ability to
receive and respond to Ethernet
PAUSEmessages).

10OffOn

The interface advertises both
symmetric and asymmetric flow
control. Although the interface
does not generate and send
Ethernet PAUSE requests to the
peer, the interface supports both
symmetric and asymmetric
EthernetPAUSEconfigurationon
the peer because the peer is not
affected if the peer does not
receiveEthernetPAUSErequests.
(If the interface responds to the
peer’s Ethernet PAUSE requests,
that is sufficient to support either
symmetric or asymmetric flow
control on the peer.)

11OnOff

The flow control configuration on each switch interface interacts with the flow control

configuration of the connected peer. Each peer advertises its state to the other peer. The

interaction of the flow control configuration of the peers determines the flow control

behavior (resolution) between them, as shown in Table 375 on page 4889. The first four

columns show the Ethernet PAUSE configuration on the local QFX Series and on the

connectedpeer (alsoknownas the linkpartner). The last twocolumnsshowtheEthernet

PAUSE resolution that results from the local and peer configurations on each interface.

This illustrates how the Ethernet PAUSE configuration of each interface affects the

Ethernet PAUSE behavior on the other interface.
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NOTE: In the Resolution columns of the table, disabling Ethernet PAUSE
transmit means that the interface receive buffers do not generate and send
Ethernet PAUSEmessages to the peer. Disabling Ethernet PAUSE receive
means that the interface transmit buffers do not respond to Ethernet PAUSE
messages received from the peer.

Table 375: Asymmetric Ethernet PAUSE Behavior on Local and Peer Interfaces

Peer ResolutionLocal Resolution

Peer Interface
Local Interface
(QFX Series)

ASM_DIR
Bit

PAUSE
Bit

ASM_DIR
Bit

PAUSE
Bit

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

00

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care010

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0110

Disable Ethernet PAUSE transmit
and enable Ethernet PAUSE receive

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSE receive

1110

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care001

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t care101

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0011

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSE receive

Enable Ethernet PAUSE receive and
disable Ethernet PAUSE transmit

1011

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

11

NOTE: For your convenience,Table375onpage4889 replicatesTable28B-3
of Section 2 of the IEEE 802.X specification.

PFC

PFC is a lossless transport and congestion relief feature that works by providing granular

link-level flow control for each IEEE802.1p code point (priority) on a full-duplex Ethernet

link.When the receivebuffer onaswitch interface fills toa threshold, the switch transmits
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a pause frame to the sender (the connected peer) to temporarily stop the sender from

transmitting more frames. The buffer threshold must be low enough so that the sender

has time to stop transmitting frames and the receiver can accept the frames already on

the wire before the buffer overflows. The switch automatically sets queue buffer

thresholds to prevent frame loss.

When congestion forces one priority on a link to pause, all of the other priorities on the

link continue to send frames. Only frames of the paused priority are not transmitted.

When the receive buffer empties below another threshold, the switch sends amessage

that starts the flow again.

You configure PFC using a congestion notification profile (CNP). A CNP has two parts:

• Input—Specify the code point (or code points) onwhich to enable PFC, and optionally

specify the maximum receive unit (MRU) and the cable length between the interface

and the connected peer interface.

• Output—Specify the output queue or output queues that respond to pausemessages

from the connected peer.

You apply a PFC configuration by configuring a CNP on one or more interfaces. Each

interface that uses a particular CNP is enabled to pause traffic with the priorities (code

points) specified in that CNP. You can configure one CNP on an interface, and you can

configuredifferentCNPsondifferent interfaces.WhenyouconfigureaCNPonan interface,

ingress traffic that is mapped to a priority that the CNP enables for PFC is paused

whenever the queue buffer fills to the pause threshold. (The pause threshold is not

user-configurable.)

Configure PFC for a priority end to end along the entire data path to create a lossless

lane of traffic on the network. You can selectively pause the traffic in any queue without

pausing the traffic for other queues on the same link. You can create lossless lanes for

traffic such as Fibre Channel over Ethernet (FCoE), LAN backup, or management, while

using standard frame-drop congestion management for IP traffic on the same link.

Potential consequences of link-level flow control are:

• Ingress port congestion (configuring toomany lossless flows can cause ingress port

congestion)

• A paused priority that causes upstream devices to pause the same priority, thus

spreading congestion back through the network

Bydefinition, PFCsupports symmetric pauseonly (asopposed toEthernetPAUSE,which

supports symmetric and asymmetric pause). With symmetric pause, a device can:

• Transmit pause frames to pause incoming traffic. (You configure this using the input

stanza of a congestion notification profile.)

• Receive pause frames and stop sending traffic to a device whose buffer is too full to

accept more frames. (You configure this using the output stanza of a congestion

notification profile.)
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Receiving a PFC frame from a connected peer pauses traffic on egress queues based on

the IEEE802.1p priorities that thePFCpause frame identifies. The priorities are0 through

7. Bydefault, theprioritiesmap toqueuenumbers0 through7, respectively, and to specific

forwarding classes, as shown in Table 376 on page 4891:

Table 376: Default PFC Priority to Queue and Forwarding Class Mapping

Forwarding ClassQueueIEEE 802.1p Priority (Code Point)

best-effort00 (000)

best-effort11 (001)

best-effort22 (010)

fcoe33 (011)

no-loss44 (100)

best-effort55 (101)

network-control66 (110)

network-control77 (111)

For example, a received PFC pause frame that pauses priority 3 pauses output queue 3.

If youdonotwant touse thedefault configuration, youcanconfigurecustomizedmapping

of priorities to queues and forwarding classes.

NOTE: By convention, deployments with converged server access typically
use IEEE 802.1p priority 3 for FCoE traffic. The default forwarding class
configuration sets the fcoe forwarding class as a lossless forwarding class

that is mapped to queue 3. The default classifier maps incoming priority 3
traffic to the fcoe forwarding class.However, youmust apply PFC to the entire

FCoE data path to configure the end-to-end lossless behavior that FCoE traffic
requires.

If your network uses priority 3 for FCoE traffic, we recommend that you use
thedefault configuration. If your network usesapriority other than3 for FCoE
traffic, you can configure lossless FCoE transport on any IEEE 80.21p priority
asdescribed in “UnderstandingCoS IEEE802.1pPriorities for LosslessTraffic
Flows”onpage5427and“UnderstandingCoS IEEE802.1pPriorityRemapping
on an FCoE-FC Gateway” on page 5446.

You enable PFC on a priority by:

1. Specifying the IEEE 802.1p code point to pause in the input stanza of a CNP

2. Applying the CNP to the ingress interfaces on which you want to pause the traffic
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CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

A change to the PFC configurationmeans any change to a CNP, including
changing the inputportionof theCNP(enablingordisablingPFConapriority,
or changing theMRU or cable-length values) or changing the output portion
the CNP that enables or disables output flow control on a queue. A PFC
configuration change only affects ports that use the changed CNP.

The following actions change the PFC configuration:

• Deleting or disabling a PFC configuration (input or output) in a CNP that
is in use on one or more interfaces. For example:

1. An existing CNPwith an input stanza that enables PFC on priorities 3,
5, and 6 is configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and
then commit the configuration.

3. ThePFCconfigurationchangecausesall trafficon interfacesxe-0/0/20
and xe-0/0/21 to stop until the PFC change has been implemented.
When the PFC change has been implemented, traffic resumes.

• ConfiguringaCNPonan interface. (This changes thePFCstatebyenabling
PFC on one or more priorities.)

• Deleting aCNP froman interface. (This changes thePFCstate bydisabling
PFC on one or more priorities.)

When you associate the CNPwith an interface, the interface uses PFC to send pause

requestswhen the output queuebuffer for the lossless traffic fills to the pause threshold.

Although unicast traffic andmultidestination (multicast, broadcast, and destination

lookup fail) traffic must use different classifiers, you canmap a unicast queue (queue 0

through 7) and amultidestination queue (queue 8, 9, 10, or 11) to the same PFC priority

so that both unicast andmulticast traffic use that priority. Do not mapmultidestination

traffic to lossless priorities. Startingwith JunosOSRelease 12.3, you canmap one priority

to multiple output queues.
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NOTE: You can attach amaximum of one CNP to an interface, but you can
create an unlimited number of CNPs that explicitly configure only the input
stanza and use the default output stanza.

Theoutputstanzaof theCNPmaps toaprofile that interfacesuse to respond
to pausemessages received from the connected peer. On standalone
QFX3500 switches and QFX3600 switches, you can create two CNPs with
an explicitly configured output stanza.

When aQFX3500 switch or a QFX3600 switch is a Node device in a QFabric
system, you can create one CNPwith an explicitly configured output stanza.
(One fewerprofile isavailableonQFabric systemsbecause thesystemneeds
a default profile for fabric interfaces, which are not used as fabric interfaces
when the switches are not part of a QFabric system. “Understanding CoS
IEEE 802.1p Priorities for Lossless Traffic Flows” on page 5427 describes
configuring output flow control.

Lossless Transport Support Summary

TheQFXSeries supports up to six lossless forwarding classes. For lossless transport, you

mustenablePFConthe IEEE802.1ppriorities (codepoints)mappedto lossless forwarding

classes.

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

The following limitation applies to support lossless transport on QFabric systems only:

• The internal fiber cable length from the QFabric system Node device to the QFabric

system Interconnect device cannot exceed 150meters.

ThedefaultCoSconfigurationprovides two lossless forwardingclasses, fcoeandno-loss.

If youexplicitly configure lossless forwarding classes, youmust include theno-losspacket

drop attribute to enable lossless behavior, or the traffic is not lossless. For both default

andexplicit lossless forwardingclass configuration, youmust configureCNP input stanzas

to enable PFC on the priority of the lossless traffic and apply the CNPs to ingress

interfaces.
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NOTE: Junos OS Release 12.2 introduced changes to theway the QFX Series
handles lossless forwarding classes (including the default fcoe and no-loss

forwarding classes).

In Junos OS Release 12.1, either explicitly configuring the fcoe and no-loss

forwarding classes or using the default configuration for these forwarding
classes resulted in the same lossless behavior for traffic mapped to those
forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the

no-loss forwarding class, that forwarding class is no longer treated as a

lossless forwarding class. Traffic mapped to these forwarding classes is
treated as lossy (best-effort) traffic. This is true even if the explicit
configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the
explicit configuration of the fcoe or the no-loss forwarding class, then when

you upgrade to Junos OS Release 12.2, those forwarding classes are not
lossless. To preserve the lossless treatment of these forwarding classes,
delete the the explicit fcoe and no-loss forwarding class configuration before

you upgrade to Junos OS Release 12.2.

See “Overview of CoS Changes Introduced in Junos OS Release 12.2” on
page 5304 for detailed information about this change and how to delete an
existing lossless configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss

forwarding classes is the sameas in JunosOSRelease 12.2. However, in Junos
OS Release 12.3, you can configure up to six lossless forwarding classes. All
explicitly configured lossless forwardingclassesmust include thenewno-loss

packet drop attribute or the forwarding class is lossy.

“UnderstandingCoS IEEE802.1pPriorities forLosslessTrafficFlows”onpage5427provides

detailed information about the explicit configuration of lossless priorities and about the

default configuration of lossless priorities, including the input and output stanzas of the

CNP.

NOTE: PFCand Ethernet PAUSE are used only on Ethernet interfaces. Fabric
(fte) ports on QFabric systems (Node device fabric ports and Interconnect
device fabric ports) use link-layer flow control (LLFC) to ensure the
appropriate treatment of lossless traffic.

Related
Documentation

Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304•

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446
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• Understanding DCB Features and Requirements on page 4795

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

Understanding Fibre Channel Terminology

Tounderstand theFibreChannel (FC)andFibreChanneloverEthernet (FCoE)capabilities

of the QFX Series, you should become familiar with the terms defined in

Table 377 on page 4895.

Table 377: Fibre Channel Terms

DefinitionTerm

Format for the locally unique MAC address the FC switch assigns to FCoE
devices for FCoE transactions after FIP establishes a connection between an
FCoE device and the FC switch. The two addressingmodes are fabric-provided
MACaddress (FPMA)and server-providedMACaddress (SPMA). TheQFXSeries
supports only FPMA.

DuringFLOGIor FDISC, theENodeadvertises theaddressingmodes it supports.
If the FC switch supports an addressingmode that the ENode uses, the virtual
link can be established, and the devices can communicate.

Seealso fabric-providedMACaddress (FPMA)and server-providedMACaddress
(SPMA).

addressing mode

Well-knownmulticast MAC address to which all FCoE ENodes listen. FCFs
sendmulticast FIP discovery advertisementmessages and FIP keepalive
messages to the ALL-ENode-MACs address so that ENodes can discover and
maintain connections to FCFs. The hexadecimal format of the address is
01:10:18:01:00:01.

See alsowell-known address (WKA).

ALL-ENode-MACs

Well-knownmulticast MAC address to which all FCFs listen. ENodes send
multicast FIP discovery solicitationmessages to the ALL-FCF-MACs address
to find out which FCFs can accept a login. The hexadecimal format of the
address is 01:10:18:01:00:02.

See alsowell-known address (WKA).

ALL-FCF-MACs

See quantized congestion notification (QCN).congestion notification

Physical adapter that combines the functions of a Fibre Channel host bus
adapter (HBA) toprocessFCoE framesanda losslessEthernet network interface
card (NIC) to process non-FCoE Ethernet frames. CNAs have one or more
Ethernet ports. CNAs encapsulate Fibre Channel frames in Ethernet for FCoE
transport and de-encapsulate Fibre Channel frames fromFCoE to native Fibre
Channel.

See also host bus adapter (HBA).

converged network adapter (CNA)
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Set of IEEE specifications that enhance Ethernet to allow it to support
converged Ethernet (LAN) and Fibre Channel (SAN) traffic on one Ethernet
network. DCB features include priority-based flow control (PFC), enhanced
transmission selection (ETS),DataCenterBridgingCapabilityExchangeprotocol
(DCBX), quantized congestion notification (QCN), and full-duplex 10-Gigabit
Ethernet ports.

See also priority-based flow control (PFC), Ethernet PAUSE, enhanced
transmission selection (ETS),DataCenterBridgingCapabilityExchangeprotocol
(DCBX), and quantized congestion notification (QCN).

data center bridging (DCB)

An expansion port in an FC switch/FCF that connects the FC switch/FCF to
the E_Port of another FC switch/FCF to form an Interswitch Link (ISL) in a
common FC fabric.

expansion port (E_Port)

Discovery and exchange protocol for conveying configuration and capabilities
among neighbors to ensure consistent configuration across the network. It is
an extensionof the Link LayerDataProtocol (LLDP, described in IEEE802.1AB)

See also data center bridging (DCB).

Data Center Bridging Capability
Exchange protocol (DCBX)

Mechanism that provides finer granularity of bandwidth management within
a link.

See also data center bridging (DCB).

enhanced transmission selection
(ETS)

See FCoE Node (ENode)ENode

Lossless Ethernet MAC paired with an FCoE controller in an ENode.

See also FCoE node (ENode).

ENode MAC

Globally unique address assigned to the CNA by themanufacturer and used
to identify the node for FIP transactions.

ENode MAC address

As defined in IEEE 802.3X, a flow control mechanism that temporarily stops
the transmission of Ethernet frames on a link for a specified period. A receiving
element sends an Ethernet PAUSE framewhen a sender transmits data faster
than the receiver can accept it. Ethernet PAUSE affects the entire link, not just
an individual flow. An Ethernet PAUSE frame temporarily stops all traffic
transmission on the link and allows the receiver’s input buffer to empty
sufficiently to restart traffic on the link. Ethernet PAUSEmessages are sent to
the previous hop and do not automatically propagate to the source of the
congestion.

See also priority-based flow control (PFC).

Ethernet PAUSE

Interconnection of network nodes using one or more network switches that
function as a network single logical entity.

fabric
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Subsequent logins from the same ENode for different users, applications, or
virtualmachines after an ENode performs an initial FLOGI to log in to a switch.

FCandFIP FDISCmessages serve the same function in FCandFCoEnetworks,
respectively. N_Ports send FC FDISCmessages to the FC switch and VN_Ports
send FIP FDISCmessages to the FCF.

After an N_Port acquires its initial N_Port ID through the FC FLOGI process, it
canacquireadditionalN_Port IDsbysendinganFCFDISCwithanewworldwide
port nameandasource IDof0x000000.Thenewportnameandblanksource
ID tell the FC switch to assign a new N_Port ID to the N_Port. The different
N_Port IDs allowmultiple virtual machines or users on the N_Port to have
separate, secure virtual links on the same physical N_Port. These additional
ports are also referred to as VN_Ports.

FIP FDISC works the same way, except the VN_Port logs in using a FIP FLOGI
message.

See also fabric login (FLOGI) and N_Port ID.

fabric discovery (FDISC)

Creationofa logical connection to theFCswitchandestablishmentofanode’s
operating environment.

For FC devices, an N_Port logs in to the FC network by sending an FC FLOGI
message to the F_Port of an FC switch.

For FCoE devices, a VN_Port logs in to the FC network by sending a FIP FLOGI
message to the VF_Port of an FC switch.

fabric login (FLOGI)

FC port on an FC switch or an FCF that connects point-to-point to an FC node
port (N_Port) on an FC host (server or storage device). An F_Port provides
access to fabric services for FC devices.

F_Ports are intermediate ports in a connection between FC device end-point
N_Ports. For example, a connection between an FC host server and an FC
storage device through an FC switch looks like this: FC server N_Port to FC
switch ingress F_Port to FC switch egress F_Port to FC storage device N_Port.

See also node port (N_Port).

fabric port (F_Port)

MAC address that an FCF assigns to a single ENode MAC through the FLOGI
orFDISCprocess that is unique to the local fabric. TheFPMAuniquely identifies
a single VN_Port at that ENode MAC in FCoE transactions with the FCF.

Because an ENode can havemore than one ENode MAC, an FCF can assign
multiple FPMAs to an ENode, one FPMA per ENode MAC.

An FPMA is a 48-bit value that consists of two 24-bit values, theN_Port ID and
the FC-MAP value. The N_Port ID uniquely identifies the VN_Port and the
FC-MAP value identifies the FCF.

See also FCoE node (ENode), N_Port ID, and FCoEmapped address prefix
(FC-MAP).

fabric-providedMACaddress(FPMA)

Lossless EthernetMACpairedwith an FCoE controller in an FCF. The FCF-MAC
enables the FCF to handle FCoE traffic.

FCF-MAC
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Instantiates and terminates VN_Port and VF_Port instances on an ENode. An
ENode can havemore than one FCoE controller. Each FCoE controller is paired
with a lossless Ethernet MAC on the ENode.

See also lossless Ethernet MAC.

FCoE controller

Alternative term and acronym to refer to an FC switch that has all physical
Fibre Channel ports and the necessary set of services as defined in the T11
Organization Fibre Channel Switched Fabric (FC-SW) standards.

FC forwarder (FCF)

Defined by the Fibre Channel Backbone - 5 (FC-BB-5) Rev 2.00 specification
available at http://www.t11.org/ftp/t11/pub/fc/bb-5/09-056v5.pdf as a
device thathas thenecessary setof servicesasdefined inFC-SWand theFCoE
capabilities to act as an FCoE-based FC switch.

FCoE forwarder (FCF)

Layer 2 protocol for endpoint discovery, fabric login, and fabric association.
FIP enables FCoE devices and FC switches to discover one another. Through
FIP, FCoE nodes can log in to an FC switch, access the SAN FC fabric, and
communicate with target FC devices. FIP messages also maintain the
connection between the FCoE initiator and the FCF.

FIP has its own EtherType (0x8914) to distinguish its traffic from
payload-carrying FCoE traffic and other Ethernet traffic.

FCoE Initialization Protocol (FIP)

Virtual FC interface mapped onto a physical Ethernet interface to handle FC
frame encapsulation and de-encapsulation and transmission and reception
of FC frames encapsulated in Ethernet through a single virtual link.

FCoE link endpoint (LEP)

24-bit value that identifies the FC switch and is half of the 48-bit FPMAMAC
address. The FC-MAP value can be configured on the FC switch and has a
default value of 0EFC00h. The FC-MAP value was originally called the Fibre
Channel Organizationally Unique Identifier (FC-OUI).

See also fabric-provided MAC address (FPMA).

FCoEmapped address prefix
(FC-MAP)

Fibre Channel node that has one or more lossless Ethernet MACs, each paired
with an FCoE Controller in order to transmit FCoE frames. An ENode combines
FCoE termination functions and the FC stack on aCNA. ENodes present virtual
FC interfaces to FC switches or FCFs in the form of VN_Ports, which can
establish FCoE virtual links with FC switch/FCF VF_Ports. ENodes perform
FCoE related functions in a converged network adapter (CNA).

See also converged network adapter (CNA).

FCoE node (ENode)

A form of N_Port virtualizer in which the node-facing ports are FCoE ports and
the FC switch-facing ports are FC ports.

FCoE-FC gateway

A form of N_Port virtualizer in which the node-facing ports are FCoE ports and
the FC switch-facing ports are FCoE ports.

FCoE-FCoE gateway

A form of N_Port virtualizer in which the node-facing ports are FC ports and
the FC switch-facing ports are FC ports.

FC-FC gateway
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Switch with aminimum set of features designed to support FCoE Layer 2
forwarding and FCoE security. The switch can also have optional additional
features.

Minimum feature support is:

• Priority-based flow control (PFC)

• Enhanced transmission selection (ETS)

• Data Center Bridging Capability Exchange Protocol (DCBX), including the
FCoE application TLV

• FIP snooping (minimumsupport is FIP automated filter programming at the
ENode edge)

Additional FIP snooping capabilities can include learning the virtual FC
connectionpaths(VN2VF,VN2VN,orVE2VE)andmonitoring theFIPkeepalive
mechanisms. Other optional capabilities can also enhance FCoE within the
standards. FIP snooping is typically configurable on a per-VLAN basis.

A transit switch has an FC stack even though it is not an FC switch or an FCF.

FCoE transit switch (also known as a
FIP snooping bridge)

VLAN dedicated to carrying only FCoE traffic. FCoE traffic must travel in a
VLAN. Only FCoE interfaces should bemembers of an FCoE VLAN. Ethernet
traffic that is not FCoE traffic must travel in a different VLAN.

FCoE VLAN

High-speed network technology used for storage area networks (SANs).Fibre Channel

Network of Fibre Channel devices that allows communication among devices,
device name lookup, security, and redundancy.

Also a local fabric on a QFX3500 switch with FCoE interfaces connected to
FCoE devices on the Ethernet network and native FC interfaces connected to
an FC switch in a SAN.

Fibre Channel fabric

24-bit value theFCswitchassigns to theN_PortorVN_Portasaunique identifier
within the local FC network. The FCID consists of an 8-bit domain value, an
8-bit area value, and an 8-bit port value. The FCID is sometimes called an
N_Port ID.

See also N_Port ID.

Fibre Channel ID (FCID)

Standard for transportingFCframesoverEthernetnetworks. FCoEencapsulates
FibreChannel frames inEthernet so that thesamehigh-speedEthernetphysical
infrastructure can transport both data and storage traffic while preserving the
lossless CoS that FC requires. FCoE has its own EtherType (0x8906) to
differentiate it from other Ethernet traffic.

FCoE runs on a DCB network. FCoE servers connect to a switch that supports
both FCoE and native FC protocols. This allows FCoE servers on the Ethernet
network to access FC storage devices in the SAN fabric on one converged
network.

See also data center bridging (DCB).

Fibre Channel over Ethernet (FCoE)
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Functions required for establishing FC network connectivity among devices
and for managing devices on the FC network, such as login servers, domain
managers, name servers, and zone servers.

Fibre Channel services

FC or FCoE protocol capability implemented on a device to support the FC or
FCoE functionality. Having an FC stack does not imply consuming a domain
ID.

Each FC or FCoE enabled server or storage device has an FC stack. Similarly,
an FCor FCoE switch, an FCF, an FCoE-FC gateway, and an FCoE transit switch
have FC stacks.

FC stack

Network switch that implements the Fibre Channel protocol.Fibre Channel switch

Multicast or unicastmessage that the FC switch (or FCF) transmits to ENodes
to advertise the switch’s presence on the network so that ENodes can discover
the switch and request to log in to the FC fabric.

The FC switch periodically sends multicast FIP discovery advertisements to
the ALL-ENode-MACs address, a well-known address to which all ENodes
listen. Themulticast messages advertise the FC switch to all ENodes on the
VLAN and serve as keepalive messages to maintain connectivity between the
FC switch and ENodes.

When an ENode sends a FIP discovery solicitation message to the FC switch,
the FC switch responds with a unicast FIP discovery advertisement to that
ENode.

FIP discovery advertisement

Multicast or unicastmessage thatanENode transmits toFCswitches (or FCFs)
to find compatible switches in the network.

When an ENode initializes, it sends amulticast FIP discovery solicitation to the
ALL-FCF-MACs address, a well-known address to which all FC switches and
FCFs listen. Compatible switches reply with a unicast FIP discovery
advertisement.

The ENode compiles a list of compatible switches, selects a switch, and logs
in to that switch.

FIP discovery solicitation

Periodicmulticast FIP discovery advertisement sent from the FC switch or FCF
to all ENodes to maintain connectivity.

FIP keepalive
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

For VN_Port to VF_Port (VN2VF) paths (Technical Committee T11 BB-FC-5
specification), FIP snooping is a security feature enabled for FCoE VLANs on
anEthernet switch that connects ENodes to FCswitchesor FCFs. FIP snooping
inspects data in FIP frames and uses that data to create firewall filters. The
filters permit only traffic from sources that perform a successful FLOGI to the
FC switch. All other traffic on the VLAN is denied. FIP snooping filters are
installed on the ports in the FCoE VLAN.

For VN_Port to VN_Port (VN2VN) paths (Technical Committee T11 BB-FC-6
specification), theFIPsnoopingsecurity feature filtersaccessbetweenVN_Ports
in a similar manner to VN2VF_Port FIP snooping.

FIP snooping can also apply similarly to VE_Port to VE_Port (VE2VE) paths.

FIP snooping can also snoop to provide additional visibility of FCoE Layer 2
operation.

See also FCoE node (ENode).

FIP snooping

See FCoE transit switch and FIP snooping.FIP snooping bridge

Physical mechanism that connects a host system to other FC network and
storage devices. HBAs have a unique worldwide node name (WWNN) for the
HBA node, which all of the ports on the HBA share, and each port on an HBA
has a unique worldwide port name (WWPN).

host bus adapter (HBA)

Systemcomponent thatoriginatesan I/Ocommandoveran I/Obusornetwork.
An FCoE server sending a request to an FC storage device is an example of an
initiator.

initiator

Layer 2 Ethernet switchwith aminimumset of best-practice Ethernet features
to support iSCSI, alongwithoptional enhancements.Minimumfeature support
is:

• IEEE 802.3X asymmetric and symmetric flow control on ports not running
in DCBmode

• Priority-based flow control (PFC)

• Enhanced transmission selection (ETS)

• Data Center Bridging Capability Exchange Protocol (DCBX), including the
iSCSI application TLV

Other capabilities such as Internet storage name service (iSNS) are optional.

iSCSI transit switch

Link between the E_Ports of two FC switches in a common FC fabric. When
two FCoE-based FC switches are connected together, there is a virtual ISL
through Layer 2.

interswitch link (ISL)

For FCdevices, anN_Port logs out from theFCnetworkby sendinganFCLOGO
message to the F_Port of an FC switch. The switch can also send a LOGO
message to an N_Port to terminate its connection.

For FCoE devices, a VN_Port logs out from the FC network by sending a FIP
LOGOmessage to the VF_Port of an FC switch. The switch can also send a
LOGOmessage to a VN_Port to terminate its connection.

logout (LOGO)
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Full-duplex Ethernet MAC that implements Ethernet extensions to avoid
Ethernet frame loss due to congestion and supports at least 2.5-KB jumbo
frames. Each lossless Ethernet MAC combines with an FCoE Controller to
perform FCoE termination functions on an ENode.

See also priority-based flow control (PFC), quantized congestion notification
(QCN), FCoE controller, and FCoE node (ENode).

lossless Ethernet MAC

Ethernet network composed of only full-duplex links and lossless Ethernet
MACs and with CoS and flow control to prevent dropping of frames.

lossless Ethernet network

In DCB networks, the ability to switch FCoE frames over an Ethernet network
without dropping any frames. Lossless transport uses mechanisms such as
priority-based flow control and quantized congestion notification to control
traffic flows and avoid congestion.

lossless transport

See Fibre Channel ID (FCID).N_Port ID

Presents itself as an FC or FCoE switch to external devices, but connects to an
actual FC or FCoE switch in the other direction to provide the FC-SW services.

AnN_Port ID virtualizer logs in to the actual FC or FCoE switch in the sameway
as a normal node device and uses the NPIVmechanism to proxy incoming
FLOGIs to FDISCs on the actual FC or FCoE switch.

An N_Port ID virtualizes has an FC stack even though it is not an FC switch or
an FCF.

The acronym NPV is commonly used for N_Port ID virtualizer even though the
acronym is not defined in the standards.

N_Port ID virtualizer

NPIV enables a physical N_Port to acquire multiple N_Port IDs. Each N_Port ID
maps to a different application (such as a virtual machine) or to a different
user. This allows you to associate one F_Port withmany N_Port IDs and create
multiple discrete, secure virtual links over one physical point-to-point
connection.

NPIV increases resource and bandwidth utilization and allows the
implementationofaccesscontrol, zoning, andport securityonaper-application
or per-user basis.

After anN_Port performs a FLOGI and receives its first N_Port ID, it can request
more N_Port IDs by sending FDISCmessages.

See also fabric login (FLOGI), fabric discovery (FDISC), and virtual link.

N_Port ID Virtualization (NPIV)
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

N_Ports can be in twomodes:

• Fabric N_Port—Node port that is an FC host or storage device end port in a
point-to-point link between the device and the F_Port of an FC switch. The
point-to-point link can be virtual or physical.

• Point-to-point N_Port—Node port that connects to another N_Port. The
QFX3500 switch does not support this configuration.

N_Ports handle creation, detection, and flow of messages to and from the
connected devices.

node port (N_Port)

WWN that is unique worldwide and is assigned to an FC node. An NWWN is
valid formultipleports thatareon thatnode(this identifies theportsasnetwork
interfaces of a particular node).

node worldwide name (NWWN)

Role that theport plays in theFC fabric (endpoint device, FC switch connection
to endpoint devices, interswitch link).

See also node port (N_Port), virtual node port (VN_Port), proxy node port
(NP_Port), fabric port (F_Port), and virtual fabric port (VF_Port).

port mode

WWN that is unique worldwide and is assigned to an FC port.port worldwide name (PWWN)

Link-level flow control mechanism defined by IEEE 802.1Qbb that allows
independent flow control for each class of service (as defined in the 3-bit CoS
field of the Ethernet header by IEEE 802.1Q tags) to ensure that no frame loss
from congestion occurs in DCB networks.

PFC is an enhancement of the Ethernet PAUSEmechanism, but PFC controls
classes of flows, whereas Ethernet PAUSE indiscriminately pauses all of the
traffic on a link. With PFC, a receiving device can signal a transmitting device
to pause transmission based on traffic class.

PFC provides application-specific bandwidth reservations so you can ensure
that time-critical protocols and applications such as FCoE receive the priority
necessary to prevent frame loss. PFC allows the same physical link to carry
FCoE traffic and provide lossless service while also carrying loss-tolerant
Ethernet traffic.

See also Ethernet PAUSE.

priority-based flow control (PFC)

Connects FCoE initiators to FC switches in a converged Ethernet and Fibre
Channel network and acts as an intermediary for these devices. The FCoE-FC
gateway represents and acts for the FCoE initiators in transactions from the
FCoE initiators destined for an FC switch, including converting FIP and FCoE
frames to FC frames. The gateway represents and acts for an FC switch in
transactions from the FC switch destined for an FCoE initiator, including
converting FC frames to FIP frames and encapsulating FC frames in Ethernet.

proxy gatewaymode

N_Port on the QFX Series that performs proxy functions when it is configured
as an FCoE-FC gateway. The NP_Port acts as a proxy for the FCoE device
VN_Ports in transactions with the FC switch.

proxy node port (NP_Port)
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Mechanismdefinedby IEEE802.1Qau thatmanagesnetworkcongestionwithin
aLayer 2domain.Whenaqueue reachesaconfigured threshold,QCNthrottles
traffic at the sourceof thecongestionby transmittingmessages thatpropagate
back to the source and temporarily stop the source from transmitting. When
the queue crosses the threshold that indicates the congestion has dissipated,
QCN sends amessage to allow the source to resume transmitting frames.

quantized congestion notification
(QCN)

Fabric login (FLOGI) or fabric discovery (FDISC) login to the FC SAN fabric.
Session does not refer to end-to-end server-to-storage sessions.

session

MAC address that an ENode assigns to one of its ENode MACs and is not
assigned to any other ENode MAC in the same FCoE VLAN. An SPMA can be
associated with more than one VN_Port at that ENode MAC.

The QFX Series does not support SPMA.

See also ENode MAC and fabric-provided MAC address (FPMA).

server-provided MAC address
(SPMA)

Network whose primary purpose is the transfer of data between computer
systems and storage devices. This term ismost commonly used in the context
of any network that supports block storage, usually iSCSI, FC, and FCoE
networks.

storage area network (SAN)

System component that receives an I/O command. An FC storage device that
receives a request from a server is an example of a target.

target

Virtual ports created to form a connection (an interswitch link) between two
FCoE-based FC switches as part of a common FC fabric.

VE_Port

The Fibre Channel Backbone - 5 (FC-BB-5) Rev 2.00 specification capability of
FCFs to connect to each other as a single FCoE FC SAN.

VE2VE (VE_Port to VE_Port)

The Fibre Channel Backbone - 5 (FC-BB-5) Rev 2.00 specification capability of
an ENode to connect to an FCF or to an FCoE-enabled FC SAN.

VN2VF (VN_Port to VF_Port)

TheFibreChannelBackbone -6 (FC-BB-6) specificationcapability of anENode
to connect directly over Layer 2 to another ENode without the need of any
FC-related services. This capability is most often used in small-scale FCoE
SANs.

VN2VN (VN_Port to VN_Port)

Data-forwardingcomponent that emulatesanF_Port. AVF_Port is dynamically
instantiated on successful completion of a FIP FLOGI exchange and connects
to one or more VN_Ports. The term virtual indicates the use of a non-FC link
such as an FCoE link.

See also fabric port (F_Port).

virtual fabric port (VF_Port)

Logical link connecting two FCoE Link End Points (LEPs) over a lossless
Ethernet network, for example, the link between a VF_Port and a VN_Port. The
MAC addresses of the two LEPs identifies a virtual link.

See also FCoE link end point (LEP) and lossless Ethernet network.

virtual link
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Table 377: Fibre Channel Terms (continued)

DefinitionTerm

Data-forwarding component that emulates an N_Port. With FCoE, a VN_Port
is dynamically instantiated on successful completion of a FIP FLOGI exchange
and connects to one or more VF_Ports. The term virtual indicates the use of a
non-FC link such as an FCoE link.

VN_Port is also used for the virtual N_Ports created in both FC and FCoEwhen
additionalNPIV-based loginsoccuroverapreviouslycreatedN_Port-to-VN_Port
or N_Port-to-VF_Port connection.

See also node port (N_Port).

virtual node port (VN_Port)

Address identifier used toaccessa serviceprovidedbyanFC fabric. The service
canbedistributed inmanyelements throughouta fabric, or it canbecentralized
in one element. AWKA is always accessible, regardless of zoning. An example
of aWKA is the ALL-FCF-MACs address to which all FCFs listen.

well-known address (WKA)

64-bit identifier that is similar to a MAC address except that it is not used for
forwarding. It uniquely identifies an FC device. TheWWN is derived from the
IEEEorganizationally unique identifier (OUI) and vendor-supplied information.
AWWN is unique worldwide.

worldwide name (WWN)

See node worldwide name (NWWN).worldwide node name (WWNN)

See port worldwide name (PWWN).worldwide port name (WWPN)

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding QFabric System Terminology

DCBX

• Understanding DCBX on page 4905

• Understanding DCBX Application Protocol TLV Exchange on page 4915

Understanding DCBX

Data Center Bridging Capability Exchange protocol (DCBX) is an extension of Link Layer

Data Protocol (LLDP). If you disable LLDP on an interface, that interface cannot run

DCBX. If you attempt to enable DCBX on an interface on which LLDP is disabled, the

configuration commit operation fails. Data center bridging (DCB) devices use DCBX to

exchange configuration information with directly connected peers.

This topic describes:

• DCBX Basics on page 4906

• DCBXModes and Support on page 4907

• DCBX Attribute Types on page 4909

• DCBX Application Protocol TLV Exchange on page 4911
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• DCBX and PFC on page 4912

• DCBX and ETS on page 4912

DCBX Basics

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.

You can configure DCBX operation for priority-based flow control (PFC), Layer 2 and

Layer 4 applications such as FCoE and iSCSI, and ETS. DCBX is enabled or disabled on

a per-interface basis.

By default, for PFC and ETS, DCBX automatically negotiates administrative state and

configuration with each interface’s connected peer. To enable DCBX negotiation for

applications, youmust configure the applications, map them to IEEE 802.1p code points

in an application map, and apply the application map to interfaces.

The FCoE application only needs to be included in an application map when you want

an interface toexchange type, length, andvalues (TLVs) for other applications in addition

to FCoE. If FCoE is the only application you want an interface to advertise, then you do

not need to use an application map. For ETS, DCBX pushes the switch configuration to

peers if theyare set to learn theconfiguration fromtheswitch (unless youdisable sending

the ETS recommendation TLV on interfaces in IEEE DCBXmode).

You can override the default behavior for PFC, for ETS, or for all applications mapped to

an interface by turning off autonegotiation to force an interface to enable or disable that

feature. You can also disable DCBX autonegotiation for applications on an interface by

excluding those applications from the application map you apply to that interface or by

deleting the application map from the interface.

The default autonegotiation behavior for applications that are mapped to an interface

is:

• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

During negotiation of capabilities, the switch can push the PFC configuration to an

attached peer if the peer is configured as “willing” to learn the PFC configuration from

other peers. The Juniper Networks switch does not support self autoprovisioning and

doesnot change its configurationduringautonegotiation tomatch thepeer configuration.

(The Juniper switch is not “willing” to learn the PFC configuration from peers.)

NOTE: WhenaportwithDCBXenabledbegins to exchange type, length, and
value (TLV) entries, optional LLDP TLVs on that port are not advertised to
neighbors, so that the switch can interoperate with a wider variety of
convergednetworkadapters (CNAs)andLayer2switches thatsupportDCBX.
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DCBXModes and Support

This section describes DCBX support on the QFX Series:

• DCBXModes (Versions) on page 4907

• Autonegotiation on page 4909

• CNA Support for DCBXModes on page 4909

• Interface Support for DCBX on page 4909

DCBXModes (Versions)

The QFX Series supports the twomost common DCBXmodes:

• IEEE DCBX—The newest DCBX version. Different TLVs have different subtypes (for

example, the subtype for the ETS configuration TLV is 9); the IEEE DCBX

Organizationally Unique Identifier (OUI) is 0x0080c2.

• DCBX version 1.01—The Converged Enhanced Ethernet (CEE) version of DCBX. It has

a subtype of 2 and an OUI of 0x001b21.

IEEE DCBX and DCBX version 1.01 differ mainly in frame format. DCBX version 1.01 uses

one TLV that includes all DCBX attribute information, which is sent as sub-TLVs. IEEE

DCBX uses a unique TLV for each DCB attribute.

NOTE: TheQFXSeries does not support pre-CEE (pre-DCB) DCBX versions.
Unsupported older versions of DCBX have a subtype of 1 and an OUI of
0x001b21. The QFX Series drops LLDP frames that contain pre-CEE DCBX
TLVs.

Table378onpage4907summarizes thedifferencesbetween IEEEDCBXandDCBXversion

1.01, including show command output:

Table378:SummaryofDifferencesBetweenIEEEDCBXandDCBXVersion
1.01

DCBX Version 1.01IEEE DCBXCharacteristic

0x001b210x0080c2OUI

Sends one TLV that includes all
DCBX attribute information
organized in sub-TLVs. The
“willing” bit determines whether
or not an interface can change its
configuration to match the
connected peer.

Sends a separate, unique TLV for
each DCBX attribute. For
example, IEEE DCBX uses
separate TLVs for ETS, PFC, and
each application. Configuration
and Recommendation
information is sent in different
TLVs

Frame Format

Symmetric onlyAsymmetric or symmetricSymmetric/asymmetric
configuration with peer
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Table378:SummaryofDifferencesBetweenIEEEDCBXandDCBXVersion
1.01 (continued)

DCBX Version 1.01IEEE DCBXCharacteristic

• Synchronization information is
shown because symmetric
configuration is required.

• Operational state information
is shown because the
operational states do have to
be symmetric.

• TLV type is not shownbecause
oneTLV is used for all attribute
information.

• Recommendation TLV is not
sent (DCBX Version 1.01 uses
the “willing” bit to determine
whether or not an interface
uses the peer interface
configuration).

• Synchronization information is
not shownbecause symmetric
configuration is not required.

• Operational state information
is not shown because the
operational states do not have
to be symmetric.

• TLV type is shown because
unique TLVs are sent for each
DCBX attribute.

• ETS peer Configuration TLV
and Recommendation TLV
information is shown
separately because they are
different TLVs.

Differences in the show
dcbx interface
interface-name
operational command

For more information about how each DCBXmode exchanges TLVs, see the following

specifications:

• For DCBX version 1.01—

http://www.ieee802.org/1/files/public/docs2008/az-wadekar-dcbx-capability-exchange-discovery-protocol-1108-v1.01.pdf

• For IEEE DCBX—http://www.ieee802.org/1/files/private/az-drafts/d2/802-1az-d2-4.pdf

NOTE: As of Junos OS Release 12.2, this document is located in a private
area of the IEEE website, and access requires a password from the IEEE
organization. If youarenotan IEEEmember, youmightnotbeable toaccess
this document until it moves to the public area of the IEEE website.

You can configure interfaces to use the following DCBXmodes:

• IEEE DCBX—The interface uses IEEE DCBX regardless of the configuration on the

connected peer.

• DCBXversion 1.01—The interfaceusesDCBXversion 1.01 regardlessof theconfiguration

on the connected peer.

• Autonegotiation—The interface automatically negotiates with the connected peer to

determine theDCBX version the peers use. Autonegotiation is the default DCBXmode.

If you configure a DCBXmode on an interface, the interface ignores DCBX protocol data

units (PDUs) it receives from the connected peer if the PDUs do not match the DCBX

version configured on the interface. For example, if you configure an interface to use IEEE

DCBX and the connected peer sends DCBX version 1.01 LLDPPDUs, the interface ignores

the version 1.01 PDUs. If you configure an interface to use DCBX version 1.01 and the peer

sends IEEE DCBX LLDP PDUs, the interface ignores the IEEE DCBX PDUs.
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NOTE: On interfaces that use the IEEE DCBXmode, the showdcbx neighbors

interface interface-name operational command does not include application,

PFC, or ETS operational state in the output.

Autonegotiation

Autonegotiation is the default DCBXmode. Each interface automatically negotiateswith

its connected peer to determine the DCBX version that both interfaces use to exchange

DCBX information.

When an interface connects to its peer interface, the interface advertises IEEE DCBX

TLVs to the peer. If the interface receives one IEEEDCBXPDU from the peer, the interface

sets the DCBXmode as IEEE DCBX. If the interface receives three DCBX version 1.01 TLVs

from the peer, the interface sets DCBX version 1.01 as the DCBXmode.

Autonegotiation works slightly differently on QFX3500 switches and QFabric systems:

• QFX3500 switch—When an interface connects to its peer interface, the interface

advertises IEEE DCBX TLVs to the peer. If the interface receives an IEEE DCBX TLV

from thepeer, the interface sets IEEEDCBXas theDCBXmode. If the interface receives

threeconsecutiveDCBXversion 1.01TLVs fromthepeer, the interface setsDCBXversion

1.01 as the DCBXmode.

• QFabric system—When an interface connects to its peer interface, the interface

advertises DCBX version 1.01 TLVs to the peer. If the interface receives an IEEE DCBX

TLVs from the peer, the interface sets IEEE DCBX as the DCBXmode. If the interface

receives three consecutive DCBX version 1.01 TLVs from the peer, the interface retains

DCBX version 1.01 as the DCBXmode.

NOTE: If the link flaps or the LLDP process restarts, the interface starts the
autonegotiation process again. The interface does not use the last received
DCBX communicationmode.

CNA Support for DCBXModes

Different CNA vendors support different versions and capabilities of DCBX. The DCBX

configuration you use on QFX Series interfaces depends on the DCBX features that the

CNAs in your network support.

Interface Support for DCBX

You can configure DCBX on 10-Gigabit Ethernet interfaces and on link aggregation group

(LAG) interfaces whosemember interfaces are all 10-Gigabit Ethernet interfaces.

DCBXAttribute Types

DCBX has three attribute types:
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• Informational—These attributes are exchanged using LLDP, but do not affect DCBX

state or operation; they only communicate information to the peer. For example,

application priority TLVs are informational TLVs.

• Asymmetric—The values for these types of attributes do not have to be the same on

theconnectedpeer interfaces.Peersexchangeasymmetricattributeswhentheattribute

values candiffer on eachpeer interface. Thepeer interface configurationsmightmatch

or they might differ. For example, ETS Configuration and Recommendation TLVs are

asymmetric TLVs.

• Symmetric—The intention is that the values for these types of attributes should be the

same on both of the connected peer interfaces. Peer interfaces exchange symmetric

attributes to ensure symmetric DCBX configuration for those attributes. For example,

PFC Configuration TLVs are symmetric TLVs.

The following sections describe asymmetric and symmetric DCBX attributes:

• Asymmetric Attributes on page 4910

• Symmetric Attributes on page 4910

Asymmetric Attributes

DCBXpassesasymmetricattributesbetweenconnectedpeer interfaces tocommunicate

parameter information about those attributes (features). The resulting configuration for

anattributemightbedifferentoneachpeer, so theparametersconfiguredonone interface

might not match the parameters on the connected peer interface.

There are two types of asymmetric attribute TLVs:

• Configuration TLV—Configuration TLVs communicate the current operational state

and the state of the “willing” bit. The “willing” bit communicates whether or not the

interface is willing to accept and use the configuration from the peer interface. If an

interface is “willing,” the interface uses the configuration it receives from the peer

interface. (The peer interface configuration can override the configuration on the

“willing” interface.) If an interface is “not willing”, the configuration on the interface

cannot be overridden by the peer interface configuration.

• Recommendation TLV—Recommendation TLVs communicate the parameters the

interface recommends that theconnectedpeer interface shoulduse.Whenan interface

sends a Recommendation TLV, if the connected peer is “willing,” the connected peer

changes its configuration to match the parameters in the Recommendation TLV.

Symmetric Attributes

DCBX passes symmetric attributes between connected peer interfaces to communicate

parameter information about those attributes (features), with the objective that both

interfaces shoulduse thesameconfiguration.The intent is that theparameters configured

on one interface should match the parameters on the connected peer interface.

There is one type of symmetric attribute TLV, the Configuration TLV. As with asymmetric

attributes, symmetric attribute Configuration TLVs communicate the current operational

stateand thestateof the “willing”bit. “Willing” interfacesuse thepeer interfaceparameter
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values for theattribute. (Theattributeconfigurationof thepeeroverrides theconfiguration

on the “willing” interface.)

DCBXApplication Protocol TLV Exchange

DCBX advertises the switch’s capabilities for Layer 2 applications such as FCoE and

Layer 4 applications such as iSCSI:

• Application Protocol TLV Exchange on page 4911

• FCoE Application Protocol TLV Exchange on page 4911

• Disabling Application Protocol TLV Exchange on page 4912

Application Protocol TLV Exchange

For all applications, DCBXadvertises the application’s state and IEEE802.1p code points

on the interfaces to which the application is mapped. If an application is not mapped to

an interface, that interfacedoesnotadvertise theapplication’sTLVs. There is anexception

for FCoE application protocol TLV exchangewhen FCoE is the only application youwant

DCBX to advertise on an interface.

FCoE Application Protocol TLV Exchange

Protocol TLV exchange for the FCoE application depends on whether FCoE is the only

application you want the interface to advertise or whether you want the interface to

exchange other application TLVs in addition to FCoE TLVs.

If FCoE is the only application you want DCBX to advertise on an interface, DCBX

exchanges FCoE application protocol TLVs by default if the interface:

• Carries FCoE traffic (trafficmappedbyCoSconfiguration to theFCoE forwarding class)

• HasacongestionnotificationprofilewithPFCenabledon theFCoEpriority (IEEE802.1p

code point)

• Does not have an application map

NOTE: If no CoS configuration for FCoE is mapped to an interface, that
interface does not exchange FCoE application protocol TLVs.

If you want DCBX to advertise FCoE and other applications on an interface, youmust

specify all of the applications, including FCoE, in an application map, and apply the

application map to the desired interfaces.

NOTE: If an applicationmap is applied to an interface, the FCoE application
must be explicitly configured in the applicationmap, or the interface does
not exchange FCoE TLVs.

WhenDCBXadvertises theFCoEapplication, it advertises theFCoEstateand IEEE802.1p

code points. If a peer device connected to a switch interface does not support FCoE,
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DCBX uses autonegotiation to mark the interface as “FCoE down,” and FCoE is disabled

on that interface.

Disabling Application Protocol TLV Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

DCBX and PFC

After you enable PFC on a switch interface, DCBX uses autonegotiation to control the

operational state of the PFC functionality.

If the peer device connected to the interface supports PFC and is provisioned compatibly

with the switch, DCBX sets the PFC operational state to enabled. If the peer device

connected to the interface does not support PFC or is not provisioned compatibly with

the switch, DCBX sets the operational state to disabled. (PFCmust be symmetrical.)

If the peer advertises that it is “willing” to learn its PFC configuration from the switch,

DCBX pushes the switch’s PFC configuration to the peer and does not check the peer’s

administrative state.

You canmanually override DCBX control of the PFC operational state on a per-interface

basis by disabling autonegotiation. If you disable autonegotiation on an interface on

which you have configured PFC, then PFC is enabled on that interface regardless of the

peer configuration. TodisablePFConan interface, donot configurePFCon that interface.

DCBX and ETS

This section describes:

• Default DCBX ETS Advertisement on page 4912

• ETS Advertisement and Peer Configuration on page 4913

• ETS Recommendation TLV on page 4913

Default DCBX ETS Advertisement

If you do not configure ETS on an interface, the switch automatically creates a default

priority group that contains all of the priorities (forwarding classes, which represent

output queues) and assigns 100 percent of the port output bandwidth to that priority

group. The default priority group is transparent. It does not appear in the configuration

and is used for DCBX advertisement. DCBX advertises the default priority group, its

priorities, and the assigned bandwidth.

If you configure ETS on an interface, DCBX advertises:

• Each priority group on the interface
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• The priorities in each priority group

• The bandwidth properties of each priority group and priority

Any priority on that interface that is not part of an explicitly configured priority group

(forwarding class set) is assigned to the automatically generated default priority group

and receives no bandwidth. If you configure ETS on an interface, every forwarding class

(priority) on that interface for which you want to forward traffic must belong to a

forwarding class set (priority group).

ETS Advertisement and Peer Configuration

DCBX does not control the switch’s ETS (hierarchical scheduling) operational state. If

the connectedpeer is configuredas “willing,”DCBXpushes the switch’s ETSconfiguration

to the switch’s peers if theETSRecommendationTLV is enabled (it is enabledbydefault).

If the peer does not support ETS or is not consistently provisionedwith the switch, DCBX

does not change the ETS operational state on the switch. The ETS operational state

remainsenabledordisabledbasedonlyon theswitchhierarchical schedulingconfiguration

and is enabled by default.

When ETS is configured, DCBX advertises the priority groups, the priorities in the priority

groups, and thebandwidth configuration for thepriority groups andpriorities. Any priority

(essentially a forwarding class or queue) that is not part of a priority group has no

scheduling properties and receives no bandwidth.

You canmanually override whether DCBX advertises the ETS state to the peer on a

per-interface basis by disabling autonegotiation. This does not affect the ETS state on

the switch or on the peer , but it does prevent the switch from sending the

Recommendation TLV or the Configuration TLV to the connected peer. To disable ETS

on an interface, do not configure priority groups (forwarding class sets) on the interface.

ETS Recommendation TLV

The ETS Recommendation TLV communicates the ETS settings that the switch wants

the connected peer interface to use. If the peer interface is “willing,” it changes its

configuration to match the configuration in the ETS Recommendation TLV. By default,

the switch interfaces send the ETS Recommendation TLV to the peer. The settings

communicatedare theegressETSsettingsdefinedbyconfiguringhierarchical scheduling

on the interface.

We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV by including the no-recommendation-tlv statement at the

[edit protocolsdcbx interface interface-nameenhanced-transmission-selection]hierarchy

level.
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NOTE: You can disable the ETS Recommendation TLV only when the DCBX
mode on the interface is IEEE DCBX. Disabling the ETS Recommendation
TLV has no effect if the DCBXmode on the interface is DCBX version 1.01.
(IEEE DCBX uses separate application attribute TLVs, but DCBX version 1.01
sends all application attributes in the same TLV and uses sub-TLVs to
separate the information.)

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

For example, if you want a CNA connected to a switch interface to have different

bandwidth allocations than the switch ETS configuration, you can disable the ETS

Recommendation TLV and configure the CNA for the desired bandwidth. The switch

interface and theCNAexchange configuration parameters, but theCNAdoes not change

its configuration to match the switch interface configuration.

Related
Documentation

Understanding DCBX Application Protocol TLV Exchange on page 4915•

• Understanding DCB Features and Requirements on page 4795

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding FCoE on page 4799

• Configuring the DCBXMode on page 5075

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929
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Understanding DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers. DCBX also advertises the capabilities of

applications on interfaces by exchanging application protocol information through

application type, length, and value (TLV) elements. DCBX is an extension of Link Layer

Discovery Protocol (LLDP). LLDPmust remain enabled on every interface on which you

want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

Setting up application protocol exchange consists of:

• Defining applications

• Mapping the applications to IEEE 802.1p code points in an application map

• Configuring classifiers to prioritize incoming traffic andmap the incoming traffic to the

application by the traffic code points

• Applying the application maps and classifiers to interfaces

You need to explicitly define the applications that you want an interface to advertise.

The FCoE application is a special case (see “Applications” on page 4915) and only needs

to be defined on an interface if you want DCBX to exchange application protocol TLVs

for other applications in addition to FCoE on that interface.

You also need to explicitly map all defined applications that you want an interface to

advertise to IEEE 802.1p code points in an application map. The FCoE application is a

special case (see “Application Maps” on page 4916) and only requires inclusion in an

applicationmapwhenyouwantan interface touseDCBXforotherapplications inaddition

to FCoE, as described later in this topic.

This topic describes:

• Applications on page 4915

• Application Maps on page 4916

• Classifying and Prioritizing Application Traffic on page 4917

• Enabling Interfaces to Exchange Application Protocol Information on page 4918

• Disabling DCBX Application Protocol Exchange on page 4918

Applications

Before an interface can exchange application protocol information, you need to define

the applications that you want to advertise, except FCoE if FCoE is the only application

that you want the interface to advertise.
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NOTE: If FCoE is the only application that youwant DCBX to advertise on an
interface, DCBX exchanges FCoE application protocol TLVs by default if the
interface:

• Carries FCoE traffic (traffic mapped by CoS configuration to the FCoE
forwarding class and applied to the interface)

• Hasa congestion notificationprofilewithPFCenabledon the FCoEpriority
(IEEE 802.1p code point)

• Does not have an applicationmap

If you apply an applicationmap to an interface, then all applications that you
want DCBX to advertise must be defined and configured in the application
map, including the FCoE application.

If no CoS configuration for FCoE is mapped to an interface, that interface
does not exchange FCoE application protocol TLVs.

You can define:

• Layer 2 applications by EtherType

• Layer 4 applications by a combination of protocol (TCP or UDP) and destination port

number

The EtherType is a two-octet field in the Ethernet frame that denotes the protocol

encapsulated in the frame. For a list of common EtherTypes, see

http://standards.ieee.org/develop/regauth/ethertype/eth.txt on the IEEE standards

organizationwebsite. For a list of port numbers and protocols, see the Service Name and

Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

on the Internet Assigned Numbers Authority (IANA) website.

Youmust explicitly define each application that youwant to advertise, except FCoE. The

FCoE application is defined by default (EtherType 0x8906).

ApplicationMaps

An application mapmaps defined applications to one or more IEEE 802.1p code points.

Each application map contains one or more applications. DCBX includes the configured

application code points in the protocol TLVs exchanged with the connected peer.

To exchange protocol TLVs for an application, youmust include the application in an

application map. The FCoE application is a special case:

• If youwantDCBX to exchange application protocol TLVs formore thanoneapplication

on a particular interface, youmust configure the applications, define an application

map tomap the applications to code points, and apply the application map to the

interface. In this case, youmust also define the FCoE application and add it to the

application map.
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This is the same process and treatment required for all other applications. In addition,

for DCBX to exchange FCoE application TLVs, youmust enable priority-based flow

control (PFC) on the FCoE priority (the FCoE IEEE 802.1p code point) on the interface.

• If FCoE is the only application that you want DCBX to advertise on an interface, then

youdonotneed toconfigureanapplicationmapandapply it to the interface.Bydefault,

when an interface has no applicationmap, and the interface carries traffic mapped to

the FCoE forwarding class, and PFC is enabled on the FCoE priority, the interface

advertises FCoE TLVs (autonegotiation mode). DCBX exchanges FCoE application

protocol TLVs by default until you apply an application map to the interface, remove

the FCoE traffic from the interface (you can do this by removing the or editing the

classifier for FCoE traffic), or disable PFC on the FCoE priority.

If you apply an application map to an interface that did not have an application map

andwasexchangingFCoEapplicationTLVs,andyoudonot include theFCoEapplication

in the applicationmap, the interface stops exchanging FCoE TLVs. Every interface that

has an application mapmust have FCoE included in the application map (and PFC

enabled on the FCoE priority) in order for DCBX to exchange FCoE TLVs.

Mapping an application to code points does two things:

• Maps incoming traffic with the same code points to that application

• Allows you to configure classifiers thatmap incoming application traffic, by codepoint,

to a forwarding class and a loss priority, in order to apply class of service (CoS) to

application traffic and prioritize application traffic

You apply an application map to an interface to enable DCBX application protocol

exchange on that interface for each application specified in the application map. All of

the applications that you want an interface to advertise must be configured in the

application map that you apply to the interface, with the previously noted exception for

the FCoE application when FCoE is the only application for which you want DCBX to

exchange protocol TLVs on an interface.

Classifying and Prioritizing Application Traffic

When traffic arrives at an interface, the interface classifies the incoming traffic based on

its code points. Classifiersmap code points to loss priorities and forwarding classes. The

loss priority prioritizes the traffic. The forwarding class determines the traffic output

queue and CoS service level.

When youmap an application to an IEEE 802.1p code point in an application map and

apply the applicationmap to an interface, incoming traffic on the interface thatmatches

the application code points is mapped to the appropriate application. The application

receives the loss priority and theCoSassociatedwith the forwarding class for those code

points, and is placed in the output queue associated with the forwarding class.

You can use the default classifier or you can configure a classifier tomap the application

code points defined in the application map to forwarding classes and loss priorities.
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Enabling Interfaces to Exchange Application Protocol Information

Each interface with the fcoe forwarding class and PFC enabled on the FCoE code point

is enabled forFCoEapplicationprotocol exchangebydefault until youapplyanapplication

map to the interface. If you apply an application map to an interface and you want that

interface to exchange FCoE application protocol TLVs, youmust include the FCoE

application in the application map. (In all cases, to achieve lossless transport, you must

also enable PFC on the FCoE code point or code points.)

Except when FCoE is the only protocol you want DCBX to advertise on an interface,

interfaces on which you want to exchange application protocol TLVsmust include the

following two items:

• The application map that contains the application(s)

• A classifier

NOTE: Youmust also enable PFC on the code point of any traffic for which
you want to achieve lossless transport.

Disabling DCBX Application Protocol Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

sending the enhanced transmission selection (ETS) Recommendation TLV to the peer

if you want an asymmetric ETS configuration between the peers.

Related
Documentation

• Understanding DCBX on page 4905

• Understanding CoS Classifiers on page 5334

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929
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• Example: Configuring Unicast Classifiers on page 5495
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CHAPTER 59

Configuration

• Configuration Examples on page 4921

• Configuration Examples (Original CLI Only) on page 4940

• ConfigurationExamples (ELSCLI for Platforms thatSupport FCoEOnly) onpage5002

• Configuration Tasks (Fibre Channel, FCoE, FIP, and FIP Snooping) on page 5044

• Configuration Tasks (DCBX) on page 5074

• Configuration Statements on page 5082

• Configuration Statements (Original CLI Only) on page 5107

• ConfigurationStatements (ELSCLI forPlatforms thatSupport FCoEOnly)onpage5143

Configuration Examples

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

Example: Configuring CoS PFC for FCoE Traffic

Priority-based flow control (PFC, described in IEEE 802.1Qbb) is a link-level flow control

mechanism that you apply at ingress interfaces. PFC enables you to divide traffic on one

physical link into eight priorities. You can think of the eight priorities as eight “lanes” of

traffic that correspond to queues (forwarding classes). Each priority ismapped to a 3-bit

IEEE 802.1p CoS flag in the VLAN header.

You can selectively apply PFC to the traffic in any queue without pausing the traffic in

other queues on the same link. Youmust apply PFC to FCoE traffic to ensure lossless

transport.

To configure PFC on FCoE traffic, use the default FCoE forwarding-class-to-queue

mapping and:

• Configure a classifier that associates the FCoE forwarding class with FCoE traffic.

• Configure a congestion notification profile to apply PFC to the FCoE traffic.

• Apply the classifier and the PFC configuration to ingress interfaces.

• Configure the bandwidth scheduling for the FCoE forwarding class output queue.
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• Create a forwarding class set (priority group) that includes the FCoE forwarding class;

this is required to configure enhanced transmission selection (ETS) and support data

center bridging (DCB).

• Configure the bandwidth scheduling for the FCoE priority group.

• Apply the scheduling to the egress interfaces.

NOTE: If you are using Junos OS Release 12.2 or later, use the default
forwarding classes for the lossless fcoe forwarding class. If you explicitly

configure default lossless forwarding classes, the traffic mapped to those
forwardingclasses is treatedas lossy (best-effort) traffic anddoesnot receive

lossless treatment.

In Junos OS Release 12.3 and later, you can include the no-loss packet drop
attribute in explicit forwarding class configurations to configure a lossless
forwarding class.

This example describes how to configure PFC for FCoE traffic:

• Requirements on page 4922

• Overview on page 4922

• Configuration on page 4924

• Verification on page 4927

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

FCoE traffic requires PFC to ensure lossless packet transport. This example shows you

how to:

• Assign FCoE traffic to the FCoE priority at the ingress.

• Create and apply CoS for the FCoE traffic using ETS (hierarchical port scheduling).

• Apply PFC to the FCoE traffic.

• Apply the configuration to ingress and egress interfaces.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.
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Each interface in this example is configured as both an ingress interface and an egress

interface, so the classifier, congestionnotificationprofile, andport schedulingareapplied

to all of the interfaces.

Topology

Table 379 on page 4923 shows the configuration components for this example.

Table 379: Components of the PFC for FCoE Traffic Configuration Topology

SettingsComponent

QFX3500 switchHardware

Code point 011 to forwarding class fcoe and loss priority low

Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

Behavior aggregate classifier (maps the FCoE
forwarding class to incoming packets by IEEE 802.1
code point)

fcoe-cnp:
Code point 011
Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

PFC congestion notification profile

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping

fcoe-pg:
Forwarding class fcoe
Egress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

Forwarding class set (FCoE priority group)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile

Figure 179onpage4924showsablockdiagramof theconfigurationcomponentsand the

configuration flow of the CLI statements used in the example.
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Figure 179:PFCforFCoETrafficConfigurationComponentsBlockDiagram
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Configuration

CLI Quick
Configuration

To quickly configure PFC for FCoE traffic, copy the following commands, paste them in

a text file, remove line breaks, change variables and details to match your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level:

[edit class-of-service]
set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority low code-points 011
set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp
set schedulers fcoe-sched priority low transmit-rate 3g
set schedulers fcoe-sched shaping-rate percent 100
set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set forwarding-class-sets fcoe-pg class fcoe
set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate 3g
set traffic-control-profiles fcoe-tcp shaping-rate percent 100
set interfaces xe-0/0/31 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/32 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/33 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/34 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp

Step-by-Step
Procedure

To configure the FCoE forwarding class (priority), ingress classifier, output queue

scheduling, forwarding class set (priority group) and its output port scheduling, PFC

application, and interfaces to set up PFC for FCoE traffic:

1. Configure a classifier to set the loss priority and IEEE 802.1 code point assigned to

the FCoE forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority
low code-points 011

2. Configure PFC on the FCoE queue by applying FCoE to the IEEE 802.1 code point

011:
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[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

3. Apply the PFC configuration to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp

4. Assign the classifier to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier

5. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

6. Map the FCoE forwarding class to the FCoE scheduler:

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

7. Configure the forwarding class set for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

8. Define the traffic control profile for the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

9. Apply the FCoE forwarding class set and traffic control profile to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/34 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe lossless forwarding

class):

user@switch> show configuration class-of-service
classifiers {
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ieee-802.1 fcoe-classifier {
forwarding-class fcoe {
loss-priority low code-points 011;

}
}
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/31 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/32 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/33 {
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congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/34 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command and then copy the hierarchy and paste it into the switch terminal
window.

Verification

To verify that the PFC configuration for FCoE traffic components has been created and

is operating properly, perform these tasks:

• Verifying That Priority-Based Flow Control Has Been Enabled on page 4928

• Verifying the Ingress Interface PFC Configuration on page 4928
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Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE queue to enable lossless transport.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: fcoe-cnp, Index: 51697
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification operational command lists all of the

congestion notification profiles and which IEEE 802.1p code points have PFC enabled.

The command output shows that PFC is enabled on code point 011 for the fcoe-cnp

congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying the Ingress Interface PFC Configuration

Purpose Verify that the classifier fcoe-classifier and the congestion notification profile fcoe-cnp

are configured on ingress interfaces xe-0/0/31, xe-0/0/32, xe-0/0/33, and xe-0/0/34.

Action List the ingress interfaces using the operational mode command show configuration

class-of-service interfaces:

user@switch> show configuration class-of-service interfaces xe-0/0/31
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congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/32
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/33
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/34
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

Meaning The show configuration class-of-service interfaces commands list the congestion

notificationprofile that ismapped to the interface (fcoe-cnp)and the IEEE802.1pclassifier

associated with the interface (fcoe-classifier).

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Example: Configuring DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers by exchanging application configuration

information. DCBX detects feature misconfiguration andmismatches and can configure

DCB on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP). LLDP

must remain enabled on every interface on which you want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.
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The switch supports DCBX application protocol exchange for Layer 2 and Layer 4

applications such as the Internet Small Computer System Interface (iSCSI). You specify

applicationsbyEtherType(for Layer2applications)orby thedestinationportandprotocol

(for Layer 4 applications; the protocol can be either TCP or UDP).

TheQFXSerieshandlesFibreChanneloverEthernet (FCoE)applicationprotocolexchange

differently than other protocols in some cases:

• If FCoE is the only application for which youwant to enable DCBX application protocol

TLV exchange on an interface, you do not have to explicitly configure the FCoE

application or an application map. By default, the QFX Series exchanges FCoE

application protocol TLVs on all interfaces that carry FCoE traffic (traffic mapped to

the fcoe forwarding class) and have priority-based flow control (PFC) enabled on the

FCoE priority (the FCoE IEEE 802.1p code point). The default priority mapping for the

FCoE application is IEEE 802.1p code point 011 (the default fcoe forwarding class code

point).

• If you want an interface to use DCBX to exchange application protocol TLVs for any

other applications in addition to FCoE, youmust configure the applications (including

FCoE), define an application map (including FCoE), and apply the application map to

the interface. If you apply an application map to an interface, youmust explicitly

configure the FCoE application, or the interface does not exchange FCoE application

protocol TLVs.

This example shows how to configure interfaces to exchange both Layer 2 and Layer 4

applicationsbyconfiguringone interface toexchange iSCSIandFCoEapplicationprotocol

information and configuring another interface to exchange iSCSI and Precision Time

Protocol (PTP) application protocol information.

• Requirements on page 4930

• Overview on page 4930

• Configuration on page 4934

• Verification on page 4936

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX Series device

• Junos OS Release 12.1 or later for the QFX Series

Overview

The switch supports DCBX application protocol exchange for:

• Layer 2 applications, defined by EtherType

• Layer 4 applications, defined by destination port and protocol
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NOTE: DCBXalsoadvertisesPFCandenhancedtransmissionselection(ETS)
information. See “Configuring DCBXAutonegotiation” on page 5076 for how
DCBXnegotiatesandadvertises configuration information for these features
and for the applications.

DCBX is configured on a per-interface basis for each supported feature or application.

For applications that you want to enable for DCBX application protocol exchange, you

must:

• Define the application name and configure the EtherType or the destination port and

protocol (TCP or UDP) of the application. Use the EtherType for Layer 2 applications,

and use the destination port and protocol for Layer 4 protocols.

• Map the application to an IEEE 802.1p code point in an application map.

• Add the application map to DCBX interface.

In addition, for all applications (including FCoE, evenwhen you do not use an application

map), you either must create an IEEE 802.1p classifier and apply it to the appropriate

ingress interfaces or use the default classifier. A classifier maps the code points of

incoming traffic to a forwarding class and a loss priority so that ingress traffic is assigned

to the correct class of service (CoS). The forwarding class determines the output queue

on the egress interface.

If you do not create classifiers, trunk and tagged-access ports use the unicast IEEE 802.1

default trustedclassifier. Table380onpage4931 shows thedefaultmappingof IEEE802.1

code-point values tounicast forwarding classesand losspriorities for ports in trunkmode

or tagged-access mode. Table 381 on page 4932 shows the default untrusted classifier

IEEE 802.1 code-point values to unicast forwarding class mapping for ports in access

mode.

Table 380: Default IEEE 802.1 Classifiers for Trunk Ports and
Tagged-Access Ports (Default Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)
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Table 380: Default IEEE 802.1 Classifiers for Trunk Ports and
Tagged-Access Ports (Default Trusted Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lownetwork-controlnc2 (111)

Table381:Default IEEE802.1UnicastClassifiers forAccessPorts(Default
Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111

Topology

This example shows how to configure DCBX application protocol exchange for three

protocols (iSCSI, PTP, and FCoE) on two interfaces. One interface exchanges iSCSI and

FCoE application protocol information, and the other interface exchanges iSCSI andPTP

application protocol information.

NOTE: Youmust map FCoE traffic to the interfaces on which you want to
forward FCoE traffic. Youmust also enable PFC on the FCoE interfaces and
create an ingress classifier for FCoE traffic, or else use the default classifier.

Table 382 on page 4932 shows the configuration components for this example.

Table 382: Components of DCBX Application Protocol Exchange
Configuration Topology

SettingsComponent

QFX Series deviceHardware

Enabled by default on Ethernet interfacesLLDP
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Table 382: Components of DCBX Application Protocol Exchange
Configuration Topology (continued)

SettingsComponent

Enabled by default on Ethernet interfacesDCBX

Application name—iscsi

protocol—TCP

destination-port—3260

code-points—111

iSCSI application (Layer 4)

Application name—ptp

ether-type—0x88F7

code-points—001, 101

PTP application (Layer 2)

Application name—fcoe

ether-type—0x8906

code-points—011

NOTE: You explicitly configure the FCoE application because
you are applying an application map to the interface. When you
apply an application map to an interface, all applications must
be explicitly configured and included in the application map.

FCoE application (Layer 2)

dcbx-iscsi-fcoe-app-map—Maps the iSCSIandFCoEapplications
to IEEE 802.1p code points

dcbx-iscsi-ptp-app-map—Maps iSCSI and PTP applications to
IEEE 802.1p code points

Application maps

xe-0/0/10—Configured to exchange FCoE and iSCSI application
TLVs (uses application map dcbx-iscsi-fcoe-app-map, carries
FCoE traffic, and has PFC enabled on the FCoE priority)

xe-0/0/11—Configured to exchange iSCSI and PTP application
TLVs (uses application map dcbx-iscsi-ptp-app-map)

Interfaces

fcoe-cnp:

• Code point—011

• Interface—xe-0/0/10

PFC congestion notification
profile for FCoE application
exchange
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Table 382: Components of DCBX Application Protocol Exchange
Configuration Topology (continued)

SettingsComponent

fcoe-iscsi-cl1:

• Maps the fcoe forwarding class to the IEEE 802.1p code point
used for the FCoE application (011) and a loss priority of high

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of high

• Applied to interface xe-0/0/10

iscsi-ptp-cl2:

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of low

• Maps the best-effort forwarding class to the IEEE 802.1p code
points used for the PTP application (001 and 101) and a loss
priority of low

• Applied to interface xe-0/0/11

Behavior aggregate classifiers
(map forwarding classes to
incoming packets by the
packet’s IEEE 802.1 code
point)

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or lossless configuration for the iSCSI forwarding class.

Configuration

CLI Quick
Configuration

Toquickly configureDCBXapplicationprotocol exchange, copy the followingcommands,

paste them in a text file, remove line breaks, change variables and details to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level.

set applications application iSCSI protocol tcp destination-port 3260
set applications application FCoE ether-type 0x8906
set applications application PTP ether-type 0x88F7
set policy-options application-maps dcbx-iscsi-fcoe-app-map application iSCSI code-points 111
set policy-options application-mapsdcbx-iscsi-fcoe-app-mapapplication FCoEcode-points011
set policy-options application-maps dcbx-iscsi-ptp-app-map application iSCSI code-points 111
set policy-options application-maps dcbx-iscsi-ptp-app-map application PTP code-points [001
101]
set protocols dcbx interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
set protocols dcbx interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class fcoe
loss-priority high code-points 011
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class
network-control loss-priority high code-points 111
set class-of-service classifiers ieee-802.1 iscsi-ptp-cl2 import default forwarding-class
network-control loss-priority low code-points 111
setclass-of-serviceclassifiers ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classbest-effort
loss-priority low code-points [001 101]
set class-of-service interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
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set class-of-service interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Configuring DCBX Application Protocol TLV Exchange

Step-by-Step
Procedure

To define the applications, map the applications to IEEE 802.1p code points, apply the

applications to interfaces, and create classifiers for DCBXapplicationprotocol exchange:

1. Define the iSCSI application by specifying its protocol and destination port, and

define the FCoE and PTP applications by specifying their EtherTypes.

[edit applications]
user@switch# set application iSCSI protocol tcp destination-port 3260
user@switch# set application FCoE ether-type 0x8906
user@switch# set application PTP ether-type 0x88F7

2. Defineanapplicationmapthatmaps the iSCSIandFCoEapplications to IEEE802.1p

code points.

[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplicationFCoEcode-points
011

3. Define theapplicationmap thatmaps the iSCSI andPTPapplications to IEEE802.1p

code points.

[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplicationPTPcode-points
[001 101]

4. Apply the iSCSI and FCoE application map to interface xe-0/0/10, and apply the

iSCSI and PTP application map to interface xe-0/0/11.

[edit protocols dcbx]
user@switch# set interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
user@switch# set interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map

5. Create the congestion notification profile to enable PFC on the FCoE code point

(011), and apply the congestion notification profile to interface xe-0/0/10.

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc
user@switch# set interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp

6. Configure the classifier to apply to the interface that exchanges iSCSI and FCoE

application information.

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-class fcoe loss-priority
high code-points 011
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-classnetwork-control
loss-priority high code-points 111

7. Configure the classifier to apply to the interface that exchanges iSCSI and PTP

application information.

[edit class-of-service classifiers]

4935Copyright © 2014, Juniper Networks, Inc.

Chapter 59: Configuration



user@switch# set ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classnetwork-control
loss-priority low code-points 111
user@switch# set ieee-802.1 iscsi-ptp-cl2 import default forwarding-class best-effort
loss-priority low code-points [001 101]

8. Apply the classifiers to the appropriate interfaces.

[edit class-of-service]
user@switch# set interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
user@switch# set interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Verification

To verify that DCBX application protocol exchange configuration has been created and

is operating properly, perform these tasks:

• Verifying the Application Configuration on page 4936

• Verifying the Application Map Configuration on page 4936

• Verifying DCBX Application Protocol Exchange Interface Configuration on page 4937

• Verifying the PFC Configuration on page 4937

• Verifying the Classifier Configuration on page 4938

Verifying the Application Configuration

Purpose Verify that DCBX applications have been configured.

Action List the applications by using the configuration mode command show applications:

user@switch# show applications
application iSCSI {
   protocol tcp;
   destination-port 3260;
}

application fcoe {
   ether-type 0x8906;
}

application ptp {
   ether-type 0x88F7;
}

Meaning The show applications configuration mode command lists all of the configured

applications and either their protocol and destination port (Layer 4 applications) or their

EtherType (Layer 2applications). Thecommandoutput shows that the iSCSI application

is configured with the tcp protocol and destination port 3260, the FCoE application is

configured with the EtherType 0x8906, and that the PTP application is configured with

the EtherType 0x88F7.

Verifying the Application Map Configuration

Purpose Verify that the application maps have been configured.
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Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
dcbx-iscsi-fcoe-app-map {
   application iSCSI code-points 111;
   application FCoE code-points 011;
}

dcbx-iscsi-ptp-app-map {
   application iSCSI code-points 111;
   application PTP code-points [001 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The command output shows that there are two application maps,

dcbx-iscsi-fcoe-app-map and dcbx-iscsi-ptp-app-map.

The application map dcbx-iscsi-fcoe-app-map consists of the iSCSI application, which

is mapped to IEEE 802.1p code point 111, and the FCoE application, which is mapped to

IEEE 802.1p code point 011.

The application map dcbx-iscsi-ptp-app-map consists of the iSCSI application, which is

mapped to IEEE 802.1p code point 111, and the PTP application, which ismapped to IEEE

802.1p code points 001 and 101.

Verifying DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps have been applied to the correct interfaces.

Action List the application maps by using the configuration mode command show protocols

dcbx:

user@switch# show protocols dcbx
interface xe-0/0/10.0 {
   application-map dcbx-iscsi-fcoe-app-map;
}

interface xe-0/0/11.0 {
   application-map dcbx-iscsi-ptp-app-map;
}

Meaning The show protocols dcbx configuration mode command lists whether the interfaces are

enabled for DCBXand lists the applicationmapapplied to each interface. The command

output shows that interfaces xe-0/0/10.0 and xe-0/0/11.0 are enabled for DCBX, and

that interface xe-0/0/10.0 uses applicationmap dcbx-iscsi-fcoe-app-map, and interface

xe-0/0/11.0 uses application map dcbx-iscsi-ptp-app-map.

Verifying the PFC Configuration

Purpose Verify that PFC has been enabled on the FCoE code point and applied to the correct

interface.
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Action Display the PFC configuration to verify that PFC is enabled on the FCoE code point (011)

in the congestionnotificationprofile fcoe-cnpbyusing the configurationmodecommand

show class-of-service congestion-notification-profile:

user@switch# show class-of-service congestion-notification-profile
fcoe-cnp {
    input {
        ieee-802.1 {
            code-point 011 {
                pfc;
            }
        }
    }
}   

Display theclass-of-service (CoS) interface information to verify that thecorrect interface

has PFC enabled for the FCoE application by using the configuration mode command

show class-of-service interfaces:

user@switch# show class-of-service interfaces
xe-0/0/10 {
    congestion-notification-profile fcoe-cnp;
}

NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the PFC
configuration.

Meaning The show class-of-service congestion-notification-profile configuration mode command

lists the configured congestion notification profiles. The command output shows that

the congestion notification profile fcoe-cnp has been configured and has enabled PFC

on the IEEE 802.1p code point 011 (the default FCoE code point).

The show class-of-service interfaces configuration mode command shows the interface

CoS configuration. The command output shows that the congestion notification profile

fcoe-cnp, which enables PFC on the FCoE code point, is applied to interface xe-0/0/10.

Verifying the Classifier Configuration

Purpose Verify that the classifiers have been configured and applied to the correct interfaces.

Action Display the classifier configuration by using the configuration mode command show

class-of-service:

user@switch# show class-of-service
classifiers {
    ieee-802.1 fcoe-iscsi-cl1 {
        import default;
        forwarding-class network-control {
            loss-priority high code-points 111;
        }
        forwarding-class fcoe {
            loss-priority high code-points 011;
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        }
    }
    ieee-802.1 iscsi-ptp-cl2 {
        import default;
        forwarding-class network-control {
            loss-priority low code-points 111;
        }
        forwarding-class best-effort {
            loss-priority low code-points [ 001 101 ];
        }
    }
}
interfaces {
    xe-0/0/10 {
        congestion-notification-profile fcoe-cnp;
        unit 0 {
            classifiers {
                ieee-802.1 fcoe-iscsi-cl1;
            }
        }
    }
    xe-0/0/11 {
        unit 0 {
            classifiers {               
                ieee-802.1 iscsi-ptp-cl2;
            }
        }
    }
}

NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the
classifier configuration.

Meaning The show class-of-service configuration mode command lists the classifier and CoS

interface configuration, as well as other information not shown in this example. The

command output shows that there are two classifiers configured, fcoe-iscsi-cl1 and

iscsi-ptp-cl2.

Classifier fcoe-iscsi-cl1 uses the default classifier as a template and edits the template

as follows:

• The forwarding class network-control is set to a loss priority of high and is mapped to

code point 111 (the code point mapped to the iSCSI application).

• The forwarding class fcoe is set to a loss priority of high and is mapped to code point

011 (the code point mapped by default to the FCoE application).

Classifier iscsi-ptp-cl2 uses the default classifier as a template and edits the template

as follows:

• The forwarding class network-control is set to a loss priority of low and is mapped to

IEEE 802.1p code point 111 (the code point mapped to the iSCSI application).
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• The forwarding class best-effort is set to a loss priority of low and is mapped to IEEE

802.1p code points 001 and 101 (the code points mapped by default to the PTP

application).

The command output also shows that classifier fcoe-iscsi-cl1 is mapped to interface

xe-0/0/10.0 and that classifier iscsi-ptp-cl2 is mapped to interface xe-0/0/11.0.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• show dcbx on page 5176

• show dcbx neighbors on page 5177

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Using DCBX Protocol to Lower Costs

Configuration Examples (Original CLI Only)

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage4940

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

Example: Configuring CoS for FCoE Transit Switch Traffic Across anMC-LAG

Multichassis link aggregation groups (MC-LAGs) provide redundancy and loadbalancing

between twoQFXSeries switches,multihomingsupport for clientdevices suchas servers,

and a loop-free Layer 2 network without running Spanning Tree Protocol (STP).

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Example: Configuring CoS for FCoE Transit Switch Traffic
Across anMC-LAG” on page 5002.
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You can use anMC-LAG to provide a redundant aggregation layer for Fiber Channel over

Ethernet (FCoE) traffic in an inverted-U topology. To support lossless transport of FCoE

traffic across an MC-LAG, youmust configure the appropriate class of service (CoS) on

both of the QFX Series switches with MC-LAG port members. The CoS configuration

must be the same on both of the MC-LAG switches because an MC-LAG does not carry

forwarding class and IEEE 802.1p priority information.

NOTE: This example describes how to configure CoS to provide lossless
transport for FCoE traffic across anMC-LAG that connects two QFX Series
switches. It alsodescribeshowtoconfigureCoSon theFCoE transit switches
that connect FCoE hosts to the QFX Series switches that form the MC-LAG.

This example does not describe how to configure the MC-LAG itself. For a
detailed example of MC-LAG configuration, see “Example: Configuring
Multichassis LinkAggregation”onpage 1904.However, this example includes
a subsetofMC-LAGconfiguration thatonly showshowtoconfigure interface
membership in the MC-LAG.

Ports that are part of an FCoE-FC gateway configuration (a virtual FCoE-FC gateway

fabric) do not support MC-LAGs. Ports that are members of an MC-LAG act as FCoE

passthrough transit switch ports.

QFX Series switches support MC-LAGs. QFabric system Node devices do not support

MC-LAGs, and QFX3500 and QFX3600 Virtual Chassis switches do not support FCoE.

This topic describes:

• Requirements on page 4941

• Overview on page 4942

• Configuration on page 4946

• Verification on page 4954

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX3500 Switches that form an MC-LAG for FCoE traffic.

• Two Juniper Networks QFX3500 Switches that provide FCoE server access in transit

switch mode and that connect to the MC-LAG switches. These switches can be

standalone QFX3500 switches or they can be Node devices in a QFabric system.

• FCoE servers (or other FCoE hosts) connected to the transit switches.

• Junos OS Release 12.2 or later for the QFX Series.
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Overview

FCoE traffic requires lossless transport. This example shows you how to:

• Configure CoS for FCoE traffic on the two QFX3500 switches that form the MC-LAG,

includingpriority-based flowcontrol (PFC)andenhanced transmission selection (ETS;

hierarchical scheduling of resources for the FCoE forwarding class priority and for the

forwarding class set priority group).

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure CoS for FCoE on the two FCoE transit switches that connect FCoE hosts to

the MC-LAG switches and enable FIP snooping on the FCoE VLAN at the FCoE transit

switch access ports.

• Disable IGMP snooping on the FCoE VLAN.

• Configure the appropriate port mode, MTU, and FCoE trusted or untrusted state for

each interface to support lossless FCoE transport.

Topology

QFX3500 switches that act as transit switches support MC-LAGs for FCoE traffic in an

inverted-U network topology, as shown in Figure 180 on page 4942.

Figure 180:SupportedTopologyforanMC-LAGonanFCoETransitSwitch

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

Rack servers or blade servers using passthrough with converged network adapters (CNAs)

QFX Series switch
MC-LAG Switch S1

QFX Series switch
MC-LAG Switch S2

QFX Series switches with MC-LAG

VLAN, LLDP, DCBX, PFC, ETS
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xe-0/0/33xe-0/0/32xe-0/0/31xe-0/0/30

FCoE Transit Switch TS1 FCoE Transit Switch TS2

xe-0/0/33 xe-0/0/30xe-0/0/31xe-0/0/32

Table 383 on page 4943 shows the configuration components for this example.
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Table 383: Components of theCoS for FCoETraffic Across anMC-LAGConfiguration Topology

SettingsComponent

Four QFX3500 switches (two to form the MC-LAG as
passthrough transit switchesand two transit switches for FCoE
access).

Hardware

Default fcoe forwarding class.Forwarding class (all switches)

Default IEEE 802.1p trusted classifier on all FCoE interfaces.Classifier (forwardingclassmappingof incoming traffic to IEEE
priority)

S1—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S1 to Switch S2.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

S2—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S2 to Switch S1.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

NOTE: Ports xe-0/0/20 and xe-0/0/21 on Switches S1 and
S2 are the members of the MC-LAG.

TS1—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

TS2—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

LAGs and MC-LAG

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler (all switches)

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping (all switches)
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Table 383: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

fcoe-pg:
Forwarding class fcoe

Egress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

Forwarding class set (FCoE priority group, all switches)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile (all switches)

fcoe-cnp:
Code point 011

Ingress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

PFC congestion notification profile (all switches)

Name—fcoe_vlan
ID—100

Include theFCoEVLANonthe interfaces thatcarryFCoE traffic
on all four switches.

Disable IGMP snooping on the interfaces that belong to the
FCoE VLAN on all four switches.

FCoE VLAN name and tag ID

Enable FIP snooping on Transit Switches TS1 and TS2 on the
FCoE VLAN. Configure the LAG interfaces that connect to the
MC-LAG switches as FCoE trusted interfaces so that they do
not perform FIP snooping.

This example enables VN2VN_Port FIP snooping on the FCoE
transit switch interfaces connected to the FCoE servers. The
example isequally validwithVN2VF_PortFIPsnoopingenabled
on the transit switchaccessports.ThemethodofFIPsnooping
you enable depends on your network configuration.

FIP snooping

Copyright © 2014, Juniper Networks, Inc.4944

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



NOTE: Thisexampleuses thedefault IEEE802.1p trustedBAclassifier,which
is automatically applied to trunkmode and tagged accessmode ports if you
do not apply an explicitly configured classifier.

To configure CoS for FCoE traffic across an MC-LAG:

• Use the default FCoE forwarding class and forwarding-class-to-queuemapping (do

not explicitly configure the FCoE forwarding class or output queue). The default FCoE

forwarding class is fcoe, and the default output queue is queue 3.

NOTE: In Junos OS Release 12.2, traffic mapped to explicitly configured
forwardingclasses, even lossless forwardingclassessuchas fcoe, is treated

as lossy (best-effort) traffic and does not receive lossless treatment. To

receive lossless treatment inRelease 12.2, trafficmustuseoneof thedefault
lossless forwarding classes (fcoe or no-loss).

In JunosOSRelease 12.3 and later, you can include the no-loss packet drop
attribute in theexplicit forwardingclassconfiguration toconfigurea lossless
forwarding class.

• Use the default trusted BA classifier, which maps incoming packets to forwarding

classesby the IEEE802.1p codepoint (CoSpriority) of thepacket. The trustedclassifier

is the default classifier for interfaces in trunk and tagged-access port modes. The

default trusted classifier maps incoming packets with the IEEE 802.1p code point 3

(011) to the FCoE forwarding class. If you choose to configure the BA classifier instead

of using the default classifier, you must ensure that FCoE traffic is classified into

forwardingclasses inexactly thesamewayonbothMC-LAGswitches.Using thedefault

classifier ensures consistent classifier configuration on the MC-LAG ports.

• Configure a congestion notification profile that enables PFC on the FCoE code point

(codepoint011 in this example). The congestion notificationprofile configurationmust

be the same on both MC-LAG switches.

• Apply the congestion notification profile to the interfaces.

• Configureenhancedtransmissionselection(ETS,alsoknownashierarchical scheduling)

on the interfaces to provide the bandwidth required for lossless FCoE transport.

Configuring ETS includes configuring bandwidth scheduling for the FCoE forwarding

class, a forwarding class set (priority group) that includes the FCoE forwarding class,

anda traffic control profile toassignbandwidth to the forwardingclass set that includes

FCoE traffic.

• Apply the ETS scheduling to the interfaces.

• Configure the port mode, MTU, and FCoE trusted or untrusted state for each interface

to support lossless FCoE transport.

In addition, this example describes how to enable FIP snooping on the Transit Switch

TS1 and TS2 ports that are connected to the FCoE servers and how to disable IGMP
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snooping on the FCoE VLAN. To provide secure access, FIP snooping must be enabled

on the FCoE access ports.

This example focuseson theCoSconfiguration to support losslessFCoE transport across

anMC-LAG. This example does not describe how to configure theproperties ofMC-LAGs

and LAGs, although it does show you how to configure the port characteristics required

to support lossless transport and how to assign interfaces to the MC-LAG and to the

LAGs.

Before you configure CoS, configure:

• The MC-LAGs that connect Switches S1 and S2 to Switches TS1 and TS2. (“Example:

Configuring Multichassis Link Aggregation” on page 1904 describes how to configure

MC-LAGs.)

• The LAGs that connect the Transit Switches TS1 and TS2 to MC-LAG Switches S1 and

S2. (“Configuring Link Aggregation” on page 2019 describes how to configure LAGs.)

• The LAG that connects Switch S1 to Switch S2.

Configuration

To configure CoS for lossless FCoE transport across an MC-LAG, perform these tasks:

• Configuring MC-LAG Switches S1 and S2 on page 4948

• Configuring FCoE Transit Switches TS1 and TS2 on page 4949

• Results on page 4952

CLI Quick
Configuration

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for MC-LAG Switch S1 and MC-LAG Switch S2 at the [edit] hierarchy level. The

configurations on Switches S1 and S2 are identical because the CoS configuration must

be identical, and because this example uses the same ports on both switches.

Switch S1 and Switch
S2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae0 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae0 congestion-notification-profile fcoe-cnp
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/10 ether-options 802.3ad ae0
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set interfaces xe-0/0/11 ether-options 802.3ad ae0
set interfaces xe-0/0/20 ether-options 802.3ad ae1
set interfaces xe-0/0/21 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae0mtu 2180
set interfaces ae1mtu 2180
set ethernet-switching-options secure-access-port interface ae0 fcoe-trusted
set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for Transit Switch TS1 and Transit Switch TS2 at the [edit] hierarchy level. The

configurations on Switches TS1 and TS2 are identical because the CoS configuration

must be identical, and because this example uses the same ports on both switches.

Switch TS1 andSwitch
TS2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/30 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/25 ether-options 802.3ad ae1
set interfaces xe-0/0/26 ether-options 802.3ad ae1
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfacesxe-0/0/30unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/31unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/32unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/33unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfaces ae1mtu 2180
set interfaces xe-0/0/30mtu 2180
set interfaces xe-0/0/31mtu 2180
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set interfaces xe-0/0/32mtu 2180
set interfaces xe-0/0/33mtu 2180
set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted
set ethernet-switching-options secure-access-port vlan fcoe_vlan examine-fip examine-vn2v2
beacon-period 90000

Configuring MC-LAG Switches S1 and S2

Step-by-Step
Procedure

To configure CoS resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG and

MC-LAG interface membership and characteristics to support lossless FCoE transport

across an MC-LAG (this example uses the default fcoe forwarding class and the default

classifier to map incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you

do not configure them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG and

MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfacesae0forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply the PFC configuration to the LAG and MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfaces ae0 congestion-notification-profile fcoe-cnp
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100
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9. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG between the twoMC-LAG switches:

[edit interfaces]
user@switch# set xe-0/0/10 ether-options 802.3ad ae0
user@switch# set xe-0/0/11 ether-options 802.3ad ae0

11. Add themember interfaces to the MC-LAG:

[edit interfaces]
user@switch# set xe-0/0/20 ether-options 802.3ad ae1
user@switch# set xe-0/0/21 ether-options 802.3ad ae1

12. Configure the portmodeas trunkandmembership in the FCoEVLAN (fcoe_vlan)for

the LAG (ae0) and for the MC-LAG (ae1):

[edit interfaces]
user@switch# set interfaces ae0 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan
user@switch# set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan

13. Set theMTUto2180 for the LAGandMC-LAG interfaces. 2180bytes is theminimum

size required to handle FCoE packets because of the payload and header sizes; you

can configure theMTU to a higher number of bytes if desired, but not less than 2180

bytes:

[edit interfaces]
user@switch# set ae0mtu 2180
user@switch# set ae1mtu 2180

14. Set the LAG and MC-LAG interfaces as FCoE trusted ports. Ports that connect to

other switches should be trusted and should not perform FIP snooping:

[edit]
user@switch# setethernet-switching-optionssecure-access-port interfaceae0fcoe-trusted
user@switch# setethernet-switching-optionssecure-access-port interfaceae1 fcoe-trusted

Configuring FCoE Transit Switches TS1 and TS2

Step-by-Step
Procedure

The CoS configuration on FCoE Transit Switches TS1 and TS2 is similar to the CoS

configuration on MC-LAG Switches S1 and S2. However, the port configurations differ,

and youmust enable FIP snooping on the Switch TS1 andSwitch TS2 FCoE access ports.

To configure resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG interface

membership and characteristics to support lossless FCoE transport across the MC-LAG

(this example uses the default fcoe forwarding class and the default classifier to map

incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you do not configure

them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):
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[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG interface

and to the FCoE access interfaces:

[edit class-of-service]
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply thePFC configuration to the LAG interface and to the FCoEaccess interfaces:

[edit class-of-service]
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/30 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/31 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/32 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/33 congestion-notification-profile
fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG:

[edit interfaces]
user@switch# set xe-0/0/25 ether-options 802.3ad ae1

Copyright © 2014, Juniper Networks, Inc.4950

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



user@switch# set xe-0/0/26 ether-options 802.3ad ae1

11. On the LAG (ae1), configure the port mode as trunk andmembership in the FCoE

VLAN (fcoe_vlan):

[edit interfaces]
user@switch# set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan

12. On the FCoE access interfaces (xe-0/0/30, xe-0/0/31, xe-0/0/32, xe-0/0/33),

configure the port mode as tagged-access andmembership in the FCoE VLAN

(fcoe_vlan):

[edit interfaces]
user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/32 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/33 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan

13. Set the MTU to 2180 for the LAG and FCoE access interfaces. 2180 bytes is the

minimum size required to handle FCoE packets because of the payload and header

sizes; you can configure theMTU to a higher number of bytes if desired, but not less

than 2180 bytes:

[edit interfaces]
user@switch# set ae1mtu 2180
user@switch# set xe-0/0/30mtu 2180
user@switch# set xe-0/0/31mtu 2180
user@switch# set xe-0/0/32mtu 2180
user@switch# set xe-0/0/33mtu 2180

14. Set the LAG interface as an FCoE trusted port. Ports that connect to other switches

should be trusted and should not perform FIP snooping:

[edit]
user@switch# setethernet-switching-optionssecure-access-port interfaceae1 fcoe-trusted

NOTE: Access ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33
are not configured as FCoE trusted ports. The access ports remain in
the default state as untrusted ports because they connect directly to
FCoEdevicesandmustperformFIPsnooping toensurenetworksecurity.

15. Enable FIP snooping on the FCoE VLAN to prevent unauthorized FCoE network

access (this example uses VN2VN_Port FIP snooping; the example is equally valid

if you use VN2VF_Port FIP snooping):

[edit]
user@switch# set ethernet-switching-options secure-access-port vlan fcoe_vlan
examine-fip examine-vn2vn beacon-period 90000
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Results

Display the results of theCoSconfigurationonMC-LAGSwitchS1 andonMC-LAGSwitch

S2 (the results on both switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
ae0 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
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shaping-rate percent 100;
priority low;

}
}

NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

ForMC-LAGverification commands, see “Example: ConfiguringMultichassis
Link Aggregation” on page 1904.

Display the results of the CoS configuration on FCoE Transit Switch TS1 and on FCoE

Transit Switch TS2 (the results on both transit switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/30 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/31 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
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}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/32 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/33 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

Verification

To verify that the CoS components and FIP snooping have been configured and are

operating properly, perform these tasks. Because this example uses the default fcoe
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forwarding class and the default IEEE 802.1p trusted classifier, the verification of those

configurations is not shown:

• Verifying That the Output Queue Schedulers Have Been Created on page 4955

• Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been

Created on page 4956

• VerifyingThat theForwardingClassSet (PriorityGroup)HasBeenCreatedonpage4956

• Verifying That Priority-Based Flow Control Has Been Enabled on page 4957

• VerifyingThat the InterfaceClassofServiceConfigurationHasBeenCreatedonpage4957

• Verifying That the Interfaces Are Correctly Configured on page 4959

• Verifying That FIP Snooping Is Enabled on the FCoE VLAN on FCoE Transit Switches

TS1 and TS2 Access Interfaces on page 4962

• Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and

TS2 on page 4962

• Verifying That IGMP Snooping Is Disabled on the FCoE VLAN on page 4963

Verifying That the Output Queue Schedulers Have Been Created

Purpose Verify that the output queue scheduler for FCoE traffic has the correct bandwidth

parameters andpriorities, and ismapped to the correct forwarding class (output queue).

Queue scheduler verification is the same on each of the four switches.

Action List the scheduler map using the operational mode command show class-of-service

scheduler-map fcoe-map:

user@switch> show class-of-service scheduler-map fcoe-map
Scheduler map: fcoe-map, Index: 9023

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>
      Medium high     any             1    <default-drop-profile>
      High            any             1    <default-drop-profile>

Meaning The show class-of-service scheduler-map fcoe-map command lists the properties of the

scheduler map fcoe-map. The command output includes:

• The name of the scheduler map (fcoe-map)

• The name of the scheduler (fcoe-sched)

• The forwarding classes mapped to the scheduler (fcoe)

• Theminimum guaranteed queue bandwidth (transmit rate 3000000000 bps)

• The scheduling priority (low)
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• Themaximum bandwidth in the priority group the queue can consume (shaping rate

100 percent)

• The drop profile loss priority for each drop profile name. This example does not include

drop profiles because you do not apply drop profiles to FCoE traffic.

Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been
Created

Purpose Verify that the traffic control profile fcoe-tcphasbeencreatedwith thecorrectbandwidth

parameters and scheduler mapping. Priority group scheduler verification is the same on

each of the four switches.

Action List the FCoE traffic control profile properties using the operational mode command

show class-of-service traffic-control-profile fcoe-tcp:

user@switch> show class-of-service traffic-control-profile fcoe-tcp
Traffic control profile: fcoe-tcp, Index: 18303
  Shaping rate: 100 percent
  Scheduler map: fcoe-map
  Guaranteed rate: 3000000000

Meaning The show class-of-service traffic-control-profile fcoe-tcp command lists all of the

configured traffic control profiles. For each traffic control profile, the command output

includes:

• The name of the traffic control profile (fcoe-tcp)

• Themaximum port bandwidth the priority group can consume (shaping rate 100

percent)

• The scheduler map associated with the traffic control profile (fcoe-map)

• Theminimumguaranteedprioritygroupportbandwidth(guaranteed rate3000000000

in bps)

Verifying That the Forwarding Class Set (Priority Group) Has Been Created

Purpose Verify that the FCoEpriority grouphasbeen createdand that the fcoepriority (forwarding

class) belongs to the FCoE priority group. Forwarding class set verification is the same

on each of the four switches.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set fcoe-pg:

user@switch> show class-of-service forwarding-class-set fcoe-pg
Forwarding class set: fcoe-pg, Type: normal-type, Forwarding class set index: 
31420
  Forwarding class                       Index
  fcoe                                     1   

Meaning Theshowclass-of-serviceforwarding-class-setfcoe-pgcommand listsall of the forwarding

classes (priorities) thatbelong to the fcoe-pgpriority group, and the internal indexnumber
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of the priority group. The command output shows that the forwarding class set fcoe-pg

includes the forwarding class fcoe.

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE code point. PFC verification is the same on each

of the four switches.

Action List the FCoE congestion notification profile using the operationalmode command show

class-of-service congestion-notification fcoe-cnp:

user@switch> show class-of-service congestion-notification fcoe-cnp
Type: Input, Name: fcoe-cnp, Index: 6879
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification fcoe-cnp command lists all of the IEEE

802.1p code points in the congestion notification profile that have PFC enabled. The

command output shows that PFC is enabled on code point 011 (fcoe queue) for the

fcoe-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying That the Interface Class of Service Configuration Has Been Created

Purpose Verify that the CoS properties of the interfaces are correct. The verification output on

MC-LAG Switches S1 and S2 differs from the output on FCoE Transit Switches TS1 and

TS2.
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Action List the interfaceCoSconfigurationonMC-LAGSwitchesS1 andS2using theoperational

mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
ae0 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

ae1 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

List the interface CoS configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
xe-0/0/30 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/31 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/32 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/33 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
ae1 {
    forwarding-class-set {
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        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

Meaning The show configuration class-of-service interfaces command lists the class of service

configuration for all interfaces. For each interface, the command output includes:

• The name of the interface (for example, ae0 or xe-0/0/30)

• The name of the forwarding class set associated with the interface (fcoe-pg)

• The name of the traffic control profile associated with the interface (output traffic

control profile, fcoe-tcp)

• Thenameof thecongestionnotificationprofile associatedwith the interface (fcoe-cnp)

NOTE: Interfaces that aremembers of a LAGare not shown individually. The
LAG or MC-LAG CoS configuration is applied to all interfaces that are
membersof theLAGorMC-LAG.Forexample, the interfaceCoSconfiguration
output onMC-LAGSwitchesS1 andS2 shows the LAGCoSconfiguration but
does not show the CoS configuration of themember interfaces separately.
The interface CoS configuration output on FCoE Transit Switches TS1 and
TS2 shows the LAG CoS configuration but also shows the configuration for
interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33, which are not

members of a LAG.

Verifying That the Interfaces Are Correctly Configured

Purpose Verify that theLAGmembership,MTU,VLANmembership, andportmodeof the interfaces

are correct. TheverificationoutputonMC-LAGSwitchesS1andS2differs fromtheoutput

on FCoE Transit Switches T1 and T2.

Action List the interface configuration on MC-LAG Switches S1 and S2 using the operational

mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/10 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/11 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/20 {
    ether-options {
        802.3ad ae1;
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    }
}
xe-0/0/21 {
    ether-options {
        802.3ad ae1;
    }
}
ae0 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

List the interface configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/25 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/26 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/30 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/31 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
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            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/32 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/33 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

Meaning The show configuration interfaces command lists the configuration of each interface by

interface name.

For each interface that is a member of a LAG, the command lists only the name of the

LAG to which the interface belongs.

For eachLAG interfaceand for each interface that isnotamemberofaLAG, thecommand

output includes:

• The MTU (2180)

• The unit number of the interface (0)

• The port mode (trunkmode for interfaces that connect two switches, tagged-access

mode for interfaces that connect to FCoE hosts)

• The name of the VLAN in which the interface is a member (fcoe_vlan)
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Verifying That FIP Snooping Is Enabled on the FCoEVLANon FCoETransit Switches TS1
and TS2 Access Interfaces

Purpose Verify that FIP snooping is enabled on the FCoE VLAN access interfaces. FIP snooping is

enabledonlyon theFCoEaccess interfaces, so it is enabledonlyonFCoETransitSwitches

TS1 and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the port security configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration ethernet-switching-options

secure-access-port:

user@switch> show configuration ethernet-switching-options secure-access-port
interface ae1.0 {
    fcoe-trusted;
}
vlan fcoe_vlan {
    examine-fip {
        examine-vn2vn {
            beacon-period 90000;
        }
    }
}

Meaning The show configuration ethernet-switching-options secure-access-port command lists

port security information, includingwhetheraport is trusted.Thecommandoutput shows

that:

• LAG port ae1.0, which connects the FCoE transit switch to the MC-LAG switches, is

configured as an FCoE trusted interface. FIP snooping is not performedon themember

interfaces of the LAG (xe-0/0/25 and xe-0/0/26).

• FIP snooping is enabled (examine-fip) on the FCoE VLAN (fcoe_vlan), the type of FIP

snooping is VN2VN_Port FIP snooping (examine-vn2vn) and the beacon period is set

to 90000milliseconds. On Transit Switches TS1 and TS2, all interface members of

theFCoEVLANperformFIPsnoopingunless the interface is configuredasFCoE trusted.

On Transit Switches TS1 and TS2, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and

xe-0/0/33performFIP snooping because they are not configured as FCoE trusted. The

interfacemembersof LAGae1 (xe-0/0/25and xe-0/0/26)donotperformFIPsnooping

because the LAG is configured as FCoE trusted.

Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and TS2

Purpose Verify that the FIP snooping mode is correct on the FCoE VLAN. FIP snooping is enabled

only on the FCoE access interfaces, so it is enabled only on FCoE Transit Switches TS1

and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the FIP snooping configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show fip snooping brief:

user@switch> show fip snooping brief
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VLAN: fcoe_vlan,    Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
…

NOTE: Theoutputhasbeen truncated to showonly the relevant information.

Meaning The show fip snooping brief command lists FIP snooping information, including the FIP

snooping VLAN and the FIP snooping mode. The command output shows that:

• The VLAN on which FIP snooping is enabled is fcoe_vlan

• The FIP snooping mode is VN2VN_Port FIP snooping (VN2VN Snooping)

Verifying That IGMP Snooping Is Disabled on the FCoE VLAN

Purpose Verify that IGMP snooping is disabled on the FCoE VLAN on all four switches.

Action List the IGMP snooping protocol information on each of the four switches using the show

configuration protocols igmp-snooping command:

user@switch> show configuration protocols igmp-snooping
vlan fcoe_vlan {
    disable;
}

Meaning The show configuration protocols igmp-snooping command lists the IGMP snooping

configuration for the VLANs configured on the switch. The command output shows that

IGMP snooping is disabled on the FCoE VLAN (fcoe_vlan).

Related
Documentation

Example: Configuring Multichassis Link Aggregation on page 1904•

• Configuring Link Aggregation on page 2019

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding Multichassis Link Aggregation on page 1853

• Understanding MC-LAGs on an FCoE Transit Switch on page 4881

Example: Setting Up Fibre Channel and FCoE VLAN Interfaces in an FCoE-FC Gateway Fabric

To transmit Fibre Channel (FC) traffic between FCoE devices and a storage area network

(SAN) FC switch, you configure a local FC fabric on the gateway. The gateway FC fabric

includes FCoE and native FC interfaces, and a VLAN to carry FCoE traffic from

FCoE-capabledevices.ThegatewayFCfabriccreates thepathbetweentheFCoEdevices

and the SAN.
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This example describes how to configure the interfaces, VLAN, and FC fabric to connect

FCoE devices to the FC switch and route traffic between the VLAN and FC interfaces:

• Requirements on page 4964

• Overview on page 4964

• Configuration on page 4967

• Verification on page 4974

Requirements

This example uses the following hardware and software components:

• Aconfigured and provisioned Juniper NetworksQFX3500Switch to act as an FCoE-FC

gateway

• FCoE-capable devices in an Ethernet network equipped with converged network

adapters (CNAs)

• An FC switch to transmit and receive native FC traffic

• FC storage devices in the SAN

• Junos OS Release 11.1 or later for the QFX Series

Overview

No interfacesareconfigured for FCnetworkconnectivitybydefault. Youneed toconfigure

the FC fabric and its interfaces explicitly. Each FC fabric consists of a combination of at

least one FCoE VLAN interface between the FCoE-FC gateway and the FCoE devices,

and one or more native FC interfaces between the FCoE-FC gateway and the FC switch.

An FCoE VLAN interface connects the FCoE-FC gateway to FCoE devices. FCoE traffic

between the devices and the FCoE-FC gateway requires a dedicated VLAN used only for

FCoE traffic. Youcannotmix standardEthernet trafficandFCoE trafficon theFCoEVLAN.

NOTE: IGMP snooping is not supported on FCoE VLANs. Disable IGMP
snooping on FCoE VLANs.

Storm control is not supported on Ethernet interfaces that belong to the
FCoE VLAN. Ensure that storm control is disabled on all Ethernet interfaces
that belong to the FCoE VLAN to prevent FCoE traffic from being dropped.

When FCoE frames enter the FCoE-FC gateway, the gateway:

1. Strips the Ethernet encapsulation from the FCoE frames.

2. Sends the resulting native FC frames to the FC switch through the gateway’s native

FC interfaces.

Each FC interface and FCoE VLAN interface can belong to only one FC fabric. Different

FC fabrics must use different native FC interfaces and different FCoE VLAN interfaces.
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Multiple FC fabrics on the FCoE-FC gateway can connect to the same FC switch, but

they must use different FC interfaces and different FCoE VLAN interfaces.

The Ethernet interfaces that belong to the FCoE VLAN should be configured in

tagged-accessportmodeandmust include thenativeVLANbecauseFIPVLANdiscovery

and notification frames are exchanged as untagged packets. These Ethernet interfaces

require amaximum transmission unit (MTU) size of at least 2180bytes to accommodate

the FC payload and FCoE encapsulation. (Sometimes the MTU is rounded up to 2500

bytes. If larger frames are expected on the interface, set the MTU size accordingly.)

This example shows a simple configuration to illustrate the basic steps for creating:

• The FCoE-device-facing VLAN and its 10-Gigabit Ethernet interfaces

• The VLAN interface

• The FC-switch-facing native FC interfaces

• One FC fabric on the FCoE-FC gateway

Configuring these elements results in traffic being routed between the VLAN and FC

interfaces, thus connecting the FCoE devices to the FC switch through the FCoE-FC

gateway.

A VLAN called blue transports FCoE traffic between FCoE devices and the FCoE-FC

gateway using an FCoE VLAN interface called vlan.100. The FCoE-FC gateway’s vlan.100

interface presents an F_Port interface to the FCoE devices on the VLAN. For each FCoE

device ENode that logs in to the FCoE-FC gateway, the gateway instantiates a virtual

F_Port (VF_Port) interface. This creates a virtual link between the ENode VN_Port and

the FCoE-FC gateway. The FCoE-FC gateway’s native FC interfaces transport FC traffic

between the gateway and the FC switch.

Configuring both the FCoE VLAN interface and the native FC interfaces as part of a

gateway fabric associates them in the switch andmakes the connection between the

FCoE servers and the FC switch.

Topology

The topology for this example consists of one QFX3500 switch with FC-capable ports

to connect to the FC switch and with Ethernet ports in tagged-access mode to connect

to the FCoE devices. Table 384 on page 4965 and Figure 181 on page 4966 show the

configuration components of this example.

Table 384: Components of the Fibre Channel Interface Configuration Topology

SettingsProperty

QFX3500 switch in gatewaymodeSwitch hardware

blue, tag 100

IGMP snooping disabled on the FCoE VLAN.

FCoE VLAN name and tag ID
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Table 384: Components of the Fibre Channel Interface Configuration Topology (continued)

SettingsProperty

Interfaces: xe-0/0/6, xe-0/0/7, xe-0/0/8, xe-0/0/9, xe-0/0/10,
xe-0/0/11
Port mode: tagged-access
MTU: 2180
Native VLAN: 1

NOTE: You can bundle two or more of the VLAN interfaces in a link
aggregation group (LAG) if you wish.

NOTE: FCoEVLANs (any VLAN that carries FCoE traffic) support only
Spanning TreeProtocol (STP) and link aggregation group (LAG) Layer
2 features.

Interfaces in VLAN blue

vlan.100
Port mode: f-port

FCoE VLAN interface

Interfaces: fc-0/0/0, fc-0/0/1, fc-0/0/2, fc-0/0/3, fc-0/0/4, fc-0/0/5
Port mode: np-port
Speed: 4 Gbps

Native Fibre Channel interfaces

Fabric type: proxy
Fabric ID: 1
FC interfaces: fc-0/0/0, fc-0/0/1, fc-0/0/2, fc-0/0/3, fc-0/0/4,
fc-0/0/5

Fibre Channel fabric fcproxy1

Figure 181: Fibre Channel Interface Configuration Topology
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This configuration example creates a VLAN for FCoE traffic and routes its traffic to an

FCoEVLAN interface that is part of the FC fabric. It also creates the FC interfaces needed

to connect to the FC switch.

To set up FC interfaces and FCoE VLAN interfaces:
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• Configure a VLAN to use as a dedicated FCoE VLAN:

• Configure the interfaces the FCoE VLAN uses as Ethernet switching interfaces in

tagged-access port mode.

• If storm control is enabled, disable it on the interfaces.

• Configure the interfaces the FCoE VLAN uses with the native VLAN.

• Configure the FCoE VLAN to use the desired Ethernet interfaces.

• Disable IGMP snooping on the FCoE VLAN. (IGMP snooping is enabled by default on

all VLANs, but is not supported on FCoE VLANs).

• Configure the FCoE VLAN interface.

• Define the interface for the FCoE VLAN (associate the VLANwith the FCoE VLAN

interface).

• Configure the physical FC interfaces (either one or two 6-port blocks) that connect to

the FC switch.

• Configure the logical FC interfaces that connect to the FC switch.

• Configure the FCoE-FC gateway fabric:

• Configure the fabric ID.

• Configure the fabric as a proxy fabric.

• Add the FCoE VLAN interface and the native FC interfaces to the fabric.

To keep the example simple, the configuration steps show six Ethernet interfaces in the

FCoE VLAN and six native FC interfaces in the FC fabric. Use the same configuration

procedure to addmore interfaces to the FCoE VLAN or to the FC fabric.

Configuration

CLI Quick
Configuration

To quickly configure FCoE and native FC interfaces on an FCoE-FC gateway and route

traffic between the FCoE VLAN and FC interfaces, copy the following commands and

paste them into the switch terminal window:

[edit]
set vlans blue vlan-id 100
set vlans native vlan-id 1
set interfacesxe-0/0/6unit0 familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfacesxe-0/0/7unit0familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfacesxe-0/0/8unit0 familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfacesxe-0/0/9unit0 familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfacesxe-0/0/10unit0familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfacesxe-0/0/11unit0 familyethernet-switchingport-modetagged-accessvlanmembers
blue
set interfaces xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/7 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/8 unit 0 family ethernet-switching native-vlan-id 1
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set interfaces xe-0/0/9 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/11 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/6mtu 2180
set interfaces xe-0/0/7mtu 2180
set interfaces xe-0/0/8mtu 2180
set interfaces xe-0/0/9mtu 2180
set interfaces xe-0/0/10mtu 2180
set interfaces xe-0/0/11 mtu 2180
set vlans blue interface xe-0/0/6.0
set vlans blue interface xe-0/0/7.0
set vlans blue interface xe-0/0/8.0
set vlans blue interface xe-0/0/9.0
set vlans blue interface xe-0/0/10.0
set vlans blue interface xe-0/0/11.0
set protocols igmp-snooping vlan blue disable
set interfaces vlan unit 100 family fibre-channel port-mode f-port
set vlans blue l3-interface vlan.100
set chassis fpc 0 pic 0 fibre-channel port-range 0 5
set interfaces fc-0/0/0 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/1 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/2 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/3 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/4 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/5 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/0 fibrechannel-options speed 4g
set interfaces fc-0/0/1 fibrechannel-options speed 4g
set interfaces fc-0/0/2 fibrechannel-options speed 4g
set interfaces fc-0/0/3 fibrechannel-options speed 4g
set interfaces fc-0/0/4 fibrechannel-options speed 4g
set interfaces fc-0/0/5 fibrechannel-options speed 4g
set fc-fabrics fcproxy1 fabric-id 1
set fc-fabrics fcproxy1 fabric-type proxy
set fc-fabrics fcproxy1 interface vlan.100
set fc-fabrics fcproxy1 interface fc-0/0/0.0
set fc-fabrics fcproxy1 interface fc-0/0/1.0
set fc-fabrics fcproxy1 interface fc-0/0/2.0
set fc-fabrics fcproxy1 interface fc-0/0/3.0
set fc-fabrics fcproxy1 interface fc-0/0/4.0
set fc-fabrics fcproxy1 interface fc-0/0/5.0

Step-by-Step
Procedure

Configure FCoE and FC interfaces in an FCoE-FC gateway FC fabric and set up traffic

routing between the FCoE VLAN and FC interfaces:

1. Configure the VLAN for FCoE traffic:

[edit vlans]
user@switch# set blue vlan-id 100

2. Configure the native VLAN:

[edit vlans]
user@switch# set native vlan-id 1

3. Configure the Ethernet interfaces for the FCoE VLAN in tagged-access mode and

asmembers of the FCoE VLAN (VLAN blue):

[edit interfaces]
user@switch# set xe-0/0/6 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue
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user@switch# set xe-0/0/7 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue
user@switch# set xe-0/0/8 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue
user@switch# set xe-0/0/9 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue
user@switch# set xe-0/0/10 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue
user@switch# set xe-0/0/11 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers blue

4. Configure the native VLAN on the Ethernet interfaces in the FCoE VLAN:

[edit interfaces]
user@switch# set xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/7 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/8 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/9 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/11 unit 0 family ethernet-switching native-vlan-id 1

5. Set the MTU to 2180 for each Ethernet interface:

[edit interfaces]
user@switch# set xe-0/0/6mtu 2180
user@switch# set xe-0/0/7mtu 2180
user@switch# set xe-0/0/8mtu 2180
user@switch# set xe-0/0/9mtu 2180
user@switch# set xe-0/0/10mtu 2180
user@switch# set xe-0/0/11 mtu 2180

6. Assign the Ethernet interfaces to the FCoE VLAN:

[edit vlans blue interface]
user@switch# set xe-0/0/6.0
user@switch# set xe-0/0/7.0
user@switch# set xe-0/0/8.0
user@switch# set xe-0/0/9.0
user@switch# set xe-0/0/10.0
user@switch# set xe-0/0/11.0

7. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan blue disable

8. Configure the FCoE VLAN interface and port mode for the FCoE traffic:

[edit interfaces]
user@switch# set vlan unit 100 family fibre-channel port-mode f-port

9. Define the FCoE VLAN interface as the interface for the FCoE VLAN:

[edit vlans]
user@switch# set blue l3-interface vlan.100

10. Configure the physical FC interfaces the fabric uses to connect to the FC switch:

[edit chassis fpc 0 pic 0]
user@switch# set fibre-channel port-range 0 5
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NOTE: When you configure ports as FC ports, the port designation
changes from xe-n/n/n.n format to fc-n/n/n.n format to indicate that

the interface is an FC interface. FC interfaces do not support 10-Gbps
interface speed but instead conform to FC interface speeds of 2 Gbps,
4 Gbps, or 8 Gbps.

11. Configure the native FC interfaces and port mode:

[edit interfaces]
user@switch# set fc-0/0/0 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/1 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/2 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/3 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/4 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/5 unit 0 family fibre-channel port-mode np-port

12. Configure the native FC interface port speed:

[edit interfaces]
user@switch# set fc-0/0/0 fibrechannel-options speed 4g
user@switch# set fc-0/0/1 fibrechannel-options speed 4g
user@switch# set fc-0/0/2 fibrechannel-options speed 4g
user@switch# set fc-0/0/3 fibrechannel-options speed 4g
user@switch# set fc-0/0/4 fibrechannel-options speed 4g
user@switch# set fc-0/0/5 fibrechannel-options speed 4g

13. Configure the FC fabric name and unique ID:

[edit fc-fabrics]
user@switch# set fcproxy1 fabric-id 1

14. Define the FC fabric as an FCoE-FC gateway:

[edit fc-fabrics]
user@switch# set fcproxy1 fabric-type proxy

15. Assign the FCoE VLAN interface to the fabric:

[edit fc-fabrics]
user@switch# set fcproxy1 interface vlan.100

16. Assign the native FC interfaces to the fabric:

[edit fc-fabrics]
user@switch# set fcproxy1 interface fc-0/0/0.0
user@switch# set fcproxy1 interface fc-0/0/1.0
user@switch# set fcproxy1 interface fc-0/0/2.0
user@switch# set fcproxy1 interface fc-0/0/3.0
user@switch# set fcproxy1 interface fc-0/0/4.0
user@switch# set fcproxy1 interface fc-0/0/5.0

Results Display the results of the configuration:

user@switch> show configuration
fc-0/0/0 {
fibrechannel-options {
speed 4g;

}
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unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/1 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/2 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/3 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/4 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/5 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
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xe-0/0/6 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/7 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/8 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/9 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/10 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
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native-vlan-id 1;
}

}
}
xe-0/0/11 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
vlan {
unit 100 {
family fibre-channel {
port-mode f-port;

}
}

}
fc-fabrics {
fcproxy1 {
fabric-id 1
fabric-type proxy
interface {
vlan.100
fc-0/0/0.0;
fc-0/0/1.0;
fc-0/0/2.0;
fc-0/0/3.0;
fc-0/0/4.0;
fc-0/0/5.0;

}
}

}
protocols {
igmp-snooping {
vlan blue {
disable;

}
}

}
vlans {
blue {
vlan-id 100
interface {
xe-0/0/6.0;
xe-0/0/7.0;
xe-0/0/8.0;
xe-0/0/9.0;
xe-0/0/10.0;
xe-0/0/11.0;

}
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l3-interface vlan.100
}
native {
vlan-id 1;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command and then copy the hierarchy and paste it into the switch terminal
window.

Verification

Toverify that thenative FC interfacesandFCoEVLAN interfacehavebeencreated, added

to the FC fabric, and are operating properly, perform these tasks:

• Verifying That the Native FC Interfaces and the FCoE VLAN Interface Have Been

Created on page 4974

• Verifying That the FCoE VLAN Includes the Correct Ethernet Interfaces on page 4975

• Verifying That the FC Fabric Includes the Correct Interfaces on page 4975

• Verifying Native FC Interface Operation on page 4976

• Verifying That IGMP Snooping Has Been Disabled on the FCoE VLAN on page 4976

Verifying That theNative FC Interfaces and the FCoEVLAN InterfaceHaveBeenCreated

Purpose Verify that the six native FC interfaces and the FCoE VLAN interface have been created

on the switch and are configured in the correct mode.

Action Listall of theFC interfacesconfiguredon theswitchusing the showfibre-channel interfaces

command:

user@switch> show fibre-channel interfaces
                         Native             Config  Oper
Interface    Idx   Type  Fabric-id    NPIV  Mode    Mode    State 
fc-0/0/0.0   70    FC    1            YES   NP      NP      up
fc-0/0/1.0   71    FC    1            YES   NP      NP      up
fc-0/0/2.0   72    FC    1            YES   NP      NP      up
fc-0/0/3.0   73    FC    1            YES   NP      NP      up
fc-0/0/4.0   74    FC    1            YES   NP      NP      up
fc-0/0/5.0   75    FC    1            YES   NP      NP      up
vlan.100     67    FCOE  1            YES   F       F       up

Meaning The showfibre-channel interfaces command lists all native FC interfaces and FCoEVLAN

interfaces configured on the switch. The command output shows that the FC interfaces

fc-0/0/0.0, fc-0/0/1.0, fc-0/0/2.0, fc-0/0/3.0, fc-0/0/4.0, and fc-0/0/5.0 have been

created and that those six interfaces:

• Are native Fibre Channel interfaces (type FC).

• Belong to the FC fabric with a configured fabric ID of 1.
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• Are capable of N_Port ID virtualization (NPIV).

• Have a configuredmode and an operationalmode of proxy N_Port (NP), whichmeans

that they should be connected to an FCF or an FC switch, not to an FCoE device, and

that they carry native FC traffic.

• Show an operational state of up.

Thecommandoutputalsoshows that theFCoEVLAN interfacevlan.100hasbeencreated

and that interface:

• Is an FCoE VLAN interface (type FCOE).

• Belongs to the FC fabric with a configured fabric ID of 1.

• Is capable of N_Port ID virtualization (NPIV).

• Has a configuredmode and an operational mode of F_Port (F), which means that its

interfaces connect to FCoE devices and carry FCoE traffic.

• Shows an operational state of up.

Verifying That the FCoE VLAN Includes the Correct Ethernet Interfaces

Purpose Verify that the FCoE VLAN blue has been created with the correct VLAN tag (100) and

with the correct Ethernet interfaces.

Action List all of the interfaces configured on the switch in VLAN blue using the show vlans

command:

user@switch> show vlans blue
Name           Tag     Interfaces
blue           100
                       xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0, xe-0/0/10.0

                       xe-0/0/11.0

Meaning The show vlans blue command lists the interfaces that are members of the FCoE VLAN

blue. The command output shows that the blue VLAN has a tag ID of 100 and includes

the interfaces xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0, xe-0/0/10.0, and

xe-0/0/11.0.

Verifying That the FC Fabric Includes the Correct Interfaces

Purpose Verify that the FC fabric configuration is configured on the switch with the correct native

FC and FCoE VLAN interfaces.

Action Listall of the interfacesconfiguredonFC fabricson theswitchusing the showfibre-channel

fabric command:

user@switch> show fibre-channel fabric
Name           Fabric-id     Type     Interfaces
fcproxy1       1             PROXY  
                                      fc-0/0/0.0
                                      fc-0/0/1.0
                                      fc-0/0/2.0
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                                      fc-0/0/3.0
                                      fc-0/0/4.0
                                      fc-0/0/5.0
                                      vlan.100

Meaning The show fibre-channel fabric command lists the interfaces that are members of each

FC fabric. The command output shows that the only fabric configured on the switch is

named fcproxy1, has a fabric-id of 1, and is a proxy fabric in an FCoE-FC gateway. The

command output also shows that the native FC interfaces fc-0/0/0.0, fc-0/0/1.0,

fc-0/0/2.0, fc-0/0/3.0, fc-0/0/4.0, and fc-0/0/5.0, and theFCoEVLAN interface vlan.100

belong to fcproxy1.

Verifying Native FC Interface Operation

Purpose Verify that the native FC interfaces are online and display the number of FC sessions on

each interface.

Action List all of the native FCNP_Port interface states and sessions by FC fabric using the show

fibre-channel proxy np-port command:

user@switch> show fibre-channel proxy np-port
Fabric: fcproxy1, Fabric-id: 1
NP-Port     State              Sessions       LB state   LB weight
fc-0/0/0.0  online             3              ON         4         
fc-0/0/1.0  online             3              ON         4         
fc-0/0/2.0  online             2              ON         4
fc-0/0/3.0  online             2              ON         4
fc-0/0/4.0  online             2              ON         4
fc-0/0/5.0  online             2              ON         4

Meaning The show fibre-channel proxy np-port command lists the interfaces that are configured

as native FC proxy N_Port interfaces. The command output shows:

• The fabric name is fcproxy1 and its fabric ID is 1.

• The interfaces are online.

• The number of FC sessions (virtual links) running on each interface.

• The load-balancing (LB) state isON for all of the interfaces.

• The LB weight reflects the port speed of each interface, which is 4 Gbps.

Verifying That IGMP Snooping Has Been Disabled on the FCoE VLAN

Purpose Verify that IGMP snooping is disabled on the FCoE VLAN.

Action List the IGMP snooping protocol information for the FCoE VLAN using the show

configuration protocols igmp-snooping vlan blue command:

user@switch> show configuration protocols igmp-snooping vlan blue
    disable;
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Meaning The show configuration protocols igmp-snooping vlan blue command lists the IGMP

snooping configuration for the FCoE VLAN. The command output shows that IGMP

snooping is disabled on the FCoE VLAN.

Related
Documentation

Configuring a Fibre Channel Interface on page 5049•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway on page 5056

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface on

page 5072

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

Example: Configuring VN2VN_Port FIP Snooping (FCoEHosts Directly Connected to the Same
FCoE Transit Switch)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when the hosts are directly connected to the same FCoE transit switch.

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Example: Configuring VN2VN_Port FIP Snooping (FCoE
Hosts Directly Connected to the Same FCoE Transit Switch)” on page 5025.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VN_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through the transit switch on a virtual link that

emulates a direct connection to the VN_Port at the other end of the virtual link.
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To configure VN2VN_Port FIP snooping when the hosts are directly connected to the

same FCoE transit switch, youmust follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

usingVN2VN_PortFIPsnoopingmustuse thatFCoEVLAN.YoucannotmixVN2VN_Port

FIP snooping traffic with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN_Port to VF_Port (FIP snooping) traffic is dropped.

• ENode-facing ports must be set in tagged-access port mode.

• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk port mode.

• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable VN2VF_Port FIP snooping, the system snoops VN_Port to VF_Port

packets and enforces security only on VN_Port to VF_Port virtual links. When you enable

VN2VN_Port FIP snooping, the system snoops VN_Port to VN_Port packets and enforces

security only on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are directly connected to the same transit switch:

• Requirements on page 4978

• Overview on page 4979

• Configuration on page 4979

• Verification on page 4980

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch used as a transit switch

• Junos OS Release 12.2 or later for the QFX Series

• Two FCoE hosts that have ENodes
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Overview

This example shows you how to:

• Set the correct interface port modes on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 385 on page 4979 shows the configuration components for this example.

Table 385:Componentsof theVN2VN_Port FIPSnoopingConfigurationTopology (FCoEHosts
Directly Connected to the Same FCoE Transit Switch)

SettingsComponent

QFX3500 switch (FCoE transit switch TS1)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, port mode tagged-access, connects directly to the FCoE
host with ENode1.

• Interface xe-0/0/21, port mode tagged-access, connects directly to the FCoE
host with ENode2.

Interfaces and port modes

Both interfaces use VLAN vlan200.Interface VLANmembership

VLAN name—vlan200
VLAN ID—200

VN2VN_Port FIP snooping VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIP snooping mode and beacon period

Figure 182 on page 4979 shows the network topology for this example.

Figure 182: VN2VN_Port FIP Snooping (FCoE Hosts Connected to Same
Transit Switch) Topology

Configuration

CLI Quick
Configuration

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to the

same transit switch, copy the following commands, paste them in a text file, remove line
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breaks, change variables and details tomatch your network configuration, and then copy

and paste the commands into the CLI at the [edit] hierarchy level:

set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000

Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to the Same
FCoE Transit Switch)

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, configure the VLAN, set the beacon period, and

enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to the FCoE host

ENodes:

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode
tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode tagged-access

2. Configure the interface VLANmembership so that the interfaces connected to

theENodes are members of the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN on page 4980

• Verifying the Interface Port Mode on page 4981

Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and the correct interfaces (xe-0/0/20 and

xe-0/0/21) are members of the VLAN.
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Action List theFIPsnooping informationusing theoperationalmodecommand showfipsnooping

detail.

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping. The command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)

• The beacon period is 90000.

• The interfaces for the ENodes are xe-0/0/20 and xe-0/0/21.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Verifying the Interface Port Mode

Purpose Verify that the interface port modes are tagged-access.

Action List the Ethernet switching interfaces to confirm the port mode using the show

ethernet-switching interfaces detail operational command.

Use the operational mode commands show ethernet-switching interfaces xe-0/0/20.0

detail and show ethernet-switching interfaces xe-0/0/21.0 detail to list the Ethernet

switching interface information.Theoutput is truncated toshowonly the relevantportions:

user@switch> show ethernet-switching interfaces xe-0/0/20.0 detail
Interface: xe-0/0/20.0, Index: 75, State: up, Port mode: Tagged-Access
.
.
.
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user@switch> show ethernet-switching interfaces xe-0/0/21.0 detail
Interface: xe-0/0/21.0, Index: 83, State: up, Port mode: Tagged-Access
.
.
.

Meaning The show ethernet-switching interfaces detail command lists the port mode as

tagged-access for both interfaces.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to Different
FCoE Transit Switches)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when the hosts are directly connected to different FCoE transit switches, and the transit

switches are directly connected to each other.

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Example: Configuring VN2VN_Port FIP Snooping (FCoE
HostsDirectlyConnectedtoDifferentFCoETransitSwitches)”onpage5030.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VF_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through one or more transit switches on a virtual

link that emulates a direct connection to the VN_Port at the other end of the virtual link.
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ToconfigureVN2VN_Port FIPsnoopingwhen thehostsaredirectly connected todifferent

FCoE transit switches, and the transit switches are directly connected to each other, you

must follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

using VN2VN_Port FIP snooping must use that FCoE VLAN. The FCoE VLANmust be

configured on each transit switch. You cannot mix VN2VN_Port FIP snooping traffic

with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN2VF_Port traffic is dropped.

• ENode-facing ports must be set in tagged-access port mode.

• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk port mode.

• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable VN2VF_Port FIP snooping, the system snoops VN_Port to VF_Port

packets and enforces security only on VN_Port to VF_Port virtual links. When you enable

VN2VN_Port FIP snooping, the system snoops VN_Port to VN_Port packets and enforces

security only on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are directly connected to different transit switches, and the transit switches are directly

connected to each other:

• Requirements on page 4983

• Overview on page 4984

• Configuration on page 4985

• Verification on page 4986

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX3500 Switches used as transit switches

• Junos OS Release 12.2 or later for the QFX Series

• Two FCoE hosts that have ENodes
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Overview

This example shows you how to:

• Set the correct interface port modes on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the network-facing interfaces as FCoE trusted interfaces.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 386 on page 4984 shows the configuration components for this example.

Table386:Componentsof theVN2VN_Port FIPSnoopingConfigurationTopology (FCoEHosts
Directly Connected to Different FCoE Transit Switches)

SettingsComponent

Two QFX3500 switches (FCoE transit switch TS1 and FCoE transit switch TS2)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, port mode tagged-access, connects directly from transit switch
TS1 to the FCoE host with ENode1.

• Interface xe-0/0/21, port mode trunk, connects directly from transit switch TS1 to
transit switch TS2.

• Interface xe-0/0/31, port mode trunk, connects directly from transit switch TS2 to
transit switch TS1.

• Interface xe-0/0/30, port mode tagged-access, connects directly from transit switch
TS2 to the FCoE host with ENode2.

Interfaces and port modes

The interfaces on both transit switches use VLAN vlan200.Interface VLANmembership

VLAN name (both transit switches)—vlan200
VLAN ID—200

VN2VN_Port FIP snooping VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIP snooping mode and beacon
period

Figure 183 on page 4984 shows the network topology for this example.

Figure 183:VN2VN_PortFIPSnooping(FCoEHostsConnectedtoDifferent
Transit Switches) Topology
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Configuration

To configure VN2VN_Port FIP snooping for VN_Ports that are directly connected to

different transit switches (and the transit switches are directly connected to each other),

perform these tasks:

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1 on page 4985

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS2 on page 4986

CLI Quick
Configuration

The configuration for each FCoE transit switch is shown separately.

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to

different transit switches, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level. To configure

FCoE transit switch TS1:

set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set ethernet-switching-options secure-access-port interface xe-0/0/21 fcoe-trusted
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to

different transit switches, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level. To configure

FCoE transit switch TS2:

set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port interface xe-0/0/31 fcoe-trusted
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted,

configure the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to the FCoE host

with ENode1 (xe-0/0/20) and to FCoE transit switch TS2 (xe-0/0/21):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode
tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):
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user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the network-facing port (xe-0/0/21) as an FCoE trusted port:

user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/21
fcoe-trusted

4. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS2

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted,

configure the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to the FCoE host

with ENode2 (xe-0/0/30) and to FCoE transit switch TS1 (xe-0/0/31):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode
tagged-access
set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the network-facing port (xe-0/0/31) as an FCoE trusted port:

user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/31
fcoe-trusted

4. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly on both switches, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN (Transit

Switches TS1 and TS2) on page 4987

• Verifying the Interface Port Mode on page 4989
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VerifyingThatVN2VN_PortFIPSnooping isEnabledontheFCoEVLAN(TransitSwitches
TS1 and TS2)

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and that the correct interfaces (xe-0/0/20

and xe-0/0/21 on TS1, and xe-0/0/30and xe-0/0/31 on TS2) are members of the VLAN.
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Action List the FIP snooping information on transit switch TS1 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01

List the FIP snooping information on transit switch TS2 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/30
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/31
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping on each transit switch. The

command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)
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• The beacon period is 90000.

• The interfaces connected to theENodesare xe-0/0/20and xe-0/0/21on transit switch

TS1, and xe-0/0/30 and xe-0/0/31 on transit switch TS2. Because the transit switches

are transparent passthrough switches, the network-facing trunk ports “see” the FCoE

host ENodes at the far end of the VN2VN_Port virtual link.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Verifying the Interface Port Mode

Purpose Verify that the interface port modes are tagged-access for ENode-facing ports and trunk

for network-facing ports on each transit switch.

Action List the Ethernet switching interfaces to confirm the port mode using the show

ethernet-switching interfaces detail operational command.

Use the operational mode commands show ethernet-switching interfaces xe-0/0/20.0

detail and show ethernet-switching interfaces xe-0/0/21.0 detail to list the Ethernet

switching interface information on FCoE transit switch TS1. The output is truncated to

show only the relevant portions:

user@switch> show ethernet-switching interfaces xe-0/0/20.0 detail
Interface: xe-0/0/20.0, Index: 75, State: up, Port mode: Tagged-Access
.
.
.

user@switch> show ethernet-switching interfaces xe-0/0/21.0 detail
Interface: xe-0/0/21.0, Index: 83, State: up, Port mode: Trunk
.
.
.

List the Ethernet switching interface information on FCoE transit switch TS2 using the

operationalmodecommands showethernet-switching interfacesxe-0/0/30.0detailand

show ethernet-switching interfaces xe-0/0/31.0 detail:

user@switch> show ethernet-switching interfaces xe-0/0/30.0 detail
Interface: xe-0/0/30.0, Index: 56, State: up, Port mode: Tagged-Access
.
.
.

user@switch> show ethernet-switching interfaces xe-0/0/31.0 detail
Interface: xe-0/0/31.0, Index: 59, State: up, Port mode: Trunk
.
.
.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990
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• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected Through
an Aggregation Layer FCoE Transit Switch)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when thehostsare indirectly connected throughanaggregation layerFCoEtransit switch.

Each FCoE host ENode is directly connected to an FCoE transit switch, but the FCoE

transit switches are not directly connected to each other. The FCoE transit switches are

both connected to a third FCoE transit switch that acts as an aggregation layer switch.

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Example: Configuring VN2VN_Port FIP Snooping (FCoE
Hosts Indirectly Connected Through an Aggregation Layer FCoE Transit
Switch)” on page 5036.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VN_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through one or more transit switches on a virtual

link that emulates a direct connection to the VN_Port at the other end of the virtual link.

To configure VN2VN_Port FIP snooping when the hosts are indirectly connected, you

must follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

using VN2VN_Port FIP snooping must use that FCoE VLAN. The FCoE VLANmust be

configured on each transit switch. You cannot mix VN2VN_Port FIP snooping traffic

with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN_Port to VF_Port traffic is dropped.

• ENode-facing ports must be set in tagged-access port mode.
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• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk port mode.

• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable FIP snooping, the system snoops VN_Port to VF_Port packets and

enforces security only on VN_Port to VF_Port virtual links.When you enable VN2VN_Port

FIP snooping, the system snoops VN_Port to VN_Port packets and enforces security only

on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are indirectly connected across an aggregation layer FCoE transit switch:

• Requirements on page 4991

• Overview on page 4991

• Configuration on page 4993

• Verification on page 4995

Requirements

This example uses the following hardware and software components:

• Three Juniper Networks QFX3500 Switches used as transit switches

• Junos OS Release 12.2 or later for the QFX Series

• Two FCoE hosts that have ENodes

Overview

This example shows you how to:

• Set the correct interface port modes on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the network-facing interfaces as FCoE trusted interfaces.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 387 on page 4992 shows the configuration components for this example.
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Table 387: Components of theVN2VN_Port FIPSnoopingConfigurationTopology (FCoEHosts
Indirectly Connected Across an Aggregation Layer FCoE Transit Switch)

SettingsComponent

Three QFX3500 switches, two of which are FCoE transit switches that are directly attached
to the FCoE hosts (transit switches TS1 and TS2) and one of which is an aggregation layer
FCoE transit switch (TS3)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, port mode tagged-access, connects directly from transit switch TS1
to the FCoE host with ENode1.

• Interfacexe-0/0/21, portmode trunk, connectsdirectly fromtransit switchTS1 toaggregation
layer transit switch TS2.

• Interface xe-0/0/31, portmode trunk, connectsdirectly fromaggregation layer transit switch
TS2 to transit switch TS1.

• Interface xe-0/0/30, port mode trunk, connects directly from aggregation layer transit
switch TS2 to transit switch TS3.

• Interface xe-0/0/11, port mode trunk, connects directly from transit switch TS3 to
aggregation layer transit switch TS2.

• Interface xe-0/0/10, port mode tagged-access, connects directly from transit switch TS3
to the FCoE host with ENode2.

Interfaces and port modes

The interfaces on all three switches use VLAN vlan200.Interface VLANmembership

VLAN name (all three switches)—vlan200
VLAN ID—200

VN2VN_Port FIP snooping
VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIPsnoopingmodeandbeacon
period

Figure 184 on page 4992 shows the network topology for this example.

Figure 184:VN2VN_PortFIPSnooping(FCoEHosts IndirectlyConnected)
Topology
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Configuration

To configure VN2VN_Port FIP snooping for VN_Ports that are indirectly connected across

an aggregation layer FCoE transit switch, perform these tasks:

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1 on page 4994

• Configuring VN2VN_Port FIP Snooping on Aggregation Layer FCoE Transit Switch

TS2 on page 4994

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS3 on page 4995

CLI Quick
Configuration

The configuration for each FCoE transit switch is shown separately.

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS1:

set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set ethernet-switching-options secure-access-port interface xe-0/0/21 fcoe-trusted
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS2:

set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port interface xe-0/0/30 fcoe-trusted
set ethernet-switching-options secure-access-port interface xe-0/0/31 fcoe-trusted
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS3:

set interfaces xe-0/0/10 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set ethernet-switching-options secure-access-port interface xe-0/0/11 fcoe-trusted
set ethernet-switching-options secure-access-port vlan vlan200 examine-fip examine-vn2v2
beacon-period 90000
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Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted,

configure the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to the FCoE host

with ENode1 (xe-0/0/20) and to aggregation layer FCoE transit switch TS2

(xe-0/0/21):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching port-mode
tagged-access
set interfaces xe-0/0/21 unit 0 family ethernet-switching port-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the network-facing port (xe-0/0/21) as an FCoE trusted port:

user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/21
fcoe-trusted

4. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Configuring VN2VN_Port FIP Snooping on Aggregation Layer FCoE Transit Switch TS2

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, set the network-facing ports as FCoE trusted,

configure the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to FCoE transit

switchesTS1 (xe-0/0/31) andTS3 (xe-0/0/30). Both interfaces are network-facing

andmust be configured as trunk interfaces:

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the network-facing ports (xe-0/0/30 and xe-0/0/31) as FCoE trusted

ports:

user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/30
fcoe-trusted
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user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/31
fcoe-trusted

4. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS3

Step-by-Step
Procedure

To configure interface port modes, configure interface VLANmembership in the FCoE

VLAN dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted,

configure the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the port modes of the interfaces that connect directly to the FCoE host

with ENode2 (xe-0/0/10) and to aggregation layer FCoE transit switch TS2

(xe-0/0/11):

user@switch# set interfaces xe-0/0/10 unit 0 family ethernet-switching port-mode
tagged-access
set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the network-facing port (xe-0/0/11) as an FCoE trusted port:

user@switch# set ethernet-switching-options secure-access-port interface xe-0/0/11
fcoe-trusted

4. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# setethernet-switching-optionssecure-access-portvlanvlan200examine-fip
examine-vn2v2 beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly on all three switches, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping Is Enabled on the FCoE VLAN (All Three

Transit Switches) on page 4995

• Verifying the Interface Port Mode on page 4998

VerifyingThatVN2VN_PortFIPSnooping IsEnabledontheFCoEVLAN(AllThreeTransit
Switches)

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and that the correct interfaces (xe-0/0/20
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and xe-0/0/21 on TS1, xe-0/0/30 and xe-0/0/31 aggregation layer TS2, and xe-0/0/10

and xe-0/0/11 on TS3) are members of the VLAN.
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Action List the FIP snooping information on transit switch TS1 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01

List the FIP snooping information on aggregation layer transit switch TS2 using the

operational mode command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/30
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/31
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01

List the FIP snooping information on transit switch TS3 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
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    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/10
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/11
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping on each transit switch. The

command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)

• The beacon period is 90000.

• The interfaces connected to theENodesare xe-0/0/20and xe-0/0/21on transit switch

TS1, xe-0/0/30 and xe-0/0/31 on aggregation layer transit switch TS2, and xe-0/0/10

and xe-0/0/11 on transit switch TS3. Because the transit switches are transparent

passthrough switches, the network-facing trunk ports “see” the FCoE host ENodes at

the far end of the VN2VN_Port virtual link.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Verifying the Interface Port Mode

Purpose Verify that the interface port modes are tagged-access for ENode-facing ports and trunk

for network-facing ports on each transit switch.

Action List the Ethernet switching interfaces to confirm the port mode using the show

ethernet-switching interfaces detail operational command for each interface. The output

is truncated to show only the relevant portions.

List the Ethernet switching interface information on FCoE transit switch TS1 using the

operationalmodecommands showethernet-switching interfacesxe-0/0/20.0detailand

show ethernet-switching interfaces xe-0/0/21.0 detail:

user@switch> show ethernet-switching interfaces xe-0/0/20.0 detail
Interface: xe-0/0/20.0, Index: 75, State: up, Port mode: Tagged-Access
.
.
.

user@switch> show ethernet-switching interfaces xe-0/0/21.0 detail
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Interface: xe-0/0/21.0, Index: 83, State: up, Port mode: Trunk
.
.
.

List theEthernet switching interface informationonaggregation layer FCoE transit switch

TS2 using the operational mode commands show ethernet-switching interfaces

xe-0/0/30.0 detail and show ethernet-switching interfaces xe-0/0/31.0 detail:

user@switch> show ethernet-switching interfaces xe-0/0/30.0 detail
Interface: xe-0/0/30.0, Index: 71, State: up, Port mode: Trunk
.
.
.

user@switch> show ethernet-switching interfaces xe-0/0/31.0 detail
Interface: xe-0/0/31.0, Index: 73, State: up, Port mode: Trunk
.
.
.

List the Ethernet switching interface information on FCoE transit switch TS3 using the

operationalmode commands showethernet-switching interfaces xe-0/0/10.0detail and

show ethernet-switching interfaces xe-0/0/11.0 detail:

user@switch> show ethernet-switching interfaces xe-0/0/10.0 detail
Interface: xe-0/0/10.0, Index: 56, State: up, Port mode: Tagged-Access
.
.
.

user@switch> show ethernet-switching interfaces xe-0/0/11.0 detail
Interface: xe-0/0/11.0, Index: 59, State: up, Port mode: Trunk
.
.
.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Example: Configuring Automated Fibre Channel Interface Load Rebalancing

Automated Fibre Channel (FC) interface (NP_Port) load rebalancing configures the

switch to rebalance the session loads on the native FC interfaces automatically on a

load-rebalancing trigger event. (Alternatively, you can rebalance the link load on the FC

interfaces on demand so that you control when the link load is rebalanced.) Rebalancing

the FC link load is a disruptive action that causes some or all of the current sessions to

log out, then log in again to be placed on the active FC links in a balancedmanner.
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This example shows you how to configure and verify automated FC link load rebalancing

on an FCoE-FC gateway local FC fabric.

• Requirements on page 5000

• Overview on page 5000

• Configuration on page 5001

• Verification on page 5002

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

When a load rebalancing trigger occurs, the switch automatically rebalances the link

loads by redistributing the sessions across the active NP_Port links.

There are three possible load-rebalancing triggers:

1. When you enable automated load rebalancing, the switch checks the load balance

on the existing NP_Port links. If the links are already balanced, the switch does not

rebalance the link load. If the links are not balanced, the switch rebalances the link

loads using the configured load-balancing algorithm.

2. When a new NP_Port link comes up on a local FCoE-FC gateway fabric, the switch

rebalances the link load using the configured load-balancing algorithm if automated

load balancing is enabled.

3. When the port speed is changed (unless the port speed change does not change the

actual port speed, for example, changing the port speed from auto to 8 Gbps).

Automated load rebalancing logs out sessions in accordance with the configured

load-balancingalgorithm.Disablingautomated load rebalancing isnotdisruptivebecause

the link load is already balanced.

Use automated load rebalancing if you want link loads to be rebalanced automatically

instead of at times of your choosing. Keep in mind that load rebalancing is a disruptive

event (sessions are logged out).

Topology

This example configures automated load rebalancing on a local FC fabric on an FCoE-FC

gateway.This exampledoesnot showyouhowtoconfigure the load-balancingalgorithm

or any other load-balancing characteristics. The load-balancing configuration for this

example is:

• FC fabric name—fc_fabric_100

• FC fabric ID—100
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• FC fabric type—Proxy

• FC fabric interfaces—fc-0/0/0, fc-0/0/1, fc-0/0/42, fc-0/0/43, vlan.100, vlan.20

• Load-balancing algorithm—Simple

• No fabric WWN verify—Configured

• Traceoptions—Configured to log in file fc_fabric_100_proxy.log

Configuration

To configure automated load balancing on a local FC fabric, perform this task:

• [xref target has no title]

• Results on page 5001

CLI Quick
Configuration

To quickly configure automated load balancing, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level:

[edit]
set fc-fabrics fc_fabric_100 proxy auto-load-rebalance

Step-by-Step
Procedure

• Configure automated load balancing on FC fabric fc_fabric_100:

user@switch# set fc-fabrics fc_fabric_100 proxy auto-load-rebalance

Results

Display the results of the configuration:

user@switch> show configuration fc-fabrics
fc_fabric_100 {
    fabric-id 100;
    fabric-type proxy;
    interface {
        fc-0/0/0.0;
        fc-0/0/1.0;
        vlan.100;
        vlan.20;
        fc-0/0/42.0;
        fc-0/0/43.0;
    }
    proxy {
        traceoptions {
            file fc_fabric_100_proxy.log size 20m;
            flag all;
        }
        load-balance-algorithm simple;
        auto-load-rebalance;
        no-fabric-wwn-verify;
    }
}
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Verification

Verifying That Automated Load Rebalancing Is Enabled

Purpose Verify that automated load rebalancing is configured on local FC fabric fc_fabric_100.

Action Verify the results of the automated load-rebalancing configuration using the operational

mode command show fibre-channel proxy fabric-state fabric fc_fabric_100:

user@switch> show fibre-channel proxy fabric-state fabric fc_fabric_100
Fabric: fc_fabric_100, Fabric-id: 100
Proxy load balance algorithm: Simple, Fabric WWN verification: No
Auto load rebalance enabled  : Yes
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : None
Last rebalance trigger-time  : Mon Sep 10 21:42:30 2012 usec: 814602
Last rebalance trigger-result: None

Meaning The show fibre-channel proxy fabric-state fabric fc_fabric_100 operational command

displays information about the specified local FC fabric. The output shows that the Auto

load rebalanceenabled field value isYes,which indicates thatautomated load rebalancing

is enabled on fabric fc_fabric_100.

Related
Documentation

Defining the Proxy Load-Balancing Algorithm on page 5056•

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Monitoring Fibre Channel Interface Load Balancing on page 5147

Configuration Examples (ELS CLI for Platforms that Support FCoE Only)

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage5002

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 5025

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 5030

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 5036

Example: Configuring CoS for FCoE Transit Switch Traffic Across anMC-LAG

Multichassis link aggregation groups (MC-LAGs) provide redundancy and loadbalancing

between twoQFXSeries switches,multihomingsupport for clientdevices suchas servers,

and a loop-free Layer 2 network without running Spanning Tree Protocol (STP).
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NOTE: This example uses the Junos OS Enhanced Layer 2 Software (ELS)
configuration style for QFX Series switches. If your switch runs software that
doesnotsupportELS, see“Example:ConfiguringCoSforFCoETransitSwitch
TrafficAcrossanMC-LAG”onpage4940.ForELSdetails, see“GettingStarted
with Enhanced Layer 2 Software” on page 58.

You can use anMC-LAG to provide a redundant aggregation layer for Fiber Channel over

Ethernet (FCoE) traffic in an inverted-U topology. To support lossless transport of FCoE

traffic across an MC-LAG, youmust configure the appropriate class of service (CoS) on

both of the QFX Series switches with MC-LAG port members. The CoS configuration

must be the same on both of the MC-LAG switches because an MC-LAG does not carry

forwarding class and IEEE 802.1p priority information.

Ports that are members of an MC-LAG act as FCoE passthrough transit switch ports.

NOTE: This example describes how to configure CoS to provide lossless
transport for FCoE traffic across anMC-LAG that connects two QFX Series
switches. It alsodescribeshowtoconfigureCoSon theFCoE transit switches
that connect FCoE hosts to the QFX Series switches that form the MC-LAG.

This example does not describe how to configure the MC-LAG itself. For a
detailed example of MC-LAG configuration, see “Example: Configuring
Multichassis LinkAggregation”onpage 1904.However, this example includes
a subsetofMC-LAGconfiguration thatonly showshowtoconfigure interface
membership in the MC-LAG.

QFX3500 and QFX3600 Virtual Chassis switches do not support FCoE.

This topic describes:

• Requirements on page 5003

• Overview on page 5004

• Configuration on page 5008

• Verification on page 5017

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX5100 Switches running the ELS CLI that form an MC-LAG

for FCoE traffic.

• Two JuniperNetworksQFX5100Switches running theELSCLI that provide FCoE server

access in transit switch mode and that connect to the MC-LAG switches.

• FCoE servers (or other FCoE hosts) connected to the transit switches.

• Junos OS Release 13.2 or later for the QFX Series.
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Overview

FCoE traffic requires lossless transport. This example shows you how to:

• Configure CoS for FCoE traffic on the two QFX5100 switches that form the MC-LAG,

includingpriority-based flowcontrol (PFC)andenhanced transmission selection (ETS;

hierarchical scheduling of resources for the FCoE forwarding class priority and for the

forwarding class set priority group).

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure CoS for FCoE on the two FCoE transit switches that connect FCoE hosts to

the MC-LAG switches and enable FIP snooping on the FCoE VLAN at the FCoE transit

switch access ports.

• Configure the appropriate port mode, MTU, and FCoE trusted or untrusted state for

each interface to support lossless FCoE transport.

NOTE: Do not enabled IGMP snooping on the FCoE VLAN. (IGMP snooping
is enabled on the default VLAN by default, but is disabled by default on all
other VLANs.)

Topology

QFX5100 switches that act as transit switches support MC-LAGs for FCoE traffic in an

inverted-U network topology, as shown in Figure 180 on page 4942.
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Figure 185:SupportedTopology foranMC-LAGonanFCoETransitSwitch
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ETS, FIP Snooping
(VN2VF, VN2VN)

VLAN, DCBX, PFC,
ETS, FIP Snooping
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MC-LAG Switch S1

QFX Series switch
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xe-0/0/33 xe-0/0/30xe-0/0/31xe-0/0/32

Table 383 on page 4943 shows the configuration components for this example.

Table 388: Components of theCoS for FCoETraffic Across anMC-LAGConfigurationTopology

SettingsComponent

Four QFX5100 switches running the ELS CLI (two to form the
MC-LAG as passthrough transit switches and two transit
switches for FCoE access).

Hardware

Default fcoe forwarding class.Forwarding class (all switches)

Default IEEE 802.1p trusted classifier on all FCoE interfaces.Classifier (forwardingclassmappingof incoming traffic to IEEE
priority)
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Table 388: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

S1—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S1 to Switch S2.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All portsare configured in trunk interfacemode, as fcoe-trusted,
and with an MTU of 2180.

S2—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S2 to Switch S1.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All portsare configured in trunk interfacemode, as fcoe-trusted,
and with an MTU of 2180.

NOTE: Ports xe-0/0/20 and xe-0/0/21 on Switches S1 and
S2 are the members of the MC-LAG.

TS1—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk interface mode, as fcoe-trusted, and with
an MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in trunk interface mode, with an MTU of 2180.

TS2—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk interface mode, as fcoe-trusted, and with
an MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in trunk interface mode, with an MTU of 2180.

LAGs and MC-LAG

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler (all switches)

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping (all switches)

fcoe-pg:
Forwarding class fcoe

Egress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

Forwarding class set (FCoE priority group, all switches)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile (all switches)
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Table 388: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

fcoe-cnp:
Code point 011

Ingress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

PFC congestion notification profile (all switches)

Name—fcoe_vlan
ID—100

Include theFCoEVLANonthe interfaces thatcarryFCoE traffic
on all four switches.

FCoE VLAN name and tag ID

Enable FIP snooping on Transit Switches TS1 and TS2 on the
FCoE VLAN. Configure the LAG interfaces that connect to the
MC-LAG switches as FCoE trusted interfaces so that they do
not perform FIP snooping.

This example enables VN2VN_Port FIP snooping on the FCoE
transit switch interfaces connected to the FCoE servers. The
example isequally validwithVN2VF_PortFIPsnoopingenabled
on the transit switchaccessports.ThemethodofFIPsnooping
you enable depends on your network configuration.

FIP snooping

NOTE: Thisexampleuses thedefault IEEE802.1p trustedBAclassifier,which
is automatically applied to trunkmode interfaces if you do not apply an
explicitly configured classifier.

To configure CoS for FCoE traffic across an MC-LAG:

• Use the default FCoE forwarding class and forwarding-class-to-queuemapping (do

not explicitly configure the FCoE forwarding class or output queue). The default FCoE

forwarding class is fcoe, and the default output queue is queue 3.

• Use the default trusted BA classifier, which maps incoming packets to forwarding

classesby the IEEE802.1p codepoint (CoSpriority) of thepacket. The trustedclassifier

is the default classifier for interfaces in trunk interface mode. The default trusted

classifier maps incoming packets with the IEEE 802.1p code point 3 (011) to the FCoE

forwarding class. If youchoose to configure theBAclassifier insteadof using thedefault

classifier, you must ensure that FCoE traffic is classified into forwarding classes in

exactly the same way on both MC-LAG switches. Using the default classifier ensures

consistent classifier configuration on the MC-LAG ports.
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• Configure a congestion notification profile that enables PFC on the FCoE code point

(codepoint011 in this example). The congestion notificationprofile configurationmust

be the same on both MC-LAG switches.

• Apply the congestion notification profile to the interfaces.

• Configureenhancedtransmissionselection(ETS,alsoknownashierarchical scheduling)

on the interfaces to provide the bandwidth required for lossless FCoE transport.

Configuring ETS includes configuring bandwidth scheduling for the FCoE forwarding

class, a forwarding class set (priority group) that includes the FCoE forwarding class,

anda traffic control profile toassignbandwidth to the forwardingclass set that includes

FCoE traffic.

• Apply the ETS scheduling to the interfaces.

• Configure the interface mode, MTU, and FCoE trusted or untrusted state for each

interface to support lossless FCoE transport.

In addition, this example describes how to enable FIP snooping on the Transit Switch

TS1 and TS2 ports that are connected to the FCoE servers. To provide secure access, FIP

snooping must be enabled on the FCoE access ports.

This example focuseson theCoSconfiguration to support losslessFCoE transport across

anMC-LAG. This example does not describe how to configure theproperties ofMC-LAGs

and LAGs, although it does show you how to configure the port characteristics required

to support lossless transport and how to assign interfaces to the MC-LAG and to the

LAGs.

Before you configure CoS, configure:

• The MC-LAGs that connect Switches S1 and S2 to Switches TS1 and TS2. (“Example:

Configuring Multichassis Link Aggregation” on page 1904 describes how to configure

MC-LAGs.)

• The LAGs that connect the Transit Switches TS1 and TS2 to MC-LAG Switches S1 and

S2. (“Configuring Link Aggregation” on page 2019 describes how to configure LAGs.)

• The LAG that connects Switch S1 to Switch S2.

Configuration

To configure CoS for lossless FCoE transport across an MC-LAG, perform these tasks:

• Configuring MC-LAG Switches S1 and S2 on page 5010

• Configuring FCoE Transit Switches TS1 and TS2 on page 5012

• Results on page 5014

CLI Quick
Configuration

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for MC-LAG Switch S1 and MC-LAG Switch S2 at the [edit] hierarchy level. The

configurations on Switches S1 and S2 are identical because the CoS configuration must

be identical, and because this example uses the same ports on both switches.
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Switch S1 and Switch
S2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae0 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae0 congestion-notification-profile fcoe-cnp
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set interfaces xe-0/0/10 ether-options 802.3ad ae0
set interfaces xe-0/0/11 ether-options 802.3ad ae0
set interfaces xe-0/0/20 ether-options 802.3ad ae1
set interfaces xe-0/0/21 ether-options 802.3ad ae1
set interfacesae0unit0familyethernet-switching interface-modetrunkvlanmembers fcoe_vlan
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk vlanmembers fcoe_vlan
set interfaces ae0mtu 2180
set interfaces ae1mtu 2180
set vlans fcoe_vlan forwarding-options fip-security interface ae0 fcoe-trusted
set vlans fcoe_vlan forwarding-options fip-security interface ae1 fcoe-trusted

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for Transit Switch TS1 and Transit Switch TS2 at the [edit] hierarchy level. The

configurations on Switches TS1 and TS2 are identical because the CoS configuration

must be identical, and because this example uses the same ports on both switches.

Switch TS1 andSwitch
TS2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/30 congestion-notification-profile fcoe-cnp
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set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set interfaces xe-0/0/25 ether-options 802.3ad ae1
set interfaces xe-0/0/26 ether-options 802.3ad ae1
set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk vlanmembers fcoe_vlan
set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode trunk vlanmembers
fcoe_vlan
set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode trunk vlanmembers
fcoe_vlan
set interfaces xe-0/0/32 unit 0 family ethernet-switching interface-mode trunk vlanmembers
fcoe_vlan
set interfaces xe-0/0/33 unit 0 family ethernet-switching interface-mode trunk vlanmembers
fcoe_vlan
set interfaces ae1mtu 2180
set interfaces xe-0/0/30mtu 2180
set interfaces xe-0/0/31mtu 2180
set interfaces xe-0/0/32mtu 2180
set interfaces xe-0/0/33mtu 2180
set vlans fcoe_vlan forwarding-options fip-security interface ae1 fcoe-trusted
set vlans fcoe_vlan forwarding-options fip-security examine-vn2v2 beacon-period 90000

Configuring MC-LAG Switches S1 and S2

Step-by-Step
Procedure

To configure CoS resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG and

MC-LAG interface membership and characteristics to support lossless FCoE transport

across an MC-LAG (this example uses the default fcoe forwarding class and the default

classifier to map incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you

do not configure them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG and

MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfacesae0forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
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6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply the PFC configuration to the LAG and MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfaces ae0 congestion-notification-profile fcoe-cnp
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Add themember interfaces to the LAG between the twoMC-LAG switches:

[edit interfaces]
user@switch# set xe-0/0/10 ether-options 802.3ad ae0
user@switch# set xe-0/0/11 ether-options 802.3ad ae0

10. Add themember interfaces to the MC-LAG:

[edit interfaces]
user@switch# set xe-0/0/20 ether-options 802.3ad ae1
user@switch# set xe-0/0/21 ether-options 802.3ad ae1

11. Configure the interface mode as trunk andmembership in the FCoE VLAN

(fcoe_vlan)for the LAG (ae0) and for the MC-LAG (ae1):

[edit interfaces]
user@switch# set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
vlanmembers fcoe_vlan
user@switch# set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
vlanmembers fcoe_vlan

12. Set theMTUto2180 for the LAGandMC-LAG interfaces. 2180bytes is theminimum

size required to handle FCoE packets because of the payload and header sizes; you

can configure theMTU to a higher number of bytes if desired, but not less than 2180

bytes:

[edit interfaces]
user@switch# set ae0mtu 2180
user@switch# set ae1mtu 2180

13. Set the LAG and MC-LAG interfaces as FCoE trusted ports. Ports that connect to

other switches should be trusted and should not perform FIP snooping:

[edit]
user@switch# setvlansfcoe_vlanforwarding-optionsfip-security interfaceae0fcoe-trusted
user@switch# setvlans fcoe_vlanforwarding-options fip-security interfaceae1fcoe-trusted
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Configuring FCoE Transit Switches TS1 and TS2

Step-by-Step
Procedure

The CoS configuration on FCoE Transit Switches TS1 and TS2 is similar to the CoS

configuration on MC-LAG Switches S1 and S2. However, the port configurations differ,

and youmust enable FIP snooping on the Switch TS1 andSwitch TS2 FCoE access ports.

To configure resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG interface

membership and characteristics to support lossless FCoE transport across the MC-LAG

(this example uses the default fcoe forwarding class and the default classifier to map

incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you do not configure

them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG interface

and to the FCoE access interfaces:

[edit class-of-service]
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply thePFC configuration to the LAG interface and to the FCoEaccess interfaces:

[edit class-of-service]
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp
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user@switch# set class-of-service interfaces xe-0/0/30 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/31 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/32 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/33 congestion-notification-profile
fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Add themember interfaces to the LAG:

[edit interfaces]
user@switch# set xe-0/0/25 ether-options 802.3ad ae1
user@switch# set xe-0/0/26 ether-options 802.3ad ae1

10. On the LAG (ae1), configure the interface mode as trunk andmembership in the

FCoE VLAN (fcoe_vlan):

[edit interfaces]
user@switch# set interfaces ae1 unit 0 family ethernet-switching interface-mode trunk
vlanmembers fcoe_vlan

11. On the FCoE access interfaces (xe-0/0/30, xe-0/0/31, xe-0/0/32, xe-0/0/33),

configure the interfacemodeas trunkandmembership in theFCoEVLAN(fcoe_vlan):

[edit interfaces]
user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode
trunk vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode
trunk vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/32 unit 0 family ethernet-switching interface-mode
trunk vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/33 unit 0 family ethernet-switching interface-mode
trunk vlanmembers fcoe_vlan

12. Set the MTU to 2180 for the LAG and FCoE access interfaces. 2180 bytes is the

minimum size required to handle FCoE packets because of the payload and header

sizes; you can configure theMTU to a higher number of bytes if desired, but not less

than 2180 bytes:

[edit interfaces]
user@switch# set ae1mtu 2180
user@switch# set xe-0/0/30mtu 2180
user@switch# set xe-0/0/31mtu 2180
user@switch# set xe-0/0/32mtu 2180
user@switch# set xe-0/0/33mtu 2180

13. Set the LAG interface as an FCoE trusted port. Ports that connect to other switches

should be trusted and should not perform FIP snooping:

[edit]
user@switch# setvlansfcoe_vlanforwarding-optionsfip-security interfaceae1 fcoe-trusted
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NOTE: Access ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33
are not configured as FCoE trusted ports. The access ports remain in
the default state as untrusted ports because they connect directly to
FCoEdevicesandmustperformFIPsnooping toensurenetworksecurity.

14. Enable FIP snooping on the FCoE VLAN to prevent unauthorized FCoE network

access (this example uses VN2VN_Port FIP snooping; the example is equally valid

if you use VN2VF_Port FIP snooping):

[edit]
user@switch# set vlans fcoe_vlan forwarding-options fip-security examine-vn2vn
beacon-period 90000

Results

Display the results of theCoSconfigurationonMC-LAGSwitchS1 andonMC-LAGSwitch

S2 (the results on both switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
ae0 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
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forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

ForMC-LAGverification commands, see “Example: ConfiguringMultichassis
Link Aggregation” on page 1904.

Display the results of the CoS configuration on FCoE Transit Switch TS1 and on FCoE

Transit Switch TS2 (the results on both transit switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
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}
}
interfaces {
xe-0/0/30 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/31 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/32 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/33 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}
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NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

Verification

To verify that the CoS components and FIP snooping have been configured and are

operating properly, perform these tasks. Because this example uses the default fcoe

forwarding class and the default IEEE 802.1p trusted classifier, the verification of those

configurations is not shown:

• Verifying That the Output Queue Schedulers Have Been Created on page 5017

• Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been

Created on page 5018

• VerifyingThat theForwardingClassSet (PriorityGroup)HasBeenCreatedonpage5018

• Verifying That Priority-Based Flow Control Has Been Enabled on page 5019

• VerifyingThatthe InterfaceClassofServiceConfigurationHasBeenCreatedonpage5020

• Verifying That the Interfaces Are Correctly Configured on page 5021

• Verifying That FIP Snooping Is Enabled on the FCoE VLAN on FCoE Transit Switches

TS1 and TS2 Access Interfaces on page 5024

• Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and

TS2 on page 5024

Verifying That the Output Queue Schedulers Have Been Created

Purpose Verify that the output queue scheduler for FCoE traffic has the correct bandwidth

parameters andpriorities, and ismapped to the correct forwarding class (output queue).

Queue scheduler verification is the same on each of the four switches.

Action List the scheduler map using the operational mode command show class-of-service

scheduler-map fcoe-map:

user@switch> show class-of-service scheduler-map fcoe-map
Scheduler map: fcoe-map, Index: 9023

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>
      Medium high     any             1    <default-drop-profile>
      High            any             1    <default-drop-profile>
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Meaning The show class-of-service scheduler-map fcoe-map command lists the properties of the

scheduler map fcoe-map. The command output includes:

• The name of the scheduler map (fcoe-map)

• The name of the scheduler (fcoe-sched)

• The forwarding classes mapped to the scheduler (fcoe)

• Theminimum guaranteed queue bandwidth (transmit rate 3000000000 bps)

• The scheduling priority (low)

• Themaximum bandwidth in the priority group the queue can consume (shaping rate

100 percent)

• The drop profile loss priority for each drop profile name. This example does not include

drop profiles because you do not apply drop profiles to FCoE traffic.

Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been
Created

Purpose Verify that the traffic control profile fcoe-tcphasbeencreatedwith thecorrectbandwidth

parameters and scheduler mapping. Priority group scheduler verification is the same on

each of the four switches.

Action List the FCoE traffic control profile properties using the operational mode command

show class-of-service traffic-control-profile fcoe-tcp:

user@switch> show class-of-service traffic-control-profile fcoe-tcp
Traffic control profile: fcoe-tcp, Index: 18303
  Shaping rate: 100 percent
  Scheduler map: fcoe-map
  Guaranteed rate: 3000000000

Meaning The show class-of-service traffic-control-profile fcoe-tcp command lists all of the

configured traffic control profiles. For each traffic control profile, the command output

includes:

• The name of the traffic control profile (fcoe-tcp)

• Themaximum port bandwidth the priority group can consume (shaping rate 100

percent)

• The scheduler map associated with the traffic control profile (fcoe-map)

• Theminimumguaranteedprioritygroupportbandwidth(guaranteed rate3000000000

in bps)

Verifying That the Forwarding Class Set (Priority Group) Has Been Created

Purpose Verify that the FCoEpriority grouphasbeen createdand that the fcoepriority (forwarding

class) belongs to the FCoE priority group. Forwarding class set verification is the same

on each of the four switches.
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Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set fcoe-pg:

user@switch> show class-of-service forwarding-class-set fcoe-pg
Forwarding class set: fcoe-pg, Type: normal-type, Forwarding class set index: 
31420
  Forwarding class                       Index
  fcoe                                     1   

Meaning Theshowclass-of-serviceforwarding-class-setfcoe-pgcommand listsall of the forwarding

classes (priorities) thatbelong to the fcoe-pgpriority group, and the internal indexnumber

of the priority group. The command output shows that the forwarding class set fcoe-pg

includes the forwarding class fcoe.

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE code point. PFC verification is the same on each

of the four switches.

Action List the FCoE congestion notification profile using the operationalmode command show

class-of-service congestion-notification fcoe-cnp:

user@switch> show class-of-service congestion-notification fcoe-cnp
Type: Input, Name: fcoe-cnp, Index: 6879
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification fcoe-cnp command lists all of the IEEE

802.1p code points in the congestion notification profile that have PFC enabled. The

command output shows that PFC is enabled on code point 011 (fcoe queue) for the

fcoe-cnp congestion notification profile.
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The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying That the Interface Class of Service Configuration Has Been Created

Purpose Verify that the CoS properties of the interfaces are correct. The verification output on

MC-LAG Switches S1 and S2 differs from the output on FCoE Transit Switches TS1 and

TS2.

Action List the interfaceCoSconfigurationonMC-LAGSwitchesS1 andS2using theoperational

mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
ae0 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

ae1 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

List the interface CoS configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
xe-0/0/30 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/31 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/32 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
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    congestion-notification-profile fcoe-cnp;
}
xe-0/0/33 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
ae1 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

Meaning The show configuration class-of-service interfaces command lists the class of service

configuration for all interfaces. For each interface, the command output includes:

• The name of the interface (for example, ae0 or xe-0/0/30)

• The name of the forwarding class set associated with the interface (fcoe-pg)

• The name of the traffic control profile associated with the interface (output traffic

control profile, fcoe-tcp)

• Thenameof thecongestionnotificationprofile associatedwith the interface (fcoe-cnp)

NOTE: Interfaces that aremembers of a LAGare not shown individually. The
LAG or MC-LAG CoS configuration is applied to all interfaces that are
membersof theLAGorMC-LAG.Forexample, the interfaceCoSconfiguration
output onMC-LAGSwitchesS1 andS2 shows the LAGCoSconfiguration but
does not show the CoS configuration of themember interfaces separately.
The interface CoS configuration output on FCoE Transit Switches TS1 and
TS2 shows the LAG CoS configuration but also shows the configuration for
interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33, which are not

members of a LAG.

Verifying That the Interfaces Are Correctly Configured

Purpose Verify that theLAGmembership,MTU,VLANmembership, andportmodeof the interfaces

are correct. TheverificationoutputonMC-LAGSwitchesS1andS2differs fromtheoutput

on FCoE Transit Switches T1 and T2.

Action List the interface configuration on MC-LAG Switches S1 and S2 using the operational

mode command show configuration interfaces:

user@switch> show configuration interfaces
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xe-0/0/10 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/11 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/20 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/21 {
    ether-options {
        802.3ad ae1;
    }
}
ae0 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

List the interface configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/25 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/26 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/30 {
    mtu 2180;
    unit 0 {
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        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/31 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/32 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/33 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

Meaning The show configuration interfaces command lists the configuration of each interface by

interface name.

For each interface that is a member of a LAG, the command lists only the name of the

LAG to which the interface belongs.
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ForeachLAG interfaceand for each interface that isnotamemberofaLAG, thecommand

output includes:

• The MTU (2180)

• The unit number of the interface (0)

• The interface mode (trunkmode both for interfaces that connect two switches and

for interfaces that connect to FCoE hosts)

• The name of the VLAN in which the interface is a member (fcoe_vlan)

Verifying That FIP Snooping Is Enabled on the FCoEVLANon FCoETransit Switches TS1
and TS2 Access Interfaces

Purpose Verify that FIP snooping is enabled on the FCoE VLAN access interfaces. FIP snooping is

enabledonlyon theFCoEaccess interfaces, so it is enabledonlyonFCoETransitSwitches

TS1 and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the port security configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration vlans fcoe_vlan forwarding-options

fip-security:

user@switch> show configuration vlans fcoe_vlan forwarding-options fip-security
interface ae1.0 {
    fcoe-trusted;
}
examine-vn2vn {
    beacon-period 90000;
}

Meaning The show configuration vlans fcoe_vlan forwarding-options fip-security command lists

VLAN FIP security information, including whether a port member of the VLAN is trusted.

The command output shows that:

• LAG port ae1.0, which connects the FCoE transit switch to the MC-LAG switches, is

configured as an FCoE trusted interface. FIP snooping is not performedon themember

interfaces of the LAG (xe-0/0/25 and xe-0/0/26).

• VN2VN_Port FIP snooping is enabled (examine-vn2vn) on the FCoE VLAN and the

beacon period is set to 90000milliseconds. On Transit Switches TS1 and TS2, all

interface members of the FCoE VLAN perform FIP snooping unless the interface is

configured as FCoE trusted. On Transit Switches TS1 and TS2, interfaces xe-0/0/30,

xe-0/0/31, xe-0/0/32, and xe-0/0/33 perform FIP snooping because they are not

configured as FCoE trusted. The interface members of LAG ae1 (xe-0/0/25 and

xe-0/0/26)donotperformFIPsnoopingbecause theLAG isconfiguredasFCoE trusted.

Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and TS2

Purpose Verify that the FIP snooping mode is correct on the FCoE VLAN. FIP snooping is enabled

only on the FCoE access interfaces, so it is enabled only on FCoE Transit Switches TS1

and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.
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Action List the FIP snooping configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show fip snooping brief:

user@switch> show fip snooping brief
VLAN: fcoe_vlan,    Mode: VN2VN Snooping
  FC-MAP: 0e:fc:00   
…

NOTE: Theoutputhasbeen truncated to showonly the relevant information.

Meaning The show fip snooping brief command lists FIP snooping information, including the FIP

snooping VLAN and the FIP snooping mode. The command output shows that:

• The VLAN on which FIP snooping is enabled is fcoe_vlan

• The FIP snooping mode is VN2VN_Port FIP snooping (VN2VN Snooping)

Related
Documentation

Example: Configuring Multichassis Link Aggregation on page 1904•

• Configuring Link Aggregation on page 2019

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding Multichassis Link Aggregation on page 1853

• Understanding MC-LAGs on an FCoE Transit Switch on page 4881

Example: Configuring VN2VN_Port FIP Snooping (FCoEHosts Directly Connected to the Same
FCoE Transit Switch)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when the hosts are directly connected to the same FCoE transit switch.

NOTE: This example uses the Junos OS Enhanced Layer 2 Software (ELS)
configuration style for QFX Series switches. If your switch runs software that
does not support ELS, see “Example: Configuring VN2VN_Port FIP Snooping
(FCoE Hosts Directly Connected to the Same FCoE Transit Switch)” on
page 4977. For ELS details, see “Getting Started with Enhanced Layer 2
Software” on page 58.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.
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VN2VN_Port FIP snooping is conceptually similar to VN2VN_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through the transit switch on a virtual link that

emulates a direct connection to the VN_Port at the other end of the virtual link.

To configure VN2VN_Port FIP snooping when the hosts are directly connected to the

same FCoE transit switch, youmust follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

usingVN2VN_PortFIPsnoopingmustuse thatFCoEVLAN.YoucannotmixVN2VN_Port

FIP snooping traffic with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN_Port to VF_Port (FIP snooping) traffic is dropped.

• ENode-facing ports must be set in trunk interface mode.

• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk interface mode.

• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable VN2VF_Port FIP snooping, the system snoops VN_Port to VF_Port

packets and enforces security only on VN_Port to VF_Port virtual links. When you enable

VN2VN_Port FIP snooping, the system snoops VN_Port to VN_Port packets and enforces

security only on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are directly connected to the same transit switch:

• Requirements on page 5026

• Overview on page 5027

• Configuration on page 5028

• Verification on page 5028

Requirements

This example uses the following hardware and software components:

• One JuniperNetworksQFX5100Switch running theELSCLI andusedasa transit switch
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• Junos OS Release 13.2 or later for the QFX Series

• Two FCoE hosts that have ENodes

Overview

This example shows you how to:

• Set the correct interface mode on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 385 on page 4979 shows the configuration components for this example.

Table389:Componentsof theVN2VN_Port FIPSnoopingConfigurationTopology (FCoEHosts
Directly Connected to the Same FCoE Transit Switch)

SettingsComponent

QFX5100 switch running the ELS CLI (FCoE transit switch TS1)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, interfacemode trunk, connects directly to the FCoE host
with ENode1.

• Interface xe-0/0/21, interface mode trunk, connects directly to the FCoE host
with ENode2.

Interfaces and interface mode

Both interfaces use VLAN vlan200.Interface VLANmembership

VLAN name—vlan200
VLAN ID—200

VN2VN_Port FIP snooping VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIP snooping mode and beacon period

Figure 182 on page 4979 shows the network topology for this example.

Figure 186: VN2VN_Port FIP Snooping (FCoE Hosts Connected to Same
Transit Switch) Topology
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Configuration

CLI Quick
Configuration

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to the

same transit switch, copy the following commands, paste them in a text file, remove line

breaks, change variables and details tomatch your network configuration, and then copy

and paste the commands into the CLI at the [edit] hierarchy level:

set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to the Same
FCoE Transit Switch)

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, configure the VLAN, set the beacon period, and enable

VN2VN_Port FIP snooping:

1. Configure themodesof the interfaces that connectdirectly to theFCoEhostENodes:

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces connected to

theENodes are members of the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN on page 5028

Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and the correct interfaces (xe-0/0/20 and

xe-0/0/21) are members of the VLAN.
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Action List theFIPsnooping informationusing theoperationalmodecommand showfipsnooping

detail.

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:0o:0a:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping. The command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)

• The beacon period is 90000.

• The interfaces for the ENodes are xe-0/0/20 and xe-0/0/21.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 5030

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 5036

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865
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Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to Different
FCoE Transit Switches)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when the hosts are directly connected to different FCoE transit switches, and the transit

switches are directly connected to each other.

NOTE: This example uses the Junos OS Enhanced Layer 2 Software (ELS)
configuration style for QFX Series switches. If your switch runs software that
does not support ELS, see “Example: Configuring VN2VN_Port FIP Snooping
(FCoE Hosts Directly Connected to Different FCoE Transit Switches)” on
page 4982. For ELS details, see “Getting Started with Enhanced Layer 2
Software” on page 58.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VF_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through one or more transit switches on a virtual

link that emulates a direct connection to the VN_Port at the other end of the virtual link.

ToconfigureVN2VN_Port FIPsnoopingwhen thehostsaredirectly connected todifferent

FCoE transit switches, and the transit switches are directly connected to each other, you

must follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

using VN2VN_Port FIP snooping must use that FCoE VLAN. The FCoE VLANmust be

configured on each transit switch. You cannot mix VN2VN_Port FIP snooping traffic

with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN2VF_Port traffic is dropped.

• ENode-facing ports must be set in trunk interface mode.

• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk interface mode.
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• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable VN2VF_Port FIP snooping, the system snoops VN_Port to VF_Port

packets and enforces security only on VN_Port to VF_Port virtual links. When you enable

VN2VN_Port FIP snooping, the system snoops VN_Port to VN_Port packets and enforces

security only on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are directly connected to different transit switches, and the transit switches are directly

connected to each other:

• Requirements on page 5031

• Overview on page 5031

• Configuration on page 5032

• Verification on page 5034

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX5100 Switches running the ELS CLI and used as transit

switches

• Junos OS Release 13.2 or later for the QFX Series

• Two FCoE hosts that have ENodes

Overview

This example shows you how to:

• Set the correct interface mode on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the network-facing interfaces as FCoE trusted interfaces.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 386 on page 4984 shows the configuration components for this example.
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Table390:Componentsof theVN2VN_Port FIPSnoopingConfigurationTopology (FCoEHosts
Directly Connected to Different FCoE Transit Switches)

SettingsComponent

Two QFX5100 switches running the ELS CLI (FCoE transit switch TS1 and FCoE transit
switch TS2)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, interface mode trunk, connects directly from transit switch TS1
to the FCoE host with ENode1.

• Interface xe-0/0/21, interface mode trunk, connects directly from transit switch TS1
to transit switch TS2.

• Interface xe-0/0/31, interface mode trunk, connects directly from transit switch TS2
to transit switch TS1.

• Interface xe-0/0/30, interface mode trunk, connects directly from transit switch TS2
to the FCoE host with ENode2.

Interfaces and interface mode

The interfaces on both transit switches use VLAN vlan200.Interface VLANmembership

VLAN name (both transit switches)—vlan200
VLAN ID—200

VN2VN_Port FIP snooping VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIP snooping mode and beacon
period

Figure 183 on page 4984 shows the network topology for this example.

Figure 187:VN2VN_PortFIPSnooping(FCoEHostsConnectedtoDifferent
Transit Switches) Topology

Configuration

To configure VN2VN_Port FIP snooping for VN_Ports that are directly connected to

different transit switches (and the transit switches are directly connected to each other),

perform these tasks:

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1 on page 5033

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS2 on page 5034

CLI Quick
Configuration

The configuration for each FCoE transit switch is shown separately.

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to

different transit switches, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level. To configure

FCoE transit switch TS1:
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FCoE Transit Switch
TS1

set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set vlans vlan200 forwarding-options fip-security interface xe-0/0/21 fcoe-trusted
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

To quickly configure VN2VN_Port FIP snooping for FCoE hosts connected directly to

different transit switches, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level. To configure

FCoE transit switch TS2:

FCoE Transit Switch
TS2

set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set vlans vlan200 forwarding-options fip-security interface xe-0/0/31 fcoe-trusted
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted, configure

the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the modes of the interfaces that connect directly to the FCoE host with

ENode1 (xe-0/0/20) and to FCoE transit switch TS2 (xe-0/0/21):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Configure the network-facing port (xe-0/0/21) as an FCoE trusted port:

user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/21
fcoe-trusted

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000

5033Copyright © 2014, Juniper Networks, Inc.

Chapter 59: Configuration



Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS2

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted, configure

the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the modes of the interfaces that connect directly to the FCoE host with

ENode2 (xe-0/0/30) and to FCoE transit switch TS1 (xe-0/0/31):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Configure the network-facing port (xe-0/0/31) as an FCoE trusted port:

user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/31
fcoe-trusted

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly on both switches, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping is Enabled on the FCoE VLAN (Transit

Switches TS1 and TS2) on page 5034

VerifyingThatVN2VN_PortFIPSnooping isEnabledontheFCoEVLAN(TransitSwitches
TS1 and TS2)

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and that the correct interfaces (xe-0/0/20

and xe-0/0/21 on TS1, and xe-0/0/30and xe-0/0/31 on TS2) are members of the VLAN.
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Action List the FIP snooping information on transit switch TS1 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fc:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0a:01

List the FIP snooping information on transit switch TS2 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/30
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/31
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping on each transit switch. The

command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)
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• The beacon period is 90000.

• The interfaces connected to theENodesare xe-0/0/20and xe-0/0/21on transit switch

TS1, and xe-0/0/30 and xe-0/0/31 on transit switch TS2. Because the transit switches

are transparent passthrough switches, the network-facing trunk ports “see” the FCoE

host ENodes at the far end of the VN2VN_Port virtual link.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 5025

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 5036

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected Through
an Aggregation Layer FCoE Transit Switch)

This example shows how to configure VN_Port to VN_Port (VN2VN_Port) FIP snooping

when thehostsare indirectly connected throughanaggregation layerFCoEtransit switch.

Each FCoE host ENode is directly connected to an FCoE transit switch, but the FCoE

transit switches are not directly connected to each other. The FCoE transit switches are

both connected to a third FCoE transit switch that acts as an aggregation layer switch.

NOTE: This example uses the Junos OS Enhanced Layer 2 Software (ELS)
configuration style for QFX Series switches. If your switch runs software that
does not support ELS, see “Example: Configuring VN2VN_Port FIP Snooping
(FCoEHosts IndirectlyConnectedThroughanAggregationLayerFCoETransit
Switch)” on page 4990. For ELSdetails, see “Getting Startedwith Enhanced
Layer 2 Software” on page 58.

VN2VN_Port FIP snooping on an FCoE transit switch provides security to help prevent

unauthorized access and data transmission on a bridge that connects ENodes in the

Ethernet network. VN2VN_Port FIP snooping provides security for virtual links by creating

filters based on information gathered (snooped) about FCoE devices during FIP

transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VN_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through one or more transit switches on a virtual

link that emulates a direct connection to the VN_Port at the other end of the virtual link.
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To configure VN2VN_Port FIP snooping when the hosts are indirectly connected, you

must follow these configuration rules:

• VN2VN_Port trafficmustuseadedicatedFCoEVLAN,andallENodes thatcommunicate

using VN2VN_Port FIP snooping must use that FCoE VLAN. The FCoE VLANmust be

configured on each transit switch. You cannot mix VN2VN_Port FIP snooping traffic

with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoE VLANs
for VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping
traffic. On FCoE VLANs that are configured as VN2VN_Port FIP snooping
VLANs, VN_Port to VF_Port traffic is dropped.

• ENode-facing ports must be set in trunk interface mode.

• ENode-facing ports must be untrusted ports.

• Network-facing (switch-facing) ports must be set in trunk interface mode.

• Network-facing ports must be FCoE trusted ports.

• Explicitly configure the beacon period. The beacon period is essentially a keepalive

timer for virtual link maintenance.

When you enable FIP snooping, the system snoops VN_Port to VF_Port packets and

enforces security only on VN_Port to VF_Port virtual links.When you enable VN2VN_Port

FIP snooping, the system snoops VN_Port to VN_Port packets and enforces security only

on VN_Port to VN_Port virtual links.

The transit switch applies VN2VN_Port FIP snooping filters at the ports associated with

the FCoE VLANs on which you enable VN2VN FIP snooping.

This exampledescribeshowtoconfigureVN2VN_Port FIP snoopingwhen theFCoEhosts

are indirectly connected across an aggregation layer FCoE transit switch:

• Requirements on page 5037

• Overview on page 5038

• Configuration on page 5039

• Verification on page 5042

Requirements

This example uses the following hardware and software components:

• Three Juniper Networks QFX5100 Switches running the ELS CLI and used as transit

switches

• Junos OS Release 13.2 or later for the QFX Series

• Two FCoE hosts that have ENodes
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Overview

This example shows you how to:

• Set the correct interface mode on the transit switch.

• Configure the interfaces touse thededicatedFCoEVLANforVN2VN_Port FIP snooping.

• Configure the network-facing interfaces as FCoE trusted interfaces.

• Configure the dedicated FCoE VLAN for VN2VN_Port FIP snooping traffic.

• Enable VN2VN_Port FIP snooping on the FCoEVLAN and configure the beacon period.

Topology

Table 387 on page 4992 shows the configuration components for this example.

Table 391: Components of the VN2VN_Port FIP Snooping Configuration Topology (FCoEHosts
Indirectly Connected Across an Aggregation Layer FCoE Transit Switch)

SettingsComponent

Three QFX5100 switches running the ELS CLI, two of which are FCoE transit switches that
are directly attached to the FCoE hosts (transit switches TS1 and TS2) and one of which is
an aggregation layer FCoE transit switch (TS3)

Two FCoE hosts that have ENodes (ENode1 and ENode2, respectively)

Hardware

• Interface xe-0/0/20, interfacemode trunk, connects directly from transit switch TS1 to the
FCoE host with ENode1.

• Interface xe-0/0/21, interface mode trunk, connects directly from transit switch TS1 to
aggregation layer transit switch TS2.

• Interface xe-0/0/31, interface mode trunk, connects directly from aggregation layer transit
switch TS2 to transit switch TS1.

• Interface xe-0/0/30, interfacemode trunk, connects directly from aggregation layer transit
switch TS2 to transit switch TS3.

• Interface xe-0/0/11, interface mode trunk, connects directly from transit switch TS3 to
aggregation layer transit switch TS2.

• Interface xe-0/0/10, interfacemode trunk, connects directly from transit switch TS3 to the
FCoE host with ENode2.

Interfaces and interface mode

The interfaces on all three switches use VLAN vlan200.Interface VLANmembership

VLAN name (all three switches)—vlan200
VLAN ID—200

VN2VN_Port FIP snooping
VLAN

Set examine-vn2vn (VN2VN_Port FIP snooping)
Beacon period—90000ms

FIPsnoopingmodeandbeacon
period

Figure 184 on page 4992 shows the network topology for this example.
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Figure 188:VN2VN_PortFIPSnooping(FCoEHosts IndirectlyConnected)
Topology

Configuration

To configure VN2VN_Port FIP snooping for VN_Ports that are indirectly connected across

an aggregation layer FCoE transit switch, perform these tasks:

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1 on page 5040

• Configuring VN2VN_Port FIP Snooping on Aggregation Layer FCoE Transit Switch

TS2 on page 5041

• Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS3 on page 5041

CLI Quick
Configuration

The configuration for each FCoE transit switch is shown separately.

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS1:

FCoE Transit Switch
TS1

set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set vlans vlan200 forwarding-options fip-security interface xe-0/0/21 fcoe-trusted
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS2:

FCoE Transit Switch
TS2

set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
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set vlans vlan200 forwarding-options fip-security interface xe-0/0/30 fcoe-trusted
set vlans vlan200 forwarding-options fip-security interface xe-0/0/31 fcoe-trusted
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

Toquickly configureVN2VN_PortFIPsnooping forFCoEhosts thatare indirectly connected

across an aggregation layer FCoE transit switch, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. To configure FCoE transit switch TS3:

FCoE Transit Switch
TS3

set interfaces xe-0/0/10 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/11 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers vlan200
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers vlan200
set vlans vlan200 vlan-id 200
set vlans vlan200 forwarding-options fip-security interface xe-0/0/11 fcoe-trusted
set vlans vlan200 forwarding-options fip-security examine-vn2vn beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS1

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted, configure

the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the modes of the interfaces that connect directly to the FCoE host with

ENode1 (xe-0/0/20) and to aggregation layer FCoE transit switch TS2 (xe-0/0/21):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Configure the network-facing port (xe-0/0/21) as an FCoE trusted port:

user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/21
fcoe-trusted

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000
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Configuring VN2VN_Port FIP Snooping on Aggregation Layer FCoE Transit Switch TS2

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, set the network-facing ports as FCoE trusted, configure

the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure themode of the interfaces that connect directly to FCoE transit switches

TS1 (xe-0/0/31)andTS3(xe-0/0/30).Both interfacesarenetwork-facingandmust

be configured as trunk interfaces:

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/31 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200

4. Configure the network-facing ports (xe-0/0/30 and xe-0/0/31) as FCoE trusted

ports:

user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/30
fcoe-trusted
user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/31
fcoe-trusted

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000

Configuring VN2VN_Port FIP Snooping on FCoE Transit Switch TS3

Step-by-Step
Procedure

To configure interface mode, configure interface VLANmembership in the FCoE VLAN

dedicated to VN2VN_Port traffic, set the network-facing port as FCoE trusted, configure

the VLAN, set the beacon period, and enable VN2VN_Port FIP snooping:

1. Configure the mode of the interfaces that connect directly to the FCoE host with

ENode2 (xe-0/0/10) and to aggregation layer FCoE transit switch TS2 (xe-0/0/11):

user@switch# set interfaces xe-0/0/10 unit 0 family ethernet-switching interface-mode
trunk
set interfaces xe-0/0/11 unit 0 family ethernet-switching interface-mode trunk

2. Configure the interface VLANmembership so that the interfaces are members of

the dedicated VN2VN_Port VLAN (vlan200):

user@switch# set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers
vlan200
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers vlan200

3. Configure the FCoE VLAN dedicated to VN2VN_Port FIP snooping:

user@switch# set vlans vlan200 vlan-id 200
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4. Configure the network-facing port (xe-0/0/11) as an FCoE trusted port:

user@switch# set vlans vlan200 forwarding-options fip-security interface xe-0/0/11
fcoe-trusted

5. Enable VN2VN_Port FIP snooping on the VLAN and configure the beacon period:

user@switch# set vlans vlan200 forwarding-options fip-security examine-vn2vn
beacon-period 90000

Verification

To verify that the VN2VN_Port FIP snooping configuration has been created and is

operating properly on all three switches, perform these tasks:

• Verifying That VN2VN_Port FIP Snooping Is Enabled on the FCoE VLAN (All Three

Transit Switches) on page 5042

VerifyingThatVN2VN_PortFIPSnooping IsEnabledontheFCoEVLAN(AllThreeTransit
Switches)

Purpose Verify that VN2VN_Port FIP snooping is enabled on the correct VLAN (vlan200), the

beacon period is set to 90000milliseconds, and that the correct interfaces (xe-0/0/20

and xe-0/0/21 on TS1, xe-0/0/30 and xe-0/0/31 aggregation layer TS2, and xe-0/0/10

and xe-0/0/11 on TS3) are members of the VLAN.
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Action List the FIP snooping information on transit switch TS1 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fc:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/20
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0b:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/21
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0a:01

List the FIP snooping information on aggregation layer transit switch TS2 using the

operational mode command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fc:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/30
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/31
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fc:00:01:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0b:01

List the FIP snooping information on transit switch TS3 using the operational mode

command show fip snooping detail

user@switch> show fip snooping detail
VLAN: vlan200,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Point-to-Point
    Enode Information

5043Copyright © 2014, Juniper Networks, Inc.

Chapter 59: Configuration



    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/10
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0b:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0a:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/11
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 1
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01

Meaning The show fip snooping detail command lists all of the transit switch information about

VN2VN_Port FIP snooping and VN2VF_Port FIP snooping on each transit switch. The

command shows that:

• The VLAN is vlan200.

• Themode is FIP snooping mode VN2VN, for VN2VN_Port FIP snooping. (If the Mode

field shows VN2VF, then the FIP snooping mode is VN2VF_Port FIP snooping.)

• The beacon period is 90000.

• The interfaces connected to theENodesare xe-0/0/20and xe-0/0/21on transit switch

TS1, xe-0/0/30 and xe-0/0/31 on aggregation layer transit switch TS2, and xe-0/0/10

and xe-0/0/11 on transit switch TS3. Because the transit switches are transparent

passthrough switches, the network-facing trunk ports “see” the FCoE host ENodes at

the far end of the VN2VN_Port virtual link.

In addition, this useful command shows information about the ENodes and the

VN2VN_Port sessions.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 5025

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 5030

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Configuration Tasks (Fibre Channel, FCoE, FIP, and FIP Snooping)

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Disabling the Fabric WWNVerification Check on page 5047

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring a Fibre Channel Interface on page 5049
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• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Deleting a Fibre Channel Interface on page 5055

• Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway on page 5056

• Defining the Proxy Load-Balancing Algorithm on page 5056

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Enabling and Disabling CoS OxID Hash Control on page 5059

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Setting the MaximumNumber of FIP Login Sessions per ENode on page 5062

• Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch

Interface on page 5072

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

Configuring an FCoE-FC Gateway Fibre Channel Fabric

Fibre Channel (FC) fabric configuration consists of creating a unique name and identifier

for each FC fabric you want to create and configuring it as an FCoE-FC gateway.

You can create amaximum of 12 FC fabrics on a QFX3500 switch. After you create a

fabric, you can create and assign interfaces to the fabric, configure FIP parameters for

the fabric, and set proxy traceoptions.

To configure an FC fabric using the CLI, specify a unique name and identification number

for the fabric:

1. Configure the fabric name and fabric ID:

[edit]
user@switch# set fc-fabrics fabric-name fabric-id fabric-id

NOTE: Changing the fabric name or the fabric ID causes all logins to drop
and forces the ENodes to log in again.

For example, to configure an FC fabric with the name fab_ulous and the fabric ID 10

(the range of fabric-id values is 1 through 4095):

[edit]
user@switch# set fc-fabrics fab_ulous fabric-id 10

2. Configure the fabric as a gateway fabric:
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[edit fc-fabrics fabric-name]
user@switch# set fabric-type proxy

For example, to configure the FC fabric with the name fab_ulous as a gateway fabric:

[edit fc-fabrics fab_ulous]
user@switch# set fabric-type proxy

Related
Documentation

Configuring a Fibre Channel Interface on page 5049•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Understanding an FCoE-FC Gateway on page 4808
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Disabling the FabricWWNVerification Check

When aQFXSeries NP_Port sends a fabric login (FLOGI) request to a Fibre Channel (FC)

switch, the FLOGI accept (FLOGI-ACC) reply from the FC switch contains the SAN fabric

worldwide name (WWN). The QFX Series uses the SAN fabric WWN in themulticast

discovery advertisement (MDA) that the QFX Series sends to the ENodes in the FCoE

network.

However, some FC switches substitute their ownWWN (often the FC switch’s virtual

WWN) for the SAN fabric WWN in the FLOGI-ACCmessage. In this case, different

NP_Ports that log in to the same FC fabric might receive different fabric WWNs in the

FLOGI-ACCmessages if the NP_Ports are connected to different FC switches in the SAN

fabric.

If the QFX Series receives different fabric WWNs on NP_Ports that are connected to the

sameSAN fabric, theQFXSeries uses the first fabricWWN it receives in theMDA it sends

to the ENodes. TheQFXSeries isolates the NP_Ports that receive a different fabricWWN

fromother FCswitches in thatSANfabric.NoENodesessionsareassigned to the isolated

NP_Ports. FC traffic is assigned only to NP_Ports that receive a fabric WWN in the

FLOGI-ACCmessage that matches the fabric WWN received by the first NP_Port to log

in to the FC fabric. (If an NP_Port receives a fabric WWN that does not match the fabric

WWN received by the first NP_Port to log in to the FC fabric, it does not carry traffic to

the SAN fabric.)

TopreventENodes frombeing isolateddue toamismatched fabricWWN, youcandisable

the gateway fabricWWNverification check. Disabling the fabricWWNverification check

enables all NP_Ports connected to a SAN fabric are used to carry traffic between the

gateway and the FC switch, regardless of the fabric WWN the NP_Port receives in the

FLOGI-ACCmessage.

NOTE: Disabling or enabling the fabricWWN verification check logs out all
FCoE sessions.

To disable the fabric WWN verification check:

• [edit fc-fabrics fabric-name proxy]
user@switch# set no-fabric-wwn-verify

Related
Documentation

Understanding FCoE-FC Gateway Functions on page 4812•

• show fibre-channel proxy fabric-state on page 5241
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Configuring a Physical Fibre Channel Interface

When you configure the switch as an FCoE-FC gateway, youmust configure either 6 or

12 of the physical interfaces as native FC interfaces. Native FC interfaces connect to the

storage area network (SAN) FC switch.

You can configure ports xe-0/0/0 through xe-0/0/5 as fc-0/0/0 through fc-0/0/5, and

ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to create blocks

of native FC interfaces. You cannot individually configure a single port as a native FC

interface.Within theseport blocks, youcannotmixFC interfaceswithEthernet interfaces.

All of the ports in a block must be either native FC interfaces or Ethernet interfaces.

You can configure:

• Six native FC interfaces by configuring either ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5, or ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• Twelve native FC interfaces by configuring ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• No native FC interfaces by leaving ports xe-0/0/0 through xe-0/0/5 and ports

xe-0/0/42 through xe-0/0/47 in their default state as Ethernet interfaces.

• To configure physical FC interfaces using the CLI, specify the physical port block you

want to configure on the switch as native FC interfaces:

[edit chassis]
user@switch# set fpc fpc pic pic fibre-channel port-range port-range-low port-range-high

For example, to configure six native FC interfaces, you can configure ports 0 through

5 as physical FC interfaces:

[edit chassis]
user@switch# set fpc 0 pic 0 fibre-channel port-range 0 5

To configure 12 native FC interfaces requires two separate statements:

[edit chassis]
user@switch# set fpc 0 pic 0 fibre-channel port-range 0 5
user@switch# set fpc 0 pic 0 fibre-channel port-range 42 47

Related
Documentation

Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring a Fibre Channel Interface on page 5049

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Configuring a Fibre Channel Interface

When a QFX3500 acts as an FCoE-FC gateway, native Fibre Channel (FC) traffic flows

between the switch and the storage area network (SAN) FC switch.When you configure

aport asanFC interface, it transportsonly FC traffic. It doesnot transport Ethernet traffic.

You can configure ports xe-0/0/0 through xe-0/0/5 as fc-0/0/0 through fc-0/0/5 and

ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to create blocks

of native FC interfaces.

Each of these blocks of ports must be configured either as all Ethernet ports or as all

native FC ports. Within each block of ports, you cannot mix FC and Ethernet interfaces.

This means that you can configure 0, 6, or 12 ports as native FC ports. “Configuring a

Physical FibreChannel Interface”onpage5048describeshowtoconfigure theportblocks

as physical FC interfaces.

NOTE: Do not configure ports that you want to use for native FC traffic as
part of an Ethernet VLAN or as Ethernet ports.

Configure a port as an FC interfacewhen the port connects to the F_Port of an FC switch.

FC interface configuration includes:

• Explicitly specifying one or more ports as an FC family interface in NP_Port mode

(mandatory).

• Configuring theFC interfaceoptionsport speedandbuffer-to-buffer credit statechange

number (BB_SC_N) (optional).

• Configuring the interface as a loopback interface (optional).

The buffer-to-buffer state change number feature prevents the loss of buffer-to-buffer

credits between the two interfaces on either end of an FC link. The state change number

determines the number of frames and receiver ready (R_RDY) primitives the interfaces

exchange between the state change send (BB_SCs) and the state change receive

(BB_SCr) primitives used to track these transactions.

Enabling BB_SC_N by configuring BB_SC_N on both of the FC link interfaces:

• Requests that 2
BB_SC_N

number of frames be sent between two consecutive BB_SCs

primitives, and

• Requests that 2
BB_SC_N

number of R_RDY primitives be sent between two consecutive

BB_SCr primitives.

When thenumber ofR_RDYprimitives received equals 2
BB_SC_N

, theR_RDYcounter resets

to zero. When the number of frames received equals 2
BB_SC_N

, the frame counter resets

to zero. The interfaces calculate the number of buffer-to-buffer credits lost based on

counter discrepancies and take corrective action to recover the lost credits.
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If you enableBB_SC_N, the recommendedBB_SC_Nsetting is eight. Setting theBB_SC_N

number to zero (0) disables the feature. If either of the two connected FC interfaces is

configured with zero as the BB_SC_N value, then both interfaces disable the feature. If

the two connected FC interfaces have different nonzero BB_SC_N numbers configured,

both interfaces use the higher number.

For the port to transport FC traffic, youmust also set the physical port as an FCport using

the port-range command.

To configure an FC interface using the CLI:

1. Specify the interface as family FC and set the port mode to NP_Port (setting the port

mode to NP_Port is a mandatory configuration):

[edit]
user@switch# set interfaces interface-nameunitunit family fibre-channelport-modenp-port

For example, to configure the interface fc-0/0/3 as an FC interface and set the port

mode to np-port:

[edit]
user@switch# set interfaces fc-0/0/3 unit 0 family fibre-channel port-mode np-port

2. Configure the FC interface speed option:

[edit]
user@switch: set interfaces interface-name fibrechannel-options speed (auto-negotiation
| 2g | 4g | 8g)

For example, to set the FC interface speed option to 8g for the interface fc-0/0/3:

[edit]
user@switch: set interfaces fc-0/0/3 fibrechannel-options speed 8g

The default port mode is auto-negotiation, which sets the port speed to match the

speed of the attached FC F_Port interface (2 Gbps, 4 Gbps, or 8 Gbps).

3. Configure the optional buffer-to-buffer credit state change number:

[edit]
user@switch: set interfaces interface-name fibrechannel-options bb-sc-n 0..15

For example, to set the FC interface buffer-to-buffer credit state change number to

8 for the interface fc-0/0/3:

[edit]
user@switch: set interfaces fc-0/0/3 fibrechannel-options bb-sc-n 8

After you configure one or more FC interfaces, assign them and an FCoE VLAN to an FC

fabric.

Related
Documentation

Assigning Interfaces to a Fibre Channel Fabric on page 5054•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring a Physical Fibre Channel Interface on page 5048

• Deleting a Fibre Channel Interface on page 5055

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963
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• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Understanding an FCoE-FC Gateway on page 4808

Configuring an FCoE VLAN Interface on an FCoE-FC Gateway

When you configure the switch as an FCoE-FC gateway, a Layer 3 FCoE VLAN interface

transmits and receives Fibre Channel over Ethernet (FCoE) traffic between the gateway

and FCoE-capable servers on the Ethernet network. Configuring a Layer 3 FCoE VLAN

interface on the switch creates virtual fabric port (VF_Port) interfaces facing the FCoE

server virtual node ports (VN_Ports).

The FCoE VLAN interface is the interface for the dedicated VLAN the FCoE servers use

for FCoE traffic. Each FC fabric requires at least one dedicated FCoE VLAN and at least

one Layer 3 FCoEVLAN interface to transport FCoE traffic. OnQFabric systems, the FCoE

VLAN interface, the FCoE VLAN, and the interfaces that aremembers of the FCoE VLAN

must be on the same Node device.

NOTE: FCoE VLANs (any VLANs that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features.

NOTE: To configure an FCoE VLAN on a device that you are using as transit
switch, you do not an FCoE VLAN interface. Instead, use the procedure
described in “ConfiguringVLAN Interfaces forFCoETrafficonanFCoETransit
Switch” on page 5066.

BeforeyouconfigureanFCoEVLAN interface, create theFCoEVLANandassign 10-Gigabit

Ethernet interfacesconfigured in tagged-accessportmode to theVLAN.These 10-Gigabit

Ethernet interfaces are the physical interfaces that transport the FCoE traffic to and from

the FCoE devices in the Ethernet network.

EachEthernet interface that connects toFCoEdevicesmustalso include thenativeVLAN

to transportFIP traffic, becauseFIPVLANdiscoveryandnotification framesareexchanged

as untagged packets. The FCoE VLANmust carry only FCoE traffic. A VLAN cannot

transport a mix of FCoE and standard Ethernet traffic.

FCoE VLAN interface configuration includes:

• Configuring a VLAN to use as a dedicated FCoE VLAN.

• Configuring a native VLAN for FIP traffic.

• Configuring member interfaces for the FCoE VLAN.

• Configuring the FCoE VLAN as a Fibre Channel (family) VLAN and setting the port

mode value to f-port. Explicitly configuring the FCoE VLAN interface in F_Port mode is
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mandatory. The switch interface with which the FCoE server VN_Ports communicate

must present a VF_Port to the servers.

• Configuring the FCoE VLAN interface as the Layer 3 interface for FCoE traffic.

To configure an FCoE VLAN interface:

1. Configure a dedicated FCoE VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id

For example, to configure a VLANnamed fcoe_vlanwith a VLAN ID of 100 as the FCoE

VLAN:

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

2. Configure a native VLAN for FIP traffic:

[edit vlans]
user@switch# set native vlan-id vlan-id

For example, to configure the native VLANwith a VLAN ID of 1:

[edit vlans]
user@switch# set native vlan-id 1

3. Configuremember interfaces for theFCoEVLAN(useethernet-switchingas the family

and tagged-access as the port mode):

[edit interfaces]
user@switch# set interface-name unit unit family family port-modemode vlanmembers
vlan-name

For example, to configure the interface xe-0/0/10 as amember of the FCoE VLAN

fcoe_vlan:

[edit interfaces]
user@switch# setxe-0/0/10unit0familyethernet-switchingport-modetagged-accessvlan
members fcoe_vlan

4. Configure the native VLAN on the FCoE VLANmember interfaces:

[edit interfaces]
user@switch# set interface-name unit unit family family native-vlan-id vlan-id

For example, to configure the interface xe-0/0/10 as amember of the native VLAN

with the native VLAN ID 1:

[edit interfaces]
user@switch# set xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1

5. Assign the Ethernet interfaces to the FCoE VLAN:

[edit vlans]
user@switch# set vlan-name interface interface-name

For example, to assign the interface xe-0/0/10.0 to the FCoE VLAN named fcoe_vlan:

[edit vlans]
user@switch# set fcoe_vlan interface xe-0/0/10.0
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6. Define an interface as an FCoE VLAN interface in F_Port mode (to present a VF_Port

to the FCoE servers):

[edit interfaces]
user@switch# set vlan unit unit family fibre-channel port-mode f-port

For example, to configure VLAN unit 100 as an FCoE VLAN interface and set the port

mode to f-port:

[edit interfaces]
user@switch# set vlan unit 100 family fibre-channel port-mode f-port

7. Define the Layer 3 FCoE VLAN interface:

[edit vlans]
user@switch# set vlan-name l3-interface vlan-interface-name

For example, to configure VLAN interface unit 100 (the FCoE VLAN interface defined

earlier in this example) as the Layer 3 FCoE VLAN interface for FCoE VLAN fcoe_vlan:

[edit vlans]
user@switch# set fcoe_vlan l3-interface vlan.100

Related
Documentation

Understanding Interfaces on an FCoE-FC Gateway on page 4829•

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring a Fibre Channel Interface on page 5049

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface on

page 5072

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963
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Assigning Interfaces to a Fibre Channel Fabric

When you configure the switch as an FCoE-FC gateway, you assign one or more (up to

12) native Fibre Channel (FC) interfaces and at least one FCoE VLAN interface to each

FC fabric. FC interfaces transport native FC traffic between the proxy gateway and the

storage area network (SAN) FC switch. FCoE VLAN interfaces transport FCoE traffic

between FCoE-capable servers and the gateway.

Each FC fabric needs both types of interfaces to transport traffic between FCoE servers

on the Ethernet network and FC storage devices in the core FC network behind the FC

switch. FCoE trafficbetween theFCoEserversand thegatewaymust travel inadedicated

FCoE VLAN. Native FC traffic passes between the gateway and the FC switch on the

native FC interfaces.

Youmust configure the FC interfaces and the FCoE VLAN interfaces that you assign to

a particular fabric on the same Juniper Networks QFX3500 Switch. Traffic between an

FCoE device and the FC switch must ingress and egress the same gateway.

To assign core-facing native FC interfaces and a server-facing FCoE VLAN interface to

an FC fabric, configure a fabric and then specify the interfaces:

1. Assign the native FC interfaces to the FC fabric:

[edit fc-fabrics fabric-name]
user@switch: set interface interface-name
user@switch: set interface interface-name
user@switch: set interface interface-name
...

2. Assign an FCoE VLAN interface to the FC fabric:

[edit fc-fabrics fabric-name]
user@switch: set interface vlan-name

For example, to assign the native FC interfaces fc-0/0/0.0, fc-0/0/1.0, and fc-0/0/2.0

and the FCoE VLAN interface vlan.100 to an FC fabric named san_tana:

user@switch: set fc-fabrics san_tana interface fc-0/0/0.0
user@switch: set fc-fabrics san_tana interface fc-0/0/1.0
user@switch: set fc-fabrics san_tana interface fc-0/0/2.0
user@switch: set fc-fabrics san_tana interface vlan.100

Related
Documentation

Configuring a Fibre Channel Interface on page 5049•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Understanding an FCoE-FC Gateway on page 4808
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Deleting a Fibre Channel Interface

Before you delete a Fibre Channel (FC) interface, youmust first delete the interface from

the FC fabric configuration. This prevents configuration errors that would result if you

deleted an FC interface from the [edit interfaces] hierarchy level but did not delete the

interface from the FC fabric.

When you configure the switch as an FCoE-FC gateway, FC interfaces transmit and

receive native FC traffic between the gateway and the FC switch. You can configure ports

xe-0/0/0 through xe-0/0/5 as fc-0/0/0 through fc-0/0/5 and ports xe-0/0/42 through

xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to create one or two blocks of six native FC

interfaces.

To delete an FC interface using the CLI:

1. Delete the FC interface from the FC fabric to which it belongs:

[edit]
user@switch# delete fc-fabrics fabric-name interface interface-name

For example, to delete the FC interface fc-0/0/3.0 from an FC fabric named sanfab1:

[edit]
user@switch# delete fc-fabrics sanfab1 interface fc-0/0/3.0

2. Delete the FC interface from the switch [edit interfaces] hierarchy:

[edit]
user@switch: delete interfaces interface-name

For example, to delete the interface fc-0/0/3.0 from the switch:

[edit]
user@switch: delete interfaces fc-0/0/3.0

The FC interface has been deleted from the FC fabric and from the switch.

Related
Documentation

Assigning Interfaces to a Fibre Channel Fabric on page 5054•

• Configuring a Physical Fibre Channel Interface on page 5048

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Disabling Storm Control on FCoE Interfaces on an FCoE-FC Gateway

Storm control is not supported on the FCoE interfaces of an FCoE-FC gateway VLAN.

Enabling storm control on an FCoE-FC gateway VLAN interfacemay cause FCoE packet

loss. Storm control is disabled by default on all interfaces. However, if you enabled storm

control globally on all switch interfaces or on any interfaces that are part of the FCoE

VLAN interface, youmust disable storm control on the Ethernet interfaces of the FCoE

VLAN.

If storm control is enabled on only a few interfaces of the FCoE VLAN, you can disable

storm control on individual interfaces by including the delete ethernet-switching-options

storm-control interface interface-name statement in the configuration, where

interface-name is the name of the interface on which you want to disable storm control.

If stormcontrol is enabledglobally on the switchwhen the switch is actingasanFCoE-FC

gateway, it is often easiest to disable storm control on all interfaces, then enable storm

control only on Ethernet interfaces that are not part of the FCoE VLAN interface.

If storm control is enabled globally, you can disable storm control in either of two ways:

• Disable storm control on all interfaces, then enable storm control on the interfaces

you want to use storm control. (From the default configuration, you cannot disable

stormcontrol on individual interfacesbecause thedefault configuration enables storm

control on all interfaces, not on individual interfaces.)

For example, if youwant interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22 to use storm

control, disable storm control on all interfaces, then enable storm control on those

three interfaces:

1. Disable storm control on all interfaces:

user@switch# delete ethernet-switching-options storm-control interface all

2. Enable storm control on interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22:

user@switch# set ethernet-switching-options storm-control interface xe-0/0/20
user@switch# set ethernet-switching-options storm-control interface xe-0/0/21
user@switch# set ethernet-switching-options storm-control interface xe-0/0/22

• Disable storm control for all unknown unicast traffic on all interfaces by including the

following statement in your configuration:

user@switch# setethernet-switching-optionsstorm-control interfaceallno-unknown-unicast

Related
Documentation

Understanding Interfaces on an FCoE-FC Gateway on page 4829•

• Understanding Storm Control on page 4471

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

Defining the Proxy Load-Balancing Algorithm

When theQFXSeries is configured as an FCoE-FC gateway, it balances the FCoE session

load assigned to each NP_Port link between the gateway and the FC switch in the FC
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SAN to avoid overloading or underutilizing each link. TheQFXSeries supports three types

of load-balancing mechanisms:

• Simple load balancing—Load balancing is based on the weighted utilization (session

load) of the NP_Ports connected to an FC fabric. The session load is the sum of the

FLOGIandFDISCsessionsoneach link. EachnewENode fabric login (FLOGI)orVN_Port

fabric discovery (FDISC) session is assigned to the least-loaded link, so an FDISC

session initiated by the VN_Port on an ENodemight not be assigned to the same link

as the parent ENode’s FLOGI session. Simple load balancing is the default algorithm.

Simple load balancing is the default load-balancing algorithm. Rebalancing the link

load disrupts only selected sessions to minimize the impact (the switch uses an

algorithm to log out only the sessions that need to bemoved to other links to balance

the load when those sessions log in again).

• ENode-based load balancing—Load balancing is based on the weighted utilization

(session load) of the NP_Ports connected to an FC fabric. The session load is the sum

of the FLOGI and FDISC sessions on each link. However, when an ENode logs in to the

fabric, the switch places all subsequent VN_Port FDISC sessions associated with that

ENode on the same link as the ENode FLOGI session, regardless of the link load. New

ENode FLOGIs are placed on the least-loaded link. The switch calculates the link load

based on the combined total of FLOGIs and FDISCs on eachNP_Port link. Rebalancing

the link load disrupts all sessions (all sessions log out and then log in again).

• FLOGI-based load balancing—Load balancing is based on the weighted utilization

(session load) of the NP_Ports connected to an FC fabric. The session load is the sum

of the FLOGI sessions on each link. FDISC sessions are not counted. When an ENode

logs in to the fabric, theswitchplacesall subsequentVN_PortFDISCsessionsassociated

with that ENode on the same link as the ENode FLOGI session, regardless of the link

load. NewENode FLOGIs are placed on the least-loaded link. Rebalancing the link load

disrupts only selected sessions to minimize the impact (the switch uses an algorithm

to log out only the sessions that need to bemoved to other links to balance the load

when those sessions log in again).

To define the proxy load-balancing algorithm for a proxy fabric on the FCoE-FC gateway,

set the algorithm as enode-based, simple, or flogi-based:

• [edit fc-fabrics fabric-name proxy]
user@switch# set load-balance-algorithm (enode-based | simple | flogi-based)

For example, to configure a gateway fabric named san_fab1 to use enode-based load

balancing:

user@switch# set fc-fabrics san_fab1 proxy load-balance-algorithm enode-based

Related
Documentation

Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999•

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Monitoring Fibre Channel Interface Load Balancing on page 5147
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Simulating On-Demand Fibre Channel Link Load Rebalancing (Dry Run Test)

On-demand Fibre Channel (FC) link load rebalancing is a disruptive action that causes

sessions to log out of the network, then log back in to be placed on FC links (NP_Ports)

in a balancedmanner. The number of sessions loggedout to rebalance the links depends

on the load-balancing algorithm used (simple, ENode-based, or FLOGI-based) and

whether or not the load is already balanced. (If the link load is already balanced, the

switch does not rebalance the loads when you request on-demand load rebalancing.)

You can use the dry-run option to list the sessions that might be affected (logged out to

be redistributed among the active FC interface links) by on-demand load rebalancing

before you actually rebalance the link load. (Because new sessionsmight log in between

the time you perform a dry run and the time you request on-demand load rebalancing,

theaffectedsessionsmaychange.Therefore, thesooner thatyouperformanon-demand

load rebalance after you perform a dry run, the more accurate the dry run results are

likely to be.)

To request a link load rebalancing dry run:

user@switch> request fibre-channel proxy load-rebalance dry-run fabric fabric-name

For example, to request a dry run on an FC fabric named fc_fabric_100 to display a list of

sessions that might be disrupted if you request an actual link load rebalance:

user@switch> request fibre-channel proxy load-rebalance dry-run fabric fc_fabric_100
Fabric: fc_fabric_100, Fabric-id: 100
F-Port                        FCID     Port-WWN                NP-Port
vlan.100                      0x8a013a 02:01:00:64:00:00:00:2a fc-0/0/1.0
vlan.100                      0x8a013c 02:01:00:64:00:00:00:2b fc-0/0/1.0
vlan.100                      0x8a0146 02:01:00:64:00:00:00:2e fc-0/0/1.0
vlan.100                      0x8a014c 02:01:00:64:00:00:00:2f fc-0/0/1.0

Related
Documentation

request fibre-channel proxy load-rebalance on page 5164•

• Defining the Proxy Load-Balancing Algorithm on page 5056

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Monitoring Fibre Channel Interface Load Balancing on page 5147
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Enabling and Disabling CoSOxID Hash Control

The originator exchange identifier (OxID) field is one of several fields that the switch can

use in its hash functioncomputation for FCoE traffic loadbalancingovermultipleoutgoing

links. Youcanconfigurewhether or not the switchuses theOxID in thehashcomputation.

Including the OxID field in the load-balancing hash computation allows different

exchanges between a pair of Fibre Channel (FC) endpoints (such as an FCoE host and

an FC storage device) to take different paths across the network, thus improving the

aggregate network throughput.

However, if the paths between different sets of FC endpoints have common links,

congestion on one set of FC endpoints can affect the other set of endpoints. Such

congestion can happen if the FCoE traffic on the two sets of endpoints uses the same

priority (IEEE 802.1p code point). It is common for networks to use priority 3 (IEEE

802.1p codepoint011) for FCoE traffic.However, on theQFX3500, youcanassigndifferent

IEEE priorities to different lossless FCoE flows as described in “Understanding CoS IEEE

802.1p Priorities for Lossless Traffic Flows” on page 5427 to further separate the traffic

flows.

OxID hash control is enabled by default.

• To enable OxID hash control field for FCoE traffic load balancing:

[edit forwarding-options hash-key]
user@switch# set family fcoe oxid enable

• To disable OxID hash control field for FCoE traffic load balancing:

[edit forwarding-options hash-key]
user@switch# set family fcoe oxid disable

Related
Documentation

Understanding OxID Hash Control for FCoE Traffic Load Balancing on page 4857•

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

Configuring FIP on an FCoE-FC Gateway

FibreChannel overEthernet (FCoE) InitializationProtocol (FIP)establishesandmaintains

Fibre Channel (FC) virtual links between pairs of FCoE devices. A virtual link emulates

the physical point-to-point link that FC requires between two FC devices.

FIP is enabled by default and uses the default FIP settings on all FCoE interfaces that

are part of the gateway FC fabric. You can use the default FIP parameter values, or you

can configure FIP parameters globally or on a per-interface basis. Configuring FIP on an

individual interface overrides the global FIP configuration.

You can configure the following parameters globally for the fabric and per interface:

• FIP keepalive message transmission interval—This interval is the time period between

sending FIP keepalive messages.
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• Priority—If an FCoE node (ENode) connects tomore than one switch, the priority value

determines the switch towhich theENodeconnects. The switchwith the lowestpriority

number has the highest priority.

You can only configure the following parameters globally on an FC fabric:

• FC-MAP—The 24-bit FCoEmapped address prefix that identifies the attached FC

switch in the SAN fabric. The FC-MAP value is used in the fabric providedMACaddress

(FPMA) created for each ENode that logs in. This value must be the same for the FC

switch and the QFX Series.

NOTE: Changing the FC-MAP value causes all logins to drop and forces
the ENodes to log in again.

• FCoE trusted—You can globally configure all of the Ethernet ports in a specified FC

fabric to be FCoE trusted. Youmight want to configure interfaces as FCoE trusted if

the interfaces are connected to a transit switch that is performing FIP snooping. For

interfaces that are directly connected to FCoE hosts, FIP snooping should be enabled,

and you should not configure the fabric as FCoE trusted.

NOTE: Do not configure interfaces with FIP snooping enabled as FCoE
trusted.

Configuring interfaces as FCoE trusted reduces system overhead by eliminating the

need for filters. The total number of sessions the systemcan support is 2500 sessions.

Sessions are defined as the combined number of VN_Port to VF_Port sessions and

VN_Port to VN_Port sessions. (Although VN2VF and VN2VN sessions run in different

FCoE VLANs, the session limit is a system limit, not a per-VLAN limit.)

NOTE: A session is a FLOGI or FDISC login to the FC SAN fabric. Session
does not refer to end-to-end storage sessions. There is no limit to the
number of end-to-end storage sessions.

NOTE: Changing the fabric ports from untrusted to trusted removes any
existing FIP snooping filters from the ports. Changing the fabric ports from
trusted to untrusted forces all of the FCoE sessions on those ports to log
out so that when the ENodes and VN_Ports log in again, the switch can
build the appropriate FIP snooping filters.

• Maximum number of FCoE sessions per ENode—You can globally configure the

maximum number of FCoE sessions (FLOGI plus FDISC) permitted from an ENode.

Themaximum number of sessions per ENode is 2000 sessions. The total number of

sessions (VN2VF_Port sessions and VN2VN_Port sessions combined) cannot exceed

the gateway fabric’s maximum limit of 2500 sessions.
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To configure FIP options globally using the CLI:

1. Specify the fabric on which you want to configure FIP:

[edit]
user@switch# set fc-fabrics fabric-name protocols fip

2. Configure the FIP keepalive message transmission interval in milliseconds to specify

the amount of time between periodic FIP discovery advertisements for the fabric

interfaces (the default is 8000ms; the range is 250 through 90000ms):

[edit fc-fabrics fabric-name protocols fip]
user@switch# set fka-adv-periodmilliseconds

3. Configure thepriority value theswitchadvertises toENodes in the range from0through

255; the default value is 128:

[edit fc-fabrics fabric-name protocols fip]
user@switch# set priority priority

4. Configure the FC-MAP value to match the FC-MAP value of the attached FC switch

in the FC SAN fabric; the range of possible values is 0EFC00 through 0EFCFF, and

the default value is 0EFC00:

[edit fc-fabrics fabric-name protocols fip]
user@switch# set fc-map fc-map

5. Configure the interfaces in the FC fabric as FCoE trusted (in this example, we assume

that the interfaces have not been enabled for FIP snooping):

[edit fc-fabrics fabric-name protocols fip]
user@switch# set fcoe-trusted

6. Configure the maximum number of FCoE sessions for each ENode in the fabric:

[edit fc-fabrics fabric-name protocols fip]
user@switch# setmax-sessions-per-enode

For example, to configure all FCoE interfaces associated with an FC fabric called

movieco_sanwith a FIP keepalive interval value of 25000milliseconds, a priority of 70,

an FC-MAP value of 0EFC01, as FCoE trusted, and with amaximum number of FCoE

sessions per ENode of 200 sessions:

[edit fc-fabrics movieco_san protocols fip]
user@switch# set fka-adv-period 25000
user@switch# set priority 70
user@switch# set fc-map 0EFC01
user@switch# set fcoe-trusted
user@switch# setmax-sessions-per-enode 200

To override the global FC fabric FIP configuration for a specific FCoE interface using the

CLI:

1. Specify the fabric and interface on which you want to configure FIP:

[edit fc-fabrics fabric-name protocols fip interface interface-name]

2. Configure the FIP keepalive message transmission interval and priority:

[edit fc-fabrics fabric-name protocols fip interface interface-name]
user@switch# set fka-adv-periodmilliseconds
user@switch# set priority priority
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Related
Documentation

Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825

Setting theMaximumNumber of FIP Login Sessions per ENode

WhentheswitchactsasanFCoE-FCgateway, FCoEnode(ENode)devices in theEthernet

network use the gateway to connect to the Fibre Channel (FC) storage area network

(SAN). You can limit the maximum number of FIP login sessions permitted on each

ENode. Limiting the number of login sessions canprevent login session rejections caused

when the connected FC switch port configuration limits the number of FIP login sessions.

Themaximum number of FIP sessions per ENode is 2000 sessions (FLOGI plus FDISC

sessions). The limit you set applies to every ENode in the specified gateway fabric. Each

ENode in the fabric canhaveup to themaximumnumberof sessions, but the total number

of active sessions cannot exceed the session limits you apply to the fabric or the Node

device.

There are also configurable FIP login session limits that you can apply to the gateway

FC fabric, to the QFX3500 switch or QFabric system Node device, and to the interfaces

in each FC fabric.

• To set a maximum number of FIP login sessions per ENode using the CLI:

[edit fc-fabrics fc-fabric-name protocols fip]
user@switch# setmax-sessions-per-enodemax-login-sessions

For example, to configure the ENodes on an FC fabric named sanfab1with amaximum

FIP login session limit of 250 sessions:

[edit fc-fabrics sanfab1]
user@switch# set protocols fipmax-sessions-per-enode 250

Related
Documentation

Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063•

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Setting theMaximumNumber of FIP Login Sessions per FC Interface

When the switch acts as an FCoE-FC gateway, NP_Ports are the native FC interfaces the

gateway uses to connect to the FC switch. You can limit the maximum number of FIP

login sessions permitted on an NP_Port interface. Limiting the number of login sessions

onan interfacecanprevent login session rejectionscausedwhen theconnectedFCswitch

port configuration limits the number of FIP login sessions.

TIP: A good practice is to configure amaximumnumber of login sessions on
each NP_Port that is less than or equal to themaximum number of login
sessions permitted on the connected FC switch port.

Themaximum number of FIP sessions is 2500 sessions. (This is the combined total of

all VN2VF_Port and VN2VN_Port sessions on the system.)

There are also configurable FIP login session limits that you can apply to the gateway

FC fabric, to the QFX3500 switch or QFabric system Node device, and to the ENodes in

each FC fabric. To prevent unexpected FIP login rejections, the sum of themaximum FIP

login sessions on all of the NP_Port interfaces that belong to an FC fabric should not

exceed themaximum number of sessions the FC fabric supports or the device supports.

• To set a maximum number of FIP login sessions on an NP_Port using the CLI:

[edit fc-fabrics fc-fabric-name interface interface-name]
user@switch# setmax-login-sessionsmax-login-sessions

For example, to configureNP_Port interface fc-0/0/5withamaximumFIP login session

limit of 500 sessions on an FC fabric named sanfab1:

[edit fc-fabrics sanfab1]
user@switch# set interface fc-0/0/5max-login-sessions 500

Related
Documentation

Setting the MaximumNumber of FIP Login Sessions per ENode on page 5062•

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Setting theMaximumNumber of FIP Login Sessions per FC Fabric

When theQFXSeries acts an FCoE-FC gateway, you configure at least one local FC fabric

on the gateway. A gateway FC fabric creates associations that connect FCoE devices on

an Ethernet network to an FC switch on a Fibre Channel network. Each FC fabric on a

gateway includes native FC interfaces (NP_Ports) that connect the gateway to the FC

switch. When FCoE devices want to log in to the FC switch, the gateway sends the FIP

login requests to the FC switch on the NP_Port links.

You can limit the maximum number of FIP login sessions permitted on a gateway FC

fabric. If a QFX3500 switch or QFabric systemNode device hasmore than one FC fabric,

limiting thenumber of login sessionsonanFC fabric canprevent oneFC fabric fromusing

all of the login sessions available on the device.

Themaximum number of FIP sessions is 2500 sessions. (This is the combined total of

all VN2VF_Port and VN2VN_Port sessions on the system.)

There are also configurable FIP login session limits that you can apply to the FC fabric

NP_Port interfaces, to the QFX3500 switch or QFabric system Node device, and to the

ENodes in each FC fabric. To prevent unexpected FIP login rejections:

• Thesumof themaximumFIP login sessionsonall of theNP_Port interfaces thatbelong

to an FC fabric should not exceed themaximum number of sessions the FC fabric

supports or the device supports.

• The sumof themaximumFIP login sessions on all of the FC fabrics on a device should

not exceed themaximum number of sessions per device.

• To set a maximum number of FIP login sessions on an FC fabric using the CLI:

[edit fc-fabrics fc-fabric-name]
user@switch# setmax-login-sessionsmax-login-sessions

Forexample, toconfigureanFC fabricnamed sanfab1withamaximumFIP login session

limit of 2000 sessions:

[edit fc-fabrics sanfab1]
user@switch# set fc-fabrics sanfab1max-login-sessions 2000

Related
Documentation

Setting the MaximumNumber of FIP Login Sessions per ENode on page 5062•

• Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Setting theMaximumNumber of FIP Login Sessions per Node Device

When a QFX3500 switch or QFabric system Node device acts an FCoE-FC gateway, it

connectsFCoEdevicesonanEthernetnetwork toanFCswitch inaFibreChannelnetwork.

You can limit the maximum number of FIP login sessions for the FCoE devices on each

Node device.

For QFX3500 switches, themaximum limitmeans that the sumof the FIP login sessions

onall of the local FC fabricson thatQFX3500switchcannotexceed thedevicemaximum.

For the QFabric system, the limit applies to each Node device in the QFabric system. For

example, if you configure a maximum FIP login session value of 2000 sessions, each

Node device in the QFabric system can have a total of up to 2000 FIP login sessions

running on its FC fabrics.

Themaximum number of FIP sessions a device can support is 2500 sessions. (This is

the combined total of all VN2VF_Port and VN2VN_Port sessions on the system.)

There are also configurable FIP login session limits that you can apply to the FC fabrics

on the devices, to the NP_Port interfaces in each FC fabric, and to the ENodes in each FC

fabric. To prevent unexpected FIP login rejections:

• The sumof themaximumFIP login sessions for all of the FC fabrics on a device should

not exceed themaximum number of sessions per device.

• Thesumof themaximumFIP login sessionsonall of theNP_Port interfaces thatbelong

to an FC fabric should not exceed themaximum number of sessions the FC fabric

supports or the device supports.

• To set a maximum number of FIP login sessions for Node devices using the CLI:

[edit fc-options]
user@switch# setmax-login-sessions-per-nodemax-login-sessions-per-node

For example, to configure a maximum FIP login limit of 2000 sessions on a QFX3500

switch or on all Node devices in a QFabric system:

[edit fc-options]
user@switch# setmax-login-sessions-per-node 2000

Related
Documentation

Setting the MaximumNumber of FIP Login Sessions per ENode on page 5062•

• Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch

When you configure aQFXSeries as a Fibre Channel over Ethernet (FCoE) transit switch,

youmust configure a VLAN that transports only FCoE traffic. FCoE traffic requires a

dedicated VLAN and cannot share a VLANwith any other type of traffic. Because FCoE

traffic is tagged traffic, the port (or interface) mode cannot be access mode, it must be

either tagged-accessport-mode(for switches that run theoriginalCLI, suchasQFX3500

and QFX3600 standalone switches and QFabric system Node devices) or trunk

interface-mode (for switches that run the Enhanced Layer 2 Software (ELS) CLI, such

as the QFX5100 switch).

However, each interface that belongs to an FCoE VLANmust not only transport the

taggedFCoE traffic, itmust also transport theuntaggedFCoE InitializationProtocol (FIP)

traffic. FIP communicateswith the storageareanetwork (SAN)FibreChannel (FC) switch

to set up the FCoE session for the FCoE client.

To transport untagged traffic on a tagged-access or trunk mode interface, the interface

must have a native VLAN configured on it. Therefore, each interface that belongs to an

FCoE VLANmust also have a native VLAN on it.

There are slight differences in the way you configure a native VLAN on an interface,

dependingonwhether the switchuses theELSCLI or theoriginalCLI. This topicdescribes

both methods.

NOTE: FCoE VLANs (any VLANs that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features.

NOTE: ToconfigureanFCoEVLANonaQFX3500switchoraQFabric system
Node device that you are using as an FCoE-FC gateway, youmust also
configureanFCoEVLAN interfaceasdescribed in “ConfiguringanFCoEVLAN
Interface on an FCoE-FC Gateway” on page 5051. (QFX3600, QFX5100, and
Virtual Chassis switches do not support FCoE-FC gateway configuration.)

FCoE VLAN configuration includes:

• Configuring a VLAN to use as a dedicated FCoE VLAN

• Configuring the interface members of the FCoE VLAN.

• Configuring a native VLAN for FIP traffic.

This topic includes two configuration procedures, one for switches that run the original

CLI, and one for switches that run the ELS CLI.
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Original CLI
Configuration

To configure an FCoE VLAN on a non-ELS switch (QFX3500, QFX3600, QFabric system

Node devices):

1. Configure a dedicated FCoE VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id

For example, to configure a VLANnamed fcoe_vlanwith a VLAN ID of 100 as the FCoE

VLAN:

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

2. Configure the FCoE VLAN on the interface (use ethernet-switching as the family and

tagged-access as the port mode):

[edit interfaces]
user@switch# set interface-name unit unit family family port-modemode vlanmembers
vlan-name

For example, to configure the interface xe-0/0/10 as amember of the FCoE VLAN

fcoe_vlan:

[edit interfaces]
user@switch# setxe-0/0/10unit0familyethernet-switchingport-modetagged-accessvlan
members fcoe_vlan

3. Configure the Ethernet interface membership in the FCoE VLAN:

[edit vlans]
user@switch# set vlan-name interface interface-name

For example, to assign the interface xe-0/0/10.0 to the FCoE VLAN named fcoe_vlan:

[edit vlans]
user@switch# set fcoe_vlan interface xe-0/0/10.0

4. Configure a native VLAN for the untagged FIP traffic:

[edit vlans]
user@switch# set native vlan-id vlan-id

For example, to configure the native VLANwith a VLAN ID of 1:

[edit vlans]
user@switch# set native vlan-id 1

5. Assign member interfaces to the native VLAN:

[edit interfaces]
user@switch# set interface-name unit unit family family native-vlan-id vlan-id

For example, to configure the interface xe-0/0/10 as amember of the native VLAN

with the native VLAN ID 1:

[edit interfaces]
user@switch# set xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1

ELS CLI Configuration
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To configure an FCoE VLAN on a QFX5100 switch running ELS:

1. Configure a dedicated FCoE VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id

For example, to configure a VLANnamed fcoe_vlanwith a VLAN ID of 100 as the FCoE

VLAN:

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

2. Configure the FCoE VLAN on the interface (use ethernet-switching as the family and

trunk as the interface mode):

[edit interfaces]
user@switch# set interface-nameunitunit family family interface-modemode vlanmembers
vlan-name

For example, to configure the interface xe-0/0/10 as amember of the FCoE VLAN

fcoe_vlan:

[edit interfaces]
user@switch# set xe-0/0/10 unit 0 family ethernet-switching interface-mode trunk vlan
members fcoe_vlan

3. Configure the Ethernet interface membership in the FCoE VLAN:

[edit vlans]
user@switch# set vlan-name interface interface-name

For example, to assign the interface xe-0/0/10.0 to the FCoE VLAN named fcoe_vlan:

[edit vlans]
user@switch# set fcoe_vlan interface xe-0/0/10.0

4. ConfigureanativeVLANon thephysical Ethernet interface for theuntaggedFIP traffic:

[edit interfaces]
user@switch# set interface-name native-vlan-id vlan-id

For example, to configure the native VLAN on interface xe-0/0/10with a VLAN ID of

1:

[edit interfaces]
user@switch# set xe-0/0/10 native-vlan-id 1

5. Configure the Ethernet interface as amember of the native VLAN:

[edit interfaces]
user@switch# set interface-name unit unit family family vlanmembers native-vlan-id

NOTE: The native-vlan-id number must be the same as the native VLAN
ID number that you configured on the physical Ethernet interface (see
step 4).

For example, to configure the interface xe-0/0/10 as amember of the native VLAN

with the native VLAN ID 1:

[edit interfaces]
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user@switch# set xe-0/0/10 unit 0 family ethernet-switching vlanmembers 1

Related
Documentation

Understanding FCoE on page 4799•

• Understanding FCoE Transit Switch Functionality on page 4804

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

Configuring VN2VF_Port FIP Snooping and FCoE Trusted Interfaces on an FCoE Transit Switch

VN_Port to VF_Port (VN2VF_Port) Fibre Channel over Ethernet (FCoE) Initialization

Protocol (FIP) snooping uses information gathered during FIP discovery and login to

create firewall filters that provide security against unauthorized access to the FC switch

or FCoE forwarder (FCF) through the EX4500 or QFX Series when the switch is acting

as an FCoE transit switch. The firewall filters allow only FCoE devices that succeed at

logging in to the FC fabric to access the FCF through the transit switch. VN2VF_Port FIP

snooping provides security for the point-to-point virtual links that connect host FCoE

Nodes (ENodes) and FCFs in the FCoE VLAN by denying access to any device that does

not successfully log in to the FCF.

VN2VF_Port FIP snooping is disabled by default. You enable VN2VF_Port FIP snooping

on a per-VLAN basis for VLANs that carry FCoE traffic. Ensure that a VLAN that carries

FCoE traffic carries only FCoE traffic, because enabling VN2VF_Port FIP snooping denies

access for all other Ethernet traffic.

NOTE: All of the transit switch ports are untrusted by default. If an ENode
on an FCoE device logs in to an FCF before you enable VN2VF_Port FIP
snooping on the VLAN and you then enable VN2VF_Port FIP snooping, the
transit switch denies traffic from the ENode because the transit switch has
not snooped(learned) theENodestate. The followingprocessautomatically
logs the ENode back in to the FCF to reestablish the connection:

1. VN2VF_Port FIP snooping is enabled on an FCoE VLAN on the switch.

2. The switch denies existing connections between servers and the FCF on
the FCoEVLANby filtering the FCoE traffic and FIP traffic, so no keepalive
messages from the ENodes reach the FCF.

3. The FCF port timer for each ENode and for each VN_Port on each ENode
expires.

4. The FCF sends each ENode whose port timer has expired a Clear Virtual
LInks (CVL)message.

5. The CVLmessage causes the ENode to log in again.
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Because the FCF is a trusted source, you configure interfaces that connect to the FCF as

FCoE trusted interfaces. FCoE trusted interfacesdonot filter traffic (FIP snooping filtering

should occur only at the FCoE access edge), but VN2VF_Port FIP snooping continues to

run on trusted interfaces so that the switch learns the FCF state.

NOTE: Do not configure ENode-facing interfaces both with FIP snooping
enabled and as trusted interfaces. FCoE VLANs with interfaces that are
directly connected to FCoE hosts should be configured with FIP snooping
enabled and the interfaces should not be trusted interfaces. Ethernet
interfaces that are connected to an FCF should be configured as trusted
interfaces and should not have FIP snooping enabled. Interfaces that are
connected to a transit switch that is performing FIP snooping can be
configured as trusted interfaces if the FCoE VLAN is not enabled for FIP
snooping.

Optionally, youcanspecify anFC-MAPvalue for eachFCoEVLAN.OnagivenFCoEVLAN,

the switch learns only FCFs that have amatching FC-MAP value. The default FC-MAP

value is 0EFC00h for all FC devices. (Enter hexadecimal values for FC-MAP preceded

by the hexadecimal indicator “0x”—for example, 0x0EFC00.) If you change the FC-MAP

value of an FCF, change the FC-MAP value for the FCoE VLAN it belongs to on the switch

and on the servers you want to communicate with the FCF. An FCoE VLAN can have one

and only one FC-MAP value.

There are differences in the way you configure FIP snooping and FCoE trusted interfaces

on a switch that depend on whether the switch uses the original QFX/QFabric CLI (for

example, a standalone QFX3500 or QFX3600 switch or a QFabric systemNode device)

or theEnhancedLayer 2Software (ELS)CLI (for example, a standaloneQFX5100switch).

This topic includes two configuration procedures, one for switches that run the original

CLI, and one for switches that run the ELS CLI.

Original CLI
Configuration

To enable VN2VF_Port FIP snooping:

• ToenableVN2VF_Port FIPsnoopingonasingleVLANandspecify theoptional FC-MAP

value:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name examine-fip fc-map fc-map-value

For example, to enable VN2VF_Port FIP snooping on a VLAN named san1_vlan and

change the FC-MAP value to 0x0EFC03:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan san1_vlan examine-fip fc-map 0x0EFC03

NOTE: Changing the FC-MAP value causes all logins to drop and forces
ENodes to log in again.

• To enable VN2VF_Port FIP snooping on all VLANs and use the default FC-MAP value:
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[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all examine-fip

• To configure an interface as an FCoE trusted interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-name fcoe-trusted

For example, to configure interface xe-0/0/30 as an FCoE trusted interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface xe-0/0/30 fcoe-trusted

ELS CLI Configuration

To enable VN2VF_Port FIP snooping:

• ToenableVN2VF_PortFIPsnoopingonaVLANandspecify theoptionalFC-MAPvalue:

[edit]
user@switch# set vlans vlan-name forwarding-options fip-security fc-map fc-map-value
examine-vn2vf

For example, to enable VN2VF_Port FIP snooping on a VLAN named san1_vlan and

change the FC-MAP value to 0x0EFC03:

[edit]
user@switch# set vlans san1_vlan forwarding-options fip-security fc-map 0x0EFC03
examine-vn2vf

NOTE: Changing the FC-MAP value causes all logins to drop and forces
ENodes to log in again.

• To configure an interface as an FCoE trusted interface:

[edit]
user@switch# set vlans vlan-name forwarding-options fip-security interface interface-name
fcoe-trusted

For example, to configure interface xe-0/0/30 on VLAN named san1_vlan as an FCoE

trusted interface:

[edit]
user@switch# set vlans san1_vlan forwarding-options fip-security interface xe-0/0/30
fcoe-trusted

Related
Documentation

Example: Configuring an FCoE Transit Switch•

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

• Understanding FIP Snooping

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858
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Disabling VN2VF_Port FIP Snooping on an FCoE-FC Gateway Switch Interface

WhentheswitchactsanFCoE-FCgateway, theFCoE-network-facingEthernet interfaces

in the FCoE VLAN are automatically enabled for VN_Port to VF_Port (VN2VF_Port) FIP

snooping. You can disable VN2VF_Port FIP snooping on an individual Ethernet interface

or you can disable VN2VF_Port FIP snooping globally for all Ethernet interfaces in a

gateway Fibre Channel (FC) fabric.

Disable VN2VF_Port FIP snooping on an Ethernet interface by configuring it as an FCoE

trusted interface. Disable VN2VF_Port FIP snooping on all Ethernet interfaces in an FC

fabric by configuring the FC fabric as FCoE trusted.

Do not disable VN2VF_Port FIP snooping on an interface unless you are certain that the

interface is connected to a trusted device. Do not disable VN2VF_Port FIP snooping on

an FC fabric unless all of the FCoE-network-facing interfaces in the fabric are either

connected to a transit switch that is performing VN2VF_Port FIP snooping on the FCoE

devices as they log in to the FC network or all of the interfaces are connected to trusted

devices.

VN2VF_Port FIP snooping installs firewall filters that block FIP and FCoE frames from

sources that have not logged in to the switch and prevents unauthorized access to the

network. Disabling VN2VF_Port FIP snooping disables these firewall filters and permits

access to all FIP and FCoE frames transported on that interface.

• To disable VN2VF_Port FIP snooping on an FCoE-device-facing Ethernet interface in

an FCoE VLAN, configure that interface as a trusted interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-name fcoe-trusted

For example, to configure interface xe-0/0/7 as a trusted FC interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface xe-0/0/7 fcoe-trusted

• Todisable VN2VF_Port FIP snooping on all FCoE-device-facing interfaces in a gateway

FC fabric, configure that fabric as a trusted fabric:

[edit]
user@switch# set fc-fabrics fabric-name protocols fip fcoe-trusted

For example, to configure an FC fabric named santastic as an FCoE trusted fabric:

[edit]
user@switch# set fc-fabrics santastic protocols fip fcoe-trusted

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

• Understanding an FCoE-FC Gateway on page 4808
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Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE Transit
Switch

VN_Port to VN_Port (VN2VN_Port) FIP snooping on an FCoE transit switch provides

security to help prevent unauthorized access and data transmission on a bridge that

connects ENodes in the Ethernet network. VN2VN_Port FIP snooping provides security

for virtual links by creating filters based on information gathered (snooped) about FCoE

devices during FIP transactions.

VN2VN_Port FIP snooping is conceptually similar to VN2VF_Port FIP snooping between

VN_Ports and VF_Ports, but VN2VN_Port FIP snooping does not require traffic between

VN_Ports to traverse the Fibre Channel (FC) switch or FCoE forwarder (FCF). Instead, a

VN_Port communicates transparently through the transit switch on a virtual link that

emulates a direct connection to the VN_Port at the other end of the virtual link.

VN2VN_Port FIP snooping is disabled by default. You enable VN2VN_Port FIP snooping

onaper-VLANbasis onVLANs that carryVN2VN_Port FCoE traffic. Ensure that theVLAN

carries only FCoE traffic betweenVN_Ports, because enabling VN2VN_Port FIP snooping

denies access for all other traffic, including VN2VF_Port FIP snooping traffic.

All ENodes that you want to communicate using VN2VN_Port FIP snoopingmust use an

FCoE VLAN dedicated to VN2VN_Port traffic. You cannot mix VN2VN_Port FIP snooping

traffic with VN2VF_Port FIP snooping traffic in the same FCoE VLAN.

NOTE: An FCoE VLAN can support either VN2VF_Port FIP snooping or
VN2VN_Port FIP snooping, but not both. Configure separate FCoEVLANs for
VN2VF_Port FIP snooping traffic and for VN2VN_Port FIP snooping traffic.
On FCoE VLANs that are configured as VN2VN_Port FIP snooping VLANs,
VN2VF_Port traffic is dropped.

The beacon period is conceptually similar to the FIP keepalive period (timer) for

VN2VF_Port FIP snooping virtual link maintenance. The beacon period performs virtual

linkmaintenance for VN2VN_Port FIP snooping. It is the time interval betweenmessages

that verify the connection is still valid and the device at the other end of the virtual link

is still reachable. You set the beacon period value for each FCoEVLAN that you configure

to do VN2VN_Port FIP snooping.

NOTE: In addition to enablingVN2VN_Port FIP snooping and configuring the
beacon period, youmust also configure a dedicated FCoE VLAN for the
VN2VN_Port traffic, and set the FCoE transit switch ports in the proper port
mode and trusted or untrusted state (interfaces are untrusted by default).
See theVN2VN_PortFIPsnoopingconfigurationexample topics for complete
configurations of several common network topologies.

There are differences in theway you configure a native VLANonan interface that depend

on whether the switch uses the original QFX/QFabric CLI (for example, a standalone

QFX3500 or QFX3600 switch or a QFabric system Node device) or the Enhanced Layer
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2 Software (ELS) CLI (for example, a standalone QFX5100 switch). This topic includes

two configuration procedures, one for switches that run the original CLI, and one for

switches that run the ELS CLI.

Original CLI
Configuration

To enable VN2VN_Port FIP snooping and set the beacon period on an FCoE VLAN that

is dedicated to VN2VN_Port traffic:

• [edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name examine-fip examine-vn2vn beacon-periodmilliseconds

For example, to enable VN2VN_Port FIP snooping on a VLAN named vlan200 and set

the beacon period to 90000milliseconds:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan200 examine-fip examine-vn2vn beacon-period 90000

ELS CLI Configuration

To enable VN2VN_Port FIP snooping and set the beacon period on an FCoE VLAN that

is dedicated to VN2VN_Port traffic:

• [edit]
user@switch# set vlans vlan-name forwarding-options fip-security examine-vn2vn
beacon-periodmilliseconds

For example, to enable VN2VN_Port FIP snooping on a VLAN named vlan200 and set

the beacon period to 90000milliseconds:

[edit]
user@switch# setvlansvlan200forwarding-optionsfip-securityexamine-vn2vnbeacon-period
90000

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

Configuration Tasks (DCBX)

• Configuring the DCBXMode on page 5075

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079
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• ConfiguringanApplicationMapforDCBXApplicationProtocolTLVExchangeonpage5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

Configuring the DCBXMode

You can configure the DCBXmode that an interface uses to communicate with the

connected peer. QFX Systems support three DCBXmodes:

• Autonegotiation—The interface negotiates with the connected peer to determine the

DCBXmode. This is the default DCBXmode.

• IEEE DCBX—The interface uses IEEE DCBX type, length, and value (TLV) to exchange

DCBX information with the connected peer. QFX3500 Node devices come up with

IEEE DCBX enabled by default and then autonegotiate with the connected peer to

determine the final DCBXmode.

• DCBX Version 1.01—The interface uses Converged Enhanced Ethernet (CEE) DCBX

version 1.01 TLVs to exchange DCBX information with the connected peer. QFabric

Node devices come up with DCBX version 1.01 enabled by default and then

autonegotiate with the connected peer to determine the final DCBXmode.

NOTE: QFX Systems do not support pre-CEE (pre-DCB) versions of DCBX
such as DCBX version 1.00. If a QFX Series interface receives an LLDP frame
with pre-CEE DCBX TLVs, the system drops the frame.

Configure the DCBXmode by specifying the mode for one interface or for all interfaces.

• To configure the DCBXmode, specify the interface and themode:

[edit protocols dcbx]
user@switch# set interface interface-namemode (auto-negotiate | ieee-dcbx |
dcbx-version-1.01)

For example, to configure DCBX version 1.01 on interface xe-0/0/21:

user@switch# set protocols dcbx interface xe-0/0/21mode dcbx-version-1.01

To configure IEEE DCBX on all interfaces:

user@switch# set protocols dcbx interface all mode ieee-dcbx

Related
Documentation

Configuring DCBX Autonegotiation on page 5076•

• Disabling the ETS Recommendation TLV on page 5079

• Understanding DCBX on page 4905

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• show dcbx neighbors on page 5177
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Configuring DCBX Autonegotiation

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of peers by exchanging feature configuration information.

DCBX also detects feature misconfiguration andmismatches, and can configure DCB

on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP), and LLDP

must remain enabled on every interface for which you want to use DCBX. If you attempt

to enable DCBX on an interface on which LLDP is disabled, the configuration commit

operation fails.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

The switch supports DCBX autonegotiation for:

• Priority-based flow control (PFC) configuration

• Layer 2 and Layer 4 applications such as Fibre Channel over Ethernet (FCoE) and

Internet Small Computer System Interface (iSCSI)

• Enhanced transmission selection (ETS) advertisement

DCBX autonegotiation is configured on a per-interface basis for each supported feature

or application. ThePFCandapplicationDCBXexchangesuseautonegotiationbydefault.

The default autonegotiation behavior is:

• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

You can override the default behavior for each feature by turning off autonegotiation to

force an interface to enable or disable the feature.

Autonegotiation of ETSmeans thatwhen ETS is enabled on an interface (priority groups

are configured), the interface advertises its ETS configuration to the peer device. In this

case, priorities (forwarding classes) that are not part of a priority group (forwarding class

set) receive no bandwidth and are advertised in an automatically generated default

forwarding class. If ETS is not enabled on an interface (nopriority groups are configured),

all of the priorities are advertised in one automatically generated default priority group

that receives 100 percent of the port bandwidth.

DisablingETSautonegotiationprevents the interface fromsending theRecommendation

TLV or the Configuration TLV to the connected peer.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

autonegotiation of the enhanced transmission selection (ETS) Recommendation TLV

to the peer if you want an asymmetric ETS configuration between the peers. DCBX still

exchanges the ETS Configuration TLV if you disable the ETS Recommendation TLV.

Autonegotiation of PFCmeans that when PFC is enabled on an interface, if the peer

device connected to the interface supports PFC and is provisioned compatibly with the

switch, DCBX sets the PFC operational state to enabled. If the peer device connected to
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the interface does not support PFC or is not provisioned compatibly with the switch,

DCBX sets the operational state to disabled.

In addition, if the peer advertises that it is “willing” to learn its PFC configuration from the

switch, DCBX pushes the switch’s PFC configuration to the peer and does not check the

peer’s administrative state. The switch does not learn PFC configuration from peers (the

switch does not advertise its state as “willing”).

DisablingPFCautonegotiationprevents the interface fromexchangingPFCconfiguration

information with the peer. It forces the interface to enable PFC if PFC is configured on

the interface or to disable PFC if PFC is not configured on the interface. If you disable

PFC autonegotiation, the assumption is that the peer is also configuredmanually.

Autonegotiation of applications depends on whether or not you apply an application

map to an interface. If you apply an application map to an interface, the interface

autonegotiates DCBX for each application in the applicationmap. PFCmust be enabled

on the FCoE priority (the FCoE IEEE 802.1p code point) for the interface to advertise the

FCoE application. The interface only advertises applications that are included in the

application map.

For example, if you apply an application map to an interface and the application map

does not include the FCoE application, then that interface does not perform DCBX

advertisement of FCoE.

If you do not apply an application map to an interface, DCBX does not advertise

applications on that interface, with the exception of FCoE, which is handled differently

than other applications.

NOTE: If you do not apply an applicationmap to an interface, the interface
performs autonegotiation of FCoE if the interface carries traffic in the FCoE
forwarding class and also has PFC enabled on the FCoE priority. On such
interfaces, if DCBX detects that the peer device connected to the interface
supports FCoE, the switch advertises its FCoE capability and IEEE 802.1p
code point on that interface. If DCBX detects that the peer device connected
to the interface does not support FCoE, DCBXmarks that interface as “FCoE
down” and disables FCoE on the interface.

When DCBXmarks an interface as “FCoE down,” the behavior of the switch depends on

how you use it in the network:

• When the switch acts as an FCoE-FC gateway, it does not send or receive FCoE

Initialization Protocol (FIP) packets.

• When the switch acts as an FCoE transit switch, the interface drops all of the FIP

packets it receives. In addition, FIP packets received froman FCoE forwarder (FCF) are

not forwarded to interfaces marked as “FCoE down.”

Disablingautonegotiationprevents the interface fromexchangingapplication information

with the peer. In this case, the assumption is that the peer is also configuredmanually.
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To disable DCBX autonegotiation of PFC, applications (including FCoE), and ETS using

the CLI:

1. Turn off autonegotiation for PFC.

[edit]
user@switch# set protocols dcbx interface interface-name priority-flow-control
no-auto-negotiation

2. Turn off autonegotiation for applications.

[edit]
user@switch# set protocols dcbx interface interface-nameapplications no-auto-negotiation

3. Turn off autonegotiation for ETS.

[edit]
user@switch# setprotocolsdcbx interface interface-nameenhanced-transmission-selection
no-auto-negotiation

To disable autonegotiation of the ETS Recommendation TLV so that DCBX exchanges

only the ETS Configuration TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Example: Configuring DCBX Application Protocol TLV Exchange on page 4929•

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Disabling the ETS Recommendation TLV on page 5079

• Understanding DCBX Application Protocol TLV Exchange on page 4915
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Disabling the ETS Recommendation TLV

The enhanced transmission selection (ETS) Recommendation TLV communicates the

ETS settings that the switch wants the connected peer interface to use. If the peer

interface is “willing,” the peer interface changes its configuration to match the

configuration in the ETS Recommendation TLV. By default, the switch interfaces send

the ETS Recommendation TLV to the peer. The settings communicated are the egress

ETS settings defined by configuring hierarchical scheduling on the interface.

We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV.

NOTE: Disabling theETSRecommendationTLVon interfaces that useDCBX
version 1.01 as the DCBXmode has no effect and does not change DCBX
behavior.

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

To disable the ETS Recommendation TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Configuring the DCBXMode on page 5075•

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCBX on page 4905

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

Defining an Application for DCBX Application Protocol TLV Exchange

Define each application for which you want DCBX to exchange application protocol

information.YoucandefineLayer 2andLayer4applications.After youdefineapplications,

youmap them to IEEE 802.1p code points, and then apply the application map to the

interfaces on which you want DCBX to exchange application protocol information with

connected peers. (See Related Documentation for how to configure application maps

andapply themto interfaces, and foranexampleof theentireprocedure thatalso includes

classifier configuration.)
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NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Define Layer 2 applications by mapping an application name to an EtherType. Define

Layer 4 applications by mapping an application name to a protocol (TCP or UDP) and

a destination port.

• To define a Layer 2 application, specify the name of the application and its EtherType:

[edit applications]
user@switch# set application application-name ether-type ether-type

For example, to configure an application named PTP (for Precision Time Protocol)

that uses the EtherType 0x88F7:

user@switch# set applications application ptp ether-type 0x88F7

• To define a Layer 4 application, specify the name of the application, its protocol (TCP

or UDP), and its destination port:

[edit]
user@switch# set applications application application-name protocol (tcp | udp)
destination-port port-value

For example, to configure an application named iscsi (for Internet Small Computer

System Interface) that uses the protocol TCP and the destination port 3260:

user@switch# set applications application iscsi protocol tcp destination-port 3260

Related
Documentation

Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• show dcbx neighbors on page 5177
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Configuring an ApplicationMap for DCBX Application Protocol TLV Exchange

After you define applications for which youwant to exchangeDCBX application protocol

information, map the applications to IEEE 802.1p code points. The IEEE 802.1p code

points identify incoming traffic andallowyou tomap that traffic to thedesiredapplication.

You then apply the application map to the interfaces on which you want DCBX to

exchange application protocol information with connected peers. (See Related

Documentation for howtodefineapplicationsandapply theapplicationmapto interfaces,

and for an example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Configure an application map by creating an application map name andmapping an

application to one or more IEEE 802.1p code points.

• To define an application map, specify the name of the application map, the name of

the application, and the IEEE 802.1p code points of the incoming traffic that you want

to associate with the application in the application map:

[edit policy-options]
user@switch# set application-maps application-map-name application application-name
code-points [ aliases ] [ bit-patterns ]

For example, to configure an application map named ptp-app-map that includes an

application named PTP (for Precision Time Protocol) andmap the application to IEEE

802.1p code points 001 and 101:

user@switch# setpolicy-optionsapplication-mapsptp-app-mapapplicationptpcodepoints
[ 001 101 ]

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 5079•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 5177
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Applying an ApplicationMap to an Interface for DCBX Application Protocol TLV Exchange

After you define applications andmap them to IEEE 802.1p code points in an application

map, apply the application map to the interfaces on which you want DCBX to exchange

the application protocol informationwith connected peers. (SeeRelated Documentation

for how to define applications and configure application maps to interfaces, and for an

example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

• To apply an application map to a DCBX interface, specify the DCBX interface and the

application map name:

[edit protocols]
user@switch# set dcbx interface interface-name application-map application-map-name

For example, to apply an applicationmap named ptp-app-map on interface xe-0/0/11:

user@switch# set protocols dcbx interface xe-0/0/11 application-map ptp-app-map

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 5079•

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 5177

Configuration Statements

• application (Application Maps) on page 5084

• application (Applications) on page 5085

• application-map on page 5086

• application-maps on page 5087

• applications (Applications) on page 5088

• applications (DCBX) on page 5089
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• beacon-period on page 5090

• code-points (Application Maps) on page 5091

• dcbx on page 5092

• dcbx-version on page 5093

• destination-port (Applications) on page 5094

• disable (DCBX) on page 5095

• enhanced-transmission-selection on page 5096

• ether-type on page 5097

• examine-vn2vn on page 5098

• fc-map on page 5099

• fcoe-trusted on page 5101

• interface (DCBX) on page 5102

• no-fcoe-trusted on page 5103

• policy-options on page 5104

• priority-flow-control on page 5105

• protocol (Applications) on page 5106

• recommendation-tlv on page 5107
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application (ApplicationMaps)

Syntax application application-name {
code-points [ aliases ] [ bit-patterns ];

}

Hierarchy Level [edit policy-options application-maps application-map-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Add an application to an application map and define the application’s code points.

Options application-name—Name of the application.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application (Applications)

Syntax application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}

Hierarchy Level [edit applications]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure properties to define an application.

Options application-name—Name of the application.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-map

Syntax application-map application-map-name;

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify an application map to apply to an interface.

Options application-map-name—Name of the application map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-maps

Syntax application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}

Hierarchy Level [edit policy-options]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an application map by specifying the applications that belong to the application

map.

Options application-map-name—Name of the application map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (Applications)

Syntax applications {
application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define applications that DCBX advertises.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (DCBX)

Syntax applications {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series

Description Configure Data Center Bridging Capability Exchange protocol (DCBX) applications on

an interface.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•

• show dcbx neighbors on page 5177

• Understanding DCB Features and Requirements on page 4795
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beacon-period

Syntax beacon-periodmilliseconds;

Hierarchy Level Original CLI

[edit ethernet-switching options secure-access-port vlan (all | vlan-name) examine-fip
examine-vn2vn]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security]

NOTE: The beacon-period configuration statement is in a different hierarchy

on the original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Set the interval between periodic beacons. Beacons perform virtual link maintenance

for VN_Ports in a way that is similar to FIP keepalive advertisements.

The ENode sends periodic beacons every 90 seconds on behalf of the VN_Port. Each

received beacon resets the session timer for the virtual link connection to the other

VN_Port. If theFCFdoesnot receiveabeaconbefore thebeacon timerexpires, theVN_Port

is considered as “down” and the virtual link is terminated. The beacon timer expires in

2.5 times the configured beacon timer value.

Options milliseconds—Time in milliseconds between beacons.

Range: 250 through 90000milliseconds

Default: 8000milliseconds

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

•

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 5025

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 5030

Copyright © 2014, Juniper Networks, Inc.5090

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 5036

code-points (ApplicationMaps)

Syntax code-points [ aliases ] [ bit-patterns ];

Hierarchy Level [editpolicy-optionsapplication-mapsapplication-map-nameapplicationapplication-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define one or more code-point aliases or bit sets for an application.

Options aliases—Name of the alias or aliases.

bit-patterns—Value of the code-point bits, in decimal form.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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dcbx

Syntax dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Understanding DCB Features and Requirements on page 4795

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCB Features and Requirements on EX Series Switches

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)
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dcbx-version

Syntax dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set the DCBX version for the specified interface or interfaces.

QFX3500 switches come up in IEEE DCBXmode and then autonegotiate with the

connected peer to set the DCBX version.

QFabric system Node devices come up using DCBX version 1.01, and then autonegotiate

with the connected peer to set the DCBXmode.

Default The default DCBXmode is autonegotation.

Options auto-negotiate—Automatically negotiate the DCBX version with the connected peer.

ieee-dcbx—Force the interface to use IEEE DCBXmode, regardless of the peer

configuration.

dcbx-version-1.01—Force the interface to use version 1.01 DCBXmode, regardless of the

peer configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCBX on page 4905
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destination-port (Applications)

Syntax destination-port port-value;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Transmission Control Protocol (TCP) or User DatagramProtocol (UDP) destination port

number, which combines with protocol to identify an application type. The Internet

Assigned Numbers Authority (IANA) assigns port numbers. See the IANA Service Name

and Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

for a list of assigned port numbers.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options port-value—Identifier for the port.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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disable (DCBX)

Syntax disable

Hierarchy Level [edit protocols dcbx]

[edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable Data Center Bridging Capability Exchange protocol (DCBX) on one or more

10-Gigabit Ethernet interfaces.

Default DCBX is enabled by default on all 10-Gigabit or higher Ethernet interfaces.

DCBX is enabledbydefault onall 10-Gigabit Ethernet interfacesonEX4500CEE-enabled

switches.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring DCBX Autonegotiation on page 5076

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)

• Understanding DCB Features and Requirements on page 4795

• Understanding DCB Features and Requirements on EX Series Switches
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enhanced-transmission-selection

Syntax enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable advertising the enhanced transmission selection (ETS) state of the interface to

the peer. To disable ETS on the interface, do not enable ETS on the interface in the

class-of-service (CoS) configuration.

Disabling ETS autonegotiation stops the QFX Series from advertising the ETS

Configuration TLV and the ETS Recommendation TLV.

Disabling the ETS recommendation TLV stops the QFX Series from advertising the ETS

Recommendation TLV, but the ETS Configuration TLV is still advertised.

Options no-auto-negotiation—Disable automatic negotiation of ETS (Configuration TLV and

Recommendation TLV)

no-recommendation-tlv—Disable automatic negotiation of the ETS Recommendation

TLV

recommendation-tlv—Enable automatic negotiation of ETS Recommendation TLV

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding DCB Features and Requirements on page 4795
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ether-type

Syntax ether-type ether-type;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Two-octet field in an Ethernet frame that defines the protocol encapsulated in the frame

payload. See http://standards.ieee.org/develop/regauth/ethertype/eth.txt for a list of

Institute of Electrical and Electronics Engineers (IEEE) EtherTypes.

NOTE: To create a FIP application, use the EtherType 0x8914.

Options type—Identifier for the EtherType.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Understanding DCBX Application Protocol TLV Exchange on page 4915
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examine-vn2vn

Syntax examine-vn2vn {
beacon-periodmilliseconds;

}

Hierarchy Level Original CLI

[edit ethernet-switching options secure-access-port vlan (all | vlan-name) examine-fip]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security]

NOTE: The examine-vn2vn configuration statement is in a different hierarchy

on the original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Enable VN_Port to VN_Port (VN2VN) FIP snooping on a specified VLAN. The VLANmust

be a dedicated FCoE VLAN that transports only FCoE traffic. A VLAN cannot support

VN2VN FIP snooping and VN_Port to VF_Port FIP snooping (VN2VF) simultaneously.

Configure separate VLANs for VN2VN FIP snooping and VN2VF FIP snooping.

When youenableVN2VNFIP snooping onaVLAN, theVN2VF session filters are removed

and the all existing VN2VF sessions are terminated.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 4977

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 4982

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 4990

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

the Same FCoE Transit Switch) on page 5025

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Directly Connected to

Different FCoE Transit Switches) on page 5030

• Example: Configuring VN2VN_Port FIP Snooping (FCoE Hosts Indirectly Connected

Through an Aggregation Layer FCoE Transit Switch) on page 5036
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fc-map

Syntax fc-map fc-map-value;

Hierarchy Level Original CLI

[edit ethernet-switching options secure-access-port vlan (all | vlan-name) examine-fip]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security]

NOTE: The fc-map configuration statement is in a different hierarchy on the

original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

QFX Series that Support FCoE-FC Gateway Configuration

[edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Set the FCoEmapped address prefix (FC-MAP) value for the FCoE VLAN tomatch the

FC switch (or FCoE forwarder) FC-MAP value for the FC fabric. The FC-MAP value is a

uniqueMAC address prefix an FC switch uses to identify FCoE traffic for a given FC fabric

(traffic on a particular FCoE VLAN).

You can configure the FC-MAP value or use the default value. The default FC-MAP value

is different for VN_Port to VF_Port (VN2VF_Port) FIP snooping (0x0EFC00) than for

VN_Port to VN_Port (VN2VN_Port) FIP snooping.

The FC switch provides the FC-MAP value to FCoE nodes (ENodes) in the FIP discovery

advertisement message. If the EX Series switch or the QFX Series FCoE VLAN FC-MAP

valuedoesnotmatch theFCswitchFC-MAPvalue, neitherdevicediscovers theFCswitch

on that VLAN, and the ENodes on that VLAN cannot access the FC switch. The FC switch

accepts only FCoE traffic that uses the correct FC-MAPvalue as part of theVN_PortMAC

address.

When the QFX Series acts as an FCoE-FC gateway, the FC-MAP value for the gateway

and the FCoE devicesmustmatch the FC switch FC-MAP value in order to communicate

with the FC switch.

NOTE: Changing the FC-MAP value causes all logins to drop and forces the
ENodes to log in again.

Options fc-map-value—FC-MAP value, hexadecimal value preceded by “0x”.
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Range: 0x0EFC00 through 0x0EFCFF

Default: 0x0EFC00forVN2VF_PortFIPsnooping0x0EFD00forVN2VN_PortFIPsnooping

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• examine-fip on page 4613

• show fip snooping on page 5254

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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fcoe-trusted

Syntax fcoe-trusted;

Hierarchy Level Original CLI

[edit ethernet-switching-options secure-access-port interface interface-name]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security interface interface-name]

NOTE: The fcoe-trusted configuration statement is in a different hierarchy

on the original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

QFX Series that Support FCoE-FC Gateway Configuration

[edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced for the FC fabric in Junos OS Release 11.3 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Configure the specified 10-Gigabit Ethernet interface to trust FibreChannel over Ethernet

(FCoE) traffic. If an interface is connected to another switch such as an FCoE forwarder

(FCF) or a transit switch, you can configure the interface as trusted so that the interface

forwardsFCoE traffic fromthe switch to theFCoEdeviceswithout installing FIP snooping

filters.

(QFXSeries FCoE-FCgateway)Configure the specified local FibreChannel fabric to trust

FCoE traffic on all ports in the fabric. Changing the fabric ports from untrusted to trusted

removes any existing FIP snooping filters from the ports. Changing the fabric ports from

trusted to untrusted by removing the fcoe-trusted configuration from the fabric forces

all of the FCoE sessions on those ports to log out so thatwhen the ENodes andVN_Ports

log in again, the switch can build the appropriate FIP snooping filters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fip snooping on page 5254

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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interface (DCBX)

Syntax interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for the EX Series switches.

Mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties on an interface.

Options interface-name—Name of the interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 4795

• Understanding DCB Features and Requirements on EX Series Switches

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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no-fcoe-trusted

Syntax no-fcoe-trusted;

Hierarchy Level Original CLI

[edit ethernet-switching-options secure-access-port interface interface-name]

ELS CLI for Platforms that Support FCoE

[edit vlans vlan-name forwarding-options fip-security interface interface-name]

NOTE: Theno-fcoe-trustedconfigurationstatement is inadifferenthierarchy

on the original CLI than on the Enhanced Layer 2 Software (ELS) CLI.

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description Configure the specified 10-Gigabit Ethernet interface not to trust Fibre Channel over

Ethernet (FCoE) traffic. If an interface isdirectly connected toanFCoEdevice, the interface

should not be configured as an FCoE trusted interface. If an interface that you want to

connect to an FCoE device has been configured as an FCoE trusted interface, use the

no-fcoe-trusted statement to convert the interface to an untrusted interface. Untrusted

interfaces can perform FIP snooping to provide access security for FCoE traffic.

However, if an interface is connected to another switch such as an FCoE forwarder (FCF)

or a transit switch, youcanconfigure the interfaceas trustedso that the interface forwards

FCoE traffic from the switch to the FCoE devices without installing FIP snooping filters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fip snooping on page 5254

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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policy-options

Syntax policy-options
application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series.

Description Configure options such as application maps for DCBX application protocol exchange

and policy statements.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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priority-flow-control

Syntax priority-flow-control {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable autonegotiation of priority-based flow control (PFC) on one or more Ethernet

interfaces. Autonegotiation enables PFC on an interface only if the switch and the peer

device connected to the switch both support PFC and have the same PFC configuration.

Disabling autonegotiation on an interface forces the interface to use the PFC state

(enabledordisabled) that is configuredon theswitchby theconfigurationandassignment

of the congestion notification profile.

Options no-auto-negotiation—Disable automatic negotiation of PFC.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Configuring Priority-Based Flow Control for an EX Series Switch (CLI Procedure)

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• Understanding Priority-Based Flow Control

• Understanding DCB Features and Requirements on page 4795
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protocol (Applications)

Syntax protocol (tcp | udp);

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Networkingprotocol type,whichcombineswithdestination-port to identify anapplication

type.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options tcp—Transmission Control Protocol

udp—User Datagram Protocol

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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recommendation-tlv

Syntax recommendation-tlv {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface interface-name enhanced-transmission-selection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Disable or enable DCBX to send the ETS Recommendation TLV (also known as the

Information TLV) on egress. This feature is valid only if the interface DCBXmode is IEEE

DCBX. If the interface DCBXmode is DCBX version 1.01, this statement has no effect.

(DCBX version 1.01 does not advertise separate TLVs for individual attributes.)

Default DCBX-enabled interfaces send the ETS recommendation TLV unless it is disabled.

Options no-auto-negotiation—Disable sending of the ETS recommendation TLV.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

Configuration Statements (Original CLI Only)

• auto-load-rebalance on page 5108

• bb-sc-n on page 5109

• description (Fibre Channel Fabrics) on page 5109

• examine-fip on page 5110

• fabric-id on page 5111

• fabric-type on page 5111

• fc2 on page 5112

• fc-fabrics on page 5113

• fc-options on page 5115

• family fcoe on page 5115

• fibre-channel (Family Interfaces) on page 5116

• fibre-channel (Port) on page 5117

• fibrechannel-options on page 5117

• fip on page 5118

• fka-adv-period on page 5119

• interface (Fibre Channel Fabric) on page 5120
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• interface (FIP) on page 5121

• load-balance-algorithm on page 5122

• loopback (Fibre Channel Interface) on page 5123

• max-login-sessions on page 5124

• max-login-sessions-per-node on page 5125

• max-sessions-per-enode on page 5126

• no-fabric-wwn-verify on page 5127

• oxid on page 5128

• port-mode (Fibre Channel Interfaces) on page 5129

• port-range on page 5130

• priority (FIP) on page 5131

• protocols (FIP) on page 5132

• proxy (Fibre Channel) on page 5133

• speed (Fibre Channel Interfaces) on page 5134

• traceoptions (FC-2 Fibre Channel) on page 5135

• traceoptions (Fibre Channel) on page 5137

• traceoptions (FIP Protocol Fibre Channel) on page 5140

• traceoptions (Proxy Fibre Channel) on page 5142

auto-load-rebalance

Syntax auto-load-rebalance;

Hierarchy Level [edit fc-fabrics fabric-name proxy]

Release Information Command introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the system to rebalance NP_Port link loads automatically on an FCoE-FC

gatewayproxy fabric if the link loadsbecomeunbalanced. Load rebalancing is adisruptive

action that forces some or all sessions (depending on the configured load-balancing

algorithm) to log out and then log in again. When sessions log in again, they are placed

on NP_Port interfaces so that the link loads are balanced.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Defining the Proxy Load-Balancing Algorithm on page 5056

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Monitoring Fibre Channel Interface Load Balancing on page 5147
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bb-sc-n

Syntax bb-sc-n bb-sc-n;

Hierarchy Level [edit interfaces interface-name fibrechannel-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the buffer-to-buffer credit state change number to prevent the permanent

loss of Fibre Channel credits over time (buffer-to-buffer credit recovery).

Options bb-sc-n—Number of buffer-to-buffer state change credits.

Range: 0 through 15

Default: 0 (disabled)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring a Fibre Channel Interface on page 5049

• Configuring a Physical Fibre Channel Interface on page 5048

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

description (Fibre Channel Fabrics)

Syntax description description

Hierarchy Level [edit fc-fabrics fabric-name]

Description Text string that describes the Fibre Channel fabric. The text string has no effect on the

operation of the fabric.

Options description—Text thatdescribes the fabric. Text can include letters, numbers, andhyphens

(-) and can be up to 255 characters in length. If the text includes spaces, enclose

the entire text string in quotation marks.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fabric on page 5199
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examine-fip

Syntax examine-fip {
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement examine-vn2vn introduced in Junos OS Release 12.2 for the QFX Series.

Description NOTE: This statement supports the original CLI. If your switch runs the
Enhanced Layer 2 Software (ELS) CLI, see examine-vn2vf for VN_Port to
VF_Port (VN2VF_Port) FIP snooping, and see examine-vn2vn for VN_Port to
VN_Port (VN2VN_Port) FIP snooping. For ELS details, see “Getting Started
with Enhanced Layer 2 Software” on page 58.

Enable FIP snooping on a specified VLAN. Ensure that the VLAN is a dedicated FCoE

VLAN that transports only FCoE traffic.

(QFX Series only) Enable VN2VN_Port FIP snooping on the specified VLAN. The VLAN

must be a dedicated FCoE VLAN that transports only VN2VN_Port traffic. One FCoE

VLAN cannot support both VN2VF_Port FIP snooping and VN2VN_Port FIP snooping.

Configureseparate,dedicatedFCoEVLANsforVN2VN_PortFIPsnoopingandVN2VN_Port

FIP snooping.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• vlan

• Example: Configuring an FCoE Transit Switch

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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fabric-id

Syntax fabric-id fc-fabric-id;

Hierarchy Level [edit fc-fabrics fc-fabric-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a unique identifier for the FC fabric.

NOTE: Changing the ID of an FC fabric causes all logins to drop and forces
the ENodes to log in again.

Options fc-fabric-id—Unique identifier of the FC fabric.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fabric on page 5199

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Understanding an FCoE-FC Gateway on page 4808

fabric-type

Syntax fabric-type proxy;

Hierarchy Level [edit fc-fabrics fc-fabric-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify that the FC fabric be an FCoE-FC gateway fabric.

Options proxy—Specify that the switch be an FCoE-FC gateway fabric.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fabric on page 5199

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Understanding an FCoE-FC Gateway on page 4808
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fc2

Syntax fc2 {
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

}
}

Hierarchy Level [edit fc-fabrics fc-fabric-name]

Description Fibre Channel network layer (FC2) configuration.

Options The statements are explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Copyright © 2014, Juniper Networks, Inc.5112

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



fc-fabrics

Syntax fc-fabrics {
fc-fabric-name {
description
fabric-id fc-fabric-id;
fabric-type proxy;
interface {
interface-name {
max-login-sessionsmax-login-sessions;

}
interface-name {
max-login-sessionsmax-login-sessions;

}
<...>;
max-login-sessionsmax-login-sessions;

}
vlan.interface-name;

}
fc2 {
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

}
}
max-login-sessionsmax-login-sessions;
protocols {
fip {
fcoe-trusted;
fc-map fc-map-value;
fka-adv-periodmilliseconds;
interface {
interface-name {
fka-adv-periodmilliseconds;
priority priority;

}
}
max-sessions-per-enodemax-sessions-per-enode;
priority priority;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}
proxy {
auto-load-rebalance
load-balance-algorithm (simple | enode-based | flogi-based);
no-fabric-wwn-verify;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
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flag flag <flag-modifier> <disable>;
}

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an FC fabric. You can configure amaximum of 12 FC fabrics, one per native FC

port.

NOTE: Changing thenameofanFCfabriccausesall logins todropandforces
the ENodes to log in again.

Options fc-fabric-name—Unique name of the FC fabric.

The other statements are explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fabric on page 5199

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring a Fibre Channel Interface on page 5049

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Configuring DCBX Autonegotiation on page 5076

• Overview of Fibre Channel on the QFX Series on page 4786

• Understanding FCoE-FC Gateway Functions on page 4812
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fc-options

Syntax fc-options
max-login-sessions-per-nodemax-login-sessions-per-node;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set Fibre Channel options.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

family fcoe

Syntax family fcoe {
oxid (enable | disable);

}

Hierarchy Level [edit forwarding-options hash-key]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure whether or not to use the originator exchange identifier (OxID) field for hash

control for FCoE traffic load balancing.

Options The statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling and Disabling CoS OxID Hash Control on page 5059

• Understanding OxID Hash Control for FCoE Traffic Load Balancing on page 4857
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fibre-channel (Family Interfaces)

Syntax fibre-channel {
port-mode (f-port | np-port);

}

Hierarchy Level [edit interfaces vlan unit logical-unit-number family],
[edit interfaces interface-name unit logical-unit-number family]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the port mode for FCoE VLAN interfaces and native FC interfaces.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring a Fibre Channel Interface on page 5049

• show fibre-channel interfaces on page 5234

• show vlans on page 1722

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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fibre-channel (Port)

Syntax fibre-channel {
port-range {
port-range-low port-range-high;

}
}

Hierarchy Level [edit chassis fpc fpc-id pic pic-id]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a range of ports to carry FC traffic when the switch is configured as an FCoE-FC

gateway.

Options The statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring a Physical Fibre Channel Interface on page 5048

• show fibre-channel interfaces on page 5234

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

fibrechannel-options

Syntax fibrechannel-options {
bb-sc-n
(loopback | no-loopback);
speed (auto-negotiation | 2g | 4g | 8g);

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure FC interface properties such as speed and loopback mode.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Configuring a Fibre Channel Interface on page 5049
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fip

Syntax fip {
fcoe-trusted;
fc-map fc-map-value;
fka-adv-periodmilliseconds;
interface {
interface-name {
fka-adv-periodmilliseconds;
priority priority;

}
}
max-sessions-per-enodemax-sessions-per-enode;
priority priority;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit fc-fabrics fc-fabric-name protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure global or interface-specific FIP options. Individual interface settings override

global settings.

Options The statements are explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fip on page 5205

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Overview of FIP on page 4790
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fka-adv-period

Syntax fka-adv-periodmilliseconds;

Hierarchy Level [edit fc-fabrics fc-fabric-name protocols fip],
[edit fc-fabrics fc-fabric-name protocols fip interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set theglobalor interface-specific intervalbetweenperiodicFIPkeepaliveadvertisements.

An interval set at the interface level overrides the global setting.

Options milliseconds—Time in milliseconds between FIP keepalive advertisements.

Range: 250 through 90000milliseconds

Default: 8000milliseconds

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fip on page 5205

• show fibre-channel fip interface on page 5220

• Overview of FIP on page 4790
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interface (Fibre Channel Fabric)

Syntax interface {
interface-name {
max-login-sessionsmax-login-sessions;

}
interface-name {
max-login-sessionsmax-login-sessions;

}
<...> {
max-login-sessionsmax-login-sessions;

}
vlan.interface-name;

}

Hierarchy Level [edit fc-fabrics fc-fabric-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate one or more native Fibre Channel (FC) interfaces with an FC fabric and one

VLAN interface for FCoE traffic. AnFC interface canbeassociatedwithonly oneFC fabric.

Options interface-name—Nameof thenativeFC interface.YoucanassignoneormoreFC interfaces

to an FC fabric.

vlan.vlan-interface-name—Name of the VLAN interface for FCoE traffic. You can assign

one VLAN interface to an FC fabric.

The remaining statement is explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring a Fibre Channel Interface on page 5049

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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interface (FIP)

Syntax interface {
interface-name {
fka-adv-periodmilliseconds;
priority priority;

}
}

Hierarchy Level [edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure FIP options on a per-interface basis. (Override global FIP configuration for a

specified interface.)

Options interface-name—Name of the interface.

The statements are explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fip on page 5205

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Overview of FIP on page 4790
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load-balance-algorithm

Syntax load-balance-algorithm (simple | enode-based | flogi-based);

Hierarchy Level [edit fc-fabrics fabric-name proxy]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Set the load-balancing algorithm that the QFX Series uses to distribute FCoE sessions

(FLOGI and FDISC sessions from the FCoE devices in the Ethernet network) among the

NP_Port links to the FC switch.

NOTE: Changing the load-balancing algorithmwhen FCoE sessions are
running forces the FCoE sessions to log out, then log in again.

Options simple—Load balancing is based on the weighted utilization (load) of the NP_Ports

connected to an FC fabric. Each new FLOGI or FDISC is assigned to the least-loaded

link.When a link load rebalance occurs, the systemminimizes disruption by using an

algorithmto logoutonly the sessions that need tobemoved toother links tobalance

the link load. To furtherminimize disruption, the algorithm logs out the sessionswith

the fewest dependencies (for example, FDISC sessions are logged out before FLOGI

sessions). When the sessions log in again, they are placed on NP_Port interfaces in

a manner that balances the link loads. This is the default load-balancing algorithm.

enode-based—Load balancing is based on the ENode FLOGI. When an ENode logs in to

the fabric, all subsequent FDISC sessions (VN_Port sessions) associated with that

ENode are placed on the same link as the ENode FLOGI session, regardless of the

link load. New ENode FLOGIs are placed on the least-loaded link. When a link load

rebalance occurs, the system logs off all sessions. The sessions log in again and are

placed on NP_Port interfaces in a balancedmanner.

flogi-based—FLOGI-based load balancing is similar to ENode-based load balancing, but

the behavior when the loads are rebalanced is different. Load balancing is based on

theENodeFLOGI.WhenanENode logs in to the fabric, all subsequentFDISCsessions

associatedwith that ENodeareplacedon the same link as theENodeFLOGI session,

regardless of the link load. New ENode FLOGIs are placed on the least-loaded link.

When a link load rebalance occurs, the systemminimizes disruption by using an

algorithmto logoutonly the sessions that need tobemoved toother links tobalance

the link load. When the logged out sessions log back in, they are placed on NP_Port

interfaces in a manner that balances the link loads.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

Defining the Proxy Load-Balancing Algorithm on page 5056•

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999
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• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Monitoring Fibre Channel Interface Load Balancing on page 5147

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

loopback (Fibre Channel Interface)

Syntax (loopback | no-loopback);

Hierarchy Level [edit interfaces interface-name fibrechannel-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable or disable loopback mode for FC interfaces.

Default By default, loopback mode is disabled on FC interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Configuring a Fibre Channel Interface on page 5049
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max-login-sessions

Syntax max-login-sessionsmax-login-sessions;

Hierarchy Level [edit fc-fabrics fc-fabric-name];
[edit fc-fabrics fc-fabric-name interface interface-name];

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set the maximum number of FCoE initialization protocol (FIP) session logins permitted

for an individual NP_Port interface in an FCoE-FC gateway fabric (FC fabric) or for the

entireFCoE-FCgateway fabric. YoucansetamaximumFIPsession limit for eachNP_Port

interface connected to an FC switch. You can also set a maximum FIP session limit for

the entire FC fabric. The sum of the maximum login sessions permitted on the NP_Port

interfaces in an FC fabric should not exceed themaximum login sessions configured for

that FC fabric.

Themaximum number of FIP sessions (the combined total of all VN2VF_Port and

VN2VN_Port sessions on the system) is 2500 sessions.

Options max-login-sessions—Maximum number of FIP login sessions.

Range: 128 through 2500

Default: 2500

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• max-login-sessions-per-node on page 5125

• Setting the MaximumNumber of FIP Login Sessions per FC Interface on page 5063

• Setting the MaximumNumber of FIP Login Sessions per FC Fabric on page 5064

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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max-login-sessions-per-node

Syntax max-login-sessions-per-nodemax-login-sessions-per-node;

Hierarchy Level [edit fc-options]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set the maximum number of FCoE initialization protocol (FIP) session logins permitted

onaNodedevice. (This is thecombined total of all VN2VF_Port andVN2VN_Port sessions

on the Node device.)

On a QFX3500 switch, themax-login-sessions-per-node command sets the maximum

FIP session login limit for all of the FC fabrics configured on the device. The combined

number of FIP sessions on all FC fabrics on the device should not exceed this limit.

On a QFabric system, themax-login-sessions-per-node command globally sets the

maximum FIP session login limit for each QFabric system Node device in the QFabric

system. For example, if you set the Node limit to 2000 login sessions, then each QFabric

Node device supports up to 2000 FIP login sessions. The total configuredmaximum

number of login sessions of all of the FC fabrics on a Node device should not exceed the

Node session limit.

NOTE: FIP login session limits configured at the FC fabric level or at the FC
fabric interface level might limit a Node device to fewer total sessions than
the configured Node limit.

Options max-login-sessions-per-node—Maximum number of FIP login sessions.

Range: 128 through 2500

Default: 2500

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• max-login-sessions on page 5124

• Setting the MaximumNumber of FIP Login Sessions per Node Device on page 5065

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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max-sessions-per-enode

Syntax max-sessions-per-enodemax-sessions-per-enode;

Hierarchy Level [edit fc-fabrics fc-fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Set themaximumnumberof FCoE login sessions (FLOGIplusFDISC) fromasingleENode

allowed on the gateway FC fabric (the fabric configured on the QFabric system). The

maximum number of logins per ENode is 2000 sessions.

NOTE: Asession is a FLOGI or FDISC login to the FCSAN fabric. Sessiondoes
not refer to end-to-end storage sessions. There is no limit to the number of
end-to-end storage sessions.

Options max-sessions-per-enode—MaximumnumberofFCoEsessionsasingleENodecanestablish

on the switch.

Range: 32 through 2000

Default: 32

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• fcoe-trusted on page 4596

• show fibre-channel fip on page 5205

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Understanding FIP Parameters on an FCoE-FC Gateway on page 4825
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no-fabric-wwn-verify

Syntax no-fabric-wwn-verfiy;

Hierarchy Level [edit fc-fabrics fabric-name proxy]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable the fabric worldwide name (WWN) verification check in the fabric login accept

message (FLOGI-ACC) for implicit FLOGIs. If you enable this option, when a QFX Series

NP_Port performs a FLOGI to the FC fabric, the QFX Series does not verify the fabric

WWN in the FLOGI-ACC against the current fabric WWN.

NOTE: Disabling or enabling the fabricWWN verification check logs out all
FCoE sessions.

Default Disabled. By default, all implicit FLOGIs from the QFX Series NP_Ports to the FC fabric

are verified against the current fabric WWN.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel proxy fabric-state on page 5241

• Understanding FCoE-FC Gateway Functions on page 4812
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oxid

Syntax oxid (enable | disable)

Hierarchy Level [edit forwarding-options hash-key family fcoe]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Enable or disable whether the switch uses the originator exchange identifier (OxID) field

for hash control for FCoE traffic load balancing.

Default OxID hash control is enabled by default.

Options oxid (enable | disable)—Enable or disable whether the switch uses theOxID hash control

field for FCoE traffic load balancing.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling and Disabling CoS OxID Hash Control on page 5059

• Understanding OxID Hash Control for FCoE Traffic Load Balancing on page 4857

Copyright © 2014, Juniper Networks, Inc.5128

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



port-mode (Fibre Channel Interfaces)

Syntax port-mode (f-port | np-port);

Hierarchy Level [edit interfaces vlan unit unit family fibre-channel],
[edit interfaces interface-name unit logical-unit-number family fibre-channel]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the FCoE VLAN interface port mode to F_Port to connect the switch to FCoE

initiators, or configure the native FC interface port mode to proxy N_Port (NP_Port) to

connect the switch to an FC switch fabric port (F_Port).

Options f-port—Configure an FCoE VLAN interface to connect to FCoE initiator Virtual N_Ports

(VN_Ports).

np-port—Configure a native FC port to connect to an FC switch F_Port.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring a Fibre Channel Interface on page 5049

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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port-range

Syntax port-range port-range-low port-range-high;

Hierarchy Level [edit chassis fpc fpc-id pic pic-id fibre-channel]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a contiguous block of ports as FC ports. You can configure the FC-capable

ports xe-0/0/0 through xe-0/0/5 as fc-0/0/0 through fc-0/0/5, and ports xe-0/0/42

through xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to create blocks of native FC

interfaces. You cannot individually configure a single port as a native FC interface.Within

these port blocks, you cannot mix FC interfaces with Ethernet interfaces. All of the ports

in a block must be either native FC interfaces or Ethernet interfaces.

You can configure:

• Six native FC interfaces by configuring either ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5, or ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• Twelve native FC interfaces by configuring ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• No native FC interfaces by leaving ports xe-0/0/0 through xe-0/0/5 and ports

xe-0/0/42 through xe-0/0/47 in their default state as Ethernet interfaces.

Options port-range-low—Lowest-numbered port in the block of native FC interfaces, either 0 or

42.

port-range-high—Highest-numbered port in the block of native FC interfaces. The value

is 5 if the port-range-low value is 0. The value is 47 if the port-range-low value is 42.

NOTE: Only a complete block of ports, xe-0/0/0 through xe-0/0/5,
xe-0/0/42 through xe0/0/47, or both, can be configured as FC ports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring a Physical Fibre Channel Interface on page 5048

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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priority (FIP)

Syntax priority priority;

Hierarchy Level [edit fc-fabrics fc-fabric-name protocols fip],
[edit fc-fabrics fc-fabric-name protocols fip interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Sets the global or interface-specific priority value associated with the switch FCF-MAC.

CNAs use the priority value to determine the switch with which they will perform FIP

FLOGI. The lower the value, the higher the priority. The switch advertises this value to

the server ENodeson theFCoEnetwork.Apriority value setat the interface level overrides

the global setting.

Options priority—Value that determines the FCF an ENode selects to perform FIP FLOGI. The

lower the priority number, the higher the priority of the FCF.

Range: 0 through 255

Default: 128

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fip on page 5205

• show fibre-channel fip interface on page 5220

• Overview of FIP on page 4790

• Configuring FIP on an FCoE-FC Gateway on page 5059
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protocols (FIP)

Syntax protocols {
fip {
fcoe-trusted;
fc-map fc-map-value;
fka-adv-periodmilliseconds;
interface {
interface-name {
fka-adv-periodmilliseconds;
priority priority;

}
}
max-sessions-per-enodemax-sessions-per-enode;
priority priority;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit fc-fabrics fc-fabric-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure global or interface-specific FC protocol options. Individual interface settings

override global settings.

Options The statements are explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel fip on page 5205

• Configuring FIP on an FCoE-FC Gateway on page 5059

• Overview of FIP on page 4790
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proxy (Fibre Channel)

Syntax proxy {
auto-load-rebalance
load-balance-algorithm (simple | enode-based | flog-based);
no-fabric-wwn-verify;
traceoptions {
file filename <replace> <size size> <files number> <no-stamp>
<world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit fc-fabrics fabric-name]

Description Configure proxy fabric operations.

Options The statement is explained separately.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Understanding FCoE-FC Gateway Functions on page 4812
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speed (Fibre Channel Interfaces)

Syntax speed (auto-negotiation | 2g | 4g | 8g);

Hierarchy Level [edit interfaces interface-name fibrechannel-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure FC interface speed.

Options auto-negotiation—Automatically negotiate interface speed to match the speed of the

attached link (2 Gbps, 4 Gbps, 8 Gbps).

2g—2 Gbps link speed

4g—4Gbps link speed

8g—8Gbps link speed

Default: auto-negotiation

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show fibre-channel interfaces on page 5234

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

• Configuring a Fibre Channel Interface on page 5049

• Configuring a Physical Fibre Channel Interface on page 5048

• Understanding Interfaces on an FCoE-FC Gateway on page 4829
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traceoptions (FC-2 Fibre Channel)

Syntax traceoptions {
file filename <replace> <size size> <files number> <no-stamp>;
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

}

Hierarchy Level [edit fc-fabrics fabric-name fc2]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set FC-2 protocol tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file name—Name of the file to receive the tracing operation output. Enclose the name in

quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• error—Trace all error events

• normal—Trace all normal events.

Default: If you do not specify the normal option, only unusual or abnormal operations
are traced.

• parse—Trace configuration parsing.

• rx-frame—(Optional) Trace received frames.

• rx-frame-header—(Optional) Trace received frame headers.
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• tx-frame—(Optional) Trace transmitted frames.

• tx-frame-header—(Optional) Trace transmitted frame headers.

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Prevent any user from reading the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file .0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (themaximum is lower if 4 GB is

not supported on your system)

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.
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traceoptions (Fibre Channel)

Syntax traceoptions {
file filename <replace> <size size> <files number> <no-stamp>
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

}

Hierarchy Level [edit fc-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set FC protocol tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file name—Name of the file to receive the tracing operation output. Enclose the name in

quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• fabric—Trace virtual fabric events.

• fc2—Trace the FC2 (network layer protocols) events.

• fip—Trace the Fibre Channel over Ethernet (FCoE) Initialization Protocol events.

• flogi—Trace the fabric login server events.

• forwarding-database—Trace the forwarding database and next-hop events.

• interface—Trace the interface events.
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• krt—Trace the communication over the routing socket.

• lib—Trace library calls.

• lif—Trace Fibre Channel logical interface (fc-lif) events.

• vswitch—Trace virtual switch events.

The following are the global tracing options:

• all—All trace operations.

• config-internal—Trace configuration internals.

• general—Trace general events.

• normal—All normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• parse—Trace configuration parsing.

• state—Trace state transitions.

• task—Trace protocol task processing.

• timer—Trace protocol task timer processing.

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Prevent any user from reading the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file .0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (maximum is lower if 4 GB is not

supported on your system)

Default: 1 MB
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world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.
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traceoptions (FIP Protocol Fibre Channel)

Syntax traceoptions {
file filename <replace> <size size> <files number> <no-stamp>
<world-readable | no-world-readable>;
flag flag <flag-modifier>

}

Hierarchy Level [edit fc-fabrics fabric-name protocols fip]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set proxy FC protocol tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file name—Name of the file to receive the tracing operation output. Enclose the name in

quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• error—Trace all error events

• normal—Trace all normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• packet—Trace packet decoding operations

• parse—Trace configuration parsing.

• state—Trace state transitions.
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no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Prevent any user from reading the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (maximum is lower if 4 GB is not

supported on your system)

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.
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traceoptions (Proxy Fibre Channel)

Syntax traceoptions {
file filename <replace> <size size> <files number> <no-stamp>
<world-readable | no-world-readable>;
flag flag <flag-modifier>

}

Hierarchy Level [edit fc-fabrics fabric-name proxy]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set proxy FC protocol tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file name—Name of the file to receive the tracing operation output. Enclose the name in

quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• error—Trace all error events.

• interface—Trace the interface events.

• normal—Trace all normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• packet—Trace packet decoding operations

• parse—Trace configuration parsing.
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• state—Trace state transitions.

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Prevent any user from reading the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (maximum is lower if 4 GB is not

supported on your system)

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Configuration Statements (ELS CLI for Platforms that Support FCoE Only)

• examine-vn2vf on page 5144

• interface (FIP Snooping) on page 5145

• fip-security on page 5146
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examine-vn2vf

Syntax examine-vn2vf

Hierarchy Level [edit vlans vlan-name forwarding-options fip-security]

Release Information Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS) CLI.
If your switch runs the original (non-ELS) software, see examine-fip. For ELS
details, see “Getting Started with Enhanced Layer 2 Software” on page 58.

Enable VN_Port to VF_Port (VN2VF_Port) FIP snooping on the specified VLAN. Ensure

that the VLAN is a dedicated FCoE VLAN that transports only FCoE traffic.

If the switch also performs VN_Port to VN_Port (VN2VN_Port) FIP snooping, ensure that

the VN2VN_Port traffic is on a different VLAN than the VN2VF_Port traffic. You cannot

mix VN2VF_Port and VN2VN_Port traffic in the same VLAN, so youmust use separate

VLANs for VN2VF_Port and VN2VN_Port traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• examine-vn2vn on page 5098

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• Understanding FCoE Transit Switch Functionality on page 4804

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069
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interface (FIP Snooping)

Syntax interface interface-name {
(fcoe-trusted| no-fcoe-trusted);

}

Hierarchy Level [edit vlans vlan-name forwarding-options fip-security]

Release Information Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS) CLI.
If your switch runs the original (non-ELS) software, see interface (Secure
Access Port) for how to specify an interface to configure as FCoE trusted or
FCoE untrusted. For ELS details, see “Getting Started with Enhanced Layer
2 Software” on page 58.

Specify an interface to set as FCoE trusted or as FCoE untrusted. Configure interfaces

that connect to other switches as trusted interfaces. Configure interfaces that connect

directly toFCoEdevicesasuntrusted interfacesandenabledFIPsnoopingon theuntrusted

interfaces to prevent unauthorized access to the storage network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Understanding FCoE Transit Switch Functionality on page 4804
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fip-security

Syntax fip-security {
examine-vn2vf;
examine-vn2vn {
beacon-periodmilliseconds;

}
fc-map fc-map-value;
interface interface-name {
(fcoe-trusted | no-fcoe-trusted;)

}
}

Hierarchy Level [edit vlans vlan-name forwarding-options]

Release Information Statement introduced for the ELS CLI in Junos OS Release 13.2 for the QFX Series.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS) CLI.
If your switch runs the original (non-ELS) software, see examine-fip. For ELS
details, see “Getting Started with Enhanced Layer 2 Software” on page 58.

Configure FIP snooping and FCoE interface properties.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• UnderstandingVN_Port toVF_PortFIPSnoopingonanFCoETransitSwitchonpage4858

• UnderstandingVN_Port toVN_PortFIPSnoopingonanFCoETransitSwitchonpage4865

• Understanding FCoE Transit Switch Functionality on page 4804

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• Enabling VN2VN_Port FIP Snooping and Configuring the Beacon Period on an FCoE

Transit Switch on page 5073
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CHAPTER 60

Administration

• Routine Monitoring on page 5147

• Operational Commands on page 5152

RoutineMonitoring

• Monitoring Fibre Channel Interface Load Balancing on page 5147

Monitoring Fibre Channel Interface Load Balancing

You can use operational mode commands to monitor load balancing when the switch

is in FCoE-FC gatewaymode:

1. Monitoring the Interface Load-Balancing State on page 5147

2. Monitoring the Fabric Load-Balancing Algorithm on page 5148

Monitoring the Interface Load-Balancing State

Purpose Monitor the number of sessions, whether load balancing is enabled or disabled, and the

load-balancing weight for each native Fibre Channel (FC) interface.

NOTE: Asession is a FLOGI or FDISC login to the FCSAN fabric. Sessiondoes
not refer to end-to-end storage sessions.

Action Tomonitor the load-balancing state of the native FC interfaces in the CLI, enter the

following CLI command:

user@switch> show fibre-channel proxy np-port

For example:

user@switch> show fibre-channel proxy np-port
Fabric: sanfab1, Fabric-id: 10
NP-Port     State              Sessions       LB state   LB weight
fc-0/0/0.0  online             5              ON         4
fc-0/0/1.0  online             5              ON         4
fc-0/0/2.0  online             10             ON         8

Fabric: fc_fab2, Fabric-id: 200
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NP-Port     State              Sessions       LB state   LB weight
fc-0/0/44.0 isolated           0              OFF        0         

Fabric: fc_fabric_100, Fabric-id: 100
NP-Port     State              Sessions       LB state   LB weight
fc-0/0/46.0 online             1              ON         8         

Meaning Table 392onpage5148summarizes keyoutput fields for theFC interface load-balancing

state.

Table 392: Summary of Key FC Interface Load-Balancing Output Fields

ValuesField

Name of the fabric.Fabric

Fabric ID number.Fabric-id

NP_Port interface connected to the FCoE forwarder (FCF) or the FC switch.NP-Port

FCID state of the NP_Port interface:

• online—The port is online and connected to the FC switch. FCoE devices can
log in to the FC switch using this port.

• isolated—The port is isolated and is not part of the load-balancing function.
FCoE devices cannot log in to the FC switch using this port.

• offline—The port is offline.

State

Number of active sessions on the NP_Port interface.Sessions

Load-balancing state:

• On—Load balancing is on

• Off—Load balancing is off.

LB state

Load-balancing weight, which reflects the port speed:

• 2—Port speed is 2 Gbps.

• 4—Port speed is 4 Gbps.

• 8—Port speed is 8 Gbps.

LB weight

The gateway determines the least-loaded interface using the following weighted

round-robin (WRR) algorithm:

(number-of-sessions * max-weight) / weight

wheremax-weight is an internal constant. If the load on the FC interfaces is equal, the

session is assigned to the interface with the highest link speed (the greatest weight).

Monitoring the Fabric Load-Balancing Algorithm

Purpose Monitor the type of load-balancing algorithm (simple, ENode-based, or FLOGI-based)

used on the native FC interfaces, whether or not automated load rebalancing is enabled,

and the load rebalancing state of the fabric.
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Action Tomonitor the load-balancing algorithm used on the native FC interfaces and the load

rebalancing state in the CLI, enter the following CLI command:

user@switch> show fibre-channel proxy fabric-state

For example:

user@switch> show fibre-channel proxy fabric-state
Fabric: sanfab1, Fabric-id: 10
Proxy load balance algorithm: Simple, Fabric WWN verification: Yes
Auto load rebalance enabled  : No
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Link-up
Last rebalance trigger-time  : Mon Sep 10 21:42:30 2012 usec: 814602
Last rebalance trigger-result: Not-configured

Fabric: fc_fab2, Fabric-id: 200
Proxy load balance algorithm: ENode based, Fabric WWN verification: Yes
Auto load rebalance enabled  : No
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Link-up
Last rebalance trigger-time  : Mon Sep 17 17:23:35 2012 usec: 619684
Last rebalance trigger-result: Not-configured

Fabric: fc_fabric_100, Fabric-id: 100
Proxy load balance algorithm: FLOGI based, Fabric WWN verification: No
Auto load rebalance enabled  : Yes
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Config-CLI
Last rebalance trigger-time  : Fri Nov  2 08:56:16 2012 usec: 004487
Last rebalance trigger-result: Not-required

Meaning You can configure each local FC fabric on an FCoE-FC gateway to use one of three types

of load-balancing algorithms, simple, ENode-based, or FLOGI-based. All of the native FC

interfaces (NP_Ports) in a particular gateway FC fabric use the same load-balancing

algorithm (the load-balancing algorithm is applied on a per-fabric basis).

Table 393onpage5149summarizes keyoutput fields for theFC interface load-balancing

algorithm and state.

Table 393: show fibre-channel proxy fabric-state Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Fabric ID number.Fabric-id
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Table 393: show fibre-channel proxy fabric-state Output
Fields (continued)

Field DescriptionField Name

Load-balancing algorithm used on the FCoE-FC gateway FC fabric:

• Simple—Load balancing is based on the weighted utilization (load) of the
NP_Ports connected to an FC fabric. Each new FLOGI or FDISC is assigned to
the least-loaded link.

On a link load rebalance, only the sessions that need to bemoved to another
link are loggedout.When those sessions log in again, theyareplacedonactive
NP_Port interfaces in a balancedmanner.

• ENode-based—Loadbalancing isbasedon theENodeFLOGI.WhenanENode
logs in to the fabric, all subsequent FDISC sessions (VN_Port sessions)
associated with that ENode are placed on the same link as the ENode FLOGI
session, regardless of the link load. New ENode FLOGIs are placed on the
least-loaded link.

On a link load rebalance, all sessions are logged out. When the sessions log
in again, they are placed on active NP_Port interfaces in a balancedmanner.

• FLOGI-based—Loadbalancing is basedon theENodeFLOGI.WhenanENode
logs in to the fabric, all subsequent FDISC sessions (VN_Port sessions)
associated with that ENode are placed on the same link as the ENode FLOGI
session, regardless of the link load. New ENode FLOGIs are placed on the
least-loaded link.

On a link load rebalance, only the sessions that need to bemoved to another
link are loggedout.When those sessions log in again, theyareplacedonactive
NP_Port interfaces in a balancedmanner.

Proxy load
balance
algorithm

Fabricworldwidename(WWN)verificationcheckstateon theFCoE-FCgateway
fabric:

• Yes—Fabric WWN verification check is enabled.

• No—Fabric WWN verification check is disabled.

FabricWWN
verification

Automated link load rebalancing configuration for the FCoE-FC gateway fabric:

• No—Automated load balancing is disabled (default state).

• Yes—Automated load balancing is enabled.

Auto load
rebalance
enabled

Time that the last link load rebalance began on the FCoE-FC gateway fabric:

• Never—The link load has never been rebalanced.

• Timestamp value—Time the last link load rebalancing started.

Last rebalance
start-time

Time that the last link load rebalance ended on the FCoE-FC gateway fabric:

• Never—The link load has never been rebalanced.

• Timestamp value—Time the last link load rebalancing ended.

Last rebalance
end-time
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Table 393: show fibre-channel proxy fabric-state Output
Fields (continued)

Field DescriptionField Name

Event that triggered the last link load rebalance on the FCoE-FC gateway fabric:

• None—The link load has never been rebalanced.

• Config-CLI—Configure (enable) automated load balancing.

• Request-CLI—Rebalance requested from the CLI using the request
fibre-channel proxy load-rebalance fabric fabric-name operational command.

• Preview-CLI—Rebalancing dry run requested from the CLI using the request
fibre-channel proxy load-rebalance dry-run fabric fabric-name operational
command. Indicates that theswitchcompleted thedry run.Adry runsimulates
a link load rebalance and displays a list of sessions that might be affected if
you request an actual rebalance.

• Link-up—New FC link (NP_Port) up on the FCoE-FC gateway fabric, which
causes a rebalance to distribute sessions to the new link.

• Restore-complete—If the FC process on the switch restarts, the switch
attempts to restore the session state that existed before the restart. When
automated rebalance is enabled, restore-complete indicates that thesessions
have been restored and rebalanced.

Last rebalance
trigger

Time that the last link load rebalance was triggered on the FCoE-FC gateway
fabric:

• Never—Link load rebalancing has never been triggered.

• Timestamp value—Time the last link load rebalancing was triggered.

Last rebalance
trigger-time

Result of the last trigger event on the FCoE-FC gateway fabric:

• Never—Link load rebalancing has never been triggered.

• Not-configured—Automated rebalancing is not configured on the FCoE-FC
gateway fabric.

• Not-required—Last rebalance trigger did not require rebalancing the link load
(the link load was already balanced across the active NP_Port links).

• In-progress—Link load rebalancing is in progress and has not finished yet.

• Restore-in-progress—The switch is recovering fromanFCprocess restart and
is in the process of restoring the sessions to the active NP_Port links.

• Success—Link load rebalancing was successful.

• Logged-out-all—All sessions have been logged out.

• Preview-complete—The switch has finished simulating a dry run rebalancing
request fromtheCLI (request fibre-channelproxy load-rebalancedry-runfabric
fabric-name operational command) and reported the sessions that might be
affected if you request an actual link load rebalance.

• Fabric-deletion-in-progress—FCoE-FC gateway fabric is in the process of
being deleted.

NOTE: A trigger event does not necessarily result in a rebalance action. Link
load rebalancingonlyoccurs if theNP_Port interface session load is notbalanced
at the time of the trigger event.

Last rebalance
trigger-result

Related
Documentation

show fibre-channel proxy fabric-state on page 5241•
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• show fibre-channel proxy np-port on page 5248

• Configuring a Fibre Channel Interface on page 5049

• Defining the Proxy Load-Balancing Algorithm on page 5056

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841

• Understanding FCoE-FC Gateway Functions on page 4812

Operational Commands

• clear fibre-channel fc2 statistics

• clear fibre-channel fip enode

• clear fibre-channel fip statistics

• clear fibre-channel fip vn-port

• clear fibre-channel flogi statistics

• clear fibre-channel proxy statistics

• clear fip snooping enode

• clear fip snooping statistics

• clear fip snooping vlan

• clear fip vlan-discovery statistics

• request fibre-channel proxy load-rebalance

• restart

• show dcbx

• show dcbx neighbors

• show fibre-channel fabric

• show fibre-channel fc2 sessions

• show fibre-channel fc2 statistics

• show fibre-channel fip

• show fibre-channel fip enode

• show fibre-channel fip fabric

• show fibre-channel fip fcf

• show fibre-channel fip interface

• show fibre-channel fip statistics

• show fibre-channel flogi fport

• show fibre-channel flogi nport

• show fibre-channel flogi statistics

• show fibre-channel interfaces

• show fibre-channel next-hops
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• show fibre-channel routes

• show fibre-channel proxy fabric-state

• show fibre-channel proxy login-table

• show fibre-channel proxy np-port

• show fibre-channel proxy statistics

• show fip snooping

• show fip snooping enode

• show fip snooping fcf

• show fip snooping interface

• show fip snooping statistics

• show fip snooping vlan

• show fip vlan-discovery

• show route forwarding-table family fibre-channel
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clear fibre-channel fc2 statistics

Syntax clear fibre-channel fc2 statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear FC-2 (network layer) FibreChannel statistics globally or onaspecifiedFibreChannel

fabric.

Options fabric fabric-name—(Optional) Clear FC-2 statistics only on the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fc2 statistics on page 5203•

• show fibre-channel fc2 sessions on page 5201

List of Sample Output clear fibre-channel fc2 statistics on page 5154

Sample Output

clear fibre-channel fc2 statistics

user@switch> clear fibre-channel fc2 statistics
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clear fibre-channel fip enode

Syntax clear fibre-channel fip enode enode-mac

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Fibre Channel over Ethernet (FCoE) node (ENode) information for a specified

ENode. This operation deletes the ENode state from the switch database and from the

FIP snooping firewall filters, which causes the ENode to lose the connection to the Fibre

Channel (FC) fabric and to log in to the fabric again. If you clear an ENode, all VN_Ports

associated with that ENode are also cleared and lose their connection to the FC fabric

andmust log in to the fabric again.

Options enode-mac—MAC address of the ENode.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fip enode on page 5210•

• clear fibre-channel fip statistics on page 5156

• clear fibre-channel fip vn-port on page 5157

List of Sample Output clear fibre-channel fip enode on page 5155

Sample Output

clear fibre-channel fip enode

user@switch> clear fibre-channel fip enode 00:10:94:00:00:02
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clear fibre-channel fip statistics

Syntax clear fibre-channel fip statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Fibre Channel over Ethernet (FCoE) initialization protocol (FIP) statistics.

Options fabric fabric-name—(Optional) Clear FIP statistics only on the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fip statistics on page 5223•

• show fibre-channel fip on page 5205

List of Sample Output clear fibre-channel fip statistics on page 5156

Sample Output

clear fibre-channel fip statistics

user@switch> clear fibre-channel fip statistics
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clear fibre-channel fip vn-port

Syntax clear fibre-channel fip vn-port vn-port--mac

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear virtualN_Port (VN_Port) information for a specifiedVN_Port. Thisoperationdeletes

the VN_Port state from the switch database and from the FIP snooping firewall filters,

which causes the VN_Port to lose its connection to the Fibre Channel fabric and to log

in to the fabric again. When you clear a VN_Port, other VN_Ports associated with the

same Fibre Channel over Ethernet (FCoE) Node (ENode) are not affected and are not

cleared.

Options vn-port-mac—MAC address of the VN_Port.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fip enode on page 5210•

• clear fibre-channel fip enode on page 5155

• clear fibre-channel fip statistics on page 5156

List of Sample Output clear fibre-channel fip vn-port on page 5157

Sample Output

clear fibre-channel fip vn-port

user@switch> clear fibre-channel fip vn-port 00:10:94:00:00:08
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clear fibre-channel flogi statistics

Syntax clear fibre-channel flogi statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear fabric login (FLOGI) statistics globally or on a specified Fibre Channel fabric.

Options fabric fabric-name—(Optional) Clear FLOGI statistics only on the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel flogi statistics on page 5231•

• show fibre-channel flogi fport on page 5227

• show fibre-channel flogi nport on page 5229

List of Sample Output clear fibre-channel flogi statistics on page 5158

Sample Output

clear fibre-channel flogi statistics

user@switch> clear fibre-channel flogi statistics
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clear fibre-channel proxy statistics

Syntax clear fibre-channel proxy statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Fibre Channel gateway statistics globally or on a specified Fibre Channel fabric.

Options fabric fabric-name—(Optional) Clear proxy statistics only on the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel proxy statistics on page 5251•

• show fibre-channel proxy login-table on page 5245

• show fibre-channel proxy np-port on page 5248

List of Sample Output clear fibre-channel proxy statistics on page 5159

Sample Output

clear fibre-channel proxy statistics

user@switch> clear fibre-channel proxy statistics
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clear fip snooping enode

Syntax clear fip snooping enode enode-mac
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear FIP snooping information for the specified FCoENode (ENode) or (optionally) only

on a specified VLAN. This operation deletes the ENode state from the switch database

and from the FIP snooping firewall filters, which causes the ENode to lose its connection

to the FCoE forwarder (FCF) and to log in to the FCF again.

Options enode-mac—MAC address of the ENode.

vlan vlan-name—(Optional) Name of the VLAN.

Required Privilege
Level

view

Related
Documentation

show fip snooping enode on page 5258•

List of Sample Output clear fip snooping enode enode-mac on page 5160

Sample Output

clear fip snooping enode enode-mac

user@switch> clear fip snooping enode 00:10:94:00:00:02
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clear fip snooping statistics

Syntax clear fip snooping statistics
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear FIP snooping statistics globally or on a specified VLAN.

Required Privilege
Level

view

Related
Documentation

show fip snooping statistics on page 5268•

List of Sample Output clear fip snooping statistics on page 5161

Sample Output

clear fip snooping statistics

user@switch> clear fip snooping statistics
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clear fip snooping vlan

Syntax clear fip snooping vlan vlan-name

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear FIP snooping information for the specified VLAN. This operation deletes all ENode

and FCF information for the VLAN from the switch database and causes the ENodes to

lose their connections to the FCFs. After clearing a VLAN, the switch relearns all of the

FCFs and ENodes on the VLAN, and the ENodes must log in to the FCF again.

Options vlan-name—Name of the VLAN.

Required Privilege
Level

view

Related
Documentation

show fip snooping vlan on page 5271•

List of Sample Output clear fip snooping vlan vlan-name on page 5162

Sample Output

clear fip snooping vlan vlan-name

user@switch> clear fip snooping vlan fcoevlan1
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clear fip vlan-discovery statistics

Syntax clear fip vlan-discovery statistics

Release Information Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear FIP VLAN discovery statistics.

Required Privilege
Level

view

Related
Documentation

show fip vlan-discovery on page 5275•

List of Sample Output clear fip vlan-discovery statistics on page 5163

Sample Output

clear fip vlan-discovery statistics

user@switch> clear fip vlan-discovery statistics
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request fibre-channel proxy load-rebalance

Syntax request fibre-channel proxy load-rebalance
<dry-run>
fabric <fabric-name>
<brief | detail>

Release Information Command introduced in Junos OS Release 12.3 for the QFX Series.

Description Rebalance the link load on one or more FCoE-FC gateway proxy fabrics (local Fibre

Channel fabrics on the gateway) on demand. Load rebalancing is a disruptive action that

forces some or all sessions (depending on the configured load-balancing algorithm) to

log out and then log in again. When sessions log in again, they are placed on NP_Port

interfaces so that the link loads are balanced.

Link load rebalancing occurs 10 seconds after you run the rebalancing command, unless

another rebalancing trigger occurs before the 10 seconds elapse. If another rebalancing

event occurs before the 10-second timer elapses, the timer is extended. Rebalancing

occurs a maximum of 30 seconds after you run the rebalancing command, regardless

of whether more rebalancing events occur.

You can also perform a dry run to see a list of sessions that might be affected (logged

out) if you request a load rebalance. A dry run does not rebalance the link loads; it only

lists the sessions that might be affected if you rebalance.

Options dry-run—(Optional) Simulates performing link load rebalancing and displays a list of

sessions that might be affected if you rebalance the link loads.

fabric fabric-name—Name of the fabric on which you want to rebalance the link loads. If

you do not specify a fabric namewith the fabric keyword, all fabrics on the FCoE-FC

gateway rebalance their link loads.

brief | detail—(Optional) Display the specified level of output.

Additional Information Requesting link load rebalancing isaone-time,on-demandoperation.Youmustexplicitly

request load rebalancing every time you want to rebalance the link loads. Alternatively,

you can configure automated load rebalancing if you want the NP_Port links to be

rebalanced automatically whenever a load-rebalancing trigger occurs.

Required Privilege
Level

maintenance

Related
Documentation

Monitoring Fibre Channel Interface Load Balancing on page 5147•

• SimulatingOn-DemandFibreChannelLinkLoadRebalancing(DryRunTest)onpage5058

• Defining the Proxy Load-Balancing Algorithm on page 5056

• Example:ConfiguringAutomatedFibreChannel InterfaceLoadRebalancingonpage4999

• Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric on page 4841
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List of Sample Output request fibre-channel proxy load-rebalance dry-run fabric fc_fabric_100 on page 5165

Output Fields Table 394 on page 5165 lists the output fields for the request fibre-channel proxy

load-rebalance dry-run command. Output fields are listed in the approximate order in

which they appear.

Table 394: request fibre-channel proxy load-rebalance dry-run Output
Fields

Field DescriptionField Name

Name of the fabric.Fabric

Fabric ID number.Fabric-id

FCoE VLAN interface (VF_Port interface to the FCoE network).F-Port

VN_Port Fibre Channel identifier provided by the Fibre Channel over
Ethernet Forwarder (FCoE forwarder) or the Fibre Channel switch.

FCID

Unique worldwide name (WWN) of the VN_Port.Port-WWN

Name of the native Fibre Channel interface.NP-Port

Sample Output

request fibre-channel proxy load-rebalance dry-run fabric fc_fabric_100

user@host> request fibre-channel proxy load-rebalance dry-run fabric fc_fabric_100
Fabric: fc_fabric_100, Fabric-id: 100
F-Port                        FCID     Port-WWN                NP-Port
vlan.100                      0x8a013a 02:01:00:64:00:00:00:2a fc-0/0/1.0
vlan.100                      0x8a013c 02:01:00:64:00:00:00:2b fc-0/0/1.0
vlan.100                      0x8a0146 02:01:00:64:00:00:00:2e fc-0/0/1.0
vlan.100                      0x8a014c 02:01:00:64:00:00:00:2f fc-0/0/1.0
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restart

Syntax restart
<adaptive-services |ancpd-service | application-identification |audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication|datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | iccp-service |idp-policy | immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning | l2cpd-service
| l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process |mobile-ip |mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service |pgcp-service | pgm |
pic-services-logging | pki-service |ppp | ppp-service |pppoe |
protected-system-domain-service | redundancy-interface-process | remote-operations |
root-system-domain-service | routing <logical-system logical-system-name> | sampling
| sbc-configuration-process | sdk-service |service-deployment | services | services pgcp
gateway gateway-name | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd |usb-control|
vrrp |web-management>

<gracefully | immediately | soft>

Syntax (ACX Series
Routers)

restart
<adaptive-services |audit-process | auto-configuration | autoinstallation |chassis-control |
class-of-service |clksyncd-service |database-replication| dhcp-service | diameter-service
| disk-monitoring | dynamic-flow-capture | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | immediately |interface-control |
ipsec-key-management | l2-learning | lacp |link-management |mib-process | mobile-ip |
mountd-service |mpls-traceroute |mspd | named-service | nfsd-service | pgm | pki-service
|ppp | pppoe | redundancy-interface-process | remote-operations | routing | sampling |
sdk-service |secure-neighbor-discovery | service-deployment | services | snmp |soft
|statistics-service|subscriber-management |subscriber-management-helper | tunnel-oamd
| vrrp>

Syntax (EX Series
Switches)

restart
<autoinstallation | chassis-control | class-of-service | database-replication | dhcp |
dhcp-service | diameter-service | dot1x-protocol | ethernet-link-fault-management |
ethernet-switching | event-processing | firewall | general-authentication-service |
interface-control | kernel-replication | l2-learning | lacp | license-service | link-management
| lldpd-service | mib-process | mountd-service | multicast-snooping | pgm |
redundancy-interface-process | remote-operations | routing | secure-neighbor-discovery
| service-deployment | sflow-service | snmp | vrrp | web-management>

Syntax (Routing
Matrix)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | event-processing | firewall | interface-control
| ipsec-key-management | kernel-replication | l2-learning | l2tp-service | lacp |
link-management | mib-process | pgm | pic-services-logging | ppp | pppoe |
redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp>

<all | all-lcc | lcc number>
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<gracefully | immediately | soft>

Syntax (J Series
Routing Platform)

restart
<adaptive-services |audit-process | chassis-control | class-of-service |dhcp |dialer-services
| dlsw | event-processing | firewall | interface-control | ipsec-key-management |
isdn-signaling | l2-learning | l2tp-service | mib-process | network-access-service | pgm |
ppp |pppoe | remote-operations | routing<logical-system logical-system-name> | sampling
| service-deployment | snmp | usb-control | web-management>

<gracefully | immediately | soft>

Syntax (TXMatrix
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management |mib-process |pgm|pic-services-logging
|ppp |pppoe | redundancy-interface-process | remote-operations | routing<logical-system
logical-system-name> | sampling | service-deployment | snmp| statistics-service>

<all-chassis | all-lcc | lcc number | scc>
<gracefully | immediately | soft>

Syntax(TXMatrixPlus
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management | mib-process | pgm |
pic-services-logging | ppp | pppoe | redundancy-interface-process | remote-operations |
routing <logical-system logical-system-name> | sampling | service-deployment | snmp|
statistics-service>

<all-chassis | all-lcc | all-sfc | lcc number | sfc number>
<gracefully | immediately | soft>

Syntax (MX Series
Routers)

restart
<adaptive-services | ancpd-service |application-identification|audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication| datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully |iccp-service |idp-policy |immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning |l2cpd-service
|l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process |mobile-ip |mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service | pgcp-service | pgm |
pic-services-logging | pki-service |ppp | ppp-service |pppoe |
protected-system-domain-service | redundancy-interface-process | remote-operations
|root-system-domain-service | routing |routing <logical-system logical-system-name> |
sampling | sbc-configuration-process | sdk-service |service-deployment |services | services
pgcp gateway gateway-name |snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | usb-control|
vrrp |web-management>

<all-members>
<gracefully | immediately | soft>
<local>
<membermember-id>
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Syntax (J Series
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp | dhcp-service
| dialer-services | diameter-service | dlsw | event-processing | firewall | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
network-access-service | pgm | ppp | pppoe | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series routers.

Options added:

• dynamic-flow-capture in Junos OS Release 7.4.

• dlsw in Junos OS Release 7.5.

• event-processing in Junos OS Release 7.5.

• ppp in Junos OS Release 7.5.

• l2ald in Junos OS Release 8.0.

• link-management in Release 8.0.

• pgcp-service in Junos OS Release 8.4.

• sbc-configuration-process in Junos OS Release 9.5.

• services pgcp gateway in Junos OS Release 9.6.

• sfc and all-sfc for the TXMatrix Router in Junos OS Release 9.6.

Description Restart a Junos OS process.

CAUTION: Never restart a software process unless instructed to do so by a
customer support engineer. A restartmight cause the router or switch todrop
calls and interrupt transmission, resulting in possible loss of data.

Options none—Same as gracefully.
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adaptive-services—(Optional) Restart the configuration management process that

manages the configuration for stateful firewall, Network Address Translation (NAT),

intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive

Services PIC.

all-chassis—(TXMatrix and TXMatrix Plus routers only) (Optional) Restart the software

process on all chassis.

all-lcc—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix router,

restart the software process on all T640 routers connected to the TXMatrix router.

For a TXMatrix Plus router, restart the software process on all T1600 routers

connected to the TXMatrix Plus router.

all-members—(MX Series routers only) (Optional) Restart the software process for all

members of the Virtual Chassis configuration.

all-sfc—(TXMatrix Plus routers only) (Optional) For a TXMatrix Plus router, restart the

software processes for the TXMatrix Plus router (or switch-fabric chassis).

ancpd-service—(Optional) Restart the Access Node Control Protocol (ANCP) process,

which works with a special Internet GroupManagement Protocol (IGMP) session to

collect outgoing interface mapping events in a scalable manner.

application-identification—(Optional) Restart the process that identifies an application

using intrusion detection and prevention (IDP) to allow or deny traffic based on

applications running on standard or nonstandard ports.

audit-process—(Optional)Restart theRADIUSaccountingprocess thatgathers statistical

data that can be used for general networkmonitoring, analyzing, and tracking usage

patterns, for billing a user based on the amount of time or type of services accessed.

auto-configuration—(Optional) Restart the Interface Auto-Configuration process.

autoinstallation—(EX Series switches only) (Optional) Restart the autoinstallation

process.

captive-portal-content-delivery—(Optional)Restart theHTTPredirectservicebyspecifying

the location towhicha subscriber's initialWebbrowser session is redirected, enabling

initial provisioning and service selection for the subscriber.

ce-l2tp-service—(M10, M10i, M7i, and MX Series routers only) (Optional) Restart the

Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP

tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.

chassis-control—(Optional) Restart the chassis management process.

class-of-service—(Optional) Restart the class-of-service (CoS) process, which controls

the router's or switch’s CoS configuration.

clksyncd-service—(Optional) Restart the external clock synchronization process, which

uses synchronous Ethernet (SyncE).
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database-replication—(EXSeries switchesandMXSeries routersonly) (Optional)Restart

the database replication process.

datapath-trace-service—(Optional) Restart the packet path tracing process.

dhcp—(J Series routers and EX Series switches only) (Optional) Restart the software

process for a Dynamic Host Configuration Protocol (DHCP) server. A DHCP server

allocates network IP addresses and delivers configuration settings to client hosts

without user intervention.

dhcp-service—(Optional) Restart the Dynamic Host Configuration Protocol process.

dialer-services—(J Series routers and EX Series switches only) (Optional) Restart the

ISDN dial-out process.

diameter-service—(Optional) Restart the diameter process.

disk-monitoring—(Optional)Restart diskmonitoring,which checks thehealthof thehard

disk drive on the Routing Engine.

dlsw—(J Series routers and QFX Series only) (Optional) Restart the data link switching

(DLSw) service.

dot1x-protocol—(EX Series switches only) (Optional) Restart the port-based network

access control process.

dynamic-flow-capture—(Optional) Restart the dynamic flow capture (DFC) process,

which controls DFC configurations on Monitoring Services III PICs.

ecc-error-logging—(Optional) Restart the error checking and correction (ECC) process,

which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—(Optional) Restart the process that provides

IEEE 802.1ag Operation, Administration, andManagement (OAM) connectivity fault

management (CFM) database information for CFMmaintenance association end

points (MEPs) in a CFM session.

ethernet-link-fault-management—(EX Series switches and MX Series routers only)

(Optional) Restart the process that provides theOAM link faultmanagement (LFM)

information for Ethernet interfaces.

ethernet-switching—(EXSeries switches only) (Optional) Restart the Ethernet switching

process.

event-processing—(Optional) Restart the event process (eventd).

fibre-channel—(QFX Series only) (Optional) Restart the Fibre Channel process.

firewall—(Optional) Restart the firewall management process, which manages the

firewall configuration and enables accepting or rejecting packets that are transiting

an interface on a router or switch.
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general-authentication-service—(EX Series switches and MX Series routers only)

(Optional) Restart the general authentication process.

gracefully—(Optional) Restart the software process.

iccp-service—(Optional) Restart the Inter-Chassis Communication Protocol (ICCP)

process.

idp-policy—(Optional) Restart the intrusion detection and prevention (IDP) protocol

process.

immediately—(Optional) Immediately restart the software process.

interface-control—(Optional) Restart the interface process, which controls the router's

or switch’s physical interface devices and logical interfaces.

ipsec-key-management—(Optional) Restart the IPsec key management process.

isdn-signaling—(J Series routers and QFX Series only) (Optional) Restart the ISDN

signaling process, which initiates ISDN connections.

kernel-replication—(Optional) Restart the kernel replication process, which replicates

the state of the backup Routing Engine when graceful Routing Engine switchover

(GRES) is configured.

l2-learning—(Optional) Restart the Layer 2 address flooding and learning process.

l2cpd-service—(Optional) Restart the Layer 2 Control Protocol process, which enables

features such as Layer 2 protocol tunneling and nonstop bridging.

l2tp-service—(M10,M10i, M7i, andMXSeries routers only) (Optional) Restart the Layer 2

Tunneling Protocol (L2TP) process, which sets up client services for establishing

Point-to-Point Protocol (PPP) tunnels across a network and negotiating Multilink

PPP if it is implemented.

l2tp-universal-edge—(MXSeries routersonly) (Optional)Restart theL2TPprocess,which

establishes L2TP tunnels and PPP sessions through L2TP tunnels.

lacp—(Optional) Restart the Link Aggregation Control Protocol (LACP) process. LACP

providesastandardizedmeans for exchanging informationbetweenpartner systems

on a link to allow their link aggregation control instances to reach agreement on the

identity of the LAG to which the link belongs, and then to move the link to that LAG,

and to enable the transmission and reception processes for the link to function in

an orderly manner.

lccnumber—(TXMatrix andTXMatrixPlus routersonly) (Optional) ForaTXMatrix router,

restart the software process for a specific T640 router that is connected to the TX

Matrix router. For a TXMatrix Plus router, restart the software process for a specific

router that is connected to the TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

license-service—(EX Series switches only) (Optional) Restart the feature license

management process.

link-management— (TXMatrix and TXMatrix Plus routers and EX Series switches only)

(Optional)Restart theLinkManagementProtocol (LMP)process,whichestablishes

andmaintains LMP control channels.

lldpd-service—(EX Series switches only) (Optional) Restart the Link Layer Discovery

Protocol (LLDP) process.

local—(MX Series routers only) (Optional) Restart the software process for the local

Virtual Chassis member.

local-policy-decision-function— (Optional) Restart the process for the Local Policy

Decision Function, which regulates collection of statistics related to applications

and application groups and tracking of information about dynamic subscribers and

static interfaces.

mac-validation—(Optional) Restart theMediaAccessControl (MAC) validationprocess,

whichconfiguresMACaddress validation for subscriber interfaces createdondemux

interfaces in dynamic profiles on MX Series routers.

membermember-id—(MX Series routers only) (Optional) Restart the software process

for a specific member of the Virtual Chassis configuration. Replacemember-idwith

a value of 0 or 1.

mib-process—(Optional) Restart the Management Information Base (MIB) version II

process, which provides the router's MIB II agent.

mobile-ip—(Optional) Restart the Mobile IP process, which configures Junos OSMobile

IP features.

mountd-service—(EXSeries switches andMXSeries routers only) (Optional) Restart the

service for NFSmount requests.

mpls-traceroute—(Optional) Restart the MPLS Periodic Traceroute process.

mspd—(Optional) Restart the Multiservice process.
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multicast-snooping—(EXSeries switches andMXSeries routers only) (Optional) Restart

themulticast snoopingprocess,whichmakesLayer2devices, suchasVLANswitches,

aware of Layer 3 information, such as the media access control (MAC) addresses

of members of a multicast group.

named-service—(Optional) Restart the DNS Server process, which is used by a router or

a switch to resolve hostnames into addresses.

network-access-service—(J Series routers and QFX Series only) (Optional) Restart the

network access process, which provides the router's Challenge Handshake

Authentication Protocol (CHAP) authentication service.

nfsd-service—(Optional)Restart theRemoteNFSServerprocess,whichprovides remote

file access for applications that need NFS-based transport.

packet-triggered-subscribers—(Optional) Restart the packet-triggered subscribers and

policy control (PTSP) process, which allows the application of policies to dynamic

subscribers that are controlled by a subscriber termination device.

peer-selection-service—(Optional) Restart the Peer Selection Service process.

pgcp-service—(Optional) Restart the pgcpd service process running on the Routing

Engine. This optiondoesnot restart pgcpdprocesses runningonmobile stationPICs.

To restart pgcpd processes running onmobile station PICs, use the services pgcp

gateway option.

pgm—(Optional) Restart the process that implements the Pragmatic General Multicast

(PGM) protocol for assisting in the reliable delivery of multicast packets.

pic-services-logging—(Optional) Restart the logging process for some PICs. With this

process, also known as fsad (the file system access daemon), PICs send special

logging information to the Routing Engine for archiving on the hard disk.

pki-service—(Optional) Restart the PKI Service process.

ppp—(Optional) Restart the Point-to-Point Protocol (PPP) process, which is the

encapsulationprotocol process for transporting IP traffic acrosspoint-to-point links.

ppp-service—(Optional) Restart the Universal Edge PPP process, which is the

encapsulation protocol process for transporting IP traffic across Universal Edge

routers.

pppoe—(Optional) Restart the Point-to-Point Protocol over Ethernet (PPPoE) process,

which combines PPP that typically runs over broadband connections with the

Ethernet link-layer protocol that allows users to connect to a network of hosts over

a bridge or access concentrator.

protected-system-domain-service—(Optional) Restart the Protected System Domain

(PSD) process.

redundancy-interface-process—(Optional) Restart the ASP redundancy process.
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remote-operations—(Optional) Restart the remote operations process, which provides

the ping and traceroute MIBs.

root-system-domain-service—(Optional)Restart theRootSystemDomain (RSD)service.

routing—(ACXSeries routers, QFXSeries, EXSeries switches, andMXSeries routers only)

(Optional) Restart the routing protocol process.

routing <logical-system logical-system-name>—(Optional) Restart the routing protocol

process, which controls the routing protocols that run on the router or switch and

maintains the routing tables. Optionally, restart the routing protocol process for the

specified logical system only.

sampling—(Optional) Restart the sampling process, which performs packet sampling

based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—(Optional)Restart thesessionbordercontroller (SBC)process

of the border signaling gateway (BSG).

scc—(TXMatrix routers only) (Optional) Restart the software process on the TXMatrix

router (or switch-card chassis).

sdk-service—(Optional) Restart the SDK Service process, which runs on the Routing

Engine and is responsible for communications between the SDK application and

Junos OS. Although the SDK Service process is present on the router, it is turned off

by default.

secure-neighbor-discovery—(QFXSeries, EXSeries switches, andMXSeries routers only)

(Optional) Restart the secure Neighbor Discovery Protocol (NDP) process, which

provides support for protecting NDPmessages.

sfc number—(TXMatrix Plus routers only) (Optional) Restart the software process on

the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.

service-deployment—(Optional) Restart the service deployment process, which enables

Junos OS to work with the Session and Resource Control (SRC) software.

services—(Optional) Restart a service.

servicespgcpgatewaygateway-name—(Optional)Restart thepgcpdprocess for a specific

border gateway function (BGF) running on an MS-PIC. This option does not restart

the pgcpd process running on the Routing Engine. To restart the pgcpd process on

the Routing Engine, use the pgcp-service option.

sflow-service—(EX Series switches only) (Optional) Restart the flow sampling (sFlow

technology) process.

snmp—(Optional) Restart the SNMP process, which enables the monitoring of network

devices from a central location and provides the router's or switch’s SNMPmaster

agent.

Copyright © 2014, Juniper Networks, Inc.5174

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



soft—(Optional) Reread and reactivate the configuration without completely restarting

the software processes. For example, BGP peers stay up and the routing table stays

constant. Omitting this option results in a graceful restart of the software process.

static-subscribers—(Optional) Restart the static subscribers process, which associates

subscribers with statically configured interfaces and provides dynamic service

activation and activation for these subscribers.

statistics-service—(Optional) Restart the process that manages the Packet Forwarding

Engine statistics.

subscriber-management—(Optional) Restart the Subscriber Management process.

subscriber-management-helper—(Optional)Restart theSubscriberManagementHelper

process.

tunnel-oamd—(Optional)Restart theTunnelOAMprocess,whichenables theOperations,

Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol

tunneling (L2PT) allows service providers to sendLayer 2PDUsacross theprovider’s

cloud and deliver them to Juniper Networks EX Series Ethernet Switches that are

not part of the local broadcast domain.

usb-control—(J Series routers and MX Series routers only) (Optional) Restart the USB

control process.

vrrp—(ACX Series routers, EX Series switches, and MX Series routers only) (Optional)

Restart the Virtual Router Redundancy Protocol (VRRP) process, which enables

hosts on a LAN tomake use of redundant routing platforms on that LANwithout

requiring more than the static configuration of a single default route on the hosts.

web-management—(J Series routers, QFX Series, EX Series switches, and MX Series

routers only) (Optional) Restart theWebmanagement process.

Required Privilege
Level

reset

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands on page 73•

List of Sample Output restart interfaces on page 5175

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

restart interfaces

user@host> restart interfaces
interfaces process terminated
interfaces process restarted
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show dcbx

Syntax show dcbx

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description List DCBX status (enabled or disabled) and the interfaces on which DCBX is enabled.

Required Privilege
Level

view

Related
Documentation

show dcbx neighbors on page 5177•

• Configuring DCBX Autonegotiation on page 5076

Output Fields Table 395 on page 5176 lists the output fields for the showdcbx command. Output fields

are listed in the approximate order in which they appear.

Table 395: show dcbx output fields

Field DescriptionField Name

Status of DCBX on the switch or for the specified interface:

• Enabled—DCBX is enabled on the switch or on the specified interface

• Disabled—DCBX is disabled on the switch or on the specified interface

DCBX

Name of the interfaceInterface

Sample Output

show dcbx

user@switch> show dcbx
DCBX                   : Enabled
Interface      DCBX
xe-0/0/9.0     enabled
xe-0/0/32.0    enabled
xe-0/0/36.0    enabled
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show dcbx neighbors

Syntax show dcbx neighbors
<interface interface-name>
<terse>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 11.3 for EX Series switches.

Description Display information about Data Center Bridging Capability Exchange protocol (DCBX)

neighbor interfaces.

Options none—Display information about all DCBX neighbor interfaces.

interface-name—(Optional) Display information for the specified interface.

terse—Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Configuring DCBX Autonegotiation on page 5076•

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring an FCoE Transit Switch

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 4795

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• dcbx on page 5092

List of Sample Output show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode) on page 5190
show dcbx neighbors interface (QFX Series, IEEE DCBXMode) on page 5192
show dcbx neighbors terse (QFX Series) on page 5194
show dcbx neighbors (EX4500 Switch: FCoE Interfaces on Both Local and Peer with
PFC Configured Compatibly) on page 5194
show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are
Configured Compatibly with iSCSI Application) on page 5195
show dcbx neighbors (EX4500 Switch: Includes ETS) on page 5196

Output Fields Table 396 on page 5177 lists the output fields for the show dcbx neighbors command.

Output fields are listed in the approximate order in which they appear.

Table 396: show dcbx neighbors Output Fields

Field DescriptionField Name

Name of the interface.Interface

5177Copyright © 2014, Juniper Networks, Inc.

Chapter 60: Administration



Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Nameof the link aggregation group (LAG) interface towhich
the DCBX interface belongs.

Parent Interface

Name of the application map applied to the interface.Active-application-map

(QFX Series) DCBX protocol mode the interface uses:

• IEEE DCBX Version—The interface uses IEEE DCBXmode.

• DCBX Version 1.01—The interface uses DCBX version 1.01.

NOTE: On interfaces thatuse the IEEEDCBXmode, the show
dcbxneighbors interface interface-nameoperationalcommand
does not include application, PFC, or ETS operational state
in the output.

Protocol-Mode

(DCBXVersion 1.01only)DCBXprotocol statesynchronization
status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a state changemessage sent by the local
interface.

Protocol-State

(DCBX Version 1.01 only)

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages sent to the peer.

If the interface Protocol-State value is in-sync, this number
should match the acknowledge-id number in the
Peer-Advertisement section.

If the interface Protocol-State value is ack-pending, this
number does not match the acknowledge-id number in the
Peer-Advertisement section.

sequence-number

Number of acknowledgemessages received from the peer.

If the Protocol-State value is in-sync, this number should
match the sequence-numbervalue in thePeer-Advertisement
section.

If the Protocol-State value is ack-pending, this number does
not match the sequence-number value in the
Peer-Advertisement section.

acknowledge-id
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages the peer sent to the local
interface.

If this number matches the acknowledge-id number in the
Local-Advertisement field, this indicates that the local
interface has acknowledged all of the peer’s state change
messages and is synchronized.

If this number does not match the acknowledge-id number
in the Local-Advertisement field, this indicates that the peer
has not yet received an acknowledgment for a state change
message from the local interface.

sequence-number

Number of acknowledgemessages the peer has received
from the local interface.

If this number matches the sequence-number value in the
Local-Advertisement field, this indicates that the peer has
acknowledged all of the local interface’s state change
messages and is in synchronization.

If this number does not match the sequence-number value
in the Local-Advertisement field, this indicates that the peer
has not yet sent an acknowledgment for a state change
message from the local interface.

acknowledge-id
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Priority-based flow control (PFC) feature DCBX state
information.

Feature: PFC

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a PFC state changemessage sent by the
local interface.

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a PFC state changemessage sent by the local interface.

• not-applicable—PFC autonegotiation is disabled.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature: enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-
Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the local interface to learn the PFC
configuration from the peer using DCBX:

• Yes—The local interface is willing to learn the PFC
configuration from the peer.

• No—The local interface is not willing to learn the PFC
configuration from the peer.

Willing

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. This is not supported, so the only value seen
in the local advertisement field is no.

Mac auth
Bypass
Capability

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

Largest number of traffic classes the local interface supports
for PFC:

• 6 (EX Series switches)

• 8 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the local
interface:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode

(QFX Series) PFC operational mode for each code point:

• Enable—PFC is enabled on the code point.

• Disable—PFC is disabled on the code point.

Operational
Mode

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the peer to learn the PFC configuration from
the local interface using DCBX:

• Yes—Thepeer iswilling to learn thePFCconfiguration from
the local interface.

• No—The peer is not willing to learn the PFC configuration
from the local interface.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. Although the QFX Series does not support
this feature, the connected peer might support it. This field
reports the peer state:

• Yes—The connected peer supports MAC authentication
bypass.

• No—The connected peer does not support MAC
authentication bypass.

Mac auth
Bypass
Capability

Largest number of traffic classes the peer supports for PFC:

• 6 (EX Series switches)

• 8 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the peer:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode

Copyright © 2014, Juniper Networks, Inc.5182

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

State information for the DCBX application.Feature: Application

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an FCoE state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an FCoE state changemessage sent by the
local interface.

• not-applicable—The local interface is set to
no-auto-negotiation (autonegotiation is disabled). If the
interface is associated with an FCoE forwarding class, the
interface advertises FCoE capability even if the connected
peer does not advertise FCoE capability.

Protocol-State

Status of advertisements that the local interface sends to
the peer.

If the local interface is set to no-auto-negotiation
(autonegotiation isdisabled), the localadvertisementportion
of the output is not shown.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of the local interface to learn the FCoE interface
state from the peer using DCBX:

• Yes—The local interface is willing to learn the FCoE
interface state from the peer.

• No—The local interface is not willing to learn the FCoE
interface state from the peer.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. The local and peer configuration
are compatible.

• Yes—Error detected. The local and peer configuration are
not compatible.

Error

Name of the application:Appl-Name
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Ethernet-Type (DCBX Version 1.01 only)

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the Socket
Number (for Layer 4 applications) of the application is
displayed in the output.

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.

For EX Series switches, the priority of the FCoE application
is determined by the PFC congestion notification profile that
has been configured and associatedwith the FCoE interface.
For other applications, thepriority is basedon theapplication
map.

Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Local status when autonegotiation is enabled:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

NOTE: If there is a configurationmismatch inoneapplication
between the switch and the peer, all the other applications
including FCoE are disabled.

Status

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of thepeer to learn the FCoE interface state from
the local interface using DCBX:

• Yes—The peer is willing to learn the FCoE interface state
from the local interface.

• No—Thepeer is notwilling to learn theFCoE interface state
from the local interface.

Willing
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Error (DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Name of the application:

• FCoE—Fibre Channel over Ethernet

Appl-Name

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the
Socket-Number (for Layer 4 applications) of the application
is displayed in the output.

Ethernet-Type

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Peer interface status:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

Status
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Enhanced Transmission Selection (ETS) DCBX state
information.

Feature: ETS

(DCBX Version 1.01 only)

ETS protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an ETS state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an ETS state changemessage sent by the
local interface.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature, enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Recommendation-or-Configuration—AdvertisesbothTLVs.

TLV Type

Willingness of the local interface to learn the ETS state from
the peer using DCBX (EX Series switches always advertise
No for this field):

• Yes—Local interface is willing to learn the ETS state from
the peer.

• No—Local interface is not willing to learn the ETS state
from the peer.

Willing

Credit Based
Shaper
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

(DCBX Version 1.01 only)

Configuration error status:

• No—No error. This should always be the switch ETS error
state.

• Yes—Error detected.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

Class-of-service (CoS) priority group (forwarding class set)
identification number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. Only explicitly configured values appear
in this output column. If the link bandwidth is the default
percentage, it is not shown. (EX Series switches allocate
100% of link bandwidth to the default priority group, group
7.)

PercentageB/W

(IEEE DCBX only)

The transmission selection algorithm used by the interface.
TheQFXSeries supports ETSbut does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Enable
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Configuration/Recommendation—Advertises both TLVs.

TLV Type

Willingness of the peer to learn the ETS state from the local
interface using DCBX:

• Yes—Peer is willing to learn the ETS state from the local
interface.

• No—Peer is notwilling to learn theETSstate fromthe local
interface.

Willing

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

Credit Based
Shaper

(DCBX Version 1.01 only)

Configuration error status of the peer:

• No—No error in peer ETS TLV.

• Yes—Error in peer ETS TLV.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

Code Point
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

CoS priority group (forwarding class set) identification
number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. (EX Series switches allocate 100% of
link bandwidth to the default priority group, group 7.)

PercentageB/W

(IEEE DCBX only)

Transmission selection algorithm used by the interface. The
QFX Series supports ETS but does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

(QFX Series, terse option only) DCBX TLV advertisement
state for PFC:

• Disabled—PFC configuration matches the configuration
on the connected peer and PFC is disabled

• Enabled—PFC configuration matches the configuration
on the connected peer and PFC is enabled

• Not Advt—Interface does not advertise PFC to the
connected peer

PFC

(terse option only) Local DCBX TLV advertisement state for
ETS:

• Advt—Interface advertises ETS TLVs

• Disabled—ETS is disabled on the interface (interface does
not advertise ETS)

ETS

(terse option only) DCBX TLV peer advertisement state for
ETS (state received from the connected DCBX peer):

• Advt—Peer interface advertises ETS TLVs

• Not Advt—Peer interface does not advertise ETS

NOTE: When the DCBXmode is DCBX version 1.01, no peer
information is displayed.

ETS Rec
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Table 396: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(terse option only) The DCBX version used on the interface
and whether the DCBX version was autonegotiated or
explicitly configured:

• IEEE—The interface uses IEEE DCBX.

• 1.01—The interface uses DCBX version 1.01.

When theDCBXversionused is the result of autonegotiation,
the term (Auto) appears next to the version. For example,
IEEE (Auto) indicates that the interface autonegotiated with
the connected peer to use IEEE DCBX. Autonegotiation is
enabled by default.

Version

Sample Output

show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-State: in-sync
    Protocol-Mode: DCBX Version 1.01

    Local-Advertisement:   
        Operational version: 1
        sequence-number: 130, acknowledge-id: 102

    Peer-Advertisement:  
        Operational version: 1
        sequence-number: 102, acknowledge-id: 130

    Feature: PFC, Protocol-State: in-sync  

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode   Operational Mode
          000                 Disabled    Disable
          001                 Disabled    Disable
          010                 Disabled    Disable
          011                 Enabled     Enable
          100                 Enabled     Enable
          101                 Disabled    Disable
          110                 Disabled    Disable
          111                 Disabled    Disable

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled 
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          001                 Disabled 
          010                 Disabled 
          011                 Enabled
          100                 Enabled 
          101                 Disabled
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status  
          FCoE         0x8906                            00001110        Enabled

          iSCSI                           3260           10000000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status   

          FCoE         0x8906             N/A            00001110        Enabled

    Feature: ETS, Protocol-State: in-sync   

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
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          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

show dcbx neighbors interface (QFX Series, IEEE DCBXMode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-Mode: IEEE-DCBX Version

    Feature: PFC  

      Local-Advertisement:
        Willing: No    
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled   
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

      Peer-Advertisement:
        Willing: No
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode    
          000                 Disabled    
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

    Feature: Application

      Local-Advertisement:

        Appl-Name    Ethernet-Type    Socket-Number    Priority-field      
          FCoE         0x8906                            00001110        
          iSCSI                           3260           10000000        

      Peer-Advertisement:
        Appl-Name    Ethernet-Type    Socket-Number    Priority-field       
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          FCoE         0x8906             N/A            00001110        

    Feature: ETS 

      Local-Advertisement:
        TLV Type: Configuration/Recommendation
        Willing: No
        Credit Based Shaper: No
        Maximum Traffic Classes supported: 3

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:
        TLV Type: Configuration
        Willing: No
        Credit Based Shaper: No

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:

        TLV Type: Recommendation

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
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          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

show dcbx neighbors terse (QFX Series)

user@switch> show dcbx neighbors terse
Interface   Parent      PFC        ETS        ETS        Version
            Interface                                    Rec
xe-0/0/8.0  -           Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/9.0  -           Disabled   Disabled              1.01
xe-0/0/11.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/12.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/32.0 -           Enabled    Advt       Not Advt   IEEE
xe-0/0/36.0 -           Not Advt   Advt       Advt       IEEE

showdcbxneighbors(EX4500Switch:FCoE InterfacesonBothLocalandPeerwithPFCConfiguredCompatibly)

user@switch> show dcbx neighbors interface xe-0/0/14

   Interface : xe-0/0/14.0 - Parent Interface: ae0.0
    Protocol-State: in-sync

    Local-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

         Code Point            Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled   
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 
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      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point             Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No   <<< Error bit will not be set as 
there is no miss configuration between local and peer.

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
        FCoE          0x8906                           00001000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

                 Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    
Status
                 FCoE          0x8906                           00001000        
Enabled

show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are Configured Compatibly with
iSCSI Application)

user@switch> show dcbx neighbors interface xe-0/0/14

  Interface : xe-0/0/14.0 - Parent Interface: ae0.0

    Protocol-State: in-sync

    Active-application-map: iscsi-map

     Local-Advertisement:
        Operational version: 0
        sequence-number: 9, acknowledge-id: 12

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 12, acknowledge-id: 9

    Feature: PFC, Protocol-State: in-sync
      Operational State: Enabled
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       Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

     Feature: Application, Protocol-State: in-sync
      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

show dcbx neighbors (EX4500 Switch: Includes ETS)

user@switch> show dcbx neighbors interface xe-0/0/3

   Interface : xe-0/0/3.0
    Protocol-State: in-sync
    Active-application-map: map_iscsi

    Local-Advertisement:
        Operational version: 0
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        sequence-number: 1, acknowledge-id: 5

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 5, acknowledge-id: 1

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point          Admin Mode
          000                 Enabled  
          001                 Enabled  
          010                 Disabled 
          011                 Disabled 
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled  

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode
          000                 Enabled  
          001                 Disabled 
          010                 Disabled 
          011                 Disabled 
          100                 Enabled  
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00000001        Enabled

          iscsi                         3260             00000010        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00001000        Enabled

          iscsi                         3260             00010000        Enabled

    Feature: ETS, Protocol-State: in-sync

      Operational State: Enabled
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      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes supported : 3

        Code Point           Priority-Group
          000                  7      
          001                  7      
          010                  7      
          011                  7      
          100                  7      
          101                  7      
          110                  7      
          111                  7      

        Priority-Group       Percentage B/W
          7                    100%   

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes supported : 8

        Code Point           Priority-Group
          000                  0      
          001                  1      
          010                  0      
          011                  0        
          100                  2      
          101                  0      
          110                  0      
          111                  0      

        Priority-Group       Percentage B/W
          0                    30%    
          1                    40%    
          2                    30%    
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show fibre-channel fabric

Syntax show fibre-channel fabric
<extensive | summary>
<fabric-name>
<sort-by (name | fabric-id)>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel fabric information.

Options fabric-name—(Optional) Display output only for the specified fabric.

extensive | summary—(Optional) Display the specified level of output.

sort-by (name | fabric-id)—(Optional) Sort output by fabric name or fabric ID.

Required Privilege
Level

view

Related
Documentation

fc-fabrics on page 5113•

• Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045

List of Sample Output show fibre-channel fabric on page 5200
show fibre-channel fabric extensive on page 5200

Output Fields Table397onpage5199 lists theoutput fields for the showfibre-channel fabriccommand.

Output fields are listed in the approximate order in which they appear.

Table 397: show fibre-channel fabric Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric.Fabric

AllIdentification number of the fabric.Fabric-ID

AllType of fabric. All fabrics are PROXY fabrics.Type

AllNative Fibre Channel interfaces and FCoE
interfaces assigned to the fabric.

Interfaces

extensiveDate and time the fabric was created.Created at

extensiveFabric index internal to Junos OS.Internal Index

extensiveOrigin information internal to Junos OS.Origin

extensiveText description of the fabric.Description
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Table 397: show fibre-channel fabric Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveUniqueWWN of the fabric generated by the FCF.FabricWWN

extensiveNumber of FIP login sessions currently running on
the fabric.

Login sessions

extensiveConfiguredmaximumnumberofFIP loginsessions
permitted on the fabric.

Configuredmax login sessions

Sample Output

show fibre-channel fabric

user@switch> show fibre-channel fabric
Fabric         Fabric-ID     Type     Interfaces

proxy2         200           PROXY
                                     fc-0/0/0.0
                                     fc-0/0/1.0

show fibre-channel fabric extensive

user@switch> show fibre-channel fabric extensive
Fabric: proxy2, Created at: Mon Apr 19 14:02:58 2010
Fabric-ID: 200, Internal index: 2, Origin: Static
Description: srv-fabric,  Type: PROXY,  Fabric WWN: 10:00:00:05:33:51:d7:cd
Login sessions: 200,  Configured max login sessions: 500
      fc-0/0/0.0, (untagged)
      fc-0/0/1.0, (untagged)
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show fibre-channel fc2 sessions

Syntax show fibre-channel fc2 sessions
<fabric fabric-name>
<brief | detail>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel FC-2 information.

NOTE: Asession is a FLOGI or FDISC login to the FCSAN fabric. Sessiondoes
not refer to end-to-end storage sessions.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fc2 statistics on page 5203•

• clear fibre-channel fc2 statistics on page 5154

List of Sample Output show fibre-channel fc2 sessions on page 5202
show fibre-channel fc2 sessions detail on page 5202

Output Fields Table 398 on page 5201 lists the output fields for the show fibre-channel fc2 sessions

command. Output fields are listed in the approximate order in which they appear.

Table 398: show fibre-channel fc2 sessions Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric.Fabric

AllIdentification number of the fabric.Fabric-id

AllName of the interface.Interface Name

AllAddress of the local end of the connection.Local FCID

AllAddress of the far (remote) end of the
connection.

Far FCID

AllNumber of pending exchanges for the session.#Pending Exchanges

detailFlags internal to Junos OS.Flags
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Table 398: show fibre-channel fc2 sessions Output Fields (continued)

Level of OutputField DescriptionField Name

detailReference count internal to Junos OS.Refcount

detailInformation internal to Junos OS.Users

Sample Output

show fibre-channel fc2 sessions

user@switch> show fibre-channel fc2 sessions
Fabric: fip-proxy, Fabric-id: 1
Interface      Local     Far         # Pending
Name           FCID      FCID        Exchanges
fc-0/0/0.0     *         0xfffffe    0
fc-0/0/1.0     *         0xfffffe    0
fc-0/0/2.0     *         0xfffffe    0

show fibre-channel fc2 sessions detail

user@switch> show fibre-channel fc2 sessions detail
Fabric: fip-proxy, Fabric-id: 1
Interface Name      fc-0/0/0.0
Local FCID:         *
Far FCID:           0xfffffe
Exchanges:          0
Flags:              SELF_LOCK USER_SYNCHED
Refcount:           2
Users:              1

Interface Name      fc-0/0/1.0
Local FCID:         *
Far FCID:           0xfffffe
Exchanges:          0
Flags:              SELF_LOCK USER_SYNCHED
Refcount:           2

Interface Name      fc-0/0/2.0
Local FCID:         *
Far FCID:           0xfffffe
Exchanges:          0
Flags:              SELF_LOCK USER_SYNCHED
Refcount:           2
Users:              1
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show fibre-channel fc2 statistics

Syntax show fibre-channel fc2 statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel FC-2 statistics.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fc2 sessions on page 5201•

• clear fibre-channel fc2 statistics on page 5154

List of Sample Output show fibre-channel fc2 statistics on page 5204

Output Fields Table 399 on page 5203 lists the output fields for the show fibre-channel fc2 statistics

command. Output fields are listed in the approximate order in which they appear.

Table 399: show fibre-channel fc2 statistics Output Fields

Field DescriptionField Name

Statistics for all fabrics.Global statistics

Number of frame buffers currently allocated to all
fabrics.

Frame buffers allocated

Number of frame buffers freed.Frame buffers freed

Number of dropped frames.Frames dropped

Fabric-specific statistics.Fabric statistics

Name of the fabric.Fabric

Identification number of the fabric.Fabric-id

Number of fabric frame rejects (F_RJTs).Tx-FRJTs

Number of port frame rejects (P_RJTs).Tx-PRJTs

Number of link service rejections.Tx-LSRJTs

Number of abort sequence frames sent.Tx-ABTS

Number of received frames dropped.Rx-Drops

5203Copyright © 2014, Juniper Networks, Inc.

Chapter 60: Administration



Table 399: show fibre-channel fc2 statistics Output Fields (continued)

Field DescriptionField Name

Number of abort sequence frames received.Rx-ABTS

Sample Output

show fibre-channel fc2 statistics

user@switch> show fibre-channel fc2 statistics
Global statistics:

Frame buffers allocated: 60
Frame buffers freed:     60
Frames dropped:          0

Fabric statistics:

Fabric : fip-proxy, Fabric-id: 1
Tx-FRJTs:    0
Tx-PRJTs:    0
Tx-LSRJTs:   0
Tx-ABTS:     0
Rx-Drops:    0
Rx-ABTS:     0
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show fibre-channel fip

Syntax show fibre-channel fip
<brief | detail>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet Initialization Protocol (FIP) information.

Options brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Configuring FIP on an FCoE-FC Gateway on page 5059•

• show fibre-channel fip enode on page 5210

• show fibre-channel fip fabric on page 5214

• show fibre-channel fip fcf on page 5217

• show fibre-channel fip interface on page 5220

• show fibre-channel fip statistics on page 5223

• clear fibre-channel fip statistics on page 5156

List of Sample Output show fibre-channel fip on page 5207
show fibre-channel fip detail on page 5208

Output Fields Table 400 on page 5205 lists the output fields for the show fibre-channel fip command.

Output fields are listed in the approximate order in which they appear. A session is a

FLOGI or FDISC login to the FC SAN fabric. Session does not refer to end-to-end storage

sessions.

Table 400: show fibre-channel fip Output Fields

Level of OutputField DescriptionField Name

detailConfiguredmaximumnumberofFIPsessionspermitted
on the Node device.

For QFabric systems, this is the maximum number of
FIP sessions permitted on each Node device in the
fabric.

For QFX3500 devices, this is themaximum number of
FIP sessions permitted on the device.

Configuredmax FIP sessions per Node Device

detailNode device identifier.Node Device

detailTotal number of FIP sessions on the FCoE-FC gateway
switch.

Total FIP sessions
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Table 400: show fibre-channel fip Output Fields (continued)

Level of OutputField DescriptionField Name

detailTotal number of FIP filters on the FCoE-FC gateway
switch.

Total FCoE filters

AllName of the fabric and in parentheses the fabric ID.Fabric Name

detailFCoEmappedaddress prefix of the FCoE forwarder for
the fabric.

FC-MAP

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC fabric.

FKA-ADV-PERIOD

detailMaximum number of concurrent sessions (FLOGI and
FDISC combined) that each ENode can instantiate.

MAX-SESSIONS-PER-ENODE

detailWhetherportson theFC fabric are trustedoruntrusted:

• Yes—Ports on theFC fabric are trusted; FIP snooping
is turned off.

• No—Ports on the FC fabric are not trusted; FIP
snooping is turned on.

FCoE trusted

AllInformation about an FCF that is a member of the
fabric.

Member

AllMAC address used in discovery advertisements.• FCF-MAC

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC interface.

• FKA-ADV-PERIOD

detailDisable FIP keepalive advertisement monitoring bit.
The state is always off.

• FKA-ADV-D-BIT

detailType of interface:

• VF_Port Capable—Interface can act as a VF_Port
interface.

• Type

detailPriority value associated with the switch FCF-MAC.
Converged network adapters (CNAs) use the priority
value to determine the switch with which they will
perform FIP FLOGI. The lower the value, the higher the
priority.

Value range: 0 through 255.

• Priority

detailFIP state on the fabric:

• Enable—FIP is enabled on the fabric.

• Disable—FIP is disabled on the fabric.

• State
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Table 400: show fibre-channel fip Output Fields (continued)

Level of OutputField DescriptionField Name

AllInformation about a connected FCoE node (ENode).ENode

AllMAC address of the connected ENode.• ENode-MAC

AllLogin state internal to Junos OS.• Enode State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured ENode timer

detailRuntime interval in milliseconds of the last FIP
keepalive advertisement received. This value changes
every time an FKA_ADV is received.

• Running ENode timer

detailNumber of active FIP sessions on the ENode.• Active FIP Sessions

AllMAC address of a VN_Port on the ENode.• VN-Port-MAC

detailSession state internal to Junos OS.• Session State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured FKA-ADV

detailRuntime interval in milliseconds of the last FIP
keepalive advertisement received. This value changes
every time an FKA_ADV is received.

• Running FKA-ADV

detailConfigured state of the VN_Port keepalive timer in
milliseconds. This value is always 90 and is not
user-configurable.

• Configured VN-Port Timer

detailRunning state of the VN_Port keepalive timer in
milliseconds.

• Running VN-Port Timer

detailFibre Channel ID of the VN_Port.• FCID

detailUnique worldwide name of the VN_Port.• WWN

Sample Output

show fibre-channel fip

user@switch> show fibre-channel fip
Fabric Name : proxy2 (200)
  Member
  FCF-MAC : 00:30:48:b0:ee:d2 (Interface vlan.100)
    Enode
    Enode-MAC : 00:10:94:00:00:02       State : Logged-in
        Session
        VN-Port-MAC              : 0e:fc:00:03:00:02
        VN-Port-MAC              : 0e:fc:00:03:00:01
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    Enode-MAC : 00:10:94:00:00:03       State : Logged-in
        Session
        VN-Port-MAC              : 0e:fc:00:03:00:04
        VN-Port-MAC              : 0e:fc:00:03:00:03

show fibre-channel fip detail

user@switch> show fibre-channel fip detail
Configured max FIP sessions per Node Device: 2500
Node Device: 0  Total FIP sessions: 4  Total FCoE filters: 4

Fabric Name : proxy2 (200)
  FC-MAP         : 0e:fc:00     
  FKA-ADV-PERIOD : 90000        MAX-SESSIONS-PER-ENODE : 32
  FCoE trusted   : No

    Member
    FCF-MAC: 00:30:48:b0:ee:d2  (Interface vlan.100)
      FKA-ADV-PERIOD  : 90000    FKA-ADV-D-BIT-bit : Off
      Type : VF_Port Capable      
      Priority : 86              State : Enable

        ENode
        Enode-MAC : 00:10:94:00:00:02   ENode State : Logged-in
         Configured ENode timer: 8000    Running ENode timer: 12226
         Active FIP Sessions : 2

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:02
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 213193
          FCID                     : 0x2c1a01
          WWN                      : 10:00:00:00:c9:a4:a3:cf

          VN-Port-MAC              : 0e:fc:00:03:00:01
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 213632
          FCID                     : 0x2c1a02
          WWN                      : 10:00:00:00:d9:b4:e3:df

        ENode
        Enode-MAC : 00:10:94:00:00:03   ENode State : Logged-in
         Configured ENode timer: 8000    Running ENode timer: 12254
         Active FIP Sessions : 2

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:04
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 213480
          FCID                     : 0x2c1a03
          WWN                      : 21:00:00:c0:dd:11:09:13
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          VN-Port-MAC              : 0e:fc:00:03:00:03
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 214004
          FCID                     : 0x2c1a04
          WWN                      : 21:00:00:c0:df:12:08:14
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show fibre-channel fip enode

Syntax show fibre-channel fip enode enode-mac
<brief | detail>
<vn-port-mac vn-port-mac>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) information for

a specified ENode or a specified VN_Port on an ENode.

Options brief | detail—(Optional) Display the specified level of output.

enode-mac—Display information for the ENode specified by the MAC address.

vn-port-macvn-port-mac—(Optional)Display informationonly for the specifiedVN_Port.

Required Privilege
Level

view

Related
Documentation

Configuring FIP on an FCoE-FC Gateway on page 5059•

• show fibre-channel fip on page 5205

• show fibre-channel fip fabric on page 5214

• show fibre-channel fip fcf on page 5217

• show fibre-channel fip interface on page 5220

• show fibre-channel fip statistics on page 5223

• clear fibre-channel fip enode on page 5155

List of Sample Output show fibre-channel fip enode on page 5212
show fibre-channel fip enode detail on page 5213

Output Fields Table401onpage5210 lists theoutput fields for theshowfibre-channelfipenodecommand.

Output fields are listed in the approximate order in which they appear. A session is a

FLOGI or FDISC login to the FC SAN fabric. Session does not refer to end-to-end storage

sessions.

Table 401: show fibre-channel fip enode Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric and in parentheses the fabric ID.Fabric Name

detailFCoEmappedaddress prefix of the FCoE forwarder for
the fabric.

FC-MAP

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC fabric.

FKA-ADV-PERIOD
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Table 401: show fibre-channel fip enode Output Fields (continued)

Level of OutputField DescriptionField Name

detailMaximum number of concurrent sessions (FLOGI and
FDISC combined) that each ENode can instantiate.

MAX-SESSIONS-PER-ENODE

detailWhetherportson theFC fabric are trustedoruntrusted:

• Yes—Ports on theFC fabric are trusted; FIP snooping
is turned off.

• No—Ports on the FC fabric are not trusted; FIP
snooping is turned on.

FCoE trusted

AllInformation about an FCF that is a member of the
fabric.

Member

AllMAC address used in discovery advertisements.• FCF-MAC

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC interface.

• FKA-ADV-PERIOD

detailDisable FIP keepalive advertisement monitoring bit.
The state is always off.

• FKA-ADV-D-BIT

detailType of interface:

• VF_Port Capable—Interface can act as a VF_Port
interface.

• Type

detailPriority value associated with the switch FCF-MAC.
Converged network adapters (CNAs) use the priority
value to determine the switch with which they will
perform FIP FLOGI. The lower the value, the higher the
priority.

Value range: 0 through 255.

• Priority

detailFIP state on the fabric:

• Enable—FIP is enabled on the fabric.

• Disable—FIP is disabled on the fabric.

• State
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Table 401: show fibre-channel fip enode Output Fields (continued)

Level of OutputField DescriptionField Name

AllInformation about a connected FCoE node (ENode).ENode

AllMAC address of the connected ENode.• ENode-MAC

AllLogin state internal to Junos OS.• ENode State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured ENode timer

detailRuntime interval in milliseconds of the last FIP
keepalive advertisement received. This value changes
every time an FKA_ADV is received.

• Running ENode timer

detailNumber of active FIP sessions on the ENode.• Active FIP Sessions

detailMAC address of a VN_Port on the ENode.• VN-Port-MAC

detailSession state internal to Junos OS.• Session State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement received. This value changes every time
an FKA_ADV is received.

• Running FKA-ADV

detailConfigured state of the VN_Port keepalive timer in
seconds. This value is always 90 and is not
user-configurable.

• Configured VN-Port Timer

detailRunning state of the VN_Port keepalive timer in
seconds.

• Running VN-Port Timer

detailFibre Channel ID of the VN_Port.• FCID

detailUnique worldwide name of the VN_Port.• WWN

Sample Output

show fibre-channel fip enode

user@switch> show fibre-channel fip enode 00:10:94:00:00:02
Fabric Name : proxy2 (200)
  Member
  FCF-MAC : 00:30:48:b0:ee:d2 (Interface vlan.100)
    Enode
    Enode-MAC : 00:10:94:00:00:02       State : Logged-in
        Session
        VN-Port-MAC              : 0e:fc:00:03:00:02
        VN-Port-MAC              : 0e:fc:00:03:00:01
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show fibre-channel fip enode detail

user@switch> show fibre-channel fip enode 00:10:94:00:00:02 detail
Fabric Name : proxy2 (200)
  FC-MAP         : 0e:fc:00     
  FKA-ADV-PERIOD : 90000        MAX-SESSIONS-PER-ENODE : 32
  FCoE trusted   : No

    Member
    FCF-MAC: 00:30:48:b0:ee:d2  (Interface vlan.100)
      FKA-ADV-PERIOD  : 90000    FKA-ADV-D-BIT-bit : Off
      Type : VF_Port Capable
      Priority : 86             State : Enable

        ENode
        Enode-MAC : 00:10:94:00:00:02   ENode State : Logged-in
         Configured ENode timer: 8000    Running ENode timer: 12226
         Active FIP Sessions : 2

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:02
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 213193
          FCID                     : 0x2c1a01
          WWN                      : 10:00:00:00:c9:a4:a3:cf

          VN-Port-MAC              : 0e:fc:00:03:00:01
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90000
          Running VN-Port Timer    : 213632
          FCID                     : 0x2c1a02
          WWN                      : 10:00:00:00:d9:b4:e3:df
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show fibre-channel fip fabric

Syntax show fibre-channel fip fabric fabric-name
<brief | detail>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) information for

a specified Fibre Channel fabric.

Options brief | detail—(Optional) Display the specified level of output.

fabric-name—Display information for the specified fabric.

Required Privilege
Level

view

Related
Documentation

Configuring FIP on an FCoE-FC Gateway on page 5059•

• show fibre-channel fip on page 5205

• show fibre-channel fip enode on page 5210

• show fibre-channel fip fcf on page 5217

• show fibre-channel fip interface on page 5220

• show fibre-channel fip statistics on page 5223

List of Sample Output show fibre-channel fip fabric proxy2 on page 5215
show fibre-channel fip fabric detail on page 5216

Output Fields Table402onpage5214 lists theoutput fields for theshowfibre-channelfipfabriccommand.

Output fields are listed in the approximate order in which they appear.

Table 402: show fibre-channel fip fabric Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric and in parentheses the fabric ID.Fabric Name

detailFCoEmappedaddress prefix of the FCoE forwarder for
the fabric.

FC-MAP

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC fabric.

FKA-ADV-PERIOD
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Table 402: show fibre-channel fip fabric Output Fields (continued)

Level of OutputField DescriptionField Name

AllInformation about an FCF that is a member of the
fabric.

Member

AllMAC address used in discovery advertisements.• FCF-MAC

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC interface.

• FKA-ADV-PERIOD

detailDisable FIP keepalive advertisement monitoring bit.
The state is always off.

• FKA-ADV-D-BIT

detailType of interface:

• VF_Port Capable—Interface can act as a VF_Port
interface.

• Type

AllInformation about a connected FCoE node (ENode).ENode

AllMAC address of the connected ENode.• ENode-MAC

AllLogin state internal to Junos OS.• State

detailMAC address of a VN_Port on the ENode.• VN-Port-MAC

detailSession state internal to Junos OS.• Session State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement received. This value changes every time
an FKA_ADV is received.

• Running FKA-ADV

detailConfigured state of the VN_Port keepalive timer in
seconds. This value is always 90 and is not
user-configurable.

• Configured VN-Port Timer

detailRunning state of the VN_Port keepalive timer in
seconds.

• Running VN-Port Timer

Sample Output

show fibre-channel fip fabric proxy2

user@switch> show fibre-channel fip fabric proxy2
Fabric Name : proxy2 (200)
  Member
  FCF-MAC : 00:30:48:b0:ee:d2 (Interface vlan.100)
    Enode
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    Enode-MAC : 00:10:94:00:00:02       State : Logged-in
    Enode-MAC : 00:10:94:00:00:03       State : Logged-in

show fibre-channel fip fabric detail

user@switch> show fibre-channel fip fabric proxy2 detail
Fabric Name : proxy2 (200)
  FC-MAP         : 0e:fc:00    
  FKA-ADV-PERIOD : 90000        

    Member
    FCF-MAC: 00:30:48:b0:ee:d2  (Interface vlan.100)
      FKA-ADV-PERIOD  : 90000     FKA-ADV-D-bit : Off
      Type : VF_Port Capable

        ENode
        Enode-MAC : 00:10:94:00:00:02   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:02
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:01
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

        ENode
        Enode-MAC : 00:10:94:00:00:03   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:04
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:03
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0
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show fibre-channel fip fcf

Syntax show fibre-channel fip fcf fcf-mac
<brief | detail>
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) information for

a specified FCoE forwarder (FCF).

Options brief | detail—(Optional) Display the specified level of output.

fabric fabric-name—(Optional) Display FCF information only for the specified fabric.

fcf-mac—Display information for the FCF specified by the MAC address.

Required Privilege
Level

view

Related
Documentation

Configuring FIP on an FCoE-FC Gateway on page 5059•

• show fibre-channel fip on page 5205

• show fibre-channel fip enode on page 5210

• show fibre-channel fip fabric on page 5214

• show fibre-channel fip interface on page 5220

• show fibre-channel fip statistics on page 5223

List of Sample Output show fibre-channel fip fcf on page 5218
show fibre-channel fip fcf detail on page 5219

Output Fields Table403onpage5217 lists theoutput fields for the showfibre-channel fip fcf command.

Output fields are listed in the approximate order in which they appear.

Table 403: show fibre-channel fip fcf Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric and in parentheses the fabric ID.Fabric Name

detailFCoEmappedaddress prefix of the FCoE forwarder for
the fabric.

FC-MAP

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC fabric.

FKA-ADV-PERIOD
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Table 403: show fibre-channel fip fcf Output Fields (continued)

Level of OutputField DescriptionField Name

AllInformation about an FCF that is a member of the
fabric.

Member

AllMAC address used in discovery advertisements.• FCF-MAC

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC interface.

• FKA-ADV-PERIOD

detailDisable FIP keepalive advertisement monitoring bit.
The state is always off.

• FKA-ADV-D-BIT

detailType of interface:

• VF_Port Capable—Interface can act as a VF_Port
interface.

• Type

AllInformation about a connected FCoE node (ENode).ENode

AllMAC address of the connected ENode.• ENode-MAC

AllLogin state internal to Junos OS.• State

detailMAC address of a VN_Port on the ENode.• VN-Port-MAC

detailSession state internal to Junos OS.• Session State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement received. This value changes every time
an FKA_ADV is received.

• Running FKA-ADV

detailConfigured state of the VN_Port keepalive timer in
seconds. This value is always 90 and is not
user-configurable.

• Configured VN-Port Timer

detailRunning state of the VN_Port keepalive timer in
seconds.

• Running VN-Port Timer

Sample Output

show fibre-channel fip fcf

user@switch> show fibre-channel fip fcf 00:30:48:b0:ee:d2
Fabric Name : proxy2 (200)
  Member
  FCF-MAC : 00:30:48:b0:ee:d2 (Interface vlan.100)
    Enode
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    Enode-MAC : 00:10:94:00:00:02       State : Logged-in
    Enode-MAC : 00:10:94:00:00:03       State : Logged-in

show fibre-channel fip fcf detail

user@switch> show fibre-channel fip fcf 00:30:48:b0:ee:d2 detail
Fabric Name : proxy2 (200)
  FC-MAP         : 0e:fc:00     
  FKA-ADV-PERIOD : 90000       

    Member
    FCF-MAC: 00:30:48:b0:ee:d2  (Interface vlan.100)
      FKA-ADV-PERIOD  : 90000     FKA-ADV-D-bit : Off 
      Type : VF_Port Capable

        ENode
        Enode-MAC : 00:10:94:00:00:02   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:02
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:01
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

        ENode
        Enode-MAC : 00:10:94:00:00:03   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:04
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:03
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0
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show fibre-channel fip interface

Syntax show fibre-channel fip interface interface-name
<brief | detail>
<enode enode-mac>
<fabric fabric-name>
<vn-port vn-port-mac>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) information for

a specified interface.

Options brief | detail—(Optional) Display the specified level of output.

enode-mac—MAC address of the ENode.

fabric fabric-name—(Optional) Display interface information only for the specified fabric.

interface-name—Display information for the specified interface.

vn-port-mac—MAC address of the VN_Port.

Required Privilege
Level

view

Related
Documentation

Configuring FIP on an FCoE-FC Gateway on page 5059•

• show fibre-channel fip on page 5205

• show fibre-channel fip enode on page 5210

• show fibre-channel fip fabric on page 5214

• show fibre-channel fip fcf on page 5217

• show fibre-channel fip statistics on page 5223

• clear fibre-channel fip vn-port on page 5157

List of Sample Output show fibre-channel fip interface on page 5221
show fibre-channel fip interface detail on page 5222

Output Fields Table 404 on page 5220 lists the output fields for the show fibre-channel fip interface

command. Output fields are listed in the approximate order in which they appear.

Table 404: show fibre-channel fip interface Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric and in parentheses the fabric ID.Fabric Name

detailFCoEmappedaddress prefix of the FCoE forwarder for
the fabric.

FC-MAP
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Table 404: show fibre-channel fip interface Output Fields (continued)

Level of OutputField DescriptionField Name

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC fabric.

FKA-ADV-PERIOD

AllInformation about an FCF that is a member of the
fabric.

Member

AllMAC address used in discovery advertisements.• FCF-MAC

detailPeriod of time in milliseconds between FIP keepalive
advertisements configured for the FC interface.

• FKA-ADV-PERIOD

detailDisable FIP keepalive advertisement monitoring bit.
The state is always off.

• FKA-ADV-D-BIT

detailType of interface:

• VF_Port Capable—Interface can act as a VF_Port
interface.

• Type

AllInformation about a connected FCoE node (ENode).ENode

AllMAC address of the connected ENode.• ENode-MAC

AllLogin state internal to Junos OS.• State

detailMAC address of a VN_Port on the ENode.• VN-Port-MAC

detailSession state internal to Junos OS.• Session State

detailUser-configured FIP keepalive advertisement interval
in milliseconds.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement received. This value changes every time
an FKA_ADV is received.

• Running FKA-ADV

detailConfigured state of the VN_Port keepalive timer in
seconds. This value is always 90 and is not
user-configurable.

• Configured VN-Port Timer

detailRunning state of the VN_Port keepalive timer in
seconds.

• Running VN-Port Timer

Sample Output

show fibre-channel fip interface

user@switch> show fibre-channel fip interface vlan.100
Fabric Name : proxy2 (200)
  Member
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  FCF-MAC : 00:30:48:b0:ee:d2 (Interface vlan.100)
    Enode
    Enode-MAC : 00:10:94:00:00:02       State : Logged-in
    Enode-MAC : 00:10:94:00:00:03       State : Logged-in

show fibre-channel fip interface detail

user@switch> show fibre-channel fip interface vlan.100 detail
Fabric Name : proxy2 (200)
  FC-MAP         : 0e:fc:00     
  FKA-ADV-PERIOD : 90000        

    Member
    FCF-MAC: 00:30:48:b0:ee:d2  (Interface vlan.100)
      FKA-ADV-PERIOD  : 90000     FKA-ADV-D-bit : Off 
      Type : VF_Port Capable

        ENode
        Enode-MAC : 00:10:94:00:00:02   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:02
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:01
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

        ENode
        Enode-MAC : 00:10:94:00:00:03   State : Logged-in

          Session details
          VN-Port-MAC              : 0e:fc:00:03:00:04
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0

          VN-Port-MAC              : 0e:fc:00:03:00:03
          Session state            : Up
          Configured FKA-ADV       : 90000
          Running FKA-ADV          : 0
          Configured VN-Port Timer : 90
          Running VN-Port Timer    : 0
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show fibre-channel fip statistics

Syntax show fibre-channel fip statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel over Ethernet Initialization Protocol (FIP) statistics.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel fip on page 5205•

• show fibre-channel fip enode on page 5210

• show fibre-channel fip fabric on page 5214

• show fibre-channel fip fcf on page 5217

• show fibre-channel fip interface on page 5220

• clear fibre-channel fip statistics on page 5156

List of Sample Output show fibre-channel fip statistics on page 5225

Output Fields Table 405 on page 5223 lists the output fields for the show fibre-channel fip statistics

command. Output fields are listed in the approximate order in which they appear.

Table 405: show fibre-channel fip statistics Output Fields

Field DescriptionField Name

Name of the fabric.Fabric name

Name of the FCoE VLAN interface.Interface name
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Table 405: show fibre-channel fip statistics Output Fields (continued)

Field DescriptionField Name

Type of FIP message for the displayed row of statistics..FIPMessage Type

Number of multicast discovery solicitations.• MDS

Number of unicast discovery solicitations.• UDS

Number of fabric login (FLOGI) messages.• FLOGI

Number of fabric discovery (FDISC) messages.• FDISC

Number of fabric logout (LOGO)messages.• LOGO

Number of ENode keepalive messages.• ENODE KA

Number of VN_Port keepalive messages.• VN_Port KA

Number of multicast discovery advertisements.• MDA

Number of unicast discovery advertisements.• UDA

Number of fabric login requests accepted.• FLOGI ACC

Number of fabric login requests rejected.• FLOGI RJT

Number of fabric discovery requests accepted.• FDISC ACC

Number of fabric discovery requests rejected.• FDISC RJT

Number of logout requests accepted.• LOGOACC

Number of logout requests rejected.• LOGORJT

Number of clear virtual links (CVL) messages.• CVL

Number of CVL all messages.• CVL ALL

Number of messages received.Received

Number of messages sent.Sent

Number of receive errors.Rx errors
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Table 405: show fibre-channel fip statistics Output Fields (continued)

Field DescriptionField Name

Number of droppedmessages.

NOTE: One cause of droppedmessages is that the system
limits the number of discovery solicitations (MDS and UDS)
it accepts to amaximum of 100 outstanding requests at any
given time. If the system has 100 discovery solicitations
outstanding, the system does not respond to new discovery
solicitations. Instead, the system drops new discovery
solicitations and reports the number of dropped discovery
solicitations in this field. When there are fewer than 100
outstanding discovery solicitations, the system responds to
new requests as usual with a discovery advertisement.

Dropped

Number of frames received that have an invalid sourcemedia
access control (MAC) address.

Number of frames recvdwith invalid
src-mac

General Statistics

Number of FIP frames received with an Invalid FIP version.Number of frames recvdwith invalid
version

Number of FIP validation descriptors with an invalid opcode
received.

Number of frames recvdwith invalid
opcode

Number of FIP validation descriptors with an invalid subcode
received.

Number of frames recvdwith invalid
subcode

Number of frames received on a logical interface if FIP is not
active on that logical interface (for example, if aWWN is not
allocated to that logical interface).

Number of frames recvd on inactive FCF

Sample Output

show fibre-channel fip statistics

user@switch> show fibre-channel fip statistics
Fabric name: proxy2

Interface name: vlan.100
FIP Message type      Received     Sent     Rx errors   Dropped
MDS                   22236        0        0           17089
UDS                   0            0        0           0
FLOGI                 1257         0        8           0
FDISC                 0            0        0           0
LOGO                  0            0        0           0
ENODE KA              455          0        6           0
VN_Port KA            22           0        0           0
MDA                   0            243      0           0
UDA                   0            5147     0           0
FLOGI ACC             0            376      0           0
FLOGI RJT             0            881      0           0
FDISC ACC             0            0        0           0
FDISC RJT             0            0        0           0
LOGO ACC              0            0        0           0
LOGO RJT              0            0        0           0
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CVL                   0            374      0           0
CVL ALL               0            380      0           0

General Statistics:

Number of frame recvd with invalid src-mac:           0
Number of frame recvd with invalid version:           0
Number of frame recvd with invalid opcode:            0
Number of frame recvd with invalid subcode:           0
Number of frame recvd on inactive FCF:                0
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show fibre-channel flogi fport

Syntax show fibre-channel flogi fport
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel fabric login (FLOGI) F_Port information.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel flogi nport on page 5229•

• show fibre-channel flogi statistics on page 5231

List of Sample Output show fibre-channel flogi fport on page 5227

Output Fields Table 406 on page 5227 lists the output fields for the show fibre-channel flogi fport

command. Output fields are listed in the approximate order in which they appear.

Table 406: show fibre-channel flogi fport Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Name of the switch VF_Port interface.Interface

Media access control (MAC) address of the ENode.Mac-Address

Interface physical state: up or down.State

Number of logins to the VF_Port.Logins

N_Port ID virtualization (NPIV) state: Yes or No.NPIV

Uniqueworldwidename(WWN)of theVN_Portperforming fabric login (FLOGI)
to the switch VF_Port.

FLOGI-Port-WWN

Sample Output

show fibre-channel flogi fport

user@switch> show fibre-channel flogi fport
Fabric: proxy2
Interface       Mac-Address         State  Logins   NPIV  FLOGI-Port-WWN
vlan.100        00:10:94:00:00:02   Up     2        Yes   20:00:10:94:00:01:00:01
vlan.100        00:10:94:00:00:03   Up     2        Yes   20:00:10:94:00:02:00:01
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show fibre-channel flogi nport

Syntax show fibre-channel flogi nport
<brief | detail>
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel fabric login (FLOGI) VN_Port information.

Options brief | detail—(Optional) Display the specified level of output.

fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel flogi fport on page 5227•

• show fibre-channel flogi statistics on page 5231

List of Sample Output show fibre-channel flogi nport on page 5230
show fibre-channel flogi nport detail on page 5230

Output Fields Table 407 on page 5229 lists the output fields for the show fibre-channel flogi nport

command. Output fields are listed in the approximate order in which they appear.

Table 407: show fibre-channel flogi nport Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric.Fabric

detailName of the fabric.Virtual-switch

AllName of the VF_Port interface.Interface

AllVN_Port FibreChannel identifier providedby theFibre
Channel over Ethernet Forwarder (FCoE forwarder)
or the Fibre Channel switch.

FCID

AllUnique worldwide name (WWN) of the VN_Port.Port-WWN

AllUniqueWWN of the node hosting the VN_Port.Node-WWN

AllLogin state internal to Junos OS.State or Flogi-state

detailUnique worldwide name (WWN) of the VN_Port
performing fabric login (FLOGI) to theswitchVF_Port.

FLOGI-Port-WWN
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Sample Output

show fibre-channel flogi nport

user@switch> show fibre-channel flogi nport
Fabric: proxy2
Interface     FCID      Port-WWN                 Node-WWN                State
vlan.100      0x030001  20:00:10:94:00:01:00:01  10:00:10:94:00:00:00:01 online
vlan.100      0x030002  20:00:10:94:00:01:00:05  10:00:10:94:00:00:00:01 online
vlan.100      0x030003  20:00:10:94:00:02:00:01  10:00:10:94:00:00:00:02 online
vlan.100      0x030004  20:00:10:94:00:02:00:05  10:00:10:94:00:00:00:02 online

show fibre-channel flogi nport detail

user@switch> show fibre-channel flogi nport detail
Fabric: proxy2
    Virtual-switch: proxy2

        Interface: vlan.100  
        Flogi-state: online
        FCID: 0x030001
        Port-WWN: 20:00:10:94:00:01:00:01
        Node-WWN: 10:00:10:94:00:00:00:01
        FLOGI-Port-WWN: 20:00:10:94:00:01:00:01

        Interface: vlan.100  
        Flogi-state: online
        FCID: 0x030002
        Port-WWN: 20:00:10:94:00:01:00:05
        Node-WWN: 10:00:10:94:00:00:00:01
        FLOGI-Port-WWN: 20:00:10:94:00:01:00:01

        Interface: vlan.100  
        Flogi-state: online
        FCID: 0x030003
        Port-WWN: 20:00:10:94:00:02:00:01
        Node-WWN: 10:00:10:94:00:00:00:02
        FLOGI-Port-WWN: 20:00:10:94:00:02:00:01

        Interface: vlan.100  
        Flogi-state: online
        FCID: 0x030004
        Port-WWN: 20:00:10:94:00:02:00:05
        Node-WWN: 10:00:10:94:00:00:00:02
        FLOGI-Port-WWN: 20:00:10:94:00:02:00:01
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show fibre-channel flogi statistics

Syntax show fibre-channel flogi statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel fabric login (FLOGI) statistics.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel flogi fport on page 5227•

• show fibre-channel flogi nport on page 5229

• clear fibre-channel flogi statistics on page 5158

List of Sample Output show fibre-channel flogi statistics on page 5232

Output Fields Table 408 on page 5231 lists the output fields for the show fibre-channel flogi statistics

command. Output fields are listed in the approximate order in which they appear.

Table 408: show fibre-channel flogi statistics Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Type of message:

• FLOGI—Fabric login (FLOGI) messages.

• FDISC—Fabric discovery (FDISC) messages.

• FLOGO—Fabric logout messages.

• FLOGO-LS-ACC—Fabric logout link service accept messages.

• LS-Accept—Link service accept messages.

• LS-Reject—Link service reject messages.

• invalid—Invalid messages.

FLOGI-Server Message type

Number of messages received for a givenmessage type.Received

Number of messages sent for a givenmessage type.Sent

Name of the fabric.Fabric

Number of receive errors for a given type of message.Rx errors
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Table 408: show fibre-channel flogi statistics Output Fields (continued)

Field DescriptionField Name

Number of errors parsing the FC-2 header.• Number of FC2
Header Parse Errors

General Statistics

Number of errors parsing fabric login requests.• Number of FLOGI
Parse Errors

Number of errors parsing fabric discovery requests.• Number of FDISC
Parse Errors

Number of errors parsing fabric logout requests.• Number of FLOGO
Parse Errors

Number of discarded logins due to unavailability of a domain ID.• Number of Logins
Discarded as
Domain-ID not
available

Number of discarded logins due to the unavailability of a Fibre Channel ID.• Number of Logins
Discarded as FCID
not available

Number of deferred FCID requests.• Number of FCID
requests deferred

Number of deferred FCID requests that failed.• Number of deferred
FCID requests failed

Sample Output

show fibre-channel flogi statistics

user@switch> show fibre-channel flogi statistics
Fabric: proxy2

FLOGI-Server Message type   Received       Sent   Rx errors
FLOGI                       2              0      0
FDISC                       2              0      0
FLOGO                       0              0      0
FLOGO-LS-ACC                0              0      0
LS-Accept                   0              4      0
LS-Reject                   0              0      0
invalid                     0              0      0

General Statistics:

Number of FC2 Header Parse Errors:                          0
Number of FLOGI Parse Errors:                               0
Number of FDISC Parse Errors:                               0
Number of FLOGO Parse Errors:                               0
Number of Logins Discarded as Domain-ID not available:      0
Number of Logins Discarded as FCID not available:           0
Number of FCID requests deferred:                           0
Number of deferred FCID requests failed:                    0
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show fibre-channel interfaces

Syntax <brief | detail>
<fabric fabric-name>
show fibre-channel interfaces interface-name

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about Fibre Channel (FC) interfaces.

Options brief | detail—(Optional) Display the specified level of output.

fabric fabric-name—(Optional) Display output only for the specified fabric.

interface-name—Display output for the specified interface.

Required Privilege
Level

view

Related
Documentation

Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 4963

•

• Configuring a Physical Fibre Channel Interface on page 5048

• Configuring an FCoE VLAN Interface on an FCoE-FC Gateway on page 5051

• Configuring a Fibre Channel Interface on page 5049

• Assigning Interfaces to a Fibre Channel Fabric on page 5054

List of Sample Output show fibre-channel interfaces on page 5235
show fibre-channel interfaces detail on page 5236

Output Fields Table 409 on page 5234 lists the output fields for the show fibre-channel interfaces

command. Output fields are listed in the approximate order in which they appear.

Table 409: show fibre-channel interfaces Output Fields

Level of OutputField DescriptionField Name

AllName of the FC interface.Interface

AllInterface index internal to Junos OS.Idx or Index

AllType of interface:

• FC—Native FC interface

• FCOE—Fibre Channel over Ethernet interface

Type

AllIdentification number of the QFX Series fabric.Native Fabric-id

AllN_Port ID virtualization (NPIV) state: Yes or No.NPIV
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Table 409: show fibre-channel interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

AllUser-configured port mode:

• F—Theport is configured as aVF_Port, an FCoEport
connected to FCoE devices.

• NP—The port is configured as a proxy N_Port
(NP_Port), a native FC port connected to an FC
switch.

Config-Mode

AllOperational port mode:

• F—The port is operating as a VF_Port, an FCoE port
connected to FCoE devices.

• NP—The port is operating as an NP_Port, a native
FC port connected to an FC switch or an FCoE
forwarder (FCF).

Oper-Mode

AllInterface state: up or down.State

detailUnique worldwide name (WWN) of the port.WWN

detailFinite state machine state, internal to Junos OS.FSM-State

detailFibre Channel interface class ID, internal to Junos OS.Class ID

detailBuffer-to-buffer state change number.BB_SC_N

detailNumber of buffer-to-buffer credits advertised by the
neighbor switch that is connected to the FC interface.

Tx B2B credits

detailName of the fabric.Fabric

detailMedia access control (MAC) address of the remotely
connected FCoE device VN_Port interface.

Remote-MAC

detailNot used. Value is shown as untagged.Tagging

detailLogical interface (LIF) mode of operation.Mode

detailUnique identifier for the FCoE VLAN interface, internal
to Junos OS.

H/W token

Sample Output

show fibre-channel interfaces

user@switch> show fibre-channel interfaces
                               Native               Config  Oper
Interface         Idx    Type  Fabric-id    NPIV    Mode    Mode    State
fc-0/0/1.0        70     FC    200          YES     NP      NP      up
vlan.100          84     FCOE  200          YES     F       F       up

5235Copyright © 2014, Juniper Networks, Inc.

Chapter 60: Administration



show fibre-channel interfaces detail

user@switch> show fibre-channel interfaces detail
Interface: fc-0/0/1.0, Index: 70, Type: FC, Native Fabric-id: 200
NPIV: YES, Config-Mode: NP, Oper-Mode: NP, State: up
WWN: 10:00:00:15:17:a9:98:64, FSM-State: up, Class ID: 1, BB_SC_N: 0
Tx B2B credits: 32
  Fabric                Remote-MAC         Tagging    Mode   Oper state 
  proxy2                -                  untagged   NP     up 

Interface: vlan.100, Index: 84, Type: FCOE, Native Fabric-id: 200
NPIV: YES, Config-Mode: F, Oper-Mode: F, State: up
WWN: 10:00:00:30:48:b0:ee:d2, FSM-State: up
H/W token: 13
  Fabric                Remote-MAC         Tagging    Mode   Oper state
  proxy2                00:10:94:00:00:02  untagged   VF     up
  proxy2                00:10:94:00:00:03  untagged   VF     up
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show fibre-channel next-hops

Syntax show fibre-channel next-hops

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel next-hop route information.

Required Privilege
Level

view

Related
Documentation

show fibre-channel routes on page 5239•

• show route forwarding-table family fibre-channel on page 5277

List of Sample Output show fibre-channel next-hops on page 5237

Output Fields Table 410 on page 5237 lists the output fields for the show fibre-channel next-hops

command. Output fields are listed in the approximate order in which they appear.

Table 410: show fibre-channel next-hops Output Fields

Field DescriptionField Name

Type of next hop internal to Junos OS.Type

State of the NP_Port interface:

• Active—The interface is online.

• Deleted—The interface is deleted.

State

Name of the interface.Interface

Media access control (MAC) address of the interface.Mac-Address

Next-hop index identifier.Index

Reference count internal to Junos OS.Ref-count

Flags internal to Junos OS.Flags

Sample Output

show fibre-channel next-hops

user@switch> show fibre-channel next-hops
Type    State  Interface    Mac-Address         Index  Ref-count Flags
intf    Active fc-0/0/0.0                       0       1
ucast   Active vlan.100     00:15:17:a9:98:64   674     1        kernel, self
ucast   Active vlan.100     0e:fc:00:03:00:01   675     1        kernel, self
ucast   Active vlan.100     0e:fc:00:03:00:02   676     1        kernel, self
ucast   Active vlan.100     0e:fc:00:03:00:03   677     1        kernel, self
ucast   Active vlan.100     0e:fc:00:03:00:04   678     1        kernel, self
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show fibre-channel routes

Syntax show fibre-channel routes
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel route information.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

show fibre-channel next-hops on page 5237•

• show route forwarding-table family fibre-channel on page 5277

List of Sample Output show fibre-channel routes on page 5239

Output Fields Table411 onpage5239 lists theoutput fields for the showfibre-channel routescommand.

Output fields are listed in the approximate order in which they appear.

Table 411: show fibre-channel routes Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Route destination.Route-prefix

State of the NP_Port interface:

• Active—The interface is online.

• Deleted—The interface is deleted.

State

Name of the interface.Interface

Media access control (MAC) address of the interface.Mac-Address

Next-hop index identifier.Index

Flags internal to Junos OS.Flags

Sample Output

show fibre-channel routes

user@switch> show fibre-channel routes
Fabric: proxy2
Route-prefix       State     Interface     Mac-Address         Index   Flags
0x030000/24        Active    fc-0/0/0.0    00:15:17:a9:98:64   674     kernel
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0x030001/24        Active    vlan.100      0e:fc:00:03:00:01   675     kernel
0x030002/24        Active    vlan.100      0e:fc:00:03:00:02   676     kernel
0x030003/24        Active    vlan.100      0e:fc:00:03:00:03   677     kernel
0x030004/24        Active    vlan.100      0e:fc:00:03:00:04   678     kernel
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show fibre-channel proxy fabric-state

Syntax show fibre-channel proxy fabric-state
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display Fibre Channel (FC) proxy fabric state information.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

Monitoring Fibre Channel Interface Load Balancing on page 5147•

• show fibre-channel proxy login-table on page 5245

• show fibre-channel proxy np-port on page 5248

• show fibre-channel proxy statistics on page 5251

List of Sample Output show fibre-channel proxy fabric-state on page 5243
show fibre-channel proxy fabric-state fabric on page 5243

Output Fields Table412 onpage5241 lists theoutput fields for the showfibre-channelproxy fabric-state

command. Output fields are listed in the approximate order in which they appear.

Table 412: show fibre-channel proxy fabric-state Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Fabric ID number.Fabric-id

Load-balancing algorithm used on the FCoE-FC gateway FC fabric:

• Simple—Load balancing is based on the weighted utilization (load) of the NP_Ports connected to an
FC fabric. Each new FLOGI or FDISC is assigned to the least-loaded link.

On a link load rebalance, only the sessions that need to bemoved to another link are logged out.When
those sessions log in again, they are placed on active NP_Port interfaces in a balancedmanner.

• ENode-based—Load balancing is based on the ENode FLOGI.When an ENode logs in to the fabric, all
subsequent FDISC sessions associated with that ENode are placed on the same link as the ENode
FLOGI session, regardless of the link load. New ENode FLOGIs are placed on the least-loaded link.

On a link load rebalance, all sessions are logged out. When the sessions log in again, they are placed
on active NP_Port interfaces in a balancedmanner.

• FLOGI-based—Load balancing is based on the ENode FLOGI. When an ENode logs in to the fabric, all
subsequent FDISC sessions associated with that ENode are placed on the same link as the ENode
FLOGI session, regardless of the link load. New ENode FLOGIs are placed on the least-loaded link.

On a link load rebalance, only the sessions that need to bemoved to another link are logged out.When
those sessions log in again, they are placed on active NP_Port interfaces in a balancedmanner.

Proxy load balance
algorithm
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Table 412: show fibre-channel proxy fabric-state Output Fields (continued)

Field DescriptionField Name

Fabric worldwide name (WWN) verification check state on the FCoE-FC gateway fabric:

• Yes—Fabric WWN verification check is enabled.

• No—Fabric WWN verification check is disabled.

FabricWWN
verification

Automated link load rebalancing configuration for the FCoE-FC gateway fabric:

• No—Automated load balancing is disabled (default state).

• Yes—Automated load balancing is enabled.

Auto load rebalance
enabled

Time that the last link load rebalance began on the FCoE-FC gateway fabric:

• Never—The link load has never been rebalanced.

• Timestamp value—Time the last link load rebalancing started.

Last rebalance
start-time

Time that the last link load rebalance ended on the FCoE-FC gateway fabric:

• Never—The link load has never been rebalanced.

• Timestamp value—Time the last link load rebalancing ended.

Last rebalance
end-time

Event that triggered the last link load rebalance on the FCoE-FC gateway fabric:

• None—The link load has never been rebalanced.

• Config-CLI—Configure (enable) automated load balancing.

• Request-CLI—Rebalance requested from the CLI using the request fibre-channel proxy load-rebalance
fabric fabric-name operational command.

• Preview-CLI—Rebalancing dry run requested from the CLI using the request fibre-channel proxy
load-rebalance dry-run fabric fabric-name operational command. Indicates that the switch completed
the dry run. A dry run simulates a link load rebalance and displays a list of sessions that might be
affected if you request an actual rebalance.

• Link-up—New FC link (NP_Port) up on the FCoE-FC gateway fabric, which causes a rebalance to
distribute sessions to the new link.

• Restore-complete—If the FCprocess on the switch restarts, the switch attempts to restore the session
state thatexistedbefore the restart.Whenautomated rebalance is enabled, restore-complete indicates
that the sessions have been restored and rebalanced.

Last rebalance
trigger

Time that the last link load rebalance was triggered on the FCoE-FC gateway fabric:

• Never—Link load rebalancing has never been triggered.

• Timestamp value—Time the last link load rebalancing was triggered.

Last rebalance
trigger-time
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Table 412: show fibre-channel proxy fabric-state Output Fields (continued)

Field DescriptionField Name

Result of the last trigger event on the FCoE-FC gateway fabric:

• Never—Link load rebalancing has never been triggered.

• Not-configured—Automated rebalancing is not configured on the FCoE-FC gateway fabric.

• Not-required—Last rebalance trigger didnot require rebalancing the link load (the link loadwasalready
balanced across the active NP_Port links).

• In-progress—Link load rebalancing is in progress and has not finished yet.

• Restore-in-progress—The switch is recovering from an FC process restart and is in the process of
restoring the sessions to the active NP_Port links.

• Success—Link load rebalancing was successful.

• Logged-out-all—All sessions have been logged out.

• Preview-complete—The switch has finished simulating a dry run rebalancing request from the CLI
(request fibre-channel proxy load-rebalance dry-run fabric fabric-name operational command) and
reported the sessions that might be affected if you request an actual link load rebalance.

• Fabric-deletion-in-progress—FCoE-FC gateway fabric is in the process of being deleted.

NOTE: A trigger event does not necessarily result in a rebalance action. Link load rebalancing only occurs
if the NP_Port interface session load is not balanced at the time of the trigger event.

Last rebalance
trigger-result

Sample Output

show fibre-channel proxy fabric-state

user@switch> show fibre-channel proxy fabric-state
Fabric: san_fab1, Fabric-id: 10
Proxy load balance algorithm: Simple, Fabric WWN verification: Yes
Auto load rebalance enabled  : No
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Link-up
Last rebalance trigger-time  : Mon Sep 10 21:42:30 2012 usec: 814602
Last rebalance trigger-result: Not-configured

Fabric: san_fab2, Fabric-id: 20
Proxy load balance algorithm: ENode based, Fabric WWN verification: Yes
Auto load rebalance enabled  : No
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Link-up
Last rebalance trigger-time  : Mon Sep 17 17:23:35 2012 usec: 619684
Last rebalance trigger-result: Not-configured

show fibre-channel proxy fabric-state fabric

user@switch> show fibre-channel proxy fabric-state fabric fc_fabric_100
Fabric: fc_fabric_100, Fabric-id: 100
Proxy load balance algorithm: FLOGI based, Fabric WWN verification: No
Auto load rebalance enabled  : Yes
Last rebalance start-time    : Never
Last rebalance end-time      : Never
Last rebalance trigger       : Config-CLI
Last rebalance trigger-time  : Fri Nov  2 08:56:16 2012 usec: 004487
Last rebalance trigger-result: Not-required
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show fibre-channel proxy login-table

Syntax show fibre-channel proxy login-table
<brief | detail>
<fabric fabric-name>
<interface interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel (FC) proxy fabric login table information.

Options brief | detail—(Optional) Display the specified level of output.

fabric fabric-name—(Optional) Display output only for the specified fabric.

interface interface-name—(Optional) Display output only for the specified interface.

Required Privilege
Level

view

Related
Documentation

Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045•

• show fibre-channel proxy fabric-state on page 5241

• show fibre-channel proxy np-port on page 5248

• show fibre-channel proxy statistics on page 5251

List of Sample Output show fibre-channel proxy login-table on page 5246
show fibre-channel proxy login-table detail on page 5246

Output Fields Table 413 onpage5245 lists the output fields for the showfibre-channel proxy login-table

command. Output fields are listed in the approximate order in which they appear.

Table 413: show fibre-channel proxy login-table Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric.Fabric

AllFabric ID number.Fabric-id

AllOne of the following two values:

• VF_Port interface connected to theFibreChannel
over Ethernet (FCoE) host, shown as the FCoE
VLAN interface.

• QFX Series FC port that is logged in to the FC
switch, shown by a hyphen (-) to indicate that it
is not the FCoE device VN_Port.

F-Port

AllVN_Port Fibre Channel identifier provided by the
FibreChanneloverEthernet (FCoE) forwarder (FCF)
or the Fibre Channel switch.

FCID
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Table 413: show fibre-channel proxy login-table Output Fields (continued)

Level of OutputField DescriptionField Name

AllUnique worldwide name (WWN) of the VN_Port.Port-WWN

detailUniqueWWN of the node hosting the VN_Ports.Node-WWN

AllNP_Port interface connected to the FCoE forwarder
(FCF) or the Fibre Channel switch.

NP-Port

detailFLOGI service class.Class

detailUniqueWWN of the fabric port (VF_Port).Fabric portWWN

detailUniqueWWN of the fabric generated by the FCF.FabricWWN

Sample Output

show fibre-channel proxy login-table

user@switch> show fibre-channel proxy login-table
Fabric: proxy2, Fabric-id: 200
F-Port                 FCID     Port-WWN                NP-Port
-                      0x030000 10:00:00:15:17:a9:98:64 fc-0/0/0.0
vlan.100               0x030001 20:00:10:94:00:01:00:01 fc-0/0/0.0
vlan.100               0x030002 20:00:10:94:00:01:00:05 fc-0/0/0.0
vlan.100               0x030003 20:00:10:94:00:02:00:01 fc-0/0/0.0
vlan.100               0x030004 20:00:10:94:00:02:00:05 fc-0/0/0.0

show fibre-channel proxy login-table detail

user@switch> show fibre-channel proxy login-table detail
Fabric: proxy2, Fabric-id: 200

    FCID:             0x030000
    F-Port:           -
    NP-Port:          fc-0/0/0.0
    Port WWN:         10:00:00:15:17:a9:98:64
    Node WWN:         20:c8:11:22:33:44:55:66
    Class:            3
    Fabric port WWN:  10:00:00:15:17:a9:99:48
    Fabric WWN:       00:0a:df:ff:0b:11:22:34

    FCID:             0x030001
    F-Port:           vlan.100
    NP-Port:          fc-0/0/0.0
    Port WWN:         20:00:10:94:00:01:00:01
    Node WWN:         10:00:10:94:00:00:00:01
    Class:            3
    Fabric port WWN:  10:00:00:15:17:a9:99:48
    Fabric WWN:       00:0a:df:ff:0b:11:22:34

    FCID:             0x030002
    F-Port:           vlan.100
    NP-Port:          fc-0/0/0.0
    Port WWN:         20:00:10:94:00:01:00:05
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    Node WWN:         10:00:10:94:00:00:00:01
    Class:            3
    Fabric port WWN:  10:00:00:15:17:a9:99:48
    Fabric WWN:       00:0a:df:ff:0b:11:22:34

    FCID:             0x030003
    F-Port:           vlan.100
    NP-Port:          fc-0/0/0.0
    Port WWN:         20:00:10:94:00:02:00:01
    Node WWN:         10:00:10:94:00:00:00:02
    Class:            3
    Fabric port WWN:  10:00:00:15:17:a9:99:48
    Fabric WWN:       00:0a:df:ff:0b:11:22:34

    FCID:             0x030004
    F-Port:           vlan.100
    NP-Port:          fc-0/0/0.0
    Port WWN:         20:00:10:94:00:02:00:05
    Node WWN:         10:00:10:94:00:00:00:02
    Class:            3
    Fabric port WWN:  10:00:00:15:17:a9:99:48
    Fabric WWN:       00:0a:df:ff:0b:11:22:34
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show fibre-channel proxy np-port

Syntax show fibre-channel proxy np-port
<brief | detail>
<fabric fabric-name>
<interface interface-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel gateway fabric proxy Node Port (NP_Port) information.

Options brief | detail—(Optional) Display the specified level of output.

fabric fabric-name—(Optional) Display output only for the specified fabric.

interface interface-name—(Optional) Display output only for the specified interface.

Required Privilege
Level

view

Related
Documentation

Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045•

• Monitoring Fibre Channel Interface Load Balancing on page 5147

• show fibre-channel proxy fabric-state on page 5241

• show fibre-channel proxy login-table on page 5245

• show fibre-channel proxy statistics on page 5251

List of Sample Output show fibre-channel proxy np-port on page 5249
show fibre-channel proxy np-port detail on page 5249

Output Fields Table 414 on page 5248 lists the output fields for the show fibre-channel proxy np-port

command. Output fields are listed in the approximate order in which they appear.

Table 414: show fibre-channel proxy np-port Output Fields

Level of OutputField DescriptionField Name

AllName of the fabric.Fabric

AllFabric ID number.Fabric-id

AllNP_Port interface connected to the FCoE
forwarder (FCF) or the Fibre Channel
switch.

NP-Port

AllFCID state of the NP_Port interface.State

AllNumberofactivesessionsontheNP_Port
interface. A session is a FLOGI or FDISC
login to the FC SAN fabric. Session does
not refer to end-to-end storage sessions.

Sessions
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Table 414: show fibre-channel proxy np-port Output Fields (continued)

Level of OutputField DescriptionField Name

detailConfiguredmaximumnumberofFIP login
sessions permitted on the interface.

Configuredmax login sessions

detailNumber of ENodes with sessions on the
NP_Port.

Enodes

AllLoad-balancing state:

• On—Load balancing is on

• Off—Load balancing is off.

LB state

AllLoad balance weight, which reflects the
port speed:

• 2—Port speed is 2 Gbps.

• 4—Port speed is 4 Gbps.

• 8—Port speed is 8 Gbps.

LBweight

detailReference count internal to Junos OS.Ref-count

detailFlags internal to Junos OS.

NOTE: When an NP_Port interface
reaches itsconfiguredmaximumnumber
of FIP sessions, the Flags field displays
the flagMAX-LOGINS-REACHED.

Flags

Sample Output

show fibre-channel proxy np-port

user@switch> show fibre-channel proxy np-port
Fabric: proxy1, Fabric-id: 10
NP-Port     State              Sessions       LB state   LB weight
fc-0/0/0.0  online             3              ON         4         
fc-0/0/1.0  online             3              ON         4         
fc-0/0/2.0  online             3              ON         4
root@junos1> show fibre-channel proxy np-port detail 

show fibre-channel proxy np-port detail

user@switch> show fibre-channel proxy login-table detail
Fabric: proxy1, Fabric-id: 10 

    NP-Port:                        fc-0/0/0.0
    State:                          online
    Sessions:                       3
    Configured max login sessions:  130
    Enodes                          1
    LB state:                       ON
    LB weight:                      4
    Ref-count:                      4
    Flags:                          UP LB

5249Copyright © 2014, Juniper Networks, Inc.

Chapter 60: Administration



    NP-Port:                        fc-0/0/1.0
    State:                          online
    Sessions:                       3
    Configured max login sessions:  130
    Enodes                          2
    LB state:                       ON
    LB weight:                      4
    Ref-count:                      4
    Flags:                          UP LB

    NP-Port:                        fc-0/0/2.0
    State:                          online
    Sessions:                       130
    Configured max login sessions:  130
    Enodes                          17
    LB state:                       OFF 
    LB weight:                      4
    Ref-count:                      131
    Flags:                          UP MAX-LOGINS-REACHED
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show fibre-channel proxy statistics

Syntax show fibre-channel proxy statistics
<fabric fabric-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel proxy fabric statistics.

Options fabric fabric-name—(Optional) Display output only for the specified fabric.

Required Privilege
Level

view

Related
Documentation

Configuring an FCoE-FC Gateway Fibre Channel Fabric on page 5045•

• show fibre-channel proxy fabric-state on page 5241

• show fibre-channel proxy login-table on page 5245

• show fibre-channel proxy np-port on page 5248

• clear fibre-channel proxy statistics on page 5159

List of Sample Output show fibre-channel proxy statistics on page 5252

Output Fields Table 415 on page 5251 lists the output fields for the show fibre-channel proxy statistics

command. Output fields are listed in the approximate order in which they appear.

Table 415: show fibre-channel proxy statistics Output Fields

Field DescriptionField Name

Name of the fabric.Fabric

Fabric ID number.Fabric-id
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Table 415: show fibre-channel proxy statistics Output Fields (continued)

Field DescriptionField Name

Transmitted command statistics for the NP_Port.NP-Port Transmit
Command
Statistics Type of command issued on the NP_Port:

• FLOGI—Fabric login commands issued.

• FDISC—Fabric discovery commands issued.

• LOGO—Logout commands issued.

• Others—Other commands issued.

• Command

Number of times the command type was transmitted.• Tx

Number of times theNP_Port transmitted a receive accept
message for the command type.

• Rx-ACC

Number of times the NP_Port transmitted a receive reject
message for the command type.

• Rx-RJT

Number of times the NP_Port transmitted an abort
message for the command type.

• Abort

Received command statistics for the NP_Port.NP-Port Receive
Command
Statistics The type of command received on the NP_Port:

• LOGO—Logout commands issued.

• Others—Other commands issued.

• Command

Number of times the command type was received.• Rx

Number of times the NP_Port received a transmit accept
message for the command type.

• Tx-ACC

Number of times the NP_Port received a transmit reject
message for the command type.

• Tx-RJT

Number of times the NP_Port received an abort message
for the command type.

• Abort

Sample Output

show fibre-channel proxy statistics

user@switch> show fibre-channel proxy statistics
Fabric: proxy1, Fabric-id: 10 

NP-Port Transmit Command Statistics:
Command         Tx        Rx-ACC    Rx-RJT    Abort
FLOGI           3         3         0         0
FDISC           3         3         0         0
LOGO            0         0         0         0
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Others          0         0         0         0

NP-Port Receive Command Statistics:
Command         Rx        Tx-ACC    Tx-RJT    Abort
LOGO            0         0         0         0
Others          0         0         0         0
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show fip snooping

Syntax show fip snooping
<brief | detail>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display FIP snooping information.

Options none—Display FIP snooping information.

brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• Example: Configuring an FCoE Transit Switch

• show fip snooping enode on page 5258

• show fip snooping fcf on page 5262

• show fip snooping interface on page 5265

• show fip snooping statistics on page 5268

• show fip snooping vlan on page 5271

List of Sample Output show fip snooping on page 5256
show fip snooping brief (QFX Series) on page 5256
show fip snooping detail (QFX Series) on page 5256
show fip snooping detail on page 5257

Output Fields Table416onpage5254 lists theoutput fields for the showfipsnoopingcommand.Output

fields are listed in the approximate order in which they appear.

Table 416: show fip snooping Output Fields

Level of
OutputField DescriptionField Name

AllName of the VLAN.VLAN

All(QFX Series only)
Snooping mode enabled on the FCoE VLAN:

• VN2VFSnooping—The FCoEVLAN is configured for FIP snooping
between an ENode VN_Port and a switch VF_Port.

• VN2VN Snooping—The FCoE VLAN is configured for VN_Port to
VN_Port FIP snooping between ENode VN_Ports.

Mode
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Table 416: show fip snooping Output Fields (continued)

Level of
OutputField DescriptionField Name

AllFCoEmapped address prefix of the FCoE forwarder for the VLAN.FC-MAP

AllMAC address of the FCF.FCF or FCF-MAC

AllCurrent number of virtual link sessions with VN_Ports.Session Count or Active Sessions

brief(QFX Series only)
Number of VN_Ports active on an ENode.

VN_Port Count

detailFIP keepalive interval in seconds configured on the FCFmultiplied
by three. For example, if the FKA_ADV period configured on the FCF
is 86 seconds, the value of this field is 258.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive advertisement
the FCF received. This value changes every time the FCF receives
an FKA_ADV.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Running FKA-ADV

detail(QFX Series only)
Beacon period interval in milliseconds.

Beacon Period

detail(QFX Series only)
Mode of VN2VN_Port snooping:

• Multi-Point—Multiple ENodes are connected to the network and
formmultiple virtual links. Each virtual link is created between
one pair of VN_Ports. This is analogous to the loopmode in
traditional FC networks.

• Point-to-Point—Two ENodes are connected to the network and
form a single VN_Port to VN_Port virtual link. This is analogous
to the point-to-point FC link between an FC initiator and an FC
target.

VN2VNMode

AllMAC address of the connected FCoE node (ENode).ENode-MAC

detailInterface connected to the ENode.Interface

AllMAC address of a VN_Port on the ENode.VN-Port MAC

5255Copyright © 2014, Juniper Networks, Inc.

Chapter 60: Administration



Table 416: show fip snooping Output Fields (continued)

Level of
OutputField DescriptionField Name

detailRuntime interval in seconds of the last FIP keepalive advertisement
the ENode sent to the FCF on behalf of the VN_Port (VN_Port
FKA_ADV). This value changes every time the ENode sends a
VN_Port FKA_ADV to the FCF.

FKA-ADV

detail(QFX Series only)
Number of VN_Ports active on an ENode.

Active VN_Ports

detail(QFX Series only)
Media access control (MAC) address of the VN_Port at the other
end of the virtual link.

Vlink far-end VN-Port-MAC

Sample Output

show fip snooping

user@switch> show fip snooping
VLAN : fcoevlan1     FC-MAP : 0e:fc:00    
  FCF : 00:10:94:00:00:01   Session Count : 2    
    Enode-MAC : 00:10:94:00:00:02
      VN-Port-MAC : 0E:FC:00:00:00:05
      VN-Port-MAC : 0E:FC:00:00:00:01

show fip snooping brief (QFX Series)

user@switch> show fip snooping brief
VLAN: vlan100,    Mode: VN2VF Snooping
  FC-MAP: 0e:fc:00
  FCF: 30:10:94:01:00:00    Session Count: 2
    Enode-MAC: 10:10:94:01:00:01
      VN-Port-MAC: 0e:fc:00:01:0d:01
      VN-Port-MAC: 0e:fc:00:01:0e:01
VLAN: vlan101,    Mode: VN2VN Snooping
  FC-MAP: 0e:fc:00
    Enode-MAC: 10:10:94:01:00:02 VN_Port count: 1
      VN-Port-MAC: 0e:fc:00:01:0a:01  Session Count: 2
    Enode-MAC: 10:10:94:01:00:03 VN_Port count: 0

show fip snooping detail (QFX Series)

user@switch> show fip snooping detail
root@sw-pa02v> show fip snooping detail
VLAN: vlan100,  Mode: VN2VF Snooping
  FC-MAP: 0e:fc:00
  FCF Information
  FCF-MAC            : 30:10:94:01:00:00
  Active Sessions    : 2
  Configured FKA-ADV : 258
  Running FKA-ADV    : 188
    Enode Information
    Enode-MAC: 10:10:94:01:00:01,       Interface: xe-0/0/10
    Configured FKA-ADV : 258
    Running FKA-ADV    : 230
      Session Information
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      VN-Port MAC: 0e:fc:00:01:0d:01,   FKA-ADV : 230
      VN-Port MAC: 0e:fc:00:01:0e:01,   FKA-ADV : 245

VLAN: vlan101,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Multi-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/10
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 2
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0c:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/11
      Active VN_Ports : 0

show fip snooping detail

user@switch> show fip snooping detail
VLAN : fcoevlan1    FC-MAP : 0e:fc:00
  FCF Information
  FCF-MAC            : 00:10:94:00:00:01
  Active Sessions    : 2
  Configured FKA-ADV : 258
  Running FKA-ADV    : 244
    Enode Information
    Enode-MAC : 00:10:94:00:00:02       Interface : xe-0/0/1
    Configured FKA-ADV : 258
    Running FKA-ADV    : 248
      Session Information
      VN-Port MAC : 0E:FC:00:00:00:05   FKA-ADV : 264
      VN-Port MAC : 0E:FC:00:00:00:01   FKA-ADV : 260
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show fip snooping enode

Syntax show fip snooping enode enode-mac
<brief | detail>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display FIP snooping FCoE node (ENode) information.

Options brief | detail—(Optional) Display the specified level of output.

enode-mac—Display information for the ENode specified by the MAC address.

vlan vlan-name—(Optional) Display FIP snooping information for the ENode on only the

specified VLAN.

Required Privilege
Level

view

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• Example: Configuring an FCoE Transit Switch

• show fip snooping on page 5254

• show fip snooping fcf on page 5262

• show fip snooping interface on page 5265

• show fip snooping statistics on page 5268

• show fip snooping vlan on page 5271

List of Sample Output show fip snooping enode on page 5260
show fip snooping enode brief (QFX Series) on page 5260
show fip snooping enode detail (QFX Series) on page 5260
show fip snooping enode detail on page 5260

Output Fields Table 417 on page 5258 lists the output fields for the show fip snooping enode command.

Output fields are listed in the approximate order in which they appear.

Table 417: show fip snooping enode Output Fields

Level of
OutputField DescriptionField Name

AllMAC address of the ENode.ENode and ENodeMAC

AllName of the VLAN.VLAN

AllInterface connected to the ENode.Interface
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Table 417: show fip snooping enode Output Fields (continued)

Level of
OutputField DescriptionField Name

All(QFX Series only)
Snooping mode enabled on the FCoE VLAN:

• VN2VFSnooping—TheFCoEVLAN isconfigured forFIPsnooping
between an ENode VN_Port and a switch VF_Port.

• VN2VN Snooping—The FCoE VLAN is configured for VN_Port to
VN_Port FIP snooping between ENode VN_Ports.

Mode

brief(QFX Series only)
Number of VN_Ports active on an ENode.

VN_Port Count

AllCurrent number of virtual link sessions with VN_Ports.Session Count

detailFIP keepalive interval in seconds configuredon theFCoE forwarder
(FCF) multiplied by three. For example, if the FKA_ADV period
configured on the FCF is 86 seconds, the value of this field is 258.
This value remains constant.

For the QFX Series only, the output of this field is always 0 (zero)
if the VLAN is an FCoE-FC gateway VLAN. If the VLAN is a FIP
snoopingVLAN(a transit switchVLAN), then theoutput isaccurate.
This is because for an FCoE-FC gateway VLAN, FIP snooping is
performed internally and the keepalive advertisements are not
tracked by the switch’s Ethernet module.

Configured FKA-ADV

detailRuntime interval in secondsof the last FIP keepaliveadvertisement
the ENode sent to the FCF. This value changes every time the
ENode sends an FKA_ADV to the FCF.

For the QFX Series only, the output of this field is always 0 (zero)
if the VLAN is an FCoE-FC gateway VLAN. If the VLAN is a FIP
snoopingVLAN(a transit switchVLAN), then theoutput isaccurate.
This is because for an FCoE-FC gateway VLAN, FIP snooping is
performed internally and the keepalive advertisements are not
tracked by the switch’s Ethernet module.

Running FKA-ADV

AllMAC address of a VN_Port on the ENode.VN-Port or VN-Port-MAC

detailRuntime interval in secondsof the last FIP keepaliveadvertisement
the ENode sent to the FCF on behalf of the VN_Port (VN_Port
FKA_ADV). This value changes every time the ENode sends a
VN_Port FKA_ADV to the FCF.

FKA-ADV

AllMAC address of the FCF to which the VN_Port is connected.FCF or FCF-MAC

detail(QFX Series only)
Beacon period interval in milliseconds.

Beacon Period
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Table 417: show fip snooping enode Output Fields (continued)

Level of
OutputField DescriptionField Name

detail(QFX Series only)
Mode of VN2VN_Port snooping:

• Multi-Point—MultipleENodesare connected to thenetworkand
formmultiple virtual links. Each virtual link is created between
one pair of VN_Ports. This is analogous to the loopmode in
traditional FC networks.

• Point-to-Point—Two ENodes are connected to the network and
form a single VN_Port to VN_Port virtual link. This is analogous
to the point-to-point FC link between an FC initiator and an FC
target.

VN2VNMode

detail(QFX Series only)
Media access control (MAC) address of the VN_Port at the other
end of the virtual link.

Vlink far-end VN-Port-MAC

Sample Output

show fip snooping enode

user@switch> show fip snooping enode 00:10:94:00:00:02
Enode : 00:10:94:00:00:02   VLAN : vlan1   Interface : xe-0/0/1
        VN-Port-MAC           FCF-MAC
        0E:FC:00:00:00:05     00:10:94:00:00:01
        0E:FC:00:00:00:01     00:10:94:00:00:01

show fip snooping enode brief (QFX Series)

user@switch> show fip snooping enode 10:10:94:01:00:02 brief
Enode: 10:10:94:01:00:02 ,  VLAN: vlan101,  Interface: xe-0/0/10
  Mode: VN2VF Snooping      VN_Port Count: 1
        VN_Port Information
        VN_Port Mac: 0e:fc:00:01:0a:01     Session Count: 2

show fip snooping enode detail (QFX Series)

user@switch> show fip snooping enode 10:10:94:01:00:02 detail
Enode MAC: 10:10:94:01:00:02,   VLAN: vlan101,  Interface: xe-0/0/10
  Mode: VN2VF Snooping       VN_Port Count: 1
  Beacon_Period: 90000       VN2VN Mode: Multi-Point
        VN_Port Information
        VN_Port Mac: 0e:fc:00:01:0a:01     Session Count: 2
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0b:01
     Vlink far-end VN-Port-MAC: 0e:fc:00:01:0c:01

show fip snooping enode detail

user@switch> show fip snooping enode 00:10:94:00:00:02 detail
Enode MAC : 00:10:94:00:00:02   VLAN : vlan1    Interface : xe-0/0/1
Configured FKA-ADV : 258        Running FKA-ADV : 213
  Session Information
  VN-Port : 0E:FC:00:00:00:05   FKA-ADV : 229   FCF : 00:10:94:00:00:01
  VN-Port : 0E:FC:00:00:00:01   FKA-ADV : 225   FCF : 00:10:94:00:00:01
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show fip snooping fcf

Syntax show fip snooping fcf fcf-mac
<brief | detail>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display FIP snooping FCoE forwarder (FCF) information.

Options brief | detail—(Optional) Display the specified level of output.

fcf-mac—Display information for the FCF specified by the MAC address.

vlan-name—(Optional)DisplayFIP snooping information for theFCFononly the specified

VLAN.

Required Privilege
Level

view

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• Example: Configuring an FCoE Transit Switch

• show fip snooping on page 5254

• show fip snooping enode on page 5258

• show fip snooping interface on page 5265

• show fip snooping statistics on page 5268

• show fip snooping vlan on page 5271

List of Sample Output show fip snooping fcf on page 5263
show fip snooping fcf detail on page 5263

Output Fields Table 418 on page 5262 lists the output fields for the show fip snooping fcf command.

Output fields are listed in the approximate order in which they appear.

Table 418: show fip snooping fcf Output Fields

Level of OutputField DescriptionField Name

AllMAC address of the FCoE forwarder.FCF or FCF-MAC

AllName of the VLAN.VLAN

NoneCurrent number of virtual link sessions with VN_Ports.Session Count
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Table 418: show fip snooping fcf Output Fields (continued)

Level of OutputField DescriptionField Name

detailFIP keepalive interval in seconds configured on the FCF
multipliedby three. For example, if theFKA_ADVperiod
configured on the FCF is 86 seconds, the value of this
field is 258.

Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement the FCF received. This value changes
every time the FCF receives an FKA_ADV.

Running FKA-ADV

AllMAC address of the connected ENode.ENode-MAC

detailInterface connected to the ENode.• Interface

detailFIP keepalive interval in seconds configured on the FCF
multipliedby three. For example, if theFKA_ADVperiod
configured on the FCF is 86 seconds, the value of this
field is 258. This value remains constant.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement the ENode sent to the FCF. This value
changes every time the ENode sends an FKA_ADV to
the FCF.

• Running FKA-ADV

AllMAC address of a VN_Port on the ENode.• VN-Port MAC

detailRuntime interval in seconds of the last FIP keepalive
advertisement the ENode sent to the FCF on behalf of
the VN_Port (VN_Port FKA_ADV). This value changes
every time the ENode sends aVN_Port FKA_ADV to the
FCF.

• FKA-ADV

Sample Output

show fip snooping fcf

user@switch> show fip snooping fcf 00:10:94:00:00:01
FCF : 00:10:94:00:00:01   VLAN : vlan1   Session Count : 2    
  Enode-MAC : 00:10:94:00:00:02
    VN-Port-MAC : 0E:FC:00:00:00:05
    VN-Port-MAC : 0E:FC:00:00:00:01

show fip snooping fcf detail

user@switch> show fip snooping fcf 00:10:94:00:00:01 detail
FCF-MAC : 00:10:94:00:00:01     VLAN : vlan1
Configured FKA-ADV : 258        Running FKA-ADV : 222
  Enode Information
  Enode-MAC : 00:10:94:00:00:02 Interface: xe-0/0/1
  Configured FKA-ADV : 258
  Running FKA-ADV    : 226
    Session Information
    VN-Port MAC : 0E:FC:00:00:00:05     FKA-ADV : 242
    VN-Port MAC : 0E:FC:00:00:00:01     FKA-ADV : 238
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show fip snooping interface

Syntax show fip snooping interface interface-name
<brief | detail>

Release Information Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display FIP snooping information for the specified interface.

Options brief | detail—(Optional) Display the specified level of output.

interface-name—Display information for the specified interface.

Required Privilege
Level

view

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• show fip snooping on page 5254

• show fip snooping enode on page 5258

• show fip snooping fcf on page 5262

• show fip snooping statistics on page 5268

• show fip snooping vlan on page 5271

List of Sample Output show fip snooping interface on page 5267
show fip snooping interface detail on page 5267

Output Fields Table 419 on page 5265 lists the output fields for the show fip snooping interface

interface-name command. Output fields are listed in the approximate order inwhich they

appear.

Table 419: show fip snooping interface Output Fields

Level of
OutputField DescriptionField Name

AllName of the VLAN.VLAN

AllFCoEmapped address prefix of the FCoE forwarder for the VLAN.FC-MAP

AllMAC address of the FCF.FCF or FCF-MAC

AllCurrent number of virtual link sessions with VN_Ports.Session Count or Active Sessions
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Table 419: show fip snooping interface Output Fields (continued)

Level of
OutputField DescriptionField Name

detailFIP keepalive interval in seconds configured on the FCFmultiplied
by three. For example, if the FKA_ADV period configured on the FCF
is 86 seconds, the value of this field is 258.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive advertisement
the FCF received. This value changes every time the FCF receives
an FKA_ADV.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Running FKA-ADV

AllMAC address of the connected FCoE node (ENode).ENode-MAC

detailInterface connected to the ENode.Interface

detailFIP keepalive interval in seconds configured on the FCFmultiplied
by three. For example, if the FKA_ADV period configured on the FCF
is 86 seconds, the value of this field is 258. This value remains
constant.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive advertisement
theENodesent to theFCF.This valuechangesevery time theENode
sends an FKA_ADV to the FCF.

For the QFX Series only, the output of this field is always 0 (zero) if
theVLAN isanFCoE-FCgatewayVLAN. If theVLAN isaFIPsnooping
VLAN (a transit switch VLAN), then the output is accurate. This is
because for an FCoE-FC gateway VLAN, FIP snooping is performed
internally and the keepalive advertisements are not tracked by the
switch’s Ethernet module.

Running FKA-ADV

AllMAC address of a VN_Port on the ENode.VN-Port MAC
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Table 419: show fip snooping interface Output Fields (continued)

Level of
OutputField DescriptionField Name

detailRuntime interval in seconds of the last FIP keepalive advertisement
the ENode sent to the FCF on behalf of the VN_Port (VN_Port
FKA_ADV). This value changes every time the ENode sends a
VN_Port FKA_ADV to the FCF.

FKA-ADV

Sample Output

show fip snooping interface

user@switch> show fip snooping interface xe-0/0/9.0
VLAN: vlan_100,    FC-MAP: 0e:fc:00
  FCF: 30:10:94:01:00:00    Session Count: 1
    Enode-MAC: 10:10:94:01:00:01
      VN-Port-MAC: 0e:fc:00:01:0a:01

show fip snooping interface detail

user@switch> show fip snooping interface xe-0/0/9.0 detail
VLAN: vlan_100, FC-MAP: 0e:fc:00
  FCF Information
  FCF-MAC            : 30:10:94:01:00:00
  Active Sessions    : 1
  Configured FKA-ADV : 368640000
  Running FKA-ADV    : 0
    Enode Information
    Enode-MAC: 10:10:94:01:00:01,       Interface: xe-0/0/9
    Configured FKA-ADV : 368640000
    Running FKA-ADV    : 0
      Session Information
      VN-Port MAC: 0e:fc:00:01:0a:01,   FKA-ADV : 0
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show fip snooping statistics

Syntax show fip snooping statistics
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display FIP snooping statistics.

Options vlan vlan-name—(Optional) Display FIP snooping statistics for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

Example: Configuring an FCoE Transit Switch•

• Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

• show fip snooping on page 5254

• show fip snooping enode on page 5258

• show fip snooping fcf on page 5262

• show fip snooping interface on page 5265

• show fip snooping vlan on page 5271

List of Sample Output show fip snooping statistics (FIP Snooping) on page 5270
show fip snooping statistics (VN2VN_Port Snooping) on page 5270

Output Fields Table420onpage5268lists theoutput fields for theshowfipsnoopingstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 420: show fip snooping statistics Output Fields

Field DescriptionField Name

Name of the VLAN for which a set of statistics is displayed.VLAN

(QFX Series only)
Snooping mode enabled on the FCoE VLAN:

• VN2VF Snooping—The FCoE VLAN is configured for FIP
snooping between an ENode VN_Port and a switch VF_Port.

• VN2VNSnooping—The FCoE VLAN is configured for VN_Port
to VN_Port FIP snooping between ENode VN_Ports.

Mode

Number of multicast discovery solicitation messages sent on
the VLAN.

Number of MDS
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Table 420: show fip snooping statistics Output Fields (continued)

Field DescriptionField Name

Number of unicast discovery solicitation messages sent on the
VLAN.

Number of UDS

Number of fabric logins on the VLAN.Number of FLOGI

Number of fabric discovery logins on the VLAN.Number of FDISC

Number of fabric logouts on the VLAN.Number of LOGO

Number of ENode keepalive messages sent on the VLAN.Number of ENode-keep-alive

Number of VN_Port keepalive messages sent on the VLAN.Number of VNPort-keep-alive

Number of multicast discovery advertisement messages sent
on the VLAN.

Number of MDA

Number of unicast discovery advertisement messages sent on
the VLAN.

Number of UDA

Number of fabric logins accepted on the VLAN.Number of FLOGI_ACC

Number of fabric logins rejected on the VLAN.Number of FLOGI_RJT

Number of fabric discoveries accepted on the VLAN.Number of FDISC_ACC

Number of fabric discoveries rejected on the VLAN.Number of FDISC_RJT

Number of fabric logouts accepted on the VLAN.Number of LOGO_ACC

Number of fabric logouts rejected on the VLAN.Number of LOGO_RJT

Number of clear virtual links (CVL) actions on the VLAN.Number of CVL

(QFX Series only)
Number of multicast N_Port_ID probes sent to the
ALL-VN2VN-ENode-MACsmulticast address on the VLAN.

Number of VN_Port Probes Req

(QFX Series only)
Number of multicast N_Port_ID claim notifications sent on the
VLAN.

Number of VN_Port ClaimNotif

(QFX Series only)
Number of multicast beacons sent on the VLAN.

Number of VN_Port Beacons

(QFX Series only)
Numberof replies toN_Port_IDprobessenton theVLAN.Replies
are unicast to the ENode MAC address of the probe requester.

Number of VN_Port Probes
Reply
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Table 420: show fip snooping statistics Output Fields (continued)

Field DescriptionField Name

(QFX Series only)
Number of replies to N_Port_ID claim notifications sent on the
VLAN. Replies are unicast to the ENode MAC address of the
claim notifier.

NumberofVN_PortClaimReply

Sample Output

show fip snooping statistics (FIP Snooping)

user@switch> show fip snooping statistics
VLAN: fcoevlan1      Mode: VN2VF Snooping

    Number of MDS:               2
    Number of UDS:               2
    Number of FLOGI:             2
    Number of FDISC:             2
    Number of LOGO:              0
    Number of Enode-keep-alive:  200
    Number of VNPort-keep-alive: 200

    Number of MDA:               25
    Number of UDA:               2
    Number of FLOGI_ACC:         2
    Number of FLOGI_RJT:         0
    Number of FDISC_ACC:         2
    Number of FDISC_RJT:         0
    Number of LOGO_ACC:          0
    Number of LOGO_RJT:          0
    Number of CVL:               0

show fip snooping statistics (VN2VN_Port Snooping)

user@switch> show fip snooping statistics
VLAN: vlan101   Mode: VN2VN Snooping

Number of VN_Port Probes Req:        3
Number of VN_Port Claim Notif:       3
Number of VN_Port Beacons:           0

Number of VN_Port Probes Reply:      3
Number of VN_Port Claim Reply:       3
Number of FLOGI:                     0
Number of FLOGI_ACC:                 0
Number of FLOGI_RJT:                 0
Number of FDISC:                     0
Number of FDISC_ACC:                 0
Number of FDISC_RJT:                 0
Number of LOGO:                      0
Number of LOGO_ACC:                  0
Number of LOGO_RJT:                  0
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show fip snooping vlan

Syntax show fip snooping vlan vlan-name
<brief | detail>

Release Information Command introduced in Junos OS Release 10.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display FIP snooping VLAN information.

Options brief | detail—(Optional) Display the specified level of output.

vlan-name—Display information for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

Configuring VN2VF_Port FIP Snooping and FCoETrusted Interfaces on an FCoETransit

Switch on page 5069

•

• Example: Configuring an FCoE Transit Switch

• show fip snooping on page 5254

• show fip snooping enode on page 5258

• show fip snooping fcf on page 5262

• show fip snooping interface on page 5265

• show fip snooping statistics on page 5268

List of Sample Output show fip snooping vlan on page 5273
show fip snooping vlan (QFX Series, VN2VF_Port FIP Snooping) on page 5273
show fip snooping vlan (QFX Series, VN2VN_Port FIP Snooping) on page 5273
show fip snooping vlan detail (QFX Series, VN2VN_Port FIP Snooping) on page 5274
show fip snooping vlan detail on page 5274

Output Fields Table 421 on page 5271 lists the output fields for the show fip snooping vlan command.

Output fields are listed in the approximate order in which they appear.

Table 421: show fip snooping vlan Output Fields

Level of OutputField DescriptionField Name

AllName of the VLAN.VLAN
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Table 421: show fip snooping vlan Output Fields (continued)

Level of OutputField DescriptionField Name

All(QFX Series only)
Snooping mode enabled on the FCoE VLAN:

• VN2VF Snooping—The FCoE VLAN is configured for
FIP snooping between an ENode VN_Port and a
switch VF_Port.

• VN2VN Snooping—The FCoE VLAN is configured for
VN_Port to VN_Port FIP snooping between ENode
VN_Ports.

Mode

(QFX Series only)
Number of VN_Ports active on an ENode when the
mode is VN2VN_Port FIP snooping.

VN_Port count

AllFCoEmapped address prefix of the FCoE forwarder for
the VLAN.

FC-MAP

detail(QFX Series only)
Beacon period interval in milliseconds.

Beacon_Period

detail(QFX Series only)
Mode of VN2VN_Port snooping:

• Multi-Point—Multiple ENodes are connected to the
network and formmultiple virtual links. Each virtual
link is created between one pair of VN_Ports. This is
analogous to the loopmode in traditional FC
networks.

• Point-to-Point—Two ENodes are connected to the
networkand formasingleVN_Port toVN_Port virtual
link. This is analogous to the point-to-point FC link
between an FC initiator and an FC target.

VN2VNMode

AllMAC address of the FCF.FCF or FCF-MAC

AllCurrent number of virtual link sessions with VN_Ports.Session Count or Active Sessions

detailFIP keepalive interval in seconds configured on the FCF
multipliedby three. For example, if theFKA_ADVperiod
configured on the FCF is 86 seconds, the value of this
field is 258.

Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement the FCF received. This value changes
every time the FCF receives an FKA_ADV.

Running FKA-ADV
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Table 421: show fip snooping vlan Output Fields (continued)

Level of OutputField DescriptionField Name

AllMAC address of the connected ENode.ENode-MAC

detailInterface connected to the ENode.• Interface

detailFIP keepalive interval in seconds configured on the FCF
multipliedby three. For example, if theFKA_ADVperiod
configured on the FCF is 86 seconds, the value of this
field is 258. This value remains constant.

• Configured FKA-ADV

detailRuntime interval in seconds of the last FIP keepalive
advertisement the ENode sent to the FCF. This value
changes every time the ENode sends an FKA_ADV to
the FCF.

• Running FKA-ADV

AllMAC address of a VN_Port on the ENode.• VN-Port MAC

detailRuntime interval in seconds of the last FIP keepalive
advertisement the ENode sent to the FCF on behalf of
the VN_Port (VN_Port FKA_ADV). This value changes
every time the ENode sends aVN_Port FKA_ADV to the
FCF.

• FKA-ADV

detail(QFX Series only)
Number of VN_Ports active on an ENode.

• Active VN_Ports

detail(QFX Series only)
Media access control (MAC) address of the VN_Port at
the other end of the virtual link.

• Vlink far-end VN-Port-MAC

Sample Output

show fip snooping vlan

user@switch> show fip snooping vlan fcoevlan1
VLAN : fcoevlan1     FC-MAP : 0e:fc:00    
  FCF : 00:10:94:00:00:01   Session Count : 2    
    Enode-MAC : 00:10:94:00:00:02
      VN-Port-MAC : 0E:FC:00:00:00:05
      VN-Port-MAC : 0E:FC:00:00:00:01

show fip snooping vlan (QFX Series, VN2VF_Port FIP Snooping)

user@switch> show fip snooping vlan fcoevlan1
VLAN : fcoevlan1     Mode: VN2VF Snooping
  FC-MAP : 0e:fc:00    
  FCF : 00:10:94:00:00:01   Session Count : 2    
    Enode-MAC : 00:10:94:00:00:02
      VN-Port-MAC : 0E:FC:00:00:00:05
      VN-Port-MAC : 0E:FC:00:00:00:01

show fip snooping vlan (QFX Series, VN2VN_Port FIP Snooping)

user@switch> show fip snooping vlan vlan101
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VLAN: vlan101,    Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00
    Enode-MAC: 10:10:94:01:00:02 VN_Port count: 1
      VN-Port-MAC: 0e:fd:00:00:0a:01  Session Count: 2
    Enode-MAC: 10:10:94:01:00:03 VN_Port count: 0

show fip snooping vlan detail (QFX Series, VN2VN_Port FIP Snooping)

user@switch> show fip snooping vlan vlan101 detail
VLAN: vlan101,  Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
  Beacon_Period:  90000
  VN2VN Mode: Multi-Point
    Enode Information
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/10
      Active VN_Ports : 1
      VN_Port Information
      VN-Port MAC: 0e:fd:00:00:0a:01
         Active Sessions    : 2
         Session Information
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0b:01
     Vlink far-end VN-Port-MAC: 0e:fd:00:00:0c:01
    Enode-MAC: 10:10:94:01:00:02,       Interface: xe-0/0/11
      Active VN_Ports : 0

show fip snooping vlan detail

user@switch> show fip snooping vlan fcoevlan1 detail
VLAN : fcoevlan1    FC-MAP : 0e:fc:00
  FCF Information
  FCF-MAC            : 00:10:94:00:00:01
  Active Sessions    : 2
  Configured FKA-ADV : 258
  Running FKA-ADV    : 235
    Enode Information
    Enode-MAC : 00:10:94:00:00:02       Interface : xe-0/0/1
    Configured FKA-ADV : 258
    Running FKA-ADV    : 239
      Session Information
      VN-Port MAC : 0E:FC:00:00:00:05   FKA-ADV : 255
      VN-Port MAC : 0E:FC:00:00:00:01   FKA-ADV : 251
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show fip vlan-discovery

Syntax show fip vlan-discovery (enodes | statistics)

Release Information Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display FCoE VLAN information from the Fibre Channel switch or FCoE forwarder (FCF).

Options enodes—Display VLAN discovery information for each ENode.

statistics—Display VLAN discovery information statistics.

Required Privilege
Level

view

Related
Documentation

clear fip vlan-discovery statistics on page 5163•

• Understanding FIP Functions on page 4817

• Understanding FIP Implementation on page 4821

List of Sample Output show fip vlan-discovery enodes on page 5276
show fip vlan-discovery statistics (QFX3500) on page 5276
show fip vlan-discovery statistics (QFabric Systems) on page 5276

Output Fields Table 422 on page 5275 lists the output fields for the show fip vlan-discovery command.

Output fields are listed in the approximate order in which they appear.

Table 422: show fip vlan-discovery Output Fields

Level of OutputField DescriptionField Name

enodesMedia access control (MAC) address
of the ENode.

Enode-MAC

enodesName of the interface.Interface

AllNumber of unsolicited VLANdiscovery
notifications.

Unsolicited notification count

statisticsNumber of solicited VLAN discovery
notifications.

Solicited notification count

statisticsDisplays the name of the Node group
on QFabric systems.

Node Group Name

statisticsNumber of VLAN discovery requests
sentby theENode.Thisnumbershould
match the Solicited notification count
number.

Request count

enodesTags of the FIP-enabled VLANs.VLAN tags
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Sample Output

show fip vlan-discovery enodes

user@switch> show fip vlan-discovery enodes

Enode-MAC            Interface      Unsolicited     Vlan Tags
                                    Notification
                                    Count
00:10:94:00:00:02    xe-0/0/9.0        0            400

show fip vlan-discovery statistics (QFX3500)

user@switch> show fip vlan-discovery statistics
Request count: 0
Solicited notification count: 0
Unsolicited notification count: 1

show fip vlan-discovery statistics (QFabric Systems)

user@switch> show fip vlan-discovery statistics
NW-NG-0:
--------------------------------------------
Request count: 0
Solicited notification count: 0
Unsolicited notification count: 1

BBAK0399:
--------------------------------------------
Request count: 0
Solicited notification count: 0
Unsolicited notification count: 1

FCG001:
--------------------------------------------
Request count: 0
Solicited notification count: 0
Unsolicited notification count: 1
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show route forwarding-table family fibre-channel

Syntax show route forwarding-table family fibre-channel
<brief | detail | extensive>
<all>
<destination destination-prefix>
<interface-name interface-name>
<label label>
<matching ip-prefix>
<multicast>
<summary>
<table routing-table-name>
<vlan vlan-name>
<vpn vpn-instance-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Fibre Channel family forwarding table route information.

Options brief | detail | extensive—(Optional) Display the specified level of output.

all—Display all routing forwarding tables.

destination destination-prefix—Destination prefix.

interface-name interface-name—Name of the interface.

label label—Display route entries for the specified label name.

matching ip-prefix—Display route entries for the specified IP prefix or length.

multicast—Display multicast routes.

summary—Display route count instead of details.

table routing-table-name—Name of the routing table.

vlan vlan-name—Name of the VLAN.

vpn vpn-instance-name—Name of the VPN instance.

Required Privilege
Level

view

Related
Documentation

show fibre-channel next-hops on page 5237•

• show fibre-channel routes on page 5239

List of Sample Output show route forwarding-table family fibre-channel on page 5278

Output Fields Table 423 on page 5278 lists the output fields for the show route forwarding-table family

fibre-channel command. Output fields are listed in the approximate order in which they

appear.
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Table 423: show route forwarding-table family fibre-channel Output Fields

Field DescriptionField Name

Name of the routing table.Routing table

Route destination.Destination

Type of route internal to Junos OS.Type

Route reference count internal to Junos OS.RtRef

Type of next hop internal to Junos OS.Next hop Type

Next-hop index identifier.Index

Number of routes that refer to the next hop.NhRef

Interface used to reach the next hop.Netif

Sample Output

show route forwarding-table family fibre-channel

user@switch> show route forwarding-table family fibre-channel
Routing table: default.fibre-channel
Fibre Channel:
Destination      Type RtRef Next hop           Type Index NhRef Netif
default          perm     0                    dscd   126     1
0x30000/24       user     0                    ucst   674     2 fc-0/0/0.0
0x30001/24       user     0                    ucst   675     2 vlan.100
0x30002/24       user     0                    ucst   676     2 vlan.100
0x30003/24       user     0                    ucst   677     2 vlan.100
0x30004/24       user     0                    ucst   678     2 vlan.100
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CHAPTER 61

Troubleshooting

• Troubleshooting Procedures on page 5279

Troubleshooting Procedures

• Troubleshooting Dropped FCoE Traffic on page 5279

• Troubleshooting Fibre Channel Interface Deletion on page 5282

• Troubleshooting Dropped FIP Traffic on page 5283

Troubleshooting Dropped FCoE Traffic

Problem Fibre Channel over Ethernet (FCoE) traffic for which you want guaranteed delivery is

dropped.

Cause Thereare several possible causesofdroppedFCoE traffic (the list numbersof thepossible

causes correspond to the list numbers of the solutions in the Solution section.):

1. Priority-based flow control (PFC) is not enabled on the FCoE priority (IEEE 802.1p

codepoint) in both the input andoutput stanzasof the congestionnotificationprofile.

2. The FCoE traffic is not classified correctly at the ingress interface. FCoE traffic should

either use the default fcoe forwarding class and classifier configuration (maps the

fcoe forwarding class to IEEE 802.1p code point 011) or be mapped to a lossless

forwarding class and to the code point enabled for PFC on the input and output

interfaces.

3. Thecongestionnotificationprofile thatenablesPFCon theFCoEpriority isnotattached

to the interface.

4. The forwarding class set (priority group) used for guaranteed delivery traffic does not

include the forwarding class used for FCoE traffic.

5. Insufficient bandwidth has been allocated for the FCoE queue or for the forwarding

class set to which the FCoE queue belongs.

6. If you are using Junos OS Release 12.2, the fcoe forwarding class has been explicitly

configured instead of using the default fcoe forwarding class configuration

(forwarding-class-to-queuemapping).
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NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure the lossless forwarding
classes, the trafficmapped to those forwarding classes is treated as lossy
(best effort) traffic and does not receive lossless treatment.

7. If you are using Junos OS Release 12.3 or later and you are not using the default fcoe

forwarding class configuration, the forwarding class used for FCoE is not configured

with the no-loss packet drop attribute. In Junos OS 12.3 or later, explicit forwarding

classes configurations must include the no-loss packet drop attribute to be treated

as lossless forwarding classes.

Solution The list numbers of the possible solutions correspond to the list numbers of the causes

in the Cause section.

Copyright © 2014, Juniper Networks, Inc.5280

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



1. Check the congestion notification profile (CNP) to see if PFC is enabled on the FCoE

priority (the correct IEEE 802.1p code point) on both input and output interfaces. Use

the show class-of-service congestion-notification operational command to show the

code points that are enabled for PFC in each CNP.

If you are using the default configuration, FCoE traffic is mapped to code point 011

(priority 3). In this case, the input stanza of the CNP should show that PFC is enabled

on code point 011, and the output stanza should show that priority 011 is mapped to

flow control queue 3.

If you explicitly configured a forwarding class for FCoE traffic, ensure that:

• You specified theno-losspacket dropattribute in the forwarding class configuration

• The code point mapped to the FCoE forwarding class in the ingress classifier is the

code point enabled for PFC in the CNP input stanza

• The code point and output queue used for FCoE traffic are mapped to each other

in the CNP output stanza (if you are not using the default priority and queue, you

must explicitly configure each output queue that you want to respond to PFC

messages)

For example, if you explicitly configure a forwarding class for FCoE traffic that is

mapped to output queue 5 and to code point 101 (priority 5), the output of the show

class-of-service congestion-notification looks like:

Name: fcoe_p5_cnp, Index: 12183
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

2. Use the show class-of-service classifier type ieee-802.1p operational command to

check if the classifier maps the forwarding class used for FCoE traffic to the correct

IEEE 802.1p code point.

3. Ensure that thecongestionnotificationprofile andclassifier areattached to thecorrect

ingress interface. Use the operational command show configuration class-of-service

interfaces interface-name.

4. Check that the forwardingclass set includes the forwardingclassused for FCoE traffic.

Use the operational command show configuration class-of-service

forwarding-class-sets to show the configured priority groups and their forwarding

classes.
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5. Verify theamountofbandwidthallocated to thequeuemappedto theFCoEforwarding

class and to the forwarding class set to which the FCoE traffic queue belongs. Use

the show configuration class-of-service schedulers scheduler-name operational

command (specify the scheduler for FCoE traffic as the scheduler-name) to see the

minimum guaranteed bandwidth (transmit-rate) andmaximum bandwidth

(shaping-rate) for the queue.

Use the showconfigurationclass-of-service traffic-control-profiles traffic-control-profile

operational command (specify the traffic control profile used for FCoE traffic as the

traffic-control-profile) to see the minimum guaranteed bandwidth (guaranteed-rate)

andmaximum bandwidth (shaping-rate) for the forwarding class set.

6. Delete the explicit FCoE forwarding-class-to-queuemapping so that the systemuses

the default FCoE forwarding-class-to-queuemapping. Include the delete

forwarding-classes class fcoe queue-num 3 statement at the [edit class-of-service]

hierarchy level to remove the explicit configuration. The system then uses the default

configuration for the FCoE forwarding class and preserves the lossless treatment of

FCoE traffic.

7. Use the show class-of-service forwarding-class operational command to display the

configured forwardingclasses. TheNo-Losscolumnshowswhether lossless transport

is enabled or disabled for each forwarding class. If the forwarding class used for FCoE

traffic is not enabled for lossless transport, include the no-loss packet drop attribute

in the forwarding class configuration (set class-of-service forwarding-classes class

fcoe-forwarding-class-name queue-num queue-number no-loss).

See “Example: Configuring CoS PFC for FCoE Traffic” on page 4921 for step-by-step

instructions on how to configure PFC for FCoE traffic, including classifier, interface,

congestion notification profile, PFC, and bandwidth scheduling configuration.

Related
Documentation

show class-of-service congestion-notification on page 5825•

• show class-of-service forwarding-class-set on page 5833

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Troubleshooting Fibre Channel Interface Deletion

Problem You deleted a Fibre Channel (FC) interface at the [edit interfaces] hierarchy level, but

the commit check fails so the interface is not deleted.

Cause Youmust first delete the FC interface from the FC fabric on the QFX Series before you

can delete the FC interface at the [edit interfaces] hierarchy level. Youmust perform

both operations to delete a FC interface.
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Solution First delete the interface from the FC fabric and then delete the interface from the QFX

Series:

1. Delete the FC interface from the FC fabric to which it belongs:

[edit]
user@switch# delete fc-fabrics fabric-name interface interface-name

For example, to delete the FC interface fc-0/0/3.0 from an FC fabric named sanfab1:

[edit]
user@switch# delete fc-fabrics sanfab1 interface fc-0/0/3.0

2. Delete the FC interface at the [edit interfaces] hierarchy level:

[edit]
user@switch: delete interfaces interface-name

For example, to delete the interface fc-0/0/3.0 from the switch:

[edit]
user@switch: delete interfaces fc-0/0/3.0

Related
Documentation

fc-fabrics on page 5113•

• interface on page 5120

• interfaces on page 2075

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

Troubleshooting Dropped FIP Traffic

Problem Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) traffic such as FIP VLAN

discovery and notification frames is dropped on the QFX Series.

Cause The interface onwhich the FIP traffic is droppeddoes not have a nativeVLANconfigured.

FIP VLAN discovery and notification messages are exchanged as untagged packets on

the native VLAN. (After the FCoE session with the Fibre Channel switch is established,

FCoE traffic uses the FCoE VLAN.)

Solution Check to ensure that every 10-Gigabit Ethernet interface that connects to an FCoEdevice

includes a native VLAN. Configure a native VLAN on all 10-Gigabit Ethernet interfaces

that connect to FCoE devices.

NOTE: Make sure that the native VLAN you are using on the QFX Series is
the same native VLAN that the FCoE devices use for Ethernet traffic.

The procedure for configuring a native VLAN on an interface is different on switches that

use the original CLI than on switches that use the Enhanced Layer 2 Software (ELS) CLI.

This topic provides the configuration procedure for each CLI.
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Configuring a Native
VLAN on Switches

Using the Original CLI

To configure a native VLAN on an interface:

1. Set the interface port mode to tagged-access if you have not already done so:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching port-mode
tagged-access

For example, to set the port mode to tagged-access for interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 unit 0 family ethernet-switching port-mode
tagged-access

2. Configure the native VLAN if it does not already exist:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

For example, to name the native VLAN native and use the VLAN ID 1:

[edit]
user@switch# set vlans native vlan-id 1

3. Configure the native VLAN on the interface:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching native-vlan-id
vlan-id

For example, to configure a native VLANwith the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1

Configuring a Native
VLAN on Switches
Using the ELS CLI

To configure a native VLAN on an interface:

1. Set the interface mode to trunk if you have not already done so:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching interface-mode
trunk

For example, to set the interface mode to trunk for interface xe-0/0/6.0:

[edit]
user@switch# set interfacesxe-0/0/6unit0familyethernet-switching interface-modetrunk

2. Configure the native VLAN if it does not already exist:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

For example, to name the native VLAN native and use the VLAN ID 1:

[edit]
user@switch# set vlans native vlan-id 1

3. Configure the native VLAN on the physical Ethernet interface:
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[edit]
user@switch# set interfaces interface native-vlan-id vlan-id

For example, to configure a native VLANwith the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 native-vlan-id 1

4. Configure the Ethernet interface as amember of the native VLAN:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching vlanmembers
vlan-name

For example, to configure an Ethernet interface as amember of a native VLANwith

the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6unit 0 family ethernet-switching vlanmembers native

Related
Documentation

• interfaces on page 2075

• vlans on page 1639

• Understanding FIP Functions on page 4817

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066
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PART 19

Traffic Management

• Overview on page 5289

• Configuration on page 5473

• Administration on page 5809

• Troubleshooting on page 5963
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CHAPTER 62

Overview

• CoS Upgrade and Change Overview on page 5289

• CoS Overview on page 5306

• QFX Series Standalone Switches, QFabric Systems Only on page 5426

• QFX5100 Switches Only on page 5465

• QFX3500 and QFX3600 Virtual Chassis Only on page 5467

CoSUpgrade and Change Overview

• Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 5290

• Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291

• Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 and

QFX3600 Switches) or to Junos OS Release 13.1 (QFabric Systems) on page 5293

• Overview of CoS Changes Introduced in Junos OS Release 11.3 on page 5296

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304
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Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later Release)

Before you upgrade to Junos OS Release 11.3, youmust deactivate the CoS configuration

if the CoS configuration includes any of the following features:

• excess-rate option

• strict-high or high priority queues

• Any of the Junos OS Release 11.1 or 11.2 default multidestination forwarding classes

CAUTION: If yourCoSconfigurationcontainsanyof the features listedabove
andyouattempt toupgrade fromJunosOSRelease 11.1 or 11.2 toa later version
without first editing the configuration, the Junos OSmight not restart.

Junos OS Release 11.3 and later for QFX Series no longer supports the excess-rate

statement, the strict priority option, or the default multidestination forwarding classes

used in Junos OS Release 11.1 and 11.2. In addition, Junos OS Release 11.3 introduces new

restrictions on how to configure and use strict-high priority queues.

This topicdoesnotdescribehowtoperformthesoftwareupgradeprocedure. It describes

how to deactivate your CoS configuration, edit your CoS configuration, and reactivate

your CoS configuration at the appropriate times.

Use the following procedure to upgrade safely from JunosOSRelease 11.1 or 11.2 to a later

release:

1. Deactivate the CoS configuration before you upgrade the software:

user@switch# deactivate class-of-service

2. Follow the upgrade procedure to Junos OS Release 11.3 or later software.

3. Make the following changes to the CoS configuration while the CoS configuration is

still deactivated:

• Remove the excess-rate statement from the CoS configuration if you have used it

at the [edit class-of-service schedulers] or [edit class-of-service

traffic-control-profiles] hierarchy level.

• Remove the strict-highand strictpriority queueconfigurations if youhaveused them

at the [edit class-of-service schedulers] hierarchy level.

• Remove the default multidestination forwarding classes (mcast-be,mcast-af,

mcast-ef, andmcast-nc) if you have used them at the [edit class-of-service

schedulers], [edit class-of-service rewrite-rules], [edit class-of-service classifiers],

[editclass-of-servicescheduler-maps], or [editclass-of-serviceforwarding-class-sets]

hierarchy level. Alternatively, you can change themapping of the multidestination

traffic to use the new default multidestination forwarding class (mcast).

4. If desired, configure strict-high priority queues in accordance with the Junos OS

Release 11.3 or later configuration rules, andmapmultidestination traffic to thedefault

multidestination forwarding class (mcast).
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5. Activate the CoS configuration:

user@switch# activate class-of-service

6. Commit the CoS configuration:

user@switch# commit

NOTE: If you configured the transmit-rate option for any queues under the

[edit class-of-service schedulers] hierarchy level, if the rate is configured as

an exact rate in Mbps, we recommend that you reconfigure the transmit-rate

option as a percentage. This is because the scheduler converts exact rates
to percentages, and when the exact rate is below 1 Gbps, some granularity
maybe lost in the conversion. You canavoid this potential issueby specifying
the transmit-rate option as a percentage.

Related
Documentation

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121•

• Understanding CoS Classifiers on page 5334

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Traffic Control Profiles on page 5381

• Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291

• Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 and

QFX3600 Switches) or to Junos OS Release 13.1 (QFabric Systems) on page 5293

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

Overview of CoS Upgrade Requirements to Junos OS Release 12.2

Before you upgrade to JunosOSRelease 12.2, youmight need to edit the class-of-service

(CoS)configuration,because theway theQFXSerieshandles lossless forwardingclasses

has changed in Junos OS Release 12.2.

By default, the fcoe and no-loss forwarding classes are mapped to output queue 3 and

output queue 4, respectively. These are the only two forwarding classes (and the only

two queues) that support lossless transport.

In Junos OS Release 12.1 and earlier, explicitly setting the lossless fcoe and no-loss

forwarding classes resulted in the same CoS behavior as using the default configuration.

However, in JunosOSRelease 12.2, thebehaviorwhen youexplicitly configure the lossless

forwarding classesdiffers fromthebehaviorwhenyouuse thedefault forwarding classes.

NOTE: The default behavior differs from the explicit configuration behavior
even if the explicit configuration is exactly the same as the default
configuration.
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• If you use the default forwarding class configuration for the lossless queues (the

configuration does not include explicit setting of the fcoe or the no-loss forwarding

classes), then the fcoe and no-loss queues behave as lossless queues.

If your CoS configuration does not explicitly configure the fcoe and no-loss forwarding

classes, you can upgrade from Junos OSRelease 12.1 to Junos OSRelease 12.2, and the

behavior of the two lossless queues remains the lossless.

• If your configuration includes statements that explicitly configure the fcoeor theno-loss

forwarding class (using the [set class-of-service forwarding-classes class class-name

queue-num queue-number] statement), after you upgrade to Junos OS Release 12.2,

those queues do not receive lossless treatment and behave as lossy (best-effort)

queues.

If your CoS configuration explicitly configures the fcoe and no-loss forwarding classes,

to retain the lossless behavior of those queues, you need to remove the explicit

configuration for these two forwarding classes from the CoS configuration before you

upgrade.

If you upgrade to Junos OS Release 12.2 and the fcoe and no-loss forwarding classes are

explicitly configured, then those twoqueues continue to be used, but the traffic is treated

as lossy traffic, not lossless traffic. Tomake the queues for these two forwarding classes

lossless, youmust delete the explicit forwarding class configuration.

CAUTION: If youexplicitly configured the fcoeor theno-loss forwarding class

and you upgrade to Junos OS Release 12.2, the system does not return an
upgrade error or a commit error, or a generate a syslogmessage, to notify
you that these forwarding classes are no longer lossless. Traffic mapped to
these forwarding classes is not treated as lossless traffic until you remove
the explicit forwarding class configuration.

Before you upgrade, delete the fcoe and no-loss forwarding classes from the explicit

configuration to preserve the lossless behavior of traffic mapped to these forwarding

classes.

• To delete the explicit fcoe forwarding class configuration:

[edit]
user@switch# delete class-of-service forwarding-class class fcoe queue-num 3
user@switch# commit

• To delete the explicit no-loss forwarding class configuration:

[edit]
user@switch# delete class-of-service forwarding-class class no-loss queue-num 4
user@switch# commit
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NOTE: If you try to delete these forwarding classes and they have not been
explicitly configuredon the system, the system returns themessagewarning:

statementnot found. This simplymeans that there is no explicit configuration

to delete and does not change the lossless behavior of the fcoe and no-loss

forwarding classes.

After you delete the explicit configuration for the fcoe and no-loss forwarding classes,

trafficmapped to those forwarding classes retains its lossless behavior after the upgrade

to Junos OS Release 12.2.

Related
Documentation

Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 32

•

• Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 and

QFX3600 Switches) or to Junos OS Release 13.1 (QFabric Systems) on page 5293

• Overview of CoS Changes Introduced in Junos OS Release 11.3 on page 5296

• Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121

• Understanding CoS Forwarding Classes on page 5354

• Example: Configuring Forwarding Classes on page 5505

Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 andQFX3600
Switches) or to Junos OS Release 13.1 (QFabric Systems)

Before you upgrade to Junos OS Release 12.3 (QFX3500 and QFX3600 switches) or to

Junos OS Release 13.1 (QFabric systems), youmight need to edit the class-of-service

(CoS)configuration,because theway theQFXSerieshandles lossless forwardingclasses

has changed from earlier Junos OS releases. (Throughout this document, changes

introduced on standalone switches in Junos OS Release 12.3 are introduced on QFabric

systems in Junos OS Release 13.1 unless otherwise noted.)

• Support for Six Lossless Forwarding Classes on page 5293

• Scheduling on QFabric System Node Device Fabric (fte) Ports on page 5295

• Strict-High Priority Scheduling on QFabric System Node Device Fabric (fte)

Ports on page 5295

Support for Six Lossless Forwarding Classes

By default, the fcoe and no-loss forwarding classes are mapped to output queue 3 and

output queue 4, respectively, and to IEEE 802.1p priority 3 (code point 011) and priority 4

(code point 100), respectively. These are the only two forwarding classes (and the only

two queues) that support lossless transport in the default configuration.

If you use the default CoS configuration, you do not need to edit the CoS configuration

after upgrading to JunosOSRelease 12.3 (QFX3500andQFX3600 switches) or to Junos

OS Release 13.1 (QFabric system) because the default CoS configuration is

backward-compatible.
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Junos OS Release 12.3 increases the support for lossless forwarding classes (priorities)

from two forwarding classes to six forwarding classes. To support configuring lossless

forwarding classes, Junos OS Release 12.3 introduces a new option to forwarding class

configuration: the no-loss packet drop attribute.

NOTE: The new no-loss packet drop attribute and the previously existing
no-loss default forwarding class have the same name, but they are not the
same.Youcanuse theno-losspacketdropattributeonanyunicast forwarding
class.

If you explicitly configure any lossless forwarding class (including explicitly configuring

the default fcoe and no-loss forwarding classes), youmust specify the no-loss packet

drop attribute to obtain lossless behavior. If you do not explicitly configure the fcoe and

no-loss forwarding classes, those forwarding classes remain lossless.

Theadditionof theno-losspacketdropattribute to forwarding class configurationmeans

thatwhenyouupgrade fromanearlier release to JunosOSRelease 12.3, thenewsoftware

might not preserve the lossless forwarding class configuration of the fcoe and no-loss

forwarding classes.

If you used the default forwarding class configuration for the fcoe andno-loss forwarding

classes, the CoS configuration is backward-compatible. You do not have to do anything

to preserve the lossless behavior of traffic that uses those forwarding classes when you

upgrade to Junos OS Release 12.3. (This is because the default configuration of these

two forwarding classes includes the no-loss packet drop attribute.)

However, if you explicitly configured the fcoe or the no-loss forwarding class by including

the set forwarding-classes class forwarding-class-name queue-num queue-number at the

[editclass-of-service]hierarchy level, then those forwardingclassesareno longer lossless,

they are lossy. In Junos OS Release 12.3 and later, you must include the no-loss packet

drop attribute in any explicit forwarding class configuration to configure a lossless

forwarding class.

For example, before Junos OS Release 12.3, the following explicit configuration resulted

in a lossless forwarding class:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3

However, in Junos OS Release 12.3, this configuration is lossy because it does not include

the no-loss packet drop attribute. To preserve lossless behavior, after upgrading to Junos

OS Release 12.3, you need to add the no-loss drop attribute:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3 no-loss

Alternatively, you can delete the explicit configuration before you upgrade to Junos OS

Release 12.3 so that the system uses the default forwarding class, which is lossless:

user@switch# delete class-of-service forwarding-classes class fcoe queue-num 3
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NOTE: The explicit configuration of other forwarding classes does not affect
the lossless (or lossy) state of the fcoe and no-loss forwarding classes,
becauseonly the fcoeandno-loss forwardingclassesare lossless forwarding
classesbefore JunosOSRelease 12.3. Forexample, if youexplicitlyconfigured
the best-effort forwarding class but you used the default fcoe and no-loss
forwarding classes in JunosOSRelease 12.2, thenwhenyouupgrade to Junos
OS Release 12.3, the fcoe and no-loss forwarding classes are still lossless
(and the best-effort forwarding class retains its explicit configuration).

NOTE: Toachieve losslessbehavior for the trafficbelonging toany forwarding
class, youmust also enable PFC on the IEEE 802.1p priority mapped to the
forwarding class and ensure that DCBX exchanges the protocol TLVs for the
application with the connected peer.

Scheduling on QFabric SystemNode Device Fabric (fte) Ports

Junos OS Release 13.1 introduces the ability to configure scheduling on the fabric (fte)

ports of QFabric system Node devices. In earlier Junos OS releases, Node device fabric

port scheduling was done by default, with no user configuration.

In Junos OS Release 13.1, the default fabric port scheduler configuration is similar to the

default scheduler configuration on access interfaces. Similar to the access port default

configuration, the default fabric port scheduler supports the five default forwarding

classes (best-effort, fcoe, no-loss, network-control, andmcast). If you configure any

new forwarding classes, youmust configure scheduling on the fabric ports to allocate

bandwidth to those forwarding classes, just as youmust configure scheduling on the

access ports for user-defined forwarding classes.

Strict-HighPrioritySchedulingonQFabricSystemNodeDeviceFabric (fte)Ports

If a fabric interface handles strict-high priority traffic, you must define a separate fc-set

(priority group) for strict-high priority traffic. Strict-high priority traffic cannot bemixed

with trafficofotherpriorities inan fc-set. For example, youmight choose tocreatedifferent

fc-sets for best effort, lossless, strict-high priority, andmultidestination traffic.

Related
Documentation

Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 32

•

• Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291

• Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121
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Overview of CoS Changes Introduced in Junos OS Release 11.3

Junos OS Release 11.3 introduces many changes to class-of-service (CoS) functionality

and to the CoS default values. This overview summarizes the changes, which other

documents describe in detail.

NOTE: Some of the CoS changes are not backward compatible with Junos
OS Releases 11.1 and 11.2. “Overview of CoS Upgrade Requirements (Junos
OS Release 11.1 or 11.2 to a Later Release)” on page 32 describes how to
upgradeto JunosOSRelease 11.3 if youhaveconfiguredCoSonyourQFX3500
switch.

This topic describes the following changes in CoS default values and behavior:

• CoS Default Value Changes on page 5296

• Queue Priority Configuration Changes on page 5301

• MinimumGuaranteed Bandwidth (Transmit Rate and Guaranteed Rate)

Changes on page 5302

• Excess Rate Statement Disabled on page 5302

• Queue Scheduling (Low and Strict-High Priority Queues) on page 5303

• Multidestination Traffic Changes on page 5303

CoS Default Value Changes

The default values of the following CoS components have changed in Junos OS

Release 11.3:

• Default Forwarding Classes on page 5296

• Default IEEE 802.1p Unicast Classifiers on page 5298

• Default IEEE 802.1p Multidestination Classifiers on page 5299

• Default Scheduler on page 5300

Default Forwarding Classes

In JunosOSReleases 11.1 and 11.2, therewereeightdefault forwardingclasses, four unicast

default forwarding classes and four default multidestination (multicast, broadcast, and

destination lookup fail) forwardingclasses. Table424onpage5296shows theolddefault

forwarding classes and default queuemapping:

Table 424: Junos OS Release 11.1 and 11.2 Default Forwarding Classes and QueueMapping

Default QueueMappingDescriptionDefault Forwarding Class

0Unicast best-effort trafficbest-effort (be)

2Unicast guaranteed delivery for TCP no-loss
traffic

no-loss
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Table 424: Junos OS Release 11.1 and 11.2 Default Forwarding Classes and Queue
Mapping (continued)

Default QueueMappingDescriptionDefault Forwarding Class

3Unicast guaranteed delivery for FCoE trafficfcoe

7Unicast network control trafficnetwork-control

8Multidestination best-effort trafficmulticast-best-effort (mcast-be)

9Multidestination low-loss, low-latency trafficmulticast-expedited-forwarding
(mcast-ef)

10Multidestination assured forwarding trafficmulticast-assured-forwarding (mcast-af)

11Multidestination network control trafficmulticast-network-control (mcast-nc)

Junos OS Release 11.3 changes the default forwarding classes and queuemapping in the

following ways:

• Instead of eight default forwarding classes, there are five default forwarding classes.

• The same four unicast default forwarding classes remain valid, but the default queue

mapping of the no-loss forwarding class has changed from queue 2 to queue 4.

• There is nowonly one defaultmultidestination forwarding class instead of four default

multidestination forwarding classes. All multidestination traffic is assigned by default

to the default multidestination forwarding class.

NOTE: The rest of the forwarding class characteristics remain the same as
before. For example, the QFX Series still supports 12 forwarding classes and
12 output queues. You can still configure a total of eight unicast forwarding
classes and four multidestination forwarding classes. The unicast queues
are still queues 0 through 7 and themultidestination queues are still queues
8 through 11. Unicast traffic must bemapped to unicast queues, and
multidestination traffic must bemapped tomultidestination queues. The
queue to which a forwarding class is mapped determines whether the
forwarding class is unicast or multidestination.

Table425onpage5297showsthedefault forwardingclassesandqueuemapping in Junos

OS 11.3 and later:

Table 425: Junos OS Release 11.3 Default Forwarding Classes and QueueMapping

Default QueueMappingDescriptionDefault Forwarding Class

0Best-effort traffic classbest-effort (be)

3Guaranteed delivery for FCoE trafficfcoe
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Table 425: Junos OS Release 11.3 Default Forwarding Classes and QueueMapping (continued)

Default QueueMappingDescriptionDefault Forwarding Class

4Guaranteed delivery for TCP no-loss trafficno-loss

7Network control trafficnetwork-control (nc)

8Multicast trafficmcast

Default IEEE 802.1p Unicast Classifiers

In JunosOSRelease 11.1 and 11.2, therewere default unicast classifiers only for best-effort

and network-control traffic, as shown in Table 426 on page 5298:

Table 426: Junos OS Release 11.1 and 11.2 Default IEEE 802.1 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowbest-effortef1 (011)

lowbest-effortaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Junos OS Release 11.3 introduces new default classifiers for FCoE and no-loss traffic,

replacing the best-effort classifiers mapped to IEEE 802.1p code points 011 and 100,

respectively, as shown in Table 427 on page 5298:

Table 427: Junos OS Release 11.3 Default IEEE 802.1 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)
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Table 427: Junos OS Release 11.3 Default IEEE 802.1 Unicast Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Default IEEE 802.1p Multidestination Classifiers

In Junos OS Release 11.1 and 11.2, there were default multidestination classifiers for

best-effort and network-control traffic, as shown in Table 428 on page 5299:

Table 428: Junos OS Release 11.1 and 11.2 Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcast-bebe (000)

lowmcast-bebe1 (001)

lowmcast-beef (010)

lowmcast-beef1 (011)

lowmcast-beaf11 (100)

lowmcast-beaf12 (101)

lowmcast-ncnc1 (110)

lowmcast-ncnc2 (111)

Junos OS Release 11.3 replaces the best-effort and network-control multidestination

classifiers andmaps all IEEE 802.1p code points to the new default multidestination

forwarding class, as shown in Table 429 on page 5299:

Table 429: Junos OS Release 11.3 Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)
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Table 429: Junos OS Release 11.3 Default IEEE 802.1 Multidestination Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Default Scheduler

In Junos OS Release 11.1 and 11.2, there were four default schedulers:

• Unicast best effort

• Unicast network control

• Multidestination best effort

• Multidestination network control

Table 430 on page 5300 shows the default scheduler configuration in Junos OS Release

11.1 and 11.2:

Table 430: Junos OS Release 11.1 and 11.2 Default Schedulers

Priority

Excess Rate
(Extra
Bandwidth
Sharing)

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and Queue
Number

Low25%None75%Best-effort scheduler (queue 0)

Low25%None5%Network-control scheduler (queue
7)

Low25%None15%Best-effort multidestination
scheduler (queue 8)

Low25%None5%Network-control multidestination
scheduler (queue 11)

Junos OS Release 11.3 replaces the four old classifiers with five new classifiers:

• Unicast best effort

• FCoE

• No loss

• Unicast network control

• Multidestination
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There are now four different default unicast classifiers to provide default CoS for lossless

queues (FCoE and no-loss traffic). Because there is only one default multidestination

forwarding class in Junos OS Release 11.3, there is only one default multidestination

classifier for all multidestination traffic. Also, the excess rate default value is removed

from the scheduler because the excess-rate statement is no longer supported, as

describedelsewhere in thisdocument.Table431onpage5301showsthedefault scheduler

configuration in Junos OS Releases 11.3:

Table 431: Default Schedulers

Priority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and Queue
Number

Low5%None5%Best-effort scheduler (queue 0)

Low35%None35%FCoE scheduler (queue 3)

Low35%None35%No-loss scheduler (queue 4)

Low5%None5%Network-control scheduler (queue
7)

Low20%None20%Multidestination scheduler (queue
8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
rate of each queue.

Queue Priority Configuration Changes

In Junos OS Release 11.1 and 11.2, you could configure strict-high priority queues with a

guaranteedminimum bandwidth and configure forwarding class sets (priority groups)

with amix of low priority and strict-high priority queues. In Junos OS Release 11.3 and

later, these configurations are invalid, and several other changes have also been

implemented:

• Priority configuration in Junos OS Release 11.1 and 11.2 provided three priority levels:

strict-high, high, and low. In Junos OS Release 11.3, the high priority option has been

removed. Only the strict-high and low priority options are valid in Release 11.3.

• Minimum guaranteed bandwidth (transmit rate) is not allowed on strict-high priority

queues.Minimumguaranteedbandwidth(guaranteed rate) isnotallowedonforwarding

class sets that contain strict-high priority queues.
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• You cannot configure a multidestination queue as a strict-high priority queue. You

cannot configure a queue as a strict-high priority queue if it belongs to the

multidestination forwarding class set.

• Only one forwarding class set can contain strict-high priority queues. If you want to

configure a strict-high priority queue, youmust also configure a separate forwarding

class set for the strict-high priority queue. A forwarding class set cannot contain a

mixture of low priority and strict-high priority queues.

The rest of the queue priority characteristics remain the same as before. For example,

you can configure only one queue as a strict-high priority queue.

NOTE: If you have configured strict-high or high priority queues in Junos OS

Release 11.1 or 11.2, the changes in Release 11.3 are not backward compatible.
Please read “Overview of CoSUpgrade Requirements (Junos OSRelease 11.1
or 11.2 to a Later Release)” on page 32 before you upgrade to Release 11.3.

MinimumGuaranteedBandwidth(TransmitRateandGuaranteedRate)Changes

The following restrictions have been placed onminimum guaranteed bandwidth

configuration in Junos OS Release 11.3:

• You cannot configure a guaranteedminimumbandwidth (transmit rate) for strict-high

priority queues.

• Queues (forwarding classes) with a configured transmit rate cannot be included in a

forwarding class set that has strict-high priority queues.

• You cannot configure a guaranteedminimum bandwidth (guaranteed rate) for

forwarding class sets that include strict-high priority queues.

• For transmit rates below 1 Gbps, we recommend that you configure the transmit rate

as a percentage instead of as a fixed rate. This is because the system converts fixed

rates into percentages andmay round small fixed rates to a lower percentage. For

example, a fixed rate of 350Mbps is rounded down to 3 percent instead of 3.5 percent.

Excess Rate Statement Disabled

The excess-rate statement has been disabled in Junos OS Release 11.3. Excess rate was

used to specify the way extra bandwidth was shared among queues.

The excess-rate statement was used at the [edit class-of-service schedulers] hierarchy

level for queue scheduling configuration and at the [edit class-of-service

traffic-control-profiles] hierarchy level for forwarding class set scheduling configuration.

In Junos OS Release 11.3, extra bandwidth sharing among queues is proportional to the

minimum guaranteed bandwidth (transmit rate) of the queue. Extra bandwidth sharing

among forwarding class sets (priority groups) is proportional to theminimumguaranteed

bandwidth (guaranteed rate) of the forwarding class set.
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NOTE: If you have configured the excess-rate option in Junos OS Release 11.1

or 11.2, the changes in Release 11.3 are not backward compatible. Please read
“Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a
Later Release)” on page 32 before you upgrade to Release 11.3.

Queue Scheduling (Low and Strict-High Priority Queues)

In Junos OS Release 11.1 and 11.2, if you configured a guaranteedminimum bandwidth

(transmit rate) for low-priority queues, the low-priority queues received their guaranteed

minimum bandwidth from the same bandwidth pool as the strict-high priority queue,

using round-robin scheduling. Until theminimumbandwidth requirements of all queues

were met, the strict-high priority queue and low-priority queues that had a guaranteed

minimum bandwidth were treated equally. After the minimum bandwidth requirements

of all queues were met, the strict-high priority queue received as much of the leftover

bandwidth as it needed. Thismeant that the only way to ensure that a strict-high priority

queue receivedall of thebandwidth it neededwasnot toconfigureaguaranteedminimum

bandwidth for other queues.

In Junos OSRelease 11.3 and later, queue scheduling has changed so that queues receive

bandwidth in the following sequence:

1. The strict-high priority queue receives all of the bandwidth it needs before any other

queue is served. The strict-high priority queue can take the full port bandwidth if

necessary and can starve other queues on the port.

2. The guaranteedminimumbandwidth (transmit rate) of low-priority queues is served

until the minimum is met or the queues are empty.

3. All other low-priority queues and needs that exceed theminimum bandwidth are

served.

Multidestination Traffic Changes

The changes to the default forwarding classes and classifiers affects multidestination

traffic handling in Junos OS Release 11.3:

• The number of default multidestination forwarding classes has been reduced from

four default multidestination forwarding classes in Junos OS Release 11.1 and 11.2 to

one default multidestination in Release 11.3 (see Table 425 on page 5297).

• The default classifier configuration for multidestination traffic has changed so that

there is now one default classifier for all multidestination traffic (see

Table 429 on page 5299).

• By default, all IEEE 802.1p code pointsmap to the default multidestination forwarding

class.
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• The default scheduler for multidestination traffic has changed so that there is now

one default scheduler for all multidestination traffic (see Table 431 on page 5301).

• You cannot configure multidestination queues as strict-high priority queues and you

cannot include strict-high priority queues in a forwarding class set that contains

multidestination queues.

Related
Documentation

Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later

Release) on page 32

•

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding Default CoS Settings on page 5322

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Output Queue Schedulers on page 5371

Overview of CoS Changes Introduced in Junos OS Release 12.2

Junos OS Release 12.2 introduces some changes to class-of-service (CoS) functionality

and to the CoS default values. This overview summarizes the changes, which other

documents describe in detail.

This topic describes the following changes in CoS default values and behavior:

• Lossless Forwarding Classes (fcoe and no-loss) on page 5304

• Default MTU for Headroom Buffer Calculation for Lossless Forwarding

Classes on page 5305

• CoS for Layer 3 Physical Interfaces on page 5305

• DSCP IPv6 Classifiers and Rewrite Rules on page 5305

Lossless Forwarding Classes (fcoe and no-loss)

The way the QFX Series handles lossless forwarding classes (the fcoe and no-loss

forwarding classes) changes in Junos OS Release 12.2. In Junos OS Release 12.2 and in

earlier releases, bydefault, the fcoeandno-loss forwarding classesaremapped tooutput

queue 3 and output queue 4, respectively. These are the only two forwarding classes

(and the only two queues) that support lossless transport.

In earlier releases, explicitly setting the lossless fcoe and no-loss forwarding classes

resulted in the same CoS behavior as using the default configuration. However, in Junos

OSRelease 12.2, thebehaviorwhenyouexplicitly configure the lossless forwardingclasses

differs from the behavior when you use the default forwarding classes.

NOTE: The default behavior differs from the explicit configuration behavior
even if the explicit configuration is exactly the same as the default
configuration.
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If you use the default forwarding class settings for the lossless queues (the configuration

does not include explicit setting of the fcoe or the no-loss forwarding classes), then the

fcoe and no-loss queues behave as lossless queues. When you upgrade to Junos OS

Release 12.2, traffic assigned to the fcoe and no-loss queues continues to be treated as

lossless traffic.

If your configuration explicitly sets the fcoe or the no-loss forwarding class (set

class-of-service forwarding-classes class class-name queue-num queue-number), after

you upgrade to Junos OS Release 12.2, those queues do not receive lossless treatment

and behave as lossy (best-effort) queues. To retain lossless treatment of the fcoe and

no-loss queues, delete the explicit lossless forwarding class configuration before you

upgrade to Junos OS Release 12.2.

CAUTION: If youexplicitlyconfiguredthe fcoeor theno-loss forwardingclass,

and you upgrade to Junos OS Release 12.2, the system does not return an
upgrade error or a commit error, or a generate a syslogmessage, to notify
you that these forwarding classes are no longer lossless. Traffic mapped to
these forwarding classes is not treated as lossless traffic until you remove
the explicit forwarding class configuration.

Default MTU for HeadroomBuffer Calculation for Lossless Forwarding Classes

The default maximum transmission unit (MTU) the system uses for buffer headroom

calculation is 2500bytes for traffic classified into the fcoe forwarding class or the no-loss

forwarding class.

In Junos OS Release 12.2, the default MTU used for buffer headroom calculation for the

fcoe and no-loss forwarding classes remains 2500 bytes. However, if the buffer is filled,

in Junos OS Release 12.2 youmight experience commit failures.

CoS for Layer 3 Physical Interfaces

Before Junos OS Release 12.2, the QFX Series supported only Layer 2 CoS. Junos OS

Release 12.2 introduces CoS support for Layer 3 traffic at the physical interface level.

If a physical Layer 3 interface has at least one logical interface configured on it, you can

configure Layer 3 CoS for the physical interface. The CoS configured on the physical

interface applies to all of the logical Layer 3 interfaces on that physical interface. The

systemdoesnot support Layer 3CoSconfigurationon individual Layer 3 logical interfaces.

DSCP IPv6 Classifiers and Rewrite Rules

JunosOSRelease 12.2 introduces support for DSCP IPv6 classifiers and rewrite rules. The

existing DSCP IP default classifier is now also the DSCP IPv6 default classifier.

You can configure and apply DSCP IPv6 classifiers andDSCP IPv6 rewrite rules to Layer 2

logical interfaces and to Layer 3 physical interfaces.
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NOTE: DSCP IPv6 classifiers are not supported for multidestination
(multicast, broadcast, and destination lookup fail) traffic.

Related
Documentation

Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291•

• Overview of CoS Changes Introduced in Junos OS Release 11.3 on page 5296

• Understanding Default CoS Settings on page 5322

• Understanding CoS Classifiers on page 5334

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

CoSOverview

• Overview of Junos OS CoS for the QFX Series on page 5307

• Overview of Policers on page 5309

• Understanding Junos CoS Components on page 5315

• Understanding CoS Packet Flow on page 5319

• CoS Inputs and Outputs Overview on page 5321

• Understanding Default CoS Settings on page 5322

• Understanding Host Inbound Traffic Classification on page 5329

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330

• Understanding CoS Code-Point Aliases on page 5332

• Understanding CoS Classifiers on page 5334

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 5341

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Understanding CoS Forwarding Classes on page 5354

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Priority Group Scheduling on page 5378

• Understanding CoS Traffic Control Profiles on page 5381

• Understanding CoS Priority Group and Queue Guaranteed Rates (Minimum

Bandwidth) on page 5382

• Understanding CoS Priority Group Shaping and Queue Shaping (Maximum

Bandwidth) on page 5385

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage5387

• Understanding CoS Buffer Configuration on page 5391

• Understanding CoS Tail-Drop Profiles on page 5409
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• Understanding CoS Rewrite Rules on page 5414

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 5416

Overview of Junos OS CoS for the QFX Series

When a network experiences congestion and delay, some packets must be dropped.

Junos OS class of service (CoS) enables you to divide traffic into classes and set various

levels of throughput and packet loss when congestion occurs. You have greater control

over packet loss because you can configure rules tailored to your needs.

You can configure CoS features to provide multiple classes of service for different

applications.CoSalsoallowsyou to rewrite theDifferentiatedServicescodepoint (DSCP)

or IEEE 802.1p code-point bits of packets leaving an interface, thus allowing you to tailor

packets for the network requirements of the remote peers.

CoS provides multiple classes of service for different applications. You can configure

multiple forwarding classes for transmitting packets, define which packets are placed

into each output queue, schedule the transmission service level for each queue, and

manage congestion using a random early detection (RED) algorithm.

In designing CoS applications, youmust carefully consider your service needs, and you

must thoroughly plan and design your CoS configuration to ensure consistency and

interoperability across all platforms in a CoS domain.

Because QFX Series implements CoS in hardware rather than in software, you can

experiment with and deploy CoS features without affecting packet forwarding and

switching performance.

NOTE: CoS policies can be enabled or disabled on each switch interface.
Also, each physical and logical interface on the switch can have associated
custom CoS rules.

When you change or when you deactivate and then reactivate the
class-of-serviceconfiguration, thesystemexperiencespacketdropsbecause
the systemmomentarily blocks traffic to change themapping of incoming
traffic to input queues.

This topic describes:

• CoS Standards on page 5307

• How Junos CoSWorks on page 5308

• Default CoS Behavior on page 5309

CoS Standards

The following RFCs define the standards for the QFX Series CoS capabilities:

• RFC 2474, Definition of the Differentiated Services Field in the IPv4 and IPv6 Headers

• RFC 2597, Assured Forwarding PHB Group
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• RFC 2598, An Expedited Forwarding PHB

• RFC 2698, A Two Rate Three Color Marker

QFX Series also supports the following data center bridging (DCB) standards to provide

theCoS(andother characteristics) FibreChannel requires for transmitting storage traffic

over an Ethernet network:

• IEEE 802.1Qbb, priority-based flow control (PFC)

• IEEE 802.1Qaz, enhanced transmission selection (ETS)

• IEEE 802.1AB (LLDP) extension called Data Center Bridging Capability Exchange

Protocol (DCBX)

How Junos CoSWorks

Junos CoS works by examining traffic entering at the edge of your network. The switch

classifies traffic into defined service groups to provide the special treatment of traffic

across the network. For example, you can send voice traffic across certain links and data

traffic across other links. In addition, the data traffic streams can be serviced differently

along the network path to ensure that higher-paying customers receive better service.

As the traffic leaves the network at the far edge, you can reclassify the traffic to meet

the policies of the targeted peer by rewriting the DSCP or IEEE 802.1 code-point bits.

To support CoS, youmust configure each switch in the network. Generally, each switch

examines thepackets that enter it to determine their CoS settings. These settings dictate

whichpacketsare transmitted first to thenextdownstreamswitch.Switchesat theedges

of the network might be required to alter the CoS settings of the packets that enter the

network to classify the packets into the appropriate service groups.

In Figure 189 on page 5309, Switch A is receiving traffic. As each packet enters, Switch A

examines the packet’s current CoS settings and classifies the traffic into one of the

groupings defined on the switch. This definition allows Switch A to prioritize its resources

for servicing the traffic streams it receives. Switch Amight alter the CoS settings

(forwarding class and loss priority) of the packets to better match the defined traffic

groups.

When Switch B receives the packets, it examines the CoS settings, determines the

appropriate traffic groups, and processes the packet according to those settings. It then

transmits the packets to Switch C, which performs the same actions. Switch D also

examines the packets and determines the appropriate groups. Because Switch D sits at

the far end of the network, it can reclassify (rewrite) the CoS code-point bits of the

packets before transmitting them.
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Figure 189: Packet Flow Across the Network

Default CoS Behavior

If youdonotconfigureCoSsettings, thesoftwareperformssomeCoSfunctions toensure

that the system forwards traffic and protocol packets with minimum delay when the

network is experiencing congestion. Some CoS settings, such as classifiers, are

automatically applied to each logical interface that you configure. Other settings, such

as rewrite rules, are applied only if you explicitly associate themwith an interface.

Related
Documentation

Overview of Policers on page 4441•

• Understanding Junos CoS Components on page 5315

• Understanding CoS Packet Flow on page 5319

• Understanding Default CoS Settings on page 5322

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

Overview of Policers

Aswitchpolices traffic by limiting the inputor output transmission rateofaclassof traffic

according to user-defined criteria. Policing (or rate-limiting) traffic allows you to control

the maximum rate of traffic sent or received on an interface and to provide multiple

priority levels or classes of service.

• Policer Overview on page 5310

• Policer Types on page 5310

• Policer Actions on page 5311

• Policer Colors on page 5312

• Filter-Specific Policers on page 5312

• Suggested Naming Convention for Policers on page 5313

• Policer Counters on page 5313

• Policer Algorithms on page 5313

• HowMany Policers are Supported? on page 5313

• Policers can Limit Egress Firewall Filters on page 5314
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Policer Overview

You use policers to apply limits to traffic flow and set consequences for packets that

exceed these limits—usually applying a higher loss priority—so that if packets encounter

downstreamcongestion, theycanbediscarded first. Policersapplyonly tounicastpackets.

Policers provide two functions:metering andmarking. A policermeters (measures) each

packet against traffic rates and burst sizes that you configure. It then passes the packet

and themetering result to themarker,whichassignsapacket losspriority that corresponds

to the metering result. Figure 153 on page 4442 illustrates this process.

Figure 190: Flow of Tricolor Marking Policer Operation
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After you name and configure a policer, you use it by specifying it as an action in one or

more firewall filters.

Policer Types

A switch supports three types of policers:

• Single-rate two-color marker—A two-color policer (or “policer” when used without

qualification) meters the traffic stream and classifies packets into two categories of

packet loss priority (PLP) according to a configured bandwidth and burst-size limit.

You canmark packets that exceed the bandwidth and burst-size limit with a specified

PLP or simply discard them.

You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-color policer is most useful for metering traffic at the port
(physical interface) level.

• Single-rate three-color marker—This type of policer is defined in RFC 2697, A Single

RateThreeColorMarker, aspartofanassured forwarding(AF)per-hop-behavior (PHB)

classification system for a Differentiated Services (DiffServ) environment. This type

of policer meters traffic based on one rate—the configured committed information

rate (CIR) as well as the committed burst size (CBS) and the excess burst size (EBS).

The CIR specifies the average rate at which bits are admitted to the switch. The CBS

specifies the usual burst size in bytes and the EBS specifies the maximum burst size

in bytes. The EBSmust be greater than or equal to the CBS, and neither can be 0.

You can specify this type of policer in an ingress or egress firewall.
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NOTE: Asingle-rate three-colormarker (TCM) ismostusefulwhenaservice
is structured according to packet length and not peak arrival rate.

• Two-rate three-color marker—This type of policer is defined in RFC 2698, A Two Rate

Three Color Marker, as part of an assured forwarding per-hop-behavior classification

system for a Differentiated Services environment. This type of policer meters traffic

basedon two rates—theCIRandpeak information rate (PIR)alongwith their associated

burst sizes, the CBS and peak burst size (PBS). The PIR specifies the maximum rate

at which bits are admitted to the network andmust be greater than or equal to the

CIR.

You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-rate three-color policer is most useful when a service is
structured according to arrival rates and not necessarily packet length.

See Table 346 on page 4443 for information about howmetering results are applied for

each of these policer types.

Policer Actions

Policer actions are implicit or explicit and vary by policer type. Implicitmeans that Junos

OS assigns the loss priority automatically. Table 346 on page 4443 describes the policer

actions.

Table 432: Policer Actions

Configurable ActionImplicit ActionMarkingPolicer

NoneAssign low loss
priority

Green (conforming)Single-rate two-color

DiscardNoneRed (nonconforming)

NoneAssign low loss
priority

Green (conforming)Single-rate
three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the EBS)
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Table 432: Policer Actions (continued)

Configurable ActionImplicit ActionMarkingPolicer

NoneAssign low loss
priority

Green (conforming)Two-rate three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the PIR
and PBS)

NOTE: If you specify a policer in an egress firewall filter, the only supported
action is discard.

Policer Colors

Single-rate and two-rate three-color policers can operate in twomodes:

• Color-blind—In color-blind mode, the three-color policer assumes that all packets

examined have not been previouslymarked ormetered. In otherwords, the three-color

policer is “blind” to any previous coloring a packet might have had.

• Color-aware—In color-aware mode, the three-color policer assumes that all packets

examined have been previously marked or metered. In other words, the three-color

policer is “aware” of the previous coloring a packet might have had. In color-aware

mode, the three-color policer can increase the PLP of a packet but cannot decrease

it. For example, if a color-aware three-color policer meters a packet with a medium

PLPmarking, it can raise the PLP level to high but cannot reduce the PLP level to low.

Filter-Specific Policers

You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this, rate limiting is applied in aggregate, so if you configure a policer to discard traffic

thatexceeds 1Gbpsand reference thatpolicer in threedifferent terms, the totalbandwidth

allowed by the filter is 1 Gbps. However, the behavior of a filter-specific policer is affected

by how the firewall filter terms that reference the policer are stored in TCAM. If you create

a filter-specific policer and reference it in multiple firewall filter terms, the policer allows

more traffic than expected if the terms are stored in different TCAM slices. For example,

if you configure a policer to discard traffic that exceeds 1 Gbps and reference that policer

in three different terms that are stored in three separate memory slices, the total

bandwidth allowed by the filter is 3 Gbps, not 1 Gbps.

To prevent this unexpected behavior from occurring, use the information about TCAM

slices presented in “Planning the Number of Firewall Filters to Create” on page 4435 to

organize your configuration file so that all the firewall filter terms that reference a given

filter-specific policer are stored in the same TCAM slice.
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Suggested Naming Convention for Policers

We recommend that you use the naming convention policertypeTCM#-color typewhen

configuring three-color policers and policer#when configuring two-color policers. TCM

stands for three-color marker. Because policers can be numerous andmust be applied

correctly to work, a simple naming convention makes it easier to apply the policers

properly. For example, the first single-rate, color-aware three-color policer configured

would be named srTCM1-ca. The second two-rate, color-blind three-color configured

would be named trTCM2-cb. The elements of this naming convention are explained

below:

• sr (single-rate)

• tr (two-rate)

• TCM (tricolor marking)

• 1 or 2 (number of marker)

• ca (color-aware)

• cb (color-blind)

Policer Counters

Each policer that you configure includes an implicit counter that counts the number of

packets that exceed the rate limits that are specified for the policer. If you use the same

policer in multiple terms—either within the same filter or in different filters—the implicit

counter counts all the packets that are policed in all of these terms. If youwant to obtain

separate packet counts for each term, use these options:

• Configure a unique policer for each term.

• Configure only one policer, but use a unique, explicit counter in each term.

Policer Algorithms

Policing uses the token-bucket algorithm, which enforces a limit on average bandwidth

while allowing bursts up to a specifiedmaximum value. It offers more flexibility than the

leaky bucket algorithm in allowing a certain amount of bursty traffic before it starts

discarding packets.

HowMany Policers are Supported?

You can configure and commit the following numbers of policers on QFX3500 and

QFX3600 devices when they are operating as standalone switches:

• Two-color policers used in ingress firewall filters: 767

• Three-color policers used in ingress firewall filters: 767

• Two-color policers used in egress firewall filters: 1022

• Three-color policers used in egress firewall filters: 512
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Policers can Limit Egress Firewall Filters

The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Related
Documentation

Understanding Color-Blind Mode for Single-Rate Tricolor Marking on page 4447•

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking on page 4449

• Understanding Color-Aware Mode for Single-Rate Tricolor Marking on page 4447

• Understanding Color-Aware Mode for Two-Rate Tricolor Marking on page 4449
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• Configuring Two-Color and Three-Color Policers to Control Traffic Rates on page 4538

Understanding Junos CoS Components

This topicdescribes the Junosoperating system(OS)class-of-service (CoS)components

for the QFX Series:

• Code-Point Aliases on page 5315

• Policers on page 5315

• Classifiers on page 5315

• Forwarding Classes on page 5316

• Forwarding Class Sets on page 5316

• Flow Control (Ethernet PAUSE and Priority-Based Flow Control) on page 5316

• Tail-Drop Profiles on page 5317

• Schedulers on page 5317

• Rewrite Rules on page 5318

Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name

instead of the bit pattern when you configure other CoS components such as classifiers

and rewrite rules.

Policers

Policers limit traffic of a certain class to a specified bandwidth and burst size. Packets

exceeding thepolicer limits canbediscarded, or canbeassigned toadifferent forwarding

class, adifferent losspriority, or both. Youdefinepolicerswith filters that youcanassociate

with input interfaces.

Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

In Junos OS, classifiers associate packets with a forwarding class and loss priority and

assign packets to output queues based on the associated forwarding class. Junos OS

supports two general types of classifiers:

• Behavior aggregate (BA) or CoS value traffic classifiers—Examine the CoS value in the

packet header. The value in this single field determines the CoS settings applied to the

packet. BA classifiers allow you to set the forwarding class and loss priority of a packet

based on the Differentiated Services code point (DSCP) value or IEEE 802.1p value.

• Multifield traffic classifiers—Examinemultiple fields in the packet, such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.
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You can create unicast classifiers for unicast traffic andmultidestination classifiers for

multicast, broadcast, and destination lookup fail traffic. You cannot assign unicast traffic

andmultidestination traffic to the same classifier.

You can apply unicast classifiers to one or more interfaces. Multidestination classifiers

apply to all of the switch interfaces and cannot be applied to individual interfaces.

Forwarding Classes

Forwarding classes group packets for transmission and CoS. You assign each packet to

an output queue based on the packet’s forwarding class. Forwarding classes affect the

forwarding, scheduling, and rewrite marking policies applied to packets as they transit

the switch.

The switch provides five default forwarding classes:

• fcoe—Fibre Channel over Ethernet traffic

• no-loss—Lossless traffic

• be—Best-effort traffic

• nc—Network control traffic

• mcast—Multicast traffic

The switch supports a total of 12 forwarding classes (8 unicast forwarding classes and

4multicast forwarding classes), which provide flexibility in classifying traffic.

Forwarding Class Sets

You can group forwarding classes (output queues) into forwarding class sets in order to

apply CoS to groups of traffic that require similar treatment. Forwarding class sets map

traffic into priority groups to support enhanced transmission selection (ETS, described

in IEEE 802.1Qaz).

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set. For example, you can configure different forwarding class sets to apply CoS to

unicast groups of local area network (LAN) traffic, storage area network (SAN) traffic,

andhigh-performancecomputing (HPC) traffic, andconfigureanothergroup formulticast

traffic.

Within each forwarding class set, you can configure special CoS treatment for the traffic

mapped to each individual queue. This provides the ability to configure CoS in a two-tier

hierarchical manner. At the forwarding class set tier, you configure CoS for groups of

traffic using a traffic control profile. At the queue tier, you configure CoS for individual

output queues within a forwarding class set using a scheduler that youmap to a queue

(forwarding class) using a scheduler map.

Flow Control (Ethernet PAUSE and Priority-Based Flow Control)

EthernetPAUSE(described in IEEE802.3X) is a link-level flowcontrolmechanism.During

periods of network congestion, Ethernet PAUSE stops all traffic on a full-duplex Ethernet

link for a period of time specified in the PAUSEmessage.
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Priority-based flow control (PFC, described in IEEE 802.1Qbb) is part of the IEEE data

center bridging (DCB) specifications for creating a lossless Ethernet environment to

transport loss-sensitive flows such as Fibre Channel over Ethernet (FCoE) traffic.

PFC is a link-level flow controlmechanism similar to Ethernet PAUSE. However, Ethernet

PAUSE stops all traffic on a link for a period of time. PFC decouples the pause function

from the physical link and divides the traffic on the link into eight priorities (3-bit IEEE

802.1p code points). You can think of the eight priorities as eight “lanes” of traffic. You

can apply pause selectively to the traffic on any priority without pausing the traffic on

other priorities on the same link.

The granularity that PFC provides allows you to configure different levels of CoS for

different types of traffic on the link. You can create lossless lanes for traffic such as FCoE,

LAN backup, or management, while using standard frame-dropmethods of congestion

management for IP traffic on the same link.

NOTE: If you transport FCoE traffic, youmust enable PFC on the priority
assigned to FCoE traffic (usually code point011 on interfaces that carry FCoE

traffic).

Tail-Drop Profiles

A tail-drop profile (drop profile) defines parameters that enable the network to drop

packets during periods of congestion. A drop profile defines the conditions under which

packets of different loss priorities drop, by determining the probability of dropping a

packet for each loss priority when output queues become congested. Drop profiles

essentially set a value for a level of queue fullness—when the queue fills to the level of

the queue fullness value, packets drop.

Youcanassociatedifferentdropprofileswithdifferent losspriorities to set theprobability

of dropping packets. You can apply a drop profile for each loss priority to a forwarding

class (output queue) by applying a drop profile to a scheduler, and thenmapping the

scheduler to a forwarding class using a scheduler map. When the queuemapped to the

forwarding class experiences congestion, the drop profile determines the level of packet

drop for traffic of each loss priority in that queue.

Loss priority affects the scheduling of a packet without affecting the packet’s relative

ordering. Typically youmark packets exceeding a particular service level with a high loss

priority.

Schedulers

Each switch interface has multiple queues assigned to store packets. The switch

determines which queue to service based on a particular method of scheduling. This

process often involves determining the sequence in which different types of packets

should be transmitted.

You can define the priority (priority), minimum bandwidth (transmit-rate), maximum

bandwidth (shaping-rate), and tail-drop profiles to be applied to a particular queue for
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packet transmission. Extra bandwidth is shared among queues in proportion to the

minimum guaranteed bandwidth of each queue.

A scheduler map associates a specified forwarding class with a scheduler configuration.

You can associate up to four user-defined scheduler maps with the interfaces.

Rewrite Rules

A rewrite rule sets the appropriate CoS bits in the outgoing packet. This allows the next

downstream device to classify the packet into the appropriate service group. Rewriting

(marking) outbound packets is useful when the switch is at the border of a network and

must change the CoS values to meet the policies of the targeted peer.

NOTE: Ingress firewall filters can also rewrite forwarding class and loss
priority values.

Related
Documentation

Understanding CoS Packet Flow on page 5319•

• Understanding CoS Code-Point Aliases on page 5332

• Overview of Policers on page 4441

• Understanding CoS Classifiers on page 5334

• Understanding CoS Forwarding Classes on page 5354

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Tail-Drop Profiles on page 5409

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Rewrite Rules on page 5414

• Understanding DCB Features and Requirements on page 4795
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Understanding CoS Packet Flow

When a packet traverses a QFX Series Node device, the Node device provides the

appropriate level of service to the packet using either default class of service (CoS)

settings or CoS settings that you configure. On ingress ports, the Node device classifies

packets into appropriate forwarding classes and assigns a loss priority to the packets.

On egress ports, the Node device applies packet scheduling and (if you have configured

them) rewrite rules to re-mark packets.

On the QFX Series, you can configure CoS on Layer 2 logical interfaces, and you can

configure CoS on Layer 3 physical interfaces if you have defined at least one logical

interface on the Layer 3 physical interface. You cannot configure CoS on Layer 2 physical

interfaces and Layer 3 logical interfaces.

For Layer 2 traffic, either use the default CoS settings or configure CoS on each logical

interface. You can apply different CoS settings to different Layer 2 logical interfaces.

For Layer 3 traffic, either use the default CoS settings or configure CoS on the physical

interface (not on the logical unit). The QFX Series uses the CoS applied on the physical

Layer 3 interface for all logical Layer 3 interfaces configured on the physical Layer 3

interface.

The QFX Series applies to CoS to packets as they flow through the system:

• An interface has one or more classifiers of different types applied to it (configure this

at the [edit class-of-service interfaces] hierarchy level). The classifier types are based

on the portion of the incoming packet that the classifier examines (IEEE 802.1p code

point bits or DSCP code point bits).

• When a packet enters an ingress port, the classifier assigns the packet to a forwarding

class and a loss priority based on the code point bits of the packet (configure this at

the [edit class-of-service classifiers] hierarchy level).

• The QFX Series assigns each forwarding class to an output queue (configure this at

the [edit class-of-service forwarding-classes] hierarchy level).

• Input (and output) policersmeter traffic and can change the forwarding class and loss

priority if a traffic flow exceeds its service level.

• A scheduler map is applied to each interface. When a packet exits an egress port, the

scheduler map controls how it is treated (configure this at the [edit class-of-service

interfaces] hierarchy level). A scheduler map assigns schedulers to forwarding classes

(configure this at the [edit class-of-service scheduler-maps] hierarchy level).

• Aschedulerdefineshowtraffic is treatedat theegress interfaceoutputqueue(configure

this at the [edit class-of-service schedulers] hierarchy level). You control the transmit

rate, shaping rate, priority, and drop profile of each forwarding class by mapping

schedulers to forwarding classes in scheduler maps, then applying scheduler maps to

interfaces.
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• Adrop-profile defineshowaggressively todroppackets that aremapped toaparticular

scheduler (configure this at the [edit class-of-service drop-profiles] hierarchy level).

• A rewrite rule takes effect as the packet leaves an interface that has a rewrite rule

configured (configure this at the [edit class-of-service rewrite-rules] hierarchy level).

The rewrite rulewrites information to thepacket (for example, a rewrite rule can re-mark

the code point bits of outgoing traffic) according to the forwarding class and loss

priority of the packet.

Figure 191 on page 5320 is a high-level flowdiagramof howpackets fromvarious sources

enter QFX Series interfaces, are classified at the ingress, and then scheduled (provided

bandwidth) at the egress queues.

Figure 191: CoS Classifier, Queues, and Scheduler

Figure 192onpage5320shows thepacket flowthrough theCoScomponents that youcan

configure.

Figure 192: Packet Flow Through Configurable CoS Components

Multifield Classifier Input Policer

Forwarding Class
and Loss Priority

Rewrite Rule
(Remarking) Scheduler Output Policer

Behavior Aggregate
(BA) Classifier
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41

25
2

Ingress

Egress

Themiddle box (“Forwarding Class and Loss Priority”) represents two values that you

can use on ingress and egress interfaces. The system uses these values for classifying

traffic on ingress interfaces and for rewrite rule re-marking on egress interfaces. Each

outer box represents a process component. The components in the top row apply to

incoming packets. The components in the bottom row apply to outgoing packets.
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The solid-line arrows show the direction of packet flow from ingress to egress. The

dotted-linearrowsshow inputsandoutputsor showsettingsandactionsbasedon those

settings.

For example, the BA classifier sets the forwarding class and loss priority of incoming

packets, so the forwarding class and loss priority are outputs of the classifier and the

arrow points away from the classifier. The scheduler receives the forwarding class and

loss priority settings, and queues the outgoing packets based on those settings, so the

arrow points toward the scheduler.

Related
Documentation

Understanding CoS Classifiers on page 5334•

• Overview of Policers on page 4441

• Understanding CoS Forwarding Classes on page 5354

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Priority Group Scheduling on page 5378

• Understanding CoS Tail-Drop Profiles on page 5409

• Understanding CoS Rewrite Rules on page 5414

CoS Inputs and Outputs Overview

Some CoS components map one set of values to another set of values. Eachmapping

contains one or more inputs and one or more outputs. When you configure a mapping,

you set the outputs for a given set of inputs, as shown in Table 433 on page 5321.

Table 433: CoSMappings—Inputs and Outputs

CommentsOutputsInputsCoSMappings

Themap sets the forwarding class and packet loss priority (PLP)
for a specific set of code points.

forwarding-class,
loss-priority

code-pointsclassifiers

Themap sets the drop profile for a specific PLP and protocol type.drop-profileloss-priority, protocoldrop-profile-map

Themap sets the code points for a specific forwarding class and
PLP.

code-pointsloss-priority,
forwarding-class

rewrite-rules

Themap sets the code point for the forwarding class specified in
the fixed classifier attached to the native Fibre Channel (NP_Port)
interface.

code-pointforwarding-classrewrite-value (Fibre
Channel Interfaces)

Related
Documentation

Understanding CoS Packet Flow on page 5319•

• Understanding CoS Classifiers on page 5334

• Example: Configuring Unicast Classifiers on page 5495
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• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Example: Configuring Forwarding Classes on page 5505

• Configuring CoS Drop Profile Maps on page 5677

• Defining CoS Rewrite Rules on page 5693

Understanding Default CoS Settings

If you do not configure CoS settings on the QFX Series, Junos OS performs some CoS

functions to ensure that traffic and protocol packets are forwardedwithminimumdelay

when the network experiences congestion. Some default mappings are automatically

applied to each logical interface that you configure.

You can display default CoS settings by issuing the show class-of-service operational

mode command.

This topic describes the default configurations for the following CoS components:

• Default Forwarding Classes and Queue Mapping on page 5322

• Default Forwarding Class Sets (Priority Groups) on page 5323

• Default Code-Point Aliases on page 5323

• Default Classifiers on page 5325

• Default Rewrite Rules on page 5328

• Default Drop Profile on page 5328

• Default Schedulers on page 5328

• Default Scheduler Maps on page 5328

• Default Shared Buffer Configuration on page 5329

Default Forwarding Classes and QueueMapping

Table 434 on page 5322 shows the default mapping of the default forwarding classes to

queues and packet drop attribute.

Table 434: Default Forwarding Classes and QueueMapping

Packet Drop AttributeDefaultQueueMappingDescriptionDefault Forwarding Class

drop0Best-effort traffic class
(priority 0, IEEE 802.1p code
point 000)

best-effort (be)

no-loss3Guaranteed delivery for FCoE
traffic (priority 3, IEEE 802.1p
code point 011)

fcoe

no-loss4Guaranteed delivery for TCP
no-loss traffic (priority 4, IEEE
802.1p code point 100)

no-loss
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Table 434: Default Forwarding Classes and QueueMapping (continued)

Packet Drop AttributeDefaultQueueMappingDescriptionDefault Forwarding Class

drop7Network control traffic
(priority 7, IEEE 802.1p code
point 111)

network-control (nc)

drop

NOTE: You cannot
configure
multidestination
forwarding classes as
no-loss (lossless) traffic
classes.

8Multidestination trafficmcast

Default Forwarding Class Sets (Priority Groups)

If you do not explicitly configure forwarding class sets, the system automatically creates

a default forwarding class set that contains all of the forwarding classes on the switch.

The system assigns 100 percent of the port output bandwidth to the default forwarding

class set.

Ingress traffic is classified basedon thedefault classifier settings. The forwarding classes

(queues) in the default forwarding class set receive bandwidth based on the default

scheduler settings. Forwarding classes that are not part of the default scheduler receive

no bandwidth.

The default forwarding class set is transparent. It does not appear in the configuration

and isused forDataCenterBridgingCapability Exchange (DCBX)protocol advertisement.

Default Code-Point Aliases

Table 435 on page 5323 shows the default mapping of code-point aliases to IEEE code

points.

Table 435: Default IEEE 802.1 Code-Point Aliases

MappingCoS Value Types

000be

001be1

010ef

011ef1

100af11

101af12

110nc1
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Table 435: Default IEEE 802.1 Code-Point Aliases (continued)

MappingCoS Value Types

111nc2

Table 436 on page 5324 shows the default mapping of code-point aliases to DSCP and

DSCP IPv6 code points.

Table 436: Default DSCP and DCSP IPv6 Code-Point Aliases

MappingCoS Value Types

101110ef

001010af11

001100af12

001110af13

010010af21

010100af22

010110af23

011010af31

011100af32

011110af33

100010af41

100100af42

100110af43

000000be

001000cs1

010000cs2

011000cs3

100000cs4

101000cs5
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Table 436: Default DSCP and DCSP IPv6 Code-Point Aliases (continued)

MappingCoS Value Types

110000nc1

111000nc2

Default Classifiers

The QFX Series applies default unicast IEEE 802.1, unicast DSCP, andmultidestination

classifiers to each interface that does not have explicitly configured classifiers. If you

explicitly configure one type of classifier but not other types of classifiers, the system

uses only the configured classifier and does not use default classifiers for other types of

traffic. There are two different default unicast IEEE 802.1 classifiers, a trusted classifier

for ports that are in trunk mode or tagged-access mode, and an untrusted classifier for

ports that are in access mode.

Table 437 on page 5325 shows the default mapping of IEEE 802.1 code-point values to

unicast forwarding classes and loss priorities for ports in trunk mode or tagged-access

mode.

Table 437: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode or Tagged Access
Mode (Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 438 on page 5326 shows the defaultmapping of IEEE 802.1p code-point values to

unicast forwarding classes and loss priorities for ports in access mode (all incoming

traffic is mapped to best-effort forwarding classes).
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Table438:Default IEEE802.1UnicastClassifiers forPorts inAccessMode(UntrustedClassifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111

Table 439 on page 5326 shows the default mapping of IEEE 802.1 code-point values to

multidestination (multicast, broadcast, and destination lookup fail traffic) forwarding

classes and loss priorities.

Table 439: Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Table440onpage5327shows thedefaultmappingofDSCPcode-point values tounicast

forwarding classes and loss priorities for DSCP IP and DCSP IPv6.
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Table 440: Default DSCP IP and IPv6 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortef (101110)

lowbest-effortaf11 (001010)

lowbest-effortaf12 (001100)

lowbest-effortaf13 (001110)

lowbest-effortaf21 (010010)

lowbest-effortaf22 (010100)

lowbest-effortaf23 (010110)

lowbest-effortaf31 (011010)

lowbest-effortaf32 (011100)

lowbest-effortaf33 (011110)

lowbest-effortaf41 (100010)

lowbest-effortaf42 (100100)

lowbest-effortaf43 (100110)

lowbest-effortbe (000000)

lowbest-effortcs1 (001000)

lowbest-effortcs2 (010000)

lowbest-effortcs3 (011000)

lowbest-effortcs4 (100000)

lowbest-effortcs5 (101000)

lownetwork-controlnc1 (110000)

lownetwork-controlnc2 (111000)

NOTE: There are no default DSCP IP or IPv6 classifiers for multidestination
traffic. DSCP IPv6 classifiers are not supported for multidestination traffic.
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Default Rewrite Rules

There are no default rewrite rules. If you do not explicitly configure rewrite rules, the

switch does not reclassify egress traffic.

Default Drop Profile

Table 441 on page 5328 shows the default drop profile configuration.

Table 441: Default Drop Profile

Drop ProbabilityFill Level

100100

Default Schedulers

Table 442 on page 5328 shows the default scheduler configuration.

Table 442: Default Schedulers

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%Best-effort scheduler (queue0)

35%low35%None35%FCoE scheduler (queue 3)

35%low35%None35%No-loss scheduler (queue 4)

5%low5%None5%Network-control scheduler
(queue 7)

20%low20%None20%Multidestination scheduler
(queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
rate of each queue.

Default Scheduler Maps

Table 443 on page 5328 shows the defaultmapping of forwarding classes to schedulers.

Table 443: Default Scheduler Maps

SchedulerForwarding Class

Default BE schedulerbest-effort
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Table 443: Default Scheduler Maps (continued)

SchedulerForwarding Class

Default FCoE schedulerfcoe

No-loss schedulerno-loss

Default network-control schedulernetwork-control

Default multidestination schedulermcast-be

Default Shared Buffer Configuration

TableTable444onpage5329andTable445onpage5329showthedefault sharedbuffer

allocations:

Table 444: Default Ingress Shared Buffer Configuration

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%

Table 445: Default Egress Shared Buffer Configuration

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%

Related
Documentation

Overview of Junos OS CoS for the QFX Series on page 5307•

• Understanding Junos CoS Components on page 5315

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Classifiers on page 5334

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Understanding CoS Code-Point Aliases on page 5332

• Understanding CoS Forwarding Classes on page 5354

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Tail-Drop Profiles on page 5409

Understanding Host Inbound Traffic Classification

The destination address of traffic that enters the switch can be an external device such

as another switch, a router, or a server, or the destination can be the host (the switch
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Routing Engine or CPU). When the destination is an external device, the DSCP and IEEE

802.1p code-point bits of incoming traffic are preserved as the traffic travels through the

switch to the egress port. At the egress port, the code-point bits are either preserved

when the packets are sent to the next hop or they are rewritten according to the rewrite

rule attached to the egress interface.

When the destination of incoming traffic is the host, DSCP bits are preserved. However,

IEEE 802.1p bits are not preserved. The IEEE 802.1p bits of traffic destined for the host

are set to zero (0). This does not affect system behavior because the switch prioritizes

traffic destined for the host based on the protocol type. For example, the switch gives a

higher priority to BPDU traffic than to ping traffic.

Related
Documentation

Understanding Default CoS Scheduling and Classification on page 5360•

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330

Understanding Host Routing Engine Outbound Traffic Queues and Defaults

The host Routing Engine and CPU generate outbound traffic that is transmitted using

different protocols. You cannot configure a classifier tomap different types of outbound

traffic that the host generates to forwarding classes (queues). The traffic that the host

generates isassigned to forwardingclassesbydefault as shown inTable446onpage5331.

If you want to separate host outbound traffic from other traffic or if you want to assign

that traffic to a particular queue, you can configure a single forwarding class for all traffic

that the host generates. If you configure a forwarding class for outbound host traffic,

that forwarding class is used globally for all traffic generated by the host. (That is, the

host outbound traffic is mapped to the selected queue on all egress interfaces.)

Configuringa forwardingclass for hostoutbound trafficdoesnotaffect transit or incoming

traffic.

Whether you use the default host outbound traffic forwarding class configuration or

configure a forwarding class for all host outbound traffic, the configuration applies to all

Layer 2 and Layer 3 protocols and to all application-level traffic such as FTP and ping

operations.

If you configure a queue for host outbound traffic, the queuemust beproperly configured

on all interfaces.

NOTE: Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP)
packets generated by the CPU are always transmitted on the fcoe queue

(queue 3), even if you configure a queue for host outbound traffic. This helps
to ensure lossless behavior for FCoE traffic. QFabric systems classify FIP
control packets into the same traffic class (fcoe) across the Interconnect

device (fabric) and the egress Node device.

By default, traffic generated by the host is sent to the best effort queue (queue 0) or to

the network control queue (queue 7). Table 446onpage5331 lists thedefault host traffic

to output queuemapping.

Copyright © 2014, Juniper Networks, Inc.5330

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 446: Routing Engine Protocol Default QueueMapping

Default QueueMappingRouting Engine Protocol

Queue 0Address Resolution Protocol (ARP) reply

Queue 0ARP request

Queue 0Border Gateway Protocol (BGP)

Queue 7BGP TCP Retransmission

Queue 3Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP)

Queue 0File Transfer Protocol (FTP)

Queue 0Internet Control Message Protocol (ICMP) reply

Queue 0ICMP request

Queue 7Internet Group Management Protocol (IGMP) query

Queue 0IGMP report

Queue 7Link Aggregation Control Protocol (LACP)

Queue 7Open Shortest Path First (OSPF) hello

Queue 7OSPF protocol data unit (PDU)

Queue 7OSPF link state advertisements (LSAs)

Queue 7Protocol Independent Multicast (PIM)

Queue 7PIM hello

Queue 0Simple Network Management Protocol (SNMP)

Queue 0Secure Shell (SSH)

Queue 0Telnet

Queue 7Virtual Router Redundancy Protocol (VRRP)

Queue 7VLAN Spanning Tree Protocol (VSTP)

Queue 0xnm-clear-text

Queue 0xnm-ssl
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Related
Documentation

Understanding CoS Forwarding Classes on page 5354•

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• Example: Configuring Forwarding Classes on page 5505

Understanding CoS Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name

instead of the bit pattern when you configure other CoS components such as classifiers,

drop-profile maps, and rewrite rules.

Behavior aggregate classifiers use class-of-service (CoS) values such as Differentiated

Services code points (DSCPs) and IEEE 802.1 bits to associate incoming packets with a

particular CoS servicing level. You can assign ameaningful name or alias to the CoS

valuesanduse thatalias insteadofbitswhenconfiguringCoScomponents. Thesealiases

are not part of the specifications but are well known through usage. For example, the

alias for DSCP 101110 is widely accepted as ef (expedited forwarding).

When you configure classes and define classifiers, you can refer to the markers by alias

names. You can configure alias names for user-defined classifiers. If the value of an alias

changes, it alters the behavior of any classifier that references it.

You can configure code-point aliases for the following type of CoSmarkers:

• dscp or dscp-ipv6—Handles incoming IP and IPv6 packets.

• ieee-802.1—Handles Layer 2 CoS.

This topic covers:

• Default Code-Point Aliases on page 5332

Default Code-Point Aliases

Table 447 on page 5332 shows the default mapping of code-point aliases to IEEE code

points.

Table 447: Default IEEE 802.1 Code-Point Aliases

MappingCoS Value Types

000be

001be1

010ef

011ef1

100af11

101af12
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Table 447: Default IEEE 802.1 Code-Point Aliases (continued)

MappingCoS Value Types

110nc1

111nc2

Table 448 on page 5333 shows the default mapping of code-point aliases to DSCP and

DSCP IPv6 code points.

Table 448: Default DSCP and DSCP IPv6 Code-Point Aliases

MappingCoS Value Types

101110ef

001010af11

001100af12

001110af13

010010af21

010100af22

010110af23

011010af31

011100af32

011110af33

100010af41

100100af42

100110af43

000000be

001000cs1

010000cs2

011000cs3

100000cs4
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Table448:Default DSCPandDSCP IPv6Code-PointAliases (continued)

MappingCoS Value Types

101000cs5

110000nc1

111000nc2

Related
Documentation

Understanding Junos CoS Components on page 5315•

• Defining CoS Code-Point Aliases on page 5672

Understanding CoS Classifiers

Packet classification associates incoming packets with a particular class-of-service

(CoS) servicing level. Classifiers associate packets with a forwarding class and a loss

priority, and assign packets to output queues based on the associated forwarding class.

There are three general types of classifiers:

• Behavior aggregate (BA) classifiers—DSCP and DSCP IPv6 classify IP and IPv6 traffic,

EXPclassifiesMPLStraffic, and IEEE802.1pclassifiers classifyall other traffic. (Although

this topic covers EXP classifiers, for more details about EXP classifiers, see

“Understanding CoSMPLS EXP Classifiers and Rewrite Rules” on page 3744.)

• Fixed classifiers—Fixed classifiers classify all ingress traffic on a physical interface into

one forwarding class, regardless of the CoS bits in the packet header.

• Multifield (MF) classifiers—MF classifiers classify traffic based onmore than one field

in the packet header and take precedence over BA and fixed classifiers.

• Interfaces and Output Queues on page 5334

• Behavior Aggregate Classifiers on page 5335

• Fixed Classifiers on Ethernet Interfaces on page 5338

• Fixed Classifiers on Native Fibre Channel Interfaces (NP_Ports) on page 5339

• Multifield Classifiers on page 5339

• Packet Classification for Routed VLAN Interfaces (RVIs) on page 5340

Interfaces and Output Queues

OnGigabit Ethernet interfaces, 10-Gigabit Ethernet interfaces, and linkaggregation (LAG)

interfaces, you can apply classifiers to Layer 2 logical interfaces and to Layer 3 physical

interfaces if the Layer 3 physical interface has at least one defined logical interface.

Classifiers applied to Layer 3 physical interfaces are used on all logical interfaces on that

physical interface. “Understanding Applying CoS Classifiers and Rewrite Rules to

Interfaces” on page 5344 describes the interaction between classifiers and interfaces in

greater detail.
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You can configure both a BA classifier and anMF classifier on an interface. If you do this,

the BA classification is performed first and then theMF classification is performed. If the

two classification results conflict, the MF classification result overrides the BA

classification result.

You cannot configure a fixed classifier and a BA classifier on the same interface.

You can configure both a DSCP or a DSCP IPv6 classifier and an IEEE 802.1p classifier

on the same interface. IP traffic uses the DSCP or DSCP IPv6 classifier. All other traffic

uses the IEEE classifier (except when you configure a global EXP classifier; in that case,

MPLS traffic uses the EXP classifier). You can configure only one DSCP classifier on a

physical interface (either one DSCP classifier or one DSCP IPv6 classifier, but not both).

Although you can configure as many EXP classifiers as you want, the switch uses only

one MPLS EXP classifier as a global classifier on all interfaces. After you configure an

MPLS EXP classifier, you can configure it as the global EXP classifier by including the

EXP classifier in the [edit class-of-service system-defaults classifiers exp] hierarchy. All

switch interfaces use the EXP classifier specified using this configuration statement to

classify MPLS traffic.

You can create unicast BA classifiers for unicast traffic andmulticast BA classifiers for

multidestination traffic, which includesmulticast, broadcast, and destination lookup fail

(DLF) traffic. You cannot assign unicast traffic andmultidestination traffic to the same

BA classifier.

On each interface, the switch has separate output queues for unicast traffic and for

multidestination traffic:

• The switch supports 12 output queues, with 8 queues dedicated to unicast traffic and

4 queues dedicated to multidestination traffic.

• Queues0 through 7 are unicast traffic queues. You canapply only unicast BAclassifiers

to unicast queues. A unicast BA classifier should contain only forwarding classes that

are mapped to unicast queues.

• Queues 8 through 11 are multidestination traffic queues. You can apply only

multidestination BA classifiers to multidestination queues. A multidestination BA

classifier should contain only forwarding classes that are mapped tomultidestination

queues.

You can apply unicast classifiers to one or more interfaces. Multidestination classifiers

andEXPclassifiers apply toall of the switch interfacesandcannotbeapplied to individual

interfaces.Use theDSCPmultidestination classifier for both IPand IPv6multidestination

traffic. The DSCP IPv6 classifier is not supported for multidestination traffic.

Behavior Aggregate Classifiers

The behavior aggregate classifier maps a class-of-service (CoS) value to a forwarding

class and loss priority. The forwarding class determines the output queue. A scheduler

uses the losspriority to control packet discardduringperiodsof congestionbyassociating

different drop profiles with different loss priorities.

The switch supports three types of BA classifiers:
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• Differentiated Services Code Point (DSCP) for IP DiffServ (IP and IPv6)

• IEEE 802.1p CoS bits

• MPLS EXP

BA classifiers are based on fixed-length fields, whichmakes themcomputationallymore

efficient than MF classifiers. Therefore, core devices, which handle high traffic volumes,

are normally configured to perform BA classification.

Unicast andmulticast traffic cannot share the same classifier. You canmap unicast

traffic andmulticast traffic to the same classifier CoS value, but the unicast traffic must

belong to a unicast classifier and themulticast traffic must belong to amultidestination

classifier.

Default Behavior Aggregate Classification

Juniper Networks JunosOS automatically assigns implicit default classifiers to all logical

interfaces based on the type of interface. Table 449 on page 5336 lists different types of

interfaces and the corresponding implicit default BA classifiers.

Table 449: Default BA Classification

Default BA ClassificationType of Interface

ieee8021p-defaultLayer 2 interface in trunk mode or in
tagged-access mode

dscp-defaultLayer 3 interface

ieee8021p-untrustedLayer 2 interface in access mode

NOTE: There are default BA classifiers for the best-effort, fcoe, no-loss,

network-control, andmcast forwarding classes.

NOTE: There is no default MPLS EXP classifier. Youmust configure an EXP
classifier and apply it globally to all interfaces by including it in the [edit

class-of-service system-defaults classifiers exp] hierarchy.

If an EXP classifier is not configured, then if a fixed classifier is applied to the
interface, the MPLS traffic uses the fixed classifier. If no EXP classifier and
no fixed classifier is applied to the interface, MPLS traffic is treated as
best-effort traffic. DSCP classifiers are not applied to MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use
a fixed IEEE 802.1p classifier for MPLS traffic on some interfaces and the
global EXPclassifier forMPLS traffic onother interfaces.Whenyouconfigure
aglobalEXPclassifier, allMPLStrafficonall interfacesuses theEXPclassifier,
even interfaces that have a fixed classifier.
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When you explicitly associate a unicast classifier with a logical interface, you override

the default unicast classifier with the explicit unicast classifier.

NOTE: You can apply only one classifier of each type, DSCPand IEEE802.1p,
to a Layer 2 interface. If both types of classifiers are present, DSCPclassifiers
take precedence over IEEE 802.1p classifiers. (If you also configure a global
EXPclassifier, onlyMPLS traffic uses theEXPclassifier, andother traffic uses
the configured or default classifier for that traffic type.)

Importing a Classifier

Youcanuseanyexisting classifier, including thedefault classifiers, as thebasis for defining

a new classifier. You accomplish this using the import statement.

The imported classifier is used as a template and is not modified. Themodifications you

make become part of a new classifier (and a new template) identified by the name of

the new classifier.Whenever you commit a configuration that assigns a new class-name

and loss-priority value to a code-point alias or set of bits, it replaces that entry in the new

classifier template. As a result, you must explicitly specify every CoS value in every

designation that requires modification.

Multidestination Classifiers

Multidestinationclassifiersareapplied toall interfacesandcannotbeapplied to individual

interfaces. You can configure both a DSCPmultidestination classifier and an IEEE

multidestination classifer. IP and IPv6 traffic use the DSCP classifier, and all other traffic

uses the IEEE classifier.

DSCP IPv6multidestination classifiers are not supported, so IPv6 traffic uses the DSCP

multidestination classifier.

The default multidestination classifier is the IEEE 802.1p multidestination classifier.

PFC Priorities

The eight IEEE 802.1p code points correspond to the eight priorities that priority-based

flow control (PFC) uses to differentiate traffic classes for lossless transport. When you

map a forwarding class (which maps to an output queue) to an IEEE 802.1p CoS value,

the IEEE 802.1p CoS value identifies the priority.

Although you canmap a priority to any output queue (by mapping the priority to a

forwarding class), we recommend that the priority and the unicast forwarding class

match in a one-to-one correspondence inwhich priority 0 is assigned to queue 0, priority

1 is assigned to queue 1, and so on, as shown in Table 450 on page 5338. A one-to-one

correspondence of queue andpriority numbersmakes it easier to configure andmaintain

the mapping of forwarding classes to priorities and queues.
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Table450:Default IEEE802.1pCodePoint toPFCPriority,OutputQueue,
and Forwarding Class Mapping

Forwarding Class and Packet Drop
Attribute

Unicast
OutputQueue

PFC
Priority

IEEE 802.1p Code
Point

best-effort (drop)00000

best-effort (drop)11001

best-effort (drop)22010

fcoe (no-loss)33011

no-loss (no-loss)44100

best-effort (drop)55101

network-control (drop)66110

network-control (drop)77111

NOTE: By convention, deployments with converged server access typically
use IEEE 802.1p priority 3 (011) for FCoE traffic. The default mapping of the
fcoe forwarding class is to queue 3. Apply priority-based flow control (PFC)

to the entire FCoE data path to configure the end-to-end lossless behavior
that FCoE requires. We recommend that you use priority 3 for FCoE traffic
unless your network architecture requires that you use a different priority.

Fixed Classifiers on Ethernet Interfaces

Fixed classifiers map all traffic on an interface to a forwarding class and a loss priority.

(Asopposed toBAclassifiers,whichmaptraffic intomultipledifferent forwardingclasses

based on the CoS field value in the packet header.) The forwarding class determines the

output queue. Incoming traffic of all IEEE802.1p priorities is classified into the forwarding

class specified in the fixed classifier. A scheduler uses the loss priority to control packet

discard during periods of congestion by associating different drop profiles with different

loss priorities.

You cannot configure a fixed classifier and a DSCP or IEEE 802.1p BA classifier on the

same interface. If you configure a fixed classifier on an interface, you cannot configure a

DSCP or an IEEE classifier on that interface. If you configure a DSCP classifier, an IEEE

classifier, or both classifiers on an interface, you cannot configure a fixed classifier on

that interface.
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NOTE: Because EXP classifiers are global, you can configure both a global
EXP classifier and also apply fixed classifiers on interfaces. When both the
global EXP classifier and a fixed classifier are applied to an interface, MPLS
traffic uses the EXP classifier and all other traffic uses the fixed classifier.

To switch from a fixed classifier to a BA classifier or to switch from a BA classifier to a

fixed classifier, deactivate the existing classifier attachment on the interface, and then

attach the new classifier to the interface.

NOTE: If you configure a fixed classifier that classifies all incoming traffic
into the fcoe forwarding class (or any forwarding class designed to handle

FCoE traffic), youmust ensure that all traffic that enters the interface is FCoE
traffic and is tagged with the FCoE IEEE 802.1p code point (priority).

Fixed Classifiers on Native Fibre Channel Interfaces (NP_Ports)

Applying a fixed classifier to a native Fibre Channel (FC) interface (NP_Port) is a special

case. By default, native FC interfaces classify incoming traffic from the FC SAN into the

fcoe forwarding class andmap the traffic to IEEE802.1p priority 3 (code point 011).When

you apply a fixed classifier to an FC interface, you also configure a priority rewrite value

for the interface. The FC interface uses the priority rewrite value as the IEEE 802.1p tag

value for all incoming packets instead of the default value of 3.

For example, if you specify apriority rewrite valueof 5 (codepoint 101) for an FC interface,

the interface tags all incoming traffic from the FC SANwith priority 5 and classifies the

traffic into the forwarding class specified in the fixed classifier.

NOTE: The forwarding class specified in the fixed classifier on FC interfaces
must be a lossless forwarding class.

Multifield Classifiers

Multifield classifiers examinemultiple fields in a packet such as source and destination

addresses and source and destination port numbers of the packet. With MF classifiers,

you set the forwarding class and loss priority of a packet based on firewall filter rules.

MF classification is normally performed at the network edge because of the general lack

of DiffServ code point (DSCP) support in end-user applications. On a switch at the edge

of a network, an MF classifier provides the filtering functionality that scans through a

varietyofpacket fields todetermine the forwardingclass for apacket. Typically, a classifier

performsmatching operations on the selected fields against a configured value.
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Packet Classification for Routed VLAN Interfaces (RVIs)

You cannot apply classifiers directly to routed VLAN interfaces (RVIs) because the

members of RVIs are VLANs, not ports. However, you can apply classifiers to the VLAN

port members of an RVI. You can also apply MF classifiers to RVIs.

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744•

• Understanding CoS Packet Flow on page 5319

• Understanding Default CoS Settings on page 5322

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675
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Understanding CoSMPLS EXP Classifiers and Rewrite Rules

You can use class of service (CoS) within MPLS networks to prioritize certain types of

traffic during periods of congestion by applying packet classifiers and rewrite rules to the

MPLS traffic. (For information about DSCP and IEEE 802.1p classifiers and general

information about classifiers, see “Understanding CoS Classifiers” on page 5334. For

information about DSCP and IEEE 802.1p rewrite rules, see “Understanding CoS Rewrite

Rules” on page 5414.)

When a packet enters a customer-edge interface on the ingress provider edge (PE)

switch, the switch associates the packet with a particular CoS servicing level before

placing the packet onto the label-switched path (LSP). The switches within the LSP

utilize the CoS value set at the ingress PE switch. The CoS value that was embedded in

theclassifier is translatedandencoded in theMPLSheaderbymeansof theexperimental

(EXP) bits.

EXP classifiersmap incomingMPLSpackets to a forwarding class and a loss priority, and

assign MPLS packets to output queues based on the forwarding class mapping. EXP

classifiers are behavior aggregate (BA) classifiers.

EXP rewrite rules change (rewrite) the CoS value of the EXP bits in outgoing packets on

the egress queues of the switch so that the new (rewritten) value matches the policies

of a targeted peer. Policy matching allows the downstream routing platform or switch

in a neighboring network to classify each packet into the appropriate service group.

NOTE: There is no default EXP classifier. There is no default EXP rewrite rule.
If you want to classify incoming MPLS packets using the EXP bits, youmust
configure a global EXP classifier. If you want to rewrite the EXP bit value at
the egress interface, youmust configure EXP rewrite rules and apply them
to logical interfaces.

This topic includes:

• EXP Classifiers on page 5341

• EXP Rewrite Rules on page 5342

• Schedulers on page 5343

EXP Classifiers

Unlike DSCP and IEEE 802.1p BA classifiers, EXP classifiers are global to the switch and

apply to all switch interfaces. When you configure and apply an EXP classifier, MPLS

traffic on all interfaces uses the EXP classifier, even on interfaces that also have a fixed

classifier. If an interface has both anEXPclassifier and a fixed classifier, the EXP classifier

is applied to MPLS traffic and the fixed classifier is applied to all other traffic.

Also unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. If you

want to classifyMPLS traffic based on the EXP bits, youmust explicitly configure an EXP

classifier and apply it the switch interfaces. Each EXP classifier has eight entries that
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correspond to the eight EXP CoS values (0 through 7, which correspond to bits 000

through 111).

You can configure as many EXP classifiers as you want. However, the switch uses only

one MPLS EXP classifier as a global classifier on all interfaces. After you configure an

MPLS EXP classifier, you can configure it as the global EXP classifier by including the

EXP classifier in the [edit class-of-service system-defaults classifiers exp] hierarchy. All

switch interfaces use the global EXP classifier to classify MPLS traffic.

Only one EXP classifier can be configured as the global EXP classifier at any time. If you

want to change the global EXP classifier, delete the global EXP classifier configuration

(use the user@switch# delete class-of-service system-defaults classifiers exp
configuration statement), then configure the new global EXP classifier.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface,

the MPLS traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is

applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers

are not applied to MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use a fixed IEEE

802.1p classifier for MPLS traffic on some interfaces and the global EXP classifier for

MPLS traffic on other interfaces. When you configure a global EXP classifier, all MPLS

traffic on all interfaces uses the EXP classifier.

NOTE: The switch uses only the outermost label of incoming EXP packets
for classification.

NOTE: MPLS packets with 802.1Q tags are not supported.

EXP Rewrite Rules

As MPLS packets enter or exit a network, edge switches might be required to alter the

class-of-service (CoS) settings of the packets. EXP rewrite rules set the value of the EXP

CoS bits within the header of the outgoing MPLS packet. Each rewrite rule reads the

current forwarding class and loss priority associatedwith the packet, locates the chosen

CoS value from a table, and writes that CoS value into the packet header, replacing the

old CoS value. EXP rewrite rules apply only to MPLS traffic.

EXP rewrite rules apply only to logical interfaces. You cannot apply EXP rewrite rules to

physical interfaces.

There are no default EXP rewrite rules. If you want to rewrite the EXP value in MPLS

packets, youmust configure EXP rewrite rules and apply them to logical interfaces. If no

rewrite rules are applied, all MPLS labels that are pushed have a value of zero (0). The

EXP value remains unchanged on MPLS labels that are swapped.

You can configure asmany EXP rewrite rules as you want, but you can only apply 16 EXP

rewrite rules at any time on the switch. On a given logical interface, all pushed MPLS
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labels have the same EXP rewrite rule applied to them. You can apply different EXP

rewrite rules to different logical interfaces on the same physical interface.

You can apply an EXP rewrite rule to an interface that has a DSCP, DSCP IPv6, or IEEE

802.1p rewrite rule. Only MPLS traffic uses the EXP rewrite rule. MPLS traffic does not

use DSCP or DSCP IPv6 rewrite rules.

If the switch is performing penultimate hoppopping (PHP), EXP rewrite rules do not take

effect. If both an EXP classifier and an EXP rewrite rule are configured on the switch, then

the EXP value from the last popped label is copied into the inner label. If either an EXP

classifier or an EXP rewrite rule (but not both) is configured on the switch, then the inner

label EXP value is sent unchanged.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

Schedulers

The schedulers for usingCoSwithMPLSare the sameas for theotherCoSconfigurations

on theQFXSeries. Default schedulers are provided only for the best-effort, fcoe, no-loss,

and network-control forwarding classes. If you configure a custom forwarding class for

MPLS traffic, you need to configure a scheduler to support that forwarding class and

provide bandwidth to that forwarding class. See “Understanding CoS Output Queue

Schedulers” onpage5371 and “Example: ConfiguringQueueSchedulers” onpage5511 for

more information.

Related
Documentation

Understanding CoS Classifiers on page 5334•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring CoS Bits for an MPLS Network on page 3781
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Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

At ingress interfaces, classifiers group incoming traffic into classes based on the

IEEE 802.1p, DSCP, or MPLS EXP class of service (CoS) code point bits in the packet

header. At egress interfaces, you can use rewrite rules to change (re-mark) the code

point bits before the interface forwards the packets. At ingress interfaces, classifiers

group incoming traffic into classes based on the IEEE 802.1p, DSCP, or MPLS EXP CoS

code point bits in the packet header. At egress interfaces, rewrite rules can change

(re-mark) the code point bits before the interface forwards the packets.

You canapply classifiers and rewrite rules to interfaces to control the level of CoSapplied

to each packet as it traverses the system and the network. This topic describes:

• Supported Classifier and Rewrite Rule Types on page 5344

• Ethernet InterfacesSupported forClassifierandRewriteRuleConfigurationonpage5345

• Default Classifiers on page 5347

• Default Rewrite Rules on page 5348

• Classifier Precedence on page 5348

• Classifier Behavior and Limitations on page 5349

• Rewrite Rule Precedence and Behavior on page 5350

• Classifier and Rewrite Rule Configuration Interaction with Ethernet Interface

Configuration on page 5351

Supported Classifier and Rewrite Rule Types

Table451onpage5344shows the typesof classifiersand rewrite rules that theQFXSeries

supports:

Table 451: Supported Classifiers and Rewrite Rules

DescriptionClassifier or Rewrite Rule Type

Classifies all ingress traffic on a physical interface into one fixed forwarding class,
regardless of the CoS bits in the packet header.

Fixed classifier

Classifies IP and IPv6 traffic into forwarding classes and assigns loss priorities to
the traffic.

DSCP and DSCP IPv6 unicast classifiers

Classifies Ethernet traffic into forwarding classes and assigns loss priorities to the
traffic.

IEEE 802.1p unicast classifier

Classifies MPLS traffic into forwarding classes and assigns loss priorities to the
traffic. The system uses one global EXP classifier on all switch interfaces.

MPLS EXP classifier

Classifies IPand IPv6multicast, broadcast, anddestination lookup fail (DLF) traffic
into multidestination forwarding classes. Multidestination classifiers are applied
to all interfaces and cannot be applied to individual interfaces.

DSCPmultidestinationclassifier (alsoused
for IPv6multidestination traffic)
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Table 451: Supported Classifiers and Rewrite Rules (continued)

DescriptionClassifier or Rewrite Rule Type

Classifies Ethernet multicast, broadcast, and destination lookup fail (DLF) traffic
into multidestination forwarding classes. Multidestination classifiers are applied
to all interfaces and cannot be applied to individual interfaces.

IEEE 802.1p multidestination classifier

Re-marks the DSCP code points of IP and IPv6 packets before forwarding the
packets.

DSCP and DSCP IPv6 rewrite rules

Re-marks the IEEE 802.1p code points of Ethernet packets before forwarding the
packets.

IEEE 802.1p rewrite rule

Re-marks the EXP code points of MPLS packets before forwarding the packets.MPLS EXP rewrite rule

NOTE: On native Fibre Channel (FC) interfaces (NP_Ports) only, you can
specifya rewritevalue toset the IEEE802.1pcodepointof incomingFCtraffic
when theNP_Port encapsulates the FCpacket in Ethernet before forwarding
it to the FCoE network (see “Understanding CoS IEEE 802.1p Priority
Remapping on an FCoE-FC Gateway” on page 5446).

DSCP, IEEE 802.1p, and MPLS EXP classifiers are behavior aggregate (BA) classifiers.

Unlike DSCP and IEEE 802.1p classifiers, EXP classifiers are global and apply to all

interfaces. Also unlike DSCP and IEEE 802.1p classifiers, for MPLS traffic only, EXP

classifiers overwrite fixed classifiers. (An interface that has a fixed classifier uses the EXP

classifier for MPLS traffic, not the fixed classifier.)

Multidestination classifiers are global and apply to all interfaces; you cannot apply a

multidestination classifier to individual interfaces.

Classifying packets into forwarding classes assigns packets to the output queues

associated with the forwarding classes. Classifying traffic into a forwarding class

associates the CoS scheduling for the forwarding class with that traffic.

NOTE: In addition to BA classifiers and fixed classifiers, which classify traffic
based on the CoS field in the packet header, you can use firewall filters to
configuremultifield (MF) classifiers. MF classifiers classify traffic based on
more than one field in the packet header and take precedence over BA and
fixed classifiers.

Ethernet Interfaces Supported for Classifier and Rewrite Rule Configuration

To apply a classifier to incoming traffic or a rewrite rule to outgoing traffic, you need to

apply the classifier or rewrite rule to one or more interfaces. When you apply a classifier

or rewrite rule to an interface, the interface uses the classifier to group incoming traffic

into forwarding classes and uses the rewrite rule to re-mark the CoS code point value of

each packet before it leaves the system.
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Not all interfaces types support all types of CoS configuration. This section describes:

• Interface Types That Support Classifier and Rewrite Rule Configuration on page 5346

• ClassifierandRewriteRulePhysicalandLogicalEthernet InterfaceSupportonpage5346

• Routed VLAN Interfaces (RVIs) and Integrated Routing and Bridging (IRB)

Interfaces on page 5347

Interface Types That Support Classifier and Rewrite Rule Configuration

You can apply classifiers to all Ethernet interfaces. For Layer 3 LAGs, configure BA or

fixed classifiers on the LAG (ae) interface. The classifier configured on the LAG is valid

on all of the LAGmember interfaces.

You can apply fixed classifiers to native FC interfaces (NP_Ports). You cannot apply other

types of classifiers or rewrite rules to native FC interfaces. You can rewrite the value of

the IEEE 802.1p code point of incoming FC traffic when the interface encapsulates it in

Ethernet before forwarding it to the FCoE network as described in “Understanding CoS

IEEE 802.1p Priority Remapping on an FCoE-FC Gateway” on page 5446.

Classifier and Rewrite Rule Physical and Logical Ethernet Interface Support

The QFX Series Ethernet ports can function as:

• Layer 2 physical interfaces (family ethernet-switching)

• Layer 2 logical interfaces (family ethernet-switching)

• Layer 3 physical interfaces (family inet/inet6)

• Layer 3 logical interfaces (family inet/inet6)

You can apply CoS classifiers and rewrite rules only to the following interfaces:

• Layer 2 logical interfaces

• Layer 3 physical interfaces if at least one logical Layer 3 interface is configured on the

physical interface

NOTE: The CoS you configure on a Layer 3 physical interface is applied to
all of the Layer 3 logical interfaces on that physical interface. This means
that each Layer 3 interface uses the same classifiers and rewrite rules for
all of the Layer 3 traffic on that interface.

You cannot apply classifiers or rewrite rules to Layer 2 physical interfaces or to Layer 3

logical interfaces. Table 452 on page 5347 shows on which interfaces you can configure

and apply classifiers and rewrite rules.
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Table 452: Ethernet Interface Support for Classifier and Rewrite Rule Configuration

Layer 3 Logical
Interfaces

Layer 3 Physical
Interfaces (If at Least
One Logical Layer 3
Interface Is Defined)

Layer 2 Logical
Interfaces

Layer 2 Physical
Interfaces

CoS Classifiers and Rewrite
Rules

NoYesYesNoFixed classifier

NoYesYesNoDSCP classifier

NoYesYesNoDSCP IPv6 classifier

NoYesYesNoIEEE 802.1p classifier

Global classifier, applies toall switch interfaces.Cannotbeconfiguredon individual interfaces.EXP classifier

NoYesYesNoDSCP rewrite rule

NoYesYesNoDSCP IPv6 rewrite rule

NoYesYesNoIEEE 802.1p rewrite rule

NoYesYesNoEXP rewrite rule

NOTE: IEEE 802.1pmutidestination and DSCPmultidestination classifiers
are applied to all interfaces and cannot be applied to individual interfaces.
NoDSCP IPv6multidestination classifier is supported. IPv6multidestination
traffic uses the DSCPmultidestination classifier.

Routed VLAN Interfaces (RVIs) and Integrated Routing and Bridging (IRB) Interfaces

You cannot apply classifiers and rewrite rules directly to routed VLAN interfaces (RVIs)

or integrated routing and bridging (IRB) interfaces because themembers of RVIs and

IRBs are VLANs, not ports. However, you can apply classifiers and rewrite rules to the

VLAN port members of an RVI or an IRB. You can also apply MF classifiers to RVIs and

IRBs.

Default Classifiers

If youdonotexplicitly configure classifiers onanEthernet interface, theQFXSeriesapplies

default classifiers (see “Understanding Default CoS Settings” on page 5322) so that the

traffic receives basic CoS treatment. The factors that determine the default classifier

applied to the interface include the interface type (Layer 2 or Layer 3), the port mode

(trunk, tagged-access, or access), and whether logical interfaces have been configured.

The system applies a default classifier using the following rules:
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• If the physical interface has at least one Layer 3 logical interface configured, it uses

the default DSCP classifier.

• If the physical interface has a Layer 2 logical interface in trunkmode or tagged-access

mode, it uses the default trusted classifier.

• If the physical interface has a Layer 2 logical interface in access mode, it uses the

default untrusted classifier.

• If the physical interface has no logical interface configured, no default classifier is

applied.

• The default multidestination classifier is the IEEE 802.1p multidestination classifier.

• There is no default MPLS EXP classifier. If you want to classify traffic using EXP bits,

youmust configure an EXP classifier and configure it as the global system default EXP

classifier.

Default Rewrite Rules

No default rewrite rules are applied to interfaces. If you want to re-mark packets at the

egress interface, youmust explicitly configure a rewrite rule.

Classifier Precedence

You can apply multiple unicast classifiers (MF, fixed, IEEE 802.1p, DSCP, or EXP) to a

physical or logical Ethernet interface to handle different types of traffic. (EXP classifiers

are global and apply to all MPLS traffic on all interfaces.) When you apply more than

one classifier to an interface, the systemuses an order of precedence to determinewhich

classifier to use on physical and logical interfaces:

• Unicast Classifier Precedence on Physical Ethernet Interfaces on page 5348

• Unicast Classifier Precedence on Logical Ethernet Interfaces on page 5349

Unicast Classifier Precedence on Physical Ethernet Interfaces

The precedence of unicast classifiers on physical interfaces, from the highest-priority

classifier to the lowest-priority classifier, is:

• MFclassifier ona logical interface (noclassifier hasahigherpriority thanMFclassifiers)

• Fixed classifier on the physical interface

• DSCP or DSCP IPv6 classifier on the physical interface

• IEEE 802.1p classifier on the physical interface

NOTE: If an EXP classifier is configured, MPLS traffic uses the EXP classifier,
even if anMF or fixed classifier is applied to the interface. If an EXP classifier
is not configured, then if a fixedclassifier is applied to the interface, theMPLS
traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is
applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP
classifiers are not applied to MPLS traffic.
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You can apply a DSCP classifier, an IEEE 802.1p classifier, and an EXP classifier on a

physical interface. When all three classifiers are on an interface, IP traffic uses the DSCP

classifier, MPLS traffic uses the EXPclassifier, and all other traffic uses the IEEE classifier.

NOTE: You cannot apply a fixed classifier and a DSCP or IEEE classifier to
the same interface. If a DSCP classifier, an IEEE classifier, or both are on an
interface, you cannot apply a fixed classifier to that interface unless you first
delete the DSCP and IEEE classifiers. If a fixed classifier is on an interface,
you cannot apply aDSCPclassifier or an IEEEclassifier unless you first delete
the fixed classifier.

Unicast Classifier Precedence on Logical Ethernet Interfaces

The precedence of unicast classifiers on logical interfaces, from the highest priority

classifier to the lowest priority classifier, is:

• MFclassifier ona logical interface (noclassifier hasahigherpriority thanMFclassifiers)

• Fixed classifier on the logical interface

• DSCP or DSCP IPv6 classifier on the physical interface

• IEEE 802.1p classifier on the physical interface

NOTE: If an EXP classifier is configured, MPLS traffic uses the EXP classifier,
even if a fixed classifier is applied to the interface. If an EXP classifier is not
configured, then if a fixedclassifier is applied to the interface, theMPLStraffic
uses the fixed classifier. If no EXP classifier and no fixed classifier is applied
to the interface, MPLS traffic is treated as best-effort traffic.

You can apply both a DSCP classifier and an IEEE 802.1p classifier on a logical interface.

When both a DSCP and an IEEE classifier are on an interface, IP traffic uses the DSCP

classifier, and all other traffic uses the IEEE classifier. If an MPLS EXP classifier is also

applied to the interface, only MPLS traffic uses the EXP classifier.

Classifier Behavior and Limitations

Consider the following behaviors and constraints when you apply classifiers to physical

and logical Ethernet interfaces:

• You can configure only one DSCP classifier (IP or IPv6) on a physical interface. You

cannot configure both types of DSCP classifier on one physical interface. Both IP and

IPv6 traffic use whichever DSCP classifier is configured on the interface.

• When you configure a DSCP or a DSCP IPv6 classifier on a physical interface and the

physical interface has at least one logical Layer 3 interface, all packets (IP, IPv6, and

non-IP) use that classifier.
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• An interface with both a DSCP classifier (IP or IPv6) and an IEEE 802.1p classifier uses

the DSCP classifier for IP and IPv6 packets, and uses the IEEE classifier for all other

packets.

• Fixed classifiers and BA classifiers (DSCP and IEEE classifiers) are not permitted

simultaneously on an interface. If you configure a fixed classifier on an interface, you

cannot configure aDSCPor an IEEE classifier on that interface. If you configure aDSCP

classifier, an IEEE classifier, or both classifiers on an interface, you cannot configure a

fixed classifier on that interface.

• When you configure an IEEE 802.1p classifier on a physical interface and a DSCP

classifier is not explicitly configured on that interface, the interface uses the IEEE

classifier for all types of packets. No default DSCP classifier is applied to the interface.

(In this case, if youwantaDSCPclassifier on the interface, youmust explicitly configure

it.)

• The system does not apply a default classifier to a physical interface until you create

a logical interface on that physical interface. If you configure a Layer 3 logical interface,

the system uses the default DSCP classifier. If you configure a Layer 2 logical interface,

the system uses the default IEEE 802.1p trusted classifier if the port is in trunk mode

or tagged-access mode, or the default IEEE 802.1p untrusted classifier if the port is in

access mode.

• MF classifiers configured on logical interfaces take precedence over BA and fixed

classifiers, with the exception of the global EXP classifier, which is always used for

MPLStraffic. (Use firewall filters toconfigureMFclassifiers.)WhenBAor fixedclassifiers

are present on an interface, you can still configure an MF classifier on that interface.

• There is no default EXP classifier for MPLS traffic.

• You can configure as many EXP classifiers as you want, but the switch uses only one

MPLSEXPclassifier as a global classifier on all interfaces. After you configure anMPLS

EXP classifier, you can configure it as the global EXP classifier by including the EXP

classifier in the [edit class-of-service system-defaults classifiers exp] hierarchy. All

switch interfaces use the EXP classifier specified using this configuration statement

to classify MPLS traffic, even on interfaces that have a fixed classifier. No other traffic

uses the EXP classifier.

Rewrite Rule Precedence and Behavior

The following rules apply on both physical and logical Ethernet interfaces for rewrite

rules:

• If you configure bothoneDSCP(orDSCP IPv6) rewrite rule andone IEEE802.1p rewrite

rule on an interface, both rewrite rules take effect. Traffic with IP and IPv6 headers use

the DSCP rewrite rule, and traffic with a VLAN tag uses the IEEE rewrite rule.

• If you do not explicitly configure a rewrite rule, there is no default rewrite rule, so the

system does not apply any rewrite rule to the interface.

• You can apply a DSCP rewrite rule or a DSCP IPv6 rewrite rule to an interface, but you

cannot apply both a DSCP and a DSCP IPv6 rewrite rule to the same interface. Both

IPand IPv6packetsuse thesameDSCPrewrite rule, regardless if theconfigured rewrite

rule is DSCP or DSCP IPv6.
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• MPLS EXP rewrite rules apply only to logical interfaces. You cannot apply to an EXP

rewrite rule to a physical interface. You can configure asmany EXP rewrite rules as you

want, but you can only use 16 EXP rewrite rules at any time on the switch.

• A logical interface can use both DSCP (or DSCP IPv6) and EXP rewrite rules.

• DSCP and DSCP IPv6 rewrite rules are not applied to MPLS traffic.

• If the switch is performing penultimate hop popping (PHP), EXP rewrite rules do not

take effect. If both an EXP classifier and an EXP rewrite rule are configured on the

switch, then the EXP value from the last popped label is copied into the inner label. If

either anEXPclassifier or anEXP rewrite rule (butnotboth) is configuredon theswitch,

then the inner label EXP value is sent unchanged.

Classifier and Rewrite Rule Configuration Interaction with Ethernet Interface
Configuration

You can apply classifiers and rewrite rules only on Layer 2 logical interfaces and Layer 3

physical interfaces (if the Layer 3 physical interface has at least one defined logical

interface).This section focusesonBAclassifiers, but the interactionbetweenBAclassifiers

and interfaces described in this section also applies to fixed classifiers and rewrite rules.

NOTE: Multidestination classifiers and EXP classifiers are global and apply
to all switch interfaces. See “Defining CoS Unicast BA Classifiers (DSCP,
DSCP IPv6, IEEE802.1p)”onpage5673 forhowtoconfiguremultidestination
classifiers and see “Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6,
IEEE 802.1p)” on page 5673 for how to configure EXP classifiers.

There are two components to applying classifiers or rewrite rules to interfaces:

1. Setting the interface family (inet, inet6, or ethernet-switching; ethernet-switching is

the default interface family) in the [edit interfaces] configuration hierarchy.

2. Applying a classifier or rewrite rule to the interface in the [edit class-of-service]

hierarchy.

Theseare separateoperations that canbesetandcommittedatdifferent times.Because

the typeof classifier or rewrite rule you canapply to an interfacedependson the interface

family configuration, the systemperformschecks toensure that theconfiguration is valid.

Themethod the system uses to notify you of an invalid configuration depends on the set

operation that causes the invalid configuration.

When applying the classifier or rewrite rule to the interface in the [edit class-of-service]

hierarchy causesan invalid configuration, the system rejects the configurationand returns

a commit check error.

When setting the interface family in the [edit interfaces] configuration hierarchy causes

an invalid configuration, the system creates a syslog error message. When you receive

the error message, you need to remove the classifier or rewrite rule configuration from

the logical interface and apply it to the physical interface, or remove the classifier or

rewrite rule configuration from the physical interface and apply it to the logical interface.
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For classifiers, if you do not take action to correct the error, the system programs the

default classifier for the interface family on the interface. (There are no default rewrite

rules. If the commit check fails, no rewrite rule is applied to the interface.)

Two scenarios illustrate these situations:

• Scenario 1: Applying a Classifier to an Ethernet Interface Causes a Commit Check

Error on page 5352

• Scenario2:Configuring theEthernet InterfaceFamilyCausesaSyslogErroronpage5352

NOTE: Both of these scenarios also apply to fixed classifiers and rewrite
rules.

Scenario 1: Applying a Classifier to an Ethernet Interface Causes a Commit Check Error

In Scenario 1, we set the interface family, and then specify an invalid classifier.

1. Set and commit the interface as a Layer 3 (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family inet
user@switch# commit

This commit operation succeeds.

2. Set and commit a DSCP classifier on the logical interface (this example uses a DSCP

classifier named dscp1):

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit

This configuration is not valid, because it attempts to apply a classifier to a Layer 3

logical interface. Because the failure is caused by the class-of-service configuration

and not by the interface configuration, the system rejects the commit operation and

issues a commit error, not a syslog message.

Note that the commit operation succeeds if you apply the classifier to the physical

Layer 3 interface as follows:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 classifiers dscp dscp1
user@switch# commit

Because the logical unit is not specified, the classifier is applied to the physical Layer 3

interface in a valid configuration, and the commit check succeeds.

Scenario 2: Configuring the Ethernet Interface Family Causes a Syslog Error

In Scenario 2, we set the classifier first, then set an invalid interface type.

1. Set and commit a DSCP classifier on a Layer 3 logical interface, assuming that the

interface has no existing configuration:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit
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This commit succeeds. Because no explicit configuration existed on the interface, it

is by default a Layer 2 (family ethernet-switching) interface. Layer 2 logical interfaces

support BA classifiers, so applying the classifier is a valid configuration.

2. Set and commit the interface as a Layer 3 interface (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family inet
user@switch# commit

This configuration is not valid because it attempts to change an interface from Layer

2 (family ethernet-switching) to Layer 3 (family inet) when a classifier has already

beenapplied to a logical interface. Layer 3 logical interfaces donot support classifiers.

Because the failure is caused by the interface configuration and not by the

class-of-service configuration, the system does not issue a commit error, but instead

issues a syslog message.

When the system issues the syslogmessage, it programs the default classifier for the

interface type on the interface. In this scenario, the interface has been configured as

a Layer 3 interface, so the system applies the default DSCP profile to the physical

Layer 3 interface.

In this scenario, to install a configured DSCP classifier, you remove themisconfigured

classifier fromtheLayer 3 logical interfaceandapply it to theLayer 3physical interface.

For example:

[edit]
user@switch# delete class-of-service interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit
user@switch# set class-of-service interfaces xe-0/0/20 classifiers dscp dscp1
user@switch# commit

Related
Documentation

Understanding CoS Packet Flow on page 5319•

• Understanding Default CoS Settings on page 5322

• Understanding CoS Classifiers on page 5334

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Configuring a Global MPLS EXP Classifier on page 3782

• Defining CoS Rewrite Rules on page 5693

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

on page 5698
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Understanding CoS Forwarding Classes

Forwarding classes group traffic andassign the traffic to output queues. Each forwarding

class is mapped to an output queue. Classification identifies the output queue for each

incoming packet by mapping the packet code point bits to forwarding classes. The

forwarding class to queuemapping defines the output queue used for the packet.

A classifier must associate each packet with one of the following five default forwarding

classes or with a user-configured forwarding class in order to assign an output queue to

the packet:

• fcoe—Guaranteed delivery for Fibre Channel over Ethernet (FCoE) traffic.

• no-loss—Guaranteed delivery for TCP lossless traffic.

• best-effort—Provides best-effort delivery without a service profile. Loss priority is

typically not carried in a class-of-service (CoS) value.

• network-control—Supports protocol control and is typically high priority.

• mcast—Provides no service profile for multidestination (multicast, broadcast, and

destination lookup fail) packets.

The switch supports up to 12 forwarding classes, thus enabling flexible, differentiated,

packet classification. For example, you can configure multiple classes of best-effort

traffic such as best-effort, best-effort1, and best-effort2.

The switch supports up to 12 output queues: 8 output queues for unicast traffic (queues

0 through 7) and 4 output queues for multidestination traffic (queues 8 through 11).

Forwarding classes mapped to unicast queues are associated with unicast traffic, and

forwarding classes mapped tomultidestination queues are associated with

multidestination traffic. You cannotmapunicast andmultidestination traffic to the same

queue. Youcannotmapastrict-highpriority queue toamultidestination forwarding class

(queues 8 through 11 do not support strict-high priority configuration).

• Default Forwarding Classes on page 5354

• Forwarding Class Configuration Rules on page 5356

• Lossless Transport Support on page 5357

Default Forwarding Classes

Table 453 on page 5355 shows the four default forwarding classes defined for unicast

traffic, andTable454onpage5356shows the fourdefault forwardingclassesdefined for

multicast traffic.

If desired, you can rename the forwarding classes associatedwith the queues supported

on your switch. Assigning anewclass name toanoutput queuedoes not alter the default

classification or scheduling that is applicable to that queue. CoS configurations can be

quite complicated, so unless it is required by your scenario, we recommend that you not

alter the default class names or queue number associations.
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Table 453: Default Forwarding Classes for Unicast Packets

CommentsDefault QueueMappingForwarding Class Name

The software does not apply any special CoS handling to
packets with 000000 in the DiffServ field. This is a backward
compatibility feature. Thesepacketsareusually droppedunder
congested network conditions.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

0best-effort (be)

The software delivers assured bandwidth, low loss, low delay,
and low delay variation (jitter) end to end for packets in this
service class. The software accepts excess traffic in this class,
but in contrast to the assured forwarding class, the
out-of-profile expedited-forwarding class packets can be
forwarded out of sequence or dropped.

NOTE: By convention, deployments with converged server
access typically use IEEE 802.1p priority 3 (011) for FCoE traffic.
The defaultmapping of the fcoe forwarding class is to queue 3.
Apply priority-based flowcontrol (PFC) to the entire FCoEdata
path to configure the end-to-end lossless behavior that FCoE
requires.

We recommend that you use priority 3 for FCoE traffic unless
your network architecture requires that you use a different
priority.

By default, this is a lossless forwarding classwith a packet drop
attribute of no-loss.

3fcoe

The software offers a high level of assurance that the packets
are delivered as long as the packet flow from the customer
stays within a certain service profile that you define.

The software accepts excess traffic, but it applies a tail-drop
profile to determine if the excess packets are dropped and not
forwarded.

Up to two drop probabilities (low and high) are defined for this
service class.

By default, this is a lossless forwarding classwith a packet drop
attribute of no-loss.

4no-loss

The software delivers packets in this service class with a high
priority. (These packets are not delay-sensitive.)

Typically, these packets represent routing protocol hello or
keepalivemessages.Because lossof thesepackets jeopardizes
proper network operation, packet delay is preferable to packet
discard.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

7network-control (nc)
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Table 454: Default Forwarding Classes for Multicast Packets

CommentsDefault QueueMappingForwarding Class Name

The software does not apply any special CoS handling to the
multidestination packets. These packets are usually dropped
under congested network conditions.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

8mcast

NOTE: Mirrored traffic is always sent to the queue that corresponds to the
multidestination forwarding class. The switched copy of themirrored traffic
is forwarded with the priority determined by the behavior aggregate
classification process.

Forwarding Class Configuration Rules

Take the following rules into account when you configure forwarding classes:

• Queue Assignment Rules on page 5356

• Scheduling Rules on page 5356

• Rewrite Rules on page 5357

Queue Assignment Rules

The following rules govern queue assignment:

• CoS configurations that specify more queues than the switch can support are not

accepted. The commit operation fails with a detailed message that states the total

number of queues available.

• AlldefaultCoSconfigurationsarebasedonqueuenumber.Thenameof the forwarding

class that appears in the default configuration is the forwarding class currently

associated with that queue.

• Only unicast forwarding classes can bemapped to unicast queues (0 through 7), and

only multidestination forwarding classes can bemapped tomultidestination queues

(8 through 11).

• Strict-high priority queues cannot bemapped tomultidestination forwarding classes.

(Strict-high priority traffic cannot bemapped to queues 8 through 11).

• If you mapmore than one forwarding class to a queue, all of the forwarding classes

mapped to the same queuemust have the same packet drop attribute (all of the

forwarding classes must be lossy, or all of the forwarding classes mapped to a queue

must be lossless).

Scheduling Rules

When you define a forwarding class that is used on the switch (the behavior aggregate

classifier has a forwarding class and you expect traffic for the forwarding class), you

Copyright © 2014, Juniper Networks, Inc.5356

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



mustalsodefineaschedulingpolicy for the forwardingclass.Definingaschedulingpolicy

means:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set

• Associating the scheduler map with a traffic control profile

• Attaching the traffic control profile to a forwarding class set and an interface

Rewrite Rules

On each physical interface, either all forwarding classes that are being used on the

interfacemust have rewrite rules configured, or no forwarding classes that are being used

on the interface can have rewrite rules configured. On any physical port, do not mix

forwarding classes with rewrite rules and forwarding classes without rewrite rules.

Lossless Transport Support

TheQFXSeries supports up to six lossless forwarding classes. For lossless transport, you

must enable PFC on the IEEE 802.1p code point of lossless forwarding classes. The

following limitations apply to support lossless transport:

• The external cable length from the QFX3500 or QFabric system Node device to other

devices cannot exceed 300meters.

• The internal cable length from the QFabric systemNode device to the QFabric system

Interconnect device cannot exceed 150meters.

• For FCoE traffic, the interface maximum transmission unit (MTU)must be at least

2180 bytes to accommodate the packet payload, headers, and checks.

• Changing any portion of a PFC configuration on a port blocks the entire port until the

change is completed.After aPFCchange is completed, theport is unblockedand traffic

resumes.Changing thePFCconfigurationmeansanychangetoacongestionnotification

profile that is configuredonaport (enabling or disablingPFConacodepoint, changing

the MRU or cable-length value, or specifying an output flow control queue). Blocking

the port stops ingress and egress traffic, and causes packet loss on all queues on the

port until the port is unblocked.
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NOTE: Junos OS Release 12.2 introduces changes to the way the QFX Series
handles lossless forwardingclasses(the fcoeandno-loss forwardingclasses).

In Junos OS Release 12.1, both explicitly configuring the fcoe and no-loss

forwarding classes, and using the default configuration for these forwarding
classes, resulted in the same lossless behavior for traffic mapped to those
forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the

no-loss forwarding class, that forwarding class is no longer treated as a

lossless forwarding class. Traffic mapped to these forwarding classes is
treated as lossy (best-effort) traffic. This is true even if the explicit

configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the
explicit configuration of the fcoe or the no-loss forwarding class, then when

you upgrade to Junos OS Release 12.2, those forwarding classes are not
lossless. To preserve the lossless treatment of these forwarding classes,
delete the explicit fcoeand no-loss forwarding class configuration before you

upgrade to Junos OS Release 12.2.

See “Overview of CoS Changes Introduced in Junos OS Release 12.2” on
page 5304 for detailed information about this change and how to delete an
existing lossless configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss

forwarding classes is the sameas in JunosOSRelease 12.2. However, in Junos
OS Release 12.3, you can configure up to six lossless forwarding classes. All
explicitly configured lossless forwardingclassesmust include thenewno-loss

packet drop attribute or the forwarding class is lossy.

Related
Documentation

Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304•

• Understanding Junos CoS Components on page 5315

• Understanding CoS Packet Flow on page 5319

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Example: Configuring Forwarding Classes on page 5505

• Defining CoS Forwarding Classes on page 5677
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Understanding CoS Forwarding Class Sets (Priority Groups)

A forwarding class set is the Junos OS configuration construct that equates to a priority

group in enhanced transmission selection (ETS, described in IEEE 802.1Qaz). The switch

implements ETS using a two-tier hierarchical scheduler.

A priority group is a group of queues (priorities). Mapping a forwarding class to a queue

defines the traffic for that queue, so a priority equates to a queue (forwarding class). The

queues in a priority group share the port bandwidth allocated to that priority group. The

traffic for queues inonepriority groupusually share similar traffic-handling requirements.

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set. Only unicast forwarding classes can belong to unicast forwarding class sets.

Only multicast forwarding classes can belong to the multicast forwarding class set.

If you configure a strict-high priority queue, youmust observe the following rules when

configuring forwarding class sets:

• Youmust create a separate forwarding class set for the strict-high priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-high priority queues cannot belong to the same forwarding class set as queues

that are not strict-high priority.

• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• You cannot configure a guaranteedminimum bandwidth (guaranteed rate) for a

forwardingclass set that includesastrict-highpriorityqueue. (Youalsocannotconfigure

a guaranteedminimum bandwidth for a strict-high queue.)

Youmust use hierarchical scheduling to define CoS for output queues. The two-tier

hierarchical scheduler defines bandwidth resources for the priority group, and then

allocates those resources among the priorities that belong to the priority group.

If you do not explicitly configure forwarding class sets, the system automatically creates

a default forwarding class set that contains all of the forwarding classes on the switch.

The system assigns 100 percent of the port output bandwidth to the default forwarding

class set. Ingress traffic is classifiedbasedon thedefault classifier settings. The forwarding

classes (queues) in the default forwarding class set receive bandwidth based on the

default scheduler settings. Forwarding classes that are not part of the default scheduler

receive no bandwidth. The default priority group is transparent. It does not appear in the

configuration and is used for Data Center Bridging Capability Exchange Protocol (DCBX)

advertisement.

When you explicitly configure forwarding class sets andmap them to an interface, any

forwarding class that you do not map to a forwarding class set receives no guaranteed

bandwidth on that interface. Forwarding classes that belong to the default forwarding

class set might receive bandwidth if the other forwarding class sets are not using all of

the port bandwidth. However, the amount of bandwidth forwarding classes that are not

in explicitly configured forwarding class sets receive is not guaranteed. The bandwidth
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for the default forwarding class depends on whether extra port bandwidth is available

and therefore is not deterministic.

To guarantee bandwidth for forwarding classes in a predictable manner, be sure to map

all forwarding classes that you expect to carry traffic on an interface to a forwarding

class set andmap the forwarding class set to the interface.

Related
Documentation

Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Forwarding Class Sets on page 5508

• Defining CoS Forwarding Class Sets on page 5679

Understanding Default CoS Scheduling and Classification

If youdonot configurehierarchical schedulingonan interface, the switchuses thedefault

classifiers for ingress traffic and the default schedulers for egress traffic. Default

scheduling and classification handle all traffic types (best-effort, FCoE, no-loss,

network-control, andmultidestination traffic).

Hierarchical schedulinggroupsegressqueues(priorities, configuredas forwardingclasses)

into priority groups (forwarding class sets). If you use only the default traffic scheduling

and classification, the switch automatically creates a default priority group that contains

all of the priorities (forwarding classes, which represent output queues) and assigns

100 percent of the port output bandwidth to that priority group. The forwarding classes

(queues) in the default forwarding class set receive bandwidth based on the default

classifier settings. The default priority group is transparent. It does not appear in the

configuration and is used for Data Center Bridging Capability Exchange (DCBX) protocol

advertisement.

NOTE: If you explicitly configure one or more priority groups on an interface,
any forwarding class that is not assigned to a priority group on that interface
receivesnobandwidth. Thismeansthat if youconfigurehierarchicalscheduling
on an interface, every forwarding class (priority) that you want to forward
traffic on that interfacemustbelong toa forwardingclass set (priority group).

The following sections describe:

• Default Classification on page 5360

• Default Scheduling on page 5363

• Default DCBX Advertisement on page 5364

• Default Scheduling and Classification Summary on page 5364

Default Classification

The default classifiers assign unicast andmulticast best-effort and network-control

ingress traffic to forwarding classes and loss priorities. The QFX Series applies default

unicast IEEE 802.1, unicast DSCP, andmultidestination classifiers to each interface that
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does not have explicitly configured classifiers. If you explicitly configure one type of

classifier but not other types of classifiers, the system uses only the configured classifier

and does not use default classifiers for other types of traffic. There are two different

default unicast IEEE 802.1 classifiers, a trusted classifier for ports that are in trunk mode

or tagged-access mode, and an untrusted classifier for ports that are in access mode.

Table 455 on page 5361 shows the default mapping of IEEE 802.1 code-point values to

unicast forwarding classes and loss priorities for ports in trunk mode or tagged-access

mode.

Table 455: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode or Tagged-Access
Mode (Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 456 on page 5361 shows the default mapping of IEEE 802.1p code-point values to

unicast forwarding classes and loss priorities for ports in access mode (all incoming

traffic is mapped to best-effort forwarding classes).

Table456:Default IEEE802.1UnicastClassifiers forPorts inAccessMode(UntrustedClassifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101
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Table 456: Default IEEE 802.1 Unicast Classifiers for Ports in AccessMode (Untrusted
Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effort110

lowbest-effort111

Table 457 on page 5362 shows the default mapping of IEEE 802.1 code-point values to

multidestination (multicast, broadcast, and destination lookup fail traffic) forwarding

classes and loss priorities.

Table 457: Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Table458onpage5362shows thedefaultmappingofDSCPcode-point values tounicast

forwarding classes and loss priorities for DSCP IP and DCSP IPv6.

Table 458: Default DSCP IP and IPv6 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortef (101110)

lowbest-effortaf11 (001010)

lowbest-effortaf12 (001100)

lowbest-effortaf13 (001110)

lowbest-effortaf21 (010010)

lowbest-effortaf22 (010100)
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Table 458: Default DSCP IP and IPv6 Unicast Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortaf23 (010110)

lowbest-effortaf31 (011010)

lowbest-effortaf32 (011100)

lowbest-effortaf33 (011110)

lowbest-effortaf41 (100010)

lowbest-effortaf42 (100100)

lowbest-effortaf43 (100110)

lowbest-effortbe (000000)

lowbest-effortcs1 (001000)

lowbest-effortcs2 (010000)

lowbest-effortcs3 (011000)

lowbest-effortcs4 (100000)

lowbest-effortcs5 (101000)

lownetwork-controlnc1 (110000)

lownetwork-controlnc2 (111000)

NOTE: There are no default DSCP IP or IPv6multidestination classifiers for
multidestination traffic. DSCP IPv6multidestination classifiers are not
supported for multidestination traffic.

Default Scheduling

The default schedulers allocate egress bandwidth resources to unicast andmulticast

best-effort and network-control egress traffic as shown in Table 459 on page 5363:

Table 459: Default Scheduler Configuration

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%Best-effort scheduler (queue0)
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Table 459: Default Scheduler Configuration (continued)

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

DefaultSchedulerandQueue
Number

35%low35%None35%FCoE scheduler (queue 3)

35%low35%None35%No-loss scheduler (queue 4)

5%low5%None5%Network-control scheduler
(queue 7)

20%low20%None20%Multidestination scheduler
(queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
rate of each queue.

Default DCBX Advertisement

Whenyouconfigurehierarchical schedulingonan interface,DCBXadvertiseseachpriority

group, the priorities in each priority group, and the bandwidth properties of each priority

and priority group.

If you do not configure hierarchical scheduling on an interface, DCBX advertises the

automatically created default priority group and its priorities. DCBX also advertises the

default bandwidth allocation of the priority group, which is 100 percent of the port

bandwidth.

Default Scheduling and Classification Summary

If you do not configure hierarchical scheduling on an interface:

• Default classifiers classify ingress traffic.

• Default schedulers schedule egress traffic.

• DCBXadvertises a single default priority groupwith 100percent of the port bandwidth

allocated to that priority group. All priorities (forwarding classes) are assigned to the

default priority group and receive bandwidth based on their default schedulers. The

default priority group is generated automatically and is not user-configurable.

Related
Documentation

Understanding CoS Packet Flow on page 5319•

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding Default CoS Settings on page 5322

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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• Understanding DCB Features and Requirements on page 4795

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Example: Configuring Queue Schedulers on page 5511
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Understanding CoS Hierarchical Port Scheduling (ETS)

Scheduling defines the class-of-service (CoS) properties of output queues. These

properties include the amount of interface bandwidth assigned to the queue, the queue

priority, and the drop profiles associated with the queue.

Hierarchical port scheduling is a two-tier process that provides better port bandwidth

utilization and greater flexibility to allocate resources to queues and to groups of queues.

Hierarchical scheduling includes the JunosOS implementationof enhanced transmission

selection (ETS, described in IEEE 802.1Qaz).

The two tiers used in hierarchical scheduling are priorities and priority groups, as shown

in Table 460 on page 5366.

Table 460: Hierarchical Scheduling Tiers

DescriptionEquivalent ETS ConstructJunosOSConfigurationConstruct

Think about priorities (forwarding classes) as output
queues.Youmap forwardingclasses toqueues, soeach
forwarding class is in essence an output queue.

When you use a classifier to map a forwarding class to
an IEEE802.1p codepoint, the codepoint identifies that
traffic’s priority for priority-based flow control (PFC).
Thus the forwarding class, the queuemapped to the
forwarding class, and the priority mapped to the
forwarding class all identify the same traffic.

PriorityForwarding class

Priority groups (forwarding class sets) are groups of
priorities. Forwarding classmembership in a forwarding
class setdefines thepriority group towhicheachpriority
belongs.

You can configure up to three unicast priority groups
and onemulticast forwarding class set.

Priority groupForwarding class set

NOTE: If you explicitly configure one or more priority groups on an interface,
anypriority that is notassigned toapriority groupon that interface isassigned
to an automatically generated default priority group and receives no
bandwidth. This means that if you configure hierarchical scheduling on an
interface, every forwarding class that you want to forward traffic on that
interfacemust belong to a forwarding class set.

This topic describes:

• Hierarchical Scheduling and ETS on page 5367

• ETS Advertisement in DCBX on page 5368

• Hierarchical Scheduling Process on page 5368
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• Strict-High Priority Queues and Hierarchical Scheduling on page 5369

• Default Hierarchical Scheduling on page 5370

Hierarchical Scheduling and ETS

Two-tier hierarchical schedulingenables you tomanagebandwidthefficientlybyenabling

you to define the CoS properties for each priority group and for each priority. One tier of

the hierarchical scheduler allocates port bandwidth to a priority group. The other tier of

the hierarchical scheduler determines the portion of the priority group bandwidth that a

queue can use.

TheCoSproperties youconfigure for apriority groupdefine theport bandwidth resources

available to the queues in that priority group. The CoS properties you configure for each

queue specify theportion or percentageof the total bandwidth configured for thepriority

group that is available to thequeue. Figure 193onpage5367shows the relationshipofport

resource allocation to priority groups and priority group resource allocation to queues

(priorities).

Figure 193: Hierarchical Scheduling Tiers
Forwarding class set resource

allocation from port
Per-queue resource allocation
(scheduling) from priority group

Total port bandwidth
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If a queue is not using its allocatedbandwidth, ETS shares the unusedbandwidth among

the other queues in the priority group. If link bandwidth is available or if a priority group

on a link is not using its allocated bandwidth, ETS shares the unused bandwidth with

other priority groups on the link. In this way ETS improves link bandwidth utilization and

provideseachqueuewith themaximumbandwidth. Priorities that consist of bursty traffic

can share bandwidth during periods of low traffic transmission instead of consuming

their entire bandwidth allocation when traffic loads are light.

NOTE: Theavailable linkbandwidth is thebandwidth remainingafterservicing
strict-high priority flows.
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ETS Advertisement in DCBX

When you configure hierarchical scheduling on a port, Data Center Bridging Capability

Exchange Protocol (DCBX) advertises:

• Each priority group

• The priorities in each priority group

• The bandwidth properties of each priority group and priority

When you configure hierarchical scheduling on a port, any priority that is not part of an

explicitly configured priority group is assigned to the automatically generated default

priority group and receives no bandwidth. The default priority group is transparent. It

does not appear in the configuration.

Hierarchical Scheduling Process

Hierarchical scheduling consists of multiple configuration steps that create the priorities

and thepriority groups, schedule their resources, andassign themto interfaces. Thesteps

below correspond to the six blocks in the packet flow diagram shown in

Figure 194 on page 5369:

1. Packet classification:

• Classify incoming traffic into priorities. This consists of either using the default

classifiers or configuring classifiers tomap IEEE802.1p codepointsand losspriorities

to the forwarding classes.

• Apply theclassifiers to ingress interfaces.This groups incoming traffic into forwarding

classes (priorities) bymapping code points to forwarding classes and loss priorities

on the specified interface.

2. Configure the output queues for the forwarding classes (priorities). This consists of

either using the default forwarding classes and forwarding-class-to-queuemapping

or creating your own forwarding classes andmapping them to queues.

3. Allocate resources to the forwarding classes:

• Define resources for the priorities. This consists of configuring schedulers to set

minimumguaranteed bandwidth,maximumbandwidth, drop profiles forWeighted

Random Early Detection (WRED), and bandwidth priority to apply to a forwarding

class. Extra bandwidth is shared among queues in proportion to the minimum

guaranteed bandwidth of each queue.

• Map resources to priorities. This consists of mapping forwarding classes to

schedulers by using a scheduler map.

4. Configure priority groups. This consists of mapping forwarding classes (priorities) to

forwarding class sets (priority groups) to define the priorities that belong to each

priority group.

5. Define resources for the priority groups. This consists of configuring traffic control

profiles to setminimumguaranteedbandwidthandmaximumbandwidth for apriority

group.Traffic control profilesalso specifya schedulermap,whichdefines the resources

Copyright © 2014, Juniper Networks, Inc.5368

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



(schedulers) for the priorities in the priority group. Extra port bandwidth is shared

among priority groups in proportion to the minimum guaranteed bandwidth of each

priority group.

The traffic control profile bandwidth settings determine the port resources available

to the priority group, and the schedulers specified in the schedulermapdetermine the

amount of the priority group resources that each priority receives.

6. Apply the hierarchical scheduling to a port. This consists of attaching one or more

priority groups to a port interface. For each priority group, you also attach a traffic

control profile. Different priority groups on the same port can use different traffic

control profiles.

Figure 194: Hierarchical Scheduling Packet Flow
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Strict-High Priority Queues and Hierarchical Scheduling

If you configure a strict-high priority queue, youmust observe the following rules:

• Youmust create a separate forwarding class set (priority group) for the strict-high

priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-high priority queues cannot belong to the same forwarding class set as queues

that are not strict-high priority.

• A strict-high priority queue cannot belong to amultidestination forwarding class set.

NOTE: On a QFabric system, if a fabric (fte) interface handles strict-high
priority traffic, youmustdefineaseparate fc-set (prioritygroup) for strict-high
priority traffic. Strict-high priority traffic cannot bemixedwith traffic of other
priorities in an fc-set. For example, youmight choose to create different
fc-sets forbesteffort, lossless, strict-highpriority, andmultidestination traffic.
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Default Hierarchical Scheduling

If you do not explicitly configure hierarchical scheduling, the switch uses the default

settings:

• The switch automatically creates a default forwarding class set that contains all of

the forwardingclasseson theswitch.Theswitchassigns 100percentof theport output

bandwidth to the default forwarding class set. The default forwarding class set is

transparent. It doesnotappear in theconfigurationand isused forDataCenterBridging

Capability Exchange Protocol (DCBX) advertisement.

• Ingress traffic is classified based on the default classifier settings.

• The forwarding classes (queues) in the default forwarding class set receive bandwidth

based on the default scheduler settings.

Related
Documentation

Understanding CoS Packet Flow on page 5319•

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Priority Group Scheduling on page 5378

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Classifiers on page 5334

• Understanding Default CoS Scheduling and Classification on page 5360

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526
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Understanding CoSOutput Queue Schedulers

Outputqueueschedulingdefines theclass-of-service (CoS)propertiesofoutputqueues

(priorities). Queue scheduling works with priority group scheduling to create a two-tier

hierarchical scheduler. The hierarchical scheduler allocates bandwidth to a group of

queues (priority group), and queue scheduling determines the portion of the priority

group’s bandwidth that a particular queue can use.

Scheduler maps associate queue schedulers with forwarding classes (output queues).

You can associate each scheduler map with a traffic control profile, and then associate

each traffic control profilewitha forwardingclass set (priority group)andaport interface.

In conjunction with the priority group scheduling configured in the traffic control profile,

queue scheduling configures the output queues, packet schedulers, and tail-drop

processes that operate according to this mapping.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

• Output Queue Scheduling Components on page 5371

• Default Schedulers on page 5372

• Transmit Rate (MinimumGuaranteed Bandwidth) on page 5373

• Sharing Extra Bandwidth on page 5374

• Shaping Rate (Maximum Bandwidth) on page 5374

• Scheduling Priority on page 5375

• Scheduler Drop-Profile Maps on page 5376

• Buffer Size on page 5376

• Scheduler Maps on page 5377

Output Queue Scheduling Components

Table 461 on page 5371 provides a quick reference to the scheduler components you can

configure to determine the bandwidth properties of output queues, and

Table462onpage5372providesaquick referencetosomerelatedschedulingconfiguration

components.

Table 461: Output Queue Scheduler Components

DescriptionOutput Queue Scheduler Component

Sets the scheduling priority applied to the queue.Priority

Sets the maximum bandwidth the queue can consume.Shaping rate
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Table 461: Output Queue Scheduler Components (continued)

DescriptionOutput Queue Scheduler Component

Sets the minimum guaranteed bandwidth for the queue. Extra bandwidth
is shared among queues in proportion to the minimum guaranteed
bandwidth of each queue.

Transmit rate

Sets the probability of dropping packets as the queue fills up.Drop profile

Sets the traffic loss priority to which a drop profile applies.Loss priority

Maps a drop profile to a loss priority.Drop profile map

Sets the size of the queue buffer.Buffer size

Table 462: Other Scheduling Components

DescriptionOther Scheduling Components

Maps schedulers to queues (forwarding classes, also called priorities).Scheduler map

Maps traffic to a queue (priority).Forwarding class

Sets scheduling for the forwarding class set (priority group) and associates
a scheduler map with the forwarding class set to apply queue scheduling
to the forwarding classes in the forwarding class set. Extra port bandwidth
is shared among forwarding class sets in proportion to the minimum
guaranteed bandwidth of each forwarding class set.

Traffic control profile

Name of a priority group. Youmap forwarding classes to priority groups. A
forwarding class set consists of one or more forwarding classes.

Forwarding class set

Default Schedulers

Each forwarding class requires an associated scheduler. The default configuration uses

only four forwarding classes, unicast best-effort (queue 0), unicast network-control

(queue 3), multicast best-effort (queue 8), andmulticast network control (queue 11).

You can use the default schedulers or you can define new schedulers for these four

forwarding classes. For any other forwarding class, youmust explicitly configure a

scheduler.

Table 463 on page 5372 shows the default schedulers.

Table 463: Default Schedulers

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and
Queue Number

5%Low5%None5%Best-effort scheduler
(queue 0)
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Table 463: Default Schedulers (continued)

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and
Queue Number

35%Low35%None35%FCoEscheduler (queue3)

35%Low35%None35%No-loss scheduler
(queue 4)

5%Low5%None5%Network-control
scheduler (queue 7)

20%Low20%None20%Multidestination
scheduler (queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
rate of each queue.

There are no resources assignedby default to queues 1, 2, 5, 6, 9, 10, and 11. You candefine

newunicast forwardingclasses toassign toqueues 1, 2, 5, and6, andnewmultidestination

forwarding classes to assign to queues 9, 10, and 11, which do not have defaultmappings

to a forwarding class. You can assign resources to these queues manually using

schedulers. Inaddition, youcanchange thedefault forwarding-class-to-queuemappings

and the default schedulers.

By default, each queue can exceed the assigned bandwidth if additional bandwidth is

available from other queues in the forwarding class set. When a forwarding class does

not fully use the allocatedminimum transmission bandwidth (transmit rate), other

forwarding classes in the forwarding class set can use the remaining bandwidth if those

forwarding classes receive more traffic than their allocated bandwidth.

Transmit Rate (MinimumGuaranteed Bandwidth)

The transmit rate determines the minimum guaranteed bandwidth for each forwarding

class. It also determines howmuch excess (extra) bandwidth each low-priority queue

can share; each queue shares extra bandwidth in proportion to its transmit rate. You

specify the rate in bits per second as a fixed value such as 1 Mbps or as a percentage of

the total forwarding class set minimum guaranteed bandwidth (the guaranteed rate set

in the traffic control profile). Either the default scheduler or a scheduler you configure

allocates a portion of the outgoing interface bandwidth to each forwarding class.
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NOTE: For transmit rates below 1 Gbps, we recommend that you configure
the transmit rate as a percentage instead of as a fixed rate. This is because
the system converts fixed rates into percentages andmay round small fixed
rates to a lower percentage. For example, a fixed rate of 350Mbps is rounded
down to 3 percent instead of 3.5 percent.

You cannot configure a transmit rate for strict-high priority queues. Queues (forwarding

classes)with a configured transmit rate cannot be included in a forwarding class set that

has strict-high priority queues.

Theallocatedbandwidthcanexceedtheconfiguredminimumrate if additionalbandwidth

is available from other queues in the forwarding class set. In case of congestion, the

configured transmit rate is guaranteed for the queue. This property enables you to ensure

that each queue receives the amount of bandwidth appropriate to its level of service.

NOTE: Configuring theminimum guaranteed bandwidth (transmit rate) for
a forwarding class does not work unless you also configure theminimum
guaranteed bandwidth (guaranteed rate) for the forwarding class set in the
traffic control profile.

Additionally, thesumof the transmit ratesof thequeues ina forwardingclass
set should not exceed the guaranteed rate for the forwarding class set. (You
cannot guarantee aminimum bandwidth for the queues that is greater than
theminimum bandwidth guaranteed for the entire set of queues.)

Sharing Extra Bandwidth

Extra bandwidth is available to low-priority queues when theminimum guaranteed

bandwidthof thequeuesdoesnotuse the full amountof forwardingclasssetbandwidth.

This extra bandwidth is shared among the forwarding classes in the set based on the

minimum guaranteed bandwidth of each queue.

For example, in a forwarding class set, Queue A has a transmit rate of 1 Gbps, Queue B

has a transmit rate of 1 Gbps, and Queue C has a transmit rate of 2 Gbps. After servicing

the minimum guaranteed bandwidth of these queues, the forwarding class set has an

extra 2 Gbps of bandwidth available, and all three queues still have packets to forward.

The queues receive the extra bandwidth in proportion to their transmit rates, so Queue A

receives an extra 500Mbps, Queue B receives an extra 500Mbps, andQueue C receives

an extra 1 Gbps.

Shaping Rate (MaximumBandwidth)

The shaping rate determines the maximum bandwidth each forwarding class can

consume. You specify the rate in bits per second as a fixed value such as 3 Mbps or as a

percentage of the total forwarding class set maximum bandwidth (the shaping rate set

in the traffic control profile).
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Themaximum bandwidth for a queue depends on the total bandwidth available to the

forwarding class set to which the queue belongs and howmuch bandwidth the other

queues in the forwarding class set consume.

NOTE: InQFabric systems, if any queue that contains outgoingpackets does
not transmit packets for 12 consecutive seconds, the port automatically
resets. A strict-high priority queue (or several queues with higher priorities
than the starved queue) can consume all of the port bandwidth and prevent
another queue from transmitting packets. To prevent a queue from being
starved for bandwidth, you can configure a shaping rate on the queue or
queues to prevent them from consuming all of the port bandwidth.

Scheduling Priority

Scheduling priority determines the order in which an output interface transmits traffic

from the queues, thus ensuring that queues containing important traffic receive better

access to the outgoing interface. The priority setting in the scheduler determines the

priority for the queue.

Two levels of scheduling priority are supported:

• Low—Low-priority queues transmit traffic based on the weighted round robin (WRR)

algorithm. The scheduler first determines if an individual queue is within its defined

bandwidth profile. The scheduler then regularly reevaluates whether each individual

queue is within its defined bandwidth profile and compares the amount of data the

queue transmits to the amount of bandwidth the scheduler allocates to the queue.

When the transmitted amount is less than the allocated amount, the queue is

considered to be in profile. A queue is out of profile when its transmitted amount is

larger than its allocated amount. Out of profile queue data is transmitted only if

bandwidth is available. Otherwise, it is buffered if buffer space is available. If no buffer

space is available, the traffic may be dropped.

• Strict-high—Youcanconfigureonlyonequeueas strict-highpriority. Theother 11 queues

are low priority.

The strict-high priority queue receives preferential treatment over the low-priority

queues. The strict-high priority queue receives all of its configured bandwidth before

low-priority queues are serviced. Low-priority queues do not transmit traffic until the

strict-high priority queue is empty. Carefully consider howmuch bandwidth you want

to allocate to the strict-high priority queue to avoid starving the low-priority queues.

If you configure a strict-high priority queue, youmust observe the following rules:

• Youmust create a separate forwarding class set (priority group) for the strict-high

priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-highpriority queuescannotbelong to the same forwardingclass set asqueues

that are not strict-high priority.
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• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• You cannot configure a minimum guaranteed bandwidth for a strict-high priority

queue. (Youcannot configurea transmit rate for a strict-highpriority queuescheduler,

and you cannot configure a guaranteed rate for a forwarding class set that has a

strict-high priority queue.)

Junos OS performs priority queueing using the following steps:

1. Services the strict-high priority queue before any other queues are served

2. Services the minimum bandwidth (transmit rate) of low-priority queues until the

minimum is met or the queues are empty

3. Servicesall other low-priority queuesandneeds that exceed theminimumbandwidth

Scheduler Drop-Profile Maps

Drop-profile maps associate drop profiles with a scheduler. A drop-profile map sets the

drop profile for a specific packet loss priority (PLP) and protocol type:

• PLP—Low, medium-high, high. You configure the PLP during classifier configuration.

When you use a scheduler map to associate a forwarding class with a scheduler, you

can use a drop-profile map tomap different drop profiles to the forwarding class for

different PLPs.

• Protocol type—Drop profiles match all protocol types.

Buffer Size

Most of the total systembuffer space is divided into twobuffer pools, shared buffers and

dedicated buffers. Shared buffers are a global pool that the ports share dynamically as

needed. Dedicated buffers are a reserved portion of the buffer pool that is distributed

evenly toall of theports. Eachport receivesanequal allocationof dedicatedbuffer space.

The dedicated buffer allocation to ports is not configurable because it is reserved for the

ports.

The queue buffers are allocated from the dedicated buffer pool assigned to the port. By

default, ports divide their allocation of dedicated buffers among the egress queues in

thesameproportionas thedefault scheduler sets theminimumguaranteedtransmission

rates (transmit-rate) for traffic. Only the queues included in the default scheduler receive

dedicated buffers.

If you do not use the default configuration, you can explicitly configure the queue buffer

size in either of two ways:

• As a percentage—The queue receives the specified percentage of dedicated port

buffers when the queue is mapped to the scheduler and the scheduler is mapped to

a port.

• As a remainder—After the port services the queues that have an explicit percentage

buffer size configuration, the remaining port dedicated buffer space is divided equally

among the other queues to which a scheduler is attached. (No default or explicit
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scheduler means no dedicated buffer allocation for the queue.) If you configure a

scheduler and you do not specify a buffer size as a percentage, remainder is the default

setting.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

For a complete discussion about queue buffer configuration in the context of ingress and

egressportbufferconfiguration,see“UnderstandingCoSBufferConfiguration”onpage5391.

Scheduler Maps

A scheduler map associates a specified forwarding class with a scheduler configuration.

After configuring a scheduler, you must include it in a scheduler map, associate the

scheduler map with a traffic control profile, and then associate the traffic control profile

with an interface and a forwarding class set.

You can associate up to four user-defined scheduler maps with traffic control profiles.

Related
Documentation

Understanding Junos CoS Components on page 5315•

• Understanding CoS Priority Group Scheduling on page 5378

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Buffer Configuration on page 5391

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage5387

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Queue Scheduling Priority on page 5516

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503
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Understanding CoS Priority Group Scheduling

Priority group scheduling defines the class-of-service (CoS) properties of a group of

output queues (priorities). Priority group schedulingworkswith output queue scheduling

tocreatea two-tier hierarchical scheduler. Thehierarchical scheduler allocatesbandwidth

to a group of queues (a priority group, called a forwarding class set in Junos OS

configuration).Queue scheduling determines theportion of thepriority groupbandwidth

that the particular queue can use.

You configure priority group scheduling in a traffic control profile and then associate the

traffic control profile with a forwarding class set and an interface. You attach a scheduler

map to the traffic control profile to specify the queue scheduling characteristics.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

• Priority Group Scheduling Components on page 5378

• Default Traffic Control Profile on page 5379

• Guaranteed Rate (MinimumGuaranteed Bandwidth) on page 5379

• Sharing Extra Bandwidth on page 5379

• Shaping Rate (Maximum Bandwidth) on page 5380

• Scheduler Maps on page 5380

Priority Group Scheduling Components

Table464onpage5378providesaquick reference to the trafficcontrolprofilecomponents

you can configure to determine the bandwidth properties of priority groups, and

Table465onpage5379providesaquick referencetosomerelatedschedulingconfiguration

components.

Table 464: Priority Group Scheduler Components

DescriptionTraffic Control Profile Component

Sets the minimum guaranteed port bandwidth for the priority group. Extra
port bandwidth is shared among priority groups in proportion to the
guaranteed rate of each priority group on the port.

Guaranteed rate

Sets the maximum port bandwidth the priority group can consume.Shaping rate

Maps schedulers to queues (forwarding classes, also called priorities). This
determines theportionof thepriority groupbandwidth thataqueue receives.

Scheduler map
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Table 465: Other Scheduling Components

DescriptionOther Scheduling Components

Maps traffic to a queue (priority).Forwarding class

Name of a priority group. Youmap forwarding classes to priority groups. A
forwarding class set consists of one or more forwarding classes.

Forwarding class set

Sets thebandwidthandschedulingpriority of individual queues (forwarding
classes).

Scheduler

Default Traffic Control Profile

There is no default traffic control profile.

Guaranteed Rate (MinimumGuaranteed Bandwidth)

The guaranteed rate determines the minimum guaranteed bandwidth for each priority

group. It also determines howmuch excess (extra) port bandwidth the priority group can

share; each priority group shares extra port bandwidth in proportion to its guaranteed

rate. You specify the rate in bits per second as a fixed value such as 3 Mbps or as a

percentage of the total port bandwidth.

Theminimum transmission bandwidth can exceed the configured rate if additional

bandwidth is available from other priority groups on the port. In case of congestion, the

configured guaranteed rate is guaranteed for the priority group. This property enables

you to ensure that each priority group receives the amount of bandwidth appropriate to

its level of service.

NOTE: Configuring theminimum guaranteed bandwidth (transmit rate) for
a forwarding class does not work unless you also configure theminimum
guaranteed bandwidth (guaranteed rate) for the forwarding class set in the
traffic control profile.

Additionally, thesumof the transmit ratesof thequeues ina forwardingclass
set should not exceed the guaranteed rate for the forwarding class set. (You
cannot guarantee aminimum bandwidth for the queues that is greater than
theminimum bandwidth guaranteed for the entire set of queues.)

Youcannot configureaguaranteed rate for forwarding class sets that include
strict-high priority queues.

Sharing Extra Bandwidth

Extra bandwidth is available to priority groups when the priority groups do not use the

full amount of available port bandwidth. This extra port bandwidth is shared among the

priority groups based on theminimum guaranteed bandwidth of each priority group.
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For example, Port A has three priority groups: fc-set-1, fc-set-2, and fc-set-3. Fc-set-1

has a guaranteed rate of 2 Gbps, fc-set-2 has a guaranteed rate of 2 Gbps, and fc-set-3

has a guaranteed rate of 4 Gbps. After servicing the minimum guaranteed bandwidth of

these priority groups, the port has an extra 2 Gbps of available bandwidth, and all three

priority groups have still have packets to forward. The priority groups receive the extra

bandwidth inproportion to their guaranteed rates, so fc-set-1 receivesanextra500Mbps,

fc-set-2 receives an extra 500Mbps, and fc-set-3 receives an extra 1 Gbps.

Shaping Rate (MaximumBandwidth)

The shaping rate determines the maximum bandwidth the priority group can consume.

You specify the rate in bits per second as a fixed value such as 5Mbps or as a percentage

of the total port bandwidth.

Themaximum bandwidth for a priority group depends on the total bandwidth available

on the port and howmuch bandwidth the other priority groups on the port consume.

Scheduler Maps

A schedulermapmaps schedulers to queues.When you associate a schedulermapwith

a traffic control profile, then associate the traffic control profile with an interface and a

forwardingclass set, the schedulingdefinedby the schedulermapdetermines theportion

of the priority group resources that each individual queue can use.

You can associate up to four user-defined scheduler maps with traffic control profiles.

Related
Documentation

Understanding Junos CoS Components on page 5315•

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage5387

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503
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Understanding CoS Traffic Control Profiles

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (queues) mapped to a

forwarding class set share the bandwidth that you assign to the forwarding class set in

the traffic control profile.

This two-tier hierarchical schedulingarchitectureprovides flexibility inallocating resources

among queues and:

• Assigns a portion of port bandwidth to a priority group. You define the port resources

for the priority group in a traffic control profile.

• Allocatespriority groupbandwidthamong thequeues that belong to thepriority group.

A schedulermapattached to the traffic control profiledefines theamountof thepriority

group’s resources that each queue can use.

Attaching a priority group and traffic control profile to a port defines the hierarchical

scheduling properties of the group and the queues that belong to the group.

The ability to create priority groups supports enhanced transmission selection (ETS,

described in IEEE 802.1Qaz). When a priority group does not use its allocated port

bandwidth, ETS shares the excess port bandwidth among other priority groups on the

port inproportion to their guaranteedminimumbandwidth (guaranteed rate). This utilizes

the port bandwidth better than scheduling schemes that require setting strict priorities

that reserve bandwidth for all groups whether it is needed or not. ETS allows traffic

groups that need extra bandwidth to use it if the bandwidth is available, while preserving

the ability to specify the minimum guaranteed bandwidth for traffic groups.

Traffic control profiles define the following CoS properties for priority groups:

• Minimum guaranteed bandwidth—Also known as the committed information rate

(CIR). This is the minimum amount of port bandwidth the priority group receives.

Priorities in thepriority group receive theirminimumguaranteedbandwidthasaportion

of thepriority group’sminimumguaranteedbandwidth.Theguaranteed-rate statement

defines the minimum guaranteed bandwidth.

NOTE: You cannot apply a traffic control profile with aminimum
guaranteed bandwidth to a priority group that includes strict-high priority
queues.

• Shared excess (extra) bandwidth—When the priority groups on a port do not consume

the full amount of bandwidth allocated to themor there is unallocated link bandwidth

available, priority groups can contend for that extra bandwidth if they need it. Priorities

in the priority group contend for extra bandwidth as a portion of the priority group’s

extrabandwidth.Theamountof extrabandwidth forwhichapriority groupcancontend

is proportional to the priority group’s guaranteedminimum bandwidth (guaranteed

rate).
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• Maximumbandwidth—Alsoknownaspeak information rate (PIR).This is themaximum

amount of port bandwidth the priority group receives. Priorities in the priority group

receive their maximum bandwidth as a portion of the priority group’s maximum

bandwidth. The shaping-rate statement defines the maximum bandwidth.

• Queuescheduling—Each traffic control profile includesaschedulermap.Thescheduler

mapmaps priorities (forwarding classes) to schedulers to define the scheduling

characteristics of the individual priorities in the priority group. The resources scheduled

for each priority represent portions of the resources that the traffic control profile

schedules for the entire priority group, not portions of the total link bandwidth. The

scheduler-maps statement defines the mapping of forwarding classes to schedulers.

Related
Documentation

Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

Understanding CoS Priority Group and Queue Guaranteed Rates (MinimumBandwidth)

Youcansetaguaranteedminimumbandwidth for individual forwardingclasses (queues)

and for groupsof forwarding classes called forwarding class sets (priority groups). Setting

aminimum guaranteed bandwidth ensures that priority groups and queues receive the

bandwidth required to support the expected traffic.

This topic covers:

• Guaranteeing Bandwidth Using Hierarchical Scheduling on page 5382

• Priority Group Guaranteed Rate (Minimum Bandwidth) on page 5384

• Queue Transmit Rate (Minimum Bandwidth) on page 5384

Guaranteeing Bandwidth Using Hierarchical Scheduling

The guaranteed-rate value for the priority group defines the minimum amount of

bandwidth allocated to a forwarding class set onaport,whereas the transmit-rate value
of the queue defines theminimumamount of bandwidth allocated to a particular queue

in a priority group. The queue bandwidth is a portion of the priority group bandwidth.

NOTE: You cannot configure aminimum guaranteed bandwidth (transmit
rate) for a forwarding class that is mapped to a strict-high priority queue,
and you cannot configure aminimum guaranteed bandwidth (guaranteed
rate) for a priority group that includes strict-high priority queues.

Figure 195onpage5383showshowthe totalportbandwidth isallocated topriority groups

(forwarding class sets) basedon the guaranteed rate of eachpriority group. It also shows

how the guaranteed bandwidth of each priority group is allocated to the queues in the

priority group based on the transmit rate of each queue.
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Figure 195: Allocating Guaranteed Bandwidth Using Hierarchical
Scheduling
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The sum of the priority group guaranteed rates cannot exceed the total port bandwidth.

If you configure guaranteed rates whose sum exceeds the port bandwidth, the system

sends a syslog message to notify you that the configuration is not valid. However, the

system does not perform a commit check. If you commit a configuration in which the

sum of the guaranteed rates exceeds the port bandwidth, the hierarchical scheduler

behaves unpredictably.

The sum of the queue transmit rates cannot exceed the total guaranteed rate of the

priority group to which the queues belong. If you configure transmit rates whose sum

exceeds thepriority groupguaranteed rate, the commit check fails and the system rejects

the configuration.

5383Copyright © 2014, Juniper Networks, Inc.

Chapter 62: Overview



NOTE: Youmust set both the priority group guaranteed-rate value and the

queue transmit-rate value in order to configure theminimum bandwidth for

individual queues. If you set the transmit-rate value but do not set the

guaranteed-rate value, the configuration fails.

You can set the guaranteed-rate value for a priority groupwithout setting the

transmit-ratevalue for individualqueues in theprioritygroup.However, queues

that do not have a configured transmit-rate value can become starved for

bandwidth ifotherhigher-priorityqueuesneedtheprioritygroup’sbandwidth.
To avoid starving a queue, it is a good practice to configure a transmit-rate

value for most queues.

If you configure the guaranteed rate of a priority group as a percentage,
configure all of the transmit rates associated with that priority group as
percentages. In this case, if any of the transmit rates are configured as
absolute values instead of percentages, the configuration is not valid and
the system sends a syslogmessage.

Priority Group Guaranteed Rate (MinimumBandwidth)

Setting a priority group guaranteed-rate enables you to reserve a portion of the port

bandwidth for the forwardingclasses (queues) in that forwardingclass set. Theminimum

bandwidth (guaranteed-rate) that you configure for a priority group sets the minimum

bandwidth available to all of the forwarding classes in the forwarding class set.

The combined guaranteed-rate value of all of the forwarding class sets associated with

an interface cannot exceed the amount of bandwidth available on that interface.

You configure the priority group guaranteed-rate in the traffic control profile. You cannot

apply a traffic control profile that has a guaranteed rate to a priority group that includes

strict-high priority queues.

Queue Transmit Rate (MinimumBandwidth)

Setting a queue transmit-rate enables you to reserve a portion of the priority group

bandwidth for the individual queue. For example, a queue that handles Fibre Channel

over Ethernet (FCoE) traffic might require a minimum rate of 4 Gbps to ensure the class

of service that storage area network (SAN) traffic requires.

The priority group guaranteed-rate sets the aggregate minimum amount of bandwidth

available to the queues that belong to the priority group. The cumulative total minimum

bandwidth the queues consume cannot exceed theminimum bandwidth allocated to

the priority group to which they belong. (The combined transmit rates of the queues in

a priority group cannot exceed the priority group’s guaranteed rate.)

Youmust configure the guaranteed-rate value of the priority group in order to set a

transmit-rate value for individual queues that belong to the priority group. The reason is

that if there is no guaranteed bandwidth for a priority group, there is noway to guarantee

bandwidth for queues in that priority group.
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Youconfigure thequeue transmit-rate in thescheduler configuration.Youcannotconfigure

a transmit rate for strict-high priority queues.

Related
Documentation

Understanding CoS Output Queue Schedulers on page 5371•

• Understanding CoS Traffic Control Profiles on page 5381

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Defining CoS Queue Schedulers on page 5679

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

Understanding CoS Priority Group Shaping and Queue Shaping (MaximumBandwidth)

If theamount of traffic onan interface exceeds themaximumbandwidthof the interface,

it leads to congestion. You can use priority group (forwarding class set) shaping and

queue shaping to manage the excess traffic and avoid congestion.

Themaximum bandwidth sets the most bandwidth a priority group or a queue can use

after all of the priority group andqueueminimumbandwidth requirements aremet, even

if more bandwidth is available.

This topic covers:

• Priority Group Shaping on page 5385

• Queue Shaping on page 5385

• Shaping Maximum Bandwidth Using Hierarchical Scheduling on page 5386

Priority Group Shaping

Priority group shaping enables you to shape the aggregate traffic of a forwarding class

set on a port to amaximum rate that is less than the line or port rate. Themaximum

bandwidth (shaping-rate) that you configure for a priority group sets the maximum
bandwidth available to all of the forwarding classes (queues) in the forwarding class

set.

If a port has more than one priority group and the combined shaping-rate value of the

priority groups is greater than the amount of port bandwidth available, the bandwidth is

shared proportionally among the priority groups.

You configure the priority group shaping-rate in the traffic control profile.

Queue Shaping

Queue shaping throttles the rate at which queues transmit packets. For example, using

queue shaping, you can rate-limit a strict-high priority queue so that the strict-priority

queue does not lock out (or starve) low-priority queues. Similarly, for any queue, you can

configure queue shaping (shaping-rate) to set the maximum bandwidth for a particular

queue.
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The shaping-rate value of the priority group sets the aggregate maximum amount of

bandwidth available to the queues that belong to the priority group. The cumulative total

bandwidth the queues consume cannot exceed themaximum bandwidth of the priority

group to which they belong on a port.

If a priority group has more than queue and the combined shaping-rate value of the

queues is greater than the amount of bandwidth available to the priority group, the

bandwidth is shared proportionally among the queues.

You configure the queue shaping-rate in the scheduler configuration.

ShapingMaximumBandwidth Using Hierarchical Scheduling

Priority group shaping defines the maximum bandwidth allocated to a forwarding class

set on a port, whereas queue shaping defines a limit onmaximum bandwidth usage per

queue. The queue bandwidth is a portion of the priority group bandwidth.

Figure 196 on page 5386 shows how the port bandwidth is allocated to priority groups

(forwarding class sets) based on the shaping rate of each priority group, and how the

bandwidth of each priority group is allocated to the queues in the priority group based

on the shaping rate of each queue.

Figure 196: SettingMaximumBandwidth Using Hierarchical Scheduling
Maximum port bandwidth allocated

to each priority group
Maximum priority group bandwidth

allocated to each queue
Total port bandwidth

Priority group 1
(forwarding
class set 1):

shaping-rate 80
percent

Priority group 2
(forwarding
class set 2):
shaping-rate
100 percent

Port xe-0/0/7
(10-Gbps

bandwidth)

Queue 4 (priority 4):
shaping-rate 100 percent

Queue 0 (priority 0):
shaping-rate 30 percent

Queue 1 (priority 1):
shaping-rate 50 percent

Queue 2 (priority 2):
shaping-rate 50 percent

Queue 3 (priority 3):
shaping-rate 100 percent

g0
40

72
4

Related
Documentation

Understanding CoS Output Queue Schedulers on page 5371•

• Understanding CoS Traffic Control Profiles on page 5381

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519
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• Defining CoS Queue Schedulers on page 5679

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

Understanding CoS Scheduling Behavior and Configuration Considerations

Many factors affect scheduling configuration and bandwidth requirements, including:

• When you configure bandwidth for a queue or a priority group, the switch considers

only the data as the configured bandwidth. The switch does not account for the

bandwidth consumed by the preamble and the interframe gap (IFG). Therefore, when

you calculate and configure the bandwidth requirements for a queue or for a priority

group, consider the preamble and the IFG as well as the data in the calculations.

• When you define a forwarding class that will be used on the switch (the behavior

aggregate classifier has a forwarding class and you expect traffic for the forwarding

class), youmust also define a scheduling policy for the forwarding class. Defining a

scheduling policy means:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set

• Associating the scheduler map with a traffic control profile

• Attaching the traffic control profile to a forwarding class set and an interface

• On each physical interface, either all forwarding classes that are being used on the

interface must have rewrite rules configured, or no forwarding classes that are being

used on the interface can have rewrite rules configured. On any physical port, do not

mix forwarding classeswith rewrite rules and forwarding classeswithout rewrite rules.

• For packets that carry both an inner VLAN tag and an outer VLAN tag, the rewrite rule

rewrites only the outer VLAN tag.

• Configuring theminimumguaranteedbandwidth(transmit-rate) foraqueue(forwarding

class) does not work unless you also configure the minimum guaranteed bandwidth

(guaranteed-rate) for the priority group (forwarding class set) in the traffic control

profile.

Additionally, the sum of the transmit rates of the queues in a forwarding class set

should not exceed the guaranteed rate for the forwarding class set. (You cannot

guarantee aminimum bandwidth for the queues that is greater than theminimum

bandwidth guaranteed for the entire set of queues.) If you configure transmit rates

whose sumexceeds the guaranteed rate of the forwarding class set, the commit check

fails and the system rejects the configuration.

• Thesumof thepriority groupguaranteed rates cannot exceed the total port bandwidth.

If you configure guaranteed rates whose sum exceeds the port bandwidth, the system

sends a syslog message to notify you that the configuration is not valid. However, the

system does not perform a commit check. If you commit a configuration in which the

sum of the guaranteed rates exceeds the port bandwidth, the hierarchical scheduler

behaves unpredictably.
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• If you configure the guaranteed-rate of a priority group as a percentage, configure all

of the transmit rates associated with that priority group as percentages. In this case,

if any of the transmit rates are configured as absolute values instead of percentages,

the configuration is not valid and the system sends a syslog message.

• Thereare several factors to consider if youwant to configure strict-highpriority queues:

• You cannot configure a minimum guaranteed bandwidth (transmit-rate) for a

strict-high priority queue. You cannot configure a minimum guaranteed bandwidth

(guaranteed-rate) for a forwarding class set that includesa strict-highpriority queue.

• Youmust create a separate forwarding class set for the strict-high priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-highpriority queuescannotbelong to the same forwardingclass set asqueues

that are not strict-high priority.

• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• In QFabric systems, if any queue that contains outgoing packets does not transmit

packets for 12 consecutive seconds, the port automatically resets. Failure of a queue

to transmit packets for 12 consecutive secondsmay be due to:

• A strict-high priority queue consuming all of the port bandwidth

• Several queues consuming all of the port bandwidth

• Any queue or port receiving continuous priority-based flow control (PFC) or 802.3x

Ethernet PAUSEmessages (received PFC and PAUSEmessages prevent a queue

or a port, respectively, from transmitting packets because of network congestion)

• Other conditions that prevent a queue from obtaining port bandwidth for 12

consecutive seconds

If the cause is a strict-high priority queue consuming all of the port bandwidth, you can

use rate shaping to configure a maximum rate for the strict-high priority queue and

prevent it from using all of the port bandwidth. To configure rate shaping, include the

shaping-rate(rate |percentpercentage)statementat the [editclass-of-serviceschedulers

scheduler-name] hierarchy level and apply the shaping rate to the strict-high priority

scheduler.

If several queues consume all of the port bandwidth, you can use a scheduler to rate

shape those queues and prevent them from using all of the port bandwidth.

• For transmit rates below 1 Gbps, we recommend that you configure the transmit rate

as a percentage instead of as a fixed rate. This is because the system converts fixed

rates into percentages andmay round small fixed rates to a lower percentage. For

example, a fixed rate of 350Mbps is rounded down to 3 percent instead of 3.5 percent.

• Whenyouset themaximumbandwidth for aqueueor for apriority group(shaping-rate)

at 100Kbpsor lower, the traffic shapingbehavior is accurateonlywithin+/–20percent

of the configured shaping-rate.

• Ingress port congestion canoccur during periods of egress port congestion if an ingress

port forwards traffic to more than one egress port, and at least one of those egress

ports experiences congestion. If this occurs, the congested egress port can cause the
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ingress port to exceed its fair allocation of ingress buffer resources. When the ingress

port exceeds its buffer resource allocation, frames are dropped at the ingress. Ingress

port frame drop affects not only the congested egress ports, but also all of the egress

ports to which the congested ingress port forwards traffic.

If a congested ingress port drops traffic that is destined for one or more uncongested

egress ports, configure a weighted random early detection (WRED) drop profile and

apply it to the egress queue that is causing the congestion. The drop profile prevents

the congested egress queue from affecting egress queues on other ports by dropping

frames at the egress instead of causing congestion at the ingress port.

NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding

classes. FCoE and other lossless traffic queues require lossless behavior.
Use priority-based flow control (PFC) to prevent frame drop on lossless
priorities.

• On an ingress port, do not configure classifiers that map the same IEEE 802.1p code

point to both amultidestination traffic flow and a lossless unicast traffic flow (such

as the default lossless fcoe or no-loss forwarding classes). Any code point used for

multidestination traffic on a port should not be used to classify unicast traffic into a

lossless forwarding class on the same port.

If a multidestination traffic flow and a lossless unicast traffic flow use the same code

point on a port, the multidestination traffic is treated the same way as the lossless

traffic. For example, if priority-based flowcontrol (PFC) is applied to the lossless traffic,

the multidestination traffic of the same code point is also paused. During periods of

congestion, treating multidestination traffic the same as lossless unicast traffic can

create ingress port congestion for the multidestination traffic and affect the

multidestination traffic on all of the egress ports the multidestination traffic uses.

For example, the following configuration can cause ingress port congestion for the

multidestination flow:

1. For unicast traffic, IEEE 802.1p code point 011 is classified into the fcoe forwarding

class:

user@switch# set class-of-service classifiers ieee-802.1 ucast_cl forwarding-class fcoe
loss-priority low code-points 011

2. For multidestination traffic, IEEE 802.1p code point 011 is classified into themcast

forwarding class:

user@switch# set class-of-service classifiers ieee-802.1mcast-cl forwarding-classmcast
loss-priority low code-points 011

3. The unicast classifier that maps traffic with code point 011 to the fcoe forwarding

class is mapped to interface xe-0/0/1:

user@switch# setclass-of-service interfacesxe-0/0/1unit0classifiers ieee-802.1ucast_cl

4. Themultidestination classifier that maps traffic with code point 011 to themcast

forwarding class is mapped to all interfaces (multidestination traffic maps to all

interfaces and cannot bemapped to individual interfaces):

user@switch# set class-of-servicemulti-destination classifiers ieee-802.1 mcast-cl
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Because the same code point (011) maps unicast traffic to a lossless traffic flow

and also mapsmultidestination traffic to amultidestination traffic flow, the

multidestination traffic flowmightexperience ingressport congestionduringperiods

of congestion.

To avoid ingress port congestion, do not map the code point used by the

multidestination traffic to lossless unicast traffic. For example:

1. Instead of classifying code point 011 into the fcoe forwarding class, classify code

point 011 into the best-effort forwarding class:

user@switch# set class-of-service classifiers ieee-802.1 ucast_cl forwarding-class
best-effort loss-priority low code-points 011

2. user@switch# set class-of-service classifiers ieee-802.1mcast-cl forwarding-classmcast
loss-priority low code-points 011

3. user@switch# setclass-of-service interfacesxe-0/0/1unit0classifiers ieee-802.1ucast_cl

4. user@switch# set class-of-servicemulti-destination classifiers ieee-802.1 mcast-cl

Because the code point 011 does not map unicast traffic to a lossless traffic flow,

themultidestination traffic flowdoes not experience ingress port congestion during

periods of congestion.

The best practice is to classify unicast traffic with IEEE 802.1p code points that are

also used for multidestination traffic into best-effort forwarding classes.

Related
Documentation

Understanding CoS Output Queue Schedulers on page 5371•

• Understanding CoS Priority Group Scheduling on page 5378

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

Copyright © 2014, Juniper Networks, Inc.5390

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Understanding CoS Buffer Configuration

EachQFX3500 andQFX3600 switch has 9MBof Packet Forwarding Engine (PFE)wide

common packet buffer memory that is used to store packets on interface queues. Each

QFX5100 switch has 12 MB of PFE wide common packet buffer memory. The buffer

memory has separate ingress and egress accounting to make accept, drop, or pause

decisions. Because the switch has a single pool of memory with separate ingress and

egress accounting, the full amount of buffer memory is available from both the ingress

and the egress perspective. Packets are accounted for as they enter and leave the switch,

but there is no concept of a packet arriving at an ingress buffer and then beingmoved to

an egress buffer.

The buffers are divided into two pools from both an ingress and an egress perspective:

1. Shared buffers are a global memory pool that the switch allocates dynamically to

ports as needed, so the buffers are shared among the switch ports.

2. Dedicated buffers are amemory pool divided equally among the switch ports. Each

port receives aminimumguaranteed amount of buffer space, dedicated to each port,

not shared among ports.

NOTE: Lossless traffic is traffic on which you enable priority-based flow
control (PFC) to ensure lossless transport. Lossless traffic does not refer to
best-effort traffic on a link enabled for Ethernet PAUSE (IEEE 802.3x).

Theswitch reservesnonconfigurablebuffer space toensure thatportsandqueues receive

aminimummemory allocation. You can configure how the system uses the rest of the

buffer space to optimize the allocation for your mix of network traffic. You can configure

the percentage of available buffer space used as shared buffer space versus dedicated

buffer space. You can also configure how shared buffer space is allocated to different

types of traffic. You can optimize the buffer settings for the traffic on your network.

The default buffer configuration is designed for networks that have a balance of

best-effort and lossless traffic.

Thedefault class-of-service configurationprovides two lossless forwarding classes (fcoe

and no-loss), a best-effort unicast forwarding class, a network control traffic forwarding

class, and onemultidestination (multicast, broadcast, and destination lookup fail)

forwarding class. Eachdefault forwarding classmaps toadifferentdefault outputqueue.

The default configuration allocates the buffers in a manner that supports a moderate

amount of lossless traffic while still providing the ability to absorb bursts in best-effort

traffic transmission.

Changing the buffer settings changes the abilities of the buffers to absorb traffic bursts

and handle lossless traffic. For example, networks with mostly best-effort traffic require

allocating most of the shared buffer space to best-effort buffers. This provides deep,

flexible buffers that can absorb traffic bursts with minimal packet loss, at the expense

of buffer availability for lossless traffic.
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Conversely, networks with mostly lossless traffic require allocating most of the shared

buffer space to lossless headroom buffers. This prevents packet loss on lossless flows

at the expense of absorbing bursty best-effort traffic efficiently.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

This topic describes the buffer architecture and settings:

• Buffer Pools on page 5392

• Default Buffer Pool Values on page 5400

• Shared Buffer Configuration Recommendations for Different Network Traffic

Scenarios on page 5403

• Optimizing Buffer Configuration on page 5406

• General Buffer Configuration Rules and Considerations on page 5408

Buffer Pools

From both an ingress and an egress perspective, the PFE buffer is split into twomain

pools, a sharedbufferpoolandadedicatedbufferpool thatensuresaminimumallocation

to each port. You can configure the amount of buffer space allocated to each of the two

pools. Aportionof thebuffer space is reservedso that there is alwaysaminimumamount

of shared and dedicated buffer space available to each port.

• Shared buffer pool—A global memory space that all of the ports on the switch share

dynamically as they need buffers. The shared buffer pool is further partitioned into

buffers for best-effort unicast, best-effortmultidestination (broadcast, multicast, and

destination lookup fail), andPFC(lossless) traffic types. Youcanallocateglobal shared

memory space to buffer partitions to better support differentmixes of network traffic.

The larger thesharedbufferpool, thebetter theswitchcanabsorb trafficburstsbecause

more sharedmemory is available for the traffic.

• Dedicated buffer pool—A reserved global memory space allocated equally to each

port. Theswitch reservesaminimumdedicatedbufferpool that isnotuser-configurable.

You can divide the dedicated buffer allocation for a port among the port queues on a

per-port, per-queue basis. (For example, this enables you to dedicate more buffer

space to queues that transport lossless traffic.)

A larger dedicated buffer pool means a larger amount of dedicated buffer space for

each port, so congestion on one port is less likely to affect traffic on another port

because the traffic does not need to use as much shared buffer space. However, the

larger the dedicated buffer pool, the less bursty traffic the switch can handle because

there is less dynamic shared buffer memory.

Youcanconfigure theway theavailableunreservedportionof thebuffer space isallocated

to the global shared buffer pool and to the dedicated shared buffer pool by configuring

the ingress and egress shared buffer percentages.
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Bydefault, 100percentof theavailableunreservedbuffer space isallocated to theshared

buffer pool. If you change the percentage of space allocated to the shared buffer, the

available buffer space that is not allocated to the shared buffer is allocated to the

dedicated buffer. For example, if you configure the ingress shared buffer pool as 80

percent, the remaining 20 percent of the available buffer space is allocated to the

dedicated buffer pool and divided equally across the ports.

NOTE: When 100 percent of the available (user-configurable) buffers are
allocated to the shared buffer pool, the switch still reserves aminimum
dedicated buffer pool.

You can separately configure ingress and egress shared buffer pool allocations. You can

also partition the ingress and egress shared buffer pool to allocate percentages of the

shared buffer pool to specific types of traffic. If you do not use the default configuration

or one of the recommended configurations, pay particular attention to the ingress

configuration of the lossless and lossless headroom buffers (these buffers handle PFC

pause during periods of congestion) and to the egress configuration of the best-effort

buffers to handle incast congestion (multiple synchronized sources sending data to the

same receiver in parallel).

In addition to the shared buffer pool and the dedicated buffer pool, there is also a small

ingress global headroom buffer pool that is reserved and is not configurable.

When contention for buffer space occurs, the switch uses an internal algorithm to ensure

that the buffer pools are distributed fairly among competing flows. When traffic for a

given flow exceeds the amount of dedicated port buffer reserved for that flow, the flow

begins to consumememory from the dynamic shared buffer pool. Competing flows

compete for shared buffer memory with other flows that also have exhausted their

dedicated buffers. When there is no congestion, there are no competing flows.

• Buffer Handling of Lossless Flows (PFC) Versus Ethernet PAUSE on page 5393

• Shared Buffer Pool and Partitions on page 5394

• Dedicated Port Buffer Pool and Buffer Allocation to Queues on page 5395

• Trade-off Between Shared Buffer Space and Dedicated Buffer Space on page 5399

• Order of Buffer Consumption on page 5399

Buffer Handling of Lossless Flows (PFC) Versus Ethernet PAUSE

Whenwe discuss lossless buffers in the following sections, wemean buffers that handle

traffic onwhich you enable PFC to ensure lossless transport. The lossless buffers are not

used for best-effort traffic on a link on which you enable Ethernet PAUSE (IEEE 802.3x).

The lossless ingressandegress sharedbuffers, and the ingress losslessheadroomshared

buffer, are used only for traffic on which you enable PFC.

NOTE: To support lossless flows, youmust configure the appropriate data
center bridging capabilities (PFC, DCBX, or ETS) and scheduling properties.
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Shared Buffer Pool and Partitions

The shared buffer pool is a globalmemory space that all of the ports on the switch share

dynamically as theyneedbuffers. Theswitchuses thesharedbuffer pool toabsorb traffic

bursts after the dedicated buffer pool for a port is exhausted.

You can divide both the ingress shared buffer pool and the egress shared buffer pool into

three partitions to allocate percentages of each buffer pool to different types of traffic.

When you partition the ingress or egress shared buffer pool:

• If you explicitly configure one ingress shared buffer partition, youmust explicitly

configure all three ingress shared buffer partitions. (You either explicitly configure all

three ingress partitions or you use the default setting for all three ingress partitions.)

If youexplicitly configureoneegress sharedbufferpartition, youmustexplicitly configure

all three egress shared buffer partitions. (You either explicitly configure all three egress

partitions or you use the default setting for all three egress partitions.)

The switch returns a commit error if you do not explicitly configure all three partitions

when configuring the ingress or egress shared buffer partitions.

• The combined percentages of the three ingress shared buffer partitions must total

exactly 100 percent.

The combined percentages of the three egress shared buffer partitions must total

exactly 100 percent.

When you explicitly configure ingress or egress shared buffer partitions, the switch

returns a commit error if the total percentage of the three partitions does not equal

100 percent.

• If youexplicitly partitionone set of sharedbuffers, youdonothave toexplicitly partition

the other set of shared buffers. For example, you can explicitly configure the ingress

shared buffer partitions and use the default egress shared buffer partitions. However,

if you change the buffer partitions for the ingress buffer pool to match the expected

types of traffic flows, you would probably also want to change the buffer partitions

for the egress buffer pool to match those traffic flows.

You can configure the percentage of available unreserved buffer space allocated to the

shared buffer pool. Space that you do not allocate to the shared buffer pool is added to

thededicatedbuffer pool anddividedequally among theports. Thedefault configuration

allocates 100 percent of the unreserved ingress and egress buffer space to the shared

buffers.

Configuring the ingress and egress shared buffer pool partitions enables you to allocate

morebuffers to the typesof traffic your networkpredominantly carries, and fewer buffers

to other traffic.

Ingress Shared Buffer Pool Partitions

You can configure three ingress buffer pool partitions:

• Lossless buffers—Shared buffer pool for all lossless ingress traffic. The recommended

minimum value for lossless buffers is 5 percent.
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• Lossless headroom buffers—Shared buffer pool for packets received while a pause is

asserted. If PFC isenabledonprioritiesonaport,when theport sendsapausemessage

to the connected peer, the port uses the headroom buffers to store the packets that

arrivebetween the time theport sends thepausemessageand the time the lastpacket

arrives after the peer pauses traffic. Theminimumvalue for lossless headroombuffers

is 0 (zero) percent. (Lossless headroom buffers are the only buffers for which the

recommended value can be less than 5 percent.)

• Lossybuffers—Sharedbuffer pool for all best-effort ingress traffic (best-effort unicast,

multidestination, and strict-high priority traffic). The recommendedminimum value

for best-effort buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and

best-effort buffer partitions must total exactly 100 percent. If the buffer percentages

total more than 100 percent or less than 100 percent, the switch returns a commit error.

If you explicitly configure an ingress shared buffer partition, youmust explicitly configure

all three ingress buffer partitions, even if the lossless headroom buffer partition has a

value of 0 (zero) percent.

Egress Shared Buffer Pool Partitions

You can configure three egress buffer pool partitions:

• Losslessbuffers—Sharedbuffer pool for all lossless egressqueues. The recommended

minimum value for lossless buffers is 5 percent.

• Lossybuffers—Sharedbuffer pool for all best-effort egressqueues (best-effort unicast,

and strict-high priority queues). The recommendedminimum value for best-effort

buffers is 5 percent.

• Multicast buffers—Shared buffer pool for all multidestination (multicast, broadcast,

and destination lookup fail) egress queues. The recommendedminimum value for

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured and should have a value of at least 5 percent. If

you explicitly configure an egress shared buffer partition, youmust explicitly configure

all three egress buffer partitions, and each partition should have a value of at least

5 percent.

Dedicated Port Buffer Pool and Buffer Allocation to Queues

The global dedicated buffer pool is memory that is allocated equally to each port, so

each port receives a guaranteedminimum amount of buffer space. Dedicated buffers

are not shared among ports. Each port receives an equal proportion of the dedicated

buffer pool.

The amount of dedicated buffer space is not user-configurable and depends on the

percentage of available nonreserved buffers allocated to the shared buffers. (The

dedicated buffer space is equal to theminimum reservedport buffers plus the remainder

of the available nonreserved buffers that are not allocated to the shared buffer pool.)
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When traffic enters and exits the switch, the switch ports use their dedicated buffers to

store packets. If the dedicated buffers are not sufficient to handle the traffic, the switch

uses shared buffers. The only way to increase the dedicated buffer pool is to decrease

the shared buffer pool from its default value of 100 percent of available unreserved

buffers.

NOTE: If 100percent of the available unreserved buffers are allocated to the
sharedbufferpool, theswitchstill reservesaminimumdedicatedbufferpool.

The larger the shared buffer pool, the better the burst absorption across the ports. The

larger the dedicated buffer pool, the larger the amount of dedicated buffer space for

each port. The greater the dedicated buffer space, the less likely that congestion on one

port can affect traffic on another port, because the traffic does not need to use asmuch

shared buffer space.

Allocating Dedicated Port Buffers to Queues

You can divide the dedicated buffer allocation for an egress port among the port queues

by including the buffer-size statement in the scheduler configuration. This enables you

to control the egress port dedicated buffer allocation on a per-port, per-queue basis.

(For example, this enables you to dedicate more buffer space to queues that transport

lossless traffic, or to stop the port from reserving buffers for queues that do not carry

traffic.) Egress dedicated port buffer allocation is a hierarchical structure that allocates

a global dedicated buffer pool evenly among ports, and then divides the allocation for

each port among the port queues.

By default, ports divide their allocation of dedicated buffers among their egress queues

in the same proportion as the default scheduler sets the minimum guaranteed

transmission rates (the transmit-rate option) for traffic. Only the queues included in the

default scheduler receive bandwidth and dedicated buffers, in the proportions shown in

Table 466 on page 5396:

Table 466:Default DedicatedBuffer Allocation to EgressQueues (Based
on Default Scheduler)

Proportion of Reserved
Dedicated Port Buffers

MinimumGuaranteed
Bandwidth
(transmit-rate)QueueForwarding Class

5%5%0best-effort

35%35%3fcoe

35%35%4no-loss

5%5%7network-control

20%20%8mcast
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In the default configuration, no egress queues other than the ones shown in

Table 466 on page 5396 receive an allocation of dedicated port buffers.

NOTE: The switch uses hierarchical scheduling to control port and queue
bandwidth allocation, as described in “Understanding CoS Hierarchical Port
Scheduling (ETS)” on page 5366 and shown in “Example: Configuring CoS
HierarchicalPortScheduling(ETS)”onpage5474.Foregressqueuebuffersize
configuration, when you attach a traffic control profile (includes the queue
scheduler information) to a port, the dedicated egress buffers on the port
are divided among the queues as configured in the scheduler.

If you do not want to use the default allocation of dedicated port buffers to queues, use

the buffer-size option in the scheduler that is attached to the port to configure the queue

allocation. You can configure the dedicated buffer allocation to queues in two ways:

• As a percentage—The queue receives the specified percentage of dedicated port

buffers when the queue is mapped to the scheduler and the scheduler is attached to

a port.

• As a remainder—After the port services the queues that have an explicit percentage

buffer size configuration, the remaining dedicated port buffer space is divided equally

among the other queues to which a scheduler is attached. (No default or explicit

scheduler for a queuemeans no dedicated buffer allocation for that queue.) If you

configure a scheduler and you do not specify a buffer size as a percentage, remainder

is the default setting.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

Configuring Dedicated Port Buffer Allocation to Queues

In a port configuration that includes multiple forwarding class sets, with multiple

forwarding classes mapped tomultiple schedulers, the allocation of port dedicated

buffers to queues depends on themix of queues with buffer sizes configured as explicit

percentages and queues configured with (or defaulted to) the remainder option.

The best way to demonstrate how using the percentage and remainder options affects

dedicated port buffer allocation to queues is by showing an example of queue buffer

allocation, and then showing how the queue buffer allocation changes when you add

another forwarding class (queue) to the port.

Table467onpage5398showsan initial configuration that includes four forwarding class

sets, the five default forwarding classes (mapped to the five default queues for those

forwardingclasses), thebuffer-sizeoptionconfiguration, and the resultingbufferallocation

foreachqueue.Table468onpage5398showsthesameconfigurationafterweaddanother

forwarding class (best-effort-2, mapped to queue 1) to the best-effort forwarding class

set. Comparing thebuffer allocations in each table showsyouhowaddinganother queue
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affects buffer allocation when you use remainders and explicit percentages to configure

the buffer allocation for different queues.

Table 467: Egress Queue Dedicated Buffer Allocation (Example 1)

Buffer Allocation
per Queue
(Percentage)

Scheduler Buffer
SizeConfigurationQueue

Forwarding
Class

Forwarding Class
Set (PriorityGroup)

10%10%0best-effortfc-set-be

20%20%3fcoefc-set-lossless

40%40%4no-loss

15%remainder7network-controlfc-set-strict-high

15%remainder8mcastfc-set-mcast

In this first example, 70 percent of the egress port dedicated buffer pool is explicitly

allocated to the best-effort, fcoe, and no-loss queues. The remaining 30 percent of the

port dedicated buffer pool is split between the twoqueues that use the remainderoption

(network-control andmcast), so each queue receives 15 percent of the dedicated buffer

pool.

Nowweaddanother forwardingclass (queue) to thebest-effortpriority group(fc-set-be)

andconfigure itwithabuffer sizeof remainder insteadof configuringaspecificpercentage.

Because a third queue now shares the remaining dedicated buffers, the queues that

share the remainder receive fewerdedicatedbuffers, as shown inTable468onpage5398.

The queues with explicitly configured percentages receive the configured percentage of

dedicated buffers.

Table 468: Egress Queue Dedicated Buffer Allocation with Another
Remainder Queue (Example 2)

Buffer Allocation
per Queue
(Percentage)

Scheduler Buffer
Size ConfigurationQueueForwarding Class

Priority Group
(fc-set)

10%10%0best-effortfc-set-be

10%remainder1best-effort-2

20%20%3fcoefc-set-lossless

40%40%4no-loss

10%remainder7network-controlfc-set-strict-high

10%remainder8mcastfc-set-mcast
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The two tables show how the port divides the dedicated buffer space that remains after

servicing the queues that have an explicitly configured percentage of dedicated buffer

space.

Trade-off Between Shared Buffer Space and Dedicated Buffer Space

The trade-off between shared buffer space and dedicated buffer space is:

• Shared buffers provide better absorption of traffic bursts because there is a larger pool

of dynamic buffers that ports can use as needed to handle the bursts. However, all

flows that exhaust their dedicated buffer space compete for the shared buffer pool.

A larger shared buffer poolmeans a smaller dedicated buffer pool, and thereforemore

competition for the shared buffer pool becausemore flows exhaust their dedicated

buffer allocation. Toomuch shared buffer space results in no single flow receiving very

much shared buffer space, to maintain fairness whenmany flows contend for that

space.

• Dedicated buffers provide guaranteed buffer space to each port. The larger the

dedicated buffer pool, the less likely that congestion on one port affects traffic on

another port, because the traffic does not need to use as much shared buffer space.

However, less shared buffer spacemeans less ability to dynamically absorb traffic

bursts.

For optimal burst absorption, the switch needs enough dedicated buffer space to avoid

persistent competition for the shared buffer space. When fewer flows compete for the

shared buffers, the flows that need shared buffer space to absorb bursts receive more

of the shared buffer because fewer flows exhaust their dedicated buffer space.

Thedefault configurationandall of the recommendedconfigurationsallocate 100percent

of the user-configurable memory space to the global shared buffer pool because the

amountof space reserved fordedicatedbuffersprovidesenoughspace toavoidpersistent

competition for dynamic shared buffers. This results in fewer flows competing for the

shared buffers, so the competing flows receive more of the buffer space.

Order of Buffer Consumption

The total buffer pool is divided into ingress and egress sharedbuffer pools anddedicated

buffer pools.When traffic flows through the switch, thebuffer space is used inaparticular

order that depends on the type of traffic.

On ingress, the order of buffer consumption is:

• Best-effort unicast traffic:

1. Dedicated buffers

2. Shared buffers

3. Global headroom buffers (very small)

• Lossless unicast traffic:

1. Dedicated buffers

2. Shared buffers
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3. Lossless headroom buffers

4. Global headroom buffers (very small)

• Multidestination traffic:

1. Dedicated buffers

2. Shared buffers

3. Global headroom buffers (very small)

On egress, the order of buffer consumption is the same for unicast best-effort, lossless

unicast, andmultidestination traffic:

• Dedicated buffers

• Shared buffers

In all cases on all ports, the switch uses the dedicated buffer pool first and the shared

buffer pool only after the dedicated buffer pool for the port or queue is exhausted. This

reserves themaximum amount of dynamic shared buffer space to absorb traffic bursts.

Default Buffer Pool Values

You can view the default or configured ingress and egress buffer pool values in KB units

using the show class-of-service shared-buffer operational command. You can view the

configured shared buffer pool values in percent units using the show configuration

class-of-service shared-buffer operational command.

This section provides the default total buffer, shared buffer, and dedicated buffer values

for QFX Series switches.

• Total Buffer Pool Size on page 5400

• Shared Buffer Pool Default Values on page 5400

• Dedicated Buffer Pool Default Values on page 5402

Total Buffer Pool Size

The totalbufferpool is commonmemory thathasseparate ingressandegressaccounting,

so the full buffer pool is available fromboth the ingress and egress perspective. The total

buffer pool consists of the dedicated buffer space and the shared buffer space. The size

of the total buffer pool is not user-configurable, but the allocation of buffer space to the

dedicated and shared buffer pools is user-configurable.

On QFX3500 and QFX3600 switches, the combined total size of the ingress and egress

buffer pools is approximately 9 MB (exactly 9360 KB).

On QFX5100 switches, the combined total size of the ingress and egress buffer pools is

approximately 12 MB (exactly 12480 KB).

Shared Buffer Pool Default Values

TheQFX5100switchhasa larger sharedbufferpool (12MB) thanQFX3500andQFX3600

switches (9MB). However, the allocation of shared buffer space to the individual ingress
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and egress buffer pools is the same on a percentage basis, even though the absolute

values are different. For example, the default ingress lossless buffer is 9 percent of the

total shared ingress buffer space on QFX5100, QFX3500, and QFX3600 switches, even

though the default absolute value of the ingress lossless buffer is 861.05KB onQFX5100

switches and 648.18KB on QFX3500 and QFX3600 switches.

This section describes the default values in percent and in KB for the shared ingress and

shared egress buffers.

• Shared Ingress Buffer Default Values on page 5401

• Shared Egress Buffer Default Values on page 5401

Shared Ingress Buffer Default Values

TheQFX5100 switch has a larger shared ingress buffer than theQFX3500andQFX3600

switches.Table469onpage5401showsthedefault ingresssharedbufferallocationvalues

in KB units for QFX5100 switches.

Table 469: QFX5100 Switch Default Shared Ingress Buffer Values (KB)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

4400.91 KB4305.23 KB861.05 KB9567.19 KB

Table 470 on page 5401 shows the default ingress shared buffer allocation values in KB

units for QFX3500 and QFX3600 switches.

Table470: QFX3500andQFX3600SwitchDefaultShared IngressBuffer
Values (KB)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

3312.92 KB3240.9 KB648.18 KB7202 KB

Table 471 on page 5401 shows the default ingress shared buffer allocation values as

percentages for QFX5100, QFX3500, andQFX3600 switches. (If you change the default

shared buffer allocation, you configure the change as a percentage.)

Table 471: Default Shared Ingress Buffer Values (Percentage)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%

Shared Egress Buffer Default Values

TheQFX5100 switch has a larger shared egress buffer than theQFX3500 andQFX3600

switches.Table472onpage5402showsthedefault egresssharedbufferallocationvalues

in KB units for QFX5100 switches.

5401Copyright © 2014, Juniper Networks, Inc.

Chapter 62: Overview



Table 472: QFX5100 Switch Default Shared Egress Buffer Values (KB)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

1659.84 KB2708.16 KB4368 KB8736 KB

Table 473 on page 5402 shows the default egress shared buffer allocation values in KB

units.

Table473: QFX3500andQFX3600SwitchDefault SharedEgressBuffer
Values (KB)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

1264.64 KB2063.36 KB3328 KB6656 KB

Table 474 on page 5402 shows the default egress shared buffer allocation values as

percentages.

Table 474: Default Shared Egress Buffer Values (Percentage)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%

Dedicated Buffer Pool Default Values

The system reserves ingress and egress dedicated buffer pools that are divided equally

among the switch ports. By default, the system allocates 100 percent of the available

unreserved buffer space to the shared buffer pool. If you reduce the percentage of

available unreserved buffer space allocated to the shared buffer pool, the remaining

unreserved buffer space is added to the dedicated buffer pool allocation. You configure

the amount of dedicated buffer pool space by reducing (or increasing) the percentage

of buffer space allocated to the shared buffer pool. You do not directly configure the

dedicated buffer pool allocation.

The default dedicated buffer pool values for QFX3500 and QFX3600 switches in KB

units are:

• Ingress dedicated buffer—2158 KB

• Egress dedicated buffer—2704.0 KB

The default dedicated buffer pool values for QFX5100 switches in KB units are:

• Ingress dedicated buffer—2912.81 KB

• Egress dedicated buffer—3744 KB
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Shared Buffer Configuration Recommendations for Different Network Traffic
Scenarios

The way you configure the shared buffer pool depends on themix of traffic on your

network. This section provides shared buffer configuration recommendations for five

basic network traffic scenarios:

• Balanced traffic—The network carries a balancedmix of unicast best-effort, lossless,

andmulticast traffic. (This is the default configuration.)

• Best-effort unicast traffic—The network carries mostly unicast best-effort traffic.

• Best-effort traffic with Ethernet PAUSE (IEEE 802.3X) enabled—The network carries

mostly best-effort traffic with Ethernet PAUSE enabled on the links.

• Best-effort multicast traffic—The network carries mostly multicast best-effort traffic.

• Lossless traffic—The network carries mostly lossless traffic (traffic on which PFC is

enabled).

NOTE: Lossless traffic isdefinedas trafficonwhichyouenablePFCtoensure
lossless transport. Lossless traffic does not refer to best-effort traffic on a
link on which you enable Ethernet PAUSE. Start with the recommended
profiles for each network traffic scenario, and adjust them if necessary for
your network traffic conditions.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete. This includes
changingthedefaultconfigurationtooneof the recommendedconfigurations.

Because you configure buffer allocations in percentages, the recommended allocations

for each network traffic scenario are valid for all QFX Series switches. Use one of the

following recommended shared buffer configurations for your network traffic conditions.

Start with a recommended configuration, thenmake small adjustments to the buffer

allocations to fine-tune the buffers if necessary as described in “Optimizing Buffer

Configuration” on page 5406.

• Balanced Traffic (Default Configuration) on page 5403

• Best-Effort Unicast Traffic on page 5404

• Ethernet PAUSE Traffic on page 5405

• Best-Effort Multicast (Multidestination) Traffic on page 5405

• Lossless Traffic on page 5406

Balanced Traffic (Default Configuration)

The default shared buffer configuration is optimized for networks that carry a balanced

mix of best-effort unicast, lossless, andmultidestination (multicast, broadcast, and
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destination lookup fail) traffic. The default class-of-service (CoS) configuration is also

optimized for networks that carry a balancedmix of traffic.

We recommend that you use the default shared buffer configuration for networks that

carry a balancedmix of traffic, especially if you are using the default CoS settings.

Table 475 on page 5404 shows the default ingress shared buffer allocations:

Table 475: Default Ingress Shared Buffer Configuration

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%

Table 476 on page 5404 shows the default egress shared buffer allocations:

Table 476: Default Egress Shared Buffer Configuration

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%

Best-Effort Unicast Traffic

If your network carries mostly best-effort (lossy) unicast traffic, then the default shared

buffer configuration allocates toomuch buffer space to support lossless transport.

Instead of wasting those buffers, we recommend that you use the following ingress

sharedbuffer settings (seeTable477onpage5404)andegresssharedbuffer settings (see

Table 478 on page 5404):

Table 477: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best-Effort Unicast Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

95%0%5%100%

Table 478: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Unicast Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

20%75%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostlyBest-EffortUnicastTraffic”onpage5530foranexample that showsyouhow

to configure the recommended buffer settings shown in Table 477 on page 5404 and

Table 478 on page 5404.
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Ethernet PAUSE Traffic

If your network carries mostly best-effort (lossy) traffic and enables Ethernet PAUSE on

links, then the default shared buffer configuration allocates toomuch buffer space to

the shared ingress buffer (Ethernet PAUSE traffic uses the dedicated buffers instead of

sharedbuffers)andnotenoughspace to the lossless-headroombuffers.We recommend

that youuse the following ingresssharedbuffer settings (seeTable479onpage5405)and

egress shared buffer settings (see Table 480 on page 5405):

Table 479: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best-Effort Traffic and Ethernet PAUSE Enabled

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

15%80%5%70%

Table 480: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Traffic and Ethernet PAUSE Enabled

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

20%75%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

with Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled” on page 5535 for

an example that shows you how to configure the recommended buffer settings shown

in Table 477 on page 5404 and Table 478 on page 5404.

Best-Effort Multicast (Multidestination) Traffic

If your network carriesmostly best-effort (lossy)multicast traffic, then thedefault shared

buffer configuration allocates toomuch buffer space to support lossless transport.

Instead of wasting those buffers, we recommend that you use the following ingress

sharedbuffer settings (seeTable481onpage5405)andegresssharedbuffer settings (see

Table 482 on page 5406):

Table 481: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best -Effort Multicast Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

95%0%5%100%
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Table 482: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Multicast Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

75%20%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostlyMulticastTraffic”onpage5541 foranexample thatshowsyouhowtoconfigure

the recommended buffer settings shown in Table 481 on page 5405 and

Table 482 on page 5406.

Lossless Traffic

If your network carriesmostly lossless traffic, then thedefault sharedbuffer configuration

allocates toomuch buffer space to support best-effort traffic. Instead of wasting those

buffers, we recommend that you use the following ingress shared buffer settings (see

Table483onpage5406)andegresssharedbuffer settings(seeTable484onpage5406):

Table 483: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Lossless Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

5%80%15%100%

Table 484: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Lossless Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

5%5%90%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostlyLosslessTraffic”onpage5547 foranexample that showsyouhowtoconfigure

the recommended buffer settings shown in Table 483 on page 5406 and

Table 484 on page 5406.

Optimizing Buffer Configuration

Starting from the default configuration or from a recommended buffer configuration,

you can further optimize the buffer allocation to best support the mix of traffic on your

network. Adjust the settings gradually to fine-tune the shared buffer allocation. Use

caution when adjusting the shared buffer configuration, not just when you fine-tune the

ingress and egress buffer partitions, but also when you fine-tune the total ingress and

egress shared buffer percentage. (Remember that if you allocate less than 100 percent

of the available buffers to the shared buffers, the remaining buffers are added to the

dedicated buffers). Tuning the buffers incorrectly can cause problems such as ingress

port congestion.
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CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

The relationship between the sizes of the ingress buffer pool and the egress buffer pool

affects when and where packets are dropped. The buffer pool sizes include the shared

buffers and thededicatedbuffers. In general, if there aremore ingressbuffers thanegress

buffers, the switch can experience ingress port congestion because egress queues fill

before ingress queues can empty.

Use the show class-of-service shared-buffer operational command to see the sizes in

kilobytes (KB) of the dedicated and shared buffers and of the shared buffer partitions.

For best-effort traffic (unicast andmultidestination), the combined ingress lossy shared

buffer partition and ingress dedicated buffers must be less than the combined egress

lossy andmulticast shared buffer partitions plus the egress dedicated buffers. This

prevents ingress port congestion by ensuring that egress best-effort buffers are deeper

than ingressbest-effort buffers, andensures that if packetsaredropped, theyaredropped

at the egress queues. (Packets dropping at the ingress prevents the egress schedulers

fromworking properly.)

For lossless traffic (traffic on which you enable PFC), the combined ingress lossless

sharedbuffer partitionanda reasonableportionof the ingressheadroombuffer partition,

plus the dedicated buffers, must be less than the total egress lossless shared buffer

partition and dedicated buffers. (A reasonable portion of the ingress headroom buffer is

approximately 20 to 25 percent of the buffer space, but this varies depending on how

muchbuffer headroom is required to support the lossless traffic.)When these conditions

are met, if there is ingress port congestion, the ingress port congestion triggers PFC on

the ingress port to prevent packet loss. If the total lossless ingress buffers exceed the

total lossless egress buffers, packets could be dropped at the egress instead of PFC

being applied at the ingress to prevent packet loss.
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NOTE: If you commit a buffer configuration for which the switch does not
have sufficient resources, the switchmight log an error instead of returning
a commit error. After you commit a buffer configuration, check the syslog
messages to ensure that the newbuffer configuration did not fail to commit.

If the buffer configuration commits but you receive a syslogmessage that
indicates the configuration cannot be implemented, you can:

• Reconfigure the buffers or reconfigure other parameters (for example, the
PFC configuration, which affects the need for lossless headroom buffers
and lossless buffers—themore priorities you pause, themore lossless and
lossless headroom buffer space you need), then attempt the commit
operation again.

• Roll back the switch to the last successful configuration.

If you receive a syslogmessage that says the buffer configuration cannot be
implemented, youmust take corrective action. If you do not fix the
configuration or roll back to a previous successful configuration, the system
behavior is unpredictable.

General Buffer Configuration Rules and Considerations

Keep the following rules and considerations in mind when you configure the buffers:

• Changing the buffer configuration is a disruptive event. Traffic stops on all ports until

buffer reprogramming is complete.

• If youconfigure the ingressor egress sharedbufferpercentagesas less than 100percent,

the remaining percentage of buffer space is added to the dedicated buffer pool.

• The sum of all of the ingress shared buffer partitions must equal 100 percent. Each

partition must be configured with a value of at least 5 percent except the lossless

headroom buffer, which can have a value of 0 percent.

• The sum of all of the egress shared buffer partitions must equal 100 percent. Each

partition must be configured with a value of at least 5 percent.

• Lossless and lossless headroom shared buffers serve traffic onwhich you enable PFC,

and do not serve traffic subject to Ethernet PAUSE.

• The switch uses the dedicated buffer pool first and the shared buffer pool only after

the dedicated buffer pool for a port or queue is exhausted.

• Too little dedicated buffer space results in toomuch competition for shared buffer

space.

• Toomuch dedicated buffer space results in poorer burst absorption because there is

less available shared buffer space.

• Always check the syslog messages after you commit a new buffer configuration.

• The optimal buffer configuration for your network depends on the types of traffic on

the network. If your network carries less traffic of a certain type (for example, lossless
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traffic), then you can reduce the size of the buffers allocated to that type of traffic (for

example, you can reduce the sizes of the lossless and lossless headroom buffers).

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Example: Configuring Queue Schedulers on page 5511

• Configuring Global Ingress and Egress Shared Buffers on page 5690

Understanding CoS Tail-Drop Profiles

When the number of packets queued is greater than the ability of the switch to empty

an output queue, the queue requires amethod for determining which packets to drop to

relieve the congestion. Weighted random early detection (WRED) drop profiles define

the drop probability of packets as the output queue fills. During periods of congestion,

as the output queue fills, the switch drops incoming packets as determined by a drop

profile until the output queue becomes less congested.

Depending on the drop probabilities, a drop profile can dropmany packets long before

the buffer becomes full, or it can drop only a few packets even if the buffer is almost full.

You configure drop profiles in the drop profile section of the class-of-service (CoS)

configurationhierarchy. Youapplydropprofiles usingadropprofilemap in each scheduler

configuration. For each scheduler, you can configure separate drop profiles for each

combination of loss priority (low, medium-high, and high) and protocol.

Drop profiles define the meaning of each of the loss priorities by setting the values for

when to drop packets and the probability that packets will drop.

You can configure a maximum of 32 drop profiles.

NOTE: Youcannotapplydropprofiles tomultidestination(multicast)queues.

Do not apply drop profiles to lossless flows such as FCoE traffic, because the
corresponding queues require lossless behavior. Use priority-based flow
control (PFC) to prevent packet drop.

• Drop Profile Parameters on page 5410

• Default Drop Profile on page 5411

• Packet Drop Method on page 5411
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• Drop Profile Maps on page 5412

• Congestion Prevention on page 5412

Drop Profile Parameters

Drop profiles specify two values:

• Fill level—The queue fullness value, which represents a percentage of the memory

used to storepackets in relation to the total amount ofmemory allocated to thequeue.

• Drop probability—The percentage value that corresponds to the likelihood that an

individual packet is dropped.

You set two queue fill levels and two drop probabilities in each drop profile. The two fill

levels and the two drop probabilities create two pairs of values. The first fill level and the

first drop probability create one value pair and the second fill level and the second drop

probability create the second value pair.

The first fill level value specifies the percentage of queue fullness atwhich packets begin

to drop, known as the drop start point. Until the queue reaches this level of fullness, no

packetsaredropped.Thesecond fill level value specifies thepercentageofqueue fullness

at which all packets are dropped, known as the drop end point.

The first drop probability value is always0 (zero). This pairs with the drop start point and

specifies that until the queue fullness level reaches the first fill level, no packets drop.

When the queue fullness exceeds the drop start point, packets begin to drop until the

queue exceeds the second fill level, when all packets drop. The second drop probability

value, known as themaximum drop rate, specifies the likelihood of dropping packets

when the queue fullness reaches the drop end point. As the queue fills from the drop

start point to the drop end point, packets drop in a smooth, linear pattern (called an

interpolatedgraph)asshown inFigure 197onpage5410.After thedropendpoint,allpackets

drop.

Figure 197: Tail-Drop Profile Packet Drop
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The thick line inFigure 197onpage5410showsthepacketdropcharacteristics forasample

tail-drop profile. At the drop start point, the queue reaches a fill level of 30 percent. At
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the drop end point, the queue fill level reaches 50 percent, and themaximum drop rate

is 80 percent.

Nopacketsdropuntil thequeue fill level reaches thedrop start point of 30percent.When

the queue reaches the 30 percent fill level, packets begin to drop. As the queue fills, the

percentage of packets dropped increases in a linear fashion. When the queue fills to the

drop end point of 50 percent, the rate of packet drop has increased to the maximum

drop rate of 80 percent. When the queue fill level exceeds the drop end point of

50 percent, all of the packets drop until the queue fill level drops below 50 percent.

Default Drop Profile

If you do not configure default profiles and apply them to queue schedulers, the switch

uses the default drop profile for lossy traffic classes. In the default drop profile, when the

fill level is 0 percent, the drop probability is 0 percent. When the fill level is 100 percent,

the drop probability is 100 percent. As soon as packets arrive on a queue, the default

profile might begin to drop packets.

Packet DropMethod

When a packet reaches the head of the queue, the switch generates a random number

between 0 and 100. The switch plots the random number against the drop profile using

the current fullness of the queue. When the random number falls above the graph line,

the packet is transmitted. When the number falls below the graph line, the packet is

dropped.

To create the linear drop pattern from the drop start point to the drop end point, the drop

probabilities are derived using a linear approximation with eight sections, or steps, from

theminimum queue fill level to the maximum queue fill level. The fill levels are divided

into the eight sections equally, starting at the minimum fill level and ending at the

maximum fill level. As the queue fills, the percentage of dropped packets increases. The

percentage of packets dropped is based on themaximum drop rate.

For example, the default drop profile (which specifies a maximum drop rate of 100

percent) has the following drop probabilities at each section, or step, in the eight-section

linear drop pattern:

• First section—Theminimumdropprobability is 6.25percent of themaximumdrop rate.

Themaximum drop probability is 12.5 percent of the maximum drop rate.

• Second section—Theminimumdrop probability is 18.75 percent of themaximumdrop

rate. Themaximum drop probability is 25 percent of the maximum drop rate.

• Third section—Theminimum drop probability is 30.25 percent of the maximum drop

rate. Themaximum drop probability is 37.5 percent of the maximum drop rate.

• Fourth section—Theminimum drop probability is 43.75 percent of the maximum drop

rate. Themaximum drop probability is 50 percent of the maximum drop rate.

• Fifth section—Theminimum drop probability is 56.25 percent of the maximum drop

rate. Themaximum drop probability is 62 percent of the maximum drop rate.

• Sixth section—Theminimum drop probability is 68.75 percent of the maximum drop

rate. Themaximum drop probability is 75.5 percent of the maximum drop rate.
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• Seventh section—Theminimumdropprobability is 81.25percent of themaximumdrop

rate. Themaximum drop probability is 87.5 percent of the maximum drop rate.

• Eighth section—Theminimum drop probability is 92.75 percent of the maximum drop

rate. Themaximum drop probability is 100 percent of the maximum drop rate.

Packets drop even when there is no congestion, because packet drops begin at the drop

start point regardless of whether congestion exists on the port. The default drop profile

example represents the worst-case scenario, because the drop start point fill level is 0

percent, so packet drop begins when the queue starts to receive packets.

You can specifywhen packets begin to drop by configuring a drop start point at a fill level

greater than 0 percent. For example, if you configure a drop profile that has a drop start

point of 30 percent, packets do not drop until the queue is 30 percent full.

The smaller the gap between theminimum drop rate (which is always 0) and the

maximumdrop rate, the smaller the gap between theminimumdrop probability and the

maximum drop probability at each section (step) of the linear drop pattern. The default

drop profile, which has the maximum gap between theminimum drop rate (0 percent)

and themaximum drop rate (100 percent), has the highest gap between theminimum

drop probability and themaximum drop probability at each step. Configuring a lower

maximum drop rate for a drop profile reduces the gap between theminimum drop

probability and themaximum drop probability.

Drop Profile Maps

Drop profile maps are part of scheduler configuration. A drop profile mapmaps a drop

profile to a loss priority and a protocol. Specifying the drop profile map in a scheduler

associates the drop profile with the queues (forwarding classes) that youmap to the

scheduler in a scheduler map.

You configure loss priority for a queue in the classifier section of the CoS configuration

hierarchy, and the loss priority is applied to the queue at the ingress interface.

Each scheduler can havemultiple drop profile maps, one for each combination of loss

priority and protocol.

Congestion Prevention

Configuring drop profiles on output queues prevents them from impacting other queues

on the egress ports. If youdonot configure dropprofiles andmap themtooutput queues,

output queues without drop profiles can impact output queues on other egress ports,

even if those queues are not experiencing congestion.

For example, if an ingress port forwards traffic tomore than one egress port, and at least

one of the egress ports experiences congestion, that can cause ingress port congestion.

Ingressport congestion (ingressbuffer exceeds its resourceallocation) cancause frames

to drop at the ingress port instead of at the egress port. Ingress port frame drop affects

all of the egress ports to which the congested ingress port forwards traffic, not just the

congested egress port.
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NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding

classes. FCoEandother lossless traffic queues require lossless behavior. Use
priority-based flowcontrol (PFC) toprevent framedropon losslesspriorities.

Related
Documentation

Understanding Junos CoS Components on page 5315•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS Tail-Drop Profiles on page 5676

• Configuring CoS Drop Profile Maps on page 5677

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673
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Understanding CoS Rewrite Rules

As packets enter or exit a network, edge switches might be required to alter the

class-of-service (CoS) settings of the packets. Rewrite rules set the value of the CoS

bits within the header of the outgoing packet. Each rewrite rule reads the current

forwarding class and loss priority associated with the packet, locates the chosen CoS

value from a table, and writes this CoS value into the packet header, replacing the old

CoS value. Rewrite rules must be assigned to an interface for rewrites to be activated.

You can apply (bind) one DSCP or DSCP IPv6 rewrite rule and one IEEE 802.1p rewrite

rule toeach interfaceasdescribed in “UnderstandingApplyingCoSClassifiers andRewrite

Rules to Interfaces” onpage5344.YoucanalsobindEXP rewrite rules to logical interfaces

to rewrite the CoS bits of MPLS traffic.

You cannot apply both a DSCP and a DSCP IPv6 rewrite rule to the same interface. Each

interface supports only one DSCP rewrite rule. Both IP and IPv6 packets use the same

DSCP rewrite rule, regardless if the configured rewrite rule is DSCP or DSCP IPv6. You

can apply an EXP rewrite rule on an interface that has DSCP or IEEE rewrite rules. Only

MPLS traffic uses the EXP rewrite rule.

NOTE: There are no default rewrite rules.

You can look at behavior aggregate (BA) classifiers and rewrite rules as two sides of the

same coin. A BA classifier reads the CoS bits of incoming packets and classifies the

packets into forwarding classes, then the system applies the CoS configured for the

forwarding class to thosepackets. Rewrite rules change (rewrite) theCoSbits just before

the packets leave the system so that the next switch or router can apply the appropriate

level of CoS to the packets. When you apply a rewrite rule to an interface, the rewrite

rule is the last CoS action performed on the packet before it is forwarded.

Rewrite rules alter CoS values in outgoing packets on the outbound interfaces of an edge

switch to accommodate the policies of a targeted peer. This allows the downstream

switch inaneighboringnetwork to classify eachpacket into theappropriate service group.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

QFX Series does not have default rewrite rules. If you want to apply a rewrite rule to

outgoing packets, youmust explicitly configure the rewrite rule.
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NOTE: Rewrite rules are applied before the egress filter ismatched to traffic.
Because the code point rewrite occurs before the egress filter is matched to
traffic, theegress filtermatch isbasedon the rewritevalue, noton theoriginal
code point value in the packet.

For packets that carry both an inner VLAN tag and an outer VLAN tag, the rewrite rule

rewrites only the outer VLAN tag.

MPLS EXP rewrite rules apply only to logical interfaces. You cannot apply to an EXP

rewrite rule to a physical interface. You can configure as many EXP rewrite rules as you

want, but you can only use 16 EXP rewrite rules at any time on the switch. On a given

logical interface, all pushedMPLS labels have the sameEXP rewrite rule applied to them.

You can apply different EXP rewrite rules to different logical interfaces on the same

physical interface.

NOTE: If the switch is performing penultimate hop popping (PHP), EXP
rewrite rules do not take effect. If both an EXP classifier and an EXP rewrite
rule are configured on the switch, then the EXP value from the last popped
label is copied into the inner label. If either anEXPclassifier or anEXP rewrite
rule (but not both) is configuredon the switch, then the inner label EXPvalue
is sent unchanged.

Related
Documentation

Understanding Junos CoS Components on page 5315•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Defining CoS Rewrite Rules on page 5693

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring a Global MPLS EXP Classifier on page 3782
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Understanding CoS Flow Control (Ethernet PAUSE and PFC)

Flow control supports lossless transmission by regulating traffic flows to avoid dropping

frames during periods of congestion. Flow control stops and resumes the transmission

of network traffic between two connected peer nodes on a full-duplex Ethernet physical

link. Controlling the flow by pausing and restarting it prevents buffers on the nodes from

overflowing and dropping frames. You configure flow control on a per-interface basis.

The QFX Series supports twomethods of flow control:

• IEEE 802.3X Ethernet PAUSE

• IEEE 802.1Qbb priority-based flow control (PFC)

Ethernet PAUSE and PFC are link-level flow control mechanisms.

Ethernet PAUSE pauses transmission of all traffic on a physical Ethernet link.

PFC decouples the pause function from the physical Ethernet link and enables you to

divide traffic on one link into eight priorities. You can think of the eight priorities as eight

“lanes” of traffic that aremapped to forwarding classes and output queues. Each priority

ismapped to a 3-bit IEEE 802.1p CoS code point flag in the VLANheader. You can enable

PFC on one or more priorities (IEEE 802.1p code points) on a link. When PFC-enabled

traffic is paused on a link, traffic that is not PFC-enabled continues to flow (or is dropped

if congestion is severe enough).

Use Ethernet PAUSE when you want to prevent packet loss on all of the traffic on a link.

Use PFC to prevent traffic loss only on specified types of traffic (for example, Fibre

Channel over Ethernet traffic).

NOTE: Depending on the amount of traffic on a link or assigned to a priority,
pausing traffic can cause ingress port congestion and spread congestion
through the network.

Attempting to configure both Ethernet PAUSE and PFC on a link causes a commit error.

Ethernet PAUSE and PFC are mutually exclusive configurations on an interface.

By default, all forms of flow control are disabled. Youmust explicitly enable flow control

on interfaces to pause traffic.

• Ethernet PAUSE on page 5416

• PFC on page 5420

• Lossless Transport Support Summary on page 5424

Ethernet PAUSE

Ethernet PAUSE is a congestion relief feature that works by providing link-level flow

control for all trafficona full-duplexEthernet link. EthernetPAUSEworks inbothdirections

on the link. In one direction, an interface generates and sends Ethernet PAUSEmessages

to stop the connected peer from sendingmore traffic. In the other direction, the interface
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responds to Ethernet PAUSEmessages it receives from the connected peer to stop

sending traffic. Ethernet PAUSE also works on aggregated Ethernet interfaces. For

example, if the connected peer interfaces are called Node A and Node B:

• When the receive buffers on interface Node A reach a certain level of fullness, the

interface generates and sends an Ethernet PAUSEmessage to the connected peer

(interface Node B) to tell the peer to stop sending frames. The Node B buffers store

framesuntil the timeperiod specified in the Ethernet PAUSE frameelapses; thenNode

B resumes sending frames to Node A.

• When interface Node A receives an Ethernet PAUSEmessage from interface Node B,

interfaceNodeAstops transmitting framesuntil the timeperiodspecified in theEthernet

PAUSE frame elapses; then Node A resumes transmission. (The Node A transmit

buffers store frames until Node A resumes sending frames to Node B.)

In this scenario, if Node B sends an Ethernet PAUSE frame with a time value of 0 to

Node A, the 0 time value indicates to Node A that it can resume transmission. This

happens when the Node B buffer empties to below a certain threshold and the buffer

can once again accept traffic.

Symmetric flow controlmeans an interface has the same Ethernet PAUSE configuration

in both directions. The Ethernet PAUSE generation and Ethernet PAUSE response

functions are both configured as enabled, or they are both disabled. You configure

symmetric flow control by including the flow-control statement at the [edit interfaces

interface-name ether-options] hierarchy level.

Asymmetric flowcontrolallows you to configure theEthernetPAUSE functionality in each

direction independentlyonan interface.Theconfiguration forgeneratingEthernetPAUSE

messages and for responding to Ethernet PAUSEmessages does not have to be the

same. It can be enabled in both directions, disabled in both directions, or enabled in one

direction and disabled in the other direction. You configure asymmetric flow control by

including the configured-flow-control statement at the [edit interfaces interface-name

ether-options] hierarchy level.

Onanyparticular interface, symmetricandasymmetric flowcontrolaremutuallyexclusive.

Asymmetric flow control overrides and disables symmetric flow control. (If PFC is

configuredonan interface, thePFCconfigurationoverridesEthernetPAUSE flowcontrol.)

The QFX Series supports both symmetric and asymmetric flow control.

• Symmetric Flow Control on page 5417

• Asymmetric Flow Control on page 5418

Symmetric Flow Control

Symmetric flow control configures both the receive and transmit buffers in the same

state. The interface canboth sendEthernetPAUSEmessages and respond to them(flow

control is enabled), or the interface cannot send Ethernet PAUSEmessages or respond

to them (flow control is disabled).

When you enable symmetric flow control on an interface, the Ethernet PAUSE behavior

dependson theconfigurationof theconnectedpeer.Withsymmetric flowcontrol enabled,

the interface can perform any Ethernet PAUSE functions that the connected peer can
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perform. (Whensymmetric flowcontrol isdisabled, the interfacedoesnot sendor respond

to Ethernet PAUSEmessages.)

Asymmetric Flow Control

Asymmetric flowcontrol enablesyou tospecify independentlywhetherornot the interface

receive buffer generates and sends Ethernet PAUSEmessages to stop the connected

peer from transmitting traffic, andwhether or not the interface transmit buffer responds

to Ethernet PAUSEmessages it receives from the connected peer and stops transmitting

traffic. The receive buffer configuration determines if the interface transmits Ethernet

PAUSEmessages, and the transmit buffer configuration determines if the interface

receives and responds to Ethernet PAUSEmessages:

• Receivebufferson—EnableEthernetPAUSEtransmission(generateandsendEthernet

PAUSE frames)

• Transmit buffers on—Enable Ethernet PAUSE reception (respond to received Ethernet

PAUSE frames)

Youmust explicitly set the flowcontrol for both the receive buffer and the transmit buffer

(onoroff) toconfigureasymmetricEthernetPAUSE.Table373onpage4887describes the

configured flow control state when you set the receive (Rx) and transmit (Tx) buffers

on an interface:

Table 485: Asymmetric Ethernet PAUSE Flow Control Configuration

Configured Flow Control State
Transmit (Tx)
Buffer

Receive (Rx)
Buffer

Interface generates and sends Ethernet PAUSEmessages. Interface does not respond
to Ethernet PAUSEmessages (interface continues to transmit even if peer requests
that the interface stop sending traffic).

OffOn

Interface responds to Ethernet PAUSEmessages received from the connected peer,
but does not generate or send Ethernet PAUSEmessages. (The interface does not
request that the connected peer stop sending traffic.)

OnOff

Same functionality as symmetric Ethernet PAUSE. Interface generates and sends
Ethernet PAUSEmessages and responds to received Ethernet PAUSEmessages.

OnOn

Ethernet PAUSE flow control is disabled.OffOff

The configured flow control is the Ethernet PAUSE state configured on the interface.

On 1-Gigabit Ethernet interfaces, the QFX Series supports autonegotiation of Ethernet

PAUSE with the connected peer. (The QFX Series does not support autonegotiation on

10-Gigabit Ethernet interfaces.) Autonegotiation enables the interface to exchange state

advertisementswith theconnectedpeer so that the twodevicescanagreeon theEthernet

PAUSE configuration. Each interface advertises its flow control state to the connected

peer using a combination of the Ethernet PAUSE and ASM_DIR bits, as described in

Table 374 on page 4888:
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Table 486: Flow Control State Advertised to the Connected Peer (Autonegotiation)

DescriptionASM_DIR BitPAUSE BitTx Buffer StateRx Buffer State

The interface advertises no
Ethernet PAUSE capability. This
is equivalent to disabling flow
control on an interface.

00OffOff

The interface advertises
symmetric flowcontrol (both the
transmission of Ethernet PAUSE
messages and the ability to
receive and respond to Ethernet
PAUSEmessages).

01OnOn

The interface advertises
asymmetric flow control (the
transmission of Ethernet PAUSE
messages, but not the ability to
receive and respond to Ethernet
PAUSEmessages).

10OffOn

The interface advertises both
symmetric and asymmetric flow
control. Although the interface
does not generate and send
Ethernet PAUSE requests to the
peer, the interface supports both
symmetric and asymmetric
EthernetPAUSEconfigurationon
the peer because the peer is not
affected if the peer does not
receiveEthernetPAUSErequests.
(If the interface responds to the
peer’s Ethernet PAUSE requests,
that is sufficient to support either
symmetric or asymmetric flow
control on the peer.)

11OnOff

The flow control configuration on each switch interface interacts with the flow control

configuration of the connected peer. Each peer advertises its state to the other peer. The

interaction of the flow control configuration of the peers determines the flow control

behavior (resolution) between them, as shown in Table 375 on page 4889. The first four

columns show the Ethernet PAUSE configuration on the local QFX Series and on the

connectedpeer (alsoknownas the linkpartner). The last twocolumnsshowtheEthernet

PAUSE resolution that results from the local and peer configurations on each interface.

This illustrates how the Ethernet PAUSE configuration of each interface affects the

Ethernet PAUSE behavior on the other interface.
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NOTE: In the Resolution columns of the table, disabling Ethernet PAUSE
transmit means that the interface receive buffers do not generate and send
Ethernet PAUSEmessages to the peer. Disabling Ethernet PAUSE receive
means that the interface transmit buffers do not respond to Ethernet PAUSE
messages received from the peer.

Table 487: Asymmetric Ethernet PAUSE Behavior on Local and Peer Interfaces

Peer ResolutionLocal Resolution

Peer Interface
Local Interface
(QFX Series)

ASM_DIR
Bit

PAUSE
Bit

ASM_DIR
Bit

PAUSE
Bit

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

00

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care010

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0110

Disable Ethernet PAUSE transmit
and enable Ethernet PAUSE receive

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSE receive

1110

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care001

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t care101

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0011

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSE receive

Enable Ethernet PAUSE receive and
disable Ethernet PAUSE transmit

1011

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

11

NOTE: For your convenience,Table375onpage4889 replicatesTable28B-3
of Section 2 of the IEEE 802.X specification.

PFC

PFC is a lossless transport and congestion relief feature that works by providing granular

link-level flow control for each IEEE802.1p code point (priority) on a full-duplex Ethernet

link.When the receivebuffer onaswitch interface fills toa threshold, the switch transmits
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a pause frame to the sender (the connected peer) to temporarily stop the sender from

transmitting more frames. The buffer threshold must be low enough so that the sender

has time to stop transmitting frames and the receiver can accept the frames already on

the wire before the buffer overflows. The switch automatically sets queue buffer

thresholds to prevent frame loss.

When congestion forces one priority on a link to pause, all of the other priorities on the

link continue to send frames. Only frames of the paused priority are not transmitted.

When the receive buffer empties below another threshold, the switch sends amessage

that starts the flow again.

You configure PFC using a congestion notification profile (CNP). A CNP has two parts:

• Input—Specify the code point (or code points) onwhich to enable PFC, and optionally

specify the maximum receive unit (MRU) and the cable length between the interface

and the connected peer interface.

• Output—Specify the output queue or output queues that respond to pausemessages

from the connected peer.

You apply a PFC configuration by configuring a CNP on one or more interfaces. Each

interface that uses a particular CNP is enabled to pause traffic with the priorities (code

points) specified in that CNP. You can configure one CNP on an interface, and you can

configuredifferentCNPsondifferent interfaces.WhenyouconfigureaCNPonan interface,

ingress traffic that is mapped to a priority that the CNP enables for PFC is paused

whenever the queue buffer fills to the pause threshold. (The pause threshold is not

user-configurable.)

Configure PFC for a priority end to end along the entire data path to create a lossless

lane of traffic on the network. You can selectively pause the traffic in any queue without

pausing the traffic for other queues on the same link. You can create lossless lanes for

traffic such as Fibre Channel over Ethernet (FCoE), LAN backup, or management, while

using standard frame-drop congestion management for IP traffic on the same link.

Potential consequences of link-level flow control are:

• Ingress port congestion (configuring toomany lossless flows can cause ingress port

congestion)

• A paused priority that causes upstream devices to pause the same priority, thus

spreading congestion back through the network

Bydefinition, PFCsupports symmetric pauseonly (asopposed toEthernetPAUSE,which

supports symmetric and asymmetric pause). With symmetric pause, a device can:

• Transmit pause frames to pause incoming traffic. (You configure this using the input

stanza of a congestion notification profile.)

• Receive pause frames and stop sending traffic to a device whose buffer is too full to

accept more frames. (You configure this using the output stanza of a congestion

notification profile.)
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Receiving a PFC frame from a connected peer pauses traffic on egress queues based on

the IEEE802.1p priorities that thePFCpause frame identifies. The priorities are0 through

7. Bydefault, theprioritiesmap toqueuenumbers0 through7, respectively, and to specific

forwarding classes, as shown in Table 376 on page 4891:

Table 488: Default PFCPriority to Queue and Forwarding ClassMapping

Forwarding ClassQueueIEEE 802.1p Priority (Code Point)

best-effort00 (000)

best-effort11 (001)

best-effort22 (010)

fcoe33 (011)

no-loss44 (100)

best-effort55 (101)

network-control66 (110)

network-control77 (111)

For example, a received PFC pause frame that pauses priority 3 pauses output queue 3.

If youdonotwant touse thedefault configuration, youcanconfigurecustomizedmapping

of priorities to queues and forwarding classes.

NOTE: By convention, deployments with converged server access typically
use IEEE 802.1p priority 3 for FCoE traffic. The default forwarding class
configuration sets the fcoe forwarding class as a lossless forwarding class

that is mapped to queue 3. The default classifier maps incoming priority 3
traffic to the fcoe forwarding class.However, youmust apply PFC to the entire

FCoE data path to configure the end-to-end lossless behavior that FCoE traffic
requires.

If your network uses priority 3 for FCoE traffic, we recommend that you use
thedefault configuration. If your network usesapriority other than3 for FCoE
traffic, you can configure lossless FCoE transport on any IEEE 80.21p priority
asdescribed in “UnderstandingCoS IEEE802.1pPriorities for LosslessTraffic
Flows”onpage5427and“UnderstandingCoS IEEE802.1pPriorityRemapping
on an FCoE-FC Gateway” on page 5446.

You enable PFC on a priority by:

1. Specifying the IEEE 802.1p code point to pause in the input stanza of a CNP

2. Applying the CNP to the ingress interfaces on which you want to pause the traffic
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CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

A change to the PFC configurationmeans any change to a CNP, including
changing the inputportionof theCNP(enablingordisablingPFConapriority,
or changing theMRU or cable-length values) or changing the output portion
the CNP that enables or disables output flow control on a queue. A PFC
configuration change only affects ports that use the changed CNP.

The following actions change the PFC configuration:

• Deleting or disabling a PFC configuration (input or output) in a CNP that
is in use on one or more interfaces. For example:

1. An existing CNPwith an input stanza that enables PFC on priorities 3,
5, and 6 is configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and
then commit the configuration.

3. ThePFCconfigurationchangecausesall trafficon interfacesxe-0/0/20
and xe-0/0/21 to stop until the PFC change has been implemented.
When the PFC change has been implemented, traffic resumes.

• ConfiguringaCNPonan interface. (This changes thePFCstatebyenabling
PFC on one or more priorities.)

• Deleting aCNP froman interface. (This changes thePFCstate bydisabling
PFC on one or more priorities.)

When you associate the CNPwith an interface, the interface uses PFC to send pause

requestswhen the output queuebuffer for the lossless traffic fills to the pause threshold.

Although unicast traffic andmultidestination (multicast, broadcast, and destination

lookup fail) traffic must use different classifiers, you canmap a unicast queue (queue 0

through 7) and amultidestination queue (queue 8, 9, 10, or 11) to the same PFC priority

so that both unicast andmulticast traffic use that priority. Do not mapmultidestination

traffic to lossless priorities. Startingwith JunosOSRelease 12.3, you canmap one priority

to multiple output queues.
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NOTE: You can attach amaximum of one CNP to an interface, but you can
create an unlimited number of CNPs that explicitly configure only the input
stanza and use the default output stanza.

Theoutputstanzaof theCNPmaps toaprofile that interfacesuse to respond
to pausemessages received from the connected peer. On standalone
QFX3500 switches and QFX3600 switches, you can create two CNPs with
an explicitly configured output stanza.

When aQFX3500 switch or a QFX3600 switch is a Node device in a QFabric
system, you can create one CNPwith an explicitly configured output stanza.
(One fewerprofile isavailableonQFabric systemsbecause thesystemneeds
a default profile for fabric interfaces, which are not used as fabric interfaces
when the switches are not part of a QFabric system. “Understanding CoS
IEEE 802.1p Priorities for Lossless Traffic Flows” on page 5427 describes
configuring output flow control.

Lossless Transport Support Summary

TheQFXSeries supports up to six lossless forwarding classes. For lossless transport, you

mustenablePFConthe IEEE802.1ppriorities (codepoints)mappedto lossless forwarding

classes.

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

The following limitation applies to support lossless transport on QFabric systems only:

• The internal fiber cable length from the QFabric system Node device to the QFabric

system Interconnect device cannot exceed 150meters.

ThedefaultCoSconfigurationprovides two lossless forwardingclasses, fcoeandno-loss.

If youexplicitly configure lossless forwarding classes, youmust include theno-losspacket

drop attribute to enable lossless behavior, or the traffic is not lossless. For both default

andexplicit lossless forwardingclass configuration, youmust configureCNP input stanzas

to enable PFC on the priority of the lossless traffic and apply the CNPs to ingress

interfaces.
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NOTE: Junos OS Release 12.2 introduced changes to theway the QFX Series
handles lossless forwarding classes (including the default fcoe and no-loss

forwarding classes).

In Junos OS Release 12.1, either explicitly configuring the fcoe and no-loss

forwarding classes or using the default configuration for these forwarding
classes resulted in the same lossless behavior for traffic mapped to those
forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the

no-loss forwarding class, that forwarding class is no longer treated as a

lossless forwarding class. Traffic mapped to these forwarding classes is
treated as lossy (best-effort) traffic. This is true even if the explicit
configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the
explicit configuration of the fcoe or the no-loss forwarding class, then when

you upgrade to Junos OS Release 12.2, those forwarding classes are not
lossless. To preserve the lossless treatment of these forwarding classes,
delete the the explicit fcoe and no-loss forwarding class configuration before

you upgrade to Junos OS Release 12.2.

See “Overview of CoS Changes Introduced in Junos OS Release 12.2” on
page 5304 for detailed information about this change and how to delete an
existing lossless configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss

forwarding classes is the sameas in JunosOSRelease 12.2. However, in Junos
OS Release 12.3, you can configure up to six lossless forwarding classes. All
explicitly configured lossless forwardingclassesmust include thenewno-loss

packet drop attribute or the forwarding class is lossy.

“UnderstandingCoS IEEE802.1pPriorities forLosslessTrafficFlows”onpage5427provides

detailed information about the explicit configuration of lossless priorities and about the

default configuration of lossless priorities, including the input and output stanzas of the

CNP.

NOTE: PFCand Ethernet PAUSE are used only on Ethernet interfaces. Fabric
(fte) ports on QFabric systems (Node device fabric ports and Interconnect
device fabric ports) use link-layer flow control (LLFC) to ensure the
appropriate treatment of lossless traffic.

Related
Documentation

Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304•

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

5425Copyright © 2014, Juniper Networks, Inc.

Chapter 62: Overview



• Understanding DCB Features and Requirements on page 4795

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

QFX Series Standalone Switches, QFabric SystemsOnly

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding DCB Features and Requirements on page 5449

• Understanding DCBX on page 5452

• Understanding DCBX Application Protocol TLV Exchange on page 5461
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Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows

Junos OS Release 12.3 increased support for lossless priorities from two lossless

forwarding classes to up to six lossless forwarding classes on QFX3500 and QFX3600

switches. Each forwarding class is mapped to an IEEE 802.1p code point (priority).

NOTE: Junos OS Release 13.1 introduced support for up to six lossless
forwarding classes onQFabric systems. Throughout this document, features
introduced on standalone switches in Junos OS Release 12.3 are introduced
on QFabric systems in Junos OS Release 13.1 unless otherwise noted.

JunosOSRelease 13.2 is the first QFX5100 switch release. TheQFX5100also
supportsuptosix lossless forwardingclasses.However,becausetheQFX5100
switchhasnonativeFibreChannel (FC) interfaces, theQFX5100switchdoes
not support native FC traffic and does not support configuration as an
FCoE-FCgateway. Throughout this document, features that pertain to native
FC traffic and to FCoE-FC gateway configuration do not apply to QFX5100
switches.

Earlier JunosOSsoftware releases supported two lossless forwarding classes, thedefault

fcoeandno-loss forwardingclasses,whicharemappedbydefault to IEEE802.1ppriorities

3 (code point 011) and 4 (code point 100), respectively. Junos OS Release 12.3 also

introduced a new output stanza in the congestion notification profile (CNP) to configure

priority-based flow control (PFC) on output queues.

Thedefault configuration is the sameas thedefault configuration in JunosOSRelease 12.2

and is backward-compatible. If you need only two (or fewer) lossless forwarding classes,

use the default configuration. If you needmore than two lossless forwarding classes, you

can use the two default forwarding classes and configure additional lossless forwarding

classes. If you donotwant to use the default lossless forwarding classes, you can change

them or use only the lossless forwarding classes that you explicitly configure.

• Lossless Transport Features Introduced in Junos OS Release 12.3 on page 5427

• Default Lossless Priority Configuration on page 5428

• Configuring Lossless Priorities on page 5431

• BackwardCompatibilitywith JunosOSReleasesEarlierThanRelease 12.3onpage5443

• Configuration Rules and Recommendations on page 5444

Lossless Transport Features Introduced in Junos OS Release 12.3

Support for lossless transport introduced in Junos OS Release 12.3 includes:

• Configuring up to six lossless forwarding classes.

• Configuring PFC pause on output queues to program the output queues that can

respond to PFC pausemessages received from the connected peer. The priorities you

pause on output queues must match the priorities on which you enable PFC on the

corresponding ingress interfaces. For example, if you program output queues to pause
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priorities 3 (011) and 5 (101), then youmust also enable pause on priorities 3 and 5 on

the corresponding ingress interfaces. Configuring flow control on the output queues

and enabling PFC on the corresponding input queues allows you to pause up to six

priorities (forwarding classes).

• Controlling the headroom buffer on Ethernet interfaces by configuring the maximum

receive unit (MRU) size for the traffic mapped to an IEEE 802.1p priority (configured

per priority) and the length of the attached cable (configured per interface). The MRU

size can range up to full jumbo packet size (9216 bytes).

• Remapping (rewriting) IEEE 802.1p priorities on native Fibre Channel (FC) interfaces

when the system is acting as an FCoE-FC gateway. If the Ethernet (FCoE) network

uses a different IEEE 802.1p priority than priority 3 (011) for FCoE traffic, then you can

use priority remapping to classify FCoE traffic into a lossless forwarding classmapped

to that different priority (see “Understanding CoS IEEE 802.1p Priority Remapping on

an FCoE-FC Gateway” on page 5446).

Lossless transport still requires configuringpreviously existing features, includingenabling

PFC on the lossless priorities on ingress interfaces, and configuring classifiers to classify

incoming traffic into lossless forwarding classes based on the IEEE 802.1p priority tag of

the packet.

NOTE: If you expect a large amount of lossless traffic on your network and
configuremultiple lossless traffic classes, ensure that you reserve enough
scheduling resources (bandwidth) and lossless headroom buffer space to
support the lossless flows. (“Understanding CoS Buffer Configuration” on
page 5391 describes how to configure buffers and provides a recommended
buffer configuration for networks with larger amounts of lossless traffic.)

Default Lossless Priority Configuration

If you do not explicitly configure forwarding classes, the system uses the default

forwarding class configuration, which provides two default lossless forwarding classes

(fcoe and no-loss). (If you change the forwarding class configuration on a QFX Series

switchoronaQFabricNodedevice, thechangesapply toall traffic on thatdevicebecause

forwarding classes are global to a particular device.)

If youdonot explicitly configure classifiers, and youdonot explicitly configure flowcontrol

topauseoutputqueues (configured in theoutput stanzaof theCNP), thedefault classifier

and the default output queue pause configuration are applied to all Ethernet interfaces

on QFX Series switches and Node devices. You can override the default classifier and

the default output queue pause configuration on a per-interface basis by applying an

explicit configuration to an Ethernet interface. The default configuration is used on all

Ethernet interfaces that do not have an explicit configuration.
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NOTE: If you do not configure flow control on output queues, the default
configuration uses a one-to-onemapping of IEEE 802.1p code points
(priorities) to output queues by number. For example, priority 0 (code
point 000) is mapped to queue 0, priority 1 (code point 001) is mapped to
queue 1, and so on. If you do not use the default configuration, youmust
explicitly configure flowcontroloneachoutputqueue thatyouwant toenable
for PFC pause in the output stanza of the CNP.

In thedefault configuration,onlyqueue3andqueue4areenabled to respond
topausemessages fromtheconnectedpeer. Forqueue3to respondtopause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza of the CNP. For queue 4 to respond to pausemessages, priority 4
(code point 100)must be enabled for PFC in the input stanza of the CNP.

The default configuration is the same as the default configuration in software releases

earlier than Junos OS Release 12.3, and provides the same lossless behavior:

• There are two default lossless forwarding classes (the no-loss packet drop attribute

is applied automatically):

fcoe—Mapped to output queue 3

no-loss—Mapped to output queue 4

• The default classifier maps the fcoe forwarding class to IEEE 802.1p priority 3 (011)

and the no-loss forwarding class to IEEE 802.1p priority 4 (100)

• Priority-based flow control (PFC) is enabled on Ethernet interface output queues 3

and 4 when those queues carry lossless traffic (traffic that is mapped to the fcoe and

no-loss forwarding classes, respectively). In Junos OS software releases earlier than

Release 12.3, output queue flow control was not user-configurable.

On native FC interfaces (NP_Ports), default flow control is enabled on output queue 3

(IEEE 802.1p priority 3) for FCoE/FC traffic.

• PFCmust be enabled explicitly on the lossless IEEE 802.1p priorities (code points) on

ingressEthernet interfaces; nodefaultPFCconfiguration is appliedat ingress interfaces.

If you do not enable PFC on lossless priorities, those prioritiesmight experience packet

loss during periods of congestion. For example, if you want lossless FCoE traffic and

you are using the default fcoe forwarding class, you use a CNP to enable PFC on

priority 3 (code point 011), and apply that CNP to all ingress interfaces that carry FCoE

traffic.

• OnEthernetports, PFCbuffer calculationsuse the followingdefault values todetermine

the headroom buffer size:

Cable length—100meters (approximately 328 feet)

MRU for priority 3 traffic—2500 bytes

MRU for priority 4 traffic—9216 bytes

Maximumtransmissionunit (MTU)—1522(or theconfiguredMTUvalue for the interface)
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NOTE: If you configure flow control on a priority that is not one of the
default flow control priorities, the default MRU value is 2500 bytes. For
example, if youconfigure flowcontrol onpriority5andyoudonotconfigure
anMRU value, the default MRU value is 2500 bytes.

• DCBX is enabled on all interfaces in autonegotiation mode, and automatically

exchanges FCoE application protocol type, length, and values (TLVs) on interfaces

that carryFCoE traffic.However, if youexplicitly configureDCBXprotocolTLVexchange

for any application, then youmust explicitly configure protocol TLV exchange for every

application for which you want DCBX to exchange TLVs, including FCoE.

ThedefaultCoSconfiguration isbackward-compatiblewith thedefaultCoSconfiguration

of software releases before Junos OS Release 12.3. If you explicitly configure lossless

transport, ensure that the input and output queues corresponding to the lossless

forwarding classes are explicitly configured for PFC pause.

NOTE: If you explicitly configured the lossless fcoe or no-loss forwarding
classes before upgrading from a release earlier than Junos OS Release 12.3,
those forwarding classes are not lossless after the upgrade to Junos OS
Release 12.3 or later. To regain lossless behavior, you can delete the explicit
configuration and use the default lossless forwarding classes, or you can use
the no-loss packet drop attribute introduced in Junos OS Release 12.3 to
configure the forwarding classes for lossless behavior.

Table 489 on page 5430 summarizes the default unicast forwarding classes and their

mapping to output queues, IEEE 802.1p priorities, and drop attributes.

Table 489: Mapping of Default Unicast Forwarding Class to Queue, IEEE
802.1p Priority, and Drop Attribute

Drop AttributePriorityOutput QueueForwarding Class Name

drop00best-effort

no-loss33fcoe

no-loss44no-loss

drop77network-control

There is one default multidestination forwarding class namedmcast for multicast,

broadcast, and destination lookup fail (DLF) traffic that is mapped to output queue 8

withadropattributeofdrop. (Incomingmultidestination traffic onall IEEE802.1ppriorities

is mapped to the mcast forwarding class by default.)
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Configuring Lossless Priorities

Configuringmore than two losslesspriorities (forwardingclasses), or changing thedefault

mapping of lossless forwarding classes to priorities and paused output queues, requires

explicit configuration. Configuring lossless priorities includes:

• Configuring forwarding classes with the no-loss packet drop attribute

• Using a CNP to configure PFC on ingress interfaces and flow control (PFC) on egress

interfaces

• Configuring a classifier to map IEEE 802.1p priorities (code points) to the correct

forwarding classes (the forwarding classes for which you want lossless transport)

In addition, on Ethernet interfaces, DCBXmust exchange the appropriate application

protocol TLVs for the lossless traffic, and when the switch acts as an FCoE-FC gateway,

you need to remap the FCoEpriority on native FC interfaces if your network uses a priority

other than 3 (IEEE code point 011) for FCoE traffic. This section describes:

• Configuring Lossless Forwarding Classes (Packet Drop Attribute) on page 5431

• Congestion Notification Profiles (PFC Configuration) on page 5433

• Configuring DCBX (Application Protocol TLV Exchange) on page 5439

• Fate Sharing Among Traffic Classes on page 5439

• Transit Switch Configuration Versus FCoE-FC Gateway Configuration on page 5441

• Configuration Results and Commit Checks on page 5441

Configuring Lossless Forwarding Classes (Packet Drop Attribute)

JunosOSRelease 12.3 introduced theno-lossparameter for forwardingclassconfiguration.

(Although it uses the same name, this is not the no-loss default forwarding class. It is a

packet drop attribute you can specify to configure any unicast forwarding class as a

lossless forwarding class.)

You can configure up to six forwarding classes (depending on system architecture and

the availability of system resources) as lossless forwarding classes by including the

no-loss drop attribute at the [edit class-of-service forwarding-classes class

forwarding-class-name queue-num queue-number] hierarchy level.

If you use the default fcoe or no-loss forwarding classes, they include the no-loss drop

attribute by default. If you explicitly configure the fcoe or no-loss forwarding classes and

you want to retain their lossless behavior, youmust include the no-loss drop attribute in

the configuration.

NOTE: All forwarding classesmapped to the same output queuemust have
the samepacket drop attribute. (All forwarding classesmapped to the same
output queuemust be either lossy or lossless. You cannot map both a lossy
and a lossless forwarding class to the same queue.)
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To avoid fate sharing (different flows receiving the same CoS treatment), use a

one-to-onemappingof lossless forwardingclasses to IEEE802.1p codepoints (priorities)

andqueues. (Each forwardingclassshouldbemappedtoadifferentqueueandclassified

intoadifferentpriority.) Theclassifier attached to the interfacedetermines the forwarding

class to priority mapping.

The fcoe and no-loss forwarding classes are special cases, because in the default

configuration, they are configured for lossless behavior (providing that you also enable

PFCon theprioritiesmapped to the fcoe andno-loss forwarding classes in theCNP input

stanza).

Table 490on page 5432 summarizes the possible configurations of the fcoe and no-loss

forwarding classes in Junos OS Release 12.3 and later, and the result of those

configurations in terms of lossless traffic behavior. It is assumed that PFC, DCBX, and

classifiers are properly configured.

Table 490: FCoE and No-Loss Forwarding Class Configuration in Junos
OS Release 12.3

Result and Notes
Packet Drop
Attribute

Explicit
(User-Configured)
or Default
Forwarding Class
Configuration

The fcoe and no-loss forwarding classes are
lossless.

NOTE: Even if you explicitly configure other
forwarding classes (lossy or lossless forwarding
classes), the fcoe and no-loss forwarding classes
remain lossless because they are not explicitly
configured.

DefaultDefault

The fcoe andno-loss forwarding classes are lossy
because they do not include the no-loss drop
attribute.

Not specified in the
explicit forwarding
class configuration

Explicit

The fcoe and no-loss forwarding classes are
lossless.

No-lossExplicit

The fcoe andno-loss forwarding classes are lossy
in Junos OS Release 12.3 and later because they
do not include the no-loss drop attribute.

NOTE: To retain lossless behavior, before you
upgrade to Junos OS Release 12.3, delete the
explicit configuration so that the system uses the
default configuration. Alternatively, you can
reconfigure the forwarding classes with the
no-loss packet drop attribute after upgrading to
Junos OS Release 12.3 or later.

Not specified
(packet drop
attribute was not
available before
Junos OS Release
12.3)

Explicit, configured
in Junos OS Release
12.2 or earlier

Copyright © 2014, Juniper Networks, Inc.5432

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



For all other forwarding classes, youmust explicitly configure lossless transport by

specifying the no-loss packet drop attribute, because the default configuration for all

other forwarding classes is lossy.

Congestion Notification Profiles (PFC Configuration)

Use CNPs to configure lossless PFC characteristics on input and output interfaces.

The input stanza of a CNP enables PFC on specified IEEE 802.1p priorities (code points)

and fine-tunesheadroombuffer settingsbyconfiguring themaximumreceiveunit (MRU)

value and cable length on ingress interfaces.

The output stanza of a CNP enables PFC (flow control) on output queues for specified

IEEE 802.1p priorities so that the queues can respond to PFC pausemessages from the

connectedpeer on thepriority of your choice. (By default, output queues 3and4 respond

to receivedPFCmessageswhen thosequeuescarry lossless traffic in the fcoeandno-loss

forwarding classes, respectively.)

To achieve lossless transport, the priority paused at the ingress interfaces must match

the priority paused at the egress interfaces for a given traffic flow. For example, if you

configure ingress interfaces to pause traffic tagged with IEEE 802.1p priority 5

(code point 101) and priority 5 traffic is mapped to output queue 5, then youmust also

configure the corresponding output interfaces to pause priority 5 on queue 5. In addition,

the forwarding class mapped to queue 5must be configured as a lossless forwarding

class (using the no-loss drop attribute).

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

A change to the PFC configurationmeans any change to a CNP, including
changing the inputportionof theCNP(enablingordisablingPFConapriority,
or changing theMRU or cable-length values) or changing the output portion
the CNP that enables or disables output flow control on a queue. A PFC
configuration change only affects ports that use the changed CNP.

The following actions change the PFC configuration:

• Deleting or disabling a PFC configuration (input or output) in a CNP that
is in use on one or more interfaces. For example:

1. An existing CNPwith an input stanza that enables PFC on priorities 3,
5, and 6 is configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and
then commit the configuration.
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3. ThePFCconfigurationchangecausesall trafficon interfacesxe-0/0/20
and xe-0/0/21 to stop until the PFC change has been implemented.
When the PFC change has been implemented, traffic resumes.

• ConfiguringaCNPonan interface. (This changes thePFCstatebyenabling
PFC on one or more priorities.)

• Deleting aCNP froman interface. (This changes thePFCstate bydisabling
PFC on one or more priorities.)

Configuring Input Interface Flow Control (PFC and Headroom Buffer Calculation)

On Ethernet interfaces, the input stanza of the CNP enables PFC on specified priorities

so that the ingress interface can send a pausemessage to the connected peer during

periods of congestion. Input CNPs also fine-tune the headroom buffers used for PFC

support by allowing you to configure theMRU value and cable length (if you do notwant

to use the default configuration).

Headroom buffers support lossless transport by storing the traffic that arrives at an

interface after the interface sends a PFC flow controlmessage to pause incoming traffic.

Until the connected peer receives the flow control message and pauses traffic, the

interface continues to receive traffic andmust buffer it (and the traffic that is still on the

wire after the peer pauses) to prevent packet loss.

The system uses the MRU and the length of the attached physical cable to calculate

buffer headroom allocation. The default configuration values are:

• MRU for priority 3 traffic—2500 bytes

• MRU for priority 4 traffic—9216 bytes

• Cable length—100meters (approximately 328 feet)

NOTE: If you configure flow control on a priority that is not one of the default
flow control priorities, the default MRU value is 2500 bytes. For example, if
you configure flow control on priority 5 and you do not explicitly configure an
MRU value, the default MRU value is 2500 bytes.

Youcan fine-tune theMRUand the cable length toadjust the size of theheadroombuffer

onan interface.TheQFXSerieshasasharedglobalbufferpoolanddynamicallyallocates

headroom buffer space to lossless queues as needed.

A lower MRU or a shorter cable length reduces the amount of headroom buffer required

on an interface and leaves more headroom buffer space for other interfaces. A higher

MRU or a longer cable length increases the amount of headroom buffer space required

on an interface and leaves less headroom buffer space for other interfaces.

In many cases, you can better utilize the headroom buffers by reducing the MRU value

(for example, an MRU of 2180 is sufficient for most FCoE networks) and by reducing the

cable length value if the physical cable is less than 100meters long.
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NOTE: When you configure the headroom buffers by changing the MRU or
thecable length,andcommit theconfiguration, thesystemperformsacommit
checkand rejects the configuration if sufficient headroombuffer space is not
available.

However, the system does not perform a commit check but instead returns
a syslog error if:

• The buffers are configured on a LAG interface.

• Thedefault classifier is used on the interface (instead of a user-configured
classifier).

• The interface has not been created yet.

Configuring Output Interface Flow Control (PFC)

OnEthernet interfaces, youcanuse theoutput stanzaof theCNPtoconfigure flowcontrol

on unicast output queues and enable PFC pause response on specified IEEE 802.1p

priorities. By default, output queues 3 and 4 are enabled for PFC pause on priorities 3

(IEEE 802.1p code point 011) and 4 (IEEE 802.1p code point 100). The default PFC pause

response supports the default lossless forwarding class configuration, which maps the

fcoe forwarding class to queue 3 and priority 3, andmaps the no-loss forwarding class

to queue 4 and priority 4.

ConfiguringPFConoutputqueuesenables you topauseanypriority onanyunicastoutput

queue on any Ethernet interface. Output flow control enables you to usemore than two

output queues to support lossless traffic flows (you can configure up to six lossless

forwarding classes andmap them to different output queues that are enabled for PFC

pause). Output queue flow control also enables you to support multiple lossless

forwarding classes (eachmapped to a different priority and output queue) for one class

of traffic.

NOTE: Output flow control onlyworkswhenPFC is enabled in theCNP input
stanza on the corresponding priorities on the interface.

For example, if the converged Ethernet network uses two different priorities for FCoE

traffic (for example, priority 3 and priority 5), then you can classify those priorities into

different lossless forwarding classes that are mapped to different output queues by:

1. Configuring two lossless forwarding classes for FCoE traffic, with each forwarding

class mapped to a different output queue. For example, you could use the default

fcoe forwarding class, which ismapped to queue 3, and you could configure a second

lossless forwarding class called fcoe1 andmap it to queue 5. The fcoe forwarding

class is for priority 3 FCoE traffic (code point 011), and the fcoe1 forwarding class is

for priority 5 (code point 101) FCoE traffic.

2. Configuring a classifier that maps each forwarding class to the desired IEEE 802.1p

code point (priority). If FCoE traffic on both priorities uses one interface, the classifier
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must classify both forwardingclasses to thecorrectpriorities. If FCoE traffic of different

priorities uses different interfaces, the classifier configuration on each interface must

map the correct priority to the corresponding lossless forwarding class.

3. Applying theclassifier to the interfaces that carry FCoE traffic. Theclassifier determines

the mapping of forwarding classes to priorities on each interface.

To configure lossless transport for these forwarding classes, you also need to:

• Enable PFC on the two priorities (3 and 5 in this example) at the ingress interfaces in

the CNP input stanza.

• Configure PFC on the output queues and priorities for the forwarding classes in the

CNPoutput stanza so that the interface can respond topausemessages received from

the connected peer.

NOTE: When you configure the CNP on an interface, all ingress and egress
traffic is blocked until the configuration is implemented, then the interface
is unblocked and traffic resumes. During the time the interface is blocked,
all queues on the interface experience packet loss.

• Configure DCBX to exchange application protocol TLVs on both FCoE priorities.

NOTE: If youdonotconfigure flowcontrol topauseoutputqueues, thedefault
configuration uses a one-to-onemapping of IEEE 802.1p code points
(priorities) to output queues by number. For example, priority 0 (code point
000) ismapped to queue0, priority 1 (code point 001) ismapped to queue 1,
and so on. By default, only queues 3 and 4 are enabled to respond to pause
messages from the connected peer, and youmust explicitly enable PFC on
the corresponding priorities in the CNP input stanza to achieve lossless
behavior.

If you do not use the default configuration, youmust explicitly configure flow
control on each output queue that you want to enable for PFC pause. For
example, if youexplicitly configure flowcontrol onoutputqueue5, thedefault
configuration is no longer valid, and only output queue 5 is enabled for PFC
pause. Output queues 3 and4are no longer enabled for PFCpause, so traffic
using those queues no longer responds to PFC pausemessages even if the
corresponding forwarding class is configuredwith the no-loss drop attribute.
To retain the pause configuration on output queues 3 and 4 and configure
flow control on queue 5, you need to explicitly configure flow control on
queues 3, 4, and 5.

You cannot configure flow control to pause amultidestination output queue. You can

configure flow control to pause only unicast output queues.
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Output Interface Flow Control Profiles

Configuring theCNPoutput stanza creates anoutput flowcontrol profile that tells egress

ports thequeuesonwhich theEthernet interfaceshould respond toPFCpausemessages.

Although you can create an unlimited number of CNPs that contain input stanzas only,

the number of CNPs that you can configure with output stanzas is limited:

• ForQFX3500andQFX3600standaloneswitches thatarenotpart ofaQFabric system,

you can configure up to two output interface flow control profiles. (You can configure

up to two CNPs with output stanzas.)

• For QFabric systems, you can configure one output interface flow control profile per

Node device. (You can configure one CNPwith an output stanza per Node device.)

There are a total of four output flow control profiles.

The system has a default output flow control profile that is applied to all Ethernet

interfaces when the CNP attached to the interface has only an input stanza and does

not include an output stanza. The default profile responds to PFC pausemessages

received on queue 3 (for priority 3, for the default fcoe forwarding class) and on queue 4

(for priority 4, for the default no-loss forwarding class), and is effective only if PFC is

configured on those priorities in the CNP input stanza.

Additionally, the system has two internal output flow control profiles that it applies

automatically to fabric (FTE) ports and to native FC interfaces (NP_Ports). When the

QFX3500 switch or the QFX3600 switch is not part of a QFabric system, the profile

normally used for FTE ports is available for user configuration and provides a second

user-configurable profile. (That is why standalone QFX3500 and QFX3600 switches

have two user-configurable output flow control profiles, but QFX3500 and QFX3600

switches that are part of a QFabric have only one user-configurable output flow control

profile.)

Because one output CNP can configure PFC pause response onmultiple output queues

(priorities), one user-configurable output CNP is usually flexible enough to specify the

desired PFC response on all programmed interfaces.

NOTE: Each port can use one output flow control profile. You cannot apply
more than one profile to one port.

Output flow control profiles can be expressed in table format. For example,

Table491onpage5437shows thedefault output flowcontrol profile thatpausespriorities

3 and 4 on queues 3 and 4 (remember that PFCmust also be enabled on code points 3

and 4 in the CNP input stanza in order for PFC to work):

Table 491: Default Output Flow Control Profile

Paused Output QueueIEEE 802.1p Priority Specified in Received PFC Frame

—0 (000)
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Table 491: Default Output Flow Control Profile (continued)

Paused Output QueueIEEE 802.1p Priority Specified in Received PFC Frame

—1 (001)

—2 (010)

33 (011)

44 (100)

—5 (101)

—6 (110)

—7 (111)

Table 492 on page 5438 is an example of a user-configured output flow control profile.

Using the example from the preceding section, the CNP output stanza configures flow

control on output queue 5, and also explicitly configures output flow control on queues

3 and 4 for the fcoe and no-loss forwarding classes. (If you explicitly configure an output

CNP, youmust explicitly configure every output queue that you want to respond to PFC

messages, because theuser-configuredprofileoverrides thedefaultprofile. If this example

did not include queues 3 and 4, those queues would no longer respond to received PFC

messages.)

Table 492: User-Configred Output Flow Control Profile

Paused Output QueueIEEE 802.1p Priority Specified in Received PFC Frame

—0 (000)

—1 (001)

—2 (010)

33 (011)

44 (100)

55 (101)

—6 (110)

—7 (111)

Remember that youmust also enable PFC on code points 3, 4, and 5 in the CNP input

stanza for this configuration to work. When you configure the CNP on an interface, all

ingress and egress traffic is blocked until the configuration is implemented, then the
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interface is unblocked and traffic resumes. During the time the interface is blocked, all

queues on the interface experience packet loss.

Configuring PFC Across Layer 3 Interfaces on QFX5100 Switches

Enabling PFC on traffic flows is based on the IEEE 802.1p code point (priority) in the

priority code point (PCP) field of the Ethernet frame header (sometimes known as the

CoS bits). To enable PFC on traffic that crosses Layer 3 interfaces, the traffic must be

classified by its IEEE 802.1p code point, not by its DSCP (or DSCP IPv6) code point.

See “Understanding PFC Functionality Across Layer 3 Interfaces” on page 5465 for a

conceptual overview of how to enable PFC on traffic across Layer 3 interfaces. See

“Example:ConfiguringPFCAcrossLayer 3 Interfaces”onpage5651 for anexampleofhow

to configure PFC on traffic that traverses Layer 3 interfaces.

Configuring DCBX (Application Protocol TLV Exchange)

For applications that require lossless transport, DCBX exchanges application protocol

TLVs with the connected peer interface. By default, DCBX advertises FCoE application

protocolTLVsonall interfaces thatareenabled forDCBX, andbydefault, DCBX is enabled

on all interfaces. DCBX advertises no other applications by default.

For eachapplication (for example, iSCSI) that youwant toconfigure for lossless transport,

you must enable the interfaces which carry that application traffic to exchange DCBX

protocol TLVs with the connected peer. The TLV exchange allows the peer interfaces to

negotiate a compatible configuration to support the application.

If you configure DCBX to advertise any application, the default DCBX advertisement is

overridden, andDCBXadvertisesonly theconfiguredapplications. If youwantan interface

to advertise only the FCoE application, you do not have to configure DCBX application

protocol TLV exchange; instead, you can use the default configuration.

If you want DCBX to advertise other applications, youmust explicitly configure an

application map and apply it to the interfaces on which you want to exchange protocol

TLVs for those applications. If you want to exchange FCoE application protocol TLVs in

addition to other application protocol TLVs, youmust also explicitly configure the FCoE

application in the application map. “Understanding DCBX Application Protocol TLV

Exchange” on page 4915 describes how application mapping works.

NOTE: Lossless transport also requires that you enable PFC on the correct
priority (IEEE802.1pcodepoint)on the ingress interfacesusingan inputCNP.
If the priority you pause at the ingress interfaces is not mapped to queue 3
or queue 4 (the two output queues that are enabled for PFC pause flow
control by default), then youmust also enable the output queues that
correspond topaused input priorities to pause using the output stanza of the
CNP.

Fate Sharing Among Traffic Classes

You can configure different lossless (or lossy) traffic flows to share fate—that is, to

receive the same CoS treatment.
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Fate sharing is not desirable for I/O convergence. Instead of independent control of the

fateofeach typeof flow,different typesof flows receive thesametreatment. Fatesharing

is particularly undesirable for lossless flows. If one lossless flow experiences congestion

andmust be paused, that affects flows that share fate with the congested flow even if

the other flows are not experiencing congestion, and also can cause ingress port

congestion. If your network requires that all 802.1p priorities be lossless, you can achieve

that by allowing some fate sharing among the eight priorities by spreading them across

up to six lossless forwarding classes.

If the number of lossless priorities is less than or equal to the number of configured

lossless forwarding classes, then you can avoid fate sharing by configuring a one-to-one

mappingof forwarding classes to IEEE802.1p codepoints (priorities) andoutputqueues.

(Each forwarding class should bemapped to a different output queue and classified to

a different priority.)

If you want to configure different traffic flows to share fate, the QFX Series supports two

fate-sharing configurations:mapping one forwarding class tomore than one IEEE802.1p

code point (priority), andmapping two forwarding classes to the same output queue:

1. If you map one lossless forwarding class to more than one priority, the traffic tagged

witheachof theprioritiesuses thesameCoSpropertiesassociated(theCoSproperties

associated with the forwarding class). For example, configuring a forwarding class

called fc1, mapping it to queue 1, andmapping it to code points 101 and 110 using a

classifier namedclassify1 results in the traffic taggedwith priorities 101 and 110 sharing

fate:

user@switch# set class-of-service forwarding-classes class fc1 queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 101
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 110

In this case, if the traffic mapped to either priority experiences congestion, both

priorities are paused because they aremapped to the same forwarding class and are

therefore treated similarly.

2. If youmapmultiple lossless forwarding classes to the same output queue, the traffic

mapped to the forwarding classes uses the same output queue. This increases the

amount of traffic the queue needs to buffer and forward, and can create congestion

that affects all of the traffic flows that are mapped to the queue. For example,

configuring two forwardingclassescalled fc1 and fc2,mappingboth forwardingclasses

to queue 1, andmapping the forwarding classes to code points 101 and 110

(respectively) using a classifier named classify1 results in the traffic tagged with

priorities 101 and 110 sharing fate on the same output queue:

user@switch# set class-of-service forwarding-classes class fc1 queue-num 1 no-loss
user@switch# set class-of-service forwarding-classes class fc2 queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 101
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc2
loss-priority low code-points 110

in this case, even though the two forwardingclassesusedifferent IEEE802.1ppriorities,

if one forwarding class experiences congestion, it affects the other forwarding class.
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The reason is that if the output queue is paused because of congestion on either

forwarding class, all traffic that uses that queue is paused. Since both forwarding

classes are mapped to the queue, the traffic mapped to both forwarding classes is

paused.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwardingclassesmappedtothesamequeuemusthavethesamepacket
drop attribute (all of the forwarding classesmust be lossy, or all of the
forwarding classesmapped to a queuemust be lossless).

Transit Switch Configuration Versus FCoE-FC Gateway Configuration

On a transit switch (all Ethernet ports, no native FC ports) that forwards FCoE traffic (or

other traffic that requires lossless transport across the Ethernet network), the

configuration of classifiers, lossless forwarding classes, DCBX, and PFC on ingress and

egress interfaces to support lossless transport is as described in this document.

When the QFX Series acts as an FCoE-FC gateway, the system uses native FC interfaces

(NP_Ports) to connect to the FC switch (or FCoE forwarder) at the FC network edge. You

cannot apply CNPs or DCBX to native FC interfaces, only to Ethernet interfaces.

On an FCoE-FC gateway, the Ethernet interface configuration of classifiers, DCBX, and

PFC is the same as the Ethernet interface configuration on a transit switch. The

configuration of lossless forwarding classes is also the same.

However, supporting lossless transport on native FC interfaces requires that you rewrite

the IEEE 802.1p priority value if your network uses any priority other than 3 (IEEE code

point 011) for FCoE traffic. If your network uses priority 3 for FCoE traffic, you can and

should use the default configuration on native FC interfaces.

By default, native FC interfaces tag packets with priority 3 when they encapsulate the

incoming FC packets in Ethernet. If your FCoE network uses a different priority than 3 for

FCoE traffic, you need to rewrite the priority value to the value that your network uses on

the FC interface, classify the FCoE traffic to the correct priority on the Ethernet interfaces,

and enable PFC on the correct priority on the Ethernet interfaces, as described in

“UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGateway”onpage5446.

Configuration Results and Commit Checks

Different configurations of forwarding classes and their drop attributes, classifiers, CNPs

(PFC flow control), and Ethernet PAUSE (IEEE 802.3X flow control) result in different

system behaviors.

Table 493 on page 5442 describes the results of the possible lossless transport

configurations in each case. The assumption in the Result column is that the system’s

buffer headroom calculation resulted in a successful configuration.

However, if the system calculates that there is insufficient buffer space to support the

configuration, a commit check prevents you from committing the configuration on an
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individual Ethernet interface. For LAG interfaces, the system does not issue a commit

check error but instead issues a syslog message.

NOTE: After you configure lossless transport for a LAG interface, be sure to
check the syslogmessages to confirm that the commit was successful.

Table 493: Results of Lossless Priority Configuration

Result

Ethernet
PAUSE (IEEE
802.3X)
Configuration

Congestion
Notification
Profile
Configuration

Classifier
Configuration

System default configuration. No flows
are lossless. To achieve lossless behavior
for the default fcoe and no-loss
forwarding classes, youmust configure a
CNP to enable PFC on their IEEE 802.1p
code points (011 and 100 respectively).

NoneNoneNone (default
classifier)

No lossless traffic flows are configured;
all traffic is best effort.

NoneNoneClassifier with
no lossless
forwarding
classes

Because noCNP is attached to interfaces,
PFC is not enabled on the code point of
the lossless traffic and no headroom
buffer is allocated to the lossless queue,
so packets can drop during periods of
congestion. This configuration does not
achieve lossless behavior.

NoneNoneClassifier with
at least one
lossless
forwarding
class

The default classifier classifies traffic into
two lossless forwarding classes, fcoe and
no-loss. The CNP enables PFC on the
priorities mapped to both lossless
forwarding classes, resulting in lossless
behavior for traffic mapped to the fcoe
and no-loss forwarding classes.

NonePFC enabled
on the fcoeand
no-loss
forwarding
class code
points
(priorities)

None (default
classifier)

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length. The
system does not calculate buffer
headroom for individual output queues.
Because Ethernet PAUSE is enabled on
the link instead of PFC being enabled on
the lossless priorities, the entire link is
paused during periods of congestion. This
configuration results in lossless behavior
for all of the forwardingclasseson the link,
but because all traffic is paused, this can
cause greater overall network congestion.

Flow control
enabled

NoneNone (default
classifier)
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Table 493: Results of Lossless Priority Configuration (continued)

Result

Ethernet
PAUSE (IEEE
802.3X)
Configuration

Congestion
Notification
Profile
Configuration

Classifier
Configuration

Headroom buffer allocated only to
priorities that are mapped to the lossless
forwarding classes and on which PFC is
enabled. This configuration achieves
lossless behavior for the lossless
forwarding classes.

NonePFC enabled
on the lossless
forwarding
class code
points
(priorities)

Classifier with
at least one
lossless
forwarding
class

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length, and it
pausesall traffic on the linkduringperiods
of congestion.

Flow control
enabled

NoneClassifier with
no lossless
forwarding
classes

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length, and it
pausesall traffic on the linkduringperiods
of congestion.

Flow control
enabled

NoneClassifier with
at least one
lossless
forwarding
class

The system checks the available buffer
space for both the PFC-enabled priorities
and for the other link. If sufficient buffer
space is available, the lossless forwarding
classes configured with PFC on one
interface and also all of the traffic on the
linkwithEthernetPAUSEenabledachieve
lossless behavior.

Flow control
enabled on a
different
interface than
the interface
with the CNP

PFC enabled
on the lossless
forwarding
class code
points
(priorities)

Classifier with
at least one
lossless
forwarding
class

NOTE: If you attempt to configure both PFC and Ethernet PAUSE on a link,
the system returns a commit error. PFC and Ethernet PAUSE aremutually
exclusive configurations on an interface.

Backward Compatibility with Junos OS Releases Earlier Than Release 12.3

Theadditionof theno-losspacketdropattribute to forwarding class configurationmeans

thatwhenyouupgrade fromanearlier release to JunosOSRelease 12.3, thenewsoftware

might not preserve the lossless forwarding class configuration of the fcoe and no-loss

forwarding classes.

If you used the default forwarding class configuration for the fcoe andno-loss forwarding

classes, the CoS configuration is backward-compatible. You do not have to do anything

to preserve the lossless behavior of traffic that uses those forwarding classes when you

upgrade to Junos OS Release 12.3. (This is because the default configuration of these

two forwarding classes includes the no-loss packet drop attribute.)
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However, if you explicitly configured the fcoe or the no-loss forwarding class by including

the set forwarding-classes class forwarding-class-name queue-num queue-number

statement at the [edit class-of-service] hierarchy level, then those forwarding classes

are no longer lossless, they are lossy. (They are lossy because explicit configuration in

releases earlier than JunosOSRelease 12.3didnot use theno-losspacket dropattribute.)

In Junos OS Release 12.3 and later, you must include the no-loss packet drop attribute

in explicit forwarding class configurations to configure a lossless forwarding class.

For example, before Junos OS Release 12.3, the following explicit configuration resulted

in a lossless forwarding class:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3

However, in Junos OS Release 12.3, this configuration is lossy because it does not include

the no-loss packet drop attribute. To preserve lossless behavior, after upgrading to Junos

OS Release 12.3, you need to add the no-loss drop attribute:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3 no-loss

Alternatively, you can delete the explicit configuration before you upgrade to Junos OS

Release 12.3 so that the system uses the default forwarding class, which is lossless:

user@switch# delete class-of-service forwarding-classes class fcoe queue-num 3

NOTE: The explicit configuration of other forwarding classes does not affect
the lossless (or lossy) state of the fcoe and no-loss forwarding classes,
because only the fcoe and no-loss forwarding classes were lossless
forwardingclassesbefore JunosOSRelease 12.3. For example, if youexplicitly
configured the best-effort forwarding class but you used the default fcoe
and no-loss forwarding classes in Junos OS Release 12.2, then when you
upgrade to Junos OS Release 12.3, the fcoe and no-loss forwarding classes
are still lossless (and the best-effort forwarding classes retains its explicit
configuration).

NOTE: Toachieve losslessbehavior for the trafficbelonging toany forwarding
class, youmust also use a CNP to enable PFC on the IEEE 802.1p priority
mapped to the forwardingclassandapply theCNPto the relevant interfaces,
and ensure that DCBX exchanges the protocol TLVs for the application with
the connected peer.

Configuration Rules and Recommendations

Keep inmind the followingconfiguration rulesand recommendationswhenyouconfigure

lossless traffic flows:
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• You can configure a maximum of six lossless forwarding classes (forwarding classes

with the no-loss packet drop attribute).

• All forwarding classes that youmap to the same queuemust have the same packet

drop attribute (all of the forwarding classes must be lossy, or all of the forwarding

classes must be lossless).

• You cannot configure flow control to pause amultidestination output queue. You can

configure PFC flow control only to pause unicast output queues.

• Forwarding classesmapped tomultidestination queues (queues 8 through 11) cannot

have the no-loss packet drop attribute. (Multidestination forwarding classes cannot

be configured as lossless forwarding classes.)

• Do not configure weighted random early detection (WRED) on lossless forwarding

classes. (Do not associate a drop profile with a forwarding class that has the no-loss

packet drop attribute.)

Related
Documentation

UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446•

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Buffer Configuration on page 5391

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Understanding PFC Functionality Across Layer 3 Interfaces on page 5465

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• Example: Configuring PFC Across Layer 3 Interfaces on page 5651

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685
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Understanding CoS IEEE 802.1p Priority Remapping on an FCoE-FC Gateway

When the QFX Series acts as an FCoE-FC gateway, it connects an Ethernet network that

carries Fibre Channel over Ethernet (FCoE) traffic to a Fibre Channel (FC) network.

Ethernet interfacesconnect to theFCoEnetwork.NativeFC interfaces (NP_Ports) connect

to the FC network.

FCoE traffic typically uses IEEE 802.1p priority 3 (code point 011). The QFX Series default

configuration maps priority 3 traffic to the FCoE forwarding class. If your FCoE network

uses priority 3 for FCoE traffic, you do not need to remap priorities, because the default

configuration maps priority 3 to the FCoE forwarding class. (But you do need to enable

PFC on IEEE802.1p code point 3 on the Ethernet interfaces to achieve lossless behavior.)

However, if the FCoE network uses a different IEEE 802.1p priority than priority 3 for FCoE

traffic, then you can use priority remapping to classify FCoE traffic into a lossless

forwarding class mapped to that priority (and classified to that priority on the FCoE

Ethernet interfaces in the ingress classifier). You specify the lossless forwarding class

used for the FCoE traffic by configuring a fixed classifier and applying it to the native FC

(NP_Port) interface. All traffic received from the FC SAN on that NP_Port interface is

classified into the forwarding class specified in the fixed classifier.

When native FC interfaces on the FCoE-FC gateway encapsulate incoming FC traffic in

Ethernet to create FCoE frames, by default they assign IEEE 802.1p code point 011 to the

FCoE traffic, forward the traffic internally to the gateway Ethernet interfaces, and then

forward the traffic to the FCoE network. Setting a rewrite value for the IEEE 802.1p code

point configures the gateway native FC interface to assign the rewrite value priority to

the FCoE frameswhen the native FC interface forwards the FCoE frames to the gateway

Ethernet interface. Instead of a priority of 3, the FCoE frames use the priority specified in

the rewrite value.

You can configure one rewrite value for each local FCoE-FC gateway fabric. All of the

native FC interfaces in a particular fabric must use the same rewrite value. Native FC

interfaces that belong to different FCoE-FC gateway fabrics can use different rewrite

values.

• Priority Remapping Configuration on page 5446

• Configuration Rules on page 5447

• Fate Sharing on page 5448

Priority Remapping Configuration

Native FC interfaces on an FCoE-FC gateway receive native FC traffic from the FC SAN

and encapsulate it in Ethernet to create FCoE frames. Priority remapping enables you to

map the encapsulated FC traffic (the FCoE traffic) to any IEEE 802.1p priority. (This is

similar to the rewrite rules you can configure to remap forwarding classes to code points

on Ethernet egress interfaces, but the rewrite takes place at the ingress FC interface so

that the QFX Series uses the correct priority for FCoE traffic on the converged Ethernet

network.)
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To support lossless traffic flows, youmust configure the remapped priority correctly on

the native FC interfaces and also on the Ethernet interfaces that connect to the FCoE

network. Achieving lossless behavior for FCoE traffic when you remap the FCoE priority

requires configuring:

• A lossless forwarding class for FCoE traffic (or using the default fcoe forwarding class)

• A behavior aggregate (BA) classifier on the FCoE Ethernet interfaces tomap the FCoE

forwarding class to the IEEE 802.1p code points (priority) used for FCoE traffic on the

FCoE network (the ingress classifier priority for the forwarding classmust be the same

as the rewrite value priority)

• A fixed classifier on the FCoE-FC gateway FC interface that maps all traffic from the

FC network into the lossless FCoE forwarding class (the forwarding class must be

lossless)

• Apriority rewrite value that remaps the IEEE802.1p codepoint on theFCoE-FCgateway

FC interface to the priority used for FCoE traffic on the FCoE network

• An input congestion notification profile (CNP) to enable priority-based flow control

(PFC)on theFCoEcodepoint (thecodepoint usedas the rewrite value)at theEthernet

ingress interfaces

The ingress and egress configurations must match to achieve lossless behavior. The

priority and the forwarding class specified in the BA classifier and in the CNP on the

Ethernet ingress interfaces must match the fixed classifier and rewrite value on the FC

interfaces.Youmust specify thesame losslessFCoE forwardingclass ineachconfiguration

and use the same IEEE 802.1p code point (priority) so that the FCoE traffic is properly

classified into flows and so that those flows receive lossless treatment.

For example, if you configure a lossless forwarding class namedmy_fcoe_fc and your

Ethernet network uses IEEE 802.1p priority 5 (code point 101) for FCoE traffic, then:

• The forwarding class configuration, the BA classifier, and the fixed classifier all specify

my_fcoe_fc as the forwarding class

• The BA classifier, the input CNP, and the rewrite value all specify the IEEE 802.1p code

point 101

Configuration Rules

The followingconfiguration rulesapplywhenyou remapprioritiesonanFCoE-FCgateway:

• EachnativeFC interface (NP_Port) supportsone IEEE802.1ppriority value.The interface

rewrites the IEEE802.1p codepoint of all incoming traffic on the interface to the rewrite

value. (The FC interface uses either the default value of 3 or the rewrite value for all

incoming traffic.)

• Ports in the same FCoE-FC gateway local fc-fabric must use the same rewrite value.

For example, if ports fc-0/0/0 and fc-0/0/1 are in the same local FCoE-FC gateway

fabric, theymust use the same rewrite value. If you attempt to commit a configuration

that uses different IEEE 802.1p priority rewrite values, the system returns a commit

error.
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• Ports in different FCoE-FC gateway local fc-fabrics can use different rewrite values.

An example scenario is:

• Interfaces fc-0/0/0 and fc-0/0/1 are in FCoE-FC gateway fc-fabricmy_fc_fab1.

• Interfaces fc-0/0/4 and fc-0/0/5 are in FCoE-FC gateway fc-fabricmy_fc_fab2.

In this scenario, interfaces fc-0/0/0 and fc-0/0/1 must use the same rewrite value

because they belong to the same local FC fabric on the gateway. Interfaces fc-0/0/4

and fc-0/0/5 also must use the same rewrite value because they belong to the same

local FC fabric. However, the rewrite value youuse for interfaces fc-0/0/0and fc-0/0/1

can be different than the rewrite value you use for interfaces fc-0/0/4 and fc-0/0/5

because the interfaces belong to different local FC fabrics.

• You can apply the rewrite value only to native FC interfaces; you cannot apply the

rewrite value configuration to Ethernet interfaces.

• The forwarding class specified in the fixed classifier on the native FC interface must

bea lossless forwardingclass. Youcannotapplya fixedclassifier toanativeFC interface

unless the associated forwarding class is lossless. (The forwarding class must be one

of the two default lossless forwarding classes, or youmust explicitly configure the

forwarding class with the no-loss drop attribute.)

• The lossless forwarding class and IEEE 802.1p priority configuration must match on

the FCoE-FC gateway native FC interfaces and Ethernet interfaces:

• The same IEEE802.1p priority (code point)must be enabled for PFC on the Ethernet

ingress interfaces, classified to the lossless forwarding class used in the native FC

interface fixed classifier, and set as the rewrite value on the native FC interfaces.

• The same lossless forwarding classmust be used in the fixed classifier on the native

FC interfaces and in the classifier configuration on the Ethernet interfaces.

Fate Sharing

To ensure that congestion on one interface does not affect the fate of traffic on a native

FC interface on which you remap priorities, avoid fate sharing (different traffic flows

receiving the same CoS treatment) configurations.

You can avoid fate sharing by ensuring that the remapping priority (code point) on the

native FC interface is classified only to the forwarding class used in the fixed classifier

on all other interfaces. For example, if you configure a fixed classifier on an FC interface

that classifies all of the traffic into lossless forwarding class myfcoe1 and remaps the

priority to priority 5 (IEEE802.1p code point 101), then in all other classifier configurations

on all other interfaces, priority 5 should always be classified to forwarding classmyfcoe1.

If you classify priority6onanother interface to forwarding classmyfcoe1, thencongestion

on priority 6 traffic affects priority 5 traffic unfairly.

Related
Documentation

Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427•

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631
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• Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

on page 5698

Understanding DCB Features and Requirements

Data center bridging (DCB) is a set of enhancements to the IEEE 802.1 bridge

specifications. DCBmodifies and extends Ethernet behavior to support I/O convergence

in thedata center. I/O convergence includesbut is not limited to the transport of Ethernet

LAN traffic and Fibre Channel (FC) storage area network (SAN) traffic on the same

physical Ethernet network infrastructure.

A converged architecture saves cost by reducing the number of networks and switches

required to support both types of traffic, reducing the number of interfaces required,

reducing cable complexity, and reducing administration activities.

The Juniper Networks QFX Series supports the DCB features required to transport

converged Ethernet and FC traffic while providing the class-of-service (CoS) and other

characteristics FC requires for transmitting storage traffic. To accommodate FC traffic,

DCB specifications provide:

• A flow control mechanism called priority-based flow control (PFC, described in

IEEE 802.1Qbb) to help provide lossless transport.

• Adiscovery andexchangeprotocol for conveying configurationandcapabilities among

neighbors to ensure consistent configuration across the network, called Data Center

Bridging Capability Exchange protocol (DCBX), which is an extension of Link Layer

Data Protocol (LLDP, described in IEEE 802.1AB).

• A bandwidthmanagementmechanism called enhanced transmission selection (ETS,

described in IEEE 802.1Qaz).

• Acongestionmanagementmechanismcalledquantizedcongestionnotification (QCN,

described in IEEE 802.1Qau).

The switch supports the PFC, DCBX, and ETS standards but does not support QCN. The

switch also provides the high-bandwidth interfaces (10-Gbpsminimum) required to

support DCB and converged traffic.

This topic describes the DCB standards and requirements the switch supports:

• Lossless Transport on page 5449

• ETS on page 5450

• DCBX on page 5451

Lossless Transport

FC traffic requires lossless transport (defined as no frames dropped because of

congestion). Standard Ethernet does not support lossless transport, but the DCB

extensions toEthernetalongwithproperbuffermanagementenableanEthernetnetwork

to provide the level of class of service (CoS) necessary to transport FC frames

encapsulated in Ethernet over an Ethernet network.
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This section describes these factors in creating lossless transport over Ethernet:

• PFC on page 5450

• Buffer Management on page 5450

• Physical Interfaces on page 5450

PFC

PFC is a link-level flow control mechanism similar to Ethernet PAUSE (described in

IEEE 802.3x). Ethernet PAUSE stops all traffic on a link for a period of time. PFC enables

you to divide traffic on a link into eight priorities and stop the traffic of a selected priority

without stopping the traffic assigned to other priorities on the link.

Pausing the traffic of a selected priority enables you to provide lossless transport for

traffic assigned that priority and at the same time use standard lossy Ethernet transport

for the rest of the link traffic.

Buffer Management

Buffer management is critical to the proper functioning of PFC, because if buffers are

allowed to overflow, frames are dropped and transport is not lossless.

For each lossless flow priority, the switch requires sufficient buffer space to:

• Store frames sent during the time it takes to send the PFC pause frame across the

cable between devices.

• Store the frames that are already on thewire when the sender receives the PFC pause

frame.

The propagation delay due to cable length and speed, as well as processing speed,

determines the amount of buffer space needed to prevent frame loss due to congestion.

The switch automatically sets the threshold for sending PFC pause frames to

accommodate delay from cables as long as 150meters (492 feet) and to accommodate

large frames that might be on the wire when the switch sends the pause frame. This

ensures that the switch sends pause frames early enough to allow the sender to stop

transmitting before the receive buffers on the switch overflow.

Physical Interfaces

The switch supports 10-Gbps, full-duplex interfaces. The switch enables DCB capability

only on 10-Gbps (or faster) Ethernet interfaces.

ETS

PFC divides traffic into up to eight separate streams (priorities, configured on the switch

as forwarding classes) on a physical link. ETS enables you tomanage the link bandwidth

by:

• Grouping the priorities into priority groups (configured on the switch as forwarding

class sets).

• Specifying the bandwidth available to each of the priority groups as a percentage of

the total available link bandwidth.
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• Allocating the bandwidth to the individual priorities in the priority group.

The available link bandwidth is the bandwidth remaining after servicing strict priority

flows.

Managing link bandwidth with ETS provides several advantages:

• There is uniformmanagement of all types of traffic on the link, both

congestion-managed traffic and standard Ethernet traffic.

• When a priority group does not use all of its allocated bandwidth, other priority groups

on the link can use that bandwidth as needed.

When a priority in a priority group does not use all of its allocated bandwidth, other

priorities in the group can use that bandwidth.

The result is better bandwidthutilization, becausepriorities that consist of bursty traffic

can share bandwidth during periods of low traffic transmission instead of consuming

their entire bandwidth allocation when traffic loads are light.

• You can assign traffic types with different service needs to different priorities so that

each traffic type receives appropriate treatment.

• Strict priority traffic retains its allocated bandwidth.

DCBX

DCB devices use DCBX to exchange configuration information with directly connected

peers (switches and endpoints such as servers). DCBX is an extension of LLDP. If you

disable LLDP on an interface, that interface cannot run DCBX. If you attempt to enable

DCBX on an interface on which LLDP is disabled, the configuration commit fails.

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.

You can configure DCBX operation for PFC, ETS, and for Layer 2 and Layer 4 applications

such as FCoE and iSCSI. DCBX is enabled or disabled on a per-interface basis.

Related
Documentation

Overview of Fibre Channel on the QFX Series on page 4786•

• Understanding FCoE on page 4799

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding DCBX on page 4905

• Understanding Fibre Channel Terminology on page 4895

• Example: Configuring CoS PFC for FCoE Traffic on page 4921
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Understanding DCBX

Data Center Bridging Capability Exchange protocol (DCBX) is an extension of Link Layer

Data Protocol (LLDP). If you disable LLDP on an interface, that interface cannot run

DCBX. If you attempt to enable DCBX on an interface on which LLDP is disabled, the

configuration commit operation fails. Data center bridging (DCB) devices use DCBX to

exchange configuration information with directly connected peers.

This topic describes:

• DCBX Basics on page 5452

• DCBXModes and Support on page 5453

• DCBX Attribute Types on page 5456

• DCBX Application Protocol TLV Exchange on page 5457

• DCBX and PFC on page 5458

• DCBX and ETS on page 5458

DCBX Basics

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.

You can configure DCBX operation for priority-based flow control (PFC), Layer 2 and

Layer 4 applications such as FCoE and iSCSI, and ETS. DCBX is enabled or disabled on

a per-interface basis.

By default, for PFC and ETS, DCBX automatically negotiates administrative state and

configuration with each interface’s connected peer. To enable DCBX negotiation for

applications, youmust configure the applications, map them to IEEE 802.1p code points

in an application map, and apply the application map to interfaces.

The FCoE application only needs to be included in an application map when you want

an interface toexchange type, length, andvalues (TLVs) for other applications in addition

to FCoE. If FCoE is the only application you want an interface to advertise, then you do

not need to use an application map. For ETS, DCBX pushes the switch configuration to

peers if theyare set to learn theconfiguration fromtheswitch (unless youdisable sending

the ETS recommendation TLV on interfaces in IEEE DCBXmode).

You can override the default behavior for PFC, for ETS, or for all applications mapped to

an interface by turning off autonegotiation to force an interface to enable or disable that

feature. You can also disable DCBX autonegotiation for applications on an interface by

excluding those applications from the application map you apply to that interface or by

deleting the application map from the interface.

The default autonegotiation behavior for applications that are mapped to an interface

is:
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• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

During negotiation of capabilities, the switch can push the PFC configuration to an

attached peer if the peer is configured as “willing” to learn the PFC configuration from

other peers. The Juniper Networks switch does not support self autoprovisioning and

doesnot change its configurationduringautonegotiation tomatch thepeer configuration.

(The Juniper switch is not “willing” to learn the PFC configuration from peers.)

NOTE: WhenaportwithDCBXenabledbegins to exchange type, length, and
value (TLV) entries, optional LLDP TLVs on that port are not advertised to
neighbors, so that the switch can interoperate with a wider variety of
convergednetworkadapters (CNAs)andLayer2switches thatsupportDCBX.

DCBXModes and Support

This section describes DCBX support on the QFX Series:

• DCBXModes (Versions) on page 5453

• Autonegotiation on page 5455

• CNA Support for DCBXModes on page 5456

• Interface Support for DCBX on page 5456

DCBXModes (Versions)

The QFX Series supports the twomost common DCBXmodes:

• IEEE DCBX—The newest DCBX version. Different TLVs have different subtypes (for

example, the subtype for the ETS configuration TLV is 9); the IEEE DCBX

Organizationally Unique Identifier (OUI) is 0x0080c2.

• DCBX version 1.01—The Converged Enhanced Ethernet (CEE) version of DCBX. It has

a subtype of 2 and an OUI of 0x001b21.

IEEE DCBX and DCBX version 1.01 differ mainly in frame format. DCBX version 1.01 uses

one TLV that includes all DCBX attribute information, which is sent as sub-TLVs. IEEE

DCBX uses a unique TLV for each DCB attribute.

NOTE: TheQFXSeries does not support pre-CEE (pre-DCB) DCBX versions.
Unsupported older versions of DCBX have a subtype of 1 and an OUI of
0x001b21. The QFX Series drops LLDP frames that contain pre-CEE DCBX
TLVs.

Table378onpage4907summarizes thedifferencesbetween IEEEDCBXandDCBXversion

1.01, including show command output:
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Table 494: Summary of Differences Between IEEE DCBX and DCBX
Version 1.01

DCBX Version 1.01IEEE DCBXCharacteristic

0x001b210x0080c2OUI

Sends one TLV that includes all
DCBX attribute information
organized in sub-TLVs. The
“willing” bit determines whether
or not an interface can change its
configuration to match the
connected peer.

Sends a separate, unique TLV for
each DCBX attribute. For
example, IEEE DCBX uses
separate TLVs for ETS, PFC, and
each application. Configuration
and Recommendation
information is sent in different
TLVs

Frame Format

Symmetric onlyAsymmetric or symmetricSymmetric/asymmetric
configuration with peer

• Synchronization information is
shown because symmetric
configuration is required.

• Operational state information
is shown because the
operational states do have to
be symmetric.

• TLV type is not shownbecause
oneTLV is used for all attribute
information.

• Recommendation TLV is not
sent (DCBX Version 1.01 uses
the “willing” bit to determine
whether or not an interface
uses the peer interface
configuration).

• Synchronization information is
not shownbecause symmetric
configuration is not required.

• Operational state information
is not shown because the
operational states do not have
to be symmetric.

• TLV type is shown because
unique TLVs are sent for each
DCBX attribute.

• ETS peer Configuration TLV
and Recommendation TLV
information is shown
separately because they are
different TLVs.

Differences in the show
dcbx interface
interface-name
operational command

For more information about how each DCBXmode exchanges TLVs, see the following

specifications:

• For DCBX version 1.01—

http://www.ieee802.org/1/files/public/docs2008/az-wadekar-dcbx-capability-exchange-discovery-protocol-1108-v1.01.pdf

• For IEEE DCBX—http://www.ieee802.org/1/files/private/az-drafts/d2/802-1az-d2-4.pdf

NOTE: As of Junos OS Release 12.2, this document is located in a private
area of the IEEE website, and access requires a password from the IEEE
organization. If youarenotan IEEEmember, youmightnotbeable toaccess
this document until it moves to the public area of the IEEE website.

You can configure interfaces to use the following DCBXmodes:

• IEEE DCBX—The interface uses IEEE DCBX regardless of the configuration on the

connected peer.

Copyright © 2014, Juniper Networks, Inc.5454

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://www.ieee802.org/1/files/public/docs2008/az-wadekar-dcbx-capability-exchange-discovery-protocol-1108-v1.01.pdf
http://www.ieee802.org/1/files/private/az-drafts/d2/802-1az-d2-4.pdf


• DCBXversion 1.01—The interfaceusesDCBXversion 1.01 regardlessof theconfiguration

on the connected peer.

• Autonegotiation—The interface automatically negotiates with the connected peer to

determine theDCBX version the peers use. Autonegotiation is the default DCBXmode.

If you configure a DCBXmode on an interface, the interface ignores DCBX protocol data

units (PDUs) it receives from the connected peer if the PDUs do not match the DCBX

version configured on the interface. For example, if you configure an interface to use IEEE

DCBX and the connected peer sends DCBX version 1.01 LLDPPDUs, the interface ignores

the version 1.01 PDUs. If you configure an interface to use DCBX version 1.01 and the peer

sends IEEE DCBX LLDP PDUs, the interface ignores the IEEE DCBX PDUs.

NOTE: On interfaces that use the IEEE DCBXmode, the showdcbx neighbors

interface interface-name operational command does not include application,

PFC, or ETS operational state in the output.

Autonegotiation

Autonegotiation is the default DCBXmode. Each interface automatically negotiateswith

its connected peer to determine the DCBX version that both interfaces use to exchange

DCBX information.

When an interface connects to its peer interface, the interface advertises IEEE DCBX

TLVs to the peer. If the interface receives one IEEEDCBXPDU from the peer, the interface

sets the DCBXmode as IEEE DCBX. If the interface receives three DCBX version 1.01 TLVs

from the peer, the interface sets DCBX version 1.01 as the DCBXmode.

Autonegotiation works slightly differently on QFX3500 switches and QFabric systems:

• QFX3500 switch—When an interface connects to its peer interface, the interface

advertises IEEE DCBX TLVs to the peer. If the interface receives an IEEE DCBX TLV

from thepeer, the interface sets IEEEDCBXas theDCBXmode. If the interface receives

threeconsecutiveDCBXversion 1.01TLVs fromthepeer, the interface setsDCBXversion

1.01 as the DCBXmode.

• QFabric system—When an interface connects to its peer interface, the interface

advertises DCBX version 1.01 TLVs to the peer. If the interface receives an IEEE DCBX

TLVs from the peer, the interface sets IEEE DCBX as the DCBXmode. If the interface

receives three consecutive DCBX version 1.01 TLVs from the peer, the interface retains

DCBX version 1.01 as the DCBXmode.

NOTE: If the link flaps or the LLDP process restarts, the interface starts the
autonegotiation process again. The interface does not use the last received
DCBX communicationmode.

5455Copyright © 2014, Juniper Networks, Inc.

Chapter 62: Overview



CNA Support for DCBXModes

Different CNA vendors support different versions and capabilities of DCBX. The DCBX

configuration you use on QFX Series interfaces depends on the DCBX features that the

CNAs in your network support.

Interface Support for DCBX

You can configure DCBX on 10-Gigabit Ethernet interfaces and on link aggregation group

(LAG) interfaces whosemember interfaces are all 10-Gigabit Ethernet interfaces.

DCBXAttribute Types

DCBX has three attribute types:

• Informational—These attributes are exchanged using LLDP, but do not affect DCBX

state or operation; they only communicate information to the peer. For example,

application priority TLVs are informational TLVs.

• Asymmetric—The values for these types of attributes do not have to be the same on

theconnectedpeer interfaces.Peersexchangeasymmetricattributeswhentheattribute

values candiffer on eachpeer interface. Thepeer interface configurationsmightmatch

or they might differ. For example, ETS Configuration and Recommendation TLVs are

asymmetric TLVs.

• Symmetric—The intention is that the values for these types of attributes should be the

same on both of the connected peer interfaces. Peer interfaces exchange symmetric

attributes to ensure symmetric DCBX configuration for those attributes. For example,

PFC Configuration TLVs are symmetric TLVs.

The following sections describe asymmetric and symmetric DCBX attributes:

• Asymmetric Attributes on page 5456

• Symmetric Attributes on page 5457

Asymmetric Attributes

DCBXpassesasymmetricattributesbetweenconnectedpeer interfaces tocommunicate

parameter information about those attributes (features). The resulting configuration for

anattributemightbedifferentoneachpeer, so theparametersconfiguredonone interface

might not match the parameters on the connected peer interface.

There are two types of asymmetric attribute TLVs:

• Configuration TLV—Configuration TLVs communicate the current operational state

and the state of the “willing” bit. The “willing” bit communicates whether or not the

interface is willing to accept and use the configuration from the peer interface. If an

interface is “willing,” the interface uses the configuration it receives from the peer

interface. (The peer interface configuration can override the configuration on the

“willing” interface.) If an interface is “not willing”, the configuration on the interface

cannot be overridden by the peer interface configuration.

• Recommendation TLV—Recommendation TLVs communicate the parameters the

interface recommends that theconnectedpeer interface shoulduse.Whenan interface
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sends a Recommendation TLV, if the connected peer is “willing,” the connected peer

changes its configuration to match the parameters in the Recommendation TLV.

Symmetric Attributes

DCBX passes symmetric attributes between connected peer interfaces to communicate

parameter information about those attributes (features), with the objective that both

interfaces shoulduse thesameconfiguration.The intent is that theparameters configured

on one interface should match the parameters on the connected peer interface.

There is one type of symmetric attribute TLV, the Configuration TLV. As with asymmetric

attributes, symmetric attribute Configuration TLVs communicate the current operational

stateand thestateof the “willing”bit. “Willing” interfacesuse thepeer interfaceparameter

values for theattribute. (Theattributeconfigurationof thepeeroverrides theconfiguration

on the “willing” interface.)

DCBXApplication Protocol TLV Exchange

DCBX advertises the switch’s capabilities for Layer 2 applications such as FCoE and

Layer 4 applications such as iSCSI:

• Application Protocol TLV Exchange on page 5457

• FCoE Application Protocol TLV Exchange on page 5457

• Disabling Application Protocol TLV Exchange on page 5458

Application Protocol TLV Exchange

For all applications, DCBXadvertises the application’s state and IEEE802.1p code points

on the interfaces to which the application is mapped. If an application is not mapped to

an interface, that interfacedoesnotadvertise theapplication’sTLVs. There is anexception

for FCoE application protocol TLV exchangewhen FCoE is the only application youwant

DCBX to advertise on an interface.

FCoE Application Protocol TLV Exchange

Protocol TLV exchange for the FCoE application depends on whether FCoE is the only

application you want the interface to advertise or whether you want the interface to

exchange other application TLVs in addition to FCoE TLVs.

If FCoE is the only application you want DCBX to advertise on an interface, DCBX

exchanges FCoE application protocol TLVs by default if the interface:

• Carries FCoE traffic (trafficmappedbyCoSconfiguration to theFCoE forwarding class)

• HasacongestionnotificationprofilewithPFCenabledon theFCoEpriority (IEEE802.1p

code point)

• Does not have an application map

NOTE: If no CoS configuration for FCoE is mapped to an interface, that
interface does not exchange FCoE application protocol TLVs.
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If you want DCBX to advertise FCoE and other applications on an interface, youmust

specify all of the applications, including FCoE, in an application map, and apply the

application map to the desired interfaces.

NOTE: If an applicationmap is applied to an interface, the FCoE application
must be explicitly configured in the applicationmap, or the interface does
not exchange FCoE TLVs.

WhenDCBXadvertises theFCoEapplication, it advertises theFCoEstateand IEEE802.1p

code points. If a peer device connected to a switch interface does not support FCoE,

DCBX uses autonegotiation to mark the interface as “FCoE down,” and FCoE is disabled

on that interface.

Disabling Application Protocol TLV Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

DCBX and PFC

After you enable PFC on a switch interface, DCBX uses autonegotiation to control the

operational state of the PFC functionality.

If the peer device connected to the interface supports PFC and is provisioned compatibly

with the switch, DCBX sets the PFC operational state to enabled. If the peer device

connected to the interface does not support PFC or is not provisioned compatibly with

the switch, DCBX sets the operational state to disabled. (PFCmust be symmetrical.)

If the peer advertises that it is “willing” to learn its PFC configuration from the switch,

DCBX pushes the switch’s PFC configuration to the peer and does not check the peer’s

administrative state.

You canmanually override DCBX control of the PFC operational state on a per-interface

basis by disabling autonegotiation. If you disable autonegotiation on an interface on

which you have configured PFC, then PFC is enabled on that interface regardless of the

peer configuration. TodisablePFConan interface, donot configurePFCon that interface.

DCBX and ETS

This section describes:

• Default DCBX ETS Advertisement on page 5459

• ETS Advertisement and Peer Configuration on page 5459

• ETS Recommendation TLV on page 5459
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Default DCBX ETS Advertisement

If you do not configure ETS on an interface, the switch automatically creates a default

priority group that contains all of the priorities (forwarding classes, which represent

output queues) and assigns 100 percent of the port output bandwidth to that priority

group. The default priority group is transparent. It does not appear in the configuration

and is used for DCBX advertisement. DCBX advertises the default priority group, its

priorities, and the assigned bandwidth.

If you configure ETS on an interface, DCBX advertises:

• Each priority group on the interface

• The priorities in each priority group

• The bandwidth properties of each priority group and priority

Any priority on that interface that is not part of an explicitly configured priority group

(forwarding class set) is assigned to the automatically generated default priority group

and receives no bandwidth. If you configure ETS on an interface, every forwarding class

(priority) on that interface for which you want to forward traffic must belong to a

forwarding class set (priority group).

ETS Advertisement and Peer Configuration

DCBX does not control the switch’s ETS (hierarchical scheduling) operational state. If

the connectedpeer is configuredas “willing,”DCBXpushes the switch’s ETSconfiguration

to the switch’s peers if theETSRecommendationTLV is enabled (it is enabledbydefault).

If the peer does not support ETS or is not consistently provisionedwith the switch, DCBX

does not change the ETS operational state on the switch. The ETS operational state

remainsenabledordisabledbasedonlyon theswitchhierarchical schedulingconfiguration

and is enabled by default.

When ETS is configured, DCBX advertises the priority groups, the priorities in the priority

groups, and thebandwidth configuration for thepriority groups andpriorities. Any priority

(essentially a forwarding class or queue) that is not part of a priority group has no

scheduling properties and receives no bandwidth.

You canmanually override whether DCBX advertises the ETS state to the peer on a

per-interface basis by disabling autonegotiation. This does not affect the ETS state on

the switch or on the peer , but it does prevent the switch from sending the

Recommendation TLV or the Configuration TLV to the connected peer. To disable ETS

on an interface, do not configure priority groups (forwarding class sets) on the interface.

ETS Recommendation TLV

The ETS Recommendation TLV communicates the ETS settings that the switch wants

the connected peer interface to use. If the peer interface is “willing,” it changes its

configuration to match the configuration in the ETS Recommendation TLV. By default,

the switch interfaces send the ETS Recommendation TLV to the peer. The settings

communicatedare theegressETSsettingsdefinedbyconfiguringhierarchical scheduling

on the interface.
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We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV by including the no-recommendation-tlv statement at the

[edit protocolsdcbx interface interface-nameenhanced-transmission-selection]hierarchy

level.

NOTE: You can disable the ETS Recommendation TLV only when the DCBX
mode on the interface is IEEE DCBX. Disabling the ETS Recommendation
TLV has no effect if the DCBXmode on the interface is DCBX version 1.01.
(IEEE DCBX uses separate application attribute TLVs, but DCBX version 1.01
sends all application attributes in the same TLV and uses sub-TLVs to
separate the information.)

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

For example, if you want a CNA connected to a switch interface to have different

bandwidth allocations than the switch ETS configuration, you can disable the ETS

Recommendation TLV and configure the CNA for the desired bandwidth. The switch

interface and theCNAexchange configuration parameters, but theCNAdoes not change

its configuration to match the switch interface configuration.

Related
Documentation

Understanding DCBX Application Protocol TLV Exchange on page 4915•

• Understanding DCB Features and Requirements on page 4795

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding FCoE on page 4799

• Configuring the DCBXMode on page 5075

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929
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Understanding DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers. DCBX also advertises the capabilities of

applications on interfaces by exchanging application protocol information through

application type, length, and value (TLV) elements. DCBX is an extension of Link Layer

Discovery Protocol (LLDP). LLDPmust remain enabled on every interface on which you

want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

Setting up application protocol exchange consists of:

• Defining applications

• Mapping the applications to IEEE 802.1p code points in an application map

• Configuring classifiers to prioritize incoming traffic andmap the incoming traffic to the

application by the traffic code points

• Applying the application maps and classifiers to interfaces

You need to explicitly define the applications that you want an interface to advertise.

The FCoE application is a special case (see “Applications” on page 4915) and only needs

to be defined on an interface if you want DCBX to exchange application protocol TLVs

for other applications in addition to FCoE on that interface.

You also need to explicitly map all defined applications that you want an interface to

advertise to IEEE 802.1p code points in an application map. The FCoE application is a

special case (see “Application Maps” on page 4916) and only requires inclusion in an

applicationmapwhenyouwantan interface touseDCBXforotherapplications inaddition

to FCoE, as described later in this topic.

This topic describes:

• Applications on page 5461

• Application Maps on page 5462

• Classifying and Prioritizing Application Traffic on page 5463

• Enabling Interfaces to Exchange Application Protocol Information on page 5464

• Disabling DCBX Application Protocol Exchange on page 5464

Applications

Before an interface can exchange application protocol information, you need to define

the applications that you want to advertise, except FCoE if FCoE is the only application

that you want the interface to advertise.
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NOTE: If FCoE is the only application that youwant DCBX to advertise on an
interface, DCBX exchanges FCoE application protocol TLVs by default if the
interface:

• Carries FCoE traffic (traffic mapped by CoS configuration to the FCoE
forwarding class and applied to the interface)

• Hasa congestion notificationprofilewithPFCenabledon the FCoEpriority
(IEEE 802.1p code point)

• Does not have an applicationmap

If you apply an applicationmap to an interface, then all applications that you
want DCBX to advertise must be defined and configured in the application
map, including the FCoE application.

If no CoS configuration for FCoE is mapped to an interface, that interface
does not exchange FCoE application protocol TLVs.

You can define:

• Layer 2 applications by EtherType

• Layer 4 applications by a combination of protocol (TCP or UDP) and destination port

number

The EtherType is a two-octet field in the Ethernet frame that denotes the protocol

encapsulated in the frame. For a list of common EtherTypes, see

http://standards.ieee.org/develop/regauth/ethertype/eth.txt on the IEEE standards

organizationwebsite. For a list of port numbers and protocols, see the Service Name and

Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

on the Internet Assigned Numbers Authority (IANA) website.

Youmust explicitly define each application that youwant to advertise, except FCoE. The

FCoE application is defined by default (EtherType 0x8906).

ApplicationMaps

An application mapmaps defined applications to one or more IEEE 802.1p code points.

Each application map contains one or more applications. DCBX includes the configured

application code points in the protocol TLVs exchanged with the connected peer.

To exchange protocol TLVs for an application, youmust include the application in an

application map. The FCoE application is a special case:

• If youwantDCBX to exchange application protocol TLVs formore thanoneapplication

on a particular interface, youmust configure the applications, define an application

map tomap the applications to code points, and apply the application map to the

interface. In this case, youmust also define the FCoE application and add it to the

application map.
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This is the same process and treatment required for all other applications. In addition,

for DCBX to exchange FCoE application TLVs, youmust enable priority-based flow

control (PFC) on the FCoE priority (the FCoE IEEE 802.1p code point) on the interface.

• If FCoE is the only application that you want DCBX to advertise on an interface, then

youdonotneed toconfigureanapplicationmapandapply it to the interface.Bydefault,

when an interface has no applicationmap, and the interface carries traffic mapped to

the FCoE forwarding class, and PFC is enabled on the FCoE priority, the interface

advertises FCoE TLVs (autonegotiation mode). DCBX exchanges FCoE application

protocol TLVs by default until you apply an application map to the interface, remove

the FCoE traffic from the interface (you can do this by removing the or editing the

classifier for FCoE traffic), or disable PFC on the FCoE priority.

If you apply an application map to an interface that did not have an application map

andwasexchangingFCoEapplicationTLVs,andyoudonot include theFCoEapplication

in the applicationmap, the interface stops exchanging FCoE TLVs. Every interface that

has an application mapmust have FCoE included in the application map (and PFC

enabled on the FCoE priority) in order for DCBX to exchange FCoE TLVs.

Mapping an application to code points does two things:

• Maps incoming traffic with the same code points to that application

• Allows you to configure classifiers thatmap incoming application traffic, by codepoint,

to a forwarding class and a loss priority, in order to apply class of service (CoS) to

application traffic and prioritize application traffic

You apply an application map to an interface to enable DCBX application protocol

exchange on that interface for each application specified in the application map. All of

the applications that you want an interface to advertise must be configured in the

application map that you apply to the interface, with the previously noted exception for

the FCoE application when FCoE is the only application for which you want DCBX to

exchange protocol TLVs on an interface.

Classifying and Prioritizing Application Traffic

When traffic arrives at an interface, the interface classifies the incoming traffic based on

its code points. Classifiersmap code points to loss priorities and forwarding classes. The

loss priority prioritizes the traffic. The forwarding class determines the traffic output

queue and CoS service level.

When youmap an application to an IEEE 802.1p code point in an application map and

apply the applicationmap to an interface, incoming traffic on the interface thatmatches

the application code points is mapped to the appropriate application. The application

receives the loss priority and theCoSassociatedwith the forwarding class for those code

points, and is placed in the output queue associated with the forwarding class.

You can use the default classifier or you can configure a classifier tomap the application

code points defined in the application map to forwarding classes and loss priorities.
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Enabling Interfaces to Exchange Application Protocol Information

Each interface with the fcoe forwarding class and PFC enabled on the FCoE code point

is enabled forFCoEapplicationprotocol exchangebydefault until youapplyanapplication

map to the interface. If you apply an application map to an interface and you want that

interface to exchange FCoE application protocol TLVs, youmust include the FCoE

application in the application map. (In all cases, to achieve lossless transport, you must

also enable PFC on the FCoE code point or code points.)

Except when FCoE is the only protocol you want DCBX to advertise on an interface,

interfaces on which you want to exchange application protocol TLVsmust include the

following two items:

• The application map that contains the application(s)

• A classifier

NOTE: Youmust also enable PFC on the code point of any traffic for which
you want to achieve lossless transport.

Disabling DCBX Application Protocol Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

sending the enhanced transmission selection (ETS) Recommendation TLV to the peer

if you want an asymmetric ETS configuration between the peers.

Related
Documentation

Understanding DCBX on page 4905•

• Understanding CoS Classifiers on page 5334

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929
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• Example: Configuring Unicast Classifiers on page 5495

QFX5100 Switches Only

• Understanding PFC Functionality Across Layer 3 Interfaces on page 5465

Understanding PFC Functionality Across Layer 3 Interfaces

Priority-based flowcontrol (PFC)allowsyou to select traffic flowswithina linkandpause

them, so that the output queues associated with the flows do not overflow and drop

packets. (PFC ismoregranular thanEthernetPAUSE,whichpausesall traffic onaphysical

link.) PFC helps you configure lossless transport for traffic flows across a data center

bridging network.

However, youmight want to create a traffic flow that losslessly traverses the Layer 2

datacenterbridgingnetworkandalso losslessly traversesaLayer 3network that connects

Ethernet hosts in different Layer 2 networks. On aQFX5100 switch running the Enhanced

Layer 2Software (ELS)CLI, in addition to configuringPFConLayer 2 (bridging) interfaces,

you can configure PFC on traffic that traverses Layer 3 interfaces. This enables you to

preserve the lossless characteristics that PFC provides on traffic, even when the traffic

crosses Layer 3 interfaces that connect two Layer 2 networks.

PFC works the same way across Layer 3 interfaces as it works across Layer 2 interfaces.

When an output queue buffer reaches a certain fill level threshold, the switch sends a

PFC pausemessage to the connected peer to pause transmission of the traffic onwhich

PFC is enabled. Pausing the incoming traffic prevents the queue buffer from overflowing

and dropping packets, just as on Layer 2 interfaces. When the queue buffer fill level

decreases below a certain threshold, the interface sends amessage to the connected

peer to restart traffic transmission.

Although PFC is a data center bridging technology, PFC also works on Layer 3 interfaces

because PFC operates at the queue level. When you use an IEEE 802.1p classifier to

classify incoming traffic (map incoming traffic to a forwarding class and a loss priority

based on the IEEE 802.1p code point in the Ethernet frame header) and you enable PFC

on the appropriate priority (IEEE 802.1p code point), PFC works on Layer 2 and Layer 3

interfaces.

NOTE: Lossless trafficonLayer3 interfacesmustusean IEEE802.1pclassifier
to classify incoming traffic, because PFC does not use DSCP or DSCP IPv6
codepoints to identify traffic for flowcontrol. PFC cannot pause traffic flows
unless the incoming traffic is classified by an IEEE 802.1p classifier. Do not
apply aDSCP (or aDSCP IPv6) classifier to Layer 3 traffic onwhich youwant
to enable PFC.

Because PFC functionality relies on themapping (classifying) of traffic to IEEE 802.1p

codepoints andonenablingPFCon the correct codepoint(s) at each interface, youmust

ensure that incoming traffic has the correct 3-bit IEEE 802.1p code point (priority) in the
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priority code point (PCP) field of the Ethernet frame header (sometimes known as the

CoS bits).

NOTE: Layer 3 interfaces do not support FCoE traffic. FCoE traffic must use
Layer 2 interfaces and cannot use Layer 3 interfaces. Therefore, you cannot
enable PFC on FCoE traffic across Layer 3 interfaces.

Figure Figure 198 on page 5466 shows a topology in which two Ethernet hosts in Layer 2

networks communicate across a Layer 3 network, with PFC enabled on all of the Layer

2 and Layer 3 switch interfaces.

Figure 198: Enabling PFC Across Layer 3 Interface Hops

The Ethernet host-facing interfaces (xe-0/0/20 and xe-0/0/21 on both switches) and

the Layer 3 network-facing interfaces (interfaces xe-0/0/40 and xe-0/0/41 on both

switches) requiredifferent interfaceconfigurations toenablePFCon theLayer3 interfaces.

In addition, the class of service (CoS) for each interface must be configured correctly,

including enabling PFC on the traffic that you want to treat as lossless traffic:

Ethernet-host facing interfaces (xe-0/0/20 and xe-0/0/21) require the following

configuration:

• Set interfaces as family ethernet-switching

• Set the interface mode as trunk mode

• Create VLANs to carry the traffic

• Create IRB interfaces toplace the Layer 2VLAN traffic on Layer 3 for transport between

IP networks

• Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding

class, based on the IEEE 802.1p code point

• Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p

code point of the traffic that you want treat as lossless traffic

• Apply the classifier and the CNP to the Layer 2 interfaces

• Configure CoS: lossless forwarding classes, hierarchical port scheduling (also known

as enhanced transmission selection) and apply it to the Layer 2 interfaces
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Layer 3 IP network-facing interfaces (xe-0/0/40 and xe-0/0/41) require the following

configuration:

• Set interfaces as family inet

• Set VLAN tagging on the interfaces

• Create VLANs to carry the traffic

• Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding

class, basedon the IEEE802.1p codepoint (do not use aDSCPorDSCP IPv6 classifier)

• Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p

code point of the traffic that youwant treat as lossless traffic on the Layer 3 interfaces

• Apply the IEEE 802.1p classifier and the CNP to the Layer 3 interfaces

• Configure CoS: lossless forwarding classes, hierarchical port scheduling (enhanced

transmission selection) and apply it to the Layer 3 interfaces

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.

When you configure the Layer 2 and Layer 3 interfaces correctly, the switch enables PFC

on the traffic betweenEthernetHost 1 andEthernetHost 2across theentirepathbetween

the two hosts. If any output queue in the path on which PFC is enabled experiences

congestion, PFC pauses the traffic and prevents packet loss for the flow.

Related
Documentation

Example: Configuring PFC Across Layer 3 Interfaces on page 5651•

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Classifiers on page 5334

• Understanding CoS Forwarding Classes on page 5354

• Understanding Routed VLAN Interfaces on page 1409 (Topic also applies to IRB

interfaces.)

QFX3500 andQFX3600 Virtual Chassis Only

• CoS on QFX Series Virtual Chassis Switch Ports on page 5468
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CoS onQFX Series Virtual Chassis Switch Ports

QFXSeriesVirtual Chassis devices have access ports to connect to external peer devices,

just as other QFX Series devices have access ports. QFX Series Virtual Chassis devices

also have Virtual Chassis ports (VCPs) to interconnect members of the Virtual Chassis,

in a similar way that QFabric system Node devices have fabric (fte) ports to connect to

the QFabric system Interconnect device. VCPs are not used for external access.

Class of service (CoS) on Virtual Chassis access ports is the same as CoS on other QFX

Series device access ports, except for shared buffer settings. However, CoS on VCPs

differs in several ways from CoS on QFabric system Node device fabric ports.

This topic describes CoS support on Virtual Chassis access interfaces and on VCPs:

• Access Interface CoS Support on page 5468

• VCP Interface CoS Support on page 5470

• CPU-Generated Host Outbound Traffic on page 5472

Access Interface CoS Support

CoSonVirtual Chassis access interfaces is the sameasCoSonQFXSeries device access

interfaces, except for shared buffer settings. The documentation for QFX Series CoS on

access interfaces applies to Virtual Chassis access interfaces, except someof the shared

buffer documentation.

• Similarities in CoS Support on Virtual Chassis Access Interfaces and Other QFX Series

Access Interfaces on page 5469

• Differences in CoS Support on Virtual Chassis Access Interfaces andOther QFX Series

Access Interfaces on page 5470
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Similarities in CoS Support on Virtual Chassis Access Interfaces and Other QFX Series
Access Interfaces

Virtual Chassis access interfaces support the following CoS features in the sameway as

other QFX Series device access interfaces:

• Forwarding classes—The default forwarding classes, queuemapping, and packet drop

attributes (Table 495 on page 5469) are the same as on other QFX Series access

interfaces:

Table 495: Default Forwarding Class Configuration

DefaultPacketDropAttribute
Default Queue
MappingDefault Forwarding Class

drop0best-effort (be)

no-loss3fcoe

no-loss4no-loss

drop7network-control (nc)

drop8mcast

• Packet classification—Classifier default settings and configuration are the same as on

other QFX Series access interfaces. Support for behavior aggregate, multifield,

multidestination, and fixed classifiers is the same as on other QFX Series access

interfaces.

• Enhanced transmission selection (ETS)—This data center bridging (DCB) feature that

supports hierarchical scheduling has the same defaults and user configuration as on

other QFX Series access interfaces, including forwarding class set (priority group) and

traffic control profile configuration.

• Priority-based flow control (PFC)—This DCB feature that supports lossless transport

has the samedefaults anduser configuration as onotherQFXSeries access interfaces,

including support for six lossless priorities (forwarding classes).

• Ethernet PAUSE—This feature has the same defaults and configuration as on other

QFX Series access interfaces.

• Queue scheduling—This feature has the same defaults, configuration, and

scheduler-to-forwarding-class mapping as on other QFX Series access interfaces.

Queue scheduling is a subset of hierarchical scheduling.

• Priority group (forwarding class set) scheduling—This feature has the same defaults

and configuration as on other QFX Series access interfaces. Priority group scheduling

is a subset of hierarchical scheduling.

• Tail-drop profiles—This feature has the same defaults and configuration as on other

QFX Series access interfaces.
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• Code-point aliases—This feature has the same defaults and configuration as on other

QFX Series access interfaces.

• Rewrite rules—As on other QFX Series access interfaces, there are no default rewrite

rules applied to egress traffic.

• Host outbound traffic—This feature has the same defaults and configuration as on

other QFX Series access interfaces.

Differences in CoS Support on Virtual Chassis Access Interfaces and Other QFX Series
Access Interfaces

The default shared buffer settings and theway inwhich you configure shared buffers are

the same on Virtual Chassis access interfaces as on other QFX Series device access

interfaces. The difference is that on Virtual Chassis access interfaces, the shared buffer

configuration is global and applies to all access ports on all members of the Virtual

Chassis. (OnotherQFXSeriesdeviceaccess interfaces, youcanconfiguredifferentbuffer

settings on different standalone systems or on different QFabric system Node devices.)

You cannot configure different shared buffer settings for different Virtual Chassis

members. All members of a Virtual Chassis use the same shared buffer configuration.

VCP Interface CoS Support

CoS on the VCP interfaces that connect the Virtual Chassis members is similar to CoS

on the fabric interfaces of QFabric systemNode devices, but there are several important

differences:

• Similarities in CoS Support on VCP Interfaces andQFabric SystemNode Device Fabric

Interfaces on page 5470

• Differences in CoSSupport on VCP Interfaces andQFabric SystemNodeDevice Fabric

Interfaces on page 5471

Similarities in CoS Support on VCP Interfaces and QFabric SystemNode Device Fabric
Interfaces

VCP interfaces support full hierarchical scheduling (ETS). ETS includes the following

CoS features. VCP interfaces support no other CoS features.

• Creating forwarding class sets (priority groups) andmapping forwarding classes to

forwarding class sets.

• Scheduling individual output queues. The scheduler defaults and configuration are the

same as the scheduler on access interfaces.

• Scheduling priority groups (forwarding class sets) using a traffic control profile. The

defaults and configuration are the same as on access interfaces.

NOTE: You cannot attach classifiers, congestion notification profiles, or
rewrite rules to VCP interfaces. Also, you cannot configure buffer settings on
VCP interfaces. Similar to fabric interfaces on QFabric systemNode devices,
you can only attach forwarding class sets and traffic control profiles to VCP
interfaces.
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The behavior of lossless traffic across 40-Gigabit VCP interfaces is the same as the

behavior of lossless traffic across QFabric system Node device fabric ports. The system

automatically enables flowcontrol for lossless forwardingclasses (priorities). The system

dynamically calculates buffer headroom that is allocated from the global

lossless-headroom buffer for the lossless forwarding classes on each 40-Gigabit VCP

interface. If there is not enough global lossless-headroom buffer space to support the

number of lossless flows on a 40-Gigabit VCP interface, the system generates a syslog

message.

NOTE: After you configure lossless transport on a Virtual Chassis, check the
syslogmessages to ensure that there is sufficient buffer space to support
the configuration.

NOTE: If you break out a 40-Gigabit VCP interface into 10-Gigabit VCP
interfaces, lossless transport is not supported on the 10-Gigabit VCP
interfaces. Lossless transport is supportedonlyon40-GigabitVCP interfaces.
(10-Gigabit access interfaces support lossless transport.)

Differences in CoS Support on VCP Interfaces and QFabric SystemNode Device Fabric
Interfaces

Althoughmost of the CoS behavior on VCP interfaces is similar to CoS behavior on the

fabric ports of QFabric system Node devices, there are some important differences:

• Hierarchical scheduling (queue and priority group scheduling)—On QFabric system

Node device fabric interfaces, you can apply a different hierarchical scheduler (traffic

control profile) todifferentpriority groups (forwardingclass sets)ondifferent interfaces.

However, on VCP interfaces, the schedulers that you apply to priority groups are global

toall VCP interfaces.Onehierarchical scheduler controls scheduling for apriority group

on all VCP interfaces.

You attach a scheduler to VCP interfaces using the global identifier (vcp-*) for VCP

interfaces. For example, if you want to apply a traffic control profile (traffic control

profiles contain both queue and priority group scheduling configuration) named

vcp-hpc-tcp to a forwarding class set named vcp-hpc-fcset, you include the following

statement in the configuration:

[edit]
user@switch# set class-of-service interfaces vcp-* forwarding-class-set vcp-hpc-fcset
output-traffic-control-profile vcp-hpc-tcp

The system applies the hierarchical scheduler vcp-hpc-tcp to the traffic mapped to

the priority group vcp-hpc-fcset on all VCP interfaces.

• You cannot attach classifiers, congestion notification profiles, or rewrite rules to VCP

interfaces. Also, you cannot configure buffer settings on VCP interfaces. Similar to

QFabric system Node device fabric interfaces, you can only attach forwarding class

sets and traffic control profiles to VCP interfaces.
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• Lossless transport is supported only on 40-Gigabit VCP interfaces. If you break out a

40-Gigabit VCP interface into 10-Gigabit VCP interfaces, lossless transport is not

supported on the 10-Gigabit VCP interfaces.

CPU-Generated Host Outbound Traffic

CPU-generated host outbound traffic is forwarded on the network-control forwarding

class, which is mapped to queue 7. If you use the default scheduler, the network-control

queue receives a guaranteedminimum bandwidth (transmit rate) of 5 percent of port

bandwidth.Theguaranteedminimumbandwidth ismore thansufficient toensure lossless

transport of host outbound traffic.

However, if you configure and apply a scheduler instead of using the default scheduler,

you must ensure that the network-control forwarding class (or whatever forwarding

class you configure for host outbound traffic) receives sufficient guaranteed bandwidth

to prevent packet loss.

TIP: If you configure a scheduler instead of using the default scheduler, we
recommend that you configure the network-control queue (or the queue you
configure for host outbound traffic if it is not the network-control queue) as
a strict-high priority queue. Strict-high priority queues receive the bandwidth
required to transmit their entire queues before other queues are served.

As with all strict-high priority traffic, if you configure the network-control
queue (or any other queue) as a strict-high priority queue, youmust also
create a separate forwarding class set (priority group) that contains only
strict-high priority traffic, and apply the strict-high priority forwarding class
setand its traffic controlprofile (hierarchical scheduler) to theVCP interfaces.

Related
Documentation

• Understanding Default CoS Settings on page 5322

• Understanding CoS Classifiers on page 5334

• Understanding CoS Forwarding Classes on page 5354

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Buffer Configuration on page 5391

• Understanding CoS Tail-Drop Profiles on page 5409

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)
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CHAPTER 63

Configuration

• Configuration Examples on page 5473

• Configuration Examples (QFX Series Standalone Switches, QFabric Systems

Only) on page 5553

• Configuration Examples (QFX5100 Switches Only) on page 5651

• Configuration Tasks on page 5669

• Configuration Tasks (QFX Series Standalone Switches, QFabric Systems

Only) on page 5697

• Configuration Statements on page 5707

• Configuration Statements (QFX Series Standalone Switches, QFabric Systems

Only) on page 5787

Configuration Examples

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Unicast Classifiers on page 5495

• Example:ConfiguringMultidestination(Multicast,Broadcast,DLF)Classifiersonpage5498

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Forwarding Classes on page 5505

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Queue Scheduling Priority on page 5516

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

Example: Configuring CoS Hierarchical Port Scheduling (ETS)

Hierarchical port scheduling defines the class-of-service (CoS) properties of output

queues, which are mapped to forwarding classes (forwarding classes are mapped to

IEEE 802.1p priorities, so mapping queues to forwarding classes also maps queues to

priorities). Hierarchical port scheduling enables you to grouppriorities that require similar

CoS resources into priority groups. You define the port bandwidth resources for a priority

group, and you define the amount of the priority group’s resources that each priority in

the group can use.

Hierarchical port scheduling is the Junos OS implementation of enhanced transmission

selection (ETS, described in IEEE 802.1Qaz). Onemajor benefit of hierarchical port

scheduling is greater port bandwidth utilization. If a priority group on a port does not use

all of its allocated bandwidth, other priority groups on that port can use that bandwidth.

Also, if aprioritywithinapriority groupdoesnotuse itsallocatedbandwidth, otherpriorities

within that priority group can use that bandwidth.

Configuring hierarchical scheduling is a multistep procedure that includes:

• Mapping forwarding classes to queues

• Defining forwarding class sets (priority groups)

• Defining behavior aggregate classifiers

• Configuring priority-based flow control (PFC) for lossless priorities (queues)

• Applying classifiers and PFC configuration to ingress interfaces

• Defining drop profiles

• Defining schedulers

• Mapping forwarding classes to schedulers

• Defining traffic control profiles

• Assigning priority groups and traffic control profiles to egress ports

This example describes how to configure hierarchical scheduling:

• Requirements on page 5475

• Overview on page 5475

• Configuration on page 5478

• Verification on page 5486
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Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Keep the following considerations in mind when you plan the port bandwidth allocation

for priority groups and for individual priorities:

• Howmuch traffic and what types of traffic you expect to traverse the system.

• How you want to divide different types of traffic into priorities (forwarding classes,

also called queues) to apply different CoS treatment to the traffic. Dividing traffic into

priorities includes:

• Mapping the code points of ingress traffic to forwarding classes using behavior

aggregate (BA) classifiers. This classifies incoming traffic into the appropriate

forwarding class.

• Mapping forwarding classes to output queues. This defines the output queue for

each type of traffic.

• Attaching the BA classifier to the desired ingress interfaces so that incoming traffic

maps to the desired forwarding classes and queues.

• How you want to organize priorities into priority groups (forwarding class sets).

Traffic that requires similar treatment usually belongs in the same priority group. To

do this, place forwarding classes that require similar bandwidth, loss, and other

characteristics in the same forwarding class set. For example, you canmap all types

of best-effort traffic forwarding classes into one forwarding class set.

• Howmuch of the port bandwidth you want to allocate to each priority group and to

each of the priorities in each priority group. The following considerations apply to

bandwidth allocation:

• Estimate howmuch traffic you expect in each forwarding class (output queue) and

howmuch traffic you expect in each forwarding class set (the aggregate amount of

traffic in the forwarding classes that belong to the forwarding class set).

• Thecombinedminimumguaranteedbandwidthof thepriorities (forwardingclasses)

in a priority group should not exceed theminimum guaranteed bandwidth of the

priority group. The transmit rate scheduler parameter defines the minimum

guaranteedbandwidth for forwardingclasses.Schedulermapsassociateschedulers

with forwarding classes.

• The combinedminimum guaranteed bandwidth of the priority groups (forwarding

class sets) on a port should not exceed the port’s total bandwidth. Traffic control

profiles define the minimum bandwidth for a forwarding class set. Associating a

scheduler map with a traffic control profile sets the scheduling for the individual

forwarding classes in the forwarding class set.
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This example creates hierarchical port scheduling by defining priority groups for best

effort, guaranteed delivery, and high-performance computing (HPC) traffic. Each priority

group includes priorities that need to receive similar CoS treatment. Each priority group

and each priority within each priority group receive the CoS resources needed to service

their flows. Lossless priorities use PFC to prevent packet loss when the network

experiences congestion.

Topology

Table 496 on page 5476 shows the configuration components for this example.

Table 496: Components of the Hierarchical Port Scheduling (ETS) Configuration Topology

SettingsProperty

QFX3500 switchHardware

best-effort to queue 0

be to queue 1

fcoe (Fibre Channel over Ethernet) to queue 3

no-loss to queue 4

hpc (high-performance computing) to queue 5

network-control to queue 7

NOTE: If you are using Junos OS Release 12.2 or later, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss forwarding classes.
If you explicitly configure the default lossless forwarding classes, the traffic mapped to
those forwarding classes is treatedas lossy (best-effort) traffic anddoesnot receive lossless
treatment.

In Junos OS Release 12.3 and later, you can include the no-loss packet drop attribute in the
explicit forwarding class configuration to configure a lossless forwarding class.

Mapping of forwarding classes
(priorities) to queues

best-effort-pg: contains forwarding classes best-effort, be, and network control

guar-delivery-pg: contains forwarding classes fcoe and no-loss

hpc-pg: contains forwarding class hpc

Forwarding class sets (priority
groups)

Name—hsclassifier1

Code point mapping:

• 000 to forwarding class best-effort and loss priority low

• 001 to forwarding class be and loss priority high

• 011 to forwarding class fcoe and loss priority low

• 100 to forwarding class no-loss and loss priority low

• 101 to forwarding class hpc and loss priority low

• 110 to forwarding class network-control and loss priority low

Behavior aggregate classifier
(maps forwarding classes and
losspriorities to incomingpackets
by IEEE 802.1 code point)
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Table 496: Components of the Hierarchical Port Scheduling (ETS) Configuration
Topology (continued)

SettingsProperty

Congestion notification profile name—gd-cnp

PFC enabled on code points: 011 (fcoe priority), 010 (no-loss priority)

PFC

dp-be-low: drop start point 25, drop end point 50, maximum drop rate 80

dp-be-high: drop start point 10, drop end point 40, maximum drop rate 100

dp-hpc: drop start point 75, drop end point 90, maximum drop rate 75

dp-nc: drop start point 80, drop end point 100, maximum drop rate 100

Drop profiles

NOTE: The fcoe and no-loss
priorities (queues) do not use
drop profiles because they are
lossless traffic classes.

be-sched: minimum bandwidth 3g, maximum bandwidth 100%, priority low, drop profiles
dp-be-low and dp-be-high

fcoe-sched: minimum bandwidth 2.5g, maximum bandwidth 100%, priority low

hpc-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low, drop profile
dp-hpc

nc-sched:minimumbandwidth500m,maximumbandwidth 100%,priority low, dropprofile
dp-nc

nl-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low

Queue schedulers

Scheduler map be-map:
Forwarding class best-effort, scheduler be-sched
Forwarding class be, scheduler be-sched
Forwarding class network-control, scheduler nc-sched

Scheduler map gd-map:
Forwarding class fcoe, scheduler fcoe-sched
Forwarding class no-loss, scheduler nl-sched

Scheduler map hpc-map:
Forwarding class hpc, scheduler hpc-sched

Forwarding class-to-scheduler
mapping

be-tcp: scheduler map be-map, minimum bandwidth 3.5g, maximum bandwidth 100%

gd-tcp: scheduler map gd-map, minimum bandwidth 4.5g, maximum bandwidth 100%

hpc-tcp: scheduler map hpc-map, minimum bandwidth 2g, maximum bandwidth 100%

Traffic control profiles

This exampleconfigureshierarchical port schedulingon interfaces xe-0/0/20and xe-0/0/21.
Because traffic is bidirectional, you apply the ingress and egress configuration components
to both interfaces:

• Classifier Name—hsclassifier1

• Forwarding class sets—best-effort-pg, guar-deliver-pg, hpc-pg

• Congestion notification profile—gd-cnp

Interfaces
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Figure 199onpage5478showsablockdiagramof theconfigurationcomponentsand the

configuration flow of the CLI statements used in the example. You can perform the

configuration steps in a different sequence if you want.

Figure 199: Hierarchical Port Scheduling Components Block Diagram
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Figure200onpage5478showsablockdiagramof thehierarchical schedulingpacket flow

from ingress to egress.

Figure 200: Hierarchical Port Scheduling Packet Flow Block Diagram
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Priority group scheduling (second
level of scheduling hierarchy):
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priority group
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Configuration

CLI Quick
Configuration

To quickly configure hierarchical port scheduling, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork
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configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level:

[edit class-of-service]
set forwarding-classes class best-effort queue-num0
set forwarding-classes class be2 queue-num 1
set forwarding-classes class hpc queue-num 5
set forwarding-classes class network-control queue-num 7
set forwarding-class-sets best-effort-pg class best-effort
set forwarding-class-sets best-effort-pg class be2
set forwarding-class-sets best-effort-pg class network-control
set forwarding-class-sets guar-delivery-pg class fcoe
set forwarding-class-sets guar-delivery-pg class no-loss
set forwarding-class-sets hpc-pg class hpc
set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort loss-priority low code-points
000
set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority high code-points 001
set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority low code-points 011
set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority low code-points 100
set classifiers ieee-802.1 hsclassifier1 forwarding-class hpc loss-priority low code-points 101
set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control loss-priority low
code-points 110
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011 pfc
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100 pfc
set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
set interfaces xe-0/0/21 congestion-notification-profile gd-cnp
setdrop-profilesdp-be-low interpolate fill-level25 fill-level50drop-probability0drop-probability
80
setdrop-profilesdp-be-high interpolate fill-level 10fill-level40drop-probability0drop-probability
100
set drop-profiles dp-nc interpolate fill-level 80 fill-level 100 drop-probability 0 drop-probability
100
set drop-profiles dp-hpc interpolate fill-level 75 fill-level 90 drop-probability 0 drop-probability
75
set schedulers be-sched priority low transmit-rate 3g
set schedulers be-sched shaping-rate percent 100
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile dp-be-low
set schedulersbe-scheddrop-profile-map loss-priorityhighprotocolanydrop-profiledp-be-high
set schedulers fcoe-sched priority low transmit-rate 2500m
set schedulers fcoe-sched shaping-rate percent 100
set schedulers hpc-sched priority low transmit-rate 2g
set schedulers hpc-sched shaping-rate percent 100
set schedulers hpc-sched drop-profile-map loss-priority low protocol any drop-profile dp-hpc
set schedulers nc-sched priority low transmit-rate 500m
set schedulers nc-sched shaping-rate percent 100
set schedulers nc-sched drop-profile-map loss-priority low protocol any drop-profile dp-nc
set schedulers nl-sched priority low transmit-rate 2g
set schedulers nl-sched shaping-rate percent 100
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set scheduler-maps be-map forwarding-class be2 scheduler be-sched
set scheduler-maps be-map forwarding-class network-control scheduler nc-sched
set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate 3500m
set traffic-control-profiles be-tcp shaping-rate percent 100
set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate 4500m
set traffic-control-profiles gd-tcp shaping-rate percent 100
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set traffic-control-profiles hpc-tcp scheduler-map hpc-map guaranteed-rate 2g
set traffic-control-profiles hpc-tcp shaping-rate percent 100
set interfacesxe-0/0/20forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/20 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp
set interfacesxe-0/0/21 forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/21 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp

Step-by-Step
Procedure

Toperformastep-by-stepconfigurationof the forwardingclasses (priorities), forwarding

class sets (priority groups), classifiers, queue schedulers, PFC, traffic control profiles,

and interfaces to set up hierarchical port scheduling (ETS):

1. Configure the forwardingclasses (priorities)andmapthemtounicastoutputqueues

(do not explicitly map the fcoe and no-loss forwarding classes to output queues;

use the default configuration):

[edit class-of-service]
user@switch# set forwarding-classes class best-effort queue-num0
user@switch# set forwarding-classes class be2 queue-num 1
user@switch# set forwarding-classes class hpc queue-num 5
user@switch# set forwarding-classes class network-control queue-num 7

2. Configure forwarding class sets (priority groups) to group forwarding classes

(priorities) that require similar CoS treatment:

[edit class-of-service]
user@switch# set forwarding-class-sets best-effort-pg class best-effort
user@switch# set forwarding-class-sets best-effort-pg class be2
user@switch# set forwarding-class-sets best-effort-pg class network-control
user@switch# set forwarding-class-sets guar-delivery-pg class fcoe
user@switch# set forwarding-class-sets guar-delivery-pg class no-loss
user@switch# set forwarding-class-sets hpc-pg class hpc

3. Configure a classifier to set the loss priority and IEEE 802.1 code points assigned to

each forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort
loss-priority low code-points 000
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority
high code-points 001
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority
low code-points 011
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority
low code-points 100
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-classhpc loss-priority low
code-points 101
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control
loss-priority low code-points 110

4. Configure a congestion notification profile to enable PFC on the FCoE and no-loss

queue IEEE 802.1 code points:

[edit class-of-service]
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011
pfc
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100
pfc
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5. Assign the classifier to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1

6. Apply the PFC configuration to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile gd-cnp

7. Configure the drop profile for the best-effort low loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-low interpolate fill-level 25 fill-level 50
drop-probability 0 drop-probability 80

8. Configure the drop profile for the best-effort high loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-high interpolate fill-level 10 fill-level 40
drop-probability 0 drop-probability 100

9. Configure the drop profile for the network-control queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-nc interpolate fill-level80fill-level 100drop-probability
0 drop-probability 100

10. Configure the drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-hpc interpolate fill-level 75 fill-level90drop-probability
0 drop-probability 75

11. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profiles for the best-effort queue:

[edit class-of-service]
user@switch# set schedulers be-sched priority low transmit-rate 3g
user@switch# set schedulers be-sched shaping-rate percent 100
user@switch# set schedulers be-sched drop-profile-map loss-priority low protocol any
drop-profile dp-be-low
user@switch# set schedulers be-sched drop-profile-map loss-priority high protocol any
drop-profile dp-be-high

12. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 2500m
user@switch# set schedulers fcoe-sched shaping-rate percent 100

13. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# set schedulers hpc-sched priority low transmit-rate 2g
user@switch# set schedulers hpc-sched shaping-rate percent 100
user@switch# set schedulers hpc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-hpc

5481Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



14. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the network-control queue:

[edit class-of-service]
user@switch# set schedulers nc-sched priority low transmit-rate 500m
user@switch# set schedulers nc-sched shaping-rate percent 100
user@switch# set schedulers nc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-nc

15. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the no-loss queue:

[edit class-of-service]
user@switch# set schedulers nl-sched priority low transmit-rate 2g
user@switch# set schedulers nl-sched shaping-rate percent 100

16. Map the schedulers to the appropriate forwarding classes (queues):

[edit class-of-service]
user@switch# setscheduler-mapsbe-mapforwarding-classbest-effortschedulerbe-sched
user@switch# set scheduler-maps be-map forwarding-class be2 scheduler be-sched
user@switch# set scheduler-maps be-map forwarding-class network-control scheduler
nc-sched
user@switch# set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
user@switch# set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
user@switch# set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched

17. Define the traffic control profile for the best-effort priority group (queue scheduler

to mapping, minimum guaranteed bandwidth, andmaximum bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate
3500m
user@switch# set traffic-control-profiles be-tcp shaping-rate percent 100

18. Define the traffic control profile for the guaranteed delivery priority group (queue

toschedulermapping,minimumguaranteedbandwidth,andmaximumbandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate
4500m
user@switch# set traffic-control-profiles gd-tcp shaping-rate percent 100

19. Define the traffic control profile for the high-performance computing priority group

(queue to scheduler mapping, minimum guaranteed bandwidth, andmaximum

bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profileshpc-tcpscheduler-maphpc-mapguaranteed-rate
2g
user@switch# set traffic-control-profiles hpc-tcp shaping-rate percent 100

20. Apply the three priority groups (forwarding class sets) and the appropriate traffic

control profiles to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp
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user@switch# set interfaces xe-0/0/21 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp

Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe and no-loss lossless

forwarding classes):

user@switch> show configuration class-of-service
classifiers {
ieee-802.1 hsclassifier1 {
forwarding-class best-effort {
loss-priority low code-points 000;

}
forwarding-class be2 {
loss-priority high code-points 001;

}
forwarding-class fcoe {
loss-priority low code-points 011;

}
forwarding-class no-loss {
loss-priority low code-points 100;

}
forwarding-class hpc {
loss-priority low code-points 101;

}
forwarding-class network-control {
loss-priority low code-points 110;

}
}
drop-profiles {
dp-be-low {
interpolate {
fill-level [ 25 50 ];
drop-probability [ 0 80 ];

}
}
dp-be-high {
interpolate {
fill-level [ 10 40 ];
drop-probability [ 0 100 ];

}
}
dp-hpc {
interpolate {
fill-level [ 75 90 ];
drop-probability [ 0 75 ];

}
}
dp-nc {
interpolate {
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fill-level [ 80 100 ];
drop-probability [ 0 100 ];

}
}

}
forwarding-classes {
class best-effort queue-num0;
class be2 queue-num 1;
class hpc queue-num 5;
class network-control queue-num 7;

}
traffic-control-profiles {
be-tcp {
scheduler-map be-map;
shaping-rate percent 100;
guaranteed-rate 3500000000;

}
gd-tcp {
scheduler-map gd-map;
shaping-rate percent 100;
guaranteed-rate 4500000000;

}
hpc-tcp {
scheduler-map hpc-map;
shaping-rate percent 100;
guaranteed-rate 2g;

}
}
forwarding-class-sets {
guar-delivery-pg {
class fcoe;
class no-loss;

}
best-effort-pg {
class best-effort;
class be2;
class network-control;

}
hpc-pg {
class hpc;

}
}
congestion-notification-profile {
gd-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
code-point 100 {
pfc;

}
}

}
}

}
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interfaces {
xe-0/0/20 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;

}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
xe-0/0/21 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;

}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
}
scheduler-maps {
be-map {
forwarding-class best-effort scheduler be-sched;
forwarding-class network-control scheduler nc-sched;
forwarding-class be2 scheduler be-sched;

}
gd-map {
forwarding-class fcoe scheduler fcoe-sched;
forwarding-class no-loss scheduler nl-sched;

}
hpc-map {
forwarding-class hpc scheduler hpc-sched;

}
}
schedulers {
be-sched {
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transmit-rate 3g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-be-low;
drop-profile-map loss-priority high protocol any drop-profile dp-be-high;

}
fcoe-sched {
transmit-rate 2500000000;
shaping-rate percent 100;
priority low;

}
hpc-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-hpc;

}
nc-sched {
transmit-rate 500m;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-nc;

}
nl-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command, and then copy the hierarchy and paste it into the switch terminal
window.

Verification

To verify that the hierarchical port scheduling components have been created and are

operating properly, perform these tasks:

• Verifying That the Forwarding Classes (Priorities) Have Been Created on page 5487

• Verifying That the Forwarding Class Sets (Priority Groups) Have Been

Created on page 5487

• Verifying That the Classifier Has Been Created on page 5488

• Verifying That Priority-Based Flow Control Has Been Enabled on page 5488

• Verifying That the Output Queue Schedulers Have Been Created on page 5489

• Verifying That the Drop Profiles Have Been Created on page 5492
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• Verifying That the Priority Group Output Schedulers (Traffic Control Profiles) Have

Been Created on page 5493

• Verifying the Interface Configuration on page 5494

Verifying That the Forwarding Classes (Priorities) Have Been Created

Purpose Verify that the forwarding classes have been created andmapped to the correct queues.

(The system shows only the explicitly configured forwarding classes. It does not show

default forwarding classes such as fcoe and no-loss.)

Action List the forwarding classes using the operational mode command show class-of-service

forwarding-class:

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  be2                                  1         3         normal        Disabled

  hpc                                  2         4         normal        Disabled

  network-control                      3         7         normal        Disabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommand listsall of theconfigured forwarding

classes, the internal identification number of each forwarding class, the queues that are

mapped to the forwarding classes, the policing priority, andwhether the forwarding class

is lossless (no-loss packet drop attribute enabled) or lossy forwarding class (no-loss

packet drop attribute disabled). The command output shows that:

• Forwarding class best-effortmaps to queue 0 and is lossy

• Forwarding class be2maps to queue 1 and is lossy

• Forwarding class hpcmaps to queue 5 and is lossy

• Forwarding class network-controlmaps to queue 7 and is lossy

In addition, the command lists the default multicast (multidestination) forwarding class

and the default queue to which it is mapped.

Verifying That the Forwarding Class Sets (Priority Groups) Have Been Created

Purpose Verify that thepriority groupshavebeencreatedand that thecorrectpriorities (forwarding

classes) belong to the appropriate priority group.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set:

user@switch> show class-of-service forwarding-class-set
Forwarding class set: best-effort-pg, Type: normal-type, Forwarding class set 
index: 19907
  Forwarding class                       Index
  best-effort                              0               
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  be2                                      1               
  network-control                          5               

Forwarding class set: guar-delivery-pg, Type: normal-type, Forwarding class set 
index: 43700
  Forwarding class                       Index
  fcoe                                     2               
  no-loss                                  3               

Forwarding class set: hpc-pg, Type: normal-type, Forwarding class set index: 60758

  Forwarding class                       Index
  hpc                                      4               

Meaning The show class-of-service forwarding-class-set command lists all of the configured

forwarding class sets (priority groups), the forwarding classes (priorities) that belong to

each priority group, and the internal index number of each priority group. The command

output shows that:

• The forwarding class set best-effort-pg includes the forwarding classes best-effort,

be2, and network-control.

• The forwarding class set guar-delivery-pg includes the forwarding classes fcoe and

no-loss.

• The forwarding class set hpc-pg includes the forwarding class hpc.

Verifying That the Classifier Has Been Created

Purpose Verify that the classifier maps forwarding classes to the correct IEEE 802.1p code points

and packet loss priorities.

Action List the classifier configured for hierarchical port scheduling using the operational mode

command show class-of-service classifier name hsclassifier1:

user@switch> show class-of-service classifier name hsclassifier1
Classifier: hsclassifier1, Code point type: ieee-802.1, Index: 43607
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                be2                                 high        
  011                fcoe                                low         
  100                no-loss                             low         
  101                hpc                                 low         
  110                network-control                     low         

Meaning The showclass-of-serviceclassifiernamehsclassifier1command listsall of the IEEE802.1p

codepointsand the lossprioritiesmapped toall of the forwardingclasses in theclassifier.

The command output shows that the forwarding classes best-effort, be2, no-loss, fcoe,

hpc, and network-control have been created andmapped to IEEE802.1p code points and

loss priorities.

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the correct priorities for lossless transport.
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Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: gd-cnp, Index: 51687
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Enabled      2500
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification command lists all of the congestion

notification profiles and the IEEE 802.1p code points with PFC enabled. The command

output shows that PFC is enabled for code points 011 (fcoe priority and queue) and 100

(no-loss priority and queue) for the gd-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying That the Output Queue Schedulers Have Been Created

Purpose Verify that the output queue schedulers have been created with the correct bandwidth

parameters and priorities, mapped to the correct queues, andmapped to the correct

drop profiles.

Action List the scheduler maps using the operational mode command show class-of-service

scheduler-map:

user@switch> show class-of-service scheduler-map
Scheduler map: be-map, Index: 64023

  Scheduler: be-sched, Forwarding class: best-effort, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
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    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: be-sched, Forwarding class: be2, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: nc-sched, Forwarding class: network-control, Index: 45740
    Transmit rate: 500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    dp-nc               
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

Scheduler map: gd-map, Index: 61447

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 2500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:                      
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>       

  Scheduler: nl-sched, Forwarding class: no-loss, Index: 29359
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Scheduler map: hpc-map, Index: 56941
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  Scheduler: hpc-sched, Forwarding class: hpc, Index: 55900
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         57716    dp-hpc                      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Meaning The show class-of-service scheduler-map command lists all of the configured scheduler

maps. For each scheduler map, the command output includes:

• The name of the scheduler map (scheduler-map field)

• The name of the scheduler (scheduler field)

• The forwarding classes mapped to the scheduler (forwarding-class field)

• Theminimum guaranteed queue bandwidth (transmit-rate field)

• The scheduling priority (priority field)

• Themaximum bandwidth in the priority group the queue can consume (shaping-rate

field)

• Thedrop profile loss priority (losspriority field) for each drop profile name (name field)

The command output shows that:

• The scheduler map be-map has been created and has these properties:

• There are two schedulers, be-sched and nc-sched.

• The scheduler be-sched has two forwarding classes, best-effort and be2.

• Scheduler be-sched forwarding classes best-effort and be2 share aminimum

guaranteedbandwidthof3000000000bps, canconsumeamaximumof 100percent

of theprioritygroupbandwidth, anduse thedropprofiledp-be-low for low loss-priority

traffic, the default drop profile for medium-high loss-priority traffic, and the drop

profile dp-be-high for high loss-priority traffic.

• The scheduler nc-sched has one forwarding class, network-control.

• The network-control forwarding class has aminimum guaranteed bandwidth of

500000000 bps, can consume amaximum of 100 percent of the priority group

bandwidth, anduses thedropprofiledp-nc for low loss-priority traffic and thedefault

drop profile for medium-high and high loss priority traffic.

• The scheduler map gd-map has been created and has these properties:

• There are two schedulers, fcoe-sched and nl-sched.

• The scheduler fcoe-sched has one forwarding class, fcoe.
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• The fcoe forwarding class has aminimum guaranteed bandwidth of 2500000000

bps, and can consume amaximum of 100 percent of the priority group bandwidth.

• The scheduler nl-sched has one forwarding class, no-loss.

• The no-loss forwarding class has aminimum guaranteed bandwidth of

2000000000bps, and canconsumeamaximumof 100percentof thepriority group

bandwidth.

• The scheduler map hpc-map has been created and has these properties:

• There is one scheduler, hpc-sched.

• The scheduler hpc-sched has one forwarding class, hpc.

• Thehpc forwardingclasshasaminimumguaranteedbandwidthof2000000000bps,

can consume amaximum of 100 percent of the priority group bandwidth, and uses

the drop profile dp-hpc for low loss-priority traffic and the default drop profile for

medium-high and high loss-priority traffic.

Verifying That the Drop Profiles Have Been Created

Purpose Verify that the drop profiles dp-be-high, dp-be-low, dp-hpc, and dp-nc have been created

with the correct fill levels and drop probabilities.

Action List the drop profiles using the operational mode command show configuration

class-of-service drop-profiles:

user@switch> show configuration class-of-service drop-profiles
dp-be-low {
    interpolate {
        fill-level [ 25 50 ];
        drop-probability [ 0 80 ];
    }
}
dp-be-high {
    interpolate {
        fill-level [ 10 40 ];
        drop-probability [ 0 100 ];
    }
}
dp-hpc {
    interpolate {
        fill-level [ 75 90 ];
        drop-probability [ 0 75 ];
    }
}
dp-nc {
    interpolate {
        fill-level [ 80 100 ];
        drop-probability [ 0 100 ];
    }

Meaning The show configuration class-of-service drop-profiles command lists the drop profiles

and their properties. The command output shows that there are four drop profiles

configured, dp-be-high, dp-be-low, dp-hpc, and dp-nc. The output also shows that:
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• For dp-be-low, the drop start point (the first fill level) is when the queue is 25 percent

filled, the drop end point (the second fill level) occurs when the queue is 50 percent

filled, and the drop probability at the drop end point is 80 percent.

• For dp-be-high, the drop start point (the first fill level) is when the queue is 10 percent

filled, the drop end point (the second fill level) occurs when the queue is 40 percent

filled, and the drop probability at the drop end point is 100 percent.

• Fordp-hpc, thedrop start point (the first fill level) iswhen thequeue is 75percent filled,

the drop end point (the second fill level) occurs when the queue is 90 percent filled,

and the drop probability at the drop end point is 75 percent.

• For dp-nc, the drop start point (the first fill level) iswhen the queue is 80percent filled,

the drop end point (the second fill level) occurs when the queue is 100 percent filled,

and the drop probability at the drop end point is 100 percent.

VerifyingThat thePriorityGroupOutputSchedulers (TrafficControl Profiles)HaveBeen
Created

Purpose Verify that the traffic control profiles be-tcp, gd-tcp, and hpc-tcp have been created with

the correct bandwidth parameters and scheduler mapping.

Action List the traffic control profilesusing theoperationalmodecommand showclass-of-service

traffic-control-profile:

user@switch> show class-of-service traffic-control-profile
Traffic control profile: be-tcp, Index: 40535
  Shaping rate: 100 percent
  Scheduler map: be-map
  Guaranteed rate: 3500000000

Traffic control profile: gd-tcp, Index: 37959
  Shaping rate: 100 percent
  Scheduler map: gd-map
  Guaranteed rate: 4500000000

Traffic control profile: hpc-tcp, Index: 47661
  Shaping rate: 100 percent
  Scheduler map: hpc-map
  Guaranteed rate: 2000000000

Meaning The showclass-of-service traffic-control-profilecommand lists all of theconfigured traffic

control profiles. For each traffic control profile, the command output includes:

• The name of the traffic control profile (traffic-control-profile)

• Themaximum port bandwidth the priority group can consume (shaping-rate)

• The scheduler map associated with the traffic control profile (scheduler-map)

• Theminimum guaranteed priority group port bandwidth (guaranteed-rate)

The command output shows that:
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• The traffic control profile be-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map be-map, and has aminimum

guaranteed bandwidth of 3500000000 bps.

• The traffic control profile gd-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map gd-map, and has aminimum

guaranteed bandwidth of 4500000000 bps.

• The traffic control profile hpc-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map hpc-map, and has aminimum

guaranteed bandwidth of 2000000000 bps.

Verifying the Interface Configuration

Purpose Verify that the classifier, the congestion notification profile, and the forwarding class sets

are configured on interfaces xe-0/0/20 and xe-0/0/21.

Action List the interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20 and show configuration class-of-service interfaces

xe-0/0/21:

user@switch> show configuration class-of-service interfaces xe-0/0/20
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}
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Meaning The show configuration class-of-service interfaces interface-name command shows that

each interface includes the forwarding class sets best-effort-pg, guar-delivery-pg, and

hpc-pg, congestion notification profile gd-cnp, and the IEEE802.1p classifier hsclassifier1.

Related
Documentation

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673•

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Assigning CoS Components to Interfaces on page 5696

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Forwarding Classes on page 5505

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Queue Scheduling Priority on page 5516

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage5387

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

Example: Configuring Unicast Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Classifiers associate packetswith a forwarding class and loss priority and assign packets

to output queues based on the associated forwarding class. You apply classifiers to

ingress interfaces.

• Requirements on page 5496

• Overview on page 5496

• Configuring Unicast Classifiers on page 5497

• Verification on page 5497
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Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Junos OS supports three general types of classifiers:

• Behavior aggregateorCoSvalue traffic classifiers—Examine theCoSvalue in thepacket

header. The value in this single field determines theCoS settings applied to the packet.

BA classifiers allow you to set the forwarding class and loss priority of a packet based

on the Differentiated Services code point (DSCP or DSCP IPv6) value, IEEE 802.1p

value, or MPLS EXP value.

• Fixed classifiers. Fixed classifiers classify all ingress traffic on a physical interface into

one forwarding class, regardless of the CoS bits in the packet header.

• Multifield traffic classifiers—Examinemultiple fields in the packet, such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.

NOTE: Youmust assign unicast traffic andmultidestination (multicast,
broadcast, and destination lookup fail) traffic to different classifiers. One
classifiercannot includebothunicastandmultidestinationforwardingclasses.
A unicast classifier can include only forwarding classes for unicast traffic.

This example describes how to configure a BA classifier called ba-ucast-classifier as the

default IEEE 802.1 map and apply it to ingress interface xe-0/0/10. The BA classifier

assigns losspriorities, as shown inTable497onpage5496, to incomingpackets in the four

forwarding classes.

You can use the same procedure to setmultifield classifiers (except that you use firewall

filter rules).

Table 497: ba-ucast-classifier Loss Priority Assignments

Packet Drop Attribute

ba-ucast-classifier Loss Priority
to IEEE 802.1p Code Point
MappingFor CoS Traffic Type

Unicast
Forwarding
Class

dropLow loss priority code point: 000Best-effort trafficbe

no-lossLow loss priority code point: 011Guaranteed delivery for Fibre
Channel over Ethernet (FCoE)
traffic

fcoe
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Table 497: ba-ucast-classifier Loss Priority Assignments (continued)

Packet Drop Attribute

ba-ucast-classifier Loss Priority
to IEEE 802.1p Code Point
MappingFor CoS Traffic Type

Unicast
Forwarding
Class

no-lossLow loss priority code point: 100Guaranteed delivery for TCP
traffic

no-loss

dropLow loss priority code point: 110Network-control trafficnc

Configuring Unicast Classifiers

To configure a unicast IEEE 802.1 BA classifier named ba-ucast-classifier as the default

IEEE 802.1 map:

1. Associate code point 000with forwarding class be and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier import default forwarding-class be
loss-priority low code-points 000

2. Associate code point 011with forwarding class fcoe and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class fcoe loss-priority low
code-points 011

3. Associate code point 100with forwarding class no-loss and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class no-loss loss-priority low
code-points 100

4. Associate code point 110with forwarding class nc and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class nc loss-priority low
code-points 110

5. Apply the unicast classifier to ingress interface xe-0/0/10:

[edit class-of-service interfaces]
user@switch# set xe-0/0/10 unit 0 classifiers ieee-802.1 ba-ucast-classifier

Verification

To verify the unicast classifier configuration, perform these tasks:

• Verifying the Unicast Classifier Configuration on page 5497

• Verifying the Ingress Interface Configuration on page 5498

Verifying the Unicast Classifier Configuration

Purpose Verify that you configured the unicast classifier with the correct forwarding classes, loss

priorities, and code points.

Action List theclassifier configurationusing theoperationalmodecommand showconfiguration

class-of-service classifiers ieee-802.1 ba-ucast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-ucast-classifier
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    forwarding-class be {
        loss-priority low code-points 000;
    }
    forwarding-class fcoe {
        loss-priority low code-points 011;
    }
    forwarding-class no-loss {
        loss-priority low code-points 100;
    }
    forwarding-class nc
        loss-priority low code-points 110;
    }

Verifying the Ingress Interface Configuration

Purpose Verify that the unicast classifier ba-ucast-classifier is attached to ingress interface

xe-0/0/10.

Action List the ingress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/10:

user@switch> show configuration class-of-service interfaces xe-0/0/10
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 ba-ucast-classifier;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Monitoring CoS Classifiers on page 5809

• Understanding CoS Classifiers on page 5334

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

Example: ConfiguringMultidestination (Multicast, Broadcast, DLF) Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Classifiers associate packetswith a forwarding class and loss priority and assign packets

to output queues based on the associated forwarding class.

• Requirements on page 5499

• Overview on page 5499

• Configuring Multidestination Classifiers on page 5500

• Verification on page 5500
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Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Junos OS supports three general types of classifiers:

• Behavior aggregateorCoSvalue traffic classifiers—Examine theCoSvalue in thepacket

header. The value in this single field determines theCoS settings applied to the packet.

BA classifiers allow you to set the forwarding class and loss priority of a packet based

on the Differentiated Services code point (DSCP) value or IEEE 802.1p value.

NOTE: DSCP IPv6multidestination classifiers are not supported. IPv6
multidestination traffic uses the DSCPmultidestination classifier.

• Fixed classifiers. Fixed classifiers classify all ingress traffic on a physical interface into

one forwarding class, regardless of the CoS bits in the packet header.

• Multifield traffic classifiers—Examinemultiple fields in the packet such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.

Multidestination classifiers apply to all of the switch interfaces and handle multicast,

broadcast, and destination lookup fail (DLF) traffic. You cannot apply amultidestination

classifier to a single interface or to a range of interfaces.

NOTE: Youmust assign unicast traffic andmulticast traffic to different
classifiers.Oneclassifiercannot includebothunicastandmulticast forwarding
classes. Amultidestination classifier can include only forwarding classes for
multicast traffic.

The following example describes how to configure a BA classifier called

ba-mcast-classifier, which is applied to all of the switch interfaces. The BA classifier

assigns loss priorities, as shown in Table 498 on page 5500, to incoming packets in the

multidestination forwarding class.

You can use the same procedure to setmultifield classifiers (except that you use firewall

filter rules).
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Table 498: BA-mcast-classifier Loss Priority Assignments

ba-mcast-classifier AssignmentFor CoS Traffic Type
Multicast Forwarding
Class

Low loss priority code point: 000Best-effort multicast trafficmcast

ConfiguringMultidestination Classifiers

To configure a multicast IEEE 802.1 BA classifier named ba-mcast-classifier:

1. Associate code point 000with forwarding classmcast and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-mcast-classifier forwarding-classmcast-be loss-priority
low code-points 000

2. Configure the classifier as a multidestination classifier:

[edit class-of-service]
user@switch# setmulti-destination classifiers ieee-802.1 ba-mcast-classifier

Verification

To verify the multidestination classifier configuration, perform these tasks:

• Verifying the IEEE 802.1 Multidestination Classifier on page 5500

• Verifying the Multidestination Classifier Configuration on page 5500

Verifying the IEEE 802.1 Multidestination Classifier

Purpose Verify that theclassifierba-mcast-classifier is configuredas the IEEE802.1multidestination

classifier:

Action Verify the results of the classifier configuration using the operational mode command

show configuration class-of-servicemulti-destination classifiers ieee-802.1:

user@switch> show configuration class-of-servicemulti-destination classifiers ieee-802.1
ba-mcast-classifier;

Verifying the Multidestination Classifier Configuration

Purpose Verify that you configured themultidestination classifier with the correct forwarding

classes, loss priorities, and code points.

Action List theclassifier configurationusing theoperationalmodecommand showconfiguration

class-of-service classifiers ieee-802.1 ba-mcast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-mcast-classifier
    forwarding-class mcast {
        loss-priority low code-points 000;
    }

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675

• Monitoring CoS Classifiers on page 5809
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• Understanding CoS Classifiers on page 5334

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

Example: Configuring Tail-Drop Profiles

You can configure an interpolated weighted random early detection (WRED) tail-drop

profile to control packet drop characteristics for different traffic loss priorities.

NOTE: You cannot enableWRED onmultidestination (multicast) queues.
You can enableWRED only on unicast queues.

Also, do not enableWRED on lossless traffic flows. Use priority-based flow
control (PFC) to prevent packet loss on lossless forwarding classes.

• Requirements on page 5501

• Overview on page 5501

• Configuring a Drop Profile on page 5503

• Verification on page 5503

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

You associate a tail-drop profile with a loss priority in a scheduler. When you attach the

scheduler to a forwarding class (queue), you apply the interpolated drop profile to traffic

of the specified loss priority in that queue. Interpolatedmeans that the switch creates a

smooth drop curve from a drop start point to a drop end point, with a maximum drop

rate that is reached at the drop end point:

• Drop start point—Percentage of average queue fill level when theWRED algorithm

starts to drop packets. Before the drop start point, no packets are scheduled to drop.

• Drop end point—Average queue fill level at which all subsequently arriving packets are

dropped. When the queue fill levels falls below the drop end point, packets begin to

be forwarded again. (At the drop end point, the packet drop probability becomes

100 percent.)

• Maximum drop rate—Drop probability when the average queue fill level reaches the

drop end point.

You set the drop start point and the drop end point by specifying two queue fill level

percentage values. The first value is the drop start point and the second value is the drop

end point.
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You set the maximum drop rate by specifying two drop probability percentage values.

The first value is always zero (0), which is the minimum drop rate, the probability of

dropping a packet at the drop start point. The second value is the maximum drop rate

at the drop end point.

The drop rate is zero until the queue fill level reaches the drop start point. As the queue

continues to fill, packets drop in smooth linear curve until the queue reaches the drop

end point, when packets drop at the maximum drop rate. If the queue fills beyond the

drop end point, all packets that match the drop profile are dropped.

Figure 201 on page 5502 shows the graph for a drop profile with a drop start point of

30 percent, a drop end point of 50 percent, and amaximum drop rate of 80 percent.

Figure 201: Tail-Drop Profile Packet Drop Example
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The graph shows that when the queue fill level is less than 30 percent, the packet drop

rate is zero. When the queue fill level reaches 30 percent, packets begin to drop. As the

queue fills, a higher percentage of packets drop. When the queue fill level reaches

50 percent, the packet drop rate has climbed to 80 percent. When the queue fill level

exceeds 50 percent, all packets drop.

Thisexampledescribeshowtoconfigure thedropprofile shown inFigure201onpage5502.

The drop profile will have:

• The name be-dp1

• 30 percent for the drop start point (first fill-level setting)

• 50 percent for the drop end point (second fill-level setting)

• 0 percent for the minimum drop rate (first drop-probability setting)

• 80 percent for the maximum drop rate (second drop-probability setting)

You apply a drop profile by configuring a drop profile map that maps the drop profile to

a packet loss priority and associates the drop profile and packet loss priority with a

scheduler.When youassociate the schedulerwith a forwarding class (queue), the switch

applies the drop profile to the packets in the forwarding class that have amatching

packet loss priority.
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Configuring a Drop Profile

1. Set the drop start point at 30 percent, the drop end point at 50 percent, theminimum

drop rate at 0 percent, and themaximum drop rate at 80 percent for the drop profile

be-dp1:

[edit class-of-service]
user@switch# set drop-profile be-dp1 interpolate fill-level 30 fill-level 50 drop-probability
0 drop-probability 80

Verification

Verifying the Drop Profile Configuration

Purpose Verify that you configured the drop profile be-dp1with the correct drop start and end

points and with the correct drop rates.

Action Verify the results of the drop profile configuration using the operationalmode command

show configuration class-of-service drop-profiles be-dp1:

user@switch> show configuration class-of-service drop-profiles be-dp1
interpolate {
    fill-level [ 30 50 ];
    drop-probability [ 0 80 ];
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Drop Profile Maps on page 5503

• Configuring CoS Tail-Drop Profiles on page 5676

• Understanding CoS Tail-Drop Profiles on page 5409

Example: Configuring Drop Profile Maps

Adrop-profilemapassociates a tail-drop profile for traffic of a specified loss prioritywith

a scheduler. When you use a scheduler map tomap a scheduler to a forwarding class,

the drop profilemap associatedwith the scheduler applies the specified tail-drop profile

to traffic in the forwarding class that matches the specified loss priority.

• Requirements on page 5503

• Overview on page 5504

• Configuring a Drop Profile Map on page 5504

• Verification on page 5504

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series
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Overview

Drop profile maps enable you to configure different drop profiles for traffic of different

loss priorities within the same scheduler. You can associate different drop profiles with

low-priority, medium-high priority, and high-priority traffic within a single scheduler, and

thenmap that scheduler to a forwarding class. This applies the appropriate drop profile

to traffic of each loss priority in a forwarding class. Drop profile maps apply to all traffic

protocols.

The following example describes how to configure a drop profile map for a scheduler

namedmylan that includes:

• A drop profile called lp-profile for low-priority traffic

• A drop profile calledmh-profile for medium-high priority traffic

• A drop profile called h-profile for high-priority traffic

You apply the drop profiles in the drop profile map to a forwarding class by associating

the schedulermylanwith a forwarding class in a scheduler map.

Configuring a Drop Profile Map

1. Configure the drop profile for low-priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority low protocol any
drop-profile lp-profile

2. Configure the drop profile for medium-high priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority medium-high protocol
any drop-profile mh-profile

3. Configure the drop profile for high-priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority high protocol any
drop-profile h-profile

Verification

Verifying the Drop Profile Map Configuration

Purpose Verify that you configured the drop profile map for the schedulermylanwith the correct

loss priorities and drop profiles.

Action Verify the results of the drop profile map configuration using the operational mode

command show configuration class-of-service schedulersmylan:

user@switch> show configuration class-of-service schedulersmylan
transmit-rate 3g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile lp-profile;
drop-profile-map loss-priority medium-high protocol any drop-profile mh-profile;
drop-profile-map loss-priority high protocol any drop-profile h-profile;
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NOTE: This example does not include configuring scheduler bandwidth and
priority. This information (transmit rate, shaping rate, and priority) is shown
for completeness.

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Tail-Drop Profiles on page 5501

• Configuring CoS Drop Profile Maps on page 5677

• Understanding CoS Tail-Drop Profiles on page 5409

Example: Configuring Forwarding Classes

Forwarding classes allow you to group packets for transmission. You assign packets to

unicast or multidestination (multicast, broadcast, and destination lookup fail) output

queues based on forwarding classes.

• Requirements on page 5505

• Overview on page 5505

• Configuring Forwarding Classes on page 5507

• Verification on page 5507

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

The switch supports a total of 12 forwarding classes. In order to forward traffic, youmust

map (assign) the forwarding classes to unicast or multidestination output queues. The

switch has 12 queues. Queues 0 through 7 are for unicast traffic, and queues 8 through

11 are for multidestination traffic. The switch supports up to two lossless forwarding

classes.

By default, four categories of unicast forwarding classes and onemultidestination

forwarding class are defined. You can define the remaining seven forwarding classes and

configure them as unicast or multidestination by mapping them to unicast or

multidestination queues. The type of queue, unicast or multidestination, determines the

type of forwarding class.

The four default unicast forwarding classes are:
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• be—Best-effort traffic

• fcoe—Guaranteed delivery for Fibre Channel over Ethernet traffic

• no-loss—Guaranteed delivery for TCP no-loss traffic

• nc—Network control traffic

The default multidestination forwarding class is:

• mcast—Multidestination traffic

Map forwarding classes to queues using the class statement, which enables you to

configure up to 12 forwarding classes. You canmapmore than one forwarding class to

a single queue, but all forwarding classes mapped to a particular queuemust be of the

same type, either unicast or multicast. You cannot mix unicast andmulticast forwarding

classes on the same queue. The statement format is:

[edit class-of-service forwarding-classes]
user@switch# class class-name queue-num queue-number;

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If youexplicitly configure the lossless forwardingclasses,
the trafficmappedto those forwardingclasses is treatedas lossy (best-effort)

traffic and does not receive lossless treatment.

In Junos OS Release 12.3 and later, you can include the no-loss packet drop
attribute in explicit forwarding class configurations to configure a lossless
forwarding class.

NOTE: Junos OS Release 11.3R1 and earlier supported an alternatemethod
of mapping forwarding classes to queues that allowed you tomap only one
forwarding class to a queue using the statement:

[edit class-of-service forwarding-classes]
user@switch# queue queue-number class-name

The queue statement has been deprecated and is no longer valid in JunosOS

Release 11.3R2 and later. If you have a configuration that uses the queue

statement tomap forwarding classes to queues, edit the configuration to
replace the queue statement with the class statement.
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NOTE: The QFX Series uses hierarchical scheduling to control output queue
forwarding. When you define a forwarding class that will carry traffic on the
switch (the behavior aggregate classifier has a forwarding class and you
expect traffic for the forwarding class), youmust also define a scheduling
policy for the forwarding class. Defining a scheduling policy means:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set

• Associating the scheduler mapwith a traffic control profile

• Attaching the traffic control profile to a forwarding class set and an
interface

Table499onpage5507shows theconfiguration forwarding-class-to-queuemapping for

this example:

Table 499: Forwarding-Class-to-Queue Example Configuration

QueueForwarding Class

0best-effort

7nc

8mcast

Configuring Forwarding Classes

To configure CoS forwarding classes, map the forwarding classes to queues:

1. Map the best-effort forwarding class to queue 0:

[edit class-of-service forwarding-classes]
user@switch# set class best-effort queue-num0

2. Map the nc forwarding class to queue 7:

[edit class-of-service forwarding-classes]
user@switch# set class nc queue-num 7

3. Map themcast-be forwarding class to queue 8:

[edit class-of-service forwarding-classes]
user@switch# set classmcast-be queue-num8

Verification

Verifying the Forwarding-Class-to-QueueMapping

Purpose Verify the forwarding-class-to-queuemapping. (The system shows only the explicitly

configured forwarding classes; it does not show default forwarding classes such as fcoe

and no-loss.)
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Action Verify the results of the forwarding class configuration using the operational mode

command show configuration class-of-service forwarding-classes:

user@switch> show configuration class-of-service forwarding-classes
class best-effort queue-num 0;
class network-control queue-num 7;
class mcast queue-num 8;

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Defining CoS Forwarding Classes on page 5677

• Monitoring CoS Forwarding Classes on page 5810

• Overview of CoS Changes Introduced in Junos OS Release 11.3 on page 5296

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Forwarding Classes on page 5354

Example: Configuring Forwarding Class Sets

A forwarding class set (fc-set) is a priority group for enhanced transmission selection

(ETS) traffic control. Each fc-set consists of one or more forwarding classes (output

queues).

ETS enables you to configure link resources (bandwidth and bandwidth sharing

characteristics) for apriority group, and thenallocate thepriority group’s resourcesamong

the forwarding classes that belong to the priority group. This is called two-tier, or

hierarchical, scheduling. Traffic control profiles control the scheduling for the priority

group, and schedulers control the scheduling for individual forwarding classes.

• Requirements on page 5508

• Overview on page 5508

• Configuring Forwarding Class Sets on page 5509

• Verification on page 5510

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

You can configure up to three unicast fc-sets and onemulticast fc-set. A common way

to configure unicast priority groups is to configure separate fc-sets for local area network

(LAN) traffic, storage area network (SAN) traffic, and high-performance computing

(HPC) traffic, and then assign the appropriate forwarding classes to each fc-set.
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NOTE: If you configure strict-high priority queues, youmust create an fc-set

that is dedicatedonly to strict-highpriority traffic.Onlyone fc-set cancontain

strict-high priority queues. Queues that are not strict-high priority cannot
belong to the same fc-set as strict-highpriority queues. Themultidestination
fc-set cannot contain strict-high priority queues.

To apply ETS, youmap one or more fc-sets to a physical egress port. You canmap up

to three forwarding class sets to each port. When youmap an fc-set to a port, the port

uses hierarchical scheduling to allocate port resources to the priority group (fc-set) and

to allocate the priority group resources to the queues (forwarding classes) that belong

to the priority group.

This example describes how to:

• Configure three fc-sets called lan-pg, san-pg, and hpc-pg.

• Assign forwarding classes to each of the fc-sets.

• Apply the fc-sets and their output traffic control profiles to an egress interface.

This example does not describe how to configure the forwarding classes assigned to the

fc-sets or how to configure traffic control profiles. Table 500 on page 5509 shows the

configuration components for this example:

Table 500: Components of the Forwarding Class Sets Configuration Example

SettingsComponent

QFX3500 switchHardware

Forwarding class set: lan-pg
Forwarding classes: best-effort-1, best-effort-2

LAN traffic priority group

Forwarding class set: san-pg
Forwarding classes: fcoe, fcoe-2

SAN traffic priority group

Forwarding class set: hpc-pg
Forwarding classes: nc, high-perf

HPC traffic priority group

xe-0/0/7Egress interface

Configuring Forwarding Class Sets

1. Define the lan-pg priority group (fc-set) and assign to it the forwarding classes

best-effort-1 and best-effort-2:

[edit class-of-service]
user@switch# set forwarding-class-sets lan-pg class best-effort-1
user@switch# set forwarding-class-sets lan-pg class best-effort-2

2. Define the san-pgpriority groupandassign to it the forwarding classes fcoeand fcoe-2:

[edit class-of-service]
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user@switch# set forwarding-class-sets san-pg class fcoe
user@switch# set forwarding-class-sets san-pg class fcoe-2

3. Define thehpc-pgpriority groupandassign to it the forwardingclassesncandhigh-perf:

[edit class-of-service]
user@switch# set forwarding-class-sets hpc-pg class nc
user@switch# set forwarding-class-sets hpc-pg class high-perf

4. Map the three forwarding class sets to an interface (the output traffic control profiles

associated with the forwarding class sets determine the class of service scheduling

for the priority groups):

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 forwarding-class-set lan-pg
output-traffic-control-profile lan-tcp
user@switch# set interfaces xe-0/0/7 forwarding-class-set san-pg
output-traffic-control-profile san-tcp
user@switch# set interfaces xe-0/0/7 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp

Verification

To verify the priority group configuration, perform these tasks:

• Verifying Forwarding Class Set Membership on page 5510

• Verifying the Egress Interface Configuration on page 5510

Verifying Forwarding Class Set Membership

Purpose Verify that you configured the lan-pg, san-pg, and hpc-pg priority groups with the correct

forwarding classes.

Action List the forwardingclass setmemberconfigurationusing theoperationalmodecommand

show configuration class-of-service forwarding-class-sets:

user@switch> show configuration class-of-service forwarding-class-sets
lan-pg {
    class best-effort-1;
    class best-effort-2;
}
san-pg {
    class fcoe;
    class fcoe-2;
}
hpc-pg {
    class high-perf;
    class nc;
}

Verifying the Egress Interface Configuration

Purpose Verify that egress interface xe-0/0/7 is associated with the lan-pg, san-pg, and hpc-pg

priority groups and with the correct output traffic control profiles.
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Action Display the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    lan-pg {
        output-traffic-control-profile lan-tcp;
    }
    san-pg {
        output-traffic-control-profile san-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Defining CoS Forwarding Class Sets on page 5679

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359

Example: Configuring Queue Schedulers

Schedulers define the CoS properties of output queues. These properties include the

amount of interface bandwidth assigned to the queue, the priority of the queue, and the

tail-drop profiles associated with the queue.

• Requirements on page 5511

• Overview on page 5511

• Configuring a CoS Scheduler on page 5514

• Verification on page 5515

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Scheduler parameters define the following characteristics for the queuesmapped to the

scheduler:
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• transmit-rate—Minimum bandwidth, also known as the committed information rate

(CIR). Eachqueuemappedto thescheduler receivesaminimumofeither theconfigured

amountofabsolutebandwidthor theconfiguredpercentageofbandwidth.Thetransmit

rate also determines the amount of excess (extra) priority group bandwidth that the

queue can share. Extra priority group bandwidth is allocated among the queues in the

priority group in proportion to the transmit rate of each queue. You cannot configure

a transmit rate for strict-high priority queues. Queues (forwarding classes) with a

configured transmit ratecannotbe included ina forwardingclass set thathas strict-high

priority queues.

NOTE: The transmit-rate setting works only if you also configure the

guaranteed-rate in the traffic control profile that is attached to the

forwarding class set to which the queue belongs. If you do not configure
the guaranteed-rate, the transmit-rate does notwork. The sumof all queue

transmit rates ina forwardingclass set shouldnotexceed the traffic control
profile guaranteed rate. If you configure transmit rateswhose sumexceeds
the forwarding class set guaranteed rate, the commit check fails, and the
system rejects the configuration.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

Each queue receives a maximum of the configured amount of absolute bandwidth or

the configured percentage of bandwidth, even if more bandwidth is available.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• priority—One of two bandwidth priorities that queues associatedwith a scheduler can

receive:

• low—The scheduler has low priority.

• strict-high—The scheduler has strict-high priority. You can configure only one queue

as a strict-high priority queue. Strict-high priority allocates the scheduledbandwidth

to the queue before any other queue receives bandwidth. Other queues receive the

bandwidth that remains after the strict-high queue has been serviced.

• drop-profile-map—Mapping of a drop profile to a loss priority and protocol to apply

WRED to the scheduler.

• buffer-size—Size of the queue buffer as a percentage of the dedicated buffer space

on the port, or as a proportional share of the dedicated buffer space on the port that

remains after the explicitly configured queues are served.
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NOTE: Ingress port congestion can occur during periods of egress port
congestion if an ingress port forwards traffic tomore than one egress port,
and at least one of those egress ports experiences congestion. If this occurs,
the congested egress port can cause the ingress port to exceed its fair
allocation of ingress buffer resources. When the ingress port exceeds its
buffer resource allocation, frames are dropped at the ingress. Ingress port
frame drop affects not only the congested egress ports, but also all of the
egress ports to which the congested ingress port forwards traffic.

If a congested ingress port drops traffic that is destined for one or more
uncongested egress ports, configure a weighted random early detection
(WRED) drop profile and apply it to the egress queue that is causing the
congestion. The drop profile prevents the congested egress queue from
affecting egress queues on other ports by dropping frames at the egress
instead of causing congestion at the ingress port.

NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding
classes. FCoEandother lossless traffic queues require lossless behavior. Use
priority-based flowcontrol (PFC) toprevent framedropon losslesspriorities.

Scheduler maps associate schedulers with forwarding classes (queues). After defining

schedulers andmapping them to queues in a scheduler map, to configure hardware

queue scheduling (port scheduling) you:

1. Associate a scheduler map with a traffic control profile (a traffic control profile

schedules resources for a group of forwarding classes, called a forwarding class set

or priority group).

2. Attach a forwarding class and a traffic control profile to an interface.

You can associate up to four user-defined scheduler maps with forwarding class sets.

This process configures the hardware queues, packet schedulers, andWRED

characteristics that operate according to the scheduler mapping. The traffic control

profile uses the scheduler CoS properties to determine the resources that should be

allocated to the individual outputqueues fromthe total resourcesavailable to thepriority

group.

Table 501 on page 5513 shows the configuration components for this example.

Table 501: Components of the Queue Scheduler Configuration Example

SettingsComponent

QFX3500 switchHardware
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Table 501: Components of the Queue Scheduler Configuration Example (continued)

SettingsComponent

Name: be-sched
Transmit rate: 20%
Shaping rate: 40%
Buffer size: 20%
Priority: low
Drop profile: be-dp

Scheduler

Name: be-map
Forwarding class to associate with the be-sched scheduler: best-effort

Scheduler map

Name: be-tcp

NOTE: This topic does not describe how to define a traffic control profile.

Traffic control profile

Name: lan-pgForwarding class set

Configuring a CoS Scheduler

To configure a CoS scheduler using the CLI:

1. Create a scheduler (be-sched) with a minimum guaranteed bandwidth of 2 Gbps, a

maximum bandwidth of 4 Gbps, low priority, andmap it to the drop profile be-dp:

[edit class-of-service schedulers]
user@switch# set be-sched transmit-rate percent 20
user@switch# set be-sched shaping-rate percent 40
user@switch# set be-sched buffer-size percent 20
user@switch# set be-sched priority low
user@switch# set be-sched drop-profile-map loss-priority low protocol any drop-profile
be-dp

2. Configure a scheduler map (be-map) that associates the scheduler (be-sched) with

the forwarding class (best-effort):

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched

3. Associate the scheduler map be-mapwith a traffic control profile (be-tcp):

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

4. Associate the traffic control profile be-tcpwith a forwarding class set (lan-pg) and a

10-Gigabit Ethernet interface (xe-0/0/7):

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 forwarding-class-set lan-pg
output-traffic-control-profile be-tcp

5. Alternatively, youcanassign theschedulermap(be-map) toall the 10-Gigabit Ethernet

interfaces using wildcards (xe-*):

[edit class-of-service interfaces]
user@switch# set xe-* forwarding-class-set lan-pg output-traffic-control-profile be-tcp
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Verification

To verify that the queue scheduler has been created and is mapped to the correct

interfaces, perform these tasks:

• Verifying the Scheduler Configuration on page 5515

• Verifying the Scheduler Map Configuration on page 5515

• Verifying That the Scheduler Is Associated with the Interface on page 5516

Verifying the Scheduler Configuration

Purpose Verify that the queue scheduler be-sched has been created with aminimum guaranteed

bandwidth of 2 Gbps, a maximum bandwidth of 4 Gbps, the priority set to low, and the

drop profile be-dp.

Action Display the scheduler using the operational mode command show configuration

class-of-service schedulers be-sched:

user@switch> show configuration class-of-service schedulers be-sched
transmit-rate percent 20;
shaping-rate percent 40;
buffer-size percent 20
priority low;
drop-profile-map loss-priority low protocol any drop-profile be-dp;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-map has been created and associates the forwarding

classbest-effortwith theschedulerbe-sched, andalso that theschedulermap isattached

to the traffic control profile be-tcp.

Action Display the scheduler map using the operational mode command show configuration

class-of-service scheduler-maps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Display the traffic control profile to verify that the scheduler map be-map is attached

using the operational mode command show configuration class-of-service

traffic-control-profiles be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
scheduler-map be-map;

NOTE: This topic does not describe how to configure a traffic control profile
or its allocation of port bandwidth. Using a traffic control profile to configure
the port resource allocation to the priority group is necessary to implement
hierarchical scheduling.
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Verifying That the Scheduler Is Associated with the Interface

Purpose Verify that the forwarding class set (lan-pg) and the traffic control profile (be-tcp) that

are associated with the queue scheduler are attached to the interface xe-0/0/7.

Action List the interfaceusing theoperationalmodecommandshowconfigurationclass-of-service

interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    lan-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Tail-Drop Profiles on page 5501

• Defining CoS Queue Schedulers on page 5679

• Monitoring CoS Scheduler Maps on page 5813

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Understanding CoS Buffer Configuration on page 5391

Example: Configuring Queue Scheduling Priority

You can configure the bandwidth scheduling priority of individual queues by specifying

the priority in a scheduler, and then using a scheduler map to associate the scheduler

with a queue.

• Requirements on page 5516

• Overview on page 5517

• Configuring Queue Scheduling Priority on page 5517

• Verification on page 5518

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch
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• Junos OS Release 11.1 or later for the QFX Series

Overview

Queues can have one of two bandwidth priorities:

• strict-high—You can configure only one queue as a strict-high or high-priority queue.

Strict-high priority allocates the scheduled bandwidth to the queue before any other

queue receives bandwidth. Other queues receive the bandwidth that remains after the

strict-high queue has been serviced.

NOTE: If youconfigurestrict-highpriorityqueues, youmustcreateanfc-set

that is dedicated only to strict-high priority traffic. Only one fc-set can

contain strict-high priority queues. Queues that are not strict-high priority
cannot belong to the same fc-set as strict-high priority queues. The
multidestination fc-set cannot contain strict-high priority queues.

• low—Low priority. Traffic with this priority is serviced after any queue that has a

strict-high priority.

Table 502 on page 5517 shows the configuration components for this example.

This exampledescribeshowtoset thequeuepriority for two forwardingclasses (queues)

named fcoe and no-loss. Both queues have a priority of low. The scheduler for the fcoe

queue is named fcoe-sched and the scheduler for the no-loss queue is named nl-sched.

One scheduler map, schedmap1, associates the schedulers to the queues.

Table 502: Components of the Queue Scheduler Priority Configuration Example

SettingsComponent

QFX3500 switchHardware

fcoe-sched for FCoE traffic

nl-sched for no-loss traffic

Schedulers

low for FCoE traffic

low for no-loss traffic

Priority

schedmap1:

FCoEmapping: scheduler fcoe-sched to forwarding class fcoe

No-lossmapping: schedulernl-sched to forwardingclassno-loss

Scheduler map

Configuring Queue Scheduling Priority

To configure queue priority using the CLI:

1. Create the FCoE scheduler with low priority:
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[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low

2. Create the no-loss scheduler with low priority:

[edit class-of-service]
user@switch# set schedulers nl-sched priority low

3. Associate the schedulers with the desired queues in the scheduler map:

[edit class-of-service]
user@switch# set scheduler-maps schedmap1 forwarding-class fcoe scheduler fcoe-sched
user@switch# set scheduler-maps schedmap1 forwarding-class no-loss scheduler nl-sched

Verification

To verify that you configured the queue scheduling priority for bandwidth andmapped

the schedulers to the correct forwarding classes, perform these tasks:

• Verifying the Queue Scheduling Priority on page 5518

• Verifying the Scheduler-to-Forwarding-Class Mapping on page 5518

Verifying the Queue Scheduling Priority

Purpose Verify that you configured the queue schedulers fcoe-sched and nl-schedwith low queue

scheduling priority.

Action Display the fcoe-sched scheduler priority configuration using the operational mode

command show configuration class-of-service schedulers fcoe-sched priority:

user@switch> show configuration class-of-service schedulers fcoe-sched priority
priority low;

Display thenl-schedschedulerpriorityconfigurationusing theoperationalmodecommand

show configuration class-of-service schedulers nl-sched priority:

user@switch> show configuration class-of-service schedulers nl-sched priority
priority low;

Verifying the Scheduler-to-Forwarding-Class Mapping

Purpose Verify that you configured the scheduler map schedmap1 to map scheduler fcoe-sched

to forwarding class fcoe and schedule nl-sched to forwarding class no-loss.

Action Display the scheduler map schedmap1 using the operational mode command show

configuration class-of-service scheduler-maps schedmap1:

user@switch> show configuration class-of-service scheduler-maps schedmap1
forwarding-class fcoe scheduler fcoe-sched;
forwarding-class no-loss scheduler nl-sched;

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Defining CoS Queue Scheduling Priority on page 5682

• Monitoring CoS Scheduler Maps on page 5813
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• Understanding CoS Output Queue Schedulers on page 5371

Example: Configuring Traffic Control Profiles (Priority Group Scheduling)

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (queues) mapped to a

forwarding class set share the bandwidth resources that you configure in the traffic

control profile. A schedulermap associates forwarding classeswith schedulers to define

how the individual queues in a forwarding class set share the bandwidth allocated to

that forwarding class set.

• Requirements on page 5519

• Overview on page 5519

• Configuring a Traffic Control Profile on page 5520

• Verification on page 5521

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Theparameters youconfigure ina traffic control profiledefine the followingcharacteristics

for the priority group:

• guaranteed-rate—Minimumbandwidth, also knownas the committed information rate

(CIR). Each priority group receives a minimum of either the configured amount of

absolute bandwidth or the configured percentage of bandwidth. The guaranteed rate

also determines the amount of excess (extra) port bandwidth that the priority group

can share. Extra port bandwidth is allocated among the priority groups on a port in

proportion to the guaranteed rate of each priority group.

NOTE: In order for the transmit-rate option (minimum bandwidth for a
queue that you set using scheduler configuration) to work properly, you
must configure the guaranteed-rate for the priority group. If a priority group

does not have a guaranteedminimumbandwidth, the queues (forwarding
classes) that belong to the priority group cannot have a guaranteed
minimum bandwidth.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.
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• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

Each priority group receives a maximum of the configured amount of absolute

bandwidth or the configured percentage of bandwidth, even if more bandwidth is

available.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• scheduler-map—Bandwidth and scheduling characteristics for the queues, defined by

mapping forwarding classes to schedulers. (The queue scheduling characteristics

represent amounts or percentages of the priority group bandwidth, not the amounts

or percentages of total link bandwidth.)

NOTE: Because a port can havemore than one priority group, when you
assign resources toaprioritygroup, keep inmind that the totalportbandwidth
must serve all of the queues associated with that port.

For example, if youmap three priority groups to a 10-Gigabit Ethernet port,
the queues associatedwith all three of the priority groups share the 10-Gbps
bandwidth as defined by the traffic control profiles. Therefore, the total
combinedguaranteed-ratevalueof the threeprioritygroupsshouldnotexceed

10 Gbps. If you configure guaranteed rates whose sum exceeds the port
bandwidth, the system sends a syslogmessage to notify you that the
configuration is not valid. However, the system does not perform a commit
check. If youcommitaconfiguration inwhich thesumof theguaranteed rates
exceedstheportbandwidth, thehierarchicalschedulerbehavesunpredictably.

The sum of the queue (forwarding class) transmit rates cannot exceed the
total guaranteed-rate of the priority group to which the queues belong. If you

configure transmit rates whose sum exceeds the priority group guaranteed
rate, the commit check fails and the system rejects the configuration.

If you configure the guaranteed-rate of a priority group as a percentage,

configure all of the transmit rates associated with that priority group as
percentages. In this case, if any of the transmit rates are configured as
absolute values instead of percentages, the configuration is not valid and
the system sends a syslogmessage.

Configuring a Traffic Control Profile

This example describes how to configure a traffic control profile named san-tcpwith a

scheduler map named san-map1and allocate to it a minimum bandwidth of 4 Gbps and

amaximum bandwidth of 8 Gbps:

1. Create the traffic control profile and set the guaranteed-rate (minimum guaranteed

bandwidth) to 4g:

[edit class-of-service]
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user@switch# set traffic-control-profiles san-tcp guaranteed-rate 4g

2. Set the shaping-rate (maximum guaranteed bandwidth) to 8g:

[edit class-of-service]
user@switch# set traffic-control-profiles san-tcp shaping-rate 8g

3. Associate the scheduler map san-map1with the traffic control profile:

[edit class-of-service]
user@switch# set traffic-control-profiles san-tcp scheduler-map san-map1

Verification

Verifying the Traffic Control Profile Configuration

Purpose Verify that the traffic control profile san-tcphasbeencreatedwithaminimumguaranteed

bandwidthof4Gbps,amaximumbandwidthof8Gbps,and theschedulermapsan-map1.

Action List the traffic control profile using the operational mode command show configuration

class-of-service traffic-control-profiles san-tcp:

user@switch> show configuration class-of-service traffic-control-profiles san-tcp
scheduler-map san-map1;
shaping-rate percent 8g;
guaranteed-rate 4g;

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Queue Schedulers on page 5511

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

• Understanding CoS Traffic Control Profiles on page 5381

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

Example: ConfiguringMinimumGuaranteed Output Bandwidth

Scheduling the minimum guaranteed output bandwidth for a queue (forwarding class)

requires configuringboth tiers of the two-tier hierarchical scheduler.One tier is scheduling

the resources for the individual queue. The other tier is scheduling the resources for the

priority group (forwarding class set) to which the queue belongs.

• Requirements on page 5522

• Overview on page 5522

• Configuring Guaranteed Minimum Bandwidth on page 5523

• Verification on page 5524
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Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

The priority groupminimum guaranteed bandwidth defines the minimum total amount

of bandwidth available for all of the queues in the priority group to meet their minimum

bandwidth requirements.

The transmit-rate setting in the scheduler configuration determines the minimum

guaranteed bandwidth for an individual queue. The transmit rate also determines the

amountof excess (extra)priority groupbandwidth that thequeuecanshare. Extrapriority

group bandwidth is allocated among the queues in the priority group in proportion to the

transmit rate of each queue.

The guaranteed-rate setting in the traffic control profile configuration determines the

minimumguaranteedbandwidth forapriority group.Theguaranteed ratealsodetermines

the amount of excess (extra) port bandwidth that the priority group can share. Extra port

bandwidth isallocatedamong thepriority groupsonaport inproportion to theguaranteed

rate of each priority group.

NOTE: Youmust configure both the transmit-rate value for the queue and

theguaranteed-ratevalue for thepriority group inorder to setavalidminimum

bandwidth guarantee for a queue. (If the priority group does not have a
guaranteedminimum bandwidth, there is no guaranteed bandwidth pool
fromwhich the queue can take its guaranteedminimum bandwidth.)

The sum of the queue transmit rates in a priority group should not exceed
the guaranteed rate for thepriority group. (You cannot guarantee aminimum
bandwidth for the queues that is greater than theminimum bandwidth
guaranteed for the entire set of queues.)

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

NOTE: You cannot configureminimumguaranteed bandwidth on strict-high
priority queues or onapriority group that contains strict-highpriority queues.
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This example describes how to:

• Configure a transmit rate (minimum guaranteed queue bandwidth) of 2 Gbps for

queues in a scheduler named be-sched.

• Configureaguaranteed rate (minimumguaranteedpriority groupbandwidth)of4Gbps

for a priority group in a traffic control profile named be-tcp.

• Assign the scheduler to a queue named best-effort by using a scheduler map named

be-map.

• Associate the scheduler map be-mapwith the traffic control profile be-tcp.

• Assign the queue best-effort to a priority group named be-pg.

• Assign the priority group and theminimum guaranteed bandwidth scheduling to the

egress interface xe-0/0/7.

Table 503 on page 5523 shows the configuration components for this example:

Table503:Componentsof theMinimumGuaranteedOutputBandwidthConfigurationExample

SettingsComponent

QFX3500 switchHardware

Transmit rate: 2gMinimum guaranteed queue bandwidth

Guaranteed rate: 4gMinimum guaranteed priority group bandwidth

be-schedScheduler

be-mapScheduler map

be-tcpTraffic control profile

be-pgForwarding class set (priority group)

best-effortQueue (forwarding class)

xe-0/0/7Egress interface

Configuring GuaranteedMinimumBandwidth

To configure the minimum guaranteed bandwidth hierarchical scheduling for a queue

and a priority group:

1. Configure theminimumguaranteedqueuebandwidthof2Gbps forschedulerbe-sched:

[edit class-of-service schedulers]
user@switch# set be-sched transmit-rate 2g

2. Configure the minimum guaranteed priority group bandwidth of 4 Gbps for traffic

control profile be-tcp:
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[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp guaranteed-rate 4g

3. Associate the scheduler be-schedwith the best-effort queue in the scheduler map

be-map:

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched

4. Associate the scheduler map with the traffic control profile:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

5. Assign the best-effort queue to the priority group be-pg:

[edit class-of-service forwarding-class-sets]
user@switch# set be-pg class best-effort

6. Apply the configuration to interface xe-0/0/7:

[edit class-of-service interfaces]
user@switch# setxe-0/0/7 forwarding-class-setbe-pgoutput-traffic-control-profilebe-tcp

Verification

To verify theminimumguaranteedoutput bandwidth configuration, perform these tasks:

• Verifying the MinimumGuaranteed Queue Bandwidth on page 5524

• Verifying the Priority Group MinimumGuaranteed Bandwidth and Scheduler Map

Association on page 5524

• Verifying the Scheduler Map Configuration on page 5525

• Verifying Queue (Forwarding Class) Membership in the Priority Group on page 5525

• Verifying the Egress Interface Configuration on page 5525

Verifying the MinimumGuaranteed Queue Bandwidth

Purpose Verify that you configured theminimum guaranteed queue bandwidth as 2g in the

scheduler be-sched.

Action Display the minimum guaranteed bandwidth in the be-sched scheduler configuration

using the operational mode command show configuration class-of-service schedulers

be-sched transmit-rate:

user@switch> show configuration class-of-service schedulers be-sched transmit-rate
2g;

Verifying the Priority GroupMinimumGuaranteed Bandwidth and Scheduler Map
Association

Purpose Verify that the minimum guaranteed priority group bandwidth is 4g and the attached

scheduler map is be-map in the traffic control profile be-tcp.
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Action Display the minimum guaranteed bandwidth in the be-tcp traffic control profile

configuration using the operational mode command show configuration class-of-service

traffic-control-profiles be-tcp guaranteed-rate:

user@switch> showconfigurationclass-of-servicetraffic-control-profilesbe-tcpguaranteed-rate
4g;

Display the scheduler map in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
scheduler-map be-map;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-mapmaps the forwarding class best-effort to the

scheduler be-sched.

Action Display the be-map scheduler map configuration using the operational mode command

show configuration class-of-service schedulersmaps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Verifying Queue (Forwarding Class) Membership in the Priority Group

Purpose Verify that the forwarding class set be-pg includes the forwarding class best-effort.

Action Display thebe-pg forwardingclasssetconfigurationusing theoperationalmodecommand

show configuration class-of-service forwarding-class-sets be-pg:

user@switch> show configuration class-of-service forwarding-class-sets be-pg
class best-effort;

Verifying the Egress Interface Configuration

Purpose Verify that the forwardingclass setbe-pgand the traffic control profilebe-tcpareattached

to egress interface xe-0/0/7.

Action Display the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    be-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519
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• Example: Configuring Queue Scheduling Priority on page 5516

• Example: Configuring Forwarding Class Sets on page 5508

• Understanding CoS Traffic Control Profiles on page 5381

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366

Example: ConfiguringMaximumOutput Bandwidth

Scheduling the maximum output bandwidth for a queue (forwarding class) requires

configuring both tiers of the hierarchical scheduler. One tier is scheduling the resources

for the individual queue. The other tier is scheduling the resources for the priority group

(forwarding class set) to which the queue belongs.

• Requirements on page 5526

• Overview on page 5526

• Configuring Maximum Bandwidth on page 5527

• Verification on page 5528

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Theprioritygroupmaximumbandwidthdefines themaximumtotalamountofbandwidth

available for all of the queues in the priority group.

The shaping-rate setting in the scheduler configuration determines the maximum

bandwidth for an individual queue.

The shaping-rate setting in the traffic control profile configuration determines the

maximum bandwidth for a priority group.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

NOTE: When you set themaximumbandwidth (shaping-rate) for a queue or

foraprioritygroupat 100Kbpsor less, the traffic shapingbehavior isaccurate
only within +/– 20 percent of the configured shaping-rate value.
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This example describes how to:

• Configure a maximum rate of 4 Gbps for queues in a scheduler named be-sched.

• Configure a maximum rate of 6 Gbps for a priority group in a traffic control profile

named be-tcp.

• Assign the scheduler to a queue named best-effort by using a scheduler map named

be-map.

• Associate the scheduler map be-mapwith the traffic control profile be-tcp.

• Assign the queue best-effort to a priority group named be-pg.

• Assign the priority group and the bandwidth scheduling to the interface xe-0/0/7.

Table 504 on page 5527 shows the configuration components for this example:

Table 504: Components of theMaximumOutput Bandwidth Configuration Example

SettingsComponent

QFX3500 switchHardware

Shaping rate: 4gMaximum queue bandwidth

Shaping rate: 6gMaximum priority group bandwidth

be-schedScheduler

be-mapScheduler map

be-tcpTraffic control profile

be-pgForwarding class set (priority group)

best-effortQueue (forwarding class)

xe-0/0/7Egress interface

ConfiguringMaximumBandwidth

To configure the maximum bandwidth hierarchical scheduling for a queue and a priority

group:

1. Configure the maximum queue bandwidth of 4 Gbps for scheduler be-sched:

[edit class-of-service schedulers]
user@switch# set be-sched shaping-rate 4g

2. Configure the maximum priority group bandwidth of 6 Gbps for traffic control profile

be-tcp:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp shaping-rate 6g
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3. Associate the scheduler be-schedwith the best-effort queue in the scheduler map

be-map:

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched

4. Associate the scheduler map with the traffic control profile:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

5. Assign the best-effort queue to the priority group be-pg:

[edit class-of-service forwarding-class-sets]
user@switch# set be-pg class best-effort

6. Apply the configuration to interface xe-0/0/7:

[edit class-of-service interfaces]
user@switch# setxe-0/0/7 forwarding-class-setbe-pgoutput-traffic-control-profilebe-tcp

Verification

To verify the maximum output bandwidth configuration, perform these tasks:

• Verifying the MaximumQueue Bandwidth on page 5528

• Verifying the Priority Group Maximum Bandwidth and Scheduler Map

Association on page 5528

• Verifying the Scheduler Map Configuration on page 5529

• Verifying Queue (Forwarding Class) Membership in the Priority Group on page 5529

• Verifying the Egress Interface Configuration on page 5529

Verifying the MaximumQueue Bandwidth

Purpose Verify thatyouconfigured themaximumqueuebandwidthas4g in theschedulerbe-sched.

Action List themaximumbandwidth in thebe-schedschedulerconfigurationusing theoperational

mode command show configuration class-of-service schedulers be-sched shaping-rate:

user@switch> show configuration class-of-service schedulers be-sched shaping-rate
4g;

Verifying the Priority GroupMaximumBandwidth and Scheduler Map Association

Purpose Verify that themaximumpriority group bandwidth is6g and the attached schedulermap

is be-map in the traffic control profile be-tcp.

Action List the maximum bandwidth in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp shaping-rate:

user@switch> show configuration class-of-service traffic-control-profiles be-tcp shaping-rate
4g;
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List the scheduler map in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
scheduler-map be-map;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-mapmaps the forwarding class best-effort to the

scheduler be-sched.

Action List the be-map scheduler map configuration using the operational mode command

show configuration class-of-service schedulersmaps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Verifying Queue (Forwarding Class) Membership in the Priority Group

Purpose Verify that the forwarding class set be-pg includes the forwarding class best-effort.

Action List the be-pg forwarding class set configuration using the operational mode command

show configuration class-of-service forwarding-class-sets be-pg:

user@switch> show configuration class-of-service forwarding-class-sets be-pg
class best-effort;

Verifying the Egress Interface Configuration

Purpose Verify that the forwardingclass setbe-pgand the traffic control profilebe-tcpareattached

to egress interface xe-0/0/7.

Action List the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    be-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Forwarding Class Sets on page 5508

• Understanding CoS Traffic Control Profiles on page 5381

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 5366
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Example: Recommended Configuration of the Shared Buffer Pool for Networks with Mostly
Best-Effort Unicast Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly best-effort (lossy) unicast traffic. The

global shared buffer pool is memory space that all of the ports on the switch share

dynamically as they need buffers. You can allocate global sharedmemory space to

different types of buffers to better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 5530

• Overview on page 5530

• Configuration on page 5532

• Verification on page 5533

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.
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From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly best-effort

unicast traffic, more buffer space needs to be allocated to lossy buffers, and less buffer

space should be allocated to lossless buffers. This example shows you how to configure

the global shared buffer pool allocation that we recommend to support a network that

carries mostly unicast traffic.

Topology

Table 505 on page 5532 shows the configuration components for this example.
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Table 505: Components of the Recommended Shared Buffer Configuration for Best-Effort
Unicast Network Topologies

SettingsComponent

QFX3500 switchHardware

Percentage of available ingress buffer space allocated to the ingress shared buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic (lossless-headroom
buffer partition): 0%

Percentage of ingress buffer space allocated to best-effort traffic (lossy buffer partition): 95%

Ingress shared buffer

Percentage of available egress buffer space allocated to the egress shared buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy buffer partition): 75%

Percentage of egress buffer space allocated to multicast traffic (multicast buffer partition): 20%

Egress shared buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly best-effort unicast traffic, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 0
set ingress buffer-partition lossy percent 95
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 75
set egress buffer-partitionmulticast percent 20

Configuring theGlobal SharedBuffer Pool for NetworkswithMostly Best-Effort Unicast
Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly best-effort unicast traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 0
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user@switch# set ingress buffer-partition lossy percent 95

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 75
user@switch# set egress buffer-partitionmulticast percent 20

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 95;
    }
    buffer-partition lossless-headroom {
        percent 0;
    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 75;
    }
    buffer-partition multicast {
        percent 20;
    }
}

Verification

Verify that the shared buffer configuration has been created properly.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
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  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  360.10 KB   
    Lossless Headroom :  0.00 KB     
    Lossy             :  6841.90 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   0.00 KB        0.00 KB               0.00 KB     

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  1331.20 KB  
    Lossy             :  4992.00 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the

sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 360.10 KB to lossless traffic

• No space to lossless headroom traffic

• 6841.90 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Because the lossless headroom buffer partition is set to

0 (zero)percent, the total amountof losslessheadroombuffer space is0KB; therefore

the amount of used and free lossless headroom buffer space is also 0 KB.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

Copyright © 2014, Juniper Networks, Inc.5534

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 1331.20 KB tomulticast traffic

• 4992 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100 switches have larger buffers (12MB instead of 9MB), so the total
buffer size and the sizes of each buffer partition are larger on QFX5100
switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

Example: Recommended Configuration of the Shared Buffer Pool for Networks with Mostly
Best-Effort Traffic on Links with Ethernet PAUSE Enabled

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly best-effort (lossy) traffic on links with

Ethernet PAUSE (IEEE 802.3X) enabled. The global shared buffer pool is memory space

thatall of theportson the switch sharedynamically as theyneedbuffers. Youcanallocate

global sharedmemory space to different types of buffers to better support different

mixes of network traffic.
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CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 5536

• Overview on page 5536

• Configuration on page 5538

• Verification on page 5539

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)
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• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly best-effort

traffic on links enabled for Ethernet PAUSE, more buffer space needs to be allocated to

ingress dedicated port buffers, and less buffer space should be allocated to ingress

shared buffers. Also, more buffer space needs to be allocated to lossless-headroom

buffers, and less space to ingress lossy buffers. This example shows youhow to configure

the global shared buffer pool allocation that we recommend to support a network that

carries mostly best-effort traffic on links enabled for Ethernet PAUSE.

Topology

Table 506 on page 5537 shows the configuration components for this example.

Table 506: Components of the Recommended Shared Buffer Configuration for Best-Effort
Network Topologies with Links Enabled for Ethernet PAUSE

SettingsComponent

QFX3500 switchHardware
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Table 506: Components of the Recommended Shared Buffer Configuration for Best-Effort
Network Topologies with Links Enabled for Ethernet PAUSE (continued)

SettingsComponent

Percentage of available ingress buffer space allocated to the ingress shared buffer: 70%

Percentage of ingress buffer space allocated to lossless traffic (lossless buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic (lossless-headroom
buffer partition): 80%

Percentage of ingress buffer space allocated to best-effort traffic (lossy buffer partition): 15%

Ingress shared buffer

Percentage of available egress buffer space allocated to the egress shared buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy buffer partition): 75%

Percentage of egress buffer space allocated to multicast traffic (multicast buffer partition): 20%

Egress shared buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly best-effort unicast traffic, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 70
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 80
set ingress buffer-partition lossy percent 15
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 75
set egress buffer-partitionmulticast percent 20

Configuring the Global Shared Buffer Pool for Networks with Mostly Best-Effort Traffic
on Links Enabled for Ethernet PAUSE

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 70

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 80
user@switch# set ingress buffer-partition lossy percent 15
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3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 75
user@switch# set egress buffer-partitionmulticast percent 20

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 70;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 15;
    }
    buffer-partition lossless-headroom {
        percent 80;
    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 75;
    }
    buffer-partition multicast {
        percent 20;
    }
}

Verification

Verify that the shared buffer configuration has been created properly.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  4318.60 KB  
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  Shared Buffer    :  5041.40 KB  
    Lossless          :  252.07 KB   
    Lossless Headroom :  4033.12 KB  
    Lossy             :  756.21 KB   

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  1331.20 KB  
    Lossy             :  4992.00 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 4318.6 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 70 percent of the

available (user-configurable) buffer space.

• With the ingress shared buffer pool configured as 70 percent of the available buffers,

the total size of the ingress shared buffer pool is 5041.4 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 252.07 KB to lossless traffic

• 4033.12 KB to lossless headroom traffic

• 756.21 KB to lossy unicast traffic

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 1331.20 KB tomulticast traffic

Copyright © 2014, Juniper Networks, Inc.5540

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



• 4992 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100 switches have larger buffers (12MB instead of 9MB), so the total
buffer size and the sizes of each buffer partition are larger on QFX5100
switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

Example: Recommended Configuration of the Shared Buffer Pool for Networks with Mostly
Multicast Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly multicast traffic. The global shared buffer

pool is memory space that all of the ports on the switch share dynamically as they need

buffers. You can allocate global sharedmemory space to different types of buffers to

better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.
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After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 5542

• Overview on page 5542

• Configuration on page 5543

• Verification on page 5545

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:
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• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the sharedbuffers to support a network that carriesmostlymulticast traffic,

more buffer space needs to be allocated to lossy buffers, less buffer space should be

allocated to lossless buffers, andmore space needs to be allocated to egress multicast

buffers. This example showsyouhowtoconfigure theglobal sharedbuffer pool allocation

that we recommend to support a network that carries mostly multicast traffic.

Topology

Table 507 on page 5543 shows the configuration components for this example.

Table 507: Components of the Recommended Shared Buffer Configuration for Multicast
Network Topologies

SettingsComponent

QFX3500 switchHardware

Percentage of available ingress buffer space allocated to the ingress shared buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic (lossless-headroom
buffer partition): 0%

Percentage of ingress buffer space allocated to best-effort traffic (lossy buffer partition): 95%

Ingress shared buffer

Percentage of available egress buffer space allocated to the egress shared buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy buffer partition): 20%

Percentage of egress buffer space allocated to multicast traffic (multicast buffer partition): 75%

Egress shared buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly multicast traffic, copy the following commands, paste them in a text file, remove
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line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 0
set ingress buffer-partition lossy percent 95
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 20
set egress buffer-partitionmulticast percent 75

Configuring the Global Shared Buffer Pool for Networks with Mostly Multicast Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly multicast traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 0
user@switch# set ingress buffer-partition lossy percent 95

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 20
user@switch# set egress buffer-partitionmulticast percent 75

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 95;
    }
    buffer-partition lossless-headroom {
        percent 0;
    }
}
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egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 20;
    }
    buffer-partition multicast {
        percent 75;
    }
}

Verification

Verify that the shared buffer configuration has been created properly.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  360.10 KB   
    Lossless Headroom :  0.00 KB     
    Lossy             :  6841.90 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   0.00 KB        0.00 KB               0.00 KB     

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  4992.00 KB  
    Lossy             :  1331.20 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the
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sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 360.10 KB to lossless traffic

• No space to lossless headroom traffic

• 6841.90 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Because the lossless headroom buffer partition is set to

0 (zero)percent, the total amountof losslessheadroombuffer space is0KB; therefore

the amount of used and free lossless headroom buffer space is also 0 KB.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 4992 KB tomulticast traffic

• 1331.20 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100 switches have larger buffers (12MB instead of 9MB), so the total
buffer size and the sizes of each buffer partition are larger on QFX5100
switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

Example: Recommended Configuration of the Shared Buffer Pool for Networks with Mostly
Lossless Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly lossless traffic. The global shared buffer

pool is memory space that all of the ports on the switch share dynamically as they need

buffers. You can allocate global sharedmemory space to different types of buffers to

better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

NOTE: Whenwediscuss losslessbuffers,wemeanbuffers thathandle traffic
on which you enable priority-based flow control (PFC) to ensure lossless
transport. The lossless buffers are not used for best-effort traffic on a link
on which you enable Ethernet PAUSE (IEEE 802.3x).

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 5548

• Overview on page 5548

• Configuration on page 5549

• Verification on page 5551
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Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.
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• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly lossless traffic,

more buffer space needs to be allocated to lossless buffers, and less buffer space should

beallocated to lossy buffers. This example shows youhow to configure the global shared

buffer pool allocation that we recommend to support a network that carries mostly

lossless traffic.

Topology

Table 508 on page 5549 shows the configuration components for this example.

Table508:ComponentsoftheRecommendedSharedBufferConfigurationforLosslessNetwork
Topologies

SettingsComponent

QFX3500 switchHardware

Percentage of available ingress buffer space allocated to the ingress shared buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless buffer partition): 15%

Percentage of ingress buffer space allocated to lossless headroom traffic (lossless headroom
buffer partition): 80%

Percentage of ingress buffer space allocated to best-effort traffic (lossy buffer partition): 5%

Ingress shared buffer

Percentage of available egress buffer space allocated to the egress shared buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless buffer partition): 90%

Percentage of egress buffer space allocated to best-effort queues (lossy buffer partition): 5%

Percentage of egress buffer space allocated to multicast traffic (multicast buffer partition): 5%

Egress shared buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly lossless traffic, copy the following commands, paste them in a text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 15
set ingress buffer-partition lossless-headroom percent 80
set ingress buffer-partition lossy percent 5
set egress percent 100
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set egress buffer-partition lossless percent 90
set egress buffer-partition lossy percent 5
set egress buffer-partitionmulticast percent 5

Configuring the Global Shared Buffer Pool for Networks with Mostly Lossless Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly lossless traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 15
user@switch# set ingress buffer-partition lossless-headroom percent 80
user@switch# set ingress buffer-partition lossy percent 5

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 90
user@switch# set egress buffer-partition lossy percent 5
user@switch# set egress buffer-partitionmulticast percent 5

Results

Display the results of the configuration:

rroot@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 15;
    }
    buffer-partition lossy {
        percent 5;
    }
    buffer-partition lossless-headroom {
        percent 80;
    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 90;
    }
    buffer-partition lossy {
        percent 5;
    }
    buffer-partition multicast {
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        percent 5;
    }
}

Verification

Verify that the shared buffer configuration has been created properly.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  1080.30 KB  
    Lossless Headroom :  5761.60 KB  
    Lossy             :  360.10 KB   

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   5761.60 KB     0.00 KB               5761.60 KB  

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  5990.40 KB  
    Multicast         :  332.80 KB   
    Lossy             :  332.80 KB   

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the

sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 1080 KB to lossless traffic
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• 5761.60 KB to lossless headroom traffic

• 360.10 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Of the total available lossless headroom buffer space of

5761.60 KB, currently no buffer space is being used, so all 5761.60 KB of buffer space

is free.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 5990.40 KB to lossless traffic

• 332.80 KB tomulticast traffic

• 332.80 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100 switches have larger buffers (12MB instead of 9MB), so the total
buffer size and the sizes of each buffer partition are larger on QFX5100
switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391
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Configuration Examples (QFX Series Standalone Switches, QFabric SystemsOnly)

• Example: Configuring CoS PFC for FCoE Traffic on page 5553

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage5561

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC

Gateway on page 5631

• Example: Configuring DCBX Application Protocol TLV Exchange on page 5640

Example: Configuring CoS PFC for FCoE Traffic

Priority-based flow control (PFC, described in IEEE 802.1Qbb) is a link-level flow control

mechanism that you apply at ingress interfaces. PFC enables you to divide traffic on one

physical link into eight priorities. You can think of the eight priorities as eight “lanes” of

traffic that correspond to queues (forwarding classes). Each priority ismapped to a 3-bit

IEEE 802.1p CoS flag in the VLAN header.

You can selectively apply PFC to the traffic in any queue without pausing the traffic in

other queues on the same link. Youmust apply PFC to FCoE traffic to ensure lossless

transport.

To configure PFC on FCoE traffic, use the default FCoE forwarding-class-to-queue

mapping and:

• Configure a classifier that associates the FCoE forwarding class with FCoE traffic.

• Configure a congestion notification profile to apply PFC to the FCoE traffic.

• Apply the classifier and the PFC configuration to ingress interfaces.

• Configure the bandwidth scheduling for the FCoE forwarding class output queue.

• Create a forwarding class set (priority group) that includes the FCoE forwarding class;

this is required to configure enhanced transmission selection (ETS) and support data

center bridging (DCB).

• Configure the bandwidth scheduling for the FCoE priority group.

• Apply the scheduling to the egress interfaces.
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NOTE: If you are using Junos OS Release 12.2 or later, use the default
forwarding classes for the lossless fcoe forwarding class. If you explicitly

configure default lossless forwarding classes, the traffic mapped to those
forwardingclasses is treatedas lossy (best-effort) traffic anddoesnot receive

lossless treatment.

In Junos OS Release 12.3 and later, you can include the no-loss packet drop
attribute in explicit forwarding class configurations to configure a lossless
forwarding class.

This example describes how to configure PFC for FCoE traffic:

• Requirements on page 5554

• Overview on page 5554

• Configuration on page 5556

• Verification on page 5559

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

FCoE traffic requires PFC to ensure lossless packet transport. This example shows you

how to:

• Assign FCoE traffic to the FCoE priority at the ingress.

• Create and apply CoS for the FCoE traffic using ETS (hierarchical port scheduling).

• Apply PFC to the FCoE traffic.

• Apply the configuration to ingress and egress interfaces.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

Each interface in this example is configured as both an ingress interface and an egress

interface, so the classifier, congestionnotificationprofile, andport schedulingareapplied

to all of the interfaces.
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Topology

Table 379 on page 4923 shows the configuration components for this example.

Table 509: Components of the PFC for FCoE Traffic Configuration Topology

SettingsComponent

QFX3500 switchHardware

Code point 011 to forwarding class fcoe and loss priority low

Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

Behavior aggregate classifier (maps the FCoE
forwarding class to incoming packets by IEEE 802.1
code point)

fcoe-cnp:
Code point 011
Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

PFC congestion notification profile

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping

fcoe-pg:
Forwarding class fcoe
Egress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

Forwarding class set (FCoE priority group)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile

Figure 179onpage4924showsablockdiagramof theconfigurationcomponentsand the

configuration flow of the CLI statements used in the example.

Figure202:PFCforFCoETrafficConfigurationComponentsBlockDiagram
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Configuration

CLI Quick
Configuration

To quickly configure PFC for FCoE traffic, copy the following commands, paste them in

a text file, remove line breaks, change variables and details to match your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level:

[edit class-of-service]
set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority low code-points 011
set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp
set schedulers fcoe-sched priority low transmit-rate 3g
set schedulers fcoe-sched shaping-rate percent 100
set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set forwarding-class-sets fcoe-pg class fcoe
set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate 3g
set traffic-control-profiles fcoe-tcp shaping-rate percent 100
set interfaces xe-0/0/31 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/32 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/33 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/34 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp

Step-by-Step
Procedure

To configure the FCoE forwarding class (priority), ingress classifier, output queue

scheduling, forwarding class set (priority group) and its output port scheduling, PFC

application, and interfaces to set up PFC for FCoE traffic:

1. Configure a classifier to set the loss priority and IEEE 802.1 code point assigned to

the FCoE forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority
low code-points 011

2. Configure PFC on the FCoE queue by applying FCoE to the IEEE 802.1 code point

011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

3. Apply the PFC configuration to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp

4. Assign the classifier to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
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user@switch# set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier

5. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

6. Map the FCoE forwarding class to the FCoE scheduler:

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

7. Configure the forwarding class set for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

8. Define the traffic control profile for the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

9. Apply the FCoE forwarding class set and traffic control profile to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/34 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe lossless forwarding

class):

user@switch> show configuration class-of-service
classifiers {
ieee-802.1 fcoe-classifier {
forwarding-class fcoe {
loss-priority low code-points 011;

}
}
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
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class fcoe;
}

}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/31 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/32 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/33 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/34 {
congestion-notification-profile fcoe-cnp;
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forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command and then copy the hierarchy and paste it into the switch terminal
window.

Verification

To verify that the PFC configuration for FCoE traffic components has been created and

is operating properly, perform these tasks:

• Verifying That Priority-Based Flow Control Has Been Enabled on page 5559

• Verifying the Ingress Interface PFC Configuration on page 5560

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE queue to enable lossless transport.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: fcoe-cnp, Index: 51697
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
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  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification operational command lists all of the

congestion notification profiles and which IEEE 802.1p code points have PFC enabled.

The command output shows that PFC is enabled on code point 011 for the fcoe-cnp

congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying the Ingress Interface PFC Configuration

Purpose Verify that the classifier fcoe-classifier and the congestion notification profile fcoe-cnp

are configured on ingress interfaces xe-0/0/31, xe-0/0/32, xe-0/0/33, and xe-0/0/34.

Action List the ingress interfaces using the operational mode command show configuration

class-of-service interfaces:

user@switch> show configuration class-of-service interfaces xe-0/0/31
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/32
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/33
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congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/34
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

Meaning The show configuration class-of-service interfaces commands list the congestion

notificationprofile that ismapped to the interface (fcoe-cnp)and the IEEE802.1pclassifier

associated with the interface (fcoe-classifier).

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Example: Configuring CoS for FCoE Transit Switch Traffic Across anMC-LAG

Multichassis link aggregation groups (MC-LAGs) provide redundancy and loadbalancing

between twoQFXSeries switches,multihomingsupport for clientdevices suchas servers,

and a loop-free Layer 2 network without running Spanning Tree Protocol (STP).

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Example: Configuring CoS for FCoE Transit Switch Traffic
Across anMC-LAG” on page 5002.

You can use anMC-LAG to provide a redundant aggregation layer for Fiber Channel over

Ethernet (FCoE) traffic in an inverted-U topology. To support lossless transport of FCoE

traffic across an MC-LAG, youmust configure the appropriate class of service (CoS) on

both of the QFX Series switches with MC-LAG port members. The CoS configuration

must be the same on both of the MC-LAG switches because an MC-LAG does not carry

forwarding class and IEEE 802.1p priority information.
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NOTE: This example describes how to configure CoS to provide lossless
transport for FCoE traffic across anMC-LAG that connects two QFX Series
switches. It alsodescribeshowtoconfigureCoSon theFCoE transit switches
that connect FCoE hosts to the QFX Series switches that form the MC-LAG.

This example does not describe how to configure the MC-LAG itself. For a
detailed example of MC-LAG configuration, see “Example: Configuring
Multichassis LinkAggregation”onpage 1904.However, this example includes
a subsetofMC-LAGconfiguration thatonly showshowtoconfigure interface
membership in the MC-LAG.

Ports that are part of an FCoE-FC gateway configuration (a virtual FCoE-FC gateway

fabric) do not support MC-LAGs. Ports that are members of an MC-LAG act as FCoE

passthrough transit switch ports.

QFX Series switches support MC-LAGs. QFabric system Node devices do not support

MC-LAGs, and QFX3500 and QFX3600 Virtual Chassis switches do not support FCoE.

This topic describes:

• Requirements on page 5562

• Overview on page 5563

• Configuration on page 5567

• Verification on page 5575

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX3500 Switches that form an MC-LAG for FCoE traffic.

• Two Juniper Networks QFX3500 Switches that provide FCoE server access in transit

switch mode and that connect to the MC-LAG switches. These switches can be

standalone QFX3500 switches or they can be Node devices in a QFabric system.

• FCoE servers (or other FCoE hosts) connected to the transit switches.

• Junos OS Release 12.2 or later for the QFX Series.
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Overview

FCoE traffic requires lossless transport. This example shows you how to:

• Configure CoS for FCoE traffic on the two QFX3500 switches that form the MC-LAG,

includingpriority-based flowcontrol (PFC)andenhanced transmission selection (ETS;

hierarchical scheduling of resources for the FCoE forwarding class priority and for the

forwarding class set priority group).

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure CoS for FCoE on the two FCoE transit switches that connect FCoE hosts to

the MC-LAG switches and enable FIP snooping on the FCoE VLAN at the FCoE transit

switch access ports.

• Disable IGMP snooping on the FCoE VLAN.

• Configure the appropriate port mode, MTU, and FCoE trusted or untrusted state for

each interface to support lossless FCoE transport.

Topology

QFX3500 switches that act as transit switches support MC-LAGs for FCoE traffic in an

inverted-U network topology, as shown in Figure 180 on page 4942.

Figure203:SupportedTopology foranMC-LAGonanFCoETransitSwitch

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

Rack servers or blade servers using passthrough with converged network adapters (CNAs)

QFX Series switch
MC-LAG Switch S1

QFX Series switch
MC-LAG Switch S2

QFX Series switches with MC-LAG

VLAN, LLDP, DCBX, PFC, ETS

xe-0/0/10

xe-0/0/11 xe-0/0/20 xe-0/0/21xe-0/0/20 xe-0/0/21

xe-0/0/26

g0
41

30
7

xe-0/0/25xe-0/0/26xe-0/0/25

LAG LAG

xe-0/0/33xe-0/0/32xe-0/0/31xe-0/0/30

FCoE Transit Switch TS1 FCoE Transit Switch TS2

xe-0/0/33 xe-0/0/30xe-0/0/31xe-0/0/32

Table 383 on page 4943 shows the configuration components for this example.
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Table 510: Components of the CoS for FCoE Traffic Across anMC-LAGConfiguration Topology

SettingsComponent

Four QFX3500 switches (two to form the MC-LAG as
passthrough transit switchesand two transit switches for FCoE
access).

Hardware

Default fcoe forwarding class.Forwarding class (all switches)

Default IEEE 802.1p trusted classifier on all FCoE interfaces.Classifier (forwardingclassmappingof incoming traffic to IEEE
priority)

S1—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S1 to Switch S2.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

S2—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S2 to Switch S1.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

NOTE: Ports xe-0/0/20 and xe-0/0/21 on Switches S1 and
S2 are the members of the MC-LAG.

TS1—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

TS2—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

LAGs and MC-LAG

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler (all switches)

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping (all switches)
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Table 510: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

fcoe-pg:
Forwarding class fcoe

Egress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

Forwarding class set (FCoE priority group, all switches)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile (all switches)

fcoe-cnp:
Code point 011

Ingress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

PFC congestion notification profile (all switches)

Name—fcoe_vlan
ID—100

Include theFCoEVLANonthe interfaces thatcarryFCoE traffic
on all four switches.

Disable IGMP snooping on the interfaces that belong to the
FCoE VLAN on all four switches.

FCoE VLAN name and tag ID

Enable FIP snooping on Transit Switches TS1 and TS2 on the
FCoE VLAN. Configure the LAG interfaces that connect to the
MC-LAG switches as FCoE trusted interfaces so that they do
not perform FIP snooping.

This example enables VN2VN_Port FIP snooping on the FCoE
transit switch interfaces connected to the FCoE servers. The
example isequally validwithVN2VF_PortFIPsnoopingenabled
on the transit switchaccessports.ThemethodofFIPsnooping
you enable depends on your network configuration.

FIP snooping
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NOTE: Thisexampleuses thedefault IEEE802.1p trustedBAclassifier,which
is automatically applied to trunkmode and tagged accessmode ports if you
do not apply an explicitly configured classifier.

To configure CoS for FCoE traffic across an MC-LAG:

• Use the default FCoE forwarding class and forwarding-class-to-queuemapping (do

not explicitly configure the FCoE forwarding class or output queue). The default FCoE

forwarding class is fcoe, and the default output queue is queue 3.

NOTE: In Junos OS Release 12.2, traffic mapped to explicitly configured
forwardingclasses, even lossless forwardingclassessuchas fcoe, is treated

as lossy (best-effort) traffic and does not receive lossless treatment. To

receive lossless treatment inRelease 12.2, trafficmustuseoneof thedefault
lossless forwarding classes (fcoe or no-loss).

In JunosOSRelease 12.3 and later, you can include the no-loss packet drop
attribute in theexplicit forwardingclassconfiguration toconfigurea lossless
forwarding class.

• Use the default trusted BA classifier, which maps incoming packets to forwarding

classesby the IEEE802.1p codepoint (CoSpriority) of thepacket. The trustedclassifier

is the default classifier for interfaces in trunk and tagged-access port modes. The

default trusted classifier maps incoming packets with the IEEE 802.1p code point 3

(011) to the FCoE forwarding class. If you choose to configure the BA classifier instead

of using the default classifier, you must ensure that FCoE traffic is classified into

forwardingclasses inexactly thesamewayonbothMC-LAGswitches.Using thedefault

classifier ensures consistent classifier configuration on the MC-LAG ports.

• Configure a congestion notification profile that enables PFC on the FCoE code point

(codepoint011 in this example). The congestion notificationprofile configurationmust

be the same on both MC-LAG switches.

• Apply the congestion notification profile to the interfaces.

• Configureenhancedtransmissionselection(ETS,alsoknownashierarchical scheduling)

on the interfaces to provide the bandwidth required for lossless FCoE transport.

Configuring ETS includes configuring bandwidth scheduling for the FCoE forwarding

class, a forwarding class set (priority group) that includes the FCoE forwarding class,

anda traffic control profile toassignbandwidth to the forwardingclass set that includes

FCoE traffic.

• Apply the ETS scheduling to the interfaces.

• Configure the port mode, MTU, and FCoE trusted or untrusted state for each interface

to support lossless FCoE transport.

In addition, this example describes how to enable FIP snooping on the Transit Switch

TS1 and TS2 ports that are connected to the FCoE servers and how to disable IGMP
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snooping on the FCoE VLAN. To provide secure access, FIP snooping must be enabled

on the FCoE access ports.

This example focuseson theCoSconfiguration to support losslessFCoE transport across

anMC-LAG. This example does not describe how to configure theproperties ofMC-LAGs

and LAGs, although it does show you how to configure the port characteristics required

to support lossless transport and how to assign interfaces to the MC-LAG and to the

LAGs.

Before you configure CoS, configure:

• The MC-LAGs that connect Switches S1 and S2 to Switches TS1 and TS2. (“Example:

Configuring Multichassis Link Aggregation” on page 1904 describes how to configure

MC-LAGs.)

• The LAGs that connect the Transit Switches TS1 and TS2 to MC-LAG Switches S1 and

S2. (“Configuring Link Aggregation” on page 2019 describes how to configure LAGs.)

• The LAG that connects Switch S1 to Switch S2.

Configuration

To configure CoS for lossless FCoE transport across an MC-LAG, perform these tasks:

• Configuring MC-LAG Switches S1 and S2 on page 5569

• Configuring FCoE Transit Switches TS1 and TS2 on page 5570

• Results on page 5573

CLI Quick
Configuration

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for MC-LAG Switch S1 and MC-LAG Switch S2 at the [edit] hierarchy level. The

configurations on Switches S1 and S2 are identical because the CoS configuration must

be identical, and because this example uses the same ports on both switches.

Switch S1 and Switch
S2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae0 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae0 congestion-notification-profile fcoe-cnp
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/10 ether-options 802.3ad ae0
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set interfaces xe-0/0/11 ether-options 802.3ad ae0
set interfaces xe-0/0/20 ether-options 802.3ad ae1
set interfaces xe-0/0/21 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae0mtu 2180
set interfaces ae1mtu 2180
set ethernet-switching-options secure-access-port interface ae0 fcoe-trusted
set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for Transit Switch TS1 and Transit Switch TS2 at the [edit] hierarchy level. The

configurations on Switches TS1 and TS2 are identical because the CoS configuration

must be identical, and because this example uses the same ports on both switches.

Switch TS1 andSwitch
TS2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/30 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/25 ether-options 802.3ad ae1
set interfaces xe-0/0/26 ether-options 802.3ad ae1
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfacesxe-0/0/30unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/31unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/32unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/33unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfaces ae1mtu 2180
set interfaces xe-0/0/30mtu 2180
set interfaces xe-0/0/31mtu 2180
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set interfaces xe-0/0/32mtu 2180
set interfaces xe-0/0/33mtu 2180
set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted
set ethernet-switching-options secure-access-port vlan fcoe_vlan examine-fip examine-vn2v2
beacon-period 90000

Configuring MC-LAG Switches S1 and S2

Step-by-Step
Procedure

To configure CoS resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG and

MC-LAG interface membership and characteristics to support lossless FCoE transport

across an MC-LAG (this example uses the default fcoe forwarding class and the default

classifier to map incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you

do not configure them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG and

MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfacesae0forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply the PFC configuration to the LAG and MC-LAG interfaces:

[edit class-of-service]
user@switch# set interfaces ae0 congestion-notification-profile fcoe-cnp
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100
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9. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG between the twoMC-LAG switches:

[edit interfaces]
user@switch# set xe-0/0/10 ether-options 802.3ad ae0
user@switch# set xe-0/0/11 ether-options 802.3ad ae0

11. Add themember interfaces to the MC-LAG:

[edit interfaces]
user@switch# set xe-0/0/20 ether-options 802.3ad ae1
user@switch# set xe-0/0/21 ether-options 802.3ad ae1

12. Configure the portmodeas trunkandmembership in the FCoEVLAN (fcoe_vlan)for

the LAG (ae0) and for the MC-LAG (ae1):

[edit interfaces]
user@switch# set interfaces ae0 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan
user@switch# set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan

13. Set theMTUto2180 for the LAGandMC-LAG interfaces. 2180bytes is theminimum

size required to handle FCoE packets because of the payload and header sizes; you

can configure theMTU to a higher number of bytes if desired, but not less than 2180

bytes:

[edit interfaces]
user@switch# set ae0mtu 2180
user@switch# set ae1mtu 2180

14. Set the LAG and MC-LAG interfaces as FCoE trusted ports. Ports that connect to

other switches should be trusted and should not perform FIP snooping:

[edit]
user@switch# setethernet-switching-optionssecure-access-port interfaceae0fcoe-trusted
user@switch# setethernet-switching-optionssecure-access-port interfaceae1 fcoe-trusted

Configuring FCoE Transit Switches TS1 and TS2

Step-by-Step
Procedure

The CoS configuration on FCoE Transit Switches TS1 and TS2 is similar to the CoS

configuration on MC-LAG Switches S1 and S2. However, the port configurations differ,

and youmust enable FIP snooping on the Switch TS1 andSwitch TS2 FCoE access ports.

To configure resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG interface

membership and characteristics to support lossless FCoE transport across the MC-LAG

(this example uses the default fcoe forwarding class and the default classifier to map

incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you do not configure

them):

1. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched):
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[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set:

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG interface

and to the FCoE access interfaces:

[edit class-of-service]
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply thePFC configuration to the LAG interface and to the FCoEaccess interfaces:

[edit class-of-service]
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/30 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/31 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/32 congestion-notification-profile
fcoe-cnp
user@switch# set class-of-service interfaces xe-0/0/33 congestion-notification-profile
fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan):

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG:

[edit interfaces]
user@switch# set xe-0/0/25 ether-options 802.3ad ae1
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user@switch# set xe-0/0/26 ether-options 802.3ad ae1

11. On the LAG (ae1), configure the port mode as trunk andmembership in the FCoE

VLAN (fcoe_vlan):

[edit interfaces]
user@switch# set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlan
members fcoe_vlan

12. On the FCoE access interfaces (xe-0/0/30, xe-0/0/31, xe-0/0/32, xe-0/0/33),

configure the port mode as tagged-access andmembership in the FCoE VLAN

(fcoe_vlan):

[edit interfaces]
user@switch# set interfaces xe-0/0/30 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/31 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/32 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan
user@switch# set interfaces xe-0/0/33 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers fcoe_vlan

13. Set the MTU to 2180 for the LAG and FCoE access interfaces. 2180 bytes is the

minimum size required to handle FCoE packets because of the payload and header

sizes; you can configure theMTU to a higher number of bytes if desired, but not less

than 2180 bytes:

[edit interfaces]
user@switch# set ae1mtu 2180
user@switch# set xe-0/0/30mtu 2180
user@switch# set xe-0/0/31mtu 2180
user@switch# set xe-0/0/32mtu 2180
user@switch# set xe-0/0/33mtu 2180

14. Set the LAG interface as an FCoE trusted port. Ports that connect to other switches

should be trusted and should not perform FIP snooping:

[edit]
user@switch# setethernet-switching-optionssecure-access-port interfaceae1 fcoe-trusted

NOTE: Access ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33
are not configured as FCoE trusted ports. The access ports remain in
the default state as untrusted ports because they connect directly to
FCoEdevicesandmustperformFIPsnooping toensurenetworksecurity.

15. Enable FIP snooping on the FCoE VLAN to prevent unauthorized FCoE network

access (this example uses VN2VN_Port FIP snooping; the example is equally valid

if you use VN2VF_Port FIP snooping):

[edit]
user@switch# set ethernet-switching-options secure-access-port vlan fcoe_vlan
examine-fip examine-vn2vn beacon-period 90000
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Results

Display the results of theCoSconfigurationonMC-LAGSwitchS1 andonMC-LAGSwitch

S2 (the results on both switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
ae0 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;

5573Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



shaping-rate percent 100;
priority low;

}
}

NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

ForMC-LAGverification commands, see “Example: ConfiguringMultichassis
Link Aggregation” on page 1904.

Display the results of the CoS configuration on FCoE Transit Switch TS1 and on FCoE

Transit Switch TS2 (the results on both transit switches are the same):

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/30 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/31 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
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}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/32 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/33 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

Verification

To verify that the CoS components and FIP snooping have been configured and are

operating properly, perform these tasks. Because this example uses the default fcoe
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forwarding class and the default IEEE 802.1p trusted classifier, the verification of those

configurations is not shown:

• Verifying That the Output Queue Schedulers Have Been Created on page 5576

• Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been

Created on page 5577

• VerifyingThat theForwardingClassSet (PriorityGroup)HasBeenCreatedonpage5577

• Verifying That Priority-Based Flow Control Has Been Enabled on page 5578

• VerifyingThat the InterfaceClassofServiceConfigurationHasBeenCreatedonpage5578

• Verifying That the Interfaces Are Correctly Configured on page 5580

• Verifying That FIP Snooping Is Enabled on the FCoE VLAN on FCoE Transit Switches

TS1 and TS2 Access Interfaces on page 5583

• Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and

TS2 on page 5583

• Verifying That IGMP Snooping Is Disabled on the FCoE VLAN on page 5584

Verifying That the Output Queue Schedulers Have Been Created

Purpose Verify that the output queue scheduler for FCoE traffic has the correct bandwidth

parameters andpriorities, and ismapped to the correct forwarding class (output queue).

Queue scheduler verification is the same on each of the four switches.

Action List the scheduler map using the operational mode command show class-of-service

scheduler-map fcoe-map:

user@switch> show class-of-service scheduler-map fcoe-map
Scheduler map: fcoe-map, Index: 9023

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>
      Medium high     any             1    <default-drop-profile>
      High            any             1    <default-drop-profile>

Meaning The show class-of-service scheduler-map fcoe-map command lists the properties of the

scheduler map fcoe-map. The command output includes:

• The name of the scheduler map (fcoe-map)

• The name of the scheduler (fcoe-sched)

• The forwarding classes mapped to the scheduler (fcoe)

• Theminimum guaranteed queue bandwidth (transmit rate 3000000000 bps)

• The scheduling priority (low)
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• Themaximum bandwidth in the priority group the queue can consume (shaping rate

100 percent)

• The drop profile loss priority for each drop profile name. This example does not include

drop profiles because you do not apply drop profiles to FCoE traffic.

Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been
Created

Purpose Verify that the traffic control profile fcoe-tcphasbeencreatedwith thecorrectbandwidth

parameters and scheduler mapping. Priority group scheduler verification is the same on

each of the four switches.

Action List the FCoE traffic control profile properties using the operational mode command

show class-of-service traffic-control-profile fcoe-tcp:

user@switch> show class-of-service traffic-control-profile fcoe-tcp
Traffic control profile: fcoe-tcp, Index: 18303
  Shaping rate: 100 percent
  Scheduler map: fcoe-map
  Guaranteed rate: 3000000000

Meaning The show class-of-service traffic-control-profile fcoe-tcp command lists all of the

configured traffic control profiles. For each traffic control profile, the command output

includes:

• The name of the traffic control profile (fcoe-tcp)

• Themaximum port bandwidth the priority group can consume (shaping rate 100

percent)

• The scheduler map associated with the traffic control profile (fcoe-map)

• Theminimumguaranteedprioritygroupportbandwidth(guaranteed rate3000000000

in bps)

Verifying That the Forwarding Class Set (Priority Group) Has Been Created

Purpose Verify that the FCoEpriority grouphasbeen createdand that the fcoepriority (forwarding

class) belongs to the FCoE priority group. Forwarding class set verification is the same

on each of the four switches.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set fcoe-pg:

user@switch> show class-of-service forwarding-class-set fcoe-pg
Forwarding class set: fcoe-pg, Type: normal-type, Forwarding class set index: 
31420
  Forwarding class                       Index
  fcoe                                     1   

Meaning Theshowclass-of-serviceforwarding-class-setfcoe-pgcommand listsall of the forwarding

classes (priorities) thatbelong to the fcoe-pgpriority group, and the internal indexnumber
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of the priority group. The command output shows that the forwarding class set fcoe-pg

includes the forwarding class fcoe.

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE code point. PFC verification is the same on each

of the four switches.

Action List the FCoE congestion notification profile using the operationalmode command show

class-of-service congestion-notification fcoe-cnp:

user@switch> show class-of-service congestion-notification fcoe-cnp
Type: Input, Name: fcoe-cnp, Index: 6879
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification fcoe-cnp command lists all of the IEEE

802.1p code points in the congestion notification profile that have PFC enabled. The

command output shows that PFC is enabled on code point 011 (fcoe queue) for the

fcoe-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying That the Interface Class of Service Configuration Has Been Created

Purpose Verify that the CoS properties of the interfaces are correct. The verification output on

MC-LAG Switches S1 and S2 differs from the output on FCoE Transit Switches TS1 and

TS2.
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Action List the interfaceCoSconfigurationonMC-LAGSwitchesS1 andS2using theoperational

mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
ae0 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

ae1 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

List the interface CoS configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
xe-0/0/30 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/31 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/32 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/33 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
ae1 {
    forwarding-class-set {
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        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

Meaning The show configuration class-of-service interfaces command lists the class of service

configuration for all interfaces. For each interface, the command output includes:

• The name of the interface (for example, ae0 or xe-0/0/30)

• The name of the forwarding class set associated with the interface (fcoe-pg)

• The name of the traffic control profile associated with the interface (output traffic

control profile, fcoe-tcp)

• Thenameof thecongestionnotificationprofile associatedwith the interface (fcoe-cnp)

NOTE: Interfaces that aremembers of a LAGare not shown individually. The
LAG or MC-LAG CoS configuration is applied to all interfaces that are
membersof theLAGorMC-LAG.Forexample, the interfaceCoSconfiguration
output onMC-LAGSwitchesS1 andS2 shows the LAGCoSconfiguration but
does not show the CoS configuration of themember interfaces separately.
The interface CoS configuration output on FCoE Transit Switches TS1 and
TS2 shows the LAG CoS configuration but also shows the configuration for
interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33, which are not

members of a LAG.

Verifying That the Interfaces Are Correctly Configured

Purpose Verify that theLAGmembership,MTU,VLANmembership, andportmodeof the interfaces

are correct. TheverificationoutputonMC-LAGSwitchesS1andS2differs fromtheoutput

on FCoE Transit Switches T1 and T2.

Action List the interface configuration on MC-LAG Switches S1 and S2 using the operational

mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/10 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/11 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/20 {
    ether-options {
        802.3ad ae1;
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    }
}
xe-0/0/21 {
    ether-options {
        802.3ad ae1;
    }
}
ae0 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

List the interface configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/25 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/26 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/30 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/31 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
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            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/32 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/33 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

Meaning The show configuration interfaces command lists the configuration of each interface by

interface name.

For each interface that is a member of a LAG, the command lists only the name of the

LAG to which the interface belongs.

For eachLAG interfaceand for each interface that isnotamemberofaLAG, thecommand

output includes:

• The MTU (2180)

• The unit number of the interface (0)

• The port mode (trunkmode for interfaces that connect two switches, tagged-access

mode for interfaces that connect to FCoE hosts)

• The name of the VLAN in which the interface is a member (fcoe_vlan)
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Verifying That FIP Snooping Is Enabled on the FCoEVLANon FCoETransit Switches TS1
and TS2 Access Interfaces

Purpose Verify that FIP snooping is enabled on the FCoE VLAN access interfaces. FIP snooping is

enabledonlyon theFCoEaccess interfaces, so it is enabledonlyonFCoETransitSwitches

TS1 and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the port security configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration ethernet-switching-options

secure-access-port:

user@switch> show configuration ethernet-switching-options secure-access-port
interface ae1.0 {
    fcoe-trusted;
}
vlan fcoe_vlan {
    examine-fip {
        examine-vn2vn {
            beacon-period 90000;
        }
    }
}

Meaning The show configuration ethernet-switching-options secure-access-port command lists

port security information, includingwhetheraport is trusted.Thecommandoutput shows

that:

• LAG port ae1.0, which connects the FCoE transit switch to the MC-LAG switches, is

configured as an FCoE trusted interface. FIP snooping is not performedon themember

interfaces of the LAG (xe-0/0/25 and xe-0/0/26).

• FIP snooping is enabled (examine-fip) on the FCoE VLAN (fcoe_vlan), the type of FIP

snooping is VN2VN_Port FIP snooping (examine-vn2vn) and the beacon period is set

to 90000milliseconds. On Transit Switches TS1 and TS2, all interface members of

theFCoEVLANperformFIPsnoopingunless the interface is configuredasFCoE trusted.

On Transit Switches TS1 and TS2, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and

xe-0/0/33performFIP snooping because they are not configured as FCoE trusted. The

interfacemembersof LAGae1 (xe-0/0/25and xe-0/0/26)donotperformFIPsnooping

because the LAG is configured as FCoE trusted.

Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and TS2

Purpose Verify that the FIP snooping mode is correct on the FCoE VLAN. FIP snooping is enabled

only on the FCoE access interfaces, so it is enabled only on FCoE Transit Switches TS1

and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the FIP snooping configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show fip snooping brief:

user@switch> show fip snooping brief
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VLAN: fcoe_vlan,    Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
…

NOTE: Theoutputhasbeen truncated to showonly the relevant information.

Meaning The show fip snooping brief command lists FIP snooping information, including the FIP

snooping VLAN and the FIP snooping mode. The command output shows that:

• The VLAN on which FIP snooping is enabled is fcoe_vlan

• The FIP snooping mode is VN2VN_Port FIP snooping (VN2VN Snooping)

Verifying That IGMP Snooping Is Disabled on the FCoE VLAN

Purpose Verify that IGMP snooping is disabled on the FCoE VLAN on all four switches.

Action List the IGMP snooping protocol information on each of the four switches using the show

configuration protocols igmp-snooping command:

user@switch> show configuration protocols igmp-snooping
vlan fcoe_vlan {
    disable;
}

Meaning The show configuration protocols igmp-snooping command lists the IGMP snooping

configuration for the VLANs configured on the switch. The command output shows that

IGMP snooping is disabled on the FCoE VLAN (fcoe_vlan).

Related
Documentation

Example: Configuring Multichassis Link Aggregation on page 1904•

• Configuring Link Aggregation on page 2019

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding Multichassis Link Aggregation on page 1853

• Understanding MC-LAGs on an FCoE Transit Switch on page 4881

Example: Configuring Lossless FCoE TrafficWhen the Converged Ethernet Network Does Not
Use IEEE 802.1p Priority 3 for FCoE Traffic (FCoE Transit Switch)

The default system configuration supports FCoE traffic on priority 3 (IEEE 802.1p code

point 011). If the FCoE traffic on your converged Ethernet network uses priority 3, the only

user configuration required for lossless transport is to enable PFC on code point 011 on

the FCoE ingress interfaces.
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However, if your network uses a different priority than 3 for FCoE traffic, you need to

configure lossless FCoE transport on that priority. This example shows you how to

configure lossless FCoE transport on a converged Ethernet network that uses priority 5

(IEEE 802.1p code point 101) for FCoE traffic instead of using priority 3.

• Requirements on page 5585

• Overview on page 5585

• Configuration on page 5587

• Verification on page 5589

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch in transit switch (FIP snooping) mode

• Junos OS Release 12.3 or later for the QFX Series

Overview

AlthoughFCoE traffic typically uses IEEE802.1ppriority 3onconvergedEthernetnetworks,

some networks use a different priority for FCoE traffic. Regardless of the priority used,

FCoE trafficmust receive lossless treatment. Supporting losslessbehavior for FCoE traffic

when your network does not use priority 3 requires configuring:

• A lossless forwarding class for FCoE traffic.

• A behavior aggregate (BA) classifier to map the FCoE forwarding class to the

appropriate IEEE 802.1p priority.

• A congestion notification profile (CNP) to enable PFC on the FCoE code point at the

interface ingress and to configure flow control on the interface egress. Flow control on

the interface egress enables the interface to respond to PFCmessages received from

the connected peer and pause the correct IEEE 802.1p priority on the correct output

queue.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• ADCBXapplicationandanapplicationmaptosupportDCBXapplicationTLVexchange

for the losslessFCoE trafficon theconfiguredFCoEpriority. Bydefault,DCBX isenabled

onall Ethernet interfaces, but only onpriority 3 (IEEE802.1p codepoint011). To support

DCBX application TLV exchangewhen you are not using the default configuration, you

must configure all of the applications andmap them to interfaces and priorities.

Thepriorities specified in theBAclassifiers, CNP, andDCBXapplicationmapmustmatch,

or the configuration does not work. Youmust specify the same lossless FCoE forwarding
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class in each configuration and use the same IEEE 802.1p code point (priority) so that

the FCoE traffic is properly classified into flows and so that those flows receive lossless

treatment.

Topology

This example shows how to configure one lossless FCoE traffic class, map it to a priority

other than priority 3, and configure flow control to ensure lossless behavior on the

interfaces. This example uses two Ethernet interfaces, xe-0/0/25 and xe-0/0/26. The

interfacesconnect toaconvergedEthernetnetwork thatuses IEEE802.1ppriority5 (code

point 101) for FCoE traffic.

Theconfigurationon the two interfaces is thesame.Both interfacesuse thesameexplicitly

configured losslessFCoE forwardingclassand thesame ingressclassifier. Both interfaces

enable PFC on priority 5 and enable flow control on the same output queue (which is

mapped to the lossless FCoE forwarding class).

Table 511 on page 5586 shows the configuration components for this example.

Table 511: Components of the Configuration Topology for FCoE Traffic
That Does Not Use Priority 3

SettingsComponent

QFX3500 switchHardware

Name—fcoe1

Queuemapping—queue 5

Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Forwarding class

Name—fcoe_p5

FCoE prioritymapping—Forwarding class fcoe1mapped to code
point 101 (IEEE802.1p priority 5) andapacket loss priority of low.

BA classifier
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Table 511: Components of the Configuration Topology for FCoE Traffic
That Does Not Use Priority 3 (continued)

SettingsComponent

CNP name—fcoe_p5_cnp

Input CNP code point—101

MRU—2240 bytes

Cable length—100meters

Output CNP code point—101

Output CNP flow control queue—5

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for pause in the default configuration (queues 3 and 4)
arenotenabled forpauseunless theyare included in theexplicitly
configured output CNP.

PFC configuration (CNPs)

Application name—fcoe_p5_app

Application EtherType—0x8906

Application map name—fcoe_p5_app_map

Application map code points—101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

Configuration

CLI Quick
Configuration

To quickly configure a lossless FCoE forwarding class that uses a different priority than

IEEE 802.1p priority 3 for FCoE traffic on an FCoE transit switch, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service interfaces xe-0/0/25 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service interfaces xe-0/0/26 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 100
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set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/25 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/26 congestion-notification-profile fcoe_p5_cnp
set applications application fcoe_p5_app ether-type 0x8906
set policy-options application-maps fcoe_p5_app_mapapplication fcoe_p5_appcode-points 101
set protocols dcbx interface xe-0/0/25 application-map fcoe_p5_app_map
set protocols dcbx interface xe-0/0/26 application-map fcoe_p5_app_map

Configuring A Lossless FCoE Forwarding Class On IEEE 802.1p Priority 5

Step-by-Step
Procedure

To configure a lossless forwarding class for FCoE traffic on IEEE 802.1p priority 5 (code

point 101), classify FCoE traffic into the lossless forwarding class, configure a congestion

notification profile to enable PFC on the FCoE priority and output queue, and configure

DCBX application protocol TLV exchange for traffic on the FCoE priority:

1. Configure the lossless forwarding class (named fcoe1 andmapped to output queue

5) for FCoE traffic on IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

2. Configure the ingress classifier (fcoe_p5). Theclassifiermaps theFCoEpriority (code

point 101) to the lossless FCoE forwarding class fcoe1:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low code-points
101

3. Apply the classifier to interfaces xe-0/0/25 and xe-0/026:

[edit class-of-service]
user@switch# set interfaces xe-0/0/25 unit 0 classifiers ieee-802.1 fcoe_p5
user@switch# set interfaces xe-0/0/26 unit 0 classifiers ieee-802.1 fcoe_p5

4. Configure the CNP. The input stanza enables PFC on the FCoE priority (IEEE 802.1p

code point 101), sets the MRU value (2240 bytes), and sets the cable length value

(100meters). The output stanza configures flow control on output queue 5 on the

FCoE priority:

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 100
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

5. Apply the CNP to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/25 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/26 congestion-notification-profile fcoe_p5_cnp

6. Configure the DCBX application for FCoE tomap to the Ethernet interfaces, so that

DCBX can exchange application protocol TLVs on the IEEE 802.1p priority 5 instead

of on the default priority 3:

[edit]
user@switch# set applications application fcoe_p5_app ether-type 0x8906
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7. Configure a DCBX applicationmap tomap the FCoE application to the correct IEEE

802.1p FCoE priority:

[edit]
user@switch# set policy-options application-maps fcoe_p5_app_map application
fcoe_p5_app code-points 101

8. Apply the applicationmap to theEthernet interfaces so thatDCBXexchanges FCoE

application TLVs on the correct code point:

[edit]
user@switch# set protocols dcbx interface xe-0/0/25application-map fcoe_p5_app_map
user@switch# setprotocolsdcbx interface xe-0/0/26application-map fcoe_p5_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding class and

IEEE 802.1p priority, perform these tasks:

• Verifying the Forwarding Class Configuration on page 5589

• Verifying the Behavior Aggregate Classifier Configuration on page 5590

• Verifying the PFC Flow Control Configuration (CNP) on page 5590

• Verifying the Interface Configuration on page 5591

• Verifying the DCBX Application Configuration on page 5591

• Verifying the DCBX Application Map Configuration on page 5591

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage5592

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.
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Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the classifier maps the forwarding classes to the correct IEEE 802.1p code

points (priorities) and packet loss priorities.

Action List the classifier configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p5, Code point type: ieee-802.1, Index: 63065
  Code point         Forwarding class                    Loss priority
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier.

Classifier fcoe_p5maps code point 101 (priority 5) to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low, and all other priorities to the

best-effort forwarding class with a packet loss priority of high.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify that PFC is enabled on the correct input priority and that flow control is configured

on the correct output queue in the CNP.

Action Display the congestion notification profile using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p5_cnp, Index: 12137
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the configured CNPs.
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The fcoe_p5_cnp CNP input stanza shows that PFC is enabled on code point 101 (priority

5), the MRU is 2240 bytes, and the cable length is 100meters. The CNP output stanza

shows that output flow control is configured on queue 5 for code point 101 (priority 5).

Verifying the Interface Configuration

Purpose Verify that the correct classifier and congestion notification profile are configured on the

interfaces.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/25 and show configuration class-of-service interfaces

xe-0/0/26:

user@switch> show configuration class-of-service interfaces xe-0/0/25
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/26
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

Meaning Both the show configuration class-of-service interfaces xe-0/0/25 command and the

show configuration class-of-service interfaces xe-0/0/26 command show that the

congestion notification profile fcoe_p5_cnp is configured on each interface, and that the

IEEE 802.1p classifier associated with each interface is fcoe_p5.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX application for FCoE is configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_p5_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_p5_app is configured with an

EtherType of 0x8906.

Verifying the DCBX Application Map Configuration

Purpose Verify that the application map is configured.
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Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_p5_app_map {
    application fcoe_p5_app code-points 101;
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that application map fcoe_p5_app_map consists of the application

named fcoe_p5_app, which is mapped to IEEE 802.1p code point 101.

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application map is applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/25.0 {
    application-map fcoe_p5_app_map;
}
interface xe-0/0/26.0 {
    application-map fcoe_p5_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

association with interfaces. The output shows that interfaces xe-0/0/25.0 and

xe-0/0/26.0 use application map fcoe_p5_app_map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

•

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit Switch
Interface

The default system configuration supports FCoE traffic on priority 3 (IEEE 802.1p code

point 011). If the FCoE traffic on your converged Ethernet network uses priority 3, the only

user configuration required for lossless transport is to enable PFC on code point 011 on

the FCoE ingress interfaces.

However, if your converged Ethernet network usesmore than one priority for FCoE traffic,

you need to configure lossless transport for each FCoE priority. This example shows you

how to configure lossless FCoE transport on a converged Ethernet network that uses

both priority 3 (IEEE 802.1p code point 011) and priority 5 (IEEE 802.1p code point 101)

for FCoE traffic.

• Requirements on page 5593

• Overview on page 5593

• Configuration on page 5596

• Verification on page 5597

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch in transit switch (FIP snooping) mode

• Junos OS Release 12.3 or later for the QFX Series

Overview

Some network topologies support FCoE traffic onmore than one IEEE 802.1p priority.

For example, a converged Ethernet network might include two separate FCoE networks

that use different priorities to identify traffic. Interfaces that carry traffic for both FCoE

networks need to support lossless FCoE transport on both priorities.

Supporting lossless behavior for two FCoE traffic classes requires configuring:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the lossless FCoE forwarding classes, so we need to

explicitly configure only one FCoE forwarding class).

• A behavior aggregate (BA) classifier to map the FCoE forwarding classes to the

appropriate IEEE 802.1p code points (priorities).

• A congestion notification profile (CNP) to enable PFC on the FCoE code points at the

interface ingress and to configure PFC flow control on the interface egress so that the

interface can respond to PFCmessages received from the connected peer.
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NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the lossless FCoE traffic on the configured FCoE priorities. By default, DCBX is

enabled on all Ethernet interfaces, but only on priority 3 (IEEE 802.1p code point 011).

To support DCBX application TLV exchange when you are not using the default

configuration, youmust configure all of the applications andmap them to interfaces

and priorities.

The priorities specified in the BA classifier, CNP, and DCBX applicationmapmustmatch,

or the configuration does not work. Youmust specify the same lossless FCoE forwarding

class in each configuration and use the same IEEE 802.1p code point (priority) so that

the FCoE traffic is properly classified into flows and so that those flows receive lossless

treatment.

Topology

This example shows how to configure two lossless FCoE traffic classes on an interface,

mapthemto twodifferentpriorities, andconfigure flowcontrol toensure losslessbehavior.

This exampleuses twoEthernet interfaces, xe-0/0/20andxe-0/0/21, that are connected

to the converged Ethernet network. Both interfaces transport FCoE traffic on priorities 3

(011) and 5 (101), andmust support lossless transport of that traffic.

Table 512 on page 5594 shows the configuration components for this example.

Table512:Componentsof theTwoLosslessFCoEPrioritiesonan Interface
Configuration Topology

SettingsComponent

QFX3500 switchHardware

Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Name—fcoe
This is the default lossless FCoE forwarding class, so no
configuration required. The fcoe forwarding class is mapped to
priority 3 (IEEE802.1p codepoint011) and tooutputqueue3with
a packet drop attribute of no-loss.

Forwarding classes

Copyright © 2014, Juniper Networks, Inc.5594

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table512:Componentsof theTwoLosslessFCoEPrioritiesonan Interface
Configuration Topology (continued)

SettingsComponent

Name—fcoe_classifier

FCoE priority mapping for forwarding class fcoe—mapped to
code point 011 (IEEE 802.1p priority 3) and a packet loss priority
of low.

FCoE priority mapping for forwarding class fcoe1—mapped to
code point 101 (IEEE 802.1p priority 5) and a packet loss priority
of low.

BA classifier

CNP name—fcoe_cnp

Input CNP code points—011 and 101

MRU—2240 bytes

Cable length—100meters

Output CNP code points—011 and 101

Output CNP flow control queues—3 and 5

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for PFC pause in the default configuration (queues 3
and 4) are not enabled for PFC pause unless they are included
in the explicitly configured output CNP. In this example, because
the explicit output CNP overwrites the default output CNP, we
must explicitly configure flow control on queue 3.

PFC configuration (CNP)

Application name—fcoe_app

Application EtherType—0x8906

Application map name—fcoe_app_map

Application map code points—011 and 101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

Interfaces xe-0/0/20 and xe-0/0/21 use the same configuration:

• Classifier—fcoe_classifier

• CNP—fcoe_cnp

• DCBX application map—fcoe_app_map

Interfaces

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.
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Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes that use different priorities

on an FCoE transit switch interface, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_classifier forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_classifier forwarding-class fcoe1 loss-priority low
code-points 101setclass-of-service interfacesxe-0/0/20unit0classifiers ieee-802.1 fcoe_classifier
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_classifier
set class-of-service congestion-notification-profile fcoe_cnp input ieee-802.1 code-point 011 pfc
mru 2240
set class-of-service congestion-notification-profile fcoe_cnp input ieee-802.1 code-point 101 pfc
mru 2240
set class-of-service congestion-notification-profile fcoe_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_cnp output ieee-802.1 code-point 011
pfc flow-control-queue 3
set class-of-service congestion-notification-profile fcoe_cnp output ieee-802.1 code-point 101
pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/20 congestion-notification-profile fcoe_cnp
set class-of-service interfaces xe-0/0/21 congestion-notification-profile fcoe_cnp
set applications application fcoe_app ether-type 0x8906
set policy-options application-maps fcoe_app_map application fcoe_app code-points [011 101]
set protocols dcbx interface xe-0/0/20 application-map fcoe_app_map
set protocols dcbx interface xe-0/0/21 application-map fcoe_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic on the same interface,

classify FCoE traffic into the forwarding classes, configure CNPs to enable PFC on the

FCoEprioritiesandoutputqueues, andconfigureDCBXapplicationprotocolTLVexchange

for traffic on both FCoE priorities:

1. Configure lossless forwarding class fcoe1 andmap it to output queue 5 for FCoE

traffic that uses IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

NOTE: This examples uses the default fcoe forwarding class as the

other lossless FCoE forwarding class.

2. Configure the ingress classifier. The classifier maps the FCoE priorities (IEEE 802.1p

code points 011 and 101) to lossless FCoE forwarding classes fcoe and fcoe1,

respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_classifier forwarding-class fcoe loss-priority low
code-points 011
user@switch# set ieee-802.1 fcoe_classifier forwarding-class fcoe1 loss-priority low
code-points 101

3. Apply the classifier to the interfaces:
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[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_classifier
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_classifier

4. Configure theCNP.The input stanzaenablesPFContheFCoEpriorities (IEEE802.1p

codepoints011 and 101), sets theMRUvalue (2240bytes), andsets thecable length

value (100meters). The output stanza configures flow control on output queues 3

and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_cnp input cable-length 100
user@switch# set congestion-notification-profile fcoe_cnp output ieee-802.1 code-point
011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5

5. Apply the CNP to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile fcoe_cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile fcoe_cnp

6. Configure a DCBX application for FCoE tomap to the Ethernet interfaces, so that

DCBX can exchange application protocol TLVs on both of the IEEE 802.1p priorities

used for FCoE transport:

[edit]
user@switch# set applications application fcoe_app ether-type 0x8906

7. Configure a DCBX applicationmap tomap the FCoE application to the correct IEEE

802.1p FCoE priorities:

[edit]
user@switch# set policy-options application-maps fcoe_app_map application fcoe_app
code-points [011 101]

8. Apply the application map to the interfaces so that DCBX exchanges FCoE

application TLVs on the correct code points:

[edit]
user@switch# set protocols dcbx interface xe-0/0/20 application-map fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/21 application-map fcoe_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 5598

• Verifying the Behavior Aggregate Classifier Configuration on page 5598

• Verifying the PFC Flow Control Configuration (CNP) on page 5599

• Verifying the Interface Configuration on page 5599

• Verifying the DCBX Application Configuration on page 5600
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• Verifying the DCBX Application Map Configuration on page 5600

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage5600

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the three classifiers map the forwarding classes to the correct IEEE 802.1p

code points (priorities) and packet loss priorities.

Action List the classifiers using the operationalmode command showclass-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_classifier, Code point type: ieee-802.1, Index: 10964
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier.

Classifier fcoe_classifiermaps code point 011 to default lossless forwarding class fcoe

and apacket loss priority of low, andmaps codepoint 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.
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Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities.

Action List the CNPs using the operational mode command show class-of-service

congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_cnp, Index: 46504
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the CNP.

The CNP fcoe_cnp input stanza shows that PFC is enabled on code points 011 and 101,

the MRU is 2240 bytes on both priorities, and the interface cable length is 100meters.

The CNP output stanza shows that output flow control is configured on queues 3 and 5

for code points 011 and 101, respectively.

Verifying the Interface Configuration

Purpose Verify that the classifier and congestion notification profile are configured on the

interfaces. Both interfaces should show the same configuration.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20 and show configuration class-of-service interfaces

xe-0/0/21:

user@switch> show configuration class-of-service interfaces xe-0/0/20
ccongestion-notification-profile fcoe_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
congestion-notification-profile fcoe_cnp;
unit 0 {
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    classifiers {
        ieee-802.1 fcoe_classifier;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/20 command shows that the

congestion notification profile fcoe_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is fcoe_classifier.

The show configuration class-of-service interfaces xe-0/0/21 command shows that the

congestion notification profile fcoe_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is fcoe_classifier.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX application for FCoE is configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_app is configured with an

EtherType of 0x8906.

Verifying the DCBX Application Map Configuration

Purpose Verify that the application map is configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_app_map {
    application fcoe_app code-points [011 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

Theoutput shows thatapplicationmap fcoe_app_mapconsistsof theapplicationnamed

fcoe_app, which is mapped to IEEE 802.1p code points 011 and 101 (priorities 3 and 5,

respectively).

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application map is applied to the interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
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interface xe-0/0/20.0 {
    application-map fcoe_app_map;
}
interface xe-0/0/21.0 {
    application-map fcoe_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

association with interfaces. The output shows that interfaces xe-0/0/20.0 and

xe-0/0/21.0 use application map fcoe_app_map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different FCoE
Transit Switch Interfaces

Although the default configuration provides two lossless forwarding classes mapped to

two different IEEE 802.1p priorities (code points), you can explicitly configure up to six

lossless forwarding classes andmap them to different priorities. You can support up to

six different types of lossless traffic, and you can support the same type of traffic if it

uses different priorities in different parts of your converged network.

This example showsyouhowtoconfigure two lossless forwardingclasses for FCoE traffic

andmap them to two different priorities on an FCoE transit switch.

• Requirements on page 5601

• Overview on page 5602

• Configuration on page 5606

• Verification on page 5609

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch in transit switch (FIP snooping) mode

• Junos OS Release 12.3 or later for the QFX Series
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Overview

Some network topologies support FCoE traffic onmore than one IEEE 802.1p priority.

For example, when the QFX3500 switch acts as a transit switch, it could be connected

to two QFX3500 switches in FCoE-FC gatewaymode. Each of the gateway switches

could connect a set of FCoE clients to a different SAN, and each set of FCoE clients could

use a different priority for FCoE traffic to avoid fate sharing andmaintain separation of

the two FCoE networks. In this case, you need to configure two forwarding classes for

FCoE traffic, eachmapped to a different output queue and a different priority.

Supporting lossless behavior for two FCoE traffic classes requires configuring:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the two lossless FCoE forwarding classes, so we need

to explicitly configure only one FCoE forwarding class)

• Behavior aggregate (BA) classifiers to map the FCoE forwarding classes to the

appropriate IEEE 802.1p code points (priorities) on each interface

• Congestion notification profiles (CNPs) for each interface to enable PFC on the FCoE

code points at the interface ingress and to configure PFC flow control on the interface

egress so that the interfacecan respond toPFCmessages received fromtheconnected

peer

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the lossless FCoE traffic on the configured FCoE priorities. By default, DCBX is

enabled on all Ethernet interfaces, but only on priority 3 (IEEE 802.1p code point 011).

To support DCBX application TLV exchange when you are not using the default

configuration, youmust configure all of the applications andmap them to interfaces

and priorities.

The priorities specified in the BA classifiers, CNPs, and DCBX application mapmust

match, or the configuration does not work. Youmust specify the same lossless FCoE

forwarding class in eachconfigurationanduse the same IEEE802.1p codepoint (priority)

so that the FCoE traffic is properly classified into flows and so that those flows receive

lossless treatment.

Topology

This example shows how to configure two lossless FCoE traffic classes, map them to

two different priorities, and configure flow control to ensure lossless behavior for those

priorities on the interfaces. This example uses three Ethernet interfaces, xe-0/0/20,

xe-0/0/21, and xe-0/0/22:
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• Interface xe-0/0/20 connects to an FCoE-FC gateway that connects to Fibre Channel

(FC) SAN 1. FCoE traffic to and from FC SAN 1 uses the default fcoe forwarding class

and the defaultmapping to priority 3 (IEEE 802.1p code point 011) and output queue 3.

• Interface xe-0/0/21 connects to another FCoE-FC gateway that connects to Fibre

Channel (FC) SAN 2. FCoE traffic to and from FC SAN-2 uses an explicitly configured

FCoE forwardingclass that ismapped topriority 5 (codepoint 101) andoutputqueue5.

• Interface xe-0/0/22 connects to FCoE devices on the converged Ethernet network and

handles traffic destined for FC SAN 1 and FCSAN 2. Interface xe-0/0/22must properly

handle losslessFCoE trafficofbothpriorities (bothFCoE forwardingclasses), including

pausing the traffic on ingress or egress as required.

Figure204onpage5603showsthe topology for thisexample, andTable513onpage5603

shows the configuration components for this example.

Figure 204: Topology of the Two Lossless FCoE Priorities Example
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Table513:Componentsof theTwoLosslessFCoEPrioritiesConfiguration
Topology

SettingsComponent

QFX3500 switchHardware

Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Name—fcoe
This is the default lossless FCoE forwarding class, so no
configuration required. The fcoe forwarding class is mapped to
priority 3 (IEEE802.1p codepoint011) and tooutputqueue3with
a packet drop attribute of no-loss

Forwarding classes
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Table513:Componentsof theTwoLosslessFCoEPrioritiesConfiguration
Topology (continued)

SettingsComponent

Each interface requires a different classifier because each
interface handles a different subset of FCoE traffic.

• Interface xe-0/0/20 classifier:
Name—fcoe_p3
FCoEprioritymapping—Forwardingclass fcoemappedtocode
point 011 (IEEE 802.1p priority 3) and a packet loss priority of
low.

• Interface xe-0/0/21 classifier:
Name—fcoe_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (IEEE802.1ppriority 5)andapacket losspriority
of low.

• Interface xe-0/0/22 classifier:
Name—fcoe_p3_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101andapacket losspriority of low, and forwarding
class fcoemapped to code point011 and a packet loss priority
of low.

BA classifiers
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Table513:Componentsof theTwoLosslessFCoEPrioritiesConfiguration
Topology (continued)

SettingsComponent

Each interface requires a different CNP because each interface
handles a different subset of FCoE traffic andmust pause that
traffic on different priorities.

• Interface xe-0/0/20 CNP:
CNP name—fcoe_p3_cnp
Input CNP code point—011
MRU—2240 bytes
Cable length—100meters

NOTE: Because interface xe-0/0/20 uses the default FCoE
configuration, output queue 3 is paused by default and you
do not need to configure the output stanza of the CNP.

• Interface xe-0/0/21 CNP:
CNP name—fcoe_p5_cnp
Input CNP code point—101
MRU—2240 bytes
Cable length—150meters
Output CNP code point—101
Output CNP flow control queue—5

• Interface xe-0/0/22 CNP:
CNP name—fcoe_p3_p5_cnp
Input CNP code points—011 and 101
MRU—2240 bytes (both priorities)
Cable length—100meters
Output CNP code points—011 (for queue 3) and 101 (for
queue 5)
Output CNP flow control queues—3 for priority 3 (code point
011) and 5 for priority 5 (code point 101)

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for pause in the default configuration (queues 3 and 4)
arenotenabled forpauseunless theyare included in theexplicitly
configured output CNP.

PFC configuration (CNPs)
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Table513:Componentsof theTwoLosslessFCoEPrioritiesConfiguration
Topology (continued)

SettingsComponent

Interface xe-0/0/20does not need an applicationmapbecause
DCBX exchanges application protocol TLVs only on the default
FCoE priority (priority 3).

Interface xe-0/0/21 requires an application map that enables
DCBX application protocol TLV exchange on priority 5 (code
point 101) for FCoE traffic. Interface xe-0/0/22 requires an
application map that enables DCBX application protocol TLV
exchange both on priority 3 (code point 011) and on priority 5
(code point 101) for FCoE traffic.

• Interface xe-0/0/21 DCBX application mapping:
Application name—fcoe_p5_app
Application ether-type—0x8906
Application map name—fcoe_p5_app_map
Application map code points—101

• Interface xe-0/0/22 DCBX application mapping:
Application name—fcoe_all_app
Application ether-type—0x8906
Application map name—fcoe_all_app_map
Application map code points—011 and 101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes that use different priorities

onanFCoE transit switch, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p3 forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_p3
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service interfaces xe-0/0/22 unit 0 classifiers ieee-802.1 fcoe_p3_p5
set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 011
pfcmru 2240
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set class-of-service congestion-notification-profile fcoe_p3_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 150
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
011 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
011 pfc flow-control-queue 3
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/20 congestion-notification-profile fcoe_p3_cnp
set class-of-service interfaces xe-0/0/21 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/22 congestion-notification-profile fcoe_p3_p5_cnp
set applications application fcoe_p5_app ether-type 0x8906
set applications application fcoe_all_app ether-type 0x8906
set policy-options application-maps fcoe_p5_app_mapapplication fcoe_p5_appcode-points 101
setpolicy-optionsapplication-maps fcoe_all_app_mapapplication fcoe_all_appcode-points [011
101]
set protocols dcbx interface xe-0/0/21 application-map fcoe_p5_app_map
set protocols dcbx interface xe-0/0/22 application-map fcoe_all_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic on different interfaces,

classify FCoE traffic into the forwardingclasses, configurecongestionnotificationprofiles

to enable PFCon the FCoE priorities and output queues, and configure DCBXapplication

protocol TLV exchange for traffic on both FCoE priorities:

1. Configure lossless forwarding class fcoe1 andmap it to output queue 5 for FCoE

traffic that uses IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

NOTE: This examples uses the default fcoe forwarding class as the

other lossless FCoE forwarding class.

2. Configure the ingress classifier (fcoe_p3) for interface xe-0/0/20. The classifier

maps the FCoE priority (IEEE 802.1p code point 011) to lossless FCoE forwarding

class fcoe:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3 forwarding-class fcoe loss-priority low code-points
011

3. Configure the ingress classifier (fcoe_p5) for interface xe-0/0/21. The classifiermaps

the FCoE priority (IEEE 802.1p code point 101) to lossless FCoE forwarding class

fcoe1:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low code-points
101
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4. Configure the ingress classifier (fcoe_p3_p5) for interface xe-0/0/22. The classifier

maps the two FCoE priorities (IEEE 802.1p code points 011 and 101) to the two

lossless FCoE forwarding classes fcoe and fcoe1, respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe loss-priority lowcode-points
011
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe1 loss-priority lowcode-points
101

5. Apply each classifier to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_p3
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_p5
user@switch# set interfaces xe-0/0/22 unit 0 classifiers ieee-802.1 fcoe_p3_p5

6. Configure the CNP input stanza for interface xe-0/0/20 to enable PFC on the FCoE

priority (IEEE 802.1p code point 011), set the MRU value (2240 bytes), and set the

cable length value (100meters). No output stanza is needed because queue 3 is

paused by default on priority 3, and we are not explicitly configuring output queue

flow control for any other queues.

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_cnp input cable-length 100

7. Configure the CNP for interface xe-0/0/21. The input stanza enables PFC on the

FCoE priority (IEEE 802.1p code point 101), sets the MRU value (2240 bytes), and

sets the cable length value (150meters). The output stanza configures flow control

on output queue 5 on the FCoE priority:

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 150
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

8. Configure the CNP for interface xe-0/0/22. The input stanza enables PFC on the

FCoE priorities (IEEE 802.1p code points 011 and 101), sets the MRU value (2240

bytes), and sets the cable length value (100meters). The output stanza configures

flow control on output queues 3 and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 101 pfc flow-control-queue 5

9. Apply each CNP to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile fcoe_p3_cnp
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user@switch# set interfaces xe-0/0/21 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/22 congestion-notification-profile fcoe_p3_p5_cnp

10. Configure the DCBX FCoE application and application map to apply to interface

xe-0/0/21. Interface xe-0/0/21 uses priority 5 (IEEE 802.1p code point 101) for FCoE

traffic, which requires DCBX to exchange FCoE application protocol TLVs on priority

5 on interface xe-0/0/21. Configure an application named fcoe_p5_app for FCoE

traffic (EtherType 0x8906) and configure an application map named

fcoe_p5_app_map to map the application to code point 101:

[edit]
user@switch# set applications application fcoe_p5_app ether-type 0x8906
user@switch# set policy-options application-maps fcoe_p5_app_map application
fcoe_p5_app code-points 101

NOTE: Interfacexe-0/0/20uses thedefaultFCoEconfiguration(priority
3). DCBX exchanges protocol TLVs for the FCoE application by default,
so youdonot need to configureDCBXexplicitly on interface xe-0/0/20.

11. Configure the DCBX FCoE application and application map to apply to interface

xe-0/0/22. Interface xe-0/0/22 uses both priority 3 (IEEE 802.1p code point 011)

and priority 5 for FCoE traffic, which requires DCBX to exchange FCoE application

protocol TLVs on both priority 3 and priority 5. Configure an application named

fcoe_all_app for FCoE traffic (EtherType0x8906) andconfigure anapplicationmap

named fcoe_all_app_map to map the application to code points 011 and 101:

[edit]
user@switch# set applications application fcoe_all_app ether-type 0x8906
user@switch# set policy-options application-maps fcoe_all_app_map application
fcoe_all_app code-points [011 101]

12. Apply the application maps to the interfaces xe-0/0/21 and xe-0/0/22 so that

DCBXexchangesFCoEapplicationTLVson thecorrect codepointsoneach interface:

[edit]
user@switch# set protocols dcbx interface xe-0/0/21 application-map fcoe_p5_app_map
user@switch# set protocols dcbx interface xe-0/0/22 application-map fcoe_all_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 5610

• Verifying the Behavior Aggregate Classifier Configuration on page 5610

• Verifying the PFC Flow Control Configuration (CNP) on page 5611

• Verifying the Interface Configuration on page 5613

• Verifying the DCBX Application Configuration on page 5613

• Verifying the DCBX Application Map Configuration on page 5614

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage5614
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Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the three classifiers map the forwarding classes to the correct IEEE 802.1p

code points (priorities) and packet loss priorities.

Action List the classifiers configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p3, Code point type: ieee-802.1, Index: 13913
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low        

Classifier: fcoe_p5, Code point type: ieee-802.1, Index: 63065
  Code point         Forwarding class                    Loss priority
  101                fcoe1                               low         

Classifier: fcoe_p3_p5, Code point type: ieee-802.1, Index: 10964
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier. The

commandoutput showsthat thereare threeclassifiers, fcoe_p3, fcoe_p5, and fcoe_p3_p5.
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Classifier fcoe_p3maps code point 011 (priority 3) to default lossless forwarding class

fcoe and a packet loss priority of low.

Classifier fcoe_p5maps code point 101 (priority 5) to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Classifier fcoe_p3_p5maps code point 011 to default lossless forwarding class fcoe and

a packet loss priority of low, andmaps code point 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities in each CNP.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled  
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Name: fcoe_p3_p5_cnp, Index: 46484
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
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  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Name: fcoe_p5_cnp, Index: 12133
Type: Input
Cable Length: 150 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the three CNPs. For CNP fcoe_p3_cnp, the input stanza shows that PFC is

enabled on IEEE 802.1p code point 011 (priority 3), the MRU is 2240 bytes, and the cable

length is 100meters. The CNP output stanza shows the default mapping of priorities to

output queues.

NOTE: By default, only queues 3 and 4 are enabled to respond to pause
messages from the connected peer. For queue 3 to respond to pause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza. Forqueue4 to respond topausemessages,priority4 (codepoint 100)
must be enabled for PFC in the input stanza. In this example, only queue 3
responds to pausemessages from the connectedpeer on interfaces that use
CNP fcoe_p3_cnp, because the input stanza enables PFC priority 3 only.

For CNP fcoe_p3_p5_cnp, the input stanza shows that PFC is enabled on code points 011

and 101, theMRU is 2240 bytes on both priorities, and the cable length is 100meters. The

CNP output stanza shows that output flow control is configured on queues 3 and 5 for

code points 011 and 101, respectively.

For CNP fcoe_p5_cnp, the input stanza shows that PFC is enabled on code point 101

(priority 5), the MRU is 2240 bytes, and the cable length is 150meters. The CNP output

stanza shows that output flow control is configured on queue 5 for code point 101

(priority 5).
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Verifying the Interface Configuration

Purpose Verify that the correct classifiers and congestion notification profiles are configured on

the correct interfaces.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20, show configuration class-of-service interfaces

xe-0/0/21, and show configuration class-of-service interfaces xe-0/0/22:

user@switch> show configuration class-of-service interfaces xe-0/0/20
ccongestion-notification-profile fcoe_p3_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/22
congestion-notification-profile fcoe_p3_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_p5;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/20 command shows that the

congestion notification profile fcoe_p3_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p3.

The show configuration class-of-service interfaces xe-0/0/21 command shows that the

congestion notification profile fcoe_p5_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p5.

The show configuration class-of-service interfaces xe-0/0/22 command shows that the

congestion notification profile fcoe_p3_p5_cnp is configured on the interface, and that

the IEEE 802.1p classifier associated with the interface is fcoe_p3_p5.

Verifying the DCBX Application Configuration

Purpose Verify that the two DCBX applications for FCoE are configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_all_app {
    ether-type 0x8906;
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application fcoe_p5_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_all_app is configured with an

EtherType of 0x8906 (the correct EtherType for FCoE traffic) and that the application

fcoe_p5_app is also configured with an EtherType of 0x8906.

Verifying the DCBX Application Map Configuration

Purpose Verify that the application maps are configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_all_app_map {
    application fcoe_all_app code-points [011 101];
}
fcoe_p5_app_map {
    application fcoe_p5_app code-points 101;
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that there are two application maps.

Applicationmap fcoe_all_app_mapconsistsof theapplicationnamed fcoe_all_appmapped

to IEEE 802.1p code points 011 (priority 3) and 101 (priority 5).

Application map fcoe_p5_app_map consists of the application named fcoe_p5_app

mapped to IEEE 802.1p code point 101 (priority 5).

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps are applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/21.0 {
    application-map fcoe_p5_app_map;
}
interface xe-0/0/22.0 {
    application-map fcoe_all_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

associationwith interfaces. Theoutput shows that interface xe-0/0/21.0usesapplication

map fcoe_p5_app_mapand interfacexe-0/0/22.0usesapplicationmap fcoe_all_app_map.
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NOTE: Because interface xe-0/0/20 uses the default lossless FCoE
configuration, you do not configure applicationmapping to interface
xe-0/0/20. The default configuration automatically exchanges application
protocol TLVs for the default FCoE configuration on priority 3 (IEEE 802.1p
code point 011).

Related
Documentation

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Example: Configuring Lossless IEEE 802.1p Priorities on Ethernet Interfaces for Multiple
Applications (FCoE and iSCSI)

Although the default configuration provides two lossless forwarding classes mapped to

two different IEEE 802.1p priorities (code points), you can explicitly configure up to six

lossless forwarding classes andmap them to different priorities. You can support up to

six different types of lossless traffic, and you can support the same type of traffic on

different priorities in different parts of your converged network.

This example showsyouhowtoconfigure two lossless forwardingclasses for FCoE traffic

and one lossless forwarding class for iSCSI traffic, andmap the forwarding classes to

three different priorities. (The converged Ethernet network includes two FCoE networks,

each of which uses a different priority to identify FCoE traffic, and an iSCSI network.)

• Requirements on page 5615

• Overview on page 5616

• Configuration on page 5620

• Verification on page 5624

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch in transit switch (FIP snooping) mode
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• Junos OS Release 12.3 or later for the QFX Series

Overview

Some converged Ethernet networks support FCoE onmore than one IEEE 802.1p priority

and also require supporting other lossless traffic classes. Interfaces that carry multiple

lossless forwarding classes need to support lossless behavior for the priorities mapped

to those forwarding classes. To support the two FCoE forwarding classes and the iSCSI

forwarding class used in this example, you need to configure:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the two lossless FCoE forwarding classes, so we need

to explicitly configure only one FCoE forwarding class)

• A lossless forwarding class for iSCSI traffic

• Behavior aggregate (BA) classifiers to map the lossless forwarding classes to the

appropriate IEEE 802.1p code points (priorities) on each interface

• Congestion notification profiles (CNPs) for each interface to enable PFC on the FCoE

and iSCSI code points at the interface ingress, and to configure PFC flow control on

the interface egress so that the interface can respond to PFCmessages received from

the connected peer

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the FCoE and iSCSI traffic on the configured lossless priorities. By default, DCBX is

enabled on all Ethernet interfaces for FCoE, but only on priority 3 (IEEE 802.1p code

point 011). To support DCBX application TLV exchange when you are not using the

default configuration, youmust configure all of the applications andmap them to

interfaces and priorities.

The priorities specified in the BA classifiers, CNPs, and DCBX application mapmust

match, or the configuration does not work. Youmust specify the same lossless FCoE

forwarding class in eachconfigurationanduse the same IEEE802.1p codepoint (priority)

so that the FCoE traffic is properly classified into flows and so that those flows receive

lossless treatment.

Topology

This example shows how to configure two lossless FCoE traffic classes and one lossless

iSCSI traffic class, map them to three different priorities, and configure flow control to

ensure lossless behavior for those priorities on the interfaces. This example uses four

Ethernet interfaces, xe-0/0/31, xe-0/0/32, xe-0/0/33, and xe-0/0/34:
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• Interface xe-0/0/31 handles FCoE traffic on priority 3 (IEEE 802.1p code point 011) and

iSCSI traffic on priority 4 (code point 100).

• Interface xe-0/0/32 handles FCoE traffic on priority 5 (codepoint 101) and iSCSI traffic

on priority 4.

• Interface xe-0/0/33 handles FCoE traffic on priority 3 and priority 5.

• Interface xe-0/0/34 handles iSCSI traffic on priority 4.

Figure 205onpage5617 shows the topology for this example, andTable514onpage5617

shows the configuration components for this example.

Figure 205: Topology of the Lossless FCoE and iSCSI Priorities Example
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Table 514: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology

SettingsComponent

QFX3500 switchHardware

5617Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



Table 514: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

This example uses one explicitly configured lossless FCoE
forwarding class, thedefault lossless FCoE forwarding class, and
one explicitly configured iSCSI forwarding class.

• iSCSI forwarding class:
Name—iscsi
Queuemapping—queue 4
Packet drop attribute—no-loss

• FCoE forwarding class (explicitly configured):
Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwarding class can bemapped to any
output queue. However, because the fcoe1 forwarding class
uses priority 5 in this example, matching that traffic to a
forwarding class that uses queue 5 creates a configuration
that is logical and easy to map because the priority and the
queue are identified by the same number.

• FCoE forwarding class (default)
Name—fcoe
The default fcoe forwarding class is mapped to priority 3
(IEEE 802.1p code point 011) and to output queue 3 with a
packet drop attribute of no-loss.

Forwarding classes

Each interface requires a different classifier because each
interface handles a different subset of FCoE traffic.

• Interface xe-0/0/31 classifier:
Name—fcoe_p3_iscsi
FCoEprioritymapping—Forwardingclass fcoemappedtocode
point 011 (IEEE 802.1p priority 3) and a packet loss priority of
low.
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

• Interface xe-0/0/32 classifier:
Name—fcoe_p5_iscsi
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (IEEE802.1ppriority 5)andapacket losspriority
of low.
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

• Interface xe-0/0/33 classifier:
Name—fcoe_p3_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (priority 5) andapacket loss priority of low, and
forwarding class fcoemapped to code point 011 and a packet
loss priority of low.

• Interface xe-0/0/34 classifier:
Name—iscsi_classifier
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

BA classifiers
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Table 514: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

Each interface requires a different CNP because each interface
handles a different subset of FCoE and iSCSI traffic, andmust
pause that traffic on different priorities.

• Interface xe-0/0/31 CNP:
CNP name—fcoe_p3_cnp
Input CNP code points—011 and 100
MRU—2240 bytes for code point 011, default value
(2500 bytes) for code point 100
Cable length—100meters

NOTE: On interface xe-0/0/31, the FCoE forwarding class is
mapped to queue 3 and priority 3 (code point 011), and the
iSCSI forwarding class is mapped to queue 4 and priority 4
(code point 100). Therefore, interface xe-0/0/31 does not
require an output CNP configuration because queue 3 and
queue 4 are enabled for PFC flow control by default on code
points 011 and 100, respectively.

• Interface xe-0/0/32 CNP:
CNP name—fcoe_p5_cnp
Input CNP code points—100 and 101
MRU—Default value (2500 bytes) for code point 100, 2240
bytes for code point 101
Cable length—150meters
Output CNP code points—100 and 101
Output CNP flow control queues—4 and 5

• Interface xe-0/0/33 CNP:
CNP name—fcoe_p3_p5_cnp
Input CNP code points—011 and 101
MRU—2240 bytes (both priorities)
Cable length—100meters
Output CNP code points—011 and 101
Output CNP flow control queues—3 and 5

• Interface xe-0/0/34 CNP:
CNP name—iscsi_cnp
Input CNP code point—100
MRU—2500 bytes (default value)
Cable length—100meters

NOTE: On interface xe-0/0/34, the iSCSI forwarding class is
mapped to queue 4 and priority 4 (code point 100). Interface
xe-0/0/34 does not require an output CNP configuration
because queue 4 is enabled for PFC flow control by default
on code point 100.

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for PFC pause in the default configuration (queues 3
and 4) are not enabled for pause unless they are included in the
explicitly configured output CNP.

PFC configuration (CNPs)
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Table 514: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

This example requires configuring applications for FCoE and
iSCSI, including them in the sameapplicationmap, andapplying
the application map to all four interfaces.

Application map name—dcbx_iscsi_fcoe_app_map

• FCoE application name—fcoe_app
Application ether-type—0x8906
Application map code points—011 and 101

• iSCSI application name—iscsi_app
Application protocol type—tcp
Application destination port—3260
Application map code point—100

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes and one lossless iSCSI

forwarding class andmap them to different priorities, copy the following commands,

paste them in a text file, remove line breaks, change variables and details to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level.

set class-of-service forwarding-classes class iscsi queue-num 4 no-loss
set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p3_iscsi forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p3_iscsi forwarding-class iscsi loss-priority low
code-points 100
set class-of-service classifiers ieee-802.1 fcoe_p5_iscsi forwarding-class iscsi loss-priority low
code-points 100
set class-of-service classifiers ieee-802.1 fcoe_p5_iscsi forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service classifiers ieee-802.1 iscsi_classifier forwarding-class iscsi loss-priority low
code-points 100
set class-of-service interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe_p3_iscsi
set class-of-service interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe_p5_iscsi
set class-of-service interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe_p3_p5set
class-of-service interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 iscsi_classifier
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set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 011
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 100
pfc
set class-of-service congestion-notification-profile fcoe_p3_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 100
pfc
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 150
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
100 pfc flow-control-queue 4
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
011 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
011 pfc flow-control-queue 3
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile iscsi_cnp input ieee-802.1 code-point 100pfc
set class-of-service congestion-notification-profile iscsi_cnp input cable-length 100
set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe_p3_cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe_p3_p5_cnp
set class-of-service interfaces xe-0/0/34 congestion-notification-profile iscsi_cnp
set applications application iscsi_app protocol tcp destination-port 3260
set applications application fcoe_app ether-type 0x8906
setpolicy-optionsapplication-mapsdcbx_iscsi_fcoe_app_mapapplication iscsi_appcode-points
100
setpolicy-optionsapplication-mapsdcbx_iscsi_fcoe_app_mapapplication fcoe_appcode-points
[011 101]
set protocols dcbx interface xe-0/0/31 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/32 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/33 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/34 application-map dcbx_iscsi_fcoe_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic and one lossless forwarding

class for iSCSI traffic, classify the traffic into the three forwarding classes, configure

congestion notification profiles to enable PFC on the FCoE priorities and output queues,

andconfigureDCBXapplicationprotocolTLVexchange for traffic onbothFCoEpriorities:

1. Configure lossless forwarding classes iscsi for iSCSI traffic and fcoe1 for FCoE traffic

(this example uses the default fcoe forwarding class as the other lossless FCoE

forwarding class) andmap them to output queues:

[edit class-of-service]
user@switch# set forwarding-classes class iscsi queue-num 4 no-loss
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

2. Configure the ingress classifier (fcoe_p3_iscsi) for interface xe-0/0/31. The classifier

maps the FCoE priority (code point 011) to lossless FCoE forwarding class fcoe and

the iSCSI priority (code point 100) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
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user@switch# set ieee-802.1 fcoe_p3_iscsi forwarding-class fcoe loss-priority low
code-points 011
user@switch# set ieee-802.1 fcoe_p3_iscsi forwarding-class iscsi loss-priority low
code-points 100

3. Configure the ingress classifier (fcoe_p5_iscsi) for interface xe-0/0/32. Theclassifier

maps the FCoE priority (code point 101) to lossless FCoE forwarding class fcoe1 and

the iSCSI priority (code point 100) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5_iscsi forwarding-class iscsi loss-priority low
code-points 100
user@switch# set ieee-802.1 fcoe_p5_iscsi forwarding-class fcoe1 loss-priority low
code-points 101

4. Configure the ingress classifier (fcoe_p3_p5) for interface xe-0/0/33. The classifier

maps the two FCoE priorities (code points 011 and 101) to lossless FCoE forwarding

classes fcoe and fcoe1, respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe loss-priority lowcode-points
011
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe1 loss-priority lowcode-points
101

5. Configure the ingress classifier (iscsi_classifier) for interface xe-0/0/34. Theclassifier

maps the iSCSI priority (code point 101) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 iscsi_classifier forwarding-class iscsi loss-priority low
code-points 100

6. Apply each classifier to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe_p3_iscsi
user@switch# set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe_p5_iscsi
user@switch# set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe_p3_p5
user@switch# set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 iscsi_classifier

7. Configure the CNP input stanza for interface xe-0/0/31 to enable PFC on the FCoE

and iSCSI priorities that the interface handles (code points 011 and 100), set the

MRU value for the FCoE traffic (2240 bytes), and set the cable length value (100

meters). Nooutput stanza is neededbecausequeues 3 and4are pausedbydefault

onpriorities 3 and4, respectively, andweare not explicitly configuring output queue

flow control for any other queues.

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
100 pfc
user@switch# set congestion-notification-profile fcoe_p3_cnp input cable-length 100

8. Configure the CNP for interface xe-0/0/32. The input stanza enables PFC on the

FCoE priority (code point 101), sets the MRU value for FCoE traffic (2240 bytes),

enables PFC on the iSCSI priority (code point 100), and sets the cable length value

(150meters). The output stanza configures flow control on output queue 5 on the

FCoE priority and on output queue 4 on the iSCSI priority:
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[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
100 pfc
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 150
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
100 pfc flow-control-queue 4
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

9. Configure the CNP for interface xe-0/0/33. The input stanza enables PFC on the

FCoE priorities (IEEE 802.1p code points 011 and 101), sets the MRU value (2240

bytes), and sets the cable length value (100meters). The output stanza configures

flow control on output queues 3 and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 101 pfc flow-control-queue 5

10. Configure the CNP input stanza for interface xe-0/0/34 to enable PFC on the iSCSI

priority (code point 100) and set the cable length value (100meters). No output

stanza is needed because queue 4 is paused by default on priority 4, and we are

not explicitly configuring output queue flow control for any other queues.

[edit class-of-service]
user@switch# set congestion-notification-profile iscsi_cnp input ieee-802.1 code-point
100 pfc
user@switch# set congestion-notification-profile iscsi_cnp input cable-length 100

11. Apply each CNP to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe_p3_cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe_p3_p5_cnp
user@switch# set interfaces xe-0/0/34 congestion-notification-profile iscsi_cnp

12. Configure the DCBX applications for FCoE and iSCSI to map to the interfaces so

that DCBX can exchange application protocol TLVs on the IEEE 802.1p priorities

used for FCoE and iSCSI traffic:

[edit]
user@switch# set applications application fcoe_app ether-type 0x8906
user@switch# set applications application iscsi_app protocol tcp destination-port 3260

13. Configure a DCBX application map tomap the FCoE and iSCSI applications to the

correct priorities:

[edit]
user@switch# set policy-options application-maps dcbx_iscsi_fcoe_app_map application
fcoe_app code-points [011 101]
user@switch# set policy-options application-maps dcbx_iscsi_fcoe_app_map application
iscsi_app code-points 100
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14. Apply the application map to the interfaces so that DCBX exchanges FCoE

application TLVs on the correct code points:

[edit]
user@switch# set protocols dcbx interface xe-0/0/31 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/32 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/33 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/34 application-map
dcbx_iscsi_fcoe_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 5624

• Verifying the Behavior Aggregate Classifier Configuration on page 5625

• Verifying the PFC Flow Control Configuration (CNP) on page 5625

• Verifying the Interface Configuration on page 5628

• Verifying the DCBX Application Configuration on page 5629

• Verifying the DCBX Application Map Configuration on page 5629

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage5630

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding classes iscsi and fcoe1 have been created and that

the default lossless forwarding class fcoe is still enabled for lossless transport.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  iscsi                                2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the iscsi and fcoe1 forwarding classes are configured

on output queues 4 and 5, respectively, with the no-loss packet drop attribute enabled.
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Because we did not explicitly configure the default fcoe forwarding class, it remains in

its default state (lossless configuration).

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the four classifiersmap the forwarding classes to the correct IEEE802.1p code

points (priorities) and packet loss priorities.

Action List the classifiers configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p3_iscsi, Code point type: ieee-802.1, Index: 13915
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low        
  100                iscsi                               low        

Classifier: fcoe_p5_iscsi, Code point type: ieee-802.1, Index: 62035
  Code point         Forwarding class                    Loss priority
  100                iscsi                               low        
  101                fcoe1                               low         

Classifier: fcoe_p3_p5, Code point type: ieee-802.1, Index: 17774
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Classifier: iscsi_classifier, Code point type: ieee-802.1, Index: 31635
  Code point         Forwarding class                    Loss priority
  100                iscsi                               low        

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier. The

command output shows that there are four classifiers, fcoe_p3_iscsi, fcoe_p5_iscsi,

fcoe_p3_p5, and iscsi_classifier.

Classifier fcoe_p3_iscsimaps code point 011 (priority 3) to default lossless forwarding

class fcoe and a packet loss priority of low, and code point 100 (priority 4) to explicitly

configured lossless forwarding class iscsi.

Classifier fcoe_p5_iscsimaps code point 100 to explicitly configured forwarding class

iscsiandapacket losspriority of low, andcodepoint 101 (priority 5) toexplicitly configured

lossless forwarding class fcoe1 and a packet loss priority of low.

Classifier fcoe_p3_p5maps code point 011 to default lossless forwarding class fcoe and

a packet loss priority of low, andmaps code point 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Classifier iscsi_classifiermaps code point 100 to explicitly configured forwarding class

iscsi and a packet loss priority of low.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities in each CNP.
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Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Enabled      9216  
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Name: fcoe_p3_p5_cnp, Index: 46484
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Name: fcoe_p5_cnp, Index: 12133
Type: Input
Cable Length: 150 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
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  011          Disabled 
  100          Enabled      9216
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  100 
               4
  101 
               5

Name: iscsi_cnp, Index: 19342
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled                 
  011          Disabled 
  100          Enabled      9216 
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the four CNPs.

For CNP fcoe_p3_cnp, the input stanza shows that PFC is enabled on IEEE 802.1p code

point 011 (priority 3) with an MRU of 2240 bytes, and cable length of 100meters. The

input stanzaalso shows thatPFC is enabledoncodepoint 100 (priority4)with thedefault

MRUvalue of9216bytes. TheCNPoutput stanza shows the defaultmapping of priorities

to output queues because no explicit output CNP is configured.
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NOTE: By default, only queues 3 and 4 are enabled respond to pause
messages from the connected peer. For queue 3 to respond to pause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza. Forqueue4 to respond topausemessages,priority4 (codepoint 100)
must be enabled for PFC in the input stanza. In this example, only queues 3
and 4 respond to pausemessages from the connected peer on interfaces
that use CNP fcoe_p3_cnp because the input stanza enables PFC only on

priorities 3 and 4.

For CNP fcoe_p3_p5_cnp, the input stanza shows that PFC is enabled on code points 011

and 101 (priority 5), the MRU is 2240 bytes on both priorities, and the cable length is 100

meters. TheCNPoutput stanza shows that output flowcontrol is configured onqueues 3

and 5 for code points 011 and 101, respectively.

For CNP fcoe_p5_cnp, the input stanza shows that PFC is enabled on code points 100

and 101. The MRU for code point 101 (FCoE traffic) is 2240 bytes and the MRU for code

point 100 is9216. The interface cable length is 150meters. TheCNPoutput stanza shows

that output flow control is configured on queue 4 for code point 100 and on queue 5 for

code point 101.

For CNP iscsi_cnp, the input stanza shows that PFC is enabled on code point 100, the

MRU value is 9216 bytes, and the interface cable length is 100meters. The CNP output

stanza shows the default mapping of priorities to output queues because no explicit

output CNP is configured.

Verifying the Interface Configuration

Purpose Verify that the correct classifiers and congestion notification profiles are configured on

the correct interfaces.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/31, show configuration class-of-service interfaces

xe-0/0/32, show configuration class-of-service interfaces xe-0/0/33, and show

configuration class-of-service interfaces xe-0/0/34:

user@switch> show configuration class-of-service interfaces xe-0/0/31
congestion-notification-profile fcoe_p3_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_iscsi;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/32
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5_iscsi;
    }
}
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user@switch> show configuration class-of-service interfaces xe-0/0/33
congestion-notification-profile fcoe_p3_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/34
congestion-notification-profile iscsi_cnp;
unit 0 {
    classifiers {
        ieee-802.1 iscsi_classifier;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/31 command shows that the

congestion notification profile fcoe_p3_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p3_iscsi.

The show configuration class-of-service interfaces xe-0/0/32 command shows that the

congestion notification profile fcoe_p5_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p5_iscsi.

The show configuration class-of-service interfaces xe-0/0/33 command shows that the

congestion notification profile fcoe_p3_p5_cnp is configured on the interface, and that

the IEEE 802.1p classifier associated with the interface is fcoe_p3_p5.

The show configuration class-of-service interfaces xe-0/0/34 command shows that the

congestion notification profile iscsi_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is iscsi_classifier.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX applications for FCoE and iSCSI are configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application iscsi_app {
    protocol tcp;
    destination-port 3260;
}
application fcoe_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. Theoutput shows that theapplication iscsi_app is configuredwithaprotocol

value of tcp and a destination port value of 3260, and that the application fcoe_app is

configured with an EtherType of 0x8906 (the correct EtherType for FCoE traffic).

Verifying the DCBX Application Map Configuration

Purpose Verify that the application map is configured.
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Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
dcbx-iscsi-fcoe-app-map {
    application iscsi_app code-points 100;
    application fcoe_app code-points [011 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that there is one application map named dcbx-iscsi-fcoe_app_map. It

consists of the application iscsi_appmapped to code point 100 and the application

fcoe_appmapped to code points 011 and 101.

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps are applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/31.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/32.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/33.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/34.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

associationwith interfaces. The output shows that all four interfaces use the application

map dcbx-iscsi-fcoe-app-map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway

FCoE traffic typically uses IEEE 802.1p priority 3 (code point 011). However, if your FCoE

network uses a different IEEE 802.1p priority than priority 3 for FCoE traffic, then you can

use priority remapping to classify FCoE traffic into a lossless forwarding class mapped

to that priority. You specify the lossless forwarding class used for the FCoE traffic by

configuringa fixedclassifier andapplying it to thenativeFC(NP_Port) interface.All traffic

received from the FCSANon that NP_Port interface is classified into the forwarding class

specified in the fixed classifier.

When native FC interfaces on the FCoE-FC gateway encapsulate incoming FC traffic in

Ethernet to create FCoE frames, by default they assign IEEE 802.1p code point 011 to the

FCoE traffic, forward the traffic internally to the gateway Ethernet interfaces, and then

forward the traffic to the FCoE network. Setting a rewrite value for the IEEE 802.1p code

point configures the gateway native FC interface to assign the rewrite value priority to

the FCoE frameswhen the native FC interface forwards the FCoE frames to the gateway

Ethernet interface. Instead of a priority of 3, the FCoE frames use the priority specified in

the rewrite value.

You can configure one rewrite value for each local FCoE-FC gateway fabric. All of the

native FC interfaces in a particular fabric must use the same rewrite value. Native FC

interfaces that belong to different FCoE-FC gateway fabrics can use different rewrite

values.

This example shows how to configure FCoE priority remapping for a converged Ethernet

network that uses priority 5 (IEEE code point 101) for FCoE traffic. If your network uses

priority 3 for FCoE traffic, then you do not need to remap the FCoE priority, because the

default configuration supports lossless FCoE transport on priority 3.

• Requirements on page 5631

• Overview on page 5631

• Configuration on page 5635

• Verification on page 5636

Requirements

This example uses the following hardware and software components:

• One Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Native FC interfaces on an FCoE-FC gateway receive native FC traffic from the FC SAN

and encapsulate it in Ethernet to create FCoE frames. Priority remapping enables you to

map the encapsulated FC traffic (the FCoE traffic) to any IEEE 802.1p priority.
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Tosupport lossless FCoE traffic flows, youmust configure the remappedpriority correctly

on the native FC interfaces and also on the Ethernet interfaces that connect to the FCoE

network. Achieving lossless behavior for FCoE traffic when you remap the FCoE priority

requires configuring:

• A lossless forwarding class for FCoE traffic (or using the default fcoe forwarding class)

• A behavior aggregate (BA) classifier on the FCoE Ethernet interfaces tomap the FCoE

forwarding class to the IEEE 802.1p code points (priority) used for FCoE traffic on the

FCoE network (the ingress classifier priority for the forwarding classmust be the same

as the rewrite value priority)

• A fixed classifier on the FCoE-FC gateway FC interface that maps all traffic from the

FC network into the lossless FCoE forwarding class (the forwarding class must be

lossless)

• Apriority rewrite value that remaps the IEEE802.1p codepoint on theFCoE-FCgateway

FC interface to the priority used for FCoE traffic on the FCoE network

• An input congestion notification profile (CNP) to enable priority-based flow control

(PFC)on theFCoEcodepoint (thecodepoint usedas the rewrite value)at theEthernet

interface ingress and an output CNP to configure flow control to pause the correct

output queue at the Ethernet interface egress

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• A DCBX application and application map on the Ethernet interface to support DCBX

application TLV exchange for the lossless FCoE traffic on the FCoE priority

Thepriority specified in theBAclassifier, CNP, andDCBXapplicationmapon theEthernet

ingress interfaces must match the priority specified in the fixed classifier and rewrite

value configurations on the FC interfaces. Youmust specify the same lossless FCoE

forwarding class in eachconfigurationanduse the same IEEE802.1p codepoint (priority)

so that the FCoE traffic is properly classified into flows and so that those flows receive

lossless treatment.

Topology

This example shows how to configure priority remapping of FCoE traffic on one native

FC interface (fc-0/0/2) connected to the FC SAN and on one Ethernet interface

(xe-0/0/27) connected to the converged Ethernet (FCoE) network. Both the native FC

interface and the Ethernet interface belong to the same local FC fabric on the FCoE-FC

gateway.

The converged Ethernet network uses priority 5 (IEEE 80.21p code point 101) for FCoE

traffic. The native FC interface on the FCoE-FC gateway receives FC traffic from the FC

SAN. The native FC interface encapsulates the FC traffic in Ethernet to create FCoE

frames, tags the frames with the IEEE 802.1p priority value 101, and then forwards the
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FCoE frames to the FCoE-FC gateway Ethernet interface. Because traffic marked with

IEEE 802.1p priority 5 is mapped to a lossless FCoE forwarding class, the traffic receives

lossless treatment. The Ethernet interface forwards the FCoE traffic on to the Ethernet

network.

FCoE traffic (tagged with priority 5) arriving at the FCoE-FC gateway from the Ethernet

network receives lossless treatment and is forwarded to the native FC interface. The

native FC interface removes the Ethernet encapsulation from the FCoE frames and

forwards the resulting native FC traffic to the FC SAN.

Figure206onpage5633shows the topology for this example, andTable515onpage5633

shows the configuration components for this example.

Figure 206: Topology of the IEEE 802.1p Priority Remapping Example

Converged Ethernet
network uses priority 5

(IEEE 802.1p code
point 101) for FCoE traffic
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Table 515: Components of the IEEE 802.1p Priority Remapping
Configuration Topology

SettingsComponent

QFX3500 switchHardware

Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: The lossless forwarding class can bemapped to any
output queue. However, because FCoE uses priority 5 in this
example, matching that traffic to a forwarding class that uses
queue 5 creates a configuration that is logical and easy to map
because the priority and the queue are identified by the same
number.

Forwardingclassconfiguration

Name—fcoe_gw_classifier

Maps code point 101 (IEEE 802.1p priority 5) to the fcoe1
forwarding class and assigns traffic a packet loss priority of low.

The classifier is applied to Ethernet interface xe-0/0/27.

BA classifier (Ethernet
interface)

Forwarding class—fcoe1

The classifier is applied to native FC interface fc-0/0/2

Fixed classifier (native FC
interface)

IEEE 802.1p code point—101

The rewrite value is applied to native FC interface fc-0/0/2

Rewrite value
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Table 515: Components of the IEEE 802.1p Priority Remapping
Configuration Topology (continued)

SettingsComponent

Name—fcoe1_p5_rewrite_cnp

Input CNP code point—101

Output CNP code point—101

Output CNP flow control queue—5

Interface—xe-0/0/27

PFC configuration (CNP on
Ethernet interface)

Application name—myfcoe5

Application ether-type—0x8906

Application map name—myfcoe5_map

Application map code points—101

Interface—xe-0/0/27

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

The priority used to identify FCoE traffic (5, IEEE 802.1p code point 101) is configured for

lossless transport across the QFX device on interfaces xe-0/0/27 and fc-0/0/2, which

belong to the same local FC fabric on the FCoE-FC gateway.

On the Ethernet interface, the classifier maps priority 5 to a lossless forwarding class

(fcoe1), the input CNP enables PFC on incoming priority 5 traffic, and the output CNP

enables output queue 5 to respond to pausemessages received from the peer on traffic

tagged with priority 5. On the native FC interface, FC traffic is remapped from priority 3

(the default mapping) to priority 5 and assigned to the same lossless forwarding class,

fcoe1, becauseof the fixed classifier configuration. In thisway, traffic taggedwithpriority 5

on interfaces xe-0/0/27 and fc-0/0/2 receives lossless treatment.

NOTE: To avoid fate sharing, ensure that the remapped priority is classified
only to the forwarding class used in the fixed classifier on all other interfaces.
Forexample, if youconfigurea fixedclassifier onanFC interface thatclassifies
all of the traffic into lossless forwarding class fcoe1 and remaps the priority
to priority 5 (IEEE 802.1p code point 101), then in all other classifier
configurations on all other interfaces, priority 5 should always be classified
to forwarding class fcoe1. If you classify priority 6 on another interface to
forwarding class fcoe1, then congestion on priority 6 traffic affects priority 5
traffic unfairly.
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NOTE: This example does not include scheduling (bandwidth allocation)
configurationor the local FC fabric configuration. This examples focusesonly
on priority remapping.

Configuration

CLI Quick
Configuration

To quickly configure IEEE 802.1p priority remapping on an FCoE-FC gateway, copy the

following commands, paste them in a text file, remove line breaks, change variables and

details to match your network configuration, and then copy and paste the commands

into the CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_gw_classifier forwarding-class fcoe1 loss-priority
low code-points 101
set class-of-service interfaces xe-0/0/27 unit 0 classifiers ieee-802.1 fcoe_gw_classifier
set class-of-service interfaces fc-0/0/2 forwarding-class fcoe1
set class-of-service interfaces fc-0/0/2 rewrite-value input ieee-802.1p code-point 101
set class-of-service congestion-notification-profile fcoe1_p5_rewrite_cnp input ieee-802.1
code-point 101 pfc
set class-of-service congestion-notification-profile fcoe1_p5_rewrite_cnp output ieee-802.1
code-point 101 flow-control-queue 5
set class-of-service interfaces xe-0/0/27 congestion-notification-profile fcoe1_p5_rewrite_cnp
set applications applicationmyfcoe5 ether-type 0x8906
set policy-options application-mapsmyfcoe5_app_map applicationmyfcoe5 code-points 101
set protocols dcbx interface xe-0/0/27 application-mapmyfcoe5_app_map

Step-by-Step
Procedure

To configure a lossless forwarding class for FCoE traffic, classify FCoE traffic into that

forwarding class, configure a rewrite value on the native FC interface for the FCoE traffic,

and enable PFC on the Ethernet interface, and configure DCBX application protocol TLV

exchange for FCoE traffic:

1. Configure the lossless forwarding class (named fcoe1 andmapped to output

queue 5) for FCoE traffic that uses IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

2. Configure an ingress classifier named fcoe_gw_classifier to map the FCoE priority

(IEEE 802.1p code point 101) to the lossless FCoE forwarding class (fcoe1):

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_gw_classifier forwarding-class fcoe1 loss-priority low
code-points 101

3. Apply the classifier named fcoe_gw_classifier to Ethernet interface xe-0/0/27:

[edit class-of-service]
user@switch# set interfaces xe-0/0/27 unit 0 classifiers ieee-802.1 fcoe_gw_classifier

4. Configure the fixed classifier on the native FC interface, using the lossless FCoE

forwarding class fcoe1 (all traffic from the FC SAN is classified into the specified

forwarding class). The traffic classified into this forwarding class is taggedwith the

priority value configured in the next step.

[edit class-of-service]
user@switch# set interfaces fc-0/0/2 forwarding-class fcoe1
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5. Configure the rewrite value (IEEE 802.1p code point 101) applied to all incoming

traffic from the FC SAN on the native FC interface. The rewrite value is the IEEE

802.1ppriority that theencapsulatedFCoE traffic classified into the fcoe1 forwarding

class uses on the converged Ethernet network.

[edit class-of-service]
user@switch# set interfaces fc-0/0/2 rewrite-value input ieee-802.1p code-point 101

6. Configure the input stanza of theCNP (named fcoe1_p5_rewrite_cnp) to enablePFC

on the FCoE priority on the Ethernet interface:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe1_p5_rewrite_cnp input ieee-802.1
code-point 101 pfc

7. Configure the output stanza of the CNP to enable output queue 5 to respond to

pausemessages received from the peer on traffic tagged with priority 5:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe1_p5_rewrite_cnp output ieee-802.1
code-point 101 flow-control-queue 5

8. Apply the CNP named fcoe1_p5_rewrite_cnp to Ethernet interface xe-0/0/27:

[edit class-of-service]
user@switch# set interfacesxe-0/0/27congestion-notification-profilefcoe1_p5_rewrite_cnp

9. Configure a DCBX application for FCoE tomap to the Ethernet interface, so that

DCBX can exchange application protocol TLVs on the correct (remapped)

IEEE 802.1p FCoE priority:

[edit]
user@switch# set applications applicationmyfcoe5 ether-type 0x8906

10. Configure a DCBX application map tomap the FCoE application to the correct

(remapped) IEEE 802.1p FCoE priority:

[edit]
user@switch# setpolicy-optionsapplication-mapsmyfcoe5_app_mapapplicationmyfcoe5
code-points 101

11. Apply the applicationmap to the Ethernet interface so that DCBX exchanges FCoE

application TLVs on the correct code point:

[edit]
user@switch# setprotocolsdcbx interfacexe-0/0/27application-mapmyfcoe5_app_map

Verification

To verify the configuration and proper operation of IEEE 802.1p priority remapping on an

FCoE-FC gateway, perform these tasks:

• Verifying the Forwarding Class Configuration on page 5637

• Verifying the Behavior Aggregate Classifier Configuration on page 5637

• Verifying the FC Interface Configuration (Fixed Classifier, Rewrite Value) on page 5638

• Verifying the Ethernet Interface PFC Configuration (CNP) on page 5638

• Verifying the Ethernet Interface Configuration on page 5639
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• Verifying the DCBX Application Configuration on page 5639

• Verifying the DCBX Application Map Configuration on page 5639

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage5640

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the classifier maps the forwarding classes to the correct IEEE 802.1p code

points (priorities) and packet loss priorities.

Action List theclassifier configured forpriority remappingusing theoperationalmodecommand

show class-of-service classifier name fcoe_gw_classifier:

user@switch> show class-of-service classifier name fcoe_gw_classifier
Classifier: fcoe_gw_classifier, Code point type: ieee-802.1, Index: 13100
  Code point         Forwarding class                    Loss priority
  101                fcoe1                               low         

Meaning The show class-of-service classifier name fcoe_gw_classifier command shows the IEEE

802.1p code points and the loss priorities that are mapped to the forwarding classes in

theclassifier. Thecommandoutput shows that theclassifiermaps forwardingclass fcoe1

to IEEE 802.1p code point 101 (priority 5) with a packet loss priority of low.
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Verifying the FC Interface Configuration (Fixed Classifier, Rewrite Value)

Purpose Verify that the native FC interface (NP_Port) classifies incoming traffic into forwarding

class fcoe1 and that the interface rewrite value is priority 5 (IEEE code point 101).

Action Display the FC interface configuration using the operational mode command show

configuration class-of-service interfaces fc-0/0/2:

user@switch> show configuration class-of-service interfaces fc-0/0/2
rewrite-value {
    input {
        ieee-802.1 {
            code-point {
                101;
            }
        }
    }
}
forwarding-class fcoe1;

Meaning The show configuration class-of-service interfaces fc-0/0/2 command shows that the

rewrite value for incoming (input) traffic is IEEE 802.1p code point 101 (priority 5), and

that the interfaceuses forwarding class fcoe1as the fixed classifier for all incoming traffic.

Verifying the Ethernet Interface PFC Configuration (CNP)

Purpose Verify that PFC is enabled on the correct priority (IEEE 802.1p code point 101) for lossless

transport and that flow control is enabled on the correct output queue (queue 5) on the

Ethernet interface.

Action List the congestion notification profile using the operational mode command show

class-of-service congestion-notification fcoe1_p5_rewrite_cnp:

user@switch> show class-of-service congestion-notification fcoe1_p5_rewrite_cnp
Name: fcoe1_p5_rewrite_cnp, Index: 7061
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled 
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

Meaning The showclass-of-servicecongestion-notification fcoe1_p5_rewrite_cnp commandshows

the input and output stanzas of the CNP. The input stanza shows that PFC is enabled

on IEEE802.1p code point 101 (priority 5). The input stanza also shows that theCNPuses
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the default values of 100meters for the cable length value and 2500 bytes for the

maximum receive unit (MRU) value.

The output stanza shows that flow control is enabled on output queue 5 for IEEE 802.1p

priority code point 101 (priority 5).

Verifying the Ethernet Interface Configuration

Purpose Verify that the classifier fcoe_gw_classifier and the congestion notification profile

fcoe1_p5_rewrite_cnp are configured on Ethernet interface xe-0/0/27.

Action List the ingress interfaces using the operational mode command show configuration

class-of-service interfaces xe-0/0/27:

user@switch> show configuration class-of-service interfaces xe-0/0/27
congestion-notification-profile fcoe1_p5_rewrite_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_gw_classifier;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/27 command shows that the

congestion notification profile fcoe1_p5_rewrite_cnp is configured on the interface, and

that the IEEE 802.1p classifier associated with the interface is fcoe_gw_classifier.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX application namedmyfcoe5 for FCoE is configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application myfcoe5 {
    ether-type 0x8906;
}

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the applicationmyfcoe5 is configured with an

EtherType of 0x8906 (the correct EtherType for FCoE traffic).

Verifying the DCBX Application Map Configuration

Purpose Verify that the application mapmyfcoe5_app_map is configured.

Action List the applicationmapby using the configurationmode command showpolicy-options

application-maps:

user@switch# show policy-options application-maps
myfcoe5_app_map {
    application myfcoe5 code-points 101;
}
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Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that there is one application map,myfcoe5_app_map, which consists

of the application namedmyfcoe5mapped to IEEE 802.1p code point 101 (priority 5).

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application map is applied to the correct interface (xe-0/0/27).

Action List the application maps using the configuration mode command show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/27.0 {
    application-map myfcoe5_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

association with interfaces. The output shows that interface xe-0/0/27 uses application

mapmyfcoe5_app_map.

Related
Documentation

Example: Configuring DCBX Application Protocol TLV Exchange on page 4929•

• Example: Configuring Unicast Classifiers on page 5495

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

on page 5698

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

Example: Configuring DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers by exchanging application configuration

information. DCBX detects feature misconfiguration andmismatches and can configure

DCB on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP). LLDP

must remain enabled on every interface on which you want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

The switch supports DCBX application protocol exchange for Layer 2 and Layer 4

applications such as the Internet Small Computer System Interface (iSCSI). You specify

applicationsbyEtherType(for Layer2applications)orby thedestinationportandprotocol

(for Layer 4 applications; the protocol can be either TCP or UDP).

TheQFXSerieshandlesFibreChanneloverEthernet (FCoE)applicationprotocolexchange

differently than other protocols in some cases:

• If FCoE is the only application for which youwant to enable DCBX application protocol

TLV exchange on an interface, you do not have to explicitly configure the FCoE
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application or an application map. By default, the QFX Series exchanges FCoE

application protocol TLVs on all interfaces that carry FCoE traffic (traffic mapped to

the fcoe forwarding class) and have priority-based flow control (PFC) enabled on the

FCoE priority (the FCoE IEEE 802.1p code point). The default priority mapping for the

FCoE application is IEEE 802.1p code point 011 (the default fcoe forwarding class code

point).

• If you want an interface to use DCBX to exchange application protocol TLVs for any

other applications in addition to FCoE, youmust configure the applications (including

FCoE), define an application map (including FCoE), and apply the application map to

the interface. If you apply an application map to an interface, youmust explicitly

configure the FCoE application, or the interface does not exchange FCoE application

protocol TLVs.

This example shows how to configure interfaces to exchange both Layer 2 and Layer 4

applicationsbyconfiguringone interface toexchange iSCSIandFCoEapplicationprotocol

information and configuring another interface to exchange iSCSI and Precision Time

Protocol (PTP) application protocol information.

• Requirements on page 5641

• Overview on page 5641

• Configuration on page 5645

• Verification on page 5646

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX Series device

• Junos OS Release 12.1 or later for the QFX Series

Overview

The switch supports DCBX application protocol exchange for:

• Layer 2 applications, defined by EtherType

• Layer 4 applications, defined by destination port and protocol

NOTE: DCBXalsoadvertisesPFCandenhancedtransmissionselection(ETS)
information. See “Configuring DCBXAutonegotiation” on page 5076 for how
DCBXnegotiatesandadvertises configuration information for these features
and for the applications.

DCBX is configured on a per-interface basis for each supported feature or application.

For applications that you want to enable for DCBX application protocol exchange, you

must:
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• Define the application name and configure the EtherType or the destination port and

protocol (TCP or UDP) of the application. Use the EtherType for Layer 2 applications,

and use the destination port and protocol for Layer 4 protocols.

• Map the application to an IEEE 802.1p code point in an application map.

• Add the application map to DCBX interface.

In addition, for all applications (including FCoE, evenwhen you do not use an application

map), you either must create an IEEE 802.1p classifier and apply it to the appropriate

ingress interfaces or use the default classifier. A classifier maps the code points of

incoming traffic to a forwarding class and a loss priority so that ingress traffic is assigned

to the correct class of service (CoS). The forwarding class determines the output queue

on the egress interface.

If you do not create classifiers, trunk and tagged-access ports use the unicast IEEE 802.1

default trustedclassifier. Table380onpage4931 shows thedefaultmappingof IEEE802.1

code-point values tounicast forwarding classesand losspriorities for ports in trunkmode

or tagged-access mode. Table 381 on page 4932 shows the default untrusted classifier

IEEE 802.1 code-point values to unicast forwarding class mapping for ports in access

mode.

Table 516: Default IEEE 802.1 Classifiers for Trunk Ports and
Tagged-Access Ports (Default Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table517:Default IEEE802.1UnicastClassifiers forAccessPorts (Default
Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001
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Table517:Default IEEE802.1UnicastClassifiers forAccessPorts (Default
Untrusted Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111

Topology

This example shows how to configure DCBX application protocol exchange for three

protocols (iSCSI, PTP, and FCoE) on two interfaces. One interface exchanges iSCSI and

FCoE application protocol information, and the other interface exchanges iSCSI andPTP

application protocol information.

NOTE: Youmust map FCoE traffic to the interfaces on which you want to
forward FCoE traffic. Youmust also enable PFC on the FCoE interfaces and
create an ingress classifier for FCoE traffic, or else use the default classifier.

Table 382 on page 4932 shows the configuration components for this example.

Table 518: Components of DCBX Application Protocol Exchange
Configuration Topology

SettingsComponent

QFX Series deviceHardware

Enabled by default on Ethernet interfacesLLDP

Enabled by default on Ethernet interfacesDCBX

Application name—iscsi

protocol—TCP

destination-port—3260

code-points—111

iSCSI application (Layer 4)
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Table 518: Components of DCBX Application Protocol Exchange
Configuration Topology (continued)

SettingsComponent

Application name—ptp

ether-type—0x88F7

code-points—001, 101

PTP application (Layer 2)

Application name—fcoe

ether-type—0x8906

code-points—011

NOTE: You explicitly configure the FCoE application because
you are applying an application map to the interface. When you
apply an application map to an interface, all applications must
be explicitly configured and included in the application map.

FCoE application (Layer 2)

dcbx-iscsi-fcoe-app-map—Maps the iSCSIandFCoEapplications
to IEEE 802.1p code points

dcbx-iscsi-ptp-app-map—Maps iSCSI and PTP applications to
IEEE 802.1p code points

Application maps

xe-0/0/10—Configured to exchange FCoE and iSCSI application
TLVs (uses application map dcbx-iscsi-fcoe-app-map, carries
FCoE traffic, and has PFC enabled on the FCoE priority)

xe-0/0/11—Configured to exchange iSCSI and PTP application
TLVs (uses application map dcbx-iscsi-ptp-app-map)

Interfaces

fcoe-cnp:

• Code point—011

• Interface—xe-0/0/10

PFC congestion notification
profile for FCoE application
exchange

fcoe-iscsi-cl1:

• Maps the fcoe forwarding class to the IEEE 802.1p code point
used for the FCoE application (011) and a loss priority of high

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of high

• Applied to interface xe-0/0/10

iscsi-ptp-cl2:

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of low

• Maps the best-effort forwarding class to the IEEE 802.1p code
points used for the PTP application (001 and 101) and a loss
priority of low

• Applied to interface xe-0/0/11

Behavior aggregate classifiers
(map forwarding classes to
incoming packets by the
packet’s IEEE 802.1 code
point)
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NOTE: This example does not include scheduling (bandwidth allocation)
configuration or lossless configuration for the iSCSI forwarding class.

Configuration

CLI Quick
Configuration

Toquickly configureDCBXapplicationprotocol exchange, copy the followingcommands,

paste them in a text file, remove line breaks, change variables and details to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level.

set applications application iSCSI protocol tcp destination-port 3260
set applications application FCoE ether-type 0x8906
set applications application PTP ether-type 0x88F7
set policy-options application-maps dcbx-iscsi-fcoe-app-map application iSCSI code-points 111
set policy-options application-mapsdcbx-iscsi-fcoe-app-mapapplication FCoEcode-points011
set policy-options application-maps dcbx-iscsi-ptp-app-map application iSCSI code-points 111
set policy-options application-maps dcbx-iscsi-ptp-app-map application PTP code-points [001
101]
set protocols dcbx interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
set protocols dcbx interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class fcoe
loss-priority high code-points 011
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class
network-control loss-priority high code-points 111
set class-of-service classifiers ieee-802.1 iscsi-ptp-cl2 import default forwarding-class
network-control loss-priority low code-points 111
setclass-of-serviceclassifiers ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classbest-effort
loss-priority low code-points [001 101]
set class-of-service interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
set class-of-service interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Configuring DCBX Application Protocol TLV Exchange

Step-by-Step
Procedure

To define the applications, map the applications to IEEE 802.1p code points, apply the

applications to interfaces, and create classifiers for DCBXapplicationprotocol exchange:

1. Define the iSCSI application by specifying its protocol and destination port, and

define the FCoE and PTP applications by specifying their EtherTypes.

[edit applications]
user@switch# set application iSCSI protocol tcp destination-port 3260
user@switch# set application FCoE ether-type 0x8906
user@switch# set application PTP ether-type 0x88F7

2. Defineanapplicationmapthatmaps the iSCSIandFCoEapplications to IEEE802.1p

code points.

[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplicationFCoEcode-points
011

3. Define theapplicationmap thatmaps the iSCSI andPTPapplications to IEEE802.1p

code points.
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[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplicationPTPcode-points
[001 101]

4. Apply the iSCSI and FCoE application map to interface xe-0/0/10, and apply the

iSCSI and PTP application map to interface xe-0/0/11.

[edit protocols dcbx]
user@switch# set interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
user@switch# set interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map

5. Create the congestion notification profile to enable PFC on the FCoE code point

(011), and apply the congestion notification profile to interface xe-0/0/10.

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc
user@switch# set interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp

6. Configure the classifier to apply to the interface that exchanges iSCSI and FCoE

application information.

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-class fcoe loss-priority
high code-points 011
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-classnetwork-control
loss-priority high code-points 111

7. Configure the classifier to apply to the interface that exchanges iSCSI and PTP

application information.

[edit class-of-service classifiers]
user@switch# set ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classnetwork-control
loss-priority low code-points 111
user@switch# set ieee-802.1 iscsi-ptp-cl2 import default forwarding-class best-effort
loss-priority low code-points [001 101]

8. Apply the classifiers to the appropriate interfaces.

[edit class-of-service]
user@switch# set interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
user@switch# set interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Verification

To verify that DCBX application protocol exchange configuration has been created and

is operating properly, perform these tasks:

• Verifying the Application Configuration on page 5646

• Verifying the Application Map Configuration on page 5647

• Verifying DCBX Application Protocol Exchange Interface Configuration on page 5648

• Verifying the PFC Configuration on page 5648

• Verifying the Classifier Configuration on page 5649

Verifying the Application Configuration

Purpose Verify that DCBX applications have been configured.
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Action List the applications by using the configuration mode command show applications:

user@switch# show applications
application iSCSI {
   protocol tcp;
   destination-port 3260;
}

application fcoe {
   ether-type 0x8906;
}

application ptp {
   ether-type 0x88F7;
}

Meaning The show applications configuration mode command lists all of the configured

applications and either their protocol and destination port (Layer 4 applications) or their

EtherType (Layer 2applications). Thecommandoutput shows that the iSCSI application

is configured with the tcp protocol and destination port 3260, the FCoE application is

configured with the EtherType 0x8906, and that the PTP application is configured with

the EtherType 0x88F7.

Verifying the Application Map Configuration

Purpose Verify that the application maps have been configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
dcbx-iscsi-fcoe-app-map {
   application iSCSI code-points 111;
   application FCoE code-points 011;
}

dcbx-iscsi-ptp-app-map {
   application iSCSI code-points 111;
   application PTP code-points [001 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The command output shows that there are two application maps,

dcbx-iscsi-fcoe-app-map and dcbx-iscsi-ptp-app-map.

The application map dcbx-iscsi-fcoe-app-map consists of the iSCSI application, which

is mapped to IEEE 802.1p code point 111, and the FCoE application, which is mapped to

IEEE 802.1p code point 011.

The application map dcbx-iscsi-ptp-app-map consists of the iSCSI application, which is

mapped to IEEE 802.1p code point 111, and the PTP application, which ismapped to IEEE

802.1p code points 001 and 101.
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Verifying DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps have been applied to the correct interfaces.

Action List the application maps by using the configuration mode command show protocols

dcbx:

user@switch# show protocols dcbx
interface xe-0/0/10.0 {
   application-map dcbx-iscsi-fcoe-app-map;
}

interface xe-0/0/11.0 {
   application-map dcbx-iscsi-ptp-app-map;
}

Meaning The show protocols dcbx configuration mode command lists whether the interfaces are

enabled for DCBXand lists the applicationmapapplied to each interface. The command

output shows that interfaces xe-0/0/10.0 and xe-0/0/11.0 are enabled for DCBX, and

that interface xe-0/0/10.0 uses applicationmap dcbx-iscsi-fcoe-app-map, and interface

xe-0/0/11.0 uses application map dcbx-iscsi-ptp-app-map.

Verifying the PFC Configuration

Purpose Verify that PFC has been enabled on the FCoE code point and applied to the correct

interface.

Action Display the PFC configuration to verify that PFC is enabled on the FCoE code point (011)

in the congestionnotificationprofile fcoe-cnpbyusing the configurationmodecommand

show class-of-service congestion-notification-profile:

user@switch# show class-of-service congestion-notification-profile
fcoe-cnp {
    input {
        ieee-802.1 {
            code-point 011 {
                pfc;
            }
        }
    }
}   

Display theclass-of-service (CoS) interface information to verify that thecorrect interface

has PFC enabled for the FCoE application by using the configuration mode command

show class-of-service interfaces:

user@switch# show class-of-service interfaces
xe-0/0/10 {
    congestion-notification-profile fcoe-cnp;
}

NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the PFC
configuration.
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Meaning The show class-of-service congestion-notification-profile configuration mode command

lists the configured congestion notification profiles. The command output shows that

the congestion notification profile fcoe-cnp has been configured and has enabled PFC

on the IEEE 802.1p code point 011 (the default FCoE code point).

The show class-of-service interfaces configuration mode command shows the interface

CoS configuration. The command output shows that the congestion notification profile

fcoe-cnp, which enables PFC on the FCoE code point, is applied to interface xe-0/0/10.

Verifying the Classifier Configuration

Purpose Verify that the classifiers have been configured and applied to the correct interfaces.

Action Display the classifier configuration by using the configuration mode command show

class-of-service:

user@switch# show class-of-service
classifiers {
    ieee-802.1 fcoe-iscsi-cl1 {
        import default;
        forwarding-class network-control {
            loss-priority high code-points 111;
        }
        forwarding-class fcoe {
            loss-priority high code-points 011;
        }
    }
    ieee-802.1 iscsi-ptp-cl2 {
        import default;
        forwarding-class network-control {
            loss-priority low code-points 111;
        }
        forwarding-class best-effort {
            loss-priority low code-points [ 001 101 ];
        }
    }
}
interfaces {
    xe-0/0/10 {
        congestion-notification-profile fcoe-cnp;
        unit 0 {
            classifiers {
                ieee-802.1 fcoe-iscsi-cl1;
            }
        }
    }
    xe-0/0/11 {
        unit 0 {
            classifiers {               
                ieee-802.1 iscsi-ptp-cl2;
            }
        }
    }
}
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NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the
classifier configuration.

Meaning The show class-of-service configuration mode command lists the classifier and CoS

interface configuration, as well as other information not shown in this example. The

command output shows that there are two classifiers configured, fcoe-iscsi-cl1 and

iscsi-ptp-cl2.

Classifier fcoe-iscsi-cl1 uses the default classifier as a template and edits the template

as follows:

• The forwarding class network-control is set to a loss priority of high and is mapped to

code point 111 (the code point mapped to the iSCSI application).

• The forwarding class fcoe is set to a loss priority of high and is mapped to code point

011 (the code point mapped by default to the FCoE application).

Classifier iscsi-ptp-cl2 uses the default classifier as a template and edits the template

as follows:

• The forwarding class network-control is set to a loss priority of low and is mapped to

IEEE 802.1p code point 111 (the code point mapped to the iSCSI application).

• The forwarding class best-effort is set to a loss priority of low and is mapped to IEEE

802.1p code points 001 and 101 (the code points mapped by default to the PTP

application).

The command output also shows that classifier fcoe-iscsi-cl1 is mapped to interface

xe-0/0/10.0 and that classifier iscsi-ptp-cl2 is mapped to interface xe-0/0/11.0.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• show dcbx on page 5176

• show dcbx neighbors on page 5177

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Using DCBX Protocol to Lower Costs
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Configuration Examples (QFX5100 Switches Only)

• Example: Configuring PFC Across Layer 3 Interfaces on page 5651

Example: Configuring PFC Across Layer 3 Interfaces

Priority-based flow control (PFC) helps ensure lossless transport across data center

bridging interfaces by pausing incoming trafficwhen output queue buffers fill to a certain

threshold. On a QFX5100 switch running the Enhanced Layer 2 Software (ELS) CLI, in

addition to configuring PFC on Layer 2 (bridging) interfaces, you can configure PFC on

traffic that traverses Layer 3 interfaces. This enables you to preserve the lossless

characteristics that PFC provides on traffic, even when the traffic crosses Layer 3

interfaces that connect two Layer 2 networks.

• Requirements on page 5651

• Overview on page 5651

• Configuration on page 5655

• Verification on page 5662

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX5100 Switches

• Junos OS Release 13.2 or later for the QFX Series

• Two Ethernet hosts

Overview

Onanetwork thatuses twoQFX5100switches toconnecthostson twodifferentEthernet

networks across a Layer 3 network, to configure PFC across the Layer 2 and Layer 3

interfaces, youmust:

• Configure the Layer 2 and Layer 3 interfaces on the switches

• Configure VLANs to carry the traffic across the Layer 2 and Layer 3 networks

• Configure integrated routing and bridging (IRB) interfaces on the Layer 2 interfaces to

move the Layer 2 VLAN traffic to Layer 3

• Configure and apply the appropriate classifiers to the interfaces

• Configureandapply congestionnotificationprofiles (CNPs)on the interfaces toenable

PFC on the traffic that you want to be lossless
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NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure lossless forwarding classes and hierarchical port scheduling (also known as

enhanced transmission selection) on the interfaces

NOTE: PFCoperates at the queue level, based on the IEEE802.1p code point
in theprioritycodepoint (PCP) fieldof theEthernet frameheader (sometimes
knownas theCoSbits). For this reason, traffic on Layer 3 interfaces onwhich
you want to enable PFCmust use an IEEE 802.1p classifier to map incoming
traffic to forwarding classes (which are in turnmapped to output queues)
and loss priorities. You cannot use a DSCP or DSCP IPv6 classifier to classify
Layer 3 traffic if you want to enable PFC on traffic flows.

Topology

Figure 207 on page 5652 shows the topology for this example.

Figure 207: Enabling PFC Across Layer 3 Interface Hops

Table519onpage5652shows theconfigurationcomponents for this example.On the two

QFX5100 switches, the Ethernet host-facing interfaces use the same interface names

and configuration, and the Layer 3 network-facing interfaces use the same interface

names and configuration.

Table 519: Components of the PFC Across Layer 3 Interfaces Topology

SettingsComponent

Two QFX5100 switches
Two Ethernet hosts

Hardware
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Table 519: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Interface xe-0/0/40:

• Interface family—inet

• Interface IP address—100.103.1.2/24

• VLAN tagging—enabled

• Interface VLAN ID—103

Interface xe-0/0/41:

• Interface family—inet

• Interface IP address—100.104.1.2/24

• VLAN tagging—enabled

• Interface VLAN ID—104

Layer 3 interfaces
(xe-0/0/40 and
xe-0/0/41)andVLANs

Family: Ethernet switching
Interface mode—trunk
Interface xe-0/0/20 VLANmembership—vlan105
Interface xe-0/0/21 VLANmembership—vlan106

Layer 2 interfaces
(xe-0/0/20 and
xe-0/0/21) and VLAN
membership

VLAN unit 105—family inet, IP address 100.105.1.1/24
VLAN unit 106—family inet, IP address 100.106.1.1/24

VLANs for the IRB
interfaces

Interface xe-0/0/20:

• IRB interface unit—105

• IRB interface family—inet

• IRB interface IP address—100.105.1.1/24

• IRB interface VLAN ID—105

• Layer 3 interface name—irb.105

Interface xe-0/0/21:

• IRB interface unit—106

• IRB interface family—inet

• IRB interface IP address—100.106.1.1/24

• IRB interface VLAN ID—106

• Layer 3 interface name—irb.106

Layer 2 IRB interfaces
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Table 519: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Name—lossless-3
Queuemapping—queue 3
Packet drop attribute—no-loss

Name—lossless-4
Queuemapping—queue 4
Packet drop attribute—no-loss

NOTE: Matching the forwardingclassnames(lossless-3and lossless-4)
to the queue number and to the classified IEEE 802.1p code point
(priority) createsa configuration that is logical andeasy tomapbecause
the forwarding class, queue, and priority all use the same number.

Name—all-others
Queuemapping—queue 0
Packet drop attribute—none

NOTE: The forwarding class all-others is for best-effort traffic that
traverses the interfaces.

Forwarding classes
(both switches)

Name—lossless-3-4-ieee
Forwarding class lossless-3—mapped to code point 011 (IEEE 802.1p
priority 3) and a packet loss priority of low
Forwarding class lossless-4—mapped to code point 100 (IEEE 802.1p
priority 4) and a packet loss priority of low

Apply the Layer 2 IEEE802.1p classifier to both the Layer 2 and the Layer
3 interfaces (xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Layer 2 interface
behavior aggregate
(BA) classifier

Name—lossless-cnp
PFC enabled on IEEE 802.1p code points—011 (lossless-3 forwarding
class and priority), 100 (lossless-4 forwarding class and priority)

Apply theCNP toboth theLayer 2and theLayer 3 interfaces (xe-0/0/20,
xe-0/0/21, xe-0/040, and xe-0/0/41) to enable PFC on IEEE 802.1p
code points 011 and 100.

Congestion
notification profile
(PFC, both switches)
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Table 519: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Hierarchical port scheduling (ETS) includes configuring:

• Schedulers to assign bandwidth to traffic

• Scheduler mapping to forwarding classes

• Groupingof the forwarding classes (priorities) in forwarding class sets
(priority groups)

• A traffic control profile to assign bandwidth to the forwarding class
set and to associate the forwarding class set with the scheduler
mapping

Hierarchical port scheduling also includes applying the hierarchical
scheduler (defined in the traffic control profile) to the interfaces.

This example focuses on configuring PFC across the Layer 2 and Layer
3 interfaces. Tomaintain this focus, this example includes the CLI
statements needed to configure hierarchical port scheduling, but does
not include descriptive explanations of the configuration. The Related
Documentation section provides links to example documents that show
how to configure hierarchical port scheduling.

Apply the scheduling configuration to both the Layer 2 and the Layer 3
interfaces (xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Hierarchical port
scheduling (ETS)

Configuration

• Step-by-Step Procedure on page 5657

• Results on page 5659

CLI Quick
Configuration

To configure PFC across Layer 3 interfaces, copy the following commands, paste them

in a text file, remove the line breaks, change variables and details tomatch your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. The sameconfigurationapplies tobothQFX5100SwitchSW1andQFX5100Switch

SW2:

set interfaces xe-0/0/40 vlan-tagging
set interfaces xe-0/0/40 unit 0 vlan-id 103
set interfaces xe-0/0/40 unit 0 family inet address 100.103.1.2/24
set interfaces xe-0/0/41 vlan-tagging
set interfaces xe-0/0/41 unit 0 vlan-id 104
set interfaces xe-0/0/41 unit 0 family inet address 100.104.1.2/24
set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan105
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan106
set interfaces vlan unit 105 family inet address 100.105.1.1/24
set interfaces vlan unit 106 family inet address 100.106.1.1/24
set interfaces irb unit 105 family inet address 100.105.1.1/24
set interfaces irb unit 106 family inet address 100.106.1.1/24
set vlans vlan105 vlan-id 105
set vlans vlan106 vlan-id 106
set vlans vlan105 l3-interface irb.105
set vlans vlan106 l3-interface irb.106
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set class-of-service forwarding-classes class lossless-3 queue-num 3 no-loss
set class-of-service forwarding-classes class lossless-4 queue-num 4 no-loss
set class-of-service forwarding-classes class all-others queue-num0
setclass-of-serviceclassifiers ieee-802.1 lossless-3-4-ieeeforwarding-class lossless-3 loss-priority
low code-points 011
setclass-of-serviceclassifiers ieee-802.1 lossless-3-4-ieeeforwarding-class lossless-4 loss-priority
low code-points 100
set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point 011
pfc
set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point 100
pfc
set class-of-service schedulers lossless_sch transmit-rate 6g
set class-of-service schedulers lossless_sch shaping-rate percent 100
set class-of-service schedulers all-others_sch transmit-rate 4g
set class-of-service scheduler-maps lossless_map forwarding-class lossless-3 scheduler
lossless_sch
set class-of-service scheduler-maps lossless_map forwarding-class lossless-4 scheduler
lossless_sch
set class-of-service scheduler-maps all-others_map forwarding-class all-others scheduler
all-others_sch
set class-of-service forwarding-class-sets lossless_fc_set class lossless-3
set class-of-service forwarding-class-sets lossless_fc_set class lossless-4
set class-of-service forwarding-class-sets all-others_fc_set class all-others
set class-of-service traffic-control-profiles lossless_tcp scheduler-map lossless_map
set class-of-service traffic-control-profiles lossless_tcp guaranteed-rate percent 60
set class-of-service traffic-control-profiles lossless_tcp shaping-rate percent 100
set class-of-service traffic-control-profiles all-others_tcp scheduler-map all-others_map
set class-of-service traffic-control-profiles all-others_tcp guaranteed-rate percent 40
set class-of-service interfaces xe-0/0/20 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/20 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/20 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/21 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/21 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/21 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/40 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/40 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/40 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/41 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/41 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/41 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee
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Step-by-Step Procedure

Step-by-Step
Procedure

The following step-by-stepprocedure showsyouhowtoconfigure the interfaces, VLANs,

lossless forwarding classes, classifiers, and PFC settings to enable PFC across Layer 3

interfaces. For completeness, the class-of-service scheduling configuration (hierarchical

port scheduling) is included in the procedure, but without explanatory text. See the

Related Documentation links for detailed examples of the scheduling elements of the

configuration.

1. Configure the Layer 3 interface VLANs and IP addresses:

[edit interfaces]
user@switch# set xe-0/0/40 vlan-tagging
user@switch# set xe-0/0/40 unit 0 vlan-id 103
user@switch# set xe-0/0/40 unit 0 family inet address 100.103.1.2/24
user@switch# set xe-0/0/41 vlan-tagging
user@switch# set xe-0/0/41 unit 0 vlan-id 104
user@switch# set xe-0/0/41 unit 0 family inet address 100.104.1.2/24

2. Configure the Layer 2 interface VLANmembership and interface mode:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
user@switch# set xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan105
user@switch# set xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
user@switch# set xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan106

3. Configure the VLANs for the IRB interfaces:

[edit interfaces]
user@switch# set vlan unit 105 family inet address 100.105.1.1/24
user@switch# set vlan unit 106 family inet address 100.106.1.1/24

4. Configure the IRB interfacesandVLANs to transport incomingLayer2 trafficassigned

to VLANs vlan105 (of which interface xe-0/0/20 is a member) and vlan106 (of

which interface xe-0/0/21 is a member) across Layer 3:

[edit]
user@switch# set interfaces irb unit 105 family inet address 100.105.1.1/24
user@switch# set interfaces irb unit 106 family inet address 100.106.1.1/24
user@switch# set vlans vlan105 vlan-id 105
user@switch# set vlans vlan106 vlan-id 106
user@switch# set vlans vlan105 l3-interface irb.105
user@switch# set vlans vlan106 l3-interface irb.106

5. Configure the lossless forwarding classes and a best-effort forwarding class for

any other traffic that might use the interfaces:

[edit class-of-service]
user@switch# set forwarding-classes class lossless-3 queue-num 3 no-loss
user@switch# set forwarding-classes class lossless-4 queue-num 4 no-loss
user@switch# set forwarding-classes class all-others queue-num0

6. Configure the IEEEclassifier for theLayer 2andLayer3 interfaces toclassify incoming

traffic into the lossless forwarding classes based on the IEEE 802.1p code point of

the traffic:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-3 loss-priority
low code-points 011
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user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-4 loss-priority
low code-points 100

7. Configure the CNP to enable PFC on the lossless priorities (the lossless forwarding

classes mapped to IEEE 802.1p code points 3 and 4):

[edit class-of-service congestion-notification-profile]
user@switch# set lossless-cnp input ieee-802.1 code-point 011 pfc
user@switch# set lossless-cnp input ieee-802.1 code-point 100 pfc

8. Configure hierarchical scheduling to support the lossless configuration (included

here for completeness; see the Related Documentation links for detailed examples

of scheduling configuration) and apply it to the Layer 2 and Layer 3 interfaces:

[edit class-of-service]
set schedulers lossless_sch transmit-rate 6g
set schedulers lossless_sch shaping-rate percent 100
set schedulers all-others_sch transmit-rate 4g
set scheduler-maps lossless_map forwarding-class lossless-3 scheduler lossless_sch
set scheduler-maps lossless_map forwarding-class lossless-4 scheduler lossless_sch
set scheduler-maps all-others_map forwarding-class all-others scheduler all-others_sch
set forwarding-class-sets lossless_fc_set class lossless-3
set forwarding-class-sets lossless_fc_set class lossless-4
set forwarding-class-sets all-others_fc_set class all-others
set traffic-control-profiles lossless_tcp scheduler-map lossless_map
set traffic-control-profiles lossless_tcp guaranteed-rate percent 60
set traffic-control-profiles lossless_tcp shaping-rate percent 100
set traffic-control-profiles all-others_tcp scheduler-map all-others_map
set traffic-control-profiles all-others_tcp guaranteed-rate percent 40
set interfacesxe-0/0/20forwarding-class-set lossless_fc_setoutput-traffic-control-profile
lossless_tcp
set interfacesxe-0/0/20forwarding-class-setall-others_fc_setoutput-traffic-control-profile
all-others_tcp
set interfacesxe-0/0/21 forwarding-class-set lossless_fc_setoutput-traffic-control-profile
lossless_tcp
set interfacesxe-0/0/21 forwarding-class-setall-others_fc_setoutput-traffic-control-profile
all-others_tcp
set interfacesxe-0/0/40forwarding-class-set lossless_fc_setoutput-traffic-control-profile
lossless_tcp
set interfacesxe-0/0/40forwarding-class-setall-others_fc_setoutput-traffic-control-profile
all-others_tcp
set interfacesxe-0/0/41 forwarding-class-set lossless_fc_setoutput-traffic-control-profile
lossless_tcp
set interfacesxe-0/0/41 forwarding-class-setall-others_fc_setoutput-traffic-control-profile
all-others_tcp

9. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 3 interfaces:

[edit class-of-service interfaces]
user@switch# set xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# set xe-0/0/40 congestion-notification-profile lossless-cnp
user@switch# set xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# set xe-0/0/41 congestion-notification-profile lossless-cnp

10. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 2 interfaces:

[edit class-of-service interfaces]
user@switch# xe-0/0/20 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# xe-0/0/20 congestion-notification-profile lossless-cnp
user@switch# xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# xe-0/0/21 congestion-notification-profile lossless-cnp
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Results

Display the results of the interface,VLAN, andclass-of-service configurations (the system

shows only the explicitly configured parameters; it does not show default parameters).

The results are valid for both QFX5100 Switch SW1 and QFX5100 Switch SW2 because

the same configuration is used on both switches.

Display the results of the interface configuration:

user@switch# show configuration interfaces
xe-0/0/20 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan105;
            }
        }
    }
}
xe-0/0/21 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan106;
            }
        }
    }
}
xe-0/0/40 {
    vlan-tagging;
    unit 0 {
        vlan-id 103;                    
        family inet {
            address 100.103.1.2/24;
        }
    }
}
xe-0/0/41 {
    vlan-tagging;
    unit 0 {
        vlan-id 104;
        family inet {
            address 100.104.1.2/24;
        }
    }
}
irb {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;     
        }
    }
}
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vlan {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;
        }
    }
}

Display the results of the vlan configuration:

user@switch# show configuration vlans
vlan105 {
    vlan-id 105;
    l3-interface irb.105;
}
vlan106 {
    vlan-id 106;
    l3-interface irb.106;
}

Display the results of the class-of-service configuration:

user@switch# show configuration class-of-service
classifiers {
    ieee-802.1 lossless-3-4-ieee {
        forwarding-class lossless-3 {
            loss-priority low code-points 011;
        }
        forwarding-class lossless-4 {
            loss-priority low code-points 100;
        }
    }
}
forwarding-classes {
    class lossless-3 queue-num 3 no-loss;
    class lossless-4 queue-num 4 no-loss;
    class all-others queue-num 0;
}
traffic-control-profiles {              
    lossless_tcp {
        scheduler-map lossless_map;
        shaping-rate percent 100;
        guaranteed-rate percent 60;
    }
    all-others_tcp {
        scheduler-map all-others_map;
        guaranteed-rate percent 40;
    }
}
forwarding-class-sets {
    lossless_fc_set {
        class lossless-3;
        class lossless-4;
    }
    all-others_fc_set {

Copyright © 2014, Juniper Networks, Inc.5660

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



        class all-others;
    }
}
congestion-notification-profile {
    lossless-cnp {
        input {
            ieee-802.1 {                
                code-point 011 {
                    pfc;
                }
                code-point 100 {
                    pfc;
                }
            }
        }
    }
}
interfaces {
    xe-0/0/20 {
        forwarding-class-set {
            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        unit 0 {
            classifiers {               
                ieee-802.1 lossless-3-4-ieee;
            }
        }
    }
    xe-0/0/21 {
        forwarding-class-set {
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        unit 0 {
            classifiers {
                ieee-802.1 lossless-3-4-ieee;
            }
        }
    }
    xe-0/0/40 {
        forwarding-class-set {
            lossless_fc_set {           
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        classifiers {
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            ieee-802.1 lossless-3-4-ieee;
        }
    }
    xe-0/0/41 {
        forwarding-class-set {
            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        classifiers {                   
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
scheduler-maps {
    lossless_map {
        forwarding-class lossless-3 scheduler lossless_sch;
        forwarding-class lossless-4 scheduler lossless_sch;
    }
    all-others_map {
        forwarding-class all-others scheduler all-others_sch;
    }
}
schedulers {
    lossless_sch {
        transmit-rate 6g;
        shaping-rate percent 100;
    }
    all-others_sch {
        transmit-rate 4g;
    }
}                                    

TIP: Toquickly configure the switch, issue the loadmerge terminal command,

and then copy the hierarchies and paste them into the switch terminal
window.

Verification

To verify that the PFC across Layer 3 interfaces configuration has been created and is

operating properly, perform these tasks:

• Verifying the Interface Configuration on page 5663

• Verifying the VLAN Configuration on page 5665

• Verifying the PFC Configuration (Congestion Notification Profile) on page 5665

• Verify the Forwarding Class Configuration on page 5666
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• Verifying the Classifier Configuration on page 5666

• Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and Classifier

Mapping to Interfaces) on page 5667

Verifying the Interface Configuration

Purpose Verify that the Layer 2 Ethernet interfaces, Layer 3 IP interfaces, IRB interfaces, andVLAN

interfaces have been created on the switch and are correctly configured.
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Action Display the switch interface configuration using the show configuration interfaces

command:

user@switch> show configuration interfaces
xe-0/0/20 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan105;
            }
        }
    }
}
xe-0/0/21 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan106;
            }
        }
    }
}
xe-0/0/40 {
    vlan-tagging;
    unit 0 {
        vlan-id 103;                    
        family inet {
            address 100.103.1.2/24;
        }
    }
}
xe-0/0/41 {
    vlan-tagging;
    unit 0 {
        vlan-id 104;
        family inet {
            address 100.104.1.2/24;
        }
    }
}
irb {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;     
        }
    }
}
vlan {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
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    unit 106 {
        family inet {
            address 100.106.1.1/24;
        }
    }
}

Meaning The show configuration interfaces command displays all of the interfaces configured on

the switch. The command output shows that:

• Interfacesxe-0/0/20andxe-0/0/21areEthernet interfaces (familyethernet-switching)

in trunk interface mode. Interface xe-0/0/20 is a member of VLAN vlan105, and

interface xe-0/0/21 is a member of VLAN vlan106.

• Interfaces xe-0/0/40 and xe-0/0/41 are IP interfaces (family inet) with VLAN tagging

enabled. Interface xe-0/0/40 has an IP address of 100.103.1.2/24 and a VLAN ID of

103. Interface xe-0/0/41 has an IP address of 100.104.1.2/24 and a VLAN ID of 104.

• Two IRB interfaces are configured, IRB unit 105 with an IP address of 100.105.1.1/24

and IRB unit 106 with an IP address of 100.106.1.1/24.

• TwoVLAN interfaces are configured, VLANunit 105with an IPaddress of 100.105.1.1/24

(for IRB interface unit 105) and VLAN unit 106with an IP address of 100.106.1.1/24 (for

IRB interface unit 106).

Verifying the VLAN Configuration

Purpose Verify that VLANs have been created on the switch and are correctly configured.

Action Display the VLAN configuration using the show configuration vlans command:

user@switch> show configuration vlans
vlan105 {
    vlan-id 105;
    l3-interface irb.105;
}
vlan106 {
    vlan-id 106;
    l3-interface irb.106;
}

Meaning The show configuration vlans command displays all of the VLANs configured on the

switch. The command output shows that:

• VLAN vlan105 has been configured with VLAN ID 105 on IRB interface irb.105.

• VLAN vlan106 has been configured with VLAN ID 106 on IRB interface irb.106.

Verifying the PFC Configuration (Congestion Notification Profile)

Purpose Verify that PFC has been enabled on the correct IEEE 802.1p code points (priorities) in

the CNP.
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Action Display the PFC configuration using the show configuration class-of-service

congestion-notification-profile command:

user@switch> show configuration class-of-service congestion-notification-profile
lossless-cnp {
    input {
        ieee-802.1 {
            code-point 011 {
                pfc;
            }
            code-point 100 {
                pfc;
            }
        }
    }
}

Meaning The showconfigurationclass-of-servicecongestion-notification-profilecommanddisplays

all of the CNPs configured on the switch. The command output shows that:

• The CNP named lossless-cnp is configured on the switch.

• The CNP lossless-cnp enables PFC on IEEE 802.1p code points 100 and 100.

Verify the Forwarding Class Configuration

Purpose Verify that the two lossless forwarding classes and the best-effort forwarding class have

been configured on the switch.

Action Display the forwarding class configuration using the show configuration class-of-service

forwarding-classes command:

user@switch> show configuration class-of-service forwarding-classes
class lossless-3 queue-num 3 no-loss;
class lossless-4 queue-num 4 no-loss;
class all-others queue-num 0;

Meaning The show configuration class-of-service forwarding-classes command displays all of the

forwarding classes configured on the switch (default forwarding classes are not

displayed). The command output shows that:

• Forwarding class lossless-3 is mapped to queue 3 and is configured as a lossless

forwarding class (the no-loss attribute is applied)

• Forwarding class lossless-4 is mapped to queue 4 and is configured as a lossless

forwarding class (the no-loss attribute is applied)

• Forwarding class all-others is mapped to queue 0. It is not a lossless forwarding class

(the no-loss attribute is not applied).

Verifying the Classifier Configuration

Purpose Verify that the IEEE 802.1p classifier has been configured on the switch.
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Action Display theclassifier configurationusing the showconfigurationclass-of-serviceclassifiers

command:

user@switch> show configuration class-of-service classifiers
ieee-802.1 lossless-3-4-ieee {
    forwarding-class lossless-3 {
        loss-priority low code-points 011;
    }
    forwarding-class lossless-4 {
        loss-priority low code-points 100;
    }
}

Meaning The showconfigurationclass-of-serviceclassifierscommanddisplaysall of the classifiers

configured on the switch. The command output shows that the Layer 2 IEEE 802.1p

classifier lossless-3-4-ieee classifiers traffic with the code point 011 into the lossless-3

forwarding class with a loss priority of low, and classifies traffic with the code point 100

into the lossless-4 forwarding class with a loss priority of low.

Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and Classifier
Mapping to Interfaces)

Purpose Verify that the interfaces have the correct hierarchical scheduling, PFC, and classifier

configurations.
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Action Display the interface CoS configuration using the show configuration class-of-service

interfaces command:

user@switch> show configuration class-of-service interfaces
xe-0/0/20 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
    unit 0 {
        classifiers {
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
xe-0/0/21 {
    forwarding-class-set {
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }                               
    }
    congestion-notification-profile lossless-cnp;
    unit 0 {
        classifiers {
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
xe-0/0/40 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
    classifiers {
        ieee-802.1 lossless-3-4-ieee;
    }
}                                       
xe-0/0/41 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
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    classifiers {
        ieee-802.1 lossless-3-4-ieee;
    }
}

Meaning The show configuration class-of-service interfaces command displays all of the CoS

components configured on the switch interfaces. The command output shows that:

• The configuration on Layer 2 Ethernet interfaces xe-0/0/20 and xe-0/0/21 includes:

• Hierarchical scheduling—The forwarding class set lossless_fc_setwith the traffic

control profile lossless_tcp for the lossless traffic, and the forwarding class set

all-others_fc_setwith the traffic control profileall-others_tcp for thebest-effort traffic

are applied to both interfaces.

• PFC—The lossless-cnp congestion notification profile is applied to both interfaces.

• Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both

interfaces.

• The configuration on Layer 3 IP interfaces xe-0/0/40 and xe-0/0/41 includes:

• Hierarchical scheduling—The forwarding class set lossless_fc_setwith the traffic

control profile lossless_tcp for the lossless traffic, and the forwarding class set

all-others_fc_setwith the traffic control profileall-others_tcp for thebest-effort traffic

are applied to both interfaces.

• PFC—The lossless-cnp congestion notification profile is applied to both interfaces.

• Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both

interfaces. Traffic thatwoulduseaDSCPoraDSCP IPv6classifier if itwereconfigured

uses the IEEE 802.1p classifier instead. Using the IEEE 802.1p classifier allows the

interface to use PFC to pause traffic during periods of congestion to prevent packet

loss.

Related
Documentation

Understanding PFC Functionality Across Layer 3 Interfaces on page 5465•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Forwarding Classes on page 5505

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

Configuration Tasks

• Configuring CoS on page 5670

• Defining CoS Code-Point Aliases on page 5672

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673
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• Configuring a Global MPLS EXP Classifier on page 5674

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675

• Configuring CoS Tail-Drop Profiles on page 5676

• Configuring CoS Drop Profile Maps on page 5677

• Defining CoS Forwarding Classes on page 5677

• Defining CoS Forwarding Class Sets on page 5679

• Defining CoS Queue Schedulers on page 5679

• Defining CoS Queue Scheduling Priority on page 5682

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Defining CoS Rewrite Rules on page 5693

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 5695

• Assigning CoS Components to Interfaces on page 5696

Configuring CoS

The class-of-service topics describe how to configure the Junos CoS components for

the QFX Series. You can configure forwarding classes for transmitting packets, define

which packets are placed into each output queue, and schedule the transmission service

level for each queue. After defining the CoS components, you assign classifiers to the

required physical and logical interfaces.

You can configure various CoS components individually or in combination to define CoS

services.

NOTE: When you change or when you deactivate and then reactivate the
class-of-serviceconfiguration, thesystemexperiencespacketdropsbecause
the systemmomentarily blocks traffic to change themapping of incoming
traffic to input queues.

The following topics describe how to configure CoS components :

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Forwarding Classes on page 5505
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• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Queue Scheduling Priority on page 5516

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage4940

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Defining CoS Code-Point Aliases on page 5672

• Defining CoS Rewrite Rules on page 5693

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

on page 5698

• Assigning CoS Components to Interfaces on page 5696

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Configuring the DCBXMode on page 5075

• Configuring DCBX Autonegotiation on page 5076

• Disabling the ETS Recommendation TLV on page 5079

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

5671Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

Defining CoS Code-Point Aliases

You can use code-point aliases to streamline the process of configuring CoS features on

your switch. A code-point alias assigns a name to a pattern of code-point bits. You can

use this name instead of the bit patternwhen you configure other CoS components such

as classifiers, drop-profile maps, and rewrite rules.

You can configure code-point aliases for the following CoSmarker types:

• DSCP or DSCP IPv6—Handles incoming IPv4 or IPv6 packets.

• IEEE 802.1p—Handles Layer 2 CoS.

To configure a code-point alias:

1. Specify a CoSmarker type (IEEE 802.1 or DSCP).

2. Assign an alias.

3. Specify the code point that corresponds to the alias.

[edit class-of-service code-point-aliases]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) alias-name code-point-bits

For example, to configure a code-point alias for an IEEE 802.1 CoSmarker type that has

the alias name fcoe1 andmaps to the code-point bits 011:

[edit class-of-service code-point-aliases]
user@switch# set ieee-802.1 fcoe1 011

Related
Documentation

Monitoring CoS Value Aliases on page 5814•

• Understanding CoS Code-Point Aliases on page 5332
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Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

Packet classification associates incoming packets with a particular CoS servicing level.

Behavior aggregate (BA)classifiers examine theDifferentiatedServicescodepoint (DSCP

or DSCP IPv6) value, the IEEE 802.1p CoS value, or the MPLS EXP value in the packet

header to determine the CoS settings applied to the packet. (See “Configuring a Global

MPLSEXPClassifier” on page 3782 for how todefine EXPclassifiers forMPLS traffic.) BA

classifiers allow you to set the forwarding class and loss priority of a packet based on

the incoming CoS value.

Unicast trafficmust use different classifiers thanmultidestination (mulitcast, broadcast,

and destination lookup fail) traffic.

To configure a unicast DSCP, DSCP IPv6, or IEEE 802.1p BA classifier using the CLI:

1. Create a unicast BA classifier:

• To create a unicast DSCP, DSCP IPv6, or IEEE 802.1p BA classifier based on the

default classifier, import the default DSCP, DSCP IPv6, or IEEE 802.1p classifier and

associate it with a forwarding class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1) classifier-name import default forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

• To create a unicast BA classifier that is not based on the default classifier, create

a DSCP, DSCP IPv6, or IEEE 802.1p classifier and associate it with a forwarding

class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1) classifier-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

2. Apply theunicast classifier toaspecific 10-Gigabit Ethernet interfaceor toall 10-Gigabit

Ethernet interfaces or to all Fibre Channel interfaces on the switch.

• To apply the classifier to a specific interface:

[edit class-of-service interfaces]
user@switch# set interface-name unit unit classifiers (dscp | ieee-802.1) classifier-name

• To apply the classifier to all 10-Gigabit Ethernet interfaces on the switch, use

wildcards for the interface name and the logical-interface (unit) number:

[edit class-of-service interfaces]
user@switch# set xe-* unit * classifiers (dscp | ieee-802.1) classifier-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Unicast Classifiers on page 5495

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Monitoring CoS Classifiers on page 5809
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• Understanding CoS Classifiers on page 5334

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

Configuring a Global MPLS EXP Classifier

EXP packet classification associates incoming packets with a particular MPLS CoS

servicing level. EXP behavior aggregate (BA) classifiers examine the MPLS EXP value in

thepacketheader todetermine theCoSsettingsapplied to thepacket. EXPBAclassifiers

allow you to set the forwarding class and loss priority of an MPLS packet based on the

incoming CoS value.

You can configure as many EXP classifiers as you want, however, the switch uses only

one MPLS EXP classifier as a global classifier on all interfaces. All switch interfaces use

the global EXP classifier to classify MPLS traffic.

If an EXP classifier is configured, MPLS traffic uses the EXP classifier. If an EXP classifier

is not configured, then if a fixed classifier is applied to the interface, theMPLS traffic uses

the fixed classifier. If no EXP classifier and no fixed classifier is applied to the interface,

MPLS traffic is treated as best-effort traffic. DSCP classifiers are not applied to MPLS

traffic.

NOTE: There is no default MPLS EXP classifier. If you want to use anMPLS
EXP classifier, youmust configure it. The MPLS EXP classifier is global and
applies to all interfaces on the switch that transport MPLS traffic. You can
configure asmanyMPLS EXP classifiers as you want, but you can only use
oneMPLS EXP classifier on switch interfaces at any time.

To configure a unicast MPLS EXP classifier using the CLI:

1. Create an EXP classifier and associate it with a forwarding class, a loss priority, and

a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1 | exp) classifier-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

2. Apply the EXP classifier to the switch interfaces:

[edit class-of-service]
user@switch# set system-defaults classifiers exp classifier-name

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783
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Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Behavior aggregate (BA) classifiers examine the Differentiated Services code point

(DSCP)valueor IEEE802.1pCoSvalue in thepacketheader todetermine theCoSsettings

applied to the packet. BA classifiers allow you to set the forwarding class and loss priority

of a packet based on the incoming CoS value.

NOTE: DSCP IPv6multidestination classifiers are not supported. IPv6
multidestination traffic uses the DSCPmultidestination classifier.

Multidestination classifiers apply to all of the switch interfaces and handle multicast,

broadcast, and destination lookup fail (DLF) traffic. You cannot apply amultidestination

classifier to a single interface or to a range of interfaces.

Unicast andmultidestination traffic must use different classifiers.

To configure a multidestination BA classifier using the CLI:

1. Create a DSCP or IEEE 802.1p classifier and associate it with a forwarding class, a loss

priority, and a code point:

[edit class-of-service classifiers]
user@switch# set(dscp | ieee-802.1)classifier-name forwarding-class forwarding-class-name
loss-priority level code-points [aliases] [bit-patterns]

2. Configure the classifier as a multidestination classifier:

[edit class-of-service]
user@switch# setmulti-destination classifiers (dscp | ieee-802.1) classifier-name

Related
Documentation

Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

•

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• Monitoring CoS Classifiers on page 5809

• Understanding CoS Classifiers on page 5334

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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Configuring CoS Tail-Drop Profiles

You can configure an interpolated weighted random early detection (WRED) tail-drop

profile to control packet drop characteristics for different traffic loss priorities.

NOTE: You cannot enableWRED onmultidestination (multicast) queues.
You can enableWRED only on unicast queues.

Also, do not enableWRED on lossless traffic flows. Use priority-based flow
control (PFC) to prevent packet loss on lossless forwarding classes.

Interpolatedmeans that the switch creates a smooth drop curve from a drop start point

to a drop end point, with a maximum drop rate that is reached at the drop end point.

The drop start point is the average queue fill level when theWRED algorithm starts to

drop packets. Before the drop start point, no packets are scheduled to drop. Specify the

drop start point using the first of two fill-level statements.

Thedropendpoint is theaveragequeue fill level atwhichall subsequently arrivingpackets

are dropped. When the queue fill levels falls below the drop end point, packets begin to

be forwarded again. (At the drop end point, the packet drop probability becomes

100 percent.) Specify the drop end point using the second of two fill-level statements.

Theminimumdrop rate is always 0. Specify theminimumdrop rate using the first of two

drop-probability statements. Themaximum drop rate is the drop probability when the

average queue fill level reaches the drop endpoint. Specify themaximumdrop rate using

the second of two drop-probability statements.

The drop rate is zero until the queue fill level reaches the drop start point. As the queue

continues to fill, packets drop in smooth linear curve until the queue reaches the drop

end point, when packets drop at the maximum drop rate. If the queue fills beyond the

drop end point, all packets that match the drop profile are dropped.

To configure a tail-drop profile using the CLI:

• Name the drop profile and set the drop start point, drop end point,minimumdrop rate,

andmaximum drop rate for the drop profile:

[edit class-of-service]
user@switch# set drop-profile drop-profile-name interpolate fill-level percentage fill-level
percentage drop-probability 0 drop-probability percentage

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Tail-Drop Profiles on page 5501

• Defining CoS Queue Schedulers on page 5679

• Configuring CoS Drop Profile Maps on page 5677

• Understanding CoS Tail-Drop Profiles on page 5409
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Configuring CoS Drop Profile Maps

Adrop-profilemapassociates a tail-drop profile for traffic of a specified loss prioritywith

a scheduler. When you use a scheduler map tomap a scheduler to a forwarding class,

the drop profilemap associatedwith the scheduler applies the specified tail-drop profile

to traffic in the forwarding class that matches the specified loss priority.

Drop profile maps enable you to configure different drop profiles for traffic of different

loss priorities within the same scheduler. You can associate different drop profiles with

low-priority, medium-high priority, and high-priority traffic within a single scheduler, and

thenmap that scheduler to a forwarding class. This applies the appropriate drop profile

to traffic of each loss priority in a forwarding class. Drop profile maps apply to all traffic

protocols.

To configure a drop-profile map using the CLI:

• For the desired scheduler, configure the traffic loss priority and specify the drop profile

you want to use to control the drop characteristics for traffic of that loss priority:

[edit class-of-service]
user@switch# set schedulers scheduler-name drop-profile-map loss-priority level protocol
any drop-profile drop-profile-name

Related
Documentation

Example: Configuring Drop Profile Maps on page 5503•

• Configuring CoS Tail-Drop Profiles on page 5676

• Defining CoS Queue Schedulers on page 5679

• Understanding CoS Tail-Drop Profiles on page 5409

Defining CoS Forwarding Classes

Forwarding classes allow you to group packets for transmission. The switch supports a

total of 12 forwarding classes. In order to forward traffic, youmap (assign) the forwarding

classes to unicast ormultidestination (multicast, broadcast, and destination lookup fail)

output queues.

The switch has 12 output queues. Queues 0 through 7 are for unicast traffic and queues 8

through 11 are for multicast traffic. Forwarding classes mapped to unicast queues must

carry unicast traffic, and forwarding classes mapped tomultidestination queues must

carry multidestination traffic. There are four default unicast forwarding classes and one

default multidestination forwarding class.

The default unicast forwarding classes are:

• best-effort—Best-effort traffic

• fcoe—Guaranteed delivery for FCoE traffic

• no-loss—Guaranteed delivery for TCP no-loss traffic

• network-control—Network control traffic
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The default multidestination forwarding class is:

• mcast—Multidestination traffic

Map forwarding classes to queues using the class statement, which enables you to

configure up to 12 forwarding classes. You canmapmore than one forwarding class to

a single queue, but all forwarding classes mapped to a particular queuemust be of the

same type, either unicast or multicast. In addition, all forwarding classes mapped to a

particular queuemust be either lossless or lossy. You cannot mix lossless and lossy

forwardingclasses (traffic)on thesamequeue.Also, youcannotmixunicastandmulticast

forwarding classes on the same queue.

[edit class-of-service forwarding-classes]
user@switch# class class-name queue-num queue-number <no-loss>

NOTE: If you are using Junos OS Release 12.2 or later, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If youexplicitly configure the lossless forwardingclasses,
the trafficmappedto those forwardingclasses is treatedas lossy (best-effort)

trafficanddoesnot receive lossless treatmentunlessyou include theoptional
no-loss packet drop attribute introduced in Junos OS Release 12.3 in the

forwarding class configuration..

NOTE: Junos OS Release 11.3R1 and earlier supported an alternatemethod
of mapping forwarding classes to queues that allowed you tomap only one
forwarding class to a queue using the statement:

[edit class-of-service forwarding-classes]
user@switch# queue queue-number class-name

The queue statement has been deprecated and is no longer valid in JunosOS

Release 11.3R2 and later. If you have a configuration that uses the queue

statement tomap forwarding classes to queues, edit the configuration to
replace the queue statement with the class statement.

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Forwarding Classes on page 5505

• Monitoring CoS Forwarding Classes on page 5810

• Understanding CoS Forwarding Classes on page 5354
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Defining CoS Forwarding Class Sets

A forwarding class set is apriority group for enhanced transmission selection (ETS) traffic

control. Each forwarding class set consists of one or more forwarding classes (priorities,

which can also be considered as output queues).

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set.

To configure a forwarding class set using the CLI:

1. Assign one or more forwarding classes to the forwarding class set:

[edit class-of-service]
user@switch# set forwarding-class-sets forwarding-class-set-name class
forwarding-class-name

2. Map the forwarding class set to an interface:

[edit class-of-service]
user@switch# set interfaces interface-name forwarding-class-set forwarding-class-set-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Forwarding Class Sets on page 5508

• Defining CoS Queue Schedulers on page 5679

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359

Defining CoSQueue Schedulers

Schedulers define the CoS properties of output queues. These properties include the

amount of interface bandwidth assigned to the queue, the priority of the queue, the

tail-drop profiles associated with the queue, and the queue buffer size.

The parameters you configure in a scheduler define the following characteristics for the

queues mapped to the scheduler:
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• transmit-rate—Minimum bandwidth, also known as the committed information rate

(CIR), set as a percentage rate or as an absolute value in bits per second. The transmit

rate also determines the amount of excess (extra) priority group bandwidth that the

queue can share. Extra priority group bandwidth is allocated among the queues in the

priority group in proportion to the transmit rate of each queue.

NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well
as the data bytes in your bandwidth calculations.

NOTE: You cannot configure a transmit rate for strict-high priority queues.
Queues (forwarding classes) with a configured transmit rate cannot be
included in a forwarding class set that has strict-high priority queues.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR),

set as a percentage rate or as an absolute value in bits per second.

NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well
as the data bytes in your bandwidth calculations.

• priority—One of two bandwidth priorities that queues associatedwith a scheduler can

receive:

• low—The scheduler has low priority.

• strict-high—The scheduler has strict-high priority. You can configure only one queue

as a strict-high priority queue. Strict-high priority allocates the scheduledbandwidth

to the queue before any other queue receives bandwidth. Other queues receive the

bandwidth that remains after the strict-high queue has been serviced.

• drop-profile-map—Drop profile mapping to a loss priority and protocol to applyWRED

to the scheduler.

• buffer-size—Size of the queue buffer as a percentage of the dedicated buffer space

on the port, or as a proportional share of the dedicated buffer space on the port that

remains after the explicitly configured queues are served.
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NOTE: Ingress port congestion can occur during periods of egress port
congestion if an ingress port forwards traffic tomore than one egress port,
and at least one of those egress ports experiences congestion. If this occurs,
the congested egress port can cause the ingress port to exceed its fair
allocation of ingress buffer resources. When the ingress port exceeds its
buffer resource allocation, frames are dropped at the ingress. Ingress port
frame drop affects not only the congested egress ports, but also all of the
egress ports to which the congested ingress port forwards traffic.

If a congested ingress port drops traffic that is destined for one or more
uncongested egress ports, configure a weighted random early detection
(WRED) drop profile and apply it to the egress queue that is causing the
congestion. The drop profile prevents the congested egress queue from
affecting egress queues on other ports by dropping frames at the egress
instead of causing congestion at the ingress port.

NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding
classes. FCoEandother lossless traffic queues require lossless behavior. Use
priority-based flowcontrol (PFC) toprevent framedropon losslesspriorities.

To apply scheduling properties to traffic, map schedulers to forwarding classes using a

scheduler map, and then associate the scheduler map with the interfaces. This applies

theconfigured scheduling to the traffic in the specified forwarding classon theassociated

interface. Using different schedulermaps, you canmap different schedulers to the same

traffic (the same forwarding class) toapplydifferent scheduling to that traffic ondifferent

interfaces.

To configure a scheduler using the CLI:

1. Name the scheduler and define the minimum guaranteed bandwidth for the queue:

[edit class-of-service]
user@switch# set schedulers scheduler-name transmit-rate (rate | percent percentage)

2. Define the maximum bandwidth for the queue:

[edit class-of-service schedulers scheduler-name]
user@switch# set shaping-rate (rate | percent percentage)

3. Define the queue priority:

[edit class-of-service schedulers scheduler-name]
user@switch# set priority level

4. Define the drop profile using a drop profile map:

[edit class-of-service schedulers scheduler-name]
user@switch# setdrop-profile-maploss-priority (low|medium-high |high)protocolprotocol
drop-profile drop-profile-name

5. Configure the size of the port dedicated buffer space for the queue:

[edit class-of-service schedulers scheduler-name]
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user@switch# set buffer-size percent 20

6. Configure a schedulermap tomap the scheduler to a forwarding class, which applies

the scheduler’s properties to the traffic in that forwarding class:

[edit class-of-service]
user@switch# set scheduler-maps scheduler-map-name forwarding-class
forwarding-class-name scheduler scheduler-name

7. Assign the scheduler map and its associated schedulers to one or more interfaces

using hierarchical scheduling. See “Example: Configuring CoS Hierarchical Port

Scheduling (ETS)” on page 5474 for a detailed example of hierarchical scheduling.

[edit class-of-service]
user@switch# set traffic-control-profiles tcp-name scheduler-map scheduler-map-name
user@switch# set interfaces interface-name forwarding-class-set fc-set-name
output-traffic-control-profile tcp-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Defining CoS Queue Scheduling Priority on page 5682

• Configuring CoS Tail-Drop Profiles on page 5676

• Monitoring CoS Scheduler Maps on page 5813

• Understanding CoS Output Queue Schedulers on page 5371

• Understanding CoS Priority Group Scheduling on page 5378

• Understanding CoS Buffer Configuration on page 5391

Defining CoSQueue Scheduling Priority

You can configure the scheduling priority of individual queues by specifying the priority

in a scheduler, and then associating the scheduler with a queue by using a scheduler

map. Queues can have one of two bandwidth priorities:

• strict-high—The scheduler has strict-high priority. You can configure only one queue

as a strict-high priority queue. Strict-high priority allocates the scheduled bandwidth

to the queue before any other queue receives bandwidth. Other queues receive the

bandwidth that remains after the strict-high queue has been serviced.

• low—Low priority. Traffic with this priority is serviced after any queue that has a

strict-high priority.

• To configure queue priority using the CLI:

[edit class-of-service]
user@switch# set schedulers scheduler-name priority level
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Related
Documentation

Example: Configuring Queue Scheduling Priority on page 5516•

• Defining CoS Queue Schedulers on page 5679

• Monitoring CoS Scheduler Maps on page 5813

• Understanding CoS Output Queue Schedulers on page 5371

Changing the Host Outbound Traffic Default QueueMapping

If you do notwant to use the defaultmapping of host Routing Engine andCPUoutbound

traffic to queues, you can change the default output queue. You can also change the

default DSCP bits used in the type of service (ToS) field of packets generated by the

Routing Engine.

Configuring a queue for host outbound traffic maps all traffic that the host generates to

one forwardingclass (queue).Theconfiguration isglobalandapplies toall host-generated

traffic on the switch. Configuring a forwarding class for host outbound traffic does not

affect transit or incoming traffic.

NOTE: Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP)
packets generated by the CPU are always transmitted on the fcoe queue

(queue 3), even if you configure a queue for host outbound traffic. This helps
to ensure lossless behavior for FCoE traffic. QFabric systems classify FIP
control packets into the same traffic class (fcoe) across the Interconnect

device (fabric) and the egress Node device.

To change the host outbound traffic egress queue by including the host-outbound-traffic

statement at the [edit class-of-service] hierarchy level:

[edit class-of-service]
host-outbound-traffic {
forwarding-class class-name;
dscp-code-point code-point;

}

For example, to map host outbound traffic to queue 7 (the network control forwarding

class) and set the DSCP code point value to 101010:

[edit class-of-service]
host-outbound-traffic {
forwarding-class network-control;
dscp-code-point 101010

}

Related
Documentation

UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330•
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Defining CoS Traffic Control Profiles (Priority Group Scheduling)

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (queues) contained in a

forwarding class set share the bandwidth resources that you configure in the traffic

control profile. A schedulermap associates forwarding classeswith schedulers to define

how the individual queues in a forwarding class set share the bandwidth allocated to

that forwarding class set.

Theparameters youconfigure ina traffic control profiledefine the followingcharacteristics

for the priority group:

• guaranteed-rate—Minimumbandwidth, also knownas the committed information rate

(CIR). The guaranteed rate also determines the amount of excess (extra) port

bandwidth that the priority group can share. Extra port bandwidth is allocated among

the priority groups on a port in proportion to the guaranteed rate of each priority group.

NOTE: You cannot configure a guaranteed rate for a forwarding class set
(priority group) that includesstrict-highpriorityqueues. If the traffic control
profile is for a forwarding class set that contains strict-highpriority queues,
do not configure a guaranteed rate.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

• scheduler-map—Bandwidth and scheduling characteristics for the queues, defined by

mapping forwarding classes to schedulers. (The queue scheduling characteristics

represent amounts or percentages of the priority group bandwidth, not the amounts

or percentages of total link bandwidth.)

NOTE: Because a port can havemore than one priority group, when you
assign resources toaprioritygroup, keep inmind that the totalportbandwidth
must serve all of the queues associated with that port.

To configure a traffic control profile using the CLI:

1. Name the traffic control profile and define the minimum guaranteed bandwidth for

the priority group:

[edit class-of-service ]
user@switch# set traffic-control-profiles traffic-control-profile-name guaranteed-rate (rate
| percent percentage)

2. Define the maximum bandwidth for the priority group:

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@switch# set shaping-rate (rate | percent percentage)

3. Attach a scheduler map to the traffic control profile:

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@switch# set scheduler-map scheduler-map-name

Copyright © 2014, Juniper Networks, Inc.5684

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Defining CoS Queue Schedulers on page 5679

• Understanding CoS Traffic Control Profiles on page 5381

Configuring CoS PFC (Congestion Notification Profiles)

A congestion notification profile (CNP) enables priority-based flow control (PFC) on

specified IEEE 802.1p priorities (code points). A CNP has two components:

• Input CNP:

• Enable PFC on a specified priority.

• Configure the maximum receive unit (MRU) on an interface for traffic that matches

the PFC priority (optional).

• Specify the length of the attached cable on the ingress interface (optional)

• Output CNP (optional): Configure flow control to enable PFCpause on specific output

queues for specified priorities.

NOTE: By default, output queues 3 and 4 (which aremapped to default
lossless forwarding classes fcoe and no-loss, respectively) are configured

to respond to PFC pausemessages received from the connected peer on
priorities 3 and 4 (code points 011 and 100, respectively). If you explicitly
configure flowcontrolonanyoutputqueue, youmustconfigure flowcontrol
on every output queue that youwant to respond to pausemessages. (The
explicit configuration overrides the default configuration.)

To achieve lossless behavior, the output queue priorities on which you
enablePFCflowcontrolmustmatchthePFCprioritiesonwhichyouenable
PFC on the input interfaces. For example, if you program output queues to
pause priorities 3 (011) and 5 (101) in the output component of the CNP,
then youmust also enable pause on priorities 3 and 5 on the input
component of theCNP. (In addition, the forwarding classesmapped to the
paused output queuesmust be lossless forwarding classes.)

Associating a CNPwith an interface enables PFC on the ingress traffic that matches the

priority specified in the input CNP, and programs the queues listed in the output CNP to

pause when the interface receives a PFC pausemessage from the connected peer.

Configure PFC on a priority end to end along the entire data path to create a lossless lane

of traffic on the network.
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NOTE: Youmust enable PFC on the priority used by FCoE traffic on ingress
interfaces (input CNP). Enable PFC on the FCoE priority on every interface
that carries FCoE traffic. By convention, FCoE traffic uses priority 3 (code
point 011), whichmaps to queue 3. If your network uses priority 3 for FCoE

traffic, the default forwarding class and classifier configuration support
lossless transport, but youmust still configure a CNP and apply it to the
correct ingress interfaces to enable PFC and achieve lossless transport.

If your network does not use priority 3 for FCoE traffic, you need to configure
a classifier that classifies FCoE traffic into a lossless forwarding class, based
on the priority your network uses for FCoE traffic. If you are not using the
default lossless forwarding class configuration, then you also need to ensure
that the output queuemapped to the lossless FCoE forwarding class is
programmed to pause.

You can attach only one CNP to an interface. There is no limit to the total number of

CNPs you can create.

Configuring a CNP consists of:

• Naming the CNP.

• Specifying the IEEE 802.1 code point (priority) on which you want to enable PFC on

ingress interfaces (input CNP).

• Optionally, specifying the MRU and the length of the attached cable on ingress

interfaces (input CNP).

• Optionally, configuring flow control (PFC pause) on specified output queues if you

want queues other than queues 3 and 4 to respond to pausemessages received from

the connected peer (output CNP).

• Mapping the CNP to an interface.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.
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1. Enable PFC on the desired priority in the input CNP and optionally configure the

interface MRU for traffic on that priority:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name input ieee-802.1 code-point
code-point bits pfcmrumru-value

For example, to configureaCNPnamed fcoe-cnp that enablesPFCon IEEE802.1 code

point 011 and configures an MRU value of 2240:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011
pfcmru 2240

2. Configure the length of the cable attached to the ingress interface (optional):

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name input cable-length
cable-length-value

For example, to configure a CNP named fcoe-cnp that sets the length of the ingress

interface cable to 100meters:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input cable-length 100

3. (Optional) Configure flow control on output queues:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
code-point-bits flow-control-queue [queue | list-of-queues]

For example, to configure aCNPnamed fcoe-cnp that enablesPFCpause flowcontrol

on output queues 3 and 5 for FCoE traffic that uses priority 3 (code point 011) and on

output queue 4 for traffic that uses priority 4 (code point 100):

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
011 flow-control-queue [3 5]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
100 flow-control-queue 4

4. Map the CNP to an interface:

[edit class-of-service]
user@switch# set interfaces interface congestion-notification-profile cnp-name

For example, to map the CNP fcoe-cnp to the interface xe-0/0/7:

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 congestion-notification-profile fcoe-cnp

Related
Documentation

Example: Configuring CoS PFC for FCoE Traffic on page 4921•

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• Assigning CoS Components to Interfaces on page 5696

• Monitoring Interfaces That Have CoS Components on page 5811

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing

link-level flow control for all traffic on a full-duplex Ethernet link, including Ethernet links

that belong to Ethernet link aggregated (LAG) interfaces. Ethernet PAUSEworks in both

directionson the link. Inonedirection, an interfacegeneratesandsendsPAUSEmessages

to stop the connected peer from sendingmore traffic. In the other direction, the interface

responds toPAUSEmessages it receives from the connectedpeer to stop sending traffic.

Symmetric flow control means that an interface has the same PAUSE configuration in

bothdirections.ThePAUSEgenerationandPAUSEresponse functionsarebothconfigured

as enabled, or they are both disabled.

Asymmetric flowcontrol allowsyou toconfigure thePAUSE functionality in eachdirection

independently on an interface. The configuration for generating PAUSEmessages and

for responding to PAUSEmessages does not have to be the same. It can be enabled in

both directions, disabled in both directions, or enabled in one direction and disabled in

the other direction. If you do not want to PAUSE all of the traffic on a link, you can use

priority-based flow control (PFC) to selectively pause traffic based on its IEEE 802.1p

code point.

Onanyparticular interface, symmetricandasymmetric flowcontrolaremutuallyexclusive.

If you attempt to configure both features, the switch returns a commit error. Ethernet

PAUSE and PFC are also mutually exclusive features, so you cannot configure both of

them on the same interface. If you attempt to configure both Ethernet PAUSE and PFC

on an interface, the switch returns a commit error.

By default, all flow control features are disabled. You enable symmetric flow control on

the interfaces on which you want to PAUSE all of the traffic on a link.

• To enable symmetric flow control on an interface:

[edit interfaces interface-name ether-options]
user@switch# set flow-control

• To disable symmetric flow control on an interface:

[edit interfaces interface-name ether-options]
user@switch# set no-flow-control

Related
Documentation

Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689•

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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Configuring CoS Asymmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing

link-level flow control for all traffic on a full-duplex Ethernet link, including Ethernet links

that belong to link aggregated (LAG) interfaces. Ethernet PAUSEworks in both directions

on the link. In one direction, an interface generates and sends PAUSEmessages to stop

theconnectedpeer fromsendingmore traffic. In theotherdirection, the interface responds

to PAUSEmessages it receives from the connected peer to stop sending traffic.

Asymmetric flowcontrol allowsyou toconfigure thePAUSE functionality in eachdirection

independently on an interface. The configuration for generating PAUSEmessages and

for responding to PAUSEmessages does not have to be the same. It can be enabled in

both directions, disabled in both directions, or enabled in one direction and disabled in

the other direction.

Symmetric flow control means that the interface has the same configuration in both

directions. The PAUSE generation and PAUSE response functions are both configured

as enabled or they are both disabled. If you do not want to PAUSE all of the traffic on a

link, you can use priority-based flow control (PFC) to selectively pause traffic based on

its IEEE 802.1p code point.

Asymmetric flow control provides the ability to configure the receive buffer and transmit

buffer Ethernet PAUSE actions independently on an interface. The buffers perform the

following actions:

• The receive buffers generate and send PAUSEmessages to the connected peer to ask

the peer to stop sending traffic for a time period specified in the PAUSE frame. The

peer interface’s buffers may store outgoing frames until the PAUSE period elapses

and the interface can resume sending traffic.

• The transmit buffers respond to PAUSEmessages received from the connected peer

to stop sending traffic to the peer. The transmit buffermay store outgoing frames until

the PAUSE period elapses and the interface can resume sending traffic.

Asymmetric flowcontrol enablesyou tospecify independentlywhetherornot the interface

receive buffer generates and sends PAUSEmessages to stop the connected peer from

transmitting traffic, and whether or not the interface transmit buffer responds to PAUSE

messages it receives from the connected peer and stops transmitting traffic. The receive

buffer configuration determines if the interface transmits PAUSEmessages, and the

transmit buffer configurationdetermines if the interface receives and responds toPAUSE

messages:

• Receive buffers on—Enable PAUSE transmission (generate and send PAUSE frames)

• Transmit buffers on—Enable PAUSE reception (respond to received PAUSE frames)

Youmust explicitly set both the receive buffer and the transmit buffer to configure

asymmetric flow control.

• To configure asymmetric flow control on an interface:

[edit interfaces interface-name ether-options]
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user@switch# set configured-flow-control rx-buffers (on | off) tx-buffers (on | off)

For example, to configure interface xe-0/0/24 to generate and send PAUSEmessages

but not to respond to received PAUSEmessages:

set interfaces xe-0/0/24 ether-options configured-flow-control rx-buffers on tx-buffers off

For example, to configure interface xe-0/0/30 to respond to receivedPAUSEmessages

but not to generate and send PAUSEmessages:

set interfaces xe-0/0/30 ether-options configured-flow-control rx-buffers off tx-buffers on

NOTE: If you configure both buffers to be on, that is equivalent to symmetric

flow control. If you configure both buffers to be off, there is no flow control

(flow control is disabled).

Related
Documentation

Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688•

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Configuring Global Ingress and Egress Shared Buffers

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic. The global

shared buffer pool ismemory space that all of the ports on the switch share dynamically

as they need buffers. You can allocate global sharedmemory space to different types

of ingress and egress buffers to better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best-effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting fromoneof the recommendedconfigurations, youcan fine-tune theshared

buffer settings, butdosowithcaution toprevent traffic lossdue tobuffermisconfiguration.

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.
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You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffer allocation and partitioning using the CLI:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent percent
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2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent percent
user@switch# set ingress buffer-partition lossless-headroom percent percent
user@switch# set ingress buffer-partition lossy percent percent

3. Configure thepercentageof available (nonreserved)buffers used for theegress global

shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent percent

4. Configure the global egress buffer partitions for lossless, lossy, andmulticast queues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent percent
user@switch# set egress buffer-partition lossy percent percent
user@switch# set egress buffer-partitionmulticast percent percent

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 5535

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Understanding CoS Buffer Configuration on page 5391
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Defining CoS Rewrite Rules

You configure rewrite rules to alter CoS values in outgoing packets on the outbound

interfaces of a switch to match the policies of a targeted peer. Policy matching allows

the downstream routing platform or switch in a neighboring network to classify each

packet into the appropriate service group.

To configure a CoS rewrite rule, create the rule by giving it a name and associating it with

a forwarding class, loss priority, and code point. This creates a rewrite table. After the

rewrite rule is created, enable it on an interface (EXP rewrite rules can only be enabled

on logical interfaces, not on physical interfaces). You can also apply an existing rewrite

rule on an interface.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured, or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: To replace an existing rewrite rule on the interface with a new rewrite
rule of the same type, first explicitly remove the existing rewrite rule and then
apply the new rule.

NOTE: For packets that carry both an inner VLAN tag andanouter VLAN tag,
the rewrite rule rewrites only the outer VLAN tag.

To create rewrite rules and enable them on interfaces:

• To create an 802.1p rewrite rule named customup-rw in the rewrite table for all Layer 2

interfaces:

[edit class-of-service rewrite-rules]
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point
000
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority high code-point
001
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point
010
user@switch# set ieee-802.1 customup-rw forwarding-class fcoe loss-priority lowcode-point
011
user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority low
code-point 100
user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority high
code-point 101
user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority low code-point
110
user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority high code-point
111
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• To enable an 802.1p rewrite rule named customup-rw on a Layer 2 interface:

[edit]
user@switch# set class-of-service interfaces xe-0/0/7 unit 0 rewrite-rules ieee-802.1
customup-rw

NOTE: All forwarding classes assigned to port xe-0/0/7must have rewrite

rules.Donotmix forwardingclasses thathave rewrite ruleswith forwarding
classes that do not have rewrite rules on the same physical interface.

• To enable an 802.1p rewrite rule named customup-rw on all 10-Gigabit Ethernet

interfaces on the switch, use wildcards for the interface name and logical interface

(unit) number:

[edit]
user@switch# set class-of-service interfaces xe-* unit * rewrite-rules customup-rw

NOTE: In thiscase,all forwardingclassesassignedtoall 10-GigabitEthernet
ports must have rewrite rules. Do not mix forwarding classes that have
rewrite rules with forwarding classes that do not have rewrite rules on the
same physical interface.

Related
Documentation

Monitoring CoS Rewrite Rules on page 5812•

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Configuring a Global MPLS EXP Classifier on page 3782

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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Configuring Rewrite Rules for MPLS EXP Classifiers

You configure EXP rewrite rules to alter CoS values in outgoing MPLS packets on the

outbound interfaces of a switch tomatch the policies of a targeted peer. Policymatching

allows the downstream routing platform or switch in a neighboring network to classify

each packet into the appropriate service group.

To configure an EXP CoS rewrite rule, create the rule by giving it a name and associating

it with a forwarding class, loss priority, and code point. This creates a rewrite table. After

the rewrite rule is created, enable it on a logical interface. EXP rewrite rules can only be

enabled on logical interfaces, not on physical interfaces. You can also apply an existing

EXP rewrite rule on a logical interface.

NOTE: There are no default rewrite rules.

You can configure as many EXP rewrite rules as you want, but you can only use 16 EXP

rewrite rules at any time on the switch. On a given logical interface, all pushed MPLS

labels have the same EXP rewrite rule applied to them. You can apply different EXP

rewrite rules to different logical interfaces on the same physical interface.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured, or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: To replace an existing rewrite rule on the interface with a new rewrite
rule of the same type, first explicitly remove the existing rewrite rule and then
apply the new rule.

To create an EXP rewrite rule for MPLS traffic and enable it on a logical interface:

1. Create an EXP rewrite rule:

user@switch# set class-of-service rewrite-rules exp rewrite-rule-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

For example, to configure an EXP rewrite rule named exp-rr-1 for a forwarding class

namedmpls-1with a loss priority of low that rewrites the EXP code point value to001:

user@switch# set class-of-service rewrite-rules exp exp-rr-1 forwarding-classmpls-1
loss-priority low code-points 001

2. Apply the rewrite rule to a logical interface:

user@switch # set class-of-service interfaces interface-name unit logical-unit rewrite-rules
exp rewrite-rule-name

For example, to apply a rewrite rule named exp-rr-1 to logical interface xe-0/0/10.0:
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user@switch# set class-of-service interfaces xe-0/0/10 unit 0 rewrite-rules exp exp-rr-1

NOTE: In this example, all forwarding classes assigned to port xe-0/0/10
must have rewrite rules. Do not mix forwarding classes that have rewrite
rules with forwarding classes that do not have rewrite rules on the same
interface.

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Monitoring CoS Rewrite Rules on page 5812

• Defining CoS Rewrite Rules on page 5693

• Configuring a Global MPLS EXP Classifier on page 3782

Assigning CoS Components to Interfaces

After you define the following CoS components, you assign them to physical or logical

interfaces. Components that you assign to physical interfaces are valid for all of the

logical interfaces configured on the physical interface. Components that you assign to

a logical interface are valid only for that logical interface.

• Classifiers—Assign only to logical interfaces.

• Congestion notification profiles—Assign only to physical interfaces.

• Forwarding classes—Assign to interfaces by mapping to forwarding class sets.

• Forwarding class sets—Assign only to physical interfaces.

• Output traffic control profiles—Assign only to physical interfaces (with a forwarding

class set).

• Rewrite rules—Assign only to logical interfaces.

You can assign a CoS component to a single interface or to multiple interfaces using

wildcards. You can also assign a congestion notification profile or a forwarding class set

globally to all interfaces.

To assign CoS components to interfaces:

Assign CoS components to a single interface by associating a CoS component (for

example a forwarding class set named san-priority-group) with an interface:

[edit class-of-service interfaces]
user@switch# set xe-0/0/7 forwarding-class-set san-priority-group

Assign a CoS component to multiple interfaces by associating a CoS component (for

example, a rewrite rule named customup-rw) to all 10-Gigabit Ethernet interfaces on the

switch, usewildcardcharacters for the interfacenameand logical interface (unit) number:

[edit class-of-service interfaces]
user@switch# set xe-* unit * rewrite-rules ieee-802.1 customup-rw
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Assign a congestion notification profile or a forwarding class set globally to all interfaces

using the setclass-of-service interfacesall statement. For example, to assigna forwarding

class set named be_fcset to all interfaces:

[edit class-of-service interfaces]
user@switch# set all forwarding-class-set be_fcset

NOTE: If there is an existing CoS configuration of any type on an interface,
the global configuration is not applied to that particular interface. The global
configuration is applied to all interfaces that do not have an existing CoS
configuration.

For example, if youconfigurea rewrite rule, assign it to interfaces xe-0/0/20.0

and xe-0/0/22.0, and then configure a congestion notification profile and

apply it to all interfaces, the congestion notificationprofile is applied to every
interface except xe-0/0/20 and xe-0/0/22.

Related
Documentation

Monitoring Interfaces That Have CoS Components on page 5811•

• Understanding Junos CoS Components on page 5315

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

Configuration Tasks (QFX Series Standalone Switches, QFabric SystemsOnly)

• Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces

(NP_Ports) on page 5698

• Configuring the DCBXMode on page 5700

• Configuring DCBX Autonegotiation on page 5701

• Disabling the ETS Recommendation TLV on page 5704

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5704

• ConfiguringanApplicationMapforDCBXApplicationProtocolTLVExchangeonpage5706

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5707
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Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

Fibre Channel over Ethernet (FCoE) traffic typically uses IEEE 802.1p priority 3 (code

point 011). When Fibre Channel (FC) traffic arrives on a native FC interface (NP_Port) on

an FCoE-FC gateway, the interface encapsulates the FC traffic in Ethernet to create FCoE

frames. By default, the native FC interface assigns priority 3 to the FCoE traffic. The traffic

is then forwarded internally to the gateway Ethernet interfaces, and then forwarded to

the FCoE network.

If your FCoE network uses priority 3 for FCoE traffic, you do not need to use a rewrite

value to remap theFCoEpriority onnativeFC interfaces, because thedefault configuration

maps priority 3 to the FCoE forwarding class.

However, if the FCoE network uses a different priority than priority 3 for FCoE traffic, then

you can configure a rewrite value to remap incoming traffic from the FC SAN to that

priority after the interface encapsulates the FC packets in Ethernet. Setting a rewrite

value for the IEEE 802.1p code point (priority) configures the gateway native FC interface

to assign the rewrite value to the encapsulated FCoE frames before forwarding the FCoE

frames to the gateway Ethernet interface. Instead of a priority of 3, the FCoE frames use

the priority specified in the rewrite value.

Traffic coming from the FC SAN is classified into a lossless forwarding class, and that

lossless forwarding class ismapped to the rewrite value (the priority used for FCoE traffic

on the converged Ethernet network). You specify the lossless forwarding class used for

FCoE traffic on a native FC interface by configuring a fixed classifier and applying it to

the native FC interface. (The same forwarding classmust also bemapped to the rewrite

value priority in the ingress classifier applied to the FCoE Ethernet interfaces.) All traffic

received from the FCSANon that FC interface is encapsulated in Ethernet, classified into

the forwarding class specified in the fixedclassifier, andassigned the rewrite valuepriority.

Configuring a rewrite value consists of:

• Configuring a fixed classifier on the native FC interface. The fixed classifier assigns all

the traffic that arrives at the interface from the connected peer in the FC SAN to one

fixed forwarding class. The forwarding class must be a lossless forwarding class and

must be classified to the rewrite value priority in the ingress classifier configuration on

the FCoE Ethernet interfaces.

• Specifying an IEEE 802.1p rewrite value for the native FC interface. The traffic mapped

to the forwarding class in the fixed classifier is marked with the priority you specify in

the rewrite value when the traffic is encapsulated in Ethernet. The rewrite value must

be the IEEE 802.1p priority used for FCoE traffic in your converged Ethernet network.

You can configure one rewrite value for each local FCoE-FC gateway fabric. All of the

native FC interfaces in a particular fabric must use the same rewrite value. Native FC

interfaces that belong to different FCoE-FC gateway fabrics can use different rewrite

values.

1. Configure a fixed classifier on the native FC interface:

[edit class-of-service]
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user@switch# set interfaces fc-interface-name forwarding-class
lossless-forwarding-class-name

Forexample, to configurea fixedclassifier onnativeFC interface fc-0/0/2 that specifies

the lossless forwarding class fcoe1:

[edit class-of-service]
user@switch# set interfaces fc-0/0/2 forwarding-class fcoe1

2. Configure a rewrite value for the traffic classified into the fixed classifier (this must

be the IEEE 802.1p priority used for the traffic on your converged Ethernet network):

[edit class-of-service]
user@switch# set interfaces fc-interface-name rewrite-value input ieee-802.1 code-point
code-point-bits

For example, to configurea rewrite valueonnative FC interface fc-0/0/2 that specifies

an IEEE 802.1p priority of 101 (the lossless forwarding class specified in the fixed

classifiermust be classified to this priority in the ingress classifier configuration on the

FCoE Ethernet interfaces):

[edit class-of-service]
user@switch# set interfaces fc-0/0/2 rewrite-value input ieee-802.1 code-point 101

In the example, all traffic from the FC SAN that arrives at FCoE-FC gateway interface

fc-0/0/2 is encapsulated in Ethernet, classified into the lossless fcoe1 forwarding class,

and tagged with the IEEE 802.1p priority 5 (code point 101). In this example, we assume

that the converged Ethernet network uses priority 5 for FCoE traffic, and that the fcoe1

forwarding class is mapped to priority 5 in the ingress classifier configuration on the

Ethernet interfaces. To achieve lossless transport, you must also enable PFC on priority

5 on the Ethernet interfaces that connect the FCoE traffic to the Ethernet network.

Related
Documentation

Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

•

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446
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Configuring the DCBXMode

You can configure the DCBXmode that an interface uses to communicate with the

connected peer. QFX Systems support three DCBXmodes:

• Autonegotiation—The interface negotiates with the connected peer to determine the

DCBXmode. This is the default DCBXmode.

• IEEE DCBX—The interface uses IEEE DCBX type, length, and value (TLV) to exchange

DCBX information with the connected peer. QFX3500 Node devices come up with

IEEE DCBX enabled by default and then autonegotiate with the connected peer to

determine the final DCBXmode.

• DCBX Version 1.01—The interface uses Converged Enhanced Ethernet (CEE) DCBX

version 1.01 TLVs to exchange DCBX information with the connected peer. QFabric

Node devices come up with DCBX version 1.01 enabled by default and then

autonegotiate with the connected peer to determine the final DCBXmode.

NOTE: QFX Systems do not support pre-CEE (pre-DCB) versions of DCBX
such as DCBX version 1.00. If a QFX Series interface receives an LLDP frame
with pre-CEE DCBX TLVs, the system drops the frame.

Configure the DCBXmode by specifying the mode for one interface or for all interfaces.

• To configure the DCBXmode, specify the interface and themode:

[edit protocols dcbx]
user@switch# set interface interface-namemode (auto-negotiate | ieee-dcbx |
dcbx-version-1.01)

For example, to configure DCBX version 1.01 on interface xe-0/0/21:

user@switch# set protocols dcbx interface xe-0/0/21mode dcbx-version-1.01

To configure IEEE DCBX on all interfaces:

user@switch# set protocols dcbx interface all mode ieee-dcbx

Related
Documentation

Configuring DCBX Autonegotiation on page 5076•

• Disabling the ETS Recommendation TLV on page 5079

• Understanding DCBX on page 4905

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• show dcbx neighbors on page 5177

Copyright © 2014, Juniper Networks, Inc.5700

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Configuring DCBX Autonegotiation

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of peers by exchanging feature configuration information.

DCBX also detects feature misconfiguration andmismatches, and can configure DCB

on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP), and LLDP

must remain enabled on every interface for which you want to use DCBX. If you attempt

to enable DCBX on an interface on which LLDP is disabled, the configuration commit

operation fails.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

The switch supports DCBX autonegotiation for:

• Priority-based flow control (PFC) configuration

• Layer 2 and Layer 4 applications such as Fibre Channel over Ethernet (FCoE) and

Internet Small Computer System Interface (iSCSI)

• Enhanced transmission selection (ETS) advertisement

DCBX autonegotiation is configured on a per-interface basis for each supported feature

or application. ThePFCandapplicationDCBXexchangesuseautonegotiationbydefault.

The default autonegotiation behavior is:

• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

You can override the default behavior for each feature by turning off autonegotiation to

force an interface to enable or disable the feature.

Autonegotiation of ETSmeans thatwhen ETS is enabled on an interface (priority groups

are configured), the interface advertises its ETS configuration to the peer device. In this

case, priorities (forwarding classes) that are not part of a priority group (forwarding class

set) receive no bandwidth and are advertised in an automatically generated default

forwarding class. If ETS is not enabled on an interface (nopriority groups are configured),

all of the priorities are advertised in one automatically generated default priority group

that receives 100 percent of the port bandwidth.

DisablingETSautonegotiationprevents the interface fromsending theRecommendation

TLV or the Configuration TLV to the connected peer.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

autonegotiation of the enhanced transmission selection (ETS) Recommendation TLV

to the peer if you want an asymmetric ETS configuration between the peers. DCBX still

exchanges the ETS Configuration TLV if you disable the ETS Recommendation TLV.

Autonegotiation of PFCmeans that when PFC is enabled on an interface, if the peer

device connected to the interface supports PFC and is provisioned compatibly with the

switch, DCBX sets the PFC operational state to enabled. If the peer device connected to
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the interface does not support PFC or is not provisioned compatibly with the switch,

DCBX sets the operational state to disabled.

In addition, if the peer advertises that it is “willing” to learn its PFC configuration from the

switch, DCBX pushes the switch’s PFC configuration to the peer and does not check the

peer’s administrative state. The switch does not learn PFC configuration from peers (the

switch does not advertise its state as “willing”).

DisablingPFCautonegotiationprevents the interface fromexchangingPFCconfiguration

information with the peer. It forces the interface to enable PFC if PFC is configured on

the interface or to disable PFC if PFC is not configured on the interface. If you disable

PFC autonegotiation, the assumption is that the peer is also configuredmanually.

Autonegotiation of applications depends on whether or not you apply an application

map to an interface. If you apply an application map to an interface, the interface

autonegotiates DCBX for each application in the applicationmap. PFCmust be enabled

on the FCoE priority (the FCoE IEEE 802.1p code point) for the interface to advertise the

FCoE application. The interface only advertises applications that are included in the

application map.

For example, if you apply an application map to an interface and the application map

does not include the FCoE application, then that interface does not perform DCBX

advertisement of FCoE.

If you do not apply an application map to an interface, DCBX does not advertise

applications on that interface, with the exception of FCoE, which is handled differently

than other applications.

NOTE: If you do not apply an applicationmap to an interface, the interface
performs autonegotiation of FCoE if the interface carries traffic in the FCoE
forwarding class and also has PFC enabled on the FCoE priority. On such
interfaces, if DCBX detects that the peer device connected to the interface
supports FCoE, the switch advertises its FCoE capability and IEEE 802.1p
code point on that interface. If DCBX detects that the peer device connected
to the interface does not support FCoE, DCBXmarks that interface as “FCoE
down” and disables FCoE on the interface.

When DCBXmarks an interface as “FCoE down,” the behavior of the switch depends on

how you use it in the network:

• When the switch acts as an FCoE-FC gateway, it does not send or receive FCoE

Initialization Protocol (FIP) packets.

• When the switch acts as an FCoE transit switch, the interface drops all of the FIP

packets it receives. In addition, FIP packets received froman FCoE forwarder (FCF) are

not forwarded to interfaces marked as “FCoE down.”

Disablingautonegotiationprevents the interface fromexchangingapplication information

with the peer. In this case, the assumption is that the peer is also configuredmanually.
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To disable DCBX autonegotiation of PFC, applications (including FCoE), and ETS using

the CLI:

1. Turn off autonegotiation for PFC.

[edit]
user@switch# set protocols dcbx interface interface-name priority-flow-control
no-auto-negotiation

2. Turn off autonegotiation for applications.

[edit]
user@switch# set protocols dcbx interface interface-nameapplications no-auto-negotiation

3. Turn off autonegotiation for ETS.

[edit]
user@switch# setprotocolsdcbx interface interface-nameenhanced-transmission-selection
no-auto-negotiation

To disable autonegotiation of the ETS Recommendation TLV so that DCBX exchanges

only the ETS Configuration TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Example: Configuring DCBX Application Protocol TLV Exchange on page 4929•

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Disabling the ETS Recommendation TLV on page 5079

• Understanding DCBX Application Protocol TLV Exchange on page 4915
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Disabling the ETS Recommendation TLV

The enhanced transmission selection (ETS) Recommendation TLV communicates the

ETS settings that the switch wants the connected peer interface to use. If the peer

interface is “willing,” the peer interface changes its configuration to match the

configuration in the ETS Recommendation TLV. By default, the switch interfaces send

the ETS Recommendation TLV to the peer. The settings communicated are the egress

ETS settings defined by configuring hierarchical scheduling on the interface.

We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV.

NOTE: Disabling theETSRecommendationTLVon interfaces that useDCBX
version 1.01 as the DCBXmode has no effect and does not change DCBX
behavior.

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

To disable the ETS Recommendation TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Configuring the DCBXMode on page 5075•

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCBX on page 4905

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

Defining an Application for DCBX Application Protocol TLV Exchange

Define each application for which you want DCBX to exchange application protocol

information.YoucandefineLayer 2andLayer4applications.After youdefineapplications,

youmap them to IEEE 802.1p code points, and then apply the application map to the

interfaces on which you want DCBX to exchange application protocol information with

connected peers. (See Related Documentation for how to configure application maps

andapply themto interfaces, and foranexampleof theentireprocedure thatalso includes

classifier configuration.)
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NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Define Layer 2 applications by mapping an application name to an EtherType. Define

Layer 4 applications by mapping an application name to a protocol (TCP or UDP) and

a destination port.

• To define a Layer 2 application, specify the name of the application and its EtherType:

[edit applications]
user@switch# set application application-name ether-type ether-type

For example, to configure an application named PTP (for Precision Time Protocol)

that uses the EtherType 0x88F7:

user@switch# set applications application ptp ether-type 0x88F7

• To define a Layer 4 application, specify the name of the application, its protocol (TCP

or UDP), and its destination port:

[edit]
user@switch# set applications application application-name protocol (tcp | udp)
destination-port port-value

For example, to configure an application named iscsi (for Internet Small Computer

System Interface) that uses the protocol TCP and the destination port 3260:

user@switch# set applications application iscsi protocol tcp destination-port 3260

Related
Documentation

Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• show dcbx neighbors on page 5177
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Configuring an ApplicationMap for DCBX Application Protocol TLV Exchange

After you define applications for which youwant to exchangeDCBX application protocol

information, map the applications to IEEE 802.1p code points. The IEEE 802.1p code

points identify incoming traffic andallowyou tomap that traffic to thedesiredapplication.

You then apply the application map to the interfaces on which you want DCBX to

exchange application protocol information with connected peers. (See Related

Documentation for howtodefineapplicationsandapply theapplicationmapto interfaces,

and for an example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Configure an application map by creating an application map name andmapping an

application to one or more IEEE 802.1p code points.

• To define an application map, specify the name of the application map, the name of

the application, and the IEEE 802.1p code points of the incoming traffic that you want

to associate with the application in the application map:

[edit policy-options]
user@switch# set application-maps application-map-name application application-name
code-points [ aliases ] [ bit-patterns ]

For example, to configure an application map named ptp-app-map that includes an

application named PTP (for Precision Time Protocol) andmap the application to IEEE

802.1p code points 001 and 101:

user@switch# setpolicy-optionsapplication-mapsptp-app-mapapplicationptpcodepoints
[ 001 101 ]

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 5079•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 5177
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Applying an ApplicationMap to an Interface for DCBX Application Protocol TLV Exchange

After you define applications andmap them to IEEE 802.1p code points in an application

map, apply the application map to the interfaces on which you want DCBX to exchange

the application protocol informationwith connected peers. (SeeRelated Documentation

for how to define applications and configure application maps to interfaces, and for an

example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

• To apply an application map to a DCBX interface, specify the DCBX interface and the

application map name:

[edit protocols]
user@switch# set dcbx interface interface-name application-map application-map-name

For example, to apply an applicationmap named ptp-app-map on interface xe-0/0/11:

user@switch# set protocols dcbx interface xe-0/0/11 application-map ptp-app-map

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 5079•

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 5177

Configuration Statements

• buffer-partition (Egress) on page 5710

• buffer-partition (Ingress) on page 5712

• buffer-size on page 5714

• cable-length (Congestion Notification) on page 5716

• class-of-service on page 5717

• class (Forwarding Classes) on page 5721
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• class (Forwarding Class Sets) on page 5722

• classifiers on page 5723

• code-point (Input Congestion Notification) on page 5724

• code-point (Output Congestion Notification) on page 5725

• code-point (Rewrite Rules) on page 5726

• code-point-aliases on page 5726

• code-points (Application Maps) on page 5727

• code-points (CoS) on page 5727

• configured-flow-control on page 5728

• congestion-notification-profile on page 5729

• drop-probability on page 5731

• drop-profile on page 5732

• drop-profile-map on page 5732

• drop-profiles on page 5733

• dscp on page 5734

• dscp-ipv6 on page 5736

• dscp-code-point on page 5737

• egress (Buffer Configuration) on page 5738

• enhanced-transmission-selection on page 5739

• exp on page 5740

• fill-level on page 5741

• flow-control on page 5742

• flow-control-queue (Output Congestion Notification) on page 5743

• forwarding-class on page 5744

• forwarding-class (Host Outbound Traffic) on page 5745

• forwarding-class-set on page 5745

• forwarding-class-sets on page 5746

• forwarding-classes on page 5747

• guaranteed-rate on page 5749

• host-outbound-traffic on page 5750

• ieee-802.1 on page 5751

• ieee-802.1 (Input Congestion Notification) on page 5752

• ieee-802.1 (Output Congestion Notification) on page 5753

• import on page 5754

• ingress (Buffer Configuration) on page 5755

• input (Congestion Notification) on page 5756

• interfaces (Class of Service) on page 5757
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• interpolate on page 5758

• loss-priority (Classifiers) on page 5759

• loss-priority (Drop Profiles) on page 5760

• loss-priority (Rewrite Rules) on page 5761

• multi-destination on page 5762

• mru on page 5763

• output (Congestion Notification) on page 5764

• output-traffic-control-profile on page 5765

• pfc (Input Congestion Notification) on page 5766

• policy-options on page 5767

• priority (Schedulers) on page 5768

• priority-flow-control on page 5769

• protocol (Drop Profile Map) on page 5770

• queue-num on page 5771

• rewrite-rules on page 5772

• rx-buffers on page 5773

• scheduler on page 5774

• scheduler-map on page 5774

• scheduler-maps on page 5775

• schedulers on page 5776

• shaping-rate on page 5777

• shared-buffer on page 5779

• system-defaults on page 5780

• traceoptions (Class of Service) on page 5781

• traffic-control-profiles on page 5783

• transmit-rate on page 5784

• tx-buffers on page 5786

• unit on page 5787
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buffer-partition (Egress)

Syntax buffer-partition (lossless | lossy | multicast) {
percent percent;

}

Hierarchy Level [edit class-of-service shared-buffer egress]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description The egress shared buffer pool is divided into three partitions. Each partition reserves a

percentage of the available shared buffer pool for a type of traffic, so that the switch

provides enough resources to support amix of best-effort, lossless, andmulticast traffic

(multicast also includes broadcast and destination lookup fail traffic). To better support

themixof traffic on your network, youcanoptimize theallocationof egress sharedbuffers

to different types of traffic by fine-tuning the shared buffer partitions.

The percentages you configure for the three egress shared buffer partitions must total

exactly 100percent. If the total of the three sharedbuffer percentages is not 100percent,

the system returns a commit error and does not commit the configuration. You can

configure any partition to 0 (zero) percent as long as the allocation to other partitions

totals 100 percent.

This is a global allocation that applies to all ports. All ports on the switch receive the

same allocation of egress shared buffers.

If you do not configure buffer partitions, the switch uses the default partitioning.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Default The default egress buffer partition shown in Table 520 on page 5710 supports networks

with a balancedmix of best-effort, multicast, and lossless traffic. It is the recommended

configuration if you are using the default configuration with two lossless forwarding

classes.

Table 520: Default Egress Shared Buffer Partitioning

Multicast PartitionLossy PartitionLossless Partition

19%31%50%

The sum of the default percentages configured for each partition is 100 percent. The

sum of the partition percentages must always total 100 percent.

Options lossless—Shared buffer space reserved for all lossless egress traffic.
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lossy—Shared buffer space for best-effort unicast egress traffic.

multicast—Shared buffer space reserved for all multicast (including broadcast and

destination lookup fail) egress traffic.

percent percent—The percentage of buffer space to allocate to the specified buffer

partition (lossless, lossy, or multicast buffers). The sum of the percentages for the

three buffer partitions must total 100 percent.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391
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buffer-partition (Ingress)

Syntax buffer-partition (lossless | lossless-headroom | lossy) {
percent percentage;

}

Hierarchy Level [edit class-of-service shared-buffer ingress]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description The ingress shared buffer pool is divided into three partitions. Each partition reserves a

percentage of the available shared buffer pool for a type of traffic, so that the switch

provides enough resources to support a mix of best effort (best-effort unicast and

multicast) and lossless traffic. To better support the mix of traffic on your network, you

can optimize the allocation of ingress shared buffers to different types of traffic by

fine-tuning the shared buffer partitions.

The percentages you configure for the three ingress shared buffer partitions must total

exactly 100percent. If the total of the three sharedbuffer percentages is not 100percent,

the system returns a commit error and does not commit the configuration. You can

configure any partition to 0 (zero) percent as long as the allocation to other partitions

totals 100 percent.

This is a global allocation that applies to all ingress traffic. All ports on the switch receive

the same allocation of ingress shared buffers.

If you do not configure buffer partitions, the switch uses the default partitioning.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Default The default ingress buffer partition shown in Table 521 on page 5712 supports networks

with a balancedmix of best-effort, multicast, and lossless traffic. It is the recommended

configuration if you are using the default configuration with two lossless forwarding

classes.

Table 521: Default Ingress Shared Buffer Partitioning

Lossy PartitionLossless-Headroom PartitionLossless Partition

46%45%9%

The sum of the default percentages configured for each partition is 100 percent. The

sum of the partition percentages always must total 100 percent.

Options lossless—Shared buffer space reserved for all lossless ingress traffic.
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lossless-headroom—Shared buffer space reserved to store packets received while either

an 802.3x Ethernet PAUSE or a priority-based flow control (PFC) pause is asserted.

(When an ingress interface pauses traffic, it must have the buffer space to store all

of the packets currently in the buffer, and also all of the packets received before the

connected peer stops sending traffic and the wire is cleared of packets.)

lossy—Shared buffer space for best-effort ingress traffic.

percent percent—The percentage of buffer space to allocate to the specified buffer

partition (lossless, lossless-headroom,or lossybuffers). The sumof thepercentages

for the three buffer partitions must total 100 percent.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391
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buffer-size

Syntax buffer-size (percent percent | remainder);

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Set the dedicated buffer size of the egress queue that you bind the scheduler to in the

scheduler map configuration. The switch allocates space from the global dedicated

buffer pool to ports and queues in a hierarchical manner. The switch allocates an equal

number of dedicated buffers to each egress port, so each egress port receives the same

amount of dedicated buffer space. The amount of dedicated buffer space per port is not

configurable.

However, the buffer-size statement allows you to control the way each port allocates

its share of dedicated buffers to its queues. For example, if a port only uses two queues

to forward traffic, you can configure the port to allocate all of its dedicated buffer space

to those two ports and avoid wasting buffer space on queues that are not in use. We

recommend that the buffer size should be the same size as the minimum guaranteed

transmission rate (the transmit-rate).

You configure the proportion of port dedicated buffers allocated to a particular output

queue using the following process:

1. Configure a scheduler and set the buffer-size option to match the scheduler

transmit-rate value.

2. Use a scheduler map tomap the scheduler to the forwarding class that is mapped to

the queue to which you want to apply the buffer size.

For example, suppose that you want to change the dedicated buffer allocation for

FCoE traffic. FCoE traffic is mapped to the fcoe forwarding class, and the fcoe

forwarding class is mapped to queue 3 (this is the default configuration). To use

default FCoE traffic mapping, in the scheduler map configuration, map the scheduler

to the fcoe forwarding class.

3. Associate the scheduler map with the traffic control profile you want to use on the

egress ports that carry FCoE traffic.

4. Associate the traffic control profile that includes the scheduler map with the desired

egress ports. For this example, you associate the traffic control profile with the ports

that carry FCoE traffic.

Queue 3, which is mapped to the fcoe forwarding class and therefore to the FCoE

traffic, receives the dedicated buffer allocation specified in the buffer-size statement.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.
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Default Theportallocatesdedicatedbuffers toqueues thathaveanexplicitly configuredscheduler

buffer size. If you do not explicitly configure a scheduler buffer size for a queue, the port

serves theexplicitly configuredqueues first. Then theportdivides the remainingdedicated

buffers equally among the queues that have an explicitly attached schedulerwithout an

explicitly configured buffer size configuration. (If you configure a scheduler, but you do

not configure the buffer size parameter, the default is equivalent to configuring the buffer

size with the remainder option.)

If you use the default scheduler and scheduler map on a port (no explicit scheduler

configuration), then the port allocates its dedicated buffer pool to queues based on the

default scheduling, as shown inTable522onpage5715. Thedefault buffer size is the same

as the default transmit rate for each default queue:

Table 522: Default Output Queue Buffer Sizes

Buffer SizeTransmit RateForwarding ClassQueue Number

5%5%best-effort0

35%35%fcoe3

35%35%no-loss4

5%5%network-control7

20%20%mcast8

Because the default scheduler includes only five forwarding classes, only the queues

mapped to those forwarding classes receive dedicated buffers from the port buffer pool.

(Buffers are not wasted on queues that do not carry traffic.)

Options percent percent—Percentage of the port dedicated buffer pool allocated to the queue

(or queues) mapped to the scheduler.

remainder—Remaining dedicated buffer pool after the port satisfies the needs of the

explicitly configured buffers. The port divides the remaining buffers equally among

thequeues that are explicitly attached toa scheduler but that donot haveanexplicit

buffer size configuration (or are configured with remainder as the buffer size).

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Understanding CoS Buffer Configuration on page 5391

cable-length (Congestion Notification)

Syntax cable-length cable-length-value;

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the length of the cable between the interface and its peer interface in meters.

The system uses the cable length and themaximum receive unit (MRU) to calculate the

amount of buffer headroom reserved to support priority-based flow control (PFC). The

the shorter the cable length and lower the MRU, the less headroom buffer space is

required for PFC.

NOTE: You can also set amaximum transmission unit (MTU) value (the
largest packet size the interface sends) for interfaces by including themtu

statement at the [edit interfaces interface-name] hierarchy level.

Default The default cable length value is 100meters (approximately 328 feet).

Options cable-length-value—Length of the cable in meters. (Generally from 1 to 300meters, but

there is no configuration restriction.)

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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class-of-service

Syntax class-of-service {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}
}
code-point-aliases {
(dscp| dscp-ipv6 | ieee-802.1) {
alias-name bits;

}
}
congestion-notification-profile profile-name {
input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}
output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}
}
drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-levelhigh-valuedrop-probability0drop-probabilityhigh-value;

}
}

}
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}
forwarding-class class-name {
scheduler scheduler-name;

}
forwarding-class-sets forwarding-class-set-name {
class class-name;
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}
forwarding-classes {
class {
class-name {
queue-num queue-number <no-loss>;

}
}

}
host-outbound-traffic{
forwarding-class class-name;
dscp-code-point code-point;

}
interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class lossless-forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1) (classifier-name | default);

}
}

}
}
multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;

}
}
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority priority code-point (alias | bits);

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
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schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low|medium-high |high)protocolprotocoldrop-profile
drop-profile-name;

priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage);

}
}
shared-buffer {
egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent

}
}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent

}
}

}
system-defaults {
classifiers exp classifier-name;

}
traffic-control-profiles profile-name {
guaranteed-rate(rate| percent percentage);
scheduler-mapmap-name;
shaping-rate (rate| percent percentage);

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure class-of-service parameters on the switch.

The remaining statements are explained separately.

Default If you do not configure any CoS features, the default CoS settings are used.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Assigning CoS Components to Interfaces on page 5696

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675

• Configuring a Global MPLS EXP Classifier on page 3782

• Defining CoS Code-Point Aliases on page 5672

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Configuring CoS Drop Profile Maps on page 5677

• Defining CoS Forwarding Class Sets on page 5679

• Defining CoS Forwarding Classes on page 5677

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Defining CoS Rewrite Rules on page 5693

• Defining CoS Queue Schedulers on page 5679

• Configuring CoS Tail-Drop Profiles on page 5676

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 5684

• Overview of Junos OS CoS for the QFX Series on page 5307
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class (Forwarding Classes)

Syntax class {
class-name {
queue-num queue-number <no-loss>;

}
}

Hierarchy Level [edit class-of-service forwarding-classes]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Description Map one or more forwarding classes to a single queue. You canmap unicast forwarding

classes to a unicast queue (0 through 7) andmultidestination forwarding classes to a

multicast queue (8 through 11). The queue to which youmap a forwarding class

determines if the forwarding class is a unicast or multicast forwarding class.

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If youexplicitly configure the lossless forwardingclasses,
the trafficmappedto those forwardingclasses is treatedas lossy (besteffort)
traffic and does not receive lossless treatment.

If you are using Junos OS Release 12.3 or later, the default configuration is
the same as the default configuration for Junos OS Release 12.2, and the
default behavior is the same (the fcoeandno-loss forwarding classes receive

lossless treatment). However, if you explicitly configure lossless forwarding
classes, you can configure up to six lossless forwarding classes by specifying
the no-loss option. If you do not specify the no-loss option in an explicit

forwarding class configuration, the forwarding class is lossy. For example, if
you explicitly configure the fcoe forwarding class and you do not include the

no-loss option, the fcoe forwarding class is lossy, not lossless.

Options class-name—Name of the forwarding class.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Forwarding Classes on page 5505

• Understanding CoS Forwarding Classes on page 5354
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class (Forwarding Class Sets)

Syntax class class-name;

Hierarchy Level [edit class-of-service forwarding-class-sets forwarding-class-set-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Group forwarding classes into sets of forwarding classes (priority groups). You can group

someor all of the configured forwarding classes into up to three unicast forwarding class

sets and onemultidestination forwarding class set.

Options class-name—Name of the forwarding class.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Forwarding Class Sets on page 5508

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359
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classifiers

Syntax classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}
}

Multidestination BA
Classifiers

classifiers {
(dscp | ieee-802.1) classifier-name;

}

Interface Classifier
Association (DSCP,
DSCP IPv6, IEEE)

classifiers {
(dscp | dscp-ipv6 | ieee-802.1) (default | classifier-name);

}

Global Interface
Classifier Association
with Interfaces (EXP)

classifiers {
exp classifier-name;

}

Hierarchy Level [edit class-of-service],

Multidestination BA
Classifiers

[edit class-of-servicemulti-destination],

Interface Classifier
Association (DSCP,
DSCP IPv6, IEEE)

[edit class-of-service interfaces interface-name unit logical-unit-number]

Global EXP Classifier [edit class-of-service system-defaults]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

EXP statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Define a unicast or multidestination CoS behavior aggregate (BA) classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673•

• Configuring a Global MPLS EXP Classifier on page 3782

• Example: Configuring Unicast Classifiers on page 5495

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498
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• Understanding CoS Classifiers on page 5334

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

code-point (Input Congestion Notification)

Syntax code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable priority-based flow control (PFC) on an IEEE 802.1p code point (priority).

Options code-point-bits—3-bit value in decimal form.

The remaining statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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code-point (Output Congestion Notification)

Syntax code-point [ code-point-bits ] {
flow-control-queue [ queue | list-of-queues ];

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output ieee-802.1]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the IEEE 802.1p code point bits that identify the traffic you want to enable for

priority-based flow control (PFC) pause.

Default By default, IEEE 802.1p priorities 3 and 4 (code points 011 and 100, respectively) are

enabled for PFC pause on all Ethernet interfaces. If you explicitly configure priorities to

pauseandtheoutputqueuesonwhich toenablepause, theexplicit configurationoverrides

the default configuration. When you apply an explicit output congestion notification

profile to an interface, only the priorities and queues specified in the output congestion

notification profile are enabled for pause on that interface.

For example, if you configure an output congestion notification profile that specifies

priority 2 (code point 010), then traffic with IEEE 802.1p priority 2 is paused on the

configured output queue during periods of congestion. However, traffic with priority 3

and priority 4 is not programmed to pause, because the explicit configuration overwrites

the default configuration, and the explicit configuration does not pause priority 3 and

priority 4. If you configure an explicit output congestion notification profile, all of the

priorities you want to enable for PFC and all of the output queues you want to pause

must be explicitly configured.

Options code-point-bits—3-bit value in decimal form.

The remaining statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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code-point (Rewrite Rules)

Syntax code-point [ alias ] [ bit-pattern ];

Hierarchy Level [edit class-of-service rewrite-rules (dscp | dscp-ipv6 | ieee-802.1) forwarding-class
class-name loss-priority level]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a code-point alias or bit set to apply to a forwarding class for a rewrite rule.

Options alias—Name of the alias.

bit-pattern—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Rewrite Rules on page 5693

• Understanding CoS Classifiers on page 5334

code-point-aliases

Syntax code-point-aliases {
(dscp| dscp-ipv6 | ieee-802.1) {
alias-name bits;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define an alias for a CoSmarker. You can use the alias instead of the bit pattern when

you specify the code point during configuration.

Options (dcsp | dscp-ipv6 | ieee-802.1)—Set the type of classifier for which you are creating an

alias.

alias-name—Name of the code-point alias.

bits—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Code-Point Aliases on page 5672

• Understanding CoS Code-Point Aliases on page 5332
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code-points (ApplicationMaps)

Syntax code-points [ aliases ] [ bit-patterns ];

Hierarchy Level [editpolicy-optionsapplication-mapsapplication-map-nameapplicationapplication-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define one or more code-point aliases or bit sets for an application.

Options aliases—Name of the alias or aliases.

bit-patterns—Value of the code-point bits, in decimal form.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches

code-points (CoS)

Syntax code-points [ aliases ] [ bit-patterns ];

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name
forwarding-class class-name loss-priority level]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure one or more code-point aliases or bit sets to apply to a forwarding class.

Options aliases—Name of the alias or aliases.

bit-patterns—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 5495

• Understanding CoS Classifiers on page 5334

5727Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



configured-flow-control

Syntax configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}

Hierarchy Level [edit interfaces interface-name ether-options]

Description Configure Ethernet PAUSE asymmetric flow control on an interface. You can set an

interface to generateand sendPAUSEmessages, and youcan set an interface to respond

to PAUSEmessages sent by the connected peer. Youmust set both the rx-buffers and

the tx-buffers values when you configure asymmetric flow control.

Use the flow-control and no-flow-control statements to enable and disable symmetric

PAUSEonan interface.Symmetric flowcontrolandasymmetric flowcontrolaremutually

exclusive features. If you attempt to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC) by applying a congestion
notification profile to the interface.

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• congestion-notification-profile on page 5729

• flow-control on page 2060
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congestion-notification-profile

Syntax congestion-notification-profile profile-name {
input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}
output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}
}

Interface Congestion
Notification Profile

Association

congestion-notification-profile profile-name {

Hierarchy Level [edit class-of-service],
[edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a congestion notification profile to enable priority-based flow control (PFC)

on traffic specified by an IEEE 802.1 code point, and apply the profile to an interface.

NOTE: Youmust configure PFC for FCoE traffic. Each interface that carries
FCoE traffic should be configured for PFC on the FCoE code point (usually
011).

You can attach amaximum of one congestion notification profile to an interface. There

is no limit to the total number of congestion notification profiles you can create.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.
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Options profile-name—Name of the congestion notification profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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drop-probability

Syntax drop-probability 0 drop-probability high-value;

Hierarchy Level [edit class-of-service drop-profiles profile-name interpolate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description When configuringWRED, map the packet drop-probability to the fullness of a queue

(fill-level). You configure the fill-level and drop-probability statements in related pairs
by specifying a low fill-level value at which packets begin to drop (the drop probability

is zero until the queue reaches this level of fullness) and a high fill-level value at which

packets drop at the highest drop probability. As the queue fills from the low fill level to

the high fill level, the rate of packet drop increases in a linear pattern from zero to the

high drop probability.

Options 0—Probability that packets will drop at the lowest fill-level value. This is always zero,

because until the queue reaches the specified low fill-level value, no packets are

scheduled to drop.

high-value—Themaximum probability that packets will drop before queue fullness

exceeds thehigh valueof thequeue fill-level, expressedasapercentage. If thequeue

fills beyond the high fill-level value, all packets drop.

Range: 0 through 100

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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drop-profile

Syntax drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map loss-priority (low |
medium-high | high) protocol protocol]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Definedropprofiles for randomearlydetection (RED).Whenapacketarrives,REDchecks

the queue fill level specified in the drop profile. If the fill level corresponds to a nonzero

drop probability, the RED algorithm determines whether to drop the arriving packet.

Options profile-name—Name of the drop profile.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409

drop-profile-map

Syntax drop-profile-map loss-priority (low | medium-high | high) protocol protocol drop-profile
drop-profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Mapadrop profile to a loss priority and protocol for randomearly detection (RED).When

a packet arrives, RED checks the queue fill level. If the fill level corresponds to a nonzero

drop probability, the RED algorithm determines whether to drop the arriving packet.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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drop-profiles

Syntax drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-levelhigh-valuedrop-probability0drop-probabilityhigh-value;

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define drop profiles for weighted random early detection (WRED).

For a packet to be dropped, itmustmatch the drop profile.When a packet arrives,WRED

checks the queue fill level. If the fill level corresponds to a nonzero drop probability, the

WRED algorithm determines whether to drop the arriving packet.

Options profile-name—Name of the drop profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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dscp

Syntax dscp classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Code-Point Alias
Configuration

dscp alias-name bit-pattern;

Multidestination
Classifier

Configuration

dscp classifier-name;

Interface Classifier
Association

dscp (classifier-name | default);

Rewrite Rule
Configuration

dscp rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy Level [edit class-of-service classifiers],
[edit class-of-service code-point-aliases],
[edit class-of-servicemulti-destination classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],
[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the Differentiated Services code point (DSCP)mapping that is applied to the

packets.

Options classifier-name—Name of the classifier.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Defining CoS Code-Point Aliases on page 5672

• Defining CoS Rewrite Rules on page 5693
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• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Classifiers on page 5334

• Understanding CoS Rewrite Rules on page 5414

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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dscp-ipv6

Syntax dscp-ipv6 classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Code-Point Alias
Configuration

dscp-ipv6 alias-name bit-pattern;

Interface Classifier
Association

dscp-ipv6 (classifier-name | default);

Rewrite Rule
Configuration

dscp-ipv6 rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy Level [edit class-of-service classifiers],
[edit class-of-service code-point-aliases],
[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],
[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Define the Differentiated Services code point (DSCP) IPv6mapping that is applied to

the packets.

NOTE: There is no DSCP IPv6 classifier for multidestination (multicast,
broadcast, and destination lookup fail) traffic. Multidestination IPv6 traffic
uses themultidestination DSCP classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Defining CoS Code-Point Aliases on page 5672

• Defining CoS Rewrite Rules on page 5693
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• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Classifiers on page 5334

• Understanding CoS Rewrite Rules on page 5414

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

dscp-code-point

Syntax dscp-code-point code-point;

Hierarchy Level [edit class-of-service host-outbound-traffic]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the value of the DSCP code point in the type of service (ToS) field of the packet

generated by the Routing Engine (host).

Options code-point—Six-bit DSCP code point value.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330
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egress (Buffer Configuration)

Syntax egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent;

}
}

Hierarchy Level [edit class-of-service shared-buffer]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the global sharedbuffer pool allocation for egress traffic. The systemallocates

the shared buffer pool dynamically across its ports as the ports require memory space.

Some buffer space is reserved for other buffers such as dedicated buffers (buffers

allocated permanently to ports).

The percentage you specify is the percentage of available (user-configurable) buffer

space allocated to the global shared egress buffer pool. If you allocate less than

100 percent of the available buffer space to the shared buffer pool, the remaining buffer

space is added to thededicatedbuffer pool. (Youcannotdirectly configure thededicated

buffer pool for each port; dedicated buffers are allocated evenly across all the ports.

However, onaport, youcanconfigure theportionofdedicatedport buffer spaceallocated

to each queue in the scheduler configuration using the buffer-size option.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

You can also partition the shared buffer pool to adjust the egress buffer allocations for

different mixes of network traffic using the buffer-partition statement.

Default The default shared buffer percentage is 100 percent. (All available buffer space is

allocated to the shared buffer pool.)

Options percent percent—Percentage of available egress buffer space allocated to the shared

buffer pool. If the percentage is less than 100 percent, the remaining buffer space is

allocated to the dedicated buffer pool.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

enhanced-transmission-selection

Syntax enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable advertising the enhanced transmission selection (ETS) state of the interface to

the peer. To disable ETS on the interface, do not enable ETS on the interface in the

class-of-service (CoS) configuration.

Disabling ETS autonegotiation stops the QFX Series from advertising the ETS

Configuration TLV and the ETS Recommendation TLV.

Disabling the ETS recommendation TLV stops the QFX Series from advertising the ETS

Recommendation TLV, but the ETS Configuration TLV is still advertised.

Options no-auto-negotiation—Disable automatic negotiation of ETS (Configuration TLV and

Recommendation TLV)

no-recommendation-tlv—Disable automatic negotiation of the ETS Recommendation

TLV

recommendation-tlv—Enable automatic negotiation of ETS Recommendation TLV

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding DCB Features and Requirements on page 4795
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exp

Syntax exp classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Rewrite Rule
Configuration

exp rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Global Classifier
Association with

Interfaces

exp classifier-name;

Hierarchy Level [edit class-of-service classifiers],
[edit class-of-service rewrite-rules]
[edit class-of-service system-defaults classifiers]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Define the EXP code point mapping that is applied to MPLS packets. EXP classifiers are

not applied to any traffic except MPLS traffic.

You can configure as many EXP classifiers as you want. However, the switch uses only

one EXP classifier as a global MPLS classifier on all interfaces. You specify the global

EXP classifier in the [edit class-of-service system-defaults] hierarchy.

Options classifier-name—Name of the EXP classifier.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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fill-level

Syntax fill-level low-value fill-level high-value;

Hierarchy Level [edit class-of-service drop-profiles profile-name interpolate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Whenconfiguring randomearly detection (RED),map the fullness of a queue to apacket

drop-probability value. You configure the fill-level and drop-probability statements in
related pairs by specifying a low fill-level value at which packets begin to drop (the drop

probability is zero until the queue reaches this level of fullness) and a high fill-level value

at which packets drop at the highest drop probability. As the queue fills from the low fill

level to the high fill level, the rate of packet drop increases in a linear pattern from zero

to the high drop probability.

Options low-value—Fullnessof thequeuebeforepacketsbegin todrop, expressedasapercentage.

The low value must be less than the high value.

Range: 0 through 100

high-value—Fullness of the queue before it reaches themaximumdrop probability. If the

queue fills beyond the fill level high value, all packets drop. The high value must be

greater than the low value.

Range: 0 through 100

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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flow-control

Syntax (flow-control | no-flow-control);

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Explicitly enable or disable symmetric Ethernet PAUSE flow control, which regulates the

flowof packets from the switch to the remote sideof the connectionbypausing all traffic

flows on a link during periods of network congestion. Symmetric flow controlmeans that

EthernetPAUSE is enabled inbothdirections. The interfacegeneratesandsendsEthernet

PAUSEmessages when the receive buffers fill to a certain threshold and the interface

responds to PAUSEmessages received from the connected peer. By default, flow control

is disabled.

You can configure asymmetric flow control by including the configured-flow-control

statement at the [edit interfaces interface-nameether-options hierarchy level. Symmetric

flow control and asymmetric flow control aremutually exclusive features. If you attempt

to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

• flow-control—Enable flow control; flow control is useful when the remote device is a

Gigabit Ethernet switch.

• no-flow-control—Disable flow control.

Default Flow control is disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• configured-flow-control on page 2048

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces on page 2015

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Junos OS Network Interfaces Library for Routing Devices
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flow-control-queue (Output Congestion Notification)

Syntax flow-control-queue [ queue | list-of-queues ];

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output ieee-802.1
code-point code-point-bits]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specifyoneormoreoutputqueues topause, to supportpriority-based flowcontrol (PFC).

The specified queues pause when the interface receives a PFC frame with amatching

IEEE 802.1p code point.

Default Queue 3 (mapped to the fcoe forwarding class) and queue 4 (mapped to the no-loss

forwarding class) are programmed as flow control queues to pause. No other output

queues are programmed to pause by default.

If you configure flow control queues explicitly, only the queues that you specify are

programmed to pause. The explicit flow control queue to pause configuration overrides

the default setting, so the queues paused in the default configuration are no longer

paused by default.

For example, if you configure queue 2 as a flowcontrol queue, then queue 2 pauseswhen

congestion occurs, but queues 3 and 4 do not pause because they were not explicitly

specified. To enable pause on output queues 2, 3, and 4, youmust explicitly configure all

three of the queues as flow control queues.

The same behavior applies to the IEEE 802.1p code points (priorities) on which PFC is

enabled. By default, priorities 3 (011) and 4 (100) are enabled for PFC pause. If you

explicitly configure flowcontrol queues topause, youmustalsoexplicitly configurepause

for each priority (code point) that you want to pause, because the explicit configuration

overrides the default configuration.

Options [ queue | list-of-queues]—The output queue or a list of output queues to pause.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring CoS PFC (Congestion Notification Profiles) on page 5685•

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615
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• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427

forwarding-class

Syntax forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

Rewrite Rule
Configuration

forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

Scheduler Map
Configuration

forwarding-class class-name {
scheduler scheduler-name;

}

InterfaceConfiguration forwarding-class class-name;

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name],
[edit class-of-service rewrite-rules] (dscp | dscp-ipv6 | ieee-802.1) rewrite-name],
[edit class-of-service scheduler-mapsmap-name],
[edit class-of-service interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure forwardingclassnameandoptionvalues (classifier configuration),map rewrite

rules to forwarding classes (rewrite rules), map forwarding classes to schedulers

(scheduler maps), or map forwarding classes to logical interfaces (interfaces).

Options class-name—Name of the forwarding class.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Forwarding Classes on page 5505

• Example: Configuring Queue Schedulers on page 5511

• Defining CoS Rewrite Rules on page 5693

• Understanding CoS Forwarding Classes on page 5354

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoS Output Queue Schedulers on page 5371
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forwarding-class (Host Outbound Traffic)

Syntax forwarding-class class-name;

Hierarchy Level [edit class-of-service host-outbound-traffic ]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Define forwarding class name for outbound host traffic (traffic generated by the Routing

Engine).

Options class-name—Name of the forwarding class.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330

forwarding-class-set

Syntax forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}

Hierarchy Level [edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply a previously defined forwarding class set to an output traffic control profile.

Options fowarding-class-set-name—Name of the forwarding class set.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359

5745Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



forwarding-class-sets

Syntax forwarding-class-sets forwarding-class-set-name {
class class-name;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Assign forwarding classes to forwarding class sets (priority groups).

Options fowarding-class-set-name—Name of the forwarding class set.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Forwarding Class Sets on page 5508

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 5359
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forwarding-classes

Syntax forwarding-classes {
class {
class-name {
queue-num queue-number <no-loss>;

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Description Map one or more forwarding classes to a single queue. You can configure up to 12

forwarding classes (8 unicast forwarding classes on queues 0 through 7 and 4

multidestination forwarding classes on queues 8 through 11) andmap them to queues.

You canmapmultiple forwarding classes to a single queue using the class statement.

All forwarding classes mapped to a particular queuemust be of the same type, either

unicast or multicast. You cannot mix unicast andmulticast forwarding classes on the

same queue.

You cannot configure weighted random early detection (WRED) packet drop on

forwarding classes configured with the no-loss packet drop attribute. Do not associate

a drop profile with lossless forwarding classes.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwarding classesmapped to thequeuemust to the samequeuemust have
the same packet drop attribute (all of the forwarding classesmust be lossy,
or all of the forwarding classesmapped to a queuemust be lossless).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If youexplicitly configure the lossless forwardingclasses,
the trafficmappedto those forwardingclasses is treatedas lossy (besteffort)
traffic and does not receive lossless treatment.

If you are using Junos OS Release 12.3 or later, the default configuration is
the same as the default configuration for Junos OS Release 12.2, and the
default behavior is the same (the fcoeandno-loss forwarding classes receive

lossless treatment). However, if you explicitly configure lossless forwarding
classes, you can configure up to six lossless forwarding classes by specifying
the no-loss option. If you do not specify the no-loss option in an explicit

forwarding class configuration, the forwarding class is lossy. For example, if
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you explicitly configure the fcoe forwarding class and you do not include the

no-loss option, the fcoe forwarding class is lossy, not lossless.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Forwarding Classes on page 5505

• Understanding CoS Forwarding Classes on page 5354
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guaranteed-rate

Syntax guaranteed-rate (rate| percent percentage);

Hierarchy Level [edit class-of-service traffic-control-profiles traffic-control-profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a guaranteedminimum rate of transmission for a traffic control profile. The

sumof the guaranteed rates of all of the forwarding class sets (priority groups) on a port

should not exceed the total port bandwidth. The guaranteed rate also determines the

amount of excess (extra) port bandwidth that the priority group (forwarding class set)

can share. Extra port bandwidth is allocated among the priority groups on a port in

proportion to the guaranteed rate of each priority group.

NOTE: You cannot configure a guaranteed rate for a forwarding class set
(priority group) that includes strict-high priority queues. If the traffic control
profile is for a forwarding class set that contains strict-high priority queues,
do not configure a guaranteed rate.

Default If you do not specify a guaranteed rate, the guaranteed rate is zero (0) and there is no

minimum guaranteed bandwidth.

NOTE: If you do not configure a guaranteed rate for a traffic control profile,
the queues that belong to any forwarding class set (priority group) that uses
that traffic control profile cannot have a configured transmit rate. The result
is that there is nominimumguaranteedbandwidth for thosequeuesand that
those queues can be starved during periods of congestion.

Options percent percentage—Minimum percentage of transmission capacity allocated to the

forwarding class set or logical interface.

Range: 1 through 100 percent

rate—Minimumtransmission rateallocated to the forwarding class set or logical interface,

in bits per second (bps). You can specify a value in bits per second either as a

complete decimal number or as a decimal number followed by the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Understanding CoS Traffic Control Profiles on page 5381

• output-traffic-control-profile on page 5765

host-outbound-traffic

Syntax host-outbound-traffic {
forwarding-class class-name;
dscp-code-point code-point;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Allow queue selection for traffic generated by the Routing Engine (host). The selected

queuemust be configured properly. You can also configure specific DSCP code point

bits for the type of service (ToS) field of the generated packets. This configuration does

not affect transit packets or incoming packets. This is a global configuration that only

affectspacketsoriginatingon theRoutingEngine. If youdonot configureanoutputqueue

for host outbound traffic, the switch uses the default queuemapping.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 5683

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage5330
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ieee-802.1

Syntax ieee-802.1 classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Code-Point Alias
Configuration

ieee-802.1 alias-name bit-pattern;

Multidestination
Classifier

Configuration

ieee-802.1 classifier-name;

Interface Classifier
Association

ieee-802.1 (classifier-name | default);

Rewrite Rule
Configuration

ieee-802.1 rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy Level [edit class-of-service classifiers],
[edit class-of-service code-point-aliases],
[edit class-of-servicemulti-destination classifiers ],
[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],
[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an IEEE 802.1 classifier, configure an IEEE 802.1 code-point alias, apply a fixed

IEEE 802.1 classifier to an interface, or apply an IEEE-802.1 rewrite rule.

Options classifier-name—Name of the classifier.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Defining CoS Code-Point Aliases on page 5672

• Defining CoS Rewrite Rules on page 5693
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• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Classifiers on page 5334

• Understanding CoS Rewrite Rules on page 5414

ieee-802.1 (Input Congestion Notification)

Syntax ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configurean IEEE802.1 codepoint andapplypriority-based flowcontrol (PFC) topackets

with that code point.

Options The statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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ieee-802.1 (Output Congestion Notification)

Syntax ieee-802.1 {
code-point [ code-point-bits ] {
flow-control-queue [ queue | list-of-queues ];

}
}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configurean IEEE802.1 codepoint andapplypriority-based flowcontrol (PFC) topackets

with that code point on output queues.

Options The statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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import

Syntax import (import | default);

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name],
[edit class-of-service rewrite-rules (dscp | dscp-ipv6 | ieee-802.1) classifier-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a default or previously defined classifier.

Options import—Nameof theclassifiermappingconfiguredat the [editclass-of-serviceclassifiers]

hierarchy level.

default—Default classifier mapping.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 5495

• Defining CoS Rewrite Rules on page 5693

• Understanding CoS Classifiers on page 5334

• Understanding CoS Rewrite Rules on page 5414
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ingress (Buffer Configuration)

Syntax ingress {
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent;

}
percent percent;

}

Hierarchy Level [edit class-of-service shared-buffer]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure theglobal sharedbuffer pool allocation for ingress traffic. The systemallocates

the shared buffer pool dynamically across its ports as the ports require memory space.

Some buffer space is reserved for buffers such as dedicated buffers (buffers allocated

permanently to ports) and headroom buffers (buffers that help prevent packet loss on

lossless flows).

The percentage you specify is the percentage of available (user-configurable) buffer

space allocated to the global shared ingress buffer pool. If you allocate less than

100 percent of the available buffer space to the shared buffer pool, the remaining buffer

space is added to thededicatedbuffer pool. (Youcannotdirectly configure thededicated

buffer pool for each port; dedicated buffers are allocated evenly across all the ports.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

You can also partition the shared buffer pool to adjust the ingress buffer allocations for

different mixes of network traffic using the buffer-partition statement.

Default The default shared buffer percentage is 100 percent. (All available buffer space is

allocated to the shared buffer pool.)

Options percent percent—Percentage of available ingress buffer space allocated to the shared

buffer pool. If the percentage is less than 100 percent, the remaining buffer space is

allocated to the dedicated buffer pool.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

input (Congestion Notification)

Syntax input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure priority-based flow control (PFC) on incoming traffic.

Options The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885
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interfaces (Class of Service)

Syntax interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class lossless-forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1) (classifier-name | default);

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure interface-specific CoS properties for incoming packets.

Options interface-name—Name of the interface.

The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Unicast Classifiers on page 5495•

• Example: Configuring Forwarding Classes on page 5505

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Assigning CoS Components to Interfaces on page 5696

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Defining CoS Rewrite Rules on page 5693
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• Interfaces Overview on page 1839

interpolate

Syntax interpolate {
fill-level low-value fill-level high-value;
drop-probability 0 drop-probability high-value;

}

Hierarchy Level [edit class-of-service drop-profiles profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify values for interpolating the relationship between queue fill level and drop

probability.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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loss-priority (Classifiers)

Syntax loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name
forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configurepacket losspriority value for a specific setof code-point aliasesandbit patterns.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 5495

• Understanding CoS Classifiers on page 5334
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loss-priority (Drop Profiles)

Syntax loss-priority level protocol protocol drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure packet loss priority value for a drop profile mapped to a system drop profile.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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loss-priority (Rewrite Rules)

Syntax loss-priority level {
code-point (alias | bit-pattern);

}

Hierarchy Level [edit class-of-service rewrite-rules (dscp | dscp-ipv6 | ieee-802.1) rewrite-name
forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a loss priority towhich to apply a rewrite rule. The rewrite rule sets the code-point

aliases and bit patterns for a specific forwarding class and loss priority. Packets that

match the forwarding class and loss priority are rewritten with the rewrite code-point

alias or bit pattern.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Rewrite Rules on page 5693

• Understanding CoS Rewrite Rules on page 5414

5761Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



multi-destination

Syntax multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define amulticast CoS behavior aggregate (BA) classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 5498

• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Classifiers on page 5334
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mru

Syntax mrumru-value;

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1
code-point code-point-bits pfc]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the maximum receive unit (MRU) of the interface in bytes (incoming packet

sizes must be less than or equal to the MRU, or the packets are dropped). The system

uses theMRUand the cable length to calculate the amount of buffer headroom reserved

to support priority-based flow control (PFC). The lower the MRU and the shorter the

cable length, the less headroom buffer space is required for PFC.

NOTE: You can also set amaximum transmission unit (MTU) value (the
largest packet size the interface sends) for interfaces by including themtu

statement at the [edit interfaces interface-name] hierarchy level.

Default For priority 3 traffic, the default MRU value is 2500 bytes.

For priority 4 traffic, the default MRU value is 9612 bytes.

Options mru-value—Value of themaximum packet receive unit size in bytes (generally from 1500

to 9216 bytes, but there is no configuration restriction).

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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output (Congestion Notification)

Syntax output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure priority-based flow control (PFC) on output queues.

Options The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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output-traffic-control-profile

Syntax output-traffic-control-profile profile-name;

Hierarchy Level [edit class-of-service interfaces interface-name forwarding-class-set
forwarding-class-set-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Apply an output traffic scheduling and shaping profile to a forwarding class set (priority

group).

Options profile-name—Name of the traffic-control profile to apply to the specified forwarding

class set.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Assigning CoS Components to Interfaces on page 5696

• Understanding CoS Traffic Control Profiles on page 5381

5765Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



pfc (Input Congestion Notification)

Syntax pfc {
mrumru-value;

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1
code-point code-point-bits]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Enable and configure ingress interface priority-based flow control (PFC).

Options The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 5601

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 5593

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransitSwitch)onpage5584

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 5615

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 5427
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policy-options

Syntax policy-options
application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series.

Description Configure options such as application maps for DCBX application protocol exchange

and policy statements.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches

5767Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



priority (Schedulers)

Syntax priority priority;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the packet-scheduling drop priority value.

Options priority—It can be one of the following:

• low—Scheduler has low priority.

• strict-high—Scheduler has strict high priority. You can configure only one queue as a

strict-high priority queue. Strict-high priority allocates the scheduled bandwidth to the

queuebeforeanyotherqueue receivesbandwidth.Otherqueues receive thebandwidth

that remains after the strict-high queue has been serviced.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371
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priority-flow-control

Syntax priority-flow-control {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable autonegotiation of priority-based flow control (PFC) on one or more Ethernet

interfaces. Autonegotiation enables PFC on an interface only if the switch and the peer

device connected to the switch both support PFC and have the same PFC configuration.

Disabling autonegotiation on an interface forces the interface to use the PFC state

(enabledordisabled) that is configuredon theswitchby theconfigurationandassignment

of the congestion notification profile.

Options no-auto-negotiation—Disable automatic negotiation of PFC.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Configuring Priority-Based Flow Control for an EX Series Switch (CLI Procedure)

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• Understanding Priority-Based Flow Control

• Understanding DCB Features and Requirements on page 4795
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protocol (Drop Profile Map)

Syntax protocol protocol drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map loss-priority (low |
medium-high | high)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the protocol type for the specified drop profile.

Options protocol—Type of protocol. The protocol can be:

• any—Accept any protocol type.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Drop Profile Maps on page 5503

• Example: Configuring Tail-Drop Profiles on page 5501

• Understanding CoS Tail-Drop Profiles on page 5409
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queue-num

Syntax queue-num queue-number <no-loss>;

Hierarchy Level [edit class-of-service forwarding-classes class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Description Map a forwarding class to an output queue number. Optionally, configure the forwarding

class as a lossless forwarding class.

You canmap some or all of the eight unicast forwarding classes to a unicast queue (0

through 7) or some or all of the four multidestination (multicast, broadcast, destination

lookup fail) forwarding classes to the samemultidestination queue (8 through 11),

providing that you do notmap one forwarding class tomore than one queue. The queue

to which youmap a forwarding class determines if the forwarding class is a unicast or

multidestination forwarding class.

You cannot configure weighted random early detection (WRED) packet drop on

forwarding classes configured with the no-loss packet drop attribute. Do not associate

a drop profile with lossless forwarding classes.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwarding classesmapped to thequeuemust to the samequeuemust have
the same packet drop attribute (all of the forwarding classesmust be lossy,
or all of the forwarding classesmapped to a queuemust be lossless).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure lossless forwarding classes,
the trafficmappedto those forwardingclasses is treatedas lossy (besteffort)
traffic and does not receive lossless treatment.

If you are using Junos OS Release 12.3 or later, the default configuration is
the same as the default configuration for Junos OS Release 12.2, and the
default behavior is the same (the fcoeandno-loss forwarding classes receive

lossless treatment). However, if you explicitly configure lossless forwarding
classes, you can configure up to six lossless forwarding classes by specifying
the no-loss option. If you do not specify the no-loss option in an explicit

forwarding class configuration, the forwarding class is lossy. For example, if
you explicitly configure the fcoe forwarding class and you do not include the

no-loss option, the fcoe forwarding class is lossy, not lossless.
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Options queue-number—Number of the CoS unicast queue (0 through 7) or the CoS

multidestination queue (8 through 11).

no-loss—Optional packet drop attribute keyword to configure the forwarding class as

lossless.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Forwarding Classes on page 5505

• Understanding CoS Forwarding Classes on page 5354

rewrite-rules

Syntax rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority priority code-point (alias | bits);

}
}

}

Interface Association rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) rewrite-name;

}

Hierarchy Level [edit class-of-service],
[edit class-of-service interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

EXP statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure rewrite rules thatmap traffic to code points when traffic exits the system, and

apply the rewrite rules to a specific interface.

MPLSEXP rewrite rules canonly bebound to logical interfaces, not to physical interfaces.

You can configure as many EXP rewrite rules as you want, but you can use only 16 EXP

rewrite rules on switch interfaces at any given time.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Rewrite Rules on page 5693

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Understanding CoS Rewrite Rules on page 5414

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744
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rx-buffers

Syntax rx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to generate and send Ethernet PAUSEmessages. If you

enable the receive buffers to generate and send PAUSEmessages, when the receive

buffers reach a certain level of fullness, the interface sends a PAUSEmessage to the

connectedpeer. If the connectedpeer is properly configured, it stops transmitting frames

to the interface on the entire link. When the interface receive buffer empties below a

certain threshold, the interface sendsamessage to theconnectedpeer to resumesending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the rx-buffers statement with the

tx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to generate and send Ethernet PAUSEmessages.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

flow-control on page 2060•

• tx-buffers on page 2113
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• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

scheduler

Syntax scheduler scheduler-name;

Hierarchy Level [edit class-of-service scheduler-mapsmap-name forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Map a scheduler to a forwarding class using a scheduler map.

Options scheduler-name—Name of the scheduler to map to the forwarding class.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

scheduler-map

Syntax scheduler-mapmap-name;

Hierarchy Level [edit class-of-service traffic-control-profiles traffic-control-profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate a scheduler map with a traffic control profile.

Options map-name—Name of the scheduler map.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Traffic Control Profiles on page 5381

• Understanding CoS Output Queue Schedulers on page 5371
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scheduler-maps

Syntax scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a scheduler map name tomap a scheduler configuration to a forwarding class.

Options map-name—Name of the scheduler map.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

5775Copyright © 2014, Juniper Networks, Inc.

Chapter 63: Configuration



schedulers

Syntax schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low |medium-high | high)protocolprotocoldrop-profile
drop-profile-name;

priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage);

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify scheduler nameandparameter values suchminimumbandwidth (transmit-rate),

maximum bandwidth (shaping-rate), and priority (priority).

Options scheduler-name—Name of the scheduler.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Drop Profile Maps on page 5503

• Understanding CoS Output Queue Schedulers on page 5371
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shaping-rate

Syntax shaping-rate (rate | percent percentage);

Hierarchy Level [edit class-of-service schedulers scheduler-name],
[edit class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the shaping rate. The shaping rate throttles the rate of packet transmission

by setting amaximum bandwidth (rate in bits per second) or amaximum percentage of

bandwidth for a queue or a forwarding class set. You specify the maximum bandwidth

for a queue by using a scheduler map to associate a forwarding class (queue) with a

scheduler that has a configured shaping rate. You specify the maximum bandwidth for

a forwarding class set by setting the shaping rate for a traffic control profile, and then

applying the traffic control profile and a forwarding class set to an interface.

We recommend that you configure the shaping rate as an absolutemaximumusage and

not as additional usage beyond the configured transmit rate (the minimum guaranteed

bandwidth for a queue) or the configured guaranteed rate (the minimum guaranteed

bandwidth for a forwarding class set).

NOTE: When you set themaximum bandwidth (shaping-rate value) for a

queue or for a priority group at 100 Kbps or less, the traffic shaping behavior
is accurate only within +/– 20 percent of the configured shaping-rate value.

Default If you do not configure a shaping rate, the default shaping rate is 100 percent (all of the

available bandwidth), which is the equivalent of no rate shaping.

Options percent percentage—Shaping rate as a percentage of the available interface bandwidth.

Range: 1 through 100 percent

rate—Peak (maximum) rate, in bits per second (bps). You can specify a value in bits per

second either as a complete decimal number or as a decimal number followed by

the abbreviation k (1000), m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474•

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Understanding CoS Output Queue Schedulers on page 5371
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• Understanding CoS Traffic Control Profiles on page 5381
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shared-buffer

Syntax shared-buffer {
egress {
buffer-partition (lossless | lossy | multicast) {
percent percent

}
percent percent;

}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the global shared buffer pool allocation to ports. Shared buffers are a pool of

buffer space that the system can allocate dynamically across all of its ports as memory

space is needed. Some buffer space is reserved for dedicated buffers (buffers allocated

permanently to ports), headroom buffers (buffers that help prevent packet loss on

lossless flows), and other buffers.

Configure the way the system uses the available (user-configurable) buffer space by

setting the shared-buffer percentage for the ingress buffer pool and for the egress buffer

pool.

The percentage you specify is the percentage of available buffer space allocated to the

global shared ingressbuffer pool or to theglobal sharedegressbuffer pool. If youallocate

less than 100percentof theavailablebuffer space to thesharedbufferpool, the remaining

buffer space is added to the dedicated buffer pool. (You cannot directly configure the

dedicated buffer pool for each port; dedicated buffers are allocated evenly across all

the ports.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until the buffer reprogramming is complete.

You can also partition the ingress shared buffer pool and the egress shared buffer pool

toadjust thebuffer allocations fordifferentmixesofnetwork traffic (best-effort, lossless,

multicast) using the buffer-partition statement.

Options The statements are explained separately.
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Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

system-defaults

Syntax system-defaults {
classifiers exp classifier-name;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the global EXP classifier used on all interfaces to classify MPLS traffic.

Although you can configure as many EXP classifiers as you want, the switch uses only

one EXP classifier as a global MPLS classifier on all interfaces. All switch interfaces use

the EXP classifier specified as the system default to classify MPLS traffic.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Global MPLS EXP Classifier on page 3782

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 3783

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 3744

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344
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traceoptions (Class of Service)

Syntax traceoptions {
file filename <size size> <files number>
<world-readable | no-world-readable>;
flag flag <flag-modifier>;
no-remote-trace

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set class-of-service (CoS) tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file filename—Name of the file to receive the tracing operation output. Enclose the name

in quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• asynch—Trace asynchronous configuration processing.

• chassis-scheduler—Trace chassis stream scheduler processing.

• cos-adjustment—Trace CoS rate adjustments.

• dynamic—Trace dynamic CoS functions.

• hardware-database—Trace the chassis hardware database related processing.

• init—Trace initialization events.
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• performance-monitor—Trace performancemonitor countors.

• process—Trace configuration processing.

• restart—Trace restart processing.

• route-socket—Trace route-socket events.

• show—Trace show command servicing.

• snmp—Trace SNMP-related processing.

• util—Trace utilities.

The following are the global tracing options:

• all—Perform all tracing operations

• parse—Trace parser processing.

no-remote-trace—(Optional) Disable remote tracing.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (maximum is lower if 4 GB is not

supported on your system)

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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traffic-control-profiles

Syntax traffic-control-profiles profile-name {
guaranteed-rate (rate| percent percentage);
scheduler-mapmap-name;
shaping-rate (rate| percent percentage);

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure traffic shapingandschedulingprofiles for forwardingclass sets (priority groups)

to implement enhanced transmission selection (ETS) or for logical interfaces.

Options profile-name—Name of the traffic-control profile. This name is also used to specify an

output traffic control profile.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Forwarding Class Sets on page 5508

• Assigning CoS Components to Interfaces on page 5696

• output-traffic-control-profile on page 5765

• Understanding CoS Traffic Control Profiles on page 5381
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transmit-rate

Syntax transmit-rate (rate | percent percentage);

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the minimum transmission rate or percentage for a queue (forwarding class)

scheduler. The transmit rate also determines the amount of excess (extra) priority group

bandwidth that the queue can share. Extra priority group bandwidth is allocated among

the queues in the priority group in proportion to the transmit rate of each queue.

NOTE: The transmit-rate setting works only if you also configure the

guaranteed-rate in the traffic controlprofile that isattached to the forwarding
class set towhich the queue belongs. If you do not configure the guaranteed
rate, theminimum guaranteed rate for individual queues that you set using
the transmit-rate statement does not work. The sum of all queue transmit

rates in a forwarding class set should not exceed the traffic control profile
guaranteed rate.

NOTE: You cannot configure a transmit rate for strict-high priority queues.
Queues (forwarding classes) with a configured transmit rate cannot be
included in a forwarding class set that has strict-high priority queues.

NOTE: For transmit rates below 1 Gbps, we recommend that you configure
the transmit rate as a percentage instead of as a fixed rate. This is because
the system converts fixed rates into percentages andmay round small fixed
rates to a lower percentage. For example, a fixed rate of 350Mbps is rounded
down to 3 percent instead of 3.5 percent.

Default If you do not include this statement, the default scheduler transmission rate and buffer

size percentages for queues 0 through 11 are:
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Default MinimumGuaranteed BandwidthQueue Number

5%0 (best-effort)

01

02

35%3 (fcoe)

35%4 (no-loss)

05

06

5%7 (network control)

20%8 (mcast)

09

010

011

Configure schedulers if you want to change theminimum guaranteed bandwidth and

other queue characteristics.

Options rate—Minimum transmission rate for the queue, in bps. You can specify a value in

bits-per-second either as a complete decimal number or as a decimal number

followed by the abbreviation k (1000), m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps

percent percentage—Minimum percentage of transmission capacity allocated to the

queue. A percentage of zeromeans that there is nominimum bandwidth guarantee

for the queue.

Range: 0 through 100 percent

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371
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tx-buffers

Syntax tx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to respond to received Ethernet PAUSEmessages. If you

enable the transmit buffers to respond to PAUSEmessages, when the interface receives

a PAUSEmessage from the connected peer, the interface stops transmitting frames on

the entire link. When the receive buffer on the connected peer empties below a certain

threshold, the peer interface sends amessage to the paused interface to resume sending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the tx-buffers statement with the

rx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to respond to an Ethernet PAUSEmessage.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

flow-control on page 2060•

• rx-buffers on page 2103
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• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 5688

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 5689

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

unit

Syntax unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1) (classifier-name | default);

}
}

Hierarchy Level [edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to use the physical device.

Options logical-unit-number—Number of the logical unit.

Range: 0 through 16,385

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning CoS Components to Interfaces on page 5696

Configuration Statements (QFX Series Standalone Switches, QFabric SystemsOnly)

• application (Application Maps) on page 5788

• application (Applications) on page 5789

• application-map on page 5790

• application-maps on page 5791

• applications (Applications) on page 5792

• applications (DCBX) on page 5793

• code-point (Fibre Channel Interfaces) on page 5794

• dcbx on page 5795

• dcbx-version on page 5796

• destination-port (Applications) on page 5797
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• disable (DCBX) on page 5798

• ether-type on page 5799

• forwarding-class (Fibre Channel Interfaces) on page 5800

• ieee-802.1 (Fibre Channel Interfaces) on page 5802

• input (Fibre Channel Interfaces) on page 5803

• interface (DCBX) on page 5804

• protocol (Applications) on page 5805

• recommendation-tlv on page 5806

• rewrite-value (Fibre Channel Interfaces) on page 5807

application (ApplicationMaps)

Syntax application application-name {
code-points [ aliases ] [ bit-patterns ];

}

Hierarchy Level [edit policy-options application-maps application-map-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Add an application to an application map and define the application’s code points.

Options application-name—Name of the application.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application (Applications)

Syntax application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}

Hierarchy Level [edit applications]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure properties to define an application.

Options application-name—Name of the application.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-map

Syntax application-map application-map-name;

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify an application map to apply to an interface.

Options application-map-name—Name of the application map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 5082

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-maps

Syntax application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}

Hierarchy Level [edit policy-options]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an application map by specifying the applications that belong to the application

map.

Options application-map-name—Name of the application map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 5081

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (Applications)

Syntax applications {
application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define applications that DCBX advertises.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (DCBX)

Syntax applications {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series

Description Configure Data Center Bridging Capability Exchange protocol (DCBX) applications on

an interface.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•

• show dcbx neighbors on page 5177

• Understanding DCB Features and Requirements on page 4795
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code-point (Fibre Channel Interfaces)

Syntax code-point code-point-bits;

Hierarchy Level [editclass-of-service interfaces fibre-channel-interface-name rewrite-value input ieee-802.1]

Description Configure the IEEE 802.1p code point value assigned to all traffic received from the Fibre

Channel (FC) network on the specified FC interface (NP_Port). When native FC traffic

from the FC SAN arrives at the NP_Port interface, the NP_Port interface encapsulates it

in Ethernet to create FCoE packets before forwarding the traffic onto the FCoE network.

Instead of using the default value of priority 3 (code point 011) for the FCoE traffic, the

interface rewrites the IEEE 802.1p code point to the value specified in the rewrite value

code points.

After the code point value is rewritten, the interface forwards the traffic to the Ethernet

(FCoE) network. This works in conjunction with configuring a fixed classifier on the FC

interface. The fixed classifier maps all traffic from the FC network into one lossless

forwarding class (the lossless forwarding class must bemapped to the code point

specified in the rewrite value). Traffic mapped to the lossless forwarding class uses the

IEEE 802.1p priority specified by the code point bits in the rewrite value.

FCoE traffic typically uses priority 3 (IEEE code point 011). The QFX Series default

configuration uses IEEE 802.1p priority 3 for FCoE traffic. Rewriting the code point value

enables you to change the IEEE 802.1p priority of the FCoE traffic if the Ethernet network

uses a different priority than priority 3 (code point 011).

The system supports only one IEEE 802.1p code point value per FC interface. You cannot

configure more than one IEEE 802.1p rewrite value per FC interface. In addition, you can

specify only one rewrite value per local FCoE-FC gateway fabric; all interfaces in the local

fabric must use the same rewrite value. Attempting to configure FC interfaces in the

same local fabric with different rewrite values generates a commit error. You can specify

different rewrite values for interfaces that belong to different local FCoE-FC gateway

fabrics.

Options code-point-bits—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• forwarding-class (Fibre Channel Interfaces) on page 5800

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding CoS Classifiers on page 5334
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dcbx

Syntax dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Understanding DCB Features and Requirements on page 4795

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCB Features and Requirements on EX Series Switches

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)
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dcbx-version

Syntax dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set the DCBX version for the specified interface or interfaces.

QFX3500 switches come up in IEEE DCBXmode and then autonegotiate with the

connected peer to set the DCBX version.

QFabric system Node devices come up using DCBX version 1.01, and then autonegotiate

with the connected peer to set the DCBXmode.

Default The default DCBXmode is autonegotation.

Options auto-negotiate—Automatically negotiate the DCBX version with the connected peer.

ieee-dcbx—Force the interface to use IEEE DCBXmode, regardless of the peer

configuration.

dcbx-version-1.01—Force the interface to use version 1.01 DCBXmode, regardless of the

peer configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Understanding DCBX on page 4905
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destination-port (Applications)

Syntax destination-port port-value;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Transmission Control Protocol (TCP) or User DatagramProtocol (UDP) destination port

number, which combines with protocol to identify an application type. The Internet

Assigned Numbers Authority (IANA) assigns port numbers. See the IANA Service Name

and Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

for a list of assigned port numbers.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options port-value—Identifier for the port.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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disable (DCBX)

Syntax disable

Hierarchy Level [edit protocols dcbx]

[edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable Data Center Bridging Capability Exchange protocol (DCBX) on one or more

10-Gigabit Ethernet interfaces.

Default DCBX is enabled by default on all 10-Gigabit or higher Ethernet interfaces.

DCBX is enabledbydefault onall 10-Gigabit Ethernet interfacesonEX4500CEE-enabled

switches.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring DCBX Autonegotiation on page 5076

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)

• Understanding DCB Features and Requirements on page 4795

• Understanding DCB Features and Requirements on EX Series Switches
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ether-type

Syntax ether-type ether-type;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Two-octet field in an Ethernet frame that defines the protocol encapsulated in the frame

payload. See http://standards.ieee.org/develop/regauth/ethertype/eth.txt for a list of

Institute of Electrical and Electronics Engineers (IEEE) EtherTypes.

NOTE: To create a FIP application, use the EtherType 0x8914.

Options type—Identifier for the EtherType.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Understanding DCBX Application Protocol TLV Exchange on page 4915
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forwarding-class (Fibre Channel Interfaces)

Syntax forwarding-class lossless-forwarding-class-name;

Hierarchy Level [edit class-of-service interfaces fibre-channel-interface-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure a Layer 3 fixed classifier on a Fibre Channel (FC) interface. The fixed classifier

places all traffic received from the FC network into the specified forwarding class. The

forwardingclassmustbe lossless. (That is, the forwardingclassmustbeeither thedefault

fcoe or no-loss forwarding class, or the forwarding class must be configured with the

no-loss drop attribute.) If you attempt to specify a lossy forwarding class, the system

returns a commit error.

FCoE networks typically use priority 3 (IEEE code point 011) for FCoE traffic. The QFX

Series default configuration uses IEEE 802.1p priority 3 for FCoE traffic. If the IEEE 802.1p

code point value that the Ethernet network uses for FCoE traffic is different than code

point 3, you can rewrite the codepoint to the value used in your Ethernet (FCoE) network.

The lossless forwarding class specified in the fixed classifier uses the rewrite-value

statement as the IEEE 802.1p code point (priority) for FCoE traffic on the FCoE network.

To rewrite the code point value, include the rewrite-value input ieee code-point

code-point-bits statement at the [edit class-of-service interfaces fc-interface-name]

hierarchy level.

NOTE: If you are not using the default configuration (priority 3 for FCoE
traffic), the lossless forwarding class specified in the FC interface fixed
classifier must bemapped to the IEEE 802.1p code point specified in the
rewrite value statement.

In order to avoid fate sharing (separate flows that affect each other’s
throughput), the code point (priority) used for the lossless forwarding class
(the code point specified in the rewrite value statement) should be the only
code point classified to that forwarding class (at the [edit class-of-service

classifiers] hierarchy level). For example, if the rewrite value uses code point

101 for lossless FCoE forwarding class fcoe_fc1, then in the classifier
configuration attached to ingress Ethernet interfaces, code point 101 is the
only code point that should be classified to the fcoe_fc1 forwarding class.
Now if you also attach a classifier to an interface that maps code point 110
to forwarding class fcoe_fc1, then congestion on priority 110 unfairly (and
unintentionally) affects the FCoE traffic that uses priority 101. Both priorities
101 and 110 are classified into forwarding class fcoe_fc1, so the traffic from
both priorities shares the same fate.

Options lossless-forwarding-class-name—Name of the lossless forwarding class.
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Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding CoS Classifiers on page 5334
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ieee-802.1 (Fibre Channel Interfaces)

Syntax ieee-802.1 {
code-point code-point-bits;

}

Hierarchy Level [edit class-of-service interfaces fibre-channel-interface-name rewrite-value input]

Description Configure the IEEE 802.1p code point value to which all traffic received from the Fibre

Channel (FC) network on the specified FC interface is rewritten. After the code point

value is rewritten, the interface forwards the traffic to the Ethernet (FCoE) network. This

works in conjunction with configuring a fixed classifier on the FC interface. The fixed

classifier maps all traffic from the FC network into one lossless forwarding class (the

lossless forwarding class must bemapped to the code point specified in the rewrite

value). Traffic mapped to the lossless forwarding class uses the IEEE 802.1p priority

specified by the code point bits in the rewrite value.

FCoE networks typically use priority 3 (IEEE code point 011) for FCoE traffic. The QFX

Series default configuration uses IEEE 802.1p priority 3 for FCoE traffic. Rewriting the

code point value enables you to change the IEEE 802.1p priority of the FCoE traffic if the

Ethernet network uses a different priority than priority 3 (code point 011).

The system supports only one IEEE 802.1p code point value per FC interface. You cannot

configure more than one IEEE 802.1p rewrite value per FC interface. In addition, you can

specify only one rewrite value per local FCoE-FC gateway fabric; all interfaces in the local

fabric must use the same rewrite value. Attempting to configure FC interfaces in the

same local fabric with different rewrite values generates a commit error. You can specify

different rewrite values for interfaces that belong to different local FCoE-FC gateway

fabrics.

The statement is described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• forwarding-class (Fibre Channel Interfaces) on page 5800

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding CoS Classifiers on page 5334
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input (Fibre Channel Interfaces)

Syntax input {
ieee-802.1{
code-point code-point-bits;

}
}

Hierarchy Level [edit class-of-service interfaces fibre-channel-interface-name rewrite-value]

Description Configure the IEEE 802.1p code point value to which all traffic received from the Fibre

Channel (FC) network on the specified FC interface is rewritten. After the code point

value is rewritten, the interface forwards the traffic to the Ethernet (FCoE) network. This

works in conjunction with configuring a fixed classifier on the FC interface. The fixed

classifier maps all traffic from the FC network into one lossless forwarding class (the

lossless forwarding class must bemapped to the code point specified in the rewrite

value). Traffic mapped to the lossless forwarding class uses the IEEE 802.1p priority

specified by the code point bits in the rewrite value.

FCoE networks typically use priority 3 (IEEE code point 011) for FCoE traffic. The QFX

Series default configuration uses IEEE 802.1p priority 3 for FCoE traffic. Rewriting the

code point value enables you to change the IEEE 802.1p priority of the FCoE traffic if the

Ethernet network uses a different priority than priority 3 (code point 011).

The system supports only one IEEE 802.1p code point value per FC interface. You cannot

configure more than one IEEE 802.1p rewrite value per FC interface. In addition, you can

specify only one rewrite value per local FCoE-FC gateway fabric; all interfaces in the local

fabric must use the same rewrite value. Attempting to configure FC interfaces in the

same local fabric with different rewrite values generates a commit error. You can specify

different rewrite values for interfaces that belong to different local FCoE-FC gateway

fabrics.

The statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• forwarding-class (Fibre Channel Interfaces) on page 5800

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding CoS Classifiers on page 5334
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interface (DCBX)

Syntax interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for the EX Series switches.

Mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties on an interface.

Options interface-name—Name of the interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 4795

• Understanding DCB Features and Requirements on EX Series Switches

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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protocol (Applications)

Syntax protocol (tcp | udp);

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Networkingprotocol type,whichcombineswithdestination-port to identify anapplication

type.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options tcp—Transmission Control Protocol

udp—User Datagram Protocol

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 5079

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 4915

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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recommendation-tlv

Syntax recommendation-tlv {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface interface-name enhanced-transmission-selection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Disable or enable DCBX to send the ETS Recommendation TLV (also known as the

Information TLV) on egress. This feature is valid only if the interface DCBXmode is IEEE

DCBX. If the interface DCBXmode is DCBX version 1.01, this statement has no effect.

(DCBX version 1.01 does not advertise separate TLVs for individual attributes.)

Default DCBX-enabled interfaces send the ETS recommendation TLV unless it is disabled.

Options no-auto-negotiation—Disable sending of the ETS recommendation TLV.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 5177

• Configuring DCBX Autonegotiation on page 5076
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rewrite-value (Fibre Channel Interfaces)

Syntax rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}

Hierarchy Level [edit class-of-service interfaces fibre-channel-interface-name]

Description Configure the IEEE 802.1p code point value (priority) for all traffic received from the Fibre

Channel (FC) network on the specified FC interface. Instead of using the default priority

3 (011) for FCoE traffic, the priority is rewritten to the specified priority before being

forwarded. Thisworks in conjunctionwith configuringa fixedclassifier on theFC interface.

The fixed classifier maps all traffic from the FC network into one lossless forwarding

class (the lossless forwarding class must bemapped to the code point specified in the

rewrite value). Traffic mapped to the lossless forwarding class uses the IEEE 802.1p

priority specified by the code point bits in the rewrite value.

FCoE traffic typically uses priority 3 (IEEE code point 011). The QFX Series default

configuration uses IEEE 802.1p priority 3 for FCoE traffic. Rewriting the code point value

enables you to change the IEEE 802.1p priority of the FCoE traffic if the Ethernet network

uses a different priority than priority 3 (code point 011) for FCoE traffic.

The system supports only one IEEE 802.1p code point value per FC interface, so you

cannot configure more than one IEEE 802.1p rewrite value per FC interface. In addition,

you can specify only one rewrite value per local FCoE-FC gateway fabric; all interfaces

in the local fabricmust use the same rewrite value. Attempting to configure FC interfaces

in the same local fabric with different rewrite values generates a commit error. You can

specify different rewrite values for interfaces that belong to different local FCoE-FC

gateway fabrics.

NOTE: In order to avoid fate sharing (separate flows that affect each others’
throughput), the code point used for the rewrite value should be the only
code point used for the lossless FCoE forwarding class (the forwarding class
used for the fixed classifier on the Fibre Channel interface). When you
configure classifiers for ingress Ethernet interfaces, map only the rewrite
value code point to the forwarding class.

For example, if the rewrite value uses code point 101 for lossless FCoE
forwarding class fcoe_fc1, then in the classifier configuration attached to
ingress Ethernet interfaces, code point 101 is the only code point that should
be classified to the fcoe_fc1 forwarding class. Now if you also attach a
classifier toan interface thatmapscodepoint 110 to forwardingclass fcoe_fc1,
thencongestiononpriority 110unfairly (andunintentionally)affects theFCoE
traffic that uses priority 101. Both priorities 101 and 110 are classified into
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forwarding class fcoe_fc1, so the traffic from both priorities shares the same
fate.

The remaining statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• forwarding-class (Fibre Channel Interfaces) on page 5800

• Example: Configuring IEEE 802.1p Priority Remapping on an FCoE-FC Gateway on

page 5631

• UnderstandingCoSIEEE802.1pPriorityRemappingonanFCoE-FCGatewayonpage5446

• Understanding CoS Classifiers on page 5334
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CHAPTER 64

Administration

• Routine Monitoring on page 5809

• Operational Commands on page 5815

RoutineMonitoring

• Monitoring CoS Classifiers on page 5809

• Monitoring CoS Forwarding Classes on page 5810

• Monitoring Interfaces That Have CoS Components on page 5811

• Monitoring CoS Rewrite Rules on page 5812

• Monitoring CoS Scheduler Maps on page 5813

• Monitoring CoS Value Aliases on page 5814

Monitoring CoS Classifiers

Purpose Display themappingof incomingCoSvalues to forwarding class and losspriority for each

classifier.

Action Tomonitor CoS classifiers in the CLI, enter the CLI command:

user@switch> show class-of-service classifier

Tomonitor a particular classifier in the CLI, enter the CLI command:

user@switch> show class-of-service classifier name classifier-name

Tomonitor a particular type of classifier in the CLI, enter the CLI command:

user@switch> show class-of-service classifier type classifier-type

Meaning Table 523 on page 5809 summarizes key output fields for CoS classifiers.

Table 523: Summary of Key CoS Classifier Output Fields

ValuesField

Name of a classifier.Classifier
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Table 523: Summary of Key CoS Classifier Output Fields (continued)

ValuesField

Type of classifier:

• dscp—All classifiers of the DSCP type.

• ieee-802.1—All classifiers of the IEEE 802.1 type.

• ieee-mcast—All classifiers of the IEEE 802.1 multicast type.

Code point type

Internal index of the classifier.Index

DSCP or IEEE 802.1 code point value of the incoming packets, in bits. These
values are used for classification.

Code point

Nameof the forwarding class that the classifier assigns to an incoming packet.
This class affects the forwarding and scheduling policies that are applied to
the packet as it transits the switch.

Forwarding Class

Loss priority value that the classifier assigns to the incoming packet based on
its code point value.

Loss Priority

Related
Documentation

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 5673•

• DefiningCoSMultidestination (Multicast, Broadcast, DLF) BAClassifiers on page 5675

Monitoring CoS Forwarding Classes

Purpose Use themonitoring functionality toviewthecurrentassignmentofCoS forwardingclasses

to queue numbers on the system.

Action Tomonitor CoS forwarding classes in the CLI, enter the following CLI command:

user@switch> show class-of-service forwarding-class

Meaning Table 524 on page 5811 summarizes key output fields for CoS forwarding classes.
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Table 524: Summary of Key CoS Forwarding Class Output Fields

ValuesField

Names of forwarding classes assigned to queue numbers. By default, the
following unicast forwarding classes are assigned to queues 0, 3, 4, and 7,
respectively:

• best-effort—Provides no special CoS handling of packets. Loss priority is
typically not carried in a CoS value.

• fcoe—Provides guaranteed delivery for Fibre Channel over Ethernet (FCoE)
traffic.

• no-loss—Provides guaranteed delivery for TCP lossless traffic

• network-control—Packets can be delayed but not dropped.

Bydefault, the followingmultidestination forwardingclass isassigned toqueue
8:

• mcast—Provides no special CoS handling of packets.

Forwarding Class

Queue number corresponding to the forwarding class name.

By default, four queues (0, 3, 4, and 7) are assigned to unicast forwarding
classes and one queue (8) is assigned to amultidestination forwarding class.

Queue

Packet drop attribute associated with each forwarding class:

• Disabled—The forwarding class is configured for lossy transport (packets
might drop during periods of congestion)

• Enabled—The forwarding class is configured for lossless transport

NOTE: To achieve lossless transport, you must ensure that priority-based
flow control (PFC) andDCBX are properly configured on the lossless priority
(IEEE 802.1p code point), and that sufficient port bandwidth is reserved for
the lossless traffic flows.

No-Loss

Related
Documentation

Defining CoS Forwarding Classes on page 5677•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

Monitoring Interfaces That Have CoS Components

Purpose Use themonitoring functionality todisplaydetailsabout thephysical and logical interfaces

and the CoS components assigned to them.

Action Tomonitor interfaces that have CoS components in the CLI, enter the command:

user@switch> show class-of-service interface

Tomonitor a specific interface in the CLI, enter the command:

user@switch> show class-of-service interface interface-name

Meaning Table 525 on page 5812 summarizes key output fields for CoS interfaces.
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Table 525: Summary of Key CoS Interfaces Output Fields

ValuesField

Name of a physical interface to which CoS components are assigned.Physical interface

Index of this interface or the internal index of a specific object.Index

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use

Name of the scheduler map associated with this interface.Scheduler map

Status of congestion notification (enabled or disabled).Congestion-notification

(Fibre Channel NP_Port interfaces only) IEEE 802.1p code point (priority) the
interface assigns to incoming Fibre Channel (FC) traffic when the interface
encapsulates the FC traffic in Ethernet before forwarding it onto the FCoE
network.

Rewrite Input IEEE Code-point

Nameof a logical interface on thephysical interface towhichCoScomponents
are assigned.

Logical Interface

Category of an object—for example, classifier, scheduler-map, or rewrite.Object

Name of the object—for example, ba-classifier.Name

Type of the object—for example, ieee8021p for a classifier.Type

Related
Documentation

Assigning CoS Components to Interfaces on page 5696•

Monitoring CoS Rewrite Rules

Purpose Use themonitoring functionality to display information about CoS value rewrite rules,

which are based on the forwarding class and loss priority.

Action Tomonitor CoS rewrite rules in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule

Tomonitor a particular rewrite rule in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule name rewrite-rule-name

Tomonitor aparticular typeof rewrite rule (for example,DSCP,DSCP IPv6, or IEEE-802.1)

in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule type rewrite-rule-type
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Meaning Table 526 on page 5813 summarizes key output fields for CoS rewrite rules.

Table 526: Summary of Key CoS Rewrite Rule Output Fields

ValuesField

Name of the rewrite rule.Rewrite rule

Rewrite rule type:

• dscp—For IPv4 DiffServ traffic.

• dscp-ipv6—For IPv6 Diffserv traffic.

• ieee-802.1—For Layer 2 traffic.

Code point type

Internal index for the rewrite rule.Index

Nameof the forwarding class that is used to determineCoS values for rewriting
in combination with loss priority.

Rewrite rulesareapplied toCoSvalues inoutgoingpacketsbasedon forwarding
class and loss priority setting.

Forwarding class

Level of loss priority that is used to determine CoS values for rewriting in
combination with forwarding class.

Loss priority

Rewrite code point value.Code point

Related
Documentation

Defining CoS Rewrite Rules on page 5693•

Monitoring CoS Scheduler Maps

Purpose Use themonitoring functionality to display assignments of CoS forwarding classes to

schedulers.

Action Tomonitor CoS scheduler maps in the CLI, enter the CLI command:

user@switch> show class-of-service scheduler-map

Tomonitor a specific scheduler map in the CLI, enter the CLI command:

user@switch> show class-of-service scheduler-map scheduler-map-name

Meaning Table 527 on page 5813 summarizes key output fields for CoS scheduler maps.

Table 527: Summary of Key CoS Scheduler Maps Output Fields

ValuesField

Name of the scheduler map.Scheduler map

Index of a specific object—scheduler maps, schedulers, or drop profiles.Index
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Table 527: Summary of Key CoS Scheduler Maps Output Fields (continued)

ValuesField

Name of the scheduler.Scheduler

Names of the forwarding classes to which the scheduler is assigned.Forwarding class

Configured transmit rate of the scheduler as a percentage of the total interface
bandwidth.

Transmit rate

Scheduling priority of a queue:

• strict-highorhigh—Packets in thisqueueare transmitted first.Onlyonequeue
can be configured as strict-high or high.

• low—Packets in this queue are transmitted after packets in the strict-high
queue.

Priority

Name and index of a drop profile that is assigned to a specific loss priority and
protocol pair.

Drop Profiles

Drop profile associated with each packet loss priority. You can configure
different drop profiles for low,medium-high, and high loss priority traffic.

Loss Priority

Transport protocol of the drop profile for the particular priority.Protocol

Name of the drop profile.Name

Related
Documentation

Defining CoS Queue Schedulers on page 5679•

Monitoring CoS Value Aliases

Purpose Use themonitoring functionality to display information about the CoS value aliases that

the system is currently using to represent DSCP and IEEE 802.1p code point bits.

Action Tomonitor CoS value aliases in the CLI, enter the CLI command:

user@switch> show class-of-service code-point-aliases

Tomonitor a specific type of code-point alias (for example, DSCP or IEEE 802.1) in the

CLI, enter the CLI command:

user@switch> show class-of-service code-point-aliases ieee-802.1

Meaning Table 528 on page 5815 summarizes key output fields for CoS value aliases.
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Table 528: Summary of Key CoS Value Alias Output Fields

ValuesField

Type of the CoS value:

• dscp—Examines Layer 3 packet headers for IP packet classification.

• ieee-802.1—Examines Layer 2 packet headers for packet classification.

Code point type

Name given to a set of bits—for example, af11 is a name for bits 001010.Alias

Set of bits associated with the alias.Bit pattern

Related
Documentation

Defining CoS Code-Point Aliases on page 5672•

Operational Commands

• show class-of-service

• show class-of-service classifier

• show class-of-service code-point-aliases

• show class-of-service congestion-notification

• show class-of-service drop-profile

• show class-of-service forwarding-class

• show class-of-service forwarding-class-set

• show class-of-service forwarding-table

• show class-of-service forwarding-table classifier

• show class-of-service forwarding-table classifier mapping

• show class-of-service forwarding-table drop-profile

• show class-of-service forwarding-table rewrite-rule

• show class-of-service forwarding-table rewrite-rule mapping

• show class-of-service forwarding-table scheduler-map

• show class-of-service interface

• show class-of-service multi-destination

• show class-of-service rewrite-rule

• show class-of-service scheduler-map

• show class-of-service shared-buffer

• show class-of-service traffic-control-profile

• show dcbx

• show dcbx neighbors

• show interfaces queue

• show pfe next-hop
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• show pfe route

• show pfe terse

• show pfe version
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show class-of-service

Syntax show class-of-service

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the class-of-service (CoS) information.

Required Privilege
Level

view

Related
Documentation

Monitoring CoS Value Aliases on page 5814•

• Monitoring CoS Classifiers on page 5809

• Monitoring CoS Forwarding Classes on page 5810

• Monitoring Interfaces That Have CoS Components on page 5811

• Monitoring CoS Scheduler Maps on page 5813

• Monitoring CoS Rewrite Rules on page 5812

List of Sample Output show class-of- service on page 5818

Output Fields Table 529 on page 5817 lists the output fields for the show class-of-service command.

Output fields are listed in the approximate order in which they appear.

Table 529: show class-of-service Output Fields

Level of OutputField DescriptionField Name

All levelsThe forwarding class configuration:

• Forwarding class—Name of the forwarding class.

• ID—Forwarding class ID.

• Queue—Queue number.

Forwarding class

All levelsThe type of code-point alias:

• dscp—Aliases for DiffServ code point (DSCP) values.

• ieee–802.1—Aliases for IEEE 802.1p values.

Code point type

All levelsNames given to CoS values.Alias

All levelsSet of bits associated with an alias.Bit pattern

All levelsName of the classifier.Classifier

All levelsCode-point values.Code point

All levelsLoss priority assigned to specific CoS values and aliases of the classifier.Loss priority

All levelsName of the rewrite rule if one has been configured.Rewrite rule
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Table 529: show class-of-service Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the drop profile.Drop profile

All levelsType of drop profile. QFX Series supports only the discrete type of drop-profile.Type

All levelsPercentage of queue buffer fullness in a drop profile at which packets begin to
drop during periods of congestion.

Fill level

All levelsName of the scheduler map.Scheduler map

All levelsName of the scheduler.Scheduler

All levelsTransmission rate of the scheduler.Transmit rate

All levelsDelay buffer size in the queue.Buffer size

All levelsDrop profiles configured for the specified scheduler.Drop profiles

All levelsTransport protocol corresponding to the drop profile.Protocol

All levelsName of the drop profile.Name

All levelsNumber of queues that can be configured on the interface.Queues supported

All levelsNumber of queues currently configured.Queues in use

All levelsName of the physical interface.Physical interface

All levelsName of the scheduler map.Scheduler map

All levelsEnabled if a congestion notification profile is applied to the interface; disabled
if no congestion notification profile is applied to the interface.

Congestion-notification

Name of the forwarding class set (priority group).Forwarding class set

All levelsInternal index of an object.Index

Sample Output

show class-of- service

user@switch> show class-of-service
Forwarding class                       ID      Queue  
  best-effort                           0       0     
  fcoe                                  1       3     
  no-loss                               2       4     
  network-control                       3       7     
  mcast                                 8       8     

Code point type: dscp
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  Alias              Bit pattern
  af11               001010
  af12               001100
  ...                ...

Code point type: ieee-802.1
  Alias              Bit pattern
  af11               100
  ...                ...

Classifier: dscp-default, Code point type: dscp, Index: 7
  Code point         Forwarding class                    Loss priority
  000000             best-effort                         low
  000001             best-effort                         low
  ...                ...                                 ...          

Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 11
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low
  001                best-effort                         low
  010                best-effort                         low
  011                fcoe                                low
  100                no-loss                             low
  101                best-effort                         low
  110                network-control                     low
  111                network-control                     low

Drop profile:<default-drop-profile>, Type: discrete, Index: 1
  Fill level    
         100

Scheduler map: <default>, Index: 2

  Scheduler: <default-be>, Forwarding class: best-effort, Index: 21
    Transmit rate: 5 percent, Rate Limit: none, Buffer size: 5 percent, Buffer 
Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-fcoe>, Forwarding class: fcoe, Index: 50
    Transmit rate: 35 percent, Rate Limit: none, Buffer size: 35 percent, Buffer
 Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-noloss>, Forwarding class: no-loss, Index: 51
    Transmit rate: 35 percent, Rate Limit: none, Buffer size: 35 percent, Buffer
 Limit: none,
    Priority: low
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    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-nc>, Forwarding class: network-control, Index: 23
    Transmit rate: 5 percent, Rate Limit: none, Buffer size: 5 percent, Buffer 
Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-mcast>, Forwarding class: mcast, Index: 49
    Transmit rate: 20 percent, Rate Limit: none, Buffer size: 20 percent, Buffer
 Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>        

Physical interface: xe-0/0/0, Index: 129
Queues supported: 12, Queues in use: 12
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

Physical interface: xe-0/0/1, Index: 130
Queues supported: 12, Queues in use: 12
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

...             ...              ...

Forwarding class set: lan-fcset, Type: normal-type, Forwarding class set index: 
7
  Forwarding class                             Index    
  best-effort                                    0   
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show class-of-service classifier

Syntax show class-of-service classifier
<name name>
<type dscp | type dscp-ipv6 | type exp | type ieee-802.1 | type inet-precedence>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each class-of-service (CoS) classifier, display the mapping of code point value to

forwarding class and loss priority.

Options none—Display all classifiers.

name name—(Optional) Display named classifier.

type dscp—(Optional) Display all classifiers of the Differentiated Services code point

(DSCP) type.

type dscp-ipv6—(Optional) Display all classifiers of the DSCP for IPv6 type.

type exp—(Optional) Display all classifiers of the MPLS experimental (EXP) type.

type ieee-802.1—(Optional) Display all classifiers of the ieee-802.1 type.

type inet-precedence—(Optional) Display all classifiers of the inet-precedence type.

Required Privilege
Level

view

List of Sample Output show class-of-service classifier type ieee-802.1 on page 5822
show class-of-service classifier type ieee-802.1 (QFX Series) on page 5822

Output Fields Table530onpage5821describes theoutput fields for the showclass-of-serviceclassifier

command. Output fields are listed in the approximate order in which they appear.

Table 530: show class-of-service classifier Output Fields

Field DescriptionField Name

Name of the classifier.Classifier

Typeof the classifier: exp (not onEXSeries switch),dscp,dscp-ipv6
(not on EX Series switch), ieee-802.1, or inet-precedence.

Code point type

Internal index of the classifier.Index

Code point value used for classificationCode point

Classification of a packet affecting the forwarding, scheduling, and
marking policies applied as the packet transits the router.

Forwarding class
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Table 530: show class-of-service classifier Output Fields (continued)

Field DescriptionField Name

Loss priority value used for classification. For most platforms, the
value is high or low. For some platforms, the value is high,
medium-high,medium-low, or low.

Loss priority

Sample Output

show class-of-service classifier type ieee-802.1

user@host> show class-of-service classifier type ieee-802.1
Classifier: ieee802.1-default, Code point type: ieee-802.1, Index: 3
Code Point         Forwarding Class                  Loss priority
  000              best-effort                         low         
  001              best-effort                         high        
  010              expedited-forwarding                low         
  011              expedited-forwarding                high        
  100              assured-forwarding                  low         
  101              assured-forwarding                  medium-high 
  110              network-control                     low         
  111              network-control                     high        

Classifier: users-ieee802.1, Code point type: ieee-802.1
  Code point         Forwarding class                    Loss priority
  100                expedited-forwarding                low 

show class-of-service classifier type ieee-802.1 (QFX Series)

user@switch> show class-of-service classifier type ieee-802.1
Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 11
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                best-effort                         low         
  010                best-effort                         low         
  011                fcoe                                low         
  100                no-loss                             low         
  101                best-effort                         low         
  110                network-control                     low         
  111                network-control                     low         

Classifier: ieee-mcast, Code point type: ieee-802.1, Index: 46
  Code point         Forwarding class                    Loss priority
  000                mcast                               low         
  001                mcast                               low         
  010                mcast                               low         
  011                mcast                               low         
  100                mcast                               low         
  101                mcast                               low         
  110                mcast                               low         
  111                mcast                               low    
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show class-of-service code-point-aliases

Syntax show class-of-service code-point-aliases
<dscp | dscp-ipv6 | exp | ieee-802.1 | inet-precedence>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the mapping of class-of-service (CoS) code point aliases to corresponding bit

patterns.

Options none—Display code point aliases of all code point types.

dscp—(Optional) Display Differentiated Services code point (DSCP) aliases.

dscp-ipv6—(Optional) Display IPv6 DSCP aliases.

exp—(Optional) Display MPLS EXP code point aliases.

ieee-802.1—(Optional) Display IEEE-802.1 code point aliases.

inet-precedence—(Optional) Display IPv4 precedence code point aliases.

Required Privilege
Level

view

List of Sample Output show class-of-service code-point-aliases exp on page 5824

Output Fields Table 531 on page 5823 describes the output fields for the show class-of-service

code-point-aliases command. Output fields are listed in the approximate order in which

they appear.

Table 531: show class-of-service code-point-aliases Output Fields

Field DescriptionField Name

Typeof thecodepointsdisplayed:dscp,dscp-ipv6 (notonEXSeries
switch), exp (not on EXSeries switch or theQFXSeries), ieee-802.1,
or inet-precedence (not on the QFX Series).

Code point type

Alias for a bit pattern.Alias

Bit pattern for which the alias is displayed.Bit pattern
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Sample Output

show class-of-service code-point-aliases exp

user@host> show class-of-service code-point-aliases exp
Code point type: exp
  Alias              Bit pattern
  af11               100            
  af12               101            
  be                 000            
  be1                001            
  cs6                110            
  cs7                111            
  ef                 010            
  ef1                011            
  nc1                110            
  nc2                111 
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show class-of-service congestion-notification

Syntax show class-of-service congestion-notification

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display whether priority-based flow control (PFC) is enabled for each IEEE 802.1p code

point.

Options none—Display the PFC state for all IEEE 802.1p code points.

Required Privilege
Level

view

Related
Documentation

show class-of-service interface on page 5850•

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Troubleshooting Dropped FCoE Traffic on page 5279

Output Fields Table 532 on page 5825 describes the output fields for the show class-of-service

congestion-notification command. Output fields are listed in the approximate order in

which they appear.

Table 532: show class-of-service congestion-notification Output Fields

Field DescriptionField Name

Type of interfaces on which congestion notification is applied. Congestion notification is applied on
input interfaces.

Type

Index of this congestion notification profile.Index

Name of the congestion notification profile.Name

Length of the attached physical cable in meters. The default value is 100meters.Cable Length

IEEE 802.1p code point.Priority

State of PFC for the corresponding code point, either enabled or disabled.PFC

Maximum receive unit of the interface in bytes. (Incoming traffic that exceeds the MRU size of an
interface is dropped.) The default values are:

• 2500 bytes for priority 3 traffic

• 9216 bytes for priority 4 traffic

NOTE: If you configure flow control on a priority that is not one of the default flow control priorities,
the default MRU value is 2500 bytes. For example, if you configure flow control on priority 5 and you
do not configure an MRU value, the default MRU value is 2500 bytes.

MRU

5825Copyright © 2014, Juniper Networks, Inc.

Chapter 64: Administration



Table 532: show class-of-service congestion-notification Output Fields (continued)

Field DescriptionField Name

Outputqueuemapping to IEEE802.1pcodepoints (priorities). Explicit outputqueue toprioritymapping
overwrites the default configuration, and only explicitly mapped queues are displayed in the output.
Flow control is only enabled on a queue when you enable PFC on the corresponding priority in the
input stanza of the congestion notification profile.

Flow-Control-Queues

Sample Output

show class-of-service congestion-notification

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Enabled      9216 
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100                                   
               4
  101 
               5
  110 
               6
  111 
               7

Name: fcoe_p3_p5_cnp, Index: 46484
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
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  011 
               3
  101 
               5
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show class-of-service drop-profile

Syntax show class-of-service drop-profile
<profile-name profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display data points for each class-of-service (CoS) random early detection (RED) drop

profile.

Options none—Display all drop profiles.

profile-name profile-name—(Optional) Display the specified profile only.

Required Privilege
Level

view

List of Sample Output show class-of-service drop-profile on page 5829
show class-of-service drop-profile (EX4200 Switch) on page 5829
show class-of-service drop-profile (EX8200 Switch) on page 5829

Output Fields Table533onpage5828describestheoutput fields for theshowclass-of-servicedrop-profile

command. Output fields are listed in the approximate order in which they appear.

Table 533: show class-of-service drop-profile Output Fields

Field DescriptionField Name

Name of a drop profile.Drop profile

Type of drop profile:

• discrete (default)

• interpolated (EX8200 switches only)

Type

Internal index of this drop profile.Index

Percentage fullness of a queue.Fill Level

Drop probability at this fill level.Drop probability
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Sample Output

show class-of-service drop-profile

user@host> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: user-drop-profile, Type: interpolated, Index: 2989
  Fill level    Drop probability
           0                   0
           1                   1
           2                   2
           4                   4
           5                   5
           6                   6
           8                   8
          10                  10
          12                  15
          14                  20
          15                  23
        ... 64 entries total
          90                  96
          92                  96
          94                  97
          95                  98
          96                  98
          98                  99
          99                  99
         100                 100

show class-of-service drop-profile (EX4200 Switch)

user@switch> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level
         100
Drop profile: dp1, Type: discrete, Index: 40496
  Fill level
          10

show class-of-service drop-profile (EX8200 Switch)

user@switch> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: dp1, Type: interpolated, Index: 40496
  Fill level    Drop probability
           0                   0
           1                  80
           2                  90
           4                  90
           5                  90
           6                  90
           8                  90
          10                  90
          12                  91
          14                  91
          15                  91
          16                  91
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          18                  91
          20                  91
          22                  92
          24                  92
          25                  92
          26                  92
          28                  92
          30                  92
          32                  93
          34                  93
          35                  93
          36                  93
          38                  93
          40                  93
          42                  94
          44                  94
          45                  94
          46                  94
          48                  94
          49                  94
          51                  95
          52                  95
          54                  95
          55                  95
          56                  95
          58                  95
          60                  95
          62                  96
          64                  96
          65                  96
          66                  96
          68                  96
          70                  96
          72                  97
          74                  97
          75                  97
          76                  97
          78                  97
          80                  97
          82                  98
          84                  98
          85                  98
          86                  98
          88                  98
          90                  98
          92                  99
          94                  99
          95                  99
          96                  99
          98                  99
          99                  99
         100                 100
Drop profile: dp2, Type: discrete, Index: 40499
  Fill level    Drop probability
          10                   5
          50                  50
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show class-of-service forwarding-class

Syntax show class-of-service forwarding-class

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about forwarding classes, including the mapping of forwarding

classes to queue numbers.

Required Privilege
Level

view

Related
Documentation

Example: Configuring CoS on EX Series Switches•

• Monitoring CoS Forwarding Classes

• Defining CoS Forwarding Classes (CLI Procedure)

• Configuring CoS Traffic Classification for Ingress Queuing on Oversubscribed Ports on

EX8200 Line Cards (CLI Procedure)

List of Sample Output show class-of-service forwarding-class on page 5832
show class-of-service forwarding-class (EX8200 Switch) on page 5832
show class-of-service forwarding-class (QFX Series) on page 5832

Output Fields Table 534 on page 5831 describes the output fields for the show class-of-service

forwarding-class command. Output fields are listed in the approximate order in which

they appear.

Table 534: show class-of-service forwarding-class Output Fields

Field DescriptionField Name

Name of the forwarding class.Forwarding class

Forwarding class identifier.ID

CoS queuemapped to the forwarding class.Queue

Not supported on EX Series switches or the QFX Series and can be
ignored.

Policing priority

(EX8200 switches only) Fabric priority for the forwarding class,
either high or low. Determines the priority of packets entering the
switch fabric.

Fabric priority
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Table 534: show class-of-service forwarding-class Output
Fields (continued)

Field DescriptionField Name

(QFX Series only) Packet loss attribute to differentiate lossless
forwarding classes from lossy forwarding classes:

• Disabled—Lossless transport is not configured on the forwarding
class (packet drop attribute is drop).

• Enabled—Lossless transport is configuredon the forwardingclass
(packet drop attribute is no-loss).

No-Loss

Sample Output

show class-of-service forwarding-class

user@switch> show class-of-service forwarding-class
Forwarding class               ID                      Queue  Policing priority
  best-effort                        0                       0           normal
  expedited-forwarding               1                       5           normal
  assured-forwarding                 2                       1           normal
  network-control                    3                       7           normal

Sample Output

show class-of-service forwarding-class (EX8200 Switch)

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Fabric priority
  best-effort                           0       0      low
  expedited-forwarding                  1       5      low
  assured-forwarding                    2       1      low
  network-control                       3       7      low
  mcast-be                              4       2      low
  mcast-ef                              5       4      low
  mcast-af                              6       6      low 

Sample Output

show class-of-service forwarding-class (QFX Series)

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  mcast                                8         8         normal        Disabled
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show class-of-service forwarding-class-set

Syntax show class-of-service forwarding-class-set
<forwarding-class-set-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the forwarding classes associated with each forwarding class set.

Options none—Display all forwarding class sets.

forwarding-class-set-name—(Optional) Display the forwarding classes associated with

the specified forwarding class set.

Required Privilege
Level

view

Related
Documentation

Understanding CoS Fabric Forwarding Class Sets•

• Troubleshooting Dropped FCoE Traffic on page 5279

Output Fields Table 535 on page 5833 describes the output fields for the show class-of-service

forwarding-class-setcommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 535: show class-of-service forwarding-class-set Output Fields

Field DescriptionField Name

Name of the forwarding class set.Forwarding class set

Internal Junos OS type.Type

Index of this forwarding class set.Forwarding class set index

Name of a forwarding class.Forwarding class

Index of this forwarding class.Index

Sample Output

show class-of-service forwarding-class-set

user@switch> show class-of-service forwarding-class-set
Forwarding class set: san_fcset, Type: normal-type, Forwarding class set index: 
37839
  Forwarding class                       Index
  fcoe                                     1               

Forwarding class set: lan_fcset, Type: normal-type, Forwarding class set index: 
37840
  Forwarding class                       Index
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  best-effort                              0              

Forwarding class set: multicast_fcset, Type: normal-type, Forwarding class set 
index: 37841
  Forwarding class                       Index
  mcast                                    8              
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show class-of-service forwarding-table

Syntax show class-of-service forwarding-table

Syntax (TXMatrix and
TXMatrix PlusRouter)

show class-of-service forwarding-table
<lcc number> | <sfc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the entire class-of-service (CoS) configuration as it exists in the forwarding table.

Executing this command is equivalent to executing all show class-of-service

forwarding-table commands in succession.

Options lcc number—(TXMatrix and TXMatrix Plus router only) (Optional) On a TXMatrix router,

display the forwarding table configuration for a specific T640 router (or line-card

chassis) configured in a routing matrix. On a TXMatrix Plus router, display the

forwarding table configuration for a specific router (or line-card chassis) configured

in the routing matrix.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

sfc number—(TXMatrix Plus routers only) (Optional) Display the forwarding table

configuration for the TXMatrix Plus router. Replace numberwith 0.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table on page 5836
show class-of-service forwarding-table lcc (TXMatrix Plus Router) on page 5837

Output Fields See the output field descriptions for show class-of-service forwarding-table commands:

• show class-of-service forwarding-table classifier

• show class-of-service forwarding-table classifier mapping

• show class-of-service forwarding-table drop-profile

• show class-of-service forwarding-table fabric scheduler-map

• show class-of-service forwarding-table loss-priority-map
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• show class-of-service forwarding-table loss-priority-mapmapping

• show class-of-service forwarding-table rewrite-rule

• show class-of-service forwarding-table rewrite-rulemapping

• show class-of-service forwarding-table scheduler-map

Sample Output

show class-of-service forwarding-table

user@host> show class-of-service forwarding-table
Classifier table index: 9, # entries: 8, Table type: EXP
Entry #   Code point   Forwarding-class #   PLP
   0           000        0                 0
   1           001        0                 1
   2           010        1                 0
   3           011        1                 1
   4           100        2                 0
   5           101        2                 1
   6           110        3                 0
   7           111        3                 1

                       Table Index/
Interface      Index      Q num      Table type
sp-0/0/0.1001     66         11      IPv4 precedence
sp-0/0/0.2001     67         11      IPv4 precedence
sp-0/0/0.16383    68         11      IPv4 precedence
fe-0/0/0.0        69         11      IPv4 precedence

Interface: sp-0/0/0 (Index: 129, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

Interface: fe-0/0/0 (Index: 137, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
Interface: fe-0/0/1 (Index: 138, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
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    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

...

RED drop profile index: 1, # entries: 1
                             Drop
Entry      Fullness(%)   Probability(%)
    0              100              100

show class-of-service forwarding-table lcc (TXMatrix Plus Router)

user@host> show class-of-service forwarding-table lcc 0
lcc0-re0:
--------------------------------------------------------------------------

Classifier table index: 9, # entries: 64, Table type: IPv6 DSCP
Entry #   Code point   Forwarding-class #   PLP
   0        000000        0       0
   1        000001        0       0
   2        000010        0       0
   3        000011        0       0
   4        000100        0       0
   5        000101        0       0
   6        000110        0       0
   7        000111        0       0
   8        001000        0       0
   9        001001        0       0
  10        001010        0       0
  11        001011        0       0
  12        001100        0       0
  13        001101        0       0
  14        001110        0       0
  15        001111        0       0
  16        010000        0       0
  17        010001        0       0
  18        010010        0       0
  19        010011        0       0
  20        010100        0       0
  21        010101        0       0
  22        010110        0       0
  23        010111        0       0
  24        011000        0       0
  25        011001        0       0
  26        011010        0       0
  27        011011        0       0
  28        011100        0       0
  29        011101        0       0
  30        011110        0       0
  31        011111        0       0
  32        100000        0       0
  33        100001        0       0
  34        100010        0       0
  35        100011        0       0
  36        100100        0       0
  37        100101        0       0
  38        100110        0       0
  39        100111        0       0
  40        101000        0       0
  41        101001        0       0
  42        101010        0       0
  43        101011        0       0
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  44        101100        0       0
  45        101101        0       0
  46        101110        0       0
...
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show class-of-service forwarding-table classifier

Syntax show class-of-service forwarding-table classifier

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the mapping of code point value to queue number and loss priority for each

classifier as it exists in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table classifier on page 5839

Output Fields Table 536 on page 5839 describes the output fields for the show class-of-service

forwarding-table classifier command. Output fields are listed in the approximate order

in which they appear.

Table536:showclass-of-service forwarding-tableclassifierOutputFields

Field DescriptionField Name

Index of the classifier table.Classifier table index

Total number of entries.entries

Typeof codepoints in the table:DSCP,EXP (not on theQFXSeries),
IEEE 802.1, IPv4 precedence (not on the QFX Series), or IPv6 DSCP.

Table type

Entry number.Entry #

Code point value used for classification.Code point

Forwarding class to which the code point is assigned.Forwarding-class #

Packet loss priority value set by classification. For most platforms,
the value can be 0 or 1. For some platforms, the value is 0, 1, 2, or 3.
The value 0 represents low PLP. The value 1 represents high PLP.
The value 2 represents medium-low PLP. The value 3 represents
medium-high PLP.

PLP

Sample Output

show class-of-service forwarding-table classifier

user@host> show class-of-service forwarding-table classifier
Classifier table index: 62436, # entries: 64, Table type: DSCP

Entry #   Code point   Forwarding-class #   PLP
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   0        000000       0                  0
   1        000001       0                  0
   2        000010       0                  0
   3        000011       0                  0
   4        000100       0                  0
   5        000101       0                  0
   6        000110       0                  0
   7        000111       0                  0
   8        001000       0                  0
   9        001001       0                  0
  10        001010       1                  1
  11        001011       0                  0
...
  60        111100       0                  0
  61        111101       0                  0
  62        111110       0                  0
  63        111111       0                  0
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show class-of-service forwarding-table classifier mapping

Syntax show class-of-service forwarding-table classifier mapping

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each logical interface, display either the table index of the classifier for a given code

point type or the queue number (if it is a fixed classification) in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table classifier mapping on page 5841

Output Fields Table 537 on page 5841 describes the output fields for theshow class-of-service

forwarding-tableclassifiermapping command.Output fieldsare listed in theapproximate

order in which they appear.

Table 537: show class-of-service forwarding-table classifier mapping
Output Fields

Field DescriptionField Name

If the table type is Fixed, the number of the queue to which the
interface is mapped. For all other types, this value is the classifier
index number.

Table index/ Q num

Name of the logical interface. This field can also show the physical
interface (QFX Series).

Interface

Logical interface index.Index

Typeof codepoints in the table:DSCP,EXP (not on theQFXSeries),
Fixed, IEEE 802.1, IPv4 precedence (not on the QFX Series),or IPv6
DSCP.

Table type

Sample Output

show class-of-service forwarding-table classifier mapping

user@host> show class-of-service forwarding-table classifier mapping
                       Table index/
Interface      Index     Q num      Table type
so-5/0/0.0        10     62436      DSCP         
so-0/1/0.0        11     62436      DSCP         
so-0/2/0.0        12         1      Fixed        
so-0/2/1.0        13     62436      DSCP         
so-0/2/1.0        13     62437      IEEE 802.1   
so-0/2/2.0        14     62436      DSCP         
so-0/2/2.0        14     62438      IPv4 precedence
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show class-of-service forwarding-table drop-profile

Syntax show class-of-service forwarding-table drop-profile

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the data points of all random early detection (RED) drop profiles as they exist in

the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table drop-profile on page 5843

Output Fields Table 538 on page 5843 describes the output fields for the show class-of-service

forwarding-tabledrop-profile command.Output fields are listed in theapproximateorder

in which they appear.

Table 538: show class-of-service forwarding-table drop-profile Output
Fields

Field DescriptionField Name

Index of this drop profile.RED drop profile index

Number of entries in a particular RED drop profile index.# entries

Drop profile entry number.Entry

Percentage fullness of a queue.Fullness(%)

Drop probability at this fill level.Drop probability(%)

Sample Output

show class-of-service forwarding-table drop-profile

user@host> show class-of-service forwarding-table drop-profile
RED drop profile index: 4, # entries: 1
                             Drop
Entry      Fullness(%)   Probability(%)
    0              100              100

RED drop profile index: 8742, # entries: 3
                             Drop
Entry      Fullness(%)   Probability(%)
    0               10               10
    1               20               20
    2               30               30
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RED drop profile index: 24627, # entries: 64
                             Drop
Entry      Fullness(%)   Probability(%)
    0                0                0
    1                1                1
    2                2                2
    3                4                4
 ...
   61               98               99
   62               99               99
   63              100              100

RED drop profile index: 25393, # entries: 64
                             Drop
Entry      Fullness(%)   Probability(%)
    0                0                0
    1                1                1
    2                2                2
    3                4                4
 ...
   61               98               98
   62               99               99
   63              100              100
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show class-of-service forwarding-table rewrite-rule

Syntax show class-of-service forwarding-table rewrite-rule

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display mapping of queue number and loss priority to code point value for each rewrite

rule as it exists in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table rewrite-rule on page 5845

Output Fields Table 539 on page 5845 describes the output fields for the show class-of-service

forwarding-table rewrite-rule command.Output fields are listed in the approximate order

in which they appear.

Table 539: show class-of-service forwarding-table rewrite-rule Output
Fields

Field DescriptionField Name

Index for this rewrite rule.Rewrite table index

Number of entries in this rewrite rule.# entries

Typeof table:DSCP,EXP (noton theQFXSeries),EXP-PUSH-3 (not
on theQFXSeries),EXP-SWAP-PUSH-2,(J Series routers only), IEEE
802.1,IPv4 precedence (not on theQFX Series), IPv6DSCP, or Fixed.

Table type

Queue number to which this entry is assigned.Q#

Code point value for low-priority loss profile.Low bits

State of this code point: enabled, rewritten, or disabled.State

Code point value for high-priority loss profile.High bits

Sample Output

show class-of-service forwarding-table rewrite-rule

user@host> show class-of-service forwarding-table rewrite-rule
Rewrite table index: 3753, # entries: 4, Table type: DSCP
Q#     Low bits  State      High bits  State
 0      000111  Enabled      001010   Enabled 
 2      000000  Disabled     001100   Enabled 
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 1      101110  Enabled      110111   Enabled 
 3      110000  Enabled      111000   Enabled 
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show class-of-service forwarding-table rewrite-rulemapping

Syntax show class-of-service forwarding-table rewrite-rule mapping

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each logical interface, display the table identifier of the rewrite rule map for each

code point type.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table rewrite-rulemapping on page 5847

Output Fields Table 540 on page 5847 describes the output fields for the show class-of-service

forwarding-table rewrite-rulemapping command. Output fields are listed in the

approximate order in which they appear.

Table 540: showclass-of-service forwarding-table rewrite-rulemapping
Output Fields

Field DescriptionField Name

Name of the logical interface. This field can also show the physical
interface (QFX Series).

Interface

Logical interface index.Index

Rewrite table index.Table index

Type of classifier: DSCP, EXP (not on the QFX Series), EXP-PUSH-3
(not on the QFX Series), EXP-SWAP-PUSH-2 (not on the QFX
Series),Frame-Relay DE (J Series routers only), IEEE 802.1, IPv4
precedence (not on the QFX Series), IPv6 DSCP, or Fixed.

Type

Sample Output

show class-of-service forwarding-table rewrite-rulemapping

user@host> show class-of-service forwarding-table rewrite-rulemapping
Interface      Index   Table index  Type
so-5/0/0.0        10       3753  DSCP         
so-0/1/0.0        11       3753  DSCP         
so-0/2/0.0        12       3753  DSCP         
so-0/2/1.0        13       3753  DSCP         
so-0/2/2.0        14       3753  DSCP         
so-0/2/3.0        15       3753  DSCP 
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show class-of-service forwarding-table scheduler-map

Syntax show class-of-service forwarding-table scheduler-map

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each physical interface, display the scheduler map information as it exists in the

forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table scheduler-map on page 5849

Output Fields Table 541 on page 5848 describes the output fields for the show class-of-service

forwarding-table scheduler-map command. Output fields are listed in the approximate

order in which they appear.

Table 541: show class-of-service forwarding-table scheduler-mapOutput Fields

Field DescriptionField Name

Name of the physical interface.Interface

Physical interface index.Index

Scheduler map index.Map index

Number of queues defined in this scheduler map.Numof queues

Number of this entry in the scheduler map.Entry

Scheduler policy index.Scheduler index

Forwarding class number to which this entry is applied.Forwarding-class #

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Tx rate

Amount of transmit delay (in milliseconds) or buffer size of the queue. This amount is a percentage
of the total interface buffer allocation or the keyword remainder, which indicates that the buffer is
sized according to what remains after other scheduler buffer allocations.

Max buffer delay

• high—Queue priority is high.

• low—Queue priority is low.

Priority

Drop profile index for a high packet loss priority profile.PLP high
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Table 541: show class-of-service forwarding-table scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Drop profile index for a low packet loss priority profile.PLP low

Drop profile index for a medium-high packet loss priority profile.PLPmedium-high

Drop profile index for a medium-low packet loss priority profile.PLPmedium-low

Drop profile index for a high TCP packet loss priority profile.TCP PLP high

Drop profile index for a low TCP packet loss priority profile.TCP PLP low

If this line appears in the output, exact rate limiting is enabled. Otherwise, no rate limiting is enabled.Policy is exact

Sample Output

show class-of-service forwarding-table scheduler-map

user@host> show class-of-service forwarding-table scheduler-map
Interface: so-5/0/0 (Index: 9, Map index: 17638, Num of queues: 2):
  Entry 0 (Scheduler index: 6090, Forwarding-class #: 0):
    Tx rate: 0 Kb (30%), Max buffer delay: 39 bytes (0%)
    Priority low
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low:8742
    Policy is exact
  Entry 1 (Scheduler index: 38372, Forwarding-class #: 1):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (40%), Max buffer delay: 68 bytes (0%)
    Priority high
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742

Interface: at-6/1/0 (Index: 10, Map index: 17638, Num of queues: 2):
  Entry 0 (Scheduler index: 6090, Forwarding-class #: 0):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (30%), Max buffer delay: 39 bytes (0%)
    Priority high
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742
  Entry 1 (Scheduler index: 38372, Forwarding-class #: 1):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (40%), Max buffer delay: 68 bytes (0%)
    Priority low
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface

If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface

• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional) Display class-of-service (CoS) associations for the specified

interface.

Required Privilege
Level

view

List of Sample Output show class-of-service interface (Physical) on page 5861
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show class-of-service interface (Logical) on page 5862
show class-of-service interface (Gigabit Ethernet) on page 5862
show class-of-service interface (PPPoE Interface) on page 5862
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 5862
show class-of-service interface detail on page 5863
show class-of-service interface comprehensive on page 5863
show class-of-service interface (ACX Series Routers) on page 5873

Output Fields Table542onpage5851describes theoutput fields for the showclass-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 542: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.Index

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

Dedicated Queues

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

Total non-default
queues created

(QFX Series only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the Fibre
Channel (FC) SAN is classified into the forwarding class specified in the native FC interface (NP_Port)
fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.Scheduler map

(QFX Series only) Name of the fabric forwarding class set scheduler map associated with a QFabric
system Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name and type of classifiers associated with this interface.Classifier
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
or Translation Table (for IQE PICs only).

Object

Name of an object.Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, or inet-precedence.Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress queues supported on the specified interface.Egress queues

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of themultiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmitsbeyond theconfiguredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress queues supported on the specified interface.Egress queues

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority
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Table 542: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Queues supported: 8, Queues in use: 4

5861Copyright © 2014, Juniper Networks, Inc.

Chapter 64: Administration



Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5
    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Queues supported: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

Copyright © 2014, Juniper Networks, Inc.5862

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
878674  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls

  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
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  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
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    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
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    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
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    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps
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Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
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      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1

5869Copyright © 2014, Juniper Networks, Inc.

Chapter 64: Administration



  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0
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      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33

Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
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    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index
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    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413
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  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331
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Physical interface: ge-0/2/0, Index: 154
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81

[edit]
user@host-g11#
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show class-of-servicemulti-destination

Syntax show class-of-servicemulti-destination

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each class-of-service (CoS) multidestination classifier, display the classifier type.

Options none—Display all multidestination classifiers.

Required Privilege
Level

view

Related
Documentation

show class-of-service classifier on page 5821•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 5344

• Understanding CoS Fabric Forwarding Class Sets

Output Fields Table 543 on page 5876 describes the output fields for the show class-of-service

multi-destination command. Output fields are listed in the approximate order in which

they appear.

Table 543: show class-of-servicemulti-destination Output Fields

Field DescriptionField Name

Family to which the classifier belongs.Family ethernet

Name of the classifier.Classifier Name

Type of the classifier: dscp or ieee-802.1.Classifier Type

Internal index of the classifier.Classifier Index

Sample Output

show class-of-servicemulti-destination

user@switch> show class-of-servicemulti-destination

Family ethernet:
Classifier Name                Classifier Type               Classifier Index
  ba-mcast-classifier            ieee-802.1                    62376            
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show class-of-service rewrite-rule

Syntax show class-of-service rewrite-rule
<name name>
<type type>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the mapping of forwarding classes and loss priority to code point values.

Options none—Display all rewrite rules.

name name—(Optional) Display the specified rewrite rule.

type type—(Optional) Display the rewrite rule of the specified type. The rewrite rule type

can be one of the following:

• dscp—For IPv4 traffic.

• dscp-ipv6—For IPv6 traffic.

• exp—For MPLS traffic.

• frame-relay-de—(J Series routers only) For Frame Relay traffic.

• ieee-802.1—For Layer 2 traffic.

• inet-precedence—For IPv4 traffic.

Required Privilege
Level

view

List of Sample Output show class-of-service rewrite-rule type dscp on page 5878
show class-of-service rewrite-rule type dscp (QFX Series) on page 5878

Output Fields Table544onpage5877describes theoutput fields for theshowclass-of-servicerewrite-rule

command. Output fields are listed in the approximate order in which they appear.

Table 544: show class-of-service rewrite-rule Output Fields

Field DescriptionField Name

Name of the rewrite rule.Rewrite rule

Type of rewrite rule: dscp, dscp-ipv6, exp, frame-relay-de, or
inet-precedence.

Code point type

Classification of a packet affecting the forwarding, scheduling, and
marking policies applied as the packet transits the router or switch.

Forwarding class

Internal index for this particular rewrite rule.Index

Loss priority for rewriting.Loss priority
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Table 544: show class-of-service rewrite-rule Output Fields (continued)

Field DescriptionField Name

Code point value to rewrite.Code point

Sample Output

show class-of-service rewrite-rule type dscp

user@host> show class-of-service rewrite-rule type dscp
Rewrite rule: dscp-default, Code point type: dscp
  Forwarding class                    Loss priority       Code point
  gold                                high                000000         
  silver                              low                 110000         
  silver                              high                111000         
  bronze                              low                 001010         
  bronze                              high                001100         
  lead                                high                101110         

Rewrite rule: abc-dscp-rewrite, Code point type: dscp, Index: 3245
Forwarding class                    Loss priority       Code point
  gold                                low                 000111         
  gold                                high                001010         
  silver                              low                 110000         
  silver                              high                111000         
  bronze                              high                001100         
  lead                                low                 101110         
  lead                                high                110111

Sample Output

show class-of-service rewrite-rule type dscp (QFX Series)

user@host> show class-of-service rewrite-rule type dscp
Rewrite rule: dscp-default, Code point type: dscp, Index: 31
  Forwarding class                    Loss priority       Code point
  best-effort                         low                 000000         
  best-effort                         high                000000         
  fcoe                                low                 101110         
  fcoe                                high                101110         
  no-loss                             low                 001010         
  no-loss                             high                001100         
  network-control                     low                 110000         
  network-control                     high                111000         
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show class-of-service scheduler-map

Syntax show class-of-service scheduler-map
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the mapping of schedulers to forwarding classes and a summary of scheduler

parameters for each entry.

Options none—Display all scheduler maps.

name—(Optional) Display a summary of scheduler parameters for each forwarding class

to which the named scheduler is assigned.

Required Privilege
Level

view

List of Sample Output show class-of-service scheduler-map on page 5880

Output Fields Table 545 on page 5879 describes the output fields for the show class-of-service

scheduler-map command.Output fields are listed in the approximate order inwhich they

appear.

Table 545: show class-of-service scheduler-mapOutput Fields

Field DescriptionField Name

Name of the scheduler map.Scheduler map

Indexof the indicatedobject.Objectshaving indexes in this output includeschedulermaps, schedulers,
and drop profiles.

Index

Name of the scheduler.Scheduler

Classification of a packet affecting the forwarding, scheduling, andmarking policies applied as the
packet transits the router.

Forwarding class

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Transmit rate

Rate limiting configuration of the queue. Possible values are none, meaning no rate limiting, and exact,
meaning the queue only transmits at the configured rate.

Rate Limit

Amount of transmit delay (in milliseconds) or the buffer size of the queue. The buffer size is shown
as a percentage of the total interface buffer allocation, or by the keyword remainder to indicate that
the buffer is sized according to what remains after other scheduler buffer allocations.

Maximumbuffer delay

Scheduling priority: low or high.Priority
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Table 545: show class-of-service scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Priority of excess bandwidth: low,medium-low,medium-high, high, or none.Excess priority

Minimum shaping rate for an adjusted queue, in bps.Adjustminimum

Bandwidth adjustment applied to a queue, in percent.Adjust percent

Tabledisplaying theassignmentofdropprofilesbynameand index toagiven losspriority andprotocol
pair.

Drop profiles

Packet loss priority for drop profile assignment.Loss priority

Transport protocol for drop profile assignment.Protocol

Name of the drop profile.Name

Sample Output

show class-of-service scheduler-map

user@host> show class-of-service scheduler-map
Scheduler map: dd-scheduler-map, Index: 84

  Scheduler: aa-scheduler, Index: 8721, Forwarding class: aa-forwarding-class
   Transmit rate: 30 percent, Rate Limit: none, Maximum buffer delay: 39 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile

  Scheduler: bb-scheduler, Forwarding class: aa-forwarding-class
   Transmit rate: 40 percent, Rate limit: none, Maximum buffer delay: 68 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile
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show class-of-service shared-buffer

Syntax show class-of-service shared-buffer
<egress | ingress>

Release Information Command introduced in Junos OS Release 12.3 for the QFX Series.

Description Display the shared buffer allocation and partitioning configuration.

Options none—Display ingress and egress shared buffer settings.

egress—(Optional) Display the egress shared buffer settings.

ingress—(Optional) Display the ingress shared buffer settings.

Required Privilege
Level

view

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 5530

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 5541

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 5547

• Configuring Global Ingress and Egress Shared Buffers on page 5690

• Understanding CoS Buffer Configuration on page 5391

List of Sample Output show class-of-service shared-buffer on page 5882

Output Fields Table 546 on page 5881 describes the output fields for the show class-of-service

shared-buffer command. Output fields are listed in the approximate order in which they

appear.

Table 546: show class-of-service shared-buffer Output Fields

Field DescriptionField Name

Ingress shared buffer configuration.Ingress

Total buffer space available to the ports in KB. This is the combined
dedicated buffer pool and shared buffer pool.

Total Buffer

Buffer space allocated to the dedicated buffer pool in KB.Dedicated Buffer

Buffer space allocated to the shared buffer pool in KB.Shared Buffer

Buffer space allocated to the lossless traffic buffer pool in KB.Lossless
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Table546:showclass-of-serviceshared-bufferOutputFields(continued)

Field DescriptionField Name

Buffer space allocated to the lossless headroom traffic buffer pool to
support priority-based flow control (PFC) and Ethernet PAUSE in KB.
(Ingress ports only.)

Lossless Headroom

Buffer space allocated to the lossy (best-effort) traffic buffer pool in
KB.

Lossy

Utilization of the ingress lossless headroom buffer pool. (These fields
canhelp you todetermine howmuchheadroombuffer space youneed
to reserve to support PFC and Ethernet PAUSE for lossless flows.)

Lossless Headroom
Utilization

Index number that identifies the switch. On a QFX3500 switch, this
field always has a value of zero (0).

Node Device

Size of the lossless headroom ingress buffer pool in KB.Total

Amount in KB of lossless headroom ingress buffer used.Used

Amount in KB of lossless headroom ingress buffer free (unused).Free

Egress shared buffer configuration.Egress

Buffer spaceallocated to themulticast trafficbufferpool inKB. (Egress
ports only.)

Multicast

Sample Output

show class-of-service shared-buffer

user@switch> show class-of-service shared-buffer
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  648.18 KB   
    Lossless Headroom :  3240.90 KB  
    Lossy             :  3312.92 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   3240.90 KB     0.00 KB               3240.90 KB  

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  3328.00 KB  
    Multicast         :  1264.64 KB  
    Lossy             :  2063.36 KB  
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show class-of-service traffic-control-profile

Syntax show class-of-service traffic-control-profile
<profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Routers.

Description ForGigabit Ethernet IQPICs, Channelized IQPICs, EQDPCs, andTrioMPC/MIC interfaces

only, display traffic shaping and scheduling profiles.

(ACX Series routers) For ATM IMA pseudowire interfaces, display traffic shaping and

scheduling profiles.

Options none—Display all profiles.

profile-name—(Optional) Display information about a single profile.

Required Privilege
Level

view

List of Sample Output show class-of-service traffic-control-profile on page 5885
show class-of-service traffic-control-profile (MX Series routers with Clear Channel
Multi-Rate CEMIC) on page 5885
show class-of-service traffic-control-profile (ACX Series routers with ATM IMA
pseudowire interfaces) on page 5885

Output Fields Table 547 on page 5883 describes the output fields for the show class-of-service

traffic-control-profilecommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 547: show class-of-service traffic-control-profile Output Fields

Field DescriptionField Name

Name of the traffic control profile.Traffic control profile

Index number of the traffic control profile.Index

(MX Series routers with ATMMulti-Rate CE MIC) Configured
category of ATM service. Possible values:

• cbr—Constant bit rate.

• rtvbr—Real time variable bit rate.

• nrtvbr—Non real time variable bit rate.

• ubr—Unspecified bit rate.

ATMService

Configuredmaximum burst size, in cells.MaximumBurst Size

Configured peak rate, in cps.Peak rate
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Table 547: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Configured sustained rate, in cps.Sustained rate

Configured shaping rate, in bps.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
peak rate, in cps.

Shaping rate

Configured burst size for the shaping rate, in bytes.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
maximum burst rate, in cells.

Shaping rate burst

Configured shaping rate for high-priority traffic, in bps.Shaping rate priority high

Configured shaping rate for medium-priority traffic, in bps.Shaping rate priority
medium

Configured shaping rate for low-priority traffic, in bps.Shaping rate priority low

Configured shaping rate for high-priority excess traffic, in bps.Shaping rate excess high

Configured shaping rate for low-priority excess traffic, in bps.Shaping rate excess low

Name of the associated scheduler map.Scheduler map

Configured delay buffer rate, in bps.Delay Buffer rate

Configured excess rate, in percent or proportion.Excess rate

Configured excess rate for high priority traffic, in percent or
proportion.

Excess rate high

Configured excess rate for low priority traffic, in percent or
proportion.

Excess rate low

Configured guaranteed rate, in bps or cps.

NOTE: (MX Series routers with ATMMulti-Rate CEMIC) This value
depends on the ATM service category chosen. Possible values:

• cbr—Guaranteed rate is equal to the configured peak rate in cps.

• rtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

• nrtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

Guaranteed rate

Configured burst size for the guaranteed rate, in bytes.Guaranteed rate burst

Configuredminimum shaping rate for an adjusted queue, in bps.adjust-minimum
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Table 547: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Configured shaping mode: FrameMode or Cell Mode.overhead accountingmode

Configured byte adjustment value.Overhead bytes

Sample Output

show class-of-service traffic-control-profile

user@host> show class-of-service traffic-control-profile
Traffic control profile: Profile1, Index: 57625
  Scheduler map: m1
  Delay Buffer rate: 500000
  Guaranteed rate: 1000000

Traffic control profile: Profile2, Index: 57624
  Scheduler map: m2
  Delay Buffer rate: 600000
  Guaranteed rate: 2000000

Traffic control profile: Profile3, Index: 57627
  Scheduler map: m3
  Delay Buffer rate: 800000
  Guaranteed rate: 3000000
 .Excess rate high: proportion 4

Traffic control profile: Profile4, Index: 57626
  Scheduler map: m4
  Delay Buffer rate: 750000
  Guaranteed rate: 4000000
..adjust-minimum 20000000

show class-of-service traffic-control-profile (MX Series routers with Clear Channel Multi-Rate CEMIC)

user@host> show class-of-service traffic-control-profile
Traffic control profile: at-vbr1, Index: 11395
  ATM Service: RTVBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode
  Shaping rate: 1000 cps
  Shaping rate burst: 500 cells 
  Delay Buffer rate: 2000 cps
  Guaranteed rate: 1000 cps

Traffic control profile: foo, Index: 38286
  ATM Service: UBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode

show class-of-service traffic-control-profile (ACX Series routers with ATM IMA pseudowire interfaces)

user@host> show class-of-service traffic-control-profile
Traffic control profile: foo, Index: 38286
  ATM Service: RTVBR
  Shaping rate: 2000 cps
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  Shaping rate burst: 200 cells
  Scheduler map: <default>
  Delay Buffer rate: 1000 cps
  Guaranteed rate: 1700 cps
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show dcbx

Syntax show dcbx

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description List DCBX status (enabled or disabled) and the interfaces on which DCBX is enabled.

Required Privilege
Level

view

Related
Documentation

show dcbx neighbors on page 5177•

• Configuring DCBX Autonegotiation on page 5076

Output Fields Table 395 on page 5176 lists the output fields for the showdcbx command. Output fields

are listed in the approximate order in which they appear.

Table 548: show dcbx output fields

Field DescriptionField Name

Status of DCBX on the switch or for the specified interface:

• Enabled—DCBX is enabled on the switch or on the specified interface

• Disabled—DCBX is disabled on the switch or on the specified interface

DCBX

Name of the interfaceInterface

Sample Output

show dcbx

user@switch> show dcbx
DCBX                   : Enabled
Interface      DCBX
xe-0/0/9.0     enabled
xe-0/0/32.0    enabled
xe-0/0/36.0    enabled
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show dcbx neighbors

Syntax show dcbx neighbors
<interface interface-name>
<terse>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 11.3 for EX Series switches.

Description Display information about Data Center Bridging Capability Exchange protocol (DCBX)

neighbor interfaces.

Options none—Display information about all DCBX neighbor interfaces.

interface-name—(Optional) Display information for the specified interface.

terse—Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Configuring DCBX Autonegotiation on page 5076•

• Example: Configuring DCBX Application Protocol TLV Exchange on page 4929

• Example: Configuring an FCoE Transit Switch

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 4795

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• dcbx on page 5092

List of Sample Output show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode) on page 5901
show dcbx neighbors interface (QFX Series, IEEE DCBXMode) on page 5903
show dcbx neighbors terse (QFX Series) on page 5905
show dcbx neighbors (EX4500 Switch: FCoE Interfaces on Both Local and Peer with
PFC Configured Compatibly) on page 5905
show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are
Configured Compatibly with iSCSI Application) on page 5906
show dcbx neighbors (EX4500 Switch: Includes ETS) on page 5907

Output Fields Table 396 on page 5177 lists the output fields for the show dcbx neighbors command.

Output fields are listed in the approximate order in which they appear.

Table 549: show dcbx neighbors Output Fields

Field DescriptionField Name

Name of the interface.Interface
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Nameof the link aggregation group (LAG) interface towhich
the DCBX interface belongs.

Parent Interface

Name of the application map applied to the interface.Active-application-map

(QFX Series) DCBX protocol mode the interface uses:

• IEEE DCBX Version—The interface uses IEEE DCBXmode.

• DCBX Version 1.01—The interface uses DCBX version 1.01.

NOTE: On interfaces thatuse the IEEEDCBXmode, the show
dcbxneighbors interface interface-nameoperationalcommand
does not include application, PFC, or ETS operational state
in the output.

Protocol-Mode

(DCBXVersion 1.01only)DCBXprotocol statesynchronization
status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a state changemessage sent by the local
interface.

Protocol-State

(DCBX Version 1.01 only)

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages sent to the peer.

If the interface Protocol-State value is in-sync, this number
should match the acknowledge-id number in the
Peer-Advertisement section.

If the interface Protocol-State value is ack-pending, this
number does not match the acknowledge-id number in the
Peer-Advertisement section.

sequence-number

Number of acknowledgemessages received from the peer.

If the Protocol-State value is in-sync, this number should
match the sequence-numbervalue in thePeer-Advertisement
section.

If the Protocol-State value is ack-pending, this number does
not match the sequence-number value in the
Peer-Advertisement section.

acknowledge-id
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages the peer sent to the local
interface.

If this number matches the acknowledge-id number in the
Local-Advertisement field, this indicates that the local
interface has acknowledged all of the peer’s state change
messages and is synchronized.

If this number does not match the acknowledge-id number
in the Local-Advertisement field, this indicates that the peer
has not yet received an acknowledgment for a state change
message from the local interface.

sequence-number

Number of acknowledgemessages the peer has received
from the local interface.

If this number matches the sequence-number value in the
Local-Advertisement field, this indicates that the peer has
acknowledged all of the local interface’s state change
messages and is in synchronization.

If this number does not match the sequence-number value
in the Local-Advertisement field, this indicates that the peer
has not yet sent an acknowledgment for a state change
message from the local interface.

acknowledge-id
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Priority-based flow control (PFC) feature DCBX state
information.

Feature: PFC

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a PFC state changemessage sent by the
local interface.

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a PFC state changemessage sent by the local interface.

• not-applicable—PFC autonegotiation is disabled.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature: enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-
Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the local interface to learn the PFC
configuration from the peer using DCBX:

• Yes—The local interface is willing to learn the PFC
configuration from the peer.

• No—The local interface is not willing to learn the PFC
configuration from the peer.

Willing

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. This is not supported, so the only value seen
in the local advertisement field is no.

Mac auth
Bypass
Capability

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

Largest number of traffic classes the local interface supports
for PFC:

• 6 (EX Series switches)

• 8 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the local
interface:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode

(QFX Series) PFC operational mode for each code point:

• Enable—PFC is enabled on the code point.

• Disable—PFC is disabled on the code point.

Operational
Mode

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the peer to learn the PFC configuration from
the local interface using DCBX:

• Yes—Thepeer iswilling to learn thePFCconfiguration from
the local interface.

• No—The peer is not willing to learn the PFC configuration
from the local interface.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. Although the QFX Series does not support
this feature, the connected peer might support it. This field
reports the peer state:

• Yes—The connected peer supports MAC authentication
bypass.

• No—The connected peer does not support MAC
authentication bypass.

Mac auth
Bypass
Capability

Largest number of traffic classes the peer supports for PFC:

• 6 (EX Series switches)

• 8 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the peer:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode

5893Copyright © 2014, Juniper Networks, Inc.

Chapter 64: Administration



Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

State information for the DCBX application.Feature: Application

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an FCoE state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an FCoE state changemessage sent by the
local interface.

• not-applicable—The local interface is set to
no-auto-negotiation (autonegotiation is disabled). If the
interface is associated with an FCoE forwarding class, the
interface advertises FCoE capability even if the connected
peer does not advertise FCoE capability.

Protocol-State

Status of advertisements that the local interface sends to
the peer.

If the local interface is set to no-auto-negotiation
(autonegotiation isdisabled), the localadvertisementportion
of the output is not shown.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of the local interface to learn the FCoE interface
state from the peer using DCBX:

• Yes—The local interface is willing to learn the FCoE
interface state from the peer.

• No—The local interface is not willing to learn the FCoE
interface state from the peer.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. The local and peer configuration
are compatible.

• Yes—Error detected. The local and peer configuration are
not compatible.

Error

Name of the application:Appl-Name
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Ethernet-Type (DCBX Version 1.01 only)

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the Socket
Number (for Layer 4 applications) of the application is
displayed in the output.

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.

For EX Series switches, the priority of the FCoE application
is determined by the PFC congestion notification profile that
has been configured and associatedwith the FCoE interface.
For other applications, thepriority is basedon theapplication
map.

Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Local status when autonegotiation is enabled:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

NOTE: If there is a configurationmismatch inoneapplication
between the switch and the peer, all the other applications
including FCoE are disabled.

Status

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of thepeer to learn the FCoE interface state from
the local interface using DCBX:

• Yes—The peer is willing to learn the FCoE interface state
from the local interface.

• No—Thepeer is notwilling to learn theFCoE interface state
from the local interface.

Willing
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Error (DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Name of the application:

• FCoE—Fibre Channel over Ethernet

Appl-Name

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the
Socket-Number (for Layer 4 applications) of the application
is displayed in the output.

Ethernet-Type

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Peer interface status:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

Status
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Enhanced Transmission Selection (ETS) DCBX state
information.

Feature: ETS

(DCBX Version 1.01 only)

ETS protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an ETS state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an ETS state changemessage sent by the
local interface.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature, enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Recommendation-or-Configuration—AdvertisesbothTLVs.

TLV Type

Willingness of the local interface to learn the ETS state from
the peer using DCBX (EX Series switches always advertise
No for this field):

• Yes—Local interface is willing to learn the ETS state from
the peer.

• No—Local interface is not willing to learn the ETS state
from the peer.

Willing

Credit Based
Shaper
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

(DCBX Version 1.01 only)

Configuration error status:

• No—No error. This should always be the switch ETS error
state.

• Yes—Error detected.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

Class-of-service (CoS) priority group (forwarding class set)
identification number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. Only explicitly configured values appear
in this output column. If the link bandwidth is the default
percentage, it is not shown. (EX Series switches allocate
100% of link bandwidth to the default priority group, group
7.)

PercentageB/W

(IEEE DCBX only)

The transmission selection algorithm used by the interface.
TheQFXSeries supports ETSbut does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Enable
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Configuration/Recommendation—Advertises both TLVs.

TLV Type

Willingness of the peer to learn the ETS state from the local
interface using DCBX:

• Yes—Peer is willing to learn the ETS state from the local
interface.

• No—Peer is notwilling to learn theETSstate fromthe local
interface.

Willing

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

Credit Based
Shaper

(DCBX Version 1.01 only)

Configuration error status of the peer:

• No—No error in peer ETS TLV.

• Yes—Error in peer ETS TLV.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

Code Point
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

CoS priority group (forwarding class set) identification
number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. (EX Series switches allocate 100% of
link bandwidth to the default priority group, group 7.)

PercentageB/W

(IEEE DCBX only)

Transmission selection algorithm used by the interface. The
QFX Series supports ETS but does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

(QFX Series, terse option only) DCBX TLV advertisement
state for PFC:

• Disabled—PFC configuration matches the configuration
on the connected peer and PFC is disabled

• Enabled—PFC configuration matches the configuration
on the connected peer and PFC is enabled

• Not Advt—Interface does not advertise PFC to the
connected peer

PFC

(terse option only) Local DCBX TLV advertisement state for
ETS:

• Advt—Interface advertises ETS TLVs

• Disabled—ETS is disabled on the interface (interface does
not advertise ETS)

ETS

(terse option only) DCBX TLV peer advertisement state for
ETS (state received from the connected DCBX peer):

• Advt—Peer interface advertises ETS TLVs

• Not Advt—Peer interface does not advertise ETS

NOTE: When the DCBXmode is DCBX version 1.01, no peer
information is displayed.

ETS Rec
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Table 549: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(terse option only) The DCBX version used on the interface
and whether the DCBX version was autonegotiated or
explicitly configured:

• IEEE—The interface uses IEEE DCBX.

• 1.01—The interface uses DCBX version 1.01.

When theDCBXversionused is the result of autonegotiation,
the term (Auto) appears next to the version. For example,
IEEE (Auto) indicates that the interface autonegotiated with
the connected peer to use IEEE DCBX. Autonegotiation is
enabled by default.

Version

Sample Output

show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-State: in-sync
    Protocol-Mode: DCBX Version 1.01

    Local-Advertisement:   
        Operational version: 1
        sequence-number: 130, acknowledge-id: 102

    Peer-Advertisement:  
        Operational version: 1
        sequence-number: 102, acknowledge-id: 130

    Feature: PFC, Protocol-State: in-sync  

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode   Operational Mode
          000                 Disabled    Disable
          001                 Disabled    Disable
          010                 Disabled    Disable
          011                 Enabled     Enable
          100                 Enabled     Enable
          101                 Disabled    Disable
          110                 Disabled    Disable
          111                 Disabled    Disable

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled 
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          001                 Disabled 
          010                 Disabled 
          011                 Enabled
          100                 Enabled 
          101                 Disabled
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status  
          FCoE         0x8906                            00001110        Enabled

          iSCSI                           3260           10000000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status   

          FCoE         0x8906             N/A            00001110        Enabled

    Feature: ETS, Protocol-State: in-sync   

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
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          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

show dcbx neighbors interface (QFX Series, IEEE DCBXMode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-Mode: IEEE-DCBX Version

    Feature: PFC  

      Local-Advertisement:
        Willing: No    
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled   
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

      Peer-Advertisement:
        Willing: No
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode    
          000                 Disabled    
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

    Feature: Application

      Local-Advertisement:

        Appl-Name    Ethernet-Type    Socket-Number    Priority-field      
          FCoE         0x8906                            00001110        
          iSCSI                           3260           10000000        

      Peer-Advertisement:
        Appl-Name    Ethernet-Type    Socket-Number    Priority-field       
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          FCoE         0x8906             N/A            00001110        

    Feature: ETS 

      Local-Advertisement:
        TLV Type: Configuration/Recommendation
        Willing: No
        Credit Based Shaper: No
        Maximum Traffic Classes supported: 3

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:
        TLV Type: Configuration
        Willing: No
        Credit Based Shaper: No

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:

        TLV Type: Recommendation

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
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          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

show dcbx neighbors terse (QFX Series)

user@switch> show dcbx neighbors terse
Interface   Parent      PFC        ETS        ETS        Version
            Interface                                    Rec
xe-0/0/8.0  -           Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/9.0  -           Disabled   Disabled              1.01
xe-0/0/11.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/12.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/32.0 -           Enabled    Advt       Not Advt   IEEE
xe-0/0/36.0 -           Not Advt   Advt       Advt       IEEE

showdcbxneighbors(EX4500Switch:FCoE InterfacesonBothLocalandPeerwithPFCConfiguredCompatibly)

user@switch> show dcbx neighbors interface xe-0/0/14

   Interface : xe-0/0/14.0 - Parent Interface: ae0.0
    Protocol-State: in-sync

    Local-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

         Code Point            Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled   
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 
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      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point             Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No   <<< Error bit will not be set as 
there is no miss configuration between local and peer.

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
        FCoE          0x8906                           00001000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

                 Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    
Status
                 FCoE          0x8906                           00001000        
Enabled

show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are Configured Compatibly with
iSCSI Application)

user@switch> show dcbx neighbors interface xe-0/0/14

  Interface : xe-0/0/14.0 - Parent Interface: ae0.0

    Protocol-State: in-sync

    Active-application-map: iscsi-map

     Local-Advertisement:
        Operational version: 0
        sequence-number: 9, acknowledge-id: 12

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 12, acknowledge-id: 9

    Feature: PFC, Protocol-State: in-sync
      Operational State: Enabled
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       Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

     Feature: Application, Protocol-State: in-sync
      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

show dcbx neighbors (EX4500 Switch: Includes ETS)

user@switch> show dcbx neighbors interface xe-0/0/3

   Interface : xe-0/0/3.0
    Protocol-State: in-sync
    Active-application-map: map_iscsi

    Local-Advertisement:
        Operational version: 0
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        sequence-number: 1, acknowledge-id: 5

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 5, acknowledge-id: 1

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point          Admin Mode
          000                 Enabled  
          001                 Enabled  
          010                 Disabled 
          011                 Disabled 
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled  

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode
          000                 Enabled  
          001                 Disabled 
          010                 Disabled 
          011                 Disabled 
          100                 Enabled  
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00000001        Enabled

          iscsi                         3260             00000010        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00001000        Enabled

          iscsi                         3260             00010000        Enabled

    Feature: ETS, Protocol-State: in-sync

      Operational State: Enabled
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      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes supported : 3

        Code Point           Priority-Group
          000                  7      
          001                  7      
          010                  7      
          011                  7      
          100                  7      
          101                  7      
          110                  7      
          111                  7      

        Priority-Group       Percentage B/W
          7                    100%   

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes supported : 8

        Code Point           Priority-Group
          000                  0      
          001                  1      
          010                  0      
          011                  0        
          100                  2      
          101                  0      
          110                  0      
          111                  0      

        Priority-Group       Percentage B/W
          0                    30%    
          1                    40%    
          2                    30%    
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show interfaces queue

Syntax show interfaces queue
<aggregate | remaining-traffic>
<both-ingress-egress>
<egress>
<forwarding-class forwarding-class>
<ingress>
<interface-name interface-name>
<l2-statistics>

Release Information Command introduced before Junos OS Release 7.4.

both-ingress-egress, egress, and ingress options introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

l2-statistics option introduced in Junos OS Release 12.1.

Description Display class-of-service (CoS) queue information for physical interfaces.

Options none—Show detailed CoS queue statistics for all physical interfaces.

aggregate—(Optional) Display the aggregated queuing statistics of all logical interfaces

that have traffic-control profiles configured. (Not on the QFX Series.)

both-ingress-egress—(Optional) On Gigabit Ethernet Intelligent Queuing 2 (IQ2) PICs,

display both ingress and egress queue statistics. (Not on the QFX Series.)

egress—(Optional) Display egress queue statistics.

forwarding-class forwarding-class—(Optional) Forwarding class name for this queue.

ShowsdetailedCoSstatistics for thequeueassociatedwith thespecified forwarding

class.

ingress—(Optional) On Gigabit Ethernet IQ2 PICs, display ingress queue statistics. (Not

on the QFX Series.)

interface-name interface-name—(Optional) Show detailed CoS queue statistics for the

specified interface.

l2-statistics—(Optional) Display Layer 2 statistics for MLPPP, FRF.15, and FRF.16 bundles

remaining-traffic—(Optional) Display the remaining-traffic queue statistics of all logical

interfaces that have traffic-control profiles configured.

Overhead for Layer 2
Statistics

Transmitted packets and transmitted byte counts are displayed for the Layer 2 level

with the addition of encapsulation overheads applied for fragmentation, as shown

inTable 189onpage2201.Others counters, suchaspacketsandbytesqueued(input)

anddropcounters, aredisplayedat theLayer 3 level. In thecaseof link fragmentation

and interleaving (LFI) for which fragmentation is not applied, corresponding Layer

2 overheads are added, as shown in Table 189 on page 2201.
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Table 550: Layer 2 Overhead, Transmitted Packets/Bytes

LFIFragmentationProtocol

Second to n fragmentationsFirst fragmentation

BytesBytes

81213MLPPP (Long)

81011MLPPP (short)

81012MLFR (FRF15)

-810MFR (FRF16)

-1213MCMLPPP(Long)

-1011MCMLPPP(Short)

Layer 2 Statistics - Fragmentation Overhead Calculation

MLPPP/MC-MLPPP Overhead details:
   ===============================
   Fragment 1:

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes 
    Inner PPP header                         : 1 byte
    HDLC flag and FCS bytes                  : 4 bytes

   Fragments 2 .. n :

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes
    HDLC flag and FCS bytes                  : 4 bytes

   MLFR (FRF15) Overhead details:
   =============================
   Fragment 1:
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       Inner proto           :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :

       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   MFR (FRF16) Overhead details:
   ==============================
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   Fragment 1:
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      Inner proto           :  2 bytes
      HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      HDLC flag and  FCS    :  4 bytes

Overheadwith LFI

MLPPP(Long & short sequence):
   ============================
       Outer PPP header      :  4 bytes
       HDLC flag and  FCS    :  4 bytes

  MLFR (FRF15):
  =============
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       HDLC flag and  FCS    :  4 bytes

The following examples show overhead for different cases:

• A 1000-byte packet is sent to amlppp bundle without any fragmentation. At the

Layer 2 level, bytes transmitted is 1013 in 1 packet. This overhead is forMLPPP long

sequence encap.

• A 1000-byte packet is sent to amlppp bundle with a fragment threshold of

250byte. At the Layer 2 level, bytes transmitted is 1061 bytes in 5 packets.

• A 1000-byte LFI packet is sent to anmlppp bundle. At the Layer 2 level, bytes

transmitted is 1008 in 1 packet.

remaining-traffic—(Optional) Display the queuing statistics of all logical interfaces that

do not have traffic-control profiles configured. (Not on the QFX Series.)

Additional Information For rate-limited interfaces hosted on Modular Interface Cards (MICs) or Modular Port

Concentrators (MPCs), rate-limitpacket-dropoperationsoccurbeforepacketsarequeued

for transmission scheduling. For such interfaces, the statistics for queued traffic do not

include thepackets thathavealreadybeendroppeddue to rate limiting, andconsequently

the displayed statistics for queued traffic are the same as the displayed statistics for

transmitted traffic.

NOTE: For rate-limited interfaces hosted on other types of hardware,
rate-limit packet-drop operations occur after packets are queued for
transmission scheduling. For these other interface types, the statistics for
queued traffic include the packets that are later dropped due to rate limiting,
and consequently the displayed statistics for queued traffic equals the sum
of the statistics for transmitted and rate-limited traffic.
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OnMSeries routers (except for the M320 andM120 routers), this command is valid only

for a PIC installed on an enhanced Flexible PIC Concentrator (FPC).

Queue statistics for aggregated interfaces are supported on the M Series and T Series

routers only. Statistics for an aggregated interface are the summation of the queue

statistics of the child links of that aggregated interface. You can view the statistics for a

child interface by using the show interfaces statistics command for that child interface.

When you configure tricolor marking on a 10-port 1-Gigabit Ethernet PIC, for queues 6

and 7 only, the output does not display the number of queued bytes and packets, or the

number of bytes and packets dropped because of RED. If you do not configure tricolor

marking on the interface, these statistics are available for all queues.

For the 4-port Channelized OC12 IQE PIC and 1-port Channelized OC48 IQE PIC, the

Packet Forwarding Engine Chassis Queues field represents traffic bound for a particular

physical interface on the PIC. For all other PICs, the Packet Forwarding Engine Chassis

Queues field represents the total traffic bound for the PIC.

For Gigabit Ethernet IQ2 PICs, the show interfaces queue command output does not

display the number of tail-dropped packets. This limitation does not apply to Packet

Forwarding Engine chassis queues.

When fragmentationoccurson theegress interface, the first set ofpacket counters shows

the postfragmentation values. The second set of packet counters (under the Packet

Forwarding Engine Chassis Queues field) shows the prefragmentation values.

The behavior of the egress queues for the Routing Engine-Generated Traffic is not same

as the configured queue for MLPPP and MFR configurations.

For information about how to configure CoS, see the Junos OS Network Interfaces Library

for Routing Devices. For related CoS operational mode commands, see the CLI Explorer.

Required Privilege
Level

view

List of Sample Output show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in an
MPC) on page 5918
show interfaces queue (Aggregated Ethernet on a T320 Router) on page 5919
show interfaces queue (Fast Ethernet on a J4300 Router) on page 5921
show interfaces queue (Gigabit Ethernet on a T640 Router) on page 5921
show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC) on page 5922
show interfaces queue (Gigabit Ethernet IQ2 PIC) on page 5926
show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC) on page 5929
show interfaces queue ingress (Gigabit Ethernet IQ2 PIC) on page 5931
show interfaces queue egress (Gigabit Ethernet IQ2 PIC) on page 5932
showinterfacesqueueremaining-traffic(GigabitEthernetEnhancedDPC)onpage5933
showinterfacesqueue(ChannelizedOC12IQEType3PICinSONETMode)onpage5936
show interfaces queue (QFX Series) on page 5946
show interfaces queue l2-statistics (lsq interface) on page 5947

Output Fields Table 190 on page 2204 lists the output fields for the show interfaces queue command.

Output fields are listed in the approximate order in which they appear.
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Table 551: show interfaces queue Output Fields

Field DescriptionField Name

Name of the physical interface.Physical interface

State of the interface. Possible values are described in the “Enabled Field” section under Common
Output Fields Description.

Enabled

Physical interface's index number, which reflects its initialization sequence.Interface index

SNMP index number for the interface.SNMP ifIndex

Total number of forwarding classes supported on the specified interface.Forwarding classes
supported

Total number of forwarding classes in use on the specified interface.Forwarding classes in
use

OnGigabit Ethernet IQ2PICsonly, total numberof ingressqueues supportedon the specified interface.Ingress queues
supported

On Gigabit Ethernet IQ2 PICs only, total number of ingress queues in use on the specified interface.Ingress queues in use

Total number of output queues supported on the specified interface.Output queues
supported

Total number of output queues in use on the specified interface.Output queues in use

Total number of egress queues supported on the specified interface.Egress queues
supported

Total number of egress queues in use on the specified interface.Egress queues in use

CoS queue number and its associated user-configured forwarding class name. Displayed on IQ2
interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Ingress)

(Logical interfaces on IQ PICs only) Maximum number of bytes up to which the logical interface can
burst. The burst size is based on the shaping rate applied to the interface.

Burst size

The followingoutput fieldsareapplicable toboth interfacecomponentandPacket Forwardingcomponent in the showinterfaces
queue command:

Queue number.Queue

Forwarding class name.Forwarding classes
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Table 551: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets queued to this queue.

NOTE: For Gigabit Ethernet IQ2 interfaces, the Queued Packets count is calculated by the Junos OS
interpreting one frame buffer as one packet. If the queued packets are very large or very small, the
calculation might not be completely accurate for transit traffic. The count is completely accurate for
traffic terminated on the router.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 2202.

Queued Packets

Number of bytes queued to this queue. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 2202.

Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 2200

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

NOTE: On MX Series routers, this number can be inaccurate when you issue the command for a
physical interface repeatedly and in quick succession, because the statistics for the child nodes are
collected infrequently. Wait ten seconds between successive iterations to avoid this situation.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 2200

Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped due to rate limiting.

For rate-limited interfaces hosted on MICs or MPCs only, this statistic is not included in the queued
traffic statistics. For more information, see “Additional Information” on page 2202.

RL-dropped packets

Number of bytes dropped due to rate limiting.

For rate-limited interfaces hosted on MICs or MPCs only, this statistic is not included in the queued
traffic statistics. For more information, see “Additional Information” on page 2202.

RL-dropped bytes
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Table 551: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (J Series routers and MX Series routers with enhanced DPCs, and T Series routers with enhanced
FPCs only) The output classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets

Number of bytes dropped because of RED. The byte counts vary by interface hardware. For more
information, see Table 191 on page 2207.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

• (J Series routers only) The output classifies dropped bytes into the following categories:

• Low—Number of low-loss priority bytes dropped because of RED.

• Medium-low—Number of medium-low loss priority bytes dropped because of RED.

• Medium-high—Number of medium-high loss priority bytes dropped because of RED.

• High—Number of high-loss priority bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Bytecountsvaryby interfacehardware.Table 191onpage2207showshowthebytecounts

on the outbound interfaces vary depending on the interface hardware.

Table 191 on page 2207 is based on the assumption that outbound interfaces are sending

IP traffic with 478 bytes per packet.
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Table 552: Byte Count by Interface Hardware

CommentsByte Count Includes
Output
Level

Interface
Hardware

The 12 additional bytes
include 6 bytes for the
destination MAC address +
4 bytes for the VLAN +
2 bytes for the Ethernet type.

For RED dropped, 6 bytes are
added for the source MAC
address.

Queued: 490 bytes per packet, representing 478 bytes of
Layer 3 packet + 12 bytes

Transmitted: 490 bytes per packet, representing 478 bytes
of Layer 3 packet + 12 bytes

RED dropped: 496 bytes per packet representing 478 bytes
of Layer 3 packet + 18 bytes

InterfaceGigabit
Ethernet IQ
and IQE PICs

–Queued:478bytesperpacket, representing478bytesofLayer
3 packet

Transmitted: 478 bytes per packet, representing 478 bytes
of Layer 3 packet

Packet
forwarding
component

The Layer 2 overhead is 14
bytes for non-VLAN traffic
and 18 bytes for VLAN traffic.

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

T4000 routers with Type 5 FPCs :

• Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including 4 bytes CRC + the full Layer 1 overhead
8 bytes preamble + 12 bytes Inter frame Gap.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2overhead including4bytesCRC+the full Layer 1 overhead
8 bytes preamble + 12 bytes Interframe Gap.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2 overhead.

PTX Series Packet Transport Routers:

• Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including 4 bytes FCS + the full Layer 1 overhead
of the MAC header DA + SA + EtherType (non-VLAN).

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2overhead including4bytesCRC+the full Layer 1 overhead
of the MAC header DA + SA + EtherType (non-VLAN).

• RED dropped: 478 bytes of Layer 3 packet + 22 bytes
special header. To the TQ, this packet has 4 bytes more
than queued or transmitted.

InterfaceNon-IQ PIC
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Table 552: Byte Count by Interface Hardware (continued)

CommentsByte Count Includes
Output
Level

Interface
Hardware

The additional 4 bytes are for
the Layer 2 Point-to-Point
Protocol (PPP) header.

Queued:482bytesperpacket, representing478bytesofLayer
3 packet + 4 bytes

Transmitted: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

RED dropped: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

InterfaceIQ and IQE
PICs with a
SONET/SDH
interface

For transmitted packets, the
additional 8 bytes includes 4
bytes for the PPP header and
4 bytes for a cookie.

Queued:478bytesperpacket, representing478bytesofLayer
3 packet

Transmitted: 486 bytes per packet, representing 478 bytes
of Layer 3 packet + 8 bytes

Packet
forwarding
component

For transmitted packets, the
additional 5 bytes includes 4
bytes for the PPP header and
1 byte for the packet loss
priority (PLP).

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 483 bytes per packet, representing 478 bytes
of Layer 3 packet + 5 bytes

• REDdropped:478bytesperpacket, representing478bytes
of Layer 3 packet

InterfaceNon-IQ PIC
with a
SONET/SDH
interface

The default Frame Relay overhead is 7 bytes. If you configure
the Frame Check Sequence (FCS) to 4 bytes, then the
overhead increases to 10 bytes.

InterfaceInterfaces
configuredwith
Frame Relay
Encapsulation

The Layer 2 overhead is 18
bytes for non-VLAN traffic
and 22 bytes for VLAN traffic.

Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Transmitted: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Interface1-port
10-Gigabit
Ethernet IQ2
and IQ2–EPICs

4-port 1G IQ2
and IQ2-E PICs

8-port 1G IQ2
and IQ2-E PICs

–Queued: 478 bytes of Layer 3 packet.

Transmitted: 478 bytes of Layer 3 packet.

Packet
forwarding
component

Sample Output

show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in anMPC)

The following example shows queue information for the rate-limited interface ge-4/2/0

on a Gigabit Ethernet MIC in an MPC. For rate-limited queues for interfaces hosted on

MICs or MPCs, rate-limit packet drops occur prior to packet output queuing. In the
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command output, the nonzero statistics displayed in the RL-dropped packets and

RL-dropped bytes fields quantify the traffic dropped to rate-limit queue 0 output to

10 percent of 1 gigabyte (100megabits) per second. Because the RL-dropped traffic

is not included in theQueued statistics, the statistics displayed for queued traffic are the

same as the statistics for transmitted traffic.

user@host> show interfaces queue ge-4/2/0
Physical interface: ge-4/2/0, Enabled, Physical link is Up
  Interface index: 203, SNMP ifIndex: 1054
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
  Transmitted:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :             205050862                602295 pps
    RL-dropped bytes     :           13595326612             327648832 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps

show interfaces queue (Aggregated Ethernet on a T320 Router)

The following example shows that the aggregated Ethernet interface, ae1, has traffic on

queues af1 and af12:

user@host> show interfaces queue ae1
Physical interface: ae1, Enabled, Physical link is Up
Interface index: 158, SNMP ifIndex: 33 Forwarding classes: 8 supported, 8 in use
Output queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
  Transmitted:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af1
  Queued:
    Packets              :              42603765                595484 pps
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    Bytes                :            5453281920             609776496 bps
  Transmitted:
    Packets              :              42603765                595484 pps
    Bytes                :            5453281920             609776496 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
  Transmitted:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 4, Forwarding classes: af11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 5, Forwarding classes: ef11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 6, Forwarding classes: af12
  Queued:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
  Transmitted:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 7, Forwarding classes: nc2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue (Fast Ethernet on a J4300 Router)

user@host> show interfaces queue fe-4/0/0.0
Logical interface fe-4/0/0.0 (Index 71) (SNMP ifIndex 42) 
Forwarding classes: 8 supported, 8 in use
Output queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :               5240762                  3404 pps
    Bytes                :            3020710354              15934544 bps
  Transmitted:
    Packets              :               5240762                  3404 pps
    Bytes                :            3020710354              15934544 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
Queue: 1, Forwarding classes: af1
  Queued:
    Packets              :               2480391                  1650 pps
    Bytes                :            1304685666               6945704 bps
  Transmitted:
    Packets              :               2478740                  1650 pps
    Bytes                :            1303817240               6945704 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                  1651                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                  1651                     0 pps
    RED-dropped bytes    :                868426                     0 bps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                868426                     0 pps

show interfaces queue (Gigabit Ethernet on a T640 Router)

user@host> show interfaces queue
Physical interface: ge-7/0/1, Enabled, Physical link is Up
   Interface index: 150, SNMP ifIndex: 42
 Forwarding classes: 8 supported, 8 in use
 Output queues: 8 supported, 8 in use
 Queue: 0, Forwarding classes: be
   Queued:
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     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
   Transmitted:
     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 1, Forwarding classes: af1
   Queued:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
   Transmitted:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 2, Forwarding classes: ef1
   Queued:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
   Transmitted:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 3, Forwarding classes: nc
   Queued:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
   Transmitted:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps

show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 aggregate
Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             148450735                947295 pps
    Bytes                :            8016344944             409228848 bps
  Transmitted:
    Packets              :              76397439                487512 pps
    Bytes                :            4125461868             210602376 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :              72053285                459783 pps
     Low                 :              72053285                459783 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :            3890877444             198626472 bps
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     Low                 :            3890877444             198626472 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :             410278257                473940 pps
    Bytes                :           22156199518             204742296 bps
  Transmitted:
    Packets              :               4850003                  4033 pps
    Bytes                :             261900162               1742256 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :             405425693                469907 pps
     Low                 :             405425693                469907 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :           21892988124             203000040 bps
     Low                 :           21892988124             203000040 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
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  Queued:
    Packets              :              76605230                485376 pps
    Bytes                :            5209211400             264044560 bps
  Transmitted:
    Packets              :              76444631                484336 pps
    Bytes                :            5198235612             263478800 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                160475                  1040 pps
     Low                 :                160475                  1040 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              10912300                565760 bps
     Low                 :              10912300                565760 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4836136                  3912 pps
    Bytes                :             333402032               2139056 bps
  Transmitted:
    Packets              :               3600866                  1459 pps
    Bytes                :             244858888                793696 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :               1225034                  2450 pps
     Low                 :               1225034                  2450 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              83302312               1333072 bps
     Low                 :              83302312               1333072 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
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    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              77059796                486384 pps
    Bytes                :            3544750624             178989576 bps
  Transmitted:
    Packets              :              77059797                486381 pps
    Bytes                :            3544750670             178988248 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
  Transmitted:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
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     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-7/1/3
Physical interface: ge-7/1/3, Enabled, Physical link is Up
  Interface index: 170, SNMP ifIndex: 70 Forwarding classes: 16 supported, 4 in 
use Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
  Transmitted:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
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    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
  Transmitted:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
  Transmitted:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
  Transmitted:
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    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps

show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 both-ingress-egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   254                     0 pps
    Bytes                :                 16274                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
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    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
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    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
  Transmitted:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue ingress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 ingress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   288                     0 pps
    Bytes                :                 18450                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
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    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
  Transmitted:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue remaining-traffic (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 remaining-traffic
Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
  Transmitted:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
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     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
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     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             109355853                471736 pps
    Bytes                :            7436199152             256627968 bps
  Transmitted:
    Packets              :             109355852                471736 pps
    Bytes                :            7436198640             256627968 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Channelized OC12 IQE Type 3 PIC in SONETMode)

user@host> show interfaces queue t3-1/1/0:7
 Physical interface: t3-1/1/0:7, Enabled, Physical link is Up

   Interface index: 192, SNMP ifIndex: 1948

   Description: full T3 interface connect to 6ce13 t3-3/1/0:7 for FR testing - 
Lam

 Forwarding classes: 16 supported, 9 in use

 Egress queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps

   Transmitted:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps
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      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps
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      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

   Transmitted:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:
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     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps
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      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps
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      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Packet Forwarding Engine Chassis Queues:

 Queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

   Transmitted:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps
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     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps
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      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

   Transmitted:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps
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      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:
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     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps
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      High                :                     0                     0 bps

show interfaces queue (QFX Series)

user@switch> show interfaces queue xe-0/0/15
   Physical interface: xe-0/0/15, Enabled, Physical link is Up
     Interface index: 49165, SNMP ifIndex: 539
   Forwarding classes: 12 supported, 8 in use
   Egress queues: 12 supported, 8 in use
   Queue: 0, Forwarding classes: best-effort 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 3, Forwarding classes: fcoe 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
0 bps
   Queue: 4, Forwarding classes: no-loss 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 7, Forwarding classes: network-control 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 8, Forwarding classes: mcast
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  

Copyright © 2014, Juniper Networks, Inc.5946

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps

show interfaces queue l2-statistics (lsq interface)

user@switch> show interfaces queue lsq-2/2/0.2 l2-statistics
Logical interface lsq-2/2/0.2 (Index 69) (SNMP ifIndex 1598)
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Burst size: 0
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1001                     0 bps
  Transmitted:
    Packets              :                     5                      0 pps
    Bytes                :                  1062                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: ef
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1500                     0 bps
  Transmitted:
    Packets              :                     6                      0 pps
    Bytes                :                  1573                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: af
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                   512                     0 bps
  Transmitted:
    Packets              :                     3                      0 pps
    Bytes                :                   549                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
=========

5947Copyright © 2014, Juniper Networks, Inc.

Chapter 64: Administration



show pfe next-hop

Syntax show pfe next-hop
<interface interface-name>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show pfe next-hop
<fpc slot>
<interface interface-name>
<lcc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Packet Forwarding Engine next-hop information.

Options none—Display all Packet Forwarding Engine next-hop information.

fpc slot—(TXMatrix and TXMatrix Plus routers only) (Optional) Show the next hops for

a Flexible PIC Concentrator (FPC) slot.

• On a TXMatrix router, if you specify the number of a T640 router by using the lcc

number option (the recommendedmethod), replace slotwith a value from 0

through 7. Otherwise, replace slotwith a value from 0 through 31.

• On a TXMatrix Plus router, if you specify the number of a T1600 router by using

the lcc number option (the recommendedmethod), replace slotwith a value from

0 through 7. Otherwise, replace slotwith a value from 0 through 31.

• On a TXMatrix Plus router in the TXP-T1600-3D, TXP-T4000-3D, or

TXP-Mixed-LCC-3D configuration, if you specify the number of a T1600or T4000

router by using the lcc number option (the recommendedmethod), replace slot

with a value from 0 through 7. Otherwise, replace slotwith a value from 0 through

63.

For example, the following commands have the same result:

user@host> show pfe next-hop fpc 1 lcc 1
user@host> show pfe next-hop fpc 9

interface interface-name—(Optional) Display the Packet Forwarding Engine next-hop

interface.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

display Packet Forwarding Engine next-hop interface for a specific T640 router (or

line-card chassis) that is connected to a TXMatrix router. On a TXMatrix Plus router,

display Packet Forwarding Engine next-hop interface for the router (or line-card

chassis) that is connected to a TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

Required Privilege
Level

admin

Related
Documentation

Routing Matrix with TXP-T1600 Configuration•

• Routing Matrix with TXP-T1600-3D Configuration

• Routing Matrix with TXP-T4000-3D Configuration

• Overview of a Routing Matrix with TXP-Mixed-LCC-3D Configuration

List of Sample Output show pfe next-hop on page 5950
show pfe next-hop fpc (TXMatrix Router) on page 5950
show pfe next-hop fpc (TXMatrix Plus Router) on page 5950
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Sample Output

show pfe next-hop

user@host> show pfe next-hop
Nexthop Info:
   ID      Type      Interface   Protocol         Encap  Next Hop Addr    MTU
-----  --------  -------------  ---------  ------------  ---------------  -----
    4     Mcast  -                   IPv4             -  0.0.0.0              0
    5     Bcast  -                   IPv4             -  -                    0
    7   Discard  -                   IPv4             -  -                    0
    8  MDiscard  -                   IPv4             -  -                    0
    9    Reject  -                   IPv4             -  -                    0
   13     Local  -                   IPv4             -  192.168.4.60         0
   14   Resolve  fxp0.0              IPv4   Unspecified  -                    0
   17     Local  -                   IPv4             -  127.0.0.1            0
   18   Unicast  fxp0.0              IPv4   Unspecified  192.168.4.254        0
   21     Local  -                   IPv4             -  11.1.0.1             0
   22   Unicast  at-0/1/0.0          IPv4      ATM SNAP  11.1.0.2          4482
 ...

show pfe next-hop fpc (TXMatrix Router)

user@host> show pfe next-hop fpc 1
Slot 1
Nexthop Info:
   ID      Type      Interface    Next Hop Addr    Protocol       Encap     MTU
-----  --------  -------------  ---------------  ----------  ------------  ----
    5     Mcast  -              default                IPv4             -     0
    6     Bcast  -              -                      IPv4             -     0
    8   Discard  -              -                      IPv4             -     0
    9  MDiscard  -              -                      IPv4             -     0
   13     Mcast  -              default                IPV6             -     0
   17  MDiscard  -              -                      IPV6             -     0
   18    Reject  -              -                      IPV6             -     0
   24   Discard  -              -                      None             -     0
   68     Local  -              192.168.66.113         IPv4             -     0
   69   Resolve  fxp0.0         -                      IPv4   Unspecified     0
   70   Unicast  fxp0.0         192.168.71.254         IPv4   Unspecified     0
  256     Local  -              10.71.71.1             IPv4             -     0
  257     Local  -              127.0.0.1              IPv4             -     0
  258     Mcast.local..1      default                IPv4   Unspecified     0
  259     Bcast.local..1      -                      IPv4   Unspecified     0
  261   Discard.local..1      -                      IPv4   Unspecified     0
  262  MDiscard.local..1      -                      IPv4   Unspecified     0
  269     Mcast.local..1      default                IPV6   Unspecified     0
  271   Discard.local..1      -                      IPV6   Unspecified     0
... 

show pfe next-hop fpc (TXMatrix Plus Router)

user@host> show pfe next-hop fpc 0

Slot 0

   ID      Type      Interface    Next Hop Addr    Protocol       Encap     MTU
-----  --------  -------------  ---------------  ----------  ------------  ----
   31     Mcast  -              default                IPv4             -     0
   32     Bcast  -              -                      IPv4             -     0
   34   Discard  -              -                      IPv4             -     0
   35  MDiscard  -              -                      IPv4             -     0
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   36    Reject  -              -                      IPv4             -     0
   39     Mcast  -              default                IPv6             -     0
   42   Discard  -              -                      IPv6             -     0
   43  MDiscard  -              -                      IPv6             -     0
   44    Reject  -              -                      IPv6             -     0
   49   Receive  -              -                      MPLS             -     0
   50   Discard  -              -                      MPLS             -     0
  111     Mcast  .local..1      default                IPv4   Unspecified     0
  112     Bcast  .local..1      -                      IPv4   Unspecified     0
  114   Discard  .local..1      -                      IPv4   Unspecified     0
  115  MDiscard  .local..1      -                      IPv4   Unspecified     0
  116    Reject  .local..1      -                      IPv4   Unspecified     0
  119     Mcast  .local..1      default                IPv6   Unspecified     0
  122   Discard  .local..1      -                      IPv6   Unspecified     0
  123  MDiscard  .local..1      -                      IPv6   Unspecified     0
  124    Reject  .local..1      -                      IPv6   Unspecified     0
  191     Mcast  .local..2      default                IPv4   Unspecified     0
  192     Bcast  .local..2      -                      IPv4   Unspecified     0
  194   Discard  .local..2      -                      IPv4   Unspecified     0
  195  MDiscard  .local..2      -                      IPv4   Unspecified     0
  196    Reject  .local..2      -                      IPv4   Unspecified     0
  322     Local  -              10.1.0.5               IPv4             -     0
  323   Resolve  bcm0.0         -                      IPv4   Unspecified     0
  326     Local  -              129.0.0.5              IPv4             -     0
  327   Resolve  bcm0.0         -                      IPv4   Unspecified     0
  328     Local  -              fe80::201:ff:fe01:5
                                                       IPv6             -     0
  329   Receive  bcm0.0         ff02::1:ff01:5         IPv6   Unspecified     0
  330   Receive  bcm0.0         fe80::                 IPv6   Unspecified     0
  331   Resolve  bcm0.0         -                      IPv6   Unspecified     0
  332     Local  -              fec0::a:1:0:5          IPv6             -     0
  333   Receive  bcm0.0         ff02::1:ff00:5         IPv6   Unspecified     0
  334   Receive  bcm0.0         fec0::                 IPv6   Unspecified     0
  335   Resolve  bcm0.0         -                      IPv6   Unspecified     0
  348     Local  -              192.168.178.4          IPv4             -     0
  349   Resolve  em0.0          -                      IPv4   Unspecified     0
  350   Unicast  em0.0          192.168.178.126        IPv4   Unspecified     0
  357     Local  -              fe80::201:1ff:fe01:5
                                                       IPv6             -     0
  512     Local  -              10.255.178.11          IPv4             -     0
  513     Local  -              127.0.0.1              IPv4             -     0
  515     Local  -              abcd::10:255:178:11
                                                       IPv6             -     0
  516     Local  -              fe80::200:ff:fe00:0
                                                       IPv6             -     0
  517     Local  -              127.0.0.1              IPv4             -     0
  518     Mcast  .local..3      default                IPv4   Unspecified     0
  519     Bcast  .local..3      -                      IPv4   Unspecified     0
  521   Discard  .local..3      -                      IPv4   Unspecified     0
  522  MDiscard  .local..3      -                      IPv4   Unspecified     0
  523    Reject  .local..3      -                      IPv4   Unspecified     0
  531     Mcast  .local..3      default                IPv6   Unspecified     0
  533   Discard  .local..3      -                      IPv6   Unspecified     0
  534  MDiscard  .local..3      -                      IPv6   Unspecified     0
  535    Reject  .local..3      -                      IPv6   Unspecified     0
  539    Mgroup  -              -                      IPv4             -     0
  540     Bcast  ge-15/0/3.0    -                      IPv4      Ethernet     0
  541   Receive  ge-15/0/3.0    14.2.1.0               IPv4      Ethernet     0
  542     Local  -              14.2.1.1               IPv4             -     0
  543   Resolve  ge-15/0/3.0    -                      IPv4      Ethernet     0
  544     Bcast  ge-31/0/4.0    -                      IPv4      Ethernet     0
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  545   Receive  ge-31/0/4.0    14.1.1.0               IPv4      Ethernet     0
  546     Local  -              14.1.1.1               IPv4             -     0
  547   Resolve  ge-31/0/4.0    -                      IPv4      Ethernet     0
  548   Unicast  ge-31/0/4.0    14.1.1.2               IPv4      Ethernet     0
  549   Unicast  ge-15/0/3.0    14.2.1.2               IPv4      Ethernet     0
  550     Bcast  ae1.0          -                      IPv4      Ethernet     0
  551   Receive  ae1.0          11.1.1.0               IPv4      Ethernet     0
  552     Local  -              11.1.1.1               IPv4             -     0
  553   Resolve  ae1.0          -                      IPv4      Ethernet     0
  554   Aggreg.  ae1.0          -                      IPv4      Ethernet     0
  555   Unicast  ge-23/0/8.0    11.1.1.2               IPv4      Ethernet     0
  556   Unicast  ge-7/0/9.0     11.1.1.2               IPv4      Ethernet     0
  557   Aggreg.  ae1.0          -                      MPLS      Ethernet     0
  558   Unicast  ge-23/0/8.0    -                      MPLS      Ethernet     0
  559   Unicast  ge-7/0/9.0     -                      MPLS      Ethernet     0
  560   Aggreg.  ae1.0          -                      MPLS      Ethernet     0
  561   Unicast  ge-23/0/8.0    -                      MPLS      Ethernet     0
  562   Unicast  ge-7/0/9.0     -                      MPLS      Ethernet     0
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show pfe route

Syntax show pfe route
<<inet6 | ip | iso> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<mpls>
<summary>

Syntax (EX Series
Switch and QFX

Series)

show pfe route
<<inet6 | ip> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<mpls>
<summary>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show pfe route
<fpc slot>
<<inet6 | ip | iso> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<lcc number>
<mpls>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the routes in the Packet Forwarding Engine forwarding table. The Packet

Forwarding Engine forwards packets between input and output interfaces.

NOTE: The Routing Enginemaintains amaster copy of the forwarding table.
It copies the forwarding table to the Packet Forwarding Engine, which is the
part of the router or switch responsible for forwarding packets. To display
the routes in the Routing Engine forwarding table, use the show route

forwarding table command. For more information, see the CLI Explorer.

Options none—Display all Packet Forwarding Engine forwarding table information.

fpc slot—(TXMatrix and TXMatrix Plus routers only) (Optional) Show the next hops for

a Flexible PIC Concentrator (FPC) slot.

• On a TXMatrix router, if you specify the number of a T640 router by using the lcc

number option (the recommendedmethod), replace slotwith a value from 0

through 7. Otherwise, replace slotwith a value from 0 through 31.

• On a TXMatrix Plus router, if you specify the number of a T1600 router by using

the lcc number option (the recommendedmethod), replace slotwith a value from

0 through 7. Otherwise, replace slotwith a value from 0 through 31

• On a TXMatrix Plus router in the TXP-T1600-3D, TXP-T4000-3D, or

TXP-Mixed-LCC-3D configuration, if you specify the number of a T1600or T4000

router by using the lcc number option (the recommendedmethod), replace slot
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with a value from 0 through 7. Otherwise, replace slotwith a value from 0 through

63.

For example, the following commands have the same result:

user@host> show pfe route fpc 1 lcc 1
user@host> show pfe route fpc 9

index index—(Optional) Display table index.

inet6—(Optional) Display Packet Forwarding Engine IPv6 routes.

ip—(Optional) Display Packet Forwarding Engine IPv4 routes.

iso—(Optional) Display ISO version routing tables.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

the slot number of the T640 router (or line-card chassis) that houses the FPC. On

aTXMatrix Plus router, the slot number of the router (line-card chassis) that houses

the FPC.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

mpls—(Optional) Display Packet Forwarding Engine MPLS information.

prefix prefix—(Optional) IPv4 or IPv6 prefix for which to show table entries.

summary—(Optional) Display summary of Packet Forwarding Engine information.

table <table-name>—(Optional) Display table information.

Required Privilege
Level

admin

Related
Documentation

Routing Matrix with TXP-T1600 Configuration•

• Routing Matrix with TXP-T1600-3D Configuration

• Routing Matrix with TXP-T4000-3D Configuration

• Overview of a Routing Matrix with TXP-Mixed-LCC-3D Configuration

List of Sample Output show pfe route ip on page 5955
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show pfe route iso on page 5955
show pfe route lcc summary (TXMatrix Router) on page 5955
show pfe route lcc summary (TXMatrix Plus Router) on page 5957

Sample Output

show pfe route ip

user@host> show pfe route ip

IPv4 Route Table 0, default.0, 0x0:
Destination                       NH IP Addr      Type     NH ID Interface
--------------------------------- --------------- -------- ----- ---------
default                                            Discard     8
127.0.0.1                         127.0.0.1          Local   256
172.16/12                         192.168.71.254   Unicast    68 fxp0.0
192.168.0/18                      192.168.71.254   Unicast    68 fxp0.0
192.168.40/22                     192.168.71.254   Unicast    68 fxp0.0
192.168.64/18                     192.168.71.254   Unicast    68 fxp0.0
192.168.64/21                                      Resolve    67 fxp0.0
192.168.71.249                    192.168.71.249     Local    66
192.168.220.0/30                                   Resolve   303 fe-0/0/0.0
192.168.220.0                     192.168.220.0    Receive   301 fe-0/0/0.0
224.0.0.1                                            Mcast     5
255.255.255.255                                      Bcast     6

...

show pfe route iso

user@host# show pfe route iso

CLNS Route Table 0, CLNP.0, 0x0:
Destination                              Type     NH ID Interface
---------------------------------------- -------- ----- ---------
default                                    Reject    60
47.0005.80ff.f800.0000.0108.0001.0102.5508.2159/152     Local   514
49.0001.00a0.c96b.c491/72                   Local   536

show pfe route lcc summary (TXMatrix Router)

user@host> show pfe route lcc 2 summary

Slot 0

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           43        3081
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389
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Slot 1

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           43        3081
1                  4         281

MPLS Route Tables:

Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

Slot 16

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           41        2938
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

Slot 17

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           41        2938
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389
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show pfe route lcc summary (TXMatrix Plus Router)

user@host> show pfe route lcc 2 summary

Slot 0

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           25        2266
1                  9         815
2                  6         545
3                  5         453
4                 15        1371
5                  5         453
6                 13        1187

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          88
4                  5         452

IPv6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            7         697
1                 13        1305
3                  4         385
4                  4         385
5                  4         385
6                 18        1833

Slot 6

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           25        2266
1                  9         815
2                  6         545
3                  5         453
4                 15        1371
5                  5         453
6                 13        1187

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          88
4                  5         452

IPv6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            7         697
1                 13        1305
3                  4         385
4                  4         385
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5                  4         385
6                 18        1833
...
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show pfe terse

Syntax show pfe terse

Syntax (TXMatrix and
TXMatrix PlusRouter)

show pfe terse
<lcc number | scc>
<sfc number>

Syntax (MX Series
Router)

show pfe terse
<all-members>
<local>
<membermember-id>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Packet Forwarding Engine status information.

Options none—Display brief information about the Packet Forwarding Engine.

all-members—(MX Series routers only) (Optional) Display Packet Forwarding Engine

status information for all members in the Virtual Chassis configuration.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

displayPacketForwardingEngine information for aT640 router (or line-cardchassis)

that is connected to a TXMatrix router. On a TXMatrix Plus router, display Packet

Forwarding Engine information for the router (or line-card chassis) that is connected

to a TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Display Packet Forwarding Engine status

information for the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display Packet Forwarding

Engine status information for the specified member of the Virtual Chassis

configuration. Replacemember-idwith a value of 0 or 1.

scc—(TXMatrix routers only) (Optional) Display Packet Forwarding Engine information

for the TXMatrix router (or switch-card chassis).
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sfc—(TXMatrix Plus routers only) (Optional) Display Packet Forwarding Engine

information for the TXMatrix Plus router (or switch-fabric chassis).

Required Privilege
Level

admin

List of Sample Output show pfe terse (TXMatrix Router) on page 5960
show pfe terse (TXMatrix Plus Router) on page 5960
show pfe terse sfc (TXMatrix Plus Router) on page 5960

Sample Output

show pfe terse (TXMatrix Router)

user@host> show pfe terse
Slot Type Slot    State   Flags Uptime
  0  SFM  Present Online  0x0bf 01:25:42
  2  SFM  Present Online  0x0bf 01:25:40
  0  FPC  Present Online  0x102 01:25:57
  1  FPC  Present Online  0x102 01:25:55
  2  FPC  Present Online  0x102 01:25:53 

show pfe terse (TXMatrix Plus Router)

user@host> show pfe terse
sfc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   LCC  Present   Online    2d 05:26

lcc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   GFPC Present   Online    2d 05:25
 1   GFPC Present   Online    2d 05:25

show pfe terse sfc (TXMatrix Plus Router)

user@host> show pfe terse sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   LCC  Present   Online    2d 05:25
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show pfe version

Syntax show pfe version <brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display Packet Forwarding Engine version information.

Options brief | detail—Display the specified level of output.

Required Privilege
Level

admin

List of Sample Output show pfe version brief on page 5961
show pfe version detail on page 5961

Sample Output

show pfe version brief

user@host> show pfe version brief
PFED release 11.1D0 built by builder on 2010-11-11 05:16:11 UTC

show pfe version detail

user@host> show pfe version detail
PFED release 11.1D0 built by builder on 2010-11-11 05:16:11 UTC

junos-core01.juniper.net:/volume/build/junos/rpd_feb11/11.1/development/20101111.0/obj-i386/
junos/usr.sbin/pfed
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CHAPTER 65

Troubleshooting

• Troubleshooting Procedures on page 5963

Troubleshooting Procedures

• Troubleshooting Dropped FCoE Traffic on page 5963

• Troubleshooting Egress Bandwidth That Exceeds the Configured Maximum

Bandwidth on page 5966

• Troubleshooting Egress Bandwidth That Exceeds the Configured Minimum

Bandwidth on page 5967

• Troubleshooting Egress Queue Bandwidth Impacted by Congestion on page 5968

• Troubleshooting an Unexpected Rewrite Value on page 5969

• Troubleshooting a Port Reset on QFabric SystemsWhen a Queue Stops Transmitting

Traffic on page 5970

Troubleshooting Dropped FCoE Traffic

Problem Fibre Channel over Ethernet (FCoE) traffic for which you want guaranteed delivery is

dropped.

Cause Thereare several possible causesofdroppedFCoE traffic (the list numbersof thepossible

causes correspond to the list numbers of the solutions in the Solution section.):

1. Priority-based flow control (PFC) is not enabled on the FCoE priority (IEEE 802.1p

codepoint) in both the input andoutput stanzasof the congestionnotificationprofile.

2. The FCoE traffic is not classified correctly at the ingress interface. FCoE traffic should

either use the default fcoe forwarding class and classifier configuration (maps the

fcoe forwarding class to IEEE 802.1p code point 011) or be mapped to a lossless

forwarding class and to the code point enabled for PFC on the input and output

interfaces.

3. Thecongestionnotificationprofile thatenablesPFCon theFCoEpriority isnotattached

to the interface.

4. The forwarding class set (priority group) used for guaranteed delivery traffic does not

include the forwarding class used for FCoE traffic.
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5. Insufficient bandwidth has been allocated for the FCoE queue or for the forwarding

class set to which the FCoE queue belongs.

6. If you are using Junos OS Release 12.2, the fcoe forwarding class has been explicitly

configured instead of using the default fcoe forwarding class configuration

(forwarding-class-to-queuemapping).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure the lossless forwarding
classes, the trafficmapped to those forwarding classes is treated as lossy
(best effort) traffic and does not receive lossless treatment.

7. If you are using Junos OS Release 12.3 or later and you are not using the default fcoe

forwarding class configuration, the forwarding class used for FCoE is not configured

with the no-loss packet drop attribute. In Junos OS 12.3 or later, explicit forwarding

classes configurations must include the no-loss packet drop attribute to be treated

as lossless forwarding classes.

Solution The list numbers of the possible solutions correspond to the list numbers of the causes

in the Cause section.
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1. Check the congestion notification profile (CNP) to see if PFC is enabled on the FCoE

priority (the correct IEEE 802.1p code point) on both input and output interfaces. Use

the show class-of-service congestion-notification operational command to show the

code points that are enabled for PFC in each CNP.

If you are using the default configuration, FCoE traffic is mapped to code point 011

(priority 3). In this case, the input stanza of the CNP should show that PFC is enabled

on code point 011, and the output stanza should show that priority 011 is mapped to

flow control queue 3.

If you explicitly configured a forwarding class for FCoE traffic, ensure that:

• You specified theno-losspacket dropattribute in the forwarding class configuration

• The code point mapped to the FCoE forwarding class in the ingress classifier is the

code point enabled for PFC in the CNP input stanza

• The code point and output queue used for FCoE traffic are mapped to each other

in the CNP output stanza (if you are not using the default priority and queue, you

must explicitly configure each output queue that you want to respond to PFC

messages)

For example, if you explicitly configure a forwarding class for FCoE traffic that is

mapped to output queue 5 and to code point 101 (priority 5), the output of the show

class-of-service congestion-notification looks like:

Name: fcoe_p5_cnp, Index: 12183
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

2. Use the show class-of-service classifier type ieee-802.1p operational command to

check if the classifier maps the forwarding class used for FCoE traffic to the correct

IEEE 802.1p code point.

3. Ensure that thecongestionnotificationprofile andclassifier areattached to thecorrect

ingress interface. Use the operational command show configuration class-of-service

interfaces interface-name.

4. Check that the forwardingclass set includes the forwardingclassused for FCoE traffic.

Use the operational command show configuration class-of-service

forwarding-class-sets to show the configured priority groups and their forwarding

classes.

5965Copyright © 2014, Juniper Networks, Inc.

Chapter 65: Troubleshooting



5. Verify theamountofbandwidthallocated to thequeuemappedto theFCoEforwarding

class and to the forwarding class set to which the FCoE traffic queue belongs. Use

the show configuration class-of-service schedulers scheduler-name operational

command (specify the scheduler for FCoE traffic as the scheduler-name) to see the

minimum guaranteed bandwidth (transmit-rate) andmaximum bandwidth

(shaping-rate) for the queue.

Use the showconfigurationclass-of-service traffic-control-profiles traffic-control-profile

operational command (specify the traffic control profile used for FCoE traffic as the

traffic-control-profile) to see the minimum guaranteed bandwidth (guaranteed-rate)

andmaximum bandwidth (shaping-rate) for the forwarding class set.

6. Delete the explicit FCoE forwarding-class-to-queuemapping so that the systemuses

the default FCoE forwarding-class-to-queuemapping. Include the delete

forwarding-classes class fcoe queue-num 3 statement at the [edit class-of-service]

hierarchy level to remove the explicit configuration. The system then uses the default

configuration for the FCoE forwarding class and preserves the lossless treatment of

FCoE traffic.

7. Use the show class-of-service forwarding-class operational command to display the

configured forwardingclasses. TheNo-Losscolumnshowswhether lossless transport

is enabled or disabled for each forwarding class. If the forwarding class used for FCoE

traffic is not enabled for lossless transport, include the no-loss packet drop attribute

in the forwarding class configuration (set class-of-service forwarding-classes class

fcoe-forwarding-class-name queue-num queue-number no-loss).

See “Example: Configuring CoS PFC for FCoE Traffic” on page 4921 for step-by-step

instructions on how to configure PFC for FCoE traffic, including classifier, interface,

congestion notification profile, PFC, and bandwidth scheduling configuration.

Related
Documentation

show class-of-service congestion-notification on page 5825•

• show class-of-service forwarding-class-set on page 5833

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Troubleshooting Egress Bandwidth That Exceeds the ConfiguredMaximumBandwidth

Problem Themaximum bandwidth of a queue whenmeasured at the egress port exceeds the

maximum bandwidth (shaping rate) configured for the queue.

Cause When you configure bandwidth for a queue or a priority group, the switch accounts for

the configured bandwidth as data only. The switch does not rate-shape the preamble

and the interframe gap (IFG) associated with frames, so the switch does not account

for the bandwidth consumed by the preamble and the IFG in its maximum bandwidth

calculations.
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Themeasured egress bandwidth can exceed the configuredmaximumbandwidthwhen

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG

overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

Solution When you calculate the bandwidth requirements for queues on which you expect a

significant amount of traffic with small packet sizes, consider the shaping rate as the

maximum bandwidth for the data only. Add sufficient bandwidth to your calculations to

account for the preamble and IFG so that the port bandwidth is sufficient to handle the

combinedmaximum data rate (shaping rate) and the preamble and IFG.

If themaximumbandwidthmeasuredat theegressportexceeds theamountofbandwidth

that you want to allocate to the queue, reduce the shaping rate for that queue.

Related
Documentation

shaping-rate on page 5777•

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

Troubleshooting Egress Bandwidth That Exceeds the ConfiguredMinimumBandwidth

Problem Theminimum bandwidth of a queue or a priority group whenmeasured at the egress

port exceeds the minimum bandwidth configured for the queue (transmit-rate) or for

the priority group (guaranteed-rate).

Cause When you configure bandwidth for a queue or a priority group, the switch accounts for

the configured bandwidth as data only. The switch does not include the preamble and

the interframe gap (IFG) associated with frames, so the switch does not account for the

bandwidthconsumedbythepreambleandthe IFG in itsminimumbandwidthcalculations.

Themeasured egress bandwidth can exceed the configuredminimum bandwidth when

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG

overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

NOTE: The sum of the queue transmit rates in a priority group should not
exceed the guaranteed rate for the priority group. (You cannot guarantee a
minimum bandwidth for the queues that is greater than theminimum
bandwidth guaranteed for the entire set of queues.)

Solution Whenyoucalculate thebandwidth requirements for queuesandpriority groupsonwhich

you expect a significant amount of traffic with small packet sizes, consider the transmit
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rate and the guaranteed rate as theminimumbandwidth for the data only. Add sufficient

bandwidth to your calculations to account for the preamble and IFG so that the port

bandwidth is sufficient to handle the combinedminimum data rate and the preamble

and IFG.

If theminimumbandwidthmeasuredat theegressport exceeds theamountofbandwidth

that you want to allocate to a queue or to a priority group, reduce the transmit rate for

that queue and reduce the guaranteed rate of the priority group that contains the queue.

Related
Documentation

guaranteed-rate on page 5749•

• transmit-rate on page 5784

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

Troubleshooting Egress Queue Bandwidth Impacted by Congestion

Problem Congestion on an egress port causes egress queues to receive less bandwidth than

expected. Egress port congestion can impact the amount of bandwidth allocated to

queues on the congested port and, in some cases, on ports that are not congested.

Cause Egressqueuecongestion cancause the ingressport buffer to fill aboveacertain threshold

and affect the flow to the queues on the egress port. One queue receives its configured

bandwidth, but the other queues on the egress port are affected and do not receive their

configured share of bandwidth.

Solution The solution is to configure a drop profile to apply weighted random early detection

(WRED) to the queue or queues on the congested ports.

Configure a drop profile on the queue that is receiving its configured bandwidth. This

queue is preventing the other queues from receiving their expected bandwidth. The drop

profile prevents the queue from affecting the other queues on the port.

To configure a tail-drop profile using the CLI:

• Name the drop profile and set the drop start point, drop end point,minimumdrop rate,

andmaximum drop rate for the drop profile:

[edit class-of-service]
user@switch# set drop-profile drop-profile-name interpolate fill-level percentage fill-level
percentage drop-probability 0 drop-probability percentage

Related
Documentation

drop-profile on page 5732•

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding CoS Tail-Drop Profiles on page 5409
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Troubleshooting an Unexpected Rewrite Value

Problem Traffic fromone ormore forwarding classes on an egress port is assigned an unexpected

rewrite value.

NOTE: For packets that carry both an inner VLAN tag andanouter VLAN tag,
the rewrite rules rewrite only the outer VLAN tag.

Cause If you configure a rewrite rule for a forwarding class on an egress port but you do not

configure a rewrite rule for every forwarding class on that egressport, then the forwarding

classes that do not have a configured rewrite rule are assigned random rewrite values.

For example:

1. Configure forwarding classes fc1, fc2, and fc3.

2. Configure rewrite rules for forwarding classes fc1 and fc2, but not for forwarding class

fc3.

3. Assign forwarding classes fc1, fc2, and fc3 to a port.

When traffic for these forwarding classes flows through the port, traffic for forwarding

classes fc1 and fc2 is rewritten correctly. However, traffic for forwarding class fc3 is

assigned a random rewrite value.

Solution If any forwarding class on an egress port has a configured rewrite rule, then all forwarding

classes on that egress portmust have a configured rewrite rule. Configuring a rewrite rule

for any forwarding class that is assigned a random rewrite value solves the problem.

TIP: If you want the forwarding class to use the same code point value
assigned to it by the ingress classifier, specify that value as the rewrite rule
value. For example, if a forwarding class has the IEEE 802.1 ingress classifier
code point value 011, configure a rewrite rule for that forwarding class that

uses the IEEE 802.1p code point value 011.

NOTE: There are no default rewrite rules. You can bind one rewrite rule for
each type (DSCP and IEEE 802.1) to a given interface. A rewrite rule can
contain multiple forwarding-class-to-rewrite-value associations.

1. Assign a rewrite value to a forwarding class. Add the new rewrite value to the same

rewrite rule as the other forwarding classes on the port:

[edit class-of-service rewrite-rules]
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user@switch# set(dscp| ieee-802.1) rewrite-name forwarding-classclass-name loss-priority
priority code-point (alias | bits)

For example, if the other forwarding classes on the port use rewrite values defined in

the rewrite rule custom-rw, the forwarding class fcoe is being randomly rewritten, and

you want to use IEEE 802.1 code point 011 for the fcoe forwarding class:

[edit class-of-service rewrite-rules]
user@switch# set ieee-802.1 custom-rw forwarding-class fcoe loss-priority high code-point
011

2. Enable the rewrite rule on an interface if it is not already enabled on the desired

interface:

[edit]
user@switch# set class-of-service interfaces interface-name unit unit rewrite-rules (dscp |
ieee-802.1) rewrite-rule-name

For example, to enable the rewrite rule custom-rw on interface xe-0/0/24.0:

[edit]
user@switch# set class-of-service interfaces xe-0/0/24 unit 0 rewrite-rules ieee-802.1
custom-rw

Related
Documentation

interfaces on page 5757•

• rewrite-rules on page 5772

• Defining CoS Rewrite Rules on page 5693

• Monitoring CoS Rewrite Rules on page 5812

Troubleshooting a Port Reset on QFabric SystemsWhen a Queue Stops Transmitting Traffic

Problem InQFabric systems, if anyqueue thatcontainsoutgoingpacketsdoesnot transmitpackets

for 12 consecutive seconds, the port automatically resets.

Cause Failure of a queue to transmit packets for 12 consecutive secondsmay be due to:

• A strict-high priority queue consuming all of the port bandwidth

• Several queues consuming all of the port bandwidth

• Any queue or port receiving continuous priority-based flow control (PFC) or 802.3x

Ethernet PAUSEmessages (received PFC and PAUSEmessages prevent a queue or

a port, respectively, from transmitting packets because of network congestion)

• Other conditions thatpreventaqueue fromobtainingportbandwidth for 12 consecutive

seconds

Solution If the cause is a strict-high priority queue or other queues consuming all of the port

bandwidth, you can use rate shaping to configure a maximum rate for the queues that

areusingall of theportbandwidthandpreventingotherqueues fromobtainingbandwidth

on the port. You configure a maximum rate by creating a scheduler, using a scheduler

map to apply it to a forwarding class (which maps to an output queue), and applying

the scheduler map to the port using a forwarding class set and a traffic control profile.
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To configure rate shaping using the CLI:

1. Nametheexistingscheduleror createascheduleranddefine themaximumbandwidth

as a rate or as a percentage:

[edit class-of-service]
user@switch# set schedulers scheduler-name shaping-rate (rate | percent percentage)

2. Configure a scheduler map to associate the scheduler with the forwarding class

(queue) that is consuming all of the port bandwidth:

[edit class-of-service]
user@switch# set scheduler-maps scheduler-map-name forwarding-class
forwarding-class-name scheduler scheduler-name

3. Associate the scheduler map with a traffic control profile:

[edit class-of-service]
user@switch# set traffic-control-profiles traffic-control-profile-name scheduler-map
scheduler-map-name

4. Associate the traffic control profile (and thus the scheduler map that contains the

rate shaping queue scheduler) with a forwarding class set and apply them to the

interface that is being reset:

[edit class-of-service]
user@switch# set interfaces interface-name forwarding-class-set fc-set-name
output-traffic-control-profile traffic-control-profile-name

For example, a strict-high priority queue is using all of the bandwidth on interface

shpnode:xe-0/0/10 and preventing other queues from transmitting for 12 consecutive

seconds. You decide to set a maximum rate of 7 Gbps on the strict-high priority queue

to ensure that at least 3 Gbps of the port bandwidth is available to service other queues.

Table 553 on page 5971 shows the topology for this example:

Table 553: Components of the Rate Shaping Troubleshooting Example

SettingsComponent

shpnode:xe-0/0/10Affected interface

Name: shp-sched
Shaping rate: 7g
Priority: strict-high

NOTE: Thisexampleassumes that thescheduleralreadyexistsandhasbeenconfigured
as strict-highpriority, but that rate shaping to prevent the strict-high priority traffic from
using all of the port bandwidth has not been applied.

Scheduler (strict-high priority
scheduler)

Name: shp-map
Forwarding class to associate with the shp-sched scheduler: strict-high

NOTE: This example assumes that a strict-high priority forwarding class has been
configured and assigned the name strict-high.

Scheduler map

Name: shp-tcp

NOTE: This example does not describe how todefine a complete traffic control profile.

Traffic control profile
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Table 553: Components of the Rate Shaping Troubleshooting Example (continued)

SettingsComponent

Name: shp-pgForwarding class set

To configure the scheduler, map it to the strict-high priority forwarding class, and apply

it to interface shpnode:xe-0/0/10 using the CLI:

1. Specify the scheduler for the strict-high priority queue (shp-sched) with a maximum

bandwidth of 7 Gbps:

[edit class-of-service schedulers]
user@switch# set shp-sched shaping-rate 7g

2. Configureaschedulermap(shp-map) thatassociates thescheduler (shp-sched)with

the forwarding class (strict-high):

[edit class-of-service scheduler-maps]
user@switch# set shp-map forwarding-class strict-high scheduler shp-sched

3. Associate the scheduler map shp-mapwith a traffic control profile (shp-tcp):

[edit class-of-service traffic-control-profiles]
user@switch# set shp-tcp scheduler-map shp-map

4. Associate the traffic control profile shp-tcpwith a forwarding class set (shp-pg) and

the affected interface (shpnode:xe-0/0/10):

[edit class-of-service]
user@switch# set interfaces shpnode:xe-0/0/10 forwarding-class-set shp-pg
output-traffic-control-profile shp-tcp

Related
Documentation

• Understanding CoS Output Queue Schedulers on page 5371

• Defining CoS Queue Scheduling Priority on page 5682

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474
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PART 20

Network Management and Monitoring

• Overview on page 5975

• Configuration on page 6073

• Administration on page 6319

• Troubleshooting on page 6411
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CHAPTER 66

Overview

• Network Management on page 5975

• Automation on page 5981

• Junos Space on page 5999

• Network Analytics on page 6000

• sFlow Techology on page 6016

• SNMP on page 6021

• System Logging on page 6068

NetworkManagement

• Understanding Device and Network Management Features on page 5975

• Understanding Network Management Implementation on the QFabric

System on page 5978

• Understanding Telnet on the QFabric System on page 5979

• Understanding Tracing and Logging Operations on page 5979

Understanding Device and Network Management Features

After you install a QFX Series product in your network, you need to manage the device.

The QFX Series products support features that you use to manage the device within the

network, including the management of configuration, system performance, fault

monitoring, and remote access.

Table 554 on page 5975 lists the device and network management features on the QFX

Series.

Table 554: Device and Network Management Features on the QFX Series

DocumentationTypical UsesFeature

Advanced Insight Scripts (AI-Scripts)
Release Notes

Fault managementAI-Scripts and Advanced Insight Manager
(AIM)—Automatically detect andmonitor
faults on the switch, and depending on the
configuration on the AIM application, send
notifications of potential problems, and
submit problem reports to Juniper Support
Systems.
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Table 554: Device and Network Management Features on the QFX Series (continued)

DocumentationTypical UsesFeature

“Chassis AlarmMessages on a QFX3500
Device” on page 6430

Fault managementAlarmsandLEDsontheswitch—Showstatus
of hardware components and indicate
warning or error conditions.

• Routing Policy Feature Guide for Routing
Devices

• OverviewofFirewall Filtersonpage4409

PerformancemanagementFirewall filters—Control the packets that are
sent to and from the network, balance
network traffic, and optimize performance.

• Configuring SSH Service for Remote
Access to the Router or Switch on
page 1243

• Configuring Telnet Service for Remote
Access to a Router or Switch

Remote access managementIn-bandmanagement—Enables connection
to the switch using the same interfaces
through which customer traffic flows.
Communication between the switch and a
remote console is typically enabled using
SSH and Telnet services. SSH provides
secure encrypted communications, whereas
Telnet provides unencrypted, and therefore
less secure, access to the switch.

Junos OS Automation Library• Configuration management

• Performancemanagement

• Fault management

Juniper Networks Junos OS automation
scripts—Configuration and operations
automation tools provided by Junos OS.
These tools includecommitscripts, operation
scripts, event scripts, and event policies.
Commit scriptsenforcecustomconfiguration
rules, whereas operation scripts, event
policies, andevent scriptsautomatenetwork
troubleshooting andmanagement.

CLI User Guide• Configuration management

• Performancemanagement

• User access management

• Remote access management

Junos OS command-line interface (CLI)—
CLI configurationstatements thatenable you
to configure the switch based on your
networking requirements, such as security,
service, and performance.

• Understanding Junos Space Support on
page 5999

• Junos Space Network Application
Platform User Guide

• Configuration management

• Performancemanagement

• Fault management

Junos Space software—Multipurpose
GUI-based network management system
that includes a base platform, the Network
Application Platform, and other optional
applications suchasEthernetDesign,Service
Now, Service Insight, and Virtual Control.

• JunosXMLAPIConfigurationDeveloper
Reference

• Junos XML API Operational Developer
Reference

• Configuration management

• Performancemanagement

• Fault management

JunosXMLAPI—XMLrepresentationof Junos
OSconfigurationstatementsandoperational
mode commands. Junos XML configuration
tag elements are the content to which the
Junos XML protocol operations apply. Junos
XMLoperational tagelementsareequivalent
in function to operational mode commands
in the CLI, which you can use to retrieve
status information for a device. The Junos
XML API also includes tag elements that are
the counterpart to Junos CLI configuration
statements.
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Table 554: Device and Network Management Features on the QFX Series (continued)

DocumentationTypical UsesFeature

NETCONF XMLManagement Protocol
Developer Guide

• Configuration management

• Performancemanagement

• Fault management

NETCONF XMLmanagement
protocol—XML-basedmanagementprotocol
that client applications use to request and
changeconfiguration informationon routing,
switching, and security platforms running
Junos OS. The NETCONF XMLmanagement
protocol defines basic operations that are
equivalent to Junos OS CLI configuration
mode commands. Client applications use
the protocol operations to display, edit, and
commit configuration statements (among
other operations), just as administrators use
CLI configuration mode commands such as
show, set, and commit to perform those
operations.

CLI Explorer• Performancemanagement

• Fault management

Operationalmodecommands—Maybeused
to do the following:

• Monitor switchperformance. For example,
the showchassis routing-enginecommand
shows the CPU utilization of the Routing
Engine.HighCPUutilizationof theRouting
Engine can affect performance of the
switch.

• View current activity and status of the
device or network. For example, you can
use the ping command tomonitor and
diagnose connectivity problems, and the
traceroute command to locate points of
failure on the network.

• Connecting a QFX3500 Device to a
Network for Out-of-Band Management

• Connecting a QFX Series Device to a
Management Console

• Configuring Console and Auxiliary Port
Properties on page 6101

Remote access managementOut-of-bandmanagement—Enables
connection to the switch through a
management interface. Out-of-band
management is supportedon twodedicated
management Ethernet interfaces as well as
on the console and auxiliary ports. The
management Ethernet interfaces connect
directly to the Routing Engine. No transit
traffic is allowed through the interfaces,
separatingcustomerandmanagement traffic
and ensuring that congestion or failures in
the transit network do not affect the
management of the switch.

SNMPMIBs and Traps ReferenceConfiguration managementSNMP Configuration Management
MIB—Provides notification for configuration
changes in the formofSNMPtraps. Each trap
contains the time at which the configuration
changewascommitted, thenameof theuser
whomade the change, and themethod by
which the changewasmade. A history of the
last 32 configuration changes is kept in
jnxCmChgEventTable.
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Table 554: Device and Network Management Features on the QFX Series (continued)

DocumentationTypical UsesFeature

• SNMPMIBs and Traps Reference

• Understanding the Implementation of
SNMP on page 6021

Fault managementSNMPMIBs and traps—Enable the
monitoringofnetworkdevices fromacentral
location.UseSNMPrequests suchasgetand
walk to monitor and view system activity.

TheQFX3500switchsupportsSNMPVersion
1 (v1), v2, and v3, and both standard and
Juniper Networks enterprise-specific MIBs
and traps.

• JunosOSSystemLogMessagesReference

• Overview of Junos OS System Log
Messages on page 6068

• Overview of Single-Chassis System
Logging Configuration on page 6069

• Fault management

• User access management

System logmessages—Logdetails of system
and user events, including errors. You can
specify the severity and type of system log
messages you wish to view or save, and
configure the output to be sent to local or
remote hosts.

Understanding Network Management Implementation on the QFabric System

This topic describes network management features on the QFabric system that are

implemented differently than on other devices running Junos OS.

The following network management features are supported on the QFabric system:

• System logmessages—The QFabric systemmonitors events that occur on its

componentdevices, distributes system logmessagesabout thoseevents toall external

system logmessage servers (hosts) that are configured, and archives the messages.

Component devices include Node devices, Interconnect devices, Director devices, and

the Virtual Chassis. You configure system logmessages at the [edit system syslog]

hierarchy level. Use the show log filename operational mode command to view

messages.

• Simple Network Management Protocol (SNMP) Version 1 (v1) and v2c—SNMP
monitors network devices from a central location. The SNMP implementation on the

QFabric system supports the basic SNMP architecture of Junos OSwith some

limitations, including a reduced set of MIB objects, read-only access for SNMP

communities, and limited support for SNMP requests. You configure SNMPat the [edit

snmp] hierarchy level. Only the show snmp statistics operational mode command is

supported, but you can issue SNMP requests using external SNMP client applications.

• Advanced Insight Solutions (AIS)—AIS provides tools and processes to automate
the delivery of support services for the QFabric system. AIS components include

Advanced InsightScripts (AI-Scripts) andAdvanced InsightManager (AIM). You install

AI-Scripts using the request systemscripts add operationalmode command. However,

the jais-activate-scripts.slax file usedduring installation is preconfigured for theQFabric

system and cannot be changed.

Related
Documentation

Advanced Insight Scripts (AI-Scripts) Release Notes•

• Understanding Device and Network Management Features on page 5975
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• Overview of Junos OS System Log Messages on page 6068

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• SNMPMIBs Support on page 6038

Understanding Telnet on the QFabric System

This topic describes the support for the Telnet protocol on QFabric systems.

Telnet service is available for devices running Junos OS, including QFX Series devices.

However, on QFabric systems, Telnet support is limited and the following conditions

apply:

• You can telnet from a QFabric system to external devices that are connected to the

QFabric system by way of the network Node group. To connect to these external

devices, issue the telnet command from the QFabric default partition CLI.

• Youcannotuse theTelnetprotocol toconnect fromtheQFabric systemdefaultpartition

CLI to individual components. To access system components, youmust issue the

request component login command instead.

Related
Documentation

request component login on page 1356•

• telnet

Understanding Tracing and Logging Operations

Tracing and logging operations enable you to track events that occur in the switch—both

normal operations and error conditions—and to track the packets that are generated by

or passed through the switch. The results of tracing and logging operations are placed

in files in the /var/log directory on the switch.

The Junos OS supports remote tracing for the following processes:

• chassisd—Chassis-control process

• eventd—Event-processing process

• cosd—Class-of-service process

Youconfigure remote tracingbyusing the tracing statementat the [editsystem]hierarchy

level.

NOTE: The tracing statement is not supported on the QFX3000QFabric

system.

If you enabled remote tracing but wish to disable it for specific processes on the switch,

use the no-remote-trace statement at the [edit process-name traceoptions] hierarchy

level. This feature does not alter local tracing functionality in any way, and logging files

are stored on the switch.
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Logging operations use a system logging mechanism similar to the UNIX syslogd utility

to record systemwide, high-level operations, such as interfaces going up or down and

users logging in to or out of the switch. You configure these operations by using the syslog

statement at the [edit system] hierarchy level and by using the options statement at the

[edit ethernet-switching-options] hierarchy level.

Tracing operations recordmore detailed information about the operations of the switch,

including packet forwarding and routing information. To configure tracing operations,

use the traceoptions statement.

NOTE: The traceoptionsstatement isnotsupportedontheQFX3000QFabric

system.

You can define tracing operations in different portions of the switch configuration:

• SNMPagentactivity tracingoperations—Define tracingof theactivitiesofSNMPagents

on the switch. You configure SNMPagent activity tracing operations at the [edit snmp]

hierarchy level.

• Global switching tracing operations—Define tracing for all switching operations. You

configure global switching tracing operations at the [edit ethernet-switching-options]

hierarchy level of the configuration.

• Protocol-specific tracingoperations—Define tracing for a specific routingprotocol. You

configure protocol-specific tracing operations in the [edit protocols] hierarchy when

configuring the individual routingprotocol. Protocol-specific tracingoperationsoverride

any equivalent operations that you specify in the global traceoptions statement. If

there are no equivalent operations, they supplement the global tracing options. If you

do not specify any protocol-specific tracing, the routing protocol inherits all the global

tracing operations.

• Tracing operations within individual routing protocol entities—Some protocols allow

you todefinemoregranular tracingoperations. For example, inBorderGatewayProtocol

(BGP), you can configure peer-specific tracing operations. These operations override

any equivalent BGP-wide operations or, if there are no equivalents, supplement them.

If you do not specify any peer-specific tracing operations, the peers inherit, first, all the

BGP-wide tracing operations and, second, the global tracing operations.

• Interface tracingoperations—Define tracing for individual interfacesand for the interface

process itself. You define interface tracing operations at the [edit interfaces] hierarchy

level of the configuration.

• Remote tracing—To enable system-wide remote tracing, configure the

destination-override syslog host statement at the [edit system tracing] hierarchy level.

This specifies the remotehost running the system logprocess (syslogd),whichcollects

the traces. Traces arewritten to files on the remotehost in accordancewith the syslogd

configuration in /etc/syslog.conf. By default, remote tracing is not configured.

To override the system-wide remote tracing configuration for a particular process,

include theno-remote-tracestatementat the [editprocess-name traceoptions]hierarchy.

When no-remote-trace is enabled, the process does local tracing.
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To collect traces, use the local0 facility as the selector in the /etc/syslog.conf file on

the remote host. To separate traces from various processes into different files, include

the process name or trace-file name (if it is specified at the [edit process-name

traceoptions file] hierarchy level) in the Program field in the /etc/syslog.conf file. If your

systemlogserver supportsparsinghostnameandprogramname, thenyoucanseparate

traces from the various processes.

NOTE: Duringacommitcheck,warningsabout the traceoptionsconfiguration

(for example, mismatch in trace file sizes or number of trace files) are not
displayed on the console. However, these warnings are logged in the system
logmessages when the new configuration is committed.

Related
Documentation

Overview of Junos OS System Log Messages on page 6068•

Automation

• Overview of QFX5100 Switch Automation Enhancements on page 5981

• Overview of Python with QFX5100 Switch Automation Enhancements on page 5983

• Understanding Automation Scripts Support on page 5983

• How Commit ScriptsWork on page 5984

• Avoiding Potential Conflicts When Using Multiple Commit Scripts on page 5989

• Overview of Generating Persistent or Transient Configuration Changes on page 5990

• Required Boilerplate for Commit Scripts on page 5995

• HowOp ScriptsWork on page 5996

• Required Boilerplate for Op Scripts on page 5997

Overview of QFX5100 Switch Automation Enhancements

The QFX5100 switch automation enhancements introduced in Junos OS Release

13.2X51-D15 are designed to support the increasing needs of large data centers for more

automation and programmability.

• Features of the QFX5100 Switch Automation Enhancements on page 5981

Features of the QFX5100 Switch Automation Enhancements

To use the QFX5100 switch automation enhancements, youmust install the

jinstall-qfx-5-flex-x.tgz software bundle. This software bundle is identical to the other

QFX5100 switch software bundle except that Veriexec is disabled, which enables you

to run unsigned programs, such as programs that you develop with Python, Chef, and

Puppet. TheQFX5100 switch automation enhancements include the following features:
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• The factory default configuration is a Layer 3 configuration. (The standard default

factory configuration is Layer 2.)

• Safeguardsensure that youcannotoverwrite essential JunosOS files, including system

log notifications.

• Zero Touch Provisioning (ZTP) allows you to provision new switches in your network

automatically,withoutmanual intervention.SeeUnderstandingZeroTouchProvisioning.

• The installation automatically sets up and reserves a 1-gigabit user partition on your

system. You can use this partition to store your binaries and additional packages.

• The user partition is not overwritten when you upgrade or downgrade the software to

a QFX5100 switch Junos OS image that does not contain the automation

enhancements.

NOTE: If youmakechanges to theuser partitionwhile performingaunified
in-service software upgrade (unified ISSU), the changesmight be lost.

• The Python interpreter is included by default.

• You can invoke Python directly from the shell. See “Invoking the Python Interpreter”

on page 6104.

• Chef for Junos OS and Puppet for Junos OS automation tools for provisioning and

managing computer networking and storage resources can be downloaded separately

from the Juniper Networks site.

• For further information on Chef, see Chef for Junos Getting Started Guide.

• For further information on Puppet, see Puppet for Junos OS Documentation.

NOTE: For full compatibility, youmust use only Chef for Junos OS and
Puppet for Junos OS rather than the standard FreeBSD versions of Chef
and Puppet software.

• The QFX5100 switch automation enhancements also support the following libraries:

• ncclient (Juniper Networks edition) — NETCONF base library. See

https://github.com/juniper/ncclient for more information.

• lxml—XMLprogramming library. Seehttp://lxml.de/index.html formore information.

• jinja2—Templating library. See http://jinja.pocoo.org/ for more information.

• JVAS— Java script library.

• JDE2— Java Development Environment for Emacs or XEmacs.

CAUTION: Download additional third party packages at your own risk.
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Related
Documentation

Installing Junos OS Software with QFX5100 Switch Automation Enhancements•

• Invoking the Python Interpreter on page 6104

• QFX5100 Switch with Automation Enhancements Frequently Asked Questions on

page 6415

Overview of Pythonwith QFX5100 Switch Automation Enhancements

Python is a programming language that lets you work more quickly and integrate your

systemsmore effectively. The Python interpreter is included within the Junos operating

system (Junos OS) jinstall-qfx-5-flex-x.tgz software bundle.

You can extend the Python interpreter with new functions and data types implemented

in C or C++ (or other languages callable from C). Python is also suitable as an extension

language for customizable applications. For information on using Python, refer to your

Python documentation.

Related
Documentation

Installing Junos OS Software with QFX5100 Switch Automation Enhancements•

• Invoking the Python Interpreter on page 6104

• QFX5100 Switch with Automation Enhancements Frequently Asked Questions on

page 6415

Understanding Automation Scripts Support

Thisdocumentdescribes the support for the JunosOSautomation scripts on theQFabric

system Director devices.

Junos OS automation consists of a suite of tools used to automate operational and

configuration tasks on network devices running Junos OS. The automation tools, which

leverage the native XML capabilities of the Junos OS, include commit scripts, operation

(op) scripts, event policies and event scripts, andmacros.

NOTE: Event policies and event scripts are not supported on the QFabric
system at this time.

TheQFabric system supports JunosOS automation scripts that arewritten in Stylesheet

Language Alternative Syntax (SLAX) version 1.0.

Commit scripts automate the commit process and enforce custom configuration rules.

You can use commit scripts to generate specific errors and warnings, and customize

configurationsandconfiguration templates.Whenacandidateconfiguration iscommitted,

it is inspected by each active commit script. If a configuration violates your custom rules

and the scripts generate an error, the commit fails. If the commit is successful, any

configuration changes (both transient and permanent) are incorporated into the active

configuration before it is passed to the Director software, which distributes the

configuration to all applicable QFabric system components, including Node devices and

Node servers.
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Op scripts automate operational and troubleshooting tasks. Op scripts can be executed

manually from the Junos OS CLI or NETCONF XMLmanagement protocol, or they can

be called from another script.

The QFabric system supports the following automation script features:

• Commit scripts and op scripts are supported.

• Scripts written in SLAX version 1 are supported.

• Scripts are configured and deployed from the Director group. Since there is more than

one Director device in a Director group, scripts must be deployed by each Director

device or deployed in the sharedmedia space.

• Scripts are stored in the sharedmedia at this location:

/pbdata/mgd_shared/partition-ip/var/db/scripts. Under this directory, commit scripts

are stored in the commit subdirectory, and op scripts are stored in the op subdirectory.

• Scripts are not stored in flash memory.

Related
Documentation

How Commit ScriptsWork on page 5984•

• HowOp ScriptsWork on page 5996

• Required Boilerplate for Commit Scripts on page 5995

• Required Boilerplate for Op Scripts on page 5997

• Controlling the Execution of Commit Scripts on page 6105

HowCommit ScriptsWork

You enable commit scripts by listing the names of one ormore commit script files at the

[edit system scripts commit] hierarchy level. These scripts contain instructions that

enforcecustomconfiguration rules.Commit scriptsare invokedduring thecommitprocess

before the standard Junos OS validity checks are performed.

When you perform a commit operation, Junos OS executes each script in turn, passing

the information in the candidate configuration to the scripts. The script inspects the

configuration, performs the necessary tests and validations, and generates a set of

instructions forperformingcertainactions.Theseactions includegeneratingerror,warning,

and system logmessages. If errors are generated, the commit operation fails and the

candidate configuration remains unchanged. This is the same behavior that occurs with

standard commit errors.

Commit scripts can also generate changes to the system configuration. Because the

changes are loaded before the standard validation checks are performed, they are

validated for correct syntax, just like statements already present in the configuration

before the script is applied. If the syntax is correct, the configuration is activated and

becomes the active, operational device configuration.

Figure 208 on page 5985 shows the flow of commit script input and output.
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Figure 208: Commit Script Input and Output

Commit scripts cannot make configuration changes to protected statements or within

protected hierarchies. If a commit script attempts to modify or delete a protected

statement or hierarchy, Junos OS issues a warning that the change cannot bemade.

Failure to modify a protected configuration element does not halt the commit script or

the commit process.

The following sections discuss several important concepts related to the commit script

input and output:

• Commit Script Input on page 5985

• Commit Script Output on page 5986

• Commit Scripts and the Junos OS Commit Model on page 5987

Commit Script Input

The input for a commit script is thepostinheritance candidate configuration in JunosXML

API format. The term postinheritancemeans that all configuration group values have

been inherited by their targets in the candidate configuration and the inactive portions

of theconfigurationhavebeen removed. Formore informationaboutconfigurationgroups,

see the CLI User Guide.

When you issue the commit command, JunosOS automatically generates the candidate

configuration in XML format and reads it into themanagement (mgd) process, at which

time the input is evaluated by any commit scripts.

To display the XML format of the postinheritance configuration, issue the show | display
commit-scripts view command:

[edit]
user@host# show | display commit-scripts view

Todisplayall configurationgroupsdata, including script-generatedchanges to thegroups,
issue the show groups | display commit-scripts command:

[edit]
user@host# show groups | display commit-scripts

To save the commit script input to a file, add the save command to the command line:

[edit]
user@host# show | display commit-scripts view | save filename.xml

Bydefault, the file isplaced in yourhomedirectoryon theswitch, router, or securitydevice.
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Commit Script Output

To specify the desired commit script output—including warning, error, and system log

messages, persistent changes, and transient changes—the script can contain tags that

appear in any order, in any number. The tags for specifying output are as follows:

• <xnm:warning>—Generates a warning message

• <xnm:error>—Generates an error message.

• <syslog><message>—Generates a system logmessage.

• <change>—Generates a persistent change to the configuration.

• <transient-change>—Generates a transient change to the configuration.

• <xsl:call-template name="jcs:emit-change">

<xsl:with-param name="content">—Generates a persistent change relative to the

current context node as defined by an XPath expression.

• <xsl:call-template name="jcs:emit-change">

<xsl:with-param name="tag" select="'transient-change'"/>

<xsl:with-param name="content">—Generates a transient change relative to the

current context node as defined by an XPath expression.

• <xsl:call-template name="jcs:emit-change">

<xsl:with-param name="message">

<xsl:text>—Generates a warning message in conjunction with a configuration

change. You can use this set of tags to generate a notification that the configuration

has been changed.

JunosOSprocesses thisoutputandperforms theappropriateactions. Errorsandwarnings

are passed back to the Junos OS CLI or to a Junos XML protocol client application. The

presence of an error automatically causes the commit operation to fail. Persistent and

transient changes are loaded into the appropriate configuration database.

To test the output of error, warning, and system logmessages fromcommit scripts, issue
the commit check | display xml command:

[edit]
user@host# commit check | display xml

To display a detailed trace of commit script processing, issue the commit check | display
detail command:

[edit]
user@host# commit check | display detail

NOTE: Systemlogmessagesdonotappear in the traceoutput, soyoucannot
use the commit check operation to test script-generated system log
messages. Furthermore, system logmessages are written to the system log
during a commit operation, but not during a commit check operation.
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Related
Documentation

Example: Protecting the Junos OS Configuration fromModification or Deletion.•

• jcs:emit-change Template

Commit Scripts and the Junos OS Commit Model

Junos OS uses a commit model to update the device's configuration. This model allows

you to make a series of changes to a candidate configuration without affecting the

operation of the device. When the changes are complete, you can commit the

configuration. The commit operation saves the candidate configuration changes into the

current configuration.

When you commit a set of changes in the candidate configuration, twomethods are

used to forward these changes to the current configuration:

• Standard commit model—Used when no commit scripts are active on the device.

• Commit script model—Incorporates commit scripts into the commit model.

Standard Commit Model

In the standard commitmodel, themanagement (mgd) process validates the candidate

configuration based on standard Junos validation rules. If the configuration file is valid,

itbecomesthecurrentactiveconfiguration.Figure209onpage5987andtheaccompanying

discussion explain how the standard commit model works:

Figure 209: Standard Commit Model

In the standard commit model, the software performs the following steps:

1. When the candidate configuration is committed, it is copied to become the checkout

configuration.

2. Themgd process validates the checkout configuration.

3. If no error occurs, the checkout configuration is copied as the current active

configuration.

Commit Model with Commit Scripts

When commit scripts are added to the standard commit model, the process becomes

more complex. Themgd process first passes an XML-formatted checkout configuration

to a script driver, which handles the verification of the checkout configuration by the

commit scripts.When verification is complete, the script driver returns an XML action file

to themgd process. Themgd process follows the instructions in the action file to update
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the candidate and checkout configurations, issue messages to the CLI, and write

information to the system logas required.After processing theaction file, themgdprocess

performsthestandardJunosOSvalidation.Figure210onpage5988andtheaccompanying

discussion explain this process.

Figure 210: Commit Model with Commit Scripts Added

In the commit script model, Junos OS performs the following steps:

1. When the candidate configuration is committed, the mgd process sends the

XML-formatted candidate configuration to the script driver.

2. Each enabled commit script is invoked against the candidate configuration, and each

script can generate a set of actions for the mgd process to perform. The actions are

collected in an XML action file.

3. Themgd process performs the following actions in response to <error>, <warning>,

and <syslog> tag elements in the action file:

• <error>—Themgd process halts the commit process (that is, the commit operation

fails), returns an error message to the CLI or Junos XML protocol client, and takes

no further action.

• <warning>—Themgd process forwards the message to the CLI or the Junos XML

protocol client.

• <syslog>—Themgd process forwards the message to the system log process.

4. If the action file includes any <change> tag elements, the mgd process loads the

requested changes into the candidate configuration.

5. The candidate configuration is copied to become the checkout configuration.

6. If theaction file includesany<transient-change> tagelements, themgdprocess loads

the requested changes into the checkout configuration.
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7. Themgd process validates the checkout configuration.

8. If there are no validation errors, the checkout configuration is copied to become the

current active configuration.

NOTE: Commit scripts cannot make configuration changes to protected
statements or within protected hierarchies. If a commit script attempts to
modify or delete a protected statement or hierarchy, Junos OS issues a
warning that the change cannot bemade. Failure tomodify a protected
configurationelementdoesnothalt thecommit scriptor thecommitprocess.

Changes that are made to the candidate configuration during the commit operation are

not evaluated by the custom rules during that commit operation. However, persistent

changes aremaintained in the candidate configuration and are evaluated by the custom

rules during subsequent commit operations. For more information about how commit

scripts change thecandidateconfiguration, see “AvoidingPotentialConflictsWhenUsing

Multiple Commit Scripts” on page 5989.

Transient changes are never evaluated by the custom rules in commit scripts, because

theyaremade to thecheckoutconfigurationonlyafter thecommit scriptshaveevaluated

the candidate configuration and the candidate is copied to become the checkout

configuration. To remove a transient change from the configuration, remove, disable, or

deactivate the commit script (as discussed in Controlling Execution of Commit Scripts

DuringCommitOperations), or commentout thecode thatgenerates the transient change.

For more information about differences between persistent and transient changes, see

“Overview of Generating Persistent or Transient Configuration Changes” on page 5990.

Related
Documentation

Avoiding Potential Conflicts When Using Multiple Commit Scripts on page 5989•

Avoiding Potential ConflictsWhen UsingMultiple Commit Scripts

When you usemultiple commit scripts, each script evaluates the original candidate

configuration file. Changes made by one script are not evaluated by the other scripts.

This means that conflicts between scripts might not be resolved when the scripts are

first applied to the configuration. The commit scripts are executed in the order they are

listed at the [edit system scripts commit] hierarchy level, as illustrated in

Figure 211 on page 5990.
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Figure 211: Configuration Evaluation byMultiple Commit Scripts

As an example of a conflict between commit scripts, suppose that commit script A.xsl

is created to ensure that the device uses the domain name server with IP address

192.168.0.255. Later, theDNSserver’s address is changed to 192.168.255.255andasecond

script, B.xsl, is added to check that the device uses the DNS server with that address.

However, script A.xsl is not removed or disabled.

Because each commit script evaluates the original candidate configuration, the final

result of executing both scripts A.xsl and B.xsl depends on which DNS server address is

configured in the original candidate configuration. If the now outdated address of

192.168.0.255 is configured, script B.xsl changes it to 192.168.255.255. However, if the

correct address of 192.168.255.255 is configured, script A.xsl changes it to the incorrect

value 192.168.0.255.

As another example of a potential conflict between commit scripts, suppose that a

commit script protects a hierarchy using the protect attribute. If a second commit script

attempts tomodify or delete the hierarchy or the statements within the hierarchy, Junos

OS issues a warning during the commit process and prevents the configuration change.

Exercise care to ensure that you do not introduce conflicts between scripts like those

described in theexamples.Asamethodof checking for conflictswithpersistent changes,

you can issue two separate commit commands.

Related
Documentation

How Commit ScriptsWork on page 5984•

Overview of Generating Persistent or Transient Configuration Changes

Junos OS commit scripts enforce custom configuration rules. When a candidate

configuration includes statements that you have decidedmust not be included in your

configuration, or when the candidate configuration omits statements that you have
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decided are required, commit scripts can automatically change the configuration and

thereby correct the problem.

• Differences Between Persistent and Transient Changes on page 5991

• Interaction of Configuration Changes and Configuration Groups on page 5994

• Tag Elements and Templates for Generating Changes on page 5994

Differences Between Persistent and Transient Changes

Configuration changes made by commit scripts can be persistent or transient.

Apersistent change remains in thecandidateconfigurationandaffects routingoperations

until you explicitly delete it, even if you subsequently remove or disable the commit script

that generated the change and reissue the commit command. In other words, removing

the commit script does not cause a persistent change to be removed from the

configuration.

A transient change, in contrast, is made in the checkout configuration but not in the

candidate configuration. The checkout configuration is the configuration database that

is inspected for standard Junos OS syntax just before it is copied to become the active

configuration on the device. If you subsequently remove or disable the commit script

that made the change and reissue the commit command, the change is no longer made

to the checkout configuration and so does not affect the active configuration. In other

words, removing the commit script effectively removes a transient change from the

configuration.

A common use for transient changes is to eliminate the need to repeatedly configure

and display well-known policies, thus allowing these policies to be enforced implicitly.

For example, if MPLSmust be enabled on every interface with an International

Organization for Standardization (ISO) protocol enabled, the change can be transient,

so that the repetitive or redundant configuration data need not be carried or displayed

in the candidate configuration. Furthermore, transient changes allow you to write script

instructions that apply the change only if a set of conditions is met.

Persistent and transient changes are loaded into the configuration in the samemanner

that the load replace configuration mode command loads an incoming configuration.

Whengeneratingapersistent or transient change, adding the replace="replace"attribute

to a configuration element produces the samebehavior as a replace: tag in a load replace

operation.

Bydefault, JunosOSmerges the incomingconfigurationand thecandidate configuration.

New statements and hierarchies are added, and conflicting statements are overridden.

When generating a persistent or transient change, if you add the replace="replace"

attribute toaconfigurationelement, JunosOS replaces theexisting configurationelement

with the incoming configuration element. If the replace="replace" attribute is added to

a configuration element, but there is no existing element of the samename in the current

configuration, the incoming configuration element is added into the configuration.

Elements that do not have the replace attribute are merged into the configuration.

Persistent and transient changes are loadedbefore the standard Junos validation checks

are performed. Thismeans any configuration changes introduced by a commit script are
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validated for correct syntax. If the syntax is correct, the new configuration becomes the

active, operational device configuration.

Protectedelements in theconfigurationhierarchycannotbemodifiedordeletedbyeither

a persistent or a transient change. If a commit script attempts to modify or delete a

protected statement or hierarchy, Junos OS issues a warning that the change cannot be

made, and proceeds with the commit.

Persistent and transient changes have several important differences, as described in

Table 555 on page 5992.

Table 555: Differences Between Persistent and Transient Changes

Transient ChangesPersistent Changes

A transient change is represented in a commit script by the
<transient-change> tag.

Another way to represent a transient change is to use the
content parameter and the tag transient parameter inside a
call to the jcs:emit-change template.

A persistent change is represented in a commit script by the
<change> tag.

Another way to represent a persistent change is with the
contentparameter insideacall to the jcs:emit-change template.

The jcs:emit-change template is a helper template contained
in the junos.xsl import file.

Like persistent changes, you can use transient changes to
perform any Junos XML protocol operation. However, some
JunosXMLprotocol operationsdonotmake sense to usewith
transient changes, suchasgenerating commentsand inactive
settings.

You can use persistent changes to perform any Junos XML
protocol operation, such as activate, deactivate, delete, insert
(reorder), comment (annotate), and replace sections of the
configuration.

For transient changes to be loaded, youmust include the
allow-transients statementat the [editsystemscriptscommit]
hierarchy level. If you enable a commit script that generates
transient changes and you do not include the allow-transients
statement in the configuration, the CLI generates an error
message and the commit operation fails.

Like persistent changes, transient changes must pass the
standard Junos OS validity check.

You cannot use a commit script to generate the
allow-transients statementat the [editsystemscriptscommit]
hierarchy level. Rather, youmust include this statement
directly by using the CLI.

Persistent changes are always loaded during the commit
process if no errors are generated by any commit scripts or by
the standard Junos OS validity check.
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Table 555: Differences Between Persistent and Transient Changes (continued)

Transient ChangesPersistent Changes

Transient changes work like the load replace configuration
mode command, and the change is added to the checkout
configuration.

When generating a transient change, if you add the
replace="replace" attribute to a configuration element, Junos
OS replaces theexistingelement in thecheckout configuration
with the incomingconfigurationelement. If there is noexisting
element of the same name in the checkout configuration, the
incoming configuration element is added into the
configuration. Elements that do not have the replace attribute
are merged into the configuration.

Transient changes are not copied to the candidate
configuration. For this reason, transient changesarenot saved
in the configuration if the associated commit script is deleted
or deactivated.

Persistent changes work like the load replace configuration
mode command, and the change is added to the candidate
configuration.

When generating a persistent change, if you add the
replace="replace" attribute to a configuration element, Junos
OSreplaces theexistingelement in thecandidateconfiguration
with the incoming configuration element. If there is no existing
element of the same name in the candidate configuration, the
incomingconfigurationelement isadded into theconfiguration.
Elements that do not have the replace attribute are merged
into the configuration.

Each time a transient change is committed, the software
updates the checkout configuration database. After the
transient changespass thestandard JunosOSvalidity checks,
the changes are propagated to the device components.

After a persistent change is committed, the software treats it
like a change youmake by directly editing and committing the
candidate configuration.

After the persistent changes are copied to the candidate
configuration, they are copied to the checkout configuration.
If the changes pass the standard JunosOS validity checks, the
changesarepropagated to the switch, router, or security device
components.

After committing a script that causes a transient change to

be generated, you can view the transient change by issuing

the show | display commit-scripts configuration mode

command:

user@host# show | display commit-scripts

Thiscommanddisplaysbothpersistentand transientchanges.

After committing a script that causes a persistent change to

be generated, you can view the persistent change by issuing

the show configuration mode command:

user@host# show

This command displays persistent changes only, not transient
changes.

Transient changes are never tested by and do not need to
conform to your custom rules. This is caused by the order of
operations in the JunosOS commitmodel, which is explained
in detail in “Commit Scripts and the JunosOSCommitModel”
on page 5987.

Persistent changesmustconformtoyour customconfiguration
design rules as dictated by commit scripts.

This does not become apparent until after a second commit
operation because persistent changes are not evaluated by
commit script rules on the current commit operation. The
subsequent commit operation fails if the persistent changes
do not conform to the rules imposed by the commit scripts
configured during the first commit operation.

If you delete, disable, or deactivate the commit script
instructions that generate a transient change, the change is
removed from the configuration after the next commit
operation. In short, if the associated instructions or the entire
commit script is removed, the transient change is also
removed.

A persistent change remains in the configuration even if you
delete, disable, or deactivate the commit script instructions
that generated the change.
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Table 555: Differences Between Persistent and Transient Changes (continued)

Transient ChangesPersistent Changes

You cannot remove a transient change by rolling back to a
previous configuration.

As with direct CLI configuration, you can remove a persistent
change by rolling back to a previous configuration that did not
includethechangeand issuing thecommitcommand.However,
if you do not disable or deactivate the associated commit
script, and the problem that originally caused the change to
be generated still exists, the change is automatically
regenerated when you issue another commit command.

You cannot directly alter or delete a transient change by using
the Junos OS CLI, because the change is not in the candidate
configuration.

To alter the contents of a transient change, youmust alter
the statements in the commit script that generates the
transient change.

You can alter persistent changes directly by editing the
configuration using the CLI.

Interaction of Configuration Changes and Configuration Groups

Any configuration change you canmake by directly editing the configuration using the

Junos OS command-line interface (CLI) can also be generated by a commit script as a

persistent or transient change. This includes values specified at a specific hierarchy level

or in configuration groups. As with direct CLI configuration, values specified in the target

override values inherited fromaconfiguration group. The target is the statement towhich

you apply a configuration group by including the apply-groups statement.

If you define persistent or transient changes as belonging to a configuration group, the

configuration groups are applied in the order you specify in the apply-groups statements,

which you can include at any hierarchy level except the top level. You can also disable

inheritance of a configuration group by including the apply-groups-except statement at

any hierarchy level except the top level.

CAUTION: Each commit script inspects the postinheritance view of the
configuration. If a candidate configuration contains a configuration group,
be careful when using a commit script to change the related target
configuration, because doing somight alter the intended inheritance from
the configuration group.

Also be careful when using a commit script to change a configuration group,
because the configuration groupmight be generated by an application that
performsa loadreplaceoperationon thegroupduringeachcommitoperation.

For more information about configuration groups, see the CLI User Guide.

Tag Elements and Templates for Generating Changes

Togenerate changes, you canuse the jcs:emit-change template,which implicitly includes

<change> and<transient-change>XMLelements; or you can explicitly include<change>

Copyright © 2014, Juniper Networks, Inc.5994

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



and <transient-change> XML elements. Using the jcs:emit-change template allows you

to set the hierarchical context of the change once rather thanmultiple times.

The <change> and <transient-change> elements are similar to the <load-configuration>

operation defined by the Junos XMLmanagement protocol. The possible contents of the

<change> and <transient-change> elements are the same as the contents of the

<configuration> tag element used in the Junos XML protocol operation

<load-configuration>. For complete details about the <load-configuration> element, see

the Junos XML Management Protocol Developer Guide.

Required Boilerplate for Commit Scripts

Whenyouwrite commit scripts, youuseExtensibleStylesheet LanguageTransformations

(XSLT) or Stylesheet Language Alternative Syntax (SLAX) tools provided with Junos

OS. These tools include basic boilerplate that youmust include in all commit scripts,

optional extension functions that accomplish scripting tasks more easily, and named

templates that make commit scripts easier to read and write, which you import from a

file called junos.xsl. For more information about the extension functions and templates,

see Junos Script Automation: Understanding Extension Functions in the jcs and slax

Namespaces and Junos Script Automation: Named Templates in the jcs Namespace

Overview.

Commit scripts are based on Junos XML and Junos XML protocol tag elements. Like all

XML elements, angle brackets enclose the name of a Junos XML or Junos XML protocol

tag element in its opening and closing tags. This is an XML convention, and the brackets

are a required part of the complete tag element name. They are not to be confused with

the angle brackets used in the documentation to indicate optional parts of Junos OS CLI

command strings.

Youmust include either XSLT or SLAX boilerplate as the starting point for all commit

scripts that you create. The XSLT boilerplate follows:

XSLT Boilerplate for
Commit Scripts

1 <?xml version="1.0" standalone="yes"?>
2 <xsl:stylesheet version="1.0"
3 xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
4 xmlns:junos="http://xml.juniper.net/junos/*/junos"
5 xmlns:xnm="http://xml.juniper.net/xnm/1.1/xnm"
6 xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">
7 <xsl:import href="../import/junos.xsl"/>

8 <xsl:templatematch="configuration">
<!-- ... Insert your code here ... -->

9 </xsl:template>
10 </xsl:stylesheet>

Line 1 is the Extensible Markup Language (XML) processing instruction (PI). This PI
specifies that the code is written in XML using version 1.0. The XML PI, if present, must
be the first noncomment token in the script file.

1 <?xml version="1.0"?>
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Lines 2 through 6 set the style sheet element and the associated namespaces. Line 2
sets the style sheet version as 1.0. Lines 3 through 6 list all the namespacemappings
commonly used in commit scripts. Not all of these prefixes are used in this example, but
it is notanerror to list namespacemappings thatarenot referenced. Listingall namespace
mappings prevents errors if the mappings are used in later versions of the script.

2 <xsl:stylesheet version="1.0"
3 xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
4 xmlns:junos="http://xml.juniper.net/junos/*/junos"
5 xmlns:xnm="http://xml.juniper.net/xnm/1.1/xnm"
6 xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">

Line 7 is an XSLT import statement. It loads the templates and variables from the file
referenced as ../import/junos.xsl, which ships as part of the Junos OS. The junos.xsl file
contains a set of named templates you can call in your scripts. These named templates
arediscussed in JunosScriptAutomation:NamedTemplates in the jcsNamespaceOverview
and Junos Named Templates in the jcs Namespace Summary.

7 <xsl:import href="../import/junos.xsl"/>

Line 8 defines a template that matches the <configuration> element, which is the node
selected by the <xsl:templatematch="/"> template, contained in the junos.xsl import
file. The <xsl:templatematch="configuration"> element allows you to exclude the
/configuration/ root element from all XML Path Language (XPath) expressions in the
script and begin XPath expressions with the top Junos OS hierarchy level. For more
information, see XPath Overview.

8 <xsl:templatematch="configuration">

Add your code between Lines 8 and 9.

Line 9 closes the template.

9 </xsl:template>

Line 10 closes the style sheet and the commit script.

10 </xsl:stylesheet>

SLAX Boilerplate for
Commit Scripts

The corresponding SLAX boilerplate is as follows:

version 1.0;
ns junos = "http://xml.juniper.net/junos/*/junos";
ns xnm = "http://xml.juniper.net/xnm/1.1/xnm";
ns jcs = "http://xml.juniper.net/junos/commit-scripts/1.0";
import "../import/junos.xsl";

match configuration {
/*
* Insert your code here
*/

}

HowOp ScriptsWork

Op scripts execute Junos OS operational commands and inspect the resulting output.

After inspection, op scripts can automatically correct errors within the device running

Junos OS based on this output.
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You add op scripts to device operations by listing the filenames of one or more op script

files within the [edit system scripts op] hierarchy level. These files must be added to the

appropriate op script file directory. For more information about op script file directories,

see Storing Scripts in Flash Memory. Once added to the device, op scripts are invoked

from the command line, using the op filename command.

You can use op scripts to generate changes to the device configuration by including the

<load-configuration> tag element. Because the changes are loaded before the standard

validation checksareperformed, theyare validated for correct syntax, just like statements

already present in the configuration before the script is applied. If the syntax is correct,

the configuration is activated and becomes the active, operational device configuration.

Figure 212 onpage5997 showsahigh-level viewof the flowof op script input andoutput.

Figure 212: Op Script Input and Output

Required Boilerplate for Op Scripts

When you write operation (op) scripts, you use Extensible Stylesheet Language

Transformations (XSLT)orStylesheetLanguageAlternativeSyntax (SLAX) toolsprovided

with JunosOS.These tools includebasicboilerplate that youmust include inall op scripts,

optional extension functions that accomplish scripting tasks more easily, and named

templates that make scripts easier to read andwrite, which you import from a file called

junos.xsl. For more information about the extension functions and templates, see Junos

Script Automation: Understanding Extension Functions in the jcs and slax Namespaces

and Junos Script Automation: Named Templates in the jcs Namespace Overview.

Op scripts are based on Junos XML and Junos XML protocol tag elements. Like all XML

elements, angle brackets enclose the name of a Junos XML or Junos XML protocol tag

element in its opening and closing tags. This is an XML convention, and the brackets are

a required part of the complete tag element name. They are not to be confusedwith the

angle brackets used in the documentation to indicate optional parts of Junos OS CLI

command strings.

Youmust include either XSLT or SLAX boilerplate as the starting point for all op scripts

that you create. The XSLT boilerplate follows:

XSLT Boilerplate for
Op Scripts

1 <?xml version="1.0" standalone="yes"?>
2 <xsl:stylesheet version="1.0"
3 xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
4 xmlns:junos="http://xml.juniper.net/junos/*/junos"
5 xmlns:xnm="http://xml.juniper.net/xnm/1.1/xnm"
6 xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">
7 <xsl:import href="../import/junos.xsl"/>

8 <xsl:templatematch="/">
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9 <op-script-results>
<!-- ... insert your code here ... -->

10 </op-script-results>
11 </xsl:template>

<!-- ... insert additional template definitions here ... -->
12 </xsl:stylesheet>

Line 1 is the ExtensibleMarkup Language (XML) processing instruction (PI), whichmarks
this file as XML and specifies the version of XML as 1.0. The XML PI, if present, must be
the first non-comment token in the script file.

1 <?xml version="1.0"?>

Line 2 opens the style sheet and specifies the XSLT version as 1.0.

2 <xsl:stylesheet version="1.0"

Lines 3 through 6 list all the namespacemappings commonly used in operation scripts.
Not all of these prefixes are used in this example, but it is not an error to list namespace
mappings that are not referenced. Listing all namespacemappings prevents errors if the
mappings are used in later versions of the script.

3 xmlns:xsl="http://www.w3.org/1999/XSL/Transform"
4 xmlns:junos="http://xml.juniper.net/junos/*/junos"
5 xmlns:xnm="http://xml.juniper.net/xnm/1.1/xnm"
6 xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">

Line 7 is an XSLT import statement. It loads the templates and variables from the file
referenced as ../import/junos.xsl, which ships as part of Junos OS (in the file
/usr/libdata/cscript/import/junos.xsl).The junos.xsl file containsasetofnamedtemplates
you can call in your scripts. These named templates are discussed in Junos Script
Automation:NamedTemplates in the jcsNamespaceOverviewand JunosNamedTemplates
in the jcs Namespace Summary.

7 <xsl:import href="../import/junos.xsl"/>

Line 8 defines a template thatmatches the </> element. The <xsl:templatematch="/">
element is the root element and represents the top level of the XML hierarchy. All XML
Path Language (XPath) expressions in the script must start at the top level. This allows
the script to access all possible Junos XML and Junos XML protocol remote procedure
calls (RPCs). For more information, see XPath Overview.

8 <xsl:templatematch="/">

After the <xsl:templatematch="/"> tag element, the <op-script-results> and
</op-script-results> container tags must be the top-level child tags, as shown in Lines
9 and 10.

9 <op-script-results>
<!-- ... insert your code here ... -->

10 </op-script-results>

Line 11 closes the template.

11 </xsl:template>

Between Line 11 and Line 12, you can define additional XSLT templates that are called

fromwithin the <xsl:templatematch="/"> template.
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Line 12 closes the style sheet and the op script.

12 </xsl:stylesheet>

SLAX Boilerplate for
Op Scripts

The corresponding SLAX boilerplate is as follows:

version 1.0;

ns junos = "http://xml.juniper.net/junos/*/junos";
ns xnm = "http://xml.juniper.net/xnm/1.1/xnm";
ns jcs = "http://xml.juniper.net/junos/commit-scripts/1.0";
import "../import/junos.xsl";

match / {
<op-script-results> {
/*
* Insert your code here

*/
}

}

Junos Space

• Understanding Junos Space Support on page 5999

Understanding Junos Space Support

The Juniper Networks JunosSpace application, running on a JA1500appliance or a Junos

Space Virtual Appliance, is a comprehensive platform for building and deploying

applications for collaboration, productivity, and network infrastructure and operations

management. Junos Space provides a runtime environment implemented as a fabric of

virtual and physical appliances.

The JunosSpaceNetworkManagementPlatformsoftwarecomprisesvariousapplications

for network management and configuration, including:

• JunosSpaceAdministration—Providesmanagementof JunosSpace fabric, databases,

licenses, applications, authentication servers, tags, permission labels, DMI schemas,

and troubleshooting.

• NetworkDirector—Providesunifiedmanagementofsupported JuniperNetworksdevices

in your network. By providing full network life cycle management, Network Director

simplifies the discovery, configuration, visualization, monitoring, and administration of

large networks.

• Service Automation—Provides an end-to-end solution designed to streamline

operations and enable proactive network management for Junos OS devices. The

solution consists of Advanced Insight Scripts (AI-Scripts), Junos Space Service Now

and Service Insight applications, and Juniper Support Systems (JSS).

NOTE: Do not install Junos Space and AI-Scripts on the control plane
networkEX4200switchesorEX4200VirtualChassis inaQFX3000QFabric
system
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Before you can use Junos Space Network Director tomanage the QFX Series device, you

mustensure that theconfigurationon thedevicemeets the requirements forallmanaged

devices. For example:

• The device configuration has a static management IP address that is reachable from

the Junos Space server.

• There is a user with full administrative privileges for Junos Space administration.

• SNMP is enabled (only if you plan on using SNMP as part of the device discovery).

• In Junos Space, set up a default device management interface (DMI) schema for the

QFX Series device.

For more information about Network Director requirements, see the Network Director

Quick Start Guide at:

http://www.juniper.net/techpubs/en_US/network-director1.5/information-products/

pathway-pages/index.html

For more information about Junos Space, go to:

http://www.juniper.net/techpubs/en_US/release-independent/junos-space/index.html

Related
Documentation

Configuring SNMP on page 1237•

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243

Network Analytics

• Network Analytics Overview on page 6000

• Understanding Network Analytics Configuration and Status on page 6007

• Understanding Network Analytics Streaming Data on page 6008

• Understanding Enhanced Network Analytics Streaming Data on page 6011

• Prototype File for the Google Protocol Buffers Stream Format on page 6016

Network Analytics Overview

The network analytics feature provides visibility into the performance and behavior of

the data center infrastructure. This feature collects data from the switch, analyzes the

data using sophisticated algorithms, and captures the results in reports. Network

administrators can use the reports to help troubleshoot problems, make decisions, and

adjust resourcesasneeded.Theanalyticsmanager (analyticsm) in thePacketForwarding

Engine collects traffic and queue statistics, and the analytics daemon (analyticsd) in the

RoutingEngineanalyzes thedataandgenerates reports.Youcanenablenetworkanalytics

by configuring microburst monitoring and high-frequency traffic statistics monitoring.
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NOTE: In Junos OS Release 13.2X51-D15, the network analytics feature has
beenenhanced,andextensivechangeshavebeenmadetotheCLIstatements
and hierarchies. If you upgrade to Junos OS Release 13.2X51-D15, network
analytics configurations committed in previous releases will appear on your
device,but the feature isdisabled.Toenable this feature, youmust reconfigure
it using the new CLI statements and hierarchies.

For more information, see:

• Analytics Feature Overview on page 6001

• Network Analytics Enhancements Overview on page 6002

• Summary of CLI Changes on page 6003

Analytics Feature Overview

You enable network analytics by configuring queue (microburst) monitoring and

high-frequency traffic statistics monitoring.You usemicroburst monitoring to look at

traffic queue conditions in the network. A microburst occurrence indicates to the Packet

Forwarding Engine that a user-specified queue depth or latency threshold is reached.

The queue depth is the buffer (in bytes) containing the data, and latency is the time (in

nanoseconds or microseconds) the data stays in the queue.

You can configure queuemonitoring based on either queue depth or latency (but not

both), and configure the frequency (polling interval) at which the Packet Forwarding

Engine checks for microbursts and sends the data to the Routing Engine for processing.

Youmay configure queuemonitoring globally for all physical interfaces on the system,

or for a specific interface on the switch. However, the specified queuemonitoring interval

applies either toall interfaces, or none; youcannot configure the interval for each interface.

Youusehigh-frequency traffic statisticsmonitoring tocollect traffic statisticsat specified

polling intervals. Similar to the queuemonitoring interval, the traffic monitoring interval

applies either toall interfaces, or none; youcannot configure the interval for each interface.

Both traffic and queuemonitoring are disabled by default. Youmust configure each type

of monitoring using the CLI. In each case, the configuration for an interface always takes

precedence over the global configuration.

NOTE: Youcanconfigure traffic andqueuemonitoring forphysical interfaces
only; logical interfaces and Virtual Chassis port (VCP) interfaces are not
supported.

The analyticsd daemon in the Routing Engine generates local log files containing queue

and traffic statistics records. You can specify the log filename and size, and the number

of log files. If you do not configure a filename, the data is not saved.

You can display the local log file or specify a server to receive the streaming data

containing the queue and traffic statistics.
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For each port, information for the last 10 records of traffic statistics and 100 records of

queue statistics is cached. Youmay view this information by using the show analytics

commands.

To store traceoptions data, you configure the traceoptions statement at the [edit services

analytics] hierarchy level.

Network Analytics Enhancements Overview

Beginning in Junos OS Release 13.2X51-D15, the network analytics feature provides the

following enhancements:

• Resources—Consist of interfaces and system. The interfaces resource allows you to

configurean interfacenameandanassociated resourceprofile name for each interface.

With the system resource, you can configure the polling intervals for queuemonitoring

and traffic monitoring, and an associated resource profile for the system.

• Resource profile—A template that contains the configurations for queue and traffic

monitoring, such as depth threshold and latency threshold values, and whether each

type of monitoring is enabled or disabled. Once a resource profile is configured, you

apply it to a system or interfaces resource.

• Collector—A server for collecting queue and traffic monitoring statistics, and can be a

local or remote server. You can configure a local server to store monitoring statistics

in a log file, or a remote server to receive streamed statistics data.

• Export profile—Youmust configure an export profile if youwish to send streaming data

to a remote collector. In the export profile, you define the category of streamed data

(system-wideor interface-specific) todetermine streamtype thecollectorwill receive.

You can specify both system and interface stream categories. System data includes

system information and status of queue and trafficmonitoring. Interface-specific data

includes interface information, queue and traffic statistics, and link, queue, and traffic

status.

• GoogleProtocolBuffers (GBP)streamformat—Anewstreaming format formonitoring

statistics data that is sent to a remote collector in a single AnRecord message. This

stream format provides nine types of information, including:

• System information

• System queue status

• System traffic status

• Interface information

• Queue statistics for interfaces

• Traffic statistics for interfaces

• Link status for interfaces

• Queue status for interfaces

• Traffic status for interfaces
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• The analytics.proto file—Provides a template for the GBP stream format. This file can

be used for writing your analytics server application. To download the file, go to:

http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/proto-files/analytics-proto.txt

• Use of threshold values—The Analytics Manager (analyticsm) will generate a queue

statistics record when the lower queue depth or latency threshold value is exceeded.

• User Datagram Protocol (UDP)—Additional transport protocol you can configure, in

addition to Transmission Control Protocol (TCP), for the remote streaming server port.

• Single file for local logging—Replaces the separate log files for queue and traffic

statistics.

• Change in latency measurement—Configuration and reporting of latency values have

changed frommicroseconds to nanoseconds.

• Change in reporting of the collection time in UTC format—Statistics collection time is

reported in microseconds instead of milliseconds.

• Newoperationalmodecommandshowanalyticscollector—Replaces theshowanalytics

streaming-server command.

• Changes in command output format—Includes the following changes:

• Addition of unicast, multicast, and broadcast packet counters in queue and traffic

statistics.

• Reversal of the sequence of statistics information in the output. Themost recent

record is displayed at the beginning, and the oldest record at the end of the output.

• Removal of the Auto status from the output for show analytics configuration

command if there is no global configuration for traffic and queuemonitoring.

• Addition of n/a to the show analytics configuration and show analytics status

commands if a parameter is not configured (for example, depth threshold or latency

threshold).

Summary of CLI Changes

Beginning in Junos OS Release 13.2X51-D15, enhancements to the network analytics

feature result in changes in the CLI when you configure the feature. See

Table 556 on page 6004 for a summary of CLI changes.
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Table 556: Network Analytics CLI Changes

CLI for Junos OS Release 13.2X51-D15 and
later

CLI for Junos OS Release 13.2X50-D15 and
13.2X51-D10Task

[edit services analytics]

resource {
system {
polling-interval {
queue-monitoring interval;
traffic-monitoring interval;

}
}

}

[edit services]

analytics {
traffic-statistics {
interval interval;

}
queue-statistics {
interval interval;

}
}

Configuring global queue
and traffic monitoring
polling interval

[edit services analytics]

collector {
local {
file filename {
files number;
size size;

}
}

}

[edit services]

analytics {
traffic-statistics {
file filename;
size size;
files number;

}
queue-statistics {
file filename;
size size;
files number;

}
}

Configuring local files for
traffic and queue statistics
reporting

Requires defining a resource profile and
applying it to the system:

1. To define a resource profile:

[edit services analytics]

resource-profiles {
profile-name{
queue-monitoring;
traffic-monitoring;
depth-threshold {
high number;
low number;

}
}

}

2. To apply a profile to the system:

[edit services analytics]

resource {
system {
resource-profile profile-name;

}
}

[edit services]

analytics {
interfaces {
all {
queue-statistics;
traffic-statistics;
depth-threshold {
high number;
low number;

}
}

}
}

Enabling queue statistics
and traffic monitoring, and
specifying the depth
threshold for all interfaces
(globally)
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Table 556: Network Analytics CLI Changes (continued)

CLI for Junos OS Release 13.2X51-D15 and
later

CLI for Junos OS Release 13.2X50-D15 and
13.2X51-D10Task

Requires defining a resource profile and
applying it to the interface:

1. To define a resource profile:

[edit services analytics]

resource-profiles {
profile-name{
queue-monitoring;
traffic-monitoring;
latency-threshold {
high number;
low number;

}
}

}

2. To apply a profile to the interface:

[edit services analytics]

resource {
interfaces {
interface-name {
resource-profile profile-name;

}
}

}

[edit services]

analytics {
interfaces {
interface{
queue-statistics;
traffic-statistics;
latency-threshold
high number;
low number;

}
}

}

Enabling queue statistics
and traffic monitoring, and
specifying the latency
threshold for one interface

Requiresdefining thestreamformat inanexport
profile and applying the profile to the collector.

1. To configure the stream format:

[edit services analytics]

export-profiles {
profile-name {
stream-format format;

}
}

2. To apply an export profile to the collector:

[edit services analytics]

collector {
address ip-address {
port number {
transport protocol {
export-profile profile-name;

}
}

}
}

[edit services]

analytics {
streaming-servers {
address ip-address {
port number {
stream-format format;

}
}

}
}

Configuring the streaming
data format (JSON, CSV,
or TSV) to send to a
remote server

NOTE: Junos OS Release
13.2X51-D15 adds support
for the GPB stream format
and configuration of the
transport protocols (TCP
or UDP).
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Table 556: Network Analytics CLI Changes (continued)

CLI for Junos OS Release 13.2X51-D15 and
later

CLI for Junos OS Release 13.2X50-D15 and
13.2X51-D10Task

Requiresdefininganexport profile andapplying
it to the collector:

1. To define an export profile:

[edit services analytics]

export-profiles {
profile-name {
interface {
information;
statistics {
queue;
traffic;

}
status {
link;
queue;
traffic;

}
}
system {
information;
status {
queue;
traffic;

}
}

}
}

2. To apply an export profile to the collector:

[edit services analytics]

collector {
address ip-address {
port number {
export-profile profile-name;

}
}

}

[edit services]

streaming-servers {
address ip-address {
port number {
stream-type type;
stream-type type;

}
}

}

Configuring the streaming
message types (queue or
traffic statistics) to send to
a remote server

Supports both the TCP and UDP protocols.

[edit services analytics]

collector {
address ip-address {
port number1 {
transport tcp;

}
port number2 {
transport udp;

}
}

}

Supports the TCP protocol only.Configuring the transport
protocol for sending
streaming data to an
external server
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Table 556: Network Analytics CLI Changes (continued)

CLI for Junos OS Release 13.2X51-D15 and
later

CLI for Junos OS Release 13.2X50-D15 and
13.2X51-D10Task

Issue the show analytics collector command.Issue the show analytics streaming-sever
command.

Show information about
remote streaming server or
collector

Related
Documentation

analytics on page 6176•

Understanding Network Analytics Configuration and Status

The network analytics feature provides visibility into the performance and behavior of

the data center infrastructure. You can enable network analytics by configuring traffic

and queue statistics monitoring.

NOTE: This topic describes the configuration and status output from Junos
OS Release 13.2X50-D15 and 13.2X51-D10 only.

If you had enabled traffic or queuemonitoring, you can issue the show analytics

configuration and show analytics status commands to view the global interface

configuration and status and that of specific interfaces. The output that is displayed

depends on your configuration at the global interface and specific interface levels. For

example:

• A global interface configuration (for all interfaces) to disable monitoring supersedes

the configuration to enable it on an interface.

• The interface configuration to enable or disable monitoring supersedes the global

interface configuration, unlessmonitoring had been disabled globally for all interfaces.

• If there is no configuration, whether for all interfaces or a specific interface, monitoring

is disabled by default (see Table 557 on page 6007).

Table557onpage6007describes thecorrelationbetween theuser configurationand the

settings that are displayed.

Table 557: Configuration andStatusOutput in JunosOSRelease 13.2X51-D10 and 13.2X50-D15

Specific Interface SettingsGlobal or System Settings

User Configuration StatusConfigurationStatusConfiguration

DisabledAutoAutoAutoNo global or specific interface configuration. This is
the default setting.

DisabledDisabledAutoAutoNo global interface configuration but the specific
interface monitoring is disabled.
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Table 557: Configuration and Status Output in Junos OS Release 13.2X51-D10 and
13.2X50-D15 (continued)

Specific Interface SettingsGlobal or System Settings

User Configuration StatusConfigurationStatusConfiguration

EnabledEnabledAutoAutoNo global interface configuration but the specific
interface monitoring is enabled.

DisabledAutoDisabledDisabledMonitoring is disabled globally and there is no
interface configuration.

DisabledDisabledDisabledDisabledMonitoring isdisabledatboth theglobal andspecific
interface levels.

DisabledEnabledDisabledDisabledMonitoring is disabled at the global interface level
but is enabled at the specific interface level. The
global interface Disabled setting supersedes the
Enabled setting for a specific interface.

EnabledAutoEnabledEnabledMonitoring is enabled for all interfaces but there is
no configuration for the specific interface .

EnabledEnabledEnabledEnabledMonitoring isenabledatboth theglobalandspecific
interface levels.

DisabledDisabledEnabledEnabledMonitoring is enabled forall interfacesbut isdisabled
for the specific interface.

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• queue-statistics on page 6191

• traffic-statistics on page 6199

• show analytics configuration on page 6355

• show analytics status on page 6360

Understanding Network Analytics Streaming Data

This topic describes the network analytics queue and traffic statistics that are streamed

to remote servers.

Youcanconfigureoneormore remote servers to receive streameddata containingqueue

and traffic statistics. The format of the streamed data can be Javascript Object

Notification (JSON), Comma-separated Values (CSV), or Tab-separated Values (TSV).
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NOTE: Theoutputshown inthis topicapplies toJunosOSRelease13.2X51-D10
or later, and displays the time in the Unix epoch format (also known as Unix
time or POSIX time).

The following examples show the streamed queue statistics data output in different

formats.

• JSON format:

{"record-type":"queue-stats","time":1383453988263,"router-id":"qfx5100-switch",
"port":"xe-0/0/18","latency":0,"queue-depth":208}

• CSV format:

q,1383454067604,qfx5100-switch,xe-0/0/18,0,208

• TSV format:

q       585870192561703872      qfx5100-switch       xe-0/0/18       (null)  
208     2

Table558onpage6009describes theoutput fields for streamedqueuestatisticsdata in

the order they appear.

Table 558: StreamedQueue Statistics Data Output Fields

DescriptionField

Type of statistics. Displayed as:

• queue-stats (JSON format)

• q (CSV or TSV format)

record-type

Time (in Unix epoch format) at which the statistics were captured.time

ID of the network analytics host device.router-id

Name of the physical port configured for network analytics.port

Traffic queue latency in milliseconds.latency

Depth of the traffic queue in bytes.queue depth

The following examples show the streamed traffic statistics data output in different

formats.

• JSON format:

{"record-type":"traffic-stats","time":1383453986763,"router-id":"qfx5100-switch",
"port":"xe-0/0/16","rxpkt":26524223621,"rxpps":8399588,"rxbyte":3395100629632,
"rxbps":423997832,"rxdrop":0,"rxerr":0,"txpkt":795746503,"txpps":0,"txbyte":101855533467,
"txbps":0,"txdrop":0,"txerr":0}

• CSV format:
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t,1383454072924,qfx5100-switch,xe-0/0/19,1274299748,82950,163110341556,85603312,0,0,
27254178291,8300088,3488534810679,600002408,27268587050,3490379142400

• TSV format:

t       1383454139025   qfx5100-switch  xe-0/0/19       1279874033      82022 
163823850036    84801488        0       0       27811618258     8199630 
3559887126455   919998736       27827356915     3561901685120

Table 559 on page 6010 describes the output fields for streamed traffic statistics data in

the order they appear.

Table 559: Streamed Traffic Statistics Data Output Fields

DescriptionField

Type of statistics. Displayed as:

• traffic-stats (JSON format)

• t (CSV or TSV format)

record-type

Time (in Unix epoch format) at which the statistics were captured.time

ID of the network analytics host device.router-id

Name of the physical port configured for network analytics.port

Total packets received.rxpkt

Total packets received per second.rxpps

Total bytes received.rxbyte

Total bytes received per second.rxbps

Total incoming packets dropped.rxdrop

Total packets with errors.rxerr

Total packets transmitted.txpkt

Total packets transmitted per second.txpps

Total bytes transmitted.txbyte

Total bytes transmitted per second.txbps

Total transmitted bytes dropped.txdrop

Total transmitted packets with errors (dropped).txerr

Related
Documentation

Network Analytics Overview on page 6000•

• show analytics streaming-servers on page 6363
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• streaming-servers on page 6194

Understanding Enhanced Network Analytics Streaming Data

Network analytics monitoring data can be streamed to remote servers called collectors.

You can configure one or more collectors to receive streamed data containing queue

and traffic statistics. This topic describes the streamed data output in the formats

supported, including information about enhancements introduced in Junos OS Release

13.2X51-D15.

Starting in Junos OS Release 13.2X51-D15, network analytics supports the following

streaming data formats and output:

• Google Protocol Buffer (GPB) on page 6011

• Javascript Object Notification (JSON) on page 6013

• Comma-separated Values (CSV) on page 6014

• Tab-separated Values (TSV) on page 6014

• Queue Statistics Output for JSON, CSV, and TSV on page 6014

• Traffic Statistics Output for JSON, CSV, and TSV on page 6015

Google Protocol Buffer (GPB)

Support for theGoogle Protocol Buffer (GPB) streaming format has been added in Junos

OS Release 13.2X51-D15. This streaming format provides:

• Support for nine types of messages, based on resource type (system-wide or

interface-specific).

• Sendsmessages in a hierarchical format.

• You can generate other stream format messages (JSON, CSV, TSV) from GPB

formattedmessages.

• Includes a 12-bytemessage header. See Table 560 on page 6011 formore information.

Table 560 on page 6011 describes the GPB stream format message header.

Table 560: GPB Stream FormatMessage Header Information

Additional InformationFieldByte Position

Length prefixedmessageMessage length0, 1, 2, 3

Version = 1Message version4

System = 1, interface = 2Message type5, 6

For future useReserved7, 8, 9, 10, 11
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The following GPB prototype file (analytics.proto) provides details about the streamed

data:

package analytics;

// Traffic statistics related info
message TrafficStatus {
    optional uint32             status          = 1;
    optional uint32             poll_interval   = 2;
}

// Queue statistics related info
message QueueStatus {
    optional uint32             status          = 1;
    optional uint32             poll_interval   = 2;
    optional uint64             lt_high         = 3;
    optional uint64             lt_low          = 4;
    optional uint64             dt_high         = 5;
    optional uint64             dt_low          = 6;
}

message LinkStatus {
    optional uint64             speed           = 1;
    optional uint32             duplex          = 2;
    optional uint32             mtu             = 3;
    optional bool               state           = 4;
    optional bool               auto_negotiation= 5;
}

message InterfaceInfo {
    optional uint32             snmp_index      = 1;
    optional uint32             index           = 2;
    optional uint32             slot            = 3;
    optional uint32             port            = 4;
    optional uint32             media_type      = 5;
    optional uint32             capability      = 6;
    optional uint32             porttype        = 7;
}

message InterfaceStatus {
    optional LinkStatus         link            = 1;
    optional QueueStatus        queue_status    = 2;
    optional TrafficStatus      traffic_status  = 3;
}

message QueueStats {
    optional uint64             timestamp       = 1;
    optional uint64             queue_depth     = 2;
    optional uint64             latency         = 3;
}

message TrafficStats {
    optional uint64             timestamp       = 1;
    optional uint64             rxpkt           = 2;
    optional uint64             rxucpkt         = 3;
    optional uint64             rxmcpkt         = 4;
    optional uint64             rxbcpkt         = 5;
    optional uint64             rxpps           = 6;
    optional uint64             rxbyte          = 7;
    optional uint64             rxbps           = 8;
    optional uint64             rxcrcerr        = 9;
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    optional uint64             rxdroppkt       = 10;
    optional uint64             txpkt           = 11;
    optional uint64             txucpkt         = 12;
    optional uint64             txmcpkt         = 13;
    optional uint64             txbcpkt         = 14;
    optional uint64             txpps           = 15;
    optional uint64             txbyte          = 16;
    optional uint64             txbps           = 17;
    optional uint64             txcrcerr        = 18;
    optional uint64             txdroppkt       = 19;
}

message InterfaceStats {
    optional TrafficStats       traffic_stats   = 1;
    optional QueueStats         queue_stats     = 2;
}

//Interface message
message Interface {
    required string             name            = 1;                
    optional bool               deleted         = 2;
    optional InterfaceInfo      information     = 3;
    optional InterfaceStats     stats           = 4;
    optional InterfaceStatus    status          = 5;
}

message SystemInfo {
    optional uint64             boot_time       = 1;
    optional string             model_info      = 2;
    optional string             serial_no       = 3; 
    optional uint32             max_ports       = 4;
    optional string             collector       = 5;
    repeated string             interface_list  = 6;
}

message SystemStatus {
    optional QueueStatus        queue_status    = 1;
    optional TrafficStatus      traffic_status  = 2;
}

//System message
message System {
    required string             name            = 1;
    optional bool               deleted         = 2;
    optional SystemInfo         information     = 3;
    optional SystemStatus       status          = 4;
}

message AnRecord {
    optional uint64             timestamp       = 1;
    optional System             system          = 2;
    repeated Interface          interface       = 3;
}

Javascript Object Notification (JSON)

The JavascriptObjectNotification (JSON) streaming format supports the followingdata:

• Queue statistics data. For example:
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{"record-type":"queue-stats","time":1383453988263,"router-id":"qfx5100-switch",
"port":"xe-0/0/18","latency":0,"queue-depth":208}

SeeTable558onpage6009formore informationaboutqueuestatisticsoutput fields.

• Traffic statistics. For example:

{"record-type":"traffic-stats","time":1383453986763,"router-id":"qfx5100-switch",
"port":"xe-0/0/16","rxpkt":26524223621,"rxpps":8399588,"rxbyte":3395100629632,
"rxbps":423997832,"rxdrop":0,"rxerr":0,"txpkt":795746503,"txpps":0,"txbyte":101855533467,
"txbps":0,"txdrop":0,"txerr":0}

See Table 559 on page 6010 formore information about traffic statistics output fields.

Comma-separated Values (CSV)

The Comma-separated Values (CSV) streaming format supports the following data:

• Queue statistics. For example:

q,1383454067604,qfx5100-switch,xe-0/0/18,0,208

SeeTable558onpage6009formore informationaboutqueuestatisticsoutput fields.

• Traffic statistics. For example:

t,1383454072924,qfx5100-switch,xe-0/0/19,1274299748,82950,163110341556,85603312,0,0,
27254178291,8300088,3488534810679,600002408,27268587050,3490379142400

See Table 559 on page 6010 formore information about traffic statistics output fields.

Tab-separated Values (TSV)

The Tab-separated Values (TSV) streaming format supports the following data:

• Queue statistics. For example:

q       585870192561703872      qfx5100-switch       xe-0/0/18       (null)  
208     2

SeeTable558onpage6009formore informationaboutqueuestatisticsoutput fields.

• Traffic statistics. For example:

t       1383454139025   qfx5100-switch  xe-0/0/19       1279874033      82022 
163823850036    84801488        0       0       27811618258     8199630 
3559887126455   919998736       27827356915     3561901685120

See Table 559 on page 6010 formore information about traffic statistics output fields.

Queue Statistics Output for JSON, CSV, and TSV

Table558onpage6009describes theoutput fields for streamedqueuestatisticsdata in

the order they appear.
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Table 561: StreamedQueue Statistics Data Output Fields

DescriptionField

Type of statistics. Displayed as:

• queue-stats (JSON format)

• q (CSV or TSV format)

record-type

Time (in Unix epoch format) at which the statistics were captured.time

ID of the network analytics host device.router-id

Name of the physical port configured for network analytics.port

Traffic queue latency in milliseconds.latency

Depth of the traffic queue in bytes.queue depth

Traffic Statistics Output for JSON, CSV, and TSV

Table 559 on page 6010 describes the output fields for streamed traffic statistics data in

the order they appear.

Table 562: Streamed Traffic Statistics Data Output Fields

DescriptionField

Type of statistics. Displayed as:

• traffic-stats (JSON format)

• t (CSV or TSV format)

record-type

Time (in Unix epoch format) at which the statistics were captured.time

ID of the network analytics host device.router-id

Name of the physical port configured for network analytics.port

Total packets received.rxpkt

Total packets received per second.rxpps

Total bytes received.rxbyte

Total bytes received per second.rxbps

Total incoming packets dropped.rxdrop

Total packets with errors.rxerr

Total packets transmitted.txpkt
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Table 562: Streamed Traffic Statistics Data Output Fields (continued)

DescriptionField

Total packets transmitted per second.txpps

Total bytes transmitted.txbyte

Total bytes transmitted per second.txbps

Total transmitted bytes dropped.txdrop

Total transmitted packets with errors (dropped).txerr

Related
Documentation

Network Analytics Overview on page 6000•

• address (Analytics Collector) on page 6175

• collector (Analytics) on page 6180

• show analytics collector on page 6353

Prototype File for the Google Protocol Buffers Stream Format

The Google Protocol Buffers (GBP) stream format is used for streamingmonitoring

statistics data to a remote collector in a single AnRecord message.

The analytics.proto file provides a template for the GBP stream format. This file can be

used for writing your analytics server application.

To download the GPB prototype file, go to:

http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/proto-files/analytics-proto.txt

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• export-profiles on page 6182

sFlow Techology

• Understanding How to Use sFlow Technology for Network Monitoring on a

Switch on page 6016

Understanding How to Use sFlow Technology for Network Monitoring on a Switch

The sFlow technology is a monitoring technology for high-speed switched or routed

networks. sFlowmonitoring technology randomly samples network packets and sends

the samples toamonitoring stationcalleda collector. Youcanconfigure sFlowtechnology

ona JuniperNetworks switch tocontinuouslymonitor traffic atwire speedonall interfaces

simultaneously.
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This topic describes:

• SamplingMechanismandArchitectureof sFlowTechnologyonSwitchesonpage6017

• Adaptive Sampling on page 6018

• sFlow Agent Address Assignment on page 6019

• sFlow Limitations on Switches on page 6020

SamplingMechanism and Architecture of sFlow Technology on Switches

sFlow technology uses the following two sampling mechanisms:

• Packet-based sampling—Samples one packet out of a specified number of packets

froman interface enabled for sFlow technology. Only the first 128 bytes of each packet

are sent to the collector. Data collected include the Ethernet, IP, and TCP headers,

alongwith other application-level headers (if present). Although this type of sampling

might not capture infrequentpacket flows, themajority of flowsare reportedover time,

allowing the collector to generate a reasonably accurate representation of network

activity. To configure packet-based sampling, youmust specify a sample rate.

• Time-based sampling—Samples interface statistics at a specified interval from an

interface enabled for sFlow technology. Statistics such as Ethernet interface errors

are captured. To configure time-based sampling, youmust specify a polling interval.

The sampling information is used to create a network traffic visibility picture. The Juniper

Networks Junosoperating system(JunosOS) fully supports thesFlowstandarddescribed

in RFC 3176, InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and

Routed Networks (see http://faqs.org/rfcs/rfc3176.html).

NOTE: sFlow technology on the switches samples only raw packet headers.
A raw Ethernet packet is the complete Layer 2 network frame.

An sFlowmonitoring system consists of an sFlow agent embedded in the switch and a

centralized collector. The sFlow agent’s twomain activities are random sampling and

statistics gathering. It combines interface counters and flow samples and sends them

across the network to the sFlow collector as UDP datagrams, directing those datagrams

to the IP address and UDP destination port of the collector. Each datagram contains the

following information:

• The IP address of the sFlow agent

• The number of samples

• The interface through which the packets entered the agent

• The interface through which the packets exited the agent

• The source and destination interface for the packets

• The source and destination VLAN for the packets

EX Series switches, QFX Series switches, and the QFabric systems adopt the distributed

sFlow architecture. The sFlow agent has two separate sampling entities that are
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associated with each Packet Forwarding Engine in case of switches and nodes in case

of a QFabric system. These sampling entities are known as subagents. Each subagent

has a unique ID that is used by the collector to identify the data source. A subagent has

its own independent state and forwards its own sample messages to the sFlow agent.

The sFlow agent is responsible for packaging the samples into datagrams and sending

them to the sFlow collector. Because sampling is distributed across subagents, the

protocol overhead associated with sFlow technology is significantly reduced at the

collector.

NOTE: OntheQFabric system,ansFlowcollectormustbe reachable through
the data network. Because each Node device has all routes stored in the
default routing instance, the collector IP address should be included in the
default routing instance to ensure the collector’s reachability from the Node
device.

NOTE: You cannot configure sFlowmonitoring on a link aggregation group
(LAG), but you can configure it individually on a LAGmember interface.

Infrequent sampling flowsmight not be reported in the sFlow information, but over time

themajority of flows are reported. Based on a configured sampling rate N, 1 out of N

packets is captured and sent to the collector. This type of sampling does not provide a

100 percent accurate result in the analysis, but it does provide a result with quantifiable

accuracy.Auser-configuredpolling interval defineshowoften thesFlowdata for a specific

interface are sent to the collector, but an sFlow agent can also schedule polling.

NOTE: We recommend that you configure the same sample rate for all the
ports in a line card. If you configure different sample rates, the lowest value
is used for all ports on the line card..

NOTE: If themastership assignment changes in a Virtual Chassis setup,
sFlow technology continues to function.

Adaptive Sampling

To ensure sampling accuracy and efficiency, EX Series switches and QFX Series devices

use adaptive sFlow sampling. Adaptive sampling monitors the overall incoming traffic

rate on the device and provides feedback to the interfaces to dynamically adapt their

sampling rate to traffic conditions. The sFlow agent reads the statistics on the interfaces

every few seconds (12 seconds for EX Series switches and 5 seconds for QFX Series

devices) and identifies five interfaces with the highest number of samples.

On a Flexible PICConcentrator (FPC),when theCPUprocessing limit is reachedbecause

of sflow sample processing, a binary backoff algorithm is initiated. This reduces the

sampling load, arriving through the top five sample-producing interfaces on that FPC by
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half. The backoff algorithm achieves this by doubling the sampling rate on these five

earmarked interfaces. This process is repeated until the CPU-load due to sflow on the

given FPC comes down to an acceptable level.

On a QFabric system, sFlow technology monitors the interfaces on each node device as

a group, and implements the binary backoff algorithm based on the traffic on that group

of interfaces.

NOTE: On the QFX Series standalone switches, if you configure sFlow
technologymonitoring onmultiple interfaces and with a high sampling rate,
we recommendthatyouspecifyacollector that ison thedatanetwork instead
of on themanagement network. Having a high volume of sFlow technology
monitoring traffic on themanagement networkmight interfere with other
management interface traffic.

Usingadaptivesamplingpreventsoverloadingof theCPUandkeeps thedeviceoperating

at its optimum level even when there is a change in traffic patterns on the interfaces.

The reduced sampling rate is used until the device is rebooted or when a new sampling

rate is configured.

NOTE: sFlow technology on EX Series switches does not support graceful
restart. When a graceful restart occurs, the adaptive sampling rate is set to
the user-configured sampling rate.

sFlow Agent Address Assignment

The sFlow collector uses the sFlow agent’s IP address to determine the source of the

sFlow data. You can configure the IP address of the sFlow agent to ensure that the agent

IDof the sFlowagent remains constant. If youdonot specify the IPaddress tobeassigned

to the agent, an IP address is automatically assigned to the agent based on the following

order of priority of interfaces configured on the device:

QFX Series DevicesEX Series Devices

1. Management Ethernet interface me0 IP address

2. Any Layer 3 interface if the me0 IP address is not available

1. Virtual Management Ethernet (VME) interface

2. Management Ethernet interface

If a particular interface is not configured, the IP address of the next interface in thepriority

list is used as the IP address for the agent. Once an IP address is assigned to the agent,

the agent ID is notmodified until the sFlow service is restarted. At least one interface has

to be configured for an IP address to be assigned to the agent. When the agent’s IP

address is assigned automatically, the IP address is dynamic and changes when the

switch reboots.

On the QFabric system, the following default values are used if the optional parameters

are not configured:
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• Agent ID is the management IP address of the default partition.

• Source IP is the management IP address of the default partition.

In addition, the QFabric system subagent ID (which is included in the sFlow datagrams)

is the ID of the node group fromwhich the datagram is sent to the collector.

sFlowdata can be used to provide network traffic visibility information. You can explicitly

configure the source IP address to be assigned to the sFlow datagrams. If you do not

explicitly configure the IPaddress, the IPaddressof anyof theconfiguredLayer 3network

interfaces is used as the source IP address. If a Layer 3 IP address is not configured, then

the agent IP address is used as the source IP address.

sFlow Limitations on Switches

On the QFX Series, limitations of sFlow traffic sampling include the following:

• sFlow sampling on ingress interfaces does not capture CPU-bound traffic.

• sFlowsamplingonegress interfacesdoesnot supportbroadcastandmulticastpackets.

• Egress samplesdonot containmodificationsmade to thepacket in theegresspipeline.

• If a packet is discarded because of a firewall filter, the reason code for discarding the

packet is not sent to the collector.

• Theout-priority field foraVLAN isalwaysset to0(zero)on ingressandegress samples.

• OnQFX5100 standalone switches and theQFXSeriesVirtual Chassis (includingmixed

QFX Series Virtual Chassis), egress firewall filters are not applied to sFlow sampling

packets. On these platforms, the software architecture is different from that on other

QFX Series devices—sFlow packets are sent by the Routing Engine (not the line card

on the host) and do not transit the switch. Egress firewall filters affect data packets

that are transiting a switch, but do not affect packets sent by the Routing Engine. As

a result, sFlow sampling packets are always sent to the sFlow collector.

EX9200 switches support configuration of only one sampling rate (inclusive of ingress

and egress rates) on an FPC. To support compatibility with the sflow configuration of

other JuniperNetworksproducts, EX9200switches still acceptmultiple rateconfiguration

on different interfaces of the same FPC. However, the switch programs the lowest rate

as the sampling rate for all the interfaces of that FPC. The sFlow show command (show

sflow interfaces) displays the configured rate and the actual (effective) rate. However,

different rates on different FPCs is still supported on EX9200 switches.

Related
Documentation

Example: Monitoring Network Traffic Using sFlow Technology on page 6079•

• Example: Configuring sFlowTechnology toMonitorNetworkTraffic onEXSeriesSwitches

• Configuring sFlow Technology on page 6108

• Configuring sFlow Technology for Network Monitoring (CLI Procedure)

• Monitoring Interface Status and Traffic
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SNMP

• Understanding the Implementation of SNMP on page 6021

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• Fabric Chassis MIB on page 6026

• Utility MIB on page 6030

• SNMPv3 Overview on page 6031

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Understanding RMON on page 6033

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Understanding Health Monitoring on page 6037

• SNMPMIBs Support on page 6038

• SNMP Traps Support on page 6054

• MIB Objects for the QFX Series on page 6066

Understanding the Implementation of SNMP

The QFX Series products support the Simple Network Management Protocol (SNMP)

that is implemented in the Junos OS software.

NOTE: By default, SNMP is not enabled on devices running Junos OS. For
informationonenablingSNMPonadevice running JunosOS, see “Configuring
SNMP” on page 1237.

A typical SNMP implementation includes the following components:

• Network management system (NMS)—The NMS is a combination of hardware and

software that is used to monitor and administer a network. Software running on the

NMS includes the SNMPmanager, which collects information about network

connectivity, activity, and events by polling the managed devices.

• Managed device—Amanaged device (also called a network element) is any device

managed by the NMS. Routers and switches are common examples of managed

devices. The SNMP agent is the SNMP process that resides on themanaged device

and communicates with the NMS.

• SNMP agent—The SNMP agent exchanges network management information with

SNMPmanager software running on an NMS, or host. The agent responds to requests

for information and actions from themanager. The agent also controls access to the

agent’s MIB, the collection of objects that can be viewed or changed by the SNMP

manager.

SNMP data is stored in a highly structured, hierarchical format known as amanagement

information base (MIB). The MIB structure is based on a tree structure, which defines a

grouping of objects into related sets. Each object in the MIB is associated with an object
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identifier (OID), which names the object. The “leaf” in the tree structure is the actual

managed object instance, which represents a resource, event, or activity that occurs in

your network device. The SNMP implementation in Junos OS uses both standard

(developed by IETF and documented in RFCs) and Juniper Networks enterprise-specific

MIBs.

Communication between the agent and themanager occurs in one of the following

forms:

• Get,GetBulk, andGetNext requests—Themanager requests information fromtheagent;

the agent returns the information in a Get responsemessage.

• Set requests—Themanager changes the value of aMIB object controlled by the agent;

the agent indicates status in a Set responsemessage.

• Traps notification—The agent sends traps to notify the manager of significant events

that occur on the network device.

The processes maintaining the SNMPmanagement data include:

• Amaster SNMP agent (known as SNMP process, or snmpd) that resides on the

managed device and is managed by the NMS or host.

• Various subagents that reside on different modules of Junos OS, such as the Routing

Engine, and are managed by themaster SNMP agent.

• Junos OS processes that share data with the subagents when polled for SNMP data

(for example, interface-related MIBs).

When an NMS polls themaster agent for data, themaster agent immediately shares the

data with the NMS if the requested data is available from themaster agent or one of the

subagents. However, if the requested data is not maintained by the master agent or

subagents, the subagent polls the Junos OS kernel or the process that maintains that

data. The Junos OS kernel may need to get the data from the Packet Forwarding Engine.

On receiving the required data, the subagent passes the response back on to themaster

agent, which in turn passes it on to the NMS.

Figure 213 on page 6022 shows the communication flow among the NMS, SNMPmaster

agent (snmpd), SNMP subagents, Junos OS kernel, and Packet Forwarding Engine.

Figure 213: SNMPCommunication Flow
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When a significant event, most often an error or a failure, occurs on a network device,

the SNMP agent sends notifications to the SNMPmanager. SNMP notifications can be

sent as traps (unconfirmed notifications) or inform requests (confirmed notifications).

Junos OS supports trap queuing to ensure that traps are not lost because of temporary

unavailability of routes. Two types of queues, destination queues and a throttle queue,

are formed toensuredelivery of trapsandcontrol the trap traffic.OnQFXSeriesproducts,

the maximum size of trap queues (throttle queue plus destination queue) is 40,960

traps. Themaximum size of any one queue is 20,480 traps.

Junos OS forms a destination queue when a trap to a particular destination is returned

because the host is not reachable, and it adds the subsequent traps to the same

destination to the queue. Junos OS checks for availability of routes every 30 seconds,

and sends the traps from the destination queue in a round-robin fashion.

If the trap delivery fails, the trap is added back to the queue, and the delivery attempt

counter and thenextdeliveryattempt timer for thequeueare reset. Subsequentattempts

occur at progressive intervals of 1 minute, 2 minutes, 4 minutes, and 8minutes. The

maximum delay between the attempts is 8minutes, and themaximum number of

attempts is ten. After ten unsuccessful attempts, the destination queue and all the traps

in the queue are deleted.

JunosOSalsohasa throttlemechanismtocontrol thenumberof traps (throttle threshold)

sent during a particular time period (throttle interval). The throttle mechanism ensures

consistency in trap traffic, especiallywhen large numbers of traps are generatedbecause

of interface status changes. The throttle interval period beginswhen the first trap arrives

at the throttle. All traps within the trap threshold are processed, and the traps beyond

the threshold limit arequeued.Thedefault throttle threshold is 500 traps, and the throttle

interval default is 5 seconds.

NOTE: You cannot configure trap queueing in Junos OS. You cannot view
informationabout trapqueuesexcept forwhat isprovided in thesystem logs.

Related
Documentation

Configuring SNMP on page 1237•

• SNMPMIBs Support on page 6038

• SNMP Traps Support on page 6054

Understanding the Implementation of SNMP on the QFabric System

SNMPmonitors network devices from a central location. The QFabric system supports

the basic SNMP architecture of Junos OS, but its implementation of SNMP differs from

that of other devices running Junos OS. This topic provides an overview of the SNMP

implementation on the QFabric system.

As in other SNMP systems, the SNMPmanager resides on the network management

system (NMS) of the network to which the QFabric system belongs. The SNMP agent

resides in the QFabric Director software and is responsible for receiving and distributing
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all traps as well as responding to all the queries of the SNMPmanager. For example,

traps that are generated by a Node device are sent to the SNMP agent in the Director

software, which in turn processes and sends them to the target IP addresses that are

defined in the SNMP configuration.

NOTE: In its SNMP implementation, the QFabric system acts as an SNMP
proxyserver, and requiresmore time toprocessSNMPrequests thana typical
Junos OS device does. The default timeout setting onmost SNMP client
applications is 3 seconds, which is not enough time for the QFabric system
to respond to SNMP requests, so the results of yourmibwalk commandmay

be incomplete. For this reason, we recommend that you change the SNMP
timeout setting to 5 seconds or longer for the QFabric system to complete
the responses to your requests.

Support for SNMP on the QFabric system includes:

• Support for the SNMP Version 1 (v1) and v2.

NOTE: Only SNMPv2 traps are supported on the QFabric system.

• Support for the following standard MIBs:

• RFC 1155, Structure and Identification of Management Information for TCP/IP-based

Internets

• RFC 1157, A Simple Network Management Protocol (SNMP)

• RFC 1212, Concise MIB Definitions

• RFC 1213,Management Information Base for Network Management of TCP/IP-Based

Internets: MIB-II (partial support, including the system group and interfaces group)

• RFC 1215, A Convention for Defining Traps for use with the SNMP

• RFC 1901, Introduction to Community-based SNMPv2

• RFC 1905, Protocol Operations for Version 2 of the Simple Network Management

Protocol (SNMPv2)

• RFC 1907,Management Information Base for Version 2 of the Simple Network

Management Protocol (SNMPv2)

• RFC 2011, SNMPv2 Management Information Base for the Internet Protocol Using

SMIv2

• RFC 2012, SNMPv2 Management Information Base for the Transmission Control

Protocol Using SMIv2

• RFC 2013, SNMPv2 Management Information Base for the User Datagram Protocol

Using SMIv2

• RFC 2233, The Interfaces Group MIB Using SMIv2
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• RFC 2571, An Architecture for Describing SNMPManagement Frameworks (read-only

access) (excluding SNMPv3)

• RFC 2572,Message Processing and Dispatching for the Simple Network Management

Protocol (SNMP) (read-only access) (excluding SNMPv3)

• RFC 2576, Coexistence between Version 1, Version 2, and Version 3 of the

Internet-standard Network Management Framework (excluding SNMPv3)

• RFC 2578, Structure of Management Information Version 2 (SMIv2)

• RFC 2579, Textual Conventions for SMIv2

• RFC 2580, Conformance Statements for SMIv2

• RFC 2665, Definitions of Managed Objects for the Ethernet-like Interface Types

• RFC 2863, The Interfaces Group MIB

• RFC3410, IntroductionandApplicabilityStatements for InternetStandardManagement

Framework (excluding SNMPv3)

• RFC3411,AnArchitecture forDescribingSimpleNetworkManagementProtocol (SNMP)

Management Framework (excluding SNMPv3)

• RFC 3412,Message Processing and Dispatching for the Simple Network Management

Protocol (SNMP) (excluding SNMPv3)

• RFC 3413, Simple Network Management Protocol (SNMP) Applications (excluding

SNMPv3)

• RFC 3416, Version 2 of the Protocol Operations for the Simple Network Management

Protocol (SNMP)

• RFC 3417, Transport Mappings for the Simple NetworkManagement Protocol (SNMP)

• RFC 3418,Management Information Base (MIB) for the Simple NetworkManagement

Protocol (SNMP)

• RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the

Internet-standard Network Management Framework (excluding SNMPv3)

• RFC 4188, Definitions of Managed Objects for Bridges

• RFC 4293,Management Information Base for the Internet Protocol (IP)

• RFC 4363b,Q-Bridge VLANMIB

• Support for the following Juniper Networks enterprise-specific MIBs:

• Chassis MIB (mib-jnx-chassis.txt)

• Class-of-Service MIB (mib-jnx-cos.txt)

• Configuration Management MIB (mib-jnx-cfgmgmt.txt)

• Fabric Chassis MIB (mib-jnx-fabric-chassis.txt)

• Interface MIB Extensions (mib-jnx-if-extensions.txt)

• Power Supply Unit MIB (mib-jnx-power-supply-unit.txt)
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• QFabric MIB (mib-jnx-qf-smi.txt)

• Utility MIB (mib-jnx-util.txt)

• Support for operational mode commands—Limited to the show snmp statistics

command. Youmay issue other SNMP requests, including get, get next, andwalk

requests, by using external SNMP client applications.

Related
Documentation

SNMPMIBs Support on page 6038•

• SNMP Traps Support on page 6054

Fabric Chassis MIB

The Juniper Networks enterprise-specific SNMP Fabric Chassis MIB

(mib-jnx-fabric-chassis) provides hardware information about the QFabric system and

its component devices in a single MIB. The Fabric Chassis MIB is based on the Juniper

Networksenterprise-specificChassisMIB thatprovides information for individual devices.

Unlike theChassisMIB, theFabricChassisMIB represents theQFabric systemcomponent

devices as part of the QFabric system. Only the information from the Fabric Chassis MIB

(and not from individual Chassis MIBs) is available to SNMPmanagement clients of the

QFabric system.

The Fabric ChassisMIB uses the basic information structure of the ChassisMIB, but adds

another level of indexing thatprovidesdetailed informationaboutQFabric systemdevices.

Each physical device in a QFabric system (such as a Node device or an Interconnect

device) is represented with its hardware components, including the power supply, fans,

and front and rear cards.

As in other SNMP systems, the SNMPmanager resides on the network management

system (NMS) of the network to which the QFabric system belongs. The SNMP agent

(snmpd) resides in the QFabric systemDirector software and is responsible for receiving

and distributing all traps as well as responding to all queries from the SNMPmanager.

In addition, there is anSNMPsubagent running in theRouting Engine of eachNode group

and Interconnect device. The SNMP subagent manages the information about the

component device, and that information is communicated to the SNMP agent in the

Director software as needed. Traps that are generated by a Node device are sent to the

SNMP agent in the Director software, which in turn processes and sends them to the

target IP addresses that are defined in the SNMP configuration.

Table 563 on page 6026 describes the tables and objects in the Fabric Chassis MIB.

Table 563: Fabric Chassis MIB Tables and Objects

DescriptionRoot OIDTable or Object Name

Tables with Counterparts in the Chassis MIB
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Table 563: Fabric Chassis MIB Tables and Objects (continued)

DescriptionRoot OIDTable or Object Name

Provides information about different types of containers in
QFabric system devices.

• Containers for Interconnect devices include fan trays,
power supply units, control boards, and so on.

• Containers for Node devices include fan trays, power
supply units, Flexible PIC Concentrator (FPC), PICs, and
so on.

• Containers for the Director devices include CPU,memory,
fan trays, power supply units, and hard disks. The
containers have a non-hierarchical or flat structure, and
components in them are organized as siblings to each
other.

1.3.6.1.4.1.2636.3.42.2.2.2jnxFabricContainersTable

Contains contents that are present across all devices
represented in the jnxFabricDeviceTable object. This table
includes all field replaceable units (FRUs) and non-FRUs
for QFabric system devices.

• Contents in the Interconnectdevices include fan traysand
control boards.

• Contents in theNodedevices include fan trays andpower
supply units.

• Contents in the Director devices include CPUs, memory,
fan trays, power supply units, and hard disks, but do not
include network interface cards (NICs).

1.3.6.1.4.1.2636.3.42.2.2.3jnxFabricContentsTable

Shows the status of containers in QFabric devices. The
jnxFabricFilledState object represents the state of the
component: (1) unknown, (2) empty, or (3) filled.

NOTE: The jnxFabricFilledTable object does not contain
information about the Director group.

1.3.6.1.4.1.2636.3.42.2.2.4jnxFabricFilledTable

Represents different operating parameters for the contents
that are populated in the jnxFabricContentsTable object.

• Contents in each Node device and Interconnect device
include fan trays, power supply units, FPC, PIC, and
Routing Engine.

• Contents in the Director device include CPUs, memory,
fan trays, power supply units, and hard disks, but do not
include network interface cards (NICs).

The jnxFabricOperatingState object provides the state of
the device: (1) unknown, (2) running, (3) ready, (4) reset,
(5) runningAtFullSpeed (for fans only), (6) down, (6) off
(for power supply units), or (7) standby.

1.3.6.1.4.1.2636.3.42.2.2.5jnxFabricOperatingTable
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Table 563: Fabric Chassis MIB Tables and Objects (continued)

DescriptionRoot OIDTable or Object Name

Represents the redundancy information that is available at
different subsystem levels across the QFabric system.
Information about the Routing Engines in Node devices is
included, but there are no corresponding entries for
Interconnect devices in this table. The
jnxFabricRedundancyState object indicates the state of the
subsystem: (1) unknown, (2) master, (3) backup, or (4)
disabled.

NOTE: Informationabout redundantDirectordevices, virtual
machines (VMs)within Director groups, and Virtual Chassis
devices is not available at this time.

1.3.6.1.4.1.2636.3.42.2.2.6jnxFabricRedundancyTable

Contains all FRUs for the QFabric system in the
jnxFabricDeviceTable table. The FRUs are listed regardless
of whether or not they are installed or online. The
jnxFabricFruState object represents the state of the FRU,
including online, offline, or empty, and so on. This table also
contains information about each FRU, such as name, type,
temperature, time last powered on, and time last powered
off.

NOTE: The jnxFabricFruTable table does not include
network interface cards (NICs) on Director devices.

1.3.6.1.4.1.2636.3.42.2.2.7jnxFabricFruTable

Table Specific to the Fabric Chassis MIB

Contains informationaboutall devices in theQFabric system.
This table organizes scalar variables represented in the
Chassis MIB into a table format for the QFabric system
component devices. Columns in this table include device
information such as model, device alias, and serial number.
The jnxFabricDeviceIndex identifies each QFabric system
device (Node device, Interconnect device, and Director
device).

NOTE: At this time, information about the Virtual Chassis
is not available.

NOTE: The following objects are not supported:

• jnxFabricDeviceEntryRevision

• jnxFabricDeviceEntryFirmwareRevision

• jnxFabricDeviceEntryKernelMemoryUsedPercent

1.3.6.1.4.1.2636.3.42.2.2.1jnxFabricDeviceTable

Scalar Variables
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Table 563: Fabric Chassis MIB Tables and Objects (continued)

DescriptionRoot OIDTable or Object Name

Describe the QFabric system as a whole.

NOTE: The jnxFabricFirmwareRevisionscalar variable isnot
supported at this time.

1.3.6.1.4.1.2636.3.42.2.1The following scalar variables
are supported:

• jnxFabricClass

• jnxFabricDescr

• jnxFabricSerialNo

• jnxFabricRevision

• jnxFabricLastInstalled

• jnxFabricContentsLastChange

• jnxFabricFilledLastChange

Table564onpage6029describes theSNMPv2 traps thataredefined in theFabricChassis

MIB.

NOTE: Only SNMPv2 traps are supported on the QFabric system.

Table 564: Fabric Chassis MIB SNMPv2 Traps

DescriptionRoot OIDTrap Group and Name

Indicates an alarm condition.

NOTE: Hardware events on the
Director group are detected by
scanning. As a result, a trapmay not
be generated until up to 30 seconds
after the event has occurred.

NOTE: The software does not
distinguishbetween the fan removal
and fan failure eventson theDirector
group. In each case, both the
jnxFabricFanFailure and
jnxFabricFruFailed traps are
generated.

NOTE: The software does not
distinguishbetween the fan insertion
and fan OK events on the Director
group. In each case, both the
jnxFabricFanOKand jnxFabricFruOK
traps are generated.

1.3.6.1.4.1.2636.4.19jnxFabricChassisTraps group—Includes the following
traps:

• jnxFabricPowerSupplyFailure

• jnxFabricFanFailure

• jnxFabricOverTemperature

• jnxFabricRedundancySwitchover

• jnxFabricFruRemoval

• jnxFabricFruInsertion

• jnxFabricFruPowerOff

• jnxFabricFruPowerOn

• jnxFabricFruFailed

• jnxFabricFruOffline

• jnxFabricFruOnline

• jnxFabricFruCheck

• jnxFabricFEBSwitchover

• jnxFabricHardDiskFailed

• jnxFabricHardDiskMissing

• jnxFabricBootFromBackup
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Table 564: Fabric Chassis MIB SNMPv2 Traps (continued)

DescriptionRoot OIDTrap Group and Name

Indicatesanalarmclearedcondition.1.3.6.1.4.1.2636.4.20jnxFabricChassisOKTraps group—Includes the following
traps:

• jnxFabricPowerSupplyOK

• jnxFabricFanOK

• jnxFabricTemperatureOK

• jnxFabricFruOK

For more information, see the Fabric Chassis MIB at:

http://www.juniper.net/techpubs/en_US/junos13.1/topics/reference/mibs/mib-jnx-fabric-chassis.txt

Related
Documentation

Understanding the Implementation of SNMP on the QFabric System on page 6023•

• Chassis MIBs

Utility MIB

The JuniperNetworksenterprise-specificUtilityMIB,whoseobject ID is {jnxUtilMibRoot 1},

defines objects for counters, integers, and strings. The Utility MIB contains one table for

each of the following five data types:

• 32-bit counters

• 64-bit counters

• Signed integers

• Unsigned integers

• Octet strings

Eachdata type has anarbitrary ASCII name,which is definedwhen thedata is populated,

and a timestamp that shows the last time when the data instance wasmodified. For a

downloadable version of this MIB, see

http://www.juniper.net/techpubs/en_US/junos13.2/topics/ reference/mibs/mib-jnx-util.txt .

For informationabout theenterprise-specificUtilityMIBobjects, see the following topics:

• jnxUtilCounter32Table

• jnxUtilCounter64Table

• jnxUtilIntegerTable

• jnxUtilUintTable

• jnxUtilStringTable

Related
Documentation

Juniper Networks Enterprise-Specific MIBs•

• Juniper Networks Enterprise-Specific MIBs
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• Standard SNMPMIBs Supported by Junos OS

• Understanding the Implementation of SNMP on the QFabric System on page 6023

SNMPv3Overview

The QFX3500 switch supports SNMP version 3 (SNMPv3). SNMPv3 enhances the

functionality of SNMPv1 and SNMPv2c by supporting user authentication and data

encryption. SNMPv3 uses the user-based security model (USM) to provide security for

SNMPmessages, and the view-based access control model (VACM) for user access

control.

SNMPv3 features include:

• With USM, the SNMPmessages between the SNMPmanager and the agent can have

themessage source authenticated and the data integrity checked. USM reduces

messaging delays andmessage replays by enforcing timeout limits and by checking

for duplicate message request IDs.

• VACM complements USM by providing user access control for SNMP queries to the

agent. You define access privileges that you wish to extend to a group of one or more

users. Access privileges are determined by the security model parameters (usm, v1, or

v2) and security level parameters (authentication, privacy, or none). For each security

level, you must associate one MIB view for the group. Associating a MIB view with a

group grants the read, write, or notify permission to a set of MIB objects for the group.

• Youconfigure securityparameters for eachuser, including theusername,authentication

type and authentication password, and privacy type and privacy password. The

username given to each user is in a format that is dependent on the security model

configured for that user.

• To ensure messaging security, another type of username, called the security name, is

included in the messaging data that is sent between the local SNMP server and the

destinationSNMPserver. Eachusername ismapped toasecurityname,but thesecurity

name is in a format that is independent of the security model.

• Trapentries inSNMPv3are createdby configuring thenotify, notify filter, target address,

and target parameters. The notify statement specifies the type of notification (trap)

and contains a single tag that defines a set of target addresses to receive a trap. The

notify filter defines access to a collection of trap object identifiers (OIDs). The target

addressdefines theaddressof anSNMPmanagementapplicationandother attributes

used in sending notifications. Target parameters define the message processing and

security parameters used in sending notifications to a particular target.

Related
Documentation

Assigning a Security Name to a Group on page 6123•

• Configuring Access Privileges for a Group on page 6121

• Configuring SNMP Informs on page 6125

• Creating SNMPv3 Users on page 6120
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MinimumSNMPv3 Configuration on a Device Running Junos OS

To configure the minimum requirements for SNMPv3, include the following statements
at the [edit snmp v3] and [edit snmp] hierarchy levels:

NOTE: Youmust configure at least one view (notify, read, or write) at the
[edit snmp view-name] hierarchy level.

[edit snmp]
view view-name {
oid object-identifier (include | exclude);

}
[edit snmp v3]
notify name {
tag tag-name;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
security-name security-name;

}
target-address target-address-name {
address address;
target-parameters target-parameters-name;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | v3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}
usm {
local-engine {
user username {
}

}
}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix){
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
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}
}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

Related
Documentation

Creating SNMPv3 Users on page 6120•

• Configuring MIB Views on page 6116

• Defining Access Privileges for an SNMP Group

• Configuring SNMPv3 Traps on a Device Running Junos OS on page 6123

• Configuring SNMP Informs on page 6125

• Complete SNMPv3 Configuration Statements

• Example: SNMPv3 Configuration

Understanding RMON

• RMONOverview on page 6033

• Alarm Thresholds and Events on page 6034

RMONOverview

The Junos OS supports the Remote Network Monitoring (RMON) MIB (RFC 2819), which

allows amanagement device to monitor the values of MIB objects, or variables, against

configured thresholds. When the value of a variable crosses a threshold, an alarm and

its corresponding event are generated. The event can be logged and can generate an

SNMP trap.

An operational support system (OSS) or a fault-monitoring system can be used to

automatically monitor events that track many different metrics, including performance,

availability, faults, and environmental data. For example, an administrator might want

toknowwhenthe internal temperatureofachassishas risenaboveaconfigured threshold,

which might indicate that a chassis fan tray is faulty, the chassis air flow is impeded, or

the facility cooling system in the vicinity of the chassis is not operating normally.

The RMONMIB also defines tables that store various statistics for Ethernet interfaces,

including the etherStatsTable and the etherHistoryTable. The etherStatsTable contains

cumulative real-time statistics for Ethernet interfaces, such as the number of unicast,

multicast, and broadcast packets received on an interface. The etherHistoryTable

maintains a historical sample of statistics for Ethernet interfaces. The control of the

etherHistoryTable, including the interfaces to track and the sampling interval, is defined

by the RMON historyControlTable.
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To enable RMON alarms, you perform the following steps:

1. Configure SNMP, including trap groups. You configure SNMP at the [edit snmp]

hierarchy level.

2. Configure rising and falling events in the eventTable, including the event types and

trap groups. You can also configure events using theCLI at the [edit snmp rmonevent]

hierarchy level.

3. Configurealarms in thealarmTable, including the variables tomonitor, risingand falling

thresholds, the sampling typesand intervals, and thecorrespondingevents togenerate

when alarms occur. You can also configure alarms using the CLI at the [edit snmp

rmon alarm] hierarchy level.

Extensions to the alarmTable are defined in the Juniper Networks enterprise-specific

MIB jnxRmon (mib-jnx-rmon.txt).

Alarm Thresholds and Events

By setting a rising and a falling threshold for a monitored variable, you can be alerted

whenever the value of the variable falls outside the allowable operational range (see

Figure 214 on page 6034).

Figure 214: Setting Thresholds

Events are only generated when the alarm threshold is first crossed in any one direction

rather than after each sample interval. For example, if a rising threshold alarm, along

with its corresponding event, is raised, no more threshold crossing events occur until a

corresponding falling alarmoccurs. This considerably reduces thequantity of events that

are produced by the system, making it easier for operations staff to react when events

do occur.

Before you configure remote monitoring, you should identify what variables need to be

monitored and their allowable operational range. This requires someperiod of baselining

to determine the allowable operational ranges. An initial baseline period of at least
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3months is not unusual when you first identify the operational ranges and define

thresholds, but baselinemonitoring should continue over the life span of eachmonitored

variable.

Related
Documentation

Configuring RMON Alarms and Events on page 6117•

• Juniper Networks Enterprise-Specific MIBs

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

RMONMIB Event, Alarm, Log, and History Control Tables

The Junos OS supports the Remote Network Monitoring (RMON) MIB (RFC 2819), which

allows amanagement device to monitor the values of MIB objects, or variables, against

configured thresholds. When the value of a variable crosses a threshold, an alarm and

its corresponding event are generated. The event can be logged and can generate an

SNMP trap.

Table 565 on page 6035 provides each field in the RMON eventTable, the description of

the field, and the corresponding Junos OS statement that you can use to configure the

field. The Junos OS statements reside at the [edit snmp rmon] hierarchy level.

Table 565: RMON Event Table

Statement [edit snmp
rmon]DescriptionField

descriptionText description of this event.eventDescription

typeType of event (for example, log, trap, or log and trap).eventType

communityTrap group to which to send this event, as defined in the Junos OS
configuration. (This is not the same as the SNMP community.)

eventCommunity

—Entity (for example, manager) that created this event.eventOwner

—Status of this row (for example, valid, invalid, or createRequest).eventStatus

Table 566 on page 6035 provides each field in the RMON alarmTable, the description of

the field, and the corresponding Junos OS statement that you can use to configure the

field. The Junos OS statements reside at the [edit snmp rmon] hierarchy level.

Table 566: RMONAlarm Table

Statement [edit snmp
rmon]DescriptionField

—Status of this row (for example, valid, invalid, or createRequest)alarmStatus

intervalSampling period (in seconds) of the monitored variablealarmInterval

—Object identifier (OID) and instance of the variable to bemonitoredalarmVariable

6035Copyright © 2014, Juniper Networks, Inc.

Chapter 66: Overview



Table 566: RMONAlarm Table (continued)

Statement [edit snmp
rmon]DescriptionField

—Actual value of the sampled variablealarmValue

sample-typeSample type (absolute or delta changes)alarmSampleType

startup-alarmInitial alarm (rising, falling, or either)alarmStartupAlarm

rising-thresholdRising threshold against which to compare the valuealarmRisingThreshold

falling-thresholdFalling threshold against which to compare the valuealarmFallingThreshold

rising-event-indexIndex (row) of the rising event in the event tablealarmRisingEventIndex

falling-event-indexIndex (row) of the falling event in the event tablealarmFallingEventIndex

Table567onpage6036provideseach field in the jnxRmon jnxRmonAlarmTable,which is

an extension to the RMON alarmTable. You can troubleshoot the RMON agent, rmopd,

that runs on a switch by inspecting the contents of the jnxRmonAlarmTable object.

Table 567: jnxRmon Alarm Table

DescriptionField

Number of times the internal Get request for the variable failedjnxRmonAlarmGetFailCnt

Value of the sysUpTime object when the last failure occurredjnxRmonAlarmGetFailTime

Reason why the Get request failedjnxRmonAlarmGetFailReason

Value of the sysUpTime object when the variable moved out of
failure state

jnxRmonAlarmGetOkTime

Status of this alarm entryjnxRmonAlarmState

Table568onpage6036provideseachfield intheRMONhistoryControlTable, thedescription

of the field, and the corresponding Junos OS statement that you can use to configure

the field. The Junos OS statements reside at the [edit snmp rmon history] hierarchy level.

The historyControlTable controls the RMON etherHistoryTable.

Table 568: RMONHistory Control Table

Statement [edit snmp
rmon history]DescriptionField

interfaceIdentifies the source of the data for which historical data was
collected.

historyControlDataSource
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Table 568: RMONHistory Control Table (continued)

Statement [edit snmp
rmon history]DescriptionField

bucket-sizeRequested number of discrete time intervals over which data is to
be saved.

historyControlBucketsRequested

—Number of discrete sampling intervals over which data is to be
saved.

historyControlBucketsGranted

intervalInterval, in seconds, overwhich thedata is sampled for eachbucket.historyControlInterval

ownerEntity that configured this entry.historyControlOwner

—Status of this entry.historyControlStatus

Related
Documentation

Configuring RMON Alarms and Events on page 6117•

• Juniper Networks Enterprise-Specific MIBs

• Understanding RMON on page 6033

Understanding Health Monitoring

Health monitoring is an SNMP feature that extends the RMON alarm infrastructure to

providemonitoring for a predefined set of objects (such as file systemusage, CPUusage,

andmemory usage), and for Junos OS processes.

You enable the health monitor feature using the health-monitor statement at the

[edit snmp] hierarchy level. You can also configure health monitor parameters such as

a falling threshold, rising threshold, and interval. If the valueof amonitoredobject exceeds

the rising or falling threshold, an alarm is triggered and an event may be logged.

The falling threshold is the lower threshold for the monitored object instance. The rising

threshold is the upper threshold for the monitored object instance. Each threshold is

expressed as a percentage of the maximum possible value. The interval represents the

period of time, in seconds, overwhich the object instance is sampled and comparedwith

the rising and falling thresholds.

Events are only generated when a threshold is first crossed in any one direction, rather

than after each sample interval. For example, if a rising threshold alarm, along with its

corresponding event, is raised, no more threshold crossing events occur until a

corresponding falling alarm occurs.

System log entries for health monitor events have a corresponding HEALTHMONITOR

tagandnotagenericSNMPD_RMON_EVENTLOGtag.However, thehealthmonitor sends

generic RMON risingThreshold and fallingThreshold traps. You can use the show snmp

health-monitor operational command to view information about health monitor alarms

and logs.
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Whenyouconfigure thehealthmonitor,monitoring information for certainobject instances

is available, as shown in Table 569 on page 6038.

Table 569: Monitored Object Instances

DescriptionObject

Monitors the /dev/ad0s1a: file system on the switch. This is the root file system
mounted on /.

jnxHrStoragePercentUsed.1

Monitors the /dev/ad0s1e: file system on the switch. This is the configuration file
systemmounted on /config.

jnxHrStoragePercentUsed.2

Monitors CPU usage by the Routing Engine (RE0).jnxOperatingCPU (RE0)

Monitors the amount of memory available on the Routing Engine (RE0).jnxOperatingBuffer (RE0)

Monitors the CPU usage for each Junos OS process (also called daemon). Multiple
instances of the same process are monitored and indexed separately.

sysApplElmtRunCPU

Monitors the memory usage for each Junos OS process. Multiple instances of the
same process are monitored and indexed separately.

sysApplElmtRunMemory

Related
Documentation

Configuring Health Monitoring on page 6119•

• falling-threshold (Health Monitor) on page 1296

• interval (Health Monitor) on page 1301

• rising-threshold (Health Monitor) on page 1331

• show snmp health-monitor on page 6385

SNMPMIBs Support

The QFX Series standalone switches, QFX Series Virtual Chassis, and QFabric systems

support standard MIBs and Juniper Networks enterprise-specific MIBs.

For more information, see:

• MIBs Supported on QFX Series Standalone Switches and QFX Series Virtual

Chassis on page 6038

• MIBs Supported on QFabric Systems on page 6047

MIBs Supported on QFX Series Standalone Switches and QFX Series Virtual
Chassis

TheQFXSeriesstandaloneswitchesandQFXSeriesVirtualChassis supportbothstandard

MIBs and Juniper Networks enterprise-specific MIBs. For more information, see:

• Table 570 on page 6039 for standard MIBs.

• Table 571 on page 6044 for Juniper Networks enterprise-specific MIBs.
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Table 570: StandardMIBs Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis

Additional InformationRFC

Supported tables and objects:

• lldpRemManAddrOID

• lldpLocManAddrOID

• lldpReinitDelay

• lldpNotificationInterval

• lldpStatsRxPortFramesDiscardedTotal

• lldpStatsRxPortFramesError

• lldpStatsRxPortTLVsDiscardedTotal

• lldpStatsRxPortTLVsUnrecognizedTotal

• lldpStatsRxPortAgeoutsTotal

IEEE802.1ab section 12.1, Link LayerDiscovery
Protocol (LLDP) MIB

The following tables and objects are supported:

• dot3adAggPortTable, dot3adAggPortListTable, dot3adAggTable, and
dot3adAggPortStatsTable

• dot3adAggPortDebugTable (only dot3adAggPortDebugRxState,
dot3adAggPortDebugMuxState,
dot3adAggPortDebugActorSyncTransitionCount,
dot3adAggPortDebugPartnerSyncTransitionCount,
dot3adAggPortDebugActorChangeCount, and
dot3adAggPortDebugPartnerChangeCount)

• dot3adTablesLastChanged

IEEE 802.3ad, Aggregation of Multiple Link
Segments

—RFC 1155, Structure and Identification of
Management Information for TCP/IP-based
Internets

—RFC 1157, A Simple Network Management
Protocol (SNMP)

—RFC 1212, Concise MIB Definitions

The following areas are supported:

• MIB II and its SNMP version 2 derivatives, including:

• Statistics counters

• IP, except for ipRouteTable, which has been replaced by ipCidrRouteTable
(RFC 2096, IP Forwarding Table MIB)

• ipAddrTable

• SNMPmanagement

• Interface management

• SNMPv1 Get, GetNext requests, and SNMPv2 GetBulk request

• Junos OS-specific secured access list

• Master configuration keywords

• Reconfigurations upon SIGHUP

RFC 1213,Management Information Base for
Network Management of TCP/IP-Based
Internets: MIB-II
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Table 570: StandardMIBs Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis (continued)

Additional InformationRFC

Support is limited to MIB II SNMP version 1 traps and version 2 notifications.RFC 1215, A Convention for Defining Traps for
use with the SNMP

—RFC 1286,Definitions of ManagedObjects for
Bridges

—RFC 1657, Definitions of Managed Objects for
the Fourth Version of the Border Gateway
Protocol (BGP-4) using SMIv2

The following table, objects, and traps are not supported:

• Host Table

• ospfOriginateNewLsas and ospfRxNewLsas objects

• ospfOriginateLSA, ospfLsdbOverflow, and ospfLsdbApproachingOverflow
traps

RFC 1850,OSPF Version 2 Management
Information Base

—RFC 1901, Introduction to Community-based
SNMPv2

—RFC 1905, Protocol Operations for Version 2
of the Simple Network Management Protocol
(SNMPv2)

—RFC 1907,Management Information Base for
Version 2of theSimpleNetworkManagement
Protocol (SNMPv2)

—RFC 2011, SNMPv2 Management Information
Base for the Internet Protocol Using SMIv2

—RFC2012,SNMPv2Management Information
Base for the Transmission Control Protocol
Using SMIv2

—RFC2013,SNMPv2Management Information
Base for the User Datagram Protocol Using
SMIv2

NOTE: RFC 2233 has been replaced by RFC 2863. However, Junos OS supports
both RFC 2233 and RFC 2863.

RFC 2233, The Interfaces Group MIB Using
SMIv2

The following objects are supported:

• sysApplInstallPkgTable

• sysApplInstallElmtTable

• sysApplElmtRunTable

• sysApplMapTable

RFC 2287, Definitions of System-Level
Managed Objects for Applications
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Table 570: StandardMIBs Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis (continued)

Additional InformationRFC

—RFC 2570, Introduction to Version 3 of the
Internet-standard Network Management
Framework

NOTE: RFC 2571 has been replaced by RFC 3411. However, Junos OS supports
both RFC 2571 and RFC 3411.

RFC2571,AnArchitecture forDescribingSNMP
ManagementFrameworks (read-onlyaccess)

NOTE: RFC 2572 has been replaced by RFC 3412. However, Junos OS supports
both RFC 2572 and RFC 3412.

RFC 2572,Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP) (read-only
access)

NOTE: RFC 2576 has been replaced by RFC 3584. However, Junos OS supports
both RFC 2576 and RFC 3584.

RFC 2576, Coexistence between Version 1,
Version 2, and Version 3 of the
Internet-standard Network Management
Framework

—RFC 2578, Structure of Management
Information Version 2 (SMIv2)

—RFC 2579, Textual Conventions for SMIv2

—RFC 2580, Conformance Statements for
SMIv2

—RFC2665,DefinitionsofManagedObjects for
the Ethernet-like Interface Types

Support does not include row creation, the Set operation, and the
vrrpStatsPacketLengthErrors object.

RFC 2787,Definitions of Managed Objects for
the Virtual Router Redundancy Protocol

Support is limited to the following objects:

• Only hrStorageTable. The file systems /, /config, /var, and /tmp always
return the same index number. When SNMP restarts, the index numbers for
the remaining file systemsmight change.

• Only the objects of the hrSystem and hrSWInstalled groups.

RFC 2790, Host Resources MIB

The following objects are supported:

• etherStatsTable (for Ethernet interfaces only), alarmTable, eventTable, and
logTable.

• historyControlTableandetherHistoryTable (except theetherHistoryUtilization
object).

RFC 2819, Remote Network Monitoring
Management Information Base

NOTE: RFC 2233 has been replaced by RFC 2863. However, Junos OS supports
both RFC 2233 and RFC 2863.

RFC 2863, The Interfaces Group MIB

—RFC 2932, IPv4 Multicast Routing MIB
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Table 570: StandardMIBs Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis (continued)

Additional InformationRFC

—RFC 2933, Internet Group Management
Protocol (IGMP) MIB

In Junos OS, RFC 2934 is implemented based on a draft version, pimmib.mib, of
the now standard RFC.

RFC 2934, Protocol Independent Multicast
MIB for IPv4

—RFC 3410, Introduction and Applicability
Statements for Internet Standard
Management Framework

NOTE: RFC 3411 replaces RFC 2571. However, Junos OS supports both RFC 3411
and RFC 2571.

RFC 3411, An Architecture for Describing
Simple Network Management Protocol
(SNMP) Management Frameworks

NOTE: RFC 3412 replaces RFC 2572. However, Junos OS supports both RFC
3412 and RFC 2572.

RFC 3412,Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP)

All MIBs are supported except for the Proxy MIB.RFC 3413, Simple Network Management
Protocol (SNMP) Applications

—RFC 3414, User-based Security Model (USM)
for version 3 of the Simple Network
Management Protocol (SNMPv3)

—RFC 3415, View-based Access Control Model
(VACM) for theSimpleNetworkManagement
Protocol (SNMP)

NOTE: RFC 3416 replaces RFC 1905, which was supported in earlier versions of
Junos OS.

RFC3416,Version2of theProtocolOperations
for theSimpleNetworkManagementProtocol
(SNMP)

—RFC 3417, Transport Mappings for the Simple
Network Management Protocol (SNMP)

NOTE: RFC 3418 replaces RFC 1907, which was supported in earlier versions of
Junos OS.

RFC 3418,Management Information Base
(MIB) for the Simple Network Management
Protocol (SNMP)

—RFC 3584, Coexistence between Version 1,
Version 2, and Version 3 of the
Internet-standard Network Management
Framework

—RFC3826,TheAdvancedEncryptionStandard
(AES) Cipher Algorithm in the SNMP
User-based Security Model
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Table 570: StandardMIBs Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis (continued)

Additional InformationRFC

The QFX3500 and QFX3600 switches support 802.1D STP (1998) and the
following subtrees and objects only:

• dot1dTp subtree—dot1dTpFdbAddress, dot1dTpFdbPort, and
dot1dTpFdbStatus objects from the dot1dTpFdbTable table.

• dot1dBase subtree—dot1dBasePort and dot1dBasePortIfIndex objects from
the dot1dBasePortTable table.

NOTE: On QFX3500 and QFX3600 switches, the dot1dTpFdbTable table is
populated only with MAC addresses learned on the default VLAN. To see the
MAC addresses of all VLANs, specify the dot1qTpFdbTable table (RFC 4363b,
Q-Bridge VLANMIB) when you issue the show snmpmibwalk command.

RFC4188,Definitions ofManagedObjects for
Bridges

Supports the ipAddrTable table only.RFC4293,Management Information Base for
the Internet Protocol (IP)

Supports 802.1w and 802.1t extensions for RSTP.RFC 4318,Definitions of ManagedObjects for
Bridges with Rapid Spanning Tree Protocol

NOTE: OnQFX3500 andQFX3600 switches, the dot1dTpFdbTable table (RFC
4188, Definitions of Managed Objects for Bridges) is populated only with MAC
addresses learned on the default VLAN. To see theMACaddresses of all VLANs,
specify the dot1qTpFdbTable table (in this MIB) when you issue the show snmp
mibwalk command.

RFC 4363b,Q-Bridge VLANMIB

—RFC 4444, IS-IS MIB

See http://www.iana.org/assignments/ianaiftype-mib .Internet Assigned Numbers Authority,
IANAiftype Textual Convention MIB
(referenced by RFC 2233)

—Internet draft
draft-reeder-snmpv3-usm-3desede-00.txt,
Extension to the User-Based Security Model
(USM) toSupport Triple-DESEDE in ‘Outside’
CBC Mode

—Internet draft
draft-ietf-idmr-igmp-mib-13.txt, Internet
Group Management Protocol (IGMP) MIB

NOTE: The ESO ConsortiumMIB has been replaced by RFC 3826. See
http://www.snmp.com/eso/ .

ESO ConsortiumMIB
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Table 571: Juniper Networks Enterprise-Specific MIBs Supported on QFX Series Standalone
Switches and QFX Series Virtual Chassis

DescriptionMIB

Provides support for alarms from the switch.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-chassis-alarm.txt .

For more information, see AlarmMIB.

AlarmMIB(mib-jnx-chassis-alarm)

Contains analyzer and remote analyzer data related to port mirroring.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-analyzer.txt .

For more information, see Analyzer MIB.

Analyzer MIB (mib-jnx-analyzer)

Provides support for environmentalmonitoring (power supply state, board voltages, fans,
temperatures, and airflow) and inventory support for the chassis, Flexible PIC
Concentrators (FPCs), and PICs.

NOTE: The jnxLEDTable table has been deprecated.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-chassis.txt .

For more information, see Chassis MIBs.

Chassis MIB (mib-jnx-chassis)

Contains the object identifiers (OIDs) that are used by the Chassis MIB to identify routing
and switching platforms and chassis components. The Chassis MIB provides information
that changes often, whereas the Chassis Definitions for Router Model MIB provides
information that changes less often.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-chas-defines.txt .

For more information, see Chassis MIBs.

Chassis Definitions for Router
ModelMIB (mib-jnx-chas-defines)

Provides support for monitoring interface output queue statistics per interface and per
forwarding class.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-cos.txt .

For more information, see Class-of-Service MIB.

Class-of-ServiceMIB(mib-jnx-cos)
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Table 571: Juniper Networks Enterprise-Specific MIBs Supported on QFX Series Standalone
Switches and QFX Series Virtual Chassis (continued)

DescriptionMIB

Provides notification for configuration changes and rescue configuration changes in the
form of SNMP traps. Each trap contains the time at which the configuration change was
committed, the name of the user whomade the change, and themethod by which the
change wasmade.

A history of the last 32 configuration changes is kept in jnxCmChgEventTable.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-cfgmgmt.txt .

For more information, see Configuration Management MIB.

Configuration Management MIB
(mib-jnx-cfgmgmt)

Monitors media access control (MAC) statistics on Gigabit Ethernet intelligent queuing
(IQ) interfaces. It collects MAC statistics; for example, inoctets, inframes, outoctets, and
outframeson each sourceMACaddress and virtual LAN (VLAN) ID for eachEthernet port.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-mac.txt .

For more information, see Ethernet MACMIB.

Ethernet MACMIB (mib-jnx-mac)

Defines a generic trap that can be generated using an operations script or event policy.
This MIB provides the ability to specify a system log string and raise a trap if that system
log string is found.

In Junos OS release 13.2X51-D10 or later, if you configured an event policy to raise a trap
when a new SNMP trap target is added, the SNMPD_TRAP_TARGET_ADD_NOTICE trap
is generated with information about the new target.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-event.txt .

For more information, see Event MIB.

Event MIB (mib-jnx-event)

Provides support for monitoring firewall filter counters.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-firewall.txt .

For more information, see Firewall MIB.

Firewall MIB (mib-jnx-firewall)
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Table 571: Juniper Networks Enterprise-Specific MIBs Supported on QFX Series Standalone
Switches and QFX Series Virtual Chassis (continued)

DescriptionMIB

Extends the hrStorageTable object, providing ameasure of the usage of each file system
on the switch as a percentage. Previously, the objects in the hrStorageTable measured
the usage in allocation units—hrStorageUsed and hrStorageAllocationUnits—only. Using
thepercentagemeasurement, youcanmoreeasilymonitor andapply thresholdsonusage.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-hostresources.txt .

For more information, see Host Resources MIB.

Host Resources MIB
(mib-jnx-hostresources)

Extends the standard ifTable (RFC 2863) with additional statistics and Juniper Networks
enterprise-specific chassis information in the ifJnxTable and ifChassisTable tables.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-if-extensions.txt .

For more information, see Interface MIB.

Interface MIB (Extensions)
(mib-jnx-if-extensions)

Provides MPLS information and defines MPLS notifications.

NOTE: This MIB is not supported on the QFX5100 switch.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/
topics/reference/mibs/mib-jnx-mpls.txt

For more information, seeMPLSMIB.

MPLSMIB (mib-jnx-mpls)

Contains object definitions as described in RFC 3815, Definitions of Managed Objects for
the Multiprotocol Label Switching (MPLS), Label Distribution Protocol (LDP).

NOTE: This MIB is not supported on the QFX5100 switch.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/
topics/reference/mibs/mib-jnx-mpls-ldp.txt

For more information, seeMPLS LDPMIB.

MPLSLDPMIB(mib-jnx-mpls-ldp)

Extends the standard Ping MIB control table (RFC 2925). Items in this MIB are created
when entries are created in pingCtlTable of the Ping MIB. Each item is indexed exactly as
it is in the Ping MIB.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-ping.txt .

For more information, see PINGMIB.

Ping MIB (mib-jnx-ping)
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Table 571: Juniper Networks Enterprise-Specific MIBs Supported on QFX Series Standalone
Switches and QFX Series Virtual Chassis (continued)

DescriptionMIB

Supports Junos OS extensions to the standard Remote Monitoring (RMON) Events and
Alarms MIB (RFC 2819). The extension augments the alarmTable object with additional
information about each alarm. Two additional traps are also defined to indicate when
problems are encountered with an alarm.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-rmon.txt .

For more information, see RMON Events and Alarms MIB.

RMON Events and Alarms MIB
(mib-jnx-rmon)

Explains how the Juniper Networks enterprise-specific MIBs are structured.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-smi.txt .

For more information, see Structure of Management Information MIB.

Structure of Management
Information MIB (mib-jnx-smi)

Enables notification of an SNMP trap-based application when an important system log
message occurs.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-syslog.txt .

For more information, see System Log MIB.

System Log MIB (mib-jnx-syslog)

Provides you with SNMPMIB container objects of the following types: 32-bit counters,
64-bit counters, signed integers, unsigned integers, and octet strings. You can use these
objects to store data that can be retrieved using other SNMP operations.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-util.txt .

For more information, see “Utility MIB” on page 6030 and “Using the Enterprise-Specific
Utility MIB to Enhance SNMP Coverage” on page 6330.

Utility MIB (mib-jnx-util)

Contains information about prestandard IEEE 802.10 VLANs and their association with
LAN emulation clients.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-vlan.txt .

For more information, see VLANMIB.

VLANMIB (mib-jnx-vlan)

MIBs Supported on QFabric Systems

TheQFabricsystemssupportbothstandardMIBsandJuniperNetworksenterprise-specific

MIBs. For more information, see:
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• Table 572 on page 6048 for standard MIBs.

• Table 573 on page 6051 for Juniper Networks enterprise-specific MIBs.

Table 572: StandardMIBs Supported on QFabric Systems

Additional InformationRFC

—RFC 1155, Structure and Identification of
Management Information for TCP/IP-based
Internets

—RFC 1157, A Simple Network Management
Protocol (SNMP)

—RFC 1212, Concise MIB Definitions

The following areas are supported:

• MIB II and its SNMP version 2 derivatives, including:

• Statistics counters

• IP, except for ipRouteTable, which has been replaced by ipCidrRouteTable
(RFC 2096, IP Forwarding Table MIB)

• ipAddrTable

• SNMPmanagement

• Interface management

• SNMPv1 Get, GetNext requests, and version 2 GetBulk request

• Junos OS-specific secured access list

• Master configuration keywords

• Reconfigurations upon SIGHUP

RFC 1213,Management Information Base for
Network Management of TCP/IP-Based
Internets: MIB-II

Support is limited to MIB II SNMP version 1 traps and version 2 notifications.RFC 1215, A Convention for Defining Traps for
use with the SNMP

—RFC 1286,Definitions of ManagedObjects for
Bridges

—RFC 1901, Introduction to Community-based
SNMPv2

—RFC 1905, Protocol Operations for Version 2
of the Simple Network Management Protocol
(SNMPv2)

—RFC 1907,Management Information Base for
Version 2of theSimpleNetworkManagement
Protocol (SNMPv2)

NOTE: On theQFabric system, for theSNMPmibwalk request towork, youmust
configure the IP address of at least one interface besides the management
Ethernet interfaces (me0 andme1) in the Director group.

RFC 2011, SNMPv2 Management Information
Base for the Internet Protocol Using SMIv2
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Table 572: StandardMIBs Supported on QFabric Systems (continued)

Additional InformationRFC

—RFC2012,SNMPv2Management Information
Base for the Transmission Control Protocol
Using SMIv2

—RFC2013,SNMPv2Management Information
Base for the User Datagram Protocol Using
SMIv2

NOTE: RFC 2233 has been replaced by RFC 2863. However, Junos OS supports
both RFC 2233 and RFC 2863.

NOTE: The QFabric system supports the following objects only: ifNumber,
ifTable, and ifxTable.

RFC 2233, The Interfaces Group MIB Using
SMIv2

NOTE: RFC 2571 has been replaced by RFC 3411. However, Junos OS supports
both RFC 2571 and RFC 3411.

RFC2571,AnArchitecture forDescribingSNMP
ManagementFrameworks (read-onlyaccess)

NOTE: RFC 2572 has been replaced by RFC 3412. However, Junos OS supports
both RFC 2572 and RFC 3412.

RFC 2572,Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP) (read-only
access)

NOTE: RFC 2576 has been replaced by RFC 3584. However, Junos OS supports
both RFC 2576 and RFC 3584.

RFC 2576, Coexistence between Version 1,
Version 2, and Version 3 of the
Internet-standard Network Management
Framework

—RFC 2578, Structure of Management
Information Version 2 (SMIv2)

—RFC 2579, Textual Conventions for SMIv2

—RFC 2580, Conformance Statements for
SMIv2

The QFabric system supports the following tables only:

• dot3StatsTable—There is one rowwith statistics for each Ethernet-like
interface in theQFabric system. The dot3StatsIndex is an interface index that
is unique across the system.

• dot3ControlTable—There is one row in this table for each Ethernet-like
interface in the QFabric system that implements the MAC control sublayer.
OIDs supported are dot3ControlFunctionsSupported and
dot3ControlInUnknownOpcode.

• dot3PauseTable—There is one row in this table for eachEthernet-like interface
in the QFabric system that supports the MAC control PAUSE function. OIDS
supported are dot3PauseAdminMode, dot3PauseOperMode,
dot3InPauseFrames, and dot3OutPauseFrames.

NOTE: Scalar variables are not supported on the QFabric system.

RFC2665,DefinitionsofManagedObjects for
the Ethernet-like Interface Types
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Table 572: StandardMIBs Supported on QFabric Systems (continued)

Additional InformationRFC

NOTE: RFC 2233 has been replaced by RFC 2863. However, Junos OS supports
both RFC 2233 and RFC 2863.

NOTE: The QFabric system supports the following objects only: ifNumber,
ifTable, and ifxTable.

RFC 2863, The Interfaces Group MIB

—RFC 2933, Internet Group Management
Protocol (IGMP) MIB

—RFC 3410, Introduction and Applicability
Statements for Internet Standard
Management Framework

NOTE: RFC 3411 replaces RFC 2571. However, Junos OS supports both RFC 3411
and RFC 2571.

RFC 3411, An Architecture for Describing
Simple Network Management Protocol
(SNMP) Management Frameworks

NOTE: RFC 3412 replaces RFC 2572. However, Junos OS supports both RFC
3412 and RFC 2572.

RFC 3412,Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP)

NOTE: RFC 3416 replaces RFC 1905, which was supported in earlier versions of
Junos OS.

RFC3416,Version2of theProtocolOperations
for theSimpleNetworkManagementProtocol
(SNMP)

—RFC 3417, Transport Mappings for the Simple
Network Management Protocol (SNMP)

NOTE: RFC 3418 replaces RFC 1907, which was supported in earlier versions of
Junos OS.

RFC 3418,Management Information Base
(MIB) for the Simple Network Management
Protocol (SNMP)

—RFC 3584, Coexistence between Version 1,
Version 2, and Version 3 of the
Internet-standard Network Management
Framework

The QFabric system support is limited to the following objects:

• Under the dot1dBase OID, the dot1dBasePortTable table supports only the
first two columns in the table: dot1dBasePort and dot1dBasePortIfIndex.

• The system does not implement the optional traps supporting
dot1dNotifications (dot1dBridge 0).

• Under the dot1dStp OID, supports only the dot1dStpPortTable table. Does
not support the scalar variables under dot1dStp.

• The system does not support scalar variables under dot1dTp, but under that,
the dot1dTpFdbTable table is supported (dot1dBridge 4).

• ForOIDSwith tables support only, scalar values thatare returnedby theSNMP
agent may not bemeaningful and are therefore not recommended for use.

RFC4188,Definitions ofManagedObjects for
Bridges
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Table 572: StandardMIBs Supported on QFabric Systems (continued)

Additional InformationRFC

Supports the ipAddrTable table only.

On the QFabric system, supported objects in the ipAddrTable table include:
ipAdEntAddr, ipAdEntIfIndex, ipAdEntNetMask, ipAdEntBcastAddr, and
ipAdEntReasmMaxSize.

NOTE: On theQFabric system, for theSNMPmibwalk request towork, youmust
configure the IP address of at least one interface besides the management
Ethernet interfaces (me0 andme1) in the Director group.

RFC4293,Management Information Base for
the Internet Protocol (IP)

The QFabric system supports the following tables only:

• dot1qTpFdbTable

• dot1qVlanStaticTable

• dot1qPortVlanTable

• dot1qFdbTable

RFC 4363b,Q-Bridge VLANMIB

Table 573: Juniper Networks Enterprise-Specific MIBs Supported on QFabric Systems

DescriptionMIB

Contains analyzer and remote analyzer data related to port mirroring.

The QFabric system supports:

• Analyzer table—jnxAnalyzerName, jnxMirroringRatio, jnxLossPriority.

• Analyzer input table—jnxAnalyzerInputValue, jnxAnalyzerInputOption,
jnxAnalyzerInputType.

• Analyzer output table—jnx AnalyzerOutputValue, jnxAnalyzerOutputType.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-analyzer.txt .

For more information, see Analyzer MIB.

Analyzer MIB (mib-jnx-analyzer)

NOTE: The Chassis MIB has been deprecated for the QFabric system.We recommend
that you use the Fabric Chassis MIB (mib-jnx-fabric-chassis) for information about the
QFabric system.

Chassis MIB (mib-jnx-chassis)
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Table573: JuniperNetworksEnterprise-SpecificMIBsSupportedonQFabricSystems(continued)

DescriptionMIB

Provides support for monitoring interface output queue statistics per interface and per
forwarding class.

The QFabric system supports the following tables and objects:

• Jnxcosifstatflagtable—jnxCosIfstatFlags and jnxCosIfIndex.

• Jnxcosqstattable—jnxCosQstatTxedPkts, jnxCosQstatTxedPktRate,
jnxCosQstatTxedBytes, and jnxCosQstatTxedByteRate.

• Jnxcosfcidtable—jnxCosFcIdToFcName.

• Jnxcosfctable—jnxCosFcQueueNr.

The QFabric system does not support any traps for this MIB.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-cos.txt .

For more information, see Class-of-Service MIB.

Class-of-ServiceMIB(mib-jnx-cos)

Provides notification for configuration changes and rescue configuration changes in the
form of SNMP traps. Each trap contains the time at which the configuration change was
committed, the name of the user whomade the change, and themethod by which the
change wasmade.

A history of the last 32 configuration changes is kept in jnxCmChgEventTable.

NOTE: On the QFabric system, these conditions apply:

• All scalar variables under the jnxCmCfgChg table are supported.

• Supported scalar OIDs are jnxCmCfgChgLatestIndex, jnxCmCfgChgLatestTime,
jnxCmCfgChgLatestDate, jnxCmCfgChgLatestSource, jnxCmCfgChgLatestUser, and
jnxCmCfgChgMaxEventEntries.

• Scalar variables under the jnxCmRescueChg table are not supported.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-cfgmgmt.txt .

For more information, see Configuration Management MIB.

Configuration Management MIB
(mib-jnx-cfgmgmt)

Provides hardware information about the QFabric system and its component devices.
ThisMIB isbasedon the JuniperNetworksenterprise-specificChassisMIBbutaddsanother
level of indexing that provides information for QFabric system component devices.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/
reference/mibs/mib-jnx-fabric-chassis.txt .

For more information, see “Fabric Chassis MIB” on page 6026.

Fabric Chassis MIB
(mib-jnx-fabric-chassis)
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Table573: JuniperNetworksEnterprise-SpecificMIBsSupportedonQFabricSystems(continued)

DescriptionMIB

Extends the hrStorageTable object, providing ameasure of the usage of each file system
on the switch as a percentage. Previously, the objects in the hrStorageTable measured
the usage in allocation units—hrStorageUsed and hrStorageAllocationUnits—only. Using
thepercentagemeasurement, youcanmoreeasilymonitor andapply thresholdsonusage.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-hostresources.txt .

For more information, see Host Resources MIB.

Host Resources MIB
(mib-jnx-hostresources)

Extends the standard ifTable (RFC 2863) with additional statistics and Juniper Networks
enterprise-specific chassis information in the ifJnxTable and ifChassisTable tables.

NOTE: On the QFabric system, scalar variables are not supported.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-if-extensions.txt .

For more information, see Interface MIB.

Interface MIB (Extensions)
(mib-jnx-if-extensions)

Providessupport forenvironmentalmonitoringof thepowersupplyunit for the Interconnect
device of the QFabric system.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-power-supply-unit.txt .

For more information, see Power Supply Unit MIB.

NOTE: On the QFabric system, scalar variables for the jnxPsuObjects 1 object ID in the
jnxPsuScalars table are not supported.

Power Supply Unit MIB
(mib-jnx-power-supply-unit)

Explainshowthe JuniperNetworksenterprise-specificQFabricMIBsarestructured.Defines
the MIB objects that are reported by the QFabric system and the contents of the traps
that can be issued by the QFabric system.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-qf-smi.txt .

QFabric MIB (jnx-qf-smi)

Provides you with SNMPMIB container objects of the following types: 32-bit counters,
64-bit counters, signed integers, unsigned integers, and octet strings. You can use these
objects to store data that can be retrieved using other SNMP operations.

For a downloadable version of this MIB, see
http://www.juniper.net/techpubs/en_US/junos13.2/topics/reference/
mibs/mib-jnx-util.txt .

For more information, see “Utility MIB” on page 6030 and “Using the Enterprise-Specific
Utility MIB to Enhance SNMP Coverage” on page 6330.

Utility MIB (mib-jnx-util)
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Related
Documentation

SNMPMIBs and Traps Reference•

• Understanding the Implementation of SNMP on page 6021

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• SNMP Traps Support on page 6054

SNMP Traps Support

The QFX Series standalone switches, QFX Series Virtual Chassis, and QFabric systems

support standard SNMP traps and Juniper Networks enterprise-specific traps.

For more information, see:

• SNMP Traps Supported on QFX Series Standalone Switches and QFX Series Virtual

Chassis on page 6054

• SNMP Traps Supported on QFabric Systems on page 6062

SNMP Traps Supported on QFX Series Standalone Switches and QFX Series
Virtual Chassis

QFX Series standalone switches andQFX Series Virtual Chassis support SNMPv1 and v2

traps. For more information, see:

• SNMPv1 Traps on page 6054

• SNMPv2 Traps on page 6058

SNMPv1 Traps

QFX Series standalone switches and QFX Series Virtual Chassis support both standard

SNMPv1 traps and Juniper Networks enterprise-specific SNMPv1 traps. See:

• Table 574 on page 6054 for standard SNMPv1 traps.

• Table 575 on page 6057 for enterprise-specific SNMPv1 traps.

The traps are organized first by trap category and then by trap name. The system logging

severity levels are listed for those traps that have them. Traps that do not have

corresponding system logging severity levels are marked with an en dash (–).

Table 574: Standard SNMPVersion 1 Traps Supported on QFX Series Standalone Switches
and QFX Series Virtual Chassis

Syslog Tag

System
Logging
Severity
Level

Specific
Trap
Number

Generic
Trap
NumberEnterprise IDTrap NameDefined in

Link Notifications

SNMP_ TRAP_
LINK_DOWN

Warning021.3.6.1.4.1.2636linkDownRFC 1215,
Conventions for
Defining Traps for
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Table 574: Standard SNMPVersion 1 Traps Supported on QFX Series Standalone Switches
and QFX Series Virtual Chassis (continued)

Syslog Tag

System
Logging
Severity
Level

Specific
Trap
Number

Generic
Trap
NumberEnterprise IDTrap NameDefined in

SNMP_TRAP_
LINK_UP

Info031.3.6.1.4.1.2636linkUpUse with the
SNMP

Remote Operations Notifications

SNMP_TRAP _PING_
PROBE_ FAILED

Info161.3.6.1.2.1.80.0pingProbeFailedRFC 2925,
Definitions of
Managed Objects

SNMP_TRAP_
PING_TEST _FAILED

Info261.3.6.1.2.1.80.0pingTestFailedfor Remote Ping,
Traceroute, and
Lookup
Operations

SNMP_TRAP_
PING_TEST_
COMPLETED

Info361.3.6.1.2.1.80.0pingTestCompleted

SNMP_TRAP_
TRACE_ROUTE_
PATH_CHANGE

Info161.3.6.1.2.1.81.0traceRoutePathChange

SNMP_TRAP_
TRACE_ROUTE_
TEST_FAILED

Info261.3.6.1.2.1.81.0traceRouteTestFailed

SNMP_TRAP_
TRACE_ROUTE_
TEST_COMPLETED

Info361.3.6.1.2.1.81.0traceRouteTestCompleted

RMONAlarms

––261.3.6.1.2.1.16fallingAlarmRFC2819a,RMON
MIB

––161.3.6.1.2.1.16risingAlarm

Routing Notifications

––161.3.6.1.2.1.15.7bgpEstablishedBGP 4MIB

––261.3.6.1.2.1.15.7bgpBackwardTransition
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Table 574: Standard SNMPVersion 1 Traps Supported on QFX Series Standalone Switches
and QFX Series Virtual Chassis (continued)

Syslog Tag

System
Logging
Severity
Level

Specific
Trap
Number

Generic
Trap
NumberEnterprise IDTrap NameDefined in

––161.3.6.1.2.1.14.16.2ospfVirtIfStateChangeOSPF TRAPMIB

––261.3.6.1.2.1.14.16.2ospfNbrStateChange

––361.3.6.1.2.1.14.16.2ospfVirtNbrStateChange

––461.3.6.1.2.1.14.16.2ospfIfConfigError

––561.3.6.1.2.1.14.16.2ospfVirtIfConfigError

––661.3.6.1.2.1.14.16.2ospfIfAuthFailure

––761.3.6.1.2.1.14.16.2ospfVirtIfAuthFailure

––861.3.6.1.2.1.14.16.2ospfIfRxBadPacket

––961.3.6.1.2.1.14.16.2ospfVirtIfRxBadPacket

––1061.3.6.1.2.1.14.16.2ospfTxRetransmit

––1161.3.6.1.2.1.14.16.2ospfVirtIfTxRetransmit

––1361.3.6.1.2.1.14.16.2ospfMaxAgeLsa

––1661.3.6.1.2.1.14.16.2ospfIfStateChange

Startup Notifications

SNMPD_ TRAP_
GEN_FAILURE

Notice041.3.6.1.4.1.2636authenticationFailureRFC 1215,
Conventions for
Defining Traps for

SNMPD_TRAP_
COLD_START

Critical001.3.6.1.4.1.2636coldStartUse with the
SNMP

SNMPD_TRAP_
WARM_START

Error011.3.6.1.4.1.2636warmStart

VRRPNotifications

VRRPD_NEW
MASTER_TRAP

Warning161.3.6.1.2.1.68vrrpTrapNewMasterRFC 2787,
Definitions of
Managed Objects
for the Virtual
Router
Redundancy
Protocol

VRRPD_AUTH_
FAILURE_TRAP

Warning261.3.6.1.2.1.68vrrpTrapAuthFailure
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Table 575: Enterprise-Specific SNMPv1 Traps Supported on QFX Series Standalone Switches
and QFX Series Virtual Chassis

System Log Tag

System
Logging
Severity
Level

Specific
Trap
Number

Generic
Trap
NumberEnterprise IDTrap NameDefined in

Chassis Notifications (Alarm Conditions)

CHASSISD_
SNMP_ TRAP

Warning161.3.6.1.4.1.2636.4.1jnxPowerSupplyFailureChassis MIB
(jnx-chassis. mib)

CHASSISD_
SNMP_ TRAP

Critical261.3.6.1.4.1.2636.4.1jnxFanFailure

CHASSISD_
SNMP_ TRAP

Alert361.3.6.1.4.1.2636.4.1jnxOverTemperature

CHASSISD_
SNMP_ TRAP

Notice561.3.6.1.4.1.2636.4.1jnxFruRemoval

CHASSISD_
SNMP_ TRAP

Notice661.3.6.1.4.1.2636.4.1jnxFruInsertion

CHASSISD_
SNMP_ TRAP

Notice761.3.6.1.4.1.2636.4.1jnxFruPowerOff

CHASSISD_
SNMP_ TRAP

Notice861.3.6.1.4.1.2636.4.1jnxFruPowerOn

CHASSISD_
SNMP_ TRAP

Warning961.3.6.1.4.1.2636.4.1jnxFruFailed

CHASSISD_
SNMP_ TRAP

Notice1061.3.6.1.4.1.2636.4.1jnxFruOffline

CHASSISD_
SNMP_ TRAP

Notice1161.3.6.1.4.1.2636.4.1jnxFruOnline

CHASSISD_
SNMP_ TRAP

Warning1261.3.6.1.4.1.2636.4.1jnxFruCheck

CHASSISD_
SNMP_ TRAP

Critical161.3.6.1.4.1.2636.4.2jnxPowerSupplyOk

CHASSISD_
SNMP_ TRAP

Critical261.3.6.1.4.1.2636.4.2jnxFanOK

CHASSISD_
SNMP_ TRAP

Alert361.3.6.1.4.1.2636.4.2jnxTemperatureOK

Configuration Notifications

6057Copyright © 2014, Juniper Networks, Inc.

Chapter 66: Overview



Table 575: Enterprise-Specific SNMPv1 Traps Supported on QFX Series Standalone Switches
and QFX Series Virtual Chassis (continued)

System Log Tag

System
Logging
Severity
Level

Specific
Trap
Number

Generic
Trap
NumberEnterprise IDTrap NameDefined in

––161.3.6.1.4.1.2636.4.5jnxCmCfgChangeConfiguration
Management MIB
(jnx- configmgmt.
mib)

––261.3.6.1.4.1.2636.4.5jnxCmRescueChange

Remote Operations

––161.3.6.1.4.1.2636.4.9jnxPingRttThresholdExceededPing MIB
(jnx-ping.mib)

––261.3.6.1.4.1.2636.4.9jnxPingRttStdDevThreshold
Exceeded

––361.3.6.1.4.1.2636.4.9jnxPingRttJitterThreshold
Exceeded

––461.3.6.1.4.1.2636.4.9jnxPingEgressThreshold
Exceeded

––561.3.6.1.4.1.2636.4.9jnxPingEgressStdDev
ThresholdExceeded

––661.3.6.1.4.1.2636.4.9jnxPingEgressJitterThreshold
Exceeded

––761.3.6.1.4.1.2636.4.9jnxPingIngressThreshold
Exceeded

––861.3.6.1.4.1.2636.4.9jnxPingIngressStddevThreshold
Exceeded

––961.3.6.1.4.1.2636.4.9jnxPingIngressJitterThreshold
Exceeded

RMONAlarms

––161.3.6.1.4.1.2636.4.3jnxRmonAlarmGetFailureRMONMIB
(jnx-rmon. mib)

––261.3.6.1.4.1.2636.4.3jnxRmonGetOk

SNMPv2 Traps

• Table 576 on page 6059 lists the standard SNMP traps

• Table 577 on page 6061 lists the Juniper Networks enterprise-specific traps
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Table 576: StandardSNMPv2TrapsSupported onQFXSeries StandaloneSwitches and
QFX Series Virtual Chassis

Syslog Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameDefined in

Link Notifications

SNMP_TRAP_
LINK_DOWN

Warning1.3.6.1.6.3.1.1.5.3linkDownRFC 2863, The Interfaces
Group MIB

SNMP_TRAP_ LINK_UPInfo1.3.6.1.6.3.1.1.5.4linkUp

Remote Operations Notifications

SNMP_TRAP_
PING_PROBE_ FAILED

Info1.3.6.1.2.1.80.0.1pingProbeFailedRFC 2925, Definitions of
Managed Objects for
Remote Ping, Traceroute,
and Lookup Operations SNMP_TRAP_PING_

TEST_FAILED
Info1.3.6.1.2.1.80.0.2pingTestFailed

SNMP_TRAP_PING_
TEST_COMPLETED

Info1.3.6.1.2.1.80.0.3pingTestCompleted

SNMP_TRAP_TRACE_
ROUTE_PATH_
CHANGE

Info1.3.6.1.2.1.81.0.1traceRoutePathChange

SNMP_TRAP_TRACE_
ROUTE_TEST_FAILED

Info1.3.6.1.2.1.81.0.2traceRouteTestFailed

SNMP_TRAP_TRACE_
ROUTE_TEST_
COMPLETED

Info1.3.6.1.2.1.81.0.3traceRouteTestCompleted

RMONAlarms

––1.3.6.1.2.1.16.0.1fallingAlarmRFC 2819a, RMONMIB

––1.3.6.1.2.1.16.0.2risingAlarm

Routing Notifications

––1.3.6.1.2.1.15.7.1bgpEstablishedBGP 4MIB

––1.3.6.1.2.1.15.7.2bgpBackwardTransition
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Table 576: StandardSNMPv2TrapsSupported onQFXSeries StandaloneSwitches and
QFX Series Virtual Chassis (continued)

Syslog Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameDefined in

––1.3.6.1.2.1.14.16.2.1ospfVirtIfStateChangeOSPF Trap MIB

––1.3.6.1.2.1.14.16.2.2ospfNbrStateChange

––1.3.6.1.2.1.14.16.2.3ospfVirtNbrStateChange

––1.3.6.1.2.1.14.16.2.4ospfIfConfigError

––1.3.6.1.2.1.14.16.2.5ospfVirtIfConfigError

––1.3.6.1.2.1.14.16.2.6ospfIfAuthFailure

––1.3.6.1.2.1.14.16.2.7ospfVirtIfAuthFailure

––1.3.6.1.2.1.14.16.2.8ospfIfRxBadPacket

––1.3.6.1.2.1.14.16.2.9ospfVirtIfRxBadPacket

––1.3.6.1.2.1.14.16.2.10ospfTxRetransmit

––1.3.6.1.2.1.14.16.2.11ospfVirtIfTxRetransmit

––1.3.6.1.2.1.14.16.2.13ospfMaxAgeLsa

––1.3.6.1.2.1.14.16.2.16ospfIfStateChange

Startup Notifications

SNMPD_TRAP_
COLD_START

Critical1.3.6.1.6.3.1.1.5.1coldStartRFC 1907,Management
Information Base for
Version 2 of the Simple

SNMPD_TRAP_
WARM_START

Error1.3.6.1.6.3.1.1.5.2warmStartNetwork Management
Protocol (SNMPv2)

SNMPD_TRAP_
GEN_FAILURE

Notice1.3.6.1.6.3.1.1.5.5authenticationFailure

VRRPNotifications

VRRPD_NEWMASTER_
TRAP

Warning1.3.6.1.2.1.68.0.1vrrpTrapNewMasterRFC 2787, Definitions of
Managed Objects for the
Virtual RouterRedundancy
Protocol VRRPD_AUTH_

FAILURE_ TRAP
Warning1.3.6.1.2.1.68.0.2vrrpTrapAuthFailure
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Table577:Enterprise-SpecificSNMPv2TrapsSupportedonQFXSeriesStandaloneSwitches
and QFX Series Virtual Chassis

System Log Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameSource MIB

Chassis (Alarm Conditions) Notifications

CHASSISD_ SNMP_
TRAP

Alert1.3.6.1.4.1.2636.4.1.1jnxPowerSupplyFailureChassis MIB
(mib-jnx-chassis)

CHASSISD_ SNMP_
TRAP

Critical1.3.6.1.4.1.2636.4.1.2jnxFanFailure

CHASSISD_ SNMP_
TRAP

Critical1.3.6.1.4.1.2636.4.1.3jnxOverTemperature

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.5jnxFruRemoval

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.6jnxFruInsertion

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.7jnxFruPowerOff

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.8jnxFruPowerOn

CHASSISD_ SNMP_
TRAP

Warning1.3.6.1.4.1.2636.4.1.9jnxFruFailed

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.10jnxFruOffline

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.11jnxFruOnline

CHASSISD_ SNMP_
TRAP

Notice1.3.6.1.4.1.2636.4.1.12jnxFruCheck

CHASSISD_ SNMP_
TRAP

Critical1.3.6.1.4.1.2636.4.2.1jnxPowerSupplyOK

CHASSISD_ SNMP_
TRAP

Critical1.3.6.1.4.1.2636.4.2.2jnxFanOK

CHASSISD_ SNMP_
TRAP

Alert1.3.6.1.4.1.2636.4.2.3jnxTemperatureOK

Configuration Notifications
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Table577:Enterprise-SpecificSNMPv2TrapsSupportedonQFXSeriesStandaloneSwitches
and QFX Series Virtual Chassis (continued)

System Log Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameSource MIB

––1.3.6.1.4.1.2636.4.5.0.1jnxCmCfgChangeConfiguration
Management MIB
(mib-jnx-cfgmgmt) ––1.3.6.1.4.1.2636.4.5.0.2jnxCmRescueChange

Remote Operations Notifications

––1.3.6.1.4.1.2636.4.9.0.1jnxPingRttThreshold
Exceeded

Ping MIB
(mib-jnx-ping)

––1.3.6.1.4.1.2636.4.9.0.2jnxPingRttStdDevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.3jnxPingRttJitterThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.4jnxPingEgressThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.5jnxPingEgressStdDevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.6jnxPingEgressJitterThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.7jnxPingIngressThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.8jnxPingIngressStddevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.9jnxPingIngressJitterThreshold
Exceeded

RMONAlarms

––1.3.6.1.4.1.2636.4. 3.0.1jnxRmonAlarmGetFailureRMONMIB
(mib-jnx-rmon)

––1.3.6.1.4.1.2636.4. 3.0.2jnxRmonGetOk

SNMP Traps Supported on QFabric Systems

QFabricsystemssupportstandardSNMPv2trapsandJuniperNetworksenterprise-specific

SNMPv2 traps.
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NOTE: QFabric systems do not support SNMPv1 traps.

For more information, see:

• Table 578 on page 6063 for standard SNMPv2 traps

• Table 579 on page 6064 for Juniper Networks enterprise-specific SNMPv2 traps

Table 578: Standard SNMPv2 Traps Supported on QFabric Systems

Syslog Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameDefined in

Link Notifications

SNMP_TRAP_
LINK_DOWN

Warning1.3.6.1.6.3.1.1.5.3linkDownRFC 2863, The Interfaces
Group MIB

SNMP_TRAP_ LINK_UPInfo1.3.6.1.6.3.1.1.5.4linkUp

Startup Notifications

SNMPD_TRAP_
COLD_START

Critical1.3.6.1.6.3.1.1.5.1coldStartRFC 1907,Management
Information Base for
Version 2 of the Simple

SNMPD_TRAP_
WARM_START

Error1.3.6.1.6.3.1.1.5.2warmStartNetwork Management
Protocol (SNMPv2)

SNMPD_TRAP_
GEN_FAILURE

Notice1.3.6.1.6.3.1.1.5.5authenticationFailure
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Table 579: Enterprise-Specific SNMPv2 Traps Supported on QFabric Systems

System Log Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameSource MIB

Fabric Chassis (Alarm Conditions) NotificationsFabric Chassis MIB
(mib-jnx-fabric-
chassis) –Warning1.3.6.1.4.1.2636.4.19.1jnxFabricPowerSupplyFailure

–Critical1.3.6.1.4.1.2636.4.19.2jnxFabricFanFailure

–Alert1.3.6.1.4.1.2636.4.19.3jnxFabricOverTemperature

–Notice1.3.6.1.4.1.2636.4.19.4jnxFabricRedundancySwitchover

–Notice1.3.6.1.4.1.2636.4.19.5jnxFabricFruRemoval

–Notice1.3.6.1.4.1.2636.4.19.6jnxFabricFruInsertion

–Notice1.3.6.1.4.1.2636.4.19.7jnxFabricFruPowerOff

–Notice1.3.6.1.4.1.2636.4.19.8jnxFabricFruPowerOn

–Warning1.3.6.1.4.1.2636.4.19.9jnxFabricFruFailed

–Notice1.3.6.1.4.1.2636.4.19.10jnxFabricFruOffline

–Notice1.3.6.1.4.1.2636.4.19.11jnxFabricFruOnline

–Warning1.3.6.1.4.1.2636.4.19.12jnxFabricFruCheck

–Warning1.3.6.1.4.1.2636.4.19.13jnxFabricFEBSwitchover

–Warning1.3.6.1.4.1.2636.4.19.14jnxFabricHardDiskFailed

–Warning1.3.6.1.4.1.2636.4.19.15jnxFabricHardDiskMissing

–Warning1.3.6.1.4.1.2636.4.19.16jnxFabricBootFromBackup

Fabric Chassis (Alarm Cleared Conditions) Notifications

–Critical1.3.6.1.4.1.2636.4.20.1jnxFabricPowerSupplyOK

–Critical1.3.6.1.4.1.2636.4.20.2jnxFabricFanOK

–Alert1.3.6.1.4.1.2636.4.20.3jnxFabricTemperatureOK

––1.3.6.1.4.1.2636.4.20.4jnxFabricFruOK
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Table 579: Enterprise-Specific SNMPv2 Traps Supported on QFabric Systems (continued)

System Log Tag

System
Logging
Severity
LevelSNMP Trap OIDTrap NameSource MIB

QFabric MIB NotificationsQFabric MIB
(mib-jnx-qf-smi)

––1.3.6.1.4.1.2636.3.42.1.0.1jnxQFabricDownloadIssued

––1.3.6.1.4.1.2636.3.42.1.0.2jnxQFabricDownloadFailed

––1.3.6.1.4.1.2636.3.42.1.0.3jnxQFabricDownloadSucceeded

––1.3.6.1.4.1.2636.3.42.1.0.4jnxQFabricUpgradeIssued

––1.3.6.1.4.1.2636.3.42.1.0.5jnxQFabricUpgradeFailed

––1.3.6.1.4.1.2636.3.42.1.0.6jnxQFabricUpgradeSucceeded

Configuration Notifications

––1.3.6.1.4.1.2636.4.5.0.1jnxCmCfgChangeConfiguration
Management MIB
(mib-jnx-cfgmgmt) ––1.3.6.1.4.1.2636.4.5.0.2jnxCmRescueChange

Remote Operations Notifications

––1.3.6.1.4.1.2636.4.9.0.1jnxPingRttThreshold
Exceeded

Ping MIB
(mib-jnx-ping)

––1.3.6.1.4.1.2636.4.9.0.2jnxPingRttStdDevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.3jnxPingRttJitterThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.4jnxPingEgressThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.5jnxPingEgressStdDevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.6jnxPingEgressJitterThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.7jnxPingIngressThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.8jnxPingIngressStddevThreshold
Exceeded

––1.3.6.1.4.1.2636.4.9.0.9jnxPingIngressJitterThreshold
Exceeded
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Related
Documentation

SNMPMIBs and Traps Reference•

• Understanding the Implementation of SNMP on page 6021

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• SNMPMIBs Support on page 6038

MIBObjects for the QFX Series

This topic lists the Juniper Networks enterprise-specific SNMP Chassis MIB definition

objects for the QFX Series:

• QFX Series Standalone Switches on page 6066

• QFabric Systems on page 6066

• QFabric SystemQFX3100 Director Device on page 6067

• QFabric SystemQFX3008-I Interconnect Device on page 6067

• QFabric SystemQFX3600-I Interconnect Device on page 6067

• QFabric System Node Devices on page 6068

QFX Series Standalone Switches

jnxProductLineQFXSwitch       OBJECT IDENTIFIER ::= { jnxProductLine      82 }
  jnxProductNameQFXSwitch       OBJECT IDENTIFIER ::= { jnxProductName      82 }
  jnxProductModelQFXSwitch      OBJECT IDENTIFIER ::= { jnxProductModel     82 }
  jnxProductVariationQFXSwitch  OBJECT IDENTIFIER ::= { jnxProductVariation 82 }
    jnxProductQFX3500s          OBJECT IDENTIFIER ::= { jnxProductVariationQFXSwitch 1 }
    jnxProductQFX360016QS       OBJECT IDENTIFIER ::= { jnxProductVariationQFXSwitch 2 }
    jnxProductQFX350048T4QS     OBJECT IDENTIFIER ::= { jnxProductVariationQFXSwitch 3 }
    jnxProductQFX510024Q        OBJECT IDENTIFIER ::= { jnxProductVariationQFXSwitch 4 }
    jnxProductQFX510048S6Q      OBJECT IDENTIFIER ::= { jnxProductVariationQFXSwitch 5 }

  jnxChassisQFXSwitch           OBJECT IDENTIFIER ::= { jnxChassis          82 }

  jnxSlotQFXSwitch              OBJECT IDENTIFIER ::= { jnxSlot             82 }
    jnxQFXSwitchSlotFPC         OBJECT IDENTIFIER ::= { jnxSlotQFXSwitch   1 }
    jnxQFXSwitchSlotHM          OBJECT IDENTIFIER ::= { jnxSlotQFXSwitch   2 }
    jnxQFXSwitchSlotPower       OBJECT IDENTIFIER ::= { jnxSlotQFXSwitch   3 }
    jnxQFXSwitchSlotFan         OBJECT IDENTIFIER ::= { jnxSlotQFXSwitch   4 }
    jnxQFXSwitchSlotFPB         OBJECT IDENTIFIER ::= { jnxSlotQFXSwitch   5 }

  jnxMediaCardSpaceQFXSwitch    OBJECT IDENTIFIER ::= { jnxMediaCardSpace   82 }
    jnxQFXSwitchMediaCardSpacePIC OBJECT IDENTIFIER ::= { jnxMediaCardSpaceQFXSwitch 1 }

QFabric Systems

jnxProductLineQFX3000        OBJECT IDENTIFIER ::= { jnxProductLine 84 }
  jnxProductNameQFX3000         OBJECT IDENTIFIER ::= { jnxProductName 84 }
  jnxProductModelQFX3000        OBJECT IDENTIFIER ::= { jnxProductModel 84 }
  jnxProductVariationQFX3000    OBJECT IDENTIFIER ::= { jnxProductVariation 84 }
   jnxProductQFX3000-G          OBJECT IDENTIFIER ::= { jnxProductVariationQFX3000 1 }
   jnxProductQFX3000-M          OBJECT IDENTIFIER ::= { jnxProductVariationQFX3000 2 }
  jnxChassisQFX3000             OBJECT IDENTIFIER ::= { jnxChassis          84 }
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QFabric SystemQFX3100 Director Device

jnxProductLineQFX3100 OBJECT IDENTIFIER ::= { jnxProductLine      100 }
  jnxProductNameQFX3100 OBJECT IDENTIFIER ::= { jnxProductName      100 }
  jnxProductModelQFX3100 OBJECT IDENTIFIER ::= { jnxProductModel     100 }
  jnxProductVariationQFX3100  OBJECT IDENTIFIER ::= { jnxProductVariation 100 }
  jnxChassisQFX3100     OBJECT IDENTIFIER ::= { jnxChassis          100 }

  jnxSlotQFX3100            OBJECT IDENTIFIER ::= { jnxSlot             100 }
    jnxQFX3100SlotCPU       OBJECT IDENTIFIER ::= { jnxSlotQFX3100   1 }
    jnxQFX3100SlotMemory    OBJECT IDENTIFIER ::= { jnxSlotQFX3100   2 }
    jnxQFX3100SlotPower     OBJECT IDENTIFIER ::= { jnxSlotQFX3100   3 }
    jnxQFX3100SlotFan       OBJECT IDENTIFIER ::= { jnxSlotQFX3100   4 }
    jnxQFX3100SlotHardDisk  OBJECT IDENTIFIER ::= { jnxSlotQFX3100   5 }
    jnxQFX3100SlotNIC       OBJECT IDENTIFIER ::= { jnxSlotQFX3100   6 }

QFabric SystemQFX3008-I Interconnect Device

jnxProductLineQFXInterconnect OBJECT IDENTIFIER ::= { jnxProductLine      60 }
  jnxProductNameQFXInterconnect OBJECT IDENTIFIER ::= { jnxProductName      60 }
  jnxProductModelQFXInterconnect OBJECT IDENTIFIER ::= { jnxProductModel     60 }
  jnxProductVariationQFXInterconnect  OBJECT IDENTIFIER ::= { jnxProductVariation 60 }
    jnxProductQFX3008           OBJECT IDENTIFIER ::= { jnxProductVariationQFXInterconnect 1 }    
jnxProductQFXC083008        OBJECT IDENTIFIER ::= { jnxProductVariationQFXInterconnect 2 }
    jnxProductQFX3008I          OBJECT IDENTIFIER ::= { jnxProductVariationQFXInterconnect 3 }

  jnxChassisQFXInterconnect     OBJECT IDENTIFIER ::= { jnxChassis          60 }

  jnxSlotQFXInterconnect        OBJECT IDENTIFIER ::= { jnxSlot             60 }
    jnxQFXInterconnectSlotFPC   OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   1 }
    jnxQFXInterconnectSlotHM    OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   2 }
    jnxQFXInterconnectSlotPower OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   3 }
    jnxQFXInterconnectSlotFan   OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   4 }
    jnxQFXInterconnectSlotCBD   OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   5 }
    jnxQFXInterconnectSlotFPB   OBJECT IDENTIFIER ::= { jnxSlotQFXInterconnect   6 }

  jnxMediaCardSpaceQFXInterconnect    OBJECT IDENTIFIER ::= { jnxMediaCardSpace   60 }
    jnxQFXInterconnectMediaCardSpacePIC OBJECT IDENTIFIER ::= { jnxMediaCardSpaceQFXInterconnect 1 }

  jnxMidplaneQFXInterconnect    OBJECT IDENTIFIER ::= { jnxBackplane        60 }

QFabric SystemQFX3600-I Interconnect Device

jnxProductLineQFXMInterconnect OBJECT IDENTIFIER ::= { jnxProductLine      91 }
  jnxProductNameQFXMInterconnect OBJECT IDENTIFIER ::= { jnxProductName      91 }
  jnxProductModelQFXMInterconnect OBJECT IDENTIFIER ::= { jnxProductModel     91 }
  jnxProductVariationQFXMInterconnect  OBJECT IDENTIFIER ::= { jnxProductVariation 91 }
    jnxProductQFX3600I          OBJECT IDENTIFIER ::= { jnxProductVariationQFXMInterconnect 1 }

  jnxChassisQFXMInterconnect     OBJECT IDENTIFIER ::= { jnxChassis          91 }

  jnxSlotQFXMInterconnect        OBJECT IDENTIFIER ::= { jnxSlot             91 }
    jnxQFXMInterconnectSlotFPC   OBJECT IDENTIFIER ::= { jnxSlotQFXMInterconnect   1 }
    jnxQFXMInterconnectSlotHM    OBJECT IDENTIFIER ::= { jnxSlotQFXMInterconnect   2 }
    jnxQFXMInterconnectSlotPower OBJECT IDENTIFIER ::= { jnxSlotQFXMInterconnect   3 }
    jnxQFXMInterconnectSlotFan   OBJECT IDENTIFIER ::= { jnxSlotQFXMInterconnect   4 }
    jnxQFXMInterconnectSlotFPB   OBJECT IDENTIFIER ::= { jnxSlotQFXMInterconnect   5 }
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  jnxMediaCardSpaceQFXMInterconnect    OBJECT IDENTIFIER ::= { jnxMediaCardSpace   91 }
    jnxQFXMInterconnectMediaCardSpacePIC OBJECT IDENTIFIER ::= { jnxMediaCardSpaceQFXMInterconnect 1 }

QFabric SystemNode Devices

jnxProductLineQFXNode       OBJECT IDENTIFIER ::= { jnxProductLine      61 }
  jnxProductNameQFXNode       OBJECT IDENTIFIER ::= { jnxProductName      61 }
  jnxProductModelQFXNode      OBJECT IDENTIFIER ::= { jnxProductModel     61 }
  jnxProductVariationQFXNode  OBJECT IDENTIFIER ::= { jnxProductVariation 61 }
    jnxProductQFX3500         OBJECT IDENTIFIER ::= { jnxProductVariationQFXNode 1 }
    jnxProductQFX360016Q      OBJECT IDENTIFIER ::= { jnxProductVariationQFXNode 3 }

  jnxChassisQFXNode           OBJECT IDENTIFIER ::= { jnxChassis          61 }

  jnxSlotQFXNode              OBJECT IDENTIFIER ::= { jnxSlot             61 }
    jnxQFXNodeSlotFPC         OBJECT IDENTIFIER ::= { jnxSlotQFXNode   1 }
    jnxQFXNodeSlotHM          OBJECT IDENTIFIER ::= { jnxSlotQFXNode   2 }
    jnxQFXNodeSlotPower       OBJECT IDENTIFIER ::= { jnxSlotQFXNode   3 }
    jnxQFXNodeSlotFan         OBJECT IDENTIFIER ::= { jnxSlotQFXNode   4 }
    jnxQFXNodeSlotFPB         OBJECT IDENTIFIER ::= { jnxSlotQFXNode   5 }

  jnxMediaCardSpaceQFXNode    OBJECT IDENTIFIER ::= { jnxMediaCardSpace   61 }
    jnxQFXNodeMediaCardSpacePIC OBJECT IDENTIFIER ::= { jnxMediaCardSpaceQFXNode 1 }

Related
Documentation

Understanding the Implementation of SNMP on the QFabric System on page 6023•

• Fabric Chassis MIB on page 6026

System Logging

• Overview of Junos OS System Log Messages on page 6068

• Overview of Single-Chassis System Logging Configuration on page 6069

• Understanding the Implementation of System Log Messages on the QFabric

System on page 6070

Overview of Junos OS System LogMessages

The Junos OS, running on the QFX Series, generates system logmessages (also called

syslog messages) to record events that occur on the switch, including the following:

• Routine operations, such as a user login into the configuration database.

• Failure and error conditions, such as failure to access a configuration file.

• Emergency or critical conditions, such as power-down of the switch due to excessive

temperature.

Each system logmessage identifies the Junos OS process that generated themessage

and briefly describes the operation or error that occurred. For detailed information about

specific system logmessages, see the Junos OS System Log Messages Reference.

Related
Documentation

Junos OS System Log Configuration Statements on page 6127•

• Junos OSMinimum System Logging Configuration on page 6126
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Overview of Single-Chassis System Logging Configuration

The JunosOSsystem loggingutility on theQFXSeries is similar to theUNIX syslogdutility.

This topic describes how to configure system logging for a single-chassis system that

runs the Junos OS.

Each system logmessage belongs to a facility, which groups together relatedmessages.

Eachmessage is also preassigned a severity level, which indicates how seriously the

triggering event affects router functions. You always specify the facility and severity of

themessages to include in the log. Formore information, see “Specifying the Facility and

Severity of Messages to Include in the Log” on page 6141.

You directmessages to one ormore destinations by including the appropriate statement

at the [edit system syslog] hierarchy level:

• To a named file in a local file system, by including the file statement. See “Directing

System Log Messages to a Log File” on page 6128.

• To the terminal sessionofoneormorespecific users (orall users)when theyare logged

in to the switch, by including the user statement. See “Directing System LogMessages

to a User Terminal” on page 6130.

• To the switch console, by including the console statement. See “Directing System Log

Messages to the Console” on page 6130.

• Toa remotemachine that is running the syslogdutility, by including thehost statement.

See “Directing System Log Messages to a Remote Machine” on page 6129.

By default, messages are logged in a standard format, which is based on a UNIX system

log format; for detailed information aboutmessage formatting, see the Junos OS System

Log Messages Reference. You can alter the content and format of loggedmessages in

the following ways:

• You can logmessages to a file in structured-data format instead of the standard Junos

OS format. Structured-data format provides more information without adding

significant length, andmakes it easier for automatedapplications toextract information

from themessage. For more information, see “Logging Messages in Structured-Data

Format” on page 6134.

• Amessage’s facility and severity level are together referred to as its priority. By default,

the standard Junos OS format for messages does not include priority information

(structured-data format includes a priority code by default). To include priority

information in standard-format messages directed to a file or a remote destination,

include the explicit-priority statement. For more information, see “Including Priority

Information in System Log Messages” on page 6132.

• By default, the standard Junos OS format for messages specifies the month, date,

hour,minute, andsecondwhenthemessagewas logged.Youcanmodify the timestamp

on standard-format system logmessages to include the year, themillisecond, or both.

(Structured-data format specifies the year andmillisecond by default.) For more

information, see “Including the Year or Millisecond in Timestamps” on page 6134.
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• When directing messages to a remote machine, you can specify the IP address that is

reported in messages as their source. You can also configure features that make it

easier to separate messages generated by Junos OS or messages generated on

particular switches. For more information, see “Directing System Log Messages to a

Remote Machine” on page 6129.

• Thepredefined facilities group together relatedmessages, but you canalso use regular

expressions to specify more exactly which messages from a facility are logged to a

file, a user terminal, or a remote destination. For more information, see “Using Regular

Expressions to Refine the Set of Logged Messages” on page 6146.

NOTE: Duringacommitcheck,warningsabout the traceoptionsconfiguration

(for example, mismatch in trace file sizes or number of trace files) are not
displayed on the console. However, these warnings are logged in the system
logmessages when the new configuration is committed.

Related
Documentation

Examples: Configuring System Logging on page 6073•

• Specifying the Facility and Severity of Messages to Include in the Log on page 6141

• Junos OS System Logging Facilities and Message Severity Levels on page 6141

• Directing System Log Messages to a Log File on page 6128

• Directing System Log Messages to a Remote Machine on page 6129

• Directing System Log Messages to a User Terminal on page 6130

• Directing System Log Messages to the Console on page 6130

Understanding the Implementation of System LogMessages on the QFabric System

This topic provides an overview of system log (syslog)messages as implemented on the

QFabric system.

TheQFabric systemmonitors events thatoccur on its componentdevicesanddistributes

system logmessages about those events to all external system logmessage servers

(hosts) that are configured. Component devicesmay includeNodedevices, Interconnect

devices, Director devices, and the Virtual Chassis. Messages are stored for viewing only

in the QFabric system database. To view themessages, issue the show log command.

You configure system logmessages by using the host and file statements at the [edit

system syslog] hierarchy level. Use the show log filename operational mode command

to view themessages.
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NOTE: On the QFabric system, a syslog file namedmessageswith a size of

100MB is configured by default. If you do not configure a filename, you can
use the default filenamemessageswith the show log filename command.

All messages with a severity level of notice or higher are logged. Messages

with a facility level of interactive-commands on Node devices are not logged.

The QFabric system supports the following system logmessage features:

• The file filename and host hostname statements at the [edit system syslog] hierarchy

level are supported. Other statements at that hierarchy level are not supported.

• You can specify the maximum amount of data that is displayed when you issue the

show log filename command by configuring the file filename archivemaximum-file-size

statement.

• You can specify that one ormore system logmessage servers receivemessages,which

are sent to each server that is configured.

• If you configured an alias for a device or interface, the alias is displayed in themessage

for the device or interface.

• The level of detail that is included in a message depends on the facility and severity

levels that are configured. Messages include the highest level of detail available for

the configured facility and severity levels.

• The unit of time is is measured and displayed in seconds, and not milliseconds. If you

attempt to configure the time-format option in milliseconds, the log output displays

000.

Starting in Junos OS Release 13.1, the QFabric system supports these additional syslog

features:

• You can filter the output of the show log filename operational mode command by

device type and device ID or device alias when you specify the device-type (device-id |

device-alias) optional parameters. Device types include director-device,

infrastructure-device, interconnect-device, and node-device.

• You can specify the syslog structured data output format when you configure the

structured-data statement at the [edit system syslog file filename] and [edit system

syslog host hostname] hierarchy levels.

NOTE: Informationdisplayed in the structureddataoutput for system logs
originating from the Director softwaremay not be complete.

• You can filter the types of logs that the Director group collects from a component

device when you configure the filter all facility severity or filter all match

“regular-expression” statements at the [edit system syslog] hierarchy level.

Unsupported syslog features include:
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• File access to syslog messages

• Monitoring of syslog messages

Related
Documentation

• Example: Configuring System Log Messages on page 6076

• syslog (QFabric System) on page 6315
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CHAPTER 67

Configuration

• Configuration Examples on page 6073

• Configuration Tasks for Network Management on page 6101

• Configuration Tasks for Automation on page 6104

• Configuration Tasks for sFlow Technology on page 6107

• Configuration Tasks for SNMP on page 6109

• Configuration Tasks for System Log Messages on page 6126

• Configuration Statements for Network Management on page 6148

• Configuration Statements for Automation on page 6155

• Configuration Statements for Network Analytics on page 6173

• Configuration Statements for sFlow Technology on page 6200

• Configuration Statements for SNMP on page 6208

• Configuration Statements for System Log Messages on page 6297

Configuration Examples

• Examples: Configuring System Logging on page 6073

• Examples: Assigning an Alternative Facility on page 6075

• Example: Configuring System Log Messages on page 6076

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079

• Example: Configuring SNMP on page 6083

• Example: Configuring Network Analytics on page 6085

• Example: Configuring Enhanced Network Analytics Features on page 6091

Examples: Configuring System Logging

The system log provides an excellent way of tracking all management activity on the

switch by recording events such as user authentication, access authorization, and

command execution. Logged command executions include commands entered by users

at the CLI prompt or by client applications such as the Junos XML protocol or NETCONF

XML client. Because system log files contain information about commands executed on

the switch and the userwhoexecuted the commands, checking system log files for failed

authentication events can help identify attempts to hack in to the switch. You can also
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analyze network activity by correlating executed commands with events and changes

that occurred on the network at a particular time.

System log files are stored locally on the switch in the default /var/log directory.

The following example shows how to configure system logmessages to record all

commands entered by users and all authentication or authorization attempts. Logged

commands include those entered by users at the CLI prompt and by client applications.

Authenticationandauthorizationattempts includeevents thatare saved in the file named

cli-commands and those that are sent to the terminal of a user who is logged in.

[edit system]
syslog {
file cli-commands {
interactive-commands info;
authorization info;

}
user * {
interactive-commands info;
authorization info;

}
}

The following example shows how to log all alarms state changes to the file

/var/log/alarms:

[edit system]
syslog {
file alarms {
kernel warning;

}
}

The following example shows how to configure the handling of messages of various

types, as described in the comments. Information is logged to two files, to the terminal

of user alex, to a remote machine, and to the console:

[edit system]
syslog {
/* write all security-relatedmessages to file /var/log/security */
file security {
authorization info;
interactive-commands info;

}
/* write messages about potential problems to file /var/log/messages: */
/*messages from&ldquo;authorization&rdquo; facility at level &ldquo;notice&rdquo;
and above, */

/*messages from all other facilities at level &ldquo;warning&rdquo; and above */
file messages {
authorization notice;
any warning;

}
/* write all messages at level &ldquo;critical&rdquo; and above to terminal of user
&ldquo;alex&rdquo; if */

/* that user is logged in */
user alex {
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any critical;
}
/*writeallmessagesfromthe&ldquo;daemon&rdquo; facilityat level&ldquo;info&rdquo;
and above, and */

/*messages from all other facilities at level &ldquo;warning&rdquo; and above, to the
*/

/*machinemonitor.mycompany.com */
host monitor.mycompany.com {
daemon info;
any warning;

}
/* write all messages at level &ldquo;error&rdquo; and above to the system console */
console {
any error;

}
}

The following example shows how to configure the handling of messages generated

when users issue Junos OS CLI commands, by specifying the interactive-commands

facility at the info, notice, and warning severity levels:

[edit system]
file user-actions {
interactive-commands info;
}
user philip {
interactive-commands notice;

}
console {
interactive-commands warning;

}
}

The following list describes the security levels used in the example:

• info—Logs amessage when users issue any command at the CLI operational or

configuration mode prompt. The example writes the messages to the file

/var/log/user-actions.

• notice—Logs amessage when users issue the configuration mode command commit.

The example writes the messages to the terminal of user philip.

• warning—Logs amessage when users issue a command that restarts a software

process. The example writes the messages to the console.

Related
Documentation

Overview of Single-Chassis System Logging Configuration on page 6069•

Examples: Assigning an Alternative Facility

This topic contains examples of configuring system logmessages to use an alternative

facility for logging.
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The following example shows how to log all messages generated on the switch at the

error level or higher to the local0 facility on the remote host called

monitor.mycompany.com:

[edit system syslog]
host monitor.mycompany.com {
any error;
facility-override local0;

}

The following example contains two sets of statements that show how to configure

switches located in California and in New York to sendmessages to a single remote host

called central-logger.mycompany.com. Themessages from California are assigned to

alternative facility local0 and themessages from New York are assigned to alternative

facility local2.

• The following statements configure the California switch to aggregate messages in

the local0 facility:

[edit system syslog]
host central-logger.mycompany.com {
change-log info;
facility-override local0;

}

• The following statements configure the New York switch to aggregate messages in

the local2 facility:

[edit system syslog]
host central-logger.mycompany.com {
change-log info;
facility-override local2;

}

On the remote host named central-logger you can subsequently configure the system

logging utility to write messages from the local0 facility to one file (for example,

california-config) and themessages from the local2 facility to another file (for example,

new-york-config).

Related
Documentation

Junos OS System Log Alternate Facilities for Remote Logging on page 6143•

Example: Configuring System LogMessages

TheQFabric systemmonitors events thatoccur on its componentdevicesanddistributes

system logmessages about those events to all external system logmessage servers

(hosts) that are configured. Component devicesmay includeNodedevices, Interconnect

devices, Director devices, and the Virtual Chassis. Messages are stored for viewing only

in the QFabric system database. To view themessages, issue the show log command.
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This example describes how to configure system logmessages on the QFabric system.

• Requirements on page 6077

• Overview on page 6077

• Configuration on page 6077

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.2

• QFabric system

• External servers that can be configured as system logmessage hosts

Overview

Componentdevices thatgeneratesystemlogmessageeventsmay includeNodedevices,

Interconnect devices, Director devices, and the control plane switches. The following

configuration example includes these components in the QFabric system:

• Director software running on the Director group

• Control plane switches

• Interconnect device

• Multiple Node devices

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set system syslog host 10.1.1.12 any error
set system syslog file qflogs
set system syslog file qflogs structured-data brief
set system syslog file qflogs archive size 1g

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure systemmessages from the QFabric Director device:

1. Specify a host, any facility, and the error severity level.

[edit system syslog]
user@switch# set host 10.1.1.12 any error
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NOTE: You can configuremore than one system logmessage server
(host). The QFabric system sends themessages to each server
configured.

2. (Optional) Specify a filename to capture log messages.

NOTE: On the QFabric system, a syslog file namedmessages is

configured implicitlywith facility and severity levels of anyany anda file

size of 100MBs. Therefore, you cannot specify the filenamemessages

in your configuration, and automatic command completion does not
work for that filename.

[edit system syslog]
user@switch# set file qflogs structured-data brief
user@switch# set file qflogs

3. (Optional) Configure the maximum size of your system logmessage archive file.

This example specifies an archive size of 1 GB.

[edit system syslog]
user@switch# set file qflogs archive size 1g

Results From configuration mode, confirm your configuration by entering the show system

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

[edit]
user@switch# show system
syslog {
file qflogs {
}
host 10.1.1.12 {
any error;

}
}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

Understanding the Implementation of System Log Messages on the QFabric System

on page 6070

•

• syslog (QFabric System) on page 6315

• show log on page 846
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Example: Monitoring Network Traffic Using sFlow Technology

The sFlow technology is a monitoring technology for high-speed switched or routed

networks. sFlowmonitoring technology collects samples of network packets and sends

them in a UDP datagram to amonitoring station called a collector. You can configure

sFlow technology on a QFX Series device to monitor traffic continuously at wire speed

on all interfaces simultaneously. Youmust enable sFlowmonitoring on each interface

individually; you cannot globally enable sFlowmonitoring on all interfaces with a single

configurationstatement. JunosOSfully supports thesFlowtechnologystandarddescribed

in RFC 3176, InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and

Routed Networks.

This exampledescribeshowtoconfigureandusesFlowmonitoringonaQFX3500switch

in standalonemode.

• Requirements on page 6079

• Overview on page 6079

• Configuration on page 6080

• Verification on page 6081

Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.3 or later

• One QFX3500 switch

Overview

An sFlowmonitoring system consists of an sFlow agent embedded in the device and a

centralized collector on the network. The twomain activities of the sFlow agent are

randomsampling and statistics gathering. The sFlowagent combines interface counters

and flow samples and sends them to the IP address and UDP destination port of the

sFlow collector in UDP datagrams.

Figure 215 on page 6080 depicts the basic elements of an sFlow system.
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Figure 215: sFlow TechnologyMonitoring System

Configuration

CLI Quick
Configuration

To quickly configure sFlow technology, copy the following commands and paste them

into the terminal window of the switch:

[edit protocols sflow]
set collector 10.204.32.46 udp-port 5600
set interfaces xe-0/0/1.0
set polling-interval 20
set sample-rate 1000

Step-by-Step
Procedure

To configure sFlow features using the CLI:

1. Configure the IP address and UDP port of at least one collector:

[edit protocols sflow]
user@switch# set collector 10.204.32.46 udp-port 5600

The default UDP port assigned is 6343.

2. Enable sFlow technology on a specific interface:

[edit protocols sflow]
user@switch# set interfaces xe-0/0/1.0
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NOTE: You cannot enable sFlow technology on a Layer 3 VLAN-tagged
interface.

You cannot enable sFlow technology on a LAG interface (for example,
ae0), but you can enable sFlow technology on themember interfaces

of the LAG (for example, xe-0/0/1).

3. Specify how often (in seconds) the sFlow agent polls all interfaces at the global

level:

[edit protocols sflow]
user@switch# set polling-interval 20

NOTE: Specify 0 if you do not want to poll the interface.

4. Specify the rateatwhichpacketsmustbesampledat theglobal level. The following

example sets a sample rate of 1 in 1000 packets:

[edit protocols sflow]
user@switch# set sample-rate 1000

Results Check the results of the configuration:

[edit]
user@switch# show protocols
sflow {
collector 10.204.32.46 {
udp-port 5600;

}
interfaces xe-0/0/1.0 {
polling-interval 20;
sample-rate 1000;

}
}

Verification

To confirm that the configuration is correct, perform these tasks:

• Verifying That sFlow Technology Has Been Configured Properly on page 6081

• Verifying That sFlow Technology Is Enabled on an Interface on page 6082

• Verifying the sFlow Collector Configuration on page 6082

Verifying That sFlow Technology Has Been Configured Properly

Purpose Verify that sFlow technology has been configured properly.

Action Enter the show sflow operational mode command:

user@switch> show sflow
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sFlow            : Enabled
Sample limit     : 300 packets/second
Polling interval : 20 second
Sample rate      : 1:1000
Agent ID         : 10.1.1.2

NOTE: The sample limit cannot be configured and is set to 300 packets per
second.

Meaning The output shows that sFlow technology is enabled and specifies the values for the

sampling limit, polling interval, and sampling rate.

Verifying That sFlow Technology Is Enabled on an Interface

Purpose Verify that sFlow technology is enabled on interfaces and display the sampling

parameters.

Action Enter the show sflow interface operational mode command:

user@switch> show sflow interface
Interface       Status     Sample     Polling
                            rate      interval
xe-0/0/1.0   Enabled      1000         20

Meaning The output indicates that sFlow technology is enabled on theNode1:xe-0/0/1.0 interface

on the Node device with a sampling rate of 1000 and a polling interval of 20 seconds.

Verifying the sFlow Collector Configuration

Purpose Verify the sFlow collector configuration.

Action Enter the show sflow collector operational mode command:

user@switch> show sflow collector
Collector        Udp-port    No. of samples
 address
10.204.32.46         5600           7516

Meaning The output displays the IP address of the collector, the UDP port, and the number of

samples collected.

Related
Documentation

Configuring sFlow Technology on page 6108•

• Overview of sFlow Technology
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Example: Configuring SNMP

By default, SNMP is disabled on devices running Junos OS. This example describes the

steps for configuring SNMP on the QFabric system.

• Requirements on page 6083

• Overview on page 6083

• Configuration on page 6083

Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.2

• Network management system (NMS) (running the SNMPmanager)

• QFabric system (running the SNMP agent) with multiple Node devices

Overview

Because SNMP is disabled by default on devices running Junos OS, youmust enable

SNMP on your device by including configuration statements at the [edit snmp] hierarchy

level. Ataminimum, youmust configure the communitypublic statement. Thecommunity

defined as public grants read-only access to MIB data to any client.

If no clients statement is configured, all clients are allowed. We recommend that you

always include the restrict option to limit SNMP client access to the switch.

The network topology in this example includes anNMS, aQFabric systemwith four Node

devices, and external SNMP servers that are configured for receiving traps.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set snmp name “snmp qfabric” description “qfabric0 switch”
set snmp location “Lab 4 Row 11” contact “qfabric-admin@qfabric0”
set snmp community public authorization read-only
set snmp client-list list0 192.168.0.0/24
set snmp community public client-list-name list0
set snmp community public clients 192.170.0.0/24 restrict
set snmp trap-group “qf-traps” destination-port 155 targets 192.168.0.100
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Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure SNMP on the QFabric system:

NOTE: If the name, description, location, contact, or community name
contains spaces, enclose the text in quotationmarks (" ").

1. Configure the SNMP system name:

[edit snmp]
user@switch# set name “snmp qfabric”

2. Specify a description.

[edit snmp]
user@switch# set description “qfabric0 system”

This string is placed into the MIB II sysDescription object.

3. Specify the physical location of the QFabric system.

[edit snmp]
user@switch# set location “Lab 4 Row 11”

This string is placed into the MIB II sysLocation object.

4. Specify an administrative contact for the SNMP system.

[edit snmp]
user@switch# set contact “qfabric-admin@qfabric0”

This name is placed into the MIB II sysContact object.

5. Specify a unique SNMP community name and the read-only authorization level.

NOTE: The read-write option is not supported on the QFabric system.

[edit snmp]
user@switch# set community public authorization read-only

6. Create a client list with a set of IP addresses that can use the SNMP community.

[edit snmp]
user@switch# set client-list list0 192.168.0.0/24
user@switch# set community public client-list-name list0

7. Specify IP addresses of clients that are restricted from using the community.

[edit snmp]
user@switch# set community public clients 192.170.0.0/24 restrict

8. Configure a trap group, destination port, and a target to receive the SNMP traps in

the trap group.

Copyright © 2014, Juniper Networks, Inc.6084

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



[edit snmp]
user@switch# set trap-group “qf-traps” destination-port 155 targets 192.168.0.100

NOTE: You do not need to include the destination-port statement if you

use the default port 162.

The trap group qf-traps is configured to send traps to 192.168.0.100.

Results From configuration mode, confirm your configuration by entering the show command. If

the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

[edit]
user@switch# show
snmp {
name "snmp qfabric";
description "qfabric0 system";
location "Lab 4 Row 11";
contact "qfabric-admin@qfabric0";
client-list list0 {
192.168.0.0/24;

}
community public {
authorization read-only;
clients {
197.170.0.0/24 restrict;

}
}
trap-group qf-traps {
destination-port 155;
targets {
192.168.0.100;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

Understanding the Implementation of SNMP on the QFabric System on page 6023•

• snmp on page 1334

Example: Configuring Network Analytics

This example showshowtoconfigure network analyticswhich includesqueueand traffic

monitoring on a QFX3500 standalone switch.
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NOTE: The configuration shown in this example is supported only on Junos
OS Release 13.2X50-D15 and 13.2X51-D10.

• Requirements on page 6086

• Overview on page 6086

• Configuration on page 6086

• Verification on page 6089

Requirements

This example uses the following hardware and software components:

• A QFX3500 standalone switch

• A external streaming server to collect data

• Junos OS Release 13.2X50-D15 software

• TCP server software (for remote streaming servers)

Before you configure network analytics, be sure you have:

• JunosOSRelease 13.2X50-D15or later software installedand runningon theQFX3500

switch

• (Optional for streaming servers) TCP server software set up for processing records

separated by a newline character (\n) on the remote streaming server

• All other devices running

Overview

The network analytics feature provides visibility into the performance and behavior of

the data center infrastructure. This feature collects data from the switch, analyzes the

data using sophisticated algorithms, and captures the results in reports. Network

administrators can use the reports to help troubleshoot problems, make decisions, and

adjust resources as needed. You can enable network analytics by configuring queue and

traffic statistics monitoring.

Topology

In this example, theQFX3500switch is connected toanexternal server used for streaming

statistics data.

Configuration

To configure network analytics, perform these tasks:

• Configuring Queue and Traffic Statistics Monitoring on page 6087

• Configuring Local Statistics Files on page 6087

• Configuring Streaming Servers on page 6088

• Results on page 6088
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CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set services analytics interfaces all queue-statistics
set services analytics interfaces all latency-threshold high 900 low 300
set services analytics interfaces xe-0/0/1 traffic-statistics
set services analytics queue-statistics file qstats1.qs files 3 size 10
set services analytics queue-statistics interval 10
set services analytics traffic-statistics file tstats1.ts files 3 size 10
set services analytics traffic-statistics interval 2
set services analytics streaming-servers address 10.94.198.11 port 50001 stream-format
json stream-type queue-statistics

set services analytics streaming-servers address 10.94.198.11 port 50005 stream-format
csv stream-type traffic-statistics

Configuring Queue and Traffic Statistics Monitoring

Step-by-Step
Procedure

To configure queue and traffic monitoring on physical interfaces:

NOTE: You can configure queue and traffic monitoring on physical network
interfaces only; logical interfaces and Virtual Chassis physical (VCP)
interfaces are not supported.

NOTE: Disabling of the queue or traffic monitoring supersedes the
configuration (enabling) of this feature. You disable monitoring by issuing
the no-queue-statistics or no-traffic-statistics at the [edit services analytics

interfaces] hierarchy level.

1. Configure all interfaces for queuemonitoring and set the latency thresholds (in

microseconds):

[edit]
set services analytics interfaces all queue-statistics
set services analytics interfaces all latency-threshold high 900 low 300

2. Configure one interface for traffic monitoring:

[edit]
set services analytics interfaces xe-0/0/1 traffic-statistics

Configuring Local Statistics Files

Step-by-Step
Procedure

To configure local statistics files:

Configure the number of queue statistics files, and each file size in MB:1.

[edit]
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set services analytics queue-statistics file qstats1.qs files 3 size 10m

2. Configure the queue statistics collection interval in milliseconds

[edit]
set services analytics queue-statistics interval 10

3. Configure the number of traffic statistics files, and each file size in MB:

[edit]
set services analytics traffic-statistics file tstats1.ts files 3 size 10m

4. Configure the traffic statistics collection interval in seconds:

[edit]
set services analytics traffic-statistics interval 2

Configuring Streaming Servers

Step-by-Step
Procedure

To configure streaming servers for receiving monitoring data:

NOTE: In addition to configuring streaming servers, youmust also set up the
TCP client software to process records that are separated by the newline
character (\n) on the remote server.

1. Configure a server IP address and port for queue statistics monitoring:

[edit]
set services analytics streaming-servers address 10.94.198.11 port 50001
stream-format json stream-type queue-statistics

2. Configure a server IP address and port for traffic statistics monitoring:

[edit]
set services analytics streaming-servers address 10.94.198.11 port 50005
stream-format csv stream-type traffic-statistics

Results

Display the results of the configuration:

[edit services analytics]
user@switch> show configuration
queue-statistics {
file qstats1.qs size 10m files 3;
interval 10;

}
traffic-statistics {
file tstats1.ts size 10m files 3;
interval 2;

}
interfaces {
xe-0/0/1 {
traffic-statistics;

}
all {
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queue-statistics;
latency-threshold high 900 low 300;

}
}

Verification

Confirm that the configuration is correct and works as expected by performing these

tasks:

• Verifying the Network Analytics Configuration on page 6089

• Verifying the Network Analytics Status on page 6089

• Verifying Streaming Servers Configuration on page 6090

• Verifying Queue Statistics on page 6090

• Verifying Traffic Statistics on page 6090

Verifying the Network Analytics Configuration

Purpose Verify the configuration for network analytics.

Action From operational mode, enter the show analytics configuration command to display the

traffic and queuemonitoring configuration.

user@host> show analytics configuration
Global configurations:
   Traffic statistics: Auto, Poll interval: 2 seconds
   Queue statistics: Enabled, Poll interval: 10 milliseconds
   Depth threshold high: 0 bytes, low: 0 bytes
   Latency threshold high: 900 microseconds, low: 300 microseconds
Interface     Traffic       Queue        Depth-threshold      Latency-threshold
            Statistics    Statistics      High      Low         High      Low
                                             (bytes)            (microseconds)
xe-0/0/1     Enabled      Auto            0         0           900       300 

Meaning The output displays information about traffic and queuemonitoring on the switch.

Verifying the Network Analytics Status

Purpose Verify the network analytics operational status of the switch.
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Action From operational mode, enter the show analytics status command to display the traffic

and queuemonitoring status.

user@host> show analytics status
Global configurations:
   Traffic statistics: Auto, Poll interval: 2 seconds
   Queue statistics: Auto, Poll interval: 10 milliseconds
   Depth threshold high: 1228800 bytes, low: 1024 bytes
   Latency threshold high: 900 microseconds, low: 300 microseconds
Interface     Traffic       Queue        Depth-threshold      Latency-threshold
            Statistics    Statistics      High      Low         High      Low
                                             (bytes)            (microseconds)
xe-0/0/1     Enabled       Auto          1228800   1024         900       300
xe-0/0/7     Auto          Auto          1228800   1024         900       300
xe-0/0/8     Auto          Auto          1228800   1024         900       300

Verifying Streaming Servers Configuration

Purpose Verify the configuration for streaming data to remote servers is working.

Action Fromoperationalmode, enter the showanalytics streaming-servers command to display

the streaming servers configuration.

user@host> show analytics streaming-servers
Address        Port     Stream-Format    Stream-Type   State         Sent
10.94.198.11   50001    json             QS            Established   1100
10.94.198.11   50005    csv              TS/QS         In Progress      0

Meaning The output displays information about the remote streaming server.

Verifying Queue Statistics

Purpose Verify that queue statistics collection is working.

Action From operational mode, enter the show analytics queue-statistics command to display

the queue statistics.

user@host> show analytics queue-statistics
Time               Interface   Queue-length (bytes)   Latency (us)
Apr 6 0:17:18.224  xe-0/0/1            1043952            835
Apr 6 0:17:18.234  xe-0/0/1            1053520            842
Apr 6 0:17:18.244  xe-0/0/1            1055184            844

Meaning The output displays queue-statistics information as expected.

Verifying Traffic Statistics

Purpose Verify that traffic statistics collection is working.
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Action From operational mode, enter the show analytics traffic-statistics command to display

the traffic statistics.

user@host> show analytics traffic-statistics
Time: Apr 5 19:52:48.549, Physical interface: xe-0/0/1
  Traffic Statistics:                Receive            Transmit
  Total octets:                4797548752936        408886273632
  Total packet:                   5658257464          3190613435
  Octets per second:                       0                   0
  Packet per second:                       0                   0
  Octets dropped:                          0           252901000
  Packet dropped:                          0              252901
  Utilization:                          0.0%                0.0%
Time: Apr 5 19:52:48.549, Physical interface: xe-0/0/7
  Traffic Statistics:                Receive            Transmit
  Total octets:                4790866253100           477139024
  Total packet:                   5624473639              477944
  Octets per second:                       0                   0
  Packet per second:                       0                   0
  Octets dropped:                          0           166582000
  Packet dropped:                          0              166582
  Utilization:                          0.0%                0.0%
Time: Apr 5 19:52:48.549, Physical interface: xe-0/0/8
  Traffic Statistics:                Receive            Transmit
  Total octets:                4789797668456           764910024
  Total packet:                   5623280870              765715
  Octets per second:                       0                   0
  Packet per second:                       0                   0
  Octets dropped:                          0           156099000
  Packet dropped:                          0              156099
  Utilization:                          0.0%                0.0%

Meaning The output displays traffic-statistics information as expected.

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• show analytics status on page 6360

• show analytics streaming-servers on page 6363

Example: Configuring Enhanced Network Analytics Features

This example shows how to configure the enhanced network analytics feature, including

queue and traffic monitoring, on a QFX5100 standalone switch.

• Requirements on page 6092

• Overview on page 6092

• Configuration on page 6093

• Verification on page 6098
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Requirements

This example uses the following hardware and software components:

• A QFX5100 standalone switch

• A external streaming server to collect data

• Junos OS Release 13.2X51-D15 software

• TCP server software (for remote streaming servers)

Before you configure network analytics, be sure you have:

• Junos OS Release 13.2X51-D15 or later software installed and running on the QFX5100

switch.

• (Optional for streaming servers for the JSON, CSV, and TSV formats) TCP or UDP

server software set up for processing records separated by a newline character (\n)

on the remote streaming server.

• (Optional for streaming servers for theGPB format)TCPorUDPbuild streaming server

using the analytics.proto file.

• All other network devices running.

Overview

The network analytics feature provides visibility into the performance and behavior of

the data center infrastructure. This feature collects data from the switch, analyzes the

data using sophisticated algorithms, and captures the results in reports. Network

administrators can use the reports to help troubleshoot problems, make decisions, and

adjust resources as needed.

You enable network analytics by first defining a resource profile template, and then

applying the profile to the system (for a global configuration) or to individual interfaces.

NOTE: You can configure queue and traffic monitoring on physical network
interfaces only; logical interfaces and Virtual Chassis physical (VCP)
interfaces are not supported.

Disabling of the queue or traffic monitoring supersedes the configuration
(enabling) of this feature. You disable monitoring by applying a resource
profile that includes the no-queue-monitoring or no-traffic-monitoring

configuration statement at the [edit services analytics resource-profiles]

hierarchy level.

Topology

In this example, theQFX5100switch is connected toanexternal server used for streaming

statistics data.
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Configuration

To configure the network analytics features, perform these tasks:

• Configuring the Polling Interval for Queue and Traffic Monitoring on page 6093

• Configuring a Local Statistics File on page 6094

• Configuring and Applying a Resource Profile for the System on page 6094

• Configuring and Applying a Resource Profile for an Interface on page 6094

• Configuring an Export Profile and Collector for Streaming Data on page 6095

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set services analytics resource system polling-interval queue-monitoring 1000
set services analytics resource system polling-interval traffic-monitoring 5
set services analytics collector local file an.stats
set services analytics collector local file an files 3
set services analytics collector local file an size 10m
set services analytics resource-profiles sys-rp queue-monitoring
set services analytics resource-profiles sys-rp traffic-monitoring
set services analytics resource-profiles sys-rp depth threshold high 999999 low 99
set services analytics resource system resource-profile sys-rp
set services analytics resource-profiles if-rp queue-monitoring
set services analytics resource-profiles if-rp traffic-monitoring
set services analytics resource-profiles if-rp latency-threshold high 2300 low 20
set services analytics resource interfaces xe-0/0/16 resource-profile if-rp
set services analytics resource interfaces xe-0/0/18 resource-profile if-rp
set services analytics resource interfaces xe-0/0/19 resource-profile if-rp
set services analytics export-profiles ep stream-format gpb
set services analytics export-profiles ep interface information
set services analytics export-profiles ep interface statistics queue
set services analytics export-profiles ep interface statistics traffic
set services analytics export-profiles ep interface status link
set services analytics export-profiles ep system information
set services analytics export-profiles ep system status queue
set services analytics export-profiles ep system status traffic
setservicesanalyticscollectoraddress 10.94.198.11port50001transport tcpexport-profile
ep

set services analytics collector address 10.94.184.25 port 50013 transport udp
export-profile ep

Configuring the Polling Interval for Queue and Traffic Monitoring

Step-by-Step
Procedure

To configure the polling interval queue and traffic monitoring globally:

Configure the queuemonitoring polling interval (in milliseconds) for the system:1.

[edit]
set services analytics resource system polling-interval queue-monitoring 1000

2. Configure the traffic monitoring polling interval (in seconds) for the system:
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[edit]
set services analytics resource system polling-interval traffic-monitoring 5

Configuring a Local Statistics File

Step-by-Step
Procedure

To configure a file for local statistics collection:

Configure the filename:1.

[edit]
set services analytics collector local file an.stats

2. Configure the number of files:

[edit]
set services analytics collector local file an files 3

3. Configure the file size:

[edit]
set services analytics collector local file an size 10m

Configuring and Applying a Resource Profile for the System

Step-by-Step
Procedure

To define a resource profile template for queue and traffic monitoring resources:

Configure a resource profile and enable queuemonitoring:1.

[edit]
set services analytics resource-profiles sys-rp queue-monitoring

2. Enable traffic monitoring in the profile:

[edit]
set services analytics resource-profiles sys-rp traffic-monitoring

3. Configure the depth-threshold (high and low values) for queuemonitoring in the

profile:

[edit]
set services analytics resource-profiles sys-rp depth threshold high999999 low99

4. Apply the resource profile template to the system resource type for a global

configuration:

[edit]
set services analytics resource system resource-profile sys-rp

Configuring and Applying a Resource Profile for an Interface

Step-by-Step
Procedure

You can configure queue and traffic monitoring for one or more specific interfaces. The

interface-specific configuration supersedes the global (system) configuration. To define

a resource profile template for queue and traffic monitoring resources for an interface:

1. Configure a resource profile and enable queuemonitoring:

[edit]
set services analytics resource-profiles if-rp queue-monitoring

2. Enable traffic monitoring in the profile:
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[edit]
set services analytics resource-profiles if-rp traffic-monitoring

3. Configure the latency-threshold (high and low values) for queuemonitoring in the

profile:

[edit]
set services analytics resource-profiles if-rp latency-threshold high 2300 low 20

4. Apply the resource profile template to the interfaces resource type for specific

interfaces:

[edit]
set services analytics resource interfaces xe-0/0/16 resource-profile if-rp
set services analytics resource interfaces xe-0/0/18 resource-profile if-rp
set services analytics resource interfaces xe-0/0/19 resource-profile if-rp

Configuring an Export Profile and Collector for Streaming Data

Step-by-Step
Procedure

To configure a collector (streaming server) for receiving monitoring data:

Create an export profile and specify the stream format:1.

[edit]
set services analytics export-profiles ep stream-format gpb

2. Configure the export profile to include interface information:

[edit]
set services analytics export-profiles ep interface information

3. Configure the export profile to include interface queue statistics:

[edit]
set services analytics export-profiles ep interface statistics queue

4. Configure the export profile to include interface traffic statistics:

[edit]
set services analytics export-profiles ep interface statistics traffic

5. Configure the export profile to include interface status link information:

[edit]
set services analytics export-profiles ep interface status link

6. Configure the export profile to include system information:

[edit]
set services analytics export-profiles ep system information

7. Configure the export profile to include system queue status:

[edit]
set services analytics export-profiles ep system status queue

8. Configure the export profile to include system traffic status:

[edit]
set services analytics export-profiles ep system status traffic

9. Configure the transport protocol for the collector addresses and apply an export

profile:
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[edit]
set services analytics collector address 10.94.198.11 port 50001 transport tcp
export-profile ep

set services analytics collector address 10.94.184.25 port 50013 transport udp
export-profile ep

NOTE: If you configure the tcpor udpoption for the JSON, CSV, andTSV

formats, youmust also set up the TCP or UDP client software on the
remote collector to process records that are separated by the newline
character (\n) on the remote server.

If you configure the tcp or udp option for the GPB format, youmust also

set up the TCP or UDP build streaming server using the analytics.proto

file.

Results Display the results of the configuration:

[edit services analytics]
user@switch# run show configuration
collector {
local {
file an.stats {
size 10m;
files 3;

}
}
address 10.94.198.11 {
port 50001 {
transport tcp {
export-profile ep;

}
}

}
address 10.94.184.25 {
port 50013 {
transport tcp {
export-profile ep;

}
}

}
}
export-profiles {
ep {
stream-format gpb;
interface {
information;
statistics {
queue;
traffic;

}
status {
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link;
queue;
traffic;

}
}
system {
information;
status {
queue;
traffic;

}
}

}
}
resource {
interfaces {
xe-0/0/16 {
resource-profile if-rp;

}
xe-0/0/18 {
resource-profile if-rp;

}
xe-0/0/19 {
resource-profile if-rp;

}
}
system {
polling-interval {
queue-monitoring 1000;
traffic-monitoring 5;

}
resource-profile sys-rp;

}
}
resource-profiles {
if-rp {
latency-threshold {
high 2300;
low 20;

}
queue-monitoring;
traffic-monitoring;

}
sys-rp {
depth-threshold {
high 99999;
low 99;

}
queue-monitoring;
traffic-monitoring;

}
}

6097Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



Verification

Confirm that the configuration is correct and works as expected by performing these

tasks:

• Verifying the Network Analytics Configuration on page 6098

• Verifying the Network Analytics Status on page 6098

• Verifying the Collector Configuration on page 6099

• Verifying Queue Statistics on page 6099

• Verifying Traffic Statistics on page 6100

Verifying the Network Analytics Configuration

Purpose Verify the configuration for network analytics.

Action From operational mode, enter the show analytics configuration command to display the

traffic and queuemonitoring configuration.

user@host> show analytics configuration
Traffic monitoring polling interval : 5 seconds
Queue monitoring status is enabled
Queue monitoring polling interval : 1000 milliseconds
Queue depth high threshold : 1000000000 bytes
Queue depth low threshold : 99 bytes
Queue latency high threshold : 2300 nanoseconds
Queue latency low threshold : 20 nanoseconds

Interface     Traffic       Queue        Queue depth              Latency
            Statistics    Statistics      threshold              threshold
                                         High         Low      High      Low
                                            (bytes)            (nanoseconds)
xe-0/0/16   n/a           enabled        n/a          n/a      2300      20
xe-0/0/18   n/a           enabled        n/a          n/a      2300      20
xe-0/0/19   n/a           enabled        n/a          n/a      2300      20

Meaning The output displays the traffic and queuemonitoring configuration information on the

switch.

Verifying the Network Analytics Status

Purpose Verify the network analytics operational status of the switch.
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Action From operational mode, enter the show analytics status global command to display

global traffic and queuemonitoring status.

user@host> show analytics status global
Traffic monitoring status is auto
Traffic monitoring polling interval : 5 seconds
Queue monitoring status is enabled
Queue monitoring polling interval : 1000 milliseconds
Queue depth high threshold : 1000000000 bytes
Queue depth low thresdhold : 99 bytes

From operational mode, enter the show analytics status command to display both the

interface and global queuemonitoring status.

user@host> show analytics status
Traffic monitoring status is auto
Traffic monitoring polling interval : 5 seconds
Queue monitoring status is enabled
Queue monitoring polling interval : 1000 milliseconds
Queue depth high threshold : 1000000000 bytes
Queue depth low thresdhold : 99 bytes

Interface     Traffic       Queue        Queue depth          Latency
            Statistics    Statistics      threshold          threshold
                                        High        Low      High      Low
                                           (bytes)           (nanoseconds)
xe-0/0/16     enabled     enabled       1000000000  99       n/a       n/a
xe-0/0/18     disabled    enabled       1000000000  99       n/a       n/a
xe-0/0/19     enabled     enabled       1000000000  99       n/a       n/a

Meaning The output displays the global and interface status of traffic and queuemonitoring on

the switch.

Verifying the Collector Configuration

Action Verify the configuration for the collector for streamed data is working.

From operational mode, enter the show analytics collector command to display the

streaming servers configuration.

user@host> show analytics collector
Address        Port   Transport  Stream format  State            Sent
10.94.184.25   50013  udp        gpb            n/a              8710
10.94.198.11   50001  tcp        gpb            Not initialized  0

Meaning The output displays the collector configuration.

Verifying Queue Statistics

Purpose Verify that queue statistics collection is working.

6099Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



Action From operational mode, enter the show analytics queue-statistics command to display

the queue statistics.

user@host> show analytics queue-statistics
CLI issued at 2014-01-07 17:20:29.978561
Time                       Interface        Queue-depth        Latency
                                            (bytes)            (nanoseconds)
00:00:00.870058 ago        xe-0/0/19        1369680            1095744
00:00:01.875049 ago        xe-0/0/19        1381952            1105561
00:00:02.875053 ago        xe-0/0/19        1387776            1110220
00:00:03.876047 ago        xe-0/0/19        1387568            1110054
00:00:04.873045 ago        xe-0/0/19        1388192            1110553
00:00:05.871044 ago        xe-0/0/19        1385904            1108723
00:00:06.873354 ago        xe-0/0/19        1371552            1097241

Meaning The output displays queue-statistics information, with the latest record at the top of the

report.

Verifying Traffic Statistics

Purpose Verify that traffic statistics collection is working.

Action From operational mode, enter the show analytics traffic-statistics command to display

the traffic statistics.

user@host> show analytics traffic-statistics
CLI issued at 2014-01-07 17:22:28.952677
Time: 00:00:03.480244 ago, Physical interface: xe-0/0/19
  Traffic Statistics:                Receive               Transmit
  Total octets:                3929946593792        393001011519232
  Total packets:                 30702707784          3070320402462
  Unicast packet:                30702707784          3070320402462
  Multicast packets:                       0                      0
  Broadcast packets:                       0                      0
  Octets per second:                86407016               59044064
  Packets per second:                  84787                8469688
  Octets dropped:                          0        392986110751744
  Packets dropped:                         0          3070203990248

Meaning The output displays traffic-statistics information.

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• show analytics status on page 6360

• show analytics streaming-servers on page 6363
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Configuration Tasks for Network Management

• Configuring Console and Auxiliary Port Properties on page 6101

• Configuring SSH Service for Remote Access to the Router or Switch on page 6101

• Configuring Telnet Service for Remote Access to a Switch on page 6103

Configuring Console and Auxiliary Port Properties

The console port and auxiliary port on a switch provide out-of-band remote access to

the switch. You can configure the console and auxiliary ports so that an external data

terminal may be connected to the switch. The console port is enabled by default, and

its speed is 9600 baud. The auxiliary port is disabled by default.

By default, terminal connections to the console and auxiliary ports are secure.When you

configure the console and auxiliary ports as insecure, root logins are not allowed to

establish terminal connections, and superusers and anyone with a user identifier (UID)

of 0 are not allowed to establish terminal connections in multiuser mode.

To configure the console and auxiliary port properties on the switch:

1. To specify that the console port session should terminate if the connection to the

data carrier is lost:

[edit system ports]
user@switch# set console log-out-on-disconnect

2. To specify the auxiliary port terminal type:

[edit system ports]
user@switch# set auxiliary type (ansi | small-xterm | vt100 | xterm)

For example, to specify the auxiliary port terminal type of xtermwith a display of 80

columns by 65 rows:

[edit system ports]
user@switch# set auxiliary type xterm

3. To check the configuration:

[edit system ports]
user@switch# show
console log-out-on-disconnect;
auxiliary type xterm;

Related
Documentation

auxiliary on page 231•

• console (Physical Port) on page 240

• ports on page 272

Configuring SSH Service for Remote Access to the Router or Switch

To configure the router or switch to accept SSH as an access service, include the ssh

statement at the [edit system services] hierarchy level:
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[edit system services]
ssh {
ciphers [ cipher-1 cipher-2 cipher-3 ...]
client-alive-count-max number;
client-alive-interval seconds;
connection-limit limit;
hostkey-algorithm <algorithm | no-algorithm>;
key-exchange algorithm;
macs algorithm;
max-sessions-per-connection number;
no-tcp-forwarding;
protocol-version [v1 v2] ;
rate-limit limit;
root-login <allow | deny | deny-password>;

}

By default, the router or switch supports a limited number of simultaneous SSH sessions

andconnectionattemptsperminute.Use the followingstatements tochange thedefaults:

• connection-limit limit—Maximum number of simultaneous connections per protocol

(IPV4 and IPv6). The range is a value from 1 through 250. The default is 75. When you

configure a connection limit, the limit is applicable to the number of SSH sessions per

protocol (IPv4 and IPv6). For example, a connection limit of 10 allows 10 IPv6 SSH

sessions and 10 IPv4 SSH sessions.

• max-sessions-per-connectionnumber—Include this statement to specify themaximum

number of SSH sessions allowed per single SSH connection. This allows you to limit

the number of cloned sessions tunneled within a single SSH connection. The default

value is 10.

• rate-limit limit—Maximum number of connection attempts accepted per minute (a

value from 1 through 250). The default is 150.When you configure a rate limit, the limit

is applicable to the number of connection attempts per protocol (IPv4 and IPv6). For

example, a rate limit of 10 allows 10 IPv6SSH session connection attempts perminute

and 10 IPv4 SSH session connection attempts per minute.

For information about other configuration settings, see the following topics:

• Configuring the Root Login Through SSH on page 6102

• Configuring the SSH Protocol Version on page 6103

• Configuring the Client Alive Mechanism on page 6103

Configuring the Root Login Through SSH

By default, users are allowed to log in to the router or switch as root through SSH. To

control user access through SSH, include the root-login statement at the [edit systems

services ssh] hierarchy level:

[edit system services ssh]
root-login (allow | deny | deny-password);

allow—Allows users to log in to the router or switch as root through SSH. The default is

allow.
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deny—Disables users from logging in to the router or switch as root through SSH.

deny-password—Allows users to log in to the router or switch as root through SSHwhen

the authentication method (for example, RSA) does not require a password.

Configuring the SSH Protocol Version

By default, both version 1 and version 2 of the SSH protocol are enabled. To configure

the router or switch to use only version 1 of the SSHprotocol, include the protocol-version

statement and specify v1 at the [edit system services ssh] hierarchy level:

[edit system services ssh]
protocol-version [ v1 ];

To configure the router or switch to use only version 2 of the SSH protocol, include the

protocol-version statement and specify v2 at the [edit system services ssh] hierarchy

level:

[edit system services ssh]
protocol-version [ v2 ];

To explicitly configure the router or switch to use version 1 and 2 of the SSH protocol,

include the protocol-version statement and specify v1 and v2 at the [edit system services

ssh] hierarchy level:

[edit system services ssh]
protocol-version [ v1 v2 ];

For J Series Services Routers, the export license software supports SSH version 1 only.

Configuring the Client Alive Mechanism

The client alive mechanism is valuable when the client or server depends on knowing

whenaconnectionhasbecome inactive. It differs fromthestandardkeepalivemechanism

because the client alive messages are sent through the encrypted channel. The client

alive mechanism is not enabled at default. To enable it, configure the

client-alive-count-max and the client-alive-interval. This option applies to SSH protocol

version 2 only.

In the following example, unresponsive SSH clients will be disconnected after

approximately 100 seconds (20 x 5).

[edit system services ssh]
client-alive-count-max 5;
client-alive-interval 20;

Configuring Telnet Service for Remote Access to a Switch

Telnet provides unencrypted access to network devices. Configuring Telnet service for

a switch enables in-band remote access to the switch.

By default, the switch supports a limited number of simultaneous Telnet sessions and

connection attempts per minute. Optionally, you can change the default Telnet settings

by configuring the connection limit and rate limit at the [edit system services telnet]

hierarchy level.
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The connection limit is themaximumnumber of simultaneous connections per protocol

(IPv4). The range is from 1 through 250. The default is 75.

The rate limit is the maximum number of connection attempts accepted per minute per

protocol. The range is from 1 through 250. The default is 150.

To configure Telnet service:

1. To specify the connection limit:

[edit system services]
user@switch# set telnet connection-limit connection-limit

2. To specify the rate limit:

[edit system services]
user@switch# set telnet rate-limit rate-limit

3. Check that the Telnet connection limit and rate limit show the values you specified:

[edit system services]
user@switch# show
telnet {
connection-limit 50;
rate-limit 100;

}

Related
Documentation

Understanding Telnet on the QFabric System on page 5979•

• Limiting theNumber ofUser LoginAttempts for SSHandTelnetSessionsonpage 1250

• Example: Limiting the Number of Login Attempts for SSH and Telnet Sessions on

page 1271

Configuration Tasks for Automation

• Invoking the Python Interpreter on page 6104

• Controlling the Execution of Commit Scripts on page 6105

Invoking the Python Interpreter

The Python interpreter is available by default with Junos operating system (Junos OS)

software. You can invoke Python by entering the python command at the shell script.

To invoke the Python interpreter:

1. Start the shell interface:

user@switch> start shell

2. Enter the python command without any parameters:

% python

NOTE: The Python interpreter is designated with the prompt >>> at the

beginning of a line or ... to indicate the continuation of a line.
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Related
Documentation

Overview of Python with QFX5100 Switch Automation Enhancements on page 5983•

• Overview of QFX5100 Switch Automation Enhancements on page 5981

• Installing Junos OS Software with QFX5100 Switch Automation Enhancements

• QFX5100 Switch with Automation Enhancements Frequently Asked Questions on

page 6415

Controlling the Execution of Commit Scripts

This document describes the tasks that affect the way commit scripts are executed. In

the QFabric system, commit scripts are stored in the in the

/pbdata/mgd_shared/partition-ip/var/db/scripts/commit directory that is shared among

Director devices in a Director group.

To determine which commit scripts are currently enabled on the QFabric system, use

the show command to display the files included at the [edit system scripts commit]

hierarchy level. To ensure that the enabled files are on the device, list the contents of the

/pbdata/mgd_shared/partition-ip/var/db/scripts/commit directory using the file list

operational mode command.

See the following tasks:

• Enabling Commit Scripts to Execute on page 6105

• Removing Commit Scripts from the Configuration on page 6106

• Deactivating Commit Scripts on page 6107

• Activating Inactive Commit Scripts on page 6107

Enabling Commit Scripts to Execute

The commit operation requires that all scripts be included in configuration at the [edit

system scripts commit file] hierarchy level for all QFabric Director devices.

If you need to temporarily remove a script from a commit operation but do not want to

remove it from the configuration permanently, youmay configure the optional statement

at the [edit system scripts commit file filename] hierarchy level to enable the commit

operation to succeed even if a script is missing from the commit script directory.

CAUTION: Whenyou includetheoptionalstatementat the [editsystemscripts

commit file filename] hierarchy level, no error message is generated during

the commit operation if the file does not exist. As a result, youmight not be
aware that a script has not been executed as expected.
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The filename of a commit script written in SLAXmust include the .slax extension for the

script to be executed.

To enable a commit script to execute during a commit operation:

1. Ensure that the commit script is located in the correct directory:

/pbdata/mgd_shared/partition-ip/var/db/scripts/commit directory on the Director

device.

2. Configure the commit script.

[edit system scripts commit]
user@switch# set file filename <optional>

3. Commit the configuration.

[edit system scripts commit]
user@switch# top
[edit]
user@switch# commit

Removing Commit Scripts from the Configuration

You can prevent commit scripts from executing during a commit operation by removing

the scripts from the commit directory in the configuration.

NOTE: Youcanalsodeactivateascriptusing thedeactivatestatement instead

of removing it fromtheconfiguration.Deactivatedscriptsmaybe reactivated
later.

To prevent a commit script from executing during a commit operation:

1. Delete the commit script file from the commit directory in the configuration.

[edit system scripts commit]
user@switch# delete file filename

2. Commit the configuration.

[edit system scripts commit]
user@switch# top
[edit]
user@switch# commit

3. Remove the commit script from the /pbdata/mgd_shared/ directory on the Director

device.

BEST PRACTICE: Although removing the commit script is not necessary,
we recommend deleting unused files from the system.
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Deactivating Commit Scripts

Deactivating a commit script results in its being marked as inactive in the configuration.

The script is not executed during the commit operation, but you can reactivate the script

by using the activate statement.

To deactivate the commit script:

1. Deactivate the script.

[edit]
user@switch deactivate system scripts commit file filename

2. Commit your changes.

[edit]
user@switch# commit

3. Verify that the commit script is deactivated.

[edit]
user@switch# show system scripts commit
inactive: file mycommit.slax

Activating Inactive Commit Scripts

Deactivating a commit script results in its being marked as inactive in the configuration

and is therefore not executed during the commit operation.

To activate an inactive commit script:

1. Activate the script.

[edit]
user@switch# activate system scripts commit file filename

2. Commit your changes.

[edit]
user@switch# commit

Configuration Tasks for sFlow Technology

• Configuring sFlow Technology on page 6108
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Configuring sFlow Technology

The sFlow technology is a monitoring technology for high-speed switched or routed

networks. sFlowmonitoring technology collects samples of network packets and sends

them in a UDP datagram to amonitoring station called a collector. You can configure

sFlow technology on a QFX Series device to monitor traffic continuously at wire speed

on all interfaces simultaneously. Youmust enable sFlowmonitoring on each interface

individually; you cannot globally enable sFlowmonitoring on all interfaces with a single

configurationstatement. JunosOSfully supports thesFlowtechnologystandarddescribed

in RFC 3176, InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and

Routed Networks.

On the QFabric system, the sFlowmonitoring global configuration that is defined on the

Director device is distributed to Node groups that have sFlow sampling configured on

the interfaces.

To configure sFlow features using the CLI:

1. Configure the IP address and UDP port of at least one collector:

[edit protocols sflow]
user@host# set collector ip-address udp-port port-number

The default UDP port assigned is 6343.

2. Enable sFlow technology on a specific interface:

[edit protocols sflow]
user@host# set interfaces interface-name

NOTE: You cannot enable sFlow technology on a Layer 3 VLAN-tagged
interface.

You cannot enable sFlow technology on a LAG interface (for example
ae0), but you can enable sFlow technology on themember interfaces of

the LAG (for example, xe-0/0/1).

3. Specify howoften (in seconds) the sFlowagent polls all interfaces at the global level:

[edit protocols sflow]
user@host# set polling-interval seconds

NOTE: Specify 0 if you do not want to poll the interface.

4. Specify the rate at which packets are sampled at the global level. For example,

configuring a number of 1000 sets a sample rate of 1 in 1000 packets.

[edit protocols sflow]
user@host# set sample-rate number

5. (Optional) You can also configure the polling interval and sample rate at the interface

level:

[edit protocols sflow]
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user@host# set interfaces interface-name polling-interval seconds sample-rate number

NOTE: The interface-level configurationoverrides theglobal configuration
for the specified interface.

Related
Documentation

Example: Monitoring Network Traffic Using sFlow Technology on page 6079•

• Overview of sFlow Technology

Configuration Tasks for SNMP

• Configuring SNMP on page 6109

• Configuring the SNMP Community String on page 6113

• Configuring SNMP Trap Groups on page 6114

• Adding a Group of Clients to an SNMP Community on page 6115

• Configuring the Interfaces onWhich SNMP Requests Can Be Accepted on page 6116

• Configuring MIB Views on page 6116

• Configuring RMON Alarms and Events on page 6117

• Configuring Health Monitoring on page 6119

• Creating SNMPv3 Users on page 6120

• Configuring Access Privileges for a Group on page 6121

• Assigning a Security Name to a Group on page 6123

• Configuring SNMPv3 Traps on a Device Running Junos OS on page 6123

• Configuring SNMP Informs on page 6125

Configuring SNMP

SNMP is implemented in the Junos OS Software running on the QFX Series products. By

default, SNMP isnotenabled.ToenableSNMP, youmust include theSNMPconfiguration

statements at the [edit] hierarchy level.

To configure the minimum requirements for SNMP, include the following statements at

the [edit] hierarchy level of the configuration:

[edit]
snmp {
community public;

}

To configure complete SNMP features, include the following statements at the [edit]

hierarchy level of the configuration:

snmp {
client-list client-list-name {
ip-addresses;

}

6109Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
logical-system logical-system-name {
routing-instance routing-instance-name {
clients {
addresses;
}

}
}
routing-instance routing-instance-name {
clients {
addresses;
}

}
view view-name;

}
contact contact;
description description;
filter-duplicates;
filter-interfaces;
health-monitor {
falling-threshold integer;
interval seconds;
rising-threshold integer;

}
interface [ interface-names ];
location location;
name name;
nonvolatile {
commit-delay seconds;

}
rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
variable oid-variable;

}
event index {
community community-name;
description description;
type type;

}
history history-index {
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bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}
traceoptions {
file filename<filesnumber><size size><world-readable |no-world-readable><match
regular-expression>;

flag flag;
}
trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance routing-instance-name;
targets {
address;

}
version (all | v1 | v2);

}
trap-options {
agent-address outgoing-interface;
source-address address;

}
v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system logical-system;
port port-number;
retry-count number;
routing-instance routing-instance-name;
tag-list tag-list;
target-parameters target-parameters-name;
timeout seconds;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
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security-name security-name;
}

}
usm {
local-engine {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}
}
remote-engine engine-id {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
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read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}
view view-name {
oid object-identifier (include | exclude);

}
}

Related
Documentation

Understanding the Implementation of SNMP on page 6021•

• snmp on page 1334

Configuring the SNMPCommunity String

The SNMP community string defines the relationship between an SNMP server system

and the client systems. This string acts like a password to control the clients’ access to

the server. To configure a community string in a Junos OS configuration, include the

community statement at the [edit snmp] hierarchy level:

[edit snmp]
community name {
authorization authorization;
clients {
default restrict;
address restrict;

}
view view-name;

}

If the community name contains spaces, enclose it in quotation marks (" ").

The default authorization level for a community is read-only. To allowSet requestswithin

a community, you need to define that community as authorization read-write. For Set

requests, you also need to include the specific MIB objects that are accessible with

read-write privileges using the view statement. The default view includes all supported

MIB objects that are accessible with read-only privileges; no MIB objects are accessible

with read-write privileges. For more information about the view statement, see

“Configuring MIB Views” on page 6116.

The clients statement lists the IP addresses of the clients (community members) that

are allowed to use this community. If no clients statement is present, all clients are
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allowed. For address, you must specify an IPv4 address, not a hostname. Include the

default restrictoption to deny access to all SNMPclients forwhich access is not explicitly

granted.We recommend that youalways include thedefault restrictoption to limit SNMP

client access to the local switch.

NOTE: Community namesmust be unique within each SNMP system.

Related
Documentation

Configuring SNMP on page 1237•

Configuring SNMP Trap Groups

Before any SNMP traps can be sent, youmust configure a trap group, the categories of

traps the group can receive, and the targets (systems) that will receive the traps. To

create and name an SNMP trap group, include the trap-group statement at the [edit

snmp] hierarchy level:

[edit snmp]
trap-group group-name {
categories {
category;

}
destination-port port-number;
targets {
address;

}
version (all | v1 | v2);

}

The trap group name can be any string and is embedded in the community name field

of the trap.Toconfigure yourowntrapgroupport, include thedestination-port statement.

The default destination port is port 162.

For each trap group that you define, youmust include the target statement to define at

least one system as the recipient of the SNMP traps in the trap group. Specify the IPv4

address of each recipient and not its hostname.

Specify the types of traps the trap group can receive in the categories statement.

A trap group can receive the following categories of traps:

• authentication—Authentication failures

• chassis—Chassis or environment notifications

• configuration—Configuration notifications

• link—Link-related notifications such as up-down transitions

• remote-operations—Remote operation notifications

• startup—Systemwarm and cold starts
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The version statement allows you to specify theSNMPversionof the traps sent to targets

of the trap group. If you specify v1 only, SNMPv1 traps are sent. If you specify v2 only,

SNMPv2 traps are sent. If you specify all, both an SNMPv1 and an SNMPv2 trap are sent

for every trap condition. For more information about the version statement, see version.

Related
Documentation

Standard SNMP Version 1 Traps•

• Standard SNMP Version 2 Traps

• Juniper Networks Enterprise-Specific SNMP Version 1 Traps

• Juniper Networks Enterprise-Specific SNMP Version 2 Traps

Adding a Group of Clients to an SNMPCommunity

Junos OS enables you to add one or more groups of clients to an SNMP community. You

can include the client-list-name name statement at the [edit snmp community

community-name] hierarchy level to add all the members of the client list or prefix list to

an SNMP community.

To define a list of clients, include the client-list statement followed by the IP addresses
of the clients at the [edit snmp] hierarchy level:

[edit snmp]
client-list client-list-name {
ip-addresses;

}

You can configure a prefix list at the [edit policy options] hierarchy level. Support for

prefix lists in the SNMP community configuration enables you to use a single list to

configure the SNMP and routing policies. For more information about the prefix-list

statement, see the Routing Policy Feature Guide for Routing Devices.

To add a client list or prefix list to an SNMP community, include the client-list-name
statement at the [edit snmp community community-name] hierarchy level:

[edit snmp community community-name]
client-list-name client-list-name;

NOTE: The client list and prefix list must not have the same name.

The following example shows how to define a client list:

[edit]
snmp {
client-list clentlist1 {
10.1.1.1/32;
10.2.2.2/32;

}
}

The following example shows how to add a client list to an SNMP community:

[edit]
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snmp {
community community1 {
authorization read-only;
client-list-name clientlist1;

}
}

The following example shows how to add a prefix list to an SNMP community:

[edit]
policy-options {
prefix-list prefixlist {
10.3.3.3/32;
10.5.5.5/32;
}

}
snmp {
community community2 {
client-list-name prefixlist;
}

}

Related
Documentation

client-list on page 1289•

• client-list-name on page 1290

Configuring the Interfaces onWhich SNMPRequests Can Be Accepted

Bydefault, all router or switch interfaceshaveSNMPaccessprivileges. To limit theaccess

through certain interfaces only, include the interface statement at the [edit snmp]

hierarchy level:

[edit snmp]
interface [ interface-names ];

Specify the names of any logical or physical interfaces that should have SNMP access

privileges. Any SNMP requests entering the router or switch from interfaces not listed

are discarded.

Related
Documentation

Configuring SNMP on a Device Running Junos OS•

• Configuration Statements at the [edit snmp] Hierarchy Level

• Example: Configuring Secured Access List Checking

• Configuring SNMP on page 1237

ConfiguringMIB Views

By default, an SNMP community grants read access and denies write access to all

supported MIB objects (even communities configured as authorization read-write). To

restrict or grant read or write access to a set of MIB objects, youmust configure a MIB

view and associate the view with a community.
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To configure MIB views, include the view statement at the [edit snmp] hierarchy level:

[edit snmp]
view view-name {
oid object-identifier (include | exclude);

}

The view statement defines a MIB view and identifies a group of MIB objects. Each MIB

object of a view has a common object identifier (OID) prefix. Each object identifier

represents a subtree of the MIB object hierarchy. The subtree can be represented either

by a sequence of dotted integers (such as 1.3.6.1.2.1.2) or by its subtree name (such as

interfaces). A configuration statement uses a view to specify a group of MIB objects on

which to define access. You can also use a wildcard character asterisk (*) to include

OIDs that match a particular pattern in the SNMP view. To enable a view, youmust

associate the view with a community.

NOTE: To remove an OID completely, use the delete view all oid oid-number

command but omit the include parameter.

To associate MIB views with a community, include the view statement at the [edit snmp
community community-name] hierarchy level:

[edit snmp community community-name]
view view-name;

For more information about the Ping MIB, see RFC 2925 and the PINGMIB topic in the

SNMPMIBs and Traps Reference.

Related
Documentation

Configuring SNMP on a Device Running Junos OS•

• Configuration Statements at the [edit snmp] Hierarchy Level

• Example: Ping Proxy MIB

• view (Configuring a MIB View)

• view (AssociatingMIB Viewwith a Community) on page 6297

• oid

Configuring RMONAlarms and Events

The Junos OS supports the Remote Network Monitoring (RMON) MIB (RFC 2819), which

allows amanagement device to monitor the values of MIB objects, or variables, against

configured thresholds. When the value of a variable crosses a threshold, an alarm and

its corresponding event are generated. The event can be logged and can generate an

SNMP trap.

To configure RMON alarms and events using the CLI, perform these tasks:

1. Configuring SNMP on page 6118

2. Configuring an Event on page 6118

3. Configuring an Alarm on page 6119
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Configuring SNMP

To configure SNMP:

1. Grant read-only access to all SNMP clients:

[edit snmp]
user@switch# set community community-name authorization authorization

For example:

[edit snmp]
user@switch# set community public authorization read-only

2. Grant read-write access to the RMON and jnx-rmonMIBs:

[edit snmp]
user@switch# set view view-name oid object-identifier include
user@switch# set view view-name oid object-identifier include
user@switch# set community community-name authorization authorization view view-name

For example:

[edit snmp]
user@switch# set view rmon-mib-view oid .1.3.6.1.2.1.16 include
user@switch# set view rmon-mib-view oid .1.3.6.1.4.1.2636.13 include
user@switch# set community private authorization read-write view rmon-mib-view

OIDs 1.3.6.1.2.1.16 and 1.3.6.1.4.1.2636.13 correspond to the RMON and jnxRmonMIBs.

3. Configure an SNMP trap group:

[edit snmp]
user@switch# set trap-group group-name categories category
user@switch# set trap-group group-name targets address

For example:

[edit snmp]
user@switch# set trap-group rmon-trap-group categories rmon-alarm
user@switch# set trap-group rmon-trap-group targets 192.168.5.5

The trap group rmon-trap-group is configured to send RMON traps to 192.168.5.5.

Configuring an Event

To configure an event:

1. Configure an event index, community name, and type:

[edit snmp rmon]
user@switch# set event index community community-name typetype

For example:

[edit snmp rmon]
user@switch# set event 1 community rmon-trap-group type log-and-trap

The event community corresponds to the SNMP trap group and is not the same as

an SNMP community. This event generates an SNMP trap and adds an entry to the

logTable in the RMONMIB.

2. Configure a description for the event:

[edit snmp rmon]
user@switch# set event index description description
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For example:

[edit snmp rmon]
user@switch# set event 1 description “rmon event”

Configuring an Alarm

To configure an alarm:

1. Configure an alarm index, the variable to monitor, the rising and falling thresholds,

and the corresponding rising and falling events:

[edit snmp rmon]
user@switch# set alarm index variable oid-variable falling-threshold integer rising-threshold
integer rising-event-index index falling-event-index index

For example:

[edit snmp rmon]
user@switch# set alarm 5 variable .1.3.6.1.4.1.2636.3.1.13.1.8.9.1.0.0 falling-threshold 75
rising-threshold 90 rising-event-index 1 falling-event-index 1

The variable .1.3.6.1.4.1.2636.3.1.13.1.8.9.1.0.0 corresponds to the jnxRmonMIB object

jnxOperatingCPU, which represents the CPU utilization of the Routing Engine. The

falling and rising threshold integers are 75 and 90. The rising and falling events both

generate the same event (event index 1).

2. Configure the sample interval and type and the alarm type:

[edit snmp rmon]
user@switch# set alarm index interval seconds sample-type (absolute-value | delta-value)
startup-alarm (falling-alarm | rising-alarm | rising-or-falling-alarm)

For example:

[edit snmp rmon]
user@switch# set alarm 5 interval 30 sample-type absolute-value
startup-alarm rising-or-falling-alarm

The absolute value of themonitored variable is sampled every 30 seconds. The initial

alarmcanoccurbecauseof risingabove the rising thresholdor fallingbelow the falling

threshold.

Related
Documentation

Configuring SNMP on page 1237•

• Juniper Networks Enterprise-Specific MIBs

• Monitoring RMONMIB Tables on page 6323

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Understanding RMON on page 6033

Configuring Health Monitoring

This topic describes how to configure the health monitor feature for QFX Series devices.

The health monitor feature extends the SNMP RMON alarm infrastructure to provide

predefinedmonitoring for a selected set of object instances (such as file system usage,

CPU usage, andmemory usage) and dynamic object instances (such as Junos OS

processes).
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To configure health monitoring:

1. Configure the health monitor:

[edit snmp]
user@switch# set health-monitor

2. Configure the falling threshold:

[edit snmp]
user@switch# set health-monitor falling-threshold percentage

For example:

user@switch# set health-monitor falling-threshold 85

3. Configure the rising threshold:

[edit snmp]
user@switch# set health-monitor rising-threshold percentage

For example:

user@switch# set health-monitor rising-threshold 75

4. Configure the interval:

[edit snmp]
user@switch# set health-monitor interval seconds

For example:

user@switch# set health-monitor interval 600

Related
Documentation

Understanding Health Monitoring on page 6037•

• falling-threshold on page 1296

• interval (Health Monitor) on page 1301

• rising-threshold (Health Monitor) on page 1331

Creating SNMPv3 Users

ForeachSNMPv3user, youcanspecify theusername,authentication type, authentication

password, privacy type, and privacy password. After a user enters a password, a key

based on the engine ID and password is generated and is written to the configuration

file. After the generation of the key, the password is deleted from this configuration file.

NOTE: You can configure only one encryption type for each SNMPv3 user.

To create users, include the user statement at the [edit snmp v3 usm local-engine]
hierarchy level:

[edit snmp v3 usm local-engine]
user username;

username is the name that identifies the SNMPv3 user.
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To configure user authentication and encryption, include the following statements at
the [edit snmp v3 usm local-engine user username] hierarchy level:

[edit snmp v3 usm local-engine user username]
authentication-md5 {
authentication-password authentication-password;

}
authentication-sha {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

Related
Documentation

Complete SNMPv3 Configuration Statements•

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Example: Creating SNMPv3 Users Configuration

• Example: SNMPv3 Configuration

Configuring Access Privileges for a Group

In SNMPv3, you can configure a group that sets the same access privileges for one or

more users. Configuring a group includes defining the security model and security level,

and associating one or more MIB view permissions for the group.

NOTE: Youmust associate at least one MIB viewwith the group. You can
associatemultiple MIB views (read, notify, write) to authorize different
permissions basedon the view. The viewnamecannot exceed32 characters.

To configure access privileges for a group:

1. To configure the group:

[edit snmp v3 vacm access]
user@switch# edit group group-name

2. To configure the context prefix of the SNMP instance for the group:

[edit snmp v3 vacm access group group-name]
user@switch# edit (default-context-prefix | context-prefix context-prefix)

For example, to configure the default context prefix:

[edit snmp v3 vacm access group group-name]
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user@switch# edit default-context-prefix

3. To configure the security model:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix)]

user@switch# edit security-model (any | usm | v1 | v2c)

For example, to configure the SNMPv3 user-based security model (USM):

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix)]

user@switch# edit security-model usm

4. To configure the security level:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c)]

user@switch# edit security-level (authentication | none | privacy)

Forexample, toconfigureasecurity level requiringuserauthenticationandencryption:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c)]

user@switch# edit security-level privacy

NOTE: Access privileges are granted to all packets with a security level
equal toor greater than that configured. If youare configuring theSNMPv1
or v2c securitymodel, usenoneasyour security level. If youare configuring

theSNMPv3securitymodel (USM),use theauthentication,none, orprivacy

security level.

5. (Optional) To associate a read-only MIB view with an SNMP group:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication |
none | privacy)]

user@switch# edit read-view view-name

6. (Optional)ToassociateaMIBviewwithanSNMPnotificationpermission foranSNMP

group:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication |
none | privacy)]

user@switch# edit notify-view view-name

7. (Optional) To associate a MIB view with write permission for an SNMP group:

[edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication |
none | privacy)]

user@switch# edit write-view view-name

Related
Documentation

SNMPv3 Overview on page 6031•

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

Copyright © 2014, Juniper Networks, Inc.6122

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Assigning a Security Name to a Group

In SNMPv3, each username is associated with a security name. The security name,

together with the SNMP engine ID, is included in SNMPmessages to ensure messaging

security.

Before you assign a security name to a group, first create the security name. For an

SNMPv3 client, the security name is the username configured at the [edit snmp v3 usm

local-engine user username] hierarchy level. For SNMPv1 or v2c clients, the security name

is thecommunitystringconfiguredat the [editsnmpv3snmp-communitycommunity-index]

hierarchy level.

Assigning a security name to a group includes configuring a securitymodel for the group,

assigning the security name to the group, and configuring the group.

To assign an SNMP security name to a group:

1. To configure a security model for the group:

[edit snmp v3 vacm security-to-group]
user@switch# edit security-model (usm | v1 | v2c)

For example, to configure the SNMPv3 user-based security model (USM):

[edit snmp v3 vacm security-to-group]
user@switch# edit security-model usm

2. To associate the security name with a group:

[edit snmp v3 vacm security-to-group security-model (usm | v1 | v2c)]
user@switch# edit security-name security-name

3. To configure a group of SNMPv3 security names with the same security policy:

[edit snmp v3 vacm security-to-group security-model (usm | v1 | v2c) security-name
security-name]

user@switch# edit group group-name

Related
Documentation

Creating SNMPv3 Users on page 6120•

• group (Associating a Security Name) on page 6234

• security-model (Group) on page 6266

• security-name (Community String) on page 6268

• security-name (Security Group) on page 6269

Configuring SNMPv3 Traps on a Device Running Junos OS

In SNMPv3, you create traps and informs by configuring the notify, target-address, and

target-parameters parameters. Traps are unconfirmed notifications, whereas informs

are confirmed notifications. This section describes how to configure SNMP traps. For

informationaboutconfiguringSNMPinforms,see“ConfiguringSNMPInforms”onpage6125.
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The target address defines amanagement application’s address and parameters to be

used in sending notifications. Target parameters define the message processing and

security parameters that are used in sending notifications to a particular management

target. SNMPv3 also lets you define SNMPv1 and SNMPv2c traps.

NOTE: When you configure SNMP traps, make sure your configured access
privileges allow the traps to be sent. Access privileges are configured at the
[editsnmpv3vacmaccess]and [editsnmpv3vacmsecurity-to-group]hierarchy

levels.

ToconfigureSNMPtraps, include the following statementsat the [edit snmpv3]hierarchy
level:

[edit snmp v3]
notify name {
tag tag-name;
type trap;

}
notify-filter name {
oid object-identifier (include | exclude);

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system (SNMP logical-system;
port port-number;
routing-instance instance;
tag-list tag-list;
target-parameters target-parameters-name;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | v3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}

Related
Documentation

Configuring the SNMPv3 Trap Notification•

• Configuring the Trap Notification Filter

• Configuring the Trap Target Address

• Defining and Configuring the Trap Target Parameters

• Configuring SNMP Informs on page 6125

• Configuring the Remote Engine and Remote User

• Configuring the Inform Notification Type and Target Address

• Complete SNMPv3 Configuration Statements
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• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

Configuring SNMP Informs

Junos OS supports two types of notifications: traps and informs.With traps, the receiver

doesnot sendanyacknowledgmentwhen it receivesa trap. Therefore, the sender cannot

determine if the trapwas received. A trapmaybe lost because aproblemoccurredduring

transmission. To increase reliability, an inform is similar to a trap except that the inform

is stored and retransmitted at regular intervals until one of these conditions occurs:

• The receiver (target) of the inform returns an acknowledgment to the SNMP agent.

• A specified number of unsuccessful retransmissions have been attempted and the

agent discards the informmessage.

If the sender never receives a response, the inform can be sent again. Thus, informs are

more likely to reach their intended destination than traps are. Informs use the same

communications channel as traps (same socket and port) but have different protocol

data unit (PDU) types.

Informs aremore reliable than traps, but they consumemore network, router, and switch

resources (see Figure 216 on page6125). Unlike a trap, an inform is held inmemory until a

response is received or the timeout is reached. Also, traps are sent only once, whereas

an informmay be retried several times. Use informs when it is important that the SNMP

manager receive all notifications. However, if you are more concerned about network

traffic, or router and switch memory, use traps.

Figure 216: Inform Request and Response

For information about configuring SNMP traps, see “Configuring SNMPv3 Traps on a

Device Running Junos OS” on page 6123.

Related
Documentation

Configuring SNMPv3 Traps on a Device Running Junos OS on page 6123•

• Configuring the Remote Engine and Remote User

• Configuring the Inform Notification Type and Target Address

• Complete SNMPv3 Configuration Statements

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032
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Configuration Tasks for System LogMessages

• Junos OSMinimum System Logging Configuration on page 6126

• Junos OS System Log Configuration Statements on page 6127

• Adding a Text String to System Log Messages on page 6128

• Directing System Log Messages to a Log File on page 6128

• Directing System Log Messages to a Remote Machine on page 6129

• Directing System Log Messages to a User Terminal on page 6130

• Directing System Log Messages to the Console on page 6130

• Disabling the System Logging of a Facility on page 6131

• Displaying a Log File from a Single-Chassis System on page 6131

• Including Priority Information in System Log Messages on page 6132

• Including the Year or Millisecond in Timestamps on page 6134

• Logging Messages in Structured-Data Format on page 6134

• Interpreting Messages Generated in Structured-Data Format on page 6135

• Interpreting Messages Generated in Standard Format on page 6138

• Specifying Log File Size, Number, and Archiving Properties on page 6139

• Specifying the Facility and Severity of Messages to Include in the Log on page 6141

• Junos OS System Logging Facilities and Message Severity Levels on page 6141

• SystemLogDefaultFacilities forMessagesDirectedtoaRemoteDestinationonpage6143

• Junos OS System Log Alternate Facilities for Remote Logging on page 6143

• Changing theAlternativeFacilityName forRemoteSystemLogMessagesonpage6144

• Using Regular Expressions to Refine the Set of Logged Messages on page 6146

Junos OSMinimumSystem Logging Configuration

To record or view system logmessages, youmust include the syslog statement at the

[edit system] hierarchy level. Specify at least one destination for the messages, as

described in Table 580 on page 6126. For more information about the configuration

statements, see Single-Chassis System Logging Configuration Overview.

Table 580: MinimumConfiguration Statements for System Logging

MinimumConfiguration StatementsDestination

[edit system syslog]
file filename {
facility severity;

}

File

[edit system syslog]
user (username | *) {
facility severity;

}

Terminal session of one, several, or all
users
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Table 580: MinimumConfiguration Statements for System
Logging (continued)

MinimumConfiguration StatementsDestination

[edit system syslog]
console {
facility severity;

}

Router or switch console

[edit system syslog]
host (hostname | other-routing-engine) {
facility severity;

}

Remotemachine or the other Routing
Engine on the router or switch

Related
Documentation

Junos OS System Log Configuration Overview•

• Overview of Junos OS System Log Messages on page 6068

• Overview of Single-Chassis System Logging Configuration on page 6069

Junos OS System Log Configuration Statements

To configure the switch to log systemmessages, include the syslog statement at the

[edit system] hierarchy level:

[edit system]
syslog {
archive <files number> <size size> <world-readable | no-world-readable>;
console {
facility severity;

}
file filename {
facility severity;
archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm"><transfer-intervalminutes><world-readable |
no-world-readable>;

explicit-priority;
match "regular-expression";
structured-data {
brief;

}
}
host hostname {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string
match "regular-expression";

}
source-address source-address;
time-format (year | millisecond | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
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}
}

Related
Documentation

Overview of Junos OS System Log Messages on page 6068•

Adding a Text String to System LogMessages

To add a text string to every system logmessage directed to a remotemachine or to the

other Routing Engine, include the log-prefix statement at the [edit system syslog host]

hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
log-prefix string;

The string can contain any alphanumeric or special character except the equal sign ( = )

and the colon ( : ). It also cannot include the space character; do not enclose the string

in quotation marks (“ ”) in an attempt to include spaces in it.

The Junos OS system logging utility automatically appends a colon and a space to the

specified stringwhen the system logmessagesarewritten to the log. The string is inserted

after the identifier for the Routing Engine that generated themessage.

The following example shows how to add the string M120 to all messages to indicate

that the router is an M120 router, and direct the messages to the remote machine

hardware-logger.mycompany.com:

[edit system syslog]
host hardware-logger.mycompany.com {
any info;
log-prefix M120;

}

When these configuration statements are included on an M120 router called origin1, a

message in the system log on hardware-logger.mycompany.com looks like the following:

Mar9 17:33:23origin1M120:mgd[477]:UI_CMDLINE_READ_LINE: user ‘root’, command ‘run
show version’

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Specifying Log File Size, Number, and Archiving Properties on page 6139

• Overview of Single-Chassis System Logging Configuration on page 6069

Directing System LogMessages to a Log File

To direct system logmessages to a file in the /var/log directory of the local Routing

Engine, include the file statement at the [edit system syslog] hierarchy level:

[edit system syslog]
file filename {
facility severity;
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archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm"> <transfer-intervalminutes> <world-readable |
no-world-readable>;

explicit-priority;
match "regular-expression";
structured-data {
brief;

}
}

For the list of facilities and severity levels, see Specifying the Facility and Severity of

Messages to Include in the Log.

To prevent log files from growing too large, the JunosOS system logging utility by default

writes messages to a sequence of files of a defined size. By including the archive

statement, you can configure the number of files, their maximum size, andwho can read

them, either for all log files or for a certain log file. For more information, see “Specifying

Log File Size, Number, and Archiving Properties” on page 6139.

For information about the following statements, see the indicated sections:

• explicit-priority—See“IncludingPriority Information inSystemLogMessages”onpage6132

• match—See “Using Regular Expressions to Refine the Set of Logged Messages” on

page 6146

• structured-data—See Logging Messages in Structured-Data Format

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Junos OS System Log Messages on page 6068

• Logging Messages in Structured-Data Format on page 6134

• Examples: Configuring System Logging

• Examples: Configuring System Logging on page 6073

Directing System LogMessages to a RemoteMachine

To direct system logmessages to a remote machine, include the host statement at the

[edit system syslog] hierarchy level:

[edit system syslog]
host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";

}
source-address source-address;

Todirect system logmessages toa remotemachine, include thehosthostname statement

to specify the remote machine’s IP version 4 (IPv4) address or fully qualified hostname.

The remotemachinemustbe running the standard syslogdutility.Wedonot recommend
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directing messages to another Juniper Networks switch. In each system logmessage

directed to the remotemachine, the hostname of the local Routing Engine appears after

the timestamp to indicate that it is the source for the message.

For the list of logging facilities and severity levels to configure under the host statement,

see “Specifying the Facility and Severity of Messages to Include in the Log” on page 6141.

To record facility and severity level information in eachmessage, include the

explicit-priority statement. For more information, see “Including Priority Information in

System Log Messages” on page 6132.

For information about thematch statement, see “Using Regular Expressions to Refine

the Set of Logged Messages” on page 6146.

When directing messages to remote machines, you can include the source-address

statement to specify the IP address of the switch that is reported in the messages as

their source. In each host statement, you can also include the facility-override statement

to assign an alternative facility and the log-prefix statement to add a string to each

message.

Related
Documentation

Overview of Single-Chassis System Logging Configuration on page 6069•

Directing System LogMessages to a User Terminal

To direct system logmessages to the terminal session of one or more specific users (or

all users)when they are logged in to the local Routing Engine, include the user statement

at the [edit system syslog] hierarchy level:

[edit system syslog]
user (username | *) {
facility severity;
match "regular-expression";

}

Specify one ormore JunosOSusernames, separatingmultiple valueswith spaces, or use

the asterisk (*) to indicate all users who are logged in to the local Routing Engine.

For the list of logging facilities and severity levels, see Specifying the Facility and Severity

ofMessages to Include in the Log. For information about thematch statement, see “Using

Regular Expressions to Refine the Set of Logged Messages” on page 6146.

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

• Examples: Configuring System Logging

• Examples: Configuring System Logging on page 6073

Directing System LogMessages to the Console

To direct system logmessages to the console of the local Routing Engine, include the

console statement at the [edit system syslog] hierarchy level:
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[edit system syslog]
console {
facility severity;

}

For the list of logging facilities and severity levels, see Specifying the Facility and Severity

of Messages to Include in the Log.

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

• Examples: Configuring System Logging

• Examples: Configuring System Logging on page 6073

Disabling the System Logging of a Facility

To disable the logging of messages that belong to a particular facility, include the

facility none statement in the configuration. This statement is useful when, for example,

you want to log messages that have the same severity level and belong to all but a few

facilities. Insteadof includinga statement for each facility youwant to log, youcan include

the any severity statement and then a facility none statement for each facility that you

do not want to log. For example, the following logs all messages at the error level or

higher to the console, except for messages from the daemon and kernel facilities.

Messages from those facilities are logged to the file >/var/log/internals instead:

[edit system syslog]
console {
any error;
daemon none;
kernel none;

}
file internals {
daemon info;
kernel info;

}

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

Displaying a Log File from a Single-Chassis System

Todisplay a log file stored on a single-chassis system such as theQFX3500 switch, enter

Junos OS CLI operational mode and issue the following commands:

user@switch> show log log-filename
user@switch> file show log-file-pathname

By default, the commands display the file stored on the local Routing Engine.

The following example shows the output from the show logmessages command:

user@switch1> show log messages 
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
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Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 1
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 2
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 3
...
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Management 
process): new instance detected (variable: sysApplElmtRunMemory.5.6.2293)
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Command-line 
interface): new instance detected (variable: sysApplElmtRunMemory.5.8.2292)
...
Nov  4 12:08:30  switch1 rpdf[957]: task_connect: task BGP_100.10.10.1.6+179 addr
 10.10.1.6+179: Can't assign requested 
address
Nov  4 12:08:30  switch1 rpdf[957]: bgp_connect_start: connect 10.10.1.6 (Internal
 AS 100): Can't assign requested address
Nov  4 12:10:24  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'exit '
Nov  4 12:10:27  switch1 mgd[2293]: UI_DBASE_LOGOUT_EVENT: User 'jsmith' exiting
 configuration mode
Nov  4 12:10:31  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'show log messages 

The following example shows the output from the file show command. The file in the

pathname /var/log/processes has been previously configured to includemessages from

the daemon facility.

user@switch1> file show /var/log/processes
Feb 22 08:58:24 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 22 20:35:07 switch1 snmpd[359]: SNMPD_THROTTLE_QUEUE_DRAINED: 
trap_throttle_timer_handler: cleared all throttled traps
Feb 23 07:34:56 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 23 07:38:19 switch1 snmpd[359]: SNMPD_TRAP_COLD_START: trap_generate_cold: 
SNMP trap: cold start
...

Related
Documentation

Interpreting Messages Generated in Standard Format on page 6138•

• Interpreting Messages Generated in Structured-Data Format on page 6135

Including Priority Information in System LogMessages

The facility and severity level of a message are together referred to as its priority. By

default, messages logged in the standard Junos OS format do not include information

about priority. To include priority information in standard-format messages directed to

a file, include the explicit-priority statement at the [edit system syslog file filename]

hierarchy level:

[edit system syslog file filename]
facility severity;
explicit-priority;
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NOTE: Messages logged instructured-dataformat includepriority information
by default. If you include the structured-data statement at the [edit system

syslog file filename] hierarchy level along with the explicit-priority statement,

the explicit-priority statement is ignored andmessages are logged in

structured-data format.

For information about the structured-data statement, see Logging Messages

in Structured-Data Format. For information about the contents of a
structured-datamessage, see the JunosOSSystemLogMessages Reference.

To include priority information in messages directed to a remote machine or the other

Routing Engine, include the explicit-priority statement at the

[edit system syslog host (hostname | other-routing-engine)] hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
explicit-priority;

NOTE: The other-routing-engine option does not apply to the QFX Series.

The priority recorded in a message always indicates the original, local facility name. If

the facility-override statement is included formessages directed to a remote destination,

the JunosOSsystem loggingutility still uses thealternative facility name for themessages

themselves when directing them to the remote destination. For more information, see

“Changing theAlternativeFacilityName forRemoteSystemLogMessages”onpage6144.

When the explicit-priority statement is included, the Junos OS logging utility prepends

codes for the facility name and severity level to the message tag name, if the message

has one:

FACILITY-severity[-TAG]

(The tag is a unique identifier assigned to some JunosOS system logmessages; formore

information, see the Junos OS System Log Messages Reference.)

In the following example, the CHASSISD_PARSE_COMPLETEmessage belongs to the

daemon facility and is assigned severity info (6):

Aug 21 12:36:30 router1 chassisd[522]:%DAEMON-6-CHASSISD_PARSE_COMPLETE:
Using new configuration

When the explicit-priority statement is not included, the priority does not appear in the

message:

Aug 21 12:36:30 router1 chassisd[522]: CHASSISD_PARSE_COMPLETE: Using new
configuration

Formore information aboutmessage formatting, see the JunosOSSystemLogMessages

Reference.
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Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

• Examples: Configuring System Logging

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system logmessage specifies

the month, date, hour, minute, and second when themessage was logged, as in the

following example:

Aug 21 15:36:30

To include the year, the millisecond, or both, in the timestamp, include the time-format

statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

Themodified timestamp is used inmessages directed to each destination configured by

a file, console, or user statement at the [edit system syslog] hierarchy level, but not to

destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2010):

Aug 21 15:36:30.401 2010

NOTE: By default, messages logged in structured-data format include the
yearandmillisecond. If you include the structured-datastatementat the [edit

system syslog file filename] hierarchy level along with the time-format

statement, the time-format statement is ignored andmessages are logged

in structured-data format.

For informationabout thestructured-datastatement, see“LoggingMessages

inStructured-DataFormat” onpage6134. For informationabout interpreting
messages inastructured-data format, see “InterpretingMessagesGenerated
in Structured-Data Format” on page 6135.

LoggingMessages in Structured-Data Format

You can log messages to a file in structured-data format instead of the standard Junos

OS format. The structured-data format provides more information without adding

significant length, andmakes it easier for automated applications to extract information

from amessage.

The structured-data format complieswith Internet draftdraft-ietf-syslog-protocol-21.txt.

The draft establishes a standard message format regardless of the source or transport

protocol for loggedmessages.
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To output messages to a file in structured-data format, include the structured-data

statement at the [edit system syslog file filename] hierarchy level:

[edit system syslog file filename]
facility severity;
structured-data {
brief;
}

The optional brief statement suppresses the English-language text that appears by

default at the end of amessage to describe the error or event. For information about the

fields in a structured-data–format message, see “Interpreting Messages Generated in

Structured-Data Format” on page 6135.

The structured format is used for all messages logged to the file that are generated by

a Junos OS process or software library.

NOTE: If you include either or both of the explicit-priority and time-format

statementsalongwith the structured-datastatement, theyare ignored.These

statements apply to the standard Junos OS system log format, not to
structured-data format.

InterpretingMessages Generated in Structured-Data Format

By default, Junos OS processes and software libraries write messages to the system log

file in structured-data format. For information about the structured-data statement, see

Logging Messages in Structured-Data Format.

Structured-format makes it easier for automated applications to extract information

from themessage. In particular, the standardized format for reporting the value of

variables (elements in the English-languagemessage that vary depending on the

circumstances that triggered themessage) makes it easy for an application to extract

those values.

The structured-data format for a message includes the following fields (which appear

here on two lines only for legibility):

<priority code>version timestamp hostname process processID TAG [junos@2636.platform
variable-value-pairs] message-text

Table581onpage6136describes the fields. If the system loggingutility cannotdetermine

the value in a particular field, a hyphen ( - ) appears instead.
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Table 581: Fields in Structured-DataMessages

ExamplesDescriptionField

<165> for amessage from
the pfe facility
(facility=20) with
severity notice
(severity=5).

Number that indicates the facility and
severity of amessage. It is calculated by
multiplying the facility number by 8 and
then adding the numerical value of the
severity. For amapping of the numerical
codes to facility and severity, see
Specifying the Facility and Severity of
Messages to Include in the Log.

<priority code>

1 for the initial versionVersion of the Internet Engineering Task
Force (IETF) system logging protocol
specification.

version

2007-02-15T09:17:15.719Z
is 9:17 AMUTC on 15
February 2007.

2007-02-15T01:17:15.719
-08:00 is the same
timestampexpressed as
Pacific Standard Time in
the United States.

Timewhen themessagewasgenerated,
in one of two representations:

• YYYY-MM-DDTHH:MM:SS.MSZ is the
year,month, day, hour,minute, second
andmillisecond in Universal
Coordinated Time (UTC)

• YYYY-MM-DDTHH:MM:SS.MS+/-HH:MM
is the year, month, day, hour, minute,
second andmillisecond in local time;
the hour andminute that follows the
plus sign (+) or minus sign (-) is the
offsetof the local timezone fromUTC

timestamp

switch1Name of the host that originally
generated themessage.

hostname

mgdName of the Junos OS process that
generated themessage.

process

3046UNIX process ID (PID) of the Junos
process that generated themessage.

processID

UI_DBASE_LOGOUT_EVENTJunosOSsystemlogmessage tag,which
uniquely identifies the message.

TAG

junos@2636.1.1.1.2.18An identifier for the type of hardware
platform that generated themessage.
The junos@2636 prefix indicates that
the platform runs the Junos OS. It is
followed by a dot-separated numerical
identifier for the platform type.

junos@2636.platform

username="regress"A variable-value pair for each element
in themessage-text string that varies
depending on the circumstances that
triggered themessage. Each pair
appears in the format variable = "value".

variable-value-pairs
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Table 581: Fields in Structured-DataMessages (continued)

ExamplesDescriptionField

User 'regress' exiting
configurationmode

English-language description of the
event or error (omitted if the brief
statement is includedat the [edit system
syslog file filename structured-data]
hierarchy level).

message-text

By default, the structured-data version of amessage includes English text at the end, as

in the following example (which appears onmultiple lines only for legibility):

<165>1 2007-02-15T09:17:15.719Z router1 mgd 3046 UI_DBASE_LOGOUT_EVENT
[junos@2636.1.1.1.2.18 username="regress"] User 'regress' exiting configurationmode

When the brief statement is included at the [edit system syslog file filename

structured-data ] hierarchy level, the English text is omitted, as in this example:

<165>1 2007-02-15T09:17:15.719Z router1 mgd 3046 UI_DBASE_LOGOUT_EVENT
[junos@2636.1.1.1.2.18 username="regress"]

Table582onpage6137maps thecodes thatappear in thepriority-code field to facility and

severity level.

NOTE: Not all of the facilities and severities listed in Table 582 on page 6137
can be included in statements at the [edit system syslog] hierarchy level

(some are used by internal processes). For a list of the facilities and severity
levels that can be included in the configuration, see “Specifying the Facility
and Severity of Messages to Include in the Log” on page 6141.

Table 582: Facility and Severity Codes in the priority-code Field

debuginfonoticewarningerrorcriticalalert
Severity
emergencyFacility (number)

76543211kernel (0)

15141312111098user (1)

2322212019181716mail (2)

3130292827262524daemon (3)

3938373635343332authorization (4)

4746454443424140syslog (5)

5554535251504948printer (6)

6362616059585756news (7)

7170696867666564uucp (8)
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Table 582: Facility and Severity Codes in the priority-code
Field (continued)

debuginfonoticewarningerrorcriticalalert
Severity
emergencyFacility (number)

7978777675747372clock (9)

8786858483828180authorization-private
(10)

9594939291908988ftp (11)

10310210110099989796ntp (12)

111110109108107106105104security (13)

119118117116115114113112console (14)

135134133132131130129128local0 (16)

143142141140139138137136dfc (17)

151150149148147146145144local2 (18)

159158157156155154153152firewall (19)

167166165164163162161160pfe (20)

175174173172171170169168conflict-log (21)

183182181180179178177176change-log (22)

191190189188187186185184interactive-commands
(23)

InterpretingMessages Generated in Standard Format

Thesyntaxofastandard-formatmessagegeneratedbya JunosOSprocessor subroutine

library depends on whether it includes priority information:

• When the explicit-priority statement is includedat the [edit systemsyslog file filename]

or [edit system syslog host hostname ] hierarchy level, a system logmessage has the

following syntax:

timestamp  message-source: %facility–severity–TAG: message-text

• When directed to the console or to users, or when the explicit-priority statement is not

included for files or remote hosts, a system logmessage has the following syntax:

timestamp  message-source: TAG: message-text

Table 583 on page 6139 describes the message fields.

Copyright © 2014, Juniper Networks, Inc.6138

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 583: Fields in Standard-FormatMessages

DescriptionField

Time at which the message was logged.timestamp

Identifier of the process or component that generated themessage and the
routing platform on which the message was logged. This field includes two or
more subfields: hostname, process and process ID (PID). If the process does
not report its PID, the PID is not displayed. Themessage source subfields are
displayed in the following format:

hostname process[process-ID]

message-source

Code that specifies the facility to which the system logmessage belongs. For
a mapping of codes to facility names, see Table: Facility Codes Reported in
Priority Information in “Including Priority Information in System Log Messages”
on page 6132.

facility

Numerical code that represents the severity level assigned to the system log
message. For a mapping of codes to severity names, see Table: Numerical
Codes for Severity Levels Reported in Priority Information in “Including Priority
Information in System Log Messages” on page 6132.

severity

Text string that uniquely identifies the message, in all uppercase letters and
using the underscore (_) to separate words. The tag name begins with a prefix
that indicates the generating software process or library. The entries in this
reference are ordered alphabetically by this prefix.

Not all processes on a routing platform use tags, so this field does not always
appear.

TAG

Text of the message.message-text

Specifying Log File Size, Number, and Archiving Properties

To prevent log files from growing too large, by default the Junos system logging utility

writes messages to a sequence of files of a defined size. The files in the sequence are

referred to as archive files to distinguish them from the active file to whichmessages are

currently being written. The default maximum size depends on the platform type:

• 128 kilobytes (KB) for EX Series switches and J Series routers

• 1 megabyte (MB) for M Series, MX Series, and T Series routers

• 10 MB for TX Matrix or TX Matrix Plus routers

• 1 MB for the QFX Series

When an active log file called logfile reaches themaximum size, the logging utility closes

the file, compresses it, and names the compressed archive file logfile.0.gz. The logging

utility then opens andwrites to a new active file called logfile. This process is also known

as file rotation. When the new logfile reaches the configuredmaximum size, logfile.0.gz

is renamed logfile.1.gz, and thenew logfile is closed, compressed, and renamed logfile.0.gz.

By default, the logging utility creates up to 10 archive files in this manner. When the

maximum number of archive files is reached and when the size of the active file reaches
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the configuredmaximum size, the contents of the last archived file are overwritten by

the current active file. The logging utility by default also limits the users who can read

log files to the root user and users who have the Junos OSmaintenance permission.

Junos OS provides a configuration statement log-rotate-frequency that configures the

system log file rotation frequency by configuring the time interval for checking the log

file size. The frequency can be set to a value of 1 minute through 59minutes. The default

frequency is 15 minutes.

To configure the log rotation frequency, include the log-rotate-frequency statement at

the [edit system syslog] hierarchy level.

You can include the archive statement to change themaximum size of each file, how

many archive files are created, and who can read log files.

To configure values that apply to all log files, include the archive statement at the

[edit system syslog] hierarchy level:

archive <files number> <size size> <world-readable | no-world-readable>;

To configure values that apply to a specific log file, include the archive statement at the

[edit system syslog file filename] hierarchy level:

archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm"> <transfer-intervalminutes> <world-readable |
no-world-readable> ;

archive-sites site-name specifies a list of archive sites that you want to use for storing

files. The site-name value is any valid FTP URL to a destination. If more than one site

name is configured, a list of archive sites for the system log files is created. When a file

is archived, the router or switch attempts to transfer the file to the first URL in the list,

moving to the next site only if the transfer does not succeed. The log file is stored at the

archive site with the specified log filename. For information about how to specify valid

FTP URLs, see “Format for Specifying Filenames and URLs in Junos OS CLI Commands”

on page 57.

binary-dataMark file as containing binary data. This allows proper archiving of binary

files, such asWTMP files (login records for UNIX based systems). To restore the default

setting, include the no-binary-data statement.

files number specifies the number of files to create before the oldest file is overwritten.

The value can be from 1 through 1000.

size size specifies the maximum size of each file. The value can be from 64 KB (64k)

through 1 gigabyte (1g); to represent megabytes, use the letterm after the integer. There

is no space between the digits and the k,m, or g units letter.

start-time "YYYY-MM-DD.hh:mm" defines the date and time in the local time zone for a

one-time transfer of theactive log file to the first reachable site in the list of sites specified

by the archive-sites statement.

transfer-interval interval defines the amount of time the current log file remains open

(even if it has not reached themaximumpossible size) and receives newstatistics before
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it is closed and transferred to an archive site. This interval value can be from 5 through

2880minutes.

world-readable enables all users to read log files. To restore the default permissions,

include the no-world-readable statement.

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Examples: Configuring System Logging

• Overview of Single-Chassis System Logging Configuration on page 6069

• Routing Matrix with a TXMatrix Plus Router Solutions Page

Specifying the Facility and Severity of Messages to Include in the Log

Each system logmessage belongs to a facility, which is a group of messages that are

either generated by the same software process or concern a similar condition or activity

(such as authentication attempts). Eachmessage is also preassigned a severity level,

which indicates how seriously the triggering event affects router functions.

When you configure logging for a facility and destination, you specify a severity level for

each facility. Messages from the facility that are rated at that level or higher are logged

to the destination:

[edit system syslog]
(console | file filename | host destination | user username) {
facility severity;

}

Related
Documentation

Junos OS System Logging Facilities and Message Severity Levels on page 6141•

• Single-Chassis System Logging Configuration Overview

• Examples: Configuring System Logging

• Overview of Single-Chassis System Logging Configuration on page 6069

Junos OS System Logging Facilities andMessage Severity Levels

Table 584 on page 6141 lists the Junos system logging facilities that you can specify in

configuration statements at the [edit system syslog] hierarchy level.

Table 584: Junos OS System Logging Facilities

Type of Event or ErrorFacility

All (messages from all facilities)any

Authentication and authorization attemptsauthorization

Changes to the Junos OS configurationchange-log

Specified configuration is invalid on the router typeconflict-log
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Table 584: Junos OS System Logging Facilities (continued)

Type of Event or ErrorFacility

Actions performed or errors encountered by system processesdaemon

Events related to dynamic flow capturedfc

Packet filtering actions performed by a firewall filterfirewall

Actions performed or errors encountered by the FTP processftp

Commands issued at the Junos OS command-line interface (CLI) prompt
or by a client application such as a Junos XML protocol or NETCONF XML
client

interactive-commands

Actions performed or errors encountered by the Junos OS kernelkernel

Actions performed or errors encountered by the Packet Forwarding Enginepfe

Actions performed or errors encountered by user-space processesuser

Table 585 on page 6142 lists the severity levels that you can specify in configuration

statementsat the [edit systemsyslog]hierarchy level. The levels fromemergency through

info are in order from highest severity (greatest effect on functioning) to lowest.

Unlike the other severity levels, the none level disables logging of a facility instead of

indicatinghowseriously a triggeringevent affects routing functions. Formore information,

see “Disabling the System Logging of a Facility” on page 6131.

Table 585: System LogMessage Severity Levels

DescriptionSeverityLevel

Includes all severity levelsany

Disables logging of the associated facility to a destinationnone

System panic or other condition that causes the router to stop functioningemergency

Conditions that require immediate correction, such as a corrupted system
database

alert

Critical conditions, such as hard errorscritical

Error conditions that generally have less serious consequences than errors at
the emergency, alert, and critical levels

error

Conditions that warrant monitoringwarning

Conditions that are not errors but might warrant special handlingnotice
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Table 585: System LogMessage Severity Levels (continued)

DescriptionSeverityLevel

Events or nonerror conditions of interestinfo

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

• Examples: Configuring System Logging

System Log Default Facilities for Messages Directed to a Remote Destination

Table 586 on page 6143 lists the default alternative facility name next to the Junos

OS-specific facility name for which it is used. For facilities that are not listed, the default

alternative name is the same as the local facility name.

Table 586: Default Facilities for Messages Directed to a Remote
Destination

Default FacilityWhen Directed to Remote Destination
Junos OS–specific Local
Facility

local6change-log

local5conflict-log

local1dfc

local3firewall

local7interactive-commands

local4pfe

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

Junos OS System Log Alternate Facilities for Remote Logging

Table 587 on page 6143 lists the facilities that you can specify in the facility-override

statement.

Table 587: Facilities for the facility-override Statement

DescriptionFacility

Authentication and authorization attemptsauthorization

Actions performed or errors encountered by system processesdaemon
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Table 587: Facilities for the facility-override Statement (continued)

DescriptionFacility

Actions performed or errors encountered by the FTP processftp

Actions performed or errors encountered by the Junos OS kernelkernel

Local facility number 0local0

Local facility number 1local1

Local facility number 2local2

Local facility number 3local3

Local facility number 4local4

Local facility number 5local5

Local facility number 6local6

Local facility number 7local7

Actions performed or errors encountered by user-space processesuser

Wedonot recommend including the facility-override statementat the [edit systemsyslog

host other-routing-engine] hierarchy level. It is not necessary to use alternative facility

names when directing messages to the other Routing Engine, because its Junos OS

system logging utility can interpret the Junos OS-specific names.

Related
Documentation

Examples: Assigning an Alternative Facility•

• Single-Chassis System Logging Configuration Overview

• Overview of Single-Chassis System Logging Configuration on page 6069

Changing the Alternative Facility Name for Remote System LogMessages

Some facilities assigned to messages logged on the local router or switch have Junos

OS-specific names (see Table 584 on page 6141). In the recommended configuration, a

remote machine designated at the [edit system syslog host hostname] hierarchy level is

not a Juniper Networks router or switch, so its syslogd utility cannot interpret the Junos

OS-specific names. To enable the standard syslogd utility to handle messages from

these facilities whenmessages are directed to a remote machine, a standard localX

facility name is used instead of the Junos OS-specific facility name.

Table 586 on page 6143 lists the default alternative facility name next to the Junos

OS-specific facility name it is used for.
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The syslogd utility on a remote machine handles all messages that belong to a facility

in the same way, regardless of the source of the message (the Juniper Networks router

or switch or the remote machine itself). For example, the following statements in the

configuration of the router called local-router direct messages from the authorization

facility to the remote machinemonitor.mycompany.com:

[edit system syslog]
host monitor.mycompany.com {
authorization info;

}

The default alternative facility for the local authorization facility is also authorization. If

the syslogd utility onmonitor is configured to write messages belonging to the

authorization facility to the file /var/log/auth-attempts, then the file contains themessages

generated when users log in to local-router and themessages generated when users log

in tomonitor. Although the name of the source machine appears in each system log

message, the mixing of messages frommultiple machines canmake it more difficult to

analyze the contents of the auth-attempts file.

To make it easier to separate the messages from each source, you can assign an

alternative facility to all messages generated on local-routerwhen they are directed to

monitor. You can then configure the syslogd utility onmonitor to write messages with

the alternative facility to a different file frommessages generated onmonitor itself.

To change the facility used for all messages directed to a remote machine, include the

facility-override statement at the [edit system syslog host hostname] hierarchy level:

[edit system syslog host hostname]
facility severity;
facility-override facility;

In general, it makes sense to specify an alternative facility that is not already in use on

the remote machine, such as one of the localX facilities. On the remote machine, you

must also configure the syslogd utility to handle the messages in the desired manner.

Table 587 on page 6143 lists the facilities that you can specify in the facility-override

statement.

Wedonot recommend including the facility-override statementat the [edit systemsyslog

host other-routing-engine] hierarchy level. It is not necessary to use alternative facility

names when directing messages to the other Routing Engine, because its Junos OS

system logging utility can interpret the Junos OS-specific names.

The following example shows how to log all messages generated on the local router at

the error level or higher to the local0 facility on the remote machine called

monitor.mycompany.com:

[edit system syslog]
host monitor.mycompany.com {
any error;
facility-override local0;

}
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The following example shows how to configure routers located in California and routers

located in New York to sendmessages to a single remote machine called

central-logger.mycompany.com.Themessages fromCaliforniaareassigned toalternative

facility local0 and themessages fromNewYork are assigned to alternative facility local2.

• Configure California routers to aggregate messages in the local0 facility:

[edit system syslog]
host central-logger.mycompany.com {
change-log info;
facility-override local0;

}

• Configure New York routers to aggregate messages in the local2 facility:

[edit system syslog]
host central-logger.mycompany.com {
change-log info;
facility-override local2;

}

On central-logger, you can then configure the system logging utility to write messages

from the local0 facility to the file change-log and themessages from the local2 facility

to the file new-york-config.

Related
Documentation

Table 586 on page 6143•

• Junos OS System Log Alternate Facilities for Remote Logging on page 6143

• Examples: Assigning an Alternative Facility

• Examples: Assigning an Alternative Facility on page 6075

Using Regular Expressions to Refine the Set of LoggedMessages

The predefined facilities group together relatedmessages, but you can also use regular

expression matching to specify more exactly which messages from a facility are logged

to a file, a user terminal, or a remote destination.

To specify the text string that must (or must not) appear in a message for the message

to be logged to a destination, include thematch statement and specify the regular

expression which the text string must match:

match "regular-expression";

You can include this statement at the following hierarchy levels:

• [edit system syslog file filename] (for a file)

• [edit systemsysloguser (username | *)] (for a specific user sessionor for all user sessions

on a terminal)

• [edit system syslog host (hostname | other-routing-engine)] (for a remote destination)

In specifying the regular expression, use the notation defined in POSIX Standard 1003.2

for extended (modern) UNIX regular expressions. Explaining regular expression syntax
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is beyond thescopeof thisdocument, butPOSIXstandardsareavailable fromthe Institute

of Electrical and Electronics Engineers (IEEE, http://www.ieee.org).

Table 588 on page 6147 specifies which character or characters arematched by some of

the regular expression operators that you can use in the match statement. In the

descriptions, the term term refers to either a single alphanumeric character or a set of

characters enclosed in square brackets, parentheses, or braces.

NOTE: Thematch statement is not case-sensitive.

Table 588: Regular Expression Operators for thematch Statement

MatchesOperator

One instance of any character except the space.. (period)

Zero or more instances of the immediately preceding term.* (asterisk)

One or more instances of the immediately preceding term.+ (plus sign)

Zero or one instance of the immediately preceding term.? (question mark)

One of the terms that appears on either side of the pipe operator.| (pipe)

Any string except the one specified by the expression, when the
exclamation point appears at the start of the expression. Use of the
exclamation point is Junos OS-specific.

! (exclamation point)

Start of a line, when the caret appears outside square brackets.

One instance of any character that does not follow it within square
brackets, when the caret is the first character inside square brackets.

^ (caret)

End of a line.$ (dollar sign)

One instance of one of the enclosed alphanumeric characters. To
indicate a range of characters, use a hyphen ( - ) to separate the
beginning and ending characters of the range. For example, [a-z0-9]
matches any letter or number.

[ ] (paired square
brackets)

One instance of the evaluated value of the enclosed term.
Parenthesesareused to indicate theorder of evaluation in the regular
expression.

( ) (paired parentheses)

Using Regular
Expressions

Filter messages that belong to the interactive-commands facility, directing those that
include the string configure to the terminal of the root user:

[edit system syslog]
user root {
interactive-commands any;
match “.*configure.*”;
}
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Messages like the following appear on the root user’s terminal when a user issues a

configure command to enter configuration mode:

timestamp router-namemgd[PID]: UI_CMDLINE_READ_LINE: User 'user', command
'configure private'

Filter messages that belong to the daemon facility and have a severity of error or higher,

directing themto the file /var/log/process-errors. Omitmessagesgeneratedby theSNMP

process (snmpd), instead directing them to the file /var/log/snmpd-errors:

[edit system syslog]
file process-errors {
daemon error;
match “!(.*snmpd.*)”;
}
file snmpd-errors {
daemon error;
match “.*snmpd.*”;
}

Related
Documentation

Single-Chassis System Logging Configuration Overview•

• Overview of Single-Chassis System Logging Configuration on page 6069

• Examples: Configuring System Logging

• Examples: Configuring System Logging on page 6073

Configuration Statements for Network Management

• connection-limit on page 6149

• destination-override on page 6150

• no-remote-trace on page 6150

• protocol-version on page 6151

• rate-limit on page 6152

• ssh on page 6153

• telnet on page 6154

• tracing on page 6155
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connection-limit

Syntax connection-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumberof connections sessions for each typeof systemservices

(finger, ftp, ssh, telnet, xnm-clear-text, or xnm-ssl) per protocol (either IPv6 or IPv4).

Options limit—(Optional)Maximumnumberof establishedconnectionsper protocol (either IPv6

or IPv4).

Range: 1 through 250

Default: 75

NOTE: The actual number of maximum connections depends on the
availability of system resources, andmight be fewer than the configured
connection-limit value if the system resources are limited.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications

• Configuring DTCP-over-SSH Service for the Flow-Tap Application

• Configuring Finger Service for Remote Access to the Router

• Configuring FTP Service for Remote Access to the Router or Switch

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243

• Configuring Telnet Service for Remote Access to a Router or Switch
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destination-override

Syntax destination-override {
syslog host ip-address;

}

Hierarchy Level [edit system tracing]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Override thesystem-wideconfigurationof theswitchat the [edit systemtracing]hierarchy

level. This statement has no effect if system tracing is not configured.

Options syslog—System process log files to send to the remote tracing host.

• syslog—System process log files to send to the remote tracing host.

• host ip-address—IP address to which to send tracing information.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Tracing and Logging Operations on page 5979

• tracing on page 304

no-remote-trace

Syntax no-remote-trace

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the switch to disable remote tracing after remote tracing has been enabled.

Default Remote tracing is disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• tracing on page 304
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protocol-version

Syntax protocol-version version;

Hierarchy Level [edit system services ssh]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the secure shell (SSH) protocol version.

Default v2—SSH protocol version 2 is the default, introduced in Junos OS Release 11.4.

Options version—SSH protocol version: v1, v2, or both.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SSH Protocol Version on page 1244
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rate-limit

Syntax rate-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the maximum number of connections attempts per protocol (either IPv6 or

IPv4) on an access service.

Default 150 connections

Options rate-limit limit—(Optional)Maximumnumberofconnectionattemptsallowedperminute,

per IP protocol (either IPv4 or IPv6).

Range: 1 through 250

Default: 150

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications
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ssh

Syntax ssh {
ciphers [ cipher-1 cipher-2 cipher-3 ...];
client-alive-count-max seconds;
client-alive-interval seconds;
connection-limit limit;
hostkey-algorithm <algorithm|no-algorithm>;
key-exchange <algorithm>;
macs <algorithm>;
max-sessions-per-connection <number>;
no-tcp-forwarding;
protocol-version [v1 v2];
rate-limit limit;
root-login (allow | deny | deny-password);

}

Hierarchy Level [edit system services]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

client-alive-intervalandclient-alive-max-countstatements introduced in JunosOSRelease

12.2.

Description Allow SSH requests from remote systems to the local router or switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSH Service for Remote Access to the Router or Switch on page 1243
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telnet

Syntax telnet {
connection-limit limit;
rate-limit limit;

}

Hierarchy Level [edit system services]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Provide Telnet connections from remote systems to the local router or switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Telnet Service for Remote Access to a Router or Switch
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tracing

Syntax tracing {
destination-override syslog host ip-address;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the switch to enable remote tracing to a specified host IP address.

NOTE: The tracing statement is not supported on the QFX3000QFabric

system.

The following processes are supported:

• chassisd—Chassis-control process

• eventd—Event-processing process

• cosd—Class-of-service process

If you enabled remote tracing but wish to disable it for specific processes on the switch,

use the no-remote-trace statement at the [edit system process-name traceoptions]

hierarchy level.

Default Remote tracing is disabled by default.

Options destination-overridesysloghost ip-address—Overrides theglobal configuration for system

tracing and has no effect if the tracing statement is not configured.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Tracing and Logging Operations on page 5979

• destination-override on page 245

Configuration Statements for Automation

• allow-transients on page 6156

• apply-macro on page 6157

• checksum on page 6158

• command on page 6159

• commit on page 6160
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• description on page 6161

• direct-access on page 6161

• file (Commit Scripts) on page 6162

• file (Op Scripts) on page 6163

• no-allow-url on page 6164

• op on page 6165

• optional on page 6166

• refresh (Commit Scripts) on page 6167

• refresh (Op Scripts) on page 6168

• refresh-from (Commit Scripts) on page 6169

• refresh-from (Op Scripts) on page 6170

• scripts on page 6171

• source (Commit Scripts) on page 6172

• source (Op Scripts) on page 6173

allow-transients

Syntax allow-transients;

Hierarchy Level [edit system scripts commit]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, enable transient configuration changes to be committed.

Default Transient changes are disabled by default. If you do not include the allow-transients

statement, and an enabled script generates transient changes, the command-line

interface (CLI) generates an error message and the commit operation fails.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Generating a Persistent or Transient Change

• Creating a Macro to Read the Custom Syntax and Generate Related Configuration

Statements
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apply-macro

Syntax apply-macro apply-macro-name {
parameter-name parameter-value;

}

Hierarchy Level All hierarchy levels

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description With commit script macros, use custom syntax in your configuration.

Macros work by locating apply-macro statements that you include in the candidate

configurationandusing the values specified in theapply-macro statementasparameters

to a set of instructions (the macro) defined in a commit script. The commit script alters

your configuration from one that contains custom syntax into a full configuration

containing standard Junos OS statements.

In effect, your custom configuration syntax serves a dual purpose. The syntax allows you

to simplify your configuration tasks, and it provides data (or hooks) that are used by

commit script macros.

You can include the apply-macro statement at any level of the configuration hierarchy.

You can includemultiple apply-macro statements at each level of the configuration

hierarchy; however, eachmust have a unique name.

Options apply-macro-name—Name of the apply-macro statement.

parameter-name—One or more parameters. Parameters can be any text you want to

include in your configuration.

parameter-value—A value that corresponds to the parameter name. Parameter values

can be any text you want to include in your configuration.

Required Privilege
Level

configure—To enter configurationmode; other required privilege levels depend onwhere

the statement is located in the configuration hierarchy.

Related
Documentation

• Overview of Creating Custom Configuration Syntax with Macros

6157Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



checksum

Syntax checksum (md5 | sha-256 | sha1) hash;

Hierarchy Level [edit event-options event-script file filename],
[edit system scripts commit file filename],
[edit system scripts op file filename]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For JunosOScommitscriptsandopscripts, specify theMD5,SHA-1,orSHA-256checksum

hash. When it executes a local event, commit, or op script, Junos OS verifies the

authenticity of the script by using the configured checksum hash.

Options md5 hash—MD5 checksum of this script.

sha-256 hash—SHA-256 checksum of this script.

sha1 hash—SHA-1 checksum of this script.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Configuring Checksum Hashes for a Commit Script

• Configuring Checksum Hashes for an Event Script

• Configuring Checksum Hashes for an Op Script

• Executing an Op Script from a Remote Site

• filechecksummd5onpage336command in theSystemBasicsandServicesCommand

Reference

• file checksum sha-256 on page 338 command in the System Basics and Services

Command Reference

• filechecksumsha1onpage337command in theSystemBasicsandServicesCommand

Reference
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command

Syntax command filename-alias;

Hierarchy Level [edit system scripts op file filename]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS op scripts, configure a filename alias for the script file. This allows you to

run the script by referencing either the script filename or the filename alias.

Options filename-alias—Alias for the script file.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Enabling an Op Script and Defining a Script Alias
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commit

Syntax commit {
allow-transients;
direct-access;
file filename {
checksum (md5 | sha-256 | sha1) hash;
optional;
refresh;
refresh-from url;
source url;

}
max-datasize
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit system scripts]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, configure the commit-time scripting mechanism.

Options The statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Storing and Enabling Scripts
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description

Syntax description descriptive-text;

Hierarchy Level [edit system scripts op file filename]
[edit system scripts op file filename arguments argument-name]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS op scripts, provide a help-text string that appears in the command-line

interface (CLI).

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Configuring Help Text for Op Scripts

• Declaring Arguments in Op Scripts

• file (Op Scripts) on page 6163

direct-access

Syntax direct-access;

Hierarchy Level [edit system scripts commit]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify that commit scripts read input configurations directly from the database when

inspecting these scripts for errors.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Executing Large Commit Scripts
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file (Commit Scripts)

Syntax file filename {
checksum (md5 | sha-256 | sha1) hash;
optional;
refresh;
refresh-from url;
source url;

}

Hierarchy Level [edit system scripts commit]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, enable a commit script that is located in the

/var/db/scripts/commit directory.

Options filename—Name of an Extensible Stylesheet Language Transformations (XSLT) or

Stylesheet Language Alternative Syntax (SLAX) file containing a commit script.

The remaining statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Controlling Execution of Commit Scripts During Commit Operations
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file (Op Scripts)

Syntax file filename {
arguments {
argument-name {
description descriptive-text;

}
}
checksum (md5 | sha-256 | sha1) hash;
command filename-alias;
description descriptive-text;
refresh;
refresh-from url;
source url;

}

Hierarchy Level [edit system scripts op]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS op scripts, enable an op script that is located in the /var/db/scripts/op

directory.

Options filename—The name of an Extensible Stylesheet Language Transformations (XSLT) or

Stylesheet Language Alternative Syntax (SLAX) file containing an op script.

The statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Enabling an Op Script and Defining a Script Alias
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no-allow-url

Syntax no-allow-url;

Hierarchy Level [edit system scripts op]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS op scripts, prohibit the remote execution of scripts. When you include this

configuration statement, the op url operational mode command generates an error and

does not permit you to execute the op script from a remote site.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• file (Op Scripts) on page 6163

• Executing an Op Script from a Remote Site
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op

Syntax op {
file filename {
arguments {
argument-name {
description descriptive-text;

}
}
checksum (md5 | sha-256 | sha1) hash;
command filename-alias;
description descriptive-text;
max-datasize
refresh;
refresh-from url;
source url;

}
no-allow-url
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit system scripts]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS op scripts, configure an operation scripting mechanism.

Options The statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Storing and Enabling Scripts
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optional

Syntax optional;

Hierarchy Level [edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, allow a commit operation to succeed even if the script

specified in the file statement is missing from the /var/db/scripts/commit directory on

the device.

NOTE: On the QFabric system, commit scripts are stored in the
/pbdata/mgd_shared/partition-ip/var/db/scripts/commit/ directory on the

Director device.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Controlling Execution of Commit Scripts During Commit Operations
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refresh (Commit Scripts)

Syntax refresh;

Hierarchy Level [edit system scripts commit],
[edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, overwrite the local copy of all enabled commit scripts or

a single enabled script located in the /var/db/scripts/commit directory with the copy

located at the source URL, as specified in the source statement at the same hierarchy

level.

The update operation occurs as soon as you issue the set refresh configuration mode

command. Issuing the set refresh command does not add the refresh statement to the

configuration. Thus the command behaves like an operational mode command by

executing an operation, instead of adding a statement to the configuration.

NOTE: On the QFabric system, commit scripts are stored in the
/pbdata/mgd_shared/partition-ip/var/db/scripts/commit/ directory on the

Director device.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using a Master Source Location for a Script

• refresh-from (Commit Scripts) on page 6169

• source (Commit Scripts) on page 6172
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refresh (Op Scripts)

Syntax refresh;

Hierarchy Level [edit system scripts op],
[edit system scripts op file filename]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 on the QFX Series.

Description For Junos OS op scripts, overwrite the local copy of all enabled op scripts or a single

enabled script located in the /var/db/scripts/op directory with the copy located at the

source URL, specified in the source statement at the same hierarchy level.

The update operation occurs as soon as you issue the set refresh configuration mode

command. Issuing the set refresh command does not add the refresh statement to the

configuration. Thus the command behaves like an operational mode command by

executing an operation, instead of adding a statement to the configuration.

NOTE: On the QFabric system, op scripts are stored in the
/pbdata/mgd_shared/partition-ip/var/db/scripts/op/ directory on the Director

device.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using a Master Source Location for a Script

• refresh-from (Op Scripts) on page 6170

• source (Op Scripts) on page 6173
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refresh-from (Commit Scripts)

Syntax refresh-from url;

Hierarchy Level [edit system scripts commit],
[edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, overwrite the local copy of all enabled commit scripts or

a single enabled script located in the /var/db/scripts/commit directory with the copy

located at a URL other than the URL specified in the source statement.

The update operation occurs as soon as you issue the set refresh-from url configuration

mode command. Issuing the set refresh-from command does not add the refresh-from

statement to the configuration. Thus the command behaves like an operational mode

commandby executing an operation, instead of adding a statement to the configuration.

NOTE: This statement is not supported on the QFabric system.

Options url—The source specified as a Hypertext Transfer Protocol (HTTP) URL, FTP URL, or

secure copy (scp)-style remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using an Alternate Source Location for a Script

• refresh (Commit Scripts) on page 6167

• source (Commit Scripts) on page 6172
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refresh-from (Op Scripts)

Syntax refresh-from url;

Hierarchy Level [edit system scripts op],
[edit system scripts op file filename]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 on the QFX Series.

Description For Junos OS op scripts, overwrite the local copy of all enabled op scripts or a single

enabled script located in the /var/db/scripts/op directory with the copy located at a URL

other than the URL specified in the source statement.

The update operation occurs as soon as you issue the set refresh-from url configuration

mode command. Issuing the set refresh-from command does not add the refresh-from

statement to the configuration. Thus the command behaves like an operational mode

commandby executing an operation, instead of adding a statement to the configuration.

NOTE: This statement is not supported on the QFabric system.

Options url—Source specified as a Hypertext Transfer Protocol (HTTP) URL, FTP URL, or secure

copy (scp)-style remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using an Alternate Source Location for a Script

• refresh (Op Scripts) on page 6168

• source (Op Scripts) on page 6173
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scripts

Syntax scripts {
commit {
allow-transients;
direct-access;
file filename {
checksum (md5 | sha-256 | sha1) hash;
optional;
refresh;
refresh-from url;
source url;

}
max-datasize
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
}
load-scripts-from-flash;
op {
file filename {
arguments {
argument-name {
description descriptive-text;

}
}
checksum (md5 | sha-256 | sha1) hash;
command filename-alias;
description descriptive-text;
max-datasize
refresh;
refresh-from url;
source url;

}
no-allow-url
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
}
synchronize;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.
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Description For Junos OS commit or op scripts, configure scripting mechanisms.

NOTE: The traceoptions statement is not supported on QFabric systems.

Options The statements are explained separately.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Storing and Enabling Scripts

source (Commit Scripts)

Syntax source url;

Hierarchy Level [edit system scripts commit file filename]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For Junos OS commit scripts, specify the location of the source file for an enabled script

located in the /var/db/scripts/commit directory. When you include the refresh statement

at the same hierarchy level and commit the configuration, the local copy is overwritten

by the version stored at the specified URL.

NOTE: On the QFabric system, commit scripts are stored in the
/pbdata/mgd_shared/partition-ip/var/db/scripts/op/ directory on the Director

device.

Options url—Thesource specifiedasanHTTPURL, FTPURL, or scp-style remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using a Master Source Location for a Script

• Overview of Updating Scripts from a Remote Source

• refresh (Commit Scripts) on page 6167

• refresh-from (Commit Scripts) on page 6169
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source (Op Scripts)

Syntax source url;

Hierarchy Level [edit system scripts op file filename]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For JunosOSopscripts, specify the locationof the source file for anenabled script located

in the /var/db/scripts/op directory. When you include the refresh statement at the same

hierarchy level, the local copy is overwritten by the version stored at the specified URL.

NOTE: On the QFabric system, commit scripts are stored in the
/pbdata/mgd_shared/partition-ip/var/db/scripts/op/ directory on the Director

device.

Options url—Master source file for an op script specified as an HTTP URL, FTP URL, or scp-style

remote file specification.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Using a Master Source Location for a Script

• refresh (Op Scripts) on page 6168

• refresh-from (Op Scripts) on page 6170

Configuration Statements for Network Analytics

• address (Analytics Collector) on page 6175

• analytics on page 6176

• collector (Analytics) on page 6180

• depth-threshold on page 6181

• export-profiles on page 6182

• file (Analytics) on page 6184

• interface (Export Profiles) on page 6185

• interfaces (Analytics Resource) on page 6186

• interfaces (Analytics) on page 6187

• latency-threshold on page 6189

• local (Analytics Collector) on page 6190

• queue-statistics on page 6191
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• resource (Analytics) on page 6192

• resource-profiles (Analytics) on page 6193

• streaming-servers on page 6194

• system (Analytics Resource) on page 6196

• system (Export Profiles) on page 6197

• traceoptions (Analytics) on page 6198

• traffic-statistics on page 6199
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address (Analytics Collector)

Syntax address ip-address {
port number {
transport protocol {
export-profile profile-name;

}
}

}

Hierarchy Level [edit services analytics collector]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure theaddressof a remote server to receive streamedanalytics (queueand traffic

statistics) data.

NOTE: The address statement is available in Junos OS Release 13.2X51-D15

or later.

Options ip-address—IP address of the remote server receiving the streamed data.

port number—Port number of the remote server receiving the streaming data.

export-profile profile-name—Name of the export profile containing the parameters for

the analytics data being streamed.

transport protocol—A transport protocol used to stream data to the port.

Values:

• tcp—Transmission Control Procol (TCP)

• udp—User Datagram Protocol (UDP)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176

• show analytics collector on page 6353
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analytics

Syntax Junos OS Release 13.2X51-D15 and later:

analytics {
collector {
local {
file filename {
size size;
files number;

}
}
address ip-address {
port number {
transport protocol {
export-profile profile-name;

}
}

}
}
export-profiles {
profile-name {
interface {
information;
statistics {
queue;
traffic;

}
status {
link;
queue;
traffic;

}
}
stream-format format;
system {
information;
status {
queue;
traffic;

}
}

}
}
resource {
interfaces {
interface-name {
resource-profile name;

}
}
system {
polling-interval {
queue-monitoring interval;
traffic-monitoring interval;

}
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resource-profile name;
}

}
resource-profiles {
profile-name {
depth-threshold {
high number;
low number;

}
latency-threshold {
high number;
low number;

}
no-queue-monitoring;
no-traffic-monitoring;
queue-monitoring;
traffic-monitoring;

}
}
traceoptions {
file filename {
files number;
size size;

}
}

}
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Junos OS Release 13.2X50-D15 and 13.2X51-D10 only:

analytics {
interfaces {
all {
depth-threshold high number low number;
latency-threshold high number low number;
queue-statistics;
no-queue-statistics;
traffic-statistics;
no-traffic-statistics;

}
interface-name {
depth-threshold high number low number;
latency-threshold high number low number;
queue-statistics;
no-queue-statistics;
traffic-statistics;
no-traffic-statistics;

}
}
queue-statistics {
file filename {
files number-of-files;
size size;

}
interval interval;

}
streaming-servers {
address ip-address {
port number {
stream-format format;
stream-type type

}
}

}
traceoptions {
file filename {
files number;
size size;

}
}
traffic-statistics {
file filename {
files number-of-files;
size size;

}
interval interval;

}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.
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Description Configure the network analytics feature that includes monitoring for traffic and queue

statistics. Thenetwork analytics processes running on thePacket Forwarding Engine and

Routing Engine collect and analyze the data, and generate reports that may be saved in

log files or sent as streaming data to remote servers.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• show analytics traffic-statistics on page 6365

• show analytics streaming-servers on page 6363

• show analytics status on page 6360

• show analytics queue-statistics on page 6358

• show analytics configuration on page 6355
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collector (Analytics)

Syntax collector {
local {
file filename {
size size;
files number;

}
}
address ip-address {
port number {
transport protocol {
export-profile profile-name;

}
}

}
}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure a local file for storing network analytics statistics and/or a remote server for

receiving streamed statistics data.

NOTE: The collector statement is available in Junos OS Release 13.2X51-D15

or later.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000
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depth-threshold

Syntax depth-threshold {
high number;
low number;

}

Hierarchy Level [edit services analytics interfaces]
[edit services analytics resource-profiles]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement in the [edit services analytics resource-profiles] hierarchy level introduced in

Junos OS Release 13.2X51-D15.

Description If network analytics queue statistics monitoring is enabled, specify the high and low

values (inbytes)of thequeuedepth (buffer) threshold. If youconfigureadepth threshold,

you cannot configure the latency threshold. You can configure the depth threshold for

one interface or all interfaces. Specify the high and low queue depth threshold numbers:

NOTE: The configuration for a specific interface supersedes the global
configuration for all interfaces.

Options high number—Specify the maximum value for the depth threshold.

Range: 1 to 1,250,000,000 bytes

Default:

• Junos OS Release 13.2X51-D10 or later—0 bytes

• Junos OS Release 13.2X50-D15—14,680,064 bytes (14 MB)

low number—Specify the minimum value for the depth threshold.

Range: 1 to 1,250,000,000 bytes

Default:

• Junos OS Release 13.2X51-D10 or later—0 bytes

• Junos OS Release 13.2X50-D15—1024 bytes (1 KB)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176

• latency-threshold on page 6189

• resource-profiles (Analytics) on page 6193
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export-profiles

Syntax export-profiles {
profile-name {
interface {
information;
statistics {
queue;
traffic;

}
status {
link;
queue;
traffic;

}
}
stream-format format;
system {
information;
status {
queue;
traffic;

}
}

}
}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure an profile to specify the network analytics data being streamed to remote

servers. Each profile is a template that defines the type of data being streamed.

NOTE: The export-profile statement is available in Junos OS Release

13.2X51-D15 or later.

Options profile-name—Name of the export profile containing the configuration of the data being

streamed.

stream-format format—Format of the streaming data being sent to a server. Only one

format can be sent to each port on a server.

Values:

• csv—Comma-separated Values (CSV). Data sent in this format is newline
separated, and each record contains one stream type (queue or traffic data) per

interface.Each record contains either a “q” for aqueue statistics, or a “t” for a traffic

statistics.
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• gpb—Google Protocol Buffers (GPB). Data sent in this format has a hierachical
format, and is categorized by resource type (system or interfaces), which is

specified in themessageheader.Youcangeneratedata formatted inother formats

(CSV, TSV, and JSON) from GPB-encoded data.

Eachmessage includes a 8-byte header containing the following information:

• Bytes 0 to 3—Length of the message.

• Byte 4—Message version.

• Bytes 5 to 7—Reserved for future use.

NOTE: A schema file called analytics.proto containing the definitions

of the GPBmessages is available for downloading from the following
location:

http://www.juniper.net/techpubs/en_US/junos13.2/information-products/pathway-pages/qfx-series/network-mgmt.html

• json—JavaScript Object Notation (JSON). Data sent in this format is newline
separated, and each record contains one stream type (queue or traffic data) per

interface. Each record contains either “queue-statistics” or “traffic-statistics” in

the “record type” field.

• tsv—Tab-separated Values (TSV). Data sent in this format is newline separated,
and each record contains one stream type (queue or traffic data) per interface.

Each record contains a “q” for a queue statistics, or a “t” for a traffic statistics.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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file (Analytics)

Syntax file filename {
files number-of-files;
size size;

}

Hierarchy Level [edit services analytics collector local]
[edit services analytics queue-statistics]
[edit services analytics traffic-statistics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Enable the logging of queue or traffic monitoring statistics in a local file. This statement

does not enable monitoring.

Default This feature is disabled by default.

Options filename—Specify a filename for storing queue and traffic monitoring statistics in the

Comma-separated Values (CSV) format. The file is stored in the /var/log/ directory

of your device.

If you do not specify a filename, the data is not stored in a file.

NOTE: In Junos OS Release 13.2X51-D15 or later, you configure a single
filename to store both queue and traffic monitoring statistics. In Junos
OS Release 13.2X51-D10 and earlier, you configure separate files for
storingmonitoring data, one for queue statistics, and another for traffic
statistics.

files number-of-files—Specify the number of files to store locally. After the number of

files with the maximum file size is reached, the system starts over and writes the

data to the first file.

Range: 2 to 1,000 files.

size size—Configure the file size in megabytes (MB).

Syntax: xm to specify MB.

Range: 10 to 4095MB

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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interface (Export Profiles)

Syntax interface {
information;
statistics {
queue;
traffic;

}
status {
link;
queue;
traffic;

}
}

Hierarchy Level [edit services analytics export-profiles]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure an export profile for streaming network analytics data for a specific interface

to remote servers. Eachprofile is a template that defines the typeof databeing streamed

for that interface.

NOTE: The interface statement is available in Junos OS Release 13.2X51-D15

or later.

Options information—Information for the specified interface.

statistics—Type of monitoring statistics to be streamed.

Values:

• queue

• traffic

status—Status information about the interface to be streamed.

Values:

• link

• queue

• traffic

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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interfaces (Analytics Resource)

Syntax interfaces {
interface-name {
resource-profile profile-name;

}
}

Hierarchy Level [edit services analytics resource]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Apply the network analytics resource profile to an interface for which you wish to enable

queue or traffic statistics monitoring. The resource profile is a template that specifies

the parameters for queue and traffic monitoring, as well as for the depth and latency

thresholds.

NOTE: The interfaces statement in the [edit services analytics resource]

hierarchy is available in Junos OS Release 13.2X51-D15 or later.

Options interface-name—Name of the interface for which a resource profile has been configured.

resource-profile profile-name—Name of a resource profile containing the analytics

parameters that have been specified for interfaces. Information contained in a

resource profile includes the configuration of queue and trafficmonitoring (whether

enabledordisabled), andvalues for thedepthand latency thresholds (if applicable).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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interfaces (Analytics)

Syntax interfaces {
all {
depth-threshold high number low number;
latency-threshold high number low number;
queue-statistics;
no-queue-statistics;
traffic-statistics;
no-traffic-statistics;

}
interface-name {
depth-threshold high number low number;
latency-threshold high number low number;
queue-statistics;
no-queue-statistics;
traffic-statistics;
no-traffic-statistics;

}
}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure physical interfaces for monitoring traffic and queue statistics by the network

analytics processes running on the Packet Forwarding Engine and Routing Engine. You

may specify one interface or all interfaces in your configuration.

NOTE: The configuration for a specific interface supersedes the global
configuration forall interfaces.Youcanconfigure trafficandqueuemonitoring
for physical interfaces only; logical interfaces andVirtual Chassis port (VCP)
interfaces are not supported.

NOTE: Disabling thequeueor trafficmonitoring(using theno-queue-statistics

orno-traffic-statisticsconfigurationstatements)supersedes theconfiguration

(enabling) of the feature.

Options all—Configure all interfaces on the device for high-frequency monitoring.

interface-name—Name of the interface to configure for high-frequency monitoring.

no-queue-statistics—Disable the collection of queue statistics.
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NOTE: Theno-queue-statisticsstatementsupersedesthequeue-statistics

statement.

no-traffic-statistics—Disable the collection of traffic statistics.

NOTE: Theno-traffic-statisticsstatementsupersedes the traffic-statistics

statement.

queue-statistics—Enable the collection of queue statistics for a specific interface or all

interfaces.

traffic-statistics—Enable the collection of traffic statistics for a specific interface or all

interfaces.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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latency-threshold

Syntax latency-threshold {
high number;
low number;

}

Hierarchy Level [edit services analytics interfaces]
[edit services analytics resource-profiles]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement in the [edit services analytics resource-profiles] hierarchy level introduced in

Junos OS Release 13.2X51-D15.

Description If network analytics queue statistics monitoring is enabled, specify the high and low

values (inmicroseconds) of the latency threshold of the queue. If you configure a latency

threshold, you cannot configure the depth threshold. You can configure the latency

threshold for one interface or all interfaces. Specify the high and low latency threshold

numbers:

NOTE: The configuration for a specific interface supersedes the global
configuration for all interfaces.

Options high number—Specify the maximum value for the latency threshold.

Range:

• Junos OS Release 13.2X51-D15 or later—1 to 100,000,000 nanoseconds (0.001 to

100,000microseconds)

• Junos OS Release 13.2X51-D10 or earlier—1 to 100,000microseconds

Default:

• Junos OS Release 13.2X51-D15 or later—1,000,000 nanoseconds (1000

microseconds or 1 millisecond)

• Junos OS Release 13.2X51-D10—1000microseconds

• Junos OS Release 13.2X50-D15—900microseconds

low number—Specify the minimum value for the latency threshold.

Range:

• Junos OS Release 13.2X51-D15 or later—1 to 100,000,000 nanoseconds

• Junos OS Release 13.2X51-D10 or earlier—1 to 100,000microseconds

Default:

• Junos OS Release 13.2X51-D15 or later—100 nanoseconds (0.1 microseconds)

• Junos OS Release 13.2X51-D10—50microseconds
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• Junos OS Release 13.2X50-D15—300microseconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176

• depth-threshold on page 6181

local (Analytics Collector)

Syntax local {
file filename {
size size;
files number;

}
}

Hierarchy Level [edit services analytics collector]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure a local file for logging network analytics (queue and traffic) statistics.

NOTE: The local statement is available in Junos OS Release 13.2X51-D15 or

later.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• collector (Analytics) on page 6180
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queue-statistics

Syntax queue-statistics {
file filename {
files number-of-files;
size size;

}
interval interval;

}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Enable the logging of queue statistics in a local file. This statement does not enable

queue statistics monitoring.

To enable queuemonitoring, youmust specify the queue-statistics configuration

statement at the [edit services analytics interfaces] hierarchy level.

Default This feature is disabled by default.

Options interval interval—Configure the polling interval in milliseconds.

NOTE: Youcanconfigure thepolling interval forqueuestatisticsglobally
for all interfaces only. Due to limitations and variations in the hardware
capability of different devices, youmight see a difference in value
between the actual interval and configured interval.

Range:

• JunosOSRelease 13.2X50-D15—8to 1000milliseconds(8milliseconds to 1 second)

• Junos OS Release 13.2X51-D10 or later—10 to 1000milliseconds (10milliseconds

to 1 second)

NOTE: In Junos OS Release 13.2X51-D10 or later, if you configured an
interval of less than 10milliseconds, the following warningmessages
appear during the commit process:Queue statistics polling interval can

notbe less than 10millisecondsandSettingQueuestatisticspolling interval

to 10milliseconds. Thesemessages do not stop the commit operation,

but the interval is automatically set to 10milliseconds.

Default:

• Junos OS Release 13.2X50-D15—8milliseconds

• Junos OS Release 13.2X51-D10 or later—10milliseconds
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The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176

resource (Analytics)

Syntax resource {
interfaces {
interface-name {
resource-profile profile-name;

}
}
system {
polling-interval {
queue-monitoring interval;
traffic-monitoring interval;

}
resource-profile profile-name;

}
}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure network analytics resources such as resource profiles (for interfaces and

system), and polling intervals (for queue and traffic monitoring).

NOTE: The resource statement is available in Junos OS Release 13.2X51-D15

or later.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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resource-profiles (Analytics)

Syntax resource-profiles {
profile-name {
depth-threshold {
high number;
low number;

}
latency-threshold {
high number;
low number;

}
no-queue-monitoring;
no-traffic-monitoring;
queue-monitoring;
traffic-monitoring;

}
}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure resource profiles that are used as templates for specifying network analytics

parameters. Youuse resourceprofiles toenableanddisablequeueand trafficmonitoring,

andspecifydepthand latency thresholdsasapplicable.Onceyouhavedefineda resource

profile, you can apply it specifically to individual interfaces, or globally to a system.

NOTE: The resource-profiles statement is available in Junos OS Release

13.2X51-D15 or later.

The remaining statements are explained separately.

Options profile-name—Specify a name for the resource profile.

no-queue-monitoring—Disable queuemonitoring.

no-traffic-monitoring—Disable traffic monitoring.

queue-monitoring—Enable queuemonitoring.

traffic-monitoring—Enable traffic monitoring.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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streaming-servers

Syntax streaming-servers {
address ip-address {
port number {
stream-format format;
stream-type type

}
}

}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure remoteservers to receive streamingoutput for thenetworkanalyticsmonitoring

of traffic and queue statistics. The streaming function supports TCP connections only,

and sends records separated by a newline character.

NOTE: Before you use the remote server to receive streaming data, youmust
set up the TCP server software to process records that are separated by the
newline character (\n).

You can configure multiple servers andmultiple ports on each server to receive the

streamingdata.Youcanconfiguredifferent streamingdata typesand formats fordifferent

ports on a server, but you can configure only one streaming type and one format for each

port on a server.

Options address ip-address—IP address of the remote server receiving the streaming data.

port number—Port number of the remote server receiving the streaming data.

stream-format format—Format of the streaming data being sent to a server. Only one

format can be sent to each port on a server.

Values:

• csv—Comma-separated Values (CSV). Records sent in this format contain a “q”
for a queue statistics, or a “t” for a traffic statistics.

• json—JavaScript Object Notification (JSON). Records sent in this format contain
“queue-statistics” or “traffic-statistics” in the “record type” field.

• tsv—Tab-separated Values (TSV). Records sent in this format contain a “q” for a
queue statistics, or a “t” for a traffic statistics.

stream-type type—Type of streaming data sent to a port. You can specify different types

of streaming data to be sent to different ports on the same server.

Values:

• queue-statistics
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• traffic-statistics

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• Understanding Network Analytics Streaming Data on page 6008

• analytics on page 6176
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system (Analytics Resource)

Syntax system {
polling-interval {
queue-monitoring interval;
traffic-monitoring interval;

}
resource-profile profile-name;

}

Hierarchy Level [edit services analytics resource]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Applyanetworkanalytics resourceprofile toasystemforwhich youwish toenablequeue

or traffic monitoring. The resource profile is a template that specifies the parameters for

queue and traffic monitoring, as well as for the depth and latency thresholds.

NOTE: The systemstatement in the [edit servicesanalytics resource]hierarchy

is available in Junos OS Release 13.2X51-D15 or later.

Options polling-interval—Configure the polling interval for queue and traffic monitoring:

queue-monitoring polling-interval—Configure the queuemonitoring interval in

milliseconds.

Range: 1 to 1000milliseconds (1 millisecond to 1 second)

traffic-monitoringpolling-interval—Configure the trafficmonitoring interval in seconds.

Range: 1 to 300 seconds (1 second to 5minutes)

resource-profileprofile-name—Nameof a resource profile containing the global analytics

parameters that have been configured for the system. Information contained in a

resource profile includes the configuration of queue and trafficmonitoring (whether

enabledordisabled), andvalues for thedepthand latency thresholds (if applicable).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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system (Export Profiles)

Syntax system {
information;
status {
queue;
traffic;

}
}

Hierarchy Level [edit services analytics export-profiles]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure a system-wide export profile for streaming network analytics data to remote

servers. Each profile is a template that defines the type of data being streamed for that

system.

NOTE: The system statement is available in Junos OS Release 13.2X51-D15

or later.

Options information—Information for the system.

status—System status information to be streamed.

Values:

• queue

• traffic

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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traceoptions (Analytics)

Syntax traceoptions {
file filename;
files number-of-files;
size size;

}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Configure traceoptions for the network analytics daemon (analyticsd) running on the

Routing Engine.

Options file filename—Specify a filename for storing the traceoptions data. The file is stored in

the /var/log/ directory of your device.

If you do not specify a filename, the data is not stored in a file.

files number-of-files—Specify the number of files to store locally. After the number files

witsh the maximum file size is reached, the system starts over and writes the data

to the first file.

Range: 2 to 1,000 files.

size size—Configure the file size in megabytes (MB).

Syntax: xm to specify MB.

Range: 10 to 4095MB

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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traffic-statistics

Syntax traffic-statistics {
file filename {
files number-of-files;
size size;

}
interval interval;

}

Hierarchy Level [edit services analytics]

Release Information Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Enable the loggingof traffic statistics in a local file. This statementdoesnot enable traffic

statistics monitoring.

To enable themonitoring of traffic statistics, configure the traffic-statistics configuration

statement at the [edit services analytics interfaces] hierarchy level.

Default This feature is disabled by default.

Options file filename—Specify a filename for storing the traffic statistics in the JavaScript Object

Notification (JSON) format. The file is stored in the /var/log/directory of your device.

If you do not specify a filename, the data is not stored in a file.

files number-of-files—Specify the number of files to store locally. After the number files

with themaximum file size is reached, the system starts over and writes the data to

the first file.

Range: 2 to 1,000 files.

interval interval—Configure the polling interval in seconds.

NOTE: Youcanconfigure thepolling interval for traffic statistics globally
for all interfaces only. Due to limitations and variations in the hardware
capability of different devices, youmight see a difference in value
between the actual interval and configured interval.

Range:

• JunosOSRelease 13.2X51-D10or later—2 to300seconds (2 seconds to5minutes)

• Junos OS Release 13.2X50-D15—1 to 300 seconds (1 second to 5minutes)

NOTE: In Junos OS Release 13.2X51-D10 or later, if you configured an
interval of less than 2 seconds, the following warningmessages appear
during the commit process:
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Traffic statistics polling interval can not be less than 2 seconds, and

Setting Traffic statistics polling interval to 2 seconds.

Thesemessages do not stop the commit operation, but the interval is
automatically set to 2 seconds.

Default:

• Junos OS Release 13.2X50-D15—1 second

• Junos OS Release 13.2X51-D10 or later—2 seconds

size size—Configure the file size in megabytes (MB).

Syntax: xm to specify MB.

Range: 10 to 4095MB

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176

Configuration Statements for sFlow Technology

• agent-id on page 6201

• collector (sFlow Technology) on page 6201

• interfaces (sFlow) on page 6202

• polling-interval on page 6203

• sample-rate on page 6204

• sflow on page 6205

• source-ip on page 6206

• traceoptions (sFlow Technology) on page 6207

• udp-port on page 6208
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agent-id

Syntax agent-id ip-address;

Hierarchy Level [edit protocols sflow]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the IP address of the sFlow agent. If you do not configure the sFlow agent ID,

the IP address for the agent is dynamically created using the IP address of an interface

configured on the QFX Series device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• sflow on page 6205

collector (sFlow Technology)

Syntax collector ip-address {
udp-port port-number;

}

Hierarchy Level [edit protocols sflow]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a remote collector for sFlow network traffic monitoring. The device sends

sFlow UDP datagrams to the configured collector for analysis. You can configure up to

four collectors on the device. You specify the IP address for each collector you configure.

The remaining statement is explained separately.

Options ip-address—IP address of the collector.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079
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interfaces (sFlow)

Syntax interfaces interface-name {
polling-interval seconds;
sample-rate number;

}

Hierarchy Level [edit protocols sflow]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure sFlow network traffic monitoring on the specified interface on the device. You

can configure sFlow parameters (polling interval, sample rate) with different values on

different interfaces.

The remaining statements are explained separately.

Options interface-name—Name of the interface on which to configure sFlow parameters.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079
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polling-interval

Syntax polling-interval seconds;

Hierarchy Level [edit protocols sflow],
[edit protocols sflow interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the rate (in seconds) at which successive samples of interface statistics

(counters) are taken.

Default If no polling interval is configured for a particular interface, the device uses the global

polling interval configuredat the [editprotocols sflow]hierarchy level. If no global interval

is configured, the device uses the default polling interval of 20 seconds.

Options seconds—Number of seconds between successive samples of interface statistics.

Specifying a value of 0 (zero) disables the polling.

Range: 0 through 3600 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079
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sample-rate

Syntax sample-rate number;

Hierarchy Level [edit protocols sflow],
[edit protocols sflow interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the denominator (number) of the ratio that is the sample rate in sFlow traffic

monitoring. For example, to configure a sample rate of 1 in 1000 packets, you specify a

number of 1000.

Default If no sample rate is configured for aparticular interface, thedeviceuses theglobal sample

rate configured at the [edit protocols sflow] hierarchy level. If no global rate is configured,

the device uses the default sample rate of 1 in 2000 packets.

Options number—Denominator of the ratio representing the sample rate (one packet out of

number).

Range: 1 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079
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sflow

Syntax sflow {
agent-id ip-address;
collector ip-address {
udp-port port-number;

}
interfaces interface-name {
polling-interval number;
sample-rate {
egress number;
ingress number;

}
}
polling-interval number;
sample-rate {
egress number;
ingress number;

}
source-ip ip-address;
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag;
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure sFlow technology to monitor traffic continuously on specified interfaces

simultaneously. sFlow data can be used to characterize network activity.

The remaining statements are explained separately.

Default The sFlow protocol is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079
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source-ip

Syntax source-ip ip-address;

Hierarchy Level [edit protocols sflow]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the source IP address to be used for sFlow datagrams. If you do not configure

a source IP address, it is dynamically created based on the IP address of an Ethernet

interface configured on the QFX Series device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• sflow on page 6205
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traceoptions (sFlow Technology)

Syntax traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag;
}

Hierarchy Level [edit protocols sflow]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Define tracing operations for sFlow technology.

Default The traceoptions feature is disabled.

Options file filename—Name of the file to receive the tracing operation output. Enclose the name

in quotation marks. Output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0. Incoming trace file

data is logged in thenowempty trace-file.When trace-fileagain reaches itsmaximum

size, trace-file.0 is renamed trace-file.1 and trace-file is renamed trace-file.0. This

renaming scheme continues until the maximum number of trace files is reached.

Then the oldest trace file is overwritten.

If you specify themaximumnumber of files, youmust also specify themaximum file

size using the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

• all—Trace all sFlowmonitoring events.

• client-server—Trace sFlowmonitoring client-server events.

• configuration—Trace sFlowmonitoring configuration events.

• interface—Trace sFlowmonitoring interface events.

• rtsock—Trace routing socket code events.

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

no-world-readable—(Optional) Prevent any user from reading the trace file.

replace—(Optional) Replace an existing trace file if there is one.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it
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is renamed trace-file.0. Incoming trace file data is logged in the nowempty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If youspecify amaximumfile size, youmustalso specify amaximumnumberof trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB

Default: 128 KB

world-readable—(Optional) Allow any user to read the trace file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Overview of sFlow Technology

udp-port

Syntax udp-port port-number;

Hierarchy Level [edit protocols sflow collector]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the UDP port for a remote collector for sFlow network traffic monitoring. The

device sends sFlow UDP datagrams to the collector for analysis.

Default Port 6343

Options port-number—UDP port number for this collector.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring sFlow Technology on page 6108

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079

Configuration Statements for SNMP

• access (SNMP) on page 6212

• address (SNMP) on page 6212

• address-mask on page 6213

• agent-address on page 6213

• alarm (SNMP RMON) on page 6214
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• authentication-md5 on page 6215

• authentication-none on page 6216

• authentication-password on page 6217

• authentication-sha on page 6218

• authorization on page 6219

• bucket-size on page 6220

• categories on page 6220

• client-list on page 6221

• client-list-name on page 6221

• clients on page 6222

• commit-delay on page 6222

• community (SNMP) on page 6223

• community (RMON) on page 6224

• community-name (SNMP) on page 6225

• contact on page 6226

• description (SNMP) on page 6226

• description (RMON) on page 6227

• destination-port (SNMP) on page 6227

• engine-id on page 6228

• event on page 6229

• falling-event-index (RMON) on page 6230

• falling-threshold (Health Monitor) on page 6231

• falling-threshold (RMON) on page 6232

• falling-threshold-interval on page 6233

• filter-duplicates on page 6233

• filter-interfaces on page 6234

• group (Associating a Security Name) on page 6234

• group (Configuring Access Privileges) on page 6235

• health-monitor on page 6236

• history on page 6237

• interface (SNMP) on page 6238

• interface (RMON) on page 6239

• interval (Health Monitor) on page 6239

• interval (RMON) on page 6240

• local-engine on page 6241

• location on page 6242

• message-processing-model on page 6242
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• name on page 6243

• nonvolatile on page 6243

• notify on page 6244

• notify-filter (Applying to the Management Target) on page 6245

• notify-filter (Configuring the Profile Name) on page 6245

• notify-view on page 6246

• oid on page 6246

• oid (SNMPv3) on page 6247

• owner on page 6248

• parameters on page 6248

• port (SNMP) on page 6249

• privacy-3des on page 6250

• privacy-aes128 on page 6251

• privacy-des on page 6252

• privacy-none on page 6252

• privacy-password on page 6253

• read-view on page 6254

• remote-engine on page 6255

• request-type on page 6256

• retry-count (SNMPv3) on page 6257

• rising-event-index on page 6258

• rising-threshold (Health Monitor) on page 6259

• rising-threshold (RMON) on page 6260

• rmon on page 6261

• sample-type on page 6262

• security-level (Defining Access Privileges) on page 6263

• security-level (Generating SNMP Notifications) on page 6264

• security-model (Access Privileges) on page 6265

• security-model (Group) on page 6266

• security-model (SNMP Notifications) on page 6267

• security-name (Community String) on page 6268

• security-name (Security Group) on page 6269

• security-name (SNMP Notifications) on page 6270

• security-to-group on page 6271

• snmp on page 6272

• snmp-community on page 6276

• source-address (SNMP) on page 6276
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• startup-alarm on page 6277

• syslog-subtag on page 6278

• tag (Configuring Notification Targets) on page 6278

• tag (Configuring the SNMP Community) on page 6279

• tag-list on page 6279

• target-address on page 6280

• target-parameters on page 6281

• targets on page 6282

• timeout on page 6282

• traceoptions (SNMP) on page 6283

• trap-group on page 6285

• trap-options on page 6286

• type (RMONNotification) on page 6287

• type (SNMPv3) on page 6288

• user on page 6288

• usm on page 6289

• v3 on page 6291

• vacm on page 6293

• variable on page 6294

• version on page 6295

• view (Configuring a MIB View) on page 6296

• view (Associating MIB Viewwith a Community) on page 6297

• write-view on page 6297
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access (SNMP)

Syntax access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}

Hierarchy Level [edit snmp v3 vacm]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set SNMP access limits.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

address (SNMP)

Syntax address address;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the SNMP target address for receiving traps or informs.

Options address—IPv4 address of the system to receive traps or informs. Youmust specify an

address, not a hostname.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• Configuring SNMP on page 1237

• Example: Configuring SNMP on page 6083
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address-mask

Syntax address-mask address-mask;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 on the QFX Series.

Description Define and verify the source addresses for a group of target addresses for SNMP traps

and informs.

Options address-mask—Define a range of addresses.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Address Mask

agent-address

Syntax agent-address outgoing-interface;

Hierarchy Level [edit snmp trap-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the agent address of all SNMPv1 traps generated by this router or switch. Currently,

the only option is outgoing-interface, which sets the agent address of each SNMPv1 trap

to the address of the outgoing interface of that trap.

Options outgoing-interface—Value of the agent address of all SNMPv1 traps generated by this

routeror switch.Theoutgoing-interfaceoptionsets theagentaddressofeachSNMPv1

trap to the address of the outgoing interface of that trap.

Default: Disabled (the agent address is not specified in SNMPv1 traps).

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Agent Address for SNMP Traps
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alarm (SNMPRMON)

Syntax alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type (get-next-request | get-request | walk-request);
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
variable oid-variable;

}

Hierarchy Level [edit snmp rmon]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure RMON alarm entries.

Options index—Identifies this alarm entry as an integer.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Alarm Entry and Its Attributes

• event (SNMP)

• Configuring RMON Alarms and Events on page 6117

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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authentication-md5

Syntax authentication-md5 {
authentication-password authentication-password;

}

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure MD5 as the authentication type for the SNMPv3 user.

NOTE: You can only configure one authentication type for each SNMPv3
user.

The remaining statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MD5 Authentication
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authentication-none

Syntax authentication-none;

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure that there should be no authentication for the SNMPv3 user.

NOTE: You can configure only one authentication type for each SNMPv3
user.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring No Authentication
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authentication-password

Syntax authentication-password authentication-password;

Hierarchy Level [edit snmp v3 usm local-engine user username authentication-md5],
[edit snmp v3 usm local-engine user username authentication-sha],
[edit snmp v3 usm remote-engine engine-id user username authentication-md5],
[edit snmp v3 usm remote-engine engine-id user username authentication-sha]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the password for user authentication.

Options authentication-password—Password that a user enters. The password is then converted

into a key that is used for authentication.

SNMPv3 has special requirements when you create plain-text passwords on a router or

switch:

• The passwordmust be at least eight characters long.

• The password can include lowercase letters, uppercase letters, numbers, and the

following special characters:

, . / \ < > ; : ' [ ] { } ~ ! @ # $% ^ * _ + = - `

In addition, the following special characters are also supported, but youmust enclose

themwithin quotation marks (“”) if you enter them on the CLI; if you use a Network

Management System to enter the password, the quotation marks are not required:

| & ( ) ?

Control characters—entered by simultaneously pressing the Ctrl key and additional

keys—are not supported.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MD5 Authentication

• Configuring SHA Authentication
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authentication-sha

Syntax authentication-sha {
authentication-password authentication-password;

}

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the secure hash algorithm (SHA) as the authentication type for the SNMPv3

user.

NOTE: You can configure only one authentication type for each SNMPv3
user.

The remaining statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SHA Authentication
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authorization

Syntax authorization authorization;

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the access authorization for SNMP Get, GetBulk, GetNext, and Set requests.

Options authorization—Access authorization level:

• read-only—Enable Get, GetNext, and GetBulk requests.

• read-write—Enable all requests, including Set requests. Youmust configure a view to

enable Set requests.

NOTE: The read-write option is not supported on the QFX3000QFabric

system.

Default: read-only

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String on page 6113
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bucket-size

Syntax bucket-size number;

Hierarchy Level [edit snmp rmon history index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the sampling of Ethernet statistics for network fault diagnosis, planning, and

performance tuning.

Default 50

Options number—Number of discrete samples of Ethernet statistics requested.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

categories

Syntax categories {
category;

}

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the types of traps that are sent to the targets of the named trap group.

Default If you omit the categories statement, all trap types are included in trap notifications.

Options category—Name of a trap type: authentication, chassis, configuration, link,

remote-operations, rmon-alarm, or startup.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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client-list

Syntax client-list client-list-name {
ip-addresses;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a list of SNMP clients.

Options client-list-name—Name of the client list.

ip-addresses—IP addresses of the SNMP clients to be added to the client list,

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Adding a Group of Clients to an SNMP Community on page 6115

client-list-name

Syntax client-list-name client-list-name;

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Add a client list or prefix list to an SNMP community.

Options client-list-name—Name of the client list or prefix list.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Adding a Group of Clients to an SNMP Community on page 6115
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clients

Syntax clients {
address <restrict>;

}

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the IPv4 or IPv6 addresses of the SNMP client hosts that are authorized to use

this community.

Default If you omit the clients statement, all SNMP clients using this community string are

authorized to access the switch.

Options address—Address of an SNMP client that is authorized to access this switch. Youmust

specifyanaddress, notahostname.Tospecifymore thanoneclient, includemultiple

address options.

restrict—(Optional) Do not allow the specified SNMP client to access the switch.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String

commit-delay

Syntax commit-delay seconds;

Hierarchy Level [edit snmp nonvolatile]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the timer for the SNMP Set reply and start of the commit.

Options seconds—DelaybetweenanaffirmativeSNMPSet replyandstartof thecommitoperation.

Default: 5 seconds

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Commit Delay Timer
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community (SNMP)

Syntax community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
view view-name;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define an SNMP community. An SNMP community authorizes SNMP clients based on

the source IP address of incoming SNMP request packets. A community also defines

which MIB objects are available and the operations (read-only or read-write) allowed

on those objects.

NOTE: The authorization read-writeoption is not supported on theQFX3000

QFabric system.

TheSNMPclientapplicationspecifiesanSNMPcommunityname inGet,GetBulk,GetNext,

and Set SNMP requests.

Default If you omit the community statement, all SNMP requests are denied.

Options community-name—Community string. If thename includesspaces, enclose it inquotation

marks (" ").

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String on page 6113

6223Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



community (RMON)

Syntax community community-name;

Hierarchy Level [edit snmp rmon event index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the SNMP trap group that is used when generating a trap (if the eventType

object is configured to send traps). If that trap group has the rmon-alarm trap category

configured, a trap is sent to all the targets configured for that trap group. The community

string in the trapmatches the name of the trap group (and hence, the value of

eventCommunity). If nothing is configured, traps are sent to each group that has the

rmon-alarm category configured.

The event community is not the same as an SNMP community.

Options community-name—Name of the trap group that is used when generating a trap if the
event is configured to send traps.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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community-name (SNMP)

Syntax community-name community-name;

Hierarchy Level [edit snmp v3 snmp-community community-index]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11. for the QFX Series.

Description Define an SNMP community to authorize SNMPv1 or SNMPv2c clients in an SNMPv3

system.When you configure a community in SNMPv3, you can also specify a security

name. The access privileges associated with the security name determine which MIB

objects are available and which operations (read, write, or notify) are allowed on those

objects.

Options community-name—Community string for an SNMPv1 or SNMPv2c community. If

unconfigured, it is the same as the community index. If the name includes spaces,

enclose the name in quotation marks (" ").

NOTE: Community namesmust be unique. You cannot configure the same
community name at the [edit snmp community] and [edit snmp v3

snmp-community community-index] hierarchy levels.

Thecommunitynameat the [editsnmpv3snmp-communitycommunity-index]

hierarchy level is encrypted and not displayed in the command-line interface
(CLI).

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMPv3 Community
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contact

Syntax contact contact;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the value of the MIB II sysContact object, which is the contact person for the

managed system.

Options contact—Nameof thecontactperson. If thename includesspaces, enclose it inquotation

marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Contact on a Device Running Junos OS

description (SNMP)

Syntax description description;

Hierarchy Level [edit snmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the value of theMIB II sysDescriptionobject,which is the description of the system

being managed.

Options description—System description. If the name includes spaces, enclose it in quotation

marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Description on a Device Running Junos OS
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description (RMON)

Syntax description description;

Hierarchy Level [edit snmp rmon alarm index],
[edit snmp rmon event index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Text description of alarm or event.

Options description—Textdescriptionof analarmor event entry. If thedescription includes spaces,

enclose it in quotation marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

destination-port (SNMP)

Syntax destination-port port-number;

Hierarchy Level [edit snmp trap-group]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Assign a trap port number other than the default.

Default If you omit this statement, the default port is 162.

Options port-number—SNMP trap port number.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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engine-id

Syntax engine-id {
(local engine-id-suffix | use-default-ip-address | use-mac-address);

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a unique identifier for an SNMPv3 engine by configuring the suffix of the engine

ID. The engine ID is used for identification only and not for addressing. There are two

parts of an engine ID: the prefix and the suffix. The prefix is formatted according to the

specifications defined in RFC 3411, An Architecture for Describing Simple Network

Management Protocol (SNMP)Management Frameworks and cannot be configured. The

suffix is configured here.

NOTE: SNMPv3 authentication and encryption keys are generated based on
the associated user passwords and the engine ID. If you configure or change
theengine ID, youmustcommit theuserpasswordsandnewengine IDbefore
you configure SNMPv3 users, or the authentication will fail.

By default, the engine ID suffix is configured with the MAC address of the
management interface (the use-mac-addressoption) on theQFXSeries. You

can override this configuration by using the local engine-id-suffix or

use-default-ip-address option.

Default use-mac-address

Options local engine-id-suffix—The engine ID suffix is set based on the data entered.

use-default-ip-address—The engine ID suffix is generated from the default IP address.

use-mac-address—The engine ID suffix is generated from the MAC address of the

management interface on the switch.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• SNMPv3 Overview on page 6031

• Configuring SNMP on page 1237

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032
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event

Syntax event index {
community community-name;
description description;
type (RMONNotification) type;

}

Hierarchy Level [edit snmp rmon]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure RMON event entries.

Options index—Identifier for a specific event entry.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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falling-event-index (RMON)

Syntax falling-event-index index;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the index number of the event entry that is used when a falling threshold is crossed.

You specify the falling-event index when you configure an SNMP RMON alarm. If this

value is zero, no event is triggered.

Options index—Index of the event entry that is used when a falling threshold is crossed.

Range: 0 through 65,535

Default: 0

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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falling-threshold (Health Monitor)

Syntax falling-threshold percentage;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the lower threshold for the monitored object when you configure a health monitor

alarm. By setting a rising and a falling threshold for a monitored variable, you can be

alerted whenever the value of the variable falls outside the allowable operational range.

Options percentage—Lower threshold for the alarm entry.

Range: 1 through 100

Default: 70 percent of the maximum possible value

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• rising-threshold on page 1331

• Configuring Health Monitoring on page 6119
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falling-threshold (RMON)

Syntax falling-threshold integer;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the lower threshold for the sampled variable (monitored object) when you configure

an SNMP RMON alarm. By setting a rising and a falling threshold for a variable, you can

be alerted whenever the value of the variable falls outside the allowable operational

range.

Options integer—Lower threshold for the alarm entry.

Range: –2,147,483,648 through 2,147,483,647

Default: 20 percent less than the rising-threshold value

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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falling-threshold-interval

Syntax falling-threshold-interval seconds;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the interval between samples after the rising threshold is exceeded and the value of

the sample starts to drop. If the value of the sample drops and exceeds the falling

threshold, the regular sampling interval is used.

Options interval—Time between samples, in seconds.

Range: 1 through 2,147,483,647 seconds

Default: 60 seconds

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

filter-duplicates

Syntax filter-duplicates;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Filter duplicate Get, GetNext, or GetBulk SNMP requests.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• Example: Configuring SNMP on page 6083
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filter-interfaces

Syntax filter-interfaces {
all-internal-interfaces;
interfaces interface

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Filter out information related to specific interfaces from the output of SNMP Get and

GetNext requests performed on interface-related MIBs.

Options all-internal-interfaces—Filter out information from SNMP Get and GetNext requests for

all internal interfaces.

interfaces—Filterout information fromSNMPGetandGetNext requests for thespecified
interface.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Filtering Interface Information Out of SNMP Get and GetNext Output

group (Associating a Security Name)

Syntax group group-name;

Hierarchy Level [edit snmp v3 vacm security-to-group security-model (usm | v1 | v2c)
security-name security-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate a security name with a group composed of users with the same access

privileges. The security name is used during authentication of SNMPmessages, and is

mapped to a username.

Options group-name—Collection of SNMP security names that share the same SNMPv3 access

privileges.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group
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group (Configuring Access Privileges)

Syntax group group-name {
(default-context-prefix | context-prefix context-prefiix){
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

Hierarchy Level [edit snmp v3 vacm access]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Assign the security name to a group, and specify the SNMPv3 context applicable to the

group. The default-context-prefix statement, when included, adds all the contexts

configuredon thedevice to thegroup,whereas the context-prefixcontext-prefix statement

enables you to specify a context and to add that particular context to the group.

(Not applicable to the QFX Series.) When the context prefix is specified as default (for

example, context-prefixdefault), the context associatedwith themaster routing instance

is added to the group. To specify a routing instance that is part of a logical system, specify

it as logical system/routing instance. For example, to specify routing instance ri1 in logical

system ls1, include context-prefix ls1/ri1.

The remaining statements under this hierarchy are explained separately.

Options group-name—SNMPv3 group name created for the SNMPv3 group.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group
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health-monitor

Syntax health-monitor {
falling-threshold percentage;
interval seconds;
rising-threshold percentage;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure health monitoring.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119

• Understanding Health Monitoring on page 6037
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history

Syntax history history-index {
bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}

Hierarchy Level [edit snmp rmon]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure RMON history group entries. This RMON feature can be used with the Simple

Network Management Protocol (SNMP) agent on the network to monitor all the traffic

flowing among devices on all connected LAN segments. The RMON history feature

collects statistics in accordance with user-configurable parameters.

The history group controls the periodic statistical sampling of data from various types

of networks. This group contains configuration entries that specify an interface, polling

period, and other parameters. If you use the history statement, youmust also configure

the interface interface-name statement.

Options history-index—Provide a number for this history entry.

Range: 1 through 655535

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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interface (SNMP)

Syntax interface [ interface-names ];

Hierarchy Level [edit snmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interfaces on which SNMP requests can be accepted.

Default If you omit this statement, SNMP requests entering the router or switch through any

interface are accepted.

Options interface-names—Names of one or more logical interfaces.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Interfaces onWhich SNMP Requests Can Be Accepted on page 6116
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interface (RMON)

Syntax interface interface-name;

Hierarchy Level [edit snmp rmon history history-index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the interface to bemonitored in the specified RMON history entry.

Only one interface can be specified for a particular RMON history index. There is a

one-to-one relationship between the interface and the history index. The interfacemust

be specified in order for the RMON history to be created.

Options interface-name—Specify the interface to bemonitored within the specified entry of the

RMON history of Ethernet statistics.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

interval (Health Monitor)

Syntax interval seconds;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interval between sampling of the object being monitored by the health

monitor.

Options seconds—Time between samples, in seconds.

Range: 1 through 2147483647 seconds

Default: 300 seconds

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119
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interval (RMON)

Syntax interval seconds;

Hierarchy Level [edit snmp rmon alarm index],
[edit snmp rmon history index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the interval overwhichdata is tobesampled for the specifiedalarmor interface.

Default 60 sec for alarm sampling.

1800 sec for history sampling.

Options seconds—Interval at which data is to be sampled for the specified alarm or interface.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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local-engine

Syntax local-engine {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
authentication-sha {
authentication-password authentication-password;

}
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}

Hierarchy Level [edit snmp v3 usm]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure local engine information for the user-based security model (USM).

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Creating SNMPv3 Users on page 6120
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location

Syntax location location;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the value of the MIB II sysLocation object, which is the physical location of the

managed system.

Options location—Location of the local system. Youmust enclose the namewithin quotation

marks (" ").

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Location for a Device Running Junos OS

message-processing-model

Syntax message-processing-model (v1 | v2c | v3);

Hierarchy Level [edit snmp v3 target-parameters target-parameter-name parameters]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themessageprocessingmodel tobeusedwhengeneratingSNMPnotifications.

Options v1—SNMPv1 message process model.

v2c—SNMPv2cmessage process model.

v3—SNMPv3message process model.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Message Processing Model
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name

Syntax name name;

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the system name from the command-line interface.

Options name—System name override.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the System Name

nonvolatile

Syntax nonvolatile {
commit-delay seconds;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure options for SNMP Set requests.

The statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Commit Delay Timer

• commit-delay
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notify

Syntax notify name {
tag tag-name;
type (trap | inform);

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced before Junos OS Release 7.4.

type inform option added in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Selectmanagement targets for SNMPv3notifications aswell as the typeof notifications.

Notifications can be either traps or informs.

Options name—Name assigned to the notification.

tag-name—Notifications are sent to all targets configured with this tag.

type—Notification type is trap or inform. Traps are unconfirmed notifications. Informs are

confirmed notifications.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Inform Notification Type and Target Address

• Configuring the SNMPv3 Trap Notification
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notify-filter (Applying to theManagement Target)

Syntax notify-filter profile-name;

Hierarchy Level [edit snmp v3 target-parameters target-parameters-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the notify filter applied to a specific set of SNMPv3 target parameters. Target

parameters are the message processing and security parameters for notifications sent

to a target SNMPmanager.

Options profile-name—Name of the notify filter to apply to notifications.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Applying the Trap Notification Filter

notify-filter (Configuring the Profile Name)

Syntax notify-filter profile-name {
oid oid (include | exclude);

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a group of MIB objects for which you define access. The notify filter limits the

type of traps or informs sent to the network management system.

Options profile-name—Name assigned to the notify filter.

The remaining statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Trap Notification Filter

• oid (SNMP)
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notify-view

Syntax notify-view view-name;

Hierarchy Level [edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication | none |
privacy)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate the notify viewwith a community (for SNMPv1 or SNMPv2c clients) or a group

name (for SNMPv3 clients).

Options view-name—Name of the view to which the SNMP user group has access.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MIB Views on page 6116

• Configuring the Notify View

oid

Syntax oid object-identifier (exclude| include);

Hierarchy Level [edit snmp view view-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify an object identifier (OID) used to represent a subtree of MIB objects.

Options exclude—Exclude the subtree of MIB objects represented by the specified OID.

include—Include the subtree of MIB objects represented by the specified OID.

object-identifier—OID used to represent a subtree of MIB objects. All MIB objects

represented by this statement have the specified OID as a prefix. You can specify

the OID using either a sequence of dotted integers or a subtree name.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MIB Views on page 6116
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oid (SNMPv3)

Syntax oid oid (include | exclude);

Hierarchy Level [edit snmp v3 notify-filter profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify an object identifier (OID) used to represent a subtree of MIB objects. This OID is

a prefix that the represented MIB objects have in common.

Options exclude—Exclude the subtree of MIB objects represented by the specified OID.

include—Include the subtree of MIB objects represented by the specified OID.

oid—Object identifier used to represent a subtree of MIB objects. All MIB objects

represented by this statement have the specified OID as a prefix. You can specify

the OID using either a sequence of dotted integers or a subtree name.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• SNMPv3 Overview on page 6031

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Configuring SNMP on page 1237

• Configuring the SNMPv3 Trap Notification
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owner

Syntax owner owner-name;

Hierarchy Level [edit snmp rmon history index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the user or group responsible for this RMON history configuration.

Options owner-name—User or group responsible for this configuration.

Range: 0 through 32 alphanumeric characters

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

parameters

Syntax parameters {
message-processing-model (v1 | v2c | v3);
security-level (none | authentication | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}

Hierarchy Level [edit snmp v3 target-parameters target-parameters-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a set of target parameters for message processing and security.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Defining and Configuring the Trap Target Parameters
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port (SNMP)

Syntax port port-number;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a UDP port number for an SNMP target.

Default If you omit this statement, the default port is 162.

Options port-number—Port number for the SNMP target.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Port
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privacy-3des

Syntax privacy-3des {
privacy-password privacy-password;

}

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the tripleDataEncryptionStandard (3DES)as theprivacy type for theSNMPv3

user.

Options privacy-password privacy-password—Password that a user enters. The password is then

converted into a key that is used for encryption.

SNMPv3 has special requirements when you create plain-text passwords on a router or

switch:

• The passwordmust be at least eight characters long.

• The password can include alphabetic, numeric, and special characters, but it cannot

include control characters.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encryption Type
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privacy-aes128

Syntax privacy-aes128 {
privacy-password privacy-password;

}

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Advanced Encryption Standard encryption algorithm (CFB128-AES-128

Privacy Protocol) for the SNMPv3 user.

Options privacy-password privacy-password—Password that a user enters. The password is then

converted into a key that is used for encryption.

SNMPv3 has special requirements when you create plain-text passwords on a router or

switch:

• The passwordmust be at least eight characters long.

• The password can include alphabetic, numeric, and special characters, but it cannot

include control characters.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encryption Type
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privacy-des

Syntax privacy-des {
privacy-password privacy-password;

}

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the Data Encryption Standard (DES) as the privacy type for the SNMPv3 user.

Options privacy-password privacy-password—Password that a user enters. The password is then

converted into a key that is used for encryption.

SNMPv3 has special requirements when you create plain-text passwords on a router or

switch:

• The passwordmust be at least eight characters long.

• The password can include alphabetic, numeric, and special characters, but it cannot

include control characters.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encryption Type

privacy-none

Syntax privacy-none;

Hierarchy Level [edit snmp v3 usm local-engine user username],
[edit snmp v3 usm remote-engine engine-id user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure that no encryption be used for the SNMPv3 user.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encryption Type

Copyright © 2014, Juniper Networks, Inc.6252

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



privacy-password

Syntax privacy-password privacy-password;

Hierarchy Level [edit snmp v3 usm local-engine user username privacy-3des],
[edit snmp v3 usm local-engine user username privacy-aes128],
[edit snmp v3 usm local-engine user username privacy-des],
[edit snmp v3 usm remote-engine engine-id user username privacy-3des],
[edit snmp v3 usm remote-engine engine-id user username privacy-aes128],
[edit snmp v3 usm remote-engine engine-id user username privacy-des]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a privacy password for the SNMPv3 user.

Options privacy-password—Password that a user enters. The password is then converted into a

key that is used for encryption.

SNMPv3 has special requirements when you create plain-text passwords on a router or

switch:

• The passwordmust be at least eight characters long.

• The password can include alphabetic, numeric, and special characters, but it cannot

include control characters.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encryption Type
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read-view

Syntax read-view view-name;

Hierarchy Level [edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication | none |
privacy)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate the read-only view with a community (for SNMPv1 or SNMPv2c clients) or a

group name (for SNMPv3 clients).

Options view-name—The name of the view to which the SNMP user group has access.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Read View

• Configuring MIB Views on page 6116
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remote-engine

Syntax remote-engine engine-id {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
authentication-sha {
authentication-password authentication-password;

}
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}

Hierarchy Level [edit snmp v3 usm]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the remote engine information for the user-based security model (USM). To

send informmessages to an SNMPv3 user on a remote device, youmust configure the

engine identifier for the SNMP agent on the remote device where the user resides.

Options engine-id—Specify engine identifier in hexadecimal format. Used to compute the security

digest for authenticating and encrypting packets sent to a user on the remote host.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Remote Engine and Remote User
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request-type

Syntax request-type (get-next-request | get-request | walk-request);

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Extendmonitoring toaspecificSNMPobject instance(get-request), toall object instances

belonging toaMIBbranch (walk-request), or to thenextobject instanceafter the instance

specified in the configuration (get-next-request).

Default walk-request

Options get-next-request—Perform an SNMP get next request.

get-request—Perform an SNMP get request.

walk-request—Perform an SNMPwalk request.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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retry-count (SNMPv3)

Syntax retry-count number;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the retry count for SNMP informs.

Options number—Maximum number of times the inform is transmitted if no acknowledgment is

received. If no acknowledgment is received after the inform is transmitted the

maximum number of times, the informmessage is discarded.

Default: 3 times

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Informs on page 6125

• timeout
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rising-event-index

Syntax rising-event-index index;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the index of the event entry that is used when a rising alarm threshold is exceeded.

The rising-event index is specified when you configure an SNMP RMON alarm. If this

value is zero, no event is triggered.

Options index—Index of the event entry that is used when a rising threshold is exceeded.

Range: 0 through 65,535

Default: 0

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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rising-threshold (Health Monitor)

Syntax rising-threshold percentage;

Hierarchy Level [edit snmp health-monitor]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the upper threshold for the monitored object when you configure a health monitor

alarm.By settinga risinganda falling threshold for amonitoredobject, you canbealerted

whenever the value of the variable falls outside the allowable operational range.

Options percentage—Upper threshold for the alarm entry.

Range: 1 through 100

Default: 80 percent of the maximum possible value

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring Health Monitoring on page 6119

• falling-threshold on page 1296
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rising-threshold (RMON)

Syntax rising-threshold integer;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the upper threshold for the sampled variable (monitored object)when you configure

an SNMP RMON alarm. By setting a rising and a falling threshold for a variable, you can

be alerted whenever the value of the variable falls outside the allowable operational

range.

Options integer—Upper threshold for the alarm entry.

Range: –2,147,483,648 through 2,147,483,647

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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rmon

Syntax rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
variable oid-variable;

}
event index {
community community-name;
description description;
type (RMONNotification) type;

}
history history-index {
bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Provide comprehensive network fault diagnosis, planning, and performance tuning

information. RMONdelivers this information in nine groups ofmonitoring elements, each

providing specific sets of data tomeet common networkmonitoring requirements. Each

group is optional, so that vendors do not need to support all the groups within the MIB.

Junos OS supports the RMON statistics, history, alarm, and event groups.

The remaining statements are explained separately.

Default Disabled.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

RMONMIB Event, Alarm, Log, and History Control Tables on page 6035•

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033
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• Junos OS Network Management Configuration Guide

sample-type

Syntax sample-type (absolute-value | delta-value);

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the method of sampling the selected variable (monitored object). When you

configure an SNMP RMON alarm, you can specify the sample type.

Options absolute-value—Actual value of the selected variable is used when comparing against

the thresholds.

delta-value—Differencebetweensamplesof theselectedvariable isusedwhencomparing

against the thresholds.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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security-level (Defining Access Privileges)

Syntax security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}

Hierarchy Level [edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define the security level used for access privileges.

Default none

Options authentication—Provide authentication but no encryption.

none—No authentication and no encryption.

privacy—Provide authentication and encryption.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Level
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security-level (Generating SNMPNotifications)

Syntax security-level (authentication | none | privacy);

Hierarchy Level [edit snmp v3 target-parameters target-parameters-name parameters]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the security level to use when generating SNMP notifications.

Default none

Options authentication—Provide authentication but no encryption.

none—No authentication and no encryption.

privacy—Provide authentication and encryption.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Level
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security-model (Access Privileges)

Syntax security-model (usm | v1 | v2c);

Hierarchy Level [edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the security model for an SNMPv3 group. The security model is used to

determine access privileges for the group.

Options usm—SNMPv3 security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Model
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security-model (Group)

Syntax security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

Hierarchy Level [edit snmp v3 vacm security-to-group]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define a security model for an SNMPv3 group and associate the security name of a user

with the group. All users in the group have the same access privileges.

Options usm—SNMPv3 security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Model
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security-model (SNMPNotifications)

Syntax security-model (usm | v1 | v2c);

Hierarchy Level [edit snmp v3 target-parameters target-parameters-name parameters]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the securitymodel for an SNMPv3 group. The securitymodel is used for SNMP

notifications.

Options usm—SNMPv3 security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Model
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security-name (Community String)

Syntax security-name security-name;

Hierarchy Level [edit snmp v3 snmp-community community-index]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate a community string with the security name of a user. The community string,

which is used for SNMPv1 and SNMPv2c clients in an SNMPv3 system, is configured at

the [edit snmp v3 snmp-community community-index] hierarchy level.

Options security-name—Name that is used for messaging security and user access control.

NOTE: The security namemust match the configured security name at the
[editsnmpv3target-parameters target-parameters-nameparameters]hierarchy

level when you configure traps or informs.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Names
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security-name (Security Group)

Syntax security-name security-name {
group group-name;

}

Hierarchy Level [edit snmp v3 vacm security-to-group security-model (usm | v1 | v2c)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate the security name of a user (for SNMPv3 clients) or a community string (for

SNMPv1 and SNMPv2c clients) with a configured security group.

Options security-name—SNMPv3secureusernameconfiguredat the [editsnmpv3usmlocal-engine

user username] hierarchy level that is used for messaging security. For SNMPv1 and

SNMPv2c, the security name is the community string configured at the [edit snmp

v3 snmp-community community-index] hierarchy level.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Assigning Security Names to Groups

• Assigning a Security Name to a Group on page 6123
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security-name (SNMPNotifications)

Syntax security-name security-name;

Hierarchy Level [edit snmp v3 target-parameters target-parameters-name parameters]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the security name used when generating SNMP notifications.

Options security-name—If the SNMPv3 USM security model is used, identify the user when

generating the SNMP notification. If the v1 or v2c security models are used, identify

the SNMP community used when generating the notification.

NOTE: Theaccessprivileges for thegroupassociatedwith this securityname
must allow this notification to be sent.

If you are using the v1 or v2 security models, the security name at the [edit

snmp v3 vacm security-to-group] hierarchy level must match the security

nameat the [edit snmpv3snmp-communitycommunity-index]hierarchy level.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Security Name
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security-to-group

Syntax security-to-group {
security-model (usm | v1 | v2c) {
group group-name;
security-name security-name;

}
}

Hierarchy Level [edit snmp v3 vacm]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the group to which a specific SNMPv3 security name belongs. The security

name is used for messaging security.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Assigning Security Model and Security Name to a Group
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snmp

Syntax snmp {
client-list client-list-name {
ip-addresses;

}
community community-name {
authorization authorization;
client-list-name client-list-name;
clients {
address restrict;

}
logical-system logical-system-name {
routing-instance routing-instance-name {
clients {
addresses;
}

}
}
routing-instance routing-instance-name {
clients {
addresses;
}

}
view view-name;

}
contact contact;
description description;
filter-duplicates;
filter-interfaces;
health-monitor {
falling-threshold integer;
interval seconds;
rising-threshold integer;

}
interface [ interface-names ];
location location;
name name;
nonvolatile {
commit-delay seconds;

}
rmon {
alarm index {
description description;
falling-event-index index;
falling-threshold integer;
falling-threshold-interval seconds;
interval seconds;
request-type;
rising-event-index index;
rising-threshold integer;
sample-type (absolute-value | delta-value);
startup-alarm (falling-alarm | rising-alarm | rising-or-falling alarm);
syslog-subtag syslog-subtag;
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variable oid-variable;
}
event index {
community community-name;
description description;
type type;

}
history history-index {
bucket-size number;
interface interface-name;
interval seconds;
owner owner-name;

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable> <match
regular-expression>;

flag flag;
}
trap-group group-name {
categories {
category;

}
destination-port port-number;
routing-instance routing-instance-name;
targets {
address;

}
version (all | v1 | v2);

}
trap-options {
agent-address outgoing-interface;
source-address address;

}
v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
logical-system logical-system;
port port-number;
retry-count number;
routing-instance routing-instance-name;
tag-list tag-list;
target-parameters target-parameters-name;

6273Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



timeout seconds;
}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}
usm {
local-engine {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}
}
remote-engine engine-id {
user username {
authentication-sha {
authentication-password authentication-password;

}
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
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}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}
view view-name {
oid object-identifier (include | exclude);

}
}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure SNMP.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp–control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on page 6021

• Configuring SNMP on page 1237
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snmp-community

Syntax snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the SNMP community which authorizes SNMPv1 or SNMPv2c clients in an

SNMPv3 system.

Options community-index—(Optional) String that identifies an SNMP community.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMPv3 Community

source-address (SNMP)

Syntax source-address address;

Hierarchy Level [edit snmp trap-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the source address of every SNMP trap packet sent by this switch to a single address

regardless of the outgoing interface. If the source address is not specified, the default is

to use the address of the outgoing interface as the source address.

Options address—Source address of SNMP traps. You can configure the source address of trap

packets two ways: lo0 or a valid IPv4 address configured on one of the interfaces.

The value lo0 indicates that the source address of all SNMP trap packets is set to

the lowest loopback address configured at interface lo0.

Default: Disabled. (The source address is the address of the outgoing interface.)

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Source Address for SNMP Traps
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startup-alarm

Syntax startup-alarm (falling-alarm | rising-alarm | rising-or-falling-alarm);

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set an initial alarm that is sent after the configured SNMPRMON alarm becomes active.

Default rising-or-falling-alarm

Options falling-alarm—Generated if the first sample after the alarm becomes active is equal to

or greater than the falling threshold.

rising-alarm—Generated if the first sample after the alarm becomes active is equal to

or greater than the rising threshold.

rising-or-falling-alarm—Generated if the first sample after the alarm entry becomes

active is equal to or greater than either the rising threshold or the falling threshold.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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syslog-subtag

Syntax syslog-subtag syslog-subtag;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Add the syslog-subtag tag to the system logmessage. The tag should not exceed 80

uppercase characters.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide

tag (Configuring Notification Targets)

Syntax tag tag-name;

Hierarchy Level [edit snmp v3 notify name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a set of target addresses to receive SNMP traps or informs (for IPv4 packets

only).

Options tag-name—Define the target addresses to which an SNMP notification is sent. Target

addresses containing the same tag in their tag list are sent the same notification.

The tag-name is not included in the notification.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• SNMPv3 Overview on page 6031

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Configuring SNMP on page 1237

• Configuring the SNMPv3 Trap Notification
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tag (Configuring the SNMPCommunity)

Syntax tag tag-name;

Hierarchy Level [edit snmp v3 snmp-community community-index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a set of SNMPmanagers that are authorized to use a community string.

Options tag-name—Identify the set of addresses for the SNMPmanagers authorized to use the

community string.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• SNMPv3 Overview on page 6031

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Configuring SNMP on page 1237

• Configuring the SNMPv3 Trap Notification

tag-list

Syntax tag-list tag-list;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure an SNMP tag list used to select target addresses.

Options tag-list—Define sets of target addresses (tags). To specify more than one tag, specify

the tag names as a space-separated list enclosed within double quotes.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Trap Target Address
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target-address

Syntax target-address target-address-name {
address address;
address-mask address-mask;
port port-number;
retry-count number;
tag-list tag-list;
target-parameters target-parameters-name;
timeout seconds;

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the address of an SNMPmanagement application and the parameters to be

used in sending notifications.

Options target-address-name—String that identifies the target address.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on page 6021

• SNMPMIBs Support on page 6038

• SNMP Traps Support on page 6054

• snmp on page 1334

• Configuring SNMP on page 1237

• Monitoring SNMP on page 1351

• Example: Configuring SNMP on page 6083
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target-parameters

Syntax At the [edit snmp v3] hierarchy level:

target-parameters target-parameters-name {
profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}

At the [edit snmp v3 target-address target-address-name] hierarchy level:

target-parameters target-parameters-name;

Hierarchy Level [edit snmp v3]
[edit snmp v3 target-address target-address-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the message processing and security parameters for sending notifications to

a particularmanagement target. The target parameters are configured at the [edit snmp

v3] hierarchy level. The remaining statements at this level are explained separately.

Then apply the target parameters configured at the [edit snmp v3 target-parameters

target-parameters-name] hierarchy level to the target address configuration at the [edit

snmp v3] hierarchy level.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Defining and Configuring the Trap Target Parameters

• Applying Target Parameters
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targets

Syntax targets {
address;

}

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure one or more systems to receive SNMP traps.

Options address—IPv4or IPv6addressof the systemto receive traps.Youmust specify anaddress,

not a hostname.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114

timeout

Syntax timeout seconds;

Hierarchy Level [edit snmp v3 target-address target-address-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the timeout period (in seconds) for SNMP informs.

Default 15 seconds

Options seconds—Number of seconds to wait for an inform acknowledgment. If no

acknowledgment is received within the timeout period, the inform is retransmitted.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of SNMP on page 6021

• Configuring SNMP Informs on page 6125

• retry-count (SNMPv3) on page 6257
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traceoptions (SNMP)

Syntax traceoptions {
file filename <files number> <match regular-expression> <size size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Track the activities of SNMP agents on the switch and record the information in log files.

NOTE: The traceoptions statement is not supported on the QFabric system.

The output of the tracing operations is placed into log files in the /var/log directory. Each

log file is named after the SNMP agent that generates it. The following logs are created

in the /var/log directory when the traceoptions statement is used:

• chassisd

• craftd

• ilmid

• mib2d

• rmopd

• serviced

• snmpd

Options file filename—By default, the name of the log file that records trace output is the name
of theprocessbeing traced (for example,mib2dor snmpd).Use this option to specify

another name.

files number—(Optional) Maximum number of trace files per SNMP subagent. When a

trace file (for example, snmpd) reaches its maximum size, it is archived by being

renamed to snmpd.0. The previous snmpd.1 is renamed to snmpd.2, and so on. The

oldest archived file is deleted.

Range: 2 through 1000 files

Default: 10 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,
includemultiple flag statements:

• all—Log all SNMP events.
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• configuration—Log reading of configuration at the [edit snmp] hierarchy level.

• database—Log events involving storage and retrieval in the events database.

• events—Log important events.

• general—Log general events.

• interface-stats—Log physical and logical interface statistics.

• nonvolatile-sets—Log nonvolatile SNMP set request handling.

• pdu—Log SNMP request and response packets.

• policy—Log policy processing.

• protocol-timeouts—Log SNMP response timeouts.

• routing-socket—Log routing socket calls.

• server—Log communication with processes that are generating events.

• subagent—Log subagent restarts.

• timer-events—Log internally generated events.

• varbind-error—Log variable binding errors.

match regular-expression—(Optional) Refine the output to include lines that contain
the regular expression.

size size—(Optional)Maximumsize, in kilobytes (KB), of each trace file before it is closed

and archived.

Range: 10 KB through 1 GB

Default: 1000 KB

world-readable | no-world-readable—(Optional) By default, log files can be accessed
only by the user who configures the tracing operation. Theworld-readable option

enables any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Understanding Tracing and Logging Operations on page 5979

• Tracing SNMP Activity on a Device Running Junos OS on page 6327

Copyright © 2014, Juniper Networks, Inc.6284

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



trap-group

Syntax trap-group group-name {
categories {
category;

}
destination-port port-number;
targets {
address;

}
}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for QFX Series switches.

Description Create a named group of hosts to receive the specified trap notifications. The name of

the trap group is embedded in SNMP trap notification packets as one variable binding

(varbind) known as the community name. At least one trap groupmust be configured

for SNMP traps to be sent.

Options group-name—Nameof the trapgroup. If thename includes spaces, enclose it inquotation

marks (" ").

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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trap-options

Syntax trap-options {
agent-address outgoing-interface;
source-address address;

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Using SNMP trap options, you can set the source address of every SNMP trap packet

sent by the router or switch to a single address, regardless of the outgoing interface. In

addition, youcanset theagentaddressof eachSNMPv1 trap. Formore informationabout

the contents of SNMPv1 traps, see RFC 1157.

The remaining statements are explained separately.

Default Disabled

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Options
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type (RMONNotification)

Syntax type type;

Hierarchy Level [edit snmp rmon event index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the type of notification generated when a rising or falling threshold is crossed.

Default log-and-trap

Options type—Type of notification. It can be one of the following:

• log—Add an entry to the logTable object.

• log-and-trap—Send an SNMP trap and add a log entry.

• none—No notifications are sent.

• snmptrap—Send an SNMP trap.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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type (SNMPv3)

Syntax type (inform | trap);

Hierarchy Level [edit snmp v3 notify name]

Release Information Statement introduced before Junos OS Release 7.4.

inform option added in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the type of SNMP notification.

Options inform—Defines the type of notification as an inform. SNMP informs are confirmed

notifications.

trap—Defines the typeofnotificationasa trap.SNMPtrapsareunconfirmednotifications.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Informs on page 6125

• Configuring the SNMPv3 Trap Notification

user

Syntax user username;

Hierarchy Level [edit snmp v3 usm local-engine],
[edit snmp v3 usm remote-engine engine-id]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a user associated with an SNMPv3 group on a local or remote SNMP engine.

Options username—SNMPv3 user-based security model (USM) username.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Creating SNMPv3 Users on page 6120
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usm

Syntax usm {
local-engine {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
authentication-sha {
authentication-password authentication-password;

}
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}
remote-engine engine-id {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-none;
authentication-sha {
authentication-password authentication-password;

}
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
}

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced before Junos OS Release 7.4.
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Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure user-based security model (USM) information.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Creating SNMPv3 Users on page 6120

• Configuring the Remote Engine and Remote User
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v3

Syntax v3 {
notify name {
tag tag-name;
type trap;

}
notify-filter profile-name {
oid object-identifier (include | exclude);

}
snmp-community community-index {
community-name community-name;
security-name security-name;
tag tag-name;

}
target-address target-address-name {
address address;
address-mask address-mask;
port port-number;
retry-count number;
tag-list tag-list;
target-parameters target-parameters-name;
timeout seconds;

}
target-parameters target-parameters-name {
notify-filter profile-name;
parameters {
message-processing-model (v1 | v2c | V3);
security-level (authentication | none | privacy);
security-model (usm | v1 | v2c);
security-name security-name;

}
}
usm {
local-engine {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-sha {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none;

}

6291Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



}
remote-engine engine-id {
user username {
authentication-md5 {
authentication-password authentication-password;

}
authentication-sha {
authentication-password authentication-password;

}
authentication-none;
privacy-aes128 {
privacy-password privacy-password;

}
privacy-des {
privacy-password privacy-password;

}
privacy-3des {
privacy-password privacy-password;

}
privacy-none {
privacy-password privacy-password;

}
}

}
}
vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix) {
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c) {
security-name security-name {
group group-name;

}
}

}
}

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure SNMPv3.

The remaining statements are explained separately.
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Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

vacm

Syntax vacm {
access {
group group-name {
(default-context-prefix | context-prefix context-prefix){
security-model (any | usm | v1 | v2c) {
security-level (authentication | none | privacy) {
notify-view view-name;
read-view view-name;
write-view view-name;

}
}

}
}

}
security-to-group {
security-model (usm | v1 | v2c);
security-name security-name {
group group-name;

}
}

}

Hierarchy Level [edit snmp v3]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure view-based access control model (VACM) information, including access

privileges such as security model and security level for a group of users.

The remaining statements are explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Defining Access Privileges for an SNMP Group
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variable

Syntax variable oid-variable;

Hierarchy Level [edit snmp rmon alarm index]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Set the object identifier (OID) of the MIB object (also called variable) to bemonitored

whenyouconfigureanSNMPRMONalarm. If thevalueof themonitoredvariableexceeds

the configured rising threshold or falling threshold, an alarm is triggered and a

corresponding event may be generated.

Options oid-variable—OID of the MIB variable that is being monitored. The OID can be a dotted

decimal (for example, 1.3.6.1.2.1.2.1.2.2.1.10.1) or the name of the MIB object—for

example, ifInOctets.1.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• RMONMIB Event, Alarm, Log, and History Control Tables on page 6035

• Configuring RMON Alarms and Events on page 6117

• Monitoring RMONMIB Tables on page 6323

• Understanding RMON on page 6033

• Junos OS Network Management Configuration Guide
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version

Syntax version (all | v1 | v2);

Hierarchy Level [edit snmp trap-group group-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the version number of SNMP traps.

Default all—Send an SNMPv1 and SNMPv2 trap for every trap condition.

Options all—Send an SNMPv1 and SNMPv2 trap for every trap condition.

v1—Send SNMPv1 traps only.

v2—Send SNMPv2 traps only.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring SNMP Trap Groups on page 6114
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view (Configuring aMIB View)

Syntax view view-name {
oid object-identifier (include | exclude);

}

Hierarchy Level [edit snmp]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Define aMIB view. AMIB view identifies a group ofMIB objects. EachMIB object in a view

has a common OID prefix. Each object identifier represents a subtree of the MIB object

hierarchy. The view statement uses a view to specify a group of MIB objects on which to

define access. To enable a view, youmust associate the view with a community by

including the view statement at the [edit snmp community community-name] hierarchy

level.

NOTE: To remove an OID completely, use the delete view all oid oid-number

command but omit the include parameter.

Options view-name—Name of the view.

The remaining statement is explained separately.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MIB Views on page 6116

• Associating MIB Views with an SNMP User Group

• community on page 1292
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view (AssociatingMIB Viewwith a Community)

Syntax view view-name;

Hierarchy Level [edit snmp community community-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Associate a view with a community. A view represents a group of MIB objects.

Options view-name—Name of the view. Youmust use a view name already configured in the view

statement at the [edit snmp] hierarchy level.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring the SNMP Community String

write-view

Syntax write-view view-name;

Hierarchy Level [edit snmp v3 vacm access group group-name (default-context-prefix | context-prefix
context-prefix) security-model (any | usm | v1 | v2c) security-level (authentication | none |
privacy)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series switches.

Description Associate the write viewwith a community (for SNMPv1 or SNMPv2c clients) or a group

name (for SNMPv3 clients).

Options view-name—Name of the view for which the SNMP user group has write permission.

Required Privilege
Level

snmp—To view this statement in the configuration.

snmp-control—To add this statement to the configuration.

Related
Documentation

• Configuring MIB Views on page 6116

• Configuring theWrite View

Configuration Statements for System LogMessages

• archive (All System Log Files) on page 6299

• archive (Individual System Log File) on page 6301

• archive (QFabric System) on page 6302

6297Copyright © 2014, Juniper Networks, Inc.

Chapter 67: Configuration



• console (System Logging) on page 6303

• explicit-priority on page 6304

• facility-override on page 6304

• file (QFabric System) on page 6305

• file (System Logging) on page 6306

• files on page 6307

• host (System) on page 6308

• log-prefix (System) on page 6310

• match on page 6310

• size (System) on page 6311

• structured-data on page 6312

• syslog (System) on page 6313

• syslog (QFabric System) on page 6315

• time-format on page 6316

• user (System Logging) on page 6317
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archive (All System Log Files)

Syntax archive <files number> <size size> <start-timetime> <transfer-interval interval>
<binary-data | no-binary-data>;
<world-readable | no-world-readable> ;

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure archiving properties for all system log files.

Options filesnumber—Maximumnumberofarchived log files to retain.When the JunosOS logging

utility has written a definedmaximum amount of data to a log file logfile, it closes

the file, compresses it, and renames it logfile.0.gz (the amount of data is determined

by the size statement at this hierarchy level). The utility then opens and writes to a

new file called logfile. When the new file reaches the maximum size, the logfile.0.gz

file is renamed to logfile.1.gz, and the new file is closed, compressed, and renamed

logfile.0.gz. Bydefault, the logging facility createsup to tenarchive files in thismanner.

Once themaximumnumberofarchive filesexists, each time theactive log file reaches

the maximum size, the contents of the oldest archive file are lost (overwritten by

the next oldest file).

Range: 1 through 1000

Default: 10 files

size size—Maximum amount of data that the Junos OS logging utility writes to a log file

logfile before archiving it (closing it, compressing it, and changing its name to

logfile.0.gz). The utility then opens and writes to a new file called logfile.

Syntax: x k to specify the number of kilobytes, xm for the number of megabytes, or x g

for the number of gigabytes

Range: 64 KB through 1 GB

Default:

• 128 KB for EX Series switches and J Series routers

• 1 MB for M Series, MX Series, and T Series routers, and the QFX3500 switch

• 10 MB for TX Matrix and TXMatrix Plus routers

binary-data | no-binary-data—Mark file as containing binary data. This allows proper

archiving of binary files, such asWTMP files (login records for UNIX based systems)..

Default: no-binary-data

world-readable | no-world-readable—Grant all users permission to read archived log files,

or restrict the permission only to the root user and users who have the Junos OS

maintenance permission.

Default: no-world-readable
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying Log File Size, Number, and Archiving Properties on page 6139
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archive (Individual System Log File)

Syntax archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm"> <transfer-intervalminutes> <world-readable |
no-world-readable>;

Hierarchy Level [edit system syslog file filename]

Release Information Statement introduced before Junos OS Release 7.4.

start-time and transfer-interval statements introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure archiving properties for a specific system log file.

Options archive-sites site-name—FTP URL representing the destination for the archived log file

(for information about how to specify valid FTP URLs, see “Format for Specifying

Filenames and URLs in Junos OS CLI Commands” on page 57). If more than one site

name is configured, a list of archive sites for the system log files is created. When a

file is archived, the router attempts to transfer the file to the first URL in the list,

moving to the next site only if the transfer does not succeed. The log file is stored at

thearchive sitewith the filenamespecifiedat the [edit systemsyslog]hierarchy level.

filesnumber—Maximumnumberofarchived log files to retain.When the JunosOS logging

utility has written a definedmaximum amount of data to a log file logfile, it closes

the file, compresses it, and renames it logfile.0.gz (the amount of data is determined

by the size statement at this hierarchy level). The utility then opens and writes to a

new file called logfile. When the new file reaches the maximum size, the logfile.0.gz

file is renamed to logfile.1.gz, and the new file is closed, compressed, and renamed

logfile.0.gz. Bydefault, the logging facility createsup to tenarchive files in thismanner.

Once themaximumnumberofarchive filesexists, each time theactive log file reaches

the maximum size, the contents of the oldest archive file are lost (overwritten by

the next oldest file).

Range: 1 through 1000

Default: 10 files

password password—Password for authenticating with the site specified by the

archive-sites statement.

size size—Maximum amount of data that the Junos OS logging utility writes to a log file

logfile before archiving it (closing it, compressing it, and changing its name to

logfile.0.gz). The utility then opens and writes to a new file called logfile.

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or xg

for the number of gigabytes

Range: 64 KB through 1 GB

Default: 128 KB for J Series routers; 1 MB for M Series, MX Series, and T Series routers,

and the QFX3500 switch; 10 MB for TX Matrix and TXMatrix Plus routers
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start-time "YYYY-MM-DD.hh:mm"—Date and time in the local time zone for a one-time

transfer of the active log file to the first reachable site in the list of sites specified by

the archive-sites statement.

transfer-interval interval—Interval at which to transfer the log file to an archive site.

Range: 5 through 2880minutes

world-readable | no-world-readable—Grant all users permission to read archived log files,

or restrict the permission only to the root user and users who have the Junos OS

maintenance permission.

Default: no-world-readable

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying Log File Size, Number, and Archiving Properties on page 6139

archive (QFabric System)

Syntax archive {
size size;

}

Hierarchy Level [edit system syslog file filename]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the archiving properties for the systemmessage log file.

Options size size—Maximumamount of system logmessage data that theQFabric system stores

in the log file.

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or

xg for the number of gigabytes

Range: 65 KB through 1 GB

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• syslog on page 6315
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console (System Logging)

Syntax console {
facility severity;

}

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the logging of systemmessages to the system console.

Options facility—Class of messages to log. To specify multiple classes, includemultiple facility

severity statements. For a list of the facilities, see Table 584 on page 6141.

severity—Severity of the messages that belong to the facility specified by the paired

facility name. Messages with severities of the specified level and higher are logged.

For a list of the severities, see Table 585 on page 6142.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Directing System Log Messages to the Console on page 6130

• Junos OS System Log Messages Reference
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explicit-priority

Syntax explicit-priority;

Hierarchy Level [edit logical-systems logical-system-name system syslog file filename],
[edit logical-systems logical-system-name system syslog host],
[edit system syslog file filename],
[edit system syslog host]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Record the priority (facility and severity level) in each standard-format system log

message directed to a file or remote destination.

When the structured-data statement is also included at the [edit system syslog

file filename] hierarchy level, this statement is ignored for the file.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Including Priority Information in System Log Messages on page 6132

• Junos OS System Log Messages Reference

• structured-data on page 6312

facility-override

Syntax facility-override facility;

Hierarchy Level [edit system syslog host]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Substitute an alternate facility for the default facilities usedwhenmessages are directed

to a remote destination.

Options facility—Alternate facility to substitute for the default facilities. For a list of the possible

facilities, see Table 587 on page 6143.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Changing theAlternativeFacilityName forRemoteSystemLogMessagesonpage6144

• Junos OS System Log Messages Reference
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file (QFabric System)

Syntax file filename {
archive {
sizemaximum-file-size;

}
explicit-priority;
facility severity;
match "regular-expression";
structured-data {
brief;

}
}

Hierarchy Level [edit system syslog]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the logging of systemmessages to a file.

Options facility—Class of messages to log. To specify multiple classes, includemultiple

facility severity statements.

filename—Filename that you specify with the show log command.

Default: Filenamemessages

severity—Severity of the messages that belong to the facility specified by the paired

facility name. Messages with severities at the specified level and higher are logged.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• syslog on page 6315
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file (System Logging)

Syntax file filename {
facility severity;
archive {
files number;
size size;
(no-world-readable | world-readable);

}
explicit-priority;
match "regular-expression";
structured-data {
brief;

}
}

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the logging of systemmessages to a file.

Options facility—Class of messages to log. To specify multiple classes, includemultiple

facility severity statements. For a list of the facilities, see Table 584 on page 6141.

file filename—File in the severity directory in which to log messages from the specified

facility. To logmessages tomore than one file, includemore than one file statement.

severity—Severity of the messages that belong to the facility specified by the paired

facility name. Messages with severities of the specified level and higher are logged.

For a list of the severities, see Table 585 on page 6142.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Directing System Log Messages to a Log File on page 6128

• Junos OS System Log Messages Reference
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files

Syntax files number;

Hierarchy Level [edit system syslog archive],
[edit system syslog file filename archive]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for QFX Series switches.

Description Configure themaximumnumberofarchived log files to retain.Whenthe JunosOS logging

utility has written a definedmaximum amount of data to a log file logfile, it closes the

file, compresses it, and renames it to logfile.0.gz (for information about the maximum

file size, see size). The utility then opens and writes to a new file called logfile. When the

new file reaches the maximum size, the logfile.0.gz file is renamed to logfile.1.gz, and the

new file is closed, compressed, and renamed logfile.0.gz. By default, the logging facility

creates up to ten archive files in this manner. Once themaximum number of archive files

exists, each time the active log file reaches themaximum size, the contents of the oldest

archive file are lost (overwritten by the next oldest file).

Options number—Maximum number of archived files.

Range: 1 through 1000

Default: 10 files

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying Log File Size, Number, and Archiving Properties on page 6139

• Junos OS System Log Messages Reference

• size on page 6311
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host (System)

Syntax host (hostname | other-routing-engine) {
facility severity;
exclude-hostname
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {
brief;

}
}

QFX Series host (hostname {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
port;
source-address source-address;

}

TXMatrix Router and
EX Series Switches

host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
port;
source-address source-address;

}

TXMatrix Plus Router host (hostname | other-routing-engine | sfc0-master) {
facility severity;
allow-duplicates;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
port;
source-address source-address;

}

Hierarchy Level [edit logical-systems logical-system-name system syslog],
[edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the logging of systemmessages to a remote destination.
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Options facility—Class of messages to log. To specify multiple classes, includemultiple facility

severity statements. For a list of the facilities, see Table 584 on page 6141.

hostname—IPv4address, IPv6address, or fullyqualifiedhostnameof the remotemachine

to which to direct messages. To direct messages to multiple remote machines,

include a host statement for each one.

other-routing-engine—Directmessages to the other Routing Engine on a router or switch

with two Routing Engines installed and operational.

NOTE: The other-routing-engine option is not applicable to the QFX Series.

port—Port number of the remote syslog server that can bemodified.

scc-master—(TXMatrix routers only) On a T640 router that is part of a routing matrix,

direct messages to the TXMatrix router.

severity—Severity of the messages that belong to the facility specified by the paired

facility name. Messages with severities of the specified level and higher are logged.

For a list of the severities, see Table 585 on page 6142.

sfc0-master—(TXMatrix Plus routers only) On a T1600 or T4000 router that is part of

a routing matrix, direct messages to the TXMatrix Plus router.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Directing System Log Messages to a Remote Machine or the Other Routing Engine

• Directing Messages to a Remote Destination from the Routing Matrix Based on the TX

Matrix Router

• Directing Messages to a Remote Destination from the Routing Matrix Based on a TX

Matrix Plus Router

• Junos OS System Log Messages Reference
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log-prefix (System)

Syntax log-prefix string;

Hierarchy Level [edit system syslog host]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Include a text string in eachmessage directed to a remote destination.

Options string—Text string to include in eachmessage.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Text String to System Log Messages on page 6128

• Junos OS System Log Messages Reference

match

Syntax match "regular-expression";

Hierarchy Level [edit logical-systems logical-system-name system syslog file filename],
[edit logical-systems logical-system-name system syslog user (username | *)],
[edit system syslog file filename],
[edit system syslog host hostname | other-routing-engine| scc-master)],
[edit system syslog user (username | *)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify a text string that must (or must not) appear in amessage for themessage to be

logged to a destination.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using Regular Expressions to Refine the Set of Logged Messages on page 6146
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size (System)

Syntax size size;

Hierarchy Level [edit system syslog archive],
[edit system syslog file filename archive]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the maximum amount of data that the Junos OS logging utility writes to a log

file logfile before archiving it (closing it, compressing it, and changing its name to

logfile.0.gz). The utility then opens and writes to a new file called logfile. For information

about the number of archive files that the utility creates in this way, see files.

Options size—Maximum size of each system log file, in kilobytes (KB), megabytes (MB), or

gigabytes (GB).

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or xg

for the number of gigabytes

Range: 64 KB through 1 GB

Default: 1 MB for MX Series routers and the QFX Series

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying Log File Size, Number, and Archiving Properties on page 6139

• Junos OS System Log Messages Reference

• files on page 6307
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structured-data

Syntax structured-data {
brief;

}

Hierarchy Level [edit logical-systems logical-system-name system syslog file filename],
[edit system syslog file filename]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Write system logmessages to the log file in structured-data format, which complieswith

Internet draft draft-ietf-syslog-protocol-23, The syslog Protocol

(http://tools.ietf.org/html/draft-ietf-syslog-protocol-23).

NOTE: When this statement is included, other statements that specify the
format for messages written to the file are ignored (the explicit-priority

statement at the [edit system syslog file filename] hierarchy level and the

time-format statement at the [edit system syslog] hierarchy level).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Logging Messages in Structured-Data Format

• Junos OS System Log Messages Reference

• explicit-priority on page 6304

• time-format on page 6316
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syslog (System)

Syntax syslog {
archive {
(binary-data| no-binary-data);
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
console {
facility severity;

}
file filename {
facility severity;
explicit-priority;
match "regular-expression";
archive {
(binary-data| no-binary-data);
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
structured-data {
brief;

}
}
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {
brief;

}
port port number;

}
log-rotate-frequency frequency;
server server name;
source-address source-address;
time-format(millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";

}
}

Hierarchy Level [edit logical-systems logical-system-name system],
[edit system]
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Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Support at the [edit logical-systems logical-system-name system] hierarchy level

introduced in Junos OS Release 11.4.

Description Configure the types of system logmessages to send to files, to a remote destination, to

user terminals, or to the system console.

The remaining statements are explained separately.

Options archive—Define parameters for archiving log messages.

console—Send logmessages of a specified class and severity to the console.

file—Send logmessages to a named file.

host—Remote location to be notified of specific log messages.

log-rotate-frequency—Configure the interval for checking logfile size and archiving

messages.

server—Name of the system log server in the inet.0 routing instance.

source-address—Include a specified address as the source address for log messages.

time-format—Additional information to include in the system log time stamp.

user—Notify a specific user of the log event.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Junos OS System Log Configuration Overview

• Junos OS System Log Messages Reference

• Overview of Single-Chassis System Logging Configuration on page 6069
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syslog (QFabric System)

Syntax syslog {
file filename {
archive {
sizemaximum-file-size;

}
explicit-priority;
facility severity;
match "regular-expression";
structured-data;

}
filter all {
facility severity;
match "regular-expression";

}
host hostname {
explicit-priority;
facility severity;
facility-override facility;
log-prefix string;
match "regular-expression";
structured-data;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure system logmessages for the QFabric system.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Implementation of System Log Messages on the QFabric System

on page 6070

• Directing System Log Messages to a Remote Machine on page 6129
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time-format

Syntax time-format (year | millisecond | year millisecond);

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Include the year, the millisecond, or both, in the timestamp on every standard-format

system logmessage. The additional information is included for messages directed to

eachdestinationconfiguredbya file, console, oruser statementat the [edit systemsyslog]

hierarchy level. As of Junos OS Release 11.4, the additional time information is also sent

to destinations configured by a host statement.

By default, the timestamp specifies themonth, date, hour, minute, and secondwhen the

message was logged—for example, Aug 21 12:36:30. However, the timestamp for

traceoption messages is specified in milliseconds by default, and is independent of the

[edit system syslog time-format] statement.

NOTE: When the structured-data statement is included at the [edit system

syslog file filename] hierarchy level, this statement is ignored for the file.

Options millisecond—Include themillisecond in the timestamp.

year—Include the year in the timestamp.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Including the Year or Millisecond in Timestamps on page 157

• Junos OS System Log Messages Reference

• structured-data on page 6312
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user (System Logging)

Syntax user (username | *) {
facility severity;
match "regular-expression";

}

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the logging of systemmessages to user terminals.

Options * (the asterisk)—Logmessages to the terminal sessions of all users who are currently

logged in.

facility—Class of messages to log. To specify multiple classes, includemultiple facility

severity statements. For a list of the facilities, see Table 584 on page 6141.

severity—Severity of the messages that belong to the facility specified by the paired

facility name. Messages with severities the specified level and higher are logged. For

a list of the severities, see Table 585 on page 6142.

username—Junos OS login name of the user whose terminal session is to receive system

logmessages. To log messages to more than one user’s terminal session, include

more than one user statement.

The remaining statement is explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Directing System Log Messages to a User Terminal on page 6130

• Junos OS System Logging Facilities and Message Severity Levels on page 6141

• Junos OS System Log Messages Reference
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CHAPTER 68

Administration

• Monitoring Tasks on page 6319

• Commands for General Monitoring on page 6334

• Commands for Network Analytics on page 6348

• Commands for sFlow Technology on page 6367

• Commands for SNMP on page 6373

• Commands for Syslog on page 6406

Monitoring Tasks

• Displaying a Log File from a Single-Chassis System on page 6319

• Monitoring Traffic Through the Router or Switch on page 6320

• Monitoring RMONMIB Tables on page 6323

• Monitoring SNMP on page 6324

• Monitoring System Log Messages on page 6325

• Pinging Hosts on page 6326

• Tracing SNMP Activity on a Device Running Junos OS on page 6327

• Using the Enterprise-Specific Utility MIB to Enhance SNMP Coverage on page 6330

• Displaying Commit Script Output on page 6332

Displaying a Log File from a Single-Chassis System

Todisplay a log file stored on a single-chassis system such as theQFX3500 switch, enter

Junos OS CLI operational mode and issue the following commands:

user@switch> show log log-filename
user@switch> file show log-file-pathname

By default, the commands display the file stored on the local Routing Engine.

The following example shows the output from the show logmessages command:

user@switch1> show log messages 
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 1
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Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 2
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 3
...
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Management 
process): new instance detected (variable: sysApplElmtRunMemory.5.6.2293)
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Command-line 
interface): new instance detected (variable: sysApplElmtRunMemory.5.8.2292)
...
Nov  4 12:08:30  switch1 rpdf[957]: task_connect: task BGP_100.10.10.1.6+179 addr
 10.10.1.6+179: Can't assign requested 
address
Nov  4 12:08:30  switch1 rpdf[957]: bgp_connect_start: connect 10.10.1.6 (Internal
 AS 100): Can't assign requested address
Nov  4 12:10:24  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'exit '
Nov  4 12:10:27  switch1 mgd[2293]: UI_DBASE_LOGOUT_EVENT: User 'jsmith' exiting
 configuration mode
Nov  4 12:10:31  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'show log messages 

The following example shows the output from the file show command. The file in the

pathname /var/log/processes has been previously configured to includemessages from

the daemon facility.

user@switch1> file show /var/log/processes
Feb 22 08:58:24 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 22 20:35:07 switch1 snmpd[359]: SNMPD_THROTTLE_QUEUE_DRAINED: 
trap_throttle_timer_handler: cleared all throttled traps
Feb 23 07:34:56 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 23 07:38:19 switch1 snmpd[359]: SNMPD_TRAP_COLD_START: trap_generate_cold: 
SNMP trap: cold start
...

Related
Documentation

Interpreting Messages Generated in Standard Format on page 6138•

• Interpreting Messages Generated in Structured-Data Format on page 6135

Monitoring Traffic Through the Router or Switch

To help with the diagnosis of a problem, display real-time statistics about the traffic

passing through physical interfaces on the router or switch.

To display real-time statistics about physical interfaces, perform these tasks:

1. DisplayingReal-TimeStatisticsAboutAll InterfacesontheRouterorSwitchonpage6320

2. DisplayingReal-TimeStatisticsAboutan InterfaceontheRouterorSwitchonpage6321

Displaying Real-Time Statistics About All Interfaces on the Router or Switch

Purpose Display real-time statistics about traffic passing through all interfaces on the router or

switch.
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Action To display real-time statistics about traffic passing through all interfaces on the router

or switch:

user@host>monitor interface traffic

Sample Output

user@host>monitor interface traffic
host name                 Seconds: 15                  Time: 12:31:09
Interface    Link  Input packets        (pps)     Output packets        (pps)
 so-1/0/0    Down              0          (0)                  0          (0)
 so-1/1/0    Down              0          (0)                  0          (0)
 so-1/1/1    Down              0          (0)                  0          (0)
 so-1/1/2    Down              0          (0)                  0          (0)
 so-1/1/3    Down              0          (0)                  0          (0)
 t3-1/2/0    Down              0          (0)                  0          (0)
 t3-1/2/1    Down              0          (0)                  0          (0)
 t3-1/2/2    Down              0          (0)                  0          (0)
 t3-1/2/3    Down              0          (0)                  0          (0)
 so-2/0/0      Up          211035          (1)              36778          (0)
 so-2/0/1      Up         192753          (1)              36782          (0)
 so-2/0/2      Up         211020          (1)              36779          (0)
 so-2/0/3      Up         211029          (1)              36776          (0)
 so-2/1/0      Up         189378          (1)              36349          (0)
 so-2/1/1    Down              0          (0)              18747          (0)
 so-2/1/2    Down              0          (0)              16078          (0)
 so-2/1/3      Up              0          (0)              80338          (0)
 at-2/3/0      Up              0          (0)                  0          (0)
 at-2/3/1    Down              0          (0)                  0          (0)
Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=^U, Down=^D

Meaning The sample output displays traffic data for active interfaces and the amount that each

field has changed since the commandstartedor since the counterswere clearedbyusing

theC key. In this example, themonitor interfacecommandhasbeen running for 15 seconds

since the command was issued or since the counters last returned to zero.

Displaying Real-Time Statistics About an Interface on the Router or Switch

Purpose Display real-time statistics about traffic passing through an interface on the router or

switch.

Action To display traffic passing through an interface on the router or switch, use the following

Junos OS CLI operational mode command:

user@host>monitor interface interface-name

Sample Output

user@host>monitor interface so-0/0/1
Next='n', Quit='q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i'
R1
Interface: so-0/0/1, Enabled, Link is Up
Encapsulation: PPP, Keepalives, Speed: OC3 Traffic statistics:
  Input bytes:                    5856541 (88 bps)
  Output bytes:                   6271468 (96 bps)
  Input packets:                   157629 (0 pps)
  Output packets:                  157024 (0 pps)
Encapsulation statistics:
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  Input keepalives:                 42353
  Output keepalives:                42320
  LCP state: Opened
Error statistics:
  Input errors:                         0
  Input drops:                          0
  Input framing errors:                 0
  Input runts:                          0
  Input giants:                         0
  Policed discards:                     0
  L3 incompletes:                       0
  L2 channel errors:                    0
  L2 mismatch timeouts:                 0
  Carrier transitions:                  1
  Output errors:                        0
  Output drops:                         0
  Aged packets:                         0
Active alarms : None
Active defects: None
SONET error counts/seconds:
  LOS count                             1
  LOF count                             1
  SEF count                             1
  ES-S                                 77
  SES-S                                77
SONET statistics:
  BIP-B1                                0
  BIP-B2                                0
  REI-L                                 0
  BIP-B3                                0
  REI-P                                 0
Received SONET overhead:  F1        : 0x00  J0        : 0xZ

Meaning The sample output shows the input and output packets for a particular SONET interface

(so-0/0/1). The information can include common interface failures, suchasSONET/SDH

andT3alarms, loopbacksdetected, and increases in framingerrors. Formore information,

see Checklist for Tracking Error Conditions.

To control the output of the command while it is running, use the keys shown in

Table 589 on page 6322.

Table 589: Output Control Keys for themonitor interface Command

KeyAction

NDisplay information about the next interface. Themonitor interface command
scrolls through the physical or logical interfaces in the same order that they
are displayed by the show interfaces terse command.

IDisplay information about a different interface. The command prompts you
for the name of a specific interface.

FFreeze the display, halting the display of updated statistics.

TThaw the display, resuming the display of updated statistics.
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Table 589: Output Control Keys for themonitor interface
Command (continued)

KeyAction

CClear (zero) the current delta counters sincemonitor interfacewas started. It
does not clear the accumulative counter.

QStop themonitor interface command.

See the CLI Explorer for details on using match conditions with themonitor traffic

command.

Monitoring RMONMIB Tables

Purpose Monitor remote monitoring (RMON) alarm, event, and log tables.

Action To display the RMON tables:

user@switch> show snmp rmon
Alarm 
Index  Variable description                           Value State

     5 monitor                         
       jnxOperatingCPU.9.1.0.0                            5 falling threshold   

Event 
Index  Type                        Last Event
    1  log and trap                2010-07-10 11:34:17 PDT   
Event Index: 1
    Description: Event 1 triggered by Alarm 5, rising threshold (90) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 100)
    Time: 2010-07-10 11:34:07 PDT
    Description: Event 1 triggered by Alarm 5, falling threshold (75) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 5)
    Time: 2010-07-10 11:34:17 PDT

Meaning The display shows that an alarm has been defined to monitor jnxRmonMIB object

jnxOperatingCPU, which represents the CPU utilization of the Routing Engine. The alarm

is configured to generate an event that sends an SNMP trap and adds an entry to the

logTable in the RMONMIB. The log table shows that two occurrences of the event have

been generated—one for rising abovea threshold of 90percent, andone for falling below

a threshold of 75 percent.

Related
Documentation

Configuring RMON Alarms and Events on page 6117•

• show snmp rmon on page 6395

• show snmp rmon history on page 6399

• clear snmp statistics on page 6375

• clear snmp history on page 6374
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Monitoring SNMP

There are several commands that you can access in Junos OS operational mode to

monitor SNMP information. Some of the commands are:

• showsnmphealth-monitor,whichdisplays thehealthmonitor logandalarm information.

• show snmpmib, which displays information from theMIBs, such as device and system

information.

• show snmp statistics, which displays SNMP statistics such as the number of packets,

silent drops, and invalid output values.

• show snmp rmon, which displays the RMON alarm, event, history, and log information

The following example provides sample output from the show snmp health-monitor

command:

user@switch> show snmp health-monitor
Alarm 
Index  Variable description                           Value State

 32768 Health Monitor: root file system utilization
       jnxHrStoragePercentUsed.1                         58 active

 32769 Health Monitor: /config file system utilization
       jnxHrStoragePercentUsed.2                          0 active

 32770 Health Monitor: RE 0 CPU utilization
       jnxOperatingCPU.9.1.0.0                            0 active

 32773 Health Monitor: RE 0 Memory utilization
       jnxOperatingBuffer.9.1.0.0                        35 active

 32775 Health Monitor: jkernel daemon CPU utilization
       Init daemon                                        0 active
       Chassis daemon                                    50 active
       Firewall daemon                                    0 active
       Interface daemon                                   5 active
       SNMP daemon                                       11 active
       MIB2 daemon                                       42 active
       ...

The following example provides sample output from the show snmpmib command:

user@switch> show snmpmibwalk system

sysDescr.0    = Juniper Networks, Inc. qfx3500s internet router, kernel 
JUNOS 11.1-20100926.0 #0: 2010-09-26 06:17:38 UTC builder@abc.juniper.net:
/volume/build/junos/11.1/production/20100926.0/obj-xlr/bsd/sys/compile/JUNIPER-xxxxx

Build date: 2010-09-26 06:00:10 U
sysObjectID.0 = jnxProductQFX3500
sysUpTime.0   = 24444184
sysContact.0  = J Smith
sysName.0     = Lab QFX3500
sysLocation.0 = Lab
sysServices.0 = 4
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The followingexampleprovides sampleoutput fromthe showsnmpstatisticscommand:

user@switch> show snmp statistics

SNMP statistics:
  Input:
    Packets: 0, Bad versions: 0, Bad community names: 0,
    Bad community uses: 0, ASN parse errors: 0,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 0, Total set varbinds: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops: 0, Commit pending drops: 0,
    Throttle drops: 0, Duplicate request drops: 0
    Output:
    Packets: 0, Too bigs: 0, No such names: 0,
    Bad values: 0, General errors: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0

Related
Documentation

health-monitor on page 1297•

• show snmpmib on page 6392

• show snmp statistics on page 1379

Monitoring System LogMessages

Purpose Display system logmessages about the QFX Series. By looking through a system log file

for any entries pertaining to the interface that you are interested in, you can further

investigate a problemwith an interface on the switch.

Action To view system logmessages:

user@switch1> show logmessages

Sample Output

Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 1
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 2
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 3
...
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon 
memory usage (Management process): new instance detected (variable: 
sysApplElmtRunMemory.5.6.2293)
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon 
memory usage (Command-line interface): new instance detected (variable: 
sysApplElmtRunMemory.5.8.2292)
...
Nov  4 12:10:24  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
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 'exit '
Nov  4 12:10:27  switch1 mgd[2293]: UI_DBASE_LOGOUT_EVENT: User 'jsmith' exiting
 configuration mode
Nov  4 12:10:31  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'show log messages 

Meaning The sample output shows the following entries in themessages file:

• A new log file was created when the previous file reached themaximum size of

128 kilobytes (KB).

• The fan speed for Fan 1, 2, and 3 is set at 65 percent.

• Health monitoring activity is detected.

• CLI commands were entered by the user jsmith.

Related
Documentation

Overview of Junos OS System Log Messages on page 6068•

• Understanding the Implementation of System Log Messages on the QFabric System

on page 6070

• Example: Configuring System Log Messages on page 6076

• clear log on page 324

• show log on page 846

• syslog on page 287

Pinging Hosts

Purpose Use the CLI ping command to verify that a host can be reached over the network. This

command is useful for diagnosing host and network connectivity problems. The switch

sends a series of Internet Control Message Protocol (ICMP) echo (ping) requests to a

specified host and receives ICMP echo responses.

Action To use the ping command to send four requests (ping count) to host3:

ping host count number

Sample Output

ping host3 count 4
user@switch> ping host3 count 4 
PING host3.site.net (176.26.232.111): 56 data bytes
64 bytes from 176.26.232.111: icmp_seq=0 ttl=122 time=0.661 ms
64 bytes from 176.26.232.111: icmp_seq=1 ttl=122 time=0.619 ms
64 bytes from 176.26.232.111: icmp_seq=2 ttl=122 time=0.621 ms
64 bytes from 176.26.232.111: icmp_seq=3 ttl=122 time=0.634 ms

--- host3.site.net ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.619/0.634/0.661/0.017 ms

Meaning The ping results show the following information:•
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• Size of the ping response packet (in bytes).

• IP address of the host fromwhich the response was sent.

• Sequence number of the ping response packet. You can use this value tomatch the

ping response to the corresponding ping request.

• Time-to-live (ttl) hop-count value of the ping response packet.

• Total time between the sending of the ping request packet and the receiving of the

ping response packet, in milliseconds. This value is also called round-trip time.

• Number of ping requests (probes) sent to the host.

• Number of ping responses received from the host.

• Packet loss percentage.

• Round-trip time statistics: minimum, average, maximum, and standard deviation of

the round-trip time.

Related
Documentation

Troubleshooting Overview on page 6413•

• Understanding Troubleshooting Resources on page 6411

Tracing SNMPActivity on a Device Running Junos OS

SNMP tracing operations track activity for SNMP agents and record the information in

log files. The logged error descriptions provide detailed information to help you solve

problems faster.

By default, Junos OS does not trace any SNMP activity. If you include the traceoptions

statement at the [edit snmp] hierarchy level, the default tracing behavior is:

• Important activities are logged in files located in the /var/log directory. Each log is

named after the SNMP agent that generates it. Currently, the following log files are

created in the /var/log directory when the traceoptions statement is used:

• chassisd

• craftd

• ilmid

• mib2d

• rmopd

• serviced

• snmpd

• When a trace file named filename reaches its maximum size, it is renamed filename.0,

then filename.1, and so on, until the maximum number of trace files is reached. Then

theoldest trace file is overwritten. (Formore informationabouthow log filesare created,

see the Junos OS System Log Messages Reference.)
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• Log files can be accessed only by the user who configured the tracing operation.

You cannot change the directory (/var/log) in which trace files are located. However,
you can customize the other trace file settings by including the following statements at
the [edit snmp] hierarchy level:

[edit snmp]
traceoptions {
file <files number> <match regular-expression> <size size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}

These statements are described in the following sections:

• Configuring the Number and Size of SNMP Log Files on page 6328

• Configuring Access to the Log File on page 6328

• Configuring a Regular Expression for Lines to Be Logged on page 6329

• Configuring the Trace Operations on page 6329

Configuring the Number and Size of SNMP Log Files

By default, when the trace file reaches 128 kilobytes (KB) in size, it is renamed filename.0,

then filename.1, and so on, until there are three trace files. Then the oldest trace file

(filename.2) is overwritten.

Youcanconfigure the limitson thenumberandsizeof trace filesby including the following
statements at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file files number size size;

For example, set themaximum file size to 2MB, and themaximumnumber of files to 20.

When the file that receives the output of the tracing operation (filename) reaches 2 MB,

filename is renamed filename.0, and a new file called filename is created. When the new

filename reaches 2 MB, filename.0 is renamed filename.1 and filename is renamed

filename.0. This process repeats until there are 20 trace files. Then the oldest file

(filename.19) is overwritten by the newest file (filename.0).

The number of files can be from2 through 1000 files. The file size of each file can be from

10 KB through 1 gigabyte (GB).

Configuring Access to the Log File

Bydefault, log files canbeaccessedonlyby theuserwhoconfigured the tracingoperation.

To specify that any user can read all log files, include the file world-readable statement
at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file world-readable;
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To explicitly set the default behavior, include the file no-world-readable statement at the
[edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file no-world-readable;

Configuring a Regular Expression for Lines to Be Logged

By default, the trace operation output includes all lines relevant to the logged activities.

Youcan refine theoutputby including thematch statementat the [edit snmptraceoptions
file filename] hierarchy level and specifying a regular expression (regex) to bematched:

[edit snmp traceoptions]
file filenamematch regular-expression;

Configuring the Trace Operations

By default, only important activities are logged. You can specify which trace operations
are to be logged by including the following flag statement (with one or more tracing
flags) at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
flag {
all;
configuration;
database;
events;
general;
interface-stats;
nonvolatile-sets;
pdu;
policy;
protocol-timeouts;
routing-socket;
server;
subagent;
timer;
varbind-error;

}

Table 590 on page 6329 describes the meaning of the SNMP tracing flags.

Table 590: SNMP Tracing Flags

Default SettingDescriptionFlag

OffLog all operations.all

OffLog reading of the configuration at the
[edit snmp] hierarchy level.

configuration

OffLog events involving storage and retrieval in the
events database.

database

OffLog important events.events
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Table 590: SNMP Tracing Flags (continued)

Default SettingDescriptionFlag

OffLog general events.general

OffLog physical and logical interface statistics.interface-stats

OffLog nonvolatile SNMP set request handling.nonvolatile-set

OffLog SNMP request and response packets.pdu

OffLog policy processing.policy

OffLog SNMP response timeouts.protocol-timeouts

OffLog routing socket calls.routing-socket

OffLog communication with processes that are
generating events.

server

OffLog subagent restarts.subagent

OffLog internal timer events.timer

OffLog variable binding errors.varbind-error

To display the end of the log for an agent, issue the show log agentd | last operational
mode command:

[edit]
user@host# run show log agentd | last

where agent is the name of an SNMP agent.

Related
Documentation

Configuring SNMP on a Device Running Junos OS•

• Configuration Statements at the [edit snmp] Hierarchy Level

• Example: Tracing SNMP Activity

• Configuring SNMP on page 1237

Using the Enterprise-Specific Utility MIB to Enhance SNMPCoverage

Even though the JunosOS has built-in performancemetrics andmonitoring options, you

might need tohave customizedperformancemetrics. Tomake it easier for you tomonitor

such customized data through a standardmonitoring system, the JunosOSprovides you

with an enterprise-specific Utility MIB that can store such data and thus extend SNMP

support for managing andmonitoring the data of your choice.

The enterprise-specific Utility MIB provides you with container objects of the following

types:32-bit counters,64-bit counters, signed integers,unsigned integers, andoctetstrings.
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You can use these container MIB objects to store the data that are otherwise not

supported for SNMP operations. You can populate data for these objects either by using

CLI commands or with the help of Op scripts and an RPC API that can invoke the CLI

commands.

The following CLI commands enable you to set and clear Utility MIB object values:

• request snmp utility-mib set instance name object-type <counter | counter 64 | integer

| string | unsigned integer> object-value value

• request snmputility-mib clear instance name object-type <counter | counter 64 | integer

| string | unsigned integer>

The instancenameoptionof the requestsnmputility-mib<set |clear>commandspecifies

the name of the data instance and is the main identifier of the data. The object-type

<counter | counter 64 | integer | string | unsigned integer> option enables you specify the

object type, and the object-value value option enables you to set the value of the object.

To automate the process of populating Utility MIB data, you can use a combination of

an event policy and event script. The following examples show the configuration for an

event policy to run show system buffers every hour and to store the show system buffers

data in Utility MIB objects by running an event script (check-mbufs.slax).

Event Policy
Configuration

To configure an event policy that runs the showsystembuffers command every hour and
invokes check-mbufs.slax to store the show system buffers data into Utility MIB objects,
include the following statements at the [edit] hierarchy level:

event-options {
generate-event {
1-HOUR time-interval 3600;

}
policy MBUFS {
events 1-HOUR;
then {
event-script check-mbufs.slax; # script stored at /var/db/scripts/event/

}
}
event-script {
file check-mbufs.slax;

}
}

check-mbufs.slax
Script

The following example shows the check-mbufs.slax script that is stored under
/var/db/scripts/event/:

------ script START ------
version 1.0;

ns junos = "http://xml.juniper.net/junos/*/junos";
ns xnm = "http://xml.juniper.net/xnm/1.1/xnm";
ns jcs = "http://xml.juniper.net/junos/commit-scripts/1.0";
ns ext = "http://xmlsoft.org/XSLT/namespace";

match / {
    <op-script-results>{
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 var $cmd = <command> "show system buffers";
        var $out = jcs:invoke($cmd);

     var $lines = jcs:break_lines($out);
     for-each ($lines) {
         if (contains(., "current/peak/max")) {
             var $pattern = "([0-9]+)/([0-9]+)/([0-9]+) mbufs";
             var $split = jcs:regex($pattern, .);
             var $result = $split[2];

             var $rpc = <request-snmp-utility-mib-set> {
                 <object-type> "integer";
                 <instance> "current-mbufs";
                 <object-value> $result;
             }
             var $res = jcs:invoke($rpc);
                }
        }
    }
}
------ script END ------

You can run the following command to check the data stored in theUtilityMIB as a result

of the event policy and script shown in the preceding examples:

user@host> showsnmpmibwalk jnxUtilData ascii jnxUtilIntegerValue."current-mbufs"
= 0 jnxUtilIntegerTime."current-mbufs" = 07 da 05 0c 03 14 2c 00 2d 07 00
regress@caramels>

NOTE: The show snmpmibwalk command is not available on the QFabric

system, but you can use external SNMP client applications to perform this
operation.

Related
Documentation

Understanding the Implementation of SNMP on the QFabric System on page 6023•

Displaying Commit Script Output

Table591onpage6332summarizestheJunosOScommand-line interface(CLI)commands

you can use to monitor and troubleshoot commit scripts. For more information about

the cscript.log file, see Tracing Commit Script Processing.

NOTE: Tracing commit script processing, including the cscript.log file, is not

supported on the QFX3000-G QFabric system.

Table591:CommitScriptConfigurationandOperationalModeCommands

CommandTask

ConfigurationMode Commands

commit or commit checkDisplay errors and warnings generated
by commit scripts.
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Table 591: Commit Script Configuration and Operational Mode
Commands (continued)

CommandTask

commit | display detailDisplay detailed information.

commit | display xmlDisplay the underlying Extensible
Markup Language (XML) data.

show | display commit-scriptsDisplay the postinheritance contents
of the configuration database. This
view includes transient changes, but
does not include changes made in
configuration groups.

show | display commit-scripts no-transientsDisplay the postinheritance contents
of the configuration database. This
view excludes transient changes.

show | display commit-scripts viewDisplay the postinheritance
configuration in XML format.

Viewing the configuration in XML
format can be helpful when you are
writing XML Path Language (XPath)
expressionsandconfigurationelement
tags.

show |
display commit-scripts view |
display commit-scripts no-transients

Display the postinheritance
configuration in XML format, but
exclude transient changes.

show groups | display commit-scriptsDisplay all configuration groups data,
including script-generated changes to
the groups.

show groups group-name | display commit-scriptsDisplay a particular configuration
group, including script-generated
changes to the group.

Operational Mode Commands

show log cscript.logDisplay logging data associated with
all commit script processing.

show log cscript.log | lastDisplay processing for only the most
recent commit operation.

show log cscript.log | match errorDisplay processing for script errors.

show log cscript.log | match filenameDisplay processing for a particular
script.
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Related
Documentation

Tracing Commit Script Processing•

Commands for General Monitoring

• monitor traffic

• ping

Copyright © 2014, Juniper Networks, Inc.6334

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



monitor traffic

Syntax monitor traffic
<brief | detail | extensive>
<absolute-sequence>
<count count>
<interface interface-name>
<layer2-headers>
<matchingmatching>
<no-domain-names>
<no-promiscuous>
<no-resolve>
<no-timestamp>
<print-ascii>
<print-hex>
<resolve-timeout>
<size size>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display packet headers or packets received and sent from the Routing Engine.

NOTE:

• Using themonitor-traffic command can degrade router or switch

performance.

• Delays from DNS resolution can be eliminated by using the no-resolve

option.

NOTE: This command is not supported on the QFabric system.

Options none—(Optional) Display packet headers transmitted through fxp0. On a TXMatrix Plus

router, display packet headers transmitted through em0.

brief | detail | extensive—(Optional) Display the specified level of output.

absolute-sequence—(Optional) Display absolute TCP sequence numbers.

count count—(Optional) Specify the number of packet headers to display (0 through

1,000,000). Themonitor traffic command quits automatically after displaying the

number of packets specified.
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interface interface-name—(Optional) Specify the interface on which themonitor traffic

command displays packet data. If no interface is specified, themonitor traffic

command displays packet data arriving on the lowest-numbered interface.

layer2-headers—(Optional) Display the link-level header on each line.

matchingmatching—(Optional) Display packet headers thatmatch a regular expression.

Usematching expressions to define the level of detail with which themonitor traffic

command filters and displays packet data.

no-domain-names—(Optional)Suppress thedisplayof thedomainportionofhostnames.

With the no-domain-names option enabled, themonitor traffic command displays

only team for the hostname team.company.net.

no-promiscuous—(Optional) Do not put the interface into promiscuous mode.

no-resolve—(Optional) Suppress reverse lookup of the IP addresses.

no-timestamp—(Optional) Suppress timestamps on displayed packets.

print-ascii—(Optional) Display each packet in ASCII format.

print-hex—(Optional) Display each packet, except the link-level header, in hexadecimal

format.

resolve-timeout timeout—(Optional) Amount of time the router or switch waits for each

reverse lookupbefore timingout. Youcanset the timeout for 1 through4,294,967,295

seconds. The default is 4 seconds. To display each packet, use the print-ascii,

print-hex, or extensive option.

size size—(Optional) Read but do not display up to the specified number of bytes for

each packet. When set to brief output, the default packet size is 96 bytes and is

adequate for capturing IP, ICMP, UDP, and TCP packet data. When set to detail and

extensive output, the default packet size is 1514. Themonitor traffic command

truncates displayed packets if the matched data exceeds the configured size.

Additional Information In themonitor traffic command, you can specify an expression to match by using the

matching option and including the expression in quotation marks:

monitor traffic matching "expression"

Replace expressionwith one or more of the match conditions listed in

Table 592 on page 6337.

Copyright © 2014, Juniper Networks, Inc.6336

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



Table 592: Match Conditions for themonitor traffic Command

DescriptionConditionMatch Type

Matches packets that contain the specified
address or hostname.

Theprotocolmatch conditionsarp, ip, or rarp,
or anyof thedirectionalmatchconditionscan
be prepended to the hostmatch condition.

host [address | hostname]Entity

Matches packets with source or destination
addresses containing the specified network
address.

net address

Matches packets containing the specified
network address and subnet mask.

net addressmaskmask

Matches packets containing the specified
source or destination TCP or UDP port
number or port name.

In place of the numeric port address, you can
specify a text synonym, such as bgp (179),
dhcp (67), ordomain (53) (theport numbers
are also listed).

port (port-number | port-name)

Matches packets going to the specified
destination. This match condition can be
prepended to any of the entity typematch
conditions.

dstDirectional

Matches packets from a specified source.
This match condition can be prepended to
any of the entity typematch conditions.

src

Matches packets that contain the specified
sourceanddestinationaddresses.Thismatch
condition can be prepended to any of the
entity typematch conditions.

src and dst

Matches packets containing either of the
specified addresses. This match condition
can be prepended to any of the entity type
match conditions.

src or dst

Matches packets shorter than or equal to the
specified value, in bytes.

less valuePacket Length

Matches packets longer than or equal to the
specified value, in bytes.

greater value
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Table 592: Match Conditions for themonitor traffic Command (continued)

DescriptionConditionMatch Type

Matches all AMT packets. Use the extensive
level of output to decode the inner IGMP
packets in addition to the AMT outer packet.

amtProtocol

Matches all ARP packets.arp

Matches all Ethernet packets.ether

Matches broadcast or multicast Ethernet
frames. This match condition can be
prepended withsrc and dst.

ether (broadcast | multicast)

Matches packets with the specified Ethernet
address or Ethernet packets of the specified
protocol type. The ether protocol arguments
arp, ip, and rarp are also independent match
conditions, so they must be preceded by a
backslash (\)whenused in the etherprotocol
match condition.

ether protocol (address | (arp | ip | rarp))

Matches all ICMP packets.icmp

Matches all IP packets.ip

Matches broadcast or multicast IP packets.ip (broadcast | multicast)

Matches packets with the specified address
or protocol type. The ip protocol arguments
icmp, tcp, and udp are also independent
match conditions, so theymust be preceded
by a backslash (\) when used in the ip
protocolmatch condition.

ip protocol (address | (icmp | igrp | tcp | udp))

Matches all IS-IS routing messages.isis

Matches all RARP packets.rarp

Matches all TCP datagrams.tcp

Matches all UDP datagrams.udp

To combine expressions, use the logical operators listed in Table 593 on page 6338.

Table 593: Logical Operators for themonitor traffic Command

DescriptionLogicalOperator (Highest toLowestPrecedence)

Logical NOT. If the first condition does not match, the next condition
is evaluated.

!
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Table 593: Logical Operators for themonitor traffic Command (continued)

DescriptionLogicalOperator (Highest toLowestPrecedence)

Logical AND. If the first condition matches, the next condition is
evaluated. If the first condition does not match, the next condition is
skipped.

&&

Logical OR. If the first conditionmatches, the next condition is skipped.
If the first condition does not match, the next condition is evaluated.

||

Group operators to override default precedence order. Parentheses are
special characters, each of which must be preceded by a backslash
(\).

( )

You canuse relational operators to compare arithmetic expressions composedof integer

constants, binary operators, a length operator, and special packet data accessors. The

arithmetic expression matching condition uses the following syntax:

monitor traffic matching "ether[0] & 1 != 0""arithmetic_expression relational_operator
arithmetic_expression"

The packet data accessor uses the following syntax:

protocol [byte-offset <size>]

The optional size field represents the number of bytes examined in the packet header.

The available values are 1, 2, or 4 bytes. The following sample command captures all

multicast traffic:

user@host>monitor traffic matching "ether[0] & 1 != 0"

To specifymatch conditions that have a numeric value, use the arithmetic and relational

operators listed in Table 594 on page 6340.

NOTE: Because the Packet Forwarding Engine removes Layer 2 header
information before sending packets to the Routing Engine:

• Themonitor traffic command cannot apply match conditions to inbound

traffic.

• Themonitor traffic interface commandalso cannot applymatch conditions

for Layer 3 and Layer 4 packet data, resulting in thematch pipe option (|

match) for this command for Layer 3 and Layer 4 packets not working

either. Therefore, ensure that you specify match conditions as described
in this command summary. Formore information aboutmatch conditions,
see Table 592 on page 6337.

• The802.1QVLANtag information included in theLayer2header is removed
fromall inbound traffic packets. Because themonitor traffic interface ae[x]

command for aggregated Ethernet interfaces (such as ae0) only shows

inbound traffic data, the command does not show VLAN tag information
in the output.
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Table 594: Arithmetic and Relational Operators for themonitor traffic
Command

Description
Arithmetic or Relational
Operator

Arithmetic Operator

Addition operator.+

Subtraction operator.-

Division operator./

Bitwise AND.&

Bitwise exclusive OR.*

Bitwise inclusive OR.|

Relational Operator (Highest to Lowest Precedence)

If the first expression is less than or equal to the second, the packet
matches.

<=

If the first expression is greater than or equal to the second, the
packet matches.

>=

If the first expression is less than the second, the packet matches.<

If the first expression is greater than thesecond, thepacketmatches.>

If the compared expressions are equal, the packet matches.=

If the compared expressions are unequal, the packet matches.!=

Required Privilege
Level

trace

maintenance

List of Sample Output monitor traffic count on page 6341
monitor traffic detail count on page 6341
monitor traffic extensive (Absolute Sequence) on page 6341
monitor traffic extensive (Relative Sequence) on page 6341
monitor traffic extensive count on page 6341
monitor traffic interface on page 6342
monitor traffic matching on page 6342
monitor traffic (TXMatrix Plus Router) on page 6342
monitor traffic (QFX3500 Switch) on page 6343

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

monitor traffic count

user@host> monitor traffic count 2
listening on fxp0
04:35:49.814125  In my-server.home.net.1295 > my-server.work.net.telnet: . ack
4122529478 win 16798 (DF)
04:35:49.814185 
Out my-server.work.net.telnet > my-server.home.net.1295: P
1:38(37) ack 0 win 17680 (DF) [tos 0x10]

monitor traffic detail count

user@host> monitor traffic detail count 2
listening on fxp0
04:38:16.265864  In my-server.home.net.1295 > my-server.work.net.telnet: . ack 
4122529971 win 17678 (DF) (ttl 121, id 6812)
04:38:16.265926 
Out my-server.work.net.telnet.telnet > my-server.home.net.1295: P 1:38(37) ack 0
 win 17680 (DF) [tos 0x10]  (ttl 6)

monitor traffic extensive (Absolute Sequence)

user@host> monitor traffic extensive no-domain-names no-resolve no-timestamp count 20
matching "tcp" absolute-sequence
listening on fxp0
 In 207.17.136.193.179 > 192.168.4.227.1024: . 4042780859:4042780859(0) 
ack 1845421797 win 16384 <nop,nop,timestamp 4935628 965951> [tos 0xc0]  (ttl )
 In 207.17.136.193.179 > 192.168.4.227.1024: P 4042780859:4042780912(53) 
ack 1845421797 win 16384 
<nop,nop,timestamp 4935628 965951>: 
BGP [|BGP UPDAT) 
In 192.168.4.227.1024 > 207.17.136.193.179: 
P 1845421797:1845421852(55) ack 4042780912 win 16384 <nop,nop,timestamp 965951 
4935628>: BGP [|BGP UPDAT)
...

monitor traffic extensive (Relative Sequence)

user@host> monitor traffic extensive no-domain-names no-resolve no-timestamp count 20
matching "tcp"
listening on fxp0
 In 172.24.248.221.1680 > 192.168.4.210.23: . 396159737:396159737(0) 
ack 1664980689 win 17574 (DF) (ttl 121, id 50003)
Out 192.168.4.210.23 > 172.24.248.221.1680: P 1:40(39) 
ack 0 win 17680 (DF) [tos 0x10]  (ttl 64, id 5394)
 In 207.17.136.193.179 > 192.168.4.227.1024: P 4042775817:4042775874(57) 
ack 1845416593 win 16384 <nop,nop,timestamp 4935379 965690>: BGP [|BGP UPDAT)
...

monitor traffic extensive count

user@host> monitor traffic extensive count 5 no-domain-names no-resolve
listening on fxp013:18:17.406933  
In 192.168.4.206.2723610880 > 172.17.28.8.2049: 
40 null (ttl 64, id 38367)13:18:17.407577  
In 172.17.28.8.2049 > 192.168.4.206.2723610880: 
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reply ok 28 null (ttl 61, id 35495)13:18:17.541140  
In 0:e0:1e:42:9c:e0 0:e0:1e:42:9c:e0 9000 60: 
0000 0100 0000 0000 
0000 0000 0000 0000  
0000 0000 0000 0000 
0000 0000 0000 0000  
0000 0000 0000 0000 
0000 0000 000013:18:17.591513
In 172.24.248.156.4139 > 192.168.4.210.23: 
3556964918:3556964918(0) 
ack 295526518 win 17601 (DF) 
(ttl 121, id 14)13:18:17.591568 
Out 192.168.4.210.23 > 
172.24.248.156.4139: P 1:40(39) 
ack 0 win 17680 (DF) [tos 0x10]  
(ttl 64, id 52376)

monitor traffic interface

user@host> monitor traffic interface fxp0
listening on fxp0.0
18:17:28.800650  In server.home.net.723 > host1-0.lab.home.net.log 
18:17:28.800733 Out host2-0.lab.home.net.login > server.home.net.7 
18:17:28.817813  In host30.lab.home.net.syslog > host40.home0
18:17:28.817846  In host30.lab.home.net.syslog > host40.home0
...

monitor traffic matching

user@host> monitor traffic matching "net 192.168.1.0/24"
verbose output suppressed, use <detail> or <extensive> for full protocol decode
Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout is 4s.
Listening on fxp0, capture size 96 bytes

Reverse lookup for 192.168.1.255 failed (check DNS reachability).
Other reverse lookup failures will not be reported.
Use no-resolve to avoid reverse lookups on IP addresses.

21:55:54.003511  In IP truncated-ip - 18 bytes missing! 
192.168.1.17.netbios-ns > 192.168.1.255.netbios-ns: UDP, length 50
21:55:54.003585 Out IP truncated-ip - 18 bytes missing! 
192.168.1.17.netbios-ns > 192.168.1.255.netbios-ns: UDP, length 50
21:55:54.003864  In arp who-has 192.168.1.17 tell 192.168.1.9
...

monitor traffic (TXMatrix Plus Router)

user@host> monitor traffic
verbose output suppressed, use <detail> or <extensive> for full protocol decode
Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout is 4s.
Listening on em0, capture size 96 bytes
04:11:59.862121 Out IP truncated-ip - 25 bytes missing! 
summit-em0.englab.juniper.net.syslog > sv-log-01.englab.juniper.net.syslog: 
SYSLOG kernel.info, length: 57
04:11:59.862303 
Out IP truncated-ip - 25 bytes missing! 
summit-em0.englab.juniper.net.syslog > 
sv-log-02.englab.juniper.net.syslog: SYSLOG kernel.info, length: 57
04:11:59.923948  
In IP aj-em0.englab.juniper.net.65235 > 
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summit-em0.englab.juniper.net.telnet: . 
ack 1087492766 win 33304 <nop,nop,timestamp 42366734 993490>
04:11:59.923983 Out IP truncated-ip - 232 bytes missing! 
summit-em0.englab.juniper.net.telnet > aj-em0.englab.juniper.net.65235: P 
1:241(240) ack 0 win 33304 
<nop,nop,timestamp 993590 42366734>
04:12:00.022900  
In IP aj-em0.englab.juniper.net.65235 > 
summit-em0.englab.juniper.net.telnet: . ack 241 win 33304 <nop,nop,timestamp 
42366834 993590>
04:12:00.141204  
In IP truncated-ip - 40 bytes missing! 
ipg-lnx-shell1.juniper.net.46182 > summit-em0.englab.juniper.net.telnet: P 
2950530356:2950530404(48) ack 485494987 win 63712 
<nop,nop,timestamp 1308555294 987086>
04:12:00.141345 
Out IP summit-em0.englab.juniper.net.telnet > 
ipg-lnx-shell1.juniper.net.46182: P 1:6(5) 
ack 48 win 33304 
<nop,nop,timestamp 993809 1308555294>
04:12:00.141572  
In IP ipg-lnx-shell1.juniper.net.46182 > 
summit-em0.englab.juniper.net.telnet: . 
ack 6 win 63712 
<nop,nop,timestamp 1308555294 993809>
04:12:00.141597 
Out IP summit-em0.englab.juniper.net.telnet > 
ipg-lnx-shell1.juniper.net.46182: P 6:10(4) ack 48 win 33304 
<nop,nop,timestamp 993810 1308555294>
04:12:00.141821  
In IP ipg-lnx-shell1.juniper.net.46182 > 
summit-em0.englab.juniper.net.telnet: . 
ack 10 win 63712 <nop,nop,timestamp 1308555294 993810>
04:12:00.141837 Out IP truncated-ip - 2 bytes missing! 
summit-em0.englab.juniper.net.telnet > 
ipg-lnx-shell1.juniper.net.46182: P 10:20(10) ack 48 win 33304 
<nop,nop,timestamp 993810 1308555294>
04:12:00.142072  
In IP ipg-lnx-shell1.juniper.net.46182 > 
summit-em0.englab.juniper.net.telnet: . ack 20 win 63712 
<nop,nop,timestamp 1308555294 993810>
04:12:00.142089 Out IP summit-em0.englab.juniper.net.telnet > 
ipg-lnx-shell1.juniper.net.46182: P 20:28(8) ack 48 win 33304 <nop,nop,timestamp
 993810 1308555294>
04:12:00.142321  
In IP ipg-lnx-shell1.juniper.net.46182 > 
summit-em0.englab.juniper.net.telnet: . 
ack 28 win 63712 <nop,nop,timestamp 1308555294 993810>
04:12:00.142337 
Out IP truncated-ip - 1 bytes missing! 
summit-em0.englab.juniper.net.telnet > 
ipg-lnx-shell1.juniper.net.46182: P 28:37(9) ack 48 win 33304 <nop,nop,timestamp
 993810 1308555294>
...

monitor traffic (QFX3500 Switch)

user@switch> monitor traffic
verbose output suppressed, use <detail> or <extensive> for full protocol decode
Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout is 4s.
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Listening on me4, capture size 96 bytes
Reverse lookup for 172.22.16.246 failed (check DNS reachability).
Other reverse lookup failures will not be reported.
Use <no-resolve> to avoid reverse lookups on IP addresses.
16:35:32.240873 Out IP truncated-ip - 112 bytes missing! 
labqfx-me0.lab4.juniper.net.ssh > 
172.22.16.246.telefinder: P 4200727624:4200727756(132) ack 2889954831 win 65535
16:35:32.240900 Out IP truncated-ip - 176 bytes missing! 
labqfx-me0.lab4.juniper.net.ssh > 
172.22.16.246.telefinder: P 132:328(196) ack 1 win 65535
...
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ping

Syntax ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet | inet6>
<interface source-interface>
<interval seconds>
<logical-system logical-system-name>
<loose-source value>
<mac-addressmac-address>
<no-resolve>
<pattern string>
<rapid>
<record-route>
<routing-instance routing-instance-name>
<size bytes>
<source source-address>
<strict >
<strict-source value.>
<tos type-of-service>
<ttl value>
<verbose>
<vpls instance-name>
<wait seconds>

Syntax (QFX Series) ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet>
<interface source-interface>
<interval seconds>
<logical-system logical-system-name>
<loose-source value>
<mac-addressmac-address>
<no-resolve>
<pattern string>
<rapid>
<record-route>
<routing-instance routing-instance-name>
<size bytes>
<source source-address>
<strict>
< strict-source value>
<tos type-of-service>
<ttl value>
<verbose>
<wait seconds>

Release Information Command introduced before Junos OS Release 7.4.
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Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Check host reachability and network connectivity. The ping command sends Internet

Control Message Protocol (ICMP) ECHO_REQUESTmessages to elicit ICMP

ECHO_RESPONSEmessages from the specified host. Press Ctrl+c to interrupt a ping

command.

Options host—IP address or hostname of the remote system to ping.

bypass-routing—(Optional) Bypass the normal routing tables and send ping requests

directly toa systemonanattachednetwork. If the system isnotonadirectly attached

network, an error is returned. Use this option to ping a local system through an

interface that has no route through it.

count requests—(Optional) Number of ping requests to send. The range of values is 1

through 2,000,000,000. The default value is an unlimited number of requests.

detail—(Optional) Include in theoutput the interfaceonwhich theping replywas received.

do-not-fragment—(Optional) Set the do-not-fragment (DF) flag in the IP header of the

ping packets. For IPv6 packets, this option disables fragmentation.

NOTE: In JunosOSRelease 11.1 and later,when issuing thepingcommand

for an IPv6 route with the do-not-fragment option, themaximum ping

packet size is calculated by subtracting 48 bytes (40 bytes for the IPV6
header and 8 bytes for the ICMPheader) from theMTU. Therefore, if the
ping packet size (including the 48-byte header) is greater than theMTU,
the ping operationmight fail.

inet—(Optional) Ping Packet Forwarding Engine IPv4 routes.

inet6—(Optional) Ping Packet Forwarding Engine IPv6 routes.

interface source-interface—(Optional) Interface to use to send the ping requests.

interval seconds—(Optional) How often to send ping requests. The range of values, in

seconds, is 1 through infinity. The default value is 1.

logical-system logical-system-name—(Optional) Name of logical system fromwhich to

send the ping requests.

Alternatively, enter the set cli logical-system logical-system-name command and

then run the ping command. To return to the main router or switch, enter the clear

cli logical-system command.

loose-source value—(Optional) Intermediate loose source route entry (IPv4). Open a set

of values.
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mac-addressmac-address—(Optional) Ping the physical or hardware address of the

remote system you are trying to reach.

no-resolve—(Optional) Do not attempt to determine the hostname that corresponds to

the IP address.

patternstring—(Optional)Specify ahexadecimal fill pattern to include in thepingpacket.

rapid—(Optional)Sendping requests rapidly. The results are reported ina singlemessage,

not in individual messages for each ping request. By default, five ping requests are

sent before the results are reported. To change the number of requests, include the

count option.

record-route—(Optional) Record and report the packet’s path (IPv4).

routing-instance routing-instance-name—(Optional) Nameof the routing instance for the

ping attempt.

size bytes—(Optional) Size of ping request packets. The range of values, in bytes, is 0

through 65,468. The default value is 56, which is effectively 64 bytes because 8

bytes of ICMP header data are added to the packet.

source source-address—(Optional) IP address of the outgoing interface. This address is

sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

strict—(Optional) Use the strict source route option (IPv4).

strict-source value—(Optional) Intermediate strict source route entry (IPv4). Open a set

of values.

tos type-of-service—(Optional) Set the type-of-service (ToS) field in the IP header of the

ping packets. The range of values is 0 through 255.

If the device configuration includes the dscp-code-point value statement at the [edit

class-of-service host-outbound-traffic] hierarchy level, the configured DSCP value

overrides the value specified in this command option. In this case, the ToS field of

ICMP echo request packets sent on behalf of this command carries the DSCP value

specified in the dscp-code-point configuration statement instead of the value you

specify in this command option.

ttl value—(Optional) Time-to-live (TTL) value to include in the ping request (IPv6). The

range of values is 0 through 255.

verbose—(Optional) Display detailed output.

vpls instance-name—(Optional) Ping the instance to which this VPLS belongs.

wait seconds—(Optional) Maximumwait time, in seconds, after the final packet is sent.

If this option is not specified, the default delay is 10 seconds. If this option is used

without the count option, a default count of 5 packets is used.

6347Copyright © 2014, Juniper Networks, Inc.

Chapter 68: Administration



Required Privilege
Level

network

Related
Documentation

Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages•

List of Sample Output ping hostname on page 6348
ping hostname rapid on page 6348
ping hostname size count on page 6348

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo replywas receivedwith anerror code. Thesepackets are not counted in the received

packets count. They are accounted for separately.

Sample Output

ping hostname

user@host> ping skye
PING skye.net (192.168.169.254): 56 data bytes
64 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.028 ms
64 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=1.053 ms
64 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.025 ms
64 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.098 ms
64 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=1.032 ms
64 bytes from 192.168.169.254: icmp_seq=5 ttl=253 time=1.044 ms
^C [abort]

ping hostname rapid

user@host> ping skye rapid
PING skye.net (192.168.169.254): 56 data bytes
!!!!!
--- skye.net ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.956/0.974/1.025/0.026 ms

ping hostname size count

user@host> ping skye size 200 count 5
PING skye.net (192.168.169.254): 200 data bytes
208 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.759 ms
208 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=2.075 ms
208 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.843 ms
208 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.803 ms
208 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=17.898 ms

--- skye.net ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.759/5.075/17.898 ms

Commands for Network Analytics

• monitor start (Analytics)

• show analytics collector
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• show analytics configuration

• show analytics queue-statistics

• show analytics status

• show analytics streaming-servers

• show analytics traffic-statistics
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monitor start (Analytics)

Syntax monitor start filename

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Start the display of the queue statistics or traffic statistics file if you had enabled queue

or traffic monitoring on your device. The output is displayed in the JavaScript Object

Notation (JSON) format.

Options filename—Name of the queue statistics or traffic statistics file.

Required Privilege
Level

trace

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

List of Sample Output monitor start Using the Local Analytics File (Junos OS Release 13.2X51-D15 or
Later) on page 6351
monitor start Using the Queue Statistics File (Junos OS Release
13.2X51-D10) on page 6351
monitor start Using the Queue Statistics File (Junos OS Release
13.2X50-D15) on page 6351
monitor start Using the Traffic Statistics File (Junos OS Release
13.2X51-D10) on page 6352
monitor start Using the Traffic Statistics File (Junos OS Release
13.2X50-D15) on page 6352

Output Fields Table595onpage6350describes theoutput fields for themonitorstartcommand.Output

fields are listed in the approximate order in which they appear.

Table 595: monitor start CommandOutput Fields

DescriptionField

Name of the network analytics host device.hostname (used in Junos OS
Release 13.2X50-D15 only)

Type of statistics. May be queue statistics or traffic statistics.record type

Time at which the statistics were captured.time

ID of the network analytics host device.router-id

For queue statistics only. Traffic queue latency in milliseconds.latency

Name of the physical port configured for network analytics.port

For queue statistics only. Depth of the traffic queue in bytes.queue depth
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Table 595: monitor start CommandOutput Fields (continued)

DescriptionField

For traffic statistics monitoring only. Total packets received.rxpkt

For traffic statistics monitoring only. Total packets received per second.rxpps

For traffic statistics monitoring only. Total bytes received.rxbyte

For traffic statistics monitoring only. Total bytes received per second.rxbps

For traffic statistics monitoring only. Total incoming packets dropped.rxdrop

For traffic statistics monitoring only. Total packets with errors.rxerr

For traffic statistics monitoring only. Total percent of traffic utilization for incoming traffic.rxutil (in Junos OS Release
13.2X50-D15 only)

For traffic statistics monitoring only. Total packets transmitted.txpkt

For traffic statistics monitoring only. Total packets transmitted per second.txpps

For traffic statistics monitoring only. Total bytes transmitted.txbyte

For traffic statistics monitoring only. Total bytes transmitted per second.txbps

For traffic statistics monitoring only. Total transmitted bytes dropped.txdrop

For traffic statistics monitoring only. Total transmitted packets with errors (dropped).txerr

For traffic statistics monitoring only. Total percent of traffic utilization for outgoing traffic.txutil (in Junos OS Release
13.2X50-D15 only)

Sample Output

monitor start Using the Local Analytics File (Junos OS Release 13.2X51-D15 or Later)

user@host> monitor start analytics.stats

monitor start Using the Queue Statistics File (Junos OS Release 13.2X51-D10)

user@host> monitor start analytics.qs
{"record-type":"queue-stats","time":"2013 Nov 3 4:40:42.840",
"router-id":"qfx5100-switch","port":"xe-0/0/18","latency":0,"queue-depth":208}

{"record-type":"queue-stats","time":"2013 Nov 3 4:40:44.887",
"router-id":"qfx5100-switch","port":"xe-0/0/18","latency": 1110,"queue-depth": 
1387568}

monitor start Using the Queue Statistics File (Junos OS Release 13.2X50-D15)

user@host> monitor start analytics.qs
{"hostname":"sw-la-pb-03","latency":566,"port":xe-0/0/9,"queue depth":708656,
"record type":"queue-stats","time":"Apr 11 20:18:40.329"}
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Sample Output

monitor start Using the Traffic Statistics File (Junos OS Release 13.2X51-D10)

user@host> monitor start analytics.ts
{"record-type":"traffic-stats","time":"2013 Nov 3 4:39:53.910",
"router-id":"qfx5100-switch","port":"xe-0/0/18","rxpkt":23193749091,"rxpps":8299889,

"rxbyte":2968799876957,"rxbps":824002992,"rxdrop":0,"rxerr":0,"txpkt":1029323986,
"txpps":82671,"txbyte":131753470470,"txbps":85598256,"txdrop":0,"txerr":0}

monitor start Using the Traffic Statistics File (Junos OS Release 13.2X50-D15)

user@host> monitor start analytics.ts
{"hostname":"sw-la-pb-03","port":"xe-0/0/9","record type":"traffic-statistics",
"time":"Apr 11 20:13:48.545", "rxpkt":601024640, "rxpps": 840315, 
"rxbyte":76931153920,
"rxbps":863997032, "rxdrop":0, "rxerr":0, "rxutil":8.32,"txpkt":336551380309,
"txpps":405395,"txbyte":23369872265951,"txbps":3240000976,"txdrop":1010566660824,
"txerr":69920099883860,"txutil":32.76}
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show analytics collector

Syntax show analytics collector

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Show the list of network analytics remote collectors and related information. Remote

collectors can be configured to receive streaming output for queue statistics and traffic

statistics from thenetwork analytics process (Analyticsd) runningon theRoutingEngine.

NOTE: Theshowanalyticscollectorcommand isavailable in JunosOSRelease

13.2X51-D15 or later.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• address (Analytics Collector) on page 6175

List of Sample Output show analytics collector on page 6354

Output Fields Table 596 on page 6353 describes the output fields for the show analytics collector

command.

Table 596: show analytics collector CommandOutput Fields

DescriptionField

IP Address of the collector that is configured for receiving the streaming data.Address

Port number of the collector receiving the streaming data.Port

Transport protocol:

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

Transport

Format of the data that is sent to the server:

• csv—Comma-separated values

• gpb—Google Protocol Buffers

• json—JavaScript Object Notation

• tsv—Tab-separated values

Stream format

Connection state of the streaming server.State

Number of bytes sent to the streaming server.Sent
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Sample Output

show analytics collector

user@host> show analytics collector
Address        Port   Transport  Stream format  State            Sent
10.94.184.25   50013  udp        gpb            n/a              8710
10.94.184.25   50040  tcp        gpb            Not initialized  0
10.94.184.25   50050  tcp        gpb            Established      405
10.94.184.62   50010  tcp        csv            Established      18
10.94.184.62   50020  udp        json           n/a              17

Copyright © 2014, Juniper Networks, Inc.6354

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show analytics configuration

Syntax show analytics configuration

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Show the network analytics configuration details for the global and interface

configurations.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

List of Sample Output show analytics configuration on page 6356

Output Fields Table 597 on page 6355 describes the output fields for the show analytics configuration

command.

Table 597: show analytics configuration CommandOutput Fields

DescriptionsField

Global Configurations

Settings are Auto, Enabled, or Disabled.

If Auto is displayed, traffic statistics monitoring is not enabled.

Traffic statistics

Interval for traffic statistics polling in seconds.

If the output displays a setting of 0 seconds, the polling interval was not configured, and the
default interval applies.

NOTE: The default interval is 1 second in Junos OS Release 13.2X50-D15, and 2 seconds in
Junos OS Release 13.2X51-D10 or later.

NOTE: Due to limitations and variations in hardware capability in different devices, there
might be a difference in value between the actual interval and configured interval.

Poll interval (traffic statististics)

Settings are Auto, Enabled, or Disabled.

If Auto is displayed, queue statistics monitoring is not enabled.

Queue statistics

Interval for queue statistics polling in milliseconds.

NOTE: The default interval is 8 milliseconds in Junos OS Release 13.2X50-D15, and
10milliseconds in Junos OS Release 13.2X51-D10 or later.

NOTE: Due to limitations and variations in hardware capability in different devices, there
might be a difference in value between the actual interval and configured interval.

Poll interval (queuestatististics)
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Table 597: show analytics configuration CommandOutput Fields (continued)

DescriptionsField

Upper limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not enabled.

Depth threshold high

Lower limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not enabled.

Depth threshold low

Upper limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not enabled.

Latency threshold high

Lower limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not enabled.

Latency threshold low

Interface Configurations

Name of interface that is configured for network analytics. The interface configuration
overrides the global network analytics configuration.

Interface

Settings are Enabled or Disabled for the interface.Traffic Statistics

Settings are Enabled or Disabled for the interface.Queue Statistics

Upper limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not enabled.

Depth-threshold High

Lower limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not enabled.

Depth-threshold Low

Upper limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not enabled.

Latency-threshold High

Lower limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not enabled.

Latency-threshold Low

Sample Output

show analytics configuration

user@host> show analytics configuration
Global configurations:
   Traffic statistics: Enabled, Poll interval: 2 seconds
   Queue statistics: Auto, Poll interval: 10 milliseconds
   Depth threshold high: 0 bytes, low: 0 bytes
   Latency threshold high: 0 microseconds, low: 0 microseconds
Interface     Traffic       Queue        Depth-threshold      Latency-threshold
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            Statistics    Statistics      High      Low         High      Low
                                             (bytes)            (microseconds)
xe-0/0/0     Auto          Auto           204800    10          0         0 
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show analytics queue-statistics

Syntax show analytics queue-statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Show the queue statistics (queue length and latency) that are collected for all interfaces

that are enabled for network analytics on a device. Optionally, if you wish to see the

queue statistics for one interface only, youmay specify the interface.

Options interface interface-name—(Optional)Display thequeuestatistics for thespecified interface

only.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

List of Sample Output showanalyticsqueue-statistics (JunosOSRelease 13.2X51-D15or later)onpage6358
show analytics queue-statistics (Junos OS Release 13.2X51-D10) on page 6359
show analytics queue-statistics (Junos OS Release 13.2X50-D15) on page 6359

Output Fields Table598onpage6358describes theoutput fields for the showanalyticsqueue-statistics

command.

Table 598: show analytics queue-statistics CommandOutput Fields

DescriptionField

Date and time at which the queue statistics are collected.Time

Name of the interface at which the queue statistics are collected.Interface

Queue length in number of bytes.Queue-length (bytes)

Queue depth in microseconds.Latency (µs)

Sample Output

show analytics queue-statistics (Junos OS Release 13.2X51-D15 or later)

user@host> show analytics queue-statistics
CLI issued at 2014-01-07 17:20:29.978561
Time                       Interface        Queue-depth        Latency
                                            (bytes)            (nanoseconds)
00:00:00.870058 ago        xe-0/0/19        1369680            1095744
00:00:01.875049 ago        xe-0/0/19        1381952            1105561
00:00:02.875053 ago        xe-0/0/19        1387776            1110220
00:00:03.876047 ago        xe-0/0/19        1387568            1110054
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00:00:04.873045 ago        xe-0/0/19        1388192            1110553
00:00:05.871044 ago        xe-0/0/19        1385904            1108723
00:00:06.873354 ago        xe-0/0/19        1371552            1097241

show analytics queue-statistics (Junos OS Release 13.2X51-D10)

user@host> show analytics queue-statistics
Time               Interface  Queue-length (bytes)   Latency (us)
2013 Nov 3 3:52:26.272 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.292 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.372 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.392 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.432 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.492 xe-0/0/9        208                 0
2013 Nov 3 3:52:26.572 xe-0/0/9        208                 0
2013 Nov 3 4:30:24.584 xe-0/0/9    1387152              1109
2013 Nov 3 4:30:24.604 xe-0/0/9    1372384              1097
2013 Nov 3 4:30:24.624 xe-0/0/9    1384864              1107

Sample Output

show analytics queue-statistics (Junos OS Release 13.2X50-D15)

user@host> show analytics queue-statistics
Time               Interface   Queue-length (bytes)   Latency (us)
Apr 6 0:17:18.224  xe-0/0/9            1043952            835
Apr 6 0:17:18.234  xe-0/0/9            1053520            842
Apr 6 0:17:18.244  xe-0/0/9            1055184            844
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show analytics status

Syntax show analytics status
<global>

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Show the status of the network analytics components that are configured on a device.

Options none—Show the global and interface status for network analytics.

global—Show the global status only for network analytics.

NOTE: The global option is available in JunosOSRelease 13.2X51-D15 or

later.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

List of Sample Output show analytics status (Junos OS Release 13.2X51-D15 or Later) on page 6361
show analytics status global (Junos OS Release 13.2X51-D15 or Later) on page 6362
showanalytics status (JunosOSRelease 13.2X50-D15and 13.2X51-D10)onpage6362

Output Fields Table599onpage6360describes theoutput fields for theshowanalyticsstatuscommand.

Table 599: show analytics status CommandOutput Fields

DescriptionsField

Global Configurations

Settings are Auto, Enabled, or Disabled.

If Auto is displayed, traffic statistics monitoring is not enabled.

NOTE: The Disabled setting always supersedes the Enabled setting.

Traffic statistics or Traffic
monitoring status

Interval for traffic statistics polling in seconds.

NOTE: Due to limitations and variations in the hardware capability of different devices, you
might see a difference in value between the actual interval and configured interval.

Poll interval orTrafficmonitoring
polling interval

Can be Auto, Enabled, or Disabled.

If Auto is displayed, queue statistics monitoring is not enabled.

NOTE: The Disabled setting always supersedes the Enabled setting.

Queue statistics or Queue
monitoring status
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Table 599: show analytics status CommandOutput Fields (continued)

DescriptionsField

Interval for queue statistics polling in milliseconds.

NOTE: Due to limitations and variations in the hardware capability of different devices, you
might see a difference in value between the actual interval and configured interval.

Poll intervalorQueuemonitoring
polling interval

Upper limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not configured.

Depth threshold high or Queue
depth high threshold

Lower limit of the depth threshold configuration in number of bytes.

If 0 is displayed, depth threshold is not configured.

Depth threshold low or Queue
depth low threshold

Upper limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not configured.

Latency threshold high

Lower limit of the latency threshold configuration in microseconds.

If 0 is displayed, latency threshold is not configured.

Latency threshold low

Interface Configurations

Name of an interface that is configured for network analytics. The interface configuration
overrides the global network analytics configuration.

Interface

Settings are Enabled or Disabled for the interface.

NOTE: The Disabled setting always supersedes the Enabled setting.

Traffic Statistics

Settings are Enabled or Disabled for the interface.

NOTE: The Disabled setting always supersedes the Enabled setting.

Queue Statistics

Upper limit of the depth threshold configuration in number of bytes.Depth-threshold High

Lower limit of the depth threshold configuration in number of bytes.Depth-threshold Low

Upper limit of the latency threshold configuration in microseconds.Latency-threshold High

Lower limit of the latency threshold configuration in microseconds.Latency-threshold Low

Sample Output

show analytics status (Junos OS Release 13.2X51-D15 or Later)

user@host> show analytics status
Traffic monitoring status is auto 
Traffic monitoring polling interval : 5 seconds 
Queue monitoring status is enabled 
Queue monitoring status polling interval : 1000 milliseconds
Queue depth high threshold : 1000000000 bytes
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Queue depth low threshold : 99 bytes

Interface     Traffic       Queue        Queue depth             Latency
            Statistics    Statistics      threshold             threshold
                                        High        Low         High      Low
                                           (bytes)             (nanoseconds)
xe-0/0/16     enabled     enabled       1000000000  99         n/a       n/a
xe-0/0/18     disabled    enabled       1000000000  99         n/a       n/a
xe-0/0/19     enabled     enabled       1000000000  99         n/a       n/a

show analytics status global (Junos OS Release 13.2X51-D15 or Later)

user@host> show analytics status global

Traffic monitoring status is auto 
Traffic monitoring polling interval : 5 seconds 
Queue monitoring status is enabled 
Queue monitoring status polling interval : 1000 milliseconds
Queue depth high threshold : 1000000000 bytes
Queue depth low threshold : 99 bytes

show analytics status (Junos OS Release 13.2X50-D15 and 13.2X51-D10)

user@host> show analytics status
Global configurations:
   Traffic statistics: Auto, Poll interval: 2 seconds
   Queue statistics: Auto, Poll interval: 10 milliseconds
   Depth threshold high: 0 bytes, low: 0 bytes
   Latency threshold high: 1000 microseconds, low: 50 microseconds
Interface     Traffic       Queue        Depth-threshold      Latency-threshold
            Statistics    Statistics      High      Low         High      Low
                                             (bytes)            (microseconds)
xe-0/0/6     Enabled       Enabled       0          0           1000       50
xe-0/0/7     Enabled       Enabled       204800     10          0          0
xe-0/0/8     Enabled       Enabled       0          0           1000       50
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show analytics streaming-servers

Syntax show analytics streaming-servers

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Show the list of streaming servers that are configured for network analytics. Streaming

servers receive streamingoutput forqueuestatisticsand traffic statistics fromthenetwork

analytics process (Analyticsd) running on the Routing Engine.

NOTE: The show analytics streaming-servers command is available in Junos

OS Release 13.2X50-D15 and 13.2X51-D10 only.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

• show analytics collector on page 6353

List of Sample Output show analytics streaming-servers on page 6364

Output Fields Table600onpage6363describestheoutput fields for theshowanalyticsstreaming-servers

command.

Table 600: show analytics streaming-servers CommandOutput Fields

DescriptionField

IP Address of the streaming server that is configured for receiving the streaming data.Address

Port number of the streaming server receiving the streaming data.Port

Format of the data that is sent to the server. Values are:

• csv—Comma-separated values.

• json—JavaScript Object Notification.

• tsv—Tab-separated values.

Stream-Format

Type of data that is sent to the a port on the streaming server:

• QS—Queue statistics.

• TS—Traffic statistics.

Stream-Type

Connection state of the streaming server.State

Number of bytes sent to the streaming server.Sent
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Sample Output

show analytics streaming-servers

user@host> show analytics streaming-servers
Address        Port     Stream-Format    Stream-Type   State         Sent
10.94.198.14   50001    json             QS            Established   0
10.94.198.14   50005    csv              TS            Established   1185
172.17.28.28   50005    tsv              TS/QS         In Progress   0
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show analytics traffic-statistics

Syntax show analytics traffic-statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2 for the QFX Series.

Description Showthe traffic statistics thatare collected for all interfaces thatareenabled for network

analytics on a device. Optionally, if you wish to see the traffic statistics for one interface

only, youmay specify the interface.

Options interface interface-name—(Optional)Display the traffic statistics for thespecified interface

only.

Required Privilege
Level

interface-control

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

List of Sample Output showanalytics traffic-statistics (JunosOSRelease 13.2X51-D15orLater)onpage6366
show analytics traffic-statistics (Junos OS Release 13.2X51-D10) on page 6366
show analytics traffic-statistics (Junos OS Release 13.2X50-D15) on page 6366

Output Fields Table601onpage6365describes theoutput fields for the showanalytics traffic-statistics

command.

Table 601: show analytics traffic-statistics CommandOutput Fields

DescriptionField

The date and time at which the traffic statistics are generated.Time

Name of the interface at which the traffic statistics are collected.Physical interface

Total number of octets that are received and transmitted.Total octets

Total number of packets that are received and transmitted.Total packet

Number of octets received and transmitted per second.Octets per second

Number of packets received and transmitted per second.Packet per second

Number of octets dropped.Octets dropped

Number of packets dropped.Packet dropped

6365Copyright © 2014, Juniper Networks, Inc.

Chapter 68: Administration



Sample Output

show analytics traffic-statistics (Junos OS Release 13.2X51-D15 or Later)

user@host> show analytics traffic-statistics
CLI issued at 2014-01-07 17:22:28.952677
Time: 00:00:03.480244 ago, Physical interface: xe-0/0/19
  Traffic Statistics:                Receive               Transmit
  Total octets:                3929946593792        393001011519232
  Total packets:                 30702707784          3070320402462
  Unicast packet:                30702707784          3070320402462
  Multicast packets:                       0                      0
  Broadcast packets:                       0                      0
  Octets per second:                86407016               59044064
  Packets per second:                  84787                8469688
  Octets dropped:                          0        392986110751744
  Packets dropped:                         0          3070203990248

show analytics traffic-statistics (Junos OS Release 13.2X51-D10)

user@host> show analytics traffic-statistics
Time: 2013 Nov 3 4:36:55.542, Physical interface: xe-0/0/8
  Traffic Statistics:                Receive            Transmit
  Total octets:                2777524779008        101855533467
  Total packet:                  21699412289           795746503
  Octets per second:               904001272                   0
  Packet per second:                 8399574                   0
  Octets dropped:                          0                   0
  Packet dropped:                          0                   0
Time: 2013 Nov 3 4:36:57.559, Physical interface: xe-0/0/10
  Traffic Statistics:                Receive            Transmit
  Total octets:                2777546444381        129840936198
  Total packet:                  21699581650          1014382311
  Octets per second:                90400211            86403728
  Packet per second:                 8400382               84438
  Octets dropped:                          0                   0
  Packet dropped:                          0                   0

show analytics traffic-statistics (Junos OS Release 13.2X50-D15)

user@host> show analytics traffic-statistics
Time: Apr 5 19:52:48.549, Physical interface: xe-0/0/8
  Traffic Statistics:                Receive            Transmit
  Total octets:                4797548752936        408886273632
  Total packet:                   5658257464          3190613435
  Octets per second:                       0                   0
  Packet per second:                       0                   0
  Octets dropped:                          0           252901000
  Packet dropped:                          0              252901
  Utilization:                          0.0%                0.0%
Time: Apr 5 19:52:48.549, Physical interface: xe-0/0/10
  Traffic Statistics:                Receive            Transmit
  Total octets:                4790866253100           477139024
  Total packet:                   5624473639              477944
  Octets per second:                       0                   0
  Packet per second:                       0                   0
  Octets dropped:                          0           166582000
  Packet dropped:                          0              166582
  Utilization:                          0.0%                0.0%
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Commands for sFlow Technology

• clear sflow collector statistics

• show sflow

• show sflow collector

• show sflow interface
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clear sflow collector statistics

Syntax clear sflow collector statistics

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear the sample counters for all sFlow collectors.

Required Privilege
Level

view

Related
Documentation

Example: Monitoring Network Traffic Using sFlow Technology on page 6079•

• Configuring sFlow Technology on page 6108

• show sflow collector on page 6371

List of Sample Output clear sflow collector statistics on page 6368

Sample Output

clear sflow collector statistics

The following example shows two output examples for the show sflow collector

command, one before and one after the clear sflow collector statistics command was

issued.

user@host> show sflow collector
Collector        Udp-port    No. of samples
   address
   10.1.1.1            6343        3174
   10.1.2.1            6343        3562

user@host> clear sflow collector statistics

user@host> show sflow collector
Collector        Udp-port    No. of samples
   address
   10.1.1.1             6343        0
   10.1.2.1             6343        0
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show sflow

Syntax show sflow
<collector>
<interface>

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display sFlow configuration information.

Options none—Display all sFlow configuration information.

collector—(Optional) Display a list of configured sFlow collectors and their properties.

interface—(Optional) Display the interfaces on which sFlow technology is enabled and

the sampling parameters.

Required Privilege
Level

view

Related
Documentation

show sflow interface on page 6372•

• show sflow collector on page 6371

• clear sflow collector statistics on page 6368

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079

• Configuring sFlow Technology on page 6108

List of Sample Output show sflow on page 6370

Output Fields Table602onpage6369 lists theoutput fields for the showsflowcommand.Output fields

are listed in the approximate order in which they appear.

Table 602: show sflowOutput Fields

Level of OutputField DescriptionField Name

All levelsStatus of the feature: Enabled or Disabled.sFlow

All levelsNumber of packets sampled per second. This sample limit
cannot be configured and is set to 300 packets per second.

Sample limit

All levelsInterval at which the sFlow agent polls the interface.Polling interval

All levelsRate at which egress packets are sampled.Sample rate egress

All levelsRate at which ingress packets are sampled.Sample rate ingress

All levelsIP address assigned to the sFlow agent.Agent ID

All levelsSource IP address for the sFlow packets.Source IP address
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Sample Output

show sflow

user@host> show sflow

sFlow                   : Enabled
Sample limit            : 300 packets/second
Polling interval        : 20 second
Sample rate egress      : 1:2048: Disabled
Sample rate ingress     : 1:1000: Enabled
Agent ID                : 10.93.54.7
Source IP address       : 10.93.54.7

Copyright © 2014, Juniper Networks, Inc.6370

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



show sflow collector

Syntax show sflow collector

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display a list of configured sFlow collectors and their properties.

Required Privilege
Level

view

Related
Documentation

clear sflow collector statistics on page 6368•

• show sflow on page 6369

• show sflow interface on page 6372

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079

• Configuring sFlow Technology on page 6108

List of Sample Output show sflow collector on page 6371

Output Fields Table 603 on page 6371 lists the output fields for the show sflow collector command.

Output fields are listed in the approximate order in which they appear.

Table 603: show sflow collector Output Fields

Level of OutputField DescriptionField Name

All levelsIP address of the collector.Collector address

All levelsUDP port number of the collector.UDP-Port

All levelsNumber of samples collected.No. of samples

Sample Output

show sflow collector

user@host> show sflow collector

Collector         Udp-port    No. of samples
 address
10.204.32.46       6343         1000      
100.204.32.76    3400      1000   
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show sflow interface

Syntax show sflow interface

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display the interfaces on which sFlow is enabled and the sampling parameters for the

interface.

Required Privilege
Level

view

Related
Documentation

show sflow on page 6369•

• show sflow collector on page 6371

• Example: Monitoring Network Traffic Using sFlow Technology on page 6079

• Configuring sFlow Technology on page 6108

List of Sample Output show sflow interface (QFX3500 Switch in StandaloneMode) on page 6372
show sflow interface (QFabric System) on page 6373

Output Fields Table 604 on page 6372 lists the output fields for the show sflow interface command.

Output fields are listed in the approximate order in which they appear.

Table 604: show sflow interface Output Fields

Level of OutputField DescriptionField Name

All levelsInterface on which sFlow technology is enabled.Interface

All levelsIndicates whether an egress sample rate is enabled.Status Egress

All levelsIndicates whether an ingress sample rate is enabled.Status Ingress

All levelsRate at which egress packets are sampled.Sample rate Egress

All levelsRate at which ingress packets are sampled.Sample rate Ingress

All levelsAdapted rate at which egress packets are sampled.Adapted sample rate Egress

All levelsAdapted rate at which ingress packets are sampled.Adapted sample rate Ingress

All levelsInterval at which the sFlow agent polls the interface.Polling-interval

Sample Output

show sflow interface (QFX3500 Switch in StandaloneMode)

user@host> show sflow interface
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Interface  Status         Sample rate    Adapted sample rate   Polling-interval
              Egress Ingress   Egress Ingress   Egress Ingress
xe-0/0/0.0    Enabled  Disabled  1000    2048    1000     2048            20
xe-1/0/1.0    Enabled  Disabled  1000    2048    1000     2048            20

Sample Output

show sflow interface (QFabric System)

user@host> show sflow interface
Interface  Status         Sample rate    Adapted sample rate   Polling-interval
              Egress Ingress   Egress Ingress   Egress Ingress
node1:xe-0/0/0.0    Enabled  Disabled  1000    2048    1000     2048            
20
node2:xe-1/0/1.0    Enabled  Disabled  1000    2048    1000     2048            
20
node4:xe-1/0/0.0    Enabled  Disabled  1000    2048    1000     2048            
20

Commands for SNMP

• clear snmp history

• clear snmp statistics

• request snmp spoof-trap

• request snmp utility-mib clear instance

• request snmp utility-mib set instance

• show snmp health-monitor

• show snmp inform-statistics

• show snmpmib

• show snmp rmon

• show snmp rmon history

• show snmp statistics

• show snmp v3
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clear snmp history

Syntax clear snmp history (index | all)

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Delete the samples of Ethernet statistics collected for a history group.

Options all—Clear all the entries in the history index.

index—Clear the contents of the specified entry in the history index.

Required Privilege
Level

clear

Related
Documentation

clear snmp statistics on page 6375•
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clear snmp statistics

Syntax clear snmp statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Simple Network Management Protocol (SNMP) statistics.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show snmp statistics on page 1379•

List of Sample Output clear snmp statistics on page 6375

Output Fields See show snmp statistics for an explanation of output fields.

Sample Output

clear snmp statistics

In the following example, SNMP statistics are displayed before and after the clear snmp

statistics command is issued:

user@host> show snmp statistics
SNMP statistics:
  Input:
    Packets: 8, Bad versions: 0, Bad community names: 0,
    Bad community uses: 0, ASN parse errors: 0,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 8, Total set varbinds: 0,
    Get requests: 0, Get nexts: 8, Set requests: 0,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops 0
  Output:
    Packets: 2298, Too bigs: 0, No such names: 0,
    Bad values: 0, General errors: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 8, Traps: 2290 

user@host> clear snmp statistics

user@host> show snmp statistics
SNMP statistics:
  Input:
    Packets: 0, Bad versions: 0, Bad community names: 0,
    Bad community uses: 0, ASN parse errors: 0,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
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    Total request varbinds: 0, Total set varbinds: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops 0
  Output:
    Packets: 0, Too bigs: 0, No such names: 0,
    Bad values: 0, General errors: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0 
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request snmp spoof-trap

Syntax request snmp spoof-trap
<trap> variable-bindings <object> <instance> <value>

Release Information Command introduced in Junos OS Release 8.2.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Spoof (mimic) the behavior of a Simple Network Management Protocol (SNMP) trap.

Options <trap>—Name of the trap to spoof.

variable-bindings <object> <instance> <value>—(Optional) List of variables and values

to include in the trap. Each variable binding is specified as anobject name, the object

instance, and the value (for example, ifIndex[14] = 14). Enclose the list of variable

bindings in quotation marks (“ “) and use a comma to separate each object name,

instance, and value definition (for example, variable-bindings “ifIndex[14] = 14,

ifAdminStatus[14] = 1, ifOperStatus[14] = 2”). Objects included in the trap definition

thatdonothave instancesandvalues specifiedaspart of thecommandare included

in the trap and spoofed with automatically generated instances and values.

<dummy name>—A dummy trap name to display the list of available traps.

Questionmark (?)—Question mark? to display possible completions.

Required Privilege
Level

request

List of Sample Output request snmp spoof-trap (with Variable Bindings) on page 6377
request snmp spoof-trap (Illegal Trap Name) on page 6377
request snmp spoof-trap (QuestionMark ?) on page 6381

Sample Output

request snmp spoof-trap (with Variable Bindings)

user@host> requestsnmpspoof-traplinkUpvariable-bindings“ifIndex[14]=14, ifAdminStatus[14]
= 1, ifOperStatus[14] = 2”
Spoof trap request result: trap sent successfully

request snmp spoof-trap (Illegal Trap Name)

user@host> request snmp spoof-trap xx
Spoof trap request result: trap not found

Allowed Traps:
adslAtucInitFailureTrap  
  adslAtucPerfESsThreshTrap  
  adslAtucPerfLofsThreshTrap  
  adslAtucPerfLolsThreshTrap  
  adslAtucPerfLossThreshTrap  
  adslAtucPerfLprsThreshTrap  
  adslAtucRateChangeTrap  
  adslAturPerfESsThreshTrap  
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  adslAturPerfLofsThreshTrap  
  adslAturPerfLossThreshTrap  
  adslAturPerfLprsThreshTrap  
  adslAturRateChangeTrap  
  apsEventChannelMismatch  
  apsEventFEPLF        
  apsEventModeMismatch  
  apsEventPSBF         
  apsEventSwitchover   
  authenticationFailure  
  bfdSessDown          
  bfdSessUp            
  bgpBackwardTransition  
  bgpEstablished       
  coldStart            
  dlswTrapCircuitDown  
  dlswTrapCircuitUp    
  dlswTrapTConnDown    
  dlswTrapTConnPartnerReject  
  dlswTrapTConnProtViolation  
  dlswTrapTConnUp      
  dsx1LineStatusChange  
  dsx3LineStatusChange  
  entConfigChange      
  fallingAlarm         
  frDLCIStatusChange   
  ggsnTrapChanged      
  ggsnTrapCleared      
  ggsnTrapNew          
  gmplsTunnelDown      
  ifMauJabberTrap      
  ipv6IfStateChange    
  isisAreaMismatch     
  isisAttemptToExceedMaxSequence  
  isisAuthenticationFailure  
  isisAuthenticationTypeFailure  
  isisCorruptedLSPDetected  
  isisDatabaseOverload  
  isisIDLenMismatch    
  isisLSPTooLargeToPropagate  
  isisManualAddressDrops  
  isisMaxAreaAddressesMismatch  
  isisOriginatingLSPBufferSizeMismatch  
  isisOwnLSPPurge      
  isisProtocolsSupportedMismatch  
  isisRejectedAdjacency  
  isisSequenceNumberSkip  
  isisVersionSkew      
  jnxAccessAuthServerDisabled  
  jnxAccessAuthServerEnabled  
  jnxAccessAuthServiceDown  
  jnxAccessAuthServiceUp  
  jnxBfdSessDetectionTimeHigh  
  jnxBfdSessTxIntervalHigh  
  jnxBgpM2BackwardTransition  
  jnxBgpM2Established  
  jnxCmCfgChange       
  jnxCmRescueChange    
  jnxCollFlowOverload  
  jnxCollFlowOverloadCleared  
  jnxCollFtpSwitchover  
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  jnxCollMemoryAvailable  
  jnxCollMemoryUnavailable  
  jnxCollUnavailableDest  
  jnxCollUnavailableDestCleared  
  jnxCollUnsuccessfulTransfer  
  jnxDfcHardMemThresholdExceeded  
  jnxDfcHardMemUnderThreshold  
  jnxDfcHardPpsThresholdExceeded  
  jnxDfcHardPpsUnderThreshold  
  jnxDfcSoftMemThresholdExceeded  
  jnxDfcSoftMemUnderThreshold  
  jnxDfcSoftPpsThresholdExceeded  
  jnxDfcSoftPpsUnderThreshold  
  jnxEventTrap         
  jnxExampleStartup    
  jnxFEBSwitchover     
  jnxFanFailure        
  jnxFanOK             
  jnxFruCheck          
  jnxFruFailed         
  jnxFruInsertion      
  jnxFruOK             
  jnxFruOffline        
  jnxFruOnline         
  jnxFruPowerOff       
  jnxFruPowerOn        
  jnxFruRemoval        
  jnxHardDiskFailed    
  jnxHardDiskMissing   
  jnxJsAvPatternUpdateTrap  
  jnxJsChassisClusterSwitchover  
  jnxJsFwAuthCapacityExceeded  
  jnxJsFwAuthFailure   
  jnxJsFwAuthServiceDown  
  jnxJsFwAuthServiceUp  
  jnxJsNatAddrPoolThresholdStatus  
  jnxJsScreenAttack    
  jnxJsScreenCfgChange  
  jnxLdpLspDown        
  jnxLdpLspUp          
  jnxLdpSesDown        
  jnxLdpSesUp          
  jnxMIMstCistPortLoopProtectStateChangeTrap  
  jnxMIMstCistPortRootProtectStateChangeTrap  
  jnxMIMstErrTrap      
  jnxMIMstGenTrap      
  jnxMIMstInvalidBpduRxdTrap  
  jnxMIMstMstiPortLoopProtectStateChangeTrap  
  jnxMIMstMstiPortRootProtectStateChangeTrap  
  jnxMIMstNewRootTrap  
  jnxMIMstProtocolMigrationTrap  
  jnxMIMstRegionConfigChangeTrap  
  jnxMIMstTopologyChgTrap  
  jnxMacChangedNotification  
  jnxMplsLdpInitSesThresholdExceeded  
  jnxMplsLdpPathVectorLimitMismatch  
  jnxMplsLdpSessionDown  
  jnxMplsLdpSessionUp  
  jnxOspfv3IfConfigError  
  jnxOspfv3IfRxBadPacket  
  jnxOspfv3IfStateChange  
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  jnxOspfv3LsdbApproachingOverflow  
  jnxOspfv3LsdbOverflow  
  jnxOspfv3NbrRestartHelperStatusChange  
  jnxOspfv3NbrStateChange  
  jnxOspfv3NssaTranslatorStatusChange  
  jnxOspfv3RestartStatusChange  
  jnxOspfv3VirtIfConfigError  
  jnxOspfv3VirtIfRxBadPacket  
  jnxOspfv3VirtIfStateChange  
  jnxOspfv3VirtNbrRestartHelperStatusChange  
  jnxOspfv3VirtNbrStateChange  
  jnxOtnAlarmCleared   
  jnxOtnAlarmSet       
  jnxOverTemperature   
  jnxPMonOverloadCleared  
  jnxPMonOverloadSet   
  jnxPingEgressJitterThresholdExceeded  
  jnxPingEgressStdDevThresholdExceeded  
  jnxPingEgressThresholdExceeded  
  jnxPingIngressJitterThresholdExceeded  
  jnxPingIngressStddevThresholdExceeded  
  jnxPingIngressThresholdExceeded  
  jnxPingRttJitterThresholdExceeded  
  jnxPingRttStdDevThresholdExceeded  
  jnxPingRttThresholdExceeded  
  jnxPortBpduErrorStatusChangeTrap  
  jnxPortLoopProtectStateChangeTrap  
  jnxPortRootProtectStateChangeTrap  
  jnxPowerSupplyFailure  
  jnxPowerSupplyOK     
  jnxRedundancySwitchover  
  jnxRmonAlarmGetFailure  
  jnxRmonGetOk         
  jnxSecAccessIfMacLimitExceeded  
  jnxSecAccessdsRateLimitCrossed  
  jnxSonetAlarmCleared  
  jnxSonetAlarmSet     
  jnxSpSvcSetCpuExceeded  
  jnxSpSvcSetCpuOk     
  jnxSpSvcSetZoneEntered  
  jnxSpSvcSetZoneExited  
  jnxStormEventNotification  
  jnxSyslogTrap        
  jnxTemperatureOK     
  jnxVccpPortDown      
  jnxVccpPortUp        
  jnxVpnIfDown         
  jnxVpnIfUp           
  jnxVpnPwDown         
  jnxVpnPwUp           
  jnxl2aldGlobalMacLimit  
  jnxl2aldInterfaceMacLimit  
  jnxl2aldRoutingInstMacLimit  
  linkDown             
  linkUp               
  lldpRemTablesChange  
  mfrMibTrapBundleLinkMismatch  
  mplsLspChange        
  mplsLspDown          
  mplsLspInfoChange    
  mplsLspInfoDown      
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  mplsLspInfoPathDown  
  mplsLspInfoPathUp    
  mplsLspInfoUp        
  mplsLspPathDown      
  mplsLspPathUp        
  mplsLspUp            
  mplsNumVrfRouteMaxThreshExceeded  
  mplsNumVrfRouteMidThreshExceeded  
  mplsNumVrfSecIllglLblThrshExcd  
  mplsTunnelDown       
  mplsTunnelReoptimized  
  mplsTunnelRerouted   
  mplsTunnelUp         
  mplsVrfIfDown        
  mplsVrfIfUp          
  mplsXCDown           
  mplsXCUp             
  msdpBackwardTransition  
  msdpEstablished      
  newRoot              
  ospfIfAuthFailure    
  ospfIfConfigError    
  ospfIfRxBadPacket    
  ospfIfStateChange    
  ospfLsdbApproachingOverflow  
  ospfLsdbOverflow     
  ospfMaxAgeLsa        
  ospfNbrStateChange   
  ospfOriginateLsa     
  ospfTxRetransmit     
  ospfVirtIfAuthFailure  
  ospfVirtIfConfigError  
  ospfVirtIfRxBadPacket  
  ospfVirtIfStateChange  
  ospfVirtIfTxRetransmit  
  ospfVirtNbrStateChange  
  pethMainPowerUsageOffNotification  
  pethMainPowerUsageOnNotification  
  pethPsePortOnOffNotification  
  pingProbeFailed      
  pingTestCompleted    
  pingTestFailed       
  ptopoConfigChange    
  risingAlarm          
  rpMauJabberTrap      
  sdlcLSStatusChange   
  sdlcPortStatusChange  
  topologyChange       
  traceRoutePathChange  
  traceRouteTestCompleted  
  traceRouteTestFailed  
  vrrpTrapAuthFailure  
  vrrpTrapNewMaster    
  warmStart            

request snmp spoof-trap (QuestionMark ?)

user@host> request snmp spoof-trap ?
Possible completions:
  <trap>               The name of the trap to spoof
  adslAtucInitFailureTrap  
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  adslAtucPerfESsThreshTrap  
  adslAtucPerfLofsThreshTrap  
  adslAtucPerfLolsThreshTrap  
  adslAtucPerfLossThreshTrap  
  adslAtucPerfLprsThreshTrap  
  adslAtucRateChangeTrap  
  adslAturPerfESsThreshTrap  
  adslAturPerfLofsThreshTrap  
  adslAturPerfLossThreshTrap  
  adslAturPerfLprsThreshTrap  
  adslAturRateChangeTrap  
  apsEventChannelMismatch  
  apsEventFEPLF        
  apsEventModeMismatch  
  apsEventPSBF         
  apsEventSwitchover   
  authenticationFailure  
  bfdSessDown          
  bfdSessUp            
  bgpBackwardTransition  
  bgpEstablished       
  coldStart            
  dlswTrapCircuitDown  
  dlswTrapCircuitUp    
---(more 10%)---
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request snmp utility-mib clear instance

Syntax request snmp utility-mib clear instance name
object-type type

Release Information Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Clear the data stored in the specified container object in the SNMP Utility MIB.

Options name—Nameof theSNMP instance that is used to identify thedatastored in thecontainer

object.

object-type type—Type of container object in which the data is stored. The following

container object types are supported:

• counter—Stores a 32-bit counter value.

• counter64—Stores a 64-bit counter value.

• integer—Stores a 32-bit signed integer value.

• unsigned-integer—Stores a 32-bit unsigned integer value.

Required Privilege
Level

clear

Related
Documentation

Utility MIB on page 6030•

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• request snmp utility-mib set instance on page 6384
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request snmp utility-mib set instance

Syntax request snmp utility-mib set instance name
object-type type
object-value value

Release Information Command introduced in Junos OS Release 12.2 for the QFX Series.

Description Store data in the specified container object in the SNMP Utility MIB. The data may be

retrieved by SNMP operations.

Options name—Nameof theSNMP instance that is used to identify thedatastored in thecontainer

object.

object-type type—Typeof container object inwhich to storedata. The following container

object types are supported:

• counter—Stores a 32-bit counter value.

• counter64—Stores a 64-bit counter value.

• integer—Stores a 32-bit signed integer value.

• unsigned-integer—Stores a 32-bit unsigned integer value.

• string—Stores an octet string value.

object-value value—Data that is stored in the container object.

Required Privilege
Level

request

Related
Documentation

Utility MIB on page 6030•

• Understanding the Implementation of SNMP on the QFabric System on page 6023

• request snmp utility-mib clear instance on page 6383
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show snmp health-monitor

Syntax show snmp health-monitor
<alarms (brief | detail) | logs>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display informationaboutSimpleNetworkManagementProtocol (SNMP)healthmonitor

alarms and logs.

Options none—Display information about all health monitor alarms and logs.

alarms (brief | detail)—(Optional) Display information about health monitor alarms.

Optionally, specify brief or detailed information about the alarms.

logs—(Optional) Display information about health monitor logs.

Required Privilege
Level

view

Related
Documentation

Understanding Health Monitoring on page 6037•

• Configuring Health Monitoring on page 6119

List of Sample Output show snmp health-monitor on page 6387
show snmp health-monitor alarms detail on page 6387

Output Fields Table 605 on page 6385 describes the output fields for the show snmp health-monitor

command. Output fields are listed in the approximate order in which they appear.

Table 605: show snmp health-monitor Output Fields

Level of OutputField DescriptionField Name

All levelsAlarm identifier.Alarm Index

All levelsDescription of the health monitor object instance being monitored.Variable
description

All levelsName of the health monitor object instance being monitored.Variable name

All levelsCurrent value of the monitored variable in the most recent sample interval.Value
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Table 605: show snmp health-monitor Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the alarm or event entry:

• Alarms:

• active—Entry is fully configured and activated.

• falling threshold crossed—Value of the variable has crossed the lower
threshold limit.

• rising threshold crossed—Value of the variable has crossed the upper
threshold limit.

• under creation—Entry is being configured and is not yet activated.

• startup—Alarm is waiting for the first sample of the monitored variable.

• object not available—Monitored variable of that type is not available to
the health monitor agent.

• instance not available—Monitored variable’s instance is not available to
the health monitor agent.

• object type invalid—Monitored variable is not a numeric value.

• object processing errored—An error occurredwhen themonitored variable
was processed.

• unknown—State is not one of the above.

State

detailObject ID to which the variable name is resolved. The format is x.x.x.x.Variable OID

detailMethodof sampling themonitoredvariableandcalculating thevalue tocompare
against the upper and lower thresholds. It can have the value absolute value or
delta value.

Sample type

detailAlarm that might be sent when this entry is first activated, depending on the
following criteria:

• Alarm is sent when one of the following situations exists:

• Value of the alarm is above or equal to the rising threshold and the startup
type is either rising alarm or rising or falling alarm. falling alarm

• Valueof thealarm isbelowor equal to the falling thresholdand the startup
type is either falling alarm or rising or falling alarm.

• Alarm is not sent when one of the following situations exists:

• Value of the alarm is above or equal to the rising threshold and the startup
type is falling alarm.

• Valueof thealarm isbelowor equal to the falling thresholdand the startup
type is rising alarm.

• Value of the alarm is between the thresholds.

Startup alarm

detailName of the entry configured by the user. If the entry was created through the
CLI, the owner hasmonitor prepended to it.

Owner

detailMechanism by which the entry was configured (Health Monitor).Creator

detailTime period between samples (in seconds).Sample interval

detailUpper limit threshold value as a percentage of the maximum possible value.Rising threshold
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Table 605: show snmp health-monitor Output Fields (continued)

Level of OutputField DescriptionField Name

detailLower limit threshold value as a percentage of the maximum possible value.Falling threshold

detailIndex number of the event triggered when the rising threshold is crossed.Rising event index

detailIndexnumberof theevent triggeredwhen the falling threshold is crossed.Details
include the value of the falling event instance and the state of the falling event
instance.

Falling event index

Sample Output

show snmp health-monitor

user@switch> show snmp health-monitor

Alarm 
Index  Variable description                           Value State

 32768 Health Monitor: root file system utilization
       jnxHrStoragePercentUsed.1                         59 active              

 32769 Health Monitor: /config file system utilization
       jnxHrStoragePercentUsed.2                          0 active              

 32770 Health Monitor: RE 0 CPU utilization
       jnxOperatingCPU.9.1.0.0                            9 falling threshold   

 32772 Health Monitor: RE 0 memory utilization
       jnxOperatingBuffer.9.1.0.0                        23 active              

 32774 Health Monitor: Max Kernel Memory Used (%) 
       jnxBoxKernelMemoryUsedPercent.0                    3 active              
Event Index: 32768
    Description: Health Monitor: RE 0 CPU utilization crossed falling threshold 
70 (value: 5), (variable: jnxOperatingCPU.9.1.0.0)
    Time: 2011-01-09 19:18:35 PST 

show snmp health-monitor alarms detail

user@switch> show snmp health-monitor alarms detail

Alarm Index 32768:
  Variable name                        jnxHrStoragePercentUsed.1
  Variable OID                         1.3.6.1.4.1.2636.3.31.1.1.1.1.1
  Sample type                          absolute value
  Startup alarm                        rising alarm
  Owner                                Health Monitor: root file system
                                       utilization
  Creator                              Health Monitor
  State                                active    
  Sample interval                  300 seconds
  Rising threshold                  80
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  Falling threshold                 70
  Rising event index             32768
  Falling event index            32768
    Instance Value: 59
    Instance State: active

Alarm Index 32769:
  Variable name                        jnxHrStoragePercentUsed.2
  Variable OID                         1.3.6.1.4.1.2636.3.31.1.1.1.1.2
  Sample type                          absolute value
  Startup alarm                        rising alarm
  Owner                                Health Monitor: /config file system
                                       utilization
  Creator                              Health Monitor
  State                                active    
  Sample interval                  300 seconds
  Rising threshold                  80
  Falling threshold                 70
  Rising event index             32768
  Falling event index            32768
    Instance Value: 0
    Instance State: active

Alarm Index 32770:
  Variable name                        jnxOperatingCPU.9.1.0.0
  Variable OID                         1.3.6.1.4.1.2636.3.1.13.1.8.9.1.0.0
  Sample type                          absolute value
  Startup alarm                        rising alarm
  Owner                                Health Monitor: RE 0 CPU utilization     

  Creator                              Health Monitor
  State                                active    
  Sample interval                  300 seconds
  Rising threshold                  80
  Falling threshold                 70
  Rising event index             32768
  Falling event index            32768
    Instance Value: 9
    Instance State: falling threshold

Alarm Index 32772:
  Variable name                        jnxOperatingBuffer.9.1.0.0
  Variable OID                         1.3.6.1.4.1.2636.3.1.13.1.11.9.1.0.0
  Sample type                          absolute value
  Startup alarm                        rising alarm
  Owner                                Health Monitor: RE 0 memory utilization  

  Creator                              Health Monitor
  State                                active    
  Sample interval                  300 seconds
  Rising threshold                  80
  Falling threshold                 70
  Rising event index             32768
  Falling event index            32768
    Instance Value: 23
    Instance State: active

Alarm Index 32774:
  Variable name                        jnxBoxKernelMemoryUsedPercent.0
  Variable OID                         1.3.6.1.4.1.2636.3.1.16.0
  Sample type                          absolute value
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  Startup alarm                        rising alarm
  Owner                                Health Monitor: Max Kernel Memory Used
                                       (%) 
  Creator                              Health Monitor
  State                                active    
  Sample interval                  300 seconds
  Rising threshold                  80
  Falling threshold                 70
  Rising event index             32768
  Falling event index            32768
    Instance Value: 3
    Instance State: active
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show snmp inform-statistics

Syntax show snmp inform-statistics

Release Information Command introduced in Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about Simple Network Management Protocol (SNMP) inform

requests.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show snmp inform-statistics on page 6390

Output Fields Table 606 on page 6390 describes the output fields for the show snmp inform-statistics

command. Output fields are listed in the approximate order in which they appear.

Table 606: show snmp inform-statistics Output Fields

Field DescriptionField Name

Name of the device configured to receive and respond to SNMP informs.Target Name

IP address of the target device.Address

Number of informs sent to the target device and acknowledged by the target device.Sent

Number of informs held in memory pending a response from the target device.Pending

Number of informs discarded after the specified number of retransmissions to the target devicewere
attempted.

Discarded

Numberof informs thatdidnot receiveanacknowledgement fromthe targetdevicewithin the timeout
specified.

Timeouts

Connection failures that occurred (for example, when the target server returned invalid content or
you incorrectly configured the target address).

Probe Failures

Sample Output

show snmp inform-statistics

user@host> show snmp inform-statistics
Inform Request Statistics:
 Target Name: TA1_v3_md5_none Address: 172.17.20.184
  Sent: 176, Pending: 0
  Discarded: 0, Timeouts: 0, Probe Failures: 0
 Target Name: TA2_v3_sha_none Address: 192.168.110.59
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  Sent: 0, Pending: 4
  Discarded: 84, Timeouts: 0, Probe Failures: 258
 Target Name: TA5_v2_none Address: 172.17.20.184
  Sent: 0, Pending: 0
  Discarded: 2, Timeouts: 10, Probe Failures: 0
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show snmpmib

Syntax show snmpmib (get | get-next | walk) (ascii | decimal) object-id

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

ascii and decimal options introduced in Junos OS Release 9.6.

ascii and decimal options introduced in Junos OS Release 9.6 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display local Simple Network Management Protocol (SNMP) Management Information

Base (MIB) object values.

Options get—Retrieve and display one or more SNMP object values.

get-next—Retrieve and display the next SNMP object values.

walk—Retrieveanddisplay theSNMPobject values thatareassociatedwith the requested

object identifier (OID). When you use this option, the Junos OS displays the objects

below the subtree that you specify.

ascii—Display the SNMP object’s string indices as an ASCII-key representation.

decimal—Display the SNMP object values in the decimal (default) format. The decimal

option is the default option for this command. Therefore, issuing the showsnmpmib

(get | get-next |walk)decimal object-id and the showsnmpmib (get | get-next |walk)

object-id commands display the same output.

object-id—The object can be represented by a sequence of dotted integers (such as

1.3.6.1.2.1.2) or by its subtree name (such as interfaces). When entering multiple

objects, enclose the objects in quotation marks.

Required Privilege
Level

snmp—To view this statement in the configuration.

List of Sample Output show snmpmib get on page 6393
show snmpmib get (Multiple Objects) on page 6393
show snmpmib get (Layer 2 Policer) on page 6393
show snmpmib get-next on page 6393
show snmpmib get-next (Specify an OID) on page 6393
show snmpmibwalk on page 6393
show snmpmibwalk (QFX Series) on page 6393
show snmpmibwalk decimal on page 6394
show snmpmibwalk (ASCII) on page 6394
show snmpmibwalk (Multiple Indices) on page 6394
show snmpmibwalk decimal (Multiple Indices) on page 6394

Output Fields Table 607 on page 6393 describes the output fields for the show snmpmib command.

Output fields are listed in the approximate order in which they appear.
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Table 607: show snmpmib Output Fields

Field DescriptionField Name

Object name and numeric instance value.name

Object value. The Junos OS translates OIDs into the corresponding
object names.

object value

Sample Output

show snmpmib get

user@host> show snmpmib get sysObjectID.0
sysObjectID.0 = jnxProductNameM20

show snmpmib get (Multiple Objects)

user@host> show snmpmib get ?sysObjectID.0 sysUpTime.0?
sysObjectID.0 = jnxProductNameM20
sysUpTime.0 = 1640992

show snmpmib get (Layer 2 Policer)

user@host> show snmpmib get ifInOctets.25970
ifInOctets.25970 = 7545720

show snmpmib get-next

user@host> show snmpmib get-next jnxMibs
jnxBoxClass.0 = jnxProductLineM20.0

show snmpmib get-next (Specify an OID)

user@host> show snmpmib get-next 1.3.6.1
sysDescr.0    = Juniper Networks, Inc. m20 internet router, kernel 
Junos OS Release: 2004-1 Build date: build date UTC Copyright (c) 1996-2004 Juniper
 Networks, Inc.

show snmpmibwalk

user@host> show snmpmibwalk system
sysDescr.0    = Juniper Networks, Inc. m20 internet router, kernel 
Junos OS Release #0: 2004-1 Build date: build date UTC Copyright (c) 1996-2004 
Juniper Networks, Inc.
sysObjectID.0 = jnxProductNameM20
sysUpTime.0 = 1640992
sysContact.0 = Your contact
sysName.0 = my router
sysLocation.0 = building 1
sysServices.0 = 4

show snmpmibwalk (QFX Series)

user@switch> show snmpmibwalk system
sysDescr.0    = Juniper Networks, Inc. qfx3500s internet router, kernel JUNOS 
11.1-20100926.0 #0: 2010-09-26 06:17:38 UTC Build date: 2010-09-26 06:00:10
sysObjectID.0 = jnxProductQFX3500
sysUpTime.0   = 138980301
sysContact.0  = System Contact
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sysName.0     = LabQFX3500
sysLocation.0 = Lab
sysServices.0 = 4

show snmpmibwalk decimal

user@host show snmpmibwalk decimal jnxUtilData
jnxUtilCounter32Value.102.114.101.100 = 100

show snmpmibwalk (ASCII)

show snmp mib walk ascii jnxUtilData
jnxUtilCounter32Value."fred" = 100

show snmpmibwalk (Multiple Indices)

show snmp mib walk ascii jnxFWCounterByteCount
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_BE-fe-1/3/0.0-i".2 = 0
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_CC-fe-1/3/0.0-i".2 = 0
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_RT-fe-1/3/0.0-i".2 = 0
.......

show snmpmibwalk decimal (Multiple Indices)

show snmp mib walk ascii jnxFWCounterByteCount
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_BE-fe-1/3/0.0-i".2 = 0
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_CC-fe-1/3/0.0-i".2 = 0
jnxFWCounterByteCount."fe-1/3/0.0-i"."CLASS_RT-fe-1/3/0.0-i".2 = 0
.......
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show snmp rmon

Syntax show snmp rmon
<alarms (brief | detail)>
<events (brief | detail)>
<logs>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display information about Simple Network Management Protocol (SNMP) Remote

Monitoring (RMON) alarms, events, and logs.

Options none—Display information about all RMON alarms and events.

brief | detail—(Optional) Display brief or detailed information about RMON alarms or

events.

alarms—(Optional) Display information about RMON alarms.

events—(Optional) Display information about RMON events.

logs—(Optional) Display information about RMONmonitoring logs.

Required Privilege
Level

view

Related
Documentation

RMONMIB Event, Alarm, Log, and History Control Tables on page 6035•

• Monitoring RMONMIB Tables on page 6323

• Configuring RMON Alarms and Events on page 6117

• Understanding RMON on page 6033

• clear snmp statistics on page 6375

• clear snmp history on page 6374

• show snmp rmon history on page 6399

List of Sample Output show snmp rmon on page 6397
show snmp rmon alarms detail on page 6398
show snmp rmon events detail on page 6398
show snmp rmon logs on page 6398

Output Fields Table 608 on page 6395 describes the output fields for the show snmp rmon command.

Output fields are listed in the approximate order in which they appear.

Table 608: show snmp rmonOutput Fields

Level of OutputField DescriptionField Name

All levelsAlarm identifier.Alarm Index
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Table 608: show snmp rmonOutput Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the alarm or event entry:

Alarms:

• active—Entry is fully configured and activated.

• fallingthresholdcrossed—Valueof thevariablehascrossed the lower threshold
limit.

• risingthresholdcrossed—Valueof thevariablehascrossed theupper threshold
limit.

• under creation—Entry is being configured and is not yet activated.

• startup—Alarm is waiting for the first sample of the monitored variable.

• object not available—Monitored variable of that type is not available to the
SNMP agent.

• instance not available—Monitored variable's instance is not available to the
SNMP agent.

• object type invalid—Monitored variable is not a numeric value.

• object processing errored—An error occurred when themonitored variable
was processed.

• unknown—State is not one of the above.

Events:

• active—Entry has been fully configured and activated.

• under creation—Entry is being configured and is not yet activated.

• unknown—State is not one of the above.

State

All levelsName of the SNMP object instance being monitored.Variable name

All levelsEvent identifier.Event Index

detailType of notification made when an event is triggered. It can be one of the
following:

• log—Asystem logmessage is generatedandanentry ismade to the log table.

• snmptrap—An SNMP trap is sent to the configured destination.

• log and trap—A system logmessage is generated, an entry is made to the log
table, and an SNMP trap is sent to the configured destination.

• none—Neither log nor trap will be sent.

Type

briefDate and time of the last event. It has the format yyyy-mm-dd hh:mm:ss
timezone.

Last Event

detailTrap group used for sending the SNMP trap.Community

detailObject ID to which the variable name is resolved. The format is x.x.x.x.Variable OID

detailMethodofsampling themonitoredvariableandcalculating thevalue tocompare
against the upper and lower thresholds. It can have the value of absolute value
or delta value.

Sample type
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Table 608: show snmp rmonOutput Fields (continued)

Level of OutputField DescriptionField Name

detailAlarm that might be sent when this entry is first activated, depending on the
following criteria:

• Alarm is sent when one of the following situations exists:

• Value of the alarm is above or equal to the rising threshold and the startup
type is either rising alarm or rising or falling alarm.

• Valueof thealarm isbelowor equal to the falling thresholdand the startup
type is either falling alarm or rising or falling alarm.

• Alarm is not sent when one of the following situations exists:

• Value of the alarm is above or equal to the rising threshold and the startup
type is falling alarm.

• Valueof thealarm isbelowor equal to the falling thresholdand the startup
type is rising alarm.

• Value of the alarm is between the thresholds.

Startup alarm

detailName of the entry configured by the user. If the entry was created through the
CLI, the owner hasmonitor prepended to it.

Owner

detailMechanism by which the entry was configured (CLI or SNMP).Creator

detailTime period between samples (in seconds).Sample interval

detailUpper limit threshold value configured by the user.Rising threshold

detailLower limit threshold value configured by the user.Falling threshold

detailEvent triggered when the rising threshold is crossed.Rising event index

detailEvent triggered when the falling threshold is crossed.Falling event index

detailCurrent value of the monitored variable in the most recent sample interval.Current value

Sample Output

show snmp rmon

user@host> show snmp rmon
Alarm 
Index  Variable description                           Value State

     5 monitor                         
       jnxOperatingCPU.9.1.0.0                            5 falling threshold   

Event 
Index  Type                        Last Event
    1  log and trap                2009-07-10 11:34:17 PDT   
Event Index: 1
    Description: Event 1 triggered by Alarm 5, rising threshold (90) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 100)
    Time: 2009-07-10 11:34:07 PDT
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    Description: Event 1 triggered by Alarm 5, falling threshold (75) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 5)
    Time: 2009-07-10 11:34:17 PDT

show snmp rmon alarms detail

user@host> show snmp rmon alarms detail
Alarm Index 5:
  Variable name                        jnxOperatingCPU.9.1.0.0
  Variable OID                         1.3.6.1.4.1.2636.3.1.13.1.8.9.1.0.0
  Sample type                          absolute value
  Startup alarm                        rising or falling alarm
  Owner                                monitor                                 

  Creator                              CLI       
  State                                active    
  Sample interval                    5 seconds
  Rising threshold                  90
  Falling threshold                 75
  Rising event index                 1
  Falling event index                1
    Instance Value: 4
    Instance State: falling threshold

show snmp rmon events detail

user@host> show snmp rmon events detail
Event Index 1:
  Description                         rmon event
  Type                                log and trap
  Community                           rmon-trap-group 
  Last event                          2009-07-10 11:34:17 PDT
  Creator                             CLI       
  State                               active

show snmp rmon logs

user@host> show snmp rmon logs
Event Index: 1
    Description: Event 1 triggered by Alarm 5, rising threshold (90) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 100)
    Time: 2009-07-10 11:34:07 PDT
    Description: Event 1 triggered by Alarm 5, falling threshold (75) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 5)
    Time: 2009-07-10 11:34:17 PDT
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show snmp rmon history

Syntax show snmp rmon history
<history-index>
sample-index <sample-index>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of the RMON history group.

Options none—Display all the entries in the RMON history group.

history-index—(Optional) Display the contents of the specified entry in the RMONhistory

group.

sample-index sample-index—(Optional) Display the statistics collected for the specified

sample within the specified entry in the RMON history group.

Required Privilege
Level

view

Related
Documentation

RMONMIB Event, Alarm, Log, and History Control Tables on page 6035•

• Monitoring RMONMIB Tables on page 6323

• Configuring RMON Alarms and Events on page 6117

• Understanding RMON on page 6033

• clear snmp statistics on page 6375

• clear snmp history on page 6374

• show snmp rmon on page 6395
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show snmp statistics

Syntax show snmp statistics

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display statistics about Simple Network Management Protocol (SNMP) packets sent

and received by the router or switch.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear snmp statistics on page 6375•

List of Sample Output show snmp statistics on page 6403

Output Fields Table 117 onpage 1379describes theoutput fields for the showsnmpstatistics command.

Output fields are listed in the approximate order in which they appear.

Table 609: show snmp statistics Output Fields

Field DescriptionField Name

Information about received packets:

• Packets(snmpInPkts)—Total number ofmessages delivered to the SNMP entity from the transport
service.

• Bad versions—(snmpInBadVersions) Total number of messages delivered to the SNMP entity that
were for an unsupported SNMP version.

• Bad community names—(snmpInBadCommunityNames) Total number of messages delivered to
the SNMP entity that used an SNMP community name not known to the entity.

• Bad community uses—(snmpInBadCommunityUses) Total number of messages delivered to the
SNMP entity that represented an SNMP operation that was not allowed by the SNMP community
named in the message.

• ASN parse errors—(snmpInASNParseErrs) Total number of ASN.1 or BER errors encountered by the
SNMP entity when decoding received SNMPmessages.

• Too bigs—(snmpInTooBigs) Total number of SNMP PDUs delivered to the SNMP entity with an
error status field of tooBig.

• Nosuchnames—(snmpInNoSuchNames)TotalnumberofSNMPPDUsdelivered to theSNMPentity
with an error status field of noSuchName.

• Bad values—(snmpInBadValues) Total number of SNMP PDUs delivered to the SNMP entity with
an error status field of badValue.

• Read onlys—(snmpInReadOnlys) Total number of valid SNMP PDUs delivered to the SNMP entity
with an error status field of readOnly. Only incorrect implementations of SNMP generate this error.

Input
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Table 609: show snmp statistics Output Fields (continued)

Field DescriptionField Name

• General errors—(snmpInGenErrs) Total number of SNMP PDUs delivered to the SNMP entity with
an error status field of genErr.

• Total requests varbinds—(snmpInTotalReqVars) Total number of MIB objects retrieved successfully
by the SNMP entity as a result of receiving valid SNMP GetRequest and GetNext PDUs.

• Total set varbinds—(snmpInSetVars) Total number of MIB objects modified successfully by the
SNMP entity as a result of receiving valid SNMP SetRequest PDUs.

• Get requests—(snmpInGetRequests) Total number of SNMP GetRequest PDUs that have been
accepted and processed by the SNMP entity.

• Get nexts—(snmpInGetNexts) Total number of SNMP GetNext PDUs that have been accepted and
processed by the SNMP entity.

• Set requests—(snmpInSetRequests) Total number of SNMP SetRequest PDUs that have been
accepted and processed by the SNMP entity.

• Get responses—(snmpInGetResponses) Total number of SNMPGetResponse PDUs that have been
accepted and processed by the SNMP entity.

• Traps—(snmpInTraps) Total number of SNMP traps generated by the SNMP entity.

• Silent drops—(snmpSilentDrops) Total number of GetRequest, GetNextRequest, GetBulkRequest,
SetRequests, and InformRequest PDUs delivered to the SNMP entity that were silently dropped
because the size of a reply containing an alternate response PDUwith an empty variable-bindings
field was greater than either a local constraint or the maximummessage size associated with the
originator of the requests.

• Proxy drops—(snmpProxyDrops) Total number of GetRequest, GetNextRequest, GetBulkRequest,
SetRequests, and InformRequest PDUs delivered to the SNMP entity that were silently dropped
because the transmission of the message to a proxy target failed in such a way (other than a
timeout) that no response PDU could be returned.

• Commit pending drops—Number of SNMP packets for Set requests dropped because of a previous
pending SNMP Set request on the committed configuration.

• Throttle drops—Number of SNMP packets for any requests dropped reaching the throttle limit.

Input (continued)
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Table 609: show snmp statistics Output Fields (continued)

Field DescriptionField Name

Information about SNMP version 3 packets:

• Unknown security models—(snmpUnknownSecurityModels) Total number of packets received by
theSNMPengine thatwere droppedbecause they referenceda securitymodel thatwas not known
to or supported by the SNMP engine.

• Invalidmessages—(snmpInvalidMsgs) Number of packets received by the SNMP engine that were
dropped because there were invalid or inconsistent components in the SNMPmessage.

• Unknown pdu handlers—(snmpUnknownPDUHandlers) Number of packets received by the SNMP
engine that were dropped because the PDU contained in the packet could not be passed to an
application responsible for handling the PDU type.

• Unavailable contexts—(snmpUnavailableContexts) Number of requests received for a context that
is known to the SNMP engine, but is currently unavailable.

• Unknown contexts—(snmpUnknownContexts) Total number of requests received for a context that
is unknown to the SNMP engine.

• Unsupported security levels—(usmStatsUnsupportedSecLevels) Total number of packets received
by the SNMP engine that were dropped because they requested a security level unknown to the
SNMP engine (or otherwise unavailable).

• Not in timewindows—(usmStatsNotInTimeWindows) Total number of packets received by the
SNMP engine that were dropped because they appeared outside the authoritative SNMP engine’s
window.

• Unknown user names—(usmStatsUnknownUserNames) Total number of packets received by the
SNMP engine that were dropped because they referenced a user that was not known to the SNMP
engine.

• Unknownengine ids—(usmStatsUnknownEngineIDs)Totalnumberofpackets receivedby theSNMP
engine that were dropped because they referenced an SNMP engine ID that was not known to the
SNMP engine.

• Wrong digests—(usmStatsWrongDigests) Total number of packets received by the SNMP engine
that were dropped because they did not contain the expected digest value.

• Decryption errors—(usmStatsDecryptionErrors) Total number of packets received by the SNMP
engine that were dropped because they could not be decrypted.

V3 Input
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Table 609: show snmp statistics Output Fields (continued)

Field DescriptionField Name

Information about transmitted packets:

• Packets—(snmpOutPkts)Total number ofmessages passed from theSNMPentity to the transport
service.

• Too bigs—(snmpOutTooBigs) Total number of SNMP PDUs generated by the SNMP entity with an
error status field of tooBig.

• No such names—(snmpOutNoSuchNames) Total number of SNMP PDUs delivered to the SNMP
entity with an error status field of noSuchName.

• Bad values—(snmpOutBadValues) Total number of SNMP PDUs generated by the SNMP entity
with an error status field of badValue.

• General errors—(snmpOutGenErrs) Total number of SNMP PDUs generated by the SNMP entity
with an error status field of genErr.

• Get requests—(snmpOutGetRequests) Total number of SNMP GetRequest PDUs generated by the
SNMP entity.

• Get nexts—(snmpOutGetNexts) Total number of SNMP GetNext PDUs generated by the SNMP
entity.

• Set requests—(snmpOutSetRequests) Total number of SNMP SetRequest PDUs generated by the
SNMP entity.

• Get responses—(snmpOutGetResponses) Total number of SNMP GetResponse PDUs generated by
the SNMP entity.

• Traps—(snmpOutTraps) Total number of SNMP traps generated by the SNMP entity.

Output

Sample Output

show snmp statistics

user@host> show snmp statistics
SNMP statistics:
  Input:
    Packets: 246213, Bad versions: 12, Bad community names: 12,
    Bad community uses: 0, ASN parse errors: 96,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 227084, Total set varbinds: 67,
    Get requests: 44942, Get nexts: 190371, Set requests: 10712,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops: 0, Commit pending drops: 0,
    Throttle drops: 0,
  V3 Input:
    Unknown security models: 0, Invalid messages: 0
    Unknown pdu handlers: 0, Unavailable contexts: 0
    Unknown contexts: 0, Unsupported security levels: 1
    Not in time windows: 0, Unknown user names: 0
    Unknown engine ids: 44, Wrong digests: 23, Decryption errors: 0
  Output:
    Packets: 246093, Too bigs: 0, No such names: 31561,
    Bad values: 0, General errors: 2,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 246025, Traps: 0
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show snmp v3

Syntax show snmp v3
<access <brief | detail> | community | general | groups | notify <filter> | target <address |
parameters> | users>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the Simple Network Management Protocol version 3 (SNMPv3) operating

configuration.

Options none—Display all of the SNMPv3 operating configuration.

access—(Optional) Display SNMPv3 access information.

brief | detail—(Optional) Display brief or detailed information about SNMPv3 access

information.

community—(Optional) Display SNMPv3 community information.

general—(Optional) Display SNMPv3 general information.

groups—(Optional) Display SNMPv3 security-to-group information.

notify<filter>—(Optional)DisplaySNMPv3notify informationand, optionally, notify filter

information.

target <address | parameters>—(Optional) Display SNMPv3 target information and,

optionally, either target address or target parameter information.

users—(Optional) Display SNMPv3 user information.

Additional Information To edit the default display of the show snmp v3 command, specify options in the show

statement at the [edit snmp v3] hierarchy level.

Required Privilege
Level

view

Related
Documentation

SNMPv3 Overview on page 6031•

• Minimum SNMPv3 Configuration on a Device Running Junos OS on page 6032

• Configuring Access Privileges for a Group on page 6121

List of Sample Output show snmp v3 on page 6405

Output Fields Table610onpage6405describestheoutput fields for theshowsnmpv3command.Output

fields are listed in the approximate order in which they appear.
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Table 610: show snmp v3 Output Fields

Field DescriptionField Name

Information about the local SNMP engine configuration:

• Local engine ID—Unique Identifier of the local SNMPv3 engine.

• Engine boots—Number of times the local SNMPv3 engine has rebooted or reinitialized since this
engine ID was configured.

• Engine time—Number of seconds since the local SNMPv3 engine was last rebooted or reinitialized.

• Maxmsg size—Maximummessage size the sender can accommodate.

Local engine

Information about the local SNMP engine ID and the associated users:

• User—SNMPv3 username.

• Auth/Priv—Authentication and encryption algorithm that is configured for the user.

• Storage—Indicateswhether a username is saved to the configuration file (nonvolatile) or not saved
(volatile). Applies only to users with active status.

• Status—Status of the user as listed in the SNMPv3 user table. Only rows with an active status in
the table are used by the SNMPv3 engine.

Engine ID (local
engine)

Information about a remote SNMP engine, associated users, user groups, and user access policies:

• User—SNMPv3 username.

• Auth/Priv—Authentication and encryption algorithm that is configured for the user.

• Storage—Indicates whether a username is saved to the configuration file (nonvolatile) or not
(volatile). Applies only to users with active status.

• Status—Status of a new user that has been activated. Only users with an active status can use
SNMPv3.

• Group name—Name of a group of users for which the configured access privileges apply.

• Security model—Security model (such as usm, v1, v2c, or any) that is configured for the group. The
security model is used with the security name to ensure messaging security.

• Security name—Security name that is associated with a user, and which is used with the security
model to ensure messaging security.

• Storage type—Indicates whether a username is saved to the configuration file (nonvolatile) or not
saved (volatile). Applies only to users with active status.

• Status—Status of a user in a group. Only users with an active status can use SNMPv3.

Engine ID (remote
engine)

Information about access control:

• Group name—Name of a group of users for which the configured access privileges apply.

• Context prefix—SNMPv3 context for which the configured access privileges apply.

• Security model/level—Security model and security level combination that is configured for user
access privileges.

• Read view—Identifies the MIB view used for SNMPv3 read operations.

• Write view—Identifies the MIB view used for SNMPv3 write operations.

• Notify view—Identifies the MIB view used for outbound SNMP notifications.

Access control

Sample Output

show snmp v3

user@host> show snmp v3
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Local engine ID: 80 00 0a 4c e04 31 32 33 34          
Engine boots:          38
Engine time:        64583 seconds
Max msg size:        2048 bytes

Engine ID: local
    User                            Auth/Priv   Storage      Status
    user1                            md5/des    nonvolatile  active
    user2                            sha/none   nonvolatile  active
    user3                           none/none   nonvolatile  active

Engine ID: 81 00 0a 4c 04 64 64 64 64
    User                            Auth/Priv   Storage      Status
    UNEW                             md5/none   nonvolatile  active
Group name           Security  Security              Storage      Status
                     model     name                  type
g1                   usm       user1                 nonvolatile  active
g2                   usm       user2                 nonvolatile  active
g3                   usm       user3                 nonvolatile  active

Access control:
Group                Context Security      Read       Write     Notify
                     prefix  model/level   view       view      view
g1                            usm/privacy  v1         v1       
g2                            usm/authent  v1         v1       
g3                            usm/none     v1         v1 

Commands for Syslog

• show log
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show log

Syntax show log
<filename | user <username>>

Syntax (QFabric
System)

show log filename
<device-type (device-id | device-alias)>

Syntax (TXMatrix
Routers)

show log
<all-lcc | lcc number | scc>
<filename | user <username>>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option device-type (device-id | device-alias) is introduced in Junos OS Release 13.1 for

the QFX Series.

Description List log files, display log file contents, or display information about userswhohave logged

in to the router or switch.

Options none—List all log files.

<all-lcc | lccnumber | scc>—(TXMatrix routersonly)(Optional)Display logging information

about all T640 routers (or line-card chassis) or a specific T640 router (replace

numberwith a value from 0 through 3) connected to a TXMatrix router. Or, display

logging information about the TXMatrix router (or switch-card chassis).

device-type—(QFabric system only) (Optional) Display logmessages for only one of the

following device types:

• director-device—Display logs for Director devices.

• infrastructure-device—Display logs for the logical components of the QFabric

system infrastructure, including the diagnostic Routing Engine, fabric control

Routing Engine, fabric manager Routing Engine, and the default network Node

group and its backup (NW-NG-0 and NW-NG-0-backup).

• interconnect-device—Display logs for Interconnect devices.

• node-device—Display logs for Node devices.

NOTE: If you specify the device-type optional parameter, youmust also

specify either the device-id or device-alias optional parameter.

(device-id | device-alias)—If a device type is specified, display logs for a device of that

type. Specify either the device ID or the device alias (if configured).
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filename—(Optional) Display the log messages in the specified log file. For the routing

matrix, the filenamemust include the chassis information.

NOTE: The filename parameter is mandatory for the QFabric system. If
you did not configure a syslog filename, specify the default filename of
messages.

user<username>—(Optional)Display logging information about userswhohave recently

logged in to the router or switch. If you include username, display logging information

about the specified user.

Required Privilege
Level

trace

List of Sample Output show log on page 6408
show log filename on page 6408
show log filename (QFabric System) on page 6409
show log user on page 6409

Sample Output

show log

user@host> show log
total 57518
-rw-r--r--  1 root  bin      211663 Oct  1 19:44 dcd
-rw-r--r--  1 root  bin      999947 Oct  1 19:41 dcd.0
-rw-r--r--  1 root  bin      999994 Oct  1 17:48 dcd.1
-rw-r--r--  1 root  bin      238815 Oct  1 19:44 rpd
-rw-r--r--  1 root  bin     1049098 Oct  1 18:00 rpd.0
-rw-r--r--  1 root  bin     1061095 Oct  1 12:13 rpd.1
-rw-r--r--  1 root  bin     1052026 Oct  1 06:08 rpd.2
-rw-r--r--  1 root  bin     1056309 Sep 30 18:21 rpd.3
-rw-r--r--  1 root  bin     1056371 Sep 30 14:36 rpd.4
-rw-r--r--  1 root  bin     1056301 Sep 30 10:50 rpd.5
-rw-r--r--  1 root  bin     1056350 Sep 30 07:04 rpd.6
-rw-r--r--  1 root  bin     1048876 Sep 30 03:21 rpd.7
-rw-rw-r--  1 root  bin       19656 Oct  1 19:37 wtmp

show log filename

user@host> show log rpd
Oct  1 18:00:18 trace_on: Tracing to ?/var/log/rpd? started
Oct  1 18:00:18 EVENT <MTU> ds-5/2/0.0 index 24 <Broadcast PointToPoint Multicast
Oct  1 18:00:18
Oct  1 18:00:19 KRT recv len 56 V9 seq 148 op add Type route/if af 2 addr 
13.13.13.21 nhop type local nhop 13.13.13.21
Oct  1 18:00:19 KRT recv len 56 V9 seq 149 op add Type route/if af 2 addr 
13.13.13.22 nhop type unicast nhop 13.13.13.22
Oct  1 18:00:19 KRT recv len 48 V9 seq 150 op add Type ifaddr index 24 devindex 
43
Oct  1 18:00:19 KRT recv len 144 V9 seq 151 op chnge Type ifdev devindex 44
Oct  1 18:00:19 KRT recv len 144 V9 seq 152 op chnge Type ifdev devindex 45
Oct  1 18:00:19 KRT recv len 144 V9 seq 153 op chnge Type ifdev devindex 46
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Oct  1 18:00:19 KRT recv len 1272 V9 seq 154 op chnge Type ifdev devindex 47
...

show log filename (QFabric System)

user@qfabric> show logmessages
Mar 28 18:00:06 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:06 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 2159)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1486
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 2191)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 242726)
Mar 28 18:00:07 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:07 ED1492
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 2, jnxFruL3Index 0, 
jnxFruName PIC:  @ 0/1/*, jnxFruType 11, jnxFruSlot 0, jnxFruOfflineReason 2, 
jnxFruLastPowerOff 0, jnxFruLastPowerOn 242757)
Mar 28 18:00:16 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:16 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:27 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:27 ED1486 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:50 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:50 
_DCF_default___NW-INE-0_RE0_ file: UI_COMMIT: User 'root' requested 'commit' 
operation (comment: none)
Mar 28 18:00:55 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:00:55 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:01:10 qfabric file: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:01:10 ED1492 
file: UI_COMMIT: User 'root' requested 'commit' operation (comment: none)
Mar 28 18:02:37 qfabric chassisd: QFABRIC_INTERNAL_SYSLOG: Mar 28 18:02:37 ED1491
 chassisd: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power on 
(jnxFruContentsIndex 8, jnxFruL1Index 1, jnxFruL2Index 1, jnxFruL3Index 0, 
jnxFruName PIC: 48x 10G-SFP+ @ 0/0/*, jnxFruType 11, jnxFruSlot 0, 
jnxFruOfflineReason 2, jnxFruLastPowerOff 0, jnxFruLastPowerOn 33809)

show log user

user@host> show log user
darius   mg2546                    Thu Oct  1 19:37   still logged in
darius   mg2529                    Thu Oct  1 19:08 - 19:36  (00:28)
darius   mg2518                    Thu Oct  1 18:53 - 18:58  (00:04)
root     mg1575                    Wed Sep 30 18:39 - 18:41  (00:02)
root     ttyp2    jun.site.per    Wed Sep 30 18:39 - 18:41  (00:02)
alex     ttyp1    192.168.1.2      Wed Sep 30 01:03 - 01:22  (00:19)
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CHAPTER 69

Troubleshooting

• Troubleshooting Overview on page 6411

• Troubleshooting Procedures on page 6417

Troubleshooting Overview

• Understanding Troubleshooting Resources on page 6411

• Troubleshooting Overview on page 6413

• QFX5100 Switch with Automation Enhancements Frequently Asked

Questions on page 6415

Understanding Troubleshooting Resources

This topic describes some of the troubleshooting resources available for the QFX Series.

These resources include tools such as the Junos OS CLI, Junos Space applications, and

the Advanced Insight Scripts (AI-Scripts).

Table 611 on page 6411 provides a list of some of the troubleshooting resources.

Table 611: Troubleshooting Resources on the QFX Series

DocumentationDescriptionTroubleshooting Resource

“Chassis AlarmMessages on a QFX3500
Device” on page 6430

Chassis alarms indicate a failure on the
switch or one of its components. A chassis
alarm count is displayed on the LCD panel
on the front of the switch.

Chassis alarms

Chassis Status LEDs on a QFX3500 DeviceA blinking amber Power, Fan, or Fan Tray
LED indicates a hardware component error.
A blinking amber Status LED indicates a
software error.

Chassis Status LEDs and Fan Tray
LEDs

“Interface AlarmMessages” on page 6433A predefined alarm (red or yellow) for an
interface type is triggeredwhenan interface
of that type goes down.

Interface alarms

“Understanding Alarms” on page 6429Apredefinedalarm is triggeredbyamissing
rescue configuration or problemwith the
software license.

System alarms
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Table 611: Troubleshooting Resources on the QFX Series (continued)

DocumentationDescriptionTroubleshooting Resource

• Overview of Single-Chassis System
Logging Configuration on page 6069

• Junos OS System Log Configuration
Statements on page 6127

The system log includes details of system
and user events, including errors. Specify
the severity and type of system log
messages you wish to view or save, and
configure the output to be sent to local or
remote hosts.

System logmessages

• Monitoring System Process Information
on page 307

• MonitoringSystemPropertiesonpage308

• traceroutemonitor

Operational mode commands can be used
tomonitor switch performance and current
activity on the network. For example, use
the traceroutemonitor command to locate
points of failure in a network.

Junos OS operational mode
commands

Junos OS Automation LibraryEvent scripts can be used to automate
network troubleshootingandmanagement
tasks.

Junos OS automation scripts
(event scripts)

Junos XML API Operational Developer
Reference

XML operational tags are equivalent in
function to operational mode commands
in the CLI, which you can use to retrieve
status information for a device.

Junos OS XML operational tags

NETCONF XMLManagement Protocol
Developer Guide

The NETCONF XMLmanagement protocol
definesbasicoperations thatareequivalent
to Junos OS CLI configuration mode
commands. Client applications use the
protocol operations to display, edit, and
commit configuration statements (among
other operations), just as administrators
use CLI configuration mode commands
such as show, set, and commit to perform
those operations.

NETCONF XMLmanagement
protocol

• SNMPMIBs Support on page 6038

• SNMP Traps Support on page 6054

• Using the Traceroute MIB for Remote
Monitoring Devices Running Junos OS

MIBs enable the monitoring of network
devices from a central location. For
example, use theTracerouteMIB tomonitor
devices remotely.

SNMPMIBs and traps

Advanced Insight Scripts (AI-Scripts)
Release Notes

AI-Scripts installed on the switch can
automatically detect andmonitor faults on
the switch, and depending on the
configuration on the AIM application, send
notifications of potential problems and
submit problem reports to Juniper Support
Systems.

AI-Scripts and Advanced Insight
Manager (AIM)

Service AutomationThis application enables you to display and
manage informationaboutproblemevents.
When problems are detected on the switch
by Advanced Insight Scripts (AI-Scripts)
that are installed on the switch, the data is
collected and sent to Service Now for your
review and action.

Junos Space Service Now

Copyright © 2014, Juniper Networks, Inc.6412

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15

http://www.juniper.net/techpubs
http://www.juniper.net/techpubs


Table 611: Troubleshooting Resources on the QFX Series (continued)

DocumentationDescriptionTroubleshooting Resource

Service AutomationThis application helps in accelerating
operational analysis andmanaging the
exposure to known issues. You can identify
devices that are nearing their End Of Life
(EOL) and also discover and prevent issues
that could occur in your network. The
functionality ofService Insight is dependent
on the information sent from Service Now.

Junos Space Service Insight

http://kb.juniper.netYou can search in this database for Juniper
Networks product information, including
alerts and troubleshooting tips.

Juniper Networks KnowledgeBase

Troubleshooting Overview

This topic provides a general guide to troubleshooting some typical problems youmay

encounter on your QFX Series product.

Table612onpage6413providesa list ofproblemcategories, summaryof the symptomor

problem, and recommended actions with links to the troubleshooting documentation.

Table 612: Troubleshooting on the QFX Series

Recommended ActionSymptom or ProblemProblem Category

See “ChassisAlarmMessagesonaQFX3500Device”
on page 6430.

LCD panel shows a chassis alarm count.Switch hardware
components

See Fan Tray LED on a QFX3500 Device.Fan tray LED is blinking amber.

See Chassis Status LEDs on a QFX3500 Device.Chassis status LED for the power is blinking
amber.

Replace themanagementboardassoonaspossible.
See Chassis Status LEDs on a QFX3500 Device.

Chassis status LED for the fan (on the
management board) is blinking amber.
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Table 612: Troubleshooting on the QFX Series (continued)

Recommended ActionSymptom or ProblemProblem Category

Check whether the port is a valid Gigabit Ethernet
port (6 through 41).

SeeQFX3500 Device Overview.

Cannot configure a port as a Gigabit Ethernet
port.

Port configuration

Check whether the port is a valid Fibre Channel port
(0 through 5 and 42 through 47).

SeeQFX3500 Device Overview.

Cannot configureaport asaFibreChannel port.

If the port is not a 40-Gbps QSFP+ interface, check
whether the port is in the range of 0 through 5 or 42
through47. If oneof theports in thatblock (0 through
5 or 42 through 47) is configured as a Fibre Channel
port, then all ports in that block must also be
configured as Fibre Channel ports.

If the port is a 40-Gbps QSFP+ interface. make sure
theconfigurationdoesnot exceed the interface limit.
Each40-GbpsQSFP+ interface canbe split into four
10-Gigabit Ethernet interfaces, but because port 0
is reserved, so you can only configure an additional
fifteen 10-Gigabit Ethernet interfaces.

SeeQFX3500 Device Overview.

Cannotconfigureaportasa 10-GigabitEthernet
port.

The 40-Gbps QSFP+ interfaces can only be used as
10-GigabitEthernet interfaces.Each40-GbpsQSFP+
interface can be split into four 10-Gigabit Ethernet
interfaces using a breakout cable. However, port 0
is reserved, so you can only configure an additional
fifteen 10-Gigabit Ethernet interfaces.

SeeQFX3500 Device Overview.

Cannot configure a 40-Gbps QSFP+ interface.

Unplug the USB device and reboot the switch.Upgrading software from a USB device results
in an upgrade failure, and the system enters an
invalid state.

Externaldevices(USB
devices)

Configure the management ports from the console
port. You cannot configure the management ports
by directly connecting to them.

NOTE: Themanagementportsareonthe frontpanel
of the QFX3500 switch. They are labeled C0 and C1
on the front panel. In the CLI they are referred to as
me0 andme1.

See “ConfiguringaQFX3500DeviceasaStandalone
Switch” on page 151.

Cannot configuremanagement Ethernet ports.Initial device
configuration
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Table 612: Troubleshooting on the QFX Series (continued)

Recommended ActionSymptom or ProblemProblem Category

See “Recovering fromaFailedSoftware Installation”
on page 108.

Failed software upgrade.Software upgrade
and configuration

Activepartitionbecomes inactiveafter upgrade.

See the following topics:

• LoadingaPreviousConfigurationFileonpage 1136

• Reverting to the Default Factory Configuration on
page 163

• Reverting to theRescueConfigurationonpage 165

• PerformingaRecovery InstallationonaQFXSeries
Device on page 103

Problemwith the active configuration file.

Recover the rootpassword.See “Recovering theRoot
Password” on page 1117.

Root password is lost or forgotten.

See “Troubleshooting an Aggregated Ethernet
Interface” on page 1119.

An aggregated Ethernet interface is down.Network interfaces

See “Troubleshooting Network Interfaces” on
page 1118.

Interface on built-in network port is down.

Interface on port in which SFP or SFP+
transceiver is installed inanSFP+uplinkmodule
is down.

See “Troubleshooting Ethernet Switching” on
page 1731.

A MAC address entry in the Ethernet switching
table is not updated after the device with that
MAC address has beenmoved from one
interface to another on the switch.

Ethernet switching

See “Troubleshooting Firewall Filter Configuration”
on page 4699.

Firewall configuration exceeded available
Ternary Content Addressable Memory (TCAM)
space.

Firewall filter

QFX5100 Switch with Automation Enhancements Frequently Asked Questions

This FAQ addresses questions regarding using QFX5100 switches with automation

enhancements, which were introduced at Junos OS Release 13.2X51-D15 .

This FAQ covers the following questions:

• Who Should You Contact If You Have Problems with Loading, Installing or Updating

Libraries? on page 6416

• WhoShouldYouContact IfYouHaveProblemswithPuppet for JunosOS?onpage6416

• WhoShould You Contact If You Have Problemswith Chef for Junos OS? on page 6416

• What Happens to the User Partition If You Downgrade a QFX5100 Switch That Is

Running the jinstall-qfx-5-flex-x.tgz Software Bundle to aQFXSwitch That Is Running

a Different QFX5100 Software Bundle? on page 6416
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• How Do You Recover Junos OS Binaries That You Have Deleted? on page 6416

• How Do You Recover from a System Crash? on page 6416

• How Can You Verify That a QFX5100 Switch Is Running a jinstall-qfx-5-flex-x.tgz

Software Bundle? on page 6416

Who Should You Contact If You Have Problemswith Loading, Installing or
Updating Libraries?

Contact Customer Support at http://www.juniper.net/support.

Who Should You Contact If You Have Problemswith Puppet for Junos OS?

You can obtain support for Puppet for Junos OS through the J-Net Forum for Puppet at

http://forums.juniper.net/t5/Puppet-for-Junos-OS/bd-p/puppet_junos .

Who Should You Contact If You Have Problemswith Chef for Junos OS?

You can obtain support for Chef for Junos OS through the J-Net Forum for Chef at

http://forums.juniper.net/t5/Chef-for-Junos-OS/bd-p/chef_junos.

What Happens to the User Partition If You Downgrade a QFX5100 Switch That
Is Running the jinstall-qfx-5-flex-x.tgz Software Bundle to a QFX Switch That Is
Running a Different QFX5100 Software Bundle?

In this case, the user partition remains intact.

NOTE: If youmake changes to the user partition while performing a unified
in-service software upgrade (unified ISSU), the changesmight be lost.

HowDo You Recover Junos OS Binaries That You Have Deleted?

Youmust reinstall the software package.

HowDo You Recover from a SystemCrash?

Youmust reinstall the software package.

HowCanYouVerify That aQFX5100Switch Is Running a jinstall-qfx-5-flex-x.tgz
Software Bundle?

You cannot use the show version command to verify that a QFX5100 switch is running

the jinstall-qfx-5-flex-x.tgz software bundle. However, there are two other ways to verify

this.

• Use the show configuration command to check that you are running a Layer 3

configuration. See Installing Junos OS Software with QFX5100 Switch Automation

Enhancements.

• Go to the shell and confirm that you can invoke Python. See “Invoking the Python

Interpreter” on page 6104.
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Related
Documentation

Overview of QFX5100 Switch Automation Enhancements on page 5981•

• Installing Junos OS Software with QFX5100 Switch Automation Enhancements

• Invoking the Python Interpreter on page 6104

• Chef for Junos Getting Started Guide

• Puppet for Junos OS Documentation

Troubleshooting Procedures

• Recovering from a Failed Software Installation on page 6417

• Loading a Previous Configuration File on page 6418

• Reverting to the Default Factory Configuration on page 6418

• Reverting to the Rescue Configuration on page 6419

• Recovering the Root Password on page 6419

• Troubleshooting a Deprecated Network Analytics Configuration on page 6421

Recovering from a Failed Software Installation

Problem If the Junos OS appears to have been installed but the CLI does not work, or if the switch

has no software installed, you can use this recovery installation procedure to install the

Junos OS.

Solution If a Junos OS image already exists on the switch, you can either install the new Junos OS

package ina separatepartition, inwhichcaseboth JunosOS images remainon the switch,

or you can remove the existing Junos OS image before you start the new installation

process.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted

with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

3. Enter the following command:

loader> install [– –format] [– –external] source

where:

• format—Enables you toerase the installationmediabefore installing the installation

package. If you do not include this option, the system installs the new Junos OS in

a different partition from that of the most recently installed Junos OS.

• external—Installs the installation package onto external media (a USB stick, for

example).
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• source—Represents the name and location of the Junos OS package, either on a

server on the network or as a file on an external media, as shown in the following

two examples:

• Network address of the server and the path on the server; for example,

tftp://192.17.1.28/junos/jinstall-qfx-11.1R1.5-domestic-signed.tgz

• Junos OS package on a USB device (commonly stored in the root drive as the

only file), for example, file:///jinstall-qfx-11.1R1.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Loading a Previous Configuration File

You can use the rollback <number command to return to a previously committed

configuration file. A switch saves the last 50 committed configurations, including the

rollback number, date, time, and name of the user who issued the commit configuration

command.

Syntax

rollback <number>

Options

• none—Return to the most recently saved configuration.

• number—Configuration to return to.

• Range: 0 through 49. Themost recently saved configuration is number 0, and the
oldest saved configuration is number 49.

• Default: 0

To return to a configuration prior to the most recently committed one:

1. Specify the rollback number (here, 1 is entered and the configuration returns to the

previously committed configuration):

[edit]
user@switch# rollback 1
load complete

2. Activate the configuration you have loaded:

[edit]
user@switch# commit

Related
Documentation

Configuration File Terms on page 26•

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.
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This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.

The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

Related
Documentation

Understanding Configuration Files on page 1126•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165

Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

aQFXSeries product and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Related
Documentation

Setting or Deleting the Rescue Configuration on page 1145•

• Reverting to the Default Factory Configuration on page 163

• Configuration File Terms on page 26

Recovering the Root Password

If you forget the root password for the QFX3500 switch, you can use the password

recovery procedure to reset the root password.
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NOTE: The root password cannot be recovered on a QFabric system.

NOTE: You need console access to the switch to recover the root password.

To recover the root password:

1. Poweroff the switchby switchingoff theACpoweroutlet of thedeviceor, if necessary,

by pulling the power cords out of the QFX3500 switch power supplies.

2. Turn off the power to themanagement device, such as a PC or laptop computer, that

you want to use to access the CLI.

3. Plug one end of the Ethernet rollover cable supplied with the switch into the

RJ-45–to–DB-9 serial port adapter supplied with the switch.

4. Plug the RJ-45–to–DB-9 serial port adapter into the serial port on the management

device.

5. Connect the other endof the Ethernet rollover cable to the console port on the switch.

6. Turn on the power to the management device.

7. On themanagement device, start your asynchronous terminal emulation application

(such as Microsoft Windows Hyperterminal) and select the appropriate COM port to

use (for example, COM1).

8. Configure the port settings as follows:

• Bits per second: 9600

• Data bits: 8

• Parity: None

• Stop bits: 1

• Flow control: None

9. Power on the switch by (if necessary) plugging the power cords into the QFX3500

switch power supply, or turning on the power to the device or switch by switching on

the AC power outlet the device is plugged into

The terminal emulation screenonyourmanagementdevicedisplays theswitch’sboot

sequence.

10.When the following prompt appears, press the Spacebar to access the switch’s

bootstrap loader command prompt:

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [kernel] in 9 seconds...

11. At the following prompt, enter boot -s to start up the system in single-user mode.

ok boot -s

12. At the following prompt, enter recovery to start the root password recovery procedure.
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Enter full pathname of shell or 'recovery' for root password recovery or RETURN
for /bin/sh: recovery

13. Enter configuration mode in the CLI.

14. Set the root password. For example:

user@switch# set system root-authentication plain-text-password

15. At the following prompt, enter the new root password. For example:

New password: juniper1
Retype new password:

16. At the second prompt, reenter the new root password.

17. After you have finished configuring the password, commit the configuration.

root@host# commit
commit complete

18. Exit configuration mode in the CLI.

19. Exit operational mode in the CLI.

20.At the prompt, enter y to reboot the switch.

Reboot the system? [y/n] y

Related
Documentation

Configuring the Root Password on page 1236•

Troubleshooting a Deprecated Network Analytics Configuration

Problem After a software upgrade to Junos OS Release 13.2X51-D15 from an earlier release, the

network analytics configuration is no longer valid and the feature is disabled.

The network analytics configuration used in Junos OS Release 13.2X51-D10 has been

deprecated in Release 13.2X51-D15. Issuing the show services analytics command results

in the following output:

root@qfx5100# show services analytics

queue-statistics { ## Warning: 'queue-statistics' is deprecated
    interval 1;
}

Cause Junos OS Release 13.2X51-D15 added enhancements to the network analytics feature,

resulting in significant changes in the CLI. The updated [edit services analytics] hierarchy

level contains some statements that have replaced those that were previously released.

As a result, the earlier configuration does not work in the new release.

Solution Use the new CLI statements to reconfigure the network analytics feature.

Related
Documentation

• Network Analytics Overview on page 6000

• analytics on page 6176
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PART 21

Troubleshooting

• Overview on page 6425

• Administration on page 6437

• Troubleshooting on page 6449
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CHAPTER 70

Overview

• General Troubleshooting on page 6425

• Alarms on page 6429

• Automation on page 6434

General Troubleshooting

• Understanding Troubleshooting Resources on page 6425

• Troubleshooting Overview on page 6427

Understanding Troubleshooting Resources

This topic describes some of the troubleshooting resources available for the QFX Series.

These resources include tools such as the Junos OS CLI, Junos Space applications, and

the Advanced Insight Scripts (AI-Scripts).

Table 611 on page 6411 provides a list of some of the troubleshooting resources.

Table 613: Troubleshooting Resources on the QFX Series

DocumentationDescriptionTroubleshooting Resource

“Chassis AlarmMessages on a QFX3500
Device” on page 6430

Chassis alarms indicate a failure on the
switch or one of its components. A chassis
alarm count is displayed on the LCD panel
on the front of the switch.

Chassis alarms

Chassis Status LEDs on a QFX3500 DeviceA blinking amber Power, Fan, or Fan Tray
LED indicates a hardware component error.
A blinking amber Status LED indicates a
software error.

Chassis Status LEDs and Fan Tray
LEDs

“Interface AlarmMessages” on page 6433A predefined alarm (red or yellow) for an
interface type is triggeredwhenan interface
of that type goes down.

Interface alarms

“Understanding Alarms” on page 6429Apredefinedalarm is triggeredbyamissing
rescue configuration or problemwith the
software license.

System alarms
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Table 613: Troubleshooting Resources on the QFX Series (continued)

DocumentationDescriptionTroubleshooting Resource

• Overview of Single-Chassis System
Logging Configuration on page 6069

• Junos OS System Log Configuration
Statements on page 6127

The system log includes details of system
and user events, including errors. Specify
the severity and type of system log
messages you wish to view or save, and
configure the output to be sent to local or
remote hosts.

System logmessages

• Monitoring System Process Information
on page 307

• MonitoringSystemPropertiesonpage308

• traceroutemonitor

Operational mode commands can be used
tomonitor switch performance and current
activity on the network. For example, use
the traceroutemonitor command to locate
points of failure in a network.

Junos OS operational mode
commands

Junos OS Automation LibraryEvent scripts can be used to automate
network troubleshootingandmanagement
tasks.

Junos OS automation scripts
(event scripts)

Junos XML API Operational Developer
Reference

XML operational tags are equivalent in
function to operational mode commands
in the CLI, which you can use to retrieve
status information for a device.

Junos OS XML operational tags

NETCONF XMLManagement Protocol
Developer Guide

The NETCONF XMLmanagement protocol
definesbasicoperations thatareequivalent
to Junos OS CLI configuration mode
commands. Client applications use the
protocol operations to display, edit, and
commit configuration statements (among
other operations), just as administrators
use CLI configuration mode commands
such as show, set, and commit to perform
those operations.

NETCONF XMLmanagement
protocol

• SNMPMIBs Support on page 6038

• SNMP Traps Support on page 6054

• Using the Traceroute MIB for Remote
Monitoring Devices Running Junos OS

MIBs enable the monitoring of network
devices from a central location. For
example, use theTracerouteMIB tomonitor
devices remotely.

SNMPMIBs and traps

Advanced Insight Scripts (AI-Scripts)
Release Notes

AI-Scripts installed on the switch can
automatically detect andmonitor faults on
the switch, and depending on the
configuration on the AIM application, send
notifications of potential problems and
submit problem reports to Juniper Support
Systems.

AI-Scripts and Advanced Insight
Manager (AIM)

Service AutomationThis application enables you to display and
manage informationaboutproblemevents.
When problems are detected on the switch
by Advanced Insight Scripts (AI-Scripts)
that are installed on the switch, the data is
collected and sent to Service Now for your
review and action.

Junos Space Service Now
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Table 613: Troubleshooting Resources on the QFX Series (continued)

DocumentationDescriptionTroubleshooting Resource

Service AutomationThis application helps in accelerating
operational analysis andmanaging the
exposure to known issues. You can identify
devices that are nearing their End Of Life
(EOL) and also discover and prevent issues
that could occur in your network. The
functionality ofService Insight is dependent
on the information sent from Service Now.

Junos Space Service Insight

http://kb.juniper.netYou can search in this database for Juniper
Networks product information, including
alerts and troubleshooting tips.

Juniper Networks KnowledgeBase

Troubleshooting Overview

This topic provides a general guide to troubleshooting some typical problems youmay

encounter on your QFX Series product.

Table612onpage6413providesa list ofproblemcategories, summaryof the symptomor

problem, and recommended actions with links to the troubleshooting documentation.

Table 614: Troubleshooting on the QFX Series

Recommended ActionSymptom or ProblemProblem Category

See “ChassisAlarmMessagesonaQFX3500Device”
on page 6430.

LCD panel shows a chassis alarm count.Switch hardware
components

See Fan Tray LED on a QFX3500 Device.Fan tray LED is blinking amber.

See Chassis Status LEDs on a QFX3500 Device.Chassis status LED for the power is blinking
amber.

Replace themanagementboardassoonaspossible.
See Chassis Status LEDs on a QFX3500 Device.

Chassis status LED for the fan (on the
management board) is blinking amber.
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Table 614: Troubleshooting on the QFX Series (continued)

Recommended ActionSymptom or ProblemProblem Category

Check whether the port is a valid Gigabit Ethernet
port (6 through 41).

SeeQFX3500 Device Overview.

Cannot configure a port as a Gigabit Ethernet
port.

Port configuration

Check whether the port is a valid Fibre Channel port
(0 through 5 and 42 through 47).

SeeQFX3500 Device Overview.

Cannot configureaport asaFibreChannel port.

If the port is not a 40-Gbps QSFP+ interface, check
whether the port is in the range of 0 through 5 or 42
through47. If oneof theports in thatblock (0 through
5 or 42 through 47) is configured as a Fibre Channel
port, then all ports in that block must also be
configured as Fibre Channel ports.

If the port is a 40-Gbps QSFP+ interface. make sure
theconfigurationdoesnot exceed the interface limit.
Each40-GbpsQSFP+ interface canbe split into four
10-Gigabit Ethernet interfaces, but because port 0
is reserved, so you can only configure an additional
fifteen 10-Gigabit Ethernet interfaces.

SeeQFX3500 Device Overview.

Cannotconfigureaportasa 10-GigabitEthernet
port.

The 40-Gbps QSFP+ interfaces can only be used as
10-GigabitEthernet interfaces.Each40-GbpsQSFP+
interface can be split into four 10-Gigabit Ethernet
interfaces using a breakout cable. However, port 0
is reserved, so you can only configure an additional
fifteen 10-Gigabit Ethernet interfaces.

SeeQFX3500 Device Overview.

Cannot configure a 40-Gbps QSFP+ interface.

Unplug the USB device and reboot the switch.Upgrading software from a USB device results
in an upgrade failure, and the system enters an
invalid state.

Externaldevices(USB
devices)

Configure the management ports from the console
port. You cannot configure the management ports
by directly connecting to them.

NOTE: Themanagementportsareonthe frontpanel
of the QFX3500 switch. They are labeled C0 and C1
on the front panel. In the CLI they are referred to as
me0 andme1.

See “ConfiguringaQFX3500DeviceasaStandalone
Switch” on page 151.

Cannot configuremanagement Ethernet ports.Initial device
configuration
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Table 614: Troubleshooting on the QFX Series (continued)

Recommended ActionSymptom or ProblemProblem Category

See “Recovering fromaFailedSoftware Installation”
on page 108.

Failed software upgrade.Software upgrade
and configuration

Activepartitionbecomes inactiveafter upgrade.

See the following topics:

• LoadingaPreviousConfigurationFileonpage 1136

• Reverting to the Default Factory Configuration on
page 163

• Reverting to theRescueConfigurationonpage 165

• PerformingaRecovery InstallationonaQFXSeries
Device on page 103

Problemwith the active configuration file.

Recover the rootpassword.See “Recovering theRoot
Password” on page 1117.

Root password is lost or forgotten.

See “Troubleshooting an Aggregated Ethernet
Interface” on page 1119.

An aggregated Ethernet interface is down.Network interfaces

See “Troubleshooting Network Interfaces” on
page 1118.

Interface on built-in network port is down.

Interface on port in which SFP or SFP+
transceiver is installed inanSFP+uplinkmodule
is down.

See “Troubleshooting Ethernet Switching” on
page 1731.

A MAC address entry in the Ethernet switching
table is not updated after the device with that
MAC address has beenmoved from one
interface to another on the switch.

Ethernet switching

See “Troubleshooting Firewall Filter Configuration”
on page 4699.

Firewall configuration exceeded available
Ternary Content Addressable Memory (TCAM)
space.

Firewall filter

Alarms

• Understanding Alarms on page 6429

• Chassis AlarmMessages on a QFX3500 Device on page 6430

• Interface AlarmMessages on page 6433

• System Utilization Alarms on page 6433

Understanding Alarms

TheQFXSeries support different alarm typesand severity levels. Table615onpage6430

provides a list of alarm terms and definitions thatmay help you inmonitoring the device.
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Table 615: Alarm Terms and Definitions

DefinitionTerm

Signal alerting you toconditions thatmightpreventnormaloperation.On thedevice, alarm indicatorsmight
include the LCDpanel andLEDson thedevice. The LCDpanel (if present on thedevice) displays the chassis
alarmmessage count. Blinking amber LEDs indicate yellow alarm conditions for chassis components.

Alarm

Failure event that triggers an alarm.Alarm condition

Seriousness of the alarm. The level of severity can be either major (red) or minor (yellow).

• Major (red)—Indicates a critical situation on the device that has resulted from one of the following
conditions. A red alarm condition requires immediate action.

• One or more hardware components have failed.

• One or more hardware components have exceeded temperature thresholds.

• An alarm condition configured on an interface has triggered a critical warning.

• Minor (yellow or amber)—Indicates a noncritical condition on the device that, if left unchecked, might
cause an interruption in service or degradation in performance. A yellow alarm condition requires
monitoring or maintenance. For example, a missing rescue configuration generates a yellow system
alarm.

Alarm severity
levels

Alarms include the following types:

• Chassis alarm—Predefined alarm triggered by a physical condition on the device such as a power supply
failure or excessive component temperature.

• Interface alarm—Alarm you configure to alert you when an interface link is down. Applies to ethernet,
fibre-channel, andmanagement-ethernet interfaces. You can configure a red (major) or yellow (minor)
alarm for the link-down condition, or have the condition ignored.

• System alarm—Predefined alarm that might be triggered by amissing rescue configuration, failure to
install a license for a licensed software feature, or high disk usage.

Alarm types

Related
Documentation

Chassis AlarmMessages on a QFX3008-I Interconnect Device•

• Chassis AlarmMessages on a QFX3500 Device on page 6430

• Interface AlarmMessages on page 6433

• show chassis alarms on page 466

• show system alarms on page 872

Chassis AlarmMessages on a QFX3500 Device

Chassis alarms indicate a failure on the device or one of its components. Chassis alarms

are preset and cannot bemodified.

Thechassisalarmmessagecount isdisplayedon theLCDpanelon the frontof thedevice.

To view the chassis alarmmessage text remotely, use the showchassis lcdCLI command.

Chassis alarms on QFX3500 devices have two severity levels:

• Major (red)—Indicates a critical situation on the device that has resulted from one of

the conditions described in Table 616 on page 6431. A red alarm condition requires

immediate action.
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• Minor (yellow or amber)—Indicates a noncritical condition on the device that, if left

unchecked, might cause an interruption in service or degradation in performance. A

yellow alarm condition requires monitoring or maintenance.

Table 616 on page 6431 describes the chassis alarmmessages on QFX3500 devices.

Table 616: QFX3500 Chassis AlarmMessages

Recommended ActionCLI MessageAlarm TypeComponent

The fan is missing. Install a fan.Fan/Blower AbsentMajor (red)Fans

Replace the fan and report the failure to
customer support.

Fan Failure

Check the system log for one of the
following messages and report the error
message to customer support:

• CMENVMonitor: Get fan speed failed.

• CMENVMonitor: Get fan speed failed
Fan-number is NOT spinning@ correct
speed, where fan-numbermay be 1, 2,
or 3.

Fan I2C Failure

Remove and check the fan for
obstructions, and then reinsert the fan. If
the problem persists, replace the fan.

fan-numberNot Spinning Fan

The power supply airflow direction is the
opposite of the chassis airflow direction.
Replace the power supply with a power
supply that supports the same airflow
direction as the chassis.

PEM pem-numberAirflow notmatching
Chassis Airflow

Major (red)Power Supplies

Check the system log for one of the
following messages and report the error
message to customer support:

• I2C Read failed for device number,
where numbermay be from 123 to 125.

• PSnumber: Transitioning fromonline to
offline, where power supply (PS)
numbermay be 1 or 2.

PEM pem-number I2C Failure

Indicates a power supply problem, or the
power supply is not supported on the
device. Report the problem to customer
support.

PEM pem-number is not supported

Indicates a problemwith the incoming
AC or outgoing DC power. Replace the
power supply.

PEM pem-numberNot OK
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Table 616: QFX3500 Chassis AlarmMessages (continued)

Recommended ActionCLI MessageAlarm TypeComponent

For informationonly. Indicates thedevice
waspoweredonwith twopower supplies
installed, but now one is missing. The
device can continue to operate with a
single power supply. If you wish to
remove this alarmmessage, reboot the
device with one power supply.

PEM pem-numberAbsentMinor (yellow)

For information only. Check the power
cord connection and reconnect it if
necessary.

PEM pem-number is not powered

For information only. Indicates that an
AC power supply and DC power supply
have been installed in the same chassis.
If youwish to remove thisalarmmessage,
reboot the device with two AC power
supplies or two DC power supplies.

PEM pem-number Power Supply Type
Mismatch

For informationonly. Indicates thedevice
waspoweredonwith twopower supplies
installed, butonehasbeen removed.The
device can continue to operate with a
single power supply. If you wish to
remove this alarmmessage, reboot the
device with one power supply.

PEM pem-number Removed

Check the system log for the following
message and report it to customer
support:

Temp sensor sensor-number failed, where
sensor-numbermay range from1 through
10.

sensor-location Temp Sensor FailMajor (red)Temperature
Sensors

Check environmental conditions and
alarms on other devices. Ensure that
environmental factors (such as hot air
blowing around the equipment) are not
affecting the temperature sensor. If the
condition persists, the device may shut
down.

sensor-location Temp Sensor Too Hot

For information only. Check
environmental conditions and alarms on
otherdevices. Ensure that environmental
factors (such as hot air blowing around
the equipment) are not affecting the
temperature sensor.

sensor-location Temp Sensor TooWarmMinor (yellow)

Related
Documentation

Front Panel of a QFX3500 Device•
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• Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different

Interface Types on page 138

• alarm on page 2043

Interface AlarmMessages

Interface alarms are alarms that you configure to alert you when an interface is down.

To configure an interface link-down condition to trigger a red or yellow alarm, or to

configure the link-down condition to be ignored, use the alarm statement at the [edit

chassis] hierarchy level. You can specify the ethernet, fibre-channel, or

management-ethernet interface type.

NOTE: Fibre Channel alarms are only valid on QFX3500 devices.

By default, major alarms are configured for interface link-down conditions on the control

plane andmanagement network interfaces in a QFabric system. The link-down alarms

indicate that connectivity to the control plane network is down. You can configure these

alarms to be ignored using the alarm statement at the [edit chassis] hierarchy level.

NOTE: If youconfigureayellowalarmontheQFX3008-I Interconnectdevice,
it will be handled as a red alarm.

Related
Documentation

Understanding Alarms on page 6429•

SystemUtilization Alarms

QFX Series devices provide system alarms that alert you when disk usage in the /var

partition exceeds acceptable levels.

You can display the messages for these alarms by issuing the show system alarms

operationalmode command if the /var partition usage exceeds 75 percent. A usage level

between 76 and 90 percent indicates high usage and raises a minor alarm condition,

whereas a usage level above 90 percent indicates that the partition is full and raises a

major alarm condition.

The following sample output from the show system alarms command shows system

alarmmessages that are displayed when disk usage is exceeded on the switch.

user@host> show system alarms
4 alarms currently active
Alarm time               Class  Description
2013-10-08 20:08:20 UTC  Minor  RE 0 /var partition usage is high
2013-10-08 20:08:20 UTC  Major  RE 0 /var partition is full
2013-10-08 20:08:08 UTC  Minor  FPC 1 /var partition usage is high
2013-10-08 20:08:08 UTC  Major  FPC 1 /var partition is full

6433Copyright © 2014, Juniper Networks, Inc.

Chapter 70: Overview



BEST PRACTICE: We recommend that you regularly request a system file
storage cleanup to optimize the performance of the switch and prevent
generating system alarms.

Related
Documentation

Cleaning Up the System File Storage Space on page 6451•

• Understanding Alarms on page 6429

• show system alarms on page 872

Automation

• QFX5100 Switch with Automation Enhancements Frequently Asked

Questions on page 6434

QFX5100 Switch with Automation Enhancements Frequently Asked Questions

This FAQ addresses questions regarding using QFX5100 switches with automation

enhancements, which were introduced at Junos OS Release 13.2X51-D15 .

This FAQ covers the following questions:

• Who Should You Contact If You Have Problems with Loading, Installing or Updating

Libraries? on page 6434

• WhoShouldYouContact IfYouHaveProblemswithPuppet for JunosOS?onpage6434

• WhoShould YouContact If YouHave Problemswith Chef for JunosOS? on page 6434

• What Happens to the User Partition If You Downgrade a QFX5100 Switch That Is

Running the jinstall-qfx-5-flex-x.tgz Software Bundle to aQFXSwitch That Is Running

a Different QFX5100 Software Bundle? on page 6435

• How Do You Recover Junos OS Binaries That You Have Deleted? on page 6435

• How Do You Recover from a System Crash? on page 6435

• How Can You Verify That a QFX5100 Switch Is Running a jinstall-qfx-5-flex-x.tgz

Software Bundle? on page 6435

Who Should You Contact If You Have Problemswith Loading, Installing or
Updating Libraries?

Contact Customer Support at http://www.juniper.net/support.

Who Should You Contact If You Have Problemswith Puppet for Junos OS?

You can obtain support for Puppet for Junos OS through the J-Net Forum for Puppet at

http://forums.juniper.net/t5/Puppet-for-Junos-OS/bd-p/puppet_junos .

Who Should You Contact If You Have Problemswith Chef for Junos OS?

You can obtain support for Chef for Junos OS through the J-Net Forum for Chef at

http://forums.juniper.net/t5/Chef-for-Junos-OS/bd-p/chef_junos.
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What Happens to the User Partition If You Downgrade a QFX5100 Switch That
Is Running the jinstall-qfx-5-flex-x.tgz Software Bundle to a QFX Switch That Is
Running a Different QFX5100 Software Bundle?

In this case, the user partition remains intact.

NOTE: If youmake changes to the user partition while performing a unified
in-service software upgrade (unified ISSU), the changesmight be lost.

HowDo You Recover Junos OS Binaries That You Have Deleted?

Youmust reinstall the software package.

HowDo You Recover from a SystemCrash?

Youmust reinstall the software package.

HowCanYouVerify That aQFX5100Switch Is Running a jinstall-qfx-5-flex-x.tgz
Software Bundle?

You cannot use the show version command to verify that a QFX5100 switch is running

the jinstall-qfx-5-flex-x.tgz software bundle. However, there are two other ways to verify

this.

• Use the show configuration command to check that you are running a Layer 3

configuration. See Installing Junos OS Software with QFX5100 Switch Automation

Enhancements.

• Go to the shell and confirm that you can invoke Python. See “Invoking the Python

Interpreter” on page 6104.

Related
Documentation

• Overview of QFX5100 Switch Automation Enhancements on page 5981

• Installing Junos OS Software with QFX5100 Switch Automation Enhancements

• Invoking the Python Interpreter on page 6104

• Chef for Junos Getting Started Guide

• Puppet for Junos OS Documentation
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CHAPTER 71

Administration

• Routine Monitoring Using the CLI on page 6437

RoutineMonitoring Using the CLI

• Monitoring SNMP on page 6437

• Tracing SNMP Activity on a Device Running Junos OS on page 6439

• Monitoring RMONMIB Tables on page 6442

• Displaying a Log File from a Single-Chassis System on page 6443

• Monitoring System Log Messages on page 6444

• Monitoring Traffic Through the Router or Switch on page 6445

• Pinging Hosts on page 6447

Monitoring SNMP

There are several commands that you can access in Junos OS operational mode to

monitor SNMP information. Some of the commands are:

• showsnmphealth-monitor,whichdisplays thehealthmonitor logandalarm information.

• show snmpmib, which displays information from theMIBs, such as device and system

information.

• show snmp statistics, which displays SNMP statistics such as the number of packets,

silent drops, and invalid output values.

• show snmp rmon, which displays the RMON alarm, event, history, and log information

The following example provides sample output from the show snmp health-monitor

command:

user@switch> show snmp health-monitor
Alarm 
Index  Variable description                           Value State

 32768 Health Monitor: root file system utilization
       jnxHrStoragePercentUsed.1                         58 active

 32769 Health Monitor: /config file system utilization
       jnxHrStoragePercentUsed.2                          0 active
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 32770 Health Monitor: RE 0 CPU utilization
       jnxOperatingCPU.9.1.0.0                            0 active

 32773 Health Monitor: RE 0 Memory utilization
       jnxOperatingBuffer.9.1.0.0                        35 active

 32775 Health Monitor: jkernel daemon CPU utilization
       Init daemon                                        0 active
       Chassis daemon                                    50 active
       Firewall daemon                                    0 active
       Interface daemon                                   5 active
       SNMP daemon                                       11 active
       MIB2 daemon                                       42 active
       ...

The following example provides sample output from the show snmpmib command:

user@switch> show snmpmibwalk system

sysDescr.0    = Juniper Networks, Inc. qfx3500s internet router, kernel 
JUNOS 11.1-20100926.0 #0: 2010-09-26 06:17:38 UTC builder@abc.juniper.net:
/volume/build/junos/11.1/production/20100926.0/obj-xlr/bsd/sys/compile/JUNIPER-xxxxx

Build date: 2010-09-26 06:00:10 U
sysObjectID.0 = jnxProductQFX3500
sysUpTime.0   = 24444184
sysContact.0  = J Smith
sysName.0     = Lab QFX3500
sysLocation.0 = Lab
sysServices.0 = 4

The followingexampleprovides sampleoutput fromthe showsnmpstatisticscommand:

user@switch> show snmp statistics

SNMP statistics:
  Input:
    Packets: 0, Bad versions: 0, Bad community names: 0,
    Bad community uses: 0, ASN parse errors: 0,
    Too bigs: 0, No such names: 0, Bad values: 0,
    Read onlys: 0, General errors: 0,
    Total request varbinds: 0, Total set varbinds: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0,
    Silent drops: 0, Proxy drops: 0, Commit pending drops: 0,
    Throttle drops: 0, Duplicate request drops: 0
    Output:
    Packets: 0, Too bigs: 0, No such names: 0,
    Bad values: 0, General errors: 0,
    Get requests: 0, Get nexts: 0, Set requests: 0,
    Get responses: 0, Traps: 0

Related
Documentation

health-monitor on page 1297•

• show snmpmib on page 6392

• show snmp statistics on page 1379
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Tracing SNMPActivity on a Device Running Junos OS

SNMP tracing operations track activity for SNMP agents and record the information in

log files. The logged error descriptions provide detailed information to help you solve

problems faster.

By default, Junos OS does not trace any SNMP activity. If you include the traceoptions

statement at the [edit snmp] hierarchy level, the default tracing behavior is:

• Important activities are logged in files located in the /var/log directory. Each log is

named after the SNMP agent that generates it. Currently, the following log files are

created in the /var/log directory when the traceoptions statement is used:

• chassisd

• craftd

• ilmid

• mib2d

• rmopd

• serviced

• snmpd

• When a trace file named filename reaches its maximum size, it is renamed filename.0,

then filename.1, and so on, until the maximum number of trace files is reached. Then

theoldest trace file is overwritten. (Formore informationabouthow log filesare created,

see the Junos OS System Log Messages Reference.)

• Log files can be accessed only by the user who configured the tracing operation.

You cannot change the directory (/var/log) in which trace files are located. However,
you can customize the other trace file settings by including the following statements at
the [edit snmp] hierarchy level:

[edit snmp]
traceoptions {
file <files number> <match regular-expression> <size size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}

These statements are described in the following sections:

• Configuring the Number and Size of SNMP Log Files on page 6440

• Configuring Access to the Log File on page 6440

• Configuring a Regular Expression for Lines to Be Logged on page 6440

• Configuring the Trace Operations on page 6440
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Configuring the Number and Size of SNMP Log Files

By default, when the trace file reaches 128 kilobytes (KB) in size, it is renamed filename.0,

then filename.1, and so on, until there are three trace files. Then the oldest trace file

(filename.2) is overwritten.

Youcanconfigure the limitson thenumberandsizeof trace filesby including the following
statements at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file files number size size;

For example, set themaximum file size to 2MB, and themaximumnumber of files to 20.

When the file that receives the output of the tracing operation (filename) reaches 2 MB,

filename is renamed filename.0, and a new file called filename is created. When the new

filename reaches 2 MB, filename.0 is renamed filename.1 and filename is renamed

filename.0. This process repeats until there are 20 trace files. Then the oldest file

(filename.19) is overwritten by the newest file (filename.0).

The number of files can be from2 through 1000 files. The file size of each file can be from

10 KB through 1 gigabyte (GB).

Configuring Access to the Log File

Bydefault, log files canbeaccessedonlyby theuserwhoconfigured the tracingoperation.

To specify that any user can read all log files, include the file world-readable statement
at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file world-readable;

To explicitly set the default behavior, include the file no-world-readable statement at the
[edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
file no-world-readable;

Configuring a Regular Expression for Lines to Be Logged

By default, the trace operation output includes all lines relevant to the logged activities.

Youcan refine theoutputby including thematch statementat the [edit snmptraceoptions
file filename] hierarchy level and specifying a regular expression (regex) to bematched:

[edit snmp traceoptions]
file filenamematch regular-expression;

Configuring the Trace Operations

By default, only important activities are logged. You can specify which trace operations
are to be logged by including the following flag statement (with one or more tracing
flags) at the [edit snmp traceoptions] hierarchy level:

[edit snmp traceoptions]
flag {
all;
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configuration;
database;
events;
general;
interface-stats;
nonvolatile-sets;
pdu;
policy;
protocol-timeouts;
routing-socket;
server;
subagent;
timer;
varbind-error;

}

Table 590 on page 6329 describes the meaning of the SNMP tracing flags.

Table 617: SNMP Tracing Flags

Default SettingDescriptionFlag

OffLog all operations.all

OffLog reading of the configuration at the
[edit snmp] hierarchy level.

configuration

OffLog events involving storage and retrieval in the
events database.

database

OffLog important events.events

OffLog general events.general

OffLog physical and logical interface statistics.interface-stats

OffLog nonvolatile SNMP set request handling.nonvolatile-set

OffLog SNMP request and response packets.pdu

OffLog policy processing.policy

OffLog SNMP response timeouts.protocol-timeouts

OffLog routing socket calls.routing-socket

OffLog communication with processes that are
generating events.

server

OffLog subagent restarts.subagent

OffLog internal timer events.timer
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Table 617: SNMP Tracing Flags (continued)

Default SettingDescriptionFlag

OffLog variable binding errors.varbind-error

To display the end of the log for an agent, issue the show log agentd | last operational
mode command:

[edit]
user@host# run show log agentd | last

where agent is the name of an SNMP agent.

Related
Documentation

Configuring SNMP on a Device Running Junos OS•

• Configuration Statements at the [edit snmp] Hierarchy Level

• Example: Tracing SNMP Activity

• Configuring SNMP on page 1237

Monitoring RMONMIB Tables

Purpose Monitor remote monitoring (RMON) alarm, event, and log tables.

Action To display the RMON tables:

user@switch> show snmp rmon
Alarm 
Index  Variable description                           Value State

     5 monitor                         
       jnxOperatingCPU.9.1.0.0                            5 falling threshold   

Event 
Index  Type                        Last Event
    1  log and trap                2010-07-10 11:34:17 PDT   
Event Index: 1
    Description: Event 1 triggered by Alarm 5, rising threshold (90) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 100)
    Time: 2010-07-10 11:34:07 PDT
    Description: Event 1 triggered by Alarm 5, falling threshold (75) crossed, 
(variable: jnxOperatingCPU.9.1.0.0, value: 5)
    Time: 2010-07-10 11:34:17 PDT

Meaning The display shows that an alarm has been defined to monitor jnxRmonMIB object

jnxOperatingCPU, which represents the CPU utilization of the Routing Engine. The alarm

is configured to generate an event that sends an SNMP trap and adds an entry to the

logTable in the RMONMIB. The log table shows that two occurrences of the event have

been generated—one for rising abovea threshold of 90percent, andone for falling below

a threshold of 75 percent.

Related
Documentation

Configuring RMON Alarms and Events on page 6117•

• show snmp rmon on page 6395
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• show snmp rmon history on page 6399

• clear snmp statistics on page 6375

• clear snmp history on page 6374

Displaying a Log File from a Single-Chassis System

Todisplay a log file stored on a single-chassis system such as theQFX3500 switch, enter

Junos OS CLI operational mode and issue the following commands:

user@switch> show log log-filename
user@switch> file show log-file-pathname

By default, the commands display the file stored on the local Routing Engine.

The following example shows the output from the show logmessages command:

user@switch1> show log messages 
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 1
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 2
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 3
...
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Management 
process): new instance detected (variable: sysApplElmtRunMemory.5.6.2293)
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon memory usage (Command-line 
interface): new instance detected (variable: sysApplElmtRunMemory.5.8.2292)
...
Nov  4 12:08:30  switch1 rpdf[957]: task_connect: task BGP_100.10.10.1.6+179 addr
 10.10.1.6+179: Can't assign requested 
address
Nov  4 12:08:30  switch1 rpdf[957]: bgp_connect_start: connect 10.10.1.6 (Internal
 AS 100): Can't assign requested address
Nov  4 12:10:24  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'exit '
Nov  4 12:10:27  switch1 mgd[2293]: UI_DBASE_LOGOUT_EVENT: User 'jsmith' exiting
 configuration mode
Nov  4 12:10:31  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'show log messages 

The following example shows the output from the file show command. The file in the

pathname /var/log/processes has been previously configured to includemessages from

the daemon facility.

user@switch1> file show /var/log/processes
Feb 22 08:58:24 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 22 20:35:07 switch1 snmpd[359]: SNMPD_THROTTLE_QUEUE_DRAINED: 
trap_throttle_timer_handler: cleared all throttled traps
Feb 23 07:34:56 switch1 snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm: 
SNMP trap: warm start
Feb 23 07:38:19 switch1 snmpd[359]: SNMPD_TRAP_COLD_START: trap_generate_cold: 
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SNMP trap: cold start
...

Related
Documentation

Interpreting Messages Generated in Standard Format on page 6138•

• Interpreting Messages Generated in Structured-Data Format on page 6135

Monitoring System LogMessages

Purpose Display system logmessages about the QFX Series. By looking through a system log file

for any entries pertaining to the interface that you are interested in, you can further

investigate a problemwith an interface on the switch.

Action To view system logmessages:

user@switch1> show logmessages

Sample Output

Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:01 switch1 newsyslog[2283]: logfile turned over due to size>128K
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 1
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 2
Nov  4 11:30:06  switch1 chassism[952]: CM ENV Monitor: set fan speed is 65 percent
 for Fan 3
...
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon 
memory usage (Management process): new instance detected (variable: 
sysApplElmtRunMemory.5.6.2293)
Nov  4 11:52:53  switch1 snmpd[944]: SNMPD_HEALTH_MON_INSTANCE: Health Monitor: 
jroute daemon 
memory usage (Command-line interface): new instance detected (variable: 
sysApplElmtRunMemory.5.8.2292)
...
Nov  4 12:10:24  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'exit '
Nov  4 12:10:27  switch1 mgd[2293]: UI_DBASE_LOGOUT_EVENT: User 'jsmith' exiting
 configuration mode
Nov  4 12:10:31  switch1 mgd[2293]: UI_CMDLINE_READ_LINE: User 'jsmith', command
 'show log messages 

Meaning The sample output shows the following entries in themessages file:

• A new log file was created when the previous file reached themaximum size of

128 kilobytes (KB).

• The fan speed for Fan 1, 2, and 3 is set at 65 percent.

• Health monitoring activity is detected.

• CLI commands were entered by the user jsmith.
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Related
Documentation

Overview of Junos OS System Log Messages on page 6068•

• Understanding the Implementation of System Log Messages on the QFabric System

on page 6070

• Example: Configuring System Log Messages on page 6076

• clear log on page 324

• show log on page 846

• syslog on page 287

Monitoring Traffic Through the Router or Switch

To help with the diagnosis of a problem, display real-time statistics about the traffic

passing through physical interfaces on the router or switch.

To display real-time statistics about physical interfaces, perform these tasks:

1. DisplayingReal-TimeStatisticsAboutAll InterfacesontheRouterorSwitchonpage6445

2. DisplayingReal-TimeStatisticsAboutan InterfaceontheRouterorSwitchonpage6446

Displaying Real-Time Statistics About All Interfaces on the Router or Switch

Purpose Display real-time statistics about traffic passing through all interfaces on the router or

switch.

Action To display real-time statistics about traffic passing through all interfaces on the router

or switch:

user@host>monitor interface traffic

Sample Output

user@host>monitor interface traffic
host name                 Seconds: 15                  Time: 12:31:09
Interface    Link  Input packets        (pps)     Output packets        (pps)
 so-1/0/0    Down              0          (0)                  0          (0)
 so-1/1/0    Down              0          (0)                  0          (0)
 so-1/1/1    Down              0          (0)                  0          (0)
 so-1/1/2    Down              0          (0)                  0          (0)
 so-1/1/3    Down              0          (0)                  0          (0)
 t3-1/2/0    Down              0          (0)                  0          (0)
 t3-1/2/1    Down              0          (0)                  0          (0)
 t3-1/2/2    Down              0          (0)                  0          (0)
 t3-1/2/3    Down              0          (0)                  0          (0)
 so-2/0/0      Up          211035          (1)              36778          (0)
 so-2/0/1      Up         192753          (1)              36782          (0)
 so-2/0/2      Up         211020          (1)              36779          (0)
 so-2/0/3      Up         211029          (1)              36776          (0)
 so-2/1/0      Up         189378          (1)              36349          (0)
 so-2/1/1    Down              0          (0)              18747          (0)
 so-2/1/2    Down              0          (0)              16078          (0)
 so-2/1/3      Up              0          (0)              80338          (0)
 at-2/3/0      Up              0          (0)                  0          (0)
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 at-2/3/1    Down              0          (0)                  0          (0)
Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=^U, Down=^D

Meaning The sample output displays traffic data for active interfaces and the amount that each

field has changed since the commandstartedor since the counterswere clearedbyusing

theC key. In this example, themonitor interfacecommandhasbeen running for 15 seconds

since the command was issued or since the counters last returned to zero.

Displaying Real-Time Statistics About an Interface on the Router or Switch

Purpose Display real-time statistics about traffic passing through an interface on the router or

switch.

Action To display traffic passing through an interface on the router or switch, use the following

Junos OS CLI operational mode command:

user@host>monitor interface interface-name

Sample Output

user@host>monitor interface so-0/0/1
Next='n', Quit='q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i'
R1
Interface: so-0/0/1, Enabled, Link is Up
Encapsulation: PPP, Keepalives, Speed: OC3 Traffic statistics:
  Input bytes:                    5856541 (88 bps)
  Output bytes:                   6271468 (96 bps)
  Input packets:                   157629 (0 pps)
  Output packets:                  157024 (0 pps)
Encapsulation statistics:
  Input keepalives:                 42353
  Output keepalives:                42320
  LCP state: Opened
Error statistics:
  Input errors:                         0
  Input drops:                          0
  Input framing errors:                 0
  Input runts:                          0
  Input giants:                         0
  Policed discards:                     0
  L3 incompletes:                       0
  L2 channel errors:                    0
  L2 mismatch timeouts:                 0
  Carrier transitions:                  1
  Output errors:                        0
  Output drops:                         0
  Aged packets:                         0
Active alarms : None
Active defects: None
SONET error counts/seconds:
  LOS count                             1
  LOF count                             1
  SEF count                             1
  ES-S                                 77
  SES-S                                77
SONET statistics:
  BIP-B1                                0
  BIP-B2                                0
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  REI-L                                 0
  BIP-B3                                0
  REI-P                                 0
Received SONET overhead:  F1        : 0x00  J0        : 0xZ

Meaning The sample output shows the input and output packets for a particular SONET interface

(so-0/0/1). The information can include common interface failures, suchasSONET/SDH

andT3alarms, loopbacksdetected, and increases in framingerrors. Formore information,

see Checklist for Tracking Error Conditions.

To control the output of the command while it is running, use the keys shown in

Table 589 on page 6322.

Table 618: Output Control Keys for themonitor interface Command

KeyAction

NDisplay information about the next interface. Themonitor interface command
scrolls through the physical or logical interfaces in the same order that they
are displayed by the show interfaces terse command.

IDisplay information about a different interface. The command prompts you
for the name of a specific interface.

FFreeze the display, halting the display of updated statistics.

TThaw the display, resuming the display of updated statistics.

CClear (zero) the current delta counters sincemonitor interfacewas started. It
does not clear the accumulative counter.

QStop themonitor interface command.

See the CLI Explorer for details on using match conditions with themonitor traffic

command.

Pinging Hosts

Purpose Use the CLI ping command to verify that a host can be reached over the network. This

command is useful for diagnosing host and network connectivity problems. The switch

sends a series of Internet Control Message Protocol (ICMP) echo (ping) requests to a

specified host and receives ICMP echo responses.

Action To use the ping command to send four requests (ping count) to host3:

ping host count number

Sample Output

ping host3 count 4
user@switch> ping host3 count 4 
PING host3.site.net (176.26.232.111): 56 data bytes
64 bytes from 176.26.232.111: icmp_seq=0 ttl=122 time=0.661 ms
64 bytes from 176.26.232.111: icmp_seq=1 ttl=122 time=0.619 ms
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64 bytes from 176.26.232.111: icmp_seq=2 ttl=122 time=0.621 ms
64 bytes from 176.26.232.111: icmp_seq=3 ttl=122 time=0.634 ms

--- host3.site.net ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.619/0.634/0.661/0.017 ms

Meaning The ping results show the following information:•

• Size of the ping response packet (in bytes).

• IP address of the host fromwhich the response was sent.

• Sequence number of the ping response packet. You can use this value tomatch the

ping response to the corresponding ping request.

• Time-to-live (ttl) hop-count value of the ping response packet.

• Total time between the sending of the ping request packet and the receiving of the

ping response packet, in milliseconds. This value is also called round-trip time.

• Number of ping requests (probes) sent to the host.

• Number of ping responses received from the host.

• Packet loss percentage.

• Round-trip time statistics: minimum, average, maximum, and standard deviation of

the round-trip time.

Related
Documentation

• Troubleshooting Overview on page 6413

• Understanding Troubleshooting Resources on page 6411
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CHAPTER 72

Troubleshooting

• Configuration and File Management on page 6449

• Ethernet Switching on page 6452

• High Availability on page 6457

• Interfaces on page 6458

• Junos OS Basics on page 6464

• Layer 3 Protocols on page 6478

• Network Management on page 6479

• Security on page 6479

• Services on page 6489

• Storage on page 6492

• Traffic Management on page 6498

Configuration and File Management

• Loading a Previous Configuration File on page 6449

• Reverting to the Default Factory Configuration on page 6450

• Reverting to the Rescue Configuration on page 6451

• Cleaning Up the System File Storage Space on page 6451

Loading a Previous Configuration File

You can use the rollback <number command to return to a previously committed

configuration file. A switch saves the last 50 committed configurations, including the

rollback number, date, time, and name of the user who issued the commit configuration

command.

Syntax

rollback <number>

Options

• none—Return to the most recently saved configuration.

• number—Configuration to return to.
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• Range: 0 through 49. Themost recently saved configuration is number 0, and the
oldest saved configuration is number 49.

• Default: 0

To return to a configuration prior to the most recently committed one:

1. Specify the rollback number (here, 1 is entered and the configuration returns to the

previously committed configuration):

[edit]
user@switch# rollback 1
load complete

2. Activate the configuration you have loaded:

[edit]
user@switch# commit

Related
Documentation

Configuration File Terms on page 26•

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.

This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.

The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

Related
Documentation

Understanding Configuration Files on page 1126•

• Loading a Previous Configuration File on page 1136

• Reverting to the Rescue Configuration on page 165
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Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

aQFXSeries product and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Related
Documentation

Setting or Deleting the Rescue Configuration on page 1145•

• Reverting to the Default Factory Configuration on page 163

• Configuration File Terms on page 26

Cleaning Up the System File Storage Space

Problem The system file storage space on the switch is full. Rebooting the switch does not solve

the problem.

The following error message is displayed during a typical operation on the switch after

the file storage space is full.

user@switch% cli
user@switch> configure
/var: write failed, filesystem is full

Solution Clean up the file storage on the switch by deleting system files.

1. Request to delete system files on the switch.

user@switch> request system storage cleanup

The list of files to be deleted is displayed.

List of files to delete:

         Size Date         Name
    11B Jul 26 20:55 /var/jail/tmp/alarmd.ts
   124B Aug  4 18:05 /var/log/default-log-messages.0.gz
  1301B Jul 26 20:42 /var/log/install.0.gz
   387B Jun  3 14:37 /var/log/install.1.gz
  4920B Aug  4 18:05 /var/log/messages.0.gz
  20.0K Jul 26 21:00 /var/log/messages.1.gz
  16.3K Jun 25 13:45 /var/log/messages.2.gz
   804B Aug  4 18:05 /var/log/security.0.gz
  16.8K Aug  3 11:15 /var/log/security.1.gz
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   487B Aug  4 18:04 /var/log/wtmp.0.gz
   855B Jul 29 22:54 /var/log/wtmp.1.gz
   920B Jun 30 16:32 /var/log/wtmp.2.gz
    94B Jun  3 14:36 /var/log/wtmp.3.gz
 353.2K Jun  3 14:37 /var/sw/pkg/jloader-qfx-11.2I20110303_1117_dc-builder.tgz

 124.0K Jun  3 14:30 /var/tmp/gres-tp/env.dat
     0B Apr 14 16:20 /var/tmp/gres-tp/lock
     0B Apr 14 17:37 /var/tmp/if-rtsdb/env.lck
  12.0K Jul 26 20:55 /var/tmp/if-rtsdb/env.mem
2688.0K Jul 26 20:55 /var/tmp/if-rtsdb/shm_usr1.mem
 132.0K Jul 26 20:55 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Jul 26 20:55 /var/tmp/if-rtsdb/trace.mem
   155B Jul 26 20:55 /var/tmp/krt_gencfg_filter.txt
     0B Jul 26 20:55 /var/tmp/rtsdb/if-rtsdb
1400.6K Aug  3 10:13 /var/tmp/sfid.core.0.gz
1398.9K Aug  3 17:01 /var/tmp/sfid.core.1.gz
Delete these files ? [yes,no] (no) 

2. Enter yes to delete the files.

3. Reboot the switch.

BEST PRACTICE: We recommend that you regularly request a system file
storage cleanup to optimize the performance of the switch.

Related
Documentation

request system storage cleanup on page 435•

Ethernet Switching

• Troubleshooting Ethernet Switching on page 6452

• Troubleshooting Layer 2 Protocol Tunneling on page 6453

• Troubleshooting Private VLANs on page 6454

• Troubleshooting Q-in-Q and VLAN Translation Configuration on page 6457

Troubleshooting Ethernet Switching

Problem Sometimes a MAC address entry in the switch’s Ethernet switching table is not updated

after the device with that MAC address has beenmoved from one interface to another

on the switch. Typically, the switch does not wait for a MAC address expiration when a

MACmove operation occurs. As soon as the switch detects theMAC address on the new

interface, it immediately updates the table. Many network devices send a gratuitous ARP

packet when switching an IP address from one device to another. The switch updates

its ARP cache table after receipt of such gratuitous ARPmessages, and then it also

updates its Ethernet switching table.

Sometimes silent devices, such as syslog servers or SNMP trap receivers that receive

UDP traffic but do not return acknowledgment (ACK)messages to the traffic source,

fail to send gratuitous ARP packets when a device moves. If such amove occurs when
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the system administrator is not available to explicitly clear the affected interfaces by

issuing the clear ethernet-switching table command, the entry for the moved device in

the Ethernet switching table is not updated.

Solution Set up the switch to handle unattended MAC address switchovers.

1. Reduce the system-wide ARP aging timer. (By default, the ARP aging timer is set at

20minutes. The range of the ARP aging timer is from 1 through 240minutes.)

[edit system arp]
user@switch# set aging-timer 3

2. Set the MAC aging timer to the same value as the ARP timer. (By default, the MAC

aging timer is set to 300 seconds. The range is 15 to 1,000,000 seconds.)

[edit vlans]
user@switch# set vlans salesmac-table-aging-time 180

The ARP entry and the MAC address entry for the moved device expire within the times

specified by the aging timer values. After the entries expire, the switch sends a new ARP

message to the IP address of the device. The device responds to the ARPmessage,

thereby refreshing the entries in the switch’s ARP cache table and Ethernet switching

table.

Related
Documentation

arp•

• mac-table-aging-time on page 1621

Troubleshooting Layer 2 Protocol Tunneling

• Drop Threshold Statistics Might Be Incorrect on page 6453

• Egress Filtering of L2PT Traffic Not Supported on page 6453

Drop Threshold Statistics Might Be Incorrect

Problem L2PT processing is done by the CPU, and L2PT traffic to the CPU is rate limited to a

maximum of 1000 pps. If traffic is received at a rate faster than this limit, the rate limit

causes the traffic to be dropped before it hits the threshold and the dropped packetswill

not be reported in L2PT statistics. This can also occur if you configure a drop threshold

that is less than 1000 pps but traffic is received at a faster rate. For example, if you

configure a drop threshold of 900 pps and the VLAN receives traffic at rate of 1100 pps,

L2PT statistics will show that 100 packets were dropped. The 100 packets dropped

becauseof the rate limit arenot reported.Similarly, if youdonot configureadrop threshold

and the VLAN receives traffic at rate of 1100 pps, the 100 packets dropped because of

the rate limit are not reported.

Solution This is expected behavior.

Egress Filtering of L2PT Traffic Not Supported

Problem Egress filtering of L2PT traffic is not supported on the QFX3500 switch. That is, if you

configure L2PT to tunnel a protocol on an interface, you cannot also use a firewall filter
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to filter traffic for that protocol on that interface in the output direction. If you commit a

configuration for this purpose, the firewall filter is not applied to theL2PT-tunneled traffic.

Solution This is expected behavior.

Related
Documentation

Understanding Layer 2 Protocol Tunneling•

• Configuring Layer 2 Protocol Tunneling

Troubleshooting Private VLANs

Use the following information to troubleshoot a private VLAN configuration.

• Limitations of Private VLANs on page 6454

• Forwarding with Private VLANs on page 6454

• Egress Firewall Filters with Private VLANs on page 6455

• Egress Port Mirroring with Private VLANs on page 6456

Limitations of Private VLANs

The following constraints apply to private VLAN configurations:

• IGMP snooping is not supported with private VLANs.

• Routed VLAN interfaces are not supported on private VLANs

• Routing between secondary VLANs in the same primary VLAN is not supported.

Forwarding with Private VLANs

Problem • When isolated VLAN or community VLAN tagged traffic is received on a PVLAN trunk

port, MAC addresses are learned from the primary VLAN. Thismeans that output from

the showethernet-switching table command shows thatMACaddresses are learned
fromtheprimaryVLANand replicated to secondaryVLANs. This behavior hasnoeffect

on forwarding decisions.

• If a packetwith a secondary VLAN tag is received on a promiscuous port, it is accepted

and forwarded.

• If a packet is received on a PVLAN trunk port andmeets both of the conditions listed

below, it is dropped.

• The packet has a community VLAN tag.

• The packet is destined to a unicast MAC address or multicast group MAC address

that was learned on an isolated VLAN.

• If a packet is received on a PVLAN trunk port andmeets both of the conditions listed

below, it is dropped.

• The packet has an isolated VLAN tag.
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• The packet is destined to a unicast MAC address or multicast group MAC address

that was learned on a community VLAN.

• If a packetwith a primaryVLAN tag is receivedby a secondary (isolated or community)

VLAN port, the secondary port forwards the packet.

• If you configure a community VLAN on one device and configure another community

VLAN on a second device and both community VLANs use the same VLAN ID, traffic

for one of the VLANs can be forwarded to the other VLAN. For example, assume the

following configuration:

• Community VLAN comm1 on switch 1 has VLAN ID 50 and is a member of primary

VLAN pvlan100.

• Community VLAN comm2 on switch 2 also has VLAN ID 50 and is a member of

primary VLAN pvlan200.

• Primary VLAN pvlan100 exists on both switches.

If traffic for comm1 is sent from switch 1 to switch 2, it will be sent to the ports

participating in comm2. (The traffic will also be forwarded to the ports in comm1, as

you would expect.)

Solution These are expected behaviors.

Egress Firewall Filters with Private VLANs

Problem If youapply a firewall filter in theoutputdirection toaprimaryVLAN, the filter alsoapplies

to the secondaryVLANs that aremembersof theprimaryVLANwhen the traffic egresses

with the primary VLAN tag or isolated VLAN tag, as listed below:

• Traffic forwarded from a secondary VLAN trunk port to a promiscuous port (trunk or

access)

• Traffic forwarded from a secondary VLAN trunk port that carries an isolated VLAN to

a PVLAN trunk port.

• Traffic forwarded from a promiscuous port (trunk or access) to a secondary VLAN

trunk port

• Traffic forwarded from a PVLAN trunk port. to a secondary VLAN trunk port

• Traffic forwarded from a community port to a promiscuous port (trunk or access)

If you apply a firewall filter in the output direction to a primary VLAN, the filter does not

apply to traffic that egresses with a community VLAN tag, as listed below:

• Traffic forwarded from a community trunk port to a PVLAN trunk port

• Traffic forwarded from a secondary VLAN trunk port that carries a community VLAN

to a PVLAN trunk port

• Traffic forwarded from a promiscuous port (trunk or access) to a community trunk

port

• Traffic forwarded from a PVLAN trunk port. to a community trunk port
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If you apply a firewall filter in the output direction to a community VLAN, the following

behaviors apply:

• The filter is applied to traffic forwarded from a promiscuous port (trunk or access) to

a community trunk port (because the traffic egresses with the community VLAN tag).

• The filter is applied to traffic forwarded from a community port to a PVLAN trunk port

(because the traffic egresses with the community VLAN tag).

• The filter is not applied to traffic forwarded from a community port to a promiscuous

port (because the traffic egresses with the primary VLAN tag or untagged).

Solution These are expected behaviors. They occur only if you apply a firewall filter to a private

VLAN in the output direction and do not occur if you apply a firewall filter to a private

VLAN in the input direction.

Egress Port Mirroring with Private VLANs

Problem If you create a port-mirroring configuration that mirrors private VLAN (PVLAN) traffic on

egress, the mirrored traffic (the traffic that is sent to the analyzer system) has the VLAN

tag of the ingress VLAN instead of the egress VLAN. For example, assume the following

PVLAN configuration:

• Promiscuous trunk port that carries primary VLANs pvlan100 and pvlan400.

• Isolated access port that carries secondary VLAN isolated200. This VLAN is amember

of primary VLAN pvlan100.

• Community port that carries secondary VLAN comm300. This VLAN is also amember

of primary VLAN pvlan100.

• Output interface(monitor interface) thatconnects to theanalyzer system.This interface

forwards the mirrored traffic to the analyzer.

If a packet for pvlan100 enters on the promiscuous trunk port and exits on the isolated

access port, the original packet is untagged on egress because it is exiting on an access

port. However, themirror copy retains the tag for pvlan100when it is sent to the analyzer.

Here is another example: If a packet for comm300 ingresses on the community port and

egresses on the promiscuous trunk port, the original packet carries the tag for pvlan100

on egress, as expected. However, the mirrored copy retains the tag for comm300when

it is sent to the analyzer.

Solution This is expected behavior.

Related
Documentation

Understanding Private VLANs•

• Understanding Secondary VLAN Trunk Ports and Promiscuous Access Ports on PVLANs

• Creating a Private VLAN on a Single Switch

• Creating a Private VLAN Spanning Multiple Switches
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• Example:ConfiguringPVLANswithSecondaryVLANTrunkPorts andPromiscuousAccess

Ports

Troubleshooting Q-in-Q and VLAN Translation Configuration

• Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling on page 6457

• Egress Port Mirroring with VLAN Translation on page 6457

Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling

Problem If you create a firewall filter that includes amatch condition of dot1q-tag or

dot1q-user-priorityandapply the filter on input toa trunkport that participates in a service

VLAN, thematch condition does not work if the Q-in-Q EtherType is not 0x8100. (When

Q-in-Qtunneling is enabled, trunk interfacesareassumedtobepartof theserviceprovider

or data center network and therefore participate in service VLANs.)

Solution This is expected behavior. To set the Q-in-Q EtherType to 0x8100, enter the set
dot1q-tunneling ethertype 0x8100 statemen at the [edit ethernet-switching-options]
hierarchy level. Youmust also configure the other end of the link to use the same

Ethertype.

Egress Port Mirroring with VLAN Translation

Problem If you create a port-mirroring configuration that mirrors customer VLAN (CVLAN) traffic

on egress and the traffic undergoes VLAN translation before being mirrored, the VLAN

translation does not apply to the mirrored packets. That is, the mirrored packets retain

the service VLAN (SVLAN) tag that should be replaced by the CVLAN tag on egress. The

original packets are unaffected—on these packets VLAN translation works properly, and

the SVLAN tag is replaced with the CVLAN tag on egress.

Solution This is expected behavior.

Related
Documentation

Understanding Q-in-Q Tunneling and VLAN Translation•

• Example: Setting Up Q-in-Q Tunneling

High Availability

• Troubleshooting VRRP on page 6457

Troubleshooting VRRP

Problem If you configure multiple VRRP groups on an interface (usingmultiple VLANs), traffic for

someof thegroupsmightbebrieflydropped if a failoveroccurs. This canhappenbecause

the newmaster must send gratuitous ARP replies for each VRRP group to update the

ARP tables in the connected devices, and there is a short delay between each gratuitous

ARP reply. Traffic sent by devices that have not yet received the gratuitous ARP reply is
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dropped (until the device receives the reply and learns the MAC address of the new

master).

Solution Configure a failover delay so that the newmaster delays sending gratuitous ARP replies

for the period that you set. This allows the newmaster to send the ARP replies for all of

the VRRP groups simultaneously.

Related
Documentation

failover-delay on page 1783•

Interfaces

• Troubleshooting an Aggregated Ethernet Interface on page 6458

• Troubleshooting Network Interfaces on page 6458

• Troubleshooting Multichassis Link Aggregation on page 6459

Troubleshooting an Aggregated Ethernet Interface

Problem The show interfaces terse command shows that the LAG is down.

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that a LAG is part of family ethernet-switching (Layer 2 LAG)or family inet (Layer

3 LAG).

• Verify that the LAGmember is connected to the correct LAG at the other end.

• Verify that the LAGmembers belong to the same switch.

Related
Documentation

Verifying the Status of a LAG Interface on page 2148•

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch on page 1896

Troubleshooting Network Interfaces

The interface on the port in which an SFP or SFP+ transceiver is installed in an
SFP or SFP+module is down

Problem The QFX Series has an SFP or SFP+module installed. The interface on the port in which

an SFP or SFP+ transceiver is installed is down.

When you check the status with the CLI command show interfaces interface-name , the

disabled port is not listed.
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Cause By default, the SFP or SFP+module operates in the 10-Gigabit Ethernet mode and

supports onlySFPorSFP+ transceivers. Theoperatingmode for themodule is incorrectly

set.

Solution Only SFP or SFP+ transceivers can be installed in SFP or SFP+modules. Youmust

configure theoperatingmodeof theSFPorSFP+module tomatch the typeof transceiver

you want to use. For SFP+ transceivers, configure 10-Gigabit Ethernet operating mode.

TroubleshootingMultichassis Link Aggregation

Use the following information to troubleshootmultichassis linkaggregationconfiguration.

• MACAddressesLearnedonMC-AE InterfacesAreNotRemoved fromtheMACAddress

Table on page 6459

• MC-LAG Peer Does Not Go into Standby Mode on page 6460

• Secondary MC-LAG Peer with Status Control Set to Standby Becomes

Inactive on page 6460

• Redirect Filters Take Priority over User-Defined Filters on page 6460

• Operational Command Output Is Wrong on page 6461

• ICCP Connection Might Take Up to 60 Seconds to Become Active on page 6461

• MAC Address Age Learned on an MC-AE Interface Is Reset to Zero on page 6461

• MAC Address Is Not Learned Remotely in a Default VLAN on page 6462

• Snooping Entries Learned on MC-AE Interfaces Are Not Removed on page 6462

• ICCPDoesNot ComeUpAfter YouAddor Delete anAuthentication Key on page6462

• Local Status Is StandbyWhen It Should Be Active on page 6462

• Packets Loop on the Server When ICCP Fails on page 6462

• BothMC-LAGPeersUse theDefaultSystem IDAfter aRebootor an ICCPConfiguration

Change on page 6463

• No Commit Checks Are Done for ICL-PL Interfaces on page 6463

• Double Failover Scenario on page 6463

• Multicast Traffic Floods the VLANWhen the ICL-PL Interface Goes Down and

Up on page 6463

• Layer 3 Traffic Sent to the StandbyMC-LAG Peer Is Not Redirected to Active MC-LAG

Peer on page 6463

• AE Interfaces Go Down on page 6464

• Flooding of Upstream Traffic on page 6464

MACAddresses Learned onMC-AE Interfaces Are Not Removed from theMAC
Address Table

Problem When both of the mulitchassis aggregated Ethernet (MC-AE) interfaces on both

connectedmultichassis link aggregation group (MC-LAG) peers are down, the MAC

addresses learnedon theMC-AE interfacesarenot removed fromtheMACaddress table.
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For example, if you disable the MC-AE interface (ae0) on both MC-LAG peers by issuing

the set interfaces ae0 disable command and commit the configuration, the MAC table

still shows theMACaddresses asbeing learnedon theMC-AE interfacesof bothMC-LAG

peers:

user@switchA> show ethernet-switching table
Ethernet-switching table: 6 entries, 2 learned, 0 persistent entries
  VLAN             MAC address       Type         Age Interfaces
  v10               *                 Flood          - All-members
  v10               00:10:94:00:00:01 Learn(L)     3:55 ae0.0 (MCAE)
  v10               00:10:94:00:00:02 Learn(R)        0 xe-0/0/9.0
  v20               *                 Flood          - All-members
  v30               *                 Flood          - All-members
  v30               84:18:88:de:b1:2e Static         - Router

user@switchB> show ethernet-switching table
Ethernet-switching table: 6 entries, 2 learned, 0 persistent entries
  VLAN             MAC address       Type         Age Interfaces
  v10               *                 Flood          - All-members
  v10               00:10:94:00:00:01 Learn(R)        0 ae0.0 (MCAE)
  v10               00:10:94:00:00:02 Learn         40 xe-0/0/10.0
  v20               *                 Flood          - All-members
  v30               *                 Flood          - All-members
  v30               84:18:88:df:83:0a Static         - Router

Solution This is expected behavior.

MC-LAG Peer Does Not Go into StandbyMode

Problem Amultichassis link aggregation group (MC-LAG) peer does not go into standbymode if

the MC-LAG peer IP address specified in the Interchassis Control Protocol (ICCP)

configuration and the IP address specified in the multichassis protection configuration

are different.

Solution To prevent failure to enter standbymode, make sure the peer IP address in the ICCP

configurations and the IPaddress inmultichassis protection configurations are the same.

Secondary MC-LAG Peer with Status Control Set to Standby Becomes Inactive

Problem When the interchassis control link-protection link (ICL-PL) andmultichassis aggregated

Ethernet (MC-AE) interfaces godownon theprimarymultichassis link aggregation group

(MC-LAG) peer, the secondary MC-LAG peer’s MC-AE interfaces with status control set

to standby become inactive instead of active.

Solution This is expected behavior.

Redirect Filters Take Priority over User-Defined Filters

Problem Multichassis link aggregation group (MC-LAG) implicit failover redirection filters take

precedence over user-configured explicit filters. This is expected behavior.
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Solution This is expected behavior.

Operational CommandOutput IsWrong

Problem After you deactivate the Interchassis Control Protocol (ICCP), the show iccp operational

command output still shows registered client daemons, such as mcsnoopd, lacpd, and

eswd.

For example:

user@switch> show iccp
Client Application: MCSNOOPD
  Redundancy Group IDs Joined: None

Client Application: lacpd
  Redundancy Group IDs Joined: 1 

Client Application: eswd
  Redundancy Group IDs Joined: 1 

The show iccp commandoutput always shows registeredmodules regardless ofwhether

or not ICCP peers are configured.

Solution This is expected behavior.

ICCP ConnectionMight Take Up to 60 Seconds to Become Active

Problem When the Interchassis Control Protocol (ICCP) configuration and the routed VLAN

interface (RVI) configuration are committed together, the ICCP connection might take

up to 60 seconds to become active.

Solution This is expected behavior.

MACAddress Age Learned on anMC-AE Interface Is Reset to Zero

Problem When you activate and then deactivate an interchassis control link-protection link

(ICL-PL), theMACaddressage learnedon themultichassis aggregatedEthernet (MC-AE)

interface is reset to zero. The next-hop interface changes trigger MAC address updates

in thehardware,which then triggersagingupdates in thePacketForwardingEngine (PFE).

The result is that the MAC address age is updated to zero.

For example, the ICL-PL has been deactivated, and the show ethernet-switching table

command output shows that the MAC addresses have an age of 0.

user@switch> show ethernet-switching table
Ethernet-switching table: 3 entries, 2 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  v100              *                 Flood          - All-members
  v100              00:10:00:00:00:01 Learn(L)     0 ae0.0 (MCAE)
  v100              00:10:00:00:00:02 Learn(L)     0 ae0.0 (MCAE)

Solution This is expected behavior.
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MACAddress Is Not Learned Remotely in a Default VLAN

Problem If a multichassis link aggregation group (MC-LAG) peer learns a MAC address in the

default VLAN, the Interchassis Control Protocol (ICCP) does not synchronize the MAC

address with the MAC address of the other MC-LAG peer.

Solution This is expected behavior.

Snooping Entries Learned onMC-AE Interfaces Are Not Removed

Problem Whenmultichassis aggregated Ethernet (MC-AE) interfaces are configured on a VLAN

that is enabled for multicast snooping, the membership entries learned on the MC-AE

interfaces on the VLANare not clearedwhen theMC-AE interfaces go down. This is done

to speed up convergence time when the interfaces come up, or come up and go down.

Solution This is expected behavior.

ICCP Does Not ComeUp After You Add or Delete an Authentication Key

Problem The Interchassis Control Protocol (ICCP) connection is not established when you add

an authentication key and then delete it only at the global ICCP level. However,

authentication works correctly at the ICCP peer level.

Solution Delete the ICCP configuration , and then add the ICCP configuration.

Local Status Is StandbyWhen It Should Be Active

Problem If the multichassis aggregated Ethernet (MC-AE) interface is down when the state

machine is in a synchronized state, the multichassis link aggregation group (MC-LAG)

peer local status is standby. If the MC-AE interface goes down after the state machine

is in an active state, then the local status remains active, and the local state indicates

that the interface is down.

Solution This is expected behavior.

Packets Loop on the ServerWhen ICCP Fails

Problem When you enable backup liveness detection for a multichassis link aggregation group

(MC-LAG), and the backup liveness detection packets are lost because of a temporary

failureon theMC-LAG, thenbothof thepeers in theMC-LAGremainactive. If this happens,

both of the MC-LAG peers send packets to the connected server.

Solution This is expected behavior.
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BothMC-LAG Peers Use the Default System ID After a Reboot or an ICCP
Configuration Change

Problem After a reboot or after a new Interchassis Control Protocol (ICCP) configuration has been

committed, and the ICCP connection does not become active, the Link Aggregation

ControlProtocol (LACP)messages transmittedover themultichassisaggregatedEthernet

(MC-AE) interfaces use the default system ID. The configured system ID is used instead

of the default system ID only after the MC-LAG peers synchronize with each other.

Solution This is expected behavior.

No Commit Checks Are Done for ICL-PL Interfaces

Problem There are no commit checks on the interface being configured as an interchassis control

link-protection link (ICL-PL), so youmust provide a valid interface name for the ICL-PL.

Solution This is expected behavior.

Double Failover Scenario

Problem If the following events happen in this exact order—the Interchassis Control Protocol

(ICCP) goes down, and themultichassis aggregated Ethernet (MC-AE) interface on the

multichassis link aggregation group (MC-LAG)peer in activemodegoes down—adouble

failover occurs. In this scenario, theMC-LAG peer in standbymode does not detect what

happens on the active MC-LAG peer. The MC-LAG peer in standbymode operates as if

the MC-AE interface on the MC-LAG in active mode were up and blocks the interchassis

control protocol-protection link (ICL-PL) traffic. The ICL-PL traffic is not forwarded.

Solution This is expected behavior.

Multicast Traffic Floods the VLANWhen the ICL-PL Interface Goes Down andUp

Problem When the interchassis control link-protection link (ICL-PL) goes down and up, multicast

traffic is flooded to all of the interfaces in theVLAN. ThePacket Forwarding Engine (PFE)

flag Ip4McastFloodMode for the VLAN is changed toMCAST_FLOOD_ALL. This problem

only occurswhen amultichassis link aggregation group (MC-LAG) is configured for Layer

2.

Solution This is expected behavior.

Layer 3 Traffic Sent to the StandbyMC-LAG Peer Is Not Redirected to Active
MC-LAG Peer

Problem When the Interchassis Control Protocol (ICCP) is down, the status of a remote MC-LAG

peer is unknown. Even if the MC-LAG peer is configured as standby, the traffic is not

redirected to this peer because it is assumed that this peer is down.

Solution This is expected behavior.
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AE Interfaces Go Down

Problem When amultichassis aggregated Ethernet (MC-AE) interface is converted to an

aggregated Ethernet (AE) interface, it retains someMC-AE properties. For example, the

AE interface might retain the administrative key of the MC-AE. When this happens, the

AE interface goes down.

Solution Restart theLinkAggregationControlProtocol (LACP)on themultichassis linkaggregation

group (MC-LAG) peer hosting the AE interface to bring up the AE interface. Restarting

LACP removes the MC-AE properties of the AE interface.

Flooding of Upstream Traffic

Problem WhenMACsynchronization is enabled, themultichassis linkaggregationgroup (MC-LAG)

peer can resolveAddressResolutionProtocol (ARP)entries for theMC-LAG routedVLAN

interface (RVI)with either of theMC-LAGpeerMACaddresses. If the downstream traffic

is sent with one MAC address (MAC1) but the peer has resolved the MAC address with

a different MAC address (MAC2), the MAC2 address might not be learned by any of the

access layer switches. Flooding of the upstream traffic for theMAC2 addressmight then

occur.

Solution Make sure that downstream traffic is sent from theMC-LAGpeers periodically to prevent

the MAC addresses from aging out.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1853•

• Example: Configuring Multichassis Link Aggregation on page 1904

• Configuring Multichassis Link Aggregation on page 2022

Junos OS Basics

• Rebooting and Halting a QFX Series Product on page 6464

• Recovering from a Failed Software Installation on page 6465

• Recovering the Root Password on page 6466

• Creating an Emergency Boot Device for a QFX Series Device on page 6468

• Performing a Recovery Installation on a QFX Series Device on page 6470

• Performing aQFabric SystemRecovery Installation on theDirectorGrouponpage6471

Rebooting and Halting a QFX Series Product

To reboot the switch, issue the request system reboot command.

user@switch> request system reboot ?
Possible completions:
  <[Enter]>            Execute this command
  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
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  message              Message to display to all users
  |                    Pipe through a command

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes
Rebooting switch

Similarly, to halt the switch, issue the request system halt command.

CAUTION: Before entering this command, youmust have access to the
switch’s console port in order to bring up the Routing Engine.

user@switch> request system halt ?
Possible completions:
  <[Enter]>            Execute this command
  at                   Time at which to perform the operation
  in                   Number of minutes to delay before operation
  media                Boot media for next boot
  message              Message to display to all users
  |                    Pipe through a command

NOTE: Whenyou issuethiscommandonan individualcomponent inaQFabric
system, youwill receive awarning that says “Hardware-basedmembers will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use themember option. You cannot issue this command from the

QFabric CLI.

Issuing the request system halt command on the switch halts the Routing Engine. To

reboot a Routing Engine that has been halted, youmust connect through the console.

Related
Documentation

clear system reboot on page 329•

• request system reboot on page 387

• request system halt on page 373

• request system power-off on page 383

• Connecting a QFX Series Device to a Management Console

Recovering from a Failed Software Installation

Problem If the Junos OS appears to have been installed but the CLI does not work, or if the switch

has no software installed, you can use this recovery installation procedure to install the

Junos OS.

Solution If a Junos OS image already exists on the switch, you can either install the new Junos OS

package ina separatepartition, inwhichcaseboth JunosOS images remainon the switch,

or you can remove the existing Junos OS image before you start the new installation

process.
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To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted

with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

3. Enter the following command:

loader> install [– –format] [– –external] source

where:

• format—Enables you toerase the installationmediabefore installing the installation

package. If you do not include this option, the system installs the new Junos OS in

a different partition from that of the most recently installed Junos OS.

• external—Installs the installation package onto external media (a USB stick, for

example).

• source—Represents the name and location of the Junos OS package, either on a

server on the network or as a file on an external media, as shown in the following

two examples:

• Network address of the server and the path on the server; for example,

tftp://192.17.1.28/junos/jinstall-qfx-11.1R1.5-domestic-signed.tgz

• Junos OS package on a USB device (commonly stored in the root drive as the

only file), for example, file:///jinstall-qfx-11.1R1.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Recovering the Root Password

If you forget the root password for the QFX3500 switch, you can use the password

recovery procedure to reset the root password.

NOTE: The root password cannot be recovered on a QFabric system.

NOTE: You need console access to the switch to recover the root password.

To recover the root password:

1. Poweroff the switchby switchingoff theACpoweroutlet of thedeviceor, if necessary,

by pulling the power cords out of the QFX3500 switch power supplies.

2. Turn off the power to themanagement device, such as a PC or laptop computer, that

you want to use to access the CLI.
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3. Plug one end of the Ethernet rollover cable supplied with the switch into the

RJ-45–to–DB-9 serial port adapter supplied with the switch.

4. Plug the RJ-45–to–DB-9 serial port adapter into the serial port on the management

device.

5. Connect the other endof the Ethernet rollover cable to the console port on the switch.

6. Turn on the power to the management device.

7. On themanagement device, start your asynchronous terminal emulation application

(such as Microsoft Windows Hyperterminal) and select the appropriate COM port to

use (for example, COM1).

8. Configure the port settings as follows:

• Bits per second: 9600

• Data bits: 8

• Parity: None

• Stop bits: 1

• Flow control: None

9. Power on the switch by (if necessary) plugging the power cords into the QFX3500

switch power supply, or turning on the power to the device or switch by switching on

the AC power outlet the device is plugged into

The terminal emulation screenonyourmanagementdevicedisplays theswitch’sboot

sequence.

10.When the following prompt appears, press the Spacebar to access the switch’s

bootstrap loader command prompt:

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [kernel] in 9 seconds...

11. At the following prompt, enter boot -s to start up the system in single-user mode.

ok boot -s

12. At the following prompt, enter recovery to start the root password recovery procedure.

Enter full pathname of shell or 'recovery' for root password recovery or RETURN
for /bin/sh: recovery

13. Enter configuration mode in the CLI.

14. Set the root password. For example:

user@switch# set system root-authentication plain-text-password

15. At the following prompt, enter the new root password. For example:

New password: juniper1
Retype new password:

16. At the second prompt, reenter the new root password.

17. After you have finished configuring the password, commit the configuration.

root@host# commit
commit complete
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18. Exit configuration mode in the CLI.

19. Exit operational mode in the CLI.

20.At the prompt, enter y to reboot the switch.

Reboot the system? [y/n] y

Related
Documentation

Configuring the Root Password on page 1236•

Creating an Emergency Boot Device for a QFX Series Device

If Junos OS on the QFX Series is damaged in some way that prevents the software from

loading properly, you can use an emergency boot device to repartition the primary disk

and load a fresh installation of Junos OS. Use the following procedure to create an

emergency boot device.

Before you begin, you need to download the installation media image for your device

and Junos OS release from http://www.juniper.net/customers/support/ .

NOTE: In the following procedure, we assume that you are creating the
emergency boot device on aQFXdevice. You can create the emergency boot
device on another Juniper Networks switch or router, or any PCor laptop that
supports Linux. The steps you take to create the emergency boot device vary,
depending on the device.

To create an emergency boot device from a QFX device:

1. Use FTP to copy the installation media image into the /var/tmp directory on the QFX

device.

2. Insert a USB device into the USB port.

3. From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%

4. Switch to the root account using the su command:

% su
Password: password

NOTE: Thepassword is the rootpassword for theQFXdevice. If you logged
in to the device as root, you do not need to perform this step.

5. Enter the following command on the QFX3500, QFX3600, and QFX3600-I devices:

root@device% dd if=/var/tmp/filename of=/dev/da1 bs=16k

The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/install-media-qfx3500.junos_11.1 of=/dev/da1 bs=16k
11006+1 records in
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11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

6. Enter the following command on the QFX5100 device:

root@device% dd if=/var/tmp/filename of=/dev/da0 bs=1048576

The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/jinstall-vjunos-usb-13.2.img of=/dev/da0 bs=1048576
11006+1 records in
11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

7. Log out of the shell:

root@device% exit
% exit
user@device>

Related
Documentation

USB Port Specifications for the QFX Series•

• Performing a Recovery Installation on a QFX Series Device on page 103

• Performing aQFabric SystemRecovery Installation on theDirectorGrouponpage6471

• Performing a Recovery Installation on a QFX5100 Switch on page 105
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Performing a Recovery Installation on a QFX Series Device

If Junos OS on your device is damaged in some way that prevents the software from

loading correctly, you may need to perform a recovery installation using an emergency

boot device (for example, a USB flash drive) to restore the default factory installation.

Once you have recovered the software, you need to restore the device configuration. You

can either create a new configuration as you did when the device was shipped from the

factory, or if you saved the previous configuration, you can simply restore that file to the

device.

If at all possible, you should try to perform the following steps before you perform the

recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See

“Creating an Emergency Boot Device for a QFX Series Device” on page 153 for

information on how to create an emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the device to a

remote system, such as a server, or to an emergency boot device. For extra safety,

you can also copy the backup configurations (the files named /config/juniper.conf.n,

where n is a number from 0 through 9) to a remote system or to an emergency boot

device.

WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.

To reinstall Junos OS:

1. Insert the emergency boot device into the QFX Series device.

2. Reboot the QFX Series device.

NOTE: Do not power off the device if it is already on.

[edit system]
user@device> request system reboot

If you do not have access to the CLI, power cycle the QFX Series device.

The emergency boot device (external USB installmedia) is detected. At this time, you

can load the JunosOS fromtheemergencybootdeviceonto the internal flash storage.

3. The software prompts you with the following options:

External USB install media detected.
You can load Junos from this media onto an internal drive.
Press 'y' to proceed, 'f' to format and install, or 'n' to abort.
Do you wish to continue ([y]/f/n)? f
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4. Type f to format the internal flash storage and install the Junos OS on the emergency
boot device onto the internal flash storage.

If you do no want to format the internal flash storage, type y.

The following messages are displayed:

Installing packages from external USB drive da1
Packages will be installed to da0, media size: 8G

Processing format options 
Fri September  4 01:18:44 UTC 2012

-- IMPORTANT INFORMATION --
Installer has detected settings to format system boot media.
This operation will erase all data from your system.

Formatting installation disk .. this will take a while, please wait
Disabling platform watchdog - threshold 12 mins

Determining installation slice 
Fri September  4 01:27:07 UTC 2012

5. The device copies the software from the emergency boot device, occasionally

displaying status messages. Copying the software can take up to 12 minutes.

When thedevice is finishedcopying thesoftware, youarepresentedwith the following

prompt:

*** Fri September  4 01:19:00 UTC 2012***
Installation successful..
Please select one of the following options:
Reboot to installed Junos after removing install media (default) ... 1
Reboot to installed Junos by disabling install media ............... 2
Exit to installer debug shell ...................................... 3
Install Junos to alternate slice ................................... 4
Your choice: 4
NOTE: System installer will now install Junos to alternate slice
Do not power off or remove the external installer media or
interrupt the installation mechanism.

6. Select4 to install JunosOS to the alternate slice of the partition, and then press Enter.

7. Remove the emergency boot devicewhenprompted and then press Enter. The device

then reboots from the internal flash storage onwhich the software was just installed.

When the reboot is complete, the device displays the login prompt.

8. Create a new configuration as you did when the device was shipped from the factory,

or restore the previously saved configuration file to the device.

Related
Documentation

Creating an Emergency Boot Device for a QFX Series Device on page 153•

Performing a QFabric SystemRecovery Installation on the Director Group

If thesoftwareonyourQFabric system isdamaged insomeway thatprevents thesoftware

from loading correctly, or you need to upgrade the software on your QFabric system, you

may need to perform a recovery installation on the Director group.
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If possible, perform the following steps before you perform the recovery installation:

1. Ensure that you have an emergency boot device (for example, an external USB flash

drive) for each of your Director devices to use during the recovery installation.

You can either use the external USB flash drive containing the software supplied by

Juniper Networks, or you can use an external USB flash drive supplied by Juniper

Networks on which you install the QFabric system install media.

2. Because the recovery installation process completely overwrites the entire contents

of the Director device, make sure you back up any configuration files and initial setup

information on a different external USB flash drive before you begin a recovery

installation. You will need to restore this information as part of recovery process.

Use the request system software configuration-backup command to back up your

configuration files and initial setup information:

user@switch> request system software configuration-backup path

NOTE: To recover theDirectorgroup, youmustupgradebothDirectordevices
in parallel. If you are recovering only one Director device in a Director group,
and the software version will remain the same between the two Director
devices, make sure that the other Director device is powered on and
operational. If the software version of the Director device you are recovering
will be different, make sure that the other Director device is powered off and
is not operational.

• (Optional) Creating an Emergency Boot Device Using a Juniper Networks External

Blank USB Flash Drive on page 6472

• Performing a Recovery Installation Using a Juniper Networks External USB Flash Drive

with Preloaded Software on page 6474

(Optional)CreatinganEmergencyBootDeviceUsingaJuniperNetworksExternal
Blank USB Flash Drive

If you do not have an external USB flash drive preloaded with the software from Juniper

Networks to use as an emergency boot device, you can create your own, using a blank

external USB flash drive provided by Juniper Networks. Download the install media from

the Juniper Networks Support website onto your UNIX workstation, uncompress and

untar thesoftware, and thenburn thesoftware imageontoyour JuniperNetworksexternal

USB (4-gigabyte) flash drive. Make sure you create two emergency boot devices, one

for each Director device, so you can perform a recovery installation in parallel.

1. Using aWeb browser, navigate to the http://www.juniper.net/support .

2. Click Download Software.

3. In the Switching box, click Junos OS Platforms.

4. In theQFX Series section, click the name of the platform for which you want to

download software.
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5. Click the Software tab and select the release number from the Release drop-down
list.

6. Select the complete installmedia youwant to download in theQFabric System Install

Media section.

A login screen appears.

7. Enter your name and password and press Enter.

8. Read the End User License Agreement, click the I agree radio button, and then click

Proceed.

9. Log in and save the install media file to your UNIX workstation.

10. Use FTP to access the UNIX workstation where the install media resides.

ftp ftp://hostname/pathname install-media-qfabric-<version>.img.tgz

11. When prompted, enter your username and password.

12. Make sure you are in binary mode by entering binary at the prompt.

binary

13. Use the get command to transfer the installation package from the FTP host to your

UNIX workstation.

get install-media-qfabric-<version>.img.tgz

14. Close the FTP session:

bye

15. Untar the install-media-qfabric-<version> .img.tgz file on your UNIX workstation.

tar -xvzf install-media-qfabric-11.3X30.6.img.tgz

16. Insert a blank external USB (4-gigabyte) flash drive supplied by Juniper Networks into

your UNIX workstation.

17. Burn the software image you just downloaded to your UNIX workstation onto your

external USB flash drive using the dd command:

dd if=install-media-qfabric-11.3X30.6.img of=/dev/sdb bs=16k
250880+0 records in
250880+0 records out
4110417920 bytes (4.1 GB) copied, 5.10768 seconds, 805 MB/s

18. Perform the steps in “Performing a Recovery Installation Using a Juniper Networks

ExternalUSBFlashDrivewithPreloadedSoftware” onpage6474 to continuewith the

recovery installation.
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Performing a Recovery Installation Using a Juniper Networks External USB Flash
Drive with Preloaded Software

This procedure describes how to perform a recovery installation using an external USB

flash drive that contains Junos OS software.

NOTE: Since the recovery installation process completely overwrites the
entire contents of the Director device, you will need to restore the required
configuration files and initial setup information. The following procedure
assumes you previously saved these backup files with the request system
softwareconfiguration-backupcommand.Ensurethatyouhavethesebackup
filesavailableonanexternalUSBflashdrivebefore youperformthe following
steps.

1. Insert the external USB flash drive into the Director device.

2. Perform one of the following tasks:

• If you have access to the default partition, reboot the Director device by issuing the

request system reboot director-group command.

• If you do not have access to the default partition, power cycle the Director device.

The followingmenu appears on the Director device console when the Director device

boots up:

Juniper Networks QFabric Director Install/Recovery Media
-  To boot from the local disk, wait 10 seconds or press the Enter key.
-  To reinstall the QFabric software on this Director device, type: install

3. Type install and then press Enter to install the software on the Director device.

Once the installationprocess is complete, theDirectordevice reboots, and the following

menu appears on the Director device console:

Juniper Networks QFabric Director Install/Recovery Media
-  To boot from the local disk, wait 10 seconds or press the Enter key.
-  To reinstall the QFabric software on this Director device, type: install

4. Press Enter.

TheDirectordevice reboots fromthe localdiskonwhich thesoftwarewas just installed.

5. Log in as root on the Director device.

The following menu appears on the Director device console:

Before you can access the QFabric system, you must complete the initial setup
 of the Director group by using the steps that follow.
If the initial setup procedure does not complete successfully, log out of the
 Director device and then log back in to restart
 this setup menu.

Continue?[y/n]
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6. Enter n to bypass the initial setup script and enter the Director device root directory,
where you canmount the external USB flash drive containing the configuration files

and initial setup information.

7. Issue the ls /mnt command to list themount directory.

root@dg0 ~]# ls /mnt

8. Issue themkdir command to create a directory within the mount directory.

root@dg0 ~]# mkdir /mnt/myusb

9. Issue themount /dev/sdb2 /mnt/myusb/ command tomount the external USB
flash drive to the local drive of the Director device.

root@dg0 ~]# mount /dev/sdb2 /mnt/myusb/

10. Issue the ls -la /mnt/myusb/ command to verify the contents of your mounted
external USB flashdrive.

root@dg0 ~]# ls -la /mnt/myusb/
total 1770884
drwxr-xr-x 2 root root       4096 Sep  7 05:16 .
drwxr-xr-x 3 root root       4096 Sep  7 10:15 ..
-rw-r--r-- 1 root root       4249 Sep  7 03:52 mybackup-20110907

11. Exit the Director device and log back in as root on the Director device.

The following menu appears:

Before you can access the QFabric system, you must complete the initial setup
 of the Director group by using the steps that follow.
If the initial setup procedure does not complete successfully, log out of the
 Director device and then log back in to restart
 this setup menu.

Continue?[y/n] y
Initial Configuration

You may enter the configuration manually or restore from a backup.

Specify a backup file? [y/n] : y
Please specify the full path of the configuration backup file. : 
/mnt/myusb/mybackup-20110907

12. Enter y to continue.

13. Enter y and specify the path to the backup configuration file located on the external
USB flash drive.

/mnt/myusb/mybackup-20110907

The following messages appear:

Saving temporary configuration...
Configuring peer...
connect error for 1.1.1.2:9001
Configuring local interfaces...
Configuring interface eth0 with [10.49.213.163/24:10.49.213.254]
Configured interface eth0 with [10.49.213.163/24:10.49.213.254]
Configuring QFabric software with initial pool of 4000 MAC addresses 
[00:10:00:00:00:00 - 00:10:00:00:0f:3b]
Configuring QFabric address [10.49.213.50]
Reconfiguring QFabric software static configuration
Applying the new Director Device password
Applying the QFabric component password
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First install initial configuration, generating and sharing SSH keys.
First install initial configuration, generating SSH keys.
connect error for 1.1.1.2:9001
Shared SSH keys.
Configuration complete. Director Group services will auto start within 30 
seconds.

TheDirectordevice reboots fromthe localdiskonwhich thesoftwarewas just installed.

Exit the Director device session and log in to the QFabric default partition CLI.

14. Issue the request system software configuration-restore command and specify the
path to the backup configuration file located on the external USB flash drive to load

the previously saved QFabric system configuration.

15. Fromthedefault partition, issue the requestsystemrebootnode-groupallcommand
to reboot all of theNode groups in theQFabric system to ensure that all Node devices

are running the same version of software as the Director-group.

user@switch> request system reboot node-group all

16. Fromthedefault partition, issue the requestsystemreboot fabriccommand to reboot
the Interconnectdevicesand theother components in the fabric in theQFabric system

to ensure that Interconnect devices are running the same version of software as the

Director group.

user@switch> request system reboot fabric

17. Log in to the default partition and issue the show version component all command
to verify that all components are running the same version of software.

user@switch> show version component all
dg1:
-
Hostname: qfabric
Model: qfx3100
JUNOS Base Version [11.3X30.6]

dg0:
-
Hostname: qfabric
Model: qfx3100
JUNOS Base Version [11.3X30.6]

NW-NG-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

FC-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
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JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

FC-1:
Hostname: qfabric                       
Model: qfx-jvre
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

DRE-0:
-
Hostname: dre-0
Model: qfx-jvre
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

FM-0:
-
Hostname: qfabric
Model: qfx-jvre
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

nodedevice1:
-
Hostname: qfabric
Model: QFX3500
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]

interconnectdevice1:
-
Hostname: qfabric
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Model: QFX3108
JUNOS Base OS boot [11.3X30.6]
JUNOS Base OS Software Suite [11.3X30.6]
JUNOS Kernel Software Suite [11.3X30.6]
JUNOS Crypto Software Suite [11.3X30.6]
JUNOS Online Documentation [11.3X30.6]
JUNOS Enterprise Software Suite [11.3X30.6]
JUNOS Packet Forwarding Engine Support (QFX RE) [11.3X30.6]
JUNOS Routing Software Suite [11.3X30.6]
warning:  from interconnectdevice0: Disconnected

Related
Documentation

Performing the QFabric System Initial Setup on a QFX3100 Director Group•

• Upgrading Software on a QFabric System

• request system software configuration-backup

• request system software configuration-restore

Layer 3 Protocols

• Troubleshooting Virtual Routing Instances on page 6478

Troubleshooting Virtual Routing Instances

• Direct Routes Not Leaked Between Routing Instances on page 6478

Direct Routes Not Leaked Between Routing Instances

Problem Direct routes are not exported (leaked) between virtual routing instances For example,

consider the following scenario:

• QFX switch with two virtual routing instances:

• Routing instance 1 connects to downstream device through interface xe-0/0/1.

• Routing instance 2 connects to upstream device through interface xe-0/0/2.

If you enable route leaking between the routing instances (by using the rib-group

statement, for example), thedownstreamdevice cannot connect to theupstreamdevice

because the QFX switch connects to the upstream device over a direct route and these

routes are not leaked between instances.

NOTE: You can see a route to the upstreamdevice in the routing table of the
downstream device, but this route is not functional.

Indirect routes are leaked between routing instances, so the downstream device can

connect to any upstream devices that are connected to the QFX switch over indirect

routes.

Solution This is expected behavior.
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Related
Documentation

Understanding Virtual Router Routing Instances on page 2304•

• Configuring Virtual Router Routing Instances on page 2313

• rib-group on page 2421

NetworkManagement

• Troubleshooting a Deprecated Network Analytics Configuration on page 6479

Troubleshooting a Deprecated Network Analytics Configuration

Problem After a software upgrade to Junos OS Release 13.2X51-D15 from an earlier release, the

network analytics configuration is no longer valid and the feature is disabled.

The network analytics configuration used in Junos OS Release 13.2X51-D10 has been

deprecated in Release 13.2X51-D15. Issuing the show services analytics command results

in the following output:

root@qfx5100# show services analytics

queue-statistics { ## Warning: 'queue-statistics' is deprecated
    interval 1;
}

Cause Junos OS Release 13.2X51-D15 added enhancements to the network analytics feature,

resulting in significant changes in the CLI. The updated [edit services analytics] hierarchy

level contains some statements that have replaced those that were previously released.

As a result, the earlier configuration does not work in the new release.

Solution Use the new CLI statements to reconfigure the network analytics feature.

Related
Documentation

Network Analytics Overview on page 6000•

• analytics on page 6176

Security

• Troubleshooting Firewall Filter Configuration on page 6479

• Troubleshooting Policer Configuration on page 6486

Troubleshooting Firewall Filter Configuration

Use the following information to troubleshoot your firewall filter configuration.

• FirewallFilterConfigurationReturnsaNoSpaceAvailable inTCAMMessageonpage6480

• Filter Counts Previously Dropped Packet on page 6481

• Matching Packets Not Counted on page 6482

• Counter ResetWhen Editing Filter on page 6482

• Cannot Include loss-priority and policer Actions in Same Term on page 6483
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• Cannot Egress Filter Certain Traffic Originating on QFX Switch on page 6483

• Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling on page 6483

• Egress Firewall Filters with Private VLANs on page 6483

• Egress Filtering of L2PT Traffic Not Supported on page 6484

• Cannot Drop BGP Packets in Certain Circumstances on page 6484

• Invalid Statistics for Policer on page 6485

• Policers can Limit Egress Filters on page 6485

Firewall Filter Configuration Returns a No Space Available in TCAMMessage

Problem When a firewall filter configuration exceeds the amount of available Ternary Content

Addressable Memory (TCAM) space, the system returns the following syslogdmessage:

No space available in tcam. 
Rules for filter filter-name will not be installed.

A switch returns this message during the commit operation if the firewall filter that has

been applied to a port, VLAN, or Layer 3 interface exceeds the amount of space available

in the TCAM table. The filter is not applied, but the commit operation for the firewall filter

configuration is completed in the CLI module.

Solution When a firewall filter configuration exceeds the amount of available TCAM table space,

youmust configure a new firewall filter with fewer filter terms so that the space

requirements for the filter do not exceed the available space in the TCAM table.

You can perform either of the following procedures to correct the problem:

To delete the filter and its binding and apply the new smaller firewall filter to the same

binding:

1. Delete the filter and its binding to ports, VLANs, or Layer 3 interfaces. For example:

[edit]
user@switch# delete firewall family ethernet-switching filter ingress-vlan-rogue-block
user@switch# delete vlans employee-vlan description "filter to block rogue devices on
employee-vlan"
user@switch# delete vlans employee-vlan filter input ingress-vlan-rogue-block

2. Commit the changes:

[edit]
user@switch# commit

3. Configure a smaller filter with fewer terms that does not exceed the amount of

available TCAM space. For example:

[edit]
user@switch# set firewall family ethernet-switching filter new-ingress-vlan-rogue-block ...

4. Apply (bind) the new firewall filter to a port, VLAN , or Layer 3 interface. For example:

[edit]
user@switch# set vlans employee-vlan description "filter to block rogue devices on
employee-vlan"
user@switch# set vlans employee-vlan filter input new-ingress-vlan-rogue-block

5. Commit the changes:

[edit]
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user@switch# commit

To apply a new firewall filter and overwrite the existing binding but not delete the original

filter:

1. Configure a firewall filter with fewer terms than the original filter:

[edit]
user@switch# set firewall family ethernet-switching filter new-ingress-vlan-rogue-block...

2. Apply the firewall filter to the port, VLAN, or Layer 3 interfaces to overwrite the binding

of the original filter—for example:

[edit]
user@switch# set vlans employee-vlan description "smaller filter to block rogue devices on
employee-vlan"
user@switch# set vlans employee-vlan filter input new-ingress-vlan-rogue-block

Because you can apply nomore than one firewall filter per VLAN per direction, the

binding of the original firewall filter to the VLAN is overwritten with the new firewall

filter new-ingress-vlan-rogue-block.

3. Commit the changes:

[edit]
user@switch# commit

NOTE: The original filter is not deleted and is still available in the
configuration.

Filter Counts Previously Dropped Packet

Problem If you configure two or more filters in the same direction for a physical interface and one

of the filters includesacounter, the counterwill be incorrect if the followingcircumstances

apply:

• You configure the filter that is applied to packets first to discard certain packets. For

example, imagine that you have a VLAN filter that accepts packets sent to 10.10.1.0/24

addresses and implicitly discards packets sent to any other addresses. You apply the

filter to the admin VLAN in the output direction, and interface xe-0/0/1 is a member

of that VLAN.

• You configure a subsequent filter to accept and count packets that are dropped by

the first filter. In this example, you have a port filter that accepts and counts packets

sent to 192.168.1.0/24addresses that is alsoapplied toxe-0/0/1 in theoutputdirection.

TheegressVLAN filter is applied first andcorrectly discardspackets sent to 192.168.1.0/24

addresses. The egress port filter is applied next and counts the discarded packets as

matchedpackets.Thepacketsarenot forwarded,but thecounterdisplayedby theegress

port filter is incorrect.

Remember that the order in which filters are applied depends on the direction in which

they are applied, as indicated here:
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Ingress filters:

1. Port (Layer 2) filter

2. VLAN filter

3. Router (Layer 3) filter

Egress filters:

1. Router (Layer 3) filter

2. VLAN filter

3. Port (Layer 2) filter

Solution This is expected behavior.

Matching Packets Not Counted

Problem If you configure two egress filters with counters for a physical interface and a packet

matches both of the filters, only one of the counters includes that packet.

For example:

• You configure an egress port filter with a counter for interface xe-0/0/1.

• You configure an egress VLAN filter with a counter for the adminVLAN, and interface

xe-0/0/1 is a member of that VLAN.

• A packet matches both filters.

In this case, the packet is counted by only one of the counters even though it matched

both filters.

Solution This is expected behavior.

Counter ResetWhen Editing Filter

Problem If you edit a firewall filter term, the value of any counter associated with any term in the

same filter is set to0, including the implicit counter for any policer referencedby the filter.

Consider the following examples:

• Assume that your filter has term1, term2, and term3, and each term has a counter that

has already countedmatching packets. If you edit any of the terms in any way, the

counters for all the terms are reset to 0.

• Assume that your filter has term1 and term2. Also assume that term2 has a policer

action modifier and the implicit counter of the policer has already counted 1000

matching packets. If you edit term1 or term2 in any way, the counter for the policer

referenced by term2 is reset to 0.

Solution This is expected behavior.
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Cannot Include loss-priority and policer Actions in Same Term

Problem You cannot include both of the following actions in the same firewall filter term in a QFX

Series switch:

• loss-priority

• policer

If you do so, you see the following error message when you attempt to commit the

configuration: “cannot support policer action if loss-priority is configured.”

Solution This is expected behavior.

Cannot Egress Filter Certain Traffic Originating on QFX Switch

Problem On aQFXSeries switch, you cannot filter certain traffic with a firewall filter applied in the

output direction if the traffic originates on the QFX switch. This limitation applies to

control traffic for protocols such as ICMP (ping), STP, LACP, and so on.

Solution This is expected behavior.

Firewall Filter Match Condition NotWorking with Q-in-Q Tunneling

Problem If you create a firewall filter that includes amatch condition of dot1q-tag or

dot1q-user-priorityandapply the filter on input toa trunkport that participates in a service

VLAN, thematch condition does not work if the Q-in-Q EtherType is not 0x8100. (When

Q-in-Qtunneling is enabled, trunk interfacesareassumedtobepartof theserviceprovider

or data center network and therefore participate in service VLANs.)

Solution This is expected behavior. To set the Q-in-Q EtherType to 0x8100, enter the set
dot1q-tunneling ethertype 0x8100 statemen at the [edit ethernet-switching-options]
hierarchy level. Youmust also configure the other end of the link to use the same

Ethertype.

Egress Firewall Filters with Private VLANs

Problem If youapply a firewall filter in theoutputdirection toaprimaryVLAN, the filter alsoapplies

to the secondaryVLANs that aremembersof theprimaryVLANwhen the traffic egresses

with the primary VLAN tag or isolated VLAN tag, as listed below:

• Traffic forwarded from a secondary VLAN trunk port to a promiscuous port (trunk or

access)

• Traffic forwarded from a secondary VLAN trunk port that carries an isolated VLAN to

a PVLAN trunk port.

• Traffic forwarded from a promiscuous port (trunk or access) to a secondary VLAN

trunk port
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• Traffic forwarded from a PVLAN trunk port. to a secondary VLAN trunk port

• Traffic forwarded from a community port to a promiscuous port (trunk or access)

If you apply a firewall filter in the output direction to a primary VLAN, the filter does not

apply to traffic that egresses with a community VLAN tag, as listed below:

• Traffic forwarded from a community trunk port to a PVLAN trunk port

• Traffic forwarded from a secondary VLAN trunk port that carries a community VLAN

to a PVLAN trunk port

• Traffic forwarded from a promiscuous port (trunk or access) to a community trunk

port

• Traffic forwarded from a PVLAN trunk port. to a community trunk port

If you apply a firewall filter in the output direction to a community VLAN, the following

behaviors apply:

• The filter is applied to traffic forwarded from a promiscuous port (trunk or access) to

a community trunk port (because the traffic egresses with the community VLAN tag).

• The filter is applied to traffic forwarded from a community port to a PVLAN trunk port

(because the traffic egresses with the community VLAN tag).

• The filter is not applied to traffic forwarded from a community port to a promiscuous

port (because the traffic egresses with the primary VLAN tag or untagged).

Solution These are expected behaviors. They occur only if you apply a firewall filter to a private

VLAN in the output direction and do not occur if you apply a firewall filter to a private

VLAN in the input direction.

Egress Filtering of L2PT Traffic Not Supported

Problem Egress filtering of L2PT traffic is not supported on the QFX3500 switch. That is, if you

configure L2PT to tunnel a protocol on an interface, you cannot also use a firewall filter

to filter traffic for that protocol on that interface in the output direction. If you commit a

configuration for this purpose, the firewall filter is not applied to theL2PT-tunneled traffic.

Solution This is expected behavior.

Cannot Drop BGP Packets in Certain Circumstances

Problem BGP packets with a time-to-live (TTL) value greater than 1 cannot be discarded using a

firewall filter applied to a loopback interface or applied on input to a Layer 3 interface.

BGP packets with TTL value of 1 or 0 can be discarded using a firewall filter applied to a

loopback interface or applied on input to a Layer 3 interface.

Solution This is expected behavior.
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Invalid Statistics for Policer

Problem If you apply a single-rate two-color policer in more than 128 terms in a firewall filter, the

output of the show firewall command displays incorrect data for the policer.

Solution This is expected behavior.

Policers can Limit Egress Filters

Problem The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

Solution You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

6485Copyright © 2014, Juniper Networks, Inc.

Chapter 72: Troubleshooting



You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Related
Documentation

Understanding FIP Snooping, FBF, and MVR Filter Scalability on page 4872•

• Configuring Firewall Filters on page 4531

• Verifying That Firewall Filters Are Operational on page 4672

Troubleshooting Policer Configuration

• Incomplete Count of Packet Drops on page 6486

• Counter ResetWhen Editing Filter on page 6486

• Invalid Statistics for Policer on page 6487

• Egress Policers on QFX3500 Devices Might AllowMore Throughput Than Is

Configured on page 6487

• Filter-Specific Egress Policers on QFX3500 Devices Might AllowMore Throughput

Than Is Configured on page 6488

• Policers Can Limit Egress Filters on page 6488

Incomplete Count of Packet Drops

Problem Under certain circumstances, Junos OSmight display a misleading number of packets

dropped by an ingress policer.

If packets are dropped because of ingress admission control, policer statistics might not

showthenumberofpacketdropsyouwouldexpectbycalculating thedifferencebetween

ingress and egress packet counts. This might happen if you apply an ingress policer to

multiple interfaces, and the aggregate ingress rate of those interfaces exceeds the line

rate of a common egress interface. In this case, packets might be dropped from the

ingress buffer. These drops are not included in the count of packets dropped by the

policer, which causes policer statistics to underreport the total number of drops.

Solution This is expected behavior.

Counter ResetWhen Editing Filter

Problem If you edit a firewall filter term, the value of any counter associated with any term in the

same filter is set to0, including the implicit counter for any policer referencedby the filter.

Consider the following examples:

• Assume that your filter has term1, term2, and term3, and each term has a counter that

has already countedmatching packets. If you edit any of the terms in any way, the

counters for all the terms are reset to 0.

• Assume that your filter has term1 and term2. Also assume that term2 has a policer

action modifier and the implicit counter of the policer has already counted 1000

Copyright © 2014, Juniper Networks, Inc.6486

Complete Software Guide for Junos
®
OS for the QFX Series, Release 13.2X51-D15



matching packets. If you edit term1 or term2 in any way, the counter for the policer

referenced by term2 is reset to 0.

Solution This is expected behavior.

Invalid Statistics for Policer

Problem If you apply a single-rate two-color policer in more than 128 terms in a firewall filter, the

output of the show firewall command displays incorrect data for the policer.

Solution This is expected behavior.

Egress Policers on QFX3500 Devices Might AllowMore Throughput Than Is
Configured

Problem If you configure a policer to rate-limit throughput and apply it on egress to multiple

interfaces on a QFX3500 switch or Node, the measured aggregate policed rate might

be twice the configured rate, depending onwhich interfaces you apply the policer to. The

doubling of the policed rate occurs if you apply a policer to multiple interfaces and both

of the following are true:

• There is at least one policed interface in the range xe-0/0/0 to xe-0/0/23 or the range

xe-0/1/1 to xe-0/1/7.

• There is at least one policed interface in the range xe-0/0/24 to xe-0/0/47 or the range

xe-0/1/8 to xe-0/1/15.

For example, if you configure a policer to rate-limit traffic at 1 Gbps and apply the policer

(by using a firewall filter) to xe-0/0/0 and xe-0/0/24 in the output direction, each

interface is rate-limited at 1 Gbps, for a total allowed throughput of 2 Gbps. The same

behavior occurs if you apply the policer to xe-0/1/1 and xe-0/0/24—each interface is

rate-limited at 1 Gbps.

If you apply the same policer on egress tomultiple interfaces in these groups, each group

is rate-limited at 1 Gbps. For example, if you apply the policer to xe-0/0/0 through

xe-0/0/4 (five interfaces) and xe-0/0/24 through xe-0/0/33 (ten interfaces), each

group is rate-limited at 1 Gbps, for a total allowed throughput of 2 Gbps.

Here is another example: If you apply the policer to xe-0/0/0 through xe-0/0/4 and

xe-0/1/1 through xe-0/1/5 (a total of ten interfaces), that group is rate-limited at 1 Gbps

in aggregate. If you also apply the policer to xe-0/0/24, that one interface is rate-limited

at 1 Gbps while the other ten are still rate-limited at 1 Gbps in aggregate.

Interfaces xe-0/1/1 through xe-0/1/15 are physically located on the QSFP+ uplink ports,

according to the following scheme:

• xe-0/1/1 through xe-0/1/3 are on Q0.

• xe-0/1/4 through xe-0/1/7 are on Q1.
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• xe-0/1/8 through xe-0/1/11 are on Q2.

• xe-0/1/2 through xe-0/1/15 are on Q3.

Thedoublingof thepoliced rateoccurs only if thepolicer is applied in theoutputdirection.

If you configure a policer as described above but apply it in the input direction, the total

allowed throughput for all interfaces is 1 Gbps.

Solution This is expected behavior.

Filter-SpecificEgressPolicersonQFX3500DevicesMightAllowMoreThroughput
Than Is Configured

Problem You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this, rate limiting is applied in aggregate, so if you configure a policer to discard traffic

thatexceeds 1Gbpsand reference thatpolicer in threedifferent terms, the totalbandwidth

allowed by the filter is 1 Gbps. However, the behavior of a filter-specific policer is affected

by how the firewall filter terms that reference the policer are stored in ternary content

addressable memory (TCAM). If you create a filter-specific policer and reference it in

multiple firewall filter terms, the policer allowsmore traffic than expected if the terms

are stored in different TCAM slices. For example, if you configure a policer to discard

traffic that exceeds 1 Gbps and reference that policer in three different terms that are

stored in three separatememory slices, the total bandwidthallowedby the filter is 3Gbps,

not 1 Gbps.

Solution To prevent this unexpected behavior, use the information about TCAM slices presented

in “Planning the Number of Firewall Filters to Create” on page 4435 to organize your

configuration file so that all the firewall filter terms that reference a given filter-specific

policer are stored in the same TCAM slice.

Policers Can Limit Egress Filters

Problem The number of egress policers that you configure can affect the total number of allowed

egress firewall filters. Every policer has two implicit counters that consume two entries

in a 1024-entry TCAM that is used for counters, including counters that are configured

as action modifiers in firewall filter terms. (Policers consume two entries because one is

used for green packets and one is used for nongreen packets regardless of policer type.)

If the TCAM becomes full, you cannot commit any more egress firewall filters that have

terms with counters. For example, if you configure and commit 512 egress policers

(two-color, three-color, or a combinationof bothpolicer types), all of thememory entries

for counters are used up. If later in your configuration file you insert additional egress

firewall filters with terms that also include counters, none of the terms in those filters are

committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,
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1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.

• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

Solution You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Services

• Troubleshooting Port Mirroring on page 6489

Troubleshooting Port Mirroring

• Port Mirroring Constraints and Limitations on page 6489

• Egress Port Mirroring with VLAN Translation on page 6491

• Egress Port Mirroring with Private VLANs on page 6492

Port Mirroring Constraints and Limitations

• Local and Remote Port Mirroring on page 6489

• Remote Port Mirroring Only on page 6491

Local and Remote Port Mirroring

The following constraints and limitations apply to local and remote port mirroring with

the QFX Series:

• You can create a total of four port-mirroring configurations onaQFXSeries standalone

switch.
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• You can create a total of four port-mirroring configurations on each Node group in a

QFabric system, subject to the following constraints:

• Asmany as four of the configurations can be for local port mirroring.

• Asmany as three of the configurations can be for remote port mirroring.

• Regardless of whether you are configuring a standalone switch or a Node group, the

following limits apply:

• There can be nomore than two configurations that mirror ingress traffic. (If you

configure a firewall filter to send traffic to a port mirror—that is, you use the analyzer

action modifier in a filter term—this counts as an ingress mirroring configuration for

switch or Node group on which the filter is applied.)

• There can be nomore than two configurations that mirror egress traffic.

NOTE: OnQFabric systems, there isnosystem-wide limiton the totalnumber
of mirror sessions.

• You can configure nomore than one type of output in one port-mirroring configuration.

That is, you can use nomore than one of the following to complete a set analyzername

output statement:

• interface

• ip-address

• vlan

• If you configure Junos OS tomirror egress packets, do not configure more than 2000

VLANs on a QFX3500 device or QFabric system. If you do so, some VLAN packets

might contain incorrect VLAN IDs. This applies to any VLAN packets—not only the

mirrored copies.

• The ratio and loss-priority options are not supported.

• Packets with physical layer errors are filtered out and are not sent to the output port

or VLAN.

• If you use sFlowmonitoring to sample traffic, it does not sample the mirror copies

when they exit from the output interface.

• You cannot mirror packets exiting or entering the following ports:

• Dedicated Virtual Chassis interfaces

• Management interfaces (me0 or vme0)

• Fibre Channel interfaces

• Routed VLAN interfaces

• An aggregated Ethernet interface cannot be an output interface.
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• Do not include an 802.1Q subinterface that has a unit number other than 0 in a port

mirroring configuration. Port mirroring does not work with subinterfaces if their unit

number isnot0. (Youconfigure802.1Qsubinterfacesusing thevlan-tagging statement.)

• When packet copies are sent out the output interface, they are not modified for any

changes that are normally applied on egress, such as CoS rewriting.

• An interface can be the input interface for only onemirroring configuration. Do not use

the same interface as the input interface for multiple mirroring configurations.

• CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be

mirrored on egress.

• VLAN-basedmirroring is not supported for STP traffic.

• (QFabric systems only) If you configure a QFabric analyzer to mirror egress traffic and

the input andoutput interfaces are ondifferentNodedevices, themirrored copies have

incorrect VLAN IDs. This limitation does not apply if you configure a QFabric analyzer

tomirror egress traffic and the inputandoutput interfacesareon the sameNodedevice.

In this case the mirrored copies have the correct VLAN IDs (as long as you do not

configure more than 2000 VLANs on the QFabric system).

Remote Port Mirroring Only

The following constraints and limitations apply to remote port mirroring with the QFX

Series:

• If you configure an output IP address, the address cannot be in the same subnetwork

as any of the switch’s management interfaces.

• If you create virtual routing instances and also create an analyzer configuration that

includesanoutput IPaddress, theoutput addressbelongs to thedefault virtual routing

instance (inet.0 routing table).

• An output VLAN cannot be a private VLAN or VLAN range.

• An output VLAN cannot be shared bymultiple analyzer statements.

• An output VLAN interface cannot be amember of any other VLAN.

• An output VLAN interface cannot be an aggregated Ethernet interface.

• On the source (monitored) switch, only one interface can be amember of the analyzer

VLAN.

Egress Port Mirroring with VLAN Translation

Problem If you create a port-mirroring configuration that mirrors customer VLAN (CVLAN) traffic

on egress and the traffic undergoes VLAN translation before being mirrored, the VLAN

translation does not apply to the mirrored packets. That is, the mirrored packets retain

the service VLAN (SVLAN) tag that should be replaced by the CVLAN tag on egress. The

original packets are unaffected—on these packets VLAN translation works properly, and

the SVLAN tag is replaced with the CVLAN tag on egress.

Solution This is expected behavior.

6491Copyright © 2014, Juniper Networks, Inc.

Chapter 72: Troubleshooting



Egress Port Mirroring with Private VLANs

Problem If you create a port-mirroring configuration that mirrors private VLAN (PVLAN) traffic on

egress, the mirrored traffic (the traffic that is sent to the analyzer system) has the VLAN

tag of the ingress VLAN instead of the egress VLAN. For example, assume the following

PVLAN configuration:

• Promiscuous trunk port that carries primary VLANs pvlan100 and pvlan400.

• Isolated access port that carries secondary VLAN isolated200. This VLAN is amember

of primary VLAN pvlan100.

• Community port that carries secondary VLAN comm300. This VLAN is also amember

of primary VLAN pvlan100.

• Output interface(monitor interface) thatconnects to theanalyzer system.This interface

forwards the mirrored traffic to the analyzer.

If a packet for pvlan100 enters on the promiscuous trunk port and exits on the isolated

access port, the original packet is untagged on egress because it is exiting on an access

port. However, themirror copy retains the tag for pvlan100when it is sent to the analyzer.

Here is another example: If a packet for comm300 ingresses on the community port and

egresses on the promiscuous trunk port, the original packet carries the tag for pvlan100

on egress, as expected. However, the mirrored copy retains the tag for comm300when

it is sent to the analyzer.

Solution This is expected behavior.

Related
Documentation

Understanding Port Mirroring on page 4713•

• Example: Configuring Port Mirroring for Local Analysis on page 4721

• Example: Configuring Port Mirroring for Remote Analysis on page 4726

Storage

• Troubleshooting Dropped FCoE Traffic on page 6492

• Troubleshooting Fibre Channel Interface Deletion on page 6495

• Troubleshooting Dropped FIP Traffic on page 6496

Troubleshooting Dropped FCoE Traffic

Problem Fibre Channel over Ethernet (FCoE) traffic for which you want guaranteed delivery is

dropped.
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Cause Thereare several possible causesofdroppedFCoE traffic (the list numbersof thepossible

causes correspond to the list numbers of the solutions in the Solution section.):

1. Priority-based flow control (PFC) is not enabled on the FCoE priority (IEEE 802.1p

codepoint) in both the input andoutput stanzasof the congestionnotificationprofile.

2. The FCoE traffic is not classified correctly at the ingress interface. FCoE traffic should

either use the default fcoe forwarding class and classifier configuration (maps the

fcoe forwarding class to IEEE 802.1p code point 011) or be mapped to a lossless

forwarding class and to the code point enabled for PFC on the input and output

interfaces.

3. Thecongestionnotificationprofile thatenablesPFCon theFCoEpriority isnotattached

to the interface.

4. The forwarding class set (priority group) used for guaranteed delivery traffic does not

include the forwarding class used for FCoE traffic.

5. Insufficient bandwidth has been allocated for the FCoE queue or for the forwarding

class set to which the FCoE queue belongs.

6. If you are using Junos OS Release 12.2, the fcoe forwarding class has been explicitly

configured instead of using the default fcoe forwarding class configuration

(forwarding-class-to-queuemapping).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure the lossless forwarding
classes, the trafficmapped to those forwarding classes is treated as lossy
(best effort) traffic and does not receive lossless treatment.

7. If you are using Junos OS Release 12.3 or later and you are not using the default fcoe

forwarding class configuration, the forwarding class used for FCoE is not configured

with the no-loss packet drop attribute. In Junos OS 12.3 or later, explicit forwarding

classes configurations must include the no-loss packet drop attribute to be treated

as lossless forwarding classes.

Solution The list numbers of the possible solutions correspond to the list numbers of the causes

in the Cause section.
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1. Check the congestion notification profile (CNP) to see if PFC is enabled on the FCoE

priority (the correct IEEE 802.1p code point) on both input and output interfaces. Use

the show class-of-service congestion-notification operational command to show the

code points that are enabled for PFC in each CNP.

If you are using the default configuration, FCoE traffic is mapped to code point 011

(priority 3). In this case, the input stanza of the CNP should show that PFC is enabled

on code point 011, and the output stanza should show that priority 011 is mapped to

flow control queue 3.

If you explicitly configured a forwarding class for FCoE traffic, ensure that:

• You specified theno-losspacket dropattribute in the forwarding class configuration

• The code point mapped to the FCoE forwarding class in the ingress classifier is the

code point enabled for PFC in the CNP input stanza

• The code point and output queue used for FCoE traffic are mapped to each other

in the CNP output stanza (if you are not using the default priority and queue, you

must explicitly configure each output queue that you want to respond to PFC

messages)

For example, if you explicitly configure a forwarding class for FCoE traffic that is

mapped to output queue 5 and to code point 101 (priority 5), the output of the show

class-of-service congestion-notification looks like:

Name: fcoe_p5_cnp, Index: 12183
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

2. Use the show class-of-service classifier type ieee-802.1p operational command to

check if the classifier maps the forwarding class used for FCoE traffic to the correct

IEEE 802.1p code point.

3. Ensure that thecongestionnotificationprofile andclassifier areattached to thecorrect

ingress interface. Use the operational command show configuration class-of-service

interfaces interface-name.

4. Check that the forwardingclass set includes the forwardingclassused for FCoE traffic.

Use the operational command show configuration class-of-service

forwarding-class-sets to show the configured priority groups and their forwarding

classes.
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5. Verify theamountofbandwidthallocated to thequeuemappedto theFCoEforwarding

class and to the forwarding class set to which the FCoE traffic queue belongs. Use

the show configuration class-of-service schedulers scheduler-name operational

command (specify the scheduler for FCoE traffic as the scheduler-name) to see the

minimum guaranteed bandwidth (transmit-rate) andmaximum bandwidth

(shaping-rate) for the queue.

Use the showconfigurationclass-of-service traffic-control-profiles traffic-control-profile

operational command (specify the traffic control profile used for FCoE traffic as the

traffic-control-profile) to see the minimum guaranteed bandwidth (guaranteed-rate)

andmaximum bandwidth (shaping-rate) for the forwarding class set.

6. Delete the explicit FCoE forwarding-class-to-queuemapping so that the systemuses

the default FCoE forwarding-class-to-queuemapping. Include the delete

forwarding-classes class fcoe queue-num 3 statement at the [edit class-of-service]

hierarchy level to remove the explicit configuration. The system then uses the default

configuration for the FCoE forwarding class and preserves the lossless treatment of

FCoE traffic.

7. Use the show class-of-service forwarding-class operational command to display the

configured forwardingclasses. TheNo-Losscolumnshowswhether lossless transport

is enabled or disabled for each forwarding class. If the forwarding class used for FCoE

traffic is not enabled for lossless transport, include the no-loss packet drop attribute

in the forwarding class configuration (set class-of-service forwarding-classes class

fcoe-forwarding-class-name queue-num queue-number no-loss).

See “Example: Configuring CoS PFC for FCoE Traffic” on page 4921 for step-by-step

instructions on how to configure PFC for FCoE traffic, including classifier, interface,

congestion notification profile, PFC, and bandwidth scheduling configuration.

Related
Documentation

show class-of-service congestion-notification on page 5825•

• show class-of-service forwarding-class-set on page 5833

• Configuring CoS PFC (Congestion Notification Profiles) on page 5685

• Example: Configuring CoS PFC for FCoE Traffic on page 4921

• Overview of CoS Changes Introduced in Junos OS Release 12.2 on page 5304

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 4885

Troubleshooting Fibre Channel Interface Deletion

Problem You deleted a Fibre Channel (FC) interface at the [edit interfaces] hierarchy level, but

the commit check fails so the interface is not deleted.

Cause Youmust first delete the FC interface from the FC fabric on the QFX Series before you

can delete the FC interface at the [edit interfaces] hierarchy level. Youmust perform

both operations to delete a FC interface.
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Solution First delete the interface from the FC fabric and then delete the interface from the QFX

Series:

1. Delete the FC interface from the FC fabric to which it belongs:

[edit]
user@switch# delete fc-fabrics fabric-name interface interface-name

For example, to delete the FC interface fc-0/0/3.0 from an FC fabric named sanfab1:

[edit]
user@switch# delete fc-fabrics sanfab1 interface fc-0/0/3.0

2. Delete the FC interface at the [edit interfaces] hierarchy level:

[edit]
user@switch: delete interfaces interface-name

For example, to delete the interface fc-0/0/3.0 from the switch:

[edit]
user@switch: delete interfaces fc-0/0/3.0

Related
Documentation

fc-fabrics on page 5113•

• interface on page 5120

• interfaces on page 2075

• Understanding Interfaces on an FCoE-FC Gateway on page 4829

Troubleshooting Dropped FIP Traffic

Problem Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) traffic such as FIP VLAN

discovery and notification frames is dropped on the QFX Series.

Cause The interface onwhich the FIP traffic is droppeddoes not have a nativeVLANconfigured.

FIP VLAN discovery and notification messages are exchanged as untagged packets on

the native VLAN. (After the FCoE session with the Fibre Channel switch is established,

FCoE traffic uses the FCoE VLAN.)

Solution Check to ensure that every 10-Gigabit Ethernet interface that connects to an FCoEdevice

includes a native VLAN. Configure a native VLAN on all 10-Gigabit Ethernet interfaces

that connect to FCoE devices.

NOTE: Make sure that the native VLAN you are using on the QFX Series is
the same native VLAN that the FCoE devices use for Ethernet traffic.

The procedure for configuring a native VLAN on an interface is different on switches that

use the original CLI than on switches that use the Enhanced Layer 2 Software (ELS) CLI.

This topic provides the configuration procedure for each CLI.
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Configuring a Native
VLAN on Switches

Using the Original CLI

To configure a native VLAN on an interface:

1. Set the interface port mode to tagged-access if you have not already done so:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching port-mode
tagged-access

For example, to set the port mode to tagged-access for interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 unit 0 family ethernet-switching port-mode
tagged-access

2. Configure the native VLAN if it does not already exist:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

For example, to name the native VLAN native and use the VLAN ID 1:

[edit]
user@switch# set vlans native vlan-id 1

3. Configure the native VLAN on the interface:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching native-vlan-id
vlan-id

For example, to configure a native VLANwith the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1

Configuring a Native
VLAN on Switches
Using the ELS CLI

To configure a native VLAN on an interface:

1. Set the interface mode to trunk if you have not already done so:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching interface-mode
trunk

For example, to set the interface mode to trunk for interface xe-0/0/6.0:

[edit]
user@switch# set interfacesxe-0/0/6unit0familyethernet-switching interface-modetrunk

2. Configure the native VLAN if it does not already exist:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

For example, to name the native VLAN native and use the VLAN ID 1:

[edit]
user@switch# set vlans native vlan-id 1

3. Configure the native VLAN on the physical Ethernet interface:
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[edit]
user@switch# set interfaces interface native-vlan-id vlan-id

For example, to configure a native VLANwith the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6 native-vlan-id 1

4. Configure the Ethernet interface as amember of the native VLAN:

[edit]
user@switch# set interfaces interface unit unit family ethernet-switching vlanmembers
vlan-name

For example, to configure an Ethernet interface as amember of a native VLANwith

the VLAN ID 1 on interface xe-0/0/6.0:

[edit]
user@switch# set interfaces xe-0/0/6unit 0 family ethernet-switching vlanmembers native

Related
Documentation

interfaces on page 2075•

• vlans on page 1639

• Understanding FIP Functions on page 4817

• Configuring VLAN Interfaces for FCoE Traffic on an FCoE Transit Switch on page 5066

Traffic Management

• Troubleshooting Egress Bandwidth That Exceeds the Configured Maximum

Bandwidth on page 6498

• Troubleshooting Egress Bandwidth That Exceeds the Configured Minimum

Bandwidth on page 6499

• Troubleshooting Egress Queue Bandwidth Impacted by Congestion on page 6500

• Troubleshooting an Unexpected Rewrite Value on page 6501

• Troubleshooting a Port Reset on QFabric SystemsWhen a Queue Stops Transmitting

Traffic on page 6502

Troubleshooting Egress Bandwidth That Exceeds the ConfiguredMaximumBandwidth

Problem Themaximum bandwidth of a queue whenmeasured at the egress port exceeds the

maximum bandwidth (shaping rate) configured for the queue.

Cause When you configure bandwidth for a queue or a priority group, the switch accounts for

the configured bandwidth as data only. The switch does not rate-shape the preamble

and the interframe gap (IFG) associated with frames, so the switch does not account

for the bandwidth consumed by the preamble and the IFG in its maximum bandwidth

calculations.

Themeasured egress bandwidth can exceed the configuredmaximumbandwidthwhen

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG
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overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

Solution When you calculate the bandwidth requirements for queues on which you expect a

significant amount of traffic with small packet sizes, consider the shaping rate as the

maximum bandwidth for the data only. Add sufficient bandwidth to your calculations to

account for the preamble and IFG so that the port bandwidth is sufficient to handle the

combinedmaximum data rate (shaping rate) and the preamble and IFG.

If themaximumbandwidthmeasuredat theegressportexceeds theamountofbandwidth

that you want to allocate to the queue, reduce the shaping rate for that queue.

Related
Documentation

shaping-rate on page 5777•

• Example: Configuring MaximumOutput Bandwidth on page 5526

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

Troubleshooting Egress Bandwidth That Exceeds the ConfiguredMinimumBandwidth

Problem Theminimum bandwidth of a queue or a priority group whenmeasured at the egress

port exceeds the minimum bandwidth configured for the queue (transmit-rate) or for

the priority group (guaranteed-rate).

Cause When you configure bandwidth for a queue or a priority group, the switch accounts for

the configured bandwidth as data only. The switch does not include the preamble and

the interframe gap (IFG) associated with frames, so the switch does not account for the

bandwidthconsumedbythepreambleandthe IFG in itsminimumbandwidthcalculations.

Themeasured egress bandwidth can exceed the configuredminimum bandwidth when

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG

overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

NOTE: The sum of the queue transmit rates in a priority group should not
exceed the guaranteed rate for the priority group. (You cannot guarantee a
minimum bandwidth for the queues that is greater than theminimum
bandwidth guaranteed for the entire set of queues.)

Solution Whenyoucalculate thebandwidth requirements for queuesandpriority groupsonwhich

you expect a significant amount of traffic with small packet sizes, consider the transmit

rate and the guaranteed rate as theminimumbandwidth for the data only. Add sufficient

bandwidth to your calculations to account for the preamble and IFG so that the port
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bandwidth is sufficient to handle the combinedminimum data rate and the preamble

and IFG.

If theminimumbandwidthmeasuredat theegressport exceeds theamountofbandwidth

that you want to allocate to a queue or to a priority group, reduce the transmit rate for

that queue and reduce the guaranteed rate of the priority group that contains the queue.

Related
Documentation

guaranteed-rate on page 5749•

• transmit-rate on page 5784

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 5521

• Example: Configuring Queue Schedulers on page 5511

• Understanding CoS Output Queue Schedulers on page 5371

Troubleshooting Egress Queue Bandwidth Impacted by Congestion

Problem Congestion on an egress port causes egress queues to receive less bandwidth than

expected. Egress port congestion can impact the amount of bandwidth allocated to

queues on the congested port and, in some cases, on ports that are not congested.

Cause Egressqueuecongestion cancause the ingressport buffer to fill aboveacertain threshold

and affect the flow to the queues on the egress port. One queue receives its configured

bandwidth, but the other queues on the egress port are affected and do not receive their

configured share of bandwidth.

Solution The solution is to configure a drop profile to apply weighted random early detection

(WRED) to the queue or queues on the congested ports.

Configure a drop profile on the queue that is receiving its configured bandwidth. This

queue is preventing the other queues from receiving their expected bandwidth. The drop

profile prevents the queue from affecting the other queues on the port.

To configure a tail-drop profile using the CLI:

• Name the drop profile and set the drop start point, drop end point,minimumdrop rate,

andmaximum drop rate for the drop profile:

[edit class-of-service]
user@switch# set drop-profile drop-profile-name interpolate fill-level percentage fill-level
percentage drop-probability 0 drop-probability percentage

Related
Documentation

drop-profile on page 5732•

• Example: Configuring Tail-Drop Profiles on page 5501

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474

• Understanding CoS Tail-Drop Profiles on page 5409
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Troubleshooting an Unexpected Rewrite Value

Problem Traffic fromone ormore forwarding classes on an egress port is assigned an unexpected

rewrite value.

NOTE: For packets that carry both an inner VLAN tag andanouter VLAN tag,
the rewrite rules rewrite only the outer VLAN tag.

Cause If you configure a rewrite rule for a forwarding class on an egress port but you do not

configure a rewrite rule for every forwarding class on that egressport, then the forwarding

classes that do not have a configured rewrite rule are assigned random rewrite values.

For example:

1. Configure forwarding classes fc1, fc2, and fc3.

2. Configure rewrite rules for forwarding classes fc1 and fc2, but not for forwarding class

fc3.

3. Assign forwarding classes fc1, fc2, and fc3 to a port.

When traffic for these forwarding classes flows through the port, traffic for forwarding

classes fc1 and fc2 is rewritten correctly. However, traffic for forwarding class fc3 is

assigned a random rewrite value.

Solution If any forwarding class on an egress port has a configured rewrite rule, then all forwarding

classes on that egress portmust have a configured rewrite rule. Configuring a rewrite rule

for any forwarding class that is assigned a random rewrite value solves the problem.

TIP: If you want the forwarding class to use the same code point value
assigned to it by the ingress classifier, specify that value as the rewrite rule
value. For example, if a forwarding class has the IEEE 802.1 ingress classifier
code point value 011, configure a rewrite rule for that forwarding class that

uses the IEEE 802.1p code point value 011.

NOTE: There are no default rewrite rules. You can bind one rewrite rule for
each type (DSCP and IEEE 802.1) to a given interface. A rewrite rule can
contain multiple forwarding-class-to-rewrite-value associations.

1. Assign a rewrite value to a forwarding class. Add the new rewrite value to the same

rewrite rule as the other forwarding classes on the port:

[edit class-of-service rewrite-rules]
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user@switch# set(dscp| ieee-802.1) rewrite-name forwarding-classclass-name loss-priority
priority code-point (alias | bits)

For example, if the other forwarding classes on the port use rewrite values defined in

the rewrite rule custom-rw, the forwarding class fcoe is being randomly rewritten, and

you want to use IEEE 802.1 code point 011 for the fcoe forwarding class:

[edit class-of-service rewrite-rules]
user@switch# set ieee-802.1 custom-rw forwarding-class fcoe loss-priority high code-point
011

2. Enable the rewrite rule on an interface if it is not already enabled on the desired

interface:

[edit]
user@switch# set class-of-service interfaces interface-name unit unit rewrite-rules (dscp |
ieee-802.1) rewrite-rule-name

For example, to enable the rewrite rule custom-rw on interface xe-0/0/24.0:

[edit]
user@switch# set class-of-service interfaces xe-0/0/24 unit 0 rewrite-rules ieee-802.1
custom-rw

Related
Documentation

interfaces on page 5757•

• rewrite-rules on page 5772

• Defining CoS Rewrite Rules on page 5693

• Monitoring CoS Rewrite Rules on page 5812

Troubleshooting a Port Reset on QFabric SystemsWhen a Queue Stops Transmitting Traffic

Problem InQFabric systems, if anyqueue thatcontainsoutgoingpacketsdoesnot transmitpackets

for 12 consecutive seconds, the port automatically resets.

Cause Failure of a queue to transmit packets for 12 consecutive secondsmay be due to:

• A strict-high priority queue consuming all of the port bandwidth

• Several queues consuming all of the port bandwidth

• Any queue or port receiving continuous priority-based flow control (PFC) or 802.3x

Ethernet PAUSEmessages (received PFC and PAUSEmessages prevent a queue or

a port, respectively, from transmitting packets because of network congestion)

• Other conditions thatpreventaqueue fromobtainingportbandwidth for 12 consecutive

seconds

Solution If the cause is a strict-high priority queue or other queues consuming all of the port

bandwidth, you can use rate shaping to configure a maximum rate for the queues that

areusingall of theportbandwidthandpreventingotherqueues fromobtainingbandwidth

on the port. You configure a maximum rate by creating a scheduler, using a scheduler

map to apply it to a forwarding class (which maps to an output queue), and applying

the scheduler map to the port using a forwarding class set and a traffic control profile.
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To configure rate shaping using the CLI:

1. Nametheexistingscheduleror createascheduleranddefine themaximumbandwidth

as a rate or as a percentage:

[edit class-of-service]
user@switch# set schedulers scheduler-name shaping-rate (rate | percent percentage)

2. Configure a scheduler map to associate the scheduler with the forwarding class

(queue) that is consuming all of the port bandwidth:

[edit class-of-service]
user@switch# set scheduler-maps scheduler-map-name forwarding-class
forwarding-class-name scheduler scheduler-name

3. Associate the scheduler map with a traffic control profile:

[edit class-of-service]
user@switch# set traffic-control-profiles traffic-control-profile-name scheduler-map
scheduler-map-name

4. Associate the traffic control profile (and thus the scheduler map that contains the

rate shaping queue scheduler) with a forwarding class set and apply them to the

interface that is being reset:

[edit class-of-service]
user@switch# set interfaces interface-name forwarding-class-set fc-set-name
output-traffic-control-profile traffic-control-profile-name

For example, a strict-high priority queue is using all of the bandwidth on interface

shpnode:xe-0/0/10 and preventing other queues from transmitting for 12 consecutive

seconds. You decide to set a maximum rate of 7 Gbps on the strict-high priority queue

to ensure that at least 3 Gbps of the port bandwidth is available to service other queues.

Table 553 on page 5971 shows the topology for this example:

Table 619: Components of the Rate Shaping Troubleshooting Example

SettingsComponent

shpnode:xe-0/0/10Affected interface

Name: shp-sched
Shaping rate: 7g
Priority: strict-high

NOTE: Thisexampleassumes that thescheduleralreadyexistsandhasbeenconfigured
as strict-highpriority, but that rate shaping to prevent the strict-high priority traffic from
using all of the port bandwidth has not been applied.

Scheduler (strict-high priority
scheduler)

Name: shp-map
Forwarding class to associate with the shp-sched scheduler: strict-high

NOTE: This example assumes that a strict-high priority forwarding class has been
configured and assigned the name strict-high.

Scheduler map

Name: shp-tcp

NOTE: This example does not describe how todefine a complete traffic control profile.

Traffic control profile
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Table 619: Components of the Rate Shaping Troubleshooting Example (continued)

SettingsComponent

Name: shp-pgForwarding class set

To configure the scheduler, map it to the strict-high priority forwarding class, and apply

it to interface shpnode:xe-0/0/10 using the CLI:

1. Specify the scheduler for the strict-high priority queue (shp-sched) with a maximum

bandwidth of 7 Gbps:

[edit class-of-service schedulers]
user@switch# set shp-sched shaping-rate 7g

2. Configureaschedulermap(shp-map) thatassociates thescheduler (shp-sched)with

the forwarding class (strict-high):

[edit class-of-service scheduler-maps]
user@switch# set shp-map forwarding-class strict-high scheduler shp-sched

3. Associate the scheduler map shp-mapwith a traffic control profile (shp-tcp):

[edit class-of-service traffic-control-profiles]
user@switch# set shp-tcp scheduler-map shp-map

4. Associate the traffic control profile shp-tcpwith a forwarding class set (shp-pg) and

the affected interface (shpnode:xe-0/0/10):

[edit class-of-service]
user@switch# set interfaces shpnode:xe-0/0/10 forwarding-class-set shp-pg
output-traffic-control-profile shp-tcp

Related
Documentation

• Understanding CoS Output Queue Schedulers on page 5371

• Defining CoS Queue Scheduling Priority on page 5682

• Example: Configuring Queue Schedulers on page 5511

• Example: Configuring Traffic Control Profiles (Priority GroupScheduling) on page 5519

• Example: Configuring Forwarding Class Sets on page 5508

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 5474
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